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Feasibility Assessment: Outsourcing a greater percentage of repairs will require
legislative changes, with all their attendant risks. The other proposals have precedents
within DoD, but require constant guidance from the DoD senior leadership.

In all cases contract specifications should be written by a contractor (who cannot bid on
the contract of course), rather than by the affected agency or agencies. DoD already
applies this process for support contracts of all kinds, including independent verification
and validation of R&D contracts.

Business Executives for National Security recommends that every defense agency and
activity be directed to complete a strategic sourcing study of its organization and report to
SecDef. A more practical solution would be to contract out strategic sourcing studies
and evaluations of each of the Defense Agencies.

Consolidating Agencies

In part by drawing upon ouwtsourcing as above, and web-related automation outlined
below, DoD could consolidate several of the civilian defense agencies. In particular, the
following need to be consolidated, with instructions to reduce personnel by 15% NLT

end FY 02:

9 Intelligence: combine DIA, NSA, NIMA, DIS—possibly also NRO, DARO, and
Defense Support project Office

Y Health: combine TRICARE, OCHAMPUS, DMPA (Detense Medical Programs
Activity/a field activity)-and possibly USUHS (Unitormed Services University
for the Health Sciences)

9  Personnel: combine WHS (Washington Headquarters Services), DoDEA (DoD
Education Activity), HRFA (Human Resources Field Activity) and DEOMI
(Defense Equal Opportunity Management Institute)

9 Acquisition: considerable consolidation is possible here as well. but that requires
further investigation and discussion

9 Audit function: consolidate DCAA (Defense Contract Audit Agency) with
DCMC (Defense Contract Management Command) and with Service Audit
Agencies

Restructure criminal investigations organization:

-]

« Create Defense bureau of Investigation out of elements of DCIS (Defense
Criminal Tnvestigation Service), NCIS (Navy Criminal Investigation
Service), AF/OSI (Office ot Special Investigations), Army CID (Criminal
Investigation Division)—civilianize investigators

1 1-L-0559/OSD/4391
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« Consolidate all basic training at FLETC
» QOutsource specialized and advanced training

» Consolidate all forensic labs under Army as executive agent, and consider
outsourcing lab activity

« Consolidate all computer crime lab activity under USAF (including R&D
and training)

» Transfer protective service function (bodyguards) from CID to Military
Police

9 Cables: if OSD Executive Support Center and SecDef cables have not been
consolidated with NMCC, this can be done by end FY 01 (WHS continues to

provide administrative support}

Feasibility Assessment: The bureaucracy will hate all of the foregoing ideas: the DoD-
wide Agencies will scream that they are reforming themselves, if only given time. The
Service agencies will likewise resist change. No bureaucracy reforms itself. The DoD-
wide agencies must all respond to your dictates, the Service secretaries likewise are
committed to change. With pressure from your and their immediate offices, these changes
are eminently feasible.

USING THE WEB

DFAS has instituted an Employee/Member Self-Service System (E/MSS) that enables
employees and retirees 10 change routine pay information and discretionary allotments on
the web. Active duty military employees still use paper—DoD employees stationed on
every base process their forms. E/MSS should be extended to the military. We could
incentivize people to use the system, or alternately, simply tell people they have no other
option. Best option of all: contract out E/MSS on a fee-for-service basis, and have the
company expand and publicize the system.

Other services that could be handled over the web (and contracted out) include:

9 Household goods
9 Parking passes

Web-Based Training

DoD spends about $14 billion annually in training programs. The DSB recommended
moving training from the schoolhouse to “just-in-time just right” training in the units.

6
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Current advances in distributed and distance learning would accomplish this
objective,

An example is the American Society of Military Comptrollers (ASMC), which is
converting its five-day refresher classroom course to a web-based course. This will
reduce per diem, and travel costs, as well as instructor fees.

In general, the cost of designing learning programs would be offset by savings in TDY
and other costs associated with moving people to schools, as well as instructor costs.

DoD could immediately undertake studies to design such programs. The studies should
be let to private contractors.

Purchasing Goods

DFAS only pays bills when three paper items are in hand-contracts, invoices and
receiving reports. Pushing full-bore to have all three automated will reduce mistakes,
increase processing speed, and minimize the disbursement disparities that infuriate
Congress and the GAQO. It will also reduce personnel.

DFAS has begun a4 process called Wide Area Workflow. This should be contracted out
for expanded design and then the process itself should be contracted out as well.

Leave

Like travel (see above)} leave can be automated. The Services may have a strong case for
keeping leave processing in-house. But automating the process (the USAF has a
prototype) and rendering it uniform across the Services, will save time, and personnel
costs. The expansion of the USAF prototype should be contracted out, and a decision can
then be made whether or not the entire process can be outsourced.

Feasibility Assessment: Many of the foregoing web-related initiatives are already the
subject of pilot projects. Defense Agencies must respond to your dictates. All of the
foregoing are eminently feasible.

INDIRECT COST CONTROL

Direct PA&E to validate current definitions of forces and infrastructure and identify the
dollars allocated to each. Within forces category identify dollars allocated to combat, and
combat support. These reformulations will enable a more accurate estimate of tooth-to-
tail funding ratios, and facilitate program adjustments.

:
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BRAC AND DEPOTS

Both BRAC reform and outsourcing depot work are motherhood items-except to the
Congress. Moreover, the case for savings from BRAC is one that is hotly disputed. One
possibility is to focus on specific facility reductions, in particular further consolidation
of DoD laboratories. This could be part of a complete overhaul of the DoD labs
system. Such an overhaul would include a number of elements:

¥ Hiring private sector scientists under special DoD program (e.g. Interagency
Personnel Act) for three year tours

» Relocating consolidated labs close to Service development and procurement
centers-about 40% of all labs are support personnel,

» Benefits of consolidation-apart from savings-interaction of researchers,
sharing scientific data, etc.

A

Most promising areas for consolidation (where there is much duplication among
separate service labs): behavioral research, medical research, chemical and
biological defense, engineering

» Tn conjunction with consolidation, contract out at least an additional 25% S&T
work to universities:

« Universities have lower overheads. Their researchers are on the cutting
edge.

« In contrast, government labs are populated by aging officials many of
whom are not leaders in their scientific fields (according to DSB reports,
among others)

« To sweeten the pot for Senators in particular, commit to contracting out at
least 50% of activities from labs that are closed to universities in states in
which the closed labs were located

All savings could be returned to Service budgets for procurement and or development
programs

» Contracts could be classified, so as to prevent uncleared foreign students and
academics from participation

Feasibility Assessment: As noted above, anything related to BRAC is inherently
controversial. There is no agreement on BRAC within either party. Focusing on labs bites
off a smaller part of the problem, but considerable coordination will be required
especially with the Majority and Minority leaderships, Committing to keeping ré&d

R
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resources and activities within the same states where closed labs were situated should
help DoD’s effort.

OTHER IDEAS
Activity Based Costing

This approach to costing, which lumps together all activities that contribute to a given
outcome and calculates their associate costs, is a favorite of reformers because it has heen
successfully implemented in private industry. Moreover, there have been some Service
cxperiments with ABC.

Feasibility Assessment: Little money has thus far been saved though ABC. Moreover,
the task is very time consuming, and is a particular drain on senior managers who musty
make the decisions that could save money. I worry that DoD will engage in a “drill” not
unlike zero-based budgeting, another great idea that got nowhere in government. Perhaps
once other reforms are implemented DoD can turn to ABC.

Restructuring the FYDP

BENS in particular has taken the lead in suggesting a new programmatic alignment that
reflects the post-Cold War cra in which we live. While it is difficult to identity direct cost
savings {rom such a realignment, there will be indirect savings as choices among
programs can be madc with more visibility into their content and better understanding of
their relevance.

The following is a derivative of the BENS proposal for a major ncw force program
alignment that also reflects the new thrusts that DoD is likely to implement:

Warfighting Programs

Program [: Stratcgic Forces

Program 2: Defense Forces: Missile, CBW and Homeland Defensc
Program 3. Major Theater Warfare Forces

Program 4: Intervention, Presence and Strategic Mobility Forces
Program 5: Special Operations Forces

Support Programs

Program 6: Space, Intelligence and C4I Forces

Program 7: Research and Development Programs

Program §: Pecrsonncl, Training and Development Programs
Program 9: Central Supply. Maintecnance and Sustainment Programs
Program 10: Mecdical Programs

Program 11: International Support Activities

11-L-0559/0SD/4395
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Note that PA&E should be realigned as well, to reflect the FYDP program realignment.

Feasibility Assessment: This matter rests solely in the hands of SecDef and DepSecDef.

INCENTIVES FOR CHANGE

There is no way any of the aforementioned or other ideas can be implemented unless
there are incentives for the Services to implement change. Only if they are assured that
they will retain whatever savings they realize will the Services undertake necessary
arrangements such as outsourcing.

For OSD, JCS and the Defense Wide Agencies, it is more a matter of resisting union
and/or Congressional pressure. Unlike the Services, OSD, and the Defense-Wide
Agencies, and even JCS, are not semi-independent bodies. They will respond to your
direct intervention and control-if they know you really mean business (which
unfortunately has not been the case with previous SecDef’ s, who lost interest quickly).
That doesn’t mean you need to chair waste-of-time meetings with Agency heads every
other week. It does mean having them report to you on progress every two months.

19

11-L-0559/08D/4396



sy

April 10,2001 8:37 AM
TO: Rudy de Leon
FROM: Donald Rumsfeld

SUBJECT: DoD Workforce

Here is another note trom Dov Zakheim on the subject of DoD workforce. Let’s
get together so you can tell me what you think | ought to do about it and how I
ought to get something started, if anything.

Thanks.

Attach.
1/9/01 Zakheim Memo: “Cutbacks in DoD Workforce™

Qe 07

DHR:dh
O41001-33

o ~dpo|
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MEMORANDUM

TO: Secretary Rumsfgld

FROM: Dov S. Zakhei ’

SUBJECT: Cutbacks in DOD Workforce S’a’u{
DATE: 9 January 2001

&‘v:f A§'A ltN‘
o5 {#
3 There is consensus that the DOD workforce is bloated.

The only way to achieve real savings--even in the BRAC process--is t0 eliminate ‘fg{
slots.

‘(

% During the past decade, we have cut back on the military more than we have on
DoD civilians. In part this is due to the power of the civil service unions, the civil
service laws, some obstruction by Congress, and a lack of creativity regarding
how to move people out of jobs.

# Several areas arc ripe for reduction:

B DoD Agencies in general. The Cohen Task Force on which I served noted
that several of these agencies are Fortune 500 equivalents that in practice
are managed by GS-15s--example: the Commissary Agency.

™ Intelligence agencies. It's time WC merged the various intelligence shops \'['é/
within DeD.

B Auditors, Inspectors and Investigators. We spend about $1 billion annually W
on these folks. Do they save us the equivalent of their salaries?

® Some will counsel that you to cut the Joint Staff. They already went r-
through a cut of about 10%. I was the Cohen Task Force guy responsible &1/
for recommendations regarding the Joint Staff. My target was in the region
o0f 20-25%. Some more cuts are possible, butnot major ones.

®  OSD: More cuts are possible here. There is lots of dead wood. Look in the /2
bowels of OSD agencies like the former DSAA (now renamed); also in
C31 and Acquisition. The Cohen task force identified more cuts in OSD. It
did not pursue my recommendation that principal deputies’ offices were
ripe for abolition.

[ can provide more details if you need them.

A———
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April 10,2001 8:31 AM

TO: Rudy de Leon

FROM: Donald Rumsfeld 7

SUBJECT: Pentagon Bureaucracy

What do we do about the Pentagon bureaucracy?7 Please take a look at this memo
from Marty Hoffmann and tell me what you think.

Lifo

Thanks.
ﬁ%
-,
Attach. 6
1//0 | Hoffmann Memo: “Pentagon Bureaucracy” 3’
)
DHR: dh
041001-31

N )
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Memo To : The Honorable Donald Rumsfeld
Defense Secretary Designate

Subject : Transition Opportunity/Issue : Pentagon Bureaucracy
From : M. R. Hoffmann

In a change of Administration, particularly when the whole National Security
establishment needs such a major reorientation (weak word), the question of the copious )v}
overstaffing of the Pentagon needs quick attention.

There are a number of devices to do this, such as consolidation of the functions of
two offices, the retention of an incumbent individual in a job which is then abolished;
leaving jobs unfilled and then abolishing, etc. Distinction must be made between
statutory positions (required by Congress) and those over which the Executive Branch
has control for this purpose.

The problem will be sorting out the really key positions (as opposed to those
positions in which the incumbent was not up to the job). People like Hamre, Perry etc
from the recent Administration may be helpful, as well as recently retired Military and
Civilians among the various self-styled experts in Washington in whom you have
particular confidence ( CSIS and others may have material already “in the can” which
could be helpful). Proposing Legislation abolishing certain jobs gives the opportunity to
leave them unfilled until the resulting legislative issue is resolved .
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TO: Secretary Paul ONeill
CC: Bob Zoellick

FROM: Donald Rumsfeld™ ﬂ'
DATE: May 5, 2001 *

SUBJECT: Debt Forgiveness is none of my business, but:

[ am cool to the debt forgivensss proposals that are floating around. Forgiving
debt teaches people that it’s fine to borrow and not pay back.

We would be better oft teaching the world the lesson of free trade. Instead of
forgiving debt, why not allow any country that has sizable debt and is poor by
some reasonable measure, to trade freely with the U.S. That is to say they can
make things and sell them in the U.S. without duties or tariffs.

[t would be the best possible incentive. Further, [ don’t think it would cause much

damage to the U.S. and it would enable people here to buy things from poor
countries at lower prices than would otherwise be the case.

Any thoughts?

Thank you.

DHR/azn
050501.05

ui1260n /02
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TO: Larry DiRita

FROM: Donald Rumsfeld

SUBJECT: BRAC Success Stories

May 7, 2001

11:59 AM

I asked Bill Cohen to give me some of the success stories on BRAC. You ought to
start a file there so we have it. Here are three.

Also, we ought to give some thought to getting all former Secretaries of Defense

in line to support a BRAC.

Thanks.

Attach,
2/26/01 Cohen ltr to SecDef

DHR:dh
050701-15
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600 Thirteenth Street, NW |(b)(6)
Suite 640 (b)(6)

www.cohengroup.net

Washington DC
20005-3096
February26, 2001

The Honorable Donald Rumsfeld
Secretary of Defense

Department of Defense

1000 Defense Pentagon
Washington, DC 20301-1000

Dear Don,

In response to your question about base closing success stories, [ recall three
particular examples:

Fort Devins, Massachusetts: 3,000 jobs were created, replacing the 2,100 civilian
jobs that were lost. Current tenants include Gillette Manufacturing, Boston/Maine
Railroad, a federal prison medical facility, and the Oxbow National Wildlife
Refuge.

Charleston Naval Air Base, South Carolina: [n 1998, 2,700 jobs had been
created and at the time, they expected the creation of an additional 8,700 jobs over
five years to replace the original 6,200 jobs lost. Some of the tenants are Charleston
Marine Manufacturing, Charleston Shipbuilding, NOAA, U.S. Postal Service, and
the National Community Conservation Corps.

Pease Air Force Base, New Hampshire: 1,300 jobs were created, replacing 400
lost jobs.

These are just a few examples. 1 encourage you to contact Randall Yim, the
Deputy Under Secretary of Defense for Installations, for more examples. Randall is a true
asset for the Department and I am confident that he will serve you as adeptly as he served
me.

With best wishes, 1 am

airman and CEQ

11-L-0559/05D/4403



siawtMe

TO:

CC:

FROM:

William Schneider, Jr.

Paul Wolfowitz
Dov Zakheim

Donald Rumsfeld PA

SUBJECT: Defense Program and Budget

I read your May 8 piece on the current developments affecting the FY 01/FY 02

Defense program and budget on leasing.

May 11,2001  8:53 AM

7S ‘ag s

By this memo I am asking Dov Zakheim to initiate the process to get this moving
and coordinated with the appropriate people, including the General Counsel.

Thanks-good work.

Attach.

5/8/01 Schneider memo to SecDef re: Current Developments . .

DHR:dh
051101-5
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William Schneider, Jr.

MEMORANDUM
May 8, 2001
TO: Hon. Don Rumsfeld
Hon. Paul Wolfowitz
Hon. Dov Zakheim
FROM: William Schneider, Jr.
SUBJECT: Current developments affecting the FY OI/FY 02 defense

program and budget.

1. Addressing regulatory and statttory obsiacles 1o the use of commercial financing
concepts of capiral asset leasing and the sale-leaseback of DoD real property asyers.

At the suggestion of Steve Friedman, I met yesterday with lease finance specialists at
Citicorp (New Yark). Two purpases were served by the meeting. First, T briefed them on
potencial interest in the DoD to apply commercial financing techniques to selected DoD
assets to illustrate an opportunity for the use of these techniques. Second 1 sought to
obtain their views on statutory and regulatory obstacles that prevent the use of
commercial lease finance techniques to permit the DoD to finance selected capital asset
acquisitions and the sale-leaseback of DoD real property.

Two potential capital asset lease concepts were discussed: (1) C-17 strategic airlift
aircraft, and (2) a replacement aerial tanker for the existing fleet of ~ 500 KC-135
aircraft. The opportunity cost of tying up appropriated funds for decades on long-lived
capital assets is an important incentive for the use of lease finance in the private sector.
In view of the likelihood of tight topline budget constraints. preserving scarce Budget
Authority for transtormation and recavery of the capability of currently deployed forces
is a high priority. The use of lease financing can contribute to these ends without a
requirement for additional Budget Authority.

DoD interest in extensive sale-leaseback of DoD real property assets was also briefed to
the group. They were familiar with the current privatization efforts associated with on-
base housing (a pilot project is underway at two of 21 bases) and base utilities (electric
power, water, etc.).

The group believes that the financial markets will be very receptive to DoD interest in the

use of lease financing for both capital assets and real property, though significantly
different investor segments are involved. The capital asset lease market involves the

11-L-0559/08D/4405



[

exploitation of tax arbitrage for the ~ 50 institutional investors who dominate the market
for capital asset lease financing. The real property sale/leaseback investor market has
fewer residual tax advantages so a different group of investors are involved. However,
according to the lease finance specialists, active DoD interest and accommodating
regulations would produce a *“very strong” favorable response from the investor base.

The lease financing specialists will consult turther with Counsel concerning identification
of specific statutory, regulatory, and policy obstacles to the use of commercial lease
financing techniques for both capital assets and real property. This report should be
available in approximately one week. This information will enable us to respond to
Senator Stevens’ strong interest in facilitating the use of such financing.

2. Senator Stevens' interest in introducing statutory changes relating to leasing/sale-
leaseback in the FY 01 DoD supplemental appropriations bill.

I met last week with Steve Cortese (Staff Director of both the Senate Appropriations
Committee and the Defense subcommittee) concerning his follow-up to our breakfast
meeting with Senator Stevens. Cortese affirmed the Chairman’s intense interest in
increasing the role of commercial financing in defense acquisition. Cortese is seeking to
include statutory relief in the FY 01 supplemental appropriation bill (this will require a
waiver for an authorization) if the obstacles can be promptly identified. T indicated that I
would share the results from our discussions with private sector lease finance specialists.
The Senate Appropriations is conducting a parallel investigation of the subject, and will
coordinate with the Military Construction subcommittee concerning real property sale-
leaseback policy.,

If we are able to develop a credible FY 01 initiative (perhaps augmented by follow-up FY
02 authorization initiatives), we will be able to advance the President’s agenda. This is
particularly so related to acquisition and financial management reform as well as quality
of life/morale improvements, and can be done without a requirement for a significant
increase in appropriated funds

3. Developments pertaining to Budget Resolution authority for the use of “advance
appropriations ” to finance naval shipbuilding (SCN. Shipbuilding and Conversion,
Navy),

There 1s considerable interest in the use of “advance appropriations” to facilitate the
financing of the USN’s shipbuilding and conversion program. The unique characteristic
of the shipbuilding program is that the normal “full funding” concept imposes a very
considerable opportunity cost on DoD procurement. For example, an aircraft carrier that
costs ~ $6 billion takes more than six years to produce. In the early years of the
procurement, the rate at which Budget Authority is converted into Outlays is quite slow;
only about 7% in the first year, The remainder of the BA must be appropriated and
scored dgainst the budget caps, but remains unused until it 1s later required (and
converted into Outlays), The use of advance procurement is established in budget policy

11-L-0559/05D/4406
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(approximately $23 billion is now done, mostly by civil agencies), but relatively little use
has been made of it for policy reasons in the DoD.

Because of the steep decline in shipbuilding over the past several years, the SCN account
will only support a 220-ship fleet (at the current rate of 6.5 ships per year). To increase
the construction rate to a level that would sustain a 3 10 ship level (the desired size), a rate
of 9 ships per year will be needed. This level of shipbuilding will require an additional
$3-4 billion in new Budget Authority — a figure that will cut into the President’s efforts to
transform the defense establishment, finance the shedding of excess infrastructure, and
supporting the existing force structure,

Through the use of advance appropriations, it will be possible to support the construction
of 8 additional ships (54 versus 46 in the baseline FYDP) without a requirement for
additional appropriated funds. Advance appropriations will permit funding of 4 complete
SSGN conversions and three additional cruiser conversions {e.g. Vertical Launch
Systems, combat system upgrades, etc.). In addition, this approach will permit clearing
$1 billion of prior year shipbuilding bills, and the exercise of cost-effective prepayment
options for leases on all T-3 tanker leases and 8 of the 13 Maritime Preposition Ships
(MPS) leases.

On Friday (8 May) through a parliamentary maneuver, the use of advance appropriations
by the Navy for the SCN account was effectively prohibited. Tt is my understanding that
Congressman Norm Dicks will act to change the conference outcome of the Budget
Resolution in the House this week to permit the use of advance appropriations for the
SCN account. Dicks is also reported to be considering action on a suitable appropriations
bill to achieve the same effect,

11-L-0559/05D/4407
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TO: Larry D1 Rita
FROM: Donald Rumsfeld w :
DATE: May 14, 2001

SUBIJECT: Attachment

Attached is a memo that I wrote after talking to the Inspector General of the DoD.

The people coming in ought to be given a copy so that they are aware of it. o

Thanks. ((;J
Cr
)

DHR/azn

051401.20

Attach.

el
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MEMORANDUM
3/2/01

Comments From the 1G

. Information System. DOD bad record.

2. Information security is not good.

3 Defense personal security program in disarray.

4, DOD can’t identify operating costs or financial statements

5. Acquisition reform s work-in-progress.

0. Military health system cost pressures frand

7. Supply management is a challenge. Reform is incomplete

S. Real property maintenance is $22 billion, or 23%. Excess capacity on
bases.

9. ?

10. Personnel

11-L-0559/05D/4409
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May 21, 2001 4:53 PM

TO: Steve Cambone
FROM: Donald Rumsfelrpl\

SUBJECT: Readiness

tw
Here is Pete Aldridge’s paper on readiness. It has some interesting ideas. ( (\)

I don’t have the vaguest idea how we get the system to look at this thoughtfully. If
it is not QDR, what is it?

Thanks.

Attach.
4/10/0 1 Aldridge memo to SecDef re: Thoughts on An Approach to Readiness

DHR:dh
052101-59
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,LY "-/ April 10, 2001
To: Secretary of Defense

b
Cc: Deputy Secretary of Defense j{/
From: Pete Aldridge "
Subject: Thoughts on an Approach to Readiness

The “Transformation” Task Force work has given me an idea on how we can approach
the establishment and measurement of “Readiness” for our armed forces.

The Task Force outlined three time periods for responses to conflict;

--Se Conditions--the rapid response force engaged within 24 hours.
These would be the highly effective “transformational” forces that would be

o sent first to the conflict.
!v; - N (
o ¢ Py g . --Establish Control--additional forces engaged within 4 days. These would
N‘ ) f’;‘ Y w be a combination of transformational forces and legacy forces.
R
9. 3 --Decisive Resolution--these would be the remaining legacy forces
L g engaged within 30 days.
?

These periods can define the readiness requirements for the military forces and units.

--Those transformation forces to be deployed for the “Set Conditions”
phase must be at 100% readiness for personnel, training, equipment and

deployment.

--Those additional transformation forces required for the “Establish
Control” phase can be at a lower day-to-day readiness, but must be ready
to deploy within the 4 day period described. Transformational forces for
this phase could be those rotating off of “alert” for phase one or just
completing their training period.

--Legacy forces would be on two’ readiness or alert levels--those to deploy
within 4 days to augment the transformation forces and those to deploy
within 30 days of the “Decisive Resolution” phase.

With this logic we have a rationale to tie readiness to our strategy and the rationale to
identify the funding necessary to achieve the proper levels of readiness.

11-L-0559/05D/4411



TO:

FROM:

SUBIJECT:

Attached is a memo from Bill Owens that you ought to take a look at, and then we
ought to discuss.

Attach,

May 21,2001 8:34 AM

Dov Zakheim
Barry Watts
Donald Rumsfeld )A

Transformation and Budget

18§

3/21/0 1 Owensltr toSecDef re;: Transformation

DHR:dh
052101-9
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Fax t®)©) | March 21, 2001

Personal Memo for the Secretary of Defense

Don,

I'll take advantage of your offer to provide a few thoughts. I know how profoundly
complex and demanding the challenges you face are, and I'll keep this brief,

| BELIEVE THAT;

~-TRANSFORMATION IS THE ONLY PATH. There is simply too much risk in not
proceeding. Risk of not finding the money for recapitalization of platforras and systems,
risk of potential enemies sklppmg the present day generation of legacy systems™ and
being able to gain disproportionate advantage, risk of missing the potential of the
“RMA”, and the risk of losing the budget savings and efficiencies of reducing the
redundancy of the services. You may be the only person who has the stature,
perseverance, and work ethic to make it happen, but I believe it will be a lonely journey
as there are many who oppose real transformation.

"> -THE BUDGET IS THE CORE OF TRANSFORMATION. Culture will fol low.
Everyone in the Pentagon ultimately responds to the budget process and allocation. The
BUDGET BECOMES THE POLICY. POLICY RARELY TRANSFORMS ITSELF
INTQO A CLEAR BUDGET. Your involvement in the macro allocations and some of the

_~ particularly relevant details of the budget will deliver the strongest message of

’1 “transformation”. NO one understands the “requirements process across the department,

no general or admiral and no civilian (although many will profess to understand). The

system will not do justice to real change and will invent ways to avoid real change in the
budget (leaving the policy articulation (6 you and the service secretaries.. .hence “they”
win and will be able to “outwait the transformation artists”.

-There are measures which can be used to monitor “budget and hence, policy
transformation™.

-A FEW MEASURES OF EFFECTIVENESS OF TRANSFORMATION.

(1) Balance the accounts. Establish the night percentages (of the tota] budeet)
for various elements of the budget, and then measure where we are and wherg
we need 10 be to get the right balance, e.g. R&D, Procurement, O&M,

Personnel, etc. The last 8 years of budgets have been dramatically
UNBALANCED, and if not balanced the budget will simply result in one
problem (for example current readiness) being replaced by another as time
passes. The budget is unbalanced today in the following ways (for example):
procurement is not sized for the current force structure, there is too much
money going to tacair (and not enough for bombers), the replacement rate for
physical inventory (buildings, etc) is sadly low, the personnel budget is for a
force of 60% of our actual numbers of people, there is no measure of the
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CAISR budget that is manageable (and it is dramatically underfunded). Note:
You and Colin might want to have a look at the balance of funding between
State and Defense, also.

(2) CAISR/RMA.. “If America can see the battlefield 24 hours a day, real time, all
weather and deliver the information to our troops and the enemy can’t, we
win!” (a) Get a true measure of the platforms which perform this uniquely
critical function and monitor it for the duration of vour tenure. For example
numbers, ages, and replacements for Guardrail aircraft, AWACS, JSTARS, E-
2Cs, 8-3s, Rivet Joint aircraft, U2s, P3s, various imaging satellites, sigint
satellites, comms. Satellites, UAVs, etc. (All of these are underfunded, aged,
and programs for followons are starved). Ensure that there is enough money
to provide replacements in each category (b} Have a close look at the data
links (link 16,SCDL, CEC, LOCE, et¢) and demand that the services BUY
ENOUGH OF THEM and make them INTEROPERABLE. (you might have a
look at link 16 for an interesting case study) (c) have a serious look at how
commercial TCP/IP/XML internet protocols and C4++ and Java/Jimi software

could revolutionize this area (d)Increase the funding for the C4ISR area by

100% and make jt transparent.
(3) “new measures of readiness” With your (VERY IMPORTANT) strategic

review define these measures (including personnel factors) to achieve the
gaals you've set. This will be a revolution in itself, and it translates into
BILLIONS. Monitor the funding and results and ensure that “just enough”
money goes to these accounts.

(4) Business Measures. The supporting elements of LOGISTICS.
COMMUNICATIONS, INTELLIGENCE,AND MEDICAL are VERY
redundant and often not interoperable across the services. In each of the four
.areas dramatic consolidation and focused outsourcing should be considered. I
believe there 1s $10B in savmgs here. You might mgnum_thmﬂggt_mﬂh

f thes nd ¢ rhaps 20-25%) for r ions over 2 years,
These four areas arc full of possibilities for reorganization.

(5) Procurement, Pick a top 10 list of areas where you believe there are big

redundancies and/or savings (and little impact on our capability), and

personally monitor the decisions to reduce expenditures (possible areas are:

1acair, submarines, strike systems, helicopters).

Don, I’'m sure you are besieged with advice. I’'m sure mine is no better than manv
others. If I can help, I’m here for you, and regardless, I’ll be cheering for you! I
have sent you a copy of a book I published last May, “Lifting the Fog of War”. It
has a number of other suggestions, and it may be worth having one of your staff
review it for possible (more controversial) ideas,

Very best wishes,

Bill Owens
I(b)(ﬁ) |
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SUBJECT: Discuss w/the Chairman

I want to talk to General Shelton about the reaction to Bin Laden’s threats—

pulling Marines out of Jordan and sending 10 ships to sea.
What does that cost us? How much does that advantage a terrorist just to threaten C':'
things? iy
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TO: Gordon England
Pete Aldridge

FROM: Donald Rumsfeld (Di\

SUBJECT: Nuclear vs., Diesel Submarines

Attached is a paper from Bill Owens that is worth reading.

Thanks.

Attach.

7/1/01 Owens memo to SecDef re: Nuclear vs. Diesel Submarines

DHR:dh
071601-37
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PERSONAL FOR THE SECRETARY OF DEFENSE

July 1, 2001
Bellevue, Washington

Dear Don,

Sooner or later you will come upon the Nuclear vs. Diesel submarine discussion {in some form). |
attach this recent article, because it is TRUE that our nuclear subs have a lot of trouble cne on
one with a quality diesel submarine. This is a fruitful area for discussion sometime. Very best,

Bill

“Chile Con Came

Attack submarines need better and faster SONAR and Fire Control equipment,
according to the commander of one boat that ran afoul of "obsolete”
technology during recent exercises with an ally. During training with

Chilean Navy German-built diesel submarines, USS Montpelier (SSN-765)
discovered that bigger and nuclear is not always better. The skipper of the
Montpelier tells a Navy Submarine League conference audience that the diesel
boat “shot” him twice during successive exercise runs. “The third time we
decided to get more patient and waited for him (the Chilean) to make a
mistake,” Cmdr. Ron LaSilva says.

Wake Up Call

From the encounter with the Chileans, whom LaSilva described as professional
and well-prepared, the Navy has learned again that it cannot underestimate

the stealth capability of a modern diesel submarine. With advances coming in
battery and motor technology that will grant future diesel boats long
endurance, and with the proliferation of these ships, the littorals will

become increasingly dangerous for U.S. submarines. Some diesel subs come
readily equipped with the latest in broadband SONAR and computer processing
capability that rivals U.S. systems. LaSilva urged continued developments in
SONAR processing and command and control systems for Navy boats, coupled
with a healthy dose of humility and caution in future operations.

This news is from the RAN Navy news

e R smmmsmsmmmnn ST wwswer- —The US admiral in

charge of Exercise Tandem Thrust heaped praise on the Collins class

submarine HMAS WALLER and the LPAs HMA Ships MANOORA and KANIMBLA,
vessels

once maligned by some in Australia.

“The Collins is world class,” VADM James Metzger, the commander of the US
Seventh Fleet said in Sydney last week. He was speaking at a packed press

2
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conference on his command ship, the USS BLUE RIDGE, then alongside FBE. His
second in command of the exercise, the RAN’s COMFLOT, CDRE Jim Stapleton was
also in attendance and echoed VADM Metzger’s remarks. “WAILER (one of three
submarines committed to the exercise and under the command of LCDR Brett
Sampson) was very professionally operated and was very quiet,”

He said the Australian diesel-powered submarine was ideal for working in

littoral waters and was hard to detect, “The man in charge of the maritime

component, ADML Mullard, was extremely challenged by WAILER.” Asked if the
opposing forces had found WALLER, VADM Metzger responded, “We could find her
on the surface”.

Very best,
200,

Bill Owens

PS. [ liked very much your QDR TOR document. (I offered just a few editorial changes)
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July 16,2001 6:41 PM

TO: Steve Cambone

FROM:  Donald Rumsfeld%

SUBIJECT: Balanced Strategy

199

Please take a look at this memo from Steve Rosen to Eliot Cohen and then let’s
talk.

We have to get going.

Thanks.

Attach.
6/28/01 Rosen memo to Cohen: The Balanced Strategy: Long Term Dominance

DHR:dh
071601-66
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28 June 2001

Memorandum for  Eliot A, Cohen
From Stephen Rosen
Subject The Balanced Strategy: Long Term Dominance

Eliot Cohen distinguished two major forms of warfighting—engagement and limited
operations, on the one hand, and regional wars, on the other-in his memos on “The
Balanced Strategy.” This memo develops the third element of the strategy. What kind of
peacetime activities can the United States engage in to maintain its cwrrent, favorable
position 1n the world? To do so, it 1s useful to ask how we got to where we are.

No one In the world wishes to challenge US fighter aircraft and pilots or engage our fleets
on the high seas, Except under very special circumstance, no one would wish to mass
armored forces to invade other countries in areas where we can bring to bear our
precision strike capabilities. In those military areas. we are so good that people do not
want to challenge us. That is why we are so secure today. Looking ahead, we will build
missile defenses that will make it harder for countries to develop coercive ballistic
mussile threats. Over the long term., aur objective is to have missile defenses that are so
¢ood that no one will wish to challenge us in this area as well.

What are the other kinds of capabilities we need to secure our long term position?
Countries around the world know that if they use military force to challenge the US or its
friends directly, they will suffer. So the tendency will be 1o challenge us indirectly. with
attacks that are ambiguous. Attacks will be mounted in ways that are harder for us to
detect, or in ways that make 1t harder for us to 1dentify the responsible decision-makers.
Attacks will be mounted that do not directly attack our allies. but which make them tear
for their security. Cruise missiles will be launched that attack targets in ways that make it
hard to identity where those cruise missiles came from. These attacks depend for their
success on two things: denying the US early and complete information as to what they
are and where they came from, and attacking the friends of the US without directly
attacking the US or US forces.

What can we do to make it too hard for hostile countries to even think about mounting
such attacks? If we can develop better awareness of military activities in large areas of
the world, day and night, good weather and bad. day in and day out,, adversaries will find
it harder and harder to mount the kinds of attacks that disguise their character and origins.
This new awareness would also augment our ability to detect, prepare for, and defeat
conventional military attacks. By demonstrating 1o our friends our ability to keep track
of threats to our interests, we can avoid repeats of the unfortunate surprises presented to
us by the North Korean missile tests. This kind of 24/7 coverage cannot be created
overnight, but it builds on existing systems and technologies. The new awareness has
been explored as a potential program for many years. and can be deployed incrementally,
as resources permit. Our goal 1s dominance through awareness.
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July 16, 2001 5:29 PM

TO: Doug Feith
FROM: Donald Rumsfeld?\

SUBJECT: Chemical Weapons Destruction

vresny

Here is a memo on chemical weapons destruction. You should meet with Susan
Cook and figure out what we want to do about it here in the Department.

I am also told she Is quite good, but she is being hired away by the National
Security Council. We ought to make sure that if she does, that they reimburse us.
I am getting tired of them hiring everyone from the Pentagon free.

Thanks.

Attach.
Undated info paper re: U.S. CW Destruction Assistance to Russia

DHR:dh
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U.S. Chemical Weapons (CW) Destruction Assistance o Russia

Russia possesses 40 thousand MT of CW, largest stockpile in world, in seven
locations. Over 80% is nerve agent in five locations,

In 1997 Russia ratified Chemical Weapons Convention (CWC) for elimination
of stockpile, influenced by US and other international pledges of assistance.
Russia accepts responsibility for CWC compliance, but notes lack of resources.

In 1997 Helsinki Summit, US agreed to seek necessary funds to build nerve
agent CW destruction tacility (CWDF) at Shchuch’ye, under DOD
Cooperative Threat Reduction (CTR) program.

o Planned to destroy 5460 MT nerve~agent stockpile, including over one
million modem, ready-to-use munitions posing a serious proliferation risk

« Congress authorized $229.5 million for CWDF (FY94-99) for facility
design. development of munitions processing equipment, site preparation
and construction. All activities ongoing except construction.

Due to lack of Russian commitment to CW destruction and insufficient
Russian and international funding, FY¥2000 National Defense Authorization
Act (NDAA) prohibited construction and use of future funds for construction.

FY2001 NDAA continued ban, but noted availability of FY 1999 funds for CW
activities. Also listed five concerns with Russian progress in:

o Full and accurate disclosure of size of existing CW stockpile:

' Annual commitment to allocate at least $25,000,000 for CW elimination:

o Development of a practical plan for destroying stockpile of nerve agents;,

o Enactment of law providing for elimination of all nerve agents at one site;

o Agreement to destroy CW production facilities at Volgograd and
Novocheboksarsk.

Russia now moving to satisfy most concerns;

« Bilateral discussions on CW declarations:

« Increased FY2001 budget for CW destruction support over $100 million;

« Moved destruction responsibility from Ministry of Defense to new Russian
Munitions Agency, under Zinovy Pak, who is restructuring CW destruction
program to streamline and reduce cost;

« Assessing feasibility of destroying all nerve-agent at Shchuch’ye;
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o CWC monitors approved destruction plan for Volgograd and
Novocheboksarsk CW production facilities.

International support/pledges to Russia for CW destruction, most contingent on
continued US assistance, have increased by tens of millions of dollars.

Construction can begin approximately 45 days after Administration approval
of project.

Full facility construction would require additional $657.5 million (FY2002-
2008) in US assistance.
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July 16,2001 5:24 PM

TO: Steve Cambone
FROM: Donald Rumsfeld'v\ C
SUBJECT: Budget and Transtormation Goals o

Please take a look at this memo from Dov Zakheim on Bill Owens’ ideas. What
do you propose that we do in managing the budget to get our transformation goals

achieved?

Thanks.

Attach.
6/26/01 Zakheim memo to SecDef re: Base Reductions

DHR:dh
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INFO MEMO

June 1, 2001, 9:13 AM

FOR: SECRETARY OF DEFENSE
FROM: Dov S. Zakheim ﬁ) JUN- T 2001
SUBJECT: Transtormation and Budget

+ Bill Owens is always full of great ideas, and his note to you of May 21is no
exception. [ really like his idea about establishing percentages for elements of the
budget--where it’s feasible. Pete and I are already doing so for R&D, and its S&T
portion, in the FY 02 budget. Improving infrastructure requires a different metric, as
we have discussed. Likewise personnel costs respond to different requirements.

¢ Bill’s idea that you monitor key aspects of our program is also a good one. | suggest
choosing no more than three in each of his categories--that way you really can
maintain a sharp focus and telegraph your priorities. For example--in the
C4ISR/RMA area, you might focus on UAVs (e.g. Global Hawk), imaging satellites,
and the SBIRS program. In the procurement accounts, you might focus on the Trident
conversion to cruise missile subs, and on a tac air and a land forces program.

« Finally, I intend to look closely at the personnel redundancies that Bill discusses in his

Business Measures paragraph. You have begun to receive memos from me on steps
I’m taking in this area generally, and more will be coming.

COORDINATION: NONE

(b)(6)

Prepared By: Dov S. Zakheim
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May 21, 2001 8:34 AM
TO: Dov Zakheim
Barry Watts
FROM: Donald Rumsfeld ) A (“—}")
SUBJECT: Transformation and Budget g
—

Attached is a memo from Bill Owens that you ought to take a look at, and then we
ought to discuss.

Attach.
3/2 1 /0 1 Owensltr woSecDef re: Transtormation

DHR:dh
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Fax to] >)®) March 21, 2001

Personal Memo for the Secretary of Detense

Don,

I'll take advantage of your offer to provide a few thoughts. I know how profoundly
complex and demanding the challenges you face are, and I')l keep this brief.

I BELIEVE THAT:

-TRANSFORMATION IS THE ONLY PATH. There is simply too much risk in not
proceeding. Risk of not ﬁnding the money for recapiwalizatjon of platforms and systems,
nisk of potential enemies “skipping the present day generation of legacy systems” and
being able to gain disproportionate advantage, risk of missing the potential of the
“RMA", and the risk of losing the budget savings and efficiencies of reducing the
redundancy of the services. You may be the only person who has the stature,
perseverance, and work ethic to make it happen, but I believe 1t will be a lonely journey
as there are many who oppose real transformation.

-THE BUDGET IS THE CORE OF TRANSFORMATION. Culture will follow.
Everyone in the Pentagon ultimately responds to the budget process and allocation. The
BUDGET BECOMES THE POLICY. POLICY RARELY TRANSFORMS ITSELF
INTO A CLEAR BUDGET. Your involvement in the macro allocations and some of the
particularly relevant details of the budget will deliver the strongest message of
“transformation”. NO one understands the “requirements process across the department,
no general or admiral and no civilian (although many will profess to understand). The
system will not do justice to real change and will invent ways to avoid real change in the
budget {leaving the policy articulation lo you and the service secretaries. .. hence “they”
win and will be able to “outwait the transformation artists”.

-There are measures which can be used to monitor ‘“‘budget and hence, policy
transformation”.

-A FEW MEASURES OF EFFECTIVENESS OF TRANSFORMATION.
(1) Balance the accounts, Establish the richt percentaees (of the total budget)

for various elements of the budget, and then measure where we are and where
we need to be to get the right balance, e.g. R&D, Procurement, O&M,
Personnel, etc. The last 8 years of budgets have been dramatically
UNBALANCED, and if not balanced the budget will simply result in one
problem (for example current readiness) being replaced by another as time
passes. The budget 1s unbalanced today in the following ways (for example):
procurement is not sized for the current force structure, there is too much
money going to tacair (and not enough for bombers), the replacement rate for
physical inventory (buildings, etc) is sadly low, the personnel budget is for a
force of 60% of our actual numbers of people, there is no measure of the

11-L-0559/05D/4427
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C4ISR budget that is manageable (and it is dramatically underfunded). Note:
You and Colin might want to have a look at the balance of funding between
State and Defense, also.

(2) CAISR/RMA. “If America can see the battlefield 24 hours a day, real time, all
weather and deliver the information to our troops and the enemy can’t, we
win!” (a) Get a true measure of the platforms which perform this uniquely
critical function and monitor it for the duration of your tenure. For example
numbers, ages, and replacements for Guardrail aircraft, AWACS, JSTARS, E-
2Cs, S-3s, Rivet Joint aircraft, U2s, P3s, various imaging satellites, sigint
satellites, comms. Satellites, UAVs, etc. (All of these are underfunded, aged,
and programs for followons are starved). Ensure that there is enough money
to provide replacements in each category (b) Have a close look at the data
links (link 16, SCDL, CEC,LOCE, etc) and demand that the services BUY
ENOUGH OF THEM and make them INTEROPERABLE. (you might have a
look at link 16 for an interesting case study) (¢) have a serious look at how
commercial TCP/IP/XML internet protocols and C++ and Java/Jimi software

could revolutionize this area (d)Increase the funding for the C4ISR area by

100% and make it transparent.
(3) “new measures of readiness” With your (VERY IMPORTANT) strategic

review define these measures (including personnel factors) to achieve the
goals yow’ve set. This will be a revolution in itself, and it translates into
BILLIONS. Monitor the funding and results and ensure that “just enough”
money goes to these accounts.

(4) Business Measures. The supporting elements of LOGISTICS,
COMMUNICATIONS, INTELLIGENCE, AND MEDICAL are VERY
redundant and often not interoperable across the services. In each of the four
areas dramatic consolidation and focused outsourcing should be considered. 1
believe there is $10B in savings here. You might monitor the budget in each
of these areas and set goals (perhaps 20-25%) for reductions aver 2 years.
These four areas are full of possibilities for reorganization,

(5) Procurement. Pick a top 10 list of areas where you believe there are big
redundancies andfor savings (and little impact on our capability), and

personally monitor the decisions to reduce expenditures (possible areas are:

tacair, submarines, strike systems, helicopters).

Don, I’m sure you are besieged with advice, I'm sure mine is no better than many
others. If I can help, I’'m here for you, and regardless, I'll be cheering for you! I
have sent you a copy of a book I published last May, “Lifting the Fog of War”. It
has a number of other suggestions, and it may be worth having one of your staff
review it for possible (more controversial) ideas,

Very best wishes,

Bill Owens
[(b)6)
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July 19,2001 8:26 AM

TO: Doug Feith D
FROM: Donald Rumsfeld Du ?‘:
. T >
SUBIJECT: Taiwan Q
[ haven’t had a chance to read Chris Williams’ memo, but here it is. Please read it -~
and factor it in. He is a very smart fellow, and you ought to use him. 0
Thanks. -J)
\/
Attach,
7/1 8/01 Williams’ memo to SecDef re: Taiwan Matters
DHR:dh
071901-8
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July 18, 2001

MEMORANDUM FOR SECRETARY OF DEFENSE

FROM: Chris Williams W

SUBIJECT: Taiwan Matters

9’/1 was recently asked by Peter Rodman to review materials related to the US-
Taiwan Defense Talks scheduled to begin today in Monterey, CA {(the so-called
“Monterey Talks”). This memo provides some thoughts on the Monterey Talks and other
issues in the US-Taiwan security relationship.

In general, follow-up from the President’s April decisions regarding arms sales to
Taiwan has been painfully slow. Bureaucratic foot-dragging is to blame. It’s the classic
“l know the President decided we should do this but.. . ..” response. Work continues,
albeit at a snail’s pace, on fleshing out “what the President really meant” when he
approved enhanced electronic warfare cooperation, shared ballistic missile early warning
data, and more. Although I didn’t have time to delve too deeply, I detected little or no
follow-up in terms of getting other nations to help us sell submarines to Taiwan as well.
The arrival of Peter Rodman and Peter Brookes (the new DASD for Asia-Pacific,
replacing Fred Smith) should help move the process along.

As for the Monterey Talks, there is a large and growing gap between what the
sides expect out of the talks and the statures of the delegations. Taiwan’s delegation
includes two of their three deputy national security advisors, the Vice Chief of the
General Staff, and other senior military officers. The US delegation is being co-led by
Fred Smith and Peter Brookes, and includes low- to mid-level officials from the Joint
Staff, US Pacific Command, the State Department, and the NSC staff,

In terms of substance, the Taiwanese apparently expect the Talks to get into
weighty policy matters and to discuss in detail plans for following through on the
President’s arms sales decisions. The US side instead views the Talks as a forum for
general discussions about the threat and to hear from the Taiwanese about their efforts to
protect its critical infrastructure and counter Beijing’s coercive strategy, etc.). The U.S.
is apparently not prepared to discuss in any detail how it intends to follow up on the April
arms sales decisions. This difference in agendas, expectations, and representation could
be a recipe for needless disputes. [t also brings into sharp relief the need for a new
process for addressing the numerous, varied issues that arise in our bilateral security
relationship.

Major Mark Stokes, the Taiwan Desk Officer in OSD, has developed a framework
that, T believe makes good sense. He has recommended a tiered structure including the
following: a first “tier” for policy-level discussions (so-called “Defense Consultations™);
a second “tier” for detailed discussions regarding prospective or already approved arms
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sales; and a third “tier” for continued military-to-military dialogue (a key element of the
Rumsfeld-directed enhanced emphasis on “expuanded operational linkages™). Major
Stokes’ proposal is that the DASD for Asia-Pacific in OSD (Peter Brookes) should lead
the first and second *tier” talks, and PACOM should lead the third “tier” talks. I differ
from Mark slightly in that I recommend that either Assistant Secretary Rodman or Under
Secretary Feith should lead the [irst “tier” talks. Having Feith or Rodman lead the first
“tier” talks would increase their stature and would guarantee that serious security policy
issues are addressed or decided at an appropriately senor level, given their import and
sensitivity. Otherwise, 1 strongly endorse Major Stokes’™ proposal.

I understand that State has balked at formalizing the mil-mil/expanded ops
linkages tier, presumably because they are afraid the US military will get too deeply in
bed with the Taiwanese military. In fact, as you know, the PACOM-Taiwan General
Staff (TGS) relationship is long-standing and strong. There 15 no compelling reason for
State to be involved in these talks, however, and the PACOM-TGS linkages must
continue and should be expanded and strengthened regardless of State’s views. Stated
differently. if State objects w0 formalizing the talks, then so be 11: everyone should
understand that the talks will continue, however.

This raises another issue: PACOM’s Admiral Blair has come in with a message
to SecDef urging that PACOM be designated the “Executive Agent” for all
military/security/policy matters related to Taiwan. 1 strongly urge you to reject this well-
intentioned but misguided suggestion. Denny’s stafl tends 1o think that only they know
how to deal with the Taiwanese (and Chinese for that mater). Their at times arrogant
attitude also can be seen in their retusal to share copies of the PACOM assessment of
Taiwan's HK-17 national military exercise with Major Stokes and other OSD stalf in
Washington. (You will recall that PACOM, with Washington's approval. sent a small
tean of observers (0 witness the exercise this Spring.) Given the political sensitivities
involved, there is every reason for Washington to maintain control over the US-Taiwan
security agenda.

Therefore, if you haven’t responded to Denny’s message already. 1 recommend
you gently reject Denny’s “Executive Agent” sugpestion. At the same time. however,
your response can commend Denny for the good work he and his staff have done on
certain warplans and cite the important and growing role PACOM will play in your
concept of “expanded operational linkages.” Major Stokes may have already drafted a
reply along these lines.

Incidentally, Taiwan’s Minister of Delense has invited me to visit Taiwan in mid-
September to meet with him and other senior military and civilian officials, visit military
bases, talk with political leaders, etc. This will, of course. be an unofticial, personal visit.
I's been fifteen vears since I visited Taiwan and I'm looking forward to the visit,
specially in the wake of President Bush’s arms sales decisions and public comments
about defending Taiwan, the national Party’s recent suggestion for a “confederation™
between Taiwan and the mainland, etc. [ also plan 10 visit with Denny Blair and his staff
en route and/or on the return leg. Denny had earlier asked me o consult with him on
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various matters, which 1 am happy to do. Of course, 1 will report back to you on my
observations upon my return,

Finally, 1 wish to put in another plug in for Major Mark Stokes. Keeping Mark at
home in OSD (and not detailing him State) was an extraordinarily wise move. Mark
continues to do an outstanding job and 1s perhaps the leading American military expert on
Taiwan’s military capabilities and deficiencies and China’s military modernization drive.
He deserves to be promoted to LtCol as well as a significant bonus for a job well done,

Lbasaqyou find this information helpful. Please do not hesitate to contact me on
if you have questions or comments. Best regards.

/

(b)(6)
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July 23,2001 7:42 PM

Guidance-Assume

)00/

- No supplemental.

— Honest budget numbets.
— Gett03.0% S&T by 07.
— Getto MD + $8.0 by ’07.
— Increase lift.

— Reduce average age of aircraft by purchase of some new and reduction of older

aircraft.
— Get infrastructure to best practices by 2007,
— Get shipbuilding on a steady state at 300 ships.
— Stratify pay increase.
-~ Get emphasis for:
o High demand, low density assets.
0 Info. Ops.
o Compatibility -interoperability.

— Include cost of BRAC

o1 hesC

0 Cost of weapon cancellations.

Ul2634 /02
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o Increase +$2 billion by ’07.
o Costs on OSD/Joint Statt/Detense Agencies/CINC Headquarters.
o $ for Standing Joint Task Forces.

0 2% for modernization and transformation, i.e., 10% of force

translormed by *07.
— Readiness-Budget and requirements and reverse declines.
— Assume accrued health care costs.

— Maintain-ramp up to achieve optimum backlog by ‘07

DHR:¢h
072301-63

11-L-0559/05D/4434



TO: Larry DiRita

FROM: Donald Rumsfeld /\)J\

SUBJECT: Crystal City

July 23,2001 7:44 AM

089

Let’s fashion a plan to get our people onto military bases and out of Crystal City

and other high-rent locations.

DHR:dh W
072301-2 R
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TO: Larry Di Rita
FROM: Donald Rumsfeld @\
SUBJECT: BRAC

Here are some thoughts on BRAC.
Thanks.

Attach.
072301-45 BRAC

DHR:dh
072401-3

11-L-0559/0SD/4436

July24,2001 10:22 AM
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snowflake

July24,2001 7:48 AM

SUBJECT: BRAC

On BRAC we ought to keep the following in mind:

1. Total base closings.

2.
3.

DHR.dh
07230145

Letting the private sector use a portion of a base-joint use.

Pickling (not using) a base and keeping it, not cleaning it up but not selling
it.

. Joint service bases (AF plus Navy, etc.).

Selling part of a base and keeping the rest.

Moving offices from Crystal City and other high rent city areas to bases.

11-L-0559/05D/4437
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July 24,2001 1:49 PM

TO: Larry Di Rita
VADM Giambastiani

FROM: Donald Rumsfeld(v [\

SUBIJECT: Detailees

Dov Zakheim claims they are still getting requests for detailees. 1 have never seen
one. I hope we are not approving any additional detailees-we don’t want 1o.

Please advise me.

Thanks.

DHR:dh
07240112

Uy126«0
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TO:

FROM:

Paul Wolfowitz
Doug Feith
Steve Cambone

Donald Rumsfeld ’X\

SUBJECT: Russia

FYI.

Attach.

July 25,2001 11:28 AM

4/30/01SecDef memo: “Meeting with Sharansky” [043001-29]

DHR:dh
07250127

11-L-05659/08D/4439
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sowvifldes
April 30,2001 1:33 PM

SUBJECT: Meeting with Sharansky

The Russians, KGB types, can smell weakness in a minute.

The Clinton people told the Russians that they needed additional help from the
Russians so they could keep Congress from toughening the laws against Russia.
The KGB-types in Russia knew that the Clinton administration would help cover
up their proliferation activities for them.

In dealing with Russia, we need a big stick and a big carrot. They have an
inferiority complex. They want to be taken seriously. They want the U.S. to take
them seriously, particularly.

It makes no sense for them to be helping Iran.

Putin cannot deliver for the Russian people in terms of the economy, so what he
believes he needs to do is give them pride by being nationalistic.

We need to have a stick and a carrot with respect to missile defense in dealing
with the Russians.

In five years, [ran will have nuclear weapons. There is nothing we can do to stop
it.

DHR:dh
043001-29

11-L-0559/05D/4440
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July25,2001 11:13 AM

TO: VADM Staser Holcomb, USN (Ret.)

FROM: Donald Rumsfeld Dﬁ\

SUBJECT: VCSAF

The Secretary of the Air Force tells me he talked to you about the Vice Chief of

Staft of the Air Force that he and Jumper want, and that you said he looked good.
He assumed that meant it was okay to go forward.

Aoz o

I have to work with the Vice Chiefs of the Services as much as the Chiefs, so [
need to interview people like that. I am sure you know that, but apparently the
Secretary of the Air Force assumed everything was a go and he sent the paperwork

up.

I am afraid that got too far along for my comfort level. If T am uncomfortable with
my meeting with him, he 1s not going to get the job.

Please protect me so I don’t get preempted like that.

Thanks.

DHR.:dh
072501-5
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July 25,2001 9:20 AM

TO: Larry Di Rita
FROM: Donald Rumsfeld ’D\

SUBJECT: Facilities

Who is the Director of Washington Headquarters Services?

I have no problem if we want to direct that that person establish a process for
managing facilities requirements of the Defense Agencies so we can ensure sound
management of the available space.

Certainly, we need a DoD-wide database to identify facilities on bases that may be
suitable for use by an organization currently housed in leased space.

We also need 1o make sure we have funds for renovation of underutilized
facilities, or the resources to build facilities on bases to get people out of
expensive leases.

We also need an overall process by which the Department manages our leases and
facilities.

Let’s get it done.

Thanks.

Attach.
7/19/01 Zakheim memo to SecDef: “Leased Facilities vs. Underutilized Bases™

DHR:dh
072501-14
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INFO MEMO o
7z A 7/?
July 19,2001, 10:00 aym.
FOR: SECRETARY OF DEFENSE SEGDEF WAS 4
. : \
FROM: Dov 8. Zakheim "} oL 25 Pt

SUBJECT: Leased Facilities vs. Underutilized Bases

@
\

~E0 @

The Department has reduced its rental costs by about $400 million since 1994, in

great part, by moving onto bases. Recent successes include the Naval Sea

Systems Command move to the Navy Yard, Washington, D.C., and Military

Entrance Processing Stations located in Hawaii, Georgia, Texas, and California

moving onto bases in those states.

DoD has not fully capitalized on the opportunities of moving activities out of

leased space onto bases. Impediments to move to bases from leased space include:

e the absence of a reliable DoD-wide database to identify facilities on bases that
may be suitable for use by an organization currently housed in leased space;

e insufficient funds for renovation of underutilized facilities, or resources to
build new facilities on bases to meet the needs of activities leasing elsewhere,

e the lack of an overall process by which the Department manages its leases and
facilities requirements for Defense Agencies.

These impediments are most acute for Defense Agencies, which typically do not

control bases onto which activities could be relocated.

You may wish to task the Director, Washington Headquarters Services to establish
-,

a process for managing the facilities requirements of the Defense Agencies that

ensures the sound management of available space.

COORDINATION: NONE S BEF —
Attachment M ,Z/ /@céf e
Prepared By: David L. McNicol, % %ﬂa A ﬂ, baze c’ﬁu@
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June 22,2001 6:27 PM

TO: Dov Zakheim
ce: P aul Wolfowitz
FROM: Donald Rumsfeld “;

SUBJECT: Empty Bases

One of the things that came up today in the budget meetings was the fact that we

have these empty bases and yet we are renting a lot of gve space downtown
for headquarters. Why don’t we move some of these activities out of the
expensive leases and put them into the bases that are underutilized?

Thanks.

DHR:dh
062201-3 1

11-L-0559/0SD/4444



July 26,2001 4:34 PM

SUBJECT: Reaction

If you think about it, we got pounded on Kyoto, and now we are getting pounded
on our biological protocol. We are prabably going to get pounded on the ABM
treaty, if we ever pull out of it.

[t makes you wonder if there isn’t a way 1o present something better. We are not
against the environment, and yet it came out that way on Kyoto, even though there
were 94 or 95 Senators who voted against the dam thing.

On the biological treaty, it came out with the State Department and the White
House looking like we were doing it because the pharmaceutical industry and
business wanted us to, which wasn’t the reason at all.

We have to cast these things in a way that shows we are concerned about problems
and people.

For example, Eisenhower used to say that what is really important about planning
is not the plan, but the process of planning so that you can make adjustments. One
of the problems with a bad agreement like Kyoto or the biological protocol is that
you end up with a document and a structure that makes people think it has solved a
problem when, in fact, it hasn't. People stop addressing the problem and stop
planning and working on it.

The real issue is how do we take care of the environment, not whether or not the
Kyoto agreement is good. The real issue is how you deal with biological weapons,
not the 200-page protocol that would do nothing to help that problem.

We need to avoid taking steps that stop people from analyzing a problem and
dealing with it, as though it was static.

When we are approaching something like an announcement here at the Pentagon,
we ought to think through how we want to put it. how we want to cast it. We
don’t want to tie it to things like jobs or industry. that kind of thing-that’s the
way a lot of people think. What we want to do is get it in people-related terms, in
terms of our interests and problems, and in terms of solving things.

Let’s think about this.

DHR:dh
072601-34
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July 27,2001 9:46 AM

TO: Larry Di Rita
FROM: Donald Rumsteld 9

SUBIJECT: Actions

We need to fashion a package of actions {or September:

— Cancel programs and activities.

C\DCL Q’ZQ

— Reduce the number of headquarters.

— Revise the assumptions in some war plans.

— Refashion our alliances-add nations.

—  Get our allies (0 do more-transfer responsibility i.e., Japan. Korea.

— More support (dollars) from allies.

DHR:dh
(472701-7
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SHwifiMes

TO:

CC:

CLOSE HOLD

July 27,2001 9:28 AM

Honorable Mitch Daniels

Paul Wolfowitz
Dov Zakheim

FROM:  Donald Rumsfeld W“‘/

SUBJECT: Open Items

[ am leaving for Australia, but [ have several open items with you.

1.

2.

As we discussed, the issue of that woman’s call to Bruce Dauer, giving us
our mark for *03, needs to be sorted out.

Second, I have asked Dov Zakheim and Paul Wolfowitz to work with you
to make sure you and I are talking about exactly the same baseline and what
is and what is not in it. You will recall there was some misunderstanding
early in this administration between DoD and OMB about what was in our
baseline. I don’t want any misunderstandings again, so I need to make sure
we are all on the same wavelength.

Last, I would like a copy of the paper you gave the President and the
President gave me when he gave me the *02 budget mark. 1 recall it said
’03 and each year thereafter would be inflation plus 10. I take it that that
means inflation plus $10 billion each year, as opposed to inflation plus an
initial $10 billion, but then only inflation in each of the following years, not
an additional $10 billion each year. Please clarify.

Thanks.

DHR:dh
072701-2
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July 27,2001 7:50 AM

SUBJECT: BRAC

There are a number of ways to manage bases:

- Close a base completely, clean it up environmentally, and transfer it
completely for a profit or to a non-profit.

— Close a base, but don’t shut it down, don’t sell it and don’t clean it up—
simply pickle it.

— Close part of a base, no longer operate it and pickle it.
— Lease out a part of a base.
— Sell a part of a base.

— Close a base and sell it or turn it over to someone else to clean it up
(from an environmental standpoint).

— Don’t close a base; instead, fill up all or part of it with other DoD or
government activities that are currently leasing higher-rent space in other

argas,

— Use some creative ideas with builders and developers for them to
construct buildings on our bases that they then own and rent.

DHR:dh
4726041-31
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Somifie

TO:; Rich Haver

Steve Cambone

FROM: Donald Rumsfeld %

SUBIJECT: Intel Requirements

July30,2001 10:20 AM

You two need to follow up on what intel requirements we want to push towards
the DCI to fit our strategy and our QDR.

Thanks.

Attach.
7/13/01 SecDef memo

DHR:dh
073001-8

11-L-0559/08D/4449
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July 13,2001 7:16 PM

TO: Rich Haver
Steve Cambone

FROM: Donald Rumsfeld_w

SUBJECT: Advice for DCI

Don’t forget that George Tenet said he needed some advice from us as to what
intel requirements we will impose on him to fit our new strategy and approach.

Thanks.

DHR:dh
071301-26

11-L-0559/05D/4450



Giawfiae
July 31,2001 10:39 AM

TO: Larry D1 Rita
FROM: Donald Rumsteld’ :)L

SUBJECT: OSD “Hidden™ Assets

The so-called “hidden™ assets that OSD has. namely some 707 people that are
doing OSD work but are not on the rolls, are listed on page 5 of Punaro’s
“Transforming OSD for the 2 1 ¥ Century™ paper. It makes you wonder if those
organizations are able to detail people to OSD-maybe they have too many
people. and they ought to be cut.

(<o oo

Thanks.

Attach.
10/17/97 Punaro Briefing: “Transforming OSD for the 21* Century,” p. 5

DHR:dh
073101-26
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PRELIMINARY DRAFT/OPTIONS ONLY/PRE-DECISIONAL

Examples of Hidden Assets

_ACTIVITY

__ | #  BILLETSHELDAT =
Active Guard & Reserve (AGR) 69 {
Defense Airborne Reconmaissance Office (A&T) 33 DLA, Sernvices I
Intelligence Systems Support Office (C°) 21 Air Force
Defense Agency Detailess in C*| 44 DISA, DlA, NSA
Delense Support Project Office (Cal) 17 Air Force (13), Navy (3), Army (1)
Business Process‘_lglée;gineering Center (A&T) 34 DLA
DoD Continuity of Operations Support Oﬂice (Policy) 20 | .DLA. )
Housing Revitalization Support Office (A&T) 12 Services
Former Soviet Union Threat Reduction (A&T) 9
Life~cyclé Information Integration Office 25 DLA
Base Closure & Transition Office (A&T) 15 OEA
USD(A&T) Non-OSD Persannel-Misc 156
USD(Pohcy) Non-OSD Personnel~M|sc 148
R Bk ARG AR PN 5 O R MR AN AN S LM W SN s Jo T R EE

5
TF w01ze7
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PRELIMINARY DRAFT/OPTIONS ONLY/PRE-DECISIONAL
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PRELIMINARY DRAFT/OPTIONS ONLY/PRE-DECISIONAL

Transforming <SI- |
the 215 Century

A Briefing to the Secretary of Det
William Cohen

Arnold L. Punaro
Chairman, Defense Reform Task Fo
October 17, 1997

PRELIMINARY DRAFT/OFTIONS ONLY/PRE-DECISIONAL,
11-L-0559/0SD/4453



July 31,2001 11:27 AM

TO: Pete Aldridge

FROM: Donald Rumsfeld ‘1\

SUBJECT: Transforming

Please take a look at p.17 from Punaro’s study. Why shouldn’t some of those
items be moved. as he suggests-the ones that are connected to you?

183

Thanks.

Attach.
| O/17/97 Punaro Briefing: “Transforming OSD for the 2 1 % Century,” p.17

[DHR.dh
073101-33
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PRELIUNARY DRAFTOETIONS ONLY/PRE-DECISIONAL

(3) Focus on Core Functions

Major OSD Non-Core Activities Identified as Candidates for Transfer

| EXAMPLES 1 QSD OFFICE . Positions
Dglense Aghorie Roeannaissancs Ofieg USD(A&T) | Mdentified
Dol Advigor, NAT USD(Policy) i e ———
i DUSD{Log) : Policy 118
T8 ﬁ A&T 104
ATSDINCB) - | PR 33
ASD(S&R) Ariry i | Compt 2
ASD(S&R) NDY 3] cal 3
g PrograsmMeageiees ASD(SQILIC) Senviess i | oTaE a7
P!ﬁ ram Maugg_wl ASD(SOILIC) Asmy
ACTD QvgrsL USD(A&T) DARPA PA I
TRICARE Pragram Managerment ASD(HA) Bireckr, FRICARE o e;—;
FOW@eenrty Review ASD(PA) WHS L
POVWMIA Offee ASD(ISA) Ariry ‘
Cauntar ProfjerateniStartl| Raffieaion ASD(ISP) DSWA :
| E}mﬁfzd MmﬂealfPﬁmfaniBudﬂe{ — | ASD(HA) W @weﬁ)r TR!CA’F% N :

"Alre-ddy plannvd for transfer

Plus 77 other programs Total Billets ldentified: 379

PRELIIIARY PAAFTIOPTIONS ONLYIPRE-DECISKINAL
11-L-0559/0SD/4455
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Transforming OSD for
the 215 Century

A Briefing to the Secretary of Defense,
William Cohen

Arnold L. Punaro
Chairman, Defense Reform Task Force
October 17, 1997

PRELIMINARY DRAFT/OPTIONS ONLY/PRE-DECISIONAL,
11-L-0559/0SD/4456
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July 31,2001 9:58 AM

TO: Gordon England
James Roche

FROM:  Donald Rumsfeld/gﬁ\

SUBJECT: QOkinawa

When Colin Powell met with the Prime Minister of Japan, the subject came up of
the behavior of U.S. servicemen in Japan and on Okinawa. There is no question
but that if there is one more incident, it will be a very serious problem.

I understand that Jim Roche had a stand down for U.S. personnel in Okinawa
recently. I think each of you ought to think through what we can do to get this
problem under control.

We can no longer afford to drift from one incident to the next. One more could be
seriously adverse to us.

Thanks.

DHR:dh
073101.2
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July 31,2001 8:35 AM

TO: Steve Cambone
FROM: Donald Rumsfeld ﬂ]‘
SUBJECT: Threats

We ought to think through General Shinseki’s concerns about narco-trafficking,
international organized crime, terrorist organizations and weapons of mass
destruction in the hands of non-state entities, and his characterization of them as
“complicators” more than threats.

He points out, properly, that these are basically police functions. On the other
hand, the U.S. military today has no doctrine for police work, and most of these
problems either do now or could in the future exceed police capabilities.

Therefore, we onght to give some thought as to how, if at all, we want to address
them. It seems to me that the place to begin doing that is in the budget.

Thanks.

DHR:dh
073101-18
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S flaes May 21,2001 7:10 PM

SUBJECT: Meeting with the Chiefs 3/23/01

General Ryan

1. Need to fashion new alliances. Forging peace, not keeping peace.
2. Need to be interested in Latin America and Africa.

3. O1l. Indonesia, Caucuses, Venezuela.

4. Need to eliminate the Congressional restrictions on Azerbaijan.

Shinseki

1. Concemed about narco-traffickers. International organized crime. Terrorist
organizations. They are more complicators than threats. Four concerns are
terrorism, organized crime, narco-trafficking, WMD with non-state entities.
These are all basically police functions. The U.S. military has no doctrine for
police work. It exceeds most police capabilities.

DHR:dh
052101-67
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July31,2001 3:18 PM

TO: Pete Aldridge

FROM: Donald Rumsfe]d%

SUBJECT: Cost Saving Initiatives

Thanks for your priorities. 1 would like you to specify what those program
reviews are-the big ones,

Second, it seems to me you are going to have to come up with some cost saving
initiatives that relate to your office and the defense agencies. [ rank that as right
up near the top.

By August 151 need to have a look at what you have proposed so we will be ready
to announce the ones we are going to do within the Department and have time to
prepare to send up to the Hill the ones that require legislation. We need to send
both of them to the Hill by Labor Day.

Thanks.

DHR:dh
07310144

u12669 /02
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July 28, 2001

To: Secretary of Defense

Cc: Deputy Secretary of Defens€

From: Pete A]dridg@ ﬂ'

Subject: USD(AT&LY) Priorities

You asked for our priorities in the area of our duties and responsibilities, Listed below
are my priorities, with the most important being at the top:

--QDR and the FY03 Budget

§F &‘;'_i\f _ﬁéfiﬁous Program R@d Milestone Decisions

--Acquisition and Logistics Process Improvements

--Efficient Facilities Initiative (EFI) Legislation
--Missile Defense Management Principles
--Chemical Demilitarization Program Plan
--Space Commission Implementation Guidance
--Acquisition Workforce Strategic Plan
--AT&L Defense Agencies Review

--Navy Shipbuilding Rationale

--S&T Revitalization

--Business Initiative Council (BIC) Tmplementation

11-L-0559/05D/4461
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MEMORANDUM X \%0& 8/5/01
\N\I‘B o
, N
A List of Flags to be Planted
Reduced number of CINCs from 9 to 7.
Require one CINC per war zone. (Traq)

Reduce number of defense agencies from to

Reduce number of healthcare offices from to

Reduce number of 1Gs from to

Reduce number of legal offices from to

Reduce congressional relations activities from to

Reduce public affairs activities from to

Merge duplicative activities within the services.

Merge duplicate activities between OSD and the Sr. Staff (LA, PA, Policy,
Legal)

Develop an ombudsman system to review problems that are first surfaced in
the press or by legislative inquiries to identify the repetitive problems so
directives and/or laws can be changed to reduce the repetition of the same

kinds of poor work, poor service or excessively complex procedures.

DHR/azn
Q80501.06
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August 6,2001 2:06 PM

TO: Larry Di Rita
FROM: Denald Rumst’eldw

SUBIECT: Detailees

Here is Dov Zakheim’s memo. These numbers are wrong. g
Please send it to somebody else and let's get the right numbers and quit horsing <
around.

Thanks.

Attach.

8/2/01 Zakheim memo to SecDef re: Baseline

DHR:dh
080601-17

Uiz2678 /02
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INFO MEMO
August 2, 2001 15:00 PM

FOR: SECRETARY OF DEFENSE

FROM: Dov S. ZakheimJE j

SUBJECT: Baseline

» You recently asked about the number of DoD) detailees and where they are located.

¢ Summarizing data obtained from Washington Headquarters Services (WHS) and
Personnel and Readiness (P&R):

From: To:
Army 135 Other DoD 13
Navy 93 Federal Agencies 330
USAF 151 White House 62
USMC 21 Legislative 76
Others 91 Think Tanks 9
(OSD, DoD, Agencies) Non-US 1
TOTAL 491 491

o Of these 491 detailees (including Legislative Fellowship Program), 355 are
reimbursable and 336 are non-reimbursable.

+ 1 can provide you details of where they are located, if you wish to see them.

PREPARED BY: CDR Michael A. Zieser, USN

11-L-0559/05D/4464
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July 31,2001 10:24 AM

TO: Dov Zakheim
FROM: Donald Rumsfeld(m

SUBIJECT: Baseline

How do you do an across-the-board cut if you don’t have a good baseline?

If we can’t figure out where our detailees are, how do we know how many actual
employees we have in the various entities that would be cut back?

OHR:dh
073101-22
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TO: Larry D1 Rita

FROM: Donald Ru msfeld/%\

SUBJECT: Chris Williams® Memos

Please disaggregate Chris Willlams™ memo and send the pieces to the proper

people. He has some good ideas there.

Thanks.

Attach.

7/31/0t1 Williams Memo e SecDef “Various Items™

DHR:dh
080691-15
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DepSec /e ifh ' m
July 31, 2001 L‘;n”/?’

MEMORANDUM FOR SECRETARY RUMSFELD
FROM: Chris Williams

SUBJECT: Various ltems

Sir. below are some brief comments on three items of interest.

Follow Up from Australia

Congratulations on your recent, successful visit to Australia to commemorate the 50th
anniversary of the ANZUS Treaty. | have worked very closely with the Australians over
the years and your and Secretary Powell’s presence was both appropriate and well
received. In short, your and Secretary Powell’s presence helped reassure (one of the
key pillars in the new defense strategy) our Aussie friends and others in the region of the
importance the Bush Administration attaches io our alliance relationships, especially in
Asia.

At the same time, the proposal for enhanced security cooperation and planning among
the United States, Australia, Japan, and South Korea represents a significant
development -- a positive one that's long overdue. Of course, a formal treaty alliance {or
some other highly legalistic/mechanistic approach) is not feasible politically. Nor is it
desirable at this stage. Indeed, attempting to negotiate a formal arrangement now would
be counterproductive and could detract from what | assume is the central objective of the
endeavor: to improve the capabilities of like-minded democracies -- all of whom to one
extent or another share concerns about the rise of China -- to jointly resist aggression in
the region and improve military interoperability and security cooperation/coordination.

Many in China will see the new initiative as directly aimed at countering Beijing’s regional
aspirations and its ability to threaten and coerce its neighbors. Keep in mind that this
new initiative comes on the heels of Japan's new found willingness under Prime Minister
Koziumi to play a more substantial role in regional security affairs -- another worrisome
development from Beijing's perspective. Therefore, it can be exp cted that some in
China will loudly object to the "proposed anti-Beijing alliance,” altly; ugh | suspect that
China’s political leaders may well mute their direct criticism of the initiative in order to
keep US-China relations “on track” in the wake of Secretary Powell's visit and to avoid
giving more impetus to idea. {(Recall China's heavy emphasis on D&D --that is,
“denying” outsiders insights into their real thinking and “deception” as to their true
motivations, intentions, and capabilities.)

Although as described in the media the propesal is primarily aimed at improving the
security dialogue among the four powers, it is vitally important to put some "meat” into the
nascent concept. In this regard, | strongly recommend significantly expanding and
enhancing joint military exercises and other “visible” forms of cooperation that go beyond
simply "broadening the dialogue.” You might consider asking both Admiral Denny Blair at
CINCPAC and your OSD staff to prepare a menu of options for your review for expanded
“operational linkages” and exercises, in addition tc more dialogue. | am planning to visit
Denny at PACOM HQ in late September, and would be happy to discuss this with him in
greater detall, if you believe that would be appropriate.

Another advantage of the initiative is that it would help promote greater cooperation

between the South Korean and Japanese militaries at a time when politicians in both
capitols are still steaming over the “history textbooks” incident. | note that the media
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coverage suggested that South Korea had not been approached yet on the initiative,
which if true is an oversight that requires immediate rectification. South Korean President
Kim believes that China can provide insight into and positive influence on North Korean
leader Kim Chong-il, and therefore one should not necessarily expect that South

Korea will "leap” at the opportunity to join in a dialogue that could aggravate Beijing.

Backchannels and Missile Defense

I recently had a conversation with a well-placed source who asserted that the NSC
leadership is “using various intermediaries and backchannels to send reassuring
messages to Putin” re US missile defense plans and intentions. Without knowing the
context or details, | would be uncomfortable with any strategy that places even a modest
reliance on the use of “cut-outs” or “backchannels”. First, one cannot be assured that
the message is being effectively conveyed (or accurately reported on the back end).
Second, many intermediaries will be tempted to propose or try to negotiate their own
“solutions™ to the “problem” -- which in the end will only complicate the bilateral dialogue.
And third, | see no reason for sending any message other than strength and
determination at this critical, early stage.

Beginning with your performance at Wehrkunde, the Administration has done a

masterful job in promoting two complementary ideas: first, the inevitability of US
deployment of effective theater and national missile defenses, as they become available
and starting with modest increments of capability; and second the inevitability of a US
withdrawal from the ABM Treaty. “It's comin’ so you'd better adjust your thinking
accordingly...” has been the strong message, reinforced again and again in meetings with
Congress, the allies, the Chinese, and the Russians. Any action or statement that calls
into question or undermines that sense of inevitability is both unnecessary and
counterproductive. I'm concerned -- again without knowing any of the specifics of the
case -- that they just might be (unintentionally) signaling a lessening of US resolve.

Dealing with Congress on Missile Defense

As the Armed Services Committees begin marking up their respective autherization bills,
some partisan Democrats will be strongly tempted to impose statutory restrictions on the
missile defense program (e.g., by requiring that any testing be compliant with the ABM
Treaty, etc.). Some in the Congress and in the Administration will likewise be tempted to
proffer some “compromise” language that “avoids a bloody fight" over this issue. |
strongly counsel against entertaining such notions of “compromise” at this stage in the
process.

In fact, the President has enormous leverage over the authorizers right now, and
especially over Carl Levin. Levin is indeed a very tough negotiator, but in the end he will
fold if he knows he can’t get his way. (I've seen this up close and personal in over a
dozen House-Senate conference committee negotiations and other venues.) Levin
simply cannot tolerate a situation wherein he is held responsible for failing to get a
Defense authorization bill signed into law by the President. There have been numerous
close calls over the past 15 years,,ggt the pressure to "get a hill" -- and thus retain some
measure of stature, jurisdiction, and rélévance -- is in the final analysis_simply
overwhelming for any SASC chairman. This is especially true for Levin: this is his first
year chairing the committee.

Therefore, the President should make clear right away that he will veto any defense
authorization bill that reaches his desk if it includes onerous restrictions on the missile
defense program. Senator Levin will no doubt do his best to make vetoing the bill difficult
for the President (by including authority for closing unneeded bases, for example), but the
President simply must stick to his guns. Some on the NSC and White House staffs will
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no doubt argue that compromising now to get a “united front” will strengthen our hands in
dealing with the Russians, or in dealing with the Congress on bills unrelated to defense. |
couldn't disagree more. What has brought and will continue to bring the Russians to the
table is the President’s steadfast commitment to deploying effective defenses and
jettisoning anything (the ABM Treaty, Congressionally-imposed testing restrictions, etc.)

that gets in the way of that goal.

| hope you find this information useful. Welcome back from Australia, sir, and best

regards.
— oy
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TO: Dov Zakheim

August 6,2001 2:06 PM

FROM: Donald Rumsfeld u\

SUBJECT: Camp Bondsteel

Someone should stick a budget on Camp Bondsteel and reduce the costs--$148
million a year is too much. Please put a budget on them.

Thanks.

DHR:dh
080601-t6
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INFO MEMO
August 1, 2001 3:30 PM
FOR: SECRETARY OF DEFENSE
FROM: Dov S.Zakheim _9)_

SUBJECT: Budget for Camp Bondsteel

+ You recently asked about the budget for Camp Bondsteel’s annual operating

COsts.

+ Camp Bondsteel costs are budgeted in Overseas Contingency Operations
Transfer Fund (OCOTF). The costs are:

Initial Start-Up cost $200 million

Annual Operations $148.5million
(includes utilities and
contractor support =
messing, etc.)

« The annual operating costs are included in the present level of funding in the

Overseas Contingency Operations Transfer Fund and are not provided as part

wpplememalappropriation.

COORDINATION: NONE

PREPARED BY:CDR Michael A. Zieser, USN
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August 8,2001 8:58 AM

TO: Doug Feith
FROM: Donald Rumsfclzjoi\

SUBJECT: Foreign Support

Here are the percentages apparently that we pay countries where we have forces. Q
We ought to get a standard percentage, and it ought to be high. ~O

Why don’t you get some folks working on it?

Thanks.

DHR:dh
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August 7,2001 10:40 AM
srivifiadee

SUBJECT: Support

Foreign forces are supported by host countries as follows:

— Korea 37%

Germany 27%
— Japan 76%

~ The Gulf + 50%

DHR:zdh
080701-8
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August 10,2001 2:40 PM

,5\
. 3 (/
TO: Honorable Colin Powell ) b .
Honorable Condoleezza Rice ﬁ" V *s '
\J ». i
FROM: Donald Rumsfeld \> [\e//{ /t_./% %/\M
SUBJECT: Dealing w/Russia Ly

Please read this USA Today article about the trip of Paul O’Neill and Don Evans.

It strikes me that we are doing everything exactly the way we agreed we wouldn’t
do it.” We are running around to Russia legitimizing them before we get a dad

burn thing, \)
N

My guess is that they will feel they have already gotten all they need, and then we (U
will be faced with the issue as to whether or not we want to pull back the Russian- ™~
American business dialogue and all the other things we seem to be offering for RN
nothing.
1 am very uncomfortable with the way this is going.
Thanks.
Attach.
8/10/01 USA Today, “Russia Policy Seems Familar”
DHR:dh
081001-19
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On the larger issue of the
future of centers like Warner
Robins, Roche was clearly op-
timistic.

“Our planes are getling
older and older, so0 mainte-
nance is going (o be more and
more important to us.” Roche
said.

“We need the ALCs ¢air
logistics centers) for the long
run,” he said.

After the press conference,
Ron Smith, a retired Air Force
major general and a former
base commander at Warner
Robins, said the vote of confi-
dence was the most important
part of Roche's comments.

I couldn't b&happier if I'd
en the script Nr him my-
1," Smith said.
USA Today
August 10, 2001 R
Pg. 8

16. Russia Policy Seems
Familiar
By Bill Nichols, USA Today

WASHINGTON -— Dur-
ing last year's presidential
campaign, George W. Bush
was frank about Russia’s eco-
nomic troubles. Russian Presi-
dent Vladimir Putin would
have to establish a legal code
and accounting praclices “so
that il countries invest capital,
there's a normal rate of return,”
the candidate said during a
presidential debate Oct. 11.

But when Treasury Secre-
tary Paul O'Neill and Com-
merce Secretary Don Evans
visited Moscow last month,
they seemed to have found
these problems solved,
“They're just individuals who
look you siraight in the eye”
Evans said ol the Russian
business executives he met.
O'Neill added, “T'm really im-
pressed with how together they
are.”

So together that Bush and
Putin announced a new “Rus-
sian-American Business Dia-
logue”™ when they mel in
Genoa, [aly, last month.
Among its goals: spurring pri-
vate investment in Russia and
helping Moscow become a
member of the World Trade
Organization, the Geneva-
based body that writes the
rules for world trade.

What had happened in the
nine months since candidate

Bush’s criticism?  Administra-
tion officials say President
Bush’s push for more private
investment follows on his
campaign pledge to move
away from multibillion-dollar
international loans to Russia
and focus on business-to-
business contacts at the grass-
roots level.

But officials from the
Clinton administration take a
more cynical view. They say
Bush’s Russian business olfen-
sive isn’t driven by economics,
but by pelitics, namely an at-
tempt to buy Russian accep-
tance of Bush’s plan (o build a
national missile-defense  sys-
tem

For now, Russian officials
oppose such a system, as well
as Bush’s call to replace the
1972 Anti-Ballistic Missile
Treaty, which bars national
missile defenses. In Genoa,
Bush and Putin agreed to hold
talks that would couple missile
defense with potential reduc-
tions in U.S. and Russian nu-
clear arsenals. Defense Secre-
tary Donald Rumsfeld leaves
Saturday lor Moscow (o con-
tinue those negotiations,

Mark Medish, President
Clinton’s Russia specialist on
the National Security Council,
says Bush appears 10 be adopt-
ing the same policy that he
criticized the previous admini-
stration for advancing: eco-
nomic engagement with Rus-
sia.

“[t's not as if there is some
group ol Republican busi-
nessmen who are going 0 have
more success with Russia as it
is than Democratic business-
men were going to have,”
Medish says.

Administration  officials
contend that Bush’s new initia-
tive 15 in response o encourag-
ing trends in Russia’s economy
since Putin took power last
year,

Evans is scheduled to take
a group of LS. businessmen to
Russia in Octlober to assess po-
tential investment opportuni-
ties. Corporate leaders say (he
Bush team, given the high-
level corporale experience of
Cabinet- members such as Ev-
ans and O'Neill, may have an
advantage in steering more
U.S. investments 1o Russia,
particularly with their connec-
uons in the energy sector. Be-
fore they joined the Cabinet,

Evans headed a Denver-based
oil company and O'Neill was
chiefl executive of Alcoa.

In the wake of Russia’s fi-
nancial disasier in 1998, when
the ruble lost approximately
two-thirds of it valuc and
most foreign investors [led.
Putin has managed 1o stabilize
his country’s economy.

Russia has run a budget
surplus for two years. The
economy, which collapsed in
1998, grew 8.3% last year, al-
ter adjusting for inflation,
which has fallen sharply, from
85% in 1998 to 20% last year,

“We (ry not to naively
paint a picture that isn’t realis-
tic. There’s a long way to go,”
says Blake Marshall, executive
vice president of the U.S-
Russia Business Council. “But
the situation has improved
dramatically in the last couple
of years, and we're very fa-
vorably impressed by the Putin
team.”

Much of Russia’s growth
has been generated, however,
by lemporary conditions: a
weak ruble that has made Rus-
sian exports less expensive,
and several years of high
prices on the world market for
oil and natural gas, of which
Russia has abundant reserves.

“No one can question that
the Russian economy today is
healthier than anyone would

have dared predict in the fall of

1998 after the financial crisis,”
then-11.8. ambassador to Rus-
sia James Collins said in June
in a farewell address to the
American Chamber of Com-
merce in Russia. “But to be
honest, the investment that
Russia has attracted over the
past lew years is minuscule,
compared to that which has
flowed to other wransition
economies, and 1o that which
the country should attract,
given ils rich natural endow-
ment and s talent and edu-
caled worklorce.”

Economists who watch
Russia  closely agree  that

Putin's progress must be meas-
ured against the gianl sieps
Russia still must take to put in
place the kind ol [ree-market
system that would attract large
sums of foreign dollars, For-
eign direct investment in Rus-
sia in 1999 was still a paltry
$3.3 billion. By contrast, ac-
cording to the World Bank,
foreign investors poured $39

11-L-0559/0SD/4475

billion into China, $12 billion
into Mexico and $7 billion into
Poland in 1999, the last year
for which figures are available,

From establishing basic
property rights to reducing tax
rates to continuing to fight
widespread corrupt&, Russia
has years of hard work ahead
before it can be in a position to
really woo forcign investment,
experts say.

“The emperor still doesn’t
have many clothes,” says Jo-
seph Ilacqua, a Bryant College
economist who specializes in
the states that made up the
former Soviet Union, "It's a
long-haul situation and there
remains a great amount of risk.
Honest, hard-working people
are not going W get rich
quick.”

Given the remaining eco-
nomic question marks aboul
Russia’s transition to a market
economy, opposition Demac-
rats and missile-defense oppo-
nents see the beginnings of a
grand bargain.

Indeed, Putin and other
senior Russian oflicials have
made no secret of the fact they
would amend or abandon the
ABM Treaty only if such a
move were made worthwhile
by financial incentives or secu-
rity guarantees.

Michael McFaul, a Russia
expert at the Carnegie En-
dowment for International
Peace, says the new US.-
Russia business initiative ap-
pears similar to the programs
pursued by the joint US.-
Russia commission co-chaired
by Al Gore when he was vice
president. Bush disbanded the
commission after complaining
that it failed to deal with per-
vasive corruption in Russia.

McFaul says he finds it
“rather ironic™ that Bush lam-
basted the commission. It
seems to me that they’re basi-
cally re-inventing the wheel
with these new contacts.” Bul
as a policy driven by econoni-
ics rather than geopolitics, he
adds, “I'm not convinced that
they are terribly serious about
ths."
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August 14,2001 4:13 PM

TO: Paul Wolfowitz
Steve Cambone
Larry Di Rita
Andy Hoehn
FROM: Donald Rumsfeld ’Q\

SUBJECT: Briefings for the President

1 am probably gaing to be briefing the President for a couple of hours Friday,
August 24, in Texas on the QDR. the Defense Planning Guidance and the Nuclear
Posture Review.

o (EC

I will need some very good ammunition and briefing matenial.

Certainly among them ought to be a tick list of the major transformational, or
significant, changes we are undertaking-like standing joint task forces, budgeting
of perstempo and the paradigm shift.

We need to get a good, succinct brief together.

Thanks.

Attach.
8/10/0 1 Compuller info memo to SecDef re: Prior Notitication Reprogrammings

DHR:dh
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Siowfidee

August 16,2001 12:28 PM

SUBJECT: Working with Congress

To get big things accomplished through Congress, we need two or three handfuls
of Congressmen and Senators-men and women-who will rise above their
immediate constituency demands. They are there. A number have offered their

help.

As Edmund Burke said, “A representative owes his constituency, not simply
obedience to the mood of the moment, but his best judgment,”

240

There is no question but that it takes courage, but we are finding them. And [
believe we will find enough who feel the urgent need to fix something important

that is not working right.

DHR:dh
U81601-7
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August 16, 2001 9:48 AM

TO: Doug Feith
ce: Steve Cambone
J.D. Crouch

FROM: Donald Rumsfeld D{L

SUBJECT:  Some More Thoughts on Russia

Ssn&

Another few itches they have are:

™~ |/

— Limits on defensive interceptors.
— Space and sea basing.

A couple of other areas for possible discussion are:

Economic participation on missile defense.

— Early warning.

Time phrasing as to when we do what.

Testing for some period.

DHR:dh
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August 16,2001 12:01 PM

TO: Doug Feith
CC: Paul Wolfowitz
FROM:  Donald Rumsfeld \)ﬂ\

SUBJECT: Europe

Europe is kind of tloundering around criticizing us on so many things. It is kind
of like idle hands make mischief.

géOJﬂg

I wonder it we began some initiatives in NATO to get them working on some
projects-that they could then resist doing-that we could shift the burden from us
to them.

Why don’t we think about some projects we could urge them to do that would be
good for the alliance if they were willing o do them. If they were not willing to
do them, it would at least shift the responsibility back to them for their failure,
rather than giving them the opportunity to criticize us for unilateralism.

Thanks.

DHR:dh
081601-24
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August 20,200t 1:09 PM

TO: Larry Di Rita
FROM: Donald Rumsfei'cﬁ?\\

SUBJECT: F-22 and Joint War

Y
Let’s have a meeting sometime when someone explains to me how the F-22 helps (/‘
the joint war, ~J
Thanks. T
DHR:dh
08200140
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15 August 200 |

SECDEF HAS SFEN
3/(? oNgE AUG 2 02001

MEMORANDUM FOR SECDEF
SUBJECT: F-22 Ground Attack

Leader,

There will be many rumors about the F-22 floating about, and one is that the plane is only
an air-to-air fighter. While optimized for air superiority, the basic F-22 also carries two high-
precision bombs so as to use its terrific stealth to attack the new surface-to-air missile systems.
Our transformational concept will take the plane and enhance it to attack deep mobile targets
(like TELs) in conjunction with ISR assets, but especially with Army forces on the ground.

o ~

ames G. Roche

.._777‘5 /rj_gé{ﬁ CQ/[/ ALl Secretary of the Air Force
THESE CONCEPLPTS /S ”
VWHERE'S THE MONEY]

— oMY 15 THE STRONMEEST
DETRACTOL. OF F-22_.
THEY DON T SEE MW
IT Wil HELP THE \k
JOINT BATTHE, §\

Q«*
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August 23,2001 7:44 AM

TO: Doug Feith
ce: General Hugh Shelton
FROM: Donald Rumsfelc%

SUBJECT: Road in Kosovo

I talked to Colin Powell on the phone Wednesday evening and urged him to get
the State Department working to open the road from Skopje airport to Kosovo. He
sald he would get right on it.

\D\O\J ag

Thanks.

DHR:dh
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Siavifiades

September 10, 2001 9:16 AM

TO: Torie Clarke
FROM: Donald Rumsfeld Ol\
SUBJECT: Anchor Chain Memo

Please reread this anchor chain memo and the memo that Col. Bucci sent me.
What do you think we might want to do with respect to it?

Thanks.

GG 020

Altach.
9/4/01 MA memo to SecDef re: The Perceplion of the “Masses™

DHR:dh
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September 4, 2001

MEMORANDUM FOR: SecDef

C1RCUL 4714 &
SUBJECT: The Perception of the “Masses” q TS | 5"%‘5 57’251

i NoNTas'!
Ir, ,

HELPS mouE
The attached document was given to me by another colonel in the building. THE A y/A
He told me,

“Booch, you need to read this. It’s being circulated, I don’t know who
wrote it, but it is good. It really hits on the issues that most of us care about.
If you think it is worth it, or that it will help, you may want to show it to
your boss. He needs to know what issues are important to the minions.”

You will recognize the comments, as you are the author. Clearly, we have
not gotten your message out within the building.

When I revealed the source to my friend, he was thrilled. He asked if you
really believed what was written, and I assured him you never said anything
you did not really mean. He said, “Wow, he does understand what is at
stake. I am going to make sure I circulate this!”

I thought you might be interested, as in this case; the informal
communications “system” is working in our favor.

Very Respectiully,

!

COL Bucci >
7Y
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DRAFT-Z

June 25, 2001

SUBJECT: The DoD Challenge

What is the biggest change in the Pentagon over the past 25 years? Almost
without notice, the reservoir of trust-the glue that makes relationships work-has
been drained. The answer is that there has been an erosion of confidence between:

. The senior military leadership and their subordinates, as seen in the
increase in resignations of junior officers, those who could be the
military leaders of the future.

» Political leadership and the Armed Forces due to under funding that has
left the impression that our government undervalues military service.

» The Department of Defense and Congress, leading to a layering of
restrictions and requirements that have reduced the DoD’s ability to
manage the Department.

The Defense establishment is tangled in its anchor chain. To manage DoD
efficiently and to transform the Armed Forces for the 2 T* century we need to first
transform the Department-how it operates internally, how it deals with its
industrial suppliers, and how it interacts with the Congress.

The Armed Forces have been fortunate in attracting and retaining truly
outstanding men and women, who voluntarily put their lives at risk to perform the
noble work of defending our country. But government too often provides training
and equipment that are more appropriate for the Cold War than for the coming
decades.

DoD is one of the largest enterprises on earth, but its leadership has little
control over the resources, personnel, and operations of the Department. DoD:

» [s unable to reallocate savings to more effective ends, so managers at all
levels have no incentive to save dollars.

» Can’t account for millions of transactions valued at more than $2.6
trillion.

» [s required by law to submit 905 reports to Congress per year, many of

which are of marginal value and probably little read, despite the
hundreds of trees sacrificed.
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DRAFT-2

« Has to respond to some 2,500 to 3,000 inquiries of concern or complaint
from Members of Congress each week.

» Has a backlog of some 150,000 security clearances.

» With a $300 billion budget, needs Congressional approval to build a
$500.000 building and is required to maintain some 20-25%+ more
facilities than are needed.

»1s monitored closely by the General Accounting Office, more than eight
Inspectors General and a testing organization that report to Congress,
with the result that the Department has so many auditors and
inspectors-some 24,000—that they approximate the number of U.S.
Army “trigger pullers” that can be deployed at any one time.

« Has overhead that has grown to the point where it is estimated that only
14% of the DoD> manpower is directly related to combat operations.

. Has antiquated personnel policies, many of which were designed to
manage a conscript force of single men, but now manage a volunteer
force with families.

Has several different personnel systems that enlist their workforces for
four-year tours, as opposed to bringing them onboard for a career.

Has policies that uproot personnel and families every few years to move
them to new assignments, and then, after training them and benefiting
from their fine services, shove many out while still in their 40’s.

« Has policies that commission officers, train them, and then bounce them
and their families from assignment to assignment every two to three
years, to the point that the most successful officers skip across the tops
of the waves so fast that they can’t learn from their own mistakes
because they are seldom in an assignment long enough to see what they
were; and then we ease them out to retirement between the ages of 45
and 55, while still in their prime.

Has benefit and assistance programs for military personnel that some
critics say emulate the failed Soviet model of centralized systems for
housing, commissaries, and healthcare, rather than using private sector
competitive models that are the envy of the world.

Has three separate Post Exchange systems, and a law prohibiting DoD
from consolidating them without the approval of Congress.
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Is faced with a process where in the year 2000 54% of the President’s
DoD R&D programs were changed by Congress and 32% of its
procurement programs.

Has three or four different health systems and three or four surgeons
general: rather than a single service that an efficient, large-scale
enterprise would fashion.

Grade and rank systems more than 100 years old and which were
rejected years ago by the for-profit sector in favor of flatter, more
nuanced organizations and compensation arrangements.

Financial management and information systems designed to report to
Congress and comply with the maze of laws, amendments and
requirements that have grown geometrically and accumulated over
decades, rather than systems designed to provide the financial
information managers need to manage.

Rules, regulations and approval requirements that guarantee the Defense
establishment infrastructure remains decades behind in recapitalization,
rather than the more efficient models most companies use, including
outsourcing, sale/lease back arrangements, and privatizing.

Orgamizations and practices that perpetuate separateness, as we talk of
“jointness,” causing many dedicated, well-organized, able people to
work hard doing things that need not and/or should not be done.

Despite some 128 DoD acquisition reform studies, an acquisition
system that since 1975 has doubled the time it takes to produce a
weapon system, while the pace for new generations of technology has
shortened from years to 18 months, guaranteeing that DOD’S newest
weapons will be one or more technology generations old the day they
are fielded.

Processes and regulations so onerous that many commercial businesses,
developing needed military technologies, refuse to do business with
DoD.

A U.S. defense industrial base that has declined from 20+ companies in
1976 to 5 major firms today, with the 6™ a foreign firm.

Seeks a warrior culture, but slides from what some estimate to be in the
neighborhood of a 55/45 teeth-to-tail ratio to a 45/55 ratio (percentages
depend on classification categories).
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« Statutory requirements that include some $7 billion of non-traditional
detense programs that run the gamut of non-defense interests from
education, drugs and the environment to snakes, fossils and cancer
research.

* Metrics more focused on inputs, efforts and intentions than on outputs
and results.

» A pattern of legal and/or Congressional challenges to most major
program decisions.

= A Defense Authorization Bill that in 1962 was one page; in 1975 totaled
75 pages; today, packed with requirements, prohibitions, stipulations,
entitlements and mandated organizational structures, it has ballooned to
988 pages, during a time when the number of men and women in the
armed forces has dropped from 2.1 million to 1.4 million.

This situation has undoubtedly evolved over the past decades as a result of
a series of instances that caused distrust between the Congress and the
Department. Unfortunately, the result has not been improved oversight. Quite the
contrary, each new layer ol control and micromanagement has compounded the
problem of accountability. From a practical standpoint, DoD no longer has the
authority to conduct the business of the Department, and, as a resul, its
performance is deteriorating.

The maze of constraints on the Department forces it (o operale in a manner
that 1s so slow, so ponderous and so inefficient that whatever it ultimately does
produce is late, wasteful of taxpayer dollars, and has the unintended result of
leading to still more letters of complaint and calls of criticism from Congress,
more critical hearings and more condemnation in GAO reports, to be followed by
a still greater number of amendments, restrictions and requirements (o try (o
correct the seeming mismanagement.

Transforming the U.S. Armed Forces for the tasks ahead is important.
However, transforming how DoD [unctions and its relationship with Congress
may be even more important. Without transforming the Department, the
transformation of the armed forces may not be possible. What may be needed is
an “omnibus process’ to overhaul this relationship and a “compact” so controls,
requirements, reports and regulations in future years will have a sunset provision
and do not again compound over time.

Notwithstanding the fact that there are outstanding people who care about
our country both in Congress and working throughout the Defense Department,

11-L-0559/0SD/4488
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none of whom would knowingly damage national interest, that is our
circumstance.

Our country functions smoothly today because of the rule of law. If all
contracts in our society had to be adjudicated or were subject to constant
oversight, the system would break down completely. Fortunately, that is not the
case. Almost all of our business and personal relationships are based not on
oversight, inspections: audits, adjudication or micromanagement. Rather, they are
based on trust.

Today that is not true. Over time, the regulations and requirements that
have been laid on are so onerous that, over time, they are smothering incentive,
innovation and risk taking.

The late Senator Everett Dirksen used to tell the story about how to cook a
frog. He said if you put a frog into a pot of boiling water, it will jump out. But, if
you put a frog in cool water, it will be comfortable in its new surroundings. Then,
if you slowly turn up the heat, the frog will not notice. Eventually the water will
boil, and you will have a cooked frog.

That is what has happened. It has taken decades of small, logical, or at
least understandable, individual acts to create a situation where in the aggregate
they prevent the Department from serving the national interest.

No large institution willingly reforms itself. Resistance to change is great.
To accomplish the task will take the best efforts of the President, the civilian and
military leadership in the Department, and, importantly, the leaders’and Members
of the House and Senate,

During his term each President has available only the Defense capabilities
left by his predecessors. So, too, the decisions he makes and the capabilities
invested in during his term will be available not to him, but to his successors.

So it is our responsibility to get about the task of transforming this great
national asset, the Department of Defense, that is so needed to preserve peace and
stability in our still dangerous, untidy and dynamic world.

The country and the men and the women of the Armed Forces who put their
lives at risk deserve no less.

DHR:dh
SRscurrent MFRs/Challenge
6/25/0111:10 AM
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September 10,2001 9:03 AM

SUBJECT: Missile Defense

is not about today-it is about tornorrow. People who think you can wait as that
threat grows and then all of a sudden, instantaneously, have missile defense
capabilities are flat wrong, particularly Biden.

The task of government is to prepare for the future, not to sit there and say we

We ought to start feeding into our missile defense arguments that missile defense 5)
-~

don’t need to do this until the threat is so great that it is too late.

DHR:dh
091001-8
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September 14,2001 9:51 AM

SUBJECT: SACEUR, CINCSPACE

[ spoke to the President on 13 September after the NSC meeting and told him I
was thinking about asking General Ralston and General Eberhart to stay on in
their CINC posts, as SACEUR and CINCSPACE.

N D) -’\3

[ indicated I thought it would be best to have seasoned hands in those jobs-that
Eberhart had done a good job over the air and space defense of the United States
during the past few days and that Ralston was clearly the star of the CINCs. [ said
I was going to see if we could keep them onboard.

He said he thought that was an excellent idea and that he supported it.

DHR:ch
291401-3
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September 16,2001 5:40 PM

TO:. Doug Feith

FROM: Donald Rumsfeld?ﬂx\

[ think it was General Shelton who told me that the German Chief of the Defense
Staff said that if the U.S. is going to go to war, Germany wants to go with us.

They don’t want to be second fiddle to France or the UK, and they are anteing up a
brigade and some aircraft, [ believe.

SUBJECT: Germany C‘Q\
3
G

We ought to get that message communicated properly.

Thanks.

DHR:dh
091601-13
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September 16, 2001 2:42 PM

SUBJECT: Memorandum of phone conversation between Secretary of Defense
Rumsfeld and His Royal Highness Prince Sultan, the Minister of Defense,
Kingdom of Saudi Arabia, 2:20-2:35 p.m. 9/16/01

The call started by Prince Sultan expressing his sincere condolences, and those of
the government of Saudi Arabia and Saudi people to the Secretary, the President
of the United States and the American people.

HRH described the September 11 acts as “criminal acts that killed thousands of
innocent people.”

Then HRH stated, “I affirm the Kingdom's pledge to provide every possible help
within its power to identify the perpetrators and those who were behind them, as
well as work actively with the U.S. in the area of intelligence sharing.

SecDef expressed his appreciation, indicated that there is no question that the U.S.
will be asking for the full cooperation of the Prince’s government as well as other
governments.

HRH reaffirmed to SecDef that the Kingdom of SA has imposed additional
security measures to protect the expatriates of the US as well as imposing new
security procedures and measures to ensure the safety of the “friendly armed
forces™ in the region, including US forces.

SecDef expressed his appreciation and indicated to HRH that 20 minutes ago he
has read a report detailing such new measures and procedures.

HRH emphasized and affirmed that the Kingdom of SA “strongly condemns, in
the case of proven evidence, any perpetrators who might have belonged to Islamic
countries or the Islamic faith. Islam does not condone at all, or under any
circumstances, such criminal acts.”

SecDef stated that he and his government fully recognize that the enemy, in this
case, is terrorism and not any religion or any group of people. He stated, “Our
enemies are those who perpetrate acts of terror or try to terrify my country, and
jeopardize our interests, as well as the interests of other.” He went on to say, “The
US will go after those who supported such acts as well as the countries that protect
them and provide them with safe haven.” SecDef stated that he had a phone
conversion with Secretary Powell during the last hour, and they talked about the
Taliban group and the relationships between that group and other countries,
including SA. SecDef stated that the Taliban has created a “welcoming

%4
11-L-0559/0SD/4493 Ulers.

YRy oy g

—
O~
:%ﬂ

/02



environment for Al Qaida.” SecDef stated, “We hope that countries will take the
necessary steps to expel the Taliban diplomatically and clearly express their
dissatisfaction with the behavior of the Taliban.”

HRH stated, “We absolutely support you in that call |regarding Taliban]. It should
be absolutely clear that no side should deal with the Taliban.”

SecDef stated that the problem of terrorism is much larger than the attacks on the
US last Tuesday. SecDef stated, “Our consistent efforts will last not only for
weeks or months, but for years to come.” SecDef also stated, “A wide range of
efforts-political, diplomatic, economic, and military-will have to deal with the
unconventional activities that we have witnessed.” SecDef also stated that the
problem is wider than the latest attack on the US. He stated, “We should not
forget what others are doing, such as Saddam Hussein in Iraq, as well as what is
happening in different countries.”

HRH stated, “Our views are identical, and we reconfirm to you, Mr. Secretary,
that the Kingdom of SA, as it did during the second Gulf War, will stand by the
United States. Saudis and Americans shed blood together. We reaffirm the
Kingdom’s readiness to stand by the United States, as we did a decade ago.”

SecDef indicated it was wonderful to hear such a commitment from HRH. He
expressed his gratitude for the opportunity to have this phone conversation and
expressed his desire to meet in the weeks ahead, face to face, with HRH, either in
the US or in the Kingdom of SA.

HRH indicated that this is a valuable and cherished wish of his to meet as quickly
as possible with SecDef. He said, “God will stand by what is right, and right will
prevail.” Once again, HRH conveyed to SecDef the strong sentiment and
condolences coming from His Majesty and the Crown Prince to the President, the
administration and the friendly American people. HRH also reaffirmed to SecDef
everything that came in the phone conversation between the Crown Prince and
POTUS.

Gamal R. Helal
U.S. Department of State
Senior Diplomatic Interpreter for USG side

dh
091601-1C
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September 16,2001 3:45 PM

TO: VADM Giambastiani
FROM: Donald Rumsfeld 7

SUBJECT: General Ralston

1 talked to General Ralston and asked him to stay on for another year. He agreed
to stay on through the end of 2002. He is currently scheduled to leave in May, but
there is a foreign ministers’ meeting in May and a defense ministers’ meeting in
June of ’02. Then there is a head of state November of '02, where you deal with
NATO enlargement, and he said he could stay until the end of the year.

So that is set, except that he is also SACEUR, and we probably need to
communicate with NATO and see that they are comfortable extending him. I
suppose that is done through the Department of State. You should probably have
Wolfowitz or Feith coordinate that with the State Department.

Thanks.

DHR:dbh
091601-8
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July 23,2001 1:07 PM

TO: Doug Feith

FROM: Donald Rumsfel@

SUBIJECT: DSB Research

You should probably circulate the reports that Bill Schneider is referring to here to
the appropriate people.

Thanks.

Attach.
7/1 8/01 Schneider memo to SecDef re: DSB Research Issues

DHR:dh
072301-35
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OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, D.C. 20301-3 140

DEFENSBIE)ARSCIENCE 'SECD

“July 18, 2001

W s
MEMORANDUM FOR THE SECRETARY OF DEFENS‘, y L <3 200]
From: William Schneider, Jr., Chairman

Subject: Your interest in the subject of homeland defense and related DSB
research issues of joint scientific and policy interest.

I met with Richard Perle today 1o coordinate the activities of the Defense Science Board
and the Defense Policy Board. Perle mentioned you interest in the homeland defense
issue. The Defense Science Board is in the process of publishing a six-volume study it
has conducted over the past year. A copy of the Executive Summary (Volume I) is
attached. The study, Protecting the Homeland addresses the following subject areas:

o Defense Against Biological Weapons(*)

o Defensive Information Warfare (*)
Unconventional Nuclear Warfare Defense (*)

¢ Unconventional Chemical Warfare Defense

+ Intelligence Needs for Civil Support

Titles with an asterisk (¥) have already been published, the two remaining volumes are in
their final stages of preparation. We would be pleased to provide you with a briefing on
any or all of the parts of the study if you wish to receive it.

The DSB will complete its major study effort on precision strike next month, and the
final report will be presented at the annual Summer Study in California. In view of your
interest in the subject of the transformation of the armed forces, the DSB effort on this
matter is very pertinent. I have offered, and Richard Perle has accepted the offer of a
briefing on the DSB’s work in view of the DPB’s policy related interest in
trans{ormation,

I Ao 11-L-0559/05D/4503




Protecting the Homeland

Report of the Defense Science Board

2000 Summer Study
Executive Summary
Volume I

February 2001

Office of the Undersecretary of Defense
For Acquisition, Technology, and Logistics\
Washington, D.C. 20301-3140
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THE SECRETARY OF STATE

WASHINGTON

July 20, 2001

Dear Don:

Thank you for your July 13 note forwarding
Beverly Deane Shaver's letter regarding your
classmate and friend, Lt. jg James Deane, Jr.,
JSN. When I go to China, I will raise beth his
case and the overall issue of POW/MIA
cooperation. I will urge the Chinese to work
with your Office of POW/Missing Perscnnel which
I understand will have representatives in China
in Augqust,

Si ely,

Colin L. Powell

The Honcorable
Donald H. Rumsfeld
Secretary of Defense

Ui2812

00 k24 207

/01

11-L-0559/0SD/4505




St

July 13,2001 5:34 PM
TO: Honorable Colin Powell
FROM: Donald Rumsfeld(D]’\
SUBJECT: LT(jg) James Deane, Jr.
Here is a letter from Dr. Beverly Deane Shaver about her husband. Her husband, J
Jim, was a classmate of mine in Naval flight training and a very close friend. I -’
hope that you will raise this issue on your trip to China. D
Regards. >
Attach.
7/12/01 Shaver ltr to Asst. Sec State Jim Kelly
DHR:dh
071301-19
A
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(b)(6)

ROBRINS & ASSOCIATES, LLC
SUITES830
333 WEST WACKER DRIVE

e [P6) |

E-MAIL: |(P)(8)

Date: July 13, 2001
To: [B)6) |
Company: OsDh

Tax #: (b))

From: [(b)(6)

Total # of Pages: 3

TFor SecDcf from Dr. Shaver, This came by fax, so there are no enclosures
included with the copy.

Tks,
NP

S
Cops pended + &Ma’b;ﬁ‘ fr
acg/\m G‘lc?umﬂm"‘lf’w \

(ot
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b)(6) Jul. 122001 @S:47PM P2

('Q‘/& (b)(6)

The Honorable Jim Kelly

Assistant Secretary for Asian and Pacific Affairs
U.S. Department of State

2201 ¢ Street, NW

Washington, DC 20520

FROM :, J-B SHAUER PHONE NO,

Dear Secretary Kelly:

b)(6
1 have been given your address by ®)e) and some POW/MIA. family

membm, This letter is a plea for your hielp.
. |(B)(6) . .
Tam the “widow” of ; ~—I, USN, the copilot Of 8 PAM Martin
Mercator clectronic countermeasure plane shot down off the coast of Shanghai August 23
22 U.S. time), 1956, Although he was declared deceased by the Navy in 1957,
intelligence reports of that era, declassified only in 1992-1993, reported that my husband
and one other crewman were rescued and imprisened in China. The reports of his
whereabouts contined for two years,

In 1990 the 1956 head of Chinese Air Defense confirmed to a Chincse friend of mint that
the PRC had indeed captured two “pilots” from the PAM plane. In March, 2000, I was
told by Mme Li Xiaolin, head of the American sector in the Chinese Peopic's Association
for Friandship with Foreign Countries, that they could nothelp me, as all the information
about my hushand was still “highly classified” and “vital to the national security of
China™.

QIO vas a member of VQ-1, the same squadron which flew the EP3 to Hainan.
Unlike the crew of that plane, he was not so fortunate. Dead or dive, he is still in China.

T am asking that, as you assist Secretary Powell to prepare for his imminent tip to China,
you urge him to raise the issue of my husband’s case with President Jiang, and to also
deliver my 1999 letter to Jiang. I also ask that this case be raised again during President
Bush’s visit in October.

Tdo helieve that there is, at least, a small but reasonable chance that my husband Gould
still be alive, and that his case should be given the maximum weight and antention from
the government he g0 valiantly served.

2-d [®® | 11-L-0559/03D/4508 o 1o, ey0:80 10 €1 InC
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: FROM:J-B SHRER FHOnE nC. ¢ [O1©) Jul. 12 2091 @5:45PH P1

-2-

I.am enclosing some background for further details, (b)®) NG fary
Rumsfeld, an old friond of my hushand, are bnth familiar wit (B)6) and I

of course, will provide any iaformation or assistance, } will be very grateful for your
help.

Sincerely,

(b)(6)

(b)6)

Enclosures.

cc: [PO |
Secretary Donald Rumsfeld
Mr. Alan Liotta, Defense POW/MIA QOffice

0)6) 11-L-0559/05D/4509
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TO: Dov Zakheim
FROM: Donald Rumsfeld )(L
DATE: August 4, 2001

SUBIJECT:

Please give me a report in plain, clear. declaratory sentences, without acronyms I
won't understand, that addresses the subject of the re-capitalization of all
platforms that relate to C4ISR in DoD. There must be 40 or 50 of them.

Specifically, | want to see the way to services have handled those assets in terms
of re-capitalizing them.

Also, 1 would like an average number as to how the services have re-capitalized
their basic “‘meat and potatoes™ business; Air Force airplanes, Navy ships, Army
tanks, etc.

Thanks.
%yﬂm e ,4 /ééffz‘?—/
L arry Di Rita
8/ { 7
DHR/azn oy
080401.08
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INFO MEMO

August 15, 2001, 4:50 PM

FOR: SECRETARY OF DEFEN

FROM: Dov S. Zakheim 3’\

SUBJECT: Re-capitalization of “Meat and Potatoes” Platforms

o The attached paper provides average age data for the Services’ major “Meat and
Potatoes™ platforms. We will not know the Services” plans for re-capitalizing until
we receive their FY 2003-2007 budget estimates on October 1, 2001. At that time

we will give you an update.

« Your parallel question on re-capitalization of C41SR platforms will take vs an
additional couple of weeks to answer due to the sheer number of such platforms.
the need to assess sensor age separately from platform age, and the high
probability that these platforms will not be replaced on a one-for-one basis (i.e.. a
constellation of satellites could replace, or partially replace. one or more aircraft

types).

COORDINATION: None

(b)(6)

Prepared By: Ron Garant,

11-L-0559/0SD/4511



AVERAGE AGES OF MAJOR WARFIGHTING PLATFORMS

Platform Average Age in 2000 Average Age Goal
Army

Ml Abrahms Tank 11 13
M2/M3 BradleyFighting Vehicle 9 13

AH-64 Apache Attack Helicopter 12 13
UH-60 Blackhawk Helicopter 13 12
CH-47 Chinook Cargo Helicopter 12 10

Navy and Marine Corps

Attack Submarines 14 16
Surface Combatants 14 18
Aircraft (all types) 17 11
TacAir Aircraft I 11
Air Force

TacAir Aircraft 11 12
Strategic Bombers 25 22
Strategic Airlift Aircraft 24 20
Tanker Aircraft 38 30

11-L-0559/0SD/4512
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FOR: SECRETARY OF DEFENSE

FROM: Dov S. Zakheim,% )

SUBJECT: Baseline

INFO MEMO

August 2,2001 15:00 PM

+ You recently asked about the number of DoD detailees and where they are located,

¢ Summarizing data obtained from Washington Headquarters Services (WHS) and

Personnel and Readiness (P&R):

From:

Army

Navy

USAF

USMC

Others

(OSD, DoD, Agencies)

TOTAL

135
93

151
21

91

491

To:

Other DoD
Federal Agencies
White House
Legislative
Think Tanks
Non-US

7

+ Of these 491 detailees (including Legislative Fellowship Program), 155 are
reimbursable and 336 are non-reimbursable.

+ Ican provide you details of where they are located, if you wish to see them.

PREPARED BY: CDR Michael A. Zieser, USN

11-L-0559/0S8D/4513
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August 6, 2001 5:25 PM

TO: Larry Di Rita
FROM: Donald Rumsfeld &
e
SUBJECT: Directive
I think we need to get a directive out that by a specific date the Office of Secretary

of Defense, the Joint Staff and the Service Secretariats will have fully
interoperable systems so we can communicate with each other.

That message alone ought to help.

Thanks.

DHR.:dh
080601-27
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TO:
FROM:
DATE:

SUBJECT:

John Stenbit
Donald Rumsfeld
August 9, 2001

Information Technology (IT) Support for OSD

My staff tells me that we do not have a corporate OSD approach to managing our
IT assets. To facilitate our ability to make effective business decisions, we need a
reliable, secure IT infrastructure (hardware, software, and personnel).

Accordingly, I direct you. as the DaD Chief Information Officer, to take a broad
look at our IT infrastructure and recommend a way ahead.

Please present your recommendations to me by September 14, 2001. Thanks.

e

11-L-0859/08D/4515
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OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
> FOR COMMAND, CONTROL, COMMUNICATIONS
AND INTELULIGENCE

DATE //ﬂq 200/
/ 7
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August 8, 2001 4:10PM

FOR: Secretary of Defense

-

FROM: John Stenbit !
SUBJECT: OSD IT Netwotks

Attached is a summary of OSD IT networks. The present fragmented approach
has significant weaknesses, both in effectiveness and security. There is a lot of
history here, and plenty of blame to go around, but the fact remains that little
change has been effected through the present approach.

We have been working with the components on a way ahead, but I have also

attached a memo for you to direct the CIO to present you with recommendations
by mid-September.

15490 - Vw6,
o= Heal

11-L-0559/05D/4517



August §, 2001

Information Technology Support in the Office of the Secretary of Defense

The Army maintains the Pentagon IT backbone, which includes OSD

networks. Each OSD component (list attached) operates its own sub-net.

» There is no centrally managed configuration control board. Components
may erect their own firewalls and other security devices as they see fit.

Each component provides its own IT support staff. According to Comptroller
figures, OSD has 605 IT staff supporting 6,980 computer users. (One IT per-
son for every 11.5 workers). The federal agency average is 40.6.

The FY02 OSD IT Budget proposal is $63.2 million. Of that, $46.7 million
(almost 75%) is dedicated to funding stovepiped systems that support only one
component. Moreover, it probably is understated since components can add
money from their internal funds.

+ This is at least $9,054 per person. Gartner Group estimates IT spending per
federal employee at $6,658 in 2001. However, the financial services sector
(with security requirements comparable to DOD’S) spends an average of
$23,639 per employee.

IT management with OSD is split:

+ The Information Technology Advisory Group (ITAG) is a consensus-based
forum consisting of the IT managers from each OSD component.

« The Information Technology Directorate {(ITD) resides in C3I and has the
responsibility to oversee “enterprise initiatives” yet has no budget authority.

« The Information Technology Executive Committee (ITEC) consists of mid-
grade SESs who provide direction and adjudicate issues that cannot be
resolved at the ITAG level.

In sum, the management structure for information technology issues within
OSD is a group with no coercive power (the ITAG) reporting through a direc-
torate with no budget authority (the I'TD) to a committee that is neither low
enough to see issues in detail nor high enough to effect real change (the ITEC).
This split approach also has sub-optimized security within OSD networks, as
evidenced by disappointing results on “red team™ assessments.

Due to the level of level of frustration with OSD IT in many quarters, the CIO
chartered a Rapid Improvement Team in March 2001 to identify alternate
management approaches for managing OSD IT. The team plans to report to
the-Deputy Secretarylater this month.

11-L-0559/05D/4518



OSD Components

Acquisition, Technology and Logistics
C3I

Comptroller

Director, Administration and Management
Executive Secretariat

General Counsel

Gulf War Illness, Medical Readiness, and Military Deployment
Health Affairs

Immediate Office of the SecDef
Legislative Affairs

Director, Operational Test & Evaluation
Personnel and Readiness

Policy

Program Analysis & Evaluation

Public Aftairs

Reserve Affairs

Washington Headquarters Service

11-L-0559/0SD/4519
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August 11,2001 7:54 AM

TO: VADM Giambastiani
FROM: Donald Rumsfeld »&)\

SUBJECT: Cuble to Secretary Powell

Would you please try to find a copy of the cable I sent to Colin Powell after we E
were in Greece telling him I was glad I was able to talk him into having Burns be -%\
Ambassador to NATO? B
Thanks. é \7:1)
EE ATTACHED. WE &
\
COULDNT FiIND A canls
DHR:dh )

ONLY THIS MEMO.
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August 16,2001 12:45 PM

P

TO: COL Bucci
cc: VADM Giambastiani
FROM: Donald Rumsfeld <7 /{\

SUBIJECT: Deployment Orders

Besides getting me that deployment paper in English and including Europe, Japan
and permanent changes of station, shouldn’t it include Marine guards at embassies
on a separate sheet?

What about deployed forces aboard ship? ﬁ

Eventually we want to have a list of total number of detailees who aren’t working Q

for the Deportment, so we get a full sense of all of this optempo.

Please work out a format with VADM Giambastiani.

In addition to the piece of paper you gave me, I would also like to have some clue

as to what they are doing in those countries, if it is not obvious, which in some of

the cases it isn’t.

Thanks.

DHR:dh
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Active Duty Military Summary

. Central Command

. European Command

. Joint Forces Command
. Pacitic Command

. Southern Command

/
‘:)l;lvﬁmul Total ~feme OW.,(@?/_ )

Deployed Personnel

Other Personnel Afloat

I’—/Pgrsonnel Assigned Qverseas

3444
107,176
2,010
155,364
4.646

o -

272,628 w'?

41,106*

66,040

oo

b2

*Includes 8,802 personnel afloat
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Active Duty Military Personnel Assigned Overseas

Country Army Navy Marine Air Force Coast Gd Total
U.S. CENTRAL COMMAND

| Bahrain i 24| 1466 70! 30 1 1,591

Egypt ‘ 335 30 1 66 0 432
S R | N
 Ethiopia B ] o o 11 ol ol 1
_Jordan B ! 3 0 0 7 ) 108
E Kazakhstan | 3‘ 0 o' 3 0 6
| Kenya B 1 6 1 124 4 o 135
| Kuwait 346 6 0 38 0 390
r___Oman_' | o 2, EE 30

Pakistan || Q' 1 0 6 0 7
Qatar 33| 3 of 13 0 49
. Saudi Arabia 316, 32| 185, 256 0 789

Somolia 0 1| 0 0 0 1
' Yemen l 1. 0| 0, 0 0 1
| CENTRAL COMMAND TOTAL 1,067 1542 385’ 449 1 3444
- t L L

|U.S. EUROPEAN COMMAND

U _ | | |

Albania | 1) ol 0 1 0 2
Armenia 0 0! 0 1] 0 1
| Austria | 5 0 0, 5 0 10

Belarus - o 215 0, Oi—ﬁn o 0 2
| Belgium o "o, 108 10 538, o 1580
dB;snia / Hverzegovina " 1|| 0 0][ 11 B 0] 2
| Boiswana % 9 9 2 0 2
[_Ejulgaria . 1) o J__ OJ__ ) 2 ___(i{ ] 4
-~ Cameroon o i 1 0, 0 1 0 2
Chad *i 1 0 of o 0, 1
| Cote Diivoire 4 1. 103 2 o 110
y Croatia ﬂ 0 0| 0I 0: 4
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. Country Army Navy  Marine Air Force Coast Gd _ Total
Cyprus i o] 127 4 0 134
Czech Republc . | o 0 5! 0 7
| Denmark - o 6 1! 12 0, 24|
Estonia ) 0 1 0o 0 0. 1
Finland 2 2 0 3 ) 7
Franée_ o _11‘ 18i 2] _Eﬁi 0, o4
Georgia | i 2 ‘ 0I 1I 0} i} 3
Germany | 56,456 345 566 15348 0 72715
“é-hana - i 2 _~_>_6 0| - 0. Or_——_-_—%
Gibraltar o | 0 5 0] Q 0 5
Greece | 83 284 2 92 o 461
| Hungary t 10. 0 0 7 0 17
Clsrael i 7 3 2 14 0 26
Italy T | 2a338] 7431 05| 4243 0 14104
| atvia - | 0 o 1 o 0] 1
.”Lebanon ' 3 0 0 O 0 3
T Liberia 1 0l o 2 0 3
Luxéhbourg B 9 o 0 o 0 93,
 Macedonia 19 0, o 0 0| 19
“jilorrot‘:im_ o ) 1 “1. 0 Tf' A __4 0. 12
Mozambique ‘ 0 0 0i 1 0 1
| Netherlands 385, 25 R 0o, 703
Niger o0 o 1 0! 1
Nigeria o | 2 ' of 2
' Noway 16 12 44 o 8ol
' Poland 5 0 1 3 0 9
- Portugal B 17] 58 0 943 0 1018
'mﬁomania. - | 3 1 [ 0 2 0 6
- Senegal B ! o 2 1 o 0 3
[ Serbia o 3| 0 0 3 0] 6
. Slovakia N 0 0 0 1 ol 1
‘_-_Slc.)venia 0: 0 0 1 0 1
| SouthAfrica | 3| 2! 0 5 0 10
o - I H
Spain 40 2,051 102 270 0 2,463

Page 2 of 5
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Country Army Navy Marine Air Force Coast Gd  Total
Sweden 0 1 0 4 0 5
Switzerland 0 1 0 4 0 [
Syria 1 0 0 1 0 2
[ Tanzania 0 i 0 O 0 1
} Togo ] 0 ] 1 0 1
Tunisia 1 2 1 2 0 6
Turkey 189 26 1 1,842 0 2,058
Ukraine 3 1 0 3 0 {
| United Kingdom 389 1,259 152) 9647 0 11,447
- Zaire 2 0 0 1 0 3
- Zambia 0 0 0 2 0. E
Zimbabwe 1 0 0 0 0 i
| EUROPEAN COMMAND TOTAL 60,953 11,649 1,189 33,385 0 107,17_5_
r U. S. JOINT FORCES COMMAND
Canada 13 0 2 85 0 100
| Greenland 0 0 0 139 0 138
Iceland 2 1,058 51 647 0 1,758
' Mexico a 2 1 6 0 13
; JT FORCES COMMAND TOTAL 19 1,060 54 877 0 2,010
U. S. PACIFIC COMMAND
Alaska 6,517 82 14 9614 2,004 18,231
American Samoa 0 0 0 0 5 g
Guam 30| 3,220 0 1,642 67 4 959
Hawail 15904 15285 6,317 4806 704 42,826
-‘ Johnston Atoll 91 0 0 21 ! 112
Marshall Islands 26 0 0 0 0 26
) Northern Mariana Islands 0 0 0 0 83 BL?:
| Australia 7 70 11 72 0 160
_ British Indian Ocean Territory 4 638 0 24 0 665
B Burma 1 0 0 1 0 2
_ Cambodia 2 0 0 0 0 E
Page 3of 5
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Country Army Navy Marine Air Force Coast Gd Total

China 5 3 2 5 0 15
Fiji 0 1 1 0 0 2
Hong Kong 4 8 0 2 0 14
India 3 0 0 4 0 7
Indonesia 8 0 0 3 0 11
Japan 1,743 19,219 15,647 13,560 13 50,182
Korea {Sauth) 28,396 0 75 9,078 0 37,549
Laos 1 0 0 2 0 3
Madagascar 0 DI 0 1 OI 1[
Malaysia 1 3 ¢ 5 0 of

. Mongolia 0 0 0 1 0 |
New Zealand 1 2 0 3 0 é
Philippines 9 5 0 8 0 22
Russia 8 0l 5 10 0 23
Singapore 6| 95 65 4.4 0 210
Sri Lanka 0 2 0| ¢ 0 2
St. Helena 0 0 0 2 0 2
Thailand 40 8| 149 28 0 225

- Vietnam 5 0l 3| ol 0 8
PACIFICCOMMAND TOTAL ' 52812 38651 22,289, 38736 2876 155,364
i - [ [ _ I - ; i
U. S. SOUTHERN COMMAND |

Puerto Rico 803 2,050 15 68 608 3,544

' Virgin Islands 3 2 0 2 7 12]
| Antigua & Barbuda 0 0 0 1 0 1]
Argentina 2 0 3 B 0 13

" Bahamas, The 0 18 0 D 0 18
. Barbados 2 2 0 2 0 6
. Belize 1 1 0 0 0 2
Bolivia 7 2 0 6 0 15
Brazil 3 9 0 3 0 15
Chile 4 8 0 6 0 18
Colombia 15 0 0 6 0 21]
Costa Rica OI OI OI 0 | 1 1—
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L N Country Army Navy Marine Air Force@ CoastGd  Total
Cuba | 5| 445| 27| 0, 1, 478
_Dorninican Republic J 1 1, 2 1 E_ “__?:
Ecuador | 6 2! 0| 5. 0 13
| El Salvador | 7 1 ) 0] 11
- Guatemala —?F 0] 1! “I_lL_ Oi 9
- Haiti . 4 D' 0 | 1 0@ 5
Honduras | 177 2, 0 209 0 388
- Jamaica [ 0 5 n 0. 3 9
Nicaragus Ty o Ty Tl e s
Panama ! | 5 1 o 0| 9|
Paraguay ! 2 0 0 1, 0
Peru i al 1" 0| 5| 1! 20}
Uruguay 1l 2! 0, 2 0. 5
Venezuela ; 6 2? 0 16 0| 18
| SOUTHERN COMMAND TOTAL ' 1,063 2,568, 52| 40, 623 4,646
! | ! | | |
GRAND TOTAL 115,913 55,468 23,969 73785 3,493 272,628
Page 50f &5
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August 16,2001 11:48 AM

TO: VADM Giambastiani

FROM: Donald Rumsfeld q }\

SUBJECT: Azores
.
D
(-

Why do we have 26 people in the Azores?

Thanks.
SECPEF —

THIS DEPLOIMENT 15 FOR A CONTINyOuS
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Lajes Hold Facls

United States Forces Azores

The United States Forces Azores command was established in 1953
Vv as a subardinate unified command under the Commander in Chief,

N U.S. Atlantic Command, Norfolk, Va. It now falls under the United
States Jaoint Forces Command, Norfolk, Va.

In peacetime, the U.S. Forces Azores Commander (COMUSFORAZORES) is assisted by a small, joint
staff composed of Navy, Army and Air Farce personnel. The command is responsible for contingency

planning.

In wartime, COMUSFORAZORES assumes operational control of assigned U.S. military forces. The
command mission would be to support North Atlantic Treaty Organization forces in the area, to assist in
local defense, if requested, and ta protect and evacuate U.S. citizens from the Azores, Europe, Africa,

Southwest Asia, or other areas of the world.

A U.S. military officer in the Azares, an Air Force colonel, serves jointly as COMUSFORAZORES and as
commander of the 65th Air Base Wing, Air Combat Command.

Page maintainer: Capt Kristen Skopeck
65ABW/PA |
DSN: [B16) ] Cmi[bX6) |

Last updated: June, 2001  Last reviewed: June, 2001
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peoples. It stretched around the world from Africa, Indonesia, and India to Labrador and Brazil
and was ruled by one of the smallest and most underpopulated nations of Europe. Even today,
Portuguese cultural traditions continue as the core element of many of these diverse areas,
especially of the Azores,

The Joint Staffs Vision:

A Joint Team fostering access and promoting stability in support of U.S. and allied
interests and maximizing the capabilities of forces in or assigned to our area of
responsibility.

The Joint Staffs mission:

To conduct operations within the Azores, to coordinate all U.S. military and political-
military policy matters, and to coordinate the deployment and sustainment of forces from,
through and within the Azores. On order, provide support to other U.S. agencies in
support of the Government of Portugal and the Regional Government of the Azores.

Page maintainer: Capt Kristen Skopeck
65ABW/PA
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LYMITED BTAYER
JOHIFE SORCRM

UNITED STATES FORCES AZORES

Lajes Field Terceira, Azores
COMMANDER: Col Judith Fedder, USAF
DEPUTY COMMANDER: Col Ronald L. Bean, USAF
CHIEF OF STAFF: Cmdr Tom McKenna, USN

SENIOR ENLISTED MEMBER / FIRST SERGEANT:; SMSgt Wayne C. Clark, USAF

@ Tho Vonoe o e Mol Lt

Wi Lajes Field is the home of all U.S. Air Force, Army, and Navy
¥ military forces in the Azores. In 1953, the U.S. Forces Azores
Command was organized as subordinate Unified Command
;1 under the Command-in-Chief Atlantic. In peacetime, the U.S.
PR Forces Commander (COMUSFORAZ) is assisted by a small

joint staff responsible for contingency planning. The 650 Air
Base ng 18 the largest component of U.S. Forces Azores .

% e~ The wing’s primary mission is to provide support to
Department of Defense aircraft transiting Lajes Field, and to provide support services and
facilities for other U.S. military organizations in the Azores. Additionally, Lajes services aircraft
from other nations, including Belgium, Canada, Colombia, France, Germany, Great Britain, Italy,
The Netherlands, Venezuela, etc.

@ rrirtra
_. Jrrentrat

The Azores are located in the mid-Atlantic some 2,300 miles east of New The Azores are located
in the mid-Atlantic some 2,300 miles from New York
and 900 miles west of Lisbon, Portugal. Consisting of
nine islands, they are, in fact, the tops of a series of
voleanoes. Fertile, and lush green throughout the year,
the islands were discovered and populated by the
Portuguese in the mid-15th century, When first
discovered, the only signs of life on the islands were
sea birds and the land hawks (os acores) for which the
archipelago was named. The islands are the oldest
Portuguese overseas territories of what was once one of the largest colonial empires in European
history. This empire included millions of square miles and hundreds of thousands of subject
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The History of Lajes Field
O

& Welcome!.. Due to the large file size of this series of documents, we have loosely broken the history into the
following areas:

You are free to click an the pictures 1o see an enlarged view,
@ Introduction throngh World War H &
® Post World War 11 through the Arab-lsrael Conflict of 1973 @
& Air Rescue Mission @

B Distinguished Visitors &

@O Humanatarian Efforts @
9 Silk Purse and the 19805

& The 19905 and the Gulf War
@ L. S. Army Transportation Terminal Unit @
@ Naval Security Group Activity and Naval Air Facility &

@ Lajes of Today and Conclusion @
]

¥ Back to the History Office Homepage @

Updated 23 February 200 |
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The History of Lajes Field - Page 8
.

A B-1B “Lancer” bomber landy at Lajes Air Base after a Global Power msion n 1994.

& Lajes Today &

& Today, Lajes continues to support transiting
aircraft during the course of Operations Joint
Guard, Deny Flight, Provide Comfort, and
Southern Watch. Beginning on 1 Octaber 1999, the
Air Force transitioned into an expeditionary
aerospace force in order to meet the national
security requirement of the 21st Century, The large
cumbersome Air Force of the Cold War era, sized
to respond to major war conditions, had been
replaced by a “light, lean and lethal” force able to
deploy and respond in aerospace expeditionary
force packages. Lajes sup ported these large AEF
movements across the Atlantic. Lajes also has
hosted B-52 and B-l1 bomber aircraft en route from
global air missions. Lajes also supports many
routine NATO exercise, such as the biennial Northern Viking exercise,

& Supporting these missions and aircraft movements represents a total Team Lajes etfort. Team Lajes consists
of the dedicated men and women of all branches of the military services, the hardworking Portuguese
workforce, and the dependents who give much to the success of Lajes . In 1997 and 1998, Lajes was recognized
with many awards from ACC and the Air Force. The most prestigious was the Air Combat Command nominee
for the 1998 Commander-In-Chief Installation Excellence Award and being chosen as a runner-up at the Air
Force level,

w Conclusion &

¥ For 55 yvears, Lajes has been the Crossroads of the Atlantic bridging the gap of the wide open ocean expanse.
In most contingencies that required U.S. aircraft and allied forces to cross the Atlantic, Lajes had a supporting
role. From the B-17s and C-47s to B-1s and C-17s, Lajes was and will continue to be the fueling station that
gets the aireraft and crews where they need to “fly, fight and win.”

While cows grazing on the flighline may not be a normal accurrence at Air Force bases, it is part of the culture that makes Lajes q
unique place for transient persennel and those stationed here.

N T
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| Previous Page |

@ Back to the General History of Lajes Field @

@ Back to the History Office Homepage @

Updated 26 February 200 |
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The History of Lajes Field - U.S. Navy Units

@ U, S. Naval Secutity Group Activity @

@ In 1952, a Navy High Frequency Direction Finding station was established at Villa Nova. It was subsequently
moved in 1954 to Agualva when the Secretary of the Navy estab lished the United States Naval Communication
Unit, Number 42, under an Officer-in-Charge with 26 enlisted members. In 1958, the Secretary of the Navy
designated the unit as the United States Naval Security Group Activity, Terceira Island, Azores. The mi s sion
of the NSGA was to operate a High Frequency Direction Finding facility and provide communications and
related support including communications security and communications manpower assistance to Navy and
other Department of Defense elements within the local area. The NSGA was a tenant of the U.S. Air Base Wing
at Lajes Field which provided support to the unit. World events dictated the fate of the NSGA in the 1990s. As
the Soviet threat diminished and the U.S. military budget constrained funds, the NSGA was decommissioned
on 20 May 1994,

& U. 8. Naval Air Facility NAF &

¥ The U.S, Naval Air Facility was established by the direction of the Secretary of the Navy on 18 January 1957.
The primary mission at the time of its establishment was to maintain and operate facilities, and provide

services and materials in support of aviation operations for units of operating forces of the Navy and other
activities as designated by the Chief of Naval QOperations. The NAF also took over the function of Detachment
1, Fleet Aircraft Service Squadron 106 (FARSON) that had performed naval aircraft maintenance since 1954
before being absorbed by NAF.

P-3s like this one became a common sight at Lajes Fieldfrom late 1960s to early 19905,
Tl P s 2 ™= A g

s + 1O Basic construction of the Naval Air Facility, on the
“ “Isouthwest side of Lajes Field, (current location of the
Portuguese civilian Terminal) started in August 1954 and
was completed in December 1957, The facilities then
included a hangar, attached shops and offices, taxiways,
and aircraft parking spaces. Upon establishment, NAF was
s primarily engaged in the support of Atlantic carrier
, :* aircraft and provided maintenance, supply, and
communications support 1o various detachments of the
Airborne Early Warning Squadrons. The increased
emphasis on Antisubmarine Warfare (ASW) operations in
the Atlantic, alone with the introduction of the P- 3A
Orion long-range ASW aircraft, contributed directly to the
Jimportance of NAF and to its strategic location in the mid-

Atlantic.

& From the outset, NAP Lajes had been actively involved in Atlantic ASW operations and coordination efforts
with adjoining U.S. /NAT(Q commands. In the early 1960s NAF Lajes provided maintenance, logistics and
communications support simultaneously to five different patrol squadrons conducting Mediterranean and mid-
Atlantic surveillance, in support of the Cuban missile crisis.

© In September 1967, NAF Lajes received its first permanent detachment with the arrival of three P-3 aircraft,
associated ASW flight crews, and ground support personnel, This permanent detachment provided NAF with
11-L-0559/0S8D/4538
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realistic ASW support capabilities, and enhanced the ASW responsiveness by assigning operational control of
the patrol aircraft to the Commanding Officer, Naval Air Facility.

< In May 1974 NAF moved to the northeast side of Lajes Field (Fiddlers Green T-820 area). The renovated
facilities there included a hangar with supply and maintenance spaces, a separate administrative building, and
the Antisubmarine Warfare Operations (ASWQC). Since 1 December 1991, no P-3 aircraft had been assigned
to Lajes as a result of the drawdown of military forces and shr inking military budgets. Eventually, NAF closed
its doors in 1993,

D Back to the General History of Laies Field &

@ Back to the History Office Homepage @

Updated 26 February 200
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August 16,2001 1:50 PM

TO: Pete Aldridge

ce: Paul Wolfowitz

FROM: Donald Rumsfeld/“\ < —— ~

SUBJECT: “Where's the Plan?” g
~

Please take a look at this Lexington Institute paper and tell me what you think the w

answer 1is.

Thanks.

Attach.

8/1 4/01 Lexington [nstitute paper: “B-1 Versus B-2: A Defining Moment for Denald
Rumsfeld”

| SECLETALY OF THE AR Fopre
081601-26 Mngﬁ 47"7—;461/50

%/90 090

\? Qny 9/

12863 /02
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17 August 2001

MEMORANDUM FOR SECDEF

SUBJECT: Loren Thompson’s diatribc Re B-2

Baoss,

This is fun! Loren is an old fricnd, but we don’t pay, and defcnse contractors do:
Northrop has paid Loren and his institute for ycars. Loren likes most any weapon system and
every defense contractor {and many of them “‘contribute.”) Hey, everybody needs 10 make a
buck. Loren actually is a nice guy, and often thoughtful. And, while T very much agrec with him
on the F-22 (sce attached), 1 believe he is way off the mark on the B-2.

1. In para | he notes some adverse comments about the B-l. No kidding! That’s why we are
doing what we arc doing for the B-l fleet: fixing it. In para 2 he takes a cheap shot at Jim
McCarthy. But, I understood Jim'’s point 1€ the B-], and that’s why I focused on it first.

2. In para 4, he criticizes the AF for wanting to buy “fighters™ (somchow, he forgets his carlier
picces on the F-22, although he may have had the JSF in mind). In any cvent, the last “fighter”
acquired by the AF was the F-1 6. The “fighter Mafia” failed: since the introduction of the F-1 6,
the AF has built the C-17, the C-130], the Global Hawk, the B-1, the B-2, Joint Stars, and the F-
117. The only other aircraft was the F-1 5 ground attack modcl, the “E.” But, this was donc in
the carly 1980°s. Sometime or other, we need to replenish our air superiority and medium attack
force. Thus, the F-22.

3.1 love him for saying that I have donc anything at “warp speed.” Re going “native,” I'm
afraid he was not at a long dinner I had with the CEO of Northrop long before I was confirmed
arguing that history had tl!Z)assed the B-2 by. T have been involved with the B-2 for 18 years; yes,
18. This week is the 20™ anniversary of the IBM PC. The B-2 was designed belore the PC was
in an oftice, and well before cell telephones. It is a marvel of 1970°s technology. For instance,
in those ycars, no onc knew that supercruise was feasible (a key feature of the F-22).

4. With respect to the efficacy ol our current long-range attack fleet, let me take him up on his
40,000 aim points in Desert Storm. Within five years, if we were to use just half the fleet of B-
52’s,B-1’s and B-2’s, we will be able to drop over 2,000 large, highly precise weapons against
“aim points” in but ONE SORTIE! So, cven at only onc sortic a day, with only half of our flect,
we would exhaust the aim points in less than 20 days. And, this assumes that the Navy launches
no Tomahawks.
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5. What Loren doesn’t get is that “aim points™ are fixed targets. That was the problem of the old
era. We have that problem knocked out cold with precision standoff weapons. Where we are
very weak is in the area of going after mobile targets that increasingly are dangerous (ballistic
and cruise missile launchers; mobile surface-to-ar missile batteries; and mnobile command
centers.) And, for these important targets of this new era, big bombers are not as helpful as very
[ast attack aircraft, which can respond to a target within minutes.

6. As to the B-2itself, it is a fine machine that did very well in Kosovo, and we will continue to
modernize all 21 aircraft. However, they have the lowest readiness rates of all of our aircraft
because the stealthy materials are tough to maintain. The after decks are cracking, yet again. The
plane is designed with software of the B-1 generation. The engines are variants of the B-1’s
engines. It cannot be used in daylight because it is very vulnerable to any fighter of the last 50
years, if sighted. It is slow. and will need F-22"s to allow it 10 operate in daylight.

7. To get a new B-2 would cost us upwards of $36 billions of dollars for 40 planes which still
couldn’t fly during the daytime, were just as slow, und would only be superfluous for going after
fixed targets. Meanwhile, others wre thinking of very fast and very stealthy long-range attack
aircraft.

Thus, “the plan™ is to fix the B-1"s and use their three rotary launchers to launch stand-off cruise
missiles (oh, the B-l has 50% more capacity than does the B-2), use the B-52s just as trucks for
conventional cruise missiles, and employ the B-2’s for on-top, precision bombing. Meanwhile.
we are going o begin concept development studies of the future long-range attack aircralt, which
will exploit technology of thix century.

James G. Roche
Secretary of the Air Force
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*"k ¥ 1ns 1tute January 1, 2001
MR RUMSFELD’S FIVE MOST URGENT INVESTMENT CHALLENGES
Loren B. Thompson, Ph.D.

President-elect Bush’s choice of a seasoned manager as Defense Secretary was a smart move, because
the challenges the Pentagon faces are daunting. The Clinton Administration’s combination of global
engagement with a “procurement holiday™ has produced a rapidly aging, overworked arsenal. It now
falls to Donald Rumsfeld to figure out how to recapitalize decrepit systems.

The problem is concentrated in aircraft fleets. During the Clinton years, air power became the
centerpiece of U.S. strategy. But most categories of Air Force planes have exceeded their maximum

acceptable average age or are within months of doing so, and similar situations exist in the other
services. Here are the tive most pressing problems.

1. A third of the Air Force's long-range bomber tleet consists of B-52"s built in the 1960’s. Most of the
other planes are B-1's originally intended to serve as an “interim™ bomber until the stealthy B-2 became
available. The service’s oxymoronic “Bomber Roadmap” envisions operating these relics until after
2040. That may be the most dangerous detect in the entire U.S. force posture, because 1f access 1o
foreign bases is lost the Air Force's other strike aircraft will not be usable. In 1995 Mr. Rumsfeld and
Dick Cheney signed a letter calling for further production of the B-2. They were right, and need to act
now to buy 4 less expensive version of the nation’s only stealthy, long-range strike system.

3. Much has been made of twa recent crashes by the Marine Corps’ new V-22 Osprey “tiltrotor.” Few
people outside the Corps have noticed that the obsolete helicopters the V-22 is supposed to replace have
been crashing at the rate of one every six months since the mid-1990’s. Marine Corps aviation is in a
state of disarray, due mostly to aging airframes. The service's future depends on replacing existing assets
with the V-22 and a vertical-ascent version of the Joint Strike Fighter.

4, Electronic warfare (Jamming) is critical to the success of air campaigns. Non-stealthy aircraft must
have it to survive, and stealthy aircraft depend on it for an extra margin of safety. But the Navy’s EA-6B
Prowler, the only dedicated jammer in the U.S. arsenal, is grossly overworked and in need of electronic
upgrades to cope with new threats, The current airframe  is likely to be replaced after 2015, but in the
meantime it is essential to modernize Prowler with new wings und digital electronics.

5. The Air Force provides the Army with airlift tor rapidly respending to distant crises. But the average
age of its 500 C-130 intratheater airlifters is 23 years, and the average age of C-5, C-17 and C-14]
intertheater air-lifters is 25 years. The service considers 25 to be the maximum acceptable average age, so
it needs to replace many planes in both categories over the next four years. Excellent replacements -- the
C-130J and C-17 -- are already in production. But the service is so strapped for funds that both

production  lines are at risk. It needs to make a commitment to buy more of both planes- now.
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What the Air Force Needs from the Next Quadrennial Review
Issue Brief

November 6, 2000

By Loren B. Thompson, Ph.D.

The U.S. Air Force has awakened from the Clinton Administration’s “procurement
holiday’ with a massive hangover. Almost everything it owns is aging rapidly, and needs
to be replaced. Like the other services, it is looking for relief in next year’s Quadrennial
Defense Review. Unlike the other services, it has developed a persuasive case for why its
needs should come first.

The core of this case is not that high operating tempos are running the service ragged, or
that the service i1s on the cutting edge of information-age warfare. All of the services will
make those claims in the QDR. The core of the Air Force case is that America cannot
preserve global military supremacy unless it invests adequately in aerospace power --
something it is not doing today. Every facet of U.S. military power hinges on securing
and exploiting command of the air and of space.

All of the services benefit from aerospace power, but the Air Force carries 4
disproponionute burden n providing it. It provides all of the long-range strike aircraft,
ed sensors and communications, and

Lo o

« The B-2 bomber proved itself in the Balkan air war, but 21 planes are not enough.
The service needs to build more with updated electronics and improved
maintainability. The QDR should embrace moving toward an all-B-2 bomber
fleet.

= Space is the arena of greatest warfighting leverage for the U.S., but Air Force
efforts to exploit it have been hobbled by low budgets. The service needs funding
to develop cheaper launch vehicles, space maneuver capabilities, and a space-
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The Air Force Rethinks Global Strategy
Issue Brief

November 16, 2000

By Loren B. Thompson, Ph.D.

While the political system has been distracted by a seemingly interminable presidential
campaign over the last several months, the U.S. Air Force has begun a transformation of
its global warfighting strategy. 1t’s a safe bet the defense advisors to Bush and Gore are

barely aware of the change, but it has the potential to rewrite Pentagon war plans and
spending priorities.

The new concept is called “Global Reconnaissance Strike,” and it is designed to deal
with the danger that future adversaries will deny U.S. forces access to overseas bases in
wartime. Drawing on the experience of the Kosovo air war, the strategy shifts (or
“inverts”) the main weight of bombing campaigns from in- theater fighter-bombers such
as the F-15 and F-16 to long-range bombers originating outside the theater of operations,
The planned theater force during the early days of conflict would be reduced (or
“distilled”) to a small complement of very capable fighters -- F-22 Raptors -- able to
protect bombers and long-range surveillance planes in hostile airspace.

This is a complete reversal of the Air Force’s strategy since Operation Desert Storm in
the early 1990's. That strategy (which was widely interpreted as the triumph of the
service’s “fighter mafia” over the bomber community) assumed hundreds of short-range
fighter-bombers could be sent to war zones in the early days of an air campaign. Now the
Air Force has decided the necessary bases might not be available, either because they are
put oftf limits by local governments or because enemies destroy them. So it is reserving
what bases exist for its most advanced air-superiority fighter, the stealthy F-22, while
looking outside the theater for strike assets.

The implications for Pentagon spending priorities are profound. First, the need to bolster
the long-range bomber force -- which tod ins only 21 stealthy B-2's -- increases.
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TO:
FROM:
DATE:

SUBIJECT:

John Stenbit
Donald Rumsfeld
August 17,2001

Information Technology (IT) Support for OSD

My staff tells me that we do not have a corporate OSD approach to managing our
IT assets. To facilitate our ability to make etfective business decisions, we need a
reliable, secure IT infrastructure (hardware, software, and personnel).

Accordingly, 1 direct you, as the DoD Chief Information Officer, to take a broad
look at our IT infrastructure and recommend a way ahead.

Please present your recommendations to me by September 14, 2001. Thanks.
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August 17,2001 ~438PM—

FOR: Secretary of Defense ’4
/ 7

FROM: John Stenb‘tr/”?l W?*"“ z 870 3
SUBJECT: OSD IT Networks (—ZNFDMAWOA/ 7'504”0506 \/)

Attached is a summary of OSD IT networks. The present fragmented approach
has significant weaknesses, both in effectiveness and security. There is a lot of
history here, and plenty of blame to go around, but the fact remains that little
change has been effected through the present approach.

We have been working with the components on a way ahead, but I have also
attached a memo for you to direct the CIO to present you with recommendations_
by mid-Séptember.

SECDEFE — THIS 15 THE FACKAGE ON T 7
I ALK PRoMISED YoU,LYN WeELLS HAD

WORKED THIS FoR TouN STENAIT

RECOMMEND YOou SN ATT4CHED
ACTION MEmMD,

11-L-0559/05D/4547



August 17, 2001

Information Technology Support in the Office of the Secretary of Defense

The Army maintains the Pentagon [T backbone, which includes OSD

networks. Each OSD component (list attached) operates its own sub-net,

» There is no centrally managed configuration control board. Components
may erect their own firewalls and other security devices as they see fit.

Each component provides its own IT support staff. According to Comptroller
figures, OSD has 605 IT statf supporting 6,980 computer users. (One IT per-
son for every 11.5 workers). The federal agency average is 40.6.

The FY02 OSD IT Budget proposal is $63.2 million. Of that, $46.7 million
(almost 75%) is dedicated to funding stovepiped systems that support only one
component. Moreover, it probably is understated since components can add
money from their internal funds.

o This is at least $9,054 per person. Gartner Group estimates IT spending per
federal employee at $6,658 in 2001. However, the financial services sector
(with security requirements comparable to DOD’S) spends an average of
$23,639 per employee.

IT management with OSD is split:

¢ The Information Technology Advisory Group (ITAG) is a consensus-based
forum consisting of the I'T managers from each OSD component.

» The Information Technology Directorate (ITD) resides in C3] and has the
responsibility to oversee “enterprise initiatives” yet has no budget authority.

¢ The Information Technology Executive Committee (ITEC) consists of mid-
grade SESs who provide direction and adjudicate issues that cannot be
resolved at the ITAG level.

In sum, the management structure for information technology issues within
OSD is a group with no coercive power (the ITAG) reporting through a direc-
torate with no budget authority (the ITD) to a committee that is neither low
enough to see issues in detail nor high enough to effect real change (the ITEC).
This split approach also has sub-optimized security within OSD networks, as
evidenced by disappointing results on “red team™ assessments,

Due to the level of level of frustration with QSD IT in many quarters, the CIO
chartered a Rapid Improvement Team in March 2001 to identify alternate
management approaches for managing OSD IT. The team plans to report to
the Deputy Secretary later this month.
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OSD Components

Acquisition, Technology and Logistics
C3]

Comptroller

Director, Administration and Management
Executive Secretariat

General Counsel

Gulf War Illness, Medical Readiness, and Military Deployment
Health Affairs

Immediate Office of the SecDef
Legislative Affairs

Director, Operational Test & Evaluation
Personnel and Readiness

Policy

Program Analysis & Evaluation

Public Affairs

Reserve Affairs

Washington Headquarters Service

11-L-0559/05D/4549



srimftdes

August 29, 2001 4:45 P.M.

TO: SecDef -
FROM: Mﬁe
SUBJECT: Update on Marshall Paper Recommendation (original snowflake

response attached)

Although interest is low, | recommend we get the Andy Marshall paper out in September
coinciding with POTUS/ SecDef speeches and culmination of QDR process.

Although the long-lead recommendation (e.g. publication in Foreign Affairs)could be
difficult within the next thirty days. we could and should execute the other tactics.

Please let me know it you have any questions or comments.
¢e: Larry DiRita, Steve Cambone, Pawell Moore, Vice Admiral Giambastiani

Attachiment
08/01/01 Memo

U12866 /02
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August1, 200 ]

MEMORANDUM FOR THE SECRETARY OF DEFENSE
FROM: Torie Clarke
SUBJECT: Marshall Paper

Background

Although interest in Andy Marshall’s paper was sky high earlier this year,
curiosity has leveled off somewhat over the last several weeks.

The QDR/TOR reflect much of the paper’s major points. That may lessen the
newsworthiness of the paper and may inspire some critics to claim the QDR
consultations and work were meaningless, that you had the whole thing figured
out already.

Strategy

Recognize value lies in emphasizing the innovative and forward thinking, more
than hard news. Reach out to policymakers and opinion-elites with established
interest in national security.

Potential Tactics

» Capitol Hill Briefings (likely-staff)

o Publication in thoughtful outlet (e.g. Foreign Affairs, Wilson Quarterly)
with permission to distribute more widely.

o 1-2 segments on Jim Lehrer; NPR

» Pentagon Press Corps briefing

« On-line discussion groups with defense organizations/think tanks

» Brookings/AEI seminar (all day) with individual panels on major elements
(C-SPAN coverage possible).

11-L-0559/05D/4551
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TO:

y

October 1, 2001 8:37 AM

Steve Cambone /

Jim Haynes /

/
FROM: Donald Rumsfeld —DJ\ N / | )
7 QUX X
SUBJECT: Declaration of War (D;( ¥ 6-3\

7

Please look at this note from Newt Gingtjc’ﬁ. What do you think we ought to do

about it?

Thanks.

Altach.

/
K

/150

9/12/0 1 Gingrich e-mail to SecDef

L Ocilelon,

DHR:dh
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(b)(8)
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Subject: Jecisre war

the current anger as exhibited In the Post op ed pages will last for about a

week, then the forcas of bureaucracy and legality will begin to equivocate

and avold the directed passions of changing history

this week is an historic but very brief moment

we MUST declare war and turn the current situatuion into a military national

security problem before it becomes a criminal justice problem

the American people want retribution and victory {(something Jim Baker said on \
tv last night), the President said last night we were at war and must get \
retribution (something George Schultz reinforced on tv last night)

this MUST be captured in a declaration of war and the passage of a series of

very decisive bills liberating the CIA, funding intelligence and defense and

establishing a legal framework to go to the UNited Nations and the World

read Wes Clark’'s Waging Modern War and you will see how the lawyers crippled

the campaign .

THIS IS A VERY DANGEROUS MOMENT, ANYTHING LESS THAN A DECLARATION OF WAR WILL
CRIPPLE THiS ADMINSITRATION AS WE PROCEED

newt

e
- Q&’Wﬂ G;(A/Mﬁfﬁ )'l’ﬂm\
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October 2,2001 12:34 PM

TO: Paul Wolfowitz
FROM: Donald Rumsfeld Q

SUBJECT: Isracli MoD

We just talked to the Israeli MoD. He offered again to give us as much
information from his four decades of experience of his country with terrorism. I
think we ought to review and see how we feel about the linkage we have through

the intel community and see if we may want to strengthen the relationship directly

L

through DoD on the subject of terrorism and see what they know that we don’t L,;'
™.

know and that we may not be seeing in our intel. RN
vl

Thanks.
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October 7,2001 9:34 AM

TO: Steve Cambone
FROM: Donald Rumsfeld'v\

SUBJECT: CINCPAC Input on Intelligence

Here are the notes Denny Blair left on intelligence. Please take a look at them and

see if you think they are worth typing up and me reading them.

Thanks.

Attach,
CINCPAC: “Organizing Military Intelligence”
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