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COMPONENT RECORDS MANAGEMENT OFFICER (CRMO) CHECKLIST FOR  OUT-PROCESSING THE DEPARTURE OF PRESIDENTIAL APPOINTEES AND SENIOR OFFICIALS 
SECTION I:  DEPARTING SENIOR OFFICIAL TO BE COMPLETED BY THE OFFICIAL
4. Capstone Category of Official (select one):
Has the Departing Official reviewed OSD policy regarding the filing of all Federal Records and Information in a location(s) accessible to authorized personnel requiring access? This includes mission related e-mails and calendars items on NIPR, SIPR and JWICS (as appropriate).
SECTION II - COMPONENT RECORDS MANAGEMENT OFFICER (CRMO) ACTIONS
 a. Has the CRMO notified the OSD Records Administrator of the official's departure and provided all required Information in the “Procedures For Removing Non-Records Information and Copies of Emails from OSD Custody?"
b. Has the official or their staff received the following guidance: “Guidance for Departing Senior Official on Removing  Copies of OSD Non-Record Information” brochure or Administrative Instruction 15, "Disposition of Personal files” and “the memorandum on Removal of Non-Record Information and Non-Disclosure Memo” 
SECTION III -  REQUESTING TO REMOVE NON-RECORD COPIES OF OSD INFORMATION
	a. Is the Departing Senior Official requesting to remove Non-Record Copies of OSD Information, as defined in the instructions (see page 2)?
	b. The following types of Non-record information can be removed with review and approval of the CRMO and Authorizing Official Only. 
	c. For the review of non-records copies of OSD Mission/Operational records, verify the following steps have been completed: 
COMPONENT RECORDS MANAGEMENT OFFICER (CRMO) CHECKLIST FOR 
OUT-PROCESSING THE DEPARTURE OF PRESIDENTIAL APPOINTEES AND SENIOR OFFICIALS (CONTINUED)
SECTION IV - REVIEWING OFFICIALS
a. Senior Official
b. Security Officer/Manager
c. Component Records Management Officer
SECTION V - AUTHORIZING OFFICIALS
a. Component General Counsel
b. OSD Record Administrator
INSTRUCTIONS
SECTION I.
TO BE COMPLETED BY THE OFFICIAL
 
Insert Name, Title and Signature of Departing Senior Official
Identify CAPSTONE Category:  
 
·         Category 1: The head of the agency, ex. Secretary of Defense, Deputy Secretary of Defense, Executive Secretary etc. 
·         Category 2: Principal assistants to the head of the agency (second tier of management), such as Under Secretaries, Assistant Secretaries, Director(s), and/or Their Equivalents; this includes Officers of the Armed Forces serving in comparable position(s). Ex: DoD/CIO, GC, DOD, DCMO, USD Policy and etc. 
·         Category 3: Deputies of all positions in categories 1 and 2, and/or their equivalent(s). Ex: DUSD, DASD, PDUSD PDASD and etc…
·         Category 4: Staff assistants to those in categories 1 and 2, such as special assistants, confidential assistants, military assistants, and/or aides; 
·         Category 5: Principal management positions, such as Chief Operating Officer, Chief Information Officer. ex Director DARPA, President USUHS, Director DMA & Their Equivalents
·         Category 6: Directors of significant program offices, and/or their equivalent(s). ex: Executive Director, Defense Science Board, Principal Deputy ASD, Acquisitions
·         Category 7: Not Applicable to OSD
·         Category 8. Roles/Positions that Provide Advice & Oversight to the agency, including those positions in categories 1 through 3 and 5 through 7. Ex: Chiefs of Staff, General Counsel assigned to component or directorate: i.e. Dir WHS/OGC, or Scientific Advisor/Special Advisor /or their equivalent(s)
 
SECTION II - CRMO ACTIONS:
The CRMO will notify the OSD Records and Information Management Program of the Departing Senior Official and provide the following information: 
 
·         Full name: 
·         All email addresses (NIPR, SIPR, and JWICS (if applicable)):
·         Dates of tenure:
·         Departure date:
Send to: OSD Records and Information Management Program. 
 
CRMO will provide Departing Senior Official with all records management guidance on removing non-record information and assist staff with archiving Component records (paper and electronic) per file number 212-01 of the OSD Records Disposition Schedules.
 
SECTION III - REQUESTING TO REMOVE COPIES OF OSD NON-RECORD INFORMATION:
If the Departing Senior Official DOES NOT request to remove copies of Non-record information
 
·         Proceed to Signature Block(s), Sign; Provide SD-821 to CRMO and a copy to the OSD Records and Information Management Program. 
·         If the Departing Senior Official REQUEST to remove copies
of Non-record information, proceed to steps b and c.
 
SECTION IV - REVIEWING OFFICIALS
The Component Records Management Officers (CRMO) shall assist the Departing Senior official or staff with:
 
·         Identifying Federal Records per the OSD Records Disposition Schedules 
·         Segregating Personal Files for removal and deletion of all personal files not requested
·         Identifying of Non-Record Information requested for removal
·         Coordinating with appropriate IT staff
·         Coordinating the donation of Non-Record Information to government or private institutions via the OSD Records Administrator
·         Signature of non-disclosure agreement by Senior Official
 
Note: Donations of Non-Record Information to government or private institutions must be reviewed and approved by the General Counsel for DoD, the OSD Records Administrator and National Archives before the donor signs it.
SECTION IV - REVIEWING OFFICIALS (continued) 
Component Security Officers are responsible for reviewing requested information to identify content that may:
·         Contain proprietary, sensitive or PII
·         Concern national or international interest;
·         Affect national security policy, foreign relations, or ongoing negotiations; 
·         Identify a subject(s) of potential controversy among the DoD Components or with other Federal agencies;
·         Contain technical data, including data developed under contract or independently developed
·         Consist of critical interest or subject to limited distribution.
·         Contain classification markings
  
Note: The COPIES of non-record information identified above will be withheld until the appropriate review and coordination of release per DoD 5200.2R, DoDD 5230.09 and DoDI 5230.29
 
OSD Component Legal Counsel will: 
·         Provide consultation on requested documents and recommend releasability of OSD information. 
·         Ensure the requested copies of non-record information is not subject to disposition suspension such as records holds, freezes, moratoriums, or preservation orders
·         Coordinate and approve the donation of Non-record information to government or private institutions via a written deed of gift or other form of legal conveyance.
 
Note: Donations of Non-Record Information to government or private institutions must be reviewed and approved by the General Counsel for DoD, the OSD Records Administrator.
 
SECTION V  - AUTHORIZING OFFICIALS 
Authorizing Officials include the Heads of OSD Components, Defense Agencies and Field Activities their Principal Deputies listed on the Component-Specific List of Positions Authorized or Delegated Authority to Coordinate on DoD Issuances available here. 
 
https://whsddpubs.dtic.mil/corres/pdf/Authorized_Component_Coordinators_FOUO.pdf (CAC required) 
 
Prior to sending the SD-821 to the OSD Records and Information Management Program, all Authorizing Officials are to ensure that removal of non-record information:
·         Does not diminish the records of the DoD.
·         Does not violate confidentiality required by national
Security, privacy, or other restrictions on disclosure.
·         Does not exceed normal administrative resources of the DoD.
·         Does not affect the DoD's ability to invoke legal privileges.
 
NOTE: Submit all requests to remove copies of Non-Record Information as soon as possible, before departure.  Due to the volume of requests and number of requirements submitted, plus the ongoing office missions, requests for retrieval of e-files can take up to 60 days or longer to complete. If the materials review cannot be completed before the official departs, the materials can be delivered to them via USPS or Commercial mail services. Additionally the Departing Senior Official can request withheld materials via Administration Instruction (AI-50) Historical Research in the Files of the Office of the Secretary of Defense.
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