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CMO
SUBJECT: OSD Records and Information Management Program

References: See Enclosure 1

1. PURPOSE. This administrative instruction (Al):

a. Updates and renames Al 15, Volume | (Reference (a)), in accordance with the authorities
in DoD Directive (DoDD) 5110.04 (Reference (b)), DoD Instruction 5015.02 (Reference (c)),
chapters 29, 31, and 33 of Title 44, United States Code (U.S.C.) (Reference (d)), and chapter XIl,
subchapter B of Title 36, Code of Federal Regulations (CFR) (Reference (e)) to implement DoD
policy, assign responsibilities, and provide procedures for the OSD Records Management and
Information Management Program.

b. Establishes responsibilities and administrative procedures for the lifecycle management of
records and information, as required by References (c) through (e).

c. Cancels Al 15, Volume 11 (Reference (f)) and authorizes the OSD Records Disposition
Schedule (Reference (g)) to be published online at https://www.esd.whs.mil/RIM/. The schedule
will be updated as National Archives and Records Administration (NARA) approves changes to
the disposition schedules of the Washington Headquarters Services (WHS)-Serviced
Components or revises the General Records Schedules (GRS) citations.

2. APPLICABILITY. This Al:

a. Applies to OSD, WHS, and other DoD Components and entities to whom WHS provides
records management support (referred to collectively in this Al as the “WHS-serviced
Components”).

b. Applies to all advisory committees established or supported by the DoD , including those
advisory committees exempted from Title 5, U.S.C. Appendix 2 (also known and referred to in
this Al as “The Federal Advisory Committee Act of 1972 (FACA)”) (Reference (h)) by an act of
Congress.
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3. POLICY. Itis DoD policy, in accordance with Reference (c), to:

a. Limit the creation of records to those essential for the efficient conduct of official business
and to preserve those of continuing value while systematically eliminating all others.

b. Ensure the management of records is in compliance with parts 1220-1239 of Reference
(d), Reference (e), and chapters 102-193 of Title 41 CFR (Reference (i)).

4. RESPONSIBILITIES. See Enclosure 2.

5. PROCEDURES. Enclosures 3 through 11 address the specific functions and requirements of
the OSD Records and Information Management Program.

6. INFORMATION COLLECTIONS. The SD Form 828, “OSD Electronic Information System
Appraisal,” referred to in paragraph 12.b of Enclosure 6 of this Al, has been assigned report
control symbol DD-DA&M(AR) 2517 in accordance with the procedures in DoD Manual
8910.01 (Reference (j)).

7. RELEASABILITY. Cleared for public release. This Al is available on the DoD Issuances
Website at https://www.esd.whs.mil/DD/.

8. SUMMARY OF CHANGE 2. The changes to this issuance are administrative and update
website addresses and inconsistencies in organizational titles.

9. EFFECTIVE DATE. This Al is effective May 13, 2013.

L

Michael L. Rhodes
Director of Administration and Management
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ENCLOSURE 1

REFERENCES

Administrative Instruction 15, Volume I, “Office of the Secretary of Defense (OSD)
Records Management Program - Administrative Procedures,” November 14, 2006, as
amended (hereby cancelled)

DoD Directive 5110.04, “Washington Headquarters Services (WHS),” March 27, 2013
DoD Instruction 5015.02, “DoD Records Management Program,” February 24, 2015
Title 44, United States Code

Chapter XII, subchapter B of Title 36, Code of Federal Regulations

Administrative Instruction 15, Volume 11, “Office of the Secretary of Defense (OSD)
Records Management Program-Records Disposition Schedules,” April 18, 2008 (hereby
cancelled)

Office of the Secretary of Defense (OSD) Records Disposition Schedule

Title 5, United States Code (section 552 is also known as “The Freedom of Information
Act,” section 552a is also known as “The Privacy Act of 1974,” and Appendix 2 is also
known as “The Federal Advisory Committee Act of 1972”)

Title 41, Code of Federal Regulations

DoD Manual 8910.01, Volume 1, “DoD Information Collections Manual: Procedures for
DoD Internal Information Collections,” June 30, 2014, as amended

DoD Manual 5230.30, “DoD Mandatory Declassification Review (MDR) Program,”
December 22, 2011

Executive Order 13526, “Classified National Security Information,” December 29, 2009
DoD Directive 5400.11, “DoD Privacy Program,” October 29, 2014

DoD Instruction 8910.01, “Information Collection and Reporting,” May 19, 2014

DoD Directive 3020.26, “Department of Defense Continuity Programs,” January 9, 2009
Administrative Instruction 27, “Control of North Atlantic Treaty Organization (NATO)
Classified Documents,” March 10, 2011

DoD 5015.02-STD, “Electronic Records Management Software Applications Design
Criteria Standard,” April 25, 2007

Title 18, United States Code

Office of the Chairman of the Joint Chiefs of Staff, "DoD Dictionary of Military and
Associated Terms," current edition

Executive Order 12829, “National Industrial Security Program,” January 6, 1993
Administrative Instruction 50, “Historical Research in the Files of the Office of the
Secretary of Defense,” May 20, 2015

Office of Management and Budget Circular A-130, “Management of Federal Information
Resources,” current edition

DoD Instruction 8550.01, “DoD Internet Services and Internet-Based Capabilities,”
September 11, 2012

Executive Order 12906, “Coordinating Geographic Data Acquisition and Access: The
National Spatial Data Infrastructure,” April 13, 1994

(y) National Archives Records Disposition Authority, “DoD Visual Information,” DAA-0330-

2013-0014
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(z) National Institute of Standards and Technology (NIST), “The NIST Definition of Cloud
Computing,” NIST Definition Version, September 28, 2011
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ENCLOSURE 2

RESPONSIBILITIES

1. DIRECTOR FOR ADMINISTRATION AND ORGANIZATIONAL POLICY, OFFICE OF
THE CHIEF MANAGEMENT OFFICER OF THE DEPARTMENT OF DEFENSE (DAOP
OCMOQ). The DAOP OCMO will serve as the appellate authority to any denials or redactions
that may be contested concerning the review of unclassified non-record information or materials
for the purposes of removal from DoD custody consistent with DoD Manual 5230.30 (Reference

(k)).

2. DIRECTOR, WHS. Under the authority, direction, and control of the DAOP OCMO, the
Director, WHS:

a. Directs and administers the records and information management program for the WHS-
serviced Components.

b. Provides guidance to the WHS-serviced Components on the creation, organization,
maintenance, use, and disposition of records and information they produce and receive.

c. Cooperates with NARA in developing and applying standards, procedures, and techniques
designed to improve the management of records and information; ensures the maintenance and
security of records of continuing value; and facilitates the identification, segregation, and
disposal of all records of temporary value as well as non-record information.

d. Ensures compliance with References (c) through (e), (i), (j), and (k) through (x).

e. Coordinates with the DoD Chief Information Officer (DoD CIO) on records and
information management policy pertaining to information technology (IT) and electronic
records.

f. Ensures the WHS-serviced Components’ ability to control the disclosure of official
information (including assertion of privileges against disclosure) is not impaired through
unauthorized removal of non-record information.

3. OSD RECORDS ADMINISTRATOR. The OSD Records Administrator (Chief, Records,
Privacy and Declassification Division (RPDD), Executive Services Directorate (ESD), WHS):

a. Serves as the office of record and the Federal Agency Records Officer for records and
information management activities for WHS-serviced Components in accordance with Reference

(e).
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b. Establishes a comprehensive OSD records and information management program to
support the requirements of References (c) through (e), (g) through (i), and (I) through (x).

c. Ensures positive control over the organization, maintenance, use, designation, and
disposition of WHS-serviced Components’ records and information, regardless of media (paper,
electronic, audiovisual, etc.).

d. Maintains and updates the OSD Records Disposition Schedule online at
https://www.esd.whs.mil/RIM/ as NARA approves changes to the disposition schedules of the
WHS-serviced Components or revises the GRS citations.

e. Develops and applies standards, procedures, and techniques for improving records
management; ensuring the maintenance and timely retirement of records of continuing value; and
facilitating the segregation and disposal of all records of temporary value.

f. Oversees the implementation of this Al as the Federal Agency Records Officer.

g. Acts as the liaison official with NARA, other government agencies, private industry, and
private citizens on records and information management matters of WHS-serviced Components.

h. Institutes and oversees a records management evaluation program in accordance with
References (e), (i), and Executive Order 13526 (Reference (1)) to ensure compliance of the
WHS-serviced Components and to provide for improvements and changes to existing procedures
and records schedules to reflect current mission and organizational requirements.

I. Provides DoD employees and contractors of WHS-serviced Components with basic
records and information management training in accordance with Reference (c).

J. Monitors the acquisition of IT systems within OSD and WHS enterprise architecture to
ensure compliance with records management laws and regulations.

k. Provides the WHS-serviced Components with advice and management assistance when
creating new and updating existing records, EISs, including implementing electronic records
management, to ensure the systems are adequately documented, secure, and accessible and that
disposition instructions are established and implemented.

I. Provides advice and assistance to the WHS-serviced Components on the identification,
segregation, retention, and disposition of personal papers in accordance with References (e), (h),
and (I).

m. Coordinates, controls, and supervises access to OSD records essential for historical
research, ensuring that appropriate safeguards for information security and personal privacy, as
outlined by Reference (i) and DoDD 5400.11 (Reference (m)) are followed.

n. Ensures DoD employees, contractors, or officials of WHS-serviced Components do not
remove federal records and government-owned non-record information (paper or electronic)
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from government custody that was not cleared for public use in accordance with References (d),

(e), (), and (m).

0. Manages the transfer of WHS-serviced Component records to and retrieval from the
Federal Records Centers (FRCs).

p. Maintains a record on all current suspension actions to normal disposition instructions,
such as records holds, freezes, moratoriums, or preservation orders.

g. In consultation with the Advisory Committee Management Officer (ACMO), determines
which advisory committee records are subject to processing through the OSD Records
Administrator to NARA.

4. ACMO. Under the authority, direction, and control of the DAOP OCMO, and the statutory
authorities outlined in section 8(b) of Reference (h), the ACMO will ensure all records of
advisory committees established or supported by the WHS-serviced Components, including
those advisory committees exempted from FACA by an act of Congress, are managed in
accordance with this Al.

5. WHS-SERVICED COMPONENT HEADS. The WHS-serviced Component heads will:

a. Establish and sufficiently resource a records and information management program within
their organization to support the requirements outlined in References (c) through (e), (g) through
(1), () through (x) and with the regulations issued there under.

b. Use standards, procedures, and techniques to ensure the most economical, efficient, and
reliable means for creation, retrieval, maintenance, preservation, and disposition of their records,
regardless of media.

c. Institute measures to ensure that records of continuing value are preserved and records no
longer needed for current use (i.e., inactive records) receive appropriate disposition in
accordance with the OSD Records Disposition Schedule.

d. Appoint an individual to be the Component Records Management Officer (CRMO) to
perform the records management functions, serve as the accountable records custodian in their
organization, and liaison with RPDD. The CRMOs must have knowledge of applicable laws and
regulations governing records management. This appointment will be made in writing and
furnished to the OSD Records Administrator. All appointments will state the organizations
supported by the CRMO. Appointment memos will be updated upon the departure or change of
the individual(s).

e. Ensure Records Liaisons (RLs) are appointed within each reporting office to perform the
records management functions within their organizations and liaison with the CRMO. These

Change 2, 11/17/2020 11 ENCLOSURE 2



Al 15, May 3, 2013

appointments will be made in writing and furnished to the CRMO. Appointment memos will be
updated upon the departure or change of the individual(s).

f. Ensure all DoD employees and contractors within their organization receive basic records
management training at least annually to maintain compliance with Reference (c) and this Al.

g. Ensure all offices within their organization have approved file plans that are accessible to
employees and contractors.

h. Evaluate current and potential EISs and databases, ensuring that the record information
contained within the systems is retained as required by the OSD Records Disposition Schedule
and systems are managed according to the policies in References (c) through (e) and procedures
specified in this Al. Record information created or received during the conduct of business and
maintained in these systems that is not identified in the OSD Records Disposition Schedule will
be brought to the attention of RPDD.

i. Plan and budget for the migration of records and their associated metadata maintained in
an EIS or database to new storage media or formats to avoid loss of record data due to media
decay or technology obsolescence.

J. Ensure the policies and provisions of Reference (j) and DoD Instruction 8910.01
(Reference (n)) are followed in the creation of OSD records and information.

k. Ensure essential documents and record information needed for continuity of operations
are identified and preserved in compliance with DoDD 3020.26 (Reference (0)).

I. Ensure North Atlantic Treaty Organization (NATO) documents are handled in accordance
with Al 27 (Reference (p)).

m. Ensure the requirements of Reference (m) are satisfied if creating records or systems of
records that are subject to section 552a of Reference (h) (also known and referred to in this Al as
“The Privacy Act of 1974 (PA)”).

n. Annually remind and caution all employees not to transfer or destroy records in their
custody, to include e-mail, except as allowed under Reference (d) and the OSD Records
Disposition Schedule.

0. Report to the OSD Records Administrator any actual, impending, or threatened unlawful
removal, alteration, or destruction of federal records.

p. Ensure DoD employees and officials manage their personal papers in accordance with
References (e) and (h) and Enclosure 5 of this Al.

g. Ensure that records and information posted to commercial and government-owned social

media sites (Web 2.0) are maintained in accordance with Reference (e) and the OSD Records
Disposition Schedule.
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r. Direct contractors performing DoD program functions on behalf of the organization to
create and maintain records to document these functions. In accordance with Reference (e)
contracts must specify the delivery to the government of all the information required for the
adequate documentation of the contractor-operated program. The contractor will apply the
appropriate file identification from the OSD Records Disposition Schedule.

s. Direct in a contract vehicle support contractor personnel within their organizations to:
(1) Maintain government records and information created and received in the course of
their day-to-day responsibilities. Ensure that each record set is complete and that enclosures or
related papers are retained or accounted for in both paper and electronic filing systems in
accordance with the OSD Records Disposition Schedule.

(2) Maintain electronic mail and attachments that document work related activities in
accordance with the OSD Records Disposition Schedule.

(3) Ensure that personal files, non-record material, and work-related records and
information are maintained separately.

(4) Follow the procedures in Enclosure 5 of this Al when removing personal files.
t. Ensure that records and information maintained on network shared drives (also known as

shared drives), websites, or Defense portals are maintained in accordance with the OSD Records
Disposition Schedule and Enclosure 6 of this Al.

6. WHS-SERVICED COMPONENT CIOS. WHS-serviced Component CIOs:

a. Provide technical advice and assistance to the WHS-serviced Component heads in order to
support the inclusion of electronic records management functions into the design, development,
enhancement, and implementation of EISs in accordance with Reference (e) and the OSD
Records Disposition Schedule.

b. As part of the capital planning and systems development lifecycle process ensure that:

(1) Records management controls are planned and implemented in the system in
accordance with References (c) through (e).

(2) All records in the system will be retrievable and usable for as long as needed to
conduct DoD business in accordance with the OSD Records Disposition Schedule, whereupon
they will be destroyed (temporary records) or transferred to NARA (permanent records). Where
the records will need to be retained beyond the planned life of an EIS, the WHS-serviced
Component heads and CIOs must plan and budget for the migration of records and their
associated metadata to new storage media or formats to avoid loss due to media decay or
technology obsolescence.
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c. Assist in the transfer of permanent electronic records to NARA in accordance with
Reference (e) and the OSD Records Disposition Schedule.

d. Use a standard interchange format (e.g., ASCII or XML) when needed to permit the
exchange of electronic documents between offices using different software or operating systems.

e. Provide guidance and assistance to the WHS-serviced Component heads with the
implementation of the requirements in Enclosures 5 through 7 of this Al and References (c), (e),
(4), and (1) through (w).

7. WHS-SERVICED COMPONENT CRMOS AND RLS. WHS-serviced Component CRMOs
and RLs:

a. Complete the OSD Records Administrator sponsored training within 3 months of their
appointment. CRMOs and RLs should also consider attending NARA’s Records Management
Training.

b. Ensure every office within their organization has an office file plan. RLs are to prepare
and submit file plans to the CRMO for approval. See Enclosure 3 of this Al for filing
instructions.

c. Annually review and approve the file plan for each office within their organization to
ensure that records are accurately identified.

d. Conduct records searches, implement preservation orders, and ensure organization offices
are aware of the responsibilities to safeguard records and information identified in existing
preservation orders.

e. Assist their organizations with the application of disposition procedures, to include the
destruction and retirement of their records.

f. Notify the OSD Records Administrator of the unauthorized destruction, damage,
alienation, or removal of official records.

g. Notify the OSD Records Administrator when officials intend to remove non-record
information for personal use.

h. Ensure the proper maintenance of records and non-record information generated by their
program offices.

i. Ensure all employees and contractors receive annual basic records management training to
maintain compliance with Reference (c) and this Al.
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j. Evaluate their records management program every 2 years to ensure compliance with the
guidance in this Al.

8. DoD EMPLOYEES OF WHS-SERVICED COMPONENTS. DoD employees of WHS-
serviced Components:

a. Maintain records and information created and received in the course of their day-to-day
responsibilities. Ensure that each record set is complete and that enclosures or related papers are
retained or accounted for in both paper and electronic filing systems in accordance with the OSD
Records Disposition Schedule.

b. Maintain e-mail and attachments documenting work related activities in accordance with
the OSD Records Disposition Schedule.

c. Ensure personal files, non-record material, and work-related records and information are
maintained separately.

d. Follow the procedures in Enclosure 5 of this Al for the removal of non-record material.
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ENCLOSURE 3

MANAGEMENT OF RECORDS AND INFORMATION

1. OSD FUNCTIONAL FILES SYSTEM. The OSD records disposition schedules reside on the
WHS, ESD website at https://www.esd.whs.mil/RIM/. The OSD Records Disposition Schedule
is arranged in a hybrid functional and organizational file system; however, the implementation of
the schedule is based on function. This is the only filing system authorized for the WHS-
serviced Components; modification of the numbering system is not permitted. This enclosure
details how to create and maintain filing systems.

2. RECORDS ARRANGEMENT. To effectively manage records, locate and arrange them to
facilitate their use and disposition. Primary considerations include making the files accessible,
minimizing duplication, preserving permanent records, and systematically disposing of all
others. The factors that must be considered in the storage and maintenance of hardcopy records
are:

a. Access. Records will be kept sufficiently accessible to the using activities to make
maintenance of duplicate files unnecessary.

b. Security. Classified material maintained in security containers or secured areas must be
established in accordance with Reference (j) and personal information maintained with access
restricted on a need-to-know basis in accordance with References (h), (k), and (n).

c. Space. Reserve adequate space for present and anticipated needs, factoring in the safety
and health of office personnel. Systems selected to manage electronic records must comply with
DoD 5015.02-STD (Reference (q)). Consider the retention period of the record when selecting
the storage media for electronic records; for permanent records, offices must comply with the
requirements in Reference (e). Offices storing large quantities of records must be given fire
protection.

d. Arrangement. Position files equipment and supplies to provide control and convenience
to the maximum number of users. Locate classified files and containers away from windows and
doors to prevent illicit acquisition of or unauthorized access in accordance with sections 641 and
2071 of Title 18, U.S.C. (Reference (r)). Handle files containing privacy information in
accordance with Reference (m).

3. FILE PLAN DESIGNATION. Every office within the WHS-serviced Components must
have a file plan. Records accumulated and used in performing a function will be located in the
organizational element performing the function.

a. The file plan will provide a comprehensive system of identification, maintenance, and
disposition of all record information. At a minimum, each file plan must identify the file
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number, title and brief file description, disposition instructions, media (paper or electronic), PA
System of Records Notice (SORN) number, if applicable, and location(s) of the records (see
Figure 1). Additional information, including record examples, classification, or records
custodian, may be added as it suits the business needs of the applicable office.

b. File plans will be updated annually or more frequently if necessary. Review and update
office file plans as file numbers are added, changed, or deleted or office functions change. If
records are moved or locations otherwise change, update the new location information, as well.

c. RLs are to forward one copy of the file plan to the CRMO for review and approval. The
CRMO and RLs will maintain a record for all approved file plans. Offices will make copies of
the file plan accessible to all employees and contractor personnel.

d. Offices are to review the OSD Records Disposition Schedule periodically but particularly
upon major reorganizations or functional changes to ensure that all records are properly
identified and the schedule is accurate and complete.

e. WHS-serviced Components may centrally locate specialized files of organization-wide
interest and use. The organizations may also establish decentralized records systems in their
offices if they are more effective and convenient. See Enclosure 6 of this Al for the management
of shared drives.

f. The WHS-serviced Components must establish written procedures explaining where
record copies are filed. All locations for a series whether centralized, decentralized, electronic,
safes, etc., must be included on the office file plan.

g. Each office is responsible for the custody, maintenance, retirement, and disposition of
current records and information systems of the office it serves.

h. Each office will conduct a records evaluation using the SD Form 823,
“Division/Branch/Office Standardized Recordkeeping Checklist.” Each office will be evaluated
at a minimum of every 2 years or when there is reorganization. The SD Form 823 will be
maintained with the record copy of the office file plan.
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ABC Directorate: Admimstration Office
Records Liaison or Custodian: Mr. John Doe

Component Records Management Officer: Ms. Jane Jones (signed)

Al 15, May 3, 2013

Date Prepared:  September 5. 2006

Date Approved: September 22, 2006

FN Title/Brief Description PA SysNo.  Disposition Media  Location

101-01 Office General Management: Intemal office NA DEST when 1 yr old P File Cabinet A2
procedures, hours of duty, and individual duties

101-02 Office Inspection and Surveys: Extracts of NA DEST after next survey P File Cabinet A2
nspection reports, security inspection reports,
safety inspection reports that pertain only to
office operations.

101-08 Office Space Assignment: Admunistrative spaces NA DEST when S5 P File Cabinet A2
assigned to an office.

101-09 Office Reading and Informational Files: Outgoing NA DEST when 3 monthsold P File Cabinet B2
Communications and records recerved for general
information purposes requiring no action.

201-11 Orentation and Briefing Files: Onientations and =~ NA DEST when S8 E R\Adnun'201-11
briefings given to visitors and newly assigned
individuals.

202-03 Management Survey Files: Individual studies and = NA DEL when 20 years old E R\ Adnmun'202-03
surveys concerning comprehensive review of COFF on Proj completion
organization or particular phase of management.

202-04 Management Improvement Files: Studies, charts, NA DEL when 4 years old E R\ Admin'202-04

coordination papers, recommendations, statistical
data, etc.

COFF on Proj completion

4. RECORDS CATEGORIES. There are three categories of federal records: Temporary

(TEMP), Permanent (PERM), and Unscheduled (see Glossary and Figure 2). The value of
records is not necessarily determined by how long they are kept or if the document is an original
or a copy. Many temporary documents (personnel and health records for instance) are important
although they have no historical value (see Glossary). The evaluation process (also called
scheduling) is participative and includes the document creator and recipient, RPDD, and NARA
appraisers, as required (see Figure 2).
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Figure 2. Record Cateqgories

f . )
Temporary Records

Records and information that have a set lifecycle based on agency creation, maintenance, and

use, as determined and approved by NARA. These records are destroyed at the end of the set

lifecycle.

e

ermanent Records

Records and information determined to be sufficiently valuable for historical or other
purposes to warrant continued preservation by the Federal Government and approved by
NARA. These records are eventually transferred to the custody of the U.S. National
Archives.

PAPER MUST NOT BE DESTROYED WITHOUT NARA APPROVAL OF
SCANNED IMAGE

Unscheduled Records

Records and information whose lifecycle has not been determined or authorized by NARA.
Unscheduled records, by law, shall be treated as permanent records until NARA approves the
schedule for the records in question.

J

5. BASIC FILE GROUPING. Arrange or group files so that they can effectively document the
action, event, decision, or process of the record. Effective documentation ensures a complete
account of actions taken, commitments made, and results achieved in the creation of records.
Documentation applies to records in all media (paper, electronic, microform, audiovisual, etc.).
File arrangement is the relative positioning of information in a file. Effective file arrangement
allows for easy retrieval and disposal of records.

a. Subject Files. These are files arranged according to their general content or information
on the same topic in one place to make finding them easier. Subject files consist mainly of
general correspondence but may also include forms, reports, and other material that relate to
programs and functions but not to specific cases (see case or project files). The subject file
provides complete documentation in the appropriate subject area. An example of subject files is
office administration files that are broken down into policy, instruction, agreement, committee,
staff visit, and reference subject categories.

b. Case or Project Files. A case or project file contains material on a specific action,
transaction, event, person, project, or other subject. Case files may cover one or several subjects
that relate to a particular case. A contract file maintained by an agency contracting office, for
example, might contain proposals, bids, addenda, inspection reports, payment authorizations,
correspondence, and legal papers. An agency contract monitor, on the other hand, would keep a
case file containing copies of interim and final technical reports, memorandums, correspondence,
and other documents on a contractor’s performance and production of a specified deliverable.
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Another example of a case file is the official personnel file. Case filing is the most efficient
method for the maintenance of large quantities of records.

(1) The information may cover one or more subjects on a case or project but must always
be filed by a specific title or number.

(2) A distinguishing feature of a case or project file is the similarity of the information
within the case folders.

(3) Information is arranged within each case file in chronological order with the most
recent documentation in front, or by subject, such as statement of work, deliverables, invoices,
and modifications.

(4) Case or project files are closed upon occurrence of an event or action and placed in
an inactive file. Events or actions that would move a file to an inactive status include the
separation of personnel, a final contract payment, or project completion.

(5) Case files may be maintained alphabetically by name, title, country, organization or
numerically to permit ease of filing and finding without resorting to special finding aids such as
indexes and guide cards maintained separately.

c. Chronological Arrangement. These files are arranged by date when the date is the
primary means of reference. This system is useful for keeping records in small, manageable
groups; usually by year, month, and day. Reading and suspense files are examples of this type of
arrangement. The use of chronological filing arrangements does not necessarily correlate to the
disposition for chronological files in the OSD Records Disposition Schedule (File number 102-
16). Incorrect use of this arrangement can lead to mixed series filing.

d. Reference Files. Called convenience or working files, reference files may include extra
copies of documents that are officially stored elsewhere, such as books, pamphlets, and catalogs.
Review these files periodically to retain only those that are current and of significant reference
value in accordance with the OSD Records Disposition Schedule.

e. Working Files. In accordance with Reference (e), maintain working files and similar
materials as records for purposes of adequate and proper documentation, if:

(1) They were circulated or made available to employees other than the creator for
official purposes such as approval, comment, action, recommendation, follow-up, or to
communicate with agency staff about agency business.

(2) They contain unique information, such as substantive annotations or comments that
add to a proper understanding of the agency’s formulation and execution of basic policies,
decisions, actions, or responsibilities.

f. Record Status of Copies. The determination of a document as a record does not depend
upon whether it contains unique information or an original signature. Copies of the same
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document and documents containing duplicative information may each have a record status
depending on how they are used by the agency to conduct business.

6. FILING ARRANGEMENTS. The first step in arranging a group of files is to determine the
major functional categories that apply. These are listed in the OSD Records Disposition
Schedule. RPDD can also assist in making this determination. After selecting the major
functions file grouping, select a method of arranging each group (see paragraphs 5a through 5d
of this enclosure) based on the primary function by which the file will be requested. Files can be
further arranged in one or a combination of the filing arrangements listed in paragraphs 6a
through 6e of this enclosure, depending upon the business or reference needs of the office.
Records not covered by a PA SORN in accordance with Reference (m) cannot be retrieved by a
personal identifier (i.e., name, date of birth, or social security number).

a. Numerical Arrangement. Files identified and retrieved by a number, such as a social
security number, purchase order, or requisition.

b. Chronological Arrangement. Files identified and retrieved by date.

c. Alphabetical Arrangement. Files identified and retrieved by subject and name.

(1) Name. Files arranged by names of persons, companies, organizations, or agencies.

(2) Geographical. Files arranged by a geographical location such as region, country,
state, or county.

(3) Subject. Subject titles are arranged alphabetically.

d. Alpha Numeric Arrangement. Alphanumeric files are identified and retrieved by an
alphabetical numeric arrangement, such as contract files.

e. Functional Arrangement. Files identified and retrieved by the function to which the
information relates and not necessarily the subject.

7. FEUNCTIONAL FILE SYSTEM CONCEPT

a. The functional file system is based on the concept that an office maintains records
documenting the performance of each of its functions.

b. The OSD functional file system identifies and arranges records following the principle
that identification or coding of records, papers, correspondence, and communications is
intertwined with the function they document. The coding and arrangement of files under this
system lend themselves to a more flexible arrangement.
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c. Inselecting a file number, first determine the functional series that represents the subject
matter and the specific subdivision. Exercise care in determining their administrative, legal, and
research value to DoD; their relationship to the organization; usefulness as archival documents;
and the costs of keeping them. See the OSD Records Disposition Schedule and the office file
plan for proper file number.

d. Select the proper file designation (see Table 1) by referring to the series and title
descriptions listed in the OSD Records Disposition Schedule.

Table 1. Functional Area Numbering System

File Series Title
100 Office Administrative Files
200 General Administration
300 OSD Comptroller
400 OSD General Counsel
500 OSD Intelligence
600 ASD Reserve Affairs
700 OSD Public Affairs
800 ASD International Security Affairs
900 ASD Health Affairs
1000 ASD Legislative Affairs
1100 DoD Chief Information Officer
1200 OSD Acquisition, Technology, and Logistics
1300 ASD Defense, Research, and Engineering
1400 OSD Cost Assessment and Program Evaluation
1500 ASD Nuclear, Chemical, and Biological Defense
1600 Electronic Records and_Chief Information Officer
1700 U.S. Court of Appeals for the Armed Forces
1800 OSD Personnel and Readiness
1900 DoD Education Activity
2000 Director, Operational Test & Evaluation
2100 ASD Special Operations & Low Intensity Conflict
2200 ASD Drug Enforcement Policy and Support.

8. ORGANIZATION OF THE OSD FILE SYSTEM. The organization of the OSD functional
file system provides for the division and identification of record information into several distinct
subject series to facilitate referencing and disposition.

a. Series 100 Pertains to General Office Administration Files. Information in this series
relates primarily to the performance of routine administrative and housekeeping operations of
any office.
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b. Series 200 and Higher Pertain to the Functional Files. The first subdivision of each of
these functional series is devoted to administrative files of the particular functions rather than the
general office files in the 100 series. These series relate to specific major functional or
functional subgroup areas of OSD. Series file number descriptions and instructions for retention
and disposition for all the functional file series are contained in the OSD Records Disposition
Schedule.

9. APPLICABILITY. The OSD records disposition schedule system will apply to all records
and information, regardless of media. Excluded are copies of publications, blank forms, non-
record materials, personal papers, books in formally organized and officially designated libraries,
and reproduction material, such as stencils and offset masters; this is considered non-record
material (see Enclosure 5 of this Al).

10. FUNCTIONAL AREA NUMBERING SYSTEM. The OSD Records Disposition Schedule
is set up functionally and does not necessarily follow an organizational relationship. The major
file series with their numerical designations are listed in Table 1.

a. These major series are further divided into categories, as shown in Table 2.

Table 2. Example of Major Cateqories

Number Category
202 Office Personnel Files
203 Records Management
204 Space Management

b. A dash is employed before designating the file number; a two-digit number, such as 01, is
always used to designate a file as shown in Table 3.

Table 3. Examples of File Numbers

Number File Title
202-04 Strength Reports
303-06 Investment Files

c. By combining all elements of this numbering system, Table 4 demonstrates their
composition:
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Table 4. Examples of Tiers Within a Series

Number File Breakdown
300 Comptroller
303 Principal Deputy Comptroller

303-01 Comptroller Issues and Action
Files

d. Series and categories are functional breakdowns and not files. Files contain a description
of the applicable records and a disposition. Some files identify a specific function, others
identify all records relating to a work process, group of related work processes, or a broad
program area to which the same length of retention should be applied; the latter are called
“buckets.”

(1) File numbers in the 100 series are common to all offices in the OSD and are
described in detail in the OSD Records Disposition Schedule. Each office designates their
specific functional files within this series.

(2) Each office must maintain a file plan of all files kept in an office and make it
available to each employee.

(3) Each office will determine the functions they are primarily responsible for and
identify the records that correspond to their function from the OSD Records Disposition
Schedule. Records within a file number may be further arranged by date (Pay files), number
arrangement (Project number), or alphabetical (subject, name, or organization). Records should
be arranged to best meet the business needs of the office.

(4) Records arranged by a personal identifier (name of an individual, social security

number, birth date) are subject to the PA System of Records in accordance with Reference (m)
and must identify the notice number on the label and file plan.

11. FILES CONTROL

a. The management of information depends upon establishing continuous and systematic
control over the creation, maintenance and use, and disposition of agency records and
information in accordance with statutory and regulatory requirements.

b. The establishment and maintenance of proper filing and use of guide cards and filing
materials assist in keeping the files orderly and effectively manages information. This aids in
retrieving the files, charging them out, and transferring or destroying inactive files in accordance
with approved disposition schedules regardless of media and format.

c. File folders must be established and labeled with all the information required to identify
the information or papers in the folders, but they do not necessarily have to be in the exact
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format shown in Figures 3 through 7 (see Enclosure 6 of this Al for electronic setup). Variations
are permitted as temporary measures only, the standards prescribed herein should be adopted as
soon as practical. The best time to do that is when new files are created or old ones are remade.
Modification of file numbers is not authorized.

d. Effective documentation ensures a complete account of actions taken, commitments
made, and results achieved in the creation of records. Documentation applies to records in all
media (paper, electronic, microform, audiovisual, etc.) File arrangement is the relative
positioning of information in a file. Effective file arrangement allows for easy retrieval and
disposition of records.

12. FILES CUTOFF PROCEDURES

a. “Files cutoff” is the point when active files no longer needed for current business
operations are moved to an inactive status. Generally, this is expressed on the file label as
“COFF Dec 31, 2001,” followed by transfer or destruction information. Until the file is
transferred to an FRC or destroyed, it is held for reference only; no new documents will be added
after the cutoff date. Inactive files must be kept separate from active ones to guard against
misfiles. Put a new folder into the active files to replace the old one.

b. On an annual or fiscal year basis, whichever is appropriate, all offices will cut off files
and separate active from inactive; retire, transfer, or destroy eligible material according to
disposition procedures contained in the OSD Records Disposition Schedule, and review and
destroy all duplicate or extraneous materials. Cut off:

(1) Calendar year files on December 31.

(2) Fiscal year files on September 30.

(3) Files with a retention period of less than 1 year on a monthly or quarterly basis.

(4) Files maintained as case or project files upon the occurrence of a certain event, such
as separation of personnel, final contract payment, or project completion. Upon cutoff, move

files to an inactive file until they are eligible for destruction or transfer to an FRC, in accordance
with disposition procedures in the OSD Records Disposition Schedule.
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Figure 3. Examples of Guide Cards and File Drawer Entries

{ 202-43 EED Records

{ 202 PERSONNEL FILES

[EDD ADMINISTRATION & MANAGEMENT]

[mn GENERAL OFFICE RECORDS ]

GUIDE CARD LABELS - Breakdown of guide cards is authorized if files within one
subfunctional category are voluminous, e.g., the 200 category (Administration and
Management) is further divided with guide cards for 202, 202-43 etc...

(03)

101-09 READING FILES
COFF 31 DEC 05
DEST JAN 052

101-01 thru101-20 (05)

Sample label entry for drawer that

contains two or more records series.

No disposition is shown on the label
because it varies among the several

Sample label entry for drawer that
contains one (and only one) record
type. Note that drawer label is
identical to folder label in this case.

record series in the drawer.

13. PREPARING AND USING GUIDE CARDS, FILE FOLDERS, AND LABELS

a. Guide Cards. Prepare and use guide cards to identify each major file series or to identify
and support portions of the series: type standard labels and attach them to the guide card tab; do
not retire or discard file guides when files are disposed of; they should be reused (Figure 3).

b. File Folders. Type identifying data on standard labels, positioning them on the folders as
outlined in Figure 4. When the material in any one folder reaches normal capacity of
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approximately three-fourths of an inch in thickness, prepare another one. Begin the second
folder at a logical point, such as the beginning of a month or a calendar quarter. Place folders
behind related guides. When there are several folders under one number, a dummy file folder
with a label that shows all the required disposition information but is not used to file documents
may be used as the first folder in the file series. This saves repeating all the same information on
the succeeding folders in that series, which require only the basic series number followed by the
file name (see Figure 4).

Figure 4. Samples of Folder Label Entries

[ 102-03 January (10) ]
[ 102-03 February (10) ]
| 102-03 March (10) ]

102-03 Reading Files (10
COFF 31 Dec 10; DEST Jan 14

“—— TAPE

USE OF “DUMMY" FOLDER - \When there are several folders within cne file
number, a “"dummy” file folder may be used as the first in the series. Tape it shut so
that no documents can be inadvertently filed in it. Subsequent folder labels need
only show the file number, contents and year of accumulation (if appropriate).

FILE TITLE
I} (10)
w.J] YEAR OF
FILE NUMBER —¥ | 101-04 OFFICE ORGANIZATION FILES [NACCUMULATION,
DEST when superseded, obsolete, or no WHERE
longer needed for reference APPROPRIATE

T

DISPOSITION INSTRUCTIONS
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102-01 102-01 102-01 102-01
REF PUB FILES DOD DIRS DOD DIRS REF PUB FILES
1357 £ then 4120.15 thru
DOD DIRS 4120.14 SERIES 72208 ooD J"E'l; 1 thru
1000.17 thru
el DEST WHEN
DEST WHEN S8, stL, h?Egglﬁ EFR
OBSOL, OR NLN
FOR REF
c. Labels

(1) Preparation of Labels. Label all file folders, binders, or electronic media with the file
number, title, year file created, cutoff date, disposition instructions, and PA SORN number, if
applicable (see Figures 4 through 6). A dummy file may be used as stated in paragraph 12b of
this enclosure. Subtitles and commonly accepted abbreviations may be used (see paragraph 12d
of this enclosure and the DoD Dictionary of Military and Associated Terms (Reference (s))).

(2) Labels for Electronic Media. Type identifying data on standard labels, positioning
them on the media (e.g., diskettes, compact disks (CDs), digital video disks (DVDs), external
hard drives) as shown in Figure 6. Labels should contain file number, title, date, author or
creator, office name, type of record or name of office (if applicable), PA SORN or security
classification (if applicable), software version, and file extension. All files should have a
standardized naming convention (example: X:\Research
Services\Meetings\2005_01_01_04Agenda.doc) and date format (i.e., YYYYDDMM). In
addition the following files must be included in ASCII text format in the media.
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(@) A readme.txt file which contains the author’s name, agency, and specific
information on the diskettes, CDs, or DVDs. Example: Information was prepared by John Doe,
Agency XYZ. Information herein contains the Audit Reports for the first quarter of 2002.

(b) A directory for CDs, DVDs, and external hard drives only if they contain various
types of information. The directory should contain the number of diskettes, CDs, or DVDs (if
more than one is required) and type of information contained, for example: Audit reports,
background information, and DoD Inspector General or Government Accountability Office
responses.

Figure 6. Sample of Label Entries for Electronic Media

FN 902-01
CD Number 1 of 2

Created 2006_01_01
Program Reviews/V01

J. Doe-Records Management
2005_01_01-20(@31
1of2

Privacy Act Protected

Microsoft 2003
.DOC

d. Label Abbreviations. In addition to commonly used abbreviations, use the abbreviations
in Table 5 in preparing labels:
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Table 5. Abbreviations for Records Labels

Abbreviation Explanation

CFA Current Files Area

COFF Cut off

DEST Destroy

NLN No longer needed

NPRC National Personnel Records Center Annex, (Civilian Personnel Records),
(CIV) 1411 Boulder Boulevard, Valmeyer, IL 62295

NPRC National Personnel Records (Military Personnel Records)
(MIL) 1 Archives Drive, St. Louis, Missouri 63138

OBSOL Obsolete

PERM Permanent

PIF Place in Inactive File

REFP Reference paper

RET Retire

SS Superseded

TRF Transfer

WNRC Washington National Records Center, Suitland, MD 20746

14. CROSS-REFERENCE

a. Cross-references are made to locate documents promptly when needed. A cross-reference
is a paper filed under one file series to show the location of material filed elsewhere.

b. Frequently an extra copy can be annotated to show where the original is located and then
filed under the cross reference number. When this is not feasible, use a blank sheet, annotated to
show the record copy location.

15. LABELING FILE DRAWERS. Label file drawers to facilitate retrieval, and use discretion
to prevent revealing the classifications of material stored therein. Only the major file series and
inclusive dates of the material will be indicated (see Figure 3).
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16. CLASSIFIED INFORMATION

a. Classified files must be safeguarded in accordance with Reference (i) in approved
classified containers, systems, or secure areas appropriate with the classification of the material
to be protected.

b. The interfiling of unclassified and classified information is restricted to information that
directly supports, explains, or documents the record of the action or transaction.

17. MANAGEMENT OF DOCUMENTS AND INFORMATION. Personnel will:

a. Prepare information for filing when all actions are completed, when record information is
self-identifying, required by a business process, federal law or regulation, or DoD issuance or an
official has requested that documentation be maintained.

b. Ensure that each record set is complete and that enclosures or related papers, to include e-
mail, are retained or accounted for in both paper and electronic filing systems.

c. Remove or destroy identical or duplicate copies of information before filing. Ensure that
duplicate copies of such records retained for convenience are identified as such and any
duplicates or versions of records retained in computers that are no longer needed for reference
are deleted in accordance with the OSD Records Disposition Schedule.

d. Remove all mail control forms, transitory e-mail, classified cover sheets, envelopes, and
routing slips, except those containing remarks or information of significant record value.

e. Mend or reinforce torn or frayed temporary papers with transparent tape. Do not tape nor
attempt to mend permanent documents. (Upon retirement, torn or frayed permanent documents
should be supported as best as possible in new file folders. NARA personnel will mend such
documents using methods and materials designed to ensure their preservation.)

f. Assemble related documents for filing. See Enclosure 6 for electronic media.

(1) The latest action on top by date or subject.
(2) The completed package or final document.

(3) Enclosures in numerical order.

(4) Supporting papers to include e-mail (return/read receipts), background documents,
and substantive drafts.

g. Bring forward documents needed to conduct current business or still pending action;
combine documents of a later date that relate or refer to documents of an earlier date only when
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reference to them is necessary. A reference to an earlier document does not necessarily require
that documents be combined. Do not combine:

(1) Recurring reports with the policy documents requiring such reports.
(2) Applications with the instructions governing their submission.

(3) Documents on the same subject on different transactions, such as reports of
inspection of two different organizations.

h. Use a cross-reference sheet for documents brought forward to maintain continuity.

i. File papers loosely in the proper folder according to a filing arrangement that meets the
office business needs. Use pronged fasteners when the files are frequently used, when sequence
of arrangement is of special importance, and when all documents pertain to the same transaction
case or project.

J. Keep folder labels visible by neatly arranging papers in the folders and do not allow the
contents of the folder to obscure folder labels. When contents of the folder reach three-fourths of
an inch, make a new folder bearing the same file designation and place it in front of the full
folder, showing inclusive dates on the folders.

k. Prevent overcrowding files by allowing at least 4 inches of space in each active file
drawer to permit sufficient working space.

I. Avoid cluttering the files. File bulky material separately in storage equipment suited to its
size. Maintain this material in file classification, date, or serial number order. Make a cross-
reference to the bulky material and annotate in a conspicuous location or with the filed papers.
Mark the bulky material with storage location and file number to associate it with related
information kept in the primary location.

m. Ensure that all action in a file is completed before cutting off the record and applying the
disposition instructions.

n. Ensure that all paper and electronic record files are complete, identified, and maintained
in accordance with this Al and DoD requirements. Do not separate case files or project files and
ensure the origins of the records are preserved. See Enclosure 6 of this Al for more information
about managing electronic records.
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ENCLOSURE 4

DISPOSITION PROCEDURES

1. GENERAL. The OSD Records Management Program is designed to preserve records of
continuing value; systematically eliminate all other records; and remove less active records to
lower cost storage space. This ensures preservation of permanent records and reduces the cost
and effort of recordkeeping. To achieve these objectives, standard procedures have been
established for the disposition of all WHS-serviced Component records.

2. DISPOSITION STANDARDS. The OSD Records Administrator will review
recommendations for new or revised files disposition procedures or standards and make
recommendations for final approval to the NARA. Disposition changes to the OSD Records
Disposition Schedule will be submitted by the WHS-serviced Components in accordance with
section 14 of this enclosure.

3. SOURCE OF RETENTION PERIODS. Retention periods for categories of OSD files are
published in the OSD Records Disposition Schedule. Retention periods cited therein have been
established in accordance with records management regulations approved by the Archivist of the
United States either upon specific application or through the GRS. Submit recommendations for
changes to retention periods and disposition procedures to the OSD Records Administrator for
approval. Records that do not have a NARA approved disposition are considered unscheduled
records and cannot, by law, be destroyed or deleted in accordance with Reference (e).

4. CHANGES TO RETENTION PERIODS. Retention periods are changed as a result of the
continuing evaluation of files and changes in statutory, legal, financial, and administrative
requirements. Changes to the retention periods are submitted to the Archivist of the United
States for approval using Standard Form (SF) 115, “Request for Records Disposition Authority
(available at http://www.gsa.gov/portal/forms/type/SF). The following general rules apply when
changing the retention of a record once it has been approved by the Archivist:

a. Increased Retention Period. If the change increases the retention period, the new retention
period will be applied to all categories of files concerned, regardless of where they are
maintained or when they were created. Those inactive and cut off files affected by the change
will be brought under the new retention period.

b. Reduced Retention Period. If the change reduces the retention period, such period will be
applied retroactively, unless it is impractical or uneconomical. For example, if the new retention
period can be applied to inactive files only by screening files and marking folders on an
individual basis, it would normally be more economical to retain the files for the longer period
than to attempt to apply the change.
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c. Conversion of Paper Records to Electronic or Other Media. Record information
previously created and maintained in paper and converted to or created in information systems
will have to be re-evaluated to ensure that new records have not resulted due to the nature of the
software or media. For example, a system has the capability to create an index or document
information not previously captured or created in the paper-based system. Permanent paper
records or unscheduled records scanned or microfilmed cannot be destroyed without NARA’s
approval, in accordance with Reference (e).

5. RECORD FREEZES, PRESERVATION ORDERS, OR MORATORIUMS. The destruction
of the affected record information is suspended until the record freeze, preservation order, or
moratorium is lifted.

a. The requirement to suspend the retention period is court- or agency-imposed, and all
affected record information is retained until all litigation or disputes are resolved.

b. Notification of record freezes, preservation orders, or moratoriums are provided to the
OSD Records Administrator from the Department of Justice or the General Counsel of the
Department of Defense (GC DoD).

c. These records freezes or moratoriums are usually accompanied by a records search for all
applicable information. Records searches must be coordinated with the OSD Records
Administrator who will notify the WHS-serviced CRMOs and NARA of the requested search
and records freeze, as applicable.

d. Each organization is responsible for notifying its subordinate activities that a freeze exists
or has been lifted.

6. UNSCHEDULED (UNIDENTIFIED) RECORDS. Any records which are not identified in
the GRS or cannot be filed under any file number in the disposition schedule will be brought to
the attention of the OSD Records Administrator for scheduling (SF 115 process). Unscheduled
records will be maintained in the current files area (CFA) and treated like permanent records
until disposition instructions have been approved by NARA.

7. DISPOSITION INSTRUCTION. The OSD Records Disposition Schedule provides the
overall retention period for the files involved (for example, destroy after 2 years, destroy after 10
years, or retire 3 years after cut off). The disposal period begins at the date the file is cut off or
closed, unless otherwise indicated. Examples of specific instructions containing exceptions to
the general time periods and events are: “destroy when registrant becomes 36 years of age,”
“withdraw and destroy on departure of the individual,” “destroy when superseded,” “destroy
after next survey.” Figure 7 provides examples of how disposition instructions are to read on file
labels maintained on a calendar basis. Normal periods of retention are:

a. Files with 1-Month Retention. Files having a retention period of 1 month or 30 days will
be cut off at the end of the month, held 1 month in the CFA, and then destroyed.
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b. Files with 3-Month Retention. Files having a retention period of 3 months or 90 days will
be cut off at the end of each quarter, held 3 months in the CFA, and then destroyed.

c. Files with 1-Year Retention. Files having a retention period of 1 year will be cut off at the
end of the calendar or fiscal year, held in the CFA, and then destroyed.

d. Files with 2- to 10-Year Retention. Files having a retention period of 2 to 10 years will be
cut off at the end of the calendar or fiscal year, held 1 year after cut off in the CFA, and
destroyed or retired as provided by the schedules in the OSD Records Disposition Schedule.

e. Files with a Flexible Retention. Files having a flexible retention period such as delete,
destroy, or transfer when 5 to 7 years old, will be cut off at the end of the calendar or fiscal year;
retained for at least 5 years but no longer than 7 years; and destroyed or transferred as provided
by the OSD Records Disposition Schedule. The amount of time the record is retained is
determined by the business needs of the office. Document business needs in a regulation,
issuance, or standard operating procedure to ensure consistency in the retention of the record.

f. Files with Event Retention. Files having an event disposition such as cut off when
superseded, obsolete, or property is turned in, will be maintained in the active files until the
event occurs; transferred to inactive files and cut off at the end of the calendar or fiscal year; held
for a time period specified after the event; and destroyed or retired as provided by the OSD
Records Disposition Schedule.

g. Unscheduled Files. Files having no approved NARA retention period will be cut off at
the end of the calendar or fiscal year and maintained in the CFA until disposition instructions are
published in the OSD Records Disposition Schedule.

Figure 7. Disposition Instructions

Iiles with 1-Month Retention
COI April 30, 2002, DEST June 2002,

I'iles with 3-Month Retention
COFI June 30, 2002, DEST Oct 2002,

Lliles with 1-Year Retention
Calendar year lile: COIL Dec 31, 2002, DES'T Jan 2004
lliscal year lile: COI'l Sept 30, 2002, DIS'T Oct 2003

lliles o 2- to 10-Year Retention.

Calendar year lile: COI'Y Dec 31, 2002, RIET to MPRC
Jan 2004, DEST Jan 2010
Iiscal year lile: COII Sept 30, 2002, RIYT to WNRC

Ocet 2003, DEST Oct 2009

iles with Tivent Retention

Disposition: Destroy/Delete 135 years alter next GAQ Audit
Active lile: COIL upon next GAC» Audit
Inactive lile: COILE 31 Dec 05, DLEST Jan 20106

IPiles that Are Unscheduled.

COF June 300 2002. retain in CEFA until disposition instructions are approved.
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8. DISPOSITION PROCEDURES. WHS-serviced Components will:

a. Retire records designated for annual retirement on a calendar or fiscal year basis to the
appropriate FRC.

b. Withdraw from the active file and destroy or delete documents that are disposable upon an
event or action.

c. Terminate files that are disposable after a specific retention period following an event or
an action, such as audit, final payment, or completion of a project, on the occurrence of the event
or accomplishment of the action. Terminate such files by withdrawing them from the active file
and placing them in an inactive file, or in the case of large volumes, simply by discontinuing
further filing within the files. Cut off inactive or terminated files and effect disposition in the
same manner as for other files with the same retention period.

d. Unless otherwise specified in the disposition instructions, cut off permanent files at the
end of the calendar or fiscal year. Start new folders for the new year and place the old folder in
the inactive files.

e. Include the CRMO or RPDD in the development of potential information systems or
enhancement of current systems to evaluate the system for its record creating potential and
determine records management requirements.

9. TRANSFER OF FILES. The transfer of the files from one organization to another is
permitted only when a transfer of functions from one WHS-serviced Component to another
requires it. The order directing the transfer of functions must provide for the transfer of files.
The transferring organization will use the records transmittal procedures outlined in Enclosure 7
of this Al to properly document the files transfer.

10. TRANSFER TO OTHER GOVERNMENT AGENCIES

a. Transfer to NARA FRCs. WHS-serviced Components will transfer all permanent files to
the FRC at periodic intervals so that they may be incorporated into the permanent archives of the
U.S. Government. RPDD arranges for the transfer of the files and the establishment of
procedures for their use. This is accomplished using SF 258, “Agreement to Transfer Records to
the National Archives,” available at: http://www.gsa.gov/portal/forms/type/SF. Offices will
provide the unsigned form with a completed box list to RPDD for submission to NARA'’s
Electronic Records Archive.

b. Transfer to Other Agencies. NARA regulations prohibit the transfer of files from one
government agency to another without prior approval of the Archivist of the United States,
except when:
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(1) Records are transferred to a NARA FRC.

(2) The transfer of records or functions or both is required by statute, Executive order,
Presidential reorganization plan, specific instructions in the OSD Records Disposition Schedule,
or by a specific ruling or agreement.

(3) Authority to transfer OSD records to another government agency has been obtained
from the OSD Records Administrator. Recommendations for transfer submitted to the OSD
Records Administrator will include a concise description of the files to be transferred, an
estimate of the volume in linear feet, name and location of the agency to which the files are to be
transferred, and the reasons for the transfer.

11. NATO DOCUMENTS

a. Control Instructions. Reference (p) contains control instructions for NATO documents
and refers to applicable disposal authorities. NATO documents classified Secret and below may
be maintained with other OSD records when they form an integral part of a file of classified
records of permanent value.

b. Control and Disposal Procedures

(1) Classified document receipts, destruction certificates, and registers relating to NATO,
Top Secret, and Secret documents that reflect the final disposition of documents in a sub-registry
will be disposed of in accordance with Reference (p).

(2) Document receipts, destruction certificates, and other control files relating to NATO

or documents having a lower security classification than Secret will be disposed of in accordance
with the OSD Records Disposition Schedule.

12. DISPOSITION OF FILES AND CHANGES OF STATUS

a. Transfer of Functions. When a function is transferred from one DoD Component (as
defined in the Glossary) or OSD organization to another, the records in the CFA relating to the
transferred function will be transferred to the gaining organization where they are maintained as
a separate entity to preserve their administrative origin. The transfer of records can be completed
by use of the SF 135, “Records and Transmittal Receipt,” available at:
http://lwww.gsa.gov/portal/forms/type/SF. Eligible inactive files can be retired to the FRC. A
list of the files transferred to the gaining organization and a copy of the SF 135 listing inactive
files retired to the FRC will be given to the CRMO of the gaining organization and a copy must
be provided to the OSD Records Administrator.

b. Re-designation or Reorganization. On re-designation without transfer of function, files
will be maintained in accordance with the appropriate disposition schedules as though no change
had occurred.
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c. Discontinuance of a WHS-serviced Component or an Organization. On discontinuance
without transfer of functions, files not authorized for immediate disposal will be retired to the
designated FRC via RPDD. These procedures are applicable to any specially organized element
such as a board, committee, council, or commission.

d. Damage, Alienation, and Unauthorized Destruction of Records. Each WHS-serviced
Component is responsible for preventing the loss of federal records.

(1) Records destroyed or damaged due to accidental loss or destruction, such as fire or
water, are to be reconstructed by the office of record. Records can be reconstructed from
information retained in other file series, non-record materials, or computers. Include
documentation concerning the reconstruction and cross-referencing materials to aid in the
identification of the record. Annotate an SF 135 with any information that cannot be
reconstructed, to include with the rest of the files series, upon retirement. Notify RPDD of any
accidental loss or destruction of records.

(2) Federal records may not be removed from the legal or physical custody of OSD or
destroyed without regard to the provisions listed in this Al.

(3) The willful and unlawful destruction, damage, or alienation of federal records can
result in a monetary fine, imprisonment, or both, pursuant to References (e) and (r).

13. RECORD SEARCHES AND PRESERVATION ORDERS

a. Record searches and orders to preserve records must be coordinated with the OSD
Records Administrator (see section 5 of this enclosure), except for searches in response to
requests under the PA and section 552 of Reference (h) (also known and referred to in this Al as
“The Freedom of Information Act (FOIA)”).

(1) Coordination of search and preservation taskings is essential before issuing document
search, retrieval, or collection instructions. Vague directions and lack of coordination can lead to
loss of data or documents subject to a preservation order.

(2) Preservation orders are not limited to information that constitutes the legal definition
of a record, but may include drafts, working papers, and non-record materials, regardless of
media, as well as electronic data in the organization’s possession or control.

(3) Each WHS-serviced Component is responsible for conducting the search and
implementing the preservation order as directed. Offices are responsible for preventing the loss
of responsive information required for litigation, investigation, audit, or subpoena.

b. Any decision to direct a search and preservation of paper or electronic documents and

data is a team effort involving the GC DoD, records management officials, supporting
information systems professionals and, in some cases, record custodians.
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(1) Some searches will require extensive coordination and planning; others can be tasked
out with a less formal coordination process. Potentially, end-user representatives or other
individuals with knowledge of the relevant computer systems, such as information security
personnel, may need to plan the response.

(2) The tasking authority should identify a lead office or individual to act as the
organization’s spokesperson or witness on issues relating to the scope of electronic and paper
document production. Documents and data collected in response to a search must be reviewed
for matters of privilege, classified information security, or other control requirements before
release.

c. The preservation planning team responding to notices of records holds or searches for
litigation should:

(1) ldentify the WHS-serviced Components, agencies, offices, and officials whose files
(paper or electronic) are most likely to contain relevant documents and information.

(2) ldentify a lead office to consolidate the listing documents and data (and assemble the
initial collection if required).

(3) Identify contacts in the GC DoD and OSD Records Administrator who can address
questions regarding preservation duties.

(4) ldentify an appropriate IT liaison who works with records officials and legal counsel
to identify any systems, files, or data that may be subject to the preservation obligation.

(5) Propose specific key words and metadata descriptors needed for a minimally
sufficient search.

(6) Issue an internal records search and preservation memorandum to responsible
officials (both organization heads and accountable records custodians) and task them to suspend
routine disposition on relevant records, retain information (including electronic communications,
data and non-record materials) that may be relevant to the litigation or query and, if required,
collect and review records responsive to the request. The memorandum must describe the type
of information to be preserved so the custodians can segregate and preserve identified files and
data. It should also provide clear direction to the custodians about what to do with any records
collected, i.e., if they should be delivered.

(7) Determine a suspense based on any external deadline, complexity of the search, and
the amount of time required to complete the search and review.

14. REQUESTING MODIFICATIONS TO THE OSD RECORDS DISPOSITION
SCHEDULE. To ensure the OSD Records Disposition Schedule meets the business needs of the
WHS-serviced Component, the CRMOs will:
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a. Recommend the modification of disposition procedures or schedules to the OSD Records
Administrator, explaining in detail why they should be changed.

b. Follow the format and writing style used in the descriptions and disposition instructions of
the OSD Records Disposition Schedule in presenting recommendations relating to unidentified
files. Since the proposed standards may have WHS-serviced Components-wide or DoD-wide
application, retention period for other offices that may be creating similar records will be
considered.

c. Recommend to the RPDD the establishment of disposition standards for files for which no
instructions are provided. Include the following information:

(1) Recommended series and file title.

(2) A complete description of the file, including types of record information included
therein.

(3) Explain what the series documents: who, where, when, why, and how the record
describes OSD operations or what OSD does or produces.

(4) Explain who creates the information used in the series, who receives the information,
and who uses it.

(5) Explain what information is recorded in the series.

(6) Explain if the series is subject to legal, fiscal, or other requirements.

(7) ldentify the retention period required to satisfy current business needs, such as:
(@) Retain in the office for 1, 2, or 3 years and destroy.
(b) Retain as above and retire to an FRC for 1, 2, 3, 5, or 7 years.

(c) Retain for the years specified above and then transfer to NARA for permanent
retention.

(8) Explain the following:
(a) Physical form: paper, microform, electronic format (database, pdf, etc.).

(b) Arrangement: numerical, chronological, geographical, organizational,
alphabetical, subject, functional.

(c) Volume to date in cubic feet, number of CD-ROMs, as applicable.

Change 2, 11/17/2020 40 ENCLOSURE 4



Al 15, May 3, 2013

(d) Dates the files cover.
(e) Annual expected accumulation, in cubic feet or bytes.
(F) Location of the records.

d. Evaluate potential and existing information systems and websites to determine if record
information is being created and notify the OSD Records Administrator to validate retention
periods identified in the OSD Records Disposition Schedule. New, revised, or obsolete record
information may require revision of the disposition schedule. This process will require the
interaction of records management, information technology, and legal staffs.

e. Notify the OSD Records Administrator of any unauthorized destruction or damage of
official records.
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ENCLOSURE 5

DISPOSITION OF PERSONAL FILES AND NON-RECORD MATERIALS

1. RECORD AND NON-RECORD MATERIALS OF GOVERNMENT OFFICIALS. During
their tenure in office, many government officials, employees, and Presidentially appointed,
Senate confirmed (PAS) officials accumulate substantial collections of personal files and copies
of official documents (includes electronic files and e-mail) created solely for convenience of
reference (non-record material).

a. These non-record materials originated, reviewed, signed, or received during the PAS
official’s tenure can provide a historically valuable supplement to the official files.

b. When an official or employee departs, non-record materials are to be reviewed by the
employee, the CRMO and, for a PAS official, the OSD Records Administrator, prior to their
removal from DoD custody.

c. To prevent violations of References (d) and (e), officials, DoD employees (civilian and
military), and contractors in the WHS-serviced Components must be able to distinguish between
federal records, non-records, and personal files.

2. DISTINGUISHING PERSONAL FILES AND NON-RECORD MATERIAL. Thereisa
difference between personal files and non-record materials. The distinction is sometimes
unclear, especially when non-record materials become part of a collection referred to as an
official’s “personal files.” Regardless of the status of non-record material, employees or officials
are not entitled to remove as personal files collections of DoD e-mail or unclassified information
in their possession while they were employed that is not cleared for public release.

3. PERSONAL FILES. Personal files are not subject to Reference (d) and the OSD Records
Disposition Schedule, which pertain to the maintenance and disposal of federal records.

a. Personal files can be any information or documentary materials that are unrelated to the
conduct of agency business and concern only to an individual’s personal affairs (e.g., files
relating to political activities, personal and family matters, or social or civic activities) or
indirectly related to agency business but outside the scope of the definition of federal records
(i.e., not used to conduct government business.) Personal files are excluded from the definition
of federal records and are not owned by the government.

b. Examples of personal files are:

(1) Business or professional files accumulated by an official before joining government
service that are not used subsequently in the transaction of any government business.
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(2) Materials relating solely to an individual’s private affairs, such as outside business
pursuits, professional affiliations, personal social events, volunteer or community service
records, or private political associations that do not relate to agency business.

(3) Diaries, journals, personal correspondence, personal calendars and appointment
schedules, or other personal notes that are not prepared or used for or circulated or
communicated in the course of transacting government business. This is the most difficult to
distinguish from federal records because of its work-related content.

c. Paragraphs 3c(1) through 3c(4) of this enclosure pertain to the maintenance, marking, and
handling of personal files:

(1) Personal files will be established by the employee at the start of their tenure, clearly
designated as such and must, at all times, be maintained separately from the office’s official
records.

(2) If information about private matters and agency business appears in the same
document, it will be copied or extracted at the time of receipt, with the personal information
deleted, and incorporated into the office’s official records.

(3) Materials labeled “personal,” “confidential,” or “private,” or similarly designated,
and used in the transaction of public business are federal records subject to the provisions of
pertinent laws and regulations. The use of such a label is not sufficient to determine the status of
documentary materials in a federal office. DoD email accounts are not considered personal files.

(4) Files that are strictly personal may be removed at the discretion of their creators,
unless they contain classified information.

4. NON-RECORD MATERIALS. Non-record materials are government-owned documentary
materials that do not meet the conditions of records status or are specifically excluded from the
statutory definition of a federal record.

a. Non-record materials are extra copies of federal records accumulated for the sole purpose
of ease of reference. Copies of official documents, to include e-mail, will not be made solely for
the purpose of removal or donation (at the end of an official’s or the employee’s tenure); doing
so may be a violation of References (d) and (e). Memorandums that contain an original ink
signature or documentation that contain substantive annotations (see paragraph 4c(4) of this
enclosure) are federal records. Record sets of publications, posters, and maps that serve as
evidence of agency activities and have value for the information they contain are also preserved
as federal records.

b. Non-record material existing in offices must be managed.

(1) Non-record materials will be:
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(@) Physically segregated from records. Electronic non-record materials must be
readily identifiable as such.

(b) Purged or destroyed in accordance with the OSD Records Disposition Schedule,
if identified, or when no longer needed for reference.

(2) If a clear determination cannot be made on the status of the document or information,
the materials should be treated as federal records. WHS-serviced Components should consult
with RPDD for guidance.

c. Non-record materials may be removed from government control, in limited circumstances,
provided the following conditions are met:

(1) Unclassified. Departing officials and employees only may remove extra copies of
record materials as defined in paragraph 4a of this enclosure, if the conditions of paragraph 4d
and section 5 of this enclosure are met.

(a) Removal of non-record materials must be coordinated with the WHS Serviced
Component’s CRMO and Security Manager.

(b) Removal of non-record materials by PAS officials will be coordinated with GC
DoD and approved by the OSD Records Administrator.

(c) Only Cabinet level officials may donate unclassified non-record material to a
Presidential Library of the NARA, Library of Congress, or to some private institution (college,
library, historical society, etc.).

(2) Classified. Information classified under the provisions of Reference (1) is not
personal property and will not be removed from the government’s control (see Glossary), except
for the removal of custody taken in accordance with the requirements of the National Industrial
Security Program established under Executive Order 12829 (Reference (t)) or a successor order.
PAS officials may include declassified non-record materials for the purposes of historical
retention to a government repository such as a Presidential Library. Declassified non-record
materials may be removed after coordination and approval as described in paragraph 4c(1) and
section 5 of this enclosure.

(3) PA, FOIA, and Other Statutes and DoD Reqgulations. Information restricted from
release under the PA, FOIA, other statutes, or DoD issuances or policy will not be removed from
government custody, except as permitted under those statutes and issuances.

(4) Working Files. Preliminary drafts and rough notes and other similar working files
are classified as federal records when they are circulated for official purposes such as approval,
comment, action, recommendation and when they contain unique information, such as
substantive annotations or comments that add to a proper understanding of the agency’s
decision-making process or how its mission is accomplished; they may not be removed from
government custody.
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(5) E-mail. The removal of the non-record copy of e-mail will not affect the
government’s ability to invoke certain legal privileges under FOIA and PA. E-mail is provided
to conduct government business and the first priority is to ensure that official record e-mail is
accessible to the organization upon departure of the PAS official or employee.

d. Unclassified does not equal public use. Unclassified non-record materials requested for
removal by a departing official or employee for the purpose of personal use must be cleared for
public release prior to removal. Clearance for public use is recommended for non-record
materials selected for donation, but instructions can be written in the deed of gift. Classified
non-record materials cannot be removed or donated pursuant to References (e) and (1).

e. Any transfer of non-record copies of official documents to any government or private
institution must be effected in writing by a deed of gift or other form of legal conveyance.

(1) The written instrument must clearly explain the terms under which the institution
accepts the papers and the protection they will be afforded while in its care, to include mandatory
restrictions on access.

(2) These restrictions pertain to any of the following: potential violations of personal
privacy; protection of national security information; statements made by or to the donor in
confidence; materials or information that might prove prejudicial to the conduct of the foreign
relations of the United States; and material relating to law enforcement investigations.

(3) Any such conveyance must be reviewed by the GC DoD and the OSD Records
Administrator before the donor signs it.

f. Itis the responsibility of the donor and his or her immediate staff to ensure donated
materials are screened to contain no official agency record copies or other material that cannot be
removed from the government’s control. The donor is responsible for compliance with all
security regulations governing classified information and ensuring that such information is
removed and maintained by the office of record, until it is eligible for destruction in accordance
with the OSD Records Disposition Schedule

g. Non-record copies provided to departing employees to utilize in another DoD Component
or government agency is to be considered a personal use release and therefore a public release
unless the recipient DoD Component or agency accepts them as its record or non-record
information under its control. See paragraph 12a of Enclosure 4 of this Al for interagency
transfer guidance. Employees may not remove official files when they are reassigned or moved
to another DoD Component.

5. INSTRUCTIONS FOR REMOVAL OF PERSONAL FILES

a. The WHS-serviced Components should ensure departing employees:
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(1) Pack personal files in boxes or containers clearly marked as personal.

(2) Delete all personal files on the personal computer (PC) used (e-mail, spreadsheets,
documents, etc.). E-mail and other electronic information that are of record status as stated in
the OSD Records Disposition Schedule are to be captured as described in paragraph 5a(3) of this
enclosure.

(3) Account for all program records created, received, and maintained during their
employment, to include e-mail, record information on collaborative websites or social media
networks, and all record information from their office PC or laptop by printing and filing,
sending to a records management application (RMA), or moving to a designated area on the
network. If the employee occasionally worked from home, the residential PC should also be
considered for review.

(4) Provide access to program records by providing password and location of the records
on the network.

(5) Provide a list of any convenience copies of records they wish to remove to the
immediate supervisor, the CRMO, and the Security Manager for their review and approval.
Removal of complete collections of DoD e-mail is not authorized. This list must be attached to
the applicable forms in paragraph 5b of this enclosure.

b. Completion of the SD Form 821, “Component Records Management Checklist for
Processing the Departure of Presidential Appointees or Senior Officials,” or SD Form 822,
“Departing Employee Checklist,” is required to document the removal of non-record materials.
CRMOs and RLs will retain the forms for the same amount of time as the applicable record
information in the OSD Records Disposition Schedule or when the collection is transferred from
the donor to the recipient institution. Approval for removal of non-record material may be
considered if:

(1) It does not diminish the records of the DoD.

(2) It does not violate confidentiality required by national security, privacy, or other
restrictions on disclosure.

(3) It does not exceed normal administrative resources of the DoD.
(4) It does not affect the DoD’s ability to invoke legal privileges.
c. The OSD Records Administrator or the GC DoD may provide additional guidance to the

WHS-serviced Components, as needed.

6. ACCESS TO DONATED PERSONAL FILES, NON-RECORD MATERIALS, AND
FEDERAL RECORDS. Access to personal files and non-record material donated by an official
to an institution for historical preservation will be in accordance with the instrument of gift
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signed by the official and the institution. The instrument of gift will be developed in accordance
with References (h), (1), (m), and Al 50 (Reference (u)). Access to federal records by former
officials which they originated, reviewed, signed, or received while serving as Presidential
appointees can be granted in accordance with Reference (u).

7. REMOVAL SUBJECT TO A NON-DISCLOSURE AGREEMENT. Only Cabinet level
officials may remove copies of unclassified information or materials not previously released to
the public or with clearly identified restrictions.

a. The departing official must sign a non-disclosure agreement.

b. The former official must agree not to release or publish the information orally or in
writing (paper or electronically) without the written approval of the DoD.

c. Upon request by the Cabinet-level official, the DoD will perform a public release review
of the information. The review may result in possible denial or redaction of the information.

d. The DAOP OCMO serves as the appellate authority to any denials or redactions that may
be contested.
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ENCLOSURE 6

ELECTRONIC RECORDS

1. GENERAL

a. Itis the responsibility of each WHS-serviced Component head and all of the
organization’s military, civilian, and contractor personnel to preserve electronic records.
Personnel must ensure electronic records are maintained, protected, and stored in accordance
with this Al and the OSD Records Disposition Schedule.

b. Electronic information meets the definition of a federal record when it is information
made or received in connection with the transaction of public business and preserved or
appropriate for preservation by an agency as evidence of the organization, functions, policies,
decisions, procedures, operations, or other activities of the government or because of the
informational value of data in them.

c. Electronic records are governed by the same records disposition principles as all federal
records and should be identified as early as possible in their life cycles to ensure preservation.

(1) Electronic records may be created via e-mail, software programs (such as Excel or
Adobe), websites and social networks or they may be converted from hard copy (via scanning)
into electronic format.

(2) These records may also reside in databases or electronic information systems (EIS).
(3) Inthe case of EISs, the program office responsible for the system or database must
incorporate records management requirements as defined in Reference (e) into the system design

regardless of the classification of the data in accordance with Office of Management and Budget
Circular A-130 (Reference (Vv)).

2. CATEGORIES OF ELECTRONIC RECORDS

a. Databases. Databases contain structured data which is centrally managed within the
application. OSD Components must pay particular attention to databases that contain significant
statistical data or information related to policy-making functions, as these may have long-term or
permanent value. Databases must be evaluated for their administrative, legal, fiscal, and
historical value. Information that may have to be scheduled includes: input/source records,
system documentation (codebooks, record layouts, etc.), system outputs, and masterfile.

b. Information Systems. Records generated and created or used by data input personnel,
computer operators, programmers, analysts, and systems administrators. They may include files
required to manage system housekeeping, performance tuning, system usage, login and password
control, system and audit trail files.
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c. EIS. Records generated in systems created to perform mission related functions (payroll,
finance, personnel, acquisition, etc.) and used by office or organizational personnel, computer
operators, programmers, and systems administrators.

(1) These systems are usually identified by a specific name or acronym and contain
structured data.

(2) Information produced by these systems will have to be evaluated for its legal,
administrative, and fiscal values.

(3) The same information that may be scheduled for databases applies to EISs. In
addition, inputs received from other systems or information transmitted to other systems must be
identified and considered as part of the scheduling appraisal process.

d. Electronic Office Records. Records can be created electronically (electronic files) or they
may be converted to electronic files (scanned records).

(1) Electronic files are created using office software, such as word processing, desktop
publishing, spreadsheet and database files; e-mail; electronic calendars; appointment, telephone,
trip and visit logs; finding or tracking aids, and other electronic helpers employed to enhance the
effectiveness of the system. Some electronic files contain unstructured data and usually require a
document management system or RMA to manage them effectively throughout their life cycle.

(2) Electronic files used strictly as backup for paper record copies or containing only
transitory information as defined in Reference (e) that do not document the activities of an
organization, are considered transitory records. Use the applicable file number in the 100 series
in the OSD Records Disposition Schedule for the disposition of transitory electronic records.
The electronic file may be erased when the hardcopy has been generated or when the data is no
longer needed. However, users may elect not to erase certain electronic files, particularly if they
are reusable for later revision of manuals, directives, recurring memorandums, and spreadsheet
models as reference or working copies.

(3) Scanned or digital records are images, printed text, handwriting, or an object
converted to a digital image by a scanning device. When converting official paper records to
scanned images, offices must consider the disposition of the record in the OSD Records
Disposition Schedule. Hard copy records with a disposition of permanent or that are
unscheduled will not be destroyed once converted to a digital image without the approval of
NARA. Scanned images of permanent records must meet the requirements in Reference (e).
Prior to converting official hard copy documents (temporary or permanent), the program office
will alert the CRMO and RPDD of the proposed conversion.

e. Websites. Websites containing record information must be maintained in accordance with
the OSD Records Disposition Schedule. If websites are not identified in the schedule, then they
must be scheduled; see paragraph 12a of this enclosure.
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f. Web 2.0 (Commonly Referred to as Social Networking Sites (SNSs)). Web 2.0
technologies are commonly associated with web applications that facilitate interactive
information sharing, interoperability, user-centered design, and collaboration on the World Wide
Web. Examples include wikis, blogs, and SNSs like Facebook, MySpace, Twitter, and LinkedIn.
These sites should be appraised to determine what records exist and what series in the OSD
Records Disposition Schedule apply.

g. Cloud Computing. Cloud computing solutions enable the on-demand use of shared
resources, software, and information via computers and other devices. Records stored in the
cloud still belong to WHS-serviced Component and must be managed in compliance with this
Al and the OSD Records Disposition Schedule.

3. ELECTRONIC RECORDS MANAGEMENT

a. The management of electronic records is similar to the management of paper records:
Official records maintained in electronic formats (digital photographs, scanned images,
databases, EISs, websites, etc.) must be maintained per the applicable file number in the OSD
Records Disposition Schedule.

(1) If afile description does not match the content of the records, these records are
considered unscheduled and the organization must submit an SF-115 to RPDD (see section 14 of
Enclosure 4 of this Al for guidance on modifying the OSD Records Disposition Schedule).

(2) Store files needed often for the conduct of business conveniently for organizational
access.

(3) Delete files not requiring long-term retention or not needed to document the business
of an organization, such as draft documents, from the storage media in accordance with the OSD
Records Disposition Schedule.

(4) Maintain classified information in accordance with References (1) and (t) and the
OSD Records Disposition Schedule.

(5) Protect personally identifiable information (PI1) under Reference (h) in accordance
with Reference (m).

b. An office that relies only on electronic versions of its files for any of its official records
must have them reviewed by RPDD for potential reappraisal by NARA. Some WHS-serviced
Components may have a hybrid system; e.g., both paper and electronic versions of their official
records. Offices purchasing new systems or upgrading old ones must ensure that records
disposition instructions for the data are incorporated into the system’s design in accordance with
References (e) and (0). Offices must have NARA approval before destroying existing permanent
hard copy records in accordance with part 1225 of Reference (e).
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c. Shared environments do not provide the functionality of a recordkeeping system. However,
through a combination of manual and automated policies and procedures a shared drive can be a
recordkeeping system.

(1) Managing records in shared drives requires intervention which can be successfully
met when the basic guidelines in paragraphs 3c(1) through 3c(5) of this enclosure are followed.

(2) If your agency or organization implements any type of Enterprise Content
Management system or RMA, the office staff must consider the record value of the information
created and received, its classification, and actively manage the records.

(3) Organized information can be easily retrieved; record copies can be easily identified
and managed by the organization. Each office should implement a structure based on the
business process. Basic guidelines for the management of records stored on shared environments
include:

(a) Establish points of contact responsible for shared drive management.

(b) Survey or inventory shared drives to determine the status of the shared
environment (unclassified, classified, Pll, and personal) and identify the records to be managed.
Issues to address are: naming conventions, version control, unprotected folders containing PlI,
access control, and the interfiling of personal, non-record, and official records.

(c) Identify records to be managed by consulting the file plan, organizational and
functional guides, and staff knowledgeable about the organization and business process.

(d) Determine a structure of the shared environment that will be flexible for all users
and protect P1I related records.

(e) Establish a standardized file structure that is aligned with the office’s business
processes. Structure folder and subfolders will be associated with the corresponding records
schedules, including cutoff and disposal instructions.

1. Flat File Structure. Files maintained on shared drives in a manner that closely
replicates the office file plan. This is an example of shared drive organization. In this
arrangement, the first folder level is named after the office; the second folder level contains the
file number, subject, and retention. The third level has the calendar year (CY) or fiscal year (FY)
and destruction date. The latter two levels can be reversed or combined. See Figure 8.

2. Subject Matter File Structure. A file structure where the first folder level is
named after the organization, but the second folder starts with its subject and contains the file
series in parentheses. Subfolders are arranged by year and contain the disposition instructions.
See Figure 9.
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3. Consolidated File Structure. A structured format that displays all offices
within the organization on the shared drive, utilizing either the flat file or subject matter file
structure. See Figure 10.

4. The Hierarchical File Structure. A structured format that replicates the
organizational or command structure. This is an example of shared drive organization. In this
structure each office within the organization establishes file folders based on their hierarchy
within the starting principal (front) office, then each subordinate office. Each subordinate office
establishes a file structure based on the office file plan and year of creation (CY or FY). See
Figure 11.

d. Establish a standardized naming convention based on how the information is filed and
retrieved (i.e., subject and date), taking into consideration version control.

(1) Files retrieved by date: 20100102_Records Management
(2) Files retrieved by subject: Records Management_01012010

(3) Files retrieved by subject with version control: Records
Management_DraftVl 01012010

(4) Files retrieved by date with version control: 20100102_Records
Management_FINAL

e. Restrict access rights to files containing PII (social security number, home address,
medical information, etc.) to personnel who have a need-to-know determined by an appropriate
local authority.

f. Use the document properties option to add metadata tags, including at a minimum the
office of origin, file code, key words for retrieval, author, date, and security classification (if
applicable).

g. Work with the organization’s IT professionals to develop and implement software
migration plans to:

(1) Prevent the unauthorized access, modification, or deletion of declared records, and
ensure that appropriate audit trails are in place to track use of the records.

(2) Ensure that all records in the system are retrievable and usable for as long as needed
to conduct agency business.

(3) Develop procedures to migrate records and related metadata to stable storage media
and sustainable formats.

h. Maintain permanent records in formats pursuant to NARA requirements in Reference (e)
and identify clearly to prevent inadvertent deletions. Permanent electronic records must be
identified to the CRMO and RPDD for pre-accessioning to NARA.
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Figure 8. Flat File Structure
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Figure 9. Subject Matter File Structure
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