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ANNEX Q (OPERATIONS, PHYSICAL SECURITY AND FORCE PROTECTION) to
LOGCAP CONTINGENCY SUPPORT PLAN

REFERENCES. See ANNEX N, Appendix 4.

TIME ZONE USED THROUGHOUT THE PLAN. Iiaq.
TASK ORGANIZATION., See ANNEX A,

1. SITUATION. See Bazse PLAN.

a. General. BRS Secawity operates under the premise of tlreat avoidance through early detection.
eatly warning, proper planning and education. Thiz philozophy has been very successtil for BR.S
ag evidenced by the company experiencing no deaths or zignificant incidents due to hostile
actionz in the Balkans for approximately seven years of operations, or dwing LOGCAP I and 11T
Thiz success iz dne to a multi-lavered secwrity approach that congists of identitving the threatz to
our personnel and operations. developing plans to accomplizh the mission without overexposure
to the threatz, educating o emplovees to the threatz and sulnerabilities, and by providing
emplovee training to mitigate the threatz. This proactive approach to security has proven
succesztul in munerons operations and will continue be successtil during futme deplovinents.
The pwpose ofthiz Secwrity Annex is to establish procedres that will azswe safe and zecure
sites, tlms assunng successtul mission accomplishment. Az the project becomes more defined
and in-comtry conditions change, this plan will be updated az needed.

1) General Security Tasks.

(a) The protection of emplovees, including subcontractors, from acts of terrorism, criminal
activity, protection fiom the former warring factionss and the protection U.S. Govermnent
property that will be entrusted to BRS.

(b)y Implement a badge system to confrol access to LOGCAP EVENT facilities.

(¢) Implement control measures. which detect and deter pilterage.

(dy Provide guard postz, roving patrols and access confrol.

(e} Obzerve local laws az well az owr own security policies and procedures including the U.S.
Armny'g General Order £1 az directed.

(f) Worlk in cloge coordination with 1.5, and Allied Military Police connterparts and host
nation law entorcement.

(g) Secwnity departiment emplovees shall meet all secwity force assessment and selection
qualification standards.

(h) Prepare special orders for each gnard post and roving patrol
(i) Inthe event an armed force (smhcontractor) iz required. training and the mles of

engagement tor emplovment of deadly force shall be reviewed and agreed to with the
prime confractor. Declassified by OUSD Policy on 8 May 08
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(j) Unexploded ordnance (UX ). landmines. antiperzonnel mines and other tvpes of
mmnitiong shall be cleared by the client’s Explosive Ordnance Detachment (EOD), or if
the client iz nnavailable, BRS shall contact a qualified subcontractor for the purpose of
clearing (malking safe) a given device.

L. Unfriendly Situation. Within the EVENT area there are groups that may pose a significant
danger to the BRS project and itz emplovees. It iz vital to protect BRS employees and operations
from the following threatz: kidnapping, assassination, civil unrest, sabotage and espionage.
Additionally. BRS emplovees will face constant threat of exposnre to mines, booby-traps and
mexploded ordinance (UXO). The tvpe and level of theat mayv vary from =ite to site. Security
measnres fhall be implemented to meet the asseszed threat level at each zeparate location
Implementation and/or changing of secwity policy, procedwes or divectives shall be
accomplizhed through close coordination with Project Management and the client.

c. Friendly Situation. Thiz Annex addreszes the zecunity aspectz of the BRS Oil Production
Restoration Team. BRS will establish base camps for which seciuity mmst provide protection. In
gome cazes, BRS may be collocated with client elements and theretore will utilize the client’s
capability to provide physical and force protection for BR S baze camps. In other cases, BR S may
extablizh bage camps in izolated locations zeparated from fiiendly forces. BRS CSP perronnel are
considered members of the EVENT FORCE and. as such. depend heavily on the U.S. military to
provide a response force to suppress adversaries that might otherwize overpower our izolated base
camp protective forces,

d. Assumptions.

1) The wnemploviment rate for local nationals iz very high in the EVENT area.

2y Unemploved local nationalz (including a large mumber of ex-military personnel) pose a
significant threat to BRS operations and personnel.

3) The client provides all force protection for BRS personnel, equipment and facilities mmtil such
titne BR.S obtaing a subcontractor (ag directed by the client) to provide armed gnard services,

4) Applicant screening of potential Host Country National (HCN) and Third Country National
(TCN) emplovees shall be accomplizshed by the client. BRS will assiume screening
responzibilities as directed by the client.

5y BRS perzonnel always reside overnight ingide a protected base canp.

6) The BRS Secmity Manager iz a member of the EVENT FORCE Anti-Terrorisim/F orce
Protection Working Group.

2. MISSION. See Bazse PLAN.

3. EXECUTION. See Baze PLAN.
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a. Concept of the Operation. BRS, on order of the Procuring Contract Officer (PCO). provides
marmed phvsical secunity services and anmed Anti-Terrorisim/Force Protection (AT/FP) services
to protect a Confract Force of up to 5.000 personnel in the EVENT avea. dizpersed to a nmnber of
izolated sites.

1) BRS will plan. deplov. repair and hand-off operations In Accordance With (TAW) instructions
given by the PCC. This natural progression will be conducted in fowr Phazes. Once the client
gives BR.S the approval to deploy, BRS Security will participate in the advance tean to
determine the secunity and force protection requirements. Deplovinent beging in Phase IT and
confinues to be refined and capabilitier developed throunghout the remaining phases.

2y BRS planz to immediately establizh a logistical base to support operations. Ax the support
capability iz establizhed in country, BRS will establizh forward camps/sites to support the
mission, These zitex will be stand-alone and 11 some cases. may be collocated with military
itz In all cases, the BRS sites will be self-sustaining withont midne security support
requirements placed on the military. Where anmed security is required on a 24/7 baziz, RRS
will subcontract with an intemational secuuity company to provide armed gnards at the BRS
baze camps and designated worltzites az required.

3) Due to the limited capability to defend omrselves fiom large numbers of organized and armed
adversarier, BRS will depend on the U.S. Military to provide a Quick Responze Force (QRF) to
rexpond to crizis zituations that exceed the BR S armed guard capabilities to the BRS camps and
worlsites.

b. BRS Camp Locations:

1) Camyp #1, located at the North Rumailah il Field will be the main logistical base which will
process personuel, supplies, and equipment to accomplizh the mission thronghont Iraq. This site
will be staffed by Amernican Citizeng and a limited nmunber of local national personnel for
administrative, labor, and zecmity responsibilities. Al HCN and TCN perzonmel will have a
ditect supervizor who is an American Citizen.

2) Camp #2. located at South Rumailah Oil Field will be an operational camp with specialized
teams of expatiiates directly performing the restoration miszion within a designated operational
area. All engineering, logistical and secimity services will be provided by American Citizens and
asmall statf of HON or TCN emplovees.

3) Camp £3, located at Al Fawl Oil Terminal will be an operational camp with specialized temmns
of EXPATS directly performing the restoration mission within a designated operational area. All
engineering, logistical and secunity services will be provided by American Citizens and a small
statf of HCNg or TCNs.

4y Camp #4. located at Kirkule (il Field will be an operational camp with specialized teams of
EXPATS directly performing the restoration mizzion within a designated operational area. All

engineering, logistical and security services will be provided by American Citizens and a small
statf of HCNg or TCNs.

) Camp #3. located along the Irag-Turkey Pipeline will be an operational camp with specialized
teams of expatiiates directly performing the restoration mission within a designated operational
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area. All engineering. logistical and secwity services will be provided by American Citizens and
a small statf of Host Countiv Nationalz (HCH).

¢. Becurity Tasks Duties & Responsibilities:

1) BRS will provide a 24/7 tull range of seciuity and force protection services including, but not
Limited to, phvsical security, access control, and static and roving secwity guards, supervizion
and training for RRS unarmed secuity guards.

2y BRS will require that the subcontractor provide appropriate training tor their avmed guards.

3) BRS will provide the logistical support including vehicles, equipment, supplies, perzonmnel,
administration, and zecurity management required to establizh and maintain a physical security
prograin,

4) BRS will provide itz own security for inztallations, storage locations, Ammunition Supply
Pointz, and Customs Sterile Areas not controlled by the CENTCOM. BRS will depend on this
to provide quick rezponse forces (QRF) when the threat exceeds BRRS capabilities.

5) BRS will establish and maintain the installation physical security programs TAW AR 190-13,
The Army Physical Security Program, FM 19-30, Phvsical Secwiity, and BRS SOPs.

6) BR S will azzign responzibility to provide overzight of the sub-contracted armed guard forces to
the BRS Project Manager's Secwity Management Office. The guiding principles for
emploving the Armed Guards ave bazed on the threat and perceived vulnerabilities.

7} The BRS Secamity Manager will coordinate support and operational actions with the
CENTCOM J2/S2/PMO Comter Intelligence/CID and their appropriate stafts, and if required.
with the Embassy RSO and Host Nation security personnel.

8) Physical zecwmity will be both passive and active, and with the primary focus on preventive
measures,

9) The BRR S Secmity Manager will focus on the protection of perzomnel, work sites/facilities, and
GFE/GFP. The phvsical secmity procediwes will address all aspectz of imanthonized access
vandalizsm. pilferage. larceny. sabotage, avson. damage from natural canses, and abuse. The
BRS Security Manager will coordinate with the J-2, G-2 or 5-2 staff, az appropriate.
concerning the possible threat of terrorist! citminal activity and other force protection 1isks.

1) BRS phyrical gecurity activities will be proactive. Action will be talken to increase threat
vigilance, and enswe vigibility of the Guard Force. Preventive and paszive measres, nse of
identification badges, restricted access. locking of facilities, key control, identification of
vilnerable areas of entry and exit, and contimiing review of fence/barricade locations will be
taken, as appropriate. to eliminate potential security shortfallz. BRS will angiment preventive
and passive measures with active measures.

11) BRS Guard Force Supervizors and other designated personnel will stress the importance of
secwity by frequent inspections and by taking immediate corrective action to address
phvsical zecrity deficiencies. Repeated or intentional violations of physical zecurity
procedhres will be canse for imimediate termination of emplovment.
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12) BR S zecmity gnard techniques will range from physical prezence and limiting access to
facilitiex through actual use of torce az applicable bazed on specitic command ROE. The use
of force will be limited to the minimmn required to prevent bodily harm or damage to or loss
of facilities or equipment. Deadly force will only be uzed when the life of a gnard or another
perzon iz in danger, but always in accordance with ROE.

13) BRS will maintain internal safeguards of equipment and supplies through stiict adherence to
supply accountability and proper inventory procedures.

14) BRS Guard Force personnel, when required by the Delivery Order, will confrol access to
dezignated installationg, base camps, storage facilities, customs holding areas and material
storage areas. The BRS Security Manager will establizh identification passes. as required by
the task order. and in accordance with AR 190-13, AR-640-3, orlocal directives. Access
points for each BRS zecured facility will be controlled by the BRS Secwity or designated
Guard Force personnel. Access control will be accomplizhed tlhwough zearch of vehicles,
perzomnel, and containers prior to entry into the facilitiex. Guard Force perzonnel will alzo be
prepared to excort vigitors in restricted areas.

15) The BR S Secnity Manager and the Gnard Force Supervizor at each location will be
rezpongible to ensmre all BRS subcontracted secmiity personnel receive appropriate training
for the tasks to be performed.

d. Tasks to BRS Elements.

1) Specific tasks to BRS elements are dependent on the directions contained in the Notice to
Proceed (NTP) received from the PCO. See Paragraph 4 of this Appendix. Regional and Area
Commander-specitic plans should addiess these tasks in a detailed faslion. In general terms,
the following applies:

a) At NTP, the BRS will establizh a 24-hour Iraq Crperations Center to serve as the nerve
center for all activities and to comimmicate with the BRS Advance Team. The Advance
Team will deplov within 72 homs of NTP. The Advance Team Leader will serve as the
mitial on-zite EVENT Project Manager and will establizh contact with CENTCOM zenior
Army Comimander.

Iy During Phage IT1, BRS will be tasked to provide full operational support capability.

Early in the Matwration Phase, a permanent on-zite Iraq Manager may replace the Advance

Team Leader and qualified managers and supervizors may replace the Advance Team if

thev do not remain as the permanent paity.

¢) Phaze IV, Redeplovment. iz the final Phase of the mission. BRS elements will be taslked
to aszist in the redeploviment. transfer, rediztribution, or disposal of supplies and
equipment; and remove or twnover facilities.

e, Planning Factors.

1) Number, zize, and location of designated sites,

2) Host Nation laws, Rules of Engagement (ROE), Task Force directives,
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3) Natwe of conflict and scenario threat range.
f. Protection Program Planning:

1) Proper Protection Program Planning iz essential to the success of thiz project. Protection
Planning iz a key factor in BRS' proven success in high tlweat enviromments. Identifving the
threats and determining where our vulnerabilities allow BES to talke mitigating actions
reducing or eliminating the threats.

2) The Secunity Manager 1z responsible to conduct secuity planning with the intent of developing
a gecurity program that adequately protects emplovees, government and BRS property.

3) All emplovees are fully aware of the need to anticipate possible hostile actions and plan to
rednce their effectz. Emplovees are trained to recognize possible hostile actions divected
againzt BRS operationz, facilities and itz emplovees. All emplovees are required to report any
such suspicions to the Security Manager who will evaluate the information and consider
information fiom all zources to determine a proper comrze of action.

4) The Secuity Manager will cultivate information zources within the community to help
determine the local population mood and to gain advance warning of any planned activities to
be directed against CENTCOM, BRS operations or it2" emplovees. This informal etfort
allows BRS security personnel to anticipate and avoid hostile actions directed against BRS and
its" emplovees, thus avoiding cauzalitiex and propeity damage.

5} The following threat. rizk and vulnerahility analvsiz will answer the questions of who, what,
where and how. With thiz information. the security manager will design a secinity progiain
focused on the most important security 1zsnes, allow for cost-etfective zolutions to secuity
wealmeszes and develop an aggressive security posture that iz proactive anticipating future
threats 1ather than reacting to those that have already occmred.

a) Threat and Risk Assessments:

(1) Tnitial informal Threat and Rigk Asseszments are condncted by the secmity manager
and staft to detenmine valid threats and identity the risks aszociated with those threats.
Agthe CENTCOM tlweat analysiz products become available, BRS secwity will
compare and modity, where appropuiate. the BR S identified threats.

(2) Analysis answers the questions of who, what and identifies the affect of the threats on
operations.

Iy Vulnerability Assessments:

(1) Once BRS zecurity knows the threatz and associated risles, it will then identify BRS
vulnerabilities to those threats. This process allows BRS to focus Limnited resonices on
areas needing the most secity attention. Tlis costz-effective approach to security assmwes
management and the customer that dollars spent on secwity ave vsed wisely and obtains
the most “bang for the buclk.”

(2) Thiz analysiz angwers the questions of where and how.
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5) Visitor Access:

Vizitor access will be lumited to those having a legitinate need for access {otficial
business only). HCN or TCN vigitors must have an appointment with aBRS emplovee
and be approved by the expatriate supervizor. Other visitors can present themselves at
the gate and the guard will notify the perzon being visited that the individnal iz at the
gate. The BRS emplovee being requested and hiz/her expatriate supervizor will
determine if the individual has a legitimate need for access.

6) Bubcontractor Access:

(a) BRS subcontractors will identify emplovees that will wods on the contract and of
those, identify which will require access to the BRS zite. Only those emplovees
identified by the subcontractor as working on the contract and requiring access will
be allowed onto the BRS site,

(b) Subcontractor badges will be issued with an expiration date that comcides with the
confract termination date. The contract will require that all badges izsued to
smbcontractors will be collected and turned into BRS security at the end of the
contract or for each emplovee that iz no longer working on the contract.

7y Personnel Searches:

(a) Perzonnel Searches are standard at each BRS facility. Each emplovee and vizitor is
searched upon entering the facility. These searches focuz on preventing weapons.
explogives and other prolibited aiticles from being introduced onto the BRS site.
Nonnally searches are conducted by portable metal detectors. When it becomes
necessary to hand search an individual they are searched by ~like gender™ guard
perzomnel. Women are divected to a private area where the search iz condncted.

() Anvone found attempting to bring a weapon., explosive or other prohihited article
onto the zite iz immediately identified to CENTCOM. releazed from emplovment (it
a BRS emplovee) and barred from gite access, Vigitors attempting to bring such
items on gite will be permanently barred from site access and CENTCOM notified.

8) Vehicle Searches:

(a) All vehicle searches focns on preventing weapons and other prohibited items from
being mtrodnced onto the BRS zite. Exit searches focus on preventing thett of BRS
and’or EVENT FORCE equipment. supplies. or materialz.

(I Allnon-CENTCOM wvehicles will be searched each time they enter and leave a BRS
gite, CENTCOM vehicler and equipment operated by local nationals will be
searched on each entry and exit. The only exception to this zearch policy iz
CENTCOM velicles operated by U.S. Military Persommel. These vehicles will be
inclnded in the random search just az the BRS vehicles operated by BRS expatriate
petsonnel.

9) Prohibited Articles:

Data Subject to Title Page Restrictions Q-11
Otherwise, Treat as SEERET A5 of 3 December 2002



-SECRET-

P W\

WAM%

s Logistics Civil Augmentation Program (LOGCAP)
CONTINGENCY SUPPORT PLAN

(a) Prolibited Asticles will not be allowed on a BRS Site af any tune. The exception iz
the UJ.S. Military who may iing weaponz on the BRS site, but mnst be cleared
betore entering the site.

() The BRS gnard force may secire prohibited items until the secunity manager or
coordinator can take possession.

(b) The BRS expatiiate secuuity manager and’or coordinator may hold and secure
prohibited items pending final disposition.

(¢) Below 1z a list of prolibited items that will not be brouglt onto the BRS site.

e Firearms

e Explosives

e Kunives (any size)

e Tape Recorders

e Radios

¢ Tools (perzonal of any type)
e DPersonal Cell Phones

e Transceivers (any tvpe)

e Scanners (any tvpe)

e Any other electronic device
L]

Any item that could be nsed az a weapon or listening device

Any deliberate effort to bring the above items onto the site will result in the items being
confizcated and not retuined to the individnal.

h. Security Identification System:

1) BRS issnes all itz emplovees a picture ID that identifies them as our emplovees. This ID is wom at
all times and in plain sight when the emplovee iz on duty. Should the EVENT FORCE provide
other identification. emblems. or patches. these will alzo be wom at all times and in plain sight
while accessing EVENT FORCE facilities. These emblems and patches will be retwned to the
BRS Secmity Manager upon an emplovee’s contract termination,

2y Admittance of perzons on EVENT FORCE controlled facilities requite they be on official business
and have positive identification.

3) BRS Secnrity processes, igsues, and controls permanent identification passes for BRS perzonnel
and subcontractors.

4) BRS bhadges will be replaced with a new badge containing a new tormat when 10 percent of the
izsued badges have been lost or at the end of five vears, whichever occurs first.

5) The BRS badge will be of a format design approved by the EVENT FORCE and will reflect the
clearance level and category of the individnal

6) All badges will be mumbered for accountahility and reflect the BRRS department in which the
mdividual iz azsigned.
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7} BRS secwity badges ave U.S. Goverment propeity and acconntable items. Badges will be
retumned to BRS Secwity when emplovees terminate emplovinent.

8) When a subcontractor’s employvee terminates emploviment, the subcontractor will collect the BRS
badge and returmed it to BRS Secuuity.

9) When the subcontract is tenminated. the subcontractor is respongible to collect all badges and
retmn to BRS Secwity before the contract will be considered complete.

10y Subcontractor badges will have an expiration date placed on them retlecting the end date of the
contract.

11y All emplovees, subcontractors and visitors will display their security identification badge at all
titnes while on BRS or CENTCOM property or leased facilities. This badge mmst be displaved on
the fiont of the body and abowve the waist.

12) It a significant change in facial appearance takes place. a new photograph will be requested by the
individual, supervizor, secuity official, access control personnel, or protective force perzonnel.

13) Protective Force perzonnel are authorized to confizcate faded. wom. damaged or hbadges that no
longer reflect the actual appearance of the individual.

14) Managers will retrieve passes from emplovees who are suspended from worlk and deliver them to
the Secwity Coordinator.

15) emplovees entering CENCOM facilitiex, who have forgotten or lost their identification pass or
badge, may be provided a short term (one day) pasz or badge by the protective force at the
maimed accesz point where the emplovee iz attempting access. Tliz iz only after the protective
force verifiex emplovment and clearance level by checking with BRS Security and the individnal
hag provided another form of picture identitication, such as a Drivers Licenze, Military ID. or
Pazzport.

16) Emplovees will immediatelv notify zecnnity personnel at the nearest access control point and BRS
Secwity when apass or badge iz discovered mizzing.

17) Perzonmnel issued security identification badges must protect and mamtain their secmity badgesin
good condition.

18) Secwrity badges will not be nsed for “Ice Scrapers.”™ Such use and repeated replacement will result
in the emplovees’ manager being notitied of the abuse.

19y Secwrity will notify the System Administiators when they become lmowledgeable of a card being
lost.

20y Card System Administrators will delete the card access for lost cards upon notification by BRS
Secwity.

21) Emplovees who have lost a secwity identification badge will report to the BRS secwity and
request a replacement.
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22) Emplovees will be required to fill out a lost badge report for tracking/trending.

i. Personnel Protection:

1) It iz eszential for mizzion accomplishment that BRS personnel be protected from the threats and
other hazards inthe operational area. The anticipated hostile envivomnent will dictate that BRS
perzonnel remain overnight inside a protected baze camp and be afforded lodging and food.

2y Medical services will be provided for those BRS emplovees that contact local medical problems.
Medical treatment will be provided for stress related to long family separations. These essential
services assure amentally and phvsically healthy workforce to accomplish the mission.

a) Threats to BRS Personnel: BRS zecmity haz identified the following zecurity related threats
az valid for the Traq operational area and there presence conld impact mizzion accomplizhment.
No priority has been establizhed for the identified threats, therefore, a tlweat analvsiz must be
conducted immediately upon notification of deplovment

(1) Unexploded Ordinance is the most likkely threat to the BRS personnel. There are a nunber

@

of different tvpes of unexploded ordinance that we expect to encommter in the Iraq
operational area. The most common item expected to encomnter 13 the Eastern Block Mine.
There are a mumber of these ranging fiom antipersonnel to antitank mines and they vary in
welght from a few ounces to over twenty pomndsz. BRS emplovees will be tamght to expect
to encounter these threats and to never touch or attempt to move a suspected mine.

There will likely be unexploded bombs that have not been located by Explosive Ordinance
Dizpogal (EOD) perzomnel. These hombs appear oblong weighing from a few hundred to
thouzands of pounds. These are likely to be of Western manufacture and will be olive
green in color with black or vellow writing. These unexploded bombs will malke a small
crater on entry and often reemerge from the ground from 3 to 10 meters from the entry
point. This iz a very dangerous situation becanse this leaves the detonator pointed up and
they are fully avmed. The least vibiation or impact with the bomb could set it off. BRS
emplovees will also be inztructed to not touch or attempt to move any of these items.

(3)Unexploded Artillery and Mortar shells are likely to be dizcovered by BRS personnel az

theyv perform their mizzion. These could be of Eastern Rlock or Western manmfacture.
These are alzso oblong and will weight from ten to one lnndred ponnds. Again they could
be slightly below the swtace m a tenmeter rading from the entry pomt. They are not as
likely to resmitace ax the bomb becanze of their angle of impact and that they are spinning
to fonn a gyro effect, which tends to maintain a straiglt trajectory.

(4) Booby-traps are very likely to be found by BRS perzonnel as they are performing their

work. These come in many sizes. shapes and are initiated by a wide vaniety of devices.
Normally they are made to look inmocent by disguizing them to loolk like something else or
hiding them so the victim will inadvertently set them off by some seemingly inmmocent
action. The most common initiator is the tiip-wire. However. they can be initiated by
pulling or releasing a tannt wire, applyving pressure or releasing pressie. Releasing
pressure iz the most devions becanze normally something of value iz placed on top of the
releaze device and it activates when the victim removes the item of value.
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(%) Assassinations ave likkely to ocomr with BRS emplovees becanze of our association with the
CENTCOM. Military trained local nationals may see hiz/her only recowmse to continne
fighting iz to become a terronst and condnct assagsinations on CENTCOM, This group of
perzormel wonld most likely have zome markszimansghip and possible zome explosives
traiming, Thev could assassinate by long distance shooting or zetting booby-traps or
cominand detonated mines. Weapons and explosives will be readily available in counfry
and pose no problem for a local national to acquire.

(6) Kidnapping iz also alikely ocomrence. To capitalize on the political mileage gained by
publicly kidnapping and demanding rangom for an American would continue to meet most
terrorist objectives, especially when there 1z no intent to release the individnal. These types
of actionz can often have an atfect on the American People that far outweighs the logical or
expected ontcome. The perception of an unbeaten organization would certainly prove
beneficial to some local nationals.

(7 Assaults on BRS personnel ave likely should the individnals be in mnzafe areas alone. Most
azzanlts occw on lone individnals who are m areas that are known to support this type of
activity. Becanse of the zenzitivity of BRS emplovees suppotting the customer, thiz could
be uzed to show other local nationals that the U.S. iz not all powertul.™ There are a
munber of poszible motivating, factors that would initiate an Aszanlt. BRS personnel must
be conzcions of these and always act in a mature and prudent manner.

() Employee Protective Measures:

(1) Most BRS protective measures demand comimon sense and prudence to avoid becoming a
victim.

(2) BRS personnel should travel in pairs when inteitacing with local nationals in their areas,
homes. or restanrants.

(3) When at work sitex and traveling between. alwavs be conzcions of yvour smromdings and
never tonch or attempt to move objects that may be mexploded ordinance or hooby-traps.

(4 Alwavs be aleit to perzonnel approaching vou and attempt to determine eatly on, if they
are armed.

(% Watch the local nationalz, especially the cluldren. as their actions may indicate when
gomething iz about to happen.

(6) If vou zee indicators of unlawtul activity or are uncomfortable in an area, restanrant, or
Just walking on the street, then get out of the area as quickly as possible.

(%) Don't zet patterns. It iz mmch move difficult to target someone moving in a random
manner than zomeone who tollows a pattern.

(8) Report auy suspicions activity to the BRS Security Manager. He will have a way to check
ont the sitnation and alert the anthorities of the possible unlawtul activity.

(¢) Employee Security Training Requirements:
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(1) Each BRS emplovee will receive extensive indoctrination training betore deplovment to
the operational area. This training will include local customs. what support/help can be
expected from local anthorities and any identified adversary groups operating in the area
and their MOs.

(2) Each BRS employee will be given an amual secmity education and awareness class and
OPSEC clagz. These subjects are identified in move detail below.

(3) Emplovees will be trained in secwmity procedures and responsibilities. This training will
vary fiom site to site depending on the =ite lavout, threatz, and the specific security
requitements for each site.

i. Personnel Security:
1) Pre-employment Investigations:

a) BRS will prezcreen potential employvees for this contract before subimitting them for a zecunity
clearance.

) BRS will not submit their clearance paclkets until their pre-emploviment zcreening has been
successtully paszed.

¢) To the extent possible, BRS will anticipate attrition of cleared perzonnel in advance, and
submit clearance requests to CENTCOM for the anticipated replacement.

2) For all Sensitive Positions, managers will:

a) Azsure that the potential emplovee iz aU.S. Citizen. Acceptable documentation is a 7. S, Bith
Certificate, U.S. Paszport or Naturalization Certificate.

) For senzitive positions, BRS reviews the emplovee records to ensure the potential emplovee
meets BRS employvment standards. The basgic standards ave; U.S. Clitizen and no derogatory or
m-adjudicated information dizcovered fiom the pre-emplovinent screening.

¢) Advige and submit the request packet to emploviment services of potential emplovees who are
selected for emplovment that will require a pre-emploviment background investigation.

d) Submit the personal biographical information to Perzonnel Security and request a pre-
emplovment investigation be conducted. This process iz to asswe the highest possibility ofthe
individual being able to obtain a zecurity access anthonization if hived

e} Once the favorable pre-emplovinent investigation is returned and the potential emplovee iz
approved for emplovment by the Secmity Department. the hiring manager will azsure the
emplovee subimits hiz'her clearance packet to zecurity for processing.

(1) The clearance packet will consist of the following:
(a) Form 4311

(b) SF-86
(¢) FRI Fingeiprint Card
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(1) Fair Credit Reporting Act Release Form
(2) Not Recommended for Hire Guidelines:

(a) The determination of hire will be based zolely npon the circiumstances and records of
each applicant’s case. The following conditions would generally result in a"Not
Recommended For Hire™ detennination

(b) The applicant cannot prove eligibility for lure. either by proving U.S. Citizenship or by
providing other acceptable docimentation as required by Inmigration and
Natwralization Lavs,

(¢} The applicant iz coarently on parole or probation for a felony.

() The applicant”= testz confinmed " positive™ on the pre-emplovment Urinalyzis Diug
Screen or refitzes to submit to same.

() The applicant has refirzed to talke the polvgraph as required under the contract.

(fy The applicant deliberately omitz or misrepresents material facts in the employviment
application, Secuity Supplement. Questionnaire for Sensitive Positions. or other
related documents.

(g) The ~deliberate omiszion of material facts” iz the apparent willful misrepresentation of
facts to secure emploviment. Tliz includes. but iz not limited to, the following:

e The omission of one or more convictions of criminal law offenses.

e The omizsion or misrepresentation of the tvpe of discharge received from the
military service.

e The omission or misrepresentation of facts regarding the reason for leaving a
previous emplover.

e The omiszion of aliazes or other names nzed over a period of time.

¢ The omiszion or rearrangement of emplovment history or residence addreszes.

¢ The misrepresentation or falzification of statements concerning their level of
education. training, or work experience.

e llicit diug vse or excessive nse of alcohol

e Izmnes that raise questions concerning the applicant” = lovalty.

e DMental Ilness or Condition ciurently under treatment or previonsly received
treatinent for a mental condition which canses or may canse a gignificant defect in
mdgiment and/or reliability.
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j.-  Subcontractor Procedures:

k.

1) BRS subcontracts will include the requirement to meet all BRS and CENTCOM secuity
requirements and to follow all security policies and procedures.

2) Failure by the snbcontiact company management and/or its” emplovees to follow or to deliberately
dizregard those policies and procednres will be grounds to terminate the contract. Based on the
gituation, individnal subcontract emplovees may be denied finther access to BRS and CENTCOM
facilities.

3) For subcontractors to receive a BRS subcontract badge. the BRS contracting officer mnst submit
the names of the subcontractor who will require a badge for access to the BRS zite. Only those
personnel who require access to perform their mission will be izsved a badge and atforded access.

4y The subcontractor emplovees will only uze the izsued badges to access BRS and CENTCOM sites
i relation to their official dnties outlined in the subcontract. Access will not be attempted for
other reazonz such as marketing their company or =kills.

%) The subcontract will require that when a subcontractor emplovee terminates emplovee or is
reaszigned to other work, the subcontractor management iz rexponsible to collect and return the
emplovees badge to the BRS Secwity Manager, This will include any badges issued the
subcontractor by the customer,

6) The subcontractor must return all badges. both those issued by BRS and the client to the RRS
seciuity manager at the termination of the contract, betore the terms of the contiact will be
congidered fulfilled.

7y BRS contracts will assure that all the above terms and conditions ave appropriately reflected in
each subcontract izsued to perform work under thiz contract.

Reporting Marital Status and/or Name Changes:

1) Anv emplovee hecoming mairied or for other reasons have aname change, mnst report this martal
statuz and/or name change to the security manager. Inmost cases name changes are becanze of'the
change in marital statuz, but zome are for other reasons and must alzo be reported.

2y Marital statug iz normally accepted az alegal commitment between two people. However, this
legal commitment can be establizh between two people by way of "common law ™ Thiz situation
i® known az a common-law marriage and in some states can be establizh by couples of the zame
gex. These "same-zex” comimitments mnst alzo be reported to the Secuuity Manager. Same-zex
marriages in and of themselves will not be grounds to deny a secwity clearance, but will be
congidered az other similar commitiments between couples of different sesx

3) At all times when a nane change occns. the emplovee must report the change to secwity and
receive a new seciwity badge for facility access. Security records will be adjusted to show the new

name.

Reinvestigation Program:
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1) BRS Perzonnel Security will review each emplovee holding a secwity clearance every four vears
from the date of the last investigation to determine if they have a continming need for a zecurity
clearance. For thoze that have a continning need, the SF-86 form will be provided the emplovee
eatly enongh to allow the emplovee to provide personnel zecmity with a completed SF-86 not later
than four and one half vears after the last investigation. This completed clearance request paclet
will be subinitted for reinvestigation on or betore the fom and one halt vear point.

(a) Managers will:
(1) Justify to Personnel Secmity the need for continued clearance on this project.

(2) Allow each emplovee ample time doring norimal working howms to complete the
reinvestigation forms.

(3) Ensmre the emplovee completer and snbimits the required forms not later than 41/2 vears
from the date of the last investigation.

() Employees will:
(1) Legibly and completely fill out all forms in the reinvestigation paclet.

(2) Contact Persommel Secmity to have the reinvestigation paclet reviewed and fingerprints
talcen betore four and one half vears from the date of the last investigation haz elapszed.

m. Reporting Procedures:

1) The BRS emplovees” manager will report to the seciity manager any contacts ag desctibed in
NISPOM within two working davs of highher becoming knowledgeable of such event.

2y Breacher of BRRS Policies, federal zeciwity mles or procedures, or participating in activities that
raise doubt concerning an emplovee s lovalty or eligibility to contime holding a security

clearance could result in the suspenzion or termination of the emplovee’s clearance.

3) Individnals dizcovering what they snepect are wiretapping or eavesdropping devices or any illicit
recording or transmitting device must immediatelv report the specifics to the Secuuity Manager,

4y The individnalz will not dizcnss the possible wiretapping or eavesdropping devices with anvone
ontzide the Secwity Manager mless directed to do so by the U.S. Government CT representative.

a) Managers will report and consult with Personnel Security when an employee:
(1) Has been identified az having a potential diug or alcohol abuze problem.

(2) Iz hospitalized or receives treatiment for a mental illness that may canze a defect in
Judgiment and/or reliability.

(3) Haz been jailed.

() Becomes involved, or iz suspected of becoming involved. in other wrong-doing,
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b) Managers will counsel an employee regarding the:

(1) Need of the emplovee to inform Personnel Secwity in writing of any arrest  and/or Cowt
Judgment.

(2) Posgible impact of an arrest/judgment on emploviment and/or clearance status,
(c) Managers will consider security clearance status by:

(1) Requesting a Management Information Sharing (MIS) meeting between the Personnel
Secwwity representative, and the mdividnaly” manager. This MIS iz only used 1 situations
where the charge iz not severe or az a beginning zowmce of facts to help in deciding
appropuiate security clearance status,

(2) Withdrawing access to claszified data or aveas if charges are waiting final disposition.

(3) Adwvizing the Personnel Secunity persomnel when knowledgeable of a situation that
warrant removal of a secuuity clearance.

(4 Deciding zecurity clearance status after tuial and/or zentencing,
(c) Medical will:

(1) Notify Personmel Secmity when Medic Program Personnel identify an emplovee having
an illness that may impair judgment or reliability.

(2) Relay details to Personnel Secuity when they become aware of chug abuse by an
emplovee.

(3) Dizcnzs with Personnel Secwity when emplovees arve identified as having an alcohol
problem.
() Employees and Subcontractor Personnel will:
(1) Report all awrestz, charges (including those dizmissed), or detention under federal. state,
commty, or municipal laws that oconr diring emploviment or doring access to EVENT

FORCE facilities or areas witlun five working days to Perzonnel Secuity except traffic
violationz with a fine of $230 or less,

(2) Notity hiz'her current manager and Perzonnel Secunity when arrested and/or convicted of
areportable offenze.

(3) Surrender hiz/her identification pass and any government provided identifications. badges.
or emblems when asked to do so bv a secwuity representative.

() Report to Security any knowledge or hint of possible frand, abuse, or other form of wrong
doing.
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(%) Although emplovees and subcontiactors have the option of reporting knowledge directly

to the Inspector General or CID. we encomage emplovees to fivst the incident report to
the BRS Secwity Manager. who will report it to CID.

(6) Report all change in marital statuz to Perzonnel Security.

(e) Testing for Illegal Drug and Alcohol Use:

Mlegal use of diug or abuze of alcohol i not accepted in the BRS worlk environment. This
illegal and abusive conduct iz considered an indicator of poor judgment and grounds to
terminate a secuuity clearance. To azsure that BRS meets itz commitment of providing only
the best and most tiustworthy emplovees that exercize good judgiment to worl on this
contract, each emplovee iz subject to diug and alcohol testing.

() Testing for Cause:

()

@

It iz BRS policy that all emplovees will be free of the effectz of illegal dimgs and alcohol
while performing their duties and rexponzibilities for the BRS and the customer, When a
manager, supervisor, safety or security perzoimel suspect an emplovee of using illegal
diugz or abuzing alcohol they mmst request that the emplovee be tested for the suspected
offense.

Suspicion must be bazed on solid evidence of aberrant behavior or smelling alcohol on

the breath of an emplovee. It iz BRS policy that the operator of a motor vehicle or

equipment involved m an accident be imunediately tested for diug and/or alcohol abuse.

regardless of fanlt in the accident.

(3) Emplovees found to have any illegal dimg or alcohol in their system will be
mmmediately terminated from emploviment.

(g) Random Testing:

(1)

(2)

)

A random diug and alcohol testing program will be established. This program is
administered by the secwity department and testing done by the medical departiment.
Theze tests will be conducted during normal working hours for the emplovee and anv
emplovee found to have illegal diugs and/or alcohol in their system will be immmediately
terminated.

The randommness iz determined by a computer random munber generator which iz
matched with the emplovee number. These emplovees will be identitied by secwity and
their names given to the medical department and the individnal manager.

The manager will excort the emplovee to medical and verify that the test was
adminigered and witness the outcome of alcohol tests. He/she will witness that anrine
sample was taken and that the ~chain of custody” waz followed by medical personnel.
The mine sample will be sent to an independent laboratory for testing,

Those tested personnel with positive results will be immediatelv terminated from
emplovinent.

n. Security Awareness and Training:
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1) Thiz program ig a contiming, compreliensive effort to promote a high level of secuity awareness
among emplovees and encowrage emplovee compliance with zecurity regulations and procedires.

2) Sponzor regulations and procedimes applicable to BRS emplovees are tanght az an integial part of
the " Secwity Education and Awareness Program. Emplovees receive an initial class of instruction
and anmnual refresher tiaining each vear thereafier.

3) BRS fully understands the need to meet customer requirements and commmicated that need to all
emplovees through onr Security Education and Awareness Program. The Security Departiment
conducted randomn anditz of BRS activities to reinforce thiz need and azsure that all applicable
geclLity requirements are met by all emplovees and subcontractors.
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a) Managers Will:

(1) Provide afacilitv/area orientation tor newly azsigned emplovees immediately after they
report tor work.

(2) Assare that the newly assigned emplovee reports to the Secmity Education and Awareness
Coordinator (SEAC) within two (2) dayvs of being assigned and receives a biiefing on
access control. computer secmity, procedures for handling sensitive or classified
mformation. etc.

(3) Ensare that emplovees attend the appropriate schednled Ammal Security Refresher
Rriefing.

() Provide ongoing security awareness activities for emplovees to augment the formal
Security Education Program.

(5) Motivate emplovees to develop and maintain secmity awareness and good secwwity habits.

(6) Inform emplovees in a timely manner of any changes to applicable Secwity Plang and
Procedwes.

() Employees Will:

Attend all required security biiefings and orientations listed below:

o Initial Security Biieting

o Comprehenzive Security Briefing when applicable

o Ammal Secwity Refiesher Briefing

o Foreign Travel Buiefings when applicable

o Tenmnination Briefing when applicable

o Maintam familiavity with BRS seciity requirements and policies.

o Maintain familiarity with applicable Secunity Plans and Procedimes.

(¢) Briefing, Re-briefing, and De-briefing Procedures:

(1) Manyv BRS emplovees will be required to have a zecunity clearance access mthorization
briefing. It covers the requirements for handling, claszifving, storing and transmitting
clagzified information identitied for inclusion in the above Security Education and
Awareness Program.

(2) Compliance with these requirements and standards are mandatory for contractors
working in a clazzified program.
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(d) Initial Indoctrination: As soon as practicable after being approved for access to

(e)

iy

(2

classified information, personnel will receive an initial zecurity indoctiination briefing that
meludes:

(1) The need to protect classified information and the adveize effect on the National
Secmity that could result from vnauthorized dizclosre will be tanght.

(2) The administrative, personnel. plivsical and other procedural security requirements of
BRS and the customer to include those requirements peculiar to specitic duty
AsRigNents.

(3) Individnal classification management respongibilities ag get forth in appropriate
directiver and regnlations to include clazzification/declaszification and marking
requirements.

(4} The definitions and criminal penalties for espionage, including harboring or
concealing personz, gathering, transimitting, or losing defense information; gathering
or delivering defenze information to aid foreign govermments; photographing and
sketching defense installations; unmithorized disclosure of classified information.

(5) The adminiztrative zanctiong for violation or disregard for security procedures.

e A rpeview of the teclmiques emploved by foreign intelligence organizations in
attempting to obtain National Security Information.

e Individnal secuity responsibilities.

Periodic Awareness Enhancement: Each BRS site will establizh a contimuing security
awareness program that will provide frequent exposure of personnel to security
awareness mmaterial. A continuing program may include live briefings, andiovisual
presentations (e.g. video tapes, films, and slide/tape programs), printed material (e.g.
posters, memorandmms, pamplilets. fliers). or a combination thereof. It iz eszential that
current information and materialz be utilized. The program will include the basic
elements az outlined below.

Special Security Briefings/Debriefings will supplement the existing security awareness
programs in the following situations:

() When an individual iz designated as a comier.
(Iy When high nisk situations are present

(¢) When any other situation aiises for which the Project Manager. Secuuity Manager or
designee determines that an increazed level of protection is necessary.

Access Authorization De-briefing:
(1) When a depaitment/ Agency has determined that access to claszified information is no

longer required. final instiuctions and guidelines will be provided to the individual.
At aminimium these hall include:
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(a) A requirement that the individnal read appropriate sectiong of Titles 18 and 30,
U.5.C., and that the intent and criminal zanctions of theze laws relative to
explonage and unanthorized dizclosure be clarified.

(I} The continuing obligation, nnder the prepublication and other provisions of the
nondizclosmre agreement for classified information, never to divulge: publish; or
reveal by writing, word, conduct. or otherwize. to any imauthonzed persons any
claszified information, without the wiitten conzent of appropriate government
officialz.

(¢} Anacknowledzment that the individual will repott without delay to the Federal
Burean of Investigation, or the government agency. any attempt by an

unanthorized person to solicit National Secwity Information.

(1) A declaration that the individual no longer poszesses any claszified documents or
material containing claszified information.

(e} A reminder of the rizls associated with foreign travel and foreign aszociation.
0.  Operations Security:

1) The OPSEC program is neceszary to azsure that the customer classified information iz properly and
appropuiately protected. This program establishes policies and procedures to protect classified
mtormation by educating the emplovees and sensitizing the employvees to possible methods
adversaries use to gain information.

2) Not all efforts to gather information is from another Nation Since the Soviet Brealup, most
efforts to gather information iz for economic reasons rather than political and are mostly condncted
by corporations looking to increase their market share at the expenze of their competitors.

3) Traditionally, BRS has focuszed the OPSEC program on collection effortz by other Nations for
political pruposes. We now have to include company proprietary information in the OPSEC

program ag well.

4y The formal BRS OPSEC progiam for thiz contract will be developed once BRS has entered the
deplovment phaze. The individnal elements that the program will cover ave:

a) OPSEC Implementation Plan.

Iy Development and Maintenance of Critical and Sensitive Information List { CSIL ) and Essential
Elements of Fiiendly Information List (EEFT)

¢) Development of Adversarial Threat Statement:
d) Reporting/ Tracking of Otficial Foreign Travel to Senzitive Countiies:

€) Reporting/ Tiacking of Official Foreign Travel to Non-Sensitive Countiies:
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4. MATERIAL ANDSERVICES.

a. Supply. Secwity perzonnel will require two sets of clothing, boots, and shitts per gnard, daily
rations and in the caze of anmed secunity guards. weapons and ammmnition. Each aumed gnard
should have oneritle with a basic load of amununition and enough additional training amimmiition
on hand to conduct amual re-qualification training. One handgun should be issued to each
supervizor with a bazic load of ammumition and enough additional traimng ammunition on hand
to condnet amnual re-qualification training, Additionally, special items such as portable metal
detectors for screening emplovees and visitors. flashlights. locks. velicles (three per camp).
transcelvers, computers (three per camp). desks, chairs, and conswmable supplies.

I. Transportation and Movements. Each camp requires a minimiun of four vehiclez. One, forthe
on-dnty supervisor, one for emergency operations; response and pogting of guards, one, for
mobile patrols; and one, for administrative fimctions. Depending on the distance of requuired
travel and physical lavout of the caimp. and areas of responsibility. the required mumber of
velicles may increase. (See Ainex I for transportation details)

¢. Field Services.

1) Services provided to BRS,

a) General. BR.S will accomplizh the following:

(1) Establish Liaison with local civil law enforcement agencies wnless ditected otherwise
by the PCOJACO,

(2) Maintain lost and found propeity by recording, processing, and retmning propeity to
ownel(z). or propedly disposing of mclaimed propenty.

(3) Monitor and aszess installed alarmsz and intiusion detection svstems,
(4) Conduct proactive anti-terrorism prograims,
(3) Prepare and submit required incident reports.

(6) Rapidly respond to any incident reported to the security office or patrol by appropriate
TF zowrces.

I} Physical Security Operations.
(1) Access Control. Provide access control for all RRS camps and facilities.
(ay Adminizter the BRS phyvsical security program in accordance with AR 190-13,
The Army Physical Secuiity Program. and Appendix F. FM 19-30. Plivsical

Security.

(b) Protect all persommel, Government and non-goverment property. mateial. and
equipment located at the sites firom wmanthonized use, loss, thefi. access.
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@)

espionage, sabotage, damage, and other incidents in accordance with Rules of
Engagement (ROE).

(c) Control perzonnel and vehicle entry to and from designated entrances in the Rear
Supportt Area and each Forward Support Area. Security will ingpect deliveries
and vehicles in accordance with BRS internal operating procedhmes. BRS will
provide a corrective action report for all findings resilting fiom survevs,
mgpections. Corrective action reports will be provided to the PCO/ACO within
seven davs from the date of the smvev or ingpection. BR S will implement a badge
and pasz svstem to identify and control all military, civilian, BRS personnel and
vigitors to designated sites in accordance with AR 190-13, AR 640-3 and
approved by the PCO/ACO, Nomore than ten (10) percent of issued badges will
be compromized or lost without a badge and pass restaat.

() Provide the PCOYACO with complete identity data on each granted Limited
Access Aunthority (LAA) toinclude the date L AA wag granted. by whom, and
expiration of the LAA

(&) Ensure all L AAg are renewed in accordance with AR 380-67, paragraph 3-403,

() Protect all zenxzitive, controlled, and classified areaz that include Category I and 1T
mmitiong, and clazzified equipment and documents fiom theft, trespass,
expionage, and zabotage in accordance with applicable ROE.

(g) Provide on-site supervizion of the BRS Guard Force 24/7, to include ingpection of
each post. fixed and mobile.

Communications. Installing, operating, and maintaining the security radio net
Goverument Finnished Equipment (GFE). Installation and use of repeaters mayv be
requited to provide commmmnications. The net will meet the following requirements:

(a) Comnzist of base stations, a repeater network az required, and a predetermined
munber of hand-held 1adios. Each station shall be capable of a minimmm of 10
channel operations.

(I Have one mobile radio in each patrol vehicle. The mobile radio will be able to
comimnicate anywhere in sector, if applicable. and any other secwity mobile
radio, hand-held or base station on the primary or alternate frequency.

(¢} The secure base radio station(s) shall operate 247 for control of secmity Forces.

() Provide contimons two-way radio communications with sufficient range to
comimnicate with all posts.

(e} Provide an alternate power somrce for two-way radios. Sufficient fiequencies are
requited to ensure at a minimmn one primary and one baclup frequency.

(f) Provide hand-held radios with appropriate accessories. to include battery chargers,
100 percent spare batteries, belt clip carrving holsters, and - for 30 percent of the
radios, detachable microphones, and ear pieces.
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(2)

)
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)

®)

M

Provide radios with locally reprogrammable chamnelz. Each should be capable of
amininun of ten channels.

Store, inventory, and accowt for the radios and acceszories. BRS will izsue
radios to thosze individnalz anthorized in writing by the Government.

Train all emplovees that use the radios to nse standard 1adio procedures.

Roving Patrols. BRS will patrol designated areas, including all paking lots, by
motor veliicle, or on foot, as required to monitor any unanthorized entry or
evidence of zabotage. Wlile patrolling. BRS will checl all designated gates.
doors, and windows and vismally check perimeter fences for damage or erosion
and protective lighting svstems. If gates or doors are tormd unlocked or windows
open. BRS will notity the gnard supervizor. who will contact the designated
milding custodian. The Guard Supervisor shall determine whether the patrol shall
remain on gite, and immediately notify the BRS Secwrity Manager for that
location. BRS will alzo perform other secuity-related activities necessary to meet
the overall security requirements.

Respongze to accidents and reports of crimes, to include First Aid (if required).
protection of the crime scene. apprehiension and detention of suzpects, obtaining
mformation from victims or witnesses. collection of evidence and processing of
appropriate forms and reports. When neceszary tor off-installation investigations,
fimetions will be performed m conjunction with Military Police.

Investigate crimes affecting GGovermnent property.

(m) Complete formal reports on the results of investigations conducted.

()

(0)
®

()

Collect, preserve, and safeguard evidence that may be nsed during comrtz-mantial,
civil comts, or board proceedings.

Recover stolen propenty.

Provide EVENT protective zservices, when divected by the PCO/ACO,

(3) Training.

BRS will provide all guard zervice perzonnel the minimmm training in the below
listed areas prior to zecurity post assigment:

e Mizzion and function of gnard service operations. Purpose and duties of
guard services,

e Post orders. Understand general and special orders provizions of the EVENT
SECIItY Process,

e Identification Badge Svstem. Emplovee badge. visitor badge. and vehicle
pass,
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Protection and trangportation of engitive equipment.
Security gnard anthotity to apprehend. detain and search.
Rulex of Engagement (ROE) az prezciribed for specific locations by
mdividual task orders issned under this contract.
Radio procedwres.
Methods of detection of pilferage. sabotage, expionage and other criminal
acts.
Bomb threatz, zearch methods. plans and evacuation of buildings.
Civil disturbance and 110t control. Protection of personnel and property.
Contingency planz. Responge to hostile zituations, tactical response, and
terrorist activities.
Inferpersonal comimuication skills,
(In  Refresher Training. Each secuiity gnard and supervizor will receive tlwee hours
of refiesher training each month thronghout the duration of the EVENT.
Completion of training will be ceitified in writing by BRS after Government
review,
d. Maintenance. Maintenance zervices required for gnard service support. Minor and major

e,

maintenance (Level —10) will be performed by BRS guard service personnel on all azsigned
equipment in accordance with Army Regulations and manufactrer’s instiuctions.

1) Initiate all worl requests on a DD Form 2407/5304 to the Engineering Section for required
repaits/replacements.

2y The principal zecwrity officer at each Forward Support Area and the Rear Support Area will
maintain a Work Request Log. The log will inclnde the request action, the time and date
requested, the perzon making the request, a control number, and the date the worle was
satizfactorily completed.

Personnel. BRS will provide fully trained personnel for all guard service operations.

f. Uniforms. BRS zecurity perzonnel will wear a distinctive muform readily distinguizhing them

g. Miscellaneous.

from other contractor and military personnel. Uniforms will be finnished by BRS.

(1) Reports. BRS will maintain individual guard shitt activity smmnaries and daily journals,

BRS will prepare and submit full reports of incidents considered secmity breaches. violations

of administrative regulations, or special instructions asg zet forthin Armyv EVENT General
and Special Orders. Violations of AR 190-11. AR 190-13. AR 190-40. AR 190-30. and AR
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190-51 shall be reported immediately to the guard supervizor and telephonically reported

designated in AR 190-40 for serious incident reporting. BRS emplovees will immediately
report intrusion or threat of intrusion to installations to their supervizor,

(2) Safety.
(a) BRS will enswe all emplovees are thoronghly familiar with om Satety Program Plan and
the operating procedimes and safety precantions az stated in the Manufacturer's

Instructions for each piece of equipment operated.

(Iy Accident Reporting. A BRS Record of Injmy will be prepared immediatelv upon
occmrence of a job-connected injury and forwarded to the BRS Safety Officer.

(3) Quality Control. The BRS Secwity Manager will prepare a Delivery Ovder quality control
checllist that will zerve in conzonance with BRS" Quality Control Plan,

5. COMMAND AND SIGNAL. See Base PLAN and ANNEX H
ACKNOWLEDGE

BRS PGM. LOGCAP
OFFICIAL:

RRS D/PM
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APPENDIX 1 (OPERATIONAL SECURITY) to ANNEX Q (PHYSICAL SECURITY) to
LOGCAP CONTINGENCY SUPPORT PLAN

REFERENCES. See ANNEX N, Appendix 4.

TIME ZONE USED THROUGHOUT THE PLAN. Irag
TASK ORGANIZATION., See ANNEX A,

1. SITUATION. SeeRase PLAN.

2. MISSION. See Bage PLAN.

3. EXECUTION.

(a) Project General Manager's Intent: Az aprinciple civilian contractor providing planning and
operational support to our Nation's military, BRS haz an innate responzibility to protect classified
and mclazzified information, thereby denving adversaries (or potential adversaries) itz use in
carrying out their plang for hostile actions against U8, interests at home and abroad. Working
hand-in-hand with PM LOGCAP. we will implement the OPSEC process for the BRS operations
in Iraq. train all emplovees, and institute continual evalnation criteria to ensure owr procedures
remain eftective and reasonable. We will look at ouwrselves through the enemy's eves to
determine how we need to adjust omr behavior in denving critical information to adversaries. In
doing zo, owr own operational effectiveness will be enhanced and owm contributions to the success
of any operation we support will be maximized.

(b) Concept of Operations. BRS operational plammers will uze the OPSEC process with the support
of the Corporate Security Office and 1 close coordination with other compainy staft elements and
supported military organizationz. BRS. in conjmiction with the CENTCOM and PM LOGCAP.
will identify indicators that contribute to the loss of critical information and tale action to deny or
control the availahility of those indicators to an adversary. OPSEC measimes implemented will
compliment physical, information, signals computer, commmmications, electronic and other
geculity measules to ensure a totally integrated secwmity package. OPSEC iz a continal
requitement with changing parameters based on identified threats and locations. Each task order
and/or support requirement mder the LOGC AP contract will require evaluation and aszessment
of OPSEC requirements. BRS will ntilize the OPSEC Process to determine how adversaries can
be expected to derive critical information and to deny or control the availability of this
mformation to them. The process consists of the following actions:

a. Identification of Critical Information.

While planning for the accomplislunent of a task order, BRS will seek to identify the
questions that we believe the adversary will ask about fiiendly intentions, capabilities, and
activities. These questions are the eszential elements of fiiendly information (EEFT). Critical
iformation iz a subzet of EEFI. It iz onlv that information that iz vitally needed by an
adversary, Identification of EEFT iz important in that it will allow ns to focus the remainder
of the OPSEC process on protecting vital information rather than attempting to protect all
mtormation
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(1) Analyziz of Threats.

BRS plannerz, with approval of CENTCOM., worles with the intelligence and
comterintelligence statfs of the supported units, seeking answers to the following
questions.

(a) Who iz the adversarv? (Who haz the intent and capability to tale action against the
plammed operation or to pose ahostile threat of any kind?)

(b} What are the adversary's goals? (What does the adversary want to accomplizh?)
() What iz the adversary’s strategy for opposing the planned operation?

(d) What critical information does the adversary already lenow about the operation or
target? (What information is it too late to protect?)

(&) What are the adversary's intelligence collection capabilitiez? (Will require
cooperation and support of PM LOGCAP and supported CTNC)

(2) Analysiz of Vulnerahilities,

Thiz step in the OPSEC Process requires an examination of each aspect of the plaimed
operation to identity anv indicators that could reveal critical information and then
compating those indicators with the adversary's intelligence collection capabilities
identified i the previons action. Vulnerabilities exist when the adversary iz capable of
collecting an OPSEC indicator, carrectly analyvzing it. and then taling action. BRS will
work with supported units” intelligence and counterintelligence statfs to obtain answers
to the following questions:

(a) What indicators (fiiendly actionz and open somce information) of critical intormation
not lnown to the adversmy will be created by the friendly activities that will result from
the plammed operation?

{(b) What indicators can the adversary actually collect?

(¢} What indicators will the adveisay be able to nze to the disadvantage of friendly
forces? (Can the adversary analyze the information. make a decizion. and take
appropuiate action in time to inteifere with the planned operation?)

Agzreszment of Rislks.

{a) BRS will analyze the OPSEC vilnerabilitiex identified in the previous action and
identify poszible measres that can be taken for each of them.

() Specitic OPSEC measwes will be selected for execntion based upon a risk assessment
done by the PGM in coordination with PM LOGCAP. These measres will be nzed
to prevent the adversmy from detecting the indicator, provide an alternative analysis
of an indicator; and attack the adversary's collection system.
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(¢} BRS, in cloge coordination with PM LOGCAP, will compare the estimated cost
aszociated with implementing each poszible OPSEC measwe to the potential hanmtul
effects on mission accomplizhment resnlting from an adversary's exploitation of a
particular vulnerability. If the cost to miszion effectiveness exceeds the haun that an
adversary could inflict. then application of the measure may be inappropriate.
Because the decizion not to implement a particular OPSEC measre entails risk, this
step requirer military command involvement.

(4) Application of Appropriate OPSEC Measures.
{(a) Implement measures approvedin the previous action.

(b) Monitor adversary reaction to the measures implemented to detetmine effectiveness
and coordinate feedback with the supported command.

(¢} Adjust OPSEC measures as requited.
4, SERVICE SUPPORT. See ANNEX L

5. COMMAND AND SIGNAL. See Base PLAN and ANNEX A.

ACKNOWLEDGE:

BRS PGM. LOGCAP

BES D/PGM
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