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Assis twit Set ret try of Defense 
(Comma id, Conti ol, Con:Mt/ nications, and Intelligence) 

Cltief Infor. nation OM :er (ASD(C3I)/C10) 

I. ORG, iN1ZATII)N AND VIANA1 ;El IENT 

A. 01 ganizatioi 

1. Mission Matemeni 
2. Organizt tion Stru :ture 
3. Goals 
4. Function; 

B. NI tnagemeni 

1. Chain of Comman 1 
2. Regulato Authoi ity 
3. Management Stud es and : ssu es (studies that focus on organizational 

structure or opera ion) • C. Ex .ernal Process 

1. Executivt — Key iii teragen:y 1 telationships 
2. Congress onal 

a. Key ( ommitteu s 
b. Critic ii Report; to Cor grt is 
c. Pendi ig Legisl; tive Iss les 

H. BUDGET 

A. Bu Iget Over 'flew 
B. Bu iget Detai ,s 
C. Bu 'get Trent Is 
D. Bu !get Issue. 

III. PERS' )NNEL 

a 
A. Sul nmary of .itatistics 
B. Pei sound l nagemer t Issues 

IV. POLICY/ISSUE; 

A. Ov Tview of the Policy Develoj mit nt Process 
B. Mt jor Policy Issues re juiring int ntion in the next few months 



a
rt ; 

4
. 

d.. S-161.-t 



• 

NA
 

'V
 

• 

• 



• 



• A ;D(C3I/CI 0 
Visi >n and 'Iis ;ion 

VISION: Make I: iformation Superiori ty Happ :n 

MISSION: Estab ish policy provide, ;uidance an oversight, and leverage technology to 
achieve Informant n Superiority for tilt warfigl ter and the Department's business 
processes and to n aintain anti strength in national : county. 

The ASD(C3)/( 10 is the principal s aff assi: tan and advisor to the Secretary and 
Deputy Secretary )fDefense for a wid ; range of a eas, including: 

• 

• command, 
reconnaiss 

• space and 
• airspace IT 
• counterint 
• Informant 
• informatic 
• electronic 
• personnel, 
• imagery, i 
• frequency  

control, cc mmunica 
ince (C3IR); 
pace-relat :d activiti 
atters and nilitary a 
:Iligence; 
n Management and: 
a operations, assurai 
3usiness aid commt 
industrial, physical, 
nagery int :Iligence, 
spectrum :nanagem  

ions, in elli3ence, surveillance, and 

r-traffic car trol policy; 

nformat ion Technology; 
.ce, and sup :riority; 
roe; 
and cla: sifi ;ation security matters; 
mappin,;, c. tailing, and geospatial matters; 
:nt; 

• critical inI rastructure protectio 1; and 
• informant n interope -ability. 

As the CIO, th. • ASD(C31) is the D. :partrnei it's chief information resources official and 
is charged with rr anaging Ir forrnatior Managiime at (IM) and Information Technology 
(IT) responsibilit es and fun ;tions put ;uant to the Clinger-Cohen Act of 1996. 
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• AS D(C31)/C 10 Org. Lflli ational Structure 

The Ofi ice of the i LSD(C3I). 00 is civic cd into five Deputy Assistant 
Secretariats, as shown on he attach( d organ: zati an chart. They are: 

Securit:,  & Inforr lation Open tions 
Corium nd, Contr )1, Cominur ications, Intelligence, Surveillance, 
Reconn aissance Space 
Deputy Chief Inc irmation Of leer 
Prograr is & Eval iation 

In addi ion, six ag :ncies rep .irt through • he ASD(C31)/Clia 

Defenst : Informat on Syst :ins Agency 
Defenst. Intcllige: ice Agei icy 
Defenst Security Agency 
National Imagery and Ma.)pir g Agency 
National Reconni issance .-:e 
National Security Agency • Also reporting 

Aeronautics Sp 
o the ASD:C3I) are he Nati( nal Security Space Architect, the National 
ice Associiition ',jai: on, and he )0D Liaison to the Space Commission. 

More detail is a vailable on the A-Ne : (http:// mel .c3i.osd.mil/). Passwords for access to 
this network ha te been pr( vided to Ile Tram itio i Office. 

The current org inizational structure )f ASD(C31)/CIO was implemented in January 
1999. Ifowcvc: , the cssen :e of this irincipal sta Tassistant has existed in various titles 
and organizatio ial structui es in the I )epartmont f Defense since 1970. A detailed 
history of this c 7ganizatior is availal le on our w :b site. 
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ASD(C3I) 'CIO Goals 

Inform ition Supe iority is t re most mr Drtant contribution that the 
ASD(C3I)/CIO community makes o the re diz ition of Joint Vision (JV) 2010 and 
2020. There a -e several definition: of Info' ma.  ion Superiority but, in essence, 
InfOrmation S iperiority i ; getting t le right nfc Tnation, to the right person, at the right 
time, in the ri ht format ihile deming you: op )onent the same advantages. 
Information S.  iperiority i ; a key en ibler of he iperational concepts of Precision 
Engagement, I )ominant Maneuver, Focusec Lc gistics, and Full Dimensional Protection. 
To promote IS the Office of the AS D(C31)/ 1C has laid out a series of goals for the 
organization, 1 ihich are roviewed c osely iior management. 

D (C3I) Goals Tow ird Achim rig Information Superiority 

Implement ei fective pri)grams fc r establ shi ig Information Assurance (IA) and 
Critical Infra ;tructure Protectioi (CIP). 

Goal d his goal s specifically aimed at protecting DoD's information 
assets ; rid the infcrmation p 7ocesses nee essary for mission accomplishment. 
Inform ttion Asswance requ res that key data bases maintain their integrity, 
inform..tion is .4v?ilab1e wh( n neede I, g infidentiality can be maintained, we can 
identif and authe lticate th )se on ti e n :tworks and electronically signed 
contrac :s can be n ade bindi ig (non-,7epi .diation). To meet this goal we must 
contint ously iden ify and at alyze th 3 in erdependency of our assets; train and 
certify )ersonnel; improve c perations to ensure a secure operating environment; 
and lev eraging technology. 

Build a coher,  nt, secure, integrat !d glob g I ni twork. 

Goal d !finition: " 'he cohen nt globEl m twork, referred to as the Global 
Inform :tion Grid i GIG), is E imed at ns tring the delivery of secure, assured, 
effectiN e, and inte operable nformat ion :o the warfighter and the various 
agencie s that prov .de nation il securi.y. 

Plan and implement job t and cot ibined md to-end C3ISR and space integration. 

* 
Goal d !finition: This goal i center( d o i guiding the development and 
integra ion of adv; need cap; bilities Or :3ISR; space control; space support; 
weathe ; tracking end navig. tion. A; w: th the previous goal, the main focus is 

to pron otc interof erability. Meetini thi ; goal includes developing processes, 

which ichieve cro ;s-prograr i integrz tior and improve joint and combined 

interop Tability. 1 hrough ttzse effo:ts N .c also are better able to defend these 

parts of the radio frequency ;pectruni of importance to DoD, as well as to update 

and exj and Do!) j olicy to n eet the I;ro• ing importance of space to the 

warfigt ter. 



aware c f th 
immuni :ate 
tertain c urs 
busincs; ar 
r practices ; 
.c corm/.  ere 

changes that are taking place in the 
bank, shop, conduct business-to-

:Ives. DoD needs to keep abreast of 
modify the Department's procurement 

ccordingly. This goal seeks to promote 
: and business process change. 

• 

• 

Promote the levelopmcnt of kno vledge 'nal agement and a skill-based workforce 
throughout I oD 

Goal ( efinition: Informati )n Supetiori .y is about much more than systems and 
technc fogy, it is lso about people and heir thought processes. Implicit in the 
phrase "thc right nfonnatic n in the rigl t forms" is the need to turn information 
into aN ,areness, k aowledge and und:rst aiding. This goal is aimed at applying 
moder i methodo:ogics to t.  ansform data into just-in-time, reusable knowledge-
bases, and developing a ski l-based woi kforcc capable of building, securing, 
inaintt ining, and applying i format: on echnology to achieve process change 
and in Ormation superiority 

Ensure the d efense int( lligence apabilities tecessary for information superiority. 

Goal c efinition: The intell gcnce Corn nunity has much to offer DoD and we 
have s gnificantly improve( our abi ity :o make all information products 
availal le to warfi ghters in ; timely nar ner, but much more needs to be done. 
This g )al seeks tc reinvent ntellige ice for the 2Ist  Century, guiding the 
develo Jrnent and implemer tation ot a r :ady and responsive intelligence force 
which ;s able to c )Ilect, am lyze one ex: iloit information efficiently and 
effecti ,ely at all 1vels of s,  nsitivit) ar d provide it to all consumers, according 
to thei needs. 

Strengthen tt e Information Opei ations ([0) , Security, and Counterintelligence 
(CI) posture the DoD. 

Goal c efinition: The Infot nation itge doubtless will bring new forms of 
warfar It is elm,  r that we lo not yct ft Ily appreciate the potential and nature of 
Inforn ation Oper ations, thc emerging treats to security, and the measures we 
need h take to co .inter thes : threats Ti us goal addresses those policies, 
progra n implcmcntations, ; nd resoi:rcc allocations which enable the protection 
of criti :al DoD assets, antic [potion nd letection of threats and attacks upon 
those ssets, appl cation of ippropri ate esponses, integration of 10 into DoD 
planni: tg and opei ations, an I the rm.,  intc nonce and promotion of information 
superi( ray. 

Promote elec Ironic bus iuess/elec :ronic c.)mt lerce (EB/EC) and business process 
change throu ;bout Dot• 

• Goal c 
busine 
busine 
such n 
financ. 
elcctrc 

efinition: We are al' 
;s world -- how we c 
;s transacti :ins and ei 
:w ways 01 doing thc 
al, logistic;, and othl 
iic bus incf sielectror 



• Foster develo pment of t.n advant ed tech; [oh gy plan for information superiority 

Goal c 
techno 
the cat 
applict 
commi 
taken t 
suppot 
Inform 
This p. 
comme 
associ  

efinition: For many 
ogy. Toth.y, partict: 

2... The cot imercial 
tion. 1-loveever, all 
rcial-off-the shelf(( 
lc prudent Steps to C 
: JV 2020, we arc de 
3tion Supc -tority in' 
an provide guidanc, 
rcial resea -ch and de 
ted techno ogy lcadi  

years DiiD 
larly in info 
ector is ;ett 
if our needs 
OTS) pi  odt 
ISurC w( wi 
/eloping an 
onjunct on 
• and foc us 1 
velopmint ; 
ig to the ad  

vas the leader in most areas of 
motion- related technologies, this is not 
ng the pace in both technology and its 
will not be met simply by buying 
cts and services. To make sure DoD has 
I have the technology we will need to 
idvanced technology plan for 
vith USD(AT&L), DARPA and others. 

current and emerging DoD and 
rid defines the needed capabilities and 
ievement of information superiority. 

Underpinnini , all of the ;e goals 11 the Fot nd ttion Goal which focuses on our 
people. By ta king care if our pel ,ple, we ins tire, and sustain a highly motivated 
team that is c mimitted :o achiev; ng info, ma ion superiority. 

• Goal d efinition: kSll(C31: /CIO mi.nai cmcnt efforts are focused on developing 
and mz intaining a qualified motivated rid diverse workforce especially within 
OSD. " 'his inciud continu 3us1y as ;ess ng and enhancing employee skills, as 
well as promoting career de relopment. Internal administrative processes have 
been rc viewed and updated :0 reficc: ch ar and practical operating procedures. 
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OM D(C3I), CI() Functions 

DASD/Comman 1, Control. Commu iications, I itelligence Surveillance Reconnaissance & 
Space 

The DASD for 0 immancl, Control, Ci immunit atic ns, Intelligence Surveillance Reconnaissance & 
Space (C3ISR&S serves as the princi a1 advi5or t ) the ASD (C3I) for strategic, tactical, and 
defense-wide C3 ictivities a id system 

• Guide the development ar a integatia . of defense capabilities for communications, 
comm ind and co itrol, inte ligence, sur ieillance, reconnaissance, space control, and 
space upport 

• Respo isible for space polit y and sect urn management 
• Revie‘ is all proposed C3I5 R and sr ace systems programs in terms of total DoD 

requin ments, tec mology, ..nd avail abi: ity of resources 
• Make5 recommer dations o i progra n tiWe-offs, systems integration, and consolidation 

DASD/Intelligen :e 

The DASD for In elligence (I) provide s the pri nar j  staff policy oversight function of DoD 
intelligence activi :ies. 

• Super 
• Monit: 
• Gover 

Natior 
with 7 
Intelli 

• Asses: 
defens 

• Provid 
on cur 
with C. 
develc 

• Respo 
guidar 

• Condi: 
progra 

• Leads 
Congr 

ises the de velopmer 
irs the DoI) intellige 
is the prog7amming 
al Foreign Intelligen 
actical Intelligence 
.ence Prog •am (JMII 
es custom( r satisfac 

intelliger ce 
es prograrr matic, tec 
ent and fu ure issue: 
incentratio a on issue 
pment effcrts, acqui: 
Bible for c evelopme 

:ts technical review! 
-ris during Jevelopm 
aystem performance 
:ss 

t of Deft:nst 
ice requirer 
ind budi :etii 
:e Program 
id Related 
') of the Del 
ion and aye 

hnical, Ind 
pertaining • 

s related to 
ition ME tter 
nt of the int, 

of intel ige 
:nt and r cqi 
evaluati ms 

intelligence policy and planning guidance; 
lents process 
g functions relative to DoD interests in the 
'NFIP) and the reconciliation of those interests 
ictivities (TIARA) and the Joint Military 
artment 
sees the performance of the various elements of 

rolicy advice and assistance to the ASD (C3I) 
o intelligence and intelligence-related activities, 
nodemization planning, research and 
;, command support, and personnel policy 
Iligence portion of the Secretary of Defense's 

ice and intelligence-related systems and 
isition 
and preparation of annual budget requests to 



• OASll (C3I)/CIO Functions (continued) 

DASD/Security a) id Inform; ition Opt rations 

The DASD for Sec urity and I iforrnatio i Operation: (S&IO) is responsible for creating, 
maintaining, and o /erseeing t ie executi Dn of Dt fen ;e-wide policy and programs aimed at assuring 
the security, rehab lay, and pi otection c f DoD's mi sion essential personnel, information, 
networks, facilities , and supporting infr istructur es. ipecific functional areas include: 

• Physics L personnel, inform? :ion, opt rati Dnal, and technical security 
• Inform; tion Assur ince 
• Critical InfrastrucUre Protec don (bo h p iysical and cyber) 
• Informs tion Opera :ions 
• Counte. intelligeric 

• 
DASD/Deputy Chief Information Off 

The Deputy Chief nformatioii Officer ( 
management and a iquisition ufinforma 
Cohen Act. 

• Providi :s overall direction a: 
• Promo es the effeg:tive and 

managi .ment proc :sses. incl 
• Develc ?s, maintains and fac 

techno ogy architt cture for 
• Design; and implt ments a p 

manag: ng the risk; of inforr 
• Monitc Ts and evaluates the: 
• Advise; the Secre ary of De 

a progr im or projt ct; and pt 
request 3 for IT, in ;luding ns 

cer 

DCIO) is re 
ion tednol 

id guida ice 
fficient des: 
xling w.rk 
ilitates tie i 
he depa: tmt 
rocess for n 
=ion te::hn 
ierformt ncc 
'ense rel;arc 
Dviding Tex 
tional sc cur 

;ponsible for ensuring that the Department's 
igy (IT) is in compliance with the Clinger-

 

for managing information resources 
gn and operation of all major information 
)rocess improvements 
nplementation of an integrated information 
nt 
axirnizing the value and assessing and 
)logy acquisitions 
of IT programs 
ing whether to continue, modify, or terminate 
mmendations to the Secretary on budget 
ty systems 

DASD/Programs ind Evaluation 

The DASD for Pro ;rams and Evaluatio: (P&E) ser 
and lead office dev 'loping int :grated D. :partmei tal 
strategies through ( omprehen: ive resou ee and r rog 
prioritized recomn-  .ndations. 

• Advises the ASD (C3I) on It formation S. 
eongres iional isu .s 

• Assesse 3 the Military Servic e. and Di:fer 
against validated aid prioriti ecl requirer 

• Fosters .he establishment of )rogram uric 
Defenst Agencies :o build It format:on 5 

• Champ: ons ASD ( :31) partii ipation r p 
leaders 

• Generas legislative strateg.'zs to act iev 
• Man agc s and over .ecs all in. zmal CI re 

es as the principal advisor to the ASD (C31) 
ind legislative Information Superiority 
-ammatic evaluations, assessments and 

uperiority resource, legislative and 

se Agency proposed programmatic solutions 
tents 
budget priorities of the Military Services and 

uperiority through the resource processes 
pgram and budget reviews with key DoD 

Information Superiority 
iources 
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• ASD(C: ,1)/CIO Ch tin of Command 

The ASD(C3I)/CIC reports dii ectly to ti e Secret ary 3f Defense. For matters related to 
acquisition of majo. systems, 16D(C31) CIO rer on: through the USD (Acquisition, Technology 
& Logistics) to the iecretary of Defense 

In addition, the AS1 )(C3I)/CIC.: 

Exercises at thority, direction ant control ow r three Defense Combat Support Agencies: 
Defe rise Information Sysi ems Agt:nc: 
Defe rise Intellif ence Age icy 
Defe rise Securily Service 

Exercises ct,  erall staff :;upervisic a four oi her Defense Components: 
Nati,  >nal Image y and IvIz pping A gen :y 
Nati,  >nal Securi .y Agenc; /Central Set urity Service 
Nati,  >nal Recon aaissance Office 
The slab onal Security Space Arc t itec t • 
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Regu latory A utt ority of the 
ASD(( 31) CIO 

Under the auth,  srity, direcs ion and ci sntrol of the Secretary of Defense, thc ASD(C3I)/CIO 
really operates und :r two dist.nct sets o 'authori .ies. The first relates to the role as the 
ASD(C31), the secs ind to the CIO duties There is c )nsiderable synergy between the two but the 
statutory basis is d: fferent. 

ASD(C31) 

The ASD serve; as the Prilcipal Sta T Assist ant PSA) and advisor to the Secretary and 
Deputy Secretary f )1: achievin; and mai naining Inf.( •rrnation Superiority. The basis for 
Information Superi )rity is the collectior. . proces: ing and dissemination of an uninterrupted flow 
of information in sl .pport of DoD missic ns, whi1 c ploiting or denying an adversary's ability to 
do the same. This :ntails a wi Je range c f respor sibi lities from security and critical infrastructure 
protection to comrr and, contr.( I and con municat ion , space activities, intelligence and electronic 
commerce. 

• The ASD(C3I)' 3 duties arc describes, in DoE Di wive 5137.1, of February 1992. However, 
this does not rn ntion man / function; that have I een added in recent years, including those of 
the CIO. An ut dated vers:on of the lirectivc ha: been coordinated throughout the 
Department, bu the DCI has challen ;:ed the :;eci etary's delegation to the ASD of certain 
oversight functi 3ns related to variou intellig:nc : agencies (NSA, NRO and NIMA). 
Accordingly, th : revised d rective h s not be m s gned. 

• In addition to d ities assigr ed by the Departrr ent the ASD has several tasks that stem from 
Executive Ordc .s (E.O.) ai d Preside itial De( n Directives (PDD). These include: 

DoD Execu ive Agent or the Na .ional Comr iunications System (E.O. 12472). 
DoD Chief nfrastructL re Assura ice Offi.;er CIAO), and SecDef s representative as the 
Functional s.00rdinatoi for Natic nal Deft nsc infrastructures (PDD 63). 

- Executive A gent for th Nationa: Industrial S_ ecurity Program (E.O. 12829). 
- Senior offic al to devel )p and ov rsee DcD çalicies regarding the classification and 

safeguardin, ; of nationi 1 security informa :ion -- including special access programs and 
security edu ..:ation and awarenesi , (E.O. 129( 8 & 12958). 
Oversight o • DoD resr onsibilitit s concernin counterintelligence and national 
intelligence activities, (E.O. 123: 3) inclu Jim the Foreign Counterintelligence Program 
and the Sect rity and In vestigativ : Activities )rogram. 

- Doll focal r  Dint for thc Federal i.viation Adi linistration (FAA) and its transfer to the 
DoD under • .ertain nati mai seem ty emer ;en :ies (E.O. 11161). 

- Other respoissibilities a; defined n PDDs wit classified titles. 

Besides the Excel& ve Branch wthoritie: mentioned above, the statutory authorities stem from 
Title 10 for DoD ac ivities and Title 50 1m• intelli gen ;e. missions. 



• CEO 

In 1996, th d Deputy S, :cretary d :signateclthd AS D(C31) as the DoD CIO. Subsequently, 
the Secretary desig iated the lion CIO ; s the PS A f dr DoD information management, information 
resources manager Lent, and ir formatior technol )gy (IM/IRM/IT) matters (reference (e)), and 
delegated to the Dc D CIO all af the dut es and a atilt irities given to the Agency Head in the 
Clinger-Cohen Act of 1996 ((CA). Th DoD A ppr )priations Act of 1999 enhanced the CIO's 
Title 10 budgetary iuthority. By law, th CIO re Dor s directly to the Secretary and Deputy 
Secretary. 

Overall, tilt DoD CIO is respon: ible for )ro' iding advice and other assistance to the 
Secretary and othel DoD senior managt ment pe sor nel to ensure that information technology is 
acquired and infon iation resources are nanagec in manner that implements the policies and 
procedures of refer :nces (a) ti rough (d) and the pri )rities established by the Secretary. 

The DoD C [0 has fou • key resp ithin his assigned functional area (i.e., 
1M/I RM/IT). Thes are: (1) p alicy devi lopment, (2 planning, (3) resource management, and (4) 
fiscal and program evaluation and oven. ight to a ;sur 2 the effective allocation and efficient 
management of res )urces con.istent wit appro.% ed iolicies, plans, and programs. Specifically: 

• • Policy - Develc 
addressing pro( 
Security Syster 

• Planning - Dev 
capabilities anC 
resources (CC 

p DoD IM IRM/1T r 
ess change, IT archi• 
Ls (NSS)), Ind IT an 

:lop a DoE strategic 
proves ovorall dircc 
and Paper work Red 

olicics aid :1 
ectures, inte 
INSS st Ind 

?Ian tha: add 
ion and gull 
iction Act). 

rocedures including, but not limited to, those 
-operability of IT (including National 
Lrds (CCA, Title 10, and SecDef Memo). 

tresses the management and use of IT 
:ance for managing DoD's information 

• Resources Man igement 
Review and provide recommend itions to the Secretary on budget requests for IT and NSS 
investment! (CCA, Title 10, and SecDef Vic no); 
Provide for the elimini tion of th plicate I r ai d NSS within and between the Military 
Department; and Defe ise Agent ies (CCA, 1 itle 10, and SecDef Memo); 
Design and implement DoD prod ess for r lax mizing the value and assessing and 
managing tie risks of IT acquisi ions (C('A • rid SecDef Memo); 
Institutiona ize perforr iance-bas xl and rt sul s-based management for IT (CCA and 
SecDef Me: no); and 

- Develop str Ltegies and plans for educating, t aining, and maintaining an adequate IRM 
workforce ( L'CA, Paperwork Re luction 11/4ct ind SecDef Memo). 

• Oversight 
Provide ma 
Monitor thc 
the basis of 
whether to d 
SecDef Me; 
Identify an 
performanc 

iagement and ovcrsi: 
performance of IT p 
applicable performai 
ontinue, modify, or • 
no), and 
major IT 1.equisitior 

:, or schedule goals ( 

:ht of all Do 
-ograms ev; 
cc measure: 
erminatt a 

prograr i th 
CA, St ca 

IT, including NSS (CCA, SecDef Memo); 
luate the performance of those programs on 
[tents, and advise the Secretary regarding 
rogram or project (CCA, Title 10, and 

it has significantly deviated from the cost, 
f Memo). 

2 



• References: 

4SD('C30 Itles 10 anl 50 Unit !d States Co le 
:ational Se:urity Act of 1947 

I DD/NSC 1;3, "Critic ii Infras:ruc :urc Protection," May 22, 1998 
1 .0. 12472 "Assignr lent of 1' anal Security and Emergency Preparedness 

Telecomn .unication ; Functions, ' April 3, 1984 
1 .0. 12958. "Classifi :d Natio zal iecurity Information," April 17, 1995 

.0. 12829 "Nationa Industr al : .ecurity Program," January 6, 1993 

.0. 12968 "Access o Classi fiec Information," August 7, 1995 

.0. 12333. "United: ;tates In elli ;ence Activities," December 4, 1981 
1.0. 11161. "Relatini to Cert tin telationships Between the Department of 

Defense a id the Fe( eral Aviatic Administration," July 7, 1964, as amended 
by Execut ye Order 11382 
Ither PDDs with clas 5ified tit es 

• 
Clir ger-Cohen Act of IS 
Cha lter 131 of Title 10, iection :122 "Additional Information Technology 
Res mnsibilities of Chief Informs tioz Officers" 
Pap :rwork Rer uction A t 
Exe :utive order 13011,' Federal nfc rmation Technology," dated July 16, 1996 
Sec )ef memo, "Implemi ntation •)f S abdivision E of the Clinger-Cohen Act of 
199 i (Public Law 104-1116)," dat x1J .me 2, 1996 

• 
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ASDK 3D/CICIM magement Issues 
Di!fense Re 'orm In fiat ives (1)R1s) 1997/1998 

The fui ctions and responsit lities fo th ASD(C3I)/C10 secretariat were 
specifically ad iressed during the D U activi :ies in particular DRI Directive (DRID) 17. 
Other DRIDs r 'ere also issued that :onsolid itec and refined ASD(C3I)/CIO functional 
authorities. 

DRID 17: Re iew of OA SD(C31),  CIO 

Initially the Dc partment v anted to o a mas ;ive realignment of functions of the then 
ASD(C3I) offi :e to incluc e: 

> Establishm:nt of a ne,  v ASD(I); disestat list ment of ASD(C3I) 
Realignme: it of C3 an I intellige ice acqt. isit on functions to USD(A&T) 

Mr. Duane An rews, furrier ASD(( 31), wa: as] ed to develop a blueprint to organize 
these changes. 

• What resulted vas a reevaluation of the orig nal direction. Mr. Andrews' report, while 
endorsing the s rengthenir g of oven 11 control o• cr intelligence and C3, recommended 
that the functio ls not he sflit up. In fact, tilt ke recommendation was to retain the 
ASD(C3I)/CIC secretariat and stren ;then it. At the same time, the report recommended 
that acquisitior functions, while stil retained wi :hin the ASD(C31)/C10 office, would be 
vetted through ..ISD(A&T) to integr ite bette 7 ONral1 Defense investment decisions. In 
addition, consc .idation wi .hin ASDi C3I)/CII) o a number of functions that were being 
done by other ( iSD office:. was also recommend 3d. 

RESULT: In 1 ght of the :nany con plex int,:rre ationships among the various systems 
and capabilitie: that make up comm ind, con rol communications, computers, and 
intelligence, al( ,ng with th overall ( 10 functior s and Departmental responsibilities, it 
was decided th. t the ASD.C3I)/CIO secretariat • would be retained and strengthened. 
Senior leaderst ip recogni2ed that 1) informa :ion superiority requires collection and 
integration of a 1 forms of informati< 'n (intc11ige cc, blue force, open source, coalition, 
etc); 2) informt tion needs to be turn :d into knov ledge; 3) information needs to be secure; 
and 4) informal ion is wort lless unle s it can be roperly communicated to the consumer. 
The Departmer t's leaderst ip realize' [that sp. ittii g up ASD/C3I/CIO was incompatible 
with making In 'ormation ;uperi orit: happen, wi ich was a recurring theme in the report. 
Therefore, ASI ,/(C3 I WC I( ) retained pverall over aght of all those functions. 

Once the decision was made to reta n and siren ;then the ASD(C3I)/CIO secretariat, a 
number of °Our DRIDs +sere issues' to interrat better the Department's overall • Information Sr periority f maims nd respms, bilities. 



• 

es 

DRID 11 Reo •fianizatigi of DoD Space Man igement Responsibilities 

An aggressive .eview vas conducte I on the ove Sall management of space activities. 
Results of the i:.view included the f illowing tha strengthened the Department's oversight 
and manage= it of this a. ca: 

• The space olicy, space systems and arclutei Lures, space acquisition and 
managemei t, and space integrat on func.  ion; of the former DUSD (Space) were 
realigned tc the ASD(.7.30. 

> The Nation il Security Space Ar :hitect (1.1SS A) was established for both Intelligence 
and DOD s istems/cap abilities. Further, 5j0 nt DOD/DCI Senior Stccring Group was 
established to oversee,direct the work of the NSSA. ASD(C3I)/CIO is the lead for 
the Departr lent and is one of tht tri-chai s ft r the Senior Steering Group, the others 
being the J int Stairs 1-8 and th DCI's Dep ity Director of Central Intelligence for 
Communit: Managerr ent. 

NOTE: DRID 42, as a follow-up, U ansferre I sF ice policy functions from USD(A&T) 
and USD(P) to ASD(C3I).'CIO to er sure tha tht Department had a single focal point for 
all space-relate I functions. 

DRID 31: Rea ignment c f DoD Sp ectrum 1a iagement Responsibilities 

Spectrum mam gement ha; become ncreasir gly more important and complex. The 
Department asl cd the Joir t Staff to ;ubmit a prc posal to realign duties and 
responsibilities in the spectrum man igement are that were currently being performed 
throughout the Department. Based in the study results 

• ASD(C3I)/,  :10 designated a Sp t cial Ass.sta it for Spectrum Management as the DOD 
focal point o carry ou the polic /, planning, ind oversight functions associated with 
DOD spect urn. 

);0 In addition, DISA estaplished ar office to cc )rdinate joint spectrum matters and assist 
OASD(C3I V00 in cc nducting ;trategic pla ining. 

• The Servict s were to co-locate tteir freq len, :y management offices with the DISA 
office to fa( ilitate cool dination nd deve opt lent of joint positions. (This has been 
done.) 

DRID 43: Def ense-wide Electroni Comn erc 

A new progran , the Joint 3lectronic Commerce Program, was formed under the 

oversight of thc ASD(C3I /CIO. T1-  is progr; m' 'as to foster the evolving business 

methodology f( r enterpris ;-wide co iduct of sec i te business transactions via electronic 

means. This is to help prc mote mor efficiency Ind effectiveness by leveraging the 

"Revolution in Business A ffitirs." 



• DIM 46: Pat erless Cor tracting 
This DRID fon ialized ant focused iaperles:. co itracting activities under the 
ASD(C3I)/CIO Increase( emphasi was dit 2ctt d by this DRID to the CIO's authorities 
and responsibii ties under :he Cling( r-Coher Ac:. 

• 



• Managt merit St udi !.s and Issues 

ASD(C31)/CIO is working on seven 1 managtm( nt studies that may result in significant 
recommendatic is for consideration )y the D:pa tment's senior leadership. Conclusions 
from these stud es will be miefed as soon as :he: become available. 

Specific studie include: 

• Deft nsc Intelli.;ence for he 21' Cent ary 
• Del nsc Intelli,;ence Inn istructure A ;sessment 
• Re-( ngineered Interopen bility Pr Dee ;S 
• Info -mation Su penority : nvestmcnt trategy 
• lnte ;rated Prot ;ction Brc ad Area Re' icw 
• Stra cgic C3 Modemizat on 
• CIC Relationst ips, Proc( sses ane Pe formance Measures 
• lnte national IV obile Cor imunicalon 32000 Spectrum Studies 

Completed stuc les include: 

• Space Control .3road Arc a Revie,v—r,pproved by the Deputy Secretary of 
Del nsc in Match of 200), this re vie' r had 26 discrete recommendations to 
imp ove space ;urveillan ;e, spacc protection, prevention and denial. This 
proc uct serves as an amt.. ttecture 'orthe future of Space Control. 

• Unr tanned Aerial Vehicl (UAV Re admap--Developed in conjunction with 
USI )(AT&L) t: us docurr ..tnt desc: The; the current state of UAV activities in 
Dot', the paylc ad priorit es, the S cry forecast for the future programs and 
tech iologies. It also highlights tt e cl allengcs yet to be resolved such as the 
inte ;ration of IlAVs intc the national 'airspace. 

• Inte ligence. Strveillanct , Recon tais tance (!SR) Integrated Capstone 
Stra egic Plan- Approve( by AS1)(C• ;I)/CIO in November 2000. This 
doci iment dein es the Dc D ISR v sio of an integrated and responsive 
cap; bility oper icing in a ;ollabor; itivt enterprise assuring delivery of timely, 
rele 'ant inforrr ation for he Natic nal Command Authority and the Joint and 
Cor thined Fon cs. 

• Mot .el CIO Stt, dy--Stud: present; a ( omposite for an ideal CIO organization 

add essing resionsibi1iti s rclatioish ps, core competencies, structures, 
proc esses and performan mcastres The study examines CIO issues and 

prac tices from .ndustries similar to D 
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• 
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• 
Major Interfi ,ces betwe :n the Of Ice of tl.e A SD(C31)/CIO and the Components of 

the US Er telligence Commun ty (IC), tht NSC and other Federal Agencies 

1. Director of Central Inlelligence (DCI). itSE (C3I)/C10 interacts with the DC! in two 
fashions: direct y with the CIA and t wough t le Community Management Staff (CMS). 
• Involvemen : with the CIA: 

• To t nsurc adeq sate suppi .rt to mi itar operations from various CIA activities 
in vc Ived in col ection, ar alysis ar d p oduction, and dissemination of 
intei ligence prc ducts and services. 

• Tot :ccive DCl's guidara. e on Do.)'s -ules of engagement for intelligence 
shar rig with fo •cign goy( rnments. T us determination is done through CIA. 

• The largest iegree of interaction is with t ( !MS: 
• CM. ; assists (hi: DCI in coordi lab )n and management responsibilities for 

reso irce manaf ement; pr )gram a ses ;merit and evaluation; policy 
forn ulation: and colleen' in manal ;ern :nt and other duties. 

• ASI ,(C3I)!CIO interface: with thi: Cl IS through a variety of boards, panels, 
wor ing groups and font A fora. Am )ng these are: 
• IC Principa s Commi tee, con pos ed of the Directors of every Intelligence 

:omponent and the II Deputies ( 'ommittee. While OASD(C3I)/C10 is 
-ivited as a i observe), it does exe tise considerable influence in these 

I ora. 
• )ther impel/ant pane s address In 'ormation Assurance, counterintelligence 

CI). collec ion mana ;ement, ind production. Additional coordination 
egarding tie develor ment of :he ‘Iational CI Initiative — CI-2I has been 

( ingoing wi h the Nat onal CI -2en :er. 

2. Defense Int* 
DIA through th 

• ASI 
This 
bet" 

• The 
DIA 
• 

• 

• ASI 
in ve  

lligence A;:ency (DI 
; line relati nship be. 
(C31)/C10 maintains 
document codifies tl 
een the tw) principa 
c arc a var ety of int( 

These in( ludc: 
;enior Intelligence 0 
irectors' breakfilStS. 
'he Militari Intellige 
'he semi-annual Seri; 
.rimary ver ue at whii 
:ervice and Comman 
•(C31)/CIO maintains 
>tigations, :ol lecti on  

t). ASD(C 
ween Lb: A: 
a Perfoi ma 
e vision an 
s and is rev 
rchange ; be 

ficer mc nth 

ice Boaid. 
Dr Militi ry 
h the D. A I 
I intellii enc 
continu)us 

efforts aid i  

ocio exercises staff supervision of the 
:D and the Director, DIA. 
ice Contract with the Director DIA. 
the primary goals and objectives agreed 

zwed quarterly. 
ween ASD(C31)/CIO personnel and 

y meetings, and bi-wcckly intelligence 

ltelligcnce Officers Council which is the 
iirector exercises leadership of the 

organizations. 
contact with DIA on current Cl 
nalysis as they pertain to DIA • 

• 
• 



3. National hr 
above, ASD(C 
them being the 
effort to upgra( 

agery and Mappini Agenc!-  (N [MA). In addition to the contacts in (2) 
1I)/C10 pal ticipates i i the ov, irsi, :ht of major NIMA projects, chief among 
United States Image y and Gos Pada] Service (USIGS), a multi-million 
.c imagery tasking, p .oductio 1, a id dissemination capabilities. 

• 

4. National Se 
ASD(C3I)/CIC 

• Par 
the 
Do] 

• Wo 
dcv 
the 
Der 

• Wo 
To 
Sec 

5. National Rc 
ASD(C3I)/CIC 
initiatives relat 

6. National Sc 
is the principal 
NSC on severa 

• Inte 
app 
Pre: 
• 

• 

:urity Agency (NSA). In achlitic 

icipates in the Expar ded Cor imc 
Director of NSA disc usses m ijor 
) and IC st tkeholder . 
•ks closely with NSA 's Inforn lath 
elopment aid promu gation o te( 
.nfomiation Systems Securit) Prc 
artment's I ifomiatio i Assurance 
•ks with NA in thei role as .he 
hat end. th ASD(C2 1)/CIO s!rvl 
irity Telco immunia dons an,  t In 

n to the contacts in (2) above, the 

nity Management Review Group where 
issues related to SIGINT with major 

in Systems Security Organization for the 
hnical security solutions and oversight of 
gram which contains the majority of the 
initiatives. 
4ational Information Security Manager. 
s as the Chairman of the National 
*orrnation System Security Committee. 

connaissai Ice Offict (NRO). B( sides the contacts in (2) above, 
is directly involved with the Dir :ctor of NRO on special projects or major 

id to space-related c; pabilities. 

!urity Council (NS( ). The liSt (Policy) or the General Council usually 
interlocutcr with the NSC. 1-:ow ever, ASD(C3I)/CIO interfaces with the 
specific flatters. Ti ese incl ide 

-actions cm specializi d matte; s fc r which the NSC staff has been assigned 
•oval/disap ?royal aut iority oi. a 5. zanding basis by the NCA or by 
idential di; ection. 

exampl e is ASD( 23I)/CIO's :ontinuing coordination on activities in 
he Sensitia.e Reconn tissance Op :rations program. 
Dthers inclide cncry ition policy tnd certain export control issues. 

• Spe :ific C3UCIO respon ;ibilities suc Ii as critical infrastructure protection, port 

sect my, Securty Policy Board q. iest ons, counterintelligence, and information 

asst rance ques:ions. 
• Pro items refer 7ccl by the Secretai y o• Defense to provide direct support on 

iSSL .;s under N SC consic !ration. 

7. State Department (DC S). ASD C3I)/CI ir terfaces with DoS on a variety of 

subjects includ ng, but no limited t( ! support to diplomatic operations and 

treaty verificat: on. AS D(C31)/C10 'so deal; w: th State's Bureau of Intelligence and 

Research (18cRi on substa itive issuc s, coord nut on of products, and technology transfer 

issues. 



8. Department 
investigations al 
highly-sensitive 
aspects of indus 

if Energy (DoE). A 
national ad mmlitar 
technologits. The S 
rial and m clear sec' 

SD(C31.  /CI D has contacts with DoF. on all joint 
• laborat 3ric 5 and in ongoing efforts to protect 
:curity Dire :tonne of ASD(C3I)/CIO focuses on all 
rity issues. 

9. Department if Justice DoJ). 
• The f eputy Director of thm Nation;LI Jr frastructure Protection Center is 

. assig led from I.SD(C31)/ 010. 
• ASD( 23I)/CI 0 i nerfaces vith Do. on the status of joint FBI/DoD Cl 

inve! tigations a Id inquiri :s, antitcrrom ism initiatives, the review of espionage, 
com) iuter crime and attac zs on Dc D i 'formation systems, other significant 
inve: tigative ac .ivities, ax d in the dev elopment of CI-21. 

• 
10. Federal CD 
charged with in 
sharing, and per 

• It sei 
infor 
coun 
cone 

• The 
exec 
teclu 

Council. The AS1 
proving fem leral agen 
brmance c f informa 
yes as a fo :al point f 
nation teemology 
ils to adcbess issues 

ems. 
ouncil is , :omposed 

'five agencies, as we 
ology boa) ds. 

1(C31)/C10 
practices 

ion reso arc' 
N coord .nat 
mallenge:. an 
that req lire 

of the C lOs 
1 as key off 

s a member of the Council, a forum 
an the design, modernization, use, 
S. 
ng responses to government-wide 

1 partners with other governmental 
multidisciplinary and multi-level 

and Deputy CIOs of the 28 largest 
cials from OMB, OSTP and other 

11. National Sc zurity Tell,commun tcations Int )rmation Systems Security Committee 
(NSTISSC). Tic NSTISS 7. is authc -ized un ler Nlational Security Council (NSC) 
Directive 42. 1 he Natiom I Security Agency (NI ;A) performs the oversight of the 
NSTISSC and s various s ibcommii:ees. M ',3I) chairs and C3I has membership at 
the committee I. :vel usual17.• represen ed by D ) (S&I0). The NSTISSC provides a 
forum for the di ;cussion of policy is: ues, sets nam :onal policy, and promulgates direction, 
operational proc edures, an el guidance for the ;eel rity of national security systems through 
the NSTISSC Is ivance System. Nati pnal sec' wit: systems contain classified information 
or: 

• i wolves int Aligence ; ctivities; 
• i wolves cr)ptographi : activities r elated to national security; 
• i wolves command an I contro of military forces; 
• i wolves equipment ti at is an inte:;ral part of a weapon or weapons 
• s istem(s); or 
• i ; critical to the direct fulfillm.:nt mf military or intelligence missions (not 
• i mcluding rcutine adrr inistratim e a id business applications). • 
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ASD( 2.31)/C10 Role In Di! Legislative Process 

Authorizatioi t: ASD(C.I)/CIO ta :es its le id I -om ASD(LA), which is chartered to interface 
with Member and comn ittees reg trding is ;uer and matters of interest to the ASD(C3I)/CIO. 
Typically, AS )(C31)/C10, with fu I concur -cm e of the ASD(LA), deals directly in responding 
to the Intelligt nce oversi.;ht comm ttees of :or gress. 

Intelligence ( iversight: The Senat establi: het the Senate Select Committee on Intelligence 
(SSC1) on 19: /lay 1976. The Hou: e of Rerres :ntatives followed suit on 14 July 1977 by 
creating the H iuse Permi.nent Sele :t Comn itte on Intelligence (1{P'SCI). These committees 
arc charged w th authori7ing the pr )grams tftF c intelligence agencies and overseeing their 
activities. 

Appropriatio is: AS D(C31)/CIO t ikes its lead from USD(C), which is chartered to interface 
with Members and coma ittees reg; rding is !.u& and matters of interest to the ASD(C3I)/CIO. 
The Approprir tions Corn nittees, ven thei • co istitutional role to appropriate funds for all US 
Government a :tivities, al ;o exercis ; some c ver ight functions 

The OASD(C 
the following: 

• Transh 
• Suppoi 

(oral tc 
intellig 

• Reviev 
• Trackil 
• Prepari 
• Taskin 
• Identif 
• Organi 
• Respor 

510 0Mce Congrr 

ting DASI) issues ii'. 
ring develcpment of 
itimony, ritten Stai 
:rice, security, CIO, 
ing Congr ;ssional n 
.g and distiibuting 
1g/disseminating ext 
; and asseribling cla 
,ing, tracking, and vr 
sing and et nducting 
ding to ad hoc taskir 

ssional kft 

:o a cow pre 
-...7ongres ;ior 
zments tort 

Inforniati. 
arks anc lar 
rtinent Con: 
cutive siimr 
.sified and u 
lidating Coi 
:taffer olitre 
gs and iiiqu 

iirs serves as special assistant to the ASD for 

iensive ASD(C31)/CIO legislative strategy 
al testimony by ASD(C3I)/CIO representatives 
le Record, visual displays, backup materials) on 
in Superiority issues 
guage 
;ressional information 
iaries 
iclassified appeals 
gressionally Directed Actions 
ich programs 
ries 





4. Key Committees (I ilembers as of 12/V /00) 

Senate A ppropriai ions Conunittee/De ense Sub 
Majorit 

Honorable Ted itevens 
Chairman, Sub( Dmmittee rt Defensi 
Committee on I .ppropriations 
United States St nate 
Washington DC 20510-6(128 

co -nmittee (SAC-D1 
Minority 

gor arable Daniel K. Inouye 
iub :orrunittee on Defense 
:or mince on Appropriations 
Jni ed States Senate 

hington DC 20510-6028 

House Appropriat ons Committee/Del !nse Su 
Majorit e 

Honorable Jeff) Lewis 
Chairman, Sulx ammittee n Defens, 
Committee on .ppropriatii)ns 
House of Repre .entatives 
Washington DC 20515-60 8 

o nmittee (HAC-D). 
Minority 

-tor orable John P. Murtha 
iub :onunittee on Defense 
:or unittee on Appropriations 
-lot se of Representatives 
Na hington DC 20515-6018 

Senate Armed Ser 
Majorit 

Honorable Job 
Chairman, Cot 
United States ,! 
Washington I) 

House Armed Ser 
Majorit 

Honorable Ploy 
Chairman, Con 
House of Repre 
Washington DC  

ices COMJ  nittee (Si SC)  

Warner 
imittee on krrned St rvices 
enate 
7 20510-6)50 

ices Corrugittee (IL LSC) 

I Spence 
mittee on iLrmed Sei vices 
;entatiVeS 

20515-6C 35  

Minority 
orable Carl Levin 

:or trnittee on Armed Services 
mi ed States Senate 
Na hington DC 20510-6050 

Minority 
Ho! orable Ike Skelton 
2or unittee on Armed Services 
Hot se of Representatives 
Na hington DC 20515-6035 

Senate Select Com 
Majorit 

Honorable Rich 
Chairman, Sele, 
United States S, 
Washington, Dt  

mittee on  nte11ien ;e (SSC  

ird Shelby 
t Comm. cn Intelligi nce 
.nate 
: 20510-6, V75  

Minority 
Hor orable Richard Bryan 
3e1( ct Committee on Intelligence 
LJni ed States Senate 
Na hington, DC 20510-6475 

House Permanent  
Majorit 

Honorable Port, 
Chairman, Pern 

on 1ntel1igen( 
House of Repre  

select Cur imittee o  

r J. Goss 
anent Sele:t Commi 

;entatives  

Intelli .e (HPSCI)  
Minority 

Hor orable Nancy Pelosi 
tee Rai-  king Minority Member 

?er aanent Select Committee on Intelligence 
Hoc se of Representatives 

as cf December 18, 2000 
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• 
Critic ii Repo Is o Congress 

• 

Rep, irt Directed by 
Co nmittee 'Co lference 

Description 

Measurement a id 
Signatures Inte ligencc 
(MASINT) Fee iibility 
Study 

Intel] gence A.  uth rization 
Conf Tence 

Directs study and report on the 
feasibility & utility of improving the 
management & organization of 
MASINT 

CIO-related; C.  inger-Cohin 
Implementatior 

Defei se Appr 3pr ations 
Conf.' rencc & De ense 
Authi irization Co iference 

Directs registration & certification of 
info systems with CIO; report on 
implementation of additional Clinger-
Cohen requirements; tracking of IT 
purchases 

Tracking, Proce ssing, 
Exploitation an i 
Dissemination . TPED) Pr( - 
acquisition effc -t 

Intell gence A uth rization; 
Defer se Appr )pri ations 

Plus-up of $100M; Directs architectural 
study of TPED  fd  Phase, and an R&D 
funding roadrnap 

,-

 

Intel Communi y 
Communicatior s 
Architecture 

Intel].  gence A uth, irization Study and assess the Intelligence 
Community's communications 
shortfalls & make recommendations 

Information As .urance (IA) Defer se Authoriz ttion Establish IA Institute and report on 
implementation of the "Government 
Information Security Reform Act" 

Network Centri : Warfare 
(NCW) 

Defer se Authoriz don Report on concept and implementation 
of NCW 

A comprehensi• e list of Congressioi ally Dirocte I Actions is available at our 
ASD(C3I)/C10 Web site (iittp://anet c3i.osd. nil, 
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Pend ing Leg: slit' ive Issues 

Norte! Net,  vorks Cor )oration/ Siemen; fit siness Communications Systems 
Switches — Nortel has d to Ser ato s Warner and Robb about preferential 
treatment bi ing given o Siemen ; at 2 Europ an installations. The issue centers 
around arm / Comniun cations a id Electroni, :s Command (CECOM) contract 
requiremen s and subs, :quent aw Ard to Stmt ns and compliance with 
telecommui ications st mdards. 

Defense Se 
clearances I 
become vet 
the problerr 

John DeutA 
Intelligence 
responded t 
Intelligence 
his persona 

:urity Ser ice (DSS 
Dr both go''ernment 
,/ large (about 450,0( 

h — What DoD did 
Committe :s are con 
knowledi:e that for 

(DCI) Det tch carrie 
computer. 

Backlo g — 
=sonnet (c 
0). ASI)(C 

didn' . kr 
:emed a )ou 
ner Dep Sec 

and %lit irke 

DSS backlog of outdated security 
vilian & military) and contractors has 
;I)/CIO and DSS are working to remedy 

ow and do. Congress, particularly the 
when and how the CIA and DoD 

Dep/former Director of Control 
on classified information at home on 

• Departmer 
significant ( 
national sec 
legislation t 

Security Li 
Hamilton) r 
DoD to buy 
their (the in 

t of Energy (DoE), 
ounter-inuagence 
arity systen. There 
tat addres:.es impro% 

,cks (MAS lIamilto 
takes the cnly federi 
them until all DoD 
'amous) M AS-Hami 

Nen Ho Le 
nplications 
s directive I 
cd security 

— KY Deb 
Hy approve( 
governn ent 
ton X-0"/ / 3 

China — The Wen Ho Lee incident has 
'or Defense as well as the rest of the 
mguage in the FY01 intelligence 
or DoE. 

gation) — A Kentucky company (MAS-
. security locks in the country and wants 
and industry) containers are fitted with 
:-09 locks. 

IT Workfo 
address mei 
specialists. 
Authorizati 

Iridium — I 
for 2 years 
Satellite ne. 
negotiation.  

-ce Issues - ASD (C 
uiting and retention 
AS D(C31) 'CIO has 
in Act and will conti 

)oD award :d Iridiurr 
if unlimite i airtime: 
work. The contract 
were not :.ully supp 

3I)/CIO :on 
iroblem: as: 
ubmitte.1 a 
tue to meet 

Satellite LI 
or 20,00) g( 
ncludes n i 
irted by COI  

inues to work with USD(P&R) to 
ociated with Information Technology 
egislative proposal for the FY02 Defense 
Nith P&R to address this issue. 

al( backlash  

million

ma y re sul t.

  contract 
vm ement users over the Iridium 
idemnification agreement. The 
gCr cosfs 

Arnold,

a nds some Me D, cba 
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Budget Overviei - Key Ulicoming PPBS Events 

Finalize FY02 .07 Presid :nt's Bud Jet 

• Novembe: /December 00: FYC 2-07 Prc gra n Budget Decisions issued. 

• January Cl: Major I tudgct Iss ics resolved 

• February 1,11: Submit FY02-0.  Budget to lie Congress. 
> Top line inform ation for •arded. 

Det ills to follow based c n final ri:vie x by new Presidential Team with 
sub: equent sut mission c 7 Amen ed 'Y02-07 President's Budget. 

• March/AF nil 01: Send Amend( d FY02 07 'resident's Budget to the Congress. 

• March - S :ptember Congt :ssional rev cws/marks; Information from ongoing 
QDR may nodify Bu lget Requ :st. 

FY03-07 Prog; .am/Budgct Review Process 

• February/ 'larch to !ieptembe r 01: Quadri nnial Defense Review. QDR issue 
developme it/results ac key ba! Is for Pr )gr; mil3udget Review. 

• May 01: P Nish FY03-07 Deft nse Plan nin Guidance. 

• July/Aug I 1: Each S:rvice/Ag mcy sut mit ; its Program Objective Memorandum 
and Budge Estimate :;ubmissic to OSI) fo • review. 

• October 0 : Program Decision Memoranda issued. This is a very short timeline 
when comt ared with the norma sequential i imelines of PPBS. Accordingly, it will 
need to "bl :nd" with tic paralle ongoinl; bu iget review. 

October/P cember (II: Prop 1113udgi:t DxiSi011S issued. 

• January/F :bruary 0::: Submit FY03-07 Pr :sident's Budget to Congress. 

Defense Intent ',price Prot ram/Bud ot Review:  A joint program/budget review is conducted on 

all Defense Int( lligence pr )grams (I` ational, loll t, and Tactical). Co-chaired by the Deputy 

Secretary of De .ense.and tie Direct( r of Central Intelligence, the process is run in parallel with 

the overall DOI ) program/ )udget re' iew process The dates for program input, reviews and final 

decisions are si nilar to thc Sc shown above. 



• 



1SD/C31 FY 2001 Res Jurces  ollt rs in Millions) 

C3I Mission Evaluation: and Asses ;ments Fu ids 

Command Information Iuperiority rchitectur€ s 

47 

9 

Information Superiority Integratior Support 11 

CIO New Mission 14 

Special Intelligence 145 

National Security SpacE Architectur 10 

Common Joint Tactical nformation 16 

Command and Control esearch P ogram 2 

Congressional Adds 74 

Total 328 



• 
P

ro
g

ra
m

 N
ar

ra
ti

ve
s 

C
3I

 M
is

si
o

n
 E

va
lu

at
io

n
s 

an
d

 A
ss

es
sm

en
ts

 F
u

n
d

s 

P
ro

vi
de

s 
re

so
ur

ce
s 

to
 p

er
fo

rm
 s

tu
di

es
 a

nd
 te

ch
ni

ca
l a

na
ly

se
s 

of
 o

ng
oi

ng
 a

nd
 e

m
er

gi
ng

 re
qu

ire
m

en
ts

 in
 th

e 
D

ep
ar

tm
en

t's
 c

om
m

an
d,

 c
on

tr
ol

, 
rn

m
m

t i
ni

rn
tin

nA
 n

o
m

n
tit

n
rs

. 
in

te
lli

ci
e

n
ce

 
re

co
nn

ai
ss

an
ce

. a
n

d
 s

ur
ve

ill
an

ce
 IC

41
S

R
) 

ac
tiv

iti
es

. 
T

he
se

 a
na

ly
se

s 
su

00
0r

t t
he

 m
an

aa
em

en
t 

an
d 

ov
er

si
gh

t o
f D

oD
 p

ol
ic

ie
s,

 p
rin

ci
pl

es
, a

nd
 g

ui
da

nc
e 

fo
r 

C
41

S
R

 p
ro

gr
am

s.
 

C
o

m
m

an
d

 In
fo

rm
at

io
n

 S
u

p
er

io
ri

ty
 A

rc
h

it
ec

tu
re

 

P
ro

vi
de

s 
C

IN
C

s 
w

ith
 a

 s
tr

uc
tu

re
d 

pl
an

ni
ng

 p
ro

ce
ss

 t
o 

de
fin

e 
cu

rr
en

t a
nd

 o
bj

ec
tiv

e 
co

m
m

an
d 

ca
pa

bi
lit

ie
s 

to
 p

ro
vi

de
 0

4
IS

R
 s

up
po

rt
 to

 a
ss

ig
ne

d 
m

is
si

on
s.

 C
IS

A
 im

pl
em

en
ts

 th
e 

C
31

 g
oa

l o
f b

ui
ld

in
g 

a 
co

he
re

nt
 g

lo
ba

l n
et

w
or

k 
by

 b
ui

ld
in

g 
on

 p
as

t s
uc

ce
ss

fu
l o

pe
ra

tio
na

, s
ys

te
m

s,
 a

nd
 te

ch
ni

ca
l 

ar
ch

ite
ct

ur
es

 a
n

d
 o

th
er

 w
ar

fig
ht

er
 p

la
ns

. 
It

 e
st

ab
lis

he
s 

co
m

m
on

, c
oh

er
en

t C
IN

C
 "

go
 to

 w
a
r 

ca
pa

bi
lit

ie
s 

an
d 

id
en

tit
ie

s 
di

ffe
re

nc
es

 in
 

In
fo

rm
at

io
n

 S
u

p
er

io
ri

ty
 &

 I
n

te
g

ra
ti

o
n

 S
u

p
p

o
rt

 

P
ro

vi
d
e
s 

re
so

ur
ce

s 
to

 p
la

n 
an

d 
im

pl
em

en
t J

oi
nt

 a
n

d
 C

om
bi

ne
d 

en
d-

to
-e

nd
 in

te
gr

at
io

n 
o

f C
om

m
an

d,
 C

on
tr

ol
, C

om
m

un
ic

at
io

ns
, I

nt
el

lig
en

ce
, 

S
ur

ve
ill

an
ce

, 
an

d 
R

ec
on

na
is

sa
nc

e 
(C

3I
S

R
) a

nd
 s

pa
ce

 s
ys

te
m

s 
to

 a
ch

ie
ve

 in
fo

rm
at

io
n 

su
pe

rio
rit

y.
 A

na
ly

se
s 

w
ill

 p
ro

vi
de

 th
e 

D
ep

ar
tm

en
t's

 v
is

io
n,

 
p

o
lic

y,
 a

n
d

 s
ta

nd
ar

ds
 fo

r 
IS

R
 a

irb
or

ne
 a

nd
 o

ve
rh

ea
d 

se
ns

or
s 

an
d 

en
su

re
 n

ec
es

sa
ry

 in
te

ro
pe

ra
bi

lit
y 

to
 s

up
po

rt
 s

tr
at

eg
ic

 a
nd

 ta
ct

ic
al

 re
qu

ire
m

en
ts

. 
IS

IS
 s

u
p

p
o

rt
s 

a 
m

o
ve

 to
w

ar
ds

 a
n
 In

te
gr

at
ed

 S
R

 E
nt

er
pr

is
e 

(1
1E

) t
ha

t i
s 

in
co

rp
or

at
ed

 in
to

 th
e 

G
lo

ba
l I

nf
or

m
at

io
n 

G
rid

 (G
IG

).
 

C
IO

 N
e

w
 M

is
si

o
n

 

P
ro

vi
d

e
s 

re
so

ur
ce

s 
to

 e
ns

ur
e 

th
e 

D
ep

ar
tm

en
t's

 m
an

ag
em

en
t a

nd
 a

cq
ui

si
tio

n 
o

f 
in

fo
rm

at
io

n 
te

ch
no

lo
gy

 (
IT

) i
s 

in
 c

om
pl

ia
nc

e 
w

ith
 th

e 
C

lin
ge

r-
C

oh
en

 A
ct

. 
T

h
is

 in
cl

u
d

e
s 

st
ra

te
gi

c 
pl

an
ni

ng
 a

n
d

 p
ro

vi
di

ng
 o

ve
ra

ll 
di

re
ct

io
n 

an
d 

gu
id

an
ce

 fo
r m

an
ag

in
g 

in
fo

rm
at

io
n 

re
so

ur
ce

s.
 S

pe
ci

fic
 r

es
po

ns
ib

ili
tie

s 
in

cl
ud

e 
p

ro
m

o
tin

g
 th

e 
ef

fe
ct

iv
e 

an
d

 e
ffi

ci
en

t 
de

si
gn

 a
n
d
 o

pe
ra

tio
n 

of
 a

ll 
m

aj
or

 in
fo

rm
at

io
n 

m
an

ag
em

en
t p

ro
ce

ss
es

, i
nc

lu
di

ng
 w

or
k 

pr
oc

es
s 

im
pr

ov
em

en
ts

; 
d
e
ve

lo
p
in

g
, m

ai
nt

ai
ni

ng
, a

n
d

 fa
ci

lit
at

in
g 

th
e 

im
pl

em
en

ta
tio

n 
of

 a
n 

in
te

gr
at

ed
 IT

 a
rc

hi
te

ct
ur

e 
fo

r t
he

 d
ep

ar
tm

en
t; 

de
si

gn
in

g 
an

d 
im

pl
em

en
tin

g 
a
 p

ro
ce

ss
 fo

r m
ax

im
i2

1n
9 

th
e 

va
lu

e 
an

d 
as

se
ss

in
g 

a
n

d
 m

an
ag

in
g 

th
e 

ris
ks

 o
f I

T
 a

cq
ui

si
tio

ns
; e

va
lu

at
in

g 
th

e
 p

er
fo

rm
an

ce
 o

f I
T

 p
ro

gr
am

s;
 

a
n

d
 a

d
vi

si
n
g
 th

e 
S

ec
 D

e
l o

n 
IT

-r
el

at
ed

 is
su

es
. 

S
p

ec
ia

l I
n

te
lli

g
en

ce
 

p
ro

vi
d

e
s 

re
so

ur
ce

s 
to

 s
up

po
rt

 c
om

pa
rt

m
en

te
d 

pr
og

ra
m

s.
 A

 m
or

e 
de

ta
ile

d 
br

ie
fin

g 
w

ill
 b

e 
pr

ov
id

ed
 t

o 
th

e 
tr

an
si

tio
n 

te
am

 s
ep

ar
at

el
y.

 



• 
N

at
io

n
al

 S
ec

u
ri

ty
 S

p
ac

e 
A

rc
h

it
ec

tu
re

 

P
ro

vi
d

e
s 

re
so

ur
ce

s 
to

 s
up

po
rt

 t
h
e
 N

at
io

na
l S

ec
ur

ity
 S

pa
ce

 A
rc

hi
te

ct
 (

N
S

S
A

) 
pr

og
ra

m
. 

F
un

ds
 a

re
 u

se
d 

to
 in

te
gr

at
e 

sp
ac

e 
sy

st
em

 a
rc

hi
te

ct
ur

es
, 

e
lim

in
a

te
 u

nn
ec

es
sa

ry
 v

er
tic

al
 s

to
ve

-p
ip

in
g 

of
 s

pa
ce

 p
ro

gr
am

s,
 a

nd
 a

ch
ie

ve
 e

ffi
ci

en
ci

es
 in

 a
cq

ui
si

tio
n 

an
d 

fu
tu

re
 o

pe
ra

tio
ns

 th
ro

ug
h 

sp
ac

e 

p
ro

g
ra

m
 in

te
gr

at
io

n,
 th

er
eb

y 
im

pr
ov

in
g 

sp
ac

e 
su

pp
or

t t
o

 a
 v

ar
ie

ty
 o

f c
us

to
m

er
s.

 T
he

se
 r

es
ou

rc
es

 s
up

po
rt

 D
oD

 re
qu

ire
m

en
ts

 o
nl

y.
 T

he
 N

S
S

A
 

h
a

s 
se

co
nd

ar
y 

fu
nd

in
g 

in
 th

e 
D

C
I p

ro
gr

am
. 

C
o

m
m

o
n

 J
o

in
t 

T
ac

ti
ca

l I
n

fo
rm

at
io

n
 

P
ro

vi
de

s 
re

so
ur

ce
s 

to
 fu

nd
 o

ng
oi

ng
 s

ys
te

m
 le

ve
l e

ng
in

ee
rin

g 
of

 t
he

 e
xi

st
in

g 
Li

nk
 1

6 
sy

st
em

 fo
r 

jo
in

t i
nt

er
op

er
ab

ili
ty

 a
nd

 th
e 

de
ve

lo
pm

en
t o

f 
n
e
xt

 g
en

er
at

io
n 

Li
nk

 1
6

 s
ys

te
m

, t
h
e
 M

ul
tif

un
ct

io
na

l I
nf

or
m

at
io

n 
D

is
tr

ib
ut

io
n 

S
ys

te
m

 (M
ID

S
).

 S
ys

te
m

 le
ve

l e
ng

in
ee

rin
g 

re
sp

on
si

bi
lit

ie
s 

in
cl

ud
e 

Li
nk

 1
6

 s
pe

ct
ru

m
 is

su
es

 a
nd

 L
in

k 
1

6
 jo

in
t e

nh
an

ce
m

en
ts

. 
S

pe
ct

ru
m

 is
su

es
 in

cl
ud

e 
sy

st
em

 e
ng

in
ee

rin
g,

 te
st

in
g,

 m
ai

nt
ai

ni
ng

 n
ec

es
sa

ry
 

eq
ui

pm
en

t, 
pe

rf
or

m
in

g 
D

oD
 in

te
rn

al
 a

n
d

 e
xt

er
na

l c
oo

rd
in

at
io

n 
an

d 
pl

at
fo

rm
 in

te
gr

at
io

n/
ce

rt
ifi

ca
tio

n 
re

qu
ire

d 
to

 c
oe

xi
st

 a
nd

 o
pe

ra
te

 in
 th

e 
A

ir 
Fr

w
rc

i N
av

in
at

in
n 

S
af

at
v 

tr
an

ite
nc

v 
ha

nd
 

C
o

m
m

an
d

 C
o

n
tr

o
l R

es
ea

rc
h

 P
ro

g
ra

m
 

P
ro

vi
de

s 
re

so
ur

ce
s 

to
 s

up
po

rt
 r

es
ea

rc
h 

in
to

 e
m

er
gi

ng
 te

ch
no

lo
gi

es
, m

et
ho

do
lo

gi
es

, a
nd

 th
eo

rie
s 

o
f m

ili
ta

ry
 c

om
m

an
d 

an
d 

co
nt

ro
l (

C
2
),

 
iu

ie
c
ip

p
lit

,ci
tIt

N
I V

I 
le

J
lI

ti
d

ll
.1

 I 
I W

J
V

Il
b

 
lt

.)
 I

 O
Z

V
IV

G
 L

im
 1

.0
IU

V
II

V
 l
ib

 V
I 

d
b

b
V

t.
IC

II
M

U
 W

W
1
 1

1J
1f

 I
t 

d
II

U
tU

O
.I

IL
IU

fl
 1

J
p

e
ti

ll
I
ti

l 
lb

 4
1

1
U

 U
M

 V
IJ

L
II

II
d

i 
u
se

 u
i 

M
ili

ta
ry

 D
ep

ar
tm

en
t l

ab
or

at
or

y 
re

so
ur

ce
s.

 

M
A

S
IN

T
 F

ea
si

b
ili

ty
 S

tu
d

y 
(C

o
n

g
re

ss
io

n
al

 A
d

d
) 

P
ro

vi
de

s 
re

so
ur

ce
s 

to
 c

on
du

ct
 a

 s
tu

dy
 o

f f
ea

si
bi

lit
y 

a
n

d
 u

til
ity

 o
f i

m
pr

ov
in

g 
th

e 
m

an
ag

em
en

t a
nd

 o
rg

an
iz

at
io

n 
of

 M
ea

su
re

m
en

t a
nd

 S
ig

na
tu

re
 

In
te

lli
ge

nc
e 

(N
IA

S
IN

T
) i

nc
lu

di
ng

 e
nh

an
ci

ng
 c

on
ne

ct
iv

ity
 a

n
d

 d
is

se
m

in
at

io
n 

ca
pa

bi
lit

y 
fo

r 
M

A
S

IN
T

 c
ol

le
ct

io
n 

an
d 

an
al

ys
is

, d
ev

el
op

in
g 

a
 M

A
S

IN
T

 
re

qu
ire

m
en

ts
 s

ys
te

m
, e

st
ab

lis
hi

ng
 a

 d
at

a 
ar

ch
iv

in
g 

ca
pa

bi
lit

y,
 id

en
tif

yi
ng

 h
ow

 M
A

S
IN

T
 fi

ts
 in

to
 th

e 
m

ul
ti-

di
sc

ip
le

 in
te

lli
ge

nc
e 

co
m

m
un

ity
 

en
vi

ro
nm

en
t, 

a
n

d
 im

pr
ov

in
g 

do
ct

ri
ne

 a
nd

 tr
ai

ni
ng

 re
qu

ire
m

en
ts

 to
 s

up
po

rt
 m

ak
in

g 
M

A
S

IN
T

 a
va

ila
bl

e 
to

 b
o

th
 th

e 
IC

 a
nd

 w
ar

fig
ht

er
s 

on
 a

 m
or

e 
tim

el
y 

ba
si

s.
 

T
he

 C
e

n
tr

a
l A

S
IN

T
 O

ffi
ce

 is
 r

es
po

ns
ib

le
 fo

r 
ex

ec
ut

in
g 

th
es

e 
fu

nd
s 

in
 c

oo
rd

in
at

io
n 

w
ith

 A
S

D
(C

31
)/C

10
 a

nd
 th

e 
D

C
I. 

F
ac

ili
ti

es
, I

n
fr

as
tr

u
ct

u
re

 a
n

d
 E

n
g

in
ee

ri
n

g
 S

ys
te

m
 (F

IR
E

S
) D

at
a 

C
ap

tu
re

 (C
o

n
g

re
ss

io
n

al
 A

d
d

) 

P
ro

vi
de

s 
re

so
ur

ce
s 

to
 le

ve
ra

ge
 e

xi
st

in
g 

in
fr

as
tr

uc
tu

re
 d

at
a,

 e
vo

lv
e 

fo
cu

s 
ar

ea
s,

 a
n

d
 d

ev
el

op
 p

la
tfo

rm
s 

to
 c

en
tr

al
iz

e 
re

qu
ire

m
en

ts
, 

co
rr

e
la

te
 d

a
ta

, 
a
n
d
 d

is
se

m
in

a
te

 in
fo

rm
a

tio
n

 a
cr

o
ss

 a
 u

n
iv

e
rs

a
l, 

p
ro

te
c
te

d
 n

e
tw

o
rk

. 



P
ac

if
ic

 D
is

a
s

te
r 

C
e
n

te
r 

(C
o

n
g

re
ss

io
n

al
 A

d
d

) 

P
ro

vi
de

s 
re

so
u

rc
es

 t
o

 s
up

po
rt

 t
h

e 
P

ac
ifi

c 
D

is
as

te
r 

C
en

te
r,

 a
 f

ed
er

al
 in

fo
rm

at
io

n 
co

lle
ct

io
n,

 p
ro

ce
ss

in
g,

 a
n

d
 d

is
se

m
in

at
io

n 
fa

ci
lit

y 
to

 s
up

po
rt

 
co

st
-e

ff
ec

ti
ve

 a
n

d
 e

ff
ic

ie
nt

 e
m

er
g

en
cy

 m
an

ag
em

en
t o

f 
n

at
u

ra
l a

n
d

 h
u

m
an

 in
du

ce
d 

di
sa

st
er

s.
 

T
h

e 
P

D
C

 m
is

si
on

 is
 t

o 
pr

ov
id

e 
in

fo
rm

at
io

n 
pr

od
uc

ts
 a

n
d

 s
er

vi
ce

s 
to

 d
ec

is
io

n 
m

ak
er

s 
in

vo
lv

ed
 in

 p
ro

te
ct

in
g 

an
d

 p
re

se
rv

in
g 

lif
e,

 p
ro

pe
rt

y,
 

an
d

 in
fr

as
tr

uc
tu

re
, 

an
d

 e
ns

ur
in

g 
co

nt
in

un
y 

oh
 o

pe
ra

tio
ns

 t
h

re
at

en
ed

 b
y 

di
sa

st
er

s.
 





fl
 4
5
0
 

4
0
0
 

3
5
6
 

c 
3
0
0
 

fi
s 

2
5
0
 

2
0
0
 

12
11

9/
20

00
3:

58
 P

M
 

U
N

C
A

S
IF

IE
D

 

T
ot

al
 D

oD
 B

ud
ge

t T
re

nd
 

T
O

A
 in

 C
on

st
an

t F
Y

20
01

 D
ol

la
rs

 

a
-a

-

 

1
I 

1
 

8
9
 9
0
 9
1
 
9
2
 9
3
 9
4
 9
5
 9
6
 9
7
 9
8
 9
9
 0
0
 0
1
 0
2
 0
3
 0
4
 0
5
 0
6
 0
7
 

F
is

ca
l Y

ea
rs

 

U
N

C
LA

SS
IF

IE
D

 
II 



0
1
 I

N
F

O
R

M
A

T
IO

N
 S

U
P

E
R

IO
R

IT
Y

 
P

R
O

G
R

A
M

S 
B

ud
ge

t T
re

nd
 

in
 C

on
st

an
t F

Y
20

01
 D

ol
la

rs
 

97
 

98
 

99
 

00
 

01
 

02
 

03
 

04
 

05
 

08
 

07
 

Fi
sc

al
 Y

ea
rs

 

70
 

65
 

60
 

G
O

 

C
C

 

a
 5

0
 

45
 

40
 

-4
 



0 

0 

3 



Budge! ues 

Special Navy 

A very spcciali: ed capabil ty within the Special qavy Program is programmed to cease at 
the end of FY 2 )02. No o.  her sourc can pl.( vid this unique information. $250 million 
is required in F(01-05 to ustain (hi critical car ability. Classified details of this subject 
are available. 

REDS K Y 

Funding ($ 26 is I ceded in 'Y 2001 to ; cquire sensing and warning capability 
for attacks agai ist DoD networks. F unding for l'Y 2002-2007 has been programmed. 
Classified detai s of this st bject are ivailablc 

• 





• 

* 



AS1)/(C3I)/1 210 Mini rower Summary 

4SD(C31)/C10 governmelt employ ?es — 28.? 
ASD(C3I)/C10 is authorized an OS)) goverr me] t staff of 282, including both military 
and civilian em iloyees. As of this ‘; Thing, this i uthorized manpower ceiling of 282 
encompasses al proximate y 49 emp oyees and ti eir positions that are in the process of 
being realigned from the E.  efense In elligenc : A ;ency (DIA) into OASD (C3I)/CIO as 
OS!) employee.. Upon th complet on of th s re alignment, all 282 employees will be 
managed and se rvicecl under the aus 'ices of he Washington Headquarters Services as 
OSD employee . 

• 
Attached Pero me! — 93 
ASD(C3I)/CIO has 93 approved liai ion and ileta lee positions. The personnel attached to 
these positions :ome from the varioi s organi?.ati ins that support the mission of OASD 
(C3I)/C10. 'Mt se positior s mainly. ..ome from: . )efense Information Systems Agency 
(DISA), Defens Intelliger cc Agenc y (DIA), Na ional Security Agency (NSA), National 
Imagery and M ipping Agency (NW. A), Nati3na Security Space Architect, National 
Reconnaissance Office (MO). 

Technical expe 
ASD(C3I)/CIO utilizes all, x:ated mi. sion funds t ) hire the technical expertise that cannot 
be located in thi governme nt and th i t is critic all: necessary to perform our missions and 
functions. 



• 



As we mov( toward the 21st ccn 
to recruit and retain infonnaticn technol. 
needed to meet new technology challeng 
Federal CIO Counc 1 has recoi nized tha 
for all Federal agen :ies. In Jure 1999, a 
demand for highly killed IT orkers wi 
around the country- ncluding t c Fcdera 
workers. As of toda y, more thi n a year 1 

The Human Resource challenges 
subset of the broad( r "intellect aal capita 
the Federal Govern: tient work! orce in a 
economy; increaset civilian se :tor comp 
information age po5 i[ions -- es xcially 
declining interest in public ;el—ice; ;igni 
leading unexpected y to a grea ly increas 

Person' .el Mal tag ement Issues 

ury, it h is b 
igy (IT) pro 
es and mma 
rccruiti ig 
Counc.l's 

s growil g a 
govemi nen 
ter, the ;itu 

facing the r 
" crisis 7 leg; 
-iore ger era 
tlition for e: 
:thin the Mc 
icant pc st-C 
td opera tior  

:come increasingly important for the DoD 
essionals with the skills and competencies 
n competitive with the private sector. The 
ad retaining IT professionals are problems 
IT Workforce Committee reported that the 
an extraordinary pace, while employers 
-struggled to meet their needs for these 
aion has not changed. 

oD intelligence Community (IC) are a 
tively impacting the DoD in particular and 
sense. The rapidly expanding and robust 
aployees to fill high-technology. 
lopolitan Washington D.C. area; the 
old War changes to the DoD's missions 
al tempo; as well as significant post-Cold 

Subject: Personn el Challenges to Ac tieving n1 rmation Superiority 

Background: Tht human re5ource cha lenges far I zhieving Information Superiority have 
changed significan .ly over thc last deca le as a n:sul: of many factors. A robust economy, civilian 
sector competition for emplo)ees to fill high-tec.hnc logy positions, declining American public 
interest in publics' rvice, major change. in the Dep; rtment of Defense's (DoD) missions and 
operational tempo, and a sign ficant do $ insizing of I le Department's workforce are some of the 
challenges. Reduci ig the size of the ow rail wor cfoi t.:e by more than a million personnel has left 
in place a very diff :rent force distributit in — in ige education, and skill. Managing and shaping 
this force to meet c irrent and future nee :Is in Infant ation Superiority is a critical task, which 
requires new tools, authorities, and manigement att' ntion. 

Discussion: Recru .ting, training, and re taming (mo ivating) appropriate personnel is essential to 
building and sustai ling the In .ormation Superioi ity vorkforce. There are tremendous challenges 
in maintaining any civilian an I military workfor:c t day, including the active and reserve 
components. Attracting young, talented ndividuils nto the Information Superiority-related 
fields is difficult. 'I us include; fields sc ::h as En gini:ering Specialists, Computer Specialists, 
Intelligence Office s, Weapon; Speciali Frog -am Managers, Acquisition Officers, and much 
more. Competition from the p.ivate sect )r for ex per ise needed to achieve Information 
Superiority is acute Also, t het c is a gm ving shcrtag e of quality mangers in place to fill the 
career positions tha : will bee() ne availal de as th( ag ng civilian force becomes eligible to retire 
in large numbers in the next few years. 14any of :ho: e retiring will take with them highly 
specialized and tec nical skiIl. — ones lot quicl ly 1 r easily replaced — and they represent a 
significant portion 'f the civilian leaden hip today. I i addition, senior civilian positions now stay 
vacant for longer ai d longer p :nods bec iuse of the iz.luctance of highly qualified individuals to 
be subjected to the iolitical apointmen process ant the restrictions imposed on returning to 
their private sector :arecrs. 



• War downsizing of the DoD's workforc redo ;in. the size of the DoD workforce by more than 
a million people -- las made tic DoD ! less co npc titive in today's modem marketplace for 
talent. In addition, he needs f )1:-  many c .her lank uai es have been either ignored or given low 
priority. With miss ons includaig peace :ecping, hur ianitarian aid, nation-building and training 
of foreign military Dersonnel, more thar 40,000 j.S troops are or have been stationed in more 
than 110 nations (e (eluding NATO cou itries anl J 7an) since 1991, including every nation in 
Latin America, all mit two of he fifteer success r s ates to the USSR, some forty nations in 
Africa, and througl out South Ind South. east Asi.i. N ore than 140 languages are spoken in these 
nations. The ab11it3 to communicate wit i military fc rces of other nations in a coalition, the 
ability to cornmuni :ate with the people n a disa.;ter stricken country, the ability to act as peace-
keeper in situation: such as Bosnia and Kosovo, der lands higher skills in listening, 
understanding, and speaking. -..:ultural a varenes: is :ssential in such operations, also, and that 
awareness and und :rstanding s facilitat :d by so ind knowledge of the language. 

Recommendation 
galvanize support ; 
following efforts: 
• Identify pri 
• Plan for ou, 
identified skills 
• Building or 
identifies needs, sti 
workforce essentia 
• Develop trz 
• Develop cn 
Information Superi 
of a progressive an 

At the Feleral Gov 
nd initiate action at 1 

irity areas :skills/toc 
reach (recraitment ir 

these previous effor 
ategies anc. policies 
for Inforn.ation Sur 

ining for ti c 21st cen 
iss-Ser,ice program 
)rity, and tD MOtiVat, 
I over-arc t ing enteri 

eminent lev 
Offic e ot 

s) for at In 
the pubic 

s, devel )13 
hat are requ 
ariority 
ury for i.n I: 
to captt re 

• the woi kfc 
rise. 

:I, it is recommended that we attempt to 
Personnel Management (OPM) for the 

ormation Superiority workforce 
ector) targeting personnel at the above 

Department HR Plan that specifically 
red to shape a quality and skilled 

iformation Supenority workforce 
nd leverage all ideas/efforts to enhance 
-cc and imbue it with the sense that it is part 

As DoD de 
may need to take a 
available to help ac 
compiled a list of I-
use in designing n 
problems. The Fed 
includes: 
• Advance p; 
• Recruitmer 
• Retention a 
• Paying for 

felops straiegies for: 
lvantage o human rc 
dress the r:cnnting ; 
uman reso tree mans 
recruitment and rete 

:ral CIO C3uncil ha 

yments (up to four v 
: and reloc ition born 
lowances , up to 25 i 
'raining ard Educati 

ecruitin;; an 
source ruin 
nd retentior 
gement :ippi 
ition str nef 
posted the 1 

ecks' pa. ') 
ses (up 10 2 
ercent of Ex 

(inclt des 

I retaining IT professionals, the Department 
tgement flexibilities and resources are 
problems facing IT managers. OPM has 
oaches and tools that Federal agencies may 
ies and in resolving current staffing 
St cm its website (www.cio.gov). The list 

,r new employees. 
i percent of annual base pay). 
se pay). 
tuition). 
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Ovei view of ti te Polk!.  1)4velopment Process 

The ASD(C3I), 210 partic pates in r iany pol cy ievelopment activities. These can be 
broken down in :o Executis•e Branch Legisla ive Branch and international activities. 

Executive Bran :h 

• DoD. With n DoD, the: ASD(C21)/CIO's pai icy-related actions range from support to 
NCA dccisi )n-makers in continE ency ope:rat ons (such as Kosovo), to the 
developmer t and exercise of pol cy, over sigi t and guidance in matters such as 
information assurance, critical ir frastruct ire Notection, network governance, 
acquisition . f C3ISR aid IT-rela .ed syste ms. space policy, management of the IT 
workforce, : ntelligencc issues, sc c Dun .erintelligence and information 
operations, ..lectronic I usiness ai .d R&D obj !ctives. 

- Policies developed through ii =al Loll coordination may be codified through 
the Instr ictions an( Directiy( s process, o • through Guidance and Policy 
Memore Ida (G&PI 4). The I ner hay th : force of law but are only enforceable 
for a per od of 180 days and , xpire at the end of that period. To remain in force 
for a Ion ger period 7cquircs a more fo ma coordination effort known as the SD 
106 pro( ess (for the! coordina .ion forri of the same name used for routing the 
documei t). • The SD-106 process usually akes abc ut 2 months — which is why a G&PM is 
customa used a5 a gap-fill ng median] sm to facilitate prompt implementation. 
Exampl( s of this ar proach us ed in arc thc Global Information Grid (GIG) policy 
documei t suite. Ci stomarily we sha c U cse policy initiatives with the Director 
of Centr d Intelligelice (DCI) s staff ai a r rofessional courtesy although they are 
not font l participi nts in the process. 

• Intelligence 12ommunit9 (IC) Th :re is an ext insive series of interactions with the IC, 
ranging fron discussio:is over the superviSiOI of the defense-related intelligence 
agencies (D. A, NSA, RO and !` [MA), t )bi dget-related issues (which often are 
driven by pc licy questions betwe m the S( cD,  f and DCI), to recommendations to the 
SecDef con c :ming sem.itive int& ligence iecti• ities. 

The Nati 
desi gnat, 
DCI can 
Defense 
manager 
does hay 
One yeh 
is simila 
coordina 
intelliget 
Recent E 
nations, 
CornfTILII  

Dnal Seeur ty Act of 
: the DCI as the forrr 
publish pa icy for th 
Intelligenc compon, 
lent, direct.on or car 

considen ble autho 
cle the DC1 uses to c 
to a DoD Directive 
ed by the Communii 
cc activities of the E 
CIDs have addressee 
)rotection elf sources 
ications, a id Emerge  

1947 (as am 
al, titulal.  he 
: US 
nts. WI:ile 
:rol of 'Lek 
ity over ma 
(tablish Doh 
md also car 
y Maria!, cm 
epts of ;lute 
. intelligmc 
and met loci 
ncy Plannir  

:.nded) and the Executive Order 12333 
id of US Intelligence. In this role, the 
ence Community, which includes thc 
lot directly responsible for the daily 
ise Intelligence components, the DCI 
iy aspects of their activites. 
:y is the DCI Directive (DCID), which 
ies the power of law. DC1D's are 
:nt Staff (CMS) with DoD, CIA and the 
, Energy, and Justice, and the FBI. 
'sharing agreements with foreign 

and Warning, Critical 
g. 



• Broad Net -agency. i.lthough I SD(Pol .cy; has the lead for most activities broader 
inter-agenc fora. the kSI)'C31.  /CIO sp ;ak: for Department in the NSC-led Critical 
Infrastructi. cc Coordination Gro ip and C ybc r-Incident Steering Group, and the chairs 
the Nation 1 Security ''elecortm unicatiols I iforination Systems Security Committee 
(NSTISSC: . Inter-agency activ: tics may be used to tee up issues for resolution at the 
Deputies oi Principals Committ. :e level. Th :y also may lead to the development of 
Executive ( )rders (E.0 .) or Pres dential Dec sion Directives (PDD). PDDs usually 
arc precede by a Presidential R !view D.rec Uve (PRD), which typically is a study in 
preparation for a PDD A classi ied PRI) nc w is in progress to help clarify elements 
of compute • network c perations for the t an iti on. 

Legislative Bralch 

• ASD(C3I)/. 10 takes its lead frc m ASD(Lef islative Affairs) in dealing with the 
Authorizini Committt es, and fr im Corn )trc ller in dealing with the appropriators. 
However, I SD(C3I)/C10 reprei entative ; frt quently are called to testify on 
intelligence . security, CIO, or Ir forrnatic n S iperionty issues. 

• A numt er of signi:icant poli ;), issw ha 'e arisen out of Section 119 of title 10 
that adc resscs Special Acce5 Progra -n (. ;AP) oversight and reporting. 
ASD(C uycio supports the Special kcc :ss Program Coordination Office 
(SAPC( )) in USD(AT&L) o i many Con Tessional actions 

• Several legislative issues pei ding at 'his :ime have been highlighted in the 
legislati re issues relations se :ition. 

International A :tivities  

• CSD(Polic: ) and the 5 tate Depa iment h we the lead in international negotiations, 

and the DC is charge( with inte -nationa int :lligence cooperation. However, the 

ASD(C31)/c 10 serves as the US membei on the NATO C3 Board, and a number of 

bi-lateral ar d :ral fora. Recent iitei national issues have included encryption 

policy, expi rt control efonn, ar coaliti i iformation sharing. 
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• aior Po icy Issues 

Doll is commit ed to taking full adv intage o op )ortunities provided by the information 
age's concepts and technologi.:s. The s2 nergy r sul ing from the consolidation of Information 
Superiority and Ch cf Informa:ion Offic :r (CIO) fur ;:tions under the Assistant Secretary of 
Defense for Comm incl. Control, Ccimmi inicatior s, u id Intelligence (ASD(C3I)) continues to 
yield significant tec hnical, operational, ; nd finar cial benefits and have the potential to yield 
more. The United ltates currt ntly enjo! s a superior information position over potential 
adversaries by vim e of its abi ity to col. ect, pror ess protect, and distribute relevant and accurate 
information in a tir iely manner while dc nying this c tpability to adversaries. However, one's 
dependence on infc rmation ak o creates rulnerat iliti s that adversaries can exploit. Moreover, 
there are significan organizational and tatutory imi rovements that are impeding the 
Department's abilit es to take lull advan age of this otential. 

Bottom Line: All 'uture military conce Ms and 'per itions are predicated on successful 
implementation of nformatior superiori :y. Witt out significant leadership attention to 
Information superic rity U.S. Forces and DoD transh trmation are at risk. 

The Problem:  De: pite significant acco nplishmntt to date, our networks and infrastructures are 
vulnerable and frag .1e. We an: unable u providc tht Information Superiority needed to support 
the wartighter toda to suppo 1 emergir g operation; 1 concepts that are resulting from the 
Revolution in Milit iry Affairs and to en tble bus: nes ; process improvements and re-engineering 
resulting from the I:evolution .n Busine s Affair;. 

Why?:  The program of record is not de ivering :he leeded information superiority capabilities 

soon enough. We I ave fragm4:nted auti:Drities aid s ove-piped processes and our polices, 

processes, personnt 1 and techr ology am matericl ar : not aligned properly to achieve information 

superiority. 

What Needs To 131  Done?:  There is tic single solu ion to fix this problem. However a number 

of actions have bee i initiated ;Ind need t ) be sus.  am n :d and even accelerated to mitigate this 

issue. 

They include: 

• Implement in effectivc program for estal list ing information assurance and critical 

information protect:on 

• Build a coh :rent, sccuie, interop :rabic glDba network (the Global Information Grid) 

• Achieve em Ito end C3lSR integ .ation 

• Promote tht developm nt of a kr owledgc-ba >ed workforce 

• Strengthen )efense Intelligence o ensun: it fleets the needs of the 2lu  Century for 

warfighter ; nd policy makers. 

• Strengthen nformatioi operatiot .s, sem ty ; nd counterintelligence 

• Promote elt ctronic car imerce at d busine ss rocess change 

• Foster devc opment of an advani ed techi.oc gy plan for information superiority 



How?: Within the )epartmen:, the ASI i(C3I)/C10, the USD(AT&L), and the 
USD(Comptroller), CFO can s ;rye as pc werful a .gen s to affect changes. Addressing CIO 
authorities to cut ac ross stove/ ipes, accc lerating ref( rms to create a more nimble, responsive 
acquisition and log sties system, foster (10-CF(' pa inerships to promote business process 
changes can be pov erful tools that shou d he en( out ged. 

• 
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