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Becember 22, 2000

MEMORANDU M FOR EXECUTIN E SECFETARY, DEPARTMENT OF DEFENSE
AU'TN COLONE . MARIA 1. CRIBBS

SUBJECT: " ransiticn I.ooks
In respo 1se 10 your memoran fum dated [ ecember 14, 2000, same subject as

above, 1 have at ached thre > transitio 1 books for he preparation of DoD leadership in the
next Administrz tion.

The poir t of contact for the litelligen ;e ( versight transition books is
Mr. Steven A. Cantrell, the Deputy £ TSD(JC). He can be reached at (o) 703-275-6561
or (h) 703-912-7 830 [{ unavailable, please ¢t ¢t me directly at (o) 703-275-6560 or
(h) 703-281-00" 4.
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C. Criteria for Retention .
1. Retention of information collected
under Procedure 2 .
2. Retention of information acqulred
incidentally
3. Retention of 1nformat10n relatlng to
functions of aother DoD Components
or non-DoD Agencies
4. Temporary retenticn .
5. Retention of cther 1nformat10n
D. Access and Retention
1. Controls on access to retained
information .
Duration of retention
Information acquired prior to
effective date

2.
3.

PROCEDURE 4.  DISSEMINATION OF INFORMATION ABOUT
UNITED STATES PERSONS

A. Applicability and Scope
B. Criteria for Dissemination
C. Other Dissemination

PROCEDURE 5.  ELECTRONIC SURVEILLANCE
Part 1. Electronic Surveillance in the Unxted
States for Intelligence Purpeses

A Applicability
B. General Rules .
1. Electronic 5urvexllance pursuant
to the Foreign Intell1gence Surveillance
Act .
2. Authority to request electronLc
surveillance
3. Electronic survelllance in
emergency situations
Part 2. Electronic Surveillance Qutside the

United States for Intelligence Purposes

A. Applicahility

B. Explanation of Undefined Terms
C. Procedures .

D. Electronic Survell‘ance in

Emergency Situations

E. Officials Authorized to Request and
Approve Electronic Surveillance Qutside
the lnited States



















CoD 5240.1-R

D. EXCEPTICNS TO POLICY

Requests for exception to the policies and procedures established herein
shall be made in writing to the Deputy Under Secretary of Defense (Policy), who
shall obtain the written approval of the Secretary of Defense and, if required,
the Atterney General for any such exception.

E. AMENDHENT

Requests for amendment of these procedures shall be made to the Deputy
Under Secretary of Defense (Policy), who shall obtain the written approval of
the Secretary of Defense, and, if required, the Attorney General, for any such
amendment .
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Dol 524C.1-R

a. Anm general or flag office  a the overseas location in question,
. having respons bility for eithe: the subj -ct of the survei.lance, or respon-
i’ sibility for tle protec ion of rhe perioen , installations, or property that is
: endangered; or

b. Th: Deputy liirector for Oprra .lons, National Security Agency.
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DeD 3240.1-R

‘tions.

inals des :ribed i.: paragrapit B.1.c. and d., above, the following
ply:

- surveil .ance sh 1l be .im.ted in scope and duration to that
.he purpc ies refe red to in section A., above,

particul.r Uniter State; p - rson shall be targeted intentiocnally

content of any - ommuni:at on shall:

Be ret.uined on y when ac .ually needed for the purposes
section «. ahove

Be dis:eminater only .0 ersens conducting the activity,

Be des'.royed irmediati:ly upon completian of the activity.

technic:l parame ters o a communication (such as frequency,
ring, sijpnal strength, ond time of activity) may be retained and
rposes oirtlined n sect.on A., above, or for collection aveidance
paramelets may te dissimi)ated to other DoD intelligence com-

er entit:es authirized 'o 'onduct electrenic surveillance or
ment, te:ting, ard calilira' ion of electronic equipment provided
1on and tse are [ imited to the purposes outlined in section A.
veidance purpose:. Nec (on'ent aof any communication may be re-
other th:n as prcvided ~n jaragraph B.2.c., above.
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DoD 5240.1-R

(6] To develop or maintaia cover necessary for the security of
foreign intelligence or counterintelligence activities.

(7) Outside the United States, to assess United States persons
as potential sources of assistance te foreign intelligence and counterintelli-
gence activities,

D. DISCLOSURE REQUIREMENT

1. Disclasure of the intelligence affiliation of an employee of a DeD
intelligence component shall be made to an executive officer of the organiza-
tion in question, or to an official in charge of membership, atteandance or the
records of the crganization concerned.

2. Disclosure may be made by the Dol i1ntelligence component involved, an
authorized Dol official, or by another component of the Intelligence Community
that is otherwise authorized to take such actioa on behalf of the DaD intelli-
gence component concerned.
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e. Assistance may be rendered to law enforcement agencies and
security services of foreign govermments or international organizations in
accordance with established policy and applicable Status of Forces Agreements;
provided, that Dol intelligence compoaents may not reguest or participate io
activities of such agencies undertaken against United States persons that would
not be permitted such compcnents under these procedures.
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LoD 5240.1-R

::) f. These reporting requiremerts are exempt from formal approval and
- licensing in azcordance with suisecticn V1I.G. of enclosure 3 to DoD Directive
5000.19 (refer:=nce (k)).
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DoD 5240.1-R

25. United States person. P
a. The term "United States person” means: (Cf:j
(1) A Uoited States citizen;

(2) An alien known by the Dol intelligence compenent concerned
to be a permanent resident alien;

(3) An unincorporated association substantially composed of United
States citizens or permanent resident aliens;

(4) A carporaticn incorporated in the United States, except for
a corperation directed and controlled by a foreign government or governments.
A corporation or corporate subsidiary incorporated abroad, even if partially
or wholly owned by a corperation incorporated in the United States, is not a
United States person.

b. A person or organization outside the United States shall be presumed
not to be a United States person unless specific information to the contrary is
ohtained. An alien in the United States shall be presumed not to be a United
States person unless specific information to the contrary is obtained.

¢. A permanent resident alien is a foreign national lawfully admitted
into the United States for permanent residence.
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RETENTION [“COLLECTARILITY DETERMINATION"}. OASD(C3I) WILL
COORDINATE THE REQUEST WITH THE DOD GENERAL COUNSEL AND THE
ATSD{IQ) PRIOR TO NOTIFYING THE SERVICE INTELLIGENCE COMPONENT OF
APFROVAL/DISAPPROVAL OF THE REQUEST. THE MILITARY SERVICES ARE
ENJOIKED TO PROCESS COLLECTABILITY DETERMINATIONS EXPEDITIOUSLY.
B. WHYLE AWAITING A COLLECTABILITY/RETAINMBILITY
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