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ASSIST, kNT TO ELIE SE CR KTARY OF DEFENSE 
(INTELLIGENC E (OVERSIGHT) 

(ATS ))) 

I. (U) ORGAI IIZATIOrl AND M LNAG} MI ,NT 

A. (U) Org mization 

1. (U) .4ission St.itement: 
with independc at oversigt t of all Dc 
intelligence-rel ited organizations, a 
intelligence un ts, to ensure their act 
executive ordei s, presiden:ial directi 
standards of co aduct. The ATSD(I( 
of Defense and in turn, to the Intell. 
Intelligence ON ersight Bo; ird (expar 
develops and ir iplements ntelligenc 
General Couns :1.  

The AT3D( 
D's inte ligt 
well as all 
vities aie cc 
yes, Dol) di 
1) provic es i 
gence 0 ven 
led detail ir 
e Overs ght  

:0) provides the Secretary of Defense 
nce, counterintelligence, and 
ntelligence activities performed by non-
nducted in compliance with federal law, 
•ectives, regulations, policies and 
written report quarterly to the Secretary 
ight Board of the President's Foreign 
section CA). The ATSD(I0) also 
policy in coordination with the DoD 

2. (U) 
Defense, the 0 
paragraph III. 
of Defense. TI 
however, there 
the Joint Staff, 
agencies (Nati( 
National Recor 
(NIMA)) in the 
In addition, as 
same organizat  

kganizati)nal Stru :tun: co 
rice of the ATSD(IC ) consist s of 
..). The K -SD(10) t Torts direct 
ere are no :;ubordina• e organi Kati 
is an aggre ;sive part) tership vrith 
Zombatant Comman is, Milit Lry 
nal Securit y Agency (NSA), )ef 
naissance Office gslI .0), and the 
managemt nt and dii ection tilt 
varranted, he ATSD .I0) mar • rec 
ons in the brm of pt rsonnel, fac  

nponent of the Office of the Secretary of 
eleven personnel (expanded detail in 
ly to the Secretary and Deputy Secretary 
ins under the Office of the ATSD(I0); 
the intelligence staffs and activities of 
iervices, and Defense intelligence 
:nse Intelligence Agency (DIA), 
National Imagery and Mapping Agency 
DoD Intelligence Oversight program. 
uest temporary assistance from these 
lities, and other services. 

(U) ftc Office of the Al SD(I0) s ir tegrated within OSD, reporting directly 
to the Secretary of Defensp to refIec t the imi  port ince the Secretary assigns to this 
function. This c ffice was stablishec by the !..ecr :•tary of Defense in 1976 (in 
implementatior of an Exec utive Ord er on U. 3. Ii telligence Activities) following the 
DoD's spying o a civil righ:s and ant -Vietnam a w ir demonstrators during the 60s and 
early 70s. Whz t had beguii as a legi imate fcrce Protection mission, evolved, through 
mission creep, nto an abu.;e of the C onstitutiona rights of U.S. persons by Defense 
intelligence am counterintelligence Iersonntl. ! ince 1976, the ATSD(10) has been 
charged with pi eventing a recurrenc • of thesp: ty) es of transgressions. 

(U) The term I'S. perso, r means mo .e than just a U.S. citizen. It includes 
an alien know, by the DoD intellig 'nee conrpo, rent concerned to be a permanent 
resident alien, rnd a corprration in 7orporaied In the U.S. An expanded legal 
definition is co stained in Executive Order 1233 3 (TAB A, paragraph 3.4.$). 



3. (U) 

a. ( 
intelligence tut 
individual righ 
United States. 

b. ( 
activities are di 
12333, "Unitec 
Governing the 
Persons" (TAP 

c. ( 
and training pr 
restrictions im] 
Intelligence ON 
Defense intelli  

U) To enst re Defens 
ts perform ng intelli; 
s of U.S. r  ersons gu 

U) To enst re those c 
ling so wit tin the gu 
States Int( lligence 
4ctivities of DoD In 
B). 

1..1) To enst re, throug 
igram, that those inv 
osed by E0 12333 a 
ersight is, n fact, an 
;ence asset ;. 

intellif enc 
,cnce ac ivit 
Lranteed by 

irecting Ind 
delines g :sta 
.ctivitie5" (1 
elligenc.; 

an agg res5. 
)lved with 
id Doll 524 
enabler .vhi  

units and counterintelligence and non-

 

es do not infringe on or violate the 
he Constitution and the laws of the 

conducting Defense intelligence 
ilished under Executive Order (EO) 
AB A), and DoD 5240.1-R, "Procedures 
mponents that Affect United States 

ive multi-media awareness, education, 
ttelligence activities are aware of the 
).1-R; and more importantly, that 
;11 maximizes the effectiveness of 

d. ( U) To enst re DoD si nior leag lers Up, particularly as it grapples with new 
domestic missi ms, e.g., Joint Task: 'orce-Ci +il ;upport, remains cognizant of the legal 
restrictions agE inst taskitu: intelligei ice asset; in Lppropriately against U.S. persons. 

c. ( 3) To enst re future! :aders o E.en erging democracies understand the 
concepts, impc :lance, and applicabi ity of In tell' gence Oversight. This is accomplished 
through a prow educa ion progr Lm in co ice: t with the Marshall Center, the NATO 
School, and th( new West:rn Hemi: phere In slat te for Security Cooperation (follow-on 
to the School c 1 the Amer .cas). 

f.( 1) To ensue evolvin g intellit enc and/or related capabilities (e.g., use of 
the Internet an . information operati ins) are .1evg loped with a thorough understanding of 
Intelligence 01 ersi ght. 

4.(U) 'unctions: The AT: D(I0) i ch. Lrged by the Secretary of Defense with 
ensuring DoD': intelligene assets d 3 not, ch. riru the course of accomplishing their 
mission, violat : the Constitutional r ghts of U.S. persons. In order to effectively perform 
this mission, tl- ATSD(I0) has, uni er DoD Dir !ctive 5148.11 (TAB C), independent 
oversight of all Defense it telligencc and countei intelligence units and non-intelligence 
units performit g intelligei ice activit es. The Set retary of Defense has recognized and 
directed that th ATSD(I( 1) have co nplete aidt nimpeded access to all intelligence, 
co unterintell ig !nee or intclligence-r :lated fa ;Hit es, units, operations, activities, and files 
regardless of c assificatio:L, compari mentatic n, r special access. It is under this rubric 
that the ATSD IO) perfor ns the fol owing time! ens in the management and direction of 
the Defense Jr. elligence Oversight irogram: 

a. ( 
DoD General ( 
Intelligence 0 , 

U) Develcps Intellit 
'ounsel, is5ues guida 
ersight asr ects of E. 

ence Ov z.rsi gilt policy and, in coordination with the 
ice, incl. tdir g regulatory guidance implementing 
). 1233: , w tich was issued in 1981. The Doll 

2 
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regulation, Do!) 5240.1-R, signed b both the A .tomey General and Secretary of Defense 
and issued in 1 )82. does rot specifit ally add res: many of today's issues. As a result, the 
ATSD(I0) in c )ordinatior with the 3oD Ge len I Counsel, the Military Departments, 
Joint Staff and Afters as al tpropriate is issuittg r licy modules to clarify Intelligence 
Oversight cone :rns in sue i evolvini areas a: for ze protection, use of the Internet by 
intelligence prc fessionals, and Infor nation Opel tions (expanded detail in section IV. 
A.). 

b. (J) Monito:s and eva uates th.: ef ectiveness of the Intelligence Oversight 
orientation and training pr pgrams of the Joint St iff, Combatant Commands, Military 
Services, and t efense int( lligence a gencies. Th s includes operationally deployed U.S. 
units operating in multinational orgk nization; su :h as NATO. 

c. ( J) Conduc s rigorou: and indepe 'dent inspections of Defense intelligence 
activities work wide, rang ng from 1 Lrge stat, :sid organizations such as the National 
Security Agenc y to dcplo) ed tactica intellig:nc.: activities such as those operating in the 
Balkans and Ai abian Peni sula. Th !se inspc ctie as are based on priorities derived from 
Presidential an.1 Defense i itelligenc : prioriti :.s, INC's priorities, current policy 
objectives, areE s of high p:rsonnel t mover te.g , Southwest Asia, Korea, and Bosnia), 
and areas of hi1 h potential risk (e.g. CONU:; fo •ce protection, support to law 
enforcement ag encies, anC inforrnat: on open tioi s). 

(101.10) tht: Office o: the AT; 0( 0) conducted compliance inspections of 
155 units in tit( U.S. and verseas ir 21 cour trie ; as well as 99 staff visits. During visits 
to U.S. cmbass es, in addii ion to the inspection c f Defense intelligence assets, the 
ATSD(I0) met ts with the Ambassat lor and CIA Chief of Station to discuss the 
relationship am. quality of support p .ovided y t e Defense intelligence assets. 

d. (.J) Provide; the Seer lary of 1)6 nse and senior leadership an 
independent as: essment opt the missi m and n tam gement performance of Defense 
intelligence or anization. This is ac :omplisl.ed hrough the ATSD(IO)'s comprehensive 
access to world wide Don intelligent e activities, coupled with a Secretary of Defense-
level perspectil e. This no: only pro 'ides the Sei retary of Defense with the current state 
of Defense lnte .ligence, it also provi les the i\TS D(I0) an avenue to provide inspection 
observations to the appropriate unit': parent ;gel cy for resolution, information, and/or 
commendation. 

e. ( =0U0) Rt views anc monito: s, i. rider the purview of DoD Directive S-
5210.36, sensit ve DoD support too her Doll Co nponents and other Departments and 
Agencies of tht U.S. Govt mmcnt. 

f. (1 J) Conducts special i Nuiries inn allegations of questionable or improper 
activities by 13( fense intel igencc co nponents (s :e ECEI-II,ON Report, TAB D). As 
appropriate, tin ATSD(10) directs E oD comoon :nts to investigate allegations of illegal 
or improper act tvities by i itelligencs elcmcn .s 

• •• 3 
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g. U) Reviev s and ana yzes rer ort: of questionable activities received from 
DoD intelliger ce compor ents, their general coulsel, and the inspectors general of the 
Joint Staff, Co nbatant C mmands, Military Ser vices, and Defense intelligence agencies. 

h. (U) Audits in elligence :ommerial activities (ICAs). Sections 431-437 of 
USC Title X, uthorize DD to con luct IC P s ai .d require an annual audit of all DoD 
ICAs. DoDD ;240.12, "Departmer t of Def:nst Intelligence Commercial Activities," (2 
Dec 92) tasks1he ATSIX: 0), as a d isinteres ed )ffice, to conduct these audits. It further 
requires that tie ATSD(I0) audit re port be lam shed to ASD(C31) for Congressional 
reporting purp• ses. 

i. ( J) Reports quarterly in writi: rg 2 :id in close coordination with the DoD 
General Coun: el, to the Iritelligenct Oversif ht 1 uoard of the President's Foreign 
Intelligence A( .visory Bo; Lrd (TAB (see secti m C.1. below for additional detail). 

j. J) Coordir ates, as al ,propriat:, v ith the DoD Inspector General on matters 
relating to the nspector eneral's a •eas of rt spc nsibility in accordance with DoD 
Directive 510E . 1. The AT SD(10) i • respom iblt to the Executive Branch while the 
statutory DoD Enspector General is -esponsi )1e - o Congress. The ATSD(I0) has 
oversight of th intelligen:e related activitie; of the DoD Inspector General. 

k. U) Perforris indeper dent stu lies for the Secretary of Defense as directed 
(see Mitre Rep Mt in section IV.B.1 • 

1. ( J) Conduc:s an aggr Yssive In .elli ;ence Oversight outreach program to 
educate senior DoD leade-ship on r :sponsib s associated with the use of intelligence 
assets. 

m. (U) Provides Intellig ence Ovi:rsi; ht instruction to the Marshall Center, the 
NATO School and the new Wester 1 Hemis!)hei 2 Institute for Security Cooperation, for 
the education f military i.nd civilia 1 leaden of :merging democracies (see TAB F). 

B. (U) Mai iagement 

I. (U) 2haiin of Command The NM (10) reports directly to the Secretary and 
Deputy Secret.; ry of Defe ise in the iccompl stir rent of his independent oversight 
mission. In co isultation , vith the G eneral C el, the ATSD(I0) is required to report at 
least quarterly .o the Seer :tary of Defense arid t( • the Intelligence Oversight Board of the 
President's For :ign Intelligence Ad. isory Board (TAB E). 

2. (U) legulator, ,  Authority: The bas c authority document for the ATSD(I0) 
is DoD Directi te 5148.11 (TAB C) This ct artt r affords excellent operational flexibility 
and unhindere( access to .ntelligen( c functions, intelligence-related information, and 
intelligence pe •sonnel, rei;ardless o classifl( atit nor compartrnentation. It authorizes the 
ATSD(I0) to t ommunica:e directly with the Se! retaries of the Military Departments, the 
Chairman of tie Joint Chiefs of Sta rand tip: Jo nt Staff, and the Directors of Defense 
intelligence ag :ncies and :heir respt ctive impec or generals. In addition, the ATSD(I0) 
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coordinates wit i the DoD :nspector :reneral tn t tatters relating to his area of 
responsibility ii I accordaru e with Pu )fic Lau 95 452. 

3. kt..,"") lanagement Studie • and Is: ues : None 

C. (U) Extc rnal Proct ss 

1. (U) I xecutive— Key bite agency Rel itionships: The ATSD(I0) is the 
designated Dol point of c mtact wit ithe Intellif ence Oversight Board (JOB) of the 
President's Fort ign Intellilence Adv sory Board ',TAB E). As such, the ATSD(I0) is 
responsible for :he DoD's , Narterly ntcllige ice Dversight Report submitted to the I0B, 
after approval I y the Seen tary of Di fense. his report is prepared in coordination with 
the DoD Gener ii Counsel and descr bes sign tic; nt DoD Intelligence Oversight 
responsibilities In additicn, it irtclu les the igence Oversight submissions of the 
Joint Staff, the vIititary Services, an I Defense in :elligence agencies. 

(U) )01)'s key tone doct Tient of Ink iligence Oversight is DoD regulation 
5240.1-R. (TA] I B), whict provides the founiati DO for Intelligence Oversight guidance 
issued to all De 'ense cami orients. I he Seen tar of Defense issued the document after it 
was approved t y the Attorney Gene: at as stipula ed by E.O. 12333. This approval 
process reflects the unique working clations tip he Secretary of Defense and Attorney 
General share i the Intelligence Ov :rsight a eni . 

(U) ;ince 1976, this office has provic 
channel for the Secretary c f Defense within t e I 
DoD Inspector w to is requ red by I;iwt 
reports only thr )ugh the Socretary o Defense to 

(U) [he ATSD ;10) is an active prtic 
Defense intellif ence orgar izations a id CIA in at 
Canada, Austra ia, New Zealand, Be gium, aid S. 
agencies. The i ext mectir g will be ield in V /as!  

zcl a continuous and distinct reporting 
xecutivc Branch. Unlike the statutory 
) report to Congress, the ATSD(I0) 
.he 10B. 

.pant with the Inspectors General of the 
international forum (U.S., U.K., 

outh Africa) of intelligence review 
ington D.C. in October 2001. 

2. (U) 7ongressioaal: Que: tionable act vities of a serious nature reported to the 
ATSD(I0) thro agh Intellii,ence Ove sight chann :Is or determined during inspections 
and/or investig; tions are it nmediate[i report( d, t ) the Secretary of Defense, to the 10B 
and, as appropr ate, the Assistant Se retary of D4 fensc (Command, Control, 
Communicatioz s, and Inte!ligence) I Dr rcpon ing as necessary to the Congress or its 
pertinent comrr ittees, and] or the Do ) IC. In ack ition, the ATSD(10) provides ICA audit 
results to ASD( 231) for Gingressior al reponing 

a. Key Committe Nonc 

b. Crit.  cal Repor s to Con! rcss: N 3nc 

c. Pent ing Legisl 'five Issu :s: Non: 



II. (U) BUDG iT 

A. (U) Bud get Overview: The TSD(10) h AS no external budget program 
responsibilities 

B. (U) Bud t'et Detail: 

1. (U) I 'ersonnel: The pers innel bu ige for the ATSD(I0), which is 
administered b: the Budgc t and Fin: nce Office, Washington Headquarters Services 
(WHS), is $84, ,993. 

2. (U) Mice Equipment: he AT D(I 3) budget for FY 2001 is $76,600. 
Funding for the maintenance of copi !rs, facs mil machines and associated office 
equipment is pi ovided thruugh the E udget ar d F nance Office, WITS. 

3. (U) Tbe ATSDO 0) has been allocated a travel target of $125,000 for 
FY 2001. Tray funds arc used to 5. Ippon b oth nspections and investigations. 

4. (U) :ontractor Support The A' 7St (10) maintains a contract with ACS Inc., 
$238,000 for F.  '2001, to ;upport itt mission. T le contract provides assistance in 
developing poi: plannir g and exe :ution st ppc rt to the inspection process. 

C. (U) Bud :et Trends: The Al SD(JO) nid ;et has remained relatively constant with 
the exception o 'increased travel anc contrac su: port. Contract support should remain 
relatively const int. As th : Military Service1 do.  vnsize and cut personnel, we find that 
individuals rest onsible for Intelliger ce Over ;igh : are being cut as well. As a result, the 
ATSD(10)'s ac ive inspection and in vestigations program continues to compensate for 
these drawdow; is. 

D. (U) Bud :et Issues: None. 

III. (U) PERS )NNEL 

A. (U) Sum tnary Stat sties: Th Office oft te ATSD(10) is staffed with eleven full 
time employeet and two p ut-time o ,nsultant; as follows: ATSD(I0) (ES-6), Deputy 
ATSD(IO) (ES 02), five A ssistants or Inspe tio is (4 GM-15s and 1 GS-12), Counsel 
(GS-15), one A iministrati ie Officer (GS-12', or e Secretary (GS-8), one contract 
employee, and wo part-tir le consult ants wht bri 3g unique expertise to current issues. 
The ATSD(I0) is authoriz NI to obta n assist nee from DoD components for the conduct 
of audits, inspe :tions, and/ or investi ;ations. 

B. (U) Pers )nnel Maw agement issues: Elis orically, the Office of the ATSD(I0) has 
had a full-time gSA and CIA office assignei (these are two-year rotational positions). 
The experience and insigh s these in lividual: bri lg to the ATSD(10)'s mission, • 
particularly as i : relates to their ager :ies, is i:ival aable. Since October 1999, the DIA 
position has go le unfilled. The AP D(I0) i w rking with the Director of DIA to fill 
this critical pos tion. 



IV. (U) POLII 2Y ISSUES: 

A. (U) Ove 'view of the Policy I Develop' aen t Process: The ATSD(I0) develops 
Intelligence ON, :rsight pol cy and, ir coordinitio with the DoD General Counsel, issues 
guidance, inclu ling regulatory guich ncc imp em :nting Intelligence Oversight aspects of 
E.O. 12333 anc DoD Regulation 52,  0.1-R. •fo ddress rapidly evolving Intelligence 
Oversight issue;, the ATS )(10) use . policy noc ules, which arc developed in 
coordination w th the DoE General I 2ounsel, the Military Departments, Joint Staff and 
others as appro.  iriate. 

I. (U)1 orce Proti:ction: 1'1 ATSE (IC ) issued policy guidance (TAB G) in 
December 199f , to the Do) on intel igence c ollt ction, reporting, analysis, and 
dissemination c f U.S. pers m-related materia. wt.  ich impacts upon force protection. This 
policy guidance was neccs;ary folly ving the Khi 'bar Towers and Oklahoma City 
bombings wher some mili ary comn andcrs, rail ed to rely On their intelligence staffs for 
threat informati an, began t) inapproi iriately tisk the intelligence community for 
information the / needed tc protect ti cir people a id resources. Frequently this meant that 
Defense counte intelligence assets A zre dire c ted to collect information on local criminal 
and dissident gr Jups in the CONUS. Since F.O. 12333 and DoD Regulation 5240.1-R 
prohibit the col ection of d amestic ti teat infcrrni tion unless a foreign connection exists, 
such direction a id any response are: Ilegal. 11 lie u of a foreign connection, such 
threatening acti /ity is criminal, not i iternatio aal errorist, activity. Commanders must 
obtain informat on on criminal threa from m Ilia y or civilian criminal investigative 
organizations (t .g., OS1, NOS, FBI, and local la.  v enforcement). However, if Defense 
intelligence or c ounterintelligence as ;ets become aware of any information concerning 
threats, they are enjoined to pass thai informa tior immediately to the concerned 
commander ark security fc rces. To elleviate any confusion regarding support to a 
commander's fi rce protection missic n, the A TSI P(lO) published specific guidance 
detailing the sir] port a con-  mander ci iuld exp ,et: rom the intelligence community and 
describing the p irmissible ;upport D :fense ir tell gence could provide. 

2. (U) I efense (nt Aligence ;upport to I ivil Authorities: Homeland defense is 
a broad concept that has la] ge civil a well as mil tary components. The Unified 
Command Plan ;1999) esti blished Js int Task FO; ce Civil Support (JTF-CS), under Joint 
Forces Comma, d, in order to increas DoD's reae mess to respond in the event of a 
weapons of man destructic n inciden within ihe '5.S., its territories, or possessions. In 
preparing for th s critical it ission, th' ATSINIO) has been working closely with the 
ATSD (Civil Sc pport)'s staff and the Joint St; t ) ensure those involved in the process 
understand whe c and whc ) the Deft ise Intel lige ice Community may provide support. 
This issue was t ighlighted during a r :cent Cc ngr :ssionally directed exercise, TOP OFF, 
when the JTF-C 3 comman.ler attemr ted to ot 'tail domestic operational and threat data 
from the Defer:: Intelliger cc Community as 3pr nee' to the law enforcement 
community. Th : Defense Intelligence Comm uni y is restricted from collecting 
information on .omestic ac tivities th it have to fc reign connection. This restriction 
which is reflect( d in F..0. 12333 and DoD Re gull tion 5240.1-Revolved from a very 
similar situatior in the 60s and 70s. 



(U) Beginning in the 60s U.S. Amy commanders were given the mission 
under the Gard gt Plot Op rations 0 -der, to T'rep tre for civil unrest in the U.S. The DoD 
asked the FBI : or informa.ion on the local threat in the 40 largest U.S. cities, but the FBI 
declined to pro fide it. Th: Army th m set at out using its intelligence and 
counterintelligt nce units End person -iel to cc Ilec . all manner of domestic information to 
include the nar Les and ad c resscs of nayors, nif tential citizens, church leaders, as well as 
local civil right protestor'; and anti- war acti'ist . It was the collection and maintenance 
of this data (an abuses cc nunitted y the CIA) • hat led to Congressional hearings and 
focused the nat on's attent on on the illegal d stic activities of the Intelligence 
Community. 1 o prevent s recurrem e of this typ : of activity, E.O.s have been issued (the 
latest is E.O. I: :333) and t rn Secrets Ty of De fen: e issued, after approval of the Attorney 
General, DoD .240.1-R, I roceduret Govern ng he Activities of DoD Intelligence 
Components th it Affect United Stat :s Persons." 

(U) The ATSD(I0) is we rking with the ATSD(CS) and the Joint Staff 
to publish auth iritative guidance (th TOP C FFJ CIAL After Action Report, a C.ICS 
Instruction, anc a JCS CO 'IPLAN) lescribir g ti e methodology by which a commander 
can obtain info -relation net :ded for tr ilitary o ere Lions, support to civil authorities, and 
force protectim . in CONU S. The gt idanc,e einforce the role of local government, 
National Guarc , and militiry and ci,  ilian cri ninii investigative organizations in the 
provision of in: ormation cn entities without .t de -nonstrable foreign connection. 

3. (U) I Ise of the nternet: The AT 31)( .0) is, with assistance from the DoD 
General Couns 1, developng Intellii ence ON ers ght guidance for intelligence and 
counterintellige nce use of the Intern :t. In adiiti,  )11 to general principles, the policy 
guidance will i.  Lclude specific provi: ions for intelligence and counterintelligence 
personnel to an tlyze and characteri2: e-mail add -esses, web sites, i.e., Uniform Resource 
Locators (URL ;), and Internet Proto ;al (IP) ,LcIdi csses. 

4. (U) I :ounterna rattles: I early 200C . the ATSD(I0) began a review of the 
adequacy of av Lilable guile ance to tl Defen: e It telligence Community components 
supporting drui law enfon:ement ag ;ncies (I )LE As). Staff members visited Joint 
Interagency Ta lc Forces East and V. est, Join: Te sk Force 6, the Defense Intelligence 
Agency, and th Office of the Dept y Assist; int ;ecretary of Defense (Drug Enforcement 
Policy and Sup >ort). Intet views we: e condu;ted with personnel involved in providing 
intelligence sui port to, as well as wi .h DLE/, in,  lividuals. The focus of this effort, 
conducted at lx th policy ad workir g levels, wa ; to assess their understanding of and 
compliance wit Intelliger ce Oversi ;ht guid.Lnce . During this process, several violations 
were discovere I which were quickl) correctc d. t was determined that these violations 
were the result )f impropc:.  interpret ttion of nte ligence Oversight guidance, not due to a 
lack of guidanc The Oft ice of the kTSD(11)) continue to monitor and work with 
intelligence uni :s in the fit Id to cnsu -e contir uce understanding and compliance with 
Intelligence 01, :might rcg ilations. 

8 
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Ge(wge B. Locz;, II 
Ass ista tt to the Secretary Defense 
(Int ;ence Oversight) 

FOR 01 FICIAL USE ONLY 

B. (U) Mai ir Policy I ;sues reqi tiring al ten ion in the next few months: 

1. 481:1-))-MITRI: Report 
Information A vailable to DoD (U) 

- -(F-G140)-C ompletion of MITRI 
of Defen: e 

--(-F4NnTerT ask was to determine 
and what Doll did ith the mill 

in "Iraq i C iemical Warfare: Analysis of 

Report: stu iy directed by former Deputy Secretary 

US kno wle ige of Iraqi chemical warfare capability 
)rmatior 

- -(+43149)-B esults wen provided to Sem tar) and Deputy Secretary of Defense 

--(F04444)-F Dllow-u p action req 
to SECD F..F (along with the 
coordina :ed declamification 
conclude I declassification ac 
Declassif cation wo rld  

rired: ( ne lithe ATSD(I0)'s recommendations 
Jasic M TIE Report as well as in a GC 
'Ian) wss tc approve ATSD(I0)-directed/ 
Lion on irs five sections of the MITRE Report. 

--(143.13+))-Assure )ur Gulf 
and lb at Do D had made p  

Nar vet :ral is of the integrity of the study effort 
tblic all pes tinent information; 

4434344)-Satisfy i'reedom 
the M TRE Rep i in. Spec 
analys t, filed a F DIA reqt 
the Dc D General Counsel 
withim Id release of the drs 
docurr ent FOIA exemptio 
exemp tion. Mr. Eddingto 
US Di trict Court for the 
Jacks( n upheld She decisil 
agreei tg with thu claim of 
ATSD IO) has h:en advisi 
MITR E report b. finalized 
report Report would not 
SECD F. 

Infort nat 
fically, vIr. 
est for t 3e ( 
and the Del 
ft repot t, a 
2 and the d 

sued tie co 
)istrict of C 
n to wit hh( 
the deli ier 
d by arms. 
, he will file 
be consider  

on Act (FOIA) requests for release of 
Patrick Eddington, former CIA 
raft MITRE report. Working with 
iartrnent of Justice, the ATSD(I0) 
;serting rights under the classified 
liberative process privilege FOIA 
capel release of the draft report in the 
olumbia. Judge Thomas Penfield 
id release of the draft report, 
:tive process privilege. The 

for Mr. Eddington that when the 
a new FOIA request to obtain the 
:d finalized until approved by 
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Timely and accurate 
plans, and intentic 
their agents, is ee 
States. All reasor 
the United States u 
that purpose, by vi 
Constitution and St 
the National Securi 
United States of An 
of United States ir 
constitutional rigt 

Part 1. 

intormat:on anout the act ivi .ies, capabilities, 
ns of foreign powe:s, orgaliz Lions, and persons, and 
nential tc the flat onal se:ur ty of the United 
Ible and :awful me.ns must be used to ensure that 
ill receile the be: t. intellig .nce available. For 
rtue of tle author ty vest ed n me by the 
atute5 ot the Unitid States o America, including 
ty Act of 1947, as amended, a.4 as President of the 
arica. in order to provide fa the effective conduct 
telligence activit es and :he protection of 
ns, in is hereoy odered a3 fI.Lows: 
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Goal, Direction. Duties and Responsibilities With Respect to the 
National Intelligence Effort 

1.1 Goals. The United States intelligence effort shall provide the 
President and the National Security Council with the necessary information 
on which to base decisions concerning the conduct and development of 
foreign, defense and economic policy, and the protection of United States 
national interests from foreign security threats. All departments and 
gencies shall cooperate fully to fulfill this goal. 

(a)Maximum emphasis should be given to fostering analytical 
competition among appropriate elements of the Intelligence Community. 

(b)All means, consistent with applicable United States law and this 
Order. and with full consideration of the rights of United States 
persons, shall be used to develop intelligence information for the 
President and the National Security Council. A. balanced approach 
between technical collection efforts and other means should be 
maintained and encouraged. 

(c)Special emphasis should be given to detecting and countering 
espionage and other threats and activities directed by foreign 
intelligence services against the United States Government, or United 
States corporations, estab- lishments, or persons. 

(d)To the greatest extent possible consistent with applicable United 
States law and this Order, and with full consideration of the rights of 
United States persons, all agencies and departments should seek to 
ensure full and free exchange of information in order to derive 
maximum benefit from the United States intelligence effort. 

1.2 The National Security Council. 

(a)Purpose. The National Security Council (NSC) was established by 
the National Security Act of 1947 to advise the President with respect 
to the Integration of domestic, foreign and military policies relating 
to the national security. The NSC shall act as the highest Executive 
Branch entity that provides review of. guidance for and direction to the 
conduct of all national foreign intelligence, counterintelligence, and 
special activities, and attendant policies and programs. 

(b)Committees, The NSC shall establish such committees as may be 
necessary to carry out its functions and responsibilities under this 
Order. The NSC or a committee established by it, shall consider and 
submit to the President a policy recommendation, including all 
dissents, on each special activity and shall review proposals for other 
sensitive intelligence operations. 

1.3 National Foreign Intelligence Advisory Groups. 

(a) Establishment and Duties. The Director of Central Intelligence 
shall establish such boards, councils.... or groups as required for the 
purpose of obtaining advice from within the Intelligence Community 
concerning: 

(1) Production, 
intelligence; 

review and coordination of national foreign 

(2)Priorities for the National Foreign Intelligence Program budget; 

(3)Interagency exchanges of foreign intelligence information; 

:4) Arrangements with foreign governments on intelligence matters; 

(S) Protection of intelligence sources and methods; 

(6)Activities of common concern; and 

(7)Such other matters as may be referred by the Director of 
Central Intelligence. 

(b) Membership. Advisory groups established pursuant to this section 
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shall be chaired b 
representative and 
organizations with 
agencies containin. 
of Central Intellie 
intelligence matte 
in the collection, 
representative of 
Assistant to the P 
of the Secretary o 
which deals with a 

1.4 The Intelliget 
Community shall, is 
the other provisiot 
necessary for the e 
national security ( 

the Dire:tor of Central :nu 
shall conaist of senior roprf 
n the Intelligence Commun. ty 
such orginizatiors, as drsic 

vnce. Griups for :Onside:-ati 
.s will in:lude re;cesentative 
processin; and analysis o: ir 
he Secretiry of Commerce, th( 
esident fir Nationzl securitl 
Defense (hall be invited to 
her than zubstantim inte:liE 

cc Commun.ty. The agencies u 
accordanie with aiplicab:e L 
s of this Order, cinduct :nte 
onduct of foreign :elatiors a 
f the Uni:ed State), inclidir 

lligence or his designated 
sentatives from 
and from departments or 
nated by the Director 
on of substantive 
s of organizations involved 
telligence. A senior 
Attorney General, the 
Affairs, and the Office 
participate in any group 
ence matters. 

ithin the Intelligence 
aited States law and with 
lligence activities 
ad the protection of the 
3, 

(a) Collection o: informat.on needei by the Pt esident, the National 
Security Council, i he Secret.eries of :tate ard ?tense, and other 
Executive Branch o: ticials the pe7formance c f their duties and 
responsibilities; 

(b)Production an dissemimition of .ntellicence; 

(c)Collection oi informat on conce -ning, and :he conduct of activities 
to protect against. intelligesnce acti ,ities tire :ted against the United 
States, internatioz al terror at and i iternationa . narcotics activities, 
and other hostile ctivities directed against th e United States by foreign 
powers, organizati( ns, persons, and t seir agents • 

(d)Special acti(ities; . 

(e) Administrati. 
abroad necessary fc 

(t) Such other ir 
time to time. 

e and support acti 
✓ the per:ormance 

telligence act ivit 

-ities uith.n the United States and 
ef authcrizsd activities; and 

es as the 'resident may direct from 

1.5 Director of Central Intelligence 

In order to dischaz ge the duties and .eaponsioil.ties prescribed by law, 
the Director of Cer tral (nte.ligence hall be responsible directly to 
the President and t ae NSC an( shall: 

(a)Act as the primary adv:ser to t: e Presiden and the NSC on national 
foreign intelligence and proNide the tesiden: aid other officials in the 
Executive Branch wi:h national foreiT intellige,ce; 

(b)Develop such abjectiver and gui( ance for t e Intelligence Community 
as will enhance caribilities for resp( nding t3 e pected future needs for 
national foreign irielligence; 

(c)Promote the development and maistenance of services of common 
concern by designated intelligence oreanizatiins on behalf of the 
Intelligence Community, 

(d)Ensure implementation cf specia: act iv iie: ; 

(e)Formulate policies concerning fc reign ilte. ligence and 
counterintelligence arrangem(nts with foreign go. ernments; coordinate 
foreign intelligence and courterintel: igence 7eli tionships between 
agencies of the IntellAenc,2 Communit! and th telligence or internal 
security services c: foreign governmez ts, and es' ablish procedures 
governing the condurt of lia:son by ar y deparrme: t or agency with such 
services on narcotlis activities; 

(f)Participate i i the development cf proceturts approved by the 
Attorney General go ferning criminal nircotics intelligence activities 
abroad to ensure th It these activitie: are co isi:tent with foreign 
intelligence progra es; 



httpli, www.dtic.mtliatsdio/documentsIco1233.htmi 

(g)Ensure the establishment by the Intelligence Community of common 
security and access standards for managing and handling foreign 
intelligence systems, Information, and products; 

(h)Ensure that programs are developed which protect intelligence 
sources, methods, and analytical procedures; 

(i) Establish uniform criteria for the determination of relative 
priorities for the transmission of critical national foreign intelligence, 
and advise the Secretary of Defense concerning the communications 
requirements of the Intelligence Community for the transmission of such 
intelligence; 

(j) Establish appropriate staffs, committees, or other advisory 
groups to assist in the execution of the Director's responsibilities; 

(k) Have full responsibility for production and dissemination of 
national foreign intelligence, and authority to levy analytic tasks on 
departmentalintelligence production organizations, in consultation with 
those organizations, ensuring that appropriate mechanisms for competitive 
analysis are developed so that diverse points of view are considered fully 
and differences of judgment within the Intelligence Community are brought 
to the attention of national policymakers; 

(1) Ensure the timely exploitation - and dissemination of data 
gathered by national foreign intelligence collection means, and ensure 
that the resulting intelligence is disseminated immediately to appropriate 
government entities and military commands; 

(m) Establish mechanisms which translate national foreign intelligence 
objectives and priorities approved by the NSC into specific guidance for 
the Intelligence Community, resolve conflicts in tasking priority, provide 
to departments and agencies having information collection capabilities 
that are not part of the National Foreign Intelligence Program advisory 
tasking concerning collection of national foreign intelligence, and 
provide for the development of plans and arrangements for transfer of 
required collection tasking authority to the Secretary of Defense when 
directed by the President; 

(n)Develop, with the advice of the program managers and departments 
and agencies concerned, the consolidated National Foreign Intelligence 
Program budget. and present it to the President and the Congress; 

(o)Review and approve all requests for reprogramming National Foreign 
Intelligence Program funds, in accordance with guidelines established 
by the Office of Management and Budget; 

(p)Monitor National Foreign Intelligence Program implementation, and, 
as necessary, conduct program and performance audits and evaluations; 

(q)Together with the Secretary of Defense, ensure that there is no 
unnecessary overlap between national foreign....intelligence programs and 
Department of Defense intelligence programs consistent with the requirement 
to develop competitive analysis, and provide to and obtain from the 
Secretary of Defense all information necessary for this purpose; 

(r) In accordance with law and relevant procedures approved by the 
Attorney General under this Order, give the heads of the departments and 
agencies access to all intelligence, developed by the CIA or the staff 
elements of the Director of Central Intelligence, relevant to the national 
intelligence needs of the departments and agencies; and 

(s)Facilitate the use of national foreign Intelligence products by 
Congress in a secure manner. 

1.6 Duties Responsibilities of the Heads of Executive Branch 
Departments and Agencies. 

(a) The heads of all Executive Branch departments and agencies shall, 
in accordance with law and relevant procedures approved by the Attorney 
General under this Order, give the Director of Central Intelligence access 
to all information relevant to the national intelligence needs of the United 
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States, and shall eive due c)nsiderat_on to the requests from the Director 
of Central Intellience for ipprepria:e suppert !or Intelligence community 
activities. 

(b)The heads of departnen:s and agtncies :nvclved in the National 
Foreign Intelligence Program shall eniure tin el' development and submission 
to the Director of Central Litelligen:e by tie program managers and heads 
of component activ:ties ot proposed nttional prc;rams and budgets in the 
format designated ly the Diroctor of 7entral Intelligence, and shall also 
ensure that the Diiector of ,:entral Iltelligence is provided, in a timely 
and responsive manier, all i.ifornatiol necesEary to perform the Director's 
program and budget responsib.lities. 

(c)The heads of departnen.s and agincies inveLved in the National 
Foreign Intelligence Program may appeil to tie President decisions by 
the Director of Cettral Inte ligence in budget C7 reprogramming matters 
of the National Foreign Inte ligence irogram. 

1.7 Senior Officials of the Intellig 
ments and agencies with organizations 
the heads of such crganizatidns, as a 

• 

(a)Report to the Attorney General . 
criminal laws by enployees and of spe 
any other person al provided in proce 
General and the heed of the departmen 
consistent with the protection of int 
specified in those procedure:; 

.nce Conmun.ty. The heads of depart-
in the Intqligence Community or 
propriate, shall: 

Hossible vi)lations of federal 
'ified federal criminal laws by 
lures acreel upon by the Attorney 
or agency concerned, in a manner 

.1ligence siurces and methods, as 

(b) In any case involving terious o contiruin; breaches of security, 
recommend to the Attorney Geeeral the the case ie referred to the FBI for 
further investigation; • (c)Furnish the irector of Central 
accordance with applicable law and pr 
General under this 3rder, ti ( informa 
of their respective duties; 

intelligen:e and the NSC, in 
cedures apiroved by the Attorney 
ion reg.iirid for the performance 

(d)Report to the Intelligence Ovenight Beard and keep the Director 
of CentralIntelligence approiriately nformed, cincerning any intelligence 
activities of their organizations the.  they have reason to believe may be 
unlawful or contrary,  to Exec rive ordir or Presilential directive; 

(e)Protect intelligence atd intell.gence sour:es and methods from 
unauthorized discicaure cons:Etter-it wi. h guidarice from the Director of 
Central Intelligence; 

(f)Disseminate iltelligence to coolerating fo vign governments under 
arrangements established cr :greed to by the )ir-ctor of Central 
Intelligence; 

(g)Participate the development ( f procedur,  s approved by the 
Attorney General gclerning pioducl-ion and diseem nation of intelligence 
resulting from cripinal narcctics intt lligence a, tivities abroad if their 
departments, agencies, or orcanizatiol s have int, lligence responsibilities 
for foreign or domeetic narcctics pro( uction end trafficking; 

(h)Instruct their empicyets to coolerate fill-  with the Intelligence 
Oversight Board; ani 

(i)Ensure that tie Inspectors Genetal and len ral Counsels for their 
organizations have iccess to any info] mation lectssary to perform their 
duties assigned by :his order. 

1.8 The Central Int.11:gence Agency. All duties and responsibilities of 
the CIA shall he related to the intel:igence !unitions set out below. As 
authorized by this )rder, the Nationa' Securi:y ,ct of 1947, as amended; 
the CIA Act of 1940. aa amenced; apprcpriare ill-actives or other applicable 
law, the CIA shall: 

(a) Collect, prodice and disseminate foreigt i:telligence and 
counterintelligence. includirg information no: otherwise obtainable. 
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The collection of foreign Intelligence or counterintelligence within the 
United States shall be coordinated with the FBI as required by procedures 
agreed upon by the Director of Central Intelligence and the Attorney 
General; 

(b)Collect, produce and disseminate intelligence on foreign aspects 
of narcotics production and trafficking; 

(c)Conduct counterintelligence activities outside the United States 
and, without assuming or performing any internal security functions, 
conduct counterintelligence activities within the United States in 
coordination with the FBI as required by procedures agreed upon the 
Director of Central Intelligence and the Attorney General: 

(d)Coordinate counterintelligence activities and the collection of 
Information not otherwise- obtainable when conducted outside the United 
States by other departments and agencies; 

(e)Conduct special activities approved by the President. No agency 
except the CIA (or the Armed Forces of the United States in time of war 
declared by Congress or during any period covered by a report from the 
President to the Congress under the War Powers Resolution (87 Stat. 855)) 
may conduct any special activity unless the President determines that 
another agency is more likely to achieve a particular objective; 

(f)Conduct services of common concern for the Intelligence Community 
as directed by the NSC; 

(g)Carry out or contract, for research, development and procurement 
of technical systems and devices relating-to authorized functions; 

(h)Protect the security of its installations, activities, information, 
property, and employees by appropriate means, including such investigations 
of applicants, employees, contractors, and other persons with similar 
associations with the CIA as are necessary; and 

(i)Conduct such administrative and technical support activities within 
and outside the United States as are necessary to perform the functions 
described in sections (a) and through (h) above, including procurement 
and essential Cover and proprietary arrangements. 

1.9 The Department of State. The Secretary of State shall: 

(a)Overtly collect information relevant to United States foreign policy 
concerns; 

(b)Produce and disseminate foreign intelligence relating to United 
States foreign policy as required for the execution of the Secretary's 
responsibilities; 

(c)Disseminate, as appropriate, reports received from United States 
diplomatic and consular posts; 

(d)Transmit reporting requirements of the Intelligence Community to 
the Chiefs of United States Missions abroad; and 

(e)Support Chiefs of. missions in discharging their statutory 
responsibilities for direction and coordination of mission activities. 

1.10 The Department af the Treasury. The Secretary of the Treasury shall: 

(a)Overtly collect foreign financial-and monetary information; 

(b)Participate with the Department of-State in the overt collection of 
general foreign economic information; 

(c)Produce and disseminate foreign intelligence relating to United 
States economic policy as required for the execution of the Secretary's 
responsibilities; and 

(d)Conduct, through the United States Secret Service, activities to 
determine the existence and capability of surveillance equipment being 
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used against the Pt asident of the Uni'ed States, the Executive Office 
of the President, a id, as authorized ly the Secretary of the Treasury or 
the President, othe r Secret service p otectees aid United States officials. 
No information shal I be acquired inteetionalli t/rough such activities 
except to protect a 3ai05t such survei.lance, ind those activities shall 
be conducted pursua it to procedures a/reed upm ey the Secretary of the 
Treasury and the At :orney Gereral. 

1.11 The Department of Defenee. The !ecretar( o Defense shall: 

(a) Collect natic nal foreit_n intell:gence ad , e responsive to collection 
tasking by the Dire :tor of Central Ineelligen:e; 

(b) Collect, prod ace and disseminate military —nd military-related 
foreign intelligenc a and courterintel:igence is 'equired for execution 
of the Secretary's responsibilities; 

(c) Conduct progx ims and missions necessary to fulfill national 
departmental and ta :tical fozeign intelligence re quirements; 

(d) Conduct count trintellisence act vities in .upport of Department 
of Defense componen :s outside the United States n coordination with 
the CIA, and within the United States in coorlinition with the FBI 
pursuant to procedu res agree( upon by the Secretiry of Defense and 
the Attorney Genera l; 

(e) Conduct, as t le executive agent of the Ini'ed States Government, 
signals intelligenc e and cormunicatiors security activities, except as 
otherwise directed 3y the NS(; 

(f) Provide for t le timely transmislion of :xi' ical intelligence, as 
defined by the Dire :tor of antral Intelligen:e. within the United 
States Government; 

(g) Carry out or :ontract for research, devrloiment and procurement 
of technical systers and devices relating to lutlorized intelligence 
functions; 

(h) Protect the S ecurity of Department of Drferse installations, 
activities, propert t. information, ant employee by appropriate means, 
including such inve itigatione of appl:cants, employees, contractors, 
and other persons w ith similar associitions w.th the Department of Defense 
as are necessary; 

(i) Establish and maintain military intellilence relationships and 
military intelligen :e exchange prograr s with 'elected cooperative foreign 
defense establishMe its and irternatior al orgarivtions, and ensure that 
such relationships nerd programs are it accordince with policies formulated 
by the Director of entral Intelligent e; 

(j) Direct, opera :e, contrcl, and pr ovide f.scil management for the 
National Security A iency and for defer se and ril:tary Intelligence and 
national reconnaiss ince entities; and 

(k) Conduct such rdmin:strative and technic ml :upport activities within 
and outside the Uni Jed States as are r ecessart tc perform the functions 
described in sectio is thtough in) above. 

1.12 Intelligence :omponentE Utilizec by the Secretary of Defense. In 
carrying out the re rponsibilities assi 3ned in section 1.11, the Secretary 
of Defense is autho :ized tn ritilive tt e 

(a) Defense Intel igence Agency, whc se respons:bilities shall include; 

(1) Collection produ:lion, or, t Arough .as)ing and coordination, 
provision of milita :y and milltary•rel ated in:e171gence for the Secretary 
of Defense, the Joi it Chiefs nf Staff, other !)efcrise components, and, as 
appropriate, non-De fense aeries; 

(2) Collection and provision of nilitary intelligence for national 
foreign intelligenc t and cnunterintelligence orocucts: 
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(3) Coordination of all Department of Defense intelligence collection 
requirements; 

(a) Management of the Defense Attache system; and 

(5) Provision of foreign intelligence and counterintelligence staff 
support as directed by the Joint Chiefs of Staff. 

(b) National Security Agency whose responsibilities shall include. 

(1) Establishment and operation of an effective unified organization 
for signals intelligence activities, except for the delegation of 
operational control over certain operations that are conducted through 
other elements of the Intelligence Community, No other department or 
agency may engage in signals intelligence activities except pursuant to 
a delagation by the Secretary of Defense: 

(2) Control of signals intelligence collection and processing 
activities, including assignment of resources to an appropriate agent for 
such periods and tasks as required for the direct support of military 
commanders; 

(3)Collection of signals intelligence information for national 
foreign intelligence purposes in accordance with guidance from the 
Director of Central Intelligence; 

(4)Processing of signals intelligence data for national foreign 
intelligence purposes in accordance with guidance from the Director of 
Central Intelligence; 

(5)Dissemination of signals intelligence information for national 
foreign intelligence purposes to authorized elements of the Government, 
including the military servicesi in accordance with guidance from the 
Director of Central Intelligence; 

(6)Collection, processing and dissemination of signals intelligence 
information for counterintelligence purposes; 

(7)Provision of signals intelligence support for the conduct of 
military operations in accordance with tanking. priorities, and standards 
of timeliness assigned by the Secretary of Defense. If provision of such 
support requires use of national collection systems, these systems will 
be tasked within existing guidance from the Director of Central 
Intelligence; 

(8)Executing the responsibilities of the Secretary of Defense as 
executive agent for the communications security of the United States 
Government: 

(9)Conduct of research and development to meet the needs of the 
United States for signals intelligence and communications security; 

(10)Protection of the security of its installations, activities. 
property. information, and employees by appropriate means, including such 
investigations of applicants, employees, contractors, and other persons 
with similar associations with the NSA as are necessary; 

(11)Prescribing, within its field of authorized operations, security 
regulations covering operating practices, including the transmission, 
handling and distribution of signals intelligence and communications 
security material within and among the elements under control of the 
Director of the NSA, and exercising the necessary supervisory control LO 
ensure compliance with the regulations; 

(12)Conduct of foreign cryptologic liaison relationships, with liaison 
for Intelligence purposes conducted in accordance with policies formulated 
by the Director of Central Intelligence; and 

(13)Conduct of such administrative and technical support activities 
wIthin and outside the United states as are necessary to perform th 
functions described In sections (1) through (12) above, including 
procurement. 
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(c) Offices for the colle,:tion of Tecialized intelligence through 
reconnaissance proc rams, whone responubilities ;hall include: 

(1)Carrying cut consol.dated re -onnaiseanc! programs for specialized 
intelligence; 

(2)Respondin to tasking in acc)rdance witn procedures established 
by the Director of Central Intelligen:e; and 

(3)Delegatin authorit-,  to the ,arious depirtments and agencies for 
research, development, procu -ement, and operEtion of designated means of 
collection. 

(d) The foreign intelligence and c)unterirtel.igence elements of the 
Army, Navy, Air Fo)ce, and Kirine Cor)s, who.se responsibilities shall 
include: 

Cl) Collecticn, production and lissemiratiin of military and military-

 

related foreign intelligence and coun erintelligence, and 
information on the foreign avects of narcotics iroduction and 
trafficking. When collection is cond icted ir renponse to national 
foreign intelligence requirecients, it will bt conducted in accordance 
with guidance from the Direc.:or of Ce Ltral Irtel.igence. Collection of 
national foreign intelligence, nct ot ierwise obteinable, outside the 
United States 81'1.31: be c00rd mated wi h the CIA. and such collection 
within the United !tares sha..1 be coo -dinated wi:h the FBI; 

f2) Conduct of counterintelligen:e activitits outside the United 
States coordination with the C/A. and within the United States in 
coordination with the FBI, and 

(3) Monitorin of the developmen 
tactical intelligence systemi and equ 
research, development and te!:t and ev 

(e) Other offices within the Depa 
conduct of the intelligence nissions 
Secretary of Defence. If such other o 
purposes, the prov:sion of Pia-t 2 of 
when used for those purposes 

, prom:rem:nit and management of 
pment and :onducting related 
luatior ac:ivities. 

-tment cf Defense appropriate for 
md rescons.bilities assigned to the 
lices are ised for intelligence 
his Order ;hall apply to those offices 

1.13 The Department of Enerciy. The S ,cretary of Energy shall: 

(a)Participate with the Departmen of State .n overtly collecting 
information with respect to .oreign etergy matte -s; 

(b)Produce and dissemnale foreig. intelligence necessary for the 
Secretary's responnibilities 

c) Participate in formul"ting int qligence cAlection and analysis 
requirements where the speci"1 expert capability of the Department can 
contribute; and 

(d) Provide expert technical, anal -tical and esearch capability to 
other agencies wit) in the InLelligenc. Commurity 

1.14 The Federal lureau of nvestiga ion. Lnde7 the supervision of the 
Attorney General and pursuani to such regulation; as the Attorney General 
may establish, the Director uf the FE shall: 

(a) within the mited States conduc counterinelllgence and coordinate 
counterintelligencr activitit.s of Oth.r agencieu within the Intelligence 
Community. when a counterinielligenc. activity it the FBI involves military 
or civilian personnel fthe ;)epartmen of Defense, the FBI shall coordinate 
with the Department of Detem:e; 

(b) Conduct coultezintell gence ac 
coodination with tie CIA as 'equired I 
Director of Centre: Intel:igence and 

ivities cu:side the United States in 
)y procedur)s agreed upon by the 
he Attcrne ,  (eneral; 

(c)Conduct witlin the Un Led Stat.s, wher refuested by officials of 
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the Intelligence Community designated by the President, activities 
undertaken to collect foreign intelligence or support foreign intelligence 
collection requirements of other agencies within the :ntelligence 
Community, or, when requested by the Director of the National Security 
Agency, to support the communications security activities of the United 
States Government; 

(d) Produce and disseminate foreign intelligence and counterintelligence; 
and 

(el Carry out or contract for research, development and procurement of 
technical systems and devices relating to the functions authorized above 

Part 2 

Conduct of Intelligence Activities 

2.1 Need. Accurate and timely information about the capabilities intentions 
and activities of foreign powers, organizations, or persons and their agents 
is essential to informed decision making in the areas of national defense 
and foreign relations. Collection of such information is a priority objective 
and will be pursued in a vigorous, innovative and responsible manner that is 
consistent with the Constitution and applicable law and respectful of the 
principles upon which the United States was founded. 

2.2 Purpose. This Order is intended to enhance human and technical 
collection techniques, especially those undertaken abroad, and the 
acquisition of significant foreign intelligence, as well as the detection 
and countering of international terrorist activities and espionage conducted 
by foreign powers. Set forth below are certain general principles that, in 
addition to and consistent with applicable laws are intended to achieve 
the proper balance between the acquisition of essential information and 
protection of individual interests. Nothing in this Order shall be 
construed to apply to or interfere with any authorized civil or criminal 
law enforcement responsibility of any department or agency. 

2.3 Collection of Information. Agencies within the Intelligence Community 
are authorized to collect. retain or disseminate information concerning 
United States persons only in accordance with procedures established by the 
head of the agency concerned and approved by the Attorney General, consistent 
with the authorities provided by Part 1 of this Order. Those procedures shall 
permit collection, retention and dissemination of the following types of 
Information: 

(a)Information that is publicly available or collected with the consent 
of the person concerned; 

(b)Information constituting foreign intelligence or counterintelligence, 
including such information concerning corporations or other commercial 
organizations. Collection within the United States of foreign intelligence 
not otherwise obtainable Shall be undertaken by the FBI or, when significant 
foreign intelligence is sought, by other authorized agencies of the 
Intelligence Community provided that no foreign intelligence collection by 
such agencies may be undertaken for the purpose of acquiring information 
concerning the domestic activities of United States persons; 

(c)Information obtained in the course of a lawful foreign intelligence. 
counterintelligence, international narcotics or international terrorism 
investigation; 

(d)Information needed to protect the safety of any persons or 
organizations, including those who are targets, victims or hostages of 
international terrorist organizations; 

(e)Information needed to protect foreign intelligence or 
counterintelligence sources or methods from unauthorized disclosure. 
Collection within the United States shall be undertaken by the FBI except 
that other agencies of the Intelligence Community may also collect such 
information concerning present or former employees, present or former 
intelligence agency contractors or their present or former employees, or 
applicants for any such employment or contracting; 
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(f)Information concerning persons who are reasonably believed to be 
potential sources ex-  contact:: for the purpose of determining their 
suitability or crecibility; 

(g)Information arising ot.t of a lcwful persoinel, physical or 
communications sect rity invein:igation 

(h)Information acquired by overheld recornailsance not directed at 
specific United Stites persoLs; 

(i)Incidentally obtained informat on that mar indicate involvement in 
activities that may violate :ederal, ;tate, loca. or foreign laws; and 

(j)Information necessary for admiristrative murposes. In addition, 
agencies within the Intelligence Comm mity may d_sseminate information, 
other than information derive'd from s gnals inte.ligence, to each appropriate 
agency within the 2nte11igere.e Commun ty for pur,oses of allowing the 
recipient agency tc determine. whether the information is relevant to its 
responsibilities,ard can be Fetained y  it. 

2.4 Collection Tectniques. ikencies w thin tte Iitelligence Community 
shall use the least intrusive collect on tectnigles feasible within 
the United States cr directec against United Sta:es persons abroad. 
Agencies are not atthorized to use su h techriqurs as electronic 
surveillance, uncorsented phy.sical se rch, mail iurveillance, physical 
surveillance, or mcnitoring Levices ttey tre in accordance with 
procedures establirhed by the head of the agency concerned and approved 
by the Attorney Gereral. Sue). procedu .es shall p -otect constitutional 
and other legal rishts and 1:mit use such infarmation to lawful 
governmental purpoees. These procedure shall no: authorize: 

(a)The CIA to engage in tlectroni. surveilla ace within the United 
States except for the purpose of trai ing, testi Lg. or conducting 
countermeasures to hostile e:ectronic surveillan ; 

(b)Unconsented physical searches n the t]nit.c1 States by agencies 
other than the FBI, except ter: 

(1) Searches ky counter:ntellige: 
directed against military petsonnel w 
intelligence purpoees, when authorize. 
to approve physical searches for law 
finding of probable cause to believe ' 
of foreign powers; and 

(2) Searches b) CIA of personal p 
lawfully in its porseasion. 

cc elerrent ; of the military services 
thin the U iited States or abroad fcr 
by a mili ary commander empowered 
nforcemmt purposes. based upon a 
hat SUG3 p xsons are acting as agents 

operty pf ,on-United States persons 

(c) Physical sutveillance of a Uni.ed States person in the United States 
by agencies other than the FFI, excel). for: 

(1) Physical !urveillance of pre: 
tormer intelligence agency ccntractor: 
or applicants for any such enployment  

ent or toner employees, present or 
or thear 'resent of former employees, 
or contrac ing; and 

(2) Physical eurveillance of a m.litary per on employed by a 
nonintelligence element of a military service. 

(d) Physical surveillance of a Uni!ed States iernon abroad to collect 
foreign intelligence, except to dotal.) significa..t information that cannot 
reasonably be acquired by otter means 

2.5 Attorney General Approval. The ..ttorney Ge:.eral hereby is delegated 
the power to appro‘e the use for inte.ligence pu 'poses, within the United 
States or against a United States per on abroad, of any technique for 
which a warrant woild be reqiired if indertaken or law enforcement 
purposes, provided tha: such techniquis shall no be undertaken unless the 
Attorney General has determired it each case :ha there is probable cause 
to believe that the technique is directed agains-  a foreign power or an 
agent of a foreign power. Electronic surveillame, as defined in the 
Foreign Intelligence Surveillance Act of 1978, s: all be conducted in 



http://www.dtic.miliatsdio/documentsieo1233.html 

accordance with that Act, as well as this Order. 

2.6 Assistance to Law Enforcement Authorities. Agencies within the 
Intelligence Community are authorized to: 

(a)Cooperate with appropriate law enforcement agencies for the purpose 
of protecting the employees, information, property and facilities of any 
agency within the Intelligence Community; 

(b)Unless otherwise precluded by law or this Order, participate in 
law enforcement activities to investigate or prevent clandestine intelligence 
activities by foreign powers, or international terrorist or narcotics activities; 

(c)Provide specialized equipment, technical knowledge, or assistance 
of expert personnel for use by any department or agency, or, when lives 
are endangered, to support local law enforcement agencies. Provision of 
assistance by expert personnel shall be approved in each case by the General 
Counsel of the providing agency; and 

(d)Render any other assistance and cooperation to law enforcement 
authorities not precluded by applicable law. 

2.7 Contracting. Agencies within the Intelligence Community are authorized 
to enter into contracts or arrangements for the provision of goods or 
services with private companies or institutions in the United States and 
need not reveal the sponsorship of such contracts or arrangements for 
authorized intelligence purposes. Contracts or arrangements with academic 
institutions may be undertaken onlywith the consent of appropriate officials 
of the institution. 

2.8 Consistency With Other Laws. Nothing in this Order shall be construed 
to authorize any activity in violation of the Constitution or statutes or 
United States. 

2.9 Undisclosed Participation In Organizations Within the United States. 
No one acting on behalf of agencies within the Intelligence community may 
join or otherwise participate in any organization in the United States on 
behalf any agency within the Intelligence Community without disclosing his 
intelligence affiliation to appropriate officials of the organization, 
except in accordance with procedures established by the head of the agency 
concerned and approved by the Attorney General. Such participation shall 
be authorized on if it is essential to achieving lawful purposes as 
determined by the agency head or designee. No such participation may be 
undertaken for the purpose influencing the activity of the organization or 
its members except in case where 

(a)The participation is undertaken on behalf of the FBI in the course 
of lawful investigation; or 

(b)The organization concerned is composed primarily of individuals who 
are not United States persons and is reasonably believed to be acting on 
behalf of a foreign Power. 

2.10 Human Experimentation. No agency within the Intelligence Community 
shall sponsor, contract for or conduct research on human subjects except 
in accordance with guidelines issued by the Department of Health and Human 
Services. The subject's informed consent shall be documented as required 
by those guidelines. 

2.11 Prohibition on Assassination. No person employed by or acting on 
behalf of the United States Government shall engage in, or conspire to 
engage in, assassination. 

2.12 Indirect Participation. No agency of the Intelligence Community 
shall participate in or request any person to Undertake activities 
forbidden by this Order. 

Part 

General Provisions 

3.1 Congressional Oversight The duties and responsibilities of the 
Director of Central Intelligence and the heads of other departments, 
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agencies, and entities encaged in int lligence a:tivities to cooperate with 
the Congress in the Conduct cf its re ponsibilit es for oversight of 
intelligence activities shal: be as p ovided in dtle 50, United States 
Code, section 413. The rEqu:rements section ;62 of the Foreign Assistance 
Act of 1961, as attended (22 U.S.C. 2.22), an stction 501 of the National 
Security Act of 1947, as amerded (50 1 .S.C. 413) shall apply to all special 
activities as defired in thir Order. 

3.2 Implementation. The NSC, the Sec etary of D.fense. the Attorney 
General, and the Director of Central ntelligenc: shall issue such 
appropriate directives and Procedures as are sec :Geary to implement 
this Order. Heade cf agenciet within •he Intelli.tence Community shall 
issue appropriate eipplementiry direc ives an p .ocedures consistent with 
this Order. The Attorney Cenral shal provide a statement of reasons for 
not approving any procedures estaolieled by tse tead of an agency in the 
Intelligence Commurity other than the FBI. Tse tational Security Council 
may establish procciures in ;nstances where tse gency head and the 
Attorney General ate unable to reach igreemen: o. other than constitutional 
or other legal groulds. 

3.3 Procedures. Until the prccedures .equired by this Order have been 
established, the ac:ivities erein authorized wh ch require procedures 
shall be conducted in acccrdince with existin3 p .ocedures or requirements 
established under Eececutive Crder No. 12036. Pr. cederes required by this 
Order shall be estaOlished at expedit ously as p. .ssible. All procedures 
promulgated pursuer: to this Order shill be mide available to the 
congressional intelligence ccmmittees 

3.4 Definitions. Fcr the purposes of this Order, the following terms Shall 
have these meanings: 

(a)Counterintelligence means info: mation 3at—ered and activities 
conducted to protec: against espionage, other imelligence activities, 
sabotage, or assassinations conducted for or 3n 1.ehalf of foreign powers, 
organizations or persons, or internat:onal te -ro jet activities, but not 
including personnel, pnysical, documert or conmul ications security programs. 

(b)Electronic sirveillance means icquisition of a nonpublic 
communication by electronic reams witl out the cot sent of a person who is 
a party to an electronic comnunicatior or, in tht case of a nonelectronic 
communication, without the ccnsent of a persol w10 is visably present at 
the place of communication, tut not itcluding the use of radio 
direction-finding evipment solely to determile 'he location of a transmitter. 

(c)Employee meals A perscn employed by. assicned to or acting for an 
agency within the Istelligence Communrty. 

(d)Foreign inteLligence neans infcrmation re.ating to the capabilities., 
intentions and actifities of foreign powers, ›rginizations or persons, but 
not including counterintellicence except for rifermation on international 
terrorist activities. 

(e)Intelligence activities means ill actirit.es that agencies within 
the Intelligence Ccnmunity ate author: zed to :oncuct pursuant to this Order. 

(f)Intelligence communit and agereies wi :hit the Intelligence 
Community refer to :he folltx.ing agencies or )rginizations7 

(1)The Central Intellicence Agercy (CIA 

(2)The Nationil Security Agency (NSA): 

(3)The Defense Intellicence Agercy (DIA ; 

(4)The offices within the Department of De:ense for the collection of 
spec:alized nationaL foreign intelligence thr,ugl reconnaissance programs; 

(5)The Bureau of intelligence ard Reseasch.of the Department of 
State; 

(6)The intelligence elements of the Arm,, ravy, Air Force, and Marine 
Corps, the Federal lureau of Investigition (FII) the Department of the 

• .81)  
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Treasury, and the Department of Energy; and 

(2) The staff elements of the Director of Central Intelligence. 

(g) The National Foreign Intelligence Program includes the programs 
listed below, but its composition shall be subject to review by the 
National Security Council and modification by the President: 

Cl) The programs of the CIA; 

(2)The Consolidated Cryptologic Program, the General Defense 
Intelligence Program, and the programs of the offices within the 
Department of Defense for the collection of specialized national foreign 
intelligence through reconnaissance, except such elements as the Director 
of Central intelligence and the Secretary of Defense agree should be 
excluded; 

(3)Other programs of agencies within the Intelligence Community 
designated jointly by the Director of Central Intelligence and the head 
of the department or by the President as national foreign intelligence or 
counterintelligence activities; 

(4)Activities of the staff elements of the Director of Central 
Intelligence; 

(5)Activities to acquire the intelligence required for the planning 
and conduct of tactical operations by the united States military forces 
are not included in the National Foreign Intelligence Program. 

(h)Special activities means activities conducted in support of national 
foreign policy objectives abroad which are planned and executed so that 
the role of the United States Government is not apparent or acknowledged 
publicly, and functions in support of such activities, but which are not 
intended to influence United States political processes, public opiniOn, 
policies, or media and do not include diplomatic activities or the 
collection and production of intelligence or related support functions. 

(i)United States person means a united States citizen, an alien known 
by the intelligence agency concerned to be a permanent resident alien, an 
unincorporated association substantially composed of United States citizens 
or permanent resident aliens, or a corporation incorporated in the united 
States, except for a corporation directed and controlled by a foreign 
government or governments 

3.5 Purpose and Effect. This Order is intended to control and provide 
direction and guidance to the Intelligence Community. Nothing contained 
herein or in any procedures promulgated hereunder is. intended to confer 
any substantive or procedural right or privilege on any person or 
organization.... 

3.6 Revocation. ExecuLive Order No 32036 of January 24, 1978, as 
amended, entitled "United States Intelligence Activities," is revoked. 

THE WHITE HOUSE, 
December 4, 1981. 
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F)REWORD 

This LoD regulition sets fort i procedures governing the activities of DoD 
intelligerce compolents thtt affe:t hated States persons. It implements DoD 
Directive 5240.1, End replices tho Nmember 30, 1979 version of DoD Regulation 
5240.1-R. It is afplicabli to al Dr]) intelligence components. 

Executive Order 12333, "United S ates Intelligence Activities," stipulates 
that certain activities of intell geLce components that affect U.S. persons be 
governed br procedures issied by Lhe agency head and approved by the Attorney 
General. ipecifically, prccedurei 1 through 10, as well as Appendix A, herein, 
require ap)roval by the Attorney (.en(ral. Procedures 11 through 15, while not 
requiring ipproval by the tttorne3 Cineral, contain further guidance to DoD 
Components in implenenting Executive Order 12333 as well as Executive Order 
12334, "Prisident's Intelligence Cveisight Board". 

Accord ngly, by this menoranchm, these procedures are approved for use 
within the Departmeit of Defense. Heads of DoD components shall issue such 
implementitg instru:tions a; may te recessary for the conduct of authorized 
functions n a manntr*consi;tent witt the procedures set forth herein. 
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PROCED11.1E 1. ;EN :RAL PROVISIONS 

A. APPLICABI ITY AND  ;COPE 

1. These procedures apply 
in Appendix A. Procedu7es 2 th 
components may collect, retain 
States persons Procedires 5 t 
respect to the use of certain c 
foreign intell.gence ani counte 
such technique; shall be limite 
the DoD intell.gence conponent 
aspects of DoD intelligence act 

2. The finctions )f DoD i 
herein shall b! carried out in 

3. These procedures do no 
civil disturbatce activ.ties, t 
ponents. When an inves:igation 
cedures establ.shes reatonable 
intelligence cimponent :oncerne 
enforcement agency in alcordanc 
intelligence cimponent .s other. 
activities, shill contitue such 
procedures.  

only t) ")oD intelligence components," as defined 
-ough 4 prtvide the sole authority by which such 
:nd disiem.nate information concerning United 
irough 10 ;et forth applicable guidance with 
illecti)n :echniques to obtain information for 
.intelligeice purposes. Authority to employ 
to thit iecessary to perform functions assigned 

.oncerned. Procedures 11 through 15 govern other 
vities, iicluding the oversight of such activities. 

iteIligence components not specifically addressed 
iccordaice with applicable policy and procedure. 

apply to law enforcement activities, including 
kat may be undertaken by DoD intelligence corn-
or inglir ,  undertaken pursuant to these pro-
ielief :ha: a crime has been committed, the DoD 
I shall refer the matter to the appropriate law 
. with )ro-edures 12 and 15 or, if the DoD 

au:ho -ized to conduct law enforcement 
investiga.ion under appropriate law enforcement 

4. DoD ittelligen:e compoients sial not request any person or entity to 
undertake any ictivity 'orbiddei by Execu:ive Order 12333 (reference (a)). 

B. PURPOSE 

The purpo:e of the 
to carry out e'fectivel 
activities tha. affect 
the constitutiinal righ 

C. INTERPRETLTION 

te proce 
their 

1.S. per 
:s and p 

lures i; t) enable DoD intelligence components 
,uthori!ed functions while ensuring their 
.ons are ctrried out in a manner that protects 
.ivacy )f iuch persons. 

1. These procedures shall be interp -eLed in accordance with their stated 
purpose. 

2. All d!fined te7ms dope r in A)petdix A. Additional terms, not other-
wise defined, :re expla.ned in he texl o each procedure, as appropriate. 

3. All glestions )f inter 
responsible fo advisin; the Do 
that cannot be resolved in this 
of the Militar ,  Department conc 
of the Department ot De fense fu  

iretati)n ;hall be referred to the legal office 
intellig.nce component concerned. Questions 

manner shill be referred to the General Counsel 
.rned, )r, as appropriate, the General Counsel 
resolitItn. 
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D. EXCEPTIONS TO POLICY 

Requests for exception to the policies and procedures established herein 
shall be made in writing to the Deputy Under Secretary of Defense (Policy), who 
shall obtain the written approval of the Secretary of Defense and, if required, 

the Attorney General for any such exception. 

E. AMENDMENT 

Requests for amendment of these procedures shall be made to the Deputy 
Under Secretary of Defense (Policy), who shall obtain the written approval of 
the Secretary of Defense, and, if required, the Attorney General, for any such 
amendment. 
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PROCEPURE 2. C)LLECTION OF 
INFORMATION ABOUT 1NI'ED STATES PERSONS 

A. APPLICABIL TY AND S:OPE 

This procelure spec.fies th- kinds of information about United States 
persons that ropy be col.ected b-  DoD ilte.ligence components and sets forth 

general criter.a govern.ng the ;leans uLed to collect such information. Addi-
tional limitat.ons are Imposed n Procedu.es 5 through 10 on the use of specific 

collection teciniques. 

B. EXPLANATIO1 OF UNDUINED TE :MS 

1. Collec.icn. InFormatioL shall be considered as "collected" only when 
it has been re:eived for use by an employe of a DoD intelligence component in 
the course of Lis official duti.s. This, information volunteered to a DoD 
intelligence cpmponent iy a coo Peratinl siurce would be "collected" under 
this procedure when an !mployee of suci cimponent officially accepts, in 
some manner, sich inforlation fir use it tin that component. Data acquired by 
electronic meats is "coAected" only wien it has been processed into intelligi-
ble form. 

2. Cooperiting sources meats persins or organizations that knowingly 
and voluntaril , provide informa.ion to Do) intelligence components, or access 
to information at the request 4 such covonents or on their own initiative. 
These include ;overnmen: agenci.s, law en:orcement authorities, credit agen-
cies, academic institutions, employers, aid foreign governments. 

3. Domest.c activi:ies ref.rs to ict.vities that take place within the 
United States .hat do nit invol -e a silniicant connection with a foreign 
power, organizition, or person. 

4. Overt  leans refers to m.thods if :ollection whereby the source of 
the informatioL being cillected is advise!, or is otherwise aware, that he is 
providing such informat,on to tie Departmlit of Defense or a component there-
of. 

C. TYPES  OF IIF0R1'.ATIO4 THAT KiY BE C)LLXTED ABOUT UNITED  STATES PERSONS 

InformatioL that identifies a United ;tates person may be collected by a 
DoD intelligen7e component only if it is Lecessary to the conduct of a func-
tion assigned :he collerting co ponent, aid only if it falls within one of the 
following cate;ories: 

1. Inform ition obtlined wi.h consent Information may be collected about 
a United State; person iho cons:nts to su:h collection. 

2. Public.y availa)jejnfo:mation. :nformation may be collected about a 
United States ierson if it is piblicly aviilable. 

2-1 
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3. Foreign intelligence. Subject to the special limitation contained in 

section E, below, information may be collected about a United States person if 

the information constitutes foreign intelligence, provided the intentional 

collection of foreign intelligence about United States persons shall be limited 

to persons who are: 

a. Individuals reasonably believed to be officers or employees, 

or otherwise acting for or on behalf, of a foreign power; 

b. An organization reasonably believed to be owned or controlled, 

directly or indirectly, by a foreign power; 

c. Persons or organizations reasonably believed to be engaged or 
about to engage, in international terrorist or international narcotics activ-
ities; 

d. Persons who are reasonably believed to be prisoners of war; 
missing in action; or are the targets, the hostages, or victims of inter-

national terrorist organizations; or 

e. Corporations or other commercial organizations believed to have 
some relationship with foreign powers, organizations, or persons. 

4. Counterintelligence. Information may be collected about a United 
States person if the information constitutes counterintelligence, provided the 
intentional collection of counterintelligence about United States persons must 
be limited to: 

a. Persons who are reasonably believed to be engaged in, or about 
to engage in, intelligence activities on behalf of a foreign power, or inter-

 

national terrorist activities. 

b. Persons in contact with persons described in paragraph C.4.a., 
above, for the purpose of identifying such person and assessing their relation-
ship with persons described in paragraph C.4.a., above. 

5. Potential sources of assistance to intelligence activities. Informa-
tion may be collected about United States persons reasonably believed to be 
potential sources of intelligence, or potential sources of assistance to 
intelligence activities, for the purpose of assessing their suitability or 
credibility. This category does not include investigations undertaken for per-
sonnel security purposes. 

6. Protection of  intelligence sources and methods. Information may be 
collected about a United States person who has access to, had access to, or is 
otherwise in possession of, information which reveals foreign intelligence and 
counterintelligence sources or methods, when collection is reasonably believed 
necessary to protect against the unauthorized disclosure of such information; 
provided that within the United States, intentional collection of such informa-
tion shall be limited to persons who are: 

a,. Present and former DoD employees; 

2-2 
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b. Pr!sent or former Eiployee .; oT a present or former DoD contractor; 
and 

c. Apaicants or empl,yment t )oD or at a contractor of DoD. 

7• physicil securil. Inf , rmatioi inky be collected about a United States 
person who is .easonabl, believ ,c1 to tire 'ten the physical security of DoD 
employees, insallation;, opera .ions, )r dficial visitors. Information may 
also be collecled in th! course of a liwfil physical security investigation. 

8. Personlel secur.11. In ormati)n )ay be collected about a United 
States person .hat arisn out o a lawful personnel security investigation. 

9. Commun.cations  ;ecurity Infolua.ion may be collected about a United 
States person .hat aris!s out o a laW.1.11 communications security investigation. 

10. Narcot.cs. Inf)rmation may be co.lected about a United States person 
who is reasonally belie red to b. engavd n international narcotics activities. 

II. Threat: to safel. Inf, rmatiot mly be collected about a United States 
person when th informa.ion is Leeded :0 . 1rotect the safety of any person or 
organization, .ncluding those wio are lar:ets, victims, or hostages of inter-
national terro - ist orgauization: . 

12. Overhe-d reconndissance Info 7ma ion may be collected from overhead 
reconnaissance not dire.7ted at :pecffi.: U ited States persons. 

13. Admini trativis_purposes Info ma ion may be collected about a United 
States person bat is nocessary for adnin strative purposes. 

D. GENERAL CR TERIA GO"ERNING 'HI MEANS ISED TO COLLECT INFORMATION ABOUT  
UNITED STA-ES PERSOHS 

1. Means  -f collec.jon. Di!) inte.li;.ence components are authorized to 
collect inform. tion about Unite( State; pirsons by any lawful means, provided 
that all such , ollectiou activilies shill be carried out in accordance with 
E.O. 12333 (re 'erence (4.)), and this Rogu ation, as appropriate. 

2. Least  ntrusive means. The co.leition of information about United 
States persons shall be accompl shed b!.  tie least intrusive means. In general, 
this means the followinr: 

a. To the exteNt feasil le, such . nformation shall be collected from 
publicly avail. ble info.mation <r with till consent of the person concerned; 

b. If collection from these sources is not feasible or sufficient, 
such informaticn may be collectid from cocperating sources; 

c. If collection from cooperatinj sources is not feasible or 
sufficient, sulli 3n1ormition ma! be co'le4ted, as appropriate, using other 
lawful investi;ative techniques that do nct require a judicial warrant or the 
approval of . thc Attorne! Genera:; then 
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d. If collection through use of these techniques is not feasible 
or sufficient, approval for use of investigative techniques that do require a 
judicial warrant or the approval of the Attorney General may be sought. 

E. SPECIAL LIMITATION ON THE COLLECTION OF FOREIGN INTELLIGENCE WITHIN THE 
UNITED STATES. 

Within the United States, foreign intelligence concerning United States per-
sons may be collected only by overt means unless all the following conditions are 
met: 

I. The foreign intelligence sought is significant and collection is not 
undertaken for the purpose of acquiring information concerning the domestic 
activities of any United States person; 

2. Such foreign intelligence cannot be reasonably obtained by overt means; 

3. The collection of such foreign intelligence has been coordinated with 
the Federal Bureau of Investigation (FBI); and 

4. The use of other than overt means has been approved in writing by the 
head of the DoD intelligence component concerned, or his single designee, as 
being consistent with these procedures. A copy of any approval made pursuant 
to this section shall be provided the Deputy Under Secretary of Defense (Policy). 

2-4 
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PRO:EDURE 3 RETEqTI)N OF INFORMATION 

ABOUT UNITED ST‘TES PERSONS 

A. APPLICABILITY 

This proceJure govems the :inds of iiformation about United States per-

sons that may cnowingly be reta.ned by a )oD intelligence component without 

the consent of the pers)n whom .he inf)rmition concerns. It does not apply 
when the inforiation in questioi is re:ailed solely for administrative pur-
poses or is reiuired by law to ie main:ailed. 

B. EXPLANATIO 1 OF UNDEINED TENS 

The term R7etention," as us!cl in tiis procedure, refers only to the main-

 

tenance of infirmation ibout Un ted Stite; persons which can be retrieved by 

reference to tie person's name ir ()the:-  ilentifying data. 

C. CRITERIA F)R RETENT:0N 

I. Retent on of irtormatiui colle:tel under Procedure 2. Information 
about United S.ates per;ons may be retiin!d if it was collected pursuant to 

Procedure 2. 

2. Retent on of In -ormatio.: Acqui7ed Incidentally. Information about 

United States lersons cAlleeted incideita ly to authorized collection may be 

retained if: 

a. Sil:h information co l Id hay. b .en collected intentionally under 

Procedure 2; 

b. Su h information is necessary to understand or assess foreign 

intelligence o counter.ntelligince; 

c. Th- informa ion is °reign in elligence or counterintelligence 

collected from electron .c surve Ilance co ducted in compliance with this 

Regulation; or 

d. Su h inform.tion is incidenta to authorized collection and may 

indicate invol-ement in activit es tha'. ffiy violate federal, state, local, or 

foreign Law. 

3. Relent on of  in ormatioi relat ng to functions of  other DoD Com-

ponents or non DoD Agencies. Ii format on about United States persons that 

pertains solel to the unction: of other DoD Components or agencies outside 

the Department of Defem.e shall be ret,incd only as necessary to transmit or 

deliver such i formatioe to the approp.•ia e recipients. 

4. Tempor, ry. retenlion. 'nformaeiol about United States persons may be 

retained tempo arily, fer a per:od not to exceed 90 days, solely for the 

purpose of de:frmlning vhether that in:ort.ation may he permanently retained 

under these pr8cedures. 
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5. Retention of other information. Information about United States persons 
other than that covered by subsections C.1. through 4., above, shall be retained 
only for purposes of reporting such collection for oversight purposes and for any 
subsequent proceedings that may be necessary. 

D. ACCESS AND RETENTION  

1. Controls on access to retained information. Access within a DoD in-
telligence component to information about United States persons retained pursuant 
to this procedure shall be limited to those with a need to know. 

2. Duration of retention. Disposition of information about United States 
persons retained in the files of DoD intelligence components will comply with 
the disposition schedules approved by the Archivist of the United States for 
the files or records in which the information is retained. 

3. Information acquired prior to effective date. Information acquired 
prior to the effective date of this procedure may be retained by DoD intelligence 
components without being screened for compliance with this procedure or Executive 
Order 12333 (reference (a)), so long as retention was in compliance with 
applicable law and previous executive orders. 
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PROCEDURE 4. DISSEM:NA-ION OF INFORMATION 
ABOUT UNITED ST,TES PERSONS 

A. APPLICABIL.TY AND SCOPE 

This procedure gove-qis the : 
sons that may e dissem_nated, 
gence componen. that co .lected ; 
to information collected solely 
pursuant to la“; or purniant to 
upon such diss.lnination 

B. CRITERIA FR DISSEM NATION 

inds o ilformation about United States per-
ithout th-ir consent, outside the DoD intelli-
nd retnin ,d the information. It does not apply 
for adnin strative purposes; or disseminated 
a cur: o.der that otherwise imposes controls 

Except as :,rovided sectinn C., :)el-w, information about United States 
persons that i..entifies those pirsons nay be disseminated without the consent 
of those perso!,s only under the followmg conditions: 

1. The in ormation was col ected or .etained or both under Procedures 
2 and 3; 

2. The re iplent reasombly be .ie-ed to have a need to receive such 
information fo the per:ormance of a Inwfd governmental function, and is one 
of the followi:g: 

a. An employee of the lepartmont of Defense, or an employee of a 
contractor of he Depar.ment. of Defens.,, .nd has a need for such information in 
the course of Lis or he offici;I dutios; 

b. A aw enforcement el 
the informatioL may ind:.cate in, 
which the recil ient is ..esponsil  

tity eC f-deral, state, or local government, and 
olvemeat n activities which may violate laws 
le to onf, rce; 

c. An agency w.thin th( intel igince community; provided that within 
the intelligen,  e commun_ty, infcrmation ostler than information derived from 
signals intell gence, my be di:semina..ed to each appropriate agency for the 
purpose of all. wing the recipielt agency o determine whether the information 
is relevant to its responsibilities wi...holt such a determination being required 
of the disseminating DoD intell.gence comionent; 

d. An agency o the fe(eral gove nment authorized to receive such 
information in the perfcrmance (f a laufu governmental function; or 

e. A °reign government, and dis:emination is undertaken pursuant to an 
agreement or o her ande..standinl with :.uc: government. 

C. OTHER DISS:MINATIGN 

Any dissem 
lion B., above 
the Doll Compon. 
and General Co. 
on a determina 
executive orde  

nation that does not confo in to the conditions set forth in sec 

must be approve( by thc 1. gal office responsible for advising 

nt conce:ned afur consult lion with the Department of Justice 

nsel of .he Depa:tment of :Tfense. Such approval shall be based 

ion that the prolosed d ssi mination complies with applicable laws, 

.s, and rogulatiois. 
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PROCEDURE !. ELE(:TRtNIC SURVEILLANCE 

PART 1: ELECTIONIC SURIBILLANCI IN TH1. METED STATES FOR INTELLIGENCE  
POI—PO! ES 

A. APPLICABIL:TY 

This part (f Procedire 5 imIlement: tie Foreign Intelligence Surveillance 
Act of 1978 (reference ib)), an( applies to electronic surveillance, as defined 
in that Act, cenducted ty DoD irtelligence components within the United States 

to collect "foteign intelligence infornat:on," as defined in that Act. 

B. GENERAL RUIES 

1. Electr(nic surveillance  pursuart to the Foreign Intelligence Surveil-
lance Act. A IoD intelligence componert nay conduct electronic surveillance 
within the United State for foreign irtelligence and counterintelligence pur-
poses only purtuant CO an order issued by a judge of the court appointed pursuant 
to the Foreign Intelligence Surveillance Ict of 1978 (reference (b)), or pursuant 
to a certification of tie Attorrey Genera] issued under the authority of section 
102(a) of the Ect. 

2. Authori.v_to recuest electronic strveillance. Authority to approve the 
submission of applicaticns or requests fot electronic surveillance under the 
Foreign Intelligence Surveillance Act et 1978 (reference (b)) shall be limited 
to the Secretary of Defense, the Deput) Secretary of Defense, the Secretary or 
Under Secretary of a lilitary Departmert, and the Director of the National 
Security Agency. Applications for court crders will be made through the 
Attorney General after Frior clearance by the General Counsel, DoD. Requests 
for Attorney General certification shall te made only after prior clearance 
by the General Counsel, DoD. 

3. Electrcnic surveillance  in emergercy situations. 

a. A LoD intelligence c)mponent nay conduct electronic surveillance 
within the United States in emergency sittations under an approval from the 
Attorney General in acccrdance uith sectien 105(e) of reference (b). 

b. The head of any DoD intelligen:e component may request that the DoD 
General Counsel seek 4uch authority directly from the Attorney General in an 
emergency, if it is not feasible to submit such request through an official 
designated in sibsection 8.2., alove, provided the appropriate offical concerned 
shall be advisei of such request; as soon is possible thereafter. 
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PROCEDURE 5. ELECTRONIC SURVEILLANCE, continued 

PART 2: ELECTRONIC SURVEILLANCE OUTSIDE THE UNITED STATES FOR INTELLIGENCE 
PURPOSES  

A. APPLICABILITY 

This part of Procedure 5 applies to electronic surveillance, as defined 
in Appendix A, for foreign intelligence and counterintelligence purposes 
directed against United States persons who are outside the United States, 
and who, under the circumstances, have a reasonable expectation of privacy. 
It is intended to be applied in conjunction with the regulation of electronic 
surveillance "within the United States" under Part 1 and the regulation of 
"signals intelligence activities" under Part 3, so that the intentional 
interception for foreign intelligence and counterintelligence purposes of all 
wire or radio communications of persons within the United States and against 
United States persons abroad where such persons enjoy a reasonable expectation 
of privacy is covered by one of the three parts. In addition, this part governs 
the use of electronic, mechanical, or other surveillance devices for foreign 
intelligence and counterintelligence purposes against a United States person 
abroad in circumstances where such person has a reasonable expectation of 
privacy. This part does not apply to the electronic surveillance of communi-
cations of other than United States persons abroad or the interception of the 
communications of United States persons abroad that do not constitute electronic 
surveillance. 

B. EXPLANATION OF UNDEFINED TERMS 

1. Electronic surveillance is "directed against a United States person" 
when the surveillance is intentionally targeted against or designed to inter-
cept the communications of that person. Electronic surveillance directed 
against persons who are not United States persons that results in the inci-
dental acquisition of the communications of a United States person does not 
thereby become electronic surveillance directed against a United States per-
son. 

2. Electronic surveillance is "outside the United States" if the person 
against whom the electronic surveillance is directed is physically outside the 
United States, regardless of the location at which surveillance is conducted. 
For example, the interception of communications that originate and terminate 
outside the United States can be conducted from within the United States and 
still fall under this part rather than Part 1. 

C. PROCEDURES 

Except as provided in section D., below, DoD intelligence components may 
conduct electronic surveillance against a United States person who is outside 
the United States for foreign intelligence and counterintelligence purposes only 
if the surveillance is approved by the Attorney General. Requests for approval 
will he forwarded to the Attorney General by an official designated in section 
E.1., below. Each request shall include: 

I. An identification or description of the target. 

• 
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2 A stat-ment of he fact: suppo -ti,g a finding that: 

a. Tlu.re is probable c. use to be ieve the target of the electronic 

surveillance i. one of ..he following: 

(1 A person who, or or on lehalf of a foreign power is engaged 

in clandestine intelligonce act vities (i icluding covert activities intended to 

affect the pol tical or governm. ntal p7oc .ss), sabotage, or international terror-

ist activities or acti-ities ii. prepa7at on for international terrorist activi-

 

ties; or who conspires or knowin;ly aids and abets a person engaging in 

such activitie ; 

(2 A p-erson who i. an of:1c u-  or employee of a foreign power; 

(3 A person unlaw ully a:ti ig for, or pursuant to the direc-

tion of, a for.'ign powe -. The itere fa :t hat a person's activities may benefit 

or further the aims of a foreiv power is not enough to bring that person under 

this subsectio I, absent evidenc.. that .he person is taking direction from, or 

acting in know ng conce -t with, the fo7ei ;n power; 

(4 A corporation r othe7 eitity that is owned or controlled 

directly or indirectly hy a for,  ign pyrer or 

(5 A person in co tact w th or acting in collaboration with, 

an intelligenco or secu -ity ser.  ice of a 'oreign power for the purpose of pro-

viding access o informotion or materi.11 lassified by the United States to 

which such per on has aces. 

b. Th.. electrouic sury illanc i necessary to obtain significant 

foreign intell gence or counter ntelli.;eu e. 

c. Th signifioant for ign in.el igence or counterintelligence ex-

pected to be oitained f -om the lectrouic surveillance could not reasonably be 

obtained by ot ,er-  less ttrusiv colleotion techniques. 

3. A desc iption o the si; tificaut 'ore ign intelligence or counterintel-

ligence expect-d to be obtained from Use Aectronic surveillance. 

4. A desc ipt ion o the me ns by t the electronic surveillance will 
be effected. 

S. If phy ical treopass is requirod o effect the surveillance, a 

statement of f cts supporting a findin.; t :at the means involve the Least 
amount of intrLsion tha, will a. compliU1 he objective. 

6. A statment of period o time, no to exceed 90 days, for which the 

electronic sur-eillance is requ red. 

7. A desc -iptior or the exHected .iis.emination of the product of the 
surveillance, ncluding a descr ption of he procedures that will govern the 

retention and lissemina.ion of ommuni:at ons of Or concerning United States 
persons other tan thoso target ed, acAui .ed incidental to such surveillance. 

5-3 
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D. ELECTRONIC SURVEILLANCE IN EMERGENCY SITUATIONS  

Notwithstanding section C., above, a DoD intelligence component may conduct 
surveillance directed at a United States person who is outside the United States 
in emergency situations under the following limitations: 

1. Officials designated in section E., below, may authorize electronic 
surveillance directed at a United States person outside the United States in 
emergency situations, when securing the prior approval of the Attorney General 
is not practical because: 

a. The time required would cause failure or delay in obtaining 
significant foreign intelligence or counterintelligence and such failure or 
delay would result in substantial harm to the national security; 

b. A person's life or physical safety is reasonably believed to be 
in immediate danger; or 

c. The physical security of a defense installation or government 
property is reasonably believed to be in immediate danger. 

2. Except for actions taken under paragraph D.1.b., above, any official 
authorizing such emergency surveillance shall find that one of the criteria con-
tained in paragraph C.2.a., above, is met. Such officials shall notify the DoD 
General Counsel promptly of any such surveillance, the reason for authorizing 
such surveillance on an emergency basis, and the expected results. 

3. The Attorney General shall be notified by the General Counsel, DoD, as 
soon as possible of the surveillance, the circumstances surrounding its 
authorization, and the results thereof, and such other information as may be 
required to authorize continuation of such surveillance. 

4. Electronic surveillance authorized pursuant to this section may not 
continue longer than the time required for a decision by the Attorney General 
and in no event longer than 72 hours. 

E. OFFICIALS AUTHORIZED TO REQUEST AND APPROVE ELECTRONIC SURVEILLANCE 
OUTSIDE THE UNITED STATES 

1. The following officials may request approval of electronic surveil-
lance outside the United States under section C., above, and approve emergency 
surveillance under section D., above: 

a. The Secretary and Deputy Secretary of Defense. 

b. The Secretaries and Under Secretaries of the Military Departments. 

c. The Directo-r and Deputy Director of the National Security Agency/ 
Chief, Central Security Service. 

2. Authorization for emergency electronic surveillance under section D. 
may also be granted by: 
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a. An: general or !lag office• a the overseas location in question, 

having respons hility for elthe. the sub.; ,ct of the surveillance, or respon-

sibility for tie protec ion of ;he per.;on , installations, or property that is 

endangered; or 

b. Th! Deputy Director for Ovra ions, National Security Agency. 
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PROCEDURE 5. ELECTRONIC SURVEILLANCE, continued 

PART 3: SIGNALS INTELLIGENCE ACTIVITIES  

A. APPLICABILITY AND SCOPE  

1. This procedure governs the conduct by the United States Signals Intel-
ligence System of signals intelligence activities that involve the collection, 
retention, and dissemination of foreign communications and military tactical 
communications. Such activities may incidentally involve the collection of 
information concerning United States persons without their consent, or may 
involve communications originated or intended for receipt in the United States, 
without the consent of a party thereto. 

2. This part of Procedure 5 shall be supplemented by a classified Annex 
promulgated by the Director, National Security Agency/Chief, Central Security 
Service, which shall also be approved by the Attorney General. That regulation 
shall provide that signals intelligence activities which constitute electronic 
surveillance, as defined in Parts 1 and 2 of this procedure, will be authorized 
in accordance with those parts. Any information collected incidentally about 
United States persons shall be subjected to minimization procedures approved by 
the Attorney General. 

B. EXPLANATION OF UNDEFINED TERMS 

I. Communications concerning  a United States person are those in which 
the United States person is identified in the communication. A United States 
person is identified when the person's name, unique title, address or other 
personal identifier is revealed in the communication in the context of activi-
ties conducted by that person or activities conducted by others and related to 
that person. A reference to a product by brand name or manufacturer's name or 
the use of a name in a descriptive sense, as, for example, "Monroe Doctrine," 
is not an identification of a United States person. 

2. Interception means the acquisition by the United States Signals 
Intelligence system through electronic means of a nonpublic communication to 
which it is not an intended party, and the processing of the contents of that 
communication into an intelligible form but not including the display of sig-
nals on visual display devices intended to permit the examination of the tech-
nical characteristics of the signals without reference to the information 
content carried by the signals. 

3. Military tactical communications means United States and allied 
military exercise communications within the United States and abroad necessary 
for the production of simulated foreign intelligence and counterintelligence 
or to permit an analysis of communications security. 

4. United  States  Rerson. For purposes of signals intelligence activities 
only, the following guidelines will apply in determining whether a person is a 

United States person: 
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a. A person known to bo. curreitl in the United States will be treated 

as a United St tes person unles. the nctu .e of the person's communications or 

other availabl- informa:ion con erning th. person gives rise to a reasonable 

belief that su .h person is not . Unitel S .ates citizen or permanent resident 
alien. 

b. A :,erson known to b. curre:ttl-  outside the United States, or whose 

location is no known, qill not be treute.. as a United States person unless the 
nature of the :.erson's .:ommunic,tions or -ther available information concerning 
the person gilt,  rise to a reasmable b1i 1 that such person is a United States 
citizen or peruanent renident a ien. 

c. A i  erson known to bc an al .en admitted for permanent residence may 
be assumed to lave.lost status is a Un.te. States person if the person leaves 
the United Sta es and i is knotn that thc person is not in compliance with the 
administrative formalit es prov ded by lat that enable such persons to reenter 
the United Sta• es without regarc to the p ovisions of law that would otherwise 
restrict an al en's ent.y into the Uni..ed States. The failure to follow the 
statutory proodures provides a reasonobli basis to conclude that such alien 
has abandoned iny intention of raintainin; status as a permanent resident alien. 

d. An unincorporated a:soclat on whose headquarters are located out-
side the Unite( States nay be plesumed no' to be a United States person unless 
the collecting agency Ins intonation nd. cating that a substantial number of 
members are citizens of the United States or aliens lawfully admitted for per-
manent residence. 

S. United States S  /pals Ittellivrice  System means the unified organi-
zation for sigials intelligence activitie: under the direction of the Director, 
National Secur ty Agenc!/Chief, Centra. Security Service, comprised of the 
National Secur ty Agenc!., the Central !.eccrity Service, the components of the 
military services autho3ized to conduct s:gnals Intelligence and such other 
entitles (othet than the Federa: BureaL ol Investigation) 3S are authorized 
by the Nationa. Securit! Counci; or the Secretary of Defense to conduct signals 
intelligence. FBI actitities ale goveine( by procedures promulgated by the 
Attorney Genera 1. 

C. PROCEDURES 
- 

1. Foreigi communicatiens. The Usited States Signals Intelligence 
System may coL:ect, process, retain, aid (isseminate foreign communications 
that are also communications of or conterring United States persons, but only 
in accordance cith the classified anne, tc this procedure. 

2. Militaiy tacticzl commuricatiois. The United States Signals Intelli-
gence System nuy collect, proce!s, retiin. and disseminate military tactical 
communications that are also conmunicatiors of or concerning United States 
persons but on:y in acccrdance vith the c:assified annex to this procedure. 

a. Co:lection. Collection efforts will he conducted in the same man-_ 
ner as in the case of signals irtelligence for foreign intelligence purposes 
and must he detigned in such a nanner cs to avoid to the extent feasible the 
intercept of c(mmunications not relate4 tc military exercises. 
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b. Retention and processing. Military tactical communications may be 
retained and processed without deletion of references to United States persons 
who are participants in, or are otherwise mentioned in exercise-related com-
munications, provided that the communications of United States persons not 
participating in the exercise that are inadvertently intercepted during the 
exercise shall be destroyed as soon as feasible. 

c. Dissemination. Dissemination of military tactical communications 
and exercise reports or information files derived from such communications shall 
be limited to those authorities and persons participating in or conducting 
reviews and critiques of such exercise. 
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PROCEDURE 5. ILECTRONI( SURVEIILANCE, cortinued 

PART 4: TECH/ICAL  SUR\EILLANCI COUNTIRMIASURES  

A. APPLICABIL —TY AND StOPE 

This part cf Procedlre 5 apIlies tc tle use of electronic equipment to deter-

mine the existtnce and capability of electronic surveillance equipment being used 

by persons not authorized to corduct electronic surveillance. It implements 

section 105(012) of tht Foreigr Intelligence Surveillance Act (reference (b)). 

R. EXPLANATIO1 OF UNDE1INED TEIMS 

The term technical :urveillince cocritermeasures refers to activities 

authorized pur:uant to loD Directive 5;00 29 (reference (c)), and, as used in 

this procedure refers to the ute of electronic surveillance equipment, or 

electronic or rechanica] device!, sole:y ;or determining the existence and 

capability of electronic surveillance tqu. pment being used by persons not 

authorized to conduct electronic surveillince, or for determining the suscept-

ibility of electronic ecuipment to unitwfil electronic surveillance. 

C. PROCEDURES  

A DoD inte.ligence component may we technical surveillance countermeasures 

that involve tte incidertal acqiisitior o: the nonpublic communications of United 

States persons without their corsent, irwided: 

1. The ust of such counterneasure; lus been authorized or consented to by 

the official ir charge cf the ficility. oiganization, or installation where the 

countermeasure: are to le undertaken; 

2. The use of such counterneasum it limited in extent and duration to 

that necessary to deternine the existerce and capability of such equipment; and 

3. Access to the ccntent 01 commuricitions acquired during the use of 
countermeasure: is limited to pc rsons invclved directly in conducting such 
measures, and cny contett acquii ed is cestroyed as soon as practical or upon 
completion of the particular ust . Howevel, if the content is acquired within 
the United States, only informat ion which is necessary to protect against 

unauthorized e:ectronic surveil] ance, cr to enforce Chapter 119 of title 18, 

United States (ode (reference (c )) and Section 605 of the Communication Act of 

1934 (referenct (e)), mty be ret ained ind disseminated only for these purposes. 

If acquired outside the United ! tates, iniormation which indicates a violation 
of federal law includics the Ur iform (ode of Military Justice (reference (f)), 
or a clear and imminent threat t o life or property, may also be disseminated 
to appropriate law enfoycement uthoritie: . A record of the types of communica-
tions and infoimation sLbject Ic acqui!it. on by the illegal electronic surveil-
lance equipment may be ietained. 
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PROCEDURE S. ELECTRONIC SURVEILLANCE, continued 

PART 5: DEVELOPING, TESTING, AND CALIBRATION OF ELECTRONIC EQUIPMENT  

A. APPLICABILITY 

This part of Procedure 5 applies to developing, testing, or calibrating 
electronic equipment that can intercept or process communications and non-
communications signals. It also includes research and development that needs 
electronic communications as a signal source. 

B. PROCEDURES  

1. Signals authorized for use. 

a. The following may be used without restriction: 

(1) Laboratory-generated signals. 

(2) Communications signals with the consent of the communicator. 

(3) Communications in the commercial or public service broadcast 
bands. 

(4) Communications transmitted between terminals located outside 
of the United States not used by any known United States person. 

(5) Noncommunications signals (including telemetry, and radar). 

b. Communications subject to lawful electronic surveillance under the 
provisions of Parts 1, 2, or 3 of this procedure may be used subject to the 
minimization procedures applicable to such surveillance. 

c. Any of the following may be used subject to the restrictions of 
subsection B.2., below. 

(1) Communications over official government communications circuits 
with consent from an appropriate official of the controlling agency. 

(2) Communications in the citizens and amateur-radio bands. 

d. Other signals may be used only when it is determined that it is not 
practical to use the signals described above and it is not reasonable to obtain 
the consent of persons incidentally subjected to the surveillance. The restric-
tions of subsection B.2., below, will apply in such cases. The Attorney General 
must approve use of signals pursuant to this subsection for the purpose of 
development, testing, or calibration when the period of use exceeds 90 days. 
When Attorney General approval is required, the DoD intelligence component 
shall submit a test proposal to the General Counsel, DoD, or the NSA General 
Counsel for transmission to the Attorney Genera: for approval. The test pro-
posal shall state the requirement for a period beyond 90 days, the nature of 
the activity, the organization that will conduct the activity, and the proposed 
dispcsition of any signals or communications acquired during the activity. 
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2 Restri :Lion 

For si ;nals des ribed i pararapc 8.I.c. and d., above, the following 

restrictions apply: 

a. Th.• surveil ance sh 11 be _im.ted in scope and duration to that 

necessary for he purpo ass refe red to in section A., above. 

b. No partirul 1r Unite; State; p Tson shall be targeted intentionally 
without consen 

C. content of any .ommuni:at on shall: 

Re ret.iined on y when ac .ually needed for the purposes 

referred to in section n. above 

(2 Be disfemsnatel only o Her-sons conducting the activity, 
and 

(3 Be deslroyed iimediately upon completion of the activity. 

d. Thi technie:1 paramtters o. a communication (such as frequency, 
modulation, be. r ing, sioal stringth, .ind time of activity) may be retained and 
used for the plc poses outlined n sect on A., above, or for collection avoidance 
purposes. Sucl parametcts may le dissibluated to other DoD intelligence com-
ponents and on e r entit:es such( rized o onduct electronic surveillance or 
related develo; m era, te:ting, aid calibra ion of electronic equipment provided 
such di sseminal 1 on and :se are :united to the purposes outlined in section A. 
or collection .v oidance purpose: . No ion'ent of any communication may be re-

tained or used o thee thin as prcvided - n laragraph B.2.c., above. 
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7'4 PROCEDURE 5. ELECTRONIC SURVEILLANCE, continued 

PART 6 TRAINING OF PERSONNEL IN THE OPERATION AND USE OF ELECTRONIC 
COMMUNICATIONS AND SURVEILLANCE EQUIPMENT 

A. APPLICABILITY  

This part of Procedure 5 applies to the training of personnel by DoD intel-
ligence components in the operation and use of electronic communications and 
surveillance equipment. It does not apply to the interception of communications 
with the consent of one of the parties to the communication or to the training 
of intelligence personnel by nonintelligence components. 

B. PROCEDURES 

1. Training guidance. The training of personnel by DoD intelligence com-
ponents in the operation and use of electronic communications and surveillance 
equipment shall include guidance concerning the requirements and restrictions 
of the Foreign Intelligence Surveillance Act of 1978 (reference (b)), and E.O. 
12333 (reference (a)), with respect to the unauthorized acquisition and use of 
the content of communications of United States persons. 

2. Training limitations  

a. Except as permitted by paragraph 8.2.b. and c., below, the use of 
electronic communications and surveillance equipment for training purposes is 
permitted, subject to the following limitations: 

(1) To the maximum extent practical, use of such equipment for 
training purposes shall be directed against communications which are subject 
to lawful electronic surveillance for foreign intelligence and counterintel-
ligence purposes under Parts 1, 2, and 3 of this procedure. 

(2) The contents of private communications of nonconsenting United 
States persons may not be acquired aurally unless the person is an authorized 
target of electronic surveillance. 

(3) The electronic surveillance will be limited in extent and 
duration to that necessary to train personnel in the use of the equipment. 

b. Public broadcasts, distress signals, or official U.S. Government 
communications may be monitored, provided that when government agency communica-
tions are monitored, the consent of an appropriate official is obtained. 

c. Minimal acquisition of information is permitted as required for 
calibration purposes. 

3. Retention and dissemination. Information collected during training 

that involves communications described in subparagraph 8.2.a.(1), above, shall 
he retained and disseminated in accordance with minimization procedures applic-

able to that electronic surveillance. Information collected during training 

that does not involve communications described in subparagraph 8.2.a.(1), above, 
or that is acquired inadvertently, shall be destroyed as soon as practical or 

upon completion of the training and may not be disseminated for any purpose. 
Ibis limitation does not apply to distress signals. 
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PROCEDURE 5. :LECTRONT: SURVEI,LANCE, coitinued 

PART 7: CONDU:T  OF VULIERABILI-Y  AND 'EA LABILITY SURVEYS 

A. APPLICABIL TY AND S.:OPE 

This part ,f Procedlre 5 avlies to tre conduct of vulnerability surveys 

sand hearabilits surveys by DoD ntelli.;en.e components. 

B. EXPLANATIU OF UNDE:1NED TEJMS 

1. The te -m vuEner.ibility  :urvey  sef.rs to the acquisition of radio fre-

quency propaga ion and .ts subsiquent Jria ysis to determine empirically the 
vulnerability .4 the tr.insmissiln medi.r t- interception by foreign intelligence 

services. 

2. The te n hearab litv su vey  re rer. to monitoring radio communications 

to determine whether a particul:r radio s gnal can be received at one or more 
locations and, if recevion is jossiblo, o determine the quality of reception 
over time. 

C. PROCEDURES 

1. Conduc of  vulncrabiliti  surve-s.  Nonconsensual surveys may be conducted 
to determine tie potent:al vulnerabiliiy . o intelligence services of a foreign 
power of transrission ficilitie: of COCIMUlications common carriers, other private 
commercial era ties, anc. entities of the ederal government, subject of the fol-
lowing limitat ons: 

a. No vulnerab:lity survey ma:. be conducted without the prior written 
approval of the Directov, Natioial Secr.rity Agency, or his designee. 

b. No transmistion may be acqr.ired aurally. 

c No content cf any transmistior may be acquired by any means. 

d. No transmistions ma be recoreed. 

e. No report or log ma l ident:fy any United States person or entity 
except to the extent of identif}ing trinstission facilities that are vulnerable 
to surveillance by foreign powers. If the identities of the users of such 
facilities are not identical with the idertities of the owners of the facilities, 
the identity oi such uscrs may le obtairie( but not from the content of the trans-
missions themselves, an( may be included in such report or log. Reports may be 
disseminated. Lugs may be disseminate( orly if required to verify results con-
tarried in reports. 

2. Conduct  of hearibility iurvevs. he Director, National Security Agency, 
may conduct, or may auttorize te condict by other agencies, of hearability 
surveys of tel(communictions ttat .ire trinsmitted in the United States. 
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a. Collection. When practicable, consent will be secured from the owner 
or user of the facility against which the hearability survey is to be conducted 
prior to the commencement of the survey. 

b. Processing and Storage. Information collected during a hearability 
survey must be processed and stored as follows: 

(1) The content of communications may not be recorded or included 
in any report. 

(2) No microwave transmission may be demultiplexed or demodulated 
for any purpose. 

(3) No report or log may identify any person or entity except to 
the extent of identifying the transmission facility that can be intercepted 
from the intercept site. If the identities of the users of such facilities are 
not identical with the identities of the owners of the facilities, and their 
identities are relevant to the purpose for which the hearability survey has been 
conducted, the identity of such users may be obtained provided suchidentities may 
not be obtained from the contents of the transmissions themselves. 

c. Dissemination. Reports may be disseminated only within the U.S. 
Government. Logs may not be disseminated unless required to verify results 
contained in reports. 

r.:14k 
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PtOCEDURE 6. CO4CEtLED MONITORING 

A. APPLICABIL TY AND S:OPE 

1. This vocedure pplies concml !cl monitoring only for foreign intel-

ligence and co mterinte.ligence purpos.ts -onducted by a DoD intelligence corn-
ponent within .he Unitel States or dirct •d against a United States person who 

is outside the United S:ates wh..re the su tject of such monitoring does not have 

a reasonable e:Tectatior of pri-acy, ai e :plained in section B., below, and no 

warrant would le requir.!cl if umertaker f tr law enforcement purposes. 

2. Concea ed monitoring in the UnAe I States for foreign intelligence and 

counterintelli.:ence pur:ioses whire the su iject of such monitoring has a reason-

able expectation of pri-acy and a warrtnt would be required for law enforcement 

purposes shall be treated as "e ectron.c .urveillance within the United States" 

under Part 1 0 Procedit:e 5, an. proce:se. I pursuant to that procedure. 

3. Concea ed monitoring fo. forei3n ntelligence and counterintelligence 
purposes of a Inited Stotes pen on abroad where the subject of such monitoring 

has a reasonab e expect,tion of privac7 aid a warrant would be required for law 

enforcement pu.poses sh. 11 be t:eated 'electronic surveillance outside the 

United States" under Pa:t 2 of lrocedu -e ! , and processed pursuant to that 
procedure. 

4. Concea:ed monitoring foi foreil:n ntelligence and counterintelligence 
purposes when the monitoring is a signils intelligence activity shall be con-
ducted pursuant to Part 3 of Pr(cedure 5. 

B. EXPLANATIO1 OF UNDUINED TE1MS 

I. Concea:ed monitcring mens tarvetting by electronic, optical, or mechan-
ical devices a particulir persor or a 1.rotp of persons without their consent in 
a surreptitiour and continuous nanner. Mcnitoring Is surreptitious when it is 
targeted in a tanner deigned t( keep 1.he subject of the monitoring unaware of 
it. Monitorinf is continuous it it is corducted without interruption for a 
substantial period of time. 

2. Monitoring is within thf Unite( States if the monitoring device, or the 
target of the nonitorinf, is located within the United States. 

3. Whether concealed monitcring it t( occur where the subject has a reason-

 

able expectaticn of pri‘acy is deteroinztion which depends upon the circum-

 

stances of a pzrticular case, ard shall bc made only after consultation with 
the legal office responsible for advising the Dot) intelligence component con-
cerned. Reasor able exptctation of prixac.1 is the extent to which a reasonable 
person in the particular circumstances inNolved is entitled to believe his or 
her actions art not subject to aonitoring by electronic, optical, or mechanical 
devices. For Example, there arf ordinzrily reasonable expectations of privacy in 
work spaces if a person's actiors and cap(rs are not subject to ready observation 
by others under normal uorking canditicns. Conversely, a person walking out of 
Ins or her residence into a public strfet ordinarily would not have a reasonable 
expectation tlwt he or she is nct beinf otserved or even photographed; however, 
such a person crdinaril would Live an expectation of privacy within his or her 
residence. 
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C. PROCEDURES  

1. Limitations on use of concealed monitoring. Use of concealed monitor-
ing under circumstances when the subject of such monitoring has no reasonable 
expectation of privacy is subject to the following limitations: 

a. Within the United States, a DoD intelligence component may conduct 
concealed monitoring only on an installation or facility owned or leased by 
DoD, or otherwise in the course of an investigation conducted pursuant to the 
Agreement Between the Secretary of Defense and the Attorney General (reference 

(e). 

b. Outside the United States, such monitoring may be conducted on 
installations and facilities owned or leased by the Department of Defense. 
Monitoring outside such facilities shall be conducted after coordination with 
appropriate host country officials, if such coordination is required by the 
governing Status of Forces Agreement, and with the Central Intelligence Agency. 

2. Required determination. Concealed monitoring conducted under subsection 
C.1., requires approval by an official designated in subsection C.3., below, 
based on a determination that such monitoring is necessary to the conduct of 
assigned foreign intelligence or counterintelligence functions, and does not 
constitute electronic surveillance under Parts 1 or 2 of Procedure 5. 

3. Officials authorized to approve concealed monitoring. Officials 
authorized to approve concealed monitoring under this procedure include the 
Deputy Under Secretary of Defense (Policy); the Director, Defense Intelligence 
Agency; the Director, National Security Agency; the Assistant Chief of Staff 
for Intelligence, Department of Army; the Director, Naval Intelligence; the 
Director of Intelligence, U.S. Marine Corps; the Assistant Chief of Staff, 
Intelligence, U.S. Air Force; the Commanding General, Army Intelligence and 

Security Command; the Director, Naval Investigative Service; and the Commanding 

Officer, Air Force Office of Special Investigations. 
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PROCEDUI .E 7. 'HY. ; I CAL SEARCHES 

A. APPLICABIL TY 

This proceture appl .es to ulconsen..ed physical searches of any person or 

property withi) the Uni..ed Stabs and ihysical searches of the person or 

property of a 1 nited St.ites per:on out..dclu.  the United States by DoD intelli-

gence componen's for fo-eign intelligence or counterintelligence purposes. 

DoD intelligente componcnts may providt. a:sistance to the Federal Bureau of 

Investigation ,nd other law enfircement authorities in accordance with Proce-

dure 12. 

B. EXPLANATIOI OF UNDEFINED TEIMS 

Physical starch meals any iltrusioi ugon a person or a person's property 

or possessions to obtait items cf propertl or information. The term does not 

include examinition of zreas that are :n glain view and visible to the unaided 

eye if no phys:cal tresgass is indertalen. and does not include examinations 
of abandoned ploperty left in a public place. The term also does not include 
any intrusion authorize( as necessary to accomplish lawful electronic surveil-
lance conductec pursuant to Parts 1 an( 2 of Procedure 5. 

C. PROCEDURES  

1. Unconstnted physical  searches bitfin the United States. 

a. SeErches of active ctity military personnel for counterintelligence 
purposes. The counterirtelligerce elenents of the Military Departments are 
authorized to conduct urconsented physical searches in the United States for 
counterintelligence purfoses of the persor or property of active duty military 
personnel, wher authorized by a nilitazy commander empowered to approve physical 
searches for law enforcement pur?oses Eursuant to rule 315(d) of the Manual for 
Courts Martial, Executive Order 12198 (reference (h)), based upon a finding of 
probable cause to believe such persons are acting as agents of foreign powers. 
For purposes of this section, the term "agent of a foreign power" refers to an 
individual who fleets the criteria set forta in subparagraph C.2.b.(2), below. 

b. Ottin.  unconsented physical  searches. Except as permitted by section 
A., above, DoD intelligence compments nay not conduct unconsented physical 
searches of persons and property within the United States for foreign intelli-
gence or counterintelligence pur)oses. Do) intelligence components may, however, 
request the FBI to conduct such searches. All such requests, shall be in writ-
ing; shall contain the informati)n requirei in subparagraph C.2.b.(1) through (6), 
below; and be aaproved by an official cl..2sinated in paragraph C.2.c., below. A 
copy of each su=h request shall ae furnishad the General Counsel, DoD. 

2. Unconseited physical sea7ches oitside  the United States. 

a. Sea:.ches of active dity military personnel for counterintelligence _ 
purposes. The :ounterintelligen:e elemmts of the Military Departments may 
conduct unconseited physical searches of tie person or property of active duty 
military personiel outsiie the Ulited Stats for counterintelligence purposes 
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when authorized by a military commander empowered to approve physical searches ( 
for law enforcement purposes pursuant to rule 315(d) of the Manual for Courts 
Martial, Executive Order 12198 (reference (h)), based upon a finding of probable 
cause to believe such persons are acting as agents of foreign powers. For pur-
poses of this section, the term "agent of a foreign power" refers to an individual 
who meets the criteria set forth in subparagraph C.2.8.(2), below. 

b. Other unconsented physical searches. DoD intelligence components 
may conduct other unconsented physical searches for foreign intelligence and 
counterintelligence purposes of the person or property of United States persons 
outside the United States only pursuant to the approval of the Attorney General. 
Requests for such approval will be forwarded by a senior official designated 
in paragraph C.2.c., below, to the Attorney General and shall include: 

(1) An identification of the person or description of the property 
to be searched. 

(2) A statement of facts supporting a finding that there is probable 
cause to believe the subject of the search is: 

(a) A person who, for or on behalf of a foreign power, is 
engaged in clandestine intelligence activities (including covert activities 
intended to affect the political or governmental process), sabotage, or inter-
national terrorist activities, activities in preparation for international ter-
rorist activities, or who conspires with, or knowingly aids and abets a person 
engaging in such activities; 

(b) A person who is an officer or employee of a foreign power; 

(c) A person unlawfully acting for, or pursuant to the direc-
tion of, a foreign power. The mere fact that a person's activities may benefit 
or further the aims of a foreign power does not justify an unconsented physical 
search without evidence that the person is taking direction from, or acting in 
knowing concert with, the foreign power; 

(d) A corporation or other entity that is owned or controlled 
directly or indirectly by a foreign power; or 

(e) A person in contact with, or acting in collaboration with, 
an intelligence or security service of a foreign power for the purpose of pro-
viding access to information or material classified by the United States to 
which such person has access. 

(3) A statement of facts supporting a finding that the search is 
necessary to obtain significant. foreign intelligence or counterintelligence. 

(4) A statement of facts supporting a finding that the significant 
foreign intelligence or counterintelligence expected to be obtained could not be 
obtained by less intrusive means. 

(5) A description of the significant foreign intelligence or 
counterintelligence expected to be obtained from the search. 
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(6: A description ef the extent of the search and a statement of 
facts supportirg a finding that the seirc1 will involve the least amount of 
physical intrution that will accomplisl. tie objective sought. 

(7: A description et the expected dissemination of the product of 
the search, including a description of the procedures that will govern the 
retention and cisseminat ion of informatiot about United States persons acquired 
incidental to the searct. 

c. Recuests for approval of urcoxsented physical searches under 
paragraph C 2.1. must be made In: 

(1: The Secretary cr the lepity Secretary of Defense; 

(2: The Secretary cr the Inder Secretary of a Military Department; 

(3: The Director, liational Security Agency; or 

(4: The Director, Iefense Intelligence Agency. 
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PROfEDURE S. SEAR(HE: AND EXAMINATION 
OF MAU 

A. APPLICABILITY 

This procecure applies to tie opening of mail in United States postal 
channels, and the use ol mail c(vers with respect to such mail, for foreign 
intelligence ard countelintelligence pirpcses. It also applies to the opening 
of mail to or Iron United States persots '.here such activity is conducted out-
side the Unite( States End such mail is tut in United States postal channels. 

B. EXPLANATI01,  OF UNDEFINED TEFMS 

1. Mail within United States postll channels includes: 

a. Mail while in transit within, among, and between the United 
States, its tetritories and possessions (including mail of foreign origin 
which is passe( by a foleign postal administration to the United States Postal 
Service for forwarding to a foreign postal administration under a postal treaty 
or convention, and mail temporatily in the hands of the United States Customs 
Service or the Departmert of Ageicultuie). Army-Air Force (APO) and Navy (FPO) 
post offices, irid mail lor deli%ery to the United Nations, N.Y.; and 

b. Internationil mail En route t( an addressee in the United States 
or its possessions aftei passage to Unite( States Postal Service from a foreign 
postal administration oi en route to at acdressee abroad before passage to a 
foreign postal administration. 

As a rile, mail shall be consi(ered in such postal channels until the 
moment it is delivered manually in the United States to the specific addressee 
named on the etvelope, cr his acthorized agent. 

2. To examine mail means t( emplo) a mail cover with respect to such 
mail. 

3. Mail ccver means the pr(cess b) wtich a record is made of any data 
appearing on tte outside cover (f any class of mail matter as permitted by 
law, other that that necessary 1or the de]ivery of mail or administration of 
the postal set-lice. 

C. PROCEDURES 

1. Searches of  mai: within United  Stites postal channels. 

a. ApIlicable lostal regulaticns do not permit DoD intelligence com-
ponents to detiin or open first class Eai: within United States postal channels 
for foreign intelligence and cocnterinteLigence purposes, or to request such 
action by the 1 .S. Postil Service. 

b. Dot inte110,ence component: miy request appropriate U.S. postal 
authorities to inspect, or authcrize tie :nspection, of the contents of second, 

third, or fourth class nail in tnited Itaies postal channels, for such purposes, 

8-1 



DoD 5240.I-R 

in accordance with applicable postal regulations. Such components may also re-

quest appropriate U.S. postal authorities to detain, or permit the detention of, 
mail that may become subject to search under this section, in accordance with 
applicable postal regulations. 

2. Searches of mail outside United States postal channels. 

a. DoD intelligence components are authorized to open mail to or from 
a United States person that is found outside United States postal channels only 
pursuant to the approval of the Attorney General. Requests for such approval 
shall be treated as a request for an unconsented physical search under paragraph 
C.2.b. of Procedure 7. 

b. Heads of DoD intelligence components may authorize the opening 
of mail outside U.S. postal channels when both the sender and intended recipient 
are other than United States persons if such searches are otherwise lawful and 
consistent with any Status of Forces Agreement that may be in effect. 

3. Mail covers  

a. DoD intelligence components may request U.S. postal authorities 
to examine mail in U.S. postal channels, for counterintelligence purposes, in 
accordance with applicable postal regulations. 

b. DoD intelligence components may also request mail covers with 
respect to mail to or from a United States person that is outside U.S. postal 
channels, in accordance with appropriate law and procedure of the host govern-
ment, and any Status of Forces Agreement that may be in effect. 
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PROCEDURE !. PHYt;IC,,L SURVEILLANCE 

A. APPLICABIL TY 

This procecure appl:es only to the pttsical surveillance of United States 
persons by DoD intelligence coin orients fo foreign intelligence and counter-
intelligence prrposes. This precedure do's not apply to physical surveillance 
conducted as p.rt of a 'raining exercie Olen the subjects are participants in 
the exercise. 

B. EXPLANATIOI OF UNDEFINED MIMS 

The term plysical surveillarce means systematic and deliberate observa-
tion of a perscn by any means or a conlinring basis, or the acquisition of a 
nonpublic communication by a person noi a party thereto or visibly present 
thereat througl any means not izvolvinr e.ectronic surveillance. 

C. PROCEDURES  

I. Criter:a for phvsical strveillince  in the United States. Within the 
United States, DoD inte:ligence component! may conduct unconsented physical 
surveillances .or foreirn intelligence an counterintelligence purposes against 
United States lersons wLo are present cr :ormer employees of the intelligence 
component concerned; present or former coetractors of such components or their 
present or forter employees; apilicants fir such employment or contracting; or 
military persors employed by a toninte:lifence element of a Military Service. 
Any physical strveillance withir the Urited States that occurs outside a DoD 
installation stall be ccordinated with the FBI and other law enforcement 
agencies as ma be apprcpriate. 

2. Criteria for  ph1sical strveilDnce  outside the United States. Outside 
the United States, DoD intelligence corkporents may conduct unconsented physical 
surveillance oi United !tates persons in cne of the categories identified in 
subsection C.1., above. In addition, suct components may conduct physical sur-
veillance of other United States persors :n the course of a lawful foreign in-
telligence or counterintelligence investilation, provided (a) such surveillance 
is consistent %ith the laws and policy of the host government and does not violate 
any Status of lorces Agreement that ma} be in effect; and (b) that physical sur-
veillance of a United States person abioat to collect foreign intelligence may be 
authorized onl to obtain signilicant infermation that cannot be obtained by other 
means. 

3. Required approvals for itlysical strveillance. 

a. Persons wittin DoD investOative jurisdiction. Physical surveil-
lances within the Unite( States or which involve United States persons within 
DoD investigat:ve jurisciction cverseas guy be approved by the head of the DoD 
intelligence ccmponent concernec or by designated senior officials of such com-
ponents in acccrdance with this procedtre. 

b. Peisons outside DoD  investigative jurisdiction. Outside the 
United States, physical surveillances cf Inited States persons who are not 
within the investigative jurisdiction cf the DoD intelligence component concerned 
will be forwareed throufh approiriate charnels to the Deputy Under Secretary of 
Defense (Polic!) for apiroval. Such requests shall indicate coordination with 
the Central Intelligence Agency. 
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PROCDURE 10 UNDIXL1SED PARTICIPATION 
N ORGAIIZ.,TIONS 

A. APPLICABIL TY 

This proce..ure appl .es to p.rticipiti in by employees of DoD intelligence 

components in .ny organ..zation rithin :he United States, or any organization 

outside the Un ted Statos that , onstitlte a United States person, when such 

participation s on beh.ilf of al y enti:y f the intelligence community. These 

procedures do lot apply to part cipation n organizations for solely personal 

purposes. 

B. EXPLANATIO1 OF UNDEYINED TE1MS 

1. Domest.c activi'des refirs to .ict vities that take place within the 

United States 'hat do not invol, e a si;:ni icant connection with a foreign power, 
organization o person. 

2. The te:m organi::ation iicludes co porations and other commercial 
organizations, academic institul ions, oluls, professional societies, associa-
tions, and any other group whose existoncf is formalized in some manner or 
otherwise fund ions on ; continiing 

3. An organization within ihe United States means all organizations physi-
cally located %ithin the geograihical 1.ouldaries of the United States whether or 
not they const:tute a thited States persots. Thus, a branch, subsidiary, or 
office of an oiganizaticn withit the ULitod States, which is physically located 
outside the Un. ted States, is rut cons:deied as an organization within the 
United States. 

4. Partic:pation refers to any acliol undertaken within the structure 
or framework oi the organizatioi involied Such actions include serving as a 
representative or agent of the crganizatien; acquiring membership; attending 
meetings not °fen to the public. inclucini social functions for the organiza-
tion as a whole; carryirg out [le work or functions of the organization; and 
contributing finds to tie organization otler than in payment for goods or 
services. Actions taker outside the olgacizational framework, however, do not 
constitute participatior. Thus, attencance at meetings or social gatherings 
which involve crganization members but are not functions or activities of the 
the organizaticn itself does not constitute participation. 

5. Participation i: on behilf of an agency within the intelligence 
community when an emplo3ee is tasked ol requested to take action within an 
organization fir the bet efit. of such alency. Such employee may already be a 
member of the crganization or may be aike( to join. Actions undertaken for the' 
benefit of an intelligerce agency inclide collecting information, identifying 
potential sources or cortacts, cr estatlilhing and maintaining cover. If a 
cooperating soirce furnishes intormaticn to an intelligence agency which he or 
she obtained b5 particitation within at otganization, but was not given prior 
direction or tasking by the intelligence agency to collect such information, 
then such participation was not on behalf of such agency. 

6. Participation i solely for peisoral purposes, if undertaken at the 
initiative and expense cf the enployee frit the employee's benefit. 
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C. PROCEDURES FOR UNDISCLOSED PARTICIPAT:ON 

Except as permitted herein, employees of DoD intelligence components may 
participate on behalf of such components in organizations within the United 
States, or in organizations outside the United States that constitute United 
States persons, only if their affiliation with the intelligence component con-
cerned is disclosed to an appropriate official of the organization in accordance 
with section D., above. Participation without such disclosure is permitted only if 
it is consistent with the limitations set forth in subsection C.1., below, and 
has been approved in accordance with subsection C.2., below. 

1. Limitations on undisclosed participation. 

a. Lawful purpose. No undisclosed participation shall be per-
mitted under this procedure unless it is essential to achieving a lawful 
foreign intelligence or counterintelligence purpose within the assigned mission 
of the collecting DoD intelligence component. 

b. Limitations on use of undisclosed participation for foreign  
intelligence purposes within the United States. Undisclosed participation may 
not be authorized within the United States for the purpose of collecting 
foreign intelligence from or about a United States person, nor to collect 
information necessary to assess United States persons as potential sources of 
assistance to foreign intelligence activities. This does not preclude the 
collection of information about such persons, volunteered by cooperating 
sources participating in organizations to which such persons belong, however, 
if otherwise permitted by Procedure 2. 

c. Duration of Participation. Authorization to participate under 
paragraph C.2.a. and b. shall be limited to the period covered by such par-
ticipation which shall be no longer than 12 months. Participation which lasts 
longer than 12 months shall be reapproved by the appropriate official on an 
annual basis in accordance with this procedure. 

d. Participation for the purpose of influencing the activities of 
the organization or its members. No participation under this procedure shall be 
authorized for the purpose of influencing the activities of the organization in 
question, or its members, unless such participation is undertaken on behalf of 
the FBI in the course of a lawful investigation, or the organization concerned 
is composed primarily of individuals who are not United States persons and is 
reasonably believed to be acting on behalf of a foreign power. Any DoD intel-
ligence component that desires to undertake participation for such purpose shall 
forward its request to the Deputy Under Secretary of Defense (Policy) setting 
forth the relevant facts justifying such participation and explaining the nature 
of its contemplated activity. Such participation may be approved by the DUSD(P) 
with the concurrence of the General Counsel, DoD. 

2. Required Approvals  

a. Undisclosed participation that may be approved within the  DoD 

intelligence component. Undisclosed participation on behalf of .a DoD intelli-
gence component may be authorized within such component under the following 
circumstances: 
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(1 Partic.pation n meetIng; open to the public. For purposes 

of this sectio I, a semiaar or cinferen:e .ponsored by a professional organiza-

tion that is crien to pe -sons of a particu ar profession whether or not they are 

members of the organiza.ion itself or :lay.. received a special invitation, shall 

be considered . meeting open to the pri)li'. 

(2 Partic.pation :n orgaliz-tions that permit other persons 

acknowledged the organizatior to be emiloyees of the U.S. Government to 

participate. 

(3 Partic4ation n educati,.nal or professional organizations 

for the purpos, of enhancing the profe:;sienal skills, knowledge, or capabilities 

of employees. 

(4 Partic:.pation :11 seminar: , forums, conferences, exhibitions, 

trade fairs, werkshops, symposirms, ana s milar types of meetings, sponsored by 

organizations n which the empleyee is a rember, has been invited to participate, 
or when the spensoring organization dews Lot require disclosure of the partici-
pants' employment affil:ations, for thc pyrpose of collecting significant foreign 

intelligence tlat is geuerally rade avi.il:ble to participants at such meetings, 
and does not irvolve thc domest:c acti.,.it:es of the organization or its members. 

b. Pa:ticipatien that ray be iyp;oved by senior intelligence officials. 
Undisclosed pa!ticipatien may be authorized by the Deputy Under Secretary of 
Defense (Polic!); the 0: rector, Defensu Ittelligence Agency; the Assistant 
Chief of Staff for Inte:ligence. Deparimett of Army; the Commanding General, 
U.S. Army Inte'ligence ind Security Caramel; the Director of Naval Intelligence; 
the Director o: Intelliience, U.S. Mar:ne Corps; the Assistant Chief of Staff, 
Intelligence, lnited Sutes Air Force; the Director, Naval Investigative Service; 
the Commanding Officer, Air Force Office cf Special Investigations; or their 
single designees, for tie folloreing purpores: 

(I: To collect sigrificant fcreign intelligence outside the 
United States, or from cr about other that United States persons within the 
United States, provided no information imolving the domestic activities of the 
organization or its memiers may be collected. 

(2: For canterintelligence lurposes, at the written request 
of the Federal Bureau of Investigation. 

(3: To collect sigrificant ccunterintelligence about other 
than United Stztes perscns, or 2bout Ufitfd States persons who are within the 
investigative 'urisdiction of tte Depaittunt of Defense, provided any such 
participation that occurs withir the Urittd States shall be coordinated with 
the Federal Buteau of Irvestigation. 

(4: To collect infcrmatior ritcessary to identify and assess 
other than United States persons as potential sources of assistance for foreign 
intelligence aid counterintellince actiNities. 

(5, To collect infcrmatior nccessary to identify United States 
persons as potcntial sotrces of assistzficc to foreign intelligence and counter-
intelligence activitios. 



DoD 5240 1-i1 

(6) To develop or maintain cover necessary for the security of 
foreign intelligence or counterintelligence activities. 

(7) Outside the United States, to assess United States persons 
as potential sources of assistance to foreign intelligence and counterintelli-

 

gence activities. 

D. DISCLOSURE REQUIREMENT 

1. Disclosure of the intelligence affiliation of an employee of a DoD 
intelligence component shall be made to an executive officer of the organiza-
tion in question, or to an official in charge of membership, attendance or the 
records of the organization concerned. 

2. Disclosure may be made by the DoD intelligence component involved, an 
authorized DoD official, or by another component of the Intelligence Community 
that is otherwise authorized to take such action on behalf of the DoD intelli-
gence component concerned. 
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PROCEDUR: 11. CtNTRACT[NG FOR GOODS AND SERVICES 

A. APPLICABIL :TY 

This procelure appl:es to c ,ntracting or other arrangements with United 
States persons for the irocuremlit of ;ools and services by DoD intelligence 
components wit tin the Utited St tes. This procedure does not apply to con-
tracting with ;overnmen: entiti...s, or :o .he enrollment of individual students 
in academic in;titution:. The atter eiteation is governed by Procedure 10. 

B. PROCEDURES  

1. Contra -ts with .ecademic instittti.ns. DoD intelligence components 
may enter into a contra.:t for glods or Se vices with an academic institution 
only if prior .o the ma;:ing of he con.ra.t, the intelligence component has 
disclosed to a:Tropriato offici.ls of .he academic institution the fact of 
sponsorship by a Doll in.elligene compone:I. 

2. Contra.ts with commerciil  orgauiz.  tions, private institutions, and  
individuals. tOntractiug by or for a DoD intelligence component with commercial 
organizations, private nstitut. ons, o -  p ivate individuals within the United 
States may be , one without reveeling the :ponsorship of the intelligence com-
ponent if: 

a. Thi contract is for published material available to the general 
public or for outine vods or :ervice: necessary for the support of approved 
activities, sulh as creeit card:, car rentals, travel, lodging, meals, rental 
of office space or apartments, ind othcr tems incident to approved activities; 
or 

b. There is a vritten eetermirat:on by the Secretary or the Under 
Secretary of a Military Department, the D: rector of the National_ Security Agency, 
the Director o: the Defense Intelligence agency, or the Deputy Under Secretary of 
Defense (Policl) that tie sponsership cf DoD intelligence component must be 
concealed to peotect the activities of the DoD intelligence component concerned. 

C. EFFECT OF !ONCOMPLUNCE 

No contract shall be void ot voidatle for failure to comply with this 
procedure. 
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PROCEDUR: 12. PRO/ISION O. ASSIS:AN:E TO LAW ENFORCEMENT AUTHORITIES 

A. APPLICABILITY 

This procelure applles to tLe prov ...sim of assistance by DoD intelligence 
components to .aw enfor:ement atthoriti.es It incorporates the specific limita-

 

tions on such issistanc! contaiied in 12333 (reference (a)), together with 
the general li,litations and app .oval rqu.rements of DoD Directive 5525.5 
(reference (i) . 

B. PROCEDURES 

1. Cooperttion witi law en orcemeit tuthorities. Consistent with the 
limitations coltained ii DoD Di .ective 55t5.5 T-Tierence (i)), and subsection 
B.2., .below, DD intelligence caponen:s ire authorized to cooperate with law 
enforcement au.horities for the purposi o: 

a. Investigatilg or pr.ventin; c.andestine intelligence activities 
by foreign pow:rs, inte:nationa narco:ic: activities, or international terrorist 
activities; 

b. Pr)tecting )oD empl,yees, inf)rmation, property, and facilities; 

c. Pr:venting, detectiig, or inv:stigating other violations of 
law. 

2. Types  4.  permisiible as:istanc!. DoD intelligence components may 
provide the fo lowing trpes of ,ssistaice to law enforcement authorities: 

a. In'identallt-acquir:d info:ma:ion reasonably believed to indicate 
a violation of federal law shal he priviled in accordance with the procedures 
adopted pursuait to sec:ion 1.7 (a) of E. ). 12333 (reference (a)); 

b. In:identialLy-acqui .ed infirmttion reasonably believed to indicate 
a violation of state, lical, or foreigi ltw may be provided in accordance with 
procedures ado)ted by tie heads of DoD Colponents; 

c. Sp:cialized equipme)t and Eac.lities may be provided to federal 
law enforcemen. authori:ies, aril, when lives are endangered, to state and local 
law enforcemen: authori:ies, pr ,vided ;tic* assistance is consistent with, and 
has been approved by an officia autho:iz!d pursuant to, enclosure 3 of DoD 
Directive 5525 5 (refer!nce (i) ; and 

d. Pe7sonnel wio are eiployee; o: DoD intelligence components may 
be assigned to assist f!deral Its,/ enfo7celent authorities, and, when lives are 
endangered, stite and lical law enforcvmeit authorities, provided such use is 
consistent wit), and ha; been a 'proved by an official authorized pursuant to, 
enclosure 4 of DoD Dire:Live 55:5.5 (r!fe7ence (i)). Such official shall en sure 

that the Generil Counsel of the providing DoD Component concurs in such use. 
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e. Assistance may be rendered to law enforcement agencies and 

security services of foreign governments or international organizations in 

accordance with established policy and applicable Status of Forces Agreements; , .01" 
provided, that DoC intelligence components may not request or participate in 
activities of such agencies undertaken against United States persons that would 
not be permitted such components under these procedures. 
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PROCEDURE 13 EXPERIAENTATIOA ON HUAAN SUBJECTS FOR INTELLIGENCE PURPOSES 

A. APPLICABIL TY 

This proce lure appl .es to e_perimeita.ion on human subjects if such experi-
mentation is clnducted 'ty or on behalf of a DoD intelligence component. This 
procedure does not appl:( to exvrimentitiln on animal subjects. 

B. EXPLANATIO1 OF UNDE:INED  

1. Experillentation in this contex: mans any research or testing activ-
ity involving :Iuman sub. ects th,t may ,:xp.se such subjects to the possibility 
of permanent '0 tempora.757 injur! (inclAdi::g physical or psychological damage 
and damage to he reputi:tion of such plu-s-ns) beyond the risks of injury to 
which such sub.ects are ordinar.ly expose.. in their daily lives. 

2. Experitientation is condtcted (At bchalf of  a DoD intelligence com-
ponent if it i: conductcd under contrac:t . o that component or to another DoD 
component for he benef:t of th( intel_igince component or at the request of 
such a componett regard:ess of the exi:.tecce of a contractual relationship. 

3. Human :ubjects  :n this context includes any person whether or not 
such person is a United States lerson. 

C. PROCEDURES 

1. Experitentation on humat subjects conducted by or on behalf of a DoD 
intelligence c(mponent pay be utdertaktn (fly with the informed consent of the 
subject, in ac(ordance cith guicelines is(tied by the Department of Health and 
Human Services. setting out comitions tivt. safeguard the welfare of such sub-
jects. 

2. DoD intelligence componEnts ma} rat engage in or contract for experi-
mentation on himan subjEcts wittout apiroxal of the Secretary or Deputy Secre-
tary of DefensE, or the Secretary or Urdei Secretary of a Military Department, 
as appropriate. 
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PROCEDU1E 14. EM 'LOYEE CONDUCT 

A. APPLICABIL TY 

This procecure sets forth tie respons bilities of employees of DoD Intel-

ligence comporic nts to conduct tlemselvvs n accordance with this Regulation and 

other applicab e policy It alio prov .de: that DoD intelligence components shall 

ensure, as app opriate, that these pol.cics and guidelines are made known to their 
employees. 

B. PROCEDURES 

1. Employee respon:ibilitits. Emplo:ees shall conduct intelligence 
activities onl: pursuant to, anc in accoreance with, Executive Order 12333 
(reference (a) and thi: Regulation. n conducting such activities, employees 
shall not exceed the authoritie: grantvd 'he employing DoD intelligence component 
by law; Execut:ve Order includ:ng E.0 1:333 (reference (a)), and applicable 
DoD directives 

2. Familiirity_witl. restrictions. 

a. Each Don intelligence compcnett shall familiarize its personnel 
with the provi:ions of F.O. 123:3 (refererce (a)), this Regulation, and any 
instructions irplementirg this Fegulat:on which apply to the operations and 
activities of :uch compcnent. /t a mitimim, such familiarization shall contain: 

(1: Applicable portions of Ptocedures 1 through 4; 

(2: A summary of other prccecures that pertains to collection 
techniques which are, co may be, emplo)ed by the DoD intelligence component 
concerned; and 

(3: A statement of indivicual employee reporting responsibility 
under Procedure 15. 

b. The Assistart to the Secretar) of Defense (Intelligence Oversight) 
(ATSD(10)) and each Inspector General responsible for a DoD intelligence com-
ponent shall ersure, as part of their insfections, that procedures are in effect 
which will achieve the cbjectives set forth in paragraph B.2.a., above. 

3. Responsibilities  of  the heads cf loD Components. The heads of DoD 
Components that constitite, or contain, DcD intelligence components shall: 

a. Ensure that all proposals for intelligence activities which may 
be unlawful, ir whole or in part, or may te contrary to applicable Executive 
Branch or Don policy are referred to tte Cencral Counsel responsible for such 
component. 

b. Ensure that no adverse action is taken against any employee 
because the emfloyee reports activities pirsuant to Procedure 15. 

c. Imlose such sanctiors as may le appropriate upon any employee 
who violates tte provisions of tais Refulation or any instruction promulgated 
thereunder. 
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d. In any case involving serious or continuing breaches of security 
by either DoD or non-DoD employees, recommend to the Secretary of Defense 
appropriate investigative actions. 

e. Ensure that the General Counsel and Inspector General with respon-
sibility for the component, as well as the General Counsel, DoD, and the ATSD(I0), 
have access to all information concerning the intelligence activities of that 
component necessary to perform their oversight responsibilities. 

f. Ensure that employees cooperate fully with the Intelligence Oversight 
Board and its representatives. 

a. 
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PROCEDURE 15. IDENTIF(ING, INVESTIGATING, 
AN) REPORTING QUESTI)NABLE ACTIVITIES 

A. APPLICABILITY 

This procelure provides for the identification, investigation, and reporting 
of questionabl! intelligence ac:ivities. 

B. EXPLANATIOI OF UNDEFINED TEO'S 

1. The tem "questionable ictiviti," as used herein, refers to any conduct 
that constitut!s, or is related to, an in:elligence activity that may violate the 
law, any ExecuAve Order or Pre:identill iirective, including E.G. 12333 (refer-
ence (a)), or ipplicabl! DoD po.icy, iicliding this Regulation. 

2. The te:ms "Gene:al Coun:el" an] ":nspector General," as used herein, 
refer, unless itherwise specifitd, to my General Counsel or Inspector General 
with responsih.lity for one or lore Do) iitelligence components. Unless other-
wise indicated, the tern "Inspe:tor Geiercl" shall also include the ATSD(I0). 

C. PROCEDURES  

1. Identi 'ication. 

a. Ea :h employ !e shall report an questionable activity to the 
General Counse. or Insp!ctor Ge:Leral fir .he DoD intelligence component con-
cerned, or to .he Generil Couns. 1, DoD. o .  ATSD(I0). 

b. In:I:lectors ,;eneral, as par: o their inspection of DoD intelligence 
components, an t General Counsel , as part of their oversight responsibilities 
shall seek to letermine if such component are involved in any questionable 
activities. I such ac'.ivities have been or are being undertaken, the matter 
shall be invesdgated wider sub:ection C. ., below. If such activities have 
been undertake:c but were not reported, th. Inspector General shall also ascer-
tain the reasn: for such failun and recotoend appropriate corrective action. 

c. Impectors General, as par'. o their oversight responsibilities, 
shall, as appr-priate, .scertail whether .ny organizations, staffs, or offices 
within their r: spective jurisdictions but not otherwise specifically identified 
as DoD intelli;,ence components, are be lig used for foreign intelligence or 
counterintelli,.ence purposes to which Parc 2 of E.O. 12333 (reference (a)), 
applies, and, f so, sh;.11 ensu e the i.ct:vities of such components are in 
compliance witl this Rerulation and applicable Doll policy. 

d. In:pectors (ieneral, as part o.  their Inspection of Doll intelligence 
components, sh:11 ensury that p:ocedurc:s (xist within such components for the 
reporting of qiestionah e activ ties, ind that employees of such components are 
aware of their responsibilities to revrt such activities. 

15-

 



DoD 5240.1-R 

2. Investigation. 

a. Each report of a questionable activity shall be investigated to the 
extent necessary to determine the facts and assess whether the activity is legal 
and is consistent with applicable policy. 

b. When appropriate, questionable activities reported to a General 
Counsel shall be referred to the corresponding Inspector General for investi-
gation, and if reported to an Inspector General, shall be referred to the 
corresponding General Counsel to determine whether the activity is legal and 
consistent with applicable policy. Reports made to the DoD General Counsel or 
the ATSD(I0) may be referred, after consultation between these officials, to the 
appropriate Inspector General and General Counsel for investigation and evaluation. 

c. Investigations shall be conducted expeditiously. The officials 
responsible for these investigations may, in accordance with established pro-
cedures, obtain assistance from within the component concerned, or from other 
DoD Components, when necessary, to complete such investigations in a timely 
manner. 

d. To complete such investigations, General Counsels and Inspectors 
General shall have access to all relevant information regardless of classifica-
tion or compartmentation. 

3. Reports. 

a. Each General Counsel and Inspector General shall report immediately 
to the General Counsel, DoD, and the ATSD(I0) questionable activities of a 
serious nature. 

b. Each General Counsel and Inspector General shall submit to the 
ATSD(I0) a quarterly report describing those activities that come to their 
attention during the quarter reasonably believed to be illegal or contrary to 
Executive Order or Presidential directive, or applicable DoD policy; and actions 
taken with respect to such activities. The reports shall also include signifi-
cant oversight activities undertaken during the quarter and any suggestions for 
improvements in the oversight system. Separate, joint, or consolidated reports 
may be submitted. These reports should be prepared in accordance with DoD 
Directive 5000.11 (reference (j)). 

c. All reports made pursuant to paragraph C.3.a. and b., above, which 
involve a possible violation of federal criminal law shall be considered by the 
General Counsel concerned in accordance with the procedures adopted pursuant to 
section 1.7(a) of £.0. 12333 (reference (a)). 

d. The General Counsel, DoD, and the ATSD(I0) may review the findings 
of other General Counsels and Inspector Generals with respect to questionable 
activities. 

e. The ATSD(I0) and the General Counsel, DoD, shall report in a timely 
manner to the White House Intelligence Oversight Board all activities that come 
to their attention that are reasonably believed to be illegal or contrary to 
Executive Order or Presidential directive. They will also advise appropriate 
officials of the Office of the Secretary of Defense of such activities. 
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These reporting requiremerts are exempt from formal approval and 
licensing in accordance with suasection of enclosure 3 to Don Directive 
5000.19 (refer nice (X)). 
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APPENDIX A 

DEFINITIONS  

1. Administrative purposes. Information is collected for "administrative 
purposes" when it is necessary for the administration of the component concerned 
but is not collected directly in performance of the intelligence activities 
assigned such component. Examples include information relating to the past 
performance of potential contractors; information to enable such components to 
discharge their public affairs and legislative duties, including the maintenance 
of correspondence files; the maintenance of employee personnel and training 
records; and training materials or documents produced at training facilities. 

2. Available publicly. Information that has been published or broadcast 
for general public consumption, is available on request to a member of the 
general public, could lawfully be seen or heard by any casual observer, or is 
made available at a meeting open to the general public. In this context, the 
"general public" also means general availability to persons in a military com-
munity even though the military community is not open to the civilian general 
public. 

3. Communications  security. Protective measures taken to deny unauthor-
ized persons information derived from telecommunications of the U.S. Government 
related to national security and to ensure the authenticity of such telecom-
munications. 

4. Consent. The agreement by a person or organization to permit DoD 
intelligence components to take particular actions that affect the person or 

organization. Consent may be oral or written unless a specific form of con-

sent is required by a particular procedure. Consent may be implied if adequate 

notice is provided that a particular action (such as entering a building) car-
ries with it the presumption of consent to an accompanying action (such as 
search of briefcases). (Questions regarding what is adequate notice in parti-
cular circumstances should be referred to the legal office responsible for 
advising the DoD intelligence component concerned.) 

5. Counterintelligence. Information gathered and activities conducted 
to protect against espionage, other intelligence activities, sabotage, or 

assassinations conducted for or on behalf of foreign powers, organizations, or 

persons, or international terrorist activities, but not including personnel, 
physical, document, or communications security programs. 

6. Counterintelligence investigation. Includes inquiries and other 
activities undertaken to determine whether a particular United States person 
is acting for, or on behalf of, a foreign power for purposes of conducting 

espionage and other intelligence activities, sabotage, assassinations, inter-

national terrorist activities, and actions to neutralize such acts. 

7. DoD Component. Includes the Office of the Secretary of Defense, each 

of the Military Departments, the Organization of the Joint Chiefs of Staff, the 

Unified and Specified Commands, and the Defecse Agencies. 
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8. DoD  comp2cents. nc ude the following organizations: 

a. Tie Nationid Secur- ty Agericy,Central Security Service. 

b. Tie Defensc Intell:gence hgercy. 

c. Tie office: within the Department of Defense for the collection 

of specialized national foreign intell:gesce through reconnaissance programs. 

d. Tie Assist:nt Chiei of Stiff for Intelligence, Army General 

Staff. 

e. Tie Office of Naval Intel:igcnce. 

f. Tie Assist:nt Chief of Stiff. Intelligence, U.S. Air Force. 

g. Tie Army Irtelligerce and Security Command. 

h. Tic Naval Intelligence Conmard. 

1. Ile Naval fecurity Group Comnand. 

j. Tie Directcr of Intelligerce, U.S. Marine Corps. 

k. Tie Air Force Intelligence Service. 

1. The Electrcnic Security Ccmmaad, U.S. Air Force. 

m. Tle counterintelligence elemeats of the Naval Investigative 

Service. 

n. The counterintelligtnce elemeits of the Air Force Office of 
Special Investigations. 

o. The 650th Military [ntelligen:e Group, SHAPE. 

p. Otaer organizations, staffs, Ind offices, when used for foreign 
intelligence or counteriatelligeice activi:ies to which part 2 of E.O. 12333 
(reference (a)), applies, providql that th heads of such organizations, staffs, 
and offices shall not be conside -ed as leals of DoD intelligence components for 
purposes of thi3 Reguiation. 

9. Electr)nic  surveillance Acquisi:ion of a nonpublic communication by 
electronic mean; without the con:ent of a )erson who is a party to an electronic 
communication of, in the case of a nonelec:ronic communication, without the con-
sent of a persoi who s eisibly )resent at the place of communication, but not 
including the ure of radio direc.ion fildiig equipment solely to determine the 
location of a tfansmitter. (Ele:tronic su:veillance within the United States 
is subject to tie defini:ions in the Fofei;n Intelligence Surveillance Act of 
1978 (reference (b)).) 

ID. Emploiee. A person emaoyed iy, assigned to, or acting for an agency 
within the inte.ligence 7ommunit., inclicliig contractors and persons otherwise 
acting at the d.rection )1 such 41 agen:y. 
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11. Foreign intelligence. Information relating to the capabilities, 
intentions, and activities of foreign powers, organizations, or persons, but 
not including counterintelligence except for information on international ter-
rorist activities. 

12. Foreign power. Any foreign government (regardless of whether recog-
nized by the United States), foreign-based political party (or faction thereof), 
foreign military force, foreign-based terrorist group, or any organization com-
posed, in major part, of any such entity or entities. 

13. Intelligence activities. Refers to all activities that DoD intelli-
gence components are authorized to undertake pursuant to Executive Order 12333 
(reference (a)). 

14. Intelligence community and  an agency of or within the intelligence 
community. Refers to the following organizations: 

a. The Central Intelligence Agency (CIA). 

b. The National Security Agency (NSA). 

c. The Defense Intelligence Agency (DIA). 

d. The Offices within the Department of Defense for the collection 
of specialized national foreign intelligence through reconnaissance programs. 

State. 
e. The Bureau of Intelligence and Research of the Department of 

f. The intelligence elements of the Army, Navy, Air Force and 
Marine Corps, the Federal Bureau of Investigation (FBI), the Department of the 
Treasury, and the Department of Energy. 

g. The staff elements of the Office of the Director of Central 
Intelligence. 

15. International Narcotics Activities. Refers to activities outside the 
United States to produce, transfer or sell narcotics or other substances con-
trolled in accordance with title 21, United States Code, Sections 811 and 812. 

16. International Terrorist Activities. Activities undertaken by or in 
support of terrorists or terrorist organizations that occur totally outside 
the United States, or that transcend national boundaries in terms of the means 
by which they are accomplished, the persons they appear intended to coerce or 
intimidate, or the locale in which the perpetrators operate or seek asylum. 

17. Lawful investigation. An investigation qualifies as a lawful investi-
gation if the subject of the investigation is within DoD investigative jurisdic-
tion; if it is conducted by a DoD Component that has authorization to conduct 
the particular type of investigation concerned (for example, counterintelligence, 
personnel security, physical security, communications security); and if the 
investigation is conducted in accordance with applicable law and policy, includ-
ing E.O. 12333 and this Regulation. 

A-3 



DoD 5240.1-R 

•",N. 

18. Perscnnel Security. l'easures designed to insure that persons employed, 

or being consiiered for employff.int, ir sensitive positions of trust are suitable 

for such emplcyment with respect to lcyalty, character, emotional stability, and 

reliability an that such emplcyment is clearly consistent with the interests 

of the national security. It iacludes measures designed to ensure that persons 

granted access to classified information remain suitable for such access and that 

access is consistent with the iaterests cf national security. 

19. Perscanel security invstigatior: 

a. Aa inquiry into th actiNities of a person granted access to in-

telligence or ther classified informaticn; or a person who is being considered 

for access to intelligence or ether classified information, including persons 

who are grantei or may be grant2c1 access to facilities of DoD intelligence com-

ponents; or a person to be assigned or retained in a position with sensitive 

duties. The ilvestigation is cl!signed tc develop information pertaining to the 

suitability, eligibility, and trustworthiaess of the individual with respect to 

loyalty, charazter, emotional s:ability a -id reliability. 

b. Ilquiries and other activities directed against DoD employees or 

members of a Military Service tl determin the facts of possible voluntary or 

involuntary conpromise Jf classified infcrmation by them. 

c. Tie coliection of informatioa about or from military personnel 

in the course A tactical training exerci3es for security training purposes. 

20. Physical security. Tie physical measures taken to prevent unauthor-

ized access to, and prevent the damage or loss of, equipment, facilities, 

materiel and d)cuments; and meawres undertaken to protect DoD personnel from 
physical threa:s to their safet/. 

21. Phnical  security inv!stigation. All inquiries, inspections, or 
surveys of the effectiveness of controls ind procedures designed to provide 

physical security; and all inquiries and ther actions undertaken to obtain 
information pertaining to physi:al threat; to DoD personnel or property. 

22. Reasinable belief. A reasonabl belief arises when the facts and 
circumstances ire such that a r!asonable ierson would hold the belief. Reason-
able belief mu;t rest oi facts Ind circumaances that can be articulated; 
"hunches" or iituitions are not sufficien:. Reasonable belief can be based 
on experience, training, and kniwledge in foreign intelligence or counterintel-
ligence work aiplied to facts aid circims:ances at hand, so that a trained and 
experienced "rnsonable person" might loll a reasonable belief sufficient to 
satisfy this criterion .hen som!one unfamiliar with foreign intelligence or 
counterintelligence worK might lot. 

23. Signals intelligence. I categpry of intelligence including communi-
cations intelligence, electroni: intelligtnce, and foreign instrumentation 
signals intelligence, either inlividually or in combination. 

24. Unitel States. When uied to lesribe a place, the term shall include 
the territorie; under tie sover!ignty A :he United States. 

A-4 



UoD 5240.1-R 

25 United States person. 

a. The term "United States person" means: 

(1) A United States citizen; 

(2) An alien known by the DoD intelligence component concerned 
to be a permanent resident alien; 

(3) An unincorporated association substantially composed of United 
States citizens or permanent resident aliens; 

(4) A corporation incorporated in the United States, except for 
a corporation directed and controlled by a foreign government or governments. 
A corporation or corporate subsidiary incorporated abroad, even if partially 
or wholly owned by a corporation incorporated in the United States, is not a 
United States person. 

b. A person or organization outside the United States shall be presumed 
not to be a United States person unless specific information to the contrary is 
obtained. An alien in the United States shall be presumed not to be a United 
States person unless specific information to the contrary is obtained. 

c. A permanent resident alien is a foreign national lawfully admitted 
into the United States for permanent residence. 

) 
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throu0 (k), see enr:lo.:ure 1 

"United States Intelligence 
1981 

'DoD Intelligence Activities," 

A. REISSUANCE  %ND PURPOSE 

Under the aithority vested in the Secretary of Defense by Section 113 of 
reference (a), :his Directive r?iSsue! reference (b) to update the 
responsibilities, funct:ons, relation!hiis, and authorities of the ATSD(I0). as 
prescribed here .n. 

B. APFLICABILI7Y 

This Direct.ve apolfes to tie Office of the Secretary of Defense (OSD), the 
Military Depart:lents, tt'e Chairlan of thr Joint Chiefs of Staff, the Unified 
Combatant Comma ids, the Office if the In:pector General of the Department of 
Defense, the De'ense Agencies, Ind the ND Field Activities (hereafter referred 
to collectively as "the DoD Comionent!") 

C. DEFINITION 

Propriety. Refers to the s:andarcs for intelligence activities promulgated 
in Executive orLers, Presidenti.il Direct:yes, and DOD Directives. Other terms 
used herein are defined in refe•ences (c:, (d), and (e). 

D. RESPONSIBIL TIES ANE FUNCTIONS 

The Assistart to the Secret.try of  Defense for Intelligence Oversight shall 
be responsible ior tne indepencl.mt overssght of all intelligence activities in 
the Department cf Defense. In .his capacity, the ATSD(10) shall ensure that all 
activities perftrmed by intelli;:ence Lnits and all intelligence activities 
performed by nor-intelligence Lmits, are conducted in compliance with Federal 
law and other 1.ws as appropria Executive ordets and Presidential Directives, 
and DoD Directiies System issuauces. In the exercise of this responsibility, 
the AT5D(10) 



1. Develop intelligence oversight policy and, in coordination with the 
General Counsel of the Department of Defense (GC, DoD), issue intelligence 
oversight guidance to the DoD intelligence components, including regulatory 
guidance implementing intelligence oversight aspects of E.O. 12333 (reference 
(c)) 

2. Review, in consultation with the GC, DoD, all allegations that raise 
questions of the legality or propriety of intelligence activities in the 
Department of Defense. 

3. Investigate intelligence activities that raise questions of legality or 
propriety. 

4. Conduct vigorous and independent inspections of the DoD Components that 
engage in intelligence activities for the purpose of verifying that personnel 
are familiar and in compliance with E.O. 12333 (reference (c)) and its DoD 
implementing documents. At the request of senior leadership of the Department, 
and as practicable, the ATSD(I0) will assess and evaluate the performance of 
DoD's intelligence activities during the course of scheduled inspections and 
site visits. Reports in these areas of special interest will be provided to the 
requesting official and the Secretary of Defense for information. 

5. Monitor investigations and inspections conducted by the DoD Components 
related to intelligence activities, evaluate the findings and, if appropriate, 
submit recommendations for corrective action to the Secretary and Deputy 
Secretary of Defense. 

6. Report the following to the Secretary and Deputy Secretary of Defense, 
and the Intelligence Oversight Board of the President's Foreign Intelligence 
Advisory Board, established under E.O. 12863 (reference (f)), at least 
quarterly, in consultation with the GC, DoD: 

a. Any significant oversight activities undertaken; and 

b. Any DoD intelligence activities of questionable legality or 
propriety, the investigative action on them, an evaluation of completed 
investigations, and the action taken on completed investigations. 

7. Participate as a member of the Defense Counterintelligence Board (Da 
Directive 5240.2, reference (g)). 

8. Pursuant to DoD Directive 5240.12 (reference (h)), review and conduct an 
annual financial audit of all funds generated by DoD Intelligence Commercial 
Activities, and report the results to the Assistant Secretary of Defense for 
Command, Control, Communications, and Intelligence. 

9. Review DoD clandestine intelligence activities to ensure compliance w:th 

special constraints and controls. 

SO. Evaluate the effectiveness of the DoD intelligence components' efforts 
to protect HUMINT sources, in accordance with DoD Directive S-5205.1 (reference 

(i)). 
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11. Partici)ate in the Sens tive Recoinaissance Operations approval 

process. 

12. Conduct liaison with Feceral iltelligence and law enforcement agencies 

(e.g., Central Ittelligerce Agency, Federal Bureau of investigation, and Drug 

Enforcement Admitistraticn) at tie natinal level and field locations, as 

required, to ens ire DoD tntelligcnce activities and DoD intelligence support to 

law enforcement (gencies are beitg conducted properly. 

13. Review :he DoD sensitivi support provided to the DoD Components and 

other Federal Agencies, fursuant to DoD Directive S-5210.36 (reference (J)), to 

ensure compliance with D(D . 

14. Coordinate, as Lpproprinte, with the DoD Inspector General (DoD IC) on 
matters relating to the NaD IC's area of responsibility in accordance with DoD 

Directive 5106.1 (refererce (k)) 

15. Perform such otter func.ions as the Secretary of Defense may prescribe. 

E. RELATIONSHIPS 

' In the performance of astigned responsibilities and functions, the 
ATSD(I0) shall serve undcr the aithority, direction, and control of the 
Secretary of Defense, and shall: 

a. Repcs't direc'dy to tie Secretzry and Deputy Secretary of Defense. 

b. CoorJinate and exchalge inforration with other OSD officials, heads 
of the DoD Compclents, and other Federzl (fficials having collateral or related 
functions. 

c. Use existing facilities an scrvices of the Department of Defense 
and other Federal Agencies, when pract:cakle, to avoid duplication and to 
achieve maximum efficieney and economy 

2. Other 0.!D officials and leads of .he DoD Components shall coordinate 
with the ATSD(I() on all matters relatcd .o the responsibilities and functions 
cited in sectior D., abo/e. 

F. AUTHORITIES  

The ATSD(IO: is hereay deleEated anth)rity to: 

1. Obtain reports, information, alvi:e, and assistance, consistent with DoD 
Directive figlo. (reference (1):, as necessary, in carrying out assigned 
functions. 

2. Communicate directly wi!h the leais of the DoD Components and, with 
notification to the Chairman of the Joint Chiefs of Staff, to the Commanders of 
the Unified Comiatant Ccmmands, as necessary, in carrying out assigned 
functions. 

3. Request such teaporary ,:ssistanct from the DoD Components as may be 
required for thi conduct of instections cr investigations, to include personnel, 
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facilities, and other services. Requests for needed support shall be made in 
accordance with established procedures. 

4. Communicate directly with the Intelligence Oversight Board of the 
President's Foreign Intelligence Advisory Board, the Director of Central 
Intelligence, other Federal officials, representatives of the legislative 
branch, members of the public, and representatives of foreign governments, as 
appropriate, in carrying out assigned functions. 

5. Have complete and unrestricted access to all available intelligence-
related information, regardless of classification or compartmentation, from all 
DoD Components and personnel, as required, in carrying out assigned functions. 
This includes specifically the authority to: 

(a)Require an Inspector General or other cognizant investigative 
official of a DoD Component to report allegations of improprieties or 
illegalities of intelligence activities by, or within, a DoD Component; and 

(b)Obtain information on the status, proceedings, and findings or to 
obtain copies of reports of investigations or inspections of such allegations. 

6. Deal directly with the head of the element inspected or investigated, 
conduct interviews, take depositions, and examine records incident to an 
inspection or investigation of any DoD Component, as required, in carrying out 
assigned functions. 

G. EFFECTIVE DATE 

This Directive is effective immediately. 

Enclosure 
References 
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rethElt- Early in :1000, the . 1TSD(I0) b :gan an Intelligence Oversight review of 
NSA operation . in respore e to medi speculi.tio) and public discussion about NSA 
activities the m :dia called "ECHE') )N." TI e ir adia speculation included allegations 
that, through th s program NSA vio ated the rig] its of United States persons, provided 
intelligence to 11.S. comp flies to ai( them in co r ipeting with foreign companies, and 
used its allies h collect intelligence hat was ille ;al for the U.S. to collect. (Executive 
Order 12333 at d implemelting Dot regulations govern the conduct of NSA's activities.) 

444,61a- The ATSD(I0) rev ew beg E n ith several sessions held at NSA 
Headquarters al Fort Mem c, MD, in which trcht ical, legal, and oversight issues 
regarding NSA s activities were add .essed. he NSA General Counsel, Inspector 
General, and se nor memb !rs of thei staffs parti. ipated, as did personnel from NSA who 
were directly ir volved in ( perations The A''SE (I0) then personally visited several field 
locations to cor tinue the ri:vicw. Or cc activities were reviewed in the field, the 
ATSD(I0) wan i returned t3 NSA HI adquartirs t) observe and monitor activities there. 
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Execu lye Order 12863 

Presider t's Foreign In elligence Advisory Board 

By the authority vested n me as President by the Constitut on a id the laws of the United States of America, and in order to 
enhance the security of he United St ites by imp oving the qua: ty and effectiveness of intelligence available to the United States, 
and to assure the legalit of activities of the Intel igence C( mm inity, it is ordered as follows: 

Part I. Assessment of I itelligence 1ctivities 

Section 1.1. There is he 
Intelligence Advisory B 
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Office, Executive Office of the President, the President's Foreign 
of not more than 16 members, who shall serve at the pleasure of 
g trustworthy and distinguished citizens outside the Government 
'dependence. The President shall establish the terms of the 
-third of the PFIAB at anyone time shall be compnsed of 
esident shall designate a Chairman and Vice Chairman from 
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shall have the authority to review continually the performance of 
ollection, evaluation, or production of intelligence or the 
iorized to assess the adequacy of management, personnel and 
nts and agencies of the Federal Government, to the extent 
irmation that the PFIAB deems necessary to carry out it s 
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vise him concerning the objectives, conduct, management and 
igence Community. The PFIAB shall report periodically, but at 
all make appropriate recommendations for the improvement and 

Sec. 1.4. The PFIAB sly 11 consider a id recornmc d approp -iatc action with respect to matters, identified to the PFIAB by the 
Director of Central Intel igence, thc Central Intel igence A enc!, or other Government agencies engaged in intelligence or related 
activities, in which the a ivice of the I 'FIAB will urther the cffc :tiveness of the national intelligence effort. With respect to 
matters deemed appropr ate by the Pt zsident, the PFIAB shill al vise and make recommendations to the Director of Central 
Intelligence, the Central Intelligence kgency. or ,ther Gov't rrim :nt agencies engaged in intelligence and related activities, 
concerning ways to achi :ye increaser effectivem is in meet ng i ational intelligence needs. 

Part 11. Oversight of Ii telligence A :tivities 

Sec. 2.1. The Intelligent : Oversight Hoard (LOB) 
consist of no more than 'our member . appointed 
appointed by the Chaim an of the PF AB. The Cl 
utilize such fulI-time sta 'rand consul ants as and 

Sec. 2.2. The 10B shall! 

is hereby !gal 
'Torn amotig th 
airman of the 
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lished as a standing committee of the PFIAB. The LOB shall 
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(a) prepare for t1 President ri•poits of int .1ligence any: ics that the 1013 believes may be unlawful or contrary 10 
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(h) forward to th • Attorney G ineral tenor s receiver con :eming intelligence activities that the IOU believes may he 
unlawful or cent ary to liseeu:ive order o Presidential d rective; 



(c) review the guidelii ies of each gency wil hin ie Intelligence Community that concern the lawfulness of 
intelligence activ ties; 

(d) review the pr dices and pz ocedures of the Inspet tors General and General Counsel of the Intelligence Community for 
discovering and 1.tporting inte ligence acti /ities that may be unlawful or contrary to Executive order or Presidential 
directive; and 

(c) conduct such nvestigation i as the 1013 deems ne :ess: ry to carry out its functions under this order. 

Sec. 2.3. The 1013 shall, 
consider and take approt 
Intelligence Agency or c 
President, the 10B shall 
Intelligence Agency and 

Sec. 2.4. The heads of di 
1013 with all informatior 
the Intelligence Commui 
time as necessary or app 
Executive order or Presit  

when required by this on er, report to t1 President through the Chairrnan of the PFIAB. The 1013 shall 
riate action ith respect o matters idea .ified by the Director of Central Intelligence, the Central 
her agencies of the Intel igence Cc mm unity. With respect to matters deemed appropriate by the 
idvise and mike appropr ate reconincn lations to the Director of Central Intelligence, the Central 
other agencii s of the Intl lligence C orm 

partments an i agenciesi f the Intel lige' cc Community, to the extent permitted by law, shall provide the 
that the 1013 deems neer ;sary to a rry Tut its responsibilities. Inspectors General and General Counsel of 
ity, to th.: cx:ent permitt d by law, shal report to the 1013 at least on a quarterly basis and from timc to 
opriate, conc eming intel igence ac iviti :s that they have reason to believe may be unlawful or contrary to 
ential directive. 

Part HI. General Provi ions 

See. 3.1. Information ma 
necessary security proter 
PFIAB's staff and each o 
by virtue of his or her se: 

See. 3.2. Members of the 
allowance as authorized 
President. 

ie available 13 the PFIA1 , or memliers if the PFIAB acting in their 1013 capacity, shall be given al: 
:ion in accordance with plicable aws and regulations. Each member of the PFIAB, each member of the 
the PFIA13.! consultant! shall exei utc :a agreement never to reveal any classified information obtained 

vices with th : PF1AB ex •ept to the Pre! ident or to such persons as the President may designate 

PRAB shall serve with( compe: sati. n hut may receive transportation expenses and per diem 
iy law. Staff ind consult. nts to the PM. ,13 shall receive pay and allowances as authorized by the 

Sec. 3.3. Executive Orde No. 12334 c.f Decembe 4, 1981, . ts ar tended, and Executive Order No. 12537 of October 28. 1985, as 
amended, are revoked. 

William J. Clinton 
THE WHITE HOUSE 
September 13, 1993. 



.ASSIS—ANT TO THE SECRETARY OF DEFENSE 
(INTEL LIGENCE OVERSIGHT) 

OUT! EACH R( 'GRAM (U) 

11F-131443-Man hall Centt r c: In ti e s.  tint of promoting democratic principles 
under the rubri ; of Partne ship for F eace, K -sr (10) initiated a seminar at the George C. 
Marshall Euroi can Cente.• for Secu: ity Stud es, xhich presents the concept of 
intelligence ov :rsight in the U.S. D4 fense D :pa] tment, explains why we have such an 
oversight systc n, and disc usses ho v it migh: be applicable to emerging central and 
eastern Europe in democri °cies. Thi • prograt n, v .hich has received high marks from the 
Marshall Cent( r, has been taught to more thi.n 5 ) mid-level future leaders from the 
nations of the I Jrrner War ;aw Pact. It captu •es1he essence of what then-Secretary of 
Defense Chenc y hoped to achieve v hen he a ppr wed DoD Directive 5200.34, creating 
the Center mor : than eigh years ag( ,. It was his intention to "seek out civilian and 
military defens : and policy officials of the firm. :r Soviet republics and offer them a solid 
educational fol. ndation in iemocrati; defens in inagement." 

(1.143144)-SchoHl of Amer cas lnith live (tho• scl tool was recently closed and is 
reopening as t te Western Ilemisp 'ere Ins titu :c for Security Cooperation): 
Recognizing th public pe -ception p -oblems fact d by the former School of the Americas, 
the ATSD(J0) )ffered the Secretary of the Arm) a program on intelligence oversight and 
its democratic : oundation 3rinciples in the U S. 1)efense Department, similar to what we 
developed and resented at the Mar; hall Center. The first presentation was delivered and 
warmly receive I by 60 La .in Ameri,  an and I J.S. military students at the last class just 
before the .Schc ol of the Americas v as closet 1/e have been invited to continue the 
seminar progra n next yea • when the school icor ,:ns as the Western Hemisphere Institute 
for Security St i dies. Both this and t ie Marshall Center program offer these future 
leaders from El rope and L atin Ame.  ica keen ins ghts into how military and civilian 
leaders in the L. .S. balance national ecurity iteec s with constitutionally guaranteed rights 
of US persons. 

(+0140)-Afric: I Center, i,sia-Pacit c Center IT itiative Planning: The ATSD(10) has 
offered to these centers programs sir iilar to t lost being conducted at the Marshall Center 
and the Westen Ilemisphc rc Institut for Sec urii y Studies. Both of these efforts arc still 
in the pre-planr ing phase. 

FOR 0 TICIAL l  ISE ONLY 
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RUEAUSA/CNGB WASHIHGTON DC//NG8-ZA/10B-ARS/N(B-IG// 
RUEAUSA/NGB WASHINcTON DC//:F// 
INFO RUEKJCS/SECDE:' WASHINGTON DC//X/IG/(SDI/C31/ATSD-I0// 
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UNcLAS SECTION 01 )F 02 
SUBJECT: POLICY GYIDANCE FOR INTEILIGENCE SIPPORT TO FORCE 

PROTECT! )N 
REFERENCES: 
A. EXECUTIVE ORDER 12333 
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E. DODD 5240.1 
C. DODD 5200.27 
D. DOD REG 5240.I-R 
E. MCM 75-91 
F. AR 381-10 
G. SECNAVINST 3820.3D 
H. AFT 14-104 

I. MCO 3800.2A 
J. DIRECTOR OF COUNTERINTELLIGENCE MEMO, "AUTHORITY TO COLLECT 
INFORMATION ON DOMESTIC TERRORIST AND OTHER GROUPS COMMITTING ILLEGAL 
ACTS THAT POSE A THREAT TO THE DEPARTMENT OF DEFENSE (U)," DATED 27 
JAN 98. 
I. THE PURPOSE OF THIS MESSAGE IS TO PROVIDE POLICY GUIDANCE TO 
COMMANDERS AND SUPPORTING DOD INTELLIGENCE ORGANIZATIONS REGARDING 
PERMISSIBLE INTELLIGENCE SUPPORT FOR FORCE PROTECTION ACTIVITIES. 
2. THIS MESSAGE HAS BEEN COORDINATED WITH THE JOINT STAFF; THE DOD 
GENERAL COUNSEL; THE INSPECTOR GENERAL, DOD; THE UNDERSECRETARY OF 
DEFENSE FOR POLICY; AND THE SENIOR CIVILIAN OFFICIAL IN THE 
OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE FOR COMMAND, 
CONTROL, COMMUNICATIONS, AND INTELLIGENCE. 
J. FORCE PROTECTION IS A FUNDAMENTAL COMMAND RESPONSIBILITY FOR ALL 
COMMANDERS WHEREVER LOCATED. DOD INTELLIGENCE AND COUNTERINTELLIGENCE 
(INTEL/CI) COMPONENTS HAVE AN IMPORTANT ROLE TO PLAY IN SUPPORT OF 

THE COMMANDERS' FORCE PROTECTION MISSION. EXECUTIVE ORDER :2333 AND 

DOD 5240.1-R REGULATE THE CONDUCT OF INTEL/CI ACTIVITIES; THE 

ATTORNEY GENERAL HAS APPROVED THE PROCEDURES IN DOD 5240.1-R. THEIR 

PURPOSE IS TO ENABLE DOD INTEL/CI COMPONENTS TO CARRY OUT EFFECTIVELY 

THEIR AUTHORIZED FUNCTIONS WHILE ENSURING THAT THEIR ACTIVITIES THAT 

AFFECT UNITED STATES PERSONS ARE CARRIED OUT IN A MANNER THAT 
PROTECTS THE CONSTITUTIONAL RIGHTS AND PRIVACY OF SUCH PERSONS. 
4. INTEL/CI COMPONENTS DO NOT RAVE A LAW ENFORCEMENT MISSION. 
LAW ENFORCEMENT IS THE RESPONSIBILITY OF THOSE AGENCIES 
SPECIFICALLY CHARTERED TO HANDLE LAW ENFORCEMENT MATTERS, E.G., 
PROVOST MARSHAL; CID; OSI; AND NCIS. (NOTE: AFOSI AND NCIS RAVE 
BOTH COUNTERINTELLIGENCE AND LAW ENFORCEMENT MISSIONS, WHICH ARE 
MANAGED SEPARATELY WITHIN THESE ORGANIZATIONS.) OFF THE INSTALLATION 
IN °ONUS, LAW ENFORCEMENT IS THE RESPONSIBILITY OF LOCAL AND STATE 
LAW ENFORCEMENT OFFICIALS AND THE FBI AT THE FEDERAL LEVEL, NOT DOD 
INTEL/CI COMPONENTS. 
S. WHEN FOREIGN GROUPS OR PERSONS THREATEN DOD PERSONNEL, RESOURCES, 
OR ACTIVITIES -- WHETHER CONUS OR OCONUS -- DOD INTEL/CI COMPONENTS 
KAY INTENTIONALLY TARGET, COLLECT, RETAIN, AND DISSEMINATE 
INFORMATION ON THEM (UNLESS THE GROUPS OR PERSONS IN QUESTION MEET 
THE DEFINITION OF UNITED STATES PERSONS IN EXECUTIVE ORDER 12333/DOD 

5240.1-R - SEE PARA 11A BELOW). BOTH CONUS AND OCONUS, INTEL/CI 
COMPONENTS ARE RESTRICTED IN WHAT AND HOW THEY CAN COLLECT, RETAIN, 
AND DISSEMINATE INFORMATION WITH RESPECT TO UNITED STATES PERSONS, AS 

 PAGE 02 
UNCLASSIFIED • 1811001 NOV 98 

   



• UNCUSSIFIE7 

EXPLAINED BELOW. 

6. COMMANDERS MAY NOT LECAILY DIREcT DOD INTEL/CI COMPONENTS TO 
TARGET OR INTENTICNALLY COI LECT INIORMATI)N FOR FORCE PROTECTION 
PURPOSES ON U.S. PERSONS UILESS SUcH PERSDNS HAVE BEEN IDENTIFIED 
IN REFERENCE J, OF SUBSEQUENT VERS:ONS. TiE FBI PARTICIPATES IN THE 

IDENTIFICATION Or THESE PETSONS. 

7. COMMANDERS SHOULD BE COCNILANT, HOWEVE1, 7F THE FACT THAT DURING 

THE CONDUCT OF ROLTINE LIAISON ACT: VITIES, DM) INTEL/CI COMPONENTS 

OFTEN RECEIVE INFCRMATION IDENTIFY:NG U.S. P3T1SONS ALLEGED TO 

THREATEN DOD RESCURCES, IISTALLAT*ONS, MATE1IEL, PERSONNEL, 
INFORMATION, OR ACTIVITIES. DOD INYEL/CI ‘CTEVITIES MAY ACT AS A 
CONDUIT AND MUST ElkSS ANY IBMEAT Ii 'FORMAT INCIDENTALLY RECEIVED 

IN THIS MANNER TO THE THRE/TENED CuMMANDE1 AD THE ENTITY WHICH HAS 
RESPONSIBILITY FOP COUNTERING THAT THREAT (E.G., MILITARY POLICE, 
PROVOST )ARSHAL, CR SECURIIY DIREC-OR). TiIS TRANSMITTAL OF 
INFORMATION DOES /DT CONST:TUTE Ca.LECTIO1 11( THE DOD INTEL/CI 
ORGANIZATION WITHIN THE ME/N/14C OF DOD RE;ULkTION 5240.1-R 
(REFERENCE D), ANT IS THEFU:FORE PE;211SSIB:.E. HOWEVER, ANY FOLLOW-ON 
/NTEL/CI INVESTIGPTION, COLLECTION OR TAAGErING OF SUCH U.S. 
PERSONS WOULD BE EUBJECT TO EXISTIirG PROCEDUkES AS SET FORTH IN 
REFERENCES A THROLGH J. 
8. IAW REFERENCE C, DOD LAS? ENFORC:MENT AND SECURITY ORGANIZATIONS 
AS OPPOSED TO INTEL/cI COMPONENTS — MAY LECkLLY ACCEPT AND RETAIN 
FOR UP TO 90 DAYS, UNLESS LONGER R:TENTION IS REQUIRED BY LAW OR 
PERMISSION IS SPECIFICALLY GRANTED BY THE SE:RETARY OF DEFENSE OR HIS 
DESIGNEE INFORMAT)ON PERTA:NING TO U.S. PEREDNS WHICH THREATENS DOD 
RESOURCES, PERSOMEL, INSThLLATION I, MATERIEL, INFORMATION, OR 
ACTIVITIES. COMMA/DERS SHUILD TAKE APPROPRIPTE ADVANTAGE OF LAW 
ENFORCEMENT LIAIS(N ACTIVI'7IES TO IONIToR CFIMINAL ACTIVITY IN 
THE VICINITY OF TIEIR INsT;LLLATION;/ACTIVIT1ES (ACTS OF TERROR, 
ASSAULT, THREATS CF HARM, oR DESTRICTION OF DOVERNMENT PROPERTY ARE 
CRIMINAL ACTS). 
9. TO CLARIFY THE ROLE OF DOD INTEJCI OKAINIZATIONS IN SUPPORTING 
COMMANDERS' FORCE PROTECTION RESPOISIBILITIES, THE FOLLOWING GUIDANCE 
IS EFFECTIVE ON R10EIPT: 
A. WHEN DOD INTEL, CI ORGAN:2ATIONS LEARN OF INFORMATION PRESENTING A 
REASONABLE BELIEF THAT A U.S. PERs)N OTHER 'IRAN A PERSON IDENTIFIED 
BY THE DOD DIRECT(R OF COU4TERINTE,LIGENCE (IN REFERENCE J) POSES A 
THREAT TO DEPARTN)NTAL RES)URCES, 'ERSONTAEL, INSTALLATIONS, MATERIEL, 
INFORMATION, OR AcTIVITIES, THE AC2UIRINC 111IT SHALL IMMEDIATELY 
ALERT THE APPROPR ATE OFFI:IAL OF HE THEEMENED ENTITY AND PROVIDE 
THE INFORMATION Tx' THE APP1OPRIATE LAW ErFO/CEmENT AUTHORITY. 
FOLLOWING SUCH NO-IFIcATIOI, IF TH ACQUJRUG UNIT HAS REASON To 
PERMANENTLY RETAIr THAT INFORMATIC/ UNDEF TIE PROVISION OF PROCEDURE 
3 OF DOD REGULATIIIN 52401.-R, IT SiALL RIQUIST, BY THE MOST 
EXPEDITIOUS MEANS AVAILABLE AND TFROUGH :TS SERVICE INTELLIGENCE 
COMPONENT, THAT 0-SD(C3I) EVALUATE THE ACQU RED INFORMATION FOR 
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RETENTION ("COLLECTABILITY DETERMINATION"). OASD(CIX) WILL 
COORDINATE THE REQUEST WITH THE DOD GENERAL COUNSEL AND THE 
ATSD(I0) PRIOR TO NOTIFYING THE SERVICE INTELLIGENCE COMPONENT OF 
APPROVAL/DISAPPROVAL OF THE REQUEST. THE MILITARY SERVICES ARE 
ENJOINED TO PROCESS COLLECTABIL/TY DETERMINATIONS EXPEDITIOUSLY. 
B. WHILE AWAITING A COLLECTABILITY/RETAINABILITY 
BE 
18619 

NN 
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QUESTION, THE UNIT SHALL IMMEDIATELY PASS THAT INFORMATION TO THE 
APPROPRIATE OFFICIAL OR LAW ENFORCEMENT AUTHORITY. (THIS INFORMATION 
MAY BE DISSEMINATED ro AFFECTED COMMANDERS AND SECURITY OFFICIALS, 
ONLY.) 
C. IF OASD(03I) DENIES PERMISSION TO COLLECT OR RETAIN INFORMATION 
ON THE U.S. PERSON, THE REQUESTING ORGANIZATION WILL REMOVE ALL 
INFORMATION PERTAINING TO THAT U.S. PERSON FROM ITS FILES AND 
DESTROY IT OR TRANSFER IT TO A DOD LAW ENFORCEMENT OR SECURITY 
ACTIVITY WHICH HAS AN OFFICIAL NEED FOR THE INFORMATION. OASD(C3I) 
WILL PROVIDE TO OATSD(I0) AND THE GENERAL COUNSEL, WITHIN FIVE 
WORKING DAYS, ONE COPY OF ALL PERMISSIONS TO COLLECT/RETAIN 
INFORMATION ON U.S. PERSONS NOT LISTED IN REFERENCE J. WITHIN 30 
DAYS OF RECEIPT OF THIS MESSAGE, HEADS OF DOD INTEL/CI COMPONENTS 
WILL PROVIDE TO OATSD(I0) ONE COPY OF ANY INSTRUCTIONS ISSUED WHICH 
IMPLEMENT THIS MESSAGE. 
10. REQUEST HEADS OF DOD INTEL/CI COMPONENTS ENSURE THAT ALL 
FIELD LOCATIONS PROVIDING INTELLIGENCE SUPPORT TO COMMANDERS RECEIVE 
A COPY OF THIS MESSAGE. 
11. ADDRESSEES ARE INVITED TO VISIT OUR RECENTLY ACTIVATED 
ATSD(I0) HOMEPAGE ON THE INTERNET AT WWW.DTIC.MIL/ATSDIO. 
12. DEFINITIONS: 

A. FROM APPENDIX A, DOD REGULATION 5240.1-R: 
(1)THE TERM "U.S. PERSONS" MEANS: 

(A) A U.S. CITIZEN; 
(B) AN ALIEN KNOWN BY THE DOD INTELLIGENCE COMPONENT 

CONCERNED TO BE A PERMANENT RESIDENT ALIEN (PRA); 

(C) AN UNINCORPORATED ASSOCIATION SUBSTANTIALLY COMPOSED 

OF U.S. CITIZENS OR PRAS; 
(D) A CORPORATION INCORPORATED IN THE U.S., EXCEPT FOR A 

CORPORATION DIRECTED AND CONTROLLED BY A FOREIGN GOVERNMENT OR 

GOVERNMENTS. A CORPORATION OR CORPORATE SUBSIDIARY INCORPORATED 

ABROAD, EVEN IF PARTIALLY OR WHOLLY OWNED BY A CORPORATION 

INCORPORATED IN THE U.S., IS NOT A U.S. PERSON. 

A PERSON OR ORGANIZATION OUTSIDE THE U.S. SHALL BE 

PRESUMED NOT TO BE A U.S. PERSON UNLESS SPECIFIC INFORMATION TO THE 

CONTRARY IS OBTAINED. AN ALIEN IN THE U.S. SHALL BE PRESUMED NOT TO 
BE A U.S. PERSON UNLESS SPECIFIC INFORMATION TO THE CONTRARY IS 

OBTAINED. 
A PERMANENT RESIDENT ALIEN IS A FOREIGN NATIONAL 

LAWFULLY ADMITTED INTO THE U.S. FOR PERMANENT RESIDENCE AND, 
THEREFORE, IS A U.S. PERSON. 

(2). FOREIGN INTELLIGENCE IS INFORMATION RELATING TO THE 

CAPABILITIES, INTENTIONS, AND ACTIVITIES OF FOREIGN POWERS, 

ORGANIZATIONS, OR PERSONS, BUT NOT INCLUDING COUNTERINTELLIGENCE 
EXCEPT FOP INFORMATION ON INTERNATIONAL TERRORIST ACTIVITIES. 

(3). COUNTERINTELLIGENCE IS INFORMATION GATHERED AND 

ACTIVITIES CONDUCTED TO PROTECT AGAINST ESPIONAGE, OTHER INTELLIGENCE 
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