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(U) °RCA NIZATI )N ND MANACEMENT 

OVE 1V1EW 

(U) INTRODUCTIO! I 

(U) The National 5 
two primary missic 
(SIGINT), and pro 

(U) A high-techno 
technology and is ; 
within the Govern, 

(U) Founded in 19 
Community. NSA 
counterintelligence 
Fort George G. Mc  

ecurity Ag:.ncy is thi 
ns - exploi .ing (breii 
ecting U.S. informat 

ogy oraniation, N5 
Iso one of :he most i 
lent. 

32, NSA is part of th 
;upports m litary cus 
communit es, as we: 

ade, Marylmd, in thi  

nation' Cr) ptologic organization and as such, is charged with 
n comm rni ations, also known as Signals Intelligence 
on systems, also called Information Assurance (IA). 

A is on :he i-ontiers of communications and information 
nportant cei ters of foreign language analysis and research 

t Depart ner t of Defense and a member of the U.S. Intelligence 
omers, r an( nal policymakers, and the counterterrorism and 
las key nte national allies. Agency headquarters are located at 
Baltim.re- Vashington corridor. 
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(U) RESEARCH 

(U) NSA also hasp ne of the U.S. Gove nment's lea ling research and development (R&D) programs. 
Some of the Agent y's R&D projects hate yielded Si ite-of-the-art technologies in the private sector. 
For example, NSA s early inte rest in cr2 ptanalyt c n search led to the first large-scale computer and the 
first solid-state cot iputer, predecessors o the me dell computer. NSA also broke new ground in 
computer storage c evices, qu ntum con puting, nd xmiconductor technology. Moreover, NSA holds 
world records in qi tanturn cryptography cryptogapl ic design and biometrics, and public key 
cryptography and ( ryptanalysis. 

(U) HISTORY 

(U) SIGINT is a ui ique disci r line with long at d saried past. SIGINT's modern era dates to World 
War II when the U iited States broke the Japanese in litary code and learned of plans to invade-Midway 
Island. SIGINT i believed to have hel )ed shor en he war by at least a year. Today, SIGINT plays a 
vital role in keepin ; our country's key d :cision-inak !rs apprised of rapidly changing world events and 
in safeguarding U. >. personnel around tic worle. 

(U) THE NSA WORK FORCE 

(U) Thc NSA won] force con: ists of hi g hly taler ted military and civilian members with a wide array of 
skills and expertise: mathematicians, ph rsicists, 'Tyr tanalysts, intelligence analysts, linguists, computer 
scientists, and engi leers. In 1:ict, NSA i ; said to be he largest employer of mathematicians in the 
United States and i.erhaps the world. Tl-  is work brc combined with NSA's nationwide strategic 
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alliance with a con ionium of :ontractor ; and ac i dei ia, has been the key to all past successes and 
remains our found; tion for tht: future. 

(U) EMERGING CHA LLENG1S 

-€-NSA continue! to be char enged by in incret sin ;ly dynamic set of customer demands: 
transnational team ism, narcoiics traffic zing, org ed crime, counterintelligence, alien smuggling, 
asymmetric threats and international di! putes. Our nilitary forces are more likely to be involved in 
coalition warfare, !gional cot iflicts, pet cekeepii ig c lerations, and nontraditional operations than in the 
past. At the same t me, the rar id and un 'ettered i;rov th of global information technology makes both of 

the Agency's missi Dns harder--and mo) e impori ant- —than ever. To meet these emerging challenges, 
NSA has embarke( on an amt itious cor )orate st -ate to transform its operations to a service-based 
architecture that in ;ludes a re engineere I crypto ogi : system with interoperability across the 
Community and cc rnmon corn lectivity v ith our t ust )mers. This mandate for change firmly establishes 
SIG [NT and In Ion iation Assisance as i lajor co itril .utors in ensuring information superiority of U.S. 
warfighters and po icymakers 

(U) A PROUD TRAD1 1'10N-A ERICIHT FU "URE 

-(•Sj-The National S!curity Agt ncy has a proud tr Wit on of serving the nation. NSA has been credited 
with preventing or iignificant: y shorten: rig rnilittry onflicts, thereby saving lives of U.S. military and 
civilian personnel. NSA gives the natioi a decisive ( dge in policy interactions with other nations, in 
countering terroris n, and in h :Iping stei -1 the fib N o 'narcotics into our country. NSA has been the 
premier informatio a agency o••the indu trial age an' I, through ongoing modernization and cutting edge 
research, will cont -me to be tire premiei e knowl, :dgi agency of the information age. 

( MISSU)N •TATEMENT 

(U) INFORMATION UPERIORIT Y FOR AM :RICAA!' D rs ALLIES 

(U) Intelligence an I inforrnati n system; securit:r co nplement each other. Intelligence gives the nation 
an information adv antage ove • its adver aries. hi fon iation systems security prevents others from 
gaining advantage )ver the na ion. Toge :her the wo functions promote a single goal: information 
superiority for Am !rica and it: allies. 
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(U) BREAKTHROUG -( GOAL TIRANSFOR!V THE CR"PT )LOGIC SYSTEM 

(U) NSA/CSS mus master an I operate n the glc bal net of tomorrow. To do so we must refine 
requirements; bette understar d and hely inform zus omer expectations; and selectively disinvest some 
current operations o free up ntsources t moden ize In restructuring, NSA/CSS must assess risk, 
inform customers c f lost capallility, and quantify the growth in resources needed to sustain capability 
and reach a transfo -rned state. We must nform o ir s akeholders of our intentions, strengthen our 
strategic alliances iith our pal tners and together bui d the unified cryptologic architecture that will 
enable us, as a con mutiny, to fleet the r reed;. 

(U) In transforrnin). the cryptc logic systi m, the I" SA 'CSS must shift significant emphasis and 
resources from cur ent products, service i, and ta get;. to the modern and anticipated information 
technology enviror ment for bah SIGIN r and In fon iation Assurance. The NSA/CSS must be capable 
of operating with c ir partners seamless!' in the i lob ii network; where possible sustaining our global 
response; and whei . necessary succeedir g through ta .bred access. We must create secure, agile and 
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interoperable capa! iilities to p .ovide our custom( rs , ith desired information and security products and 

services in the moc ern cnironment, wh me we a id ( ur targets co-exist in the same global network. 

Only through great collabor ition and nteropei abi: ity with partners can we move through the 
transformation per od and achieve our e id-state ;uc,  essail ly. 

(U) Our Informatic n Assurani:e busines ; must ci inti me to rapidly change and grow. In the space of a 
decade our nation. Ind our alli s have Ix come hi ;hl) dependent on information systems to conduct 
essential business, including r iilitary op rations, civ I government, and national and international 
commerce. We mu it provide our increa: ingly customer set emerging government and 
commercial off-th( -shelf tech: iologies a id techn qu( s to protect their information. We will also provide 
the highest level oi protection to our SI( iINT Sy i ten . We will develop our newest line of business, 
Defensive Informa ion Operations (DIC ), so tha WE can assist customers in identifying, verifying, and 
responding to attar k. 

(U//F0144)-As oui missions r rogress, s tnergy a no g professionals performing each mission will be of 
paramount imports nce to our werall sui cess. Tie Ii ies will blur between strictly SIGINT and 
1NFOSEC discipli les and we will only. urvive i 'w( learn to share all we know about the global 
network across oui two missions and de :ermine .  oin ly how we provide pertinent intelligence and 
information assura ice prrxtuc .s and ser ices to c ur ( ustomers. 

(U) NSA/CSS stra egic goals Ind objec ives are ;tru :tured to achieve this end-state, and its business 
plan will identify t ie specific ;hifts of r( sources. bu-

 
dens and capabilities required to achieve those 

goals and objectiv( s. Our ove :arching g )al is traisfi rmation. 

(U) GOAL 

(U) Ensure respon ive intelligence infoi mation nd nformation assurance for national decision-makers 
and military corrun mders. 

• (U) ColIab irate with customers :ontinua ly ) refine needs and priorities and to 
identify the Unified CI yptologic System : esc )nse within resource constraints. 

• (U) Increa5 NSA/CS!; ability tc protect let) iorked communications. 

• (U) Mainta n current r rotection )osture i ot ler environments, where resources 
permit. 

• (U) Selecti increa!e product on of in brr bation from the global network. 

• (U) Sustair production of intelli tence thi oui h global response, as resources 
permit. 

• (U) In clos, collaborin ion with c ryptologic a id Intelligence Community partners, 
establish ta bored acce:s to speci ilized cmn unications when needed. 

-SEGRE-T-41-X-1-
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SECREITIal 

• (U) Works' ith our zus:omers to mplement r tission management systems for 
SIGINT an; A. 

(U) GOAL 2 

(U) Continuously r iodemize t e cryptol )gic systnn iy using advanced technology to provide solutions 
for the production. ind protect on of ink rmation 

. (U. ) Deploy tools efficiently to s rt, procc ss, nove and store information. 

• (U) Deploy a modern, ecure we )-based tna ysis, reporting, and dissemination 
system. 

. (U) Work v ith our par:ners to d( ploy mit sio ; management systems for SIGINT 
and DIO. 

ie (I)) Achiev 
informatior 
systems bot 

: the Unifit d Cryptol 
in frastruct are by est 

-I internal!) and with 

)gic Arc hite 
iblishing int 
those of cus 

:ture objectives of a common 
:roperability among cryptologic 
.omers and partners. 

• (U) Ensure the availab lity of lea ling edge te :hnologies and advanced 
mathematic; through c)mmunity industr i, aid academic partnerships. 

• (U) Deploy a robust, IL yered, an l secure .nfc rmation technology infrastructure to 
support div :rse conurn ;nines of nterest. 

• (U) As resc arces permit, deploy .echnolcgy i) meet operational requirements in 
non-networ <ed environments. 

(U) GOAL 3 

(U) Shape the NS /CSS work force to t teet SIGIN1 and Information Assurance mission challenges. 

• (U) Build a id sustain ; diverse c 
contractor iork force • vith the ri 

• (U) Expanc mission di iven educ 
optimize in lividual an I team pei 

• (U) Inereas intra- and interagen 
assignment , training, .ind joint L-

 

• (U) Apply i  ersonnel n.anagemet 
behaviors ti at ensure t ac 
objectives. 

ivilian, r ilit 
;ht skill mix 

ition, trainir 
formanct to 

:y collat ora 
nalysis nd 

t techni; lue! 
:omplist me  

try (both active and reserve), and 
to respond to mission requirements. 

g, and career development to 
achieve our goals and objectives. 

ion, including rotational 
iroblem solving. 

and reward performance and 
it and are linked to our goals and 

SECRE:THX1 
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(1) • (U) Maintai. 1 a trusted , vork tbrct througI efl !ctive personnel security programs. 

• (U) Provide equal °pp( rtunity in ill human re source policies and practices, and 
safeguard er iployees' 1ea1th. safe ty, and I•hy. ical security. 

(U) GOAL 4 

(U) Maximize the u se of resou -ces throu ;h effective )usiness processes and prudent risk to achieve 
and sustain Inform tion Assunince solut uns and resi onsive Signals Intelligence. 

▪ (U) ReaHoc tie and consolidate re sources :o a thieve a transformed cryptologic 
system. 

• (U) Strengtl en partner ;hips with n the cr. ptc logic community to more efficiently 
exploit the I lobal netw )rk. 

• (U) Re-eng ieer intern LI busines ; process es i sing best practices to maximize the 
return on in iestment f r both mi: sions. 

• (U) Deploy a corporate managen ent info ma ion system to enable better decision-
making. 

• (U) Implem ;tit effective systems cngineei ing and disciplined program 
managemer t as central compone its of ou - en i-to-end modernization effort. 

• (U) Pursue )rogramma tic inerew es to ace elei ate the transformation of the 
cryptologic system and to meet ti e increa sins requirements for Information 
Assurance olutions. 

a (U) Unders and and cc rnmunicat NSA/(SS resource limitations. 

• (U) Provide the NSA/(:SS work Wee wi h tl e environment, systems, and facilities 
it needs to 111f-ill the NSAJCSS r iission. 
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(U) EGULA"I OR AU l'HORITY 

(U) AUTHORITIES D RESPON!HBILITIEs DF THE DIR.! ('TOR, NSA 

(U) NSA was estab ished purs.iant to the 1952 Ti um in Memorandum. The Truman Memorandum 

recognized that con municatioi is intellige nce acti.,itie s of the U.S. are a national responsibility and 

designated the Dep. rtment of Defense Eu the exeuuti• .e agent of the Government for the production of 

communications ini !Iligence. 

(U) NSA's mission and iiinct ons have )een def nee and enhanced in a series of Executive Orders 

(E.0.) and other do :uments, p incipally ?..O. 12333, "United States Intelligence Activities," and 

National Security Council Inteligence E irective NS DID) 6, "Signals Intelligence." E.O. 12333 

describes the organ zation of fie Intellig :nce Cot arm nity and details the responsibilities of the heads of 
each Agency. NSC ED 6 establishes NS/ and six us iut responsibilities and authorities of the Director, 
including some cla: sified relat onships iat are not fi und elsewhere. 

(U) In accordance iith the Cioldwater-N ichols D31) Zeorganization Act of 1986, the Secretary of 
Defense (SecDen esignatcd I .ISA as a ombat s tpp )rt agency with respect to certain combat support 
functions NSA per °rms. 

(U) D1RNSA's relz tionship to other eler tents of he F.xecutive Branch appears in the following 
authorities: 

▪ (U) E.O. 12333, which makes D RNSA rsp nsible to the SECDEF (Paragraph 
1.12) and a: 3e) limits the conduct of SIGINT o NSA in accordance with guidance 
from the D( :I; and 

• (U) DoD D rective S-5100.20, ". 'he Nati, )na. Security Agency and the Central 
Security Se vice," whiith general y prom Iga es the authorities of E.O. 12333 and 
NSCID 6,2 Id prescribes DIRNS A's respons bilities within DoD. Through this 
Directive, S ECDEF al; o delegat s to DIP NS k certain administrative authorities. 

(U) The Director, l' f SA's (DIF NSA's) a ithoritie ; wi :h respect to NSA's three missions of Signals 
Intelligence (SIGIT T), Information Assi rance (I Jperations Security (OPSEC) and the Information 
Operations Techno ogy C'ente • (10TC) I:ow•fron th( following: 

(U) SIGINTi 

• (U) E.O. 1;333, whicl-  generally charges DI] :NSA with establishing and operating 
an effective unified ori;anization for SICUNT activities. NSA is authorized to 
collect, pro :ess and ell! seminate ;ignals ititeF igence information for national 
foreign intc ligence pu -poses in : ccordanze ,ith guidance from the DCI; and 

(t)) The Foreign lime igence Survei lance Act (1 ISA), use prii cipally by NSA and the FBI, regulates certain electronic 

surveillance activities in the United Si ates to colic 1 foreign ntell gence, but does not specifically mention DIRNSA or the 

Agency 

SECRE:171X1 
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• (U) NSCID 5, del-Ned rom the c I run an Memorandum, which describes 
the appointr tent process for D1R anc pr( vides additional detail about the 
SIGINT mi sion itself. The Sect ef is de ign tied as executive agent of the 
Governmen for the conduct of S GINT a:tiv ties. 

(U) INFORMATION A ;SURANC E 

a (U) E.O. 12 
responsibili 

I33, which includes ommun cat-  ans security among NSA's many 
ies; and 

(U) Nationz 
National Se 
National M; 
telecomrnur 

1 Security Directive ( 
:urity and I nformatic 
tnager resp )nsible fo 
ications and informa 

NSD) 4:, "r 
Systents," 

- securing tl 
ion systi !rns 

lational Policy for the Security of 
which establishes DIRNSA as 
e Government's national security 

(U) OPSEC 

• (U) Nationz I Security Decision I tirective (M. DD) 298, "National Operations 
Security Pr; gram." which desigr ates DIP NS A. as the Executive Agent for 
interagency OPSEC trz ining and authorins e stablishment of NSA's OPSEC 
program. 

(U) INFORMATION ( PERATION TECHNOI OGY CE NITE 

(U) The Director's authority a; EXeCtlii1 Agent for he Information Operations Technology Center 
(IOTC) stems from a Memora idum of A greemer t bt tween the Department of Defense and the 
Intelligence Comm mity cstab: ished the OTC as a j( int activity of the Department of Defense and the 
Intelligence Comm inity. D1R NSA has leen des gnk ted as the Executive Agent (EA) for the operation 
of the 10TC. In hi: capacity as EA, DIP NSA, at ter .;onsulting with the SecDef and the DCI, appoints a 
Director for the I0 

(11) MAN. .GEMENT S' 'UDIES AND ISSUES 

(U) Three manager ient studie:, of the N; tional Scut ity Agency are provided in the appendix. 

• (U) Externrl Team Report, NSA dated C cto ter 22,1999 

• (U) New Ei terprise Tam (NET am) Recom nendations, NSA, dated I October 
1999 

2  (t.;) The Computer Sec sirity Act of I< 1.17 gives the National lr stitu of Standards and Technology (MST) the responsibility to 

develop security standar is for systems that handle mclassifie 1nf =anon. while NSA retain.% responsibility for systems that 

process national security nfonnation. 
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• The National securi:y i,gcney: Is iues for ..or gress, CRS Report, dated November 

17, 2000. 

(U) These reports ii lentified se ven areas xhere NSA iceded improvement: governance, ethos, vision, 

career development , resoure inanageme it, interl.ovc rnmental communication, and strategy. NSA's 

response to these cc ncerns hate include, . the overha il of NSA's leadership structure, the hiring of a 

Chief Financial Ma lager, Info -mation T ichnolof y C fficer and Senior Acquisition Executive from 

outside of the Ager cy, and the developn ent of al ag :ncy-wide business plan. 

(U) CHANGES IN GO VERNANCE 

(U) NSA has comp etely trans -ormed its organizittio al plan and its leadership team. This new team 

has fewer members but they have more iignifica d ecision-making authority. NSA has also 
revitalized its NSA Advisory I board acti ities and is :valuating ways to reengineer the Central Security 
Service. 

(U) CHANGES IN ET IOS 

(U) The Director, I ISA has en -lanced hi. ability io cu mrnunicate with and respond to NSA employees. 
The Director has e tablished an e-mail a ldress ti at ilows employees to send messages directly to him. 
He has also establi: hed a vark ty of corn nunicati3n enues (DIRGRAMS, Television Programs, and 
Town Meetings) to ensure tha his mess: ge is be ng :ommunicated and that he is able to engage in an 
ongoing dialogue t: ith the wo kforce. 

(U) CHANGES IN VI! ION, MISSII )N AND S1 RATEGY 

(U) By far the mos dynamic changes ur dertaker by the Agency have been those associated with the 
articulation of NS/ 's Mission To accoi nplish tl• is t sk, NSA has formulated, and is implementing, a 
business plan, strat egic plan aid organi2 ational r tali ;nment plan. These Plans are designed to help 
Agency leaders ide itify the A ;ency's gc us, set prior ties and focus on the core mission. 

(U) CHANGES IN W( PRKFORCE AND CARE ER DEVI 101 MENT 

(U) Government di iwnsizing, NISA's ina3ility to lire and the reassignment process resulted in a work 
force with skills ot t of alignment with o ir mission p :eds. The Director has committed to focusing 
NSA's hiring progi am to its core missio i areas. As ; result, the hiring program has been significantly 
enhanced to allow he Agency to attract experts Iron the private sector. Additionally, directed 
assignments, tuitio 1 reimbursr ment prol rams an i piJmotion board reforms have also been initiated to 
ensure that NSA rt mains caw ble of cor ipleting ts r fission. 

-erEORE-T-ilitt 
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(U) CHANGES IN RE: OUR. ES M ANAGEMI NT 

(U) This is an area n hich th e. Agency s making ra Pid improvement. A zero-based review of all of 
our programs and r  rojects to s ;arch out my over ap Ind identify those that could be consolidated or 
eliminated has beet completec 

(U) In FY200, the 1)irector crated the p psitions .1c lief financial manager (CFM) and senior 
acquisition executi: e (SAE). loth of th :se posit .on: are directly accountable to the Director and 
centralize resource: and acqui.;ition pers 

(U) The CFM has I een charged with a f .r-reachiagi ortfolio of tasks. These include implementation 
of best, most currei t business Practices, e.nsuring tha : resources decisions are aligned with mission 
planning and with, reating a f nancial m inagemcnt i 'formation system as well as a system of 
performance meast res. Under the CFM'; direction, • he Agency has produced its FY02-03 Business 
Plan (please see be owl. 

(U) The SAE is wc rking to redress spec fic criticism ; in the external and internal reports. He is linking 
the requirements pi ocess with the acquii ition and bu iget processes and is implementing acquisition 
policies and procec ures that wmply full / with pi ibli. : law and with Federal government guidance and 
regulations. He is ieveloping standard I rocedur s f ir Agency "make versus buy" decisions, and is the 
advocate for impro ied training of the ac4uisitior wc rkforce. The Agency already is exceeding its 
FY01 goals of incr !asing the proportion of comr etit ye contracts from 66 to 80 percent of the total and 
of executing with credit cards 95 percen of pure lasi s under $2,500. 

(U) A new initiativ for the A;ency is a knowleCge lianagement program. We have begun to develop 
processes, relation; hips, and svporting technolc gy o make the best use of our own expertise, and to 
reduce our "cost of not knowi 

(U) GROUNDBRI IAKER. ail: decision to outso ire( routine information technology functions, is 
strong evidence of the Agenc. 's readinc is to re-i hin : the way it does its business and its acceptance of 
risk. 

(1;) CHANGES IN RE LATIONSHI. BUILDIN ; 

(U) The Agency h is gone far in transfo Thing itself 'rom the "No Such Agency-  to an agency with a 
policy of active en. ;agement w ith the ne vs medi;i an i the public, an agency that provides timely, 
substantive inform 'hon. The Director rt cognize! th; t he heads a powerful and secret agency in a 
country with a pub ic that inis rusts pov. n.  and st cre :y. The Director himself frequently speaks at 
public fora. We st ess that tht Agency cts responsi )1y, and strictly complies with U.S. laws that 
protect the privacy of U.S. cit:zens. Nev s media rep .esentatives were invited inside NSA along with 
the families of ernr loyees dur ng last Se nember s NSA Family Day. 

(U) Where consist* nt with security conc ems, the Ag ency has been active in declassification of 
documents and ma cing them ; vailable t. the put lie. The Agency has recently released significant 
intelligence docurr eats on the Korean V ar. 



-SECINTE TI/X4-

 

(U) In addition to ti e nev., s nieiia and gt neral pu )lic the Agency has placed strong emphasis on 

building relationshi )s with pri-ate indus ry and instil itions and with other governmental bodies. The 

Agency has cooper: ted elosel) with slat( and loc ii a ithorities in road construction and environmental 

affairs. 

(U) In conjunction vith our en iphasis or the Agency acting as a good citizen, the Agency also has 

stressed relations w th Congre:s. The A ;ency lizes that Congressional buy-in is a necessary first 

step toward transfo ming the i.gency, ar i has be m een to keep Congress fully and currently 

informed. Legislat ve oversight is a key iource of pt blic confidence in the Agency and the source of 

new funding that al ows the Aency to ii eet its n issi )n while at the same time it is Transforming. 

(U) Cooperation w th war fighters: The )irector as briefed Agency transformation plans with the 
Commanders-in-Ct ief and exr lained ou positioi i on giving priority to modernization over current 
readiness and our ii 'creased re iance on 1 ,oth foreign partners and the military services' cryptologic 
elements. 

(C) CHANGES IN BC ;INESS PLANNING 

(U) The Agency ha just issue I the 1-*Y0 1-03 Bu! me s Plan. Building on prior business and strategic 
plans, this is a sing e plan for lioth signa s e and information assurance missions, and serves 
as our guide for tra isfommtioii over the next twc ye; rs. It addresses four strategic issues: rebuilding 
analysis, counterinl , strong ern ryption, e nabling , iefc rise-in-depth for the nation, and implementing 
defense-in-depth at NSAJCSS 

(U) The signals int,  Iligence portion of ti e Businyss 'Ian looks at programs and projects that may be 
reduced or elimina• ml in order to redirec : money and resources into fundamental transformation. it 
builds on the actioi s and decn ions of th : signals inti lligence plan drafted earlier this year and initiates 
new ones, mapping out specific goals. T iese dec sio is will not be easy, but they will be crucial to the 
Agency's future su :cess. Sim larly the i nformati bn ; ssurance portion of the business plan maps out 
NSA's role and cor tributions in the imp: zmentati on if the defense in depth strategy. This strategy is 
designed to assure he avaiiablity of sec linty pro due s and services required to implement information 
assurance solution for each o 'the Dele Ise in 131:ptl- layers; to develop and support the operation of 
the security manag,  merit and ; flack sen: ing, war linf , and response infrastructures; as well as 
contributing to rais ng the levt 1 of infon nation asur ince training and awareness. 



43 
;) EXTEIDIA L PROCESS 

(U) NSA's outreac ito externr I custome .s is crud al o the continued success of the Agency. Customer 
satisfaction is a key measure o your succ :ss. We use feedback to continuously improve our products 
and services and to anticipate Uture cus omer ne :ds. We have expanded both the type of information 
we provide and the circle of ci stomers t whom Ne listribute our product. This is of particular 
significance to U.S and Allie( commani lers in tt e Ii Id as well as law enforcement and 
counterintelligence officials. We contir ue to im rea ;e our collaboration with customers and partners to 
enhance the value i four prod' lets for de :ision-rr ake -s throughout the Government. 

(U) EXECUTIVE--K Y INTERN 3ENCY RE ..AT1ONS IP' 

(U) NSA works cl )sely with the follow ng Dew rtm :nt of Defense and Intelligence Community 
Agencies: 

• 

a Dirt ctor of Cer Aral Intel' 

• Ball stic Missil: Defense 

• Joir t Staff 

• Cor imuni ty M; inagemen 

• Ass stant Seer( tary of De 
!me ligence 

• Def :nsc Intelli ;ence Agt 

• Def :nse Secur ty Service 

• Def :rise Logistics Agenc 

• Der artment of the Army 

• De t artment of the Navy 

• Der artment of the Air Fc 

• Ma: me Corp 

• US :2oast Guai d 

• Nat onal Comr ninicatior 

• Del :nse Inforr iation Sys 

• Nat onal Recoimaissance 

• Cer tral IntelliEence Age 

• Na; onal Irnagtry and M. 

gence 

Organiz atio 1 

Staff 

fense fo • 0 mmand, Control Communications & 

ncy 

rce 

System 

.ems Ag :nc: • 

Organi: ati( n 

icy 

ipping A ger 

(U) NSA also wor s with the following Civil AEenc es and Executive Branch Offices to provide 
Signals intelligenc and Infor nation As ;urance :roc ucts and services in the form of intelligence 
reports and Defen5 ive In form ition Systi ms Support 

• Ex( cutive Offi :e of the I resident 

• Del artment of State 



(4) • Dep. irtrnent of. usticc 

• Dep irtment of " -reasury 

• Dep irtment of nergy 

• Dep irtment of Conirncrct 

• Dep irtment of . kgricultur 

• Dru: ; En forcerr Agenc y 

• Fed i ral Bureau of' lnvesti ;anon 

• !ma igration an I Naturali ration Scrvi. :es 

• Sect m Service 

• Judi :ial Brand-

 

• Fed i ral Emergt ncy Mans gement .kge icy 

• Cus oms 

• Bun au of Alcohol, Toba :co, and Fin arrns 

(U) KEY MILITARY F ELATIONSI IPS 

(U) Support to Mil tary Opera ions (SM )) is a ki:y p irt of the NSA/CSS charter. As the Chief of the 
Central Security Se -vice, the Director N >ik is the ser ior U.S. SIGINT authority responsible for 
providing support I., the folloiiing miliU ry custo net;: 

• Joint Chief: of Staff 

• Commande s In Chief 

• Cen ral Commit nds 

• Fun pearl Corn nand 

• Pac fic Command 

• Joir I Forces Cc.mmand 

• Sou hern Conti hand 

• Spa :e Commar d 

• Spe :ial Operat ons Com' and 

• Stra .egic Comr land 

• Trai isportation Commani 

• Nor II Atlantic Treaty Or ;anizatic n 

• Tactical Cc nmands 

• Service Cr) ptologie Elements 

•  

• North Mai tic Treaty I )rganizatiin 
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(U) CONGRESSIONA 

(U) The Director oi the National Securit Agenc:' is )bligated by law to keep Congress "fully and 
currently informed )f intell.ge:ice activit es." Th fo lowing are the primary oversight committees for 
NSA: 

• Senate Sele..t Committe on tote ligence 

• Senate App .opriations Committe Defenie ubcornmittee 

• House Pern anent Sele.:t Commit iee on Ir tell gence 

• House App opriations Committe Defen ;e S Acommittee 

(U) NSA also inter icts with: 

is Senate Arm !.d Service; Commin te 

▪ House Inter lational It( lations 0 mmittee 

• House App opriations Committe Surve:ts a id Investigations Team 

(U) FY2001 CONGRE ;SION kJ_ ,NGUAGE IIGHLIG ITS 

• 

(U) SSCI Mar': 

• -(S)-Plus-up of ew mon :y). 

• —(4)-"Churni d" o suppor NSA B isir ess Plan in information technology 
backbone a id modemiz tion eff n'ts 

• (U) Advock.  tes DIR NS A having ;reater alth4 irity over planning, programming, 
budgeting, ..nd executi 3n of enti: e SIGINT b idget. 

(U) HPSCI M rk 

▪ (U) No nem money 

• (U) Suppor s NSA business plan as one ( fit: top priorities, extensive churn within 
CCP reflect tng Committee's end Ksemen of )Ian. 

• (U) Directs DCI System n Acquisi ion Exei:uti ,e to review major NSA 
modemizat on acquisitions, and ;onfirm -ea( Mess to proceed. 

S-E-e-RET-HX-1-
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f FY00 funds ap pro iriated by prior year supplemental 

(U) SAC-HAC Confrrence 

▪ (S) Approp 

•  

Dr the CCP Program. (12X1); (b)(3):P.L. 86-36 

(bX3):P.L. 86-36 

(e) (LI) SSCI-IIPSCI Con Ten 

• tarAuthori zed po thions for the CCP Program. 

• {4), Authori zed 
appropriati. ins act. 

(U) Concer led about implement ition of leg' isition reforms, hiring of commercial 
rnanagemer t consultar ts, inforrr ition technc .ogy backbone, systems engineering, 
and moden ization efforts. 

• (U) Noted : low progress on defi ling the Uni lied Cryptologic Architecture. 

• (U) Reques :ed over 2( reports a id briefrigs in various NSA activities and 
Congressio ially direct :d actions 

(bX3):P.L. 86-36 

• (U) Suppor :ed parts of NSA Bu mess Ph in 

(U) CRITICAI REPORTS' TO CO,IGRES.! 

• (U) "Legal standards I Or the Inv lligence Co nmunity in Conducting Electronic 
Surveillanc ied and di ;seminal ed 1 3 Intelligence Committees in 
February 2100 

• (U) Respor 3es to Congressional y Direct d i ctions (approximately 30 per year) 

• (U) Congre isional No.  ifications 71 in C Y0( )—formal notification required to 
keep Congt :ss fully ar d current], inform xi n relevant issues of significant 
intelligence achievements and fa lures or ille tal activities 

(Li) PENDING LEGIS _AI IVE ISSUES 

(U) Enetyptia! Exports 

(U/irOU0) Any It gislation a Tecting th contro s at exports of encryption products is of high concern 
to NSA. NSA pla ed an integral part in the arm um ement of new Administration regulations in this 

SECRFT-H-X4-

 



area during the 10( th  Congres:., which h id the ef •-ect of stopping potentially harmful bills sponsored by 
Sen. McCain and F ep. Goodlt ne. Effoi Is by Sei iato .s Gramm and Enzi to overhaul the entire U.S. 
export control systi m, includiig encrypi ton expc ns, by reauthorizing the Export Administration Act 
failed in the 106th  ( :ongress, a id they ar likely t. tr: again in the 107th. 

(U) Electronic Sul-v(411w cc 

(tD/P(4QQ) it is vi ry likely tie 107th C )ngress will continue to investigate the issues of electronic 
surveillance and pi vacy, both in the are is of cor im rce and law enforcement and possibly foreign 
signals intelligence At an opi:n hearing before te I louse Intelligence committee in April 2000 on 
NSA's electronic s trveillance activities, the Dirt ctoi , NSA and the DC1 testified that NSA operates 
under the rule of la w and does not comr ut indus rial espionage. However, the FBI's introduction of a 
new electronic sun eillance to )1 called ( ARNIV DR F, led to hearings and legislation on the use of the 
tool in a law enfon ement or national se i urity im est: gation. Al the close of the 106th Congress, no 
legislation that woi Id harm N:;A's colle :tion wa g er acted. 

(U) Informatic n Security Issues 

(U//FOU0) Inforrr 
Any legislation int 
protecting national 
or creating a feden 

ation security topics 
us arena n ay affect 
critical information i 
1 Chief Information ( 

vill continui to be a primary concern in the 107th  Congress. 
ir for nation assurance mission. Also, legislation 

ifrastnic tun s, promulgating information assurance practices, 
)fficer iE exi ected. 

(U) Personnel Legislatioq 

(U4F-(41difYrThe F (01 Intellil ence Aut iorization A ;t authorizes NSA to establish a program for early 
retirement and sell ration pay :n order tc encoun ge • :mployees to separate from service voluntarily. 
This program will 1 e used in conjunctio i with the D )D Voluntary Early Retirement Authority in the 
FY01 DoD Author zation Act NSA is : eeking Iative authority to update its recruiting practices by 
authorizing the reit ibursemen of actual expense; in 'olved in the recruitment process. 

(7) 
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(U) BUDGET 

BUDCET OVERVIEW 

( OU0) NSA is t oth an Age ncy of the Depart lens of Defense and a component of the National 
Foreign Intelligent e Program (NFIP). ,gency hudg et authority is derived from both sources. 

(U) DEPARTMENT C F DEFENSE 

• (U) Inform ition Syste ns Sccuri y Program ( SSP) 

(U) Defens Cryptolo;;ic Progra n (DCP: 

(U) Defens e Airborne Reconnai ;sance P -og] am (DARP) 

• (U) Defens Counterd rug Intelli ence Pr ogr tm (DCIP) 

(U) NATIONAL FOR :IGN INTEL ..IGENCE ROGRA1%( (N 

• (U) Consol .dated C:ryptologic P ogram ('XI) 

(U/iFOUA-) The m 
mission is accomp 
Signals Intelligenc 
information by exi 
assurance is the pr 
information wheth 
including the corrt 
the "Budget Detail 
Information Assur 
cryptologic targets 
investment require  

ssion of N 3A/CSS 
ishcd throt gh the sci 
! (SIGINT and Info 
lofting fon ign comn 
)tection of informant 
!r-  iii storage, process 
sponding r !sources 
' section blow. The 
ince operat ions, to dc 
and techric logy chan 
Ito achiev cryptolo  

to prov de 
:nee of cryp 

mation 2 1sst 

unicatio is a 
n systems a. 
ng, or trans; 
f the Sei vici 
;e resou •ces 
velop aid d 
;es, the ;:ost 
;ic trans 'orr  

ind protect the nation's vital information. This 
.ology and incorporates two core disciplines 
rance (IA). SIGINT derives intelligence 
id non-communications emitters. Information 
;ainst unauthorized access to or modification of 
t. NSA resources to accomplish these missions, 
Cryptologic Elements (SCEs), are summarized in 
include the costs to sustain ongoing SIGINT and 
:ploy new capabilities to sustain continuity against 
of civilian and military manpower, and new 
iation. 

(U) The key driver ; for NSA )udget de' -elopmeiit 

• (U) Joint vision 2020 for the ID( partment of Defense; 

• (U) The Di -ector of Ci:ntral Inte ligence itra egic Intent for the U.S. Intelligence 
Communit: ; 

• (U) The N! A/CSS Naional Cry )tologic Stn tegy for the 215' Century; and 

• (U) The an nal NSAICSS Busir ss Plan 

—(S)--The NSA/CSS Business Pan focus( ; internal development of the Agency budget. The corporate 
NSA business plar fling proce is has foe ised, for the last two budget cycles (FY01-05 and FY02-07), 

SECRET/IX1 
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on transformation c f the Cryp-  ()logic Sy ,tem. Fe r th c Consolidated Cryptologic Program (CCP) the 
strategic budget en phasis has been on a :cepting inc eased risk to current SIGINT operations in an 
effort to identify fu iding for tl te most tit gent trar stO mation requirements. These requirements include 
SIGINT access, co altering worldwi,  le prolifin-at an of strong encryption, rebuilding SIGINT 
analysis, moderniz rig the cryi tologic in brmatio i te :hnology infrastructure, and protecting NSA 
information and in Ormation systems. 'I infonnati m assurance focus continues to be on 
development of an active cybc r defense capability to protect sensitive U.S. information, detecting and 
reporting intrusion , into in for nation syi tems, ani re ;ponding to these attempted intrusions. 

-6S3-in the last two I ,udget cycl es NSA hi s intern; illy -ealigned resources totaling som CTOSS 

the five year defen: e plan to fitnd the mi .st urger t cc Ttorate transformation requirements. To this end, 
NSA has cut civilii n personncl by an ad iitional 7.5C. '0 beginning in FY01 and 10% military personnel 
in FY02, terminate I SIGINT kid sites, consolicatec. mission and support activities/operations, stopped 
legacy developmer t programs and reali ;ned strt leg c funding relationships with SIGINT partners. 
Beyond NSA, the I ntelligence Commun ty and C on ress have demonstrated a considerable interest in 
cryptologic transfo -mation, in creasing ?k SA's mist t idget authority in the key mission areas of SIGINT 
access, cryptanalys .s, managet nent of th cryptol )gic mission, the information technology 
infrastructure, and .ntrusion d etection. his inte -nal NSA realignment and the external increases 
notwithstanding, c: yptologic t -ansforma ion con Mu :s to underfunded. 
Transformation-re] ated overgt iidance fo • NSA tc tals som in FY02 and 
across the FYDP (: ee the "Bu iget Issue ;" sectio lb( low). 

(U/14*Mie)-NSA i : also effec :Mg transI 3rmati01 thi Dugh reengineering internal organizations and 
processes. Key fir ctional managers ha' e been I ire c from outside of NSA, and we will begin to 
outsource function; previousl done in- louse. 1 he kgency is instituting and strengthening business 
processes and mod fying its o ganizatio tal stntc‘ure And, NSA has begun to implement a service-
based architecture hat will all Jw crypt° ogic opi Tat ans in a network of service domains. The NSA 
budget request for :71/ 2002, vhich will be submittec as part of the President's budget request to the 
new Congress, ena )les the Agency to m :et the n ear- erm goals of the FY 2002-2003 NSA/CSS 
Business Plan, mai ltains esse itial readi less, anc cot itinues the Cryptologic System focus on 
transformation. 

8-EeRE-T-HX-1-
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(U) DUE GE" DETAIL 

—(44-The following i iformation provides t summary c NSA resources, including those of the SCEs. 
One should be min,  Iful that tht: followin ; summary r !presents the SIGINT and Information Assurance 
resources that are d redly coni rolled by he Dire( tor. NSA. There are additional SIGINT and 

ousts in the . .1FIP and Di D that reside in budgets external to NSA 
The Dir Ntor, NSA, "influences" these external resources 
process !s. The Budget Detail that follows represents the 

FY02-07 NSA Buc get Estimate Subrnis: ions. 

-ErEelkt-T—

 

(S's Millions) 
(4(3):P1. 86-36 

Consolidated Crypt alogic 
Program (C:11) 

Information Systen s 
Security Pr( gram (ISS ') 

Defense Cryptolog c (bXI); (b)(3):P.L. 86-36 

Program (C ;213) 
Other DoD Prograi 

(DCIP) 
Total NSA Dollars 

Information Assure nce r 
(approximately anc her 
through establishec C 

(# of Billets; Incluc es SCEs) 'T01 F1 92 FYQL_ FY_94 _FY05 FY06 FY07  
Civilian 18945 16753 16390 16335 16382 16382 16382 
Military (bX1); (bX3).P.L. 86-36 

Total NSA Billets 

SEC PIT 
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(U) BUDGE' TRENDS 

(U) Below is a set I graphs portraying I ISA fun in and manpower trends over the last several years, 
and through FY07. Figure I r:tlects the CCP in :on :sant dollar terms (i.e., buying power) since 
FYI 987. Figure 2 lows the t -end In N: A civili in r ianpower since FY 1989. Figure 3 reflects the 
same for military n.  npower. -astly, FiE ure 4 su nm Lrizes funding for NSA's 1SSP and DCP programs. 

(b)(3):P.L. 86-36 

(L) Figure I 
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(U) Figure 2 
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(U) Figure 4 

(U) BUDGET ISSUES 

-(&)-NSA budget issues center on cryptologic transformation. In many respects U.S. national security 
makes this transformation process urgent. In the end cryptologic transformation translates to funding. 
Sustaining essential current operations required to meet priority customer intelligence requirements, 
investing in critical transformation for the future, and doing both in the timeframe required to maintain 
target continuity, (bxix 00)1i- 86-36 Advanced capabilities that  
are needed today, particularly in the SICINT analytic process ibX1): (bX3):Pl. 86-36 

as currently funded, mix (WWI- 86-36 

)PL s6-36 A summary of NSA's specific 
overguidance requirements follows: 



Prioritized :CP 
Trailblazer 
Systems Enc.  (leering 
LlA 

Access and t ollection -1 
Facilities Intr. structure 
Human Resc Jrces 

Cryptanalysit (CA) 
CMM 
Weapons & : pace (EL ) 
ITB 
Access and :ollection -2 
Altruism 

Sul itotal 
It SP 
T gel 

'CA I loves to orio ity 3 in FY03-7, bumping others down one position 
--SEGR6UX.1._ 

Addition al Informs ion on each of the above categories 

C") 

$E-CRC—T4-1— NSA OV :RGUIDANCE (in millions of dollars) 

1 
2 
3 
4 
5 
6 
7' 

9 
10 
11 
12 

CCP-1 Allows deliyen 
CCP-2 Allows executi 
CCP-3 LIA=Language 
CCP-4 Includes new ; 
CCP-5 Upgrades/reps 
CCP-6 Supports lead( 
CCP-7 Increases corn 
CCP-8 Cryptologic Mi 
CCP-9 Rebuild Techn 
CCP-10 ITB=Intormatic 
CCP-it Includes additi 
CCP-12 Expands partn 
ISSP Includes Crypt  

of program g( al to achieve 3 missions and 
in of complete Sys. Eng. PI n for our tt inSil 
Viability/Disse mination -Sr Language .kuthc 
:cess progran s and HF 
rs to support t ansformatior efforts inci Ainç 
rship developr lent & web-b ised trainir g in 

iuter prOCeSsir g capability, esearch, fi d ir 
sion Manager lent-Develop architectun ii & 
al SIGINT -D ivelop architf cture mod tmiz 

1 Technology 3ackbone-ex inds mode niza 
inal access pr 'grams see C :P4 
rrships, fully ft. Nis an aggrE ;sive strate 
imodernizabor , Attack Sent ing, Wamir g, & 

; sites by FY04 
xi to a Service-based Architecture 
rity Initiatives, language tools, TESTAMENT 

modernizing IT Backbone 
ignals analysis, ELINT, F1SINT, etc. 

tiatives 
ys. Eng. Plans in single coherent CMM arch 
tools & technology, dissemination, databases 

ion to field, upgrades JCS OPLANS to C2/C1 

lesponse, and Information Assurance Solutions 
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(U) PERSJNISEL 

(Li NSA/CS S V‘ORK FORCE 

--(c4.,The success of 
has been in the pas 
with the technical E 
now at an historica 
now comprise thet 
today's challenges. 
been unable to hire 
plans to hire about 
mix imbalance cre 
30 years ago. Out( 
in today's highly c4 
initiative that will 1 
bonuses are being • 
current compensati 
launching a new sk 
requirements, enha 
system.  

NISAJCSS s wholly 
. NSA an its milita 
nd analytic skills nec 
peak in terns of ow 

ackbone o the Ager 
Due to mi ndated dc 

enough pe)ple to rei 
500 people per yearl 
ted by the pending r 
ated gover iment cor 
,mpetitive i narketplai 
:ad to piloting a new 
'aid for cer:ain skills 
3/I more or performa 
ills manag( ment ard 
ace emplo) ee career  

lependei it ul 
y comp( ,net 
!ssary tc do 
rail cryptok 
zy's wot k 
wnsizini; an 
lace the cur 
eginnin:; in 
:firemen: of 
pensatii ing 
e. In re;poi 
compen:;ati( 
and the :iwa 
ace than it h 
itecture hat 
levelopi len  

ion its people. That is as true for the future as it 
is must attract, train, develop, and retain people 
our future missions. NSA's civilian population is 
gic skills. People hired in the 1970s and 1980s 
rce and bring to bear extraordinary skills on 
I resource restraints during the 1990s, NSA has 
•ent work force as it moves into retirement. NSA 
FY01 in an attempt to correct the coming skills 
analysts, linguists, and technical people hired 20-
iidelines make it difficult to compete for top talent 
se, NSA has embarked on a compensation reform 
n system in FY02. Already in FY01, recruitment 
ds and promotion system is being revised to focus 
as been in the past. Simultaneously, NSA is 
will improve skills alignment with mission 
, and pave the way for the new compensation 

a -(C--)-The 16,000 mi itary memt ers of the service (Tyr ologic elements (SCEs) are full partners in the 
cryptologic effort, ;upplying j ist over h ilf of the NS A/CSS workforce. The services have several 
initiatives underwa y to more effectively manage a fc -ce that has been suffering from poor retention and 
increasing number: of first-teim inexpei ienced persr nnel. The Agency is in the initial stages of a 
management engin ering assc ;sment to iccurate y d :termine required personnel strengths and skill 
sets. 

(U) iUMMAItY ('F STATISTICS 

4e7CIVILIAN WORK FORCE DDIOGRA1311: 2S (STA1. T F '2001) 

• Total 

. ...kerFul Time 

. ..ke) Par Time 

• Q' Civiliai . Location 

• -(errie: dquarters 

,loyed 

17,129 

16,155 

974 

14,145 

2,010 

-sreftr—Tiom._ 

2 ) 



• 

• (UHFC440)-Tota1 Reductions Since FY 1993 24% 

• (Expeefa) Reduction to Support Population 28% 

• (11//f9144204 Reduction to Mission Population 12% 

• (U/If43604 11% of the workforce is eligible for regular retirement 

• (UMF43434) 19% of the workforce will be eligible for early retirement in FY 01 

• (U/AF€444% 55% of the workforce FY2001 is in the relatively portable FERS 
retirement compared to 32% in FY88. 

• (Uhif-eUe) 54% of the workforce has between 10 and 20 years of service 

• (11/frOtter) 14% of the workforce has less than 10 years of service. (Compares to 
49% of the workforce with less than 10 years service in FY88) 

• (U/tFe4404After many years of relatively low attrition rates, NSA has seen 
resignation rates for Computer Scientists and Engineers increase sharply since 
FY98. 

(U) MILITARY POPULATION (AS OF 19 DEC 00) 

-02441f414FAZIALL411_ 

 

AUTH ASSIGN 04 
ARMY 1067 831 77% 
NAVY 955 867 91% 
MARINES 163 150 92% 
AIR FORCE 1825 1676 92% 
TOTAL 4019 3524 88% 
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3 (U) Human resources summary slides follow. 

(UA441710)-NSA has a highly educated workforce. The number of personnel with graduate and 
doctorate degrees has risen by 50% since FY88. 

(U/iFOU0) 11% of the workforce is eligible for regular retirement-19% will be eligible for early 
retirement in FY 01. 

(C) The National Security Agency has been undergoing civilian downsizing, decreasing from well over 
22,000 full time civilians in FY89 to just over 16,000 today. 

(€4.54% of the civilian workforce has between 10 and 20 years of service. Unless this is addressed 
through a combination of hiring and managed attrition we will see a severe loss to our workforce when 
this group retires, compounded by an upward trend in technical skill resignations 
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(U//10U0) Hiring in the 1980s is largely sustaining the Agency today. Unfortunately there are few 
people following the1985-88 cohort to sustain us into the future. 

(U//FE-U0)-Resignation rates for computer scientists at all grades continue to climb. The Computer 
Scientist resignation rate is more than double the Agency average and five times that of the analytic 
skill fields. 

(CP/fel:W:4 Resignation rates for engineers at all grades continue to climb. The Engineering 
resignation rate is double the Agency average and 4 times that of the analytic skill fields. Of note, 
approximately half of the computer scientists, mathematicians and engineers who resigned from the 
Agency in FY99 are now working for NSA contractors. 
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(U) PERSONNEL MANAGEMENT ISSUES 

• 

(U) RECRUITING & HIRING 

(U) The Challenge 

(U) Attract, train, develop, and retain people with the technical and analytic skills necessary to do our 
future missions. 

(U) The Response 

• -(e) The FY2001 hiring goal is 600, including a congressional plus up of 56. 

• Targeted on technical skills in support of core Mission: computer science; 
engineering and physical science; information systems security; intelligence 
analysis; math. 

• (U) In September 2000 created, elevated, and empowered the Office of 
Recruitment and Hiring to undertake the most intensive hiring program the 
Agency has had in many years. 

• (U/X•04444)-New compensation reform initiative will lead to piloting a new 
compensation system in FY02. 

• (U) Streamlined and consolidated applicant processing. 

• (U) Heavy investment in recruitment initiatives: 

• (U//f 0U44)-Expanded use of hiring bonuses in FY2001 for certain skills 

• (U) Increased our recruiting budget 

• (U) Expanded the size of the recruitment office 

• (U/frfeee)-Continued the use of educational reimbursement programs that 
include employment obligations 

SECRETI1X1 
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(I!) P0 IC VASSUES 

(U) POI [CY DE% ELI IPM ENT PROCESS 

( Ullfeteeel Policy 
the NSA Office of 
Director of NSA. 

development at NS? /CSS is the -esponsibility of the Director of Policy, who leads 
3o11cy and reports to the NSA Chef of Staff. The Chief of Staff reports to the 

(Ufffe440)- The C 
and Director of Ce 
policy directive sr 
human resources 
all policy developn 
intelligence and in 
participation in ext 
Intelligence Comm  

!lice of Po icy ensun 
itral (DC1) Intelligen 
tern, the United State 
iues, throu gh Person 
ent within NSA, and 
Drmation a isurance 
:mal polic; making a 
mity Princ pals and  

s that N 3A/ 
:e policy, as 
; fro 
fel Man:igei 
advises the 
iissions. If 
:tivities, suc 
)eputies Co  

:SS complies with and implements national, DoD 
appropriate. This is done through the NSA/CSS 
:11igence Directive (USS1D) system, and for 
-ient Memoranda. The Office of Policy oversees 
Director on policy issues affecting NSA's signals 

Office also oversees and supports NSA 
as the DCI's Policy Advisory Group, the 

nmittees, and the Military Intelligence Board. 

MAJOI POLICY ISSUES 

(LI) NATIONAL SECt RITY AGE? k CY: RELEA ANCE 01,  EN !STING AUTHORITIES IN THE INFORMATION AGE 

(U) The National E ecurity Ag,!ncy is pn pared of gan zationally, intellectually and -- with sufficient 
investment techr ologically, to exploit in an un 3re ( edented way the explosion in global 
communications. 'his represe nts an Ag !ncy very di 'ferent from the one we inherited from the Cold 
War. It also dernai cis a policy recogniti in that i% SA will be a legal but also a powerful and permanent 
presence on a glob ii telecommunication infrast uct ire where protected American communications 
and targeted adver: ary commt nications will coe;:ist. 

1C--)-In the past, NS k operated in a most: y analog wo -Id of point-to-point communications carried along 
discrete, dedicated voice chan leis. The e comm ini ations were rarely encrypted, and those that were 
used mostly indige ious encryption that lid not c ian ;e frequently. Before the arrival of fiber optic 
technology, most ar these con municatic ns were in tie air and could be accessed using conventional 
means; the volume was growi:ig but at a rate thai col Id be processed and exploited. 

1ow, commun cations are mostly di ;ital, carry t illions of bits of data, and contain voice, data and 
multimedia. They ire dynami :ally rout( d, globa ly tetworked and pass over traditional 
communications m !ans such 2s microw: ve or sa elli e less and less. Today, there are fiber optic and 
high-speed wire-lit e network and most importa ftly an emerging wireless environment that includes 
cellular phones, Pe -sonal Digital Assist nts and ,:orr 3uters. Encryption is commercially available, 
growing in sophist cation, anc packaged in off-tie-s ielf computer software. The volumes and routing 
of data make findii g and procnsing nui gets of intel igence information more difficult. To perform 
both its offensive 2 nd delensi,e missior ;, NSA inus "live on the network." 
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Aforks le we 
ons and to 
nd natic nal 
le same tim 
Dreign ii tell 

to the rapid deployment of new information 
ity and variety of information today demands a 
e its business. This new approach is well under 
ilied to mastering the global network, both to 
lose of our targets. This new model for eSIGINT 

may require a restatement and endorsement of 
in the Industrial Age. 

orld of the mid to late 20th  Century, not for the 21st 
)52, NSA's foreign intelligence (SIGINT) 
:ctive 6 of 1972, and Executive Order 12333 of 
ive from Executive Order 12333 which discusses 
ally involved the building of security boxes for 
irective 42 of 1990 established the Director NSA 
tion and information systems security (INFOSEC). 

the US critical information infrastructure more 
ompromise by a host of non-state entities. This 
;ecurity networks to the private sector 
., because of the communications environment 
gence information will mean gaining access in 

-(rer).NSA must reg ond quick) y and corr 
technology into glc bal networ cs. The v 
fresh approach to t ie way NS.‘ has trad 
way. Significant ffort and ir vestment 
protect our nation' communications an. 
and for informatioi assurance in the Inf 
the policies and au horitics thi t empowc 

(U) NSA's existing 
Century. Created 1 
authorities stem frc 
1981. Its lnformat 
Communications S 
point-to-point corn 
as the national mar 

—(64-Entering the 21 
vulnerable to foreil 
vulnerability exten 
infrastructure on vg 
described above, a. 
new places and ini (6)(1) (bX3):18 USC §798(a) (1:)(3):50 USC § 403-16X (bX3)11.L. 86-36 

-44-6IGINT in the ndustrial i.ge meant collectir g s: gnals, often high frequency (HF) signals 
connecting two dis :rete and k town targ :t points pn .cessing the often clear text data and writing a 
report. eSIGINT in the Inforir ation Age means seek ng out information on the Global Net, using all 
available access tei hniques, b eaking of en strong ei cryption, again using all available means, 
defending our nati( .n's own we of the C lobal ne ar d assisting our warfighters in preparing the 
battlefield for the c yberwars of the futur !. The F,  Hirt Amendment is as applicable to eSIGINT as it is 
to the SIGINT of y !sterday an i today. 1 he Infor nat on Age will however cause us to rethink and 
reapply the proced tres, policii :s and aut. iorities I orn in an earlier electronic surveillance environment. 

(UMF9440.).Make to mistake, NSA can and will per 'orm its missions consistent with the Fourth 
Amendment and al applicable laws. Bt. t senior eac rship must understand that today's and 
tomorrow's rnissioi will dema Id a powe rful, per nar ent presence on a global telecommunications 
network that will h )st the "prc tected" cc mmunic itio is of Americans as well as the targeted 
communications oi adversarie >. 
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(U) GROUNDBREA1 ER 

(U) Issue 

(U) NSA intends u 
be made after clam 
outsource rather th 
investment over its  

outsource its Infom 
actor proposals are e 
in keep the work in 
10-year co ltract terr  

ation Techn )logy (IT) infrastructure. The final decision will 
laluated an a determination is made on the advantages to 
ouse. T le a .;quisition would represent a multi-billion dollar 
r. 

(U) Discussim 

• (C—)-To deal 
approach tc 
short, NSA 
mirrors the 
communica  

with unpre cedented 
signals int Aligence 
must build a modern 
technology and c,apai 
ions netw( rk.  

rolumes of i 
p 

informa :ion 
iilities 

iformation, NSA must change its 
ocessing, and dissemination. In 
infrastructure that in many respects 
ble on the global digital 

• Thenee 
a catastropl 
signals inte 
commander 
normally IN 

• (Uhf-ei:g4;-
non-missio. 
govemmen 
enterprise a  

d for action was und, 
ic network outage fo 
ligence int )rmation 
s. As one iesult, the 
sed on SIC INT- —wa 

Project GI DUNDB 
support a: eas of its 

-industry partnership 
td security managerr  

Tscored in J 
- 3 1/2  dais. 
vailable to r 
Presider t's 
; reduce! to 

EAKE:t is 
infras trut 

in four ZT a 
!nt; inte mai  

muary 2000 when NSA experienced 
Ellis outage greatly reduced the 
ational decision makers and military 
)aily Briefing--60% of which is 
a small portion of its typical size. 

an NSA initiative to outsource the 
ture. NSA intends to pursue a 
Seas: distributed computing; 
networks; and telephony. 

• (U) After c,  )mpletion f a Feasit ility Study, 11 June 2000, NSA developed a draft 
Request for Proposal ( R.FP) that was dist Thu ed to three industry teams in 
October. T ie purpose of the dra t RFP asi) allow the vendors an opportunity to 
make corrui ents and request furt ier infor mat on before the final RFP is released. 
The final R 7P will be released ir January 2001, with contract award slated for July 
2001. After the contract is signet, NSA'; IT infrastructure would be run by a 
combined g DVCMTriellt contract° team be gin ling in January 2002. 

• (U) DOD is engaged at the level , if the De put/ Under Secretary of Defense for 
Installation: in pursuit of an exer wtion for G ROUNDBREAKER from OMB 
Circular A-76, "Perfornance of :ornmer :ial Activities." 

(U) Way Ahem' 

• (U) NSA is ready to uj date the i icoming AS )/C3I at any time on the 
GROUND! ;REAKER program. 
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• (U) After o mtract award, this w:11 be a gixod apportunity for DoD to underscore 
the value o: outsourcir g non-cor functic ns, even in sensitive areas like 
intelligence 

(C) POTENTIAL CY IER-INC IDE NT 

(U) Issue 

(U) DoD experiern ed over 22 000 cybe: attacks in C Y1999. Most of these attacks had a negligible 
impact on operatio is. A handful were C eterrnined tc have been perpetrated by sophisticated and 
determined adversi ries. During the Pre: idential trar sition period a major cyber-attack is possible that 
would require the ombined a id coordii ated res 3un es of the entire Computer Network Defense 
(CND) community for effectib e identith ation, di agn 3SiS and response. 

(U) Discussioi 

• (U) NSA's arimary po.nt of con act for (NE is the National Security Incident 
Response (enter (NSI NSI 1C is a ; 4/7 activity that provides unique, 
tailored, all source, tine critical, current i.nd .erm technical and intelligence 
analysis, re sorting and operatior 3 expertise c n matters addressing the threat, 
detection, r :action, warning and responst to ntrusions into national security and 
critical infr 'structure r etworks. 

• (U) During an inciden , ISIRC IA. ill C aordinate with the Joint Task Force 
for Compui r Networi Defense it US Space Command, the DOD Computer 
Emergency Response Center, II e FBI's ‘Fat: anal Infrastructure Protection Center 
and the GS k's Federa Compute - Incider t R :sponse Center and the Intelligence 
Communit). 

(U) Way Ahea 

• (U) The fec eral goven.ment's or ganizational framework is in place to manage a 
major cybe -attack but the proce lural unilerg innings and detailed operational roles 
are just nob developing. If a mi jor anac c w. :re to occur in the near future, close 
attention to managing he flow o inform:itio. L will be required within the 
community 

(U) CRYPTOMODE,R IZAT ION 

(U) The Departrnei it of Defen ;e's (DoD . $) visioi 13  o 'a secure, seamless and collaborative information 
environment that bi ill enable L111 situatit nal awa ene is during military operations and achieve 

Joint Vision 2020 
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information domin: 
information capabi 
modernization and 

.nce over a y advers; 
ities. A itoust Infor 
is essential to achiev 

ry cannot bp achieved without modernizing its current 
nation ssu -ance (IA) posture is an integral component of 
ng the v sio 1. 

• (C.).40 Veal s of Succe.1 - Durin ; the pas: 3 ecades, the NSA has delivered a 
wide variet: • of COMS EC produ :ts to prt.vid I.. high-grade protection of critical C2 

▪ (U1IFEWOi-From Lin.is to Net orks - It tlu past, we built point-to-point 
solutions, fp Pr voice, data and vid ,Po systeiris. Today, Information Technology (IT) 
systems are moving to combine t tese intc a C Dmmon "network-centric" 
environmet t in which :ryptograi hic solu:ior 3 provide for a variety of Information 
Assurance IA) servict s, such as non-rep idi tion, availability, integrity, etc. 

• (U1IFOtlei-Interoperilbility Chi 'lenges - Ti e U.S. military has increase 
interoperab lity requirt ments to: upport e lie I and coalition partners on a very 
dynamic ba ;is. In the . iast we bt ilt US o: fly quipment and then made decisions 
on release c n a case-b, -case bas:;. In toc ay' environment, Information 
Assurance iproducts miist be buil . form filly o le with the goal of supporting 
allied/coalit on operati 

• (U) Roadmv - A DoI I-wide wc rking gri nip has been meeting since October with 
representati 3n from ac -oss DOD o devel(p t le crypto modernization roadmap 
which will ay out the :.trategy ar d provic e at estimate of the cost to implement. 
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EXTE RNA], TEAM 

R EPO RT 

INTROD LJC TION 

Upon assure :ng comma id of thel4ational !;eci tity Agency (NSA), Lieutenant General 
Michael V. Hay( en, USAF, commissit .ned two ma iagement review teams, one comprised of 
NSA employees and another compost d of five out ;ide experts, named the External Review 
Team. This extt mal the External Rev ew Team be an its work on August 9, 1999 with the 
stipulation that i would rep xt to the 3irector, NS within 60 days. General Hayden was 
briefed on The I ;xternal Re iew 'lean 's findins a: id recommendations on October 12. 
This document lonstitutcs ihe final re )ort of fie I xternal Review Team. 

The five me 
asked to part:top 
preeminent govi 
agencies, must o 
success, can Ilse 

This report 
which will pro& 
selected areas tn 
good recornmen 
implemented in  

nbers of th External 
ite in this iinportant 
mmental ii stitutions 
.'ten go unheralded. I 
breed insu arity, whit 

ims at specific sugges 
ce rapid re: ults. The: 
er the pist lecade. A 
lations. Bit almost r 
meaningful manner. 

Review "('eal 
/ork. e1\ 
.vhose Si cce 
lowever, the 
h is coui len! 

ions to he ] 
c have been 
most all hai 
one of diese 

consider it a great honor to have been 
SA has long been one of America's 
:ses, like those of its sister intelligence 
need for secrecy, so critical to mission 
rroductive to effective management. 

)irector which will be actionable and 
a number of significant studies of NSA in 
:t been done extremely well and offered 
recommendations have been 

A Or challenv facing I TSA hal bee Pi to understand why no action has 
occurred n the many trevious e) cellent retomziendations from multOle sources, and 
what can be done bj General H yden to r;rsur constructive change moving forward 

We have bet 
at all levels, but• 
individual action 
Chief Executive 
businesses. It is  

n extrema.) impresser 
ecognize fr Jrn Our CA 

are ustiall:. not enou 
C-)fficers at IBM and . 
our expect; non that t  

by the4ledi :ation and skill levels of NSA employees 
n experit:nc !s in business and in government that 

to inn iate corporate-wide change. It took new 
.I.8c*I* to re-. nergize those previously distinguished 
;eneral Hay( en will fulfill that same role at NSA. 

The maiorit) 
series of managt 
resources, i.e. be 
NSA funding ha  

of senior lsve1 emplc 
-ial issues has come tt 
iget cuts, cnnbined 1 

; been redu:ed drama  

vrees \yid. wi om we spoke believe that this entire 
the fort as . result of the ongoing reduction in 

-A an e:pai ding demand for its excellent work. 
icallv ov2r t: Le last several years. Unanimously, the 

-FE )rt ICI .1 . 
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External Review Team belit yes that ti e manag .:ria issues would be no different should prior 
funding levels bt restored. vfoney ale ie is not the answer. 

The NSA in ssion is a comerstorn of mans <Al er aspects of American intelligence work. 
NSA is too critic al to the w; Ilbeing of our soci.:ty t )day, and tomorrow, for the Agency to 
be allowed to fu iction in a :ub-optim. .1 fashioi . 1 ic 1•Iouse Permanent Select Committee 
on Intelligence F as, correctl , in our of inion, direct :d NSA to "change your culture and 
method of open tions." Th.! only que tion is h '..)W his might best be accomplished. 

T.A.SKING kND N. El HODOLOGY 

The Externa Review Tt am was SI' ecificall) tas :cd to review prior studies and reports 
(including the re :ent Clappt r Brief) ar d evalua e C •ingressional language as it relates to NSA 
reform. We wet asked to ssess NS; 's personnel culture, organization and processes, to 
document our fi idings and :0 present detailed cm mmendations for improvement. The 
Director placed to constr.:lit its on the ;cope of this study. I fowever, Congress, the Secretary 
of Defense and he DCI expect "sign i -leant ch:tngc " in how the Agency does business. 

Our method 3logy was t) research governir g ai .d historical documents and to review 
prior studies an investigations. We it tervicwt d o• rer one hundred people (both within and 
without NSA), it [eluding Agency sent rs, mid-I ivel and working staff, Congressional staffers 
and various NSf managemt lit teams includini; th,  • Senior Agency I A.:adership Team 
[SALT)). The E cternal Rev cw Team net weeldy I) receive corporate briefings, hold 
meetings with Sc tnor level p !rsonnel a id update th Director on the study's progress. After 
collecting and ar alyzing all the data, T ic Extcr ial ',,eview Team formally briefed General 
I layden and pre ared this s port. 

FIND [NI :S 

We deterrnir ed many gt od featurt a of the ‘ge icy throughout the report. We agreed 
that at least the I allowing as 3ects of ti c Agenc,  wire positive: 

• Stakehol icrs consid :r the Age icy to b cri ical to national security 

• The Age icy has certain world- ;lass coripe encies 

• The lead :rship and taff care c eeply abut heir institution 

• The insti ution cares about its )eople 

• The Age icy has responded wt 1 in the pa.st to national crisis. 

however, we enumerated many iss tea throt ght ut this report. We agreed there are at 
least ten signific: nt areas of concern: 

• Poorly o Immunicatt d mission and lack of • •ision 

FOR )11 , U-411 ONLY 
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• Broken d :cision mai trig proce s which is d nionstrated by a lack of accountability 
and empi kwe rrnent 

• Poor firu ncial mana:;ernent 

• Broken r ersonncl sy item 

• Broken r :quirement ; process; imeliness, rt sponsiveness, constraints, and other key 
parametc. rs are not 1.eing prop rly cons' der !cl 

• Inadeqw te business managem nt, program management, and system engineering 

• Poor sta1 eholder rd l ttions, pal icularly ritl- Congress 

• Inward li ioking cult .re 

• Risk of t !chnology bsolescen :e, gap la ith :ommercial practice 

• Dissatisf iction with senior lea( ership (c ver within senior leadership). 

The , 7051 serums issues are leadershi 0, ccountairikpi, and empowerment, as 
evidenced lo great diLliti.faction pith deds On . 7aking within the Agenry. 

_ 
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New Erterprise Teem (NETeam) 

Recomilendations 

1 October 1999 

Tte Direct. w's Work ; 'Ian for Change 
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The ation of t is 
documen It has not 
yet b- rtion •d. 
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Six Quid: Hits to Stow Wo're Serious 
base I only on ran! If the position 
is ner ded. then we ihould be most 
conct med abo it pitting the right 
persc lin the jc b, v ;t3 putting a 
senio in a job t eca ise of tradition. 
Put 9 e best qualifir d person in 
these jobs, eve iift ey are "junior". 

3. Ab )11sh Ai)) ncy level promo-
tion I oarda ar d re :urn promo-
tion; uthority o tt a Key 
Corn. iorient Is rel. Ehe existing 
prom ,tion prod ass onsumes 
@Imo: t all the tit o approximately 
30 pe )pfe (seni )(s ; rid our highest 
paten ial 15's, nd edicated sup-
port c arsonnel) Tht 'value-added" 
of thii expendit ire f time is ques-
tronat le, at bes . 

4. Wi hin one reel each Key 
Com' orient at out I be directed 
to all ninate al wo king groups 
and c ommittei s w lore a single 
indiv dual could mike decisions, 
and a :so eliminate those that are 
not c iticai to loerfl.rming the 

T and IN 0S EC missions. 
NSA :as too al, iny dorking groubs 
and c immitteei . SE -lb( leaders 
(rot c )mmitteei.) nE ad to make the 
hard ecis;ons hat ieed to be 
mace The won forc 3 needs to 
apply :heir taler ts t the core mis-
sion, Ind not sj ene time commut-
ing to and atter dinc meetings. 

5. Stop the ongoing review of 
the NSA leadership curriculum 
until the leadership competen-
cies we require in our Institution 
are defined and aligned with 
NSA's corporate strategy and 
business plan. NSA has never 
embraced leadership and manage-
ment as core competencies—they 
are not designated NSA career 
fields, nor is even minimum training 
required to occupy leadership or 
management positions. While we 
applaud the desire to review the 
curriculum, we argue that NSA 
does not have the skills or back-
ground necessary for success. 
Moreover, NSA does not need to 
develop its own curric.ilum. We 
recommend that NSA examine the 
courses available in private indus-
try and in the government, and 
aciopUadapt their use rather than 
developing all homegrown man-
agement and leadership training. 

6. Stop initiation of any new pro-
grams or initiatives (other than 
organizational consolidations 
related to support or corporate 
governance processes) until 
business planning Is complete, 
and budget and labor appropri-
ately aligned to support It. 

led that you 
of initiatives 
isics of the 
a are also a 
irid process r s 
xl immedi-
f the items 
:.usIng our 
it with NSA'; 
id 
)ping, for tht 
:hat drain 
tars from 
;ions until th; it 
omolisheci. 

2. Scrub completel' 
"senior positions" 
selecting people to 

• the list of 
Ind stop 
fill them 

We have recommen 
undertake a numbef-
aimed at fixing the b 
NSA institution. The; 
number of practices 
that should be stopp 
ately. Our selection r 
below is based on fc 
resources in alignmr 
corporate strategy a 
business plan by stc 
short term, activities 
energy, labor and dc 
serving our core mis 
alignment can be ac 

1. Abolish all senio 
boards and make 
tions and job place 
of the senior leaden 
You currently have a 
45 seniors and a nut 
cated support persor 
significant periods of 
personnel activities 
strategy or plan for s 
nel development an 
planning Develop th 
make implementatio 
senior leadership. Al 
senior personnel boi 
formed Do not alloy. 
nate boards to be "r( 

• personnel 
inior prornc - 
Tient the Joll 
ship team. 
)p(oximately 
lber of dedi-
nel tied up fir 
time in senitE 
(ou have no 
anior person • 
succession 

a plan and 
the job of 

ow only one 
rd to be 

the SUbOrdi-

grown". 
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Ext cullve Sumr lary 

op ions. But 
se s ondary tc 
go vernance, 

on your way 
Century. 

Ot the next , 

lin?. fortnat. 

Jur unar imt 
fixing ti e ft 
Ind lack of ! 

to tunni.g ti  

us conclusion is that restructuring the Agency is 
ndarnental problems: lack of leadership, lack of 
trategic alignment. Fix those, and you'll be well 

c Agency around and leading us into the 2l 

rage is C4 Pr ii ustrution of our key recommendations in time-

-he hod) an appendix contain additional recommendations. 

• 
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Ext cutive Sumr tary 

Mid-term (6 molds): Align ourselves to the 
cc rporate strategy move toward NSA II 

As soon as ti e plans are i ompleted, you and the ELT must ruthlessly and 
rel entlessly rive their in plementation at all levels of the Agency. Again, 
thi ; is your j )1). It's up tc leadership to develop the framework for 
change- --am to be thc ai ents of change. In fact, given the sweeping 
chf tnges that lie ahead, w recommend you make change itself a strategic 

Specific. mid .termtasks: 

11:s up to leaders tip 
to develop the 
framework for 
change—and to lie 
the agents of chalge. 

• Align the 
get syster 
ensure the 
plan. 

• Implemer 
and stake: 
stituents N 

• Create a I 
groom tot 
where we 

• Begin the 
NSA. Alt; 
away by 
authority  

Dudget a nd 
is devele (pm 
t the ent re 

t a corp rat 
folders. (ou 
ith a sir gle 

.adershil I pii 
iorrow'.1 lea 
lack the lea( 

transfor nat 
lough th s a 
reating pn 
ind rest),  )nsi  

vorkforce with the corporate strategy. You must 
ent under control, stop duplicative efforts, and 
,orkforce is marching to the beat of the business 

strategy for dealing with customers, partners 
must ensure that we speak to our external con-
voice. 

cline. You must set up programs to identify and 
Jers—so we'll never again be in a position 
lership to implement change. 
on to NSA II, our term for the next-generation 
ong-term effort, we believe you must start right 
gram management organization with the 
pility for all SIGINT modernization efforts. 

Nc ne of this will be ross ble without the workforce; therefore, we urge 
yo ito take i nmediat esti ps to ensure you have the necessary skill mix—
and the flexi: dity to iiod fy it as needed. Accomplishing this will require 
a major over tau' of tl fe c irrent HR system, to Include aligning our hiring 
wi h the corT orate str IteE y, reforming our pay system, and increasing our 
usf: of outsid experti te. 1 t's a long-term task, but it must begin soon. Key 
to ;uccess w ll be exT one ing the definition of stakeholder to include the 
wcrkforce as a full-flndg( d member--make your workforce a flill partner 
in levelopin ; HR sol Inc rts. 

L(ng-ter'? (2 year; ): Complete the 
tninsfornation 

What's left f ir the long-t :rm is to complete the transformation of NSA 
int ) NSA II. Restructurit g is probably inevitable, and we offer several 

Ne•L• Enterpriv Team 'N1 Tea qt Recommendations -3 
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Executive ,!iiummivy 

Af er 60 day; of stud,/, it boils down to this: get back to basics, put NSA 
on a solid bu ;iness fcotir g, and do it now. 

We 'ye identi :led six • ssu ,s that demand your attention: 

• Our decis on-mak ng trocess is ineffective. 

• We lack e Tective ead rship. 

. We are nc t alignec to t corporate strategy. 

. We focus more on our own "tradecraft" than on our customers, part-
ners, and ;takehol, lers 

• Our resou -ce maniiger lent is out of control. 

• Our work brce is not i  irepared for the future. 

Ni?ar-terr,r (30 ciay): Tackle leadership 
d decison-mirki.kg 

To tackle the iSS14 es, 
you must start at the 
top, with leaders zip 
and governance. 
First, fix the SALT--
it:s ineffective. 

To tackle the 
Dance. First, 
executive ler 
du -es, and a 
wi h the busi 
auihority to 
un lerstandir 
ce5s. The DI 
en bree it. Yi 
the executive 
juc ged. Thee 
be 'ore you c 

Nc w the real 
gic plan and 
toner--not 
enough to ch 
strongly beli 

issues, ;rou 
fix the SAL' 
dership tar 
nission 'Oct 
ness say t 
ianage eiur 
g of the rule 
CM shculd 
tu must .dso 
leadersl lip 

t are the ba: 
in do an ithi 

work bc gin 
busine ;s p 

ur "tradi:cra 
Irt our c3ur: 
we it's lea 

must start at the top, with leadership and gover-
*---it's ineffective. Streamline it into a powerful 

(ELT) with fewer members, tighter proce-
s. Hire a financial management officer (FMO) 
) put our house in order and give him or her the 
inances. And provide the ELT with a clear 
; of the road—a well-defined governance pro-
define the process; it will be up to you to 
immediately establish standards against which 
earn, and indeed all Agency leaders, will be 
ic tools—you must have them in your tool-kit 
ig else. 

You and your new ELT must develop a strate-
an. The plans must begin and end with the cus-
1"--and they must be clear enough and specific 
e. Please do not delegate this to a staff; we 
iership responsibility. 
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Th( Natiomi Secur ty Agency: Issues for Congress 

Summar I 

The N itional Sect rity Agent y (NSA) on • ofthe largest components of the LS. 
Intelligence Community, has mat bed a rrujor watershed in its history. Responsible 
for obtainin ; intelligent e from intt mationa . col imunications. NSA's efforts are being 
challenged by the rm ltiplicity if new :y, pt s of communications links, by the 
widespread avaikibilit• of low-c ost encrypti NI systems, and by changes in the 
intemationa I environm:nt in vehie i danger DUS security threats can come from small, 
but well on anized, ter orist grou is as we.1 as hostile nation states. 

NSA' efforts tc adjust t the c.  Ian; .ing geopolitical and technological 
environmer : have been strongly e icouragt d b I Congress and reflect 3 major shift in 
congressior al oversigh: of the A geney. Alth mgh Congress has always approved 
funding for NSA, for decades rot tine ove -sig it was limited to a few Members and 
staff. In tht 1970s, cox gressiona. investigitio is of intelligence agencies resulted in 
greater pub: ic attentior to NSA a id critic-  sm )f activities that infringed on the civil 
liberties of U.S. persns. Sut sequentl y, .oth the Senate and the House of 
Represcntat yes estabi shed intel igence sight committees that have closely 
monitored !SA's open tions. Thu Foreigi Intu Iligence Surveillance Act (FISA ) was 
enacted in 1978 to rcgulate co lection Dy breign intelligence agencies of the 
communica ions of 1.3.5. persons. The end of the Cold War, the expansion of low-
cost encryp ion and the explosior ofcomriva cations systems led Congress to take 
a more publ c profile ir overseein ; the ;e a id secretive Agency. 

Reactii g in large measure to cong •ess onal concerns. NSA launched two 
separate ma lagement rt views, on' by outs de t xperts. the other by longtime Agency 
officials. Be th made st -ong critic sms of kge icy personnel policies, an outmoded 
organizatiot al strumn , and an u iwillingr ess to utilize civilian practices that more 
effective thi n those at lilable in- louse. The current NSA Director, Lt. General 
Michael V. Hayden, USAF. has used the se nalyses to launch a series of major 
initiatives d :signed to improve ,ISA's c per itions, to attract and reward more 
qualified pet pie from ot tside indu try, and s di veloping a major contract for outside 
support of non-sensi :ive Inforr tation Tt chr Dlogy (IT) functions. 

A majc r renewal effort is uni lerway, hut . bservers believe many challenges lie 
ahead that t require xingressic ial over .igh . Many of the reforms in personnel 
policies rec. immended are diffic! .It to irnplei lent in a government organization, 
especially ir an extren .ely tight -narket for echnical specialists. The technical 
complexitie! of dealing with wide :prcad ax d si .phisticated encryption as well as the 
proliferation of commui tications d :vices re nai to be resolved. NSA is, along with 
other intellil cnce agenc es, not we ll-positic nec to analyze developments among the 
assortment f terrorist ;roups an narcoti s s nugglers around the world that can 
seriously afi :!ct U.S. in :erests. IN SA has ilso come under heated criticism in the 
European F irliament for allege( ly collectini , in cooperation with the British, 
commercial ntelligence to benefit U.S. cot por .tions. 
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The Natioial Security Agency: 
Issues for Congress 

I at-m:1110 on 

The Ni tional Secu -ity Agenc 7(NSA), one o f the lamest components of the U.S. 
Intelligence Communirr, has reac ied a mg or iatershed in its history. Responsible 
for obtainim intelligenc ! from inte national :on munications,' NSA's efforts are being 
challenged ).s,  the mu tiplicity c f new t rpe! of communications links, by the 
widespread availability of low-c )st encr,..pti( n systems, and by changes in the 
intemationa environment in svhicl danger( us ecurity threats can come from small, 
but well org mized, 'err rist grout s as weli as iostile nation states. 

NSA v 
effort under 
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:rs and civilians, but the Agency has 
em agency responsible for signals 
. in significant measure a result of 
e statutory framework for NSA and 
:fully prescribe the limits of NSA's 
ss has been increasingly inclined to 
porting reforms that are designed to 
cal and geopolitical environments. 

The ch; llenges fac nu NSA a e formichble : a difficult operational environment 
as well as lit Mations on spending evels for int( Iligence call into question the future 
capabilities ( f NSA. Pu 'lie intere: : in NSA has been heightened in recent months by 
some memb :rs of the E iropean 13) rliament wh ) allege that the United States and a 
few other co ntries are c3operative y engag(d ir systematic electronic eavesdropping 
in order to p omote the :ommercir I interest; of U.S. corporations. This Report will 
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attempt to provide an unclassified description of NSA's evolution, the technical and 
operational environment that now exists, and indicate some issues that the executive 
branch and Congress will be facing in coming years. 

An unmistakable change affecting NSA has been the openness with which its 
policies and problems are now discussed both by the Agency's leadership and by 
congressional oversight committees. Until very recently NSA was the most secretive 
intelligence agency, more shielded from public scrutiny than the Central Intelligence 
Agency (CIA). Only the most elliptical references were made in public to the sigint 
mission, and at one time, NSA employees identified themselves only as working for 
the Defense Department. In the past few years, however, senior intelligence officials 
frequently describe NSA's problems and reports accompanying intelligence legislation 
include extensive commentary on the challenges facing NSA and the approaches 
encouraged by Congress. These changes were made possible by the absence of a 
superpower competitor capable of exploiting any inadvertent security slip and by the 
need to justify intelligence spending at a time when international climate is apparently 
more benign. These factors removed inhibitions against NSA "going public-  and, at 
the same time, created a political environment that would require public understanding 
of NSA's mission if the Agency could continue to obtain the funding necessary to 
update its operations. 

Roles and Missions: The Growing Influence of Congress 

For decades Congress was content to consider the signals intelligence effort and 
the organization of NSA primarily as the responsibility of the executive branch. For 
a quarter century after the end of the Second World War. NSA and the nation's other 
intelligence agencies undertook their activities with little publicity and with 
congressional interest limited to a handful of members of armed services and 
appropriations committees. The intelligence investigations of the 1970s. however, led 
to well-publicized hearings that placed many secrets. including those o f NSA. on the 
public record. Of greater enduring significance was the establishment of select 
intelligence committees in both the House of Representatives and the Senate. These 
committees were granted the authonty to conduct oversight over the intelligence 
activities of the Federal Government, including NSA. They became, along with the 
appropriations committees, the points of contact between the intelligence agencies 
and Congress. As a result of the extreme sensitivity of much intelligence information, 
the two intelligence committees came to act essentially as surrogates for the Congress 
and the public in regard to intelligence agencies. Until the mid- I 990s much of interest 
of the committees, as reflected in report language and public hearings, centered on the 
CIA and especially its operations directorate. Sigint activities were undoubtedly 
matters of congressional concern, but they were very rarely the focus of public 
attention.2 

In recent years, with the end of the Cold War the two intelligence committees 
have had much more intensive concern with NSA as reflected in more detailed report 
language on NSA's activities. The extent of oversight is reflected by comments in 

- 
• 

= For additional information on congressional oversight of NSA, see Appendix A. 
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the report or the FY2C00 Intellif :nee Au hor zation bill (H.R. 1555) by the House 
intelligence ;ommittee: 

In the I. st two Cont resses, the :ommitte! ha; been direct in its identification of 
process and manage nent proble ns that re gun attention. The committee believes 
that NS k management has not :et stepped ur to the line. There have been some 
efforts; t reform, bu: there are ill severzlart as where change is not only needed 
but is c: itical for N: A's future 3 

Congre ss has taker a more c pen intc -est in NSA at a rime when the Agency's 
roles and a issions are facing si: nificant ref mulation. Congress has provided 
guidance fin NSA's future directit nand has m .de budgetary allocations based on its 
sense of apr ropriate gc als, perso: met poli :ies and organizational structure. Most 
observers bt lieve, mort over, that given the f uid state of international affairs and 
information echnologie that furtl er c ongr !ssi mai attention is likely as NSA changes 
to adapt to i s new envi7onment. 

Chang ing Lich nologies 

The pri nary targe s of elecr onic sur ance during the Cold War were the 
cornmunicat ons of hos.  ile itilitar organi2atic ns and governments. Most of such 
communicat ons were er crypted; many co ses his message traffic could be read only 
sporadically, if at all !though u ;eful infirm ition can often be obtained without 
actually read ng the acn tat messaf. !s). Soric c unmunications were carried on land 
lines that could be interzepted on] if they cot Id be physically tapped, inevitably a 
difficult und :rtaking. It was, nont theless, • he : :ovemment and military circuits that 
provided the most impor :ant intellit ence oft ulit try capabilities. hostile intentions, and 
diplomatic r ianeuvers hat could place t Us lation's security at risk. Civilian 
communicat: ons—telegri phs, tele ihones, fac imile devices, etc.—were usually 
unencrypted and often sources of • •aluable nfo mation, albeit of secondary priority. 

In the p. .st decade, wo impor ant trent!s ve combined to change the nature of 
electronic su -veillance efforts. Tt e end of the Cold War meant policymakers and 
military offic als had a t• rider rang. • of cour trie that they were concerned with and 
placed much greater ern ohasis on' non-stat: ac tors"—terrorist groups and narcotics 
smuggling o ganizauon: that hav,  • come to b : seen as genuine national security 
threats. The5 e links are not neceti iarily ea ;y t irgets given the great expansion in 
international :elephone szrvics: thai has groNwn y approximately 18% annually since 
1992. Intel igence ag.:ncies are faced with profound "needle- in-a-haystack" 
challenges; ii being esti nated that in 1997 the -e were some 82 billion minutes of 
telephone set vice world,  vide.' 

3  U.S. Congre ;s, 106'h  Co )gress, P` ession, Eous,  of Representatives, Permanent Select 
Committee on ntelligence, 'ntelligence Authori:2tio Actfor Fiscal Year 2000,H.Rept. 106-
130, Part 1, iv ay 7, 1999, p. 12. 

Linda Blake; nd Jim Land :, Trends it the US. .'ntei national Telecommunications Industry 
(Washington: 'ederal Corr municatior s Cornmi ;sic): , 1999), tables 7.9. 
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The technologies used in civilian communications circuits have also changed: in 
the past decade reliance on microwave transmissions (which can be intercepted with 
relative efficiency) has been increasingly displaced by fiber optic cables. Fiber optics 
can carry far more circuits with greater clarity and through longer distances and 
provides the greater bandwidth necessary for transmitting the enormous quartz:ties of 
data commonplace in the Internet age. Inevitably, fiber optic transmission present 
major challenges to electronic surveillance efforts as their contents cannot be readily 
intercepted, at least without direct access to the cables themselves. The widespread 
use of fiber optics may also affect requirements for expensive sigint satellites since 
transmissions over fiber optic cables cannot be intercepted from space-based 
platforms.' 

In addition to the widespread use of fiber optic cable. civilian communications 
have been marked by increased access to high-quality encryption systems formerly 
available only to governments and militaries. Some systems are available at no cost 
on the Internet and others can be obtained commercially at minimal expense. This has 
led to an extensive debate in the United States about the need for export controls on 
sophisticated encryption systems. Although it is universally acknowledged that 
commercial encryption systems available throughout the world present major 
challenges to intelligence (and law enforcement) agencies. U.S. intelligence officials 
have argued that permitting export of high-quality U.S. systems with associated 
systems support would greatly extend the capabilities of other governments and 
hostile groups to protect their communications. After extensive discussions within the 
executive branch and Congress, steps have been taken to loosen, but not remove. U.S. 
restrictions on encryption exports.' NSA officials were active in criticizing 
unrestricted encryption exports and observers suggest that these views, which were 
shared by many in Congress especially within the intelligence and armed services 
committees, may have fueled press criticism of NSA. 

Changing threats, coupi e.d with the evolving global technological environment. 
have undoubtedly made NSA's tasks far more difficult. The proliferation of 
communications throughout the world and the spread of encryption may make 
electronic surveillance almost impossible. Much equipment acquired for Cold War 
missions is not effective against new targets. In some cases. NSA must resort to 
analyses of traffic patterns—who is communicating with whom, when, and how 
often—to provide information that may not be obtainable through breaking of :odes 
and reading of plaintext. 

A major shortcoming was revealed in January 2000 when a software anomaly in 
the communications infrastructure curtailed NSA's operations for some 72 hours. An 

See Ivan Amato. "Fiber Optics: Communicating at Licht Speed." Washington Post. 
November 10, 1999. p. Hi; Lee Bruno, "Broadband: To Infinity and Beyond," Red Herring, 
February 2000, p. 170. 

See Jeremy Singer, "Sophisticated Fiber Optics Also Problematic for NSA," Defense News, 
June 12, 2000. 

See Richard M. Nunno, Encryption Technology: Congressional Issues, CRS Issue Brief 
IB96039; Richard A. Best. Jr. and Keith G. Tidball. The Encryption Debate: Intelligence 
Aspects, CRS Report 98-905, November 4, 1998. 



intensive a -id expensi-e effort v as required to restore operations. A subsequent 
assessmen• found that the fundar rental pr kit m was not technical. but doctrinal and 
organizatic nal.' 

Pei sonnel Matters 

NSA I .as employe I many hi E aly gifted sci ;mists. engineers, and mathematicians. 
However, hifting cc ncems and 1 udget reductions required in the early 
1990's led o early reti -ements at d fewer nem ly hired employees. During the same 
period, the Agency wz s also req tired to :noN e towards a personnel structure more 
closely ref cctive of lational c emograr . Simultaneously, a revolution in 
communici tions and it formation technolcgie: was launched in many small, start-up 
firms whos ; culture and salary at d persor nel benefit levels were radically different 
from those of govern nent atter cies. As ti e extent of these problems became 
apparent. C naress ha: provided laridanct in :everaI areas. 

Diversity and Equ ii Oppol tunity Iss les 

At leaft since the enactment ( f the Nai ion :I Security Agency Act of 1959 NSA's 
personnel p >licies have aeen the st bject of( onl ressional interest. That Act in essence 
established a separate iersonnel >ystem f I !SA. By the mid-1980s the House 
Intelligence Corrunitte: became :oncenu d •ith the relatively small numbers of 
African-An ericans, Hi: panics, am d womej w thin the NSA workforce. (In 1993. 
blacks cons ituted 9% cf the total number of ;SA employees whereas the national 
labor force percentage was just iver 10; the NSA Hispanic percentage was 1.2, 
whereas the national avi rage was j 1st over .;: fc r Asian Americans, the national figure 
was 2.9, at i ;SA it was 19.)9  On( congres ;ion il initiative included provisions in the 
FY1987 Intl Iligence AL thorizatio: i Act ( P .1..9c -569) amending the National Security 
Agency Ac: to establish an ur dergr, actuate training program to facilitate the 
recruitment of minoric!, high schc studei its • vith skills in mathematics, computer 
sciences, er gineering and foreigi langua tes. Recruitment efforts were made in 
colleges wit 1 higher co icentratioi s of His Jan students and efforts were made to 
ensure equa considrai ion in prc -notions. B / 1996, NSA had made measurable 
increases in minority a id female represet tati in in the general workforce and in 

" See Walter incus, "NS..! System 0 ash Raises H) !Worries," Washington Post, February 
2. 2000. p. 19 Michael V. iayden, "B ickgroun Ion NSA: History, Oversight. Relevance for 
Today," Defe tie Intelligewe Journa , Sununu 20 )0, p. 31. During this period the British 
reportedly hel ied to suppl) data that SA could not )btain directly; see Ben Maclntyre, "UK 
Spied for US Is Computer Bug Hit," rimes (Ldndc a), April 27, 2000. 

9  Statement of Vice Admiral J.IvI MeCor nell USN, Director, National Security 
Agency/Chief Central Sec Irity Servic in U.S. :Ion tress, 103"' Congress, 1" session. House 
of R epresenta ives, Permar ent Select C ommittet onl itelligence, Cenral Intelligence .4gency, 
Defense Inteh 'gence Agen. y and Nati ma! Sect rity 4gency: Minority Hire. Retentions and 
Promotions, I (eanng, Oct, iber 28, 19 )3, p. 27. 
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leadership positions. I' These initiatives were not welcomed by all NSA personnel, 
with some officials expressing concerns that others would receive preference at their 
own expense." Since the mid-1990s public congressional hearings and published 
committee reports have not given extensive discussion to diversity issues. Although 
efforts continue to increase the diversity of NSA's workforce, other personnel issues 
have complicated hiring and promotion policies. 

Changing Personnel Requirements 

Since the end of the Cold War, the nature of sigint targets has changed; the sheer 
quantity of communications has dramatically risen and sophisticated encryption 
systems are increasingly available throughout the world. These changes in targets and 
technologies have required a substantially different NSA workforce. Long staffed by 
civil servants and military personnel who made their whole careers in cryptologic 
specialities; NSA officials must now be able to shift rapidly among disparate sigint 
efforts and varying targets. Different skill mixes are required at NSA at a time when 
technical specialists in communications, computer services, and encryption systems 
are in high demand throughout the economy. Observers believe that entry- and mid-
level government salaries are not equal to opportunities currently available in an 
especially dynamic sector of the economy; furthermore, workers in technical fields 
often shift jobs in short periods and it may not be possible to retain them solely on the 
basis of the career benefits of federal service.12 

As has been the case with other intelligence agencies, staffing levels at NSA have 
been reduced during the past decade. Many analysts and others who spent their 
careers focusing on Soviet and Warsaw Pact issues no longer directly relevant to U.S. 
security concerns have retired or moved into new specialities. Some media observers 
suggest, however, that NSA continues to be burdened by an "old guard" of Cold 
War-era careerists whose talents are not precisely suitable to emerging missions. 
Although such charges are difficult to document (and may only reflect bureaucratic 
politics), it is generally acknowledged that NSA will have to adopt an altered 
personnel structure. FY2001 Intelligence Authorization legislation (passed by both 
houses, but vetoed by the President because of concerns not directly related to NSA) 
would provide authority for NSA to offer early retirement and voluntary separation 

U S. Congress, l04' Congress. 2d session, House of Representatives, Permanent Select 
Committee on Intelligence. Human Resources and Diversity, Hearing, September 20, 1996, 
pp. 28-29. 

" U.S. Congress, 103d Congress, 2d session, House of Representatives, Permanent Select 
Committee on Intelligence. Hiring, Promotion. Retention and Overall Representation of 
Minorities. Women and Disabled Persons within the Intelligence Community, Hearing, 
September 20, 1994, pp. 124-125. 

" In November 2000 the Office of Personnel Management announced that it was establishing 
higher rates of basic pay for entry- and mid-level information technology (IT) workers 
throughout the Federal Government, with net pay increases ranging from 7 to 33%. The IT 
categories involved include a significant number of positions at NSA. NSA is also preparing 
to implement a new compensation structure that will use variable pay to recognize and reward 
achievement. See "NSA Chief Pushes Ahead with Overhaul of Agency's Culture, 
Operations," Defense Information and Electronics Report, October 20, 2000, p. 5. 
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pay to emp: 3yees with l0 or 25 y :ars of se rvic (depending on age). This provision 

was insertec to provide the NSA )irector •vitl- the opportunity to institute personnel 
changes tha arc consithred neces ;ary and refl :cts the intelligence committees view 

that ''the s tuation at SA is u iique. n3t nly in the enormity of the task of 
modemizat; Dn. but aho in the Erect in .pac : on national security should NSA 
modemizati mi 

One al proach tha; has been idopted is t< increase reliance on contracting out 

personnel si rvices although secur ty consi.lerz :ions can complicate the use of non-
career persc anel. In s ime cases t has been p( ss ible to acquire the services of some 
retired NSA officials who are able to receiN e th relevant clearances with little delay. 
In other situ itions NSA is able to :ompartr icn alize some activities and make use of 
specialists .ho do not need acces • to sens tive information. Some observers warn, 
however. th

 
it contract iersonnel mill tend no; to be as committed to the Agency's 

missions. an may work subsequen ly for no a-gi .vernment concerns with an increased 
possibility c unauthori; ed sharinE of class fiec information. 

Charting N iA's I'ut are Direction 

In rece it years. cc ngression; 1 oversi tht :omminees have become concerned 
about the eft :ct of the ch3nged intc national thre it environment and new technologies 
on NSA's ft turc effectiveness. Th : require met t to replace aging satellite systems in 
particular hE ye placed pressures o intellig :nci spending across the board: the size 
and extent if NSA's t ucicjet me' itably rr ean that it would be subject to close 
scrutiny. Ti us, in 1997 the Senat Select or anittee on Intelligence established a 
Technical A ivisory Gm up (TAG; to revie i U.S. sigint effort along with other 
technical cht !lenges faCi ig the Inte ligcnce Corr muruty. The TAG was composed of 
leading U.S. scientists a id experts in technc ilog ; and intelligence and has made two 
classified rei orts on NS A's capab lities. ccc rcling to the Senate Committee, the 
TAG identii ied serious deficienci !s: - as ieso trees have been reduced, the NSA 
systematical] y has sacrifi:ed infrast ucture n ode mization in order to meet day-to-day 
intelligence equircment Consec uently, tie rganization begins the 21" Century 
lacking the te .chnologica infrastruc ure and I urn in resources needed even to maintain 
the status qu ), much less meet eme .ging eh:: Hen One media account indicates 
that the TA; I's conclus.ons '.vere highly c itic il: 'We told them that unless you 
totally char your inteligence-cc lection !yst( ms you will go deaf." one involved 
official [statt (11. "You' ve got ter years.—  A( cording to the account, the Group 

.3  U.S. Cong css. 106" Congress, : d sessioz , C )runittee of Conference, Intelligence 
Authorization Act for Fisc 11 Year 20( /, 11.Rep . IC 5-969, October 11, 2000, p. 46. 

'George Cahl nk, "NSA Nt ay Outsour :e 5,000 high Technology Jobs," Defense News, June 
12, 2000. p. 4 

15  U.S. Congr rss, 106" C ingess, 2c session, Sen .te, Select Committee on Intelligence. 
Authorizing A, wropriation rfor Fiscal Year 200 'foe the Intelligence Activities of the United 
States Govern nent and th t Central In elligence Age ncy Retirement and Disability System, 
S.Rept. 106-2 '9, May 4. 2300. p. 6. 
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"urged that the agency immediately begin a major reorganization, and start planning 
for the recruitment of several thousand skilled computer scientists." 

According to the Senate report, the TAG also recommended new business 
procedures and additional resources. The report indicated that the FY2001 
authorization bill would likely reflect TAG recommendations, with resources being 
shifted to long-term infrastructure modernization at the expense of some short-term 
collection." 

The House Permanent Select Committee on Intelligence also reached the 
conclusion in 1998 that "very large changes in the National Security Agency's culture 
and method of operations need to take place."18  The Committee indicated its 
approach: 

First, the committee is funding and mandating external management reviews. 
Second, the committee is attempting to infuse fresh thought, needed expertise 
(especially in systems engineering), and greater fairness by insisting that 
significant portions of certain categories be contracted out and that outside 
proposals and expertise be solicited, notably in systems enumeering, advanced 
research and development, and in development activities.... Third, fences have 
been placed on portions of the budget, with the prospect that a considerable 
amount of money could be reprogrammed for other [Intelligence Community] 
needs if NSA does not develop detailed strategic and business planning. Iv 

The House committee envisioned "a far more radical revision of the budget process 
than presently contemplated." Emphasis would be placed on "a new culture in which 
all team together on a new architecture." 

Director Hayden's Initiatives 

Aware of the challenges facing the Nations sigint effort and responsive to 
congressional concerns, the senior leadership of NSA has been moving to make 
drastic changes in NSA's operations and organization. Upon becoming NSA's 
director in March 1999 Air Force Lt. General V. Michael Hayden assigned a number 
of mid-level NSA officials to review the Agency's organizational structure. Known 
as the New Enterprise Team, the group recommended a new executive leadership 
team, the development of strategic business plans, the acquisition of agency wide 
management information systems, and hiring a financial management officer. A 

Seymour M. Hersh, "The Intelligence Gap," New Yorker, December 6, 1999, pp. 62, 64. 

I7  Additional background on NSA's managerial challenges is provided in "NSA Overhauls 
Corporate Structure in Effort to improve Operations," Inside the A ir Force, June 23, 2000. 

" U.S. Congress, 105°  Congress, 2d session, House of Representatives, Permanent Select 
Committee on Intelligence, Intelligence Awl:of-Lawn Act for Fiscal Year 1999, H. Rept. 
105-508, May 5, 1998, pp. 9-10. 

19  Ibid.. p. 10. 
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separate rE port hy a smaller 7oup of out ;ide experts with experience in the 
telecommu ications in iustry ma' le simila • ret ornrnendations.-11 

The tv o sets °fret ommenda :ions refl !ctc a consensus by these advisory groups 
(and by cot gressional )verseers) that NS k quires more centralized management, 
that separa e divisions that had 1 ing enjo ied functional independence need greater 
coordinatio to reduce duplicati' e functions, and that there needs to be a strategic 
vision of h nv the Ag :ncy is to adapt tt ,  ch mged geopolitical and technological 
environmer ts. Both Tports re lected c onf dence in the importance of NSA's 
missions, t at both w :re high17. critical of NSA's management and personnel 
structures. The outsidr experts c mcludec : he most serious issues are leadership, 
acc ountabi I ty, and elm owermen , as evidt nce i by great dissatisfaction with decision 
making witl in the Agency."' T le NSA iffi,  ials noted the Agency's fundamental 
problems: " ack of goy :mance. I; ck of lez der hip. and lack of strategic alignment." 
Although s )me specifi criticisn .s reflee the inherent limitations of government 
agencies in t omparison xith the ci ilian tele zon munications industry. NSA was urged 
to take spec ial steps tc hold mid tic main: ger: responsible for personnel decisions. 
Although N ;A has trad: tionally hi .ed recen: co lege graduates and retained them until 
retirement, changes in technolo y. in th: it ternational environment, as well as 
disparities ii . govemme it and civ. iian salaries, imply that in the future there may be 
fixed-term r 3sitions ane I upgrade( salary le vels for some critical technical specialists. 

NSA IA as also urgt d to move iway fro Te it traditional preference for performing 
all functions in-house rather than t ) look for cs ative ways to find civilian contractors 
not just as ;ources of manpowe but as -so ution providers." and to make hard 
choices ove priorities .ather that to makt: ac oss-the-board budgetary reductions. 
The outside team of ex ierts urge( NSA not oily to take advantage of the potential 
advantages , if outsourc:ng but als to brin. ; in mid- and upper-level managers from 
successful b isinesses. 

In Nov :mber 199S , Hayden aunched "1C) Days of Change"—another series of 
manatzenal nitiatives r:sponsive to the r !CO: nmendations of these groups. He 
subsequentl summarize d NSA'si hallen2e;: ") mintainine a strong infrastructure of 
people and facilities in a time 3f cons! rair :d budgets: accurately forecasting 
technology t -ends in tht face of at explosim if information systems: and reacting 
agilely to ne v technoloOcal innoN 

With cc isiressional support H iyden ha bri ught in industry experts from civilian 
firms to dew lop a comprehensive iusiness plat for the Agency that will enable it to 
perform in a ransforme( global ml )rmatior tee inology arena. An initial step was the 
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appointment of a new chief financial manager from private industry in January 2000. 
He has also hired a chief information officer, a senior acquisition executive, and 
created a transformation office. It is hoped that these officials will provide the 
capability for strategic planning and centralized coordination that NSA has been 
criticized for not maintaining. In July 2000 it was announced that William Black, Jr., 
a former NSA official who had retired and found employment in a high-tech 
consulting firm, Science Applications International Corporation, would be appointed 
deputy director. Black replaces Barbara McNamara who has been widely blamed in 
some media accounts:5' as part of an "old guard" that has delayed NSA's transition to 
post-Cold War challenges. McNamara has been assigned as head of NSA's liaison 
office in London. 

In October 2000, further adjustments in NSA's mana2ement structure were 
announced. General Hayden will serve as Director and Chief Executive Officer and 
intends to focus on implementing the changes necessary to keep NSA relevant to the 
needs of the rest of the Government. Deputy Director Black will also serve as Chief 
Operating Officer and be responsible for day-to-day operations. A new Executive 
Leadership Team will be created to concentrate on overall strategic planning issues. 
composed of Hayden, Black, and the deputy directors for operations. information 
assurance, and technology.' 

In June 2000 NSA announced that it intended to contract out "non-mission 
related" information technology (IT) support—information technology functions that 
are not part of its core cry, ptologic efforts.25  A $4 billion IT contract, to be known 
as Project Groundbreaker, will be awarded for handling many of the Agency's 
extensive and varied requirements for information processing including desktop and 
workstation computers, email, network operations, software and telephone systems.-6 
Hayden indicated that NSA divisions traditionally had undertaken much of their own 
IT work to support their ongoing operations, with inadequate concern for overall 
financial implications for the entire Agency. He was quoted in one account: 

I knew exactly how much activity X cost. I knew when we spent the money, I 
knew what it cost. I knew when it was appropriated. But we didn't really have the 
ability to aggregate all activity Xs and portray them to the agency as, "Hey, by the 
way, do you realize that is what activity X cost you around the world and do you 
really want to be spending [thisj percentage of your budget on activity X as 
opposed to activity Y?" We couldn't do that. We couldn't pull the thread and 

" Especially by Hersh, "The Intelligence Gap," p. 62. 

"NSA Chief Pushes Ahead with Overhaul," Defense Information and Electronics Report, 
October 20, 2000, pp. 1,4. 

25  For additional background on outsourcing issues, see Valerie Grasso, Defense Outsourcing: 
the OMB Circular A-76 Policy, CRS Report RL30392, April 12, 2000. 

26  Cahlink, "NSA May Outsource 5,000 High-Technology Jobs." The Request for Proposal 
for Groundbreaker is anticipated in January 2001 with the award of a contract in July 2001. 
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attareg .te what A W is we were doing as an ( nterprise in order to make straw= 
decisio is on directic n.- ' 

Hayden rea izes that a more cent zlized s vste n, with much work outsourced to a 
civilian con ractor, ma:,  result in having t si y "no to legitimate daily operational 
needs becat se the system can't h; ndle it. Th2: is the big change."' 

Elements of Uncer:ainty 

Few ot servers den i that sigu 9cant str ctt ral changes in NSA's organization are 
warranted,I.ut some cat ttion that t ie changes t tus far envisioned may not resolve the 
expected pr Sk. tptics note in parti :ula that outsourcing is no panacea, that 
it may mean the loss oft xperience I personu tel ,ith longstanding ties to NSA without 
necessarily i educing ow rail costs io the tax pay Ts. Further, they argue, the necessity 
of granting sensitive clearances to coral act. T personnel may increase risks of 
compromisi ig classifiei inforrni tion and p: ocesses. All agree that costs of 
background security imestigation will inc rea! 

Other c bjections nay be raisi d conce:nin the consolidation of IT functions in 
a centralizec office. The flexibility of indivi ilia) components to design unique systems 
may be jeop trdized, one the NSA 3irector has icknowledged that certain legitimate 
functions en. .s' have to Fe curtailer Obser ver note that many of the technological 
advances in the past di cade hay( been rr ade by decentralized organizations that 
permit comr onent divis.ons to esti blish the ir o-  vn operational practices and develop 
their own II solutions v ithout mi ro-mani gen .ent from a headquarters staff. 

The E: .ternal Tea -n argued that "it tell gence targets will continue to be 
increasingly ransnation;.1 in nature, and. nment to geographical locations and 
entities is ob ;olete." Al.  hough all kserver wi .uld agree that NSA cannot maintain 
uniform dep hs of arza xpertise fir all pot end il concerns, some suggest that there 
are areas tha will be ohi 'tense con :ern to ti e U S. Government for decades to come 
and dispersi ig area familiarities Icquired ov :r many years would be seriously 
mistaken. 

Congre isional.obscrvers stror gly supc art he usc of NSA's budget to establish 
priorities. T ley do not ii:dicate tha they be] ievt NSA has mishandled funds: they do 
maintain that the Agenc) has not m maged its bt. duet to achieve managerial goals. In 
1999 the Ho ise Intelliet nee Conu uttee no ed hat "In the last two Congresses, the 
committee h .s been dire :t in its id( ntification o 'process and management problems 
that required attention," but "NSA manage:nen : has not yet stepped up to the line." 

27  Quoted in". SA Overha Its Corp= te Structure ii Effort to Improve Operations," Inside 
the Air Force, June 23, 20)0, p. I. 

28  "NSA Ovei 3au1s c,orpot ate Structi: -e to Imr rovi Operations." Also, "NSA to Pursue 
Government-I idustry Partn :rship for I. formatio i Te :hnology Infrastructure Services," NSA 
Press Release June 7, 2000. 
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The committee added that it "looks forward to the opportunities for change that 
present themselves with the introduction of a new Director of NSA."' 

The Senate Intelligence Committee has urged that the NSA Director should have 
greater authority over the 70% of cryptologic resources that are currently managed 
by the military services. The military services operate collection sites, undertake 
initial analysis. and provide direct support to military commanders. NSA is responsible 
for tasking their efforts and for final analysis of the data they collect. Since service 
cryptologic elements support both NSA and military commanders there are inevitably 
differences over their disposition and responsibilities. Although the Senate Intelligence 
Committee advocates the NSA Director have "centralized direction across the 
SIGINT infrastructure as he implements his modernization strategy,"' some in DOD 
(and perhaps in Congress as well) would argue, however, that the need to configure 
sigint resources in direct support of operational commanders would argue against 
such augmented authorities for the leader of a Washington-area agency. 

The House Committee, in reporting its version of the FY2001 Intelligence 
Authorization Act in May 2000 (H.R. 4392), accepted the need for managerial 
changes at NSA. Criticizing the traditional independence of NSA's divisions, the 
Committee argued that: 

Each type of communication—radio, satellite, microwave, cellular, cable—is 
becoming connected to all the others. Each new type of traffic shows up on every 
type of communication. Unfortunately, as the global network has become more 
integrated, NSA's culture has evolved so that is seemingly incapable of responding 
in an integrated fashion. 

The House Committee argued that NSA must, as a result, "prepare itself for complex, 
prioritized, carefully timed and integrated systems acquisitions that, in aggregate, rival 
the complexity of programs commonly managed by the NRO, the Defense 
Department, and commercial industry."' 

The House Intelligence Committee's recommendations for significant shifts in 
NSA's budget have not yet been accepted. DOD urged that the changes not be 
approved pending a review of the results of Hayden's initial reorganization efforts.'2 
In particular, DOD, with support by the Senate Armed Services Committee, views 
with concern any efforts to give the DCI influence over NSA that would detract from 
that of the Secretary of Defense. These separate approaches may not easily be 
reconciled. 

29  H.Rept. 106-130, pp. 12-13. 

" S.Rept. 106-279, p. 7. 

U.S. Congress, House of Representatives, 106th  Congress, 2d session, Permanent Select 
Committee on Intelligence,Intelligence Authorization Act for Fiscal Year 2001, H. Rept. 106-
620,p. 16. 

" Letter from the Chairman of the Joint Chiefs of Staff and the Secretary of Defense to 
Chairman, Senate Armed Services Committee, reprinted in U.S. Congress, 106th  Congress, 
2d session, Senate, Committee on Armed Services, Intelligence Authorization Act for FY 
2001, S. Rept. 106-325, pp. 8-9. 
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NSA End counterpart agenc: m in a nt mb !T of other countries, especially Great 
Britain, ha N come under much riticism n tl .e European Parliament for allegedly 
monitoring private co nrnunicati ms of x on- J.S. businessmen in a coordinated 
electronic urveillance effort lumwn as Ed elon in order to support domestic 
corporation Some Cr itics go fu ther and clu rge that NSA's activities represent a 
constant thi at to civil 'iberries of fbreignei s ar d U.S. persons as well. Though NSA 
has reassun d congress onal oven ig.ht commit ees that the Agency complies strictly 
with U.S. 12 or, these co ntroversie: wi:1 unt out tedly continue.' 

:oncliisi )n 

The M tional Security Act es ablishes t as a recognized function of the U.S. 
Governmen and requi. -es that it is usual!:,  to be carried out by NSA. The U.S. 
Govenunen thus has accepted resi tonsibilit /fo • electronic surveillance activities that 
are conderm ed (but not necessaril r eschew d) iy some foreign countries. Although 
some specia ists in intc: national 1; w argue tha electronic surveillance is inherently 
illegal, U.S. officials co tend, bas on copstit Mona] responsibilities, statutes, and 
long-establi: hed practic that elec Tonic su -vei lance related to national security and 
preventing ti rrorism and intematic nal narct tics smuggling is a legitimate function of 
the U.S. Go /eminent. Unlike so; ne forei n c iuntries, the U.S. has not asserted a 
right to corn uct electric,' tic surveil: ance to supp art its "economic well-being." 

33  See Richari . A. Best, Jr, lntelligen :e and Lc w E iforcement: Countering Transnational 
Threats to the U.S., CRS F .eport RL3( 252, July 2, 1 )99; also, J.M. McConnell, "The Future 
of SIGINT: ( ipportunitiel and Chat! . nges in t e I 'formation Age," Defense Intelligence 
Journal, Sum net 2000, c: pecially pr 46-47. 

For further nformanon, see Appeni ix B. 
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Managing this effort in a changing geopolitical and technological environment, 
according to knowledgeable observers and congressional overseers, requires that 
NSA's organization and operations be substantially altered. This process is currently 
underway to strengthen the NSA Director's role in managing, the Agency, but many 
uncertainties remain that will determine NSA's future. No national security official 
can confidently predict what collection priorities will exist in five years time, nor can 
the equipment acquisition priorities be firmly projected very far into the future. With 
congressional encouragement, the current leadership of NSA is drawing increasingly 
on talent available in the civilian community to offset the difficulties involved in 
retaining talented technological experts in a very tight sector of the labor market. 
This effort may not result in the stable, loyal workforce that, in the past, led to NSA's 
gradual successes against Cold War targets. Some observers also believe that NSA 
will ultimately require significant budgetary increases at a time when there is a 
determination to restrict overall government spending. 

The future success of NSA is by no means guaranteed. The current NSA 
Director's managerial initiatives and the move to use outside contractors have 
widespread support, but these efforts may not achieve all their intended goals. NSA 
may not be adaptable to radically changing developments in international 
telecommunications and the bewildering emergence of terrorist groups previously 
unheard of. The wider public may come to view NSA's activities as inherent threats 
to privacy that outweigh the value of information acquired. Attention will be paid to 
the costs and benefits of allocating additional funds to NSA at a time when there are 
sure to be competing demands. 

The current level of congressional concern with NSA is unlikely to diminish. 
Observers expect that, in the face of attacks on NSA by some in the media and by a 
number of European parliamentarians, members of Congress will be asked to defend 
or criticize not only NSA's operations, but also its statutory roles and missions. 
Funding for NSA's efforts to adapt to altered geopolitical and technological 
environments will have to be balanced against other competing needs. To a much 
greater extent than in the past, observers expect that Congress will continue to 
involve itself in internal changes in the Agency designed to acquire technological 
capabilities to acquire information at a time when the volume of communications is 
expanding exponentially, and access is greatly complicated by the spread of 
sophisticated encryption systems. 



Ai pendix A. Con gressi on 11 Oversight of NSA: 
A Brief RI view 

Coder taking and signals i itelligence (;igint) have long been functions of 
govemmen s and military organ zations.' 
attention tc codemakix g and co< ebreakir g ti 
forces duds g World War I establ shed a fx irly 
1920s and 930s, the :,ervices it aintainet a 
State Depa trnent coil iborated vith the Art 
Chamber" i hat attemp ed, with imited s ace 
diplomatic i ornmunica ions. By the time the 
U.S. codeb: takers were able to c ecrypt s, nric 
foreign cou itries. Succ ess in bre: king Japane 
"the exercis : ofthe grea :est ingem ity and u :ma 
publicly aft< r the end o the war i the cot gre 
Pearl Harbc r.36 

During the course of World War II, sigi it efforts proved to be exceptionally 
valuable esp :cially in re 3ard to ac puiring ii iliu ry information. The crucial victory at 
Midway in . une 1942 ti at halted apan's a dva ice in the Pacific was gained through 
sigint. -n-2 Allies' a Diliry to I eep sup )lie flowing across the North Atlantic 
depended ox limiting U- boat attac Is: this tc o w is accomplished through good sigint. 
Some obser •ers have concluded t tat sigint en bled the Allies to end the war at least 
a year earlie • than woul i otherwis have b :en )ossible. 

During World War 11, coor zration with the British in sigint collection and 
analysis pro' ed very fl-uitful. Alth< ugh botl cot .ntries were initially reluctant to share 
their codebr raking sectets, they g.raduall:• ca Tie to appreciate the advantages of 
sharing both collection nd analys s. Anglo-A; lerican cooperation did not end with 
the conclusii ,n of hostili :ies in 1945, but ac ual y expanded with the beginning of the 
Cold War ai d the expa ision of 1.. .S. secui ity nterests throughout the world. The 
relationship • vith the Bri ish would :ventual y ci compass the Canadians, Australians, 
and, to a les: er extent, tie New Z1 alanders 
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After the War, the Army and the Navy, and subsequently the newly independent 
Air Force all continued sigint collection. An effort was made to coordinate the 
services' sigint efforts in a single organization known as the Armed Forces Security 
Agency established by the Secretary o f Defense in 1949. Coordination problems were 
not, however, resolved until October 1952 when President Truman established the 
National Security Agency in an effort to provide a more effective structure for 
coordinating signals intelligence activities. Truman had determined that the sigint 
function was "national," that it would serve civilian policymakers in the State 
Department and the White House as well as the military. This action was taken in a 
secret memorandum that was not made public at the time. 

NSA became the U.S. focal point of a global sigint effort. Signals are collected 
at field stations throughout the world, most of which operated by the military services. 
Some initial processing and analysis may have be performed at the collection site, but 
in general the "take" is forwarded to NSA, which moved its headquarters from 
Arlington, Virginia to Fort Meade, Maryland in 1957. After decryption and analysis, 
the resultant data is provided to "all-source" intelligence agencies such as the CIA or 
the Defense Intelligence Agency (DIA). NSA has always been staffed by a 
combination of civil servants and active duty military personnel, but the Agency also 
provides operational guidance to sigint collection stations maintained by the 
cry-ptologic elements of the military services (collectively described as the Central 
Security Service (CSS)). 

During the Cold War, NSA's operations. along with those of allied countries) 
were primarily directed at the Soviet Union, its Warsaw Pact allies, and Communist 
China. Massive efforts were made to collect sigint dealing with military threats to the 
U.S. and its allies. In addition to sigint provided to national-level decision makers, 
tactical sigint collection, analysis and reporting was incorporated in military 
operations, including those occurring in the Korean and Vietnam Wars. 

For many years NSA's efforts did not receive much public scrutiny. 
Congressional oversight was conducted by small sub-committees of armed services 
and appropriations committees without public hearings. The first major legislation 
dealing directly with NSA was the National Security Agency Act of 1959 (P.L. 86-
36). This Act did not describe the functions of NSA, but dealt with - housekeeping" 
matters such as pay and allowances, training, property acquisition. and leasing, It 
exempted NSA from the requirement to provide detailed information regarding 
organizational and functional matters to the Civil Service Commission (the 
predecessor of the Office of Personnel Management). These authorities are, in 
general, similar to those exercised by the Director of Central Intelligence (DCI) in 
regard to the CIA. The act has been amended from time to time and serves as the 
statutory basis for NSA's personnel policies that derive from its unique mission, 
including special pay and allowances for overseas travel, professional and foreign 
language training, and property leasing, and use of the NSA. 

An exception to the practice of congressional reticence regarding NSA was a 
report on a widely publicized defection in 1960 of two NSA employees to the Soviet 
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he commicee criticiz et! perso: me) security procedures as shockingly lax 
and in part is a result o fconl.Tress onal criti :isr lof the handling of the Mitchell/Martin 
case DOE tightened the secur ty pract cps at NSA to ensure that background 
investigati; .ns were cc mpleted p ior to gi anti ig access to cryptologic materials. In 
1964 P.L. 88-290 (Icr own as T tie III o thi Internal Security Act of 1950) was 
enacted to establish requirement ; for sect.rity investigations for persons working at 
NSA. Obst rvers note t -rat it was z n early re flec :ion of the importance o f congressional 
oversight. It gave the SA Dire. tor autht 'tit) to terminate the employment of NSA 
personnel ' whenever] e conside: s that ac ion to be in the best interest of the United 
States." St ch actions an be take notwitl stai ding usual civil service procedures for 
personnel ; ctions. In 1996 thes. • provisii )ns were superseded by enactment of the 
FY1997 N itional Def :rise Auth trization Ac: (P.L. 104-201, sections 1631-1635) 
which estat lished intel .igence pei sonnel p es for the entire Defense Department, 
including a ithority to terminate :mployei s" n the interests of the United States." 
Appeals of decisions ti ) terminatt can on!" be made to the Secretary of Defense.3g 

In the nid-1970s, public con :erns tha U. intelligence agencies were spying on 
domestic g oups oppo: ed to the fietnam Wa led to hearings by select committees 
in both ch: mbers." merest in NSA ent :red on "watch lists" that had been 
maintained .o collect o immunica; ions of L .S. ;itizens who were suspected of ties to 
hostile fore, gn countries and grou Tht re 'as also interest in a project, known as 
Shamrock, ›y which copies of in ernationil legrarns were provided to NSA on a 
daily basis t y three tele graph corn T hes. : practices had been terminated by the 
early 1970':, but Mem rers of Co igress cc nsii !ered that the Agency should be held 
accountable for them.' (The des re to brings ich practices under the constraints of 
statutory la v contribut ;d to pass; ge of tht Fo tign Intelligence Surveillance Act of 
1978.) 

During the heariz 2s condu led by he Senate Select Committee to Study 
Govemmen at Operations with ; espect to Ir :elligence Activities (known as the 
Church Cot unittee aftt r its chair nan, Set ato • Frank Church), for the first time a 
Director of NSA testi ied in op n sessicn tt give a public overview of NSA's 

37  U.S. Cong ess, 87th  Cc ngress, 2d ession, Hous. • of Representatives, Committee on Un-

 

American .Ac tivities, Sec irity Pract ces in tie A Mona/ Security Agency (Defection of 
Bernon F. M tchell and Plinio??? H. Iartin), F epo 1 [Committee Print]. August 13, 1962. 

)8  See Genera Accountinf Office, Int !Iligence ige, .cies: Personnel Pracrices at CIA. NS.4, 
and DIA Con pared with hose of Or. er Agencies, 3AO/NSIAD-96-6, March 1996. 

39  See Loch K . Johnson, .4 Season of 'nquiry. (on ress and Intelligence (Chicago: Dorsey 
Press, 1988). 

4°  See Morton H. Halperin The Lawli ss State: a he ( rimes of the U.S. Intelligence Agencies 
(New York:! enguin, 197 i). 

41  See U.S. :ongress, 9 Ich  Congrc! s, 2d set sior , Senate, Select Committee to Study 
Governments Operations vith respect to1ntellig Activities, Supplementary Detailed Staff 
Reports on In elligence Activities and the Right of. mericans, Book III, 1976, pp. 765-776. 
The congress] 3na1 investi[ation of Sh unrock is des :ribed by a participant, L. Britt Snider, 
"Unlucky Shz mrock: Recollections fr xn the C iurc I Committee's Investigation of NSA," 
Studies in Int, lligence. W nter 1999- :000. 
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responsibilities. Lt. General Lew Allen. Jr., citing the statutory and other authorities 
under which NSA carried out its responsibilities. stated: 

This mission of NSA is directed to foreign intelligence, obtained from foreign 
electrical communications and also from other foreign simals such as radars. 
Signals are intercepted by many techniques and processed. sorted and analyzed by 
procedures which reject inappropriate or unnecessary signals. The foreign 
intelligence derived from these signals is then reported to various agencies of the 
government in response to their approved requirements for foreign intelligence:-

 

Allen also explained in some detail the practice of establishing "watch lists" by which 
"words, including individual names, subjects, locations, etc." could be identified 
within a stream of communications to separate useful information from the vast 
quantities of chatter. Particular attention was paid to retrieving information relating 
to terrorism, narcotics, and—a particular concern of the Johnson and Nixon 
Administrations—foreign influences on domestic groups suspected of fomenting civil 
disturbances in the U.S. in protest against the U.S, role in the Vietnam war. 

Allen indicated that, pursuant to presidential direction, the Secretary of Defense 
had established NSA in accordance with his statutory authorities. He noted further 
that "for the past 22 years [i.e., since circa 1953]. Congress has annually appropriated 
funds for the operation ofthe NSA, following hearings before the Armed Services and 
Appropriations Committees of both Houses of Congress in which extensive briefings 
of the NSA's signals intelligence mission have been conducted.' 

The Church Committee concluded: 

The National Security Agency is one of the largest and most technically 
oriented components of the United States intelligence community. Its basic 
Function is collecting and processing foreign communications and signals for 
intelligence purposes. NSA is also responsible for creating and supervising the 
cryptography of all United States Government agencies. and has a special 
responsibility for supervising the military services' cryptologic agencies. Another 
major responsibility is protecting the security of American communications. 

The Committee regards these functions as vital to American security. NSA's 
capability to perform these functions must be preserved. The Committee notes 
that despite the fact that NSA has been in existence for several decades, NSA still 
lacks a legislative charter. Moreover, in its extensive investigation, the Committee 
has identified intelligence community abuses in levying requirements on NSA and 
abuses by NSA itself in carrying out its functions. These abuses are detailed in 
the domestic portion of the Committee report. The Committee finds that there is 
a compelling need for an NSA charter to spell out limitations which will protect 

42  Testimony of U. Gen. Lew. Allen, Jr., Director, National Security Agency in U.S. 
Congress, 941h  Congress, 1 session, Senate, Select Committee to Study Governmental 
Operations with Respect to Intelligence Activities, Hearings, vol 5. The National Security 
Agency and Fourth Amendment Rights, 1976, p. 17. 

Ibid., p. 8. 
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indivn ual constitt tional rigF :s withot t it pairing NSA's necessary foreign 
missiot.." 

Thus. even a corm nittee wide ly perceived as antagonistic to intelligence agencies 
concluded :hat NSA': sigint rn ssion is - vi al to American security." It urged. 
however, t better statutory frar ework f Dr tie Agency and an enhanced role for 
congressio: Lal oversigl it to ensui e. that N SA as not misused in ways that would 
undermine etmerican 1: berties. 

The cc mplete fina report oft le Roust Se ect Committee on Intelligence (known 
as the Pike Committee was neve r made ubl c, but its published recommendations 
also includ :d a propc sal that t te existe nce of NSA be recognized by specific 
legislation, hat such le ;islation p ovide fo - ciN ilian control of NSA, and that the role 
of NSA w th reference to the taonitorir g c f communications of Americans be 
defined.' 
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Althou ;h in the Pearl Harbi .r invest: gati ins, the U.S. Government officially 
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FISA provic ed authorit:,  in U.S. st autory 1. .w ir electronic surveillance activities to 
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enacting the itatute the jnited Sta es Gavel nm,  :nt accepted responsibility for NSA's 
activities nc matter how they mif ht be re i ard rd in other countries. FISA does of 
course provi ic ample warning to : °reign count ies and foreign groups that the U.S. 
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was made that such activities are best undertaken without formal legal authorization 
and without the Government's accepting responsibility for them, Congress specifically 
rejected that argument in the belief that intelligence activities, including electronic 
surveillance, are necessary to protect the national security and that the U.S. 
Intelligence Community should be subject to law and to oversight by Congress. 

In addition to FISA, there were also efforts to establish a "legislative charter" for 
the agencies of the Intelligence Community, including NSA. Testifying in February 
1980, the then Director of NSA, Vice Admiral Bobby R. Inman, supported charter 
legislation, noting that "while the Agency has been provided with significant 
Congressional guidance and protection with respect to the information and products 
produced by the Agency, there was little Congressional guidance on the functions and 
responsibilities of the Agency and few Congressionally provided statutory tools to be 
used to perform those functions."' Charter legislation for the entire Intelligence 
Community became very complex and ultimately was a victim of partisan disputes in 
the late 1970s.48  It was not until 1992 that the National Security Act was amended to 
provide a functional charter for NSA.49  The Act now gives the Secretary of Defense 
the responsibility to ensure: 

through the National Security Agency (except as otherwise directed by the 
President or the National Security Council), the continued operation of an effective 
unified organization for the conduct of signals intelligence activities and shall 
ensure that the product is disseminated in a timely manner to authorized 
recipients.... 

Guidance for NSA's activities has been further detailed in a series of executive 
orders." E.O. 12333, signed by President Reagan on December 4, 1981 after 
extensive consultation with Congress, and still in effect, tasks the Secretary of 
Defense with responsibilities for NSA including: 

(I) Establishment and operation of an effective unified organization for signals 
intelligence activities, except for the delegation of operational control over certain 
operations that are conducted through other elements of the Intelligence 
Community. No other department or agency may engage in signals intelligence 
activities except pursuant to a delegation by the Secretary of Defense: 

(2) Control of signals intelligence collection and processing activities, including 
assignment of resources to an appropriate agent for such periods and tasks as 
required for the direct support of military commanders; 

47  Testimony of B.R. Inman, Vice Admiral, U.S. Navy and Director of National Security 
Agency, U.S. Congress, 96th  Congress, 2d session, Senate, Select Committee on Intelligence, 
National Intelligence Act of 1980, Hearings, 1980, p. 67. 

" See John M. Oseth, Regulating US. Intelligence Operations: A Study in Definition of the 
ONational Interest (Lexington, KY: University Press of Kentucky, 1985). 

4°  By the Intelligence Authorization Act for FY1993 (P.L. 102-496, section 705). 

5°  The first, E.O. 11905, was issued by President Ford on February 18, 1976; the second, 
E.O. 12036, was issued by President Carter on January 24, 1978. 



CRS -2 I 

(3) CoIl:ction of sig ials intellig :nce info trial on for national foreign intelligence 
purpose ; in accorda ice with gu dance fn m t ie Director of Central Intelligence; 

(4)Pro( :ssing of sig tals intellig. nce data : or n itional foreign intelligence purposes 
in accor lance with uiciance fix m the Di. ectc r of Central Intelligence; 

(5) DiE ;emulation of signals intelliget ,ce information for national foreign 
inteIlige ice purpose; to author zed elem ents of the Goverttrnent, including the 
military services, ir accordant e with g iida ice from the Director of Central 
Intellige ice; 

(6) Coll. ction, proce ;sing and di .seminatii in ci: signals intelligence information for 
counteri nelligence urposes; 

(7) Pros sion of sign ds intellige ice suppc rt fc - the conduct of military operations 
in accor lance with tz siting, prio ities, and star dards of timeliness assigned by the 
Secretai y of Defense. If prov sions of sucl support requires use of national 
colleen( n systems. ti .ese system will be t. iske I within existing guidance from the 
Director of Central I itelligence. 

(8) Exec uting the ref ponsibilitie , of the S ecre -ary of Defense as executive agent 
for the c 3mmunicatii ins security of the Ui lite( States Government; 

(9) Con( uct of resea oh and dev !lopment to n eel the needs of the United States 
for sign: Is intelligeni:e and corn nunicatio is s .eurity; 

(10) Pro ection of the security of ts install; tior ;, activities, property, information, 
and emp oyees by ap iropri ate m !ans, inch (din ; such investigations of applicants, 
employe is, con tructc rs, and othe • persons witi similar associations with the NSA 
as are tie cessary; 

(11) Pre icribing, wit kin its fieh or autht rize I operations, security regulations 
covering operatine pr retie es, inc. Iding the tran ;mission, handling and distribution 
of signal intelligence and commi nications seci rity material within and among the 
elements under conn ol of the f irector o r N A, and exercising the necessary 
supervis. Pry control ti ensure co 1pliance with the regulations; 

(12) Co iduct of fo -eign crypt 3logic li.iisot. relationships, with liaison for 
intelliger cc purposes conducted in accon anc ! with policies formulated by the 
Director 3f Central It telligence; Ind 

(13) Cor Juct of suet administr. :ive and teciu ical support activities within and 
outside tie United St ttes as are iecessary to r erform the functions described in 
sections 1) through (12) above, neluding proi urement. 

As notel above, in 976 the P; ce Cornriitti e urged civilian leadership for NSA. 
NSA has al% ,ays been I-  eaded by nilitaty Offic ers, but they have served under the 

direction of t )th the civi ian Secret iry of ID( fen ;e and the (usually) civilian Director 
of Central Int :lligence. In accordai cc with ;ub equent amendments to the National 
Security Act Directors of NSA ire now api ointed by the President upon the 
recommenda ion of the Secretary of Defense with the concurrence of the DCI 
(although a n commendation can bt submitt :d 'ithout the DCI's concurrence if the 
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fact of non-concurrence is stated). In recent ycars, few observers express concerns 
about the NSA Director being a serving officer. 

The amended National Security Act also provides that the DC develops budgets 
for the annual National Foreign Intelligence Program which includes NSA. The DCI 
also establishes the requirements and priorities that govern the collection of national 
intelligence. These provisions provide authority for the DCI to oversee NSA's budget 
and operations. There are, however, multiple occasions for differences between the 
roles of the Secretary of Defense and the DCI. The Defense Secretary is inevitably 
more focused on aligning NSA closely with the operating forces of DOD and tends 
to emphasize collection of direct interest to military commanders. The DCI, for his 
part, tends to see NSA as one component of an interagency effort to gather 
intelligence for senior policymakers in Washington; he approves collection and 
analysis priorities that reflect their requirements. These respective responsibilities are 
well understood; defense and intelligence staffs attempt to make adjustments to 
accommodate differing requirements within budgetary constraints. Any major 
reorganization or redirection of efforts, however, that could affect NSA's ability to 
support either national policymakers or military commanders would be sure to 
generate criticism from one quarter or another. 

The Pike and Church Committees also laid the groundwork for permanent 
intelligence committees. Subsequent to the establishment of the committees (the 
Senate Select Committee on Intelligence and House Permanent Select Committee on 
Intelligence) in 1976-1977, Members and staff have regularly reviewed NSA 
programs and adjusted budgetary priorities with almost all hearings being conducted 
in closed sessions. NSA spending (along with the cryptoloeic activities of the services 
and other agencies) is authorized in annual intelligence authorization laws with 
funding levels indicated only in classified annexes. The two armed services 
committees also have oversight of most intelligence programs since they involved 
Defense Department assets. 
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coordinated policies. Some observers object to international agreements made without 
the formal advice and consent of the U.S. Senate. The secret relationships have been 
criticized by observers in the U.S., Britain, Australia and elsewhere who oppose 
international entanglements. Some observers from European Union countries express 
concern that sigint cooperation among the "Anglo-Saxons" might work against their 
own economic interests. 

Supporters ofthe such relationships with other countries point to the advantages 
in shared efforts that conserve intelligence resources. The United States, Britain, 
Canada, Australia, and New Zealand often have common policies on important 
international issues, but the existence of close intelligence ties has not precluded 
different policies (or even, as at Suez in 1956, opposing policies) when national 
leaders felt them necessary. In the post-Cold War environment, observers believe 
that sigint cooperation with a number of friendly countries maximizes opportunities 
to obtain information regarding disparate regional threats from terrorist groups, 
narcotics traffickers, and dealers in nuclear and other substances used in making 
weapons of mass destruction. 

NSA has long been the target of criticism from those who view intelligence 
agencies as inevitable threats to civil liberties. In general, however, the Agency's low 
public profile and the esoteric nature of its work attracted less attention than the more 
dramatic covert actions undertaken by the CIA. In the past few years, however, 
reports prepared under the auspices of the Directorate-General for Research of the 
European Parliament have described U.S. electronic surveillance efforts. The studies. 
known as Scientific and Technological Options Assessments ( STOA), are prepared 
by contractors and not by European Parliament's official staff. A series of these 
reports have severely criticized NSA, charging it with working together with sigint 
organizations of the United Kingdom, Canada, Australia, and New Zealand to gather 
commercial communications and providing the intercepts to U.S. business interests 
to give them advantages over foreign firms.' 

The criticisms ofNSA by these reports have been echoed by media commentary. 
One account claims that 

It is the new Cold War. The United States intelligence agencies, facing downsizing 
after the fall of the Berlin wail, have found themselves a new role spying on 
foreign firms to help American business in global markets. 

Echelon is part of a British and American-run world-wide spy system that can 
"suck up" phone calls, faxes and e-mails sent by satellite. America's intelligence 
agencies have been able to intercept these vital private communications, often 
between foreign governments and European businesses, to help the US win major 
contracts.55 

54  See especially Interception Capabilities: Report to the Director General for Research of 
the European Parliament, Scientific and Technical Options Assessment Programme Office, 
European Parliament, April 1999. 

55  Duncan Campbell and Paul Lashmar, "The New Cold War How America Spies on Us for 
(continued...) 
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Woolsey has maintained that U.S. intelligence agencies do not collect information 
about foreign technology because American technology is, in general, far superior. 
There is, however, he argues, a real need to seek information about corrupt practices 
by foreign competitors and activities such as transfers of dual-use technologies for use 
in production of weapons of mass destruction as well as activities in countries subject 
to U.N. sanctions.°  

Some foreign observers continue to dispute U.S. claims and they will not easily 
be persuaded that their concerns are ill-founded. Suggestions of NSA electronic 
eavesdropping have clearly had resonance among members of the European 
Parliament which voted on July 5, 2000 to undertake a lengthy investigation of 
Echelon. The investigation will not include the calling of witnesses and, interestingly, 
an amendment calling for an investigation of eavesdropping by all EU governments 
was not adopted.61  In part, foreign objections stem from concern about the 
capabilities of NSA to monitor their communications and those of European 
companies. There is also, especially among some, irritation that the United States has 
a closer sieint relationship with some of its allies than with others. In part, however, 
observers perceive attacks on NSA's activities as instinctive hostility among political 
elements long skeptical of close U.S.-European relations and determined to forge a 
more independent European identity. Some objections also undoubtedly arise from 
deep-seated opposition to the work of all intelligence agencies. 

There is no question that the worldwide capabilities o f NSA cause suspicion and 
resentment among some foreign elements. U.S. officials justify NSA's activities on 
international law, the necessity to acquire information about threats to national 
security, international terrorism, and the narcotics trade. While the potential for abuse 
is acknowledged, the United States has a legal structure that regulates electronic 
surveillance. In addition, intelligence derived from sigint supports many collective 
military and diplomatic efforts with European and other allies. 

(...continued) 
there are important privacy protections mandated by FISA. On .the other hand. Article 8 of 
the European Convention on Human Rights recognizes a right of privacy that is not to be 
interfered with except as is necessary in "the interests of national security, public safety or the 
economic well-being of the country." (Emphasis added.) The full implications of this 
provision are uncertain, but it would not necessarily preclude the interception of 
communications by intelligence agencies to obtain commercial advantages for their country's 
businesses. 

R. James Woolsey, "Why We Spy on Our Allies," Wall Street Journal, March 17, 2000. 

° Ambrose Evans-Pritchard, "GCHQ Faces Inquiry over LIS 'Spying' on Europe,"Electronic 
Telegraph, July 6, 2000. 
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