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(U)Conmmdnndconnoloffmmshlu beplumedmdexetcmdin luch amannernto
minimize the amount of information transfer required for effective direction and application of
force to ensure our forces are sble to operate successfully in degraded information and
communications environments. T
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*: * 9. (U) Elements of the DoD mformanou system critical to the wansmission and use of g

2 minimum-essential information for the control and direction of forces shall be designed and

X, employed in a manner that minimizes or prevents exploitation and denial or degradation of

v service. Training and exercise capabilities shall be built into the individual components of lhe -

{5:_ DoD information system, as approprim ) D .
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10. (U) Computer simulation technologics together with networked wargaming and exercises
shall be developed and used to create realistic information warfare environments for training,- -
exacisemdphmmgpmpmuwcuuthemqukemudeﬁniumpauonofﬂanuhium
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3. (U) The Linder Secretary of Defonse (Enﬁgx)shalldevelop ies and review + .
infonnanonwufm requirements, plans, and capabilities when mation warfare matters
concemdlainmgmﬁonofDonhmmdpohcieswhhwenumumducmizobecum.
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: a Develop information warfare doctrine and tactics; and organize and train to
ensure that these are well-integrated into overall doctrine and tactics and become an essential

clement in our warfighting capability.

b. (U) Define information warfare requirements and develop and acquire systems in
msponse to validated mquiremems -

. (U)Keepmermctcr NanunlSecumyAncucy(NSA)mfmned of developmental
effom coasistent with snbsecuon E.ﬁ.. below opm

d. (U) Review rehn:d Semee pm&n aghcabnny © mfonmnon wart‘m, ndvmng
. . the Assistant Secretary ofDefense for trol Commumcanons and Intelhgenee of
- reviews conducted. , .
5. (U) The Qnimnumm&mm shall:
o (U) Vaﬁdne mfamation warfare requuements. as nppmpﬁue.
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Cmnmlnds to ensure effective execution of information warfare acuvines

: &))Enm that exercises mutmdy test and refine mformauon warfare caplbﬂ:ﬁes
mcludmg the nppliuﬁon of leahsuc wartime stress to informmon systems.
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6. Mmmmmﬁumshaﬂbekmmfmedofmhw
gsg;udevelopmmeffms associated with the mfomlanon warfare activities of theDepmcnt
ensc.
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8. (U) The WM shall assign mponslbﬂiﬂes and establish
 within their organizations to implement the policies in section D., above. The
Component heads shall keep the Director, NSA informed of developmental efforts consistent
with subsection E.6., above.

F. EEEECLIVE DAI0E 4100 IMELEMENTA TION

(U) This Directive is effective immediately. The Ammnt Secretary of Defense for
Command, Control, Communications, and Intelligence may issue instructions as may be
necessary to implement this Directive. Instructions to the Military Departments shall be issued
through the Secretaries of the Military Departments. Instructions to the Unified and S
Combatant Commands shall be communmted through the Chairman of the Joint Chiefs of Staff.
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