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2. _. Jnfonnation warfare 1'!9uircs the interlction and the integration of command. 

control, communications (C3), inreH11tnce. information systems countermeasures, and 
information systems security. This interrelationship shall be punued vigorously, particularly 
with reprd to requitements definition and validation. research and development, acquisition, 

. plans, . and operanons. · . . · 
. -~ . b)(1) . . 
3~·· ... 

if~'- •.. ~ : ···.·;·:· .-:·~::· ·. . .. InteDip:~~ ~~~ ·.,.bast tl.e infonn~on sy~t~s of po~ndal ad~. • ·~ · 
i>: ~ :: ,. :·:· · ·-~. ~ i.fforded ~uffi~ent priority to support _~ ~Ilion warfare ~uira.nerm ~the Depirtmczjr· . 

·. \ . 

f .,.:··•·;;:rO!rcrcil ;+-~~i~BJJ ~~ -yj~:lyp~-~ ly~· · -• ·· ·· -·· :~~ • 
~;:~·-.· .. · ·' .\· .. __ · coun~eu~s~ ~gnizing. their significant ~le ~attaining~ in~ation ld~ta~ ·.. . .. . ·. · 

I
a'~::;;>.:.:.::.: ._;:.'~ ~~~~1 ~~~~· .. -~ ~-· ... ·. · .. -~· .· .. ·· ·- .. .' .. ~: .. ·_. ... : ·. :·."·,. ,._·. ·.-~ . .'. ·.· ·.· .. ... · · ~--->:.:"·:: .. . :!.~} : _-_·::_·:: ·~;.".: . 
. //·::·;~~ .. (.· .. ·: _/:~~~- ~ :. :··. .~ ..... ·. . .. · · ~culu ·ein .. ·· phasis -~han ~_p~ on ill. · e .. anal. · ytic .. ·. cffon requiSite to eri~~-~~~::··. ·.: _. :~ · ·. 

:: .l-::>· .. ·, .. .-· .. ~~~f1Cati ~-d~velop~entof ~ghly ~uvc countameasutcS at ~able ~t. : . _: .... ;·-~· .. . · ... · . 
~s ::: .\.:;\, : ... ~: . . . .· . . ·. ··. . . . . . . . . . . . . . . ·.;; :·, 
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8. M Command_and control of forces shall be planned and exercised in such a manner u. to 
minimize the amount of infonnation tralisfer required for effective direction and application of 
forc::e to ensure our forces an: able to operate successfully in degraded infonnation and 
communications environments. · · · 

. . 
9 . . (U) Elements of the DoD information system Qidcalto the transmission and use of 

minimum-essential infonnation for the control and direction of forces shall be designed and 
emplo~ in a manner that minimizes or prevents exploitation and denial or degradation of . 
service: Tninin& and exemise capabilities shall be built into the individual components of .&he 
DoD information system, as appropriate. · 
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· ..... ~ ·for tbc5 dCvelopment ~ ~Uiijdon of inforinadon Waif~~e systems. •':. _ . : · · ... ·: · · < _ ·. ~ · ·. · · · 

·-·:_· :~~~~::C~~~~,~~~:_c~-~-·~:-:; -:-. ;,;:_ --
: · · . .-~ 3 •. ' (U) ·.The Jhider &getj[y gf Defenz (pgHcy> slWl ~~Of 'p>licies and reView. : .. :.;-: ~·- · .·· ·, , . . 
... · iilf'~~ti~ "?rf~. ~uiremenu, pbUls. ~d.eap~iliti~s."wbcn ~Oiinati~ -~~ m~ .. ~ · .. · _, . . 
. . . ~ ~ in~p~on of DoD plans and policies_ .wi~ ~ na~~al s~ty obJ.ecti~. or: · ~. ·. 

... ,wbc:il· ~on.wm~ matters bear on or fall under his respons1bllldes and funciions as _· :. . . . 
. . . - ..... defined iri i'efeZenc:e (b). . . . . . . ; . -
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. . !tft·<-1 . a. Develop information warfare doctrine and tactics: and organize and train to 
ensure that ese are. well-integrated into overall doctrine and tactics anc:l become an essential · 
clement in our warfightin1 capability. · 

~, , · b. (U) Define buonnatio~ warfare requirements and develop and acquire systems in 
~::.-.. . response to ~~i~ requirements. ·, · · _. · . · · . . . · . · ·. · . 

t··.· . . . c. · M Keep the Dift:ctor, National Security Apncy (NSA) informed · of developm~tal - ·. f · · . effons COiisistclu with subsccdon E.6., below. . . · · · . . 

f. ·. • •. ·. · c1. · <U> ~ teb~-~ ~c· for ~bbility.;; -tion ~arf-. advisln• r· _:· s ~~'Jf~fot mmc1, auo~.,~m~cationsancl~te~~~F~ . -.-:. 

j ,_ : :~: .,: F~~DII~~~lslintc;bicfsgfStafishall: . . . • . . . .... ; .. 

l: _ ::._:rj-·t.,;~ZiEJJI!Fffi::2i~'.··.··"'~:.·_ :~::···-··:·: 
r;: .. :. ... policy, stralel)', and ~~c. . . . . . . ·. . . .. . . . . . . 
t :. . ... ~ .. ::" . . . . . .. . . : . . . :; :' . .· .. . .. . . . . . . . ; . . · ... -: . . . . . ' 
[: . . d. 'CU) Coo.dinue with the'commaJlderi of the Unified and Specified Olmbatant 
f: · · ·· · ·. Com~ailds to en~ e~ve ~~d~ of in~~ w~are acd.vides:: . ~ · · . . . 

~~· . . ··· .. ::.·: .· e. ~~·~t~~eiroutln~r~st~d·'inr~~~~~caP.l,wde.: ... ·.' r .. ·< .:· .. ~~~~~~~O~~C·W~CS~~.inf~~D~~S • . : .. ~ -
f:c . . 6) (U) nc Dip;gtgr. National Sceurity Acs;ncys, shall be kept informed. of technoloey and 
fj.- · · .. ::: · · f · sysf· ~de. ~~efforts ~sOci~ ~~ the i~ormati~ warfare acdviJtes of the Depaftment 
~r-:.. , o ~cnsc. t . . . . 
~· · -'. · . 7 •. M .The 'QbztM. Dctcnse JofOnnjdoD Snrmu• AGney~ aS ceniral-ger of" the Defense 
I·· infonnati~ ~ <Dm, shall ensure the DD contains adequate protection apinst attack. 
~. ·.. • •• • : • •"";'. • .. • • ~- • • • ... . l • ~ • •. • 

8. M The aria, of the PoD Cgmpo~nis shall assip n:sponslbmdes and establish 
procedures. within lheirorganizations·to implement the policies in section D., above. ·The 
Component heads shall keep the Director, NSA informed of developmental efforts consisccnt 
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with su~sec~on B.6.~ ~ve. · . 

F. EFFECOVE DATE ANI) IMPLEMENTATION 

. M 1bii Directive is effective immediately. The A~tant s~ of Defense for 
Command, Control, Communications, and lnteWaence may issue instructions as may be 
necessary to implement this Directive. Instructions to the MWwy Departments shall be issued 
through tho Secretaries of the Military Depanm.ent.s. Instructions to the Unif"JCd and Specified 
. Combatant Commands shall be communicaled duoup the Chairman of the Joint Chiefs of Staff. 

LJ ·'~~ 
Do~ .J. Atwood · 
Deputy Secretary of Defeue 
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