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Report to Congress on Personnel Access to the Internet

1. Purpose (U) ,
(U) This document is in response to the request on page 323 of the Senate Armed
Services Committee (SASC) Report 110-77, which states:

(U) The committee is concerned with the recent Department of Defense policy
changes that seek to limit the access of military personnel to certain popular
internet web sites. While the committee understands the need to preserve
available bandwidth for military needs and the necessity of ensuring
operational security, the potential negative effects on morale must also be
carefully considered. Those deployed in Iraq, Afghanistan, and elsewhere
around the world, sometimes for more than a year, deserve every opportunity
to conmect with their friends and family on a frequent basis. Social networking
web sites facilitate that communication for this generation, in the same way
lerters, phone calls, and telegrams did for previous ones. The committee
believes that access to the commercial internet can promote strong morale
among personnel in the field as well as family members on the home front.

(U) The committee directs the Secretary of Defense to develop a report that
includes a detailed description of the measurable effect that the use of these
sites has had on operations and a detailed analysis of any bandwidth or
security challenges that their use poses, as well as a description of any
policies and procedures in place for the provision of internet access for
deployed personnel when operational security requires denial of access via
Government systems. The report should be delivered to the congressional
defense committees no later than September 1, 2007.

(U) This report examines the effects that the use of social networking sites has had on
operations, an analysis of the bandwidth and security challenges that their use poses, and a
description of the policies and procedures in place for the provision of internet access for ‘
deployed personnel when access to Government systems is denied. Access to a targeted list of
social networking web sites has been blocked to free mission-related bandwidth and ensure the
availability and integrity of Department of Defense (DoD) networks. Supporting material
accompanies this report including a classified appendix. A description of the policies on the
protection of sensitive information is also included.

(U) In summary, DoD must take actions to configure its networks to optimize the flow of
operational information and reduce exposure to an ever-increasing body of threats that may be
introduced via social networking sites.

2. Background (U)

(U) In today’s global environment, it is vital that DoD maximize the availability of
network resources and efficiencies across its Global Information Grid (GIG) in support of efforts
to defeat terrorists and their organizations. The DoD will continue to take all actions necessary




to assure the operational availability, delivery, and protection of its information resources,
working toward strategic improvements while confronting evolving threats.

(U) The Department’s decision to “block™ access to certain social networking sites is
actually a filtering action designed to limit wholesale access to recreational web sites. The risk
of social networking sites is commonly known and commentators caution enterprise managers on
the disproportionate consumption of network resources by recreational web use and the potential
for social networking sites to serve as a conduit for malicious code. Internet Protocol (IP)
filtering is the most cost-efficient and time-responsive tool to help ensure the GIG is available
and secure to support current and future warfighter and mission support requirements.

(U)This action was undertaken only after extensive internal coordination and careful
consideration of its potential consequences, especially as they relate to deployed personnel. Web
filtering is not meant as an indictment of a particular group of sites, but rather it is part of an
effort to proactively defend the DoD’s information technology resources and to ensure sufficient
bandwidth capacity for developing Defense programs. As user demand for network resources
continues, the DoD will continue to use management controls such as web filtering, but will also
make prudent investments in infrastructure to ensure ongoing network availability for DoD
missions. The effect of such actions on morale and welfare of deployed military personnel will
continue to be key consideration before taking any such actions.

3. DoD’s Rationale to Filter Web Sites (U)
3.1 Web Filtering Consistent with DoD Network Policy(U)

(U) DoD policy provides for a “defense-in-depth” strategy, using risk-management
principles to defend against both external and internal threats by employing multiple protections
at different layers within information systems and computer networks (DOD Instruction O-
8530.1, “Computer Network Defense™).

(U) By the policies listed in Appendix A, the DoD exercises vigilance over its networks,

assesses vulnerabilities as they evolve, and makes corrective inputs to preserve and optimize the
flow of mission-related, operational content. :

(U) These policies allow organizations to configure their networks as operational
conditions dictate. For example, streaming audio and video sites—including yourube.com and
myspace.com—were restricted by local policy in the Central Command (CENTCOM) area of
responsibility in [raq and Afghanistan for years prior to the broader DoD filtering action.

3.2 DoD Web Filtering Supported by Industry Trends and Evolving Threats (U)

(U) Current industry and academic literature cautions information technology
professionals on the proliferation of both streaming media and social-networking sites—the
bandwidth they consume and the potential vulnerabilities they bring to the enterprise. One such
caution was issued in a November 2006 McA fee report entitled “Top 10 Security Threats in
2007.” These types of cautions led the DoD to analyze the potential impact recreational web




traffic has on its aggregate network, both in bandwidth consumption and potential security
vulnerabilities (Appendix B).

3.3 Recreational Internet Use and Bandwidth Consumption (U)

(U) Preserving bandwidth is a critical consideration for the DoD. The GIG includes over
12,000 local area networks connecting approximately 5 million individual computers. Itisa
distributed and heterogeneous—versus homogeneous—entity.- At its backbone, the GIG’s
capacity is in the gigabit range, whereas at the tactical edge, in deployed locations, network
availability can be reduced to megabits or kilobits. The personnel who serve at the tactical edge
who experience significantly reduced bandwidth, potentially derive the most operational benefit
from web-filtering actions.

(U) The GIG supports a variety of network-intensive applications ranging from combat
operations and command and control to logistics and general support. The GIG itself is a stage
for organizational transformation, and must accommodate a more “Department-wide enterprise
net-centric approach” which will be heavily dependent upon available throughput (Quadrennial
Defense Review 2006). The Army, Navy and Air Force are thus engineering their future
architectures on the assumption that DoD infrastructure will support its growing operational net-
centric requirements.

'(U) The GIG possesses finite capacity, at times requiring difficult resource allocation

decisions, and operational content continues to grow. Sensors such as unmanned aerial vehicles
- now offer unprecedented levels of still and motion imagery to a wide audience of mission

stakeholders, but consume a great deal of the fixed bandwidth available. Additionally, the DoD
is embarking on a near-term data sharing strategy that seeks to reduce Departmental costs by
virtually bridging personnel worldwide and obviating the need for extensive travel and expense.
This state-of-the-art collaboration environment requires a host of robust applications that will
depend upon the ready availability of bandwidth.

(U) Thus far, limited collaboration pilots are promising. In October 2006, the DoD
brought numerous geographically dispersed Stryker Brigade combat units together in a carefully
managed collaborative session, the first of its kind. While the outcome of the event was
generally positive, it required extraordinary efforts, which included adding bandwidth into some
locations. It should be noted that as hundreds of other such events begin to take place across the
network, the GIG must possess the ability to absorb this exponentially heightened volume of
network activity.

(U) Based on the growth of these and other network-based services, DoD’s dvemand for
bandwidth essentially doubles every two years, far outpacing both current and projected GIG

- throughput. While programmed investments are being made to expand GIG capacity, they alone

are not enough to appreciably slow the trend line that reveals an inevitable and imminent point at
which the GIG will reach saturation (usage graph provided in separate classified appendix).
Exacerbating this trend is the widespread use of the commercial Internet from GIG terminals.
DoD network engineers have recorded instances where Internet traffic has saturated many of the
GIG’s 19 Internet Access Points (IAPs), often in association with non-DoD events that prompted
a high volume of web interest. For example, following the Virginia Tech shootings in May




2007, several IAPs experienced saturation throughout the day because of heavy, sustained
demand for commercial news feeds. Even more telling, the GIG experienced a 7 percent surge
in Internet traffic corresponding to the tip-off of the 2006 NCAA Tournament.

(U) This looming network saturation, combined with the indicators of recreational
Internet use, have compelled the DoD to exercise focused custodial responsibility over its
: information resources, addressing first the steady rise in commercial Internet access by GIG
| users. In order to preserve throughput and slow the growth curve in overall demand, the DoD
began examining ways to temper the impact of inherently recreational Intermnet activity without
impeding legitimate, mission-related web browsing.

(U) In the first of a series of deliberate steps to determine the gross amount of
commercial Internet traffic entering the GIG’s IAPs, analysts began to measure the degree to
which web browsing is present on the network. The initial focus of the analysis was based not
on site content, but simply on the raw, aggregate flow of Internet-to-GIG activity. A July 2006
engineering study revealed that approximately 90% of inbound Internet traffic is commercial
web browsing, with a significant portion (as much as two-thirds) known to be for recreational
use (see classified appendix). At its peak, this commercial web traffic consumed a sobering 2
gigabits per second, primarily during normal CONUS duty hours, bearing out many of the surges
and saturation instances network analysts had previously recorded.

(U) Refining their focus even further, analysts translated their data into a list of
commercial Internet domains, sorted in order of resources consumed. These sites served as grist
for further analysis, and were ultimately distilled into a list of 13 candidates that could be readily
identified as “recreational,” and therefore unlikely to support any military application. Engineers
concluded that the filtering of these sites would free bandwidth for operational use and surge
capacity, while at the same time allowing GIG users continued access to all web sites with
mission-related potential.

3.4 Security Threats and the Attack Vector of User-Contributed Media (U)

(U) While the ever-increasing demand for bandwidth drove much of the DoD’s filtering
rationale, computer security was yet another key concern. Because of the sensitive nature of
Defense information and the fundamental need to maintain confidence in the network, DoD’s
network personnel ensure all potential vulnerabilities are fully explored and mitigated to the
greatest extent possible. Known vulnerabilities are subject to exploitation by a wide and active
array of hostile actors, from recreational hackers, self-styled cyber-vigilantes, various groups
with nationalistic or ideological agendas, cyber criminals, transnational actors, and nation-states
(see classified Appendix E).

(U) Commercial Internet security companies have consistently expressed concerns over
the vulnerabilities associated with the types of recreational sites chosen for filtering by DoD,
which are largely composed of user-defined content (e.g., social networking). Unclassified
commercial threat reports estimate that up to one in every 600 social networking pages hosts
malware. The increasing popularity of user-contributed web services is placing web filtering and
antivirus solutions at a disadvantage in the battle to maintain the integrity of the Internet. Many
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security solutions rely on URL databases that are relatively slow to react to the dynamic nature
of the web content on these sites, thus rendering them ineffective.

(U) The challenge for the DoD comes from the unregulated nature of recreational sites.
Unlike sites such as microsoft.com, where the content is controlled by the owner, thus providing
a reasonable expectation of safe browsing, the content on many recreational sites is unregulated,
user-contributed and constantly changing. The dynamic nature of these sites facilitates threat
actors' ability to embed their malicious code within the content and affect a larger population.
Recently, myspace.com was attacked by an Internet worm that was designed to steal login and
password information from myspace.com users. The worm was so effective that when an
informal scan of 150 profiles was conducted by a commercial security company, it found that
almost one-third of the profiles were infected by the worm. This is especially disturbing since
the program not only captured login credentials, but also sent e-mail embedded with malware
from the compromised system to other people in the user’s contact list, making it self

propagating.

(U) Although DoD was not the target of this activity, the end result to the GIG would
remain the same. A threat actor with the intent to gain unauthorized access to DoD systems
could easily replicate this activity using socially engineered content. When the content is
designed to entice DoD personnel, this type of threat becomes particularly problematic. In the
end, the DoD’s actions were prudent and not unlike those taken by many corporations who are
already going to great lengths to reduce there exposure to the increasing variety and numbers of
Internet threats. ‘

4.  Consideration of Operational Impact and Potential Effect on Deployed Personnel (U)
4.1 Operational Considerations (U)

(U) Motivated by engineering data on the volume of commercial traffic and the potential
threats introduced by social networking, DoD information security personnel set out to determine
the operational consequences that might result from targeted recreational web filtering, Rather
than impose a wholesale blocking order, the DoD weighed operational considerations in order to
accommodate exceptions and grant access to Defense entities with a compelling mission need for
these sites. Given that some audiences within the DoD maintain a genuine need to access
recreational sites for limited operational purposes (e.g., public affairs), a number of these
organizations were exempt from the filtering action.

4.2 Potential Effects on the Morale and Welfare of Deployed Personnel (8

(U) A primary concern prior to filtering was ensuring the continued ability of deployed

personnel to maintain contact with family and enjoy recreational use of the Internet. Today,
commercial Internet access is widely available to deployed personnel throughout Iraq and

Afghanistan, as well as many other worldwide locations, many of which are paid for and
established by the DoD itself. These Internet cafe sites do not rely on military networks for
personal use, and thus fall outside the purview of DoD GIG policy. All IP service for these
Internet cafes is provided by network connections outside the DoD-owned infrastructure.




(U) Internet cafes are extensively used throughout the CENTCOM theater. In fiscal year
(FY) 2007, Internet cafes have grown to approximately 400, with an identified requirement for
an additional 250 in FY 2008. The cost of bandwidth to support 650 Internet cafes is $27.4
million with an addition $20.3 million for equipment spares, supporting manpower and other
documented costs for a total of $47.8 million. Within the CENTCOM theater, the Army Air

Force Exchange Service provides in-room Internet service at Camp Liberty, Camp Stryker, and

Camp Cropper, Iraq with 8,000 active subscribers. There is a 50-workstation Internet café at Al
Tagaddum, Iraq servicing approximately 5,700 individuals. High-speed Internet service is also
available inside the military barracks in Bagram and Kandahar, Afghanistan, servicing
approximately 21,000 users. Deployed personnel routinely use these Internet cafes and other
wired and wireless networks in various locations throughout Iraq to visit sites like myspace.com
and youtube.com. The DoD’s Space and Naval Warfare Command oversees a contract
consisting of some 350 “large” and “small” low cost Internet cafes throughout the CENTCOM
region, with the capacity to accommodate 200,000 personnel (Appendix C).

(U) Finally, the Army Knowledge Online and Defense Knowledge Online network is
available to military members and their families, providing a rich information-sharing
environment including e-mail; file sharing of pictures; videos and documents; discussion forums
or blogging; instant messaging; chat rooms; and video messaging.

43 Commercial Considerations (U)

(U) It should be noted that prior to the DoD web-filtering action, members of DoD
consulted with representatives from both myspace.com and yourube.com to weigh technical
aspects of the filtering action. While discussions were engaging and mutually beneficial, it was
ultimately the position of DoD that technical accommodations could not be worked to preclude
the necessity for near-term IP address filtering.

5. Implementation of Web Filtering Action (U)

(U) The web-filtering action was conducted consistent with the procedures for
downward-directed, enterprise-wide configuration changes within the DoD. It was extensively
coordinated among GIG stakeholders (network operations centers, Defense activities and
command staffs) to ensure that exceptions were identified and addressed well in advance of the
action. The result was a Department-wide awareness and acceptance of the action prior to its
implementation (detailed coordination timeline at Appendix D).

(U) The filtering action was directed by the Joint Task Force Global Network Operations
(JTF-GNO), the DoD’s operational arm in implementing GIG-wide modifications and security
enhancements. In its Operational Directive Message (ODM) 059-07 (“IAP Access Control List
(ACL) Security Filter Update™), the JTF-GNO indicated the following recreational web sites
would be access-controlled (on or about 16 May 2007) at all DoD 1APs: youtube.com, 1.fm;
pandora.com; photobucket.com,; myspace.com, live365.com; hi5.com; metacafe.com; mtv.com;
ifilm.com; blackplaner.com, stupidvideos.com; and filecabi.com. :




6. | Measurable Effects of the Filtering (U)

(U) DoD’s filtering action demonstrated immediate, measurable effects at the IAPs.
Following the implementation of the ODM, engineers noted some 140Mbps of bandwidth freed
for DoD operations. Notionally, as a point of reference, this was roughly the amount required to
support 70 unmanned aerijal vehicle video feeds. As to the question of what operations actually
were cleared to occur in the wake of the freed network space, the GIG is not calibrated to
measure the immediate tradeoff between reduced recreational web browsing and the resultant
increase in “official” mission-related operations. Rather, the DoD sees its overarching
responsibility to ensure the unfettered availability of bandwidth. Therefore, the operational
results of web filtering will not be immediately evident, but will require ongoing analysis,
anecdotal evidence, and scrutiny of other lagging indicators that might otherwise reveal the ways
in which freed capacity is being used.

(U) In terms of negative effects on the GIG, the web-filtering event was negligible.
Isolated incidents of “collateral damage” were contained by reauthorizing access to those who
suffered incidental loss of GIG service. For example, filecabi.com was removed from the list
because the action also blocked several DoD support activities with a legitimate requirement for
access to the GIG. Additionally, it was discovered soon after implementation that m#v.com and
ifilm.com were not capable of being filtered by traditional IP address targeting due to the
configuration of their content hosting server.

(U) From a security perspective, there were no indicators to suggest that a threat or
hostile act was suddenly interrupted as a result of the filtering. Again, the security aspect of this
action must be viewed in the context of a strategic, forward-looking defense measure that seeks
to reduce unnecessary exposure rather than thwart hostile activities in progress (although the
latter cannot be categorically ruled out as a possible effect of this action).

(U) Although the filtering action resulted in public scrutiny and concern for deployed
personnel, it was largely transparent to this user community, given the availability of commercial
Internet options. The decision to filter sites was based on considerations other than content, and
did not impinge upon any First Amendment rights American citizens and uniformed Service
members enjoy. DoD is working to give alternative access to such sites by funding and support -
of the Internet cafes.

7.-  Personal Internet Communications (U)

(U) Personal Internet communications, including e-mail, web logs (BLOGs), video web
logs (VLOGsS), wireless text messaging, and other emerging Internet based media are a
convenient means for Service members to interact. However, these Internet communication
media are also open and accessible to the enemies of the United States. Our enemies are
increasingly skillful at using Internet media to further their agendas while undermining U.S. and
allied efforts. DoD information security policies seek to protect military security while
promoting free expression. Recently, the Army released an updated Operations Security
(OPSEC) policy, Army Regulation 530-1, which requires Army personnel to consult with a
supervisor and their OPSEC officer before posting information in a public forum. This includes
letters, emails, web site postings, and BLOG and VLOG postings among other types of



information. The intent is not to impede Army members from blogging while in theater, rather
to protect sensitive military information that could expose capabilities, vulnerabilities,
techniques, or scheduling. However, given recent misconceptions surrounding the intent of the
policy, the Army is currently developing clarifying guidance to this new policy. In addition, the
DoD plans to issue guidance on Personal Internet Communication. Overall, these policies are
needed to adapt to technological communications advancements and the ease of accessibility,
instantaneous nature and global reach of these easy forms of communications.

8. Policies and Procedures on Releasing Official Information (U)

(U) The DoD must protect sensitive information and policies for such protection are an
integral part of the Department’s overall strategy. In this regard, long-standing policies
concerning public release of DoD information include DoD Directive 5230.9 "Clearance of DoD
Information for Public Release™ and DoD Instruction 5230.29, “Security and Policy Review of

DoD Information for Public Release.” Under these regulations any official DoD information
intended for public release that pertains to military matters, national security issues, or subjects
of significant concern to the Department of Defense shall be reviewed for clearance by )
appropriate security review and public affairs offices prior to release. Official DoD information
includes “all information that is in the custody and control of the DoD, relates to information in
the custody and control of the Department, or was acquired by DoD employees as part of their -
official duties or because of their official status within the Department.” Information to be
posted to social networking sites about environmental (living and operating) conditions,
operation success/shortcoming, schedules and problems in Iraq, Afghanistan and other forward
operating areas meets this definition.

(U) The DoD attempts to afford soldiers every opportunity to connect with family and
friends and to exercise their rights to free speech. For example, DoD policy provides that DoD
personnel, while acting in a private capacity and not in connection with their official duties, have
the right to prepare information for public release through non-DoD forums or media. Such
activity is authorized if:
(1) (U) No laws or regulations are violated;
(2) (U) Ethical standards and compliance with DoD Directive 5500.7 “Standards of
Conduct” and DoD 5500.7-R “Joint Ethics Regulations™ are maintained;

(3) (U) The preparation activities are not done during normal duty hours or with the use
of DoD facilities, property, or personnel except as authorized by the “Standards of
Conduct” and “Joint Ethics Regulations™;

(4) (U) The author does not use official DoD information generally not available to the

public and which would not be released under the DoD 5400.7-R “DoD Freedom of

Information Act Program.”

(U) In addition, the DoD has issued several memoranda rclated to the vulnerability and
protection of information on the web:
- (U) Assistant Secretary of Defense (C31) Memo, “Web Site Administration Policies
and Procedures,” November 25, 1998 (with corrections from January 11, 2002);
- (U) Secretary of Defense Memo, “Information Securlty/Websnte Alert,” August 6,
2006.




(U) Also, the Department’s information assurance and information security program
policies govern the protection of both classified and sensitive but unclassified information within
the Department. These include:

- (U) DoD Directive 8500.01E, “Information Assurance,” October 24, 2002,

- (U) DoD Directive 5200.1, “DoD Information Security Program,” December 13, 1996.

- (U) DoD Regulation 5200.1-R, “Information Security Program,” January 14, 1997.

- (U) DoD Instruction 8500.2, “Information Assurance Implementation,” February 6, 2003.

9. Web Site Administration and the Content of Publicly Accessible Web Sites (1)

(U) A major concern for the Department is the need to provide information that is
accessible and current to the public. The Internet provides DoD with a powerful tool to convey
suitable information quickly and efficiently on a broad range of topics relating to its activities,
objectives, policies and programs. The American democratic process rests on the right of our
citizens to know what government is doing, and the corresponding ability to judge its
performance. Access to information by the public through the Internet is an important component
of this right. Nevertheless, careful examination of the potential consequences of placing
information on the Internet must be undertaken before it is made available.

(U) The DoD has a number of information policies governing information dissemination,
several of them related to information in electronic format; many related to national security
concerns and clearance requirements; and several pertaining to the management and availability
of records in printed or electronic form. The core policy related to the dissemination of
government information to the public is the “Principles of Information” in DoD Directive
5122.5, “Assistant Secretary of Defense for Public Affairs.” Generally, DoD guidance requires
that “information be made fully available unless its release is precluded by national security
constraints or statutory mandates or exceptions. Information should be withheld when disclosure
would adversely affect national security, threaten the safety or privacy of government personnel
or their families, violate personal privacy, or be contrary to law.

(U) The Office of the Assistant Secretary of Defense for Public Affairs operates and

" maintains Defense Link as the primary gateway to DoD data on the Internet. DoD sites must
register with DefenseLINK or their Service component. The public affairs office sets up a central
web site registration system that meets the requirements for the Government Information Locator
Service (GILS), an initiative mandated by the Office of Management and Budget to inform the
public where data can be found. Defense Agencies and the Services also create central
registration systemns that meet GILS requirements and are integrated with Defense Link.

(U) Obviously, establishing web sites goes beyond general public affairs considerations.
Comprehensive risk management procedures at the lowest levels must ensure that the mission
benefits gained by using the Internet are carefully balanced against potential security and privacy
risks by having aggregated DoD information more readily accessible to a worldwide audience.
When combined with information from other sources, information improperly obtained from
vulnerable DoD systems may place DoD personnel at risk. Given the increasing dependence of
our national and economic security upon the information infrastructure, it is essential that
commanders and other organizational heads review organizational information connectivity and

10




content to ensure good OPSEC procedures are being applied within their organizations. The
individual Services and Agencies have issued policies to meet their needs, consistent with DoD-
wide guidance. Web guidance issued and implemented by individual Services and Agencies ¢an
be accessed at http://www.defenselink.mil/webmasters/.

10. Summary and Way Ahead (U)

(U) Recreational web browsing cannot be left unchecked in DoD systems and available
to be exploited by hostile actors. The sites affected by this filtering action will serve as an
important baseline for consideration of the need for future recreational IP restrictions, which will
come only with further engineering analysis and Department-wide coordination.

(U) As DoD continues to assess its network vulnerabilities, more filtering may be
required to tamp the ever-increasing demand for bandwidth and to mitigate the security
vulnerabilities introduced by certain web technologies and entities. Future infrastructure
enhancements may provide the DoD with a more granular and more efficient means of filtering
web sites that do not serve an operational purpose, but until this can be implemented to the
satisfaction of engineers and security experts, IP address filtering will remain the method of'
choice. . ‘

(U) Web filtering is but one mechanism the DoD will employ in its attempt to avoid GIG
saturation. Infrastructure investments will continue commensurate with the increase in network-
dependent applications, and resource decisions will be made to support operational requirements.
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Appendix A

DoD Policy (U)

DoD Report to Senate Armed Services Commiittee on DoD Personnel Access 10 the Internet

)
)

L)
L)

)

L)

L)

L)
L)
L)

L)

L)

)

U)

U)

Unified Command Plan 2006 ‘(See USSTRATCOM Authorities)

Secretary of Defense Memorandum, June 18, 2004, “Assignment and Delegation of
Authority to Director, Defense Information Systems Agency (DISA)”

DOD 555"00.7-R, Change 6, March 23, 2006, «Joint Ethics Regulation”

DOD Instruction 5200.40, December 30, 1997, «DoD Information Technology Security
Certification and Accreditation Process (DITSCAP)”

DOD Directive 8000.01, February 27, 2002, “Management of DoD Information Resources
and Information Technology” (Certified Current as of April 23, 2007)

DOD Directive 8100.0 f, September 19, 2002, “Global Information Grid (GIG)
Overarching Policy” '

DOD Directive 8500.01E, October 24, 2002, “Information Assurance (1A)” (Certified
Current as of April 23, 2007)

DOD Instruction 8500.2, February 6, 2003, “Information Assurance (1A) Implementation”
DOD Directive 0-8530.1, January 8, 2001, “Computer Network Defense (CND)”

DOD Instruction O-8530.2, March 9, 2001, “Support to Computer Network Defense
(CND)” '

DOD Instruction 85 52.01, October 23, 2006, “Use of Mobile Code Technologies in DoD
Information Systems” :

CJCSI 6211.02 Series, July 31, 2003, “Defense Information System Network (DISN):
Policy, Responsibilities and Processes” (Certiﬁed Current as of Aug 30, 2006)

CJCSI 6510.01D, June 15, 2004, “Information Assurance (IA) and Computer Network
Defense (CND)” '

CJCSM 6510.01 Series, Change 3 March 8, 2006, «Defense-in-Depth: Information
Assurance (IA) and Computer Network Defense (CND)” (Certified current as of Mar 14,

2007)

USCENTCOM Regulation No. 380-8, “Automation Information Systems (AIS) Security
Program,” August 20, 2001
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Appendix B
Source Documents (U)
DoD Report to Senate Armed Services Committee on DoD Personnel Access to the Internet

1. PRE-DECISIONAL SOURCES (U)

A. DISA and JTF-GNO Analysis (U)
(U) Carnegie Mellon Software Engineering Institute, “NIPRNet Bandwidth Study” July 2006

(U) DISA “Internet Traffic Survey: October, 2006 13 November 2006 . A

(U) JTF-GNO WARNORD# 07-003, “Blocking Recreational Traffic at the Internet Access
Points (IAP),” 6 February 2007 '

(U) JTF-GNO Operational Directive Message (ODM) # 059-07, “Internet Access Point (1AP)
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Appendix C

DoD Cyber Café Contract (8)]

DoD Report to Senate Armed Services Committee on Personnel Access to the Internet

HEADQUANTERS
MULTL-NATIONAL UOKYR - IHAQ
BAGHIAD, IRAY
AP AR 9332

MNC ) Poboey Uener C5-11

FIC-CES ] JANZ2 9 77
MEMORANT'M PR DISTRIBUTION

SURIECT. MWRNET Ioemn Cafe Poliey

. PURPOSE. This memcruniz Gefines the MNC- patxy fx the Ll wyeie of e Morie.
Welfare and Recreatioe Neswork (MWRNLT) lotermt Cafee This polis Sovers dszomonng
requirements, requesting Cafés, eperation and maiatesarce. aed mansfer and disposal of
MWRNET Iniemet Cafés.

2. BACKGROUND: In Novembher 2003, MNC-1 Cé established an agroement with Spece end
Nava: Warfare Sysiems (SPAWAR). » Dab Naval Engineering Command, w provide [ntermet
Cafés for umin opersing in tue Ing Toester of Operatiens {ITU) The ngreement calls for
SPAWAR 1> procice eqpames?, wait Caft oporons 2 provide regional techmica suppoct ft
the Lmerme: Cafis WORNET facikiies e sponsored by miinn Wit and v erablshed ot
hases hased ar: the popalation density of wrhorred Tt

1. POLICY:

o, Termy sud Defimitlons  As wied in this docwment. the Jollawing terms bave these speaife
riranings:

. Vgt — the milizary Lt thit requests 8 MWRNET [nternet Calé, operates e Cufe, and
carmies the Caf exuipenent oo theiy Theaser Provides Equipmen: (TTE] Propery Book.

3 Insalisioc Commanier - (9 ¥eaior comratnde wgwed rspressliy 0ves &
pariclar comy, peet, Ferwand Opezarg Base (FOB} & Coetngeniy Oneoazing Base {COR)

3. Mayor Cell - the agen: rexponsible far iend mansgemer o 8 casp, st FOB or o3

4. Copracting Officer's Tochmicel Represeotative (CUTR) - The MNC- Co {3 the COTR
faz the MWRNET project ané provides oversight. The COTR ensiires the Cafds are propesly
thatinged it the bes interest of the usey ¢ the grvemmesl ‘

¢ Contasting Ufice Represeatstive {COR)- SPAWAR it the COK and assiss in the
secbrcal monitorssg or admisinasior of the contact Howne, the COR may oo Seiegrie e
sashorkty to ke Ty s o changes G aTest price. gualty, qaEstty, delivery o1
ether serms a0 eond:tions f e contract

6. Lxge CafE ~ Caft coasistrg of 20 coeepuzers.  Voice aver Iniene Prowcel {YolPy
telephenes, 3 Web Cams and support equipmeni required fur saeliice ik provading
connection to the Netwark Operntirg Center NOTY
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s Smal Café - Calé seasising of § compatens, 3 Vil phones. 1 Web Cam and suppont
ecauiprrent regquired for satelline upiink previding connovtiva 1o the NOC.

& SPAWAR NOC- NOC iNetwork Operations Centen) it cental office for ail SPAWAR
operations fot the [RAQ A0R

% Determining Requirements. In order to extablunk a MWRNET [iermer Calé, the
foHlowing minimum requirements must he met.

+ Caft distribwtion. One Large Colé suppuels 3,000 US government and civilan
Cuemon Access Cerd (CAC) holders per pevgraphic incation. Ore Smal Cadé supponis 567
CAC holders ot less. Special consideratipn will be given hased on remOLENCES, accessibiiy,
npe of fality 2 services available at thit Focation. The Instaliation Commander will
derermine if & new Cafe i5 necCssary hased o population density of the ingtallatinn. The
installaticn Commander will aerermine if the necd for a Café can be mitigated by relocuting ue
existzng Café withn it Ares of Operatiens (AORL

2 Café locssicn The sequestieg st st cocndinete with the Mayor Cell unid the
tnstallatioe Commander to deterrane eprmial locations of &@l Imtemet Calés within encht
geographic locatien. The locatisn must promeie MAXITTET T and facititate access by all volid
"AC holders. Access and use by Thitd-Country Nadonale FTONs iy a2 the diasrvtion of the
Insallation Commander. AAFES TCNy are anhorized axess e < MWRNET Internet Cafes
Cafés will oever be placed in an afey where sdminance requizes special aicet hadgng iz
addition to the CAC.

¢. Requesting a Caft

1. Requests for prucurement of MWRNET Internet Cafés will he twhmi ned to the MNC.I
6 Velidosion Boord (CEVD by individual units. Requests will be ir the form of o atnnderd

“alidsien Bocrd packet, available on the MNC-E €6 SIPR portal page nt
rhtps ‘SPSZELiTA] XTI i il |9 3Ceta0val ‘g;ion‘,?blf}ﬂs&w"dt'lmli_ﬂﬁﬁl-

2 Additional reguired supponE docenenieies includes 2 suwrnoaa s fom Ue
'rsta’iation Commander dosumenting the CAC holder cusrent popatat.on of the instaliation &od
tne munber of Cafés custerily providing service i that AOR. Denistions troest te defined

distribution (section (B 13 shove), i any, must be justified in ais memcsandum,

3. The C6VH forwands validated packets to the MK C.1 CR for tusding spprovel and
prioritization. Upon MNC-1 CB epproval, the unil will be potified vii the Validation Board
sackes on the MNC-I SIPR portai page at
Wcmwmmm&ﬁﬂm C%20V slidariont o2 Ofinard defauls aspx]. All coss
For he il insatlution and fizel vear af service ace bemne by the n westing unit. The wmitss
sesponsible for completing DI Form 48 dititey Interdeparimenisl Purchase Request {MIPR),
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authorizing tnnsfer of Tunds to SPAWAR. The unit will pruvide & copy of the MIPR to the
MNC-1C8 MWRNET COTR.

4. The unit will coordinzie detoils for delivery and insallation directly with the SPAWAR
NOC. This inclades: ‘

a The unit will assipn & Project Offieer &5 the primary POC for the installation of the
new Café, SPAWAR will assign o wehnician w the primary POC for the instaliation of the new
Café,

' b. As s0on as the Café boeation is finalized, the unit POC must provide the exact
Incarion (latitude and lengitude) to the SPAWAR POC in order o configure the satetlitc
connection.

<. SPAWAR is responsible for shipping «l! equipmest from CONUS to g SPAWVAR
Supply Point in the ITO. The unit 3s responsible for coordinatng transpontetion of the
MWRNET Internet Calé equipment from the SPAWAR Supply Point 1o the finul destination.
SPAWAR will provide the unit duteils {detes, aember of pallets, vit.). The umit must complete
il movement requests 1o have the equipment shipped within theater, ur must pick up the
equipment themselves,

d. The unit issesporsible for the initial physizal instaliation and all non-technical ‘ -
upgrades as they relate 1o the physical ssructure end support of the Caf8, inchuding: Penduit, :
rondeit, tables, chaire and privacy phone booths.

¢. The unit ensures that all installed equipment remnains within (U0 feet of the black box
el that the satellite dish remaing within 150 feet of the black box. SPAWAR will provide the
necessary LAN cebling and cable from the bluck box 1o the satellite dish,

¢, Café Qperatiop and Maintenance.

1. Unit Resnansibilities,

&. The requesting unit, or the unit that assumes res ponsibility of & Cafg, is primarily
responsible for the operstions and Operator Level maimenance of their Caf. The unit must
#88ign Two parsonnc] 1o perfonn daily operation and mairte nance of their Café. These personncel
should have at least three months remaining an their tour end should be comforeble working
witk computers. They will receive training 28 detailed in (4)e) below. The unit will engure
these personnel are available for tmining. '

b. Inveniory Control. AN MWRNET equipmen: is Thester Provided Eqvipment [TPE)
and must be accounted for on e wnit's TPE Property Bonk. The unit is responside for
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conducting repular twenipeaes TAW AR 735-§ {or eypuivalent Service reguiatioal of MWRNET
eyuipsnent and initeling s vestigation for any equipmient deternrunad missing ve damaged. No
mixsing ot damaged cquipment will be replaced unfess accounted for on & A Form 1859, :
‘Repors of Survey 1o Financlal Liobility Investigusion of Property: Loss [or equivalens Seviee
fursn), The MNC-1 Ca MWRNET COTR iy the point of consaz for requests o replace miskng
o1 damayed eguipment,

¢ Now-standard Fauipment  No additional equipment whatsoewer may be coanested 1a
Tre MWRNET withent written approval provaded through the MNC-LCé MWRNET COTR.
Nomautlwrized equiprrent slows down and disrupts the network  Prohibazed ieons ichude, b
are oot Hited to: personal computing cquipmient, swilches, tousers, budt or cabling s i sont
yan of te originnd puckage. Reyuests for nstallotion end wse of sopatandied equipment s
steonply disvournged nd will be considerad o o case-by-caae hases ot eeuoe T Hofvers.

d. Repdirs. Tquipment probiems must be repoeted 10 e SEAWAR NOKE AW the
MWRNET Escalation Pelicy, The unit should meyjuedt-a trouble tohet mrosnbes an osides to sk
the stasus of the repair. SPAWAR will attezipt to sepor the equipoent on site. Howeser, if
wqtiprmens mus be shupped, the unit must make geranpoenents 1o skis gy broken cqupment
From the inssallation to the pearest SPAWAR Supply Point and replaemants o the SPAWAR
Supply Puint to the installation.

¢. Mainterance. The urit ts respensible for Opermor Lovel and Provertalive
Maintenance axd must perforn ali mamtonance as descrived in the Twroser and Maintenance
SOP. The uxit is responsible for compieting and postiog Eouipmern: and Mainienanse
vorksheets (DA Form 2404

{ Accepizble Use. MRARKET Imermet Calés, separdioss of location, are paid for with
MWR funds and will only be used for recrestional purposes. No official business mey be
conducted on any MWRNET compizer. Converdng s MWRNET Interne: Café compuier 10 6
enmputer used for mission operatioral use is explicdty profubizad. No MWRNET Intenet Caft
cquipment may be removed. relocared or altered TOR ANY PURIOSE withous written
authorization Som the MNC-I CE COTR ;

g Hours of Operazios. Hoears of operstion are at the diseretics of the Urat Commnnder.
All Cafes are encoursged o be opes: 74 hours g Gev, severn days 8 week, Huwever, Joen)
conditions mzy iccne exberwise. Calds are munthorized to sand=town fur up 1o 2 hours pet duy
11 order Ty condier s:kedulod majmrennace snd semining.

b A copy of the fellowing docaments must be posted st ach Cafs:

1. Stamdewd Orperzte Sepeadiyres
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2 MNC-1 MWRNUT Internct Cast Puticy izhis Palicy Leerd

. MWRNET Escalation Policy
l&:&:&’.\em-_mr_i.’giwwﬁunﬂwgﬁsﬁwmﬁ WR_NOCS g
daiontiapelintatsgned oM}

¢. Tumover and Mainzerance ol

[t £ w,minci ieag eeptewgn il € SAWRNET Docamenstiiibmn SPARART Priy s X

& Baaipmes ol Vaimenance Woshsheet (DA Fony 2408)

3 Ipallstion € ormandet Resporsitilives -
&, Responsible for piacement of all Cafés witia ther AOR.

b, Ensurig unity opesating Caids are performing mainlenanse and corducung
aerhodic imveiorics

¢. Ensuring ali Cafés 1o hetr ADR remzin accessibie fo all CAC holders.

3. Mayot Cel} Responsibiibies

2. For all Cafes Jocmed within 8 MWR Facility, inclading those gperated by
KBR, the Maver Uell ascumes ail responsibilitics identified under section 3.0:43) {mi
FesparsiBilines. MWRNET cquipment hecated in MWR fucilitics musi be gccounted for on the
(nstaliatio Prepesty Bk { | =31

b The Mayor Cell must B3igs persoapel to prrfocs .be Operater Leve! and
Preventgtive Muintenance o all Cafés which are eurmenty opeted w KBR. ’

4 SPAWAR Respuneibiiitics.

2 SPAWAR NOK 15 respensidle for Imeroediate Leve?l and Dxpt Lenel
maintenance oo all MWRNET equipment 36 defined i the Tumoner and MuTlens SOP.
This includes replecetnent uf wscemblies 22d sub-aascmbiics sucht as keyhnands, mice, weh-Cams.
and UPSs,

. SPAWAR 1ochnical wssistance is the ozly authorized senvics (other than
Operater 1eve] mERIEREnTS £nd Prevemative Mainteaancs conducied by perenntl in
accortance wits the Tamones &g Mamenaoss SOP) for MWRNET iwernct Cafss. SPAWAR
is not responsible for repeiry 10 equipent dxmaged 352 resit of mantenance ceadziied by
sraucharized przsonnel.
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c. SPAWAR 33 pot autharized to conduet repaiss cal roa-MWRNET sgspment

4. SPAWAR will pesindically wonde! igventories of the MWRNET Inicraet
Cafes during ste visits and provide reports Yach 1o the MNC-1 C6 MWRNET COTR.

c. Training Coneumrent with & pew Ca%é beng iewund, witoa 30 dnys atier &
RIPTOA, or £s requesied by 3 unit, SPAWAR will provide truinang @ the personie] 81 pord o
the wperation and maintenance of the Cafe. ‘I training will be condacted eitber cemrly at e
SPAWAR facility 21 L.SA Azazends of 81 the umt, This training well consist of: Café setup and

ameralicn. Operates Level and Preventative maintenance. and troubleshnating.

S ANC-[ (' Rgseasibiiine

o MNC-1 €6 MWRNET COTR is responsite for the acTiristration amd techice!
silvise and analysy selnied 1o the overall management of the MWRNET withun te o ’

B MNC-E 06 MWRNET COTR formulates and coprdineies mainterance
seqairements viz the Turmever and Mainienants SOP a2 the divection of the commsting, officer.

¢. Temporury Suspension of Service, Commanders 3 any ievel may temporarily suspend
wrvice in their AOR in order e prevent the release of sensitive informaton such as oporaienz!
casuatties, pending next-ofkin potificolion. staements of operational climate, an focsl weda
~epeats of cuzTenl evEnis. ke Commanver should alert the SPAWAR NOC bath prior to
Jiscornociing their Café and afier reconnecting their Café. Fuilure to coordinate with the \NOC

naysesult iz tae Café ot facsoaing properly alter FECORnECKion.
£ Café Tronsfer and Disposal.
. No Cufé may be retocated withiin fif REaiietan or heneen ipsaliatons Wit prict
sourdination with MNC- C6 COTR and SPAWAR NOC. The Inswliericr. Commandes. i
socrdinasion wath the Mayor Cell, is the approval authority for relocations within their AOR

. Baw Realigmen: 2 Closure {BRAC) MWRNET Iotemet Cafée affocted by BRAC
witl follow the procedures detalied i the Base Clasure SOP.

3. During a Relief in Place and Transition of Autherity (RIPTOA] the Inst2iztias
Commandes will ersure thet the depaning unit marsfers all eguiprent w the |rvTming L as
Thesser Provided Equipmert (TPE) on the units' propeaty books.. Any equiprmen: found © L2
masing must be sczoumed for on a DA Form 1656, Heport of Survey lo Finueial Liakiliy

Iovestigason of Propern Losiie eqirvelen: Serviee fenm)
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Wahers Reguos i Weiret W &y goczion of this policy must be sthmiticd in wriiog s
she ANC C6 MR TRVEL COTR. Waiver willTe grated va  ceeby-Laae basis. Upits maust
provide well sgpored jurtifiettsen

% Non-cecapliamee Az wut is fr=nd 8o be in nen-ermplianie with shis puticy may bave
their MWRNET Lauernst Cale dssozmecid fo= B MWRNET wti! they come into
complisnce. The Uit Coemenander, lnsalbion Coommande o MNC-1 AUeS CE i aurhotiand
t termsinnte service of wy Café weithia Cheis s of cemrol Fopesied vicigtiars may resit i
the remova) of 1he MORNET terernet Cafe.

¢. Polnt of Contact Informstion:

o MNC:106 MWRNET Project Memsper MAF Andre Hurky, DSN- 1158254021, cral:
b SPAWAR Projec Engincer: Jue Clarkson, [YSN: 1184416148 (L8A Anacondu}, 154
£21-2917 tStumgan, GEL oo charisohEamewRLILNY i)
¢ SPAWAR NOC (Srangas Gy BSN Ji54436) 9k 5{4-421-2525, emall:
PUEIpP L peeaETREE O fpten oo Bk e . COMM §73-735-1860 1l numbct
miy be calied from ety NWRNET bremet Caf Wiephuoe £ X charpel}

o
EARYORD T. ODTERNO -

Licutenant Gescral, USA
Cemmanding

DISTRIBUTION:
AW NS (S8 Ferm LEES A
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Date

7 Mar 05
13 Nov 06
12 Dec 06
—5Feb 07

6 Feb 07

22 Feb 07
28 Feb 07
22 Mar 07

27 Apr 07

30 Apr 07
15 May 07
17 May 07
24 May 07
25 May 07

29 May 07

Appendix D

Timeline of Events (U)

Event
(U) DISA begins regularly monitoring and reporting top Internet domains sending traffic to DoD

(U) DISA releases quarterly Internet Traffic survey, including list of top domains that is later
used to influence blocking choices.

(U) JTF-GNO coordinates proposal with OSD, thg_,Joint Staff (JCS), Combatant Commands
(COCOM), Military Services, and DoD Agencigs.

(U) JTF-GNO Warning Order (WARNORD) 07-003 “Blocking Recreational Traffic ?t the
Internet Access Points (IAP)” released to OSD, the Joint Staff, Combatant Commands, Military
Services, and DoD Agencies. »

(U) Commander, JTF-GNO briefs COCOM Jés at Joint Staff J6 Winter Conference..

{8)] JTF-GNO receives comments from OSD, JCS, COCOMs and Agencies. JTF-GNO
establishes list of exceptions based on inputs.

(U) JTF-GNO hosts discussions with MySpace and YouTube regarding website security
postures. f

(U) Commander, JTF-GNO completes resolution of all issues.

(U) Commander, US Strategic Command (USSTRATCOM) approves proposed blocking of
recreational web sites. ‘

(U) JTE-GNO releases Operational Directive Memorandum (ODM) 059-07 “Internet Access
Points Access Control List Security Filter Update,” which mandates blocking of recreational
web sites, with compliance by 16 May 07.

(U) Vice Commander, JTF-GNO, participates in DoD press conference with media.

(U) Vice Commander, JTF-GNO, hosts teleconference with leadership or representatives of 13
websites :

(U) Commander, JTE-GNO briefs Senior DoD and COCOM jeaders on status of recreational
web blocking - ‘

(U) Vice Commander, JTF-GNO, briefs status of recreational web blocking to the Deputy
Assistant to the President, and Deputy National Security Advisor for Strategic Communications

& Global Outreach
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