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Provide physical and protective operations oversight, guidance and instruction
and assist the CPA in its effort to establish a secure environment for the new Iraqi
government.

Provide the leadership, direction and oversight of a comprehensive coordinated
CPA physical and personnel security program, integrating the diverse military and
other government agencies’ capabilities.

Findings

Kuwait

1.

CPA, working through contractor Kellogg, Brown and Root (KBR), provides
some screening and coordination to CPA employees in Kuwait, prior to their
departure for Baghdad. Services include airport assistance, medical services and
limited force protection briefings. Many DOS employees claim not to have
received these briefings or to have found them irrelevant to the actual security
situation in lraq.

Embassy Kuwait cannot provide additional support to CPA without acquiring
substantial manpower, office space and resources (vehicles and communications
equipment).

Baghdad:

1.

CPA is under DOD/OSD authority. CentCom is a suppotting element of CPA.
(Attachment B). All DOS employees assigned to Baghdad are detailed to CPA,
and seconded to DOD. Responsibility for force protection belongs to CJTF-7;
implementation for force protection currently is coordinated through the Regional
Coordination Office (RCQ) and the Regional Security Coordination Center
(RSCO).

Iraq is a phase three military environment, according to military authorities there.
The security environment in Baghdad and throughout Iraq is characterized by
low-intensity armed conflict, including assassinations, vehicle bombs, rocket
attacks and sniper attacks. Large scale demonstrations with strong potential for
violence occur daily throughout the country.

CPA estimates DOS and all other government agency personnel, including
military, to number 3000. No one at CPA can give an accurate account of where
these personnel are stationed.

The likelihood of serious losses or casualties among the CPA community is
accentuated by the total lack of security awareness. This is the result of an
ineffective briefing process and the lack of daily security updates being provided
to all CPA personnel, American citizens and business representatives. As a result,
personnel are making decisions that can ultimately place them in harms way.
Various elements of CPA maintain and provide threat information but lack of

coordination and adequate dissemination methods stymies the effectiveness of
CPA cfforts.




CJTF 7 provides protective security to DOS personnel, mostly through motorcade
support. In reality, DOS personnel rarely use the CITF7 motorcades because they
perceive themselves to be at increased risk. Instead, they hire private Iraqi drivers
(not vetted) and travel throughout Baghdad and Iraq in non-secure transportation
with limited means of communication.

. Other government agencies are establishing large presences in Iraq. Those who
develop threat information advised that they receive information on an hourly
basis; however, no mechanism exists to facilitate the analysis and implementation
of a response to information pertinent to CPA operations.

Subsequent to the bombing of the Baghdad UN headquarters and the assassination
of one member of the Governing Council, CPA began an ambitious program to
safeguard all council members, ministers and ministries. Special assets of the
military conducted 45 comprehensive vulnerability surveys of ministry buildings
and municipal offices. At the same time, contracts were let with over 10
international private security firms to provide personal protection to council
members. In the rush to provide these services, little attention was paid to the
skill sets necessary to perform; this has resulted in uneven levels of protection.
Recognizing the importance of safeguarding all ministries and Council members,
the CPA has embarked on an ambitious training program whose goal is to
produce 1500 protective agents in the next year. Even with the vulnerability
surveys in hand, there is a total lack of expertise within the CPA or Iragi council
that can transform the findings into action,

. Processes and procedures normally associated with a comprehensive overseas
security program do not exist. There are no secure working areas, no technical
protection measures, no vetting processes, 44 different access badges with foreign
nationals from several countries administering access control, varying access
procedures for each CPA controlled facility and no centralized guard system.
Physical security for the Al-Rasheed Hotel within the Green Zone is a
combination of army artillery and Gurkas while perimeter security for the palace
is military police. Each unit has separate operating orders and access procedures
may vary by shift and the officer in charge for that shift. There are no existing
operational agreements for efnergency response elements who are called upon in
the event of an emergency at any of the CPA locations.

It is anticipated that up to 12 additional governance positions will be established
in the three regional sectors outside of Baghdad on/about January 2004, Each of
these sectors will replicate essential CPA operations within their region,
necessitating a coordinating security representative,




4. Deployment Schedule

FP-01: Assigned/detailed by 11/15/03 (TDY coverage during interim)

FP-02 and FP-03 Protection Security Managers and Physical Security Specialists:
Assigned/detailed by 11/15/03

MSD Security Operations: Six officers TDY by 10/30/03

FP-03 SEO: Assigned/detailed by 12/15/03

GS-13 ITA Analysts: Assigned/detailed by 12/15/03

FP-02 and FP-03 Regional Security Officers: Assigned/detailed by 1/15/04

Office Management Specialist: Assigned/detailed by 11/30/03

FP-03 Logistician: Assigned/detailed by 11/30/03

FP-01 Special Baghdad Coordinator: Assigned to IP/NEA by 11/30/03

Assumptions

1.

All positions will be detailed to the CPA. As CPA falls under the Office of the
Secretary of Defense (OSD), all support requirements will be the responsibility of
CPA.

With the exception of the MSD positions, all personnel will be assigned for one
year,

The staffing plan described above addresses current CPA needs and is subject to
change if those needs increase. CPA anticipates that their operations will cease
on/about November 2004 at which time the security functions described above
may/will be modified and assumed under Embassy Baghdad.




Attachments:

A — Memorandum of Agreement between the Department of Defense and the
Department of State Regarding Details of Employees for Iraq Post-War
Reconstruction and Humanitarian Assistance signed 3/14/03

B ~ Memorandum for Coalition Provisional Authority Commander, US Central
Command dated August 11, 2003

C - CJTF-7 Mission Statement

D - RCO and RSCC Mission Statements

E — Proposed Organizational Chart for RSCO Baghdad
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Joint Force Headquarters and NIA brigade headquarters to act at the “Iraq
} component” of the CJTF and would oversee and coordinate the employment of both
| NIA and ICDC during TOA. This would protect the CPA role as the political/policy
‘ “National Command Authority” over all Iragi forces and put CPA in position to
‘ direct the future destiny of ICDC in a direction and at a pace compatible with the
‘ advance of Governance.

(2) Concept for Security Force Integration. We have reached a staff-level consensus
: between ONSA, CJTF and MOI that a roles and missions framework for Iraqi
\ Security Forces would be useful to guide these related transitions. ONSA has
} undertaken to prepare a first draft.
\

Command Relationship between CMATT and CJTF. CJTF is working from a premise
established in a CENTCOM planning order that places CMATT under operational
control (OPCON) of CITF. This is a significantly stronger command relationship than [
believe Walt discussed with you, which was that CMATT would be TACON to CITF
and ADCON to CPA/ONSA. Doctrinally, none of these terms fits the current situation
precisely. The attached memo elaborates.

(3) Role of the NIA in Internal Security. ONSA is preparing a paper to go to General
Counsel and will work with General Counsel to develop appropriate guidance (CPA
Order, Policy Statement and/or NIA Regulation) to provide guidelines for “Use of the
Military in Support of the Civil Authority”. To support coalition forces TOA, both
NIA forces and ICDC forces must be operationally and legally prepared to take on
the full range of tasks currently performed by coalition forces.

| (4) Using NIA Funds from the Supplemental to Support ICDC Expansion. There are

} limits in the law on how much can be transferred without referring back to Congress.
! We are coordinating with PMO who is exploring all options. General Council view

| is that, once we identify how we want to shift the funds, Congressional notification

| will be required. Impact on timeline is undetermined at this time.

(5) Senior Leader Selection and Development. Rapid expansion of both ICDC and NIA,

together with what appears to be a requirement for NIA to accelerate development of

: its headquarters infrastructure means that we are facing an immediate requirement to

! appoint relatively senior leaders (colonels, brigadiers and major generals for the

! military, office directors and some senior directors for the civilian agencies). We

| may already be at the point where we need to consider appointing higher echelon

‘ commanders. ONSA has devised a system for vetting to address not only the
concerns relating to the de-Baathification Policy but which also provides a means to
obtain a measure of assurance that the subject individual is not either politically or
criminally tainted. ONSA proposes to use this system as the basis for
recommendations o appoint these persons. A policy letter describing this process is
in progress. ONSA is also identifying training opportunities and preparing budget
requests to support senior leader professional development for both military and
civilian security sector.
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Provide policy guidance and oversight to CITF-7 for NIA and for ICDC,
to include setting total force targets and equipment levels, basic functions
assigned, personnel policies (to include disciplinary rules,
recruiting/vetting standards, and salaries and benefits), and determine and
manage budgets for financial support to ICDC and NIA programs. (OSA,
OMB). In particular, any re-allocation of funds between ICDC and NIA
(or other applicable accounts) will require action by CPA.

Execute programs for providing basing facilities and equipment to NIA
\ and ICDC units, including contracting and financial oversight. (PMO)

Retain administrative control (“ADCON”) of CMATT.

Provision of logistical and administrative support to NIA and ICDC will be
divided between CITF-7 and CPA as previously agreed. In general, CITF-7 will
provide such support for ICDC units, and CPA (through DSA) will provide it for
NIA units under agreements to be reached.

NIA and ICDC will, to the maximum extent feasible, use common programs for
| acquisition and support services, when doing so serves efficiency, interoperability
or economy.

TEXT BREAK.

(3) These are the official definitions, paraphrased to reflect the sense of Walt’s memo:

| OPCON = ... authoritative direction over all aspects of military operations and joint training
| necessary 1o accomplish missions assigned to the command ...

TACON = ... limited to the detailed direction and control ... necessary to accomplish missions or
tasks assigned ...
ADCON = ... authority ... in respect to administration and support, including organization ...,

contirol of resources

| The underlying issue is our vision of how the responsibility for security will be

\ transferred from the CJTF to proper Iraqi authorities and the role of CPA and CMATT as
these transitions advance. CMATT envisions creating a Joint Force Headquarters
(JFHQ) as the top echelon of command of the New Iraqi Army forces, to be joined with a
future ministry as a single institution, similar to the British system. We envision the

| JFHQ as becoming the headquarters of the Iragi component of the coalition command,

| directing the actions of all Iragi armed forces under direction of the coalition commander,
‘ while the CPA provides the National Command Authority resources and policy inputs to
enable the forces to execute their missions. This configuration directly supports
transition. As the CJTF and its’ MSCs continue to draw down, NIA units, augmented by
ICDC, assume the MSCs’ mission. Although it will not be easy to execute, this approach
leads more directly to Iraqi control of Iraqi forces, to Iraqi responsibility for the overall
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security situation and to coordination between the military and civil chains of authority as
governance advances.
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