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Section B - Supplies or Services and Prices

ITEMNO
0001

ITEM NO
000101

ITEM NO
000102

SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE
Base Effort Support Services
CPAF

The Contractor shall furnish the necessary personnel, materials, facilities and other
services required to conduct the services and provide reports and data for
DARPA’s Office of Management Operations/Security and Intelligence Directorate
as described in Section C. Award Fee shall be determined in accordance with
Attachment Number 1, Award Fee Plan.

FOB: Destination

ESTIMATED COST
BASE FEE
SUBTOTAL EST COST + BASE
MAX AWARD FEE
TOTAL EST COST + FEE
SUPPLIES/SERVICES ~ QUANTITY  UNIT UNIT PRICE
AO No. W079/00
ACRN AA
CIN: 000000000000000000000000000000
SUPPLIES/SERVICES ~ QUANTITY  UNIT UNIT PRICE

AO No. W079/00

ACRN AB
CIN: 06000000060000000000000000000000

HRO011-06-C-0127
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AMOUNT

(b)(4)

AMOUNT

$3,790,010.00

AMOUNT

$636,555.00



ITEM NO
0002

SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE

Base Effort ODCs
COST

This CLIN is for Other Direct Costs (ODCs) associated with the Support Services,
including Consultants, Travel, Supplies, Materials, and Maintenance Costs. This
CLIN is a Cost Reimbursable, No Fee, Not-to-Exceed amount. Consultant costs
in the ODCs CLIN are intended to cover additional, "within scope” work that will
be identified by the Government during the contract performance, vice the FTEs
specified in Section C and Section L.

FOB: Destination

ESTIMATED COST

ITEM NO
000201

AO No. W079/00

ACRN AB

HR0011-06-C-0127
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AMOUNT

$1,390,000.00

AMOUNT

$579,217.00



ITEM NO

0003
OPTION

ITEM NO
0004
OPTION

SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE

Option Yr. I Support Services
CPAF

The Contractor shall fumnish the necessary personnel, materials, facilities and other
services required to conduct the services and provide reports and data for
DARPA’s Office of Management Operations/Security and Intelligence Directorate
as described in Section C. Award Fee shall be determined in accordance with
Attachment Number 1, Award Fee Plan.

FOB: Destination

ESTIMATED COST
BASE FEE
SUBTOTAL EST COST + BASE
MAX AWARD FEE
TOTAL EST COST + FEE
SUPPLIES/SERVICES ~ QUANTITY UNIT UNIT PRICE

Option Yr. | ODCs

COST

This CLIN is for Other Direct Costs (ODCs) associated with the Support Services,
including Consultants, Travel, Supplies, Materials, and Maintenance Costs. This
CLIN is a Cost Reimbursable, No Fee, Not-to-Exceed amount. Consultant costs
in the ODCs CLIN are intended to cover additional, "within scope” work that will
be identified by the Government during the contract performance, vice the FTEs
specified in Section C and Section L.

FOB: Destination

ESTIMATED COST

HRO011-06-C-0127
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AMOQUNT

(b)(4)

$11,048,741.00

AMOUNT

$1,460,000.00



ITEM NO
0005
OPTION

ITEM NO
0006
OFTION

SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE

Option Yr. I Support Services

CPAF

The Contractor shall furnish the necessary personnel, materials, facilities and other
services required 10 conduct the services and provide reports and data for
DARPA's Office of Management Operations/Security and Intelligence Directorate

as described in Section C. Award Fee shall be determined in accordance with
Attachment Number 1, Award Fee Plan.

FOB: Destination

ESTIMATED COST

BASE FEE
SUBTOTAL EST COST + BASE
MAX AWARD FEE
TOTAL EST COST + FEE
SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE

~ Option Yr. 11 ODCs

COST

This CLIN is for Other Direct Costs (ODCs) associated with the Support Services,
including Consultants, Travel, Supplies, Materials, and Maintenance Costs. This
CLIN is a Cost Reimbursable, No Fee, Not-to-Exceed amount. Consultant costs
in the ODCs CLIN are intended to cover additional, "within scope” work that will
be identified by the Government during the contract performance, vice the FIEs
specified in Section C and Section L.

FOB: Destination

ESTIMATED COST
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AMOUNT

(b)(4)

$11,463,079.00

AMOUNT

$1,533,000.00




ITEM NO

0007
OPTION

ITEM NO

0008
OPTION

SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE

Option Yr II1 Support Services

CPAF

The Contractor shall furnish the necessary personnel, materials, facilities and other
services required to conduct the services and provide reports and data for
DARPA’s Office of Management Operations/Security and Intelligence Directorate
as described in Section C. Award Fee shall be determined in accordance with
Attachment Number 1, Award Fee Plan.

FOB: Destination

ESTIMATED COST
BASE FEE
SUBTOTAL EST COST + BASE
MAX AWARD FEE
TOTAL EST COST + FEE
SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE

Option Yr. 111 ODCs

COST

This CLIN is for Other Direct Costs (ODCs) associated with the Support Services,
including Consultants, Travel, Supplies, Materials, and Maintenance Costs, This
CLIN is a Cost Reimbursable, No Fee, Not-to-Exceed amount. Consultant costs
in the ODCs CLIN are intended to cover additional, "within scope” work that will
be identified by the Government during the contract performance, vice the FTEs
specified in Section C and Section L.

FOB: Destination

ESTIMATED COST

HR0011-06-C-0127
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AMOUNT

(b)(4)

$11,864,326.00

AMOUNT

$1,610,000.00



ITEM NO

0009
OPTION

ITEM NO

0010
OPTION

SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE

Option Yr. IV Support Services
CPAF

The Contractor shall furnish the necessary personnel, materials, facilities and other
services required to conduct the services and provide reports and data for
DARPA’s Office of Management Operations/Security and Intelligence Directorate
as described in Section C. Award Fee shall be determined in accordance with
Attachment Number 1, Award Fee Plan.

FOB: Destination

ESTIMATED COST
BASE FEE
SUBTOTAL EST COST + BASE
MAX AWARD FEE
TOTAL EST COST + FEE
SUPPLIES/SERVICES  QUANTITY UNIT UNIT PRICE

Option Yr. IV ODCs

COST

This CLIN is for Other Direct Casts (ODCs) associated with the Support Services,
including Consultants, Travel, Supplies, Materials, and Maintenance Costs. This
CLIN is a Cost Reimbursable, No Fee, Not-to~Exceed amount. Consultant costs
in the ODCs CLIN are intended to cover additional, "within scope" work that will
be identified by the Government during the contract performance, vice the FTEs
specified in Section C and Section L.

FOB: Destination

ESTIMATED COST

HRO0011-06-C-0127
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AMOUNT

(b)(4)

$12,249,636.00

AMOUNT

$1,691,000.00
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Section C - Descriptions and Specifications

CLAUSES INCORPORATED BY FULL TEXT

STATEMENT OF WORK:
CONTRACTOR SUPPORT SERVICES FOR THE
OFFICE OF MANAGEMENT OPERATIONS/
SECURITY AND INTELLIGENCE DIRECTORATE OF DARPA

1.0 GENERAL

The contractor shall provide the necessary personnel, materials, facilities, and other services
required to perform the tasks and requirements in accordance with this Statement of Work and
the Program Management Plan (Attachment Number 3).

In the event of an inconsistency between the provisions of the Statement of Work and the
Program Management Plan (i.c., the Technical Approach section from the Contractor’s Volume I
proposal or as subsequently revised/approved), the inconsistency shall be resolved by giving
precedence in the following order: (1) Statement of Work, (2) other sections and attachments in
contract other than Attachment Number 3, and (3) Program Management Plan, Attachment
Number 3.

The contractor and its team shall adhere to Organizational Conflict of Interest clause (See
Section H). The contractor is required to provide a high quality professional security staff that
uses teamwork to accomplish the necessary work, provides the highest quality customer service,
and that accomplishes the tasks using initiative, innovativeness, and cost consciousness.

1.1 Introduction

Contractor support services are required to support the Security and Intelligence Directorate
(SID), which is under the Office of Management Operations (OMO), at the Defense Advanced
Research Projects Agency (DARPA). In fulfilling this responsibility, SID desires support
services in developing, implementing and maintaining programs that facilitate the secure and
successful accomplishments of its mission while protecting DARPA personnel, information,
property, and business continuity which are consistent with DARPA Mission, Public Law,
National Policy, applicable Executive Orders, and Department of Defense Directives and
Regulations.

1.2 Background

DARPA’s mission is to maintain the technological superiority of the U.S. military and prevent
technological surprise from harming our national security by sponsoring revolutionary, high-
payoff research that bridges the gap between fundamental discoveries and their military use.
DARPA’s mission is also to create technological surprise for our adversaries. This implies one
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imperative — radical innovation for national security. DARPA’s business philosophy is to bring
in expert, entrepreneurial program managers for the technical programs, empower them, protect

them from red tape, and to quickly make decisions about starting, continuing or stopping research
projects.

DARPA’s Security and Intelligence Directorate (SID) supports this mission by planning,
executing, and directing the information, personnel, industrial, information assurance, and
physical security programs at DARPA and at specified contractor sites. This includes collateral,
Sensitive Compartmented Information (SCI), and Special Access Programs (SAP). SID also
formulates and implements security policy and procedures at DARPA and represents DARPA on
security matters with external organizations. The SID mission is to develop, manage and
implement programs that facilitate the secure and successful accomplishment of DARPA's
mission, while protecting DARPA personnel, information, property, and insuring business
continuity. SID objectives are to provide world class service to each of our customers; to
establish credible security policy and procedures; to be responsive to technical program needs in
a timely manner; to represent DARPA’s interests in National Security Forums; and above all, to
protect our people and information. SID’s challenge is to accomplish the mission and objectives
while mirroring the DARPA business philosophy. The SID requires a contractor that will
provide a high quality professional security staff that believes in teamwork and customer service
and that will partner with SID to accomplish these objectives using initiative, innovativeness, and
cost consciousness.

1.3 Scope

This Statement of Work (SOW) encompasses support services relative to developing,
implementing and maintaining programs as required to meet SID needs. The contractor shall
provide and manage personnel and equipment, to include support provided to the contractor by
subcontractors or consultants, to safeguard DARPA, US Government and other resident property,
personnel, and information and to assure continuity of the DARPA work effort. The contractor is
required to perform all tasks within this SOW and shall be capable of meeting surge periods
when additional resources above the normal requirements are necessary to meet short-term
requirements.

This SOW shall consist of tasks to be performed for a period of 12-months. The contract will
contain option provisions for four additional 12-month performance periods, and provisions to
allow incremental funding,

The contractor shall advise and assist the Government, but shall not make final decisions or
certifications on behalf of the Government nor perform any inherent Governmental functions.
The contractor and its employees shall not represent the Government nor appear to represent the
Government in performance of these contract services. At all times, contractor personnel shall
wear appropriate identification (in accordance with DARPA instructions and policies) identifying
themselves as contractor personnel. At all meetings, conferences, or sessions with Government
personnel, contractor personnel shall clearly identify their status as contractor employees. All
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reports required as deliverables under this contract are the property of the U.S. Government.
Reports shall not contain contractor name, logo or other contractor identifying device.

2.0 APPLICABLE DOCUMENTS (Statement of Work will have precedence over
Standards)

¢ Military and Federal standards.

¢ DoD Handbook (DoDH) 0-2000.1 2H, Protection of DoD Personnel and Activities
Against Acts of Terrorism and Political Turbulence

DoD Instruction (DoDI) 0-2000.16

DoD Regulation 5200.1, Information Security

DoD Directive 5200.2, DoD Personnel Security Program

DoD Regulation 5200.8, Physical Security Program

DoD Manual 5220.22-M, National Industrial Security Program Operating Manual
(NISPOM) :

DoD 5220.22-M-Sup1 (NISPOM Supplement)

Export Administration Regulations (EAR)

Federal Property Disposal Regulations

Freedom of Information Act

International Traffic in Arms Regulations (ITAR)

Militarily Critical Technologies List (MCTL)

National Industrial Security Program Operating Manual (NISPOM)

Privacy Act

3.0 TASKS
3.1  SECURITY OPERATIONS
3.1.1 Counterintelligence Support

The contractor shall assist the DARPA SID staffin counterintelligence activities. The
contractor’s role shall primarily be to provide support to the DARPA countetintelligence
program. The support shall typically include detecting, identifying, accessing, and exploiting
information on adversary intentions and capabilities. Support shall also include developing
programs, systems, and procedures countering intelligence collection efforts and activities of
foreign entities, to include sabotage and terrorist activities. The support shall also include
recommending cost-effective protective measures and countermeasures for DARPA personnel,
programs, and efforts. This shall be accomplished using risk management evaluations and multi-
discipline teams to analyze such programs and efforts. The analysis shall focus on (1) identifying
technology targeting of foreign or domestic threats, (2) identifying threats and vulnerabilities
relative to DARPA personnel, programs, and efforts, and (3) providing assessment of collection
capabilities and potential threats from foreign interests. The contractor shall identify and make
recommendations designed to assure that horizontal protection needs and Operations Security
(OPSEC) principles are applied on DARPA programs and projects. The contractor shall, in
support of this task, draft assessments, studies, estimates, and other records and reports that are
necessary or requested in support of the DARPA Counterintelligence Program.
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3.1.2  Industrial Security Program

The contractor shall provide support and assistance in administering the National Industrial
Security Program for DARPA contractors involved in collateral, Special Access Program, and
Sensitive Compartmented Information (SCI) efforts in accordance with the National Industrial
Security Program Operating Manual (NISPOM), the Department of Defense Supplement, and
appropriate Director, Central Intelligence Directives (DCID). This assistance shall include the
verification of, and, as necessary, the processing of facility security clearances for contractor and
consultant facilities, determining the data requirements and preparation of the DD Form 254,
Contract Security Classification Specification, the coordination and preparation of National
Interest Determinations (NIDS), coordinating security requirements with DARPA performers,
maintaining a database of performer Facility Security Officers and other contacts, coordinating
security and other requirements with the Defense Security Service (DSS), and arranging or
providing security oversight and compliance verification activities for DARPA contractors.

3.1.3 Information Assurance (IA)

The contractor shall assist the SID in developing and implementing an IA program that protects
and defends DARPA information and information systems by ensuring their availability,
integrity, authentication, confidentiality, and non-repudiation. This includes providing for
restoration of information systems by incorporating protection, detection, recognition, and
reaction capabilities. The DARPA systems to be protected include systems that process and store
information at the collateral level up to Top Secret, the SCI level, the SAP level, and the
controlled unclassified information level. Personnel assigned to the 1A function shall be
qualified in accordance with DoD Directive 8570.1 » Information Assurance Training,
Certification, and Workforce Management and DoD Manual 8570.1 -M, Information Assurance
Workforce Improvement Program, and shall be thoroughly familiar with, understand, and be able
to apply the requirements contained in the following:

* DoDI 5200.40, , DoD Information Technology Security Certification and Accreditation
Process (DITSCAP)

* DoDD 8000.1, Management of DoD Information Resources and Information Technology

DoDD 8100.2, Use of Commercial Wireless Devices, Services, and Technologies in the

Department of Defense (DoD) Global Information Grid (GIG)

DoDD 8500.1, Information Assurance (1A)

DoDD 8500.2, Information Assurance Implementation

DoDD 8530.1, Computer Network Defense (CND)

DoDI1 8530.2, Support to CND

DoDI 8551.1, Ports, Protocols, and Services Management (PPSM)

DoDD 8570.1, 1A Training, Certification, and Workforce Management

Chapter 8, National Industrial Security Operations Manual (NISPOM)

DCID 6/3, Protecting Sensitive Compartmented Information Within Information Systems
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The activities of the contractor shall include, but not limited to, the following:

* Certification and Accreditation Activities in accordance with DoD Directive 5200.40, DoD

Information Technology Security Certification and Accreditation Process (DITSCAP);

Analysis of Threats and Vulnerabilities and Risk Mitigation and Acceptance;

Forensic Examination of computer and associated equipment;

Policy, Procedure, and Strategy development, examination, and recommendations;

Oversight activities of DARPA and selected performer automated information systems;

Automated Information System Security Plan and/or System Security Authorization

Agreement (SSAA) development and review;

Response to incidents;

* Evaluations of IA products;

* Development and presentation of education and training programs relative to IA and
computer security;

* Development and application of Red Team Plans and Activities.

3.1.4 Information Security Program

The contractor shall assist with sustaining an Information Security Program to ensure the
accountability, safeguarding, integrity, reliability and privacy of classified or controlled
unclassified information and to prevent access or release of information to unauthorized
personnel. The scope of the program shall include the identification, marking, accountability,
transmission, and safeguarding of collateral, Special Access Program, and Sensitive
Compartmented classified and controlled unclassified information as well as information falling
under the protection of the Privacy and Freedom of Information Act, International Traffic in
Arms Regulations (ITAR), Export Administration Regulations (EAR), and For Official Use Only
(FOUO) information. The contractor shall continuously assess the application of the most
current DoD and DARPA policy and practices for the protection of classified and controlled
unclassified information and make recommendations for improvements.

3.1.4.1 Classification Management

The contractor shall assist DARPA Security Classification Officer(s), in determining and
interpreting appropriate derivative and original classification levels and implementing or
providing implementation guidance regarding the requirements associated with the determined
levels to DARPA personnel and activities. This shall include, but not be limited to: the
development, coordination, publication, and distribution of security classification guides (SCG);
the determination of requirements associated with handling, transmitting, safeguarding, marking,
retaining, and destroying classified and controlied unclassified information and/or material; and
the reviewing of information and/or material intended for public release or to determine
appropriate classification action.
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3.1.4.2 Document Control Program

The contractor shall assist with sustaining a Document Control Program to assure the proper
receipt, marking, issue, reproduction, accountability, tracking, transmission, inventory, and
destruction or disposition of classified and designated controlled unclassified information. The
classified material includes collateral, Special Access Program (SAP), and Sensitive
Compartmented Information (SCI). The program shall also include staffing appropriate control
stations for the issue, receipt, and storage of classified material and shall include planning and
implementing an annual “clean-out” process to identify needed classification actions and to make
proper disposition of documents. The program shall also include developing and recommending
policies and procedures relative to the document control effort. DARPA currently uses a non-
SID agency for document pickup and destruction. The contractor shall prepare and submit the
recommended Annual Clean-Out Process Plan, (Reference Paragraph 5.1)

3.14.3 Security Container and Security Area Control

The contractor shall assist with sustaining a program to assure the issue, location/establishment,
control, safeguarding, and accountability of security containers and/or security areas (e.g.,
Sensitive Compartmented Information Facility (SCIF)) to include oversight activities for
container custodians. The contractor shall include data relative to the work effort in this area in
statistical reports. The program shall include provisions for emergency entry and egress to and
from containers/areas, arrangements for fabricating/constructing, locating, changing and
repairing security containers/areas, providing guidance and assistance to container/area
custodians, establishing a system to recall selected personnel to unlock or lock containers/areas,

and establishing a repository(ies) for maintaining combinations. (Reference Paragraph 5.2)

3.1.5 International Security Program

The contractor shall provide support and assistance to the DARPA SID staff in implementing,
and administering an International Security Program. The primary purpose of the International
Security Program is to ensure the appropriateness of the disclosure of information to foreign
entities and to ensure that adequate protection for such information is provided in appropriate
agreements and procedures. In performing these functions, the contractor shall work closely with
DARPA SID counterintelligence representatives, reporting all pertinent information in a timely
manner. The program shall include assisting in:

® Overseeing the exchange of information with Foreign Governments, Foreign Nationals, and
international organizations to assure compliance with requirements in the National
Disclosure Policy, providing rationale for release or non-release decisions;

* Conducting activities relative to and in compliance with the Export Administration
Regulations (EAR) and the Militarily Critical Technologies List (MCTL);

® Determining, recommending, and preparing input relative to treaty compliance issues and
inspections;
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* Dataentry into the Security Policy Automated Network (SPAN) and such other databases
that may be identified,

* Determining how export requests should be processed (e.g. through EAR or MCTL
channels);

* Preparation of security compromise damage assessments;

® Determining, recommending, and preparing input relative to Committee on Foreign
Investment in the United States (CFIUS) cases;

* Reviewing material to determine and make recommendations relative to the
appropriateness for public release; :

® Monitoring the visits and requests to visit DARPA by Foreign Nationals, assuring that
requests to visits are processed through proper channels and, as appropriate, that
assignments of Foreign Nationals are processed in accordance with the Defense Personnel
Exchange Program (DPEP) agreements or the International Visit Program (IVP), providing
rationale for approving or rejecting the visit.

3.1.6 Personnel Security

The Personnel Security program assures that all personnel meet the standards mandated by DOD
Regulation 5200.2 to obtain and maintain a personnel security clearance and accesses to Special
Access Programs (SAP) and Sensitive Compartmented Information (SCI) Programs. The
contractor shall support the DARPA SID in investigative and administrative actions needed to
ensure that DARPA and selected contractor personnel are efficiently and effectively processed
for their security clearances and subsequent access to facilities and information. This shall
include the collection and protection of personal history data, the review of the information
collected, the coordination of the initiation of investigations and adjudications by various
agencies, the determination, in conjunction with other DARPA entities, of position sensitivity
levels, the review of completed case files and Personnel Security Questionnaires (PSQ’s), and
investigation of an individual’s background information prior to final adjudication. It also
includes the management of and issuance of DARPA identification badges and the Common
Access Card (CAC), maintenance of personnel security files showing individual clearances,
assisting DARPA staff in completing personnel security related documents, ensuring that
personnel are notified in advance when they are due for reinvestigation and the transference of
any clearances or accesses to other organizations.

3.1.7 Security Education, Training, and Awareness Program

The contractor shall develop, implement, and maintain a Security Education, Training, and
Awareness Program for all DARPA personnel, the contractor staff, and DARPA enclave
members. It shall be designed to provide up to date information on how to perform security
functions, promote understanding of policies and requirements and their importance, instill and
maintain continuing awareness of security requirements and the Foreign Intelligence and
Terronst Threat, and assist in promoting a high degree of motivation to support DARPA security
program goals. The Training Program shall include the development of a Master Training Plan,
updated annually, that addresses training requirements specified by DoD policy and that
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describes the DARPA Security Training Program. The Master Training Plan shall be based on a
Training Needs Analysis conducted by the contractor and shall include an annual Master
Training Schedule and a Master Training Requirements List that extracts and documents training
requirements from DoD and DARPA policy and procedure documents. The training plan and
needs analysis shall address the security training and education needs of the general DARPA
staff as well as all of the government and contractor personnel assigned to SID, The Master
Training Plan shall also identify the resources required to conduct training (Facilities, Training
Aids, Instructors, etc.). The plan shall also include the method of delivery for distributing time
sensitive security information to include changes in specific threats, threat levels, policies and

procedures. (Reference Paragraph 5.3)

3.1.7.1 Education and Training Presentations

The contractor shall present training and education classes, seminars, and workshops and
maintain records and a database detailing student participation. Contractor staff assigned to the
various functional areas within SID will be required to prepare and present various oral and/or
written presentations, training, and reports relative to their functional area and their work
activities. Presentations by the contractor shall use the most effective mix of written, oral, and
audio/visual techniques and, where appropriate shall use computer based interactive training,
The contractor shall reevaluate the training program during self-inspections and other oversight
activities. The evaluation shall assess the quality, effectiveness, and appropriateness of the
training program. The training program shall meet the following minimum requirements:

3.1.7.2 Newcomer, Initial and Recurring Indoctrination and Briefing

The contractor shall assist DARPA with providing new employees an orientation on security in
accordance with DoD Directives 5200.1, 5200.2, 5200.8, and the DARPA Security Manual.
Prior to access to classified information, the contractor shall assist DARPA in assuring that all
persons granted a clearance shall complete all documentation required and shall attend an initial
indoctrination briefing. This orientation briefing shall outline at a minimum why security at
DARPA is critical to their success; explain the SID directorate mission and organization; outline
the security services that are provided; outline emergency and safety requirements, and highlight
the individual’s security responsibilities as a DARPA employee. All personnel issued a DARPA
badge shall be indoctrinated relative to their security and emergency responsibilities. The
training shall include, but not be limited to, addressing the threat and the techniques employed by
foreign intelligence activities attempting to obtain classified and sensitive unclassified
information, and shall address issues or concerns identified during SID self-inspections and
highlighted by the occurrence of security violations and infractions. The contractor shall assist
DARPA in conducting a termination briefing which shall be provided to all personnel upon
termination of employment, administrative withdrawal of a security clearance, or contemplated
absence from duty or employment from DARPA for 60 days or more. Individuals who are
debriefed will be required to complete all documentation necessary, including but not limited to,
the Security Debriefing Acknowledgment. All DARPA staff shall also be provided an annual
security refresher orientation.




HR0011-06-C-0127

Page 16 of 55

3.1.7.3 Automated Information Systems (AIS) Indoctrination and Briefing

The contractor shall ensure that all personnel who are granted access to AIS are indoctrinated on
their security responsibilities prior to gaining access to the system and at least annually thereafter.

3.1.7.4  SID Contractor Personnel Training

The contractor shall establish a training program for their personnel to assure that they are
provided the information, knowledge and skills needed to accomplish their assigned functions.
Training shall be provided for each functional position/area. An initial orientation shall be
provided for all new employees prior to their assuming work on the contract. Appropriate written
materials shall be provided to the employee, to include necessary work telephone numbers, and a
tour of the DARPA area shall be provided. The training shall be conducted within two weeks of
hire and the contractor shall provide certification that each employee has received the orientation.
The following areas shall be covered during the initial orientation:

Roles and responsibilities of the DARPA and contractor staff;

Individual responsibilities of persons who create or handle classified or controlled
unclassified information (e.g., Export Controlled Information), to include reporting
requirements for foreign national contacts, change in status, travel, and potentially
adverse information;

Persons to contact/notify regarding security incidents or emergency situations;

* DARPA Requirements and Procedures for access to the building for staff and visitors,
with particular emphasis on responding emergency services (i.e. police, fire, and
medical);

® Description of what an individual should do when he or she believes security
requirements or standards of conduct may have been violated or compromise is
suspected;

e Description of Emergency Procedures and the Emergency Plan for DARPA,; and,

¢ DARPA Requirements and Procedures for the access to and the use of AIS, Telephones,
and other government property;

® Dress, appearance, and conduct requirements, to include relations with fellow employees
as well as DARPA and other contractor staff;

* Individual responsibility for the protection, care and maintenance of government
furnished equipment and supplies;

¢ “Chain of Command” and the government’s role.

The contractor shall provide a Contractor's Certification of Employee Training certifying that
each contract employee has received the training outlined above. (Reference Paragraph 5.4)




HRO0011-06-C-0127
Page 17 of 55

3.1.8 Technical Security

Technical Security Countermeasures (TSCM) and TEMPEST support is provided to DARPA by
another US Government Agency. As required, the contractor shall identify programs and
activities that require the application of TSCM and/or TEMPEST, recommend for approval the
use of these techniques and upon approval coordinate, oversee, and within the capabilities and
the authority of DARPA, conduct the approved or required activities.

3.2 PROGRAM SECURITY
3.2.1 Program Security Support

Program security support is the embedded support provided to the various DARPA Technical
Offices. The contractor shall provide program security support to Collaterally Classified
Programs, Special Access Programs (SAP), and Sensitive Compartmented Information (SCI)
Programs. The contractor shall also staff and assist with the operations of the Special Access
Program Central Office (SAPCO) that supports all Special Access Programs (SAP) and the
Special Security Office (SSO) that handles all SCI programs. The SAP and SCI facilities and
associated equipment will be provided by DARPA.

3.2.1.1  Special Access Program Central Office (SAPCO) and Special Security Office
(SS0)

The SAPCO and SSO provides administrative support to the embedded program security staff
through the development and enforcement of standardization of policy and procedures, gathering
and recording of various reports and documents, and centralized control of the work effort for the
respective SAP and SCI areas. The execution of the work effort by the embedded program
security staff is decentralized. The contractor shall support the SAPCO and the SSO by handling
the receipt, accountability, transmission, reproduction, storage, safeguarding, and destruction of
SAP, Sensitive Compartmented Information (SCI), and collateral classified information records

and reports and by processing verifications of authorized personnel for access to appropriate
material.

3.2.1.2  Staffing of SAPCO and SSO and Program Security Support

The Contractor shall staff the SAPCO, SSO, and embedded program security support positions
with security professionals that perform both administrative functions associated with SAP and
SCI efforts (e.g., passing clearances, processing Program Access Requests (PARS)) and program
security representative who work to directly develop and oversee security for their respective
technical programs. Both the administrative and security representative positions require
personnel with a broad range of experience and technical competence in and general knowledge
of all security disciplines that shall be brought to bear in the SAP, SCI, and collateral security
arenas. The experience in the SAP and SCI arena shall include the transition of national level
programs and the operation of automated SAP and SCI intelligence retrieval systems.
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3.2.1.3 Program Security Representatives

The Contractor shall provide embedded program security support with personnel referred to as
Program Security Representatives (PSR) who work closely with the government Program
Security Officers (PSO). The primary functions of the PSR shall be to assist the PSOs and the
DARPA technical office Program Managers and program staff in determining, interpreting, and
applying security requirements applicable to their assigned programs. The PSR shall use
initiative and innovation to apply program security requirements in such a manner that the
mission of the programs can be accomplished in a cost-effective, schedule compliant manner,
with minimum risk to information, personnel, and business continuity. The PSR shall assist the
programs in identifying and managing the risks associated with the programs. Typical duties of
the PSRs include, but are not limited to:

* Determining and applying appropriate security requirements and tasks relative to the
specific technology programs to be protected;

* Establishing and sustaining personnel access, document control, and other databases
applicable to the specific PSR area (SAP, Collateral, or SCh;

* Providing courier services;

Coordinating program activities with other agencies;

Planning, coordinating, and managing security support for test activities, transportation of

equipment and material, and off-site facilities;

Planning and managing billet programs;

Developing Security Classification Guides (SCG);

Assisting in determining program access requirements and processing personnel for access;

Planning, coordinating, providing, and managing security support for meetings;

Preparing for and processing accreditations for facilities and AIS;

Supporting all aspects of intelligence taskings; and,

Developing and reviewing Security Protection Plans to assure compliance with security
requirements.

3.3  SECURITY PROGRAM PLANNING AND EXECUTION
3.3.1 Program Management

Program Management means the management of the overall contract in support of the DARPA
security program. The contractor shall provide a full time senior on-site company representative,
hereinafter referred to as “program manager” to manage the overall contract. The program
manager shall have the fult authority to commit the company to all operational functions in
support of the contract and to represent and act for, and in the name of, the company in all
contract matters relative to the execution of this contract and shall have “hiring” and “firing”
authority for its personnel assigned to support the contract. The program manager will have the
sole responsibility and authority for directing the conduct of contractor personnel when
contractor personnel are performing tasks or functions associated with this contract.
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The contractor shall establish and, upon approval, the PM shall implement a plan for the
accomplishment of the work associated with this contract under the Program Management Plan
as specified in Section 5 of the Statement of Work. In addition, a Monthly Management Report
will be provided depicting the status and progress of work efforts, schedules, and costs as
described in Section 5 of the Statement of Work (Reference Paragraph 5.5 and 5.6)

3.3.2  Automated Security System Maintenance and Administration

The contractor shall provide a System Administrator for the automated security systems used by
the SID. The contractor shall provide a program to assure that all system users are trained in the
use of the systems and shall provide an audit program to verify the accuracy of data entry.
Additionally, the System Administrator shall coordinate maintenance and repair activities for the
automated security systems. The Systems Administrator shall also maintain an inventory of the
systems, maintain a configuration control file of the systems, and ensure system maintenance,
software upgrades, data archiving, and tests are conducted to assure the system is run at peak
efficiency and that historical data is not lost.

3.3.2.1 Data Base Maintenance and Management

The contractor shall assist SID with the management, maintenance, design, review, and update of
SID databases (using COTS software products) and shall work with DARPA SID management
and staff regarding the content, appearance, functionality, and user interface of the databases.
This involves meeting with management and other organizations, surveying users, graphics
design, and creation of coding.

Contractor staff assigned to the various functional areas will be required to use and accurately
maintain, in a timely manner, the databases provided to them by DARPA.

3.3.2.2 Web-Site Maintenance and Management

The contractor shall assist SID with the management, maintenance, design, development, review,
and update of SID websites. The contractor shall work with DARPA SID management and staff
regarding the content, appearance, functionality, and user interface of the sites. This involves
meeting with management, surveying users, graphics design, and creation of coding.

3.3.3 Subcontractor/Consultant Support to the Contractor

The contractor shall, as necessary or as directed by the Contracting Officer’s Representative
(COR), arrange for and provide personnel to support the performance of specialized tasks in
support of the DARPA security program through subcontractors and/or consultants. It should be
noted that these subcontractor/ consultant costs relate to the Other Direct Costs (ODC) CLIN,
which is intended to cover additional, “within scope” work that will be identified by the
Government during the contract performance.




HROO11-06-C-0127
Page 20 of 55

3.3.4 Administrative Support

The contractor shall provide administrative support across all functional areas to assure the
maintenance of records and files, the preparation and distribution of mail, correspondence,
reports, and other documents, and the maintenance of a suspense date file. Administrative
support shall be provided for Program Management, the SAPCO, and the SSO. The contractor
shall provide fiscal and budgetary support related to the planning and execution of this contract.
These efforts include the development, review, analysis, and presentation of budget and
inventory documents, tracking of internal and external invoices and purchase orders and other
related documents, the conduct and reporting of equipment inventories, updates to and
maintenance of financial systems; preparation of ad hoc reports, spreadsheets, charts, graphs, and
narratives.

335 Self-Inspection Program

The contractor shall assist with implementing and maintaining a DARPA-wide Self-Inspection
Program that meets the requirements of DoD Regulation 5200.1, Information Security Program.
The development of the program shall include the development and recommendation of an
implementation plan and schedule, and upon approval, the use of checklists that can be used to
identify inspection areas and record observations and findings. A detailed self-inspection shall
be conducted of all DARPA areas on an annual basis. The contractor shall prepare and submit a
resulting Self~-Inspection Plan and Outcome Report. (Reference Paragraph 5.7)

3.3.6 Special Projects, Studies, Assessments, and Analysis

The contractor shall be required to support special projects, studies, assessments, and analysis on
an as required basis. Special projects include such activities as security incident reporting, VIP
visits and testing, Visitor Control Center (VCC) and Security Control Center (SCC) activities,
security personnel training effectiveness, feasibility studies, needs assessments, special courier,
and transportation activities, etc. (Reference Paragraph 5.8 and 5.9)

3.3.7 Security Program Policy and Procedure Development

The contractor shall remain current on DoD security policy and procedure documents and shall
provide a written review on any new or revised policy and procedures that describes the potential
impact to the SID security program and that recommends policies and procedures for application
to the DARPA Security Program to assure compliance with regulatory guidance. Changes to or
new DoD security policy documents shall be reviewed within 30 days of promulgation and

brought to the attention of the Director, SID. (Reference Paragraph 5.10)

3.3.8 Operations Security (OPSEC) Program

The contractor shall assist with sustaining an Operations Security (OPSEC) Program. This shall
typically include, when appropriate, developing, recommending, and applying OPSEC Plans and
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OPSEC measures. The OPSEC process used by the contractor shall include the development of
Essential Elements of Friendly Information (EEFI), analysis of threats and vulnerabilities to the
activity being considered for the application of OPSEC measures, the assessment of the degree of
risk associated with the threats and vulnerabilities, and the weighing of the cost associated with
the application of the OPSEC measures against the security benefits gained. When OPSEC
Plans are developed, they will be submitted to the Director, SID for approval of the plan and for

approval of implementation. (Reference Paragraph 5.11)

3.3.9 Investigations and Inquiries Support

Under the supervision and direction of DARPA SID staff, the contractor shall assist in
conducting inquiries and investigations relative to security violations and infractions, accidents,
criminal acts, and counterintelligence activities. The contractor shall gather and record
information relative to an event, and prepare a written report that will be submitted to the
Director, SID, or his/her designee. The report shall clearly document the “who, what, where,
when, and how” information that is critical to an investigation or inquiry and shall, in the case of
classified information, contain the necessary information to prepare and submit a Damage
Assessment in accordance with DoD Regulation 5200.1, Information Security. (Reference

Paragraph 5.12)

3.3.10 Security Program Recordkeeping and Statistical Analysis Reports

The contractor shall assist with establishing and sustaining a records system relative to the
DARPA security program and the security work effort. The system shall comply with DoD
records requirements, to include retention schedules, and with requirements mandated by the -
Privacy Act and the Freedom of Information Act, and other applicable law and regulation. The
records shall be the property of DARPA and shall be available for inspection by DARPA
representatives at any time. A document outlining the records system, to include the location of
the records and the name of the custodian(s) of the records shall be provided to the COR initially
within 30 days from contract award and subsequently as changes to the records system occur.
The contractor shall, as directed, conduct various statistical analyses and provide various reports
regarding the activities and efforts of the various functional areas, (Reference Paragraph 5.13)

3.3.11 Meeting Support

The contractor shall assist in planning, implementing, and hosting security requirements for
various DARPA meetings. The contractor shall provide services to assist in developing a
security plan tailored for each meeting and coordinating with conference meeting planners and
involved personnel. The contractor shall provide minutes of the meetings they host. (Reference

Paragraph 5.14)
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3.3.12 Meeting Attendance

Various contractor personnel will attend meetings relative to security program work efforts on an
as-required basis. The contractor shall provide minutes of the meetings it attends detailing the
subject of the meeting, the discussion topics, and required actions arising from the meetings.
This shall include attendance at training seminars or classes for which government funds are
cxpended. The contractor shall provide the minutes or “trip report” within 5 days of its
completion. Attendance at various meetings may require travel by the contractor support

personnel. (Reference Paragraph 5.14)

3.3.13 Emergency Management and Response

The contractor shall be required to participate in emergency management and response to include
the provision of written input and recommendations for DARPA’s Emergency Plan and the
provision of personnel to participate in the DARPA emergency management organization. The
input shall include provisions for dealing with man-made (c.g., bomb incidents) and natural
threats (e.g., severe weather and fire) and shall address recovery actions should an emergency

situation occur. (Reference Paragraph 5.15)

4.0  EQUIPMENT, SUPPLIES, APPEARANCE AND CONDUCT, AND WORK
AREAS .
4.1  Government Furnished Equipment, Facilities, and Supplies

See Section H.

4.2 Personnel Appearance and Conduct

Employees shall be required to wear appropriate business attire. The contractor shall assure the
highest standards in employee appearance. Each employee shall present a business-like and
professional appearance. The personal and business conduct of the employees shall be above
reproach. Employees will be courteous and respectful in dealing with fellow employees and
customers.

4.3 Assigned Work Areas

The contractor personnel shall maintain assigned work areas to be orderly, clean, neat, and in
proper repair.
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5.0 REPORTS AND DELIVERABLES

The contractor shall be required to submit plans, studies, white papers, reports and other
documents, on a scheduled or as-needed basis in furtherance of the DARPA security program.
The contractor shall provide the following reports and deliverables IAW in accordance with the
requirements below:

5.1 Annual Ciean-Out Process Plan

The contractor shall prepare and submit the Annual Clean-Out Process Plan within 180 days of
contract start. The updates to the Plan shall be provided on an annual basis within 90 calendar
days of the anniversary of the contract year. The contractor shall recommend the format and
content of the report to the COR for approval before initial submission. (Reference Paragraph
3.1.4.2 above)

5.2 Security Containers and Security Area Control Statistical Reporting

The contractor shall prepare and submit Security Containers and Security Area Control
Statistical Reports on an as-required basis or as changes occur. The contractor shall recommend
the format and content of the report to the COR for approval before initial submission.
(Reference Paragraph 3.1.4.3 above)

5.3  Master Training Plan

The contractor shall maintain the Master Training Plan, which shall include the Training Needs
Analysis, Master Training Requirements List; Training Needs Analysis, Master Training
Schedule; and the Required Training Resources List. The Plan shall be provided within 90 days
of contract award with annual updates provided within 45 calendar days of the completion of the
contract anniversary year. Lesson Plans shall be provided for each class and will be submitted to
the DARPA SID staff for approval not less than 30 days prior to the scheduled date for the
presentation of the class/training. Lesson Plans will be updated as required to assure compliance
with current DARPA and DoD security policy and procedure. The contractor shall recommend
the format of the report to the COR for approval before initial submission. (Reference
Paragraph 3.1.7, above)
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5.4  Contractor Certification of Employee Training

The contractor shall provide and update the Contractor’s Certification of Employee Training
certifying that each contract employee has received the training outlined within two weeks of hire
or being assigned to this contract. The document shall show the employee’s date of hire or
assignment to contract and the date that the training was completed and shall be signed by the
Program Manager for the contract. This report may be in contractor format. (Reference
Paragraph 3.1.7.4 above)

5.5 Program Management Plan

The contractor’s initial Program Management Plan will be its proposed Technical Approach
section (i.e., proposal section covering Section L.8.(c)!. in its Volume I submission), which shall
be incorporated into the contract as Attachment Number 3. As changes to the Program
Management Plan become necessary, the contractor shall submit a revised plan to the
Contracting Officer’s Representative (COR) for review. Following the COR’s initial
concurrence, the revised Program Management Plan will be forwarded to the Contracting Officer
for final approval before being incorporated into the contract via modification. Any revised
submissions of the Program Management Plan shall contain, at a minimum, the information in
the sub-paragraphs below. The contractor may recommend revisions to the formatting of any
revised plan to the COR for approval before submission of a revised plan. (Reference Paragraph
3.3.1 above)

5.5.1  Management and Execution of Contract Requirements

This subsection of the plan shall provide information on how the Contractor will manage and
execute the tasks/subtasks and reporting under this effort, to include processes, procedures, and a
supervision plan that will assure timelessness, quality, cost control, and customer satisfaction of
contract requirements in the Statement of Work. This shall include a description of the methods,
processes, and metrics that will be used to measure and report performance, work effort and
resource utilization and resource needs, measure efficiency and effectiveness, identify anomalies
and duplication of effort, and to track success or signal improvement needs in all functional areas
as well as cost control, timeliness, quality, and customer service. The methods and processes
shall address standards that can be translated to realistic and challenging goals and objectives that
can be articulated and measured (e.g. achieve 100% data accuracy in processing visitor and
employee badges). Time phased graphics shall be provided to support measurements and
planning activities and to depict milestones, significant events, and statistical data. It shall also
specifically address how the Contractor will identify, prioritize, plan, and schedule operational
activities and how the Contractor resources will be used to accomplish the activities. The
Contractor shall describe the methods and processes that will be used to assure accurate and
timely reporting of real or potential incidents or problems and to recommend proposed corrective
actions and shall describe controls and procedures that will be used to keep overtime at a
minimum. The Contractor shall highlight any innovative management practices that it will
provide to this effort that promote initiative and demonstrate benefit to the Government, e.g.,
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streamlines processes and/or supervision; lowers cost to managing and executing effort; and .
lowers risk of schedule slips, increased costs, or degraded performance; etc.

The plan shall also discuss its approach and philosophy for effective communication with both its
team members (prime, subcontractors, and consultants) and the DARPA requirements office.

The plan shall describe any risks (inclilding but not limited to the transition of contract
responsibility between incumbent contractor and its team (if applicable)) associated with the
management and execution of the tasks and reporting as well as discuss how those risks can be
mitigated.

5.5.2  Staffing Plan/Teaming Arrangements

Under this part of the Program Management Plan, the Contractor will describe each task/subtask
and/or functional area assignments provided by its team (including subcontractors and
consultants) within the context of the Statement of Work. This will include a graphic of the team
structure denoting the prime contractor and each subcontractor/consultant as well as each
organization’s tasking and functional area including referencing SOW task/subtask numbers,
which organizations will be used for surge requirements/turnover, reporting relationships, and the
number of personnel from each organization that will be provided to accomplish taskings for
each functional area.

The plan shall describe in detail its ability to quickly respond to the following: temporary surge
requirements, staff tumover, and shifting emphasis between work areas or tasks within the
statement of work. The plan shall describe any risks associated with the staffing and teaming
arrangements and discuss how those risks can be mitigated.

The Contractor shall demonstrate how it will evaluate and reward (if appropriate) the
performance of Contractor personnel, including a discussion of any innovative management
practices that demonstrate benefit to the Government, e.g., corporate benefits and strategies to
retain high performing employees. The plan shall also describe any training and or educational
benefits provided to its employees to assure that they remain current in the functional/technical
areas and are provided the information, knowledge and skills needed to accomplish their
assigned functions.

5.5.3 Corporate Support/Facilities

In this subsection, the Contractor shall discuss how its corporate philosophy, structure, physical
facilities, in-house support staff, and any other features of its operation might enhance or
otherwise support the project.

5.6 Monthly Management Reports

The contractor shall prepare and submit Monthly Management Reports within 5 calendar days
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after the month being reported to depict the status and progress of work efforts, schedules, and
costs as further described below. The contractor shall recommend any other formatting for the
report not addressed in this section to the COR for approval before initial submission.
(Reference Paragraph 3.3.1 above)

oao o

Contractor’s name and address;

Contract number;

Date of report;

Period covered by report;

Cost curves portraying proposed/initial estimates, actuals, and Estimates to Complete

through contract;

Cost incurred for the reporting period and total contractual expenditures as of report date.

The format for providing incurred costs shall be in the same format as that provided .

under Attachment Number 8, Cost Proposal Summary — Format Requirements, in the

RFP. Labor costs for Subcontractor and Consultant Personnel (both those in the '

Contractor’s team and that provided under the ODC CLIN) may be shown as a Fully

Loaded Labor Rate for each subcontractor and consultant personnel. However, for each

subcontractor’s fully loaded labor rates a notation shall be provided indicating the

fee/profit percentage that is incorporated into each subcontractor rate. Other Direct Costs
shall be separated and detailed by cost category (Travel, Material, Maintenance,

Consultants, etc). Special Projects shall be detailed separately, if requested. Also note

that the cost information from these reports shall be traceable to the invoices;

Cost and technical status of projects and/or equipment directed or approved by the

Contract Officer and/or Director, SID. This shall include:

* For projects, percentage of completion, date project was approved, original start date,
estimated milestone and completion dates, explanation for adjustment to milestone
and completion dates, projected costs and breakdown of actual costs by component,
funds associated with the project, funds remaining, and problems and achievements;

* For equipment or material, status of order (e-g., in process, date order approved by
government, date order placed, expected delivery date), anticipated cost and actual
cost, a breakdown of costs by component, to include contractor fees.

Description of progress made during period reported, including problem areas

encountered, recommendations, if any for subsequent solution beyond the scope of this

contract;

Trips and significant results;

Plans for activities during the following period;

A personnel status (authorized, present, vacant) and security clearance status (clearance

level and date submitted), and overtime usage;

Staffing Plan and/or Organization Chart

Employee Roster

Projected staffing issues for the next reporting period such as, employee planned absences

(sick, vacation, leave of absence, etc.), terminations, resignations, new hires, etc.
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5.7  Self-inspection Plan and Qutcome Report

The contractor shall submit an initial Self-Inspection Plan and Outcome Report when requested
and updates to the plan/report shall be made on an annual basis thereafter. The plan shall include
checklists for each functional area and a schedule for self-inspection activities. The Outcome
Report section shall contain the results of the self-inspection activity. The contractor shall
recommend the format and content of the report to the COR for approval before initial
submission. (Reference Paragraph 3.3.5 above) ‘

5.8 Special Projects, Studies, Assessments, and Analysis

The contractor shall prepare and submit Special Projects, Studies, Assessments, and Analysis on
an as-required basis. The contractor shall recommend the format and content of the report to the
COR for approval at the beginning of an assignment. (Reference Paragraph 3.3.6 above)

5.9  Transportation Security and Test Activity Plans

The contractor shall prepare and deliver 7, ransportation Security and Test Activity Plans on an
as-required basis. The contractor shall recommend the format and content of the report to the
COR for approval at the beginning of an assignment. (Reference Paragraph 3.3.6 above)

5.10  Reviews of DoD Policy and Procedure Documents

The contractor shall prepare and submit the Reviews ro DoD Security Policy Document Changes
or Revisions to new DoD security policy documents or changes in policy documents within 30
days from the da