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Response to RFQ221128 
WHS Information Technology Support (WITS) 

August 27, 2007 

2 Performance Work Statement 
Team KTC is pleased to present our Perforrnance Work Statement (PWS) in response to RFQ 
221128, WHS information Technology Support (WITS). Our PWS is divided into sections to 
address each objective area covered in the Statement of Objectives (SOO). The Team KTC PWS 
is thorough, complete, reasonable, and executable. We are confident that our approach, when 
successfully executed, will meet WHS's short-term and long-term objectives under this 
solicitation. Team KTC's approach, as demonstrated by our PWS, will result in technological 
and process efticiencies. For each PWS Section, we provide Background, Scope, Objectives, and 
Requirements, defined as: 

• Background addresses the current state of operations and WHS needs related to the 
performance area. 

• Scope summarizes certain milestones and accomplishments ranging from Day l, 6 months~ 

Year 1, and Year 3 and beyond. 
• Objectives describe the overall goals of the performance area. 
• Requirements provide a detailed descrjption of the Contractor respons ibilities, focused on 

desired results and outputs. 

Our PWS permits appropriate innovations that lead to increased efficiency and improved levels 
of quality . Our PWS focuses on intended results, meeting and exceeding acceptable levels of 
quality, and enhanced performance. 

2.1 Program Objectives/Understanding the Requirements [SOO 3.0] 

Background 

Currently WHS has multiple lT Suppott Services vendors supporting disparate .IT requirements. 
This has presented challenges with providing consistent support in accordance \Vith WHS and 
ITMD~s overall program objectives. Standardization of processes, procedures and technology is 
required to support optimized operations and continued improvements. Without thi s, WHS 
cannot effectively provide mission support and realize improvements. WHS requires the services 
of a contractor that will move to quickly establish operational improvements through migration, 
consolidation, and centralization. ITMD and WHS must be prepared for when the contractor 
delivers a successful solution and work toward continued technological and performance 
improvements. 

Scope 
- . -. . . ' . .. . . 

·,;:('fiME FRA~H~ . ;:_ , ~ . . · •· :. : · FLN<:_'TION . 
,.~ . ' . . . . . 

. . ~ ·- . . -

~ Leverage existing WHS IT environment. Begin to capitalize on industry best practices and '1: 

~ Innovation. Establish and assess performance measures and develop baseline. 1 
Day 1 

-···-- - ··--·--· - - ... ---···-·············-···· ---· i l Enhance and enable the WHS Mission. Centralized Call Center in place. lTMD BPR candidate I 
! efforts identified. 

~~-------------------------------------

-··--··· ·-· 

6 Months 

' · Establish and enhance WHS Corporate Identity. Increase organization efficiency. Realize 
Year 1 performance gains and efficiencies on TTMD BPR efforts and continue process. Support to : 

i 
1 Future Initiatives and Evolutions. i 

131 1/CRM/lnfoStat process used to affect WHS-wide business process improvements. Virtual : 
I Workspace Environment established and operational. 1 ----- -··-·· -·-·---------------... ...... , ........ .......... ---~~-·-·--··- --

> Year3 

Use or disclosure of data contained on this sheet Is subject to the restriction on the title page of this proposal. 2-1 
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Consolidation of IT support under the WHS lnfm rnation Technology Support Contract (WITS) 
will foster collaboration between the WHS domains, enterprise, and contractor organizations to 
achieve stated program objectives for WHS ITMD and in turn, WHS. 

Requirements 

2.1.1 Enhance and Enable the WHS Mission 

2.1.1.1 The contractor shall deliver performance-based enterprise and domain IT services that 
support WHS's evolution to a more efficient performance-based operation . High quality 
IT services shall be a tool by which WHS is better able to achieve its mission. 

• Work with ITMD, WHS staff, and other contractors as an integrated team. 

• Respond to technical challenges and proactively maintain secure and efficient solutions in 
support of the WHS mission. 

• Deliver a flexible, responsive IT services platform~ available from anywhere at anytime - IT 
Anywhere. 

• Ensure WHS customers have jmmediate access to data where and when needed and ability to 
collaborate and rapid ly make mission support decisions. 

• Develop and support tlexibl.e solutions that leverage the WHS Intranet/Extranet and Tntemet. 

2.1.1.2 After transition, the contractor shall stabi I ize operations and begin consolidation, 
including structural re-organization, baselining and validation of configurations, data, 
speci fications, and requirements for the Enterprise and Domains. 

2.1.1.3 The contractor will work with WHS to develop and implement the 3 11 /CRM/lnfoStat 
model. This mode l will transform WHS-wide business strategies requiring customer­
centric views into business processes and service delivery. 

2.1.2 Increase Organization Efficiency 

2.1.2. 1 The contractor shall provide solutions to transfOJm WHS lT Services from a distributed 
resource model to a centrally managed Enterprise Services Model, allowing WHS 
Directorates to focus on their core mission and not IT infrastructure. 

2.1.2.2 The contractor shall optimize/transform ITMD and Wl-IS operations to include: 

2.1.2.3 E liminate Enterprise and dotnain infrastructure redundancies. 

2.1.2.4 Implement procedural enhancements. 

2.1.2.5 Plan and implement efficiency gains. 

2.1.2.6 The contractor shall provide a PMO organizationally aligned with lTMD's organization 
and logically aligned \vith WHS SOO and PWS areas. The organization shall evolve 
over the life of the contract for maximum effectiveness. 

• Assign each WHS stakeholder, whether enterprise or domain, a lead as point of contact to 
function as a responsible manager. 
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• Ensure all Directorates have access to their operational and perfonnance data, as operations 
are consolidated and optimized. 

2. I .2.7 The contractor shall monitor performance, discuss and coordinate planned changes} 
share performance infom1ation, and proactively work as a team to ensure perfonnance 
accountability, improvement and successful mission accomplishment. 

• Implement the principles of I TTL as a driver for organizational efficiency. 

2.1.2.8 Implement a Lean Six Sigma/BPR program and apply it to TTMD processes, applying 
the methodology across WHS. 

• Analyze petformance metrics, risk analysis and gap analysis data. Perform analysis and 
trending for data driven perf01mance management. 

• Work with the Directorates to create global policies and standards . 
• 

2.1.2.9 The contractor shall work with WHS to develop a data driven perfonnance management 
program, based upon the 3 11/CRM/InfoStat model. 

2.1.3 Leverage Existing WHS IT Environment 

2.1.3.1 The contractor shall leverage existing WHS IT environment by determining existing 
solutions that can be scaled up and utilized across Directorates . 

2.1.3.2 The contractor shall leverage existing WHS resources and investments, including but 
not I imited to: 

• 

• Maximo to ensure performance management and implementation of the 311/CRM!lnfoStat 
initiative. 

• Remedy, including Asset, CMDB, and Change, to promote cost efficiency, schedule 
responsiveness, and optimal ROI across the enterprise. 

• Citrix in support of the 1T Anywhere initiative. 

o Investigate the WHS Virtual Workspace Environment and analyze existing Citrix and 
VMWare solutions to detennine viability. 

o Compare existing systems against new/evolving technology such as Microsoft's Virtual 
Server System to determine feasib i I ity. 

• OpsWare, Tandberg, and other interrelated tools. 

2. 1.3.3 The contractor will identify, evaluate, and review hardware and software solutions 
implemented throughout the WHS Directorates as to prevent or avoid duplication and 
waste. 

2.1.3.4 Contractor efforts shall result in a reduction of overall costs associated with procuring 
hardware, software and 1 icenses. 

2.1.4 Establish and Enhance WHS Corporate Identity 

2. 1.4. 1 Contractor shall work with WHS to ensure its Corporate Identity is built on a reputation 
of accessibility and high-quality mission support based on a culture of successful 
processes and data-driven process improvement (IT and non-IT). 
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• Develop an Enterprise Call Center portal, service catalog and other points of access into 
WHS with a common look and feel. 

• Implement "One Call for Service,' for IT and non-IT calls and provide a single point of entry 
for WHS users/custon1ers in support of WHS identity branding. 

2_1.4.2 Throughout the contract, the contractor shall serve as the catalyst for WHS to develop 
and build upon their Corporate Identity: a new and growing reputation for high quality, 
customer-focused support based on 31 1/CRM/lnfoStat. 

2.1.5 Capitalize on Industry Best Practices and Innovation 

2.1.5.l The contractor shall apply the guidelines of SEI CMMI Level 3, ITIL, ISO 9001:2000, 
PMJ 's Program Management Body of Knowledge (PMBOK), and Lean Thinking and 
Six Sigma to its WHS solution. 

• Use best practices, defined and repeatable processes to drive the standards for the WlTS 
contract and WHS. 

• Adhere to Section 508 requirements to ensure application accessibility. 

2.1.5.2 The contractor shall institute an industry standard records management model to ensure 
the consistency and availability of data. Therefore promoting integration of applications 
and ensuring a single-source point for this process. 

2.1.6 Deploy a Virtual Workspace Environment 

2.1.6. 1 The contractor shall address and move towards a Virtual Workspace Environment while 
maintaining the WHS Enterprise. 

• Investigate Citrix to provide users access to published applications from anywhere. 

• Develop a web-enabled portal approach. Provide WHS employees, users, and interested 
parties access to infonnation and services (e.g., 311) from anywhere via a Virtual 
Workspace. Access shall be available from any point of entry (DoD facility, home, internet 
cafe, etc.). 

• Examine applications> both COTS and non-COTS, to determine feasibility to work in a web 
p011al environment. 

• Provide a mechanism for centralize patching and versioning management of publi shed 
Virtual Workspace applications. 

2.1 .6.2 The contractor shall ensure that VMware ESX virtual servers are used to provide the 
foundations for an entirely virtualized computing infrastructure. 

2.1 .6.3 The contractor shall use a patch server as a secure versioning server to ensure that when 
a standard workstation connects to the network, it is checked to determine if its patches 
are up-to-date. If it is not up-to-date, the workstation shall not access anything other 
than the patch server for updates. 

2.1.6.4 The contractor shall maintain the image for the thin client workstations on a net\vork 
server. Updating the image will be completed through one central server update. 

2 . J .6.5 The contractor shall ensure all workstation images are avaiJable and tested in the 
Enterprise Testing Environment and against the Configuration Management Database 
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library of applications . This process includes the testing of new applications or upgrades 
for interoperability. 

2.1.6.6 Jn support of the IT Anywhere solution, the contractor shall develop: 

• Secure JD and CAC access solutions. 
• Secure access solutions to assure access is based on security parameters, e.g., point of entry 

(DoD facility, home, internet cafe, etc.). 

2.1.7 Support to Future Initiatives and Evolutions 

2.1.7.1 The contractor shall form a partnership with WHS to meet all objectives through the use 
of progressive, technologically advanced information solutions. 

• Identify emerging technologies that enable WHS ITMD to meet the business requirements of 
WHS more effectively and efficiently through relationships with team members, industry 
standards organizations, and vendor partners. 

2 .1.7.2 The contractor shall implement procedures and processes to track, measure, and 
improve service delivery for ITMD and WHS. 

• Define performance metrics of technologies and processes as to determine a performance 
baseline. 

• Measure performance of technologies and processes against baseline across ITMD and WHS. 

• Analyze perfonnance data to detennine trends across ITMD and WHS. 

• Identify and implement technologies and process related opportunities for improvements. 

2.2 Program Management and Control[SOO 7.2] 

Background 

WHS has detennined management of Enterprise and domain infrastructures as well as 
centralized support through a singular model is the preferred future state of the WHS 
environment. To fully realize the economies of scale and efficiencies throughout the life of the 
Contract, WHS requires effective leadership and communication mechanisms from the WJTS 
Contractor. The Contractor must provide program management and control to resolve the 
complexities and difficulties that are characteristic of implementing, integrating, and securing 
mission-critical IT solutions. Effective management of the complexities and difficulties 
characteristic of implementing, integrating and securing mission-critical IT solutions will result 
in WHS 's ability to fully reali.ze productivity and performance gains in provision of its mission. 

Scope 
. f • . . . . • . 

TIME fllAME I . . . . . Flf"C'I'IO?' . 
. - - - -

Day I 
' 

Conduct kickoff and briefWHS Key stakeholders on Transition Plan and Program 
Management Plan (PMP). Leadership in place. Implement planning and assessment activities 

·--- ----

6 months 

I 
for lT consolidation, migrations, and relocations. 

j Metrics ~dSLA management and reporting fully implemented. Perfo~an;~ b~eline i 
1 completed. WITS Governance Counsel working effectively with WHS Senior Leadership on ! 

J 

:..-- ---------
, strate.gic planning. : 

·----~--·--~------·----------- ---------- ...... - . - ----·---
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- TI)IE FR.-\~ IE . I -. . _. . Fl~CTIO~ -- . . - . . 
- . - ~- - - - - - - - - -

I Organizational transformation from domain-centric model underway and managed in a 
Year 1 

i 
: > Yea•·3 
' 

controlled manner. Realizing quantifiable benefits of process and maturity improvements. 
i Redundancies across domains identified and mitigations begun. 

1 Efficiencies gai;1ed from eff~tively man~g-;d IT c~~~lidati-on~s-, m- 1-. g;~tions, ~d ~j imi~·ation i 
; of re-dundancies leveraged for WHS-wide improvement opportunities, such as I 
! 311/CRM/InfoStat. WHS realizes quantifiable improvements to service provision. • 

• ! 
'. . .................... ......... .... .. . . . " .. .... J .. .. ................................................. .. ...... " ..... ..................................... : .... .. ,,, ......... -.... - .......................... " .. .. ...................................................... .. ... .. ... .. .. .. .. .. - .. ................................... , ... .................... .. ' ~ • _ ......... .... . 1 

Objectives 

The objectives of the PWS are as follows: 
• Leverage industry-standard best practices for program management. 
• Establish a WITS Governance Counsel for Enterprise planning and evaluation with regard to 

current and future WITS business operations. 
• Ensure effective delivery and support of IT services. 
• Ensure efficient use of government resources through economics of scale and applicable best 

practices. 
• Ensure maximum performance standards are realized. 
• Minimize to the greatest extent possible risk to the government. 
• Provide effective and timely communication among all internal and external customers 

within the program. 
• Ensure a seamless transition into and out of the Contract. 
• Maximize continuous process improvement to achieve consistent application of processes to 

effectively deliver services in accordance with WHS policies. 
• Utilize standard project management metrics to measure and maintain an acceptable 

customer satisfaction level. 

Requirements 

2.2.1 Program Leadership [SOO 7.2.1, A 013] 

Provide management and leadership to make timely decisions, engage company resources 
and resolve issues with other associate Contractors. 

2.2.1.1 Conduct successful transition and complete the following actions: 

• Deliver Transition Plan. 

• Conduct transition meeting with Government leadership. 

• Transition high quality incumbent personnel, re-badge, and conduct orientatjons. 

• Establish Program Organization and Concept of Operations. 

• Establish Contract Performance metrics 

2 .2.1.2 Implement a Project Organization that mirrors WHS Enterprise and Domain structures. 
Project Organization will allow rapid access to project resources and information flow 
across the program. 

• Implement a Program Management Organization. 
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• Provide a Program Manager empowered to make project level decisions and commit 
company resources. 

• Provide Team Leaders and Supervisors with full authority over assigned resources to enable 
rapid resolution of day-to-day technical issues, 

• Ensure all areas aw·arded under the \VITS Contract are staffed, in a timely manner~ with 
appropriately qualified staff. 

2.2.1.3 Document and institutionalize a program l'nanagement approach and strategy to include: 

• Project management discip lines and methodology. 

• Perfonnance measurement methodology and disciplines, including development and 
management against SLA metrics. 

• Sub-Contractor management program. 

• Configuration ~1anagement (CM) strategy. 

• Quality Assurance/Quality control management. 

• Risk Management planning and analysis. 

• Systems Engineering n1ethodology and disciplines. 

• CT\1MJ Level 3 software development processes. 

2.2.1.4 Document program management approach in a Progratn Management Plan (PMP) and 
implement the PMP. T'he Contractor will provide Pl'v1P updates throughout the Contract 
performance period. The Contractor may add additional areas to the PMP after 
appropriate coordination and approval from the Government. At minimum, the PMP 
\.viii contain the following: 

• All technical activities (including documentation development) identified and organized in a 
Work Breakdown Structure (\VBS) at a level of detail sufticient for the Contractor to manage 
the work. The Contractor will prepare the WBS in latest version of Microsoft Project. 

• A Gantt chart which contains activities and milestones pertinent to the completion of any 
technical activities. 

• Description and expected result of each WBS level or milestone. 

• All standards follo\ved in support. of these requirements. 

• Action Item Log. 

• A matrix of all deliverables, their version/release, and planned delivery dates. 

• Status of current and planned initiatives and programs. 

• Budget information (planned versus actual, including incurre.d but not bille.dt by Sub-Task) 
using federally approved cost accounting standards. 

• Task dependencies and interrelationships. 

• Project Organization Structure. 
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• Contractor Organizational Structure. 

• Process management and controls. 

• Outreach process to the WHS end-users. 

• Communications Plan to include methods, timing and reasons for communication. 

• Organizational Transformation management plan to support ITMD with the move toward 
"Enterprise." 

2.2.1.5 Monitor and control costs, schedules, deliverables lAW requirements stated in Contract 
CDRLs. 

2.2.1.6 Prepare staffing projections for WHS transformation and improvements. 

2.2.1.7 Develop project plans for project efforts. Utilize a fonnal planning process to develop 
project plan~ including estimation methodology for resource and scheduling. Develop 
estimate of the time and resources required for each activity, including lead time and 
critical path. 

Provide manaJ:ement of Sob-Contractors 

2.2.1.8 Provide overall management of Sub-Contractors in accordance with the WITS SOO. 

2.2.1.9 Develop and implement a Sub-Contract Management Plan to be approved by WHS 
manage.ment. 

2.2.1.1 0 implement an integrated team approach for delivery of services. 

Ensure coordination and interface with relevant government and Contractor Support 
Teams across the internal and external stakeholder organizations. 

2.2.1.11 The Contractor approach will be comprised of best practices developed by the Project 
Management Institute (PMI) to provide for direct government involvement in all key 
Stakeholder activities, including identifying and approving requirements, evaluating and 
approving configuration changes and recommendations, setting priorities, and 
overseeing projects throughout their life cycles. 

2.2 .1 .12 Develop a stakeholder communication plan and strategy. 

2.2.1 J 3 Conduct stakeholder meetings. 

2.2.1.14 Implement a Change Control Board. 

2.2.1 .15 Provide recommendations for efficiencies on WHS change management efforts. 

2.2.1.16 Conduct status meetings. 

2.2.1.17. Establjsh and participate in various governing bodies that perform functions including, 
but not limited to, standards setting and configuration control. 

2.2. 1 .. 18 Implement an outreach program to ensure new approaches are well understood at all 
levels, to eliminate uncertainty and confusion. 

2.2.1.19 Use customer focus groups to facilitate change management creating a free exchange of 
information with respect to issues and opportunities. 

Continuously identify and reduce redundancies across the Enterprise and domains. 
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2.::.1 .20 Devel~p a.iicJ i rrt ~'leme ··t a Per:fcrrna.nce M&nsge1nen1 pr~1gra n t zseri en Les n Thinki~Jg 

an.U Six Sigma n1emoddogies £nd principles: 

• Perforrrt Busines s Proce~~s Re-En~ineering . 

• Irnpkme;nt Business f'rocess lrnprcvernentf: . 

• Measure re~mlt~:. a-•1d develrJ..'· continual improv·eme1~ts. 

r') I"~ I ~\ I ld . h i 1 1 . d ,JJ E . i 'I • Li.. . .<:. . ent1. 1 te:c 'lno ··:)gieS tJn proce~,~~e~, useu acloss .n'lerprwe ai'IC CJO;inmns: 

• Validate efFicacy oftedtnology used vv1tbin \VHS domains. 

• Develop1 statda~'ai~~d policies, proces~~t:s, and vroc.ec ures. 

2..2.1. 22 1\rianage~ tra.c~ report and m&int8i.rt as~ets acr(·ss the Enie--prise. 

:£: .2.1.23 Develcp and mr.:intaiv1 Standa:d Oper~~tin& ProceC:.ures (SOfs) to document standz..~'d 

pli'Ocesses irt accoroance with applic~b Je gc:·.·ernruent st£~1dards basul on tt•e 
Contr~ctor"s ,;::rcro~eG. sclution ~cress the WJTS Ccatr1i:ct area of' service. The 
Contrt::cto? will rrovide SOP Lpdates thrc ubhout the Contrt.; L rs.d~·~rm~Jnce per-ic:cl. Tite 
Couiractor \\':i ll integrc:te S.OPs betv"\le(.n ~J11 u eas of the \VITS Contract. 

2.2.1.24 Develcp forn1al cornmunications, documents, White Papers. and Feasibility Studies. 

Anal;~ \ffi~~. IT ;c_oal~~: C24::r'ieCflvesf, sndl ~-y~~·.-lutions in tec:Jtr tology initifi ltiw··e~· w-itb Vffi§ and 
ITNTD s'.\r-aiteg;ic plans atlld objectives 

2.2.1.2) De·Yelop strategic plZln emd PMP based upou WHS and 1Tf\i[[.) si:ratcgic plans and 
objectives and validate tw ice yetJrly. 

2.1.1.26 Develop project p~an s. in line vv itl~.-t Wl-~S and lTMD strategic plans and objectives. 

:2.2. L27 Estz blish a performance: metrics regirne ~n accordance vvirh v~ t ~Sand ITr\ID S'il"ategic 
plarJ5 z:.nu objecdYes. 

2 .2 .1.~8 Dcve 10p System Improvement Recomrrie ndations ·~:si.Ks'> traceable ic WHS and :T:w : 
strategic r·~ans anrl otjectives. 

~~ .2.l.:Z9 -:>rovide business c.ase. development support. 

Pro~rid( corr1m:-.tJoi:;a.tion and ~oordination with ITi\iD management 

2.2.1 .30 Estr.b~1 ish a \VJTS Governa:nce Counsel comprised of WHS Ste1keholders~ IT.i\•iD 
ivfaJtagement~, ContractG·f Project Managen1ent, and Sub-Contractor Project 
l~]anagcntent that will assess the \VHS ITMD environment on a rnonth]y basis, for tile 
first six months of the contract base period! charilgi.ng to quarterly meetings throughout 
tl~1e life Dfthe contrr..ct. 

'2.2 .1.31 Coordinate £ ClO ~traie:gy Meeting ~,:1tr the WHS S IC·, VlHS Deputy CIO, Cont~ ~ctor 

anc.. Sut -Contr£ctor M~r:1a~en1ent to be condrJcted in coordina(ion vvith the \VlTS 
Gove:11ance Cc\uns;;: l schedule. T-~.e primary illnction of this m<::t!ting wiH be to review 
tlle WHS lTMD environment and W~TS ·~ontract perforr.tanct.. 

2~2.1.32 Ensure fre.r .. ~ueni, effective, proactive ccmnLiticG.tions bet~·een tht: Progra:.~· ~ i\f~~~~ct:r~ 

COR., Director of ~TMD~ TTMD Enterprise Mnnagers-~ Government Dornain Manftger s~ 
and other internal fmd extemr.n Stakeholders. 
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2.2.1.33 Prepare and deliver Meeting and Review Minutes for Contractor meetings and reviews 
with the Government. 

2.2.1.34 Develop transparent visibi I ity for ITMD into performance measurement and analysis 
data. 

2.2.1.35 Establish process and supporting documentation demonstrating TTMD and WHS 
performance itnprovements. 

2.2.1.36 Periodically provide data and forecast capacity and systems growth in conjunction vvith 
WHS capital planning requirements and constraints. 

Keep the Government proactively informed of significant issues and concerns. 

2.2.1.37 Develop and implement Program Management Review (PMR) in accordance with 
CDRL A013. 

2.2.1.38 Develop and implement an outreach process to WHS end users and con1municate 
results with ITMD. 

2.2.1.39 Develop and implement a communications plan to include methods, timing and reasons 
for communication. It shou ld also address the audience, roles and responsibilities and 
purpose for communications. 

2.2.1.40 Develop and impletnent a Risk and Issue Management Program. 

2.2.1.41 Develop, administer and document the results of Customer Satisfaction Surveys and 
comrnunicate results to lTMD. 

2.2.2 Planning and Assessment [SOO 7.2.2, A002] 

2.2.2.1 Provide on-going planning and assessment of IT consolidations, migrations and 
relocation of users and systems and provide findings and recommendations to the 
Government. 

2.2.2.2 Develop and provide SlRs for proposed transition initiatives in accordance with CDRL 
A002. The Contractor will perform the following specific tasks: 

• Employ Contractor initiated technology advisory group, including WHS representatives, 
literature searches, and industry and government sponsored conferences to keep pace with 
new and emerging technologies and best practices. 

• Monitor and track DoD, OSD and WHS IT consoJidations, migrations, and relocation 
activities. 

• Identity and assess the impacts of these activities on WHS IT environment. 

• Prepare a technology forecast annually. 

• Develop a roadmap and strategic framework for apply ing new technology to WHS as a part 
of future technology refreshments and upgrades. 

• Develop alternatives, business cases, and recommendations for System Improvement 
Recommendations (SlRs). 

• Present findings and recommendations to senior WHS leadership. 
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• Develop transition plans for approved initiatives. 

2.2.2.3 Analyze routine processes catalogue this data into a central repository to provide a 
digital report that supplies answers to the common and ad hoc questions, including: 

• What is the total value of all sofuvare/hardware within WHS? 

• What is the ongoing IT support cost impact of this partic-ular directorate or office location in 
this geographic region? 

• How rapidly can we protect the business from this new virus? 

• ls WHS positioned to forward deploy IT assets as we11 as resources to locations already for 
the next operating system refresh? 

• How can I predict JT hardware requirements for the next five (5) years and how does this 
coincide with DA&M strategic plan? 

2.2.2.4 Develop plan to manage the lifecycle of WHS' IT assets. Plan shall extract maximum 
business value from valuable IT assets to ddve business efficiencies. The Contractor 
will provide Government Managers with the ability to accurately assess the true and 
current value of all software and hardware assets, and rationali ze software licenses 
across multiple business units, and standardize configurations to reduce support costs. 

2.2.2.5 Provide the government detailed information on the configuration of every computer 
affected by a rollout and rapidly assess if all pre-requisite software is present. Monitor 
the configuration of every computer to ensure that it is correct and remains correct. 
Analyze and report this data at various levels of aggregation in ways that are 
meaningful to all Jevels of WHS and JTMD management and stakeholders. 

2.2.2.6 Reduce support costs and improve service levels through proper planning and 
assessment to prevent license compliance problems before they occur and to reduce 
support costs by standardizing supported configurations, and providing fingertip access 
to the information required to enable Enterprise Services Support Center to rapidly 
resolve incidents in the organization's production environment. 

2.2.3 Schedule Management [SOO 7.2.3] 

Provide a schedule management process 

2.2.3.1 The Contractor will provide a schedule management process in order to ensure on-time 
delivery of Contract requirements. The Contractor will perform the fo llowing specific 
tasks: 

• After notification of Contract award, finalize Sub-Contracts including responsibilities and 
del iverables. 

• Conduct kickoff meeting with Government. 

• Conduct kickoff meeting with Sub-Contractors. 

• Finalize Transition Schedule. 

• Ensure Accounting and Reporting Systems are established. 

• Develop and Update Project and Deliverables Schedule. 
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• Conduct weekly status meetings with team tnembers. 

• Review draft deliverables to ensure compliance with CDRL. 

• Establish Master Schedule - Coordinate annual updates- incJuding deliverables and project 
schedules, inventory, etc. 

• Monitor Planned vs. Actual Schedule. 

2.2.3.2 Establish a master schedule. This master schedule will include daily updates7 

deliverables and inventory data. 

2.2.3 .3 Ensure on-time delivery and structure of the Contract requirements through use of 
project management tools such as MS Project in order to. Establish WBS for program 
and all projects. 

2.2.3.4 Use task scheduling and workload prioritization to allow staff to work on alternate tasks 
when periods of inactivity are encountered on their primary task. 

2.2.4 Metrics and Service Level Agreement (SLA) Reporting and Management 
(SOO 7.2.4, AOOl] 

2.2.4.1 Contractor will provide processes, practices, tools and techniques tor developing, 
itnplementing, capturing and reporting SLA metdcs in order to assist the Govemtnent in 
monitoring the perfmmance of the Contract In accordance with CDRL AOO I, The 
Contractor \Vill perform the foJiowing specific tasks: 

• Utilize an automated system such as Remedy to track SLA(s). 

• Provide a system with the means to permit on-line access to key management tools and data 
necessary to ensure success for task completion. 

• Provide a collaborative environment as a means of reducing the administrative burde.n for the 
Performance-Based system by providing automated tracking, reporting, and other 
performance related data and information. 

• Employ adaptive processes and tools to allow for expanding and refining SLA metrics as the 
Contract performance progresses through the stabilization, optimization, and trans formation 
phases of the \VlTS solution. 

2.2.4.2 Implement perfom1ance management capability and conduct statistical analysis and 
trending of performance and SLA data. Identify candidate processes for bus iness 
process re-engineering. Initiate Lean Six Sigma methodologies and processes. Develop 
traceability of process improvements to metrics characterizing efficacy of improvement. 

2.2.4.3 Meet or exceed performance standards and SLA(s) while continu ing to improve in all 
areas of support 

2.2.4.4 Gather service level objectives through meetings with domain managers and other key 
WHS personnel to gain and understanding of WHS critical services as well as obtain a 
thorough understanding of the users and requirements of WHS systems. 

2.2.5 Contract ~lodification Management [SOO 7.2.5} 

2.2.5.1 Identify and organize technical activities (including documentation development) in a 
\Vork Breakdown Structure (WBS) at a level of detail sufficient for the Contractor to 
• 
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manage the work in accordance with the SOO. The Contractor will prepare the WBS in 
latest version of Microsoft Project. 

2.2.5.2 Prepare an estimate of the duration and level of effort (by labor category) for all 
elements of the WBS. 

2.2.5.3 Develop a matrix of all personnel assigned to the program and total aggregate level of 
effort for all Sub-Tasks. 

Performance 

. 

Successful Transition Trans iLion to new contractor is 1 100% of Transition Plan · QA Inspection of 
100% successful lAW ! Requirements are met j requirements traceability ; 

. Transition Plan ! ' : _______ __,;~-- --~---~--- - -····-· ·-----~---- ______ ....; 
' 100% meet agreed-on quality j 100% Program and Project QA Inspection of l 

------·--~-~----·----

! Program and Project 
l 

: standards j Planning deliverables deliverable acceptances t 

1 accepted : · ' 
· Planning Deliverables 

. ~ ~ .. . . '~ . --- .. ·-- ···· ··· ·····' ·· ····"· ·· ·····~····- - ··-·--- -- L •·••-•••• • ••• •• ••••••••••••• •• - •-•••• •••••••« ••• • .. ••-••"'"'''•~•, ow••••• •• •• " - .,l • ~ -,__ ~'"'''' _ ,,,.,, .,,,,,.,,., , .,,,! 

Quality 

2.3 Enterprise Information Assurance [SOO 4.6] 

Background 

WHS ITMD Information Assurance (TA) Program Office has the responsibility of providing 
Enterprise security guidance and policy development as well as mitigating challenges. It ensures 
compliance with federal policies, standards, and best practices, secures the WHS computing 
environment from a multitude ofthreats (either malicious or accidental), and implements 
effective risk management of vulnerabilities. WHS requires a Contractor to implement and 
maintain a proactive IA Program to ensure continuity and availability of business operations and 
reduced risk of information loss. 

Scope 
- I . . . , - --. --··· - --·· - . - - -

. Tt:\H-: 1--,~,\ME 'j:' '• .. · . . . '. Ft:NCJIO~ .. 
~ ~ . ~ - - --- - - ~ -~ - -~ - -- ---

Day 1 
I 

1 Assess NlPRNET and SIPRNET security policies documentation and Vulnerability l 
' > 

l ! Management System (VMS) to identify gaps and vulnerabilities. Create Action plans. 
····-·--·--·-r -- --- - - - - ~- . - . - -! • 

6 months 
-----

Year I 
- ---

> Year3 
. -

Objective 

\ Ensure fA VA compliance. Adhere to the practices of JTF-GNO. fNFOCON, WHS DOD and ! 
! federal policies = 

.. -·-·-- ... ·-- ------- ------·- >f'"-··-- ------------- .• 
; lmprove lA posture by implementing standard security tools policies and procedures 
' : WHS realizes the benefits of a mature security program mat has ins-titutionalized process 
: improvement processes with quantifiable results. 
I •• - -- ··--·- ·-·- - • ~ -- - -------- •. 

• 

• . - ------

Contractor shall evaluate the existing lA Program and implement an Enterprise IA Program as a 
core mission critical service within WHS, and as an integral part of WHS Information 
Technology Support to ITMD. Support will include the continued implementation of lA 
training/awareness, security engineering, Information Condition (INFOCON), and IA 
Vulnerability Alert (I A VA) handling. The Contractor will perfonn lA Officer (lAO) and 
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Network Security Officer (NSO) functions. Contractor w ill suppott NlPRNET and SIPRNET 
from an lA standpoint. 

Requirements 

2.3.1 Policy Implementation [SOO 4.6.11 

2 .3.1.1 The Contractor w ill continually review WHS current polices and implement all 
applicable policies (such as DoD 8500 directives, NIST 800 series), procedures, and 
practices within the Enterprise. The Contractor shall support the continued 
implementation of a proactive lA Program that will encompass all activities of the WHS 
Enterprise. 

2.3 . 1.2 The Contractor shall support the continued implementation of lA training/awareness, 
security engineering, Information Condition (INFOCON), Joint Task Force Global 
Operations (JTF-GNO), Secure Readjness Review (SRR), and Information Assurance 
Vulnerability Alerts (lAVA). The Contractor will employ lAOs as embedded members 
of the WITS team to directly perform IA functions in accordance with Federal and DoD 
policies, and to provide continual support between Information Assurance Directorate 
and the Domains. 

2.3.2 Risk Assessment and Mitigation [SOO 4.6.2] · 

2.3 .2.1 The Contractor will support a Risk Management Program that is often expressed as a 
continuous cycle of discovery and mitigation. The Contractor will identify 
vulnerabilities in the security assessments and categorize into a context of what risk 
they pose to the WHS Enterprise resources. 

2.3 .2.2 The Contractor will advise WHS of their find.ings and will present the most cost­
effective course of action to mitigate the ri sks. As the WHS enterprise evolves, new 
vulnerabilities and risks will develop however the contractor shall manage them 
utilizing industry approved assessment and evaluation methodologies. 

2.3.2.3 The Contractor will improve the WHS network and information system security by 
providing risk management assessments and mitigating risks assoc iated w ith operating 
these systems in a networked computing environment. 

2.3.2.4 The Contractor will take effective steps to effectively mitigate risk by performing the 
following: 

• Identify possible risks and their source. 
• Assess the probability of occurrence and resulting impacts. 
• Plan and develop mitigation approaches. 
• Implement corrective action . 
• Monitor for successful mitigation. 

2.3.3 Information Assurance (IA) Program Implementation and Maintenance 
(SOO 4.6.3, A 016-1- A016-5] 

2.3.3. 1 The Contractor shall implement an E nterprise Information Assurance Program as a core 
mission critical service within all WHS domains to include N1PRNET and SIPRNET. 
The contractor will identifY and evaluate all assets and aspects of the infrastructure that . 
should be secured and provide guidance on appropriate security controls. 
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2.3.3.2 The Contractor will assist the WITS lAOs to facilitate the examination and maintenance 
processes impacting the overall security posture ofWHS using approved lA tools. The 
Contractor will support and maintain DIS A's Vulnerability Management System 
(VMS) and DoD approved lA tools, Hercules (SCRI), Retina (SCYVI), Pest Patrol 
(SDEP), and the HBSS. These tools will be used to discover report and manage WHS 
NIPRNET and SIPRNET networks and assets. 

2.3.3.3 The Contractor will provide adequate and complete Enterprise IA for IT systems by 
developing and following a documented process for fulllifecycle information security. 
The Contractor will determine if a risk or threat is likely to be carried out, how 
vulnerable a system is, and what impact the consequences of a breach would be. The 
Contractor will ensure all requirements are met or exceeded using the intact lA WHS 
programs and enabling core services in compliance with DoD 8500.2 as defined by the 
ability to: assess security needs and capabilities; develop a purposeful security design or 
configuration that adheres to a common architecture and maximizes the use of common 
services; implement required controls or safeguards; test and verify; and manage 
changes to an established baseline in a secure mahner. 

2.3.3.4 The Contractor shall develop and submit for review the following documentation: 

• IA System Architecture documentation, including description and diagram, in accordance 
with CDRL A016-l. 

• lA System and Environment Description, in accordance with CDRL AO 16-2. 

• lA System Security Requirements, in accordance with CDRL A016-3. 

• TA Concept of Operations, in accordance with CDRL A0 16-4. 

• lA Training Plan, in accordance with CDRL A016-5. 

2.3.4 Incident Resolution [SOO 4.6.4, A 006-1, A006-2] 

2.3.4. 1 The Contractor vvi1l provide gu idance to the lA Program Office regarding the creation 
of a Computer Emergency Response Team (CERT) or Quick Reaction Team (CRT) 
which will coordinate the response to any enterprise component security breach. Team 
members will consist of personnel from WHS Operations and Policy Offices at varying 
levels. Team members will be called upon to assist in resolvi ng an incident will vary as 
the incident is escalated from low to critical priority. 

2.3.4.2 The Contractor will use the VMS to manage IA VAs for the WHS enterprise assets and 
resources and ensure they are properly protected against current and evolving attacks 
and/or compromise vectors. 

2.3.4.3 The Contractor shall work within the Information Operations Condition (INFOCON) 
structure and in the cognizance with the DoD CIRT and other Federal authoritative 
sources, embedded lAOs will promulgate IA VA alerts and actions with WHS systems 
personnel to ensure that the appropriate and timely resolution prescribed by the alert(s) 
are perfonned and validated. 

2.3.4.4 The Contractor will assist WHS in developing and revising an Incident Response Plan 
(IPR) that correlates with DoD policy and industry standard best practices addressing 
the issue and processes involved in identifying the security issue or breach and the 
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incident resolution, prior to releac;ing the component into the WHS production 
environment. Contractor will assist with internal and external coordination of the effort. 
Internal coordination is a definitive process that will require all personnel who that has 
identified the incident to document, coordinate communications, resolve, and verify the 
resolution through effective testing methodologies. The team wiU notify as required and 
coordinate actions with ITA, DISA, NSA, PENT CIRT, JTF GNO and other Federal 
Agencies as the inc.ident requires. The Contractor will complete a CDRLs A006-1 , 
Initial Report, and A006-2, Resolution Report/lncident Response Report within a 
predetermined timeframe. 

2 .3.4.5 The Contractor will complete an A006-2, Resolution Report, once the incident has been 
resolved and verified. The Contractor will conduct after-action reviews to discuss the 
root cause, identify process weaknesses, training, or other areas that need to be 
improved to preclude repeated incidents. 

2 .3.4.6 The Contractor will provide qualified JA staff to handle data spillages. These members 
shall be cleared with Secret" Top Secret, Top Secret/SCI to support IA security. 

2.3.5 Security Auditing and Resolutions [800 4.6.51 

2.3.5.1 The Contractor will utilize federal and industry best-practices guides and checklists, to 
include the following as examples to assist the lAOs and enterprise administrators in 
maintaining the correct security configuration of the WHS enterprise: 

• DoD Standard Technical Implementation Guide"lines (STIGs) for security 

• DJSA Gold Standard 

• NTST System Administration Guidance for security 

• NSA Guides to Securing Windows Active Directory, UNIX, and other NSA Guides 

2.3.5.2 The Contractor shall use standard security assessment tools such as E-eye Digital 
Security Retina Network Vulnerability scanning tool) used to conduct vulnerability 
scanning and penetration testing (using its latest "Common Hacking and Attack 
Methods") of an internal network and all of its connected computers and servers. 
Utilizing Retina to conduct the internal scan will efficiently reveal: 

• Securi ty patches not applied 

• Known vulnerabilities 

• Unnecessary or risky network services and ports 

• Known network Trojans and malicious code 

• Poor password and file sharing settings 

• Web (http), ftp, smtp, SQL, and telnet server vulnerabilities 

• General OS and network vulnerabilities 

• Machines vulnerable to known hacking and Denial of Service attacks 

• Rogue machines (machines attached to the network without authorization) 
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• Other vulnerabilities as they are discovered by the JA and security cOJnmunities. 

2.3.5.3 Retina will produce a custotnized report. that provides both summary and detail on the 
vulnerabilities for each machine and instructions on how to correct these vulnerabilities. 

2.3.5.4 The Contractor will follow a documented process for full life-cycle information .security 
to provide adequate and complete Enterprise lA for WHS NIPRNET and SIPRNET 
systems. Contractor refers to this process as the Security Engineering of the IT 
Enterprise, and basically parallels the scope and components of a formal Systems 
Engineering process. 

2.3.5.5 The Contractor will determine if a risk or threat is likely to be carried out, how 
vulnerable a system is, and what impact the consequences of the breach will be. Risks 

·evaluated as unacceptable are mitigated within a security architecture or set of services 
and 1nechanisms which provide security in the IT infrastructure. 

2.3.5.6 The Contractor shall verify, test and determine if the security design and 
implementation is sound, operational procedures ensure systems are secure, and policy 
and requirements can be enforced. 

2.3.6 Security Vulnerability Alerts and Resolutions [SOO 4.6.6] 

2.3.6.1 The Contractor will assist the lAO's to facilitate the examination and maintenance 
processes impacting the overall the security posture of the WHS Enterprise. 

2.3.6.2 Upon receiving lAVA notifications for the NIPRNET and SIPRNET, the Contractor 
will contact the System Administrators and WHS lAOs via email. The Contractor will 
follow up with the System Administrators to ensure the IA VAs are mitigated or 
resolved. The contractor will initiate network scans using approved IA tools such E-Eye 
Retina. After each scan, the Contractor will analyze reports identifying any outstanding 
IA VAs or patches. The contractor will meet with System Administrators and WHS · 
personnel to discuss plans on how to best mitigate issues. The contractor will support 
the mitigation of the scan results by researching findings. Once the issues are mitigated 
to an acceptable level of risk the contractor wi11 update VMS for compliance. Mitigating 
and resolving lAVAs and patches will reduce WHS appearance on the JTF-GNO watch 
list. 

2.3.6.3 Contractor shall work within the INFOCON structure and in the cognizance with the 
DoD CIRT and other Federal authoritative sources, embedded lAOs will promulgate 
lAVA alerts and actions with systems administration and engineering personnel to 
ensure that the appropriate and timely resolution prescribed by the alert(s) are 
performed and verified. 

2.3.7 lA Metrics and Reporting [SOO 4.6.7, A 012] 

2.3.7.1 The Contractor shall develop an IA rnetrics and reporting program using existing DoD 
and WHS standard tools. The Contractor will also propose additional tools to provide 
metric information. lA metrics will be based on a proposed taxonomy that will define a 
n1easurernent classification framework. As it stands today there is no consensus for 
taxonomy on IA metrics, but the contractor shall extrapolate a framework from DoD 
5200.28, GPO 1986-623-963, AFCA Information Protection Metrics and Measurements 
Program, and the International Information Systems Security Certification Consortium. 
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The Contractor will use IA metrics to improve effectiveness and efficiency; create 
feedback loop for monitoring implementations of IA policies, process and procedures; 
determine whether IA policies and procedure accomplish the goal of appropriately 
protecting WHS assets; create a roadmap for lA improvements based on quantifiable 
performance and feedback. 

2.3.7.2 The Contractor will justify IA value to WHS by providing a solid baseline for business 
case development and provide objective information for investment selection, control 
and evaluation. 

2.3.7.3 The Contractor vvill reduce regulatory burdens; implement efficient data processes to 
collect data once and use it for multiple reports; validate baseline capability levels and 
monitor changes. Contractor shall quantify assurance arguments ofWHS IA program. 

~.3.7.4 The Contractor wili work with IA Program Office to identify the performance targets, 
such as percentage of employees receiving annual awareness security training by (date 
established by WHS), time to report incidents WHS IA following discovery, and 
percentage of cost reduction by virus remediation. 

2.3. 7.5 The Contractor will describe metrics by addressing the following items: performance 
goal, performance objective, metric, metric type, purpose, implementation evidence~ 

frequency, formula data source and indicators. 

2.3.7.6 The Contractor will deliver ad-hoc reports on the IA Program, including performance 
measures, metrics anq associated reports in accordance with CDRL AO 12 to IA 
management. 

2.4 Disaster Recovery [SOO 4.4, 8.1.1, 8.1.2, A 015-1, A015-2] 

Background 

WHS is a field activity of the Department of Defense and is comprised of several Directorates 
that are required to function and continue to operate under a disaster scenario. The mission of 
WHS is to provide administrative and operational support to cetiain DOD activities in the 
National Capital Region (NCR). WHS requires development, testing and implementation of a 
disaster recovery plan (DRP) and continuity of operations (COOP) plan. Data integrity and 
system availability must be ensured via a data backup and restoration solution and thoroughly 
tested COOP plan. The Contractor's disaster recovery solution will ensure WHS a means to 
restore operations in the event of a disaster as quickly as possible. 

Scope 

! ' ! Implement evaluation of current COOP plan. Begin testing the COOP assets in DCIN. Test the I 
! restorative properties of Tivoli. ~ 

. ' . ~· .... ' .... , ...................... " ... , ............... , .. ~ ......... , ......... ··; ... ·t ................ ·:· ·:· ...... · ................ ·... ... . .. . .. . .. . .. . .. ... ... . .. . ... .. . . . . ... .. . .. . . . . . :. . .... " .................. .,. ....... , ......... , ..... _. ..................................................... , ........................... , .. , .................... , ........ ' ..... '" ... ' .............................................................. ······. ·:· ........................... .. ; 

j j Simulate COOP event by failing over mission essential applications and testing restores of - ~ 

! 6 month~ · I non-mission essential data~ The contractor will revie·w.the results (?.fthe simulation and . . = 

j l provide .SIRs to improve the COOP process where required. , ~ 
: ~ . . . ' l .. · -¥~~~ i . . .. .. TAli siR~ h~~~ -b~-~~-·-i~~~-~~~~t~d. R~~ -~~~th~; ~i~~i~t~d -~~~~!·:· . . . . . .. . . .. .. . . . ... . . . ... ·1 
,_,w,........,.-.-w;.-..._ ..... ,..,. ... .,......,.,..,. __ w.-w NV-.w-L-w.-v ....... w.....,wwww.w•wwwwwwww;w.•••'' ' " ' "'" '-'"'' "_'.,'' '"'''' ' "'' '" ••••••••• ••.•ww•v""""""""""""""..,..,""'"""'"""'"'"'""'"'"""",_.,..,.,......,ww.www.w.w.v,..,.wwwNVw __ ,..,w.-wNVwwNV"" """"'"""'"'"'"""'""'w.""""'",_""""_...;..,.,.-..,.,..,.,.wwNVNVNVNV"; 

l · · I A fully responsive COOP pla.n will be in place. COOP and dis~ster recovery planning and 1 
· > Year3 · · ' l testing continues to be improved. · , 
L ..... : ..•... : .... : ... :.: ....•. :,. .................................... : . ., ....... !,.,,:,,:,,.,.,,, ... ,., ..... ,,.,,.,,,.,.,,,,.,,.,.,, .. ,,.,,,., .... ,,~ , .. : ..... : .. : .. : ............................. ;.. ................................................... ,. .... , ....... ,, .. ,.,, .. ,.: ..................... :, ......... ... : ... , ..... ,,.: ... -. ...... : ......... , ................. , .. .,,,., ... ,., .. :.· ......... :.; .......... ,1 .. , .. .... .. ........ : ... . ....... : ........ n ........ , ........... ; ; 

Day 1 
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The objective of this PWS is to provide WHS with a thorough disaster recovery solution to 
ensute WHS is able to accomplish its mission in time of disaster. The successful WITS 
contractor shall partner with WHS Directorates to ensure that all disaster planning requirements 
are identit1ed and that a full solution is developed and implemented. The contractor shall work 
with WHS to assist in disaster preparedness exercises and testing in order to ensure all parties are 
ready at a moments notice to initiate a COOP. 

Requirements 

Comprehensive COOP and disaster recovery planning, te~ting and activation support -
2.4.1.1 Develop and present to WHS a comprehensive and responsive DRP. The plan itself 

shall be based on the existing COOP plan that is currently in use by WHS. The 
Contractor shall re-examine elements of this plan including the personnel involved and 
the equipment that will be used to initiate a COOP situation. They shall re-examine the 
1nethod of recall and notification currently used by WHS. The Contractor "vilJ develop 
and sub1nit a COOP Contingency Plan in accordance with CDRL A015-l. 

2.4.1.2 Identify staff tnembers who will be designated as COOP participators for the 
Governments' approval who wi11 meet the following requirements: 

• Required security credentials to participate as a COOP participant. 

• Assigned B1ackberrys and laptops and shall be responsible for maintaining them. 

• Will be properly badged at the alternate sites in order for them to gain entry. 

• Staff assigned as COOP participants will be assigned to a tean1 to support specific 
organizations so that may become familiar with that organizations line of business and 
applications. 

• WHS Engineering staff assigned to an organization will become knowledgeable of the 
organizations mission critical applications. 

2.4.1.3 Host mission critical applications for WHS in DClN. The contractor will develop a 
migration plan to assist WHS customers with this migration to DCIN. 

2.4.1.4 Provide Engineering support staff who "vilJ be granted administrative privileges in EMC 
Autostat which will allow them to fail over the applications to the alternate site. 

2.4.1.5 Provide Engineering personnel familiar with the required WHS applications to ensure 
they are able to provide software configuration changes, workstations and laptops to 
restore mission essential applications to operational status for the WHS end user. 

~nput and maintain system information 

2.4. 1.6 Manage the WHS Living Disaster Recovery Planning System (LDRPS), to include 
input and maintenance. 

2.4.1.7 Manage the LDRPS using the contractor Enterprise Configuration Management 
procedures that will provide government oversight when the system is updated and 
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reviewed on a regular basis for accuracy in accordance with our configuration 
management plan. 

• Work with WHS to test and validate COOP procedures and if procedures require updates, the 
contractor will perfonn updates in accord~ce with our CM procedures. 

2.4.1.8 Maintain the OFE custom application which ties three data sources including the COOP 
phone exchange database. 

Develop, test, and implement procedures for data restoration at our current COOP sites. 

2.4.1.9 Perform regularly scheduled disaster recovery exercises throughout the year to ensure 
that contractor team and various WHS COOP participants are well trained and 
responsive to disaster recovery events . 

2.4. 1.10 During COOP exercises the contractor will: 

• Work with WHS to test and validate COOP procedures. If procedures need tope updated 
they wi11 perform updates in accordance with our CM procedures. 

• Audit failover WHS MES systems (as authorized by the government) and perform system 
testing to ensure that applications and data are available and accurate. 

• Fol low documented procedures to perform system restores for non-MES systems and 
validate that the applications and data are usable. 

• Provide a skilled and knowledgeable centralized Enterprise Services Support Center to 
support WHS users who participate in the exercises. 

• Conduct formal After Action Reviews (AAR) after each exercise to document lessons 
learned. 

• Develop corrective action plans to address gaps identified during AARs. 

2.4.1 .11 The Contractor shall develop and deliver a comprehensive report on the COOP Test 
Results in accordance with CDRL AO 15-2. 

2.4.2 Data Backup and Storage [SOO 4.4.1.1, A 005] 

Ensure data backups and reporting. Coordinate availability of resources and the 
survivability of data. 

2.4.2.1 Support the disaster recovery plan to ensure that daily back ups are completed. 

2.4.2.2 Troubleshoot and correct any failed backup and investigate errors received from the 
TivoLi backup system. 

2.4.2.3 Validate the backup system to ensure that data captured in the backup is accurate and 
comprehensive. 

2.4.2.4 Provide the domain manager and system administrators a daily report that details the 
results of the previous night's backup. 

2.4.2.5 Ensure that all failed backups are investigated and the reasons for the failure resolved 
within 8 hours. The backup will then be reinitiated with the following nighfs backup. 
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2.4.2.6 Develop and deliver on a Daily Backup Report to reflect success, fai lure, and 
exceptions to backups. ln accordance with CDRL A005, the Daily Backup Report will 
address: Group Affected; Backup Types; Job Status; Computers; Period; and Exception 
Report 

2.4.3 Data Storage [SOO 4.4.1.2] 

Ensure compatibility and maintain enterprise data storage solution. 

2.4.3.1 Test failover capacity twice a month during the weekly outages to ensure that COOP 
applications are readily available if an emergency arises, to ensure efficient use and 
availability of data. 

2.4.3.2 lmage servers once a week and store the images in a secure locat ion for non-mission 
essential applications and assets. 

2.4.3.3 Ensure that restoration of non-mission critical systems is accompli shed by restoring the 
latest image to a server, restore data from the latest Tivoli back up. 

2.4.3.4 Continually examine backup and storage solutions. Develop SIRs on data backup and 
storage solutions that will ensure continued use and availability of resources and data 
survivability for the life of the WITS Program. 

2.5 Change Management [SOO 5.8, A 011, AOll-2] 

Background 
• 

Changes to domain and enterprise environments are not currently managed as an enterprise 
change control process. It is the desire of WHS to design and implement an enterprise change 
control process that is based on industry best practices. All changes to domain and enterprise 
level appUcations and assets will be tracked , reviewed, approved and implemented through the 
Remedy Change Control system. WHS requires a contractor to enhance the process and 
workflow for the change control initiative and support WHS with institutionali'zing the process 
across ITMD. A mature change control process within the Enterprise and Domain environments 
results in decreased unscheduled outages, greater performance, and improved customer 
satisfaction. 

Scope 
·- Time Frame I . -- ------~_ -. -----~---.~~~ :- - F-unction ----------

Day l 
Begin assessment of current change process and configuration management procedures and 
apply the process flow to Remedy Change Management Module. 

, Completion of Change Management SOP for automation through Remedy. Timely and 1 
' I 

6months 1 effective reporting created and distributed. Change compliance audit procedure and reporting ! 
' ; I impJemented . Migration to Remedy Change Management Module completed. 1 

r---------·-·---1-Ft;n us;~f Remedy Cha~-;Ma~a-~~~~n~ -workflo~; and auto escalation. Chan;~emplates in ' 
Year 1 use and auto routing for change approvals in place. Full tracking, reporting and accountabi lity 

l of all changes to the WHS IT environment. 
------------------------------------------~ ' i Major reduction in incidents reported as a result of change and full communication plan in • 

• 
! 
• 

>Year 3 I place for all changes to WHS IT environment. Completed management of IT service history 
l for all configuration items within WHS environment. 

--··---·---···-y••• •••• ••••"-'' ' '!_,_,_,~-··-·~··••.,••• ••••·••• ,,..,.,, ,,,.,,.,_ u,..,_, " '''- - •- • _,,, - , ___ ,.,_,.,~,,., . .,,,,, '' ., .. ,..,,.,,,,_,,,,._., ""'"'"'~•• •~••·•-•"'' ,,,,. ••·-••• __ ,,,,,. ••·-•·••"'"'''•--· .. • -- •,. --• -•• --······-• 
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The purpose of the WHS Configuration Management (CM) Process is to assure that all changes 
to WHS~ Enterprise Systems are coordinated and approved prior to implementation. This ensures 
that all appropriate and necessary steps have been taken to prevent changes to IT Systems from 
adversely affecting system performance, rel iability or availability. At a minimum, this process 
will ensure that for each System Change Request (SCR) the following occurs: 

• A basic implementation plan is developed to ensure that all necessary steps and processes to 
implement the change have been thoroughly identified and documented. 

• A test plan is developed for both system level and user level testing, to ensure that the system 
is operating appropriately following the system change. 

• A back-out plan is developed and documented to ensure that the system can be returned to its 
original configuration, should thi s be necessary. 

• Proper notification and coordination is provided to users and other resources necessary for 
the approval and execution of the planned change. 

• A thorough review of the implemented change js accomplished following the modification. 

Requirements 

Provide timely and effective reporting and coordination of changes to domain systems and 
applications to ensure effective management of configuration 

2.5.1.1 The contractor shall ensure changes to domain systems and applications are carefully 
controlled, processed, and reported to WHS. All communication and reporting \-Vill 
include enterprise, domain , and configuration management staff me1nbers to guarantee 
all participants and users remain well-informed of all changes. 

2.5 . 1.2 The contractor will use the following guiding principles to fundamentally control the 
enterprise change management activities: 

2.5. I .3 The contractor shall ensure modifications to Enterprise Systems for Local Area 
Network Systems Wide Area Network Systems, File Servers, Application Servers, 
Messaging Applications and Web Services are classified into one ofthe following three 
levels depending on the scope and complexity of the change. 

• Level 1- any changes that do not significantly impact the current Enterprise architecture. 
Level 1 change could consist of required patches, new user accounts. A level 1 change is 
limited to bug fixes, minor n1odifications to application reports and related cosmetic changes. 
for hardware, operating systems, and applications, these changes include the installation of 
patches and other actions to correct or prevent known problems. 

• Level2- any changes that impact or affect the cost of a current project. If an SCR causes a 
s ignificant increase in the cost of a configured item or the deployment schedule of an 
enterprise item. A level 2 change includes medium level upgrades and modifications to 
software and hardware, such as enhancements or changes to systems that result in additional 
functionality, or planned improvements to performance or capabHity. 

• 
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• Level 3- any change that is a major change or release upgrade to an existing system, or the 
initial release/implementation of a new application or technology. Level 3 changes are often 
identified by major changes to the structure or configuration of a system. A Level 3 change 
requires Configuration Control Board (CCB) approval prior to implementation. 

2.5.1.4 The contractor shall ensure all major (Level 3) changes are reviewed by the CCB. The 
CCB membership shall consist of a Chairperson, Customer Care Manager, Network 
Security Manager, Enterprise Operations, Configuration Manager and Information 
Assurance representative. Non voting members shall consist ofDomain Managers and 
WHS CTO. 

2.5.1.5 The contractor will ensure that all SCRs that have the following potential impact will be 
routed through the CCB: the WHS Enterprise infrastructure, operations of the 
Enterprise, security, a domain or enterprise application. A change large enough to 
require recertification of the WHS Enterprise will also be routed through the CCB. 

2.5.1.6 The contractor will work ·with the CCB to ascertain benefits and impacts of the change 
requested. 

2.5.1.7 The contractor shall ensure the CCB possesses a thorough understanding of the 
requested change and its potential impact on the WHS enterprise. 

The contractor shall ensure all changes submitted follow a well defined course from 
submittal through implementation, including: 

2.5.1.8 Approval of all SCRs by the appropriate domain managers and the CCB. 

2.5.1.9 Assignment of a unique identifier for each SCR and record of the SCR tracking log, The 
Configuration Manager ensures an impact analysis is conducted by the Initiator and the 
results are attached to the SCR. The Configuration Manager provides a decision to 
approve or disapprove the SCR or sends the SCR onto the CCB for review and final 
approval. 

2.5.1.1 0 Categorization of all subJnitted SCRs to identify effects on the environment 

2.5 .1.11 Development of scheduling and impact assessments on the environment and user 
community 

2.5.1.12 SCRs not approved by the CCB shall be returned to the Initiator along with the CCD 
recommendations for alternative solutions for re-examination. 

2.5. 1 .13 Enumeration of resources required to successfully implement changes. 

2.5. 1.14 Construction of the mechanisms and delivery methods necessary to ensure successful 
introduction of scheduled changes. 

2.5.1.15 Verification of the success of each change introduced into the system or roll-back of the 
change in the event of adverse affects to the user community. 

2.5 .1 .16 The contractor shaH ensure that the SCR Initiator prepares the appropriate test and 
implementation plan, as well as the pertinent milestones to complete the system change. 

2.5 .1. 17 The contractor shall ensure that the SCR Initiator notifies the Configuration Manager 
when a system change has been implemented. The Configuration Manager will 
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~ 

document the change, generate CM status accounting, update the baseline 
documentation and distribute notifications of the updated baseline. 

2.5.1.18 The contractor shall assist the Configuration Manager with baseline audits. The 
contractor shall provide Initial Baseline documentation within 72 hours of government 
request in accordance with CDRL AO 11-1 . · 

2.5.1.19 The contractor shall provide Configuration Management documentation on Baseline 
updates and changes no later then 72 hours after government request in accordance with 
CDRL AO 11-2. 

2.5. 1.20 The contractor shall assist in the future migration of the Change Management process 
from its current form to the Remedy Change Management module. 

2.6 Asset Management [SOO 4.5, 8.1.3] 

Background 

In the current environment, the WHS Enterprise Directorates function under disparate asset 
management methodologies which do not support effective inventory monitoring from an 
enterprise standpoint. Some domains use bar codes while other domains create an Excel 
spreadsheet to record equipment and software then generate a db4 or text t1le. This has a direct 
effect on business operations to include, but not limited to funding, logistics, technology 
upgrades, Federal and DoD policy compliance, reutilization, and required .labor support teams. 

Scope 

' 
t Perform full hardware/software inventory to create a baseline. Initiate development of SOPs 

Day 1 · 
~ necessary to support JTlL compliance for change management within the environment. 

!" ' '~ '' ' ~"" ' '' ' ~ '' '''( "' ' .. ''(''l' "~" 'W'' ' ':""'W>N."";~~·wAi""'','>'"u'..,.._~':' '"'"' """''-"''~'"'' '"' ': 'W O"'"" ' "' ' ' ' 'o: ' " '""' 'r''"'!>''"""' ' ',YYovJv w"'"""'"""""'"""""'""'""",_W,.V"""'"""""'""""""""""""'""""""""""".W""'""'-·""'""·"""""............,"""'"""""'"""""_,,_ ''"'"""""""""'"__.,..,___.,,.,.,....,..,,.,.._.._.,,.,...,,...,,. ...... w ,oww""'""' "•"'·"""""""""""''"'W." 

l l Maintain asset records viabarcode sc~t~ners for all install, remove (excess), :move, add, change, 1 
1 , ! and val idatiqn activities within the environment per applicable WHS and DoD requirements . l 
: 6 months j and Remedy asset management,program. Perform schedule of sem·i.,.annuaJ .inventory. Provide ·j 
t · · · i SOPs in support of .r;equired ·random 10% physical inventory of enterprise assets and ensure · 1 
: · .. _, ! verification of asset records within the CMDB.. ·· i. 
: > • • • • • : 
;,,,,, ,,,,,,,,,,, , ,,,,,,,,,,,,,,,,,,,, .. , ,,,,,,,,,,,,,,,,,, , ,,, .. , ,,, .. ,, , ,, ,~, •• ,,,, ,, .. , ,,,, ,,,,,,,,, ,,, .. , ,: . ......... . ; , • • • • •• ••• • •• • •• • •• •• • ••• • ,• • •• • •• • •• • •• • <> • • ••• ••• ••• ••• ••• ••• •• • • •• • •• ••• •• • •"'"'''''''' ' ' '' ' ' ''''' '' ' ' ' '''''''''""'' ' '' ' '' ' '' ' ''"' ' ''''' ' ''"'"'"''''"'''' ''''''''''"'"'"''''''''' '"';,,,,, ,,,,, ,,,,,, , , ,,,, ,,,,,,,,,,,, , .. , .. , , ,,,, ,.,.,,,,,,,,,, ... .. ................. . ........... .. ..... , . . .. ...................................... .... . ~ 

l ~ : 

, Year 
1 

i 100% completion of physical inventory. All asset management is centralized using Remedy for : 
! WHS Enterprise and Domains. A catalog is developed of all desktop and server images. l 

. ~ : 
~'"'""~""""''"""'"'"'"w", ....,,. ,_..,. , ,., ... ,., .. , .,..U, '' to'"'>"''"'""'"""'"''" ""''" ....,."" ..,._, , , '''""'"'"'"''"'""...,"•- •"'"-'"•"'<" ''"'"'<"Wo<"V,..__....,, ____ ._,...,...,,..., .... ........,_ ..,.,..,, .... ..,.._,........,,._,,....,...,...,,_,..,_..,.._,.._,.._,.._,_,.._,.._,.._,......,.,.,..,._...,.__..,._'<""""""""-"""-"-""""'""'""_".........,_""_""""'""""""-'<""""".....,."",.,...,.....""'<"' :· ' . . . . . . . . . . . . . . . . . . . ' . . . . . : . . . . . . . 

; > Year 3 i Performance improvements implemented across the Asset Management function. · • . .. >. . t 
~ .. ., . ..: ............... : ..................................... ,,._ ...... ~ ....... 1 .... ..: ........... : .......... ...: .......... ..:..: .......................... ..:-. ...................... : ............................................. :: ..... ................... ,, ............ ~., ..... ,, .. ....... ,, ........ , ............................................. ,._ ...... : . ........................................ : .................................................... ~ ..... : ............................. :! 

Objectives 

Pending implementation of an enterprise-wide solution, the contractor shall continue to maintain 
applicable asset information using the current incident-tracking system (Magic, Oracle, and 
Dbase IV) and established database systems to ensure a level of control necessary within the 
WHS domains. The contractor shall develop and hnplement an enterprise solution based on lTIL 
specifications that will allovv for centralized asset management systematically organized at the 
enterprise level with the capacity to track all WHS IT hardware and software assets across WHS 
domains to increase efficiency and reduce costs. This solution vvill include the capacity to 
generate accurate baselines or metrics which will be reported to WHS management supporting 
sound business decisions for technology refreshes and upgrades. 
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2.6.1 Logistics [SOO 4.5.1, A 007J 

Efficient and effective receipt, storage, issue, deliverv and turn-in of equipment and 
software. (CDRL A007) 

The Contractor shall: 
' ' 

2.6.1.1 Ensure aU requests can be initiated through numerous channels (direct contact with the 
Enterprise Call Center, service catalog, e-mail, etc.) by WHS end-user, IT-Points-of 
Contact, or Domain Managers as needed. 

2.6.1.2 Support the existing request, approval, delivery, and excess process for each domain. 

2.6.1.3 Provide requests for deployment of assets (hardware and software) through PRTS 
documentation and other supported avenues 

2.6.1.4 Maintain local hardware assets in support of expedient delivery to the end-user 

2.6.1.5 Process hand receipts for each domain in compliance with WHS policies. 

2.6.1 .6 Manage the storage of inventory for equipn1ent and software turned-in to be reutilized 
using transfer Form 7s, repaired through PRTS and ticket requests, or decommissioned 
using SD-811 excess forms. 

2.6.1.7 Develop and submit Logistics Documentation in accordance with CDRL A007 to 
include: signed manifest documentation of items received into warehouse; forms that 
document assets leaving the warehouse for distribution, transfer or disposal; and hand 
receipts for assets delivered to or retrieved from user offices and locations. 

' 

2.6.1 .8 Provide support for transfer of hardware and software assets into the Remedy CMDB 
when fully integrated into the Enterprise asset management fratnework. 

2.6.1 .9 Electronically scan (via barcode) all equipment movement within the WHS 
environtnent for issuance, delivery, relocation, and excess activities. 

2.6.1.1 0 Maintain random monthly and full annual inventories with full reporting to key 
Enterprise personnel 

2.6. 1. 11 Document all asset management processes (hardware and software) in accordance with 
WHS policies. 

2.6.1.12 Transition aH existing inventory information into Remedy as the inventory processes 
become part of the production environment. 

2.6.2 Installation [SOO 4.5.2, A 008, A009] 

Provide and maintain an installation program (CDRL A008). Ensure installed images 
comply with prevailing Federal and DoD policies and regulations. (CDRL A009) 

2.6.2.1 The Contractor recognizes that Change Management and Testing are the two primary 
functions of Installation Services. The Contractor shall provide ful1 support for current 
installation procedures pursuant to Federal and DoD policies and regulations. The 
Contractor will assist with implementation and production use of refined installation 
processes in support of Enterprise Service Support Center and Retnedy Asset 
Management consolidation. 
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2.6.2.2 Identify equipment requested for installation by compcode consistent with the intended 
use of the asset. 

2.6.2.3 Schedule with the end-user an installation timeframe which best fits the end-users 
schedule. 

2.6.2.4 lnstaJI equipment or software as to minimize disruption to the end-user. 

2.6.2.5 Ensure equiptnent or software is appropriately tested at the end-user's desk or office to 
ensure proper operations. 

2.6.2.6 Provide the end-user with appropriate hand receipt forms to indicate installation and 
acceptance of equipment. 

2.6.2. 7 Load installation and end-user information into existing asset inventory processes 

2.6.2.8 File all documentation in compliance with WH.S policies. 

2.6.2.9 Tbe Contractor shall deliver Installation Status Reports in accordance with CDRL A008 
to include a summary of all installation activities including scheduled installs, actual 
installs, problems, issues, slippages; and scheduled installs for future periods. 

2.6.2.1 0 The Contractor shall develop and install data images in accordance with CDRL A009. 

2.6.2.11 Change Management [SOO 4.5.2.1] 

,Pr~vide .. ~oordination with Enterprise Configuration Managem£~.t 

2.6.2.12 The Contractor shall provide operational and functional support for current 
Configuration Management processes and assist in the implementation and operational 
use of the Remedy CM solution. 

2.6.2.13 Provide for security and delivery of\vorkstation images in support of current domain 
configurations. 

2.6.2.14 Monitor changes to existing image-sets as requested by current domains while 
Inaintaining security and documentation compliant with Enterprise and DoD 
requirements. 

2.6.2.15 Support configuration and implementation of the Remedy CM solution requiring: 

• Detailed documentation regarding image content and versioning requirements. 

• Secure image storage on Rl S-configured server environments. 

• Delivery of image-sets in accordance with domain and directorate requirements. 

• Maintenance of detailed SOPs and technical work instructions governing support and 
delivery of domain image-sets. 

2.6.2.16 Testing [SOO 45.2.2] 

Utilize the Enterprise Test Enviro!_lment 
. 

2.6.2.17 The Contractor will conduct hardware and software testing in accordance with 
Enterprise Test Environment process standards. Types of testing to be performed are: 

2.6.2.18 Test and validate \Vithin Enterprise Test and Development platform any new IT 
inventory asset to be installed for an end-user prior to deployment. 
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2.6.2.19 lnstall hardware and software under SLA and user acceptance testing that is mutually 
agreed upon by the Contractor and Wl-IS. ' 

2.6.2.20 Document performance to the. SLAs using Remedy and Crystal Reports. 

2.6.3 Property !Inventory Management [SOO 4.5.3, A 010, AOl0-2] 

Implementation of an Enterprise Asset Management Solution (CDRL AOl0-1, AOl0-2) 

2.6.3.1 The Contractor shall assist in the development of a fully functional asset management 
offering (via Remedy) to enab le 'cradle-to-grave' accountability of assets beginning 
with receipt through storage, issuance, delivery, and excessing of equipment within 
estab lished !TIL guidelines. 

2.6.3.2 The Contractor will leverage recent initiatives designed to introduce a higher level of 
control (i.e. issuance of bar codes for each capital asset) as part of the Remedy solution. 

2.6.3.3 The Contractor will integrate SMS into the asset support module to ensure hardware 
• 

and software assets are suffic1ently tracked throughout the Enterprise. 

2.6.3.4 The Contractor will integrate the Asset Management solution with the WHS Enterprise 
Configuration Management process to ensure asset inventories are maintained by 
approved configuration changes. 

2.6.3.5 Move from domain centric operations to enterprise management of assets to present an 
accurate account of hardware and software assets whether deployed or spare. 

2.6.3.6 Utilize the Remedy Asset Management module consolidated database to facilitate asset 
managetnent and tracking functions for WHS_ 

2 .6.3.7 Ensure Remedy Asset Management is tightly integrated with Remedy Service Desk and 
Remedy Change Management modules for seamless coordination of asset management, 
configuration management) and customer service request processes. 

2.6.3.8 Work with WHS to examine its procurement approval workflow and purchasing 
solutions to complete a full life cycle of the assets . 

2.6.3.9 The Contractor will ensure these processes are part of the WHS Inventory Management 
System. 

2.6.3.1 0 Identify the location and quantity of current spares and status of equipment out for 
repair creating a consolidated view of spare equ1pn1ent within the entire enterprise. 

2.6.3.11 Process a form SD811 to notify the WHS inventory manager when equipment has 
reached its expected end of I if e. 

2.6.3. I 2 Ensure the asset management database, additional fields are maintained by assigned 
warehouse personnel, key WHS representatives, and Enterprise Call Center assigned 
staff to correctly record serial number, make/model, compcode, purchase date, warranty 
information~ and unit price. 

2.6.3.13 Process requests through Remedy ifavailabi1ity of software or hardware exists (with 
coordination of activities between ESSC, assigned POCs, Domain Managers, and 
WHS-assigned software coordinator(s)). 
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2.6.3.14 Distribute to the government performance monitor or the COR the following 
documentation: 

• Signed manifest documentation of items received into the warehouse and then entered into 
the CMDB. 

• Forms that documents assets leaving the warehouse for distribution, transfer, or disposal 
(Form 7 and SD-8 I I). 

• Hand receipts for assets delivered to or retrieved from client offices and locations - including 
home offices. 

• Full annual inventory results deta iling out-year recommendations and random monthly 
inventories designed to verify asset record accuracy. 

2.6.3.15 Notify the WHS ITMD to enable proper planning for out year procurements for assets 
reaching fifty percent of useful life. 

2.6.3.16 Identify, by compcode, equipment for delivery to an end-user. 

2.6.3.17 Inform the inventory manager about the status of all items. 
. 

2.6.3.18 Support documented processes established in support of Remedy CM requirements 
once implemented: 

• Docwnent all assets in possession by the cUent. 

• Transfer asset records (hardware and software) to the Remedy CMDB. 

• Contjnue to provide asset scan activities for all deployments, deliveries, installations, 
upgrades, moves, and excesses within the Enterprise environment. 

• Ensure compliance to prevailing Federal and DoD policies and regulations (CDRL A007). 

2.6.3.19 Remove magnetic media from all excessed equipment and place in burn bags for proper 
disposal . 

2.6.3.20 Conduct a 10% percent random physical sampling of inventory on alllTMD managed . 
assets in accordance with CDRL AO 10-2. · 

2.6.3.2 1 Conduct a 100% annual inventory reporting to conduct compadson analysis of actual to 
system stated. Report any assets reaching a pre-defined threshold wHI to accommodate 
procurement plans and efforts in accordance with CDRL AO 1 0-1. 

2.6.3.22 The Contractor will use the following removal process in accordance with WHS policy 
and CDRL A007: 

2.6.3.23 Remove all magnetic storage media from the uni~ record and label the media serial 
number, and isolate the media in burn bags (or other approved containers) for transport 
to processing facilities designed to securely and effectively destroy per DoD guidelines. 

2.6.3.24 Stage remaining ' excess' assets for return to the central warehouse by the assigned 
Enterprise Service Support Center (ESSC) hardware team member, using the contractor 
leased vehicle. 

2.6.3.25 Coordinate movement of alJ assets within the Enterprise environment. 
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2.6.3.26 Manage the entire life cycle of the request. 

2.6.3.27 Inform clients through fonnal com1nunications as to the status of a request. 

2.6.3.28 Solicit customer feedback through an ICE or Remedy quality control survey 

2.6.3.29 Publish the results to WHS. 

2.6.3.30 Relocation of Equipment 

• Relocation of various IT equipment (e.g., 15 each PCs/laptops, monitors, keyboards, etc.) 
within the National Capital Region approximately twice per month throughout the 
performance period. 

2.6.3.31 The contractor shall lease a vehicle to be used for the relocation of IT equipment within 
the National Capital Region. 

2.6.3.32 Contractor shall ensure that all equipment moves are scheduled in the Remedy Change 
Management System and that all required approvals are obtained. 

2.6.3.33 Contractor shall ensure that all IT equipment moves are coordinated with the domain 
and enterprise support teams as well as. the Enterprise Services Support Center. 

2.6.3.34 Contractor shall ensure that all configuration item (assets) moves are recorded in the 
Retnedy Configuration Management Database in accordance with WHS Enterprise 
Configuration Management policies and procedures. 

2.6.3.35 The contractor shall provide WHS with monthly reporting outlining IT equipment 
moves and their statuses. 

2.7 Enterprise User Support Services [SOO 4.1 J 

Background 

WHS currently operates three help desks providing IT Infrastructure Support Services to its 
customers. These help desks operate as separate entities with different procedures, redundant 
customer relationship management (CRM) applications, multiple repositories of information, and 
inconsistent reporting. In addition, WHS provides customized training to WHS end users and 
operates a Building Operations Center (BOC) that supports non-IT Service Requests. 

In order to provide WHS customers with best-in-class Service Support, WHS is merging its IT 
and non.:. IT support services into one consolidated Enterprise Service Support Center (ESSC) 
with unified standard operating procedures and a uniform, enterprise-wide resource management 
framework. The Contractor is required to create the ESSC by effectively combining the existing 
support functions, and to manage the ESSC to meet the needs of the end users. The successful 
Contractor team should possess both breadth of knowledge and extensive practical experience in 
the consolidation and management of an enterprise helpdesk as single support center operating 
under the Information Technology lnfi·astructure Library (ITIL) framework. The Contractor 
team's practical experience wil1 enable it to apply Lessons learned to the implementation and 
consolidation activities required to develop the WHS ESSC. 

WHS training requirements include the creation and delivery of custom and application specific 
training curricula to WHS end users, support staff, and management personnel. In addition to the 
development of the ESSC, the Contractor shall provide training to the end users, delivered in 
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multiple forms including classroom instruction, web-based training (available through the 
' 

servjces portal), and desk-side one-on-one instruction. The Contractor team wil.l develop web-
based training solutions for COOP, teleworkers, and special interest groups. 

Scope 

Day 1 
. Begin assessment of current SOP for Call Center operations and begin planning for HRD and 
i PENREN help desk consolidation. Assess remaining tasks for Magic to Remedy migration and 
l create action plan to address the identified needs. . . . . . . ·: . .. ·: . T £~!~~~i~~ c-~il c~~!~; i~~ pi ~~~~ .. t ... a .... t .... i .. o ...... n ....... c .... ~ ..... m ...... p ........ t .. e .... t ... e ..... d ...... , .... a ..... n, ..... d ........ s .... t .. a .... ff .......... r .. e ...... c .... e .... i .... v .... e .... d ........ h ...... i,g ...... h ........ i ... m ........ p ..... a .... c ...... t,, ... t .. r ... a ...... i .. n ...... i .. n ..... g ............ , .... ·..................... ..~ 

' ' 

·Knowledge management program created and implementation begun. Begin trend analysis .• 6 months · · 
, reporting and assessment for Service Level Agreements. Create Service Level Requirements and 

· · ., Operation Level Requirements. ' ' 
v•w-•·-•••••~••••••••••-- •••wwww•••J••<•••••=•••••;••••-••••••wv•w;v•ww•• • ••• • •• •••¥ '• • • · • •• ••••••• ' • ••· · ···,;· . _ ~~· ~· --·--~~-~·-·~-~--·--•~-~----·--•-~••w•~•~---•~---~-----~-------·---·-~-·--·•••~•••ww•••---••~••••-•1 ' .... 

i Complete implementation ofBMC knowledge management system. Remedy Incident, Change, 
l CMDB, Asset and Problem Modules in place. Industry best practices SOPs in place. Service 
: Level Agreements and Operational Level Agreements created and SLA reporting produced. Year 1 
! Enterprise Call Center fully implemented with metrics reporting, process improvement planning 
1 and process maturity assessments and audits completed . 

....................... , .............. .,. .............. , ................. ~ . .,. ........................................... "' .......•.... , ....... .... ,... ..... ...... .. .. .. . . . . .. 

... · · . ! Fully integrated Enterprise Call Centersuppor~ing IT and Non-IT related calls througl1 ·. • .. 
•' completed knowledge integration, 3 I 1/CRM/Infostat oper~tion.".Single point of contact .. ··· 
! established and optimized SLAs tfghteii.ed and full integration of Incident, Change and Proactive · > Year3 · · • i Problem Management realized. Call Center optimization and maturity based 01;1 the benefits of ·· 

·· I .incidtmt trend analysis, rootcause ana]ysis, accurate change management; full and robust. ·· 
, · · · , commtinications arid accurate auton'lated incident escalation. . · · . . · · ·.·· ·. 
~ : . . . . . . . . . . . . . . . . . . . . . . . . . . 
:_,._,w,.v>.vw'"''"'"" ' "'"":_,..,.;,,.-.-,.;,.,..,...,.,,. .. .;;,,.,,...,.,:,..,,....,...,.,,.-.-.w-..v"v""',.."""""""_w:.,.;._. ... , ,,.,...-...,...-.-"""".;"""'",_ww"v•wv__,..-ww•vww•v•V•wwv••v•v•v"•'•• •• '"" <> " ' ' •( ' ' " " " ' ' • ' ' •1\; 0,." " ' ' ot •• t :t\" •V''""Y'"'" '"I ' ''" ! '"' '' ~•" ••v< t ' ' " ' " '~~·' ,_ ' " ' ' " c, u._, , ' W·• " ' " \' " ' I'" ' .... . ... " ' " •o ' ' ! " " " ' ' ' \>i ~/\' ' 

Objective 

The Objective of this PWS is to provide WHS customers with best-in-class Service Support, 
Delivery Services and Training to ensure WHS staff can work effectively, enabling their 
domains to meet and exceed their operational goals, and their organizations to accomplish their 
missions. The Contractor shall work in partnership with the WI:-IS Directorates to make sure that 
required IT and non-IT support services are available as needed to ensure that the Directorates 
can function effectively. The WTTS Contractor shall work with WHS to implement a 'One 
Number, Single Point of Contact (SPOC)' solution to support all support services and training 
requests. The Contractor shall support WHS in its implementation ofthe 311-Customer 
Relationship Management (CRM)-JnfoStat solution. Although initially the IT and non-IT 
components will operate as separate entities, this will be transparent to users and the eventual 
consolidation of the IT and non-IT functionality wil1 proceed without inconveniencing the users 
• 

many way. 

Requirements 

2.7.1 Enterprise Service Support Center [SOO 4.1.1, A 003] 

Operation and maintenance of a fullv-functional Enterprise Call Center 

2. 7.1. 1 The Contractor will consolidate the existing HRD, PENREN and ITMD helpdesks into 
one centralized Enterprise Call Center (ECC) that will provide both IT and non-IT 
support services. The ECC shall support alJ ITMD, HRD and PENREN customers 
through the use of the One Number SPOC. 
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2 . 7 .1.2 The Contractor shaH develop an integrated Incident Jv1anagement process to track, 
categorize, prioritize, and assign customer incident reports and requests for service. 

2.7. 1.3 Develop detailed standard operating procedures (SOPs) to ensure that each Incident 
Management activity is clearly defi ned throughout the entire ESSC structure. 

2.7.1.4 Define and document processes for: 

• Incident evaluation and recording 

• C lassification and initial triage 

• lnvestigation and troubleshooting 

• Resolution and recoverv -
• Closure 

• Monitoring customer satisfaction 

• Analysi s and improvement of ESSC performance 

2. 7 .1.5 Create SOPs for each activity of the incident process and store them in the Remedy 
integrated knowledgebase for access by ESSC meJnbers. 

2. 7 .1.6 Develop detailed automated escalation work fl ows in the Remedy Incident Mariagement 
module to ensure uniform, effective and accurate escalation and classification of each 
ticket. 

2. 7 .1.7 Provide high-irnpact. training to a ll ESSC support personnel to ensure they understand 
the process activities and the relationships and are fully prepared to be responsible and 
accountable for effective execution of those activities. 

2.7.1.8 Comply with industry quality standards and best practices to ensure a high level of 
customer satisfaction and continuous process improvement. 

2. 7. 1. 9 Provide incident reso lution support for: 

• WHS custom and commercial applications 

• Audio/visual equipment (including the Tandberg Management Suite and Tandberg endpoints 
and infrastructure) 

• Email and active d irectory 

• File and print services 

• I ntemet and intranet services 

• Telecom services 

• Wireless communication devices 

2.7. 1.10 The Contractor shall ensure customers are able to reach the Enterprise Call Center 
(ECC) through multiple channels including a central telephone number. email, service 
catalog or by personal visit. 
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2.7.1.11 Provide a central number for WHS users to call for targeted support relative to the 
nature of the contact and configured to provide direct contact for IT support, facilities 
support, and general issues or questions. 

2.7.1.12 Respond to IT service requests and reported incidents from all WHS directorates on 
both NIPRNET and SIPRNET netvvorks. 

2.7.1.13 Escalate .IT-related incidents which cannot be resolved by the ECC to Tier Two. 

2. 7 .1.14 Ensure non-IT requests for facilities support are routed to the Building Operations 
Center. 

2.7.1.15 Establish Operational Level Agreements (OLAs) between the ECC and other support 
organizations to ensure compliance with all SLA requirements. 

2. 7 .1.16 Ensure that all tickets are promptly and accurately documented so that up-to.,date 
information is available to the ECC and the WHS at a'll times. 

2.7.1.17 Provide accurate reporting and statistics to WI-IS management and stakeholders on all 
IT and non-IT related requests and incidents. 

2.7.1.18 Develop and submit Daily Status Reports to reflect current status of availability of all 
WITS systems, and an analysis and summary of daily Network Management Incident 
Reports (NMTRs) from Information Technology Agency (ITA) in accordance with 
CDRL A003. 

2.7.1.19 The Contractor will structure the ECC in a multi-tier system to ensure customers 
receive accurate, skilled, and timely response from the ECC on both IT and non-IT 
• . 
ISSUeS. 

2.7.1.20 Tier One support is the customer's initial contact with the ECC. Under Tier One 
support, the Contractor shall: 

• Respond to inc01ning calls within 30 seconds~ answer e-mail requests with 2 hours, and 
receive walk-in customer requests. 

• Support all aspects of office automation provided by WHS, including personal computers, 
laptops, mobile devices, PDAs, telephones, and audio/visual equipment. 

• 

• Generate Remedy tickets detailing and describing reported issues or requests. 

• Escalate tickets vvhich cannot be resolved by Tier One to Tier Two; provide notification to 
Tier Two. 

• Maintain ownership of incidents and requests through the life cycle regardless of escalation. 

• Accept responsibility for verifying the status of all incidents and service requests and 
reporting that information back to the custon1er. 

• Contact customers to verify that each incident has been resolved in an appropriate manner 
and that no related issues remain with 24 hours of resolution time. Findings wi II be reported 
and documented. 

2.7.1.21 Tier Two Support provides additional resources for incidents which cannot be resolved 
by Tier One personnel. The Contractor will deploy a Tier Two team comprised of 
technical personnel with advanced knowledge, technical skills, and training specific to 
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the W HS environment and operational requirements. Under Tier Two support, the 
Contractor shall : 

• Respond to service requests requiring deskside visits and continue the troubleshooting 
process at the customer's location as needed. 

• Provide technical support services for clients within the Pentagon reservation and off-site 
deployments including telecommuters and clients at tl1eir personal residenc~s. 

• Log detailed notes into the Remedy tickets work log annotating all troubleshooting steps 
taken to-date and fully document and provide closure for all resolved incidents. 

• Escalate tickets which cannot be resolved by Tier Two to Tier Three with forward 
notification to the Enterprise Call Center Management team of each escalation. 

2.7 .1.22 Tier Three support will be provided by network and application developers or other 
teams outside of the Enterprise Call Center but part of WHS enterprise and domain 
support groups. 

• 

2. 7 .1 .23 The Contractor shall develop and integrate escalation procedures based on standards 
(IT1L, CMMI level 3, and ISO 9000) and tailor them to reflect the WHS operational and 
technical environment and applicable SLAs. 

2.7 .1.24 Develop escalation policies to reflect the scope, severity, and downtime tolerance for 
both mission-critical requirements and non-critical systems and contain detailed 
procedures supporting the policies. 

2.7.1.25 Formulate a com1ntmication plan for escalations to ensure program management and 
WHS stakeholders are fully informed of the incident and the steps taken to resolve. 

2.7 .1.26 Maintain all applicable policies and procedures in the knowledgebase for accessibility 
and knowledge sharing across the entire contract and WHS stakeholders. 

2.7 .1.27 Implement a fonnal oral and/or written feedback system to review the results with team -
members, identify and discuss any deficiencies, and solicit the team's involvement in 
the ongoing quality control process. 

2.7.1.28 Perfonn monthly surveys measuring customer satisfaction and evaluating call and ticket 
accuracy to identify opportunities for improvement and eliminate systemic incidents. 

2.7 .1.29 The Contractor shall establish a Problem Management Team to maintain control over, 
and resolution of~ incidents occurri ng within the Enterprise environment which may 
affect multiple clients or resources. 

2.7. I .30 Conduct in-depth research into major problems, trend analysis, and error eradication. 

2.7 .1.31 Document known error records complete with workaround solutions for Tier One. 

2.7.1 .32 Identify trends in Incidents logged in Remedy to determine if result of a recent change 
to the IT environment or application or if training is necessary. 

2.7 .1.33 Conduct in-depth root cause analysis, working with Tier Two and Tier Three as \;vell as 
third party vendors as needed in order to determine the exact cause of a problem. 

2.7 .1.34 Formulate a course of action to prevent further incidents fron1 occurring; test and 
validate recommendations 
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2.7 .1.35 Develop and submit a Remedy Change Request to document and correct the root cause 
problem to prevent further incidents resulting. 

2. 7. J .36 Provide scheduled reports based on categorization to identify trends and patterns. 

2.7 .1.37 The Contractor shall provide integrated support for non-rT-related (311) requests and 
incidents through the Maximo Service Request System integrated into the Remedy 
Incident Management Module. 

2. 7.1.38 Integrate output from the Maximo System into the Remedy Service Request System . 

2. 7 .1.39 Configure the Maximo Service Request End User Portal to allow clients to submit, 
track, and update service requests. 

2.7.1.40 Log all service requests and incidents into the Maximo/Remedy ECC Unified 
Application. 

2. 7 .1 .4 1 The Contractor shall develop a detailed knowledge base which will contain resolution 
information and standard operating procedures for both IT and non-IT (31 I) related 
calls. 

2.7.1..42 Integrate the knowledge management system with the IBM Maximo/Remedy Incident 
Management module. 

2.7 .1.43 Utilize the knowledgebase to guide users through resolution of the reported issue. 

2.7 .1.44 Verify that the knowledgebase so lutions are kept up to date and applicable to all WHS 
applications and facilities . 

. 
2.7.1.45 Include vendor-specific data pet1inent to technical use and instructional information 

specific to products such as MS Office, Bentley Project Wise, or other COTS products 

2. 7 .1.46 The Contractor shall keep WHS customers and key government stakeholders apprised 
of all failures in the enterprise infrastructure (to be considered high priority and 
severity-one). 

2.7. L.47 Integrate network monitoring tools, Maximo service request and Remedy incident 
management. 

2.7.1.48 Ensure auto-ticket creation of events to force an emergency outage notification via the 
Remedy Incident Management module. 

2.7.1.49 Alert key government personnel of the situation and continue constant communications 
until the event has been resolved and all services have been restored. 

Support the WHS Remedy Implementation 

2.7.1.50 The Contractor shall support the implementation of Remedy. 

2.7 .1.51 Leverage the capabilities of Remedy to provide the One Number/SPOC for WHS 
Enterprise customers, fully functional service request tracking, and robust reporting 
based on incident trend analysis and life cycle costs to ensure a low-risk 
implementation. 

2. 7 .1.52 Provide assistance in the Remedy implementation for the WHS ESSC including, but not 
li1nited to: 
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• Requirements. Contractor shall work in tandem with the Remedy Contractor to determine 
core requirements supporting the implementation of the full Remedy suite including 
time lines, end-user and support staff requirements, automation and special configuration of 
each module, and communjcations channels. 

• Design. Contractor shall use the output from the requirements phase to drive all levels of the 
design process to ensure tools and resources are seamlessly integrated into the Enterprise 
offering to the end-user in support of a tightly-woven, full service support model through 
which a ll service requests will be channeled. 

• Development and Testing. Contractor shall commence full development and testing 
following the design intent. As portions of the final model are brought online, the Contractor 
shall conduct functional and user acceptance testing to ensure the final version fully 
integrates the expectations of the Enterprise, the ground-level needs of the c.lient-base, and 
the reliability requirements of the system itself. 

• Training. Contractor shall develop training to be presented via town-hall and group sessions. 
These sessions shall be tailored to the various user and support communities to guarantee a 
full understand ing of the capabilities of the service catalog. Additionally, key support staff 
members shall be fully trained in the complete functionality of the service portal to guarantee 
that effective recommendations and assistance are provided to WH.S users and customers. 

• Production. Contractor shall introduce the service catalog to the user community and 
provide all clients with an effectively maintained, multi-channel means of gaining assistance 
with all aspects of the environment. 

• Data Migration. Contractor shall assist the Remedy Contractor in the migration of user 
profile and location information from the legacy help desk systems to the new Remedy CRM 
tool. 

• Analyze legacy profile information compared and val idated against data in Magic and HeaL 

• Break down required fields from the legacy Magic and HEAT table and ensure the data is 
migrated accurately into Remedy. 

• Complete data verification to ensure a ll the data \.Vas imported and each data string was 
imported into the correct field location. 

• Produce data table printouts and verify them with WHS domain managers to ensure accuracy 
and completeness. 

• Work with WHS to determine if Magic case history information should be imported into 
Remedy. 

2.7 .1 .53 Provide a consolidated portal through wh ich incidents can be reported and services 
requested. The Contractor shall work with WHS to integrate changes to the 
environment and client-base into the service catalog. This wi ll ensure that new 
requirements are fully incorporated while maintaining ease-of-use and access to all 
resources. • 

Guidance and coordination of the use of the Enterprise Call Center 
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2.7.1.54 The Contractor shall create a "single point of contact" so that all WHS customers have a 
consistent and reliable method of requesting assistance with TT and non-IT issues. 

2.7.1.55 Develop a SPOC portal for capturing, tracking, and analyzing trends to ensure that the 
service delivery processes are continuously improved. 

2.7.1.56 Deploy an enterprise-wide Customer Service Request process for use by the service 
delivery organizations, WHS domains, and WHS customers. 

. 
2.7.1 .57 Communicate processes to WHS domain staff and other WHS organizations to ensure 

all clients fully utilize the integrated Enterprise Service Support Center solution. 

2.7.1.58 Market the Enterprise Service Support Center via a "marketing campaign" to ensure 
that the WHS client base is fully aware of, and trained on, the new engagement model 
for service requests. 

2.7.1.59 Schedule and conduct workshops and town hall meetings whh WHS domain staff and 
WHS organizations to communicate the vision, purpose, and benefits of the new ESSC 
solution. 

2. 7 .1.60 Develop and provide standard operating procedures to ensure that WHS end users and 
organ izations understand where to call for assistance and gu idance. 

2.7.1.61 Conduct ongoing customer surveys via Remedy and ICE which will be evaluated for 
appropriate p rocess modifications 

2.7 .1.62 Helpdesk support for traditional and non-trad itional locations 

2.7 . 1.63 The Contractor shall provide WHS customers with standard on-site support as well as 
non-standard support. 

2 .7 .1.64 Analyze and map out all the locations that need to be supported; ensure that 
communications are fully supported between the ESSC and forward-deployed support 
staff. 

2 . 7.1.65 Provide phone and on-site suppor1 for all locations including Crystal Gateway, Rosslyn, 
eight buildings in Arlingtont two buildings in Alexandria, one building in Falls Church, 
four buildings and trailers at Pentagon Reservation, telecommuters, and residences. 

2.7.1.66 Examine incident history to understand the· types of calls that are common to 
geographic areas and provide site-specific knowledgebase entries. 

2.7.2 Training [SOO 4.1.2] 

Training for WHS applications the applications services 

2.7.2.1 The Contractor shall deliver responsive, high-qual ity, customized training and learning 
solutions to WHS, emphasizing continuous process improvement, while identifying and 
implementing proven methodologies and appropriate technologies. 

2. 7 .2.2 Intervie-vv Enterprise and Domain staff members and WHS customers to determine core 
training requirements. 

2.7.2.3 Define intervention and training scenarios which wilJ result in performance 
improvement. 
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2.7.2.4 Design responsive, innovative, custom learning solutions based on traceable, well­
defined requirements. 

2.7.2.5 Review available documentation on applications and conduct interviews with the 
application development team and the current support staff within the domain to ensure 
a complete and accurate training curriculum. 

2. 7 .2.6 Choose the most appropriate training, performance support, and KM interventions. 
Provide scenario-based learning with embedded tools that introduce adult learners to 
core concepts and serve as productivity aids on the job. 

2.7.2.7 Deve'lop and deliver (in support of new-user and refresher training): 

• Jnstructor Led Training (I L T) 

• Learning aids and perfonnance support tools 

• Hybrid/blended learning programs 

• 'Leading edge Technology Based Training (TBT) 

• Knowledge Management (KM) interventions 

• Training and learning evaluations and impact assessments 

2.7.2.8 Deliver the final product to key \VHS staff members for evaluation and approval. 

2.7 .2.9 Finalize a training schedule to ensure timely and effective presentation of materials. 

2. 7.2.1 0 Evaluate the performance indicators and identify trends that. may be used for Lean Six 
Sigma improvement methodologies. · 

2.7.2.11 Evaluate learning and performance support systems using the Kirkpatrick Level 4 
evaluations, detailed cost-benefit analysis (CBA), and ROT assessments. 

2.7.2.12 Ensure WHS c-ustomers can access the customized training modules through the ESSC 
service catalog or via request to the ESSC itself: 

2.7.2.13 Expand the WHS learning portal to include detailed and interactive web- based training 
to educate the end user or staff member on the functionality enterprise applications. 

2. 7 .2.14 Expand learning portal to include training for human resources based curricula as well 
as diversity and logistics train ing. 

Desk-side and small group training for new users, tclelvorkers, coo~ and S(!~Ci~l interest 
groups, and other current WHS clients 

2. 7 .2.15 The Contractor shall develop, schedule, and present classroom and one-on-one training 
sessions as needed to provide WHS users with core orientations designed to fully 
familiarize them with the environment. 

2.7.2.16 The Contractor shall develop web based training targeted toward teleworkers, COOP 
activities and other special interest groups. Conduct a needs analysis and requirements 
analysis for each of these constituencies and/or activities. 

2.7.2. 17 Conduct requirements analysis in consultation with WHS Domains or Directorates 
requesting training. 
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2.7.2.18 Ensure WHS customers can access the training modules and materials through the 
Enterprise Service Support Center (ESSC) service catalog or request to the ESSC itself. 

2.8 Audio Visual Support [SOO 4.7] 

Background 

WHS maintains audio-visual (AIV) loaner equipment in support of presentation and training 
requirements throughout the Enterprise. ln conjunction with other functional Directorates 
(namely HRD and PENREN), WHS ensures that aU necessary equipment is maintained, 
delivered, configured, operated, and collected in accordance with end-user expectations for 
functionality and Enterprise requirements for security and operability. WHS requires the services 
of a Contractor to provide expedient, high quality AN support to the Pentagon Conference 
Center (PCC), its virtual communities and other communities of interest and user populations. 
The WJTS Contractor must perform technical experience, functional testing and train ing that are 
integral to the delivery of a successful and reliable A/V program. 

Scope 

> 

I Provide 'loaner' laptop units configured for A/V and presentation activities. Deliver, setup, ! 
1 I support, and break-down of all AN equipment on an 'as-needed' basi~. Support technologies, l Day 1 

! such as Tandberg. , 
' ' ... ~-v·•- ""'""'-""""""""''"""""""""""""""""".,""""""""""'"""""'.N_M_oM"-'''"""'~ ' ,._ ... t 0 '"'''! !! _,,,,_ ... , _, ____ ._.. _____ ~"'' oO oO ,_, o t '' ' ' ' o- oo "' O ·-· OfO 0•- ...... ,-..... ,,., ... _ , .... ... _,.,,_,..,MHYMO.-.. - v .. vw"--::; 
I . . . 

i Inventory, and centrally store, all portable A/V equipment. Fully configure a ll assets for 

6 
months j optimal ;yv functionality. Deve.lop p~o_gram for ensurir_1g full.training ~d maintenance o:fall j l A/V equ1pment. Support expansiOn of· full Tandberg su1te., to mclude v1deo te leconferencmg ! 

· (VTC) capabilities. . ~ l .......................................... .,... .,. .... "'' ............ ,.. ... .,.,..,.,. .... l ...... .,.,. ... .,... ... ,.. ... .,. ............................. " ... "' .... " . "'" ................. --' ........ ._ ..... -............ ---. ,._ ..... ··-···· ..... ··-......................... · ....... : ...... : -· ...... ~· ...... _ .......... _, .................. - ........ -................................. -... ............. ~----._ .... _ ..... _ .... _--· -·-... ~ 
. I Fully implement and support enterprise-wide NV training program. Review and recommend j 

Year 1 
! solutions in support of IP~based conferencing. Implement automated CBT and web-based i 
j training a~d quick-reference documentation in support of NV assets. Develop SlRs for future ! 
' technolog1es. i 

~ - I . - -- ... - .... .,. ................................. _ -.. -··-- -·-·· .... ... - . . . . . - - -- --" 

' 
> Year3 

' 

! Implement IP-based conferencing capabilities for the WHS enterprise including provision for 
l off-site attendance. Implement SIRs and demonstrate overall process improvement. . 

I o -• ,..i,___ ----- ....__, ·- -- --- _.,.. ..,. - _.,. -- ·• .--~---.. -
Objective 

The Objective of this PWS is to ensure that all WHS customers have full A/V support to meet 
their operational and functional requirements, and to provide readily available access to AN 
equipment, staff, and training materials. 

Requirementss 

The Contractor will provide and maintain an AJV program that supports the PCC and its 
virtual communities and WHS's communities of interest and user populations 

2.8.1.1 Ensure A/V support staff maintains required clearance and security authorizations to 
fully support the client base. 

2.8.1.2 Provide after hours and surge support to meet PCC requirements, as necessary. 

2.8. 1.3 Maintain a training program for A/V support and Enterprise Service Support Center 
staff members to ensure they are equipped to support A/V requests. 
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2.8.1.4 Process all AN support requests and ensure performance is measured) tracked and 
reported. 

2.8. 1.5 Verify AN content delivery methods and channeJs are maintained in reliable and 
functiona l condition. Provide alternative avenues of content delivery in the face of 
unforeseen events. 

2.8. L.6 Assess current documentation and knowledgebase. Review, maintain, and update 
documentation on supported A/V assets (hardware and software). 

2.8. L .7 Review vendor-spec ific user guides, troubleshooting documentation and maintenance 
recommendations to ensure full support for ·end-user training and operability. 

2.8.1.8 Develop and maintain an online knowledgebase with detailed support incident and 
resoJution instructions fo r all WHS A/V equipment including the Tandberg 
Management Suite, plasma screens, projectors, Polycom, and other mission-critical AIV 
equipment and assets. 

2.8 .1 .9 Incorporate support documentation into the Remedy knowledgebase for dissemination 
through the Enterprise Service Support Center and the service catalog. 

2.8. 1.1 0 Ensure A/V equipment is maintained in acceptable working order per the requirements 
of the WHS user community and recommendation of the vendors. 

2.8.1.11 Inventory, track, maintain, dep loy; support, and return A/V assets in accordance with 
· Retnedy Incident and Asset Management requirements to ensure comp1 iance with asset 

management guidelines established within the WHS environment. 

The Contractor shall provide and maintain an A/V program that ensures properly 
configured svstems, continuity of user operations and fullv functional applications 

2.8. 1.12 Maintain and document A/V equipment configurations for each A/V asset as an asset 
database record. Ensure documentation is complete and up-to-date. Develop procedures 
to ensure currency of documentation. 

2.8.1.13 Ensure the configuration of A/Y assets follows vendor specifications to guarantee full 
functionality . 

2.8.1-14 Return configurations to standard functional levels after the use of each asset, and test 
to ensure future deployments meet operational expectations. Fully test A/V applications 
before equipment js loaned to any WHS end user. Complete a full operational capab il ity 
checklist on each piece of equipment. 

2.8. J. J 5 Follow maintenance guidelines to ensure compliance to prevai ling build and patch 
requirements for all assets assigned as part of the use of AN equipment (e.g., laptops 
configured for AN functionality). 

2.8.1.16 Develop reliable backup replacement configurations to support rapid deployment in the 
event of deployment failure. 

2.8. 1.17 Deliver training sessions and instructional documents to users via one-on-one 
instructional sessions) service catalog, the Enterprise Service Support Center> and A/V 
technician visits. 
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2.8.1.18 Ensure documentation becomes part of the WHS asset management program as soon as 
the Remedy Asset Management module is available, and is maintained as part of 
CMDB record maintenance and the definitive software library. 

2.8.1.19 Conduct detailed trend analysis on A/V related incident records and support requests to 
ensure proactive management of the assigned assets. 

The Contractor shall provide an AN program that ensures proper coordination with 
Network Operations 

2.8. 1.20 Provide all network-capable and infrastructure-supported activities related to A/V 
support for Enterprise, Domain and end-user requirements. Support shall include 
network based presentation support to enhance the distribution, dissemination, and 
display of A/V media through channels consistent with the environment. 

2.8.1.21 Make available locally-presented A/V media and content to network clients, including 
internal to WHS and external teleworkers. 

The Contractor shall provide and m.~intaio an A/V program that trains users to 
successfully operate new systems and equipment 

2.8.1.22 Provide complete and detailed end user training for each type of A/V equipn1ent. 

2.8.1.23 Create and assemble detailed tip-sheets and instructional documentation and deliver it 
with equipment A/V support requests. Make it available via direct request through the 
Enterprise Service Support Center and the online service catalog. 

2.8.1 .24 Provide on-site instruction of functionality and operation of deployed assets at time of 
setup. 

2.8:1.25 Develop computer based instructional videos on equipment operation by the end of the 
nine month base contract period. · 

The Contractor shall provide ongoing technical support in the installation of AfV 
equipment throughout the WHS Enterprise, setup of conference rooms, and technical 
support for AN equipment and other ongoing support requirements 

2 .8.1.26 Train A/V technicians in the preventive maintenance, functionality, installation, 
operation, and troubleshooting of A/V assets. 

2.8. 1.27 Evaluate currentSOP(s) to identify gaps and oppm1unities for improvements in 
technical support and installation. Prepare new or updated SOPs based upon asset 
capabilities, end user requirements, and asset vendors. 

2.8.1.28 Fully test all assets in the A/V loaner pool and certify them to be in reliable working 
order prior to deploy1nent. Verify when returned for storage. Inspect equipment on a 
scheduled basis. 

2.8.1.29 Develop and maintain an operational readiness checklist for each deployment and 
include with the full service history of that asset. 

2.8.1.30 Document AN equiptnent availability, service history, and asset warranty information 
within the Remedy CMDB to provide for replacement schedules and maintenance 
contract renewals 

2-40 



HQ0034-07-F-1206 

. 

PERFORMANCE WORK STATEMENT 
27 August 2007 

2.8.1.31 Use performance management data to identify areas for improvement. Develop, present, 
and implement improvement recommendations. 

2.8.1.32 Verify that each facility (e.g., conference room) in which A/V equipment wi11 be used is 
fully capable of supporting technical requirements. 

2.8.1.33 Set up and test equipment to ensure full functionality. 

2.8.1.34 Review new AN technologies and equiptnent, including gujdance and testing of new 
equipment. Provide WI-IS ·with documented reviews of product performance. 

2.8.1.35 Support the implementation, documentation, and technical assistance necessary for any 
new and upgraded products procured by WHS, for the lifespan of those products. 

The Contractor shaH operate an integrated technical architecture that supports VTC 
cpmmun_i~ations across the Enterpris~! 

2.8. 1 .36 Provide ongoing support and coordination for VTC communications the WHS 
Enterprise. 

2.8.1.37 Analyze current VTC requirements across the Enterprise and modify as necessary. 

2.8.1.38 Work with necessary Enterprise support groups to ensure that network bandwidth is 
sufficient to handle WHS VTC requirements. Contractor will coordinate with Enterprise 
and domain support groups to ensure VTC needs are accommodated. 

2.8.1.39 Maintain VTC equipment to ensure full functionality and availability. 

2.8.2 Training [SOO 4. 7.1] 

The Contractor shall develop and conduct user training for WHS AN, Blackberry usage, 
laptop remote connectivity, and applications and services 

2.8.2.1 Provide appropriate Subject Matter Experts to support the development of end-user 
training and associated documentation to ensure training is targeted, thorough, and 
interactive. 

2.8.2.2 Maintain documentation in support of standard operating procedures and work 
instruction records available through the Enterprise Call Center and service catalog, as 
well as the definitive software library for application-specific requirements. 

2.8.2.3 Develop and provide effective training in the use and functionality of A/V equipment. 
Deliver customized training on Enterprise and domain level applications such as the 
Tandberg Suite. 

2.8.2.4 Develop and provide training to ensure Blackberry users are competent and successful 
in using the application (and hardware) services. Training shall be piloted and verified 
with WHS telecommunications staff before itnplementation. 

2 .. 8.2.5 Develop and provide user training for laptop remote connectivity. 

2.8.2.6 Develop and provide specialized training for WHS end users on applications and 
• services. 

2.8.2.7 Provide training in response to demand, need (as determined by a large volume of 
ESSC incidents), new product or software deployments or upgrades. 
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2.8.2.8 Training options shall include: 

• Live Meeting and WebEx content-sensitive training presentations. 

• One-on-one end-user training sessions wjth assigned Contractor technicians. 

• Instructor-led, classroom training sessions. 

• Tip sheets. 

• Documented work instructions available through the Enterprise Call Center and the service 
catalog 

• Train the Trainer. 

2.8.2.9 Train Enterprise Call Center and deskside technicians in the use of approved equipment 
and systems. Test knowledge prior to deployment. 

2.8.2.1 0 Provide support staff with vendor-based training documentation and coursework. 

The Contractor shaiJ provide desk-side small-group training for new users after upgrades, 
and in response to customer reguests. 

2.8.2 .11 Provide desk-side and small-group training for new users in support of upgrades and ad­
hoc customer requests. Training shall cover basic functionality of applications and 
assets. 

2 .8.2.12 Develop in-depth group sessions in collaboration with application and network 
operations staff and domain representatives to ensure reliable and effective content. 

2.8.2.13 Develop and maintain model-specific training and how-to-use instructional tip-sheets 
for distribution to customers. Store all training materials in the knowledgebase for 
access by Enterprise Call Center staff members as well as in the service catalog for 
access by WHS personnel. 

2.8.2. L4 Pilot training with key WHS personnel for approval before rollout to WHS customers. 

The Contractor shalf monitor customer satisfaction, develop SLAs and provide regular 
performance metrics to WHS. 

2.8.2J 5 Measure customer satisfaction with AJV support through customer satisfaction surveys. 

2.8.2. 16 Develop customer focused metrics to ensure training and customer support offered to 
WHS end-users meets and or excee-ds acceptable levels of quality. 

2.8.2.17 Work with WHS to develop and implement SLA(s) and/or performance metrics for A/V 
requests. Metrics shall measure items such as the time from when an AIV request comes 
into the Enterprise Call Center to completion (average time to resolve), average time to 
respond, average time to prepare loaner equipment, 1nean titne between failures of A/V 
equipment and number of warranty and non-warranty service repairs. 

2.8.2.18 Report SLA compliance and performance metrics at least monthly to WHS. 

2.8.2. 1 9 Collect, analyze and monitor service history, incidents reported and customer feedback 
to identify improvement areas. Forward identified process problems to the BPR group 
to develop improvements. 
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~ 

2.9 Enterprise System Administration/Engineering Requirements [SOO 4.2] 

Backgr·ound 

WHS has worked over the past year to consolidate the application servers, data repository 
servers, and web servers from each of the individual domains under the WHS Enterprise 
Domain. The purpose of the consolidation is to transition toward a standardized computing 
environtnent in order to enhance security; more efficiently utilize staff, hardware and software 
resources, and elirninate duplication of resources. The consolidation effort has been on-going for 
both the NlPRNET and SIPRNET environments~ WHS requires a· Contractor that will develop 
and implement near-term and long-term solutions to ensure standardization, migration, 
modernization, and virtualization across ITMD and WHS. 

Scope 

Day 1 

Evaluate the current operations and maintenance practices. Examine all SOPs~ determine and 
fill gaps. Provide cleared staff to man the Network Operations Center for the WHS NIPRNET 
and SIPRNET environment. Draft an SIR to implement the installation of Network 
Performance measurement software. Begin draft SIR to migrate domains that are still not part 
ofthe WHS Enterprise. Begin draft SIR to develop a method of virtually deploying desktop 
images for the SIPR and NIPR networks. 

; 
i····-:--·--········--·-·······~··-·<-:-~·---··-1--·--·---~~-----~·--·····----------"--··-·---:-·--:·---··-·------·~.·--·~. ·· ····~.:'"""":·"'· ...... '"''''"'"''"'''''''''"''""'"'"""'"''"•"''""" .... ""-""""""""'""""""""""""'""""""""'""'"'"'"'""'""'"'"''"''"""'"''"'"'""""""'"'""'"'"'''"'""''"""'"'"' ..... """'"''""""'""""' 

Submit SIRs to decommission legacy domains. Create the reporting stmcture to allow 
. . . . . 

6 Months information to be compiled, assimilated, and routed as to support a service inap of the WHS . . . . .. 
network can be visualized. , 

: ················ ···~ ····· ···.1 ............. .•. . .•. ........................ ............... . ,.. . . . ~-· ... . . . . . . . . . . . " ... -........ " .. " ... .. . ... . ... .. . .. ....... .. . .. . .. . ............... .. . . .. .. " ... " ' ... " " . "" ................................... " " ... '" , ............... " "" ......... " """" .... ' "" ..... " ' ....................... , .................... ' '" " ... ( 

Year 1 Submit an SiR to virtualize the desktop environment for WHS users. ' 
• • • . • ·: " : " ! .. .. ' " .. . .... .... .. ... ...... " "' ...... ··: : •• " •• "! ....... " • • •• " " ...... ... ·:· • ..... ". " " ... .. " : "". " .. . .... " " ·: . " ••• " .. " !" ": " ". " "" . ... "" .. ·: ." ". " ! .. . " ...... " . ... .. " " . .. .. ""'" " ~ 

At leas.t 80% of WHS users will be operating utilizing a virtUal d~sktop. . . · · .••. j 
• · - · . ...; ...•..• ., . ., •..•. ••••••••v••••v•w:.: . ._ . .. . . ,,,.,._.wwwwwwwMvw.-""'""'"--."'"'"""""'w.w""".,...,.....,.._._,...,...,..,....,..,_,,....,.. ,..,.. ,...,..,.._,..,...,._._,...,.,..,....,....,,...,.....,..,.,.,.....,..,...,.;_ _ ___ .___ ,.....,.. ___ ,..,.,...,...,...,...,......,,_,..-.,....,.__,.,.. ,...,...""",.,.._,.. ___ .,._ 

, >Year 3 

Objective 

The Contractor shall perform enterprise engineering and database administration services in 
order to ensure desktop and application performance/availability. The Contractor shall 
proactively monitor enterprise systems to include databases, responsively communicate and 
report issues. The contractor shall resolve escalated customer requests and provide engineering 
or database solutions to ensure successful resolution of system problems. Contractor solutions 
shall result in stability and quantifiable efficiencies that translate into new initiatives and 
continued improvements. 

Req uiremen tss 

2.9.1 Systems Application Administration [SOO 5.2.1, A 004-1, A004-2] 

Enterprise operations and maintenance for desktop/application performance/ availability. 

2 .9.1 .1 The contractor \vil1 manage the enterprise architecture with the objective to maximize 
performance and service levels to WI-IS ITMD enterprise users. 

2. 9 .1.2 The Contractor ·will provide service escalation support (engineering expertise) to the 
Enterprise Call Center for resolution of incidents related to server and desktop 
configuration designs. 
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2.9.1.3 The Contractor vvill provide enterprise operations and maintenance ensuring that 
desktops and applications perform at optimal levels. Focus shall be on the fo'llowing 
areas: 

• System and process standardization 

• Proactive IT monitoring, using change and release management best practices, measurement 
and trend analysis 

• Technology upgrades 

2.9.1.4 The Contractor shall optimize existing desktop and server images and the processes 
used to deploy the images to ensure tnore predictable application behavior, 
performance; simplify configuration management, increase security, and decrease 
deployment times. 

2.9.1.5 The Contractor \Viii ensure that STJG'ed standard server images will be maintained and 
rapidly deployed using VMWARE cloning for virtual servers, IBM Remote 
-Deployment Manager (ROM) for blade servers, Acronis imaging software or Symantec 
Ghost for legacy servers. 

• Deploy the Opsware Server Autmnation tool (currently owned but not deployed by WHS) 
and evaluate as a replacement for the current server deployment technology. 

• Centrally maintain and update desktop images by the Contractor's network operations staff. 

• Update images as needed after configuration and software changes are approved by the 
change management board. 

• Test all changes to the image in the Enterprise Test Environment to ensure they are 
interoperable, do not impact performance, and are secure in accordance with DJSA guidance. 

• The Contractor will work with the IV&V team to certify the image·and keep it as pa1t of the 
software library. The Contractor will develop group policies and apply the policies using 
Active Directory to ensure servers and workstations joined to WHS Active Directory receive 
standardized, documented group policies. 

• Perform weekly scheduled maintenance on WHS IT infrasttucture to ensure IT assets are at 
peak perfon11ance. A scheduled outage notice, CDRL A004-1, wi11 be provided to the 
government 72 hours in advance. 

• During regularly scheduled maintenance, the Contractor will deploy system patches, security 
updates, and major upgrades. Prior to applying these changes, they sha11 be approved by the 
Change Management Board and tested in the Enterprise Test Environment. 

• The Contractor will manage the service levels of the latest. baseline configuration that is 
approved by the government to include BCSR, DC IN and all domain assets, All changes to 
the baseline configuration require Government authority, as established based on the 
Enterprise Configuration Management plan and procedures. 

2.9.1.6 Contractor shall develop and implement standardized procedures to perform routine 
tasks to improve productivity; reduce errors, and increase institutional knowledge. 
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2.9.1.7 Use I SO-compliant templates for documentation to ensure all SOPs are in a standard 
and consistent format. Procedures will be maintained in a centralized temn site, such as 
SharePoint, with versioning control to track document changes. Documentation will be 
updated as needed and audited bi-annually. 

Monitor enterprise systems and non-Inforn1ation Technology, Army (ITA) networks 

2. 9 .1.8 The Contractor shall interface with IT A and monitor their networks using M icromuse 
Netcool for switch and router health and Network Physics for network perfonnance, 
which are available in the NIS Portal. 

2.9.1.9 The Contractor shall proactive.ly monitor enterprise systems and ITA managed 
networks, leveraging NetiQ AppManager as the primary server and network monitoring 
tool. AppManager is currently configured to provide technicians with information about 
the health and welfare of Active Directory, Exchange, Blackberry, Enterprise SQL 
servers, and network availability. 

2.9.1.1 0 The Contractor will develop a project to expand NetiQ AppManager deployment to the 
rest of the enterprise and domain servers. 

2.9.1. 1 1 The Contractor will establish all servers under WHS as enterprise assets. 

2.9.1.12 The Contractor will work with ITMD stakeholders to develop reports and dashboards 
meaningful for their critical business applications using NetiQ Analysis Center. 

2.9 .1.13 Use AppManager to monitor and record server information, such as memory utilization, 
CPU utilization, disk utilization, page file utilization, and run away processes. 

2.9.1.14 The Contractor will deploy run time agents on workstations in major geographical areas 
around WHS to monitor response time for critical applications such as Active Directory 
authentication, Email, Web, and File servers. 

• Negative performance trends shall be identified before they impact operations. Trend 
analysis reports generated using NetlQ Analysis Center shal1 be placed on a web server for 
community viewing or sent via emai I. 

• The Contractor performance management and engineering teatns ·will perform root cause 
analysis. Information gained from monitoring shall be used as the basis for initial incident 
reporting, CDRL A006-1, and for the final incident reporting, CDRL A006-2. The contractor 
will use this information to develop the daily status report, CDRL A003, to be delivered to 
the governtnent. 

Communicate and report issues 

2 .9.1 .15 The Contractor will ensure that MAXIMO and Tivoli Service Manager are used to 
provide a granular view of the state of the Ente~prise. The Contractor will use 
MAXJMO to vet the accumulated data from monitoring tools such as NetlQ and 
AppManager and from data sources such as Remedy to generate Enterprise system 
health profiles and automated incident notices to the appropriate groups. 

2.9. L 16 The Contractor's Network Operations Team shall work with the problem managetnent 
team to review Remedy tickets from the previous week to identify trends and ongoing 
problems with unknovvn causes and identify defects. The Contractor shall examine areas 
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that generate high volumes of tickets or impact WI-IS operations. The Contractor shall 
identify the root cause and the appropriate solution. 

Resolve escalated customer requests 
2. 9 .1.17 The Contractor will responsibly communicate and report issues and resolve escalated 

customer requests. The contractor will use the Enterprise Services Support Center and 
ITMD "One Number" to communicate ongoing incidents with major impact as well as 
sending out incident reports, CDRL A006-1 and CDRL A006-2. Activities wilJ follow 
established procedures and shall be in accordance with SLAs. · 

2.9.1.18 The Contractor shall diagnose, resolve, or escalate all incidents assigned to enterprise 
system administration group. 

2.9.1.19 The Contractor shall provide service escalation support frmn the Enterprise Services 
Support Center for resolution of incidents related to server and desktop configuration 
designs. 

2.9.1.20 The Contractor shall leverage the analysis tools provided by the Govem1nent to identify 
and correct potential performance problems before users are adversely affected. 

2.9.1.21 The Contractor shall perform problem management and root cause analysis on major 
incidents and problems to identify kno\vn errors and work a-rounds. Contractor will 
provide accurate root cause analysis reports 

2.9.1.22 The Contractor shall develop training documentation and provide training to enterprise 
and domain users as needed. 

Provide engineering solutions to ensure successful resolution of system problems 
2.9.1.23 The Contractor shall proactively plan, design, implement, test and deploy new 

enterprise systems and modernize existing systems, as authorized by the Government. 

2.9.1.24 The Contractor shall assist in defining enterprise architecture standards and ensure 
system designs are interoperable with the enterprise architecture and other enterprise 
applications. 

2.9.1.25 The Contractor shall provide System Improvement Recommendations (SIRs) for system 
operations to ensure reliability, performance, capacity and optima) resource uti]ization, 
CDRL A002. 

Maintain compliant DoD and WHS security system configurations 
2.9.1.26 The Contractor shall implement the Opsware Server Automation System tool (owned 

by WHS) to further itnprove standardization and security compliance. 

2.9.1.27 The Contractor shall _ use a standard template to install and configure servers and 
applications in a scripted manner providing a repeatable process. 

. . 

2.9.1.28 The Contractor will use the DISA Gold Disk to scan all workstations and servers after 
build. 

2.9.1.29 The Contractor shall secure all workstations to a minimutn gold level before they are 
joined to the WHS network 

2.9.1.30 Workstations and servers shall be further validated by a WHS lAO to independently 
verify the asset is properly secured 
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2.9.1.31 The Contractor shall apply IA VAs to WHS assets that have been identified in VMS. 

• Notify the IAD of any technical reason why an IA VA cannot be applied . 
. 

• Work with the lAO to ensure systems are in compliance with VMS. 

2.9.1.32 The Contractor shall apply and maintain group policies at the domain and the OU level 
to address common security concerns 

2.9. 1 .33 The Contractor will develop a virtual standardized desktop image and an etiicient 
means of deploying the images 

2.9.1.34 Maintain versioning using Opsware to ensure updates which resulted in failures can be 
identified and rolled back. 

Operate and maintain enterprise systems and the residing facility 
2.9.1.35 The Contractor will maintain, monitor, and work to correct any problems in the 

facilities in which equipment is located. They will work with IT A, the Building 
Manager's office, Lease Facilities Division, landlords, and outside vendors to identify 
and repair identified problems in a timely and efficient manner. 

2.9 .1.36 Track preventative maintenance and ensure that it is performed on power, battery, and 
HV AC components that support WHS facilities. 

Monitor and correct actions circumstances that could lead to svstem failure 
2.9. 1.37 The contractor shall, where possible, configure environmental alarms to notify support 

staff of heating, povver, and water conditions that may impact server rooms. 

2.9.1.38 Perform regular walkthrough of our facilities to ensure that they are well kept and in 
good operational condition. 

Enterprise System Hosting 
2.9.1.39 The Contractor shall provide enterprise web and application hosting services to ensure 

responsive, reliable domain and enterprise systems performance and avaiJabi lit,y. 

2. 9 .1.40 The Contractor shall perform the following specific tasks: 

• Install, operate, and maintain enterprise application hosting services as requested. Apply 
DISA security policies and patches as n1andated by DOD. 

• Develop and update system documentation for application servers. 

• Ensure that documentation is loaded into the enterprise CM tool and LDRPS as required. 

• For custom applications, the contractor shall develop "As-Built" documentation that will 
reasonably instruct engineering to deploy application releases. Additionally, the Contractor 
shall provide supporting documentation and training, as required, to systems administration 
that is necessary to aJiow the systems administrator to troubleshoot application performance 
incidents. 

• Proactively monitor and resolve incidents on enterprise application servers. Report problems 
to application owners. 

• Perform daily backups on application servers. 
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• Suppoti locating the applications on servers in DC IN for COOP or mission critical 
appl icati.ons. 

• Host non-mission critical applications in the BCSR. 

2.9.1.4 I The Contractor will jnitiate a formalized process for developing new client server and 
web-based applications that will be based on ITL and Ctv1MI software development 
processes. 

2.9. 'I .42 Perform web and application hosting services for the domains and enterprise. '1l1e 
Contractor will work \Vith application owners to get their applications running through 
the entire system lifecycle. The Contractor will: 

• During the planning phase, assist the application owners with developing logical designs and 
identifying software and hardware requirements. 

• During the pilot and testing phase, assist getting the Enterprise Test Environment configured 
to support their needs. 

• During the implernentation phase, \vork \¥ith the developers to load, secure, test, and cutover 
their application in the enterprise enviromnent. 

2.9.1.43 Proactively n1onitor hosted applications using N·etH). Appl\ltanager. \Vork with 
application O\vners to provide meaningful infonnation about the perforn1ance of their 
application and availability. 

2.9.'1 .44 Perform trend analysis on the applications and servers to track \Vhen infrastructure 
upgrades are needed, such as adding disk space or upgrading the server. 

2.9.1 .45 Develop enterprise reporting formats to notify application O\vners of scheduled 
maintenance outages, incident reports, and for the daily status report. 

2.9.2 Enterprise Systents Hosting [SOO 5.2.2, A 002, A016-l tbru A016-5] 

Proactively plan, design, impletnent, test and deploy, and ntodernize existing svsten1s 

2.9.2.1 The Contractor shall assist in defining enterprise architecture standards and ensure 
system. designs are interoperable with the enterprise architecture and other enterprise 
applications. 

2.9.2.2 The Contractor shall work Vv'ith the system analysis team to assess enterprise 
performance and identify and reconm1end architectural changes to improve reliability, 
performance, capacity and promote optimal resource utilization in the form of SIRs~ in 
accordance ·with CDRL i\.002. 

2.9.2.3 The Contractor shall establish procedures and leverage Government provided 
assessment tools to proactively assess the perfbrmance of enterprise systems and the 
end-to-end perfornumce of the enterprise as a whole . . 

2.9.2.4 The Contractor shall establish a baseline of configuration iten1s that make up the 
enterprise as a whole and the contractor shall establish a baseline of the perfonnance of 
the enterprise basel-ine configurations. 

2. 9 .2.5 The Contractor shall manage changes to baselines based on the established Enterprise 
Configuration ~1anagernent. processes. 
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2.9.2.6 On a day to day basis, the contractor may be required to do the following: 

• \Vork closely with IA to secure and protect the data on the network and maintain compliance 
with DOD and DISA guidelines. -

• Work with Dorr1ain Engineering Services/Systen1s Administration, and eBusincss Solutions 
groups to identify systen1s in need of modernization and can be deployed from the Enterprise 

• Provide Information Assurance vulnerability resolution . 
• 

• Collect, m.onitor and maintain SLA metrics. 

2.9.2.7 The Contractor shall prepare system documentation for modernized systen1s, in 
accordance \vith Dol) certification and accreditation requirements, as follows: 

• lA Svstern Architecture, CDRL A016-1 
~ . 

• IA system Environment Description, CDRL A016-2 

• IA System Security Requirements, A016-3 

• IA Concept of Operations~ AO 16-4 

• LA Training Plan, AOl6-5 

2.9 .2.8 The Contractor \Vill independently seek, identify, evaluate and recommend 
iinproven1cnts to the Enterprise Architecture that rnay quantitatively or qualitatively 
in1prove service, while improving user's ability to meet the WHS core mission. 

2.9.2.9 The Contractor shaH implement a Portfolio ~!fanagement process to identify and track 
the full life-cycle of projects and prospective projects, leverage the Enterprise 
Configuration .l'v1anagement process, and enable the governn1ent to initiate and prioritize 
projects, based on mutual agreement with the contractor regarding scope; schedule, and 
use of available resources. 

2.9.2.1 0 The Contractor shalJ proactively monitor and control project performance to meet 
approved requirements and deliverables. 

2.9.3 

2.9.3.1 

2.9.3.3 

New Enterprise Systems 

The Contractor will work with WHS to identify require1nents for new enterprise 
systetns through SIRs in accordance with CDRL A002 to contain: background, study 
constraints, analysis~ benefits, risk assess111ents, findings, associated cost estimates, 
COOP test plan and results, and conclusions. Approval of an SIR will initiate a systems 
requirements analysis and feasibility study. · 

The Contractor shall develop a project plan for new enterprise systems based on the 
completion of both system requiret11ents analysis and feas·ibi I ity study; the project plan 
will include a \VBS, resource requirements, schedule, estin1a.ted capacity, availability 
requiren1ents, hard\vare requiretnent, Time and l\.1aterials cost quotation and training 
requirements. 

The Contractor shall create detailed.and specific docmnentation to support the design of 
each new enterprise system. The design document, along \Vith the requiren1ents 
docwnentation, \Viii provide the basis for design reviews. It \Vill also provide the 
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necessary architecture designs to support the testing phase, integration with other WHS 
systems, and final release of the system into the WHS production environment. 

2.9.3.4 The Contractor shall leverage Enterprise Test Environment to ensure that ne\v systems 
progress through formal user acceptance testing, performance testing, and IA 
assessments before formal government approval for deployment. The test environment 
will provide a controlled n1ethod to test the performance and functionality of new 
custom applications and patches without risking adverse impact to the production 
environment. 

2.9.3.5 The contractor shall assist in the development and implementation of a new enterprise 
system and shall provide detailed system documentation in accordance with DoD 
system certification and accreditation poljcy and in accordance with the following 
CDRLS: 

• IA System Architecture, CDRL AO 16-J 

• lA System and Environment Description, CDRL A016-2 

• IA System Security Requirements, CDRL AO 16-3 

• IA Concept of Operations, CDRL A 016-4 

• IA Training Plan, CDRL AO 16-5 

2.9.4 Enterprise Test Environment 

Develop, support and maintain Enter{!rise Test and Development Environment 

2.9.4.1 The Contractor shall recommend, design, and manage a scaleable Enterprise Test . 
Environment that is independent from the production network, leveraging existing 
resources to the maximum extent possible. 

2.9.4.2 Manage the operations of the Enterprise Test Environment to ensure the network is 
properly secure in accordance with DISA Gold Disk STlGs. The Contractor shall 
monitor and correct any proble1ns within the Enterprise Test Environment. The 
Contractor sha11 also be responsible for re-imaging, re-configuring and upgrading 
hardware and software as required within the Enterprise Test Environment. 

2.9.4.3 Perform system backups of the Enterprise Test Environment, as required. 

2.9.4.4 Expand the Enterprise Test Environment as needed to support future enterprise and 
domain testing initiatives. 

2.9.4.5 The Contractor shall manage the process of deploying new patches and software 
releases onto the Enterprise Test Environment and manage their deployment from test 
to production. 

2.9.4.6 The Contractor shall assess the performance of new applications and patches in the 
Enterprise Test Environment and test the impact of new releases on the Enterprise Test 
Environment performance. 

2.9.4.7 The Contractor shall provide patch testing that includes but is not limited to Microsoft, 
SQL, and IA VA patches. Patches shall be tested in the Enterprise Test Environment 
prior to deployment to user desktops in production. 
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2.9.5 Systems /Services Monitoring and Maintenance 

Enterprise and domain system monitoring and maintenance 

2.9.5.1 Work with ITMD stakeholders to develop reports and dashboards for their critical 
business applications using NetlQ Analysis Center. 

. 

2.9.5.2 The Contractor will use the Enterprise Services Support Center and ITMD ~'One 
Number" to communicate ongoing incidents with major impact. An Initial Jncident 
Report wjiJ be delivered within 1 hour following the incident, CDRL A006-I. After the 
incident has been resolved, the Contractor wiiJ develop and send an lncident Reso]ution 
Report to provide details on start and end date/ time, system and/or subsystem affected, 
impact analysis, problem description, resolution description, taskings, and lessons 
learned(CDRL A006-2). 

2 .9.5.3 The Contractor shall proactively monitor enterprise and domain systems using NetiQ 
and AppManager to identify potential or actual system failures. 

2.9.5.4 Utilize AppManager to monitor and record server information, such as memory 
utilization, CPU utilization, disk utilization, page file utilization) and run away 
processes. 

2.9.5.5 Develop and implement a process to expand the deployment to all enterprise and 
domain servers. 

2 .9.5.6 Deploy run time agents on workstations in major geographical areas around WHS that 
wil1 1nonitor response time for critical applications such as Active Directory 
authentication, Email, Web, and File servers. 

2.9.5.7 Store system performance data in the AppManager SQL database. Generate reports 
using NetlQ Analysis Center or other reporting tools for trending and SLA compliance. 

2.9.5.8 Starus reports w ill be developed and delivered each day by 9:00am to reflect current 
status and availability of WITS systems and an ana]ysis/summary of daily Network 
Managen1ent Incident Reports (NMIRs) from IT A, in accordance with CDRL A003. 

2.9 .5.9 The Contractor will maintain , monitor, and work to correct any facility problems. Work 
with ITA, the Building Manager's Office, Lease Facilities Division, landlords, as well 
as outside vendors to identify and fix any problems. · 

2.9.5.1 0 The Contractor wi 1J track preventative maintenance and ensure that it is performed on 
power, battery, and HVAC components that support facilities. 

2.9.5.1 1 Properly coordinate outages and develop a Pre-Outage Notice and deliver to the 
Goverrunent at least 72 hours in advance of the outage, per CDRL A004-1. Deliver a 
Post-Outage Report by 9:00am the following business day after the scheduled outage, 
per CDRL A004-2. 

2.9.5.12 The Contractor will configure environmental a larms to notify the engineering team via 
email and or pager of air condition ing, power or water conditions that may impact 
server rooms. Upon notification, take immediate action to remedy the situation. 

2 .9.5.13 For areas not under Contractor's control , such as the BCSR, the Contractor shall work 
with IT A to ensure they are notified of problems in the rooms that could impact WHS 
equipment. 
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2.9.5.14 Perform regular walkthrough of facilities to ensure they are well kept and in excellent 
operational condition. 

2.9.6 Enterprise Database Administration Services 

Effective database design, testing, implementation and maintenance 

2.9.6.1 The Contractor will continue to administer enterprise databases during contract 
transition and identify all databases that are cu rrently hosted by the WHS Enterprise. 

• Work with the domain database administrators (DBAs) to compile a list of all databases 
current'ly managed by domain teams. 

• Establish a basellne of databases that the government will mutually agree to as representing 
the databases managed under the WITS contract. 

• Review and ensure current backup systems and plans are sufficient. 

• Plan for the integration of the domain DBAs into the enterprise team. 

2. 9 .6.2 Contractor staff will perform database design, testing, implementation and maintenance 
to responsively support existing or new WHS enterprise applications. 

2. 9 .6.3 New databases or database applications added to the contract will be addressed through ~ 

the Enterprise Configuration Management process. 

2.9.6.4 The Contractor shall establish unifor·m database management standards a'nd procedures 
that maximize data security, integrity, and data access based on proven industry best 
practices . The contractor shall leverage these standards and procedures to improve 
application development and application and database maintenance. 

2.9.6.5 In support of new enterprise application projects, the Contractor may: • 

• Provide development services for both client and server for a database, such as modifying the 
des ign of the database . ..., 

• Review and provide optimized SQL statements and stored procedures to developers. 

• Develop ad-hoc reports for users using Crystal Reports . 
. 

2.9.6.6 The Contractor shall assume responsibility of a database design and ensure compliance 
with Federal and DoD standards as weiJ as industry best practices. 

2.9.6.7 The Contractor shall manage the implementation of database lAVA patches in 
accordance with DoD guidelines to include testing database connectivity and 
application functionality against DlSA required security policy. 

2.9.6.8 The Contractor shall maintain security changes to systems as DISA regulations, 
document security changes to database to ensure roll-back procedures if necessary, and 
manage lAVA patch testing and implementation in coordination with lAO. 

2.9.6.9 Maintain databases in the Enterprise Test Environment to mirror production. 

2 .9.6.1 0 Assist users in testing applications against a database to ensure connectivity and 
functionality before production to include database consistency checks, de-
fragmentation , update scheduling, error management, expansion for size performance 
management, and database restoration and clean up. 
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2.9.6.1 I The Contractor shall provide other engineering support services which shall include: 

• Provide system administration services including user account management, development of 
backup procedures, perfonnance of backups, data restorations from backups, and 
establishment and maintenance of transaction logs. 

• Troubleshoot and diagnose database problems related to stored procedures or performance 
issues, as well as develop resolution plans for custom and COTS applications. 

• Provide Tier 2 or Tier 3 support for user issues and problems related to database connectivity 
and data record mismatch. 

• Troubleshoot and resolve connectivity issues and errors between database and applications 

• Upgrade and install Relational Database Management System software. 

• Train system administrators on database connectivity required for applications 

• Create SQL Queries to identify user anomalies 

• Collect, monitor and maintain SLA metrics. 

2.10 Enterprise Configuration Management [SOO 4.8, AOOI 1-1, AOOll-2] 

Background 

Currently some WHS assets are managed by individual domains and others are managed at the 
enterprise level. Each group is utilizing its own version of configuration management as well as 
recording assets in disparate databases and asset management systems. WHS seeks a contractor 
that will consolidate all areas and initiatives of Enterprise Configuration Management (ECM) 
into a sing le, fulJy-functional~ and efficient solution des igned to meet the needs of all 
Directorates and Domains within the WHS Enterprise. This solution will ensure that all activities 
throughout the Enterprise compLy with DoD requirements, Enterprise and Domain Directives, 
and end-user expectations for a reliable, consistent, and effective globaL configuration 
management. 

Scope 

i Evaluate the existing ECM baseline solution. 
t '• '•o' ' '" •- - • ••-• --- ·- ~ • •• ·••·••·«• •••••-·v-••• • •-•-•••_ ... .,.,_.,,,,. • - '"''""'_'_"" --·-·-·-..--- •vouo.,..• ,,..,. ____ _, -- ....... ________ ....,.,._......,.,...,_,_, __ ¥,., .. ,,,, __ , _.,, ,_.,,.,, .. .....,.,, .. , __ .. , __ _ 

Day 1 ........... ,. __ ,_ .. _ ... ~-

I Prepare SIR to implement a proposed comprehensive ECM based on Remedy CMDB and 
1 Asset Management Software modules. Submit the SJR for evaluation and approval. , 

l''' ' '''"' '"'"'"""""""'"_...__,_...,~-- ~""'~'""1'¥j , ,,, ,.-\ ,., ,,, ,._.._,.,..,...._ ........ .._,.._ ........... ~ .. .,.w .. ._.oot ... '- <•• ~••• •• • ••·- • ~,.,.__,,.,. __ .,.;,'H,~An,, ol,~(>,.,, (.,,., ,., ••''>('O,..H,H(~"\ 1 . .. , ... ...,_,"""'_""___ •• • - .. • -••~'"""'"'..._, __ , ___________ __....: 

6Months 

, Year 1 1 ECM implemented with active integration ofchange management. i 
: ............. ·- ... - ... -~ ...... - ••• - ...... _,.,_,.,_, __ ,,,.,t' ...... . ~ ................... ,_,,, ... ........ ... --... - ............................ ~ .~ .. ··--·~ ........ .......... .. ~ . ' ... •.• - __ ,..................................... ... . .... ... ··- ' " .... ...... ............... .................... .. - • ·--- - ...... t 

· > Year 3 l Active decision support capability and control of asset lifecycle management. -........ --.. 

Objective 

The objective is to provide the WHS Enterprise with a reliable and [TIL-compliant ECM 
solution which will incorporate existing configuration management data, processes, and 
requirements into a global solution designed to support current and future expectations of the 
Enterprise. 

' ' , 
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Participate in the implementation of the Enterprise Configuration Management (ECM) 
solution. 

2.1 0.1.1 In order to develop an Enterprise Configuration Management Solution, the contractor 
shall: 

• Analyze all current domain and Enterprise configuration documentation for compliance to 
the proposed ECM solution. 

• Perform a Gap Analysis of the current configuration management processes and procedures 
in addition to configuration items to identify areas for improvement and of ITIL 
nonconformance. 

• Review all domain-level configuration procedures to determine the requ irements in support 
of a centralized, standardized process for the overall ECM solution. 

• Compare all processes, procedures, and requirements to ITIL best practices 
recommendations. 

• Formulate a development~ implementation, and process maturity roadmap to success. 

• Develop and construct a comprehensive configuration management model intimately linked 
to the Remedy CMDB. 

• Communicate with WI-IS Senior Management the milestones, schedules, and critical success 
factors necessary to support the ECM solution. 

• Provide extensive training to all operational levels on the functional framework of the total 
ECM so lution. 

• Prov ide a comprehensive design and detailed documentation, and integrate all reporting 
requirements into the ECM solution for delivery to the Enterprise support staff. 

• Utilize CMDB to store process and information regarding established CMMI Level 3 defined 
procedures. 

2.1 0.1.2 The contractor shall develop and implement an ECM process based upon lTIL best 
practices and customize the solution to conform to the requirements of the WHS 
Enterprise environment. 

Maintain the ECM solution in order to effectiveJy manage, document, and maintain 
configuration changes for distribution and use throughout the Enterprise and domains. 

2. I 0.1.3 The Contractor will work cJosely with the WHS Domain Representatives to maintain 
the ECM soLution and ensure that service Jevels consistently meet and exceed 
expectations at the Enterprise and Domain levels. 

2.1 0.1.4 Conduct hardware and software audits within the infrastructure to ensure that 
configurations match the requirements of the Configuration Management solution. 

2. 1 0.1.5 Define current requirements and configuration baselines in standard image-sets for 
laptops, workstations, and servers used w ithin the domain. 
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2.10.1.6 Utilize configuration tracking methods to monitor and regulate changes or deviations 
fonn the approved ECM processes and requirements. 

2.10. I .7 Review all deviations for compliance to the overall ECM requirements and goals of the 
Enterprise. 

2.1 0.1.8 Formulate and recommend corrective action plans to remediate and incorporate or 
isolate deviations in configuration baselines throughout the Enterprise environment. 

2.10.1.9 Ensure both compliance to standards and continuous improvements through defined and 
regulated processes. 

2.1 0. I .I 0 Ensure up-to-date and accurate maintenance of the CMDB through: 

• Detailed introductory training for alJ staff members in the requirements of the ECM solution. 

• Refresher training to incorporate revisions and modifications to any configuration 
requirements. 

• Verification of configuration items throughout the support infrastructure through the use of 
integrated Jinks between the Remedy Incident and Configuration Management modules. 

• Surveillance and monitoring of the infrastructure to ensure compliance to configuration 
standards for hardware, software, and documentation. 

• Regularly review of audit reports to ensure that the Enterprise Service Support Center 
continually maintains accuracy of configuration item docmnentation and relationships when 
changes are made to the infi·astructure. 

• Development of reporting guidelines for daily,.weekly , monthly, and annual distribution 
covering the results of random and full physical inventories in comparison to existing CMDB 
configuration records to verify cmnpliance to the requirements of the ECM solution. 

• Maintaining a roadmap of corrective action for the resolution of aU discrepancies to ensure 
that deviations are quickly addressed and alleviated. 

• Participating in the overall rev iew· process for maturity assessments and status checks to 
continuously refine the ECM solution in order to maintain a high level of service delivery 
throughout Enterprise improvements and changes. 

Assist in the migration of existing CM documentation to the Remedy ECM 

2.1 0.1.11 TI1e Contractor will ensure that existing configuration management docmnentation is 
migrated from the current domain-managed asset management systems and domain 
ar-chives to the Remedy Enterprise Configuration Management Database . 

• 

2.1 0.1 .12 Consolidate and integrate data from current domain databases into a single 
configuration database. 

2.1 0.1.13 Evaluate all baseline documentation to ensure that the requirements of the total ECM 
solution are met. 

2.1 0.1.14 Coordinate and compare each attribute within the CMDB to ensure comp1ete and 
accurate transfer of all configuration records. 

2.1 0.1.15 Develop a baseline dataset within the configuration management database. 
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2.1 0.1. 16 Conduct random audits of the baseline dataset to ensure accuracy and completeness. 

2.1 0.1.17 Migrate configuration items and attributes into the final CMDB structure, audit for 
accuracy and compliance to ECM requirements. 

Provide guidance to and coordinatjon with Enterprise and Domain Support Staffs to 
ensure accurate and consistent use of the ECM solution (CDRL A-011-1, AOll-2) 

2 .1 0.1.18 The Contractor will ensure that key members of the Enterprise and Domain staff 
members are integrated into the design and use of the Enterprise Configuration 
Management (ECM) solution as detailed in CDRL A-0 11-1 and A-0 11-2. 

2.1 0.1 .1 9 Maintain regular in format ional sessions with Enterprise and domain staff to verifY 
compliance to ECM requi rements and operational expectations. 

2.1 0.1.20 Provide for information exchange and knowledge sharing between key Enterprise 
staff members and support members to ensure that ongoing requirements are 
maintained. 

2.1 0.1.21 Work closely throughout the Enterprise structure to ensure full implementation, 
communication and support for the ECM solution. 

2. ·r 0.1 .22 Maintain a WHS public view into the CMDB. 

2.11 Domain Security [SOO 5. 7] 

Background 

WHS ITMD Information Assurance Program Office strives to ensure compliance with federal 
policies, standards, and best practices. IAPO ensures the security, integrity and confidentiality of 
the WHS Enterprise application and development envi ronment from a multitude of threats either 
malicious or accidental, and oversees the effective risk management of vulnerabilities. 

Scope 

Day 1 Initiate assessment of current Security Procedures within each domain. 
;---·------.. - 1 .. ·· --~ · -··· . . ·--- ·- - - -- - - ·----------------; 

' 

6 months 

' , 
f"-""-"'""'"'""' '··------- .... -- ...... 

! 

1 yea•· 

:--···· ---- . 

' 
> 3 year 

Complete industry best practices standard operating procedures for domain applications 
development, testing and deployment. Implementation of application development and 
enterprise suppo1t staff meetings and workshops to ensure communications and program 

. consistency. 
-···+·'""'""··-··-··----------·------ ............. . .................... , .. ,.,....,..,.. . .,...,.. __ ..... ___ ., , ....... .,..,,,..,.,,..,.,_,,...,..,.. ...... .,..¥ ··· --· .... . .. - -··· ··----·-·------1 

Jmplement domain and enterprise application testing lab to test a ll phases of software 
development li fecycle and to ensure accurate and timely lAVA patching. Accurate reporting 1 

created on application patching and lifecycte management. Fully developed application test ! 
i plan and user acceptance test plan templates to be used for all applications. ! 
' + . ... , .. .. '' . .... . ·· - - . . . . .. " • - - - .. ··- - · - • • ... ~- ----~ 
I , 

: Operational Test environment,. definitive software library, application change management j 
[ process with accurate and timely reporting. Removal of domain redundancies and coordination l 
~ of domain and enterprise resources. Optimization through performance metrics process 1 

i maturity audits, and standardized methods for software development and coding in place. ! 
- _ ..,. .. -------"-' ---- - - ---------- __ ...., __ J 

Objective 

The objective of the domain security area is to maintain application development in SIPERNET 
and NIPERNET ensuring compliance with Federal, DOD and WHS Enterprise Security policies. 
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2.11.1 Application Security and Testing 

2.11.1 .1 The contractor shall assume responsibility of the application design, to include testing. 
This will ensure the design is in compliance with Federal and DoD standards as well as 
Industry best practices. 

2 .11.1.2 The contractor w ill facilitate meetings between Appl ication Developers and Enterprise 
staff to ensure program cons istency. The contractor shall manage the implementation of 
appl ication IA VA patches in accordance with DoD guidance to include testing 
application functionality and database connectivity and with DISA required security 
changes . 
The contractor shall maintain security changes according to DISA STlGs and document 
security changes to the application to ensure roll-back procedures are available if 
necessary. 

2. I 1. 1 .3 Manage IA VA patch testing and implementation in coordination witl1 lAO. 

• Maintain applications i~ the test environment to 1nirror production including security 

• Assist users in testing applications to ensure connectivity and functionality before production 

2.11.2 Application Implementation and Maintenance 

2.11.2.1 The contractor shall handle day-to-day application suppm1 on WHS applications like 
consistency checks, de-fragmentation , update scheduling, and error management, 
expansion for size, performance management, and application restoration and clean up. 

2 .11.2.2 Other support activities may include: 

• Troubleshooting and diagnosis of application problems performance issues, as wel l as 
developing resolution plans for both custom and COTS applications. 

• Provide Level 3 support for user issues and problems related to application connectivity and 
possible data integrity. 

• Troubleshoot and resolve connectivity issues and errors between database and applications 

• Application upgrades and installation of software. 

• Application system administration services such as user account management, development 
of backup procedures, performance of backups, data restorations from back ups, and 
establishment and maintenance of transaction logs. 

• Collect, monitor and maintain SLA metrics. 

2.1 1.2.3 The contractor shall recommend a test environment that is independent from the 
production network, leveraging existing resources to the maximum extent poss ible. 

2. I 1.2.4 The contractor shall manage the operations of this test environment to ensure the 
network is proper]y secure and properly STIG with the latest updated DISA STIGs. As 
part of the day to day activities, the contractor shall monitor and correct any problems 
with enterprise test environment as they are identified. Other operations activities 
include: 
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• Perform system backups of the test environment as needed. 

• Expand the test environment as needed to support enterprise and domain testing initiatives. 

• Contractor w ill work w ith developers and Enterprise to create standard methods for 
developing and coding. 

• Applications are patched and tested before production to reduce the number of bugs and 
possible vulnerabilities. 

• Applications and software reviews are required during testing stage to mitigate production 
• Jssues. 

• Systems administrators are responsible for keepi ng the test environment updated with the 
Jatest patches and STTGs. 

2.12 Domain Systems Administration I Engineering Services [SOO 5.2] 

Background 

In support of the WHS mission to serve its customers, WHS and TTMD provide key e-Business 
systems. The success of these systems depends on successful management and maintenance. 

WHS requires a tightly-controlled, process-driven, and well documented methodology for the 
development of new domain systems, and mode1nization of existing domain system.s. This effort 
is necessary to maintain business operations availability through the avoidance of poorly planned 
and unverified system tnodifications. Providing SJRs and assisting in the definition of Enterprise 
Architecture standards are v ita l contributions to the continual optimization and availability of 
domain systems . WHS needs an Enterprise level software Engineering Team to establish and 
promote reusability of best practices and resources. 

Scope 
-

:~:Time F..ame . 1.::: :: :,: · ; . · : :~._-_:; ;.:,·:·_ :. · Functio~ ::·-. _: ... _ · ·. · ·. · .. 

Day l 
. Assess current state of operations. 
:Assign staff for transfer of knowledge and passwords. Begin review of system logs to create 
' SIRs. 

•• I - - ---·-~--- ..-~-- - ' ' ...,. ,,,.,...,. _ _., - - ---- .... I-

1 Submit SIRs to implement full development ofNetiQ, OPSW ARE to monitor the network and 
6 months improve deployment of standardized server configurations. Begin integration of reporting 

. 
• 

! 
j 1 features into Maximo to present an up-to-date status of the network. , 
r················ .. -·········---.... --... ...... " .. ""······r ···· .. ······· .. ································-·"-"'-•'''"'''' .. , ' •··· .... ·······································-- ' • ... ...... .................................. - ···· ........ ''.. .. .. .. . ...................................... - ...... - ....... -.. -····"-"' •r• • ·~······· '' ..... t 
: ! Present a comprehensive SIR that defines specific recommendations to improve WHS I 
! Year l i enterprise architecture. The SIR will seek to reduce duplication of resources and decrease the I 
l I time from request for service to the delivery of service. ; 
:.-.~-······-·· .. ·········-· ··-·--·-·-.-~--y·~·_.~ ............. ____ ·---·-·-- ..--....... ,... ....... ..-............... ~-... - ...... ,,.. .......... ,..,..,_,,. , ....... -.... ··-----~ ...... ""\"'o"'< . ....... ,._.._ ---J 
1 I WHS ~nterpr:ise _archi tecture h:s been fully opti~iz~d . Hardw~re selections are ba_sed on trend ! 
j > year 3 ! analys1s. Rep_ortmg features ot a ll ne~ork monttonng, ~nterpns.e call. center,. and mventory l 
j :software are Implemented and coordmated through lvlax1mo wh tch Wllllead mto the j 

. : INTOST AT presentation of the state of the network. l - - ------- --- ·-. - - -· . ·-.. __ .:. 
Objective 

The objective of th is PWS is to provide superior Domain Specific Systems Administration and 
Engineering Services. The Contractor shall provide responsive and reliable domain application 
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administration services to ensure proper configuration and maximum availability of domain 
applications. 

The Contractor shaiJ as directed, plan, design, implement, test, and deploy new domain systems 
and modernize existing systems. The Contractor shall ensure domain system designs are 
interoperahle with the Enterprise Architecture and other business applications. The Contractor 
shall assist in defining Enterprise Architecture standards. The Contractor will be required to 
establish a Domain Systems Administration and Engineering Services Team to perform the 
following as pati of the scope: 

• Perform domain operations and maintenance to ensure application performance and 
avai lab ility. 

• Provide effective and timely coordination with Enterprise CalJ Center and Network 
Operations to ensure successfu I resolution of maintenance requirements. 

• Prov ide support for account management, appJication configuration, application 
maintenance, and system upgrades. 

• Leverage the Enterprise monitoring systems to provide proactive support of these systems 
and to proactively monitor the performance of custom applications running on the WHS 
Enterprise. 

• Implement new applications or to modify existing applications that run on or utilize the 
business system applications. 

• Adhere to established Enterprise Configuration Management procedures when implementing 
new applications or when modifying existing applications. 

Requirementss 

2.12.1 Systems Application Administration [SOO 52.1, A004-l, A004-2, A006-1, A(}06-2] 

Perform Enterprise Call Center Coordination. 

2.12.1.1 The Contractor must coordinate with Enterprise Services Support staff to provide 
effective and t imely escalation and resolution support of domain related incidents. The 
Contractor must use Remedy Incident Managen1ent to track and address reported 
incidents with domain systems. 

2. I 2.1.2 The contractor must use Remedy CMDB and Remedy Asset Management to track and 
address changes of configuration items (Cis) as part of Enterpris~ CM activities. 

2.12.1.3 The Contractor's domain systems administrators shall provide user management and 
support to the domain users, and work with the Enterprise staff to provide a common 
infrastructure and platform approach for user access (i.e., system and application 
Perfonn COTS and custom Application Administration 

. 
2.12.1.4 The Contractor shall be respons ible for maintaining the availability and integrity of 

WHS existing COTS applications including but not limited to: M'Lximo, Integrated 
Tracking, EDMS, ETMS, Documentum, Primavera Prosight, PD2, Report2Web and 
Host on Demand. 
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2. I 2.1.5 Contractor shall provide the following minimum services for all WHS COTS 
appl ications: 

• Tier two and three customer support for WHS clients who utilize these systems in their daily 
work. 

• Ensure that adequate cross-train ing among application administrators is maintained to avoid 
single-threading of application knowledge and to ensure that qualified application 
administration services are always available. 

• Proactive ly monitor application and system logs to ensure maximum uptime for WHS COTS 
appJ ications. 

• Maintain open lines of communication with the vendors for WHS COTS applications and 
leverage the knowledge and support of the vendors where needed to resolve issues. 

• Ensure that WHS COTS systems remain up to date based on system releases from the 
vendor. At no time should a WHS COTS system be more than 2 releases behind the most 
recent software release from the vendor. 

• Coordinate with COTS vendors to implement Single Sign-on (SSO) so]ution that integrates 
with the DoD CAC identification card. 

• Leverage Enterprise Testing Service to test COTS upgrades received from vendors . 
. 

• Adhere to the policy of not accepting "Beta" releases for iinplementation into any of WHS 
environments. The Contractor must perform required tests as prescribed by the SDLC 
process. 

Perform WHS Custom Application Administration 

2. 12..1.6 The Contractor shall provide support, maintenance and enhancement services for WHS 
existing custom applications. These systems include, but are not limited to: e562, 
WF AM, TWG, PRWEBDB, F ACA, DOD-Executive Agent, Purchase Card System, 
R W, PRLB:t and SharePoint Services. The Contractor shall provide for each of these 
systems the following minimum support: 

• Tier two and tier three customer support for WHS clients who utilize these systems in their 
daily work. 

• Ensure that adequate cross-training among application administrators is maintained to avoid 
single-threading of application knowledge and to ensure that qualified application 
administration services are always available. · 

• Proactive ly monitor system and application logs to ensure maximum uptime for all WHS 
systems. 

. 
• As part of an overall application administration strategy, the Contractor shall perform code 

rev iews of existing systems to identify potential issues and or efficiencies to be gained. The 
Contractor shall report findings from these reviews and recommendations to the domain 
managers. 

• Be responsible for evaluating requests for changes to existing WHS custom appllcations 
generated by system users or the government client. The Contractor will report the resu lts of 
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such reviews to the Initiator of the request and the appropriate government stakeholder along 
with any recommendations. 

• Process changes or upgrades to ex isting custom applications shall be integrated into an 
overall SDLC making use of development and testing environments prior to release into 
production. 

• Maintain strict versioning control for all applications, and all solutions shall be based on 
CMMJ processes and procedures with an eye to the future, exploiting technical innovation to 
drive efficiencies into WHS mission systems. 

• Coordinate with the application owner and Enterprise Support Services to schedule a 
maintenance window for implementation of any custom application upgrades. 

2.12.1. 7 The Contractor shall demonstrate efforts toward performing domain operations and 
maintenance to ensure application performance and availability. The Contractor shall 
demonstrate effective and timely coord ination with Enterprise Call Center and Network 
Operations to ensure successful resolution of maintenance requirements. Proactively 
n1onitor systems and responsively co1nn1unicate and report issues. 

2.12.1.8 The Contractor shaiJ meet the fo llowing minimum reporting requirements: 

Scheduled Outages 

• Periodic outages may be required for application maintenance and upgrades. The Contractor 
must provide pre-outage notice (CDRL A004-1) to the appropriate government 
stakehoJder(s) no Jess than 72 hours in advance of the planned outage. Outage notification 
should include: 

• Description of maintenance to be performed or other reason for outage. 

• Anticipated start time and duration of outage. 

• All applications affected by planned outage. 

• User community affected by planned outage. 

• Fall back/rollback plan. 

2.12. 1.9 Upon completion of the planned outage, the Contractor must provide Post Outage report 
(CDRL A004-2) notification to the appropriate government Stakeholders no later than 
0900 on the business day following the outage. This notification shall include: 

• Status/results of tasks performed during planned outage. 

Unscheduled Outages 

2.12. 1.1 0 Any incident which occurs that results in an application outage shall be reported by 
the Contractor using Initial Incident Report (CDRL A006-1) to the appropriate 
government stakeho]der(s) no more than 1 hour after the incident is reported. This 
incident report must include: 

• Start date/time of incident 

• Listing of all affected applications 
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2.1 2.1 .1 I Upon successful resolution of the incident, the Contractor must provide Incident 
Resolution Report (CDRL A004-2) to the appropriate government stakeholder(s) 
within 24 hours. The follow-up report must include: 

• Starting and ending date/time of incident 

• Listing of all affected applications 

• Impact to user community 

• Description of incident 

• Description of problem resolution 

• Tasking and lessons ]earned 

2. J 2.1. I 2 In addition to the specific reporting above, the Contractor shall hold regular weekly 
repotting meetings with each Domain Manager to go over progress, risks and issues 

2.12.2 Engineering Services 

Perform planning, designing, testing, implementation and deployme~t of WHS business 
systen1s. 

2. 12.2. 1 The Contractor shall adopt SDLC for each applicable project. The Contractor shall 
conduct a kick-off meeting fo r a ll Stakeholders information assurance, Enterprise 
engineering services, network engineering, configuration management, quality 
assurance, training, Enterprise call center, and requirements management. 

2 .1 2.2.2 The Contractor will work with all parties to analyze requirements and develop a project 
plan; the project plan wi II include a WBS, resource requirements, schedule, estimated 
capacity, availability requirements, hardware requirement, and training requirements. 

2.12.2.3 The contractor shall conduct periodic review and analysis of domain systems to identify 
area of opportunities to·recommend system modernizations. The contractor shall submit 
SIRs that will address recommendations for modernization efforts to be completed on 
an identified system. 

2.12.2.4 In compliance with CMMJ LeveJ 3 methodology and SDLC~ the Contractor will create 
the appropriate tailored documentation to support the design of each system. This 
design document, along with the requirements docmnentation, will provide the basis for 
design reviews by the Enterprise Engineering Services Team. It will also provide the 

• 

necessary architecture designs to support the testing phase, integration with other WHS 
systems, and final release of the system into the WHS environment. 

2. 12.2.5 The Contractor shall leverage Enterprise Test Service to simulate a near-production 
environment that will allow formal user acceptance testing, performance testing, and TA 
assessments before formal government approval for Enterprise deployment and release. 
The test network will provide a controlled method to test the performance and 
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functionality of new custom applications and patches without risking adverse impacts to 
Enterprise users that are on the production environment. 

2.12.2.6 The Contractor shall employ a release management process using "as-built' ' release 
package directions that reduce the dependency on application developers, allowing 
developers to develop. The release management process improves the ability tore­
constitute baseline appl ications and mitigates the risks of deploying untested 
applications onto the production network. The process establishes checks and balances 
to ensure release completeness, and ensure releases are documented adequately for 
support by the service desk, improving maintainability and customer satisfaction. The 
release management process has built-in controls that require packaging of applications 
into release packages, require as-built documentation before test deployment, and 
require package support documentation for service desk management before production 
release. 

Ensure domain svstem designs are interoperable with the Enterprise architecture and 
other business applications. 

2.12.2.7 The Contractor will be closely involved in the Change Management process to ensure 
that syste1n designs are reviewed to ensure interoperabil'ity at the don1ain level. The 
Contractor will work with the Enterprise Architect and IA to develop and maintain the 
system and environmental documentation that supports the WHS C&A process, as well 
as drive the future iterations of IT services within WHS. Deliverables that will be 
regularl.y maintained are: 

• System Architecture (CDRL AO 16-1 ). 

• System and Environmental Description (CDRL A016-2). 

• System. Security Requirements (CDRL AO 16-3). 

• Concept of Operations (CDRL A016-4). 

• Systems Training Plans (CDRL AO 16-5). 

Assist in defining Enterprise Architecture standards. 

2.12.2.8 The Contractor will be responsible for analyzing, developing, supporting, and 
optimizing the overall WHS systems and network architecture. The Contractor wilJ 
maintain active, hands-on famiJiarity with the WHS infrastructure by supporting the 
Network Operations Team in the management and troubleshooting of the lT 
infrastructure. 

2.12.2.9 The Contractor will continuously look to optimize the WHS infrastructure for 
efficiency, availability, integrity, security, and confidentiality. Us ing data from 
Remedy, Appmanager, and Opsware the Team will identify weaknesses in the IT 
infrastructure and plans to fix them. The Team will develop and maintain a priority list 
of SIRs (CDRL A002) based upon guidance from WHS, the Operations Team, and 
perfonnance deficiencies identified by WHS Stakeholders. 

2.12.3 New Domain Systems 
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2.12.3.1 The Contractor ·will work with WHS to identify requirements for new domain systems. 
SIRs shall be developed in accordance vvith CDRL A002 to contain: background, study 
constraints, analysis, benefits, risk assessments, findings, associated cost estimates, 
COOP test plan and results, and conclusions. Upon approval of an SIR, the Contractor 
shall conduct a complete systems requirements analysis and feasibility study to ensure 
the new proposed domain system will meet the stated requirements. 

2.12.3.2 The Contractor shall develop a project plan for new domain systems based on the 
previous requirements analysis; the project plan will include a WBS, resource 
requirements, schedule, estimated capacity, availability requirements, hardware 
requirement, Time and Materials cost quotation and training requirements . 

. 

2.12.3.3 The Contractor shall create detailed and specific documentation to support the design of 
each nevv domain system. The design document, along with the requirements 
documentation, will provide the basis for design reviews. It vvill also provide the 
necessary architecture designs to support the testing phase, integration vvith other WHS 
systems, and final release of the system into the WHS production environment. 

' 

2.1 2.3.4 The Contractor shall leverage the Enterprise Test Environn1ent to ensure that new 
syste1ns progress through a formal user acceptance testing, performance testing, and IA 
assessments before formal government approval for deployment and release. The test 
net\vork vvill provide a controlled method to test the performance and functionality of 
ne~ custom applications and patches without risking adverse impacts to Enterprise 
users that are on the production environment. 

2.12.3.5 The contractor shall assist in the development and implementation of the new domain 
system and shall provide detailed system documentation in accordance with DoD 
system. certification and accreditation policy and in accordance with the following 
CDRLS: 

• IA System Architecture, CDRL AO 16-1 

• IA Syste1n and Environment Description, CDRL A016-2 

• IA System Security Requirements, CDRL AO 16-3 

• TA Concept of Operations, CDRL AO 16-4 

• IA Training Plan, CDRL AO 16-5 

2.13 Software Development Services [SOO 5.3, A014-1 thru A014-18] 

Background 

WHS ITMD provides software development services to various domains within WHS. lTMD 
current1y provides customized domain level software development support and strives to provide 
a consistent approach across various domains. WHS desire to promote an Enterprise approach for 
software development through centralization of guidel-ines, templates and tools, each in full compliance 
with CMMT as well as DoD policies such as those defined in Section 508, Trusted Facility Manuals 
(TFM). WHS is also trying to standardize software tools to be used across domain to promote reusability 
and ease of maintenance to include the utilization of commercial off the shelf (COTS) products. 
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! Initiate WHS Organizational Process assessments. Establish source code baseline for all 
1 production software application to ensure the production code is in sync with source code. 
; Implement Peer Review Process. Implement Agile Serum development process. 
' 
; Begin template design for software development artifacts such as SRS~ Business Flow, Data 
: Model, Test Plan, and Interface Documents. Develop Software requirement for CAC and 
l Single Sign On (SSO) process. 

---4 ----·-------~---- ~ -~- -- - ··- - --! 
' ' jEstablish approved SDLC in accordance with CMMI Lever 3 and utilize Serum Agile Model 1 

!to attain Agile CMMJ process. Establish Center orExcellence(CoE). Provide 
j Recommendation for automated Testing Tools. Evaluate SharePoint 2007, Project 2007 and 

6 Months j implement a Web based repository to store templates and artifacts. Promote and Implement ! 
l Service Oriented Architecture (SOA). Develop reusable code for common security model , : 
~ CAC Enab1ement and SSO. ; 

' • ------~ ----· ----- ··--.. --·· - . - -- ------·- -· 
Standardize on single software development tool (Microsoft .NET). Provide recommendation 

' 

Year 1 
; on integrating Process Management (CMM1), Project Management (EPMS) and Team i 

' i Collaborations (Team Foundation System). Develop Tight lntegration between Software 
! j Development (CMM1) and Operation Framework (ITJL). 1 ------··-·--............... _._..._..,.--{- . .,. ......... -· .. ' .. ' -- -· --------·------.. - -..---···--·--_ .. ____ , _______ , __ _ 
1 >Year 3 I Establish Enterprise Archit_ecture ~nd mature WHS to CMM1 Level 3. Identify and Jmplement ! 
l .. _ .. . .... ·-· ...... .LP~?..~~S.S. f!.l~~S.~~-~S. an_? .c?ntmuous 1 mpro.ve:n1ents__ . . .... .. ...... .... H . _ ••. •• •• H •• ••• ••• • .! 

Objectives 

The objective of this PWS is the provide WHS customers with best-in class software 
development methodologies using industry best practices including CMMT Level 3 and other 
applicable DoD and federal standards. The successful WHS Contractor -vvill provide a well 
balanced centralized/de-centralized team which will implement Enterprise-wide process and 
technology standards, and yet still provide customized/dedicated domain leveJ functional 
expertjse. The team will utilize Enterprise resources such as Enterprise test environment and 
DClN. 

Requirements 

Implement Software Development Lifecycle (SDLC) based on CMMI Level-3, ITIL, 
Federal and DoD Standards and other industry best practices 

2.13. L .I The Contractor will provide a software development team with SEI-certified CMMI 
Level-3 software development lifecycle (SDLC) process expertise that will deliver 
fully-functional, high-performance applications that are compliant to and interoperable 
with Federal and DoD standards, and leverage industry best practices. The Contractor 
will: 

2 .13.1.2 Conduct WHS's organizational process assessment and recommend process 
• Improvements. 

2. I 3.1.3 Establish Enterprise wide standards and publish using WHS SharePoint portal 
environment. 

2.1 3.1.4 Establish Center of Excellence (Co E) and provide technical and functional cross 
training throughout various domains' software development services. 

• 
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2.13.1 .5 Leverage WHS 's Enterprise Project Management (EP.MS) to develop and maintain 
consistent project plans and schedules. 

2.13.1 .6 Establish project monitoring and controls with weekly status reviews and proactively 
. monitor project execution. 

2.13.1.7 Provide recommendations to WHS related to supplier acquisition including 
Hardware\Software Lkense management, establishing POC with IBM for Maximo, 
PD2 with CACI, EDMS from Bently, ITS from Bad River, Prosight from Primavera 
and report to web from Redwood. 

• 

2.13.1.8 Identify potential problem by implementing a proactive Risk Management Plan (RMP). 

2.13.1.9 Provide optimal solutions for effectively managing requirements for each domain and 
seamlessly integrate to Enterprise. An example of this would be that the Contractor will 
identify Maximo requirements for each dmnain but cohesively incorporate requirements 
into the Enterprise software development platform. 

2.13.1.1 0 Establish and maintain the integrity of work products using configuration 
identification, configuration control, configuration status accounting, and configuration 
audits. 

2.13.1.11 Identify COTS solutions to replace customized legacy systems. 

2.13.1.12 The Contractor vvill develop software requiretnent specification (SRS) for custom 
applications (CDRL A014-1) in accordance with CMMI's Requirement Developtnent 
(RD) and Requiretnent Management (REQM) process areas. SRS will provide a 
cotnplete listing of features and functions to be developed for the software app1 ication. 
ln the event of developing an application which crosses multiple domains, the SRS must 
contain domain-specific sections and an- Enterprise section to identify common 
requirement across domains. 

2.13.1.13 The Contractor will develop Business Workflow Diagrams (CDRL A014-3) to 
demonstrate and clarify business requirement understanding during JAD (Joint 
application development) sessions. The business ·workflow diagram wi11 include the 
current process and proposed system. 

2.13. 1.14 The Contractor will provide the following artifacts in accordance with CMMI 
Technical Solution (TS) process area: 

2.1 3.1.15 The Contractor will produce an Interface Specification (CDRL A014-2) to provide 
design information about infrastructure, security and file format specifications and 
describe the systems that will interface the data that will be transferred and the 
description of the method of transport. In addition to the Interface specification a 
Memorandum ofAgree1nent (MOA) can be developed in case of sharing data between 
external systems or entities. 

2.13.1.16 The Contractor will leverage Use cases (CDRL A014-4) to provide customers with 
high-level information about the interactions that users will have with the system., 
describing every instance \Vhere the user will interface with the system using a variety 
of peripherals. 
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2.13.1 .17 The Contractor will leverage the use of Activity Diagrams (CDRL A014-5) to show 
the interaction of system components that are activated as a result of human or system 
action. 

2.13.1.18 The Contractor will leverage the use of Infrastructure Diagrams (CDRL A014-6) to 
show the system that is being planned or documented and how it interacts with the 
physical layer. 

2.13.1.19 The Contractor will provide one large relational diagram showing all components 
used in the infrastructure for the system to operate. 

2.13.1.20 The Contractor will develop Class diagrams to cotnprehensively document all 
classes, modules and features. (CDRL A014-17) 

2.13.1 .21 The Contractor will implement CMMJ's verification (VER) and validation (VAL) 
processes to ensure that selected products meet specified requirements and demonstrate 
that a product or product component fulfills its intended use when placed in its intended 
environment. The Contractor will provide: 

• Detail Test Platform Description (CDRL A014-8) to describe the hardware and software 
required to mirror the production enviromnent. The Contractor should have a clear 
understanding of Enterprise Test Environment and develop the plan in accordance \Vith 
Enterprise Test Environment infrastructure to maximize the use of the Test Environment. 

• Software Test Plan (CDRL A014-9) to detail the plan of action the tester will take for 
determining whether or not the candidate package meets the intent and results of the 
requirements and design documents approved by the customer and agreed-to by the 
developer. 

• Software Test Results (CDRL A014-10) to list the results of the completion andfunctional 
aspects of the Test Plan. Ensure that all custom applications meet DISA security 
requirements in both the test and production environment. It will describe any discrepancies 
between the Test Plan and the candidate package. 

• Bug Reports (CDRL A014-ll) to document issues (i.e., bugs) in Software Test that need to 
be tracked, repaired and closed by the developer. 

• Acceptance Testing Report (CDRL A014-12) to provide a summary of each major feature 
and the results of user acceptance testing. 

2.13.1.22 The Contractor will implement the Configuration Management (CM), Change 
Management and Release Management processes in accordance with CMMl and JTJ L 
frame·work recommendation. The Contractor wilJ provide: 

• Software Gold Packages (CDRL A014-7) in CD or soft media include, but are not litnited to, 
source code, object code, algorithms, formulae, etc. Any changes to this software should be 
docun1ented and replace the initial gold software package or be shown as an incremental 
patch to the gold package. 

• Implementation Report (CDRL A014-13) to include summary of any issues that arose during 
implementation of a production systetn. 
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• Training Materials (CDRL A014-l4) will include, for example, a User Manual, overhead 
s lides in PowerPoint~ an outline of the training course, etc. Training materials are kept on 
hand as new users are added and are updated in future iterations of the software. 

• User Manual (CDRL A014-15) to describe and diagram each system feature and use case. 
Capabilities and intents of the systems are discussed. Document is typically prepared in a 
word processor format. 

• Lesson Learned Report (CDRL A014-16) will provide bullet points of major successes and 
failures for use in future projects. 

• Administrator's Manual (CDRL A014-18) will descrjbe deployment instructions, 
maintenance activity that must be performed, and how to configure the application for future 
changes in usage. 

Provide responsive Dedicated Domain Service Support 

2.13.2 The Contractor will ensure domains receive responsive, dedicated support while 
preserving the flexibility to utilize development resources in an efficient cross­
domain capacity when required. 

2.13.2 .1 WHS requires a domain-specific dedicated team to provide continual access to 
dedicated analysts and developers with specific functional knowledge of each domain . 
As standards and processes are adopted across the program, the team will progressively 
evolve to a balanced fit, providing Enterprise resources (e.g., database administrators, 
developers, testers) and a more do·main-specitic team of functional analysts who suppo11 
domain system requirements. 

2. J 3.2.2 Establish dedicated/named resources to provide single POC and clear accountability 
within each Domain services 

2.13.2.3 Leverage the Enterprise Services Support Center and Remedy for escalation and 
accountability for support provided to end users by domain support staff. 

Leverage Enterprise Testing Environment 
2. 13.2.4 The Contractor will utilize the Enterprise Testing Environment (SOO 4.2.4) as required 

prior to production deployment. 

2.13.2.5 The Contractor will implement Enterprise testing process which validates the developed 
software against the defined baseline requirements and proves, or disproves, the 
systems functionality. 

2 .13.2.6 The Contractor will use framework and infrastructure provided by Enterprise Testing 
Environment for developing a quality testing program that is capable of proving all 
developed systems and software are functioning as expected. 

2.13.2.7 The Contractor methodology should be designed around the various stages in a typical 
software development lifecycle and as such should go hand in hand with the efforts and 
deliverables of the software development teams defined by the Enterprise Testing 
Environment. 

2.13.2.8 The Contractor will perform component, systems (UAT testing and Load and Stress 
testing) and certification, Beta and regression testing in Enterprise Testing 
Environment. · 
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2.13.2.9 The Contractor will ensure that the testing strategy is consistent with CMMI Level 3 
standards 

)'ransition to Commercially Available Of The Shelf Software (COTS) 
2.13.2.1 0 The Contractor will conduct a Feasibility Analysis Study (F AS) as required. 

Examples include but are not limited to when customized legacy systems are no longer 
cost effective to maintain and support or when new software development requirements 
are requested that impact multiple domains. The F AS will: . 

• Look to current software technologies that are turn-key or COTS solution instead of 
customized applications 

. 
• Leverage manufacturer software development and technical support through SLAs 

• Provide support on an Enterprise scale for all domains 

• Improve the efficient of a system 

• Improve the deployment of a system 

• Integrate Enterprise legacy software components into a more manageable platform. 

2.14 Domain Database Administration Services [SOO 5.5] 

Background 

Domain Database Administrat~on is critical to WHS operations as it provides database , 
administration services including design, testing, development, implementation and maintenance 
support to each of the domain applications. 

Scope 

:Initiate business/project plan towards implementing shared resource model. Provide 
Day 1 J recommendation for Data Modeling and repository tooL Develop Backup/Recovery plan for 

: non-M.ES applications -
, ................. ·· ·: .......... ···:· ............ : .. , ........... : ... , ..... :··: ... r ..................... , ...... : .............. : .......... , ... ................. ............. " .. ................................................ , .. , ................ ':, ...... , ......... , ........................ , ........ , ..... ... , .. ' "! ' " ' ............................................... . .. , ..... .. .. ............ ... : .. :" .. ............. . . . ... . ~ .. .. ........ .. 

. .! Establish Shared Resource Model and Center of Excellence (CoE). Complete SQL Server •· 

6 Months 
! 2005 assessmerit .and fully equip our st~ffwith SQL 2()05 training . .. , ' . . .. . . ·· , .. ·. 
~ . . . . . . . . . . . . . . . . . . . 

[Implement rigorous data modeling using data modeling /repository tools . ·. · 
. . . 

, , •! Im.plemetitBackup/Recover plan for Non-MES application ' 
~-·"' • , • ••• •• " .. . . , • • " ...... .. . . .. .... " • •• • " •••• "." •••••••• •• ••••• •• • •• • • '1 ' ' '' " .............. ......... ...... ..... . .. . .. . ...... .. . '" ..... . . ... .. . .. . ... ..... . . ... ........... .... .. . . ..... . ..... ..... . . .. .. . . ..... <··· ............... '" .................... ... ,, ............ .. .. : ............• : .........................................•.... : ..... : .•.....•..•.•. .•.....•..• : .• : .• : .• : .•. : .. ,.: ...•.• : ....•..•. : .. : .. : ....•....•.. : ... : •.......•. ·' ..•. : ..... : ....• , 

1 Provide recommendation for a common Business Intelligence/reporting platform 
. ' ' ; Provide business plan for standardize on single database environment 

I Facilitate annual Meeting of Minds/White Paper on ROMS industry for improving WHS Data 
! base administration functions Year 1 
i Complete SQL 2000 database to SQL 2005 migration 
, Support migration of PD2 database to Microsoft SQL Server from Sybase 

, Implement repeatable process and promote database code reuse 
........... , .... , ............................................. , ............... , ..... , ..... , ............................................................................................................................. "' ....................................................... ........ _. •.....••..... , ........................................................... ,., ..... , .......... , ...... , .... , ..•.. ,.,, ....... .................................................................. .. 
: . . . . . . . . . : 

f . . ~ lmplement fully functional .cross-domain enterprise level common reporting solution . . . . .. . 

.. .. .. .. 

i >Year 3 · ! Evaluate next version of Microsoft SQL Server Code Named "Katmi". Migrate SQL Server . 
1 . • !2005to Katmi , . ·· · 
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The Contractor wjll provide effective database design , testing; implementation and maintenance 
to respective domain systems. The Contractor will provide an integrated temn of database 
administrators and developers who will engineer flexible solutions to maximize resource usage 
and enhance responsiveness to domain user(s) requirements. The Contractor will perfonn 
Domain Database Administration Services in order to ensure each Domain Users and 
Stakeholders have uninterrupted access to databases via business applications. The contactor wi II 
work with Enterprise Database Team to resolve incident tickets, applying database service packs, 
and apply new code changes. 

The domain database administration team will ensure standardization and consolidation of data 
structures and databases as W HS further transitions to an Enterprise architecture. As this effort 
continues to unfold, the Contractor wiJI transition the domain database administrators to become 
part of the Enterprise Database Administration Team (EDAT), thus domain database expertise 
will be captured and not lost as the enterprise architecture takes hold and domain databases 
become a Jesser part of the WHS enterprise. · 

Requirements 

The Contractor will provide database solutions that ensure data integrity, enhanced performance, 
increased reliability, and a reduction of administrative costs by implementing database 
administration industry best practices and our CMM I compliant processes. 

2.14.Ll The contractor shall design the database environment to effectively utilize shared 
resources. 

2 .1 4.1.2 Maintain availability and integrity of databases across development, test, production, 
COOP and training environments. 

2.14.1.3 Develop and a document, structured approach and modeling techniques to determine 
current and forecast future online and off-line storage requirements. 

2.14.1.4 Develop and operate backup and recovery strategies in accordance with MES and Non­
MES specification. Ensure that storage, archiving, backup and recovery procedures are 
functioning correctly. 

2. 14.1.5 Jmplement a monitoring plan that can effectively identify database availability, 
optimize database performance, resource usage. and predict impending database 
problems. The monitoring plan will assist in ensuring the timely resolution of problems 
in accordance with application requirements. 

2.1 4.1 .6 Prov ide meaningful perforn1ance measures that can be used by developers and 
administrators to maximize database throughput. 

2.1 4.1.7 Assist with security accreditation of applications as it relates to database administration. 
Work with the security team to resolve identified vulnerabilities. 

2.14.1 .8 Provide technical support and advice to project leads and developers in effective use of 
stored procedures, triggers, optimizing schemes, troubleshooting database problems, 
exception processing needs and other data management issues. 
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2.14.1.9 Comply with Configuration Management (CM) policies as they relate to the database 
• 

environment. 

2.14.1.10 Participate in the WHS Software Development Life Cycle (SDLC), which inc.ludes 
areas of analysis, database design, testing, implementation and maintenance. 

2.14.1.1 1 Provide technical evaluations of applications to minimize data redundancy across the 
enterprise. 

2.14. 1. 1 2 Implement and enforce security policies as regulated by AR 25-2. Maintain IA VA 
compliance; meet suspense items in accordance with ACERT (Army Computer 
Emergency Response Team) and RCERT (Regional Computer Emergency Response 
Team). 

2.14.1.13 Develop and maintain database administration Standing Operating Procedures (SOP) 
and program documentation. 

2 .14.1 .14 Perform upgrades to Oracle, Sybase and SQL Server and supporting administrative 
tools to correct known bugs, implement new features} and correct security 
vulnerabilities. 

2.14.1.15 Maintain current of knowledge with respect to relevant, state-of-the-art Oracle, 
Sybase and SQL Server features and provide innovative solutions. 

2.14.1.16 Write and n1aintain scripts that support database operations and application 
requirements. 

2.14.1.17 Develop, schedule and coordinate project plans as they relate to database activities. 

2.14.1.18 Use effective written documentation and verbal presentations to convey technical 
solutions, problem analysis and project planning. 

2.14.1.19 Maintain data validity and jntegrity through data analysis, ad-hoc and recurring 
queries, quality control reports, and data modification. 

2.14.1 .20 Establish Database Center-of-Excellence to publish best practice documents, 
establish performance metrics, and Database Administration Standard Operating 
Procedures (SOP). 

Provide Database Design Support 

2.14.1.21 The Contractor w ill institute engineering standards for performing database design to 
achieving semantic consistency at the data element level for domain systems and across 
the enterprise. The Contractor will: 

• Establish centralized data repository using data model tools such as ER/Studio. 

• Prov ide data model service for designing new application and to incorporate project requests 

• Develop conceptual, logical and physical data models in accordance with lDEF lX 
standards. 

• Implement Enterprise database design standards for Oracle Sybase and SQL Server. 

• Database account management including user names, passwords, roles, and privileges 

• Provide database object access and auditing 
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• Perform error logging and analysis. 

• Conduct design reviews as an integral part of our CMMf processes to ensure database 
designs are optimal , and stored procedures and queries are efficiently coded to prevent 
unnecessary table scans that could jeopardize system performance. 

Provide Database Testing Suppor·t 

·rhe Contractor 'vill work closely with system administrators and developers to coordinate 
application and database testing in the Enterprise Test Environment before migrating to th<:~ 
production platform. The Contractor \viii: 

2 .14.1.22 Support Application developers in deve loping I debugging data base objects such as 
tables, views, triggers and stored procedures. 

2.14.1.23 Leverage TOAD, SQL Plus, SQL Analyzer tools to perform data base performance 
testing. 

2.14. 1 .24 Develop test plans to test database integration with the application, query results, 
stored procedures, and triggers. 

2.14.1.25 Provide DBA support in creating test database and to set up test environment. 

2 .14.1.26 Leverage Enterprise Testing Enviromnent framework and infrastructure. 

2.14.1.27 Create databases for testing, training, QA, production-like environment 

Provide Database Implementation 

2.14.1.28 The Contractor will coordinate the implementation of the database and application 
us ing the established CM and Release Management processes. 

2. I 4 .1.29 Provide Develop Backup and Recovery Plan (DBRP) in accordance with Best 
Practices published by Co E. 

2.14. 1.30 Review and implement the DBRP to provide an implementation map. 

Provide Database Maintenance 

2 .1 4.1 .31 The Contractor wiJl provide domain and enterprise support across development, test, 
production, production look-a-like, and training environments. The Contractor will: 

2. 14. 1.32 Apply Vendor patches and upgrades in a timely manner. 

2.14.1.33 Maintain Log Files. 

2.14.1.34 Support trouble tickets issues. 

2.14.1.35 Provide proactive monitoring using SQL Analyzer, SQL Profiler, Database Engine 
Tuning Advisor, Toad, Oracle performance Manager, Oracle Enterprise tv1anager. 

2 .14.1 .36 Provide Status Reports relat~d to Database performance I resolve performance issues 
for each Dotnain. 

2.14.1.37 Recommend SIRs to enhance the reliability, performance, capacity, and optimal use 
of database resources. 
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Provide Enterprise Support 

2.14.1.38 The Contractor must establish procedure for seamless coordination between Domain 
Database developers/DBA and Enterprise DBA(s). 

2. 14. l .39 The Contractor will support Enterprise team with SQL Server 2005 evaluation and 
rollout 

2.14.1.40 Perform COTS database upgrades including Maximo and Info Net 

2. 14.1.41 Prov ide Status Reports to Domain Users related to database performance I resolve 
perfonnance issues for each Domain. 

2.14.1.42 The Contractor will cJosely coordinate with other core teams inc luding Enterprise 
Database Administration, Configuration Management, Information Assurance (JA), and 
System Administration to provide optimal mission-support solutions within the 
established cost controls and compliance with WHS policy and procedures. 

2.15 Domain Web Administration Services [SOO 5.4] 

Background 

Domain web applications provide a mission essential function for WHS Domains. It is therefore 
vital to provide secure, stable and dependable Web Administration Services that ensure a robu~t 
and reliable computing environment for WHS users. Currently, each domain administers its own 
web applications without interaction or consultation with other domains. This method of 
administration does not leverage the ful.l depth of services available within all WHS domains. 
This approach leads to duplication of services and inefficient utilization of resources. Migration 
of Domain Web Administration Services from the Domains to the Enterprise level will relieve 
the Domains of the operational and maintenance tasks and allow them to focus on their core 
business functions to better server their customers. 

Scope 

Day 1 
Provide web administrative service£ to the domains as they exist. All web servers and 

1 applications shall be verified to be accordance with DISA security requirements. Develop a 
migration plan to move web services and web applications to the WHS Enterprise. 

-- ~- ---- ....... -.--- -- - -· ---- ··-- ___ , _____ _____, 
• 
I . 
I 

6 Months 

:--.- ---- .. -
Year 1 

A test environment will be established for web servers and web applications. A set of j 
standardized images wi ll be devised for each hardware platform and Internet server. Initiate a ! 
configuration and change management plan for web servers and web appl ications. Start ! 

• 
-migration all domain applications that are sti ll hosted at the domain level to the Enterprise. All i 

1 unsupported "stove pipe, applications will be analyzed and SIRs will be prepared to move ! 
! them to a more standardized configuration. ! 
• - -- - - - -4 - - . 

i Standardize web platform to liS 6 and latest Apache server version. ; 
------• 

> year 
3 

~ All stove piped, non standard, unsupported applications will be removed from the Enterprise 
. ; and replaced with a standardized up-to-date sofhvare configuration~ 
'---- ------ ------- ···-·- ~------- -----
Objective 

The contractor shaiJ provide responsive and reliable domain web administration services to 
ensure proper configuration and interface of domain web applications or sites being logically 
hosted by the Enterprise. The contractor shall ensure that domain web applications are managed, 

2-73 

• 



PERFORMANCE WORK STATEMENT 
27 A ugusL 2007 

lJQ0034-07-F-1206 

monitored secured, and maintained. The contractor shall incorporate enterpri se hardware and 
network requirements to domain web applications and/or webs ites to ensure a proper and 
functional design. The contractor shall provide domain operations and maintenance to ensure 
web services are running and available. Develop, maintain and update configuration and 
installation procedures of web appl ications and/or websites. Institute DJSA required secutity 
changes; test, evaluate, and document changes to the web applications/websites in coordination 
with the Enterpri se team, and ensure that applicatjons/websites are functional. The contractor 
will provide a centralized web administration and m aintenance team that is able to support the 
individual web application and site hosting requirements of each doma in as well as the 
Enterprise. 

Requirements 

Provide responsive and reHable domain web administration services. 

2.15. 1 .1 The Contractor will ensure successful vveb adm inistration by \¥Orking \Vith application 
teams to design a system that integrates with domain and enterprise services 
consistently, can be supported and maintained by the Enterpri se web application support 
team. 

2.15.1.2 The Contractor will identify and tnanage domain websites, associated applications, and 
other supporting software to ensure compliance with existing WHS policies. 

2.15.1.3 Manage nevv applications from initial development to end of life by working in unison 
with application development teams to foster development of systems that utilize 
existing architecture and resources and perform in harmony with existing and proposed 
WHS network and systems design considerations. 

2.15. 1.4 Apply consistent configuration management, change management, and ongoing 
application support w ith the Enterprise Services Support Center for WHS hosted sites 
and applications. 

2.15. 1.5 Provide each domain web application with a primary subject matter expert (SME) and 
at least one person with detailed knowledge as a backup, as to ensure qual rfied 
application support is always readily avai lab le. 

2.1 5.1.6 The SME wi ll be accessible to the development team during application development, 
integration testing, quality assurance testing, and production deployment. 

2.15.1 . 7 Perform all ongoing systems support and .maintenance activities for all Enterprise and 
Domain web applications. 

2.15.1.8 The contractor shall proactively monitor system and server resource logs and web 
application service status to identify potential problems and to prevent incidents from 

• occurnng. 

2 .1 5.1 .9 The contractor shall utilize metrics including but not limited to drive space, memory 
usage, CPU uti lization, server th reads performance, and web application responsiveness 
to ensure optimum performance for all hosted sites and applications. 

2.15. L 10 Contractor will also utilize customer focused services including polls, surveys, and 
open email to measure our effectiveness in administering these key systems. These key 



• 
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performance indicators will be rev iewed by WHS Compliance and Quality Contro l 
teams to ensure an optimal web management service leveL 

2.15.1.11 The Contractor will m aintain s ite integrity and security by ensuring that appropriate 
security measures are taken to protect and safeguard WHS s ites from external or 
interna l unauthorized jntrusion or attack in coordination w ith WHS lA Program. 

2 .1 5.1.12 The.Contractor shall ensure the Domain and Enterprise web support teams 
coordinate web management services. To do this the contractor shaH ensure the 
registration of a11 supported web sites and web applications in the Remedy CMDB. 

2.15.1 .13 The Contractor will support resources responsible for hardware-tier. 

2.15.1.14 The Contractor will support resources responsible for the OS-tier. 

2 .1 5.1.1 5 The Contractor shaH support vendor and/or application level management of 
software. Coordination between various web suppm1 teams is v ital to ensure 
applications receive a justified level of management. 

2.15.1.16 The Contractor shall be responsible for provisioning web sites and servers both in 
train ing and production. All relevant OS patches will be appli ed and tested initially in 
the Enterprise Test Environment depending on their critical ity. Critical patches (ones 
that otherwise would leave an obvious hole that an attacker could use to compromise of 
systems to acquire unauthorized privileges) may be applied to production immediately 
upon approval from WI--TS. 

• 

2.15 .1.17 The Contractor shall provide periodic testing to production and test systems to 
validate that web s ites and systems that host them are secure, and to serve as a quality 
assurance tool to be uti I ized to measure the effectiveness of the team to keep systems 
and patches up to date. 

2.15.1 .18 The Contractor w ill provide support for existing web s ites and applications on 
existing hardware. Additionally , the contractor will migrate a ll sites to new Virtua l 
servers, leveragi ng the Virtual Server environment and High Availabili ty services 
already present in the WHS production environment. 

2.15.1.19 The Contractor will ensure availability of both clustering and fail over services for 
web s ites to ensure appl ication availability and proper capacity planning work with 
domain through Domain and Enterprise administrators and engineers. 

2.15.1.20 The Contractor sha ll be responsible for working with Doma in resources to ensure 
databases serving websites, file-stores and data repositories are appropriately managed 
ensuring proper functionality and avai lability of web-enabled information. 

2.16 Domain User Support Services for eBusiness Systems fSOO 5.1] 

Background 

Currently, WHS TTMD is responsible for supporting domain e-Business systems. Support has 
been provided by various contractors and groups. Activities in this area have not been centrally 
managed via the Enterprise Services Support Center (ESSC). Under WITS, Operational and 
Maintenance support shall move to a central management model to ensure standard processes 
and procedures are followed and users are provided a consistently high level of service. 
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Centralization of this activity will ensure performance data is available for analysis to detennine 
opportunities for improvements. 

Scope 

Day 1 
Provide high-quality support for domain applications including account management and 
resolving customer calls at Tier J and Tier TI Levels. Ensure ~Lsers receive appropriate training 
for Domain eBusiness Applications r 

. . 
:··" · · · · · · · · ··· ·· · · · · ··· ············· · ·---....... . .. , ....... . . .. ",, •• , . ... .. . ... ...... , ... , . .. .... . . ... .. .... .. . ..... ..... t .. ··¥- , ................... .... ... ......... , •• , , • .,,..,... •• •• •• .. ...... - .. ,--.. - -""·--·- - · · · · ·· · - · .. " " ' " ' "" ...... .. " .......... ,, _______ , .............. """' .. . ..... ... . ............. . ... ... ....................................... .. . . ..... . . ..... ... i 

: i Continue to refine procedures and ensure full integration between application support staff and l 
6 months 1 

i -·-· 1 the E~t~~ise SuJ?.po_r:.,~~~!~s Center (E~?C) .. . . -·· ; 
' ! Analyze performance measures to identify problems and efficient ways to streamline and 
· Year 1 · improve processes for user support services for eBusiness Systems. Continuous improvement 
: :of business line applications to increase effi.ciency and productiv.ity for domain users reduci.ng 1 

: ; the need for Domain Support Services l 
~- --- , - - .. -- . - I 

! Move towards centralized Portfolio Management of all WHS business line applications ! 
l possibly supported by the ESSC. Domain eBusiness systems will produce measurable ; >Year 3 
1 perfonnance metrics that may correlate with NSPS performance metrics. . 

-··-·-·--..!.-...---- -~--··- ·-----·--------- --------'' 
___ .,. 

Objective 

Objectives of this tasking area include: 

• Ensuring domain user support services are provided for cBus[ness systems to support the end 
users in meeting their WHS mission. 

• Achieving cost savings through economies and scale and efficiencies resulting from 
centralized and standardized processes for application account management and. user 

• • 
trammg. 

• Providing for reliable Tier two/three service via the ESSC. 
• Ensuring complete and thorough documentation of processes. 
• Providing for reliable and effective training. 
• Ensuring performance measurements are established for performance management analysis, 

trending, and BPR 

Requirements 

2.16.1 User Management and Support [SOO 5.1.1] 

Provide domain application account management and coordination with Enterprise Call 
Center ~nd Enterprise Services Support staff and complete resolution of Levef..:2/3 tasks. 

2.16.1 . 1 The contractor shall provide accurate and reliable application account management and 
incident support for applications including, but not limited to: SIDCCS, SACCP, 
FOIAXpress, CCS, e562, SEAPS, SESTitles, JOA, EBIS, DCPDS, RESUMTX, ITS, 
EDMS and SF474. 

2.16.1 .2 The contractor shaH effectively manage: 

2.16.1.3 Account creation, management and termination 

2.16.1.4 Training enrollment and attendance 

2. I 6.1.5 On-going trouble-ticket based support 
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2.16.1 .6 The contractor shall address the needs of domain application account management by 
processing requests using the Remedy CRM tool in response to account requests from 
the WHS Domain POCs. The contractor shall document a) I standard operating 
procedures (SOPs) and ensure they are placed under configuration control. 

2.16.1.7 The contractor shall develop standard operating procedures to include the following 
steps: 

• The WHS Domain POC shall contact the ESSC to initiate a new account. 

• The ESSC analyst shall open a ticket for an account. 

• Upon completing the ticket, the change request shall be forwarded to the appropriate 
application personnel for processing. 

• When approved, the ticket shall be re-assigned to ESS for account creation. Once the account 
has been created the requesting POC shall receive an email of account completion and shall 
notify the customer via email. 

• Upon assignment to Tier 2/3, the contractor shall ensure an email is automatically sent to the 
Tier 2/3 analysts, notifying them of an open issue to resolve. The Tier 2/3 analysts shall 
begin their assessment of the ticket and assist the customer in reaching a fmal resolution. 

2.1 6.1.8 The contractor shall ensure all resolutions provided by the Tier 2/3 analysts are 
documented completely in the Remedy. 

• 

2.16.1. 9 The contractor shall use the data to drive statistical analysis and trending to determine 
training needs and documentation needs (e.g., development of an SOP). The contractor 
shall use the data for cross-training . 

• 

2. 16.1. 10 The contractor shall develop and implement a method for monitoring and reporting 
on the coordination of tickets escalated bet\veen tiers. The contractor shall run Remedy 
aging reports daily to monitor alI open tickets, who they are assigned to, how long they 
have been assigned and what their status is. The contractor shall analyze this data to 
ensure that no tickets are overlooked by their respective tier support analysts and that 
every ticket is resolved in a timely fashion. Jn addition, the contractor shaJl nm SLA 
reports to measure the success of incident resolutions against negotiated service level 
agreements. 

2.16.1 . 1 1 The contractor shall set up escalation notifications to notify support managers when 
an escalated ticket is approaching its service level. The Contractor shall ensure 
resolution notifications are sent to the end user and the Enterprise Call Center 
management team. The contractor shall analyze the measures in timeliness and 
customer satisfaction to determine trends and problems and shall develop solutions to 
address root cause problems. 

2. t 6.1.12 The contractor shall review resolved incidents that were escalated to another tier. 
The contractor shall document the troubleshooting steps into the stand~rd knowledge 
management form and upload them into Enterprise Call Center knowledgebase. When 
new items are entered into the knowledgebase, the contractor shall ensure aiJ tiers are 
notified that a new solution has been entered into the knowledgebase. Contractor shall 
ensure Tier One analysts use the newly added knowledgebase entry . 

• 
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Develop and perform training for WHS eBusiness systems to ensure users are competent 
and successful in using the applications that support their daily operations. Tailor the 
training to efficientlv meet specific user needs. 

2.16.2.1 The contractor shall use industry best pract1ces to provide flexible and cost-effective 
training for Wl-IS eBusiness systems. The contractor shall develop and implement 
training solutions tailored to meet the needs of each customer, project, and application. 
The contractor shall develop online training; desk-side training, and small collaborative 
sessions; or formal training, as required. The contractor shall leverage industry partners, 
e.g., Microsoft, as appropriate. 

2.16.2.2 The contractor shall develop training for a new application that shall include full 
operation and functionality of the application. The contractor shall develop training 
solutions for scenarios that include, but are not limited to: 

2.16.2.3 A new eBusiness application is developed for a user. 

2.162.4 An existing eBusiness appJication undergoes a major upgrade. 

2.16.2.5 A new directorate or fi eld agency is introduced into an existing eBusiness application. 

2.16.2.6 The contractor shall provide refresher training course as required to keep personnel 
operating efficiently. 

2.16.2.7 The contractor shall perform a thorough review of Remedy Incidents reported through 
the Enterprise Call Center to identify trends indicating skills gaps in using WHS 
applications and eBusiness tools. The contractor shall al so ·work domain support staffs 
and application developers or vendors to identify training requirements for WHS end 
users. 

2.16.2.8 The contractor shall create training curricula and materials in response to an assessed 
need. The contractor shall determine the best type of training to fit the requirement, 
such as traditional classroom (instructor led training), online computer based training, 
and desk s ide training. The contractor shall ensure all training courses and online media 
are available through the WHS ESSC Service Catalog. 

2.17 Domain Systems Analysis Services [SOO 5.6, A002 J 
Background 

The WHS domain systems analysis services requirement will trans·ition over time to the 
enterprise level. Currently a number of systems operate at the domain level. Domain systems 
analysis services will continue to require coordination at several levels within the WHS, 
including the enterprise systems analys is team, to continue to provide the expected level of 
support that WHS has become accustomed to over the past several years. The extent of the 
domain systems analysis services interconnects several domain and enterprise levels. These 
services can have an effect on a s ingle user or an entire domain, depending on the requirement. 
The current domain system analysis process will require improvements. Incorporation of 
practices such as SEI CMMJ and Lean Six Sigma and will further shape and define these 

• 
services. 
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: Init iate a comprehensive analysis of domain support services under WHS Enterprise to 
• determine requirements for domain systems, capabilities and business processes and begin to 
develop processes to transition support services to the Enterprise. The goal will be to set up a 

. unified portfolio management method of delivering e-business systems to the domains. AU 
new support requirements will become the responsibility of WHS Enterprise support. 

I 
• 

i---· - ..... ···---·~ 
______ ... ___ -

···--····--------: 
' . = Provide comprehensive analytical support for requ irements analysis for new and existing 

6 months 
' domain systems to ensure system availability, cont inuity, and rel iability. Make 

I 
recommendations for new technologies and capabilities that will enhance operationa1 
efficiencies and coordinat ion between domains and enterprise support teams. ~ 

- -------·- .. - -- .. -·- - ---- -1 

\'ear 1 
Implement SIRs to eliminate d uplication, increase organizational efficiency, increase customer ~ 

. satisfaction and capitalize on industry best practices. I 
1--------t-----·-·- - -.- ·- - . ··- - -~ -- .. --- ····----------.J 
i : All domain support services wi ll be transitioned to the Enterprise and will no longer be 
I 

I > Year 
3 

: required at the domain level. A portfolio management system will be employed to provide 
! i domain system support. Jhis will permit domain managers to focus on thei r mission of 

l
l i providing services devoted to improving their business line. - - ..... ___ - --- -···--···-···· .. ··--··---·· _____________ , 
Objective 

The primary objective is to ensure comprehensive analytical support services are conducted to 
determjne requirements for new and existing domain systems, capabilities and business 
processes as they continue to trans ition to the enterprise level. The long-tenn objective is to have 
this support transitioned to the enterprise level. To reach that goal, the Contractor must continue 
to implement and maintain processes for proactively researching, identifying and advocating for 
new technologies and capabilities that will eliminate duplication, increasing organizational 
efficiency , enhancing overall customer satisfaction and exploiting industry best practices. The 
Contractor will function as component of the proposed Technology Governance Counsel to 
propose and evaluate System Improvement Recommendations (SIRs) for new technology 
initiatives. 

Requirements 

Provide comprehensive analytical support to determine requirements for new and existing 
domain svstems, capabilities and business processes. 

2. 17. 1. 1 The Contractor shall prov.ide resources to continue supporting the domains at the 
service levels they are accustomed to. 

2. 17. L2 The Contractor shall evaluate and determine how the needs of a particular 
Directorate/Domain influence WHS and its strategic direct ion and identify ex isting 
systems and/or develop new solutions to meet those strategic goals . 

2.17. 1.3 The Contractor shall conduct an analysis of each domain under WHS. The ana lysis will 
identify the service level support required by each domain. 

2. L 7.1.4 The contractor shall review c urrent domain policies and systems and identify 
requirements for new systems or enhancements to current systems to support the 
domains needs. 
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2.17.1.5 The contractor shall conduct a feasibility study to address fulfilJment of the newly 
identified requirements and present WHS with options to meet those re{]uirements. 

2.17 .1.6 The contractor shall conduct analysis of domain systems to identify redundancies and 
make recommendations for system repurposing to meet new requirements. 

2.17 .1.7 Contractor shall develop, maintain and deliver systems analysis documentation to 
include: 

• I nfonnal issues lists 

• Change requests 

• Meeting minutes 

• Agendas 

• Requirements analysis documents 

• System documentation as necessary to meet any CMMI and contractual requirements. 

Implement and maintain processes for proactivelv researching, identifying and 
recommending new technologies and capabilities that will eliminate duplication, increase 
organizational efficiency, increase customer satisfaction and capitalize on industry best 
practices. 

2.17. 1 .8 The contractor shall develop System lmprovement Recommendations (Sl Rs) that will 
focus on transitioning the existing domain support services to Enterprise support 
services. SIRs shall contain background, study constraints, analysis, beriefits, .risk 
assessments, findings, associated cost estimates, COOP test plan and result~, and 
conclusions . 

. 
2.17 .1 . 9 Contractor sha11 store SIRs jn a central repository. The contractor sha1 I track and 

analyze SIRs to determine the best approach for the organization and formally submit 
the SIR to WHS for review. 

2.17 .1.1 0 The contractor shall analyze the technical reasonableness of an existing or proposed 
new solution. · ~ 

2.17.1.11 The contractor shall evaluate COTS products to determine su itability for meeting the 
defined SIRs and provide COTS eva! uation documentation to determine whether WHS 
should "BuHd it ... Buy it ... or Subscribe to it." 

2 .1 7 .1.12 The contractor shall conduct impact analysis reviews on organizational changes 
required to accommodate the proposed system. The Contractor shall ensure the 
proposed system will solve the domain problem and provide better opportunities for the 
domain. 

2.17.1.13 The contractor shall use the Enterprise Test Environment to test and evaluate the 
new and/or modified systems before production. The evaluation shall incorporate the 
user expectancy and cultural response regarding the new system. 

2.17 .1.14 The contractor shall complete a risk analysis to identify the vulnerabilities and the 
cost of mitigating the risk. 
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2.17.1.15 The contractor shall ensure any new or augmented solution passes all related Fe-deral 
or contractual obljgations. The Contractor shall ensure there are no violations with the 
new solution based on any preexisting MOUs, MOAs and/or any government 
regulations. 

2.18 Systems Analysis Support [SOO 4.3, A002] 

Background 

vVHS requires a contractor to examine current deployed technology and applications, 
recommend new procedures, and promote cultural change throughout the organization. This shall 
be done without disruption to service or service levels. The systems analysis function tnust be 
data and user driven and must result in improved performance, eliminate dup1ication of resources 
and improve the functionality ofWHS eBusiness systems. 

Scope 

Day 1 

The contractor shall begin a comprehensive analysis ofWHS Enterprise and domains to 
de.tem1ine requirements for modernization of ex..isting enterprise systems. capabilities and 

1 business processes. The goal v,rilJ be to set up a portfolio method of de livering eBusiness 
I systems , 

... --·· ''' -. ··t··- ·························· --- ... ·- .. - - ···- ···············- .. ·- . ....................... . .... --- ' .................. ' ···-··.,.····················-······--··? ••. - .. ~ .... . ...... ~.: 

I Begin providing System rmprovement Recommendations (SlRs) for technology l . 
• 6Months 

' : 
~ modernization initiatives. (CDRL A002) based on industry best practices and DoD and WHS i ' I . . . . . 

! policies. ! 
:·-···- -................. _____ _ - -+_..,......,,. .. "'" ' •• - ·-----"'" ...,. ......... .,.,..,,. __ "" __ 0•--•" - o o - "'' '' ' ' ' '"""""'"'""' ~-··-----•-••·•-- '""''••• •-··~-··-••--•••--·--w"'" 

' ' ' 
' Year I 

j Begin implementing SlRS to eliminate duplication, increase organizational efficiency; 
• 
' 
' 

1 increase customer satisfaction and capitalize on industry best practices . 
- - ·········-·· .. - ----·-··- _______ ,.._ - ·-----·····--- . . -- .. 

Leverage implementation of311iCRM/lnfoStat and analyze data on customer feedback, 

> Year3 I sys_te~s perfo~ance and systems ~nctionaJity .. Impleme~t busine_ss ~rocess re-e~gineering 

1 actt'\'ltles that wtll ensure WHS realizes value dnven serv1ce from tts mvestments m 
l3lli1nfostat. 

. . - ----·=--------·---------- ----------------------------- __ _..; 

Objectives 

The scope of this area provides for a systems analysis team that will review all current WHS 
enterprise systetns, enterprise support process and enterprise support business practices. The 
results of the analysis will be used to present System Improvement Recon1mendations (STRs) to 
WHS. Recommended systems will assist \VHS customers in more effectively achieving their 
goals and missi<5n . 

.Requirements 

Provi<;le analytical support to detennine new requirements for existing enterprise systems, 
capabiHties and business processes 

2.18.1.1 The Contractor shall conduct reviews with domain managerss IT managers and other 
WHS key personnel to identify existing systems currently deployed. 

2.18.1.2 The Contractor shall assess performance of enterprise systems, capabilities and business 
processes and define areas for improvement. 

2.18.1.3 The Contractor shall evaluate ne'v customer requirements and analyze the impact and 
feasibility of satisfying requirements through various so lutions such as purchase 
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solutions and support internaHy (COTS), build so lutions and support from scratch 
(GOTS), or assist in procurement of support and services from a third party 
(SUBSCRIBE). 

2.18.1.4 The Contractor shall eliminate system redundancies across the WHS Enterprise and 
identify systems that can be repurposed to satisfy new requirements, thus resulting in 
cost efficiencies and organizational improvements. 

2.18.1.5 The Contractor shall implement a comprehensive structured enterprise systems analysis 
approach and methodology to research, identify, plan, design, and implement 
improven1ents to the WHS enterprise to meet both current and future WI-IS business 
requirernents based on industry standards and DoD policy, protocols and procedures. 

2. 18.1 .6 The Contractor shall create metrics to assess organ izational efficiency and measure, 
monitor, and report metrics on organizational efficiency. 

2.18.1. 7 The Contractor shall set up and manage the activit ies of the WITS Governance Counsel, 
which wi ll include domain managers, JT managers and other WHS key personnel 
responsible for the review and approval of all solutions to be implemented by the 
Contractor. 

2.18.1.8 The Contractor shall set up and manage the activities of the Enterprise Architecture 
Review Board, which will work with the WITS Governance Counsel and contractor 
Enterprise Systems Analysis team to determine how to implement technical solutions. 

Implement and maintain processes for proactively researching, identifying and 
recon1mending new technologies and capabilities that will eliminate duplication, increase 
organizational efficiencies, customer satisfaction and capitalize on industry best practices. 

2.18.1.9 The Contractor shall create standard processes for researching and identi fying emerging 
technologies that will help WHS better meet is goals and accompl ish its mission. 

2. 18.1 . J 0 The Contractor sha ll make fonnal recommendations to WHS to procure new 
technologies that will ass ist WHS in eliminating duplication, increasing organizational 
efficiencies and customer satisfaction as well as capitalize on industry best practices. 

2.1 8.1 .11 The Contractor shall proactively determine realistic technologies for implementation 
into the WHS environment via: 

• Conducting research through alliances vvith major technology man ufacturers, trade shows, 
symposiums, seminars, and consulting with major standards organizations to determine 
industry trends on leading edge or new technologies 

• Assessing cost feasibility, impact on existing enterprise components, affect on user 
communities, fit within existing standards, return of investment, overalllifecycle of the 
technology, and demonstrated effect on efficiency 

2.18.1.12 Promoting the use of CMMI and metrics-driven application management and 
improvement to ensure the continued and improved reliability and functionality of 
applications in the enterprise and across all WHS doma ins. 

2.18.1. I 3 Working with WHS to identify short-, mid-~ and long-term enterprise requirements 
in relation to current strateg ic business goals, objectives, and initiatives to effectively 
determine and develop SIRs. 
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2 .1 8.1. 14 Conducting review sessions w ith W1TS Governance Counsel to access organization 
efficiency and performance and define areas of improvements based on agreed upon 

-metncs. 

2. 18.1.15 Measuring and periodically reviewing the statistics and performance data from 
enterprise and domain systems and create SIRs to optimize WHS systems and 
applications. 

2.18.1.1 6 Discovering and proposing SIRs from research of new technical solutions to industry 
problems that can be applied to optimize WHS business processes through the use of 
collaboration of domain knowledge and industry research avenues (distr ibution lists, 
trade shows, etc.) . 

2. 18.1. 17 Leveraging 3 11 /CRM/JnfoStat to analyze data on customer feedback , systems 
performance and systems functiona li ty and implement business process re-eng ineering 
activities. 

2.19 Performance Management (SOO 7.1] 

Background 

WHS intends to implement a performance management program to ensure process 
improvements across lTMD and WHS mission support activities. WI-IS requires contractor 
suppot1 to provide recommendations that address innovative solutions to meet customer needs 
and desires, and increase value to across WHS mission activities. This w ill require a Business 
Process Re-engineering (BPR) team focused on implementing Lean Thinking and Six Sigma 
1nethodologies and principles. 

Scope 
I < • • 

Trl\IEFRUIE · '}:. · ;;: . .• : .. : :. · :: .· . · · ·. Fu~C1:i0.:{}':; :. . . . · . · _·· 

Day I Develop a baseline of performance metrics and SLA data for WHS ITMD. 
- ---=-----,.:------ -- - - -· 

. Conduct statistical analysis and trend ing ofWHS ITMD dara and identify candidate projects 
:for Lean Six /BPR improvements. 

6 months 
. - - ---

Implement improvements identified. Refine process and performance metrics and begin Year! 
measurement against new. . 

I -- ------
> Year 3 

~ lmplernent the 3 11/CRM/InfoStat program and associated performance measurement and BPR : 
: program across WHS l 

_.._ ---··--·· - - ··--- ···-" - ·- ···- ..... ~ ·-. .. .. ...... -
Objective 

Use perfonnance data directed by the BPR process to continue to improve the processes and 
minimize work or effort that produces results that are not needed . 1mplement a rigorous 
3 11 /CRM/InfoStat program across WHS. It w ill be tightly controlled with a data-driven 
performance measurement and management system, business process re-engineering, and 
development of service agreements to monitor and improve the performance of WHS 
Directorates and ensure they are able to accomplish their stated missions. 

Requirements 

2.19.1 Statistica] M etrics 
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2.19.1.1 Contractor shall develop and implement a short-term (TTMD focused) and long-term 
(WHS focused) statistical metrics program that is: 

2.19.1.2 Customer-Centered: Positions WHS on customer satisfaction 

2.19. I .3 Value-Focused: Minimize waste, then maximize the value for WHS 

2.19.1.4 Process-Oriented: Define, create and recommend a system of reliable processes to get 
realistic results for WHS 

2.19.1.5 Knowledge-Driven: Base analyses and decisions on relevant, accurate knowledge 

2.19.1.6 Improvement-Minded: Create a mindset of continuous improvement 

2.19.1.7 The Contractor shall develop and implement performance metrics and data co11ection 
mechanisms and develop baseline to characterize ITMD (short-term) and WHS (long­
term) support. 

2.19.1.8 The Contractor shall provide ad hoc reports to ITMD and WHS (CDRL A012) on 
statistics, performance metrics, analytical reports, performance improvements, and 
status. 

2.19.1.9 The Contractor shall develop and implement Statistical Analysis and BPR groups, using 
Lean Six Sigma methodology to: 

• . Support re-engineering ofWHS lTMD business processes (short-term). 

• Support re-engineering of WI-IS business processes, via 311 /CRM/InfoStat initiative (long-
term). .. 

2.19 .1.1 0 The Contractor shall develop ROI baselines for service provision by WI-IS ITMD 
and WHS. 

2.19.1.11 The Contractor shall support implementation of the WHS CRM system, including 
conducting a feasibility study and concept of operations document for Maximo/Remedy 
integration. 

2.19.2 Trend Analysis 

2.19.2.1 Contractor shall perform analyses on collected and reported measures and shall 

• Identify trends and variation in the process. 

• Identify anomalies in performance, which falls below or exceeds the SLA or performance 
metric. 

• Identify candidates for Lean Six Kaizen Event/actionable item to determine the root cause. 

2.19.2.2 The Contractor shall conduct reviews with WHS management to review and audit trend 
analysis activities. 

2.19.2.3 The Contractor shall identify and prioritize opportunities and develop a formal charter 
for the event, using Value Stream Analysis to develop a "Plan of Action". 

• The Contractor shall identify business and process measures based ITMD or WHS project 
goals, customer requirements and satisfaction. 

• The Contractor shall identify and prioritize process improvement opportunities. 
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• The Contractor shall break problems into manageable pieces and identify pieces that can be 
controlled and changed in priority. 

• The Contractor shall identify team members, roles and responsibilities, tools, and evaluation 
• • cntena. 

2.19.2.4 The Contractor shall document the ''as is'' process and identify the value, time and cost 
of each lTMD or WHS process step. 

• The Contractor shall identify metrics that exist in the current state. 

• The Contractor shall determine the baseline performance. 

2.19.2.5 The Contractor shall identify the sources of waste/variability in the ITMD or WHS 
process. 

• The Contractor shall develop practical solutions and an implementation plan address the root 
causes of waste and produce the desired outcome. 

2.19.2.6 The Contractor shall follovv the action plan to solve a problem or improve an ITMD or 
WHS process. Assess the results of the change. Consider how & where to pilot the 
changes. Prioritize pilots for training and rollout to the WHS community. 

2.19.2.7 The Contractor shall sustain improvement gains, select on-going measures to monitor 
process performance, prepare all essential documentation of the revised process · 
including key procedures and process maps, and ensure results are captured .and 
reported. 

2.19.2.8 The Contractor shall evaluate and report on quality of provision ofiTMD and WHS 
core mission functions . 

2.19 .2.9 The Contractor shall update and modify performance tneasures, metrics and standards 
to align with lTMD and WHS strategic plans and objectives. 

• 

2.19.3 Program Revie'v 

2.19.3.1 The contractor shall implement a Program Review methodology that collects data, 
information, trends, and performance indicators for ITMD (short term) and every 1evel 
ofWHS (long term) . The Contractor shall effect change at every level of the 
organization, including: 

• Executive Level (WHS Leadership Council)- Vision Setting/Organization 

• Directorate - Strategic Direction 

• Division - Management 

• "Sub Division" and Domain -Detailed 
• 

2.19.3.2 The contractor shaH create a performance management process framework that will 

• Collect accurate and timely data 

• Analyze data, metrics, and trends 

• Prepare and conduct perfotmance management meetings 

• Follow-up on action plans 
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• Repeat the process and tneasure customer satisfaction 

• Hold regularly scheduled meetings: weekly program status meetings, weekly service area 
meetings with IT POC's, monthly status meetings, quarterly program reviews, and periodic 
technical exchanges. 

• Develop metrics dashboard that wi 11 provide a continuously updated view of key 
performance metrics across the program. 

2.19.3.3 The contractor shall develop, imple1nent, and conduct a Program Manage1nent Review 
(PMR) after the first 30 days. ofth~ contract and subsequently, the first Wednesday of 
each month thereafter (CDRL A013). 

2.19.3.4 The Contractor shall regularly audit the measurement system and analysis methodology 
to ensure it is providing the information required to drive the.InfoStat program. 

2.19.4 Internal Controls/Management Control Program 

2.19.4.1 The contractor shall build and practice efficient business processes and implement best 
practices to meet ITMD (short-term) and WHS (long-term) requirements. 

2.19.4.2 The contractor shall use quality processes that are recommended by external certifying 
authorities and determined to meet the highest industry standards - ISO 9000-2001, SEI 
CMMI Level 3, Lean Thinking and Six Sigma. 

2.19.4.3 The contractor shall ensure the quality approach is supported by a system of 
surveillance activities, e.g., audits and inspections. 

2.19.4.4 The contractor shall develop a quality manual that outlines the Quality Management 
(QM) procedures that will cover the entire project life cycle. 

• The Contractor shall detail requirements for project planning, risk management, project 
1nonitoring and control, recruitJnent and training activities. 

• The Contractor shall address service process: Configuration Management (CM); Issue and 
Probletn Management; Change Management; Release Management and Availability; 
Capacity Management; and Performance and Service Level Management. 

• The Contractor shall develop and incorporate a WHS Qual.ity Assurance Surveillance Plan 
(QASP). 

• The Contractor shall develop escalation and corrective action plans. 

• The Contractor shall develop and implement contractor staff training to include: QA 
orientation at project start-up, operating procedures for the contract, and QA refresh. 

2.20 Hours & Days of Operation 

Enterprise User Support Services 4.1 0600-1800 Hours Monday-Friday 
On Call as Needed Sun -Saturd 

' ' ..• . .,. , .. _., .. , .......... , .. , .. ,> ... ., ............ , .J,_. ... ..... _. . . . ,w•· ··•·.•·-······--·~··•·· ··· ·····•w ···· · ···K ............ _._. ... , ... _.._. ... ., ... ,., ... _. ...•.. ww•···"•···•···•·! 

2300 Hoi1rs , . . . 

2300-0600 Hours On Call . · 
Enterprise Service Support Center (Call 
Center) ... 

4.1.1 

On Call as Needed 
• 

Monday-Friday 
Monday-Ft'iday 

& Sun 

2-86 



HQ0034-07-F-1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

· Forward Deployed Support 0600-0800 Hours ; Monday-Friday 
. ..... ., . .. . ., . ... . . ... . .. . . ..... . . ..... .. .... . ... ... On Call as Needed (24x7) i Sunday-Saturday · ......................................... ,. ...................................................... " ,, .. ",, ...... " .. " .... "·""" .. ................ , , ....... ..... .................................................. . 

4.1.2 0700-1700 Hours ~ Monday-Friday 

:·· · .............................................. , ............. ,., .................................. ,., ........ , .............. , .............. ,.o .. :: .. ~n.:: . Call as Needed (24x7) ~ Sunday-Saturday 
Enterprise Systerp Administration . . . . . 4.2.1 ... o6o0~18'oo'l-I~~t~ . ·: · .. 'TiVi~~d~y~F~id~y ... . i 

Training 

1800-0600 Hours On Call 1 Monday-Friday ·.,·, 
On Call as Ne~ded · Sat & Sun 

Enterprise Systems Hosting 4.2.2 0600-1800 Hours ~ Monday-Friday ; 
1800-0600 Hours On Call ! Monday-friday ~ 

On Call as Needed (24x2) ~ Sat & Sun 1 )· . . .................................................. :·······....................................................... + ........................................ .. .......... " ........................ .................... "" ....... """"'"" ................................................................................................................................................. ~ 
E;nterprise Engineering Services 4.2.3 0800-1700 Hours . ·.. lMonday-Friday .. . ·1 

.. .... .. . .... . . . . . . ... .. . .. ........................... , ...... · . . . Call as Needed (24x7) • ~ Sunday:.Saturday . l . . . . . · · 4~·2".4 · .. o8oO~i7oOT-fo~r~s........ ........ .................................. t"M~~d~y·~i?~id~y .............. .... ....... . ] 
On Call as Needed (24x7) ~Sunday-Saturday l 

.,,..,,..,, .,.,,.,. .. , ,. .. .,,..-., .... Mh•MMMh',MM-> >•••• • •••-MM>'> _ __ ,,._ .... ,., .. ,",_._" ''"" _ _ _. ,.,, .,,,.,,;,,,, - .... .,.,.,.,,.,,..,.,.,.,,, •+•• • • •• • •• ·-•~ • ''" >• -.-'" ' "f" " ' '"""~-no-, .,., "'' "'"'~': ' ' H ' •• , , *' · - - • ' ! " ' , ,,.,,,,,, , , " "'"'"" " ' " '" , ~· , .,, , , ,.,._,,,,, ,,, , , , , , , , _,,, , ,, , , , , , ., , , '" ' "" , ,,,, , ,,1 

Systems/Services Monitoring and · · 4.2.5 · : 0600-1800 Hours · . . · · · [Monday-Friday ~ 

.Maintenance . . · 1800-0600 Hours On Call · · · i Monday:.fdday ! 
! ........ : ........ : ..................................................................................... · .. · ................................................................. ·j ........ : ......................... : ... ... :· ...... L.o.:::: .. ~n.~ .... c.all as Needed (24x2) . . . i Sat & Sun . . . : 
· Enterprise Database Administration · 4.2.6 0600~'i7oo.Ho~;s· · · · · T.M:~~d~y~F~id~y · · · ~ 

Enterprise Test Environment 

Services On Call as Needed ~ Sun i 
Systems Analysis Support 4.3 · 0800-1700 Hours Monday- nday 

Ori Call as . . Sun 

Disaster Recovery 4.4 Available to do ·-7x24X365 Sunday-Saturday 
'················· .. ············ ,· · .. ················,· , ...... ...... ,. , ... , .............. , ...... , .. , ..... + : · · ············ .. ·· ··1·········· ~---· '' ' ' . "" .. ................... ..... ... .. .. ., ..... .... ........ "" .. ............. " ' " ' " ' " . . . . . 

4.5 (all) · 0600-1800 Hours Monday-Friday 
. On 1 as Needed Sun "'"-.:na.u• 

Asset Management 
.. .... .................... ............ " ' ' ' " ' ' " " " ............... .. .. " '" .. " " ' ' " " "• " " ' ...... .. .. ........ ..... ,, ,, .. .. .. .. ,, " ............ · " . . . . . .. . 

· Enterprise Information Assurance 4.6 (all) 0800-1700 Hours Monday-Friday 

~-·····~····· ·· ·· · ·- ·· · ······ · · ······ ............... ··· -···· · ·~·-··· ~ .. .. .......... ~-~~- ....... ,.1--~·· ···~·---~··-·-··~·I·~O~~n-~C~a~l l! .. !~~~~~e~~e~d~e~d,~:~!~-----········-·--··••o·•~S~!u~n~d~~-~S~~a~~~!r~d·~·-··--· .. ··~-···J 
4.7 · 0600-1700 Hours Monday-Friday Audio Visual 

1700-2300 Hours (stirge) nday-Friday 

............... ............................................................................................... .............................. .. ..... .. ... .. ..................................... ,.c .. O-:>..nrt .... .. ~. ~.~. '!Ua~~s]N~ .. ~ ~ .. ~ ~~.~. ' g (:~1:1[-g~) ........................ . . : ............. [S~?u~t.~n'~.:t:Y:.§~.~!~~~9.:~Y · .. ·.,., .......... ., ..... 1 

Enterprise Configuration Management 4.8 0800-1700 Hours Monday-Friday 

1 . . ........................................................................................................... .................................... ............ ":" ... . " .................... ; .............................................................. "."'.""' 0""'"""""; ' " ' " 0'"'0""" " " ""'"""'"' " 0"',"""0' "'' . . .......... ... : ..... , ..• : ............................................... , .. ... ...... .. ........... , ... j 

Domain User Support Services for 5.1 (all) 0800-1700 Hours ,nmw-Friday 
eBusiness Systeins On Call as Needed (24x7) · ·Sunday-Saturday 

. . ' ' . .. ... ............ ......... .. ............... .. .......... ,, .................. " ..... ............................ .. ,.: ...... ~ ...................... ''""'"'"'' + .................................................................................................................................................... , .......................................................... : ..................... :· ......... ·• .·· ....... : .... j 
Domain Systems 5.2 (all) 0800-1700 Hours Monday-Friday 
Administration/Engineering Services 1700-0800 Hours On Call Monday-Friday 

On Call as Needed Sat & Sun 
' ' I ' ' ' ' : ' ' ' ' ' ' ' ' . 

Sofu:vare Development Services 5.3 0800-:-1700 Hours ·. Monday-Friday 

·······' ···· ••.•• •••••••.•• ~·· · · ··· , , •• •• •••••.•• · ··'· ······ · ·· · ·· · ·· · ····· · ·· · ·· .••••••••••••••.• ~ . . ... . . ...... .. . ........ .. .. ...... . .. . . . ••••·•·•·••••• • '···''·· ····· ······· ········· ··· · ·· ······ · ····! ·· ...... . .. . .. :, ..... ...... ............. : .. : ............ ...... .. . ....... :· ... . .... :· .. : · ........ ............ . ....... .... . ............. .. . ...... , . .....• , ........ .. , , , , ........................ .. .. ..... ·· ·'·· ... . .. .... ... ... . : ....... ... ... ...... ... .... . ... .. ! 

I Domain Web Administration Services ' 5.4 0800-1700 Hours Monday-Friday 
j ~ On Call as Needed s~LU~!.ln,~d~Y.::.~<:l~.~.~·~(:l~( ...... -......... .J t ........ '"'." '.""' ........... """ "" .... w w w ......................... "!-.... w """'"' " " """ "" " ";",""" '""""' """"'"' """" "-. ............. .. """ i ......... - .. " ....... ~ ... .. . "" ·+· ..... . "" w : ... _ , .. -.. , .:;. :, _;_ : .. ~.::;..;;, ::· w :;,. ~ :;;:;,.; ~: .:. : • .t."' ..... w - ........ w - · w .. ; •• ; -.. : . 

l Domain Database Administration , 5.5 ; 0800-1700 Hours Monday-Friday 
! Services ·· : l On Call as Needed (24x7) Sunday-Saturday 
. ' ' ' ' ' ' ' ~ : . ~-"'""""""''"''...,."""""'""'"""""".........,..""""'"'"""""""""".......,._._.. .,._..,.,_,...,..,_,...,.,.,.,...,..,"""""""'' """"""'"""""""""""""' '~'"''"",.,.""""""'"'"""""'"' """ 4>"".,...."' · ., ..... ~ .. •~ ' "' ,., • ""':- .. ~ "'"' '"'""" .,, • • '"""'" ~~" • • .. 1 ,,..,,., , , w .... , ,.,_, • '""' "" • w " '""""'""' "~" " ' , _..,,.., . ... . ..... ., "'""'''"""""''"'"'"•o~·•"'"«'"" ..,,.•" "' ' "''"'" .,, 

l Domain Systems Analysis Services . : 5.6 I 0800-1700 Hours Monday-Friday 

!. . . . . . . . .. .... . . . . .. . .. L . .. ... . . L9~ G.<:lll ~S. ~~~<f~q {~4.~7.) . . . . . . -~~'1.4~Y.~.~.<:lt.ll.~<i~Y. . . . . . . . 
t ' ; : ' ' . -; ' ' ' . . • 

! Domain Security · 1 5.7' t0800-1700 Hours . · ! Monday-Friday · . t 
1.. ................................................................ : .... , .................. ........ : ............................... : ............................. 1 •............................ .. ·. f! On Call as, Need, ed (24x7) l Sundav-Saturdl:ty· I ' .. ' ' .. ' ..... ' • """" "' ............................ .................................................. ..... ........................ , ............... ., ............................ ,1, ................................ ., ... ............ , ...... , ................ .. 

! Change Management 1 5.8 ! 0890-1700 Hours i Monday-Friday ! 

~
P·~;tb;~-;~~;--M~~~g····~-~~~~---··· ................................ ·l·· · 7 :·1··-( .. ;i'i) ...... i ·a8oo·~-1-7o_o_i~-;;~·~;- --·--· ·--··---····-··········--··········· ·r~i~~d~y~F~·i·d-~y· · .................. ·· ···· ·.~ ·1 

' > ' ~ ' ~ 
.__ ...... .; .... ...;...;......... .................... ..,. ...... .; .... ___ ........................... _. ...... .; ........ ..., ........ __ ... ,_ .... ,.,:. .......... ..., .... ,., ........ i ........... ,..,.....,..._,.,.,, ..,. ........ .. . l .. ,..,, ' ' " ' ' ' ' ' ' . :. . . ' ' ' " ' '! ' " • "' .......... ... , ..... . .. ... .......... ......... .... . .. ..., . ... . .. .... . ..... . .. . .......... ~ .. . .. . ......... , .. ,. ....... . .. .... , •• ~ ...... ...... ..... . ........ . .. . ..... . t. . .. ;;o,,. ... ,,,, , ,,,,.,, ...... . .. . . .. . ..... . .. . ._,""'" ' ........ , ... _ ...,. , ... ...,. , ..... , .. . .... .. 
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... ·~ ·· · ................................ : ...................................... -.................................. ;....................... "' 911. C ~ IJ as. N eed~d.J2.4. 'L .......... : .......... ~ ..... J. ·~~!~.q~;Y.::.~.~I~~9.~L----·.:.c.:.) 
Program Management 7.2 (all) 0800-1700 Hours Monday-Friday 

!... ............... .... .... ... ... .....•.. .... .......... .................................... ....... .... .... .......... .... ... ................................................................ .!.. ......................................... : ... o ...... ... n ........ c ...... ~~.~. ~.S. .~ ~ .. e ..... d .... e .... ' .. d .. ( ...... 2: ..... 4 ...... x ...... 7 ... :) ........ -. ........................................ l .... s ...... u ... n ..... d ...... a .... y ...... ~ .. s ...... a .... t .... u .... r .... d ...... a .... y .... · .. "'""'""' .......... -J 

. . 
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Attachment A- Contract Data Requirements List (CDRL) 
DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of informatiorl, including 
suggestions for reducing this burden, to Department of Defense, Washington Headquarters Services, Directorate for Information Oper~tions and Reports, 1215 Jefferson Davis Highway, Suite 1204, 
Arlington, VA. 22202-4302, and to the Office of Management and Butjget, Paperwork Reduction Project (0704-0188), Washington, DC 20503. Please DO NOT RETURN your form to either of these 
addresses. Send completed form to the· Government Issuing Contracting Officer for Contract/PR No. listed in Block E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP TM OTHER MISC 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS 
1. DAT A ITEM NO. 2. TITLE OF DATA ITEM 3. SUBTITLE 

A001 Service Level Agreement (SLA) Reports 
4. AUTHORITY (Data Acquisition /)ocument No.) 5. CONTRACT REfERENCE 6. REQUIRING OFF'ICF. 

soo 7.2.4 JTMD 
7. 00250 REQ 9, DfST S'I'ATEMt:: l'r r JO F'REQlit~CY 12. DATE OF f.lRST 14. DISTRIBUTION 

REQtJIRED SUBMISSION 

XX SEE BLK 16 SEE BLK 16 b. COPIES 

8. APP COOE D 11. ASOFOATE 13. DATE OF SUBSEQUENl Final 
SL"BMISSION a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16. REMARKS SEE BLK 16 

Blocks 10, 12, 13 and 14: In accordance with Contract Attachment J-X, 
WITS Service Level Agreement. 

15 TOTAL --..-
G. PREPARED BY H. DATE I. APPROVED BY J. DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/ A& PO 

Based upon DD Form 1423-1, 1 Jun 90 

' 

17 PI~!Cf' GROIJP 

18. ESTIM1\TED 
T<Hi\1. PKICJ-: 

Insert 

2-89 

IN 

SECT. B 



HQ0034-07-f-1206 

CONTRACT DATA REQUIREMENTS LIST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August 2007 

. 

Original Form Approved 
OMB No. 0704-0188 

Public reporling burden for this collection of information is estimated to average 110 hours per response, including tile time for reviewing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing the collection of information. Sena comments regarding this burden estimate or any other aspect of this collection of information, ln.cluding 
suggestions for reducing this burden, to Department of Defense, Was.hington Headquarters Services. Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, 
Arlington, VA. 22202·4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188}, Washington, DC 20503. Please DO NOT RETURN your form to either of these 
addresses. Send completed form to lh~ GovemmentlssuinQ Contractin!l Officer for ContracVPR No. listed ·in Block E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 . A TDP TM OTHER MISC 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS 
I. DATA ITEM NO. 2. TITLE OF DATA ITEM 3. SUBTITLE 

A002 System Improvement Recommendation (SIR) 
4. AUTHORITY (/)ata Acquisition Document No.) 5. CONTRACT REFERENCE 6 REQUIRING OFFICE 

soo 4.0, 5.0, 7 .2.2 IT MD 
7. DD250 REQ 9. DlST STATISM ENT I 0. FREQUENCY 12. DATE OF FIRST 14 DISTRIBUTION 

REQU1RED SL'BIV!TSSION 

LT ASREQ N/A b. COPIES 

8 APP CODE D I I AS OF DATE 13. DATE OF SUBSEQUEN1 Final • SLJBMISSION a_ ADDRESSEE Draft 
• N/A Reg Repro 

16. REMARKS SEE BLK 16 
Block 14: Provide one original signed hard copy to the COR. Provide 
one soft copy to COR and applicable Performance Monitor . 

. 

Format, content and distribution method mutually agreeable between 
government and contractor. Shall reflect at a minimum the following: 

Background . 
Study Constraints 
Analysis 

Bene tits 
Risk Assessments 
Findings 
Associated Cost Estimates 
COOP Test Plan and Results 
Conclusions 

15 TO'l'AL __._ .. 

G. PREPARED BY H. DATE I. APPROVED OY JDATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/ A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

17. Pltlt:E OROlW 

I&. I'STIMATT'D 
'1'01' AI, PRlct' 

Insert 

IN 
SECT. B 
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. 
Original Form Approved 
OMB No. 0704-0188 

Public repoling bur!len f<lt lhls coll~>C~iart of information r.s eslimat$d ttl average 110 hours per response. lncludog Ole lime IO# reviewing insbudi-. seerchlng e:dsling data SDurees. galhering and 
maintalning lhe data IW!~ded. and completing and reviewing 1N! eollectllln a1 inlormalion. Send comments regarding lhis burden estimate or any otfle:r aspeet or lhi!l collection of information, locludlAQ 
suggestions fol redueing this burden. to Departmental Defense WaShington l-leadquarters Setvi~, Oireotorale forlnlormation Operations and R~. 1215 Jeife<son Davis 1-!lghway. SUite 120~. 
Allington , VA. 22202--'302. ana lq tlw Office of Management and Budget. Paperworll. Reduction Project (0704-Q188j. washington . DC 20503 PlellS$ 00 NOT RETURN your lofm to either ol thl':$tJ 
addresses. Send oompleted form to the Govern ment1ssufng Conttecl!ng Officer for Contract/PR No. listed in Block E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP TM OTHER MISC 

D. SYSTEM/ITEM E CONTRACT/PR NO F. CONTRACTOR 

WITS 
I DATA ITEM NO. 2 TITLE OF DATA ITEM 3. SUBTITLE 

A003 Daily Status Reports 
4 Al:THORITY (Data A•qw.:tiiiCII D<>cument Nn) ~. CONTRACT REFERE..'ICE 6. REQUIRING OFfiCE 

soo 4.0 ITMD 
7 DD 150 R.E:Q 9. DIST ST.o\. TEMENT Hr. FREQUE!\CY 12 VA rE OF FT.RST J~. DISTRIBUTION 

REQliLH£0 Sl:BMlSSION 

NO DAfLY SEE BLK 16 b. COPIES 

&. APPCODE D 11 ASOFDAIT . I 3 DA.Tt OF St.t:SSEQUE:-fl Final . 
SUBMISSION a ADDRESSEE Dnf\ 

SEE BLK 16 ~ ~ 

16 .R.EMARKS SEE BLK 16 

Blocks 12 and 13: Due on I st day aft.er contract start and every business 
day thereafter NL T 0900 each day. 

0 

Block 14: Provide soft copy to the applicable Performance Monitor and 
COR. 

• 
0 

Fonnat, content, and distribution method mutually agreeable between . 
government and contractor. Shall, at a minimum, reflect current status 
and availability of all \VITS systems; and an analysis and summary of 
daily Network Management Incident Reports (NMTRs) from 
Infonnation Technology Agency (ITA). 

15 TOTAL ~ 
G PIU:.PAR.tD RY ll DATE l APPROVED BY J. DATE 

Robert CoxJITMD 26Jul07 Late1ia Henderson/ A& PO 

Based upon DD Form 1423-1, 1 Jun 90 
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Original Form Approved 
OMB No. 0704-0188 

Publle repocling I>IA'den !01 this ~ or inf«malion IS eslimated 10 a >ref age 110 houn pet r~. lneludng the lime roc· revieYdng insln>cticns. searching e:zisbng daiA sout<"<!$, gathering' and 
ma.,lllining the data tlffded, and completing and tl!Yiewir>g the colledlon of .,formation. Send comments rega«ing this burden esllmate or any olher aspect or INs coUedlon of in ~ormation, in<:ludlng 
f>Ugsp!SbOOS for r~cing lllJs burdetl. to Department of Defe<~S~t. Wasl1.,gton Headquarters~. Directorate lof Information Opefaticos and Repofls. 121 S JelfO!fSal 08vl$ ~way. Suite l204. 
AlinglOn, VA. 22202-4302, and to !he Of5ce of Management and Buoget. PapefWOllt IU!duelilltl Project (0704-0188). Washington. DC 20503. Please 00 NOT RETURN yoor form to edhet of lhese 
addr~. Send co ed toon to~ Government lsw~ Contracting O!IIG« IDI Contradlf'R No. listed 1n Sk>ck E. 

A. CONTRACT UNE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP ™ OTHER MISC 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS 
I DATA ITEM NO l . TITLE Or DATA ITEM J SUBTITLE 

A004-l Scheduled Outage Pre-Outage Notice 
4 AliTHORITY (DtlUJ A<'qlluiri(lfl Vocumenr f'/u.) 5 CONTRA(.! REF£Rf:f\CE 6 REQUfRII'IC OFFICE 

soo 4.0, 5.0 ITMD 
1 DD 2~0 R£Q '> DISTSTATB4El\T JO FREQUEI\CY 12 D t\ TE OF FtRST H . DISTRIBUTION 

' REQLIIR1:.1) SUBMJSSION 

NO ASREQ S EE BLK 16 b COPIES 

8. API' ('OOE II AS OF DATE 13, DATE OF SUBSEQVJ::N . D Final 
SUHMISSION a. ADDRESSEE Draft 

S'EE BLK 16 Reg Repro 

I C>. REI\·tA R KS SEE BLK 16 

Blocks 12 and 13: Pre-Outage Not ice due to government NLT 72 hours 
before scheduled outage occurs. 

Block 14: Provide soft copy to the applicable Performance Monitor and 
COR. 

Format, content, and distribution method mutually agreeable betw een 
government and contractor. Shall , at a minimum, reflect the following: 

Maintenance Description 
Time line 
Systems Impacted 
Users Affected 
Fall Back Plan 
Contracto r POC for Scheduled Outage 

l5 TOTAL ~ . 
GPREPAREDBY H DATE I APPROVED BY 1 DATE 

R(}bert Cox/JTMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

• 

[ l I'KJ!.:I:. vROUP 

llS I:SilM~ TI::J.) 

l'UT.~ I'RK:I; 

Insert 
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HQOOJ4-07-F-1206 

CONTRACT DATA REQUIREMENTS LIST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Original Form Approved 
OMB No. 0704-0188 

PubiiG reporting burden for lhi$ colle~t>On of information is est1maled to average 110 houre per response, including the time for reviewing Instructions, searching existing data sources, gathering and 
maml~ining the data nellded, end completing and reviewing the collection of information Send cQmments regarding thi$ burden estimate or a11y other a$pect of this collection ol information . including 
suggestions for reducing thia buraen, to Department of Defense, Washington Headquat'iers Services, Directorate for information Opera~ons and Repor!A, 1215 Jeffer$on Oavi$ Hlghway, Suite 1204, 
Arlington, VA.. 22202~302 . and to the Office of Management and Budget, Papei'WOfl<. RedUction Proje.;t (0704-0188), w ashmgton. DC 20503. Please-DO NOT RETURN your form to either o f these 
edd.,esses. Send completed locm to the Government hsswr~ Contracllng Officet !of ContrlldiPR N o ""ted m Blcx;k E 

A. CONTRACT UNE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP TM OTHER M ISC 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS 
I DATA ITEM NO l. TITLE OF DA TA ITEM 3. SUBTTTLf. 

A004-2 Scheduled Outage Post-Outage Repot1 
4. AUTHORITY (Dara A<:quiWtOJI (Jocwm!lll No.) 5, COJ'.Il'RAtT R.EFERI:\l'ICE .. 6 REQUJRJNGOFFI('E 

soo 4.0, 5.0 ITMO 
7. DD250 REQ 9. DIST STATEMENT 1 0. FREQuENCY 12. DATE Of FIRST 14. DISTRIRUTION 

R.:E Q UTR ED SU13MISS!ON 

NO ASREQ SEE BLK 16 b COPIES 

8. APPCODE D II AS OF DATF. 13. DATE OF SU8SEQUEN., 
f inal 

SUB~SSION a ADDRESSEE Dntf1 

SEE BLK 16 Reg R.eprO 

f6 R£.XMR.KS SEE BLK 16 

Blocks 12 and 13: Post-Outage Report due NLT 0900 offollowing . 
business day after completion of scheduled outage. 

Block 14: P rovide soft copy to the applicable Performance Monitor and 
COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Shall, at a minimum, reflect the status/ 
results of scheduled outage. 

IS. TOTAL ~ 
G PRI::PARF.D BY H. DATE l APPROVED BY J DATE 

Robe1·t Cox/JTM 0 26Jul07 Latetia Henderson/ A& PO 

Based upon DD Form 1423-l, 1 Jun 90 

17. I'RJC~_(ii<OIII' 

I R ES11MA'II:.JJ 
fUl'AI.. I'RIC'I' 
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PERFORMANCE WORK STATEMENT 
27 August 2007 

I-IQ0034-07-F- 1206 

CONTRACT OAT A REQUIREMENTS LIST OriginaJ Form Approved 
(1 Data Item) OMB No. 0704-0188 

Pubic rep<)ltiog burden lot lhos colleeUon orirlf«matioo"' esbmaled 10 aveiage 110 b<>U<S per responu.lndudong ~ bme foe revte-'img mSllUCUons. w•rd1H111 existing data sotKces. galhefing and 
maintaining lhe data n~. and completing and revitl¥1ing II><! collec:Ooo of lnlomla1ion. Send <>Ommentsre~dlng 11\b bwden estimate or any olhef Mped ol lhis eolledloo of informaliOn lnd!.rd•no 
"S<Jgge&liollS 1or reducing thi,. buufen, to Oepanmeru of ~'"""e, Waahinglon Head(JUarlefs SeMces. Oirectonrtt for lnforf!la1Jon Operations and Reports, IZI5 JenetSOn Davis HighWa~. Suite 1204. 
Atliogton. V~ 22202~302, and to Ito~ Office of Manag~ent and B<Jdgel. Paperwork Reduction Project (070~188). Washington, oc 20503. Please DO NOT RETURN your fonn to either of lhese. 
addresses. Sena completed form to lhe Government lssvill!l ContraclinQ O!fioer for ContractiPR No. llstod In Block E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A T DP TM OTHER MISC 

D. SYSTEM/ITEM E. CONTRACT/PR NO F. CONTRACTOR 

WITS . 

L DATA ITEM NO. 2 ffi' LE Of' DATA ITEM 3. SUBTITLl'. 

A005 Daily Backup Report 
-t. AuTHORITY (I:Jmu Ar:qm.<itiun !>ocwtll!./11 ,'1<)) 5 (O!'.'TRACT REFERENCE 6 REQUIRING OFflC'E 

soo 4.0 ITMD . 
7 OD150REQ 9 OlST ST ATI:."\ffl\ T 10 FREQiit:N(Y U DATEOfFlRST 14. DISTRIBU1"10N 

REQIJIRED SUB)41SSI01" 

NO DAILY SEE BLK 16 b. (0Pf£S 

&. APPCODE D 11 AS OF DATE lJ DATE OF SUBSEQUENl 
Frnal SUBMISSION a. ADDRESSEE Drnft 

SEE BLK 16 Reg ~ 

16. RE.."fARKS SEEBLKJ6 

Blocks l 2 and 13: Due on I st day after contract start and every bus iness 
day thereafter NL T 0900 each day. 

Block 14: Provide soft copy t o the applicable Performance Monitor and 
COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Shall reflect success/ failure and exceptions 
to backups. Shall address, at a minimum, the following:. 

Group Affected 
Backup Types 
Job Status 

Computers 
Period 
Exception Report 

IS TOTAL ~ 
G PREPARED BY H DATE ] t\PI'ROVED BY J. DATE 

Robert CoxllTMD 26JuJ07 Latctia 1-lendcrson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

17. PRIG\ CiRO{il' 

I~ ESTIYIA TfT> 
'I'UfAL PRJ..:£ 

Insert 

IN 

SECT.B 
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HQ0034-07-F-1206 

-

PERFORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS LIST OrtglnaJ Form Approved 
(1 Data Item) OMB No. 0704-0188 

Pubhc rep0f1lng bwden for thiS- oolledlon of irllonnafion rs e&tlmated 10 avet~e 110 hours pe1 response, indudlng the llm,.lo< reviewtng -inslnJcbons. &e\lrcidng ""'stmg data SOtlrC$. g31he<lng ar\(j 
maontaining the dat;t needed. and ce>mplellng and rewewlng !he collecllon of 111formation. Send comments regarding this burden estimate or any atner aspect ollhis collectlon of information, inelucfing 
sug9esbom; lor reducing m~ burden, to Department of Defen&e, W~mgton .Headquarters Semces. D1recto111te for Information Operation$ artef Reporl$, 121 !I JeiTeJ>OO DaVIs Highway, Suite 1204, 
Arlinglon. VA. 22202·4302. and to !he Office of Managemenland Budget, Paperwork Reduction Ploject (0704-0188), Weshtngtoo. DC 20503. P~e 00 NOT RETURN your form to either of 11\ese 
addlesses. Send completed form to the Governmentlssulnq ContracOno Officer for Contract/PR No. lhlted in Block E. 

A. CONTRACT LINE ITEM NO. B EXHIBIT C. CATEGORY: 

0004 A TDP TM OTHER MJSC 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

\VITS . 

1. D.-HA ITEM!"() 2 f'ITI.I~ OF DATA ITEM 3 SUBTITLE 

A006-l Incident Reports Initial Report 
4 AfiTHORJTY (lJaw Acqwsmon Dtx•11numr No.) 5 CONTRACT REFERENCE 6 REQUIRING Off'!CE 

soo 4.0, 5.0 IT MD 
7. DO 250 RcQ 9 OIST STATEMENT 10. fREQUE'l\CY ll DATE OF FlRST 14 DISTRIB l iTlON - REQUIRED S!;B~fiSSlOK 

NO ASREQ SEE BLK 16 b COPIE$ 

8. APPCODE D II. AS OF DATE U. DATE OF SUBSEQt.J'EN'l 
Fmal 

SlffiM£SSION a. ADDRESSEE Draft 

SEE BLK 16 ~ Repro 

16 REMARKS SE E BLK 16 

Blocks 12 and 13: Due NLT one hour after incident has commenced. 

Block 14: Provide soft copy to the applicable Performance Monitor and 
COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Shall refl ect at a minimum the following: 

Start date and time of incident 
System or subsystem affected 
Impact 
Problem description 
Estimated resolution time 

15 TOTAL 
.....,._. 

G PREPARED 6Y H DATE 1 Af'PROVi:."D BY J DA1'£ 

Robert Cox/ITMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

17. PRICEOR()I }I> 

I~ £St IMA'I W 
TOTAl. PR !<. T:. 
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HQ0034-07-F-1206 

CONTRACT DATA REQUIREMENTS LJST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Original Form Approved 
OMB No. 0704-0188 

, ~·-• follhis · ot ... ~, Is eslllnliiEd ID il'lflrage 1 tO perte5p(>nse. ~" ll>e li~~Ut IO<" , , P1SbnQ data sources. .J_and 
maintainong 1he data neet~ed, arod completing and revt~ 1he ~ of tnfonnatlon Send comments regarding Ibis burden estimare or any olh<!f ~;;;Ibis colledion oflnlonnaliot'l, lnc:Wng 
...,9!JI'S~.,..fot reWdng tilts barclell. to Department ofOefellS<O. Washingloo ~6dqu~ SeMc:eJ, Olreaorate ro. lnformalion Ope<a1ions and Report$. 121$ Je~ Davis Highway. SUI!e 1204, 
AI· 'VIa"· VA- 2?202"-4302, aod 11:1 1be Office of Management and Bu~ Paperwork~ Project_,.''' ,188 Washington. OC 2{1503 ~ 00 NOT RETlJ~N yaut fonn md!W ofcru.se 

· I fomo to lhe •"" ~ : 10! ~No~ In 

A. CONTRACT UNE ITEM NO. B. EXHIBIT C. CAt t:~ORY: 

0004 A TOP TM OTHER MJSC 

O. SYSTEMJlTEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS 
I 0 ,\TA ITEM. NO 2 TITtEOFOATA l'JBA 3. SUBTITLE 

A006-2 Incident Reports Resolution Report 
4 AUTHOIUT 'i (/Jma Acpnml(m Doctm~nt No J 5. CONTRACT R£FEREN<.:E 6 REQUIR.ING OFPICE 

soo 4.0, 5.0 JTMD 
7. DO 250 REQ 9. DlST STATEMENT 10. FREQt.:ENCY 11 u n 1 r OF FIRST 14. DISTRIBU110N 

REQUIRED SUBM!SSIO'I 

NO ASREQ SEEBLK16 b. COPIES 

8. APPCODE D II ASOF DATE lJ DATE OF SUB~'""""' ! Cl'l 
F>nal SUB\tlSSION ~ a ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16 R£,\<J,AIU{~ 

SEE BLK 16 . 

Blocks 12 and 13: Due NL T 24 hours after incident has been resolved. . 

Block 14: Provide softcopy to the applicable Performance Monitor and 
COR. . 

Format, content and distribution method mutually agreeable between 
government and contractor. Shall refiect at a minimum the following: 

. 

Start/end date and time of incident . 

System or subsystem affected 
Impact 
Problem description 
Resolution description 
Taskings and lessons learned 

15 TOTAL ~ 
0 PR.FPAREDBY H. DATE I APPROVED BY J. DATE 

Robert Cox!ITMD 26Jul07 Latetia Henderson!A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

Ill ESTJMATID 
TOT Jll. PRK'F. 

2-96 

Insert 

IN 

SECT. 8 



• 

HQ0034-07-F-1206 

CONTRACT DATA REQUIREMENTS LIST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Original Form Approved 
OMB No. 0704-0188 

Public reponing burden for this collection or information is estimated to average 110 hours per response, including the time for revieWing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or ~ny other aspect of this collection of information, including 
suggestions for reducing this burden, to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, 
Arlington, VA. 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188). Washtngton . DC 20503. Please DO NOT RETURN your form to either of these 
addresses Send completed form to the Government Issuing Contracting Officer for Contract/PR No. listed in Block E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS 
I DATA ITEM NO. 2. TITLE OF DATA lTEM 3. SUBTLTLE 

A007 Logistics Documentation -

4. A UTI-IORITY (Data Acquisition Document No) 5. CONTRACT REFERENCE q. REQUIRING OFFICE 

soo 4.0, 5.0 lTMD 
7 DD250REQ 9. DlST ST..-\TEMEJ\T l(i FREQUENCY 12. DATE OF f'l RST 14. DISTRI!3UTlON 

REQUIRED StffiMISSION 

NO ASREQ SEEBLK16 b COPIES 

8. APPCODE D II. AS OF DATE 13. DATE OF SUBSEQUF.N1 - . 
Final SUBiV1lSSION a. ADDRESSEE Dmft 

. SEE BLK16 Reg Repro 

16. REMARKS SEE BLK 16 

Blocks 12 and 13: Data required NL T 24 hours from date/time of 
government request. 

Block 14: One original hard copy and one soft copy shall be developed 
and maintained by the contractor and provided to the applicable 
Perfonnance Monitor and COR upon request. 

Format, content, and distribution method mutually agreeable between 
government and contractor. The following categories oflogistics 
documentation shall, at a minimum, be provided: 

Signed manifest documentation of items received into warehouse 
Forms that document assets leaving the warehouse for distribution, 

transfer or disposal 
Hand receipts for assets delivered to or retrieved from user offices 

. 

and locations . 
15. TOTAL ~ 

G. PREPARED llY H. DAT£ 1. APPROVED BY J. DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/ A& PO 
. • 

Based upon DD Form 1423-1,1 Jun 90 
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HQ0034-07-F-1206 

CONTRACT DATA REQUIREMENTS UST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August2007 

Original Form Approved 
O.MB No. 0704-0188 

Pubfic repor1ing but dent()(~ coftectloo of mfonnaiK>n 1S esbm&ted to average 110 hours pee responn. lncluding the time f()( reYiewtl\9 inslnJoO()(lS . aearctltng ex>stmg data sources. galhenog at>O 
mamlatrung the data needed. and completing and review.ng lhe colltx;Slon of lnfot:mallon. Send comments reg&rdlng 1hls burden eslimate or any olhet asped of !his colleclion of informabon,lnclid<ng 
suggesllons for red<Jclng tnls oorden, to Department of Defense, WashlngiOn Headquar.ers Services, Oitectonrie for Information Operations and Reporl$. 1215 Jelfenon Da11is Highway, Suite 120o4. 
Mmglon. VA 22202-~302 and to !he Office of Manageme<1!1J11!1 BudJil!L PuP"'WWf1t Reduobon Ptojeo1 (0704.0188), W ashington, OC 20503. Pt~ue 00 NOT RETURN your form to eilher of theu 
addresses Send cvm d lotm to the Govecnmenllssulng Contr-acting Officer fot Contraet/PR No . lisl!ld In Bl<!ci: E.. 
A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP TM OTHER MlSC 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS 
I DATA ITEIV1 NO. 2. TITLE OF DA.T A ITEM 3· SUBTITLF. 

A008 Installation Status Report 
4. AlffiTORITY (/)om Acqumuan Document No.) S. CONTRACT REFERENCE 6 RI!QlilR.I.NG OffiCE 

soo 4.5.2 ITMD 
T 00 ?50 RF.Q 9 DlST ST ATE.MENT 10 FR.EQL'ENCY 12. DATE OF F!RST 14 DISTRLBUTION 

REQUJRED SUB"'lSSION 

NO WEEKLY JSDAC b. COPIES 

8. APPCODE D 11. AS or D.-\TE 1J DATE OfSUBSEQUEN'l 
Fmal 

SURMJSSION 11 ADDRESSEE Or.ift 

SE E BLKJ6 Reg Rqlm 

16 RfJo.iiA R.KS SEE BLK 16 

Block 12/13: First Installation Status Report due 15 business days after 
contract start and every week thereafter on Wednesday NL T 0900. 

Block 14: Provide soft copy to the applicable Performance Monitor and 
COR. 

Fom1at, content, and distribution method mutually agreeable between 
government and contractor. Report shall include, at a minimum, a 
summary of a.B installation activities including scheduled installs, actual 
installs, problems, issues, slippages, etc; and scheduled installs for 
future periods. 

15. TOTAL 
..........,_ 

G. PREPARED BY H OATl: l AP?ROVFD BV J. DATE 

Robert Cox/ ITMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

17. PR TCT'OROTJJ' 

Ill. liSTIMA rtm 
TOT AI. PRICE 
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··-- --------------------

HQ0034-07-f-1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) • OMB No. 0704-0188 

Public repo<lmg bUrden lor firs ~lleGtio<> of mfotmatioo is esbmar"d to avertge II 0 hours pe1" resp011Se. lncludlng tile time lor reYie-Mng inslnJc:bOllS. &ean:hong n1$ting data soun;es, gathering and 
manlaining lhe da .. nended, and completing an<J reviewing lite collt<bon of Information Send commems rega~dlng lhls buldes1 estimate or any <>Iller aapecl of 11m collection of inlonnation, inctldtng 
suggeslions 101 reducing lh•s !Xlt"den. w eep,.r1men1 of Oelenu, Wasllingtoll Headquarte£s Se!vlCll$ , OtrectoratA l01lnf01mafioo Ope<ations and Report$, 1215 Jefti!I"Son DaVls Hoghway. S\llle 1204. 
Al11ng1on , VA 22202-4302. and to !he Offire of ManE>gemenl and Budge!, Papet'WOr~ Reduction Projecl(0704-0168J. Wash•nglon. DC 20503. Plr.•ase 00 NOT REnJRN your lorrro to either of lnelle 
addresses. Send compleltld form lo lhe Government Issuing Contracting OITicer for Ccm.lract'PR No listed In Bloc~ E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP X TM OTHER 
• 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS 
!.DATA ITEM NO 2. TIT I.E OF DATA ITEM J . SUDTITLJ:; 

A009 Data Images 
4 AUTHORITY (l'>ata Acqmmlon /Joc11mem No) 5 CONTRACT REFERF.I'\C'£ 6 REQL>IRTNG OFFICI! 

soo 4.5.2 ITMO 
7 DD 7'\0 RF.CJ 9 DlST ST.'\ TE'dEI\'T 10 FRt.QLE)lCY 12 u.nE OP FlRST 14 DISTRffit mON 

REQIJIRID • SUllMISSION 

NO ASREQ SEE BLK 16 b. COPrES 

8 APPCODE D II AS Of DATE IJ DATE Of SL"BSEQUF.Nl 
final 

SUB~11SSIO'I a ADDRESSEE Draft 

Sl'.E BLK 16 keg R£pro 

lb. RE.\4ARKS SEE BLK 16 
Blocks 12 and 13: Data required NLT24 hours from date/time of 
government request 

Block 14: One soft copy shall be deve loped and maintained by the 
contractor and provided to the applicable Performance Monitor and 
COR upon request. 

Format, contenl, and distribution melhod mutually agreeable between 
government and contractor. 

15 TOTAL ~ 
G PREPARED BY H. DATE l APPROVITD BY J. DATF. 

Robert Cox/1TMD 26Jo107 Latetia Henderson/ A& PO 

Based upon DO Form 1423-1, 1 Jun 90 

17. .!'RICE C.ROlil' 

18 FSilM.\ TFO 
TOr AI. NIIL1i 
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• 

TIQ0034-07-F-l206 

PERFORMANCE WORK ST A TI:::MENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS UST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

P\Jbtc reportmg burden I« tt-6 oollecllon of infwmaooo os estimated to aYelllge 110 ho..n P1!f t~e. lndi.King me lime lOt revie'Mrrg insotJctions. seatel>it-.g exiabng dala aources, Qalhenng and 
mlllnlllltllng th~ data ni!Ned. and complellog aNI reviewing !he eolleclloo of l!1~. Send comments regardln!J tl'lts borden esbmate Of any oltter ~of thiS colectlcn of 11110t'tnabon, !Odudtng 
wggesllons lor re<k.lang IlKs burden. to Department of Defense. Washilgb:>n Headqu811era SeMooes. Olre<:tolllte lc! lr>lorma1ion Opetatlons and Reports. 121!> Jellerson OeV1!1 Hatr-y. Suite 1201. 
Mngton, VA.. 22202-4302. Wid to ·!he Ofke of Management and flud9et, Pape<work Redu<:l>Otl Projed i07~88), WashlngiOil, DC 20503 Please 00 NOT REruRN yout lo!m to ellhes ollhese 

-~c:o 11!'6 form 10 !he Govemmem lssui ~c:ting Ofticer Ia< C<>nlr1tdlf'R No lsted In Blodl E 

A. CONTRACT LINE ITEM NO. B EXHIBIT C. CATEGORY 

0004 A TDP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBO 
I DATA ITP.M NO 2 TITLE OF DATA ITEM 3 SUBTITLE 

A010-J Inventory Annual Physical Inven.tory 
4. AUTHORITY ([)ala Acquwrum Dr-c~mn:m No } 5. CONfRACT REFERENCE 6. REQUIRING ornce 

soo 4.5.3 JTMD 
7 D02~REQ 9 DIST STATEMENT 10 FREQUENCY 12 D:\ TJ: Of F~RSI 14 DISTR.IBinlON 

Rf.QUlRE.D SUBl'rUSSION 

LTR OTIME NLT30DAC b COPIES 

8 APP CODE D II AS OF DATE 13 DATE Of SUBSEQVE)'.I 
fmnl 

SUBMJSSJON a ADDRESSeE Drat\ 

N/A Reg Repro 

16 Rf.MARKS SEEBLK 16 

Block 14: One original signed hard copy shall be provided to the COR. 
One soft copy shall be provided to the applicable Performance Monitor 
and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Govemment to conduct inspection and 
acceptance and make final approval. 

IS. TOTAL ~ 
G. PREPARED BY H. DATE I APPROVED BY J DATl:. 

Robe.rt Cox!ITMD 26Jul07 Latetia Henderson/ A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

l7. PRJCE 0ROtll' 

18 f.STIMA Tf.l) 

H:rt Al.I'KJI.:I! 

Insert 

IN 

SECT. B 
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CONTRACT 0/~T A REQUIR-EMENTS LIST 
(1 D;.;tt¥ /tun) 

PERFORM.•\ NCE \.VURK ~TATEMEP.iT 

27 ;-;uf.ust ~en 

Orrginal Form Approve<i 
OMB No. 0704-0188 

Fubl.;: tlp.;l'.lnQ t.urdeil ll:r Gli! ~ ol ' 't'ormaiklil -e ~:t a ,;o;a-,,~ 1 tCt h<urs p.:J r~. r.ut.~:n€ liS! t:me ~t:;; ;e.~g •-.s>nd:r;s. ~~.flirv '"~ ~ ~ .... ~i\:9 u.'l 
m.~~ ~ i'o~ ~..ld ~~ c:ob~:irlg a "<< ;e;r-~ 1tr. -...~"tl<'ll "'~11\nn!l<:bl. ~.c ~h~ r-';l!!r-*'9 i·.e ~. ~= cr "''~ ~ ~ol*"' ~~.'14>1 ~ lnletrr.,._. ~ 
rv~;... ""'to~ I ll:> .)qO'n,f> o-~ .... : -;1 Ve~ln)e. 11\">~,.~ :~O<tw'S fien'l.,..__ O\..o[;,r.1!:: ~xli<~n .. >tr<:n OJ>&"~~ .,.)(f~~'b. 1,_, 5Jef;ep~ l>;~ :~W&-y, ::lu~ 1!\14, 
Allon£1117>. 1/t.. "7<02.:!~ .-;,a l1i cne o;r..-~ u< ~""-' Ud ~on. Pi~;, h~~~eJ<>n R<~jECI {Jo...:C otm '1'\."'t&fl!il.;.;:.,-.. cc ;jjf,{~. :'l-...-: oo Ni:f~ R~\1\ ,...., 'A:otm n U"t.g "'~ 
-.~1"1' :5-«i<J wrn~c?C 1'....-n r~ r.r~ 6(..---~ '""~1 Co1 ·"!!!-: Of.rrn IIJr O:n:nt:.w>. r•u 11£.,. It 1-c.1.:. 
A CON~F-'~C-7 UNE ITEM NO B. EXI-•11 81- C C:• TEGCRY: 

0004 A TOP X TN OThEr~ 

D. SYSTEMt1TEM E. CONTRAC"iPR NO F. C\}NTRACTOR 

WITS TBD 
I [ -AT A ITEM Jlr.) 2. TITLE OF DATA ITEI.I 3 Sl-l"lTTU 

All :- :.. tn~"eJi tory f·:1onti11~: Pliy:!ical In"entory Re~ol'l 
' J Alrrrt:'f'~tn· 11~ .~<.qU:Si.'ttH Vflcun•en, i'f<-:J S ('Q'lTRJ\CT \Z:TE~I::-ICE 6 REQLlRTNG OfACt: 

soo -1 ~5.3 fJl\·1D 
7. LID :251,\ REQ t: C1ST IT A TThfENT w. FRE.:>t:E~~n· ll. DJ\TE OHlF..sT i4. DI.SThiBIJTlN~ . 

REQ UI.R.E£• S~I\~ICN 

LT~ t EML-\ S EE £.-_,J\ 16 ~ COJ"F,;cy 

!, APP CO::>flE D II. .•s C:•F DATE ':. DA1 t OF SUl:,SEQtiEI'\' Fuu;J 
SUBM1.5il ON a. r..DDRBtlEE Dr.ift 

SEE BLK 16 R•·-.,; f-.iip'l'{l 

I i· . .REl'!ARIU< SEE BLK l~ . 
'Biocb 12 and 1 ? : Firtt submission Clue 30 days ~J.,flcr ccntraci ~vvard. 
SubsequeTtt nnonthly sl'Jbmis~.i i)ns. 

Block 14: Provide one signed orig1nrJ h@rd copy t:o tlle c{)J~. Provide 
or·le soft uopy to tl!ie applicttbk: Perlbtmanc;e Moni1oJ M id COR. 

Fe-rmat,. content. and ,Jistribution meihoa mutucJ.IIy ngreetib•le betweer:1 
governnlent and ·ton.ir<K::':~.:Pf . 

l!• TOTAL r-----.. 
G P ~fiPARE'D FAY H I'ATk I .\PPR:;:l'VF,D a·r J DATE 

~o~ert Coxll i MD i6Ju1C7 lL-i..;o ieii!'J R elideFson/A& PO 

· ~ F~flM.r.-l l.!i 
TI.'T AL. m~t.: 

b·ser~ 

IN 

SECf. B 



HQ0034-07-F-1206 

PERFORMANCE· WORK STATEMENT 
27 August 2007 

~ 

CONTRACT DATA REQUIREMENTS LIST . Original Form Approved 
(1 Data Item) OMB No. 0704~01 88 

Public reporting burden for this collection of information is estimated to average 110 hours .per response, including tile time for reviewing instructions, searching existing data sources, gathering and 
maintaining llle data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including 
suggestions for reducing this burden. to Department of Defense. Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway. Suite 1204, 
Arlington, VA. 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188). Washington, DC 20503. Please DO NOT RETURN your form to either of thes.e 
addresses. Send completed form to the Government Issuing Contracting Officer for Contract/PR No. listP.d in Block E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A . TOP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I. DATA ITEM NO. 2 TITLE OF DATA ITEM 3. S1:ffiTITLE 

AOll-1 Configuration Management Documentation Initial Baseline 
4. AUTHORITY (f)ata Acquisition Vocumem No.) 5. CONTRACT REFERENCE 6. RF.QUIRINU OFFJCE . . 

soo 4.8, 5.8 IT MD 
7. DD 250 R.EQ 9. DIST ST A TENIENT .I 0. FREQUE'-ICY 12. DATE OF FIRST 14. DISTRIBUTION 

REQUIRED SUBMISSI01\ 

NO ASREQ SEE BLK 16 b. COPIES 

8. APP CODE D 11 . . AS OF DATE 13. DATE 01' SUBSEQUEN'I 
Final SUBMISSION a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16. REMARKS . SEE BLK 16 
Blocks 12 and 13: Data required NLT 72 hours fi·om date/time of 
government request. 

. 

Block 14: Provide one soft copy to the applicable Performance Monitor 
and COR. 

. 

Format. content, and distribution method mutually agreeable between . 
government and contractor. Government to conduct inspection and 
acceptance and make final approvaL 

15. TOTAL -----G. PREP A REO BY H. DATE L APPROVfiD BY J DAT£ 

Robert Cox/ITMD 26Jul07 Latetia Hendet·son/ A& PO 
. 

Based upon DD Form 1423-1, 1 Jun 90 

2-102 

t7. I'RfCE GROUP 

I ~ . f£STIIYIAIH> 
TUlAI. PRIU.i 

Insert 

IN 

SECT. B 



HQ0034-07-F-1206 

CONTRACT DATA REQUIREMENTS LIST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August 2007 

. Original Form Approved 
OMB No. 0704-0188 

Public reporting burden for this collection of information is estimated to average 110 hours per response. including the lime for reviewing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including 
suggestions for reducing this burden, to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, 
Arlington, VA. 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503. Please DO NOT RETURN your form to either of these 
addresses. Send completed form to the Govemmenllssuing Contr~cting Officer for Contract/PR N~. listed in Block E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I. DATA ITEM NO. 2. TITLE OF DATA ITElVl 3 SUBTITLE 

AOll-2 Configuration Management Documentation Changes and Updates 
4. Aun-TORITY (Data Acquisition Document No.) 5 CONTRACT REFERENCE 6 REQUIRING OFFICE 

soo 4.8, 5.8 ITMD 
7. DO 250REQ 9. DIST ST ATElvlE~T lO. FREQUENCY l2. DATE OF FIRST 14 DISTRlBUTION 

REQUIRED SU.BMlSSlON 

NO ASREQ SEEBLK 16 b. COPIES 

8. APPCODE . 
D lL ASOFDATE l3. DATE OF SUBSEQ'L'ENl 

Final 
SUBMlSSJON a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

l6. REMARKS SEE BLK 16 

Blocks 12 and 13: Data required NLT 72 hours from date/time of 
government request. 

. 

BJock 14: Provide one soft copy to the appli-cable Performance Monitor 
and COR. 

Format, content, and distribution method mutually agreeable bet\veen 
government and contractor. Govemrnent to conduct inspection and 
acceptance and make final approval. 

15. TOTAL -----G. PREPARED BY H. DATE I APPROVED BY J. DATE 

. 
Robert Cox/ITMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

17. I'RfCE GROUP 

18. ESTIMATED 
TOI';\1. PRICE 

.lnse.rt 

IN 
SECT. B 

2-103 



• 

HQ0034-07-F-1206 

CONTRACT DATA REQUIREMENTS LIST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Original Form Approved 
OMB No. 0704-0188 

Public reporting burden for this collecti<.>n of information is estimetP.d to averag.e 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection onntor.mation, including 
suggestions for reducing this burden. to Department ot Defense, Wast1ington Headquarter$ Services, Directorate for Information Operations and Reports. 1215 Jefferson Davis Highway, Suite 1204, 
Arlington. VA. 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503. Please DO NOT RETURN your form to either of these 
addresses. Send completed form to the Government tssuingGontracting Officer for Contract/PR No. lisle~ in Block E. 

A. CONTRACT LINE ITEM NO, B. EXHIBIT C. CATEGORY: 

0004 A TOP TM OTHER MISC 

D. SYSTEM/ITEM 
. 

E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I. DATA ITEM NO. 2. T1Tl.E OF DATA ITEM 3. SUBTITLE 

A012 Ad Hoc .Reports 
4 AUfHORITY (f)ata Acquisition Document No.) 5. CONTRACT REFERENCE 6. REQUTRlNG OFFICE 

soo 4.0, 7.0 ITMD 
7. DD250REQ 9. DIST ST A TEfi-1ENT 10. FREQUENCY l2. DATE OF FIRST 14, DISTRTBUTION 

REQUIRED Sl:DMISS£0N 

NO ASREQ SEE BLK 16 b. COPI.ES 
-

8. APPCODE D 11 AS OF DATE 13. DATE OF SUBSEQlJEf\11 Final Sl:SI\·1ISSION a ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16. REi'vL-\RKS SEEBLK16 
Blocks '12 and 13: Submission dates mutually agreeable between .. 

government and contractor. 

Block 14: Provide one soft copy to the applicable Performance Monitor ' 

and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. 

15. TOTAl. -----G PREPARED DY H DATE I. APPROVED BY J. DATE 
. 

Robert Cox/ITMD 26Jul07 Latetia Henderson/ A& PO 
. 

Bnsed upon DD Form 1423-1, 1 Jun 90 

17 PRJCE<;ROUI' 

18. E:>TfMATE\D 
'J'O'J'AL PRICE 

lnseti 
IN , 

SECT. B 
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PERFORMANCE WORK STATEMENT 
27 August 2007 

HQ0034-07-F -1206 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Public reporting burden lor this c-ollection of informafion is estimated to average t 10 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this J>urden estimate or any other aspect of this collection of information, including 
suggestions for reducing this burden, to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, 
Arlington, VA. 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503. Please DO NOT RETURN your form to eit11er of these 
addresses. Send completed form to the Government Issuing Contracting Officer for ContracVPR No. listed in Block E. · • 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TDP TM OTHER MISC 

D. SYSTEM/ITEM • E. CONTRACT/PR NO. F. CONTRACTOR 

\VITS TBD 
I. DATA ITEM NO. 2. TITLE OF DATA ITEM J. SUBTITLE 

A013 Program Management Review (PMR) 
4. AUTHORITY (/)ma Acquisition Documcllt No.) 5. CONTRACT REFERENCE 6. REQUIRING OFFfCE 

. soo 7.0 ITM.D . 

7. DD250REQ 9. D1ST S'l A'f'EM'ENT I 0. FREQUENCY 12 DATE OF FIRST I 4. DISTRIBt.;T!ON 
REQUIRED SUB!VUSSIO~ 

LTR 1\'ITHLY SEE BLK 16 b. COPTES 

-
13. DATE OF SUBSEQUEN"' 8. APPC'ODE D I I. AS OF DATE Final 

SUBMI.SSlON a. ADDRESSEE Draft 

SEE BLK 16 Reg· Repro 

16. REMARKS SEE BLK 16 

Blocks 12 and 13: First PMR required 30 days after contract award. 
PMR due 1st Wednesday of each month thereafter, unless directed 
otherwise by the government. 

Block 14: Provide one signed original hard copy and one soft copy of 
presentation materials and meeting minutes to the COR. Sufficient hard 
copies to be provided to attendees at the PMR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. . 

15. TOTAL ----
G. PREPARED BY H DATE I. APPROVED BY J. DATE 

Robert Cox/ITMD 26.Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

J 7. l'RJCE GROUP 

1!1. ESTIM/\THD 
TOTAL PRICE 

Insert 

IN 

SECT . .B 
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HQ0034-07-F-'1206 

CONTRACT DATA REQUIREMENTS LIST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Original Form Approved 
OMB No. 0704-0188 

Public reporting bwdlon lot 1his colledion of information is estimated to avera~ 110 11ours JH!f response. ir1Ciuding tile 11m<! lot <e'VIewing inslrUC!ions. seard\ong exlsMg data AOUICM, galhellng and 
maintall>inQ ~ data ~ded. and complel!ng and reviewing tile colecrion ol inlocmeiiOn. Send commeols regarding 1his bwd>Jn eslimale or any otner aspect of lllls coledion of nlonnabon. ~ 
-sugge-slions lor redUcing this burden. 1o Oepanment of Defense. Washlnglon 1-f<!a<lquarten; Sen/Ices. Directorate 1or Information Operaboos and Reporls. 1215 Jelt8<$0n 0.-.q l'ilgtl-y. Surte 1204. 
Allington. VA.. 22202-4302. and tc tile Office of Management and Budge!. Pa~ Reduc:ticln Pro,ect (0704-01881. Was/lington. DC 20503. Please DO NOT RETURN your fonn to~ ot these 
ac:IOn!-. Send com eted fotn'lll) ttle Government Issuing Corurac:ling Oflicet for Conlraot/PR No. bled in Ql)d( E.. 

A. CONTRACT U NE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I DATA TTEM NO 2 TITLEOFD.-\TA !Tf.M 3 SUBTITLE 

A014-t Computer Software Datll and Related Information Software Requirements Specifications (SRS) 

.1. AUTHORITY (Daia Acqmritioo/)ocumeut No.; 5. C'ONTRAITREFERENCE 6 REQUIRP.-IG OFFICE 

soo 5.3 IT MD 
7. 002~ REQ 9 DIST STATE"ffl'-1 tO. FREQUEI'\CY 12. DATE OF FIRST 1-1. DISTR1BU110N 

REQUIRED SVBJI.'lJSStON 

LTR ASREQ SEE BLK 16 b COPIES 

8 APPCOOE D II AS OF DATF. IJ DATE OF SUBSEQUENl Fmal 
SL'BMlSSION a. ADDRESSill! Draft 

SEE BLK 16 Reg Repro 

16. REMARKS SEE BLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block 14: One soft copy shall be provided on appropriate electronic 
media to the applicable Performance Monitor and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approvaL 

SRS shall provide complete listing of features and functions to be 
developed for the application and forms the basis for the test plan. 
Example areas to be addressed include technical , performance, security, 
reporting, query, and data entry requirements, 

15. TOTAl 
__._ 

G. PREPAR.£1) BY II . DATE l APPROVED BY J DAlE 

Robert Cox!ITMD 26Jul07 Latetia Henderson/ A&PO 

Based upon DD Form 1423-1,1 Juu 90 

17. PRIC F. GROOl' 

18 F.';TtMi\J ED 
TrtTAJ. PRICF 

Insert 

IN 

SECT. B 
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HQ0034-()7-F-1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Pvblic repor1ing burden lor lh~ coOection of mformabon is es1imated to average I I 0 hours per r espoi'\Se, including the bme for revie.,;ng insO'\Iclions. searching exisftng data sQV!ces, gathering and 
maintaining the data needed, and completing and reviewing the collecllqn of information. Send comments regarding this burden estimate or any Other !lllpec;t of Ill is collection of in for matron, Including 
suggestions for reducing this burdef'l, to Department of Defenu, Washingron Headquarters Services, Oirecrorate for Information Operations and Reports, 1215 Jetrenron Davis Highway, Sufle 1204, 
Arlington, VA. 22202-4302. and to the Office of Management and Bvdget, Papet'W<l1'k Reduction Project (0704-0188). Washington , DC 20503. Please 00 NOT RETURN your form to eiltler of these 
addresses. Send complc red form to the GovernmenliS5uing ConlracUng Oflic!!r for Conlract/PR No. listed In Block E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TDP X TM OTHER 

D. SYSTEM/ITEM • E. CONTRACT/PR NO. F. CONTRACTOR 

WJTS TBD 
I. DATA ITEM NO. 2 TITLE OF DATA ITEM 3. SUBTITI..E 

A014-2 Computer Software Data and Related Information Interface Specifications 

4. AIJTHORITY (£JuJu Acq11isitrun f},Jf.,wlem No) S CO!'IIRACT RF.FEREI'CF 6.REQtflRIN(j OFFICE 

S00 5.3 ITMD 
7 DD2:.0 REQ 9 D1ST ST ATE?V!E.'IT 10 FREQUt:.NCY 12 DATEOF~I 14 DfSTRIBUfiON 

REQUI.JU:l) SUBMISSIOK 

LTK ASREQ SEE BLK 16 b. COPIES 

8.APPCODE D I I AS OF DATE 1J DATE OF SUBSEQVE:-rl Fmal 
SUBMISSIO ' 1L ADDRESSEE Draft 

SEE BL}( 16 ~g Repro 

16. RE~ARKS SEE BLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

. 

Block 14: One original hard copy and one soft copy shall be provided to 
the applicable Performance Monitor and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

Interface Specification shall provide design information about 
infrastructure, security, and fi le format specifications and describe the 
systems that will interface, the data that will be transferred, and a 
descr1 pti on of the method of transport. 

15. TOTAl ~ 
G. PREPARED BY ~l DATE I APPROVeD BY J DATE. 

• 

Robert Cox/ITMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 . 

2-107 

17. PR!Cl: UIWUl' 

Ill r.XIIMATrf) 
TOT AI. I'RICF 

Insert 

lN 
SECT. B 



PERFOR!vlANCE WORK STATEMENT 
27 August 2007 

HQOOJ4-07-F- 1206 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Pubk "'porting burde<li<lr ttl<<> ~(;t)on eir.fl;lrmation is esbmllt.d 10 alrelilge 110 """'-s r-· rea;>o~.lnc:ludfng the time fO< re-.~g iostnlcliorrs. ~ar<:blng e"dt:ting d>l!a soon;es, !l~ering •od 
mt.!ntaWng ~ .1<1111 oeeded,ll!lrf oomplet!>g l!l1d r""'e.o.~ 1ut (l1111e~IQI\ of lrrlo<m;oliot>. SeM QOmments <111JardinV UW burden e;;t;O".al2 o; any OliiZf i!Sj)ed of lhi$ ~ oi ir!~. ~ttdudittg 
Sti{igest;orn. lo! re<!udoj11111$ b<Jrden. 1tr Oe;r.mmer-1 <>f Oelen""'. Wi1$ldn1JIOI'I He"'1Quarten; ~$ Oitectorele for l!lformlltXM O!:~.oto;s lmd Rt7p01bl, 1ZI5 Jelle~SM Davis Higi,-Mt)', SIJite 1204, 
Ar!mgtoo, VA- 22202-4302, and to lhe Otlia! ~f Management &nd Q;do~t. ~k Redt.~iio,'1 Pr~ (0704-01118). W ll.!>.lling'.cn. DC 20503. l>it!a!>C! DO NOT RETURN yl)IJ< fu!m too eilhel or IMse 
!14:lres~ Send complernd fO<m to llle G<wem~m.r.llssuing Contrac!lf.s Officer le>r Gont-acilf-IR No. fisted In Block E. 

A CONTRACT UNE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP X TM OTHER 

D. SYSTEM/ITEM E. CONTHACTiPR NO. F. CONTRACTOR 

\VITS TBD 
L DATA ITE.'Vi NO. 2 TITLE OF D.'\TA lTEJVI J Slil>1TfLE 

A0l4-3 Computer Softwnre Da ut a nd Related lnformation Business Wor kflow Diagrams 

4 AUTHORITY (I )ora Acqui.Jfuon Dtx:umem No.) .S CONTR.-\CT REfERENCE 6 REQUIRL\10 OFFICE 

soo 5.3 lTMD 
1 DO 25ii RFQ Q 01ST Sl A ~I'El\1 10 FR.EQU[NCY 11 DATI:. Of FlRST 14 DISTRIBUTION 

REQUIRED Sl.:BMlSSION 

LTR ASR EQ SEE BLK 16 b. COPIES 

&. APPCODE D II . AS OF 0<\11:: IJ OATF OF SURSEL'}LIEr..~ 
Fntal 

SUBMISSION <t ADDRESSE! IF.Jfi . 
SEE BLK 16 R!!~ Repro 

i6. REMARK$ SEE BLK 16 

Blocks 12 and 13: Submission dates mutually ~oreeable between 
government and contractor. 

Block 14: One soft copy shall be provided on appropriate electronic 
media to the applicable Performance Monitor and COR. 

. 
Fom1at, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

Business Workflow Diagrams shall provide a diagrammatic view of the 
tasks managed by tl1e system. Diagrams should show the order of the 
human system, stakeholders, and information elements that are used in 
the procedure and describe business requirements that must be 
addressed in the automated system. 

JS. TOTAL -----
G PR.f.?AR.ED 6Y H DATE. I APPROVE() DY 1 DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/A&PO 

:Based upon DD Forn1 1423-1, 1 Jun 90 

• 

il' l::>I'IMAI Ell 
Tl."TALPRICE 

Insert 

IN 

SECf. B 
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PERFORMANCE WORK STATEMENT 
27 August 2007 

HQ0034-07-F-l206 

CONTRACT DATA REQUIREMENTS UST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Pubf>e reponing burden fDt film <:Dbec:llan of infonna!JQO i$ ""timalad r.o aventge I I Q houn; pet" response. tnduding 1M u- tor !'e\lievAAg 10$1T0Cti01!5 • ..,ra-g ~ng data SOUR:e$, gafllenng end 
maintaining lb~ dala """deod· end completing and revi<!YM9 IM ~ ot lnfOfmalion. Sencl comm~ •eva< ding fll.s burden estimate or any olh'i:t ~or Ibis collection of inlomlatioo, Including 
suggestions fo< reductng this burden, 10 Department or Defense, Wuhingtoo tleadquarters Servires, Directorate lor lnto;mai!oo Opffatioos and Rej)Orts, 1215 Jefferson Dam Highway. Sulle 12~ , 

ArhnglDn , VA. 22202-'1302 11nd to Ill& Office ot Management on<l Budget , Pa.perwork Reducllon Project (070-4-CI&a) ·W8$hington, DC 20!>03 PleaS<~ 00 NOT RETURN your form to eilhet or thue 
addr~s. Se11d completed rorrn to the Go~emment l$$ulng Contracting Officer tor ContracttPR No Dsted In Block E . 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TDPX TM OTHER 

D. SYSTEM/ITEM E. CONTRACTIPR NO. F. CONTRACTOR 

W'ITS TBD 
L DATA ITEM NO 2. TITLE Of DATA lTEM 3. SUBTITLE 

A0l4-4 Computer Software Data and Related Jnformation Use Cases 
4 AIJTHQRI'I"Y {l>u1o t4t:quinnon Doctr/1/enl No.) 5 CONTR>\CT REFERENCE 6 REQ VrRING O~FICE 

S005.3 ITMD 
7 DD250REQ 9 DIST STATEMENT 10 FR EQUI:' ""CY 12 DATEOF fiRST 14 Dl5TRffiLI10N 

REQUIRED SUB'<USSTOI'i 

LTR ASREQ SEE BLK 16 b COPIES 

8 APPCODE 0 I I ASOfDAT£ 13 DATEOI' SUBSEQUt:l'<l 
rmaJ 

Sl..'BMISSION a. ADDRESSEE Draft 

SEE BLK 16 Res Repro 

16. REMARKS SEE BLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block 14: One soft copy shall be provided on appropriate electronic 
media to the applicable Performance Monitor and COR. 

Fonnat, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval . . 

Use cases shall provide high-level information about the interactions 
that users will have with the system~ describing every instance where 
the user will interface with the system using a variety of peripherals. 

15 TOTAL ~ 
G. PREPARED BY H. DATE I APPROVED BY J.DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/ A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

17. PRICE GROlfP 

tR ESTIMATED 
TOT AI. I'IUCI' 

Insert 

IN 

SECT. B 

2-109 



HQ0034-07-f -1206 

PERFORMANCE WORK STATEMENT 
27 Augu">t 2007 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Pub6l: repo<11ng bur cleo for lt1is eotiectio<l of iniorma:liol'lls estimated to IJ\Iaf1JQO! I I 0 hour9 r>er 1 esponse, including ~ time lot r~ ioslru~tions . seottching exisdnq daLe SO<Jtces , ga!h""ng and 
tnallltul•ng 1he data nee<led. and comt)lezing a nd reo.riewir.g lhe colledion of 111fortn;!lion Send comment$ regaf<iog tnis burden estimate 0< any oll!ec aspect of 1hls collectiOfl of l!lfonn&ti<XI,Induding 
suggesdonslol' reducing this burden. to Oeparones>t of0efe<l$4l. Washonglon Heedquerten Sefvlces. Oiteclorate 10< lnlonnalion Operations and R~. 1215 Jefrerson Davie Hlgtlway. Suile 1204, 
Allington, VA 22202~302, and to lhe OffiGe of Management and 8UdgeL Pllperwo~k Reductoo Projeet (0704-018&). Wasflin9roo, DC20503 Please 00 NOT RETURN yoor lotm to el!het of~ 
addresses . Send completed form to !he Govemmesll Issuing C<l<W&Ciing Officer for Conlr.lr;tff'R No tlsleclm Bloclc E 

A. CONTRACT UNE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TDP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACTIPR NO. F. CONTRACTOR 

WITS TBD 
I DATA ITEM NO 2 TITLE OF DA T.-\ ITEM 3. SUBTITLE 

A014-5 Computer Sofuvare Data and Related Information Activity Diagrams 
4 AUl1fORITY (Dutu Acqwsttroll l>ocumellt No 1 S CONTR.I\CT Rf.FER£i';C£ 6 REQUlRll'fG OFFICE 

S005.3 ITMD 
1 DD lll> Rl!O 9 DLST STATEMENT 10 FRtQUEN('Y 12 l)A TE OF FIRST 14. DISTRfBUTION 

REQUIRED SUBMIS.SlO~ 

LTR ASREQ - SEE BLK16 b. COPIES 

8. APPCODE D II. ASOfDATE 1 J DATE OF SUBSEQUENl 
Fmal SUB\oflSSION a ADDRESSEE Drntl 

SEEBLK16 Reg Repro 

l<i R£\1ARKS SEE BLK 16 
Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. . 

Block 14: One soft copy shall be provided on appropriate e lectronic 
med ia to the applicable Performance Monitor and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

Activity Diagrams shall show the interact ion of system components that 
are activated as a result of human or system action. 

15. TOTAL ~ 
G PREPARED BY H DATE L APPROVED BY J DATE 

. 
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HQ0034-07-F-1206 

PERfORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Pu!:Jc fllllCRI\g burden lot~ roledbn of inll:nrn!Jk""l i!l ~.allM! lti •ver-se 110 hGUr$ pe1 rHpan&e. lr\dixir.g ~ lt1tle 10< teYie-Mng illstl'x6ons, ~~&Ita s:.....-,. glll!l~ ~ 
ma:ntaiiWIO ,.., Ca13 ~Mea.~ CO!l'.f~'l:wlll ana ...,..~ lhe WII«<!!n Pfi11cfm3bon. Ser><l ct'.mmenl!; regar~g ~'lk !:>v.tlEtl esli~" ~allier aSI)!!d oflbls ~ ot lnlcunallon, indJdir>l) 

~lot ·eduCing t..,. N-derl, ll> CleD<mmwto.l OP.fens<>. W3511~ ~a<ten Senl!c.<K. ~31lt ,._,.,,Iorma~<>n O;>e<~ llfl<l Reyorts.. tl1S Jelf~ 08\.~ High-.,. Suittt 120-l 
k~ton , VA. 222024J!l2, Md to !he Office of ~n\00! atld Bud;Jel. l>;opa......t. R~ Prajed (07G4-!11e8~ \~;ji:>n. OC Zt\&13. Pie;IM 00 NOT RE"Tl.IRN ycur IDrm to llilher nl"'-' 
ltddreases s..nd 4;e 1o-m rc l!".e ~-.;rn:n;snt ISSJ.oing C0t\lt . . ~ 1c>r ~ No bt6<1 if\ Elocl< E 

A CONTRACT UNE ITEM NO. B. EXHIBrT C. CATEGORY: 

0004 A IDP X TM OTHER 

D. SYSTEMIITEM E. CONTRACTIPR NO F. CONTRACTOR 

\VlTS TBD 
1. DATA lTEM NO 2 TITLE OF DATA ITE.'-1 3. SUBTITLE 

A014-6 Computer Softwar:e Data and Related Information Infrastructure Diagrams 
.c AlntiORJTY 1/Jrua .4::quisi:it:Ht [)QcyntNtJ Nv.) S CONTRACT REFERE..'ICE 6.. REQl.lR.l~G OffiCE 

soo 5.3 ITMD 
7 DD2$0 REQ 9 DJ:ST STA TB!ENT 10. FR.EQUE-"lC'1 l2 DI\TE Of FlRST 14 DlSTR16Ll10N 

REQUIRED S l. BM ISSION 

LTR ASREQ SEE BLK 16 b COPIES 

i; AJ'P C'ODI! D I I. AS OF DATE IJ UATE OF SUB$£QUEN1 
F'mal SUBI\-11SSION a ADDRESSEE Draft 

SEE BLK 16 Reg. Repro 

16 REMARKS 
SEE BLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

• 
• 

Block 14: One soft copy shall be provided on appropriate electronic 
media to the applicable Performance l'vfonitor and COR. 

fonrtat; content, and distribution method mutually agreeable between 
government and contractor. Government ro conduct inspection and 
acceptance and make final approval. 

lnfrastructure Diagrams shall show the system that is being planned or 
documented and how it interacts with the phys ical layer. Shall provide . 
one large relational diagram showing all components use-d in the 
infrastructure for the system to operate. 

15 TOTAL .......... 
G pR£P,I\RED BY H DATE I APPROVED BY J DATE 

Robert CoxllTMD 26Jul07 Latetia Heoderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 
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f IQ0034-07-F-1206 

CONTRACT DATA REQUIREMENTS LIST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Original Fonn Approved 
OMB No. 0704-0188 

PubBc: t~g burdE>n f« !his colledioo cfinloonalion Is eslimaled to ,_age 110 b....-a per flHipOMil, lndudng !he bme lor reVIewing instruc:Oom , seardung exJstlng dam aoun:es. galhenng and 
malo lUling Ole data needed, and completiog and revieWVlg the oolle<:tion of inlonna1ion Send commenl3 regarcfwlg lhis burden eslimate Of any olllef ~of 1Ns coUe<llion of flformall«i, tnduding 
eu~ b redutlng 1111'5 burden. to Deparlmenl oJ Defense. Washington H~dquar1en ~. Oiredofate lor Information Operaljoos ill'ld Repol1&, 1215 Jelllnon Davia Higi\Wlly, S<lite 1·204, 
MlnQton. VA 22202-4302, and to lhe 011ioe of Management and Budge!. Paperwork RI!OUdion Pltljec;l (010+0188). Washmgton. DC 20603 P1e3se DO NOT RETURN yout lorm to e<ll1ef of lhese 
~, Send co d IOfm to llle Govemmenl lssuilli! Ol'l'leet lor Conlrad/PR No.. kted in Blod. r= 

A. CONTRACT UNE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I DATA ITEM NO. 2 ffiLEOFDATATTEM 3. SUBTITLE 

A014-7 Computer Software Data and Related Information Gold Software Package 
4, A VTHORITY (/)ala Acqursluon Dot.-umenJ No.) 5 (:0N1 RACl REFERENCE 6 REQIJIRJNG OFHCE 

soo 5.3 ITMD 
7 00 ;!50 REQ 9. DIST STAIF.MENT 10 FREQUENCY 12 DATF.OFFIRST 14 OISTRJHUTION 

REQUIRED SUBMISSION 

LTR ASREQ SEE BLK 16 b COPIES 

8. APPCODE D I I AS OF DATF. 13 DATE OF SUBSEQUENl 
Final 

SUDMISSIOK a ADDRESSEt.' Orafr 

SEE BLK 16 Reg Repro 

16. REMARKS SEEBLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block J 4: One soft copy shall be provided on appropriate electronic 
media to the applicable Performance Monitor and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Govert]ment to conduct inspection and 
acceptance and make final approval. 

. 
. 

Upon request, Contractor shall provide to Government:, in CD or soft 
media, all software artifacts placed under source contro l that holds the 
baseline release software that is in development, testing, or production. 
This shall include, but is not limited t o, source code. object code, 
algorithms, formulae, etc. Any changes to this software should be 
documented and replace the initial gold software package or be shown 
as an incremental patch to the gold package. 

15 TOTAL ~ 
0 . PREPARED BY H DATE l. APPROVED BY J. DATE 

Robert CoxflTMD 26Jul07 Latetia Henderson!A&PO 

Based upon DD Form 1423-1, 1 Jun 90 
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HQ0034-07-F-1206 

PERFORMANCE WORK STATEMENT 
27 August 1007 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Public reporting burden for. thi& collection of informatiorr os estimmed to average 110 hou111 per l'esponse, including the lime for reviewing instruction•. searching existing data SO\IICes, galhering and 
maintAining the data needed, and completing and reviewing tll<t"collection of information. Send comments regarding lhta bUJden estimate or any other aspe<.:t of this collection ol Information, Including 
suggestions for reduci~g this burden, to Department of Defense, Washington Headquarters Services, Directorate for lnformatiot'l Operatior>$ and Reports. 1215 Jefferson DaVis Htghway. Suite 1204. 
Allington VA. 22202-4302. and to the Office of Management and Budget, Pape.rwork RedUction Project (0704~1 88). Washington. DC 20503. Pll•ase DO NOT RETURN your form to eithe< of these 
addres~s Send comeleted form to the Government lssutnSt Contracting Officer for Con1mct/PR No. listed in Block E. 

A CONTRACT LINE ITEM NO. B. EXHIBIT C CATEGORY: 

0004 A TOP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACTIPR NO. F. CONTRACTOR 

\VITS TBD 
I Dr\T,\ ITEM N O. 2 TIT LEOF DATA ITEM 1 SliB n ru . 

A014-8 Computer Software Data and Related information Test Platform Description 
4 AUTIIORITY (l)aw A<'qnlslti<Jn Dtll:llment No) S C'Ol\T RACT REFERENCE 6. REQlllRlNG OFFlCE 

soo 5.3 IT MD 
7. DD 250 REQ 9. D IS'I' ST ATEMEI\1 I 0. FREQUENCY I 2. DATE OF F1 RST 14 OISTRIRUT!ON 

REQI,.'lRED SUBMISSION 

LTR ASREQ SEE BLK 16 b COP£E.S 

8 APP CODE D I 1 AS OF DATE 13 DATE Of SURS F,QCENl 
Fmal 

Sl"DM.ISSION .11 ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16, RI:.MARK.S SEE BLK 16 

Blocks 12 and 13: Submission dates mutuaJly agreeable between 
goverrunent and contractor. 

Block 14: One soft copy shall be provided on appropriate electronic 
media to the applicable Performance M.onitor and COR. 

. 

format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. . 

[n web or client server applications, Test Platform Description shall 
describe the hardware and software required to mirror the production 

• 
environment.. 

15_ TOTAL ~ 
G, PREPARED BY If. Di\Th I APPROVED BY J DAfE 

Robert Cox!JTMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 
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HQ0034-07-F-1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this colledion of information. including 
suggestions for reducing this burden, to Department of Defense, Washington Headquarters Services. Directorate for lnformatit>n Operations .and Reports, 1215 Jefferson Davis Highway. Suite 1204, 
Arlington, VA. 22202·4302, and to the Office of Management and Budget. Paperwork Reduction Projec1 (0704-0188). Washington. DC 20503, Please DO NOT RETURN your form to either of these 
addresses. Send completed form'to the Government Issuing Contracting Officer for Contract/PR No. Usted in Block E. 

A. CONTRACT LINE ITEM NO. ' B. EXHIBIT C. CIA TEGORY: 

0004 A TOP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS " TBD . 

' 
I. DATA ITEM NO. 2. TITLE OF DATA ITEM 3. SUBTITLE 

A014-10 Computer Software Data and Related Information Software Test Results 
4. AUTHORITY (Data Acquisition /)ocument No.) 5. CONTRACT RcFERE~CE 6, REQUIRING OFFICE 

soo 5.3 ITMD 
7. DO 250 Rt-:Q 9. DIST STATEMENT I 0. FREQUEt,iCY 12. D.-'\TE Or 1'1 RST 14. DJSTRffiUTION 

REQUIRED SUBrvllSSION 

LTR ASREQ SEE BLK 16 b. COPIES 

' 

8. APPCODE D II. AS OF DATE 13. DATE 01' SUBSEQUEN'I 
Final 

SUBMISSION a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16 REt-.11ARKS SEE BLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. . 

Block 14: One soft copy shall be provided on appropriate electronic 
media to the applicable Perfmmance Monitor and COR. 

. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

• 

Software Test Results shall list the results of the completion and 
functional aspects of the Test Plan. It shall describe any discrepancies 
between the Test Plan·and the candidate package. 

15. TOTAL -----
G. PREPARED BY H. DATE I. APPROVED BY 

. J [)ATe 

Robert Cox/ITMD 26Jul07 Latetia Henderson/ A& PO 

Based upon DD Form 1423-1, 1 Jun 90 
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PERFORMANCE WORK STATEMENT 
27 August 2007 

HQ0034-07-F-l206 

CONTRACT OAT A REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including 
suggestions for reducing this burden, to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204. 
Arlington, VA. 22202·4302. and to the Office of Management and Budget Paperwork Reduction Project (0704-0188), Washington, DC 20503 Please DO NOT RETURN your form to etther of these 
addresses. Send completed form to the Government Issuing Contracting Officer for Contract/PR No. listed in Block E. · 

A CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A . TOP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

\\'ITS TBD 
l. DAT A ITJ::M NO. 2. T IT LE OF DATA lTEM 3, SUBTITLE 

A014-ll Computer Software Data and Related Information Bug Reports 

4. A UTHORIT Y (Data Acquisition Document No.) 5. CONTI{ACT REFt::I{I'NCE 6 REQUIRING OFFICE 

soo 5.3 IT MD 
-

7 DD 250 Rt::Q 9. DIST S'I'ATEM£.\11 I 0, FREQUI:'NCY 12. OtHE OF FJRST 14. D!STRIBLJTION 
. .. 

REQUIRED SUBMISSIOl'\= 

LTR ASREQ SEE BLK 16 b. COPTES 

8. A PPCODE 0 II . ASOFDATP. 13. DATE Of SUBSEQUEN1 Final 
SUBM ISSION' 

. 
a. ADDRESSEE Draft 

SEE BLK16 Reg Repro 

16 REMARKS SEE BLK16 
Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

. 

Block 14: One soft copy shall be provided on appropriate electronic 
media to the applicable Performance Monitor and COR. 

-

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. . 

• 

Bug Reports shall document issues (i.e., bugs) in Software Test that . 

need to be tracked, repaired and closed by the developer. 
. 15. TOTAL ~ 

G. PREPA.RJ~D 1W H. DAlE I. APPROVED BY J. DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/ A&PO 

Based upon DD Form 1423-1, 1 Jun 90 
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I-IQ0034-07-F-l206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT OAT A REQU.tREMENTS UST Original Form Approved 
( 1 Data Item) OMS No. 0704-0188 

Puhk repoltil>p ~den for #lis colectioo ol infoonaiioo is ealimaled to ave<age 110 hcxn per response, lnduding the lime fot reviewing ffi~NGlions. searcl\lng exts!lng dam soor~. galheriOSI and 
m&Jnlanng the dat3 ne&ded • .aond compleling and r~ewong lhe cone(:tlon <>111lormabon Send comments regarding ttus bl6~ esnmate or any olhe< asp<:d of tlu5 conedlon ollnfonn.Won. inQ.Jding 
augg<:s11Dn$lor r~ lhlS burden, to Depamnent of Defense, Washingron Hudquaners Servtce$, OirectOiate lor lnformalion Opetations and Reports, 1115 Jellec-SOtl Oavls Hlgt>way, Sulle 1204, 
Alington , VA. 22202·4J02. and to ltle Office of Management 11nd Budget. Pi!lpt!IWQr- Redui;Gon Projea (0704-0188), Washington, DC 2~. Pie~ DO NOT RETURN 'tWf IOITTl to eiltter ol1he$e 
~ Send · d form 1o lhe Go;nernment · Contt a cling Officer lar Conlrad/PR No listed 11 Bloc:t E 

A CONTRACT UNE ITEM NO. B. EXHIBIT C. CATEGORY. 

0004 A TDPX TM OTHER 

0 SYSTEM/ITEM E. CONTRACTIPR NO F. CONTRACTOR 

WJTS TBO 
I DATA ITEM KO 2. TITLE OF DATA ITEM J. SUBTITLE 

A01.4-12 Computer Software Data and Related Information Acceptance Testing Report 
4 A t:IIIOROY (Dt11a ,kqwsmon Docrmtt>m No.) ~. COl\ I RACT RtftRf.I\'CF. 6. REQUIRING OFFJC:E 

soo 5.3 ITMD 
7 001-50 REO 9 DIST ST A TEMENI 10 FREQUENCY 12. DATE OF FIRST 14 DlSTRl.BUTION 

REQUIRED SUBMlSSION 

LTR ASREQ SEEBLK16 b COPiES 

8 APP CODE D II . AS Of DATE 13. DATE OF SUBSEQUENl Final 
sun:-.nss1oN a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16 REMARKS SEEBLK16 
Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block 14: One original hard copy signed by the user and one soft copy 
provided on appropriate electronic media to the applicable Performance 
Monitor and COR. 

Fom1at, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make fma] approval. 

Acceptance Testing Report shall provide a summary of each major 
feature and the resu Its of user acceptance testing. 

15 TOTAL ~ 
G PREPARED BY IL DATE I APPROVF.D BY J DATe 

Robert C ox/ITMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 
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HQ0034-07-F-1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Public reporting burden I« lhls eollectlon of informatiorl is eslimati!d to average 110 hours P<!f ~Upons.e, lncltJGng tile limt> toc tevie""ng instrootlons, searcflll\iii!Xi$1JI'IQ ISSta ~- ga!hedng und 
mlln~ !he datll needed. and comoleling and revieMI!g !be colection of r~rounalion S""d comn1...m reg3r~ t1us butc:Jen estimate a any olller asl)eCt of this eolledlon of inlormalion, inOOding 
auggmrlioho klr reduang this burden, ro Oeparonent ol Defense, Waslmglon Hndquaste:rs SeMces. !Xedotate let lnfonnalion<lpef"aflons and Reporis. 1215 Je11ei'S()tl O;Ms Hghway Suile 120-4. 
Allngtoo. VA.. 22202_.3()2. and k> lhe Offloe of ManagefMnt and Budget. f>apero~Ql~ R&ducllon Pt01"CC (0704-0188), washington. DC 20503 ~ 00 NOT RElt.IRN your form to ellhet oflheso! 
ttddrases Send co~eted loon 1D !he GovemmenJOc· • Ccmr · Office< lot ConnatPR No &ted in 81ocJ< E 

A. CONTRACT UNE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TDP X TM OTHER 

D. SYSTEM/ITEM E. CONTRACTIPR NO. F. CONTRACTOR 

WITS TBD 
I OATA ITF.MNO 2. llTLE OF DATA ITEM 3 S.l.i'BTTTLE 

A014-13 Computer Software Data and Related Information lmplementation Report 

-1 AUTHORJTY (/Xlk:t Acquuirion f>oc:Uilu:m No.) 5 CONTRACT REFERE!'OCE 6. REQUJRlNG OFFICE 

soo 5.3 IT MD 
1 00250REQ 9 OIST STATEME~T 10. rR.EQlit:-iCY 12 OA TE OF FlR5T i4 DL<;TRIBUTION 

REQUIRED SUBMISSIOK 

LTR ASREQ SEE BLK 16 b COPIF.S 

8. APP C'OOE D II , AS 0~· DATE u Q,\ TE OF' SUBSEQUEN1 
Fmal 

SUBMISSION a ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16. RE..\IIARKS SEE .BLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block 14: One soft copy shall be provided on appropriate electronic 
med ia to the applicable Performance Monitor and COR. 

. . 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

. 

Implementation Report shall provide a summary of any issues that arose 
during implementation of a production system. 

15 TOTAL ~ 
G PREPARED BY H DATE I APPROVED BY J DATE 

Robert CoxllTMD 26Ju107 Latetia Henderson/ A&PO 

Based upon DD Form 1423- 1, 1 Jun 90 
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H Q.ODJt.LQ7-F~ 12))6 

PERFOR;'\.V\NClE W'i:••RK STATEMEt'n 
:1.7 Aug.us~ ":.{llj7 

CON" RACT DAtA REQUIREMENTS LST Or'Jglnal Forfn Ap Hov6d 
(1 Data Item) O~"iB No. 0704-0188 

- ray,-rtt"~£Jmlhn hr ...., c31li<--· ;,~ .,lf;:,;-....;1-on 'f.~r..~·, ., ·~ I ' 0 t-ut.;~-::.re~. lnduli"CO>:''lAe ~ <'-'<~.ni;'h_~. -...tooi;.g ~ ~ t<-ulc:..$, aa:fo:n;oo 8lld 
r,;.,r~~ ltle *"' n~j-~, li'ir.li:'..mfllitll;g a>dre~~ a;;; :cl='r..r~ ~ ,,.~;r.,ooo-;'1 .:l!m· :u~o ~~.:rorlle.botden edm..rte"' 4iif CCYc; ~;a (II lh:C eclt<kJ1 01 lnt_.m~. ln:L'llir'il 

~ons iOr r.wm,m~. t:<l.~'f,r.enHe~~- ~<fStrr,d.V•II<~~-~-. Clirll-.1:<4:1lr f<. ld'~O--.A:'a~ ~-;'~pc:r!s, 1Z1li.i..f/;;;mw• Osri$ ~'J)/N•'WY. ~ 1::.0.•, 
A.'Jn(t~. W &:r.dn-4~. ooo IV file Ofic~ {If i.t.l~me:tt ~ M{·;t =>-"'*"or~~ ft&..lllt(..JO Pf<>r.:oet (OTJ..-011»!-Wistoo<~l. OC :;:i:~:t ~DO 1\101 RE11J~ ~~ '-"tn ~ e!J¢ . <J ~~ 
a~- !<"JV' ~><<rlllle':ed i'orm :C• ;,·,;; Gcf•;m~ !s;u;ng Cm6 · ""'-"-"' lU ~,~ i'lll h:ec .w1 f'k-o..::. E 

A. CJNTRACT L:NE ITEM NO. 8 EX,;ISIT C. CATEGORY~ 

000~ A TDPX TM OTHER 

0 SYSTEMJ1TEM E. CONiff.:.,cT1'PR NO F. CONTRACTOR 
,v-.... ~ 1...: TB£ 
I. DA 1 ;\ ITF.M ..JO :l Tin.f (1f D.':TA ITEM . c·mE .>. ~ L 

A014-14 Computer Softv'~ r1 D~·La and Rela~ted lllformatwo Tr<'..Joing Materials 
-4 .-.I.Tili!)R.J"T r?:bm .-:cqiF.Iltlc:n L.O.."'MMJt711 No) 5 C~IRA<;T REFEF\:E!';Cf t li.E~~IRINGOFF1CE 

soo ~.3 ITI\-U! 
1 no .:-sll RE•~ 9. DbT~I.-\TEJ.I,.lEi~r 1 n. f!\.FQt r:('l()' 1 ~ . 0..-.TEOFARST 14. Pfs-fRIBUTION 

Rf ~UlRED eUBMJEt.JO~ 

LT'h .ASRC£',·U SE.E BLK t6 b. i;'•'2"·1't ES 

8. Af>P !:CJOE D 11 '.S OF DATE 13. DA-1 t. Ot- Sl 'SSf..-;UENI 
Fin:J 

5liB:O.~!Ilcr-< a ~iDORf:S!lEE Dnsil 

SEE 1JLf( 16 R~<!. R "'))K' 

16. REM .. '\RK!! SEE BLK 06 
Bl.<..":~Ck r', 17 ~nd 13: Submiss,ion dtttes rmutu~l.ly agreeable bt-t~veen 

government Eirtd contratctor. 

Edock 1 ' J: On.e soft copy shall be provi(led on ar:~propriute electronic 
media tc the a'PVJiicable I?erfcrl!!lc)IJ';Ce ivionit:or arKJ COR. 

Format, content., 2md dis~\ribu lion rne·lhod tnl'Jtually agreeable between 
government ano contraci:or. Government to ct'"~nduct irtspe.;ticn and 
acceptance and make final approvr.!l. 

TraLnhg Mai:erials shall include, for eAarnple, fj User f\ianual.. overhez..d 
£.1iaes in Powc'rPCih~ ::m e\utliile of i:he training ccttrse, e(c. Tra: rii ng 
malterials f.lre kept en hano f or new users li~· d tey are ~dLed and art· 
uj.:'dated in ftJtur~ iterations cfthe software. 

------1~. TOP.L 

G Pr.I::PAAED &Y H DATE t A Ff'~·VED ~ Y J .CATf 

Robert C()1/ITMD 26Jd07 L r.;. tetia He !deK'iC-n ,~A&P( J 
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PERFORMANCE WORK STATEMENT 
27 August 2007 

HQ0034-07-F-1206 

CONTRACT DATA REQUIREMENTS LIST Original F onn Approved 
(1 Data Item) OMB No. 0704-0188 

Pl.lblac "''"""''9 burlteo far IJJI$ <X>IIectioo of information 1$ e:slima!ed to • ....,,.91' 110 hour$ pt!f respoose. InCluding 1ha lime f« re~g lll!.llUCiioos. sea~QlioglfiCiatiJ>g 4ata SC>UtUS. 9'111uorin9 and 
mar~lainlng the data nMdect and completing aod £eviewing the cole:aion of lnfocmalion. &nd -..men!S revaning lhs bwden estimate .... any ol!lef asp..ctof lhis «oolechM ol infocrn.tlllotl, Including 
suggestions lor re<lucing lhis be.l'den, to Department of Defense. Washk\gton HeadquMD!n Selvloes, Olrecroralie lor lllfonnalion Operations and Repo!15, 1215 Je1fer5()tl Davis Hl~y. ~ 1204, 
Artlng!tro. VA 2:2202_.302. end 1o the Ofice Gf liotanagernent and ~et. Pa~ Redt.d011 ProJeCt {0704-0188). Wastw!gtoo. OC 20503. Please DO NOT RETURN your fort11lo eill\el of~ 
&Odresses . &nd co eted form 1o the Govemmenl k.~ ~ Comracling Otficet foe Conlrad/PR No listed in BIDdc E . 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY 

0004 A TOP TMX OTHER 

D. SYSTEM/ITEM E. CONTRACTIPR NO. F. CONTRACTOR 

WITS TBD 
I. DATA ITEM NO. 2 TITLE OF DATA ITEM J.SUBTm.£ 

A014-15 Computer Software D<lta and Related Information User :\bouaJ 
4 ALIHORITY (i)a/a Aeqwrlrion IJo.."ffmu•l Nn.) 5 CONTRACT REFER.E>!CE 6. REQl:IRJI'.G OFFICE 

soo 5.3 lTMD 
7 0 0 250 REQ 9 OIST STATEMENT 10 FREQUENCY 12 DATI: OF Fl~T 14. DISTRrBLmON 

REQllRED SUBMISSIOI'I 

LTR ASREQ SEE BLK 16 b COPiES 

8 Al'PCODE D II. AS OF DATE 13. DATE Of SUBSEQL-.BN1 
final 

SIJB':Vfl SSl 0"'1 a AODRES.$F.F. DraA 
SEE BLK 16 Reg Repro 

16 R~iMARKS SEEBLK 16 
Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block 14: One soft copy shall be provided on appropdat.e eJectronk 
media to the applicable Performance Monitor and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

User manual shall describe and diagram each system feature and use 
case. Capabilities and intents of the systems are discussed. Document is • 

typically prepared in a word processor format. 
15 TOTAL ~ 

G PREJ>AR.E.D BY ll DATE I APPROVED BY J DATE 

Robert Cox!ITMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

l7 I'RK"lc Glt(X;P 

IS ESTIMATF.O 
TOTAL I'R1CC 

Insert 

IN 

SECT. B 
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HQ0034-07-F-1 206 

CONTRACT OAT A REQUIREMENTS UST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August2007 

Original Form Approved 
OMB No. 0704-0188 

Pubic: repotlit>g. burder> IOf U\ls coHectiot1 or iflformauoo is estif!'laled 10 evt:!rage I I 0 hoora pet •Kf>O""e. Including the time 1.,.- '"""""'"9 ll'lslluctions. seart:Nng e~Qs&>g detB eourcn.. gethetiog a<>d 
malntmning lhe data needed, end complellng and reviewing lhe colledion of inlotmallon Sorld comments ' "V"";Iiug1his ~ estimate 01 any o:t>er aspect of 11\$ oolleeli<>n ol inb1111Jiion, including 
suggesllons lor reducmg this burden, 10 Department of Defense , Wasnklglon Headquarters Sennce:s, Oitecto<ate lor lnlormalion Opetations and Repons, 121 S Jetletson DaviS ~ey. SUite 120o4, 
Mngton. VA. 22202-4302. and lo 1M Ofice of Management and Budget. Paperwofll Redllc;lioo Project (0704-~1M). Wasliii\QIOO, DC 20503, Please 00 NOT RETURN your fOflTI to either ol ~ 
addrene~~ Send c;Omple!ed fonn to the Govemtne~~tiSSlJin!l Cooltacling Otficet b CQnlra~ NQ lsted Ill 8l<x;l< E 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP TM OTHER ~IJSC 

D SYSTEM/ITEM E CONTRACTJPR NO. F. CONTRACTOR 

W1TS TBD 
l. DATA ITEM NO 2 . TITLE OF DA T.'\ ITEM 3 SlJBTITLE 

1\014-16 Computer Software Data and Related Information Lessons Learned Report 

4 AUTHORITY (l>aro Acqwsinon Du.:ument /fa) ~ CONTRACT REtl:RENCE 6 REQUIRIN(i OfflCE 

soo 5.3 ITMD 
1 00 250 REO 9 DLST STATEivfENT 10. FREQUENCY I :? DAn- OF FIRST 14 Ol~UTION 

REQUIRED SUBMJSSION 

LTR ASREQ SEE BLK 16 b, COPIES 

S APPCODE D I 1 AS OF DATF. tJ DATF. OF StTBSEQ Jt N 
f roaJ 

SUD MISSION a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

t6 REMARKS SEEBLKI6 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block 14: One soft copy shall be provided on appropriate electronic 
media to the applicable Performance Monitor and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

Lessons Learned Report shall provide bullet points of major successes 
and failures for use in future projects. 

15, TOTAL ~ 
G PREPARED BY H (>ATE I APPROVED BY J. DATE 

Robert Cox/lTMD 26Ju107 Latetia Henderson/ A& PO 

Based upon DD Form 1423-1, 1 Jun 90 

2-121 

18. f$TTM,\TF.O 
1 err"'. l'RtcF 

Insert 

IN 

SECT. B 



• 

HQ0034-07-F- 1206 

CONTRACT DATA REQUIREMENTS LIST 
(1 Data Item) 

PERrORMANCE WORK STATEMENT 
27 August 2007 

Original Form Approved 
OMB No. 0704-0188 

Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing lhe collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including 
suggestions for reducing this burden, to Department of Defense. Washington Headquarters Services, Directorate for Information Operations and Reports. 1215 Jefferson Davis Highway, Suite 1204, 
Arlington . VA. 2220;2-4302, and to the Office ol Management and Budget, Paperwork Reduction Project(0704-Q188), Washington , DC 20503. Please DO NOT RETURN your torm to either of these 
addresses. Send completed form to the Government Issuing Contractin!l Officer for Contraci/PR No listed in Block E. 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TDP TM OTHER MISC 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I. DATA 1'1 EM NO 2 . TITLE OF DA T.'\ ITEM 3. SUBTITLE 

A014-17 Computer Software Data and Related Information Class Diagrams 
4 AUTHORITY (l)ata AcquMtion Doctmwnl No.) 5. CONTRACT REFERENCE 6 . REQUJRI'-IG OFFICE 

soo 5.3 JTMD 
7 DD250REQ 9. D 1ST ST ATEJYIENT 10. FREQUENCY 12. DATE OF .FIRST 14. DISTRIRUT ION 

REQUiRED SUB!VUSSlON 

LTR ASREQ SEE BLK 16 b. COPIES 

8 APP COD!; D I I AS OF DATE 13. DATE OF SUB<;EQUEN, 
Final . SUBJI..USSlON a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro . . 

16 REMARKS SEE BLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

. 
Block 14: One soft copy shall be provided on appropriate electronic 
media to the applicable Performance Monitor and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. .. 

Class diagrams shall comprehensjvely document all classes, modules, 
and features. . 

15. TOTAL -----G PRJ::I'AREO BY H. DATE l Af'I'ROVEO .BY J. DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

. 

I! J>RlCI'. 0R<JIJ1' 

18. ESllMAlEl> 
TUl'AL.l'RtCE 

Insert 

IN 

SECT. B 
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HQ0034-07-F-1206 

PERFOIUvtANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS LIST . Original Form Approved 
(1 Data Item) OMS No. 0704-0188 

Publc rep()fjing burden for this collection of informatiOO IS estimated to average 110 hours per response. including the lime for revieWing instructions, searctung extsling data sources, gathering and 
maintaonong the data ne!~ded. and completing and reviewing lhe ~tectlon of onfomlabon. Send comments regarding this burden estimate or any olher a~pe<:t of this co4ection of lfl'formallon.tncludong 
suggestions for red\Jcll"lg thl$ burden, to Department of Defense, Wo&hinglon Headq.,.,rters Services. Oiractorete for Information Operations and ReportS. 1215 Jefferson Davis Hoghway, Suite 120<1, 
Arlington, VA. 22202-4302. and to the Office of Management and Budget. Paperwork Reduction ProJect (071)4-0188), Washing!oo, DC 20503 Please 00 NOT RETURN yo\Jr form to eilher of these 
addresses. Send o;omploted Jorm to the Government Issuing Contrecting Officer for ContractiPR No llsted In Block E 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP TM X OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I. DATA TlB\1 NO 2 TITLE OF DATA ITEM 3. SL'BTlTLE 

A014-18 Computer Software Data and Related Information Administrator's Ma.nual 
4 . AUTHORITY {Data AcquiSiflo11 J)o...-.ummi No } S. CONTR.:\CT REFERENCE 6 REQUIRING OFFICE 

• 

SOOS.3 IT MD 
7 DD250REQ 9 !JIST STATEMENT 10 I'R.EQUI:.I'\CY 12 0 .-\TE OF FIRST 14 DISTR.IBL TION 

REQLlRf.D SUR~1JSSION 

LTR ASREQ SEE BLK 16 h COP£ES 

8 APPCODE D 11 AS OF DATE 13 DATE Of Sl.t'BSEQI.!EN'' F'IM! 
SUBMlSSIO~ a. ADDRESSEE Dmft 

• 

SEE BLK 16 ~ Repro 

16. REMARKS SEEBLK 16 
Blocks 12 and 13: Submission dates mutually agreeable between 
govemment and contractor. 

Block 14: One soft copy shall be provided on appropriate e]ectronic 
. 

media to the appljcable Performance Monitor and COR. 

Format, content. and distrjbution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

Administrator 's Manual shall describe deployment instructions, 
maintenance activity that must be performed, and how to configure the 
application for future changes in usage. 

15. TOTAL ~ 
G. PREPARED BY H. DATE 1 APPROVED BY 1 DATE 

• . 

Robert Cox!ITMD 26Jul07 Latetia Henderson/ A& PO 

Based upon DD Form 1423-1, 1 Jun 90 

2-123 

17 PRICE CiROIJI' 

13 ESTIMATB) 
iUlAI PR!Cf 

Insert 

IN 

SECT.B 



HQOOJ4-07~F-1206 

CONTRACT DATA REQUIREMENTS UST 
(1 Data Item) 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Original Form Approved 
OMB No. 0704-0188 

Public reponing burden for 1bb collection of onlormal!on is estimiJ!ed to average 110 hours Pef r~. Including 11\e bme lor revoe-Mng lns~lions. &earchlng eXIsting data sources. galhenng and 
mainlaming lhe dalll needed. and completing and re11iewing1he eolleCI>oo of inlocmalion Sernl comments regarding lhts burden esiimate or any other IISI)eQ otlhis colledlon oi Vlfonnaoon. Including 
suggestion$ lor redvclng this burden, to ~enl of Defense, Wastung~on Headqoaners S~. Directorate IOrlnformabon Operations and Repor11>, 121 ~ Jrlferron DaVIS Highway. Suite 120., 
Athngton , VA. 22202~302. and to lhe Office of Management and Budget. Paperworll Re<!uc1ion Project (0704-0188), Washington, DC 20~3. Please DO NOT RETURN your form to either of lhe.se 
addresses Send completed torm to the Govemmentlssuina_Contradina Ollk:et for ContractiPR No. lisled In Block E 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TDP TM X OTHER 

D. SYSTEM/ITEM E CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I. DATA ITEM NO 2 TITLE OF DATA rrEM 3. Sl)BTLTLF. 

A015-l Continuity of Operations (COOP) Contingency Plan 
4. AUTHORITY (/)utu Acq~~~.~irinn D~X'utmmr No) ~ CONTRACT REFERE:-.ICE 6. RF.QUI.RL'4GOffiCE 

soo 4.4 ITMD 
7 DDZ50 REQ Q DIST ST A TEM£\IT 10. FREQUEI\CY 12 DATE OF FIRST 14 DJSTRlBlJTT0:-.1 

REQUIRED S L"BII;{lSSION 

LTR ASR£Q SEE BLK 16 b COPIES 
. 

8 APP CODE D II AS OF DATE 13 DATE OF Sl)BSEQUF.I\.' Fmal 
SUBMiSSION a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16. REMARKS SEEBLK 16 

Blocks l2 and 13: Submission dates mutually agreeable between 
government and contractor. . 

Block 14: One original hard copy and one soft copy shall be provided 
on appropriate electronic media to the applicable Perfom1ance Monitor 
and COR. 

. 
Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

15. TOTAL ~ 
G PREPARED RY H PATE I APPROVED BY J D•\TE 

Robert CoxllTMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, l Jun 90 

17. PR!CF. ORO! ;r> 

18. FSflMATFf1 
Tflf AI . PRICF 

lnse•i 

IN 

SEer. B 

' 
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HQ0034-07-F -1206 

CONTRACT DATA REQUIREMENTS LIST 
(1 Data Item) 

PERfORMANCE WORK STATEMENT 
27 August 2007 

Original Form Approved 
OMB No. 0704-0188 

Pubic reporong borden !Of lhls colleclioo of lllfOfmation cs est>me~ to average 110 1\aJr$ per r~. indU<ing ~tune fo< revoeWVig inslructi<Jns. searet>Jng eXIsling data toureoes, g&lhering and 
maa1tainlng 1t1e cl.ata needed. and comple!ing and "'"'ewing lhe cdledloo of jn1orrruulon Send coounenls regauing thts but den esDmate or lillY olher asped ol !llJe coftedlotl ol inlormallon, lnca.dlng 
auggest~on~tor reducing lhis t><Jrden, to Oepartmerrt of Dele"", Washhgion He~ Senl'tees, DWe=ntte for lnformalioo Operations and Reports, 1215 JeffefS<lfl Oav1s Hlghw..y. Suite 1204, 
Mlnglan. VA_ 22202--4302. and to !he OfliO! of Management and Budge!, P~rperwo t R- PrD)ed (0704-01 &8). Wastingtoo, OC ~. Please DO NOT RETURN.,_, form 10 ftl!het af !11ese 
addt~. Send co · ed form to 111e Government lsst ino Coolr 

. 
Officer tor Cannct/PR No. lsted in 81~ E. 

A. CONTRACT UNE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A IDP TMX OTHER 

D. SYSTEM/ITEM E. CONTRACTIPR NO. F. CONTRACTOR 

WlTS TBD 
I DA7 A ITEM NO 2. TITLE Of DATA ITEM J. Sl;'BTITLE 

A015-2 Continuity of Operations (COOP) Report of COOP Test Results 

4. AUTHORITY (Dma Acqumliml IJcx:riTtU:'nl No) 5. COI'<TRACI RfFERTh"CE 6. REQUTRING OFFlCE 

S004.4 ITMD 
7 DD2~ REQ 9 DIST ST A TEMEI\ I 10 FREQIJP.NC'Y 12 D~TE OF FIRST 14. DlSTRIHUTION 

REQUIRED SUB~ISSJON 

LTR ASREQ SEEBLK 16 b. COPIES 

8. APJ>CODE D 11 . ASOfDATE 13. DATE Of SUBSEQUEN-r fonal 
SUBMl.SSJON a ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16. KEMAKKS SEE BLK 16 
Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block 1 4; One original hard copy and one soft copy shall be provided 
on appropriate electronic media to the applicable Performance Monitor 
and COR. . 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

t 5. TOTAL ~ 
G PREPARED BY H OAT!i l APPROVED BY J DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

17. PRICF<lR<)IJP 

llS I::S fiMA II:U 
TO rAt. I'RICI:: 

Insert 

JN 

SECT. B 
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HQ0034-07-f-1206 

PERfORMANCE WORK STATEMENT 
27 Augustl007 

CONTRACT DATA REQUIREMENTS UST Original Fonn Approved 
(1 Data Item) OMB No. 0704-0188 

Pubic rep«Dng burdffi tOt !his c:ollectlot> of infonnatioo •s KtJITUited to evet11ge I 10 hours pet response indu<llng the time fw reviewi"tg instrucOons, Uardl11lQ eliUIIinv data S<>Utces. gathering and 
maintaining lhe data need!Jd, and complebng ~nd revie...ing lhe ~n of information. Se<!<;l commenu regarding !hils burden estimate OJ any orller asped of Chb colledion of information, lnclJdlng 
suggestions fof r<!duclng this burden , to Department or Defame, Washington Headquarters Se<Vices. Dltec:torate lor Information Operalions and Repo<IS, 121 ~Jeffe.rson DaVis Highway, Suite 1204, 
Mlngton, VA. 22202·<4302. and to ltle Office of Management and Su<tgct. f>;lpefW«k RedUC1ioo Project (07Q4.0188). Washington, DC 20503 Please 00 NOT RETURN your form to eittler or lhese 
addresses Send c:omplated form 101m! Government lssulng Contracting Officer for Contract/PR No fisted In Block E 

A. CONTRACT LINE ITEM NO. 8 EXHIBIT C. CATEGORY: 

0004 A TOP TM X OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I DATA rrE:M NO 2 TITLE Of' DATA fi'EM 3. SUBTITLE 

A016-J lnformation Assurance System Architecture 

4 AUTI-IORITY (Data A.cquisitimtiNJamumr Nr>.) S. COJ\'TRAC'I REFERENCE I 6. REQUlRlNG OFFI('E 

soo 4.0, 5.0 ITMD 
7 DD 250 REQ 9 DISTSTATEMENT JO FREQUENCY I 2 DA TF. OF ft RST 14 DISTRIRlJrtON 

REQUIRED SUBMISSION 

LTR ASREQ SEE BLK 16 b COPIES 

8 APPCODE D 1 ' 
AS OF DATE B DATE OF SUBSEQUENl 

Fma.l SUBMlSStON a. ADDRESSEE Draft 

SEE BLK 16 Reg Rcpm 

16 REMARKS SEEBLK 16 
Blocks 12 and 1 3: Submission dates mutually agreeable between 
government and contractor. 

Block 14: One original hard copy and one soft copy of the System 
Architecture~ including description and diagram, shall be provided on 
appropriate electronic media to the applicable Performance Monitor and 
COR. 

-

Fonnat, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

15. TOTAL ~ 
G PREPARED BY li DATE I APPROVED BY J DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/A& PO 

Based upon DD Form 1423-1, 1 Jun 90 

2-126 

18 E~TlMA'II:.O 
TOT .'II. I'RICF 

Insert 

IN 

SECT.B 

• 



PERFORMANCE WORK STATEMENT 
27 August 2007 

n Q0034-07-r-t2o6 

CONTRACT DATA REQUIREMENTS LIST Original Fonn Approved 
(1 Data Item) OMB No. 0704-0188 

PuCk~ burden ro; lhss ~ Gr iof.:li~is estim..r.ed tD 11\'t:lal)t 1\ 0 houta ~· te$1)01l$e, ~!he tum! fof ·~ im~ $e-:>~d\lng &XIslllg dm 5~, gr.ttetlllg and 
manlainlnglllo data 11ee<leU, and oompiel!ng and r~...-.g 1he ~or• of ill~ Seo4 oomn>enl$ f'e1J!'Idin1l L'lls OO!Qeo ~3le '=' fii"J o!hff ~~~.,! ~ co4ic<I>W1 ol ~•. lodr.ling 
~ ,._ R"du<:in9llu buUen 10 O.,j01<JZMenl of Oef-~ Ill.~~ Soirrioes. Cl:redoA;te for lnbn,._, ~ a<lO ReJMW!S. 1216 ..lottfetSOn Onir. Hlohwa-t. Sl.il!<t t2( .. , 
P.:lingron, VA. 222112-4302, afl!l m llle Office ol :.<.ana~ al!<l Budget. l>ap81W<lft R~ Proje<;t (07C~If!8) WI!Shr.gjen DC 20503 Please 00 OOl .RET\JAAYQOJt lwnllo Oilhef of t".esa 
eddr.-see1< Send co11111iefed !non m the Co""""""'"! I • Conlr ~ng Ollieef lot C<lnlr8di'PR No i!<:teo 11'1 Sbx:k E 

A. CONTRACT LINE ITEM NO. B EXHIBIT C. CATEGORY: 

0004 A TOP TM X OTHER 

D. SYSTEM/ITEM E. CONTRACTIPR NO. F CONTRACTOR 

\VITS TBD 
I. DATA ITEM NO 2 TITLEOFDATA ITEM :>. SI.J1HITL£ 

AOJ6-2 Information Assurance System and En,•ironment Description 
~ At;'TIIORITY (Drrtu A"'f'IUrticm [)..,~:...,._"'" N:~) ~ CONTRACT REFERE:N('E 6 REQUIRING OfFIC£ 

soo 4.0, 5.0 ITMD 
7. nu 2'iO R£Q 9. DIST STATEMEI'>T 10 FREQt.:f.:'-ICV 11 DATE OF Ai<ST i4 DlSTRm(TllON 

REQUIRED SUBMiSSION 

LTR ASREQ SEE BLK 16 b \OPIES 

S APPCODE 0 LL. ASOFDATE I .,I DATE OF SUBS£0UEN1 Final SUB!I.'IlSS!ON a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16 REMARKS SEE BLK 16 
Blocks .12 .and 13 : Submission dates mutually agreeable between 

~ ~ 

government and contractor. 

Dlock 14: One original hard copy and one soft copy shall be provided 
on appropriate electronic media to the applicable Pe.tformance tv1onitor 
and COR. 

Format1 content~ and d istribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make fiiml approval. 

l S TOTAL ~ 
G PREI'AR£0 BY l l DArE I. APPROVED BY J Dl\ Ti': 

Robert CoxllTMD 26Jul07 Latetia Henderson/A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

17 PRICY GROUP 

TOTAl PRJCF 

Jnsert 

IN 

SECT. B 
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HQ0034-07-F-1 206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT OAT A REQUIREMENTS UST Original Fonn Approved 
(1 Data Item) OMB No. 0704-0188 

Pubk reportlnSJ bufden 1Clf #ll$ coGe..-OOn <>f ll'f0fl11a1)()n Is estimated to BVl'l1tS)e 110 hours per respo~~Se. ~~~the IJme for r~ng in$1fUcfions, searching e.asllng dal.a -.ces. gaihllllng and 
marntalo ling ct>e data needed. ar>d co~ and rev~..-wit>g llle collecUon of lnfarmallon Send C:Om(llenls regarding !his burden esJimale or any atber 8$!led of this oolledion or nlui mat~on. ~ 
osuggea~ons fol r~ this burden, b> Oepattment cl Defense. Washington Hndquartets SeM<:e$. Oirec!Otale for lnformailon Clperaoons and Repor!s. 1215 Jefferson !liM& Hoglr~W}". Sufte 1204. 
Alfing1cn , VA. 22202-4302. and 1o lhe Office oftAanagementand Bodgel Pa peJ'W()(Ic ~on Protect (0704-0188) , Washington. DC 2050l. Plea"~ DO lliOT RETURN your rcnn lo elthw ollh6e 
addles5es. Send co ed fort11lo !he Govemmentlssuirlg CQnb OlliczJ ~ Conlta~ No li$!ed in 8IOc;k E. 

A CONTRACT UNE ITEM NO. B EXHIBIT C CATEGORY: 

0004 A TOP TM X OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I OAT A fTEl\<1 NO l Tlll..E OF OAT A ITEM :3 . Sl. "BTIT LE 

AOJ6-3 lofonnation Assurance System Security Requirements 

~ Aun lOR ITY (1 'lai.1 ..lcquiJitron D<~<:ument No.) 5. COl\ TRACT REFE'REJ\C'E 6 REQU1RING OFFICE 

soo 4.0, 5.0 ITMD 
7. 0 0250 REQ <) OIST ST.-\ TEMENT 10. FREQUENCY 12. DAT£ OF FIRST 14 DlSTRIDt..IION 

REQL1RED SL!'B;I.ilSSION 

.LTR ASREQ SEE BLK 16 b. COPIES 

8 APPCODE D I I. AS Of DATE 1.3 DATE Of Sl/B.SEQUt::N Fmal 
SUB;\115SION a. ADDRESSEE Draft 

SEEBLK16 Re,g Repro 

16 REMARKS SEEBLK 16 
Blocks 12 and J 3: Submission dates mutually agreeable between 

• 

government and contractor. 

Block 14: One original hard copy and one soft copy shall be provided 
on appropriate electronic media to the applicable Performance Monitor 
and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approvaJ. 

JS. TOTAl ~ 
G. PREPARED BY H. DAT.E I AJ>P.ROVED BY J. DATE 

Robert Cox!ITMD 26Jul07 Latetia Henderson/ A&PO 

Based upon DD Form 1423-1, 1 Jun 90 

11 PRK:t URt M l' 

13 ESJTh.fA TED 
fttr,oJ. P!?ICF 

Insert 

IN 

SECT. B 
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PERFORMANCE WORK STATEMENT 
27 August 2007 

HQ0034-07-F- 1206 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

P\Jb•o repo<11ng but den kx 1llis coUeaioo of inf«malion is estllllated to evl!fage 110 hours per tesponse. lndu<ing lfiellme tor t'N!e...ing ioslJUCtiom.. searclllng e>•stlng data ll0t6Ce$, gathering and 
maintaining 1he da1a needed. and completing <~lld rEMewing the «llectiorr ol information S«od co•ru11enl$tegasdng lhil> burdett eslima~ or any oCher aspec:t of lilts co4lecOorl ollnlormalion. lnciJd'll>g 
SUIJ94!Slions II;Jr reducing this burden. to Oepartmenl <:If Deferose. Washinglon Headquarters S<!cvlces. Oirectome to. lnf()(maton Oper<~tions and Rapans. 1215 Jet1ettiQI"I Oavls ~, &.ole 1204, 
Atlitlgu.n VA. 22202-4302. and to the Ofice of IAanagemenl and Budget, P•~ Reduc6on Projed (0704-{)188) Washiogtoo, OC 20503. Please DO NOT RETURN \IOUf fonn 10 ellher of lheu 
addles-. s..nd form 1D the Govemml!flt ISSUII19 COfllTa<:bng Offic« lor Con~~ No. lmed lrt Bled E.. 

A. CONTRACT UNE ITEM NO. 8 . EXHIBIT C. CATEGORY: 

0004 A IDP TM X OTHER 

D. SYSTEM/ITEM E CONTRACTIPR NO. F. CONTRACTOR 

WITS TBD 
1 DATA ITEM NO 2. fiLE Of DATA ITEM 3. SUBTITLE 

A016-4 Information Assurance Concept of OperaHons 
4 ALIFIORITY (Ot1ta Acqubuion /Jc>ewteJll No.) S. COJ'o<IRACT REFERENCE 6. RF.QUIIUNG OFfiC:E 

soo 4.0, 5.0 IT MD 
7 D01SO R.EQ q ot~l STATEMENT 10 FRJ:QUEN("Y 12 01\TEOFHRST 14 OISTRLRUllON 

REQUIRED SUBMISSION 

LTR ASREQ SEE BLK 16 b COPIES 

l!. APPCODE D II AS OF DA'rE ll DATE OF SUBSEQUEN1 Final 
SUBMTSSION a_ ADDRESSEE Draft 

SEE BLK16 Reg Repro 

16 RE.\1ARKS SEE BLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block 14: One original hard copy and one soft copy sha ll be provided 
on appropriate electronic media to the applicable Performance Monitor 
and COR. 

Format, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

15.TOTAL ~ 
G PREI'AREO BY H DATE I APPROv'ED BY J DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/ A&PO 

Based upon DD Form 1423-1, 1 Jun 90 
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PERFORMANCE WORK STATEMENT 
27 August 2007 

HQ0034-07-F-1206 

CONTRACT DATA REQUIREMENTS LIST Original Fonn Approved 
(1 Data Item) OMB No. 0704-0188 

'Pubk tepo!1ing bu. den foe lllis coftection of intoonaiion is estimated to avorilge 110 toours per response, Including lhe time for r~ insttudi<>ns. s.!-M'Ching rnstmg data sources. galtledng and 
mainl8inlng 1he data needed. and complellng aT\d •l!'iiewlng lhe c;ollectJon of l!llrJro>al>on Send Cl)mtnenls rega«<ng lhis burde<l ~slimale or ;;ony otMr asped ollhm collec1ion of lnfotmation, indUding 
~lions tor redUcing !hi!; bu-deo. to Department of Defense. Wastnngton HaadquartM~ ~. OinK:1Dratto fot lnfornmbon Operations and Repons, 121 S Jeller&M Davis Highway Suit& 120-t, 
Mlnglor\ VA. 22202~2. all<~ to lt>e Ofice of Management and Bu<lgel ~penNOrk Reduc1ion Pfojec:l (0704-Q188). Washingt011 OC 20503. Please 00 NOT RETURN your fonn 10 ellheroflheu 
~Send form lo !he Government Ct>nlta<:Jitlg Oflicel fa Conll-ad/PR Na. listed in Blod< E. 

A CONTRACT U NE ITEM NO B. EXHIBIT C. CATEGORY: • 

0004 A TDP TMX OTHER 

D. SYSTEMilTEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I. DATA rtB<I NO 2. mL.EOF DATA ITEM 3. Sl.JB TITLE 

A016-5 Information Assurance Training Plan 
4. AUlliORrrY (nata 1kqulsluoo Dt'!Cumem No) 5 ('ONTRA('T ReFERENCE 6. REQUl RI NG OFFIC'E 

soo 4.0, 5.0 ITMD 
7 DO !SO REQ 9 DIST ST ,-\ TEME:-IT 10 FREQUENCY 12 DATE Of FlRST 14. DISTRIBUTION 

REQ£JlRFD SUBMJSS 101'1 

LTR ASREQ SEE BLK 16 b COPIES 

8. APP CODE 0 II AS 01' DATI! l l DATE OF SUBSEQ UEI'-<'1 
f inal 

S UB!viTSS ION a ADD RESSEE Drnfl 

SEE BLK16 Reg Repro 

16. REMA RKS SEE BLK 16 

Blocks 12 and 13: Submission dates mutually agreeable between 
government and contractor. 

Block 14: One original hard copy and one soft copy shall be provided 
on appropriate electronic media to the applicable Performance Monitor 
and COR. 

' 

Forrnat, content, and distribution method mutually agreeable between 
government and contractor. Government to conduct inspection and 
acceptance and make final approval. 

. 15. TOTAL ~ 
G. I'REI'ARED BY H DAT E I APPKOV£0 B 'r" J DATE 

. 

Robert Cox/ITM 0 26Jul07 Latetia Henderson/ A&PO 

Based upon DD Form 1423-1, 1 Jun 90 
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PERFORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS UST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Publit repotting bur~ follhis oonection of nformabon is estimaled 1o ~~~ta9'1' 110 II«JrS pet response.~~~ the time 10< r~ewing instrudlons, surdtlng exiSting data IIOIJI"Ces, gall\ertlliJ and 
mainl:aini"Q Ute- ciat<o nef!<lftd, and comple!lng and te.riewing lhe collecllon o!W>Iourunion Send comments rega~cing lhis burden esllma!e « any other aspect of lhls c;okcbol1 ol tnlormabon. lnc*ldinQ 
~s lor reducing lhis burden. to Oeparonent ofDefeno>e, Washlng10n Headqwwtef'a Se!vlces, ~ate for lofo<matioo Operabons.ai\CI Reporil;. 1215 Jefter&OO Oavi$1-fghway. Suite 1204. 
Ming!On. VI>.. ZZ202-4Jil2. and to lhe Office of Management and Budget Paper'Mrl< Reduc:llon Pr~ (0704-01$8). Wasi!IOg!Dn. DC 20503 Piease DO NOT RETlJRN yOur lorm lo edher of lhes.e 
a#ess<tS Send eted krm 1o 1he Govesnment L..... ·- Comractlng Oflie.et lor Conltaci!PR No listed In Blocll: E. 

A. CONTRACT UNE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP TM X OTHER 

D. SYSTEM/ITEM E. CONTRACTIPR NO. F. CONTRACTOR 

"VITS TBD 
I DATA ITEM NO 2. TITLE OF DATA ITEM J. SUBTITLE 

4 .o\ UT:IiORJTY (JJaza :kipmition Document !Yf>J 5 CO/IITRACf REFER£1'\CE: 6. REQVLRINC OmCE 

soo 4.0, 5.0 JTMD 
7 DDlSO RF.Q 9 DIST ST.'\ TDIE:-IT 10 FREQUENCY 12 D:\ TE OF FIRST 14 DlSTRlBL'TIO~ 

REQLilRED SUBMI.SSIO!\ 

ASREQ SEE BLK 16 b C'OPIES 

8 APPCODE D I I AS OF DATE 13 DATE OF SCBSEQL!'ENl f'inal 
SUBMISSIO"i a. ADDRESSEE Dmft 

SEE BLK 16 Reg Repro 

16. REMARKS SEE BLK 16 
[insert remarks] 

15. TOTAL-
..........._ 

G PREPARED BY H. DATE l. APPROVED BY J DATE 

Robert Cox/lTMD 26Ju107 Latetia Henderson/A&PO 
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HQ0034-07-F-1206 

PERFORMANCE WORK STATEMEl\'T 
27 August 2007 

CONTRACT DATA REQUIREMENTS UST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Publ~ reponing bur dell tot this oollectitln of information b esnmale<l to average 110 hours per respoose, Including ~ dme for reviewing instTUct>ons, seatdling existing dala sources. galhenng and 
maintainong !he data neede<l. and completing and rev~ewing the coOeebon ol information Send comment$ regarding !hi's burden estimate or any olher ·~of lhis conectioo of inl'armalion l"etudlng 
suggestions for reducing this burden. to Department afOefeMe. Washlngton Headquarters Services. Olremotllll! l<lr Information Operations and Reports 1215 Jefferson Davis Highway. Suite 120•. 
Arlington, VA. 22202...4302. end to !he Office of Management and Budget, Paperwork Reduction Project (070+.0188), Washing!on. DC 20503 Please DO NOT RETURN your form to either or the~• 
addresses Send compl~ted form to the Government Issuing Conlractlng Officer lor Contract/PR No. listed In Block ~ 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: 

0004 A TOP TM X OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
I. DATA ITEM 1'\0. 2 TITLE OF D.>, T A ITEM 3. StJBTinE 

4 AUTHORITY (Data A.:qt~l.fitlrm f)ocwnem Nu) 5 CO:'ITR . .>,("T REFERENCE 6 Rr.QUIRING OFFICE 

soo 4.0, 5.0 ITMD 
1 on 2so REQ 9 DlSTSTA~T 10 fllEQlf8lC Y 11 DATE OF FIRST 14. DISTRJBlTTION 

RfQUI.RED SLIBI\USSION 

ASREQ SEE BLK 16 b COPIES 

& APP CODE D II A$01' DATE 13 DA Tl:i OF SUBSEQUENl 
Final SUBMlSSlON a. ADDRESSEE Draft 

SEE BLK 16 Reg Repro 

16 RE:NIAR....S SEE BLK 16 
[insert remarks] 

15. TOTAl ~ 
G. PREPARED BY H. DATI l APPROVED BY J. DATE 

Robert Cox/ITMD 26Jul07 Latetia Henderson/ A& PO 
. 
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HQ0034-07-F- 1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS UST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

P\ibic reporong burden lor ltlos collecboo of111kofmation os esbmalc<l10 Bven!fle I fO 1\ours per resp<mse. i\dvdlng ~time for feVJev.111Q inslructJqos, searc:Nng eristing data sources. galherlng and 
maintaining me cata nee~, en<) Qlmpleling and reviewing IIH! call«11Qo of lnfonnalico Send commenll; le{Jafdlng thill bvrden es~male 01 any olher asp~! of lhls coQection of ilfonnalion,lnceJding 
suggestions for redUcing this burden, Ill D<!partmeol of DefenM. W~hlngtDn Headqvarters Setvlces, Oireotorate for Information Operations end Repons , 12lS Jeffenon Davis Hogtlway. Sutle 1204, 
Arlington. VA. 22202-4302. and to 111~ Oflic>; of M<lnagemenl end Budget. Paperwork Redvctioo Projea (0704·01 ~). Wl!Shington, DC 20503 Plea<Se 00 NOT RETU~N yoor fonn to either of ttle&f! 
addresses. Send complell!d form to lhe Government lsStJingContractlnn Olf~<:er for ContraC'I/PR No listed In Block E 

A. CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY; 

0004 A TOP TMX OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
1. OAT AITEM NO. 2. TITLE OF DATA ITEM 3 SUBTITLE 

4 AUTHORITY (/'>ala Acqttimion J>ocumct11 No.) 5 CONTRACT REFERENCE 6 Rf.QllJRJNG OFFlCE 

soo 4.0, 5.0 JTMD 
7. 00250 REQ Q DIST ST A TFV1 Ei'.l 10 FRI:QUE!'ICY 12 DATE OF FIRST I~ DISTRIBLmOI'< 

REQUIRED SUBMISSTO~ 

ASREQ SEE BLK 16 b COPiES 

8 .. APPCODE D II ASOI'OATE 13 DATE OF SlfBSEQUEl\'1 FtnAl SUBMISSION a. ADDRESSF.E Drnft 

SEE BLK 16 ~ R~ 

16. REMARKS SEE BLK 16 
[insert remarks] 

15. TOTAl. ----G PREPARED BY 1-1 . DATE L APPROVED llY J. DATE 
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JJQ0034-07-F- 1206 

PERfORMANCE WORK STATEMENT 
27 August 2007 

CONTRACT DATA REQUIREMENTS LIST Original Form Approved 
(1 Data Item) OMB No. 0704-0188 

Public repor11ng l>urden lor ~~lis collection of informalicn is esllmated 10 average 1 10 hours per response, including lite tnne for re'llewlllg ins!ructions. sean;hing exosling data sources. gathering and 
maintaining the dsta needed, end completing and re'>'iewong the <:OIIe<:lloo ollnfO<TTUltion. Sen<! commeniS regardinlj lhls b<trden estimate or any o!Mr aspect ol1hl11 collettion of infotmal!on, looluding 
suggestions lor redu~ng lhl$ bvrclero. to Department of Defert5e. Wa$111nglon Headquarters Services, Oir"cQo1'111o lor lnforml<lbO<l Operations Md Reports. 12 15 Jefferson Davis Highway, Suite 12().4, 
Atti~gton. VA- 22202-4302, and to the Office of.Management and Bodg~l, Papetworlc Reduction Project (0704-018'8), Wnhington, DC 2U~3. Please DO NOT RETURN your form to either of thi!Se 
addresses Send comple18d lorm to the Government Issuing Comrec1m!l Oflicer for (;()ntract/PR No. nsred In Block E. 

A CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGORY: . 

0004 A TOP TM X OTHER 

D. SYSTEM/ITEM E. CONTRACT/PR NO. F. CONTRACTOR 

WITS TBD 
1. DATA 11'£ M N'O 2 TITL.E OF DATA fTEM 3. SUBTITLE 

4 AUTHORrrv (T)ala Al:qursiiiom.Do..;mJmt No.) 5. CONTRACT R£FERENCE b REQl.flRJNG OFFICE 

soo 4.0, 5.0 ITM.O 
7 DO 250REQ 9 DIST STATEMENT 10 FREQUl:! I" CY 1.2 DA TF. OF FTRST 14. DlSTRJBt.:nON 

RFQUIRED SlffiMISSION 

ASREQ SEE BLK16 b COP1ES 

8 APPCODE 1 I ASDrDAiE 11 DATE OF SlJ'BSEQU~;N D fiMI SUBMISSION a. ADDRESSEE Dr.d't 

SEE BLK 16 Reg Repro 

16 Ra-IARI'S SEE JlLK 16 
• 

[insert remarks J 
15. TOTAL ~ 

G. PREPARED 13 Y H. DATE I. APPROVED BY J. DATE 
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Response to RFQ221128 

WHS Information Technology Support (WITS) 
August27.2007 

3 Service Level Agreement (Quantitative Measurements) 
Team KTC is pleased to provide our proposed Service Level Agreements (SLAs) in response to 
the WHS WITS requirements. Our proposed SLA 's comply with the requirements of the RFQ 
and include: Performance Metrics Acceptable Quality Levels, Method of Inspection , Frequency 
of Inspection, PWS reference and Other Appl'icable References. For each SLA, the other 
applicable references include industry best practices and federal guidelines. 

Having performed successfully in SLA-driven environments similar to WHS Team KTC has 
learned a number of very important lessons which we have incorporated into our proposed SLA 
package, to include: 

• SLAs should be closely aligned with customer goals and objectives 
• SLAs should be reviewed and adjusted to ensure they are aggressive and continue to makes 

sense for the client 
• Gathering metric data should not be burdensoJne 
• SLAs do not need to be overly complicated to be effective; Jess is more 

Team KTC will implement a Service Level Management program for the duration of the WHS 
WJTS contract that will be a critical part of our Program Management Plan and highlighted in 
our proposed Performance Work Statement (PWS, Section 2.2.4). Our program will include 
planning, coordinating, developing, agreeing, monitoring and reporting on SLAs. We will 
conduct ongoing reviews of our service accomplishments to ensure that our service quality meets 
the required Jevel, remains cost effective, and improves over the life of the contract through 
continua] refinement of existing SLAs and development of additional SLAs. 

In addition to the proposed SLAs, Team KTC will gather, analyze, and report performance 
metrics for each of the SOO Objective Areas identified under the WITS contract. This will be 
very important to develop a baseline to assess servi~e provision from a holistic perspective over 
and above SLAs. 

Team KTC will work with WHS JTMD during the transition period and through ongoing 
contract performance to define and provide the level of granularity of performance metrics and 
SLAs appropriate to WHS' business needs. Our aim will be to define metrics and SLAs that 
incorporate key factors affecting overall performance and the relative importance of various 
services and projects. At that stage, our Quality Assurance Surveillance Plan (QASP) will also 
be reviewed to determine if additional WHS surveillance mechanisms are required and 
appropriate. 

Longer term, Team KTC will work \¥ith WHS to develop and implement SLAs to characterize 
WHS-wjde service provision and measure, analyze, and trend the results based on the 
311 /CRM/InfoStat methodology and program. During the 311 transition, we will work with 
WHS to define an initial set of metrics and SLAs. As the process matures, we will set higher 
standards for achievement, and work with Wl-TS senior leadership to further refine, improve> and 
consolidate the SLAs and measures. 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 3-1 



HQ0034-07-F-1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

SETION 1: QUAN'I'ITA TIVE MEASUREMENTS 

Perfonnance Element: Enterprise Service Support Center Ref#.: SLA QM -1 

Objective: Participate in the implementation of a WHS Enterprise Call Center using Remedy 
and assist in the migration of helpdesk call data from legacy helpdesk systems to the new 
Remedy Call Center. Operate and m';lintain a fully-functional Enterprise CalJ Center for 
recording, triaging, troubleshooting and resolving/escalating all WHS customer support 
requirements (lT and non-IT related), ensuring minimum user downt ime and information 
dissemination is timely and accurate. Provide guidance to and coordination with domain 
support staffs and other WHS organizations to ensure accurate and consistent use of the 
Enterprise Service Support Center so lution. Provide users with helpdesk support from both 
traditional (e.g. government work facilities) and non-traditional (e.g. telework, private 
residences) locations . 

Performance Metrics: 
1. Average Speed of Answer - Telephone Calls 

The Average Speed to Answer (ASA) is the monthly 
average of the amount of time that a caller will wait, after 
choosing the last voice menu promp~ before a live agent 
answers. 

2. Average rings per customer 
The number of rings a customer would have waited 

until their call is answered by a live agent or Vo ice mail 
system, after the final prompt is selected. <= 3 rings 

3. Average Speed of Response- Voice or Email 
If a customer elects to leave a voice mail or e-mail 

message with the help desk instead of speaking with a live 
agent, the help desk will contact the customer regarding the 
voice mail or e-mail. The customer must provide in the voice 
mail or e-mail accurate contact information (i.e., name and 
phone number). The receipt time/date stamp of the voice mail 
or e-mail wi II be the start tjme; the creation of the trouble ticket 
with e-mai l or voice reply will end the SLA measurement. 
(Voice Mai l = Total response time (in minutes) of all Voic.e 
Mail tickets I Total number of Voice Mail tickets E-mail= 
Total response titne (in hours) of all E-mail tickets I Total 
number of E-mail tickets) 

Acceptable Quality Levels: 

1 . <=40 seconds 

2. <=3 rings or 30 seconds 

3. Voice Mail is <= 60 
• mtnutes 

Email is<= 4 business 
hours 

• 

Average Speed of Response Voice mail (goal <= 60.00 min) 

Average Speed of Response E-mail (goal <= 4.00 hrs) 

4. <= 5% of total ACD calls 
received. 

4. Call Abandonment Rate 
The Call Abandonment Rate is the percentage of calls 

that are terminated by the customer following the selection of 
the last voice menu prompt and prior to a live agent answering 
the call. <- 5. OOo/o 

5. Call Talk Time 
This is the monthly average of the time it takes Help 

5. <= 15 minutes per call on 
monthly average 

3-2 



HQ0034-07-F- 1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Performance Element: Enterprise Service Support Center Ref#: SLA QM-1 
Desk Level 1 to service a customer on the phone. 
Average should be<= 10 minutes per call 6. >= 80% of all incidents 

6. First Call Resolution 
The percentage of answered calls to the help desk that 

are resolved on the initial caU in the follo\ving scenarios: 
a) Problems and/or issues resolved within 30.0 
minutes of the ini6al call to the Help Desk 
while the user remains on the phone line. 
b) Problems and/or issues resolved within 60.0 
minutes of a return call to the customer from a 
Help Desk agent in response to an e­
mail/voicemail. 
Average FCR >= 80.00o/o 

7. Ticket Accuracy-
This is calculated on a monthly average. It is the 

measurement of how accurate tickets are logged into the 
Remedy system by the Help Desk Agents. This is to include 
escalation accuracy, CTJ accuracy, incident details and time to 
complete ticket. 
Accuracy rate should be>= 98% 

8. Calls Taken Vs Calls Logged in Remedy 
This is the n1onthly average of the number of calls 

received through the ACD verses the number of calls Jogged in 
Remedy. 
Calls logged should be >=95% 

9. Average Time to resolve for escalated tickets 
This is the average time it will take for a group to 

resolve a ticket after it has been assigned to them. This metric 
varies depending on ticket severity status and caller stats. 
VIP calls <= 30 tninutes 
Severity 1 calls <= immediately- DR plan may be invoked 
Severity 2 calls<= 2 hours 
Severity 3 calls <=4 to 6 hours 
Severity 4 cal Is <= 6 to 8 hours 

Met bod of Inspection: 

7. 98o/o accurate 

8. 95% 

9. VIP calls <= 30 minutes 
Severity 1 calls <= 
immediately- DR plan may 
be invoked 
Severity 2 calls<= 2 hours 
Severity 3 calls <-4 to 6 
hours 
Severity 4 calls<= 6 to 8 
hours 

Government Monitoring 
Officials: 
COR and Performance 
Monitors 

Method of inspection will be through web based, live and 
historical ACD and Remedy reporting, and dashboards available 
to management and government stakeholders and auditors. 
In addition ticket accuracy audits and all auditing criteria will be 
published. . 

Frequency of Inspection: 

3-3 



• • • 
I 

PERFORMANCE WORK STATEMENT 
27 August2007 

Performance Element: Enterprise Service Support Center 
Daily, weekJy, monthly 

HQ0034-07-F-1206 

Ref#: SLA QM-1 

Statement of Objectives Reference: 4.1.1 Other Applicable References: PWS 2.07 

• 

3-4 



• 

HQ0034-07-F-1206 

• PERfORMANCE WORK STATEtv1ENT 
27 August 2007 

Performance Element: Enterprise System Administration Ref#: SLA QM-2 

Objective: Perform enterprise operations and maintenance in order to ensure desktop and 
application perfonnance/availability. Proactively monitor enterprise systems and non­
Information Technology, Army (IT A) managed networks, responsively communicate and 
report issues, resolve escalated customer requests and provide engineering solutions to ensure 
successful resolution of system problems. Operations and maintenance include the facility in 
wh ich the equipment resides. Monitor environment and take corrective actions when 
circumstances could lead to system failure. 

Performance Metrics~ %Time Enterprise Systems Available 

l. Percentage of Time of availability of enterprise systems 
0/o Uptime= 

1 -
x=1 

TI * N 
"Tl" is the Time interval we are observing over. 
"N" is the number of applications observed. 
"UOx" is the time in n1inutes a given application ('x' 
subscript accounts for each app) had been in a state of 
unplanned outage (unusable) 
e.g. If2 applications, Application X and Application Y were 
out for 2 ·minutes and 3 minutes respectively, during a 10 
minute time period, then the equation would yield: 

2min + 3min 
1 - ------------- = 75% 

lOmin * 2apps 

The applications had 75°/o uptime for this I 0 minute time 
interval. 

Methods of Inspection: 

Acceptable Quality 
Levels: 
%Uptime >= 99.50% 

Government 
Monitoring Officials: 
COR and Performance 
Monitors 

I a. Network Operatlons Center maintains log of all system outages 
that includes whether planned or unplanned, all outages are Logged 
in Remedy as an incident. 

1 b. Unplanned outages documented in Remedy with outage duration 
noted 

Frequency of Inspection: 

1 c. Reports provided monthly and for duration of all outages and 
mean time between failures. 

Tracked daily and reported monthly and for duration of outages. 

Statement of Objectives Reference: 4.2. 1 Other Applicable References: PWS 2.09 
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PERFORMANCE WORK STATEMENT 
27 August 2007 

Performance Element: Data Backup and Storage 

HQ0034-07-F-1206 

Ref #: SLA QM-3 

Objective: Ensure data backups are accomplished in a timely, effective and consistent 
manner. Coordinate w ith the domain support staffs to ensure efficient use and availability of 
resources and the survivability of data. 
Maintain the enterprise data storage solution in order to ensure efficient use and availability of 
resources and the survivability of data. Ensure compatibility with environments that have 
dynamic and evolving data storage initiatives. 

Performance Metrics: Acceptable Quality Levels: 
• 

0/o of BACKUPS COMPLIANT WITH THE APPROVED 99% 
BACKUP PLAN 

I _ NCB 
TB 

NCB =# Non-compliant Backups 
TB = Total # Backups 

Government 
Monitoring Officials: 

Methods of Inspection: 

COR and Performance 
Monitors 

Frequency of Inspection: 

l . Network Operat ions Center will log all backup results 
2. Report produced for prescribed interval 

Da i Jy monitoring of backups 

Statement of Objectives Reference: 4,4.1 Other Applicable References: PWS 2.04 
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PERFORMANCE WORK STATEMENT 
27 Augusr 2007 

Performance Element: Disaster Recovery Ref #: SLA QM-4 

Objective: Provide comprehensive COOP and disaster recovery planning, testing and 
activation support to ensure coordinated and responsive restoration of operations. Input and 
maintain applicable system information into the disaster recovery management tooL Develop, 
test, and implement procedures for data restoration at the COOP site. 

Performance Metrics: Acceptable Quality Levels: 
0/o FAILOVERIRECOVERY TESTS PERFORMED lAW · 95% 
COOP PLAN 

# Failover/Recoverv Tests Performed • 

# Failover/Recovery Tests Required Per COOP Plan 

Government Methods of Inspection: 
Monitoring Officials: 1. Network Operations Center will log all test results 
COR and Performance 2. Report. produced for prescribed interval 
Monitors 

Frequency of Inspection: 
Per WHS COOP Plan 

Statement of Objectives Reference: 4.4 Other Applicable References: PWS 2.04 
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HQ0034-07-F-1206 • 

PERFOFM.-\NCE WORK STATEMENT 
27 August 2007 

Performance Element: Installation Ref #: SLA QM-5 

1 Objective: Provide and maintain an installation program that ensures properly configured 
1 systems; continuity of user operations; fully-functional applications; proper coordination with 
the Enterprise Call Center and domain support staffs, and trained users to successfully operate 
new systen1s and equipment. 
Ensure insta lled itnages comply with prevailing Federal and DoD policies and regulations. __ ,_,_,__,_,......... - --····- ·-· ............... -..-.. ···-··-·-·-.. ·---·······-·- ---·-··· ,,_,.._, ...,....,.,.......,.,.......,._.__ ---.. 

. Performance ~(letrics: Acceptable Quality Levels: 
1 1. Accurate a<;signment of assets to customers and locations l . 95% 
I 2. Use imaging tool to create and maintain a single image for 2. 100 C}~ 

desktop PCs and a separate image for laptops 3. J 00 ~lo 
3. Full annual inventory agrees vvith CMDB 

Government Method of Inspection: 
l\1onitoring Officials: l. CMDB reporting compliance with generate<l hand receipts 

I COR and Performance 2. Review for accuracy and completeness via testing phase 
! Monitors 

Frequency of Inspection: 
1. Weekly and I\1onthly 
2. Monthly 

• 

3. Annual 

I Statement of Objectives Reference: 4.5.2 Other Applicable References: PWS 2.06 
I 
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HQ0034-07-F-1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Performance Element: Inventory Management Ref#: SLA QM-6 

Objective: Participate in the implementation of an Enterprise Asset Management solution 
using Remedy and maintain the Enterprise Asset Management solution for hardware/software 
inventory that ensures accurate and efficient ac;set accountability across the WHS enterprise 
and domains. The inventory management system must be accessible by users from anywhere 
within the WHS enterprise. Provide guidance to and coordination with enterprise and 
domain support staffs to ensure accurate and consistent use of the ~nterprise Asset 
Managen1ent solution. 

Ensure t imely and effective reporting and coordination of property management 
accountabili ty inc idents in accordance w ith prevailing DoD property management polic ies. 
Conduct a 100% physical inventory annually and 10% random sampling physical inventory 
monthly on all ITMD managed assets. 

Performance Metrics: 
1. Annual 100% physical inventory accuracy 

2. Monthly 10% physical in ventory accuracy 

3. Monthly CMDB accuracy- CMDB will match 
physical inventory collected monthly. 

4. Annual CMDB Accuracy- CMDB will match 
physical inventory collected annually 

Method of Inspection: 

Acceptable Quality Levels: 
I . l 00 % accurate 

2. 100 o/o accurate 

3. I 00% accurate 98 % 
of the time. 

4. l 00% accurate 

Government 
Monitoring 
COR and Perf01mance 
Monitors 

I. Physical inventory inspection completion reports compared 
against current inventory database(s) 

2. Asset Management Accuracy reports from Remedy CMDB 

Frequency of Inspection: 
1. Monthly 

2. Quarterly 

3. Annually 

Statement of Objectives Reference: 4.5.3 Other Applicable References: PWS 2.06 
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HQ0034-07-F- 1206 

PERFORMANCE WORK STATEMENT 
27 August 2007 

Performance Element: Domain Systems Application 
Administration 

Ref# : SLA QM-7 

Objective: Perform domain operations and maintenance to ensure application performance 
and availab ility. Provide effective and timely coordination with Enterprise Call Center and 
Network Operations to ensure successful resolution of maintenance requirements. Proactively 
Jnonitor systems and responsively communicate and report issues. 

Performance Metrics: . Acceptable Quality Levels: 
%OF TIME DOMAIN APPLICATIONS' ARE AVAILABLE 99.9o/o 
Total time of unscheduled domain system outage divided by 
the total number of hours of contractual uptime x 1 00= total 
percentage of domain systems availability. 

Gove-rnment Methods of Inspection: 
Monitoring Officials: 1. Remedy Severity 1 and Severity 2 tickets for domain systems. 
COR and Performance 2. Unplanned outages docmnented in Remedy with outage 
Monitors duration documented 

3. Reports provided monthly and for duration of outage 

Frequency of Inspection: 
Logged daily and reported monthly 

Statement of Objectives Reference: 5.2.1 Other Applicable References: PWS 2.12 

. 
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PERFORMA NCE WORK STATEMENT 
27 August 2007 

~ 

HQ0034-07-F-1206 

Performance Element: Enterprise Configuration Management Ref # : SLA QM-8 

Objective: Using Remedy, participate in the implementation of the Enterprise Configuration 
Management (ECM) solution and maintain the ECM solution in order to effectively manage, 
document and maintain configuration changes for distribution and use throughout the 
enterprise and domains. Assist in the migration of existing CM documentation to the Remedy 
ECM. Provide guidance to and coordination with enterprise and domain supports staffs to 
ensure accurate and consistent use of the ECM solution. 

Performance Metrics: 
0/o OF CONFIGURATION ITEMS (Cis) ENTERED INTO 
THE CM SYSTEM 
# ENTERED 

# TOTAL 
#ENTERED=# Cis entered into CMDB 
#TOTAL=# estimated Cis Total 
0/o ACCURACY OF THE DATA IN THE SYSTEM 
l _ #DISCREPANCIES 

#AUDITED 

#DISCREPANCIES=# CI discrepancies noted 
#AUDITED=# CI data elements audited 

Government Monitoring Methods of Inspection: 
Officials: 

Acceptable Quality Levels: 

DATA ENTERED: 
95% 

ACCURACY: 
98% 

COR and Performance 
Monitors 

Prepare CMDB report for government inspection 

Frequency of Inspection: 
1. Monitor and report Cl status monthly 
2. Perform audit and report quarterly 

Statement of Objectives Reference: 4.8 Other Applicable References: PWS 2.1 0 

3-11 



PERFORMANCE WORK STATEMENT 
27 August2007 

HQOOJ4-07 -f'- 1206 

Performance Element: Statistical Metrics Ref #: SLA QM-9 

Objective: Provide a method by which WHS can achieve better, Jess costly service delivery 
through a comprehensive application of performance measurement, heightened accountability 
and problem solving from inforn1ation and statistical data collected through the WHS' 
applications and systems. 

Performance Metrics: 
1. Provides the customer with a method to assess status 

and address issues before they become problems. The 
report highlights trouble calls that are high in volume~ 
involve VlPs, or considered potential problems areas. 

2. Customer satisfaction surveys. Survey will cover 
services provided ITMD as wel l as WHS Directorates. 

3. Program Management Review Report on performance 
measurement data, BPR activities, process 
improvements, ROI (ITMD and WHS) 

4. System Improvement Recommendation Report 
5. Monthly Systems Performance and Process 

Improvement Report 

Method of Inspection: 

Acceptable Quality Levels: 
1. I OOo/o on time deli very 
2. 95o/o of survey responses 

wil I have an average score 
of 4 on a 5 point scale 

3. Provided to the COR I 00% 
of the time on the first 
Wednesday of each month. 

4. Provided within 2 business 
days of request from COR 
I OOo/o of the time 

5. Presented to the COR by 
the 1oth day of the month 
I OOo/o of the time. 

Government Monitoring 
Officials: 
COR and Performance 
Monitors 

1. Project Manager (or designated POC) will perform thorough 
inspection of all statistics and trends reports and ensure that 
the report is provided to the COR with options to address 
issues and risks. · 

2. PM will inspect a sample of submitted customer service 
surveys and produce results report for COR. 

3. Contract Del iverables checklist acknowledged by COR 
4. Contract Deliverables checklist acknowledged by COR 
5. Contract Deliverables checklist acknowledged by COR 

Frequency of Inspection: 
1. Collected weekly; reported weekly and monthly 

2. Collected weekly; reported weekly and monthly 
3. Collected monthly, reported monthly 
4. Co llected monthly, reported monthly 
5. Collected monthly, reported monthly 

Statement of Objectives Reference: 7 .1 .1 Other Applicable References: PWS 2.19 
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PERfORMANCE WORK STATEMENT 
27 August 2007 

Performance Element: Jnformation Assurance (lA) Program 
Implementation and Maintenance 

Ref #: SLA QM-1 0 

Objective: Perform information assurance officer (lAO) functions as prescribed in Federal and 
DoD policies. Use DoD and WHS-standard tools to develop, update, and maintain enterprise 
and domain application systems certifications and accreditations. Develop and maintain all 
applicable documentation for alt enterprise and domain applications in accordance with DoD 
and WHS IA policies and DoD lT Portfolio Repository guidance. Coordinate w ith the 
government lAO and TAM to ensure compliance with the WHS security program. 

Performance Metrics: Acceptable Quality Levels: 
1. 0/o lAVA COMPLIANT 1. 95%) for each lAVA 

= 1- ( NCCI I ACl ) action 

NCCJ =Number of Non-Compliant Cls (a CI is 
considered non-compliant when the mitigation action is 
not completed by the prescribed timeline) 

ACI =Number of applicable Cis to an lAVA action 

2. 0/o JTF GNO Warning Order 
= l-(nrWARNORD I r-WARNORD) 
nr WARNORD= Number ofNon-Resolved Warning 
Orders considered when the mitigation action is not 
completed by the prescribed timeline. 

r WARNORD =Total number of mitigated and/or 
resolved Warning Orders jn the applicable prescribed 
timeline. 

3. 0/o PENCERT 
= 1- (Non-ResolvedPENCERT I R-PENCERT) 

. 
Non-ResolvedPENCERT = Number ofNon-Resolved 
PENCERT considered when the mitigation action is not 
completed by the prescribed timeline. 

R-PENCERT =Total number ofPENCERTs mitigated 
and/or resolved in the applicable prescribed timeline. 

Government Monitoring Method of Inspection: 

2. 90%) 

3. I 00% 

Officials: I. The VMS tool will provide IA VA compliance statistics 
COR and Performance 2. VMS will be used to track WARNORD compliance data (JTF-
Monitors GNO) 

3. IT A reports resolved Pentcert resolutions w ith in allotted time 
frame 

Frequency of Inspection: 
Monitor as needed to ensure compliance. 

Statement of Objectives Reference: 4.6.3 Other Applicable References: PWS 2.03 
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