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1. Overview 
 
1.1. Purpose.  The purpose of this plan is to identify the methods and procedures the 
government will use to ensure it receives the services/products under this contract, including 
those measures and metrics identified in the Performance Work Statement (PWS).   

1.2. Intent.  The intent of this plan is to allow the Government to consistently and fairly 
monitor the Contractor’s quality control practices applied to delivered outcomes. In the event 
there is a quality issue, this plan provides the basis to identify any weaknesses or deficiencies, 
and enables the Government to provide the Contractor with the necessary information required 
for corrective actions to be taken to improve quality, processes and procedures. The Contractor is 
responsible for developing an effective and efficient methodology to ensure they meet and/or 
exceed the required thresholds of service stipulated in this contract. The Government intends to 
perform surveillance on this contract in accordance with this Quality Assurance Surveillance 
Plan (QASP), but reserves the right to monitor the contract in any manner and at any time 
necessary to ensure that the provided services conform to contract requirements. The 
Government reserves the right to apply quality assurance at the subcontract level, and may  
perform quality assurance at the Contractor's, or subcontractors, place of business. Non-
conforming services discovered with subcontractors will be identified to the prime Contractor for 
resolution.  

1.3. Authority. Authority for issuance of this QASP is provided under Part 46 of the Federal 
Acquisition Regulation (FAR), Inspection of Services clauses, which provide for inspection, 
acceptance and documentation of the services called for in the contract or orders. This 
acceptance is to be executed by the Contracting Officer (CO) or a duly authorized representative. 

2. Description of Services 
 
2.1. Scope of Work.  The U.S. Department of Defense (DoD) seeks to establish enterprise-
class cloud computing through the Joint Warfighting Cloud Capability (JWCC).  JWCC is a 
multi-vendor, enterprise-wide solution that will provide globally available commercial cloud 
services, across all security domains, classification, and impact levels (ILs), from the strategic 
level to the tactical edge (TE), including Disconnected, Disrupted, Intermittent, or Limited 
(DDIL) environments, at scale.  JWCC will lay the foundation for DoD to fully leverage  “X as a 
Service” (XaaS) cloud capabilities and service offerings to enable current and future Department 
initiatives.  

2.2. Contract.  The JWCC Indefinite-Delivery, Indefinite-Quantity (IDIQ) acquisition 
environment consisting of multiple IDIQ contracts that allows for Firm-Fixed-Price (FFP), Time 
and Materials (T&M), and hybrid (a mix of FFP and T&M) TOs; travel will only be on a T&M 
basis. The period of performance is inclusive of a three-year base period and two one-year option 
periods, with a shared ceiling maximum value of $9 billion, and with decentralized ordering 
across the DoD Enterprise. The JWCC IDIQ acquisition environment has specific FAR clauses 
cited for quality control, as well as a contractor-delivered Quality Control Plan (QCP) (CDRL 
A010), and additional quality measures and metrics identified in the final awarded submission.  
This plan will specifically identify the minimum quality control measures to be evaluated by the 
government.  However, as “cloud” evolves as a technology, additional measures and associated 



 

 

metrics may be added as necessary and appropriate to ensure both the Government and 
Contractor are satisfied with both performance and quality of delivered capabilities. 

3. Roles and Responsibilities 
3.1. To fully understand the roles and the responsibilities of the parties (Government and 
Contractor), it is important to first define the distinction in terminology between the Contractor’s 
QCP and the Government’s QASP. In accordance with (IAW) FAR Part 52.246-1 -- Contractor 
Inspection Requirements, the Contractor, and not the Government, is responsible for 
management and quality control actions necessary to meet the quality standards set forth by the 
contract and its task orders (TO).  The Contractor develops and submits a QCP (CDRL A008) 
for Government approval in compliance with contract requirements. Once accepted, the 
Contractor then uses the QCP to guide the complete documentation of the processes and 
implementation methods and approaches required to manage the quality control actions to 
achieve the specified outcomes.   

3.2. The QASP is created by the Government and put in place to guide the surveillance and 
oversight of the Contractor’s quality control efforts to assure that they are delivering timely and 
effectively those results specified in the contract or TO.  The QASP is not a part of the Contract 
nor is it intended to duplicate the Contractor’s QCP.   

3.3. Upon approval of a Contractor’s QCP, the Contracting Officer’s Representative (COR) 
makes any necessary revisions to the QASP based on the Contractor’s QCP.  The COR shall not 
revise the QASP in a way that alters Performance Objectives, Standards, and Acceptable Quality 
Levels (AQL) from either the contract or the approved QCP. This plan shall provide the COR 
with a basis of evaluation to identify deficient performance or quality of delivery, and provide 
verifiable input for the required performance report via the Contractor Performance Assessment 
Reporting System (CPARS). 

3.4. The QASP is a tool for the Government and remains a living document throughout the 
life of the contract and/or task order performance period. The CO may direct unilateral changes 
to the QASP as needed. At the discretion of the government, the Contractor will be advised of 
any QASP modification. The QASP, while not an element of the contract, will include the 
performance criteria summary of the contract, and use these contract elements as the basis for 
evaluation and assessment of Quality and Performance during contract execution. The method of 
surveillance, surveillance calendar, schedule, and frequency of surveillance are not elements of 
the PWS. 

3.5.  The role of the Government is to monitor the effectiveness of the Contractor’s quality 
control activities and to ensure contract quality standards are achieved. (ref. FAR Part 46 – 
Government Contract Quality Assurance) 

 

Government Personnel: 

Contracting Officer (KO) - A person duly appointed with the authority to enter into, 
administer and terminate contracts on behalf of the Government. The named KO is the only 
authority who can legally commit the Government and, as the Government’s agent, is the only 



 

 

person that is authorized to modify the contract. The JWCC Contract allows for decentralized 
ordering, and as such, each TO KO is the authority for their TOs, while the JWCC contract KO 
is the single authority with regard to the IDIQ contract. The KO is the final authority for 
determining the adequacy of the contractor’s performance, per IDIQ or TOs as appropriate. KO 
decisions for the JWCC IDIQ contact or TOs, as appropriate, are final.  

Contracting Officer’s Representative (COR) – An individual designated in writing by the KO 
to perform specific technical and administrative functions within the scope and limitations of 
their written appointment (e.g., surveillance of contractor’s performance, accept services). The 
COR is not empowered to make any contractual commitments, authorize any changes to a TO 
or the JWCC IDIQ contract or in any way obligate additional funds by the Government; this 
authority rests solely with the KO.   

Contract Administrator – The official Government representative with delegated authority by 
the KO and is appointed to administer a contract. This individual is normally a member of the 
appropriate Contracting/Procurement career field and advises on all technical contractual 
matters. 

Property Administrator – An authorized representative of the KO, appointed in accordance 
with agency procedures. This individual is responsible for administering the contract 
requirements and obligations relating to government property in possession of a contractor. 

 
Contractor Personnel: 

Program Manager- Responsible for running complex programs and projects.  Supervises the 
project team and manages conflicts within different departments. Plans and sets project goals 
and milestones and develops risk management strategies. Defines resources and schedules for 
the implementation of the program. Clearly defines requirements and sets targets accordingly.  
Recognizes areas for internal improvement and develops plans for implementing the 
improvements. 
 
Quality Manager- Responsible for quality achievement and performance improvement 
throughout the organization.  Develops, implements, communicates, and maintains a quality 
plan to bring the Company's Quality Systems and Policies into compliance with quality system 
requirements. Direct the activities of quality personnel to measure key quality characteristics of 
processes from inception to completion. Establishes the standards of service for customers or 
clients. 

4. Contract Quality Requirements  
4.1. Quality Control Program.  The contractor's Quality Control Program requirements are 
identified in multiple delivered contractual documents including the Contractor’s Quality Control 
Plan (QCP, CDRL A008), and quality control items identified throughout the J-1 PWS, including 
a specific performance metrics section (Part 7.1).  The Contractor shall maintain and enforce, as 
specified in the QCP, and quality control items specified in the PWS, which comply with the 
requirements of this contract.  This establishes the minimum acceptable quality level for 
acceptance of delivery of outcomes and services to the Government  

4.2. Government Quality Assurance.  The Government will perform Quality Assurance 
surveillance of the Contractor and the performance outcomes as specified in the Contractor’s 



 

 

QCP (CDRL A008) and PWS in accordance with this QASP to ensure acceptable levels of 
contract performance are achieved and that the Contractor is maintaining acceptable levels of 
Quality Control to ensure fully acceptable services are provided.   

5. Government Surveillance 
 
5.1. Methods of Surveillance include but are not limited to: 

A. 100% Inspection - This is an inspection method whereby all outputs are monitored. This 
method provides the best indication of contractor performance and the most documented 
basis for determining contract payment actions. However, it requires extensive COR 
resources, and therefore, is not practical for most service requirements. 100 % inspection is 
preferred when the PWS requirement is so critical that non-performance would pose a direct 
risk to the safety of personnel or property, or when the work occurs infrequently and the 
output population is small. 

B. Procedural Inspection  - This is an inspection method whereby a process or configuration is 
assessed for compliance with a requirement or specification. This method provides the best 
indication of contractor performance on creation of processes or procedures for the 
documented basis for determining contract payment actions. However, it requires extensive 
COR resources, and therefore, is not practical for most continuous operational service 
requirements. This type of inspection is preferred when the PWS requirement stipulates a 
process, configuration or other repeatable behavior mechanisms is necessary for overall 
performance. 

C. Random Sampling - When a service is performed relatively frequently and a statistically 
valid sample can be selected for audit. This is the most appropriate method for frequently 
recurring tasks. Random Sampling is a means of evaluation by observing or inspecting some 
part (a sample), but not all, of a population or lot of the contract requirements to assist the 
Government with determining whether standards set forth in the contract have been met.  
This tool is not the KO’s only option nor is the tool usage mandatory. When performing 
random sampling, an updated version of Military Standard 105E Tables/ANSI/ASQC Z1.4 (a 
web based tool is located at: https://www.sqconline.com/military-standard-105e-tables-
sampling-attributes) may be used to determine the sample size and the acceptance and 
rejection numbers. KO alternatively approved random sampling approaches may also be used 
for this process.  

D. Periodic Sampling - This method, sometimes called "planned inspection," consists of the 
evaluation of tasks selected on other than a 100% or random basis. It may be appropriate for 
tasks that occur infrequently, and where 100% inspection is neither required nor practical. A 
predetermined plan for inspecting part of the work is established using subjective judgment 
and analysis of agency resources to decide what work to inspect and how frequently to 
inspect it. 

E. Customer Feedback – This is not necessarily a valid method of surveillance, but a good 
indicator for areas where surveillance should be conducted or intensified. The COR may 
design a customer survey questionnaire to be used as an essential part of a well-publicized 
customer complaint program. In times of resource constraints, the use of customer surveys 

https://www.sqconline.com/military-standard-105e-tables-sampling-attributes
https://www.sqconline.com/military-standard-105e-tables-sampling-attributes


 

 

provides an effective and efficient means of monitoring Contractor performance. Customer 
surveys should only supplement other surveillance efforts and be analyzed by surveillance 
personnel trained in validating customer complaints. Customers should be made aware of 
minimal Contractor performance requirements to be sure that customer responses to surveys 
are valid indicators of actual Contractor performance. The COR must investigate each 
customer complaint and validate the accuracy before any action will be taken.  

 
5.2. Surveillance Schedule. The COR will develop a schedule of surveillance activities based 
on the Performance Standards as outlined in the Performance Requirements Summary, section 
13,  as well as any other critical contractual requirements determined to be higher risk requiring 
oversight.  The surveillance timeline outlined in the schedule will be as detailed and in-depth as 
necessary to provide the Government with the objective quality evidence required to support 
acceptance of the services provided by the Contractor. The schedule will provide planned 
periodic surveillance during all required hours of the Contractor’s operation. The schedule is 
considered “Controlled Unclassified Information” and is not releasable to anyone other than 
authorized Government personnel.   

The schedule will identify the artifact, method of surveillance, the frequency of inspection, place 
of inspection (in remarks if non-electronic), and activity to be monitored (dates and times can be 
altered without a formal change to the schedule as long as all inspections are performed). Any 
modification to the schedule will be completed no later than seven calendar days prior to the 
beginning of the period it covers and a copy forwarded to the KO for information, review, and 
concurrence. An initial Surveillance will be conducted every 30 days. The COR will use the 
Procurement Integrated Enterprise Environment (PIEE)/Surveillance and Performance 
Monitoring (SPM) module while monitoring the contract. 

5.3. Inspection instructions/checklists. The COR will develop inspection instructions/ 
checklists for all planned inspections which may require special instructions on how to perform 
the inspection, what observations should be made, and specific details of what to look for to 
identify acceptable performance. The COR will use PIEE/SPM for the surveillance checklist.  

5.4. Documentation of Inspections.  All inspections/quality assessments will be documented 
and include, as a minimum, record, date, who performed the inspection, what was inspected, 
what standard of measure was used, and the assessment result.  Successful or exceptional 
performance will be documented as well as deficiencies in Contractor performance.   
Documentation will be maintained for future reference, audit, proof of inspection, and past 
performance documentation.  

6. Non-Conforming Performance   
 
6.1. COR Notification. The COR will notify the Contractor, in writing, each time an non-
conformant quality event has been observed and recorded and ask the Contractor to correct the 
problem or re-accomplish the service. The COR will record the contract requirement, the specific 
deficiency to the requirement, the date and time it was discovered, and have the Contractor 
formally acknowledge each deficiency in writing. The Contractor will be given a timeline, after 
notification and acknowledgement, to correct the deficiency IAW requirements of the contract.  
Deficiencies that cannot be corrected within the identified timeline will be reported to the KO.   

 



 

 

6.2. Customer Feedback.  Customer feedback can be in any format (verbal or written), but 
no matter the format, the COR will maintain a record of the positive or negative feedback. 
 

A. If immediate response to a complaint is required, the COR will provide the response to 
the requester as soon as practical. 
 

B. The COR will conduct an investigation to determine the validity of any negative 
comments received. 

 
C. If the negative comment is determined not to be valid, if possible, the COR will inform 

the customer of the reason(s) as soon as practical. 

D. Financial health of the contractor will be investigated, if COR receives reports of 
financial instability. 

 
E. See paragraph 6.1 for validated negative comments that are true contractual non-

conformances.  If this non-conformance is a more serious (systemic in nature) or 
recurring deficiency that could indicate a trend, then the COR should see paragraph 6.2. 

 
F. The COR will follow up with the customer on the corrective action taken by the 

contractor, if applicable. 
 

6.3. Contract Deficiency Reports. The COR will report more serious (systemic in nature) or 
recurring deficiencies that could indicate a trend by using the Contract Deficiency Report found 
in PIEE/SPM. The Contract Discrepancy Report will state the Contract Requirement, the specific 
contract reference and the specific violation (s) to the requirement. The COR will forward copies 
of Contract Discrepancy Reports to the KO, in the event that the COR is unable to have the 
Contractor achieve successful remediation of the deficiency. If the deficiency is elevated to the 
KO for action, the KO will notify the Contractor and request corrective action to the specific 
non-conformance, identification of the root cause and corrective action for the root cause with a 
required suspense date. The KO may require the Contractor to re-perform any services that do 
not meet contract requirements at no additional cost to the government. The Contractor will 
formally acknowledge, in writing, the entire list of deficiencies presented by the KO, and in 
conjunction submit their Corrective Action Plan (CAP) for KO review, approval, and inclusion 
in the contract/order file. The KO should include the COR in the review of the CAP and re-
inspection of services that were found deficient, to ensure the CAP included adequate root cause 
analysis, included corrective action for the root cause, and was accomplished in the time frame 
agreed upon.   

The KO and COR will not consider a Contract Deficiency Report closed until the deficiency has 
been corrected and all agreed-upon actions of the CAP have been completed. Contractor’s failure 
to follow through and complete corrective actions will be reported immediately to the KO for 
further action. (Note: If the COR has to repeatedly perform re-inspection there could be a 
government re-inspection cost, which could be recovered from the Contractor). The COR will 
also follow up after the Contractor has completed the corrective action to ensure that the 
Contractor’s corrective action was sufficient to preclude recurrence. 
 

7. Data Analysis   
 



 

 

COR Analysis. COR shall perform and document analysis of available data, per the agreed 
evaluation periodicity or contractual stipulation, and make adjustments to surveillance schedule 
as required based on results of analysis. Analysis shall be used to look for and document trends 
in performance, which may indicate shifts in performance risk that could result in increased or 
reduced surveillance. Data can be based on government observations or contractor observations. 
Negative trends noted using government observations could result in issuing the contractor a 
Contract Deficiency Report.  Trends noted using contractor data could result in a Contract 
Deficiency Report if the contractor is not addressing the negative trend.  Documentation of data 
analysis will be recorded in a Monthly COR Activity Report. 
 

8. Acceptance of Services   
 

When all services have been deemed acceptable and there is documented objective quality 
evidence to support acceptable performance, the COR will accept the services provided and 
authorize payment upon satisfactory completion of the work.   

 
9. Monthly COR Activity Report  

 
The COR will submit a brief monthly activity report to the KO, which will include the next 
month’s surveillance schedule, summary of inspections performed with results, summary of 
customer complaints with analysis, summary of contract discrepancies, results of data analysis, 
recommended adjustments to surveillance, accepted invoices, and any other pertinent contract 
activities.   

10. Quality Assurance Surveillance File   
 
10.1. The Quality Assurance or COR Surveillance file shall contain the following as 
applicable: 
10.2. Memorandum for record of minutes of any meetings, telephone conversations, and 
discussions with the contractor or others pertaining to the contract or contract performance. 
10.3. Names, position titles, and contact information of all key personnel assigned to this 
contract (government and contractor). 
10.4. Records of all inspections performed and the results.  
10.5. Monthly surveillance schedules. 
10.6. Surveillance Checklists. 
10.7. Copy of the COR designation letter from the KO, any changes to that letter, and any 
termination letters. 
10.8. Training Certifications for COR and refresher training. 
10.9. Copy of the contract and all contract modifications. 
10.10. Copy of the applicable QASP, with attached schedule and checklist. 
10.11. Customer Feedback.  Documentation pertaining to acceptance of services, reports, or 
data. 
10.12. Copy of the Contractor’s QCP. 
 
All correspondence initiated by authorized representatives (Contractor or Government) 
concerning performance of the contract. 



 

 

11. Manpower Data Reporting 
 

11.1. Effective in FY 2020, DoD will no longer require contractors to report into the 
Enterprise-wide Contractor Reporting Application (ECMRA). This rescinds the Office of the 
Secretary of Defense memorandum, "Enterprise-wide Contractor Manpower Reporting 
Application," dated November 28, 2012, jointly signed by the Under Secretary of Defense for 
Acquisition and Sustainment, and Acting Principal Deputy Under Secretary of Defense for 
Personnel and Readiness. 

 
11.2. For FY 2020, contractors will begin reporting manpower data relating to the performance 
of services contracts into the System for Award Management (www.sam.gov), consistent with 
existing service contract reporting requirements under the FAR that is currently applicable only 
to Federal civilian agencies. The new initiative will allow industry to report all manpower data 
into a single Federal-wide portal, removing duplicative requirements; one for DoD and another 
for the rest of the Federal Government, which requires the same data elements to be reported 
from industry for services contracts performed for both DoD and Federal civilian agencies that 
essentially perform the same function. The outcome will be a process that is less burdensome on 
both industry and Government, while improving data integrity and accuracy. 

12. QASP Changes  
 
The QASP is a living document and, as such, may be changed as needed.  However, the KO 
must approve changes.  The COR will submit recommended changes to the KO for approval. 

13. Performance Surveillance Summary   
 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

1 5 Specific Tasks: Summary 
Requirement N/A N/A N/A 

2 5.1 Program Management Summary 
Requirement N/A N/A N/A 

3 5.1.1 

The Contractor shall provide 
overarching program 
management personnel, 
processes, and tools under 
CLINs x008, as necessary to 
manage and oversee all 
Contractor activities for the 
duration of their JWCC 
Contract within cost, 
schedule, performance, and 
quality requirements. 

The Government 
will audit the 
items and 
services delivered 
to ascertain 
whether the 
overarching 
program 
management 
personnel, control 
processes and 
tools are 
providing the 
expected 
outcomes. 

As required N/A Random Sample 

http://www.sam.gov/


 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

4 5.1.2 

The Contractor shall 
establish and maintain a 
formal PMO, which shall 
coordinate and interface with 
the JWCC COR and JWCC 
PMO to ensure the JWCC 
Contract is being used 
efficiently, compliant with 
JWCC requirements, and 
making use of commercial 
best practices. 

The Government 
will audit the 
Contractor’s 
JWCC support 
organizational 
structure to assure 
the critical PoCs 
for contract 
success are 
identified. 

As required N/A Random Sample 

5 5.1.3 

The Contractor shall appoint 
a PM and a DPM 
empowered to make program 
and project-level decisions 
and commit resources 
necessary to successfully 
execute courses of action 
within scope of the JWCC 
Contract. 

The Government 
will audit the 
Contractor’s 
proposed JWCC 
support 
organizational 
structure to 
ascertain if the 
PM and DPM are 
clearly identified. 

As required N/A 100% Inspection 

6 5.1.4 

The Contractor’s PM support 
will facilitate the timely 
authorization of JWCC 
infrastructure and 
offeringsOfferings to be 
included on the JWCC 
Catalog at all classification 
levels and ILs, and take all 
necessary steps to ensure 
successful integration with 
the DoD’s ATAT 
provisioning tool with the 
Contractor’s management 
systems for JWCC, as 
appropriate. 

The Government 
will audit the 
items and 
services delivered 
to ascertain 
whether the 
overarching 
program 
management 
personnel, control 
processes and 
tools are 
providing the 
expected 
outcomes. 

As required N/A Random Sample 

7 5.1.5 

The PM and DPM shall have 
sufficient expertise and 
authority to execute the 
following responsibilities: 
(a) serve as the official 
central PoC and interface 
between the Contractor and 
the COR; (b) be available as 
needed for interaction with 
the JWCC COR, JWCC 
PMO, and JWCC KO; and 
(c) monitor and report on 
contract status (CDRL 
A001) and compliance with 
the JWCC Contract 
requirements. 

The Government 
will assess 
whether the PM 
and DPM have 
the necessary 
authority to act as 
the single point of 
contact for all 
managerial 
Contractor 
engagements with 
regard to the 
JWCC Contract. 

Monthly N/A 100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

8 5.1.6 

The contractor shall perform 
the following requirements 
and provide the following 
deliverables. All materials 
shall be provided error free 
and presented in a 
professional manner. 
 
 
 

Summary 
Requirement N/A N/A N/A 

9 5.1.6.1 

The Contractor Program 
Management Plan (CPMP) 
(CDRL A021) shall include 
with sufficient detail such 
that the Government can 
assess and understand how 
the Contractor intends to 
meet all requirements 
outlined in the PWS. 

 
The CPMP demonstrates the 
Contractor’s approach, 
timeline, and tools to be used 
in execution of the Contract. 
The CPMP should be in both 
a narrative and graphic 
format that discusses and 
displays the schedule, 
milestones, risks, and 
resource support. The CPMP 
shall also include how the 
Contractor shall coordinate 
and execute planned, routine, 
and ad hoc data collection 
reporting requests as 
identified within the PWS. 
The CPMP shall be the 
primary plan and all other 
plans (e.g. the QCP) required 
and defined in the PWS will 
be subordinate to the CPMP. 
The Contractor shall provide 
at time of proposal 
submission the initial CPMP. 
Once the Government agrees 
with the CPMP, the finalized 
copy shall be provided 
within 10 business days after 
final Government input(s) 
are received. The CPMP 
shall be updated as needed 

The Government 
will assess the 
CPMP for 
sufficiency of 
addressing each 
requirement of 
the contract. 

Proposal 
submission, 
then 10 days 
after accepted 
and as needed 
or annually at a 
minimum 

N/A Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

thereafter, but no less than 
annually. 

 
The CPMP shall, at a 
minimum, include a 
description of the 
management and execution 
approach to include: all 
information required under 
administration and execution 
of the entirety of 5.1.6 

10 5.1.6.2 

The Contract Monthly 
Progress Report (CDRL 
A001) is for overall 
performance under the JWCC 
Contract and access to all 
TOTask Order Monthly 
Progress Reports (CDRL 
A012) for PM performance. 
The Contract Monthly 
Progress Report shall include, 
but not be limited to, the 
following: 

The Government 
will assess the 
data provided to 
describe TO 
execution value 
and expenditure. 

Monthly 

The TO has 
robust data 
describing every 
facet of 
execution, 
financial, and 
management 
aspects. 

Random Sample 

11 5.1.6.2.1 

A full accounting of each TO 
received, the execution status 
of the TO, total value of the 
TO, and funds expended to 
date on the TO. 
 

 

The Government 
will assess if the 
information 
provides the 
Department with 
insight for JWCC 
utilization and a 
full comparison 
with the 
commercial and 
governmental 
utilization to 
JWCC use. 

Monthly 

Real time 
analytics will 
present a 
continuous 
reading of the 
JWCC 
utilization rates 
and the 
comparison to 
industry and 
total 
Government 
consumption. 

Random Sample 

12 5.1.6.2.2 

The report shall include, at a 
minimum, the JWCC 
utilization metrics and the 
percentage as compared to the 
Contractor’s total commercial 
and non-commercial 
utilization and capacity. The 
ContractorOfferor should 
ensure the information in the 
report is assessed and 
appropriately marked with 
portion markings IAW the 
DoDM 5200.01. These 
portion markings shall be 
limited to 5.1.6.2 and its 
subsections. 

The Government 
will assess if the 
information 
provided is 
sufficient as 
required for 
analysis. 

Monthly 

Real time 
analytics will 
present a 
continuous 
reading of the 
JWCC 
utilization rates 
and the 
comparison to 
industry and 
total 
Government 
consumption. 

Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

The report shall be broken 
out by CSO and CLIN per 
month, year, and life of the 
JWCC Contract for the 
following metrics: 

13 5.1.6.2.2.1 

Network. Volume of 
commercial client traffic, in 
megabytes, for public 
internet ingress and egress 
(at the logical Cloud 
Boundary outside of 
availability zones, i.e. in and 
out of the Contractor’s 
controlled infrastructure) per 
month and aggregated for the 
duration of the JWCC 
Contract to date. This 
measure and metric shall 
include a discrete breakdown 
comparison of the following: 
commercial traffic, JWCC 
Contract traffic, TO traffic 
by availability zone and 
comprehensively, as both 
raw volume and the 
Government’s equivalent 
utilization as a percentile 
comparison. 

The Government 
will assess if the 
information 
provided on 
Network 
measures is 
sufficient as 
required for 
analysis. 

Monthly 
 

Real time 
analytics will 
present a 
continuous 
reading of the 
JWCC 
utilization rates 
and the 
comparison to 
industry and 
total 
Government 
consumption. 

Random Sample 

14 5.1.6.2.2.2 

Compute. Number of physical 
(not virtualized) compute 
(e.g. CPU, GPU, or other 
processor technology as 
applicable) cores in use by 
Application Servers. 
Application Servers are 
defined as those physical 
servers that host the 
virtualized infrastructure and 
platform services used by end 
users (e.g. a server that is 
hosting JWCC Contract 
applications is an Application 
Server, while a network 
router does not satisfy this 
definition of Application 
Server). Additionally, the 

The Government 
will assess if the 
information 
provided on 
Compute 
measures is 
sufficient as 
required for 
analysis. 

Monthly 

Real time 
analytics will 
present a 
continuous 
reading of the 
JWCC 
utilization rates 
and the 
comparison to 
industry and 
total 
Government 
consumption. 

Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

number of physical compute 
cores that are available for 
future use (not currently 
allocated to an Application 
Server, nor in use by 
Application Server) both 
comprehensively and by 
Availability Zone. 

15 5.1.6.2.2.3 

Storage. Data, in megabytes, 
consumed and available, for 
each of online, nearline, and 
offline storage, averaged 
across the month and 
aggregated for the life of the 
JWCC Contract. 

The Government 
will assess if the 
information 
provided on 
Storage measures 
is sufficient as 
required for 
analysis.The 
Government will 
assess if units of 
computation are 
clearly specified. 

Monthly N/A Random Sample 

16 5.1.6.2.2.4 

Additionally, the report shall 
identify the base (e.g. base 2 
or base 10) for all measured 
values using bytes. 

The Government 
will assess if units 
of computation 
are clearly 
specified. 

Monthly N/A  

17 5.1.6.2.3 

An accurate, clear and 
precise measure and metric 
for each performance criteria 
listed in Technical Exhibit 1, 
Performance Requirements 
Summary, of the Attachment 
J-1: JWCC PWS. This shall 
include monthly and accrued 
measures and metrics over 
the life of the JWCC 
Contract. 

The Government 
will assess if all 
performance 
criteria are 
accounted for 
regarding metrics 
and measures 
from Technical 
Exhibit 1. 

 
Monthly 

Real time 
analytics will 
present a 
continuous 
reading of the 
JWCC metrics 
and measures 
and the 
comparison to 
industry and 
total 
Government 
consumption. 

Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

18 5.1.6.2.4 
Progress of the ability to 
create and deliver the 
following CDRLs: 

Summary 
Requirement N/A N/A N/A 

19 5.1.6.2.4.1 A report on usage, by TO, 
for any GFP (CDRL A015). 

The Government 
will assess if an 
accurate 
accounting of 
GFP per TO is 
presented. 

365 DAC amd 
Annually 

Real time 
analytics will 
present a 
continuous 
automated 
tracking of the 
JWCC GFP on a 
per TO basis. 

Random Sample 

20 5.1.6.2.4.2 

A report on ordering, by TO, 
for any TE Offering and any 
associated TE Devices 
(CDRL A012). 

The Government 
will assess if TE 
offerings tracking 
is managed at the 
TO level. 

30 DATO and 
Monthly 

Real time 
automated 
tracking for TE 
offerings at the 
TO level. 

Random Sample 

21 5.1.6.2.4.3 

A report of any quality 
defect findings, regardless of 
severity, resulting from 
application of the QCP 
(CDRL A008) processes, 
including operationally 
induced failures, and 
organized by the associated 
TO against which the finding 
was discovered. 

The Government 
will assess if the 
quality 
management 
process 
sufficiently tracks 
quality deficiency 
findings to 
perform 
corrective action 
and prevent 
future occurrence. 

30 DAC and 
Annually 

Application of 
events to 
algorithms to 
resolve quality 
deficiency 
findings. 

Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

22 5.1.6.2.4.4 

A status of small business 
allocation of work, by size 
and category, as required in 
section 1.5.14 of the JWCC 
PWS (CDRL A010). 

The Government 
will assess if the 
portion of Small 
Business 
participation is 
sufficient. 

365 DAC and 
Annually N/A Random Sample 

23 5.1.6.2.4.5 

AA status of both the 
identification of a financial 
system and the associated 
TO for System and 
Organization Control (SOC 
1) Type II reporting as 
required in section 5.4 of the 
JWCC PWS and SOC Audit 
Report (CDRL A014) 

The Government 
will assess if the 
contractor has 
sufficient insight 
to identify any 
financial system 
that is supported 
in the JWCC 
environment that 
requires a SOC I 
Type II report. 

Annually N/A Random Sample 

24 5.1.6.2.5 

Any issues, challenges, 
problems, risk areas, or 
requests for JWCC COR 
support. 

The Government 
will assess the 
contractors 
process for 
managing issues, 
challenges, 
problems, risk 
areas, or requests 
for the JWCC 
COR. 

As required 

A fully 
automated 
collaboration 
environment for 
remediation and 
mitigation. 

100% Inspection 

25 5.1.6.3 

The Contractor shall attend 
and participate in meetings 
arranged, executed, and 
facilitated by the 
Government. The 
Government will coordinate 
a kickoff meeting for all 
Contractors receiving an 
award within 15 calendar 
days after contract award. 
The Contractor is 
responsible for coordinating 
with the JWCC COR. The 
kickoff meeting will be 
conducted in-person with the 
Contractor’s primary staff 
that will interface with the 
JWCC PMO and will be held 

The Government 
will assess if the 
contractor 
participation and 
contributions in 
the meeting is 
satisfying the 
goals and 
objectives of the 
meeting. 

15 DAC and as 
required N/A 100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

in the National Capital 
Region. The kickoff meeting 
will be conducted with all 
JWCC Contract holders in 
attendance at the same time. 
All JWCC Contract holders 
will be allowed one-on-one 
breakout sessions, if 
requested, for presentation of 
Contractor materials and any 
specific questions regarding 
the JWCC Contract. 

26 5.1.6.4 

The Contractor shall arrange, 
execute, and facilitate 
meetings when requested by 
the JWCC PMO, or as 
required, in support of the 
JWCC Contract. 

The Government 
will assess if the 
contractor is able 
to fully 
coordinate all 
Government 
requested 
meetings for the 
JWCC Contract 
by the JWCC 
PMO. 

As required N/A 100% Inspection 

27 5.1.6.4.1 

In-Progress Reviews (IPRs). 
The Contractor shall arrange, 
facilitate and execute 
quarterly IPRs, as well as 
any additional IPRs at the 
request of the JWCC KO or 
JWCC COR. IPRs will be 
conducted either in-person or 
virtually at the request of the 
Government, and the 
government reserves the 
right to include virtual 
attendees for in-person 
meetings. The Contractor is 
responsible for providing an 
agenda, presentation 
materials, and meeting 
minutes (CDRL A013) for 
all IPRs. Minimum content 
for IPRs shall include, but is 
not limited to, the following: 

The Government 
will assess if the 
IPR content 
provides the 
Government with 
sufficient 
management 
insight to 
understand 
contractor 
contract 
performance. 

As required 

Real time 
automated 
tracking 
dashboard with 
continuous 
updates to IPR 
content. 

100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

28 5.1.6.4.1.1 
Overall JWCC Contract 
execution, management and 
operating status update; 

Summary 
Requirement N/A N/A N/A 

29 5.1.6.4.1.2 

Discussion, as necessary, of 
any upcoming JWCC 
Catalog changes in offerings 
(as captured in JWCC 
Catalog with Change Report 
(CDRL A022)), including 
addition, modification, 
deletion or deprecation; 

The Government 
will assess the 
veracity of 
contractor catalog 
modification 
management. 

On award and 
As required N/A Random Sample 

30 5.1.6.4.1.3 

Specific recommendations to 
better optimize JWCC 
Offerings, operations, and 
deployment based on 
empirical evidence, with 
projections for 
implementation of those 
recommendations; 

The Government 
will assess if the 
Contractor is 
evaluating 
empirical data to 
identify 
optimization 
opportunities. 

As required 

Fully automated 
dashboard 
identifying 
where 
optimization 
opportunities 
exist. 

Random Sample 

31 5.1.6.4.1.4 

Recommendation to improve 
communication between the 
Contractor and the JWCC 
COR; 

The Government 
will assess if the 
Contractor is 
providing 
approaches to 
improve 
communications 
between the 
Contractor and 
the JWCC COR. 

As required N/A 100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

32 5.1.6.4.1.5 
Status of, and any issues 
regarding, use of and 
interfacing with ATAT; 

The Government 
will assess if the 
Contractor is 
reporting ATAT 
operational issues 
consistent with 
ATAT’s 
operations 
behavior. 

As required 

Fully automated 
dashboard 
identifying 
issues in real-
time. 

100% Inspection 

33 5.1.6.4.1.6 

Identification of JWCC 
Contract issues or problems, 
with regard to management 
or operations of the JWCC 
Contract, and the associated 
risks and mitigation plan; 

The Government 
will assess if the 
Contractor is 
identifying issues 
and problems 
consistent with 
identified 
operating 
challenges. 

As required 

Fully automated 
reporting 
mechanism 
identifying 
issues and 
problems. 

100% Inspection 

34 5.1.6.4.1.7 

Advising on the utilization of 
JWCC Contract and how it 
aligns to the commercial 
trends and practices; 

The Government 
will assess if the 
Contractor is 
proposing 
commercial terms 
and practices that 
would benefit the 
DoD. 

As required 

A fully 
automated 
optimization 
model that 
identifies 
commercial 
trends and 
practices that the 
DoD would 
benefit from. 

100% Inspection 

35 5.1.6.4.1.8 

Advising on establishing 
optimization goals with 
recommendations to achieve 
the goals; and for prior goals, 
a status of progress to 
achieve the goal and an 
anticipated completion date; 

The Government 
will assess if the 
Contractor is 
assisting the 
Government with 
identifying 
optimization 
goals for JWCC 
opportunities. 

As required N/A 100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

36 5.1.6.4.1.9 

Discussion of any previous 
quarter C3PO required 
reports submitted to the 
JWCC COR; 

The Government 
will assess if 
C3PO findings 
are packaged in a 
quarterly report 
and discussed 
with the JWCC 
COR 

As required N/A 100% Inspection 

37 5.1.6.4.1.10 

Any Government agenda 
items provided to the 
Contractor for inclusion in 
the scheduled IPR.; 

The Government 
will assess if the 
agenda items are 
presented in a 
timely fashion for 
inclusion in the 
IPR. 

As required N/A 100% Inspection 

38 5.1.6.4.1.11 
Report on status of, and any 
issues regarding, exceptions. 
(CDRL 0024) 

The Government 
will assess if the 
Contractor is 
properly 
managing 
existing and new 
exception 
requests 

As required N/A 100% Inspection 

39 
 5.1.6.4.2 

Technical Exchange 
Meetings (TEMs). As 
requested by the JWCC 
COR, the Contractor shall 
arrange, facilitate and 
execute TEMs. TEMs can 
include discussions of any 
current or upcoming TOs, 
any future cloud 
offeringsJWCC Offerings 
and Commercial Offerings 
the Contractor will have 
available for purchase, and 
any content/topics 
determined by the JWCC 
COR or the JWCC PMO. 
The Contractor is 
responsible for providing 

The Government 
will assess if the 
Contractor is 
supporting all the 
requested TEMs. 

As required N/A 100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

meeting minutes (CDRL 
A013) for all TEMs. 

40 5.1.6.4.3 

Ad Hoc 
Reporting/Information 
Products. The Contractor 
shall work with the JWCC 
COR to identify required ad 
hoc reports or information 
products related to 
deployment and utilization 
of the JWCC Contract. 
These reports or products 
will be used to assist the 
JWCC COR for effective 
deployment of the JWCC 
Contract. This reporting is in 
addition to other reporting 
requirements mentioned 
herein. 

The Government 
will assess if the 
Contractor is 
responsive to all 
ad hoc reporting 
and information 
requests. 

As required N/A 100% Inspection 

41 5.1.6.5 Ordering Guide Inputs. Summary 
Requirement N/A N/A N/A 

42 5.1.6.5.1 

The Contractor shall address, 
as part of the Contract 
Ordering Guide Annex 
(CDRL A007), any specific 
information that users need 
to understand how to 
successfully order JWCC 
OfferingsTE offerings, cloud 
support packages, and online 
JWCC marketplace 
offerings, to include BYOL 
offerings, to be included in 
the JWCC Ordering Guide. 

The Government 
will assess if the 
ordering guide is 
complete and 
useful for a 
JWCC user to 
navigate and 
successful 
provision from 
the marketplace. 

10 DATO and 
As required 

Fully automated, 
intuitive 
navigation and 
self-help 
environment that 
is routinely 
updated without 
annex 
submissions. 

100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

43 5.1.6.5.1.1 
Contractor’s PoC 
information and e-mail for 
contracting related issues. 

The Government 
will assess if 
email addresses 
and POCs are 
accurate. 

10 DATO and 
As required N/A 100% Inspection 

44 5.1.6.5.1.2 
Contractor’s email address 
for distribution of TOs (if 
different from above). 

The Government 
will assess if 
email addresses 
and POCs are 
accurate. 

10 DATO and 
As required N/A 100% Inspection 

45 5.1.6.5.1.3 

Link to Contractor’s hosting 
and compute calculators 
(hereafter referred to as 
“Calculators”) at each 
classification level for the 
purpose of Independent 
Government Cost Estimate 
development that identifies 
only those offeringsJWCC 
Offerings that are authorized 
for DoD consumption under 
the JWCC Contract. 

The Government 
will assess if the 
link is accurate 
and operational at 
each 
classification 
level. 

10 DATO and 
As required N/A 100% Inspection 

46 5.1.6.5.1.4 

Any specific process the 
Contractor may have for 
requesting TE Offerings that 
deviates from the normal 
fulfillment process. 

The Government 
will assess if the 
non-standard 
marketplace 
process maintains 
appropriate TE 
offerings 
fulfillment 
management. 

10 DATO and 
As required N/A 100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

47 5.1.6.5.1.5 

Any specific process the 
Contractor may have for 
requesting Cloud Support 
Packages. 

The Government 
will assess the 
processes for 
requesting Cloud 
Support 
Packages. 

10 DATO and 
As required N/A 100% Inspection 

48 5.1.6.5.1.6 

The Contractor’s inputs to 
the Contract Ordering Guide 
Annex shall be delivered to 
the Government (CDRL 
A007). 

The Government 
will assess if the 
ordering guide 
annex sufficiently 
describes the 
process. 

10 DATO and 
As required N/A 100% Inspection 

49 5.1.6.6 

Contractor Cloud Portal 
Process. The Contractor shall 
provide to the JWCC COR 
the process of establishing 
initial accounts and Cloud 
Environments using the 
Contractor’s Portal (both UI 
and API) and how to fulfill 
orders and provision/deploy 
JWCC Offerings from its 
JWCC Marketplace after the 
JWCC user account has been 
established. The Contractor 
Cloud Portal Process (CDRL 
A002) shall be delivered to 
the Government no later than 
15 days after contract award 
and as necessary when 
changes are made. Only 
JWCC Offerings that are part 
of the JWCC Catalog shall 
be visible and accessible in 
the JWCC Marketplace. A 
link (via Internet Protocol 
address) to the Contractor’s 
Portal will be provided by 
Contractor for distribution to 
JWCC users for each 
classification level and IL. 

The Government 
will assess if the 
Contractors 
process for 
establishing 
initial accounts 
and cloud 
environments 
meets the JWCC 
requirements. 

15 DAC and 
As required N/A 100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

50 5.1.6.7 

JWCC Catalog. The 
Contractor shall submit its 
Commercial Catalog with 
Change Report and any 
changes (CDRL A023). The 
Contractor’s Commercial 
Catalog shall be the basis by 
which the JWCC Catalog is 
established. The Contractor 
shall submit its JWCC 
Catalog as Attachment J-4: 
JWCC Catalog Discounts, 
Premiums, and Fees. For 
additions or modifications to 
JWCC Offerings, the 
Contractor shall follow the 
process in G11, JWCC 
Catalog Modifications, and 
submit the JWCC Catalog 
with Change Report (CDRL 
A022). The Contractor shall 
support the JWCC KO/COR 
in the maintenance and 
upkeep of the JWCC Catalog 
by recording and reporting 
changes on a periodic basis 
via JWCC Catalog with 
Change Report (CDRL 
A022).  
 
JWCC Catalog. The initial 
JWCC Catalog submission 
(CDRL A023) shall include 
all commercial offerings and 
the current status of DoD 
Authorization (Provisional 
Authorization) for each 
offering and the offering’s 
applicable classification 
level and IL, which is 
viewable by DoD user only. 
(Note: The IC is not part of 
the DoD for this instruction). 
The Contractor shall support 
the JWCC KO/COR in the 
maintenance and upkeep of 
the JWCC Catalog by 
recording and reporting 
changes on a periodic basis 
(CDRL A022). 

The Government 
will assess if the 
Contractors 
catalog 
submission meets 
the requirements 
of the JWCC 
contract. 

On award and 
As required N/A 100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

51 5.1.6.8 

Quality Control Plan (QCP). 
The Contractor shall provide 
a QCP supporting the 
Government-provided QASP 
for the JWCC Contract (see 
Attachment L-6). At a 
minimum, the QCP shall 
describe the approach for 
continuously meeting the 
performance metrics in 
Technical Exhibit 1 of the 
JWCC PWS, throughout the 
life of the JWCC Contract. 
The Contractor shall 
specifically address how all 
required performance 
metrics will be assessed, 
analyzed, and maintained 
through the life of the JWCC 
Contract. Cross-referencing 
between the QCP and PWS 
is permitted. 

The Government 
will assess if the 
QCP describes 
the processes to 
ensure quality 
delivery of JWCC 
offerings. 

30 DAC and 
Annually N/A 100% Inspection 

52 5.1.6.8.1 

The Contractor shall provide 
a PoC as part of the QCP to 
allow any JWCC user to 
communicate any issues or 
failures that arise from an 
attempt to invoke a JWCC 
Offering (provisioning) as 
ordered within a valid JWCC 
account. The contractor shall 
provide near-immediate 
acknowledgement (within 5 
minutes of submission). The 
Contractor will action these 
communications IAW their 
QCP and any relevant 
support package SLAs 
associated with the JWCC 
users' identified TO. This 
PoC shall be available 24 
hours a day, 7 days a week, 
365 days a year, worldwide 
without any charges or 
expense to the Government. 
The modalities of contact 
shall include, at a minimum, 
voice (telephone), web-
access (i.e. Contractor's 
Portal), and e-mail. The e-
mail response timeline is 
within one hour of receipt 
and a response within five 
minutes of opening the e-

The Government 
will assess if the 
QC PoC 
information is 
compliant with 
the requirement. 

As required  N/A 100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

mail. This PoC shall be 
available for all 
classification levels and ILs 
such that JWCC users can 
communicate the issue at the 
classification level they are 
currently operating at. 

53 5.1.6.9 

TE Device Loss, 
Destruction, or Inoperability. 
Post award, the Contractor 
shall report on the number of 
TE Devices that have been 
lost, destroyed, or rendered 
inoperable for each device 
and circumstance and the 
total for each circumstance. 
This information shall be 
reported in the CMPR 
(CDRL A001) at the JWCC 
Program level and reported 
monthly at the TO level. 
 

The Government 
will assess if the 
contractor has 
provided the 
appropriate 
information 
regarding TE 
Loss, Destruction, 
or 
Interoperability. 

As required N/A Random Sample 

54 5.2 

Activities to Assess and 
Authorize Contractor’s 
Cloud Infrastructure and 
Offerings 

Summary 
Requirement N/A N/A N/A 

55 5.2.1 

The Contractor shall conduct 
any activities necessary to 
receive DoD authorization 
for all XaaS and TE 
Offerings at each 
classification level and IL, 
for inclusion on the JWCC 
Catalog. 

The Government 
will audit the 
items and 
services delivered 
to ascertain 
whether the 
overarching 
program 
management 
personnel, control 
processes and 
tools are 
providing the 
expected 
outcomes. 

As required N/A Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

56 5.2.2 

The Contractor shall 
maintain any authorization 
achieved for the duration of 
the JWCC Contract, and any 
TO awarded thereunder, to 
include conducting 
continuous audit assessments 
and, as needed, management 
reviews as requested by the 
JWCC KO or AO. 

The Government 
will audit all 
authorizations 
achieved for the 
duration of the 
contract to ensure 
a continuous 
authorization 
state is 
maintained for 
qualified services 
and offerings. 

As required N/A Random Sample 

57 5.2.3 

The Contractor shall prepare 
and submit a sufficiently 
complete Security 
Authorization Package 
(CDRL A009) to 
demonstrate compliance with 
all applicable requirements 
in C3PO, including all 
invoked references and their 
requirements. 

The Government 
will audit the 
items and 
services delivered 
to ascertain 
whether the 
overarching 
program 
management 
personnel, control 
processes and 
tools are 
providing the 
expected 
outcomes. 

As required N/A Random Sample 

58 5.3 
Multi-Cloud Solution 
Technical Exchange 
Meetings (TEMs) 

Summary 
Requirement N/A N/A N/A 

59 5.3.1 

The Contractor shall 
participate in multi-cloud 
solution TEMs (including 
interoperability discussions) 
with other Federal and DoD 
contractors, including CSPs, 
with the goal of exploring 
novel solutions to optimize 
and streamline multi-vendor 
solutions and approaches for 
the benefit of the DoD, at the 
TO level. The TEMs will be 
convened as directed by the 
TO COR. 

The Government 
will audit if the 
Contractor is both 
represented in 
TEMs and 
actively 
participating and 
contributing. 

As required N/A 100% Inspection 

60 5.4 
System and Organization 
Control (SOC 1) Type II 
Reporting 

Summary 
Requirement N/A N/A N/A 



 

 

Item PWS 
Citation Performance Requirement 
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Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

61 5.4.1 

The Contractor shall provide 
a SOC Audit Report (CDRL 
A014) as listed in the 
memorandum, “System and 
Organization Control Report 
Requirement for Audit 
Impacting Cloud/Data 
Center Hosting 
Organizations and 
Application Service 
Providers,” dated May 2, 
2019. 

The Government 
will audit if the 
SOC Audit 
Report is 
compliant with 
the required 
content and 
delivered in a 
timely manner. 

Annually 

The SOC Audit 
Report will be 
exhaustive in 
content and 
delivered in a 
timely manner. 

100% Inspection 

62 5.5 

JWCC Timeline and 
Technical Requirements. 
The Contractor shall provide 
XaaS for Government 
consumption at all 
classification levels and ILs, 
within the JWCC Catalog 
(Attachment J-4), 
discernable by classification 
level and IL. The 
requirements in this section 
are a minimum capability, 
condition, or attribute of 
JWCC. All requirements 
within the PWS are subject 
to the timelines below and 
commensurate with their 
classification level, unless 
otherwise specified. 

Summary 
Requirement N/A N/A N/A 

63 5.5.1 

Timeline. Delivery of XaaS, 
including TE Offerings, will 
follow the timelines as listed 
below, unless otherwise 
specified. 

Summary 
Requirement N/A N/A N/A 
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Citation Performance Requirement 
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Acceptable 

Quality Level 
Surveillance Performance 

Objective 
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64 5.5.1.1 

Roadmap//Integrated Master 
Timeline (CDRL A019). The 
Contractor shall provide a 
roadmap and integrated 
master timeline, or a 
combined artifact (hereafter 
referred to as, 
“Roadmap/Integrated Master 
Timeline”) that has each 
information set clearly 
discernible within the single 
artifact, that contain 
sufficient detail documenting 
how and when JWCC 
requirements will be met. 
The Roadmap/Integrated 
Master Timeline shall 
include indicators for every 
offeringcurrent and potential 
future Offering to track 
successful or unsuccessful 
outcomes presented in the 
Roadmap/Integrated Master 
Timeline for delivery and 
operability. 

The Government 
will assess 
whether the 
Roadmap/Integrat
ed Master 
Timeline (CDRL 
A019) provides 
sufficient content 
and detail and is 
submitted on 
time. The 
measure will be 
no more than 5% 
of offerings 
unaccounted for 
in the 
Roadmap/Integrat
ed Master 
Timeline, 
including current, 
future, 
deprecated, and 
removed items. 

DAC/DATO 
and Monthly 

The 
Roadmap/Integr
ated Master 
Timeline fully 
details the 
duration of the 
contract with no 
offerings left 
unaccounted. 

Random Sample 

65 5.5.1.2 

Unclassified Timeline. The 
Contractor shall provide its 
UNCLASSIFIED Offerings 
at ILs 2, 4, and 5 at 
immediately upon JWCC 
Contract award, such that the 
DoD will have the ability to 
deploy and use (immediately 
upon DoD Provisional 
Authorization) these 
Offerings as 
UNCLASSIFIED Offerings, 
including UNCLASSIFIED 
TE offerings. At Offerings. 
No later than the JWCC 
Contract award date, the 
Contractor shall have 
provided all documentation 
and artifacts required for the 
AO to grant Provisional 
Authorization. The 
Contractor shall ensure all 
JWCC Offerings meet all 
security requirements 
outlined in C3PO, and 
submit Security 
Authorization Package(s) 
(CDRL A009). 

The Government 
will assess 
whether all 
UNCLASSIFIED 
offerings and TE 
offerings meet all 
security 
requirements as 
defined in C3PO 
and are delivered 
at time of award. 
The Government 
will assess 
whether any 
UNCLASSIFIED 
(IL 2, 4, or 5) 
offerings that 
have not been 
previously 
authorized are 
delivered to, and 
include all 
documentation 
required by the 
AO, at JWCC 
Contract award. 

As required 

The process for 
security 
compliance is 
fully automated 
and presented in 
a continuously 
updated report 
for each offering 
and TE offering 
with the ability 
to perform 
analysis. 

100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

66 5.5.1.3 

Classified Secret Timeline. 
The Contractor shall provide 
its CLASSIFIED Offerings 
at the SECRET (IL 6) level, 
within 60 days after JWCC 
Contract award, such that the 
DoD will have the ability to 
deploy and use (immediately 
upon DoD Provisional 
Authorization) these 
Offerings as SECRET 
JWCC Offerings, including 
SECRET TE Offerings. 
Within 60 days post-JWCC 
Contract award, the 
Contractor shall have 
provided all documentation 
and artifacts required for the 
AO to grant Provisional 
Authorization. The 
Contractor shall ensure all 
JWCC Offerings meet all 
security requirements 
outlined in C3PO, DoDM 
5200.01, and the Attachment 
J-3: JWCC DD254, and 
submit Security 
Authorization Package(s) 
(CDRL A009). 

The Government 
will assess 
whether 
CLASSIFIED 
offerings at the 
SECRET (IL 6) 
level and TE 
offerings meet all 
security 
requirements as 
defined in C3PO, 
DoDM 5200.01, 
and the 
Attachment J-3: 
JWCC DD254. 
The Government 
will assess 
whether 
CLASSIFIED 
offerings 
supporting 
SECRET (IL 6) 
level workloads 
and TE offerings 
were made 
available for 
use/authorization 
by the DoD 
within 60 days 
after JWCC 
Contract award. 
The Government 
will assess 
whether any 
SECRET (IL 6) 
level offerings 
that have not been 
previously 
authorized are 
delivered to, and 
include all 
documentation 
required by the 
AO, within 60 
days after JWCC 
Contract award. 

As required 

The process for 
security 
compliance is 
fully automated 
and presented in 
a continuously 
updated report 
for each offering 
and TE offering 
with the ability 
to perform 
analysis. 

100% Inspection 
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Citation Performance Requirement 
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Quality Level 
Surveillance Performance 

Objective 
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Method 

67 5.5.1.4 

Classified Top Secret 
Timeline. The Contractor 
shall provide its 
CLASSIFIED Offerings at 
the TOP SECRET (including 
(TS/SCI)) level, within 180 
days after JWCC Contract 
award, such that DoD will 
have the ability to deploy 
and use (immediately upon 
authorization) these 
Offerings as TS JWCC 
Offerings, including TE 
Offerings (TS and TS/SCI). 
Within 180 days post-JWCC 
Contract award, the 
Contractor shall have 
provided all documentation 
and artifacts required for the 
AO to grant Provisional 
Authorization for all TS 
JWCC Offerings. The 
Contractor shall ensure all 
JWCC Offerings meet all 
security requirements 
outlined in C3PO, DoDM 
5200.01, the Attachment J-3: 
JWCC DD254, and IC 
Directive (ICD) 503 (TS and 
TS/SCI), and submit Security 
Authorization Package(s) 
(CDRL A009). 

The Government 
will assess 
whether 
CLASSIFIED 
offerings capable 
of supporting TS 
and TS/SCI 
workloads meet 
all security 
requirements 
outlined in C3PO, 
DoDM 5200.01, 
the Attachment J-
3: JWCC DD254, 
and IC Directive 
(ICD) 503 (TS 
and TS/SCI). The 
Government will 
assess whether 
CLASSIFIED 
Services 
supporting TS 
and TS/SCI 
workloads and 
TE offerings were 
made available 
for 
use/authorization 
by the DoD 
within 180 days 
after JWCC 
Contract award. 
The Government 
will assess 
whether, for any 
services that have 
not been 
previously 
authorized, all 
documentation 
required is 
delivered to the 
AO, within 180 
days after JWCC 
Contract award. 

As required 

The process for 
security 
compliance is 
fully automated 
and presented in 
a continuously 
updated report 
for each offering 
and TE offering 
with the ability 
to perform 
analysis. 

100% Inspection 
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68 5.5.1.5 

Special Access Programs 
(SAP) Timeline. The 
Contractor shall support 
securely hosting SAP 
workloads, such that the 
DoD will have the ability to 
accomplish SAP missions 
using Contractor-provided 
JWCC Offerings IAW 
DoDD 5205.07, DoDM 
5200.01, and the Joint 
Special Access Program 
Implementation Guide 
(JSIG). These JWCC 
Offerings shall be delivered 
consistently with the 
timelines for 
UNCLASSIFIED, SECRET, 
and TOP SECRET with 
documentation and evidence 
demonstrating compliance 
with SAP controls. The 
Contractor shall provide any 
additional documentation 
and artifacts as required by 
the corresponding SAP AO, 
per SAP workload, and 
submit Security 
Authorization Package(s) 
(CDRL A009). 

The Government 
will assess 
whether the 
ability to host 
SAP workloads 
meet all security 
requirements 
IAW DoDD 
5205.07, DoDM 
5200.01, and the 
JSIG at the 
UNCLASSIFIED
, SECRET and 
TOP SECRET 
classification 
levels. The 
Government will 
assess whether 
documentation 
and evidence 
demonstrates 
compliance IAW 
DoDD 5205.07, 
DoDM 5200.01, 
and the JSIG in 
order to be 
approved for 
hosting SAP 
workloads. 

As required 

The process for 
security 
compliance is 
fully automated 
and presented in 
a continuously 
updated report 
for each offering 
and TE offering. 

100% Inspection 

69 5.5.1.6 

Cross-Domain Solution 
(CDS) Timeline. The CDSs 
shall meet the DoD’s 
requirements as described in 
section 5.5.8.2. The 
Contractor shall provide 
CDSs for the Management 
Plane in conjunction with the 
associated CLASSIFIED 
Infrastructure and JWCC 
Offerings, on or before the 
delivery of that 
CLASSIFIED Infrastructure 
and JWCC Offerings. The 
CDSs for the Production 
Plane shall be provided to 
the DoD within 180 days 
after the delivery of the 
associated CLASSIFIED 
infrastructure and JWCC 
Offerings. All provided 
CDSs shall be authorized for 
use by the DoD Information 
Security Risk Management 

The Government 
will assess 
whether a CDS 
that meets the 
requirements in 
5.5.8.2 was made 
available to the 
DoD IAW the 
timeline required 
for each 
classification 
level as it applies 
to the 
management 
plane and 
production plane. 
The Government 
will assess 
whether all 
required 
documentation is 
made available to 
the ISMRC for 
authorization. 

As required 

The process for 
requirements 
compliance is 
fully automated 
and presented in 
a continuously 
updated report 
for each CDS. 

100% Inspection 
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Citation Performance Requirement 
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Acceptable 

Quality Level 
Surveillance Performance 
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Method 

Committee (DoD ISMRC). 
For any CDS that is not 
presently authorized, the 
Contractor shall provide all 
documentation and artifacts 
required for CDS 
authorization to the DoD 
ISMRC in conjunction with 
the delivery of the associated 
CDS, and submit Security 
Authorization Package(s) 
(CDRL A009). 

70 5.5.1.7 

Advisory and Assistance 
Services. The Contractor 
shall provide advisory and 
assistance services, as part of 
its Cloud Support Package, 
available at all classification 
levels and ILs IAW the 
service delivery timelines 
listed above, in order for 
JWCC users to acquire 
advisory and assistance 
services from the Contractor 
to support use of JWCC 
Catalog Offerings. The 
Contractor-provided 
advisory and assistance 
services shall meet DoD’s 
requirements as outlined in 
section 5.5.11. 

The Government 
will assess 
whether advisory 
and assistance 
services are 
available for the 
JWCC on the 
same timeline as 
the 
UNCLASSIFIED
, SECRET, and 
TOP SECRET 
offerings, and 
whether such 
services meet the 
requirements in 
5.5.11. 

As required 

The advisory 
and assistance 
services are 
available prior 
to offerings 
(roadmap/timeli
ne based) to 
enable pre-
planning. 

Periodic Sample 
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71 5.5.2 

Available and Resilient 
Services. The Contractor 
shall provide Highly 
Available, resilient CSOs 
that are reliable, durable, and 
able to continue operating 
despite catastrophic failure 
of portions of the 
infrastructure. Infrastructure 
used in the performance of 
CSOs under JWCC shall be 
capable of supporting 
globally dispersed users at 
all classification levels, 
including DDIL 
environments, and Closed-
Loop Networks. In order to 
provide the resiliency and 
availability required by 
JWCC users, there must be 
no fewer than three physical 
Data Center locations with 
the ability to operate 
independently, each 
including the ability for 
JWCC users to deploy and 
manage CSOs at its 
respective classification level 
and IL. At least two of the 
Data Centers must be 
geographically dispersed by 
at least 400 miles, utilizing 
separate power grids, and 
within the Customs Territory 
of the United States, as 
defined in FAR 2.101. 
UNCLASSIFIED and 
CLASSIFIED (both 
SECRET and TOP 
SECRET) Data Centers may 
be co-located, as long as the 
CLASSIFIED Data Center 
meets FCL requirements 
IAW C3PO and Attachment 
J-3: JWCC DD254. 

Summary 
Requirement N/A N/A N/A 

72 5.5.2.1 

The Contractor shall provide 
dynamic scalability and 
resiliency through industry 
standard mechanisms and 
activities to ensure the DoD 
has the ability to maintain 
continuous operations. 

The Government 
will perform 
testing of 
offerings 
deployed and 
operating within 
JWCC for 
scalability, 
resiliency, 

As required 

The offerings 
will be 
automatically 
scalable and 
resilient. 

Random Sample 
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performance, 
cybersecurity, 
and cyber 
survivability. 

73 5.5.2.2 

The Contractor shall provide 
the ability for JWCC users to 
create system configurations, 
both manually (i.e. via 
Contractor Portal (UI)) and 
through APIs, to provide 
automated redundancy of 
storage, networking, and 
computing systems in the 
case of catastrophic data 
center loss or loss of CSOs. 

The Contractor 
will demonstrate 
at least annually 
how JWCC users 
can configure 
CSOs both 
manually, via the 
Contractor’s 
Portal, and via the 
API, for high 
availability and 
resiliency such 
that it can survive 
catastrophic data 
center loss or loss 
of capabilities. 

As required 

All CSOs have a 
native API for 
high availability 
and resiliency as 
well as a single 
click (per CSO) 
to enable typical 
high availability 
features. 

Periodic Sample 

74 5.5.2.3 

The Contractor shall provide 
CSOs that are Highly 
Available and resilient. 
Accordingly, the 
Contractor’s minimum Data 
Center capabilities are as 
follows: 

Summary 
Requirement N/A N/A N/A 

75 5.5.2.3.1 

 
Every data center shall be 
capable of automated 
replication and failover of  
CSO(s) within each 
respective classification level 
and IL inclusive of the 
ability to provision, 
configure, and manage 
services, such that the DoD 
is provided Data Center 
agnostic operations. 

The Contractor 
will demonstrate, 
at least annually, 
through design 
documentation, 
physical exercise, 
or any 
combination 
thereof, the 
ability to failover 
a data center with 
no lasting impact 
to Government 
operations (e.g., 
browser refresh 
due to network 
redirection to a 
new data center is 
understandable, 
but loss of data 
which should 
have been 
synchronized 
with a secondary 

At least 
annually 

All failovers are 
fully automated 
and there is no 
appreciable 
downtime 
(99.99999%) for 
any offering 

Periodic Sample 
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facility is 
unacceptable.) 

76 5.5.2.3.2 

The Contractor shall, at time 
of award, provide no fewer 
than two physical Data 
Centers offering providing 
UNCLASSIFIED CSOs 
within the Customs Territory 
of the United States, as 
defined in FAR 2.101. 

The Government 
will assess 
whether the 
Contractor has at 
least two data 
centers meeting 
the requirements 
above that 
provide 
UNCLASSIFIED 
CSOs. The 
Government 
reserves the right 
to inspect any 
facility used to 
host JWCC 
workloads. 

As required 

The Contactor 
will have at least 
two data centers 
for every 
Contractor 
defined 
Operating region 
and each region 
is a minimum of 
400 miles apart. 

100% Inspection 

77 5.5.2.3.3 

The Contractor shall, upon 
delivery of SECRET CSOs, 
provide no fewer than two 
physical Data Centers 
offering providing SECRET 
CSOs within the Customs 
Territory of the United 
States, as defined in FAR 
2.101. 

The Government 
will assess 
whether the 
Contractor has at 
least two data 
centers meeting 
the requirements 
above that 
provide SECRET 
CSOs for JWCC. 
The Government 
reserves the right 
to inspect any 
facility used to 
host JWCC 
workloads. 

As required 

The Contactor 
will have at least 
two data centers 
for every 
Contractor 
defined 
Operating region 
and each region 
is a minimum of 
400 miles apart. 

100% Inspection 

78 5.5.2.3.4 

The Contractor shall, upon 
delivery of TS CSOs, 
provide no fewer than two 
physical Data Centers 
offering providing TS CSOs 
within the Customs Territory 
of the United States, as 
defined in FAR 2.101. 

The Government 
will assess 
whether the 
Contractor has at 
least two data 
centers meeting 
the requirements 
above that 
provide TOP 

As required 

The Contractor 
will have at least 
two data centers 
for every 
Contractor 
defined 
Operating region 
and each region 

100% Inspection 
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SECRET CSOs 
for JWCC. The 
Government 
reserves the right 
to inspect any 
facility used to 
host JWCC 
workloads. 

is a minimum of 
400 miles apart 

79 5.5.2.3.5 

The Contractor shall, no later 
than 18 months after contract 
award, provide no fewer than 
three physical Data Centers 
offering providing CSOs at 
each classification levels and 
ILs. At least two of these 
three physical Data Centers 
shall be geographically 
dispersed by a minimum of 
400 miles, by radial 
measurement, utilizing 
separate power grids as 
defined by the Office of 
Electricity within the U.S. 
Department of Energy, and 
within the Customs Territory 
of the U.S., as defined in 
FAR 2.101. 

The Government 
will assess 
whether the 
locations of the 
physical data 
centers are 
geographically 
dispersed and 
utilize separate 
power grids. The 
Government 
reserves the right 
to inspect any 
facility used to 
house JWCC 
workloads. 

As required 

All data centers 
will be serviced 
using fully 
independent 
utility resources. 

100% Inspection 

80 5.5.2.3.6 

The physical data centers at 
all classification levels and 
ILs shall strictly comply with 
all applicable C3PO 
requirements. 

The Government 
will assess the 
sufficiency of 
data center 
compliance with 
respect to C3PO 
will advise the 
Contractor of any 
deficiencies for 
resolution. 

As required 
All data centers 
will exceed 
C3PO standards. 

100% Inspection 

81 5.5.2.4 

The Contractor shall provide, 
at each classification level 
and IL, automatic monitoring 
of resource utilization and 
events (to include failures 
and degradation of service) 
via web interface and 
documented APIs that are 
intuitive and easy to use. 

The Contractor 
will demonstrate 
its monitoring 
capabilities to the 
Government, at 
least annually, at 
each 
classification 
level and IL. In 
addition, the 
Government may 
audit, at any time 
and via any 
reasonable 
method, the 
Contractor’s 

The Contractor 
at least 
annually, the 
Government 
may audit at 
anytime 

All events are 
fully logged and 
pre-emptive 
automated 
system actions 
are taken to 
negate 
degradation and 
threat events. 

Periodic Sample 
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monitoring 
capabilities. 

82 5.5.3 

Globally Accessible. The 
Contractor shall provide 
CSOs that are securely 
accessible worldwide via the 
Contractor’s Portal (UI), at 
all classification levels and 
ILs. The CSOs shall provide 
assured access and enable 
interoperability between  
Virtual Enclaves  containing 
applications and data. 

Summary 
Requirement N/A N/A N/A 

83 5.5.3.1 

The Contractor shall have 
points of presence on all 
continents, with the 
exception of Antarctica, 
providing a total bandwidth 
capacity of at least 40 
Gigabits per second, using 
redundant links, to peer with 
the DoD on each continent. 
If the DoD adds new 
locations, the Contractor 
shall peer with the DoD 
within 12 months of 
notification such that the 
latency between the 
Contractor’s and the DoD’s 
locations is less than 8 
milliseconds. The Contractor 
shall provide documentation 
that validates the 
transmission speeds, latency, 
and bandwidth at each 
location. 

The Government 
will assess, 
through review of 
documentation, 
site inspection, or 
any combination 
thereof, whether 
the Contractor 
has points of 
presence on all 
continents, with 
the exception of 
Antarctica, and 
that those points 
of presence have 
redundant links 
with a total 
bandwidth of at 
least 40 Gigabits 
per second as 
measured by 
network 
bandwidth tools. 
The Government 
will assess the 
Contractor’s 
peering activities 
to ensure 
compliance with 
the 12 month 
peering 
notification 
requirement. 

As required 

All Points of 
Presence support 
maximal 
bandwidth 
capability 
offered and 
dynamic 
automated 
peering services 
are available. 

100% Inspection 
and Periodic 
Sample 
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84 5.5.4 

Centralized Management and 
Distributed Control. The 
Contractor shall permit the 
DoD to exert necessary 
oversight and management 
of CSOs. This oversight and 
management includes, but is 
not limited to: the ability to 
apply security policies, 
monitor network security 
compliance and service 
usage, promulgate 
standardized service 
configurations, and automate 
and distribute the account 
provisioning process. In 
order to exercise centralized 
management, the Contractor 
shall have a mechanism for 
activating and deactivating 
any CSO for JWCC 
workspaces. The Contractor 
shall provide a mechanism to 
provision CSOs based on 
standardized, templated 
configurations and security 
policies, as well as a “user 
friendly” mechanism to 
deprovision any combination 
of CSOs (e.g. one, multiple, 
or all). The Contractor shall 
also provide as part of its 
solution object and resource 
access control management, 
including data and resource 
tagging for billing tracking, 
access control, and technical 
policy management. The 
Contractor shall facilitate the 
automation of central 
management and distributed 
control. The Contractor shall 
provide an actively 
maintained, versioned, and 
documented API providing 
the ability to perform any 
operation supported by the 
Contractor’s Portal (UI). 

Summary 
Requirement N/A N/A N/A 
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85 5.5.4.1 

The Contractor shall provide 
the ability to apply security 
policies, monitor network 
security compliance and 
service usage, promulgate 
standardized service 
configurations, and automate 
and distribute the account 
provisioning process to give 
the DoD the ability to 
enforce its policies and 
security compliance for the 
JWCC Contract workloads. 

The Government 
will assess 
whether the 
Contractor has 
provided the 
Government the 
ability to enforce 
security policies 
and standardized 
configurations in 
a manual and 
automated 
manner. 

As required 

All policy 
configurations 
can be generated 
and visualized 
using a 
Contractor’s 
Portal (UI) tools 
and the policy 
application is 
immediate and 
comprehensive. 
Additionally, all 
compliance can 
be easily 
reported and 
visualized. 

Random Sample 

86 5.5.4.2 

The Contractor shall provide 
the ability to enable and 
disable services and restrict 
parameters within service 
configurations via both the 
Contractor’s Portal (UI) and 
API, in a manner that is easy 
to use such that the JWCC 
COR and administrative 
JWCC users within the DoD 
can properly control service 
delivery to the greater JWCC 
user community. This ability 
to restrict services shall 
allow for hierarchical 
subordinated supplemental 
constraints. 

The Contractor 
will demonstrate, 
at least annually, 
the ability to 
perform the 
enablement and 
disablement of 
services with a 
sufficient number 
of parameters via 
the Contractor’s 
Portal (UI) and 
API to the JWCC 
COR and include 
in their 
documentation 
and training 
material 
instructions on 
how to perform 
these activities. 
Additionally, the 
allowance for 
hierarchical 
subordinated 
supplemental 
constraints must 
also be 
demonstrated. 
The Government 
will assess the 
sufficiency of the 
demonstration 
and the provided 
documentation, 
and may audit, at 
any time and via 
any reasonable 

As required 

The control of 
services 
(enable/disable) 
and all 
associated 
parameters can 
be controlled via 
a Contractor’s 
Portal (UI), 
trigger-sensing 
API, or heads-up 
UI. The 
hierarchical 
inheritance 
model will be 
automatically 
applied. 

Periodmethodic 
Sample 
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method, the 
Contractor’s 
ability to enable 
and disable 
services. 

87 5.5.4.3 

The Contractor shall provide 
object and resource 
management capabilities, 
including data and resource 
tagging for billing tracking, 
access control, and technical 
policy management in order 
for the DoD to properly 
administer the JWCC 
Contract. 

The Government 
will assess 
whether the 
Contractor has 
the ability to 
provide object 
and resource 
management 
capabilities; 
including billing 
trackers, access 
controls and 
technical policy 
mandates that are 
inherited from the 
parent 
organizations. 
The Government 
reserves the right 
to perform 
periodic testing of 
these capabilities. 

As required 

All cloud 
resources are 
manageable 
using API or a 
Contractor’s 
Portal (UI), in a 
central and 
distributed 
model. 

Random Sample 

88 5.5.4.4 

The Contractor shall provide 
an API that supports 
encryption and 
authentication as defined in 
C3PO for all JWCC users 
and sessions, for each XaaS 
at all classification levels and 
ILs. The API shall, at a 
minimum, be capable of the 
following: 

The Government 
will assess the 
sufficiency of the 
API to support all 
of the 
requirements, 
separately and 
collectively. The 
Government 
reserves the right 
to perform 
periodic testing of 
these capabilities. 

As required N/A N/A 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

89 5.5.4.4.1 

IAM controls, including 
account creation and 
management in support of 
the JWCC Contract, token-
based and time-limited 
federated authentication, 
role-based access control 
configuration, and specific 
account permissions. 

The Government 
will assess the 
sufficiency of the 
API to support all 
of the 
requirements, 
separately and 
collectively. The 
Government 
reserves the right 
to perform 
periodic testing of 
these capabilities. 

As required 
Full PBAC is 
implemented for 
all offerings 

Procedural 
inspection and 
Random Sample 

90 5.5.4.4.2 

Provisioning and 
management (i.e. IaaS) of 
network configuration, 
compute instances, data and 
object storage including 
database management 
systems, and tools for 
scaling systems (e.g. 
application server load 
balancing). 

The Government 
will assess the 
sufficiency of the 
API to support all 
of the 
requirements, 
separately and 
collectively. The 
Government 
reserves the right 
to perform 
periodic testing of 
these capabilities. 

As required 

All cloud 
configurations 
have 
provisioning 
scripts in a 
central virtually 
accessible 
library that is 
dynamically 
populated if a 
new 
configuration 
arises. 

Periodic Sample 

91 5.5.4.4.3 

Storage object lifecycle 
management (e.g. moving 
data from online to nearline 
after a set time period). 

The Government 
will assess the 
sufficiency of the 
API to support all 
of the 
requirements, 
separately and 
collectively. The 
Government 
reserves the right 
to perform 
periodic testing of 
these capabilities. 

As required 

All objects have 
a parametric tag 
that is 
dynamically 
managed to 
provide the most 
appropriate 
storage type. 
Additionally the 
ability to 
configure 
objects to 
change storage 
type based on 
AI/ML learning 
algorithms 
trained on 
access and 
interaction data 
based on file 
type, location, 
other policy 
information, or 
any combination 
thereof. 

Procedural 
Inspection 
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Citation Performance Requirement 
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Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

92 5.5.4.4.4 

Reading usage data and 
alerts for compute, storage, 
and network utilization (e.g. 
resource/performance 
monitoring and utilization). 

The Government 
will assess the 
sufficiency of the 
API to support all 
of the 
requirements, 
separately and 
collectively. The 
Government 
reserves the right 
to perform 
periodic testing of 
these capabilities. 

As required 

Automated 
parametric 
response triggers 
are 
programmaticall
y executed on 
achieving 
specific 
conditions. 

Procedural 
Inspection 

93 5.5.4.4.5 

Reading accrual, historical 
billing, and pricing data 
specified under the entire 
JWCC Contract to include 
data for: CSOs, Cloud 
Support Packages, and 
workspaces. 

The Government 
will assess the 
sufficiency of the 
API to support all 
of the 
requirements, 
separately and 
collectively. The 
Government 
reserves the right 
to perform 
periodic testing of 
these capabilities. 

As required 

Automated 
parametric 
response triggers 
are 
programmaticall
y executed on 
achieving 
specific 
conditions. 

Procedural 
Inspection 

94 5.5.4.4.6 

Setting billing and usage 
thresholds and adding 
automated notifications to 
workspace owners and the 
TO COR as well as a 
capability to configure the 
discontinuation of service 
upon the billing and usage 
threshold breach. 

The Government 
will assess the 
sufficiency of the 
API to support all 
of the 
requirements, 
separately and 
collectively. The 
Government 
reserves the right 
to perform 
periodic testing of 
these capabilities. 

As required 

Automated 
parametric 
response triggers 
are 
programmaticall
y executed on 
achieving 
specific 
conditions. 

Procedural 
Inspection 

95 5.5.4.4.7 

Accessibility to all JWCC 
users provided they have the 
proper access control 
authorization. 

The Government 
will assess the 
sufficiency of the 
API to support all 
of the 
requirements, 
separately and 
collectively. The 
Government 
reserves the right 
to perform 

As required 

Automated 
parametric 
response triggers 
are 
programmaticall
y executed on 
achieving 
specific 
conditions. 

Procedural 
Inspection 
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Quality Level 
Surveillance Performance 

Objective 
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periodic testing of 
these capabilities. 

96 5.5.4.5 

The Contractor’s APIs, at all 
classification levels and ILs, 
shall be actively maintained, 
versioned, documented, and 
adhere to industry best 
practices for modern 
standards and protocols. API 
documentation shall contain 
information on: how to 
establish a connection, 
support protocols, security 
requirements, and 
capabilities available. 

The Government 
will assess the 
Contractor’s API 
documentation 
(e.g. release 
notes) to ensure 
sufficient detail 
and consistency 
for changes 
implemented such 
that the 
Government can 
determine the 
nature of the 
change, potential 
impact, actual 
impact, or any 
combination 
thereof, on 
current 
operations. 

As required 

All APIs are 
fully self-
documented. All 
API changes are 
both human and 
machine 
consumable for 
automated 
change analysis. 

Random Sample 

97 5.5.4.5.1 

The Contractor shall notify 
all JWCC administrative 
users, the JWCC COR, and 
TO CORs, of any change to 
API capabilities impacting 
backwards compatibility at 
least 30 days prior to the 
change being put into 
production. Alternately, if 
the change is to address a 
critical vulnerability, as 
designated by the Critical 
Vulnerability Scoring 
System, the Contractor shall 
notify all JWCC 
administrative users, the 
JWCC COR, and TO CORs 
within 24 hours of the 
change. Additionally, the 
Contractor shall make 
available this same 
information to all DoD 
personnel and other 
authorized JWCC users. 

The Government 
will assess 
whether the 
Contractor has 
adhered to 
notification time 
frames for API 
changes. 

As required 

All API changes 
will include full 
back-
compatibility 
and test spaces 
are provided 
which allow for 
users to perform 
test calls to the 
new API prior to 
its full 
implementation. 

Random Sample 
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98 5.5.4.5.2 

The Contractor shall provide 
full API documentation 
online (to include examples 
of code). Full API 
documentation shall be 
readily discoverable within 
three clicks from the 
Contractor’s Portal(s) (UI) 
landing page. API 
documentation shall also be 
available on TE Devices 
operating in DDIL 
environments. 

The Government 
will assess 
whether the API 
online 
documentation is 
accessible within 
the required 
parameters at all 
classification 
levels and ILs to 
include TE 
Devices operating 
in a DDIL 
environments. 
Tailoring of the 
APIs may be 
necessary across 
classification 
levels and ILs, to 
include TE 
Devices and the 
documentation 
must be tailored 
to document any 
changes to the 
API and its 
parameters (i.e., if 
variables, 
features, or flags 
deviate from the 
commercial 
baseline they 
must be clearly 
documented and 
supported until 
such time as 
commercial parity 
can be 
established.) 

As required 

All API 
documentation 
is accessible 
from a fully 
automated 
repository that 
supports 
dynamic query 
and retrieval 
capabilities for 
both API driven 
and Contractor 
Portal (UI) 
users. Example 
code would 
further include 
tutorials and 
supporting 
files/information 
required to 
ensure users can 
fully grasp how 
to utilize the 
API. 

Random Sample 

99 5.5.4.5.3 

The Contractor API shall 
provide the ability to 
perform any command 
supported by the 
Contractor’s Portal (UI). 

The Government 
will assess the 
ability to perform 
API calls and the 
corresponding 
Contractor Portal 
activity as a part 
of regular 
business and 
inform the 
Contractor of any 
deficiencies. 

As required 

The Contractor 
will self certify 
and provide 
automated tools 
which can 
empirically 
demonstrate 
compliance with 
this requirement 
with less than 1 
percent of the 
API calls being 
deviant. 

Random Sample 
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100 5.5.4.6 

The Contractor shall provide 
a fully compliant 
implementation of the ATAT 
Multi-Cloud Provisioning 
API (Attachment J-11) at 
each classification level and 
IL. The Contractor shall 
provide an API endpoint per 
classification level and IL for 
test workloads within 15 
days of providing JWCC 
Offerings at the associated 
classification level and IL. 
The Contractor shall provide 
an API endpoint per 
classification level and IL for 
production workloads within 
30 days of providing JWCC 
Offerings at the associated 
classification level and IL. 
The Contractor 
implementation shall be 
pursuant to Attachment J-11: 
ATAT Multi-Cloud 
Provisioning API, to enable 
ATAT to execute calls to the 
API resulting in standardized 
mechanisms for: 
 
Creation & management of 
access credentials for 
accounts and environments in 
which CSOs can be 
provisioned. 
 

 Creation and management of 
portfolios which manage 
groups of accounts and 
environments. The deadline 
by which the Government 
expects the portfolio 
provisioning process to be 
complete is dictated within 
the ATAT Multi-Cloud 
Provisioning API 
(Attachment J-11). 
 
Obtaining actual and 
projected costs per CLIN, 
environment, workloads, and 
portfolio. 
 
Setting billing limits with 
notifications on CLINs, 

The Government 
will assess 
whether ATAT 
calls to the 
Contractor’s 
ATAT Multi-
Cloud 
Provisioning API 
implementation(s
) to create and 
manage 
portfolios, 
accounts, 
environments, or 
any combination 
thereof are 
successful, that 
the 
implementation 
conforms to the 
API 
specifications in 
J-11, and that the 
expected 
outcomes of the 
API call is 
achieved in the 
Contractor’s 
cloud 
environment. The 
Government will 
assess if the 
implementation 
conforms to the 
API specification 
and that ATAT 
calls to the 
Contractor’s 
ATAT Multi-
Cloud 
Provisioning API 
implementation 
can obtain actual 
and projected 
costs per 
environment, 
workload, and 
portfolio and set 
billing limits and 
notifications on 
environments, 
workloads, and 
portfolios. 

As required 

All ATAT API 
features are fully 
implemented 
and properly 
working. A fully 
configured 
sandbox and test 
harness exists to 
emulate a 
parallel ATAT 
production 
instance for 
robust testing 
including 
performance 
conditions 
allowing for 
DevSecOps 
processes to 
enable constant 
iteration and 
improvement. 

Procedural 
Inspection and 
Random Sample 
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environments, workloads, 
and portfolios. 

101 5.5.4.7 

The Contractor shall update 
its ATAT Multi-Cloud 
Provisioning API 
implementations to the latest 
version of the ATAT Multi-
Cloud Provisioning API 
definition within 30 days of 
Government notification for 
general updates, and within 
seven days for security 
updates. 

The Government 
will assess 
whether the 
Contractor has 
implemented the 
latest version and 
functionality of 
the ATAT Multi-
Cloud 
Provisioning API 
to maintain 
continued 
compliance with 

As required 

The Contractor’s 
implementation 
is updated 
within 1 
business day for 
all updates to the 
ATAT Multi-
Cloud 
Provisioning 
API with no 
explicit 
notification from 
the Government 

Random Sample 
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the published API 
requirements 
within the 
required 
timelines. 

required at all 
classification 
levels and ILs. 

102 5.5.4.8 

The Contractor’s 
implementation of the ATAT 
Multi-Cloud Provisioning 
API shall provide services 
comparable to the 
Contractor’s other APIs in 
terms of API service delivery 
performance. 

The Government 
will test the 
Contractor API 
implementation 
for availability, 
scalability, and 
other parameters 
as part of the 
Contractor SLA 
for API services. 

As required 

The Contractor’s 
API 
implementation 
supports 
continuous 
operations for 
scale, and all 
parametric 
permutations at 
all classification 
levels and ILs. 

Random Sample 

103 5.5.4.9 

The Contractor shall provide 
a mechanism for activating 
and deactivating any JWCC 
CSO such that the 
Government has the ability 
to control any CSO for a 
subset of the JWCC users or 
grouping of JWCC users 
based on individual AO’s 
risk tolerance(s). 

The Government 
will assess, at 
least annually, 
whether the 
Contractor is 
providing the 
Government the 
ability to activate 
or deactivate, any 
or all of the 
Contractor’s CSO 
under the JWCC 
Contract for an 
individual 
workspace 

As required 

The 
activation/deacti
vation is capable 
of being done 
from the 
Contractor’s 
Portal (UI), the 
API, and current 
status 
visualizations 
from both the 
Contractor’s 
Portal (UI) and 
API are 
available for 
consumption. 

Periodic Sample 
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104 5.5.4.10 

The Contractor shall provide 
a mechanism for activating 
and deactivating any JWCC 
CSO such that the 
Government can activate or 
deactivate any CSO for all of 
the JWCC users based on 
DoD Authorization status or 
cybersecurity needs. 

The Government 
will assess, at 
least annually, 
whether the 
Contractor is 
providing the 
Government the 
ability to perform 
activate or 
deactivate, for all 
workspaces 
simultaneously, 
any cloud service 
offering being 
provided by the 
Contractor under 
the JWCC 
Contract. 

As required 

The 
activation/deacti
vation is capable 
of being done 
from the 
Contractor’s 
Portal (UI), the 
API, and current 
status 
visualizations 
from both the 
Contractor’s 
Portal (UI) and 
API are 
available for 
consumption. 

Periodic Sample 

105 5.5.4.11 

The Contractor shall provide 
an IaC CSO, which allows 
the deployment and 
provisioning of one or more 
other CSOs. This IaC CSO 
will use pre-made 
standardized configurations 
and allow for customizable 
configurations. This IaC 
CSO shall also include a 
simple mechanism to 
deprovision any and all 
CSOs it deployed or 
provisioned. 

The Government 
will assess 
whether the 
Contractor is 
providing the 
Government the 
ability to deploy a 
standardized 
configuration of 
cloud resources, 
including security 
policies, as well 
as the ability to 
deprovision in 
compliance with 
the configuration 
specification. 

As required 

Support for a 
fully 
programmable 
API and a 
Contractor 
Portal (UI) is 
available to 
deploy and 
deprovision 
resources for 
dynamic 
configurations 
and direct input 
with associated 
visualizations 
for current 
status. 

Procedural 
Inspection 

106 5.5.4.12 

The Contractor shall not 
bundle any JWCC Offerings 
in a manner that restricts a 
JWCC user’s ability to 
acquire individual JWCC 
Offerings. Any bundled 
JWCC Offerings shall also 
be available as discrete 
JWCC Offerings. 

The Government 
will assess 
whether all 
services that are 
combined to form 
a different service 
offering are 
available 
separately, allow 
the user to 
acquire each 
service 
independently, 
and are billable as 
a single item. 

As required 

All offerings are 
discretely 
available and 
any combination 
or aggregation 
permutation is 
supported. 

Random Sample 
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107 5.5.4.13 

The Contractor shall not 
require any third-party 
services that require separate 
billing, separate licensing, or 
a combination thereof in 
order to meet the JWCC 
requirements or minimum 
requirements for using any 
JWCC CSO. Any third-party 
services that are fully 
integrated with the 
Contractor, hosted on the 
Contractor’s infrastructure, 
and directly supported by, 
billed through, and licensed 
by the Contractor are not 
subject to this requirement.  

The Contractor 
shall certify 
compliance with 
this requirement 
and the 
Government will 
assess compliance 
through the 
course of doing 
business with no 
identified 
exceptions to this 
requirement. 

As required 

The Contractor 
shall empirically 
demonstrate 
compliance to 
the requirement 
with 
comprehensive 
documentation 
and self 
certification. 

Random Sample 

108 5.5.4.14 

The Contractor shall provide 
prompt notification and 
follow-up reporting on all 
service incidents, outages, 
and other problems 
(hereafter collectively 
referred to as, “Service 
Incident Events”) impacting 
JWCC users or cloud 
operations. The following 
minimum requirements 
apply to all environments, 
including network and TE 
Devices: 

Summary 
Requirement N/A N/A N/A 
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109 5.5.4.14.1 

The Contractor shall 
establish and utilize Service 
Incident Event management 
processes, as well as support 
accessibility and escalation 
processes, such that the 
Contractor is able to 
prioritize and manage 
response reactions while 
keeping users informed 
about Service Incident Event 
status, remediation schedule, 
and overall priority amongst 
all other current Service 
Incident Events. 

The Government 
will assess 
whether the 
Contractor’s 
Service Incident 
Events 
management 
process ensures 
that each incident 
is fully traceable 
through each step 
of the 
Contractor’s 
Service Incident 
Event 
management 
process such that: 
 
Incident 
escalation 
mechanisms are 
clearly observable 
and course of 
action 
adjustments are 
captured. 
 
Full logging is 
enabled for each 
incident and all 
remediation 
actions are 
captured in 
persistent logs 

As required 

Service Incident 
Event 
Management is 
fully automated 
and 100% 
activity is 
logged and 
analyzed for 
optimization 
opportunities 
and auditing for 
security best 
practices. 

Random Sample 

110 5.5.4.14.2 

The Contractor shall notify 
the impacted JWCC users, 
the JWCC COR, and TO 
CORs once a Service 
Incident Event has been 
detected or discovered. The 
Contractor shall notify the 
users, via electronic means, 
including severity level, for 
each Service Incident Event. 
Service Incident Event 
notifications shall be made 
IAW the SLA.  

The Government 
will assess the 
timely delivery of 
notification for 
each Service 
Incident Event. 

As required 

The notification 
system is multi-
modal and each 
user is able to 
select any 
combination of 
notification 
modes for their 
individual 
needs. 

Random Sample 
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111 5.5.4.14.3 

The Contractor shall provide 
updates on Service Incident 
Event reports to include the 
impacted JWCC users, the 
JWCC COR, and TO CORs. 
The updates shall be 
provided at intervals IAW 
the SLO with the SLA, until 
the Service Incident Event is 
completely resolved. 
Updates shall include 
supplemental Service 
Incident Event information 
to aid in understanding the 
Service Incident Event’s 
scope, severity, and 
resolution progress, clearly 
identifying any outage(s) or 
other significant problems. 

The Government 
will assess 
whether the 
Contractor has 
provided timely 
updates based on 
each Service 
Incident Events 
evolving status. 
The Government 
will assess 
whether such 
updates provide 
sufficient 
information and 
are in compliance 
with the SLOs. 

As required 

Updates for a 
Service Incident 
Event are 
provided 
automatically to 
every impacted 
user in real-time. 
Additionally 
update 
information is 
provided to an 
advanced data 
analytics CSO 
for pattern 
analysis and 
predictive 
failure analytics. 

Random Sample 

112 5.5.4.14.4 

The Contractor shall issue a 
Service Incident Event report 
to the impacted JWCC users, 
the JWCC COR, and TO 
COR when CSOs 
functionality or cloud 
operations performance are 
impacted. The report shall 
contain, at minimum, a 
description of the nature of 
the Service Incident Event, 
an impact scope statement, 
the severity level, and the 
Mean Time to Resolve 
estimate. 

The Government 
will assess 
whether: 
 
The impact scope 
statement 
contents and 
Service Incident 
Event severity 
levels are 
accurate and 
complete, such 
that they inform 
users and provide 
sufficient 
understanding of 
the event, time 
horizon to resolve 
the event and 
impact to the 
user. 
 
Compliance with 
Contractor’s 
stated Service 
Level Objectives 
(SLO), as 
stipulated in the 
Contractor’s 
SLAs, will be 
analyzed for 
deviation above 
the objective 
thresholds. 

As required 

The Service 
Incident Report 
is exhaustive 
and updated in 
real-time as 
activities 
transpire. 
Additionally 
reports are used 
as a basis for 
future chaos 
engineering tests 
to improve the 
cloud resiliency 
further reducing 
negative impacts 
to the DoD 
hosted 
capabilities. 

Random Sample 
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113 5.5.4.14.5 

The Contractor’s 
maintenance activities shall 
not impact JWCC 
operations. 

The Government 
will assess 
whether 
Contractor 
maintenance 
activities have 
resulted in any 
observable 
negative impact 
to JWCC users. 

As required 

All maintenance 
activities are 
transparent to 
the users and 
have zero impact 
on user 
activities. 

Random Sample 

114 5.5.4.14.6 

The Contractor shall provide 
the JWCC KO and JWCC 
COR with a detailed after-
action report on all Service 
Incident Events within seven 
days of the Service Incident 
Event to allow the 
Government to understand 
the Service Incident Event’s 
impact and determine 
appropriate follow-on 
actions. 

The Government 
will assess 
whether the 
Service Incident 
Event after-action 
reports are 
complete and 
accurate. The 
Government will 
also assess 
whether event 
report delivery 
was compliant 
with the seven-
day requirement. 

As required 

Updates for a 
Service Incident 
Event are 
provided 
automatically to 
every impacted 
user in real-time 
including after-
action reports 
and analysis. 

Random Sample 

115 5.5.4.14.7 

The Contractor shall 
securely provide to the 
Government, human and 
machine readable cloud 
service status and Service 
Incident Event information 
for all offerings it provides 
under the JWCC 
ContractJWCC Offerings. 

The Government 
will assess 
whether the 
Contractor 
securely provides 
accessible and 
complete human 
and machine 
readable cloud 
service status and 
Service Incident 
Event information 
for DoD 
consumption. 

As required 

All service and 
Service Incident 
Event statuses 
are available in 
real-time on a 
centrally 
managed 
presentation 
display or via 
API query with 
multiple user 
selectable 
display modes. 

Random Sample 

116 5.5.4.14.8 

For disconnected TE 
Devices, the Contractor shall 
ensure notification of TE 
Device specific service 
outages are provided to any 
local users at the time of the 
outage incident and queued 
for synchronization to cloud 
services upon re-connection, 
allowing for centralized 
reporting and resolution 
tracking. 

The Government 
will assess 
whether the 
notification to 
local users of a 
TE Device for 
any service 
outage is 
delivered and if 
centralized 
reporting and 
resolution 
tracking match 
when the device 

As required 

All TE Device 
and offering 
notifications are 
available to all 
TE enclave 
users, and 
automatically 
captured and 
stored to a 
central 
repository on 
reconnection. 
Additionally for 
situations which 

Random Sample 
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completes 
synchronization. 

knock a TE 
Device off of the 
core cloud 
services (i.e. 
unplanned 
disconnected 
operations) the 
service provides 
via multiple 
modes 
notifications to a 
set of identified 
administrators 

117 5.5.4.15 

The Contractor shall make 
available to the Government, 
standard and easy-to-
interpret logs that are both 
human and machine 
readable. The Contractor 
shall ensure logs comply 
with C3PO and any other 
Regulatory or Statutory 
reporting compliance 
mandates. Such logs shall be 
generated and available 
using, at a minimum, either 
XML or JSON formats, and 
shall use a structured and 
verifiable schema. The 
Contractor shall make 
available any necessary tools 
required for log file and 
schema verification. 

The Government 
will assess 
whether logs are 
readable by both 
human and 
machine, meet the 
specified delivery 
formats, and 
contain a 
structured and 
verifiable 
schema. 
Additionally the 
Government will 
perform 
verification of a 
random sampling 
of files with the 
schema using the 
Contractor 
provided 
verification tools. 

As required 

All logs are 
created so that 
humans and 
machines are 
equally able to 
consume the 
same logs and a 
Contractor 
Portal (UI) is 
available which 
allows for 
integrated 
analytics using 
customizable 
queries and 
visualizations. 

Random Sample 
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118 5.5.4.15.1 

To support DoD’s Defensive 
Cyber Operations, the 
Contractor shall provide 
access to all logs, related to 
JWCC, that are required for 
the Contractor’s DoD 
authorizations which provide 
an audit trail of all activities 
and actions (e.g., 
“Scenarios,” as defined in 
C3PO) as required under the 
CC SRG and DoD CIO 
Memorandum, Department 
of Defense Cybersecurity 
Activities Performed for 
CSO. To provide assurance 
of the actions of personnel 
assigned to or supporting an 
approved Oversight team, as 
defined in C3PO, for 
UNCLASSIFIED ILs, the 
Contractor shall explicitly 
identify (e.g. tag or separate) 
logs for all actions, whether 
direct or indirect, by 
Contractor personnel 
working under or as part of 
an approved oversight team, 
as defined in C3PO. There 
shall be no data use charges 
or transiting charges for 
accessing the logs stored in 
the consolidated log 
location(s).      

The Government 
will assess 
whether the logs 
provide an audit 
trail of all 
activities and 
actions IAW 
C3PO. 

As required 

The logs will 
contain all 
actions executed 
within the cloud 
and 
automatically 
identify and tag 
anomalous 
behavior and 
behavior which 
goes against 
security best 
practices leading 
to automated 
notifications for 
review of 
suspicious 
activity. 

Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

119 5.5.4.15.2 

The Contractor shall provide 
access to the logs stored in 
the consolidated log 
location(s) through a User 
Interface (UI) and a secure 
API at each classification 
level and IL. The Contractor 
shall participate in 
collaborative analysis with 
the DoD, as appropriate. UI 
and API documentation 
regarding the logs and 
associated features shall be 
accessible from the 
Contractor’s Portal (UI), at 
each classification level and 
IL, and include sample code. 

The Government 
will assess 
whether the 
Contractor has 
provided a 
Contractor Portal 
(UI) at each 
classification 
level and IL for 
access to 
consolidated logs 
and their 
locations. The 
Government will 
assess whether 
the Contractor 
has provided API 
documentation 
from the 
Contractor’s 
Portal (UI), at 
each 
classification 
level and IL, and 
included sample 
code. 

As required 

A single 
Contractor 
Portal (UI) and 
API is enabled 
and the 
classification 
boundaries are 
managed as 
separable 
content 
mechanisms for 
the respective 
domains. All 
logs are also 
tagged with the 
origin security 
domain and 
associated 
metadata with 
the ability to be 
queried from 
higher domains 
for further 
analytics while 
maintaining 
relevant 
metadata. 

Procedural 
Inspection. 

120 5.5.4.16 

Financial Analytical 
Reporting. The Contractor 
shall provide a 
comprehensive financial 
analytical reporting 
capability at each 
classification level and IL, 
capable of providing current 
and historical data for all 
one-time and continuing 
operational costs. Available 
information shall include all 
discrete items (smallest 
JWCC Offering purchasable 
from the JWCC Catalog) 
with an ability to aggregate 
items, using selected filters, 
across the entire JWCC user 
period of interest. The 
reporting capability shall 
provide users a financial 
representation of how costs 
were accrued over the period 
of interest. Additionally, the 
reporting capability shall 
support a projection mode 
where, based on current 

The Government 
will verify that 
the provided 
financial 
analytical 
reporting 
capability 
produces accurate 
reporting based 
on a known 
configuration at 
each 
classification 
level and IL. 

As required 

Financial 
reporting will 
include the 
ability to 
aggregate across 
all classification 
levels and ILs, 
and is only 
delivered to the 
appropriate 
classification 
levels and ILs. 

Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

behavior bound by a time 
period, an estimated cost 
projection can be computed 
for a future specified period 
of time. 

121 5.5.4.16.1 

The Contractor-provided 
financial analytical reporting 
capability shall include the 
ability to support JWCC user 
defined queries and 
interfaces of the financial 
data and support the 
following capabilities: 

Summary 
Requirement N/A N/A N/A 

122 5.5.4.16.1.1 

Direct requester UI that 
allows for JWCC users to 
directly input a query and 
receive commensurate 
results/outputs. 

The Government 
will assess 
whether the 
financial 
analytical 
reporting 
capability 
provides a 
Contractor’s 
Portal (UI) to 
perform queries 
and present 
generated results. 

As required 

The Contractor’s 
Portal (UI) will 
include tooltips, 
recommended 
built in queries, 
auto complete 
suggestions and 
integrated query 
help to aid users 
with less 
experience in the 
given query 
language. 

Random Sample 

123 5.5.4.16.1.2 

Scripting capability that 
allows for repeatable 
periodic submission, based 
on a requester-managed file, 
where the results are 
delivered to a specified 
storage location. 

The Government 
will assess 
whether the 
scripting 
capability allows 
for periodic 
submissions to a 
specified storage 
location. 

As required 

A fully 
automated 
scripting engine 
that can create 
and periodically 
execute scripts 
and which 
suggests 
common queries 

Periodic Sample 
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Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

and destinations 
based on the 
individual user, 
their role, and 
organization. 

124 5.5.4.16.1.3 

An API for automated 
system-to-system 
interchange to enable query-
response to execute in a 
dynamic and on-demand, 
non-human interacted 
method. 

The Government 
will assess 
whether the API 
allows automated 
system processing 
with no human 
intervention, and 
whether the API 
is elastic and able 
to support 
multiple rapid 
connections from 
disparate sources. 

As required 

The API is able 
to support 
parallel 
processing of 
simultaneous 
connections 

Procedural 
Inspection 

125 5.5.4.16.1.4 

An ability to construct a 
dashboard from multiple 
queries at each classification 
level and IL, such that a 
JWCC user can view a 
complete financial picture 
constructed from multiple 
queries. 

The Government 
will assess the 
dashboard 
presentation and 
query result 
accuracy based 
on a known 
configuration. 

As required 

The dashboard 
is able to 
autosense 
classification 
domains and 
dynamically 
redact restricted 
information. 

Procedural 
Inspection 

126 5.5.4.16.1.5 

The ability to save and share 
queries and load query 
results to dashboards. Once a 
query is saved to the 
dashboard, there shall also 
be an option for an 
authorized user to read, 
modify, and delete the query. 
This ability shall enable 
users to access, share, and 
execute a saved query 
without entering any of the 
query content and produce 
routine reports for an overall 
picture of financial data. 

The Government 
will test the 
ability to read, 
modify, delete 
and save a query, 
on execution 
accurately 
producing the 
expected results 
based on a known 
configuration. 

As required 

A knowledge 
based stored 
query selector 
based on 
keyword(s) 
submission from 
a user (or API) 
and the ability to 
suggest queries 
based on the 
individual user, 
their role, and 
organization. 

Procedural 
Inspection 

127 5.5.4.16.1.6 The ability to display a 
history of all query activity. 

The Government 
will assess the 
accuracy of the 
query history 
report based on 
multiple known 
queries that were 
executed 
previously. 

As required 

The ability to 
organize query 
history based on 
keyword or 
token 
submission and 
then store 
historical 
queries as 
named queries 

Procedural 
Inspection 
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Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 
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Method 

for future retrial 
is provided. 

128 5.5.4.16.1.7 

The ability to support 
reporting to multiple 
presentation modes (e.g. 
files, screen displays, etc.) 
allowing users to indicate 
one or more output methods 
for a generated report. At a 
minimum, this shall include 
a user accessible dashboard 
and the file types PDF and 
CSV. PDF and CSV file 
types shall be natively 
available as a presentation 
mode regardless of the 
JWCC user’s technology 
(e.g. modern web browser). 

The Government 
will test the query 
capability to 
produce the 
presentation 
information in 
multiple modes of 
output, IAW the 
minimum output 
standards 
described above, 
and any other 
output methods 
available. 

As required 

The ability to 
simultaneously 
report to all 
modes, selected 
by the user, of 
presentation. 

Procedural 
Inspection 

129 5.5.4.16.1.8 

The query capability shall 
support discrete reporting 
down to the smallest unit 
purchases and aggregate all 
included costs to present the 
overall financial picture to 
the user. This provides users 
the ability to understand 
costs down to the smallest 
units possible. 

The Government 
will assess 
whether the query 
tool is capable of 
showing costs 
down to the 
smallest units 
purchased and 
aggregate all 
included costs to 
present the 
overall financial 
picture to the 
user. 

As required 

The query 
capability is able 
to consume 
programmed 
aggregation 
feeds and 
reporting 
structures. 

Procedural 
Inspection and 
Random Sample 

130 5.5.4.16.1.9 

The query capability shall 
support continuous cost 
accrual reporting to give the 
ability to report total spend 
for a given period of time, 
enabling users to project 
future budget needs. 

The Government 
will assess 
whether the query 
tool includes the 
ability to see 
accrued costs for 
a given period of 
time. 

As required 

The ability to 
create dynamic 
time-phased 
reports. 

Procedural 
Inspection and 
Random Sample 

131 5.5.4.16.1.1
0 

The query capability shall 
support aggregation of 
collected items that are 
grouped using tags. This 
shall allow users to group 
information based on 
specific groupings of 

The Government 
will test the query 
tools ability to 
group information 
in a report based 
on tags. 

As required 

The tagging 
engine can 
deconflict and 
manage 
colliding or 
overlapping tags 
without double 
counting 

Random Sample 
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Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 
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Method 

information using user-
supplied tags. 

selected data 
sets. 

132 5.5.4.16.2 

The Contractor shall provide 
a spend threshold capability 
to support warning 
thresholds at each 
classification level and IL. 
The spend threshold 
capability shall support 
establishment of threshold 
values by either the 
Contractor or the 
Government. The spend 
threshold capability shall 
provide a notification alert 
sent to a specified recipient 
list, such that Government 
users are “warned” of 
approaching spend threshold 
based on specific user needs. 

Summary 
Requirement N/A N/A N/A 

133 5.5.4.16.2.1 

The spend threshold 
capability shall allow each 
user to set specific threshold 
trigger values for which the 
spend threshold capability 
will execute a specified 
action, such that each user 
has the flexibility to specify 
multiple warning 
notifications based on unique 
independent threshold trigger 
values. 

The Government 
will test, at least 
annually, whether 
the capability 
allows users to set 
parameters for 
threshold triggers 
to execute 
specific action(s) 
when that 
threshold is met. 

As required 

The ability to 
identify and 
arbitrate 
conflicted 
trigger events 
and 
suggest/select 
the most 
appropriate 
action outcome. 

Periodic Sample 

134 5.5.4.16.2.2 

The spend threshold 
capability shall include an 
optional suspension mode, 
such that the Government 
avoids Anti-Deficiency Act 
violations by incurring 
obligations that are not 
authorized. If the threshold is 
achieved, the system will 
suspend, using a defined 
process, any additional 
purchases in a managed 
manner - both one-time and 
continuing operational 
consumption. However, in 
no case shall the Contractor 
delete any stored 

The Government 
will assess 
whether the 
Contractor has 
provided the 
spend threshold 
capability 
suspension mode 
to suspend further 
spend, at a 
specified 
threshold without 
any compromise 
on retention of 
data, at each 
classification 
level and IL for 

As required 

The capability to 
optionally pre-
determine a 
spend threshold 
breach exists 
and an 
automated 
“notification” is 
issued when the 
computed 
threshold is 
encountered and 
a suspend action 
is executed. 

Procedural 
Inspection 
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Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

information, including both 
volatile and non-volatile 
memory. 

one-time and 
continuing 
operational 
consumption. The 
Government will 
also assess that 
this spend 
threshold 
capability 
suspension mode 
is optional by 
enabling and then 
disabling the 
suspension mode 
and exceeding the 
prior set 
threshold. 

135 5.5.4.16.2.3 

The spend threshold 
capability shall support 
reinstatement of a suspended 
CSO such that the CSO can 
be restored, from the point of 
suspension, as previously 
configured. 

The Government 
will assess 
whether the 
Contractor has 
provided the 
spend threshold 
capability to 
restore services, 
data, and spend 
authorization, 
either one-time or 
continuing 
operational 
consumption, 
once funds 
verification is 
provided, without 
any compromise 
on retention of 
data by setting an 
artificial 
threshold on a 
sample workload, 
invoking the 
suspension mode 
and then 
adjusting the 
threshold or 
disabling the 
mode. 

As required 

The spend 
threshold 
capability is able 
to auto-sense 
funds 
sufficiency and 
restore 
operations. This 
includes a 
minimum 
rationale margin 
tolerance to 
prevent micro-
restart suspend 
spin lock. 

Procedural 
Inspection 
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136 5.5.4.16.3 

The Contractor shall provide 
the capability to support 
time-based billing 
information at each 
classification level and IL, 
such that a user can calculate 
total charges for a specified 
period of time in support of 
auditing and budgeting 
activities. 

The Government 
will assess 
whether the 
Contractor has 
provided the 
capability to 
allow the user to 
set time-based 
parameters and 
obtain billing 
information based 
on pre-set (day, 
week, month, 
etc.), as well as 
custom time-
frames. 

As required 

The capability 
will allow for 
multi-domain 
computations 
and auto-
redacting 
information in 
unauthorized 
domains, 
summarizing e 
data according 
to administrator 
configurable 
reporting 
policies, or any 
combination 
thereof. 

Procedural 
Inspection 

137 5.5.4.16.4 

The Contractor shall provide 
the capability for JWCC 
users to plan and estimate 
one-time and continuing 
operational costs based on a 
specified notional resource 
configuration inputs for a 
projected operational 
scenario such that a JWCC 
user can estimate the 
projected total cost for a 
given PoP. 

The Government 
will assess 
whether the 
Contractor has 
provided the 
capability to 
support projection 
of spend based on 
current 
configurations, 
anticipated 
configurations 
(user specified), 
current spend 
rates applied to 
both current and 
anticipated 
configurations, as 
well as 
adjustments to 
services. 

As required 

The capability 
will extrapolate 
projections 
based on prior 
and user 
estimated 
behavior 
patterns (e.g. 
estimated load, 
actual load, 
estimated load 
based on actual 
load). 

Procedural 
Inspection 

138 5.5.4.16.5 

The Contractor shall provide 
the capability to report 
balances for remaining funds 
on accounts, such that users 
have the ability to track burn 
rate. This capability shall 
also project a balance 
exhaustion date based on 
consumption activity. 

The Government 
will assess 
whether the 
Contractor has 
provided the 
capability to 
present balances 
of remaining 
funds on 
Contractor 
accounts, 
including 
expected 
timeframe for 
depletion of 

As required 

The capability 
will provide 
analytics to 
estimate the rate 
of consumption 
plots and trends 
including 
variable time 
resolution down 
to the minute. 

Procedural 
Inspection 
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current funds in 
the account(s). 

139 5.5.4.16.6 

The Contractor shall provide 
the capability, at each 
classification level and IL, to 
support financial reporting 
based on logical grouping of 
charges. Groupings shall 
include, but are not limited 
to: 
 
a. Reporting based on 
user/account,  organizational 
structure (i.e. Enterprise, 
Department, Office, Team), 
or a combination thereof to 
determine cloud spend by 
user/account, organizational 
structure, or a combination 
thereof. 
 
b. Reporting based on type 
of services consumed to 
determine spending based on 
type of services consumed 
(e.g. storage, compute, data 
transfer, security). 
 
c. Reporting based on cost to 
determine services’ impacts 
to spend rate. 

The Government 
will assess 
whether the 
Contractor has 
provided the 
capability report 
based on account, 
organizational 
structure, type of 
services 
consumed, and 
spend rate. 

As required 

The capability 
will provide 
auto-grouping 
options that are 
based on past 
reports and 
account based 
user behavior(s). 

Procedural 
Inspection 

140 5.5.4.17 

The Contractor shall provide 
processes and rule-sets that 
enable the Government, in 
its utilization of services 
under the JWCC Contract, to 
comply with the Freedom of 
Information Act (FOIA), the 
Federal Records Act, the 
DoD Records Management 
Program, Disposal of 
Records, Executive Order 
(EO) 12333, EO 13587, the 
Privacy Act, the Health 
Insurance Portability and 
Accountability Act 
(HIPAA), and National 
Archives Records 

The Government 
will exercise the 
provided manual 
and automated 
processes to 
ensure the data is 
managed as 
prescribed IAW 
the conditions 
and mandates of 
the specific 
guidance. In the 
event compound 
guidance is 
required, the 
assessment will 
apply the 

As required 

The capability 
will 
accommodate all 
Federal 
reporting 
mandates. 

Procedural 
Inspection and 
Random Sample 
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Quality Level 
Surveillance Performance 

Objective 
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Method 

Administration (NARA) 
regulations. 

identified 
configurations 
sequentially to 
assure the 
outcome is 
acceptable. 

141 5.5.4.18 

The Contractor shall be 
capable of exporting security 
control assessment 
information using the NIST 
Open Security Controls 
Assessment Language 
(OSCAL) for JWCC Catalog 
Offerings to enable rapid 
authorization and 
accreditation of cloud 
services. 

The Contractor 
will demonstrate 
the ability to 
export OSCAL 
data for their 
services and a 
sample 
workspace within 
the JWCC at least 
annually. The 
Government will 
assess whether 
exports are 
evaluated 
quarterly through 
independent 
testing for 
sustained 
compliance and 
60 days post-
major OSCAL 
version release. 

As required 

The capability 
will implement 
all OSCAL 
features 
including those 
listed as 
optional. 

Procedural 
Inspection 

142 5.5.5 

Ease of Use: The Contractor 
must provide Self-Service 
capabilities enabling rapid 
development and 
deployment of new 
applications and advanced 
capabilities, including 
services from the JWCC 
Marketplace, as defined 
above. Additionally, the 
Contractor must support the 
portability of JWCC data and 
applications both out of and 
into the cloud. The 
Contractor shall provide a 
Portability Plan (CDRL 
A006) as detailed in sub-
section 5.5.5.3. 

Summary 
Requirement N/A N/A N/A 
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143 5.5.5.1 

The Contractor shall provide 
the Government the ability to 
rapidly and securely 
provision/deploy First-Party 
offeringCSOs and Third-
Party offeringCSOs via the 
Contractor-provided JWCC 
Marketplace, as defined 
below, with baseline 
template configurations, onto 
JWCC infrastructure at all 
classification levels and ILs. 
Third-Party offeringCSOs 
that are incapable of being 
deployed, used, or 
authorized on the 
Contractor’s JWCC 
infrastructure are outside the 
scope of this contract. 

The Government 
will assess their 
ability to 
provision/deploy 
offerings via the 
Contractor-
provided JWCC 
Marketplace with 
baseline template 
configurations 
onto JWCC 
infrastructure at 
all classification 
levels and ILs. 

As required N/A 
Procedural 
Inspection and 
Random Sample 

144 5.5.5.1.1 

The Contractor-provided 
JWCC Marketplace shall 
support the ability for JWCC 
users to deploy the first-party 
offeringCSOs and third-party 
offeringCSOs listed on the 
JWCC Catalog. All 
JWCCCommercial 
Marketplace Offerings shall 
undergo accreditation and 
authorization processes 
appropriate for their control 
markings (e.g. classification 
level and IL, including SAP, 
SCI, and others as 
designated) before the 
Contractor adds them to the 
JWCC Catalog and makes 
them available for JWCC 
users to fulfill orders, 
provision, or deploy. 
Commercial Offerings that 
are not subject to the CC 
SRG, or other DoD, and/or 
IC standards must comply 
with a Government-approved 
Contractor security processes 
and standards (CDRL A016) 
before the Contractor adds 
them to the JWCC Catalog 
and makes them available on 
the JWCC Marketplace. The 
Contractor shall make all 
security information and 
process outputs available for 

The Government 
will audit the 
information and 
the processes 
execution to 
ensure that all 
necessary security 
processes and 
standards are 
appropriately 
managed and 
applied to all 
JWCC 
Marketplace 
offerings. 

30 DAC and 
then Quarterly 

The approved 
process is 
created to enable 
all commercial 
JWCC 
Marketplace 
offerings to 
obtain a security 
disposition that 
allows the DoD 
AO to grant the 
necessary 
security 
authorization for 
use with easy to 
interpret 
information and 
online approval 
based on non-
repudiation user 
input or pre-
configured rules. 

Procedural 
Inspection 
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Government audit and 
review. 

145 5.5.5.1.2 

The Contractor shall ensure 
all First-Party CSOs that are 
available in the JWCC 
Marketplace support 
centralized/integrated billing. 
The Contractor shall ensure 
all First-Party CSOs that are 
available in the JWCC 
Marketplace support bring 
your own license (BYOL), 
where applicable (e.g., where 
additional licensing is 
required). 

The Government 
will assess 
whether all first-
party offerings in 
the JWCC 
Marketplace 
support 
centralized 
billing, BYOL, or 
any combination 
thereof, at each 
classification 
level and IL. 

As required 

The capability 
will be able to 
integrate all 
billing into a 
single 
comprehensive 
bill that retains 
fidelity of user 
identified 
specific items. 

Procedural 
Inspection and 
Random Sample 
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146 5.5.5.1.3 

The Contractor shall not 
apply additional cost to any 
Third-Party Marketplace 
Offering. This makes all 
Third-Party offeringCSOs 
price-free from the 
Contractor, and all pricing 
shall be derived from the 
third-party that is providing 
the Offering in the third-
party marketplace. If there is 
any exceptionExceptions to a 
third-party marketplace 
offering being price-free, 
each offering shall this 
requirement must be 
submitted IAW JWCC 
Exception Request (CDRL 
A024) and subsequently 
approved by the JWCC KO. 
All Third-Party 
offeringCSOs that are 
available in the JWCC 
Marketplace shall be offered 
price-free and BYOL basis 
as appropriate, excluding the 
cost of IaaS resources. These 
JWCC Offerings shall be 
made available, at all 
classification levels and ILs, 
IAW PWS section 5.5.1 and 
5.5.6 and their subsections, 
except as approved by the 
JWCC KO. 

The Government 
will assess 
whether all third-
party JWCC 
Marketplace 
offerings do not 
have additional 
cost and are 
available price-
free or BYOL at 
each 
classification 
level and IL. 

As required N/A Random Sample 
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147 5.5.5.1.3.1 

For Third-Party 
offeringCSOs available on a 
price-free or on a BYOL 
basis, the Contractor shall 
not impose additional license 
terms or conditions on the 
Government. The 
Government shall be solely 
responsible for negotiating 
the Terms and Conditions of 
the licenses for any Third-
Party offeringCSOs available 
on a price-free or on a 
BYOL basis that the 
Government has not 
previously negotiated Terms 
and Conditions under a 
separate contracting vehicle. 

The Government 
will assess 
whether any 
BYOL or price-
free third-party 
offering has 
additional Terms 
and Conditions 
beyond the 
Government 
provided license. 

As required 

The Contractor 
will ultimately 
take direct 
responsibility 
for all offerings, 
First and Third 
Party, and 
provide these 
offerings in a 
consistent and 
compliant 
manner with the 
JWCC Terms 
and Conditions 
offered by the 
First Party 
Contractor. The 
outcome is that 
all offerings for 
the JWCC 
Contract are 
now aligned 
with the JWCC 
Contract Terms 
and Conditions, 
and the First 
Party Contractor 
is responsible 
for ensuring the 
Government is 
able to receive 
all offerings 
with this 
contractual 
provision and no 
other Term or 
Condition 
applies. 

Random Sample 

148 5.5.5.1.4 

The Contractor shall ensure 
all Third-Party offeringCSOs 
that are available in the 
JWCC Marketplace support 
centralized/integrated billing 
with the Contractor. 

The Government 
will assess 
whether third-
party offering 
cost accrual is 
integrated into the 
workspace billing 
and does not 
include licensing 
costs/fees. 

As required 

The capability 
will be able to 
integrate all 
billing into a 
single 
comprehensive 
bill that retains 
fidelity of user 
identified 
specific items. 

Procedural 
Inspection and 
Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

149 5.5.5.1.5 

JWCC users’ ability to order 
any discrete JWCC Offering 
shall be capable of being 
enabled or disabled at the 
IDIQ, TO, Cloud 
Environment, workspace, 
and JWCC user levels. 

The Government 
will assess 
whether the 
ability for a 
JWCC user to 
order a sample 
third-party 
offering can be 
disabled at each 
level. 

As required 

The ability to 
establish pool 
groups for 
enable/disable 
single action 
outcomes across 
multiple 
workspaces/orga
nizations/accoun
ts. 

Procedural 
Inspection and 
Random Sample 

150 5.5.5.1.6 

The Contractor’s JWCC 
Marketplace shall be 
available at all classification 
levels and ILs IAW PWS 
section 5.5.1 and 
subsections, and new and 
modified approved 
oOfferings shall be 
populated within 24 hours of 
completion of JWCC 
Catalog Modification 
process (Section G11) 
JWCC KO approval. Access 
to the TS Marketplace shall 
be restricted to prevent 
fulfilling orders, 
provisioning, deploying, 
cloud operations, schedule 
non-provisionable or 
deployable offerings (e.g. 
Cloud Support Packages) 
until directed by the JWCC 
KO. 

The Government 
will determine 
whether the 
JWCC 
Marketplace is 
available at the 
appropriate 
classification 
levels and ILs and 
within the 
stipulated time 
constraints. 

As required N/A 
Procedural 
Inspection and 
Random Sample 

151 5.5.5.2 

The Contractor shall provide, 
at each classification level 
and IL, a Calculator 
reflecting contractually 
accurate price modeling and 
projection for any single 
JWCC Offering, or any 
combination of JWCC 
Offerings, at each 
classification level and IL, to 
enable authenticated DoD 
and JWCC users to properly 
estimate forecasted cloud 
spending for budgetary 
planning. 

Summary 
Requirement N/A N/A N/A 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

152 5.5.5.2.1 

The Contractor’s Calculator 
shall present all viable 
recommendations for 
available consumption-based 
pricing and subscription 
models (e.g. for reserved 
resources), including any 
applicable discounts. 

The Government 
will assess 
whether the 
Contractor’s 
Calculator is 
available for use 
by the DoD and 
performs cost 
calculations based 
on the pricing 
available to 
JWCC customers. 
The Government 
will also assess 
whether the 
output of the 
calculator 
presents all viable 
discounts 
available based 
on usage and 
subscription 
models (e.g., for 
reserved 
resources). 

As required 

The Calculator 
will produce a 
single report of 
all possible 
computations for 
equivalent 
options based on 
an initial user 
input 
configuration 
and identify the 
best priced 
option. 

Procedural 
Inspection and 
Random Sample 

153 5.5.5.2.2 

The Contractor’s Calculator 
shall provide the ability to 
compute and present 
projections to support users’ 
long-term (in excess of 12 
months) planning needs. The 
Contractor’s Calculator shall 
provide users the ability to 
select time frames (e.g. 
month, quarter, year), as well 
as allow for custom time 
frames (e.g. Fiscal Year (FY) 
2022 October 22 to FY 2024 
January 15), to allow for 
accurate long-term 
budgeting. 

The Government 
will assess 
whether the 
Contractor’s 
Calculator 
provides users the 
ability to do long-
term price 
projections based 
on user-selected 
time frames (e.g., 
month, quarter, 
year), as well as 
custom time 
frames (e.g., FY 
2022 Oct 22 to 
FY 2024 Jan 15). 

As required 

The Contractor’s 
Calculator is 
able to 
dynamically 
respond to live 
user entry 
parameters for 
time periodicity 
adjustment 
projections. 

Procedural 
Inspection and 
Random Sample 

154 5.5.5.2.3 

Estimates developed using 
the Contractor’s Calculator 
shall be made available in 
various formats, including, 
but not limited to, on screen, 
an image report (e.g. PDF 
document), and 
exportable/downloadable in 
a machine readable format 
that clearly breaks down the 
pricing by line item for 
further analytical processing, 

The Government 
will assess 
whether the 
Contractor’s 
Calculator 
provides users the 
ability to obtain 
results in the 
formats 
described. 

As required 

The Contractor’s 
Calculator 
supports a full 
API for 
programmatic 
modeling and 
projecting 
scenarios (e.g. 
AI driven 
modeling). 

Procedural 
Inspection and 
Random Sample 
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Quality Level 
Surveillance Performance 
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including by other tools used 
for analysis and comparison 
purposes. 
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Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

155 5.5.5.2.4 

The Contractor’s Calculator 
shall be separately available 
at each classification level. 
The Contractor’s Calculator 
shall use and be consistent 
with the JWCC Contract 
pricing and the JWCC 
Catalog, based on the pricing 
and availability of all JWCC 
Offerings to allow for 
filtering and selecting any 
single JWCC Offering or any 
combination of JWCC 
Offerings at any 
classification level and IL for 
estimation. The Contractor’s 
Calculator shall default 
JWCC Offerings to the 
native classification level 
and IL where the Calculator 
is used. The Contractor’s 
Calculator shall be 
behaviorally and visually 
consistent at each 
classification level and IL, 
such that it provides a single 
“look and feel” at each 
classification level and IL 
(i.e., maintains Commercial 
Parity). 

The Government 
will perform 
periodic testing to 
determine 
whether the 
Contractor’s 
Calculator has 
consistent and 
reproducible 
outcomes using 
Government 
predefined order 
configurations, at 
each 
classification 
level and IL, as 
well as, its 
general 
appearance is 
uniform across all 
classification 
levels and ILs. 
 
The Government 
will also 
periodically 
assess whether or 
not the offerings 
are defaulting to 
the native 
classification 
level and IL 
based on the 
Government 
user’s 
environment. 

As required 

A single 
Calculator 
option for multi-
classification 
pricing (i.e.: the 
Calculator is 
able to operate 
at the highest 
domain and pull 
data from all 
lower domains, 
without 
exposure of the 
data or the 
query). 

Procedural 
Inspection and 
Random Sample 
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Quality Level 
Surveillance Performance 
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156 5.5.5.3 

The JWCC Contract will 
require information (data, 
files, and other forms of 
information) to be 
transferred both out of the 
Contractor’s Cloud 
Environment to another 
environment (cloud or 
otherwise) of the 
Government’s choosing and 
into the Contractor's JWCC 
Cloud Environment from 
another environment (cloud 
or otherwise) of the 
Government’s choosing. In 
accordance with CDRL 
A006, the Contractor shall 
provide the Portability Plan 
to the Government when it is 
specified in a TO The 
Portability Plan shall address 
the following information in 
the below subsections as 
specified in individual TOs. 

Summary 
Requirement N/A N/A N/A 

157 5.5.5.3.1 

The Portability Plan shall 
specifically identify, in the 
form of user instructions, the 
complete set of processes 
and procedures that are 
necessary to extract all, or 
some, of a JWCC user’s data 
from online, nearline, and 
offline storage locations, 
including, but not limited to: 
databases, object and file 
storage, system 
configurations, cloud activity 
logs, source code hosted in a 
JWCC code repository, and 
network configurations. This 
shall allow the Government 
to move information (data 
and files) from the 
Contractor’s JWCC Cloud 
Environment to another 
environment (cloud or 
otherwise) of the 
Government’s choosing. 

The Government 
will assess the 
Contractor’s 
Portability Plan 
contents to 
determine 
whether the user 
instructions 
provide a 
complete set of 
processes and 
procedures that 
are necessary to 
extract all, or 
some, of the 
JWCC user’s: 
online, nearline, 
and offline data, 
all configuration 
settings, 
environmental 
settings, logs and 
code repository 
content as well as 
any other 
substantive 
information 
required to 
equivalently 
replicate the 

As required 

A fully 
automated 
capability that 
targets all user 
data and 
prepares an 
optimized 
extraction plan 
for cost and 
speed and 
provides cost 
and time 
estimates to the 
user prior to 
execution. The 
capability allows 
the user to 
deselect items 
the automated 
plan identified 
and add items 
that are not 
identified. The 
plan can execute 
with a single 
user action. 

Procedural 
Inspection and 
Random Sample 
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operational 
environment. 

158 5.5.5.3.2 

The Portability Plan shall 
include an explanation of 
how the Contractor will 
achieve complete purging of 
all, or some, information as 
specified by Government 
direction, which may 
indicate all, some, or specific 
user, environment or 
workspace assets. The 
Portability Plan shall also 
include a description for how 
the Contractor shall prevent 
re-instantiation of any 
removed or destroyed 
system, capability (software 
or process), data, or 
information instances once 
removed from the 
Contractor’s JWCC 
infrastructure pursuant to the 
CC SRG and C3PO. 

The Government 
will assess the 
Contractor’s 
Portability Plan to 
ensure it includes 
an explanation of 
how the 
successful 
disposition, 
wiping and 
reconfiguration of 
all, or some, of a 
JWCC user’s 
system 
components and 
data is 
accomplished, 
and describe how 
a JWCC user is 
able to prevent 
the re-
instantiation of 
any removed or 
disposed system, 
capability, data, 
or information 
instances once 
removed from the 
Contractor’s 
JWCC 
infrastructure. 

As required 

The capability 
will 
automatically 
attempt to 
access, reinstate, 
or any 
combination 
thereof, all 
removed items 
to validate 
successful 
disposition after 
confirming data 
transfer 
completion and 
identify any 
“success”, 
which indicates 
eradication 
failure. 

Procedural 
Inspection and 
Random Sample 
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Quality Level 
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Method 

159 5.5.5.3.3 

The Portability Plan shall 
specifically identify, in the 
form of user instructions, the 
complete set of processes 
and procedures that are 
necessary to import all, or 
some, of a JWCC user’s data 
from a user specified 
location (e.g. online, 
nearline, and offline storage 
locations, including, but not 
limited to: databases, object 
and file storage, system 
configurations, cloud activity 
logs, source code hosted in a 
code repository, network 
configurations, and on 
premises implementations) 
to the Contractor’s JWCC 
cloud. This shall allow the 
Government to move 
information (data and files) 
from their existing 
environment (cloud or 
otherwise) to the 
Contractor’s JWCC cloud. 

The Government 
will assess the 
Contractor’s 
Portability Plan 
contents to 
determine 
whether the user 
instructions 
provide a 
complete set of 
processes and 
procedures that 
are necessary to 
import all, or 
some, of a JWCC 
user’s data from a 
user specified 
location: online, 
nearline, and 
offline data, all 
configuration 
settings, 
environmental 
settings, logs and 
code repository 
content as well as 
any other 
substantive 
information 
required to 
equivalently 
replicate the 
operational 
environment 

As required N/A 
Procedural 
Inspection and 
Random Sample 
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160 5.5.6 

Commercial Parity. : The 
Contractor shall establish 
commercial parity, as 
defined above, as soon as 
possible, but no later than 18 
months after JWCC Contract 
award. In addition, the 
Contractor must submit any 
new or modified offerings 
added to the Contractor’s 
commercial catalog after the 
JWCC Contract award to the 
DoD for authorization at all 
classification levels and ILs 
within 30 days of 
commercial availability. The 
new or modified offerings 
shall be provided at all 
classification levels and ILs. 
All new or modified 
offerings shall be consistent 
with Contractor’s 
commercial catalog pricing. 

Summary 
Requirement As required N/A N/A 

161 5.5.6.1 

The Contractor shall ensure 
the provisioning of each 
JWCC Offering at each 
classification level and IL is 
equal to or faster than the 
average time computed daily 
for the provisioning of its 
equivalent Commercial 
Offering. The Contractor 
shall make available 
performance metrics for each 
Commercial Offering at each 
classification level and IL 
such that the Government 
can validate provisioning 
performance for each JWCC 
Offering (e.g. provisioning a 
new workspace, user, or 
service JWCC Offering, or 
deploying such JWCC 
Offerings within JWCC) as 
part of the Contract Monthly 
Progress Report (CDRL 
A001). 

The Government 
will periodically 
assess whether 
commercial parity 
has been 
maintained for 
provisioning via 
testing at each 
classification 
level and IL. 

30 DAC and 
Monthly 

An automated 
analytics report 
is generated at a 
parametrically 
specified 
interval to 
measure 
provisioning 
activity against 
observed 
(system 
measures/metric
s) and 
Contractor 
published 
performance 
characteristics. 
This reporting is 
also available in 
a dynamic mode 
to allow DoD 
operators to 
monitor real 
time operations 
and service 
status. 

Random Sample 
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162 5.5.6.2 

The Contractor shall provide 
generational replacement and 
upgrading of all software 
(inclusive of firmware) and 
hardware (compute, 
memory, storage, and 
networking), at all 
classification levels and ILs, 
such that the Contractor’s 
JWCC Offerings are on par 
with the Contractor’s 
equivalent Commercial 
Offerings. The Contractor 
shall provide a Lifecycle 
Management Plan (CDRL 
A018) which demonstrates 
how it will meet this 
requirement.  

The Government 
will assess the 
sufficiency of the 
Lifecycle 
Management Plan 
(CDRL A018). 
The Government 
will perform a 
periodic review 
of hardware 
replacement and 
upgrade to verify 
and validate 
whether 
Contractor is 
adhering to the 
Lifecycle 
Management Plan 
(CDRL A018). 
The Government 
will perform 
periodic 
inspection of 
software versions 
and security 
patching to verify 
whether the 
Contractor is 
adhering to the 
Contractor 
Lifecycle 
Management Plan 
(CDRL A018). 

30 DAC and 
Monthly 

An automated 
analytics report 
is generated at a 
parametrically 
specified 
interval to 
measure the 
migration and 
availability of 
hardware and 
network 
generational 
replacements 
and software 
upgrades as they 
are 
produced/occur. 

Procedural 
Inspection and 
Random Sample 

163 5.5.6.3 

The Contractor’s offerings 
available under the JWCC 
Contract, across each 
classification level and IL, 
shall achieve commercial 
parityContractor shall 
achieve Commercial Parity, 
as soon as possible, but no 
later than 18 months after the 
JWCC Contract award. 
Exceptions to this 
requirement must be 
submitted IAW JWCC 
Exception Request (CDRL 
A024) and subsequently 
approved by the JWCC KO. 

The Government 
will assess 
whether the cloud 
offerings at 
contract award, 
less the 
exception(s) 
authorized by the 
JWCC KO and 
service(s) 
deprecated by the 
target date, match 
the services 
available for 
authorization at 
each IL and 
classification 
level 18 months 
post contract 
award. 

As required 

An automated 
report is 
generated which 
compares all 
offerings in 
every domain. 
Parity is 
achieved in 
under 6 months 
and sustained 
for the duration 
of the contract. 

Procedural 
Inspection and 
Random Sample 
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164 5.5.6.4 

 Each Contractor 
Commercial Offering that 
becomes available for 
licensing, purchase, or 
consumption following the 
JWCC Contract award, shall 
be submitted to the 
Government for 
authorization, at all 
classification levels and ILs, 
according to the following 
procedures and timelines: 
 
For CSOs requiring 
FedRAMP approval: 

● The Contractor 
must submit the 
CSO to the Joint 
Authorization 
Board (JAB) for 
authorization within 
30 days of the CSO 
becoming 
Commercially 
Available.  

● The Contractor 
must submit the 
CSO to DISA for 
authorization within 
30 days of 
FedRAMP 
approval. 

For CSOs requiring IC 
approval: 

● The Contractor 
must submit the 
CSO to the 
cognizant security 
authority for 
authorization within 
30 days of the CSO 
becoming 
Commercially 
Available.  

 
Each Commercial Offering 
shall be added to the 
JWCC Catalog IAW G11 
at the classification level 

The Government 
will assess 
whether the 
Contractor 
provides the 
Government a 
complete 
authorization 
package within 
30 days of new 
cloud offering 
availability, or 
has an approved 
exception. 

As required 

An automated 
report is 
generated which 
identifies all 
offerings' event 
history, 
including 
authorization 
lifecycle details. 
Additionally 
services are 
made available 
the same day. 

Random Sample 
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and IL for which it is 
authorized. If an exception 
is required the Exception 
Request must be processed 
prior to adding it to or 
modifying it on JWCC 
Catalog. Exceptions to this 
requirement must be 
submitted IAW JWCC 
Exception Request (CDRL 
A024) and subsequently 
approved by the JWCC 
KO. 

 
For any offerings that 
become available after the 
date of JWCC Contract 
award, the Contractor shall 
make such offerings 
available to the 
Government for 
authorization, at all 
classification levels and 
ILs, within 30 days of 
commercial availability. 
Exceptions to this 
requirement must be 
approved by the JWCC 
KO. Offerings that become 
commercially available 
before the availability of 
classified environments 
will be automatically 
provided an exception and 
remain subject to the 
JWCC timeline (5.5.1, 
above). 

165 5.5.6.5 

For any of the offerings 
available under the JWCC 
Contract JWCC Offerings, 
across each classification 
level and IL, the same API 
calls and Contractor Portal 
(UI) actions shall result in 
the same expected behavior, 
except when restrictions due 
to classification level or IL 
prohibit Commercial Parity. 
Exceptions to this 
requirement must be 
submitted IAW JWCC 
Exception Request (CDRL 

The Government 
may audit at any 
time during 
contract 
performance to 
determine 
whether API calls 
and Contractor 
Portal (UI) 
actions result in 
the expected 
behavior. 

As required 

All APIs are 
available 
identically 
across all 
domains 
requiring no 
more than an 
environment 
variable and 
account 
identification to 
change between 
domains. 

Procedural 
Inspection and 
Random Sample 
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A024) and subsequently 
approved by the JWCC KO. 

166 5.5.6.6 

The Contractor shall provide 
Commercial Parity of CSOs 
and specialized hardware 
availability between Data 
Centers at each classification 
level and IL such that 
workloads are able to scale 
and migrate horizontally 
within a classification level 
and IL. In addition, the 
Contractor shall ensure that 
JWCC users have the ability 
to configure JWCC 
workloads for “high 
availability” as defined in 
NIST SP 800-113. 
Exceptions to this 
requirement must be 
submitted IAW JWCC 
Exception Request (CDRL 
A024) and subsequently 
approved by the JWCC KO. 

The Government 
will assess 
whether data 
centers are 
capable of scaling 
and migrating 
JWCC workloads 
horizontally, to 
the degree to 
which service 
parity exists, at 
each 
classification 
level and IL and 
validate users can 
configure the 
services for high 
availability. 

As required 

An automated 
report is 
generated at a 
parametrically 
established 
interval 
identifying the 
maximal scaling 
and horizontal 
workload 
support. 
Additionally the 
Contractor 
makes available 
features which 
enable users to 
test failover 
between data 
centers in an 
easy and 
repeatable 
manner to 
support testing 
their developed 
capabilities and 
contingency 
operations. 

Procedural 
Inspection and 
Random Sample 

167 5.5.6.7 
All JWCC Offerings shall be 
at or below the Contractor’s 
Commercial Catalog pricing. 

The Government 
will assess 
whether pricing 
provided by the 
Contractor is 
consistent with 
their commercial 
offerings. 

As required 

Pricing for 
offerings that is 
lower than what 
is typically 
commercially 
available.  

Procedural 
Inspection and 
Random Sample 

168 5.5.6.8 

Commercial Offerings which 
violate the FAR, DFARs, or 
are otherwise prohibited 
from DoD consumption are 
not considered Commercial 
Offerings for the purposes of 
Commercial Parity, and, 
therefore, need not be 
identified in JWCC 

The Government 
will confirm this 
is not included in 
any Exception 
Requests.  

As required N/A 
Procedural 
Inspection and 
Random Sample 
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Exception Request (CDRL 
A024). 

169 5.5.6.9 

 Third-Party Marketplace 
Offerings are not considered 
Commercial Offerings for the 
purposes of  Commercial 
Parity and, therefore, need not 
be identified in JWCC 
Exception Request (CDRL 
A024).  

The Government 
will confirm this 
is not included in 
any Exception 
Requests.  

As required N/A 
Procedural 
Inspection and 
Random Sample 

170 5.5.7 

Modern and Elastic 
Computing, Storage, and 
Network Infrastructure. The 
Contractor must enable self-
service automated 
provisioning of compute, 
storage, and network 
infrastructure that is 
constantly updated -- to 
include, but not limited to 
processing architectures, 
servers, storage options, and 
platform software -- at scale 
to meet consumption, rapid 
development, and 
deployment in support of 
mission needs. 

Summary 
Requirement N/A N/A N/A 

171 5.5.7.1 

The Contractor shall provide 
all CSOs, including those 
that are optimized for 
specific compute-based 
activities ( e.g. evolving 
GPU and application specific 
integrated circuits  (ASIC) 
processing architectures, 
quantum computing 
applications, and future 
evolving  computational 
integrated circuit devices). 

The Government 
will assess 
industry trends in 
modern scalar 
compute 
architectures to 
determine that the 
offerings are 
pacing with 
commercial parity 
in both physical 
hardware and 
software 
modernization. 

As required 

An automated 
report is 
generated at a 
parametrically 
established 
interval 
identifying the 
trends in 
industry for 
cloud 
capabilities and 
competitor 
(boutique, 
focused and 
general) 
comparisons. 

Random Sample 
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172 5.5.7.2 

The Contractor shall provide 
for durable elastic growth for 
storage capabilities (e.g. 
Online, Nearline, and Offline 
Storage options; object, 
block, and file-based storage; 
as well as managed database 
and NoSQL (non-structured 
query language) services), at 
the speed of deployment that 
is commensurate with 
Commercial Offering 
deployment speeds. This 
shall apply to all 
classification levels and ILs. 
Any performance tiering 
options shall be explicitly 
identified in the Contractor’s 
JWCC Catalog. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the 
Contractor’s 
storage and 
performance 
behavior 
characteristics at 
each 
classification 
level and IL, 
regardless of 
elastic growth, 
are commensurate 
with those of the 
Contractor’s 
commercial 
offerings. 

As required 

An automated 
report is 
generated at a 
parametrically 
established 
interval 
identifying the 
trends in 
industry for 
cloud 
capabilities and 
competitor 
(boutique, 
focused and 
general) 
comparisons. 

Random Sample 

173 5.5.7.3 

The Contractor shall have 
more than one queryable 
storage JWCC Offering that 
can support data on the order 
of hundreds of Terabytes, 
intra-Availability Zones, and 
inter-Availability Zones. The 
Contractor shall provide at 
least one storage JWCC 
Offering that can perform 
create, read, update, and 
delete functions on data on 
the order of hundreds of 
Terabytes. Create, read, 
update, and delete operations 
at all classification levels and 
ILs shall be commensurate 
with the Contractor’s 
Commercially available 
Offerings. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the 
Contractor’s 
queryable storage 
and the 
performance 
behavior 
characteristics, at 
each 
classification 
level and IL, are 
commensurate 
with the 
Contractor’s 
commercial 
offerings. 

As required 

An automated 
report is 
generated at a 
parametrically 
established 
interval 
identifying the 
maximal storage 
capacity, by 
storage type (on-
line, near-line, 
off-line, other) 
for each security 
domain. 
Additionally, the 
ability to 
support 
operations on 
the Petabyte 
scale. 

Periodic Sample 

174 5.5.7.4 

The Contractor shall provide 
an API Gateway service that 
allows JWCC users the 
ability to develop, deploy, 
secure, manage, and scale 
the Government’s APIs as 
needed. 

The Government 
will assess 
whether the 
Contractor’s API 
Gateway service 
provided to the 
Government 
allows for the 
ability to develop, 
deploy, secure, 
manage, and scale 
JWCC user-
created APIs. 

As required 

The ability to 
automatically 
recommend API 
parameters, 
configurations, 
and 
optimizations 
based on 
historical 
utilization, 
available 
connector 
information, and 

Procedural 
Inspection and 
Random Sample 
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industry best 
practices. 

175 5.5.7.5 

When an authorized user 
requests a cloud resource 
within the Contractor’s 
Portal (UI), or via an API, 
the response time shall be 
commensurate with the 
Contractor’s Commercially 
available Offerings. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the 
response time of 
each 
classification 
level and IL to 
determine the 
extent to which 
the cloud service 
offerings 
response times 
meet commercial 
parity. 

As required 

Response times 
which are 
quicker than the 
average 
commercial 
response time. 

Random Sample 

176 5.5.7.6 

The Contractor shall provide 
the ability to generate 
individual IaaS compute 
instances, for which the time 
required to go from stopped 
state (e.g. powered off) to 
receiving and processing 
user instructions (less any 
operating system boot time) 
for any individual IaaS 
compute instance shall be 
less than 10 seconds. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the time 
until the IaaS 
compute instance 
is capable of 
processing user 
instructions at 
each 
classification 
level and IL is 
less than 10 
seconds and 
commensurate 
with the 
Contractor’s 
commercial 
offering. 

As required 

The ability to 
start an instance 
inclusive of 
additional 
software load 
times (i.e. 
operating system 
boot time) 
which is less 
than 10 seconds. 

Random Sample 
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177 5.5.8 

Fortified Security: The 
Contractor must provide 
fortified security capabilities 
that enable enhanced cyber 
defenses for strong IAM and 
security from the application 
layer through the data layer. 
Fortified security capability 
requirements include 
continuous monitoring and 
auditing, automated threat 
identification, resilience and 
elasticity, encryption at rest 
and in transit, secure data 
transfer capabilities, and an 
operating environment that 
meets or exceeds DoD 
INFOSEC requirements. 
This security shall be tested 
regularly and include 
independent DoD testing, 
review, and audit. 

Summary 
Requirement N/A N/A N/A 

178 5.5.8.1 

The Contractor shall provide 
encryption and logical 
separation for any of the 
Contractor’s CSOs available 
under the JWCC Contract, 
IAW C3PO and the 
following additional 
requirements: 

Summary 
Requirement N/A N/A N/A 

179 5.5.8.1.1 

The Contractor shall ensure 
that encryption appropriate 
to the applicable 
classification level or IL, for 
data at rest and in transit, is 
the default setting for all of 
the Contractor’s CSOs 
available under the JWCC 
Contract such that the DoD 
can maintain confidentiality, 
as defined in the definitions, 
as the default configuration. 

The Government 
will inspect any 
data at rest and in 
transit to ensure 
that the specified 
encryption 
requirements are 
IAW C3PO. 
Additionally the 
Government will 
assess service 
offerings to 
ensure that 
encryption is 
configured by 
default. 

As required 

All data has 
multi-layer 
protection 
applied, while 
not impacting 
the performance 
profile of the 
operation. 

Procedural 
Inspection and 
Random Sample 
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180 5.5.8.1.2 

The Contractor shall provide 
multi-layer encryption for all 
of the Contractor’s CSOs 
such that content, including 
any at-rest containers, shall 
remain encrypted until 
explicitly invoked via 
executable, and then once 
again be encrypted when 
operational processing is 
complete. The Contractor 
shall provide multi-layer 
encryption to maintain data 
confidentiality and support 
dual encryption such that it 
includes two or more 
independent layers of 
encryption. Exceptions to 
this requirement must be 
submitted IAW JWCC 
Exception Request (CDRL 
A024) and subsequently 
approved by the JWCC 
KO.The Contractor may 
request an exception to the 
above requirement from the 
JWCC KO and shall include 
mitigation measures as part 
of any such request. Prior to 
submitting such a request, 
the Contractor shall confer 
with the JWCC KO, but the 
decision to grant such a 
request shall be at the JWCC 
KO’s sole discretion   

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the 
Contractor’s 
documentation of 
multi-layer 
encryption 
methodology uses 
encryption 
algorithms and 
procedures as 
specified in 
C3PO. 

As required 

All CSOs, 
including 
containers, have 
multi-layer 
protection 
applied which 
meets CSfC 
requirements 
and does not 
impact the 
performance 
profile of the 
operation. 

Procedural 
Inspection and 
Random Sample 
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181 5.5.8.1.3 

The Contractor shall ensure 
that all of its CSOs available 
under the JWCC Contract, at 
all classification levels and 
ILs, provide the capability 
for DoD data to be encrypted 
at rest, with exclusive DoD 
control of encryption keys 
and key management, such 
that the DoD has the 
capability to 
cryptographically erase data, 
as defined in the definitions. 
The Contractor shall 
provide:  

a. JWCC user-
managed encryption 
keys; 

b. Encryption key 
management as a 
service  offering 
available under the 
JWCC Contract; 
and 

c. Support for use of 
both Contractor-
provided and 
Government-
provided Hardware 
Security Modules 
(HSMs) (whether 
in-line, within the 
Contractor’s Cloud 
Environment, or 
externally located) 
for cryptographic 
operations. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the key 
management 
processes and 
tools provided by 
the Contractor are 
sufficient to 
ensure that any 
JWCC user is 
capable of 
administering and 
applying 
encryption keys 
independent of 
the Contractor. 
The Government 
will also assess 
JWCC user-
managed 
encryption keys 
and cryptographic 
erasure by 
attempting to 
access data 
encrypted with a 
deleted key. The 
Government will 
assess whether 
the JWCC user 
has the capability 
to use HSMs. 

As required 

Apply the most 
modern trusted 
levels of 
protection such 
that the 
fundamental 
Government 
requirement 
remains fully 
compliant and 
operable, with 
the additional 
protections 
applied in 
concert as a non-
interfering or 
disruptive 
supplementation
. 

Procedural 
Inspection and 
Random Sample 
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182 5.5.8.2 

Cross-Domain Solution. The 
Contractor shall provide a 
CDS that provides secure 
and highly deterministic one-
way data transfer capability 
between the Contractor’s 
logical enclaves and 
environments within the 
Contractor’s cloud service 
offeringCSOs under the 
JWCC Contract, to external 
destinations, and across all 
classification levels, while 
limiting any threats. The 
Contractor shall minimally 
provide CDSs that supports 
low to high (from a lower 
impact/classification level to 
a higher impact/classification 
level) for both the 
Management Plane and 
production plan and high to 
low (from a higher 
impact/classification level to 
a lower impact/classification 
level) for the Production 
Plane, per sections 5.5.8.2.1 
through 5.5.8.2.5 of this 
PWS. 

Summary 
Requirement As required N/A N/A 

183 5.5.8.2.1 

All CDSs provided must be 
compliant with C3PO and 
the latest version of Cross-
Domain Solution (CDS) 
Design and Implementation 
Requirements: 2020 Raise 
the Bar (RTB) Baseline 
Release (or current version) 
and achieve authorization by 
the DoD ISMRC. 

The Government 
will assess 
whether the 
Contractor’s 
provided CDS(s) 
are compliant 
with C3PO, 2020 
Raise the Bar 
(RTB) Baseline 
Release. 
Additionally, the 
Government will 
assess whether 
the Contractor 
provides the DoD 
ISMRC a 
complete 
authorization 
package. 

As required N/A 
Procedural 
Inspection and 
Random Sample 
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184 5.5.8.2.2 

The CDS shall allow specific 
Government-controlled 
JWCC role-based accounts 
to overrule automated 
security measures to securely 
transfer information that may 
be flagged as malicious. This 
shall allow the specific 
Government-controlled 
JWCC role-based accounts-
holders to accept risk as 
appropriate for flagged data 
transfers. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the CDS, 
as authorized, 
allows for role-
based accounts to 
overrule 
automated 
security 
measures. 

As required 

All CDS 
offerings have a 
dynamic control 
panel with flow 
management to 
allow the 
Government to 
apply any 
exception 
actions in real-
time. 

Procedural 
Inspection and 
Random Sample 

185 5.5.8.2.3 

The Contractor shall provide 
a CDS that supports data 
transfer from low to high 
between all classification 
levels and ILs on the 
management plane to ensure 
the Contractor can securely 
migrate security updates to 
higher classification domains 
in a timely, consistent, 
repeatable, and secure 
manner, and maintain 
Commercial Parity. 

The Government 
will verify 
whether the 
Contractor 
provided CDS(s), 
as authorized, 
allows data 
transfer from low 
to high between 
all security 
domains and 
classification 
levels on the 
management 
plane. 

As required 

The Contractor 
uses the CDS to 
ensure patching 
occurs at all 
levels within 
hours of release 
and to ensure 
service and 
feature parity 
through the use 
of their 
DevSecOps 
process. 

Procedural 
Inspection and 
Random Sample 

186 5.5.8.2.4 

The Contractor shall provide 
a CDS that supports data 
transfer from low to high 
between all classification 
levels and ILs on the 
production plane to support 
Government data transfer 
needs, including 
Development, Security, and 
Operations (DevSecOps). 

The Government 
will verify 
whether the 
Contractor 
provided CDS(s), 
as authorized, 
allows data 
transfer from low 
to high between 
all classification 
levels and ILs on 
the production 
plane prior to 
initial operations. 

As required 

The CDS 
offerings 
support all data 
traffic regardless 
of the plane the 
information 
natively operates 
within (e.g. 
management 
plane, 
production 
plane, or other 
plane). 

Procedural 
Inspection and 
Random Sample 

187 5.5.8.2.5 

The Contractor shall provide 
a CDS that supports data 
transfer from high to low 
between all classification 
levels and ILs on the 
production plane to support 
Government data transfer 
needs. 

The Government 
will verify 
whether the 
Contractor 
provided CDS(s), 
as authorized, 
allows data 
transfer from high 
to low between 
all classification 
levels on the 

As required 

The CDS 
offerings 
support all data 
traffic regardless 
of the plane the 
information 
natively operates 
within (e.g. 
management 
plane, 
production 

Procedural 
Inspection and 
Random Sample 
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production plane 
prior to initial 
operations. 

plane, or other 
plane). 

188 5.5.8.3 

The Contractor shall provide 
a secure data transfer 
capability for deterministic 
(maintaining integrity and 
predictable), authenticated, 
and encrypted, data transfers 
between the Contractor’s 
logical enclaves and 
environments within its own 
cloud infrastructure and 
Offerings, to external 
destinations, including multi-
environment peering 
gateways, and across all ILs 
within a classification level, 
while limiting any threats. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the 
JWCC user(s) has 
the ability to 
securely transfer 
data to various 
endpoints both 
internal and 
external to the 
Contractor. 

As required 

The capability 
will seamlessly 
interoperate with 
external 
destinations and 
dynamically 
determine the 
protection 
posture such that 
if acceptable it 
executes the 
requested 
process, 
otherwise it 
provides a 
detailed exit 
report to the 
requesting user 
for potential 
remediation of 
the failed 
conditions and 
terminates the 
request while 
also allowing for 
a manual 
administrator 
override. 

Procedural 
Inspection and 
Random Sample 

189 5.5.8.4 

Authentication, 
Authorization, and IAM. 
With respect to 
authentication, authorization, 
and IAM the Contractor shall 
provide the following: 

Summary 
Requirement N/A N/A N/A 

190 5.5.8.4.1 

The Contractor shall provide 
customizable granularity for 
role-based, identity-based, 
attribute-based, access 
control (R-, I-, ABAC) 
policy configurations within 
a workspace, including 
workspace administration, 
provisioning of new cloud 
services, management of 
existing services, and the 
ability to assign permissions 
to Contractor pre-defined 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether granular 
control access is 
available for I-, 
R-, ABAC 
(collectively 
referred to as 
PBAC) across all 
services, users, 

As required 

All cloud 
actions are fully 
controlled under 
an exhaustive 
PBAC model. 

Procedural 
Inspection and 
Random Sample 
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and allow for the creation 
and assignment of JWCC 
user specified roles. 

data and 
resources. 

191 5.5.8.4.2 

The Contractor shall provide 
non-repudiation and user-
identity confirmation 
providing the ability to 
securely verify user identity, 
including Multi-Factor 
Authentication (MFA) and 
Public Key Infrastructure 
(PKI), at all classification 
levels and ILs pursuant to 
requirements in C3PO, the 
CC SRG, and the 
authorization for each of the 
Contractor’s CSOs under the 
JWCC Contract. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether all users 
have non-
repudiable 
identities, as well 
as whether any 
user exists 
without identity 
credentials. The 
Government will 
also assess the 
ability to create 
users who utilize 
MFA and PKI at 
all classification 
levels and ILs 
pursuant to the 
requirements in 
C3PO and the CC 
SRG. 

As required 

The capability 
denies all 
actions 
attempted by a 
non-
authoritatively 
identified non-
repudiable role, 
and immediately 
establishes a 
notification of 
such an attempt 
to the 
appropriate 
reporting 
manager 
(Human, non-
human actor). 

Procedural 
Inspection and 
Random Sample 

192 5.5.8.4.3 

The Contractor shall provide 
the ability to generate and 
issue time-limited, role-
based authentication tokens 
that will allow a JWCC user 
to assume a set of attributes, 
roles, or a combination 
thereof within a specific 
workspace, the Cloud 
Environment, or a 
combination thereof. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, the 
ability for a 
JWCC user to 
establish and use 
time-limited, 
role-based 
authentication 
tokens within a 
specific 
workspace. 

As required 

The capability 
will support 
temporally 
programmable 
PBAC (all 
dimensions, e.g. 
I-R-ABAC) 
credentials. 

Procedural 
Inspection and 
Random Sample 
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193 5.5.8.4.4 

The Contractor’s CSOs shall 
support modern 
authentication protocols and 
methods (e.g. Security 
Assertion Markup Language 
(SAML), Open 
Authorization (OAuth), Fast 
Identity Online (FIDO2)) 
such that the Government 
can integrate/use Federated 
Identity solutions with the 
Contractor’s CSOs under the 
JWCC Contract at each 
classification level and IL. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the 
Contractor can 
associate a DoD 
provided identity 
to a user within 
the Contractor’s 
cloud service 
using modern 
authentication 
protocols and 
methods. 

As required 

The capability 
will support all 
future emerging 
authentication 
protocols, while 
maintaining a 
fully backward 
compatible 
operations 
posture. 

Procedural 
Inspection and 
Random Sample 

194 5.5.8.5 

Automated INFOSEC and 
Access Control. In 
conjunction with the 
requirements established in 
C3PO, the Contractor shall 
provide automated tools for 
INFOSEC and access control 
with the attributes described 
below: 

Summary 
Requirement N/A N/A N/A 

195 5.5.8.5.1 

The Contractor shall provide 
the capability for the 
Government to audit both the 
physical location and logical 
separation, as defined in 
C3PO, of any CSO and 
Government data, at each 
classification level and IL, to 
ensure compliance with 
C3PO. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the 
Contractor has 
provided 
sufficient tools 
that provide the 
Government the 
ability to obtain 
accurate 
information 
regarding the 
physical location 
and the logical 
isolation of 
selected host 
services to ensure 
compliance with 
C3PO. Optionally 
the Government 
will audit the 
physical location. 

As required 

The capability 
will have a 
persistent 
mapping of all 
service physical 
locations and the 
specific logical 
isolation/partitio
ning that is 
applied. 
Additionally 
visualization 
tools which 
support the audit 
and are able to 
be dynamically 
scoped are 
available for the 
users/auditors to 
document and 
use as part of the 
audit process. 

Random Sample 
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196 5.5.8.5.2 

The Contractor shall provide 
automated tools for breach 
identification, notification, 
and remediation, to support 
breach and incident response 
requirements described in 
C3PO. 

The Government 
will audit whether 
the Contractor 
has provided 
automated 
identification, 
notification, and 
remediation tools 
to allow the 
JWCC user fulfill 
incident response 
requirements. 

As required 

A fully 
automated 
programmable 
breach detection 
and remediation 
capability to 
allow for routine 
response 
protocols that 
optionally 
utilizes AI/ML 
services to 
predict and 
respond to 
breaches. 

Procedural 
Inspection and 
Random Sample 

197 5.5.8.5.3 

The Contractor shall provide 
Self-Service and automated 
tools for handling data spills 
of CLASSIFIED or other 
controlled information, at 
each classification level and 
IL, to support data spillage 
activities as described in 
DoDM 5200.01 and C3PO. 

The Government 
will test the 
capability at its 
discretion to 
assess whether its 
performance 
supports data 
spillage 
remediation and 
incident reporting 
requirements. 

As required 

A capability to 
auto alert and 
notify a 
designated 
authority of a 
potential cloud-
based data 
spillage and 
provide the 
ability to 
suspend the 
offending 
action, user, or 
any combination 
thereof. 

Procedural 
Inspection and 
Random Sample 

198 5.5.8.5.4 

The Contractor shall provide 
self-service tools, at each 
classification level and IL, to 
allow JWCC users to access 
data and analysis generated 
by threat detection systems 
so that JWCC customers, 
DoD cybersecurity 
investigators and auditors, 
including contractor staff 
serving in those capacities, 
can review, assess, protect, 
and defend their deployed 
and provisioned CSOs. 

The Government 
will assess 
whether the self-
service tools can 
support the 
capability to 
review, assess, 
protect, and 
defend 
deployed/provisio
ned CSOs as 
described in 
C3PO at each 
classification 
level and IL. 

As required 

An automated 
capability to 
assess the threat 
surfaces and 
exposure points 
in the cloud 
environment and 
present a 
systematic 
analysis that can 
be either 
programmaticall
y processed or 
inspected and 
reviewed by 
humans. 

Procedural 
Inspection and 
Random Sample 

199 5.5.8.5.5 

The Contractor shall provide 
identification and 
notification of threats to 
JWCC users and system 
owners immediately upon 
discovery, to support 

The Government 
will assess 
whether the 
Contractor 
provides 
identification and 
notification of 

As required 

An automated 
capability to 
present viable 
remediation 
techniques to 
any identified 
threat for user 

Ransom Sample 
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incident response tasks as 
described in C3PO. 

threats 
immediately upon 
discovery. 

action or 
configuration for 
automated 
remediation. 

200 5.5.9 

Advanced Data Analytics. 
The Contractor shall provide 
advanced data analytics 
CSOs, as minimally outlined 
herein and below, that 
securely enable data-driven 
and improved decision 
making at the strategic level 
(across security domains) to 
the TE (within a single 
security domain). The 
Contractor shall provide 
advanced data analytics 
CSOs that support batch and 
streaming analytics, 
predictive analytics, and 
AI/ML. Advanced data 
analytics CSOs shall be 
available at all classification 
levels and ILs, extensible to 
the TE, to include DDIL 
environments and on 
multiple disparate datasets. 
Advanced data analytics 
CSOs shall, at a minimum, 
be able to import, process, 
and export streaming and 
batch data in common data 
formats. 

Summary 
Requirement N/A N/A N/A 

201 5.5.9.1 

The Contractor shall provide 
data analytics CSO’s (e.g., 
streaming analytics, 
predictive analytics, and 
AI/ML). 

Summary 
Requirement N/A N/A N/A 

202 5.5.9.1.1 

The Contractor shall provide 
data analytics JWCC 
Offerings capable of 
operating at all 
classifications and ILs, and 
on TE Devices, such that 
operators can label data, train 
and develop models, and use 
model/algorithm outputs in 
mission relevant 
environments with mission 
relevant data, commensurate 
with the JWCC timeline 

The Government 
will assess 
whether the 
Contractor has 
provided data 
analytics offering 
capable of 
operating at all 
classifications 
and ILs and TE 
Devices, less the 
exceptions 
approved by the 

As required 

A fully equipped 
AI/ML, and 
other analytic 
learning tools, 
suite of tools, 
platforms,or any 
combination 
thereof, to allow 
advanced 
processing of 
data for insight 
and findings. All 
tools are also 

Random Sample 
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(5.5.1, above) less 
exceptions). Exceptions to 
this requirement must be 
submitted IAW JWCC 
Exception Request (CDRL 
A024) and subsequently 
approved by the JWCC KO. 

KO, and 
commensurate 
with the JWCC 
schedule ref 
5.5.1. 

available at the 
tactical edge in 
connected and 
disconnected 
modes. 

203 5.5.9.1.2 

The Contractor’s advanced 
data analytics CSOs shall be 
capable of operating across 
multiple datasets in disparate 
workspaces to allow for 
information sharing and 
learning across multiple 
DoD Components/Agencies. 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the 
Contractor has 
provided 
advanced data 
analytics 
offerings capable 
of operating 
across data 
centers in 
disparate 
workspaces by 
linking multiple 
disparate data 
sources (from one 
or more 
workspaces) to a 
single workspace 
and executing a 
simple AI/ML 
pipeline. 

As required 

A capability to 
identify all 
compatible data 
sets and the 
specific aligned 
“data items” 
(e.g.: data 
engineering and 
normalization) 
across the 
JWCC data 
universe. 
Additionally 
capabilities 
which aid data 
wrangling and 
suggest likely 
mappings 
between 
disparate data 
sets for 
accelerated 
analysis. 

Procedural 
Inspection and 
Random Sample 

204 5.5.9.1.3 

The Contractor shall provide 
advanced data analytics 
CSOs able to fully operate 
with or without network 
connectivity and in DDIL 
environments, such that TE 
Devices shall be capable of 
continued data analytics 
activities (including AI/ML) 
when network connectivity 
is contested, congested, or 
unavailable, commensurate 
with the JWCC timeline 
(5.5.1, above). 

The Government 
will assess, 
commensurate 
with the device’s 
availability under 
the JWCC 
schedule (ref. 
5.5.1), whether 
TE Devices have 
data analytics 
capabilities 
(including 
AI/ML) in 
varying states of 
connectivity (e.g., 
contested, 
congested, or 
unavailable). The 

As required 

A complete 
cloud stack that 
can operate in a 
small footprint 
TE Device that 
is in a DDIL 
mode. 

Procedural 
Inspection and 
Random Sample 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

Government may, 
at its sole 
discretion, assess 
continued 
capability at any 
time. 

205 5.5.9.1.4 

The Contractor’s data 
analytics JWCC Offerings 
shall be capable of 
supporting data import and 
export in common formats 
(at minimum these formats 
shall include CSV, JSON, 
XML, and streaming data). 

The Government 
will assess, via 
audit at the 
Government’s 
discretion, 
whether the 
Contractor has 
met this 
requirement by 
using sample data 
in multiple 
formats in the 
Contractor’s data 
analytics 
offerings. The 
Contractor’s tools 
will be assessed 
for data integrity 
inclusive of the 
consistency of 
output of the data 
structure and 
content. 

As required 

A mediated 
adapter 
capability that 
can autosense, 
or be 
programmaticall
y patterned, to 
allow unknown 
(no prior 
exposure) data 
structures and 
formats to be 
consumed. 

Random Sample 

206 5.5.10 

Tactical Edge. The 
Contractor shall provide TE 
Offerings and TE Devices 
across the range of military 
operations while balancing 
portability, capability, and 
cost. TE Devices shall 
operate seamlessly across 
network connectivity levels, 
including DDIL 
environments, at all 
classification levels and ILs 
IAW C3PO. 

Summary 
Requirement N/A N/A N/A 
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Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

207 5.5.10.1 

The Contractor shall provide, 
as a JWCC Offering in the 
JWCC Catalog, a minimum 
of one form factor of TE 
Devices that is man-portable 
and is capable of being 
carried by an individual(s), 
mounted to a vehicle, or 
both, which the Contractor 
will have certified as 
meeting MIL-STD-810H 
(Environmental Engineering 
Considerations and 
Laboratory Tests), such that 
the form factor of TE 
Devices enables the use of 
JWCC resources across the 
range of military operations 
(e.g. deployable afloat, aloft, 
ashore, and globally). This 
form factor of TE Devices 
shall be authorized to host 
data at each classification 
level and IL. 

The Government 
will assess 
whether a man-
portable TE 
Device form 
factor is certified 
as meeting MIL-
STD-810H, is 
capable of being 
carried and 
mounted to a 
vehicle and is 
authorized to host 
data at each (or 
up to all) 
classification 
levels and ILs. 
The Government 
will test the TE 
Devices at its 
discretion. 

As required 

A diverse range 
of MIL-STD-
810H TE 
footprints such 
as: 
lightweight 
(tablet or 
smaller), highly 
portable 
(laptop), small 
portable 
(desktop or 
small luggable 
1-person carry) 
server, moderate 
non-portable (2+ 
person movable) 
server, 
large human-
machine assisted 
portable (mini, 
mainframe, 
vehicle 
mounted, or 
facility located), 
and huge 
machine (e.g. 
semi-truck or 
large container 
vehicle movable 
data center). 

100% Inspection 

208 5.5.10.2 

The Contractor shall provide 
a modular, rapidly 
deployable data center that 
can be connected to 
Government-provided 
power, connected to 
Government-provided 
networking uplinks when 
available, use Government 
transportation, and be 
deployed on U.S. soil, 
CONUS or OCONUS, or on 
Government-owned 
platforms (e.g. aircraft 
carriers, maritime operations 
center, airfields, and division 
headquarters). The 
deployable data center shall 
be authorized to host data at 
each classification level and 
IL and up to all classification 
levels and ILs following the 
physical and logical 

The Government 
will assess 
whether the 
modular, rapidly 
deployable data 
center is 
authorized to host 
data at each 
classification 
level and IL, or at 
all classification 
levels and ILs in 
relevant mission 
environments. 
The data center 
will be 
demonstrated to 
the Government 
for acceptance 
and the 
Government will 
test it at its 
discretion. 

As required 

A configurator 
tool is available 
to generate a 
known working 
configuration of 
a rapidly 
deployable data 
center, to 
include past 
configuration 
options and non-
existing 
assemblies that 
are guaranteed 
to work. 

100% Inspection 
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Acceptable 

Quality Level 
Surveillance Performance 
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separation requirements in 
C3PO. 

209 5.5.10.3 

The Contractor’s TE 
Offerings shall function in 
DDIL environments as if 
connected, with the only 
features and functionality 
missing being those that rely 
on real time interconnection 
services. TE Offerings shall 
include the ability to 
configure and manage any 
CSO deployed or 
provisioned on or to the TE 
Device, and operate using 
local resources. 

The Government 
will test the TE 
computing and 
storage 
functionality in 
simulated DDIL 
environments, at 
its discretion, to 
ensure the ability 
to configure and 
manage any 
provisioned CSOs 
and operate using 
local resources 
(e.g., local virtual 
machines and or 
containers should 
continue to 
operate). 

As required 

The TE Devices 
are capable of 
modular adapter 
components that 
can be hot 
swapped to 
dynamically 
change the 
available service 
sets for the 
configuration. 

Random Sample 

210 5.5.10.4 

The Contractor’s TE 
Offerings shall be 
configurable such that a 
JWCC user can configure the 
parameters for 
synchronization with 
Contractor-provided 
services. These parameters 
shall, at a minimum, include 
automated or manual, 
bidirectional or 
unidirectional 
synchronization options, the 
ability to control 
synchronization priority 
order, and the ability to 
throttle use of available 

The Government 
will assess, via 
audit at the 
Government's 
discretion, 
whether the TE 
Devices meet the 
minimum 
parameters for 
synchronization 
to include 
automated or 
manual, 
bidirectional or 
unidirectional, 
synchronization 
options, the 

As required 

The TE Devices 
are equipped 
with 
programmatic 
sensing 
capability that 
can be threshold 
triggered to 
perform 
synchronization 
based on 
complex 
parametric and 
algorithmic 
situations. (e.g. 
all network 
traffic is idle and 

Random Sample 
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Quality Level 
Surveillance Performance 
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Method 

bandwidth for 
synchronization. 

ability to control 
synchronization 
priority order and 
throttle use of 
available 
synchronization 
bandwidth for 
synchronization. 

operational 
exposure is not a 
consideration). 

211 5.5.10.5 

The Contractor shall provide 
TE Device and component 
signature specifications for 
Electromagnetic (EM), 
acoustic, thermal, and any 
other device specific 
emanations in all operational 
states to enable the 
Government to control the 
magnitude of these 
signatures (TE Device 
Specifications, CDRL 
A017). 

The Government 
will assess 
whether the 
Contractor 
provided TE 
Device signature 
data is sufficient 
and complete. 
The Government 
reserves the right 
to verify the 
signature 
specifications 
against device 
testing. 

90 DAC and 
As required 

The TE Devices 
will have 
componentry 
that can auto 
generate 
complete device 
signature data 
and can further 
can control, 
and/or augment, 
or any 
combination 
thereof, the 
signature to 
lowered states 
without 
significant 
impact to 
performance. 

Random Sample 

212 5.5.10.6 

The Contractor’s TE 
Offerings shall follow the 
cybersecurity requirements 
defined in C3PO. 

The Government 
will assess, at its 
discretion, 
whether TE 
offerings and 
devices meet 
conformance 
requirements in 
C3PO. 

As required 

The TE Devices 
will exceed one 
or more of 
C3PO 
requirements. 

Random Sample 

213 5.5.10.7 

The Contractor’s TE 
Offerings  shall be capable of 
both in-band and out-of-band 
configuration and 
maintenance for all TE 
Devices. 

The Government 
will assess 
whether the TE 
solutions ability 
to perform both 
in-band 
maintenance and 
whether the 
materials are 
provided for the 
Government to 

As required 

All TE 
configuration 
and maintenance 
activities are 
fully available 
both in-band and 
out-of-band. 

Procedural 
Inspection and 
Random Sample 
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Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

perform out-of-
band 
configuration and 
maintenance 
capabilities 
without the 
Contractor’s 
intervention. 

214 5.5.10.8 

The Contractor’s TE 
Offerings  shall support 
cryptographic key 
management, IAW Section 
5.5.8.1.3 and C3PO, both on 
and off the TE Device, at the 
user’s discretion. 

The Government 
will assess 
tactical edge 
solutions 
conformance to 
support of key 
management, 
IAW C3PO, both 
on and off the 
device at the 
discretion of the 
user will be 
tested. 

As required N/A 
Procedural 
Inspection and 
Random Sample 

215 5.5.10.9 

The Contractor shall provide 
delivery of TE Devices to 
CONUS locations only and 
allow for the Government to 
pick up TE Device(s) at a 
Contractor facility in 
CONUS. Locations for 
pickup and any services and 
fees associated with delivery 
shall be separately identified 
and priced in the JWCC 
Catalog. 

TE Devices 
delivered to 
CONUS 
locations, and 
IAW services and 
fees in the 
relevant catalog 
or available for 
pick up at the 
defined 
Contractor’s 
facility. 

As required N/A Random Sample 

216 5.5.10.10 

The Contractor shall submit 
authorization packages for 
the first unit of all variations 
of TE Devices for 
Authorization at each 
classification level and IL. 

The Government 
will assess the 
current state of 
the TE Device 
authorization. 
Any TE Devices 
and services that 
have not been 
previously 
authorized must 
include all 
documentation 
required for the 
AO to authorize 
the 
device(s)/CSO(s) 
for use. 

As required 

All TE Devices 
are pre-qualified 
with a full 
authorization, 
including the 
first delivery 
item. 

100% Inspection 



 

 

Item PWS 
Citation Performance Requirement 

Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
Monitor 
Method 

217 5.5.10.11 

For each TE Device the 
Contractor will offer in the 
JWCC Catalog, the 
Contractor shall provide to 
the JWCC PMO a sample of 
each TE Device per 
classification level and IL, 
with the associated 
authorization package, such 
that the Government can 
perform verification and 
validation of the device(s) 
prior to official acceptance 
as part of the JWCC Catalog. 
Upon completion of testing, 
the Government will either 
order the appropriate TE 
Offerings(s) from the JWCC 
Catalog or return all sample 
TE Devices from the test. 

The Government 
will receive each 
TE Device 
submitted, 
conduct DoD 
authorization 
activities. Upon 
completion of 
testing, the 
Government will 
either order the 
appropriate TE 
offering(s) from 
the JWCC 
Catalog or return 
all sample TE 
Devices from the 
test. 

As required 

All TE Devices 
are pre-qualified 
with a full 
authorization, 
including the 
first delivery 
item. This may 
require pre-
coordination 
with the 
Government 
prior to the first 
order. 

100% Inspection 

218 5.5.10.12 

When TE Devices are 
returned to the Contractor, 
the Contractor shall either 
dispose of the TE Device 
IAW the CC SRG and the 
Attachment J-3: JWCC 
DD254 or follow the 
procedures and requirements 
in C3PO for reuse. 

The Government 
will assess the 
Contractor’s 
ability to dispose 
of or, wipe and 
reconfigure TE 
Devices and to 
audit 
management 
controls 
surrounding these 
practices. 

As required N/A 100% Inspection 

219 5.5.11 

Advisory and Assistance 
Services. The Contractor 
shall provide advisory and 
assistance services under the 
Cloud Support Package 
CLINs in the JWCC 
Contract to advise and assist 
with cloud architecture, 
usage, optimization, 
provisioning, and 
configuration for all JWCC 
Offerings, including TE 
Offerings. Cloud Support 
Packages shall encompass, 
but not be limited to, 
advisory and assistance 
services, help desk services, 
training, and documentation 
support. Cloud Support 
Packages shall be available 
for all JWCC Offerings at all 
classification levels and ILs. 

Summary 
Requirement N/A N/A N/A 
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220 5.5.11.1 

The Contractor shall provide 
advisory and assistance 
services that include 
integration, aggregation, 
orchestration, secure design, 
and troubleshooting of 
JWCC Offerings and can be 
applied to all classification 
levels and ILs. 

The Government 
will assess 
whether the 
offered advisory 
and assistance 
services ensure 
coverage of all 
the Contractor’s 
offered cloud 
services under the 
JWCC Contract, 
inclusive of TE 
Devices. The 
Government will 
assess whether 
the available 
advisory and 
assistance 
packages can be 
applied to all 
security domains, 
and at each 
classification and 
IL and meet the 
security 
requirements of 
the DD254. 

As required 

All advisory and 
assistance 
support 
packages are 
equivalent for 
all security 
domains, and 
classification 
levels and ILs. 

100% Inspection 
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Surveillance Performance 
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Method 

221 5.5.11.2 

The Contractor shall provide 
training materials and make 
training available for all of 
the CSOs on the JWCC 
Catalog at all classification 
levels and ILs. Separate 
training and documentation 
are required for TE 
Offerings. The Contractor 
shall include, at a minimum: 
 

a. T
raining materials and 
training for all CSOs 
provided on the JWCC 
Catalog at all 
classification levels and 
ILs. 
b. Mat
erials that help users and 
administrators understand 
how to successfully 
provision services and 
employ best practices for 
JWCC Offerings. on the 
JWCC Catalog Users and 
administrators shall be 
able to retain such 
materials upon 
completion of the 
training (CDRLs A004 
and A005). 
c. Sep
arate training and training 
materials shall be 
provided for each TE 
Offering, inclusive of 
supportability training 
(e.g. end user 
maintenance, packaging, 
handling, storage and 
transportation, 
infrastructure 
requirements), at all 
classification levels and 
ILs. 
d. A
ny training the 
Contractor provides 
shall demonstrate, 
through tabulated 
results, the relevance, 
thoroughness, and 

The Government 
will assess 
whether the 
offered training 
and associated 
materials meet 
the following 
criteria: 
 
applicability and 
thoroughness for 
each service at all 
classification 
levels and ILs, 
including tactical 
edge. 
 
 
Provide tabulated 
results on 
relevance, 
thoroughness, and 
efficacy of 
training. 

30 DAC and 
Annually 

All training 
materials are 
equivalent 
between security 
domains, and 
classification 
levels and ILs 
and are fully 
comprehensive 
in content. 

Random Sample 
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Minimum 
Acceptable 

Quality Level 
Surveillance Performance 

Objective 
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Method 

efficacy of the 
training using 
industry standard 
methods and tools. 
e. All 
training materials shall be 
current and the 
Contractor shall provide 
updated training 
materials with the release 
of new versions of any 
CSO that is made 
available to JWCC users. 

222 5.5.11.3 

If a Cloud Support Package 
is constrained by the number 
of hours available to users, 
the Contractor shall provide 
a Self-Service mechanism 
for users to quickly 
determine how many hours 
of the available support 
package have been 
consumed. 

The Government 
will assess 
whether the 
Cloud Support 
Package services 
available under 
the Cloud 
Support Package 
line items on the 
contract for every 
service offering. 
The Government 

As required 

The advisory 
and assistance 
services include 
multi-vendor 
interoperability 
solutioning. 

Random Sample 
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Method 

will also assess 
whether the 
Contractor 
provides a self-
service resource 
to determine 
remaining hours 
on time 
constrained 
services. 

223 5.5.11.4 

The Contractor shall provide, 
as part of the JWCC Catalog, 
separate options for in-
person and remote 
instructor-led training and 
support services provided by 
the Contractor in CONUS 
and OCONUS locations. All 
training and support services 
shall be offered at the 
locations as described in the 
JWCC Offering or as 
required by the TO. 

The Government 
will assess 
whether the 
JWCC Catalog 
for in-person and 
remote instructor-
led training and 
support services 
in CONUS are 
listed 
independently 
from those 
catalog items for 
training and 
support services 
in OCONUS 
locations. 

As required N/A Random Sample 

224 5.5.11.5 

The Contractor shall provide, 
as part of the JWCC Catalog, 
an option for self-paced 
training. 

The Government 
will assess 
whether the 
Contractor’s 
catalog has an 
item for self-
paced training. 

As required N/A Random Sample 

225 5.5.11.6 

The Contractor shall provide 
options for equipment 
repair/replacement and data 
recovery from TE Device 
failure or performance 
degradation, with minimal 
mission impact, such as the 
ability to replace failed 
hardware at the unit level or 
full TE Device in a manner 
that is appropriate for the 
form factor of the device and 
range of impacted military 
operations and best effort 
data recovery. 

The Government 
will evaluate 
whether the 
Contractor’s 
offered services 
under the JWCC 
Contract include 
TE data recovery 
and equipment 
repair/replacemen
t options. 

As required 

An immediate 
replacement/ 
recovery model 
for TE Devices 
has no impact on 
mission 
operations. 

Procedural 
Inspection and 
Random Sample 
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