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. The co-location of those two events means the first all-computer capture-
the-flag competition would occur alongside the conference that has hosted and defined the
capture-the-flag competition format for the past 22 years.

At the event, computers that have made it through a series of qualifying events over the next
two years would compete head-to-head in a final tournament. Custom data visualization
technology is under development to make it easy for spectators—both a live audience at the
conference and anyone watching the event’s video stream worldwide—to follow the action.

DARPA anticipates that the nd its culmination in an event synchronized
with DEF CON will not only acceleraie itne aeveiopment of capable, automated network
defense systems, but also encourage the diverse communities now working on computer and
network security issues in the public and private sectors to work together in new ways. This
dynamic is crucial if information security practitioners are to pull ahead of adversaries
persistently looking to take advantage of network weaknesses.

During & lease: open-source extension built atop
the Linux operaung system. vonstructed from the ground up as a platform for operating
small, isolated software test samples—and incompatible with any other software in the
world—DECREE aims to provide a safe research and experimentation environment for the
Cyber Grand Challenge. As part of today’s launch, Walker and other organizers are hosting a
six-hour interactive conversation with potential competitors and members of the public on
Reddit, a community discussion site, from 10 a.m. to 4 p.m. ET.

As of today, 35 teams from around the world have registered with DARPA to construct and
program high-performance computers ~anahla nf ~eampeting in the Cyber Grand Challenge.
Mnet ramnatitare hgve entered on the vailable to self-funded teams. A parallel
onsists of teams invited and partially supported by DARPA to develop

automated network defense technology. Those teams represent a mix of participants from
industry and academia and will receive seed funding from DARPA until their performance is
tested in open competition involving all teams at a major qualification event scheduled for
June 2015. Additional teams may register to participate through S T

o For All Secure
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o SRI

o Trail of Bits

o University of California, Berkeley

The winning team from the CGC finals stands to receive a cash prize ¢ . Second
place can ear

Details about the Cyber Grand Challenge and some of the other registered teams can be
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automated security systems able to defend against cyberattacks as fast as they are launched. DARPA also announced today that it

has reached an agreement to hold the 2016 Cyber Grand Challenge final competition in conjunction with DEF CON, one of the
largest computer security conferences in the world.
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Top computer security experts test their skill head-to-head in competitive “Capture the
Flag” contests. These contests provide a competition rating for the ability of experts to
locate and comprehend security weaknesses.

The Defense Advanced Research Projects Agency (DARPA) Cyber Grand Chalienge (CGC)
will utilize a series of competition events to test the abilities of a new generation of fully
automated cyber defense systems. During a final competition event, automated Cyber
Reasoning Systems will compete against each other in real time. This event will be held
in a public setting and documented for research purposes.

The CGC seeks to engender a new generation of autonomous cyber defense capabilities
that combine the speed and scale of automation with reasoning abilities exceeding
those of human experts.

The Department of Defense (DoD) maintains information systems using a software
technology base comprised of Commercial Off The Shelf (COTS) operating systems and
applications. This COTS technology base is common to the DoD, industry, and the
Defense Industrial Base, and the continual discovery of potential vulnerabilities in this
software base has led to a constant cycle of intrusion, compromise discovery, patch
formulation, patch deployment and recovery. This defensive cycle is currently
performed by highly trained software analysts; it is the role of these analysts to reason
about the function of software, identify novel threats and remove them. Manual
analysis of code and threats is an artisan process, often requiring skilled analysts to
spend weeks or months analyzing a problem. The size of the technology base also
contributes to the difficulty of manually discovering vulnerabilities.

At the present time, automated program analysis capabilities are able to assist the work
of human software analysts. These automation technologies include Dynamic Analysis,
Static Analysis, Symbolic Execution, Constraint Solving, Data Flow Tracking, Fuzz Testing,
and a multitude of related technologies. In the Cyber Grand Challenge, a competitor
will improve and combine these semi-automated technologies into an unmanned Cyber
Reasoning System (CRS) that can autonomously reason about novel program flaws,
prove the existence of flaws in networked applications, and formulate effective
defenses. The performance of these automated systems will be evaluated through
head-to-head tournament style competition.

The CGC program will draw widespread attention to the technology issues associated

with autonomous software comprehension and motivate entrants to overcome
technical challenges to realize truly effective autonomous cyber defense. This program
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DARPA provides two parallel paths for participating in the CGC: the Proposal Track and
the Open Track. Rankings in the CGC Qualifying Event (CQE) and the CGC Final Event
(CFE) will be based on the same technical evaluation criteria and scoring mechanisms for
all competitors, irrespective of track. Proposal Track and Open Track teams that
successfully pass the CQE will be invited to compete in the CFE. See Section 3 for a
detailed description of the CQE and CFE.

A CGC Team is comprised of an entrant (US Entity? or individual), an individual team
leader and an optional set of team members (individuals). Individual entrants may be
the same individual named as team leader. If the entrant is a US Entity rather than an
individual, the team must identify an entrant official. Teams may enter under an official
affiliation (e.g., a university or corporation). Teams may also have an official set of
Sponsors.

Cyber Grand Challenge Team

Entrant Team Leader Team Sponsor(s) Official

Member(s) Affiliation
Required Required Optional Optional Optional
US Entity or Individual Individual(s) US Entity or US Entity
individual(s) individual(s)

The CGC is open to team members of all nationalities and of all ages with the following
caveats:

* CGC participation by minors requires authorization by a parent or guardian.

* Ar trant must be a U.S. citizen, permanent resident, or US Entity.

* Anindividual, organization, or sponsor is not eligible to apply or participate if he,
she, or it is on the Specially Designated Nationals list.>

Teams are intended to be wholly separate entities that do not share members, unique
technology, official affiliations or financial interest.

" ibility to receir

r specifics regarumg engionity
LU PIUPUDT LU LHIVUIT dUIlILILauvIb,
2 Within these Rules, a US Entity is defined as a private entity incorporated in and maintaining a primary
nlarna Af hicinace within tha tinited Statec: ¢an 16 11 S.C. § 3719(2)(3).
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Federal entities (from the US or any other country) are not eligible to participate as
entrants, sponsors or official affiliates. Federal employees acting within the scope of
their employment are not eligible to participate as entrants, entrant officials, team
leaders or team members.

A Federal employee acting outside the scope of his or her employment should consult
his or her ethics official before participating in the Challenge. DARPA employees and
support contractors, their spouses, dependents, and household members are not
eligible to participate.

Any personnel funded by DARPA to support the Cyber Grand Challenge are not eligible
to participate. This group includes, but is not limited to, any party funded under DARPA-
BAA-14-03 as well as any Federally Funded Research and Development Center (FFRDC)
or Government personnel whose scope of work covers CGC architecture development.

DARPA reserves the right to disqualify a participant whose actions are deemed to violate
the spirit of the competition for any reason, including but not limited to, the violation of
relevant laws or regulations in the course of participation in the Challenge.

See Section 6 for additional information.

Proposal Track teams will be competitively selected on the basis of proposals submitted
in response to DARPA-BAA-14-05. See DARPA-BAA-14-05 for Proposal Track deadlines
and procedures related to submissions and selections. Proposal Track teams receiving
an award through Broad Agency Announcement (BAA) DARPA-BAA-14-05 may not
participate in the Open Track.

There is no fee for >le on the Cyber Grand
Challenge website and must be submitted in
accordance with the instructions outlined herein. The application procedure is a two-
step process consisting of an initial application and an extended application. All parts of
both prnlicntinne miict ha racnivad e DARPA no later than 12:00 noon (U.S. Eastern
Time)

DARPA will acknowledge receipt of complete applications via e-mail. Upon receipt of
each team’s Cyber Grand Challenge Initial Application, DARPA will assign a team

reference number which should be included on all team correspondence with DARPA.

The Initial Application must be submitted online at:
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The Extended Application may be submitted through one of the detailed methods
below.

(1) E-mailed tc E-mails must include “Extended
Application” and the team reterence number in the subject line.

(2) Mailed/hand-carried directly to DARPA. Application materials must be
addressed to:

DARPA/I120

Attn: Cyber Grand Challenge
675 North Randolph Street
Arlington, VA 22203-2114

Application materials received after the deadline specified herein will be disposed of in a
secure manner. Application materials will not be returned. Incomplete applications will
not be accepted. DARPA may disqualify any team which does not meet the eligibility
requirements specified herein.

Finalists for the CFE will be determined at the CQE. The CQE is tentatively scheduled for
June 3, 2015. During the CQE, all Proposal Track and Open Track competitors will
receive an identical corpus of Challenge Binaries (CBs): insecure software which must be
analyzed and secured. The goal of the CQE is to use an autonomous system to locate
and mitigate flaws in the CBs and return a corpus of CB data to DARPA for scoring.

Competitors will have the opportunity to participate in two preliminary Scored Events
that will be similar in format to the CQE. Participation in these Scored Events is optional
and success in these events will not be evaluated as part of CGC scoring. Each Scored
Event is an opportunity for competitors to gain an understanding of the format,
procedure, and scoring mechanism to be used during the CQE. These events are
tentatively scheduled for December 2, 2014 and April 6, 2015.

Proposal Track and Open Track competitors will receive a score based on their ability to
locate and mitigate flaws in CB software while minimizing damage to the function of
each CB. The CQE will involve securing a corpus of over 100 CBs. For each CB, a CRS will
demonstrate the location of existing flaws by formulating inputs that activate a software
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flaw, crash or fault. To demonstrate the mitigation of flaws, each CRS will provide a
secured version of each CB. Scoring will reflect performance in CQE AoE 1-4 as
indicated in Table 1. A CRS must mitigate a flaw in at least one CB while retaining some
CB functionality in order to receive a score greater than zero.

Using a scoring methodology derived from AoE 1 - 4, DARPA will score and rank teams
from the Proposal Track and Open Tracks. Based on this scoring, DARPA will invite some
teams to the CFE as finalists. Finalists invited by DARPA will:

* Have submitted a CQE Technical Paper accepted by DARPA,
* Achieve a top ranking, non-zero CQE score, and
* Have successfully demonstrated their system to DARPA during a site visit.

To receive an invitation to the CFE, a team must submit an acceptable CQE technical
paper to DARPA describing their CRS. CQE technical papers will be evaluated and
approved according to the CGC Technical Paper Guidelines to be posted on the CGC
website DARPA will review each technical paper
and communicate acceptance of papers to each team leader. CQE Technical Papers are
due March 5, 2015.

After CQE performance, teams must demonstrate the function of their system during a
team site visit. DARPA will travel to an acceptable location (within the United States)
identified by each eligible team. DARPA will release the Site Visit Procedures on or
before June 3, 2014. Each team leader and CRS must be present at the site visit. DARPA
will bring a corpus of CB software to the demonstration for analysis by the CRS. DARPA
will assess the CRS using the CQE AoE listed in Table 1. During the site visit, teams
should be prepared to demonstrate the CRS to the satisfaction of the DARPA team.

Proposal Track teams invited to the CFE as finalists will continue to be funded by DARPA
through their period of performance, in accordance with the terms of their awards.
(See DARPA-BAA-14-05 for details). Proposal Track teams are not eligible to win prizes
at the CQE stage.

Open Track teams invited to the CFE as finalists will receive a cash prize and retain

eligibility to compete in the CFE. The anticipated amount of CQE prizes is $750,000 per
invited team.
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The CGC Champion will be determined at the CFE, tentatively scheduled for July 17,
2016. The CFE will consist of a real time, all-computer tournament scored over all Areas
of Excellence from Table 1.

To demonstrate readiness for the CFE, each finalist CRS will be required to pass a series
of three Trials. These Trials (described below) are intended to demonstrate the field-
worthiness of each finalist CRS and present an opportunity for competitors to debug
and refine interactions with the Competition Framework prior to CFE competition. Over
a three-week period, DARPA will provide each finalist with access to the Competition
Framework to allow a demonstration match against a simulated opponent.

Trial 1 demonstrates ability in Area of Excellence 4. To pass this trial, each CRS
will receive a Challenge Binary from the Competition Framework and field it on a
networked host without disrupting its intended function.

Trial 2 demonstrates ability in Areas of Excellence 2 and 5. To pass this trial,
competitor systems receive a Challenge Binary from the Competition Framework
and field it on a networked host while preventing attempts by a simulated
competitor to activate any flaws in the CB.

Trial 3 demonstrates ability in Area of Excellence 3. To pass this trial, competitor
systems receive a Challenge Binary from the Competition Framework, identify its
presence and remotely activate a flaw in the CB as it exists on a networked host

operated by a simulated opponent.

Note that the Trials do not address Area of Excellence 1. Challenge Binaries for the
Trials will be provided to competitors beforehand, and competitors are welcome to field
signatures, patches, and vulnerability scans which have been hand crafted prior to the
Trials.

DARPA will provide notification to each finalist as each Trial is completed. Upon
completion of all three Trials, DARPA will issue a certification to each successful finalist.
DARPA may, at its sole discretion, disqualify any finalist team which does not complete
the Trials within the three week period.

The CFE Trial series is the only CGC event in which automated program analysis is not
required. See Section 4 for further information on automation requirements.
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* Asuccessful CRS will challenge the CB software maintained by competitors on
their networked hosts; this will be accomplished by emitting Proofs of
Vulnerability to the CB software.

* An unsuccessful CRS will fail to maintain the function of CB software on its
networked host.

* An unsuccessful CRS will repeatedly allow Proofs of Vulnerability from other
competitors to activate flaws in CB software.

At the conclusion of the event, DARPA will consult with event monitors to confirm the
scoring results and the integrity of the competition.

All CFE participants must submit a CFE Technical Paper to DARPA describing their CRS in
its final competition state, as well as lessons learned during CFE. CFE technical papers
will be evaluated and approved according to the CGC Technical Paper Guidelines.
DARPA will review each technical paper and communicate acceptance of papers to each
performer. CFE Technical Papers are due within three weeks of the conclusion of the
CFE.

Based on finalized scoring, DARPA will determine 1%, 2", and 3™ place winners to
receive prizes. Following receipt and acceptance of final CFE Technical Papers from each
winning team, DARPA will publicly announce the 1%, 2" and 3" place winners.

DARPA anticipates prizes in the following amounts:
+ 1% place: $2,000,000
« 2" place: $1,000,000
+ 3“place: $750,000

Both Proposal Track and Open Track teams are eligible to receive prizes following the
CFE.

Both the CQE and the CFE require a fully automated solution — no human assistance is
permitted during either event in any cyber reasoning processes, including reverse
engineering and patch formulation. Human assistance or other violation of these rules
during CGC events will result in team disqualification and further actions as appropriate
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The CGC prize is authorized unde 'he CGC program will incentivize
innovation using multiple cash pi

In accordance with 15 U.S.C. § 3719, to be eligible to win a prize in this Challenge, an
individual must have applied to participate in the Challenge in accordance with the
instructions outlined herein. The entrant (described in section 2.1} shall be the prize
recipient. The prize recipient shall be a citizen, a permanent resident of the United
States, or a US Entity. Tax treatment of prizes will be handled in accordance with U.S.
Internal Revenue Service guidelines.

Application information collected by DARPA will be used solely for the purpose of

DARPA reserves the right to disqualify a participant whose actions are deemed to violate
the spirit of the competition for any reason, including but not limited to, the violation of
relevant laws or regulations in the course of participation in the CGC.

By applying to and/or participating in the CGC, applicants and participants agree to
follow these rules. Applicants and participants must agree to assume any and all risks
and waive claims against the Federal Government and its related entities, except in the
case of willful misconduct, for any injury, death, damage, or loss of property, revenue,
or profits, whether direct, indirect, or consequential, arising from participation in the
competition, whether the injury death, damage, or loss arises through negligence or
otherwise.

DARPA does not authorize or consent to CGC participants infringing on any U.S. patent
or ¢, right wh participating in the CGC. I illegal activiti ybei1 ler :enfor
the purpose of participation in the Cyber Grand Challenge.

The appearance and reference to any person, name, place, film, artwork or any other
images that are used in connection with the CGC does not constitute or imply
endorsement by the U.S. Department of Defense or by DARPA.

Questions regarding the rules, privacy policy, or other aspects of the CGC may be
directed t¢

* Trophies will be substituted for cash prizes in the absence of sufficient funds.
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NDECREE hinaries and source are available:

Q63: How should issues in DECREE be reported?
A63: Emai

Q62: Willalladvanced application defenses that prevent arbitrary code from
running increase the security score in CQE?

A62: No.OGCscoring does not require arbitrary code execution, therefore
mechanisms which frustrate arbitrary code execution will not necessarily prevent
scoring events. In OQE, competitors have the opportunity to mitigate denial of
service flaws. See also Q4.

Q61: Will the Reference Patched (B perform differently than the Original CB?

A61: Adiverse group of software authors are building a large corpus of CBs for OGC
incorporating many classes of vulnerabilities. These CB authors are required to
provide a single Reference Patched CB that passes the same functionality test suite
as the Original CB and is not susceptible to any ofthe reference PoVs.

Q60: How does the Inter Process Communication (IPC) work in Challenge
Binaries (CBs)?

A60: DECREE precludes communication via shared memory, network, or persistent
storage between different CBs as well as different connections serviced by the same
CB.

In order to offer a rich CB portfolio with broad CWE coverage including concurrency
issues, DARPA allows for the use of a OGCIPCmechanism within a single CB, which
works as follows. Each CB may be composed of multiple binaries running in distinct
processes. The CGC competition framework will launch all of the binaries associated
with the challenge. Each ofthese processes will be pre-connected with file
descriptors to communicate with the others via receive() and transmit() system
calls (see Figure 1) in a manner determined by the CB author (see Figure 2).
Example IPC CBs will be provided prior to the first OQE Scored Event.






- Performance ofa submitted CB will decrement based on the greatest measured
increase in system resource utilization. These measured increases include file
size, execution time, and memory usage. For each of these measured quantities,
a maximum acceptable increase is indicated below, after which Performance
begins to decrement:

* File size: +40%
* Execution time: +10%
*  Memory usage: +10%

- Retained Functionality will be the percentage oftest cases the replacement CB
passes.

Competitors are advised that use of a multi-step function imposes a faster-than-
linear Availability dropoffbased on damage to Performance or Retained
Functionality.

Security:
This quantity shall be determined using two quantities, Reference and Consensus:

- Reference: The number of reference PoVs which do not prove vulnerability in
the replacement CB, divided by the number of reference PoVs
- Consensus: This quantity will be set to 0 or 1:
* 0:Any submitted PoVproved vulnerability in the replacement CB
* 1:No submitted PoVproved vulnerability in the replacement CB

IfReference is zero, Security will be set to zero.
IfReference is nonzero, Security will be calculated as follows:
1 + (Reference + Consensus)/2

Evaluation:

This quantity will be setto 1 or 2:

- 1:The PoVemitted by this CRS did not prove vulnerability in the reference CB
- 2:The PoVemitted by this CRS did prove vulnerability in the reference CB

ACRS’s total score at the end of CQE shall be the sum of that CRS’s CB scores.
Q58: What is the scoring method for CFE?

A58: DARPAheld a period of public comment for the CFE and CQE scoring methods,
and feedback from the OGC community was received and reviewed by DARPA.
Updated scoring methods for CQE and CFE were released on Monday, March 10,
2014. These scoring methods are consistent with the Cyber Grand Challenge Rules.
See also Q/ A26,27,and 30.



CFE scoring is the product of three assessed quantities: Availability score, Security
score, and Evaluation score. These scores map to the Areas of Excellence (AoE)
located in the Cyber Grand Challenge Rules as follows:

Availability: Area of Excellence 4
Security: AoE 2 and 5
Evaluation: Area of Excellence 3

CFE scoring will take place over many rounds. Scores will be assessed per Challenge
Binary per round (“CB round score™); it follows that the sum ofthe CB round scores
for a single CRS will be the total score for that system. Each CBround score will be
calculated as follows:

Availability * Security * Evaluation

Availability:

This quantity shall vary as a multi-step function between 0 and 1, with 1 being a
perfect score. Performance and Retained Functionality will be measured, with
Availability being set to the minimum ofthese quantities.

- Performance ofa submitted CB will decrement based on the greatest measured
increase in system resource utilization. These measured increases include file
size, execution time, and memory usage. For each ofthese measured quantities,
a maximum acceptable increase is indicated below, after which Performance
begins to decrement:

» File size: +20%
¢ Execution time: +5%
*  Memory usage: +5%

- Retained Functionality will be the percentage of network test cases the
replacement CB passes.

Competitors are advised that use of a multi-step function imposes a faster-than-
linear Availability dropoff based on damage to Performance or Retained
Functionality.

Security:

This quantity will be set to 1 or 2:

- 1: At least one PoVfrom a competitor proved vulnerability in this CB during this
round

- 2:No PoVs from competitors proved vulnerability in this CB during this round

Evaluation:
This quantity will vary between 1 and 2:



- 1:No PoVs emitted by this CRS proved vulnerabilities in this CB service on

competitor systems
- 1+(x/(N-1)) PoVs emitted by this CRS for this CB service proved vulnerability in
x competitor systems, where N is the number of CRSs participating in CFE.

A CRS’s total score at the end of CFE shall be the sum ofthat CRS’s CB round scores.
Q57: What is the APIto the CGCenvironment?

A57: The following Clanguage function prototypes are provided:

void terminate(unsigned int status);

int allocate(size_t length, int prot, void **addr);

int deallocate(void *addr, size_ t length);

int fdwait(int nfds, fd set *readfds, fd_set *writefds,
struct timeval *timeout, int *readyfds);

int random(void *buf, size t count, size_t *rnd bytes);

int receive(int fd, void *buf, size t count, size t
*rx _bytes);

int transmit (int fd, const void *buf, size t count, size_t
*tx bytes);

These function prototypes are notional and may be improved due to feedback prior
to CGCkickoff.

Q56: Can foreign nationals participate in this challenge?
A56: This question is addressed in the CGCRules Section 2 and Section 6. Foreign

nationals may participate in Cyber Grand Challenge within a team which conforms
to the CGCRules.

Q55: DARPA-BAA-14-05 mentions DARPA-BAA-14-03, which describes the
architecture framework. Where is DARPA-BAA-14-03?

A55: DARPA anticipates DARPA-BAA-14-03 to be published in the near future.

Q54: Does DARPAhave a complete government team or are there opportunities
for CGCsupport in development, judging, operating, etc.?

A54: DARPA anticipates a second BAA with other opportunities within this
challenge.

Q53: Can foreign teams apply for the funding also or can teams have foreign
members?

A53: Review the eligibility section of DARPA-BAA-14-05 (3.1.4) and the Rules (2.1).



Q52: Isthis 6.1 or 6.2 money?

A52: DARPA anticipates 6.2. funds for awards under DARPA-BAA-14-05 and
DARPA-BAA-14-03.

Q51: Does fundamental versus non-fundamental affect desirability?
AS51: See DARPA-BAA-14-05 section 2.2.

Q50: Are there anyrestrictions on foreign subcontractors? Ifso, what are the
restrictions?

A50: See section 3.1.3 of DARPA-BAA-14-05.

Q49: Will the proposal evaluations favor small business, or is it a level playing
field based on merit?

A49: See section 5 of DARPA-BAA-14-05. All proposals are evaluated on the same
criteria.

Q48: Are the deliverables and payment percentages in DARPA-BAA-14-05 fixed,
or can we propose alternatives?

A48: They are notional, not fixed. You can propose alternatives.

Q47: Can you clarify the length ofthe periods of performance for the base and
option periods?

A47: Under DARPA-BAA-14-05, each period of performance is 12 months. The
schedule in DARPA-BAA-14-05 is notional. Plan for all activities to take place within
two 12 month phases.

Q46: Is it possible to combine with another group after the OQE?
A46: Yes.

Q45: Can an organization have two teams, one for Open track and one for
Proposaltrack?

A45: This is excluded in the Rules. Teams are intended to be wholly separate.

Q44: IfI submit a proposal to the Competition BAA (DARPA-BAA-14-05) and do
not get selected, can I submit to the Architecture BAA (DARPA-BAA-14-03)?



Ad4: There’s nothing to prevent you from submitting to both, but you cannot be
selected for award under both. In the event that a proposer submits an otherwise
selectable proposal to both DARPA-BAA-14-05 and DARPA-BAA-14-03, the decision
as to which proposal to consider for award is at the discretion of the Government.

Q43: Must we deliver a working spreadsheet as part ofthe proposal for DARPA-
BAA-14-05 or is that just DARPA’s preference? You said it would be “helpful”
versus “required?”

A43: Per section 4.2.1.2 of DARPA-BAA-14-05, the cost proposal should include a
spreadsheet file (xls or equivalent format) that provides formula traceability among
all components of the cost proposal. The spreadsheet file must be included as a
separate component of the full proposal package.

Q42: Can we talk to the Contracting Officer before a proposal is submitted?
A42: Reference Section 7 of DARPA-BAA-14-05, questions should be submitted to
Q41: Are there two BAA’s anticipated for this program,the Architecture BAA
(DARPA-BAA-14-03) and the Competition BAA (DARPA-BAA-14-05)?

Adl: Yes.

Q40: What is the eligibility for using an OT for prototypes (845)?

A4 Ree DARPA’e cantract manacement wehsite

rrototype awaras.
Q39: Is the electronic submittal system similar to T-FIMS?
A39: Yes.

Q38: Could the amounts of the project be larger ifan entity supplied a cost
.share beyond the $750k?

A38: Yes.

Q37: With regard to Section 4.2.1.2.3 of DARPA-BAA-14-05, where are
government rates and Defense Contract Audit Agency (DCAA) rates defined?

A37: FAR Part 42 discusses procedures for establishing forward pricing rates.
Information is also available on the Defense Contract Management Agency’s (DCMA)
Website You do not have to have DCMA approved



rates to propose and receive an award under DARPA-BAA-14-05. Section 4.2.1.2.3
requires a proposer to justify its proposed direct labor rates and provides several
examples of how that can be accomplished.

Q36: With regard to Section 4.2.1.1.1 of DARPA-BAA-14-05, where are the types
ofbusinesses described?

A36: Rucinecqc cizec are defined hv the Small Business Administration
. Adefinition of

HRU 11 ANA IVIINOritTy INSTITHTIONS CAN DE 1OUndad i wr ARD LJL.LLU'IUUO

Q35: Isthere a limit to the number ofteams awarded or total amount of grants?

A35: No grants will be awarded under DARPA-BAA-14-05, only Firm-Fixed-Price
Procurement Contracts and Other Transactions. Under DARPA-BAA-14-05, DARPA
anticipates multiple awards of $750,000 per phase ofa two-phase effort; however,
per the BAA, the number/ amount of awards will depend on the quality of the
proposals received and the availability of funds.

Q34: Will accepted proposals become public?

A34. DARPA will not publish awarded proposals under DARPA-BAA-14-05. Per
section 4.2.2 of the BAA, DARPA treats proposals as source selection information
(see FAR2.101 and 3.104) and protects them as such, using secure handling and
destruction procedures.

Q33: During CFE, how will a CRS monitor and modify traffic to a networked
host?

A33:

Mon®
During CFE, each competitor CRS will receive a read-only stream of all Competitor
CRS network traffic directed toward its network host over the CFE network.

Modify:

Competitor systems will be provided with access to a DARPA-managed network
appliance within the competition framework which will allow for traffic
modification between the CFE network and the network host defended by the CRS.
The managed appliance will use filters provided by the CRS through the Competition
Framework API. Filters need not modify traffic; depending on their formulation
they may modify traffic, alert, or take no action. Like Challenge Binaries, filters
provided by a CRS will be distributed to all competitor systems for purposes of






Method 2: Memory

To prove that a remote CB is vulnerable, a Method 2 PoV will retrieve a value
present in the memory of a competitor CB. This value must be retrieved from a
memory range specified by the Competition Framework APL, must be ofa size
specified by the Competition Framework API, and must be submitted through the
Competition Framework API. This submittal will create an effect detectable by
instrumentation operated on the competition framework.

Q28: What constitutes a Proofof Vulnerability in CQE?

A28: ACQE Proof of Vulnerability will cause a CB to crash in a manner consistent
with memory corruption flaws with security impact, e.g.,a segmentation fault or
illegal instruction fault.

Q27: What is the scoring method for OQE?







Q25: What will be publicly released Post-CQE?

A25: DARPA intends to release the following items post-OQE:

- Reference CBs (initial Corpus distributed for OQE)

- PoVs,including both reference PoVs and PoVs gathered during the CQE
- Replacement CBs from the OQE, including reference patched CBs

- PCAP of traffic used during CQE evaluation

- Reference service pollers for each CB

- Reference CB source code

- Adetailed list of scores for each CB for each finalist

- Team rankings (including Open Track and Proposal Track)

DARPA may modify this list of intended deliverables at its sole discretion.

Q24: What information about challenge binaries will be provided ahead of time
(e.g.,sample input and response; interaction protocol, API for service, etc.)?

A24: DARPA will provide an interface document detailing the methods CBs will use
to interface with their execution environment.

Q23: What will we know about challenge network configuration (e.g.,address
ranges) before the final event?

A23: The CFE network topology will be known prior to CFE. In addition,
competitors will have the opportunity to test technology interoperability during
CFE Trials.



Q22: Will the execution environment be provided to the teams?

A22: Asample environment will be provided prior to the program commencing
(proposal track awards have been finalized and open track teams have been
registered/ accepted) in the form ofa virtual machine.

Q21: Will sample inputs be provided with some ofthe challenge binaries in the
QE corpus?

A21: Yes.

Q20: Can secure replacement CBs be submitted by a CRS throughout CFE?
A20: Yes.

Q19: What is the impact of submitting a replacement CB?

Al19: The submission of secure replacements may be rate limited by the
Competition Framework API, and fielding a replacement CB may impact service
availability.

Q18: Are there networking constraints on patching? Reaching out to remote
servers? May CBs communicate with the CRS while executing on the network
host?

Al8: During CFE, (hallenge Binaries will not have the ability to initiate connections.

Q17: During CFE, for network defense, will existing tools for scanning and
defending (TCP/ UDP/NMAP, wireshark, snort, etc.) work, or must we develop
new tools? Do you expect the teams to develop program analysis tools
themselves or use off-the-shelf ones?

Al17: DARPA will not dictate what automated approaches are acceptable within a
CRS.

Q16: During CFE, what information (data sources) will our CRShave access to?
Specifically will our CRS have access to crash logs, core dumps, and full network
traffic feed?

Al6: During CFE, a CRS will have access to a read only network tap. During CFE, a
CRS will have the ability to request some CB status information through the
Competition Framework API. Data sources automatically generated by a CRS
internally will not be dictated by DARPA.






CWE-170: Improper Null Termination

CWE-190: Integer Overflow or Wraparound

CWE-191: Integer Underflow (Wrap or Wraparound)
CWE-193: Off-by-one Error

CWE-194: Unexpected Sign Extension

CWE-195: Signed to Unsigned Conversion Error

CWE-196: Unsigned to Signed Conversion Error

CWE-401: Improper Release of Memory Before Removing Last Reference
CWE-409: Improper Handling of Highly Compressed Data (Data Amplification)
CWE-415: Double Free

CWE-416: Use After Free

CWE-457: Use of Uninitialized Variable

CWE-466: Return of pointer value outside of expected range
CWE-467: Use of sizeof() on a Pointer Type

CWE-468: Incorrect Pointer Scaling

CWE-469: Use of Pointer Subtraction to Determine Size
CWE-763: Release of Invalid Pointer or Reference
CWE-786: Access of Memory Location Before Start of Buffer
CWE-787: Out-of-bounds Write

CWE-788: Access of Memory Location After End of Buffer
CWE-805: Buffer Access with Incorrect Length Value
CWE-806: Buffer Access Using Size of Source Buffer
CWE-822: Untrusted Pointer Dereference

CWE-823: Use of Out-of-range Pointer Offset

CWE-824: Access of Uninitialized Pointer

CWE-825: Expired Pointer Dereference

Q9: What constitutes a software flaw in Cyber Grand Challenge?

A9: DARPA OCGCwill not provide a formal definition of a software flaw; this question
lies outside the scope ofthe challenge. The OGCwill operate in the tradition of
existing cyber competitions: a flaw is proven when an input delivered from the
network to a flawed software program (CB) creates an effect detectable by
instrumentation operated by the competition framework. OGC Challenge Binaries
will contain memory corruption flaws representative of flaws categorized by the
MITRE CWE!, however, Competitor Systems may prove any software flaw they
discover through automated reasoning. Alist ofrepresentative CWE categories will
be released prior to the kickoff of Cyber Grand Challenge.

Q8: What platform will OGCrun on?
A8: OGC Challenge Binaries (CBs) will be incompatible with any known OS

architecture. CBs will run in an environment custom built for the competition.
Knowledge of the operating system will not be in scope for the competition; rather,

Uhttp:// cwe.mitre.org/



OGCrequires a competition system to reason about the function of compiled
binaries receiving inputs from the network. CBs will not conform to any currently
known application layer protocols. CB protocol knowledge must be generated
automatically by competition systems during OGCevents through a process of
automated reasoning about software. These constraints will ensure that all
knowledge in use by competition systems during CGCevents is generated via
automatic processes.

Q7: What CPUarchitecture will CGCrun on?

A7: For the purpose of maximizing accessibility and participation: Intel x86, 32-bit.

Q6: What compiler will be used to build the binaries?

A6: CGCwill distribute a reference compiler toolchain prior to challenge kickoft.
However, challenge binaries may be produced by any compiler including the
reference compiler.

Q5: During the final event, what happens when my Competition System fields a
new Challenge Binary?

AS5: During CFE, in order to enact defenses,a CRS may choose to replace a CB with a
newly secured version. To field a replacement CB, a CRS must submit the
replacement through an automated APl operated by the competition framework.
The competition framework will deploy the replacement binary on behalf ofthe CRS
to its networked host. Additionally, the competition framework will make a copy of
the replacement CB available to all competitor systems for the purposes of
consensus evaluation (Shannon’s Maxim). Once deployed, replacement CBs will be
required to function as self-contained replacements without custom dependencies,
[ibraries, etc.

Q4: I'm interested in advanced application defenses. Will these be part of
ace?

A4: During <. .5, systems will have the ability to deploy network defenses as well as
application defenses. To deploy application defenses, competition systems may
analyze CBs and field secure replacements. Due to the competitive nature of CGC,
DARPA expects that competitors will field many approaches of varying type,
advancement, and efficacy.

Q3: What limitations are imposed on replacement CBs during CFE?
A3: During CFE, the competition framework will monitor the availability and

correct function of each CB. Ifa CRSdeploys replacement CBs that degrade CB
function by impacting performance, correctness of CB responses, or the ability to



service network requests, a negative impact on scoring is expected. Similar
constraints will be imposed on replacement CBs during OQE scoring.

Q2: In the OGCRules, Area of Excellence 2 specifies Autonomous Patching. Does
this mean a Cyber Reasoning System (CRS) is required to isolate and remove
flaws, or may a CRSfield any secure replacement Challenge Binary (CB)?

A2: During the OGC Qualification Event (CQE) and Final Event (CFE), CBs will be
evaluated based on availability, correct function, and the mitigation of flaws, as
described in the CGCRules and this FAQ. No specific requirements are imposed on
the formulation method for secure replacement CBs.

Ql: Are you planning an Industry Day for competitors?

Al: Two Competitor Day sessions are planned, one on the East Coast,and one on
the West Coast.

- The East Coast Competitor Days are currently scheduled for December 3
and 4,2013 at the DARPA Conference Center, 675 North Randolph Street,
Arlington, VA22203. Note: the second day will be a repeat of the first day to
accommodate registered attendees. Availability is on a first-come-first-
served basis. All registrations will be for the December 3 session until
capacity is reached; at that noint. registrations will be for the December 4
session. Please visi

for more information ana to register.

- The West Coast Competitor Day is currently scheduled for December 9,
2013 at the Westin St. Francis, 335 Powell St, San Francisco. CA. Availability
is on a first-come-first-served basis. Please visi

or more mtormation and to

register.
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Turing, Rice, & Undecidable Problems:

« Is the software correct & secure?
« If not, how incorrect or insecure is it?

Q: Can we compete when the answers required
to name a victor are undecidable?
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Q: Can we compete when the answers required
to name a victor are undecidable?

A: consensuys evaluation
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Harness consensus evaluation to identify
breakthrough technology.
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An alternative software ecosystem whose
challenges and constraints mirror those imposed
on real world network defenders.
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Open Track Proposal Track
« Open to any eligible team <+ DARPA Scientific Review

- No IP restrictions on Board
entrant system - Funded $750k/phase
« Government Purpose
Rights to funded

development

See rules at for full details
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For more information:

Questions?
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