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DARPA ESTABLISHES COMPUTER EMERGENQY RESPONSE TEAM

The Defense Advanced Research Projects Agency (DARPA) announced today that
it has established a Computer Emergency Response Team (CERT) to addresss coumputer
security concerns of research users of the Internet, which includes ARPANET.

The Coordination Center for the CERT is located at the Software Engineering
Institute (SEI), Carnegie Mellon University, Pitteburgh, Pa.

In providing direct service to the Internet community, the CERT will focus on
the special needs of the research community and serve as a prototype for similar
operations in other computer communities. The National Computer Security Center
and the National Institute of Standards and Technology will have a leading role
in coordinating the creation of these emergency response activities.

The CERT is intended to respond to computer security threats such as the

recent self-replicating computer program {"computer virus™) that invaded many
defense and research computers.

The CERT will assist the research network communities in responding to
emergency situations. It will have the capability to rapidly establish communica-
tions with experts working to sclve the problems, with the affected computer
userg and with government authorities as appropriate. Specific reaponses will
be taken in accordance with DARPA policles.

It will also serve as & focal point for the research community for
identification and repair of security vulnerabilities, informal assessment of
existing systems in the research community, ifmprovement to emergency response
capability, and user security awareness. An important element of this function
is the development of a network of key points of contact, including technical
experts, site managers, governuent action officers, iudustry contacts, executive-
level decision-makers and investigative agenciea, where appropriate.

Because of the many network, computer, and systems architectures and their
associated vulnerabilities, no single organization can be expected to maintain
an in-house expertise to respond on its own to computer security threats,
particularly those that arise {n the research community. As with biological
viruses, the solutions must come from an organized community response of experts.
The role of the CERT Coordination Center at the SEI 18 to provide the supporting

mechanisms and to coordinate the activities of experts in DARPA and assoclated
communities.
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The SEI has close ties to the Department of Defense, to defense and commercial
industry, and to the research community. These ties place the S5EI in a unique
position to provide coordination support to the software experts in research
laboratories and in industry who will be responding in emergencies and to the
communities of potentially affected users.

The SEI is a federally-funded research and development center, operating under
DARPA sponsorship with the Alr Force Systems Command (Electronic Systems Division)
serving as executive agent. Its goal i{s to accelerate the transition of software
technology to defense syatems. Compater security is primarily a esoftware problem,
and the presence of CERT at the SEI will enhance the technology transfer mission
of the SEI in security-related areas. ’
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Qe AND As: CERT (cont'd)

Q: 1Is the CERT fully operational now?

A: We are in the very early stages of gsthering people for the CERT. We are
first concentrating on collecting tachnical experts. A staff {3 in place at
SEI, but details are oetill being worked out.

Q: Will there just be one CERT?

A: The intent is that each major computer community may decide to establish {ts
own CERT. Each CERT will therefore serve only a particular community and have a
pacticular technical expertise. (The DARPA/SEI CERT will serve, for example, the
research community and have expertine in Berkeley-derived UNIX systems and other
systems as appropriate.) The Natiounal Computer Security Center and the National

Institute of Standards and Technology will support the establishment of the CERTs
and coordinate smong them.

Q: What are the special needs of the research community that their CERT will serve?
A: The special challenge of the research comnunity is improving the level of
computer security without {nhibiting the innovation of computer technology. In
addition, as is often DARPA's role, their CERT will serve as a prototype to

explore the CERT concept so that other groups can learn and establish their own.

Q: Does the CERT Coordination Center have a press point of contact?

A: YNo. Their function is to serve as a nerve center for the user community.
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