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FOREWORD

This DoD regulation sets forth procedures governing the activities of DoD intelligence
components that affect United States persons It implements DoD Directive 5240 1, and
replaces the November 30, 1979 version of DoD Regulation 5240 1-R It 15 apphcable
to all DeD intelligence components

Executive Order 12333, “United States Intelligence Activittes,” stipulates that certain
activities of intelligence components that affect US persons be governed by procedures
1ssued by the agency head and approved by the Attommey General Specifically, proce-
dures | through 10, as well as appendix A, heremn, require approval by the Attorney
General Procedures 11 through 15, while not requmnng approval by the Attorney
General, contain further guidance to DoD Components in implementing Executive
Order 12333 as well as Executive Order 12334, “President’s Intelligence Oversight
Board "

Accordingly, by this memorandum, these procedures are approved for use within the
Department of Defense Heads of DoD components shall 1ssue such implementing
instructions as may be necessary for the conduct of authonized functions in a manner
consistent with the procedures set forth heremn

This regulation 1s effective mmediately

(Signed) 10/4/82 Signed 12/7/82
William French Smuth Caspar W Wemberger
Attorney General of the Secretary of Defense

Unnted States
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History

Summary Ths regulanon, which seis forth
polictes and procedures goverming the con-
duct of intelligence activities by Depariment
of the Armv mtelligence components has
been revised This revision impiements DoD
Duective 5240 1 and DoD 5240 |-R whuch
implement Execcutrve Order 12333, United
States Intelligence Acttvinies 1t mcludes all
of Dol 5240 1-R, “Procedures Governing
the Activities of DoD Inteligence Compo-
nents that AfTect United States Persons,”

dated December 1982, and added imptement-
ing supplementing instructions where re-
quited These addutons are set in boldface
fype
Apphcability
| Ths regulation applies to the followng

a All Amny mtelligence components, as
that term 15 defined m appendix A, paragraph
8

b Other miluary personnet and crvibah
employees of the Department of the Army
when they engage n intefhgence acnviues as
that term 15 defined m appendix A, para-
graphs 8 and 13

¢ Members of the Army National Guard
and US Army Reserve when they are perfor-
ming Federal duties or engaging in activilies
directly related to a Federal duty or mission
2 Army intelligence components are ex-
plicitly excluded from the provisions of AR
38013
3 Ths regulation 15 not apphicable to activi-
ties coverad under Presidential Directive/Na-
tional Secunty Council—9

Proponent and exception authonty
Not applicable

Impact on the New Manning System

This regulation does not contain nformation
that affects the New Manning System

Army management control process.
Not applicable

Supplementation Supplementation of ths
regulation 1s prohbited untess prior approval
15 obtained from HQDA (DAMI-CIC),
WASH DC 20310

Interim changes Intenm changes 1o this
regulation are not official unless they are au-
thenticated by The Adyutant General Users
will destroy mtenm changes on their expa
uon dates unless sooner superseded or re-
scinded

Suggested Improvements. The propo-
nent agency of this regulation 15 the Office of
the Assistant Chiel of Staff for lnlelhgence
Users are invited to send comments and sug-
gested mmprovements on DA Form 2028
(Recommended Changes to Publications and
Blank Forms) ditectly to HQDA
(DAMI-CIC), WASH DC 203i0

Distributton Distribution To be distnbuted
in accordance with DA Form 12-9A require-
ments for AR, Military intelhigence Active
Ammy, B, ARNG and USAR, C
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Part 1
PROCEDURE 1. GENERAL PROVISIONS

A. APPLICABILITY AND SCOPE

} These procedures apply only to “DoD smtelhgence compo-
nents,” and other DA components performing “inteiligence activi-
hes,” as defined i Appendix A Procedures 2 through 4 provide the
sole authority by which such components may collecl, retan and
disserminate wnformation concerning United States persons Proce-
dures 5 through 10 set forth apphicable guidance with respect to the
use of certain collection techniques to obtain information for fore:gn
intelligence and countenntelhgence purposes Authonity to employ
such techniques shall be limited to that necessary to perform func-
tions assigned the DoD intelligence component concerned Informa-
tion may be gathered by intelligence compouents using techmques
described 1n procedures 5 through 10 for other then forergn mtelli-
gence or countenntelligence (CI) purposes However, such collec-
tion must comply with the following be based on a proper function
assigned to the mtelligence component, employ the least intrusive
lawful imvestipative techmiques reasonable availablc, and comply
with the approprate provisions of this regulation Procedures 11
through 15 govemn olher aspects of DoD intelhgence activities, -
cluding the oversight of such activities

2 The function of DoD mtelligence components not specifically
addressed herewmn shall be camed out in accordance with applicable
policy and procedure

J These procedures do not apply 10 law enforcement activities,
including civil disturbance activities, that may be undertaken by
DaoD intelligence components Involvement by an Army intelligence
component in civil disturbance activities 1 govemed by the Depan-
ment of the Amy (DA) Civil Disturbance Plan (Garder Plot) dated
3 August 1978 When an nvestigation or mquiry undertaken pur-
suant 1o these procedures establishes reasonable belief that a cime
has been commitied, the DoD intelligence component concemned
shall refer the matter tot the appropnate law enforcement agency in
accordance wilth procedures 12 and i3, or, if the DoD mtelligence
component 15 otherwise authonzed to conduct law enforcement ac-
tivies, shall continue such nvestigation under appropnate law en-
forcement procedures 1f evidence surfaces during the course of an
mvestiganon by an Army mtelligence component that provides rea-
sonable behel that a cnme has been commtied and which under AR
195-2 also may be under the nvesnoative junsdicvon of the US
Army Comunal Invesugation Command (USACIDC), details of the
investigation will be provided 1w the USACIDC under AR 381-20

4 DoD mtelligence components shall not request any person or
entily to undertake any actvity forbidden by Executive Order
12333, reference {a), or this regulation

B PURPOQOSE

The purpose of these procedures 1s to enable DoD intelhigence
components 1o carry out effechively Lheir authonzed functions while
ensuring therr activities that affect United States person are camed
oul in a manner that protects the consutuhional rights and privacy of
such persons Thus regulation 1s sntended to complement other nitel-
ligence regulatory policy, 1t does not establish independent authonty
for mielhgence activities Therefore, activities and nvestigavions
descnbed elsewhere, such as AR 38i-12, AR 381-20, and Direcior
of Central Intelligence Directives, must be conducted n accordance
with these procedures For example. m determining whether an
mielligence component may conducted an investigation that in-
volves a US person, the component should first determtne whether 1t
has the mission and authopty to conduct the type of invesngation
involved That determunation 1s made utihzing applicable regula-
tions, Director of Central Intelhigence Durectives, Defense Intelli-
gence Agency guidance, and so forth Once that determination 15
made, and the component can estabhish its authonty 10 conduct the
inveshgation tnvolved, this regulation, particularly Procedure 2,
should be used 1o determine whether particular items of information
about US persans may be collected dunng the conduct of the other-
wise authonzed mvestigation Intelligence components should be

aware that number of concepts and terms commonly used within the
intelhgence commumity have umique definitions mm this regulation
For example, activities commonly considered part of a “Cl investi-
gation™ (AR 38120, appendix) may be considered “personne! secu-
nty” matlers under ths regulation {See app A, secs 19 and 20)

C. INTERPRETATION

! These procedures shall be interpreted in accordance with their
stated purpose

2 All defined terros appear in appendix A Additional terms, not
otherwise defined, are explained m the text of each procedure, as
appropnate

3 All question of interpretanon shall be referred to the legal
office responsible for advising the DoD telhigence component con-
cemed Intelligence component commanders will seek legal adwice
from their supporting judge advocates When queshions cannot be
resolved locally, they will be forwarded through command channels
to HQDA (DAMI-CIC), WASH DC 20310, for coordination with
the Office of The Judge Advocate General Questions that cannot be
resolved 1n this manual shall be referred to the General Counsel of
the Military Department concemned, or, as appropnate, the General
Counsel of the Department of Defense for resoluton

D EXCEPTIONS TO POLICY

Requests for exception to the policies and procedures established
herein shall be made m wnting to the Deputy Under Secretary of
Defense (Policy), who shall obiain the written approval of the Sec-
retary of Defense and, 1f required, the Attorney General for any
such exceptions Request for exceptions to policy will be forwarded
through command channels 10 HQDA (DAMI-CIC), WASH DC
20310

E AMENDMENT

Request for amendment of these procedures shall be made to the
Deputy under the Secretary of Pefense (Policy), who shall obtan
the wntten approval of the Secretary of Defense, and. if required,
the Attomey General, for any such amendment

F REQUESTS FOR APPROVAL

Requests to conduct any activity authonzed by this regulanon that
requires HQDA or higher level approval (such as the Secretary of
the Army or the US Attorney General) will be submutted through
command channels 1o HQDA (DAMI-CIC), WASH DC 20310
Complete just:ficanon must accompany each request

G GENERAL PROHIBITIONS

DA components will not conduct or provide support for the conduct
ol special activities, unless such actions have been approved by the
President and directed by the Secretary of Defense Excepttons will
be wn ume of war declared by the Congress or during a penod
covered by a report from the President and directed by the Secretary
of Defensc Under no circumstances will a DA employee engage n,
or conspire to engage In, assassination

Part 2
PROCEDURES 2. COLLECTION OF INFORMATION
ABOUT UNITED STATES PERSONS

A APPLICABILITY AND SCOPE

This procedures specifies the kinds of nformation about United
States persons that may be collected by DoD intelligence compo-
nents and sets forth general cntena goverming the means used to
collect such information Additional limitations are imposed tn Pro-
cedures 5 through 10 on the use of specific collection techniques
Nothing wn thes procedure will be interpreted as authonzing the
collection of any information relating to a US person solely because
of lawful advocacy of measures opposed to Government policy

B EXPLANATION OF UNDEFINED TERMS
! Collection Information shall be considered as “collected” only
when 1t has been received for use by an employee of a DoD
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mtelligence component in the course of his official duties For
snformation to be “received for use” and therefore “collected” by an
Army intelligence component, an employee must take some affirma-
tive achion that demonstrates an intent to use or retain the mforma-
sion received {such as production of a report, filmg of an
nvesligative summary, of clectronic storage of received data ) Es-
tablishment of “unofficial files” and the hke may not be used to
avord the appheation of this procedure Thus, wformation volun-
teered to a DoD mlelligence component by a cooperating source
would be “collected” under Ls procedures when an employee of
such component officially accepts, i some manner, such nforma-
von for use within that component Data acquired by electronic
means 1s * collected” only when 1t has been processed into mtelbg-
ble form Information held, or forwarded to a supervisory authonty,
solely for the purpose of making a determination about the collec-
tability of that intormation under this procedure (and not otherwise
disseminated withan the component) 15 not “collected ™

2 Cooperating sources means person or erganizations that know-
ingly and voluntanly provide information to DoD inteliigence com-
ponents, of access to information, at the request of such components
of on therr own imuative Cooferating sources must be either 1n-
formed or otherwise have knowledge Ihat they are dealing with a
DoD ntelligence component These wclude government agenctes,
iaw enforcement authonties, credit agencies, academic msututions,
employers, and foreign governments

3 Domestic activities refers to activities that take place watlun
the United States that do not invelve a significant connecnion with a
foreign power, orgamzation, Or person

4 Overt means refers to methods of collecion whereby the
source of the information being collected 15 advised, or 15 otherwise
aware, that he 15 providing such mformation to the Department of
Defense or a component thereof

C TYPES OF INFORMATION THAT MAY BE COLLECTED
ABOQUT UNITED STATES PERSONS

Information that identifies a Unried States person may be collecled
by a DoD intelhgence component only 1f it 1s necessary to the
conduct of a function assigned the collecting component, and only 1f
it falls within one of the following categories Note Terms used in
this part are defined 1n appendix A and may differ substanually
from traditional Ammy usage

! Informanon obtained with conseni In may be collected aboul
a Umted States person who consents to such collection

2 Publicly available mformanon Information may be collected
about a United States person if 1t 1s publicly available

3 Foreign wuelligence Subject to the special himitations con-
tained n sectton E, below, information may be collected about 2
United States person (f the in conshtutes foreign mtelligence, pro-
vided the imtennonal collection of foreign ntelhigence about United
States persons shall be hmited to persons who are

{a) Individuals reasonably believed to be officers or employees,
or otherwise acung for or on behalf, of a foreign power

(b} An orgamzation reasonably believed to be owned or con
trolled, directly or indiwrectly, by a foreign power,

{c) Persons or organizations reascnably behieved 10 be engaged or
about 1o engage, i tnternational lerronst or imemational narcotics
activities (See AR 190-52),

(d) Persons who are reasonably bebeved to be prisoners of war,
missing i action, or an the largets, the hostages, or vichms of
internatienal 1errorist orgamizations, or

(e) Corporations or other commercial organizations beheved to
have some relationship with foreign powers, orgamzauons or
persons

4 Counterintelligence Informatton may be collected about a
Umted States person 1f the information consututes countennlel-
hgence, provided the intemmational collection of countennteliigence
abowt Unued States persons must be lrmited to

{a) Person who are reasonably beheved to be engaged m, or
about to engage in, mntelbgence activines on behalf of a foreign

power, of international termonst achivities (See AR 190-32, AR
381-12, and AR 381-20)

(b} Persons in contact with persons descnbed 1 paragraph C4 a,
above, for the purpose of identifymg such persons and assessing
ther relationship with persons descnibed in paragraph C4 a, above

5 Potential sources of assistant 1o mielligence activines Infor-
mation may be collected about United States person reasonably
belteved to be potenttal sources of intelhgence, or potential sources
of assistant to intelligence activities, for the purpose of assessing
thetr switabihity and credibility This category does not include in-
vestigations undertaken for personnel secunty purposes (See sub-
section 8)

6 Proteciion of wmitelhgence sources and metheds Informauon
may be collected about a United States person who has access to,
had access to, or 15 otherwise n possession of, mformation which
reveals foretgn intelbgence and countenntelhgence sources or meth-
ods, when collection 15 reasonably believed necessary to prolect
aganst the unauthonzed disclosure of such information, provided
that within the Untted States, mtentional collection of such informa-
uon shall be lumted to persons who are

{a) Present and former DoD emplovees,

(b) Present or former employees of a present or former DoD
coniractor, and

{c) Applicants for employment at DoD or at a contractor of DoD

7 Physical securtty Information may be collected about the
United States persen who 1s reasonably believed to threaten the
physical secunty of DoD employees, installanons, operations or
official visitors Information may also be collected m the course of a
lawful physical secunty mvestigation {See AR 381-12, AR 381-20,
AR 190-1, and AR 190-52)

8 Personnel security Information may be collected on a United
States person that anses out of a lawful personnel secunry mvesnga-
uon This mcludes mformation concerming relatives and associates
of the subject of the investigation, 1f required by the scope of the
invesuganon and the miormation has a bearing on the matter being
mvestigated or the secunty determination being made (See AR
6045, AR 381-12, AR 381-20, and AR 190-52}

9 Communicanons security Information may be collected aboul
a United States person that anses out of a lawful communications
security investiganon (See AR 380-33)

10 Narconcs Information may be collected about a United
States person who ts Teasonably believed 10 be engaged m mtema-
tional narcotics activities

Il Threats to safery Information may be collected aboul a
Unied States person when the information 15 needed to protect the
safety of any person or orgamizanon, mcluding those who are tar-
gets, victims or hostages of intemational terronst organizanions (See
AR 190-52)

12 Overhead reconnaissance Information may be collected for
overhead reconnaissance not direcled at specific United States
persons

13 Admmsiraave purposes Information may be collected about
a United States person that 1S necessary for administrative purposes

D. GENERAL CRITERIA GOVERNING THE MEANS USED
TO COLLECT INFORMATION ABOUT UNITED STATES
PERSONS

1 Means of collection DoD intelligence components are author-
1zed to collect information about United States persons by any
lawful means, provided that all such collection activities shall be
camed out tn accordance with E O 1233, (reference (a)), and this
Regulation, as appropnate

2 Leas: imtrusive means The collection of information about
Untted States persons shall be accomplished by the least imtrusive
means In general, this means—

(a) To the extent feasible, such mformation shall be collected
from publicly available mformation or with the consent of the per-
son concerned,

{b) If collection from these sources 1s not feasible or suffictent,
such information may be collected from cooperating sources,

2 AR 381-10 » 1 July 1984



(c) If collection from coopetating sources 18 not feasible or suffi-
cient, such informatton may be collected, as appropnate, using other
fawful nvestigative lechmques that do not require a Judicial warrant
or the approval of the Atomey General, then

(d) 1f collectron through use of these techniques is not feasible or
sufficient, approval for use of mvestigauve techmques that do re-
quire a judicial warrant or the approval of the Attorney Generai may
be sought

3 Requesis to engage m colleciion techmques which require
HQDA or higher level approval will be submutted through command
channels to HQDA (DAMI-CIC), WASH DC 20310 Full jushifica-
tion as requred n the relevant procedures will be mcluded

E. SPECIAL LIMITATION ON THE COLLECTION OF
FEDERAL INTELLIGENCE WITHIN THE UNITED STATES
Within the United States, foreign ntelligence concerning Umited
States persons may be collected only by overt mean unless all the
following conditions are met

! The foreign intelhgence sought 1s sigmficant and collection 15
not undertaken for the purpose of acquinng information concerning
the domestic activities of any Umted States person,

2 Such foreign intelligence cannol be reasonable obtamed by
overl means,

3 The collectton of such foretgn itelligence has been coordi-
nated with the Federal Bureau of Invesugation (FBI). and

4 The use of other than overl means has been approved m
writing by the head of the DoD ntelligence components concemed,
or his single designee, as being consistent with Lhese procedures
The Assistant Chuef of Siaff for Inteiligence, HGDA, and the Com-
manding General, US Army Inteligence and Secunty Command
(INSCOM), are the heads of the Ammy intelhgence components for
this purpose Information coples of approval by the Commanding
General, INSCOM, will be provided to HQDA(DAMI-CIC),
WASH DC 20310, they will reflect appropnate coordination with
the supporiing judge advocate A copy of any approval made pur-
suani to this sechion shall be provided the Deputy Under Secretary
of Defense {Policy) All submussions to the Depury Under Secretary
of Defense (Policy) will be forwarded to HQDA(DAMI-CIC),
WASH DC 20310

Part 3
PROCEDURES 3. RETENTION OF INFORMATION
ABOUT UNITED STATES PERSONS

A APPLICABILITY

This procedures governs the kinds of informaton about United
States person tha! may knowingly be retamned by a DoD intelhgence
component without the consent of the person whom the information
concerns 1t does not apply when the information 1n question 1s
retained solely for admmstrative purpose or 15 required by law Lo be
mamtained

B EXPLANATION OF UNDEFINED TERMS

The terms “retention,” as used 1n this procedure, refers only to the
mamtenance of information about Umited States persons which can
be retrieved by reference to the person’s name or other identifying
data

C CRITERIA FOR RETENTION

) Retennion of wnformanon collected under Procedure 2 Infor-
mation about United States persons may be retained 1f 1t was collec-
ted pursuanl 10 Procedure 2

2 Retention of wformation acquired wcidentally Informaton
about United States persons collected incidentaliy to authorize coi-
lection may be retamed 1f

(a) Such nformation could have been coliected intentionally
under Procedure 2,

{b) Such information 1s necessary (o understand or access foreign
mtelligence or countenntelligence,

{c) The mformation ts foreign intelligence or countenntelligence

collected from electronte surveillance conducted in comphance with
thuis Regulauon, or

(d) Such nformation 1s tncidental to authonzed collecton and
may mdicate mvolvement wm activities that may violate federal,
state, local, or foreign law

3 Retenton of informanon relaung 1o funcnions of other DoD
Components or non-Dod Agenctes Informanon about Umed Stares
persons that pertans solely to the funcuions of other DoD Compo-
nents or agencies ouiside the Department of Defense shall be re-
tained only as necessary to transmit o1 deliver scheduled
information to the appropnate recipients

4 Temporary retention lnformation about Umiled States persons
may be retained temporanily, for a period not to exceed 90 days,
solely for the purpose of determuning whether that information may
be permanently retaned under these procedures

5 Reteniton of other nformanon Information about Umited
States persons other than that covered by subsection C 1 through 4,
above, shall be retamed only for purposes of reporting such collec-
tion for oversight purposes and for any subsequent proceedings thal
may be necessary

D AGCESS AND RETENTION

1 Controls on access to retained nformation  Access within a
DoD intelligence component to information abowt United States
persons retamned pursuant to this procedure shall be limiied 1o those
with a need 10 know

2 Duration of retention Dispositton of information about United
States persons retained n the files of DoD mitelligence components
will comply with the disposition schedules approved by the Ar-
chmvist of the United States for the files or records i which the
informatton 1s retaned Information about US persons retamed :n
the files of DA intelligence components will be reviewed This
review will insure the following that its continued relention serves
the purpose for which 1t was collected and siored, and that it 13
necessary to the conduct of authonized functions of DA intelligence
components or other Government agencies This review will be
conducted m conjunction with the annual review of files under AR
340-2 or AR 340-18-1, as appropnate Review of files 1 the
Intelligence Records Repository (IRR) will be under AR 381-45
and AR 340-18-5 Fmal disposiion of such mformation will com-
ply with disposition schedules approved by the Archivist of the
United States for the files or records 1 which the mmformation 15
stored (An example 15 the AR 340-18 senes)

3 Informancn acquired prior to effective date Informanon ac-
quued prior to the effective date of this procedure may be retained
by DoD intelligence components without being screened for compli-
ance with lhis procedure or Executive Order 12333 (reference (a)),
s0 long as retention was in comphance with appheable law and
previous execulive orders

E CONTROL OF ELECTRONIC SURVEILLANCE
INFORMATION

! Review All electromc surveillance information acquired
through Army intelltgence operations or received from cooperating
(haison) sources will be review expeditiously after receipt This
review will assure that the contents are relevant to the purpose of
the elecrronic surveillance coverage All irrelevant or unnecessary
mformation will be destroyed Information about US persons may
be cotlected, retamed, or disseminated only 1f authonzed under
procedures 2, 3, or 4

2 Access conirals Access 1o electronie surveillance information
will be controlled by the commander of the element that 15 the
custodian of the information Procedures will be established to as-
sure that access 1o electronic surveillance information 15 ltmited to
those with a need-to—know

3 Annotation Each message, document, reporn, or file of any
type that contains electromie surveiltance mnformatron which iden-
tufies any person or organization by name will be clearly and con-
spicuously marked with the following annotation “Conlents mclude
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electronic survetllance nformation Handle in accordance with AR
381-10"

F. INDEXING ELECTRONIC SURVEILLANCE
iINFORMATION

! General In order 1o be responsive to motions for discovery
under secuon 3504 nile 18, Umted States Code (18 USC 35041,
indices will be maintamed of all electronse surveillance information
which 15 used, retained, or dissemmated by Army ttelligence com-
ponents and which contain references to an identifiable US or non-
—US person A person ts identifiable if sufficient mformauon 1s
available 10 the componen! to determine the last name of the person
and to distingwish that person from others who may have the same
name A person generally will be considered disingmshable that
person from others with the same name when the mformation re-
quired by one or more of subsections 3b— and g 15 known Elec-
tromc surveillance formation that 15 destroyed without being used,
retained, or disseminated need not be indexed

2 Indeuing office Headquarters, INSCOM, will maintain an in-
dex of all electronic survetliince information obtained by Armmy
intelhgence elements worldwide, under provistons of this regulation

3 Comtent The indices wilt contain the following mformaticn 1o
the exlent known

{a) Name and sex of each identifiable person whose communica-
ttons werte wntercepted

(b) Language in which the conversation occurred

{c) Telephone numbers, radio frequencies, or radio telephone call
signs tnvolved n the interception

(d) Address of the premises at which the surveillance was
conducted

(e) Tule or number of investigative file

{f) Element mamtnmng Lhe case file

(g) Date or dates of the mterception

4 Retrieval Information mamtained 1n the mdices must be re-
tnevable by the following

(a) Name of the subject of the case

(b} Name of each idenufiable person overheard, provided that
person’s conversation was used, retained, or disseminated Retneval
through additional cniteria may be imposed on a case—by-case basis
by the approving authonty

5 Noufying the mndexer FPromptly after screeming of electronic
survelllance information (secretary F | ) an clectncal message con-
waimng the information requited by section F 3 will be sent to HQ
INSCOM. Fort Mcade, MD/1ACSF-IRC//, subject Electronic Sur-
velllance Indexing Material

6 Procedure for forwarding backup material Copies of all -
dexed electromic surveillance information mast be sent 10 HQ IN-
SCOM to serve as backup for the index When this information 1s
contained In an iavestigattve file, it will be sent after the file 1s
closed or the investigation 1s completed Information net part of an
ivestigative file will be sent as soon as practicable Backup mate-
nal sent to the indexing office will include the following

{a) Be clearly marked as elecironic surveillance information

o) Refer 10 the message or messages that transmitied the mdex-
ing mformation

(c) Contam all the electronic surveilllance information that was
used retained ot disseminated

(d) Contain a record of all dissemmation’s of the information
outside the DoD)

{e) Camry a certification by the forwarding office )to include
name, grade and title) that the contents need the retention coena of
this regulation If the contents include US person information

7 Index security controls Indexing offices will devise proce-
dures to safeguard and conirol access to the mdices and backup
matenal

Part 4
PROCEDURE 4. DISSEMINATION OF INFORMATION
ABOUT UNITED STATES PERSONS

A APPLICABILITY AND SCOPE

This procedures govems the kinds of information about Unned
States persons that may be dissemunated, without their consent,
outstde the DoD intelhigence component that collected and retamed
the informanoen 1t does not apply to information collected solely for
admimistraive purposes, or dissemunated pursuant to law, or pur-
suamt to a court order that otherwise imposes controls upon such
dissemination

B CRITERIA FOR DISSEMINATION

Excepl as provided m section C, below, information about Umied
States persons that identifies those persons may be disseminated
without the consent of those persons only under the following
conditions

! The informahoen was collected or retamned or both under Proce-
dures 2 and 3,

2 The reciment 1 reasonably believed 10 have a need to receive
such mformation for the performance of a lawful govemmental
funcuon, and 15 one of the following

(a) An employee of the Department of Defense, or an employee
of a contracior of the Department of Defense, and has a need for
such information m the course of lus or her official duties,

(b) A law enforcement entity of federal, siate, or local govem-
ment, and the information may indicate mvolvement in achivilies
which may violate laws which the reciptent 15 responsible to
enforee,

() An agency witlun the intelhigence communty, provided that
within the intelligence community, mmformation other than informa-
tion denved from signals intelligence, may be disserminated to each
appropriate agency for the purpose of aflowimng the recipient agency
to determune whether the mformation 1s relevant to 1ts responsibily-
ties without such a determination being required of the disserminat-
ing DoD intelligence component,

(d) An agency of the federal govemment authonzed to receive
such nformation n their performance of a lawful governmental
function, or

{e) A foreypm government, and dissermunation 15 undertaken pur-
suant lo an agreement or other understanding with such government

C OTHER DISSEMINATION

Any dissemmanion that does not conform 1o the condions set forih
i section B, above, must be approved by the legal office responsi-
ble for advising the DoD Component concerned after consultation
with the Department of Justice and General Counsel of the Depari-
ment of Department Such approval shall be based on a determina-
tion that the proposed dissemination comphes whit apphicable laws,
executive orders, and regulations Requests will be forwarded
through command channels to HQDA (DAMI-CIC), WASH DC
20310

Part 5
PROCEDURE 5 ELECTRONIC SURVEILLANCE

Part 1
ELECTRONIC SURVEILLANCE IN THE UNITED
STATES FOR INTELLIGENCE PURPOSES

A APPLICABILITY

This part of Procedure 5 implements the Foreign Intelligence Sur-
verllance Act of 1978 (50 USC 1801, et seq, reference b) and
applies to electromic surveillance, as defined in the Act, conducted
by DoD mntelligence components within the United States to collect
“foreign mtelligence information,” as defined i that Act This part
apphes to all nonconsensual electronic survetllance conducted
within the United States, whether directed against a US or non-US
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person Policy and procedures goverming all consensual electrontc
survellance are found at secnon C of tus part

B. GENERAL RULES

! Elecrome survelllance pursuant to the Foreign Intelhgence
Surveillance Act A DoD intelligence component may conduct elec-
tronic surveillance within the Umted States for foreign wntelligence
and countenintelhgence purposes only pursuant 1o an order 1ssued by
a Judge of the court appointed pursuant to the Foreign Intelligence
Surveillance Act of 1978 (reference (b)), or pursuant to a certifica-
tion of the Attomey General 1ssued under the authomty of section
102(a) of the Act

2 Authonty to request electronic surveillance Authonty to ap-
prove the submission of applications or vequests for electrome sur-
vellance under the Foreign Intelhgence Survediance Act of 1978
{reference (b)) shall be limited to the Secretary of Defense, the
Deputy Secretary of Defense, the Secretary or Under Secretary of a
Miltary Department, and the Director of the Nattonal Security
Agency Applications for court orders will be made through the
Atiomney General after pnor clearance by the General Counsel,
DoD Requests for Artomey General certification shall be made
only afier pnor clearance by the General Counsel, DoD

(a) Requests by Army ntelhgence components for awthonty to
conduct electronic surveillance pursuant to this part will be submut-
ted through command channels to HQDA (DAMI-CIC), WASH DC
20310 Requests will include the mformation required by section C
of part 2 of procedure 5, they will be submitted as soon in the
planming stape as possible

(b) Pohcy goverming control and indexing of electronic surveil-
lance information 15 contained n sections E and F, procedure 3

J Electronic surveillance i emergency situations

(2) A DoD intelhgence component may conduct electronic sui-
vetllance within the Uniled States in emergency situations under an
approval from the Attormey General in accordance with section
105i¢) of reference {b)

{b) Thz head of any DoD intelligence component may request
that the DoD General Counsel seek such authonty directly ftom the
Attorney General 1n an emergency, 1f it 15 not feastble to submn
such request through an offical designated in subsecuon B2 .
above, provided 1he appropnate official concemned shall be advised
of such requests as soon as possible thereafter

{c}) Requests by Army intelhgence componenls for emergency
authonty to conduct electromc surveillance pursuant to this part will
be subimitted through command channels to HQDA (DAMI-CIC)
WASH DC 20310

C CONSENSUAL ELECTRONIC SURVEILLANCE

! Apphcabifiy This section governs consensual electronic sur-
velllance conducted by Army intelligence componenis, under the
following whether directed against US or non-US persons, and
whether occurming within or outside the United Siates

2 Explananon of undefined rerms Consensual electronic surveil-
lance occurs when electronic surveillance 1s conducted after consent
for the interception 15 grven by one or more, but fewer than all, of
the parties to the communication

J Case approval authorin

(a3} Consensual electrome surverllance conducted within the
United States or directed aganst US persons will be approved in
advance by the Secretary or Under Secretary of the Ammy, or the
Ammy General Counsel Requesis for approval will be forwarded
through command channels HQDA (DAMI-CIC), WASH DC
20310, they will contain the information required 10 secuion C4d b

(b) Consensual electronic surverllance directed aganst non-US
persons aboard may be approved by those officials identified n
procedure 3, part 2, section F 1| This authonty may be delegated, n
writing, to field supervisors

4 Case approval standards

(a) Consensual electronic survetllance may be conducted for any
lawful function assigned the Ammy mtelligence component

(b) Requests for consensual electromc surveillance conducted

withan the United States or directed against a US person abroad will
provide the following

1) Descnption of the facls and circumstances requinng the in
lended interception, the means by which 1t would be conducted, the
place at which it would be conducted, and its expected duraton

{2) Names of all persons whose conversanions are expected to be
mtercepted, and their rotes 1n the tncident being investigated Except
In extraordinary situations, wntten consent forms will be execuled
by all individuals consenting to the electromic surveillance In ex-
traordinary situations, the request for surveillance will contain an
explanation of why wntten consent could not be obtained

{3) Statemernt that in the judgment of the person making the
request, the intercepnion 1s warranted in the interest of a lawlul
function assigned the Army intelhigence component The funchion
will be identfied

(c) All electronic surveiliance mformation used, retamed, or dis-
seminated, that pertains 10 an idennfiable US or non~US person,
must be controlled and indexed pursuant to procedure 3, sections E
and F

5 Congensual electromc surverllance in emergency ssuauons
Notwithstanding section C3a, an Army mtelligence component
may conduct consensual electronic survetllance within the Umted
States or directed against 2 US person outside the United States n
emergency situations, under the following limitanons

{(a} A general conrt-marial convemng authonty may authonze
consensual elecronic surveillance He may do so only when secus-
mg the prior approval of person described in section C3a 15 not
practical because of the reasons hsted below

1) Time required would cause faillure or delay 10 obtaiming valu-
able mntellsgence information, or

{2) A person's life or physical safety 1s reasonably believed to be
in immediate danger, or

(3) Physical secunty of a defense instzllation or Governmenl
property 1s reasonable believed to be n immediale danger

(b) Such officials will nottfy HQDA (DAMI-CIC), WASH DC
20310, withun 24 hours of any such surveifiance, the reason for
authonzing such surveillance on an emergency basis, and the ex-
pected resulls

(¢) Concensual electronic surverllance authonzed pursuant to this
secnon may nol continue longer than the time requited for a deci-
sion by the persons designated i secuon C3a

Part 2
ELECTRONIC SURVEILLANCE OUTSIDZ THE
UNITED STATES FOR INTELLIGENCE PURPOSES

A APPLICABILITY

This part of Procedure 5 applies to electromic surveillance, as de-
fined in Appendix A, for foreign intelligence and counterintelhgence
purposes directed against United States person who are outside the
United States, and who, under the circumstances, have a reasonable
expectanon of pnvacy (Electronic surveillance directed agamst a
US person abroad also may be performed pursuant to this part of
procedure 5 for any other Jawful function assigned an Army intelli-
gence component ) 1115 intended to be appiied 1n conjuncuon with
the regulation of electronic surveillance “within the United States”
under Part | and the regulation of “signals intelligence activities”
under Part 3, so that the ntentronal ntercepiton for foreign wtells-
gence and countenntelhigence purposes of all wire or radio commu-
nications of persons within the Umled States and agamnst Unied
States persons abroad where such persons enjoy 2 reasonable expec-
tatton of privacy 1s covered by one of the three parts In additton,
this part govemns the use of electronic, mechanical, or other surveil-
lance devices for foreign intelligence and countennteliigence pur-
poses agamnst a United States person abroad m circumstances where
such person has a reasonable expectation of privacy This part does
not apply to the electronic surveillance of communications of other
than United States person abroad or to the interception of the com-
mumecations of United States persons abroad that do not constibite
electronsc survesllance (Policy poverning electronic surveitlance of
nor-US persons conducted outside the United States 15 contaned 1n
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sections F and G, below Policy governing control and indexing of
electromc surveillance wnformation 15 contamed m procedure 3, sec-
trons E and F Policy governing all consensual electrome surveil-
lance 15 found at procedure 5, section C, part |

B. EXPLANATION OF UNDEFINED TERMS

! Electronic surveillance 1s “directed agamst a United States
person” when the survesdllance 15 intentionally targeled agamst or
designed to intercept the communications of that person Electrome
surveiliance directed agamst person who are not Umted States per-
sons that results in the incidental acquisition of the communications
of a Umted States person does not thereby become electronic sur-
veillance directed aganst a United States person However, use,
retention or dissemination of tnadvertently mtercepied US person
communications 15 govemned by section G 4

2 Electrome survelllance 1s “outside the Umted States” if the
person agams! whom the electronic surveillance 1s directed 1s physi-
cally outside the Umited States, regardless of the location at which
surveillance 15 conducted For example, the interception of commu-
nications that onginate and terminate outside the Umited States can
be conducied from within the Uniled States and sti!l fall under this
part rather than Part |

C PROCEDURES
Except as provided n secuon D, below, DoD intelhgence compo-
nents may conduct electronic surveillance against a Umited States
person who 1s outside the United States [or foreign ntelligence and
countenintclhgence purposes only If the surveiliance 1s approved by
the Attorney General Request for approval will be forwarded to the
Attommey General by an offictal designated in secuon E 1, below
Each request shall include

! An identificauon or descripuon of the target If applicable,
include the address, telephone number, room number, whether -
side or outside a buwilding, and whether on public or private
property

2 A statement ol the facts supporung a finding that

(a) There 15 probable cause to believe the target of the electronc
survelllance 15 one of the following

(1 A person who, for or on behall of a foreign power, 15 en-
gaged 1n clandestine intelligence activiies (including covert activi-
ties intended to affect the politcal or governmenlal process).
sabolape, or international terronst aciviies, of aclivities in prepara-
ton for mtermational terrorist activities, or who conspires with, or
knowingly aids and abets a person engagiig n such acuviues,

f2) A person who 1s an officer or employee of a foreign power,

(3; A person unlawfully acung for, or pursuant to the direction
of, a foreign power The mere fact that a person's activittes may
benefit or further the aims of a foreign power 15 not enough to bnng
that person under this subsection, absent evidence that the person 15
taking direction from, or acting i knowing concert with, the foreign
power,

{4; A corporation or other entity that 15 owned or controlled
directly or ndirectly by a foreign power, or

{5j A person i contact with, or acting in collaboration with, an
intelligence or secunty service of a foreign power for the purpose of
providing access to information or matenal classified by the United
Stales o which such person has access

(b) The electronic surveillance 15 necessary to obtain sigmficant
foreign inlelligence or counterintelligence

{c) The sigmficant foreign inielligence or countermiclligence ex-
pected 1o be obtaned from the electronic surveillance could not
reasonably be contained by other less intrusive collection
techniques

3 A descnption of the significant foreign imtelhigence or coun-
terintelligence expected to be obtained from the electronic
surveillance

4 A description of the means by which the electronic survenl-
lance will be effected Descnbe the equipment to be used, method
of transmission, recording device, and method of installanon

3 If physical trespass Is required to effect the surverllance, a

statement of facts supporiing a finding that the means involve the
least amount of intrusion that wili accomplhsh the objective

6 A statement of penod of time, nol to exceed 90 days, for
which the ehigibility survelliance 1s required

7 A description of the expected disseminanon of he product of
the surveillance, mncluding a description of the procedures that will
govern the retention and dissemination of commumcations or con-
cerning United States persons other that those targeted, acquired
meidental 1o such surveiliance

§ A descnipuon of any less ntrusive procedures that have been
tned and falied, why they may faii again, or why they are 100
dangerous to attempt

9 If the request 15 for an extension of a previous authonzation,
describe results thus far obtained from the interception, or give a
reasonable explanation of the failure to obtain resulis

10 Indicate that the request has been coordinaled with the appro-
pnate s1aff or command judge advocate

11 If known, indicate whether previous requests have been made
for electromc surveiliance on any of the same persons, facihties, or
places to be surveyad State whether such requests were approved or
disapproved

D ELECTRONIC SURVEILLANCE !N EMERGENCY
SITUATION
Notwithstanding secuon C, above, a DoD intelligence component
may conduct surveillance directed a1 a Umited Siates person who 1s
outside the United States in emergency situations under the follow-
mg lmutations

! Oificials designated o seciton E, below, may authenze elec-
tronic survelllance directed at a Umited States person outside the
United States in emergency sitwations, when securing the pnor ap-
proval of the Attorney General 1s not practical because

(a) The time required would cause fallure or delay n obtaiung
sigmificant foreign intelligence or counterntelligence and such fail-
ure or delay would result in substanttal harm 1o the national
secunty,

(b) A person’s life or phystcal safety 15 reasonably behieved to be
in 1mmediate danger, or

(c) The physical secunty of a defense staliation or government
property 1s reasonably believed to be in immediate danger

2 Except for actions taken under subsecuon D 1 b, above, any
official authonzing such emergency surveillance shall find that one
of the cntena contamed 10 subsection C2 a, above, s met Such
officials shall notify the DoD General Counsel promptly of any such
surveillance, the reason for authonzing such surveillance on an
emergency basis, and the expected results

J The Attorney General shall be notified by the General Coun-
sel, DoD, as soon as possible of the survenlance, the cireumstances
surrounding 1ts authorization, and the resutts thereof, and such other
informanion as may be required to authonze continuation of such
survesllance

4 Electronic surveillance authonzed pursuant to this section may
not continue longer than the time required for a decision by the
Attorney General and in no event longer than 72 hours

E OFFICIALS AUTHORIZED TO REQUEST AND
APPROVE ELECTRONIC SURVEILLANCE OUTSIDE THE
UNITED STATES

{ The followmg officials may request approval of electromc
survetllance of US persons outside the Umited States under section
C, above, and approved emergency surveillance under section D,
above,

(a) The Secretary and Deputy Secretary of Defense

(b) The Secrelaries and Under Secretaries of the Military
Departments

{¢) The Directory and Deputy Directory of the National Secunty
Agency/Chief, Central Secunty Service

2 Aulthonzation for emergency electromic surveillance under sec-
tion D, may also be granted by
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{a) Any general or flag officer at the overseas location 1n ques-
tion, having responsibility for either the subject of them surveil-
lance, or responstbility for the protection of persons, snstallatians, or
property thal 1s endangered (Before an Army general officer 15 an
overseas location authorizes and emergency electronic surveillance,
he or she must coordmate with the major Army command
(MACOM) semor intelligence officer (S810) and supporting judge
advocate on appropriateness and applicable policy regarding the
proposed surveillance When an Army general officer at an overseas
location authorizes an emergency electronic surveillance, the
MACOM 510 will provide derails to HQDA (DAMI-CIC), WASH
DC 20310, by the most expedittous means available), or

(b) The Deputy Director for Operations, National Secunty
Agency

F ELECTRONIC SURVEILLANCE OF NON-US PERSONS
This sectton prescribes the sole authonty by which Army intelh-
gence components may engage In non—consensual electronic surveil-
Jance of non-US persons qutside the Umned States Electromic
survelllance of non—US persons within the United States 1s governed
by part | of procedurc 5 Cunsensual electronte surverllance 1s
governed by section C of pant 1 of procedure 3

] Case approval authoritv. Authonties hsted below may approve
electromc surveillance under this section that 1s conduciled by Army
intelligence components or requested directly ot indirectly by those
components

(a) The Assistant Chief of Staff for Intellgence (ACSI), HQDA

(b) Commanding General, INSCOM

(c) Commander n Cheef, US Army, Europe, and Seventh Army
(CINCUSAREUR)

(d) Commanding General Eighth Unued States Army (EUSA)
The efficials at {a) through (d) above may delegate authority 1o their
deputtes, chiefs of staff, or ranking intelligence staff officers, they in
turn may delegale thewr authenity to the responsible military intell-
gence group comnanders No further delegation 15 authonzed All
delegation of authority will be 1n wnting Requests for approval will
be forwarded through command channels, they will contamn the
information required in section 2 (a) through {I) Approval will be
granted only after coordination will the approving authonty's sup
poruing judge advocate Information copies of approvals wil be
provided to HQDA (DAMI-CIC), WASH DC 20310

2 Case approval standards Mon—consensual electronic surveil-
lance of non-US persons abroed may be conducted for any lawful
functions assigned the Army ntelligence component Each reques’
to conduct electronic surveillance pursuant to this secuon will com
ply with the following

(a) Provide facts sufficienl to support a determunation by the
approval authonily that a reasonable beliel exists that the surveil
lance will gather valuablce mtelhigence mformation

(b) Describe pature and content of conversattons expected to be
ntercepted

(c) fdepufy the investigattve unit that will conduct the
survelllance

{d) ldentify any US persons whose communications could rea-
sonably be expected to be intercepled ldennfy any people who have
consented to the surveillance

(e) Describe the equpment to be used and the method of
installation

(N State the location of the proposed survelllance I applicable
include the address and means of access If physical trespass is
required, detail the method of entry

{e) Esumate the expecied duration of the surveillance

(h) If the request ts for an extension of a previous authonzauon,
describe the results thus far obtamed, or previde an explanauon of
the farlure to obtain results

(1) Indicate that the request has been coordwated with the appro-
pnate judge advocale and the date of the coordimation

3 Case approval periods lmual approvais of cases directed
agamst non-US persons may be granted for a penod up to 90 days

Renewal requests for non~US person cases involving spec:fic indi-
viduals may be approved for a penod up to 90 days Renewal
requests for cases involving foreign intelligence or countennte-
ligence of a continuing and long-term interest may be approved for
a penod up to | year All renewal requests will be submutted 1n the
same manner as the ongnal request, they will be reviewed under
the same cntena

4 Inadvertent interception of US person conversations If a US
person commumcation s inadvertently wnlercepted during electrome
survelllance directed agamnst a non—US person, the following wili
apply

(a) Approval of the Secretary or Under Secretary of the Army
must be obtained before the information 1s used, retamed or dissem-
mated Requests for approval should be sent through command
channels to HQDA (DAMI-CIC), WASH DC 20310

(b) In emergency situations such request may be approved by the
Armmy General Officer, after coordination with his or her sensor
wnteligence officer A teport of emergency approvals will be ex-
pediticusly provided to HQDA (DAMI-CIC), WASH DC 20310
Ths report will include an explanation of the nature of the emer-
gency situation

(c) Electromc surveillance iformation approved for use, reten-
tion, or dissenunation under this subsection must be controlled and
indexed pursuant to sections E and F, procedure 3

(d) Approval of the Secretary and Under Secretary of the Army
1s not requred 1l the contents of the madvertent nterception are
destroyed and are not used, retained, or disseminated

Part 3
SIGNALS INTELLIGENCE ACTIVITIES

A APPLICABILITY AND SCOPE

1 This procedure governs the conduct by the Umted States Sig-
nals Intelhigence System of signals ntellgence activibies that in-
volves the collection, retention, and dissemination of foreign
commumnicattons and rmitary tactical communteations Such activi-
ties may cidentally involve the collection of iformation concemn-
ing United States persons without their consenl, or may tnvolve
communications onginaled or mtended for receipt 1n the Unuted
States, withoul the consent of a party thereto

2 This pant of Procedure 5 shall be supplemented by a classified
Annex promuigated by the Director, National Secunty Agency/
Chuef, Central Secunty Service, which shall also be approved by the
Atlorney General That regulation shall provide that signals mtelh-
gence activities which constitute electronic surveiltance as defined
in Parts | and 2 of this procedure, will be authonzed in accordance
with those parts Any imformation collected incidentally about
Unted States persons shall be subjected to mimmization procedures
approved by the Attomey General

B EXPLANATION OF UNDEFINED TERMS

{ Communications concerming a United States person are those
in which the United States person 1s identified in the communica-
non A United States person Is identified when the person's name,
unique tille, address or other personal identifier 1s revealed 1o the
communicalion I1n the context of activities conducted by that person
A reference to a product by brand name or manufacturer’s name or
the use of a name m a descniptive sensc, as, for example, “Monroe
Doctrine,” 1s not an identification of a Umited States person

2 Interception means the acquisition by the United States Signals
Intelligence system through electronic means of a nonpublic com-
munication to which 1t 15 not an intended party, and the processtng
of the contents of that commumncation into an mtelligible form but
not including the display of signals on visual display devices in-
tended to permit the exammatton of the technical charactenstics of
the signals without reference to the information content carried by
the signals

3 Mihtary tactical communications means United States and al-
hied military exercise communications within the United States and
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abroad necessary for the production of sunulated foreign ntelii-
gence and countenntelligence or ta permut an analysis of coramuni-
cation security

4 Unuted States person For purpose of signals intelligence activ-
ties only, the followmg gudehnes will apply 1n determining
whether a person is a Umited States person

{a) A person known to be carrently in the Untted States will be
treated as a United States person unless the nature of the person’s
communications or other available information concerming the per-
son give nse 10 & reasonable behef that such person 1s not a United
States ciizen or permanent resident alien

(b) A person known to be currently outside the United States, or
whose location 15 not known, wall not be treated as a Umited States
person unless the natre of the person’s communications or other
available information concerming the persen give nsc to a reasona-
ble beltef that such person 15 a United States citizen or permanent
resident alien

{c) A person known to be an alien admitted for permanent resi-
dence may be assumed to have lost status as a United States person
if the person leaves the United Slates and i 15 known that the
person is not n compliance with the admimistranive formalines pro-
vided by law that enable such persons to reenter the United States
without regard to the provisions of law that would otherwise resinet
an ahen's entry into the United Stales The falure to follow the
statutory procedures provides a reasonable basis to conclude that
such alien has abandoned any intention of mamtaiming swws as a
permanent resident ahen

(d) An umincorporaled association whose headquarters are located
outside the United States may be presumed not the be a United
States person unless the collecting agency has informauon indicat-
g that a substanuial number of members are ciizens of the United
States or aliens lawfully admitted for permanent residence

5 United States Signals Intelligence System means the umfied
organization for signals (nteiligence activities under the direchon of
the Director, National Secunty Agency/Chief, Central Secunty Serv-
ice, compnised of the Nanonal Secunty Agency, the Central Secunty
Service, the components of the military services authonzed 1o con-
ducl signais inteligence and such other entities (other than the
Federal Bureau of Inveshigation) as are authonzed by the National
Security Council or the Secretary of Defense 1o conduct signals
inicliigence FBI activities are governed by procedures promulgated
by the Auttomey General

C. PROCEDURES

! Foretgn communicanions The United Swales Signals lntell-
gence System may collect, process. relain, and disseminate foreign
communicattons that are also communications of or concerning
United States persons, but only m accordance with the classified
annex to this procedure

2 Miluary ractical commumications The Unined States Signals
Intcthgence Sysiem may collect, process, retan. and disseminale
mulitary tactical communications that are also communications of or
concerming Untled States persons bul only in accordance with the
classified annex 1o this procedure

(a} Coflecrion Collection efforts will be conducted in the same
manner as In the case of signals intelligence for foreign mntelligence
purposes and must be designed in such a manner as to avoid 10 the
extent feasible the intercept of communications not related to mib-
lary exercise

(b) Retention and processing Milttary tachical communications
may be retmned and processed without deletion of references to
United States persons who are participants n, or are otherwise
menuoned 1n exercise-related communications, provided thal the
communications of Umiled States persons nol participating 1 the
exercise thal are nadvertently intercepted dunng the exercise shall
be destroyed as soon as feasible

(c) Disseminanton Dissemnation of mibary taciical communica-
tions and exercise reports or (nformation files denved from such

communications shall be limited to those authonues and persons
parttcipating 1 or conducting review and ¢nitiques of such exercise

Part 4
TECHNICAL SURVEILLANCE COUNTERMEASURES

A APPLICAEILITY AND SCOPE

This part of Procedure 5 applies ta the use of electromic equipment
to determune the existence and capability of electromic surveillance
equipment being used by persons not authonzed to conduct elec-
ronic survelllance 1t implements section 105()(2) of the Foreign
Intelhgence Surveillance Act, (reference b))

B. EXPLANATION OF UNDEFINED TERMS

The term technical surveillance countermeasures refers 1o activities
authonzed pursuant to DoD Directive 5200.29, {reference (c)), and,
as used in the procedure, refers to the use of electromic surveillance
equipment, or electroiuc or mechamical devices, solely for determn-
ing the existence and capability of electronic survelliance equipment
betng used by persons not authonzed to conducl electromic surveil-
lance, or for determining the susczptibiliry of electronic equipment
to wnlawful electronic surveiilance

C. PROCEDURES

A DoD ntelligence component may use techmeal survetllance coun-
termeasures that involve the meidental acquisiuon of the nonpublic
communications of United States persons without their consent,
provided

! The use of such countermeasures has been authonzed or con-
sented 10 by the official in charge of the facility, orgamzation, or
mstallation where the countermeasures are to be undeartaken,

2 The use of such countermeasures 15 hmmted n extent and
duration to thal necessary to determtne the exisience and capabihity
of such equipment, and

3 Access lo the content of communications acquired dunng the
use of couniermneasures 15 limuted to person nvolved directly m
conducting such measures, and any content acquired 15 destroyed as
soon as practical or upon completion of the parucular use However,
if the coment is acquired within the United States, only informauon
which 1s necessary to protect against unauthonzed electrontc sur-
veillance, or to enforce Chapter 119 of ntle 18, United States Code
(reference {d)) and Section 605 of the Communication Act of 1934
{reference (¢)), may be retained and disserninated to appropnate law
enforcement authonties A record of the types of communicaltons
and information subject 1o acquisiion by the ilegal elecirome sur-
verllance equipment may be retamed

4 Use, retennon, or dissemimation of US person mformation ac-
quired pursuant to this part must be approved by the Secretary or
Under Secretary of the Army Requests should be submuiited to
HODA dm, WASH DC 20310 In emergency situations such request
may be approved by any Ammy general officer, afler consuliation
with his or her semor intelligence officer and supportmg judge
advocate A report will contam an explanation of the nature of the
emergency Situation

Part 5
DEVELOPING, TESTING, AND CALIBRATION OF
ELECTRCNIC EQUIPMENT

A APPLICABILITY

This part of Procedure 5 applies to developing, testing, and calibrat-
ing electronic equipment that can intercept or process communica-
tions and non—communications signals It also mcludes research and
development that needs eleclronic communications as a signal
souIce

8 PROCEDURES
! Signal Authonzed for Use
(a) The following may be used without restrictions
(1) Laboratory-generated signals
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{2) Communications signals with the consent of the

communicator

(1) Communications m the commercizl or public service broad-
cast bands

¢4) Communications transmilted between termnals located out-
side of the Uniled States nol used by any known Umited Siates
person

{b) Communications subject to lawful eleciromc survelllance
under the provisions of Pars 1, 2, or 3 of this procedure may be
used subject to the mumimuzation procedures applicable lo such
surveillance

{c) Any of the following may be used subject to the restnctions
of subsection B2, below

¢!) Communications over official government communications
circuits with consent from an approprate official of the controlling
agency .

{2) Communicanions 1n cmzens and amateur-radio bands

(d) Other signals may be used only where 1t 15 determined that it
15 not practical to use the signals descnbed above and 1t 1s not
reasonable to obtain the consent of persons mcidentally subjected to
the surveilllance The restnctions of subsection B 2, below will
apply i such cases The Aftorney General must approve use of
signals pursuant to this subsection for the purpose of development,
testing, or calibration when the peniod of use exceeds 90 days
When Attorney General approval 1s required, the DoD mtelligence
component shall submit a test proposal to the General Counsel,
DoD, or the NSA General Counsel for transmission to the Atlomey
General for approval The test proposal shall state the requirement
for a pertod beyond 90 days, the nature of the activity, the orgamiza-
ten that will conduct the activity, and the proposed disposiion of
any signals or commumcatons acquired dunng the actvity Re-
quests will be submitted through command channels 1o HQDA
(DAMI-CIC), WASH DC 20310

2 Restrictions For signals descnbed m subsection Bt ¢ and d.
above, the following restnclions apply

{a) The surveillance shall be hmned i scope and durauon to that
necessary for the purpose referred to 1n secnon A above

(b) No particutar United States person shall be targeled mtention-
ally without consent

{c) The content of any communication shall

(}) Be retained only when actually needed for the purposes re-
ferred to 1n section A above

{2) Be dissenunated only to persons conducting the activity, and

{3) Be destroyed immediately upon completion of the activity

(d) The techmical parameters of a commumication (such as fre-
quency, modulation, beanng, signal sirength, and time of acuivity)
may be retamed and used for the purposes outlined in seciion A,
above, or for collection avordance purposes Such parameters may
be disseminated to other DoD intelligence components and other
enliies authonzed to conducl electronic surveillance or related de-
velopmeni, tesuing, and cahibration of elecironuic equipment provided
such dissemmation and use are hrmuted o the purposes outhned 1n
section A, or collectton avoidance purposes No comenl of anv
communication may be retained or used other than as provided in
subsection B 2 ¢, above

Part 6

TRAINING OF PERSONNEL IN THE OPERATIONS
AND USE OF ELECTRONIC COMMUNICATIONS AND
SURVEILLANCE EQUIPMENT

A APPLICABILITY

This pan of Procedure 5 applies to the iraining of personne! by DoD
mtethgence components n the operations and use of electronic
communications and surverlance equipment It does not apply to
the mterception of communicauons with the consent of one of the
parties to the communication or to the traming of telhgence per-
sonnel by nonintelhgence components

B. PROCEDURES

1 Trammng gwdance The traming of personne! by DoD intelh-
gence components 1 the operation and use of electronic communi-
caions and surveillance equipment shall include gmdance
concerming the requirements and restmnctions of the Foreign Intelli-
gence Survedllance Act of 1978 (reference (b)), and EQ 12333
(reference {a)}, with respect 1o the unauthonzed acquisition and use
of the content of communications of United Stales persons

2 Trawmng Limutations

{a) Except as permutted by subsecion B2b and ¢, below, the
use of electroruc communicattons and survetllance equipment for
trammg purposes s permitied subject to the following limitations

1) To the maximum extent practical, use of such equipment for
traiing purposes shall be directed aganst communications which
are subject to tawful electronic surveillance for foreign mtelligence
and counterintelltgence purposes under Parts 1, 2, and 3 of this
procedure

(2) The contents of pnivate communication of nonconsenting
Unnted States persons may not be acquired aurally unless the person
1s an authonzed target of electronic surveillance

(3) The electrome surveillance will be limited 1n extent and dura-
tion to that necessary to train personnel m the use of the equipment

(b) Public broadcasts, distress signals, or offictal United States
Govemment communications may be menttored, provided that when
government agency communtcations are monitored, the consent of
an appropnate official 15 obtamned

{c) Mimmal acqusition of information 1s permitied as required
for calibration purposes

3 Retennion and dissermination Information collected during
tratming that involves commumcauons described in subsechian
B 2 a(l), above, shall be retained and disseminated i accordance
with mimmization procedures applicable to that electronic surverl-
lance Information collected dunng traintng that dees not involve
communications descrzbed in subsection B 2 a (1), above, or that 1s
acquired nadvertently, shall be destroyed as soon as practical or
upon completion of the traming and may not be dissermnated for
any purpose This subsection does not apply to distress signals

Part 7
CONDUCT OF VULNERABILITY AND HEARABILITY
SURVEYS

A APPLICABILITY AND SCOPE

Thns pant of Procedure 5 applies to the conduct of vulnvrabality
surveys and hearability surveys by DoD intelligence components
Armmy 1mplementation 1s contamed i AR 380-53

B EXPLANATION OF UNDEFINED TERMS

! The term vulnerability survey refers to the acquisition of radto
frequency propagation and us subsequent analysts to determine em-
mncally the vulnerability of the transmisston media to mterception
by g mielligence services

2 The term hearablity survey refers to momtoring radio commu-
nicauons to determine whether a particular radio signal can be
received at one or more locations and, if reception 15 possible, to
determune the quality of reception over ume

C PROCEDURES

{ Conduct of vulnerabiinty surveys Nonconsensual surveys may
be conducted to determine the potential vulnerability to intelltgence
services of a foreign power of transrmission facilines of communica-
uions common carmers, other private commercial enbties, and ent-
ttes of the federal government, subject to the following hmitations

{a) No vulnerabilny survey may be conducted without the prior
wntten approval of the Director, National Secunty Agency, or his
designee

(b) No transmission may be acquired aurally

{c) No content of any transmusston may be acquired by any
means

{d) No transmission may be recorded

te) No report or log may identify any United States person or
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enlity to the extent of identifying wansmession facihities that are
vulnerabile to surverltance by foreign powers If the wdentittes of the
users of such faciities are not identical with the identittes of the
owners of the facibues, the identity of such users may be obtained
but nat from the content of the transmissions themselves, and may
be disserunated Logs may be dissenunated only 1f required 1o
venfy resulls contained m reports

2 Conduct of hearabihiy surveys The Director, National Secu-
rity Agency may conduct, or may authonze the conduct by other
agencies, of hearability surveys of telecommunications thal are
transmitted 1 the United States

{a) Collection Where practicable, consent will be secured from
the owner or user of the facility agamst wiuch the hearability survey
1s to be conducted pnor 1o the commencement of the survey

(b) Processing and Storage Information collection during 2
hearability survey must be processed and stored as follows

f1) The content of communications may not be recorded or in-
cluded in any report

{2) No microwave transmission my be demuluplexed or demodu-
lated for any purpose

{3) No repon or log may 1denttfy any person or enlity except 1o
the extent of identifying the transmission facility that can be inter-
cepted from the intercept sue If the wennuies of the users of such
faciltiies are not identical with the identties of the owners of the
facilities, and therr identities are relevant to the purpose for which
the hearability survey has been conducied, the wenuty of such users
may be obtamed provided such 1dentities may not be obtaied from
the contents of the transmission themselves

(a) Disserunation Reporis may be disseminated only within the
United States Govermment Logs may not be disserminated unless
tequired 1o venfy results contamed in repors

Part 6
PROCEDURE 8 CONCEALED MONITORING

A APPLICABILITY AND SCOPE

! This procedure applies to concealed monntoring only for for-
eign intelligence and countenintelligence purposes conducted by a
Dol inteligence component within the Umted Siates or direcied
against 2 United Slates person who 15 outside the Unned States
where the subject of such monnonng does not have a reasenable
expectation of privacy as explained n section B, below, and no
warrenl would be required 1f undertaken for law enforcement
purposes

2 Concealed monitoring 10 the Untted States for foreign mtelh
gence and countenntelligence purposes where the subject of such
moniloring {whether or not a US person) has a reasonable expecta-
tion of privacy and a warrant would be required for law enforce-
ment purposcs shall be treated as “electromuc survedlance within the
United States” under Pant | of Procedure 5, and processed pursuant
to that procedure

3 Concealed monuttoning for foreign mitelligence and countenntel-
higence purposes of a United States person abroad where the subject
of such monnoring has a reasonable expectation of pnvacy and a
warran! would be required for law enforcement purposes shall be
treated as ‘ electromc surveillance outside the United States™ under
Part 2 of Procedure S, and processed pursuant to \hat procedure

4 Concealed momtonng for foreign intelligence and countenintel
hgence purposes when the monttoring 1s a signals intelligence acliv-
ity shall be conducted pursuant to Part 3 of Procedure 3

5 Concealed momtonng for foreign intelligence and Cl purposes
of a non-US persona broad who has a reasonable excepuional of
privacy will be treated as electromuc surveiliance of a non-US per-
son oulside the United States This 15 governed by section F of part
2 of procedure 5

B EXPLANATION OF UNDEFINED TERMS

1 Concealed monitoring means targeting by electrome, optical,
or mechamcal devices a parucular person or a group of persons
without their consent n a surreptifious and continuous manner

Monitonng 18 surmeptitious when 1 15 targeted m a manner destgned
10 keep the subject of the momtonng unaware of 1t Momtoning 15
conttnuzons 1f 1t 15 conducted without mterruption for a substantial
pertod of ime Beacons (“beepers”) and transponders generallv are
considered methods of concealed monitonng under the following
conditons when affixed 1n a public place (for ¢xample, placing the
device on the underside of a vehicle on a public area), and where no
warranl would be required 1 a cnmunal law context Concealed
monitoning by “beacons” authorized under this procedure must ter-
minate when the target of the monitoring acquires an expectation of
privacy An example would be the vehicle entenng private property
not visible from a public place

2 Momtoning 15 within the Umited States 1f the monitoring de-
vice, or the target of the monitoring, ts located within the Umted
States

3 Whether concealed monutoring 1s 1o ocour where the subject
has a reasonable exceplion of pnvacy 15 a determmnalion which
depends upon the circumstances of a particular case, and shall be
made only afier consultanon with the legal off responsible for advis-
mg the DoD intelligence component concemed Reasonable expecta-
tion of povacy 15 the extent to which a reasonable person i the
particutar circumstances mvolved 15 entitled to believe his or her
actions are not subject to momtonng by electronic, optical, or me-
chamical devices For example, there are ordinarily reasonable ex-
pectations of privacy 1n work spaces 1f a person's actions and papers
are not subject to ready observauon by others under normal working
condibions Conversely, a person walking out of his or her restdence
mnto a public sireet ordinanily would not have a reasonable expecla-
tion that he or she 15 not being observed or even photographed,
however, such a person ordinanly would have an expectation of
privacy within hus or her residence

C PROCEDURES

! Limuauions on use of concealed monnoring Use of concealed
menitoning under ctrcumsiances when the subject of such monitor-
ing has no reasonable expectahion of pnivacy 1s subject to the fol-
lowing hmatahons

(a) Within the Umted States, a DoD ntelligence component may
condugt concealed monitonng only on an installation and factlity
owned or leased by DoD, or otherwise in the course of an investiga-
tion conducted pursuant to the Agreement Between the Secretary of
Defense and the Attorney General, reference (g) (See App B)

{b) Outside the Untted States, such monitonng may be conducted
on mstallation and facthities owned or leased by the Department of
Defense Monitoring outside such facilities shall be conducted after
coordination with appropnate host country officials, tf such coor-
dmation 1s requred by the governing Status of Forces Agreement,
and with the Central Intelligence Agency

2 Requwred Determinantion Concealed monitorning conducled
under subsection C 1, requires approval by an official designated 1n
subsection C 3, betow, based on a determinauon that such momnitor-
Ing 15 necessary o the conduct of assigned foreign intelhigence or
countennielligence functions, and does nol constttute electronic sur-
velllance under Pants | or 2 of Procedure 5

3 Officials authonzed to approve concealed momtoning Officials
authonzed to approve concealed monttonng under this protedure
mclude the Depuly Under Sccretary of Defense (Policy), the Direc-
lor, Defense Intelligence Agency, the Director, Nauonal Secunty
Agency, the Assistant Chuef of Staff for Intelligence, Department of
Army, the Director, Naval Imelligence, the Direclor of Intelhgence,
U S Manne Corps, the Assistant Chief of Staff, Intelhgence, United
States Air Force, the Commanding General, Army Intelligence and
Secunty Command, the Director, Maval Invesugative Service, and
the Commanding Officer, Air Force Office of Special
Investigations

{(a) Requests for approval of concealed montonng will be coordi-
nated with the legal edvisor to the approving authonty

{b) laformation copes of approvals by the Commanding General,
INSCOM, will be provided to HQDA (DAMI-CIC), WASH DC
20310
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Part 7
PROCEDURE 7 PHYSICAL SEARCHES

A. APPLICABILITY

This procedure applies lo unconsented physical searches of any
person or property within the United States and to physical searches
of the person or property of a United States person outside the
Unmited States by DoD telligence components for foreign intelli-
gence or countenmtelligence purposes Physical searches also may
be performed pursuant to this procedure for any other lawful func-
tion assigned an Army imielligence component DoD intelhigence
components may provide assistant to the Federal Bureau of Invest-
gation and other law enforcement authorities i accordance with
Procedure 12 Part C4 of this procedure also govemns physical
searches on non—US persons abroad

B EXPLANATION OF UNDEFINED TERMS

Physical search micans any Inlrusion upon & Person Or a person’s
property of possessions to obtam items of property or information
The term does not include examination of areas that are in plain
view and visible to the unaided eye 1f no physical respass 1s under-
taken, and does not wclude examinations of abandoned property lefl
i a public place The lerm also does not nclude any intrusion
authorized as necessary to accomplish lawful electrontc surveillance
conducted pursuant to Parts | and 2 of Procedure 5

C PROCEDURES

! Unconsented physical searches wathin the Unned States

(a) Searches of actve dutv milwary personnel for counterintel-
Iigence purposes The countennlelligence elements of the Military
Depariments are authorized to conduct unconsented physical
searches in the United States for countermtelligence purposes of the
person or property of active duty mibitary personnel, when author-
ized by a miluary judge, or a muitary commander empowered lo
approve physical searches for law enforcement purposes pursuant to
rule 315(d) of the Manual for Couns Mamal, Executive Order
12198 (reference (h)), based upon a finding of probable cause to
believe such persons are acting as agents of foreign powers For
purposes of this section, the term *agent of a foreign power™ refers
to an individual who meets the cniucal set forth 1 subsection
C2b(2), below

(b) Other unconsented physical searches Except as permutted by
secion A, above, DoD intelligence components may not conduct
unconsented physicat searches of person and property withm the
Unned States for foreign intelhgence or countenntelligence pur-
poses DoD intelligence components may, however, request the FBIL
to conduct such searches All such requests shall be 1n wnting, shall
contain the mformation required n section C 2 b (1} through (6),
below, and be approved by an official designated i sectton C2 ¢,
below A copy of each such request shall be furnished the General
Counsel, DeD

2 Unconsented physical searches outside the Unuted States

{a) Searches of aciive dury miluary personnel for counterintel-
higence purposes The countenntelhgenie elements of the Military
Departments may conduct unconsented physical searches of the per-
son of property of active duty miluary personnel cutside the Unied
States for countenintelligence purposes when authonzed by a muli-
tary judge, or a military conunander empowered to approve physical
searches for law enforcement purposes pursuant to rule 315(d) of
the Manual for Courts Martial, Executive Order 12198, (reference
{h)), based upon a {inding of probable cause to believe such persons
are acung as agents of foreign powers For purposes of this section,
the term “agent of a foreign power' refers to an individual who
meets the cntical set forth in subsection C2b(2), below

{b) Other uncansented physical searches DoD intelhgence com-
ponents may conduct other unconsented physical searches for for-
ewgn ntelhgence and countenntelhgence purpeses of the person or
property of United Siates persons outside the Umited States onlv
pursuant to the approval of the Atiorney General Requests for such

approval will be forwarded by a semor official designated in subsec-
tion C2c, below, 10 the Attomey General and shall nclude

1) An identification of the person or descnption of the property
to be searched

(2) A statement of facts supporting a finding that there 1s proba-
ble cause to beheve the subject of the search is

{a) A person who, for or on behalf of a foreign power, 1s engaged
in clandestine ntelligence activities (including covent activittes 1n-
tended to affect the political or governmental process), sabotage, or
intemnational terronst activities, activities m preparation for intema-
tional terronst activines, or who conspires with, or knowingly aids
and abets a person engaging 1n such aclivities

(b) A person who 1s an officer or employee of a foreign power,

(c) A person unlawfully acung for, or pursuant to the direction
of, a foreign power The mere fact that a person’s activihes may
venefit or further the ams of a foreign power does not jusufy an
unconsented physical search without evidence that the person 1s
taking direction from, or acting in knowing concert site, the foreign
power,

(d) A corporation or other entsty that 1s owned or controlled
directly or indirectly by a foreign power, or

(e) A person in contact with, or acting 1n collaboration with, an
intelligence or secunity service of a foreign power far the purpose of
providing access to information or matenal classified by the Unuled
States to which such person has access

(3) A statement of facts supports a finding that the search s
necessary to obtain significant foreign inteliigence or
counternteliigence

{4} A statement of facis supporting a finding that the significant
foretpn mtelligence or countenntethgence expected to be obtaned
could not be obtamed by less trusive means

(3) A descniption of the significant foreign wmtelligence or coun-
tenntelhgence expected to be obtained from the search

(6} A descnption of the extent of the search and a statement of
facts supporing a finding that the search will involve the feast
amount of physical mtrusion that will accomplish the objectve
sought

{7) A description of the expected dissemination of the product of
the search, mcluding a descnption of the procedures that will govern
the retention and dissermination of information about Umted States
persons acquired wncidental to the search

{c) Request for approval of unconsented physical searches under
subsecuon C2b must be made by

(1) The Secretary or the Deputy Secretary of Defense,

(2) The Secretary or the Under Secretary of a Military
Depantment,

{3} The Durector, National Secunty Agency,

4} The Durector, Defense Intelligence Agency

J Requests for authority to conduct unconsented physical
searches withun the Unuted States or of US persons abroad

{a) Informanion copies of approvais for physical searches author-
1zed pursuant 1o sechions Cla or C2a will be provided 10 HQDA
(DAMI-CIC), WASH DC 20310

(b) Requests submutted by an Army mntelligence component under
sections C1b or C2b will be submutted through command chan-
nels 10 HQDA (DAMI-CIC), WASH DC 20310

4 Uunconsented physical searches of non-LIS persons abroad

(a) Unconsented physical searches of non—-US persons outside the
Umited States may be performed for any lawful functhion assigned
the Army mtelligence component

{b) Unconsented physical searches of non—US persons outside the
United States may be approved by the following officials

(1) ACSI, HQDA

{2) Commanding General, INSCOM

(3) CINCUSAREUR

(4) Commanding General, EUSA The officials at (1) through (4)
above may delegate authonty 10 thewr deputies, chiefs of staff, or
ranking intelligence staff officers, they in tum may delegate thenr
authonity to the responsible military intelligence group commanders,
who may further delegate this authonty to muliary mteiligence bat-
talion commanders or therr equivalent No further deleganon 1s
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authortzed All delegations must be 1n wnitmg Request for approval
will be forwarded through command channels, approvals will be
granted only afier coordimanon with the approving authonty's sup-
porung judge advocate Information copies of all approvals will be
provided to HQDA {DAMI-CIC), WASH DC 20310

Part 8
PROCEDURE 8. SEARCHES AND EXAMINATION OF

MAIL

A. APPLICABILITY

This procedure apphes 10 the opeming of mal in United States
postal channels, and the use of mail covers with respect to such
mail, for foreign intelhgence and countenntelhgence purposes {(Ad-
ditionally, mail opening and mail covers may be performed pursuant
to this procedure for any other lawful function assigned an Army
intelligence component ) It also applies to the operung of mail to or
from United Siates persons where such acuvity 15 conducted owiside
the Umted States and such mail 15 not i Umted States postal
channels

B EXPLANATION OF UNDEFINED TERMS

! Mal within the United States postal channels ncludes

{2) Mail while 1n transit within, among, and between the Umted
Stales, 1ts terntones and possessions {including mail of foreign on-
gin which 15 passed by a loreign postal administration to the Unried
States Postal Service 15 forwarding to a foreign post admmistration
under a postal treaty or convenuron, and mail temporanly in the
hands of the United States Customs Service or the Deparment of
Agnculure), Army-Air Force (APQ) and Navy (FPO) post offices,
and mail for dehvery to the United Nations, NY , and

(b) International mail en route to an addressee in the United
States or us possessions alter passage to Unuted States Postal Serv-
ice from a foreign postal admunistration or en route to an addressee
aboard before passage to a foreign postal adnumstration

(c) As a rule, mail shall be considered n such postal channels
untl the moment w15 delrvered manually 1o the Unied States 1o the
specific addressce named on the envelope, or s authonzed agent

2 To examine mall means lo employ a mail cover with respect 1o
such mail

3 Mail cover means the process bv which a record 15 made of
any data appearing on the outside cover of any class of mail matter
as permutted by law, other thar that necessary for the debvery of
mail or admumstration of the postal service

C. PROCEDURES

! Searches of mail within United States postal channels

{a} Applicable postal regulations do not permit DoD mlelligence
components to detain or open first class ma:l within United States
postal channels far foreign ntelligence or countenntelligence pur-
poses, or to request such action by the U S Postal Service Searches
of first class mat! i US postal channels may be authonzed for law
enforcement purposes under procedures established in DoD
4525 6-M, chapter 8, volume |

(b) DoD intelligence componenis may request appropmale U S
postal authontes tw tnspect, or authenzed the mmspecuon, of the
contents of second, third or fourth class matl in Unned States postai
channels, for such purposes, in accordance with appltcable postage
regulations Such components may also request appropriate US
postzi authorities to detain, or permtit the detention of, mail that may
become subject to search under this section, mn accerdance with
apphicable postal regulations Request for approval under this sub-
section will be coordinated with the legal advisor to the approving
authonity Information copies of request subrmtted to postal authon-
tes by the Commanding General, TNSCOM will be provided 1o
HQDA (DAMI-CIC), WASH DC 20310

2 Searches of mail owside Unued States postal channels

(3) DoD intelligence components are authonzed to open mail to
or from the United States person thal 1s found outside United States

postal channels enly pursuant to the approval of the Attomey Gener-
at, Requests for such approval shall be treated as a request for an
nnconsented physical search under subsection C2b of Procedure 7
Army ntelligence components will submut such requests through
command channels to HQDA (DAMI-CIC), was

(b) Heads of DoD intelligence components may authonze the
operung of mail outside U S postal channels when both the sender
and intended recipient are other than United States persons 1f such
searches are Otherwise lawful and consistent with any Status of
Forces Agreement that may be in effect Searches of mail pursuant
to this subsection may be conducted for any lawful function as-
signed an Army intefhgence component Searches of mail outside
US postal channels may be approved by the following officials

(1) ACS1, HQDA

(2) Commanding General, INSCOM

(3) CINCUSAREUR

(4) Commanding General, EUSA The officials at (1) through (4)
above may delegate authonty to their deputies, chuefs of staff, or
ranking intelligence staff officers They in turn may delegate their
authonty to sesponsible mil intellhigence gronp commanders, these
commanders may further delegate this authonty to muintary intelh-
gence battalion commanders, or equivalemt No further delegation 15
authonzed Delegation of authonty must be in wnting Requests for
approval will be forwarded through command channels Approvals
will be granted only after coordination with the approving authon-
ty's supporung Judge advocate Informatton copies of all approvals
will be provided to HQDA (DAMI-CIC), WASH DC 20310

! Mai Covers

{a) DoD intelhgence components may request U S postal author-
wes to exarmine mail 1in U S postal channels, for countenintelligence
purposes, in accordance with appheable postal regulations Applica-
ble regulations include AR 65-75, the US Postal Service Domestic
Mait Manual, and DoD 4525 6-M

(b) DoD ntelhgence components may also request mail covers
with respect to mail to or from a Umted States person that 1s outside
U 8 postal channels, or mail covers on non-US persons outside US
postal channels i accordance with appropriate law and procedure of
the host government, and any Status of Forces Agreement that may
be m effect

{c) Requests for mail covers pursuant to this section may be
approved by the same authontes and procedures described i sec-
tion C2b

Part 9
PROCEDURE 9. PHYSICAL SURVEILLANCE

A APPLICABILITY

This procedure applies only to the physical surveillance of United
States persons by DoD intelligence components for foreign 1atelli-
gence and countennielligence purposes Additonally, physical sur-
veillance may be performed pursuant 1o this procedure for any other
lawful function assigned an Army intelligence component This pro-
cedure does not apply 1o physical surverllance conducted as pant of
a traiung exercise where the subjects are participants m the exer-
cisc This procedure also governs physical surveillance of non-US
persons

8 EXPLANATION OF UNDEFINING TERMS

The terms physical surveillance means a systematic and deliberate
observation of a person by any means on a continuing basis, or the
acquisiion of 2 nonpublic communication by a person not a party
thereto or visibly present thereat through any means not volved
clectrome surveillance

C PROCEDURES

! Cnucal for physical surveillance m the United States Within
the United States, DoD ntelligence components may conduct un-
consented physical surveillance’s for foreign intelligence and coun-
tenntelhigence purposes against Umited States persons who are
present or former employees of the intelligence components con-
cerned, present or former contractors of such components or their
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present or former employees, apphcants for such employment or
contracting, or mubtary persons emptoyed by a nonntelligence ele-
ment of a Muitary Service Any physical surveiliance within the
Umited States that occurs omside a DoD installation shall be coordi-
nated with the FB1 and other law enforcement agencies as may be
appropriate  Army intelligence components additionally may con-
duct physical survesllance of persons in contact with the above
subjects, bul only to the extent necessary to wdentfy that person
Physical surveillance for wdentification purposes may be approved
by a field supervisor

2 Cnucal for physical surveilance cutside the United States
Ountside the Umited States, DoD ntelligence components may con-
duct unconsented physical surveillance of Uniled States persons i
one of the categories identified 1n subsection C I, above In add-
tion, such compenents may conduct physical surveillance of other
United States persons n the course of a lawfut foreign intelhgence
or countenintelligence investgatton, provided (a) such surveillance
1s comsistent with the laws and policy of the host government and
does not violate any Status ef Forces Agreement that may be n
effect, and (b) that physical surveillance of the United Siates person
abroad to collect foreign intelligence may be authonzed only 1o
obtan stgmficant mformation that cannot be obtamed by other
means Army intelligence components additionally may conduct
physical surveillance of persons in contact with the above subjects,
but only to the extent necessary to idenufy that person Physical
surveillance for 1dentification purposes may be approved by a field
supervisor

3 Required approvals for physical surveitlance

{a} Persons wuthun DoD wnvestgative junsdiction Phvsical sur-
veillance within the United States of US persons or which invoive
United States persons witlin DoD investigative junsdiction overseas
may be approved by the head of the Dol intelltgence component
concemned or by designated sentor officials of such components
accordance with this procedure Persons within DoD investigauve
Junisdiction are deftned m “The agreement Between the Deputy
Secretary of Defense and Aftomey General, Apnl 5. 1979, a1 ap-
pendix B Requesis [or phvsical surverllance pursuant Lo this section
may be approved by the following officials

(1) ACS[, HQDA

2) Commandimg General, INSCOM

{3) CINCUSAREUR

(4) Commanding General EUSA The officials al (1) through {4}
above may delegale authonty, 1n wnting, to their deputies, chiels of
staff, or ranking intelligence staff officers Mo further delegation s
authorized Requests for approval will be forwarded through com-
mand channels, approval will be granted only afler coordination
with the approving aulhonty's supporting judge advecate lnforma
tion copies of all approvals will be provided to HQDA
{DAMI-CIC), WASH DC 20310

{b) Persons outside DoD investigative junsdiction Qutside the
United States, physical surveillance's of United States persons who
are nol within the snvestigative junsdiction of the DoD ntelligence
component concerned will be forwarded through appropnate chan
nels to the Deputy Under Secretary of Defense (Policy) for approv
al Requests for approval of physical surveillance pursuant to this
secugn will be forwarded through command channels to HQDA
(DAMI-CIC), WASH DC 20310 Such requests shall indicate coor
dnation with the Central Intelligence Agency

4 Physical survesllance of Non-US Persons

{a) Physical surveillance of non—US persons may be conducted
for any lawful function assigned the Army intelitgence component

(b) Physical survetllance of non-US persons within the United
States may be approved by the ACSL. DA, the Commanding Gener-
al, INSCOM, or therr written designees It must be conducted in
conformity with junsdictional limitations imposed by “The Apree
ment Berween the Deputy Secretary of Delense and Attorney Gen-
eral, Apnl 3, 1979” at appendix B

{c) Officials 1dennified m secnon C3a may approve physical

survelllance of non-US persons abroad This authonty may be dele-
gated down 1o field supervisors All delegations must be 1n wnting

Part 10
PROCEDURE 10. UNDISCLOSED PARTICIPATION IN
ORGANIZATIONS

A APPLICABILITY

Thus procedure applies to participation by employees of DoD» intelli-
gence components 1n any organizabion within the Unied States, or
any orgamzation outside the Umsted States that constitutes 2 Unued
States persen, when such participanion 1s on behall of any enuty of
the mtelligence community These procedures do not apply to par-
ucipation n organizations for solely persenal purposes

B. EXPLANATION OF UNDEFINED TERMS

! Domestic actrvities refers to activities that take place within
the United States that do not involve a significant connechon with a
foreign power, orgamzation or person

2 The term orgamization includes corporations and other com-
mercial orgamzations, academic mshiutions, clubs, professional so-
cieties, associations, and any other group whose existence 1s
formalized 1n some manner or otherw:ise functions on a contimmng
basis

3 An orgamization within the United States means all organiza-
nons physically located within the geographtcal boundares of the
United States whether or not they constitute 3 United States person
Thus, a branch, subsidary, or office of an organization with the
United States, which 1s physically located outside the United States,
15 not considered as an organmzation withun the Umted States

4 Participanon refers to an action undertaken within the structure
or framework of the orgamization involved Such actions include
serving as a representative or agent of the orpamzation, acquinng
membership, attending meetings not open to the pubbc, mcluding
social functions for the orgamzation as a whole, carrying out the
work or funcuons of the organization, and contnbuting funds to the
organtzation other than i payment for goods or services Actions
iaken outside the orgamyzanonal framework, however, do not consti-
tute participation Thus, attendance at meeting or social gathenngs
which imvolve orgamzatuon members but are not funcnons or activi-
ties of the organization itself does not constitute participation

5 Participation 1s on behalf of an agency within the intelligence
community when an emplovee 1s asked or requested to take action
within an erganization for the benefit of such agency Such em-
ployee may already be a member of the organization or may be
asked to join Actions undenaken for the bencfit of an intelligence
agency nclude collecting information, 1dentsfying potential sources
or contracts, or establishing and maintaming cover If a cooperatng
source furmshes mformation to an mtelligence agency which he or
she obtained by participatton within an orgamzalion but was not
given prior to direction or tasking by the intelligence agency to
collect such information, then such participation was not on behall
of such agency

6 Participatton 1s solely for personal purposes, if undertaken at
the muative and expense of the employec for the employee’s
benefit

C PROCEDURES FOR UNDISCLOSED PARTICIPATION
Except as permutted herem, employees of DoD ntelligence compo-
nents may participation on behalf of such components i orgamza-
uons within the Umted States, or i orgamzations cutside the Umnited
States that constitute Unsted States persons, only 1if therr affihanon
with the intelhgence component concemed 1s disclosed to an appro-
priate official of the orgamization in accordance with section D,
above Paruicipatton without such disclosure s permitted only of 1t 15
consistent with the himitauons set forth in subsection C 1, below,
and has been approved in accordance with subsection C2, below

! Limnations on undisclosed participation

(a) Lawful Purpose No undisclosed participation shall be permit-
ted under this procedure unless 1t 1s essential to achueving a lawful
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foreign inteliigence or counternntelligence purpose wathin the as-
signed mission of the collecting Dol ntelligence component

(b) Lumuattans on use af undisclosed participation for foretgn
mtelligence purposes within the Unmited States Undisclosed partici-
palion may be authonzed within the Umited States for the purpose of
collecting foreign intelhgence from or about a United States person,
nor to collect information necessary 1o assess W$ persons as potential
sources of assistant to forergn intelbgence activiies This does not
preclude the collection of informanon about such persons, volun-
teered by cooperating sources participating I organizations to
which such persons betong, however, 1f otherwise permitied by
Procedure 2

(c) Duranon of Participanion Authorization to participate under
subsecuon C2a and b shall be limited 10 the penod covered by
such participation which shall be no longer than 12 months Partici-
pation which lasts longer than 12 months shall be reapproved by the
appropnate official on an annual basis i accordance with this
procedure

(d) Participation for the purpose of influencing the activiies of
the organization or 1ts members No participation under thas proce-
dure shall be authonzed for the purpose of influencing the acuivities
of the orgamization n question, or s members, unless such partici-
pation ts undertaken on behalf of the FBI 1n the course of a lawful
mvestigation, or the orgamization concerned i» composed pnmanly
of mdividuals who are not United Stales persons and 15 reasonably
believed 1o be acung on behalf of a foreign power Any DoD
intelligence component that desires to undertake participation for
such purpose shall forward its request to the Deputy Under Secre-
tary of Defense (Policy) setting forth the reievam facts justifying
such participation and explaiming the nature of its contemplated
activity Such participation may be approved by the DUSD(P) with
the concurrence of the General Counsel, DeD Request for approval
such participation by Army intelligence elements will be submitted
through command channels to HQDA (DAMI-CIC), WASH DC
20310

2 Required approvals

{a) Undisclosed participation that may be approved within a DoD
inteligence component Undisclosed participanton on behalf of a
DoD mntelligence component may be authonzed withun such compo-
nent under the following circumstances

(/) Paricipation in meelngs open to the public For purposes of
this section, a semunar or conference sponsored by a professional
organization that 1s open to persons of a particular profession
whether or not they are members of the orgamzation uself or have
recerved a special invitation, shall be considered a meeting open to
the public

{2j Participation in organizations that permits other persons ac-
knowledged to the orgamzation 1o be employees of the Unted
States Governmenl to participate

{3) parucipation 1n educational professional orgamizations for the
purpose of enhancing the professional skills, knowledge, or capatuli-
ties of employees

f4) Participation 1n seminars, forums, conferences, exhibitions,
wrade fars, workshops, symposiums, and similar types of meeungs,
sponsored by orgamizations i which the employee 1s a member, has
been invited to participate, or when the sponsonng orgamzation
does not require disclosure of the participant s employment affilia-
tions, for the purpose of collecting significant foreign intelligence
that 15 generally made available to participanis at such meeungs, and
does not nvolve the domestic acuviues of the orgamization or its
members

¢3) Request to engage 1n undisclosed partictpation pursuant io
this subsection may be approved by the ACSI, HQDA, Command-
ing General, INSCOM, Deputy Chief of Staff, Intelhigence (DCSI),
USARLUR, the G-2, EUSA, or their written designees Al requests
will receive pnior legal review by the supporting judge advocate
Infornation comes of approvals will be forwarded 10 HQDA
(DAMI-CIC), WASH DC 20310

{b) Participation that may be approved by semor intelligence offi-
cials Undisclosed participation may be authonzed by enther the

Deputy Under Secretary of Defense (Policy), the Director, Defense
intelligence Agency, the Assistant Chief of Staff for Intelligence
Department of the Army, the Commanding General, US Amy
Intelligence and Secunty Command, the Director of Naval Intell-
gence, the Director of Intefhigence, U S Manne Corps, the Assistant
Chief of Siaff, Intelitgence, Umted States Air Force, the Director,
Naval Investigation Service, the Commanding Ofiicer, Air Force
Office of Special Investigahons or their single designees, for the
following purposes

{1) To collect sigmficant foreign mtelligence outside the United
States, or from or about other than United States persons within the
Umited States, provided no information involving the domestic activ-
itres of the orgamzalion or its members may be collected

2) For countennielligence purposes, at the watten request of the
Federal Bureau of Investigation

{3) To collect sigmificant countenntglhigence about other than
United States persons, or about United States persons who are
within the investigahve Junsdiction of the Department of Defense,
provided any such participation that occurs within the United States
shall be coordinated with the Federal Bureau of Investigation

f4) To cotlect mformation necessary to identtfy and assess other
than Umted Siates persons as polenhial sources of assistant for
foreign ntellgence and countenntelligence activities

(3) To collecl mformaton necessary to identfy United States
persons as potential sources of assistant to foreign intelligence and
countenntelligence activinies

{6) To develep or maintain cover necessary for the secunty of
foreign intelligence or countenntelligence acttvities

{7) Outside the Uniled States, to assess Umited States persons as
potennal sources of assistant to forergn tntelligence and countenn-
telligence activities

{8} Requests to engage m undisclosed participauon pursuant to
this section must be approved by the ACSI, HQDA, or the Com-
manding General, INSCOM  All request will receive prior legal
review by the Office of The judge Advocate General, HQDA, or the
Staff Judge Advocate, INSCOM, respectively Information copies of
all approvals by the Commanding General, INSCOM, will be pro-
vided to HQDA (DAMI-CIC), WASH DC 20310

D DISCLOSURE REQUIREMENT

{ Dnsclosure of the intelligence affibiation of an employee of a
DoD intelligence component shall be made to an executive officer
of the organization i question, or to an official in charge of mem-
bership, attendance o, the records of the organizaton concemed
Disclosure under this subsection 15 not required 1f undisclosed par-
ticipation 15 permussible and authonized by this procedure

2 Dnsclosure may be made by the DoD intelligence component
mvolved. an authonzed DoD official, or by another component of
the Intelligence Commumty that 1s otherwise authonzed to take such
action on behalf of the DoD imelligence component concemed

Part 11
PROCEDURE 11. CONTRACTING FOR GOODS AND
SERVICES

A APPLICABILITY

This procedure applies 1o contracuing or other arrangements with
United States persons for the procurement of goods and services by
DoD intelligence components within the Umited States and with
contractors abroad who are US persons This procedure does not
apply to contracung with governmenl entities, or to the enrollment
of individual students i acadermic inshitutions The latter situation 1s
govemed by Procedure 10

B PROCEDURES

i Coniracts with academuc istituhions DoD inteliigence compo-
nenls may enter 1nto a contract for poods or services with an aca-
demic mstitution onty 1f pnor to the making of the coniract, the
intelligence component has disclosed to appropriate officials of the
academic mstitulion the fact of sponsorship by a DoD intelligence
component
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2 Contracts with commercial organizations, private nshiutions
and mdwiduals Contracting by or for a DoD intelligence compo-
nent with commercial orgamuzations, private Instiutions, or privale
individuals within the United States may be done without revealing
the sponsorstup of the intelligence component 1f

(a) The contract 15 for published matenal avalabie to the general
public or for routine goods or services necessary for the suppon of
approved actvilies, such as credit cards, car rentals, travel, lodging,
meals, rental of office space or apariments, and other ttems Incident
to approved activilies, ot

(b) There 15 a wntten deternunation by the Secretary or the
Under Secretary of a Miliiary Department, the Director of the Na-
tional Securty Agency, the Director of the Defense Intelligence
Agency, or the Deputy Under Secretary of Defense (Pahicy) that the
sponsorship of a DoD intelhigence component must be concealed 10
protect the activities of the DoD Intelligence component concemed
Requests by Army ntelligence elements for authonty to conceal
such spomsotshp will be submitted through command channels to
HQDA (DAMI-CIC), WASH DC 20310

C EFFECTS OF NON-COMPLIANCE
No contract shall be void or voadable for fmlure 10 comply with s
pracedure

Part 12
PROCEDURE 12 PROVISIONS OF ASSISTANT TO
LAW ENFORCEMENT AUTHORITIES

A APPLICABILITY

This procedure applies to the provision of assistant by DoD intelli-
gence components to law enforcement authonttes It incorporates
the specific hmitations on such assistant comamed wn EQ 12333,
(reference (a)). together with the general hmitations and approval
requrements of DoD Directive 55255, (reference (1)) (See AR
500-51)

B PROCEDURES

! Coaperation with law enforcement authortites Consistent with
the iimitations conlained 1n Dol Directive 53525 5, (reference (1))
and subsection B 2, below, DoD mtelligence components are au-
thonzed ta cooperate with law enforcement authonties for the pur-
pose of

(a) Investipatg or preventing clandestine mielligence ac'ivities
by foreign powers, intemational narcotics acuvilies, or inlernational
terronist actmvanes,

(b) Protecting DoD employees. informanon, property and facih-
ties, and

{c) Preventmng, detecung or tnvestigating other violahons of law

2 Types of permissible assistamt DoD intelligence components
may provide the following types of assistant to law enforcement
authonties

(a) Incidentally—acquired information reasenably beheved to indi-
cate a violation of federal law shall be provided i accordance with
the procedures adopted pursuant to section 1 7(a) of ECQ 1233
(reference (a)) Policy goverming reporning and use of mformation
concemuing Federal cnimes s found at procedure 15, section C4

{b) Incidentally-acquired information reasonable beheved to indi-
cate a violation of state, local or foreign law may be provided
accordance with procedures adopted by the heads of DaD
COmponents,

(c) Specialized equipment and facilihes may be provided to fed-
cral law enforcement authorities, and, where lives are endangered, to
state and locai law enforcement authorties, provided such assistant
15 consistent with, and has been approved by an official authonized
pursuant 1o , enclosure 3 of DoD Durective 5525 5, (reference (1)),
and

(d) Personne|! who are employees of DoD ntelligence compo-
nents may be assigned to assist federal law enforcement authonties,
and when lives are endangered, suate and local law enforcement

authoniues; provided such use 15 consistent with, and has been ap-
proved by an official authonzed pursuant to, enclosure 4 of DoD
Directive 5525 5, (reference (1)) Such official shall ensure that the
General Counsel of the providing PoD component concurs in such
use

(e) Assistant may be rendered to law enforcement agencies and
secunity services of foreign governments of intemnational orpaniza-
tions i accordance with established policy and applicable Staws of
Forces Agreements, provided, that DoD inteligence components
may not request of participate n activiies of such agencies under-
taken against United States persons thal would not be permuted
such compenents under these procedures

Part 13
PROCEDURE 13. EXPERIMENTATION OF HUMAN
SUBJECTS FOR INTELLIGENCE PURPOSES

A APPLICABILITY

This procedure applies to expenmentation on human subjects if such
expenmentation 15 conducted by or on behalf of a DoD ntelligence
compenent This procedure does not apply to expenmentation on
ammal subjects

B EXPLANATION OF UNDEFINED TERMS

1 Expenmentation m this context means any research or tesung
acuvity wvolving human subjects that may expaose such subjects to
the possibihity of permanent or temporary 1jury (tncluding physical
or psychological damage and damage to the reputanon of such
persons) beyond the nsks of iury to which such subjects are
ordinanly exposed m thewr daly lives

2 Expenmentation 1s conducted on behalfl of a DoD intelligence
component if it 15 conducted under contract 10 that component or to
another DoD component for the benefit of the intelhigence compo-
nent or at the request of such a component regardless of any exist-
ence of a contractual relationship

3 Human subjects 1n this context includes any person whether or
not such person 15 a United States person

C PROCEDURES

! Expenimentation on human subjects conducted by or on behalf
of o DoD intelligence component may be undertaken only with the
informed consent of the subject, and in accordance with guidelines
1ssued by the Department of Health and Human Services, selung out
condinons that safeguard the welfare of such subjecls

2 DoD telligence components may not engage In or contract
for expenmentation on human subjects without approval of the
Secretary or Deputy Secretary of Defense, or the Secretary or Under
Secretary of a Mulitary Department, as appropriatc Request for such
approval submatted by Army mtelhgence components will be ad-
dressed through command channels 10 HQDA (DAMI-CIC),
WASH DC 20310

Part 14
PROCEDURE 14 EMPLOYEE CONDUCT

A APPLICABILITY

This procedure sets forth the responsibilinies of employees of DoD
intelligence components to conduct themselves in accordance with
this Regulation and other applicable policy It also provides thal
DoD intelligence components shall ensure, as appropnale, that these
policies and guidelmes are made known to their employees

B PROCEDURES

! Employee responsibthties Employees shall conduct intelli-
gence achivities only pursuanl to, and in accordance with, Executive
Order 12333 (reference (a)) and this Regulation fn conducting such
activittes, employees shall not exceed the authonnes granted the
employing DoD intelhigence components by law, Executive Order,
including EQ 12333 (reference (a)), and apphicable DoD directives

2 Famihariy with resirictions
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(3) Each DoD mtelhigence component shall famihanze s person-
net with the provisions of Executive Order 12333, (reference (a)),
this Regulation, and any mstructrons implementing this Regulation
which apply to the operations and activities of such component At a
mimmum, such familiarization shall contain

(1) Applcable portions of Procedures | through 4

{2} A summary of other procedures that pertamn to collection
techniques which are, or may be, employed by the DoD ntelligence
componenl concemed, and

3} A statement of individual employee reporting responsibility
under Procedure 15

{b) The Assistant to the Secretary of Defense (Intelligence Over-
sight) (ATSD (I10)), and each Inspector General responsible for a
DoD intelligence component shall ensure, as part of their mspec-
tions, that procedures are in effect which achieve the objectives sel
forth 1n paragraph B 2a, above

3 Responsibthites of the heads of DoD components The heads
of DoD Comps that canstitute, or cantain, DeD intelligence compo-
nents {The Secrelary of the Army) shall

(a) Ensure that al} proposals for intelligence activities which may
be unlawful, m whole or in part, or may be contrary 10 applicable
Execulive Branch or DoD policy are referred to the General Counsel
responsible for such component

{b) Ensure that no adverse acuion 15 taken agamst any employee
because the employee reports activities pursuant to Procedure 15

(c) Impose such sanctions as may be appropnate upon any em-
ployee who viclates the provisions of this Regulation or any instruc-
uon promulgaled thereunder

(d) In any case involving senous or contiming breaches of secu-
nty by either DoD or non-DoD employees, recommend to the
Secretary of Defense appropnate nvesitgative actions

{e) Ensure that the General Counsel and Inspector General wth
responsibility for the component (The Army General Counsel and
the DA Inspector General), as well as the General Counsel, DoD,
and the ATSD (1O}, (and the intelligence oversight officer, office of
the ACSI, HQDA) have access to all information concerming the
intelligence acuvities of that component necessary to perform their
oversight responsibilities

(N Ensure that employees cooperale fully with the Intelligence
Oversight Board and its representatives

Part 15
PROCEDURE 15 IDENTIFYING, INVESTIGATING,
AND REPORTING QUESTIONABLE ACTIVITIES

A APPLICABILITY
This procedurc provides for the identification, tnvestigation, and
reporitng of questionable intelligence activities

B EXPLANATION OF UNDEFINED TERMS

! The term "“questionable activity,” as used herein, refers 1o any
conduct tha! constitutes, or 1s related to, an ntelligence activity tha
may violate the law, any Executive Order or Presidential directive
including E O 12323, reference (a)), or applicable DoD policy
including this Regulation

2 The terms “General Counsel” and “Inspector General ™ as used
heremn, refer, unless otherwise specified, 10 any General Counsel or
Inspector General with responsibihty for one or more DoD intelh-
gence componenls Unless otherwise indicated, the term “Inspecior
General ” shall also include the ATSD (10} For the purposes of this
procedure the terms refer to the Army General Counsel and the DA
Inspector General

C PROCEDURES

! ldenuficanon

{a) Each employee shall report any queshionable activities to the
General Counsel or Inspector General for the DoD intelligence com
ponent concermed, or to the DoD General Counsel or the ATSD
(10)

1) Quesuonable activiiies will be reporied by electnical message

through command channels to HQDA (DAMI-CIC), WASH DC
20310, as soon as possible (but in any event not later than five days
of discovery) Reports will include the following

a Descriphion of the nature of the questionable activiry

b Date, ime, and location of occurrence

¢ Individual or wnit responstble for the guestionable acuvin

4 Summary of the incident to nclude references to particular
portions of this regulanon

e Status of the investigation of the ncident

(2) Employees are encouraged to submt such reports through
command channels, however, 1f the employee desires, reports of
questionable activity may be sent directly to the following The
ACSI, HQDA, the Office of The Inspector General, HQDA, or the
Office of the Army General Counsel, WASH DC 20310

{(b) Inspectors General, as part of their inspection of DoD intelli-
gence components, and General Counsels, as part of therr oversight
responsibilities shall seek to determine 1f such components are in-
volved mn any questionabte acuvities If such actuiviues have been or
are bewng undertaken, the matter shall be investigated under subsec-
uon C2 below If such activities have been underiaken but were
not reported, the Inspecter General shali also ascertamn the reason
for such fatlure and recommend appropnate comective action

(c) Inspectors General, as part of their oversight responsibiliies,
shall, as appropriate, ascertain whether any orgamzation, staffs, or
offices within their respective junisdiction but not otherwise specifi-
cally identified as DoD mtelligence components, are being used for
forergn mteliigence or counteninteliipence purposes to which Part 2
of EO 12333, (reference (a)), apphes, and, 1f so, shall ensure that
activities of such components are in compliance with this Regula-
uon and applicable DoD pohicy

(d) Inspectors General, as part of thewr inspection of DoD intells-
gence components, shall ensure that procedures exist within such
componenis for the reporting of questiorable activines, and that
employees of such componenis are aware of their responsibilitzes to
report such activities

2 Invesagation

{a) Each report of a questionable activity shall be mveshgated to
the extent necessary to determune the facts and assess whether the
activity 15 legal and 15 consistent with applicable policy

(1) Trutial investigation will be conducted m an expeditious man-
ner by the command which reported the questionable activity

{2} Within 30 days of the imitial report, the command wtll for-
ward a final report through command channels to HQDA
(DAMI-CIC), WASH DC 20310 for submussion to the DA inspec-
tor General and the Amny General Counsel The report will be
reviewed by the supporting judge advocate, it will include the
followwng

a Results of the investigation

b Disciplinary or corrective actton taken or contemplated

(3} 1f the invesiigation cannot be completed within 30 days from
the date of the imnal report, a status report will be submitted, the
report will provide the reasons for the delay and an esumated date
of completion Status reponts will be forwarded every 30 days until
the wnvestigation 1s completed Except in extraordinary circum-
stances, investigations will be completed and a final report sent
within 60 days (rom the date of the onginal report

/4) Pursuant to AR 335-15, paragraph 7-2r, the above reponts are
exempt from the requmrement for a Requiremenis Control Symbo}

{b) When appropnate, questionable activiues reported 1o a Gen-
eral Counsel shall be referred to the corresponding Inspector Gen-
era] for mvestugation, and 1f reported to the Inspector General, shafl
be referred to the corresponding General Counsel to determine
whether the activity 1s legal and consistent with apphicable policy
Reports made to the DoD General Counsel or the ATSD (10) may
be referred, after consultation beiween these officials, to the appro-
priate Inspector General and General Counsel for investigation and
evaluation

(c) Investigations shall be conducted expediiously The officials
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responsible for these investigations may, 1n accordance with esizb-
hished procedures, obtamn assistant from within the component con-
cemed, or from other DoD components, when necessary, to
complete such nvestigations n a umely manner

(d) To complete such investigations, General Counsels and In-
spectors General shall have access to all relevant mformation re-
gardless of classification or comparmentation

3 Reports

(a) Each Counsel and Inspector General shall report immediately
to General Counsel, DoID, and the ASTD questionable activittes of a
Serious narure

(b} Each General Counsel and Inspector General shall submit 1o
the ATSD (10) a quarterly report described those activines that
come to their attention duning the quarter reasonably believed to be
itlegal or contrary to Executive Order or Presidential directive, or
applicable DoD policy, and actions taken with respect to such activ-
iies The reports shall also include sigmificant oversight activities
undertaken during the quarter and any suggestions for improvements
in the oversight system Separate, joint, or consolidated reports may
be submitted These reports should be prepared in accordance with
DoD Directrve 5000 11, (reference (}))

{1) The DA Inspector General will prepare the Quarterly Over-
sight Activities Report for the signature of The Inspactor General
and the Army General Counsel The report will be forwarded not
later than 30 days following the end of each quartec

(2] To assist in prepaning this report, the ACSI, HQDA, Com-
manding General, INSCOM, CINCUSAREUR, Commanding Gen-
eral, US Armvy Forces Command (FORSCOM), and the
Commanding General, EUSA, will provided contributions not later
than 15 days following the end of the quarter These reports will be
forwarded through HQDA (DAMI-CIC), WASH DC 20310

f3) The quarterly repons will include the following

a Description of sigmficant oversight activittes undertaken dur-
ing the quarter

b Identification of unlawful or improper acnvities discovered or
reported

¢ Suggestions for improvements of the oversight system

{4) Pursuant 1o AR 335-15, paragraph 7-2r, these quarteriy
reparts are exempl [rom the requirement for a Requirements Control
Symbol

ic) All reports made pursuant to subsections 3a and b above,
which involve a possible violauon of federal crimmal law shall be
considered by the General Counsel concermned 1n accordance with
the procedures adopied pursuant lo section | 7(a) of EQ 12333
{reference (a))

{d) The General Counsel, DoD, and the ATSD (10) may review
the findings of other General Counsels and Inspector Generals with
respecl o questionable activities

(e) The ATSD (I0) and the General Counsel, DoD, shall repon
In a timely manner to the Wiite House Intelligence Oversight Board
all activities that come 1o therr attention that are reasonably beheved
to be illegal or contrary to Executive Order or Presidential direcuive
They will also advise appropnate officials of the Office of the
Secretary of Defense of such activities

(f) These reporung requirements are exempt from formal ap-
proval and licensing in accordance with subsection VII G of enclo-
sure 3 10 DoD Directive 5000 19 {reference (k))

4 Reporting and use of informanon concerning Federal crimes
This section implements section ] 7(a) of Executive Order 12333,
(reference {a))

ta) Any member or employee of an Army intelligence component
will report immedialely (through command channels if possible) any
facts and ciwrcumstances that tend 1o show the following

1) That a member or employee of a DA ntelligence component
may have wiolated any Federal statute

{2) That any other person may have violated a Federal eniminal
statute 1n one of the following categenes

a Cnmes involving itentional inflicuion of threat of deaih or
senous physical harm

& Cnmes hkely to impact on the naticnal secunity, defense, or
foreign relattons of the Unied States

¢ Cnmes involving foreign interference with the mtegnity of US
governmental msltutions or processes

d Cnmes that appear to have been commutted by or on behalf of
a foreign power or 1n connection with international terronist activity

¢ Any conspiracy or attempt to commit a crine reportable under
categonies (a) through (d) above

{b) The intelhigence component receiving the report will repori
all avatlable facts by electncal message to HQDA WASH DC/
DAMI-CIC/ and to USACIDC when required by AR 195-2, within
5 days after discovery

(¢) Questions mvelving the scope of this reporting requirement
should be addressed to the legal advisor of the mielhigence compo-
nent recerving the report of possible cniminal conduct

(d) The office of the ACSI, HQDA, will transmat reports pur-
suant to this section the Army General Counsel, with recommenda-
tions concermng the following

(1) The need for the scope of further wmquiry

(2) Whether the allegations are without basis

(3) Whether the cnme involved 15 one agamnst property and -
volving less than $500

{4} Whether the offense 1s of such a minor nawre that no further
investgation 1s necessary and only an oral report to the Attorney
General 15 required

(5) Whether Rarther investigation or prosecution of the matter
would or might result 1n a public disclosure of classified information
or intelligence sources or methods or would jeopardize the secunty
of ongomng inteliigence operations (Where secunty considerations
mandate, names n reports may be identtfied as “John Doe
#___ ", the true 1dentity of such persons will be provided when
so requesied by the Army General Counsel)

(e} Reports recetved pursuant to this seclion will be reviewed and
reported by the Army General Counsel under procedures adopted by
the Depariment of Justice

(fy For purposes of this section the term “employee™ 15 defined
as

fI) A miitary member, employee, or contract employee of an
mntelhigence component

{2} Former members and employees for purposes of offenses
commutted dunng therr employment

(3) Former members and employees for offenses mvolving viola-
ton of section 207, title 18, United States Code (18 USC 207)
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Appendix A
Definitions

1. Administrative purposes,

Informanon s collected for “adrmmistrative purposes” when 1l 15
necessary for the adminstration of the component concerned but s
not collected directly 1 performance of the mtelligence activiies
assigned such components Examples include infermation relanng to
the past performance of polential contractors, information to enable
such components 1o discharge their pubbic affurs and lemslative
duties, including the maintenance of correspondence files, the mam-
tenance of employee personnel and trating records, and Iraining
materials or documents produced al trmmmng facihinies

2 Avallable publicly

Information that has been published or broadcast for general public
consumplton, 15 available on request to a member of the general
public, could lawfully be seen or heard by any casual observer, or is
made available al a meeting open to the general public In this
context, the ' general public” also means general avallability to per-
sons i a mulitary commumty even though the military commumty
1s not open to the civiban general public

3 Communications security.

Protective measures laken to deny unauthonzed persons mnformation
denved from telecommunications of the United States Government
related to nathional secunity and to ensure the authenticuy of such
telecommunications

4 Consent

The agreement by a persen or orgamzation to permit DoD intelli-
gence components to take particular action that affect the person or
orgamzation Consen! may be oral ar wniten unless a specific form
of consent 15 required by a particular procedure Consent may be
implied if adequate notice is provided that a particular action (such
as entering 2 butlding) cames with 1t the presumption of consent to
an accompanying action (such as search of bnefcases) (Questions
regarding what 15 adequate notice 1 paricular cireumstances should
be referred 1o the legal office responsible for advising the DoD
intelligence component concerned )

5 Countenntelligence

Information gathered and activities conducied 1o protect aganst es-
ptonage, other wtellipence activiues, sabotage, or assasswnations
conducted for or on behall of foreign powers, organizations, per-
sons. or nternational terrorist activities, but not mcluding personnel
physical documert, or communications secunty programs

6 Counternintelligence investigation

Includes inquires and other activibies undertaken 1o determine
whether a particular United States person 1s acung for, or on behall
of, a foreign power for purposes of conducting espronage and other
mtelligence activities, sabolage, assassinations, intemational terronst
activities, and actions to peutralize such acts

7 DoD Component

Includes the Office of the Secretary of Defense, each of the Milnary
Departments, the Organizauon of the Joint Chiel of Staff, the Un;-
fied and Specified Commands, and the Defense Agencies For the
purposes of this regulauon, the head of the DoD Component 1s the
Secretary or Under Secretary of the Army

8. DoD intelligance components.
Inciude the foliowing orgamzations

a The Natwonal Secunty Agency/Central Secunty Service

b The Defense Intelhgence Agency

¢ The offices within the Department of Defense for the collec-
tion of specialized national foreign intelhgence through reconnais-
sance programs

d The assistant Chief of Staff for Intelhgence, Army General
StafTf

e The Office of Naval Intethgence

f The Assistant Chief of Stafl, Intelligence, Unned States Arr
Force

g The Army Intelligence and Secunty Command

h The Naval [ntelligence Command

1 The Naval Secunty Group Command

J The Director of Intelhgence, US Manne Cormps

A The Air Force Intellipence Service

{ The Electronic Secunty Command, Umted States Air Force

m The countenntellipence elemenis of the Naval Inveshgauve
Service

n The countenntelligence elements of the Air Force Office of
Special Invesugatons

o The 650th Miltary Intelhgence Group, SHAPE

p Other orgamzanons, staffs, and offices, when used for foreign
inteliigence or counlenntelligence activities 10 which part 2 of EO
12333 (reference (a)), apphes, provided that the heads of such or-
ganizations, stafls, and offices shall not be considered as heads of
DoD intelligence components for purposes of this Regulanon In-
cluded n this subcategory are the following telhigence umts that
support unified or specified commands, intelligence staff offices
supporung military commanders at all echelons including their sub-
ordinate ntelhigence unns and offices, and other DA components
performing intelligence activities as that term 15 defined at para-
graph 13

9 Electronlc survelllance

Acgmsition of a non—public commumecauon by electromec means
without the consent of a person who 15 a party to an electtomc
communication or, 1n the case of 4 nonelectromc commumecahon,
without the consent of a person who 15 visibly present at the place
of commumecation, but not including the use of radio direction
finding equipment solely to determune the location of a transmutier
{electronic surverllance within the Umited States 15 subject to the
defimtions 1n the Foreign Intelligence Surveillance Act of 1978,
{reference b)) ) Pen register orgamzations are ncluded wathin the
term elecuonic surveillanee

10 Employee

4 person employed by, assigned 1o, or acting for an agency within
the intelligence commumity, including contractors and persons other-
wise acthing at the direction of such an agency

11 Foreign Intelligence.

Information relating to the capabilities, tntentions, and activities of
foreign powers, organizations, and persons, but not including coun-
terintclhigence excepl for information on snternational terronst
activities

12. Foreign power

Any foreign govemment (regardless of whether recognized by the
United States), foreign—bascd political panty (or faction thereof),
foreign military force, foreign—based terrons! group, or any organi-
zation composed, in major part, of any such entity or entiies

13 Intelligence Activities.
Refers 1o all activities that DoD} intelligence components are author-
1zed to undertake pursuamt to Executive QOrder 12333 (reference {a))

18 AR 3B1-10 = 1 July 1984



14, Intelligence Commumity and an agency of or within
the Intelligenice Community
Refers to the following orgamzalions

a The Central Intelligence Agency (CIA)

b The National Security Agency (NSA)

¢ The Defense Intelhigence Agency (DIA)

d The offices within the Department of Defense for the collec-
tion of specialized natonal foreign imelhgence through reconnais-
sance programs

e The Bureau of Intelligence and Research of the Department of
State

/ The mtelhigence elements of the Army, Navy, Air Force and
Marnine Corps, the Federal Bureau of lnvestigation (FBI), the De-
partment of the Treasury, and the Department of Energy

g The staff elements of the Office of the Director of Central
Inteliigence

15 International Narcotics Activibies

Refers to activilies outside the United States to produce, transfer or
sell narcotics or other subsLnces controlled 1n accordance with title
2!, Unuted States Code, Sections 811 and Bi2

16 Intelligence Terronist Activities

Activinies undertaken by or 1n suppon ol lerronsls or terrorist organ-
1zations that occur totally outside the United States, or that tran-
scend national boundaries in terms of the means by which they are
accomplished, the persons they appear intended to coerce or intimi-
date, or the local i which the perpetrators operate or seek asylum

17 Lawful Investigation

An investigation qualtfies as a Jawful investigation 1f the subject of
the tnvestigation 15 within DoD investigative junsdiction, 1f 1t is
conducted by a DoD component that has authonzanon to conduct
the particular type of mvestigahon concerned (for example, coun-
terintelligence, personncl security, physical secunty, communica-
tions secunty), and 1f the wmvestgation 15 conducied 1n accordance
with applicable law and pohcy, mcluding EQ 12333 and this
Regulation

18 Law Enforcement Activities

Achiviies undertaken for the purpose of detecting violauons of jaw
or 1o locate and apprehend persons who violate the Jaw This in
cludes achivittes to enforce the Uniforn: Code of Mihtan Justice

19 Personnel security

Measures designed 1o wnsure that persons employed, or being con-
sidered for employment. n sensitive positions of trust arc suilable
for such employment with respect to lovalty, character, emotional
stabthty, and rehiability and that such employment 1s clearly consis-
tent with the nterests of the national secunty It includes measures
designed to ensure that persons granted access to classified informa-
tion remain suitable for such access and that access 15 consistent
wilh the interests of national secunty

20 Personnel secunty inveshgation,

a An mquiry ito the activities of a person granted access 1o
mmtelhgence or other classified information, or a person who 1s being
considered for access to intelligence or other classified nformation,
mciuding persons who are granted or may be granted access to
facihiies of DoD imielligence components, or a person to be as-
signed or retained wn a positton with sensttive duties The invesuga
tion 1s designed to develop information pertaming to the suitability,
chigibthty and trustworthiness of the individual with respect 1o loy-
alty, character, emouonal stability and rehabihity

& Inquines and other actsvities directed agamst DoD employees
or members of a military service 1o determme the facts of possible
voluntary or involuntary compromise of classified mformation by
them

¢ The collection of information about or from military personnel

m the course of tactical tawing exercises for secunty iraming
purposes

21 Physical secunty.

The physical measures taken to preveni unauthonzed access to, and
prevent the damage or loss of, equipment, facilitics, matenal and
documents, and measures undernaken to protect DoD personnel from
physical threats to their safety

22. Physical security investigation.

All inguines, mspections, or surveys of the effecuveness of controls
and procedures designed to provide physical secunty, and alt inquir-
1es and other actions undertaken to obtamn information pertaimng to
phystcal threats to DoD personnel or property

23, Reasonable behef.

A reasonabie behef anses when the facts and circumstances are such
that a reasonable person would hold behef Reasonable belief must
rest on facts and circu nstances that can be articulated, “hunches™ or
intutiens are not sufficient Reasonable belief can be based on
expenence, traimng, and knowledge in foreign intelhgence or coun-
terintelhigence work applied to facts and circumstances at hand, so
that a tramed expenenced “reasonable person™ might hold a reason-
able beltef sufficient 10 satisfy this critenion with someone unfamil-
war with foretgn 1ntelligence or countenntelligence work might not

24. Signals intelhgence

A category of intelligence ncluding communications ntelligence,
electromc intelligence, and foreign instromentatton signats mteth-
gence, etther individually or i combination

25 Speclal Activities

Activities conducted sn support of natienal foreign policy objectives
abroad which are planned and executed so that the role of the US
Government 15 not apparent or acknowledged publicly, and Finc-
uons n support of such activittes, but which are not intended to
influence US political processes, public opinion, or media, and do
not nclude diplomatic activites or the collechon of production of
inclligence or related—support functions

26 United States

When used to describe a place, the term shall include the terntones
under the sovereignty of the Umnited States

27 Umted States person

a The term “Umted States person” means

(1) A Unued States citizen,

(2} An alien known by the DoD intelligence component con-
cemed (0 be a permanent restdent ahien,

(3) An umnacoporated association substantially composed of
United States citizens or permanent resident ahens,

{4) A corporation mcorporated intelligence the United States, ea-
cept for a corporanon directed and controlled by a forergn govem-
menl of governments A corporation or corporate subsidiary
incorporated abroad, even tf parially or wholly owned by a corpora-
tion incorporated 1ntelligence the Untted States, 15 not a Uniled
Siales person

b A person or organization outside the Untted States shall be
presumed not to be a us person unless spectfic nformation to the
contrary 15 obtarned An alien in the United States shall be presumed
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not to be a United States person unless specific information to the
contrary 1§ obtained

¢ A permanent resident aben 15 a foreign national lawfully ad-
mitted mnto the United States for permanent residence

Appendix B

Extract from “The Agreement between the Deputy
Secretary of Defense and Attorney General, Apnil 5,
1979"

Section 6 DELINEATION OF RESPONSIBILITY FOR CI IN-
VESTIGATIONS Responsibiiity for CI investigations shall be ap-
portioned between the FBI and the military Cl services of the DoD
as follows

a All invesugations of violations of the Atormc Energy Act of
1946, which might censtitute a CI investigation as defined herein,
shall be the responsibiluy of the FBI, regardless of the status or
location of the subjects of such tnvestigalions

b Except as provided by paragraph ¢(2) herem, all CI investiga-
nons of foreign nationals undertaken within the Umited States shall
te the responsihility of the FBI

¢ CI mvestgations within the Unned States shall be conducied
mn accordance with the following junsdictional guidelines

{1) Excepl as provided heremn, invesugauons of all civihans, in-
cluding DoD civihan personnel, shall be the responsibility of the
FBI,

(2) Investigations of US military personnel on active duty shail
be the responstbibity of the CI service of the appropnate mlitary
department,

(3) Investigations of related rihtary personnel, active and inac-
tive reservists, and Natropal Guard members shall be the responsi-
bility of the FBI, provided, however, that investigations of actions
which took place while the subject of the mvesuigation was, or 15, on
active mibtary duty shall be conducted by the Cl service of the
appropriate mulitary department, and,

(4) Investgations of private contractors of the DoD and therr
emplovees, shall be the responsibility of the FBI, Provided, howev-
er, that nothing contained n this paragraph shall prevent the mihitany
Cl services of the DoD, 1 a manner consistent with apphcable law
and Executive Branch policy, from undertaking

{a) 1n those cases where the FBI chooses 10 walve investigalve
Jurisdiction, mveshigative achions which are necessary to establish or
refute the factual basis required for an authonzed administrative
actton. to protect the secunty of s personnel, information, activi-
ties, and nstaliations, or

b To provide assistant to the FBI in support of any Cl mvest-
gatton for which the FBI 15 heremn assigned responsibiliy

d CI investuigations outside the Umted Siates shall be conducted
in accordance with the following guidehnes

(1) Investgations of maltary personne! on active duty shall be
the responsibility of the mihitary Cl services of the DoD

(2) Investigations of current civihan employees. their dependents,
and the civilian dependents of active duty mulitary personnel shall
be the responsibility of the military C1 services, unless such respon-
stmhity 15 otherwise assigned pursuant to agreement with the host
government, US law or Executive directive

(3} investiganons of retired mmlitary personnel, active and inac-
tve reservists, Nathonal Guard members, pnvate contraciors and
their employees, and other US persons, who permanently reside in
such locations, shall be undertaken in consuitation with the FBI,
ClA, and host government as appropnate, Provided, however, thal
nothing contaed n this paragraph shall prevent the mihtary Cf
services of the DoD, \n a manner consistent with applicabie law and
Execuuve Branch pohcy from underaking

{a) Invesugative actions which are necessary to establish or re-
fute the factual basis required for an authonzed admimstrative ac-
nion, io protect the secunty of i1ts personnel, information, acuvities,
and installations, or

(b} To provide assistant to the FBI or secunty service of a host

government 1n support of CI nvestigations outstde the United States
for which DoD 15 not herein assigned investigative responsibrity

Appendix C
References to Army Implementation of DoD
5240.1-R

Section |
Required Publications

AR 190-13
The Army FPhysical Secunty Program Cuted 1n procedure 2, section
Cc7

AR 190-52

Countering Terronsm and Other Major Disruptions on Military
Installavons Cited in procedure 2, secion C3c,C4a,C7,C7,
and C1l1

AR 195-2
Crniminal Investigaticn Activities Cited i procedure |, sechion A 3,
and procedure 15, section Cé

AR 33515
Management Information Control System Cited in procedure 15,
secttons C2a(4) and C3b(4)

AR 340-2

Mamtenance and Disposition of Records in TOE units of the Acuve
Ammy, the Armmy Reserve, and the National Guard Cued
procedure 3, section D 2

AR 140-18
The Army Functional Files System Cued in procedure 3, section
D2

AR 380-13

Acquisiion and Storage of Information Concerning Nonaffiliated
Persons and Organizations Cied in the applicability statement on
the tille page

AR 380-5)
Telephone Communications Secunty Monnonng Cnzd in procedure
2, section C9, and procedure 5, part 7, section A

AR 381-12

Subversion and Espionage Directed Against US Army (SAEDA)
Cited 1in procedure |, secuon B, and procedure 2, sections C 4a,
C7 and C3

AR 381-20
US Army Counterintelhgence (CI) Actuvities Cited i procedure |,
secions A} and B, and procedure 2, sections C7 and C8

AR 38145
Investigative Records Repository (IRR) Cited in procedure 3,
section D2

AR 138147
(8) (US Amy Offensive Countennteliigence Operations (Short Title
OFCO) (U) Cned in paragraph B-3

AR 500-51
Support to Civihian Law Enforcement Cited 1n procedure 12,
section A

AR 604-5
Clearance of Personmnel for Access 1o Classified Defense
Information and Matenal Ciled in procedure 2, section C 8
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DoD 4525.6-M
DoD Postal Manual Cited in procedure 4525 6-M §, sections C1a

and C3a

Section 11

Related Publications

A related publication is merely a source of additional information
The user docs not have 1o read 1t to understand this reguiation

AR 10-5
Department of the Army

AR20-1
Inspector General Activities and Procedures

AR 27-10
dulitary Justice

AR 195-1
Army Cnmmal Investigation Program

AR 340-21-5
The Ammy Pnvacy Program System Notices and Exemption Rules
for Intelligence, Secunty, Mihtary Police, and Mapping Functions

AR 380-5
Department of the Army Information Secunty Program

AR 381-1
Control of Dissermination of Intethpgence Information

AR 600-50
Standards of Conduct for Department of the Army Personnet

Section I
Related Publications

Executive Order 12333
Unuted States Intelligence Acuivities December 4, 1981

Public Law 95-511
Foreign Intelhigence Surveillance Act of 1978

DoD Directive 5200 29
DoD Techmical Surveitllance Countermeasures (TSCM) Surves
Program February 12, 1972

Title 18
United States Cade, Chaplers 105 and 119

Pubhie Law 73-d16
Communicanons Act of 1934, Section 605

Title 10
United States Code, Sections 801-840, Umiform Code of Military
Justice

Agreement Between the Deputy Secrelary of Defense and Attomey
General, Apnl 5, 1979 {App B)

Executive Order 12198
Prescnbing Amendments to the Manual for Counts Martial Unrted
Swates 1969, March 12, 1980

DoD Darecnive 55255
DoD Cooperation with Civihan Law Enforcement Officials March
22, 1982

DoD Directive 5000 11
Data Elements and Data Codes Standardization Program December
7, 1964

DoD Directive 5000.19
Policies for the Management and Conrel of Informaution
Requirements March 12, 1976

Appendix D
Part ll, Executive Order 12333

Conduct of Intelligence Acuvittes

2-1. Need.

Accurate and tmely information about the capabilities, intentions
and activities of foreign powers, orgamzations, or persons and their
agents 15 essential to informed decision making in the areas of
natronal defense and foreign relations Collections of such informa-
tion 15 a prionty objecuve and will be pursued m a vigerous,
mnovative and responsible manner that 15 consistent with the Con-
shtution and applicable law and respectful of the pnnciples upon
which the Unuted States was founded

2-2 Purpose

This Order 1s 1ntended lo enhance human and technical collection
techmques, especially those undertaken abroad, and the acquistion
of sigmficant foreign intellipence, as well as the detection and
countering of mternational terronst achivities and espionage conduct
by foreign powers Set forth betow are certain general pnnciples
that, in addion to and consistent with applicable laws, are intended
to acineve the proper balance between the acquisition of essential
mformation and protection of individual interests Nothing in this
Order shall be construed 1o apply to or interfere with any authonzed
civil or cnminal law enforcement responsibihity of any department
of agency

2-3 Collection of Information

Agencies within the Intelligence Community are authonzed to col-
lect, relain o1 disserminate nformauion concermng Unned Siates
persons only in accordance with procedures established by the head
of the agency concermmed and approved by the Attomey General,
consistent with the authonhes provided by Part | of this Order
Those pracedures shall permuit collecuon, retention and dissermna-
tion of the following types of information

o Information that 1s publicly avalable or coliected with the
consent of the person concemed,

& Informanon onstituurg foreign intelligence or counternlel-
hipence, including such informanion conceming corporations or other
commercial organmzations Collection within the Umited States of
foreign intelhigence not otherwise obtamnable shall be undertaken by
the FBI or, when significant foreign intelligence 15 sought, by other
authanzed agencies of the Intelligence Commumity, provided that no
foreign intelligence collection by such agencies be undertaken for
the purpose of acquinng wformmation cancermng the domestc activi-
ties of Unied States persons,

¢ Information obtained 1n the course of a lawful foreign intelli-
gence, counterinteliigence, mternauonal narcotics or intemational
terronsm 1nvestigation,

d Informaunon needed to protect the safety of any persons or
organizattons, ncluding those whao are targets, victtms or hostages
ol mtemational terronst orgamizations,

¢ Information needed to protect foreign mntelligence or countenn-
telligence sources or metheds from unauthonzed disciosure Callec-
ton within the United States shall be undertaken by the FBI except
that other agencies of Inteligence Commumity may also collect such
information concerming present or former employzes, present or
former intelligence agency contractors or their present or former
employees, or applicants for any such employment or contracting,

J Information concerning persons who are reasonably behieved to
be potential sources or contacts for the purpose of determining their
switabihity or credibihty,

g Information ansing out of a lawful personnel, physical or com-
munications secunty investigation,
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4 Information acqured by overhead reconnaissance not directed
at specific Umted Slates persons,

; Incidentally obtamed informaton that may indicate nvolve-
ment m activiites that may violate federal, state, local or foreign
laws, and

J Information necessary for administralive purposes

In addion, agencies within the Intelhgence Commumity may dis-
seminate 1nformation, other than information derived from signals
intelligence, to each approprate agency within the Intelligence
Community, for purposes of allowing the reciprent agency to deter-
mine whether the information 15 relevant to 1ts responsibiliies and
can be retaned by 1t

2—4 Collection Techniques
Agencies within the Intelhgence Community shall use the least
mitrusive collection technigues feasible within the United Slates or
directed agamst United States persons abroad Agencies are not
authonzed to use such techniques as eleciromic surveillance, uncon-
sented physical search, mail st rvertlance, h survellance, or monitor-
ing devices unless they are tn accordance with procedures
established by the head of the agency concemed and approved by
the Attomey General Such procedures shall protect constitutional
and other legal nghts and Iimit use of such mformatien o lawful
governmental purpeses These procedures shall authonze

a The CIA 10 engage w electronic surveitlance within the Umited
States except for the purpose of trmning, testing, or conducung
countermeasures to hostile eleciromic surveillance,

b Unconsented physical searches m the United Suites by agen-
cies other than the FBI, except for

(1} Searches by countenintelhigence elements of the miltary serv-
ices directed against mihitary persennel within the Umiled States or
abroad for intelligence purposes, when authonized by a malitary
commander empowercd to approve physical searches for law en-
forcement purposes, based upon a finding of probable cause to
behieve that such persons are acting as agents of foreign powers and

{2) Searches by ClA of personal property of non-United States
persons lawfully in its possession

¢ Physical surveillance of a Umited Swutes person in the United
States by agencies other than the FBI, excepl for

(13} Physical surverllance of present or former emplovees, present
or former inteliigence agency contractors or thew present or former
employees, or applicants for any such employment or centracting,
and

(2) Physical survesllance of a mulitary person employed by a
nonintelligence element of a mmlitary service

4 Physical surveillance of a United States person abroad lo col-
lect foreign intelhigence except to obtain significant information that
cannot reasonably be acquired by other means

2-5 Attorney General Approval

The Attomney General hereby 15 delegated the power 10 approve the
use for intelhgence purposes, within the United States or against a
Unied States person abroad, of any technique for which a warrant
would be required if undertaken for law enforcement purposes
provided that such techmiques shall not be underiakern unless the
Attomey General has determuined in each case thal there 15 probable
cause to believe that the techmgue 15 directed aganst a foreign
power or an agent of a foreign power Electronie surveillance, as
defined 10 the Foreign Intelligence Surveitlance Act of 1978, shall
be conducted in accordance with the Acl, as well as this Order

2-6 Assistant to Law Enforcement Authorities
Agencies within the Intelligence Commumity are authonzed to

a Cooperate with appropnate law enforcement agenctes for the
purpose of protecting the employees, information, property and fa-
ciities of any agency wilhin the Intelligence Communmity,

b Unless otherwise precluded by law or this Order, participate 1n

law enforcement activities to investigate or prevent clandestine n-
telligence activittes by foreign powers, or mtarnational terronst or
narcolics activilies,

¢ Provide specialized equipment, technical knowledge, or asstst-
ant of expert personnel for use by any depariment or agency, or,
when |ives are endangered, to support local law enforcement agen-
cles Provisions of assistant by expert personnel shall be approved 1n
each case by the General Counsel of the providing agency, and

d Render any other assistant and cooperation to law enforcement
authonnes not precluded by apphicable law

2-7 Contracting,

Agencies within the Inteligence Community are authonzed to enter
mto contracts or arrangements for the provision of goods or services
with pnivate companies or msututions in the United States and need
not reveal the sponsorship of such contracts or arrangements for
authonzed academic mstitutions may be undertaken only with the
consent of appropnate officials of the nstitution

2-8 Consistency With Other Laws.
Nothing 1n this Order shall be construed to authorize any activity 1n
violation of the Constitution or statutes of the Untted States

2-9 Undisclosed Parhicipation in Organtzations Within
the United States
No one acting on behalf of agencies within the Intelhgence Commu-
nity may join or otherwise participate 10 any orgamzation 1n the
United States on behalf of any agency within the Intelhgence Com-
munity without disclosing hus intelhigence affiliation to appropnate
officials of the orgamization, excepl in accordance with procedures
established by the head of the agency concerned and approved by
the Attorney General Such participation shall be authonzed only tf
It 15 essenual to achieving lawful purposes as determined by the
agency head or designee No such participation may be undertaken
for the purpose of mfluencing the activity of the organtzation or its
members except in cases where

a The participation 15 undertaken on behalf of the FBI in the
course of a lawful inveshigation, or

b The organization concemned 1s composed pnmanly of mdividu-
als who are not United States persons and 1s reasonably believed to
be acting on behall of a foreign power

2-10 Human Experimentation

No agency within the Intelhgence Commuruty shall sponsur, con-
tract for or conduct research on human subjects except n accord-
ance with gutdeline 1ssued by the Department of Health and Human
Services The subject’s informed consent shall be documented as
required by those guidelines

2-11 Prohibition on Assassination
No person employed by or acting on behalf of the United States
Govemment shall engage 1n, or conspire to engage tn, assassination

2-12 Indirect Parlicipation
No agency of the Intelligence Commumity shall participate in or
request any person to undertake activities formdden by this Qrder
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