SREBRRMNOTORNER

WASHINGTON, D.C. 20340~

§-0157/1G 29 May 2001

MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT)

Subject: (U) Quarterly Intelligence Oversight Report for the Period Ending 37 March 2001
References:  a. {(U) DoD Directive 5240.1, "DoD Intelligence Activities.”

b. (U) DoD> 5240.1-R, "Procedurcs Governing the Activities of Dol) Components
that Affect 7.8, Persons."

o

(U) DIAR 604, "Procedures Governing DIA Intelligence Activitles That Affect
U.S. Persons.”

-

. (U) Executive Order 12333, "United States Intelligence Activities,”

o

{U) Executive Order 12863, "President's Foreign Intelligence Advisory Board. "

(U) Ax required by references above, the Quarterly Intelligence Oversight Report fbr the Defense
Inuelligence Agency for the period 1 January through 31 March 2001 is enclosed If further
S T or the

Office of the Inspector Gencral at];:.:. o |
O {oH2).(033):
o
1 Enclosure THOMAS R. WILSON
Quarterly Intelligence Oversight : Vice Admiral, USN
Report, 1 Jan - 31 Mar 01 Director
SN 1 oy

REGRADED UNCLASSIFIED WHEN SEPARATED
FROM CLASSIFIED ENCLOSURE
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—SECRET/NOFORN/XT™

(U} QUARTERLY INTELLIGENCE OVERSIGHT REPORT

1 January through 31 March 2001

. (U} The Office of the Inspector General (IG) conducted the foliowing intelligen!
(]0} activitiss:

be oversight

a, (U) Defense Intelligence Agency (DIA) message 2314497 MAR 01, suhjac& IG IO Brief

2-01, (enclosure 1) was dispatched to all DIA field elements.

b. (U} The [O Coordinating Committee held its quarteﬂy meeting on 12 Januas

[y 2001,

: 'IG or v:ded_bneﬁn s_‘on its role and the application of IOJn_ a ;-

. “fo)(1).1.4
()

yees of the

IG conducted an 10 ingpection niJr

| USC 4

s+ 5| Both organizations were perfonmng 1helr operanonal actmtws
manner aJTJ weTe in compliance with IO procedures. There were no findings.

g. (UMPE¥®) IG conducted a follow-up 10 inspection atf =~ .« i - b

de.ﬁmmczes noted in a general inspection conducted during the I qua.rter ﬁsca] ¥y
foliow up inspection found that corrective actions had been taken to train assigned
questicnable activities were found.

n“a safisfactdry

d on
2001. The
personnel. No

through u-ammg No questionable activities were found.

Mmor IO dsﬁc:encms ware zdmuﬁed at thrce locanons, whlch wqre corrected

iy 1.4
(14 (@)

Derived From: DHE SCG

Declassify On: X1
Date of Source: Oc¢
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SECRET/NOFORN/XT

i. (S8//NP) IG memorandum S-0073/IG, 12 March 2001, subject: Possible Violation of
Executive Order (£.0.) 12333 and DoD 5240,1-R, reported that z civilian assigned to the
Directorate of Intelligence Operations (D0O) may have violated Procedure 15 through the
unauthorized funding of a federal law enforcement project. An O mvesugatwn has been initiated.
(IG Project No. 01-1935-MA-056)

- 4#HMPYIG memorandum S-0045/1G, BFebruaryZDDU subject: ]
Executi 5

F:o_]ect No 01 1934-M1-036)

k. (U/A6W8) IG memorandum U-0444/IG, 7 December 2000, subject: Possible Violation of
Executive Order (E.0.) 12333 and DoD 5240.1-R, reported that a cwihan ass:gned lo the
Dzrectorate for Ana]ysls md Product:on (DI) may have wolatedl

e An IO nves tgauon forund
that the subject ﬁad not violiteHIO procedures A report of mvesnganon was pubkished on 6
March 2001; the DIA case is closed. (IG Project No. 01- 1923~MA-056)

1 lanon of
hlmse!f toa
(1G Project No.

L. ~6#NPPIG memorandum S-0441/1G, 17 November 2
0. 5240.1-R, reported thet alPE TAT, . H

s :27 . | may have violated Procedure 5 thtough fmlm to ld
U, person An IO mvesngation has been initiated, No change from last report.
01-1922-MA-056)

] ect P ss:hle

m. «5HNF IG memorandum S-0429/1G, 17 November 2000 sub_ect- Possib
E.O. 12333 and DoD 5240.1-R, reported that thei:: " s

Vialation of
JA1Lirectorate for

Information Systemns and Services (DS), may have vmlated Procechxre 12 through qhe unauthorized
provision of intelligence support to a federal law enforcement ageacy, An IO xnvesngauon has
been initiated, No change from last report, (IG Project No. 01-1919-MA-056)

N, (sz);n

“(b)(2),(b)(B)

QuUsC

“(bX(1).{b)
0 USC 4:

3,):1
:4‘

T30
USC 424:

1 Y. EHE)
- (OUSsC | ¢
, e 424.(b)(3).50
s s L o USC 4B 4
o, -esmiﬁ-la nwmorandum s-omne 26 April 2000 _j i _latl EO. :
12333 and DoD 5240.1-R, reported that an ™. - ;%" R i - Ay
have violated Procedure 15 by failing to forward a a.llegatlm uf IO vmlauons o lhe IG TANIO T {B)(1).bN3):
investigation is in progress. No change since last report. (IG Project No. 00-1891-MA-056) 10 USC 42;4
2
-SECREFHNOFORNAXT
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(D131
1 ousec | |
424 (b}(3}:50
USC 403,14
q. =9 IG memorandum S-0102/1G, 17} ©
12333 and Do 5240.1-R, reported that ag - - B2, (DE):
_ s 1 uUsc 4?4
maﬂcr under mvesu atmn_m ¢ cert with the cheral Bureau of Investlganon and | " (BY2)
)T R - *..,~"] The subject has been returncd to his parenf service and thc f
mvesngauon commues (IG Project No. (0-1884-MA-056)
T. wiigidbliy [G memorandum C-D029/1G, 28 J anuary 2000isub1ect Possnble Y lolatmn of E 0.
12333 and DaD 5240,1-R, reported that anl '- AN OGN b)(
have vmlmL 3 : o 7] 3p10USC 424
Lo "The subject officer has beef retarmned to srvics and s :
results uf our prelunmary rvestigation have been provided to the[ % =] The pase.remains »
open pending response from thel, * | (G Project No. 00-5060-MA-056) (b)2)
8.l NERIG memorandum S 0421![6 4N :
E.O. 12333 and DoD 524 2 (Y (b3
may have violatedf " - | 10 UsC 424
The matter has been referred 1o the IG investigations unit. No change singe last report.
(1G Project No. 00-1864-MA-056) .
Lm ' :‘- TR T P _' ’: ‘T'f EERE R A '{
SRR - R GIOX(IE
)10 USC.
424 (b){3):
S0 USG |
403,1.4!(¢)
u. "(ﬂ#lﬂ‘? 1G memorandum S-0344/1G, 13 September 1999 sub_lect Possxble Vinlatmn of ;
E_ 0. 12333  and 240.1-R, reported that[7 7 3 =l vy (b1
o 7 lmay have violated Prosedures 12 s T3 ibrough he unkisthorized A
tlon of law enforcement information and the possible compromise of operatignal activities. bgg ) [
has opened an investigation inlo the security issues and is cooperating with the IG on the 10 42414 (‘i:)
issues. No change since last report. (IG Project No. 99-1854-MA-056) v
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w. 'ES'HN'F}IG mermorandum UJ-0022/1G, 26 January 1998, subject Poss:ble“v

424,(b)(3){5
::;:.;_5_ USC 403,

: “B)(1). )10
usc :

12333_and ‘uD 5240.1-R, reported that!

<% might have resulted in questionable a.cn ities. ] 'l'hc 1G mitla ed an
and thc Department of Justice (DoJ) has accepted the case for prosecution. No ch
report. (1G Project No. 98-1731-HQ-056)

X. = IG memorandum S-0412/[GH, 11 August 199‘? subject Poss:ble Viola

vesugauon )
ge from last

on of E.C.

: . i
iolation of E.Q. |
!

(b)(1),1.4 (L);

12333 and DoD 5240.1-R reported that a civilian-

violated Procedure 15 through questionable actmnes in conuecuon wnth

IG investigations unit completed its investigation and referred the case to Dol for prosec_ﬁﬁon. The

subject cntered a plea of guilty and has been sentenced. The investigation remains
receipt of final case documentation from DoJ. (IG Project No. 97-4695-01-050)

¥. ™9 An investigation into criminal misconduct by several current and formes DIA personnel '

continues as reported in IG ! andum U-7641-95/1GI, 3 October 1995, subject
Allcgation Against]. a *J-Agencies involved in the investigation
Criminal InvestIgauve Serv:ce, the U_S. Customs Secvice undér the supervision of]
District of Virginia, Da¥; and the Program Integrity Office, DoD IG. The investig
progress. No change from last report. {IG Project No. 96-4239-01-064)

2. () Within GC| =
GCfilesona cominumg basis as they are used in day-to-day operations. All files
regulatory comleance when they are periodically considered for destruction, reten‘
The following specific actions were taken:

~The

open pending

Referral of

ation is stilt in

~%ittomeys; a-secretary; a staff assistant, anda paralegal. s:Ert‘;ialist.review

). )EN10

are the Defense
the Eastern’ ™

reviewed for )M )(;3)31
on, or storage.

USC 424,0.4 (c)

BN

0 USC 424

i
¢

2, (UH'.’!‘OUO} ‘I'hree anomcys rcvuewed ongomgl' L

e

E J 10 assure comph

ovcrstght rmponsmlhnes One attorncy asmnes comphance for other DIA elements.

b3 GC lectured at the Mnhtaxy Officer Famniliarization Course and the{'
— - p” :

: L
7] (o) 14 @)

| (b)(3):10
USC 424
®(111.

10 reviews and consultations were ccmductcc
* Ipersonnel,

in support of

(oX1).00( | !
2140 !

)@
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OG0

USC 424

0)2).(b)3):

10 USC 424

—SECRETANOFORNAXL

d. (UAPSEEYGC reported no incidents of criminal activity to Dol during the] quarter,
3. (1) The Directorate for Administration was involved in the following oversighy activities:

a. (U) 10 reviews were conducted in each of the maigr elements to ensure that|prohibited

material was not retained in ﬁles During this quartert.|persomne] reviewed 10 procedures: () (b)(2),(b)(B
Admnonally[ tudents jnon DIA) received IO instruction as patt of the  \sC 424
followmé S i:ourse:
T (b)}3)x:10 USC 424
NUMBER COURSE
o National Intelligence Course .
Collection Management for Analysts Course
Intelligence Collection Manager Course
Sensitive Compartmented Information Control Officer Course
Counterintelligence Special Course
Defense Community Counterintelligence Course

b. (U) The Office for Procurement did not initiate any contract actions that fel] under
Procedure 11, DoD 5240.1-R, during this reporting period. There were no contrafts which
required contractor performance under DIAR 60-4.

c. {U) The Office for Human Resources briefed 1 |new civilian and military pmployees.
Each new cmployee was: 1} specifically inforrned in wnting of the existence and jmportance of
DIAR 60-4; 2} provided copies of the documents cited in paragraph 7.c.(2), DIAR 60-4; 3)
advised to review DIAR 60-4 for information which may pertain to their specific duty assignments;
and 4) informed of their responsibilities to report questionable activities to GC or

'd;"'(U-)took immediate action to provide 10 frzining to the uniformed d force based
on deficiencies noted in an ongoing IG evaluation of the organization.

4. (U/F&HO) The Directorate for Policy Support reviewed all files during the reporting period

and found no prohibited material, Specific actions follow:

preparcd and submitted 1o thel

DIA programs. There was nq- ;' + training bulletin for this quarter.

<. personnel assigned to] S
received IO refresher training. (b)(2) (b)(3):10 USC 424

2 (U} Dl reported tha(;~. Jpersonnel assigned to its command element and the[ {7+ ]
‘ » 7., Jreceived refresher training. All DI organizations reviewed file
quarter and no prohibited material was found,

(b)(3):10
USC 424

during the

- b))

T(bHEY10
USC 424

106

BM3):1G
USC 424 ;
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BYEH0

USC 424

(b)(3)10

USC 424

(b)3)10°

USGC 424

6. (U) The Directorate for Inteiligence, Joint Staff, reported thatf
training during this quarter.

- {personnel regeived IO
- (B)@).b)I
USC 424

7. (U) The Joint Milita telligence College provided 10 instruction to-persmmel inits
courses this quarter and aculty members reviewed 10 directives.

NUMBER COURSE

The National Foreign Intelligence Comnunity
Espionage, Intelligence and Internsticnal Politics
Nationa! Security Structure and Policy
Information Technologies in the Cyber Era
Ethics of Intelligence

Leadership, Management, and Coordination in the Intelligence Commumity

8. =(3#NFr DO reported that-personnel received IO training and-w-re invelved in files

review for this quarter Two prohibxtcd documents were 1denuf ed and comectlve ction was__

“(b)(1).1.

el ().
424

assigned personnel in accordance with DIAR 60-4.

N4 Thel ‘ i }epurted tha persozmel--and., e 3 "
CONtractors recewed IO trainmg dunng the quarter andUersous were involved it reviewing files t() EJ(S)C'( 4),( 4;)'
for IO compliance, 4

10. (U/A*&O0) DS reporied thaty U¥|personnel reviewed IO procedures this quarter, The
ials revi 'ncludcd | E.O. 12333, DoD 5240.1-R, and DIAR 60-4. Additipnally, the
i i fesued its quarterly review of ULS. persons information contained in

11. (U) The Diversity Management and Equal Opportunity Office did not conducq IO related
traming this quarter.

“*|persons-yarticipated in 10 review this™ " (b)(2),(b

Quarter, ; o 4124
CA3U(UYThe| e

iy - - Ireported ﬂ]- rsonnel received IO training
this quarter. Addmona]]y, a ﬁle revxew was conducted and no prohibited material was fouad,

14. (U) DM reported that[" “Jpersonnel participated in 10 files review during this reporting period.
Additionally, DM conducted a review of hardcopy and softcopy files 1o ensure compliance with IO
regulations. '

4 (c)

D USC

§
3

>(‘~E”}:1

15.7(U0) The= “reviewed holdings for compliance. No violations
were noted. Copies of IO regulations were disserminated to all subordinate offices
6

BFF 107




16. =¢8¥ DIA managemen! contipued to emphasize the importance of personnel beipg familiar with
(6)(2).(b)(3):1 " IO regulations. A total-of-*= " |personmel were reported 10 have received training in DIAR 60-4
0uUsC 424 and DoD 5240, 1-R and/or reviewed files for IO content during the period 1 Januagy through

31 March 2001,

1 Enclosure
DIA msg 231449Z MAR 01,
subject: IG Intelligence

Oversight Brief 2-01, (U), 1 cy 1{b)3):10

USC 424

BFF 108




- UNCLASS

DTG: 231445Z MAR 01

IF1ED

Drafter's Name :|:.
Office/Phone :i

Releaser's Info :

- B2

Action Prec
Info Prec :
Specat

ROUTINE
ROUTINE

From:
Te:

DIA WASHINGTON DC//DIA-1G//

USCINCEUR VAIHINGEN GE|,
USCINCPAC HONQLULU HI/|.

USCINCCENT MACRILL AFB FLj
USCINCTRANS SCOTT AFE 1L//:
USCINCSOC MACDILL AFB FL/,

USCINCSPA

USSTRATCOM OFFUTT

CINCUSIFCON NORFOLE VA

PAGE 01 of 03

(3):10 USC 424

" Info: SAFE WASH DC

-

UNCLASSIFIED

SUBJ: IG INTELLIGENCE OVERSIGHT BRIEF 2
1. ADDRESSEES ARE REQUESTED TO ENSURE T
INFORMED QF THE CONTENTS OF THIZ MESSAGE
2. INTERNET POLICY CLARIFICATION: THE
COUNSEL (DOD GC) 1SS

LLOWS

R
-01

DEPARTMENT OF DEFENSE

PRINCIPLES GOVERNING!:::

8
QVERSIGHT (10) PROCEDUES TO THE INTERNET
MEMORANDUM DOES NOQT PROVIDE A SUBSTITUTE

CASE ANALYSIS OF SPECIFIC ACTIONS. THE

A. 1IP ADDRESSES. AN 1P ADDRESS 18§

IDENTIFIES A HARDWARE CONNECTION CN A NE
INFORMATION ABOUT THE OWNER, OPERATOR, O

UNCLASS

AT THIS MEMOR?
LICATION OF IMTELL]
. HOWEVER, GUIDANCE
FOR CONDUCTING A Ca
KEY PRINCIPLES ARE:

NUMERIC STRING THA]

ORK. THIS STRING (
USER OF THE HARDWAL
IFIED

HAT ALL UNIT PERSONNHL ARE

TbK2)

CONTAINS
LB

109

A n—— A e w1 o



UNULASS LI L

|

i

D. A5 IS THE CARSE

WITHR ALL IO CONSIDERATIONS THE FIRST ]

UNCLASSIFIED

FF
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UNCLASSIFIED

-
. o

DTG: 231449Z MAR 01

M1SSION AUTHORITY TO DERFORM THE COLLECTION FUNCTION. IF AN
INTELLIGENCE COMPONENT PERFORMS A COLLECTION FUNCTION WITHOUT

AUTHCRITY THEN THAT, IN ITSELF, MAY CONSTITUTE A VIQLATION OF
PROCEDURES.
3. NON-DIA INSPECTIONS: D1A COMPONENTS ARE COMMCNLY VISITED

INSPECTION TEAMS FROM SUCH ORGANIZATIONS AS DOD IG, UNIFIED O
IG, GENERAL ACCOUNTING OFFICE, DEPARTMENT OF STATE IG, OR

ASSISTANT TO THE SECRETARY OF DEFENSE (INTELLIGENCE OV'ERSIGHTP

40-5, INSPECTOR GENERAL, ASSIGNS TO THE IG RESPCNSIBILITY FOR
REPRESENTING THE AGENCY AND CCORDINATING IG ACTIVITIES WITH T)
NON-DIA IG COMMUNITY.

A, FOR KBY COMPONENTS.
THE AGENCY THROUGH THE
APPROPRIATE STAFF ORGAN

_NON-DIA znspncrggn ORGANIZATIONS
_ : .ii| WHICH WILL

IZATIQNS

B. FOR[ : ‘ e " ‘j..
PROCEDURES POR COORDINATING NON DIA INSPECTIONS OF |

PAGE 03 of 03

MISSION
10

BY
DMMAND

DIAR

E

ENTER
NOTIFY
- mxm1ousc
o)

COMNTRINED IN DIAM 100-1 FOR
100-2 FOR NON-EMBASSY BASED} ©ih NON DIA INSPECTORS
THE AGENCY AT THE OFFICE OF THE 1G, WHICH WILL, IN TURN, INIT
NECESSARY TASKING FOR DIA SUPPORT. REQUESTS FOR DIA DOCUMENT.
REPCRTS SHOULD BE MADE BY THE NON-DIA INSPECTORS TO THE IG, Wi
RESPONSIBLE FOR PROVIDING.THE REQUESTED DOCUMENTS. PROVISION
DOCUMENTS BY A} - |ELEMENT DIRECTLY TO A NON-DIA INSPECTOR IS
AUTHORIZED. ADDITIONALLY, [ . [RLEMENTS ARE INSTRUCTED TO FOR
AFTER-ACTION REPORTS OF NON-DIA INSPECTIONS THROUGH THE IG TO
MANAGEMENT. THESE AFTER ACTION REPORTS ARE TO BE SUBMITTED NI
THAN 72 HOURS AFTER THE CONCLUSION OF THE INSPECTION.

DIAM
ENTER
IATE THE
5 AND/OR
HO 1S

OF

NOT
WARD
[

DT LATER

4.

Z (0)(3):10 USC 4

OTHER IG IS_UE}“ THEHIG_CURRENTLY HAS AN{i'

IF ANY |-

ROTATING IN THE NEAR'fUTURE ARE INTE

T(RX2),()(3y10 USC

UNITY TO SERVE IN THE IG

UNCLASSIFIED

111

424
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DEFENSE INTELLIGENCE AGENCY

WASHINGTON, D.C. 20346

S-0188/1G ' 3 June 2002
To: Assistant to the Secrutary of Defense for
Intelligence Oversight
7200 Defense Pentagon

Washington, DC 20301-7200
Subjeet: {U) Quarterly Intelligence Oversight Report for the Period Ending 3

References: 2. (U) DoD Directive 5240.1, “DoD Intelligence Activities"

! March 2002

b. (U) DoD 5240 1-R, “Procedures Governing the Activities of Dof? Components

that Affect U.S. Persons”

¢. (U) DIAR 60-4, “Procedures Governing DlA Intelligence Activities that Affect

UL.S. Persons™

d. (U} Executive Order 12333, “United States Intelligence Activitips”

€. () Executive Order 12863, “President’s Foreign Intelligence Al

(U) As required by references above, the Quarterly Intelligence Oversight Report
Intelligence Agency for the period 1 January through 31 March 2002 is enclosed.
information is required, please contact
the Office of the Inspector General

(b)(2),(b)(3):
10USC 424 \
1 enclosure Thomas R. Wilson
Quarterly Intelligence Oversight Vice Admiral, U.S, Navy
Repont, 1 Jan through 31 Mar02 - Director
A | cy

Office of lhe General Counsel at 0 S

If further

- or

BB

(visory Board”

for the Defense

10USC 424

REGRADED UNCLASSIFIED WHEN SEPARATED

FROM CLASSIFIED ENCLOSURE
~SECREFNOFORNYXT—
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(b)(a):10 P

USC 424

(£)1),(bX3):10 -

USC 424,1.4 (c)

-SECRETAOTFORN/ &

(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORF

17 annéry through 31 March 2002

1. (U) The Office of the Inspector General (1G) conducted the follawing inteHigence nvefsight
(I0) activities:

b. (U) Defense Intelligence Agency (DIA) message 1216007 MAR 02, subjbct: IG IO Brief
2-02, (enclosure 1) was dispatched to all DIA field elements.

s No dubstmnaiﬂe acnvmcs were

J ®)(3):10

USC 424

e. ={#WE> [G memorandum S-0112/1G, 13 March 2002, subiect; Possible ¥

mlahon of E O

'rmay have

conducted questxonable actw.tws by engagmg m{ .
| A crimes report was filed with the Department of Iustxce (DoJ) and thc IG
mvest:gatlons unit hes opened a case on the issue, (FG Project No. 02-1985-MA-056)

f 9P |G memorandum S-0069/1G, 15 February 2002 sub;ect Posmbl V;o}a,t;‘pn e_f

E,0. 12333 and DoD 5240.1-R, reported that thel: .

! An 10 mvesuganon has beén initiated. (IG Pro_}ect No. 2-1977-MA-00 )- '

8. =8 IG memorandum S-0276/1G, 27 July 2001, subject: Possible Vidlation of EQ.
12333 and DoD 5240. 1-R, reported hat ;hgl -
may have vmlated[ . -

Anl0 mvcstlganon was mltiated and ﬁeid work commenced h November
2001, The project is ongoing. No change from last report. (IG Project Ne. G1-1954-MA~
056)

Derived From: DHS 5CG
Declassify On: X{
Date of Source: Qctober 1997

EFF 13

“(e)(1)1.4

1))
- 10USC

= ()(1),1.4

‘ (b)(1).(BX3):

10 USC 4

124




SECRET/NOTORN/XT

b, TEPMMNG memorandum S-0073/1G, 12 March 2001, subject: Possible Violation of E.Q.
12333 and DoD 5240.1-R, reported that a civilian assigned to DO may have vielated
Procedure 15 through the unauthorized fonding of a federal law enforcement project. An
IO investigation has been initiated. No change from last report. {IG PrOJ ot No, 01-1935-
MA-056)

1. ~ENPriG memorandum S-04291G, 17 November 2000, subj ect P0551 )]c Vlolatlon of f
E.O. 12333 and DoD 5240.1-R, reported that the; . : T CB)R): lo:
Directorate for Information Systems and Services (DS) may have v:olatcd Proccdure 12 USC 4 74
through the unauthorized provision of intelligence support to a federal lap enforc ement ‘
agency. An IO investigation has been initiated. No change from last report. (IG Project
Na, 01-1919-MA-056)

BB O USC
]424,(b¥3):50 USC
403,14 (¢}

3

- B 1!0

o 424 (b)(S}
- lusc40s, fekc)

1 "('Bﬂﬁ‘} IG memorandum S-0102/1G, 17 March 2000, subject: Possible Vi wSatmn of E O

()25, ()0

] ué‘c’al‘ e

Voo ; Sl ;

§ BErio |

0k o elieral Bureau of Ejé(c)az-a :

ggg’f& : R : :c| has been

retumed to his parent Service and the mvcsnganon contlmm No changd since last - '(0)}{2) | :

tepont. (IG Project No. 00-1884-MA-056) ‘

m.~5ANFr IG memorandum S-0421/1G, 4 November 1993, s@Lect Posmb e Violation of
 E.0.12333 and DoD 5240.1-R, reported that| . CE T e ) R0
(0)(1),1.4(2)" 77" may have v‘iblatéd =} in connectioh Wi _ 'Usc 424,14 (0)
B4R - <[ "The marter. has been referred to the IG investigations hinit, No change — ®1.4((c}

since last report. (IG Project No, 00-1864-MA-056)
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N0
UsgC .
424 (B3NS0
USC 403,14 {c)

0. =AY IG memorandum U-00221G, 26 January 1998 subject‘ Possible

:  B.0.12333 and DaD 5240.1-R, reported thal ali iri R TR 4 @
NI e - o 7 " might have resultcd in questmnab!e adivites, The 1G

' 1mnated an mvesugatmn and Do) has accepted the caso for prosecution. No change from

last report. {IG Project No. 98-1731-HQ-056)

Vlolatlon of

P- =65 An investigation into criminal misconduct by several current and formper DIA
personnel continues »3 reported in [G memomnd U-7641-93/1G1, 3 Ogober 1995,

subject: Referral of Alleganon Against: |- DoJ has-declined-to . “bX2) (b)(BL
prosecute. The DIA case is closed. (IG Project No. 95-4289-0O1-064) ' :
2, (U) Within the Office of the General Counsel (GC}, . -pttorneys, a secretapy, a staff OB :1i

assistant, and a paralegal speclahst review GC files Off 2 continuing basis as they are used in JUSC 424]
day-to-day operations. All files are reviewed for regulatory compliance when they are

periodically considered for destruction, retention, or storage. The following gpecific actions
were taken;

©)(2).(b)(3)1
ey Jyﬁeee)._ T

- oe

L - L
assire comphance wzth aversi ght responsﬂnhtzes One attorney assures qompliance for
invelving DHS. One attarney made presentations to the
{b)):10 USC 424~ It the A;r Fur;:e Oﬁice‘_ ?f SpccaaLInvestxgatsl hns; the U.S.
. ot ﬂ,: 1\. d*% " X }Another.. et @)@)‘10

atwmﬂy bricfed 10 i lssues thh DIA personnel across several du-ectorates Orte attorney  USC 424
addressed oversight issues with[-. 37 L el nis of the " )2
agency and provided advice on} .4/ An atorney partmlpated o a[ PRI

at the Military Officer Fami farization Course. -

b. (UAPEEEY GC reported one incident of criminal activity to Dol during the quarier.
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3. (U) The Directorate for Administration was involved in the following oversight activities:
a. ()10 reviews were conduclecl in ¢ach of the major elemcnts to chsurc that prohibited

(ble jiﬁﬂ 7 U miaterial was riot retained in i |personnel revigwed IO %
us procedures. Additionally, inon-DJA) recgived 10

instruction as part of the i'ollowmg{ 4. pourses: :
N T L

, NUMBER CQHB§E . USC 424

National Intelligence Course

Collection Management for Analysts Course
Intefligence Collection Mattager Course
Sensitive Compartmented Information Control Officer Colirse
Mobile Collection Managers Course
Mobile §CI Security Officers Course
Counterintelligence Support Course

b. (U) The Office for Procurement did not initiate any contract actiong that fell under
Procedure 11, DoD 5240.1-R, during this reporting peried. There were o contracts that
required contractor performance uuder DIAR 60-4, '

¢. (U) The Office for Human Resources bnefed.new civilian and mxhiah employees.
Bach new employee was:

" D)@, (H3)1
* Informed in writing of the existence and importance of DIAR 60-4 . ousc4an

o

4

¢ Provided copies of the dociments cited in paragraph 7.¢.{2), DIAR 6#

* Advised to review DIAR 60-4 for information which may pertain to tﬂwir specific
duty assignments

* Informed of their responsibilities to report questionable activities to (J CorlG

4. {UMPGDO) The Directorate for Policy Support reviewed all files duzing the feporting period :
and found no prohibited material. Spécilﬁc actions follow: . ’

Ay q0 - 5
LR mE ‘OVGTSIEht H'!Spaetaons af iih ﬁ'erenl 1tes and mcluc.edontractors - .fubmitted  ousc429 |
0 USC 424 the ﬁnal annual repoxt for all DIA; .Jo the Office of the Secretary of Pefense. Thiere

was raining bulletin this ‘-uaxter o
s . g q 16)2) USC 424

gbl}}gi.c(:}ﬁ)ﬂ b (UMPSEG A total- ofsonnel assigned DA
were confirmed to be m receipt of IO regulations and gmdance

T B)3):90
USC 424
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S.

{oY/ye

USC 424

6.

®R

(Y1) bHN0

_ USC 424,1.4 (c}

{B)Ay10
VSC 424

UsC 424

(U) The Directorate for Analysis and Production (DI}
the DI Command Element and the-
quarter.

" completed

(U) The Directorate for Intelligence, Joint Staff, reported that|" - #:p crsonnel

' ‘f,-ersonpelassxgned o
10 training this

S

ecei-\{cd 0

trammg dunng tlns quarter The training emphasized who may or may not
e 7" "and the vestrictions contained in DoD 5240. 1K

7. (U) The Joint Military Intelligence College provided 10 instruction to perscnnei in the

& -tsmiF}-DOrepc_

10,

1.

12

13,

14

() The{-+-

. (U} The Office of the Comptrolier did not conduct IO training this quarter.

. {U) The Directorate for Military Intelligence (DM} reported that it has issued

(B)(3%:10 - 5.} The{ ‘

courses noted below. Additionally, f'_.‘:‘-i faculty members reviewed 10 directiy

CO! E

National Security Structure and Policy
Information Technologies in the Cyber Era

NUMBER

The National Foreign Intelligence Community
The Law and Intelligence

Congress and U.S. Intelligence

Intelligence Relations and Allied Nations

eceived 10 tﬁunm , including ney

review during the quarter.

pam<:1patcd s F Tes review 1hls quarter
(UAF€&H©) DS reported that, .. |personnel reviewed IO procedures and recs
this quarter. The materials reviewed included E.O. 12333, DaD 5240.1-R, aj

{U) The Diversity Management and Equa} Opportunity Office did not condug
ttaining this quarter,

(U) The Plans, Programs, and Operations Staff (PO) reported lhasrsnm
training this quarter and conducted a review of PO files. No prohibited mate

package to all assigned persannel via e-mail with read receipts to verify train

were nofed. -'Cdﬁi&e’ of 107 féguléli s were disseminated to all subordinate o

v lreviewed holdings for comptianct.,

vES,

Leadership, Management and Coordination in the Intelliggnce Community

personnel
formed files

id DIAR 60-4.

't 1O related

el received IO

fices.

FF

(b)2)

ived IO fraining

Fial was found.

an 10 training
ng completion.

No violations

X))
0USC 42

“(0)(2). 033
OUSC 424

3f:1

TN 20N
P

ouUsC 4

‘(b)) )31
DUSC 424
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16.€€*DIA management continued to emphasize the importance of personnel bing familiar

with IO regulations. Training wes provided td:-

personnel that addressed DIAR 60-4

and DoD 5240.1-R and/or reviewed files for I
31 March 2002,

content during the pn:nod ) Jenuary through

" EN2H)E)
O USC 424
1 Entlosure
DIA msg 1216002 MAR 02, ‘
Subj: IG Intelligence Oversight I v
Brief 2-02,45NES, 1 cy
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(b)(1).0.4 (]

SRR

INQUIRE=DOCE 3D

ITEM NO=00044809

ENVELOPE

RBACAYUW RUBRDIAO641 0721819-CCCC--RUBALGK.
ZINY 9g8ae

HEADRR

R 121600Z MAR 02

FM_DIA WASHINGTON DC//IG//

B _:a.. D

R!JFGCIN Uscmcsun
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RUCJACC/USCINCCENT MACDILL AFB FL
RUCBACM/CINCUSACOM NORFOLK VAL . -
RHCUMMA/USCINCTRRANS SCOTT AFB ILA:
RUCJRRA/USCINCSOCOM MACDILL AFH FL/
RUPEUNA/USCINCSPACE PETERSON AFB CO
CUSTR/ ETRAT: OFFUTT AFB NE

F'h.GEz GO0l

Com J T T R --v-(h)‘z)"b)(a)nol_sc“z,l

" (bX2)

“{Ly3):10
USC 424

RUZALGX/EAFE WASHINGTON DC

BT

CONTROLS

N e P e B RGN
SRLTION 1 OF 2

farveaexvare THIS I§ A COMBINED MRSSAGE s+idwsesstiss/
BODY

5uUBJ: IG INTELLIGENCK OVERBIGHT BRIEF 2-02 (U}

R AN ey

1. (yU) ADDRESSEES ARE REQUESTED TO ENSURE THAT ALL UNIT PERSCNMNEL

ARE INFORMED OF THE CONTENTS OF TH1IS MESSAGE.
2. (U} IG PEEDBACK, COMMEBNCING WITH THIS WUMBER OF THE IG
INTELLIGENCE OVERSIGHT BRIBF WE HAVE ADUED A PARAGRAPH TITLED

FEEDBACK." THIS IS A FORUM TO COMMUNICATE I8 ISSUBS OF INTEREST

WHICH EXTEND BEYOND THE SPECIFIC PROVISIONS OF INTELLIGENCE

OVERSIGHT AND MAY BB OF VALUE TO DIA EMPLOYEES WORLDWIDE. THIS

SECTION WILL ALSQO BE PUBLISHED IN OTHER COMMUNICATION CHANNELS
ILL BE POSTEDR OH
T iy -

u

ENSUING COMBAT OPERATIONS |- . .
QUERIES ON THE APPLICABILITY OF EXECUTIVE ORDER 12333 AND THE
DERIVATIVE DOD 5240.1-E. THE SHORT RANSWER IS THAT THERE IS NO

GO

“IG

EFF
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PAGE : 0002

| WLTHODY FURTAER MODIFICATION. 1P THERE SXISTS REASONABL
BELIEF (A TERM DEFINED IN DOD 5240.1-R) THAT A U.S. PERSON MEETS
THE CRITERIA CONTAINED IN PROCEDURE 2 THEN | - . .° _ |MAY BE
ACCOMPLISHED IN ACCORDANCE WITH THE REGULATION.

LLIGENCE OVERSIGHT (1o} oFf-=:_ . ~ - 7]
IN EARLIER MESSAGES IN THIS SERTES WE- cm“ﬁ

TI-!AT IJIA ELEMENTS ARE WNQT REQUIRED TO PROVIDE IO TRAINING FOR
P

SE FEH CASES WHERE THEY HAVE A DEPINED

FUNCTION. HOWEVER, THIS ISION DOES NOT
m PERSONNEL

N‘.EGA.‘IE THE Rmumnm:m- TCO REVIEW THE FILES OF
PERIODICALLY TO ENSURE THAT AMY mmm
APPROPRIATELY MAINTAINED, FOR E

UTILIZE }. .- TRETAL Y .---ITo unm‘x‘aw GUEST

LISTS POR REPRESENTATIONAL mc-rmns OR TO REFEREWCE U.S8.
CORPORATIONS WHO HAVE MILITARY RELATED COMMERCIAL CONTACTS WITH WRE
TO FACILITATE THE ADMINISTRATION OF SECURITY
RSSISTANCE RESPONSIBILITIES. SUCH INFORMATION MEETS THE CRITERIA
OF DOD 5240.1-R, PROCEDURE 2, CATEGORY 13,

) e WHCH comun INFORMATION on v s. Pnusous.
ruuc-non pm..s WITHIN THE AUTRORITIES OF PROCEDURE 2, CATEGORY 2
"PUBLICLY AVAILABLE INFORMATION.* ['SFILES SHOULD BE REVIBWED
PART OF THE OPFFICE ANNUAL FILES REVIEW TO ENSURE THAT THERE IS
PROATBITED MATERIAL.

(U/APoU® INTELLIGENCE INFORMATION REPORT (IIR) REVI

Ims TO :otsum; THAT THE REPORTS CORRECTLY CITE 'mz APPROPRIATE
CATEGORY FOR U.S. PERBCNS.

6, {U) IG FEEDRACK: THE IG WORKFORCE ASSISTANCE PROGRAM. MANY]
DIA EMPLOYEBES ARE AWARE THAT ONE OF THE PRIMARY RESPONSIBILITIES
OF AN IG IS TO PROVIDE BMFLOYEE OR WORXFORCE ASSISTANCE - WHICH
INCLUDES EVERYTHING FROM PROVIDING GUIDANCE/ADVICE, TD ASSESSING
GRIEVANCES, TQ RESPONDING TQ ALLEGATIONS OF MISCONDUCT. PROM ALL
OVER THE WORLD W8 RECBIVE A STEADY FLOW OF LETTERS, E-MAILS, FHONE
CALLS, ANMD IN-PERSON VISITS FROM AGENCY EMPLOYEES I(MILITARY AND
CIVILIAN), SOMETIMES THE COMMUNICATIONS ARE ANONYMOUS, SOME
WITH A REQUEST FQR CONFPIDENTIALITY, AND STILL OTHERS ARE EXPRES
OPENLY, OCCASIONALLY WITH THE SUPPORT OF MANAGEMENT. REBGARDLESS| OF
THE CIRCUMSTANCES., UNLESS THE REQUEST, COMRLAINT, OR ALLEGATION [IS 50
LUDICROUS AS TO BE IMPLAUSIBLE ON ITS FARCE, WE ARE OBLIGED TO LOPK
INTO THE MATTER. EMPLOYEE COMMUNICATIONS TO THE IG INCLUDE JUS
ABOUT EVERY TOPIC IMAGINRBLE: QUESTIONS RESULTING FROM IG AUDI
INSPECTIONS, REQUESTS FOR CLARIFICATION OF REGULATIONS, REQUESTS| POR
HELP IN RESOLVING A SITUATION WITH PAY OR TRAVEL, FORMAL COMPLAZL
OF ALLEGATIONS OF ADMINISTRATIVE MISCONDUCT BY AM INDIVIDUAL OR RN
ELEMENT, AND ALLEGATIONS OF SRERIQUS FELONY CRIMINAL ACTIVITY.

~CONPIDRNTINIT

“ (Y310 USC 424

120




e
PAGE : 0003
MANY TIMES EMPLOYEES COME TO THE IG BECAUSE THEY HAVE A SENSE OF
DUTY TO REPORT, AND OTHER TIMES BECAUSE TEEY FEEL THEY HAVE NO
WHBRE ELSE TO GO. WE ALWAYS ENCOURAGE EMPLOYEES FIRST TO FULLY
UTILIZE THEIR FORMAL AND INFORMAL MANAGEMENT/AGENCY COMMUNICATION OR
GRIEVANCE PROCESS -- UNLESS IT INVOLVES A VIOLATION OF LAW, SERIPUS
ADMINISTRATIVE MISCONOUCT, OR WHEN WE FORESEE POTENTIAL ADVERSE

CONSEQUENCES. MANY ISSUES PRESENTED TO THE IG ARE RESOLVED
THROUGH INFORMAL DISCUSSION WITH IG AUDITORS, INSPECTORS, AND/OR
INVESTIGATORS. OTHERS ARE CONCLUDED BY PROVIDING INFORMATION OR
BY FUTTING EMPLOYEES IN CONTACT WITR APPROPRIATE EXPERTS IN THE
AGENCY OR ELSEWHBRE. HOWEVER, THE DECISION WHETHER TO
EMPLOY OTHER CHANNELS OF COMMUNICATION/RESOLUTION FIRST LIES STRECTLY
WITH THE EMPLOYEE, EXCERT IN ONE AREA. THE IG 1S GENERALLY NOT AN
APFROPRIATE VENUE FOR MOST PERSONNEL ISSUES. BOTH MILITARY AND
CIVILIAN EMPLOYBES WITH PERSONNEL GRIEVANCES ARE REQUIRED TO ENGAGE
THEIR SUPERVISORY CHAIN OR THEIR SERVICING PERSONNEL OFFICE FIRS.
OF COURSE, IF OTHER ALLEGATIONS ARE ASSCCIATED WITH SUCH A GRYEVRANCE,
THIS CBLIGATION MAY NOT BE APPLICABLE. IN ADDITION, WE GENERALLY DO
NOT BECOME INVOLVED IN SECURITY RELATED ISSUES, UNLESS THERE IS AN
ASSOCIATED CRIMINAL ASPECT AS WELL. 1IN ALL CASES OF COMPLAINTS [HE
IG STAPP REVIEWS CAREFULLY THE INFORMATION PROVIDED FOR FACTUAL
CONTENT, AND FOR APPLICARILITY TO LRW, DIRECTIVE, POLICY, ETC. BOME
ISSUES ARE EASILY RESOLVED THROUGH EDUCATION OR MINIMUM RESEARCHL
OTHERS ARE MORE COMPLEX, RESCURCE-INTENSIVE, AND VERY TIME CONSUMING.
OFYEN WE CARN CONCLUDE THAT AN ISSUE IS PRIMARILY WITHIN THE PURVIIEW
OF MANAGEMENT. EXCEPT FOR VERY DNUSUAL CIRCUMSTANCES, WE WILL THEN
REFER THE CASE TO TEE APPROPRIATE KEY COMPCNENT (KC) TO CONDUCT| A
FOBMAL INQUIRY IAW DIARM 60-1. THE KC IS REQUIRED TQO PROVIDE
INQUIRY RESULTS TC THE IG POR REVIEW. WHEN ALLEGATIONS INCLUDE BOTH
SERIQUS VIOLATIONS OF LAW AND ADMINISTRATIVE MISCONDUCT, AN IG

- INVESTIGATOR AND THE INQUIRY OFFICER MAY CONDOCT COLLABORATIVE,
PARALLEL ASSESSMENTS. IF THE ALLEGATIONS ARR OF A SERIQUS NATUR
THE IG WILL UNDERTAKE AN INDEPENDENT INVESTIGATION. ON OCCASIO
IG WILL WORK SOME CASES JOINTLY WITH AN APPROPRIATE QUTSIDE CRI
INVESTIGATIVE AGENCY SUCH AS THE DEFENSE CRIMINAL INVESTIGATIVE
SERVICE, ONE OF THE MILITARY CRIMINAL INVESTIGATIVE ORGANIZATIC
THE FEDERAL BUREAU OF INVESTIGATION, BTC. A RELATIVELY SMALL
PERCENTAGE OF IG COMPLAINTS ARE UNFOUNDED CR WITHQOUT SUBSTARNCE.
WHEN THIE DCCORE, HOWEVER, WE FIND MOST OFTEN THE COMPLAINANT SIMPLY
MISUNDERSTCOOD THE CIRCUMSTANCES, WHERE ALLEGATIONS ARE
SUBSTRNTIATED, THE IG WILL IBSUE AN ERVIDENCE-BASED REPORT.
IN CASES OF SUBSTANTIATED CRIMINAL CONDUCT, IG CRIMINAL INVESTIGATORS
WILL PRESENT CASES TO FEDERAL AND MILITARY PROSECUTORS. THEY WI
CONTINUE TO ASSIST THE PROSECUTORS AS MAY BE REQUESTED, TC INCL
TESTY¥YING BEFORE FEDERAL GRAND JURIES RND IN OTHER COURT
PROCEEDINGS. IN ALL CASES WHBRE ALLBGATIONS ARE SUBSTANTIATED,
INVESTIGRTION REFORT IS SENT TO THE KC CONCERNRED FOR APPROPRIAT
ADMINISTRATIVE ACTION, CONSISTENT WITH ANY ACTION WHICH MIGHT B

/we+sev BEGINNING OF SECTION 002 *e#wew/
g ae o S S

OONTIOBNTIRD™

EFF
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]
FINAL SECTION CF 2

TAKEN BY THE SERVICE COMMAND AUTHORITY COR THE DEPARTMENT OF JUST]
IT IS IMPORTANT TO EMPHASIZE THAT THE GREAT MAJORITY OF DIA
EMPLOYEES PERFCORM THEIR DUTIES WITH INTEGRITY, STRIVING ALWAYS T4
0O WHAT IS5 RIGHT AND PAIR, SADLY, THERE ARE A FEW WHO DO NOT. 1
WE ALL CAN COUNT ON ONE ASPECT CF HUMAN NATURE: HONEST PEQPLE W
PGT UP WITH IMPROPER BEHAVIOR BY OTHERS ONLY 50 LONG. THEN, S00!

[CE .

Y
BUT
[ 3L
R

OR LATER THEY GET FED UP AND REPORT IT TO THEIR mclmam' AN'D/O
THE IG. WE ALWAYS ENCOURAGE "SOONER." (WRITTEN BY [ -

o Lea

DERIVED FROM. 'DI-lS SCG

ADMIN

DECLASSIFY ON: o

DATE OF SQURCE; OCTOBER 1937
BT

#0642

PAGE: 0004
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SECRETNOFORNY20310226

DEFENSE INTELLIGENCE AGENCY

WASHINGTON D0 JAMS1 00

$-06-0089/1G : ' 26 March 2006
To: Assistant to the Secretary of Defense {Intelligence Oversight)
7200 Defense Penmagon

Washington, DC 20301-7200
Subject:  (U) Quarterly Intelligence Qversight Report for | Qctober to 31 December 2005

References: a. (U) Executive Order 12333, "United States Intelligence Activit{es,” 4 December
1981

b. (U)Executive Order 12863, “President’s Foreign Intelligence Advisory Board,"
13 September 1993

¢. ((HhDaD D'ucctivq 5240.1, “DoD Intelligence Activities,” 25 April 1988

d. (U)DoD $240.1-R, “Procedures Goveming the Activities of DgD) Components
that Affect U.S, Persons," December 1982

e. (U) DIAR 60-4, "Procedutes Goveming DIA Intelligence Activities That Affect
. U.B. Persons,” 3 December 1997

(U) As required by above references, the Defense Intelligence Agency Quanerly Intelligence
Oversight Report for the period ] October through 31 December 2005 is enclosed For further
information, please contact the_OIﬁce of the General Counsela. .-~ = w02 0> pr 1he Ofm;:e of

. ‘l:he lnspector General at|;.; : T BX2)BEX3)10
(b)(2),(b)3): 1 usc 424
10 USC 424

Enclosure

Quarterly Intelligence Oversight

Report, | Oct through 31 Dec 035 . '

(B){3):10

), | cy USC 424

ool

DR

bD

REGRADED UNCLASSIFIED WHEN
SEPARATED FROM CLASSIFIED ENCLOSURE

wSECREFNOFORMA263H0226—
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1. (U) The Office of the Inspector General (OIG) reported the following intelligince oversight

X2y

(U) QUARTERLY INTELLIGENCE OVERSIGHT REPO

1 October through 31 December 2003

(10} activities:

(b)(2).{b)(3):10 USC 424

a. (UspOEen OIG conducted a general inspection off
and found no questionable aclivities,

(#FeEe O1G provided extensive Support to investigations and inquiries by the
Department of Defense (DoD) QIG 21 dc:ameefpmoner abuse pllegations,
--Traqi Nationa) Congress; and | [These are ongoing pro‘]eﬁts.

¢. {UWs@e®) OIG provided JO consuliations for outbound defense attachés

e T T ‘-_"‘-*—;5';---' B A A Ry ! (0)(3):1
R | ’ USC 424
d. (UAFeE84 OIG provided IO training to the Today’s Intelligence Professionats Cou‘,rse;
the Staff Operations Course-Operating Base; and DIA 101; totalingpersons.--- e h)(2), ()31
: © USC4z4 ||
e (U) OIG disseminated the VIOA quarter}y brief 10 2ll DIA field activities (en¢losure 1), '
[ «S#NFPOIG memorandum S-0235/IG, subject: “Possible Violation of E, s
) DOD 5740 l R i3 Mﬂ)‘ 10054 feponed that the office of the| - ';" o "--:LL (b)(1),(b)(3 .
OYLOIE)0 s e Sini]Office of Operauons (OP). rmghl haw engaged?n 10 USC 424 |
USC 424 quest:ouable actlw es cons:sung ofan[ i N DR .
(b)(1),1.4 (6) f ]The investigation is ongomg (PI‘O]GCI DS ZSSS-HA- iﬁ). B)(1),1.4 (<=)f
8- ¥3R) OIG memorandum S-01721G, subject: “Possible Violation of B.b. 12333 and :
DaD 5240.1-R," 7 April 2008, reponed that = [358) ed'l 'the " (b)(3):10 USLC 424
D1rectorate for Human Intelligence (DH),[ . - it e ot e ] (B)1),1.4 (B!
*’|allegedly commilted two incidents of pnsoner abuse ’I'he O[G I

ODO

110 USC
424

. {U) Within the OfTice of the General Couusel (GC).auomcys, a pa.ralegal

:-u.;_

s stanuatc the al[eganons and the subject resigned (rom DIA employment. (Project

05-2566-MA-056). " (b)(1),1.4 (c)

a secretary, an
administrative officer, and 2n executive officer, review active files on a contijuing basis as .
referenced in day-to-day work. Compliance with oversight requirements wasla regular item  (B)(2).(0]
of consideration. Allfsi:ia 3 WIGC files were reviewed and brought into compliance with

oversight guidarice, in contemplation of the office’s move 1o Bnlhng Air Foree Base USC 424
Derived from: DIAJHUMINT $CG
Declassily on: 2031p228
Date of source; 1 Optober 2004
IFFF 124
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(b)(2),(b)(3)3:1

0 USC 424

S CRFFNOTORNI0STI228—

a. (NAn anomey cominued to m
required of}: | “ :
severaf oversught classes. An attomey rcvsewed contraclual matters advigi
comection, amendments, and modifications. | < attorneys reviewed and

regard 1o: " (0)2).B)3)10

(U) human mtelhgence {HUMIN’I‘) opemuonal matters
) EES

(bX2)
¢« (U) secumy issues
s (U} counterierrorist
(S " N2)

(U) jeint operations

(U) assistance to law enforcement, to assure compliance with oversig
responsibilities.

ltor acnvnttcs and conduct oversuﬂn tion
d icipated | in

imgon”
counseled with

ISC 424

(b)(3) 1
USC 4]

One utwrney reviewed several:'i4

T (0)(3):10 US

i g i i .‘.‘:
_ oversight and security due process actjvities and mslructedt l

personnel.
c. (UWPOTD) An atiomey lecturn s 10 DH contractors
cover support clements, the | and the Milita;

Faniliarization Course. He continues to work with the Under Secretary q
{(Intetligence) revising collection procedures.

and resolved a potentially difficult situation.

(UMPOEOY GC reported no incidents of criminal activity to the Departmi
during the quarter.

3. (U)Directorate for Administration (DA) was involved in the following overs

‘2. (UNP@eY-Of]~t]personnel assigned, >
end were made aware of 10 responsibilitics through distributed copies o

sections of DoD rcgulations placed in their in-processing packets.

'onlractor

. (U@ One attorney has counsele;i DH personnel regarding Procedyre’ L0 matters

employees. parumpated in qaarlerly reviews,

(U@ A 100 percent verification of entries in DA’s automated dat
conducted to ensure no individual names or corporations/orgenizations
inadvertently entered into the database, except as provided for in DaD 5

hangling personnel, regarding prescribed and authorized materials and p
: 2

(WESEE) The administrative supervisors presented a reminder bricfing lo assigned data

0.
24

C424

other agency
ry. Officer
fDefense  (0)(3):10i
usc 424;
et of fustice
ight activities;
10 USC 424
$0S was <
L1-R, . ‘
edures.
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4. (U)During this period;.. | personnc] trained by the Directorate fo
Capital received I0 instruction in the courses noted below: ™~~~ “(b)(2)

NUMBER  COURSE usc
L lnteltigence Collection Managers Course (ICMC)

Intellipence Collection Course

Temorrows Intelligence Professionals

National Intelligence Course-(NIC)

Intelligence Oversight Course

Ataché Training Program

Attaché Staff Operations Course

Total {185 DIA employees; 155 students)

(0)(2).(b)(3): -
10 USC 424

r Human

{(D)(3):10
424

5. {U) The Jaint Military Intelligence College (MC) provided IQ instruction to Herscnnel inthe

courses noted below:

NUMAER
w71 Intelligence Collection: Evidence for Analysis

HUMINT

United States Intelligence Organizations

Intelligence in US History Military History

(h)(2),(b)(3): -
10 USC 424

National Security Structure and Policy _
Leadership, Mgnit, and Coordination in the Intelligence Com
Total

(U} MC also provided refresher mraining for|: - civilian, military; and contrac

6. (U) The Directorate for Anelysis (D) reported thar of tpersormel
participated in training this quarter. in addition, Di reported that files revie
reposting period revealed no prohibited material.

review. J2 disseminated information concerning 10 responsibilities and inte
dises to all subordinate elements during this quarter, and procured additional
efements to watch., Additionally, J2 conducted a review of IQ officers to ens
active employees of DIA and fulfiliing their duties as [O officers. Numercus
continue periodic file reviews 10 ensure compliance with all [0 issuances. J2|
with its IO program.

emplayees. .

tive traiping
videos for
all were siill
12 elements
also assixted DI

8. ={Smiip DH reponed %" personnel received IO training. Additionally);

'Wel -

pert‘onned file reviews durin thc quarter In add;uon. ncwcomers received i
training at DIA 101 and thej: Lo ‘ - |newcomer's tr
ideoj were provided to the fprward support oﬂ' ces and lialson offices that

[ 70 s Rl MEatt; Thise stressed {0 responsibilities during in pi

3

—SECRETANOFORNA2310226—

| {pitial 10

ining. Training
external to
ocessing.

©)(2).(b)

3):
|24
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9. (U)The D:rectorale for Measuremem and S:gnalure in!ell:gcnce and Technigal Collection

(b)(2),(b)(3):
¢ Directorate for Information Management and Chief Information Officer reported 10 USC 424
.. -{personnel reviewed IO procedures and received [O training this quafter.

11.(U) The Office of Equal Opportunity and Equal Employment Opporwnity did not report any
[O training for this quarter. They did not report any incidents.

12, (U} The Chief Financial Executive (FE) reported that no employees participdted in IO
training this quarter. The office developed a cover sheet explaining 10 applifation to the FE
community, which will be incorporated into training during the next quanter.| There were no
reports of activities believed to be illegal, contrary to executive order or applicable DoD
policy.

13. (U} The Chief of Staff (CS) reported;: . "% “‘personnet participated in a files review and
found ng 10 relevant information. Addmonally, 10 responsibility informatign was

disseminated 10 all CS personnel,

14. (1) OP reponied no assigned personnel trained on IO during this quarter.

15. {U) The Office of International Engagement reported 100 pctccnt of assngneTi personnel
L lreceived 1O training,

16. (U) The Chief Acquisition Executive (AE) reported that i
review during this quarter. i ed personncl assjgned to various
locations in support ofl - A i-jactivities in the Central
Command area of operanons In addition, AE s:atcd that the staff follows D{A Manual
{DIAM) 44-2 to ensure compliance with paragra.ph 7.d., DIA Regulation (DIAR) 60-4.

personnel participated in files

AUy T o irepunedpersonne participated in
10 training. edures l 2 3 4 12 and IS “were cnvered with special emphasis placed on
procedures 2, 3, and 4, concerning the collection of information of U.S. person(s).

. 18. (U) The Office of Congrcssuonal and Public Affairs reported 100 percem of assignexd
persomnel, - i

19, (U) DIA management continued 10 emphasize the importance of personnei being familiar I
with 1 regulations. Training was provided iq > - jpersonnel addressing LJIAR 60-4 and .
DoD 5240.1-R during the penod 1 October mmugh 31 December 2005.

| Enclosure
O1G message 091500Z Dec 05,
subj: IGI1O BnefFY 06-01 (U)
t copy
4
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R 091500Z DEC 05
ASHINGTON DC/AGH

T(b)(2).(bY3):10 USC 424

RHHMUNA/CDR USPAGOM HONOLULU HIVJOO4GE? :
'RHMFISS/COR USPACQOM HONOLULD HitiCO4/ m

RHMFISS/CDR USSOCOM MACDILL AFB
RHMFISS/CDR USSOUTHCOM MIAMI FUA
RUCBACMICDR USJFCOM NORFOLK VNII

‘ RHMF]SS!CDR TSNORTHCOMAGIOR REPIIA " 7 {®)X2)
RUCUSTR/COR USSTRATCOM OFFUTT AFB NE/CCOS/ m
gﬁmss;con USSTRATCOM OFFUTT AFB NENCCOSIG: s, =
T

Sy

SUBJECT: IG INTELLIGENCE QVERSIGHT BRIEF FY 05-01 (U}

1. {UJADDRESSEES ARE REQUESTED TO ENSURE THAT ALL UNIT PERSO
ARE INFORMED OF THE CONTENTS OF THIS MESSAGE.

COMMAND (USCENTCOM) POLICY MEMORANDUM. SUBJECT: USCENTCOM
PROHIBITING PHOTOGRAPHING OR FILMING DETAINEES OF HUMAN CASU,
OR POSSESSING, DISTRIBUTING, OR POSTING VISUAL IMAGES DEPICTING
HUMAN CASUALTIES, 21 OCTQBER 2005. THE POLICY AFFIRMS THE NEED
ENSURE DETAINEES AND HUMAN CASUALTIES ARE TREATED IN ACCORDANCE
WITH ALL APPLICABLE LAWS AND REGULATIONS, AND UNDERSCORES TH
IMPORTANCE OF RESPECTING THE DIGN!TY OF HUMAN LIFE. THE POLICY
PERTAINS NOT ONLY TO FOREIGN DETAINEES AND CASUALTIES, BUT ALSO TO
UNITED STATES (U.S.) PERSONNEL. THIS IS A PUNITIVE POLICY. ALL DIA
SUPERVISOR S RESPONSIBLE FOR OPERATIONAL ACTIMITIES IN THE USCENTCOM
AREAOF RESPONSIBILITY SHOULD ENSURE THAT ASSIGNED PERSONNNEL ARE
FAMILIAR WITH ITS CONTENT. A COPY OF THE POLICY MEMORANDUM HAS BEEN
POSTED QN THE 1G WEBSITE ON BOTH JWICS AND SIPRNET SYSTEMS

3. (U)DOD INTELLIGENCE POLICY ON INTELLIGENCE SHARING FOR HOME|
DEFENSE. THE UNDERSECRETARY OF DEFENSE (INTELLIGENCE) ISSUED
POLICY MEMORANDUM, 18 OCTCBER 2005, SUBJECT: DEPARTMENT OF
DEFENSE'S STRATEGY FOR HOMELAND DEFENSE AND CIVIL SUPPORT AN
DEFENSE INTELLIGENCE AND COUNTERINTELLIGENCE. THE POLICY MEM
- EMPHASIZES THAY, QUOTE, REFENSE INTELLIGENCE ANG COUNTERINTE!

RELEVANT TO THE HOMELAND DEFENSE EFFORT. END QUOTE. THE MEM
FURTHER STATES, THAT, QUOTE, WE MUST ENSURE THAT QUR ACTIONS
UNCERMINE THE CIVIL RK3HTS OF U.S. PERSONS. END QUOTE. THE
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b)3)Y10

USC 424

INTELLIGENCE OVERSIGHT POLICIES AND GUIDANCE CONTAINED IN EXECUTIVE

g;ll?é:'éirﬂ.'i:i& 00D DIRECTIVE 5240.1, AND DCD 5240.1-R REMAIN iN

S TO THE ASSOCIATION OF INSPECTORS GENERAL.
|G, PRESENTED COMMENTS TO THE ANNUAL

. GONFERENCE OF THE ASSOCIATION OF INSPECTORS GENERAL HELD IN

"QF THE DEFENSE INTELLIGENCE AGENCY AND THE INTELLIGENCE

ALEXANDRIA, VIRGINIA 3 NOV 05. THE CONFERENC THEME_ AS THE ROLE OF

THE INSPECTOR GENERAL |N HOMELAND DEFENSE, [ . ’PERSE! qTATloN ,
I3 PROVIDED FOR YOUR INFORMATION AND GUIDANCE. GUGTE, @0
A, (U) THANK YOU FOR THE INVITATION TO PARTICIPATE IN THE USC 424

INTELUGENCE OVERSIGHT PANEL FOR THIS CONFERENCE. THIS IS A SUBJECT
OF GREAT SIGNIFICANCE FOR ALL OF US HERE AND THE ORGANIZATIONS
WHICH WE SERVE.

B. {U}IN OCTOBER OF 2004 | AND MY COLLEAGUES FROM THE

INTELLIGENCE COMMUNITY INSPECTORS GENERAL HAD THE OPPORTUNITY TO

PARTICIPATE IN AN INTERNATIONAL FORUM CONSISTING OF GOVERNMENTTAL

OVERSIGHT COMMITTEES AND INTELLIGENGE INSPECTORS GENERAL CENTERED ON

THE THEME BALANCING NATIONAL SECURITY AND CONSTITUTIONAL PRINCIPLES

WITHN A DEMOCRACY. AMONG THE DELEGATES WERE REPRESENTATIVHS OF

THE OVERSIGHT BODIES OF - . - - NATIONS :
WHICH HAD EXPERIENGED THE USE OF INTELLTGENCE ORGANIZATIONS 7O~~~ ™~ “(0)(2)
SUPPRESS THE DEMOCRATIC ASPIRATIONS OF ITS FOPULACE, THE ISSUES

DISCUSSED DURING THAT CONFERENCE HAVE MANY PARALLELS WITH T

CHALLANGES WHICH WE AS INSPECTORS GENERAL ADDRESS ON A DAILY|BASIS

AS WE ARE ENGAGED IN THE DEFENSE OF OUR HOMELAND. THAT {S, HOW DO

WE EXECUTE OUR RESPONSIBILITIES TO ADVANCE THE MISSION IMPERATIVES

OF NATIONAL LEVEL INTELUIGENCE ACTIVITIES THROUGH PROCESS.
IMPROVEMENT AND IMPROVED OPERATIONAL EFFECTIVENESS WHILE, AT|THE
SAME TIME, ENSURING THAT THOSE ACTIVITIES DO NOT ERODE THE ;
CONSTITUTIONAL AND LEGAL GUARANTEES OF OUR CITIZENS. : J

C. (U) SUCH CONSIDERATIONS ARE CRITICAL TO THE MISSION PERFORMANCE

CASPABlLI' ) N- u :nL ﬂ!‘?ﬂ“ ALIALN ETHREATSTOTHE
U5 QUR: i, 7 St s
' PLIMA

o7 (R)(3):10 USC 424
*- ACT - (b}(z) (b)(3) o

% [ AROUND THE uo-la

'WITH COOP ERATIVE FOREIGﬁ INTELLIGENCE SERVICES AGAINS‘T THE co MO USC 424
o ' (b)2)

PR

BOTH OF THESE HIGHLY COMPLEX

ES FOR THE VALIDATION AND
- JAND OUR HIGHLY
THEDACESATED Vi /SUPPORTED BY ADVANCED
INFORMATION TECHNOLOGY WITH SEAMLESS uuxs TO THE FEDERAL LAW
ENFORGEMENT COMMUNITY. ALL THESE TASKS ARE ACCOMPLISHED WITHIN THE
STRUCTURE AND MISSION IMPERATIVES WHICH DRIVE THE INTELLIGENCE
wo*“é‘é’”"” AND WHICH ARE THE SUBJECT OF WELL DEFINED OVERSIGHT
PROCESSES

0. (U} OVERSIGHT OF THESE ACTIVITIES IS CLOSELY INTEGRATED WATH THE
DEFENSE INTELUGENCE AGENCY'S STRATEGIC PLAN WHICH IS, IN TURN, :
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CLOSELY LINKED TO AND FULLY SUPPORTIVE OF THE NATIONAL INTELLIGENCE
STRATEGY PUBLISHED LAST MONTH BY THE DIRECTOR OF NATIONAL

INTELLIGENCE, A FUNDAMENTAL PRINCIPLE STATED IN THE STRATEGY IS
THE CHARGE TO: PERFORM OUR DUTIES UNDER LAW IN A MANNER THAT ESPECTS
THE CNVIL LIBERTIES AND PRIVACY OF ALL AMERICANS.

E. {U} THIS CHARGE REITERATES THE OBJECTIVES AND PRINCIPLES STATED
IN THE FORMATION OF THE UNITED STATES INTELLIGENCE COMMUNITY.
COMMUNITY DERIVES ITS MISSION AUTHORITIES FROM EXECUTIVE ORDEI
12333, SIGNED BY PRESIDENT REAGAN IN 1982, THIS EXECUTIVE ORDER )

WITHIN THE CONTEXT OF ITS PURRQSE STATEMENT WHICH IS:

{U) TIMELY AND ACCURATE INFORMATION ABOUT THE ACTIVITIES,
CAPABILITIES, PLANS, AND INTENTIONS OF FOREIGN POWERS,

NATIONAL SECURITY OF THE UNITED STATES. ALL REASONABLE AND LA
MEANS MUST BE USED TO ENSURE THAT THE UNITED STATES WILL RECE
THE BEST INTELLIGENCE AVAILABLE.

F. {U}WITHIN THE DEPARTMENT OF DEFENSE THE EXECUTIVE ORDER IS
AMPLIFIED BY REGULATION WHICH CONTAINS SPECIFIC CRITERIA BY WHIGH
WE MAY COLLECT, RETAIN, AND DISSEMINATE INTELLIGENCE PERTAINING(TO
U.S. FERSONS AND MAKES PROVISION TO COOPERATE WITH LAW ENFORGEMENT
AUTHORITIES FOR THE PURPOSE OF INVESTIGATING CR PREVENTING
INTERNATIONAL TERRORIST ACTIVITIES AND PREVENTING, DETECTING Q )
INVESTIGATING QTHER VIOLATIONS OF LAW. IN ACCORDANCE WITH THE
REGULATORY AUTHORITIES THE DEFENSE INTELLIGENCE AGENCY HAS A [ONG
HISTORY OF COOPERATING WITH U.S. LAW ENFORCEMENT AUTHORITIES
;HE NATIONAL SECURITY AND THE LIVES OF OUR CITIZENS HAVE BEEN A
ISK.

G. (U} OVERSIGHT QF THESE ACTIVITIES REQUIRES GONT INUING ENGAGEMENT
AND VIGILANCE TO ADVANCE THE QUALITY OF INTELLIGENCE AND PREVE
FRAUD, WASTE, AND ABUSE AS WELL AS MAINTAIN THE CIVIL AND POLITIC
RIGHYS OF OUR POPULACE. FOR EXAMPLE, WHILE THERE IS BROAD

AUTHORITY TO COLLECT, RETAIN, AND DISSEMINATE INTELLIGENCE

PERTANING TO THE ACTIVITIES OF U.S. PERSONS, THIS AUTHORITY IS
LIMITED TO THOSE PERSONS WHO ARE REASONABLY BELIEVED TO BE
ASSOCIATED WITH A FOREIGN BASED THREAT AGAINST THE UNITED STATEAS
ANDITS PEQPLE. REASONASBLE BELIEF MUST BE BASED ON FACTS AND
CIRCUMSTANCES; WE DO NOT COLLECT ON CLASSES QF PEGPLE BASED ON
THEIR RELIGION, ETHNIC ORGIN, OR EXERCISE OF FREEDOM OF SPEECH.
WE HAVE PERFORMED THiS RESPONSIBILITY EFFECTIVELY FOR MORE THAN 20
YEARS

H. (U)PERHAPS THE GREATEST CHALLENGE NOW FACING THE U.S. :
!NTELL!GW £ COMMUNIT LF THETECHNOLC YAND PROCESSES

(B)2) " STATE AND LOGAL LA 1
TO ALL AVAILABLE INFORMATION FOR ACTIONS 'I'O DETECT DETER, AND

INTELUGENGE COMMUNITY WE HAVE BOTH AN OBLIGJ\TION AND A CHAR
OUR RESPECTIVE DEPARTMENT HEADS AND DIRECTORS TO ENSURE THAT THIS
OCCURS IN THE MOST EFFECTIVE AND EFFICIENT MANNER. AT THE SAME| TIME WE
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MUST ENSURE THA
INTEGRITY OF QUR
LIES ACHALLENGE.

SOMPROMISETHE
2JAND THEREIN (b)(2)

{. {U)THE INTELLIGENCE COMMUNITY AND THE AW ENFORCEMENT COMMUNITY
ARE DISTINGUISHED NOT ONLY BY DIFFERENT NEEDS AND PROCESSES, BUT BY
DIFFERENT CULTURES. INTELLIGENCE PROVIDED TO NATIONAL LEVEL
DECISION-MAKERS AND OUR COMBATANT COMMANDERS ARE FREQUENTLY
COMPELLED TO ACT ON INFORMATION WHICH MEETS THE EIGHTY PERCENT
SOLUTION STANDARD. INTELLIGENCE MAY BE iN THE FORM OF INFORME '
JUDGEMENT BASED ON A SERIES OF INDICATORS DERIVED FROM MULTIALE
INTELLIGENCE SOURCES AND SYSTEMS. IT IS RARELY THE SMOKING GUN.
SUCH INFORMATION MAY NOT MEET THE EVIDENTIARY STANDARD REQUIRED BY
THE LAW ENFORCEMENT COMMUNITY FOR CRIMINAL PROSECUTION. IT GAN
HOWEVER, PROVIDE THE BASIS FOR FURTHER INVESTIGATIVE ACTIONS
CAN DELIVER SUCH EVIDENCE.

J. (U}EQUALLY IMPORTANT IS THE NEED TO PRESERVE THE INTE
THE CLASSIFICATICN OF INTELLIGENCE FOR THE PROTECTION CF|
WTHECOMPROMESE_OFTEGHN!CAL-'-,‘ N

AL LONG TERM IMPACTS.
. ICAN NOT ONLY NEGATE

lASSOCIATED WITHTHE ..~

REASON THE CLASS!FIED INFORMA‘I’!ON PROGEDURES ACT OF 1980 PROYIDES
THE STRUCTURE BY WHICH CLASSIFIED INFORMATION CAN BE EMPLOYED IN
PROSECUTORIAL ACTIONS WITH MINIMAL RISK TO THE NATION'S
INTELLISENCE CAPABILITIES. INTELLIGENCE COMMUNITY INSPECTORS
GENERAL, IN PARTNERSHIP WITH OUR SECURITY ORGANIZATIONS MAINTR
V|G|UNCE OVER THE APPLIGATION OF THIS PROCESS.

N

K (U)TODAY {N RESPONSE TO THE DYNAMIC AND INTERLOCKING

INTELLIGENCE PROCESSES DEVELOPED YO COUNTER THE iNTERNATIONAL

TERRORIST MANIFEST SO DRAMATICALLY MANIFEST IN THE ATTACKS OF

11 SPETEMBER 2001, THE INTELLIGENCE COMMUNITY INSPECTORS GENERAL

HélUST %%!UE'I;NUALLY WEIGH APPARENTLY POTENTIALLY OONFLlCTl NG
BJEC

L (UJWE MUST FUﬁTHER THE EFFICIENCY AND EFFECTIVENESS OF
INTELLIGENCE SHARING WITH FECERAL, STATE, AND LO/
ENTITIES WH!LE‘ MAINTAIN!N TH SECUR!TY OF OURL:=.;v2 i

----------------

M. (UYWE MUST PROVIDE OUR PROFESSIONAL GUIDANCE AND _—
RECOMMENDATIONS FOR IMPROVEMENTS IN THE COLLECTION, ANALYS!§, AND :
DISSEMINATION OF INTELLIGENCE ON THOSE PERSONS AND ORGANIZATIONS
WHOHAVE DECLARED THEIR INTENT TO STRIKE DEEPLY INTO QUR HOMELAND
WHILE ENSURING THE HIGHEST DEGREE OF PROTECTION FOR THE CiviL
RIGHTS OF QUR CITIZENRY AS EXPRESSED IN THE CONSTITUTION AND THE
BODYOF LAWS WHICH WE HAVE EVOLVED OVER THE PAST TWO CENTURJES.

N. (U(yOUR ASSEMBLED PRESENCE HERE,; TODAY, TESTIFIES TO OUR

COMMITMENT TO ACHIEVE THOSE GOALS, AGAIN, THANK YCU FOR THE
QOPPORTUNITY TO PARTICIPATE IN THIS CONFERENCE AND | LOOK FORWARD TO
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THE MUTUAL ENGAGEMENT WHICH WE WILL EXPERIENCE OVER THE NEXT
DAYS. END.QUOTE,

5. {U)RECENT 1O ISSUES FROM DIA ELEMENTS.

RECEIVED A QUERY FERTAINING TQ A

THREE :

WHICH IS EQUALLY APPLICABLE TC THE

- {b}).1.4 (c)

ACCORDANCE WITH
INFORMATION AND THE EXEMPTION CATEGORY WAS THE DESIGNATOR F
INTERNATIONAL TERRORIST ACTIVITY. INCLUDED IN THE DATA WERE
REFERENCES TO THREE U.S. PERSONS,

(1) (V) TWO OF THE INDIVIOUALS WERE IOENTIFIED AS HAVING

DUAL U.S. AND FORESGN CITIZENSHIP AND WERE OFFICIALS IN A FOREIGN
POUTICAL PARTY. REPORTING ON THESE U,$ PERSONS WAS FULLY in
ACCORDANCE WITH INTELLIGENCE OVERSIGHT PROCEDURES CONTAINEL
9240.1-R AND AS REPEATED IN DiAM 58-12.

(2) {V) THE THIRD U.S PERSON IDENTIFIED IN THE lIR BY

NAME WAS STATED TO BE A RELATIVE OF A FOREIGN NATIONAL AND
GAVETHE U.S. CITY OF KIS RESIDENCE. A SUBSEQUENT REVIEW OF THE
INDIVIDUAL CONFIRMED THAT HE HAD U.S. CITIZENSHIP. |N THIS CASE

NQ STATEMENT OF REASONABLE BELIEF THAT HE MET ANY OF THE CRIT’

COLLECTION AGAINST THE U.S. PERSON WAS NOT AUTHORIZED AS THER%WAS

DERIVED FROM: DIA HUMINT SCG, OCT 04
DECLASSIFY ON: 20301210

piIN DCD

1A,
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DEFENSE INTELLIGENCE AGENCY
WASHINGTON, D.C. 20340-5100

To: Assistant to the Sceretary of Defense (Intelligence Oversight)
: 7200 Defense Pentagon
Washington, DC 20301-7200

Subject:  (U) Quarterly Intelligence Oversight Report for the Period Ending 30 June 2005

References: a. (U) Executive Order 12333, *United States Intelligence Activitiés," 4 December
. 1981

b. (U) Executive Order 12863, "President’s Foreign Intelligence Advisory Board,”
13 September 1993

c. (U} DoD Directive 5249.1, "DoD Intelligence Activities,” 25 AT:I 1938

d. {U) DoD 5240.1-R, “Procedures Governing the Activities of Do]» Components

that Affect U.S. Persons,” December 1982

e. (U) DIAR 60-4, "Procedures Govemmg DIA Intelhgence Activities That Aﬁ'eci
LS. Pertons,” 3 December 1997

(U) As required by references above. the Defense Intelligence Agmy Quarterly [ntelligence
Ovmlght Repon for the period 1 April through 30 June 2005 is enclose¢ If further information
is required, please contact the Ofﬁce of the General Counsel at/*> " vt the Office of the

Inspector Gen:m] at. .
b)(2),(b)(3):10 ' : (b)2).(b)(3):10
Uscaza . ; ————y  Uscax

Enclosure

Quarterly Intelligence Oversight

Repont, 1 Apr through 30 Jun 05 (b)(3):10 -

“smenicy - USC 424

ce:

DR

DD

REGRADED UNCLASSIFIED WHEN
. SEPARATED FROM CLASSIFIED ENCLOSURE
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“SECRETNOFORN/26300923—
(U) QUARTERLY INTELLIGENCE OVERSIGHT REPQRT
1 April through 30 June 2005

1. (U) The Office of the Inspector General (O1G) reporied the following intelligence oversight
(10} activities:

. (U/TFRIOY The OIG condited generslinspections of

(B)(3):10
: USC 424
b. (U/AXWE) The OIG provided extensive support to investigations and inq;iﬁm by the
Department of Defense (DoD) OIG pertaining to detainee/prisoner abuse aliegations.
This is an ongoing project.
¢, (PO The OIG provided [0 consultations for the outbound | - . a0
R USG 424

d, ~ENErOIG memorandum §-011 0/1G, subject: Possible Violation of E.O.|12333 and :
DDD 5240.1-R, 1 MarchZUM, reporiedthat g™ 0 . i gmdm[ g 'J {b)(1),1.4 {c}
have vmlatedi, o _

mom complying wif[ .. ]
- | Thei mvesuganon is complcte and the report Ty bemg prcpamd (Prnject
Number 04-2310-MA-056)

e. (3N} OIG memorandum S-0172/1G, subiect:
DoD $240.1-R, 7 April 2005, reported that]
for Human Intelligence (DH), 5"

012333 and |
 the Diectorate. (b)X3):10 USC 424

Y1) 1.4 (

X7
-

DoD §240.1-R, 13 May 200§, repcmed thata DIA civilian employee posigried 10 the
Dlrectora:c for Analysis (D) might have engaged in an unamhenmd _

- |with the use of a contractor. The OlG has conducted interviews and OXN,1.4 () |
the mvesngauon is ongoing. (Project Number 05-2560-MA-056) : '

(b)(1},1.4 (c)

Derfred from: - DIA BUMINT SCG ;
Declassily on: .
Date of source: 1 October 2004 :
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()(1),(b)(3):10 -

USC 424,1.4 (c)
(b)1).1.4(c)"

{b}3):10
USC 424

(b)(2).(b)(3):10

USC 424

(b}3):10

USC 424

(b)}(2},(b)(3):10
USC 424

(b)(2).(b)(3):

10 USC 424

—SECRETANOFORN/260500923 5
X -QMOIG memorandum S-0235/1G, subject: Possible Vioiauon of E.O 2333 gﬂ\
{Ofice of Operations (om mggm have gin (N
isting of &t o) 1410
e investigation is ongnmg. (ijecl Nmnber 05-2555 MA-BSG)' (b){1),1.4 (c)

h. «S#NFrO1G memorandum S-0242/1G, subject: Possible V:olnnon of E.0. 12333 and

DoD 5240.1-R, 19 May 2005 repomd thal individunls assi to DH 14 '__hm___

. , 200 ] : E =5 pnortommpto‘f (b)(1) 14(q

Uoozdxmtmn by the Depamncnt of Statc as mqu:rcd by DoD Directive 5530.3. The

investigation is ongoing. (Project Number 05-2577-MA-058)
administrative officer, and an execuuvero; cer reviewed active flesona con:xmng basis.as B3
they are referenced in day-to-day work. Compliance with oversight require was 8 10 (IJSg': 424
regular item of consideration. :
3. ~$ANEYAn gttomey contmued to momtor acnvmcs and conducted IO instnjetion at the

;| An attomey reviewed E;tracmnl :
‘ mattcrs adwmng on correction, amendmcnts. and modiﬁcatiom. 5 rhoys reviewed BER)LO)B):

ond counseled with regardtg " Sl o] 1ouscaze

nnd nssistanee to law enforcemem o assure comp!iance with oversighl resp nns:biluies “(b){1),1.4 ({:}
b, (VA R pys conducted weekly presentations to deploying D persannel to |

assure eompliance with immogation and debrieﬁng smdm\ds. An attomey reviewed

several - N ~_|oversight and secyrity due

process activities and lnsn'ucte eV, ntrac:or personnel.
c. (UWF&He) An attomey taught 10 classes at bothl - 7 SO ‘I ‘B)(3):10

and M.llitar_v menons Familiarization Course {MOFC) Anotheratm Jectured on

s to DH contractors, National Security Agency (NSA) . -
.-|and MOFC, Ananomyuwnrhngw:ﬂlmeUndemc
ense 1]1genoe) on a revision of collection procedures,

the quarter,

{U) The Directorate for Administration (DA} was involved in the following ove
activities:

o (UFeuey Approxxmatcl ;| mifitary and}i;:|civilian newly assigned p
made aware of [O responaibilities by receiving copies of the appropriate s

DoD regulations in their in-processing packets during the period indicated.

2

-~SECREFHNOFORNA20300933—

(LivPeues GC reported no incidents of criminal ectivity to Depanmcnl of Justice during

IR0

rsight

nniel were

ions of the  (b)(2), (b)(3) 10

UsSC 424
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~SEERET/NOFORNH20300923~

b (UAPEYE} A 100 percent verification of entries in the DA's automated da during
this timeframe was conducted to ensure no individual names, corporations, pr
organizations were inadvertently entered, except as provided for in DoD 5240.1-R.

c. (UlfPeﬁﬁyAss:gned personne] invelved in data handling were given a y
reminder briefing by the administrative supervisor concerned, regarding préscribed and
authorized materials and procedures.

OE10 4 aq R RS T ; ; ; '
UG 424 4 (U) Thcl. o o Iprowdad 10 instrustion 1o personnel in the conrses noted below:
N
Asymmetric Warfare Intelligence Analysis Course — MTT
SCI Security Officials Course ~ Mobile Training Team
7" National Intelligence Course
-Sé‘é’;{;i("””" .| 77s|  Imtelligence Analyst Course

Cambined Strategic Intelligence Training Program
Counterintelligence Analytic Methods (CAM)
Intelligence Collection Managers Course (ICMC)
intefligence Collection Course

SCI Security Officials Course

Nauona.l Intelligence Cou:s:

2 x3y: - Jotal - |-
10 USC 424 s
5. (U) DI reported that * " [assigned personnel conducted reﬁeshm' training this|quarter, In
addition, DI repo:

that files revicwed during this iod revealed np prohibited
material. Number of personnel conducting file review was| ~ “- :

6. (U)The Duectomte for Intelligence (J2) reported ﬂulnncl participatdd in file

hy(3):10

{L)(@n10 USC 424
USC 424
7. : OB
, performed file reviews ¥LOMETS WEre provi ial IO trainjng  10USC 424
(b)@)y10usc ot DIA 101 end the ZE | newcomners training. Trgining videos
424 were provided to the forward suppotTéBiees and [iaison offices that are ex ld,tl I0

responsibilities were also stressed by th unty officer during ir processing.
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QuUSC 424

—SECRET/NOFORN/20360923—

. 8. () The Joint Military Imtelligence College provided 10 Instruction 1o personnkLin the

courses noted below:

H!MEEQQDBSB

Survey of Intelligence Collection

Bazsic Intelligence Collection

HUMINT

IMINT

SIGINT '
Congressiona! Oversight of Intelligence
Ethics in Intelligence

Industry and Intelligence

History of U.S, Intelligence

IT Management for Intelligence Professionals
Future of U.S. Foreign Intelligence Community
Congresa and U.S. Intelligence

Financial Managemeny of Intelligence

Intelligence Relations with Allied Nations

Total

Addiﬁonaﬂyfawlty members reviewed 1O directives.

9. (U) The Directorate for Measurement and Signature Iotelligence and Technic
reported that! - imilitary and civillan personnel perticipated in file reviews.
material wes found during the review.

10. (U) The Directorate for Information Management reported tha.pcrs-nnei
procedures and received 10 training this quarter,

11. (V) The Office of Diversity Managemeat (MD) trained| _ |personnel this quar

training this quarter. FE was implementing procedures to achicve and main
participation in the reviews during the next two quarters of the fiscal year.
reports of activities that are believed to be I.Ilegnl, contrary to executive order,
DaD policy.

12, (U) The Chief Financial Executive (FE) reparted tha employees panicl:ﬁ nlQ

13. (U) The Chief of Staff (CS) reported thatl, ...,
found no 10 relevant information. Additionally, information about IO respo
 disseminated 1o al] CS persormel.

14, (U) OP reported the
retaimed, andE

ewly assigned personnel were trained on 10 and their resp
4

Leadership, Management and Coordination in the Intelligence Commuriity

Collection
prohibited

ﬁreviewed 10

LCT,

100 percent
were no
or applicable

. personnel participated in ani‘lles review and

thilities was

nsibilities.

‘n personnel reviewed files to ensure that prohibited m#terial was not
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15. (U) The Directorate for External Relations reported thannel received JO taining
via electronic mail this quarter and 98 conducted a review of files. No prohibi
was found.

16. (U) The Chief Acquisition Executive (AE) reported] .. -personne} participated iy files review
during this quarter. AE did not initiate any contract Bctions thet fell under 11.b.,
DoD 5240.1-R, during this reporting pesiod. No contracts required contractor gerformance

under DIAR 60-4.

17. (UMPOBO) DIA management continued to emphasize the importance of personnel being

d mnaterial 3‘3‘31

D3y
C 424

familiar with 1O regulations. Training was provided tof ;. |personne! addressing DIAR

60-4 and DoD 5240.1-R during the periad ) April through 30 June 2005. |
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{b}(3):10
USC 424

DEFENSE INTELLIGENCE AGENCY

WASHINGTON, D.C. 20340-

5-04591G

To: Assistant 1o the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon
Washington, DC 20301-7200

Subject:  (U) Quarterly Intelligence Oversight Report for the Period Ending 30|September

2005

References: 8. (U) Executive Order 12333, "United States Intelligence Activities" 4 December

1981

b. (U) Executive Order 12863, "President's Foreign Intelligence Advisory Board,"

13 September 1993

¢. (1) DoD Direstive 5240.1, "DoD Intelligence Activities," 25 April 1988

d. (U) DoD 5240.1-R, "Procedures Governing the Activities of DoDl Components

that Affect 1.8, Persons,” December 1982

e. {U) DIAR 60-4, "Procedures Govemning DIA Intelligence Activities That Affect

U.S, Persons," 3 Dacembgr 1997

(U) As required by references above, the Defense Intelligence Agency Quarterly Injtelligence

Oversight Report for the period 1 July through 30 September 2005 is enclosed. If
information is required, please contact the Ofﬁcc of the General Counsel af
Office of the Inspector General aff:. - 2%

er
‘ REOPIN brthe
(b)(2),(b)3):

Enclosure

Quarterly Intelligence Oversi ght

Repert, 1 Jul through 30 Sep 05
—NER Loy

UsSC 424

 (BX2),(b)E3):
10 USC 424 -

cc:
DR
DD

REGRADED UNCLASSIFIED WHEN
SEFARATED FROM CLASSIFIED ENCLOSURE
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(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORT

1 July through 3D September 2005
1. (U) The Office of the Inspector General (OIG) reported the following intelligence oversight
(10) activities: :
a. (UMFOWO OIG conducted general inspections of‘[f‘j s ey
Ll i M .. {Np questionable ;
activities were found.

b. (UMPOEE) OIG provided extensive support to investigations and inguiries by the

_ Depmlmem of Defense (DoD) OIG penmnmg to detainee/prisoner abusd aliegations.
This is an ongoing project.

c. (3 OIOIG provided I0 consultatio

d. (U#¥@ee% O1Q provided 10 training to Directorate for Intellipence, Joint Staff {J2); the
Today's Intelligence Professionals Course; and the Staff Operations Coufse-Operating
. g’%(g)a(gi@)ﬂ 0 Base; totaling|- ;" |persons, _ _

c. (U)OIG disseminated the 1O quarterly brief to alt DIA field activities (eficlosure 1).

f. =8N OIG memorandum S-0242/1G, subject: “Possibie Violation of H.O. 12333 and
DoD 5240.1-R,” 19 May 2005, repomd that mdmduals ass' 20 _to DH might have

enga cd in questlonablc actmﬁes L
[ _[pmr to recei of

coordmatmn hy the Department of State, as I'eqmrad by DoD Directive §530.3. This
investigation is :endmg adxmmstratwc closureJ but w:ll be zevwwed in canjmwtion with _
an inspection of}is ™ Do g e - A L
(Project 05-257 -MA-OSG) ;

EERCION 4 (c)

g. =P OIG memorandum 5-0235/1G, subject: “Possible leatxgn of E. 1
. DDD 5240 } R.," 13 May 2005 reported that the office of th Lo o)), (b)EBR10
(D)(1).(b)3):10 L “Dffice of Operations (OP m tha en ) ed in USC424,1.4 (c)
USC 424,14 (c) quesnonable activities consnsung ofan[ i o o e L

OUDAA () [ | The investigation is ongomé‘ﬂ"r'éjcct 05:?355 MA-0} 1'5' )T Y1) 14 ()

Declumify oa: 203011

Derived from: DIA H%M[NT SCG
Date of cource: 1 Oeto

ot 2004
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(b)Y(1),1.4 ()

(b)(3):10
USC 424

(b)}(1.1.4 (c)

(b)2)

(b)(2),(0)(3):10
USC 424

1. (U} Directorate for Administration {DA) was involved in the following ov

ght activities:
cmployees pa.n.icipated in quiirterly reviews,

and were made aware of 10 rexpomibulmes by receiving copies of approgriate sections of

(bX2),(6)(3):
10 USC 424

. (U) Within tho Office of the General Counsel (GC|__ Jatiomeys, a paralegal

h. =¥ OIG memorandum §-0172/1G, subjeg
DoD 5240.1-R,” 7 April 2005, reported that
Directorate for Human Intelligence (DH), | -

0 12333 and

(310U
)

1)

all investigative work and the report is being prepared (Project 05-2566-

1 =§ANFy OIG memorandum S-0110/1G, subject: “Pnss:bie Vlo!atwn of E

-056).
0. 12333 and

DoD 5240.1-R," 1 March 2094 Tep rted tbat al"

_ Jm.'_.. '?dtf’

—lml_gl_lt havc wolatch

- without complymg will

i m-osa)

( lllmeshganon substantiated the al ega;tmn lmd‘has bm ciosed (Project

a seoretary, an

law cnforcement 1o assure compliance with ovemght mponmhthtles

b. (U/APeEE One attomey conducted waekly presentatmns for deploying IDH personnel to

assure compliance wit: - ] An atto
several oversigl _t and secun_ _ due process actwmes and imstricted cont
ek ~.pnd gecurity duties.

Fﬁmhmzatmn Coursc He continues to.work with the Under Secretary d
{Intellipence) revising collection procedures,

d.
during the quarter,

(U/waue» Of|_--_bersonnel assigned} .

Dol regulations in their in-processing packets.

y reviewed
tor petsonnel

other agency

r Officer

f Defense

(U/AeE® GC reported no incidents of criminal activity to the Depaannt of Justice

EFF

T (b)(1),1.4{c)

administrative officer, and an ¢xecutive officer, reviewed active files on & c:rtmumg basis as (b)ﬁ)sg’gz
referenced in day-to-day work. Compliance with oversight requirements wag a regular item
of consideration.
a. ¥ EAn auomey continued to monitor activities and conducted oversight instruction
- féquired of L i 7 and pdrticipated in

scveral ovenught classes. An attomsy mnewed contractual matters advising on :
correction, ammdmems, and modlﬁcatmns. |+ -iattorneys reviewed and counseled with. ®)X2) .(t,){‘3):
Jegadiol . RS 10 USd 424

P ﬁ assistance (o :

141

SC 424

ISR OOREY

allcgedly committed two incidents of prisoner buso. OIG ltu car'npletad
A



(b)(2).{b)(3)
10 USC
424

(b)(2).(b)(3):
10 USC 424

5.

(b)(2) (b)(3):
10 USC 424

~SEECRETNOFORNT20301T118~

(UAPOBOY A 100 percent vesification of entries in DA’s automated da

Ases was

condugcted to ensure no individual names or corporations/organizations were

inadvertently entered into the database, except as provided for in DoD 52

¢. {UMRSESY Assigned personnel involved in data handling were given a
reminder briefing by the administrative supervisor concerned regarding
authorized materials and procedures.

.J-R.

ly
resoribed and

(U) The Office of the Chief Training Executive (TE) provided 10 instructionjto personne! in

the courses nated below:

NUMBER - COURSE

Intelligence Collection Course - MTT

Intelligence Collection Managers Course (ICMC)
Intelligence Collection Cowrse

National Senior Intelligence Course

Tomotrows Intelligence Professionals

National Intelligence Course (NIC)

I:lDIA Employecs; students)

Total

Combined Strategic Intelligence Training Program (CSTEHH)

(L) The Joint Military Intelligence College (MC) provided IO instruction tc personnei in the

courses noted below:
NUMBER COURSE
' MASINT

Ethics in Intelligence
The Law and Intelligence

Total |4

(U) MC's entire faculty and staff, including appmximately[. : L:ivi!ian, mili
contract employees, received the DIA 1G 10 briefing during the week of 4 A

Leadership, Management and Coordination in the Intelligqnee Community

, and
gust 2005.

(U) Di reported that of ﬂ)e:k)ersonnel assigned,E:ba:ﬁcipated in rgining this

quarter. In addition, DI reported that files reviewed during this reporting per|
prohibited material,

(U} 12 reported that} - personnel participated in files review. J2 diseninaled

conceming IO responsibilities and interactive training discs to all subordina
during this quarter, and procured additional 10. videos for clements 1o watch.

od revealed no

information
elements
Additionally,

J2 conducted a review of 10 officers to ensure all were still active employeed of DIA and

3
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(b)(3):10
USC 424

13, (U) The Chief of Staff reported that =/

=SECRET/NOFORN/20304118—

fulfilling their duties as IO officers. Numerous J2 elements continue periodid file reviews to
ensure compliance with all 10 issuance. On 25 August 2005, J2 received a memorandum
from the General Counsel titled, “Coliection of Intelligence Affecting U.S, Pq
answered questions which had arisen in that area. As of 1 July 2005, J2's pe onnel numbcrs
significantly decreased due to a functional realignment to DI Additionally, th™™ -
ST LSS o7 lare in the midst of o transition to

DI

8. (U) DH reported tha pemnncl received [0 treining. Additionally. l ersonnet
performed file reviews d unng_ﬂ_'ge Quarter A.lso, newcomers were provided initial [0 tmining
at DIA 101 and the - * .. |newcorers training. Tfaini  videos

were provided to the forward suppo:-t oﬁoes and Tiadson offices that are exterhal to}* . | 10
responsibilities were also stressed by thesecumy officer during in-procgssi

8. (U) The Directorate for Mea.mrcment and Signature Intelhgence {(MASINT) and Technical
Collection (DT) reported sonnd participated in review and oversip

oD 5240.1-R. Additionally, all personnel were required to conduct file revig
compliance with the cited directives.

partu:lpahon in l.he reviews dunng the next two quarters of the fiscal year, The
reporis of activities that were believed to be illegal, contrary to executive order or applicablc
DeD policy. :

i -." personnel participated in a files feview and
found no 10 releveant information. Addltwnally, infarmation about 10 responsibilities was
disseminated to ell CS personnel. -

14. (U OP reported thatsomm] reviewed files to ensure that prohibited ial was not
retained, and that assigned personnel were trained on 10 and their responsibilities.

15. (U) The Office of International Engagement {[E) reported 100 percent of assigned personnel
received IO training,

16. (U] The Chief Acquisition Executive (AE) ceported thaDper&onnel participated in files
review during this quarter. Further. the AE smff has mcreased wnth personnel assigned to
various locations in support of} v ei R -+ jactivities{in the Ceniral
Command area of operetions. In addmon, AE stated f.hat D[A Manual {DIAM) 44-2 is
foltowed to ensure compliance with paragraph 7.d., DIA Regulation (DIAR) 60-4.

4

—SEERETFANOFORN/203061 16—
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. —SECRET/NOFORNT20S0TTIS |

®)3:10 17Uy THE: I “|reported| | personnel|participated in  (5)(2).(6)3):
USC 424 IO training. Procedurcs 1 2,3, 4, 12 and 15 were covered with special emjbasis'placed on 10USCq24
procedures 2, 3, and 4, conceming the collection of information of U.S. persqn(s).

18. (U} DIA management continued to emphasize the importance of personnel h1 ing familiar
with JO regulations. Training way provided ._ persennel addressmg AR 60-4 and 3
DoD 5240.1-R during the periad 1 July through 30 September 2005, BN B0

USC 424
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DEFENSE INTELLIGENCE AGENCY

WASININGTON, DT ME-5100

5-06-01991G 11 May 2006
To: Assisiant to the Secretary of Defersc (Intelligence Oversight)
7200 Defense Pentapgon

Washingten, DC  20301-7200

Subject: (U} Procedure 15 - Possible Violation of E.O. 12333 and DoD{5240.1-R,
Project 06-2812-MA-056 :

Reference: (U) DoD 5240.1-R, "Procedures Governing the Activitics of QoD [atelligence
Components that Affect United States Persons”

1. (UMD} This memorandum constitytes notification, in accordance with reference
above, of a pussible violation of Procedure 15 by a civilian emplayee of the Defense
Intelligence Agency.

2. ]

1 omals
(63,14 ()

3. Fu)mmmmmm T e e ey g
- J ousc 4:24!

R TORL
Usc 424

cc:
DR
DD
GC
DI
IE

Derived from:| DIAR €0 - 35
DOeelassify ou: | 28310511 i
Dateof youroe: 9 April 1999
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DEFENSE INTELLIGENCE AGENCY

WASHINGTON. DC 20040-5100

S-06-0198/1G 30 May 2006

To: Assistant to the Secretary of Defense {Intelligence Oversight)
7200 Defense Pentagon

Washington, DC 20301-7200
Subject:  (U) Quarterly Intelligence Oversight Report for the Period Ending 31 M

arch 2006

References: a. (U) Executive Qrder 12333, "United States Intelligence Activities,”
1981

b. (U) Executive Order 12863 “President’s Foreign Intelligence Advi
13 September 1993

¢. {U) DoD Directive 5240.1, "DoD Intelligence Activities," 25 April

d. (1) DoD 5240,1-R, "Procedures Governing the Activities of Dol (J
that Affect 11.S, Persons,” December 1982

e. (L) DIAD 5100.200, “Office of the Inspector General Policies and
Responsibilities,” 17 February 2006

(U} As required by references above, the Defense Intelligence Agency Quartetly Inte
Oversight Report for the period 1 January through 31 March 2006 is enclosed. If fur
information is required, please contact the Ofﬁce ofthe General Counset af|
Office of the Inspector General at...+
(b)2),(0){(3):10°
USC 424

1 Enclosure
 Quarterly {ntelligence Oversight
Report, | Jan through 31 Mar 06
<5/ilSe ] cy

cc:
DR
DD

REGRADED UNCLASSIFIED WHEN
SEPARATED FROM CLASSIFIED ENCLOSURE
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(b)(2).(b)(3):
10 USC 424

(b)2)

(b)(2).(b)(3):
10 USC 424

B)(1).{b)(3%:10
USC 424,1.4 ()

d)(1)1.4 ()

{b)(1).1.4 (c)

(L)(1).(b)(3)10

USC 424,14 (c)
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(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORT

1 January through 31 March 2006

{U) The Office of the Inspector General (QIG) reported the following intelligence oversight

(10) activities:

a Sy The Deputy Secretary of Defense tasked the QIG, 23 Jannary 2006,
agency wide IO training and
(Intelligence). Spesifically; off--i% " :
were instructed to complete the reqmred tmnlng 83 soon &s gbsent personnel

(UMY OIG provided continued support to investigations and inquiries
Department of Defease (Dol)) OIG pertaining
*Iraqi National Congress, and[< - "7« ¥

{UMPOTIe) OIG provided IO training to four iterations of the Tomorrow’s [
Professionals Course; one class of DIA 101; and one class of the Staff Ope:
_ Course-Operating Base; totnlingpersons.

d. (U) OIG disseminated the 10 quarterly brief to all DIA field activities (encl

e. (&N OIG memomandum 8-0235/1G, “Possible V:olatmn_o EO 12 3 _

quesnouable activities consnsung ofan|

f. =S O1G memorandum U-06-0067/1G, “Possible on!mon of E 0 12331

5420 1 R," k| February 2608, reported that a member of

have

coordinated with an assistant U.S. attomey who has accepted prosecutorial

The OIG will not Initiate a separate investigation, (Project 06-2739-MA-056).

7

T f’t The Departmem of State. in col on wnh
the Army Cnmmal Invesﬁgahon Command is investigating this matter and

(USE@HOYThe OIG provided 1O briefings to defense attachés en outel | T

h. (U) The OIG responded to five requests for assistance from headguarters staff and field

units on matters of [0 guidance and interpretation.

Dertved from: A
Declassify ob: 2831
Dats of source: 1

—SECREF/NOFORNAZ030524—
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(b)3):10
USC 424

{b)(3):10
USC 424

(b)(2)

j_{UIoYe 0IG conducted gencral tnggp_cg_p_s oﬁ

. (U) Directorate for Administration (DA) was involved in the following oversigh

" wdedugundance du;ng participation in aplannmg session tri[ |

]

quesuona acuvmes

continmng basis ag they are referenced in day-to-day wock. Comipliance wnh o
requirements is a regutar item of consideration.

g

. (UME@W) The General Counsel (GC) reported that its staff reviews active ﬁlejFo: B

ight

1
ol
~

8 l(UMAttomeys supervised the legal activities of| . SRR R

potential oversight matters and madifications.

b. (UFFET8} Additionally atiomeys lectured weekly to deploﬁng Directorate for Human

“*reviewed contractual matters advising on corrccuon. qmmdments

Intelligence (DH) petsonnel concemin oversight-reporting mqumments Attomeys also
‘ - (b)2)

re\riemd and col.mseled with regard fo| °

) w'lih" o\-réréllgl.l‘tjﬂl'es.j;nﬁsxﬁﬂit‘lés.' )

. [ law'enforcmnent to assure ccmp}iance

c. (UMPOYE) Attomneys reviewed severai v

oversight and security due process actithiee and instructed

d (UMO)AGCmcmberlecmedonm rsight subiects 10 DH cos
Security Aﬁmﬁ b
contmued to wm-k with the
(mtel I1gcnce) ra\nsmg collection” proceduies (b)2)

er Secretary o

e. (UMPOWE) GC has reported no incidents of criminal activity to the Departmgut of

Justice during the quarter.

a. (UFFOEHS) A 100 peru':nt verification of entries in DA’s automated databas
conducted to ensure no individual names ar corporations/organizations were
inadvertently entered into the database, except 2 provided for in Do} 5240.1

b. (UAMH®PAssigned personnel involved in data handling were glv;ch a quarterly

reminder briefing by the administrative supervisor ::oncemed regarding presc
authorized materials and procedures. - ,

2z

“SHEREFHNOFORN/203160524

was

R.

fibed and
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¢. There were no special access program bulletins issued during this reporting ;feriod.

d. Newly assigncd members were briefed on applicable provisions of E.Q, 123!
Procedure 15, DolY 5240.1-R.

3, and

4. (U) Directorate for Human Capital (HC) reported|.. . -+~ ‘personnel assjgned
in document review. HC stated division security officers periodically queried refpective -
personnel 1o review files to ensure complianca with DoD 5240.1-R and DIAR. §¢-4; and
inappropriate files were not found.

a (U)in addition,qk:wwanplom (military and civilian) received IO ibility
training as a part of their in-processing indoctrination in DIA 101 and DIA 20t

b. (U)HC provided 10 instruction inf:>
University. =

E Vinual

es and through the Joint Intelligent;

5. (U1 The Joint Military Intelligence College (MC) provided [0 instruction 1o
of the trainees were DIA personnel, which include full-time students.
MC staff and faculty participated in annyal 10 refresher instruction.

(U) Directorate for Intelligence (32) reported tha L personnr.l participated in flos review.
J2 disseminated information concerning 10 responsibilities and interactive
all subordinate directorates during quarter, and they procured additional IO vi

continue periodic file reviews to ensure compliance with all 1O issuances.
(U) DH reported thmDpermnnel performed _ dition,
injtiat 10 trauung was provided at DIA 101 and i Pzt - Foki
newcomer's training, Training vj cre pruvided to the forward support oﬂ‘i 5 and
liaison offices that are-external tThel e |ajso stressed IO
regponsibilities during in processing.

(U) The Directorate for Measurement and Signature Intelligencs and Technical Collection

mpnnedl.:bersunnel participated in review.

{U) The Office of Equal Oppunumty and Equal Employment Qpportunity (EO)
personne} to conduct file reviews ta ensure compliance with the appropriate
has gone through extensive records review and closing of office files/regulation
comply with applicable IO directives.

10. (U) The Chief Financial Executive (FE) stated that there were no reports of activities that

employees believe fo be illegal or contrary to exeoutive order, presidential directve, or
applicable DoD policy.

EFF

icipated

o s I

{E)2).(b)(3):
10 USC 424

equired all
dnrej(wes, EO
in order to
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11. {U) The Chief of Staff reportedpersormel-parﬁcipatediu a files review.and fopnd oo 10. B)2)B)(3):10
relevant information. Additionally, O responsibility infonmation was dissemi to all USC 1"2 4 '
command element personncel.

12, (U} OP reported

rsonnel reviewed files to ensure that prohibited material was not
retained.

13. (U) The Chief Acquisition Executive (AE) reported thatt | personnel participatei} in files
review this quarter and all AE personne] are aware and familiar with the applicable [0

ditectives. S —

a. (U} In addition, AE stated the contracting officer's representative guidance l¢tters are
updated to incorporate guidance to ensure cantractors maintain records, and reflect 10
training which may be periodically reviewed by the IG or directorate JO offi

b. (U) AE stated that they had not initiated any contract actions during subject period that
falt under the procedures of 11.b., DoD §240.1-R, and there were no conttacts requiring
contractor performance under the ¢riteria of DIAR 604, Paragraph 7.d.

14, {U) DIA management continued to emphasize the imporiance of personnel being|familiar
with 10 regulations during the period | January through 31 March 2006.

1 Enc] :
InteBigence Oversight Brief FY 06-02,
1509422 Mar 05, {S//NF) 2 pages
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150942Z Mar 06
Subject: 1G Intelligence Qversight Brief FY 06-02 (1)

1. (U) Addressees are requested to ensure that all unit personnel are informed of the contents
of this message.

2. (U) U.S. Persons. Recently there has been significant media attention regarding
intelligence collection agginst U.S, persons. for clarification, DJA is authorized tq collect

sgainst a U.S, person if the subject individual meets the criteria contained in DoD|5240.1-R,
procedure 2, Generally, this anihorizes collection necessary to accomplish the ag
foreign intelligence and counterintelligence mission areas. The relevant paints

a. (Y U.S. Persons. ULS. person information may be collected if there is re
belief the subject meets at Jeast one of the criteria contained in procedure 2,

. b. (U) Reasonable Belief, A reasonable belief arises when the facis and circ
are such that a person would hold the belief, Reasonable belief is based on e:
tralning, or knowledge of foreign inteliigence or conmerintelligence work, appli
and circumstances at hand. A trained and experienced intelligence professional nfi
reasanable belief to satisfy this standard. Conversely, a person unfamiliar with i
or counterintelligence methodologies might nat be able to meet this standard.

information may be retained indefinitely. If a reasonable belief cannot be establi
information meets the criteria of procedure 2, the infonnation may not be retain
days.

d. (U)Example 1; A U.S. corporation exccutes an agresment lo provids sophisticated
information technology to the ministry of defense of a fereign country. This cicaly meets
the ctiteria of procedure 2.

c. (U)Example 2: A person submits a letter for publication in a U.S. newspa
critical of L. 5. policy in the Middle East, This falls within the constitutional
freedom of speech and does not provide, by itsclf, the basis for collection activitips against
the individual, '

f. (U) Example 3: A U.S. person of middle east ethnicity regularly attends
services at & mosque arxd proclaims a doctrine of literal Interpretation of the Ko
situation does not meet the test of reasonable belief of foreign intelligence or
counterintelligence interest.

3. (U) intelligence Oversight (10) Training Distant Leaming. The 10 CD-ROMideveloped
by the Assistant fo the Secretary of Defense {Intelligence Oversight) has been configured for

Elcioivr e
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(b){3):10
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| Unit IO officers ar

encuuraged to make use of“ thep.. -

4. (U) Recent 10 Issues from DIA Elements,

pustmg for conumnng education of the worl?f

L O bE
- | 4(c} i

5. (U) If you have any 10 issues which you would Jike addressed in future 10 bri

mibla via the DIA 1G Hotline. ¢

efs please

forwa.rd them to the Office of the Inspector General, ATTN: Assistant Inspector ?engm! for

- .'1;"'{ You may aiso subuut IG tlin_c

issues via

iy .:{"“":'

Derived from: DIA HUMINT SCG, Oct 04
Declassify on: 20310315
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DEFENSE INTELLIGENCE AGENCY

WASHINGTON, DC 203465100

5-06-0299%1G
To: Assistant to the Secretary of Defense (Intelligence Qversight)
7200 Pefense Pentagon

Washington, DC 20301-7200

Subject: (U} Quarterly Intelligence Oversight Report for the Period Ending 30 Jun*e 2006

References: a. (U) Executive Order 12333, "United States Intelligence Activities,” 4
1981

b. (U) Executive Order 12863, “Presidem’s Foreign Intelligence Advisg
13 September 1993

¢. (U) DoD Directive 5240.1, "DoD Intelligence Activities," 25 April 1

December

ry Board,”

788

d. (U)DoD 5240.1-R, “Procedures Goveming the Activities of DoD Infelligence

Components that Affect L. S Persons." Decesnber 1982

{1 As required by references above, the Deﬁ:nse Intelligeace Agency Quarterly Imelrgence

Gvemght Report for the period 1 Apnl through 30 June 2006 is enclosed. Iffurthcr i
is required, please contact the Ofﬁcc of the General Counsel at| .~ -+~
the Inspectar General 8. o

(b){2).(b)(3)-10 USG 424~

formation

the Qffice of -

T EM2),{b)():10 USC 424

Enclosure

Quarterly Intelligence Ovemghl
Report, 1 April through 30 June 2006
S, | cy '

~B)EX10 USC 424

ce:
DR
DD

REGRADED UNCLASSIFIED WHEN .
SEPARATED FROM CLASSIFIED ENCLOSURE
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1. (U) The Office of the Inspector General (OIG) reported the following intelligence

&2

(b EERouse romrie S i
4241449 questlonable acnwucs ccns:sung ofan "o - . Y oY1), 1.4 (c)
(M1} 1.4 [ #3r A written report was compl . (Project 5 OD SS-quj
g. (U) The OIG respanded ta five requests for assistance from headquariers staff and field
units on matters of 10 guidance and interpretation.
h. (UJ'!‘FOEO) OIG conducted d inspections ofy ialtliiden cReosv (A ik et e | S
pyRxiouscazs it E e eraae - Hand found no guestionable activitids. USC 424
2. (U} The General Counsel {GC} reported lhat GC attomeys conducted weekly trainjng
_ sessions on Tuesda s_for personnel g abroad to ensure that ali DIA persornel,
(b)(3):10 USC™ = § SR """ | are fully aware of the most tecent|DoD
424 policy on conducung mtelhgence uucrmgauons and treatment of detainecs in U.S
Derived fram: DIA HEMINT SCG
Declassify on: 203108
Dzte of source; 1 Qclober 2004
EFF 164
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(U) QUARTERLY INTELLIGENCE OVERSIGHT REPOR|

1 April through 30 June 2006

(IO} activities:

a. (UMPOTIO) OIG provided continued support to investigations and inquiries by

Department of Defense (DoD) IG pertaining to detainee/prisoner abuse allegatjons, Iraqt

T

oversight

the

. Natjonal Congress, and:: . | These are ongoing projects.
b. (UMF6EE) OIG provided IO training to fovr iterations of the Tomorrow's InteHligence
Professicnals Course; one class of Defense Intelligence Agency (DI1A) 101; and one ¢lass
of the Staff Qperations Course-Operating Base, totafing| " > ns. ... ..
peratng g| - = [perso. . ﬁgg) ﬁm}:m
c. {U%QIG providq:l foensed IO training to the g;:_ﬂ:_:numf i " RSN RN
By Foa 1 a0
USC 424
10 bricfings to] and[* T ] ()2) Y30 USC

-~ lconference held 12 thmugh 16 Junc 2006,

.

TEEE)10

USC 42414 (c)

F-Y

24



~SECRET/NOFORN/20310814~
custody. Betweenf - |and| “JDIA personnel atisaded.cach of thess sessions, Aﬁditipnally. .
the following groups received IO instruction: (b)(2).(b)(3):1
ALY T USC424
(B)(3):10 3. On 16 Mayki- ed jstruction onf 522 . 1b)(2)
USC 424 ingl s + and other IO issues 1o N
N e o B L)EB):10
(6)(2),(b)(5) USC 424
®)E)10 b,
USC 424 S ©)2)
B)E)10 £
USC 424 5) (b)2)
= : (6)2)
3. (U) The Joint Military Intelligence College (MC) pravided 1Q instruction to persohnel in the
courses noted below:
NUMBER  COURSE
Survey of Intelligence: Codlection
Besic Intelligence Collection
Human Intelligence
Imagery Intelligence
Signal Intelligence
Intelligence, Surveillance, and Reconnaissance
Congressional Oversight of Imelligence
(b)(2),(B)(3): Industry and Intellipence :
10 USC 424 National Security Structure and Policy
History of U.5. Intzlligence
Information Techeology for Intelligence Professionals
Future of U.S. Foreign Intelligence Community
The Law of Intelligence
Congress and U.S. Intelligence “Ln
Leadership, Management and Coordination in the Intelligence Community
Intelligence Relations with Allied Nations
Intelligence and Homeland Security
(b)2).(b)(3):10" . )
USC 424 {?%(é)gl(ii)i .
4. (U) The Directorate for Intelligence reported that|- -+ -« = personnel assigned pﬂmﬂpﬂleﬂ
in files review, and all are current in 10 training. Personnel not trained were either 6 T (0X),B)3):
temporary duty (TDY) or on leave. USC 424
5. (U) The Directorate for Administration (DA) reported; | 5. n ed
pa:uclpated in IO review. Additionally, newly asslgned mnmbers were briefed od applicable- - - “)2),(0)
provisions of Executive Order 12333, “United States Intelligence Activities,” Progedure 2, USC 424| |
' ) 2 . :
~SECREFNOFORNA20310514—
EFF 165
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{b)3):10" ~ -

USC 424

1L, (IJ) The Chief Financial Executive (FE) reported;:

“SECREF/ANOFORN/A03H084H4—

Conduct of [ntelligence Activities; and DoD Regulation 5240.1-R, “Procedures Gpverning
the Activities of Do Intelligence Components that Affect United States Persons'] Procedure
15, Identifying, Investigating, and Repotting Questionable Activities. DA was ndt aware of
any zactivities reasonably believed to be illegal or conlrary to executive order or presidential
directive, or applicable DoD policy. DA also reported conducting 100 percent vefification of
entries in the officc’s automated databases during this timeframe to ensure no indipidual
names or corporations/organizations were [nadvertently entered into the database,/except as
provided foc in DoD Regulation 5240.3-R (Procedures 2 and 3). Assigned personpel
involved in data handling received a quartesly reminder briefing from the adminisrative

. (U) The Directorate for Analysis (D]) reported that of the;
participated in quarterly training, i i

- {U) The Dirgetorate for Measuremeny and Sirnaturc Intelligence and Technical Collection

reporte ! personnel assigned, and that}i;|personnel participated in IO training|this
quarter; all others were previously trained. Additionally, the review of files found no
discrepancies pertaining to information or material that would violate the provisiops of DoD
5240.1-R and DIAR 60-4. :

. iii The Directorate for Information Management and Chief Information Officer ri:ported

personnel ussigned participated in 1O mmaining this quarter. Training ncluded
review of Do 5240.1-R, DCID 6/4, DoD> 5105.21-M-1, and Overseas Travel
Antitermorism/Force Protection briefing.

10. (U} The Office of Equal Opportunity and Equal Employmcnt Opportunity reported 1o [0

activities this quarter,

i employces participated in th periodic
procedures review of Dol» 5240.1-R and DIAR 60-4. FE also stated that therc wefe no
reports of activilies that employees believe to be illegal or contrary to executive ofder,
presidential directive, or applicable DoD policy.

EFF

~(B){2).(0)3):

USC 424

156
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{b)(3):10~
USC 424

(b)(3):10
USC 424

{b)(3):10
USC 424
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12. (U) The Chief of Staff (CS) reported|~;
received 10 tnumng During the training process, files were reviewed to determi

holMings were in accordance with DoD) 5240,1-R and DIAR 60-4. No files or bri
discovered containing TO-relevant information. Additionally, individuels not trai

either on leave or on TDY.

-personnel assigned to. the command

13. (U) The Office of Operations (OP) reported tha{." .7 ] personnel reviewed filds to ensure

that prohibited material was not retained, and that essigned personnel were trained

their responsibilities.

14, (U) Office for Congressional and Public Affairs reported 100 percent of assigned
received 10 training.

15, (U) The Office of International Engagement reported 100 percent of assigned perdonnel -

received IO lraining.

16, (U) The Acquisition Executive (AFE) reported lhat

o pcrsonnel assngned

re-centifying their IO training via the|:

campllaut. AE statad that all petsonnel are aware and famahar w;th !he apk’hcab 10

there were no contracts requiring contractor pe.rfounmce under the criteria contai

DIAR 60-4, Paragraph 7.d.

1T QU The[ ; i
pamcnpated in 1O training. Personnel not pm:cxpatmg were TDY or on leave,

Asanew orgamzauon. itis cum-.nﬂy developmg 0 procedures 10 mclude ﬂlc re

in prooessmg. mcludod in DIA 101 ang DEA 201, Further, HC stated the; ;-
‘ R 'ﬁpmwded IO training via 11 courses, to| -
; 4

andcw:lmn)weremadcawareoflhel()responslbjhucsasapartof”u-‘ doctrination

glement
whether { b)}2).(b)(3)] :
fings were OusC 424
ed were ;
on IQ and
personnel
icipated i cwwwle—
all are nuw
(b)(3):10
ive USC 424
which
ition
lions
ed m
T (B2).B3E) |
10 USC 424
nuel.
cw and (b} 2),b)3)|1
CUSC 424
" (b)(2), (b}{3)'
10 US[ 424
“{b)(3):10 USC 4
tudents ‘T :
{b)(2),(b)3):1
0 USC 424
CFF - 157 |
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20. (U) DIA management continued 10 emphasize the importance of personnci being familiar
with 10 regulations,

1 Enclosure

OIG message 0712002 JUN 06,
suhj: IG Intelligence Oversight
Brief FY06-03, (U) 1 copy
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essape Text . o)) F:,

f1

UNCLASSIFIED

HEADER

R 071200Z JUN 06

(B)(2).(0)3]

RHMFISS/CDR USSOCOM MACDILL AFB FLI/SCIG
RHMFISS/CDR USSOCOM MACDILL AFB FLIS
RHMFISS/CDR USSOUTHCOM MIAMI FLIIGE
RHMFISS/CDR USSOUTHCOM MIAMI FLIIG
- RUCBACM/CDR USJFCOM NORFOLK VA/IGL
RHMFISS/CDR USJFCOM NORFOLK VA#IG -
RHMFISS/COR USNORTHCOMMGHZAL .~ -
RUCUSTR/CDR USSTRATCOM OFFUTT AFB NECCOSAG .

- (b)2)

" (b)2)(b)(3):10

INFO RAEFLOX/SAFE WASHINGTON bc USC 424
8T _

CONTROLS
UNCLAS
BODY

SUBJ: IG INTELLIGENCE OVERSIGHT BRIEF FY08-03(U)
1. (U) ADDRESSEES ARE REQUESTED TO ENSURE THAT ALL UNIT PERS

ARE INFORMED OF THE CONTENTS OF THIS MESSAGE

2. (U) NON-DIA INSPECTIONS.

A {U) THE OFFICE OF THE INSPECTOR GENERAL (O1G), IN ACCORDANCE

ClAl 5100.200, OFFICE OF THE INSPECTOR GENERAL POLICIES AND

ACTIMTIES REQUIRING COLLABORATION OR COORDINATION WITH THE

10 USC 424

ONNEL

= WITH

NSPECTOR

RESPONSIBILITIES, IS RESPONSIBLE FOR REPRESENTING THE DIRECTCE ON ALL

GENERAL (iG) COMMUNITY, PERiODl_CALLY, DIA ORGANIZATIONS MAY B

811272006 1:55 PM
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essage Tex bY@y~

INCLUDED WITHIN THE SCOPE OF NON-DIA INSPECTION ORGANIZATIONS. THE
MOST FREQUENTLY ENCOUNTERED ORGANIZATIONS ARE THE DEPARTIMENT OF
ODEFENSE (DOD) |G, THE DEPARTMENT OF STATE 1G, THE ASSISTANT T THE
SECRETARY OF DEFENSE (INTELLIGENCE OVERSIGHT), AND THE GOVERNMENT
ACCOUNTABILITY OFFICE. FOR THE PAST THREE YEARS THE OIG HAS WORKED
CLOSELY WITH THE DOD tG ON INVESTIGATIVE ISSUES ARISING FROM
ALLEGATIONS OF PRISONER ABUSE AND ISSUES SPECIFICALLY REQUESTED BY '
THE CONGRESS. THE AGENCY IS COMMITTED TO FULL AND OPEN DISQLOSURE OF
ALL INFORMATION REQUESTED BY SUCH INVESTIGATIONS AND ALL EMPLOYEES

ARE OBLIGATE ROVIDE FULL COOPERATION.

®@ |

(2} (U) ALL NON-DIA INSPECTOR REQUESTS FOR DOCUMENTS MUST BE MADE
THROUGH THE OIG. THE OIG IS THE CONDUIT FOR PROVIDING COPIES [OF
DOCUMENTS TO NON-DIA INSPECTORS.
{3} (U) AFTER ACTION REPORTS CONCERNING NON-DIA INSPECTIONS WILL BE
FORWARDED TO THE OIG AND THE APPROPRIATE CHAIN OF COMMAND|WITHIN 72
HOURS OF THE VISIT COMPLETION,
(4) (U) ANY QUESTIONS MAY BE ADDRESSED TO THE OIG VIA THE 1G HQTLINE
OR, IF URGENT, VIA TELEPHONE. : :
3. {U) RECENT 10 ISSUES FROM DIA ELEMENTS.
A (UIJ’FOUO) DUAL CITiZENSHlP I:,qk-"ﬂf‘i‘t‘& . AL

(b)) -

B. Um-'ouo PERMISSION To COLLECT ONU.S, PERSONS P :
ﬁ IS THE PERCEPTION HELD BY SOME AGENCY EMPLOYEE!B THAT
COLLECTION AGAINST U.S. PERSONS 1S NOT AUTHORIZED, THIS IS NOT THE
CASE. DOD 5240.1-R, PROCEDURE 2, PROVIOES SEVERAL APPROVED
CATEGORIES BY WHICH COLLECTION MAY OCCUR AGAINST U.S. CITIZENS,
PERSONS HOLDING U.S. PERMANENT RESIDENT ALIEN STATUS, OR U.8
CORPORATIONS OR ORGANIZATIONS, GENERALLY THESE CRITERIA RELATE

TO # FOREIGNINTELLIGENCE CONNECTION.
(WIFOUO}

of 3 8/12/2006 1:55 PM
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estage Text

L),

(b)(8)

IOO BUT DUE TO THE SMALL SiZE OF SOME;:
(b)2)

i3

®)2) "

‘ !NTELLIGENCE OVERSIGHT GFFICER (I00) AND PROVIDE A COPY OF THI

4 (U) UNITINTELLIGENCE OVERSIGHT OFFICERS DIAR 60-4 IS THE DIA

LETTER TO THE OIG. THE REGULATION ESTABLISHE MLJMQ&ADEL

17 (0)(2).(6)(3):
UscC 424 |

'ERIA

THE OIG RECOMMENDS THAT AN ALTERNATE TGO ALSO BE AP
WITHOUT GRADE RESTRICTION, ANY QUESTIONS ON THIS MATTER MAY

%DDRES—SED VIA THE IG HOTLINE TO THE ASSISTANT INSPECTOR GENE
10.

ELEMENTS FOR COPIES OF DOD DIRECTIVES. THE BEST SCURCE FOR
INFORMATION IS THE WASHINGTON HEADQUARTERS SERVICES AND C
ACCESSED VIA THE INTERNET AT: WWW.DTIC. MILWHS/DIRECTIVES. Ti
ALSO HAS LINKS TO PUBLICATIONS OF THE MILITARY SERVICES.

9. (U) USEFUL INFORMATION. THE OIG IS FREQUENTLY ASKED BY DIA Fjg

ADMIN

BT
#2085
BA1A

NNNN

UNCLASSIFIED

=OINTED

T (R)Q2)

RAL FOR

N BE
HE SITE

B/12/2006 1:55 PM

FFF 161



http://WWW.DTIC.MfL/WHS/DIRECTIVES

—SECRET/FOTNOFORNA/20310718

UMITED STATES corcsnmm
memorandum
mare: 18 July 2008
_ $-06-D2301G
REFLY TO
ATTNor 1Q

suwect: (U) FMA Investigation. Project 85-002555-MA

T OF DI
Da DH

REFERENCES: & (L)) DIAJ §100.200, “Office of the Inspecior General-Policics and Responsibilfties,”
17 Pebmary 2006

b. () DoD 5240.1-R, “Procedures Govemning the Activities of DoD Intefligence]
Componeats thai Affect Unived States Porsons,” |1 December 1982

¢ (U)DIAM 3§-4, “Foreign Materiel Program (FMP)," 22 February 2002
d. (U) DIAM 58-11, *DoD HUMINT Folicies and Procedures,” 3 August 1998

1. (U)YBACKGCROUND

2 ~{SHNE-

S R TYI RN (bK1)u1-4
(o) 4 (d)

< M4 )

Derived Irom; Multiple Famu
DacinesMy em: 20310718

“SEERETH/FOTNOFORN/ 2031918
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“SECRET/FEHNOFORN 20310718

3. (UYyRECOMMENDATIONS:

a, (USPOTO) Recommendation I OP and DH shovld evaloate their cumrept toining
processes and take appropriste action to properly edueste all arvigned persprnel fully
on their personzl responsibilitics to coordinate acquisition activities in accprdance

with reference b,

4. (INIMPACT

5. () RELATED ACTIONS

(Umue; The SAIG is continuing its investigation ta delermine if changes to Army
FMP procedures and regulatory goidance o required.

6. {U) TASKING GUIDANCE

a, (U)OP, DI and DA reply to the OYG wilh recard of actions taken by 1§ Apgust 2006,

b. (U} Send responses to| ‘ ki

tain efther
not been

only, it must be routed through Lhe directorate head or deputy and st

am ¢loctronic gignalure or an clestronic concumence. Responscs that have

properly coondinated and approved canmot be socepted, Requests to cla

completed action will not be approved without supporting docunentation)
3

suhmiﬂng a hard copy, also send an electeanic copy. Ifsending melaﬁlﬂfc copy -

~SEERETHFEEMNOFORN/TI0310TIS

EFF

CUb)(1). 14

(6)1:4 {0

“(B)(1)1.4

{c),1.4(d}

{pN3)10
UsC 424
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¢. (U} The directorate™s reply will bz evaluated For responsivenass to the intept of the

required action(s), uchicvability, and fimeliness of completion dates. Ompg
will be tasied theough Processie

7. () REPORT HANDLING

(U} This report contains the resuls of en investigation coeducted by the O)
privileged document, not to bs sharsd outside of DIA withiout comand aj

- (b}3X10
LSC 424

cc:
DR
DD

DAC

ing actons

G, liss
pproval.

EFF
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DEFENSE INTELLIGENCE AGENCY

WASHINGTON. DC 20340.5100

8-06-03921G

To: Assistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon

Washington, DC 20301-7200

Subject: (U) Quarterly Intetligence Overﬁight Repont for the Period Ending
: 30 September 2006

References: a. (U) Executive Order 12333, "United States Inteltigence Activities,”
4 December 1981

b. (U) Executive Order 12863, "President's Foreign Intelligence Adwsqry Board,”

13 September 1993

c. (U} DoD Directive 5240.1, "DoD lntelligence Activities," 25 April 1

o088

d. (U) DoD 5240.1-R, "Procedures Goveming the Activities of DoD- Imelhgence

Components that Affect U.S. Persons,” December 1982

(U) As required by references above, the Defense Intelligence Agency Quarterly Inte
Oversight Report for the period 1 July th:ough 30 September 2006 is enclosed. If fur
information is required, please conlag _of the General Counsel af)- - " ;

Office of the Inspecior General at) .- : “(b)(2)(b)3)1

0USC 424

Enclosure

Quarterly Intelligence Oversight Report
1 July through 30 September 2006
(S/NF), I cy

[+
DR
DD

REGRADED UNCLASSIFTED WHEN
SEPARATED FROM CLASSIFIED ENCLOSURE

~SEEREFNOFORNY20311026—
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0 USC 424
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(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORL‘

1 July through 30 September 2006

. () The Office of the Inspector General (0IG) mponed the following mtelhgencc-owmght
(10) activities:

(U/FOOOT OIG provided continued support 10 investigations and inquiries by the

National Congress (INC),|::
DoD IG issued reports on de

(UrsEeuay OIG pmwdedl 0

Professionals Course with|:.attendees. - (0)(2),(b)(3):10 USC 424

training (o one iteration of the Tomorrow s Intelli

. (UHPOBY OIG provided focused IO training to the outbound|

4/ assigned tol

b

d. WIG prowded tmlored 0 trammg to SN

DoD 5240,1-R,” 12 June 2006, reported that an mdwndual ‘aSsz

gd to ﬂz_eDm

o2 Augusk 2006 14y 02 (3310 USC
. "8 OIG memorandum F-0234/1G, subject: “Possible Violation of E.O. 1

S 424
2333 and

ctorate for

'conducted an mvestlganon and detenmned that the allegauons were substanaated. 'I'he

OI1G recommended management action against the individual. The project is ¢losed.

{Project 2005-002721-MA),

(USBBYS] The OIG conducted an IO assessment of DIA deployed forces in[: e e

during the period 20 through 30 August 2006. The QIG team found no JO prg

violations. The appropriate agency direciorates received a briefing on managgment

issues now pending their action (Project 2006-002756-MA).

(U) OIG disseminated the 10 quarterly brief to all DIA field activities (enclosgre 1).

(U) The OIG responded to four requests for assistance from headquarters staff
units on matters of IQ guidance and inlerpretation.

Derived from: DIAH

Declassify on: 20311126
Dai¢ of source: 1 Octo

and field

DMINT SCG

ber 2004

(o)33:10 |-

~{bX}2)

SEh o i e o

g

USC 424 F

Y14 o)

(b)2)
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(bX2),(0)(3):

10 USC 424

. (U) The Directorate for Intelligence (J2) reported}; - :::.

- (U) The Directorate for Adminiswation (DA) reporte e T

~“SECRET/NOFORN20311026-

. (1) The General Counsel (GC) reported receiving no reports of questionable intelligence

activities during July to September 2006, The following groups received 10 insirjiction:

=

a. (U) On 15 August and 19 September 2006, GC personnel taught legal aspectsfoff - |-
[ T

b. {(U)On 5 Se

(b))

class to new "

. {U} Joint Military Intellipence College (MC) repon';'d IQ instruction was included in courses

during the summer quarter (June through August 2006}, “The courses with their egrollments
arg listed below:
NUMBER COURSE

History of U.S. Intelligerice
The Law and Intelligence
Management of Intelligence
Leadership, Management and Coordination in the Intelligence Community
Intelligence and Homeland Security (Formerly numbered NFI398C)

| students received 10 instruction; -~

were 1IA-personnel. -

wis -, Ipersonnel assigned participated
in files review/iraining this quarter. J2 also reponed that'3¥ personnel were unavdilable due
10 temparary duty {TDY) and/or leave. Additionally, J2 reported all personnel asgigned are
current in IO trainirg,

the office’s automated databases during this timeframe to ensure no individual

corparations/organizalions were inadveriently entered into the database, except

for in DoD 5240.1-R (Procedures 2 and 3). Assigned personnel involved in data

received a quarterly reminder briefing from the administrative supervisor, regardi
2

“(b)(3):10 us¢f42§4

(b)(2)

-

t
H
“(b)(2), (b)ES)I 0

usc 424

(b)), (b)(BI10
USC 424 ¢

EFF
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prescribed and authorized materials and procedures. There were no special acces$ program
builetins issued during this reporting period. :

6. (U) The Directorate for Anaiys:s D repuned oo “=personnel assigngd- - - B )15} (b)(ai)-;' i
participated in quarterly review, i training previously, and}~ |di 10USC 424 |
participate due to leave, rotation, and TDY, In addluon, DI conducted an inspection of the -
files and work areas of the DI offices, The inspection found DI had no discrepangics .
pertaining to information/material that would violate the provisions of the Dol §240.1-R and
DIAR 60-4. All employees were instructed to review DeD> 5240. I-R DIAR 60-4; and 10
related virtual training and websites,

.. 7 |personnel assigned, to include military personnel, civiliaz personnel :
contractors, and formgn nationals. DH reported} ;| personnel seceived tramm

nnel conducted file reviews. Furthermare, DH reported; -ui-'.'-:
' provzded 10 training tof£: .
the forward suppont offices ard linison offices that are external to,”

8. (U) The Directorate for Measurement and Signature Intelligence and Technical Cpllection t
reported 600 personnel assigned, and 30 personnel participated in 10 training this|quarter; all
others were trained previously. . ) {

9. (U} The Directorate for Information Management and Chief Information Officer geported
|-: .- Ipersonnel assigned participated in IO training this quarter,

10. (U) The Equal Opportunity Office Tepone

persﬁnﬁel participated in [0 revigws this U
quarter, '

!
11, {U) The Chief Financial Executive (FE) reported lginilemployees participated in the periodic g
procedures review of DoD 5240.1-R and DIAR 60-4. FE stated that there were nd reports of (RS
activities that employees believe te be illégal or contrary to executive order, presidential S
directive, or applicable DoD policy. :
12. (U) The Chief of StafT reportediigs, . 1 personnel assigned to the command elerdent I
received IO traumng During the training process, files were reviewed to determine whether
holdings were in accordance with DoD 5240.1-R and DIAR 60-4, Ne files or brigfings
containing [O-relevant information discovered. Individuals not trained were eithdr on leave
or TDY,

i3. (U) The Defense Joint Intelligence Operations Center {DJ) reported that . -
assigned completed IO treining and reviewed files to ensure no retention of pwhl
material. Assigned personnel were trained on 10 and their responsibilities. DJ al
that personne} were informed to access to DIA 60-4 on INTELINK and Joint lnte i :
Virual University (JIVA)) Course “Intelligence Oversight” to rneet the “2006 4 Qtr“ i
training requirement. Additionally, DJ reported that all of thel SR i
completed 10 training. ' :

\

[P P

=FF 169




—SECRETNOFORNY20311026—

14. (U) Oftice for Congressional and Public Affairs reported al <Jpersonne! essigndd reccived

1O training.

15. (U) The Office of Intemational Engagement reported alll=;
training.

16. (U) The Acquisition Executive (AE) reported lha-newly reported perso
personnel assigned participated in 10 training via JIVU. AE stated that all perso
aware and familiar with the applicable [Q directives, In addition, AE stated that
be initiated to ensure that acquisition vehicles include requirements that contract

arc aware of the provisions of DoD 5240.1R and DIAR 60-4. AE indicated that they had not

initiated any contract actions during subject period that fall under the procedures
DoD> 5240.1-R, and there were no contracts requiring contractor performance un
criteria contained in DIAR 60-4, Paragraph 74

17.(U) Thd S LT eponedp T
1O training, Personnel deployed dld not pame:pate

% bersonnel part

18. (U) DIA management commued 10 emphasize the importance of personnel being
with 10 regulations.

1 Enclosure

OIG message 2614002 SEP 06,
subj: 1G Intelligence Qversight
Brief FY06-04, (U) | copy

personnel assigned rgeeived 10

nel are
ployees
f£11.b.,
the .

cipated in

familiar

b)), (b)(SB: 1

USC 424

f
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' HEADER

R 280328Z SEP 08

nnmnss:coa us‘rmnscom SCOTT AFB ILATCIGE: o]
RHMFISS/CDR US50COM MACDILL AFB FL/SCI u‘

RHMFISS/COR USSOUTHCOM MIAMI FLIGL -
RUCBACM/CDR USJFCOM NORFOLK ww G

RHMFISS/CDR USST R.ATCOM OFFUTT AFB NE/
RHMFISS/CDR USEUCOM VAIHINGEN GE/ECIG:

RHMFISSICDR USNORTHcown T
RHMFISS/COR USCENTCOM MAC v
RMHMUNA/CDR USPACOM HONOLULY HIMG:
RHMFISS/COR USPACOM HONOLULU HINGT:
BT

USC 424

H{o)2), (b)(3) 10

CONTROLS
NN N RO N
BODY
SUBJ: (G INTELLIGENCE OVERSIGHT BRIEF FY08-04{U)

1.{U} ADDRESSEES ARE REQUESTED TQ ENSURE THAT ALL UNIT PERSONNEL
ARE INFORMED OF THE CONTENTS QF THIS MESSAGE.

2 TEWNR-INTELLIGENCE OVERSIGHT (IQ) TRAINING OF NON-U.S.
PERSONNEL. DOD 5240.1-R, PROCEDURE 14 REQUIRES THAT DEPARTMENT O
DEFENSE (DOD) INTELLIGENCE COMPONENTS SHALL FAMILIARIZE ITS PERSO!

EL

WITH THE PROVISIONS OF EXECUTIVE ORDER 123‘4'3 DDD 5240 1-R AND

CRITERIA FOR 10 TRAINING. HOWEVER, DIA SUPER
PERIODICALLY REVIEW THE FILES OF ALL - .-

DETERMINE THAT ANY INFORMATION ON U.S PERSONS IS PROPERLY MAINTAINEﬁ

IN ACCORDANCE WITH PROCEDURES 2 AND 3 AND THAT NO PROHIBITED
INFGRMATION IS BEING RETAINED.

—CONFIDENTIALNOTORN,

D 'suw IAR c‘mésbm’es OF FERSONNEL WOULD NOT NdeéiALLYﬁEET THE|

- (b)(%)

~ (b)@2),(b)5)
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3.(U) RECENT I0 1SSUES FROM DIA ELEMENTS.

A, {U) WHAT A PROCEDURE 1§ IS NOT. DURING OUR INSPECTIONS WE
CONTINUE TO FIND MISUNDERSTANDINGS OF PROCECDURE 15 NOTIFICATIONS, :
IN SOME CASES EMPLOYEES HAVE EXPRESSED CONCERN ABOUT “PROCEDURE 15 - X
CHARGES." A PROCEDURE 15 NOTIFICATON iS NOT PUNITIVE, IT IS AN : !
ADMINISTRATIVE NOTICE FROM THE INSPECTOR GENERAL (IG) TO THE '
ASSISTANT TO THE SECRETARY OF DEFENSE (INTELLIGENCE OVERSIGHT) I
REPORTIRG THAT A QUESTIONABLE ACTIVITY, AS DEFINED BY DOD 5240,1-R, .
MAY HAVE OCCURRED AND THAT AN INVESTIGATION INTO THE MATTER WILL HE
CONDUCTED BY THE IG. iN SOME CASES WE ARE ABLE TO INCLUDE A
STATEMENT OF HOW DIA CORRECTED THE PROBLEM AT THE TIME OF FILING THE
PROCEDURE 15 NOTICE. IN ALL CASES, WE FOLLOW UP WITH A STATEMENT O :
CLOSURE ON THE QUARTERLY 10 REPORT, IN WHICH WE STATE THAT THE "R
ALLEGATION WAS NOT SUBSTANTIATED OR THAT VIOLATIONS WERE CONFIRMED g
AND CORRECTIVE ACTIONS HAVE BEEN PUT IN PLACE, ALSO, NOTE THAT,
ALTHOUGH THE I1G MAY ELECT TO TASK THE RESPECTIVE DIA DIRECTORATE TD :
CONDUCT AN INTERNAL INQUIRY AND REPORT BACK, THE INVESTIGATIVE F
JURISDICTION, TO INCLUDE DETERMINATION OF FACTS, RESIDES WITH THE IG

4.{U) |G SPECIAL INTEREST ITEM. THE SECRETARY OF DEFENSE ISSUED A
MEMORANDUM TO THE CHAIRMAN, JOINT CHIEFS OF STAFF, COMBATANT s
COMMANDERS, AND THE SERVICE CHIEFS ON 22 JUNE 2008, SUBJECT:
REDUCINGPREVENTABLE ACCIDENTS. THE MEMORANDUM IS QUOTED IN FULL FOR N
YOUR INFORMATION. F

A. (U} | HAVE SET SOME VERY SPECIFIC MISHAP REDUCTION GOALS FOR

THE DEPARTMENT TO ACHIEVE. MY CONGRATULATIONS TO THOSE WHO ARE
PROGRESSING TOWARD THE'R RESPECYIVE GOALS, BUT OTHERS ARE NOT. WE
MUST REDEDICATE OQURSELVES TO THOSE GOALS - AND ACHIEVE THEM.
TOO OFTEN WE EXCUSE MISHAPS BY CITING THE DIFFICULT CIRCUMSTANCES
IN WHICH WE OPERATE. WE HAVE TRAINED OUR MEN AND WOMEN TQ OPERATE
SAFELY IN VERY TRYING CONDITIONS. THERE IS NO EXCUSE FOR LOSING
LIVES GIVEN PROPER PLANNING, ATTENTION TO DETAIL, AND THE ACTIVE
INVOLVEMENT OF THE CHAIN OF COMMAND.

B. (U} ACCOUNTABILITY |18 ESSENTIAL TO EFFECTIVE LEADERSHIP. |
EXPECT ALL THE DEPARTMENT S LEADERS, FROM THE COMMANDER TO THE FIRET
LINE SUPERVISORS, TO BE ACCOUNTABLE FOR MISHAPS UNDER THEIR WATCH.
WE SIMPLYW]LL NOT ACCEPT STATUS QUO .

o e eyt i e

C. {U) IF WE NEED TO CHANGE OUR TRAIN[NG lMPROVE OUR MATERIAL
ACQU!SITION OR ALTER OUR BUSINESS PRACTICES TO SAVE THE PRECIOUS
LIVES OF OUR MEN AND WOMEN, WE WILL DO IT. WE WILL FUND AS A FIRST
PRIORITY THOSE TECHNOLOGIES AND DEVICES THAT WALL SAVE LIVES AND
EQUIPMENT. WE WILL RETROFIT EXISTING SYSTEMS, AND CONSIDER THESE
DEVICES AS A MUST FUND PRIORITY FOR ALL NEW SYSTEMS. WE CAN NO
LONGER CONSIDER SAFETY AS A NICE THING TQ HAVE.

st i e« e

4

D. {U) | WANT TO HEAR WHAT YOU ARE DOING TO IMPROVE YOUR SAFETY
PERFORMANCE AND | WANT TO SEE THE RESULTS OF YOUR ACTIONS. END.
QUOTE DONALD RUMSFELD

5. {U) THE OIG, ALONG WITH OTHER MEMBERS OF THE DOD IG COMMUNITY,
ACCEPTS THAT ACCIDENT REQUCTION 1S A CRITICAL ELEMENT OF SUCCESSFYL

o ——
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~CONFIENTIC T NOPORN- 3

MISSION ACCOMPLISHMENT, WE WILL INGLUDE ACCIDENT PREVENTION AS A
SPECIAL INTEREST ITEM iN FUTURE INSPECTIONS. LINE SUPERVISORS SHOULD X
SEGIN IMMEDIATELY TO REVIEW UNIT SAFETY PROCEDURES AND ACCIDENT i
PREVENTION PROGRAMS. X

T (6)2).)3): }
10 USC 424 |

TEAM TO PROVIDE A BASELINE ASSESSM ' ESE ASSE S, mt
WILL GAUGE TRANSFORMATIONAL EFFORTSL: B , {(b)(2).(b)(3):

SUSTAINMENT OF IT CAPABILITIES FOR DEGISIONS mxens. WARFIGHTER . AND usc424 !
DEFENSE INTELLIGENCE ANALYSIS. THE ASSSESSMENTS WiLL ALSO CONSIDER

INTEGRATION OF, ASSETS TO DIA AND IDENTIFY CHALLENGES AND
SUCCESSES OF NO

7. (U) CHANGES AT THE OIG. | =~ =2, 7o
AS THE DIA IG AFTER 43 YEA, _

T b)E)10
USC 424

DERIVED FROM: DIA HUMINT SCG, OCT 04
DECLASSIFY ON: 20310828

8T

NNNN
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“SECRET/NOFORNY20320268—

DEFENSE INTELLIGENCE AGENCY

WASHINGTON, DC 20340-$100

S-07-0028/1G
‘To: Assistant to the Secretary of Defense (Intetligence Oversighi).
7200 Defense Pentagon

Washington, DC 20301-7200

Subject:  (U)) Quarterly Intelligence Oversight Report for the Period Ending 31 December
2008 _ .

References: a. (U) Executive Order 12333, "United States Intelligence Activitiesﬁ“ 4 December
1981

b. {U) Executive Ocder 12863, "President's Foreign Intetlipence Advfsory Roard,”
13 September 1593

e. {U) DoD Directive §240.1, "DoD Intelligence Activities,” 25 Aprill 1988

d. (U) DoD 5240.1-R, "Procedures Governing the Activities of DoD)|Intelligence
Components that Affect U.S. Persons," December 1982

1. (U) As required by references, the Defense Imelligence Agency Quarterly Inte
Oversight Report for the period 1 Qctober through 31 December 2006 is enclo
information is required, please comact ice of the General Counsel af [T

jor.,

e

3. (U) There were no intelligence, counterintelligence, or intellipence-related actiyities that
violate law, regulation, or policy substantiated this quarter, :

Chassified by: DLA HUMINT SCG
Declussify on: 20320208
Date of source: 1 October 2004

~SECREF/ANOFORN/20320208—

EFF

(©0)(2) (X3
10 USC 42

(b)(1),1.4
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~SEEREF/NOFORN/20320206—

4, (UMW An 10 inspection of elf DIA directorates and special offices comune

26 November 2006 and ended 31 Japuary 2007, The purpose of the inspection
compliance with all Fedoral and DoD directives, to capturs besi practices, and t

best practices for :mplemmtmg an effective Intgllige
Additionally, the 0iG conducted ingpections off.;

found no questionable activities.

5. {U) There were no substantive changes to DIA’s JO program.

6. (U) There have been no changes to any published directives or policies concernjing

imelligence, counterintelligence, or intelligence-related activities.

7. (U) There were no other significant [0 activities.

8. (U)DIA does not have any suggestions for program improvements this quarter,

cc:
DR
DD

(b)(3):10
USC 424

EFF

{b}3):10

USC 424]
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COUNTERINTELLIGENCE FIELD ACTIVITY
251 18 STREET
CRYSTAL SQUARE 5, SUITE 1200
Ariington, VA 22202-3537

MEMORANDUM FOR ASSISTANT TQ THE SECRETARY OF DEFFI
INTELLIGENCE OVERSIGHT

SUBJECT: Quarterly Intelligence Oversight (I0) Report

References: (a) DoD Directive 5249,1-R

JAN 2 2 2007
NSE FOR

{b) Assistant to the Secretary of Defense memorandum, AnnLal 10 Report,

to Congress - New Requirement, December 8, 2006

In accordance with Procedure 15 of references a and b, the followi

Report is provided for the period of October to December 2006, The fo
- by the information provided in reference b:

1. INFOCRMATION REQUESTED: Description of intclligence,
tounterintelligence (CT), and intelligence-related activitics that violate law]

g Quarterly IO
t is patterned

L regulation, or

policy substantiated during the quarter, as well as any actions taken as a rcsult of the

violations.

CIFA: Although the following information did not arise during this
peried, it is provided as specifically requested.

reporting

In May 2003, Deputy Segretary of Defense Wolfowitz dirccted estaplishing & new

reporling mechanism designcd ta capture open-source, non-validated inten]
terrorist threat information, quickly flow that information to military com
incorporate the information into the DeD terrorism threat-waming proce
system was given the name TALON and CJFA was designated as the date

hational

anders, and
The reporting

base custodian

for TALON reports. Essentially, the TALON Reporting System was designed as a

neighborhoaed watch program; a tool for the military commander responsit
protection.

Through March 2006, more than 13,000 reports were received from
reporting organizafions. Most of the roparts were initiated by Service me

)i for force

a varicty of
hbers or

individuals who observed suspicious activity. Some of the reports were b
mass mailings received by Service members or their families. Others we

d on e-mail
iniliated by

lacai or state law enforcement organizations. An audit of the database rcvpated that 186

reports (t .4 percent) did not mee( the TALON reporting criteria in that the

wids Do

intemmational terrorist nexus in those reports. Furlhermore, 113 reports (0.8 percent)
contained information relating to U.S. persons that was not maintained in dccordance

—FOR-OFFICAEUSEONEY-
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with reference . The veports identified by the sudit did not meet the repofting ¢riteria or

the requirements of reference a were immediately deleted from the databage.

In March 2006, Deputy Secretary of Defense England directed sev

modifications to the TALON Reperting System to ensure that reports post

|
to the

database met reporting criteria (i.e., international rerrorist nexus) and confprmed to
refecence &, Sufficient safeguards now cxist in the TALON Reporting System for
collecting, retaining, and disseminating infosmation. In addition to initial $creening for
receiving, retaining, and disseminating, the TALON database is periodical]y audited.

2. INFORMATION REQUESTED: A list of 1O inspestions cond
paragraph summarizing the resulis or trends from those inspections.

'CIFA: December 2006, CIFA-West {Colorado Springs CT support
on USNORTHCOM issues).

CIFA’s 10 Board conducted an in-person audit of CIFA-West 10 p

cted and a

el focused

rocedures used

to oversee data aggregations (defined as databases such as CORNERSTONE that contain

thc TALON reports and other groupings of information over which CIFA
corporate~a23 opposed to an individual worker—interest in oversceing adh

has a

=nce ta JO

principles and rules) previously identified by CIFA-West. The procedureq for all
identified data aggregations and documented compliance with those procepures far
exceeded what would normally be considered minimum compliance with DoD 5240.1-R
and EO 12,333, Each employee and contract warker is required, infer alig, to conduct a
personal 1O review of all data over which the individual has cognizance ox a quarterly
basis and certify (o the 10 compliance officer that the review had been corhpleted.

The CIFA-West 10 procedures elso include reviewing all reports

c Military

Departments and Defense agencies offer to ingJude in the CORNERSTONE database as

TALON reports for compliance with IO requirements and to show an e
lerrorism nexus s noted above.

3. INFORMATION REQUESTED: A paragraph sammarizing an

ational

; substantive

CIFA-widc changes to jis 10 programe, including changes to supporting Ifgining

pragrams and the reason for the changes. (Attach a copy.}

CIFA: NONE

4. INFORMATION REQUESTED: A paragraph summarizing an
changes to published directives or policies concerning intelligence, C, ot
related activities and the rcason for the changes. (Attach a copy.)

CIFA: NONE

y CIFA-wide
intelligence.

EFE
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5. INFORMATION REQUESTED: Any other maiters pertinent to(the CIFA 10
program,

CIFA: During this reporting period, a question arose concerning the interpretation
of “substaniially composed” contained in the definition of “U.S, person™ atj reference a.
In the past, CIFA's analysis focused primarily on cither the number of United States
citizens or permanent resident aliens who were members of an uningorpo: association
or their percentage when compared to the entire membership. For examplé, if that
sunber reached into the 1ens of thousands or the percentage was relatively|large, CIFA
cancluded that met the criteria of substantially composed. Based on consujtations with
the ATSD(IO) staff, CIFA now employs a multiple factor rather than a nurperical or

whether it has a 1J.S. nexus, the stated purpose of the asiociation and the p

members and number of members who are United Stajes citizens or perm
“aliens are a few of those factors. CIFA will apply thet

analysis,

—TOROFFCIACT USEOMNEY. |Err 178




(b)(2),(b)(3):10

. USC 424

U-08-0068/1G 14 February 2008
To:

. Subject:

References:

1. (U) As required by references, the Defense Inteliigence Agency (DIA} is st

2.
3,

2007 If further information is required, please contact the Office of the“ Jerler

-

~SECRET/NOFORN/20330214

DEFENSE INTELLIGENCE AGENCY

WASHINGTON, DC 20340-5180

Assistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon
Washington, DC 20301-7200

(U} Quarterly Intelligence Oversight Report for the Period Ending 31 December

2007
Executive Order 12333, "United States Intelligence Activities,"|4 December
1981

b. Exccutive Order 12863, "President's Foreign Intelligence Advisory Board,”
13 September 1993

c. DoD Directive 5240.1, "DoD Intelligence Activities," 25 April J988

d. DoD 5240.1-R, "Procedures Governing the Activities of DoD Iptelligence
Components that Affect U.S. Persons,” December 1932

ATSD(10) memorandum, subject: Required Actions for the CY 2007
Intelligence Oversight Report to Congress, 15 November 2007

a.

-

Quarterly Intelligence Oversight (10) Report for the period 1 October throu,

..}, or the Office of the Inspector General (OIG) al - T )(2), ()3
USC 424
(U) The QIG did not open any intelligence oversight investigations this quarger.
(U) The following provides the curvent status of ongoing intelligence ove:il:
investigations:
e
Clanifled by: Mujtiplé Sources
Dectassity on: 20330214
“SECRET/NOFORN/T203%0214—
EFF 179
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1Directorate. for Human Intelligence, m

nvolving the esmblishment of its.-

mvesngnnon mto the matter. The investigation continues. (Project 200

¢. (U) The OIG did not issue any final investigative reports during this perigd.

The OIG has initiated an intelilgence overight
3049-MA)

DR
DD

EFF

{b){3):10
USC 424
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F (b)2), (0)@):10
1 USC 424

!
i
H

. {BHax10USC
424

{B){13.1.4 (c)

)14 )
i

|
|

B R R

U-07-04241G

To:

Subject:

References: a.

1. (U) As required by references, the Defense Intelligence Agency.(DIA) Quart
Oversight (10) Report for the period 1 July through 30:8eptember 2007 is engl
further information is required, please contact the. Oﬁicc of !hc ﬁg'lcral Courl:

"7 .|or the Office of the Inspector General at

2. @R The OIG released a letter, S-07-0364/1G; “Poss'ble onlatlon of E O

DEFENSE INTELLIGENCE AGENCY

WASHINGTON, CC 20340-3100

2 NO\rmber 2007

Assistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon
Washington, DC 20301-7200

(U) Quartexly Intelligence Oversight Report for the Period Ending 30 September
2007

Executive Order 12333, "United States Intelligence Activities,” ft DecemBer

1981

b. Executive Order 12863, 'Pres:dmfs"Forelgn Intelligence Advispry Board,"
13 September 1593

¢. DoD Directive 5240.1, "DoD Intelhgence Activities," 25 April 1988

d. DoD 5240.1-R, "Procedures Governing the Activities of DoD Iritelligence
Components that Affect U.S. Persons,” December 1982

DoD 5240 1 R,“ 4 September 2007, which stated that the] *©
. o = -IDtrectora!e for Analysxs, might have engaged ih questionable

etermmed that the program complied wuh ex:stmg requirements. (Project 2007~

]Ihe OIG initiated ar 10 ihvestigation,

003018-MA)
3, {S//NF) The OIG released a letter, S-07-0339/1G, “Possible Violation of E.0J 12333 and
DoD 5240.1-R," 9 August 2007, which steted that the QIG had received infofmation that a
~ might have: prowdeli information that violated the Arms Export Control

Act. The OfG initiated an £Q investigation. (Pro;ect 2007:002%40-MA)
4. (U) The DIA made no substantive changes to its IO program,

3. (U) The DIA made no changes to eny published directives or policies concch.ing
intelligence, counterinteilipence, or intelligence-~releted activities.

Classified by: Multiple Sources

Declassily on:

20321929

EFF

S ORI

12333 and v

USGC 424

)}2).(b))110
SC 424

{6) (310 g
USC 424 H

181




P e e . b T R e EEARE s 4 A A ————

82

1

{M)(3K10
USC 424

FF

E

6. (U) The DIA does not have eny sujggestions for program impravements for this quarter.
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COUNTERINTELLIGENCE FIELD ACTMITY
251 18th STREET
CRYSTAL SQUARE 5, SUITE 1200
Allinglon, VA 222023537

0CT 2 2 200
INFO MEMO
FOR: ATSD(O)

FROM: JAMES T.FAUST, DIRECTOR, COUNTERINTELLIGENCE FIE
ACTIVITY (CIFA) .

SUBJECT: Quarterly Intelligence Oversight Report (3rd Quarter, CY 07)
1. INFORMATION REQUESTEII Deseription of intelligence, counterinfelligence, and
intelligence-reiated actjvities that violate law, regulation, or policy substantiated during

the quarter, as well as any actions taken as a result of the violations,

CIFA: NONE

2. INFORMATION REQUESTED: A list of intclligence oversight ‘inspcjtions
conducted and 2 paragraph summarizing the results or trends from those injspections.

CIRA: Review of training records for 10 at the DoD Joint CI Trainjng Academy
compelled CIFA Main lo perform 1O training, which was well nttuf:d-

Inspected Force Protection Responsc Group’s (FPRG) [O program pnd found it
sufficient. Conducted a pre-inspection of FPRG's records in anticigation of
pending ATSD(IQ) inspechon.

3. INFORMATION REQUESTED: A paragiaph summarizing any substantive CIFA-
wide changes to intelligence oversight programs, including changes to supporting
wraining programs and the reason for the changes.

CIFA: NONE

4, INFORMATION REQUESTED: A paragraph summarizing sny CIFA{wide changes -
to published directives or policies concemning intelligence, counterintelligénce, or
mtelligence-related activities and the reason for the changes.

CIFA: NONE

“FOR-CFFICATUSE-ONEY—
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5. INFORMATION REQUESTED: Any other mattcrs perfinent to the CIFA -
intelligence oversight program.

CIF¥A: Al TALON reporis removed from CORNERSTONE databhse on

Scptember 16, 2007. OGC will retain deleted data on disks for FOJA responses
and potential IO issues,

EFF 184




COUNTERINTELLIGENCE FIELD ACTVITY
251 18th STREET
CRYSTAL SQUARE &, SUITE 1200
Adtinglon, VA 22202-3587

ME;MORANDIM FOR ATSD(0)

'SUBJECT: DoD Counterintelligence Ficld Activity (CIFA) Quarcerly Imellige
' Oversight Report (4th Quarter, CY 07)

L. INFORMATION REQUESTED: Description of intelligencs, counteriatelii

FEBDﬂm
hoe

tence, and

inta]tigence-related activities that violate law, regulstion, or policy substantisted during the

quarter, e woll as any actions lsked as a result of the violations.
| * CIFA: NONB

2. INFORMATION REQUESTED: A liet of latelligence oversight inspestions oonducted

and’s paragraph summarizing the results o trends from tiose inspections.

! CIFA: Conducted top to botiom review of data sggrogatiom {which inc|
. databases) which might or actually do contain US pesson information in
;  for DOEMIG audit of CIFA intelligence databases.

udes
preparation

3. INFORMATION REQUESTED: A parsgraph summarizing any suhstantiﬁ (::IFA-Mdc

changes to intelligence aversight programs, including changes to supporting
programs and the reason for the changes. {Attach a copy, if amy).

. CIFA: Crested u tracking methodelogy/process to capture any deleiion
to include classification Level end desctiption of the database / data agpregation
copy of the blank form, with instructions is Included with this report.

4. INFORMATION REQUESTED: A paragraph summarizing any CIFA-widd

of databases,
contents. A

changes 10

published directives or policies concerning intelligence, counterintelligence, or Intelligence-

related activities and the reason for the changes. (Attach a copy, If any).

EFF 186

" CIFA: NONE
5. INFORMATION REQUESTED: Any ather matters pertinant to the CTFA ifuelligence
oversight program.
CIFA: NONE ,
ohn F. 0'Hare

Acting Director
Attachment:
As stated




CLASSIFICATION:

- CIFA

; DATABASE / DATA AGGREGATION

CLOSE-QUT / DELETION VERIFICAZ
: ’ (Ses Farm Instructions on page 2)

Ta ~ The CIFA Intelligence Ovarsight Board

CIFA Govemmanr Brployec's Hapwe (Print Legibly)

. Employee Title

email uddress

Outhe _ _ dayof ,20__, Jreq -1

following database (or data aggregation):

. TITLE: k:'ﬁﬁ:'

2. - DOUMAIN: NIPR g (clrcle onc)
' CONTENTS:

3. DESCRIPTION AND CLASS (5 9gil:

h g
fqllo'm'ns
S:gned. Date Signed:
extension
CI;ASSMCATION: {
EFF

186




CLASSIFICATION;

Form Instructions:

1. Data owners shall cotplele this form when they desire to removeddelets an entire database or
dmaaycgation from the CTP A enterpriss. .

suled.

3. mmﬁﬂ_ﬂiemplcyumkmpambleforminmhm '
datg aggregation Shall ensure that the [nfosmation Technology Directoraléd@iion resatnble for
deleting a database / data aggregation completes the bottom balf of this Form™

5. Any questions regarding the propriety of deietjsfg8 fBalion should be
directed 10 the CIFA Office of Geusral Counsel &2 X L .

CLASSIFICATION; ‘ 2

EFF
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=AECRETNOTORNTINI0T S
PEFENSE INTELLIGENER AGENCY

WASHINGTON, D.C, 203:40-8 v

S-08-0221/CE

Subjoct:=f& " Cunpressinnn! Nodfication ~ DIA tnicrrogation Recordingy of Al
Kahlsh ALMorri

L. Symungary; =tk The qu.mmm of lusiice (10U} secemtly vequesicd the Pefens

lmdhg.cnu Agency (DIA) msgistance in comaectivn with ml!ecuon efinformation al

Charleston. South Caroline. 130F wanted infurmnalivh copcerning the joiul TIA-FBL
interrogutions of Al-Marri that cewurmed boiween September 3003 sod July 2004,
inventory in response tw e BOJ roqueat, DIA delerwined thet intervngation sessi
recorded and that the original video rovordingy of the intermgations were dostnyyed,
DIA made copics of some ol the sessions 1 sand 10 bther wclivitics. We are in the pi
compiling all availb)e copics of thore recardings, Ou lo current Congressional
inserest in dostruction of interrogation lapes, DA has initdated an inkmal inquiry int
inlerrogetion recordings wadl the cirumstanees suprounidiog thielr disposition.

2. Byckpround:
=484 The Director, 13A in August 2003 sppmwved video recording uf the inerop

subsequenily recorded all 37 inkermogatian sexsions ol Al-Maurri, which nccunred b
Scpember 2003 and 21 July 2004, The sexsions were racorded vl ithay VHS tapo

1 February 2008

Salch

had boen

tinnzs, DIA
wen 12
b 13V,

= «pEFPTh inlcrragation reatn considercd tho evoidings a3 working papevs,lcaibling the

intevingatars and others to reviow A)-Mumi's comments, demsuws, nd to

mansiations. Dulailed situatinn veports (STTREPY) wore prepored az well as ifitciligence
wformarinn reports (HRs). DIA meintetis record capics of the SITREPs and Jiks,

o i@ oy utilizing informmion frum the cocardings, the (eterrogation Togm Chief

and The beod DA intevuygaior dosicnyed the anigiga) VIIS tepus end DVIDs
Decombur 2004 and February 2005, They dostruyed the recondings because
* regarded them as working pipers with no finther intelligence valur,

ween
7]

+EA4E Duv to cutrenl Crngressional and DOJ imerest in deseructinn of i:itmgdiul; tupes. DIA

mluated on internal, foint nepector General - Génersl Cowiscl mquiry info the int
recandlngs wnd she circumztaness surrounding their disposition.

tian

v «g@edd) Wiiite the inquiry continie the coniem of the recordings is being reticwuil.

ﬂm‘wuﬂon gy e
Mokt s WTIGT K

EFF
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» SWNPPDLA Jias Vound nw evideace thil, o the time of the destructinon of the fecardings,
there wos any litigation hold, preservation dircetive, agaicy issuance, wurl uder, or
request by any inwsﬁptivc bady expressly requiring preservation of the recordings.

89 The DIA Ceneral Counsal hay n'npmed u lizigation hold requiring, rontinucd proseevation
of a1l Af-Muwrri relatod infurmation, inchuling recordings.

Mkasd 4 Pp e,

MICHAEL D. MAPLES
Licatenant General, USA
Directoc

EFF
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UNCLASSIFIED

DEFENSE INTELLIGENCE AGENCY

WASHINGTON, DT 26340-5104

U-07-03371G AUG -1-4 2007

To: Asgistant to the Secretary of Defense (Intelligence Oversight)
7200 Defense Pentagon

Washington, DC 20301-7200

Subject:  Quarterly Intelligence Oversight Report for the Period Ending 30 June 2007
References: 8. Executive Order 12333, "United States Intelligence Activities,” 4|December
1981

b. Executive Order 12863, "President's Foreign Intelligence Adviso Board,"
13 September 1993

c. DoD Directive 5240.1, "DoD Intelligence Activities," 25 April 1988

d. DoD 5240,1-R, "Procedures Goveming the Activities of DoD Intglligence
Components that AfTect U.S. Persons,” December 1982

1. Asrequired by references, the Defense Intelligence Agency (DIA) Quarterly thelligcnce
i furthv:r

Oversight (lO) Report for the period 1 April through 31 July 2007 is enclosed. j
®)(2),(b)3):

information is required, please contact the Office of the Gencral Counscl (GC)

B)(2).()(3):
go)(usg)}z‘)‘ -orthe Office of the Inspector General (OIG) atf”." . &

(b)(2).(b)(3):

2. There were no mtelhgence oversight investigalions opened during this quarter; 10 USC 424

3. There were no substantwe changes to DIA’s 1O program.

4, There were no changes to any publishied directives or policies conceming intelligence,
counterintclligence, or imelligence-rclated activities.

5, DIA does not have any suggestions for program improvements this quarter.

B)3):10
USC 424

cce:

DD
UNCLASSIFIED
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~SECRETNOFORN/20520426~

DEFENSE INTELLIGENCE AGENCY

WASHINGTON, DC 20M40.5100

S47-0173/1G
To: Assistant to the Secretary of Defense (Intelligence Qversight)
7200 Defense Pentagan

Washington, DC 20301-7200
Subject:  (U) Quarterly Inteltigence Oversight Report for the Period Ending 3

References: a.
1981

March 2007

(U) Executive Order 12333, "United States Intelligence Activities,” 4 December

b. (U) Executive Order 12863, "President’s Foreign Intelligence Advisory Board,"”

13 September 1993

c. {U) DoD Directive 5240.1, "DoD Inteliigence Activities,” 25 Ap

il 1988

d. {U)DoD 5244, l;R, "Procedures Goveming the Activities of Dol Intelligence

Componenits that Affect U.S, Persons,” December 1982

1. (U} As required by references, the Defense Intelligence Agency (DIA) Quartarly Intelligence

Oversight (I0) Report for the period | January through 31 March 2007 is enclosed. If further
information is required, please contact the Office of the Genemi Counsel {(GC} bl

(£)(2).(b)(3):

e USC Ao or the Office of the Inspector General (OI1G) at> <<% -0 o]

{b)(2),

Otﬂet (EO) 12333 and DOD 5240 - R. 16 Fahmanr 2007

(b)(1),(b)(3):10
USC 424,14 ()

this time.

3. Ay The OIG released a letter, S-07-0110/1G, subject: Possible Violation
Onder (EQ) 12333 and DoD $240.1-R, 5 March 2007, that reported that an i

engagedm qussuonable cnllecuon aotu'\n'u'es EG u:iﬁ"ﬁ’i‘" fh_eprcsent The OJG |
investigation into this matter (Project 2006-002940-MA). No further information to report at

) B USE

424
2. (8NP The OIG released a letter, §-07-0098/1G, subject: Possible Vﬁla_xf Exgoutit

pf Executive
ividual
qnesxionnble

assigned to the Directorate for Human Intelligence (DH) may have eggged
actmhes consnstmg_] i .

coordmautm. The OIG lmt:atcd an mveshgat:on into thss mnlter (Pro]ect 200
No further information to report at this time.

Clessified by: DIA HN
" Dectassify on: 203204
Date of sonrce: 1

fthrous mlpmpcr

-002947-MA),

INT 5CG
r 2004
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(b)(3):10 .

USC 424

cc:
DR
DD

mspecuon was to assess and i.dennfy any unped:mcnis 10 mission success. Ol

~SECRET/NOFORN/20320426—

{U) There were no intelligence, counterintelligence, or intelligence-related act{vities that

violate law, regulation, or policy substantiated this quarter,

o } Cb)(3):10

any questionable intelligence activities.

(U} There were no substantive changes to DIA’s IO program.

Tt unEose of the- USC 424

did not find

{U) Thete have been no changes to any published directives or policies conceming

intelligence, counterintelligence, or intelligence-related activities.

() DIA does net have any suggestions for program improvements this quartes.

EFF

®)EY10

USC 424
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COUNTERINTELLIGENGE FIELD ACTIVITY
251 16th STREET
CRYSTAL SQUARE 5, SUITE 1200
ArEngton, VA 22202.3537

INFO MEMO
FOR: ATSD(IO)

i \g_‘[l
FROM: JAMES T. FAUST, DIRECTOR, CIFA U
SUBJECT: Quarterly Intelligence Oversipht cho(@

» This memo provides CIFA input for the quarterly Intclligence Oversight repot,

« INFORMATION REQUESTHD: Description of intelligence, counterin elligence, and
intelligence-related activities that violate law, regulation, or policy su ated
during the year, as well as any actions Waken as & result of the violatio

CIFA: NONE

* INFORMATION REQUESTED: A list of intelligence mersig;h! inspeclions
coitdueted and a paragraph summarizing the resualis or trends {rom thos¢ inspections.

CIFA: NONE

e INFORMATION REQUESTED: A paragraph s\snmazizing any subs:rﬁve CIFA-
- wide changes to our intelligence oversight progrems, including changed to supporting
training programs, and the regson for the changes. (Attach a copy, if any).

CIFA: NONE

+ INFORMATION REQUESTED: A paragraph suymmarizing any CIFA-wide changes
to published directives or policies conceming intelligence, counterintefiigence, or
intelligence-rclated activitics and the reason for the changes. (Attach a gopy, if any),

CIFA: NONE

¢ INFORMATION REQUESTED Any other matters pertinent to the CIFA
intelligence oversight program.

CIFA: Robust Intelligence Oversight education program continues.

EFF -193




(b)(2),(b)(3):

10 USC 424

“SRERETNOFORN—

DEFENSE INTELLIGENCE AGENCY

YASHINGTON, DC 20040-5400

S-08-015211G

To: Assistant to the Secretary.of Defense (lntelhgence Ov:.rsught)
7200 Defense Pentagon

Washington, DC 20301-7200
Subject:

References: a.

1981

b. Executive Order 13462, "Presidenu’s Intelligence Advisory Bo
Intelligence Oversight Board," 29 February 2008

¢. DoD Directive 5240,1, “DoD Intelligence Activities," 25 Aplji

d. DoD 5240.1-R, "Procedures Governing the-Activities of DoD
Components that Affect U.S. Persons,” December 1982

(U) Quarterly Intelligence Oversight Report for (he Period Ending|{31 March 2008

Executive Order 12333, "United States Inteiligence Activities,[' 4 December

ard and

1988
Intelligence

e. ATSD(IO) memorandum, subject: Required Actions for the QY 2007

Intelligence Ovem[,ht Report to Congress, 15 November 2007

. (U} As required by references, the Defense Intelligence Agency (DIA) is submmmg the

Quarterly Intelligence Oversight (FO) Report for the period 1 January throu

ph 31 March

2008. If further information is required, please contact the Offi ice of the Genefal Counsel at :
(BX2). (NP

or the Office of the Inspeator General (01G) af "

2. (U) The following inteltigence oversight investigations were opened this pe

a. -(é#HIH-The Director, DA, directed that the Inspector General and the {

conduct a joint inquiry inlo the facts and legal considerations swroundifg the disposition

iod:

=

eneral Caunsel

of video recorchngs created dunng the joint Defense Intelligence Ageng
} I

The i mqulry detemuned that the dssposal of v:deo recordmgs was consi

Department of Defense and DIA information security regulatory guidarc

°

of working papers, and standard interrogation approaches were fallowe

tenf Witk

was treated humanely and no extraordinary or enhanced interrogation tgchniques were

empioyed. The interrogations were conducted in a manner so as not 1o
executive order, other presidential directive, or Department of Defense
report was issued after the close of the reporting period. (Project 2008+

iclate any law,
policy. The
D030359-SA)

Classified by: Mpltiple Sources

Declagsify on: 14

330418

EFF

24 April 2008

IFQderal Bureau
! urro 3[_'on of enenty combatan! detmnee I s

10 USC 424

(0)E),(b)(THC)

'(b)(e).(ba(?)w)
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—SECREF/NOFORN—

b. W review was initiated abont circumstances iea_dmg fo thgl

ROONTCY

535 of medis in the

Sl owetf and O : : R 3 cmployed The
report is in final Teview for release (Pm;ecls 2008—003089f003092!( 030p3-MA)

c. -(Sﬁﬂﬂ%-’l‘he OIG received information thatls

... may have conducted ' |
TR The OIG initiated an intcﬂiﬁ:noe oversnght mvestlgatmn
into lhe matter and determined the allegation was not substantiated; case|was closed with
no further action. {Project 2008-003090-MA)

""':Iasmgned to

3. (U) The following provides the cutrent status of ongoing intelligence oversight
investigations;

b, e g '."lDlrectcmle for Human Intelli ence, may have
engaged in questlonable acuvmes involving the establishment of}” - '
f .. ] The investigation substantiated violaHons % Department
of Defense pollcles for mformatlon assurance, webmaster policies, and pnvacy
requirements and the website was removed from the Internet. The report is io final

review for release. (Project 2008-003049-MA)

4, (U) The following final investigative report was issued during this period:

=+€> The 0IG conducted a review at lhel L . T I ‘Q'Ei'n response (PH3)10 USC
f 1li vemghl gundance on s : 5 S 424
ON140) [ " 7] The review determined that thel -2 .|, = .. ®)1).14 ()
[b)(3):10 | e had & contract wnh an academic institution and w0 thcr contracts ®)(3):10
LISC 424 reiarcd toL T ] The commct actmtles com tied with USC 434
{b)(1), 14 (c)  intelligence oversi ght pohcnes. but the| - m_]did not have
sufficient application controls in place to provnde necded IO trammg 6 i .
recommendations were issued to: 1) address training of personnel invelped in samllar (b)(3)-'?°;
research projects; 2) include modification of current contracts to includelan IO policy; usc 4'24’5_ :
2

EFF 195




~SRCREF/NGEORN—

and 3) establish provisions to inctude 10 training responsibilities in futupe contracts and
purchase orders when appropriate. Management is taking corrective acfion. {Projéct-

cc:
DR
DD

2008-003018-MA)

EFF

B)(3):10
USC 424

196




GOUNTERINTELLIGENGE FIELD ACTIVITY
251 16th STREEY
CHYSTAL BGUARE B, SUNTE 1200
Adington, VA 22202-3837

INFO MEMO
FOR: ATSD(I0) R
FROM: JAMES T. FAUST, DIRECTOR, CIFA i\ AJ6 22 2007
SUBJECT: Quarterly Intelligence Oversight Report
" 1. INFORMATION REQUESTED: Desaripiion of intelligence, counterinte]ligence, and
intclligence-related activities that violate law, regulation, oc policy substantigted during

the quaster, as well as any sctions takea as a resull of the violations.

CIEA: NONE

2. INFORMATION REQUBSTED' A lirt of intelligsnce oversight inspecti
conducted and a paragraph mmmng the results or trends from those inspections.

CIFA: Reviewed a ncw tools suite (IATS) nnd its IO p:ocudml safeguards.
TATYS is a Google-liks search tool designed to permit joint, on-line
counteintelligence collaboration and population of products on a CIFA-controlled
system. Given the desired end-state, I0 procedural safegoards are still under
development and will be in place before going live.

3. INFORMATION REQUESTED: A paragraph summarizing aoy substani:c CiFA-

wide changes 1o intelligence oversight programs, including changes 10 supporting

training programs and the reason for the changes. (Attach 8 copy, if any).
CIFA: NONE

4. INFORMATION REQUESTED: A paragreph summarizing any CIFA-wide changes

to published dircctives or policizs concaming inwlligence, counterintelligenge, or

intelligence-related activities and the reeson for the changes. (Attach a copy,|if any).

CIFA: NONE

3. INFORMATION REQUESTED: Any other matters pertinent to the CIFA
intelligence oversight program.
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COUNTERINTELLIGENCE FIELD ACTIVITY
231 18th STREET
CRYSTAL BOUARE §, BINTE 4200
Adfington, VA 22202-3537

MEMORANDUM FOR ATSI{IO)
SUBJECT: Quarterly Intellipence Oversight Report CY 2008 15t Quarter

L. INFORMATION REQUESTED: Description of imeligence, counterintelligence, and
intelligence-yelated activitics tha: vialate Yaw, regulation, or policy substantiated during the

quarter, as well as any actions taken ag 8 result of the victations,
CIFA: NONE

2. INFORMATION REQUESTED: A list of intelligence oversight inspestions conducted and a

* paragraph summarizing the resalts or trends from those ingpections,

CIFA: Conductod random audit of compliance with CIFA 10 waining reqeircments.

3. INFORMATION REQUESTED: A paragraph summarizing any substantive CIIF A-wide

changes {0 intelligence oversight programs, including changes to supporting traiii
aud the reason for the changes. (Attach a copy, if any).

1§ programs

CIFA: NONE
4. INFORMATION REQUESTED: A paragraph summarizing aay CIFA-wide cllanges to
published directives or policies conocrming intslligencs, couaterintelligence, or intelligence-
related wuvtlies and the reason for the changes. (Attach a copy, if any).

CIFA: Published pew internal disoctive on SAP regarding offensive countprinielligence
operstions. Published updated intornal directive reganding legel review of CIFA york-product,

rcaffitming that the CIFA OGC shail review, among other things, all analytic progucts and

cperstional reports - the review of which is primarity designed for intefligence ovgrsight
puppses. Reissoed imemal CTFA policy reganding Collection of Infonaetion in (yberspace,
with modest administrative changes and maintaining the requivernent that all CIF4 employees,
contracions (po-site of off-sitc) are reguired 1o take CIFA 10 training before enT in cyber

reeearch on CIFA information systems or otherwise it sapport of CIFA on contragt enywhere.

5. INFORMATION REQUBSTBD Any cther matters pertinent to the CIFA intelligence

oversight prograra.
CIFA: NONE
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