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7330 DEFENSE FENTAGON
WASHINGTON, DC 20301-7200

Chaimmen, Intelligence Oversight Board
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‘Washington, DC 20500

Deear My, Chairnan:

The Department of Defense Intelligence Oversight Report for the p#fiod January ‘
through March 200) is attached. i
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Department of Defense Intellizence Oversight Reglort
January — Mareh 2001

= g0 Sigificant Intelligence Oversight isuss warrantide
SECDEF/OB attention at this time: Neue, '

. w No significant Intelligence Oversight violations du rlﬁg this
period. ATSD(I0) monitored 27 cases; none require SECDERIDA attention
at this time.

+ {U) Intelligence Oversight Inspections:

. TRy eI IMet with Ambassafior and staff.
[oX1) Idid mot have an Tniefligence Oversight prograpuntil notified
of oiir inspeciion; had developed a satisfactory program by the fime inspection
team arrivod, [(B)(1) “'rernains & “hard target” for ‘mtcﬂicg;e collection.

ME orce [ntelligence Training Schaol, Gopdfetlow AFR, TX, ang
Atmy Intefligente Training Sthool, Fort Huachuca, AZ: Al foth schools,
[ntelligence Oversight training is incorpotated into each coursg npodule and
reinforced throughaut the instruction progrems. Result is effectiye initial
training in Intcligence Oversight for pur young Air Force and y
intelligence professionals,

W Force Inspection Agency {AFIA), Kirtland AFB|, NM:

TSD{10) met with Cornmander and discussed AFIA Intelligenge Qversight
treining cesponsibilities. AFTA wiil resume thelr compliancs inspections,
incudiag Intelligence Oversight, of AF Geld agencies and direft(reporting
units after a year suspension while performing other directed njigsians.

WWMa Inspected AF Office of Specis

nvestigations (AFOST) Detachment and Naval Criminal Investigati
(NCIS) Office, uil located on Homestead ARB. OS] and NCIS
well together; both bad satisfactory Intelligence Oversight programs.

W ; i i FL: Joint Southern Syrpeillance
econnxissance Operations Center (JSSROT) had excellent Intefligence
Oversight training program, complete with computer based trajning and on-line
testing. Jaint Interagency Task Force East (JIATF-E) had intefnal website with
21 Intelligence Oversight scenarios; excellent training vehicle.
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(BITHDI3) 10 USC §434

(b){1)

School, and the new Western Hernisphere Institute for Security
(follow-on $0 the School of the Americas). During this quarter,

Amenia, Azerbaijap, Bulgarid, Estonis, Turkmenistan, Georgid, R

Ukraine, and France. -

(bX1)
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ASSISTANT TO THE SECRETARY OF DEFENSE

7200 DEFENBE PENTAGON
WABHINGTON, DT 2030142200

21 BN xm

Chairman, Intelligence Oversight Board
Qid Executive Office Building, Room 494
Washington, DC 20500 Y

Dear Mr. Chairman:

The Department of Defense Intelligence Oversight Report for the period
Tamoary — March 2002 is attached. There werc no significant igence
Owersight issues warranting TOB attention for this period and n ificant
Intelligence Oversight violations.

Ssffom

Principal Deputy General Counsel ATSD{IO) -

Aftachment:
Ajx sinted

THIS FAGE I8 UNCLASSIFIED UPON REMDVAL OF AﬂAGﬂﬁﬂE AMND
FHYSICAL REMOVAL OF CODEWORDS AND CAVEA




Department of Defense Intelligence Oversight Repr

.

January - March 2002

. ng.mnt Intelligence Oversight issues warranting SECDEF/IOB

tiention for this period: None.

> J#¥®P o significant Intelligence Oversight violations during

this perind.

ATSI(IO) monitored 25 cases; nonc requirc SECDEF/OB attentidn at this time.

. [B

. Staff Assistarce Visit to Jolnt Task Force (JTF) Olymiii
1ty, Utah, Janmary 15.18, 2002: The Deputy ATSD{IO) and opefs
made staff assistance visits to DoD) and National Guard activities
the Olympics in Salt Lake City, Utah. The team met with the Utah
Adjutan? General and the Special Agent in Charge of the Olympic It
and discussed with them the DoDD Intellipence Qversight program, ¢

Desived Frar NSA/CSSM
Dated: 24 FEB 98
Declassify Qn: X1

* J¥ Intelligence Oversight lispections and Staff Visits:
ATSIXIO) conducts Intelligence Oversight inspections of and staffjass
DoD umits warldwide, The jnspections complement and ate in addy
perforiicd by the intelligence agencies of DoD, Combatant Commang
Servives, In eddition, they provide insight inso the effectiveness of
Oversight training programs throtughoul the DeD. The ATSI{IO) 1
benchmark and/or innovative programs and shares thiz information g
inspections and staff assistance visits, An example is contained in g
National Reconnaissance Office on page four.

. m StafY Assistance Visit to Axmy War College (AWC), Chliste,
tuusylvania, Janvary 8, 2002: The ATSD{I0) and one staff o

Army War Coliege ta explore how Intclligence Oversight could be §
the professional military curriculum at the college. The Commanday
faculty membe:s agreed on the need to increase the intelligence focg
future senior DoD leaders in InteBigence Oversight principles and phra

b o S

visited the
e2sed within
Dean, and
and educate
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Inteltigence Support Team was present in the FBI-run Olympic 1
wes 3 24-hour lizison etement from Joint Forces Command (JFCO
lizison ¢team consisted of an intellipence clement from the Joint F
Command {pperating wnder the provisions of DoD 5249.1-R), and
Investigative Service (NCIS) special agent reprosenting DoD law
tram found adequate fatelligence Qversight programs and ob
Oversight improprieties during the visits to DoD activitics.

InteBigence Oversight Staff Assistance Visit, Bad Aibji
Germany, February 2002 The ATSD{0) and staff members co
assistance visit a¢ Bad Aiblinig Station (BAS}, Germauy, BAS’s ¢l
delayed from September 30, 2002, until September 30, 2004; the
1o s¢e how the Station was handling the delay, particularly as some
already in trensition. The Intelligénce Oversight program was sxcep
and thoroughly integrated into e}l aspects of BAS Qpexaticns. '

{b)1}

. ,ﬂEB Intelligence Oversight Staff Visit, NSA/CSS Europe (NCEUR), Patch
ATTRC

Vaihingen (Stuttgarf), Germavy, February 2002: ATSD{10) and
one siaff member visited the NSA/CSS Burope ({NCEUR), located at HQ EUCOM.
NCEUR’s mission is W provide SIGINT, Information Assurance;, sntt technical
services to NSA customers in the Buropesn Theater, to include EUCOM and NATQ.
The ATSIKIO) briefsd the majority of employees on Intelligence ight and
answetred questions, The NCEUR Intelligence Oversight program adequate;
suggestions recommended by the ATSD(1O) icam to improve the program have gince
been suecessfully incorporated.

!
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reported excellent working roiations with the][p) | The Jniclligenfe Oversight
training progrim was well docmnented and compreheasive.

. Wnﬁeﬂigenoe Oversight hspecﬁons, Aiir Foree Offices of Special
vestiga

Y

tions (AFOSI) at Patrick AFB (DET 802) and Melboukne, ¥lorida (OLB
102), Febraary 2002; The Degurty ATSD(IO) and ong staffl membler ingpected Air
Forge Offices of Special Investigations (AFOST) at Patrick AFB (DET 802) and
Melbourne, Florida (OLB 102), Bach organization had an Intelliggace Oversight
program commensurate with'its intelligence operations. Defac
agents briefed the team oa a recent casc in which they resolved a ppst-9/11 possible
threat to AFTAC/Patrick AFB. They belicved they had & force protection issus,
coflected information, and pessed itto law enfoecement. Working with the locat
police, a portion of Highway A1A, the main highway that runs riglt tlunugh Patrick
AFB_ was closed for severa] moaths, and only recently reopencd. [Their Iutelligerice
Oversight Progrem was very good. '

rce Oversipht InspectlonJ b))
i) ' Patrick AYD. Florids, February 2002:_The Deputy ATSD(Q) end one
smffmember inspested PN e | Potrick
AFB, Florida, [PX) '
(X1

®)(1) J '

W Staff Visil to the Baltimore-Washington High Intensity Drog
rafficking Avea (B/W HIDTA), February, 2002: Ap QAT O) staff member
participated in & staff visit 4o the B/W HIDTA with representativeg front Joint Task
Farce (TTF} 6, Joint Forces Comimand JFCOM), and the Army Imspestor Getreral

intellipence analys!s, a Navy Resecve Lientepant Commander and pn Army Reserve
Captain, serving 179 day tours, who provide rescarch and analytx
HlDTA. Boﬂ\ were pmfmml :ntclhge:m officers scrvmg 179 Hay tours. They

for duty and teflected excellent practical knowledge of thelr resp
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. teRigence Oversight Staff Visit, Headguarters, National Reconnaissance
Office, Virgiala, Kebruary 2002: ThcATSD(lO} and two staff m¢mbers conducted
a staf¥ visit to Headquarters, National Reconnaissance Office, Westfipids, Virginia,

The purpose of the visit was to meet with the new NRQ {eadership,[receive an update
~ on NRO current operations and fiture plans, and discuss Intelligende|Oversight
training initiatives with the NRO Intelligence Oversight Program M e ger. NRO has
developed severs] innovatve Intelligence Oversight training progranis including a
computer-assisied program on CD and a fively training video that : nbines fitm ¢lips
and news broadcasts with peactical examples of Intelfigence Oversight issves. NRO
is cucreatly updating their E.Q. 12333 training program.
» m StalT Assistamce Vigits, Shaw Alr Force Base, Sumter, South Caroling,
2002: The Depaty ATSI(IO) and one staff member candugipd staff
assistagce visits at Shaw AFB, Sumter, South Carolinz. All USAF fitelligence
elements visited demonstrated complance with DoD Regulation 5 .a- 1R and AFI
14-104, &s well as an acceptable level of [atelligence Qversight awareaess.
, Axlingtan,

. W Intelligence Oversipht Enspectios, Missile Defense Agenty
rgivia, March, 2002: Two OATSD(IOQ) staff members conducti an Intelligence

Oversight inspection of intelligence elements of the Missile Detens
Arlington; Virginia. MDA organizetionally separates its intelligen¢e(and CI
functions. Although neither the Intelligence Directorate not the Cie
Intelligence Oversight programs before cur inspection was announge
demonstrated an adequete knowledge of Intelligence Oversight pr
Inteiligence Oversight violations wers uncovered. The ATSD(IO) has
the Director, MDA, informing him of the requirement for Intedlige
programs for MDA intelligence and counterintelligonce and that M|
inspected in ttie near fulre.

b W Qutreack Program in lutelligence Oversight in the Defe
epartment, George C. Marshall Buropean Center for Secnrity $tudies,
‘Garmisch, Germany, Fehruary 2002; At the invitation of the Di , George C.

a the ATSD(I0)

~ gava a presentation an Intelligence Oversight in the Defense Depagment to the 83
students from Central and Eastern Europe atlending the Executive
Tntemational and Security Affairs and engaged in a follow-on questidn and answer
session. This was followed by a deteiled trajning program (o students
Estonia, Georgin, and Lithuania. The success of this on-going prog
requests ffom countries such as Romania and Croatia to DoD for ags:
cstablishing Intelligence Qversight safeguards in their own countri¢s

& EFF *
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Danie] J. Dell’Orto %am é %

T Tﬁw

7200 OEFENSE PENTAGON
WASHINGTON, BC 203017200

WAR 28

Chalrman, Intelligence Oversight Board
New Executive Office Building, Room 5020
Washington, DC 20500

Dear Mr. Chalrman:

The Department of Defiense Intelii gence Oversight Report
periai October-December 2005 is altached, Included in the Ry
results ofthe ATSD(IO) review of the National Sgcurity A geacy
for releasing the identities of US Persen, Also includad are su
number of Tntelligence Oversight investipations and incidents
been reparted to us.

ASSISTANT TO THE SECRETARY OF DEFENEBE

r the

| are the

vcesy

ies of a
&

Principal Deputy General Couvnsel Acting ATSIX10)

Attachment a/s
THISPAGE IS S ' LUFON REMOVAL OF ATTACHMEN]
FHYSICAL VAL OF CUDEWORIDS AND CAVEATS
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Department of Defense Intelligence {Iversight Repost
_ Octaber-December 2005

releases the identities of United Stales Persops, minimized in NSA prod
intelligence and law enforcement consurpers at their request, We sonclode
complics with Intelligence Oversight requirements. The United States g
release process starts with the USSED 18 policy that all United States Perh
the first instance be “masked.” “Masking” means NSA reperts containing Und
Person identitias refer to them as "United States Person One™ and "United 4

sxception (o the masking process. To gain approval, the customer roust |
the ilantity for the perfommnce of his official duties and must meet onc-gE i ifey

g

case basis. Approvals are made by the head of the Division responsible 1§
the requests. The Director, NSA must approve relcases for law enforc.em :
The Director of National lmclﬁgeme piugt appwve for gelease

im———rT

M of Congress. The regpansible NSA of ! ged T e a ‘

[Requests ¥¢ fifibntized

We.madsa mmendgﬁon
responsible office fo revise the NSA dentity Relense Rediest fgny fon
JWICS to make the request process more intuiive and it wes accepted.

» () Improper Coltection and Retention of i he Enided
States Alaskan Command, An Anchorage Alaska: Dudng an Intzlligence Oyersight

inspection of intellipence wnits kssigned to the US Alatkan Command (AlLCOMD)
inspectors from the OATSD(AO), discovered material which specifically ig
Person organization that the Commend belicved was planning to take pa
demonstrations ai Elmendorf AFB and Ft Greely, Alaska, in.an archive filf ¢
Task Farce-Alaska J2 (JTF-AX J2). The infurmation in question had beeg downloaded
from the Internet (NIPRNET), by the ALCOM Anti-Tetrorism/Foree Protpclion Utﬁw
(AT/FP), and disseminated by email throughout the Command. The FTR.}
tbe inforrmation in a briefing to the J2 and subsequently retained the inforreti oD in their
files. The ATSD(IQ) inspectors determined that collection and relention g
mformation constituted a possible Procedure 15 violaton, Conseguently, phe ATSD(O)

Derived Fram: Multiple Sources
Declassily On: 23 Mo 2031
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inspectors formally notified the Joint Staff, Office of the Inspoctor Gen
a formal mvestigation. An investigation was conducted by the U.S. N
IG (N-NCIG). Based upon the resuhis of the investigation, JTF-AX, was
conduct refresher Intelligence Gversipht training for all assigned persofne
will have emphasis placed on the proper use and widerstanding of constitahi
comstraints, and the laws and dircctives that govern Lhe collection, diesemipabion and
storing of sensilive jnformation. Additionally, all JTF suberdinate offices
briefod about the retated risk, sensilive handling and approprinte referenc
wilh the use of Foree Protection information in intelligence channels.

(U) DeD General Connsel Activity
)1

(1) On-Going Investigations by DeD Intelligence Components

* (FOUO) The Office of the ATSD{IO) continucs to monitor 2 sumbez o oE-going

Ivelligence Oversight (10) investigations, incideats and activities that ha reposted

W this office for this reporting peded. Nutable among thess reports are tha igy&i{gﬁ)
' » A7 wimeusc as
(UyNSA Activities  PiOfPe-063%..... ] {o}(3)-18 USC 709
N Yo P BHIPL 838
LR e Y
L c e e T Y\
T\ \‘:ﬁ'\.\_ o -~ ‘i\_
; 1 cae V7 )
; l — m——p S P
I e . = A
-~ =
// “““““ " I
T S [ 1
| J]L = myaPL. 86-36

...... -

&
(b))

{b)3MSD USC 413
(OXI}F.L. 6638
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{U) Army Activitics

(1) Inappropyiate Collection and Reporting of Information on the Domdstic Activilies
ofa US Organization (DAIG 06-009): Army Intelligence and Secunty G nd
(INSCOM) aotificd Department of Aony (G (SAIG-10) of the questionalg activities of a
Counterintelligence Specjal Agent {S/A) assigned to the 302d Military Injelligence (MI)
Group, with duty at the Joint Terroriem Task Force, Miami, FI.. On Novengher 9, 2004,
the $/A may have inappropriately collected information sbout the plans of 2
oTganization to convene an informeational mesting and workshop on militry recruiting,
the drafl and military law, and methods to oppose military recruiting. The iformation
was reporied as 3 Threat and Local Observation Notice (TALON) and sulrdiited through
the 902™ M1 Group to the Countarintelligence Field Activity (CTFA) for dnhlysis and
enlry into the Comerstone database. Although the report did not specificglly identify the
group, the group was identified by natme when the S/A reported on the m3eting venue,
which included the name of the orgenizstion. The allegations have been seferred to the
Deputy Chief of Staff G2 (DCS G2} for resolution.

(U) On January 5, 2006, the INSCOM Commanding General directed the{INSCOM/IG to
conduci a special investigation of the TALON seporting system in INSCOM, with the
following focus: {a) svaluite the strengths and weakness of the existing s¥stem, (b)
provide a detaid assessment of the $02d MI Gronp’s compliance with TAL
regulations, policies and procedures, (c) detesmine conflicty or voids in gyidance
concerning the reporting, analysis, refention, end dissersination of TALON |aformation;
and (d) xssess the policies and procedures for submitting TALON reporis gifectly 1o
CIFA without intenmediate review process by the chain of command

ORINC) e I

TP

{BM3MP.|. 88138

.x--;j.'*‘(b){sy-rl.L. 8836
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Updates of Peeviemaly Reported Incldents

--(U) Abnse of Detaince, Shkin, Afghanistap (DAIG 05-013) SAIGIO

Army Criminal lavestigation Commend (CIDC) investigation into alle
Captain, 10 Mountain Division, and an individual belisved to be 3 US

red a VS
s that &« M[
y coniractor,

beat 8 prisoner at Shkin, Afghanistan, The final CLDC investigation repoft, ldated 16

December 2005, determined the allegations of aggravated assault, maltre:
pereon in US custody, and assaulz as unfounded.

~(U) Assault and Mistreaiment of Detainees, Afahanistan (DAIG 04-006}:

erl ofa

SAIG10

reported on & CIDC investigation into allegetions of assault and mistreatnieht against

EFF
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M
_ interrogators, from A Company, 519™ M1 Battalion, Bagram Detention F
Afghanistan. Tn October 2005, CIDC notified SAIGHIO of its investigat

CIDC deienined that s detaince died, from blunt force ravma, while in
The medical sxaminer ¢lassified the death as a oricide. CIDC substan

However, the Staff Judge Advocate determined that there vwas insufficien!
to hold anyoue criminally respousible. The investigation results have b

Special Caurts Martial Couvening Authorily, who has accepied jurisdictign.

e
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Department of Defense Intelligence Oversight Repoys
April-June 2005

L W e continue Lo monitor & number of on-going inteliigedce oversight
inYestigations and incidents that have been reported to this office fof this reporting
period. Naotable among these investigations are the following:

Mne % ifeged Misconduct of'a Mifitary [ntellia i

0,5-025%: The Dol Inspector Genoral adv:sed the Department of the 4
Inspector Geaeral - Assistance Division (SAKG-AD) of allcgations fmisconduct
against a Military Imclhgence (MI) officer who was assigned 10 Iraq 3s the G2, "

S1mullnneously, US Army Intelllgmce and Secudty Command (US SCOM) and
thre SAIG referred, for investigation Lo this office, allcgulons that 12 i perscmncl
had been in contact with a possible terrorist group in Traq, and may e created a
Special Access Program (SAP) without proper authorization. Owr i Vs tigation,
conducied jointly with the Defense Criminal Investigative Service
indicated that the LAD G2 was also involved in these allegations, At pue request,

organization without authotity, had knewingly disobeyed direct orders of two
General Officers, and had knowingly lied 1o at [oast one General Officer regarding
hig activities. Upon completion of the joint investigation, the findimgs were
provided to the SAIG for appropriate action. e

Derived From: Multiple Soqrces
Declassify On: 3 April 2030
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(b)(1)

(U) Updates of Previously Reporied Incldents and other Significpit
FProcedure 15 Actions

(b)(*)
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{b)(1)

W‘hiﬁ office first learmed of this incident via unofficial ph
th the Army [aspector General’s Intelligence Qversight Divisica

Intcliigence and Security Command. Subsequently, we wore able tq
the PACOM and 500th M1 Bde investigation reports with the coop
Anuy Inspestor General. However, the OATSIXIO) was not notifi
incident or the investigative findings by PACOM. During & recent
Oversight staff assistance visit to PACOM and the Philippines, DAT.

persannet discussed with the SOCPAC Chief of Staff, and the JSOTIFIP J2 the

lack of official reporting of the incident to this office, The discussi

officer in the chain of cormmand of the unit iInvolved in the quesiiony!

18
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ASSISTANT TO THE SECRETARY OF DEFENSH
7200 DEFENSE PENTAGON
WASHINGTON, BC 20301-7200

INTRLLIIENCE
CVERSmHY

Chairman, Intelligence Oversight Board
New Rxecutive Office Building, Room 5020
Washington, DC 20500

Dear Mr. Chairman:

The Department of Defense Intelligence Oversight Report for the geriod
July-Scptember 2005 is atteched. We conitinue to monilor a Hiu: of on-

going Intelligence Oversight investigations end incidents that haye been
teported to us.
Daniel J. Dell’Orto Williem R. Dugan, Jr.

Principal Deputy General Counsel Acting ATSD(O)

Attachment a/s

THIS PAGE 1S UNCLASSIF(ED UPON REMOVAL OF ATTACHMENTS AND
PHYSICAL REMOVAL OF CUDEWORDS AND CAVEATS
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Department of Dofense Intelligance Qversight Repoft

July-Septamber 2005

o {(N Acting Assistant to the Secretary of Defense (In
befors Senate Judi ompittee: On September 21, 2005, the Acting
the Seeretary of Defense (Intelligence Oversight) (ATSD(QO)} nppeared, 48
Hearing of the Senate Judiciary Commiites on Able Danger and Intelliges
(Statement is attached). 1le appearcd af the request of the OSD Office of L
Affuirs and the Dol Office of the General Counse} and testified reguiding

Departmem of Defense Enlelligence Oversight Program.
. Alleged Secret Establishment of 2 Speriat Miflits

pllipence Ovensizh

Testifles
A ssistant to
b witness, st a

& Sharing

pislative

Intelligence Unit: On

Wy mjit l]'ult

Jun? 26, 2005 an erticle in the San Jose Mercury newspaper alleged that E Califormia

National Guard (CANG) had secretly established a special military intellige
conducted surveillance on a May 2005 Mother's Day anii-war ralty, By me

marandorn

dated June 29, 2005, the ATSD(I0) 1equested the Army Tnspectos General (SAIG) to
inquire into the allegations and provide findings and recommendations. The SAIG

seported that the aliegations were unfounded. The SAIG report found tha

e CANG

Civil Support Division Demestic Waich Center, Joint Opsrations Center 3 l'ii the CANG

leadership maintained “situational awarencss” through mudia reporting. Th
indicated to the SAIG team that awareness of possible civil diswrbance ovel

CANG
Mis way

consisient with their state mission for regponse to quel civil distorbance ang security.
The SAIG's inquiry did not reveal indications of an fntelligence progrom prispecific
collection activity targeting the individuals or groups participating in the Mother’s Day

rally.

(L) The SAIQG inquiry did, however, find infractions of Intelligenca Ovefs
regulations that require separate National Guard Bureau action; e.g., the I
training program at the State Headquarlers and the inadvertent inclusion of
person information in several docwments. The SATG inquiry recommendgd
CAMG Headquarters officers receive initial JO training as part of their ofl;

ght (10)
of an IO

inited Stales

that all

T

professional development to ensure leaders anderstand the legal limitations @nd processes

associated with the collection, reteation and dissemination of TS persan |
The SAIG inquiry also recommended that the snti-terrorisro/force protestiv
information fusion function be transferred from the J2 (Intetligence) to the A
i the J3 (Operations). The )2 would continue to provide applicable AT/RY
information that had e foreign nexus.

Derived From: Multiple Sources
Declassify On: 23 Nov 2030
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(U) DeD EC Activity
©X1)

We contiaue to monitor a number of on-gai i
2 -gning late
vestigalions and intidents that have been tepodg; ::gﬂa?s fgﬁrom;:ﬂing

period. Notable mmong these reports are the following: 1)
() NSA Acte il
K‘-.\ L"\L“

——— oK)
o {5)(3)-P.L 58-38

-

{b}3)-P.L. 96138
oy |

©)13)-60 UG 403
{b}3}-18 USC 798
{B5)-P L. 86.38

P oo :
Z (b} L. 86-38 {

EFF 21




A oL ess
[ - }%{b}(S}-P.L 8636
) Activit}
(b){1)
At et ||
EFF 2%
S |




» n addition, the NSA/IG closed owt its August 2004 inspeetigafrepor! of
fter baving daterminad that Intelligence Ovessight findings, utenhﬁ d in the

-

ToH3-P.L 8838

its manuals no priar authorization was reqmml This indRa it reveals di that
may exist among the opezating guidelines of differant Federal agencizs ing IO

procedures and should be considered as part of =y Federal inter-agency meview of 10
issues.

() Opdates of Brevioust rted Incidents and other Significant Procedare 15
Actions -
______ s "
o Yl R S T— e I
1‘ P L

wgust inspection report, had been rectificd. The NSA/IO determined ths
recelvod adequate reporting foedbuck and that Intelligence Overs:g}upw 4
documertied to ensure progrem alslmnabﬂnty

gﬁﬂ:nﬂmtotrmmam by DIA Emiployes b Afghonists
2366-MA-056); In April 2005, the DIA Dffice of Inspector repo
Mlegations of twn incidents of neis abuse bjf a mv:lmul(b)(i) ®) ‘assigns:
K1), (B)3R10 USC $424 with duty in sugport of{BIL).(BI3):10 USC
'(b)ﬁ) {b) i Bascd upon the DIA investigation jato the mafter, the AllEgalions were

‘Sikdanfizied. The! (b}(ﬂ (b) .reslgned trom his job rather than receive a lege; of
termination, R
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Teatimony
Uriied Stafes Senata Conynittes on tie Judicfary

memmﬂmm
Akte Geptember 11, 2006 ~d

William Dugan - JP‘
Acting Assietan! to the Secratary of Detense for Inlefigence Oversight , Unlied States Dandnment of Defense

Stalement of William Dugan

Acting Astistanl o the Secretary of Defense for Intelligence Ovarsight
Department of Defense

Before the
United States Senute
Committee on the Judiciary

Sepr=mber 21, 2005

Good morming Mr. Chairman, Senator Leahy, and Members of the Committee. I{ i
appear beforc you woday. I am Bill Dugen. I am the Acting Assistant to the 3
Intefligence Oversight (ATSIXIO)). | am'hece to discuss the Intelli genee Overzig
Department of Defense. : .

my privilege to
of Defenso for
| program of the

ent of Defense
g4 is to enable DoD
intefligence components 10 effectively camry oul their swthorized functons, whilelay the same tice
i i i i bey that proiscys their

Fve uimd the term “United States persons.™ It is an jmportant one because it sefer)
United States citizens. The term also includes lewinl persaavent residents, corporations incorporated
in the United States (unless dirccted or contralled by # foreign governmem), and ptincorporatad

associations sybstaniially composed of lawfol perrnanent residents and/or U.S. ciliz

We operate ander Executive Order 12333, “United States Intelli gence Aciivities, T Wwhich was issued
by President Reagas in December 1981. The Dol implementing Regulation is DI} 5240.1-R,
entilled “Procedures Governing the Activities of DioD Imelligence Components That Affect United
States Persous.” Thig DaD regulation was approved by the Attorcy General and pops | :
December 1982; these are the Aitorney Ganeral approved guidskines for the Dol
community regarding activitics thet affect United States Persons,

The Secretury of Defense established the prodecessor office to the Office of the Al
Secretary of Defemse for Inieliigence Oversight (ATSIXIO)} in 1976, 1o implomey
Executive Order on U.S. Imelligence Activities issued by President Rord. Presides
ordec was igsued in rospanse (o the investigations (het revealed the: misuse of mtclfig
Do and non-DoDD, 1o collect information on civil rights protestoes, anti-Vietnam hvh
as well a8 cominumity and religious leaders and lebor leaders during the 1960"s angd
What began as a force protsction migsion for DoD organizations, cvolved, through
lack of clear nules, and the lack of meaningf] oversight, into an abase of the Condt
United States persoms by Defense intelligence. and coumterintelligence personoe). These matters were

thoroughly tuvestigated by the Congzess, including this cormiteee, in the 1970z - ¥ dm refeming to the

: - EFF 26
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investigations conducted by Scnator Brvin, a3 well as Senatar Chureh - the Chury

Representative Pike - the Pike Commitize. Since 1976, the ATSD(IQ) has been d
preventing a recurrence of these types of iransgressions and we do this thiough
Oversight program which 1 will descsibe.

We are 4 very small office, by design; I have 10 personnel slots. We si( at the,
pastneeship with the intelligence staffs, Inspectors Genera), and General Counsclia
the Joint Staff, Combatant Commands, Military Services, and the Defenss intelli
inclods the National Sccurity Agency, Defense Tntelligence Agency, National R
and the Natione] Geospatial-Intelligence Agency in the management and directioh
Tneligence Oversight program. -

e

We seek to ensure DoD intelligence, counterintelligencs, and intelligence-related o
well as all intelligenee anlivities performed by non-intetligence units, conduct (he
accordance with {ederal law, Exeoutive Order 12333, Presidential directives, and D
regulations, and policies. We place spacial emphasis on the protection of info
pexsans. Our second arca of emphasi is on cnsuring improper activity by intelliges
identifed, ceported, investigated, and then sction taken 1o keep it from happening

- Each quarier we prepare the Defease Deparimnen)'s Entelligence Oversight Repor
describes any significent Defense Intelligence Oversight issuss (hat warmumt the
Secretary and Depaty Secretary of Defense and the Fresideat's Forsign Entellipe
Ta prepare it, we receive each quarter the ruports of the Joint Siaff, the Combata

Geneval Counsel and the ATSINI0) and then approved by the Deputy Secretary

Quarterly Intelligence Oversight Report is then provided to the Intelligence Overfig

Presideat’ s Foreign Intslligence Advisory Board.

Personnel in my office also conduct intelligence oversight inspectiong of Dol infefiigence activities
worldwids to cosure thet Dol> intelligeqce acdvities ars conducted in accordance] W

order, DoD regulation end policy, We are assisted jn this inspection process by
of the combatart commands, the military services, and the Defenss intelligence aj

I would fiks to describe how the process works regarding the collection of United
infurmation by DoD intelligenice components. :

First, no one in Dol} inteHigence has a migsion 1o collect tnformation on United $14

we have are mistions such as Toreign intelligence, counterintelligencs, count
intelligence, and the like. e :

In the course of performing our missjon, we nin across or find information that id
States persona. That is whed the rules in the DaD Regulation, DoD) §240.1-R, kic:
information is necessary 1o the conduct of the migsion such as I just described, fo
counterteryoriam, and if it falls within ane of the 13 categories prescribed by the §
12333 and NoD ragalation, thew the intelligence component can éollect the infosn
categorics ars:

1. Infarmation obtained wilh consenl

2. Publicly availablc information.
3. Foreign intelligence,

hitpe//judiciary. senate, gov/print_testimony cIm?id=]16068:wit_id=4671
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4. Counterint=lligence.

3. Polential sources of assistance to intelligence activilies.
G. Pretection of intelligence sources and methods.

7. Physical sccurity. [with e foreign nexus/connection]

&. Personnc security.

9. Communications security.

10. Narcotics. [intemnations] natcotics activity)

Page 3of 3

L1. ‘Threats 1o safety, [with a foreign nexusiconnection ~ such as international lefrgrist organizations]

12. Overhead reconnalssance,
13. Administrative purposes. [raining records - a narrowly drawa category)

If the intelligence companen! ia unsure if the information they have ¢btained is p

keep, the Intelligence Oversight rules allow them to temporarily retain the inforna

solely Lo delermine whether it may bo permaznently retained,

Thus it is possible for DeD intelligence components 1o have infonmation on Unin#d

their holdings.

1

Finally, if an intelligence coraponent is in receipt of information that pertaine to
DoD components or apeacics outside DoD, such s the FBL, the intelligence

or deliver the information to them for their independent daterwnination whether it
retained, or disseminated in accordance with their governing palicy.

Thank ya‘:.

htep:/fjudiclary. senate.gov/print_testimony.clm?id=16068&wit_id=4671
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ABSISTANT TO THE.SECRETVARY OF DEFENSE
7200 DEFENSE PENTAGON
WASHINGTON, b& 20301-7200

A 30 1

Chairman, Intelligence Oversight Board
New Executive Office Bujlding, Room 5020
Washington, DC 20500

Dear Nr. Chairman: ‘
The Department of Defiense Intelligence Oversight Report for the p
January-March 2006 is attuched. There were no significant fntellig

Oversight issues warranting TOB altention fot this period and no si
Intelligence Overgight violations.

Draniel ﬁ.ﬂ'ﬂﬁo % R. Du; r.
Principa) Deputy General Counsel Acling ATSD(O}

Abttachment afs
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Department of Nefense Intelligence Oversight Report

Janwary-March 2006

{U) DoD Lreneral Connzel Activity

(L)1)

(L) On-Going Luvestigations by DoD Inisligence Components

Int Lgenoe Oversight (I0) investigations, incidents and activitics that have
to this office for this reporting pericd. Notable among these reporis are the

e
(U) NSA Activities @O L '35

. Tha Office of the ATSDXIO) continnes to moniter a mmber of ba-gning
%
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o)1) i
{BAPIBNEC 758
(GIBFSOLEC 403
(2P 636

Other Activitics

®){3)50UBC 403
(b){3)-P.3. B6-36

«ANDIA

E{BWE e - R :

i

i

i

{

' H
| ‘
’ |

£ ] H
OIG reposted that that 2 member of tae )1} E
ave eagaged in questionsble ints{ligence activitics consisting of viza fraud|and bubery - -
white serving in his capacity ag;(P)(1).(0)(3):10 USC §424 i
The Department of Stato and the Artiy Crimine] Tavestigatios Lo Er
investigating this matter and have coordineted with the VLS. Attomey’s Ofijop, which hay
actepted prosecutorial responsibility.

i _é_rgyz. Activiljes

-{1N Maiireatmment of 8 Forcign Detaines by Mili nicligence Personng
Afghanistan (DAIG 06-013) The Office of the Army General Counsel pro

IG (SAIG-{0) with a repart af ar on-going CII investigation into allegatio
Mititry Intelligence (M) pessonnel, assigned to Alphia Company, 519 M1 ¥
Baghram Collection Point, Afghanisian, comunitted aots of “agsault”’ end "ty
of a person in US custody.” Tn sddition, the Officer-in-Charge for the Callgclion Point iy
being investigatod for “malycatment of & pesson in US custody, felse officil ptaterment,

md conspiracy.” The Noncommissioned Officer-in-Chacge for ths Collectior
being iwvestigated for “dereliction of duty and conspiracy.” The victim waj 3
pations]l who died from blunt force trauma.

A
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{U) Improper Colle on and Disseminatipn of U.S. Person Informalion MI Personnel
(DAIG 056-019) US Army Intelligence and Sseurity Command rep amda qugsty
intelligence activity invelving intelligence analysts assigned mu»soz“ J Group
(MIG). The questionable intalligence activities concemed an article ia the Wh

Joumal (W3 newspaper on the colicctlan and dammat:ou of informatiog qoncerning
participants ina 19 Mmh 2005 anti-war protest in Akron, Oiio, The WSlaicle aﬂeged
that anklysts in the 902™ had, for weeks prios to the demonstation, downlopded
information From the eetivigt Web site, intercapting emaily aid cros-refereeing this
information in police datahases. The article also slleged that the 902 MI(] grovided a
two page alert 10 the Aleon Police Depariment and that the Akron protest wad one of

seven others monitored by the Army that month that tumed ont to be AODVES Finally,
the WSI report stated thai IM%T"WGproduudmponsou seven other pro estsand
used “dats-analysis techniques t Jock for signs of hidden coonfination betwepu the.
protests.” BNSOOM is conducting an ipvestigation into the allegations. !

{U) [mproper Collection and Dissemination of US Perton Information b Personne]
(DAIG 06012} On 2 March 2006, during a SATG-]O inspection of the Readuarters, US
Axmy Porcss Novthern Command (ARNORTH) (5* US Asuy}, Fert Sam

Texss, inspoctors distovered US person force protsction information in a G ARNORTIH
intedligence briefing. The briefing, which was presented by the G2 to the ]
ARNORTH on 2} February 2006, contaized identities of US persons, includijg & white

Supremacist

the FBI was cited as the source. The group and dheir planned setivities did dof involve a
foreign nexns. G2 attributzd the vinlation to ARNORTF s imnadure and the
staff's vaguo missions and functiona. SAX}JO is coardinuting with the Inspettor
qudmmemwdmmammwactwnamm

group, and their planned domestic acdvites. Ao intelligence § ar)* from

Updates of Previousty Rggorted Tocidents

(bX(1)

013} (n Junnary 2004, the SAIG-10 reposted omlleganom that 1 MI Cap
Mauntain Division, and an individus) essumed to be a US Army Contractor,
prisoner M a dwmtion Eacitity in Shkig, Afghenistan. CID investigated the ol
determincd the attegations of assuult and meltrcatment of the prisoncr were
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(DAIG omn G 17 October 2003, INSCOM reported Te ansuemhle
Activity of multiple M1 officers. Aflepedly, an 11 Oclober 2005, officials if

eraployes’s foreign nations! relatives living in Bgypt. Becawe G2 off'wcrs -

the databags cheoks were conducted ai the direction of senior officials, (he
veferred (o SAIG-Investigations (SAIG-IN). SAIG-IN concluded that the 2
legitimute access to persoand! security records am!hasﬂlemnhumy ©Q g

revoke secwrily clemances. Additionally, INSCOM has a lowfal mission 10

information and mainaln databases on foreign threals  Therefore, the inf:
concerning the employee and ber forelgn relatives were appropriately colle

the employee hed no ties to tzmrorist). The case was closed without further 3
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 DEFENSE PENTAGON
WASHINGTDN, DG 20301-7200

Chiivman, Intelligence Oversight Board
Now Bxecutive Office Building, Room 5020
Washington, DC 20500

Daar My, Chairman:

The Department of Defease Intelligencs Oversighn Report for the peridd|Aprils

June 2006 is attached. The repart containg summarics of questionable i
activities and [ntelligence Oversight issusy that were reported 1o ihe Of
Asgistant to the Secretary of Defense (Totelligence Oversight) this qua#

& e

Principal Deputy Genaml Counsel

Atdachhent afa

THIS PAGE IS UNCLASSIFIED UPON REMOVAL OF AﬂAcmmmﬁNn

PHYSICAL REMOVAL CF CQDE_WORDS_ AND CAVEATS
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W
Department of Defcase Intelligence Oversight Report
Agpril - Yane 2006

(U) ATSDAO) Activities

-(U} During the quarter, the office of the ATSI10) conducted Tntelligente|Oversight
(10} iuspections and staff assistance visits at DoD intelligence unily and ofganizations at
Guantanamo Cubs, Soto Cano and Tegucigalpa, Honduras, Sarajeva, Bospig-

Herzegovina, Pristing, Kosovo, Camp Hondsteel, Kosovo, Ankara, Turkey, bzmit AB,
Turkey, Incirlik AB, Tu:kcyandﬂle‘(bliii) 10 USC §424 |

(b}(3).10 USC §424 ! All inspected units and orpanizsfions had
“satisfictory 1O programs and their permnnal demonstrated & knowledge and awareness of
1O policy and proccdures.
(U) Dol Geueral Counsel Activity
(o)1)
e DaoD Inteiligence Components have reported to thae ATSDXIO) ¢nja pambes of
ligence Oversight investigations, incidents and activities for this re: ilg peried.
Notable ameng these repents are the following:
(U) NSA Activittes
A b e ¥ :
. - e TR i
T — 1
I : o 7 -F8i(1) ’
| - :»’migﬁ‘étig o
L 7 BIePL, ae—sf
" i !
-~ o ;
L
Classified By: Muliipls Sowees N o f '
Declassify On: 20291123 .
%{3‘}4’&. 8638 N
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Other vilias
” <1}
A,
/
;
(U) DIA Actlvities

Office gontinues to provide IO

=) The DIA. Insnector (General’s Office continues
i{b}(2),(b](3):10 USC §424 ms quma]{b)(?Lfb} Mvd O tradsi
deployments, Iln adGhian at.attamay. fram i“lﬂﬁﬁ{&fﬁw of General

instruction onl’ .

% frior to their
uhsel, provided

[:)"(ﬁ'}w(ﬁ}_"":

YN, SR oY

(b}2)

(bX2} T
(U} Update of Previously Report Questionsble Intelligence Activities

M i®()

b

Unauthorized Pasticipation jpa’
(DIA/OIQ Memo $-0235/1GY: DIA/OIG conducted an IO investigation 1

fesponse o an

aliegation of a questionable mtelhﬂmacll\uw_fm invelving participption of DIA

and US Army pmxmclma'( L)1) 1 The
investigation report (S-06-0230/1G) concluded that DIA personnel, durink the pesiod
,(&cmm 2004 through Apei] 2005, had perticipated in an wizuthorized )1
;(b)(f) e S IS
“tegulations. THe réport alis foukd tHhat 1he astivity, (0X(1) |
wes not decurnetited by a[(b)X1) nor wag it 10a
counterintelligence review, In eddition, the report conc that personpel from the US
Army Intelligence and Scourity Command (INSCOM) had participated ij the activity
wilhout proper coordination. Tha rcpo:t wmkldzd that revelation of thelprogram could

/ﬂ ‘ EFF 43
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have “severely exacerbated international tensiars with®0 " Tang FM "

political embarrassment with an(bKﬂ Jallies.” “The Teport 1uade seyeral
recommendations to include a revisw of frainizg and a clarification of au cj-nt:es and

requirements. The Army Inspeetor General (SALG-10) canducled its ewnligvestigation
into the participation of INSCOM pzrsonael,

(U} Army Activities

(U) The Anny reported 15 new questionable mtellugem:e aolivities for thisgparter.
Notable among them were:

~U) .
the G2, US Anny Eumpe (US&REUR) repom:d the Q!A of the Colmtcrin
Branch (CTB), G2-USAREUR, Heidelberg, GM. On 7 April 2006, the CTH
Cwrent Threst Report (CTR) containing the identities of numerous US Pefs:
possible ties to terrorist groups and/or state spansors of tesrorism, The CTR
dizssominated to raultiple USAREUR congumers, including the USAR

QlA was discoversd, the Intclhgmce Oversight Oﬂicer [100} trained the

Accordmto 827 Apﬁl 2006 Wall Street Joum&l (WSJ) arncle, "Pmtago :
Intelligence Effons Inside U.5. Booders,” intelligence analysts assigned t
Group (MIG), Fart Meade, MD, allegedly collected and disseminated infopgation
concerning participants i a 19 March 2005 anti-war protest in Akron, OH
specifically alleged that the M1G’s analysts downloaded information fromiagt
sites, intercepted ematls and czoss-referenced the infozmation with police g
MIQ allegedly reported the planned protest to the Akron police who, in

INSCOM d.cl:ldad W inciude thwo allagations a3 part of sn ongoing “speciz inspecllon
of the MIG's implenweniation and execation of the Threst and Local Obse

(TALON) pragram, which was initially reporied as DAIG-06-009. An update to DAIG-
06-009 is provided below.

—(U) Questionable Intellipence Activities of Individuals aevigned to the 14
Division in Irag (DAIG 06-022): On $ and 20 June 2006, SAIG-10 received numerous

allegations concerning members of the 1015t Airborne Division (101at Abh)| 4th Infantry
Division (4th D), and Operational Detachment-Alpha 336 (ODA-335). Sprie of the
allegations were non-FO related and they were referred 10 Assistance Divificn, US Army
Inspector General Agency (SAIG-AC), for action/resolution as apprapnatt However,

several other allegations (cutlined below) wete considered to be QLAS req
resolution in accordance with (JAW) AR 381-10. The QlAs were referred 14 the

At
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appropriate copmmands and SAIG-I0 continucs to oversee the progress of thy following
investipations, being conducted under the provisions of AR 15-6:

{1} (U} Six of the allegations received on 5 June 2006, i
infantry officer, sarving as s Company Commemder in the 1045t Abn, end hi
condueted unsuthorized source operations, coerced local nationals to servé &3 sources,
forced sources (0 falsiy sworn staternents to easurs convictions of alleged ipsurgents,
conducted vmanthorired and undocumenled detention operalions, and esealslied sources
and detainees under their control. The allegations were previously reparted fo the
officer’s Battalion Pxecutive Officer, bat he failed to taks aporopriate actiby to rsolve
them 1AW AR 381-10. Ca 9 June 2006, SAIG-I0 refemed thesc allegationy to the

(2} (U)On S June 2008, it was alleged that a Category-I1
1D, conductad interrogations withoul the presence of participation of a Mijith
Intelligence (MI) officer, The intspreter and an Iraqi Avmy Cfficer may he
conducted interrogalions without the presence of an MJ officer. ‘The unauibprized and
impropes intemmogations may have been done at the direction of the 82,
Squadron andior ths Squadron Commander, The allcgations were reportetl 10 the
Squadron §2, but he failed to tzke appropriate action to resolve thom IAW R 321-10.
On 9 June 2006, SAIG-O refesred these allegations to the IG, MNC-], fof rpsolution.

(3) {U) Also on 3 June 2006, it wag alleged that the Team Les
members of Tactical Humen Intelligencs Team 676 (THT), 1015t Abn, might bave
falstfied interrogation reporis concerving the specific intermegation technijuy
during intesrogation sessions. Specifically, it was alleged that they would
techniques (wearing red contact lenses snd elaiming to be possessed by Spu
reported using different teelmiques. The allegations were reported 1o the B¢
but he failed to take appropriate steps to resolve them JAW AR 381-10. O
SAIG-IO referred these allegations to the JG, MNC-] for resohstian,

O

Updates of Previonsly Reported Questionabls Intelligence Activities
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Ianuar)' 2006, INSCOM notified SAIG-IO that on & November 2004 a Cl Spec i Agent
(S/A) assigned to the $02d MIG, wltb duty at the Joint Tencmsm Task Fo :

Thc information was reported as a Threat and Lacal Cbservance Notice (T}
submitted through the 9024 MIG to the Counter Intelligence Field Activity
analysis end eniry in the Cornerstope database, The repart described the ga
* convene a meeting titled “Countering Military Retruitment, the Draft and
The report also described the group’s plan to “bold a workshop and planning
dxscuss countering US Military recruiting in High Schoals, as well as cifoyes

updated TALON report describing the group’s plens ta set up "tables atlh $
order to petform “surveillance® on Military recruiters while on campus.™

a“US Domestic Protest Group.” However, whean reporting the address o
meeting venue, the S/A included the name of the meeting facility, which
nume of the group.

{1) (1) Uml recently, the 9024 MIG maintaitied o databgsa
soroc of the TALON reports submitted by their S/As. The 902d MIG condg
S/A’s reporting was not a violation of AR 38110, and his colléction uctiv

base an a 2 May 2003, Deputy Secretary of Defense memorandum, Subjedt: {C:
Reporting, and Analysis of Terrorist Threats to DoD Within the United Stiids; and & 10
December 2004 Office of the Vice Chief Of Siaff memerandun, Subject: §
Implementation Jnidance for TALON Suspicious Incident Reporting.

(2) (U On 5 January 2006, the INSCOM Commanding (e
the INSCOM Inspector General 1o conduct a special inspection of the TA
system in INSCOM, with the following focus: (a) evaluate the srengths af
the existing system; (b) pravide s detailed assessment of 902d MIG's comp
TALON regulations, policies and procedures; {c) detenmine conflicts or vii
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concerming the reporting, analysis, retention, and dissemination of TALON informarion;
and (d) assess the policies and procedures for submitting TALON reports flifectly to
CIFA without an intermediate teview process by the chain of command.

{(3) (U) On 30 March 2006, the Deputy Secselary of Defehs:
{DEPSECDEF) established an unclassified interim policy memorandum cpaccming the
TALON Reporting System, Subject: Threats to the Depantment of Defenss ([DoD). I the
memoranduomn, the DEPEECDRF confinned the reporting system should ofly be used 1o
report information reganding possible intemationsl tesrorism activities and e
information should ke retained in sccordance with DDaD 5240.1-R, Activitlos of Dol
Totelligence Components that Affect US Persons, Decerber 1982, SAIGHQ) will
maintain this case ag open until the Deputy Chief of SF-G2 publishes thei
implementing guidance and INSCOM publishes its special inspecticn resgits and
corractive actions (s epproprisic), The QIA described in DAIG 06-019 i aso being
reviewed as part of the INSCOM special inspection.

—~(U) Alleged Detaines Abuse, Bagram Detention Facility (DAIG-04-008% In Deceraber
2003, Criminal Investigation Command Division (CID) reported 8 QIA mpolving
milisary inelligence (MI) interrogatore agsigned to A Company, 519th MI|Bpitation,
Bagram Detention Pacility (BDF), Afghanistan; and suppatting Military Pplice (MP)
assigned to 377th Military Police Company, US Army Reserve, BDF. Allpgedly, in
Decamber 2002, a mumber of M1 and MP soldiers assaulted and mistreated detainzes,
sesulting in the death of oue detainee. CID conducted & criminal invesfigalign into the
atter and coneluded that the subjects assaulted and mistreated the detainde | ond that the
detainee died whilc in BDF castody. The medical examiner classified the ddath asa
bomicide and the cguse of death a3 blant force rmuma. However, the suppiofting Sttt
Judgr Advocate (STAQ) opined that there wes insufficient probable cause folbold anyone
criminally responsible for the death of the deteinee. As a result of the S1A[G|opinion,
nnerous soldiers were titled with various offenses, including making false pificial
sﬁlments, dereliction of duty, and assanlt xnd battery. The resulting penglt{es arc as
loml ’

(1) (1)) These was msufficient cause to punish the Qfficet -Charge of
the BDF interrogators.

{23 (U) The NCOIC of the BDF iitarrogators has separatefl ftom servies.
A3 a resull, the case was referred bo the Department of Justice for their action,

(3} (U) One M1 Soldier is corrently pending Court-Martia) proceedings
for dereliction of duty and assault consummated by battery.

@) (U) Ome MP was convicied a1 a General Court-Martia) fpr
aggravaied agsault, maltreatment, maiming, and false statement. He was :Lquinad of
threc assanll churges and was reduced to E.
{3) (1) Three MPg were acquitted.
7
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(6) (U) Four MPs roertved lesters of reprimansd.

(7 (U) One MP pled guilty 2t a Special Court-Martial to pssa
falsc officiul siatement. The Soldier was reduced to E, forfcited of 2/3 pa
months, and waa confined for four months.

{8) (1) Onc MP pled puilty at a Speciol Court-Martial to ps
consummated by battery and dereliction of duty. The Soldier was reduced
for 75 days, and sentenced to be discharged from service with & Bed Condhic

in 18 custody, died while being interrogated by MI pemonnel. The CID it
identified thvee M1 and five mon-MI personnel a5 subjects. in the investigs
alleged abusive acis were dircctly related to 2n intelligence fimetion (intelfige
intexzogation), and therefore reportable under the provisions of Procedure § 4, AR 381-10.
Punishments against the charged M1 and MP personnel are as follows:

(1) (U)y A M] warrant officer was convicted at a General
of negligent homicide and negligent dereliction of duty. He was sentenced 1 four
monils conlinement, restriction for 60 days, and forfeiture of $1 500 for fous

(2} (U) A MI warrant officer recelved an Article 15, UC

(3) () On= M Senior NCO received s letter of reprime

(4 {U) Punishinest undes Article 15, UCMJ, s pending ggpinst one
no-MI Soldier,

(5) {U} No action was laken against one non-MI warrant pificer, rwo
non-MI NCOs, and one non-MI civilien.

7) 2 ! 3
INSCOM repmad 1.hat a anmt Ofﬁoer assigmd fo the 287h Ml Ballalipy allegedly
kicked a detainge during pre-screening activities at Camnp Sykes (Tall Afaf),/Irag.
Concems of combat relaled stress were expressed by the Wareant Qfficar’s qgommand.
Repostedly, the Warmnt Oflicer wag placed on adminjstrative duties and wol
retwrs: to fnterrogation” duties with his team. The Warrant Qfficer and higjtep

the SAIG-10 that the detainee abase allcpation was substantieted and theiz das
closed. CID's investigative results wers forwarded to the command For agri
command jssued the Warrant Officer a letter of yeprimand for his abusive pdtions.

AP i
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INTEL LWIENSE
VRYIGHT

ASSISTANT TO THE SECRETARY OF DEFENSE
7200 PEFENGE PENTAGON
WASHINGTON, be 20301-7200

Chairmim, Intelligence Qversight Board
New Bxecutive Office Building, Room 5020
Washington, DC 20500

Dear Mt. Chairman:

The Department of Defense Intelligeoes Qvarsight Report fm:‘% er

Jenuary-March 2006 is attached. There were no significant In

iod
Ei"”
Oversight issues warmanting 10B attention for this penod and no/significant

Inteiligence Oversight viclations.

Danie! J. Dell'Orto William R. Dugan, Jr.
Principal Deputy General Counsel Acting ATSTXID)

Attachment a/s

THIS PAGE IS UNCLASSIFIED UPON REMOVAL OF ATTACHMENTS AND

PHYSICAL REMOVAL OF CODEWORDS AND CAVEATS
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Depariment of Defeose Intellipence Oversight Repor]
Janvary-March 2006

() DoD General Counsel Activisy

o)1)

{U) On-Going [uvesiizations by DoD Intellizance Componenta
bflon-going

. The Office of the ATSIXIO) continuss to monitor a auwmber
Intelligence Qversight (1) investigetions, incidear and activities that hawe been reported
to this office for this reporting period. Notable among these reparts ars thet following:

it ﬂh}%ﬁ
(U)NSA Activities /e o608
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Other Activitlex

(HDIA

) me e s e e o et e N
o

WOIGmpomd that thatamemberaftne X 4 may
ave engaged in questionble intelifgenoe aotivifies consisting 61 visa Fraldland bribery,

while seeving in his capasity as/(D)(1).b)(3): 10 USC §424 b
The Departmeal of State and the Afmy Criminal Investigation Command (TID) are
investigating this matter and have coordinated with the U.S. Attorney”s Office, which has
accepted prasecutgrial responsibility.
(U) Army Activities
~(U) Malweatment of a Foreign Detaince by Military Itelligence Persontel, Ba

banistan MAIG 06-013) The Office of the Army Geners! Counsel prpvided Army
1G (SAIG-1O} with a repott on an on-going CID investigations ints allegatiqns that four

Military Inielligence (M1) persunnel, sssigned 10 Alpha Company, 519 N1l Battalion,
Baghram Collection Point, Afghanistan, committed acls of “essanlt” and frdaltreatment
of a person in US custody.” In addition, the Offieer-in-Charge for the Collerti
being investigated for “maltreatment of a person in US cuslody, false offi¢i
arx eonspiracy.” The Noncommissioned Officer-in-Charge for the Colledtion Paint, is
being investigated for “dereliction of duty and conspiracy.” The victim
national who died from blunt force Iragna.
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(U} Improper Collection and Dissemination of U.S. Person Information i
(DAIG 06-019) US Arny latelligence and Security Command reported b
intelligence activity involving imtelligence analysts assigned to the 902™
(MIG). The questionable intelligence activitics concerned an article in the

p&tht:tpﬁmtx nal9 Mamh 2005 anmti-wer protest in Akmon, Ohio. Tha WE
that analysts in the 902™ hed, for weeks prior to the desonstration, downig
information from the activist Web site, intercepfing emails and cross-refdrd

MI Personnel
uestionable
MI Group

Wall Street

n conceming

information in police databases. The article also alleged that the 502" MIQ provided a

two page alerd to the Akron Police Department and (hal the Akgon protes
seven others monitared by the ndytlmtmomhtbatmmdouuobeno
the WS.lrepurtsmed thntthem

Army Forces Nocthern Comrmnand {ARNORT[-I) {5% US Army), Fort Sa
Texas, inspectors discovered US person force protectlon information in 2

the FBI was cited es the source. ‘The group and their planned activities did
foreign nexus. G2 attributed the violation to ARNORTH'S immature st

stafl"s vague missions and finctions. SAIG-IO is coordinating with the Ing

General and the G2 to determine what corrective actions wese taken,

Updates of Previonsly Ranorted Incidents

MIG produced reports on seven other

ey

~(U) Allegation of Detainge Abuse by Ml Personnel in Shkin, Afghanis
013): In January 2004, the SAIG-IO repotted on allegations that ¢ MI C
Mountain INivision, and an individual essamed to be & US Army Contr

prisoner ai a detention facility in Shkin, Afghanistan. CID mvesilgucd e
determined the ellegations of assault and maltreatment of the prisoner w

A

{DAIG 03-
i, 10

i

, abused o
eaxc and
unfounded,
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~(U} Database Checks on the Foreign National Relatives of an Aoy G B
{DAIG 06-001}: On 17 October 2005, INSCOM reported the Questonaplt ntelljgence
Activity of myltiple MI officers. Ailegedly, on 11 October 2008, officialsfin Army G2
requested INSCOM G2 conduct “database ¢hecks™ on an Army G2 US e
cmployee’s foreign national velatives Living in Epypt. Becmuse G2 officdrd i
the database checks were conducted et the dircction of wenior officials,
referred to SAIG-Investigations {SAIG-IN). SAIG-IN concluded that thé 2
legitimate access to personne! security records and has the awthority to gyap
revoke scourity clearances. Additionally, INSCOM has & lswful missionte collect
information and maintain databases on foreign threats. Therefors, the infotmation
conctming the employee and hor foreign relatives were appropriately colle

the cployee had no ties 1o terrorist). ‘The case was closed without .
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OVENAICKT

I et

7200 DEFENSE PENTAGON
WASHINGTON, O 20301-7200

WR 30

Chairman, Intelligence Oversight Board

. New Bxecutive Office Building, Room 5020

Washington, DC 20500
Dear Mr. Chasnoan:

The Department of Defense [ntelligence Oversight Report for the per
September 2006 is attached. The report contains summaries of qﬂ;ﬁ

intelligence activities and lutelligence Oversight issucs thai were r
Qffice of the Assistant to the Secretary of Defense (Intelligence O

ﬂww

Daviel J. Dell*Orto
Principal Deputy General Counsel

Attachnent a/s

THIS PAGE 1S UNCLASSIFIED UPON REMOVAL OF ATTACHMENT1
PIIYSICAL REMOVAL OF CODEWORDS AND CAVEATS
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Gl St
Department of Defense Intclligence Oversight Rego

- Julp-September 2006

(U} ATSDHIO) Activities

—(U) During the quorter, the Office of the ATST(IO) condusted lnlelh'gH
(I10) inspections and siaff assistance visits at Do) intellizence noits andio .

frica and|{p}(3):10 USC §424

e Oversight

nm
1
i

Afghenistan, and the 1o of A

{LA3LTQ | IAlL inspected units and organizitions had satisfactory 10 pmﬂns and thsis
personnel demonstrated a knowledge and awareness of 10 policy and prodedures.
(U) oD General Cowmsal Aetivity
(o)1}
(U}N Reporting From DoD Iutelligence Compenents
—(FOU0) Dob Intelligence Components have reported to the ATSDO) dn & number of
Irneltigence Oversight activities, investigations, and incidents for this refofting period,
Notable among these reports are the following; r~"""ib§;;_53 o
Sy e 18 Usci
(U) NSA Activities / DL L BorPL
A O PR 2 ety | ’
; o . ]
‘_fi_l_.w" o F_‘,,.--'""'"J‘:"-l:_ : I
v T R :
] . ) . e —I’ "‘.I
T f
,Zf:‘;?{b;{a} b1, 4630
Classiﬂgd By: Multiple Sources E';%%é%.m 8538
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1 NSANG Inspection
®m
90| e
() DIA Activities
=) The DIA Insoector General’s Office continues to provide 10 trainitlg mlf@é@ﬂﬂ .
[EX2).XT0USC 8424 by quareey ©)215) _ roceived 10 trainink prioe i Heae
“Geployments, Tn 200it0n, an atmey from the DIA Office of mmm?d
instruction on|(b)(2) '
I2) J

oo — T e el

M— Questionable Tnvelligence Activities of Individuals Asgigned to the 10. M f d‘f
ivision in lraq (DAIG 06-022) UPDATE: As reported in the June —Sephen.~ U4f

Quarterly Report, the Army is currently investigating pumerous allegati
questionable mielligence activity (QIA) concerning members of the 101"
Divisicn. The on-going mvestigations have yielded evidence to support {
allegations: unauthorized source operations by non M soldiers and iat
[BX1).(eH2) _ L —
‘unthorized sources may have vsed thrests of torture to extradt canfessigns;
unauthorized use of captured squipment to support unauthorized source operations;
unauthorized detention, iaterrogation and prisongr transfer operations; #nd unauthorized .
fear-op approached during interrogations. The investigations ere on-going. i

~(U) Alleged Misuse of Intellipence Contingency Funds (DAJG-06-029)] On 23 March
20086, the Dol Inspeetor General (DoD/1G) received an anonymous corngflaint
conceming a Military Intelligence (MI} officer’s alieged misconduct in the petformance
of his inslligence duties while he was assigned 1o the US Amy Task Forte (TF) in

2
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Kosovo, On 15 June 20086, the DoD/IG referred the cass to the Assislan
Amuy Inspectar Geneyal Agency {SAIG-AC). On or sbout 17 7 uly 2006
the Intelligence Oversight Division (SAIG-10), SAIG-AC further referad

TF Inspector General for resolution. The salicet points of the Questionablé
Activity (QIA) sllegations und status of the investigation are pravided bldw:

Division, US
ftcr notifying

(V) An M1 officer assigned es the TF Counterintelligence Coo
Authority {TFCICA), Kosovo, was responsible for accountability of TF
conlingency funds (ICF). The officer allsgedly misused his position as s
and ICF custodian/agent to travel monthly 1o Headquarters, US Asmy Bisdpe
(USAREUR}, Heidelberg, Gennany, under the possible guiss of'reconci a p the ICF
. account with USAREUR. Acconting o the anonymious allegafion, the officer’s

supecvigor “finessed things™ to make sure the officer was able to spend tij in Geemany
with the officer’s wift. The supervisor would “cover” for the officer and shy the trips
were needed for “intelligence purposes.”
(2)(U) The complainant nlleged that on Tuegday, 7 February 2004, 1he officer
flew 1o Germany to couduct spproximeately four boars of business with e
USAREUR G2 staff. During his visit in Germany, the officer telephoned | .
Kasavo aod stated that his scheduled 9 February 20046 vetwm flight was ch 5!7 M.j_.

woutld not be able 15 return unti] Tuesday, 14 February 2006, The complh
Stated that according to USAREUR G3 Aviatiop Opetations, the ¢ Februl
was not cancelled and that there were mumerows other flights available prio
February 2006. Duting the pificer’s eight-day visit in Gereanny, the wifs vl_
bim, he remained on Temporary Duty (TDY) status and he subsequently EiL ...
reimbursements for travel expenses and pex diem. The complainam stated {hat @ similar
abuse ocowrred in March 2006.

seport their results o SAIG-AC and SAIG-I0, SAIG-AC wii] also providiela topy of the
nvestigative results to DODVIG, who reccived the original allegation anchymously.

~{U) Alleged Misuse of Intelli omtingency Funds, Kabul, Afizhandsthr (DAIG-06-
032): On 17 August 2006, the Intelligence Oversight Officer J00), ¢

(MIQ), Belgium, reported the following QIAs cancerning the activith
First Clag (SFC) and a Master Sergeant (MSQ), Counterintelligence
(8/Axs), assigned (o the Afghanistan Detachment {ADET), 650th MEG
Afghanistan,

(1)(U) On 12 July 2005, the SFC aBegedly used ICF {$300-5¢
AR-47 gsxault rific from an inlelligence source, The SFC allegedly faist
Teports to conceat the AK-47 purchase. The SKFC then lerminated contact
He then recommended no lurther attempts be made by ADET personne] u
source, presumably to conceg) the illicit wansaction.

(3(U) The TF command investigation continues and once comp%:, the TF will
b

3
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(2XU) On 2 Aungust 2005, the MSG allegedly used ICP ($600)
AK-47 ngsault rifle from an intelligence source, The MSG allegedly fi
reports to disguise the AK-47 acquisition as a “gift” from the source. MS3Q may
have concealed the unamthocized ICF expenditure by reporting {artificially) inflated
souree paymenty over the course of severe! meetings with the sowrce,

(3XV) Both the SFC and MSG also allegedly conspired with a i
the AK-47 rifles back to thely home station (Belgium} via US military aj
locations of the AK-47 rifles are unknewn.

person to ship
aft. The

(4XV) The Commandes, 650th MIG, reporied the matter 10 the Jacgl office of the
US Army Criminal Investigations Division (CID) and a criminal investige

The [00 reported that the criminal investigation has been completed and th
will incorporate the CID findings in the command's final report.

(U) Update of Previously Reported Qaestipnable IntclRgence Activi

«(U) Investipstion of Allegations of Intsl)jgence Misconduct in Irag
May 2003, SAIG-10 leamed that SAIG-AC received information from
Crimina! Investigative Service (DCIS) alleging misconduct of an Ml o
vnauthorized intclligence operations while assigned as the G2, st Armo
Iraq. ‘The officer was ulleged to have conducted improper intelligence co
oparations. He is further alicged to have disobeyed direct onders of genete
failing to tenminate contact with informants and failing to register infornjants. Lastdy, the
officer aflegedly mads & falsc official statément whea he told a general officet that he had
registered all of his Human Intelligence (HUMINT) sources whea he knd
statement was false,

ha|Defensa

¢t performing
g Division in

suggesting the officer believed he bad tacit approval by officials position

superiors. Regarding the unauthorized conduct of source operations, TR §
the issue by suggesting he did nol have sufficient guidence from higher g
apprapriately conduct intelligence activities. '

from the Commanding Genwral, Combined Arms Center, and a verbal rep
Commanding General, USAICS.
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ASSIFIANT TO THE OF DEFENSE
7200 DEFENSE PENTAGCN

WASHINGTON, DC 20301-7200

DEC 7 X0

MEMORANDUM FOR THE RECORD

SUBJFECT: Quarterly Intefligence Oversight Reports Submittod by
Intelligenct Components and §gmmary of ATSD{10) Inspections f¢r the Quarter
July - September 2006 {4

W This memorandum contains, as attachments, the Ia
Oversight reports of the Defense Intelligence Agency (DIA), Watioy

Nationsl Reconnaissance Office (NRO), National Geospatial-Intelli
(NGA), the DoD Inspector General (IG), and ke Defense Threat R
Agency (DTRA). -Included under Teb A, is a list of Dol) Intelligen
visited by the Office of the Assistant to the Secretary of Defense (1
Qversight), during compliance inspections or staffassistance visits,
sumamary of those visits.

; The reponts of the DIA (TAB B), NSA (TAB C),
D), NKQ (TAB E), DTRA (TAB F), NGA (TAB G}, Joint Staff (T
Army (TAB 1), 11.S. Air Force {TAB J), and the Navy (TAR K) are prjclosed.

Acting ATSD(¥

Unclassified Upon Removal of Attochusents and Physical Reraovat of Codewords and Qavieats
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ASSISTANT TC THE SECRETARY OF DEFENSE
7200 OEFENSE PENTAGON
WABHINGTON, DT 20301.7200
MTCLLIGENGE
CVEAYIGHT '

. AP p3 208
Chsirmae, Intelligence Oversight Boatd '
New Executive Office Buiiding, Room 5020
Washisgton, DC 20500
Decar Mr. Chaitman;
The Depattment of Defense [ntelligence Qversight Report for the period (etober-
December 2007 is attached (TAB 1). The report consists of the [ntellipinge Oversight !
reports of the Defense [ntelligence Agency (DIA), Nationat Security Agetey (NSA), 1
Maticnal Recomnaissance Office (NRQ), National Geospetial-Intefligende Agency
(NGA), DoD Inspecior General (I13), Defonse Threat Reduction Agency (DTRA), Joint
Staff (includes Combatant Commands), military services, and the Countenntefligence :
Field Acuvﬁy (CIFA).
Also mcluded with the Report for this quarter is a copy of the Congn:'ss Notification ;
memorandum of the facts surounding the handling of the DIA interrogetipn recordings
of Ali Salch Kahlah Al-Mami (TAB 2). The ATSD{IO) provided a copy qf this
notification 1o the General Counsel, President’s Foreign Intelligence Adyi Board on
February |, 2008. The ATSD{IQ) wdl contizus to wonitor the suicome| of the on-going
mvurttgat:on into this matter.
Daniel ). Eg
Acting'General Counse!
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INTELLIGENGE
AVERSIIHT
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ASSISTANT TO THE SECRETARY OF DEFENSYH
7200 DEFENSE PENTAGON
WASHINGTON, OC 20301-7200

. OEC
Cheintnan, Intelligence Ovetsight Board

New Executive Dffice Building, Room 5020

Washington, DC 20500

Dear Mr. Chairman:

{U) The Department of Defense Intelligence Oversight Report for the period
2007 is attached. The report consists of the Intclligence Oversight reports of
Intelligence Agency (DIA), National Security Agency (NSA), National Reco
(NRO), National Geospatinl-Intelligence Agency (NGA), DoD Inspecior G
Threat Reduction Agency (DTRA), Joint Staff (includes Combatant Comm

services, and the Counterintelligenee Field Activity (CIFA). In addition, we
update to DAIG investigation 07-018 which we first reported to you an April 3, 2007 and
subsequently updated on September 28, 2007, .

: i Previously Rep
.Cn ﬁpﬂl 23, 2007, wc first reported to

! Ay

uly-September

e Defense
rajssance Office
i (IG) Defense

the IOB

information concerning an unauthorized(b)(1)

gainsta U .8,

Person that occurred in Mosul, Trag, on March 23, 2007, it suppor! of the F&IIra Burcau of
Tnvestigation (FBI). In addition to FBI pcrsanncl U.8, Anny personnel may Bave been involved

in the incident,

(U} The matter of the Army’s involvement has been referred 1o the Ammy (G f
We have been advised that the investigation, which is being conducted by Arm
Irag, is nearing completion. After the investigalive report is prepared and app|
forwarded through Army channels to this office. The attached memorandun 1
dated Novcmbe.r 9, 2007, provides an update on the status of the investigation

Damel}f Dell’Crto W!lhnm Dugan a

Principal Bepury General Counscl Acting ATSD{IO]

Attachinent a’s

(b)(1)

br investigation.
1y personnel in
toved 1t will be
rotn the DAIG,

(bXT)
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SAIG-10 {20-10) 9 November 2007

. MEMORANDUM FOR ASSISTANT TO THE SECRETARY OF DEFENSE(~
{NTELLIGENCE QOVERSK5HT)

SUBJECT: Updae to Raferral of Intelligenca Ovetslght Incident for Investigation (DAIG-
018} {U)

1. (U} References; (b)“) [Memoremdum, ATSD {10} Subject: Refpral of
Inteiigence Ovaralp oF Investigation ), 18 Apri 2007,

2, [UM This rasponds to tha ATSD-I0' referenced request 1o Inva igate a
raportcett Inteligence Oversight incident involving elemants of Multl-hatinngl Division North
{25% 1) while supporting the Faderal Bureay of |nvestigation {F81) in and ground Mosul,

Iragy in Fabruary 2007 .

3. (Ui mw-ﬂshonal Corps liaq, advised 1ntdllgence Oversight Division
(8Al , Army Inspector Genaral Agericy, that MND-N completed a cominander’s
anveﬂ:gaﬂon and confirmad that questionabla inteliganca activities did cocr = Le. the
collection of information on US poesons (USP) by inteEgsnce asabts stipprting MNO-N.

a. {W/EM® According to MND-N's nvestigation, en American ciiizen [DETAINEE),
gl 2l;,(’lh’grm: with Antl-lraql Forces {AIF) wes detainad by Coalffor F {CF)n
" Febnyary

b. ﬂ)(?!) Kine evid
m&” mmamngig (g){g t?}(@)_(b}(?)(c)( 8)
|

[(0)(2) (6)(6) B)T)c)E) |
MND.N eloments atiemptad to determira the clizznship Tf ths
v

G,
DETAINCE's father prier 10 employing CF cofleclion capabilifes, ecconding(to MND-N's
investigating officer.

incomied T (2 ()16 (oI e
[0)(2) (b}(e) (dXTXcxe) |

DEXEMESATEON IS PRUSIRITID ENCEPT

A5 AUTHURIZER BY AX 203, ! -r-rtnou}rr[ngn cm.\ambu
S oA SaCoeuT: o
BNCLASSIFIED ff FOR ONLY

Aiadon EREY Racyckel Pape”
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i —
L |
. _UNGLABSIFIED # FO NLY
SAG-ID
SUBJECT: Update i Ralefral of Intefigence Ovarsight Incident for Invesiigation {DA!G- :
47018} (U)
g (1L MINDN was rapnrledy nnabla b obtaln any clarifying i ation fram
(b)2) """ lin tha imql Theater of Oncration thal krown by
om, and when, relative o (b)(?){e)
4 (W addHion to the fidings above, MND-N's investigation regort indluded
procailiral tetommendations Yo pusﬂvay document the cHizenship idemity of ndividualy
targeted for collection.
&, (¥ NOD-N'a eocperation with the FBI relatas to the broader, systemic Bsua af
Militsry intelligsnce cooperation with Civilian Law Enforcement (CLEA), dur 12, AR
331-10, L.e. ~ M!itary ntgllipance assistance to US civillan law t authorides ~
requiras Secretary of Defensa approval through the DCS G2 for Ml assistanca to CLEA.
Tha operational tempo In g and Afghanistan, ccupled with tha now routyse engagement
of tha FEBI with Ml In those (hosiers of oparatian, has tieated an environment that arguaes
for the delegation of approval for Ml assistancs 1 CLEA 10 the operaticnal commander
and & re-axgmination of inteligence shazing reguiaticns, poiicios and agrebmanty hatwesn
Ml and tha FBI {CLEA).
6. (UYPOC isMr, PeterFisher (703)592-0716. , |
| i
Chief, inteligenca
Oversight Divisfon
CF:
,Des G2
W 0GC
2
UNCLASSIFIED :Wm.v
EFF- 12
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HTELLIGENCE
OYERBIGMT

7200 DEFENSE PENTAGCN
WASHINGTON, 0C 20301-7200

JUL
Chairman, Intelligence Oversight Board
New Exccutive Office Building, Room 5020
Washington, DC 20500
Pear Mr, Chairman:

The Department of Defense Intelligence Oversight Report for the peric

ASSISTANT TO THE SECRETARY OF DEFENSE

;:I’.i m

d Fanuary-March

2007 is attached. The report consists of the Intelligence Oversight reporis of the Defense

Intelligence Agency (DIA), National Security Agency (NSA), Nationa
Office (NRQ), National Geospatial-Intelligence Agency (NGA), DoD
(1G), Defensc Threat Reduction Agency (DTRA), Joint Staff (includes
Commands), military services, and the Counterintelligence Field Actiy

DamelJZ] ’Orto %Dugan %

Prinicipal Deputy General Counsel Acting ATSD(IQ)

Attachment a/s

‘FHIS PAGE IS UNCLASSIFTED UPON REMOVAL OF ATFTACHMENTS AND
REMOVAL OF CODEWORDS AND CAYEATS

Reconnaissance
nspector Gencral
Combatant
ity (CIFA}.

PHYSICAL

Bl

&

EFF
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 DEFENSE PENTAGON
WASHINGTCON, DS 20301 -7200

INTELL® DnER
SVERQUSHE

. . . SEF 28 A7
Chairman, Intelligence Qversight Board

New Executive Office Building, Room 5020
Washington, DC 20500

Dear Mr. Chairman:

(U) The Department of Defense Intelligence Oversight Report for the period April-Junc
2007 is attached. The report consists of the Intelligence Oversight reports of the Defense
Intelligence Agency (DIA), National Security Agency (NSA}, National Reconnaissance
Office (NRQ), National Geospatial-Intelligence Agency (NGA), DoD Inspector General
(IG}, Defense Threat Reduction Agency (DTRAY), Joint Staff {inctudes Gombatant
Commands), military services, and the Counterintelligence Field Activity (CIFA).

Y1) Update on guestionable int_e_lligengg aetivit_;[ grevmuslx -eported to the

Ini g¢ Oversight Board
information concerping ap unauﬂ:lonze gainst
a U.S. Person that occurred in Mosul, Iraq, oo March 73 7, e Federal

Burean of Investigation (FBI). Accordmg (bX1} \ te assurances

from the FBI that the target was an Iraqi natiorss, proaused a U,S, passpprt upon capture.
In addition 1o FB1 personnel, U.S, Army personnel may have been invol
incident.

Y| The matter of the Amny's involvement has been referred id the Army IG fos
investigation, We have becn advised that the mvestlgalian which is being conducted by
Army personnel in Jraq, is neating completion. After the investigative t:
it will be forwarded through Army chanuels to this office.

X1)

X

(o)(1)

M—r (b)(1). 1

N EFF




be”

(b)(1)

XV \Finally, the ATSD(IO) has been in contact with investigatprs from the FBI
who dreTevicwing FB! actions in this matter. We have offerad to put them in coutact
with the Army investigators in Mosul, Traq, but the FBI investigators haye declined to do
so-al this time, We will update the IOB on this incident a3 further information becomes
avaiiable.

A D st .
%:-i;:ﬁ ell’Orto KZJM

Principal Deputy General Counsel Acting ATSD(]O)

[

Attachments a/s

ety (b)) 2

EFF
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ASSISTANT TO THE SECRETARY OF DEFENSE
7200 DEFENSE FENTAGON
WASHINGTON; DC 20301-7200

INTELLFGEMCE
OVEAFGHT

. X SE 28
Chairman, Intelligence Oversight Board

New Executive Office Building, Room 5020
Weshington, DC 20500

Dear Mr. Chairman:

(U) The Department of Defense Intelligence Oversight Report for the period April-June
2007 1s attached. The report consists of the Intelligence Oversight repots of the Defense

M i intellipe i i :ported to the
nielligefice Dversight Beard (10OB). On A xe retorie, :
information concerning an unauthorized (PX(1) against

a U.S, Person that occurred in Mosul, [+dq, on ZU07, 10 suppapt of the Federal
Bureau of Investigation (FBI), According tof(b}(1) he target, dedpite nssurances
from the FBI that the target was an Iraqi natiozar, 2d 8 U.S, passport upon caplure.
In addition to FBI persormel, U.S. Atmy ]Jersonnet may have been involyed in the
incideat,

_ - e matter of the Army's involvement has been referred tg the Army IG for
InveSTZalon, We have been advised that the investigation, which is beihg conducted by
Army personnel in Iraq, is nearing completion. Afler the investigative report is prepared
it will be forwarded through Army channe!s 1o this office.

K1)

b)1)

pree . R |
ﬁ ' EFF




TgRwettt{510)

Finally, the ATSD{IO} has been in contact with investigators from the FBI
who are reviewing FBI actions in this matter. 'We haye offered to pul tHem in contact
with the Army investigators in Mosul, Irag, but the FBI investigators haye declined to de
$0 at this time. We will update the IOB on this incident as further infonation becomes
available,

QctQ st oy

Daniel J. Dell'Orto William Dugan
Principal Deputy Gencral Counsel Acting ATSD(10)
Attachments a/s

gt O | >

EFF
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5-00561G

To:

Subject:

References:

(U) As required by references above, the Quarterly Intelligence Oversight Repor
Intelligence Agency for the period t Seplember through 31 December 2001 is en
further information is required, please contact the Ofﬁce of the General Counsel

(b)(2).(b)(3): “ler the Office of the Inspector General aq‘ e f“‘ L '
10 USC 424 B T(O)2)(b)(E):10
Wm
1 enclosure Thomas R. Wilson
Quarterly Intelligence Qversight Vice Admiral, U.S. Navy
Beport, 1 Sep through 31 Dec 01 Director
=N | oy

REGRADED UNCLASSIFIED WHEN SEPARATED
FROM CLASSIFIED ENCLOSURE

=SREREFHNOFORNET
DEFENSE INTELLIGENCE AGENCY

WASHENGTON, D.C. 20340-

25 February 2002

Assistant to the Secretary of Defense for
Intelligence Oversight

7200 Defense Pentagon

Washington, DC 20301-7200

(U) Quarterly Intelligence Oversight Report for the Period Ending 31 Degember 2001

a. {U) DoD Directive 5240.1, “DoD Intelligence Activities™

b. (U) DoD 5240.1-R, “Procedures Governing the Activitlies of Do) Components

* that Affect U.S. Persons™

c. (U) DIAR 604, “Procedures Governing DIA Intelligence Activi
U.3. Persons”

d. (U) Executive Order 12333, “United States Intelligence Activitigs™

e. (U) Executive Order 12863, “President’s Foreign Intelligence Ad\;isory Board”

~SECRET/NOFORNET—

ies that Affect

i for the Defense
clo_se;i. i3

EFF

1 (b))
0 USC 424

78




1, {U) The Office of the Inspector General (IG) conducted the following intelligence oversight

®ER0 I

USC 424

(B)(3):10 USC 424 -

(b)(1).1.4 (¢

(10) activities:

a. ' (U) Defense Intslligence Agency (DIA) message 031930Z DEC 01, subject: IG IO Brief
1-02, {enclosure 1) was dispatched to all DIA field elements.

-SECRET/NOFORNAXT—

(U QUARTERLY INTELLIGENCE OVERSIGHT REPORT

1 September through 31 December 2001

c. (Ulflieﬁe) The IG conducted an mspectmn of:

d. =84 IG memorandum S-0276/1G, 27 July 2001 subjoct Possible Viglation of E.O,_
12333 and DoD 5240‘1-R DG

- T TNe questsonable act]
T_und Fmdmgs were made that"both ofﬁccs Had not documented IO trai
Recommendations were made for corrective action.

ing.

—~—X

e, =4 IG memorandum $-0073/1G, 12 March 2001, subject: Possible ‘ﬂ jolation of E.O.
12333 and Dol 5240.1-R, reported that a civilian assigned to the Direct
Intelligence Operations (DO) may have violated Procedure 15 through th
funding of a federal law enforcement project. An IO investigation has
change from last report. (IG Project No. 01-1935-MA-056)

£, ¢3MrIG memorandum S-0045/1G, 8 February 2001, subject:
E.0. 12333 and DoD 5240.1-R, reported thatanf, -7~

. olAn IO mvesuganon was mluated and ﬁeld work commenccd
2001 The project is ongoing. (IG Project No, 01-1954-MA-056)

No.vcmbcr - 10USC

Iqrate for
unauthorized
n initiated. No

taken comective acuoﬁ '!'i“hc DIA case is closed '(IG Pro;ect No OI 19

Violation of

USC 4241

AnlQi mves atmn was: cundu

cted- -

—SECRET/ANOFORNA -

Derived From: DI
Declassify On: X1
Date of Source: Of

4-MA-056)

[S SCG
rtober 1997

EFF 79

I ()(1),14.(c)

vities were USC 42

P -

- exn. e
424,14 (q) °

b)), )(3):
l4.(c)
DO has X114 {e)

)14 () -
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®@3):10
USC 424

(R)(1),®)3):10° -
USC 424,1.4 (c)

OM14E

—SECRET/NOFORNTXT—

g "Ry IG memorandum S-0429/1G, 17 November 2000 subject Possntlle leauon of
E.Q. 12333 and DoD 5240.1-R, reported that the| - BX
Directorate for Information Systems and Services CDS), may havc vmlatei Procedurc 12
through the unauthorized provision of intelligence support to a federal law enforcement
agency. An JO investigation has been initiated, No change from last repI’rt. (IG Project
No. 01-1919-MA-056)

(b)(3):10) :
USC 424

1 (0)(1).(BNB):

BN

10uUsC)

2| s24oxys0

| USC 403,1.4

Te).@)@:10

| USC

| 424,(0)(B):50
- |usCa0371.4
Co1{e) !

j- =C9NTY IG memorandum S-01024G, 17 March 2000, sub;ect. Poss:ble ‘holanon of E.O

12333 and DoD 5240.1-R, reported that an] R[5V} zb) 3):1
. '. | 0 USC 424
S TR)(3):10

Investlgatmn and the o " T 1 The subjec has been USC 424
returned to his parent servico and the mvest:gauon ¢ont1nues No changg¢ since last
report. (IG Project No. 00-1884-MA-056) (h)(2)

k. ¢3NFY IG memorandum S-0421/1G, 4 November 1999, sub;ect Posslbte V:olat:on of u

: E 0 12333 _and DOD 5240.1-R, reported 2 (b)(1),(0)(3): H 0

R T may have vmlated::' ey o in USC 424,14 (¢)

conﬂecuon Wllh! R "“t e w;f '. The mmr has—EQn l'e lO thf: IG (b)(1) 1.4 (c) )
"~ inVestigations unit, No change since !ast report. (IG Project No. 00~18614-MA -056) v

1'4 ﬂ‘ ,-A B _.g‘,‘.‘, = 1_-. g ..j:.; B R .:T"__ I B ‘:__. et

o)1) (PY3): 1

ousc

"\ 426 (0)(3):50

usc 40]31 1.4

EFF

{©)
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-SECRET/NOFORNYXT

m. 48 IG memorandum U-0022/1G, 26 January I%Mh:ect, Possnblc Vnolahon of
d DoD 5240.1-R, reported that a5+ % [ e

e {might have resulted n quesuonable aqtivitics. The IG
completed an investigation and the Department of Justice (Dol) has accepted the case for
prosecution. (IG Project No. 98-1731-HQ-056)

(BX1).1.4 () )11 (0

n. "¢9"An investigation into criminal misconduct by several current and formher DIA
personnel continues as reported in IG memorandum U-7641-95/IGI, 3 Ogtober 1995,
subject; Referral of Allegation Agains.: : | Agencieq involved inthe
investigation are the Defense Criminal InVcstlganve Scmce, the U.S. Customs Service  (PH2).(BX6)
under the supervision of the Eastern District of Virginia, DoJ; and the Program Integrity :
Office, DoD 1G. Dol has declined to prosecute. The DIA case is closed,) (IG Project No.
96-4289-01-064)

2. (U) Within the Office of the General Counsel (GC)attomeys, a-secretdry, & staff.. . “(6)(2),®)3):
asgistant, and a paralegal specialist review GC files ona continuing basis as {hey are uscd in S5Usc h24
day-to-day operations. All files are reviewed for regulatory compliance whep they are _

periodically considered for destruction, retention, or storage. The following ppecific actions
were taken:

(b)(2),(b)(3):10 - (U K attomays rcview ongomgf

USC 424 [ -
assure complmnce w:th oversnght mponsnbihtws One attomcy Assures rompliance for
corporate DIA activities not involving DHS. One attorney made presentgtions to

intelligence community level conferences and the Nanona! Securit

e ] elements of the agency and provided advice onf:* " | T

b. (UAFEO¥ GC reparted no incidents of criminal activity to Del during the quarter.
3. (U} The Directorate for Administration was involved in the following oversight activitics:

a. (U) IO reviews were conducted in each of the major elements to ensure that proluhltecl
material was not retained in fil = persounel reviewed IO (b)(2),(b)(3):10
procedures. Additionally. " - jnon-DIA) recgived 10 Usc 424 |-
instruction as part of the followmg{ G e e

: (b)(3%:10
__MBER COURSE USC 424
National Intelligence Course
Collection Management for Analysts Course
Intelligence Colicction Manager Course '
Sensitive Compartmented Information Control Officer Curse
Mobile Collection Managers Course 5
Mobile SCI Security Officer's Course

3

—SECREF/NOPORN XL
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(by(3y10”

USC 424

0 USC 424

b. (U) The Office for Procurement did not initiate any contract actions that

. (UMPOUO) The Directorate for Policy Support reviewed all files during the

—SEERET/ANOFORN/XL—

33 Defense Community Counterintelligence Course

el) under

Procedure 11, DoD 5240.1-R, during this reporting period. There were no contracts that

required contractor performance under DIAR 60-4.

¢. (U) The Qifice for Human Resources briefed .@w civilian and mlhtary employees.

Each new employee was:
+ Informed in writing of the existence and importance of DIAR 60-4
» Provided copies of the documents cited in paragraph 7.c.(2), DIAR

¢  Advised to review DIAR 60-4 for information which may pertain tof
duty assignments

* TInformed of their responsibilities to report questionable activities to

TUB)(2). (6)(3):10
USC 424

04

their specific

GC or IG

reporting period

. were secured immediately following the 11 September 2001 attack on the Pentagon and

angd found no prohibited material. DP organizational files located in the Perg:n office suite

remain secured at a temporury location. Consequently, no files review was
during this reporting period. Specific actions follow:

mplished

S )

o ammaﬁnTmL e L Jattended the.
Lo P workmg group mcetmg. submitted the draft annual
S tu the OFf ice of the Secretary of Defense, and conducted the D

nof-. T - firaining bulletin for the quarter.

versight Committee for the annual revalidations for each prog

ort‘ t'or all DIA

b (UIFFBHG)Atotaloff‘i“ . e e
‘wete confirmed to be in receipt of 10 regulalions and gmdance
issues are noted in paragraph 1.c., above.

(U) The Directorate for Analysis and Production (DI) did not report any 10
quarter for assigned personnel. DI tailored training was provided l-cont
this period.

(U) The Directorate for Intelligence, Joint Staff, reposted mat-pcrsonnellwcewed (o}

training during this quarter.

{U) The Joint Military Intelligence College provided IO instruction to persoknel in the

courses noted below. Additionnlly,faculty members reviewed [0 directy

) (e |
| opesific USC 424 !

ining this i
tors during (5)2),(b)(3):
10 USC 42

FES,
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{£)(2),(6)(3): -

10USC 424

10.

H,

12.

13.

i4,

15,

18.

SECREF/ANOFORN/ T

NUMBER COURSE
B Nationa! Security Structure and Policy

o Information Technologies in the Cybex Era
Intelligence Collection: Evidence for Analysis
Imagery Intelligence (IMINT)
U.S. Intelligence Organizations
History of U.S. Intelligence Organizations
Leadership, Management and Coordination in the Intelliggnce Community

ived IO training, mcludmg new personnel
i Additionally) - - personnel pcromwd files
review during he quarr " (B)(1).(6)(3):10 USC 424,1.4 (c)

(U) The Central Measurement and Signature Inteltigence Office did not repo [t any 1O related
activitics this quarter.

{(UARSEER DS reported personnc} reviewed 10 procedures this quafter, The
malerials reviewed included E.O. 12333, DoD 5240.1-R, and DIAR 60-4.

(U) The Diversity Management and Equal Opportunity Office did not condugt 10 related
training this quacter,

(U) The Office of the Comptro]ler did not conduct Ig] %5%11;'161& gl is Apguter.

' s " o ¥ Ureported thatt - persongel received 10
training th:s quartcr and conducted a mriew of PO files, No prohibited matgrial was found.

(U) The Direetorate for Military Intelligence (DM) reported that|, - persofinel participated
in 1O files review during this reporting period, DM conducted a review of hardcopy and
softcopy files to ensure compliance with IO ations.

y pliance with 1O regul (b)(3):10 USC 424

)] The{ Y }evnewed holdmgs for compliande. No violations
were not.ed Cop:es of IO mgulatwns were disscminated to ali subordinate dffices.

(C) DIA management continued to\emphas;m the importance of personne} being familiar
with IO regulations, Atotal of . -personnel were reported to have received training in

EFF 83
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DIAR 60-4 and DaD 5240.1-R and/or reviewed files for IO content during the penod 1 July
through 30 September 2001,

1 Enclosure

DIA msg 031930Z DEC (1,
Subj: IG Intelligence Oversight
Brief L-02 6548 1 cy

~(b)(3):10 USC 424

EFF
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iim.' H/‘e

01 01 031930Z DEC 01 .RR §3s8 ZYUW DIA IG
NO

DIA WASHINGTON DC//DIA-IG//

e BY2)

CB)2)(b)(E)10 USK 424

USCINCEUR VAIHINGEN GE/

USCINCPAC HONOLULU HF'

USCINCCENT MACDILL AFB P
CINCUSACOM NCRFOLK VA//

USCINCTRANS SCOTT AFE IL4

USCINCSOC MACDILL AFB FLf .:

USCINCSPACE PETERSCON AFE COf

FEUTT AFB NEL

USSTRATCOM O

SAFE WASH DC
el R R —
SUBJ: IG INTELLIGENCE OVERSIGHT BRIEF 1-02

. - T (b)), (b)(3):10 USC 424

St + 031930ZDECOL

EFF
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01 01 0431%302 DEC 01 RR 5888 ZYUW DIA IG

NQ

1. =feppwer JSE OF INTERNET FOR INTELLIGENCE RESEARCH. IG
INTELLIGENCE OVERSIGHT BRIER 2-01 PROVIDED DOD GENERAL COUNSEL (GC)

GUIDANCE ON THE PRINCIPLES GOVERNING|:

OF THE 1! SEPTEMBER TERRORIST ATTACKS THE INTELLIGENCE COMMUNITY IS

t

LOOKING TO INCREASED USE OF THE l

ORGANIZATIONS. THE

PROCEDURES CONTAINED IN DOD 5240.1-R ARE NOT AN TMPEDIMENT TO SUCH
INTELLIGENCE ACTIVITIES. BUT DIA EMPLOYEES SHOULD BE COGNIZANT OF THE

RULES OF ENGAGEMENT.

A. (U/pEewey THE FIRST TEST IS ALWAYS MISSION AUTHORITY (PRGCEDURE

)

1}. DIA HAS THE CLEAR MISSION AUTHORITY 'D('.’!IJ

F

“IN SUPPORT OF NATIONAL AND DEFENSE

‘.

REQUIREMENTS. THE PRINCIPAL RESPONSIBILITY FonF-_g“?fﬂfffwj*{l

“|RESIDES WITH THE DEPARTMENT OF JUSTICE

{DQJ}, BUT THERE ARE PROVIETONS FOR DIA TO SUPPORT LAW ENFORCEMENT
ORGANIZATIONS SUBJECT TO PROJECT SPECIFIC AUTHORIZATION BY THE

DIA GC.

= 7 b)(2),(6)(3): 10 USC 424

b Sl s S 0315%30ZDECO1

EFF

1 Bi14(0)
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: N e
01 0 0319302 DEC 01 KRR 5585 ZyUw DIA IG
NG

B. (u/?vovey PROCEDURES 2, 3, AND 4 PRCVIDE BROAD AUTHORITY FOR

UNCERTA-IN- ABOUT ﬁETENTION OF SUCH INFORMATION PROCEDURE 3 ALLOWS
TEMPORARY RETENTION FOR A PERIOD NOT TO EXCEED 90 DAYS FOR THE SOLE
PURFOSE OF DBETERMINING TF THE INFORMATION IS ALLOWABLE FOR PERMANENT
RETENTION. '

SECURITY CONCERNS DICTATE THAT DIA EMPLOYEES BE PARTICULARLY CAREFUL

THEY REQUIRE THE APPROVAL OFF & *

ENSURE THAT LEGAL AUTHORITY AND ADEQUATE PROTECTION IS ESTAELISHED TO

CONDUCT AND SUSTAIN INTELLIGENCE ACTIVITIES WHERE THERE IS A NEED TO

QUESTIONS SHOULD EE DIRECTED TO THE

DIA GC.

2. (U) PROPERTY ACCOUNTABILITY. THE IG HAS NOTED SIGNIFICANT LAPSES
IN THE INTEGRITY OF PROPERTY ACCOUNTABILITY AT SEVERAL ORGANIZATIONAL

LEVELS. THIS LACR OF ACCOUNTABILITY INCREASES THE PROBABILITY OF

e
- 10 USC 424

" (0)2)

(b)(1).1.4 (c)

EFF
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* et ip————
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e

01 01 031930Z DEC 01 RR 5858 ZYUN DIA IG

NO

EQUIFMENT LOSS WITH A RESULTING IMPACT ON MISSION EFFECTIVENESS AND
WASTE OF PINANCIAL RESOURCES, LISTED BELOW ARE POSITIVE STEPS WHICH
WE HAVE FOUND CONTRIBUTE TO A SOUND AND RESPONSIBLE PROPERTY
ACCOUNTABILITY SYSTEM. WE STRONGLY URGE ALL SDPERVISORS TO REVIEW
THEIR PROPERTY ACCOUNTABILITY PROCEDURES ARD MAXE CHANGES WHERE
NECESSARY. THE FOLLOWING ITEMS ARE CONSIDERED THE MINTMUN STANDARD

FOR EFFECTIVE PROPERTY MANAGEMENT:

A. {U} EACH ORGANIZATION MUST ANNUALLY CONDUCT A 100 PERCENT
INVENTORY OF PROGPERTY.

B. (U} DD FORM 1348-1 (HAND RECEIPT)} MUST BE USED TO ISSUE
PROPERTY TO EMPLOYEES.

C. {U) ALL PROPERTY TRANSFERRED OUTSIDE OF DIA MUST HAVE THE CONSENT
AND AUTHORIZATION OF THE PROPERTY BOOK OFFICER. .

D. {U} DD FORM 1149 {REQUISITION AND IMVOICE/SHIPPING DOCUMENT) WUST
BE USED TO SEND PROPERTY FROM ONE LOCATION TO ARCTHER.

E. () A REPORT UF SURVEY MUST BE PREPARED FOR ALL MISSING, STOLEN,
OR UNACCOUNTED FOR PROPERTY.

1777 (b)), (b){(3):10
USC 424

* Yt p——— 031930ZDECG]

EFF
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01 01 031930Z DEC 0l RR 5555 ZYUW DIA IG
NO

F. (U) ALL PUORCHAGED PROPERTY MUST BE ADDED TO THE PROFERTY BOOK AND
CONTROLLED BY EAND RECEIPT.

3. (U/PPETOT IG ANNUAL PLAN. THE IG FISCAL YEAR 2002 ANNUAL PLAN
WAS APPROVED ON 24 SEPTEMBER 2001. THE FOLLOWING INSPECTION PROJECTS
ARE NOTED BELOW ALONG WITH TENTATIVE TIME FRAMES. KEY CCMPONENTS
HAVING COGNIZANCE COVER INSPECTED ORGANIZATIONS AND/OR PROGRAMS WILL
RECEIVE INSPECTION NOTIFICATIONS AT LEAST 30 DAYS PRIOR TO THE
COMMENCEMENT OF INSPECTION WORK.

A, (UsPebad MILITARY INTELLIGENCE DIGEST COORDINATION AND PRODUCTION
PROCESS (DI). COMMENCED 40Q01.

B. w

c. {U}, T

E. (U) CIVILIAN STAFFING PROCESS (DAh). 2002.

.%_:'].couusuenn 4Q0L 7 T(by(1),1.4 (c)

=] (0oy:-2002: (by(1),1.4 ()

F. (U} MANAGEMENT DIVERSITY OFFICE FOLLOW UP INSPECTION (MD).

1 (B)2).{b}3):10 USC 424

S —————— (3] 9302DECOL

424
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01 {1 0319302 DEC 01 RR

NO

2Q02.

* eGP +

S888 ZYUW DIA

(DO) . 2¢o02.

I, (O

H. (mE_ T e

~1(pay 3003, -

IG

f‘-‘:* ‘FOLLCW-UP INSPECTICH (b)(3):10

USC 424

(DO} 3002+ (5)[73)

T (b330
UscC 424

. (0l

i

K. (u)i, .ol

Line st 1(DO) L

4Q02.

L. (U/pmoves| ot

SCHEDULE

1Qo2
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4. {U/rretmry INTELLIGENCE OVERSIGAT (IO} INEPECTION PROGRAM. 1IN

ADDITION TO THE ORGANIZATIONAL INSPECTION PROGRAM, THE IG WILL

CONDUCT AN IO INSPECTION OF}- *

DURING 4Q02.
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DEFENSE INTELLIGENCE AGENCY

" WASHINGTON, 0.C. 20040-
R

20 August 2001
S-02771G

MEMORANDUM FOR ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT)

Subject: (U) Quarterly Intelligence Oversight Repof"t for the Period Ending 30 June 2001
References: &. (U) DoD Directive 5240.1, “DoD Intelligence Activities” |

b. () DoD 5240.1-R, “Procedures Governing the Activities ¢f Dolp Components
thet Affect U.S, Persons”

c. (UYDIAR 60-4, “Procedures Governing DIA Intelligence Activifies that Affect
U.S. Persons”

8. (U) Executive Order 12333, “United States Intelligence Activitigs”
€. (U) Executive Order 12863, “President's Foreign Intelligence Advisory Board”

(U) As required by references above, the Quarterly Intelligence Oversight Report for the Defenss
Intelligence Agenc.y for the period 1 April through 30 June 2001 is enclnseci If ﬁlr!her :

information is required, please contact the“bfﬁce uf the General Counsel at] - .. OF . . o)2).(b) 311
the Office of the Inspector General ot *; .« — oUSC 424 | -
BEOE:
0 USC 424
1 encloswre Thomas R. Wilson :
Quarterly Intelligerice Qversight Vice Admiral, U.S. Navy
Report, 1 April « 30 June 2001 Director

I, L oy

REGRADE AS UNCLASSIFIED WHEN
SEPARATED FROM ENCLOSURE
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(U) QUARTERLY INTELLIGENCE OVERSIGHT REPORT]
1 Apsil through 30 Juge 2001
1. (U) The Office of the Inspecter General (IG) conducted the foilowmg mtelhgsence oversight
(I0) activities:
2. {U) Defense latelligence Agency (DIA) message 1413122 JUN 01, subjept: IG 10 Brief
3-01, (enclosure 1) was dispatched to all DIA field clements. This message was|retransmitted to
the field as 141312Z JUL 01.

b. (U) The IO Coordinating Committee held its quartcrly meeting on 6 Aprif 2001.

T EXIH

% IG conduoted an 10 inspestion off = s, e ]
T LT e L Allthree\iferepcrformmgﬂlelroperat:onal actl\'ltlﬂsm a
satlsfactory manner and were in compliance w1th 10 procedures. There were o findings.

e ﬂ}m IG couducted 8 gcneral mspecnon Od'

Mo questxonahle acuvzues were found

f. <% 1G memorandum S-0073/IG, 12 March 2001, subject: Possible Violation of
Executive Order (E.O.) 12333 and DaD 5240.1-R, reported that a civilian assigred to the
Directorate for Intelligence Operations (D) may have violated Procedure 15 through the
unautherized funding of a federal law enforcement project. An IO investigation|has been
initiated. No change from last report. (IG Project No. 01-1935-MA—056)

=i |G memorandum S-0045/1G, 8 February 2001, sublect Pogsible Vlolanon of
E.O. 12333 and DoD 5240.1-R,; reported that an[. B o jmay-

e B)(3)10

0USC 424

USC 424

have wolated DIA procedures through the ¥

Lo,

M0 USC

| An 10 investigation has becn mmatcd No change sifice Iast repori ‘

(IG PmJect No. 01-1934— MA-056)

Derlved From: DHS SCG
‘Declassily On: X1 ‘
Date of Source: Ogtober 1997
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h™ =G memorandum S-0441/1G, 17 Novanber 2000 sub] ect Poss1ble Vlolatlon of

E.Q. 12333 and DoD 5240.1-R, reported that al”. "

1891-MA-056)

may have violated Procedure 15 through fajlure to 1dant1fy hmlself to a U S pergon, An IO ﬁ)g% gg(s
investigation was conducted and the report of investigation was issued on 5 Jt.§n2001. The 24 |
investigation substantiated the allegation and the matter has been referred for management
action, The DIA case is closed. (IG Project No. 01-1922-MA-056) :
i, @M G memorandum S-0429/1G, 17 November 2000, subject: Possible Violation of
E.O. 12333 and DoD 5240.1-R, reported that the}: - fa|Directorate
for Information Systems 2nd Services (DS), may have violated Procedure 12 thrm:gh the (b)(3): 1@
unauthorized provision of intelligence support to a federal law enforcement agegey. An 10 USC 424
investigation has been initiated. No change from last report. {IG Project No. 01+1919-MA-056) f
T (BY1).)3):1
ousc|
7 424,(0)(3):50
| USC 4031.4
J (9
k. ~(#NPTIG memorandum S-0178/1G, 26 Apni 2000 sublcct Poss:ble V olataon of E.O. !
12333 and DoD 5240.1-R, reported that a5 - et MY ) oh):
have violated Procedure 15 by failing 1o forward an alleganon of IO v:olatzons th the IG AnlIC 35,50 b
investigation failed to substantiate the allegation. The DIA case is closed. (IG Project No. 00- g
= B OM3):
- .| 1ouUsc
| .| 424,00)(3):5
T R H T S T L4 S 2 ; 20%3104 (©
me@EPIG memorandum 5-0102/1G, 17 March 2000 subject Posmble leatllon of E. 0
12333 and DoD 5240, LR, rcported that aul- R i .
T 5 ] “(b)2).(b}(3):10

v;olated}

L

Lo -] The subject has been returned to his p
the mvestlgatmn commues (IG Prc_]ect No. 00-1884-MA-056)

maxtcr undar mvestlgg cm m conccrt wﬁh the Fodeml Bureau of Invesugatwn

n.=(S4 |G memorandum C-0029/1G, 28 January 2000, subject: Possxbh Vlolanon of

E.C. 12333 and DoD 5240 1-R, reported that an[-.
may havc vzolat&d i

.........

L))

T ] The subject officer has

service and the results of our prehmmary Investigation have been provided to tig

DIA case is closed. (IG Praject No. 00-5060-MA-056)
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0. 8 IG memorandum $-0421/1G, 4
E.0. 12333 and D

&

may | have wo]atedrj"' 3 in ct:nml.a::.tum-w:tdL
"2 | The matter has been referred to the 1G investigations unit. N

Jast report. (IG.:Pm;ect No. 00-1864-MA-056)

o change since

.1-R, reported that - -

| may have violated Brocedures 12 50d 15 thre‘ugh the

IO issues, No change since last report. (IG Project No. 99-1854-MA-056)

as opened an mvesngatlon inta the security issues and is cooperating wi

mauthonzed

A collect:on of law enforcement information and the possible compromise of operh.ttonal activities.

the 1G on the

| 424 (o)a)
| USC 403,1.

q. T8MYFTIG memorandum S-0344/1G, 13 September 1999 subject Possnble leatmn of =
=T oo

=T b)) 0)ER10
USC 42414 (¢)

D)(1),1.4 (c)

ouUscC 424

1 BX),
424.(b

403,1.

sl 1G memorandum U-0022/1G, 26 }anua:y 1998 subject Posmb]e

Vlola!.\on of

)

E.0. 12333 and DoD 5240.L-R, reported that|

change from last report. {IG Project No. 98-1731-HQ-056)

~]might have resulted in questlonable activitios. The IG
mvcsugatxon and the Dcpa.rtmcnt of Justice (DoY) has accepted the case for pr

t.=8% G memorandum S-0412/IGH, 11 August 19 77_ ub_ecL P' ible Vig
12333 and DoD 5240.1-R, reported that a civiliar : o

violated Procedure 15 through guestionable: actmtlcs in -comecnon vnth]- e

lmnatzd an
cution. No

IG investigations unit completed its investigation and referred the case 1o DoJ fc
The subject entered a plea of guilty and has been sentenced The criminal inves
(G Project No, 97-4695-Q1-050)

U= An investigation into criminal misconduct by several current and forn
personmel continues as reported in IG memorandum U-7641-95/1GI, 3 October
Referral of Allegation Against. .| Agencies involved in the
the Defense Criminal Invesngauve ervice; The US. Customs Serviee under the

r pmsecution

er DIA
993, subject:
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(OB
D14 ()

(b)(2),(b){3)
110 USC
424

—SECRET/NOFORNXL—
the Eastern District of Virginia, DoJ; and the Program Integrity Office, DoD 1G.
investigation is still in p:ogmss No change from last report. (IG Project No. 9§

The .
-4289*01—064)

assistant, and a paralegal specialist review GC files on ac

,astaff

inuing basxs as the are used in day-

to-day operations. All files are veviewed for regulatory compliance when they afe periodically

considered for destruction, retention, or storage. The following specific actions

ere taken:

B

products to assurp

_panel rcgardmg lcgal aspects of mtelhgence One attomey made a prcsentanon

3 cornphancc

Wlth overslght responsibﬂltles One attomey assures compliance for other DIA glements.

b. "TSITNMS GC lectured at the Military Officer Familiarization Course and

One alto

ne}' addressed

ovmight eviews w1th D!A sf.aﬁ' elements and conducted txammg_ or sacunty pt

;sonnel Two

attorneys coordinated several]_
10 reviéws and consultations wers conductcd in support of DIA hcadquaﬁers el
personnei,

rnents and SAP

¢. (UMM GC reported no incidents of eriminal activity to DoJ during fhe quarter.

3. (U) The Directorate for Administration was involved in the following oversig

a. (U) 10 reviews were conducted in each of the major elements to ensure t}
. material was not retained in files.-During this quarte personnel reviewed I
Additi ona.liy, stadents).> ;| DIA and m non-DIA) received 1O instruction
following Joint Military Intelhgemce Training Center courses:

COURSE

National Intelligence Course

Collection Management for Analysts Course

Intetligence Collection Manager Course

Sensitive Compartmented Information Control Officer Course
Mobile Collection Managers Course

Mobile SCI Security Officer’s Course

Counterintelligence Analytic Methods Cowrse

NUMBER

ht mctivities:

at prohibited
D procedures.
as part of the

b. (U The Office for Procurement did not initiate any contract actions that fell under

Procedure 11, DoD 5240,1-R, during this reporting period. There were no conts
contractor performance under DIAR 60-4.

acts that required
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10 USC 424

B30
USC 424
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c. () The Office for Human Resources bnufed.lew civilian-and militagy employess,
Bach new employec was: 1) informed in writing of the existence and importancE of DIAR 60-4

2) provided copies of the documents cited in paragraph 7.¢.(2), DIAR 60-4; 3) 2

DIAR 60-4 for information which may pertain to their specific duty assigaments;

informed of their responsibilities to report questionable activities to GC or IG.

4, (U/fFOUO) The Directorate for Policy Support reviewed all files during the seporting period

and found no prohibited material. Specific actions fol]ow: (b)(3)'10 USC 424

a. (UFOUO) Thef o L
inspections; attended the Nat:onal Industnai Sacunty ngram Manual workmg
coordinated two pproval packages with thet - joversight committee for two n
ptogtams, attended the annual operations security conference; and conducted
'. - pssistance visit. Additionallys;""

“Ifor the Ditector, DIA signaturc. There was no- training bulletin for &

isubmitted four memoranda for ngrcemcnts for DIA

)26

¥10USC;
fvised to review 424 |

and 4}

up meetings;
EW DIA. .

is quarter.

‘ b {U/fFOUO} Atotal of-personnel assigned tof - e
s yeceived IO refresher training,

T SR
mventory of all hm-dcopy and softcopy docuraents held by the office; all were 1
DaD 5240.1-R.

training during this quarter.

7. (U) The Joint Military Intelligence College provided IO instruction tof. .
courses this quarter and ten faculty members reviewed IO directives.

lpd

NUMBER COURSE

Espionage, Intelligence and International Politics

National Security Structure and Policy

Information Technologics in the Cyber Em

Ethics of Intelligence

Leadership, Management, and Coordination in the Intelligence Conf
Congressional Oversight of Intelligence

Futuvre of US Foreign Intelligence Community

The Law and Intelligence
Congress and US Inielligence
5
SECRET//NOFORN//X1

)10

e o USC 424

compliance with

5. _&I) The Dlrectorate for Anal Si5 and Productwn DI) re orted fhat . ¢l assigned to
' itﬂ R LR : LR recal::ed sefresher ~ (D)(2), (b)(3)'
lrmmng Addmonauy. DI tmlored trauung was provlded to| | srsonnc] and 10 10 USC 434
contractors d Y R :
uring this period. . gb)(gég?)(!!): _g
6. () The Directorate for Inteiligence, Joint Staff, reported that-'-"__'j"" personne! received 10 0 USC 424 i

rsonnel in its

munity
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(B)2).(B)(3):" " g,

10 USC 424

(X310~ -

USC 424

({310
USC 424

o0

USC 424

(0)(2),(0)(3

)10 USC
424

|personnel pe

g, including nf;x personnel
rmed files.

T e)(1).(0)(3):10 USC 424,1.4 (c)
" £ |reported thay| - - jpersornel -

and contractors recewe:d IO trmmng d\mng the quartcr and|-_] persons were invgived in

reviewing files for IQ compliance.

materials reviewed included E.Q. 12333 DoD 5240,1-R, and DIAR 60-4.

‘ {personne] revigwed IO procedures this quprter. The

11, (U) The Divcrsity Management and Equal Opportunity Office did not condypict IO related

training this quarter.

12. (U) The Office of the ComptroBer did not conduct IO training this quarter.

13- (U) Th:-=-

found.

14. (U) The Directorate for Military Inteltigence (DM) reported that[ "~ -~

brnel

participated in IO files review during this reporting peried. DM ccnducted 'a review of hardcopy
and softcopy files to ensure compliance with IO regulations. Additionally, a DM tailosed

training memo was provided to all a.ssigncd personnel,

15,70y The# e B e el Irav:ewed holdings for coraplian
were noted. Coplcs of (¢} regulatlons were dlssemmated to all subordinate offi

5.

16. "€ DIA management continued 1o emphasize the importance of personnel being familiar

with 1O regulations. - A total-offvsiziipersonnel were reported to have received

raining in DIAR

60-4 and DoD 5240.1-R and/or reviewed files for IO content during the period | April through

30 June 2001.

1 Enclosure

DIA msg 1413122 JUL 01,
subject: IG Intelligence
Oversight Brief 3-01,
(8//NF), 1 cy

T'(b)(3):10

USC 424

training this quartcr Addntwnally, a ﬁlc TEVIGW was conducted and no prohibitkd material was

e, No violations

EFF 08

BRHE):

10 chgm
b)(2),5)(3

)10 USC!
a4 | !

(0)2),{b}(3
y10 USC
4240 ||




—re—
PAGE: 0001
INQUIRE=DOCS58D

ITEM NO=0051272%

ENVELOPE . o
RARSZYUW RUEKDIAO7SD 2011739-8555--RUBALGX.
ZNY B588S

HEADER

R 1413122 JUL 01
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BT
CONTROLS
e e O P
BODY
SUBJ: i
1. (U) ADDRESSEES ARE REQUESTED TO ENSURE THAT ALY UNIT PERSONHEL
ARE INFCRMED OF THE CONTENTS OF THIS MESSAGE.

IG INTELLIGENCE QVERSIGHT BRIEF 3-01 (U)

2. e~ U.5. PERSONS. OUR TNSPECTIONS AT VARIOUS LOCATIONS CONTINUE
TO FIND THAT MANY DIA EMPLOYEES ARE UNCERTAIN REGARDING THE

DEPINITION OF U.3, PERSONS ANR HOW INTBLLIGENCE OVERSIGHT (IO)
PROCEDCURES AFFECT THE USE OF SUCH INFORMATION FOR INTELLIGENCE
PURPOSES, THE DEFINITIUNS SECTION OF DOD 5240.1-R CLEARLY Dzngs A
U.S. PERSON FOR THE PURFOSE OF INTELLIGERCE COLLECTION. PBR 2
OF THE SAME REGULATION ESTABLISHES THE CONDITIONS BY WHICH

e ()(2) BBE10 USC 424

INTELLIGENCB COMPONENTS MAY COLLECT ABOUT U.S. PERSON‘S
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CONFLIANCE WITH FROCEDURE 2 AND THE INFORMATION T5 DiESEiNATeD|T0
THOSE RAVING A NEED FOR IT. AS A GENERAL RULE, THE SPECIPIC NANMZ OF
A U.5 PERSON {ET AN INDIVIDUA!L, OR A CORPORATION) SHOULD ONLY BE
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