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NORTH AMERICAN AEROSPACE DEFENSE COMMAND
AND
UNITED STATES NORTHERN COMMAND

MEMORANDUM FOR INSPECTOR GENERAL. THE JOINT STAFF
(ATTN: (B)6)

FROM: NORAD and USNORTHCOM Inspector General

SUBJECT: US NORTHERN COMMAND (USNORTHCOM) Intelligence Oversight
Report for Fourth Quarter FY07

1. lllegal or Improper Activities

No intelligence activity has been Identified which is reasonably believed to be illegal or
contrary to Executive Order or Department of Defense directives concemed with
Intelligence Oversight for USNORTHCOM or its subordinate joint commands.

2. Significant Intelligence Oversight Activities

a. The N-NC IG completed Intelligence Oversight Inspections of JTF-AK and
JTF-CS. The organizations were well versed In their duties and responsibilities,
understanding constitutional constraints, and the laws and directives which govemn
the collection, dissemination and storage of sensitive information, especially that
data which is constrained by Intelligence Oversight guidance or acquired on non-
DoD persons. Their programs are very strong, with only minor recommendatons for
improvement.

b. Training: All N-NC Intelligence Directorates and subordinate commands have
conducted initial and refresher training for personnel. The percentage of personnel
trained in the command is currently 99%, and all efforts will be made to
maintain/increase this level.

c. N-NC has also updated and disseminated the command |O Instruction
(NNCI-14-103). This instruction has been implemented and changes in the new
guidance will be highlighted during upcaming IO {nspections.

d. Suggestions for Improvement: All N-NC Intelligence Directorates and JTFs
have implemented more frequent database information review processes (30-80 day
reviews) to ensure data repositories have effective follow-up assessments
conceming the need to retaln various forms of information.
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3. POC for this report is (b)(6)
0989.

DSN 692-0989, commercial (719) 554-

HHHITTHTTTIORIGINAL SIGNEDW/IITIINTITTIT
STEVEN E. ARMSTRONG, Colone!, USAF
Inspector General

EFF

(&)

687



OCT-16-2887 12:3t JCS MAIL & DISTRIBUTION (b)(2) p.15

ENCLOSURE E ~ USPACOM

EFF 686




oCT-16-2027 12:31 JCS MAIL & DISTRIBUTION (_b)(Z)

— —

COMMANDER, U.S. PACIFIC COMMAND
(USPACOM)
CAMP H.M. SMITH, HAWA) 96861.4028

1 October 2007

MEMORANDUM FOR Joint Staff, Inspecior General, Attn: (B)(3) 10 USC
Bt . 130b.(bX6)
Subject QUARTERLY INTELLIGENCE OVERSIGHT {IQ) REPORT,
4™ QUARTER, FY 07

Ref: (@) USCINCPACINST 3800.11A, 31 Ju! 86
{b) ASD Memo / Ducember 8. 2006

1.- This report provides Ineligenco Oversight activity of USPACOM staff and
subordinate commands for 4™ Quarter, FY07.

2. Description of violations (law, rogulation, of policy during the quarter): None

3. Ust intalligence oversight Inspactians including:
a. Lisz of organizations —- USPACOM, JIATF West, USFK, USFJ, ALCOM,
JIOC, SOCPAC and JPAC
b. Summarslize the rosults or tfrends — 17-20 Jul 07 NORAD-USNORTHCOM
{N-NC) IG re-inspection of JTF-AK J2 grade of "Satisfactary.”
c. Comment on questionable inteligence activities discovared - Nane
d. Famlliarity of personnel with intelligence oversight requirements — Very high
®. Adequacy of arganization intalligence oversight tralning program ~Annual
tralning now being conducted via computer with cerlificates being sent to 10
coordinator end new members &till recelving in-persan kndoctrination training
f. Hinspactions revealed deflciencies, nots the corrective action taken — N/A.

4. Summarize any COCOM/agency level changes to your intelligence oversight
program including changes to supporting tralining prog:zams and the reason for the
changes. Attach a copy of the directive or policy which directs the change: None

5. Summatizo any COCOM/agency level changes to published directives or policses
conceming:

a. Inteligence — None

b. Counterinteligance — None

c. Intelligence-related activities - None

8. Continue to report on the status if ongaing Procedure 15 Inquirlas and any additional
matters pertinent to the agency/COCOM Intefligonce oversight programs are outhned in
Pratedure 15: All reporting commands are conduciing Indoctrination and refreshor
training. N-NC |G Procedure 15 Investigation Inta potential JTF-AK |10 violatlons is In
pragress as an outcome of their Inapection of ALCOM/ITF-AK J2 conducted on 6-8 Mar
07. Final report from N-NC Is tarthcoming.
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7. Point of Contact for this report is COL Johin C. Stratis, USA USPACOM IG, DSN
315-477-5101/5165 or COMM (808) 477-5101/5165

a ,4.'/’ £

JOHN C. STRATIS
Colonel, USA
inspector General

EFF 69C
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DEPARTMENT OF DEFENSE

LRUTED STATES SOUTMERN COtmAND
R 3311 MW 913T AVEMUE
MEARI, FL 337721217

SCIG 10 October 2007

MEMORANDUM FOR THE IOINT STAFF INSPECTOR GENERAL, ROOM 20962,
ATTN: JCS DOM(b)(3) 10 USC 130b,(b) IGINT STARF INSPECTOR GENERAL,
WASHINGTON, D'C. 20318-0200

SUBXECT: Quarterly Intelligenee Oversight Activities Report for the 4th Quarter 2007

1. (U) Reference DOD Divective 5240.1R, dated Deocember [982.
2. {U) This report inctudes input from HQ U.S. Southem Comreand, Miami, Florida; Joint Task

Foree Bravo, Sotc Cano AB, Honduras; Jout Task Force Guantanzmo Bay, Cuba; Special
Operations Command South, Homestcad ARB, Homestead, Florida and Yoint Interagency Task

Force-South, Truman Annecx (NAS), Key Wes't, Florida.

3. (U) United States Southern Command (US SOUTHCOM) - In accordance with the
divective the follawing is provided:

=, No intelligence activity that is reasonably belicved fo be legal or contrary to Executive
Order 12333, DoD 5240.1-R, or USSOUTHCOM Ragulation 381-3 has been identified.

b. Significant oversight activities.
(1) Publications: None.

{2) Training: Training notifications gn out monthly. }t is automated; e-mail is gencrared at o
server level and is sent to all personné] wio are roquired to undergo training during that month,

{3) Inspections: Nons,
« (4 Piles review: None
() Inquiries: None
c. Suggestions for improvement. Noas.

d. Other. None

EFF 692
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PRI A TR
SCIG
SUBJECT: Quarterly Intelligence Oversight Activities Report for the 4th Quarter 2007
e. Point of contast for this section is;(*)(2). X5} ﬁf’,&'

(b)2),(b)(6) |

4. (1) Joint Tagk Force Bravo (JTF Bravo) - bn aceordance with the diroctive the following is
provided:

IAW referenced dircotive, the following information is provided:

L No intejligence activity has been conducted which may be reasonably construcd as
illegal or contrary to Directive Order 12333, DoD directives or US SCUTHCOM regulations.

b. Suggestions for improvement: Noge

¢. Other. None.
d. Point of Contact for this memorendom !.sl(b)(z)’(b)(3) 10 USC 130b (b)(6) 3:‘2,
(6)(2)(b)(3) 10 USC 130b.(b)(6) x — 2 ff’ff .
75 oI

3. () Special Operations Commane South (3DCS0-I2) - In accordince with ths directive
the following is provided:

a, No intelligence astivity has been identificd which is reasonzbly believed to be itlcgal or
contrary to Executive Order 12333 or DoD directive §340.1-R.

b. Suggostions For improvement: Nonc
¢. Other: None

d_ Point of contact for HQs Special Operations Command South js ()2 (0)E)
(b)(2).(b}(6)

6. (U) Joint Interagercy Task Force-Sonth (JIATF-S J2 CI) - In accordance with the
directive e following is provided:

e. No intelligence activity has been identified which is reasonably belinved to be illcgal ar
contrary to Executive Order or DoD Directives.

b. Significant oversight activities for this quarter include unhz;ng of newly amriving personnel
essigned to intelligence activities.

EFF 633
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SCIG
SUBJECT: Quarterly Intelligence Oversight Activities Report for the 4th Quarter 2007

<. Monitored JIATF-8 WebTas Program to insure US parson dats meets suthorized
retainability under JJATFS misaion allowing for the collection of information regarding
internationsi drug trafficking,

d. Reviewed all US persons in WebTas and cither eliminated them or et them in because of
sstaining information. The datahase is current with known traffickess and persons with prior
cnmingd history.

e. Point of contact for JIATE-§ js,®(@)(2X6)
(b)(2).(0)(6)

(U) Joint Task Force -~ GTMO, Guantaname Bsy, Cuba - In accordance with the directive
the foltowing is provided:

8. No intelligence activity that is reasonsbly believed to be illegal or contrary to Executive
Order 12333, DoD> 5240.1-R, or USSOUTHCOM Regulation 381-5 has been identified.

b. Significant oversight activities.
(1) Publications: None.
(2) Training: All JTF personnel reccive 1O treiming during initial inprocessing into the
IE (3) Files review: None.

(4) Inquiries: None.

<. Suggestions for improvement. Noae.

(Y
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FOR-GHRECI U -0

- SCIG
SUBJECT: Quarterly intelligenca Oversight Activitics Report for the 4¢h Quarter 2007

8. Point of Cantact st U.8. SOUTHERN COMMANDIG"s Office 14 (?(2-(E)E) | brél
(b)(2).(b)(6)
(ortinal dgned)

T.L. WASHBURN
CAPT, USN
Inspector General

CF:

10 Officer, USSOUTHCOM

IO Officer, ITF-Bravo

IO Officer, SOCSQ

IO Officer, JTATFE-S

Inspector General - GTMO
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UNITED STATES SPECIAL OPERATIONS COMMAND
T TauPa POIMT BLVD,
MACDILL AN FORCE BASE, PLOSDA Z¥CI-533

———— e

SOIG 1 October 2007

MEMORANDUM FOR: DEPUTY INSPECTOR GENERAL, JOINT STAFF,
ATTN: (03} 10 USC 130b.(b)(6) ‘300 JOINT STAFF, PENTAGON,
WASHINGTON, D.C. 20318-03800

SURJECT: Quanerly Intalligence Oversight Activities Report for 4™ Quarier, FY 2007

1; Referances:
3. E.Q. 12333, 4 Decamber 1981,
b. DOD Dimsctive 5240.1, 25 Agril 1988,
2. DOD Regulation §240.1-R, 7 Decamber 1882.
d. CJCS16901.01, 3 January 2007,

No viotations of applicable laws, orders, dirsctives, reguiations, of DOD policias were
reparted.

3 Pgint of cantact ju (22} (81(3) 10 USC 130b.(6)(8)

Inzpectar General

Thie is a priviisged cocument. it will not be refensed (fn whide OF I Rerd, roproduced, or glvan

sdditong) disaainination (in wrow or In hart) outside of lrspotor Genoral channels without prior
spproval of the USSOCOM G or desipaas. nformeiton canisined in this documen] i exampt trom
mandatory cisciosurs under e rresdom of information Act (ROIA), Examptons 8, 6, snd 7 agply.

- G A DO E-EOTE
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Reply to: 28 Sep 07
USSTRATCOM/I005

901 SAC BLVD, STE 1H9

OFFUTT AFB NE 68113-6003

MEMORANDUM FOR THE INSPECTOR GENERAL, JOINT STAFP
Subject: Intelligence Oversight (10) Report for the period of Jul - Sep 2007

). Those were no inteiligence, counterintaliigence, or intelligence-related violations of lsw,
regulation, or policy in USSTRATCOM this quarter.

2. During this quarter, the G had an TO inspection scheduled at the Joint Inforraation Operations
Wartare Command (JIOWC), Lackland APB, but had to postpone it dus to other Command
priorities. We will re-schedule this [0 inspection, as well as scheduling other upits’ IO
inspections, as soon as priorities allow.

3. There were no changes to the USSTRATCOM IO inspection program.
4. We have revised our USSTRATCOM Instruction 919-3, Intelfigence Oversight Inspection

Prograss, 3 Jul 2007 and will forward a copy to your office. In addition, the OSD ATSD-IO
office will conduct an insncetion of the 10 program at USSTRATCOM 4-8 Peb 2008. We have

been in contact wit (0)(6) |0SD ATSD-10, to coondinate this inspection visit.

_ & 1f vah have anv auestions concerning this repor USSTRATCOM

(b)) Deputy Inspector General! (b)(2) i high (b) (2

N | S —

{ —

THZMAS D.YOUNG ~\ N\
Colonel, USAF N
Inspector General

EFF 699
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UNITED STATES TRANSPORTATION COMMAND
608 SCOTT DAV
SCOTY AIA PORGE BASE, LLINDIS @2X34- K387

10ct07

MEMORANDUM FOR THE JOINT STAFF, OFFICE OF THE INSPECTOR GENERAL
FROM: TCIG
SUBJECT: 4th QUARTER, FY07, Intelligence Oversighi (I0) Inspection Report

1. USTRANSCOM Iinspector General (TCIG) conducted the USTRANSCOM quarterly
10 program inspection of the Joint Reserve Directorate (TCJ9)/Joint Transportation
Reserve Unit (JTRU), In coordination with Maj Michaet Peters, JTRU 10 Program
Monitor, on 8 September 2007.

2. The inspection consisted of a review of 10 program administration, to include
required Initialannual 10 training of TCJS/JTRU personnel, and an evaluation of the
effectiveness of that 10 training. Currently 100% of assigned personnel are trained, and
all persontiel who were evaluated demonstrated appropriate knowledge of 10
regulations and procedures. Two JTRU personnel are currently deployed from the unit,
but they have completed annual IO refresher training.

3. There were no questionable activities or 10 violations within USTRANSCOM this
quarter.

BRADLEY A. CARPENTER, CAPT, USN
Inspector General

cc:

USTRANSCOM TCJ9/CDR, JTRU (Maj Gen Mitchell)
USTRANSCOM/TCJ9, IO Monitor (Maj Peters)
USTRANSCOM/TCJA (Mr. Moore)

EFF Tord Hl 25




P.@2
aPR -28-2087 11:23 SPPPORT SERVICES

THE JOINT STAFF
WASHINGTON, DC

Reply ZIP Code:
20318-0300 20 April 2007

MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE
{INTELLIGENCE OVERSIGHT)

Subject: Intelligence Oversight (I0) Report for Second Quarter. FY-07

1. Below is a consolidated summary of all Combatant Commands (COCOMs)
Intelligence Oversight (I0) Reports for the Second Quarter. FY-07. Full COCOM
reports are attached for further information. Service Components will report IO
information through their Military Sexvices.

a) USCENTCOM IG: - Augmentation forces for Operation ENDURING
FREEDOM assigned to USCENTCOM at Mac Dill AFB are recetving initial
intelligence oversight training. There were no questionable intelligence
activities reported.

b] USEUCOM IG: Intelligence oversight training included 64 initial and 92
refresher briefings. Internal assessments were conducted by EUCOM J2,
Survey SHAPE, USNIC-Pristina, USNIC-Sarajevo, Northern Region JOIC,
Southern Region JOIC, Joint Analysis Center. Total of 293 personnel
interviewed. No questonable intelligence activities reported. The EUCOM IG
received an information copy of a possible Procedure 15 but further
Investigation determined an error. The EUCOM IG recetved a revision of the
USEUCOM Intelligence Oversight staff memorandum. and it should be
published during the third quarter.

¢] USJFCOM IG: .J2 established computer-based IO awareness training on
each SIPRNET computer. This IO awareness training is also available on the
unclassified JFCOM portal in IRIS. The J2 tracks employee training
completion in IRIS. The USJFCOM IG's Office conducted a unit command
inspection of Special Operations Command Joint Forces Command
{SOCJFCOM] and was found to be in compliance with all applicable
regulations.

The J7 conducted a review qf exercises planned jor the 3@ quarter/FYO07.
and idantified one exercise required the use of domestic commercial imagery. A
review of legal and policy constraints governing the use qf commerclal imagery
was (nitinted.

This documant is from tha office of the Inapsctor Ceneral, Joint Staff, and nay
contain information that is °Law Enforcemant Semsicive® (T2 Ar *Pav NERiei-~ -
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d] USNORTHCOM: The N-NC IG completed IO Inspections of JTF-AK that
resulted procedural problems pertaining to the development and dissemination
of intelligence products containing US persons information, a Procedure 15
Investigation was conducted. The JTF-AK J2 will be responsible for submitting
Corrective Action Reports NLT 30 April 2007. The N-NC/J2 reported one
incident this quarter, possibly contrary to Executtve Order or Department of
Defense directives. ‘The N-NC IG hosted a visit from the ATSD{O), and the
Inspectors conducted IO inspections of the N-NC/J2 and SJFHQ-N. The N-NC
has updated and disseminated the command 10 Instruction (NNCI-14-1403).
All N-NC Intelligence Directorates and JTF's have conducted initial and
refresher training for personnel, 98% has been trained.

e) USPACOM 1G: Two possible IO violations were reported at ALCOM
during an inspection conducted N-NC 1G. JTF-AK J2 received an overall N-NC
IG inspection grade of “Unsatisfactory” due to annual training being conducted
via cornputer with certificates being sent to 10 coordinator. New personnel
recetvc in-person indoctrination training. ALCOM computer drives are being
reconfigured. All reporting commands are conducting indoctrination and
refresher training.

f) USSOUTHCOM IG: Automated training notifications go out monthly as
a reminder to all personnel who are required to undergo training during that
month. Joint Task Force Bravo (JTF Bravo), Special Operation Command
South {(SOCS0OJ2), Joint Interagency Task Force-South (JIATF-S J2 CJ), and
Joint Task Force, Guantanamo Bay, Cuba {(JTF-GTMO) submitted a negative
reports for questionable intelligence activities.

g) USSOCOM IG: There were no IO inspections conducted during this
quarter. No questionable intelligence violations were reported.

h) USSTRATCOM IG: USSTRATCOM IG inspected the IO program at the
Global Innovation and Strategy Center {GISC). GISC's IO program was found
to be satisfactory. No questionable intelligence activity was tdentifled.

1) USTRANSCOM IG: USTRANSCOM IG and USTRANSCOM Chief, Civil
and Fiscal Law (TCJA). specifically conducted an IO program inspection of the
Naval Reserve Intelligence Unit, Joint Operations Intelligence Center ~
USTRANSCOM (JIOCTRANS 0169). The inspection consisted of a review of the
unit IO program administration, to include documentation of annual 10
training and an evaluation of the effectiveness of that training. All available
JIOCTRANS personnel received IO refresher training. There were two
JIOCTRANS persannel deployed, and one assigned to active duty away from the
unit; all three will receive annual IO refresher training upon their return.

This document is from chae Offica of the Inspector Ganeral, Joint Staff, and mav
contain informatioa that is "Law Enforcemant Ssnsitive® {LES) or *For otficﬁEFUse
Only“ {FOUO) or otherwise subject to the Privacy and/or legal and or otbar privilegas
that restrice relsage without approoriate leost
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J) JSIG: Updated the CJCSI 5901.01A. Joint Staff IG Responsibilitiss
Procedures, and Oversight Functions on 3 Jan 07. ©®©  aftended an
ATSD[I0} Intelligence Oversight Inspection with (©)6) and [©)©) |
during their Jan 28 - 01 Feb 07, [0 vistt to Hawaii, They received ¢command
brichings and conducted 10 inspections of PACOM J2, SOPHAC, JAITFO-W
USARPAC J2, 500t MI BDE HQ. AFSOI Region 6 and the NCIO £O.

2. The Pﬂiﬂt of contact is the understgrled at (B2}
(b33 10 USC 1300 (b)E)

Deputy Inspector General

Enclosures:

Enclosure A — Intel Report. {1.5. Central Command

Enclosure B - Intel Report U.S. European Command
Enclosure C ~ Intel Report .S, Joint Forees Command
Enclosure D - Inte! Repart U.S. Northern Command
Enclosure E - el Report U.S. Pacific Command

Enclosure F - Intel Report U.S. Sguthern Command
Enclosure G - Intel Report U.S. Special Operations Comrmand
Enclosure H ~ Intel Report U.5. Strategic Command
Enclosure I - Intel Report U.S. Transportation Cormmmand

T is from the Office ar Ehe Inapector Goneral, Jolnc Staff. end may
eontaln inlormation that 18 "Law Enfarcement Sensitivg® (LES) o "Far OLficprsl Use 704
nly' (FX0} or ocherwise aubjecc to the privacy andfor legal and or other privilegas
that restrict releasm without sppropriate iegas autheribew.
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UNITED STATES CENTRAL COMMAND
711S SOUTH BOUNDARY BOULEVARD
MACDILL AR FORCE BASE, FLORIDA 336215101

ca2 04 April 2007
CCIG P

-+ MEMORANDUM FOR DEPUTY INSPECTOR GENERAL. THE JOINT STAFF,
000 DEPENSE PENTAGON, WASHINGTON, DC 20301-5000

SUBJECT: 2™ Quanter, Fiscal Year 07, Intellipence Oversight (10) Report

REF: (2) CJCSI5901-01, 25 Mar 03, Subject: Oversight of Intelligence Activities.
(b) USCENTCOM Regulation 381-9, 17 Feb 05, Subjcct: Activities of USCENTCOM

Intelligence Components that Affect United States Persons.

1. Service Components report through their Service chanaels. Augmentation forces for
Operation ENDURING PREEDOM assigned 1o USCENTCOM at MacDiD AFB, FL are
receiving initial intelligence oversight training.

2. There were no questionable intelligence activities during the reporting period.

3. POCis MSet.®)3) 10 USC  gppria) Security Office (SSO) Intalligence Oversight Officer,
DSNl(b)(z) United States Central Command, MacDill Air Force Base, Florida.

(b)(3) 10 USC 130b.(b)(6)

Cadopel. USAF
Deputy; Birector of Intelligence

Colonel, USA
Ingpector General

EFF
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HEADQUARTERS
UNITED STATES EUROPEAN COMMAND
UNIT 30400
APO AE 08131
ECIG 9 April 2007

MEMORANDUM FOR Joint Staff Inspector General
SUBIJECT: Intelligence Oversight Report, Second Quarter, FY07
1. This report provides information concerning intelligence oversight activities of the staff

directorates and direct-reporting subordinate inteiligence units of headquarters, US European
Corpmand.

2. Intelhgence oversight training:

2. Initial briefings: 64

b. Refresher briefings: 92
3. Questionable activities (violations of law, regulation, or policy and action taken): We
reccived an information copy of a possible Procedure 15 inquiry in a country in the
USCENTCOM AOR. The DoDIG investigating officer said this was an ezror on his part, and
that USEUCOM had no part to play in this inquiry.
4. Intelligence oversight inspections.

a. Byintelligence organizations.

(1) Activities conducting internal assessments: EUCOM J2, Survey SHAPE, USNIC-
Pristina, USNIC-Sarajevo, Northem Region JOIC, Southern Region JOIC, Joint Analysis Center

(2) Personnel interviewed: 293
b. By USEUCOM Inspector General.
« (1) Activities inspected or assessed: None.
(2) Summary of results: N/A.
(3) Questionable intelligence activities discovered: N/A.

(4) Familiarity of personnel with intelligence overgight requirements: N/A.

EFF 704
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ECIG
SUBIECT: Intelligence Oversight Report, Second Quarter, FY07

(5) Adequacy of organization intelligence oversight training program: N/A.
(6) Corrective actions taken: N/A.

5. Changes 10 intalligence oversight program (including changes to supporting training programs
and the reason for the changes; attach a copy of the directive or policy which directs the change):
None.

6. Changes to published directives or policies conceming intelligence, counterintelligence, or
intelligence-related activities (attach a copy of the directive or policy): The EUCOM IG received
a revision of the USEUCOM Intelligence Oversight staff memorandum; we will review it as part
of the normal staffing process. It should be published during the third quarter FY07.

7. Status of ongoing Procedure }5 inquiries: None ongoing.
8. Other matters pertinent to USEUCOM intelligence oversight programs:

9. Point of contact is the undersigned at (P)(2).{b)(3) 10 USC 130b.(b)(6) Jor
(b)(2).(b)(3) 10 USC 130b.(b) |

{3}

(b)(3) 10 USC 130b.
(b)(6) _

Assistant Inspector Genexal

EFF
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DEPARTMENT OF DEFENSE
ConkuaNIER
FORCES CXvMaND
1642 MTSEHER AVENUE SINEE pog
NORFOLEK, VA
5240
I001G3
10 April 2007

INSPECTOR GENERAL, THE JOINT STAFF
Subject- L5 st Forees Cammary] (USIFCOM) Intelligence Oversight Eeport for the

1. INegal ar improper activities:

) No intelligence activity hag been identified which is reasonably believed to be
Ulegal or contrary to Executive Order of Department of Defimse instructions eoncarmed
witn mtclligence overmght

2. Significant Inpelligence Oversipht 2ctivitics:

J2 exlablished computer-based intelligence oversight awareness training on
cach SIPRNET computer undeg the training recnu of the Network
Comnputer-based mtelligence oversight awarness fraihing is also svailabie on the
unclassified JFOOM portal in the IRIS arua. The J2 tracks employee training completion

IRTS,

19 March 2007 J7 conducted 4 review of exercisos planned for the 37
(uarterFYD7. The review showed nne exercize, Ardent Senmry/Northern Edge 07,
requires 1he uze of domestic commercial imagery. A review of iegal and policy
constraints guveming thy use of commercial imagery was mifiated.

3. Resulm of Intelligence Oversight Inspections:

a The USIFCOM Inspector General's Office congucted 1 unit contrand
lospection af Special Operations Command Joint Forces Command (SOCTFCOM) in
Norfolk, Virgmua from 5-9 March 2007 that included intelligence oversight, The

ovarsight office, (0)(6) , was it compliance with all
approprmalc regulation and mantamed accurate fraining records.

4. Suggestions for improvement: Nons

3. URIFCOM G Iniedigeice D versight point o contact g (0)(6) and can
be reached at (757) 836-5941/0 or DSN £36-5941/0.

Gary R. Woltering
Col USAF

Inspector Genera
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MEMORANDUM FOR INSPECTGR GENERAL, THE JOINT STAFF
(ATTN:[O)S) USA) ()

FROM: NORAD-USNORTHCOM Inspector General

SUBJECT: US NORTHERN COMMAND (USNQRTHCOM) Inteiligance Oversight
Report for Second Quarter FYQ7

1. lilegal or Improper Activities

a. Tha N-NC |G conducted an Intelligence Gversight (IO} Inspechon of JTF-AK
from 6-8 March that resulted in the identification of procedural groblams pertaining to
tha development and dissemination of intelligence ptoducts containing US Persons
inforrmation. A determination was made that a Procedure 15 Investigation was
required. Details of the Inspection are contained in N-NC Intefligence Ovarsight
inspaction report, 10 Inspection 07-03. In response to the inspection report, the
JTF-AK J2 will be respensible for submilting two Corrective Aclion Reports NLT
30 April 2007.

b. The N-NC J2 reported that there was one Incident this quarter passibiy confrary to
Executive Qrder or Department of Defense directives concemned with inteligance oversight.
On 25 Jan 07, walch notes distribuled via email by the N-NC/22 Operational Intelligence
Walch {OIV¥) contained an FBI HR which referred to two USPER organizations by name.
The IiR was one of many from varicus information feeds into the OIW and was
inadvertently distributed 10 a small group of analysts without having been reviewed by thg
watch officer. Concems were raised by the N-NC/J2 shortly after the watch notes were
destributed and immediate action was lakeo to make appropriate notification to reciplents to
destroy the watch notes. Al electronic and hard coptes of the IR were purged irom the
CIW computier systems. Subssguent training was conducted for alf watch officers on the
inportance of reviewing items inchuded in distributed watch notes with a close eye on
intalligence cversight concems.

2. Significant Intelligence Cvarsight Activilies

&. The N-NC IG conducted an [Q Inspection of JTF-AK from -8 March 2007.
it N-NC I3 also o, vi by (0)6) and (bX6) from the ATSD{ION.
During the visit the ATSD(O) inspectors conducted 10 Inspactions of the N-NC J2
and SJFHQ-N. Ali subordinate commands inspected by ATSD(IO) were woll versad
in their duties and responsibilities, understanding constitutional constraints, and the

EFF 713
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laws and directives which govern the collection, dissemination and storage of
sensitive information. JTF-AK was discussed in Paragraph 1 above.

b. N-NC has also updated and disseminated the command IO Instruction
(NNCi-14-103). This instruction has been implemented and changes in the new
guidance will be highlighted during upcoming 1O Inspections.

¢. Training: All N-NC Intelligence Directorates and JTF's have conducted initial
and refresher training for personnel. The percentage of personnel trained in the
command is currently 98%, and all efforts will be made to maintain/increase this
level.

d. Suggestions for Improvement. All N-NC Intelligonce Directorates and JTFs
have Implemented more frequent database informalion review processes (30-60 day
reviews) t0 ensure data repositories have effective follow-up assessments
conceming the need to retain various forms of information.

3. POC for this report is (P)(6) IDSN 692-0989, commercial (719) 554-
0989.

IO RIGINAL SIGNED//HITININTT
STEVEN E. ARMSTRONG, Colonel, USAF
Inspector General

EFF
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COMMANDER, U.S. PACIFIC COMMAND
(USPACOM)
CAMP HM. SMITH, HAWATI 96861-4028

4 April 2007

MEMORANDUM FOR:Joint Staff, inspector General, Attn: (D)(6)

Subject: QUARTERLY INTELLIGENCE OVERSIGHT (i10) REPORT.
2™ QUARTER, FY 07

Ref: {a) USCINCPACINST 3800.11A, 31 Jul 98
(b) ASD Memo / December 8, 2006

1. This report provides Intelligence Oversight activity of USPACOM staff and
subordinate commands for 2™ Quarter, FY07.

2. Description of violations (law, regulation, or poficy during the quarter): ALCOM had
two possible violations during an inspection done by NORAD/USNORTHCOM
conducted on 6-8 Mar 07 (See USNORTHCOM report).

3. List intelligence oversight inspections including:
a. List of organizations — USPACOM, JIATF Waest, USFK, USF.J, ALCOM,
JIOC, SOCPAC and JPAC
b. Summarize the resuits or trends ~ JTF-AK J2 averall N-NC I3 inspection
grade of 8 Mar.07 “Unsatisfactory” due to potential 10 violation.
¢. Comment on questionable intelligenca activities discovered - None
d. Familianty of personnel with intelligence oversight requirements - Very high
e. Adequacy of organization intelligence oversight training program ~Annual
training now being conducted via computer with certificates being sent to 10
coordinator and new members stifl receiving in-person indoctrination training
f. if inspections revealed deficiencies, note the corrective action taken — ALCOM
computer drives are being reconfigured. Computer archives are being reviewed
and reduced.

4. Summarize any COCOM/agency level changes to your intelfigence ovarsight
program inciuding changes to supparting training programs and the reason for the
changes:  Attach a copy of the directive or policy which directs the change: N/A

S. Summarize any COCOM/agency level changes to published directives or policics

conceming:
a. Intelligence -- None
b. Counterintelligence — None

EFF 716
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c. Intslligence-related activities - None

8. Continue to report on the status if ongoing Procedure 15 inquiries and any:additional
matters pertinent to the agency/COCOM intelligence oversight programs are outlined in
Procedure 15: Al reporting commands are conducting indoctringtion and refresher -
training.

7. .General comments: To ensure complance with applicable laws and regufations, 10
fila custodians in JIATF-West reviewad their files containing information on U.S.

persons.

8. Point of Contact for this-raport is COL John C. Stratis, USA, USPACOM IG. DSN
315-477-5101/5185 or COMM (808) 477-5101/51685

UJOHN C. STRATIS
Colonel, USA
Inspector General

EFF
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DEPARTMENY OF DEFENSE
UMSTED STATES SOUTHERN COMBLAND
311 W 0157 AVENUE
BRAML FL 381724217

$CIG 5 April 3007

MEMORANDUM FOR THE IQINT STAFF INSPECTOR GENERAL, ROOM 20962,
ATTN: Jcs DOM PXE) 'DINT STAFF INSPECTOR GENERAL,
WASHINGTON, D.C. 2031B-0300

SUBJECT: Quarterly Intelligence Oversight Activitics Report for the 2nd Quarter 2007

1. (U)Reference DOD Directive 5240.1R, deted December 1982,

2. {U) This report inciudes input from HQ U.S. Southern Cocmmand, Miami, Florida; Joint Task
Force Bravo, Sotc Cano AB, Honduras; Joint Task Force Guantanamo Bay, Cubs; Special
Operations Command South, Homestcad ARB, Homestead, Florida and Joint Interagency Task
Force-South, Truman Annex (NAS), Key West, Florida.

3. (U) United States Southern Command {US SOUTHCOM) - Ia accordance with the
directive the following is provided:

a_ No mielligence activity (hat is reasenably betieved to be illegal or contrary to Executive
Order 12313, Dold 5240:1-R, or USSOUTHCOM Regulation 381-5 has beext identified.

b. Stgnificant oversight activities,
{1) Publications: None.

(2) Training: Training notifications go cut monthly. It is autoumatcd; ¢~mail is generated at the
server tevel aad is sent to all persannel who arc required wo undergo waining during that month. |

() Inspections: Nons.
(4) Files roview: Noue
(3) Inqquiriexx None
c. Suggestions for improvement. None.

4. Other. Nons

“TFOROTFICIA-E0E-0MNbY EFF 718
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e PRI RO

SCIG
SUBJECT: Quarterly Intelligance- Oversight Activities Report forthe 2nd Quanter 2007

e. Point of contact fior this snction js1(0)(2).(b)(6) L
(b)2),(b)(6) |

4. (U) Joint Task Force Bravo (JTF Bravo) - In accordance with the directive the Hlowing is
provided:

1AW referenced directive, the following information 13 provided:

__ & No inte]ligence activity has been conducted witich may be reasonably construed as
tllegal or contrary to Directive Order 12333, Dol> directives or US SOUTHCOM regulations.

b. Suggestions for improvement: None

c. Other. None.
d Point of Contar? fior this rasmrandipm. iz (0)(2H{P}3) 10 USC 130b.(b){(6) &l
{b}{2),(b)(3) 10 USC 130b,(b){6) Lt

5. (U) Special Dperations Comnmaxd South (SOCS0-J2) - In accordance with ihe directive
the tollowing i provided:

2 No intelligence activity ks been identified which is ressonably helicved to be iliegal or
contrary to Exectrtive Crder 12333 or DoD directive 5340.1-R.

b. Suggestions for improvement: Nose
¢ Other: None

¢ Franasand, Srant. i (P)2)(0)6) B(
(b)(2).(b)(6) b

6. {U) Joint Interagency Task Force-South (JEATF-$ J2 CI) - In scoordance with the
directrve the following is provideq:

2. No intelligence activity has heen identified which is reasnnably belisved to be illegal or
contrary to Executive Qrder or DoD Divectives,

b. Significant oversight activities for this quarter include training of newly arriving personnel
assigned to intelligence actvities.

39 F&:
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=rorormcomruseoNeY
3CIG
SUBJECT: Quarterty Imtelligence Qvarsight Activities Report for the 2nd Quarter 2007

¢ Monitored JIATF-S WebTes Program to-insure US pesson data meets awhorized
ramnabxlity under JIATFS mission allowing for the collection of information regarding
international drug trafficking.

d. Reviewed all US persons in WebTas and cither aliminated them or 1eft them in because of
sustaining information. The datzbase is current with known traffickers and persons with prior
crirninal history.

e. Handfed inqguires regarding the collectiability of tall nimbers for aireraft and names of
boats. Tail number and boat narnes do not meet the defmition of s U.S. person unless the
aircraft/boats have tha 1J.S. owners name affiliated divectly.

£ Point of contact Yar JIATF-S isl )2} (2)(6) T 4%
(b)(2).(b)(6)

K

7. (U) Joint Task Ferce - GTMO, Gananiznamo Bay, Cuba - In accordanse with the directive
the following {9 provided:

2. No intelligence activity that is reasonably believed to beillegal or contiary to Executive
Order 12333, Dol 5240.1-R, or USSOUTHCOM Regalation 381-5 has been idemifiad.

b. Significant oversight activitics,
{1} Publications: None.
(2) Traieing: All JTF personnel receive 10 tratning during toitial mprocessing into the

JTF.
{3) Files review: None

(4) Inquirtes: None.

¢ Suggestions for improvement. None
(b)2), 10 USC 130b,(b)(6)

¢ Poimt of contact for JTP-GTMO is IG, JTF-
{b)2), [b][?a] 10 USC 130b, [b][ﬁ]

S e A e EFF 121
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SUBJECT: Quarterly Intclligence Oversight Activities Report for the 2nd Quarter 2007
8. Pointof Con s - - {b){2).(b)(6) &1k
{b}{z}ﬁ:n}{sﬁ tact xt T8 _SOIITHFERN (OIS A N IFT ,ma.u-lJ .)
“Origina signed™
T.I. WASHBURN
CAPT, USN
fuspector General
CF:
10 Officer, USSQUTHCOM
IO Officer, FTP-Bravo
10 Officer, 3GCSC
10 Officer, JIATE-S
Inspector Ceasral - GTMO
Bia)-FatidfalFa ) -SUN— EFF 722
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URITED STATES SPECIAL OPERATIONS COMRMIAND
7707 TRMPA PONT SOULEVARD
MACDILL AR FORCE BASE, FLORIDA 336716023

(Y

%,

SOIG 2 Apr 2097

MEMORANDUM FOR:_DEPUTY INSPECTOR GENERAL, JOINT STAFF,
ATTN: {(B)X3) 100SCTT1306,{B)(6) 300 JOINT STAFF, PENTAGON,
WASHINGTON, [.C. 201213-0300

SUBJECT: Quarterly imtalligence Oversight Activities Report for 2™ Quarter, FY 2007

1.’ Refamancas: h
a. E.Q. 12333, 4 Decembisr 1981."
b. DOD Directive 5240.1, 25 Apsil 1988.
¢. DOD Regulation: 5240.1-R, 7 Decomber 1982,
d. CJCSI5801.01, 2 January 2007.

2. No viclations of appiiceble laws, orders, directvas, reguiations, or DOD policies ware
reported.

3. Point of contact il ()(2).(B)3) 10 UST 1306,(E)E)

Inspector General

raron 7o [ pp B ]

% 1{b)(3) 10 USC 130b.(b) i

w_ TasarT ,.TZ!EE_D.&"_
{(b)2) | {0)(2)

Ths is & privileged dooumang.

agiionci myoonvpation (in whole or iy port} suisics of Inspectar Ganeral chpresis wicut prior
saprovet of the USEOC0M IR or deslgnce. Infarmation contaifod in thiy docutner [ sempd from
muudstory discliouurs undat the Froedom of infornstion Aot (FOIA). Examptioan &, &,

—FOR-OR IO Nes-ONEY-

EFF ToTRL ;ya
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OEPARTMENT OF DEPENSE
UNIYSD STATES STRATIGIC QOMMAND
OFPUTY MRt FORBE BaASHE, WEQRADYA £8110-0000

Reply w: 30 Maxr 07
USSTRATCOM/I005

901 SAC BLVD, STE 1H9

OFFUTT AFB NE 68113-6003

MEMORANDUM FOR THE INSPECTOR GENERAL, JOINT STAFF
Sudject: Intelligence Oversight (TO) Report for the period of Jan - Mar 2007

1. There were no intslligence, counterintalligence, or intalligence related violstions of law,
regulation, or policy in USSTRATCOM thas quarter.

2. During this quartsy, the IG inspected the IO progmam a1 the Global Innovation and Strategy
Center (GISC). This was the first IO program inspection at the GISC which began operation in
June 2005. The GISC IO progrxn is sarisfacrorily mesting the requirements of the DoD 10
program. There wasno gquestionable intelligence activity at the GISC. The personne]
interviewed during the {nspection displayed an understanding of the DoD 10 program
requirements. The IO training program meers DoD) requirements, however, enprovement i
necessary. The IG made o recommendations in the inspectian report ta the GISC Directer.
The IG recommended that the GISC IO program monitor be included in the GISC in-processing
procedare for inbound personnel to easuse those requiring initial I0 indooctrination raining
recedve it npon their arrival . The IG also recommended that the [O progran momror develop &
forma] 10 reftesher training program to ensuze all personnel receive annual wraining and that the
training is documentred. These recommendations are being implemanted by the GISC 10

progiam monitar.

3. There were no changes 10 USSTRATCOM directives or policias yelating to intelligance,
counterintelligence, or intelligence-related activities. We ure revising and updating our
USSTRATCOM Operating Instruction concerning 10 program management. We will provide
You 2 copy of the Instruction a3 soon as it is publiched.

If you have uy:mtimnnming this rsport, our POC ii(b)(s) Depury.

high (b){2)

TBOMAS D. YOUNG
Colonel, USAY
Inspector Genersl
EFF 726
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ATIDON COMMAND
DEreE
FOHT AR FORCE RS AZEEeET

2 Aprg7

MEMORANDUM FOR THE JOINT STAFF, OFFICE OF THE INSPECTOR GENERAL

FROM.: FCIG :
SUBJECT: 2nd QUARTER, FY07, Intaigance Oversight {10} Inspection-Report

1. The USTRANSCOM Inspector General (TCIG) conducted a quarterly review of

USTRANSESOM 10 programs to assess compliance with Federal laws and national
diceciives negasdiong intalkgence activides. “Thers ware no questiorable activties or
vinlations reported this.quader.

In avidiion, CAPT Brad Campenter, USTRANSCOM Inspacior General (TCIG),
(b)6) , USTRANSCGM Chiet, Civil and Fiscal Law (FCJA), specihcaliy
conductod an O program mspection of tha Neval Resarve Intaligance Uni, Joint
Operations Intelligance Canter « USTRANSCOM (HOCTRANS 1169) on 03 Feb 07,

4; The JIOCTRANS Inspestion consisted cfia review of the unit K progran
adrministration; %o include documantztion of annual 1 training and an evaluation of e
cffactiveness of that tralning {irough testing and mierviews).. 100% of available,
JIDETRANS personnel receved annusl (O refrasher tralmng in Febiuary and March
2007. Al personnal evaluated demonstrated a sound underatanding of 1O policies and
reporting requiremernts. There were twa JIOSTRANS personnel deployed, and éne
other assignad on sciive duy away from the unkt; all three will receive annual 10
refmesher trainng ugon-their retum.

4.. There.haue been no changas to USTRANSCOM 10 program activities, dinsclives, or

training programs-this'quartar.
&. Please coniact this office at DSN 779-1781, or USTCIG@ustranscom.smil, for
additional quesiions.
gY A. CARPE R, GAPT, USN
inspector Ganeral
CLC.
USTRANSCOMITCI2
USTRANSCOMITCIZ, JIDCTRANS 0162
USTRANSCOMITGIA

EFF T2k
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THE JOINT STAFF
WASHINOTON, DC

Reply ZIP Code:
20318-0300 11 July 2007

MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT)

Subject: Intelligence Oversight (I0) Report for Third Quarter, FYO7

1. Below is a consolidated summary of all Combatant Commands (COCOMs)
Intelligence Oversight (10) Reports for the Third Quarter, FY-07. Attached are
all COCOM reports for further information. Also Service Components will
report 10 information through their Service.

a) USCENTCOM IG: Augmentation forces for Operation ENDURING
FREEDOM assigned to USCENTCOM at Mac Dill AFB are receiving initial
intelligence oversight training. There were no questionable activities reported.

b) USEUCOM 10: Intelligence oversight training included 192 initial and
103 refresher briefings. Internal assessments were conducted by EUCOM J2,
on SHAPE Survey, USNIC-Pristina, USNIC-Sarajevo, Northern Region JOIC,
Southern Region JOIC, and the Joint Analysis Center and there were 278
personnel interviewed.

The EUCOM IG conducted a Staff Assistance Visit of the US National
Intelligence Cell-Pristina, Kosovo to acclimate the new intelligence oversight
training officer. There were no major discrepancies found in the course of
records reviews and interviews with watch personnel. One common finding
was that even experienced personnel believe that a questionable activity relates
only to information concerning US persons, and not to intelligence professional
misconduct. This is a systemic weakness in training that the intelligence
officer is working on.

EUCOM IG will meet with ATSID{IO) inspectors following their assessment of
Special Operations Command, Europe on 16 July 2007.

c) USJFCOM IG: J9 OPSEC Coordinator received a briefing from the
National Geospatial Intelligence Agency on the NGA processes for compliance
with DOD’s Intelligence Oversight Requirements regarding the “Proper use
Memorandum for Domestic Imagery”. The briefing was presented as part of the
OPSEC Coordinator training program.

This document is from the Qffice of the Inapector General, Joint Staff, and nmay
contain information that is "Law Enforcement Sansitive” (LES) or “For Official Use
Only”® {¥OUQ) or otherwise subject to the Privacy and/or legal and or othpcprivilaqas
that restrict release without appropriate legal anthority.
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USJ$COM IG conducted a unit command inspection of the Joint Personnel
Recovery Agency (JPRA) at Fort Belvoir, Virginia from 23-27 April 2007 that
included 10. JPRA’s 10 office was in compliance with all regulations.

d) USRORTHCOM: The N-NC IQG in conjunction with ATSD(IO), completed
IO Inspections of the N-NC J2, SJFHQ-N, and JTF-N. The organizations were
well versed in their duties and responsibilitics, understanding constitutional
constraints, and the laws and directives which govern the collection,
dissemination and storage of sensitive information, especially that data which
is constrained by 10 guidance or acquired on non-DOD persons. N-NC has
updated and disseminated the command 10 Instruction (NNCI-14-103). All
N-NC Intelligence Directorates and subordinate commands have conducted
initial and refresher training at 99%. N-NC has also updated and disseminated
the command IO instruction (NNCI-14-103).

¢) USPACOM 1G: JTF-AK J2 overall N-NC IG inspection grade of
*unsatisfactory® due to potential IO violation. Annual training is being
conducted via computer with certificates being sent to 10 coordinator while
new members continue receiving in-person indoctrination training. ALCOM
Procedure 15 inquiry, inspection is scheduled to be completed during the N-NC
IG re-inspection.

f) USSOUTHCOM IG: Automated training notifications go out monthly as
a reminder to all personnel who are required to undergo training during that
month. Joint Task Force Bravo (JTF Bravo), Special Operation Command
South (SOCS0-J2), Joint Interagency Task Force-South (JIATF-S J2 CB, and
Joint Task Force, Guantanamo Bay, Cuba (JTF-GTMO) all submitted a negative
report to any IO violations.

g USSOCOM IG: There were no IO inspections of violation reported during
this quarter.

h) USSTRATCOM IG: USSTRATCOM IG inspected the 10 programs at
Joint Functional Component Command-Integrated Missile Defense (JFCC-IMD)
and the Joint Functional Component Command-Intelligence, Surveillance and
Reconnaissance (JFCC-ISR). JFCC-IMD and JFCC-ISR programs were found
to be excellent. No questionable intelligence activity was identified.

i) USTRANSCOM IG: USTRANSCOM IG and USTRANSCOM Chief, Civil
and Fiscal Law (TCJA), conducted an IO program inspection of the
USTRANSCOM Joint Intelligence Operation Center in coordination with the
TCJ2 10 Program Monitor. The inspection consisted of a review of TCJ2 10
program administration, to include documentation of annuasl IO training and
an evaluation of the effectiveness of that training. 96% of TCJ2 personnel had
received initial or annual 10 refresher training. Nine remaining personnel were
scheduled to complete IO training within 60 days following the inspection. All
This document is from the Office cf the Inspector General, Joint Staff, and may
conrain information that is "Law Enforcement Sensitive® (LES) or "For Official Dsa

Only® (FOUO) or otherwise subject to the Privacy and/or legal and or other privileges
that restrict relaase without appropriate legal authority. cce
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(b)2)

personnel evaluated during the inspection demonstrated a sound
understanding of IO policies and the requirements for reporting questionable
intelligence activities.

2. The point of contact for this action is the undersigned at (b)2)

(b)(3) 10 USC 130b (b)(6)

COL, USA
Joint Staff Deputy Inspector General

Enclosures:

Enclosure A - Intel Report U.S. Central Command

Enclosure B - Intel Report U.S. European Command
Enclosure C - Intel Report U.S. Joint Forces Command
Enclosure D — Intel Report U.S. Northern Command
Enclosure E - Intel Report U.S. Pacific Command

Enclosure F - Intel Report U.S. Southern Command
Enclosure G - Intel Report U.S. Special Operations Command
Enclosure H - Intel Report U.S. Strategic Command
Enclosure 1 - Intel Report U.S. Transportation Command

This document is from the Office of thea Inspactor General, Joint Staff, and may
contain information that in "lLaw Enforcemant Senaitive™ (LES) or "For Official Uaae
only” (FOUO) or otherwiase aubject to the Privacy and/or legal and or othar privileges
that restrict realease without appropriate legal autkority. EEE
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UNITED STATES CENTRAL COMMAND
7115 SOUTH BOUNDARY BOULEVARD !
MACDILL AIR FORCE BASE, FLORIDA 336215101

CCi2 22 Junc 0}

MEMORANDUM THRU

STAFF JUDGE ADVOCATE, HQCENTCOM, 7115 S. BOUNDAR'Y BLVD,
MACDILL AFB, FL 33621 :

INSPECTOR GENERAL, HQCENTCOM, 7115 S. BOUNDARY BLVD,
MACDILL AFB, FL 33621

FOR DEPUTY INSPECTOR GENERAL, THE JOINT STAFF, 6000 DEFENSE PENTAGON.

WASHINGTON, DC 20301-6000
SUBJECT: 3rd Quarter, Fiscal Year 07, Intelligence Oversight (I0) Report
REF: (a) CJCSI 5901-01, 15 Dec 99, Subject: Oversight of Intelligence Activities.

(b) USCENTCOM Regulation 381-9, 4 Jun 01, Subject: Activities of USCEN'"COM
Intelligence Components that Affect United States Persons.
1. Service Components report through their Service channels. Augmentation forces jor
Operation ENDURING FREEDOM assigned to USCENTCOM at MacDill AFB, FL xre
receiving initial intelligence oversight training.
2. There were no questionable intclligence activities during the repotting period.

3. POCis SFCt(b)(s) 10 USC 130b,  §pecial Security Office (SSO). Intelligence Oversight

Officer, DSN{(b)(2) ___ United States Centre] Commagd; MacDill Air Fo'ce Bas
Florida. (b)(3) 10 USC 130b,(b)(6)

CAPTAIN.USN B

Deputy Director of Ihtelligence

(b)(3) 10 USC 130b.(b)(6)

Colonel, USA
Inspector General, USCENTCOM

EFF
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HEADQUARTERS
UNITED STATES EUROPEAN COMMAND
UNIT 30400
APO AE 09131

ECIG 10 July 2007

MEMORANDUM FOR Joint Staff Inspector General
SUBJECT: Intelligence Oversight Report, Third Quarter, FY07
1. This report provides information concerning intelligence oversight activities of the staff
directorates and direct-reporting subordinate intclligence units of headquarters, US European
Command.
2. Intelligence oversight training:

a Initia] briefings: 192

b. Refresher briefings: .103

3. Questionable activities (violations of law, regulation, or policy and action taken): None
reported or noted.

4. Intelligence oversight inspections.
a. By intelligence organizations.

(1) Activities conducting internal assessments: EUCOM J2, SHAPE Survey, USNIC-
Pristina, USNIC-Sarajevo, Northern Region JOIC, Southern Region JOIC, Joint Analysis Center.

(2) Personncl interviewed: 278
b. By USEUCOM Inspector General.
(1) Activities inspected or assessed: US National Intelligence Cell-Pristina, Kosovo.
(2) Summary of resuits: This was a staf¥ assistance visit to acclimate a brand new intel
oversight training officer to his duties. There we no major discrepancies found in the course of
records reviews and interviews with watch personnef.

(3) Questionable intelligence activities discovered: None.

(4) Familiarity of personnel with intelligence oversight requirements: One common
finding is that even experienced personnel belicve that a questionable activity relates only to
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ECIG
SUBJECT: Intelligence Oversight Report, Third Quarter, FY07

information concerning US persons, and not to intelligence professional misconduct. Thisis a
systemic weakness in training.

(5) Adequacy of organization intelligence oversight training program: See comment
above.

(6) Corrective actions taken: The new inte] oversight training officer acted on an IG
suggestion to bring perceived training deficiencies, along with suggested improvements, to the
attention of the EUCOM intel oversight officer.

5. Changes to intelligence oversight program (including changes to supporting training programs
and the reason for the changes; attach a copy of the directive or policy which directs the change):
None.

6. Changes to published directives or policies concerning intelligence, counterinteiligence, or
intelligence-rclated activities (attach a copy of the directive or policy): None.

7. Status of ongoing Procedure 15 inquiries: None ongoing.

8. Other matters pertinent to USEUCOM intelligence oversight programs: EUCOM IG will
mect with ATSD{IO) inspectors following their assessment of Special Operations Command,
Europe, on 16 July 2007.

9. Paint of contact is the undersigned at (P)(2).(b)(3) 10 USC 130b (b)(6) or
(b)(2).(b)(3) 10 USC 130b (b)

{(b)(3) 10 USC 130b,
/(b)(6)
Assistant Inspector General

EFF 7136




JUu-12-2007 ©@S5:49

JCS MAIL & DISTRIBUTION

ENCLOSURE C - USJFCOM

(b)(2)

EFF

P.189

73]




FUL-12-2087 B2:4R JCS MRIL & DISTRIBUTICN (kI(2] P, 11

DEPARTMENT OF DEFENSE

5. JOINT FORCES COMMAND
1582 MITECHER AVEMUE SIRTE 200
NORFOLK, VA 2355 1-2428 W PERLY PSR TO:

5240
JODIG3
5 July 2007

MEMORANDUM FOR INSPECTOR GENERAL, THE JORNT STAFF (ATTN: B3 10

:: 1-3:{.-'*} 1°Uth fh .

Subject: U.S. JOINT FORCES COMMAND (USIFCOM) INTELLIGENCE

OVERSIGHT REPORT FOR THE THIRD QUARTER FY-07

1. legal or improper activities:

No intelhgence acvity has bean identificd which is masonably believed to be
illegal or contrary io Executive Orler or Departrnent of Defense instructions concemed
with intelligence aversight.

2. Significant Inteiligence Oversipht activitics:

a. On 12 April 2007, the J9 OPSEC Coordmator received a briefing from the
Wational Gensp=tia! Intelligence Agency on the MGA provesses for complisnce with
DoD’s Intelligence Oversight Requirements regarding the *Praper Use Memorandum for
Domestic Irnagery”. This briefing was presanted as past of the OPEEC Coondinater
fraining program.

3. Remuls of Intelligence Oversight Inspections:

a. Tae USJFCOM Inepector General’s Office conduacted a unit command
inspection of foirit Persornel Recovery Agency (TFRA) at Fort Belvior, Virginia from
23-27 Agril 2007 that incloded intellipenee aversipht. JPRA’s intelligence oversight
officer, (b)(6) USAF, was in compliance with all appropriate regulations
and maintained accurate training recomds,

4. Suggestions for improvement. Nooe

5. URBII-COM Inteligence Oversivht poinr af contact. 18 (0)6) and cap be
reached at (757) 836-5941/0 or DSN 836-5941/0.

Gary R. Woltering
Colozel, [FSAF
Inspector General
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NORTH AMERICAN AEROSPACE DEFENSE COMMAND
AND
UNITED STATES NORTHERN COMMAND

MEMORANDUM FOR INSPECTOR GENERAL, THE JOINT STAFF
(ATTN: (0X6) USA) (¢, )

FROM: NORAD and USNORTHCOM Inspector General

SUBJECT: US NORTHERN COMMAND (USNORTHCOM) Intelligence Oversight
Report for Third Quarter FY07

1. llegal or iImproper Activities

No inteiligence activity has been identified which is reasonably believed to be Illegal or
cantrary to Executive Order or Department of Defense directives concemed with
Intelligence Oversight for USNORTHCOM or its subordinate joint commands.

2. Significant Intslligence Oversight Activities

a. The N-NC IG, in conjunctian with ATSD(IO), completed Intelligence Oversight
Inspections of tha N-NC J2, SIFHQ-N, ARNORTH, and JTF-N. The organizations
were well versed In their duties and responsibilities, understanding constitutional
constraints, and the laws and directives which govern the collection, dissemination
and storage of sensitive information, especially that data which is constrained by
Intelligence Oversight guidance or acquired on non-DoD persons. Their programs
are very strong, with only minor recommendations for improvement.

b. Training: All N-NC Intelligence Directorates and subordinate commands have
conducted initial and refresher training for personnel. The percentage of personnel
trained In the command is currentiy 99%, and all efforts will be made to
maintain/increase this level.

¢. N-NC has also updated and disseminated the command 10 Instruction
(NNCI-14-103). This instruction has been implemented and changes In the new
guidance will be highlighted during upcoming 10 Inspections.

d. Suggestions for Improvernent: All N-NC Intelligence Directorates and JTFs
have implemented more frequent database information review processes (30-60 day
reviews) to ensure data repositories have effective follow-up assessments
concerning the need to retain various farms of information.
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3. PQC for this report isl®)(®) IDSN 692-0989, commercial (719) 554- Py (,)
0989.

WO RIGINAL SIGNEDY TN
STEVEN E. ARMSTRONG, Colonel, USAF
Inspector General
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5 July 2007

. . l(b)3) 10 USC
MEMORANDUM FOR Joint Staff, ingpector General, Atin: 130b (b)(6)

Subject QUARTERLY INTELLIGENCE OVERSIGHT (10) REPORT,
3" QUARTER, FY 07

Ref: (a) USCINCPACINST 3800.11A, 31 Jul 898
(b) ASD Memo / December B, 2006

1. This repart provides Infelligence Oversight activity of USPACOM staff and
subordinate commands for 3™ Quarter, FY07.

2. Description of violations (law, regulation, or policy during the quarter): None

3. Listintelligence oversight inspections incdluding:
a. List of organizations — USPACOM, JIATF West, USFK, USFJ, ALCOM,
JIOC, SOCPAC and JPAC
b. Summarize the results or trends — JTF-AK J2 overall N-NC |G inspection
grade of 9 Mar 07 “Unsatisfactory” due to potential IO violation.
c. Comment on questionable intelligence activities discovered - None
d. Fami&arity of personnel with inteligence oversight requirements — Very high
e. Adequacy of organization intelligence oversight training program -Annual
training now being conducted via computer with certificates being sent to 10
coordinator and new members still receiving in-parson Indoctrination training
f. If inspections revealed deficiencies, note the corrective action taken — ALCOM
computer drives are continued fo be reconfigured and scrubbed. Electronic and
hard-copy archives are being reviewed and reduced.

4. Summarize any COCOM/agency level changes to your inteiligence oversight
program including ctianges to supporting training programs and the reason for the
changes. Attach a copy of the directive or policy which diracts the change: ALCOM
reinstated testing in conjunction with nitial. and refresher 10 training IAW N-NC 14-103
and other 10 guidance.

5. Summarize any COCOM/agency leve! changes to published directives of policies
conceming:

a. Inteliigence — None

b. Counterintelligence — Nona

c. intelligence-related activithes - None

6. Continue to report on the status if ongoing Procedure 15 inquiries and any additional
mattars pertinent to the agency/COCOM intslligence oversight programs are outlined in
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Procedure 15: Al mportingmmijds are condkicting indoctrination and refresher
training. ALCOM due to procedure * 5 inquiry, from - April 07 N-NC IG inspection is
scheduled to be completed during N-NC I3 re-inspection 19-20 Jul 07.

7. General comments: To.ensure compliahce with applicable laws and regulations, 10
file custodians in JIATF-West reviewed their files containing information on U.S.
persons,

8. Point of Contact for this report is COL John C. Stratis, USA, USPACOM IG, DSN
315477-5101/5165 or COMM (808) 477-5101/5165

JOHN G. STRATIS
Colonel, USA
Inspector General
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DEPARTHMENT OF DEFENSE
UNTTED ATATES EUUTHERN COMMAND
T W THET AVENRE
Judes i REABTL FL. 321721217
SCIG § July 2047

MEMORANDUM FOR THE JOINT STAFF INSPECTOR GENERAL, ROOM 2C962,
ATTN: ICS DOMKB)(E} BOINT STAFF INSPECTOR GENERAL,
WASHINGTON, D.C. 20315-0300

SUBJECT: Quarterly Inteiligence Oversight Activities Report for the 3rd Quarter 2007

1. {11} Reference DOT Directive 5240.1R, detad Decamber 1932,
2. {U) This report includes input fiom HQ U.8. Sonthem Comamand, Mismi, Flonda; Jomt Task
Porce Bravo, Soto Cano AB, Honduras; Joint Task Force Goantenemao Bay, Cuba; Special

Operations Command Sauth, Homestead ARB, Homesteed, Florida and Joint Interagency Task
Force-South, Trumean Annex (NAS), Key West, Florida.

3. (U) United Stutes Southern Cnmmand (US SOUTHCOM) - In accordence with the
directive the following iz provided:

. No intziligence activity that ja reasonably believed to be illegal or contrary to Executive
Order 12333, DoD §240.1-R, or USSOUTHCOM Regulafion 381-5 has been idenkifred.

b. Significant oversight actvitics,
{1} Publications: Nozc.

(2) Training' Traning netifications go oot momthly. It is sntomated; snail is generatad at the
server level and is sear m 2!l personnef whis are required to undergo rmining during Umt month.

(3) Inspeotions: Noge.
{4) Files review: None
(5) Inquiries: Nome
& Suggestions for improvemant. None.

d. Othcr. None
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$CIG
SUBJECT: Quarterty Intelligence Oversight Activities Report for the 3rd Quarter 2007

& Poipt of comtaat for thiz section is[muz}'{b]’{ﬁ]’
{b)2).(b}(5)

4. {U) Joint Fask rerce Brave (JTF Bravn) - In accordance with the directive the following is
provided:

AW referencen directive, the following information is provided:

a. Nointelligence activity bag bees copducted which may be ressonably constraed 23
illegal or contrary 19 Direcive Order 12333, Dol directives or US SOUTHCOM regulations,

b. Suggestions for improvement: Neone
c. Dther. None.
. (BM2) (b)) 10 USC 120b (b){8)

. Pomt of Conteet for this memorandian i
{b)(2).{b){3) 10 USC 130b (b}E)

5. {U) Special Operations Command Sonth (SOCS0-J2) - In sccardzace with the directive
the following is provided:

o Mo imelligence activity has beea Jdenixtied which i3 reasonably believed to be illegel or
conirary ko Executive Order 12333 ar Dol directive 5340.1-R.

b. Suggeat=ons for improveznert. None
¢ Other: None

d. Point of contact for HOs Special Opevations Cummmﬂ?ﬁmﬁl'isl{b}{z}'{b}{ﬁ}

{b)}2).{b)(E)

&. (LN} Joint Interapency Task Force-South (JIATF-S J2 CJ) - In arcordsmes with the
directive the follovwing is provided:

& No intellipence activity has been identified which is reasonsbly believed to be idegai or
conirary ta Exerutive Order or Dol) Pirectives.

b. Sigpificant oversight activitics for fhis quarter fnclude training of newly arrrvmg personacl
gzuigned to intelligence activities.
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SCIG
SUBJECT: Quartaly Intelligence Overmpght Activities Report for the 3rd Quarier 2007

£. Monitored JATF-S WebTas Program to insure US person dala mzets authorized
retainability tnder JIATFS mission allowittg for te collection of information regarding
intemational drug trafficking.

d. Reviewed all US persons in WebTas and cither climinated them or left them in hecamss of
sustaining information. The datebase is corrent with knows traffickers and persons with prior
wIiminal history.

<. Point of contact for JIATF-S 1 ()(2).(b)(E)
(b)(2),(B)(6) |

7. @I} Joint Task Ferce — GTMO, Guantucarmo Bay, Cubu - In eccordance with the diveetives
the following is pravided:

4. No intelligenice activity that is nmsonubiy believed to Be dlepal or contrary 1o Exccutive
Order 12333, DoD 5240.1-R, or USSOUTHCOM Regalation 381-5 has been id=ntifisd

b. Significant oversipht activities.
{1) Publications: Noae.

(2) Training: All JTY personnel reocive FQ kaining during initial ingrocessing into the
JTR.

(3) Inspecticn: In 18 Ape (F7 SOUTHCOM IG conducted an inspection of the JTF-GTMO
intelligence Oversight program. No discrepancies noted.

{4) Files review: Noaa
(5) Inquiries: Noze.

& Suggestions for improvement. None,

d for STF-GTMO is iG, JTR-GTMO[PX21 BIB} 10 USC 1300, )E) | 5
{bI(21(bN3 Ob, )

(bI(E}
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SURJECT: Quarterly Intelligence Oversight Activities Report for the 3rd Quarter 2007

b)(2) (b)(6
8. Point of Contact at U.S. SOUTHERN COMMAND 1G's Office is( N2) (&X6)
(b)(2),(b}(6)
toriginal slgned)
T.L. WASHBURN
CAPT, USN
Inspector Genersl
CF:
I0 Oificer, USSOQUTHCOM
10 Officer, JTE-Bravo
K2 Officer, SOCSO
IO Officer, JIATF-S
Inspector Generai - GTMO
4
AT WA i -ifasF R A AT 4t 202
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UNITED STATES SPECIAL OPERATIONS CCAUMAND

FT01 TAMPA POINT SOWREVARD 3
MACORL AIR FORCE BaSc. FLORIDA J0631-3523

SOIG 2 July 2007

MEMOBANDUM FOR: DEPUTY INSPECTOR GENERAL, JOINT STAFF,
ATTN: |(b)(3) 10 USC 130b.(b)(6) 300 JOINT STAFF, PENTAGON,

WASHINGTON, 0.C. 20218-03C9

SUBJECT: Quarterly Inteliigence Oversight Activities Report for 3 Quarter, FY 2007

1. References:
a. E.O. 12333, 4 December 188%.
b. DQD Directive 5240.1, 25 April 1838,
c. DCD Reouladion 5240.1-R, 7 Decembdear 1982.
d. CXCSI5801.01, 3 January 2007.

2. No violsdons of applicable laws, orders, diractives, regulations, or DOD policies were
raporied.

3. Point of cortact L(b}(Z],{b}ﬁ} 10 USC 130b,(b)}6)

Pout-ii~ Fax ate TET1
w (b 10USC (b)(3) 10 USC 130b,
—_— ————
Wam
ware (D)(2) Rt (b)(2)
l.-.'.g —

This o o oriviienaa aocumant. -¢ wea not ba refeesed (ir whole or in perl), reoregucaed, o

scailenc disoemingiion (in whole or ¥: part) OUTeids ¢F b1stsctor Genoral channale wRACUE prios
of the USSOC0M IG or desipres. Informmstion conteined i tHic documeant Ip azumyt from

mendaiory dlaoipere uncar the Freedom of informadon Act (FOIA). Exarmptions §, 4, one 7 apply.

e A e o s e
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DEPARTMENT OF DEPENSE
UAITRE STATES STAATRGIC OONNAND

Reply to: 29 Jun 07
USSTRATCOM/005

901 SAC BLVD, STE 1H9

OFFUTT AFB NE 68113-6005

MEMORANDUM FOR THE INSPECTOR GENERAL, JOINT STAFF
Subject Intelligence Oversight (10) Report for the period of Apr - Jim 2007

1. Thore were no intelligence, counterintelligence, or intelligence-selated violations of faw,
reguiation, or policy in USSTRATCOM this quarter.

2. During this quarter, the 10 inspected the 10 programs at Joint Functional Component
Command-Integrated Missile Defense (JFCC-IMD) and the Joint Functional Component
Command-Inte]ligence, Surveillance and Reconnaissance (JFCC-ISR). This was the flrst time ) (
the IG; conducted inspections at these two JFCCs since they 5ood up in calendar year 2005 (b)(6) ¢
(bi5) {0SD ATSD-]O, observed the USSTRATCOM IG inspector conduct the——
mspection at JFCC-ISR as past of the upcoming 10 program inspection at USSTRATCOM.

Both of these commands have oxeellent 10 programs and are meeting ail of the requirements of

the DoD IO program. There was no questionable intelligence activity at efther JFCC-IMD or

JPCC-ISR. The personnel inteyviewed during these inspections displayed oustanding

understanding of the DoD 1O program requirements. In addition, the 10 trajning programs at

these coxumands, 1o incjude initial indoctrination and recurring refresher training, satisfy all DoD
vequirements and are effectively meeting the 10 needs of the USSTRATCOM personnel

assigned there. In summary, the IO programs at JFCC-IMD and JRCC-ISR are excellent, and

tully support the DoD IO program.

3. There were no changes to the USSTRATCOM IO inspection program.

4. There were no changes 10 USSTRATCOM directives or policies relating to intelligence,
counterimtelligence, or intelligence-related activities, We arc curvently revising our
USS)'RATCOM Opcrating Instructon concerning 10 inspection program management. We will
provide you a copy of the instruction as soon as it s published.

P urm: metia e ——— s report nleaee nntact rha YYSTRATC
(P)-(G) i B Peputy Inspector Genera) (b)(2) ' ] hah ( b) f.jc‘

THOMAS D. YOUNQ
Colonel, USAF
Inspector General
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UNITED STATES TRANGPORTATION COMMAND
S04 BCOTT OV
BEOTT AN FOACE BEE. LM it

2 Jul 97

MEMORANDUM FOR THE .JOINT STAFF, OFFICE OF THE INSPECTOR GENERAL
FROM: TCIG
SUBJECT: 2rd QUARTER, FYJ7, Inteltigence Oversight ([0} Inspectian Aepart

1. Tha USTRANSCOM inspector General {TCIG) conductad a quarterly review ol
USTAANSCOM IO programs ta assess compliance with Federal laws and national
gireclives reganding inteligerw:e activities. Thene were no questionalie activitles or
violalions reporied this quarter.

2. In additlon, CAPT Brad Carpenter, USTRANSCTOM Inspactor Ganerat (TCIG), and
(b)) . Chief, Ciwil and Fizcsl Law, Offica of the Statf Jutdge Advacata

{TCJA), conducted an KD program inspection of the USTRANSCOM Joint Intelligence
Opevation Center in coordination with the TLJ2 10 Program Monitor on 15 May 2007.

3. The inspaction congisted of a review of TCJ2 IO program administration, 1o include
documentatior: of annual 1O training and an evaluation of the electivenass ol that
treining. As of 15 May 2007, 88% ol TCJ2 parsonnel had recefvwed inlial or annual i0
refresher tralning for 2007. Nine () remaining personnel were schedulad ta camplete
IO iraining within 60 days following the inspection. Al personnel evaluated during the
inspection demanstrated a sound understanding of IO policies and the requirements for
reposting questionable Infeligence activilias.

4, There have been no changes to USTRANSCOM IO program activities, directives, or
trafning programs thia quartar.

3. Pleasse contact this aftice at OSN 779-1781, or USTCIG @ ustranscom. mil, for
additional queslons.

BRADLEY A. CARPENTER, C? | LSN
Inspector General

c:
USTRANSCOM/TCJZ2. TCJ2-DA (b)6)
USTRAMSCOMTCIA-T (P)6)
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THE JOINT STAFF
WASHINGTON, DC

Reply ZIP Code:
20318-0300 14 April 2008

MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE
. (INTELLIGENCE OVERSIGHT)

Subject: Intelligence Oversight (I0) Report for Second Quarter, FY0O8

1. Below is.a consolidated summary of all Combatant Commands (COCOMs)
Intelligence Oversight (I0) Reports for the Second Quarter, FYO8. Attached arc
all COCOM reports with further information. Service Component IGs will
report 10 information to their Service.

a) USCENTCOM IG: Augmentation forces for Operation ENDURING
FREEDOM assigned to USCENTCOM at Mac Dill AFB are recciving initial
intelligence oversight training. There were no questionable activities reported.

b) USEUCOM IG: Intelligence oversight training included 105 initial and
191 refresher briefings.

Internal assessments were conducted by EUCOM J2, SHAPE Survey,
USNIC-Pristma, Northern Region JOIC, Southern Region JOIC, Joint Analysis
Center, Special Operations Command, Europe and there were 141 personnel
interviewed.

c) USJFCOM 1G: USJFCOM J2 conducted a self-inspection of all
intelligence holdings for US persons’ data, including items posted to command
home pages, hard-copy files, proper use statements and archived imagery. All
holdings were found to be within 10 regulations.

The Joint Personnel Recovery Agency (JPRA) Intelligence Directorate is
cooperating with the Federal Bureau of Investigation on the Global Hostage-
Taking Research and Analysis Project managed by the FBI's Behavioral Science
Unit. Cooperation for this is established within the limits set by DOD §240.1-
R.

The USJFCOM IG’s office conducted a unit command inspection of the
Joint Fires Integration and Interoperability Team (JFIIT) in Elgin, Florida from
28 January to 1 February 2008. JFIIT was found to be in compliance with all
appropriate regulations and maintained accurate training records for the
command's intelligence oversight programs.

This document 4s from the Office of the Inspector Ceneral, Joint sStaff, and may
contain information that ig "Law Enforcemant Sensitive®™ (LBS) or "Por Official Use
Cnly® (POOU) or otharwisa subjeot ta the Privasy and/or legal and or other privilegesn
that restrict releape without appropriate legal authoricty.
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