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d) USNORTHCOM IQ: The N-NC IG, completed Intelligence Oversight
Inepections of JFHQ-NCR/MDW and AFNORTH. The organizatipns were well
versed in their duties and responsibilities, understanding constifiitional
constraints, lawa and directives which govern the collection, dissemination and
storage of sensitive information, especially that data which i constrained by
Intelligence Oversight guidance or acquired on non-DoD persons. Their
programs were found to be very strong. Only one minor recommendation for
improvement was provided.

All N-NC Intelligenice Directorates and subordinate commands have
conducted initial and refresher training for personnel. 99% of personnel bave
been tramed.

A posaible IO issue was brought to the command’s attention after the report
cut-off date. Information is still being gathered and will be submitted on the
next quarterly report.

All N-NC Intelligence Directorates and JTFs have implemented more
frecquent database information review proceases (30-60 days) to ensure data
repositories have effcctive follow-up assessments concerning the need to retain
information.

There have also been several discussions on NC produced threat
assesements and the ability to house them on J2 websites/servers. These
assesaments have expanded from initinl threat products to include a broader
range of information of use to NC components. Pending locating another host
for these products, access to them has been suspended.

¢) USPACOM IG: Several units conducted annual training accemplishing
100% IO training for assigned personnel. Some units developed an online
training program that made it much easier for assigried personmnel to receive
and conduct required annual training. Online programs have greatly assisted
those units that typically have personnel away from the office (e.g., TDY) by
making the training acceasible at all tmes.

Training methods have been established for training records that include
initial and recurting training accomplished that is aszociated with date of
actual completon. In additen, in-processing checklists bave been updated to
reflect 10 training as part of the formal in-processing requirements for newly
assigned personnel

All reporting commands are currently conducting indoctrination and
refresher training.

f) USSOUTHCOM IG: Automated training notifications go out monthly as
a reminder to all personnel who are required to undergo training during that

This doavment im from tha Offics of the Tnegectsr Géperal, Joint Btuff. mnd may
conenin information that a8 =faw Enforaement Senditive® {LES) ox "For Officlal Une
ooly" (F¥W] or otharwise subject to the Frivasy and/er legal and or cther privilasged
that ractriot rwlsass withoot appropriate legal aurboriey.
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| month. Joint Task Foree Bravo (JTF Gravo), Special Operation Command
South {SOCSO-J2), Joint Interagency Task Force-South (JIATF-S J2 C), and
Joint Task Force, Guantanamo Bay, Cuba (JIF-GTMJ) all submitted negative
reports to any 10 viclations. Special Operation Command Scuth (SOCSO-J2)
continues to provide IO training and current rescurce materials to designated
" intelligence pérsonnel on & regular basis. Joint Interagency Task Force-South
| (JIATF-S J2 CJ) training of newly arriving personnel assigned to intelligence
I activities, monitored JIATF-5 WebTas Program to ensure US persons data
meets authorized retainability under JIATF-S mission allowing for collection of
information regarding dirug trafficking. Reviewed all US persons in WebTas to
ensure 8]l 10 requirements were met. The database is current with known
traffickers and persona with prior criminal history.

g] UBKROCOM IG: One Joint IO inspection was conducted by USSOCOM
1G and CENTCOM IG at Special Operations Command Central at MacDill AFB,
FL. There were no questionable intelligence activities discovered during this
inspection. There was g sufficient Intelligenice Oversight Program in place.
Personnel were famijlisr with the intelligence oversight requirements and were
compliant with the laws, regulations, policies and procedures pertaining {o
intellipence oversight.

USSOCOM-8CS0-J2 continues to operate the Intclligence Oversight
Training Program through & computer based program. No changes to that
program have occurred.

h] USSTRATCOM 1G: Inspected the 10 program at Joint Functional
Component Command (JFCC) Global Strike and Integration {SGI) JS17,
Airborne Operations Branch., There were no questionable intelligence activities
reported in JFCC-GSI J317 and the J317 IO were noted as excellent. The
program met all DoD IO program requirements and all personnel interviewed
were well aware of the requirements of the DoD 10 program. The IO training
programs in this organization were sound and met the needs of the
organization’s personnel and DoD.

The Office of the Assistant Sectaxy of Defense for Intelligence Owversight
(OATSD-I0) conducted an inspection of the IO program at USS5TRATCOM
Headquarters from 4-7 February 2008, ATSD{IO) found USSTRATCOM's 10
program to be in compliance with federal and DoD regulation= and was being
managed in an outstanding manner with no discrepancies to repert. OQATSD-
10 plans to return to complete their inspection of four subordinate
USSTRATCOM commands, JFCC-ISR, JECC-NW, SCC-WMD, and JTF-GNO
during their visit in March-May 08.

i) USTRANSCOM IG (TCIG): Conducted a quarterly review of command IO
programs to assess compliance with Federnl laws and nationa] directives
regarding intelligence activities. There were no questionable activities or

Thia dvcyment ig frem the Offian af rha Inspector General, Joint gtaff, and may
contain infermaClon Thar ia "Law Enforcecent Senaitive (LE8) or "For Gfficial Toa
Only® {FODO) ar otherwise sybleot £o the Privacy and/or lagal asd oo othar privilages
that restrict reloage without apprepriate lagal autharicy.
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violations reported this quarter.

In addition, TCIG and USSTRATCOM Chief, Civil and Flecal Law (TCUJA),
conducted an IO program inapection of the Naval Reserve Joint Transportation
Intellipenice Operationg Center (NR JIOCTRANS 0113) on 2 February 2008,
The inspection consisted of a review of the unit IO program administration, to
include documentation of annual IO training and an evaluation of the
effectiveness of that training.

2. The point of contact for this action is the undersigned at [D}E)

(b)3) 10 USC 120b (b)(6)

COlL, USA
Deputy Inspector General

Enclosures:

Enclosure A - Intel Report U.S. Central Comtnand

Enclosure B - Intsl Report U.S. European Command
Enclosure C = Inte] Report U.S. Joimt Porces Command
Enclosure D — Intel Report U.S. Northern Command
Enclosure E — Intel Report U.8. Pacific Command

Enclosure F = Intel Report U.S. Southern Command
Enclosure G - Intel Report 11.8. Special Operations Command
Enclosure H — Intel Report U.8. Strategic Command
Enclosure I — [ntel Report U.S. Transportation Command

This document is from the Office of the Inspacror General, Joint Staff, and may
gomtain information that is "Law Enforcement Sensitives {125) or "For official Usa
only® {FOD0) or otherwise subject to tbe Frivacy and/or legal and cr gther privilegea
Lhat rastrict releass witbout appropriate legal suthdmity.
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UNITED STATES CENTRAL COMMAND
7113 SQUTH BOUNDARY DOULEVARD
MACDILL AJt FORCE EASE, FLORIDA 33521-51101

ccn 28 March 2008

TO: FOR DEPUTY INSPECTOR OENERAL, THE JOINT STAFF, 6000 DEFENSE
PENTAGON, WASHINGTON, DC 20301-6000

FROM: INSPECTOR GENERAL, HQUSCENTCOM, 7115 S. BOUNDARY BLVD,
MACDILL AYB, FL 33621-5101

THRU: STAFF JUDGE ADVOCATE, HQUSCENTCOM, 7115 §. BOUNDARY BLVD,
MACDILL AFB, FL 33621-5101

SUBTECT; 2™ Quaner, Fiscal Year 08, Intelligence Oversight (10) Report

REF: (a) CICSI 5901-01, 25 Mar 03, Subject: Oversight of Intelligence Activities.
(b) USCENTCOM Regulation 381-9, 17 Feb 05, Subject: Activities of USCENTCOM
Intelligence Components thar Affect United States Persons

1. Emh Componeats report through their Sexvice channels, Augmentatjon forces for Operation
ENDURING FREEDOM assigned to USCENTCOM at MacDill AFB, FL are receivirg initial
intelligence gversight raining, '

2. There wese no questionable imelligenca activiries doring the reporting petiod

3. PQC js Mz L)) 10USC 1 gpecial Secuaity Office (SSO) Intelligenca Oversight Officer, |
DSNI(PK2) United States Centra) Command, MacDill Air Forea Base, Florida |

(b)(3) 10 USC 130 (b) |
{6) |

SES, DOD
Assistant Director of Intalligence

(b)3) 10 USC 130b (b)(6) j

~ Colonel, USA :
Inspector General
zd Frd L0 O [(b)2) F szt aniﬂ*ti-'ﬂ

\
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HEADQUARTERS
LMITED STATES EUROPEAN COMMAND
UMIT 30400
APO AR 0513

ECIG 4 April 2008

MEMORANDUM FOR Joint Staff Inspector General
I SUBJECT: Imelligence Oversight Report, 2* Quarter, FY0E

1. This report provides information concemning miellipescs aversight sctivities of the staff
directormes and direct-reporing sobordingte intelligence units of beadquarners, US European
Command.
2. Intelligence oversight fraining

o Initial briefngs: 05

b. Refresher bricfings: 191

I 3. Questionable activities {violations of law, regulatian, or policy and sction taken): Nope
reporind or poted.

4. Inteliigence oversight inspectdons.
i 3. By intclligencs argamirations.
(1) Activities conducting internal assessments: EUCOM J2, SHAPE Survey, USNIC-

Pristina, USNIC-Sarsievo, Northera Region JOIC, Southem Region JOIC, Joint Analysis Center,
Special Operations Corstrand, Buzope.

(2) Personne] merviewed: 141

b. By USEUCOM Inspector General,
(1) Activities inspected ot assessed: Noe,
(2) Summary of results: N/AL
(3) Questicnable imelligence activitles discovered: N/A.
{4) Familiarity of personne] with totelligence oversight requirements: N/A,
(5) Adequacy of organization intelligence oversight maining program: N/A.

EFF 762
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ECIG
SUBJECT: Intelligence Oversight Repont, 2 Quarter, FY08

' (6) Comectve actions taken: N/A.

5. Clumges (0 inkclligenoe oversight program (mctuding changes w0 supporting training programs
and the reasoq for the changes; antach a copy of the directive of policy which directs the chanage):
Nooe '

6. Changes to published directives or policies conceming !meelligenes, courterintelligence, or
intzlligence-relavod activities (anach a copy of the directive or policy): None.

7. Sutws of ongoing Procedure 15 inquiries: None ongoing.

8. Other matters pertinent to USEUCOM intelligencc oversight programs: EUCOM IG will
condnet &t Jeast one imtel oversight inspection dariog 3™ Quarer, FY08.

9, Pokatof contact i the undersigned a2 (B BH3) 10 USC 1205 (61E) oy
{b)(2),(b}(3) 10 USC 130b. :
ThARY

{b)3) 10 USC 120b,(b)
(6)

P.010
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ENCLOSURE C - USTFCOM
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DEPARTMENT OF DEFENSE
COMIZANDER
LS. JONT FORCES COMMAND
1662 MITSCHER AVENUE BUTE 200
HORFOLK, vA 728512408 N EEPLY FEEH TO:

5240

JODIG3

7 Apr 2008

MEMORANDUM FOR INSPECTOR GENERAL, THE JOINT STAFF
(AT |
Subfect: 1).5. Jomt Fareet Command (USYFCOM) Intelligence Oversighi Report for the
2™ Quartor FY-08

1, Megal or improper activitics:

No inteiligence aslivity hus been identified which i reasonabty bolisvud {0 be
{llegal or contrary to Excentive Order of Department of Defense instruotions concemed
with h:tql!igu_nne oversight. o

2. Significant Intelligence Oversight activities:

a. USJFCOM J2 conducted 2 quarterly imspection of all intelligence loldings for
U. 5. persons’ daea. This included a spot eteck of ilems posted 1o command homepzges,
hard-copy files, proper use statements, and archived imagery. All cosords were in
coxupliance the regulations,

b, The Joint Personnel Recovery Agsucy (JPRA) Imelligenee Directorate is
cooperating with the Pederz] Burezn of Investigation on the Global Hostage-Taking
Research and Analysis Project managed By the FEI's Behaviorsd Seience Unit,
Cooperation I8 within tha trmits sct by DOD 5240.1-R.

3. Reswults of fetcTligence Oversight Inspections:
a. The USTFCOM Inspsetor General's Office conducted unit command
inspections of the Joint Fires [ategration and Interoparability Tewn (JFIFT) in Eglin,
Florida from 28 january to 1 Februury 2008. This inspection ineluded intelligence
aversigh, JROT was found to be in complianes with all appropriate regulations and
maintgined accurate 1aming records for the command's intelligence oversight program.

4. Suggestions (or improvement: Nope

5. USYFCOM I inteNligence Oversight pnint of cowact 19(?)(©) and can
be weachad at (757) £36-594140 or DSN §36.5941/0.

(b)€)

By Directicn
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ENCLOSURE D - USNORTHCOM
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NORTH AMERICAN AEROSPACE DEFENSE COMMAND
AND
UNITED STATES NORTHERN COMMAND

MEMORANDUM FOR INSPECTOR GENERAL, THE JOINT STAFF
(ATTN: [E) 1USA) by

FROM: NORAD and USNORTHCOM Inspector General

SUBJECT: US NORTHERN COMMAND (USNORTHCOM) Intelligence Oversight
Reporl for Second Quarter FY08

1. lllegal or Improper Activities

Ne intelligence activity has been identified which is reasonably believed ta be llegal or
contrary to Executive Order or Department of Defanse directives eoncemed with
Intelligence Oversight for USNORTHCOM or s subordinate joint commands.

A possible 10 Issue was brought to the cammands attention after this reports cut-of!
date. Information is still being gathered and will be submitted on the next guarters report, if
nat sooner.

2. Significant Intelligence Oversight Activities

a. The N-NC |G completed intelligence Oversight inspections of JFHQ-
NCRMDW and ARNORTH. The organizations wera well versed in their duties and
responsibilities, understanding constitutional constraints, and the laws and directives
which gavern the collection, digssemination and storage of sensitive information,
especially that data which is constrained by intelligence Oversight guidance or
acquired on non-D00 persons. Their programs are strong, with only minor
recommendations for improvement.

b. Training: All N-NC intelligence Clrectorates and subordinate commands have
| conducted initial and refresher training for personnel. The percentage of personnel
trained in the command is currently 99%, and all efforts will be made to
maintain/increase this level.

c. Suggestions for Improvement: All N-NC Intelligence Directorates and
subordinate commands have implemented more frequent database Information
review processes (30-60 day reviews) 10 ensure data repositeries have effective
follow-up assessments concerming the need to retain various forms of information.




(b)(2)
APR-14-2CC8 11:42 JS PRINT.GRAPHICS rouav

There have aiso been saveral discussions on NC produced threal assessments
and the ability to house them on J2 websites/servers. These assessments have
expanded from initial threat praducts to include a broader range of information of use
ta NC compenents. Panding locating another host for these products, access 10
them has been suspended.

3. POC for this report is {(B1(8) commercial (719) 554 b((0)
0989,

O RIGINAL SIGNEDMHIIINIIINT
STEVEN E. ARMSTRONG, Colanel, USAF
Inspector General

EFF 768
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COMMANDER, U.E, PACIFIC COMMAND
{USPAGOMY
CAMP H.M, SMITH, HAWAI S6861-£028

9 Apsil 2008

. (bY3) 10 USC

MEMORANDUM FOR Joint Staff, Inspector Genaral, Attn; i _}L llhm

Subject QUARTERLY INTELLIGENCE OVERSIGHT {I0) REFORT,
2™ OUARTER, FY 08

Ret: (a) USCINCPACINST 3800114, 31 Jul 96
{&) ASO Memo / December 8, 2008

1. Thiz raport provides Intelbgence Owversight activity of LUSPAGOM staff and
subardinata commands for 2™ Cluarter, FY0B.

2. Description of violatlans {law, regulation, or palicy during the quarer): Nono

3. List Intalbgence oversight inspections Including:
a. List of erganizations — USPACOM, JIATF Wast, USFK, USFJ, ALCOM,
JIQC, SOCPAC and JPAC
b. Summarize the results or trends — Nane.
¢. Comment on quastlanabls Intedligenca activites discovercd - None
d. Famillarfly of personnel with Intalligance ovaraight requirements — Very high
e, Adequacy of ciganization Intelligence oversight training program — Sevoral
units conducted annual training this quarter accomplishing 100% 1O tralning for
assigred personnel. Some units have davelopad an onlina training program that
has mads it much eaxier for assignad persannel 1o recalve and conduct requirad
annual tralning. Onilne pragrams have greatly assisled those units that typleally
hava many of thalr parsonnal away from tha offioe {e.g.. TEY) by making the
fraining accessbla at all times,
f. If inspectlons revealed deficiencies, nate the corrective action taken -
Establishment of better tracking methods for trainlng reconds that include initial
and recuming training accomplished associated with data of actual completion.
In addition, In-procasalng checklists have been updated to reflect 10 tralning RS
part of tha formal in-procassing rexuiramants to a few units for newly assigned
parsonnel. ]

4. Summarize any COCOM/agancy leve| changes to your Intelligence oversight
pragram including changes o supporting tralnlng programs and the reason for the
changes. Aftach a copy of the directive or paficy which directs the change: New 10
SOP weated with J2 signature for USFJ. '

8. Summarize any COCOM/agency level changes to published directives or poficies

conceming:
a. Inteligenca - None

EFF 770
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b. Countermialigenoa - Nane
c. Inteliigenca-related activities - None

6. Caontinua to report on the status [f ongoing Procedurs 15 Inquiries and any additional
mattars partinent fo the agency/COCOM Intalligence oversight programs are outlined in
Procedund 15: All reporing commands are conduching indoctrination and refraahes
training. '

7. Point of Contact for this raport ls COL John C. Stratls, USA. LUSPACOM 1@, OSN
215-477-5101/5165 or COMM (808} 477-5101/5165

Stak

JOHN C. STRATIS
Colonel, USA
Inspeciar Senami
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DEPARTMENT OF DEFENSE
‘ARITED STATES SOUTHERN COMMAND
3571 MW ST AVENUE
WEAML, FL 33731217

7 Apeil 2008

-

MEMORANDUM FORTHE IDINT STAFF INSPECTOR GENERAL, ROOM 20962, - (%7
ATTN: J&S DOME(bIB) __POINT STAPE INSPBCTOR GENERAL,
WASHINGTON, D.C. 20318-0300

SUBJECT: Quartsrly lotellizence Orversight Activitics Report for the 2nd Quarter 2008

1. (U) Reference DOD Directive 5240,1R, dated December 1982,

2. (U) This report includes input from HQ U.S. Southern Coummand, Mixmi, Florids; Joist Task
Toree Bravo, Soto Cawo AB, Homduras; Joint Task Force Guantanamo Bay, Coba; Special |
Operations Command Sovth, Homestead ARB, Homesteud, Florida and Joim Interagency Task |
Force-South, Truman Annex (NAS), Koy West, Florida.

3. (U) United States Southern Carmand (US SOUTHCOM] - In socordance with the |
directive the following is provided: !

s No intelligence activity that is reasonably belleved to be illegal or contrary to Exccmtive
Order 12333, DoD 5240.1-R. or USSOUTHCOM Regulatior. 381-5 has been identified.

b. Significant oversight activitics.
(1) Peblications: ' Nore.

{2) Training: Training notifications go out monthly. 1 is uutormetid; o-noeil b generated ot the
server level and is sent to all personnel who sre required to undergo training during that owomth.

{3) Inspections: None.

(4) Flles roview: None

(5) Inquirles: None
¢. Suggestions for improvernent. None.
d. .Other. None

EFF 778 | |
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“FOROFFIChe SR ONEY

SCIG
SUBIECT: Imelligence Oversight Activities Raport for [he 2nd Quarter 2008

o. Point of contact for this gection lgl‘h“m'{b)[sl ‘Fﬁﬁ

()23, (b)(6) |

4. (U) Soint Task Force Brave (JTF Bravo) - In vceordunce with the directive the following is
provided:

IAW referenced directive, the following infummation is provided: : : I

3 No inielligenes activity has been conducted which may be reasomably comsiruéd as i
illezal or contrary to Directive Order 12333, DoD dircctives or US SOUTHCOM regulations.

b. Suggestions for improvement: Nope

¢ Other. Nonc. i[:)_
(&

d. Point of Contact for this memorandum 4| ®)2) (B)(3) 10 USC 1305 [6)(6) | & ﬁr{_' ‘

®)@) )3 10 USC 1306, b38) ~ | 5 b

3. {U) Special Operations Command South (SOCS0-J2) - In accordance with the directive
the following is provided:

2 No intelligence activity has becn identificd which is reasonsbly believed to be fllegal or
contrary to Executive Order 12333 or DaD directive 5340.1-R.

b. Suggestions for improvement: Continua to provide fO training end cirrent resource
rearcrials o designated intelligence personnel oo & regular basis.

¢. Other: Noue
BI26) boadl
{bl{%mo{mtwmsﬂwmwmmm South ,A} ' &e) | |
: |

6. (1) Joint Interagency Task Force-South (JIATY-S J2 Cl) - In accordance with the
directive the followmpg is provided:

a, No intelligence activity has been identified witich is reasonably befioved to be illegal or
contrary 1o Executive Ordor o5 DoD Dircctives.

b. Sigutficint overyight activities for this quarter include training of newly arrving personael
assigned © intelliponce activitics.

2
e R B intrhlab b el iedariten:
EFF 114
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“FOROTFICTAT-OSEONET

SCIG
SUBJECT: InteBlipeaco Overnight Activitics Report for the 2nd Quarter 2008

©. Monitored JIATE-S WebTas Program to lrsure US f:ersou dats moeezs authorized
retaingbility ender JIATFS mission allowing for the colfection of informuation reganding
intemational diug wafficking.

4. Revicwed al} US persons in WehTas and either climinated them or left them in becanse of
susialning information. The datakase |s cumcat with known traffickers and persons with pdor

criminal history. LA )Z)
. Poim of contsre fa:IIA'I‘F-S .v.sl (bm} {PXS) 618
(bltz) Ab)(B) f

7. () Joint Task Eorge - GTMO, Guantaname Bay, Caba - In accordance with the directive
the following is provided:

8 No imtelligence activity that is reasonably believed to be illegal or contrery to Bxecutive
Order 12333, DoD 5240.1-R, or USSOUTROOM Regulation 381-5 hay been identified,

b. Significant oversighs sctivitics.
(1) Publicsinns: None.
{2) Training: All ITP parsoang reccive 10 training dudng initial inproctssivg inte the

JTR.
{3) Files review: None.
{4) Inquities: None.
c. Suggestions for improverment. Noze. ‘ q{‘ ,'
— . ‘{
4. Peiat of contact for JTF-GTMO Is G, ITR.GTMo| P (0)(3) TOUSC 1205 CE
;(b)(E)(b}iS} 1ousc | i r"“
1300, (b)(B} l
3
— S RO TR O Rt
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SUBJECT: Intelligsnce Oversight Activities Report for the Z0d Quarter 2008

8. Poine of Contact at 1.8, SOUTHERN COMMAND 16" Offics i 2/ 2HEXE)

L oawtaw

J}- \ A
| 485 .F{' -d.}

i‘i‘bnzr.(buﬁ: J
(arigmal rigred)
T.L. WASHBURN
CAPT, UEN
Iaspesior General
P
IO Officer, USSOUTHCOM
IO Officer, JTE-Bravo
1O Officer, SOCSO

IO Officer, JIATR-S
Iozpector Geperal - GTMO

EFF
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“FURUTPICEL USE ONLY
UNITED STATES SPECIAL OPERATIONS COMMAND

770l TAMPA POINT B.YD,
BACDIL AR FORCE RASE, FLOKIDA, 233515

D.C. 20318-0300
SUBJECT: Quasterly Intelligancs Dversight Activiles Report for 2™ Quarter, FY 2008

|

3 April 2008 l

B

[

ME FOR: DEPUTY INSPECTOR {;ENERAL JOINT STAFF, |
ATTN: (03 10 USC 130b (b)(8) 0 JOINT STAFF, PENTAGON, WASHINGTON, f

1. Hﬁemmﬁ:
a. E.O. 12333, ¢ December 1981,
b. DOD Diractive 5240.1, 25 April 1088,
| ¢. DOD Regulation §24G.1-R, 7 Decamber 1382,
{ d. CJCSI5901.01A, 3 January 2007.

2. No \golamns of applicable [aws, orders, directives, regulstions, or DoD policiss were
reponaa.

8. During this quaner, there was one intelligenca ovea irspaction conoucted. The
joint inepection waa conducied by USSOCOM iG and CENTCOM IG &t Special
Opematians Command Central 2t MecDl AFS, FL. There was no questionatie intelligence
acivitles discovarad during the inspection. There was a sufficiant Intelligence Ovarsight
Program in piace. Personnael wara famiiizr with the intefligence oversight requirements
and were cempliant with the laws, regulations, policies and proceduyres gertaining to
meligence oversight.

l 4. The USSCCOM SCSQO-12 continues ta operste the Intelkgence Oversight Training
Progum through & computer based program. No changes to that program have occumed,

§. There were no changes 10 any published directives or policias concerning inteliigence,
counterintedigence or inteifigenice-riated activitles during this quarter,

6. pat o contues ORIV TOUSE T i

(b}(3) 10 USC 130b.(b)X6)
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DEPARTMENT OFf DEFENSE
UNITRD STATES STRATEGIC COMMAND
OFFUTT AR FORCE DABE, NEORASKA E91 135000

Roply a: 25 Mwr 08

901 SACBLVD, S1E JF¢
OFFUTT AFB NE 681135005

MEMORANDUM FOR THE INSPECTOR GENERAL, JOINT STAFE
Subject: Tatelligencs Ovepxight (10) Repoct #or th period of Jaxn - Mar 2008

1. There wete no yrellgenos, conmerinteliipence, or meelligeance-ralated violations of law,
yegnistion, or policy in USSTRATOOM this qoarier, . ’

2. During this quactes, the 10 isgpectod the 1O progrem at Jolnt Functional Componesr
Command {JFCC) Global Strfke and ntegration (GST) 1317, Aitbomns Operations Brangh Thers
wag B0 questiormbls intllipence activivy in JRCC-GSI J317 and tha F317 1D program is
excellent The program is mecting afl DaD IO progren requirements and ail pexsonnol
imerviewed woze well sware of the requirements of Bm DoD 1O progren. The 10 tmining
Prograca i sumd snd mieats the needs of the J317 paveeme? xnd the DoD.

3. There wen no chianges to the USSTRATOOM YO programs during this period.

4. ‘There ware po changes o USSTRATOOM 1O dractives or policics agmoemning intetlligence

5. (BIE P Sroh Gffioe of the Assistati Secretaty of -
Defensc for Intalligance Ovarsight (OATSD-IO) conducted an inspeotion of the 10 program o
USSTRATCOM Headquarters 4-7 Pab 2008, 58] 'rdtjnted the fuypection Jmm __IL
when he observed the ISSTRATCOM Depufy IG condiict xn [0 Inspection st JPCC-ISR. 0
(b)E)  will cornylcte the OSD inspection dusing Mareh-May by visiting forr suboedinere— -
USSTRATCOM commands, JPCC-ISR, JRCCMW  SOYSTAMD, and FTF-CGRNO, During the oul
trief ot USSTRATCOM Headquarters on 7 Febi \WI°) stated that the USSTRATCOM IO
program is in totatl compliznce with foderal and Dol regulations and |s Being munzged in

outstanding fashion with 5o discrepsnafss to report (L}(")

{b]‘{ﬁ]“ 1 o seru Mmm?gmaum rha TISSTRATOOM POC,
B[ ) high
YWARD W, RAUSCH
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UNITED STATES TRANSPORTATION COMMAND
508 SCOTT DRIVE
SCOTT AR FORCE BASE, 1l INOS 62225-8387

1 Apro8

MEMORANDUM FOR THE JOINT STAFF, OFFICE OF TRE INSPECTOR GENERAL
FROM: TCIG
SUBJECT: 2nd QUARTER, FY08, Intelligence Oversight (10} inspection Repart

1. The USTRANSCOM Inspector General (TCIG) conductad a quarterly review of

USTRANSCOM KD programs to assess compllance with Federal laws and national
directives regarding Intelligence activities. There were ne questionable activities or
violations reported this quarter. '

2. In addition, (X6} . USTRANSCOM Deputy Inspector General (TCIE),
and (b)(6) . USTRANSCOM Chisf, Clvll and Flseal Law (TCJA), specifically
conductad an 10 program Inspection of the Naval Reserve Joimt Transpotiation
Intelligence Operations Certer (NR JIDCTRANS 0113) on 02 Feb 08.

3. The JOCTRANS 0113 Inspecsion conslsted of a review of the unit IC program
administration, to mdudc decumentation of annual IC training and an evaluation of the |
effectiveness of that training (through festing and interviews). 100% of available ' i
JIOCTRANS personnel recsived annual |0 refresher tralning i Nov 07 and Jan 08. All
personnel evaluated during the inspection demonstrated a sound understanding of 1O
policies and reporting reguiremants. There were 17 JIOCTRANS personnel not
available for training due ta schoal or on active duty onders; those members wilf receive
annual IO reftesher training upan their retum.

4, There have been no changss to USTRANSCOM IO program activities, directives, or
¥alning programs this quartar.

5. Please contact this office at DSN 7781781, or USTCIG®Rustranscom,mi, for
addltional questians.

HiSigned/f
BRADLEY A. CARPENTER
Captaln, USN
Inspector General
(=
USTRANSCOM/TCJ2
USTRANSCOMTCJ2, JIOGTRANS 0113

USTRANSCOMTCJA

EFF TOTAT. J%gk
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DEPARTMENT OF THE ARMY - '
OFFICE OF THE INSPECTOR GENERAL .
1700 ARMY PENTAGON
WASHINGTON DC 203101700

RESLY 1O
ATYENTION DF

SAIG-IQ (20-1ik) . 31 January 2002

MEMORANDIM THRU GENERAL COUNSEL, AR bt

FOKR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
{ INTELLIGENCE OVERSIGHT)

SUBJECT: Quarterly Intelligence Oversight Activities Report
(First Quarter, FY 02}

1. EReferences:

a. Executive Order 12333, 4 December 1981, United States
Intelligence Activities. :

b. DOD Directive S240.1-R, December 1982, Procedures
Governing the Activities of DOD Intelligencé Components that
Affect United States Persons.

c¢. Army Regulation (AR} 381-18, 1 August 1984, U.S. Army
Intelligence Activities. :

d. CONEEPENRENL, memorandum, Department of the Army Inspector
General (DAIG), 31 October 2001, subject: Quarterly Intelligence
Oversight Activities Report (Fourth Quarter, Fiscal Year 01) (u}.

2. This report provides information on significant questionable
activities received during the first quarter of fiscal year 2002.
updates questionable activities reported in previocus quarters,
and ocutlines significant intelligence oversight {I0) initiatives
within the Department of the Army. '

3. There were twc new reports during the guarter.

a. DAIG 01-00% STATUS: We have asked the Inspector Generszl
{IGi. U.S. Army Intelligence and Security command (INSCOM), to
lock into issues arising out of INSCOM's investigation of a
special agent attachad to the 501st Military Intelligence (HMI)

Battalion at Camp Bondsteel. Xosovo {DAIG 01-001). The.issues
THIS DOCUMENT NS : DISSEMINATION ¥ PROMIBITED
INFORMATION EFEMPT FROM . EXCEPT AS A RIZED BY AR 20-1
MADATORY DIFELOSURE UNDER

NOS A8 APPLY
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SAIG-I0 {20-1b)
Subject: Quarterly Intelligence Oversight Activities Report
{Pirst Quartcer, FY 02} (U}

include possible confusion concerning INSCOM’s authority to
conduct law enforcement investigations, possible inappropriate
intexference with a command inquiry by the 66th MI Group, and the
special agent’s concern that the investigation was one-sided and
did nob seek out facts that would hawve established his innccence.
STATUS: Open. R

b. DaIG 01~00B. TINSCOM reported that.a counterintelligence
(CI) special agent failed to administer a rights warning when
questioning an active duty service member suspected of an
offense, This occurred in conjunction with a joint CI
investigation where the Federal Bureaau of Investigation (FBI} was
in the lead. The FBI had decided to conduct the interview non-
custodially, and was not required to read rights. This, however,
did not absolve the agent of that responsibility if she chose to
question the service member, which she did. The agent’s

" commander has directed that she receive a written counseling

statement. Additionally he has directed that this subject be

. made a specific training tople during the upcoming training week,

and that expanded guidance be incorporated ir the unit’s standing
operating procedures, the investigative handbocok, and the Sub-
control Office handbook. STATUS: C(losed.

4. Updates of praviouély reported cases {Reference 1.4d.}):

a. DAIG 01-007. INSCOM completed its inguiry into the
allegation that the 902nd MI Group obtained a warrant for an
unconsented physical search from a military magistrate without
meeting the criteria of Procedure 7, AR 381-10. Aalthough the
target of the search was the subject of a CI investigation, there
was no probable cause to believe he was an agent of & foreign
power., INSCOM’'s inguiry revealed that the military magistrate
was not versed in intelligence law and did not understand the
authority under which the 902nd MI Group had requested the
search. The ingquiry also revealed that the Procedure 7 request
had not been reviewed by the Group’s own command judge advocate
{CJA) prior to being submitted to the nilitary magistrate. The
902nd MI Group has amended its procedures to ensure that the CJa
reviews all such procedural reguests before they leave the Group.
Additionally, INSCCM will ensure that all CJA's understand their
responsibilities in this regard. FPinally. the office of The
Judge Advocate General will ensure that this issue is included in
military judge and magistrate training at the Judge Advocate
General‘s School. STATUS: Closed.




« Division,

SAIG-IO (2(-1b)
Subject: Quarterly Intelligence Qversight Activities Report
{(First Quarter, FY 02) (U)

b. DAIG 01-003. INSCOM is reviewing evidence gathered in
its inquiry into allegations that elements of the 202nd MI Group,
during the course of a CI survey at the Joint Interagency Task
Force-East (JIATF-E), inappropriately collected, retained and
disseminated information on U.S. persons. The complainant also
alleged that JIATF-E members who answered guestions on the survey
were misled as to the ultimate dispositicon of the information.
INSCOM conducted the initial work on this inquiry at
Headguarters, 902nd MI Group in the summer of 2001, but for
operational reasons delayed completing the inquiry following the
attacks of 11 September. The camplainant and key JIATF-E staff
were telephonically interviewed in November 2001, which resulted
in the identification of an additional witness. Baged on this
information, INSCOM tasked the 902nd MI Group to conduct a
comnander's inquiry, which was completed in January 2002. INSCOM
is currently reviewing the information gathered, and thus far can
fird no evidencge to substantiate the allegations. STATUS: Open.

5. We continued a proactive program of assistance, training, and
compliance inspections during the guarter, and inspected the -
following organizations:

a. U.S. Army Garrison, Fort Cambbell. Kentucky.

b. G-2, 101st Infantry Divisiocn (Airborne}, Fort Campbell.

¢. Fort Campbell Resident 0ffice, 202nd MI Group.

d. Due ta the events: of September 11, 2001, we were unable to
inspect the 5th Special Forces Group or the 160th Special
Operations Aviation Regiment at Fort Campbell.

&. POC: Intelligence Oversight

FOR THE INSPECTOR GENEFRAL:

CF:
ODCSINT
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DEFARTMENT OF THE ARMY
OFFICE OF THE INSPECTOR GENERAL
1700 ARMY PENTAGON
WASHINGTON DC 22310-1700

SAIG-I0 (20-1b) 30 April 2001

MEMORANDUM THERU GENERAL COUNSEL, ARMY

FOR OPPICE OF THE ASSISTANT TO THE SECRETARY OF‘ DEFENSE
{INTELLIGENCE OVERSIGHT)

SUBJECT: Ouarterly Intelligence Overaight Activities Report
(Second Quarter, FY 01) (U)

1. {U) References:

a. {(U) Executive Order 12233, 4 December 1981, United
S8tates Intelligence Activities.

L. (U) DOD Directive 5240,1-R, December 1982, Procedures
Governing the Activities of DOD Intelligence Components that
‘Affect United States Persons. .

c. {0) Army Regulation (AR) 381-10, 1 August 19B4 U.s.
Army Intelllgenca Activities.

d. (U) DOD Directive 5200.27, 7 January 198¢, Acquisition
of Infermation Concerning Persons and Orgamizations not
Affillated with the Pepartment of Defencte.

e, (U) BECRET/NOFPORK memorandum, Department of the Army
Inspector General {DAIG), 30 January 2001, subject: Quarterly
Intelligence Oversight Activities Report {First Quarter, Piscal
Year 01) (U).

2. (0) This report provides information on significant
questionable activities received during the second quarter of
fiacal year 2001, updates guestionable activities reported in
previous quartars, and outlines significant intelligence
oversight (I0) initiatives within the Pepartment of the Army.

3, (U) There were two new reports during the gquarter.

ST, e e e U%éﬁlég IFIED -
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v Subject: Quarterly Intelligence Cversight Activitzes Report
Second Quarter, FY 01) (D)

4. (U} Update of previouely reported case {Reference 1.e.}:

(U} DAIG ©0-010. The YXnspector General, Mational Guard
Bureau (NGB}, has completed its fact finding concerning
allegatlons by a civilian contractor with Task Porce Eagle (TFE)
in Bosnia. No allegations have been substantiated. The
contractor alleged that personnel assigned to the G-2, 49%th
Armored Divigion, improperly collected information about him and
other civilian and military members of TFE.  These alleged
activities included unauthorized physical surveillance and the
interception of private e-mail. The complaimant claimed that he
uncovered and reported securlty deficiencies and viclations of
regulations in the course of his assigned duties. The NGR - is

, finalizing the report of investigation. STATUS: Open (:
v
2

EFF : ?87_
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SAIG-IO (20-1b) '
Subject: Quarterly Intelligence Oversight Activities Report
Second Duarteyr, FY 01} (U} .

2. (U) Wwe continued a proactive program of compliance
inspections, assistance and training during the guarter, and
inspected or visited the following orgamizations:

a. (U) G-2, XVIII Airbbdrne Corps, Fort Bragg, NC.

b. (U} 525th MI Brigade, Fort Bragg, NC.

c. (U} G-2, B2nd Airborne Division, Fort Bragy, KC.

d. (U) 313th MI Battalion ., Port Bragg, NC.

e. (U] Deputy Chief of Staff for Intelligence, U.S. Army
Special Operations Command, Port Bragg, NC.

f. (U) PFort Bragg MI Det, 202nd MI Group, Fort Bragg, NC.
{0) G-2. 3rd Infantry Division, Foxrt Stewart, GA.

h.. (U) 103xd HI‘BattAlipn-, Fort Stewart, GA.

i. {(U) 224th MI Battalion, Hunter Army Airfield, GA.

3. (U  1lst Ba, 75th Ranger Regiment, Hunter Army Airfield,
GA, L

. k. {0} 230th MI Company, North Carolina Army National
Guard, Burlington, NC.

6. {U) Representatives from the Army General Counsel’s Office

mede separate visits to the 902nd MI Group, Fort Meade, MD, fox a
command briefing and update of on-going intelligence activities.

T. (U POC: . Intelligence Oversight
Division, .

Aﬁz | j

JOEEPH R,

Major General, USA
Insp

Deputy The ctox General

r

CF: ',..'__,_..
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OEPARTMENT OF THE ARMY

OFFICE OF THE INSPECTOR GENERAL
1700 ARMY PENTAGON
WASHINGTON DC 20210-1709

f

SAIG-IO (20-1b) | 27 -July 2001

| MEMORANDUM THRU GENERAL COUNSEL, ARMﬁIIIIIIIFﬁg,n:

FOR OFFICE OF THE ASSISTANT TC THE SECRETARY OoF DEFEHSE
{INTELLIGENCE OVERSIGHT)

SUBJECT: OQuarterly Intelligence Cversight Activities Report
(Third Quarter, FY 01} (U)

1. (U) References:

@. (U} Bxecutive Order 12333, 4 December 1981, United
States Intelligence Activities.

b. (U} DOD Directive 5240.1-R, December 1982, Procedures
Governing the Activities of DOD Intelligence Components that
Affect !Inited States Persons.

s,
[

c. (U} Army Regulation (AR) 381-10, 1 August 1984, U.S.
Army Intelligence Activities.

d. (U) SECRET/NOFCRN memorandum, Department of the Army
Inspector Ceneral {(DAIG), 30 April 2001, subject: OQuarterly
- Intelligence Oversight Activities Report (Becond Quarter, Fiscal
Year 01} (O) . :

2. (U} This repdrt providez information on significant
gquestionadle activities received during the third guarter of
fiscal year 2001, updates questionable activities reported in
prévious quarters, and outlines significgnt intelligence
oversight- {I0) initiatives within the Department of the Army,

3. {U) There were two new reports during the guarter.

.- 'DERIVED FROM; INSCOM 5CG 380-2, § AUG 95

L . DECLASSIFY ON: X1 _ AN el s
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' SAIG-ID (20-1b)

Subject: Quarterly Intelligence Oversight Activities Report
Third Quarter, FY 01) (U) 4

4. (U} Updates of previously reported cases [Reference 1.4.}):

b. (U) DAIG 00-010. The Inspector General, National Guard
Bureau {NGB), completed its investigation into allegations by a
civilian contractor with Task Force Eagle {TFE} in Bosnia. The

2 ' - EFF < --. 780
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Subject: Quarterly Intelligence Oversight‘hctivmtiea Report
Third Quarter, PY 01} (U}

contractor alleged that personnel assigned te the G-2, 4Sth
Armored Division, improperly collected information about him and
other civilian and military membars of TFE. These alleged
activities included unauthorized physical surveillance and the
interception of private e-mail. HNome of the allegations were
substantiated. STATUS: Closed.

5. ({U) We continued a proactive program of compliance
1nspect10ns, assigtance and training during the quarter, and
ingpected or visited the following organizations:

a. {(0) National Ground Intelligence Centex, INSCOM,
Charlottesville, Va.

. (V) sSoldier Systems Center, Army Materiel Activity,
Natick, MA. ' .

e. (U} Devens Resident Office, 902nd MI Group, Devens
Reserve Forces Training Activity (DPPRTA), MA.

d. (U) 6th Battalion (CI Training), 98tR Divigion, D.s,
Army Reserve, (USAR), DFRTA, MA.

e. (uU) 325th MY Battalion (USAR), DFRTA, MA.
f. (U) Northeast Information Operations Centey, DRFTA, MA.

g. {0) G-2 and §28th MI Bn, 28th Infantry Division,
Pennsylvania National Guard, Harrisburg, PA.

, Intelligence Overgight

s%k I,.H
Ma] G

eneral, USA
Peputy The Inspector General

6. {U} POC: B
Divisicon, BEE

CF:
ODCEINT
OTJAG




DEPARTMENT OF THE ARMY
OFFICE OF THE INSPECTOR GENERAL
1700 ARMY PENTAGON .
WASHINGTON DC 203101700

REFLY TU
ATTENTMON OF

SA1G-I0 {20-1b) 30 April 2002

MEMORANDUM THRU GENERAL COUNSEL, Taag 0Z

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY F DEFENSE
{ INTELL.IGENCE QVERSIGHT)

SURJECT: Quarterly Intelligence Oversight Activities Report
(Second Quarter, FY 02)

1. References:

a. Executive Order 123133, 4 December 1981, United States
Intelligence Activities.

b. DOD Directive 5240.1-R, December 1982, Procedures
Governing the Activities of DOD Intelligence Components that
Affect United States Persons,

G. AR 381-10, 1 August 1984, U.S. Army Intelllgence
Activities.

_ d. CoNmspmerssl, memorandum, Department of the Army Inspector
General (DAIG), 31 January 2002, subject: Quarterly Intelligence
Oversight Activities Report (First Quarter, Fiscal Year 02} (U).

2. This report provides information on significant questionable
activities received during the second quarter of fiscal year
2002, updates questionable activities reported in previous
qua~ters, and outlines significant intelligence oversight (10}
initiatives within the Department of the Army.

3. There were eight new reports during the guarter.

THIS DOCUMENT/CONTAINS - Y2 CISEEMINAT PROHIBITED

INFORMATION EMPT FROMW 1.5 EXCEFT AS A IZEQ BY AR 201

MADATORY DIECLDSURE UNDER A

EOLA. ONS NC § & 6 APPLY 3 anm msoon 8CG 330-2, 6 AUG 96
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SAIG-IOQ (20-1b)

Subiject: Quarterly Intelligence Dversight Activities Report
(Second Quarter, FY 02) (U}

b. (U) DAIG 02-007. We have asked the Inspecter General
(IGi, U.S. Amy Materiel Command (AMC), to look into an
allegation that the AMC DCSINT improperly included U.S. person
information in an Intelligence Surmary (INTSUM). As a result of
this allegation, the AMC DCSINT reviewed its files and discovered
four additional incidents in which U.S. person information was
improperly reported in an INTSUM. The AMC DCSINT directed such
reporting cease and such information be reported through Provest
Marshal channels. The AMC DCSINT also submitted a report of :
questionable activity IAW Procedure 15. We asked the AMC IG, in
light of these incidents, to asseses the overall effectiveness of
the I0 program within AMC, to include employee understanding of
AR 381-10, adequacy of procedures for reviewing U.S. person .
information in intelligence products, and the involvement of the
AMC Legal Office in interpreting the regulation as required by
Procedure 1., STATUS: Open.

~c. {U) DAIG 02-006. The U.S. Army Corps of Engineers
{USACE) reported that a counterintelligence {CI) afficer assigned

' the Great Lakes and 0Obilo-River Division may have improperly

portrayed herself as a law enforcement officer and may have
engaged or attempted to engage in law enforcement activities
without proper authority. The officer is a U.S, Army Reserve
Major recently brought on active duty to provide force protection
support. USACE has removed the officer from her duties and is
conducting a formal investigation into the allegations. USACE
extended her on active duty for 30 days to allow for completicon
of the investigation and resulting actions. STATUS: Open.

d. (U) DAIG 02-005. The Joint Readiness Training Center
(JRTC) and Fort Polk, U.S. Army Forces Command, reported that the
gar-ison G-2 identified local groups, two criminal gangs and a
hate group, during a regular Force Protection briefing to the
Commanding General. The JRTC IG observed this activity and
iniriated an informal inquiry to determine if G-2 personnel were
collecting on domestic criminal activities. The IG determined
that the G-2 officer, a U.8. Army Reserve Major recently brought
an active duty, was unaware of the restrictions in AR 381-10




BAIG-I0 {20-1b)
' Subject: Quarterly Intelligence Oversight Activities Report
| [Second Quarter, FY 02} (W)

concerning the handling of domestic criminal information. The
IG‘s invelvement served to clarify relationmships and reinforce
the roles of the JRTC Provost Marshal, physical security officer,
and the JTRTC Force Protection Fusion Cell. STATUS: Closed.

e. (U) DAIG 02-004. The U.S. Army Europe (USAREUR)
reported that a special agent assigned to the 1§5th MI Battalion,
205+h MI Brigade, Darmstadt, Germany, may have engaged in
unauthorized surveillance or personnel assigned to Detachment 15,
B6tl1 MI Group, an INSCOM unit, also located at Darmstadt. The
agent was also alleged to have used his relationship with
Military Police to conduct record checks of vehicles belonging to
Detachment 15 personnel. The agent was allegedly motivated by
animosity to Detachment 15 personnel stemming from a previous
relationship in Bosnia. fThe 165th MI Battalion investigated the
allegations and substantiated that the agent's actions were
improper. As a result, the unit suspended the agent’s security
clearance; this will recuire him to be reclassified into a
different military occupaticonal specialty. STATUS: Closed.

(i ' E. {U) DAIG 02-003. The Deputy Chief of Staff (DCS}, G-2,

: Headguarters, Department of the Army, reported that the USACE
issued an operations order (OPORD) which directed CI personnal -
assigned to the USACE to conduct activities that were not
authorized for the USACE under Army regulations. These
activities included "elicitation at local establishments and area
attractions to ascertain legitimacy (sic) of foreign terrorist
activity directed toward USACE,” and survelllance to *"simulate
gither FIS or terrorist gurveillance atterpts to gain information
onn JSACE." The DCS (-2 adviced the USACE to cease immediately
any unauthorized activities and to seek CI support from the 902nd
MI Group. Additicnally, the OPORD listed, in the Enemy Situatioh
paragraph, protesters, disaffected emplovees, former employees,
and computer hackers as potential enemies. It is not Army policy
to list such categories of people as "enemies™ in military.
operations orders. We forwarded the DCS, G-2 memorandum to the
USACE IG to alert him that the OPORD may have created confusion
within the USACE concerning the proper focus and scope of
intelligence activities and may have contributed to the situation
reported in DAIG 02-006, We adviced the IG that we intended to
add the USACE to cur inspection schedulea for FY 03, and we
recommended that he conduct his own inspection prior to that date
and apprise us of the results, STATUS: Closed.,

, g. (U) DAIG 02-002. This office conducted an inquiry intoc
{ an allegation by the Senior Intelligence Qfficer (SIO) at the

e R j{’,.
3 EJ'{?EL a....é l'” "fi. :if’l-‘?;-j
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SAIG-I0 {20-1b} t e
Subject: Quarterly Intelligence Oversight Activities Report
{Second Quarter, FY 02) ()

U.S. Research Laboratery (ARL) in Adelphl, MD, that the ARL
Security Manager may have improperly collected U.S. person
informaction in violation of AR 38B1-1Q0. The concern stemmued from
a misconception that the Security Manager, who is in the
intelligence job series (G5-0132), might have been restricted in
his handling of perscnnel security information concerning ARL
employees simply because of this job series. Our inquiry could
find no reason to believe that the Security Manager had sither
invoked any intelligence related authorities in the examples
provided, or had collected information on any ARL employee except
under appropriate personnhel security or administrative
authoritieg, STATUS: Closed.

k. (U} DAIG 02-001i. The IG, Utah Kational Guard, conducted
an IG investigation into an allegation that a warrant officer
assigned to the 14l1st MI Bn, Utah Army National Guard, may have
improperly collected, retained and disseminated U.S. person
information. The information invelved two animal rights groups
and one environmental group, all known to have engaged in

s criminal activity. The officer collectad the information from
(L publicly available sources.in response to 2 tasking to prepare

k realistic training in support of its Military Assistance to Civil
Disturbance mission (MACDIS). The IG investigation sukstantiated
the allegation that the officer viclated Procedure Z, in that he
did collect the information and use it in classroom training. He
did not, however, retain or further disseminare it. The
investigation served to heighten awareness and understanding
wizhin the Utah National Guard concerning the provisions of AR
381-10, and their applicability to National Guard soldiers. The
unit has also provided additional iatelligence oversight training
to the personnel involved. STATUS: Closed.

4. (U) Updates of previcusly reported cases (Reference 1.4.):

a. {(0) bDAIG 01-009. The INSCOM IG, is continuing its
inguiry into issues arising out of INSCOM’s CI investigation of a
special agent attached to the 501st Military Intelligence [MI)
Battalion at Camp Bondsteel, Kosovo (DAIG 031-001). The issues
include possible confusion concerning INSCOM's authority to
conduct law enforcement investigations, possible inappropriate
interference with a command inquiry by the 66th MI Group, and the
special agent‘’s concern that the investigation was one-sided and
dia pot seek out facts that would have established his 1nnocence
ST2TUS: Open. Rty
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SAIG-IO (20-1b)
Subiject: Quarterly Intelligence Cversight Activities Report
(Second Quarter, FY 02) (O}

b. {0) DAIG 01-003. The INSCOK IC is finalizing the
formal report of its inquiry into allegations that elements of
the 902nd MI Group, during the course of a CI survey at the Joint
Interagency Task Force-East {JIATF-E), ilnappropriately collected,
retained and disseminated suitability information on U.5.
persons. The complainant also alleged that JIATF-E members who
answered guestions on the survey were misled as to- the ultimate
disposition of the information. The INSCOM IG has completed its
interview of knowledgeable and invelved personnel at both JIATF-E
and the 902nd MI Group. These interviews have provided no
Subqtantlatlon of the allegations. STATUS: Open.

5. {U)}) wWe continued a proactive program of assistance,
training, and compliance inspections during the quarter, and
inspected the fellowing organizations:

a. (UY U.S. Army Garrison. Fort Hood, Texas.

b. (U) G-2, III Corps, Fort Hood.

c. {U) TFort Hood Regident Qffice, 902nd MI Group.

d. {U) G-2, 49th Infantry Division and 649th MI Battalion,
Texas Army National Guard, austin, Texas.

e. (U) Southwest Army Reserve Intelligence Support Center,
Camp Bullis, Texas.

I. (U} 1Intelligence Suﬁport to Counterdrug, Washington, DC.

6. (1) éoc: Intelligence Qversight

Div.ision,

FOR THE INSPECTOR GENERAL:

, 3
Chief, Intelligence
Oversight Division

CF:
ODCSINT
OTJAG




SATIG-IO (381-10b) 18 August 2005

MEMORANDUM THRU GENERAL COUNSEL, ARMY

POR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
( INTELLIGENCE OVERSIGHT) [ATSD(IO)] '

SUBJECT: Quarterly Intelligence Oversight Activities Report
(Thizrd Quarter, FY 05} (U) :

1. fU) References:

a. (U) Executive Order 12333, 4 December 1981, United
States Intelligence Activities.

b. - {U) DOD Directive 5240.1-R, December 1982, Procedures
Governing the Activities of DOD Intelligence Components that
Affect United States Persons.

¢. (M) Army Regulation (AR) 381-10, 1 August 1984, US Army
Intelligence Activities,

d. {(U) SECRET//NOFORN memorandum, Department of the Army
Inspector General (DAIG}, 5 May 2005, Subject: Quarterly
Intelligence Oversight Activities Report {Second Quarter,

FY 05} (U}, ’

e. (U} Unclassified memorandum, Department of the Army
Office of the Deputy Chief of Staff -2, 15 June 2004, subject:
Procedure 15 Reporting in Combined and Joint Task Forces.

2. (U) This report provides information on significant
questionable activities received during the thixd quarter of
fiscal year 2005, updates questionable activities reported in
previous quarters, and outlines significant intelligence
overaight (I0) initiatives within the Department of the Army.

THIS DOCUM NTAINS DISSEMINATION IS PROHIBITED
INFORMATION FROM EXCEPT AS BY AR 20-1
MADATORY D)SCLOSURE UNDER

FOIA. EX KNS NO 5 & 8 APPLY

DERIVED FROM: MULTIPLE SQURCES, (ZAR SCG/22 NOV 0Z, NSA/CSSM 1212/24 FEB 85}
DECLASSIFY ON: X1, X3, X5, X§, X7
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SATG-1I0
Subiect: Quartarly Intelligence Oversight Activities Repert

{Third Quarter, FY 05} (U]

3. (U] NEW REPORTS OF QUESTIONABLE ACTIVITIES: There were
eight new Procedure 158 reported the 37 Quarterxr

b. (0) DAIG 05-022. Removed for Claasification.




_SECRET/NOTORYT {Eﬁ? &{1:
UlstL e i:

SAIG-1I0
Subject: Quarterly Intelligence Oversight Activities Report

. {Third Quarteyr, FY 08) (O}

d. (0! DAIG 05-025. The DAIG Assistance Division (SAIG-

AC)received information from the Defense Criminal Inveatigative
Service {DCIS) alleqing misconduct of an MI officer performing
intelligence operations while assigned as the G2, 1" Armored
Division in Irag. The officer was said to have conducted
improper intelligence collection operationa in viclation of AR
3g1-172, DIAM S8-12, DCID 5/1 and various V Corpe FRAGOA dealing
with intelligence source operations. He la further alleged to
have discbeyed direct orders of general officers for failing to
terminate contact with informants and failing to register
informants. Lastly, the officer allegedly made false official
atatement (8) when he told a general officer that he had
regiptered all of hie HUMINT eources when he knew that hin
gtatement was false, The officer is now assigned to U5 Army
Intelligence Center and School, Fort Huachuca, and an -
inveatigation is being condocted by US Army Training and Doctrine

( Cotmand. SATG-AC is alsc monitoring the command investigation.

' BTATUS: Open.

encsmmiincen JNELASSIFED




SAIG-IO ' : e e
Subject: Quarterly Intelligence Cversight Activities Report
{Third Quarter, FY 05) (U)

£. (U) DAIG 05-028. Removed for Classification.

g. {0) Two 3™ Quarter Procedure 15 incidents (DAIG 05-024
and 05-026) are being investigated under the authority of the
ACCO, INSCOM, as summarized in paragraph 5 below.

4. (U0) UPDATES: Updates of cases previously reported in
Reference 1.d. are provided below:

b. (U} DAIG 04-035. The MNC-I reported that, in
November 2003, at a detention facility in Karbala, Iraq, a Titan
Corporation civilian contract linguist and member of Tactical -
HUMINT Team (THT 106} struck a detainee during interrogation.
Another contract linguist reported the alleged abuse to a Titan
sypervigsor. On 10 June 2004 Titan reported the incident to the
INSCOM Contract Office. The employee who allegedly struck the
detainee left Titan in February 2004 and his current location is

3 i LSS
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SAIG-IO
Subject: Quarterly Intelligence Oversight Activities Report
{Third Quarter, FY 05) ()

urnknown. Office of the Army General Counsel advised US Army
Criminal Investigation Command (CIDC) of the allegation against
the contract linguist. Alsc, INSCOM advised MRC-I/CENTCOM of the
allegation and the MNC-I C-2, which had no record of the
ineident. MNCI C-2, MG Past; directed an AR 15-6 investigation
to determine why the THT had not reported the incident. The 15-6
investigation was previously reported to be complete and
undergoing a legal review. However, MNC-I IG recently notified
SAIG-IO that the 15-6 was in fact temporarily halted when it was
Jearned there was a parallel CIDC investigation. MNC-I IG and C2
are compiling the findings in the CIDC and 15-6 reports and will
forward the. results to SAIG-IOD as soon as possible. STATUS:

Cpen.
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SAIG-I0

Subject: Quarterly Intelligence Oversight Activities Report
(Third Quarter, FY 05) (U)

d. {0) DAIG 05-004. Removed for Clagsification.




SAIG-IO

Subject: Quarterly Intelligerice Oversight Activities Report
{Third Quarter, PY 05) (U)

(1) (O}
conversation with friends on 11 September 2004, the civilian
learned information reportable under the provisions of AR 381-12,
SAEDA, but failed to report the information to the appropriate CI
office as required in the regulation. Rather than reporting the
information in a timely manner, the civilian is alleged to have
personally conducted follow-up investigative aetivity in the
Washington, D.C. area prior to reporting the information to the
9024 MIG Fort Hood Resident Office (FHRQ) on 27 September 2004,
16 days after learning the originpal information. Although the
civilian is a credentialed CI SA, he had nc authority to conduct
investigative activity or collect additional information. The
470th MIBDE has no CI investigative jurisdiction in the
Continental United States and the information should have been
passed to FHRO within the time requirements of AR 381-12 in order
to report the incident to the ACCO. i

(2) (U) The Commandex 470™ MIBde directed an AR 15-6
investigation be conducted. The investigation substantiated the
allegation that the SA violated Procedures 1, 2, and 14, AR 381-
10, and AR 381-20, Counterintelligence Activities, as the
collection of US person information was not within the
investigative jurisdiction of the 470 MIBde. Furthermore, the
Agent violated AR 381-12, for failing to report the incident in a
timely manner. As a result, the Commander, 470%™ MIBde, directed
“refresher training” for the Agent concerning investigative
activities and reporting. Also, 470™ MIBde CI personnel will
receive additional training concerning AR 381-10, AR 381-12, and
AR 381-20. At the behest of SAIG-IOD, the findings and
corrective actions were reviewed and approved by the INSCOM SJA,
Chief of Staff, and Director, Command Qversight Office. INSCOM
will re-emphasize, in writing, that the 470" MIBde ensure the
corrective actions are taken seriously and INSCOM will ensure
that this matter will be the subject of future oversight '
inspections, BSTATUS: Closed.

£. (U) DAIG 05-011. INSCOM reported that two CI SAs
agaigned to the 470th MIBde, Fort Sam Houston, Texas, are alleged
to have conducted improper collection and investigation
activities.

EFF 803
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. Subject: Quarterly Intelligence Oversight Activities Report
‘ e (Third Quarter, FY 05} (U)

(1} (U) The report states that the two SAs witnessed a
suspicious incident that should have been. reported to the FHRO.
However, rather than reporting the incident to FHRO, the. SAs
requested investigative assistance from the Fort Sam Houston
Provoat Marshal to conduct a file check on the license of a
vehicle involved in the incident and, after it was determined
that the vehicle was a rental car, to obtain identifying data on
the driver from the rental company. The allegation is based on
the fact that the 470th MIBde does not have CI investigative
jurisdiction in the United States and therefore the activities of
the two SAs were improper. The information concerning the
suspicious incident should have been reported teo FHRO ensuring
that any follow-on CI investigation was conducted in accordance
with the AR by the unit with investigative jurisdiction.

(2) (U) The investigation initiated by the Commander,
470th MIBDE under the proviaions of AR 15-6 was completed by an
investigating officer from Headquarters, US Army South. The
investigation is under legal review. INSCOM assures IQD that the
report will be submitted in Aug 05. STATUS: Open.

g. (U) DAIG 05-015.

An en 10 ee of the 902d MIG, INSCOM,
alleged that ‘ i violated Procedure 14, AR
381-10. On 1 February 2005, : allegedly exceeded his
authority by openly destroying nondlsclosure agreements (NDA) and
then declaring that individuals covered by the NDA could brief a
Video Teleconference (VIC) on a Federal Bureau of Investigation
(FBI) investigation (the subject of the NDA).

0 “n
'

(1) (U) The allegation stated that T
coordinated with neither the FBI or the ACCO prior to destroylng
the NDAs and directing the briefing take place. According to the
allegation, ENNEEERN' s actions viclated the trust of '
individuals who had signed the NDA and who had been activel
cooperating with the FBI. Also, the briefing directed by

. h on the VIC resulted in improper dissemination of

" pensitive FBI investigative data to a large number of people with
no need to know. The allegations were referred to the INSCOM IG
for investigation.

(2) (U} The investigation substantiated the
allegation that the officer improperly destroyed Non-Disclogsure
Agreements in vioclation of Procedure 14, Employee Conduct, AR
381-10. As a result, the Commanding General, INSCOM, issued a
written counseling record to the officer and directed additional

i
i
i
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! Subject: Quarterly Intelligence oversight Activities Report

. {Third Quarter, FY 05) (U}

corrective actions. FPirat, the INSCOM IG will conduct a review
of the 9%02d MIG policies and procedures to ensure compliance with
applicable Army and Dol regulations related to control and 4
dissemination of investigative information. Second, SAs of the
502d MIG will contact the VIC briefing attendees to emphasize the
extreme sensitivity of the investigative information. Third, Shs
will also require the VTC briefing attendees to execute Non-
Disclosure Agreements. Finally, Special Agents will contact the
individuals, whose NDAs were destroyed by the offending officer,
and remind them that they were still bound by the agreement.

SBTATUS: Closmed.

h

(U) DAIG 05-017. Removed for Classification.
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(6) (U) INSCOM is currently evaluating the
investigative products and confirming corrective actions.
Following INSCOM’s final report, SAIG-IO will close this
Procedure 15. STATUS: Open, .

5. (U) OTHER INVESTIGATIONS: The following ACCO (CI) and CIDC
(criminal) investigations of MI personnel are also possible
questionable activities IAW AR 381-10. SAIG-IOD monitors
investigative progress for intelligence oversight issues.

—

a. (U) New CIDC and/or ACCO Investigations (37 Qtr):
SAIG-IO will provide updates on these new cases once the
investigations are completed by ACCO and/or CIDC, as appropriate.

11 ' )
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SATG-IO

Subject: Quarterly Intelligence Oversight Actlvitles Report
(Third Quarter, FY 05) ()

b. (0} Closed CIDC'and/or ACCO Investigationa (3™ otrx):

-{2) {(U) DAXG 04-015. This office recelved an initial
CIDC report that indicated an MI Soldier assigned to the 205
MIBde, with duty at Abu Gharib prison, conspired with others to
abuse detainees under their control. The .CIDC investigation
(case number 0003-04-CID249) into the matter revealed that Iraqgi
detainees in the isolation cell area at the Abu Gharib prison
| complex were assaulted and forced to strip off their clothing and
perform indecent acts on each other in the presence of US
Soldiers. The majority of the misconduct appeared to have been

12
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Subject: Quarterly Intelligence Oversight Activities Report

{Third Quarter, FY 05) ()

photographed and downloaded ontc computers. To date, twelve US
perscnnel have been identified as subjects, to include both
military police and military intelligence personnel. CIDC’s
investigation into the 205" MIBde Soldier’s involvement was
adjudicated as ounded. STATUS: Cloged.

{(4) (U) DAIG-04-039. Based on the investigative
finding by Major General Taguba, CIDC reported information thatr
8Scldiers from the 519th MIBn, 525th MIBde, Fort Bragg, NC,
physically abused detainees at Camp Vigilant, Irag, after a
mortar attack, which killed and injured other members of the
519th. The alleged abuse occurred on an unspecified date between
23 August-30 November 2003, CIDC investigated the alleged
incident under control number 0073-04-CIDG23. CIDC recently
adjudicated the allegations as unfounded and closed their
criminal case. B8TATUS: Closed.

(8) (U) DAIG 04-040. CIDC reported that, from 15
April-1l July 2003, enlisted members of Detachment B, 223d MIBn,
California Wational Guard, are alleged to have physically abused
Iragi detainees during interrogations at the 34 Brigade Combat
Team detention facility, Sammarra, Irag. According to one
Soldier's statement, the MI Soldiers struck and pulled the hair
of the detainees and forced numerous detainees intc near
asphyxiation. CIDC assigned case number 013%-03-CID469. CIDC
adjudicated the allegations as unfounded and clesed their
investigation. STATUS: Closed.

6. (U) ASSISTANCE: SAIG-I0 continues to execute a proactive
program of assistance, training, and compliance inspections

13 -._W o
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during the quarter. The program’s 3= Quarter’; are outlined in
the following subparagraphs.

a. {(U) 3411™ MI Detachment, Devens, MA.

b, (U) 3417 MI Detachment, Devens, MA.

‘e. (U) 3437°" MI Detachment, Devens, MA.

d. {(U) New England Resident Office, 308" MIBn, 9024 MI
Group, Devens, MA. : '

e. (U) Headguarters, Mn-uatiox;al Guard, Medford, Ma.

£. (U) Headquarters, VT Naticmal Guard, Colchester, ﬁT.

g. (U) Headquarters, CT National Guard, Hartford, CN.
() & MIBn, Devens, MA.

1. (U) 325t MIBn, Deveng, MA.

ek,

3. {U) Headquarters, TRADOC, Ft. Monroe, VA.

k. (U} Fort Monroe Resident Office, 308 MIEn, 902d MI
Group, Fort Monroe, VA.

1. {U) National Ground Intelligence Center,
Charlottesville, VA.

m. {U) Headgquarters, 101*" Infantry Divisiocn (Airbormne),
Fort Campbell, KY.

n. (U} 3™ Brigade Combat Team, 101** Infantry Division
{(Airborne), Fort Campbell, KY. :

7. (U} Point of contact is , SAIG-IO,
Intelligence Oversight Division, .

ALAR W. THRASHER
‘Major General, USA

oy B0 srgE
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Subject: Quarterly Intelligence Oversight Activities Report

(Third Quarter, FY 05) (U)

Deputy The Inspector General
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SAIG-O0 (381-10b) 24 April 2006

MEMORANDUM THRU GENERAL COUNSEL, ARM’Y-I'iAroC

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLGENCE OVERSIGHT) [ATSD(IO)]

SUBJECT: Quarterly Intelligence Oversight Activities Report {2nd Quarter, FY 06) {U)

1. (U) References:

a. {U} Executive Order 12333, United Stales Intelligence Activities,
4 Decembsr 1981,

b. (U) DOD Direclive 5240.1-R, Proceduras Governing the Activitios of DOO
intelligence Camponents that Affect United States Persons, December 1982,

¢. (U) Army Regulauon (AR) 381 10, US Ammy Intelllgemce Activities,.
22 November 2006.

d. (U} SECRET/NOFORN memorandum, Departmeni of the Army Inspecter

. General (DAIG), subject: Quarterly Intelligence Oversight Activities Report (1st Quarier,

FY 06) {U), 23 January 2008,

- a. (V) Unclassified memorandum, Dapartment of the Ammy Office of the Deputy
Chief of S1aff G-2, subject: Procedure 15 Reporting in Combined and Joint Task
Forces, 1% June 2004.

f. (U) AR 20-1, Inspactor General Activities and Procedures, 28 March 2002.

2. (U) This report provides infornation on significant questionable infelligence aclivities
(QIA) received by the Intelligence Oversight Division, US Army Inspector General
Agency (SAIG-10}, during the second quarter of fiscal year 2006. This report also
updates QIA reported in previous quarlers, and outlines sugniﬁcant intetligence oversight
(10) Inttiatives within the Dapartment of the Army.

THIS DOCUM CONTAINS DIRSEMINATION 38 PROHIBITED

INFORMA EMPT FROM EXCEPT AS BORIZED n’mun-I

MALTATORY CLOSURT. UNDER ———— D -
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SAIG-O
Subject: Quartery Intelligence Oversight Activities Report (2nd Quarter, FY 08) (U)

3. (U) NEW REPORTS OF QUESTIQN&BLE ACTIVITIES: There were nine new QA
reports during the second quarter.

a. (U) DAIG-08-005. In December 2005 a previously unreported QIA was
identified during a SAIG-IC inspection of the 86" MI Group (MIG). On 26 August 2005,
a Counterintelligence {Cl) Spesial Agent (S/A), 2°¢ Mi Battalion (MIBN), allegedly
misused his Cl badge and credentials (B&C) to avoid the inconvenience of a vehicle
search as he gained access to a US mifitary compound. The commander's inguiry
substantizted the aflegation and the Detachment Commander counseled the SiA,
placed him on one-year probation, and suspendad his B&C and investigative status for
one month. The S/A was also required to conduct detachment training on the proper
use of Cl B&C. After completing the one-month suspension, the S/A was returned to
investigative status with his B&C. The inquiry alsc determnined that the BN leadership
possessed inadequate knowledge of AR 381-20, The Amy Cf Program,

15 November 1993, which contributed 1o the delay in reporting the incident. As a result,
the BN Commander directed refresher training on AR 381-20. During the inspection,
inspectors also provided on-the-spot training on the definition and scope of QJA, as
outlined in Procedure 15, AR 381-10 (reference 1.c.). STATUS: Closed.

| ( - b. (U) DAKS-08-009.

(1} {U) On 5 January 2008, the intelligence and Security Command (INSCOM}
notified SAIG-O that on 9 November 2004, a C! 8/A assigned to tha 8024 MIG, with
duty at the Joint Terrorism Task Force, Miami, FL (JTTF-Miami) may have
inappropriataly callected and reported information about a group's (US-person) plan to .
exerciee their constitutional freedoms of assembly and speech. The information was
reporied as a Threat and Local Observance Notice {TALON) and submitied through the
902d MIG to the Ci Field Activity {CIFA) for analysis and entry in the Comerstone
database. The report dascribed the group’s plan to convene a meeting titled
“Countering Military Recruitment, the Draft and Military L. aw.” The report also describad
the group's plan to *hoid @ workshop and planning maseting fo discuss countering US
Mitary recrufting in High Schools, as welf as efforis to assist recruits in gefting out of
military contracts.” On 15 November 2004, the S/A provided an updated TALON repost
describing the group's plans to set up “fables af the schools in order to perform
surveilfance’ on Mititary recruiters white on campus.” The TALON repart did not
indicate the group or planned activities had a forengn nexus. Throughout the repor, the
S/A generically referred fo the US Person as a “group® and a "US Domestic Protest
Group." Howaver, whan reporting the address of the group’s meeting venue, the S/A
included the name of the meeting facility, which contained the name of the group.

{2} (V) Untif racently, the 902d MIG maintained a database of all or some of the
TALON reports submitted by their S/As. Contrary to an INSCOM staff officers . -

2
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SAIG-I0 |
Subject. Quarterly Intelligence Ovarsight Activities Report (2nd Quarter, FY 06} (U)

guidance, the 902d MIG contends that the S/A’s reporting (described above) was not a
violation of AR 381-10, and his coliection activities were consistent with the 802d MIG's
expanded force protection collection mission, which they bage on the following
memoranda: FOUO memorandum, Deputy Secretary of Defense, 2 May 2003, Subject:
Collection, Reporting, and Analysis of Terrorist Threats to DoD Within the United States;
and FOUO memorandum, Office of the Vice Chief of Staff, 10 December 2004, Subject:
Army [mplementation Guidance for TALON Suspicious incident Reporting.

(3) (U) On % January 20086, the INSCOM Commanding General directed the
INSCOM Inspecior General to conduct a speclal inspection of the TALON reporting
system In INSCOM, with the following focus: (a) evaluate the strengths and weakness
of the existing system; (b) provide a detalled assessment of 902d MIG's compliance
with TALOM regulations, poficies and procedures; (¢) determine confiicts or voids in
guidance conceming the reporting, analysis, retention, and disssmination of TALON
information; and {d) assess the pelicles and procedures for submitiing TALON reports
diractly to CIFA without an intermediate review process by the chain of command.

(4) {U) On 30 March 20086, the Deputy Secretary of Defense (DEPSECDEF)
established an unclassified interim policy memorandum conceming the TALON
Reporiing System, Subject: Threats to the Department of Defense (DoD). Inthe _
memorandum, the DEPSECDEF confirmed the reporting system should only be used to
raport information regarding possible international terorism activities and the
information should be retained in accordance with DoD 5240.1-R, Aclivities of DoD
Intelligence Components that Affect US Persons, December 1982, Second, the intesim
policy requires that proposed TALON reports must meet one of the seven criteria
outlined in the memorandum. Third, the Undar Secretary for Defense (Inteligance) will
convene working groups to examine information fusion among inteliigence, Cl, force
proteciion, law enfcrcement and security communities. Fourth, the ATSD{IO} will
conduct annual inspections of the TALON system. Finally, no later than 12 May 2008,
the lead components from each military department must provide CIFA with coples of
thelr implementation guidance of the DEPSECDEF's interim palicy memorandurn.

(5) (U) SAIG-IO wil maintain this case as open until the DCS-G2 publishes thelr
implementing guidance and INSCOM publishes its spacial inspection results and -
con'aotfve acﬁons (as appmprlate) STATUS Open
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i Subject: Quarterly intelligence Oversight Activities Report (2nd Quarter, FY 08) (U)

d. (U} DAIG-08-011. On 2 March 2006, HQ, Mull-National Brigade (East)
(KFORT), Camp Bondstest, Kosovo, notified SAIG-10 of the following QIA: Two Cl
S/As assigned to KFOR7 reportediy consumed alcoholic beverages during a “source
meating.” Following the operational event, the sanior S/A allegedly drove a government
vehicle while under ths influence of alcohol, resulting in an accident. The subsequent
Miltary Police investigation confirmed the S/As were under the infiuence of alcohol
when the vehicle was damaged In an accident. Pending the completion of a command
investigation, the S/As are restricted to their barracks and the unit commander '
suspended their B&C and operational status. The S/As have also been removed from
the Cl team and placed in different sections within the task force. STATUS: Opan.

e. (U} DAIG-06-012. On 2 March 2008. during a SAIG-I0 inspection of the
Headquaiters, US Army Forces Nerthem Command (ARNORTH) (5" US Amy), Fort
Sam Heouston, TX, inspectors discovered US-parson force protection information in a
G2-ARNORTH intelligence briefing. The brefing, which was presented ty the G2 to the
CG-ARNORTH on 21 February 2008, contained identities of US-persons, Inclucing a
white supremacist group, and their planned domestic activities. An inteHIgericia '
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Subject: Quarterly Intelligance Oversight Activities Report (2nd Quarter, FY 08) (U}

surmmary from the Federal Bureau of Investigations was cited as the source. The group
and their planned aclivities did not involve a foreign nexus. The G2 attributed the
viclation to ARNORTH's immature structure and the staff's vague missions and
functions. The G2 assured the inspactors that na other inappropriate collection or
dissemination was conducted. SAIG-I0 is coordinating with the Inspector General {IG)
and G2 to determine what comractive actions were taken, STATUS: Open.

1. (U) DAIG-D’E-OOG 06-007, 06-008 and 068-013: There were four QIA reports
that are Lniquely sensitive and summarized in paragraph 5.a. (helow).

4. {U) UPDATES: Updates of cases reportad last quarier (reference 1.d.) are pravided
below: .
a. (U) DAIG-04-025.

(1} (W) In April 2004, an Inspector Gensra! from the Mulii-National Corps-irag
notified SAIG-10 of the following QIA: Prior to 21 February 2004, an M! officer assigned
as the $2, 422d Civi Affairs Battalion {CAB), Baghdad, Iraq, allegedly conducted
unapproved HUMINT collection operations resulting in ona solirce's incarceration in an
Iraqi jail. The officer also allegedly commiited security violations with a Category 1 Iraqi
Inguist. The US Ammy Special Operations Command {USASOC) conducted a
command investigation and forwarded the results to SAIG-I0.

{2) (U} The Investigating Officer {I/0) found no evidence to substanfiata the
allegation that the officer conducted unauthorized intelligence operations. The officer’s
routine and authorized duties and responsibiliies included “ensuring aif iragi Foreign
Nationats (IFNJ were properly scresned and vetfed prior fo providing authorizad
documents that would aflow them access fo U.S. facilities and/or equipment.” The
process used to chack the IFNs™ background required the officer and his subordinates fo
interact with the IFNg' on a dally basis. The O opined that the personnel security
process and daily contact with the IFNs’ might have led someone to assume the officer
was engaged in HUMINT operational activity. The investigation revaaled no information
to substantiale the claim that the officer's activities resulted In the Incarceration of 2
“source.”

{3} {U} The VO found no evidence to substantiate the allegation that the officer
compromised sensitive/classified information to a linguist. Part of the original security
violation allegation was that the linguist was granted access to the officer's govemment
issued laptop computer that was used to process classified information. The IO
determined the inguist had access to the officer’s U.S, government laptop computer,
but the I/O had no definitive information that the computer contained classified
information. interviewees established that in }appmx!mately) Febnsary 2004, the
officers computer was turned-in to the G2, 1% Armored Division (AD), for forensic

analysis. However, the 1fO was unable to delenmne the computer's curr&ntﬁisposmon S
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ar if the forensic analysis was ever conducted. Interviews of likely witnesses fo the
forensic analysis proved 1o be inconclusive because of the witness’ faded memaories,
the distraction of combat operations in Najaf, and confusion caused by 19 AD's
transition activities with 1% Calvary Division, The appointing authority for the cammand
investigation concurred with the 1/0's recommendation that no action be taken against
the officer. The /O Investigated other (unsubstantiatad) allegation(s) concerning the
officer that are beyond the scope of Procedura 15, AR 381-10. STATUS: Closed.

b. (U) DAIG 05-004.

c. (U) DAIG-05-021.
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d. (U) mue-os-ozs In May 2005, SAIG-!O learned that the DAIG Assistance
Division (SAIG-AC) received information from the Defense Criminal Investigative
Seivice (DCIS) alleging -misconduct of an M omce J:erfonmng unauthorized
intelligence operations while asslgned as thell]. 1* Armored Division in Iraq. The
officer was said to have conducted improper mtelllgence collection operations in
violation of AR 381-172 (S//NF), CFSO/ILLSO (U), 30 December 1994; Dafense
intelligence Manual (DIAM) 58-12 (S/NF), The DoD HUMINT Managsment System (U),
30 June 1997; Director of Central Intelligence Directive (OCID) 5/1 (S//NF), Espionage
and Counterintelligence Activities Abroad (U), 19 Dacember 1984; and various V Corps
policies dealing with intelligence source operations. He is further alleged to have
disobeyed direct orders of general officers by feiling to terminate c:ontact mth hfonnants e
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and falling to register informants. Lastly, the officer aliegedly made false officlal
statement{s) when he tald a generat afficer that he had registered all of his HUMINT -
sources when he knew that his statement was false. The officer is currently assigned fo
US Army Intelligence Center and School, Fort Huachuca. The US Amy Training and
Doctsine Command (TRADOC) conducted a command invesfigation and the officer
received a general officer lefter of reprimand. Subsequently, SAIG-AC completed a
review of DGIS and TRADOC's investigations. SAIG-AC's dralt investigative report was
reviewed by SAIG-IO in March 2008, SAIG-IO expects to receive the final investigative
report from SAIG-AC during the next quarter. STATUS: Opan. :

f. (U) DAIG 05-037.

(2) (U) The ACCO opened and terminated their case, under case number
421D-G2X-05-017, after determining the allegations wera not of Ci Interest. -The ACCO . ..

MCLASSIED
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referred the allegations lo the officer's deployed unit of assignment and CID for further
investigation. Apparently, CID elected not {0 investigate the allegations. However, the

" Infantry Division conducted a command investigation, the results of which are
outllned in the subsequent subparagraphs. Since the completion of the oommand
investigation, the officer redeployed back to his home station and the 42™ Infantry
Division redeployed back to New York where they receive O support frorn the National
Guard Bureau (NGB).

' (b} (\U) Interpreter: The VO determined the officer used iocal nationals to

\ perform interpreter duties, verify information from detainees, and establish rapport with
detainees, The VO determined that the officer's use of local nationals during

- interrogations was consistant with Muylti-National Forces-lraq. (MNF-{) Policy 05-02

{Interrogation Policy) and the officer did not compromise classified information. While

the policy was not fulfy described in the command investigation, feedback from the

MNC-I Assistant Inspector General confirms the accuracy of the I/O's conclusion.

(c} {U) Hacking: The I/O corroborated the allegation that the officer,
without authority, accessed a linguist’s Yahoo email account. Contrary to the original
allegation, the account belonged to a foreign national, not a US-person. After
considering Procedure 5, Electronic Survetllance, AR 381-10, the /O decided that its
applicability was °not clear, and this investigation dif not atiempt fo evaluate in depth
whether the hacking here violated the requirements of this paregraph because the
hacking was stopped, because nothing ever came of the hacking end because Division
fafled to identify the hacking as wrongfyl." Based on the I/O’s inaccurate analysis and
conclusions, SAIG-IO referred the allegation to NGB for resolution and offered the
following advice: First, the I/O should consider Procedure 7, Physical Searches, as the
appropriate procedure for the questionable activity described. Specifically, paragraph
C.4., AR 381-10, describes un-consented physical searches of non-US persons abroad.
Second, the I/O's decision to not pursue this allegation is insufficient. Paragraph 15-
3.a.(1), Procedura 15, AR 381-10, states, “Each reporf shall be reviewed to confirm or
refute the aflegation and assessed to defermine whether the reporied activity is
consisient with applicable policy.” In addition ta resolving the questlonable aclivity as a
procedural vislatian (AR 381-10), and assuming the hacking octurred and it was not an
approved physical search, NGB-IG may want {o obtain advice from their Chief Counsel
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ta determine whether or not “hacking” viclates federal law. NGB-IG and NYANG-IG's
Investigation continues. STATUS: Open ' :
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5. (U} OTHER SENSITIVE INVESTIGATIONS: The below listed investigations are

uniquely sensitive and considered “questionable activities® IAW AR 381-1 D. SAIG-IO
monitors investigative progress for intelligence oversight issues.

a. (U} New Sensitive lnvestigations: SAIG-10 will provide updates on the
following new cases oncs the cases are closed by the investigating agencies.
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(4) (U) DAIG-06013. On 27 January 2008, the Office of the Army
General Counsel notified SAIG-IO of an ongoing CID investigation {case #0137-02-
CiD369-23534) that involves six Mi Soldiers' QlAs. The six Ml personnel were -
assigned to Alpha Company, 519" MIBN, Afghanistan, when the alleged incldents

occurred. In December 2001, four of the six Ml personnel allegedly commitied acts of
assault and ma!treatment of a person in US custody
- : _ Is being investigated for

itk statament, and oonSpiracy
: L R |s being
T “dereliction of duty and canspiracy The

Afghart nationat
who died from blunt force trauma. The criminal acts undar investigation are directly
related 1o the Mi subjects’ intelligence duties and responsibiities (interrogation). The
CID investigation also listed 18 MP soldlers as subjects for similer prisoner abuse
intidents; however, there is no indication that their acts were related o or in support of
an inteligence function. CID recently reported their investigation as ciosed, but
SAIG-10 maintaing this as an open case until corrective actions have besn identified

and reparted. STATUS: Open.
b. (U} Closed Sepnasitive Investigations:

, (1) {U) DAJG-OS-O!:! in January 2004, tha DIA-IG nofified SAIG-IG of
the QitAs of an MI Capiain, 10 Mountain Division, and an individual assumed to be a
US Army contractor. The contractor and officer allegedly abused a prisoner at a
detention facility in Shkin, Afghanistan, CID investigated under case control number
0164-04-CiD369-68316 and detemined the allegations of assault and maitreatment of
a person in US custody were unfounded. STATUS: Closed. -

(2} fU) DAIG-06-001.

(a) (U) On 17 Octobar 2005, INSCOM reported the QIA of multiple Ml ¢/
officers to SAIG-1O. Allegedly, on 11 October 2005, officials in the Army-G2 requested
INSCOM-G3 conduct “database checks” on an Amy-G2 employee's foreign national
relatives living in Egypt Tha civilian employee is teportedly a US-person and not under

suspicion; however, “... personnef in the (Army) G-2 thought it prudent to make these . i
chacks.” The INSCOM Command Oversight Office (ICO0) concurred withtha '
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investigative request. However, subsequent to G34NSCOM conducting the checks,
ICOGC assessed the actions as a possible violation of AR 381-10 in that the Army-G2
and INSCOM may not have the mission and authority to direct and execuls investigative
activity as performed in this sftuation.

(b} {U) On 21 October 2005, DTIG determined the issues are of sufficient
gravity and interest to warant an independent Depariment of the Army level
assessment. DTIG directed the SAIG-10 to conduct a preliminary inquiry into the
incident and determing the need for a formal investigation. On 25 October 2005, Amy-
G2 officers indicated that the database checks were conducted at the direction of a
senior official. As a resuit, SAIG-10 referred the matter to Investigations Division (SAIG-
IN) for resolution. SAIG-IN determined that 1AW AR 380-67, Personnel Security
Program, dated 9 Septembar 1998, the Armmy-G2 has the authority 1o grant, deny, or
revoke personnel security ¢learances. Upon leaming that one of the Army-G2
employees had foreign relatives living in a Middle East couniry, the Army Central
Clearance Facilty provided the Army-G2 access to the employes’s security clearance
records (6.9, SF B6, Electronic Personnel Secunty Questionnairg). The Anmy-G2 noted
the identities of the employee’s foreign relatives and requested INSCOM conduct
database checks on the foreign relatives to ensure the employee had no ties to
ferrorists. The INSCOM Staff Judge Advocate advised the iCOQ that the request was
within the Army-G2's authority UP AR 380-67. Therefore, the G3-INSCOM conductaed
the database checks on the foreign nationals, Subsequently, INSCOM advised the
Army-G2 that their dalabase(s) contained no information on the foreign refatives and, as
a result, the Army-G2 did not pursuve the matter any further.

- (3} {(U) SAIG-IN concluded that the Ammy-G2 has Iegltlmate access to
personnel security records and has the authority to grant, deny or revoka security

clearances. Additionally, INSCOM has a lawful miseion ta collect information and

maintain databases on foreign threats. Therefore, the information concerning the

employee and her foreign relatives were appropriately collected. The allegation was not
founded and the case was closed without further action. STATUS: Closed.

6. (U) ASSISTANCE: SAIG-O continues o execule a proactive program of
assistance, training, and compfiante activities during the quarter. The second quarter
inspection activities are outlined in the following subparagraphs.

a. (U) HQ, US Amy South, Fort Sam Houston, TX {1 March 2005)

b. (U) HQ, 470™ MIG, Fort Sam Houston {1 March 2006}

c. (U) Operations Battalion, 470" MIG, Fort Sam Houston (1 March 2006)

d. () HQ, lil Corps, Fort Hood, TX (6 March 2006)

S
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e. (U) 504™ MIBDE, Fort Hood (7 March 2006)

f. () 303" MIBN, 504" MIBDE, Fort Hood (7 March 2006)

g. (U) 15" MIBN, 504" MIBDE, Fort Hood (8 March 2006)
‘. (U) HQ, 1* Cavairy Division {CD), Fart Hood (8 March 2006)

t. (U) 1% Brigade Combat Team, 1% CD, Fort Hood (9 March 2006) -
j. (U} 3™ Brigade Combat Team, 1% CD, Fort Hood (8 March 2006)
k. (U) Fort Hood Field Office, 902d MIG, Fort Hood (10 March 2006)

1. (U) HQ, Army Forces Northern Cornmand {5® US Army), Fort Sam Houston,
(2 March 2006) - |

m. (U) 6" MIBN, 957 Division, Camp Bullis, TX {27 February 2006)
n. {U) 321%MIBN, Austin, TX (27 February 2006)

o. {U) SW Army Reserve Intelligence Support Center, Forl Sam Houston
(3 March 2006)

p. {U) HQ. TX Army National Guard, Austin (27 February 2006)

q. (U) INSCOM Representative to the Joint Terrorism Task Force (JTTF), San
Antoenio, TX (2 Ma_rch 2008)

r. {U) INSCOM Representative o the JTTF, Austin (10 March 2008)

ALAN W. THRASHER

Major General, USA

Deputy The inspector General . . e -
CF: L
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DEPARTMENT OF THE ARMY
OFFICE OF THE INSPECTOR GENERAL
1700 ARMY PENTAGON
WASHINGTON DC 20310-1700

SAIG-10 (381-10b) 28 July 2008

MEMORANDUM THRU GENERAL COUNSE

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE DVERSIGHT) [ATSD(IO)

SUBJECT: Quarterly Intaliigence Oversight Activities Report (3rd Quarter, FY 08) (U)

1. (U} References:
a. (U) Executive Order 12333, United Statzs Inlelligence Activities, 4 December 1981,

' b. ({J) DOD Direclive 5240.1-R, Procedures Gaverning the Activities of DoD
Intelligence Companents that Affact United Stetes Persons, December 1982,

¢. {U) Army Regulation (AR) 381-10, US Anmy Intelligence Activities,
22 Navamber 2005,

d. (U} SECRET/NOFORN memorandurn, Department of the Army Inspector General
(DAIG). 24 April 2008, subject Quarterly Inteligence Oversight Aclivities Report (2nd Quarter,
FY 06} (U).

e. (U) Unclassified memorandum, Department of the Army Cffice of the Daputy Chief of
Staff G-2, 15 June 2004, subject: Procedure 15 Reporting in Combined and Joint Task Forces.

f. (U} AR 20-1, lnspéctor Genaral Activities and Procedures, 23 May 20086,

g. (U) AR 156, Pmcadures for Investigating Officers and Boards of Officers,
30 Septsmber 1898.

2. {U) This report provides information on significant questionable intelligence activities {QlAs)
processad by the imefligance Oversight Division, US Army (nspector General Agency
{SAIG-10), during the third quarter of fiscal year 2006. This report also updates QlAs reported
In previous quarters, and outlines significant inteliigence oversight (10) initiatives within the
Department of the Army.

DISSEMINATION J8 PROHIEITED THIS DOCUMENT CONTAINS

EXCEFT AS Al DRIZED BY AR 28-1. INFORMATION FT FROM
MADATORY DIS SURE UNDER

WHEN DECLASSIFIED, THIS DOCUMENT BECOMES FOUO, FOIA. EXEMPTIPNS NO S & § APPLY.

DERIVED FROM: MULTIPLE SOURCES, (ZAR 5CG/Z2 NOY 07; INSCDM 50 380-2/5 Aug 985)
DECLASSIFY ON: X1, X3, X8, X6, X7
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3. (L) RTS OF QUESTION ACTIVITIES: There were fifteen new QiAs

reports during the third quarter.

a. (U) DAIG-08-017;: On 11 April 2008, the G2, US Army Europs (USAREUR),
reportad the QIA of the Countering Terrorism Branch (CTB), G2-USAREUR, Heidelberg, GM.
On 7 Aprit 2006, the CTB produced a Current Threat Report (CTR) containing the identities of
numerous US-Parsons with possible ties to terrorist groups andfor state sponsors of temrorism.
The CTR was disseminated to multiple USAREUR consumers, intluding the USAREUR
Intelligence Oversight Officer (100}, who took corective action on behalf of the command, The
100 promptly idantified the incident as a QIA and fhen trained the Chief of the CTB an.
procedures 1-4, AR 381-10, and the authorized mission scope of the CTR. All CTB personnel
recaived refrasher 10 training, the 7 April 2006 CTR was rescinded, and all USAREUR
consumers were directed to delete their copies of the rescinded CTR. STATUS: Closed.

¢. (U) DAIG-08-019: According to a 27 April 2008 Wall Street Journal (WS\) asficle,
“Pentagon Stepa Up intelligence Efforts Ingide U.5. Borders,” intelligence enalysts’ assigned to
the 902d Ml Group (MIG}, Fort Meade, MD, allegedly collected and disseminated infermation
conceming participante in a 19 March 2005 anti-war protest in Akren, OH. The article
spacifically alleged that the MIG's analysts downloaded information from activist wab sites,
intercepted amails and cross-referenced the information with police databases. The MIG
allegedly reportad the planned protes! to tha Akron police who, in tum, “oliowed™ the rally. The
Akron rally was said to be one of seven protests “menitored by the Army” in March 2005,
On 28 April 2008, aftar confarring with SAIG-IO and tha 802d MIG, the Intelligence and Security
Command (INSCOM) decided to resolve the issues/allegations in this case (DAIG-06-019) by
expanding lheir ongoing 'special inspection” of the MIG's impiementation and execution of the
Threat and Local Obsarvance Notice {TALON) program, which was Inltially reported in
reference 1.d. as DAIG-06-009. An updaie to DAIG-06-008 is provided in paragraph 4.f below.
STATUS: Qpen,
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d. (U} DAIG-08-022: On 5 and 20 June 2008, SAIG-I0 recelved numerous allsgations
concarning mambers of the 101% Alrbome Division (101% Abn), 4 Infantry Divisian (4% D), and
Operational Detachment-Afpha 386 (ODA-386). Some of the allegations were non-lO related
and they were rafemed to Assistance Division, US Amy inspector General Agency (SAIG-AC),
for actionvresolution as appropriate. However, many other aliegations (outiined below) are
considersd QIAs requiring resolution IAW AR 381-10. The OlAs were refarred to the
apprapriate commands and SAIG-10 continues to oversee the progress of the following
investigations, being conducted under the provisions of AR 15-8 (reference 1.9. ):

(1} Six of the aliegations received on 5 June 20086, indicate thal an infantry
officer, serving as a in the 101% Abn, and his linguist, conducted
unauthorized source operations, coerced local nafionals to serve as sources, forced sources to

falsify sworn statements to ensure convictions of alleged insurgents, conducted unauthorized
and undocumented delention operations, and assaulted sources and defaineés under their
control. The allagations were previously reported to the officers Batialion RN, but
he falled to appropriately report and resotve the allegations IAW AR 381-10. On 9 June 2008,
SAIG-O referred these allegations to the Inspector General (IG), Multi-National Corps-Irag
(MNC-1), for resolution.

. {V) On 5 June 2008, it was allegad that a Calegory-ll interpreter, 4™ ID,
conductsd interrogations without the prasence of participation of an Military Intelligence (MI)
officer. The interpreter and an lraqi Army Officer may have alsc conducted interrogations
without the preaence of an M) officer. The unautherized and improper inte ions may have
heen done at the direction of the il 2/9™ Calvary Squadron, and/or the B RRIRIEES
The allegations ware reported to the Squadran 8 but he failed to report and
allegations AW AR 381-10. On 9 June 2005 SAIG-IO refarred these allegaﬂons fo the IG,
MNC-|, for resolutmn

(3) (V) Also on 5 June 2008, it was alleged that the | Bland members
of Tactica! Human Intslligence Team 676 (THT), 101 Abn, may hava falsified 1nterrogat.lon
reports conoeming the specific interrogation techniques employed during interrogation sessions.
Specifically, it was alleged that they would use fear-up fechniques {wearing red contact lenses
and claiming to be possessed by Satan), yet thay reported using different techniques (i.e. direct,
ego-up). The aliegations were reported to the Squadron iR, but he failed 1o report and resoive
the allegations IAW AR 38{-10, On 9 June 2006, SAIG-K0 referred these allegations to 16, -
MNC-1, for resolution. .
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i. (U} DAIG-06-028. On 29 June 2006, INSCOM reporied the GIA of a mamber of the
Los Angeles Fieid Offica {LAFC), 802d MG, Jcint Forces Tmeining Base (JFTB), Las Alamitos,
CA, heralnafter referred 10 as Subjaci-1. Also implicated in the report are a non-DoD affiliated
civilian (Subject-2) and a former member of the LAFQ {Subject-3) who is currently assigned to a
802d MIG position in Texas. Aflegedly, Subject-1 misused his official status lo ilegally acquire
dass-ll weapons, ammunition, tactical equipment, and explosives. Subject-2 allegedly ordered
and received the prohibitad material and delivered the items 1o Subject-1 at the LAFO. Subject-
3 is dentified on some of the invoicas for the materlal. Upon receipt of the material, Subject-1
tock the matariat fo an unknown focation. With Subject-1's assistance, Subject-2's used the
material to conduct for-profit training events on the JFTB. Both DoD and non-DaoD personnel
received the training. INSCOM also reportad the QIAs as a possibie federal crime under the
provision of Chapter 16, AR 381-10. Maanwhile, the Commandar of the 802d MIG initiated a
command investigation under the provision of AR 15-6, refarsnce 1.g. above. STATUS: Open.

j. (U) DAIG-06-014, 08015, 06016, 08-020, 08-021, and 06-023: In addition to the
incidents described in paragraphs 3.a through 3.1, above, there were six new reports of QIA that
are currently being investigated by the ACCO or the US Amny Criminal {nvestigations Division
(CID), The new ACCOXCID investigations are summarized in paragraph 5.a. (balow).

4. {U} UPDATES: Updates of QIA cases reported [ast quarter {reference 1.d.) are provided
below: ' :
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b. (U) DAIG-05-025. In May 2005, SAIG-10 leamed that SAK3-AC raceived Information
fromn the Defense Criminal Investigative Service (DCIS) alleging misconduct of an Ml officer
performing unauthorized intelligence operations while assigned as the [l 1* Armored Division
in Iraq. Tha officer was said 1o have conducted improper intelligencs coliection operations in
violation of AR 381-172 (S//NF), CFSO/LLSO (), 30 December 1994; Defense intelligence
Manual (DIAM) §8-12 (S/NF), The DoD HUMINT Management System (U), 30 June 1997;
Director of Central Inteffigencs Directive (DCID) 51 {S//NF), Esplonage and Counterintefligence
Aclivities Abroad (U), 19 December 1984; and various V Corps policies dealing with intelligence
source operations. He is further alleged to have disobeyed direct orders of general officers by
. failing to terminate contact with informants and failing o register informants. Lastly, the officer
allegedly made false official statement(s) when he tld a general officer that he had registered
all of his Human intelligence (HUMINT) sources when he knew that his statement was false.

(1) (U) The officer is currently assigned o US Amny (nteligence Center and
School, Fort Huachuca. As such, the US Ammy Training and Doctrine Command (TRADOC)
conducted a command investigation, which did not Incorporale the results of the DCIS
Investlgatim. TRADOC concluded that the officer failed to comply with the directives from his
superiors, but the investigating officer sttempted to mitigate the issue by suggesting the officer
befieved ha hed tacit approval by officiats positioned above his superiors. Regarding the
unauthorizad conduct of source operations, TRADOC mitigated the issue by suggasting he did
not have sufficient guidance from higher headquarters to apprapriately conduct intelligence
activities. The officer eventually received a genera) officer |etter of reprimand. .

(2) (U) Subseguently, SAIG-AC completed its investigation, which considered
the results of the DCIS and TRADOCC investigations, The Inspector General sent a letter to the
TRADOG Caommanding General outlining the results of SAIG-AC's Investigativa findings.
SAIG-AC substantiated four allagations of disebeying direct orders, one allegation of improperly
conducting intelligence opemtions, and ane allegation of making false official statements 0 a
Genaral Officer. SAIG-10 is coordinating with TRADOC 10 confirm they received the letter, as
well as determine what, if any, actions have been ar will be taken by the command. STATUS:
Open. _
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4. (U) DAIG-05-037. S :

(2) (V) The ACCO openad and terminated their case, under case number 42I1D-
b G2X-05-017, after determining the aflegations were not of Cl interest. The ACCO referred the
aflegations to the afficer's deployed unit of assignment and CID In Iraq for further investigation.
Apparently, CiD-iraq elected not to investigate the allegations. However, the 42" Infentry
Division conducted s carnmand investigation, the resuits of which are outlined in the suhsequent
subparegraphs. Sinca tha completion of the command investigation, the officer redeployed
back to his horme etation and the 42™ Infantry Division redeployad back o their horne stalion in
New York. ) :

: ) {V) Intemreter: The VO determined the officer used lecal nationals to
perform interpreter duties, verify information from detainees, and establish rapport with -
detainees. The IO detenmined that the officer's use of local nationals during interrogations was
consistent with MNF-I Policy 05-02 {Interrogation Pelicy) and the officer did not compromise
dassified Information. While the policy was not fully described in the command investigation,
feedback from the MNC-1 Assistant Inspecter General confirms the accuracy of the ¥O's
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{c} {U} Hacking: The /O concludad that the officer, without authority, accessed
a linguist's Yahoo email account. Contrary to the original allegation, the account belonged to a
forsign national, not a US-person, Aftar considuring Procedure 5, Electronic Surveillance, AR
381-10, the /O decided that ils applicability was "not clear, and this investigation did not aftermpt
to evaluate in depth whether the hacking here violated the requirements of this patagraph
because the hacking was stopped, hecsuse nothing ever cams of the hacking and bacause
Divislon failed to identiy the hacking as wrongful.” SAIG-10 advised the /O to consider
Procedure 7, Physical Searches, as the appropriate procedure for the questionable activity
describad. Specifically, paragraph C.4., Procedure 7, AR 381-10, describes the authoritles and
requiremenis for un-consenied physical ssarches of non-US parsons abroad, SAIG-10 also
determined that tha YQ's rationale for dismissing the hacking allsgation was insufficient because
Procedure 15, AR 381-19, states that inquiriesfinvestigations must corffirm or refute the
sllegation and deiermine whether the activily is consisient with applicable policy. However,
after consulting with the Anmy General Counssf, SAIG-IO detarminad that the hacking allegation
might ba a violation of federal law, specifically the Electronic Communications Privacy Act of
1988, USC Title 18, Part |, Chapter 11S. Therefore, SAIG-IO referrad the hacking allegation to
CID for criminai investigation and recommended Army-G2 report the allegation as a possible
faderal crime UP Chapter 18, AR 384-10. CID opened a aiminal investigation under case
number 0048-2006-C10221-50108 (pending).

(3) (U) Upon review of the initial command investigative product, SAIG-I0 noted
other issues requiring resolution by tha NYANG:

{a) (1Y First, the O substantialed a previously unknown allegation thet the
officer’s “ THT impropenly conducted raids without the presence or knowledge of the lask
force..." However, this allegstion was not addressed in the command's legal review or
description of corrective actions. SAIG-HO requested NYANG repert the status of the allegation
and comective actions, as the THT was supposedly under the officer's control and the raids
weare presumably in support of intelligenca activities.

®) (U Second. the officer's | EENEERS o~ e sCT i alegedly
sanctioned the THT's unauthorized use of alcoholic beveragaes during source oparations, which
violate theater policies. SAIG-O requested NYANG report the status of tha allegations and
correclive actions.

l.’c) (U} Third, the EEIERNREREE and i allegediy used undue command influence
when they attempted to prevent a witness from reporting the QlAs. SAIG-IO requested NYANG
report the status of this allegation and corrective actions. )

{d) (U) Finally, it was alleged that the officer required his THT membars to falsify
mtel-ﬂgence raports. Specifically, the officer would always serve as the lead inerrogator or
interviewer, but he required the THT members 1o write the reports and omi his (officer's)
pressnce and parficipation in the intelligence activity. SAIG-O requested NYANG report the
status of this allegation and ralaled corrective actions. STATUS: Open.

e. {U) DAIG-06-003. According to a Defense Intelligence Agency Inspector General
(DIA-IG) lnvestlgabon in February and March 2005, DoD personnel participated in an OCONUS
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bilaterat US -~ Korea cfandestine foreign materiel acquisition operation [STABLE POST (U)]
without praper authority. Amang the DoD participanis wara three members of INSCOM. The
DIA-IG dedlared the incident 1o be a QLA under the provisions of DoD Directive 5240.1-R, and
Initiated an IG investigation info DIA's role. Upon receiving DIA-IG's referal, the SAIG-IO
declared INSCOM's alleged participation as a GIA under Procedurs 15, AR 381-10, and
completed a preliminary inquiry in accordancs with the Deputy Tha Inspector General’s {DTIG)
directive. SAIG-IC's Report of Preliminary Inquiry {(ROPIy was endorsed by The Inspecior
Geanaral and submitted (o the Army G-2 (DCS-G2), INSCOM-IG, and DIA-IG. The summary of
the ROPI is provided in the following subparagraphs. _
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f. {U) DAIG-06-009.

(1) (U) On 5 January 2006, INSCOM notified SAIG-IO that on 3 November 2004
a Cl S/A assigned to the §02d MIG, with duty at the Joint Terrorism Task Force, Miami, FL
(JTTF-Miami) may have inappropriately collected and reported inforrnation about a group’s (US-
person) plan to exerciss ifs constitutional freedoms of assembly and speech. The information
was reported as a Threat and Local Observance Notice {(TALON) and submitied through the
902d MIG to the Cl Field Activity (CLFA) for analysis and entry in the Cornersicne database.
The report described the group’s plan to convene a meeting titled “Countering Mifitary
Recruitment, the Draft and Miltary Lew.” The report also described the group’s plan to “hold a
workshop and planning meeling o discuss courtering US Miftary recrulting in High Schools, as
well as offorts (o assist recruits in getting out of military contracts.” On 13 November 2004, the
SIA pravided an updated TALON report describing the group's plans to set up “tables af the
schools in order to perform ‘surveifance’ on Military recnimters white on campus.” The TALON
repoft dig not indicate the group of planned activities had a foreign nexus. Throughout tha
report, the S/A generically referred to the US Person as a "group” and a *US Domestic Profest
Group.” However, when reporting the address of the group’s meeting venue, the S/A included
the name of the meeting facility, which contained the name of the group.

(2} {U) Until racently, the 802d MIG maintained a database of all or some of the
TALON reports submitted by their S/As.” Contrary to an INSCOM staff officer’s guidance, the
8024 MIG contends that the S/A’s reporting {described above) was not a violafion of AR 381-10,
and his coliection activities wera consistent with the 802d MIG's expanded force prolaction
( coliection mission, which they base an the following memoranda; FOUO memorandum, Denuty
Secretary of Defanse, 2 May 2003, Subject: Collection, Reporting, and Analysis of Tesrorist
| Threats to DaD Within the United States; and FOUO memorandum, Office of the Vice Chief of
' Staff, 10 December 2004, Subject Army Implementation Guidance for TALON Suspicious
- Incident Reporting.

{3} (U) On & January 2008, the INSCOM Commanding General diracted the
INSCOM Inspector General to conduct a special inspection of the TALON reporting system in
INSCOM, with the fallowing locus: {a) evaluate the strengths and weakness of the existing
sysiem; (b) provide a detailed assessment of 802d MIG's compliance with TALON regulations,
palicies and procedures; (¢} determine conflicts or voids in guidance concerning the reporting,
analysis, retention, and dissemination of TALON information; and (d) assess the policies and
procedures for submitting TALON reports directly to CIFA without an intermediate review
pracess by the chain of command.

{4) (U) On 30 March 2008, the Daputy Secretary of Defense (DEPSECDEF)
established an unclassified inferim policy memorandum conceming the TALON Reporting
Systern, Subject: Threats io the Department of Defensa (DoD). In the memorandum, the
DEPSECDEF confirmed the reporting system should only ba used to report information
ragarding possible international temerism activities and the Informafion should be retained in
accordance with DoD 5240.1-R, Activities of DoD Inielligence Components that Affect US
Persons, December 1982. Second, the Interim policy requires that proposed TALON reports
must meet one of the sevan criteria outlined in the memorandum. Third, the Under Secretary *
for Defonse (Intelligance) will convene working groups to examing information fusion amaong
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intelligance, Cl, force protaction, law enforcament and security communities. Fourth, the
ATSD(IO) will conduct annual inspections of the TALON system. Finally, no later than

12 May 20086, the lead components from each miiitary depariment must provide CIFA with
copies of their implementation guidance of the DEPSECDEF's interim policy memorandurm.

(5) (U) SAKG-IO will maintein this case as open until the DCS-G2 publishes their
implementing guidance and INSCOM publishes its spedia! mspection results and comective
actions (as appropriate). The QIA describad in DANG-08-019, paragraph 3.c. above, is also-
being resolved by the INSCOM "special inspeciion.” STATUS: Open.

g. (U) DAKG-06-D11.
(1) (U) On 2 March 2008, HQ, Multi-Naliona) Brigade (East) (KFORT), Camp

Bondsteel, Kosovo, nofified SAIG-O that iwo Cl S/As assigned to KFORY reportedly consumed
alcoholic beverages during a "source meeting." Fellowing the operational event, the senicr S/A

* aliegadly drove a govermnment vehicle while under the Influence of alcoho!, resulting in an

accidenl. The subsequent Milltary Police (MP) investigation confimed the S/As were under the
influance of alcohol when the vahide was damagad in an accident. Pending the compietion of a
command investigation, the S/As were restricted to their barracks, their Badge and Credentials
su:'?ended, and they were removed from the Cl tsam and placed in different sections within the
fask force.

(2) (U) On 8 May 2008, the cammand investigation also concluded that the StAs
were urklar the influence of alcohol on-duty and that ths senior S/A was under the influenca of
alcohot when he drove an official vehicle. As a result, the S/As’ credentisls were seized and
returned to the central repository at Fort Huachuca, AZ, Additionally, the S/As were punishad
under Article 15, UCMJ. The senior S/A received a field grade Article 15, and was reduced frorm
E5 to E4; forfeited $1089 for one month; placed on 46 days restriction; and recelved 45 days
extra duty, suspended, which will be automatically remitled if not vacated before 12 July-2008.
Tha Senior S/A was reassigned to the G2 Operations Section, Task Force Falcon. The junior
S/A received a company grade Articla 15, reduced from E4 to E3; forfeited $394 for one month:
and was placed on 14 days exira duty. Tha junior S/A appealed the decision. but it was denied
because it was determined that the findings of fact and the punishment imposad were supported
by the evidence presented. The junior S/A was reassigned to the HUMINT Analysis
Reguiremenis Cell, Task Forte Falcon. STATUS: Cicsed.

- h {U) DAIGD6-012. Durlng a 2 March 2006 intelliganca oversight inspection of US
Army Forces Northem Command (ARNORTH), SAIG-IO discovered US-Person forca protection
information in a stored G2-ARNORTH intelligence briefing. The briefing, which was presented
by the G2 to the CG-ARNORTH on 21 February 2006, contained identites of US-Persons.
including a while supremacist group, and their planned domestic activities. An inteliigence
summary from the FBl was cited as the soutce. The G2 and the DAIG inspectors sgreed that
collecting and retaining US-Person force protection information, without a forsign nexus, is
beyond the scope of the (32's mission and functions. The G2 aftributed the viotatian to
ARNORTH's immature structurs and the staff's vague missions and functiong, SAIG-IO feund
no other indications of GIA in G2-ARNORTH. On 2 April 2006, ARNORTH reported that G2-

personnsl ware re-trained on prmcedures outlmed in AR 381-10. The Inspector @EF‘SL ~§ AR
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ARNORTH informed SAIG-IO that the US-Persen information was purged from intelligence files -
and they confirmed G2's understanding of their mission and functions, to include restrictions on
collection, retention and dissemination of US-Person information. STATUS: Closed.

5. (U) OTHER INVESTIGATIONS: The below listed QIAs are subject to Ct or criminal
investigations by ACCO or CID, respeciively.

- a (U} NewACCO/CID Investigations: IAW paragraph 15-2.8., reference 1.c., BAIG-IO
will provide updates on the folfowing new cases once they are closed by the CID or ACCO, as

appropriate.
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b. {U} Closed ACCO/CID Investinations:

oo () (Uy DAIG-04-006. in December 2003, CID reported the QIA of MI
i._ ‘ interrogators assigned to A Company, 518" Ml Battalion, Bagram Defention Facility (BOF),
Afghanistan; and supporting MP Soldlers assigned to 377" MP Company, US Army Reserve,

i BDF. Allegedly, in Decernber 2002, nurnarous Mi and MP. Soldiers assaulted and mistreated
detainees, resulting in death of one detainee. The alleged abuses by Ml and MP Seldiers were
directly related {o the BDF's intarrogation activities; therefore the incidents are considered QlAs.
CID conducied a criminal investigation into the matter (CID case number - 0134-02-CiD369-
23533} and concluded that the subjects assaulted and mistreated the detainee, and that the

. delainee died while in BDF custedy. The madicat examiner classified the death as a homicide
and the cause of death was blunt force trauma, However, the supporting Staff Judge Advacate
opined that there was insufficient probable cause to hold anyone criminally responsibie for the
deatfi of the detainee. Thersfora, numercus Soldiers were titied with various offenses, including
false official statements, dereliction of duty, and assault and battery. After coordinating with
various commands, CID, and the Cffice of Tha Judge Advocate General {OTJAG), SAIG-IO
dstermined the status of comective actions taken against the subjects in this case:

(@) (U} There was Insufficient cause to punish the Officar-in-Charge of the BOF
interrogators. [Nete: The OIC was also cifad in another detalnee abuse case (DAIG-08-013;
CID Case 0137-02-CID369-23534; see paragraph 5.5(6) of this report].

(b} (U} Tha NCOIC of the BOF interrogators has separated from service. As a
resuit, the case was referred to the Department of Justice for thair action. [Nofe: The NCOIC
was also citad in another detainee abuse case (DAIG-06-013; CID Case 0137-02-C1D369-
23534; see paragraph 5.b.(6) of this reporf]. ‘

(c) (U) One M Soldier is currently pending Court-Martial prooeadings for
dereliction of duty and assault consummated by battery.
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{(d) (U) One MP was convicted at a Generat Court-Martial for aggravated
assault, maltreatment, maiming, and false statement. Ha was acquitted of three assault
charges and was reduced o E1.

(e} (U} Three MPs were acquitted.
{f} (U) Four MPs received talters of reprimand.

(g) (Y One MP pled guilty at a Special Court-Martial to assault and false official
statement. The Soldier was reduced 1o E1, forfeited of 2/3 pay for four months, and was
confined for four months.

{h) (U} One MP pled quity at a Special Court-Martial to assault consummated
by battery and dersliction of duty, The Soldier was reduced to E1, confined for 75 days, and
sentenced {0 be discharged from service with a Bad Conduct Discharge. STATUS: Closed.

(2) (U) DAIG-D4-007, in Decamber 2003, CID reported the QIA of Soldiers
- deployed in Qaim, Irag. On 23 November 2003, a detainee in US custody died while being
intarrogated by Ml personnet. CID conducted an invesiigation into the matter under case -
e numter 0027-03-CID679-64959. The investigation identifisd three Ml and five non-Mi
o personnel as subjacts in the Invastigation. All of the alleged abusive acts were directly related
1o an Intalligence function (intelfigence interrogation), and therefore reportable under the
provisions of Procedurs 15, AR 381-10. After coardinating with various commands, CID, and
iha Office of The Judge Advocate General (OTJAG), SAIG-I0 detapmined the status of
comrective actions taken against the subjects in this case:

{a) (Uy An MI warrant officer was convicted at a General Court-Martial of
negligent homicide and nepligent dareliction of duty, He was sentanced to four months
confinement, restriction for 60 days, and forfeiture of $1500 for four months.

{b) (U) An M warrant officar received an Article 15, UCMJ, not further identified
{NFi).

{c} (V) One Mi Senior NCD receivad a latter of reprimand, NFL.

{d) () Punishment under Article 15, UCMJ, is panding against ona non-Mi
Soidier, NFI,

(e} (U} No action was taken against one non-Ml warrant officer, two non-Mi
NCOs, and one non-MI civilian, NFI. STATUS: Closed,

3 U) DAIG-05-034, On 28 July 2005, INSCOM reported that a warrant officer
assigned to the 257™ Mi Battalion allegedly kicked a detainee during pre-screening aclivities at
Camp Sykas (Tall Afar), raq. Concemns of combat related stress ware expressed by the
Warmant Officer’'s command, Repertedly, the Warrant Officer was piaced on administrative
duties and would not likely retum to interrogation duties with his ieam. The warrani officer and
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his team received combat stress counseling and the command provided rafresher training on
interrogation rules, CID investigated the incident under case control nurmber
0110-056-CID389-36749. In October 2005, CiD notifled this office that the detainee abuss
allegation was substantialed and their case was closed. CID's investigative results were
farwarded 1o the command for action. The command issued the warrant officer a letter of
reprimand for his abusive acficns. STATUS: Closed,

{6) (U) DAIG-08-013. On 27 January 2008, the Office of the Army General
Counsel provided SAIG-IC with a copy of a report conceming an angoing CID investigation
{0137-02-CID369-23534). According to the CID investigalion, in December 2002, four Mt -
interrogators A Company, 519™ M Battalion, BDF, Afghanistan, committed acts of “sssault” and
*maltreatment of a person in US custody.” As aresult of the abuse, tha victin, a BOF detaines,
died of blunt force trauma. Additionally, tha OIC of the Bagram Collection Point, was
investigated for "maltraatment of a peraon in US custody, false official statement, and
conspiracy.” The NCOIC was also investigated for "dersliction of duty and conspiracy”
allegations relatad to the maltreatment and assault incidents. Whiie no one was found to bs
criminally responsible (or the death of the detainee, many of the subjects were punished for
related offenses. The folowing outlines the status of actions taken against the subjects:

(a) (U} There was insufficient cause to take action against the OIC. (Noter The
OIC was 8/30 listed fn DAIG-04-008, paragraph 5.b. above.) T R T
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(b} {U) The NCOIC of the BDF Interrogaiors has separated from asnvice. Asa
result, the case was raferred to the Department of Justice for thair action. {Nofe: Tha NCOIC
was alsg fisted in DAIG-04-006, paragraph 5.b. above.}

{c) {U) One Soldier pled guilty at a Special Court-Mariial to dereliction of duty
and assaulf consummated by battery. He was sentenced to a reduction to E1, forfefture of $822
for two months, two months confinement, and a Bad Conduct Discharge.

{d) (U} Cne Soldiar pied guilty at a Spacial Court-Martial to dereliction of duty
and assault consummated by battery, She was sentenced to a reduction to E4, forfeiture of
$250 for four months, two months confinement, and a reprimand.

(e) {(U) Cne Soldier pled guilty at a General Count-Martial and was sentenced lo
confinement for fiva months and received a Bad Conduct discharge.

) (U) One Soldier received a letier of reprimand, NFI.

(9} (U) The CID invastigative report aisc listed 16 MP soldiers as subjects for
similar prisoner abuse incidents; howevar, there is no indication that their acts were related fo or
in support of an intelligenca function. Therefare, the MP misconduct allegations are not being
detailed in this report. STATUS: Closed.

6. (U) ASSISTANCE: SAIG-O continuss to execute a proactive program of assistance,
fraining, and compliance activities during the quartar. During the third quarter, SAIGC
" conducted (O complfiance inspections and IO assistanca to the following organizations:

a, {IJ) Security and lntalhganca Division, DPTMS, US Army Garison (USAG), IMA, Fort
Knox; 18 May 2006,

" b. (U) a. Fort Knox Field Office, 902™ MI Group, Fort Knox, KY; 18 May 2008.
c. (U} B2, US Army Armor Center (USAARMC), Fort Knox, KY; 19 May 2006.

d. {U} Joint Forces Headquarters, KY National Guard; and Headquarters, KY Army
National Guard (KYANG), Frankfori, KY; 20 May 2006.

e. (U) INSCOM Representative, JTTF, Chicago, IL; 22 May 2008.

1. (U Nerth Central Ammy Reserve Intelfigence Support Canter (ARISC), Fort Sheridan,
IL; 22 May 2008.

g. (U} INSCOM Representative, JTTF, Minneapolis, MN; 23 May 2006.

h. {U) Joint Forces Headguarters, MN National Guard, and Heaclquarters MN Army
National Guard {MNANG]), St. Paul, MN; 24 May 2008,

L {U) 34 tnfantry Division, MNANG, St Paul, MN; 24 May 2006, E g% LGOI F
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ALAN W. THRASHER

Major General, USA
oF Deputy The Inspactor General
c;z' .
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DEPARTMENT OF THE ARMY
CFFICE OF THE INSPECTOR GENERAL
1710 ARMY PENTAGON

WASHINGTON DC 20310-170C

SAIG-IO (381-10b)

MEMORANDUM THRU GENERAL COUNS

FOR OFFIGE OF THE ASSISTANT 7O THE SECRETARY OF DEFENSE
{INTELLIGENCE OVERSIGHT) [ATSD(I0)]

SUBJECT: Quarterly Intelligence Oversight Activities Report (4th Quarter, FY 06) (U}

1. (U) Referances:
a. (U) Executive Order 12333, US intelligence Activities, 4 December 1981.

b. (U) DOD Directive 5240.1-R, Procedures Goveming the Activities of CoD
Intslligence Companents that Affect United States Persons, Decembar 1982, :

¢. (U) Amy Regulation {AR) 381-10, US Anmy Infelligence Activities,
22 November 2005.

d. (J), SECRET/NOFORN memorandum, Depariment of the Army Inspector
General (DAIG), 28 July 2006, subject: Quartery Intelligence Ovemght Activities
Report (2nd Quarter, FY 08) (V).

e. {U) Unclassified memorandum, Department of the Ammy Office ofthe Deputy
Chief of Staff G-2, 15 June 2004, subject: Procedure 15 Reporting in Combined and
Jolnt Task Forces. .

f. (U) AR 20-1, Inspecior General Activities and Procedures, 19 July 2006.

(IJ) AR 15-8, Procedures for investigating Officers and-Boards of Officers,
30 Septembef 1998,

DISSEMINATION 1S PROHIBITER : THIS BOCL CONTAINS
EXCEPT AS RIZED BY AR 20-1 _ INFORMATION PT FROM "
MAPATUKRY DISCLOSURE UNPER

WHEN DECLASSIFIED, THIS DOCUMENT BIEL'OM!S FOUO FOIA HONS NQ 5 & 6 APPLY.

DERIVED FROM: MULTIPLE SOURCES, (ZAR SCG/22 NOV 0Z; INSCOM SUG 36015 Aug98)
DECLASBIFY ON: X1, XY, X3, X8, X7 S
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2. (U) This report provides information on questionable intelligence activities (QIAs)
processed by the Intelligenoa Oversight Division, US Army Inspector General Agency
(SAIG-10), during the fourth quarter of fiscal year 2608, This report also updates QlAs
reported in previous quarners, and oullines significant intelligence oversight (10}
initiatives within the Degartment of the Army.

3. {U) NEW REPORTS OF QUESTIONABLE ACTIVITIES: There werg seven new

Q1A reports during the fourth quarier,

a. () DAIG-06-029: On 23 March 2008, the DoD Inspector General (DoDIG)
received an anonymous complaint conceming a M!ﬂtary Intelligence (M) officer’s
alleged misconduct in the perfarmance of his intelligence duties while he was assigned
to the US Ammy Task Force (TF) in Kesovo. On 15 June 2006, the DoDIG referred the
case to the Assistance Division, US Army inspector General Agency (SAIG-AC). On or
about 17 July 2006, after notifying the Intelligence Oversight Division (SAIG-10), SAIG-
AC further refarred the case fo the TF Inspector General for resolution {SAIG-AC case
number: DIH-08-8182). The salient polnis of the QIA allegations and status of the
investigation are provided below:

{1) (U} An M officer assigned as the TF Counterinteltigence Coordinating
Authority (TFCICA), Kasovo, was responsible for accountability of the TF’s intelligence
contingency funds (ICF). The officer allegedly misused his position as a TF M} officer
and ICF custodian/agent 1o travel monthty to Headguarters, US Army Europe
{(USAREURY), Heidelberg, GM, under the possibis guise of reconciling the ICF account
with USAREUR. According to the anonymous allagation, the officer’s supervisor .
“finessed things™ 1o make sure the officer was able to spend time in GM with the officer's
wife and the supervisor would “cover” for the officer and say the trips were needed for

“intelligence purposes.”

(2} () As an example, the complainant alloged that on Tuesday, 7
Fabruary 2006, the officer flew to GM to conduct about four hours of business with
members of the USAREUR G2 staff. During his visit in GM, the officer telephoned his
unit in Kosove and stated that his schedulad 9 February 2006 retumn flight was
cancslled and he would not be able to retum until Tuesday, 14 February 2008. The
complainant further stated that according to USAREUR G3 Aviation Operations, the 9
February 2006 flight was nof cancelled and that there were numerous ather flights
available prior to 14 February 2008. During the officer’s eight-day visit in GM, the wife
vacationed with him, he remgined on Temporary Duty (TDY) status and he
subssquently claimed reimbursements for travel expenses and per ¢iem. The
complainant stated that a similar abuse occurred in March 2006,

(3} (U} The TF's command investigation continues and once complete,
the TF will report their resuits to SAIG-AC and SAIG-10. SNG-AC will also provide a
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copy of the investigative results 1o DoDIG, who recelved the original allegation
anonymously. STATUS: Open.

b. (U) DAKG-06-032: On 17 August 2006, tha Inlelligencs Oversight Officer
{100), 850" Mt Group {MIG); Belgium, reported the following QlAs of a Sergeant First
Class {SFC) and a Master Sergeant (MSG), Counterintelligence (Cl) Special Agents
(S/As) assigned to the Afghanistan Detachment {ADET), 850" MIG, Kabul, Afghanistan,

(1) (U) On 12 July 2005, the SFC allegedly ussd ICF ($300-$500) to
purchase an AK-47 assault rifie from an inteligence source. The SFC used the weapon
on inteliigence missions and he falsified operational reports to conceal the AK-47
purchase. The SFC then terminated contact with the source and recommended no
further attempts ba made by ADET personnel to contact the sourca, presumably to

conceal the itlicit transaction.

(2) (U} On 2 August 2005, tha MSG allegedly used ICF ($800) to
purchase an AK-47 assauit rifle from an inteligance source. The MSG used the A
weapon on intelligence misstons and he falsified operational reports o disguise the AK-
47 acquisition as a "git” from the source. The MSG may have concealed the
s unauthorized ICF expenditure by reporting {artificially} inflated source payments over
the course of several meetings with the source.

(3) (U) The SFC and MSG allegedly aonspire& with a third person when
they shipped the AK-47 rifies back to their home station (Belgium) via US milkary
aircrafl. The locations of the AK-47 fles are unknown,

(4) (U} The Commander of the 850" MiG notified the Chisf of DAMI-CD
(DCS-GZ) via email and telephone. Both officials agreed to delay reporting the incident
as a QlA in order fo preserve the integrity of the command investigation, which explains
why this incident was not reposted to SAIG-{O until 17 August 2006, The Commander,
650™ MIG, also reported the matter to the local offica of the US Army Criminal
Investigations Division {CID) and a criminal investigation ensued (CID ¢ase number
0038-2006-CID427-52848-7TF8A1). Tha |00 reported that the criminal investigation has
been completed and the 650 MIG will incorporate CID findings in the command's final
report of QIA, 1AW Procadure 15, AR 381-10. STATUS: Open.

c. (U) DAIG-08-033:

{1} (U} On 15 August 2006, the Intelligence and Security Command
{INSCOM) reported the QIA of a Depariment of the Army Civillan {DAC) employee, Cl
S/A, 500™ M Brigade's Pacific Liaison Detachment (PLD), Tokyo, Japan. The QIA
occurmred during a llaison meeting in a Japanese restaurant between Japanese officials
and PLD members. Representing PLD was the PLD Chief, a Japanésé national. .
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employee, the DAC, and another C! S/A. During the mesting, the DAC became
intoxicated and used foul language. The two Japanese officials were offended by the
DAC's lack of decorum, causing them to end the meeting and depart the restaurant.
Subsequently, when the PLD Chief attempted to discuss the evening's mishaps with the
PLD team, the DAGC respond viclently and assaulted the Chief and the tearn members.
The restaurant employees attemptad to quelt the commotion by restraining the DAC,
removing him from the restaurant and placing him in a taxi. However, the DAC
managed to jump out of the taxi, grab the PLD Japanese national employea and throw
her on to the sireet. The injuries to all involved were limited to bruises and the PLD
Chief's preliminary assessment is that the eplsode "wiil not become an international

. incident" PLD's Japanese national employee “appears o have no mtentlon" of
reporting the matter fo the Japanese police.

(2) (U) The Brigade Commander appointsd an AR 15-6 investigating
officer, reported the incident to CID, secured the DAC's Cl badge and credentials, and
placed him on administrative laave. CID completed their investigation on 30 August
2008 under case number 0041-06-CID018-7359 [Destruction of Things in Ganeral,
Articla 261, Japanese Penal Code (JPCY), Bodily Injury, Article 204, JPC; and Violence,
Article 208, JPC) and provided the resuits to the command for inciusion in the 15-6
investigation. STATUS: Open.

d. (U) DAIG-06-030, 08031, 08-034, and 06-035; In addition to the incidents
described in paragraphs 3.a through 3.b. above, there were five new reporis of QIA that
are currently being investigated by the ACCO or CID. The new ACCO/CID
investigations are summarized in paragraph 5.a. {below). :

4, (U} UPDATES: Updates of QIA cases reported last quarter {reference 1.d.) are
pl'ovlded balow:

a. (U) DAIG-05-025: |n May 2005, SAIG-10 Jearned that SAIG-AC received
information from the Defense Criminal Investigative Service (DCIS) alleging misconduct
of an Ml officer performing unauthorized intelligence operations while assigned as the
B 1™ Armored Division In Irag. The officer was said % have conducted improper
intelligence collection operations in violation of AR 381-172 (S/NF), CFSOALSO (U),
30 December 1994; Defense Intelligence Manual {DIAM) 58-12 (S#NF), The DoD
HUMINT Management System (U), 30 June 1997; Director of Central Intelligence
Directive (DCID) /1 (S//NF), Esplonage and Counterintelligence Activities Abroad (U},
19 December 1984; and varicus V Corps policies dealing with intelligence source
operations. He Is further alleged o have disobeyed direct orders of general officers by
failing to terminate contact with informants and failing to register Informants. Lastly, the
officer allegedty made false official statement when he toid a general officer that he had
registérad al of his Human intelligence (HUMINT) sources when he knew that hls

.o MEMEEE;
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(1) {U) The officer is currently assigned to US Army Intelligence Center

and School (USAICS), Fort Huachuca, As such, the US Army Training and Doctrine

~  GCommand (TRADOQC) conducted a cornmand investigation, which did not incorporate
the resulls of the DCIS investigation. TRADCC conciuded that the officer faited to
comply with the directives from his superiors, but the investigating officer mitigated the
issue by suggesting the officer believed he had tacit approvat by officials pasitioned
above his superiors. Regarding the unauthorized conduct of source operations,
TRADOC mitigated the issue by suggesting he did not have sufficient guidance from
higher headquartars to appropriately conduct intelligence activities.

{2) (U) Subsequently, SAIG-AC completed its investigation, which
considered the results of the DCIS and TRADOC investigations. The Inspactor General
sant a lettsr fo the TRADOC Commanding General outlining the results of SAIG-AC's
investigative findings. SAIG-AC substantiated four allegations of disobeying direct
orders, one allegation of improperly conducting intelligence operations, and one
allegation of making faise official statements to a Generat Officer. The officer received
a letter of counseling from the Commanding General, Combined Arms Center, and a
verbal reprimand from the Commanding General, USAICS. STATUS: Closed.

{2) () Having resolved the original aflegation, the /O explored why
INSCOM, specifically the ACCO, perceived there ko be a violation of Article 31(b),
UCMJ. The Investigating Officer (/O) determined that poor communication between the
SCO and ACCO creatad the mispercaption that S/A committed a QIA. When SCO
informed ACCO of the interview plan, SCQ inaccurately described tha activity as a “non-
custodial subject inferview,” and SCO never informed ACCO that Cl S!A and FBI'S{A na.:
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longer considered the officer 1o be a subject or suspect in their joint investigation.
Interim ACCO policies ara in place to prevent similar miscommunication incidents in the
future. Additionally, the Army-G2 will include unambiguous case control pracedures
and outiine Article 31{b) requirements in its new standard operating pracedures.
STATUS: Closed.

{1) (U) ACCO opened and terminated their case, under case number

421D-G2X-05-017, after determining the allegations were not of Cl interest. ACCO
| referred the allegations lo the officer's deployed unit of assignment-and CID in Irag for
[ further investigation. CID-Iraq elected not to investigste the allegations. However, the

: - 42™ Infantry Division conducted a command investigation, the results of which are

: outlined in the subsequent subparagraphs. Since the complation of the command

| investigation, the officer redeployed back to his home station and the 42" infantry
" Division redeptoyed back to their home station in New York.

(b) (V) interpreter: The VO determined the officer used locat nationals to
perform interpreter duties, verify information from detainees, and estabish rapport with
detainees. The VO determined that the officer’s use of local nationals during
intarrogations was consistent with Multi-National Forces-Iraq (MNF-1) Policy 05-02
(Interrogation Policy) and the officer did not compromise classified information. While
the policy was not fully described in the command investigation, feedback from the
Assistant Inspector General, Muiti-National Corps-Iraq, confirms the accuracy of the
I/O0’s conclusion. - j T
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(c) (U) Hacking: The /O concluded that the officer, without authority,
accessed a linguist's Yahoo email account. Contrary to the criginal allegation, the
account belonged to a foreign national, not 2 US-person. After considering Procedure
5, Electronic Surveitlance, AR 381-10, the /O decided that its applicability was "nof
clear, and this investigation did not attempl to evaluate in depth whether the hacking
hera viofated fhe requirements of this paragraph becauss the hacking was siopped,
because nothing ever came of the hacking and because Division falied fo identify the
hacking as wrongiul.” SAIG-IO advised the I/O to consider Procedure 7, Physical
Searches, as the appioptiate procedure for the questionable activity descnbed.
Spacifically, paragraph C 4., Procedura 7, AR 381-10, describes the authorities and
requirements for un-consented physical searches of nonJS persons abroad. SAIG-HO
also determined that the 1/0’s rationale for dismissing the hacking allegation was
insufficient because Procedure 15, AR 381-10, states that inquiriesfinvestigations must
confirm or refute the aflegation and determine whether the-activity is consistent with
applicable policy. However, after cansulting with the Army General Counsel, SAIG-10
determined that the hacking allegation might be a violation of federal law, specifically
the Electronic Communications Privacy Act of 1986, USC Title 18, Part |, Chapter 118,
Therefore, SAIG-I0 refered the hacking allegation o CID for ¢riminal investigation and
recommended Army-G2 report the allegation as a possible federal crime UP Chapter
16, AR 381-10. CID opened a criminal investigation under case number 0048-2006-
ClD221-50109 (pending).

S

(3) (U) Upon review of the initial command investigative product, SAIG-
IO noted other issues requiring resolution by NGB and/or the NYANG:

(a) (U) The /O substantiated a previously unknown aliegation that the
officer's "THT improperly conducted raids vithoul the presence or knowladge of the task -
force.,.” However, thig allegation was not addressed in the command's legal review or
description of corrective actions. SAIG-I0 requested NYANG report the status of the
aflegation and commective actions, as the THT was supposedly under the officer's control
and the raids were presumably in support of intelfigence activities.

(5) (V) The officer's RN and the BCT Mllallegedly
sanctioned the THT's unauthorized use of alcoholic baverages during source
operations, which violata theater policies. SAIG-10 requested NYANG report the status

of the allegations and corective actions.

{c) (V) The HEEEEEEN and lllallegedly used undue cornmand
influence when they attempted to prevent a witness from reporting the QlAs. SAIG-10

requested NYANG report the status of this allegation and corrective actions.

) {d) (V) It was alleged that the officer required his THT members to falsify
- intelligence reports. Speclf“ cally, the officer would always serve es; e lead interrog aterﬁ*—;.
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or interviewer, but he required the THT members to wrile the reports and omit his
{officer's) presence and participation in the intelligence activity, SAIG-I0 requested
NYANG report the status of this aliegation and related corrective actions. Status:

Open.

d. (U) DAIG-06-003. According to a Defense inteiligence Agency Inspector
General (DIA-IG) investigaticn, in February and March 2005, DoD personnel
pariicipated in an OCONUS bilateral US — Korea clandastine foreign materiel
acquisition operation [STABLE POST (U)] without proper authority. Among the DoD
participants were three members of INSCOM. The DIA-IG declared the incident1o be a
QIA under the provisions of DoD Directive 5240.1-R, and initiatad an |G investigation
info DIA's role. Upon receiving DIA-IG's referral, the SAIG-IO declared INSCCM's
alleged participation as a QIA under Procedure 15, AR 381-10, and compieted a
preliminary inquity in accordance with the Deputy The inspector General's (DTIG)
directive, SAIG-O's Report of Preliminary Inquiry (ROP1) was endorsed by The

SFED.

Inspector General and submitted fo the Army G-2 (DCS-G2), INSCOMHG, and DIA-IG. -

phs.

The summary of the ROP! is provided in the
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‘ e. (U) DAIG-06-009.

(1} {U) On 5 January 2006, INSCOM notified SAIG-IO thatan @
| November 2004 a Cl S/A assigned to the 8902d MIG, with duty at the Jaint Terrorism
' Task Force, Miami, FL (JT‘{ F-Miiaml) may have inappropriately collected and reported
‘ (. information about a group’s (S-persan) plan to exercise iis constitutional freedoms of
oo assembly and speech. The information was reported as a Threat and Local
i Observance Notice (TALON) and submitted through the 902d MIG to the Cl Field
Adlivity (CIFA) for analysis and entry in the Comerstone database. The report
described the group's plan to convene a meeting titted “Countering Military Recruitment,
the Draft and Miltary Law.” The report also described the group’s plan to *hoid & ’
‘ workshop and planning meeting to discuss courttering US Miltary recruiting in High
Schools, as well as efforts to assist recruits in getting out of military contracts.” On 15
November 2004, the S/A provided an updated TALON report describing the group's
plans to set up “tables at the schoofs in order o perform ‘surveiifance’ on Mifitary
recrulters white on campus.” The TALON report did not indicate the group or planned
‘ activities had a foreign nexus. Throughout the report, the S/A generigally referred fo the
UJS Person as a "group” and a *US Domestic Protest Group.” However, INSCOM
; provided that when reporting the address of the group’s meeting venus, the S/A
| included the name of the meeting faciity, which may have contained the name of the
group.

(2) (U) Untl recently, the $02d MIG maintained a database of all or some
of the TALON reports submitted by their S/As. Contrary to an INSCOM staff officer's
guidance, the 902d MIG contends that the S/A's reporting (described abave} was not a
violation of AR 381-10, and his collection activities were consistent with the 902d MIG's
expanded force protection coflection mission, which the 802d MIG based on the
following memoranda: FOUO mamorandum, Deputy Secretary of Defense, 2 May
2003, Subject: Collection, Reporting, and Analysis of Terrunst Threats toDoD Within
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fhe Unlted States; and FOUO memorandum, Office of the Vice Chief of Staff, 10
. December 2004, Subjact: Army implementation Guidance far TALON Suspicious
Incident Reporting.

{3) (U} On 5 January 2008, the INSCOM Commanding General directed
the INSCOM Inspector General to conduct a special inspection of the TALON reporting
systam in INSCOM, with the following focus: {a) evaluate the strengths and weakness
of the existing systam; (b) provide a detailed assessment of 802d MIG's compliance
with TALON regulations, policies and procedures; (c) determine conflicts or voids in
guidance concerning the reporting, analysis, retention, and dissemination of TALON
information; and {d) assess the policies and procedures for submitting TALON reports
directly to CIFA without an mtermedlate review process by the chain of command.

{4) (U) On 30 March 2006, the Deputy Secretary of Defenss
(DEPSECDEF) established an unclassified interim policy memarandurn concerning the
TALON Reporting Systam, Subject Threats io the Department of Defense (DoD). In
the memorandum, the DEPSECDEF confirmed the reporting system should only be
used to raport information regarding possible international terrorism activities and the
information should be retained in accordance with DoD 5240.1-R, Activities of DoD
Intelligence Components that Affect US Persons, December 1882. Second, the inferim
policy requires that proposed TALON reports must meet one of the seven criteria
cutlined in the memarandum. Third, the Under Secretary for Defense (Intalligence) will
convene working groups % examine information fusion among intelligence, Cl, force
protection, law enforcement and security communities. Fourth, the ATSD(IO) will
conduct annual inspections of the TALON system. Finally, no later than :

12 May 2006, the lead components from each military department must provide CIFA
with copies of their implementaticn guidance of the CEPSECDEF's interim policy
memarandum, )

{5) (W) DNG—GG—OOQ will remain: open untit INSCOM publishes its special
inspaction results and corrective actions {as appropriate). The QIA described in DAIG-
06-019, bielow, is also being rasolved by INSCOM "special inspection.” Status: Open.

f. (U) DAIG-D8-018; According to a 27 April 2006 Wall Street Journal (WS.J)
arficle, “Pentagon Steps Up Intelligence Efforts Inside U.S. Borders,” intelligence
analysts’ assigned to the 802d Ml Group {MK3), Fori Meade, MD, altegedly collected
and disseminated information concerning participants in a 19 March 2005 anti-war
protest in Akron, OH. The article specifically allagead that the MIG's analysts
downloaded information from activist web sites, intercepted emails and cross-
referenced the information with police databases., The MIG allegedly reported the
planned protest to the Akron pofice who, in tumn, “fallowed” the rally. The Akron rally
was sald to be one of seven protests “monitored by the Army” in March 2005
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On 28 April 2006, after conferring with SAIG-10, INSCOM decided to resalve the
issues/allegations in this case {DAIG-06-019) by expanding their orgoing "special
inspaction” of the command's implementation and execution of the TALON program, .
which was inltiafly reported in reference DAIG-06-009 (above). Status: Opan.

g. (U) DAIG-06-022:

{1) {U) In June 2006, SAIG-IO received nUMBrous alle;;atlons conceming
members of the 101% Airborne Division (101% Abn), 4 Infantry Division (4™ iD}), and
Operationa} Datachment-Alpha 386 (ODA-386).. Some of the allegations were non-I0
related and they were referred to SAIG-AC, for action/resolution as appropriate.
However, many othar allegations {outlined below) are considered QlAs requiring .
resalution AW AR 381-10. The QlAs were raferred to the appropriate commands and
SAIG-O continues to overses the progress of the following investigations, being

conducted under the provisions of AR 158 (reference 1.8.):

EFF
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(6} (U) After formally briefing the Army-G2, Ay General Counsel, and
The Inspector General, SAIG-IO referred the allegations to MNC-I and U8 Army Special
Opsrations Command for resohution. SAIG-O also provided courtesy notifications to
IG-DIA. IG-CENTCOM, and IG-Multi National Forces-Irag (MNF-),
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(4) {U) Although they had the documented authority to do so, the SiAs

never released US-Person information fo the KSIS. Information that was shared with
KSIS was, in fact, coordipeted with the Chief of Station and appropriately authorized for

reiease. .

i
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(5) {4} The confusion conceming the scope of and authority for the
interviews was caused by a number of communication problems and personal conflicts
betwean 501 MIB staff officers. Further complicating the authority question was the

fact that the SCO-K Chief was new to the 501* MIB anx the Senior Advisor to the
Commander was on leave during the time of the allegations surfaced. No violations
occurred. The commander implemented changes 10 his staff's standard operating
procedures to prevent future communication problems. Status: Closed.

i)
l. (8/NF) DAIG-06-028. On 29 June 2006, INSCOM reported the QIA of a
mamber of the Los Angeles Field Office (LAFO), 902d MIG, Joint Forces Training Base
(JFTB), Los Alamitos, CA, herelinafler referred to as Subject-1. Also implicated in the
repost are a non-DoD effillated civilian (Subject-2} and a former member of tha LAFO
(Subject-3) who is currently assigned 0 a 502d MIG3 position In Texas. Aliegediy,
Subject-1 misused his official status to llegally acquire class-1li weapons, amsmunition, -
tactical equipment, and explosives. Subject-2 allegedly ordered and receivedthe ;-
prohibited matarial and defivered the ilems to Subject-1 at the LAFO. Subject-3 is
identified on soms of the invoices for the material. Upon receipt of the material,

oot UNCLASSIFED
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' Subject-1 took the malerial to an unknown location. With Subject-1's assistance,

Subject-2's used the material to conduct for-profit training events on the JFTB. Both
DoD and non-DoD personnel received the training. INSCOM also reported the QIAs as
a possible federal crime under the provision of Chapter 16, AR 381-10. Meanwhile, the
Comeander of the 802d MIG initiated a8 command investigation under the provision of
AR 15-6, reference 1.g. above. STATUS: Open.

5. (U) Tl ONS: The below listed QlAs are part of Cl or criminat
investigations by ACCO or CID, respectively.

a. (U) New ACCQICID Investigations: IAW paragraph 15-2.e., AR 381-10, SAIG-O

will provide updates on the following new cases once the cases are closed.

it
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6. (U) ASSISTANCE: During the fourth quarter, SAIG-10 conducied 10O compliance
inspactions and |0 assistance to the following organizstions:

a, (U) Headguarters, INSCOM, Fort Belvoir, VA,

=

. (U} 1" Information Operations Command, Fort Belvoir
¢. {U) Army Central Contral Office, Fort Belvoir

a

(U) Army Directed Studies Cffice, INSCOM, Fort Belvoir
(U) Military Intelligence Reserve Command (MIRC), Ft Belvoir

a

T

(U) Headquarters, 902d MIG, Fart Meade, MD
g. {U) Ammy Ci Center, 802d MIG, Fort Meade
. {U} 308™ Mi Battalion, Fort Meade

-

1. {U) 318™ MI Battelion, Fort Meade
i, (U) Headquarters, US Army Oparational Activity, Fort Meade
k. (U) Headquarters_, US Amny Garrison, Fort Meade

7. (U) Polnt of Contact is &=

. THRASHER
Major General, USA
Deputy The Inspector General

CF:
OTJAG
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DEPARTMENT OF THE ARMY

OFFICE OF THE ISPECTOR GENERAL
1700 ARMY PENTAGON

WASHINGTON DC 203101100

SAIG-10 (381-10b})

25 January 2008

MEMORANDUM THRU GENERAL i, AR

FOR OFFIGE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENGE OVERSIGHT) [ATSS(10)]

SUBJECT: Quarterly Iintslligence Oversight Activities Report {1st Quarter, FY 07) (U)

1. (U} References:
a. (U) Executive Order 12333, US Intelligence Activities, 4 December 1081.

b. {J) DOD Directive 5240.1-R, Procedures Governing the Activities of DoD
Inteiligence Components that Affect United States Parsons, December 1882

e. (U) Aimy Regulation (AR) 381-10, US Amy Intelligence Activities,
22 November 2003,

d. (U} Unclassifisd memorandum, Assistant o the Secratary of Defenss,
8 December 2008, Subject: Anndial Intelligenca Oversight Report to Congress — New
Requirement.

e () Unclassiliedl!FOUO mamorandum, Cffice of the Director of National Inteligenca,
23 March 2006, Subject; Request for information and Coordination.

f. (U) SECRET//NOFORN memorandum, Department of the Army Inspector General
{DAIG), 20 October 2008, Subject Quarterly Intdligance Oversight Activities Report (4th
Quartar, FY 08) (U).

g. (U) AR 20-1, Inspactor Genersl Adh{ities and Procedures, 19 July 2006,

h. {U) AR 15-6, Proceduras for Investigating Officers and Boards, 30 September 1986.

DISSEMINATIONTS FROH{BITED THIS DOCT/MENT CONTAINS

EXCEPT AS A QRIZED EY AR 20-1. INFORMATION FROM
MADATORY D URE UNDER

WHEN DECLASSIFIED, THIS DOCUMENT BECOMES FOLIO. ROIA. EXEMPTIONS NO'S & 6 APPLY.

DERIVED FROM:! MULTIPLE SOURCES, (ZAR SCG/2 NOV 02; INSCOM SCG 38025 Avg 98)
DECLASSIFY ON: XL, X3, X5, X8, X7

IRCLASSIFIED
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2. {U) SCOPE OF REPORT: In accordance with references 1.b. - 1.d., and paragraph 3 of
reference 1.e., this report provides information on the follawing:

a. {U) Questionable intefligence activities (QlAs) processed by tha Intelligence
Overs»ght Divisian, US Amy Inspector Ganeral Agency {SAIG-10), during the reporiing period,

rter, Fiscal Year 2007,

b. (U) Updétes on QlAs raported in previous quarters,

5 ¢. {U) The results of intsligence oversight (10) inspections and other initiatives
conducted by SAIG-IO during the reporting period.

: d. (V) Summary of substantive changes 10 the Army 1O program during the repotting
period.

e, () Summary of any changes to Intefligencs, counterintelligance (CI), and
intelligence-related policias during the reporting period.

l"" 3. (U) NEW REPORTS OF Q]A There were 12 new reports of QIA processad during this
reporting peried.’

URCLASSIFED .
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¢. () DAIG-0T-003: On 5 Oclobar 2008, INSCOM reported the alleged QIA of a US

- Army Staff Sergeant {35G) Cl Speclal Agent (S/A), whils attending the Military Intelligence (MI)
Basic Non~commissioned Officer Course (BNCOC), Fort Huachuca, AZ, from July-August 2006,
In July 2008, the SSG allegedly misused his official position when approachad a fermale soldier,
identified himse!f with his Cl Badge and Craedentials {B&Cs), deceptively suggested he worked
for US Spacial Forces, and solicited har interest in working in speciai operations on behalf of the
Amy, without authority. The soldier agreed and began answerlng numerous personal
questions, which she assumsd to be part of the assessment process. During tha next month,
he provided her training in surveillance and elicitalion tachniquas (without authority), and they
engaged in a physical relationship. Their relationship ended when he gradualed from BNCOC
and dapariad Fort Huachuca, The SSG's alleged actions are apparent violations of chapters &
and 9, AR'381-20, The Ammy Cl Program, 15 November 1883, and Procadurs 14, AR 381-10
{reference1 c.). INSCOM initiated a command Investigation under the provisions of AR 15-6
(reference 1.h.). STATUS: Open.

d. (U) DAIG-07-004; On 12 Oclober 2008, the US Army Materiel Command (AMC),
Fort Belvolr, reported tha QIA of the G2, USA Aviation and Missile Command (AMCOM),
Redsione Arsenaf, AL Included ina 20 Septamber 2008 AMCOM Intelfigence Summary
(INTSUM) were references to Texas based US-Person organizations and its possible links to
foreign terrorist organizations, AMC reviewed the matier and concluded that there was no .
violation because of the foreign terrorism nexus and its potential threat tc AMCOM. AMC cited
the Cl and foreign intalligance (CI/FF} categories in Procedura 2, paragraphs 2-2.¢.'and 2-2.4d.,
AR 381-10, to support its conciusion, AMC also concluded that AMCOM does not heve an

" Intelligenca collection mission, but as the command's G2, it has the responsibility to provide

intelligencs support to the commander. In 50 doing, the AMCOM G2 consumes various
intelligents products, including reperts from INSCOM's Army Cl Center (ACIC), and extracts
threat information of concem 10 the AMCOM community, AMCOM then forwands the ACIC
threat data, a8 INTSUM advisories, throughout the command. AMCOM aiso adds a
dissemination caveat o {ts INTSUMs that alarls the recipients to the AMCOM-G2's
dissemination authority and it stipulates that AMCOM-G2 is not the originalor of the threat
information contained in the INTSUM. STATUS: Closed,

e. {U) DAIG-D7-005: On 8 November 2008, tha §13™ MI Brigade, Fort Gordon, GA,
learned that from 30 October —~ 3 November 2008, Ci S/As assigned to B Company, 202™ MI
Battalion, 513" MI Brigade, conduciad a Threat Vulnerabifity Assessment (TVA) of Fort Gordan,
in suppornt of the Anti-Terrorism/Force Protaction (AT/FP) Officer, US Army Ganison (USAG),
Fort Gordon. The Brigade opined that the S/As may have !ailed to pre-coordinate their activities
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with the Fort Gordon Fleld Office, 902d Ml Group, which is the only Army C! element chartered
to conduct sirategic Ct supgort activities in the Fort Gordon area. A command review of the
possible Procedure 14 violation revealed the foliowing: The 202d determined that conducting a
TVA of the Fort Gordon instaliation would serve as an aexcellent training exercise for deploying
S/As, who would be required to conduct TVAs of Forward Opsrating Bases in Iraq and
Afghanisten. The unit obfained consent from the USAG's AT/FP Officer and conducted the TVA
during the 30 October ~ 3 November 2008 time frame. The AT/FP Officer lauded the results of

the TVA and the TVA product was used as a tool {0 establish the USAG’s AT/FP posture. The
, unit did not coordinate with the 902d MIG prior fo conducting the TVA. Once the command

realized B/202d falled to pre-coordinata thelr ganmison activities, the command provided a copy
) of the TVA resulls to the S/A in Charge of ihe Field Office. The cormmand confirmed that no

‘ US-Person collection ocourred during the conduct of the TVA. In the fulure, the 202d M

Battalion wili obiain prior approvals for any CONUS activities from the 9020 MIG, 202™ Mi
Battalion leadership, and the Command Stafl Judge Advocats, STATUS: Closed.

I. () DAIG-07-006:

{1) (V) On 31 Oclober 2008, SAIG-IO inspeciors conducted an IO inspsection of
the Headquarters, US Army Reserve Command (USARCY), Fort McPherson, GA. During the
( ' Inspaction, the inspactors datarminegd that a USARC G2 siaff officer routinely collected and
relained information from open sources concerning domestic US-Person prolast groups
axercising thelr freedom of spaecivassembly. There was no indication that the infarmaton
containad a foreign nexus or otherwise reprasented a lagitimate force protaction threatto the
! U8 Army. The information was incorporated into the G2's regular Battle Update Briefing (BUB)
ta the Commanding General and key leaders. Tha inspectors advised the G2 that the
collection, retention and dissemination of domestic protest Information was considered a
viclation of Procedures 2-4, AR 381-10 and required resolution in aeeordanoe with Procedure
18, AR 381-10.

{2) (U) On 1 November 2008, the USARC declared that G2 would restrict its
activities to foreign-nexus threats to USARC and any domasstic force protection information
would ba left to the USARC Provos! Marshal and Force Protection Officer, as appropriate, On
16 November 2006, the USARC Inspecter General confinned that the offending domesti¢
information was plrged from the 52 records. USARC !G also confirmed that G2 personnel
received refresher IO training. STATUS: Closad. _

a. () DAIG-07-007:

(1} (U) On 28 November 2008, SAIG-IO received an initial report of QLA from
the Deputy Inspector General, Mulii-National Division-Baghdad (MND-B), Iraq. The altegations
concam unauthorized and/or inappropriate source operations by members of 506" Regimental
Combat Team (RCT), which are poesible violations of Army Fisld Manual (FM) 2-22.3, HUMINT
Intall gance Collector Operations; MNF-I HUMINT CONOP for the Iraqi theater of Operations;

4" Indantry Divigion's Commanding General's Intelligence Collection Policy dated 7 June
2005 and Procedure 14, AR 381-10.
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h. (U) DAIG-07T-008:

{1) () On 28 November 2008, SAIG-10 received an initial GIA report from the
Depuly inspector Ganeral, MND-B. The origins! allegation appearad ta have been reported by
the G2, MND-B, and concerns an unauthorized investigation of a US-Persan by the §2, 506"
RCT, In possible violation of AR 381-12, AR 381-20 and Procedures 2 and 14 of AR 381-10.

{2) (U) On © Oclober 20086, the 32 allegedly direcisd four subordinate personnel
to obtain the personnel files of a Category Il tinguist, a US-Persen, who worked on Forward
Operating Base-Rustamiyah. Specifically, the 52 diracted his pacple to “gather as much
evidence as you can aboud this ferp.” (Note: Tha term "terp” is military slang for *intarpreter.”)
There is no Indication that the Investigation was pari of an authorized Cl Invesligation, The
MND-B initiated a command Investigation to resolve the allegations. STATUS: Open

I. (U) DAIG-07-008: On 12 Ogtobier 2008, INSCOM, Fort Belvoir, VA, reported the QIA
of two Cl 8/Ag, 524" Ml Baitalion, 501% Ml Brigads, Korea. The Miitary Poice (MP), US
Yongsan, Korea, alleged that the S/As violated a General Order {Article 82, UCMJ), and
Obstruction of Juslice (Articie 134, UCMJ), Allegedly, on 19 November 2006, the MPs, working
with the Korean National Palice, identified two junior Soidiers ki a drinking establishment in
taewon, Kerea {off-base), during curfew hours. When questioned by the MPs, the individuals
identified themselves as on-duty Cl §/As conducting an investigation, The MPs stated that one
of the S/As used his C1 B&Cs {o assert his official status, which the S/A later denied, Initial
investigation by the MPs determined that the S/As were not on duty. Both individuals were
apprehended {MPR#01653-2008-MPC338) and transported to the MP Station, US Army-
Yongsan, where they failed aobnety tests. The Soldiers were then processed and released to
the'i:dunit The Commander, 524 M| Battalion, initiated a command investigation. STATUS:
Pending :

)] DAIG-O’I-G‘ID:

(1) (U) On 1 November 2008, the Inspector General, National Guard Sureau
(NGB-IG) conducted an [Q inspaction of the J2 Section, California National Guard (CANG),
Sacramento, CA, during which 10 viglations were found and corrected. A US Army M) First
Lieutenant and an Army MP Sergeant, whe worked as intelligence analysts in J2-CANG,
collected information (open source and law enforcement), including protest/demonstration

LSS~ arvsoromrn o




{ ——

suemrromorse—{[§CLAGSIFED

SAIG-I0 ‘ , .
.SUBJ ECT: Quarterly Intelligence Oversight Activities Report (1st Quarter, FY 07} (U)

activities and the names of US-Person profest groups and jiis members, The information was

retained in so-called “intelligenca summaries” that were allegedly never dissemineted. Simiar
inform ation was also induded In briefinge labeled “terrorism” and *terrar onganizations®, which

were posted on the CANG's intranet. SAIG-JO contacted NGB-IG and confirmed that CANG’s

errant activities were imited to coflecting information from epan sources and law enforcement

resources. Thers was no indication that CANG engaged in intefigence operations to gather the
Information. The findings are apparent vickations of Procedures 2-4 and 14, AR 381-10. NGB-
! IG cotracted the J2 personne!, provideg |0 re-tralning, and ensured US-Person/protast

‘ informalion was purgad from the Intranat and other J2 flesfrecords. With the assistance of

. SAIGHO and NGB-IG,-CANG I8 Improving its 1O program, will be re-inspecied in B-12 months,
and will ensure its Legal Advisor contributes 1o the command's 1O training and the daily J2
funclions.

{2) {U) Tha above (O vivlation is simiar to the findings ideniified in July 2005 by
J SAIG-IO [refer io DAIG-05-030, DAIG-05-031 ano DAIG-05-032 In SECRET/NOFORN

f memprandum, Department of the Army inspector General (DAIG), 27 Octaber 2005, subject:

| ' Quarterly Ivtalligence Ovarsight Activities Report (Fourth Quarter, FY 05) (U)). NGB-IG-

| attributed the new Ingidents 1 Jagk of continuity dulring senior leadership umover (L6, The
Adjutant Ganerat, J2) since the 2005 findings. STATUS: Clased.

s .

| . : K. (U) DAIG-OT-019: On 28 Novembar 2008, INSCOM reported Ihe QIA of the 513 MI
Brigade’s C| elements deployed in the Southwest Asla area of operations. The Cl elements
routinsly submi initial Cl investigative reports. late, beyond the 72 hour ime Emit, and may have
been conducting investigstive aclivity bayond the “Btanding Investigative Authority,” in violation
of ACCO policies and AR 381:20. The Commandur, 513% M} Brigade, is conducting 8-
commander's inquiry to determing the scope of the problem, responsible C) elements, and
appropriate coeciive actions. Xey lsaders In the 513" M) Brigade have opined that unrealistic

~ paficies are contributing fectors o the Incidents.  Specifically, some leaders beliava thal the 72-
hour reporting requirement and the “Standing Investigetive Authority” policy are often too
restiictive in @ combat anvironment, STATUS: Open.

;. {U) UPDATES: Updates of QA cases reported iss! quarter (reference 1.1.) are provided
okow: .o _
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(1) (U} ACCO opened a case and promplly determined the allegations wers not
of Clinterest. ACCOQ ferminated its case (ACCN: 421D-G2X-05-017} and referrad the
allegations to the officar's deployed unit of assignment and CID in iraq for further mvastlgation
as appropriate. ClD-lraq elected not to investigate the allegations. However, the 42" Infantry
Dhvision conducied the initial command investigation, but the 42 Infantry Division was unable
to resolve all of the allegations. The NGB assumed the responsibllity for completing the
investigation.

(2) (U} First, the 42" infantry Division determined the ICF related allegation to
be unsubstantiated, but NGB is reviewing the results to ensure the Division appropriately
applied AR 381-141(C), ICF (U), 16 January 2004. Second, the allegations associated with the
use of a Catagory-1 interpretar have been resolved as unsubstantiated, as the use of the
interpreter was determined 1o ba consistent with Mulli-National Forces-lrag {MNF-1) Poficy 05-02
{intarrogation Policy), Also found lo be unsubatantiated were the related allegations concerning
the compromisae of classifiad mformation to sources and interpreters, While the policy was not
fully described in the command's investigative report, feedback from the Agsistant Inspector
General, Multi-National Corps-Irag (MNC-1}, confinms the accuracy of the I/C's concluslon,
Third, after consulting with the Amy Genaral Counsal, SAKG-1Q determined that the hacking
allegalion might bs a viclation of federal law, spadifically the Electranic Communications Privacy
Act of 1986, USC Title 18, Part |, Chapter 119, Tharefore, SAIG-O refetred the hacking
allegation to CID Headquarters for criminal investigation and SAIG-IO recommended the Ammy-

G2 report the aliegation as a possible federal crime under the provisions of Chapter 16, AR 381-

1Q. CID opened a criminal investigation under case number 0048-2008-C1D221-50109, which
is ongoing. .

(3} (U) Upon review of the m:tial command Investigatnve product, SAIG-IO noted
other issues requlring resolution by NGB!

 {a) (U} Inthe command investigative report, the VO substantiated a previously
unknown allegation that the ofﬁoers "THT improperly conducted rakds without the presence or
Knowiedge of the lask force.,." SAIG-I0 reguested NGB conflm the status of the allsgation and
report corrective actions, as the THT was suppeosediy under the officer's control and the raids
were presumably in support of inteligence activities,

{b) (U) The officer's company commander and the BCT $2 allegedly sanctioned
the THT's unauthorized use of alcoholic beverages during source operations, which viclates
theater policies. SAIG-IO requeslad NGB report the status of the allegsbons and carrective
actions, :

{c) (U) The commander and S2 allegadly prevented a witness from reporiing the
QlAs, SAIG-IO requested NGB report the status of this atflegation and cotractive actions.

{¢) (U) It was aliegad that the officer required his THT members o falsify
Intelligence raports. Specifically, the officer would always serve as the lead Interrogator or

(T3
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interviewer, but he required the THT members to write the activity }epons and omit his (officer's)
presence and paricipation in the intelligence activity. SAIG-IO requested NGB report the status
of this allegation and related corrective aclions. STATUS: Open.
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8. (V) DAIG-06-009,

(1} {U) On 5 January 2006, INSCOM noiified SAIG-I0 that on 9 November 2004
a Ci S/A assigned o the 802d MIG, with duty at the Joint Tevrorism Task Force, Miami, FL
(JYTF-Miaml) may have inappropriately collactsd and reportad information about a group's (US-
person) plsn to exarcise s conslitutional freedoms of assembly and speech. The information
was reported as a Threat and Local Observance Notice (TALON) and subrnitked through the
902d MIG to the Cl Fieid Activity (CIFA) for analysis and enlry in the Comerstone database.
The rapost described the group's plan to convene a mesting titied "Counlering Miitary
Recruitment, the Draft and Miitary Law.” The report also describad the group's plan to “hold 2
workshop and planning moefing to discuss countering US millaty recruiing In High Schools, s
weli as offorts to assist recrults in getting out of miltary contracis.” On 15 November 2004, the
S/A provided an updated TALON report describing the group’s plans to set up “fables af the
schools in order fo perform 'surveiliance’ on Military recruiters while on campus.” The TALON
report did not indicata the group or planned activities had a foreign naxus. Thraughout the
report, the S/A generically referred to the US Parson as a "group® end a “US Domestic Prolest
Group.” Howaver, INSCOM provided that when reporting the addrass of the group's meeting
venue, the S/A Included the nams of the mesting facility, which was assumed to contain the
name of the group. Until recently, the 8028 MIG maintained a database of all or some of the
TALON reports submitted by its S/As,

(2) (VY On 5 January 2008, the INSCOM Commanding General directed the
INSCOM Inspector General to conduct a special Inspection of the TALON reponiing. system in
INSCOM, with the Tollowing focus: (a) evaluate the strangths and weakness of the existing
systern; {b) provide a detailed assesesment of 802d MIG's compliance with TALON regulations,
policier and procedures; (¢} determine conflicts or vaids in guidance conceming the roporting,
analysis, retention, and dissemination of TALON Information; and (¢) assess ihe policies and
procedures far submitting TALON reports directly to CIFA without an intermediate review
process by the chain of command. The INSCOM-IG special inspaction is ongoing.

.'F_—\v

(3) () Cn 30 March 2006, the Depuly Secratary of Defense (DEPSECDEF)
established an unclassified interim poiicy memerandum conceming the TALON Repoerting
System, Subject: Threats to the Depariment of Defense (DoD). in the memerandum, the
DEPSECDEF confirned the reporting system should only be used {g report information
regarding possible international terorism activities and the information should be retained in |
accordance with DoD 5240.1-R, Activities of DoD latelligenca Components that Affect US i
Persons, December 1882. Second, the interim policy requires that proposed TALON reports
must mest one of tha seven critera cutlined in the memorandum. Third, the Under Secretary
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for Defense {Intaliigence) will convena working groups to examins Informafion fusion among
intelligenca, Cl, force protection, law enforcement and security communities, Fourth, ATSD{IO)
will conduct annual inspections of the TALON systam. Finally. the lead components from each
miltary department must provide CIFA with copies of their implementation guidance of the
DEPSECDEF'’s Interim policy memorandum.

. {4) (V) DAIG-06-009 will remain open untl INSCOM publishes its special
inspection results and corrective actions. The QIA described In DAIG-06-019, paragraph 4]
balow, Is also being resolved by INSCOM “special inspection.” STATUS: Open.

. (U) DAIG-08-019: According lo a 27 April 2006 Wall Street Journal (VWWSJ) article,
*Pentagen Steps Up Intelligence Efforts Inside U.S, Borders,” Intelligenca analysts’ assigned to
" the 902d MIG, Fort Meade, MD, afiegedly collected and disseminated information concarning
participants in & 19 March 2005 anti-war prolast in Akron, OH. The article specifically aliaged
that the MIG's analysts downloaded Information from ‘activist web sites, intercepted emalls and
oross-referenced the information with police databases. The MIG allegedly reported the
planned protes! to the Akron police who, in tum, “followed™ the rally. The Akron rally was said io
be one of seven pratests *monitored by the Ammy” in March 2005. On 28 April 20086, after
confering with SAIG-10, INSCOM decidad to resoive the issues/allegations in this case (DAIG-
08-018) by expanding its ongoing “special inspection” of the command’s implemeniation and
execution of the TALON program, which was inifially reported in reference DAIG-06-003
(paragraph 4.g. above). STATUS: Cpen.

k. {U) DAIG-068-020: Cn & May 2006, INSCOM reportad the QlAs of two US Army
Master Sergeants wha were assigned Ml duties. According to ACCO, the two Soldiers
employed Polygraph Examination Physical Countermeasvres (FEPCM) during several Cl scope
PEs. The SCO, 802d MIG, cpened a praliminary Cl investigation ({LCCN: P1-8CO-06-012).
ACCO/SCO closes the investigation on 5 June 2006 after the Scidiers made relevant
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adrmissions and passed subsequent PEs. A summary of the nvestigation was provided 10 the
National Security Agency and the Central Clearance Facllity (CCF). Both Soldiers recelved
General Officer Memorandums of Reprimand that were placed in the Soldiers' official military
personnel file. Status: Closed.

. (U) DAIG-08-022:

(1) {U) In June 2006, SAIG-IO received numerous allegations concerning
members of the 101* Airborne Division {101 Abn), 4” infantry Division (4™ ID), and Operational
Detachment-Alpha 386 (ODA-386), 3 Special Forcas Group, during thalr 2006 depioymant in
Iraq. Some of the allegations were non-{C related and they were referved to Assistance .
Division, US Army Inspector Generai Agency (SAIG-AC), for aclionfresolution as appropriate.
However, other allegations (outlined helow) are considered QlAs requiring resolution IAW AR
381-10. The QlAs were referred to the appropriate commands and SAIG-IC continues to
monitor the Investigative prograss. (Note: At the time of the allaged incidents, elements of the
4" ID were task omganized as a subordinate element of the 101% Abn. )
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6) (L) Afer formally brisfing the Army-G2, Amy General Counsei and The
inspector General, SAIK3-IO referred the allegations to MNC-| and US Army Speclal Operations
Command for rasolution. SAIG-IO also provided courtesy nolifications to IG-DIA, IG-
CENTCOM, and 1G-Multl National Forces-Iraq (MNF-1).

(8) (M) Aninfantry Oﬂ“osf and his Iingunst conducied unauthorized source
operations in violation of Army regulations and theater policies. One such unauthorized .
operation may have contributed to a source’s death.

(b} (U) An Infantry Officer and lils linguist intetfered with THT operations, in
viclation of Army regufations and theater polides

. {e} {U) An Infantry Officer and his linguist condusted unauthorized detention and
interrogation operations, in violation of Army regulations and theater policies.

{d) (U) Four officers In the 1/187" falled to repott and accurately resolve the
QlAs reported to them, in viclation of AR 381-10.

. (@) (U) The remaining aliegations were determined to be unsubstantisted. As a
result of the I/O's substantiated findings, the Commanding General of the 101 Abn lssuad
letters of reprimand to four officars, The officers will also publish a "Company and Battalion
Commanders Handbook and Guide to HUMINT Operations consistent with the recently
published FM 2-22_3, HUMINT Collector Operations, September 2008." The Divislon G2, who
is not a subject in the command investigation, will supervise the handbook projecl. The
Commanding Genera! also directed Impravement o training and coordinalion activities to
prevent future incidents.

(8) (V) The 101 Abn's command investigation is closed. USASOC's
investigative report is In draft and under legal review. STATUS: Open.
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o. (U) DAIG-06-028. On 29 June 2008, INSCOM reported the QIA of a member of the
Los Angeles Field Office (LAFO), 802d MIG, Joint Forces Training Base (JFTB), Los Alamitas,
CA, hereinafter referred to as Subject-1. Also Implicated in the report re a non-DoD affillated
civillan {Subject-2) and a former member of the LAFO (Subject-3) wha Is currently assigned to a
802d MIG position in Texas. Allegedly, Subject-1 misused his official status to Rlegatly acquire
class-)ll weapans, ammunition, tactical equipment, and explosives. Subject-2 allegadly ordered
and received (he prohibited material end deltvered the items to Subjact-1 at the LAFO, Subject-
3 is identified on some of the invoices for the material. Upon recaipt of the materlal, Subject-1
ook the material to an unknown location. With Subje¢t-1's assigtance, Subject-2 used the
material to conduct for-profit tralning events on the JFTB, Both DoD and non-Dob personnel
recelved the training. The 902d MIG initiated 8 command Investigation and INSCOM reported
the QlAs as a possible federal crime under the provision of Chapter 18, AR 381-10. The results
- of the INSCOM Iinvestigation is provided below: )

(1) (U) Subject-1 viciated Article 107, UCMJ, when he signed numerous
deceptive memorandums on official LAFO letterhead. Some of the memorandums untruthfully
asserted Subject-2's affiliation with LAFO and untnuthfully claimed officlal sponsorship of training
and weapons demonstrations. Addifionally, Subject-1 violated the Joint Ethics Reguiation, and
Arsticle 92, UCM), for *“wrongfully using (his) pesition for the private gain of {Subject-2), a civilian
businessman. Subject-1 received the following punishments: “Forfaifure of $2,000 pay per
month for 2 months. Forfeiture of $1,000 of the firs month and forfolture of $2,000 for the
second month, suspended, lo be automatically remitted if not vacated before 29 March 2007.*
Subject-1 will be reassigned outside of tha 802d MIG, in a non-investigative position.

(2) (U) Subject-2 (non-DoD, private civillan): The Staff Judge Advocate,
INSCOM, submitted a copy of the command investigation to the L.os Angeles office of tha
Bureau of Alcohot, Tebaceo and Firearms (ATF), for its use as ATF deems appropriate.
INSCOM's cover letter to ATF indicated that Subject-1's misconduct may have ‘enabled
(Subject-2) to circumvent or perhaps viciate fadaral statutes and regufations.”
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(3) (U) Subject-3, a former member of LAFC and current member of the 902d
MIG in Texas, recelved a letter of reprimand and a wrilten counsaling statement for the following
(similar) offanses: Subject-3 “violalod 31 USC 1342, when he allowed (Subject-2) ta provide
free traintng to LAFO on at Jeast two octasions ™ Subject-3 also made false statements when
he previcusly produced latlerhead memorandums, with the intent to deceive, requesting
weapons demonstrations for tralning and possible purchase. STATUS: Closed.

p. {IJ} DAIG-06-029: On 23 March 2008, the DaD inspecior General (iG-DoD) received
an anonymous complaint conceming an MI officer’s slleged misconduct in the performance of
his intalligence duties while he was assigned to the US Army Task Force (TF) in Kosovo. On
15 June 2008, the 1G-DoD referred the case to the SAIG-AC. On or about 17 July 2008, after
notifying the SAIG-10, SAIG-AC further referred the case ta the TF Inspector General for
resolution (SAIG-AC case number. DIH-06-8182), According to the initial report, the officer
allegedly misused his pasition as a TF M officer and ICF custodian/agent to travel monthly to
Headquarters, US Army Europe (USAREURY), Heidelberg, GM, under the possibie guise of
reconclling the ICF account with USAREUR. It was further afleged that the officar’s supervisor
would conceal the purpese of the trip(s) as official Mt business. The TF's investigation
continues and once complete, the TF will report its resuits to SAIG-AC and SAIG-10. SAIG-AC
will also provide a copy of the investigative results to the IG-DoD. STATUS: Open.

3. (U) DAIG-08-032: On 17 August 2008 the 10 Officer (I00), 650" MIG, Belgium, .
reported the alleged QIA of a Sergeant First Class and a Master Sergeant, Cl S/As assigned to
the Afghanistan Detachment (ADET}, 650" MIG. It was allegsd that the NCOs used ICF to
purchase AK-47 assaul! rifles from their respectiva intelligence sources. They allegedly used
the waeapans on inislligence missions and falsified operational reports to disguise the
purchases., The NCOs tarminated contact with thelr sources and recommended no other ADEY
personnel use the sources for future missions, presumably to conceal the illicit transactions.
Lastly, the NCQs allegedly conspired with a third pesrson when they shipped the rifles back to
thair home station via US military aircraft. The Commander, 850" MIG reported the matter to
the local CID offica and a criminal investigation ensued (0038-20056-CID427-52848-7FBA1}.
The CID investigation was closed in August 2008 after determining the NCOs appropriately
purchased and shipped replica (toy) rifles. After incorporating CID's investigative findings, the
650™ MIG also detsrmined the allegations as unfounded. SAIG-O telephonically contacted the
I(.‘:k?fs a.;d confirmed that the NCOs did not use ICF to purchase the toy rifles, STATUS:
Closed. )

r. (U) DAIG.D§-033;

(1) () O 15 August 2008, INSCOM reported the QLA of a Department of the
Armmy Civitian {DAC) employee, Cl S/A, 500" MI Brigade's Pagcific Liaison Detachment (PLD),
Tokyo, Japan. The QA occurred during a finisen meeting in a Japanese restaurant with
Japanese officials. Representing PLD was the PLD Chief, a Japanese national employee, the
DAC, and another CI 8/A. During the meeting, the DAC became imoxicated and used foul
language. The two Japanese officials ware offendsd by the DAC's lack of decorum, causing
tham to end the meeting and depart the restaurant, Subsequently, when the PLD Chief
atiempted to discuss the evening’s mishaps with the PLD team, the DAC respond violently and
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assaulted the Chief and the team members. The restaurant employees attempled to queli the
commotion by restraining the DAC, removing him from the restaurant and placing him in a taxi.
However, the DAC managed to exit the taxi, grab the PLD Japanese national employee, and
throw her onto the street. Tha injurles to all invotved were fimited to brulses and the PLD
Chief's preliminary asgessment is that the episode “wif not become an infemationsl incident.”
PLD’s Japanese national employse *appears o have no intention” of reporting the matter to the
Japanese police.

(2} (U} The Brigade Commander appointed an |0, reported the incident to CID,
secured the DAC's Cl badge and credentials, and placed him on administrative leave. CID
completed their investigation on 30 August 2006 under case number 0041-06-CID018-7359
[Destruction of Things in General, Article 261, Japanese Penal Code (JPC); Bodily Injury, Article
204, JPC; and Violence, Article 208, JPC] and provided tha results o the command for Inclusion
in the 15-8 Investigation, which is still ongoing. STATUS: Open. ‘

5. (V) INSPECTIONS: During the reporting period, SAIG-I0 conducted IO compliance
inspections of the below listed organizations.

a. {Uy US Amy Forces Cantral Command, Ft. McPherson, GA: No findings.
{ ' b. {U) US Amy Forces Command, Ft. McPherson, GA: No findings.

c. (U) US Ay Garrison (USAG), Ft. McPherson: No findings.
d. () USAG, FL Gordon, GA: Nofindings.
e. (U} McPherson Residant Office, 902d Ml Group, Ft, McPherson: No findings.

f. (U} INSCOM Reprasantative to the FBI's Joint Terrorism Task Force-Atlanta (STTF),
Atlanta, GA: No findings. :

g. {U) Hqgs, 513" Mt Brigade, Fort Gordon; There were no findings.

h. (U} Task Force Lightning, 513" M| Brigade, Fort Gordon: No findings.

i, (U) 202" MI Battalion, 513" MI Brigade, Fort Gordon: During the Inspection of
USAG-Fort Gordon (see paragraph 5.d. abovs), inspectors identified a QiA incident conducted

by members of the 202™ MI Baltalion, which was reporied as DAIG-07-005 In paragraph 3.e.
above.

j. (U) 207™ MI Battalion, 513" Ml Brigade, Fort Gordon: Ne findings.
k. (UJ) Gordon Fiekd Offica, 902d MIG; Fort Gordon: No findings. .
. (U) Headquanters, Georgia Anmy National Guard (GAARNG), Atlanta, GA: During a

GAARNG briefing, inspectors identified 8 possible CHA concerning a subordineie MI officer's
(Tite 32 status) detail agsignment to the FBI-Attanta’s Field Intelligence Group (FIG). When
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asked, the command was unable to cite its authority for what appeared to be supportto a
civilian law enfarcemen! agency (Procedure 12, AR 381-10), The command and NGB
researched the matter and reported that its command briefing was misleading. In fact, NGB
reported that the officer was merely working as a Title 32 slate liaison officer to the Georgla
information Sharing and Analysis Canter (GISAC), a state fusion section located in the federal’
building, NGB and GAARNG report that this lialson activity Is fully compliant with AR 381-10
and DoO 5240.1R, does not require approvals pursuant to Prooadure 12, and does not involve
collection on US Persons. The inspectors reviewed the officer's stated duttes and X
responsibilities and it appears to be in compliance with AR 381-10. Futura 10 inspections of the
GAARNG should include an on-site inspection of tha GAANG's suppor to the GISAC.

m. (U} 221st Tactical Exploitation Battalion (TEB), GAARNG, Fort Gillem, GA: No
findings.

n. (U) Headquarters, USARC, Ft. McPherson: There were no training records fo
indicate G2-USARC personnel received |0 training as required by AR 381-10. At tha time of
tha inspection, the Deputy G2 confirmed that G2 personnel havs not received 1O tralning. Since
the inspection, the USARC-IG confirmed that G2 personnel completad tha requisite IO training.
Also, inspactors Kentified the QIA of an M| officer assigned o the G2-USARC (see DAIG-D'!—
008, paragraph 3.f, above).

o. () Headguarters, Ml Readiness Command (MIRC), Ft. Gillam: Noﬂndlngs.

p. (U) Southeast Army Reserve lnlelligenoe Suppost Center {SEARISC), Fort Gillem:
No findings. .

q. (U} De!ia Company, 345% MI Batlalion [Theater Support Battalion {TSB)], Fort
Gillern: No findings.

k. (U) 345™ Ml Battalion (TSB), Ft. Gordon: No findings:

6. (U) INSPECTION TRENDS:

a. Procedure 14 requires individuals to “conduct activities in accordance with applicabie
law and policy, including &.0. 12333, as amended by EOs 13284 and 13355, DOD 5240.1-R,

. this regulation, and the policy of the appropriate inteliigence discipfine.” The most frequently
raported 10 viclatlon is employee (mis)oonduct, Procedure 14, AR 381-10, but IO reporting does
not reveal sub-trends undar this category. in facl, as supported by the content of paragraphs 3
and 4 abova, the reports of miscanduct are as varied as the Procedure is broad.

k. (U) Generally speaking, commanders' 10 programs effectively administer IO training
and identify possible violations, When QlAs surface, commanders rasolve the allegations and
take appropriatd corractive actions. Unauthorized collection of US-Persen information or other
inappropriate intelligence activity is occasionally reported, but it is not considered a trend, as the
reporied incidents are isclaled and when they do occur the root cause is usually unclear policies
or poor training retention by the vickator.
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c. {U} Sinca the beginning of combat operations in the Middle East and Ammy -
Transformation, there has been 8 developing trend of non-MI soldiers, normally combay unit
members, conducting sourca aperations in combat theaters of operation, which Is a viotation of
Army palicies and generally conskisred dangerous fo sourcas and units relying on sources’
information. This trend Is difficult to quantify accurately besause 10" reporting from combat
areas to SAIGH0 is sporadic and SAIG-10 does not have visibifity over Incidents reported by the
Combatant Command to ATSD(IO) er the Joint Staff, The contributing factors to this trand
appear to be the limited numbar of M| assets: urgent need for tactical intelligance; and combat
lsaders’ unfamiliarity with intefligence policies and procedures. The Amy's afforts o increase

- the strength of Mi, particularly Cl and Human Intelligence, is well known. The US Army

Intelligence Center and School (USAICS) Is also providing training to combat amms officers
during their professional developtent training. The training is intendad to assist combat arms
officers understand MI assets provided to them as a result of transformation, and introduce
them lo the various laws, regulstions and pfoceduras goveming the fraining and employment of
Mi assels.

7. (U) | PROGRAM CHANGES: Aside from ths naw reporting requirements outiined in
referances 1.d. and 1.e. above, there have been no substantive changes 1o the Army's 10
program during the repariing period.

8. (U) CHANGES TO MI REGULATIONS / POLICIES: The Army G2 reportad the foliowing
changes to Ml regulatione / poficlas:

a. (U)-=eu® memorandum, Army-G2 (DAMI-CDC), 21 Qclober 2006 Subject:

'Delegation of Authority: The Asmy G2 delegated to the Commander, 850" MI Group, Supreme

Heatiquarters, Allied Powsrs Europe (SHAPE), the authority to spprove nonconsansual physical -
searches of property belonging to non-US Persons outside the US pursuant to a lawful Cl
function. See tha anclosed memorandum far additional details (Enclosure 1).

b. {U) =@ memorandum, Amy-G2 (DAMI-CD), 21 April 2006, Subject: Policy Lelter
on Information-Sharing Regarding Army Cl tnvestigations Invalving lllicit Technology Transfer,
The policy letter directs the ACCO to ensure Army Cl elements inform "cognizant federal
agencies” (i.e. FBI, Depanment of Commerce, Department of Homeland Security) of
appropriate investigative issues (La. illicit tachnology transfer). See the enclosed memarandum
for additional detalls (Enclosure 2).

¢ (U) OBOREFNOFORN memorandum, Army-G2 {DAMI-CD), 31 October 2006,
Subject: (U) Policy for Cl Investigation and Investigative Source Operations Excluded from
Revision of AR 381-47 (S). In April 2006 the Anmy approved the publication of the revised
AR 381-47(S), US Offensive C! Operaticns, 17 March 2006. The revision replaced the earfier
varsion of AR 381-47(8), US Army Counterespionage Activities, 30 July 1990. The
memorandum introduced in this paragraph reizsues policy guidanca that was excluded from the
revised AR 381-47(S). The reissued guidance indudes policies on Cl investigations,
counterespionage projecis, reporting, and IO, See the enclosed memorandum for additional
details (Enclosure 3).
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ALAN W, THRASHER
Major General, USA
Deputy The Inspactor General
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1000 ARUY PENTAGON
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MEMORANDUM FOR COMMANDER, 650th MILITARY INTELLIGENCE
GROUP, UNIT 21407, P.O, BOX 5700, APO AE 09705

SUBJECT: Delegation of Authority

1. Reference AR 381-10, U.S. Army Intelligence Activities, 22 Nov 05.

2. In accordance with reference, | delegate to Commarxier, 650th M| Group
authority lo approve nonconsensuai physical searches of property belonging to
non-U.S. persons outside the United States pursuant to a lawful C! function.
This authority may nol be further delegated.

3. Approval of thesse activilies will be granted only for physical searches that
will be conducted in support of authorized NATO deployments, and after a iagal
review conducted by & supporting U.S. legal advisor. If necessary, an
agreemant may be estdbiished with a non-NATO U.8. Ammy command for

appropriate legal advice.

4. This authority doss riet constitute permission to contravene NATO/Allled
Commandg directives or applicable international or foreign laws.,

5. This authortty remains in effecl until supersedsd or cancslied.

JOHN F, KIMMONS
Lieutenant General, GS
Deputy Chief of Staff, G-2
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DAMI-CD
MEMORANDUM FOR SEE DISTRIBUTION
SUBJECT, Pdlicy Letter on Information-Sharing Regarding Ammy Cl Investigations

Involving liicit Tachnology Transfer (U}

1. (U} References:

a. () DoD Directive 6200.39, Security, Inteliigence and Counterintelligence
Supper to Acuisition Program Prolection, 10 September 1897,

| _ b. (U} Army Regulation 381-10, US Anmy (nteliigence Activities, 22 November
;o 2005.

¢. {U) Amny Regulafion 381-12, Subversion and Espionage Directed agalnst the
US Amy (SAEDA), 15 January 1983,

d. () Army Regulation 381-20, The Army Counterintelligence Program, 15
November 1983.

e. (U} The National Counterh‘rtelllgence Strategy of the United States Offlce of
the National Counterinieligence Executive, March-2005.

2. ==puley Foreign inteligence services, state-controlled commerctal antities, and
other sub-state actors conduct intelligence operations targeting US Army technologies,
be they classified or unclassified but export-contrelled. In the past, these foreign
entities have exploited jurlsdictional gaps between counterintelligence and those federal
agencies charged with countering illicit iechnology transfer. ln accordance with above
references, Army counterintelfigence has the obligation to conduct investigations and to
davelop offensive operalions in concerf with the cognizant federal agencies o counter
attempts to acquire these type lechnologies.

3. #=2E) On 5 November 2004, the US Altorney General signed an order granting
the FBI concurrent criminal jurisdiction n export mafters with a countarinteliigence
nexus, As written, the order dasignates "the FB81 (o lake charge of invastigative work in
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SUBJECT: Policy Letter on Information-Sharing Regarding Army Cl investigations
Invelving lilicit Technology Transfer (L)

matlers refaling to espionage, sabolags, subversive aclivities, and refated malters,
including investigating any polenlial violations of the Arms Expont Controd Act, the
Export Administration Act, the Trading with the Enemy Acl, or the Inlernational
Emergency Economic Powers acl, relafing o any foreign counlerintelligence matter.”
The Office of Immigration and Customs Enforcement (ICE), Department of Homeland
Defense relains its original jurisdiction over mat{ers reiated to the inisrnatlonal
Trafficking in Arms Regulation (ITAR). The Office of Export Enforcement (OEE),
Bureau of Industry and Security (BIS), Department of Commerce retains its original
Jurisdiction in regards ta the Export Administration Reguiation (EAR).

4, $=0d) To leverage the investigative and operational capabilities of our national-
level pariners, the Army Central Conirol Office (ACCO) will ensure Army
counierinteliigence elements inform the cognizant federal agencles In a timely manner

of appropriate investigative issues. Spadifically, ACCO will snsure that the FBI receivas

either a Request for Assistance (RFA) or a Summary of Information (SOI) in alt
instancss of illicit technology transfer. in instances where there is a potential violation
of the EAR, ACCO will alsa ensure OEE receifves an RFA and/az SOI. In those
instances whare there is 8 potential violatlon of the ITAR, ACCO will ensure ICE
recaives an RFA and/or SOI. In those instances, where facts are insufficient to
determine if the incident violates the fTAR or the EAR, ACCO will ensure bath OEE and
ICE receive the appropriate documents.

5. =OU®) It is the responsibliity of the ACCO {o ensure Army courterintelligance
elements monitor the status of incidents reported to FBI, ICE and OEE uniil resolved. In
instances involving targeling of Amy technologies where FBI, ICE, and/or OEE defer -
operational interest, it is the responsibility of ACCO to ensure Ammy countannteiﬁgence
eloments exercise their responsibliities lAW AR 381-12, SAEDA.

6. #eue) OCONUS Ci elements will also cooperate, where appropriate, with host-
nafion counterintelligence/security elements to counter third-country targeting and ilicit
transfer of US and/or NATO technologies worlkdwide. ACCO will encourage OCONUS
Cl elements to engage host-nation Cl elements in identifying third-country threais to
Army technologies, and will conduct combined investigationsfoperations to counter
those threats. In instances where QCONUS Cl elements open bilaterai investigations
with host-nation services, ACCO shall inform and update ICE, OEE and FBI
headquariers as necassary.

2
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7. (U) The HDA DCS, G-2 point of ontact!s

# DAMI-CDC,
telephone.. (S g and email

J JOHN F. KIMMONS
Lisutenant General, GS
Deputy Chief of Staff, G-2

DISTRIBUTION:

ASSISTANT SECRETARY OF THE ARMY (ACQUISITION
LOGISTICS AND TECHNOLOGY)

US ARMY MATERIEL COMMAND

DEPUTY CHIEF OF STAFF, G-3/6/7

DEPUTY CHIEF OF STAFF, G4

DEPUTY CHIEF OF STAFF, G-6

DEPUTY CHIEF OF STAFF, G-8

US ARMY INTELLIGENCE AND SECURITY COMMAND

CF:
DAMI-CDC
DAMI-CDS
DAMI-CDD
PROVOST MARSHAL GENERAL
COR, CID
FBIHQ
CIFA (RTP}
NCIS HQ
AFQSI HQ
0sD (Ci&S)
ICE HQ
OEE HQ
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DEPARTMENT OF THE ARMY
OFFICE OF THE DEPUTY CHIEF OF STAFF. G-2
1000 ARMY PENTAGON
WASHINGTON, DC 20310-1000

210408

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: (U) Pdlicy for Counterintslligence Investigations ang Investlgatlve
Source Operatlons Excluded from Revision of AR 38147 4@

1. (V) References:

a, (U) AR 381-12, Subversion and Espionage Directed Agamst the US Army,
16 Jan 93.

’ ‘ b. {U) AR 381-20, The Army Counterinfelligence Program, 15 Nov 83,

¢. {U) AR 381-47 (S), US Army Counterespionage Activities, 30 Jul 90.
. d. (U) AR 38147 (8), Offensive Counterintelligence Operations, 17 Mar 06.

2. (U) Memorandum, Under Secretary of Dafsnse for Intelligence, 18 Jul 03,
subject: Reporting Significant Counterintelligence Activity, -

f. (U) Secret Memorandum, DCS G-2, DAMI-CE, 27 Aug 04, subject: Inferim
Guldance for Counterintelligence Operations, Projects, and Callection.

2. {U) Effective {7 Apr 06, a major revision 1o AR 381-47 was approved for
publication by the Administrative Assistant to the Secrelary of the Army.

3. (!} Reference 1¢ included policy on counterinteltigence investigations in
Chapler 4, counterespionage projects in Chaptler 5, and reporting and Intelligence
oversight in Chapter 6, all of which was excluded from the revision of AR 38147,
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SUBJECT: (U) Policy for Counterintaliigenca Investigations and Invesligative Source
Operations Excluded from Revision of AR 381-47

4. (U} The enclosure relssues that policy which will continue in effect untis

- superseded or rescinded.

5. (U) Thie policy supersedes reference 1f.

6. (U) This policy has been reviewed for legal sufficlency by the Office of The
Judge Advocats General and the Office of the Army General Counsel.

of Staff, G-2 point of contact s 1 T
SIPRNET e-malt:

b v ReOR S

Enclosura HN F. {IMMO
Lieutenant Generai, GS
Deputy Chief of Steff, G-2

DISTRIBUTION:

US ARMY CENTRAL COMMAND

US ARMY FORCES COMMAND

US ARMY EUROPE

US ARMY PACIFIC

EIGHTH US ARMY

US ARMY SOUTH '

US ARMY SPECIAL OPERATIONS COMMAND

US ARMY INTELLIGENCE AND SECURITY COMMAND
650TH MILITARY INTELLIGENCE GROUP

US ARMY INTELLIGENCE CENTER AND FORT HUACHUCA

CLASSIFIED
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Policy for Counterintelligence Investigations and Investigative Source
Operations (U)

1. {U) Purpose. Thig policy sets forth the standards, responsibilitles, and approval
, praceduras for Cl investigations, subject interviews, investigative source operations,
i and C| projects excluded from the revision of AR 381-47#Bffensive

' Counterintelligence Operations (U), 17 Mar 0B.

2. (U} Applicability. This policy applles to those Tl units in the active Army, the
Army National Guard, and the US Army Reserve with a [awful mission to implement
the activilies definad herein, ’

3. () ClInvestigations.

' a. {U) The Army Cl Coordinating Authority (ACICA)}{formery ACCQ) hag the

b authority to assume direct control of a Cl investigation and to task directly down to
tha Ci field or resident office level on all full fleld Cl investigations and other

o investigations, as required.

b. (U) Cl field elements are not only authorized, but enjoined, to resbond
directly to the ACICA when so tasked,

c. (U) The Theater Cl Coordinating Authority (TCICA) and/or the chain of
command will be information eddressess on any direct tasking from the ACICA,

d. {(U) Cl elemants in receipt of reponts reﬁc!—ered urkder AR 381-12 will continue
to comply with the requirements of para 3-4b, AR 381-12.

e. (U) INSCOM will continue to mainlain one or more Cl specialized mission
units tapable of implementing complex and sensitive Cl Investigative activity,
including special investigative techniques, physical and {echnical surveillance, -
coliection of evidence, and cyber forensics. These elements will be prepared on
order to depioy worldwide when directed by Commander, INSCOM, the Army G-2X
or the DCS, G-2.

. {U) The ACICA will ensure thet the reporting of significant C! activity to the
DCS, G-2 is accomplished In accordance with the criterla speclfied by raeference 1e.
The ACICA will provide detailed briefings on a monthly basis 10 the DCS, G-2 on
significant Ci investigations and those otherwise identified by the DCS, G-2 as
notewonthy. The AGICA will also respond to DCS, G-2 requests for detalled
summaries on Cl Invastigations for the purpose of advising senior DA and DoD
officials of signilicant developments.

ACLASSIFED s=cmernoremn—

' : EFF 889




_scencrmoronn_  [HGLASSITIED

Policy for Countérintelilgence Investigations and Investigative Source
Operations (U)

g. (U) Reports fram other US and foreign govemnment agencies regarding
known or suspected espionage or lerrorism will be referred to tha ACICA prompily.
No invastigative action will be taken if such action might compromise another
agency's sources or methods. Yhen the source agency requests that
dissemination of the report ba restricted, the Cl Agent should advise the agency
that the information rust, at a minimum, be reported o the ACICA. :

h. {U) When a Cl scope polygraph examinsation surfaces an Indication of
possible espionage, terrorism, or other matters of Cl interast, the polygraph element
will cefer the matter In a imaty manner to the ACICA for a {oliow-on Cl investigation,
' if eppropriate. The ACICA will ensure that any follow-on investigation is conducted

© expeditiously,

i. (U} Upon completion of investigative activity, Cl slemeanis wlll prepare a
Report of Investigation (ROI). The RO! will be prepared on any Investigation which
o exceeds the scope of iocal and military agency chacks and the Interview of the
] o ~ original source, The RO! will include & concise and complate recerd of all
investipative activity accomplished. The ROI will Include those actions taken fo
confirm or refute the original repert and any legal or administrative actions taken as
| a result of the invastigation. The TCICA will transmit alt investigative files anc
reports to the ACICA along with the ROL.

| j. (U} The ACICA will raview ROJs to ensure that all appropriate leads have
\ been pursued. The ACICA may diract further investigative activity, if nacessary,
i : The ACICA will forward the original copies of all reports and the ROI to the US

: Amny Investigative Records Repository (USAIRR) for archiving.

i _ 4. (U) Subject interviews. Interviews of subjects of C| investigations sre
, conducted to afford subjects the opportunity to refute, explain, clarify or mitigate
allegations of espionags, terroriem, and other national security crimes. Cl Agsnts
’ will not conduct, participata in, or witness sublect interviews conducted by other
agencies unless expressly approved by the ACICA. |n addition lo approval by the
ACICA, proposals to conduct or participate in subject interviews will be reviewed in
advance by a staff judge advocate (SJA) or other appropriate legal counsel,

a. (U) If the subject is an active duty Soldier, a retiree, an Army reservist, or
member of the Army National Guard (hereinafter referred to as service members)
under Army Cl investigative jurisdiction as specified in paragraphs 4-2c and d, AR

WRCLASSFED -
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Polley for Countarintalligence Investigations and (nvestigative Saurce
Operations (U}

381-20, and Is suspected of having committed a crime or an offense under the
Uniform Code of Military Justice (LCMJ}, he will be advised of his rights under
Asticle 31b, UCM., prior to the onset of the interview, The subject will be asked to
exacute a DA Form 3881, Rights Waming Procedure/Walver Cerlificate,
subsequant to the rights warning and prior 1o the commencement of the interview.
Should the aubject invoke his Article 31(b) rights, the Interview will be terminated or
suspended until the subjact has consulted with a lawyer. At the conclusion of the
intarview, provided that the subject has walved his rights, he will be asked to
execute a sworn statement which will include all information that the subject
provided during the Interview, either in narrative form or question and answer form.

* b. {U) C1 Agents may nof participate In or withess subject interviews conducted
by another agency of service members who are suspected of an ¢ffense or crime
under UCMJ; uniess the service member is advised of his rights under Aricle 31{b),

as specified above.

c. (U) interviews of service members not suspected of a crime under the UCMJ
ate normally not preceded by the rights waming. If, durng the conduct of such an
interview, a service member makes Incriminating statements which may be
indicative of a crime under the UCMJ for which Anmy Cl has investigative
jurisdiction in accordance with AR 381-20, the Agent will suspend the Interview.
The Agent will then advise the intarviewee of his rights under Article 31(b). If ths
» interviewee has consented on DA Form 3881 to proceed without a lawyer present,
the Agent may continue the intarview. If tha sarvice membar invokes his rights
under Article 31(b), the Agent will pose no further questions and wil! provida the
subjact the opportunify o consult with a lawyer. In cases where a service mamber
discloses incriminating information about offenses outside of Anmy Cl Investigative
jurisdiction, the Agent will consuit with a jegal advisor prior to execufing a rights
advisory and proceeding with the interview.

d. {U) Army Cl Agents may ether conduct or participate in non-custodial
interviews of civilian subjects who are either under Army Cl investigative jurisdiction
or who are the focus of an approved joint investigation. Non-custodial interviews of

. chvilien subjects do not require a rights warning before the onset of the Intendew,
and, if the subject incriminates himself during the course of the interview,
gueslioning may centinue without a rights adylsement.

sconcvmorons— J{|SSF]
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Poficy for Cdumeﬂntemgance Investigations and Investigative Source
Operations (V)

8. {U) In the conduct of joint investigations of civilian subjects or in coordination
with those agancies having jurisdiction, C! Agents will ensurae that, if tha intetview is
custodial or it is otherwise legally appropriate, these subjects are advised of their,
rights under the Fifth Amendment to the Constitution of the US. The subject will be
asked to execute a DA Form 3881, Rights Warning Procedure/Walver Certificate
{or its equivalent), subsequent to the warning and prior fo the commencement of
the Interview. Shouid the subject invoke his Constitutional rights, the interview wil
be terminated or suspendsd untii the subject has had the opportunity lo consult with
a lawyer. Atthe conclusion of the inferview, provided that the subject has waived
his rights, he will be asked to execute & sworn staterment which wilt include all
information that the subject provided during the interview.

5. (U) ClInvestigative Source Operations.

a, {U) Role Players.
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Policy for Counterintelligence investigafions and Investigative Source
Qperations (L)

b. {U) Investigative Access Apents.

v

(2) (U) CISOCs proposing the use of Invastigative access agents will be
approved by Commander, INSCOM, or his single designee. CISOCs proposed by
the 650th Ml Group will be approved by the Supreme Allled Cammander, Europe
(SACEUR} ot his single designes.
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Palicy for Counterintelligance Investigations and lnvestfgative Source
Operations (V)

8. {U) Cl Projects.

b. (U) Cl projects will be mplemented based on the submlsmon and approvaj of
a CISOC by Commander, INSCOM or his single designes, and the Deputy Chiefs
of Staff, G-2, USAREUR, ARCENT, EUSA, USARPAC, and USARSO for projects
in their areas of responsibility. These officials may delegata approval authority to
Wi brigade or group commanders. CISOCs proposad by the 650th MI Group will ba
approved by the SACEUR or his singie designae. The DCS G-2, USASOC, may
approve Cl projacts proposed by subordinate Ci elements.

c. {U) Coples of these CISOCs will be forwarded through the ACICA 1o the
DCS, 3-2 for review and ragistration within three working days of approval by those
officials designated in paragraph 8b, above,

d. {U) Cl organizations conducting invastlgative source operations and Cl
projects will ensure that all relavant reporting goes to the ACICA. Cl organizations
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Policy for Counterintelligence Investigations and investigative Source
Operations {U)

will send a monthly summary to the ACICA on the progress of the operation and will
report via e-mail immediately upon the occurrence of any significant aclivity.

7. (U} The ACICA will -

a. (U) Exercise authority over the coordination and operational direction of all
Cl investigative source operations and C) projects in the Army.

b. (J) Coordinate source oparations and Cl projects with ‘Olhel" government
agencies at the national leve!.

¢. (U) Ensure that any techniguss and procadures smployed in the
implementation of source opsrations and Cl prajects are consistent with AR 381-10,

US Army Intelligence Activities.
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DISSEMINATIONAS PROHIBITED

WHEN DECLASSIFIED, THIS DOCUMENT BECOMES FOU'OL

DEPARTMENT OF THE ARMY - -

1700 ARMY PENTAGON
WASHINGTON DC 203101700

MEMORANDUM THRU GENERAL COUNSEL, A

FOR OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT) [ATSD(I0)]

SUSJECT: Quarterly Intelligence Oversight Activities Report (1% Quarter, FY 08) (U)

1. {U) References:

a. (UU) Executive Order 12333, US Intelligence Activities, 4 December 1981, as
amended.

b. (U} DoD B240.1-R, Procedures Goveming the Activilies of DoD Intelligence

" Components that Affect United States Persons, December 1882,

¢. (L) DoD Diective 5240.1, DoD Inteligencs Activities, 27 August 2007,
d. (Uy Army Regulation (AR) 381410, US Army Intelligence Activities, 3 May 2007.
e. (U) Unciassified memorandum, Assistant to the Secretary of Deferée.

8 Dacember 2006, subject: Annual lnteﬂigence Ovarsight Report to Congress — New
Requirement,

f. (U) Unclassified//FOUO memorandum, Office of the Director of Naﬂonal Intefligence,

23 March 2006, subject: Requast for information and Coordination,
g. (U) SECRET//NOFORN memorandum, Department of the Amy lnspador Genaral
{DNG). 30 October 2007, subject: Quarterly intelligence Oversight Actlvities Report (4™
Quarter, Fy 07) (U). .
h. (U) AR 20-1, Inspactor General Activities and Procedures, 1 February 2007.

i {U) AR 15-8, Procedures for Investigating Officers and Boards, 30 September 1996,

THIS COCUMENT CONTAINS
INFORMATION FROM
MADATORY 0

FXCETPT AS AUTHORIZED BY AR 20-1.
URE UNGER

DIRIVED FROM: MULTTPLR SOURCES, (TAR SC(¥22 KOV 07; TNGCOM SO 380-25 Aog 98)
PECLASSIFY ON: X1, X3, XS, X6, X1
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