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a message from ADM Giambastiani. ..

Millennium Challenge 2002, the largest-ever joint experiment conducted by the United
States, was a major milestone in a concept development process that began in 1999 and
continues today. The scale and scope of the experiment was aggressive. But it had to be
aggressive, to allow us to assess warfighting concepts using real operational headquarters.

This remarkable effort, more than two years in the making, included over(3,500 soldiers,
sailors, airmen and marines, operating from 25 locations across the United States. They were
placed in an operational environment that integrated live and computer-simulated forces
operating in a complex scenario that gave us the most extensive and realistic assessment of our
concepts to date.

MCO2 took place at the end of the
summer in 2002. The conclusions that
were drawn from the expertment were
current as of August 2002. Since then, a
lot has changed. We have had time to
incorporate lessons learned into our
expeniments and operations. We have
recognized the potential of the concepts
that were experimented with, and have
enough confidence to field prototypes
today that are fundamentally changing
the way joint forces communicate and
plan vertically and horizontally, how they
view the battiespace, how joint task
forces are formed, and how they train.

As this report is being published,
U.S. Joint Forces Command is helping
combatant commanders implement Collaborative Information Environments, providing training
on Effects-Based Operations and helping implement real-world Operational Net Assessments. [t
is organizing and training Standing Joint Force Headquarters elements to improve pre-crisis
pianning and to speed the formation of joint task forces.

The challenge now 1s for the military to find ways to institutionalize the changes required
to tmptement the successful concepts while we continue our work refining the others and
developing new concepts. We must march ahead through a continuing experimental campaign,
building on the lessons from MC02, to ensure the continued superiority of the United States
Armed Forces to meet any threat when our nation calls.

Edmund P. Giambastiani, Admiral, USN
Commander, U.S. Joint Forces Command
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Executive Summary

Introduction

Millennium Challenge 2002 was a congressionally mandated, operational-level, joint
experiment that combined live forces with virtual and constructive simulation. MC02 was
conducted by the U.S. Joint Forces Command (USJFCOM) in July and August 2002, and was
the culmination of a series of joint experiments. Spanning more than two years, it was designed
to assess the ability of a Joint Task Force (JTF) to execute the Rapid Decisive Operations (RDO)
war-fighting concept in this decade given a set of
enabling and supporting concepts. The hypothesis
for the experiment 1s shown in the box at night.
MCO02 assessed the RDO enabling concepts of
Standing Joint Force Headquarters (STFHQ),
Effects-Based Operations (EBO), and
Operational Net Assessment (ONA). The RDO
supporting concepts Cotlaborative Information
Environment (CIE), Joint Interagency
Coordination Group (JIACG), Joint Theater
Logistics Management (JTLM), and Joint
Intelligence, Surveillance and Reconnaissance (JISR), were also assessed. In addition, the
experiment included assessment of 20 joint initiatives, such as the joint fires initiative (JFI) and
Joint Enroute Mission Planning System (Near-term) (JEMPRS-NT) that were not directly in
support of RDO, but were focused on improving specific JTF processes.

MCO?2 capitalized on over two years of detailed conceptual work, as well as a number of
wargames, and meticulous post-event analysis. MCO02’s successful concepts were shared with
senior level defense decision makers, and are now in the process of being fielded to support
today’s forces. This executive summary provides an overview of the findings and
recommendations resulting from MCO2 experimentation, as well as the assessment methodology,
the scenario, and organization of the final report.

Hypothesis:

If an enhanced joint force headquarters is
informed by an Operational Net
Assessment and employs Effects Based
Operations which use the full range of ¢ our
national capabilities; then the 2007 joint
force will be able to conduct Rapid
Decisive Operations against a determined

2007 adversary.

General Findings

The warfighting ability of the joint force was greatly enhanced by the application of the
experimental concepts. The CIE contributed significantly to the JTF’s ability to understand the
situation, accelerated and improved the planning process, and made the exhibited benefits of all
other concepts possible. The experimental SJFHQ allowed the JTF to form faster and increased
its situational awareness. EBO and JTACG increased the options available to the joint force and
ensured they were harmonized with actions from other government agencies. The ONA process
helped the JTF evaluate enemy, friendly, and neutral forces as a single inter-related system. This
allowed the force to plan actions designed to achieve intended effects while identifying potential
unintended effects. However, the experimental tools provided to support the ONA process were
not sufficient to suppost RDO.

Targeting and sustainment were improved by the increased ability of the force to
coltaborate and shase information using the CIE. The JISR concept increased the JTF’s ability to
synchronize intelligence, surveillance, and reconnaissance operations, but the tools provided
require more development before fielding.
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The JTF, however, was not able to achieve the full power expected of the RDO concept.
RDO requises the complete integration of
several supporting operational concept
elements including dominant maneuver,
precision engagement, information operations,
rapid force deployment and agile sustainment.
These five operational concept elements were
not complementary due to immature effects
assessment tools, assessment procedures, and
the fragmented nature of information
operations doctrine, training and the
inflexibility of the deployment and
sustainiment systeins.

General Findings

» CIE improved communications and
situational understanding in the JTF...
» CIE enabled the other concepts...

» SJFHQ allowed JTF to form quickly
and improved planning ..

» JIACG informed commander of
Interagency concerns and harmonized
actions...

» EBO mcreased the optlons
available to the JTF... . g . s
> ONA enabled JTF to view the Specific Findings by
enemy, friendly and neutral players as Assessment Area

a single system...

» Although JTF performance Collaborative Information Environment
in"Creased, RDO was not achieved ... The CIE, consisﬁng of the
InfoWorkSpace (IWS), SharePoint Portal
Server (SPPS), and the Automated Deep Operations Coordination System (ADOCS), gave the
joint force unprecedented ability to share information. The JTF was required to use these
common systems provided by USJFCOM. System commonality was as important as system
capability in enabling information sharing and the building of situational awareness and
understanding. As a result, information was disseminated across the force more quickly than in
previous operations or eXercises.

Consequently, overall situational
awareness/understanding was greater than that seen
in previous exercises or operations. In addition,
targeting was greatly improved because all tactical
headquarters could see the same targets, allowing
the commanders to “nominate” the use of their
assets to attack. This kind of bidding process was
unexpected prior to the expenment. Lastly, an
informal information-checking process emerged that
quickly filtered bad information from the system.

The increased quantity of information-
exposed requirements demands much greater
bandwidth or the application of commensurate
bandwidth reduction techniques than has previously
been available to JTFs. In addition, improved information visualization tools are needed for
effective presentations to decision-makers, if the concept is to reach its full potential. The
success of the CIE indicates that investment in common collaborative and communications
systems for JTF’s 1s warranted. Part of the success of the CIE was because it was developed by a
single agency to be interoperable. This indicates that future communication systems should
follow the same model and joint communications systems be built by a singfe command.

CIE Findings —

» Required common systems ...
> Enabled SJFHQ and JIACG
collaboration ..

> Enabled mtegrated Effects
Based Planning at JTF level and
the components ..........................
» Improved targeting and JISR
_operations ..

» lncreased integration of
logistics with ops planning...
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SIFHQ

The SJFHQ element tmproved the formation of a ITF by bringing specific regional
knowledge, experience with the collaborative tools, and joint experience to a single-service
headquarters. The organization and manning of the SJFHQ will require minor adjustment, but
the concept allowed an Army corps headquarters to transition to a JTF headquarters more
quickly than has been the experience
i previous operations and exercises,
without the cost of maintaintng a
permanently formed joint
headquarters.

Effects-Based Operations

EBO showed immense
potenttal by greatly broadening the
number and type of operational tools
available to JTF commanders,
including non-military elements of
national power and by empowering
subordinate commanders to plan and

achieve desired effects. Although non-

military effects in “Diplomatic, The Pacific Ocean, Aug. 2, 2002 — An MH-60S Kaighthawk muiti-
mission helicopter makes an approach to the experimental high-

speed vessel off southern California during MCO2.

Informational, and Economic”
domains were planned and executed
by the JTF, assessment of those effects was difficult, handicapping the execution of the RDO
concept. Assessment tools for these “soft” effects, such as determining the will or the economic
capability of an adversary, are required to enable EBO to be practiced by a joint force. Those
tools must also help the commander, and his staff, identify unintended consequences of
achieving desired effects, so they can be mitigated. The experience of this JTF also indicated that
EBO planning processes must be included in military training courses from the earliest stage to
foster its use at the operational level. A headquarters cannot begin thinking in this way when it
forms a JTF headquarters. This has to be a habitual thought process honed through training,
experience, and education in Service and joint professional mifitary education (PME) programs.

Joint Interagency Coordination Group

The JIACG exhibited its usefulness in assisting the combatant commander to integrate
non-military elements of national power with the interagency community. Elements not under
the JTF commander’s control, such as diplomatic initiatives, were coordinated with military
actions to achieve desired effects. When the elements could not be coordinated, interagency
experts quickly made the combatant and JTF commander aware of potenttal unintended
consequences. The JIACG, as it was designed for the MCO02 warfighting scenano, was most
properly positioned as an adjunct to the combatant commander’s staff, since most of the non-
military effects are at that level of responsibility. However, the collaboration tools allow for
effective and persistent dialogue between the JTF staff, the combatant command, the JIACG, and
their counterparts in the United States.
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Operational Net Assessment

The ONA concept provided a useful process with which to view enemy, friendly, and
neutral forces as a seamless system of systems. It helped the JTF identify desired effects and
determine the required actions needed to bring about those effects. It also helped the JTF
consider possible unintended actions. Its value was somewhat
mitigated by lack of clear concept definition and understanding. In
fact, the concept embodied both a process and a product. It also was
a valuable resource for those involved in JTF planning, even though
it required tools to access its information. Finally, there was an
ONA organization aspect for MC02; a system of systems analysis
(SOSA) cell was developed to design, build, and update the
experiment’s ONA knowledge base. Depending on context, the
ONA acronym alone could cause confusion. The tools provided to
access and use ONA were insufficient and required extensive work
before fielding. While refinement of the process used to generate
and maintain data is essential to ONA’s future, a top priority of this
challenge should be to develop a tool that altows the JTF to
visualize the interrelationship of the systems. ONA, like EBO,
requires education at all levels to effectively integrate it into
operattons. This thought-process should be incorporated in al!
Service and joint schools.

ONA Findings —
» ONA provided a
useful process with
which to view enemy,
friendly, and neutral
forces as a seamless
system ...

JFI Findings —
» Targeting was
greatly improved by
the use of the CIE...

JTLM Findings —
> JTLM was
similarly improved
through use of the
Joint Fires Initiative CIE. ..
Targeting was greatly improved by the use of the CIE.
Tactical-level targets were presented in a common picture that
allowed all functional component commands to see them and
nominate kill mechanisms. For instance, a special operations team
might detect a high value target such as a mobile SCUD. At the
sanie ime, the land component may have an attack helicopter armed
and available to attack the target, and the air component may have
an appropriate aircraft similarly available. Additionally, if
necessaty, the common picture enabled the functional components
to quickly coordinate and task the most appropnate shooter to attack emerging, time critical
targets. The JTF targeting cell could direct the most available and most appropriate shooter to
destroy the target without a cumbersome process of manually passing the target information
across components. The experiment’s communications systems functioned seamiessly,
automatically sharing the targets with all components.

JISR Findings —
> JISR improved
synchronization of
ISR operations and
increased support to
operations ...

Joint Theater Logistics Management

Joint Theater Logistics Management (JTLM) was similarly improved through use of the
CIE. The logisticians used an SPPS display that contained a watchboard, which displayed
continuously updated logistics information for operators and logisticians to use as a decision-aid.
Logisticians were integrated into the operations and plans groups. This improved situational
awareness and increased the responstveness of deployment and sustainment planning to the
operation, but it made some senior Jeaders uneasy that there was no singte logistics point of
contact equivalent to the director of plans and director of operations.
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Joint Intelligence Surveillance and Reconnaissance

The JISR concept, combined with the ability of ISR planners and operators to collaborate
through the CIE, improved synchronization of ISR operations and increased ISR support to

operations, However, the emulated tools provided were too
immature to support the concept.

Rapid Decisive Operations

Despite the improvement in synchronization and
cotlaboration outlined above, the full power of RDO was not
realized due to an inability to incorporate information operations
(10). 10 were hindered by the JTF’s inability to assess non-military
effects, inadequate 10 doctrine, organization and training, and
authority for 10 being retained at too high a level. RDO was also
hampered by a deployment and sustainment system unsuited to
support a fast-changing operational environment.

For RDO to be both rapid and decisive, it requires that
dominant maneuver, precision engagement, and 10 be
complementary to achieve synergy. Precision fires must enhance
maneuver and maneuver must exploit the effects of precision fires to
be truly dominant. Likewise, 10 helps identify targets that will result
in a reduction of an adversary’s cohesion. Elements of 10 such as
deception and psychological operations mask the pattern of
maneuver and fires to increase the problem set for an adversary and
to increase the shock effect of those operations. 10 was not
integrated into the overall operation, despite the best efforts of the
Biue players. This allowed the adversary to mass forces near targets
it perceived as critical to Blue, attempting to use them as bait to
draw Blue into unfavorable engagements.

The inadequate effects assessment process and tools
discussed in the EBO section above was key to the problems
encountered in IO. Without adequate processes and tools to
determine the value of an information campaign or to identify the
unintended consequences of that campaign, IO cannot be integrated
into the more straightforward operational concepts of precision
engagement or dominant maneuver.

[0 doctrine, organization, and training are not coherent for
effective use at the joint force commander level. There is no
organization at the JTF responsible to integrate the elements of [O.
Throughout the experiment, as the JTF increasingly understood

RDO Findings —
> The full power of
RDO was not realized
due to an.inability to
incorporate Info
Ops...
» RDO hampered by
legacy deployment
and sustainment
systems...
» The Deployment,
Employment, and

‘Sustainment system,

although improved
by collaboration and
information sharing,
was not responsive
enough for RDO...

> The inadequate
effects assessment
process and tools

‘were key to the 10

problems...

» 10 doctrine,
organization, and
training are not
coherent...

» Authority for 10
was held at too high
a level, which
prevented 10 from
being agile and
adaptive...

RDO’s reliance on 1O, it increased the responsibility on the 1O planner until he briefed alongside
the functional component commanders. However, no organization existed to enable the IO
planner to coordinate IO. A Joint Psychological Operations Task Force coordinated
psychological operations, but responsibility for the other elements of 10 was fragmented across

the JTF. No coherent training program exists to develop 10 leaders.
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Authority for [O was held at too high a level, which prevented 10 from being agile and
adaptive. Psychological operations themes, for instance, had to be approved at the Department of
State. This was facilitated by the JIACG, but in the two weeks of play in the expeniment, only
one leaflet drop was authorized, although many more were requested. This prevented integration
of 10 into JTF operations that were typicatly planned in a 72-96 hour timeframe.

The deployment, employment, and sustainment system, although improved by
collaboration and information sharing, still was not responsive enough to support RDO. Forces
were not tailored in CONUS for immediate operations upon arrival. The sustainment process
must be able to adjust to interruptions in the flow caused by enemy action or by unanticipated
deployments. RDO requires development of an integrated deployment, employment, and
sustainment process, which will be a significant undertaking.

Experiment Methodology

MCO02 was designed to assess the ability of a JTF to conduct RDO given a set of
advanced concepts. In addition, the experiment confirmed or refuted conclusions drawn
throughout the two-year experimental campaign in order to shape recommendations for the
Commander, JFCOM, and the Department of

Defense. N
. . ' Q‘um.ﬂk (6 LP:\C{Z)N
MCO02 used players from operational '*“,t‘.‘:.‘g,‘?;‘;‘? o
M - I Aukaseadors ‘o,
commands as the experimental audience. DA Sate "

Commanders and staffs from 11T Corps, 12"
Air Force, Third Fleet, and I Marine
Expeditionary Force formed the JTF and
component commands. Their headquarters

Live glmulated
warfight

were distributed in Suffolk, VA and out to :é:fi“:".‘;“u?“"’”“ v L

various locations across the United States to A Joint Warfighters ;\,m*‘fv'\l-}l'r-"_f_;
include aboard ship in the Pacific Ocean. - 'qu ,/""Li\"\l
Subordinate forces were a mix of live and 2

simutated forces. The live forces operated in MCO02 Assessment Methodology

training areas across the western United

States and in the Pacific Ocean. The simulated forces were emulated by integrating over 40
service-specific models and simulations to provide a seamless picture of the forces.

A tough, adaptive opposing force (OPFOR) was used to provide the Blue forces with a
determined 2007 enemy. The Blue force and the OPFOR operated under similar rules of
engagement where each could percetve and attack only what their sensors could detect. This
“firewall” built between the players caused each side to perceive different views of the action
and different perceptions of the outcome.

Each side operated freely inside the constraints of the scenario and the appropriate tactics
gitven the situation and their respective goals. Appropriate actions were allowed in every case
except when they prevented the continuation of the experiment and jeopardized the ability to
achieve experimental objectives. In those few cases, the JECOM’s Joint Experimental Control
Group took one of two actions. Either the action was allowed and the results carefully
documented before resetting the situation to continue the experiment, or the action was prevented
after off-line analysis of the predicted results. In the latter case, the off-line analysis was
documented to gain vital lessons learned on the expenmental concepts.
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A Joint Analysis Team consisting of analysts from JECOM, the Services, and SOCOM
assessed MCO2. The team analyzed data from many complementary and overlapping data
sources. Specific emphasis was placed on reducing and analyzing the data quickly in order to
identify discrepancies between data sources for clanfication and to allow incluston of
unanticipated areas of interest that emerged during the experiment. Subjective data was collected
along with objective data from the models and simulations. The Joint Analysis Team captured all

of the data in an experiment database.

Subjective data was coltected through over 12,500 player and observer surveys

Leure . . N Feness
e Future Joint Operations < Rummlos et
» Cohosin pe s < Axytomet ey
* Expluitation D‘r)ay s Sdapdviny
» Dminadies o Ry _Against = econamig ~Sasltuniy
: farge .. Agsinara

feopoinie
‘support

. AgalnstaWME
e ] - producing

sKinver
o N o B ynetic
»Laartan|

*Nug Letbad

| af Excellonce
[ - Interagancy
| -DoD

| - Academia

Conceptuai Operations within a Joint Operations Area upon the
commencement of 2 Rapid Decisive Operation.

distributed throughout the
experiment and at senior
concept developer
roundtables conducted twice
daily. To make the
subjective data as objective
as possible, the subjects were
divided into three
independent panels: players
(including both Blue and
OPFOR), expert observers,
and senior concept
developers. These panels
provided structured
observations on the concepts
during the experiment and
participated in post-
experiment moderated
discussions. Where the three
independent groups agreed
on the strength or

weaknesses of a concept, a conclusion could be drawn with great confidence. Disagreements
were identified within 24 hours after the responses were collected, and more data was collected
to resolve the matter, or to understand why the disagreement occurred.

Objective data was collected from the models and simulation, the live ranges and the CIE
systems. The models and simulation provided “ground truth” positions and status of forces,
which could then be compared to the information the JTF recetved from the CIE. The CIE also
allowed the Joint Analysis Team to capture communications data such as numbers and types of
messages, participation in collaborative sessions and bandwidth usage.

Experiment Scenario

The MCO02 Scenarto was developed to provide a context that was both plausible and
conducive to testing the experiment hypothesis. The scenario consisted of a high-end, smali-scale
contingency that had the potential to escalate to a major theater war. Real world data were used
to populate a database, enabling the availability of source material to support the process of

realistic Blue and Red force planning.

The experiment scenario was set in a 2007 timeframe. The country of interest (Red)
possessed a set of capabilities that U.S. forces could reasonably expect to face at that time. Red
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was located in a geographically strategic area, and possessed natural resources critical to the
world community.

The scenario began when Red suffered a natural disaster (earthquake) and the subsequent
chain of events resulted in the separation of a rogue military commander. ldentified as
Commander, Joint Task Force South (CJTF-S), he, and his subordinate military commanders
spun away from national (Government of Red) control. A renegade element within the Red
leadership, CJTF-S conducted broad actions, including conventional military, asymmetric,
diplomatic, information, economic, and terrorist applications, with the goal of establishing
regional power and control. A dispute over national ownership of local islands led to CJTE-S’s
seizure of the disputed islands, the launch of a CITF-S sponsored military escort service to
ensure safe passage, and a related toll for use of that service. These aggressive actions led to
destabilization of regional security, and represented a direct threat to the region and world
gconomies.

Blue’s goals were to secure the shipping lanes for international commerce; neutralize
CITF-S’s weapons of mass effect (WME) capability; and establish sovereign control of the
disputed islands in accordance with the World Court decision.

All of these elements contributed to a realistic set of circumstances that helped to fully
exaniine the MCO2 objectives. Although this scenario was developed prior to the hosttities in
Afghanistan and Iraq, it provided an analogous complex situation. It contained a hostile military
force operating in an environment that contained players whose sympathies ranged from full
support of Blue actions to outright hostility—with considerable ambiguity as which players were
which. Although this was chosen as a plausible scenario of future conflict, current events have
shown it to be ore than just plausible.

Report Organization

The report is divided into eight chapters, and fourteen annexes. The first six chapters
provide the scope, purpose, scenario of MCO02, and the live forces that participated, while also
introducing the concepts and objectives. Analyses of the MC02 concepts and objectives are
reflected in Chapter 7, which lists the findings and recommendations. Chapter 8 provides a
summary and
conclustons of the
experiment, The
anhexes contain
detailed information
on specific aspects of
MCO02.

Way Ahead

In MCO02, USJFCOM experimented with new concepts and tools for the warfighters of
the 21% century. As the men and women in the military continue to fight the global war on terror,
we are feaming how to do a better job of thinking about the threat to allow us to substitute
information for brawn. MCO2 has introduced a pathway for future experimentation efforts.

As transformation continues to evolve, we are carving the shape of future warfighting bit
by bit, one experiment at a time. We must march ahead with the knowledge gained from MC02
and learn to “think differently, " and ensure the superiority of the United States mihiary will
succeed against any adversary, at any time.
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The Findings
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11. JFCOM, provide guidance on pre-hostility ROE change implementation to support
RDO actions, and to ensure the safety of friendly forces and capabilities in the
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12. JFCOM, refine joint air and space missile defense doctrine to support effects-based
operations. 106

ASSESSMENT AREA 4 — CONDUCT DECISIVE EFFECTS-BASED
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3. JFCOM, refine EBO concept and procedures in future experiments to develop EBO
tools and TTPs. 149
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business rules and processes required to maximize the usefulness of these tools.
149

5. JFCOM, in conjunction with a combatant command, develop a robust ONA tool
incorporating better search engines and data visualization tools to help users
more quickly and efficiently access and understand the data contained in the
ONA. 149

6. JFCOM, further define the reach-back concept as part of future experiments, -------- 149
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10. JFCOM, in the SJFHQ concept, move the effect assessment cell from the Information
Superiority group to the plans group. 150
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operations personnel to conduct predictive analysis to turn the data into
information that can be used to predict an adversary's capabilities and
intentions. 150
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JECOM, organize the EAC into three (3) functional groups: intelligence and BDA data
collection and analysis (IS personnel)- effects assessment (IS/OPS personnel)-
predictive/deficiency analysis (OPS personnel). 150

JFCOM, examine effects assessment in future experiments with an emphasis on
organization, manning, tools, and doctrine (TTP). 150

JFCOM, in conjunction with Service and joint schools, incorporate nodal and
deficiency analysis into curriculum to reinforce the EBO concept, --=~-=-en--- 150

. JFCOM, develop a coherent definition of TST, highlighting the differences between a

target that needs to be prosecuted immediately (TBM, CDCM, etc.) and one that

can wait until an asset is available to prosecute it. 150
DoD, field ADOCS as an interim targeting toolset. 150
DoD, field TST process and JFI concept, incorporating lessons learned and the revised
procedures developed during MCO2 as a joint procedure immediately. -—--- — 150
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DoD, develop M&S tools to assist with the assessment of DIE actions. —-—------—-—- 151
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integrating SAP/STO program information into the JTF 10 campaign. ------- 151
JFCOM, take the Iead in evaluating inclusion of STO in the JTF CIE, and in
determining if more STO bhillets are required throughout the JTF. —-———-- 151
ASSESSMENT AREA 8§ — SUSTAIN THE FORCE 183

1. JFCOM JLTC, through future experimentation events using the CIE, develop joint

sustainment structure(s) that support RDO scenarios such as those used in MC02
160

2. MEDCOM, field-test theater medical information program (TMIP) to validate Service

data integration prior to acceptance. 160

3. JFCOM JLTC, examine networked distribution structure as part of an LOE on

satisfying joint force sustainment requirements for RDO. 160

—FOR-OFFICIAL-USE-ONLY xxiii




U.S. Joint Forces Command Millennium Chailenge 2002: Experiiment Report

4. JFCOM JLTC, Joint Staff J4, DISA, and Services, continue to refine the Log CROP and
its functionality based on user comments and the availability of new or advanced
technologies 160

5. JFCOM JLTC, pursue examination and definition of ‘predictive logistics tools’ ------- 160

ASSESSMENT AREA 6 — STANDING JOINT FORCE HEADQUARTERS
(SJFHQ) 182

1. DoD, field prototype SIFHQ to each combatant commander using MC02 model as base.
233

2. JFCOM/SJFHQ, update SIFHQ concept of employment (CONEMP) to include KIMP
and integrated Pol/Mil plan as pre-crisis products to be provided by SJFHQ
prior to activation of the JTF. 233

3. JFCOM/SJFHQ, update JSOP to clearly define the qualifications, duties, and
responsibilities for each position. 233

4. JFCOM], investigate the continuing role of the SIFHQ with the JTF as the crisis matures,
to include duration of SJFHQ involvement, role of the SJFHQ in transition to
post-conflict, and provisions for the STFHQ should a second crisis erupt. -—-233

5. JFCOM, change the name of SJFHQ from “Standing Joint Force Headquarters™ to
“Standing Joint Force Command and Control Element” to clarify its role. ---233

6. JFCOM, maintain the current SJFHQ organization—command group, plans group,
operations group, information superiority group, and knowledge management
group. 233

7. JFCOM/SJFHQ, investigate dissolving the IS group and KM group into the plans and
operations groups to provide better support to planning and operations
functions. 233

8. JFCOM/SJFHQ, investigate the establishment of a logistics/support group to coordinate,
synchronize, and integrate logistics and other support functions in pre-crisis
activities, planning, and operations, but keep logistics personnel in the plans
group and operations group. 233

9. JFCOM, investigate the establishment of an 10 group or task force—JIOTF. Clearly,
define 10 and educate DoD and external agencies. 233

10. JFCOM/SJFHQ, add fires person to operations group—person also provides fires
expertise during planning. 233

11. JFCOM/SJFHQ, add STRATLIFT, personnel, and engineer expertise to plans group.
233

xxiv —FOR-OFFICIAL-USE-ONLY




U.S. Joint Forces Command Millennium Chailenge 2002: Experiiment Report

12. DoS, DoD, and JFCOM, ensure Pol/Mil planner in plans group is a civilian with
regional expertise and IAC experience, and is directly linked to JIACG at
important. 233

13. JFCOM/SJFHQ, assign responsibilities to several SJIFHQ members in plans group and
operations group to coordinate and synchronize the plans group hand-off to
operations group. 233

14. DoD and JFCOM/SJFHQ, add a flag or general officer, to command SJFHQ
(command group). Upon integration of the SIFHQ into the JTF, the GO/FO can

fulfill Deputy CJTF or JTF CoS duties. 234
15. JFCOM/SJFHQ, maintain SIFHQ BCCWG structure, but let JTF add and delete

BCCWGs as required. 234
16. JFCOM/SJIFHQ, rework the JISC to improve effectiveness. 234

ASSESSMENT AREA 7 — OPERATIONAL NET ASSESSMENT (ONA) 239

1. JFCOM, define the intended use of ONA. 265

2. JFCOM, establish a section within joint experimentation that designs visualization
models for its concepts. 265

3. JFCOM, focus ONA development on the command level for which it was designed. -265

4. JFCOM, develop a PME template that guides development of joint and service ONA
concept education and training. 265

S. JFCOM., design ONA knowledge base tools that are intuitive to use and dynamically
support developers and users. 266

6. JFCOM, in conjunction with a combatant commander, develop a prototype ONA. --266

ASSESSMENT AREA 8 — EFFECTS-BASED OQPERATIONS (EBO):
PLANNING AND ASSESSMENT -329

1. JFCOM, explore reach-back in future experiments and exercises as a feature of virtual
collaborative planning and assessment to define potential reach-back agencies
that enhance future operations. 352

2. JFCOM, develop decision support tools for effects visualization and modeling. ---—----352

3. JFCOM, modify the EBO concept to include effects timing in the PEL in addition to
describing desired effects in terms of changes to the adversary’s actions or

behavior, the desired level of changes, and the scope and distribution of the
effect. 352
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4. Joint Staff J7, establish, through the Military Education Coordination Ceuncil (MECC),
the requirement for joint and Service professional military education institutions
to incorporate the effects-based concept into their curricula. 352

ASSESSMENT AREA 9 — COLLABQRATIVE INFORMATION
ENVIRONMENT (CIE) 384

1. JFCOM and the Joint Staff, use the MC02 XC4] system as a baseline for immediate
development of a prototype C4I system to support future joint operations. ---394

2. JFCOM, develop decision support tools to support EBO. 394
3. JFCOM, and the Joint Staff, use the MC02 XC4I network as a model to connect the JTF

with its components and combatant commander. 394
4, JFCOM, consolidate and streamline common CIE tools. 394

ASSESSMENT AREA 10 — ENRANCE INTERAGENCY PERSPECTIVE
WITHIN THE JOINT FORCE HEADQUARTERS 339

1. JFCOM, in conjunction with a combatant command, stand-up a JIACG prototype, in
conjunction with the SIFHQ, to refine doctrine, TTP, and manpower
requirements. 412

2. JFCOM, refine roles and responsibilities, relationships, functions, vertical and
horizontal communication, and authority of a JIACG during peacetime, theater
engagement, crisis preparations, crisis response, transition, and recovery. ---412

3. JFCOM, explore interagency contributions to the SJFHQ and it’s enabling concepts
(CIE, ONA, EBO, and JISR). 412

4. JFCOM, explore coordination of civilian multinational entities, regional and
international organizations, and non-governmental organizations into the
concept. 412

S. JFCOM and OSD, expand interagency play in joint exercises. 412

6. OSD, develop and field an interagency CIE to implement a secure CIE capability for use
by all departments and agencies with national security responsibilities. ---—-- 413

7. JFCOM in conjunction with OSD, develop business rules such as TTP’s, for
collaborative engagement internal and external to DoD. 413

ASSESSMENT AREA 11 — JOINT THEATER LOGISTICS MANAGEMENT
(JTLI) 414
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1. JLTC, continue to refine the roles and responsibilities of the JLMC positions in the
deployment and sustainment TTP and JSOP in future LOEs. 43S

2. JLTC, in future LOEs and work shops, investigate the roles and responsibilities for a
JTF support operations group that integrates all logistics and support functions
under a single director equivalent to the plans and operations group directors.

435

3. JFCOM/SIJFHQ, consider a logistics battle rhythm change that establishes a lower level
(action officer) collaborative working group to develop options and
recommendations for senior officers prior to the LARB. 436

4. JFCOM/JLTC, improve logistics decision support tools and logistics tools to meet the
agility demands of RDO. 436

5. JFCOM, develop an assured access concept to encompass force protection, employment,
deployment and sustainment from the continental United States to the joint
operations area. 437

6. JFCOM, review joint doctrine regarding the essential elements and roles and
responsibilities of joint rear area operations. 437

7. JFCOM, experiment with a CONOPS specifically targeting joint rear area operations.

437

ASSESSMENT AREA 12— JOINT INITIATIVES 439
ASSESSMENT AREA 13 — JOINT INTELLIGENCE, SURVEILLANCE, AND

RECONNAISSANCE (JISR) 441

1. JFCOM, make the emulated tools user-friendlier with increased functionality, ---—-- 446

2. JFCOM, conduct a limited objective experiment in an ISR asset constrained
environment with modeling and simulations that adequately supports a
continuing series of ISR experiments. 446

3. JFCOM/SJFHQ, move all ISR personnel to the IS group. 446
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THE FIRST PRODUCTION A-10A WAS DELIVERED TO DAVIS-MONTHAN AIR FORCE
BASE, AZ,, IN OCTOBER 1975. IT WAS DESIGNED SPECIALLY FOR THE CLOSE AIR
SUPPORT MISSION AND HAD THE ABILITY TO COMBINE LARGE MILITARY LOADS,
LONG LOITER AND WIDE COMBAT RADIUS, WHICH PROVED TO BE VITAL ASSETS
TO AMERICA AND iTS ALLIES DURING OPERATION DESERT STORM. iN THE GULF
WAR, A-10S, WITH A MISSION CAPABLE RATE OF 95.7 PERCENT, FLEW 8,100
SORTIES AND LAUNCHED 90 PERCENT OF THE AGM-65 MAVERICK MISSILES. —--H8

MCO02 SIMULATION SITES H17
INTEGRATION OF COMPONENT PLANNERS 14
SPACE & IO PERSONNEL INCREASED THE CONSIDERATION OF SPACE ASSETS AT
THE JTF LEVEL & BELOW 15
MC02 MID8 REPLICATION ARCHITECTURE 18
(WS SCREEN CAPTURE s
COLLABORATIVE SESSIONS OPENED t17
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Chapter 1 — Background

Purpose

Can a U.S. Joint Task Force (JTF) execute a Rapid Decisive Operation (RDO) in this
decade? That’s the question U.S. Joint Forces Command’s (USJFCOM) Mitlennium Challenge
2002 experiment tested. The resulting transformational change package recommendations, based
on the findings derived from multiple events during the past three years and culininating with the
MCO2 findings and lessons learned, target the expectations of our forces, civilian leaders, and the
pubtic for military transformation and Joint Vision 2020 (JV2020) goals.

Scope

MCO02 did not have a traditional training audience, since neither the audience nor specific
training objectives were the experiment’s focus. This distinction was an important factor in the
control of the experiment. MC02 was designed to create the environment that would allow the
experiment to proceed toward some reasonable conclusion—the outcome was not preordained—
within which concepts for transformation of forces into the IV 2010 and IV 2020 precepts could
be observed. Congressional language in the FYO1 Defense Authortzation Act (HR 5408) directed
USJFCOM, the Services, and the U.S. Special Operations Command (USSOCOM) to
demonstrate in FY02, the armed forces’ ability to conduct RDO using capabilities and
technologies available in this decade.

While MCO2 assessed U.S. joint capability to carry out RDO 1n this decade, a number of
related and supporting technical and conceptual experiments were included in the experiment
design, along with the integration of concurrently conducted Service-live experiments. The
combination of live force maneuvers and training built around and supporting a virtual scenario
was unique in both its size and proportion. Integration of information regarding live and
simulated forces into a single common operational picture (COP) was a goal of the experiment as
was support of a longer-range project for instrumenting and integrating the Services’ westermn
test-and-training ranges to support joint training.

MCO02 Live Force Participants

The XVTII Airborne Corps was to have provided the core of the JTF headquarters,
supplemented by a Standing Joint Force Headquarters (SJFHQ) element from USJFCOM.
However, real-world operations required Commanding General, 1Tl Corps and his staff, from
Fort Hood, TX, to stand-it on short notice. The new JTF commander, taking the reins just prior
to Spiral 3, operated from JFCOM’s Joint Training, Analysis, and Simulation Center JTASC),
before deploying forward to the USS Coronado (AGF 11) in San Diego, CA, mid-way through
the experiment. The Commanding General, [T Manne Expeditionary Force (MEF) estabtished a
Joint Force Land Component Command (JELCC) headquarters at Camp LeJeune, NC. The
JFLCC’s force included elements of the 82™ Airborne Division from Fort Bragg, NC, and of the
1™ Marine Regiment from Marine Corps Base Camp Pendleton, CA. The San Diego, CA, based
Third Fleet staff, aboard the THIRDFLT flagship USS Coronado (AGF 11), formed the Joint
Force Maritime Component Command (JFMCC) with Commander, Second Fleet acting as the
JFMCC commander. Various Navy and Marine Corps etements of the U.S. Pacific Fleet
supported the JFMCC commander. Commander, Twelfth Air Force operated as Commander,
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Joint Force Air Component Command (JFACC), operating out of the Combined Air Operations
Center at Nellis Air Force Base, NV, with support from Air Force activities throughout the
United States. USSOCOM provided the Joint Special Operations Task Force (JSOTF), with
elements of a Special operations group in direct support. USJFCOM established a Joint
Psychological Operations Task Force (JPOTF) in Suffolk, VA.

An interagency group made up of individuals from departments and agencies of the U.S.
government participated at vartous times before and during the exercise, primarily in
development and sustainment of the Operational Net Assessment (ONA), and duning the
transition phase of the operation. See table 1 for specific assignments.

Table 1: MCO2 Assignments

Specific MC02 assignments included:

Exercise Director — Deputy Commander, USJFCOM

Deputy Director Exercise Control/Officer Conducting the Exercise — USJFCOM, J7
Deputy Director Experiiment Control — USJFCOM, J9

Deputy Exercise Director — USJFCOM, JWO1

Director, Joint Exercise Planning Group (JEPG) - USJFCOM, JIWO01
Director, Joint Exercise Control Group (JECG) - USJFCOM, JWO1
Commander, Joint Task Force - CDR, I Corps

Commander, Army Forces — CDR, 82nd Airborne Division
Commander, Air Force Forces — CDR, 12th AF

Commander, Naval Forces - COMSECONDFLT

Commander, U.S. Marnine Corps Forces — CDR 1I MEF

Joint Force Air Component Commander — CDR, 12th AF

Joint Force Land Component Commander — CDR [1 MEF

Joint Force Maritime Component Commander - COMSECONDFLT
Commander, Joint Special Operations Task Force

Commander, Jotnt Psychological Operations Task Force

The supporting Commands and Agencies were comprised of US Space Command, US
Special Operations Command, US Strategic Command, US Transportation Command,
Central Intelligence Agency, Defense Information Support Agency, Joint
Communications Support Element, Joint Information Operations Center, Joint National
Test Facility, Joint Warfare Analysis Center, Manne Standards and Training Program,
National Assessment Group, National Reconnaissance Office, and the National
Security Agency.

By congressional direction, MCO2 was to be an assimilation of live and simulated events.
This combination was the first attempt to require that the real-world training exercise support the
simulated training exercise. In general, combinations of this sort are built around the live event
with simulations plugged in to support it.

2 ~FOR-OFFICIAL USE ONLY_
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This effort required an extraordinary amount of coordination and multi-service
cooperation to ensure that the events occurred in a timely manner. Not all events were
successful, but the effort was noteworthy. Approximately 13,500 personnel from all of the
Services participated in the MCO2 experiment and the accompanying Service expenments
including the units listed in table 2.

Table 2: Units Involved in MC02

UNIT OPERATING LOC HOME BASE/REMARKS

162"° FIGHTER WING

NELLIS AFB, NV

AATC, DAVIS MONTHAN AFB, AZ

20™ FIGHTER WING

NELLIS AFB, NV

SHAW AFB, SC

2M° BOMBER WING

NELLIS AFB, NV

BARKSDALE AFB, LA

4™ WING

NELLIS AFB, NV

SEYMOUR JOHNSON AFB, SC

5370 WING

NELLIS AFB, NV

EGLIN AFB, FLA

55™ RECON WING

NELLIS AFB, NV

OFFUTT AFB, NE

57TH WING

NELLIS AFB, NV

INDIAN SPRINGS AFB, NV

509" BOMBER WANG

NELLIS AFB, NV

WHITEMAN AF8, MO

552"° AlR CONTROL WING

NELLIS AFB, NV

TINKER AFB, OK

8™ RECON WING

BEALE AFB, CA

BEALE AFB, CA

917™ WING

NELLIS AFB, NV

AATC, BARKSDALE AFB, LA

937° AIR CONTROL WING

NELLIS AFB, NV

ROBINS AFB, GA

839™ RESCUE WING

NELLIS AFB, NV

ANG, PORTLAND, OR

VMA 214 NELLIS AFB, NV UsmcC

VMGR 352 NELLIS AFB, NV uUsmc

645" MATS NELLIS AFB, NV AFMC, PALMDALE AFB, CA
16" SOW NELLIS AFB, NV AFSOC, HURLBURT FIELD, FLA
160™" SOAR NELLIS AFB, NV FT CAMPBELL, KY

193%° sow NELLIS AFB, NV ANG, MIDDLETOWN, PA

VP40

SOCAL

NAS WHIDBEY ISLAND, WA
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UNIT

OPERATING LOC

HOME BASE/REMARKS

92"° AIR REFUEL WING

NELLIS AFB, NV

FAIRCHILD AFB, WA

SOUTHERN CALIFORNIA

COMSECONDFLT OPERATING AREA USS CORONADO, SAN DIEGO, CA
(SOCAL)
COMTHIRDFLT STAFF SOCAL USS CORONADO, AFLOAT PLANS

STAFF, SAN DIEGO, CA

COMCARGRU EIGHT

NELLIS AFB, NV

SAN DIEGO, CA, W/JFACC

COMCARGRU THREE

USS CORONADO

USS CORONADO, AFLOAT OPS
STAFF, SAN DIEGO, CA

JFMCC, tWC EMBARKED, SAN

USS CORONADO (AGF 11) | AFLOAT SOCAL EGo o

gzs)s FITZGERALD (DDG AFLOAT SOCAL SAN DIEGO, CA

USS BENFOLD (DDG 65) | AFLOAT SOCAL SAN DIEGO, CA

?1363) SALTLAKE CITY (SSN | A5 0AT SOCAL SAN DIEGO, CA. VIRTUAL SSGN
SUPPORT STOM JSHIP, CPR 1

USS BOXER (LHD 4) AFLOAT SOCAL S VBARKED, SAN DGO O

JOINT VENTURE (HSVX-1) | AFLOAT SOCAL NSWTG EMBARKED

SEA SLICE AFLOAT SOCAL MIW, ASUW SOF

COM AIR WING 11

CHINA LAKE, CA

STRIKE WARFARE CDR, NAS
LEMOORE, CA

COMDESRON NINE

FCTCPAC SD, CA

SEA COMBAT COMMANDER, SAN
DIEGO, CA

COMPHIBRON ONE

FCTCPAC SD, CA

CATF AMWC STAFF AFLOAT CPR
1 EMBARKED USS BOXER, SAN
DIEGO, CA

FtWC

NAB LITTLE CREEK, VA

IO REAR AREA, NAB LITTLE
CREEK, VA

COMCMRON THREE

SOCAL/FCTCPACSD

MIWC EMBARKED ON HSV,
CORPUS CRHRISTI, TX

CTF12

PEARL HARBOR

THEATER ASWC

CO, USS ANTIETAM

GREENSBORO

AADC MODULE (FACTORY
PRODUCTION UNIT), SAN DIEGO,
CA

VIRTUAL SSGN

NUWC NEWPORT

NEWPORT, RI

VIRTUAL DDOX

FCTCPAC SD, CA

SAN DIEGO, CA

NAWC

SEA TEST RANGE

PT MUGU, CA,
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UNIT OPERATING LOG HOME BASE/REMARKS

VGC-6 VARIOUS NORFOLK, VA

PT MUGU NRL SOCAL PT MUGU, CA

VAW 116 SOCAL PT MUGU, CA

VMFA 242 SOCAL M%SMAR, SAN DIEGO, CA

o SocAL NASNI, SAN DIEGO, CA, ASW

VP 46 CHINA LAKE, CA NAS WHIDBEY ISLAND, WA,

VX 9 CHINA LAKE, CA PT MUGU, CA

VAQ 135 CHINA LAKE, CA NAS WHIDBEY ISLAND, WA

VA 132 NELLIS AFB. NV NAS WHIDBEY ISLAND, WA GSTF

SUPPORT

NAS NORTH ISLAND, SAN DIEGO

HSL 43, 45,47, 49 SOCAL CA
VS 33 SOCAL NAS LEMORE, CA
HS-2 SOCAL NASNI, CA
HS-6 SOCAL NASNI, CA
PROVIDED JFLCC STAFF
| MEE CAMP LEJEUNE ELEMENT FOR JOINT TASK

FORCE LAND COMPONENT,
CAMP LEJUENE, NC

15T MARINE REGIMENT

EMBARKED USS BOXER

CAMP PENDLETON, CA

EMBARKED USS
11 8LT BOXER/HSVX-1 CAMP PENDLETON, CA
MICAS, CAMP PENDLETON ALSO
SUPPORTED MC SERVICE
HMM 268 EMBARKED USS BOXER EXPERIMENT AT SCLA,
VICTORVILLE, CA
SOUTHERN CALIfF
LOGISTICS AIRPORT,
3/78LT SUPPORTED MCB 29 PALMS
VICTORVILLE SERVICE
EXP AT SCLA
SOCJFCOM SUFFOLK, VA SUFFOLK, VA
NAVAL SPECIAL WARFARE
GROUP ONE VARIOUS NAB CORONADO, CA
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UNIT

OPERATING LOC

HOME BASE/REMARKS

Il CORPS HQ (AS JTF)

SUFFOLK, VA

FT HOOD, TX

32AAMDC NELLIS AF8, NV FT BLISS, TX W/AJFACC
15T BCD gE:;',;‘g&f% A FT BRAGG, NC WAFACC
JICC-D gE;&'gL’zg%ANV FT MCPHERSON, GA
82"° AIRBORNE DIV FT BRAGG, NC FT BRAGG, NC
f.ihg’?'ciﬁogag o FT IRWIN (NTC), CA FT BRAGG, NC
C/820 SIG BN (-) FT IRWIN (NTC), CA FT BRAGG, NC
%EA?AR’GADE COMBAT FT IRWIN (NTC), CA FT BRAGG, NC
;ZGBGAEQITJON’ 325TH FT IRWIN (NTC), CA FT BRAGG, NC

L A st FT IRWIN (NTC), CA FT BRAGG, NC
1/B/3-4 ADA FT IRWIN (NTC), CA FT BRAGG, NC
HSB/2-319 FA FT IRWIN (NTC), CA FT BRAGG, NC
A2-319 FA FT IRWIN (NTC), CA FT BRAGG, NC

éNED cgﬁnTETNATUON' 325TH FT IRWIN (NTC), CA FT BRAGG, NC
é‘gﬁnsMT:,\JCg ’gg'S-T FT IRWIN (NTC), CA FT BRAGG, NC
;ECS'IQTELATUON' 325TH FT IRWIN (NTC), CA FT BRAGG, NC
é‘éﬁ,,sMT,(‘,S’J ’gé'S-T FT IRWIN (NTC), CA FT BRAGG, NC
B/313 M BN FT IRWIN (NTC), CA FT BRAGG, NC

82"° MP CO FT IRWIN (NTC), CA FT BRAGG, NC

215" CHEM CO FT IRWIN (NTC), CA FT BRAGG, NC
AJ3-27 EA BN (HIMARS) FT IRWIN (NTC), CA FT BRAGG, NC

234 FAD FT IRWIN (NTC), CA FT BRAGG, NC

HHC DISCOM-82" ABN FT IRWIN (NTC). CA FT BRAGG, NC

DIV
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UNIT OPERATING LOC HOME BASE/REMARKS
782"° MSB FT IRWIN (NTC), CA FT BRAGG, NC
407™ FWD SPT BN FT IRWIN (NTC), CA FT BRAGG, NC
HHC 157 COSCOM (1) SPT | FT IRWIN (NTC), CA FT BRAGG, NC
*S*gTC 3117 COSCOM () FT IRWIN (NTC), CA FT LEWS. WA
B/82D SIG BN () FT IRWIN (NTC), CA FT BRAGG, NC
B/1-58 ATS FT IRWIN (NTC), CA FT BRAGG, NC
313™ MI BN, 82ND ABN DIV | ET IRWIN (NTC), CA FT BRAGG, NC
gzl\N/D SIG BN, 82ND ABN FT IRWIN (NTC), CA FT BRAGG, NC
11™ HHC TRANS BN FT IRWIN (NTC), CA FT EUSTIS, VA
3702 TRANS CGO TRANS | E1 1rvuin (NTC), CA FT EUST!S, VA
ggsg)MVT CTLTM(CGO FT IRWIN (NTC), CA FT EUSTIS, VA
ggRMYB‘;ETRTBEF;'ﬁADE FT IRWIN (NTC), CA FT LEWIS, WA
?QZE%E('-)Z(N(%,CI\;F DIV FT IRWIN (NTC), CA FT LEWIS, WA
5-20 INF BN (-) (TOC) FT IRWIN (NTC), CA FT LEWIS, WA
‘;'égTT ACTICAL COMMAND | e1 \2wying (NTC). CA FT LEWIS, WA
A/5-20 INF (CO) FT IRWIN (NTC), CA FT LEWIS, WA
};S‘C?AV SQDN (RSTA) ) | £ |RWIN (NTC), CA FT LEWIS, WA
1.23 INF 8N () (TOC) FT IRWIN (NTC), CA FT LEWS, WA
3.2 INF BN (-) (TOC) FT IRWIN (NTC), CA FT LEWS, WA
296™ BRIGADE SUPPORT | 1 N (NTC), CA FT LEWIS, WA

BATTLION (-)

HHC 10157 AVN BDE HQ (-)

FT IRWIN (NTC), CA

FT CAMPBELL, KY

2"C BATTALION, 10157
AVIATION

FT JRWIN (NTC), CA

FT CAMPBELL, KY

2-101 TACTICAL
OPERATIONS CENTER

FTIRWIN (NTC), CA

FT CAMPBELL, KY
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UNIT OPERATING LOC HOME BASE/REMARKS
HHC 82D AVN BDE (-) FT IRWIN (NTC), CA FT BRAGG, NC
Locations

The overall joint experiment force structure was an integrated organization including hive
(Service expenment) and simulated forces (See Figure 1). Central control of Service experiment
live forces, to include opposing forces (OPFOR), was restricted to agreed upon joint events.
Outside of those events, Services had full control of live forces. Control of all simulated forces
included in the joint experiment remained with JECOM’s Joint Experiment Control Group
(JECG).

Live forces were located primarily on ranges in the western United States (Fort Irwin,
CA; Camp Pendleton, CA; China Lake, CA; Nellis AFB, NV) and the San Nicholas Island sea
ranges off the coast of Southern California. In addition, component response cells with their
simulations were tocated at Fort Irwin, CA; Camp LelJeune, NC, Hurlburt Field, FL, and Fleet
Combat Training Center Pacific in San Diego, CA. The component commands were tocated at
Camp LeJeune, NC — JFLCC; at Nellis AFB, NV - JFACC, and on board the USS Coronado -
JFMCC.

The JTF, along with the JIACG, the JSOTF, and the Joint Psychological Operations Task
Force (JPOTEF), was located in the JFCOM, JTASC in Suffolk, VA. Mid-way through the
operation, the JTF commander and elements of his staff forward deployed to the USS Coronado
(AGE-11), joining the JFMCC and operating in the Pacific Ocean waters off San Diego, CA.

Senior simulation controllers and simulation tech controllers managed forces at the
JTASC. JTASC controllers managed all simulated OPFOR in the joint experiment, as well as
live forces participating in certain key joint events supporting specific experiment objectives.
Live force participants were under direct central control during joint events, but were controlled
locally dunng Service specific experiments.

~£r8 live locations
17 simulated locations
13,000 service members

SPACECOM TRANSCOM - Snott AFE Hewpart. R - NWDE
‘Westarn 5 R LY
Ranges coof © \
replicate T gl cEREET \ AFFOR RC - Frtended D?h gren  PAAC
the JOA 1 -4 T a— N
Live and A o % N N
Slmulated - S e ’ '\‘\\\\ ‘--4,\__ = e 3TF Maln (10 Corpyl
e A - NN s Pl e iSOt
g e T { B ¥ & T ~, B v d et USIFCOM
. M \ USRS G SOCOM RC
R 4 P i .
AAEEE T R ;-g-
- e X - P JFLLC (THaE H
/”*/_..”’-’ -‘f\“u?..«‘-\.i-’_‘ A i b '\ MARFGR KC - Tamp Lejeun
i Hatiis 45D e
T Hoptlin AFBIRTHR, | eSSt -\\" '\
o NAVFOR RC - FLICPAC | JFACC | o \ Fort firagg
e Gan Diego Kol AR ARFOR HG
JTE Forwmd (11F Conpal ] %
FEMED (3 Flawt ARFOR - NTC Fort irwin STRATCOM - TPRE

AFFOR RC - surlbiart Flaad

Figure 1: Response cell and live forces locations
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Chapter 2 — Objectives

MCO02 experiment designers identified five objectives integral to the RDO concept.
Unequivocal attainment of the objectives through employment of the concepts and tools at the
center of RDO would provide the basis for support of the RDO process. Equally, failure to attain
those objectives could indicate a need to rework the concept or to reconsider support for the
entire proposal. The actual findings are provided in detail in Chapter 7. The five objectives are
summarized below.

Establish and Maintain Information Superiority

Information Superiority (IS), according to Joint Publication 1-02, occurs when the degree
of dominance in the information domain permits the conduct of operations without effective
opposition. There are muitiple tasks and challenges within this objective.

The intial task or challenge was to demonstrate the ability to provide situational
awareness to everyone. The first step was to keep the Blue-force picture clear. The JTF
disseminated the composite picture by maintaining and distnbuting a timely, accurate, relevant,
and integrated picture of friendly units’ focations, and operational status. This step was
successful if the information provided by the Blue force Common Relevant Operational Picture
(CROP) was of sufficient nchness to meet the operational needs of the Blue force commander.
The second step involved the adversary’s force. The JTF had to issue timely and accurate reports
on the adversary’s relevant operational capabilities, location, courses of action, and intentions.
Like the first step, this step was successful if the information provided by the CROP met the
needs of the Blue force commander.

The next task was demonstrating the ability to use the CROP and collaborating within the
force to enhance JTF operational timelines. Success revolved around the degree of shared
awareness within the force, the decision-making timeline, synchronization of efforts, economical
employment of forces, maintenance of operational tempo, and logistical support.

The last task was to use information to prevent surprises by the adversary. The
effectiveness of having superior information available at the JTF decision-making level to
predict adversanal actions was measured by documenting instances in which Blue forces were
surprised or confused by actions taken by the adversary.

Set Conditions for Decisive Operations

The JTF needed to establish early in the conflict the right conditions from which to
launch RDO. The right conditions meant a shortened deployment period, and very rapid joint
reception, staging, onward movement, and integration (JRSOI) times or a condition where
JRSOI lead-time was not a factor at all.

During Effects-Based Operations (EBO), the staffs used a revised joint deployment
process. In collaboration with the components, they synchronized the force flow, and equipment
arrival times and established a distributed deployment and sustainment intermediate staging and
support base (ISB) infrastructure. The ISB reduced insertion and sustainment times for “ready
off the ramp” forces. A new tool, the Joint Force Capabilities Register (JFCR), aided planners
during mission analysis and course of action development.
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Assured Access
In order to conduct RDO against a capable adversary, the component commander must

provide his on-scene commander access to the battlefield in sufficient volume to ensure the task

force has room to maneuver and an unbroken logistic train. Assured Access is defined as the

ability to set and sustain the battlespace conditions necessary to provide the joint force

commander (JFC) sufficient freedom of action to achieve the desired effects in conducting a

rapid decisive operation. The component commanders and the JFC continually addressed this

objective as the adversaries pressed constantly to reduce the Blue footprint in the theater. Future

JFC’s should expect to encounter foes that have any or all of the following:

s Robustintelligence, surveillance, and reconnaissance (ISR) architectures, or open access to
commercially available space-based ISR products

o (Cruise and ballistic missiles with improved range and lethality as well as capabilities that
include satvo fire agatnst in—theater bases, staging areas, and maritime forces

o Integrated air defense systems to protect their offensive capability and infrastructure, while
mnflicting attrition losses on the joint force

o Long range strike aircraft

»  Weapons of inass effect

e Maritime capabilities, mine warfare, coastal-defense cruise missiles, cruise missile equipped
patrol boats, and submarines, all designed and depioyed to deny access to the region

o Full spectrum information capabilities, including military deception, electronic warfare,
psychological operations, operational security, physical destruction, and information attacks
used to counter the U.S.’s heavy reliance on integrated information systems

The MCO2 foes had area denial capabilities with the potential to deny an opponent rapid
access to the region.

Conduct Decisive Effects-Based Operations

The joint force commander, his staff, and the component headquarters were expected to
conduct decisive, Effects-Based Operations in the execution of an RDO.

EBO, which is discussed in detail in the next chapter, is a process for obtaining a desired
strategic outcome or “effect” through the synergistic and cumulative application of the full range
of military and nonmilitary capabilities at all levels of conflict. An “effect” is the physical,
functional, or psychological outcome, event, or consequence that results from specific military or
non-military actions.

The EBO process can be depicted as a continuous and iterative planning and execution
cycle. The cycle begins with the development of a comprehensive insight or knowledge of the
nature of the adversary, the environment, and our own capabilities (See Figure 2). EBO
envisions the development of broader and deeper knowledge of the adversary than is currently
achieved. The comprehensive insight developed through systems analysis wilt enable planning
staffs to determine more accurately the strength or cohesion that holds the adversary together and
motivates him to action. In consonance with other national actions, the joint force commander’s
intent will then stress the desired effects necessary to break that cohesion and convince or
compel the adversary to change his behavior. Guidance given in terms of desired effects is an
essential piece of the strategy-to-task linkage. Application is then a function of determining and
applying those elements of national power that will be most effective in achieving the desired
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effects in a coordinated and synergistic manner. An aggressive, fully integrated, and continuous
assessment process measures the impact of the effects created. Thts assessment must determine if
the desired effects were achieved, what unintended effects were produced, their overall impact
on the joint effort, and why effects either did or did not contribute to campaign objectives. The
assessment process facilitates decisions the commander must make to adapt and adjust his
current course of action to reach his desired end-state more effectively and rapadly.
EBO takes the objectives-based approach with commander’s intent one step further;
commanders examine the causal
Develop comprehensive Plan for effects, lin!_<ages and effegts t_hrough which
insight into adversary, emphasizing strategy- | actions lead to objectives. Causal
to-task linkage linkages help planners understand
; why a proposed action could be
expected to produce a desired
effect given the circumstances.
What separates effects from
objectives is the type of results that
are called effects, vice the type of
. results that are catled objectives.
Execute plan, | Effects include all of the results of

14

environmentl and self

Adjust
?0“'(',“ _ °°“5id°”"é; full | actions, including the undesired
of action : range o ..
Assess impact capabilities and unexpected. Objectives only

of effects include the results to be achieved
— the desired results. It is,
therefore, the consideration of the
full range of potential results of

Figure 2: EBO Cycle

actions that is the key to, and the challenge of, EBO.

Sustain the Force

Demonstrating the ability to provtde agile sustainment was an MCO2 goal. To attain thts
goal, participants had to successfully satisfy the JFC deployment, employment, and sustainment
requirements for RDO. They also had to gain and maintain knowledge of force health status and
provide medical care.

Concurrent coliaboration and a logistics CROP providing access to emerging
technologies such as Joint Total Asset Visibility (JTAV), Global Combat Support System
(GCSS), a logistics CROP, and Joint Logistics Decision Support Tools (DSTs) allowed the staft
to rapidly process data and manage the logistics environment.

Employing a distnbution structure to satisfy the JFC deployment, employment, and
sustainment requirements included the use of ISBs, sea based logistics, forward rearming and
refueling points, tailored support packages, and alternate delivery methods such as using the high
speed vessel (HSV).

The JTF staff employed an experimental product, Theater Management Information
System (TMIP) in an effort to satisfy the requirement to track patients throughout the theater of
operations and back to Level 4 treatment centers.

TFOROFRICIAL USE ONLY 1



U.S. Joint Forces Command Millennium Chailenge 2002: Experiment Report

(This Page Blank)



U.S. Joint Forces Command Millennium Chailenge 2002: Experiment Report

Chapter 3 — Concepts

“Joint Concept Development and Experimentation,” USJFCOM’s charge, takes a
promising, emerging tdea like RDO, from concept development to implementation. MCO2 was
the experimentation phase of RDO development. Here, seven concepts at the core of RDO were
tested in whole or in part and a short overview follows. These concepts are enablers for the five
objectives described in Chapter 2.

Standing Joint Forces headquarters (SJFHQ)

RDO requires a greater coherence of operational level advanced planning and command
and control than current ad hoc or augmented Service core-headquarters can generate (See
Figure 3). Successful, rapid response in future operations requires a headquarters that has a
detailed understanding of the designated region and i1s immediately responstve to the regional
combatant commander for crisis response planning and execution. The SJFHQ meets these
requirements. The SJFHQ), as part of the commander’s staff, develops continually updated

procedures for joint force
operations within the designated The SJFHQ provides:
; O « Capabllity to Integrate EBO into
reglor}, as well as pre-crisis an existing headquarters by _ L
planning for areas of focus as ~ Utllizing coflaborative tools 5 stk A,
assigned by the combatant — Explolting reach-back : ey
i . - Integrating interagency and i > Staff
commander. Pre-crisis planning coalition partners’ considerations /
; P — Augmenting designated JTF
inctudes managing the existing organizational structure J %-)E,,mﬁ:;,m_
devel opment of the ONA, the - Providing key “plugs” Red Coll
b = Ability to rapidly integrate ONA,
deve?opment of Commgency Effects Assessment, Information
pians for the focus areas, and Superiority, and ETO
: : 345 : development process into a
relano‘nshlp b'm‘idmg with other range of Service or other HQs
potential participants across the designated to perform JTF
government interagency functions : Functional Components
. * Provides continulty in planning SJFHQ enables seamless
commumty (IAC) These and operations — p(e-crIS|s thru planning and operations 12
refationships, established through response and termination
>

a network of cotlaboration, Figure 3: MC02 Joint Force HQ
become the basis for expanding

the SJFHQ’s core capabilities as a crisis develops. As a crisis develops, the SJFHQ rapidly and
seamlessly shifts from planning to execution. It empioys its developed knowledge of all aspects
of the crisis area to advise the combatant commander on the use of flexible deterrent options and
to facilitate the ramp-up of a subordinate staff designated to handle the crisis. The SJFHQ may
be incorporated into the Joint Task Force (JTF) commander's staff. In all cases, the JTF would be
supported by extensive reach-back to the combatant commander's staff and other supporting
agencies.

The MCO02 SJIFHQ was functionally organized to facilitate effects-based operations and
to conduct rapid planning and execution. As part of the combatant commander’s staff, it
conducted pre-crisis planning activity, including the development of a contingency plan and an
initial effects tasking order (ETO). As the crisis developed, the SJFHQ was reassigned to
augment the staff of the designated JTF commander to help resolve the crisis presented by the
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expenment scenario. The SJFHQ participants included former, retired, and current military
members from all Services with an average of 23 years of military experience and over three
years of joint experience. These participants included a former operations chief and a former
ptans chief on a combatant commander's staff.

The primary elements of the SJFHQ organization are the command group, the operations
group, the plans group, the information superiority group, and the knowtedge management
group. The 11 Corps JITF commander used this architecture as the organizational structure for the
JTF HQ.

Collaborative Information Environment (CIE)

Access to the right information, at the right place, at the right time, in the right
presentation format to accelerate the commander’s decision-to-action time is fundamental to
information-age warfare. The CIE provides the ITF the ability to share information, facilitates
reduced planning timelines, and enhances organizational effectiveness. This environment,
enabled by high-speed communications links, fed through large bandwidth pipelines, and using
electronic cotlaborative tools, improves the exchange of information among members of the joint
force and those

organizations
-Jumr Task Force' : supporting or being
Headguaiiors ||| supported by the

Ve

Commion Releva joint force (See

Operatlonal Pict »I % . . 4 Figure 4). The CIE
SIfarePointPortgf“f

contains three

5%
. MS Office XP—¥_* major components:

.- Office tools it ~—"Server (SPPS)
Automated. Deep Operations s ' === -Knowledge Paftal the COP, the

Coordination System (ADOCS] = .= * : Informatloanrk CROP, and an on-
- Situational Awaréness ™\, ' ""’ SP“" “WS) line coliaborative

S3:08 pd tool suite.

Military

commanders must

be abte to

understand, decide,
and act.
The design goal

Figure 4: Experimental Command, Control, Communications, ang Intelligence for CIE s to
(XC4l) apparatus, allowed a coherently joint, reach-back, collaborative information  increase shared
environment. information, use

shared information
to improve shared awareness, and, with shared awareness, extend and enrich collaboration both
vertically and horizontally throughout the force. The CIE should enrich collaboration to improve
the synchronization of tactical, operational, and strategic actions by the joint force. The CROP is
the primary repository and means of access for most information products necessary for the joint
force. The CROP presents timely, fused, accurate, assured, and relevant information that may be
tailored to meet the requirements of the joint force. The information wifl be available to every
properly equipped organization and individual involved in a joint operation. The CROP enables
the joint force to achieve the high level of knowledge necessary to support RDO. The CROP is a
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virtual warehouse of information — fnendly, neutral and enemy force disposittons (aerospace,
land, and sea); intelligence; maps and imagery; logistics data; planning data; weather; socio-
economic data; and cultural information. Users access this virtual warehouse to extract the
information they need to accomplish their mission. Access to the information residing in the
CROP, combined with the ability to collaborate quickly with domain experts in the CIE, should
enable commanders and their staffs to achieve an exceptionally high degree of shared battiespace
awareness.

Information Superiority is a byproduct of effective CIE. Within the infortnation domain,
superniority is a state of imbalance in one’s favor (retative advantage). Advantage is achieved by
betng able to give the nght information to the right people, at the right time, in the right form,
whtle denying an adversary the ability to do the same. This way of thinking about Information
Superionty combines a specific outcome associated with Information Superiority and the method
that is used to achieve it. Information Superiority derives from the ability to create a relative
information advantage over an adversary. Information advantage is not a new concept.
Commanders have
always sought a
decisive information
advantage over their
adversaries. Surprise,
one of the immutable
principles of war, can
be viewed as a type of
information advantage
that one force is able to
establish over another.

Information
advantage is not
exclusively about
collection,
visualization, analysts,
and dissemination, but
it is also about a
force’s abtlity to meet
its information needs Figure 5: Naval Station San Diego, Calif., Jul. 24, 2002 — A harbor tug pulils
with available resources the guided missile destroyer USS Fitzgerald (DDG 62) away from Pier 3 at

and to do it more the Naval Station, San Diego. Fitzgerald was participating in Millennium
Chalienge 2002.

effectively than its
adversary does. In fact, the degree to which the force can meet its information needs, compared
to its counterpart, determines in large part the degree of success of the particular operation. The
key to gaining the information advantage is to match information-related capabilities with the
right concept of operations, organization, and approach to command and control, and the
capabilities of the people and the weapons systems involved.

Operational Net Assessment (ONA)
ONA provides the foundation of knowledge and understanding about an adversary
needed for RDO. It provides information in sufficient detail to critically focus the application of
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integrated diplomatic, information, military, and economic (DIME) friendly actions decisively
against an adversary’s political, military, economic, social, infrastructure, and information
(PMESII) systems. This knowledge base includes systems analyses that identify critical
adversary vulnerabilities and potential fnendly DIME actions with the goal of causing desired
effects. It is a product of colfaboration among a wide variety of organizations, providing data to
decision makers from strategic to tactical tevels. ONA is one of the supporting concepts enabling
RDO and it provides the foundation for a

coherent knowledge base that enables EBO as [Combatant Commander | - p.osm .

well. | "] ey
ONA requires an understanding of LITE e T Exeellence

both adversary and friendly forces as a set of i —| ____________

interdependent systems, PMESII, and is a | Jrrec] |srce | | ssace | JSOTF]I

product of coflaboration between strategic, '.R:;|_imro.1]' Ty i L [opore |

operational, and tactical tevels. It provides a P * Bt e it [(oer |

common knowledge base available to T

customers from the national strategic level to [Fmmmm—m—m—m——————————|

the tactical. These potential customers also Figure 6: JTF organization chart

participate in and contribute to the

development of the ONA by their interaction. They contribute to each element of the ONA they
touch.

Under the concept, a virtual, distributive National Knowledge Advantage Center supports
the system-of-systems analysis. The IAC, through the JIACG, which represents the IAC on the
theater combatant commander’s staff, articulates effects on adversary PMESII The IAC and
components contribute to identification of DIME actions to create a desired effect. All
participants formulate the resource and support requirements associated with each action. While
this concept of operations addresses the ONA from the perspective of the SIFHQ, the production
of a credible ONA requires sustained involvement from the JIACG and Service components. It is
not done and cannot be done by the combatant commander’s staff alone.

The ONA approaches a potential adversary as an inter-dependent system-of-systems. All
of the systems contribute toward the adversary’s public unity, will, and capability to pursue a
course of action unfavorable to U.S. interests. The ONA supports EBO, which requires that all
levels—strategic to tactical—collaborate to plan and execute synchronized operations producing
desired effects upon the adversary’s capability to conduct operations. The ONA goes far beyond
traditional intelligence assessments. It 1s an action-oriented process, which provides a continuous
stream of knowledge, from desired effects to adversary vulnerabilities to tasks. As such, ONA
represents a philosophy that continuously drives a process to develop an actionable product. The
process builds situational awareness and understanding, supports plans and execution of
operations, and the ONA product changes and expands over time. The ONA is a medium that
provides the analytic knowledge and questions that drive the collection process.

Effects-Based Operations (EBO): Planning and Assessments

The Effects-Based Planning (EBP) process is a modification of the current joint planning
process. The EBP leverages knowledge systems and the benefits of collaboration. Furthermore, it
forces the JFC to explore and consider the complex strategic and operational-level
interretationships coincident with application of all elements of nattonal power. The
modifications to the current process better leverage knowledge systems, improve collaboration,
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and address the complex strategic and operational-ievel interrelationships caused by the
globalization of economies and mass media. The modified military planning process is designed
to feverage the attributes of the joint force as described in JV 2020 (dominant maneuver,
precision engagement, focused logistics, and full-dimensional protection) tn synchronization
with activities applying other elements of national power. Furthermore, the process requires an
iterative feedback mechanism that collects, processes, analyzes, and disseminates information
and knowledge in a suffictently timely manner to enable commanders at all levels to make better
decisions. It should aitow commanders to make betier decisions more rapidly than the opposing
commander. The improved functionality of the EBP combined with the effects-based strategy-to-
task linkage supports the rapid adaptation element desired to promote decisiveness,
unpredictability, and increased decision-to-action tempo.

The CROP and the continually updated ONA provide the force planners with Information
Superiority. This insight shapes the planning process by focusing it on both effects and tasks vice
just the tasks. Planners are also able to expand their analysis of adversary centers of gravity
(COQG) by study of adversarial PMESII.

During the EBP process, operational-level planners and commanders focus not only on
the desired outcomes of planned actions including second and third order effects, but also other
potential consequences such as undesired effects. Examination of the hierarchy and retationships
between anticipated effects maximizes the impact of actions and develops the most effective
course of action (COA) options. Additionally, military planners benefit from interagency
participatton in planning. Those interagency contributors, including scientists, educators, and
engineers, working in the collaborative environment with access to the ONA and analysis tools,
provide multiple alternatives for action. EBP provides commanders an increased ability to have a
far-reaching impact in areas not traditionally within the military scope of operations.

The effects assessment (EA) process starts during the COA development step and runs
throughout the EBP cycle. Since the goal is to achieve effects on a complex adaptive adversary,
the process must include the ability to adapt the plan to deal with: 1) the adversary’s actions that
are based on his own initiative; 2) action taken in response to previous friendly efforts; and 3)
undesired or inefficient effects, and defeated actions. Assessment planning identifies measures
for desired and supporting effects. The evaluation and comparison of measures of performance
(MOP) and measures of effectiveness (MOE) provides effects assessment. MOP is the objective
metric of the “outcome” of a “tactical action.” Normally the component level of command
provides the MOP. It is the result of the tacticat actions performed to achieve a desired effect,
such as was the target hit and what level of damage was achieved. More than one MOP can be
associated with each MOE, as many tactical actions may be required to bring about a desired
effect. MOE are most often “subjective indicators” that allow tdentification of the resulting
effects of actions or applied capabilities. MOE articulate where to look and what to measure in
order to determine if the desired effect has been achieved. In short, MOE must be able to show
incremental progress in achieving desired effects.

Measures used 1n assessiment become meaningful when they are tied to theater objectives,
reiiable when they can be validated by collection disciplines, and observable when allocated
traditional and non-traditional means of observing, and reporting data can be tasked before,
dunng, and after the application of capabilities. Developing MOE start with the clear articulation
of the desired effect and should encompass parameters descnbing such things as the levels of
change (disruption, denial, neutralization), the distribution (geographic, organizational, political,
cultural), and duration of the effect.
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Robust collection is integral to comprehensive EA. Collection planning must incorporate
all-source collection requirements in support of the overall EA process and at the same time be
responstve to the dynamic environment inherent in RDO. A Joint Intelligence, Surveillance, and
Reconnaissance (JISR) process is required to ensure collection assets are effectively tasked. To
this end, the JTF or the combatant commander should state collection requirements early.

During MCO02 execution, all employers of DIME elements of national power performed
EA. A JTF EA cell was responsjble for coordinating all levels of military EA. The EA cell and
component staff elements continually assessed the impact that tactical actions achieved and
provided that information to the Joint Planning Center and the Joint Operations Center. In
roughly the same way, the effects analysts worked in the collaborative environment with the IAC
to ensure that the effects achieved by other agencies’ actions were available to joint planners and
operators. The effort was a dynamic process that drove planners and operators to closely
consider specific aspects of the plan to determine what, if any, modification had to be made to
improve the pace of achieving the JTF commander’s desired effects.

Interagency

MCO02 expiored
methodologies to facilitate U.S.
Government interagency
planning and execuhon in
support of EBO in RDO. Two
significant components to the
experiment refate to
jnteragency activity.

First, the combatant
commander’s staff was
augmented with an
experimental staff element—
the JTACG. The JIACG Figure 7: JIACG Relationships
represented the 1AC at the
operational-level (See Figure 7). Their mission was to facilitate information sharing across the
[AC to include the embassy/country team. Second, a comnion, secure collaborative network
linked selected members of the U.S. Interagency to facilitate ptanning and coordination. The
desired result was an effective political-military plan and a combatant commander’s operational
pian, developed to effectively and efficiently employ ail elements of national power in support of
national and regional policy aims, as well as the combatant commander’s theater engagement
plan.

NSC_ 1 Terminns.

FSE { Terniial
a.wu_.-- . /

With shared equities in the management of national security and its transformation,
interagency representatives collaborated during a series of discreet events to produce the
strategic documentation required to support MCO2 experiment objectives. IAC participation
varied as issues changed. The intent was to include as many [AC representatives as appropriate.
However, real-world commitments prevented some IAC representatives from participating
throughout the entire experiment. The requisite knowledge and expertise remained constant as
substitutes came in to pick up the load when necessary.

The goal of interagency expernmentation in MCO02 was to develop organizational
relationships, tools, and processes to optimize civilian and military interoperability within the
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[AC and to accomplish operational-tevel coordination. This enhanced coordination was
employed to support: deliberate crisis, and transition planning; national-level net assessment
synchronization of actions to achieve desired effects and strategic objectives; and conducting
Effects-Based Operations.

The interagency concept of operations for MCO2 included four significant engagements
with the wider interagency, beginning in January 2002 and concluding with the execution of
MCO02 in July and August 2002. The three events scheduled prior to MCO2 established the
national strategic and regional approach for the experiment, resulted in a Political-Military Plan,
and allowed personnel traimng on the use of the collaborative tools employed during MC02.

The JIACG intentions were to:

e Establish regular, timely, collaborative working refationships among military and civilian
operational planners

e Form, tratn, and exercise a new staff element JIACG composed largely of U.S. civilian
personnel with strong agency expertise and connections

» (reate opportunittes for realistic and accelerated operationat planning upon approval of a
political-military plan

o Build on initial efforts to integrate military and civilian planning issues using a deliberate
planning process

Joint Theater Logistics Management

Joint Theater Logistics Management (JTLM) is a process that provides the combatant
commander the ability to synchronize, prioritize, direct, integrate, and coordinate common-user
and cross-Service logistics functions, optimizing support to the joint force. The process alfows
centralized management of the most critical supply areas such as in-theater logistics, inter- and
intra-theater transportation, in-theater contracting, host nation support, and critical supply items
such as precision guided munitions, and common ground munitions and fuel. Key elements of
JTLM provide for efficient common-user logistics support, ensuring a smaller logistics footprint
by reducing redundancy, and most important integrating component logistics forces.

JTLM relies heavily on an improved, robust communications system. Today’s advanced
information systems, and the CIE aliows JTLM to provide a centralized location to track the
Services’ support to any one facet of a mission. JTLM ensures that the corresponding Service
logistics demands have the right priority and emphasis. Using the CIE, the theater staff has the
capability to reach back and harness a vast array of technical expertise, and resolve complex
issues in a timely manner.

The MCO2 JTLM organization was two-tiered. At the upper tevel was the Joint Logistics
Management Center (JLMC), which comprises the theater commander’s J4 staff, and staff from
US Transportation Command (TRANSCOM), Defense Logistics Agency (DLA), and the
Services. The JLMC planned, coordinated, and deconflicted logistics support for the theater. The
second level of logistics planning concentration was at the JTF level. Logisticians were
embedded within each of the JTF groups, providing those planning staffs with organic logistics
expertise. The Logistic Action Response Board (LARB) tied the two halves of the logistics
planning effort together, using the communications tools inherent in the CIE. The LARB, a
concurrent virtual, collaborative board made up of members of the JLMC, the JTF, and
component/Service logistics staffs, met to synchronize plans and operations in support of
Effects-Based Operations.
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The functions, roles and responsibilities of each of the JTF logistics positions, after the
SJFHQ was absorbed into the JTF, are described in the SJFHQ Concept of Employment, the
Deployment and Sustainment CONOPS and TTP, and the Joint Standard Operating Procedure
(JSOP) manual.

The LARB was the principal forum for overall collaboration of logistics support to the
operation. [t augmented, but did not replace norinal staff procedures and was intended to resolve
complex, sophisticated issues. The LARB convened daily, after Joint Planning Center (JPC)
collaborative sessions in support of ETO development and as required to resolve specific
logistics issues.

It facilitated the coordination of logistics and transportation support for Eftects-Based
Planning and current operations by:

e Bringing the strategic, operational, and tactical levels together
e Enabling rapid response to short-fused logistics problems
» Helping to ensure the ETOs were resourced

The logistics CROP, which included access to Global Combat Support System (GCSS),
combatant commander/JTF, Joint Total Asset Visibility (JTAV), Global Transportation Network
(GTN), and the joint logistics tools facilitated the functions. The Log CROP was built in the
SharePoint Portal Server (SPPS). The log watchboard provided a commander and his staff a
stoplight chart on the status of JTF component commanders’ critical warfighting resources. For
example, if the JFMCC
reported ammunition
stores as critically low, at
a predetermined point
below the wartime
requirement, he colored
the appropriate block
Red. At a glance, other
commanders and
logisticians could see the
problem, find the cause,
and correct it.

Logistics
functional areas, which

act as a library for
various reports and Figure 8: NELLIS AIR FORCE BASE, Nev. (AFIE) -- Tech. Sgt. Tommy
plans, are shown on the Mazzone, a loadmaster from the 8th Special Operations Squadron at
left of the Log CROP Hurtburt Field, Fla., ioadsAa pa]ette gboard a MC-130E Combat Talon on
The ADOCS COP wa.s July 28 for an air drop dunng Millennium Challenge.

also displayed on the Log CROP and provided situational awareness. However, the ADOCS
presentation was not real-time and had to be periodically refreshed.

On the right of the Log CROP display, the user had access to additional information.
Tools and logistics systems were also available here, including data marts containing large
amounts of reference information, such as the Defense Management Data Center (DMDC), the
Automated Air Facilities Information File (AAFIF), the Worldwide Port System (WPS), and the
Joint Electronic Battlebook (JEB).
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During MCO02 EBP, the logistics plans officer, the logistics coordinator, and most of the
JTF’s log plans section personnel participated in the joint planning center (JPC) planning
sessions. The log operations sustainment officer and other setected tog operations personnel
monitored the JPC. The relationship between COA development and deployment pianning starts
with the assignment of effects-based misstons from a prioritized effects tist (PEL) being given to
the components. The components conducted their COA development by selecting capabilities to
accomplish the assigned tasks. The JTF then synchrontzed and sequenced the force flow based
on the PEL leading to development of the time-phased force and deployment data (TPFDD). The
JTF then had to deconflict competing demands for limited air and sealift. Such conflicts could
have been attenuated by the JTF with the support of the components selecting the desired
capabilities and considering the net lift cost of each selection.

As EBP continued, the normal [ogistics planning functions required in support of COA
development, such as the construction of a logistics staff estimate, and the assessment of COAs
for logistics and fransportation feasibility were accomplished based on the desired effects. The
products were provided to the plans Director and included in the fogistics portion of the ETO.
After the first ETO was published and execution began, the ETO process became iterative. The
process repeated itself in a somewhat abbreviated manner, based on the assessment of the
success of the planned effects, and in response to new missions and/or requirements. The
logistics operations director with the logistics coordinator convened the LARB to ensure a
smooth and complete exchange of sustainment information, achieve synchronization of
sustainment, employment, and transportation and other resources, and to address issues that
exceeded the ability of routine staff work to resolve. A deployment-planning cell was convened
as necessary to ensure the smooth and complete exchange of deployment information, achieve
synchronization of deployment, employment, and transportation and other resources.
Approximately 176 logisticians were involved in MCO02.

Joint Initiatives

The MCO02 joint initiatives process provided a systematic, objective review of proposed
joint inittatives. The process featured a multi-level review of imtiatives with command-wide
involvement supplemented by interagency and service representation. The initiative approval
process objectively compared each proposed imitiative to the overall experiment objectives as
well as applicability to the joint environment. Additionally, the process provided continual
tracking and addressing of associated issues throughout event preparation. The joint inthatives
process provided two-way communications between the individual inittative sponsors and the
MCO02 experiment planning and integration teams. The review process provided for three
examination sessions. Each session was progressively more detailed and required higher-levels
of endorsement than its predecessor did. Phase 1 was the initial review by subject matter experts
from the functional and experimentation community that screened submissions against RDO
objectives and MCO2 joint experiment objectives. As part of Phase 2, a “Council of Coltonels”
was formed to review the recommendation of the operational/technical panels and forward its
findings to the third phase, a general officer/flag officer panel. Many Service proposed initiatives
were not approved for joint integration because the wnitiatives lacked a joint application or
perspective. The Services evaluated some of these initiatives on their own. This process is
planned for use in future major experiments to ensure a standard and formal procedure exists for
vetting new 1deas and technologies into the joint expenmentation process.
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One of the new initiatives reviewed in MCO2 through this process was the joint fires
initiative (JF1). The JFI concept enables time sensitive target (TST) coordination across
components and the Joint Task Force. It provides a common tool set, architecture, and automated
processes for the joint force commander, component commanders, and supporting tactical
commanders to operational and tactical fires across the engagement spectrum from planning to
execution for time-sensitive targeting. The JFI mission is enhanced by CROP toolsets providing
users with the same information, the same results, and ensuring consistent horizontal integration
of information across components.

Joint Intelligence, Surveillance, and Reconnaissance (JISR)

JISR is a network-centric approach to the management of ISR platforms and sensors to
better support the quick-paced demands of EBO. JISR, as employed in MC02, emphasized
collaboration between producers and users to provide rapid and responsive mission focused ISR,
essential to future joint operations. Planners and operators shared information rather than
working through and around cumbersome, single-intelligence “stovepipe” tactics, techniques,
and procedures. In the context of the MCO2 experiment, the JISR concept and supporting tools
were relatively immature. They had not undergone preceding experimentation. Consequently, the
focus of the JISR assessment was limited to collection management and ISR operations.

JISR thrives in a rapid-fire, information exchange environment characterized formed by
the integration of sensors at the national, theater, and tactical levels. This concept streamlines
ISR management using new integrated, OPS/INTEL capabilities, allowing dynamic re-tasking of
sensors to ensure ISR optimization. In addition, multiple sensor cross-cueing becomes routine,
and the synchronization of ISR assets with operations, the norm.

As our understanding of the key tenets of EBO and the EBP processes matures, JISR will
assume an ever more critical role. The ability to effectively manage multipie collection sensors,
spanning several levels of operational control, within the compressed decision timelines
associated with RDO will be key. JISR will enable the JFC to smartly coupie ISR assets to
specific effects, thereby optimizing the employment of high demand/low density assets.

22 FOR-OFFICIAL-USEONLY.



U.S. Joint Forces Command Millennium Chailenge 2002: Experiment Report

Chapter 4 — Experiment Scenario

Blue Forces

Commander, Blue Forces/Commander, Joint Task Force (CJTF) led a U.S. land, sea, air
and special operations expeditionary force in support of a theater commander. The task force
consisted of units from the four Services, supporting commanders, and a Special Operations
Command task force. An Army corps headquarters unit composed the JTF staff and an Army
lieutenant general led the Joint Task Force, reporting directly to the combatant commander.
Members of a Standing Joint Forces Headquarters (SJFHQ) augmented the JTF. The SJFHQ,
itself a new warfare concept under review, was a detachment of the theater combatant
commander assigned to speed the ITF’s learning/acclimation process. The ITF commander’s
functional component support was provided as follows:

A JFLCC, a Marine Corps major general and the staff of a marine expeditionary force; a
JFACC, an Air Force lieutenant general from a numbered Air Force element and his staff; and a
JEMCC- a vice admiral from a numbered fleet command. The Service components were joined
by a ISOTF led by an Army colonel and a JPOTF led by an Army lieutenant colonel. The
commander was provided assistance through various means by elements of the interagency
(civilian departments and agencies of the U.S. Government).

Navy Order of Battle

The Joint Force Maritime Component Commander had two Carrier Battle Groups. Each
battle group included an aircraft carrier and its embarked air wing, AEGIS cruisers, AEGIS
guided missile destroyers, non-AEGIS destroyers and frigates, a close support submarine, and
supporting replenishment vessels. In addition, two amphibious ready groups made up of three
amphibious ships each (LHD, LHA, LSD), were carrying the Marine Expeditionary Units
(MEU). Mine countermeasure forces inctuded both MCM and MHC class ships and H-53
helicopter support. The naval force commander, who broke his flag in a Navy command ship,
also had at his disposal the ships of a standing naval theater force (already in the theater when the
conflict began), in this case consisting of a cruiser and two guided missile destroyers. Various
supply, cargo, military prepositioning ships, and auxiliary craft of the service fleet were also
assigned. Four special boat units were available to support Navy SEAL teams. The SEALS and
their support craft were under the tactical control of the special operations force (SOF)
commander. For MCO2, the fleet also had at its disposal the experimental high-speed vessels,
providing rapid logistics and insertion capabilities for Marine and SOF forces. The carrier air
wings each consisted of F/A 18’s (C and F models), EA6B’s, E2C’s; S-3B’s; SH-60R’s, MH-
60’s and C2A’s.

Marine Corps Order of Battle

The Marine Corps was selected to stand up the JFLCC. The JFLCC was assigned both
Army Forces (ARFOR) and Marine Forces (MARFOR). The Army order of battle is described
below. MARFOR consisted of a Marine Expeditionary Brigade (MEB) and two MEUs. The
MEB brought with 1t a command element, including a headquarters group with a radio battalion,
a communications battafion and an intelligence battalion; a force reconnaissance detachment; a
civil affairs detachiment; a Manine liaison element company, and 2 Marine air-ground task force
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command and control detachment. The MEB’s ground combat element (MEB GCE) consisted of
a regimental headquarters; infantry battalions; infantry battalion headquarters with divisional
headquarters detachment support; a reconnaissance company; and a reinforced artitlery battation
that had a chemical, biological and radiological (CBR) detachment and a high mobility artillery
rocket system (HIMARS) battery. Additionally, the MEB GCE had an advanced amphibious
assault vehicle battalion (AAAV); a light armored reconnaissance battalion, made up of light
armored vehicles (LAV-25’s); one tank battalion, consisting of M1 A1 tanks, and a construction
engineer battalion (CEB) assigned. The MEB air combat element (MEB ACE) included a Manne
wing headquarters squadron and a Marine air control group with its various support squadrons, a
reinforced low altitude air defense (LAAD) battalion with a detachment of Avengers and Claws
and a detachment of vehicte-mounted UAV’s (VMUAV) and vertically faunched UAV
(VTUAYV) (Dragon Eye and Dragon Warrior).

The Marine air group was reinforced and included two squadrons of F/A-18C’s, a
squadron of F/A-18D’s, a squadron of AV-8B’s, a squadron of C-130’s, and as previously
mentioned an EA-6B squadron under JFACC control. Rotary wing assets included V-22
squadrons, a squadron of CH-53E’s, and a squadron of light attack helicopters AH-1Z’s and UH-
1Y’s. A Marine wing support group and a Marine air fogistics squadron supported the group.
MEB service support group included a headquarters and support battalion and supply,
maintenance, engineering, transportation support, and medical battalions. The JFLCC was also
able to draw upon two Marine Expeditionary Units (MEU). Each MEU consisted of a battalion
landing team (BLT), V-22’s, CH-S3E’s, AH-1Z’s, UH-1Y’s, AV-8B’s, and necessary support
group detachments. Unlike the MEB, the MEU is a2 component of a Navy’s aircraft carrier battle
group (CVBG) or an amphibious ready group (ARG). The MEU embarks in a three-ship ARG
and may deploy with the battle group or deploy independently with escorts.

Air Force Order of Battle

The Air Force, acting as the functional air-warfare commander, was set up as the Joint
Force Air Component Commander and operated out of the Combined Air Operations Center
(CAOC) at Nellis AFB, NV. The staff of a numbered Air Force commander manned the JFACC.
Those forces were augmented by other agencies and organizations to include U.S. Space
Command, U.S. Transportation Command, and U.S. Strategic Command. The JFACC was
responsible for a deployable global strike task force (GSTF), an ISR/JAOC FDO, in-theater air
defense units, and various support elements. The GSTF consisted of B-2s, B-52s, B-1s, F-22s,
and two squadrons of KC-135 and KC-10 air refueling atrcraft. Also available to the JFACC
were E-8 JSTARS, E-3A AWACS, RC-135J’s, Global Hawks, ABL’s, U-2’s, EC-130H
(Compass Call), C-130’s, C-130H’s, and EA-6B’s (USMC assets TACON to the JFACC).

The JFACC also controlled in-theater forces consisting of F-15C and F-15E atrcraft, RQl
Predators, Jomnt Strike Fighters, F-16C)’s, F-16CL’s, F-117’s, A-10’s, EC-130H’s (Compass
Call), HH-60’s, KC-135 and KC-10 tankers, and necessary C-130, C-17 and C-5 ift support
aircraft, Also on scene were combat service support units (tanker airlift control, mission support
teams, air mobility elements).

Special Operations Force Order of Battle (SOF)

The SOF provided a significant piece to the puzzle. Headquartered with the JTF
commander and functioning as a JTF component — JSOTF - was a theater special operations
command, consisting of two support battalions and a special operations task force. The task force
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was made up of Special Forces battalions, ranger battalions, and a ranger regimental
headquarters staff. In addition, there was a special operations aviation regiment, providing MH-
47E’s, MHJ-60L’s, and AH-6/MELB aircraft. The Navy added a naval special warfare task
group to include a headquarters unit, SEAL teams, special boat units, and an explosive ordnance
detachment. An Air Force special operations wing was also attached to the JSOTF. The wing
was made up of a special tactics squadron and a special operations squadron - Air Force foreign
internal defense unit. Additionally, there were AC-130’s, MC-130 H/P’s, CV-22’s, and EC-130)
aircraft assigned in support. Operating with the JSOTF was the JPOTF, consisting of one Army
PYSOP group. The group was made up of a regimental support battalion, dissemination
battalion, tactical battalions, and one enemy prisoner of war (EPW) battalion.

Army Order of Battle

The ARFOR was task-organized under an airbome division headquarters, comprised of a
Stryker brigade combat team (SBCT), an airborne division ready brigade, a deep strike/mobile
strike aviation task force package, and associated division and corps units that were necessary for
force protection, sustainment, and C41SR functions. The brigade included a headquarters
element, airborme infaniry battalions, a 105Smm field artillery battalion (towed), a forward
support battalion, a reconnaissance battalion, an air defense artillery battalion, a military
intelligence company, a communications and signal platoon, a military police platoon, and a
nuclear, biological and chemical platoon. The Stryker brigade combat team included a brigade
headquasters element, Stryker-equipped infantry battalions, a Stryker-equipped reconnaissance,
surveillance, and target acquisition (RSTA) squadron. 1t also included a 155mm (towed) field
artillery battalion, a brigade support battalion, a Stryker-equipped anti-tank company, an
engineer company, a military intelligence company, a signal company, an attached combat
service support company, and (for MC02) an attached air defense artiltery battery (Avenger).

Mechanized infantry battalions, a mechanized reconnaissance surveillance and target
acquisition squadron, an anti-tank company, a 155mm field artillery battalion (towed), a combat
engineer company (wheeled), a military intelligence battalion, a communications and signals
battalion, a brigade support battalion and an air defense artillery battery (Avenger). The ARFOR
aviation brigade included a medium attack helicopter squadron of AH-64’s and RAH-66’s, a
Multiple-Launch Rocket System (MLRS) battalion with a target acquisition company, support
battalions, military intelligence battalion, a communications and signals battalion, a civil affairs
unit, and a psychological operations unit.

Army forces were equipped with the Army Battle Command Systems (ABCS), which
includes the Army Tactical Command and Control System (ATCCS) suite of systems at bngade
through corps levels. The Maneuver Control System (MCS), Maneuver Control System - Light
(MCS-L), All-Source Analysts System (ASAS), All-Source Analysis System - Light, (ASAS-L),
Advanced Field Artillery Tactical Data System (AFATDS), Air and Missile Defense
Workstation (AMDW/S), and the Combat Service Support Controt System (CSSCS) make up
the ABCS. The Global Command and Control System-Army (GCCS-A) was positioned at the
ARFOR, U.S. Army Special Operations Command (USASOC), and the JFLCC to allow joint
connectivity during the planning and execution of MC02. The Integrated Meteorological
Systems (IMETS), the Digital Topographical Support System (DTSS), and the Tactical Airspace
Integration System (TAIS) were also employed.
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Adaptive Adversary

The MCO02 opposing forces’ (OPFOR) mission was to be a credible adversary for the
Blue force. This required an OPFOR that was aggressive and adaptive, capable of achieving its
own objectives through diplomatic, information, military, and economic influences. The overall
objective of the MC02 OPFOR was to provide a 2007-based, realistic, adaptive opponent that
would test the vulnerabilities of the RDO concept. In concert with the MCO02 scenario, the multi-
faceted adversary portrayed to the Blue JTF provided a realistic test opponent. The confrontation
that developed created an excellent environment in which the RDO concept could be expiored. It
allowed examination of the ONA, EBO, interagency, SJFHQ, and other supporting concepts and
objectives. The JFCOM Joint Warfighting Center Support Team (JST), in coordination with the
JFCOM World Class Adversary (WCA) Team, provided the OPFOR.

JFCOM analysts and subject matter experts (SMEs) assessed the OPFOR organization
and campaign during MCO2. This aitowed for an in-depth understanding of the success and
faiture of Blue Effects-Based Operations. The assessment team met with OPFOR sentor teaders
daily to review their operations, how they ptanned to respond to BLUE efforts, and to collect
DIME/PMESII self-assessment data.

The senior OPFOR [eadership team included a retired lieutenant general (USMC), who
was the JTF-South commander and a former U.S. ambassador, the GOR Supreme Leader.

The MCO2 scenario called for an upper level, small-scale contingency (SSC). As such,
the OPFOR organized into a multi-faceted group that included government, military, terrorist,
pirate, subversive, militant, and criminal elements. These elements each had their own objectives
and did not always work cooperatively. As such, they posed a considerable challenge for the
Blue JTF.

Scenario

The MCO2 scenario postulated a year 2007 regional power, Red, situated within an area
of critical world strategic and economic tmportance (See Figure 9). Red suffered a natural
disaster (earthquake) and the subsequent chain of events resulted in the separation of a rogue
military commander. Identified as CJTF-South, he and his subordinate military commanders
spun away from national (Government of Red) control. A renegade element within the Red
leadership, CJTF-S conducted broad actions, including conventional military, asymmetric,
diplomatic, information, economic, and terronst applications, with the goal of establishing
regional power and control. A dispute over national ownership of local islands led to CJTF-S’s
seizure of the disputed islands, and the subsequent launch of a CITF-S sponsored military escort
service to ensure safe passage, and a related toll for use of that service. Blue ordered the
execution of decisive operations that led to the initiation of hostilities.

Blue goals were to secure the shipping lanes for international commerce; neutralize Red’s
WME capability; establish sovereign control of the disputed islands in accordance with a World
Court decision, and compel JTE-S to abandon its political agenda in pursuit of regional
hegemony.

Adversary goals were as varied as the factions that challenged the Blue forces. The
OPFOR consisted of three primary elements: JTF-S military forces, the Government of Red
(GOR) national leadership, and a terronst organization that included pirates, a private compary,
and cnminal elements. The JTF-South objectives were to preserve the regime, deter Biue
military deptoyment, Jimit Blue war aims, and restore internal cohesion. In addition, JTF-S
aimed to reduce Blue presence in the region, develop regional influence, and speed economic
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recovery (earthquake aftermath), champion ideals in Red, control wester access to natural
resources, and gain Red stature. GOR objectives were to preserve the regime, reduce Blue
presence in the region, develop regtonal influence, and speed economic recovery. The terrorists’
objectives were to deny Blue access to the region, attack opposing political and retigious
organizations, and disrupt Blue operations.

Threat forces organization and systems

The adversary ground forces consisted of an army of approximately 55,000: four
divisions, (one armor, two infantry, and one mechanized); two airborne brigades; two
independent armored brigades; a marine brigade; an independent artillery brigade; and various
special operations forces. SOF/militia numbered 5,000 personnel for unconventional warfare.
Theater ballistic missiles (TBM) forces included 200 launchers and 1,800 missiles with
chemical/biological capable cruise missiles.

Air forces numbered 158 aircraft, including 14 MIG-29’s, 4 SU-27’s, 20 FSE’s, and
various other fighter, bomber, auxiliary, and support aircraft.

Naval forces included five diesel and four midget submarines; six guided missile frigates;
32 patrol gun boats - most with EETerreeerreroo

surface-to-surface missile Scenario Imperatives

capability; 13 amphibious class * High-end small scale

ships; 10 auxiliaries; 105 smalt contingency

craft armed with recotlless «Real-world military (hreat

rifles or rocket launchers, and » Challenging geogr-aphic

shore based anti-ship fixed and access & infrastructure

truck mounted missile + Complex political lnudscape

launchers. + Historic regional, cultural

Scenario data points include: strife

e Though disavowed by the » Cooperutive / uncooperalive
Government of Red, neutral neighbors ,
country Red was a major = 4

state sponsor of terrorism  Figure 9: MC02 Scenario Highlights
and provided sanctuary to
large terrorist groups within its sovereign borders and conventional force umbrella

e The Red leader employed these global-reach groups to create incidents and threats
throughout the regton and world, while maintaining official deniability

» Regional access was pohitically constrained and logistically challenging

o JTF-S8’s campaign plan was characterized by asymmetric attacks, ambiguity, anti-access,
threat of WME, economic feverage and upheaval prepared for a large conventional set-piece
battle, local and exported terrorism against adversary forces, and timing of their choosing

e A single-dimensional response (military) would not easily neutralize Red’s coordinated
political, military, economic, social, and informational campaign

o Threats to friendly forces and assets were worldwide

o Friendly conventional forces had to create selective periods of multidimensional supremacy
and decisively apply military power to achieve desired effects, not necessarily conquer the
country, or escalate the conflict

» Knowledge—not mass—was the decisive force enabler for friendly forces
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Figure 10: CHINA LAKE, Calif. July 30 (AFIE) -- Inside the integrated battlespace arena at Michelson
Laboratory, warfighters keep a close eye on screens showing a real-time picture of theater air assets and
a live feed from a Predator surveiliance aircraft during Millennium Challenge 2002.
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Chapter 5 — Experiment Execution - The Spirals

MC02 Test Campaign Plan

Focused technical and training events, or “Spirals,” preceded MC02. The Spirals tested
and rehearsed the technical infrastructure that carried the experiment from coast to coast and
intra-Service. The Spirals also provided the participants an opportunity to become acquainted
with the new concept tools and the philosophy and technology of their applications.

The Spirals, which began in early December 2001 with Spiral 0, had a dedicated test plan
and concept of operations embedded in the overall MCO2 Campaign Plan. This section describes
the concept, scope, activities, schedules, manning, and format used to develop the specific MCO2
tests. It provides the guidance for the development of the individual test plans that USJFCOM
and the Service participants used for pre-execution technical tests. The goal of the test program

was to provide sufficient information on the MC02
technical architecture to recommend USJFCOM
accreditation for its use in MCO2.

There were three scheduled Integration
Milestones (JMs) and four additional integration
events that were added to address specific issues
encountered in the IMs. The IMs were to integrate
the Service simulations into a federation that would
support MCO2. Particutar focus was placed on
simulation interoperability, federation scalability,
and federation reliability.

IM-1 was held June 4-8, 2001. The event
brought together the MCO2 core simulations for the
first fime. The objectives included:

o Federate simulations via the Run Time
Infrastructure (RTI) or Gateways

o Verify that simulations reflect each other’s
entities

o Verify that entities in different sims detect and
shoot each other

o Examine terrain correlation

e Run a limited scale federation scenario

Figure 11: Suffolk, Va., July 29, 2002 —
"What I've seen is the futusre," said Adm.
Vem Clark afler his tour of the Joint
Training, Analysis, and Simulation Center
(JTASC). The Chief of Naval Operations
toured the U.S. Joint Forces Command
during MCO02.

IM-1 proved that the MCO2 federation was viabie. It also showed that the degree of
terrain correlation was unacceptable and would have to be improved. It also provided the
community’s first experience with using multicast addressing over the wide area network

(WAN), which required special router settings.

IM-1A was held June 18-22, 2001. This limited event investigated the use of Data
Distribution Management (DDM) as a scaling tool and examined RTI scalability, using only
JSAF and clutter. The objective was to gain experience with DDM and the RTI prior to using
them in the fuil federation. The results showed that DDM did support scaling but that getting a
display to monitor all the entities would require further optimization.
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IM-2 was held July 30 — August 3, 2001. This event started to look at that ability of the
MCO02 federation to scale. The objectives of the event were:
o Start the process of standardizing enumerations
o Start the process of standardizing munitions
» Investigate issues associated in simulating large numbers of entities

Several automated and manual techniques for enumeration and munitions standardization
were successfully tested across the WAN. A number of potential problems that were preventing
the federation from scaling to 30,000 entities were also identified.

IM-2A was held from August 20-24, 2001 to improve the federation’s ability to scale.
Many scaling tests were held with both RTIs and many problems were debugged. The federation
scaled to 35,000 entities, but issues with delayed discovery of new entities remained. Clamping
was eliminated as a solution for terrain correlation and work on true correlation was initiated.

IM-3, held from September 17-27, 2001, objectives included:

e Continue to debug and implement DDM and scalability issues

o (Continue verification of enumerations and munitions detonation interactions.
o Continue the integration of aggregates

» Begin the investigation of fault tolerance and recovery

o Begin the investigation of minefield interactions

o Begin integration of additional federates

e Begin integration of C4l interfaces and equipment

e Begin investigation of WAN issues

e Begin investigation of IFF

o Investigate electronic warfare issues

All issues showed progress except electronic warfare. It was determined electronic
warfare would be handled by the Distributed Information Warfare Constructive Environment and
the Command and Control Warfare Analysis and Targeting Tool. IM-3 demonstrated that the
federation could handle the required number of entities and that slow discovery was improved
although not eliminated. Additionally, many new simuiations were integrated into the federation.

IM-3 A was held from October 22-25, 2001 primarily to examine the performance of a
new RTI version. This version was modified to support MCO02 scalability requirements, primarily
by turning off perfect filtering. Additional goals included:

o Verify a single Distributed Interactive Simulation/High Level Architecture (DIS/HLA)
gateway can support over 30,000 entities

» Investigate settings and performance of multicast in the Cisco network switch

o Integrate new federates into the federations

IM-3 A verfied that the gateway could handie an adequate number of entities. RTI
performance was improved, but still required optimization for multicast handling and four new
federates were added

IM-3B was held from November 26-30, 2001 to test RTI modifications to support fauit
tolerance. These modifications were very successful and solved most fault tolerance issues.
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IM3-B concluded the IM process and set the stage for the Spiral series test events that
followed. The Spiral series tests technically verified the networks and the C41 infrastructure and
provided the experiment “a running start” into execution.

Primary objectives of the spiral testing included:

o Ensure the successful accomplishment of MCO02 from a technical standpoint

e Ensure that the modeling and simulation (M&S) architecture supported the accomptishment
of the MCO?2 objectives

o Ensure that the C'I architecture supported the accomplishment of the MCO0?2 objectives

o Perform event specific validation of the models and demonstrate that the federation could
provide an accurate representation of the real world (circa 2007) within the context of MCO02

e Validate control procedures

o Validate operational requirements and the supporting technical architecture

e Ensure users understood the capabilities and fimitations of the technical architecture to
support their objectives

o Ensure that the network architecture supported the accomplishment of the MCO2 objectives

Scope of the spiral testing process
JFCOM networked Biue C*I architecture, a simulation federation, and 2 White C*I
architecture to support MCO02. The MCO2 testing program used a requirements-based approach
to ensure the thoroughness of testing and the validity of the event architecture. Preparation
involved two phases: Phase 1 was developmental, with three integration milestone events; Phase
2 was an accreditation phase involving four Spiral events, an end-to-end test, and an experiment
synchronization drill.
The tests provided sufficient data on the technical and functional characteristics of the

MCO2 Federation to aliow its accreditation by JFCOM and its use during MCO2 execution. The
test plan was broken into stages to allow problems to be resolved in parallel with the plan
schedule. Progressively complex technicat and organizational systems were interconnected and
brought on line in events so that faults could be identified and fixed, and personnel trained. The
JECOM Test Director determined the focus and tempo of technical events; the JFCOM Exercise
Director determined the focus and tempo of operationaily focused events.
Spiral tests included:
o Spiral O (December 3-14, 2001) (Technical Focus)
e Spiral | (January 28 — February 8, 2002) (Technical Focus)
e Spiral 2 Testing (March 11-22, 2002) (Technical Focus)
o Spiral 2 Training Support (March 25-29, 2002) (Operational Focus)
o Spiral 3 Testing (May 27 — June 7, 2002) (Technical Focus)
o Spiral 3 End-to-End Testing and Training Support (June 10-14, 2002) (Operational Focus)
» End-to-End Test (July 10-20, 2002) (Ensure that the network architecture supported the

accomplishment of the MCO2 objectives) (Technical Focus, transition to Operational Focus)
o Experiment Synchronization Drill (July 21-23, 2002) (Operational Focus)

Spiral 0 (December 3-14, 2001)

Test setup, November 26-30, 2001, was followed by data review and technical
integration December 3-14, 200] and functional testing of simulation interactions and C*I
linkages, December 10-14, 2001. Spiral O was a transitional event between Phase |
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(Development) and Phase 2 (Accreditation). A successful Spiral O permtited transition from a
development-focused event to a functional-focused event.

Transition from Phase 1 occurred as expected during Spiral 0. M&S C'I interface testing,
database verification, terrain
verification, and functional
testing in air, land, sea,
logistics, and intelligence was
accomplished. Based on the
functional testing, USJFCOM
identified and categorized non-
existent or inadequate
simulation functionality that
needed to be fixed.
Additionally, thts test allowed
JECG personnel, involved with
data analysis, logistics,
intelligence, and targeting, to
familiarize themselves with
federation capabilities and
review control/collection
procedures.

Specific objectives for Spiral O

Figure 12: San Diego, Calif., Jul. 26, 2002 — The Chairman of the

included: Joint Chiefs of Staff, Air Force Gen. Richard Myers (center) and aide
o [Establish federation Navy Capt. Richard W. Hunt are briefed by Capt. Ken Ginader, a
o Perform federation director of operations in the Joint Air Operations Center aboard USS

diagnostics Coronado (AGF 11).

s Verify federates generate and receive interactions

e Perform object ownership tasks - add/delete/mod:fy

o Verify object ghosting across federates

o Verify terrain

» Vernfy hybrid geography representations in C*1 systems

e Perform functional testing of ISR, air, sea and ground entities
» Assess federation scalability through load test

e Conduct latency testing

o Determine operational intervention (save, restore, "recock") requirements
e Perform network performance monitoring

¢ Verify simulation data flow to avaitable C'I systems

e Verify targeting requirements

o Verify data collection and analysis requirements

» Verify intel sensors/collectors

» Verify logistics level of play/requirements

Participants in Spiral O included simulation owners and technical controllers, network

analysts, database builders, JECG POC, USJFCOM CcY operators, remote site model operators,
USJECOM OPFOR model operators, USTFCOM intelligence integrators, and USJFCOM
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logistics integrators. The database to support the test was ready on 26 November 2001 and was
projected at the following fevels: terrain, 100 percent; Blue order of battle 75 percent; Red order
of battle S0 percent; and targets timited.

Spiral 1 (January 28 — February 8, 2002)

Test setup occurred January 22-25, 2002, followed by data review, technical integration,
and functionality testing January 28 — February 8, 2002. Sptral 1 was the first test to fully focus
on the functional capabilities of the federation. This “technical” test expanded the distributed
nature of the federation, inctuded more C*I and experimental C*I (XC*I) systems, and allowed
more end-user participation. The first week of testing focused on mapping and enumerations,
database quality controf, and systems tests, ensuring full C*I[/XC*1 network connectivity was
reached; full connectivity was necessary to conduct the functional testing planned for the second
week. Following functional testing, the test plan expanded into thread testing and a build up to
larger scenartos, which would reflect expected activities during MC02. USJFCOM also
conducted a toad test, which stressed the systems above expected exercise loads. As in Spiral 0,
the results of the testing caused USJFCOM to identify and categorize non-existent or inadequate
system functionalities that were then fixed by coding changes to simulations/federation/C*l
systems, redesigned, or relegated to scripting. Additionally, this test allowed JECG and Service
personnel to assess federation capabilities so that detailed operational and technical control and
collection procedures could be developed.

Specific objectives for Spiral 1 were:

s Establish Federation

o Perform Federation diagnostics

o Verify enumerations

o Verify federation save and restore procedures

o Verify federates generate and receive interactions

o Perform object ownership tasks - add/delete/modify
o Verify object ghosting across federates

o Verify database

o Verify C'Ilinks and e-mail procedures

o Verify cell workstation/layout requirements

o Verify simulation data flow to available C'I systems
s Assess Battle Damage Assessment (BDA) requirements/capabilities
o Develop Event Tech Control (ETC) procedures

e Develop System Control (SYSCON) procedures

o Define intel level of play, reports, formats, and C*I compatibility
o Determine simulation rules and workarounds

o Verify unit terrain movement capabilities

» Functionality testing (atr, land, sea, log, intel)

e Test ATO procedures

e Establish XC"1

e Verify communications connectivity

o Verify C'I connectivity

s Verify target database
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o Master Scenano Events List (MSEL) scrub

o [Load testing

o Latency testing

o Perform network performance monitoring

o Define deployment procedures

o Install/test Spiral event control communications (VTC, chat rooms, web page, shutdown,
STU)

o Verify "clutter” patterns and capabilities

o Verify weather/night time capabilities

o Verify hybrid geography representations in C*I systems

¢ Determine Rules and Workarounds (Simulation, C*I, XC®I, Initiatives)

o Exercise distributed Help Desk procedures

e Test change over from Federation to Advanced Joint Combined Operations Model (AJCOM)
based experiment driver

o Test data analysis functions

Key participants included Service representatives and technical support personnel,
simufation owners and technical controllers, network analysts, database builders, JECG WG
personnel, USTFCOM and Service C'I operators, Service remote site model operators,
USJFCOM OPFOR and supporting Service model operators, USJFCOM intelligence integrators,
USJFCOM logistics integrators, and data collectors/analysts.

The database to support this test was ready on 24 January 2002 at the following levels:
Terrain 100 percent, Biue order of battle 100 percent, Red order of battie 100 percent, and
targets 100 percent. The Federation
operated continuously for the
duration of the test to simulate
extended use.

Spiral 2 (March 4-29, 2002)

Test setup occurred March
4-8, 2002, followed by data review,
technical integration, and
functionality testing March 11-22,
2002. Training was conducted from
March 25-29, 2002.

Spiral 2 testing examined
the functions and requirements of
the entire MCO02 architecture,
including response cells,
communications networks, C'I
Figure 13: Raptor 4002 passed its 300th flight-hour mark, the Systems, and initiatives. The
first F-22 to do so at the Air Force's Flight Test Center, overarching concept was to operate
recently. While this Raptor is real, the F-22's in MC02 were aill the federation from distributed sites

simulgted Blue Force assets as the exercise portion of the with additional models and C2
experniment featured forces from FY 2007. Cm C
systems to establish "near-exercise
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conditions, to evaluate the infrastructure’s ability to support MC02 and to validate control
procedures. As in Spiral 1, the test started with data review and technical integration to ensure
week-two functional objectives could be supported.

The second week of Spiral 2 focused on tactical and operational vigneites after any
remaining Spiral 1 functional tests were completed. The vignettes focused on expected MC02
activities and, when time and resources permitted, incorporated known rules and redesigns.
Spiral 2 required extensive interaction with C*1 systems and an assessment of the data flows
through those systems. Completed tests included any remaining M&S C'I interface testing and
functional testing in air, land, sea, logistics, and intelligence. After functional testing, the focus
shifted to thread testing and larger scenarios, reflecting expected MCO02 activities. As in the
previous test, load tests were conducted which were tess concerned with operational or tactical
accuracy, but with stressing the systems above expected exercise loads.

As in Spirals 0 and 1, the results of the testing helped USJFCOM to identify and
categorize non-existent or inadequate system functionalities. Additionally, this test allowed
JECG and Service personnel to test their operational and technical controt and collection
procedures.

Specific objectives for Spiral 2 included:

o Establish Federation

o Perform Federation diagnostics

o Verify database

o Verify C' links and e-mail procedures

o Verify cell workstation/layout requirements

o Verify model message output types/formats for C*I feeds

e Verify BDA procedures (manual/automatic)

o Verify Control procedures

o Thread Test Intel sensors/collectors data flow

o Validate attrition/usage rates

o Validate scenario events list

e Load testing

» Functionality testing (air, land, sea, log, intel)

s Verify simulation data flow to C*1 systems

o Test ATO procedures

o Test XC'I

e Verify communications connectivity

o Verify C'I connectivity

e Perform network performance monitoring

o Install/test Spiral event control communications (i.e., VTC, chat rooms, web page, shutdown,
STU) (administrative)

o Verify readiness to support Service Spiral objectives

o Verify weather/night time capabilities

e Verify hybrid geography representations in C'I systems

» Determine Rules and Workarounds (Simulation, C*I, XC’I, Initiatives)

e Exercise distributed Help Desk procedures

» Test change over from Federation to AJCOM based experiment dnver
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o Test severability of non-essential systems (Degradation Pian)
o Test data analysis functions
e Live-Sim procedures (TBD)

Key participants included Service representatives and technical support personnel,
simulfation owners and technical controllers, network analysts, database builders, JECG working
group personnel, USTFCOM and Service C'I operators, Service remote site model operators,
USJFCOM OPFOR and supporting Service model operators, USJFCOM intelligence integrators,
USJFCOM logistics integrators, and data collectors/analysts.

The database to support this test was ready on March 14, 2002 at the following tevels:
terrain 100 percent; Blue order of baitle 100 percent; Red order of battle 100 percent, and targets
100 percent.

Spiral 3 (May 20 - June 14, 2002)

Spiral 3 featured the complete execution architecture. Test setup occurred May 20-24,
2002, followed by data review, technical integration, and functionality testing May 27 - June 7,
2002 with end-to-end test and support training, running from June 10-14, 2002.

Spiral 3 tested and validated the entire simulation architecture, including alternmate
response cells, communication nodes, headquarters, and C*I systems. The overarching objective
was to operate the federation from distributed sites with all known simulation and C*I systems
fully engaged. Spiral 3 was to replicate the actual exercise load in terms of data, operational
requirements, and networks, whije test activities essentially mirrored Spiral 2.

Specific objectives for Spiral 3 included:

o Establish Federation

o Perform Federation diagnostics

e Validate database

o Validate C'I links and e-mail procedures

o Verify critical C'I interfaces and output displays

e Validate cell workstation/layout requirements

o Validate model message output types/formats for C'I feeds
Validate BDA procedures (manual/automatic)
Validate ETC procedures

o Refine simulation rules and workarounds

o Verify attrition/usage rates

o Validate scenario event list

o Load testing

e Functionality testing (atr, land, sea, log, intel)

» Verify simulation data flow to available C*I systems
o Test ATO procedures (admintstrative)

o Verify functional interfaces between models (air, land, sea, log, intel)
Verify intel reporting procedures and report content
Test XC'I (technical)

Verify communications connectivity

Verify C*I connectivity
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o Verify intelligence collection matrix/results

o Deconfliction of live and stmulation feeds

e Response cell training

e Perform network performance monitoring

o Verify supportability of and readiness to support Service Spiral objectives
o Verify hybrid geography representations in C*I systems

e Determine Rules and Workarounds (Simulation, C'L, XC'I, Initiatives)
e Exercise distributed Hetp Desk procedures

o Test change over from Federation to AJCOM based experiment dnver
o Test severability of non-essential systems (Degradation Plan)

o Test data analysis functions

o Live-Sim procedures

Participants and processes were the same as those in Spiral 2 with more robust manning
to replicate the exercise foad.

End-to-End Test

The end-to-end test validated the "as built" architecture with the system in the final
experiment configuration. The objective was to operate the federation from distributed sites with
all known simulation and C*1 systems online to replicate the exercise load in terms of data and
operational requirements. Emphasis was on simulation to C’I interfaces and messages. Time was
allocated during this period to support final training requirements.
Specific objectives of the end-to-end test included:
o Verify simulation data flow to available C*l systems
o Test ATO procedures
e Perform network performance monitoring (technicai)
o Load test entire event architecture
e Live-Sim procedures testing

Test Activities

To varying degrees, all five tests (Spirals 0-3 and the End-to-End Test) incorporated the
areas described below and the appropriate test concepts. If remote sites were manned and
communications were available, the lines and equipment that supported them were tested.
Specific test activities are described in the following paragraphs.

Federation Infrastructure Testing

Comparable to Joint Training Center technical testing, federation infrastructure testing
examined the functional interfaces of the federation and provided sufficient data to determine the
technical, functional, and operational ability of the federation to support the experiment’s training
objectives. The federation technical, functional and operational testing executed during this phase
established a functional baseline and venfied that the federation models demonstrated sufficient
interoperability to support MCO02.
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Data Review Testing

Data review and technical integration testing were conducted at the start of each Spiral
event to ensure the data and technical interfaces were operating properly to support functional
and operational testing. Data reviews included simulation database evaluation, enumerations
checks, terrain and targeting database assessments, and verification of forces and focations.
Database testing validated current databases against requirements and the current modet version,
and, where applicable, verified corrections to previously reported deficiencies. Using the
database list provided by the database manager (DBM), the functional test cell leads and site
hosts verified the current database. The troubte report (TR) form was used to report database
discrepancies.

Technical Integration Testing

Technical integration testing foliowed federation infrastructure testing and ensured that
the federation was operating sufficiently well to meet event-testing objectives. Technical
integration testing inctuded technical control procedures, network testing, and initial COP
testing.

Functional and Operational Testing

The functional and operational testing performed during the MCO2 test program validated
specific databases, current model versions, and operations unique to MCO2 objectives.
Operational activities were tested based on their criticality to the execution of MCO02. Each
individual test specified a task, conditions of concern, data to be gathered, and a test format.
Functional model managers developed those tasks based on knowledge of model functionality
and event requirements. A MSEL scrub was conducted concurrently with individual functional
tests so that any redesign work could be retested.

Experiment Control

Experiment control was concerned with the procedures and means that the JECG used to
control the joint experiment. From this testing, control procedures were developed, refined, and
tested to prepare for joint experiment execution.

Data Collection and Analysis

Data collection and analysis testing dealt with the procedures and means by which data
was collected and analyzed during the experiment. From this testing, the collection management
plan was developed, tested, and refined to prepare for joint experiment execution.

Scenario and MSEL

Scenario and MSEL testing determined which events the simulations could adequately
replicate. Functional test cell leads extracted items from the MSEL that related to their respective
functional area and performed the associated tasks, Redesign work was tested for those events
that could not be replicated satisfactorily in the simulations.

Load Test

To develop the load test parameters, the primary factors influencing the load were
identified for each simulation. The maximum value of each factor, as constrained by the
database, was used to define a target load condition. This approach created an entirely artificial
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target foad condition, producing a federation state under which each simulation was
simultaneously in a condition of maximum load within the constraints of the event database. The
artificial condition placed a computational burden on the infrastructure software that exceeded
the anticipated load of MCO2 and therefore, could support the federation in the actual event, even
during peak periods.

M&S and C*I Interface Testing

In most instances, C*I and peripheral equipment installation was staggered requiring that
additional C*1 interfaces be tested and data throughput verified throughout the MCO2 preparation
period. If available, critical C*1 interfaces were tested during all Spiral events to identify
problems early in the process. Selected C'l interfaces were tested and data throughput was
verified primarly during Spirals 2, Spiral 3, as well as the end-to-end test. The latter fully
examined the connectivity and readiness of the C'I systems participating in MC02. Connectivity
testing involved testing the communications networks for the M&S and C*1 architecture and
inctuded remote sites. The MCO02 architecture included operational C*] systems, authentic
intelligence systems, and related simulation feeds that provided the operational headquarters with
a realistic view of the battlefield.

Trouble Reporting

The test manager (TM) coltected and tracked trouble reports (TR) for each test phase.
Data was collected via the trouble report form and any discrepancy or deviation tn the execution
of the test was noted. Model and/or database discrepancies found were discussed at a daily “hot
wash up” and TRs were generated as necessary. Discrepancies not directly related to the
execution of a2 documented task were reported to the test manager, who cataloged and priontized
them with input provided by the Service and functional area representatives. The test director
then approved or re-prioritized the TRs and directed action. Priorities were assigned using MIL-
STD-498 as shown in Table 3. The TM held the daily hotwash via VTC during Spiral 2 and
Spiral 3 and the end-to-end test. The site or assistant site managers represented the remote sites.

Test Execution

A test readiness review was conducted 7-10 days prior to the start of each test to review
the progress of test preparations and to make adjustments as necessary. Each test started with a
kickoff meeting the moming of the first day to get participants oriented to the test schedule and
objectives, and to tdentify issues. At the conclusion of each test day, a hotwash was conducted to
review accomplishments and to coordinate each functional area's plan for the next day.

Federation technical control, simulation technical control suites, and network/systems
personnel were located at Tech Control where TRs were received and maintained. Database
personnel maintained a trouble report log, while Tech Control personnel maintained a separate
Tech Control Daily Log.

At the conclusion of each Spiral event, JFCOM published a test report, summarizing
major accomplishments, issues, decisions, and milestones as well as a plan of action that
addressed test issues and items not tested.

Test Plan Development
The test plan for each of the Spiral events followed a standardized format, depicted
below. Where particular tests cut across functional or organizational areas, the designated
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responsible individual or organization coordinated and integrated efforts and requirements before
submitting the test plan.

Test Plan Input

A specific test step governed any test of the simulations and C*I system. The test step
described the task, the conditions under which that task was to be performed, and the standards
for test success. Table 4 provides a sample land functional task.

Table 3: Potential Problems

Prioity | Applies if the problem could:

1 (a) Prevent the accomplishment of an operational or mission essential capability.
(b) Jeopardize safety, security, or other requirement designated “critical.”
2 (a) Adversely affect the accomplishment of an operational or mission essentia) capability

and no work around sofution was known.
(b) Adversely affect technical, cost, or schedule risks to the project or to life cycle support
of the system, and no work around exists.

3 () Adversely affect the accomplishment of an operational or mission essential capabiiity
but a work around solution was known.

(b) Adversely affect technical, cost, or schedule risks to the project or to life cycle support
of the system, but a work around sofution was known.

4 (2) Result in user/operator inconvenience or annoyance but does not affect a required
operationat or mission essentiat capability.

(b) Result in inconvenience or annoyance for development or suppost personnel but does
not prevent the accomplishment of those responsibilities.

5 Any other effect.

C*1 Svstem Testing

For C'I system testing, which often involved multiple simulations and C'I systems in a
single task, testers needed to consider an accompanying test description, as well as available
diagrams in order to provide the necessary information and understanding of the relevance of the
task and how it supported the exercise.

Tabte 4: Sample Land Functional Task

Task Test Purpose/Steps (Conditions) Test Verification Results/Remarks
(Standards) (Optional)
Event a. Execute indirect fire missions in MTWS | Verify that different type
10 against brigade-sized ground units. Use ground units suffer
Conduct | HE, DPICM, and CPHD (PGM) munitions | realistic attrition and
indirect | for these missions. damage reports are
fire generated. Check spot
missions reports for damage and
verify supply fevels are
decremented in the
attacked units.

Table 5 contains sample descriptions. These are examples only and do not reflect the
actual MCO2 architecture.
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Air Warfare Simulation (AWSIM) to Joint Warfighting Center JWFC) ADSI Simulation
Data Flow Test (Red, White, and Blue Fixed-Wing and Rotary-Wing Air)

OPFOR, neutral, and Blue USAF, USA, and SOF fixed-wing and USAF rotary-wing
aircraft tracks were created in the AWSIM and passed via the Aggregate Level Simulation
Protocol (ALSP) to the Joint Operations Information Stmulation (JOISIM). JOISIM converted
all simulation air tracks into a Tactical Digital Interface Link-J (TADIL-J) message format and

Table 5: Sample taskings

TASK # REQUIREMENT SYSTEM PROCEDURE RESULTS
D1.3.1.1 Provide AWSIM- AWSIM Send AWSIM red,
generated air tracks | RTI white, and Blue air RED FW
in TADIL-J format to | JOISIM tracks via RTI to WHITE
the JWFC ADSI. This | JWFC ADSI JOISIM. JOISIM FW
includes all AWSIM converts data to TADIL- | USAF FW
generated fixed-wing J message format. USA FW
aircraft and Blue Verify the correct SOF FW
helicopters. receipt and parsing of USAF RW
each different track
type by comparing
model ground truth on
the MAUI warkstation
with JWFC ADS)
displayed track data.
D1.3.4.2 Provide RESA- RESA Send RESA red and
generated Blue RTI Blue maritime air tracks | USN FW
maritime air tracks in | JOISIM via RTl and JOISIM to USMC FW
TADIL-J format to JWFC ADSI the JWFC ADSH. USN RW
the JWFC ADSI. This JOISIM converts data
includes embarked to TADIL-J message
Marine ang Allied format. Verify the
Forces helicopters. coirect receipt and
parsing of each
different track type by
comparing model
ground truth on the
MAUI} workstation with
JWFC ADSI displayed
track data.
D1.3.13 Provide MTWS- MTWS Send red and Biue
generated Blue and RTI helicopter tracks from RED RW
red helicopter fracks | JOISIM MTWS via RTI and UsMC
in TADIL-J formatto | JWFC ADSI JOISIM to the JWFC RW
the JWFC ADSI. ADSI. JOISIM converts | USA RW
data to TADIL-J SOF RW
message format. Verify
the correct receipt and
parsing of each
different track type by
comparing model
ground truth on the
MAUI workstation with
JWFC ADSt displayed
track data.

FO
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forwarded them via senal interface to the JWFC Air Defense Systems Integrator (ADSI) at the
JTASC in Suffolk, VA. The ADSI correlated the incoming track information with existing
database information and updated track status for locai display. Testing verified the correct
receipt and parsing of each different track type by comparing mode! ground truth on the MAGTF
Tactical Warfare Simulation Advanced User Interface (MAUI) workstation with JWFC ADSI
displayed track data.

RESA to JWFC ADSI Simulation Data Flow Test (Blue Fixed-Wing/ Rotary-Wing Air)

Blue USN and USMC fixed-wing and USN rotary-wing aircraft tracks were created in
the Navy Research, Evatuation and Systems Analysis (RESA) model, passed via the ALSP to
JOISIM, converted to TADIL-J format, and forwarded to the JWFC ADSI. Testing verified the
correct receipt and parsing of each different track type by comparing model ground truth on the
MAUI workstation with JWFC ADSI displayed track data.

MTWS to JWEC ADSI Simulation Data Flow Test (Red and Blue Air)

OPFOR rotary-wing and USMC, USA, and SOF rotary-wing atrcraft tracks were created
in the MTWS model, passed via the ALSP to JOISIM, converted to TADIL-] format, and
forwarded to the JWFC ADSI. Testing verified the correct receipt and parsing of each different
track type by comparing model ground truth on the MAUI workstation with JWFC ADSI
displayed track data.

JWEC ADSI to JFACC ADSI Simulation Data Flow Test (All Air)

Simulation TADIL-J air tracks from the JWFC ADSI were forwarded to the JFACC
ADSI for correlation via dial-up STU-III (model 1910) modem. The tracks were then forwarded
to the AFFOR Theater Battle Management Core System (TBMCS) Situation Awareness and
Assessment (SAA) module. From there, they were forwarded via Secret Internet Protoco! Router
Network (SIPRNET) to the GCCS tactical database master server, on which the COP resided.
This server was referred to as the TOP COP. Air tracks were then distributed from the TOP COP
to the component's tactical display systems. Testing verified the correct receipt of each different
type of track by comparing modet ground truth on the MAUI workstation with TOP COP
displayed track data. The TOP COP was located at JWFC for this test.

Experiment Execution - Simulation Federation

The MC02 M&S federation was the largest, most complex High Level Architecture
(HLA) federation ever attempted. Nineteen core, 24 Service, and 16 stand-alone models or
simulations made up the Joint Experimental Federation (JEF). Core simulations comprised the
minimuin essential set of simulations required to support the USJFCOM experimental objectives.
Service simulations consisted of the tactical and operational simulations necessary for the
Services to satisfy their unique experimental requirements while still participating in the MCO02
overall M&S architecture. Stand-alone simulations, simulators, tools, and models fulfilled a
variety of supporting roles, for both joint and Service experimentation. This virtual environment
supported over 30,000 battlespace entities set up across eight operating locations spanning the
United States. The federation provided excellent battlespace functionality based upon predicted
2007 joint and Service capabilities with similarly enhanced supporting environments for terrain,
JISR, communications and jamming, logistics, TBM and infrastructure.
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Created in April 2001, this joint federation was operated in close coordination with the
Services, and was tied to a requirements development and testing process. The resulting
federation used Service-nominated simulations to represent Service-unique capabilities, with
USJFCOM provided funding for improvements and integration necessary to form the HLA
federation. The Johns Hopkins University Applied Physics Laboratory conducted all validation
and verification (V& V) testing on the JEF in accordance with DoD Instruction 5000.61 (draft),
the V&V report was completed July 19, 2002. The USJFCOM accredited the JEF for use in
MCO02 on July 24, 2002.

Experiment Execution — Hybrid Terrain

Scenario driven, exercise requirements dictated a combination of simulation activities
that folfow the constructive/virtual/live approach to accomplish the experiment goals. A series of
modifications were made to the set of available Southwest United States data maps to allow live
force exercise events occurring on western U.S. training ranges to appear in the correct locations
(scenario-wise) on the virtual warfare maps displaying a make-believe world.

While certain components of the JFCOM modified terrain database effort were
conventional, the database tailoring and other specific requirements increased its complexity. In
particutar, M&S tools required a correlated “play-box, ™ which became known as the “hybrid
terrain, " that allowed for a
shared common view of the
constructive battlespace.

For consistency with
the experiment/exercise
scenarnio, the hybrid terrain
was required to exhibit the
following characteristics:
present the scenario on one

Senior
Mentors

468 Suffole

Live simulated 191 USE Cozonads geog[‘aphy to ensure one

warfight AN : \
Model Qutput L35 O s /f COP, create an environment
Resures areng ) e h\\f\i \(f | that supports both live and
Analysls Brogrom ) - < weaed S0 irtual action, create a
Joint Warfighters \Ilulependent\ )
,_/;f'i.ulmg.r\ | world that is NATO
L /\ | & releasable, use data from
N real-world
databases/sources.
Figure 14: MC02 Assessment Methodotogy Several special

MCO02 products including
several types of terrain, elevation, bathymetric and map data supplemented the real-world map
and terrain products, were developed to support use of the hybrid terrain.

Experiment Execution — Data Collection and Assessment

The data collection and assessment plan for MC02 was developed to support the concepts
and objectives investigated in MC02. The comprehensive JFCOM Experiment Analysis Plan
(JEAP) documents the plan for assessing MCO2 and provides an overview of the intent, scope,
concept, and methodology for that assessment.
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A key element of the plan was the breadth and depth of the available data sources. A
significant amount of quantitative data was collected from the experimental C'I systems, the
modeling and simulation federation, and the CIE. This data has provided a basis for the in-depth
analysis presented in Chapter 7. This analysis is further supported by robust qualitative data from
sentor mentors, trained subject matter experts, and warfighters (See Figure 14).

Sentor mentor’s provided input at daily, warfighting challenge-focused seminars, through
direct participation in three facilitated after-action reviews during the experiment, and by
submissjon of a comprehensive, consolidated report at the end of the experiment. SMEs,
embedded in each headquarters, provided structured observations and responded to analyst-
developed surveys. Military participants responded to targeted surveys and submitted unsolicited
comments and observations that allowed them to discuss experiment concepts and objectives
from the perspective of their position and expenence.
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Chapter 6 — Assumptions and Limitations

MCO02 was an extraordinary event, unlike any previously undertaken at JFCOM. It
combined real world and simulated forces and it combined training and experimentation
requirements. Beyond this, MC02 inctuded both technological and intellectual challenges, which
required Jeading edge solutions. Above all eise, the MCO02 experiment sought to repticate
warfare—a daunting task.

Two key documents established the basis for the conduct of MCO2.

Floyd D. Spence National Defense Authorization Act for FY2001 (Public Law 106-398):

“The Secretary of Defense shall carry out a joint field experiment in fiscal year 2002. The
Secretary shall ensure that the planning for the joint field experiment is carried out in fiscal year
2001. The purpose of the joint field experiment is to explore critical warfighting challenges at the
operational level of war that will confront United States joint military forces after 2010. The joint
field experiment shall involve elements of the Army, Navy, Marine Corps, and Air Force, and
shall include special operations forces. The forces designated fo participate in the joint field
experiment shall exemplify the concepts for organization, equipment, and doctrine that are
concetved for the forces after 2010 under Joint Vision 2010 and Joint Vision 2020 (issued by the
Joint Chiefs of Staff) and the current vision statements of the Chief of Staff of the Army, the
Chief of Naval Operations, the Commandant of the Marine Corps, and the Chief of Staff of the
Air Force, including the following concepts: (A) Army - “Medium Weight Brigades, ” (B) Navy
— “Forward-From-The-Sea, " (C) Air Force — “Expeditionary Aerospace Forces. ”

Report from the Secretary of Defense to Congress pursuant to Floyd D. Spence National Defense
Authorization Act of FY2001:

“MCO02 is designed to examine some key operational capabilities of the future forces of
the Army, Navy, Marine Corps, Air Force, and U.S. Special Operations Command (USSOCOM)
within a joint warfighting context against an adaptive, competent adversary set in the year 2007.
The experiment will yield doctrinal, organizational, and technological insights for potential
changes to future concepts and capabilities that will ensure our qualitative advantages over
potential regional adversaries in 2010 and beyond.

“The overall objective of this joint experiment is {o examine the extent to which the joint
force will be able to implement the primary concepts of JV 2020 (dominant maneuver, precision
engagement, full dimensional protection, and focused logistics) by conducting Rapid Decisive
Operations (RDO) within this decade. MCQ2 also serves as the primary venue to examine two
additional considerations. The first is to provide the Services and USSOCOM a joint operational-
Jevel context in which they can develop future core competencies and secondly to determine how
well the future joint force can actually work together. Improving the operational-level
interoperability of tuture joint forces is a critical objective of our overall joint experimentation
campaign and MCO02 specifically.

“The central warfighting problem that MCO2 will address is to determine how our joint
forces of 2007 can conduct RDO in a matter of days and weeks rather than months against an
adaptive, advanced adversary who possesses the capability and will to defeat U.S. Joint Forces.
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The context for the scenano is at the high-end fevel of a small-scale contingency where tensions
teeter on the verge of escalating into a major theater war if the adversary is not defeated.”

MC02 Assumptions

During the planning and execution of MC02, assumptions were made that could have an

impact on the conduct of the experiment and resulting analyses.
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General Assumptions —
Personnel assigned to the OPFOR, JTF and functional component commands would have the
requisite education, training and experience necessary to perform their duties
Warfighters understand knowledge management to include business rules, what knowledge
should be managed and how to use management tools
Sufficient training would be available to assigned personnel to allow them to become
familiar with the concepts and tools to be used during the experiment

Scenario Assumptions —
D-I-E efforts during pre-hostilities phases would not prevent crisis escalation to a state of war
Neither JTF, nor OPFOR would be atlowed to employ WMD dunng conduct of the
experiment
Scenano would not allow escalation to a major theater war
JTF and OPFOR equipment and forces would represent the technotogy and capabilities
expected to be available to them in 2007
An adaptive adversary would provide the JTF with a determined 2007 enemy

JTF Assumptions—
All operations would be unimpeded by real-world meteorological events
JRSOI would be completed within 48 hours after arrival
Real-world constraints were not experienced or imposed on JRSOI
JTF would have unhindered access to local and national ISR assets
JTF would have unimpeded access to the JOA

OPFOR Assumptions —
OPFOR would be allowed to operate freely within the constraints of the scenario, the
appropnate tactics, given the situation, its goals and the persona written for the OPFOR
players
OPFOR would be able to maintain communications with his forces and allies throughout the
experiment using non-standard, non-electronic methods such as: couriers, smoke, flags and
religious sermons
OPFOR would have the capability and resources available to ascertain JTF satellite
operating/coverage windows
OPFOR would be allowed to covertly mine the shipping lanes prior to MCO2 execution
OPFOR attacks on commercial shipping as well as civilian populations in neighboring states
would escalate throughout the scenario

Technological (Models and Simulations) Assumptions —

ONLY
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o A virtual landmass in California and Nevada linked to a geo-political database, to emulate
real-world reach-back capabilities, could be created (Hybrid Terrain Model) to establish real-
world, anti-access conditions against a capable adversary

o Live and simulated forces can be translated and integrated into a common operational level,
virtually replscated, real-world battlespace

o Federation of models and stmulations could provide the requisite fidelity for the conduct of
the experiment

MCO02 Limitations

During the planning, execution, and analysis phases of the experiment, all of the qualities
and requirements of MCO2 needed to be united to meet the experiment objectives. The result was
the existence of a recognized set of limitations that could influence the conduct of the experiment
and the validity of the results. Some limitations were the result of existing technical shortfalls.
Others, sometimes referred to as delimiters, were intentionally set to produce specific
opportunities to explore the concepts and meet the experiment objectives. Still other fimitations
were used to batance and prioritize diverse requirements. Consequently, limitations themselves
did not always indicate a negative impact on the validity of the experimental findings.

These comprehensive limitations area focal point of this report:
e MCO2 was a single, one-time experiment without multiple trials
o  MCO2 placed a high reliance on the outcome of adjudication, particularly for soft effects
e “Actors, " albeit knowledgeable actors, role-played opposing forces
» Differences existed between the actual concepts and the way they were operationalized in the

experiment

The first three of these limitations exemplify the difficulty of replicating warfare in an
experimentation environment. The fourth one is unique and is included for its high relevance in
assessing the value of the concepts. 1deally, the concepts would have been applied within the
experiment exactly as the concept developers envisioned them. However, since these futuristic
concepts often are ahead of available technology, surrogate systems were used to replicate
required concept capabilities, even though such systems may depart from the exact intent of the
concepts.

Other similar departures are the result of varying degrees of maturity for each of the
concepts. For the less-developed concepts, MCO2 represented a unique and valuable learning
opportunity that knowingly would affect their subsequent assessment. Thus, the assessment of
the individual concepts is relative to the degree to which they were accurately applied in the
experiment.

Participants, analysts, and experiment controllers worked within these specific imitations:

Scenario Limitations —

The MCO2 scenario was built deliberately to represent a future warfighting scenario,
inctuding time frame, threat, and corresponding geographic area. To that end, these scenario
limitations were applied dunng the experiment to meet experiment objectives:

o Multi-national coalition military forces were not included
o Escalation to use of weapons of mass destruction was not allowed
o The use of a year 2007 scenario prevented the use of a “true” baseline
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o  Weather was not permitted to disrupt operations

» A hybnd, mixing of geographical regions, terrain was used

e Manually generated key events exiracted from the master events scenario hist were used to
stimulate force actions

Experiment Design Limitations —

o Simulations were used to replicate force movements, systems, and engagements

o Individual simulations had varying degrees of functionality and their output had varying
degrees of fidelity

o Surrogate systems were used to replicate required concept system capabilities

o The JTF’s experimental command and controf network was a self contained and isolated
network

e The OPFOR command headquarters staff was not robustly staffed

o The OPFOR command and controt network was not completely replicated

o (ombatant commander, other agency and reach back organizations were mimimally staffed

o Timelines associated with the employment of real world forces had to be adhered to

e Assessors used some intrusive means to collect data

e Human adjudication of simulation results was required

e Participant training and knowledge of the concepts was less than could be expected upon
fielding of the concepts

o JECG exercised selective control over opposition force activities

Concept Limitations —

For the duration of MCO02, the concepts were employed at varying degrees of
development. In addition, certain concepts required the use of specific, yet-to-be-developed
tools. Thus, resuiting concept limitations included:

o A Joint Task Force and specifically a JTF headquarters perspective dominated the assessment
of the concepts

e The CIE did not include decision support tools to the degree the concept envisions, open
source information was not readily available and reach-back to centers of excellence and
knowledge sources was limited

e The ONA tool was marginally populated with information at the beginning of the experiment

o Effects generated as part of ITF’s Effects-Based Operations might not be recognizable within
the time frame of the experiment
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Chapter 7 — The Findings

Figure 15: The Armmy’s newest fighting vehicle, The STRYKER got a workout dusing MC02
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Assessment Area 1 — Establish and Maintain Information
Superiority (I1S)

Overall Assessment Results

“Know your enemy and know yourself and you can fight a hundred battles without
disaster.” Sun Tzu

Establishing and maintaining Information Superiority was one of the five MC02
objectives. Achievement of this objective was identified as being necessary for the JTF to
conduct Rapid Decisive Operations.

Experiment results indicate that the JTF established and maintained Information
Superiority in the form of superior information reach and richness. This superiority was
established and maintained over the OPFOR except during the period of an adversary surprise
attack and during an amphibious landing. This finding, while in part subjective, can be
substantially validated. This conclusion is further supported by the ITF’s demonstrated ability to
conduct continuous operations. Achievement of this objective ts viewed as a requirement for
RDO.

To be effective, military commanders must be able to
understand, decide, and act. The ability to disseminate timely
and accurate information, such as the Commander’s Intent,
through a collaborative information environment significantly
enhanced these actions. This was a primary factor in

Overall Assessment
~ Results

» JTF established

and maintained IS...

» RDO informatio

advantageously positioning the JTF with respect to information. e e
requirements met ...

» CIE primary factor
in successful info
dissemination...

» Collaborative
sessions produced

Figure 16 illustrates the perceived relative informational
posttions of the JTF and opposing forces, JTF-South. This
advantageous position supported the execution of RDO.
Rapidity of operations was derived from the ability to execute
rapid planning in response to a changing operational
environment. Decisiveness was fostered using shared awareness
and shared understanding to the degree that synchronization of
forces could occur. These capabilities were most visible during
the JTF’s island operations. In that instance, the planning
process was initiated when the CJTF disseminated his intent to
the JTF staft and components during a collaborative session.
This session, which was supported by the collaborative tool,
produced shared awareness and understanding with respect to
CITF intent. This session formed the foundation for the
subsequent rapid pianning. This foundation consisted primarily
of accurate and dispersed information. Leveraging the same
collaboration tool, the JTF and component planners were able
to execute a planning process for a relatively complex joint operation in 24 hours. The plan,
consisting of synchronized use of force, was successfully executed in the simulated environment.

Of specific and special value was the ability of the JTF staff to provide the CJITF with
appropriate information and a very high confidence level that he understood “the situation.” A
high levet of confidence is a prerequisite for rapid, timely, and sound decision-making.

Across the participants, subject matter experts, and senior concept developers (SCDs),
there was consensus that, of the experimental concepts, the CIE contributed the most to

shared awareness...

» Provided the CJTF
with appropriate
information at a very
high confidence
level...

» CIE contributed the
‘most to achieving and
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achteving and maintaining IS. Figure 17 depicts the JTF perspective on the contribution of the
CIE to achieving IS. Additional supporting evidence is contained within the findings,

Both warfighting challenges associated with the Information Superiority objective were
sufficiently addressed and achieved. Of note, the ability to provide a high level of situational
awareness with respect to own force intent in a changing operational environment was

demonstrated.

Methodology

No specific conceptual process was intended to be a panacea for the achievement of
Information Superiority. Instead, the concepts in total, their supporting surrogate systems, and a
set of standard processes would contribute synergistically to the result. The Collaborative
Information Environment, Operational Net Assessment, Standing Joint Force Headquarters, Joint

Interagency Coordination Group, and
Jotnt Intelligence Surveillance and
Reconnaissance concepts were
recognized as probable contrbutors to
achieving Information Superiority.

To assess the achievement of
Information Superiority, anafysts
working with concept developers
identified two Warfighting Challenges.
Each addressed basic functionalities
that were relevant to the concepts and
surrogate tools. These functionalities
were developed from the USJFCOM
concepts of CIE; Joint Interactive

Relative Information Positions

@

Information
Reach

—
<
-
<

JTE-S

Low Information Richness

Figure 16: Relative information position

Planning (J1P); and CROP; existing Information Superiority definitions; and, later from DoD
Command and Control Research Program (CCRP) publication, Understanding Information Age
Warfare, published in September, 2001. A central theme in the assessment of this objective

became the paradigm that shared
information leads to shared awareness,
which contributes to cofiaboration
leading to synchronization of forces on
the battlefield. This theme would be
used to mitigate problems assoctated
with evaluating the quality of JTF-S
information and retain a disciplined
assessment process.

Analysts, working with the
concept developers, then separated the
warfighting challenges into supporting
tasks and subtasks. At the task and
subtask levels, appropriate data
requirements were developed against

Participant: View oo Which:Concept Contributed {he Most to
Achlaving and Maintainihg Information-Superiority
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Figure 17: Participant View on Concept Contribution

which experimental data could be collected. This effort was finalized in the form of a data
collection matrix that contained all the necessary information to support the data collection plan.
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External
Organizations

Joint Exercise

Control Group
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Joint Task Data Bases
* Force
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Figure 18: Experimentation Information Flow into the Joint Task Force

Data was cotlected from five primary sources: participant surveys, subject matter expert
surveys, senior concept developer input, post-experiment interviews with participants, and
electronic data captured from TWS logs, e-mail logs, results from the digital collection analysis
and review system (DCARS) and web trend results. Figure 18 depicts the flow of information
into the JTF during the experiment. These flow paths were part of the experimental design. It
should be noted that the JECG was instrumental, and active, in determining the quantity and
quality of information reaching the JTF.

Equivalent information flow paths existed for the opposition forces, JTE-S. The JECG
was also active in restricting or directing participant actions as part of its control and
adjudication functions. Other assessment constraints included actual JECG and modeling and
simulation capabilities. These constraints caused periodic artificialities in the quantity and

Assess Quality of Information
(Richness and Reach) ——p

Assess utility of Assess ability to dessiminate
Information Information

Assess ability to develop_ Assess ability to conduct Assess the abilty to
shared awareness ™ continuos operations synchronize operations

Figure 18: Information Supenority assessment process

quality of information provided to the pasticipants. A final constraint was JTF-S did not use real-
world systems for command and control. This was monitored and compensated for by JECG.
Compensation methods included built-in delays between receipt of orders and actual CITF-S
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force movements. It was within this context that the achievement of Information Superiority was
assessed.

Due to the above constraints, 1t was not feasible to assess the quality and attributes of
CJTE-S information. Consequently, a direct comparison of JTF information levels to CJTE-S
information levels or their respective informational needs was not feasible. In place of this, a
focus was placed on assessing JTF information and the JTF’s ability to use information to
support operations. The resultant Information Superiority assessment process is shown in figure
19.

The final element of the assessment process was extracting data from the baseline, and
comparing it to the MCO02 results. These extractions are representative of traditional JTF problem
areas relevant to the achievement of Information Superniority. The comparison identified gains
and losses in JTF capabilities. Theoretically, these gains and losses would be attnbutabie to the
implementation of one or more of the concepts being assessed. However, the exact cause and
effect relationships between concepts and changes in JTF capabilities or performance could not
be identified due to the large number of concepts being assessed and the complex relationships
between them.

The Information Superiority objective was broken down into two warfighting challenges.
These were viewed as being relevant to demonstrating the potential impact of the experimental
concepts and their importance in achieving and maintaining Information Superiority.

Warfighting Challenge: Ability to provide situational awareness throughout the JTF

The first of two warfighting chailenges, which is identified above, involved the
achievement of situational awareness, a product of information richness and reach. This
challenge’s two associated tasks and corresponding findings are listed below.

Task: Maintain and distribute a timely and accurate relevant integrated picture of JTF
units, locations, status, and actions

Task: Determine and disseminate fimely and accurate information on relevant adversary's
operational capabilities, location, courses of action, and intentions

Warfighting Challenge: Ability to use the CROP and collaboration to enhance JTF
operations

The second of two warfighting chatlenges, identified above, involved enhancement of
JTF operations, an indirect product of collaboration and use of the CROP. This challenge’s
associated tasks and corresponding findings are listed below.

Task: Use information to prevent surprises by the adversary
Task: Use shared awareness and collaboration {o maintain operational tempo
Task: Use shared awareness and collaboratton to facilitate synchronization of forces

Finding 1> As a result of operating in a CIE the CJTF was able to attain a high state of
situational awareness.

This finding results directly from specific CITF comments describing his level of
situational awareness and corroborating evidence. The CJTF firmly stated that the CIE ensured
that his Commander’s Intent “was distributed to his forces.” Feedback from the same system
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provided the CJTF with assurance that his intent was understood, and that follow-up actions,

consistent with his intent, were occurring,.
The result was that the CITF, irrespective of any existing intelligence deficiencies or

unknowns, was extremely confident that he understood the current state of his own forces and
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Figure 20: IWS Conference Room use described

the direction that they were
heading. This knowledge provided
him with a high fevel of
confidence. The JTF’s opinion was
deemed accurate and was fully
supported by the senior concept
developers and subject matter
experts. They further expanded
this into the realm of decision
superiority. They concluded
decision superiority is a function
of the commander’s confidence in
his staff and subordinate
commanders. The CIE established
the conditions to permit this. Not
to be lost in this 1s the importance
of the contributions to awareness

made by the COP, which is residing in the CIE. This condition is speciftcally addressed in

Assessment Area 9.

The two primary vehicles for the accurate dissemination of the JTE’s intent and guidance
were the daity commander’s update briefing and the Joint Coordination Board. Each was a battle

rhythm scheduled event, heavily attended by JTF members in the virtual environment created by
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Figure 21: The information availabie in the CIE was sufficient to maintain a high level of awareness
regarding both the friendly and enemy situations at all times.
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IWS, the surrogate collaboration tool. JTF attendance for these events, shown in figure 20,
confinmed the JTF’s opinion that his word was getting out. In addition, the ITF’s ability to
broadcast was maintained when he physically departed the headquarters using the Joint En-route
Mission Planning Rehearsal Systesn — Near Term (JEMPRS-NT).

The investment in man-days, as depicted by the graph in figure 20, was the source of
discussion among senior concept developers and participants. Two concerns arose; people
needed time to think, and they needed time to work. Given the priceless nature of JITF’s
stituational awareness and understanding, this “cost” or one of similar magnitude is probably
warranted. The CJTF thought the value gained outweighed the cost of the man-hours incurred by
attending his cotlaborative sessions.

A representative cost in achieving the commander’s high state of situational awareness
can be calculated in the form of JTF manhours expended in these briefings. A conservative
application of the data, in which 50 percent of the users are non-JTF members, indicates a
minimum of 50 eight-hour man-

days per day, or based on a 12-hour Headquarters Effectiveness Assessment Tool Results
experiment day, 33 man-days per
day invested in these meetings.
This level of effort was spread
across the JTF HQ and component
commands. It should be recognized
that significantly more than just
achievement of the JTF’s
situational awareness was
accompiished during these events.
Finally, further comments
on decision superiority are
warranted. It became evident during
the experiment that decision
superjority was a very impostant
idea and that a process was needed

individua(@ Group
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025 -
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for the JTF to assess its ability to
make better, faster decisions as Figure 22: HQs effectiveness assessment tool results
compared to those of the adversary.

From this, the senior concept developers’ notion, there emerged a recognized need to first
address “knowledge readiness” and how it contributes to the idea of overall “decision
superiority.”

Finding 2» While operating in a CIE, the JTFHQ and component staffs were able to
attain a high state of accurate and timely situational awareness.

A crittcal prece of evidence that supports this finding s drawn from the previous finding.
That is, if the JTF has an accurate, complete, and timely picture of the Commander’s Intent, then
it has achieved a significant degree of situational awareness. The evidence that this occurred is
included as part of the preceding finding.

Both the SMEs and the participants themselves support the finding. As shown in figure
21, both the JTF (64 percent) and the SMEs (85 percent) agreed that the information available in
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the CIE was sufficiently rich with respect to quantity and quality to maintain a high level of
awareness of both the friendly and enemy situations,

To substantiate that the data was sufficient to maintain situational awareness, analysts
periodically examined the contents of the JCB and commanders update briefs for accuracy.
Individual JTF members were also periodically queried on the sttuation during the experiment.
The results indicated that the contents of the JCB and commanders briefs, shown as the group
results in the figure 22, accurately reflected ground truth. The JTF was able to accurately portray
the sttuation in these briefs. It had achieved a high state (>.75) of situational awareness.

The group results are relevant to this finding. The situational awareness scores for
individuals are included because of what they might suggest. Individual sttuational awareness
scores remained constant and were considerably fower than the group scores. Partial rational for
this is that JTF members focused their awareness on their specific functional areas and group
situational awareness was achieved through the addition and integration of individual awareness
levels, which was made possible by the CIE.

In addition, the graph suggests that the CJTF is in the best position and the one most
likely, to achieve the maximum level of situation awareness. This afterthought supports the
concept of commander-centric operations. The commander is in the best position to integrate the
availabte information and achieve the highest awareness |evel. It is also the commander, who in
all probability has the greatest experience; experience supports accurate decision-making.

Finding 3» The increased visibility of information within the JTF produced an informal,
but active information error detection and correction capability. »

By design, information contained or originating in the CIE was accessible to all members
of the JTF and observation two corroborates that. In addition to and consistent with the design
approach, JTF personnel were not procedurally constrained from accessing information. JTF
personnet listened in to collaborative sesstons not only when directed but also on their own
accord. The viewing of CROP information outside of their immediate organization was similarly
unconstrained. Consequently, information was extremely visible. Many individuals, each with
his own perspective, were able to view and scrutinized large quantities of information. This had
the effect of creating an informal information validation process.

An example of this occurred during a commander’s daily update briefing that focused on
the status of CJTF-S forces on several islands and is provided in figures 23 and 24. The text in
each figure is copied from different IWS virtual locations, the JISC, and the INTEL rooms. The

JTFCOLLECTIONSOFF (4) (2:09:55 PM): JFMC: ADM "DELETED" just briefed that you ail have
indications of a "DELETED" radar on "LOCATION DELETED" Is this correct?

JEMOpsintei (2:10:19 PM): THAT IS CORRECT.
TECOLLECTIONSOFF (4) (2:10:50 PM): What kind of report?
JFMOpsintel (2:11:09 PM): "Report Type Deleted”

JTFCOLLECTIONSOFF (4) (2:12:00 PM): Did you cue a "Deleted” asset to confirm presence of any
other forces?

JFMOpsintel (2:12:34 PM): YES. A TST HAS ALSO BEEN SUBMITTED.

Figure 23: JISC Room Chat Text

meetings in these rooms were being held concurrent with, but independent of the commander’s
daily update briefing. The text reveals that the JTF collections officer was able to validate the
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JEMCC’s information concerning radar emissions by communicating with the JFM ops-intel and
[JTFRFIMAN within 59 seconds. Prior to this, the ITF coliections officer’s database did not
include this relevant information and consequently he thought the new information might not be
accurate. This information was then added to his database. Due to the transparency of the
information databases, the JTF collections officer, while attending the commander’s brief, was
able to do this.

If developed further, this discovery could have important and favorable ramifications on

JTFCOLLECTIONSOFF (2:08:54 PM): JFMC: ADM "DELETED" just briefed that you all have
indications of a "DELETED" radar on "LOCATION DELETED." Is this correct?

2:11:59 PM: ANLISDEP is now in the chat session.

IUTFRFIMAN (2:13:44 PM): JTFCOLLECTIONSOFF—I know we received a "Deleted” hit from the
islands

JTFCOLLECTIONSOFF (2:14:56 PM): Roger, { already confirmed with JFMC. They have established
a TST there as well

Figure 24: Intel Room Chat Text

developing Information Supenority and on the ability to conduct operations in the information
age. As future information requirements are met and the quantities of information exceed what
might be astronomical numbers, an equally robust information validation capability is desirable.
Many eyes emanating from uniquely different reference points and focused on the same piece of
information, as was the case in MCO2, provides a new means of validating information. If this
technique can be formalized, harmmessed, conceivably through training, then it may be of value. It
is comparable to increasing the number of quality assurance inspectors peering over the
production lines in a factory. Here, the product ts information. Again if hamessed, the capability
may hold value in determining what is the “truth. ”

Finding 4» While operating in the collaborative environment the JTF was able to
minimize, but not prevent, surprise attacks by opposing forces.

This finding is based on an instance in which the JTF did not have Information
Supeniority. At the end of Spiral 3, the planning phase of MCO02, the JTF had identified the threat
of a surprise attack by CJTF-S as the number one item on its’ integration matrix. In fact, in the
experiment CJTF-S did plan and execute a major preemptive attack against JTF forces. This
attack ultimately caused the sinking of several JTF ships and became a primary source of
controversy. Additional detail surrounding this surprise attack against the JTF includes both the
CJTF and the JEMCC stating they thought the CJTF-S forces would conduct a preemptive
attack. JFMCC had identified this JTF-S course of action in Spira} 3 and the CJTF, on the
morning of the attack. After receiving the CJTF recognition of a high probability of attack, the
JTF staff was unable to adequately validate JTF-S intentions in the short time frame, three hours,
that it had available. At this point in the experiment, the JTF was still at the infancy stage in its
ability to use the experimental C*1 tools.

The controversy that ensued centered on shortfalls in experiment design and simulation
capabilities. Examples include; a time lag in intelligence, surveiilance, and reconnaissance
information being forwarded to the JTF by the JECG early in the execution phase of the
experiment, unrealistic response cell actions in particular the positioning of JTF ships and the
actual attrition results produced by the simulations. Given these shorttalls, JECG adjudication



U.S. Joint Forces Command Millennium Chaltenge 2002: Experiment Report

reduced the initial number of ships that the simulations had reported sunk to a level that would
permit a less turbulent continuation of the experiment. In doing so, the JECG adjudication
validated the surprise attack.

However, the result does warrant some further comment. CJTF-S stated that he chose to
conduct the preemptive attack because he was (sttuationally) aware of the JTF’s ability to
conduct rapid and decisive operations. He calculated a preemptive attack as being his best course
of action. This was the CITF-S’s dominant strategy, in that it produced his perceived highest
probability of success. The concern is that a RDO capability will drive the decision process of
opponents in other scenarios to the same conclusion. If this is the case then the refevancy of
assured access should be elevated to mitigate the impact of an increase in the probability of
preemptive attacks on JTE’s conducting Rapid Decisive Operations. Furthermore, and with
respect to achieving Information Superiority it may be wiser to achieve it prior to rather than
during the execution of Rapid Decisive Operations. This would also tend to offset an increase in
the probability of preemptive attacks on JTF’s conducting Rapid Decisive Operations.

Following the events associated with the preemptive attack, the JTF was able to quickly
adapt to its plans. This is the best indicator that the JTF had reduced its probability of being
surprised. Of the 35 fragmentary orders (FRAGO) issued by the JTF, only one was the result of a
“surprise,” that being the previously discussed preemptive attack.

Furthermore, potential CJITE-S actions were always included as part of the Joint
Coordination Board. A specific section of the brief was dedicated to thts. The presentation
methodology had the presenter role-playing the CJTF-S. During the briefs, the CJTF provided
his view of what ITE-S’s next acttons would be. Predictions of JTF-S actions became
commander-centric, which was facilitated by the CIE.

In total, the JTF continually attempted to prevent surprise by collaborating on potential
future JTF-S actions. The CJTF, himself, was part of this collaboration process. The impact was
a Jack of reactive, JTF-S-induced, FRAGOs.

Finding S» The JTF was able to use shared awareness and collaboration to gain and
maintain high operational tempo.

During the experniment, the JTF was required to plan and execute operations that would
generate seven different effects. The use of effects as opposed to missions, objectives, or tasks is
consistent with the Effects-Based Operations concept. In addition, the combatant commander
increased the scope of the initial JTF mission by requiring the JTF to resolve the threat posed by
the weapons of mass effect. Senior concept developers considered the size and complexity of the
resulting operations to be high relative to previous exercises.

In order to maintain operational tempo, the JTF used FRAGOs to refine the direction of
the operation. Figure 25 shows the rate at which FRAGOs were issued and implicitly the
responsiveness of the JTF. During operations, the JTF issued 37 FRAGOs. As mentioned
previously only one FRAGO was reactive in nature. All others were attempts to maintain
operational tempo in light of the emerging, daily, changes in the operational environment. The
need for a FRAGO was normally identified during the daily, CIE enabled, meetings with the
CJTF. Each FRAGO was then produced and disseminated within the CIE.

An example of this was the repriontization of the effects listed in the Prioritized Effects
List (PEL), in order to eliminate JTF-S’s command and control capability. This action was done
in response to indications that JTF-S was successfully commanding and controlling his forces.
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Finding 6 The JTF was able to use shared awareness and collaboration to synchronize its
forces.

The strongest, and most easily depicted, evidence that synchronization of forces occurred
was the JTF’s offensive operation against the islands on day D+12. In his summary, JFLCC, the
supported commander for the operation, described the air portion of the operation as follows:
“We had a USMC air operations cell
directing USAF and USN aircraft in JTF FRAGOs
support of USA ground operations.”
This accomplishment was achieved
because of a plan derived from a 12-
hour collaborative planning session.

In addition to the specific
incident cited above, participants and
SME:s also acknowledged through
survey results and comments that
operations were synchronized.
Perspectives on the degree to which
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synchronization was achieved were Expenment Day
obtained using surveys.
The data is presented i a Figure 25: JTF FRAGO described in data reduction

quantified format in figure 26. A direct

method was used and it querted participants and SMEs as to what degree they believed
synchronization occurred. The lines in the figure indicate these resuits. They show a level of
synchronization that averages approximately .4 on a scale of minus 1, for conflicting, and a
positive 1, for fully synchronized. An indirect method was also used. Here, participants and

- e SMEs were queried as to what degree
ynchronization Levels . .
_ each component was synchronized with
Synchronized , .
14 | the other components. A pair wise
0.8 - | comparison was done with these results
0.6 - ;
0] . . 5 g and they are shown as dots on the. grgph.
03 | | These results show that synchronization
ol . .| occurred (value greater than 0), and that
021 ot Sibo Je—— | thelevel can be characterized as
0.4 | approximately 45 percent (.45 of 1.0) of
3—? Force | maximum synchronization. Both methods
Al o SsvE g Panticipant | produced Qearly _equa[ results and provide
Confiicting corroborating evidence that supports the

JFLCC’s comments.

[n summary, the findings support
the conclusion that the tasks associated with the warfighting challenges were accomplished with
the notable exception the task—being able to completely prevent surprise. The findings were
derived from a mix of qualitative and quantitative data. The data suggests, that with less than
perfect information, the JTF was able to aggressively share information, collaborate, maintain
operational tempo and synchronize its forces. The evidence further indicates that these successes
were inextricably linked to the capability provided by the CIE and most notably the collaboration

Figure 26: Synchronization levels
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capability. In turn, the warfighting challenges and the achievement and maintenance of the
Information Superiority objective were met.

Finding 7» Information requirements will grow with the adoption of EBO.

The EBO concept requires the JTF to assess the achievement of effects. In performing
this assessment function, information requirements not normally associated with traditional ISR
operations and capabilities are likely to be encountered. As currently structured, this function is
additive to existing battle damage assessment requirements. Effects assessment i1s difficult,
especially relating to the
intangible nature of many

Richness of Informationh in COP

100% effects such as information,
Information on JTF B rformation on JTF-S economics, and social

networks. Both senior
concept developers and
subject matter experts
made these observations.
In today’s
information age, we have

Acceptable
g
ES

% of JTF Respondants Believing
the Information Attribute was

25% )
the opportunity to replace
the inefficient application
0% ' —_— — of mass that was based on
Accuracy Timeliness Completeness uncertainty, to a more
N=100 Information Criteria precise apptication of

national power based on

Figure 27: Richness of information in the COP, on both friend and foe, knowledge. Effects-Based
was considered acceptable by a majority of JTF staff members. Operations has the potential

to be the “operational art of the information age.” It is apparent that with this will come
additional demand for more information.

Other Observations

Observation 1: Information provided to the JTF through surrogate systems used in the
experiment was of sufficient richness to maintain an accurate and relevant integrated
picture.

The richness of the JTF s information was assessed using four prunary criteria: accuracy,
precision, timeliness, and relevancy. The participants and the subject matter experts provided the
data relevant to this observation.

The primary information repositories examined were the experimental COP and the
CROP. For purposes of simplicity, the COP equates to the window into the Global Command
and Control System (GCCS), where friendly and opposing forces were displayed and tracked and
the CROP was the web portal used by the JTF to post and display relevant information. Detailed
descriptions of the COP and CROP can be found in the Collaborative Information Environment
section of Chapter 3, Concepts. The richness of the information available within these systems
was highly dependent on the quality of the data provided by originating sources such as Joint
Intelligence Surveillance and Reconnaissance (JISR). The primary information dissemination
system examined was a surrogate collaboration system, InfoWorkSpace (IWS) 2.5.
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With respect to information accuracy, timeliness, and completeness participant views on
the richness of JTF and JTF-S infonnation contained within the COP, was characterized as
acceptable by more than 60 percent of the respondents. This is shown in the preceding figure,
0% | figure 27. The implication is that

: the COP, even with surrogate
| , systems, presented information at
75% _ | acceptable levels. This information

was used primarily to monitor both

friendly and hostile forces.

] Perticipant Bl Subject Matter Expert

Using stmilar criteria, as
shown in figure 28, JTF
information contained within the
— | CROP, using as its surrogate
SharePoint Portal Server, was
characterized as being slightly less

50% !

Acceptable

25% +—

% of Respondents Belleving Attribute was

0% +—d

Ac.cura ‘_Tlmelis_ asmpleess— Relecy acceptable. On average, 44 percent
N=175 (Participant) Information Critefia found the mformatlo‘n.to be
N=40 (SME) acceptable. The participant data
Figure 28: Richness of information in the CROP revealed that the CROP information

was not as timely or compiete as
information contatned within COP. However, as shown in the same figure, the SME perception
of information in the CROP was higher. On average, 62 percent found it acceptable with respect
to the criteria, with its relevancy being considered acceptable by more than 75 percent of the
respondents. The
combined information
richness data for the
COP and CROP 100%
reveals that the JTF
did not have, or
possibly could not
find, all the
information it desired,
when it desired it.
However, the

surrogate systems did . =
5 y a% I ] :

demonstrate a > -
ca abi]sit to meet the Strongly Disagree Agree Strongly
paotiity Disagree Agree

JTF’s informatson N=236

requirements. It can be  Figure 29: Most ihought the quality of the CROP improved with time
expected that the

overall richness of the information will improve as surrogate systems are replaced with
productton models and personnel become more adept at using the systems. The data in figure 29
1s a soft indicator of this. It shows participants believed that the quality and quantity of
information contained in the CROP improved as the experiment proceeded and suggests
improvements in inforimation guality are achievable.

The gquality of CROP Information Improved as the
Experiment Progressed.
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To further assess the quality of the
1 information, subject matter experts were

1 asked to qualify the utility of the

1 information with respect to the JTF’s

5% 1 planning and command and control

1 functions. The results are shown in figure
30. Here, seventy-five percent of the
subject matter experts believed that
friendly force information contained in the
CROP was adequate for planning and
command and control, and 55 percent

] believed that opposing force information
e T SRR was adequate for the same functions.

- Type o Iforrrgon In summary, information contained
| in the CROP and COP, while not perfect,
was rich enough for the JTF to perform its
primary funtions.

Utility of informeition in the CRCP

10096

and Control
g

5% {—n N

% of SME believing that Information was
Satisfactory for Planning and Command

Figure 30: Utility of information in the CROP

Observation 2: Information provided to the JTF through the surrogate systems had
sufficient reach to distribute an integrated picture.

?
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Figure 31 A & B: Patrticipants’ use of IWS peeked during the Island Operations campaign (left), which
corresponded with high levels of e-mail use, shown at right

The CIE and supporting surrogate systems used to disseminate information were
designed to maximize connecttvity and information accesstbility. As shown in figure 32 the
participants identified the collaboration system, IWS, and e-mail as their primary means of
gaining access to information.

IWS provided synchronous information dissemination and access capabilities. E-mait
provided the equivalent capabilities asynchronously. Both of these systems provided virtually
unconstrained connectivity for JTF personnel and organizations. System reliability rates for both
were high. Reach-back, communications outside of the JTF, was constrained by experimental
design.

Usage rates of the two systems are depicted in the two figures 31A and 31B. The graphs
demonstrate steady continuous use of and reliance on both systems. This supports the data
contained in figure 32. A 53 percent increase in IWS usage occurred on days Day+10 and D+11.
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This 1s reflective of the addittonal information needs necessitated by the requirement to plan for
the istand operations.

A 20 percent spike tn e-mail usage was recorded for this same time frame. In total, the
two systems provided a persistent means of communicating, moving information, across
organizational and geographic boundaries during both high and fow optempos.

Of special note is the
difference in the size of the
IWS and e-mail usage
sptkes during the planning
for the island operations,
days D+10, and 11. The 53 75% -
percent increase for IWS as
opposed to the 20 percent
increase for e-matil provides
strong evidence that TWS
was the primary planning
tool for this operation. This
conclusion is consistent
with SME observations. Its

significance cannot be

understated as it validates D

the coliaboration system, o +— T B - . — . —-[:I -

IWS, as a planning tool. SPPS  ADOCCS MS  Emal Teepghore Other
The use of data and Participant Response

the inherent capabtlities of =320

the two systems support the

finding that the JTF was able Figure 32: Tools, which provided the most useful information

to and did disseminate

needed information widely and readily, with sufficient reach, across the JTF.

100%

S0% -

% of Responses

25%

Observation 3: The JTF was unable to use the formal information validation process as
described in the Knowledge Information Management Plan (KIMP) because it was not
feasible.

The KIMP provided a detailed process that was to be used by the JTF to qualify the
refiability, currency, and completeness of information. This process was called the information
confidence convention. Ideally, and in accordance with the KIMP, individual JTF members
would individually qualify information that they had generated.

During senior concept developers meetings, discussions with the subject matter experts
and post experiment interviews with the participants it was obvious that the information
confidence convention was not used. Knowledge managers, a pivotal position for information
assurance, described the proposed convention as tmpractical and too time consuming to
implement. At times, it did not seem possible to validate specific information. In other cases, the
relationship between refiability and currency became probfematic. Everything gets old and the
operating environment is dynamic. The JTF was not able to rectify the problem.

Senior concept developers validated the need for an information confidence mechanism.
They noted that there were instances when bad information had been dispersed throughout the
JTF. The potential for this to affect operations caused legitimate concem among the senior
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concept developers. The logic behind their concern was that bad information was worse than no
information. In summary, as we move further into the information age, and the quantity of
information handled by the JTF grows, 1t is not feasible to assume information confidence levels
can be assigned satisfactorily using a process that is primanly a manual process. This is not to
say the process should not involve members of the JTF, but rather that the integrity of the
process can not depend fully on the actions of individual JTF members because the quantity of
information and the corresponding amount of effort required to perform the task is likely to be
too high.

Observation 4: There may be a conflict between the time required to gain the maximum
benefit provided by an abundance of information and rapid operations.

This observation was derived from senior concept developer comments. The rationale
was that the maximum benefit of an abundance of refevant information could only be attained
through deep reflective thought, which requires time. The JTF operational, rapid, tempo did not
permit this. Although the exact speed at which operations are supposed to occur is not defined in
minutes and hours by the RDO concept it implies faster is better. It should be recognized that
“permitting” time for reflective thought ts potentially counterproductive to “rapid” operations.
The two may be at odds with each other. It is conceivable that the experiment environment
contnbuted to or exacerbated the problem.

Nonetheless, this finding recognizes the physical limitations of the human mind. Implied
within this finding is that the CIE was successfui to such a degree that it mnay have outpaced the
thinking capabilities of the JTF.

Suggested compensating actions included use of reach-back capabilities and
incorporation of decision support tools. It is not clear to what degree these compensating actions
will mitigate the problem, if one exists. Another alternative is the emergence of pattern
recognition as the primary decision making process, as opposed to the classical approach of
evaluating pros and cons, for rapid decisive operations. This points towards achievement of
commander-centric operations as being critical, as it is the commander (minus information
available through reach back), who has the most experience and will be best able to recognize
patterns.

A key leamning point when transitioning from a staff-centric operation to a commander-
centric operation is the need for time to think. The concept of the battle rthythm was brought
forward by the JTF because no one could conceive of operating any differently. What no one
realized is that the current battle rhythm is focused on production (documents, plans, etc) where
in a commander-centric operation, the focus should be on decisions, or at least informed
discussions.

Observation S: Achievement and maintenance of Information Superiority in support of
RDO is manpower intensive.

There was considerable evidence that selected JTF members were “over worked” because
of the combined requirements to participate in collaboration sessions and support planning and
execution of operations. This cannot be overstated. However, survey results indicated that time
spent in cotlaboration sessions favorably supported the completion of planning and operational
tasks. There is a legitimate, but hard to understand ditemma. In addition, it should be noted “over
worked” personnel are not conductve to knowledge-centric operations where alert minds are a
valuable commodity.
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Some of this effect could be mitigated using extensive reach-back capabilifies. Additional
solutions may reside in battle rhythm, staffing, and process changes. Resolutton of this problem
will be necessary to reliably execute Rapid Decisive Operations in a knowledge-centric
organization.

Relationship to Other Objectives

Other objectives associated with RDO were Setting Conditions, Assured Access, Effects-
Based Operations, and Agile Sustainment. Joint Vision 2020 identifies those qualities associated
with Information Superiority as precursors to and enablers of the desired capabilities of force
protection, maneuver, fires, and logistics. A parallel relationship existed in the experiment
between the Information Superiority objective and the four other experiment objectives.
Information, preferably Information Supenority, was necessary to achieve the other objectives.

A controversial event in the experiment was the preemptive attack by JTF-S on the JTF.
In spite of the controversy, this event provides insight into the relationship between Information
Supertority and the objectives of setting conditions and assured access. Accurate information
about the intent of CJTF-S was required to prevent or avoid the preemptive attack. Conversely,
JTE-S did know that the JTF had a rapid and decistve operational capability. As stated by the
CJTE-S, this was sufficient to influence his decision making process. His resultant decision was
to conduct a preemptive attack. That attack occurred during the condition setting phase and
placed access at risk. The preceding description of events is a brief but relevant portrayal of
events.

The CJTE-S decision to conduct a preemptive attack is interesting in its own right with
respect to Information Superiority and Rapid Decisive Operations. The implicatton 1s that a rapid
and decisive operational capability, while potentially a deterrent to an adversary, provides the
enemy with knowledge that he is currently vulnerable to imminent attack and defeat. This
knowledge dictates that his dominant strategy will be to attack first. This provides him with the
greatest, and perhaps only, possibility of winning,.

Relationship to Concepts

As previously shown, achievement of the Information Superiority objective was
perceived to be attributable to the impact of multiple concepts. These concepts were the
Collaborative Information Environment, which has been addressed, the Standing Joint Force
Headquarters; Operational Net Assessment; Effects Based Operations; and Joint Intelligence,
Surveillance, and Reconnaissance. Although not identified by the participants, other data
identified the Joint Inter-Agency Coordination Group as an information source and consequently
a contributor to the achievement of Information Superiority.

Standing Joint Force Headquarters (SJFHQ)
- The Standing Joint Force Headquarters supported objective achievement through the general
military knowledge and regional specific knowledge of its members. It provided intellectual
capital and advanced system operating skills required to function in a CIE. Evidence of each is
provided in Assessment Area 6

Operational Net Assessment (ONA)
- The ONA concept was visible in the information domain primarily through the ONA tool. This
tool resided in the collaborative information environment as a section of the JTF’s CROP. The
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ONA information added to the overall quantity and quality of information because it was fully
integrated, and described the threat. This information was highly valued. However, dunng the
experiment, the ONA information was intentionally designed to be accurate. This was done to
facilitate experimentation of the ONA process. This created an “input equaled output” resuit. The
true impact of the ONA on establishing Information Superiority would be heavily dependent on
the ability to accurately identify the cause and effect relationships contained in the database.

A senior concept developer stated that, “ONA-like processes have an insatiable appetite for
information.” This observation is consistent with existing literature that describes building
databases for complex, nonlinear problems, such as determining cause and effect refationships,
as being extremely resource intensive in order to make it accurate. While it is envisioned that the
ONA database would be developed prior to JTF operations and maintained at the combatant
commander level, there is potential for the ONA to generate additional information requirements
on the JTF. The difficuity experienced during the experiment in maintaining the database
provides some evidence to this accord

Effects-Based Operations (EBQO)
- EBO was identified as a contributor to the achievement of the Information Superiority
objective, based on its ability to facilitate integration of information operations with kinetic
operations. It ts a very desirable capability, and one that is very relevant to achieving Information
Superiority. However, the quality of information operation in MC02 was considered less than
desirable. The most visible insight into the impact of EBO was the probable increase in the level
of information required in order to assess effects. During the experiment, sufficient numbers and
types of ISR assets existed to meet stated surveillance requirements. Consequently, JISR
capabilities were not stressed and the full impact of effects assessment on information
requirements could not be determined

Joint Intelligence Surveillance and Reconnaissance (JISR)
- JISR is an integral part of the achievement of Information Superiority. It is a primary source of
information pertaining to the threat. Any improvements in JISR operations would favorably
effect objective achievement. During the experiment, JISR operations were conducted under
multiple experiment design and JECG induced constraints, most notably were the abundance of
JISR assets and JECG deficiencies in supplying the JTF with timely information, specificatly
during the initial days of the experiment. The JISR concept is discussed in Assessment Area 13

Joint Inter-Agency Coordination Group (JIACG)
- The JIACG operated within the collaborative environment. It provided required information to
the JTF as necessary and supplemented it with a different perspective. Each had value in
objective achievement

- The most visible contribution came in support of planning for transition operations. This was
significant because it filled a recognized information void. The void exists because littte
emphasis has been placed on transition operations in joint training programs. This is true even
though probiems associated with transition are well documented. The resuit was a transition
plan, judged to be of a higher quality than previously produced joint exercise plans
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Joint Theater Logistics Management (JTLM)
- Participants did not identify JTLM as a contributor to achievement of this objective. Logistics
operations benefited from unconstrained access to planning and operational information. In turn,
this supported JTF flexibility and readiness. Additionally the logistics CROP was identified as

being the most robust and customer orientated

Relationship to Baseline Analysis

Experimental observations compared favorably to the baseline findings.
- High profile difference between the baseline findings and the expenment observations are that
the emergence of knowledge management as a more effective information dissemination
capability was achieved in the experiment. In addition, a greater reliance was placed on
individual skills and initiative in the experiment (See Table 6)

Tabie 6: Selected baseline findings and cotresponding observations

Baseline Finding

Experiment Observation

IM is a critical element of successful STF
headquarters operations. That success depends
on a well developed IMP and a capabie IMO.
The inverse is aiso indicated; JTF staffs struggie
when the IMP and/or the IMO are weak or
lacking.

Knowledge Management has been added as a
critical element for successful JTF headquarters
operations. Success is probably related to a well
developed KIMP and dependent upon skilled
Knowledge Management Officers (KMO) and skills
and initiative of individual JTF members.

Having all commanders at a single meeting for
back-briefs facilitated cross-component
understanding of each othes’s plans, and
identified cross-component coordination and
interoperability issues.

This was done routinely with commanders at
distributed HQs using WS, with the same resuft.

“The extraordinary success that the JTF
experienced in handiing, analyzing, and
providing critical information to the commander
can be attributed to four key factors: commonly
understood IM processes, employment of a JTF
Homepage, accessibility of the commander, and
a manageable RFI process.”

Of the four key factors, three of them were
improved or expanded upon: the JTF homepage in
the form of the SPPS portals, accessibility {o the
commandey, and the RF} process.

The contents and process described in the KIMP
were not commonly understood.

The processes associated with the CIE were
commonly understood.

The task of disseminating information is difficult
even when all conditions are met. Rapid
advances in, and unfamiliarity with, available
technology often cause information to be
misrouted or inaccessible, which may result in
required actions not being taken. When using
web-based technology for disseminating
information, it is necessary to ensure that the
data is not buried too deeply in the system.

The task of disseminating information was not
difficult.

tn general, technology did not cause information to
become inaccessibie; the opposite was true.

In cases where it was inaccessible, it was due o a
lack of a discipline in storing information.

[t was still necessary to ensure data was not busied
to deeply. The search functions did not overcome
this.

“Initiatly, information was difficult to locate on the
Homepage. Many documents were filed within
the fite structure of the originating staff, rather
than under a fopical iabel. For instance, the
exercise IMP was filed on the exercise
Homepage under J3 Current Operations,
instead of under IMP. For staff members who

No change, the same basic problem was observed.
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Baseline Finding

Experiment Observation

did not know the orgin of documents, it took
considerable time to locate them.”

“Worthy of specific note was the command
emphasis on IM. At the outset, the commander
emphasized his concern for accessing critical
decision-making information from the anticipated
vast accumulation of general information and
data. His guidance was clear - the Homepage
should not become a huge and cumbersome
electronic filing cabinet.

No equivalent command emphasis was placeg on
KM; it was placed on collaboration.

No worries were observed with regard to a “vast
collection of data.”

JTF information managers had 1o constantly
review, evaluate, and prioritize information on
the web pages to ensure that information was
cuirent ard not buried under layers of
directories.

No change. In addition, the JTF KM organization
was heavily burdened with maintaining the
systems. This interfered with the ability to execute
the described process.

Individual JTF members were responsible for these
actions as well.

The JTF KM organizations were not resourced with
standard tools to execute the review, evaluate, and
prioritize process.

Web-based technoiogy does not replace active
command and controt (C2).

No change with respect to Web-based technology.
The collaboration system did effectively support
and supplement command ang control.

Access and security issues also hinder
execution of a good IMP. [n exercises and
operations that include allies and coalition
partners, problems often arise with gaining
access fo U.S. systems.

This problem was not encountered in the
experiment because allies and coalition partners
were not part of the expernment.

There was no indication that this challenge would
be overcome by adoption of the concepts.

IW activities were accomptished in the
J3Command ang Control Warfare (C2\W) cell.
As course of action (COA) development
preceded, the commander decided to form
another organization to address IW. He had
several options: 1) form a J3IW element as part
of the Operations Directorate; 2) create a Joint
() (W) Directorate on a par with the other "J”
codes; 3) form functional component Joint
Information Warfare Centers (JIWC); 4) create a
Joint Information Warfare Center (JIWC).

The JTF experienced similar problems in
developing and integrating information warfare
operations.

Boards, centers, cells, and agencies piaced a
heavy time demand on the JTF staff, in some
cases becoming counterproductive.

No change.

DOTMLPF Linkage

- This Information Superiority assessment area supports on-going DOTMLPF CIE submissions,
spectfically those related to fielding a collaboration system. It demonstrates significant value in
using an XC*I-like system for the development of CJTF and JTF situational awareness and use

of the systems is consistent with information age operational needs. It also points out that there is
a need to further refine, the CIE technology (M), and realign the training (T) and education (L)
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of our military personnel (P) in order to better prepare them to serve in an informatton age
environment

Recommendations

1. DoD, immediately select a common collaborative capability (including JEMPRS-NT) for use
as an interim joint command and control too}. Concurrently, USJFCOM, supported by unified
commanders, Services and other agencies, develop a joint C'1 architecture for the purposes of
merging the two efforts for the fielding of a DoD-wide collaborative information environment by
2005.»

- CIE, in particular the collaborattve tool, empowered the JTF by enhancing open dialogue,
compressing the decision-making process and decision to action cycle. The CIE allowed the
combatant command headquarters, the JTF headquarters and the components to share
information and ideas both horizontally (across components) and vertically (from the
components, through the JTF to the combatant command staff), resulting in dramaticaily reduced
planning timelines and enhanced organizational effectiveness. During MCO2, the CIE allowed
command guidance and intent to be better and more simultaneously understood at all echelons
within the environment. It allowed the commander to maintain continuous participation in the
collaborative environment while moving from one location to another. The ability to cotlaborate
in real time enhanced trust and confidence across the JTE’s organizations. The CIE significantly
empowered the important relationships that underlie any organization. Thus, the focus and unity
of effort that are usually resident only in very small groups was replicated at large geographic
scales and across sizable organizations. This was a new and compelling phenomenon.
Ultimately, the CIE allowed a more synchronous application of military capabilities, and was
seen by participants as a “gold medal” winner of MCO2.

- The collaborative information environment (CIE) used in MCO2 was built as a coherently joint
experimental C'1 (XC') system that linked the knowledge and decision centers, such as the
combatant command headquarters, the JTF and components, and external agencies. This XC1
system was a surrogate built using commercial (and government) off-the-shelf applications. It
used high-speed bandwidth connectivity and electronic collaborative tools to facilitate rapid
information sharing. XC*T was never intended to be fielded, but was exemplary of the
technologies that could be quickly fielded. Consequently, DoD and USJFCOM must identify an
effective and suitable collaboration system for fielding.

2. USJFCOM, in conjunction with the Services and other combatant commanders, work to
redefine and document the meaning, relationships and importance of Information Superiority,
information operations, deciston superiority, knowledge superiority, knowledge readiness and
commander centric operations so a commonly understood lexicon is developed. P

- MCO02 demonstrated that a gap in military readiness exists, as we enter and operate in the
information age that prevents us from fully realizing the gains that might be achieved through
transformation. Capitalizing on advances in information technology is pivotal to transformation.
[t is part of the reason we are transforming. Given this, it is imperative that we understand the
intricacies and meaning of achieving Information Superiority. This begins with the basics,
understanding of the meaning, relationships and importance of Information Superiority,
information operations, decision superiority, knowledge superiority, knowledge readiness, and
commander-centric operations. Each of these terms is relevant to operating effectively in the
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information age. There is likely to be still yet more informatton age terms that appropriately can
be added to the list.

- The military has not been completely void of addressing the issue. For example; the RDO
concept defines decision superiority as: “The ability of the commander, based upon Information
Supertority and situational understanding, to make effective decisions more rapidiy than the
adversary, thereby allowing him to dramatically increase the pace, coherence, and effectiveness
of operations.” Definitions for some of the other phrases also exist, but like the preceding one,
they tend to be complex and often leave the reader asking, “How do you do that?” There is an
overall lack of clarity and unanimity surrounding how to operate in the information age.

3. USJFCOM, conduct a manpower study on a JTF supported by a SJFHQ and operating in a
collaborative information environment to determine its’ manpower requirements. »

- Multiple findings highlighted the large quantity of time that was spent by the JTF staff using
the coliaborative system. This quantity was periodically identified as being excessive and the
cause of overworked personnel. Furthermore, in MC02, the CIE was overlaid on existing JTF
processes without expressed elimination of any traditional tasks. The appearance was that
additional work had been added without additional resources. While the notton “greater
knowledge created by the CIE would enable faster task accomplishment” has mernt, time
management difficulties emerged. At times, personnel choose between attending collaborative
sessions and performing another task. It is not reasonable to assume MCO02 JTF staffing
approached optimality. It is highly hkely that JTF operations can be improved upon through a
more precise application of manpower to function, process, and tasks.
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Figure 33: An F-16 engages a target over the Nevada firing ranges in response to an MCO02 tasking order
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Assessment Area 2 — Rapidly Set Conditions for Becisive
Operations

Overall Assessment Results

The joint force deployment planning procedures and tools developed to support the task
‘Position Combat-Configured Forces for Joint Operations’ were not as effective as might have
been anticipated. The Joint Force Capabilities Register (JFCR), a planning tool, was not used as
envisioned for two reasons. First, due to the nature of the Overall Assessment
expeniment, the avatlable force list was already determined, so Results
the components saw little utility in using the JECR to select » Joint force
capabilities to accomplish an effect. Secondly, the JFCR is still deploymen‘t.planning
in development and participants reported it did not have prbcédure's- and
sufficient detail in some areas. tools...were not as

No one envisioned the impact that the CIE had on the offective as
course of action (COA) development and the impact that anticipated...
Effects-Based planning and operations had on the deployment + Joint Force

ptanning process. In certain cases it streamlined planning Capabilities Register
because of the concurrent collaborative planning capability. (JFCR) was not used
However, collaboration seemed to blur some of the habitual as envisioned. ..
understan‘ding of deployment planning roles, responsibilities  No ane envicioned
and functions. | . the impact that the

In effects-based planning, the relationship between CIE had on the COA
COA development and deployment planning was not fully 'devel'opmeht...
understood. It was envisioned that as effects-based missions > InEBP, the

(task, purpose, and effects) were assigned to components they relationship between
would select a capability to accomplish the task. Once the COA Development
capabilities were selected by the components, the JTF, using and d‘eploy'm'en't =

the JECR, would begin sequencing the force flow with the ;fiianning was not fully
prionty of effects desired. The new capability selection process unde‘rstodd...

should have been coordinated and arbitrated at the JTF level. - Thére was good

During the experiment, the JTF developed its operating component horizontal
concept based on the commander’s intent and guidance and the collaboration within
priontty effects list (PEL). The JTF assigned effects-based each -effects—bas-ed
missions (task, purpose, and effects) to components, which mis'sibn..}
developed COAs for their effects-based missions based on < (iSB) was used to
supported and supporting command relationships. There was -stréamline-
good component horizontal collaboration within each effects- deployment and to

based mission, but the components developed their COAs
without the benefit of an integrating JTF COA. The JTF COA

minimize the logistics

ootprint in the JOA..
would have included a JTF concept of deployment that P

.....

supported a JTF concept of employment. Consequently, the

components’ plans used unconstrained forces and force flow for their COAs. The JTF
(influenced by non effects-producing capabilities, the desire to show off their true capabilities,
and efforts to attain Service exercise objectives, which did not match MCO02 objectives) began
COA analysis without an integrated JTF COA. Because of the lack of force flow sequencing, it
was difficult, if not impossible, to determine what resources were to flow where and when. After
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the COA wargaming was complete, the JTF put all the component force flow requirements
together and discovered they were beyond their force flow capability. The JTF adjusted the
forces and the flow and, once the two were integrated, they had a feasible COA from a
deployment perspective. However, durtng execution, artifictalities applied to the movement of
forces further calls into question the ability of current deployment processes and capabilities
effectively support RDO.

Prepositioned (PREPO) material was used to offset deployment requirements.
Intermediate staging and support bases (ISB) were used to streamiine deployment and to
minimize the logistics footprint in the JOA. Where possible, host nation support was used to
minimize the logistics footprint. The effects of JRSOI could not be assessed because no actual
JRSOI was conducted or simulated, and that is the only way to accurately assess the process. The
Log CROP, although a great information source, was not seen as effective in synchronizing
deployment flow.

Methodology

More than 215 experiment participants and obseivers evaluated Rapidly Setting
Conditions for Decisive Operations. A series of 32 questions were given to the warfighters, 34
questions were submitted to the SMEs, five C*I inputs were gathered, and two modeling and
simulation inputs were gathered addressing this objective. The questions were directed to the
spectfic person or group that was responsible for the desired information or subject area. Specific
information was sought from the C*I systems and the M&S systems during and at the conclusion
of the expernment. Data from the modeling and simulation areas were gathered via DCARS; the
CI information was gathered from SPPS. JDCAT captured the warfighters’ and SMEs’
information. All of these sources provided the information that was reviewed and analyzed for
this objective. Additionally, after action reviews from various working groups and comments and
recommendations captured via JDCAT were used to supplement the programmed data capture.
The responses were screened, sorted, analyzed, and tabulated. The data was rolled up through the
element, data requirement, measure, subtask, task, and the warfighting challenge levels to answer
the objective. Azimuth check papers for this objective were written in which the key points of
the objective were listed and brought to the attention of the SMEs, analysts and the SCDs. The
papers were available through the SPPS system, and were the focal point during 26-27 July
SMEs, analysts, and SCDs meetings.

The “Rapidly Set Conditions for Decistve Operations Objective” was broken into two
warfighting chalienges: 1) ability to establish advantageous positions for decisive operations, and
2) ability to decrease joint force vulnerability to disruption. The first warfighting chalienge was
broken into two tasks, and 10 sub tasks. The second wartighting challenge was broken into one
task and six measures. The data for this objective was split between logistics and effects-based
functions. Therefore, the logistical analysis team concentrated on the first task of the first
warfighting challenge, and the effects analysis team concentrated on the second task of the first
warfighting challenge and on the entire second warfighting challenge.

Due to experiment guidance, enemy forces were restncted from attacking Blue forces for
16 days prior to the start of hostilities. Many asymmetric and some kinetic enemy actions might
have been directed against Blue forces flowing into the region had there been no forced
inactivity. If the enemy had attacked Blue forces earlier, the pre-emptive strike may have had a
smaller effect or not occurred at all. However, earlier enemy activity may have had a greater
impact on Blue at the operational level, and affected Blue’s ability to gain entry into the JOA.
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To analyze the primary sub task, use joint force deployment planning procedures, six key

areas were reviewed to determine the effectiveness of the joint force planning process:

o Use of the joint deployment process initiatives, joint force capability register (JFCR), and
collaboration during the joint deployment planning process

e The tactics, techniques, and procedures (TTP) and standing operating procedures (SOP) that
comprise the joint SOP (JSOP) on deployment planning procedures

e Number of deployment flow changes made in the first seven days and why they were made

o Tailonng of initial and follow-on logistics packages to reduce lift requirements and minimize
logistics footprint in theater

e Procedures to develop and approve COA quicker for logistics supportability

o Procedures and systems for sourcing, tailoring, and validating the time-phased force and
deployment data (TPFDD)

Supporting subtasks were addressed as follows:

e Impact of various PREPO alternatives on the ability to rapidly close a force

o Reduce JRSOI processing time

e Assess deployment distribution structure

e Determine the information, communications and systems and tools that are required to
synchronize the deployment flow

e Determine the amount of asset visibility required to divert assets

o Determine the utility of the high speed vessel (HSV) for positioning/supporting combat-
configured forces for decisive operations

Data was collected, primarily, from the logistics participants and subject matter experts
using automated questionnaires and from the comments and recommendations provided by all
participants, various after actton reviews (AARs) and in—-focus sessions. The locations and
number of the logisticians follows: plans group, 14; operations group, 12; SMEs, 12; functional
component, 5; Joint Logtstics Management Center (JLMC), 16; and the JECG deployment
sustainment support cell (DSSC), 17.

Warfighting Challenges: Ability to establish advantageous positions for decisive
operations; and ability to decrease joint force vulnerability to disruption.

The deployment portion of the warfighting challenge, “ability to establish advantageous
positions for decisive operations’, was postulated because of retiance on infrastructure-dependent
deployment methods that prevent joint forces from direct deployment into the joint operations
area (JOA), therefore, the delivery of highly mobile forces in non-continuous operations cannot
be accomplished efficiently. From this warfighting challenge, metrics (tasks, subtasks, questions
and data elements) were developed based on information from several sources, most notable are:
o Concep! [xperimentation Strategy (CLS) 1o Deploy and Sustain the Force in Rapid Decisive

Operations (RDO, 2/14/01)
o Jocused Logistics: Iinabling Iarly Decisive Operations (10/10/99), Strategic Deployment
(5/10/00) and Rapid Decisive Operations (3/1/02) White papers
o Standing Joint Force Headquariers (SJFHQ) Concept of Employment for MCO02 (8/17/01)
o Deployment & Sustainment in MC02 Concept of Operations (3/18/02)
o Deploymemt & Sustainment in MCO02 Tactics, Techniques and Procedures (1/9/02)
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o MCO2 Joint Standing Operating Procedure

These sources were used to generate the metrics and formed the basis for data collection
ptan development. The data collection plan was vetted with the logistics concept developers and
other members of the JECOM Analysis Division. The high order metrics follow:
Task: Position combat-configured joint forces for decistve operations
o SubTask: Use joint force deployment planning procedures
o SubTask: Determine the impact of various PREPO altematives on the ability to rapidly close
a force

o SubTask: Reduce JRSOI processing time

o SubTask: Assess deployment distribution structure

o SubTask: Determine the information, communications and systems and tools that are
required to synchronize the deployment flow

o SubTask: Determine the amount of asset visibility required to divert assets

o SubTask: Determine the utility of the HSV for posttioning/supporting combat-configured
forces for decisive operations.

Although enemy actions negatively impacted the force’s operational mobility, these
detractions were not enough to stop the JTF from establishing advantageous positions during
some operations in time and space. Blue was able to posttion its forces and create combat-
configured packages for decisive operations. Effects planning procedures showed continual
improvement as the experiment progressed, though more work is required. At times when Blue
achieved advantageous posttioning, it was not always able to successfully execute the planned
operation; additional preparation of the battlefield was required.

Blue achieved a high level of logistical build-up flexibility. However, force tailoring
could have been better as the components erred on the side of retaining in-house capabilities
versus leaving those capabilities behind, even though another component had the same
capability. One war fighter mentioned, “The logistics plans-ops transition worked better than the
JTF plans-ops transition.” Additionally, node-action-resource ievel of planning proficiency was
not attatned from an effects planning perspective. Footprint minimizatton could also improve
with the streamlining of JTF capabilities. Planning was comparable to legacy methods, but there
is much more room for improvement by using CIE in conjunction with effects planners and
operators. TPFDD measurements were not meaningful due to the lack of fidelity in the
experiment.

Another participant observed, “MCO02 never got advanced enough to allow or drive the
TPFDD refinement process.” PREPO supplies and equipment were a success, supporting the
flexibility and timeliness of the JTF and effects operations. JRSOI could not be properly
measured duning MCO2 due to the lack of fidelity in RSOI areas. [SBs show promise, but
participants commented that other systems are necessary for the success and implementation of
the ISB concept. The information, communications, systems, and tools that are required to
synchronize the deptoyment flow were generally available to the experiment audience. Most
respondents indicated that the CIE, with collaboration, allowed the movement of JTF forces in a
much more condensed time frame. The visibility required for the diversion of assets in support of
RDO was met during MCO02.
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Finding 1» The CIE streamlined deployment-planning coordination, but the MC02 joint
force deployment planning procedures did not improve joint force planning or help
develop the JTF TPFDD.

The JSOP caused some problems for deployment planning, partially because the
document was not clear on the division of duties and responsibilities for deployment planning,
and partially because the deployment planner was located in the log plans portion of the plans
group. As a result, the JTF planners looked to the log planners to develop the TPFDD without
operational planning involvement. This resulted in some unproductive deployment planning
sessions, as the deployment planners had no employment plan or force flow from which to work.

During deployment planning, experiment observers expected that JTF and component
planners and operators would use the JFCR to tdentify potential forces for use and then conduct
transportation feasibility analyses to tdentify constraints. However, the JFCR was not used as
anticipated. The JTF assigned missions to components and then asked for a deployment force
list. In turn, the components, already familiar with their unit capabilities, simply chose units from
the already prepared MCO2 force list. There was never a need to use the JFCR or any other tool.

Those that attempted to use the JFCR were hampered by a lack of training with the newly
produced tool and, not surprisingly, found it lacking. Representative comments included these:

“Although partial engineering data is included in the register, the force modules
populating the register are too large and too generic to aid as an effective search tool to meet the
objectives of MC02.”

“The JFCR does
not provide the leve! of T
detail that the medical JTF Staff was Able to Repond More Quickly to
ptanners need. The medical | Deployment Changes in the CIE

community needs
information on what each
unit brings with it and how
it is configured.”

Sustainment details
had not been rolled into the
JECR for some
components, causing
planners to use other
sources for planning
details. Most participants
responded that with
additional development it Figure 34: SMEs thought the JTF staff was abte to respond more quickly
would be a useful too! for to deployment changes in the CIE
combatant command-level or SJFHQ core planners in identifying capabilities avatlable for use
against effects, and determining rough-order transportation requirements, as they develop their
CONOPS.

The CIE’s impact on deployment planning was not clearly envisioned. While it had some
very obvious benefits in reducing planning time by enabling concurrent planning by the JTF,
components and subordinate commands, there was a misunderstanding about what concurrent
planning could and could not do. An experiment goal was to reduce the planning time needed to
begin operattons — reduce or eliminate the one-third, two-third time allocation rule for mission
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ptanning — through early and concurrent JTF-component participation in the planning process.
However, this goal was not portrayed clearly to experiment participants and as a result,
components and subordinate commands said pressured for deployment information in the
absence of a finalized JTF COA and force list.

Significant adjustments were made to the initial deployment flow in the first week of
experiment execution because the TPFDD had not been finalized before the end of Spiral 3.
Changes were made at the direction of the JTF commander and, on request, from the
components. As depicted in figure 34, the CIE made these requests and the coordination process
much easjer.

Finding 2» Intermediate staging and support bases (ISBs) were suited to rapidly moving
forces and equipment and, with host nation support, instrumental in reducing the logistics
footprint in the JOA.

As depicted in figure 35 below, the majority of participants understood that the [SBs
described in the deployment and sustainment MC02 CONOPS were suited to rapidly moving and
integrating forces.

However, the exper iment was not able to actually measure the reduction in JRSOI time as
it was not conducted in simulation and unit RSOI was assumed completed 48 hours after arrival.
ISB locations By
were seen as ISBs in RDO are Suited to Rapidly Moving and
being effective Integrating Forces
in extending :
operational reach
and were
selected based
on facility
availability, and
dispersed to
provide
maximum force
protection and
reduce
vulnerability.
The JTF
maximized the
use of host nation support and civil augmentation program support to minimize the logistics
footprint in the JOA. A key point for any deployment is that regardless of the deploying force’s
readiness or packaging, assembly will still be required before the force can be employed.
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Figure 35: Most agreed that ISBs were well suited to moving forces

Finding 3» The CIE was effective in synchronizing deployment flow.

Participants noted that CIE effectively synchronized deployment flow and that it allowed
them to address issues and to coordinate necessary changes. Some participanis’ comments
included:

“Collaboration was the only way this would have happened in the time it was
accomplished.”
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“The JTF surgeon and the Service components used [the] collaborative environment to
deconflict issues for medical units.”

“Thus far in the exercise, it appears that [the] CIE was the key factor that achieved
synchronization for deployment and sustainment.”

Figure 36 depicts participant evaluation of the CIE effectiveness on deployment
synchronization.

Finding 4 The Log CROP, an element of the CIE, was a useful information source for
tracking deployment flow, but not for synchronizing it.

The majority of respondents (43 of 55) found the Log CROP to be a useful information
source for tracking deployment flow. However, some also reported that it did little to actually
synchronize the flow. Initially,
participants had difficulty
locattng the deployment flow
status on the Log CROP; this
improved over time. Afterward, it
became an issue of information
currency and accuracy. What
finally evolved were discusstons
in the Logistics Action Response  [f
Board (LARB) to resolve | [
deployment related issues. Effective Ineffective N = 35)
Participants provided the :
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following comments on the utility
of the Log CROP in deployment
flow tracking:

“The Log CROP was a great tool however [it] had little relevance to synchronizing
deployment flow.”

“Force flow charts were compiled from information from GTN/ Global Transportation
Network Exercise System (GES) and posted on the Log CROP which gave visibility on the
deployment.”

“The Log CROP is looked at more as a source of general information than a planning

Figure 36: CIE effectively synchronized deployment force flow

tool.”
“OK, but all the systems take a lot of training, need to be user friendly.”
“Better than manually reviewing Service planning docs, but not fully used by planners.”

Finding S» The Log CROP provided sufficient information to allow the CJTF to divert
PREPO materiel or inbound supplies to satisfy needs elsewhere in the JOA.

Of 58 respondents, 44 stated the Log CROP prowvided sufficient information to allow the
CJTF to divert PREPO materiel or inbound supplies to satisfy needs elsewhere in the JOA (See
Figure 37). However, surveys indicated a participant view that the JTF would coordinate with
components before redirecting materiel.

Finding 69 Blue Forces were able to conduct operational maneuver in support of Effects-
Based Operations.

80 FOR-OFFICTAE GSE ONEY



U.S. Joint Forces Command Millennium Challenge 2002: Experiment Report

Through situational awareness and superior mobility and firepower, Blue was able to
monitor enemy movements and choose the time and location for counter-mobility operations.
Blue constrained CJTF-S’s movement of forces using aenal targeting of his mobile forces. The
adversary did not retain freedom of movement to conduct major operations. At other times, Blue
could maintain situational awareness for EBO through just monitoring enemy movements. Yet,
the OPFOR was able to move two reserve, armored brigades over 200KMs without being
attacked. These brigades were subsequently attrited when they were moved into direct action.
Blue successfully conducted counter-mobility operations against enemy forces whenever

necessary or as needed in support of  f
EBO and RDO. Log CROP Provided Sufficient Information for CJTF to

All of the forces allocated to Divert PREFOMatortal
the JTF for planning purposes were
deployed into the theater, with a
majority arnving ahead of schedule.
However, because there was
insufficient resolution of the exercise
timehine in the 16 days preceding
execution start, the actual TPFDD
deployment status was unclear.
During this pre-execution period, the o o 37. paiority thought Log CROP provided sufficient
OPFOR was not allowed to attack  jntormation to divert PREPO material
Blue force deployment efforts.

Therefore, Blue was able to deploy into the theater unimpaired. Blue positioned its forces in
operational formations with little concern for terrorist or other enemy actions. All necessary
forces and support elements were positioned to ensure freedom of navigation, neutralization of
weapons of mass effects, and subsequent transitioning of the JOA to follow-on forces and
agencies. Blue positioned its forces so operational formations could form and operate, but there
could have been better coordination and synchronization between the components and ITF and
between fogistics personne] and operators. Better use of the ONA, better information sharing,
and better operations to logistics planning would have aided effects accomplishments.

Biue was able to assemble its forces in the JOA in a timely, but uncontested manner, and
in sufficient numbers to begin effects operations by C+17, in accordance with planning
timelines.

The JTF commander used “effects packages” on several occasions to achieve his early,
desired effects. These “effects packages” were not built until the component elements reached
their designated assembly areas in the JOA. The Service elements in these “effects packages”
were controlled through supported-supporting command relationships. In each of those actions,
that relationship caused these collective units to be somewhat different from units incorporated
in joint tactical action (JTA) elements where all elements in the JTA fall under the command of a
joint force commander.

Operations requiring “joint tactical operations” were identified early in the planning
process, using the collaborative construct. Operations as small as direct action efforts to seize
specified locations ranging from small to large events such as the seizure of the islands. and
defense against swarm boat attacks, required frequent use of “)oint tactical actions.”
Collaboration allowed the JTF and components to quickly determine requirements and rapidly
de-conflict resources. Subsequent tc the arrival of Blue forces in the JOA, OPFOR detected and
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attacked both air and maritime elements causing damages and losses. These attacks did not have
a large enough effect to stop Blue from setting conditions for decisive operations.

Blue exercised operational mobility into and through the JOA. The OPFOR, however, did
delay, disrupt, and modify Blue operational mobility, by mining the waters in the area of
operations; conducting pre-emptive strikes on Blue forces in the JOA; and by conducting
terronist attacks on Blue lines of communications, and APODs and SPODs. In spite of the
obstacles encountered, Blue retained operational level mobility.

To ensure the proper execution of the TPFDD, consideration shouid be given to the early
securing of lines of communication (LOC). LOCs should be secured in the period prior to the
commencement of hostilities and prior to forces flowing into a JOA. At the tactical level, Blue
mantime forces were slowed due to OPFOR mining efforts. Blue was forced to conduct mine
clearing operations to open sea-lanes, while APODs and SPODs were closed due to potential
chemical/biological contamination, physical damages to infrastructure, and from environmental
damage to port facilities. These enemy actions forced disruption and delays on Blue’s planned
timehines, and were effective tactical-level distracters.

Blue forces were successful in counter mobility operations against enemy forces as
demonstrated by Blue air interdiction of an enemy ground forces moving toward Blue forces at
objective Pioneer. Blue forces retained the ability to restrict or stop enemy forces. The exception
was the enemy’s pre-emptive attack. That very effective strike had a major, short-term effect on
Blue’s operational freedom of maritime maneuver, but the OPFOR was not able to gain any
lasting advantage as the momentum passed back to Blue shortly after the attack. Operationally,
the OPFOR had very limited conventional military options after launching pre-emptive strikes on
Blue forces moving into the JOA. Primanly, the OPFOR spent the vast majority of its air,
missile, and maritime attack capability in the initial attack. With nothing more to follow-up or
forces to hold ground, the JTF continued to conduct operational maneuver within the JOA,
deploying, positioning, assembling, and using the desired forces/capabihities at their disposal.

The enemy forces may have been able to delay, disrupt, and modify the flow of forces by
marittme mining and terrorist activities against the APODs and SPODs, but they could not
operate to a degree that placed significant operational limitattons on Blue forces. In some
instances, the OPFOR was able to severely limit Biue’s operational maneuver. One such case
was the Blue Ship-to-Objective Maneuver (STOM) that came ashore before the battlefield was
properly prepared. This miscue resulted in significant Blue losses and a JECG controlied
administrative withdrawal. After the lesson learned was filed away, the exercise was continued,
allowing Blue to assemble the necessary personnel, equipment, and supplies by D-1 and begin
effects operations, in support of operational maneuvers.

Finding 7% Blue reduced joint force vulnerability to disruption; however, it was not able
to prevent OPFOR observation of its forces, due to sympathizers, terrorist cells, and during
the initial days of the operation, commercial satellite imagery.

Blue reduced its vulnerability to disruption by tailoring forces to meet requirements for
spectfic effects, minimizing the footprint within the JOA, and reducing adversary access to
satellite and other open source intelligence data.

Blue also reduced its vulnerability by:

e using weapon system range and standoff range of delivery systems
e establishing rear area security operations
o diverting airflow to APODs with lower risk levels
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o damaging adversary electronic communications capabilities

» using the capabilities of the HSV, the OV-22, and the C-17

o using PREPO supplies outside of the JOA

o using host nation support, diplomatic and informational initiatives

Additionally, much of the senior terrorist leadership was targeted and destroyed through a
scripted event. Despite the OPFOR’s ability to use both regular and terrorist forces to disrupt
Blue atr, naval and land forces and facilities, Blue was able to establish some advantageous
positions to conduct decisive operations.

Through positioning of forces within the JOA, minimizing their footprint in the JOA, and
maximizing aircraft operational oo
ranges, Biue minimized any T S
OPFOR initiated disruption (See |
Figure 38).

These Blue initiatives
strengthened already in place
force protection measures,
safeguarding friendly assets.
Therefore, white Red was able to

Rating of the Joint
Force abllity to
decrease Joint

Force vulnerability
to disruption

Number of responses

distupt Blue’s logistical elements )
by mining and terrorist activities, .
the d)SI’UplIOHS were not to the Great effect Some effect Little eflect

degree where Blue operational
forces were noticeably affected.
Some of the potential impacts
due to OPFOR operations were Figure 38: Ability to decrease JTF vulnerability

adjudicated out by the JECG, to

keep the experiment on track.

Daily reports on enemy or terrorist acttvities observed at APODs and SPODs were made
to the headquarters and activity was generally very limited. This type of activity was managed at
times by the JECG to ensure accomplishment of experiment objectives. Experiment participants
reported on the JTF’s ability to reduce its vulnerability due to disruption. The majority of
responses received (26 of 32) indicated that the JTF was able to reduce its vulnerability to
disruption to varying degrees. This was conirary to the OPFOR terrorist view that it initially had
relatively free access to Blue targets throughout the JOA. This access was degraded over time by
counter-terrorism efforts and by JECG controtlers.

OPFOR was able to inflict some damage on Blue causing tactical level disruption, but
through counter-measures, and flexibility, Blue was able to overcome enemy efforts.

Above the operational level, CITF-S forces or sympathizers were able to interrupt the
flow of maritime forces through one LOC to the JOA. Terrorist and enemy activity did play a
noticeable part in SPOD and APOD operations and rear area Blue personnel were killed and
wounded by terrorist/enemy attacks. Additionally, Biue logistical operations were degraded
when an SPOD was closed due to the grounding of a hazardous materials laden ship. Attempts
by OPFOR forces to attack APODs with TBMs were thwarted by Blue defenses — defenses that
included FY 2007 capabilities. APOD and SPOD operations were modified to accommodate
temporary closures due to OPFOR actions. Though the OPFOR were not allowed to target civil

Ability to decrease JTF vulnerability
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reserve aircraft, it was noted that had such an operation been permitted, it would have had an
impact.

Finding 8» The roles, responsibilities, and functions for deployment planning remained
somewhat unchanged with the MC02 JTF organization.

The matching of capabilities required to the effects desired, somewhat without regard to
Service, is one of the most important aspects of effects-based planning. Force flow must be
sequenced with consideration for the desired prionty of effects. There was little to no input from
the operational and planning communities in the development of the initial force flow and
requirements as participants fell back on habitual understandings of the roles and responsibilities
of logisticians. It is critical to the success of deployment planning to have operators invoived in
the decision processes that will intimately decide on force employment. Some senior mentor
comments on deployment bring out some key concerns:

“When we talk about deployment, we have to talk about employment. The adversaries
have learned that the way to deal with us is to disrupt power projection through asymmetric
attacks. They can slime bases in the U.S. so force protection goes far below the operational level
of war in the JOA. Force integration will have to be done in the U.S.”’

“Force deployment tools are inadequate. They are labor intensive and are not user
friendly. Single keystrokes can delete masses of painfully constructed data. The Joint Force
Capabilities Register 1s a step in the nght direction insofar as tool development is concermed.
Additional improvements are needed.”

Finding 9» An assessment of the JRSOI process could not be made during MC02 because
the JRSOI process was not visible in the experiment.

JRSOI was not part of the simulation and was assumed completed. Real-world
constraints were not experienced or imposed.

Finding 10» The CONTUS, with its posts, camps, stations, bases, lines of communication,
sea ports of embarkation, and aerial ports of embarkation are part of the battlespace and
vulnerable to asymmetric attack.

Multi-dimensional (cyber, sea, air, space, and ground) attacks should become part of the

J training regime. An enemy will
Prepositioned Materiel (PREPO) Use Reduced Hl  attack these vital, yet vulnerable,

Deployment Timelines aspects of our national military

power and the results of those
attacks and the cascading effects
of such attacks against key
concepts such as synchronization,
justin time logistics, protect the
force should be played out.

[l
]
I
c
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o
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' = 1 Other Observations
Army PREPO Air Force Marine PREPO :
PREPO n=55 i Observation 1: Using pre-
4| positioned (PREPO) materiel as

Flgure39ServncesthoughtPREPOreducedhmehnes an alternative to deploying
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materiel from CONUS was seen generally to be beneficial to rapidly closing a force.

Reducing materiel transportation times and requirements benefited force closure rates,
according to participants’ comments and as depicted in figure 39, below. The key is to place the
cotrect equipment and sustainment in sufficient quantities near the crisis area. This is important
because as Services begin to transform and modernize their forces, they will need to ensure
acquisition of sufficient “spares” and sustatnment to place into PREPO. During MC02,
participants were limited to using real world PREPO. This became apparent to the JTF planners
because certain experimental unit materials were not available in PREPO to affect deployment or
replacement.

PREPO reduced deploying sustainment, as planners were able to take advantage of what
was available as common items of support, such as water, fuel, and ammunition. It is imperative
that all planners know what is avatlable in PREPO and know how to find it. The medical planner
did not have any information about medical matertel available in PREPO because it wasn’t clear
to him what medical units and equipment were available.

Observation 2: Logistics decision support tools’ performance mixed in test to synchronize
deployment flow.

Logistics deciston support tools (DSTs), including the Global Transportation Network
(GTN), Global Status of Resources and Training (GSORTS), Joint Operations Planning and
Execution System (JOPES), Joint Total Asset Visibility System (JTAV), National Imagery and
Mapping Agency (NIMA), and Port and Airfield Collaborative Environment (PACE), received
mixed reviews. Whether a tool recetved a positive or negative review often depended on the
reviewer’s level of training and his or her proficiency with the tool. In some instances, users
were not able to access the tools because they did not have a Service-provided SIPRNET Public
Key Infrastructure (PK1) Certification (experiment artificiality). One major criticism was the lack
of data or fidelity behind some of the tools for this experiment (experiment artifictality).

Relationship to Other Objectives

SJFHQ
- Force deployment and sustainment planning functions of personnel in log operations and log
plans positions in SJFHQ

ONA
- Database research for facilittes and infrastructure to support deployment and logistics
operations in the JOA

Effects Base Operations (EBO) [Planning]
- Develop deployment and logistics concepts of support for Effects-Based Operations and future
branches and sequels

Sustainment
- Plan and provide logistics sustatnment for the JTF
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Collaborative Information Environment (CIE)
- Environment for collaborative planning and coordinating logistics operations, force deployment
and sustainment, honizontally and vertically; i.e. Logistics Action Response Board

Interagency Agency (IA)
- Interaction for coordinating host nation support (food, facilities, equipment) and humanitarian
assistance

Joint Intelligence, Surveillance, and Reconnaissance (JISR)
- Intelligence on the JOA and adversary activities therein that would adversely impact force
deployment and logistics operations

[nitiatives
- Introduction and experimentation of new logistics tools suite

Assured Access (AA)
- Ensuring access into the JOA and facilities therein to support force deployment

Effects Based Operations (EBO) [Conduct]
- Support force deployment and execute logistics operations to sustain forces conducting Effects-
Based Operations
Relationship to Baseline Analysis

The following entries are relevant to major observations made during MCO02.
Baseline entry: The deployment branch was not manned to handle assighed responsibilities and
the branch staff did not have relevant experience or technical expertise. This resulted in poor

time-phased force and deployment data (TPFDD) performance in the conduct of movement
planning and execution

MCO02 Result: No Change

Baseline entry: The JMC had difficuity in force tracking; reducing force capability to develop
and execute movement plans

MCO02 Result: The Log CROP, with the CIE, improved the tracking capability

Baseline entry: The major challenge of JTF TPFDD managers was obtaining a common
understanding of the relationship between prioritization, synchronization, and flow of forces
within the constraints of lift and throughput

MCO02 Result: No change, continued emphasis 1s needed in this area

DOTMLPF Linkage

Training
- Deployment and sustainment planners should be fully integrated into the CIE
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- Consider developing training programs for multi-functional joint logistics planners,
knowledgeable in all Service capabilities

- Reassess time allocation for subordinate command misston planning time in 2 CIE

- Consider programs to develop and maintain proficiency in logistics decision support tools

Material
- Formalize the Log CROP

Leadership
- Train leaders on the importance of lift and logistics integration in EBO
- Reinforce adequate allocation of time for subordinate’s mission planning requirements

Facilities
- Facilities (CONUS air/sea ports) to support deployment

Recommendations

1. The JFCOM Joint Logistics Transformation Center (JLTC) with the JFCOM Joint
Deployment Process Office (JDPO) should, in the near term, host seminars, work shops or
limited objective experiments (LOEs) to explore what changes have to take place to the effects-
based planning and execution process. They should also examine the means to fully integrate
force deployment, employment, and sustainment. Additionally, the group should review what
decision support tools are needed by the SJFHQ to allow them to rapidly assess the feasibility,
availabilitv of transportation resources, of force deployment and employment scenarios in the
same timeline that effects-based planning takes place. »

2. JECR development should continue. JFCOM, JLTC and the Services should continue to
populate the JECR with warfighting capabilities and application usage that supports units aligned
with their capabilities. P>

3. JECOM JDPO should develop deciston support tools to support deployment planning. »
4. All Services should identify personnel to be trained and function solely as JOPES operators. »

5. All Services should review use of PREPO in support of RDO, and ensure PREPO assets are
kept current with force modernization. »

6. For ISB planning, Service components should coliaborate as much as possible to reduce
duplication of logistics capability in order to minimize the ISB footprint. »>

7. DoD, develop or modify doctrine to jointly coordinate the movement of forces into the JOA to
factlitate inittation of effects operations upon entry. Include the IA to ensure DIE aspects are
integrated into these efforts. »

8. DoD, develop doctrine establishing APODs and SPODs, which are protected against
asymmetric attacks. »

- Consideration should be placed on ADA, anti-ship, anti-submanne systems placement, and the
ability of authonties to restrict the flow of civilian traffic into and around the APODS/SPODS.

9. DoD, incorporate asymmetric attacks on posts, camps, stations and bases plus APOEs and
SPOEs into all deployment exercises. »>
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Figure 40: A soldier prepares a PSC-5 communications set as Blue forces assault an
OPFOR airfield during MC02
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Assessment Area 3 — Assure Access Into and Through the

Battlespace

Overall Assessment Results

Friendly forces successfully assured access into and through the battlespace; however,
exercise constraints prevented enemy anti-access play for the 16-day penod prior to the start of

hostilities, when Blue soldiers were not available to participate.

Two of the three warfighting challenges—providing sufficient operational reach and
enhancing force protection—were achieved, but Blue was not consistently able to provide

selective dimensional supenority. Blue did not accomplish this
objective unscathed, however, and there were several caveats
to Blue’s success.

First, Blue forces sustained significant losses, especially
to its maritime component, when the enemy launched a
successful pre-emptive strike. The pre-emptive strike was a
tactical success and nearly achieved an operational-level effect
on Blue forces, but Blue was able tc accomplish effects tasking
order 1 (ETO) with its remaining assets.

Second, terrorist forces were able to successfully attack
Blue atrcraft flying near APODS and they were able to mine
shipping lanes, thus affecting friendly lines of communication.
Again, this type of attack had a tactical effect, but was not
severe enough to initiate a friendly force change in operations.
Third, Blue forces were not able to defend against enemy air
attacks because the adversary used civilian atrcraft. These
enemy attacks deceived friendly air defenses, but did not affect
friendly actions at the operational level.

In summarizing the three warfighting challenges: Biue
was not able to consistently provide selective dimensional
superiority, was only moderately successful at providing
sufficient operational reach in all instances, and had moderate
success in enhancing force protection. Nevertheless, in total,
Blue successfully and at will, entered and transited the
battlespace in support of RDO and this MCO2 objective.

Methodology

Overall Assessment
Results

» Friendly forces
successfully assured
access into and
through the
battlespace...
» But, exercise
constraints prevented
enemy anti-access
play for the 16-day
period prior to the
start of hostilities...
» Blue did not
accomplish this
objective unscathed,
and there were
several caveats to
Blue’s ability to
successfully achieve
this objective...

Subject matter experts, experiment participants, and observers evaluated this objective. A
series of 12 questions were submitted to the SMEs, one question was given to the warfighters, 19
command, control, communication, computers, and intelligence inputs were gathered, and 27
modeling and simulations inputs were collected throughout the experiment to address this
objective. The questions were directed to the specific person or group that was responsible for
the desired information or subject area. Specific information was gathered from the C*'I systems
and the M&S systems during and at the conclusion of the experiment. Data from the modeling
and simulation areas were gathered via DCARS, the C*I information was gathered from the
SharePotint Portal Server (SPPS). IDCAT captured the warfighters and SME’s information.
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In addition, working group after-action reviews, and comments and recommendations,
captured via JDCAT, were used to supplement the programmed data capture. The responses
were screened, sorted, analyzed, and tabulated. The data was rolled up through the element, data
requirement, measure, subtask, task, and the warfighting challenge levels to answer the
objective. Azimuth check papers were written, underscoring key points of the objective and
brought to the attention of the SMEs, analysts, and the SCDs. These papers were available
through the SPPS system, and they were the focal points during the July 29 and August 3
sessions.

The assessment area was divided into three warfighting challenges: 1) the ability to provide
selective dimensional superiority, 2) the ability to provide sufficient operational reach, and 3) the
ability to enhance force protection.

The first warfighting challenge was broken into three tasks, of six measures, three
measures, and two measures respectively.

The second warfighting challenge consisted of only one task, but had three subtasks, with
three, two and four measures, respectively.

The third warfighting chalienge was divided into three tasks: One of those had four
measures and one had one measure; the third task contained four subtasks of two, five, two, and
two measures, respectively.

The following systems and methods were used to collect data on these three warfighting

challenges:

¢ COP/CROP to maintain situational awareness of attack by adversarial systems during
spectfic periods of ime and in designated areas in the JOA; be aware of operations directed
nto, directed from and occurring within the JOA, considering Blue systems capabilities and
ranges; and Blue force protection operations within the JOA

¢ CIE and the ONA to identify and control the attacks on the enemy’s key PMESII nodes and
assoclated linkages

¢ CIE to control joint forces from their home bases to the target area and back and for
coordination of force protectton measures

e ONA to assist in identifying potential threats

o JISR for surveillance and assessment of PMESII nodes, to position joint forces so that
mission accomplishment is minimally impacted by adversarial system positioning, and for
surveillance and assessment of potenttal and actual threats

¢ EBP and EA processes to maximize joint force effectiveness and efficiency

e Joint forces systems capabilities, such as stealth and standoff ability, in the JIP process to
mitigate adversanal system capabilities

e EBO/EBA to position defensive forces and systems

Concepts, which impacted on these war-fighting challenges, include: CIE (COP/CROP),
JIACG, ONA, EBP, EBO, EA, JISR, and the JIP.

Warfighting Challenge: Ability to provide selective dimensional superiority

This warfighting challenge addresses the ability of the joint force to dominate the
adversary during specific periods of time and in specific locations during RDO. This challenge is
oriented towards the military aspect of the DIME/PMESII domains. The joint force must be able
to dominate the adversary in specific locations and for set periods to provide an acceptable
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environment for RDO. By maximizing the use of intelligence, communicattons capabilities and
weapons employment techniques and abilities, the joint force can attack targets selectively so
that the combatant commander may create the desired effects in the adversary’s systems while
minimizing collateral damage, and friendly forces losses.

In conclusion, Blue did not provide selective dimensional superiority for all operations.
Blue capabilities were degraded by an apparent lack of M&S ISR fidelity and timeliness. The
less than optimal M&S ISR process contributed to the unsuccessful Blue STOM executed by the
Marine component. Significantly, Blue forces did not counter the enemy’s pre-emptive strike
successfully. Comments from both the Blue air and land components indicate that further
refinement in the definition, criteria, and processes is necessary for properly executing this
warfighting challenge.

Warfighting Challenge: Ability to provide sufficient operational reach

This warfighting challenge addresses the ability of the joint force to provide sufficient
operational reach in support of RDO. This challenge is oriented towards the military aspect of
the DIME/PMESII domains. Blue power projection philosophy rests upon the ability to deploy
from present Jocations into the JOA. Blue forces are susceptible to numerous operational
detractors, both military and non-military. This warfighting challenge is designed to test the joint
force’s ability to operate while minimizing any negative effects the adversary may direct towards
1t.

In conclusion, Blue provided sufficient operational reach, however, not all systems were
sited to exploit their full range of capabilities. Sufficient or redundant friendly weapon systems
and sensors were positioned to provide Blue forces the ability to monitor areas of interest and
attack enemy targets. In some instances, while Blue weapon and sensor systems were placed
where they could complete their missions, those emplacements exposed the forces to undue or
excessive risk. Redundant capabilities and large force numbers allowed Biue more flexibility in
positioning systems than might otherwise have been feasible.

Diplomatic constraints on the positioning of friendly systems were inherent prior to and,
during hostilities. Other friendiy assets were requested to supplement or replace constrained or
ineffective assets thereby ensuring Blue capabilities remained. However, benefit analysis may
have precluded the implementation of some of these options.

Most friendly assets used by the JTF were staged inside the JOA. The physical presence
of Blue forces staged in areas under enemy influence provided easier targets for terronst and
pattisan activities. Populations of sympathetic or apathetic individuals provided the terrorists
many opportunities that may have been precluded if friendly assets were staged in low threat
areas.

Stealth capabilities were successfully employed during the experiment. They provided
more capabilities to the JTF commander than comparable non-stealth assets, and did so with a
lower loss rate. Caution is necessary in this area, as the fidelity of the experimental data analyzed
thus far cannot distinguish type of targets, or level of danger the different airframes were subject
to during their attacks.

ISR system positioning was initially constrained by diplomatic issues, causing non-
optimal coverage of some of the enemy’s capabilities. As hostilities commenced, those assets
moved to orbits and routes that were more favorable. However, while the JTF was asset rich, the
processing of ISR information through the M&S systems was not optimal and as a result
planning, operations and assessment did not benefit from the numbers of assets.
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Blue weapons ranges were not maximized in all instances, but the redundant capabilities
offered by the components provided flexibility in the choice of weapon to employ on the
enemy’s nodes.

An interesting after action review comment was made concerning the fact that two fights
were occurting. The first fight was in the traditional realm. An example of a fight in the
traditional realm could be the destruction or neutralization of coastal defense systems. The
second fight was against the asymmetrical threats. Asymmetrical examples might include deep,
behind enemy lines operations—Special Forces reconnaissance or HUMINT. Operational reach
was addressed more in the traditional fight than in the asymmetrical fight. As fighting
progressed, Blue’s use of 1ts IO assets improved, specifically in the use of press coverage, press
conferences, pushing broadcasts, and leaflets. Operational reach in the asymmetrical fight has
different meaning and parameters than in the traditional sense.

Warfighting Challenge: Ability to enhance force protection

This warfighting challenge addresses the JTF’s ability to enhance force protection in
support of RDO. Enhanced protection of the joint forces provides the combatant commander
greater flexibility to employ effects packages. Force protection encompasses not only military
elements, but also the non-combatants and systems of all DIME domains in the JOA. Adversarial
political, military, terrorist, and criminal elements as well as adversary-sympathetic entities are
potential threats to the combatant commander’s joint force.

In conclusion, Blue was able to provide himited protection for systems, capabilities, and
non-combatants in the JOA; forces in the rear area; and, with a few exceptions, forces in the
combatant areas. Except for OPFOR’s pre-emptive navai attack, successful terrorist attacks near
Blue APODs, and the use of civilian aircraft in attacking Blue infrastructure, operational air,
space, and missile defense was well executed. Systems and capabilities were generally well
protected.

Instances of friendly operations delayed, disrupted,
canceled or modified due to attacks from enemy forces
(ground or naval), partisans, or terrorists
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Figure 41: instances of friendly operations delayed, disrupted, and canceled because of the actions of
an enemy force
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Blue forces suffered some personnel and materiel losses from enemy forces and
terronsts, but friendly force protection measures provided a sufficient level of security level to
allow the JTF commander flexibility in his range of options. The damages and losses Blue forces
sustained did not cause any alterations at the operational level, and few tactical changes (See
Figure 41).

With the assets available to the JTF during this exercise, TBM defense was 100 percent
effective in protecting the JTF’s rear areas and secunty measures were adequate for the
protection of Blue personnel, as well as material and facilities, contributing to relatively low
material losses and limited casualties in the rear areas. The integrated friendly air and misstle
defense was operational prior to the start of hostilities, and no enemy military aircraft
successfully struck the JTF rear areas.

With the exception of the Marine STOM, Blue intentions were sufficiently shaded from
enemy forces so that conditions were set for successful Blue RDO. Additionally, Blue had one
special reconnaissance operation compromised and five Blue personnel were captured as a resuit.

Finding 1 Blue forces could not isolate or suppress enemy anti-access capabilities
consistently during the experiment.

Numerous enemy antt-access targets were identified and destroyed, but CJTF-S retained
an antt-access capabtlity throughout most of the experiment. CJTF-S used the majority of his
anti-access capabilities during the pre-emptive strike on Blue forces entering the JOA.
Additionally, he used deception and concealment to retain some of these assets. CJTF-S’s use of
asymmetric assets such as civilian aircraft, terrorist MANPADS (man-portable-air-defense-
system) and naval mining enhanced his anti-access campaign. CITF-S could not stop Blue forces
entering the area AOR, but he definitely disrupted Blue forces entering the JOA. 10 efforts
above the JTF level would have played a large part in the success of Blue’s ability to suppress
adversarial anti-access capabilities and [O play may have contributed to the constraining of
terrorist or other asymmetrical threats to friendly forces, prior to and during hostilities. There
were, however, no indications of IO play above the JTF echelon.

From the completion of the Blue planning phase until Blue’s entry in the JOA, OPFOR
forces took no kinetic actions against friendly forces. Many asymmetric and some kinetic enemy
actions might have been directed against Blue forces flowing into the region durning this lull in
combat. If the enemy had attacked Blue forces during this period, the pre-emptive strike may
have had less effect or may have been precluded entirely. Nevertheless, an OPFOR anti-access
campaign initiated, during this period, may have hampered Blue’s ability to gain entry into the
JOA.

Most respondents reported the friendly strategy to counter the enemy anti-access strategy
was adequate (See Figure 42), but it was not adequate at the operational level. If CJTF-S had a
few more assets, his strategy probably would have had an operational effect on Blue forces. As
the experiment demonstrated, CITF-S was able to disrupt Blue’s flow into the JOA. One
respondent commented, “Enemy strategy has not significantly degraded the ability of BLUE to
access or move within the theater. [ do not perceive that the enemy (CJTF-S) intended to restrict
access. Most of the focus was to disrupt the ability and garner world sympathy to his plight.
Estimating that he (CITF-S) could not totally prevent access to RED, his use of forces to attack
and degrade capabilities seems to be more effective than trying to totally prevent access.”

Another participant said, “Friendly [Blue] commanders were able to anticipate enemy
activity, but not pre-empt (it).” “Blue has done a good job of collecting information on Red units
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and disposition.” “Assessment was dead on. Information gathered enabled Biue forces to assess,
plan, and execute their operation to fruition.”

The OPFOR pre-emptive strike was a good example of assessing the risk, but failing to
take the necessary action to address that risk. Blue considered a pre-emptive s%e possible, but

Over 80% of respondents
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Figure 42: Rating of adequacy of friendly strategy 1o counter enemy anti-access strategy

was not fully prepared for the CITF-S’s attack. Blue apparently identified and considered the
posstbility of an enemy pre-emptive attack as part of the base plan during Spiral 3, but
countering that possible CITF-S option was not further pursued by the JTF at the start of the
execution phase. Possible contributing factors to Blue’s moderately unsuccessful handling of the
enemy’s anti-access strategy may be due to inexperienced personnel, the lack of familianty with
Blue staffing structure and processes, and information overload. These factors affected the staff’s
ability to distill the important information from the tremendous amount of data available to the
JTF and process it through the proper sections in a timely, orderly fashjon.

At the component level, measures were considered and emplaced for their entnes into the
JOA, but there was an apparent failure at the JTF level to assimilate/integrate the component’s
JOA entry plans into a coherent JTF level entry plan. A mitigating factor here may be that the
heavy, mission-planning load, which occurred concurrently with JOA entry, may have
overshadowed counter-strategies for OPFOR anti-access initiatives.

Apparently, there was no conceptual linkage between the components and the JTF for
joint entry operations. The joint rear area coordinator (JRAC) appeared to have the majority of
the secunty and protection assets in place prior to hostilities. On D+2, a JFACC observer/trainer
indicated that the isolation and suppression of CJTF-S’s anti-access capabilities were a primary
objective for the JFACC. Specific JFACC actions for freedom of navigation operations (FON)
were to fly CAP to support JFMCC efforts to restore FON, support JFMCC efforts to neutralize
CITE-S threat to FON in the littorals and the chokepoints, support the JEMCC to neutralize
CJTF-S mine-laying capabihities, and find and deny/destroy CJITF-S CDCM capabilities.

The JFMCC appeared prepared for most enemy contingencies, unfortunately the enemy’s
pre-emptive strike overwhelmed Blue’s air defense capabilities. Friendly force flow into the JOA
appeared well thought out and executed. The TPFDD process received a few comments
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indicating that a closer relationship between logisticians, planners, and operators would improve
RDO operations.

Senior concept developer comments indicated that the CIE environment helped with both
the 1solation and suppression of adversary anti-access capabilities and with Blue’s ability to
achieve operational sanctuaries of space and time necessary to execute RDO. The clear
delineation of the supporting/supported relationships between the components also contributed to
the success of both of these warfighting challenges. Although numerous ISR assets were
available to Blue forces, the hmited feedback from these systems (through modeling and
simulations), hindered planning and operations. Prior deliberate planning must occur and force
protection must continue when Blue executes missions to achieve operational sanctuaries.

The SCD also noted, there were no apparent re-supplying actions of enemy forces once
hostilities began from external sources. There were internal enemy re-supply operations within
the JOA between CJTE-S forces, in particular supply runs to the disputed islands where military
suppltes were hidden amongst civilian supplies. Additionally, there was also an unconfirmed
report of an attempted shipment of military equipment inter-coastally to one of CJTF-§8’s
residences on D+2.

Comments included, “At 030937Z Merchant vessels seen making continuous re-supply
runs to the islands.” “A military element in [CJTF-S controlled coastal Jocation] was preparing to
deliver unidentified military equipment to CJTF-S during the late Zulu hours of 28 July 07. The
equipment was to be delivered to one of the CJTF-S’s restdences during the early hours of 29
July.”

There was no evidence of active DIME support for CJITFE-S from outside the JOA.
However, passive assistance in the diplomatic arena came through sympathy to CITE-S,
including some foot-dragging by some regional officials on investigations and actions for
incidents in which Blue forces were targeted by terrorists in netghboring countries, as well as
intermittent support from the government of Red. Protests occurred in neutral countries, not for
the OPFOR, but against Blue’s actions in the region. The enemy was receiving open source
information from some countries, until that flow of information was shut down in response to a
Blue request. No noted military assistance flowed to the enemy. Additionally, there was no
indication of economic support to assist the enemy.

Finding 2» Blue did not successfully create operational sanctuaries in time and space
necessary for conducting RDO.

The OPFOR pre-emptive strike, the Marine STOM and to a lesser degree, the
compromised Special Forces reconnaissance mission demonstrate Blue’s inability to achieve and
or maintain operational sanctuaries in time and space. However, Blue was able to overcome each
of these specific events and successfully accomplish the assigned missions.

Although Blue suffered land, air, and sea forces losses, Blue was able to consistently
achieve local superionty at the time and location of its choosing. Blue was able to achieve
operational sanctuaries of time and space necessary to conduct RDO with two notable
exceptions: the enemy’s pre-emptive strike on Blue forces in the JOA, and the Marine STOM.
OPFOR still posed threats in the air, land, and sea environments, but generally, they could not
fend off Blue military attacks against their PMESII nodes. Blue’s aircraft losses are shown in
Table 7. Blue ship losses are shown in Table 8. Blue personnel 1osses are shown in Table 9 and
ground system losses are shown in Table 10. The majority of air and naval losses were due to air
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and missile attacks during the OPFOR pre-emptive strike. Naval mines also contributed to Blue
losses. Further analysis is necessary to determine the specific systems causing the damage.

The majority of Blue aircraft losses were due to enemy SAM activity. As reported on
DCARS, 74 UAVs were destroyed and 349 manned Blue aircraft. These losses did not stop Blue

from achieving operational sanctions except during the pre-emptive strike and the Marine

STOM.

Table 7: Aircraft losses by type and component

Aircraft

Component Equipment Autharized Loss Replacement Avaitable

JFACC Fixed Wing 448 32 5 421
Helo 6 0 0 6

JFLCC

Army Div Fixed Wing 12 0 0 12
Helo 42 4 0 38

MARFOR Fixed Wing 75 7 4 72
Helo 123 24 9 108

JFMCC Fixed Wing 143 11 0 132
Helo 55 11 0 44
MPA 10 0 0 10
UAV 30 4 0 28
Logistics 4 0 0 4

JSOTF Fixed Wing 26 1 0 25
Helo 35 0 0 35

JPOTF N/A

Blue reported 13 ships lost to CJTE-S action, with other ships sustaining varying degrees
of damage (See Table 8). Enemy forces inflicted this marittme damage and destruction through a
combination of CDCMs, surface to surface, SWARM attacks, mines, and mini-sub/mine
activities. Except for the pre-emptive strike, Blue naval forces provided sanctuaries in time and
space.

Table 8: Ship losses by type and component

Ships

Component Equipment Authorized Loss NMC/PMC Available

JFMCC Carrier 2 0 0] 2
CRUDES 13 3 0] 10
AMPHIB 6 0 0 6
Support/Mine 19 6 0 13
HSV/HSS 9 4 2 2
Submarines 0 0 4

JFLCC N/A
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Ships

Component Equipment Authorized Loss NMC/PMC Available
JFACC N/A

JSOTF Various 20 0 0 20
JPOTF N/A

Blue land forces established sanctuaries in time and space, except during the Marine
STOM when the majority of land component losses occurred. Further analysis is necessary to

determine the specific enemy systems that caused the Blue losses.

Blue personnel losses were concentrated during the pre-emptive stnke period and dunng
the Marine STOM. Again, with these two exceptions, Blue forces established sanctuaries in time
and space. A SOF team was compromised, resulting in the capture of five of its personnel,
exemplifying a small but significant loss of Blue sanctuary.

Table 9: Personnel Kiiled, Wounded, and Missing

Unit KIA Wounded Missing Percent Available
X MESB 151 330 1 92%
Army Div 794 224 0 91%
MEU 23 117 0 90%
JRAC 0 0 0 100%
JFLCC 968 671 1 91%
Tabie 10: Friendly ground system losses
Ground
Systems
Component Equipment Authorized Loss NMC/PMC Available
JFLCC
MLRS 18 0 18
HMMWV 89 4 58
Stryker 274 2 272
MARFOR M1A1 68 0 68
AAAV 153 0 153
IAV 274 3 271
LAV 53 8 45
JFACC - 861 0 29 803
JFMCC N/A
JSOTF N/A
JPOTF Various 69 0 0 69
JTF 1839 17 36 1757
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Finding 3» Despite persistent targeting and rapid engagement, Blue could not deny the
enemy sanctuary.

Enemy forces re-grouped during lulls between Blue attacks. CJTF-S’s pre-emptive strike
denied Blue targets, which his anti-access assets would have presented had they not been used
first. CJTE-S forces also used dispersion, cover, concealment, and deception to preserve assets.
Blue forces dominated enemy forces during specific engagements, but enemy capabilities that
remained operational after Blue’s immediate objective was achieved, had the potential to impact
other remaining effects destred by the Blue forces.

Blue’s persistent targeting and rapid engagement of OPFOR did not serve to deny
sanctuary 1o the enemy. Moreover, as the OPFOR regrouped between Blue’s strikes, Blue’s
efforts were shown as ‘not persistent.” The ONA provided a good starting point in conjunction
with the joint intelligence preparation of the battlespace (JIPB) to target key enemy locations,
equipment, and forces. The joint fires element (JFE) was responsive to information received, but
the time it took the JISR process to feed new and updated informatton to the other elements in
the system was problematic. This delay diminished Blue’s efforts to counter enemy PMESII
nodes.

The JFACC indicated that the CITF-S’s pre-emptive strike pushed Blue air power
somewhat off balance, and that a great effort was necessary to keep Blue air corridors open.
Additionally, the lack of M&S ISR fidelity caused frustration amongst the JFACC staff. The
JEMCC said the definition for rapidly setting conditions for decisive operations needed to be
adjusted before they could become comfortable with it. The Marine STOM was initially
unsuccessful and was an indicator that Blue could not consistently set the conditions and
successfully execute all operations necessary to achieve the desired effects against enemy
PMESII nodes.

To counter enemy anti-access strategies, Blue combined the efforts of the components
with the JFMCC targeting C2, TBMs, CDCMs, [ADS, surface and sub-surface maritime targets,
terronists, and pirates. The JFACC tfargeted C2, TBMs, and enemy air and provided support to
the JEFMCC. The JSOTF targeted terronists, enemy leadership, communications nodes, and
assisted the JFMCC with anti-surface attack against enemy vessels.

Biue reported that 24 percent (12 of 49 node groups for freedom of navigation
operations) were effectively struck during ETO 1 operations, on D+4. Additional freedom of
navigation nodes were struck, but were not degraded sufficiently to meet the desired effects
levels. Forty-three percent (21 of 49) of the node groups attacked in ETO 1 were only partially
destroyed, while 16 node groups (33 percent) were rated as not meeting the desired effects
levels. During ETO 1A, the percentage of effectively struck node groups rose to 78 percent (38
of 49 node groups for effect 823 during ETO 1A). Partially achieved effects came to 20 percent
(10 of 49 node groups), and unachieved effects node groups totaled two percent (1 of 49 node
groups). Many of the anti-access PMESII nodes were similar for both ETO 1 and ETO 1A,
which allowed the ETO 1 effects achieved to contribute to the ETO 1A effects. This cumulative
achievement of effects directly reflects in the increased percentage of effectively struck node
groups for ETO 1A versus ETO 1.

Finding 4» Blue provided sufficient forces, capabilities, and positioning of sensors
necessary to conduct EBO and to accomplish the assured access mission.

Blue forces considered the diplomatic and enemy situations and placed complimentary
weapon and sensor systems to provide the necessary capabilities to the JTF commander. When a
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Blue system could not be placed to take advantage of it’s inherent capabilities, other Blue assets
filled the void.

An observer/trainer indicated that Blue’s redundant capabilities provided incentive to
ensure thar friendly weapon systems were positioned to take advantage of their operational reach.
Additionally, most observers indicated Blue positioning was good and that it accommodated
constraints imposed by OPFOR systems.

“Planners are moving JIACG constraining, ISR platform tracks to optimize coverage for
the current desired effects(s). The limitation was [ADS and for AA threat.”

“Again, from what 1 can tell, and with the limitations, placed on the JTF from the JJACG,
they were deployed to exploit the (IR) maximum capabilities.”

Had the JTF been tailored (reduced in size) to a greater extent, the components would
have placed much more emphasis on weapon system placement. Blue force positioning factors
included OPFOR air, [ADS, CDCMs, and TBM range capabilities as well as political
considerations constraining Blue force deployment, basing, and employment. A senior concept
developer mentioned that MCO2 might not provide the proper venue to properly test Blue’s
ability to provide sufficient operational reach.

Blue had mixed results with the placement of systems to find enemy forces and
capabilittes. Some individual pieces of equipment could not be placed for maximum operational
reach; however, other Blue assets performed the necessary functions. Initial friendly force
posittoning somewhat limited Blue’s ability to find and monitor enemy assets. When the JTF
placed equipment in non-optimal locations, it was usually because of diplomatic or geographical
reasons. Prior to hostilities, friendly ISR devices were positioned away from enemy territory so
that optimal systems coverage was not possible for many assets. However, friendly maritime
assets were stationed in or transited waters within the enemy’s monitor and attack radius. Some
Blue war fighters defended this use of friendly mantime assets as being within the range of
acceptable risk, and because this course of action would allow more flexibility for the anticipated
follow-on mission of capturing the disputed islands.

Additionally, an experiment related shortfall might have caused critical intelligence data
from reaching the right people. There was a possible breakdown in the complete and timely
transmission of data from sensors to end users, which may have been due to a modeling/scripting
shortfall.

Blue used assets based both in and out of the JOA. Approximately seven percent of fixed
wing air power, including B-52s, KC-10s, B-1s, and B-2s, were based outside the JOA, and Blue
forces took advantage of these systems’ operational reach. Additionally, vanous higher echefon
ISR assets were based outside the JOA, although, much of their collection efforts went to the
JTF.

Given the initial diplomatic and geographical constraints, the early designation of
component ownership of rear area control responsibilities may have eased de-confliction issues,
and may have resulted in a more optimal posittoning of assets. As fuel was supplied through host
nation support, Blue systems again, may not have been optimally positioned to take advantage of
their inherent operational reach. Organization and planning, such as that done for the 82D
Airborne Division assets, could have resulted in better use of operational reach. In the 82D’s
case, a smaller rear area footprint, a reduced TPFDD requirement, and a smalier force flow may
have resulted from a better use of the unit’s operational reach capabilities, if deployed without
intermediate staging in the rear area. If the airborne forces flow straight from their home base to
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their combat mission, there would be a reduced requirement for a logistics tail at ISBs and a
corresponding reduction in the overall number of support personnel.

Other key points that affected force posttioning included the need to have more and better
jotnt training, highly capable command and control capability (especially for the joint tactical
actions that in the future may be an integral component of the JTF), and an ability to dynamically
re-task components. Strategic choke points, such as the Suez and Panama Canals, and various
straits may be rendered impassible to traffic, which in turn could force units to occupy alternate
locations.

Terrorist activities at APODs and SPODs will also contribute heavily to the non-optimal
positioning of friendly forces. A balance between the safety of forces and the ability to use
asset’s capabilities to the fullest may shift positioning criteria. A C-17 full of paratroopers may
be safer and more effective dropping over an enemy objective than landing in the theater rear
area due to MANPAD-equipped terrorists operating near the APODs. As a senior concept
developer indicated, U.S. forces may have to consider the boundanes of the continental U.S. as
the line of departure/line of contact. Although not noticed in this experiment, the positioning of
forces for a deception plan may be reason enough not to optimally position forces, for their range
capabilities, but rather for their desired effects on the enemy.

Blue was able to successfully employ stealth assets against numerous enemy nodes.
Friendly stealth aircraft conducted a disproportionate percentage of the mission strikes compared
to non-stealth aircraft. Stealth aircraft constituted only 10 percent of the friendly attacking fixed
winged assets, yet they conducted 16 percent of the strike missions. Additionally, stealth losses
were only five percent of overall attack aircraft losses with the downing of a single B-2. Time
constraints precluded an assessment of data to determine targeting breakout between stealth and
non-stealth assets, but generally, Blue stealth assets were more effective than non-stealth assets
against the enemy forces.

Prior to hostilities, diplomatic constraints caused some friendly ISR assets to be placed in
constratned locations negatively impacting their coverage of OPFOR assets and capabilities.
Additionally, Blue did not want to upset the government of Red by operating ISR platforms too
close to their borders.

Once hostilities began, Biue repositioned its sensor systems to provide coverage of the
enemy’s assets. Tactically, some airborne sensors had modifications to their tracks to
accommodate potential enemy SAM locations. One SME stated, “In looking at other possible
target areas, it was determined that intelligence coverage was desired. When analyzing the
avatlable coverage, the UAVs did not have the required range. Re-evaluation of BLUE SOF
elements was conducted and it was determined that it was not economical (man-power or
material-wise) to task currently employed forces. Coordination to gain national assets to cover
the intelligence gap was surfaced.” When certain Blue assets lacked the capacity to fulfill a
specific mission, the JTF used other assets to perform that mission, or a request for higher
echelon assistance was forwarded to the combatant commander.

Other comments indicated that there were sufficient Blue ISR assets to cover the PMESII
nodes. Space assets were used in general support, but there was no indication of specific PMESII
nodes being covered by space assets. Airborne sensor positions were limited by pre-hostilities
diplomatic constraints and later by enemy anti-aircraft defensive systems once hostilities began.
These constratned locations prevented friendly assets from using their full capabilities against
enemy forces and systems. Some instances of Blue stand off weapons include: air and sea
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launched crutse missiles, gurded anti-tank weapons, directed bombs, and surface to surtace
missiles.

The level of detail available for analysis preciudes the ability to distinguish specific
PMESII nodes covered by space assets; however, Blue briefings indicated that space assets
provided general JOA coverage.

No specific instances were discernable where 2 weapon was assigned to an enemy
PMESII node when a longer range, equally capable weapon was available. However, generalities
such as the “Weapons used were appropriate,” and “ATACMS vs. B-2 for soft targets” were
mentioned by SMEs. These SME comments indicated that Blue had sufficient capabilities to
choose among various types of ordnances to accomplish a mission. Therefore, Blue was not
forced to use less optimal weapons during operations (See Figure 43).

Comments included using the appropriate assets to target PMESII nodes and noted
concern about failure to reach certain targets due to range himitations of the UAV. Additional
assets were being investigated fill holes in the coverage. The limited range of some aenal assets
precluded them from accomplishing some long-range missions. The asymmetrical nature of
RDO pushed the need for lower echelon units to have longer-range 1SR capabilities.

Instances of attacks on PMESII nodes have occurred, but those attacks were ordered by
conscious decision. Range is only a small portion of the equation. There are collateral damage

concems, which may require precision guided munitions or non-lethal platforms when attacking
PMESII nodes.

Instances of PMESII nodes being attacked by a weapon when alonger range
and equally capable weapon was available.
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Figure 43: Instances of less than optimum weapon selection

Finding S» At the operational level, Blue was able to provide protection for operational
forces, means, and noncombatants in the JOA.
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Blue successfully protected the personne! and assets engaged in RDO. Blue was very
successful in protecting civilians (both in the CJTFs controlled areas and in areas friendly to
Blue forces) from both enemy actions and unintended friendly actions. MCO2 experiment
warfighters reported few instances where friendly operations were delayed, disrupted, canceled,
or modified due to attacks by enemy forces, partisans, or terrorists. The respondents appeared to
refer solely to tactical operations in their comments on this question. SCDs, SMEs, and OPFOR
observers stated that the enemy inflicted operational level damage on Blue assets specifically
referring to the preemptive strike. Some of the success of the pre-emptive stitke may be due to
the expertment artificialities and scripting limitations experienced during the experiment.

Supporting Analysis:

Blue provided protection agatnst enemy missile and air attacks in the rear areas. But, the
enemy was able to conduct successful attacks using civilian airplanes and vessels, and did so
primarily to impede APOD and SPOD operations. Additionally, using terronists, enemy forces
attacked supporting, host-nation infrastructure and personnel along with any key leadership
whom they thought were aiding the Blue effort.

Operationally, Blue continued its planned missions throughout the exercise without
delay, disruption, cancellation, or modification. Blue’s depth in resources more than made up for
any losses causes by enemy hostile action. Although the enemy was able to delay, disrupt, and
modify Blue actions at the tactical level, including sinking Bilue ships and downing Blue aircraft,
they were not able to cause the cancellation of Blue operational actions.

Sentor warfighters and concept developers warned that the rear area commander should
be identified early on in the JTF process. This would aliow the command and control and
working relationships between the elements from the participating components, and the host
nations sufficient time to jell. Designation of a rear area, component commander, to fulfill both
the JRHC and the component synchronization of supporting functions duties, is a possible
solution. Although the enemy inflicted personnel losses and equipment damages and losses on
Blue, the OPFOR could not force Blue to change its operational goals.

Table 11: Forces OPCON to the JRAC by Phase
Phase } Phase 2 Phase 3

Inf Bn (USMC)
MV-22 (USMC)
MP CO (USMC)
F-18 (USMC)

Inf BN (ARMY)
UH-60 CO (ARMY)
AH-64 CO (ARMY)

[T I I N
—
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Approximately four percent of Blue ground forces were assigned to rear area security.
That number nearly tripled depending on the phase of rear area operation if OPCON forces are
included in the JRAC ground personnel count.

Finding 6» Blue was moderately successful in providing operational air, space, and missile
defense.
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Blue actions, although generally successful, had notable shortcomings. A preemptive,
combined, air and missile attack on forces in the JOA showcased a Blue shortcoming. The Blue
mantime component was unable to provide air defense against an overwhelming attacking force,
absorbing a tremendous strike, which damaged and sunk several high-value ships. Additionally,
Blue was unable to control the airspace around the SPODS and APODS as the OPFOR used
civilian aircraft to penetrate friendly airspace. Blue shortcomings may have resulted from:
¢ Planning for the most likely enemy COA versus planning for the most dangerous COA
e Linkage between component entry capabilities and the JTF JOA entry plan left
vulnerabilities open for enemy attack

e Maximum operational reach may not have been used due to positioning for successive
missions

o  Vulnerability to terronst attacks against APODs, SPODs, aircraft, and personnel

Blue successfully provided integrated air and missile defense to the degree that the only
Blue operational modification was a disrupted entry into the JOA at the beginning of Operation
Sovereign Passage. Blue’s air and missile defense system was largely in place prior to the
commencement of hostilities. Blue prevented all enemy military air and missile attacks from
causing damage to the JROAC areas.

Enemy civilian (terrorist) airplanes caused tactical level damage due to the inability to
determine the intent of the civilian plane’s operators. Blue forces were aware of the aircraft, but
could not ascertain the intentions of the pilot. On occasion, these aircraft would veer off their
flight paths at the last moment to attack Blue facilities, crashing civilian airplanes into friendly
facilities, causing damage to aircraft and killing or wounding personnel. Some of these aircraft
were suspected of carrying chemical or biological weapons.

The JTF took 19 days to complete its anti-air umbrella, from the movement to the SPODs
on C-5 until the assumption of the JOA responsibilities on C+14. A misstle defense battery
flown into theater was in place by C+5 for an establishment time of four days. Six missile
defense batteries were reported operational, protecting 10 CAL sites by C+16. Four CAL sites
were covered by Aegis systems, and host nation missile defenses covered three other CAL sites.
Limited THAAD coverage was also in place.

CJTF-S’s early preemptive stnnke was the sole instance where Blue operational level
actions were affected by enemy offensive air or missile attacks during the entire exercise.
JFMCC sustained significant damage; enough to disrupt his freedom of navigation goal. Other
enemy missile attacks became tactically significant, especiallv when Blue, or merchant vessels
were struck, damaged, or sunk. These tactical actions, however, did not cause Blue operational
delay, disruption, modification, or cancellation (See Figure 44). This result should be considered
within the context of the experiment assumptions and limitations presented in Chapter 6.

Friendly forces successfully identified, attacked and destroyed, or neutralized enemy
offensive military air assets. They identified all enemy military aircraft and destroyed 87 percent
of them (90 percent of fixed wing, over 80 percent of rotary-winged assets). There were no
indications that there were any lapses in Blue’s monitoring of enemy aircraft and missile usage
against Blue forces. The level of model and simulation detail and the supplemental scripting
levels, however, did not provide detailed information specific enough to obtain a definitive
answer.
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Instances of friendly operations delayed, disrupted,
canceled or modified due to enemy offensive air or
missile attacks.

Limited observations of
CJTF-S air or missile
attacks affecting Blue

operations.
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Figure 44: Instances of friendly operations delayed by enemy actions, by days of delay

MANPADS, used by terrorists near friendly airfields, were successfully employed by
OPFOR, bringing down three large support aircraft, including a C-5, a 767, and a KC-13S.

Approximately 76 percent of offensive enemy missiles were destroyed in flight. Blue
naval forces suffered early losses as 11 ships were hit and suffered some level of damage: one
AOR, two DDGs, one DDX, three HSVs, one MCM, one MHC, one T-AGOS, and one MPS.

The friendly rear area was very well defended against TBM attacks, with no reported
destruction or damage due to those enemy missile systems.

Grading the conduct of tactical warning and attack assessment in the JOA, Blue was
successful in identifying incoming missile and air attacks, except during the enemy’s pre-
emptive strike. The enemy’s plan to distract, then overwhelm, Blue anti-air and anti-missile
assets produced a great deal of damage and destruction of maritime assets during the opening
engagement of the war.

Other Observations
Observation 1: Blue forces protected systems and capabilities in the JOA.

No operations and secunty (OPSEC) violations were reported neither were there any
incidences of Blue action or inaction that conveyed intent to the enemy, such that Blue joint
operations were delayed, disrupted, canceled, or modified.

Some minor Blue OPSEC breaches occurred, but these incidences had no effect on Blue
operations (See Figure 45).
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A Special Forces team
was compromised> causing the Instances of compromise of friendly intentions causing
loss of personnel, but there was : joint operations to be delayed, disrupted, canceled, or
no noticeable impact on joint : modified.
operations that resulted in delay,
disruption, cancellation, or

YA Few instances of
GJTF-S affecting

modifications to plans. One SME | 2 2 prt

stated, “Friendly intentions were K =

not compromised due to a team :

being discovered.” Had the 1 '
experiment lasted longer, Blue : Less thans orof srot
would most likely have added [DCORONACO @ LEJEUNE DNELLIS DSUFFOLK | - =359
further missions to rescue the

captured SF personnel. Figure 45: Instances of compromised intentions

Relationship to Other Objectives

Assessment Area 3 impacted several other experimental concepts and assessment areas.
The ones affected are discussed below.

ONA
- Database research for facilities and infrastructure provides support to access operations into and
throughout the JOA

EBO
- EBO assists with the development and execution of Assured Access plans and operations.
Assured Access 1s an integral component necessary to ensure that further Effects Based
Operations can occur in the JOA

Sustainment
- Assured access permits sustainment of the JTF

Collaborative Information Environment
- CIE provides the environment for collaborattve planning and coordinating logistics and
operations in support of Assured Access operations

Interagency
- Interagency relations affect the interaction for coordinating host nation support (food, facilities,
equipment) and humanitarian assistance in preparatton for and execution of Assured Access
operattons

JISR

- JISR impacts the intelligence on the deployment routes, the JOA and adversary activities
therein that would adversely impact force deployment and Assured Access operations
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IS
- Information Supeniority is a major component in ensuring conditions for assured access
operattons

EBO Decisive Operations
- Assured access is an instrumental condition for the execution of decisive operations in the JOA

EBO Planning and Assessment
- Effects Based Planning is essential for successful assured access planning and operations

Sustain the Force
- Assured access is necessary for force sustainment operations. Sustainment operations to the

JOA are vital for successful assured access operations

Relationship to Baseline Analysis

The following entnies are relevant to major observations made during MCO02.

Baseline entry: The JMC had difficulty in force tracking; reducing force capability to develop
and execute movement plans

MCO02 Resutt: The JFMCC showed a vast improvement in this area

Baseline entry: Forces arrived late in the JOA, severely degrading the commander, joint task
force (CITF) ability to successfully prosecute his assigned missions

MCO02 Result: During MCO02 the JFMCC showed an improvement in his ability to integrate
forces arriving in the JOA

Baseline entry: The JTF did not maintain adequate visibility on rear area operations (RAO)

MCO02 Result: During MCO2 the JTF had very good visibility of the RAO, with CIE, LOG
CROP etc. assisting in the situational awareness

Baseline entry: There was little coordination between the theater missile defense (TMD) cell and
the joint fires element (JFE). This resulted in ineffective targeting guidance

MCO02 Result: During MCO2 the JTF was very successful in coordination of TMD and effective
targeting guidance gtven to firing elements. Rear area missile defense was conducted in an

exemplary fashion with near perfect performance

Baseline entry: The joint rear area (JRA) was not defined until well after the planning phase,
caustng general confusion in JRA operations
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MCO02 Resutt: During MCO02 the JRA was defined early on in the experiment. The rear area
planning and coordination for operations was performed in a very organized manner and this
resulted in a successful RAQO defense

DOTMLPF Linkage
- There 1s no DOTMLPF package associated with Assured Access

Recommendations
1. JFCOM, develop an Assured Access concept to support EBO and RDO. »
2. JFCOM, conduct an LOE to explore integration of D, 1, and E with JTF operations. »

- All aspects of the DIME elements of national power should be considered collaboratively,
when dealing with an enemy. Collaboration between the D and M aspects of the national
elements of power s a pre-requisite for a successful counter to enemy anti-access strategies. For
example, regarding the diplomatic to military linkage, a demarche’s likely effects on the enemy
need to be considered prior to the commitment of friendly military elements. A specific set of
ROE for implementation with the issuance of the demarche may increase Blue’s ability to
successfully counter enemy anti-access strategies. If an enemy is diplomatically backed into a
corner where his best and only viable alternative is a pre-emptive attack, the fnendly forces in
the area should be aware and prepared for that possibility before the enemy attacks.

3. JECOM, investigate the establishment of an 10 group or task force to integrate 10 into JTF
operations. »

4. JFCOM, conduct further concept development, experimentation and analysis on JRSOI to
focus on effects capabilities in support of EBO/RDO. »

5. JFCOM, conduct further expenmentation on the tailoring of forces from the components for
infegration into the JTF.»

- The JTA concept may need to be revised or eliminated, as the supported-supporting
relationships seemed to be more than sufficient for all the joint missions executed by the JTF.
The tailoring of forces should help reduce the JTF footprint in the JOA, reduce the redundancy
of capabilities brought into the JOA by each of the components, reduce the transportation asset
requirements for the JTF, and indirectly force the logistics to planner/operations relationships to
become more intertwined and streamlined.

6. JFCOM, improve the effectiveness of decision support tools for the deployment and
redeployment of JTF resources. »

7. JECOM, revise concept documents to specify a closer working relationship between the
logistics personnel and the operational planners for RDO logistical integration. »

- Logistical integration should be much more important in EBO and RDO than in legacy
operattons. Therefore, a closer and timelier link between the traditional planning and logistics
functions is needed. An ONA conduit or linkage for logistical information should assist in the
conduct of EBO/RDO.
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8. JFCOM, research new metrics for assessment of non-kinetic attacks on non-traditional
targets. >

- Blue forces understood and resourced traditional targets without difticulty. However,
asymmetrical targets, such as IO targets or deep land component targets, needed dedicated
servicing (complete target cycle) destgned for that effect. This servicing implies that a new
metric 1S needed for asymmetric targets, including operational reach. Operattonal reach in the
asymmetrical fight, which has different meaning and parameters than in the traditional sense,
should be researched further.

9. JFCOM, explore assigning ISR platforms at lower echelons to meet the tactical ISR demands
ptaced on tactical units by the asymmetrical nature of EBO/RDO. »

10. JFCOM, develop a dedicated, joint, rear-area command concept refined for EBO/RDO. »

11. JFCOM, provide guidance on pre-hostility ROE change implementation to support RDO
actions, and to ensure the safety of friendly forces and capabilities tn the JOA. >

- Specifically, establish clear guidelines for civilian aircraft transiting the JOA. This guidance
should help ensure safety in the JOA from civilian aircraft, whose intentions are unknown. The
guidance should give friendly forces the time and space necessary to react to civilian aircraft
once their intentions are determined.

12. JECOM, refine joint air and space missile defense doctrine to support effects-based
operations. »

- Both force packaging of ADA assets and TPFDD flows of ADA assets, combined with naval
air defensive capabilities and host nation ADA capabilities, are ingredients necessary to ensure
JOA air and space missile defense is provided through JOA establishment, operations, and
disestablishment.
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Figure 46: SEAL Team transportation standing by to embark riders to an objective area
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Assessment Area 4 — Conduct Decisive Effecis-Based
Operations (EBO)

Overall Assessment Results

The ability to conduct decisive Effects-Based Operations demonstrated future potential as
a defense application during this expeniment. The JTF proved it could coordinate the actions of a
diverse force throughout a large geographic area against a determined and diverse adversary
using EBO concepts, processes, and tools. This objective was
comprised of three warfighting challenges: to demonstrate the
ability to synchronize the application of the full range of joint
capabilities in order to engage decisive points in time and
space; to demonstrate the ability to integrate full joint
capabilities against tactical level objectives; to demonstrate the
ability to integrate execution of information operations into
Effects-Based Operations.

The ability to synchronize the application of the full
range of joint capabilities in order to engage decisive points in
time and space was successfully demonstrated during this ared..
experiment and was greatly enhanced by the use of Effects- » The ability to
Based Planning. The use of CIE tools gave the JTF and synchr(_)r_llze joint
functional components the ability to plan simuitaneously both capabilities was
vertically and horizontally allowing better developed responses
to the adversary's actions. The availability of the ONA and the
ability to access non-malitary resources through the JIACG and
reach-back capability enabled the JTF to access and better
understand the application of all facets of National Power

Overall Assessment

Results

» The JTF

demonstrated the

ability to coordinate

the actions of a

diverse force over a

large geographic

greatly enhanced...
» The ability to
conduct operational
combat assessment
was not successfully

(DIME). It also allowed the JTF to achieve desired effects and demonstrated...

» The ability to
integrate full joint
capabilities against
tactical level
objectives was
demonstrated...

to respond in a more comprehensive manner to changes in the
political and economic scenario. The joint fires initiative (JFI)
and time sensitive target (TST) concept, in conjunction with
CIE tools, greatly enhanced the JTF's ability to identify, locate,
and prosecute targets and to achieve desired effects. However,
the ability to conduct operational combat assessment was not
successfully demonstrated during the experiment. The ability to
conduct combat assessment was hindered in part by experiment
constraints, M&S fidelity, and manning of the assessment cells. There are also indications that
some of the EBO concepts were not fully used or understood by the participants.

The ability to integrate full joint capabilities against tactical level objectives was
demonstrated during this experiment. Although the JTF successfully met this chalienge, there
was ample evidence that it did not adhere to all of the concepts of Effects-Based Operations and
Planning. There is evidence that JTF planners did not develop branches and sequels based on
effects assessment, defictency analysis and predictive analysis as required by the concept. In
addition, planning was driven more by the commander than by the principles of effects-based
planning. Wargaming was conducted only sporadically durning the expeniment by JTF and
component planners, and then only at the tactical level, leading to an overall inability to
anticipate OPFOR's moves and plan proper responses to counter them. The use of cotlaboration
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and CIE tools enabled the JTF to overcome some of the problems that could have been caused by
failure to follow the concept methods. The result of not following concept guidelines was that the
JTF was unable to get inside OPFOR’s deciston cycle and anticipate its moves. The JTF was, as
a result, more reactive than proacttve in the prosecution of the conflict. Even so, JTF was able to
quickly assemble, synchronize, and employ joint forces against key tactical and operational
objectives to achieve desired effects, and able to maintain the initiative and dictate the tempo of
operations throughout the experiment. Most of the problems observed during the execution of
this warfighting challenge can be corrected through training and experience.

The ability to integrate execution of information operations into effects-based operations
was not successfully demonstrated during the experiment. Although IO capabilities were
considered during operational planning, and some were executed, all IO capabilities were not
used and integrated into JTF operations. During the experiment, the assessment of the
contribution of 10 actions was not fully considered or used to modify or initiate plans and
actions. Whether this was a process problem or caused by limitations due to M&S, assessment of
the contribution of 10 actions was not considered. The JTFs IO campaign plan was mostly
ineffective, failing to win over the hearts and minds of the adversary or have a significant impact
on the JTFs ability to achieve desired effects.

Special technical operations (STO) was a notable exception in the IO campaign. STO
actions were coordinated at the component level, and the information was disseminated to the
JTF via STO personnel assigned to the JTF. However, STO actions were not fully integrated
across the JTF or into the JTF IO plan. IO was planned, coordinated, and executed at the JTF and
component levels, but it was not integrated across the force. Due to poor BDA, the effects of the
[O campaign were not always recognized by etther the ITF or components; this led to allocation
of resources against [O targets that may have already been neutralized. This warfighting
challenge needs to be re-evaluated in future experiments.

Methodology

More than 215 experiment participants and observers evaluated this assessment area. A
series of 50 questtons were given to the warfighters, 68 questions were submitted to the SMEs,
49 CI questions were asked, and 40 M&S questions went out, which were addressing this
objective. The questions were directed to the specific person or group that was responsible for
the desired information or subject area. Specific information was sought from the C1 systems
and the M&S systems personnel during and at the conclusion of the experiment via SPPS and
DCARS, respectively. JDCAT was used to record the warfighters’ and SMEs’ surveys and
comments. [n addition, AARs from various working group, boildown sessions conducted at the
concluston of the experiment with senior ITF HQ and component participants were recorded and
comments and recommendations (captured via JDCAT) were used to supplement the
programmed data capture. The responses were screened, sorted, analyzed, and tabulated. The
data was rolled up through the element, data requirement, measure, subtask, task, and the
warfighting challenge levels to answer the objective question. ‘Azimuth check’ papers for this
objective were wnitten in which the key points of the objective were listed and brought to the
attention of the SMEs, analysts and the senior concept developers. The papers were available
through the SPPS system, and they were the focal points dunng several August meetings of the
SMEs, analysts, and SCDs.



U.S. Joint Forces Command Millennium Challenge 2002: Experiment Report

Warfighting Challenge: Ability to synchronize the application of the full range of joint
capabilities in order to engage decisive points in time and space

This warfighting challenge addresses the ability of the joint force to identify, target,
attack, disrupt, and destroy an adversary’s PMESII key nodes, linkages, and TSTs in support of
EBO.

The ability to synchronize the application of the full range of joint DIME capabilities in
order to engage decisive points in time and space depends on the ability to rapidly identify
potential targets. Also, sought are the ability to engage TST targets, assigning the appropriate
DIME capability to engage the target, and the ability to accurately assess the success or failure of
the engagement, determining if the desired effects have been achieved. The specific tasks used to
assess this warfighting challenge were: Conduct joint force targeting to support EBO, attack
operational targets to achieve desired effects, and coordinate and integrate joint, multinational
and interagency support for EBO.

In conclusion, the ability to synchronize the application of the full range of joint
capabilities in order to engage decisive points in time and space, as demonstrated in this
experiment, was enhanced by the use of Effects Based Operations and Planning. The use of CIE
tools gave the JTF and Functional components the ability to plan simultaneously both
honizontally and vertically allowing quicker and better-developed responses to an adversary’s
actions. The availability of the ONA and reach back capability gave the JTF the ability to access
and understand the application of all facets of national power (DIME) to achieve desired effects
and enabled the JTF to respond in a more comprehensive manner to changes in the political and
economic scenario. The ability to develop operational targets was successfully demonstrated and
the ability of the JTF to prosecute TST targets using JFI/TST procedures was a significant
success. Collaboration enabled the functional components o quickly tdentify and prosecute
TSTs as they were found. It also enabled cross-cueing of targets and provided a nearly flawtess
transfer of target responsibility from one functional component to another.

The ability of the JTF to conduct operational combat assessment was not demonstrated
successfully, possibly due to problems with obtaining timely and accurate BDA and
organizational and training deficiencies in the effects assessment cell. The ability to obrtain
accurate and timely BDA and to assess the success or failure of JTF target prosecution was
hindered by poor M&S fidelity and the ISR model’s inability to accurately replicate ISR assets.
Without accurate and timely BDA, some JTF assets were tasked to re-attack targets already
destroyed, or targets that required re-attack were not placed back on the target hst.

JTF demonstrated the ability to attack operational targets successfully, using the ONA
and reach-back capabilities to determine weapon and target selection to attain the desired effects
promulgated in the ETO. The consensus indicated that the TST procedures used during MC02
were nearly ready to use as a joint standard. Some of the procedures and techniques were
modtfied during the expertment and these changes need to be incorporated in the TTP. ADOCS
proved to be a viable targeting tool, especially for TST presentation. It should be fielded as an
interim improvement, now. However, some users indicated that ADOCS needs further
development to become user-friendly. Prior to fielding, the ADOCS interface should be tested to
ensure compatibility with other software systems used throughout the JTF.

The ability to integrate joint, multinational, and interagency support for EBO is a concept
that showed great potential during the experiment. The use of DIE pillars of national power can
have a powerful effect on the battlefield. With the potential impact of DIE actions on the
battlespace and the diverse orgamzations and individuals needed to implement DIE actions, who
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should coordinate DIE actions and where should the JIACG be located? The JIACG, as used in
this experiment, was constituted as a cell/board within the JECG. Most DIE assets are not
controlled by CJTF and the effects they generate are most associated with combatant
commander/national goals (nation building, regime change, coalition building, humanitarian aid)
as opposed to CJTF desired effects; and in some instances can work against CJTFs plans.

A sentor concept developer said, "The CITF doesn't have the horsepower or authority to
access all aspects of DIME."

One recommendation for the JIACG calis for a JIACG forward element to serve as a
liaison cell/group on the JTF staff. The group would apprise the JTF of the DIE actions being
conducted or contemplated and would solicit feedback regarding these actions’ effects on CITF’s
overall campaign plan. The liaison cell also would emphasize a JIACG-like element on the
combatant commanders staft to direct and coordinate DIE actions. In this experiment, the JTF
discussed and contemplated DIE actions, but did not implement them. Due to the construct of the
experiment, the major emphasis of the JTF’s campaign was focused on the military aspects of
DIME.

Warfighting Challenge: Ability to integrate full joint capabilities against tactical level
objectives

This warfighting challenge addresses the ability of the joint force to assemble and deploy
forces to take advantage of a rapidly changing scenario. The change in situation may be caused
by disruption or destruction of the adversary’s capabilities, in which case the force is required to
dynamically re-task effects packages. Re-tasking is used for follow-on actions or in response to
an adversary’s surprise attack or when an operational branch is no longer available, suitable, or
acceptable for the mission.

Execution of this warfighting challenge depends on the ability of the jotnt force to
respond to a rapidly changing scenario, rapidly assessing an adversary’s actions and assembling
the appropriate effects packages to take advantage of the changes in the adversary’s capabilities
or actions. The specific tasks used to assess this warfighting challenge were: Synchronize and
employ joint capabilities against key tactical objectives, and dynamically re-task affects
packages for follow-on actions.

In conclusion, the JTF successfully demonstrated the ability to integrate full joint
capabilities against tactical level objectives. However, although JTF successfully met this
challenge, there 1s ample evidence that JTF did not adhere to all of the concepts of effects-based
planning and operations. There is evidence that JTF planners did not develop branches and
sequels based on effects assessment and predictive analysis as the EBO concept required.
Wargaming was conducted only sporadically at the JTF and component levels, contrnibuting to an
inability to anticipate and counter OPFOR’s moves. The use of collaboration and CIE tools
enabled the JTF to overcome most of the problems that could have been caused by not following
the concept methods. The JTF was reactive instead of proactive throughout the experiment.

Horizontal and vertical collaboration allowed the JTF to quickly assemble, synchronize,
and employ joint forces against key tactical objectives. When tasked by the combatant
commander to secure OPFOR’s WME sites, the JTF quickly was able to assembte the required
forces, assign a commander to develop a sound plan for implementation, deploy the forces, and
conduct RDO (all in less than 48 hours). Under current procedures and doctane, an operation of
this scale could have taken much {onger to develop and execute. Using collaboration, the correct
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level of leadership interacted directly to rapidly and efficiently resolve all the inherent problems
associated with a task of this magnitude.

OPFOR’s reaction to the ultimatum delivered by regional governments surprised Blue
commanders. However, after an initial setback, coming in the wake of OPFOR’s opening attack,
Blue quickly regained the initiative and dictated the tempo of operations throughout the JOA.
With few exceptions, the JTF conducted operations in the JOA with a minimum of disruption
and delay. Due more to overwhelming force than to the use of EBO concepts, the JTF took
advantage of disruptions to OPFOR’s operations and changes in relative strength and position on
the battlefield to achieve desired effects.

The concepts concerning joint tactical actions and effects packages need to be redefined.
There is no universally accepted definition of what JTAs or effects packages are, nor is there
documentation to explain how to employ, control, and sustain them. Nevertheless, JTAs and
effects packages, as defined in this experiment, were successfully conducted. The JTF was able
to assemble forces, assign a commander to plan and execute a specific mission, and then after the
mission was completed, reintegrate the forces back into the JTF command structure.

Other than as noted above, analysis indicates that the ITF successfully met the
warfighting challenge to integrate full joint capabilities against tactical level targets.

Warfighting Challenge: Ability to integrate execution of information operations into EBO

EBO uses the cohesive, rational, timely, and synergistic application of the DIME
elements of national power to affect the coherence of an adversary’s war making potential. EBO
focuses on the adversary’s PMESII centers of gravity. The foundation of [O within EBO is to
create destred effects or outcomes that influence an adversary’s behavior and will.

This warfighting challenge would use IO to provide the commander with a flexible
means to manipulate or influence an adversary’s societal coherence and to affect, that which is
cherished by the society, regardless of technical competency. According to the [O concept, if
planned and executed properly, 10 can defuse crises, reduce periods of friction and
confrontation, and enhance other DIME elements of U.S. national power. The specific task
written to assess this warfighting challenge was ‘execute offensive information operations, to
include PSYOP and military deception’.

In conclusion, the ability to integrate execution of information operations into effects-
based operations was not successfully demonstrated during the experiment. Although IO
capabilities were considered during operational planning, and some were executed, not all [O
capabilities were used or integrated into JTF operations. Whether this was a process probiem or
this lack of 10 activity was caused by limitations in M&S, assessment of the contribution of 10
actions was incomplete.

STO was the one bright spot in the 10 effort, STO actions were coordinated with the
components, and the informatton was passed to the JTF via STO personnel assigned to the ISG.
However, STO actions were not integrated across the JTF and was not fully integrated into the
JTF 10 plan. 10 was planned, coordinated, and executed at the JTF and component levels, but it
was not integrated across the force. Due to poor BDA, the effects of the [O campaign were not
always recognized by either the JTF or components; this led to allocation of resources against 10
targets that may have already been neutralized.

In summary, the JTFs IO campaign plan was mostly ineffective and failed to win over the
hearts and minds of the adversary or have a significant impact on the JTFs ability to achieve
desired effects.

114 ONLY



U.S. Joint Forces Command Millennium Chalienge 2002: Experiment Report

Finding 13 Joint force targeting was greatly enhanced in a CIE, with an ONA, reach-back
capabilities, and effective combat assessment. However, the ability to conduct effective
operational combat assessment was not demonstrated.

Joint force targeting in support of Effects-Based Operations was demonstrated during this
experiment. Collaboratton enabled the rapid flow of information both horizontally and vertically,
and gave all the players a forum to interact closely to quickly resotve 1ssues of resource
allocation, battlespace deconfliction, target allocation/priontization, and command relationship.

CIE tools, such as SPPS and ADOCS, provided the force with access to the information
required to achieve greater situational awareness within the JOA. However, these tools were not
as user friendly as they could have been and accessing information was sometimes cumbersome.
IWS, on the other hand, smoothly handled dynamic re-tasking of assets with minimal impact on
other operations. Asset retasking was necessary to meet emerging threats and operattons,
ensuring that the appropriate weapon and platform was assigned to the mission,

Collaboration and CIE toots (ADOCS, IWS, and SPPS) were big winners 1n this
experiment, though. IWS was credited with improving situational awareness throughout the
force. On the negative side, however, excessive time spent with this tool appeared to become
burdensome, especially for decision makers.

Targettng was also enhanced by other concept tools such as ONA, reach-back and the
ATO/MTO/ETO process, however, while all of those tools showed great promise, none of them
was sufficiently robust or sufficiently refined during MCO2 to have a major impact on events.

Although a robust ONA was not developed for this experiment, ONA demonstrated that
it could have a major impact on future JTF operations. However, at this stage of its development,
ONA was not user friendly.

Reach-back in support of targeting could have been an effective tool, however, there
were only limited reach back resources avatilable to test the process.

The ATO and MTO proved to be excellent tools in their domains; however, they were
insuffictent to integrate the actions of all components including JFLCC and JSOTF.

The ETO showed great potential as a vehicle to provide the commander’s guidance and
intentions to the JTF. Additionally, the use of the ETO to provide force coordination, tasking,
target allocation, ROE, and target prionitization gave the force a single source for all command
information. However, based on the small number of the nodes actually attacked and the large
number of nodes associated with the CJTF PEL, there appears to be a disconnect between the
processes and linkages between the ONA| the ETO and the PEL.

Assessment may be the key to Effects-Based Operations, however due to limitations in
M&S fidelity and experiment constraints, accurate BDA, and combat assessments were not
always available.

The performance of the effects assessment cell (EAC) was marginal at best. EAC’s
problems were caused primarily by inaccurate, inadequate, and time-late BDA from M&S; an
absence of ISR analysis tools; and an inadequately trained/prepared team.

Predictive analysis was not regularly conducted and as a result, the JTF did little "What
if" ptanning. Branches and sequels were not developed, in accordance with EBO concepts,
anticipating what CJTF-S might do, but were based more on what was happening at the moment.
As a result, the JTF was more reactive than proactive in prosecution of the conflict.
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Supporting Analysis. The PEL is the portion of the ETO that the CJTF uses to establish
the effects he wants to achieve in order to meet the combatant commander’s objectives for the
crisis/conflict; the PEL i1s modified
or changed only when there is a
major change in the course of the
conflict.

The JFACC uses the joint o i T
integrated prionty target list E —

I

(JIPTL) to identify his allocation
of airpower, to meet the
requirements identified in the PEL;
the JIPTL is published daily. N _

Component operations SMEs were . . i T
surveyed to determine tf there were . , il , []

any issues concermng the e Lo then 8 Bret oo 2

relationship of the PEL to the b=
JIPTL. Based on 36 surveys, 91 (G eomoruabo Cuevevne £ suFrou

percent of the respondents Figure 47: Instances of issues conceming relationship of PEL to
indicated that they found none (See JIPTL

Figure 47). As presented dunng the

JCB meetings, the JPITL paralleled and addressed all items listed in the PEL and indicated the
allocation of air resources to each PEL item, effectively comphmenting and amplifying the PEL
and ETO.

Comments received from some of the SMEs are included below:

“Components were very good about deleting target nominations which no longer
reflected the priorities established in the PEL. Frequently, they nominated new targets as a result
of PEL changes."

“The PEL was definitely used for planning; the mantime target list was consolidated in
the MTO and passed to the JFACC as a part of the MTO/ATO integration.”

On the negative side, these comments were noted:

“The JIPTL has seemed to jump around from WME, to islands, to maritime superiority
with accompanying shifts of main effort from JFMCC to JFLCC and back.”

“Focus changes a lot after 1-3 days and the JIPTL may conflict with PEL of the day (that
the JIPTL is in effect.)”

The JIPTL proved to be an effective tool for turning the PEL’s desired effects into a plan
for allocation of assets via the ATO/MTO.

The ETO 1s the document published by the JTF to impart his guidance and intent, force
allocations, ROE, PEL, target restrictions, and other vital information to his subordinates. After
publishing, the ETO was usually modified by issuance of FRAGOs. New ETOs were issued
when there was a major change in the emphasis of the conflict and to direct Branches and
Sequels to the ETO.

The ATO and the MTO were developed and published daily by the JFACC and JFMCC.
Survey responses obtained dunng the experiment and anecdotal evidence obtained from senjor
concept developers, testers and warfighters during Azimuth, Infocus sessions and AAR briefings
all indicate that there were no significant issues concerning the cyclical targeting cycle and the
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non-cyclical ETO process. Component operations SMEs were also surveyed and 94 percent of
the respondents (based on 36 surveys returned) indicated that there were no significant issues
(less than five instances noted), concerning the cyclical targeting cycle and the non-cyclical ETO
process.

The ETO was modified by FRAGOs as incidents occurred and the conflict changed scope
and direction, the ATO/MTO was modified daily, as required, in response to the FRAGOs, JTF
guidance and to meet the requirements specified in the FRAGOs. In this experiment, the
targeting cycle as represented in the ATO/MTO was unaffected by the ETO cycle, and was able
to respond quickly and efficiently to changes in the ETO targeting requirements as promulgated
in the FRAGOS. However, the need to rework ATO/MTOs in response to the issuance of the
FRAGO could lead to problems developing future ATO/MTOs, possibly a shorter ATO/MTO
cycle or the development of a cycle within the cycle needs to be developed.

Of those that identified instances of 1ssues, the following comments were submitted:

“The added issue of the indirect link between non-cyclic ETO process and targeting cycle
is amplified. When in a responsive mode (as in after the enemy preemptive strike), the change in
the desired effects in the ETO process will directly affect the targeting cycle. It may be a
significant issue as in drastically changing the targeting priorities due to a major shift in effects-
based operational planning. Or it may result in a small change in the target prionties due to the
lack of expected results from the first effects-based operational assessment.”

“Planning on the fly for multiple ATO/MTOs. ATO ‘C’ required significant rework.
Rework of both ATO ‘K’, ‘L’ slowed down ATO ‘M’. A shorter ATO cycle might be considered
to support RDO or create a cycle within a cycle.” (JFMCC SME)

“There were some issues revolving around the need to match the MTO to the ATO. The
internal maritime planning process imposed constraints on the 10 cell in an attempt to coordinate
a deception plan. The MSR deadline precluded flexibility in developing the plan. In this exercise
PEL equaled tasks not effects.” (JEMCC operations chief)

“ETO process was off concept. New ETOs should have been issued in place of some
FRAGOs that were issued when changes to the situation required a change in tactics or
emphasis. TST priorities where changed via FRAGO when the concept called for a new ETO to
be issued.” (A component operations chief)

Senior concept developers held that the future belonged to a new generation of automated
orders. The ATO and MTO are excellent tools in their domains, but they can’t integrate the
action of all components including JFLCC and JSOTF/JATF necessary to create joint effects.
Said one developer, "1 believe we should move from the ETO to a JTO, and eventually replace
all the Service orders (with a FRAGO or a JTO). We should move toward a Joint Integrated
Tasking Order (JTO or JITO) to complement the ETO. The ETO itself should continue to focus
at the operational level, and should not itself substitute for a tactical execution order like the
ATO."

The CJTF said, “To seize the islands within 48 hours, the battle thythm went out the
window. The capability of the ETO, empowered by the ATO-MTO, coupled with commanders’
understanding of my guidance and intent could turn the entire force within two days—this is
phenomenal. We turned 1t physically and mentally, with diplomatic support as well. Everything
we needed was there. Rapid and decisive actions were empowered without orders.”

High Payoft Target List (HPTL). The HPTL was developed during Spiral 3 (regarding
OPFOR Targets). MARFOR and JFACC addressed the use of the HPTL in their CONPLANS.
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However, based on the responses from 36 of 40 surveys sent to component operations SMEs
during the execution phase of the experiment, the HPTL developed during Spiral 3 was neither
modified nor referenced dunng execution. For JEMCC there was a list of non-TSTs that were
high prionity and the ATO/MTO was modified to accommodate them. Those targets were
directly related to the PEL/JIPTL. High payoff targets were addressed as part of the JCB brief to
CJTF and identified in the PEL/JIPTL/TST target lists. However, there were no known issues of
its relationship to the PEL/JIPTL and TST Priority List.

SME comments included:

"TST list has remained relatively stable. High payoff targets have shifted with the
changing priorities of the main effort/JIPTL."

"For JEMCC, there is a hist of non-TSTs that are high priority and the ATO/MTO may be
modtfied to accommodate them. Those targets are directly related to the PEL/JIPTL."

"The TST is being used extensively in the JSOTF. All executions of missions are listed
and proritized on the TST prionty listing.”

The reach-back concept was envisioned as a method for warfighters to gain direct access
to resources such as centers of excellence (COE), academia, and Service colleges as needed. The
concept allowed them to garner pertinent information that could help them choose the target, the
appropriate weapon, and the platform to inflict the most damage on an adversary’s capabilities,
while inflicting a minimum of collateral damage on the civilian population.

Although experiment constraints prevented creation of a robust reach-back capabihity,
there 1s anecdotal evidence that reach-back was successfully used to augment the ONA when
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Figure 48: Reach-back capability had a positive impact on the targeting process
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researching targets for prosecution. The biggest use of reach-back was to assess collateral
damage probabilities on selected targets. Of 102 survey responses from SMEs (See Figure 48),
S5 percent indicated that the reach-back capability provided a positive impact on the targeting
process.

Forty-five percent indicated *‘No Impact” (31 percent) or “Negative Impact” (14 percent),
however, there were few comments provided from the SMEs as to why they indicated that the
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Figure 49: Collaboration capability is adequate

impact of reach-back in support of the targeting process was negative. Said one SME, “IWS
provides great reach-back to nationai level agencies to support targeting,” he said “reach-back to
FIWC helped targeting 10 targets.” In regards to the robustness of the capability, a JTF HQ IS
and plans SME said, “Simulated reach-back did not replicate requirements,” and “it could not
exercise full capabilities due to the artificiality of the current ONA database. ”

Although reach-back capability in support of the targeting process could not be fully
demonstrated during this expenment, it showed great potential.

Collaboration, specifically using IWS, was rated an overwhelming success in supporting
the targeting process. In the prosecutton of TSTs, the JFE’s abtlity to more rapidly and
efficiently service targets was improved.

Collaboration allows a significant amount of information to be delivered to many people
quickly; however, this information still must be processed and put into action. Too many CIE
meetings can lead to too little time for turning the information into knowledge and into coherent
actions. Considering the number of people who can access a collaborative session, rules are
needed to avoid lengthy and complicated sessions that slow the targeting process. In addition,
some participants indicated that the meetings were more informational than decisional; the
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meetings should have provided information that would lead to discussions of options that could
lead to decisions. Some warfighters indicated that the CIE tools needed a better balance of
push/pull and that more information should be pushed to the users.

Overall, collaboration enabled the rapid flow of information both horizontally and
vertically between components and the JTF staff. Pop-up and emerging targets could be
identified, located, assigned, and prosecuted quickly using the appropriate weapons and
platforms for the task. Collaboration gave the force the ability to de-conflict the battlespace, and
resolve attendant cotlateral damage issues in an open forum allowing for efficient use of assets
against these targets. Some problem areas tnclude an over use of CIE can iead to wasted time in
virtual meetings, the ability for anyone to attend a CIE meeting can lead to too many people in
meetings and not enough people doing real work. Good business rules need to be in place to
streamline the CIE process. Figure 49 above shows the breakdown of survey responses by both
JTF and component participants. Based on 138 responses, 63 percent of the respondents agreed
that the coliaboration capability supporting the targeting process was adequate.

Comments included, “The potential capability these collaborative systems afford us in the
targeting process is very good,” said one. “It was helpful to have instant feedback from the
coordination component during the TST fire missions. IWS and ADOCS were helpful in clearing
targets and atrspace to ensure fratricide incidents were minimized.” Another officer noted,
“There seemed to be enough interaction among key players. All participants were encouraged to
add their opinions and no decisions were made without hearing from everyone -- well done --
wonderful concept, collaboration is a great tool.” The JTF deputy director of plans said, “the
ability to collaborate with higher and adjacent commands in CIE gave us the opportunity to work
efficiently through issues that previously would have taken hours or days of man-hours.”

However, not all comments were approving. There is an “inability to automatically track
between ONA nodes and BE numbers, which essentially stopped the JTF 1O cell from tracking
and redirecting the IO fight in any meaningful way. It was too slow. Targeting is a dynamic
process. Collaboration gives everyone an opportunity to contribute to the process. That 1s not a
good thing— people with nothing to contribute can waste the time of those attempting to do
actual targeting. In theory, collaboration should speed everything up, but in MCQ2, it slowed
things to a crawl, while people spent enormous amounts of wasted time in chat rooms and
briefings and got nothing out of it.” Said another, “It was too complicated and took too much
time. From what I observed in passing TSTs from either JFACC, JFLCC, or JFMCC, there needs
to be a standard method of gathering imagery, mensurating coordinates, and a common reference
point for the TST cell's to be truly effective. Simply put, I need to be completely sure that the
target JFACC is passing off to JEMCC is accurately targeted for a GPS weapon. Too much time
was spent determining the credibility of a TSTs position.”

A JTF planner said, “We can only do one thing at a time, especially in a collaborative
environment. We must decide when to use collaboration. It’s not always necessary. We must be
disciplined — who really needs to play?” In addition, from a component operations chief, "CIE
and its tools made situational awareness better, but it also tied the commanders to too many
meetings. There was little discipline in the CIE meetings, too much meandering, no real time for
planning, CIE can lead to virtual creep, and CIE can adversely affect both ITF and component
battle rhythms."

The senior mentors thought collaboration worked exceptionally well. "The collaborative
tools greatly facilitated executton, while a mission was ongoing, permitting commanders to
discuss branches, modifications, in a quick and outstanding manner,” said one mentor. [WS
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hetped the JCB to achieve overall synchronization." A second mentor said, “The components
collaborated on the CIE quickly, developed a common SOP, and used the ADOCS and other
tools. It improved TST cross-cueing component to component.”

The following responses were recetved during the combatant commander’s In Focus
sesston:

“Key enabler, huge impact horizontally and vertically, allowed the commanders to
command.”

“Process allows you to build your own "CROP" — once you have the CROP, you do not
need to drill down to the tactical level.”

"Command enabled because everyone understood the commander's intent, provided
ultimate in "mission type orders. ”
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Figure 50: Percent of ONA nodes identified for attack

The ability to rapidly locate, identify, and prosecute targets, within in the JOA| can be
enhanced by the use of reach-back and collaborative tools such as IWS and ADOCS. The
improved prosecution of TSTs was especially successful dunng the experiment, due to the use of
Collaborative tools. The use of reach-back to augment the information in the ONA allowed the
planners to more thoroughly asses the probable unintended consequences of an attack on the
target, enabling them to choose the appropriate weapon while minimizing collateral damage. The
ability to reach-back to centers of excellence for assistance in determining target priorities and to
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hetp identify the possible unintended consequences of striking particular targets can be a
powerful tool in the targeting process. Reach-back in support of targeting can be a very effective
tool. However, only limited reach-back resources such as access to the Defense Threat Reduction
Agency (DTRA), Fieet Information Warfare Center (FIWC), and the Joint Forces Warfighting
Center (JFWC) were available during the experiment. The ability to directly contact centers of
excellence, academia, industry, and Service colleges gives the JTF sources of information to help
select the appropriate resources to achieve the desired effects. These sources can help the
planners and operators choose the appropriate targets, and the appropriate weapon to minimize
collateral damage while creating the desired effect

The Prioritized Effects List. The priontized, desired effects identified in ETO-1, ETO-
1A, and ETO-2 and their associated PELs (PEL 001, PEL 001 A, and PEL 002) were compared
with the nodes assoctated with those effects in the ONA. Figure 50 on the preceding page
graphically shows the comparison of the percent of ONA nodes, nominated for attack, for each
promulgated ETO by effect. Based on this comparison, ETO-1 (Operation Sovereign Passage),
as identified in PEL 001 and promulgated on July 25, nominated 48 percent of the nodes
identified in the ONA for attack. Additionally, 58 percent of the ONA nodes, linked to the
desired effects for ETO-1A (Operation Joint Strike), as identified in PEL 001 A promulgated on
July 29, were nominated for attack. In addition, 47 percent of the ONA nodes, linked to the
desired effects for ETO-2 (Operation Joint Stability), as identified in PEL 002 and promulgated
on August 13, were nominated for attack. A review of the ONA identified 377 nodes associated
with the 10 prioritized effects identified in ETO-1 (seven effects/300 nodes), ETO-1A (seven
effects/300 nodes), and ETO-2 (six effects/202 nodes). ETO-1 identified 143 nodes, ETO-1A
identified 173 nodes, and ETO-2 identified 94 nodes for attack.

ONA. During this experiment, a robust ONA was not fully developed, likewise all
attendant nodes and key linkages were not identified or availabie. However, ONA demonstrated
its potential for future JTF operations. With a fully developed ONA, the JTF will be able to
select target nodes and linkages for disruption, neutralization, or destruction that have the
greatest impact on an adversary's capabilities while minimizing the impact on the civilian
population by minimizing collateral damage. The information contained in the ONA will help
the JTF select the appropriate level of force and resources to accomphish his goals quickly and
efficiently, and will help put the JTF inside the adversary's deciston cycle.

ONA is an essential tool for successful EBO. However, new tools need to be developed
to help users to more efficiently and quickly access the data. A more robust ONA, incorporating
better search engines and tools, needs to be presented in future exercises and experiments. Most
of the MC02 play concentrated on the military aspects of PMESII. Therefore, the targeting
guidance was heavily weighted towards the military effects without much thought being given to
other components of PMESII that, if attacked, might have achieved the JTF’s objectives more
quickly with fewer casualties and losses on both sides.

The need to re-task assets in response to the discovery of critical enemy nodes may
negatively affect the overall campaign if the re-tasking is not managed to minimize the impact on
preplanned and ongoing missions. Surveys sent to component and joint fires cell SMEs noted
that throughout the experiment numerous critical targets were discovered and attacked during
ETO execution. In all cases, appropriate air, sea or ground assets were assigned to prosecute the
new targets.

For example, during the execution of ETO-1, CJTF-S used a regional radio station to
transmit orders and information to his forces, making this station a critical node in his C* system.
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The CJTF immediately made the neutralization/destruction of the radio station a top priority in
the PEL and ordered the force to take the radio station off the air. The ATO was adjusted to
allocate increased ISR and other air and land assets to the problem. Biue air, sea, ground, and
SOF forces repeatedly attacked JTF-S misstle sites as well as WME sttes. In order to preserve his
WME assets, CJTF-S moved part of his WME assets to hide sites. These sites were located and
attacked as they were found. Providing strike assets required the dynamic re-tasking of air and
land units and changes in the ATO/MTO “on-the-fly.” In all cases, prosecution of these
emerging targets was handied efficiently with minimal impact on the overall ETO targeting plan.
In these and other cases not listed here, collaboration and CIE tools enabled the CJTF to quickly
issue guidance and intent to the components, and rapidly and efficiently formulate a plan, and
coordinate all phases of the operation. CIE tools, especially IWS, allowed the components to
effectively and dectsively resolve 1ssues such as resource allocation, collateral damage, and
unintended consequences.

Because of the re-tasking of assets to prosecute cntical targets of opportunity or emerging
TSTs, other operations may have been delayed, disrupted, or even canceled, which could have
had a negative impact on the JTF’s overall campaign. However, surveys, sent out to component
and JTF HQ operations SMEs, found the opposite. Ninety-two percent of respondents reported
that there were no operations detayed, disrupted, canceled, or modified, while awaiting
operational firepower support. Of the 8 percent of responses indicating that operations were
delayed or disrupted, one JFMCC SME indicated that approximately eight operations were
affected by the lack of operational firepower as follows: “Three operations were delayed due to
fire support. Five canceled awaiting fire support that was destroyed or damaged in initial enemy
attack.” No other incidents of delays or disruptions were noted by the other SMEs surveyed.

During ETO execution a number of critical operational targets and targets of opportunity
were discovered that had not been previously identified for investigation or prosecution. As these
new targets were identified, the JTF rapidly re-tasked surveillance and attack assets, using CIE
tools, to investigate and prosecute them, with minimal impact on ATO/MTO operations. This
experiment demonstrated that the use of collaborative tools in a CIE greatly enhances the ability
of the JTF to rapidly identify and attack critical enemy nodes and key linkages found during
ETO execution.

Combat assessment is an essential part of EBO. Poor, or inadequate BDA, may lead to a
misallocation of resources, and an underestimation of the adversary's true capabilities and intent.
Surveys were sent daily to 57 component and JTF HQ plans SMEs, throughout the experiment,
in an effort to determine the percentage of targets for which combat assessment was available.
Most of the 36 responding SMEs stated that they could not accurately arrive at an answer for this
question. Others indicated that as few as 20 to more than 100, targets could be assessed. The
following comments were received:

"Assessment is the key to EBO. Effects assessment cell is supposed to fuse information
into usable data. The EAC’s efforts degraded from effects to BDA as the experiment progressed.
Multiple attacks on the same targets were conducted due to poor BDA — a lot of infrastructure
was damaged chasing CJTF-S in disregard to PEL (minimize damage to infrastructure). EAC
was not really looking at effects.” (Component operations chief)

“Most targets can be combat assessed, although many are time late.”

“Difficult to tell. A number of targets were nominated for strike but feedback from the
effort was inconsistent. Much of the BDA that was received was in the form of level 2 rollup
reports.”
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“Unsure at this ttme. We are trying to resolve discrepancies with COP disptay and BDA
from response to enemy action.”

"...Had difficulty receiving BDA for component MOPs which impacted ability to make
judgments on MOE by the EAC. Suspect overall problem was a modeling simulation problem
but it caused us to put greater emphasis on certain effects, (i.e. take more action with air strikes)
and ISR collection efforts on enemy C>.”

“Getting BDA for C* was very difficult. ISR did not seem to be coordinated to confirm
this high prionty from CJTF. JTF ISR planners' believed the problem was at the JFACC level in
that they were not coordinating TOT windows to effect ISR collection. MJIC provided phase 3
BDA assessment of C” (believe white cell input) which allowed the EAC to change assessment
from red to amber - this was a go-no-go area for 30 Jul AM airbomne drop. ”

Poor BDA can lead to the unnecessary assignment of assets and resources to prosecute
targets that are already destroyed or out of action or allow still combat effective targets to remain
unchallenged. Surveys were sent to component effects assessment SMEs to determine what
percent of targets assessed as ‘killed” were actually still combat effective. Most indicated that
there was very little BDA available to confirm kills, requiring EAC to use secondary methods,
such as media reports, and tactical intercept to determine effects. EAC received poor BDA
duning the experiment mostly due to a lack of M&S fidelity and exercise/expenment constraints
and limitations.

A JCB participant said, "Failure to provide adequate assessment of JTF-S's C? status,
allowed JTE-S to launch a full scale coordinated attack on the Blue force insertion into objective
areas #1 & 2.”

Anecdotal evidence brought up by component commanders and briefers at various JITF
update sessions, indicated that the percentage of unnecessary target re-attacks was higher than
expected. Poor BDA (inaccurate, insufficient, and late), due to expeniment constraints/limitations
and M&S ISR fidelity, delivered to the assessment cells, was blamed for the high reattack rate.
From a component planner, “lack of BDA was a factor. We probably got good effects, but didn’t
always know, so we had to go back and re-attack.”

Summanzing this finding, this experiment showed that joint force targeting can be
greatly enhanced by using collaborattve tools, reach-back, and effective combat assessment.
Collaboration, ustng IWS, helped clear away the ‘Fog of War’ and gave all the players a forum
to interact, to resolve resource allocation issues, battlespace deconfliction, target allocation and
prionttzation, and command relationships. CIE tools, such as SPPS and ADOCS, provided the
force with access to the information required to achieve greater situational awareness within the
JOA. Emerging targets were identified, located, and assigned for prosecution quickly and
efficiently, using ADOCS and IWS to facilitate cross-cueing and asset allocation. Dynamic re-
tasking of assets, to meet emerging threats and operations, was handled smoothly using IWS,
ensuring that the appropriate weapon and pltatform was assigned to the mission with minimal
impact on other operations. Collaboration and CIE tools (ADOCS, IWS, and SPPS) were the big
winners in this expenment. Throughout the experiment, as users became more comfortable with
the tools and procedures, their usefulness became more pronounced. The basic concepts are
sound; however, more work is necessary on TTPs and development of business rules.

This experniment also demonstrated the JTF’s ability to develop operational targets during
ETO execution. Using IWS and ADOCS, the JTF was able to identify, {ocate, and prosecute
emerging targets while mintmizing the impact on other operations. [WS enabled the force to
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quickly prioritize targets, allocate resources, and de-conflict the battlespace as necessary to
prosecute the targets quickiy and efficiently.

Assessment 1s the key to EBO. The ability to conduct operational combat assessment in
the real world depends on the assets the JTF and components have to dedicate to BDA. In this
experiment, there were no asset limitations. However, due to limitations in M&S fidelity and
experiment constraints, accurate BDA, and combat assessments were not always available to the
JTF HQ or the components.

Over the course of the experiment, the EAC regressed from assessing effects to assessing
Battle Damage. As stated by one component operations chief, “Overali, effects assessment didn’t
work. There were some success stories (Island Campaign), but overall it missed the boat.”

"BDA looks through a ‘Blue lens’,”” said one senior officer. “Effects assessment, done
properly, looks through a ‘red lens’. Effects assessment should examine the state of Red from
Red's perspective.”

During this experiment, the performance of the EAC was marginal at best. The
preponderance of evidence indicates that the EACs problems were caused pnimarily by
inaccurate, inadequate, and late BDA provided by M&S, and a lack of adequate personnel
assigned to the cell. Correction of the M&S problems will require the development of new or
modifications to current models to more accurately provide the specificity needed for this type of
experimentation. In addition, ISR tools need to be developed to assist the assessment cell with
the analysis of the, sometimes, overwhelming data that comes into the cell from ISR and other
sources. On the personnel issue, the opinion of a number of SMEs, senior mentors, and OTs was
that the EAC was undermanned, not organized efficiently, and not manned with the correct mix
of specialties. The following recommendations were made by senior mentors, IS SMEs, and
other component and JTF personnel during Azimuth, Infocus and AAR briefings:

The EAC needs to be removed from control of the ISG and placed in either OPS or
PLANS. The EAC is currently manned with IS personnel, this is effective in interpreting BDA
data, but this information needs to be turned into knowledge that can be used by the operators.

Manning in the EAC should be balanced with [S personnel, to process BDA information,
and OPS personnel to conduct predictive analysis and turn the intelligence information into
knowledge of the adversary's capabilities and intentions that OPS and PLANS cells can use to
develop future operations.

The EAC should be organized into three functional groups:

o Intelligence and BDA data collection and analysis (IS personnel)
o Effects assessment (IS/OPS personnel)
o Predictive analysis (OPS personnel)

Under this organization, operations personnel would be responsible for predictive
analysis. As stated earlier in this finding, there was ample evidence indicating that predictive
analysis was not being conducted.

Finding 29 The JTF was able to effectively attack operational targets to achieve desired
military effects using EBO concepts, collaboration and CIE tools, (SPPS, ONA, IWS and
ADOCS).

Based on attrition data, the JTF was successful in neutralizing or destroying CJTE-S’s
ability to conduct war. Over 80 percent of CJITF-S’s air and naval forces were destroyed, his
primary WME facilities and equipment were captured and/or neutralized, and most of his ground
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forces were rendered combat ineffective with the destruction of over 60 percent of his equipment
and 40 percent of his personnel.

The JTF’s use of the ONA, to establish the key nodes and linkages that would most
greatly affect CJTF-S's ability to conduct his operations, and the use of CIE tools and
collaboration to coordinate his forces enabled JTF to quickly and efficiently counter CJTF-S’s
force movements.

Although the ONA used during this expennment was not robust and reach-back
capabilities were limited, the information contained in the ONA coupled with reach-back
capability and collaboration gave the JTF the tools needed to select the appropriate weapons and
platforms to achieve the desired effects while minimizing collateral damage to civilians and local
infrastructure. The ONA also helped minimize the risks of potential fratricide. See Finding 1 for
additional discussion on this subject.

In addition, as described in Finding 1, some of the nodes that were attacked were not
identified as critical nodes for the effects contained in either the ETO or the PEL. This is an
indication that the assessment cells were not conducting nodal and deficiency analysis in
accordance with the EBO concept doctrine. Due to the poor BDA provided by M&S during the
experiment and the lack of good ISR models, there were higher incidents of targets already
neutralized being re-attacked and targets still combat effective not being re-attacked, than
expected.

The joint fires inittative coupled with TST procedures was very successful.

The ability of the force to use collaboration and CIE tools for cross-cueing of TST and
other targets, coordination of forces within the battlespace to minimize mutual interference and
battlespace deconfliction issues improved target prosecution significantly.

Collaboration enhanced the ability of the components to coordinate the handoff of TST
targets from one component to another.

Collaboration as part of the TST process greatly changed the dynamics of the process,
coordination at all levels (horizontally and vertically) was enhanced, and time from target
nomination to prosecutton was improved.

Although some minor ADOCS problems were experienced during the expeniment, when
used properly, ADOCS provided a good visual display of the battiefield, providing operators and
planners ar all levels, improved situational awareness, combat assessment of the TST mission,
and the information required to make quick decisions on re-strike nominations. ADOCS, when
used in coordination with other CIE tools (specifically IWS), simplified the airspace and
operattons deconfliction process and made the assignment of assets to prosecute TST targets
more efficient.

IWS was a powerful tool that quickly provided amplifying information to all participants
in the TST process (perfectly complimented ADOCS/TBMCS), however, use of this tool could
become excessive and burdensome and business rules were needed to limit the time spent in
lengthy chat room sessions.

Finding 2 Supporting Analysis:

The JTF’s ability to attack operational targets to achieve desired effects was assessed. In
order to establish the JTF’s success or failure, it was necessary to determine what nodes were
available for attack and the percentage of nodes that were successfully attacked. The ONA used
duning the experiment contained 706 unique PMESII nodes, with 189 (377 total nodes)
associated with the effects published in the ETOs. Reviewing the PELs for each ETO identified
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140 unique PMESII nodes that were selected for attack, many of which consisted of multiple
targets and atm points. Based on BDA information contained in the ONA, 214 enemy PMESII
nodes were successfully attacked, 70 of which were directly linked to ETO effects. The
remaining 144 nodes were mostly targets of opportunity or emerging TST targets selected to
support ongotng operations. It should be noted, however, that after assessment of available data,
it was determined that most of the collected atirition data did not identify the specific PMESII
nodes attacked. The disparity between the number of ETO-designated nodes (70) and the total
nodes attacked (214) could be related to either the lack of a robust ONA, poor deficiency
analysis within the EAC, or poor nodal analysis conducted by the planners.

A thorough nodal analysis within the planning cells should have been able to isolate those
nodes that would have had the greatest impact on achieving the desired effect, and limiting the
target list to only those nodes. Done properly, this would have reduced the resources required
and the time necessary to achieve the desired effect. Deficiency analysis is used to determine
why kinetic and non-kinetic attacks are not achieving the desired effects and quickly determine if
the correct nodes were selected for attack or if additional nodes need to be attacked to achieve
the goal. As noted in Finding 1, there was evidence that deficiency analysis was not being
conducted in the effects assessment cells for a variety of reasons, including inaccurate and time
late BDA, insufficient manning, wrong mix of specialties within the cell, and the commander
centric mindset that developed as the experiment progressed. It is uncertain, based on the
available data, whether any nodal analysis was done in the planning cells.

Using only the minimal level of force necessary to achieve the desired effect 1s one of the
key concepts of EBO. Matching force to effect in manner minimizes collateral damage and
maximizes the use of available resources. In order to achieve this goal, it is necessary to
understand the intended and unintended consequences of the actions being taken to achieve the
desired effect.

EA cell SMEs were surveyed daily to determine instances of friendly actions having
unintended effects. The results indicated that there were no instances of friendly actions having
unintended affects that violated ROE or SECDEF guidance. However, anecdotal evidence of one
incident was brought up at an azimuth check briefing, where an attack on a WME storage facility
could have resulted in the release of poisonous gas. A second incident was the issuing of the
ultimatum, which had the unintended consequence of CJTF-S’s initiation of hostilities. Another
instance was the disruption of a major power grid. OPFOR turned the attack into a PR disaster
for Blue, claiming that the power disruption caused a major chemical/gas leak at an aluminum
factory that resulted in thousands of civilian casualties. Blue did not have sufficient information
about the factory to refute OPFOR claims.

Minimizing collateral damage and fratricide was another aspect to the task of ‘attacking
operational targets’. No instances of collateral damage and fratricide were noted by SMEs.
However, senior mentors recounted one instance of unintended, collateral damage. An attack on
the power grid of a major Red city led to a loss of electrical power at a large number of hospitals
in Red. Due to a lack of back up electrical generators, a large number of unintended civilian
casualties occurred.

Over all, the use of EBO & EBP procedures to attack operational targets was successful.

Due to the importance of neutralizing or destroying OPFOR’s WME and TBM sites, the
JFACC apportioned atr assets to these threats at an equal level of importance. JFACC air
allocation for attacks on TBM and WME sites were combined in the PEL and in the JIPTL into
one grouping. Based on data obtained from datly JFACC ATO/MTO and JIPTLs submitted to
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the JCB, on average 43 percent of available airpower was tasked to the TBM/WME threat.
Figure 51 shows JFACC’s daily aliocation of airpower to the TBM/WME problem.

CITF used air and SOF assets to neutralize or destroy 133 enemy TBMs and 33 TBM
launchers. The destruction of 83 percent of OPFOR’s TBM launchers effectively eliminated the
TBM threat to Blue forces and Coalition partners in the JOA. Use of procedures developed as
part of the joint fires initiative and TST tools developed during the experiment were the key to
Blue’s success against OPFOR’s
TBM threat. Use of collaboration
and CIE tools between
components enabled the JFACC to
rapidly assign air assets to counter
the threat, as the location of
OPFOR’s TBM assets became
known. JSOTF assets were used to
locate TBM sites and destroy the
TBMs and their launchers or relay
target information back to JFACC
for atr prosecution. Naval surface
and air forces, in conjunction with
JFACC air assets, were successful
in destroying TBMs in flight.
Table 12 shows the status of

Figure 51: Forty-three percent of JFACC assets were allocated OPFOR’s TBM assets at the
to the TBM/WME threat cessation of hostilities.
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Table 12: OPFOR T8BM Forces Neutratized or Destroyed

Enemy Theater Missile Forces Neutralized/Destroyed
Type TBM Order of | Destroyed Remaining Percent Percent
Battle T8M T8M
Destroyed Launchers
Destroyed

MR8M (1300km) 1 1 0 100

SRBM (500km) 120 44 76 37

SRBM (250km) 40 8 32 20

SRBM (200km) 50 50 0 100

SRBM (150km) 100 30 70 30

TBM Totals 311 133 178 43

Launcher Totals 40 33 7 83

The ONA provided the JTF with the location of all of OPFOR’s WME sites prior to the
start of hostilities. When hostilities commenced, the combatant commander determined that there
was an immediate need to secure OPFOR's WME sites, as they were a threat to JTF forces and

coalition partners within the JOA.

Using collaboration and CIE tools, ITF formulated a plan to rapidiy and decisively take
control of OPFOR’s primary WME sttes. JFLCC was assigned the task to capture and neutralize
the WME sites. All of CJTF-S’s WME primary facilities were captured or neutralized by Blue
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MARFOR/ARFOR/SOF forces. However, prior to Blue’s attack on the WME sites, CJTF-S
moved WME material and assets to hide sites. Blue forces were able to locate and capture these
sites as well, using the ONA and CIE tools (IWS, ADOCS, and SPPS) to coordinate assets and
mission assignments.

Describing the planning that went into the WME operation, the JTF deputy director of
plans said, "The ability to collaborate with higher and adjacent commands in a CIE gave us the
opportunity to work efficiently through issues that previously would have taken hours or days."

At the beginning of the conflict, CJTF-S had over 1800 pieces of major ground
equipment, including heavy and light tanks, APCs, MRLs, large and small caliber howitzers, and
recoilless riftes and it took the full breadth of Blue’s forces to neutralize OPFOR’s ground
capabilities. The use of ADOCS, IWS, and SPPS to provide a visual display of OPFOR’s
movements and disposition gave Blue the ability to rapidly redeploy forces and to quickly and
decistvely counter OPFOR’s moves. Collaboration, both horizontally and vertically, using [IWS,
enabled the rapid resolution of potential targeting and battlespace deconfliction issues between
components. It also allowed JTF to assign the appropnate force for the task. Table 13 below
shows the breakdown of OPFOR’s major ground equipment, by type, neutralized, or destroyed
by Blue forces.

Table 13: Major Ground Equipment Neutralized or Destroyed

Enemy Major Ground Equipmeant Neutralized/Destroyed
Category Order of Battle | Destroyed/ Percent Destroyed/
Neutralized Neutralized

Tanks 315 238 76
TOW 111 86 77
APCs 9 7 78
MRLs 129 110 85
Artitlery 442 374 85
Mortars 775 388 50
CDCMs 32 29 o1
Total Equipment 1813 1232 68

Based on an examination of DCARS, ADOCS data, and ground unit end strengths
reported by OPFOR during the course of the experiment, Blue forces neutralized or destroyed 45
percent of OPFOR's ground forces. Coupled with Blue’s destruction of 68 percent of his major
equipment, listed above, OPFOR's ground forces were effectively rendered "Combat
Ineffective.” The table below shows OPFOR’s ground unit combat effectiveness at the
conclusion of hosttlities.

Table 14: OPFOR ground unit combat effectiveness as of the end of the experiment.

Headquarters Unit Combat
Effectiveness
Ground Force HQ Division Strength 83
2nd Mech BDE/8th DIV 100
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Headquarters Unit Combat
Effectiveness

3rd Armor BDE/8th DIV 100
1st Armor BDE/88th Armor DIV 100
300th ARTY BN 100
2nd Armor BDE/88th Armor DIV 100
381st ARTY BN 100
1st Marsine BDE 3
2nd Marine BDE 3
34th Marine BDE 89
91st SAR Flight 15
41st ATK/ASSLT BN 25
3rd ATK BN 26
4th ASSLT BN 25

19th INF DIV Division Strength 68
1st INF BDE 85
2ng INF BDE 96
3rd INF BDE 100
4th Mech BDE 22
18th DIV ARTY 38
48th INF BDE 75
33rd Airbome BDE &1
37th Armor BDE 29

41st MECH DIV Division Strength 29
1st INF BDE 56
2nd Mech BDE 2
3rd Armor BDE 46
4ih INF BDE 79
55th Airborne BDE 33
28th Armor BDE 26
56th ARTY Group
1st CAV SQDN
41st DIVARTY

At the onset of hostilities, the adversary had a robust naval force conststing of large diesel
and mini submarines, medium surface combatants, amphibtous and logistics ships and a large
inventory of small boats, including Bog Hammers, minelayers, and Boston Whaler type boats.

All small craft were equipped with machineguns and RPGs. Using collaborative tools for
coordination and deconfliction, Blue naval forces successfully neutralized or destroyed 53
percent of OPFOR’s naval assets (one SSN defected to GOR prior to the end of hostilities),
including 80 percent of OPFOR’s major combatants and 40 percent of the small boats. Table 15
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betow shows a breakdown of OPFOR’s naval forces neutralized or destroyed by Biue during
hostilities.
Table 15: Enemy Navat Vessels Neutralized or Destroyed

Enemy Naval vessels Neutralized/Destroyed
Ship Type Order of Battle | Destroyed/ Percent Destroyed/
Neutralized Neutralized

Submarines 8 8 100
Surface Ships 30 28 83

Small boats 133 53 40
Amphibious/Logistics 23 13 57
Totals 184 102 53

Blue was very successful in targeting, neutralizing and/or destroying OPFOR aircraft,
SAMs, and radar systems. JFACC, using an integrated ATO/MTO, was able to effectively use all
available Blue assets to locate, target and attack OPFOR’s SEAD and IADS. Use of
collaborative tools, specifically IWS and ADOCS, enabled JEACC to assign the appropriate
assets and deconflict the airspace to effectively prosecute air, SEAD, and [ADS Targets. Table
16 below shows the breakdown of OPFOR’s air, IADS, and SEADs systems that were destroyed
or neutralized by Blue forces.

Table 16: Enemy Aircraf/SAMS/Radars Neutralized or Destroyed

Enemy Aircraft/SAMS Neulralized/Destroyed
Type Aircraft Order of Batile Destroyed Percent Destroyed/
Neutralized

Fighters 76 65 86
Recon/SAR 1 1 100
C2/ECW 10 10 100
Support 12 10 83
Misc 80 52 87
[ADS Radars 14 14 100
SAMS 19 19 100
Totals 192 171 89

A review of the enemy nodes selected by the JTF for attack showed that 53 ETO
designated nodes and 39 non-ETO designated nodes could be attacked with non-kinetic
weapons. Of the nodes that could be attacked using non-kinetic weapons, only five nodes were
identified. The non-kinetic attacks were successful and helped the JTF achieve its desired effects.
Due to the experiment's construct and constraints, the JTF did not have the time or resources to
employ non-kinetic weapons against all targets capable of being affected in this manner. As a
result, JTF quickly defaulted to the kinetic option to achieve his goals. A more robust JIACG and
reach-back capability would have allowed the JTF more latitude in the use of non-kinetic
weapons to achieve some of the effects identified in the ETOs.
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There were two incidents of potential fratricide noted during the experiment. Both of
these incidents were caused by software problems associated with ADOCS and AFATDS.
During the course of the experiment, procedures were developed to correct this problem and
make ADOCS more effective and useful as a targeting tool. These new procedures need to be re-
tested in future experiments and then tncorporated into the TTP.

Based on a review of available target data, approximately 927 targets, within the JOA,
were identified as potential TST targets, meeting the TST requirements and pnorities established

by CJTF in ETO-1, 1A & 2. Of these
available targets, 444 (48 percent)
were located, 1dentified, and
nominated for attack by friendly
forces. IFMCC nominated 40
percent of the TST targets for attack,
with JFACC nominating 35 percent,
JFLCC 14 percent, and JSOTF 11
percent. Of the 444 targets identified
and nominated for attack, 327 (78
percent) targets were prosecuted and
122 (27 percent) of those were
assessed as destroyed or neutralized.
Figure 52 shows the breakdown of
targets nominated, prosecuted, and
neutralized by each functional
component.
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Figure 52: The JFMCC and JFACC were responsibie for acting
against time sensitive targets

identified and nominated TST targets were engaged by friendly assets. The percentage
breakdown of TST targets engaged by friendly forces follows: JFACC assets engaged 58
percent, JFMCC assets engaged 46 percent, and JFLCC assets engaged 16 percent. Table 17
below describes the breakdown of TST attacks by the functional commander. It is significant to
note that SOF assets were not used to attack TST targets; they were however used to locate,

identify, and spot TST targets.

Table 17: TSTs attacked by the functional component

TST # Targets TSTs TSTs TSTs TSTs Totals
Nominating Nominated Attacked Attacked Attacked by Attacked

Component by JSOTF | by JFACC | JFMCC by JFLCC

JSOTF 49 0 15 21 2 38
JFACC 155 0 81 36 13 130
JFMCC 179 0 27 92 23 142
JFLCC 61 0 10 11 16 37
Totals 444 0 133 180 54 347

Twenty-seven percent (122) of the identified TSTs engaged by friendiy assets were
successfully neutralized or destroyed. JFACC assets neutralized 45 percent, JFMCC assets
neutralized 45 percent, and JFLCC assets neutralized 10 percent.
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During this experiment, the ITF was able to demonstrate the ability to conduct prectsion
engagement against ttme sensitive targets (TST). Potential TST targets were identified and
prionitized by CJTF, in his ETOs, based on their impact on JTF operations and desired effects.
Components located and identified TSTs IAW JTF ETO guidance and nominated targets for
attack. JTF used CIE tools to coordinate and assign resources to attack the nominated TSTs.

Surveys were sent to component and JTF-HQ Operations SMEs periodically during the
expenment to determine if there were any instances of TST resource allocation that required
JTF-HQ adjudication. Based on the responses received, there were a few instances noted when
TST resource issues needed to be adjudicated by JTF HQ. Most of the instances concerned
weapons selection to reduce or minimize collateral damage. The JFMCC SME noted, “JTF
weighed in on approx. 10 instances in resource aliocation.”

Although JFACC and JFMCC attempted to mitigate the probability of disruption,
cancellation, or modification of operations due to emerging TST missions, by pre-designating
resources to the TST mission in the ATO/MTO, there were still instances where the ATO/MTO
had to be modified on the fly to accommodate emerging TST missions. However, in general,
overall operations were not delayed, disrupted, canceled, or modified due to TST misstons. One
instance was noted by a senior mentor, "most targets were nominated above the line, except on
one occasion when 48 JFLCC targets were nominated befow the line. This happened because
JFMCC had set aside an air package for TST purposes, and therefore, the JFLCC targets were
not hit. JELCC was supposed to be the main effort.”

Initial TST guidance was issued by the JTF commander under ETO-1 (Operation
Sovereign Passage) and modified by FRAGO #s 015, 018, 021, 023, and 027. Initial TST targets
were identified by priority and amplifying information on each target type was provided. Each
FRAGO was issued to reprioritize targets, and to add or delete target types as the scenario
progressed. No TST guidance was issued in either ETO-1A or ETO-2.

Surveys were sent to component and JTF-HQ operations SMEs to identify instances of
TST priority categories and their impact on TST operations. The resuits of the suiveys indicated
that instances of the usage of TST priority categories were identified, but none had any
significant impact on TST operations. “TST priority categories were used with the TST targets,”
said one SME observer. “All targets were tracked and passed to the JFACC in a timely manner
and acted upon.” (JSOTF SME). TST prtortty categories had no negattve impact on targets being
struck.” Moreover, he said, “priorities on TSTs did not hamper them being struck.”

Based on surveys sent to component operations SMEs and JTF HQ TST cell SMEs and
other anecdotal evidence, throughout the experiment there was no degradation of TST capability
during transfers of TST responsibility from one functional component to another. In fact, due to
IWS, the JFE/TST process and ADOCS/TBMCS protocols developed during the experiment,
TST transfers were virtually flawless and seamless from one functional component to another.

“Great coordination by JFMCC and JFACC operations groups in execution of TSTs,”
sald one expert. “Smooth handoffs generally between functional components thanks to good
collaboration using IWS, ADOCS, and TBMCS.” Another SME noted, “IWS and ADOCS have
been excellent tools in supporting collaboration and prosecution. All TST missions were
transferred without degraded capabilities.”

Based on the information recetved from the surveys submitted from various component
and JTF HQ SMEs as shown above, it appears that the TST process, linked to the joint fires
initiattve, worked extremely well. "The TST process worked, but we need more ISR M&S to
accurately represent TSTs; need to differentiate between TSTs and TCTs and how they should be
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attacked and screened for collateral damage," said a component operations chief. In addition,
according to one senior officer, “The JFI and TST are bullet proof. We got good response. The
JF1 is one of the success stories and so far is focused on TST.”

Anecdotal evidence indicates that the driving factors for the success of the TST/JFI
process were CIE (especially IWS) and ADOCS procedures developed during the experiment.
Over 200 TSTs were prosecuted during the experiment. "The CIE has been essential,” said a
senior mentor. “The JTF has executed over 200+ TSTs, an amazing feat. However, there is a
tradeoff because those assets have been planned to hit other targets. However, all components
requirements were filled."

The time to process TSTs from nomination to prosecution initially was slow to develop,
however, as famiharity with the procedures and tools increased, the time delay between
nomination and prosecution decreased dramatically. The use of ADOCS with IWS enabled the
smooth flow of information as TST responsibility was passed from one functional commander to
another for prosecution.

"The process for TST collaboration was mature within the Air Force,” said the JFACC
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Figure 53: Participants thought collaboration improved TST coordination

commander. “JFI and ADOCS helped component collaboration.” The ability to identify TST
targets and post them in ADOCS enabled all components to maintain good situational awareness
of the TST threats.

There were some shortfalls. During a number of ‘Azimuth Check’ briefings, senior
mentors observed that although the TST process apparently worked very successfully, some of
the targets assigned, as TST targets probably did not qualify as TST targets. In their opinion,
some components were using the TST process solely to improve the priority of targets they
wanted prosecuted, even if those targets didn’t meet TST requirements. "We had many TSTs that
were not truly TSTs,” said one plans chief. "The term TST still has a confusing, dysfunctional
definition because it covers too broad a range of eventualities,” according to a senior concept
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developer. “We need to disttnguish between threatening targets that need to be killed
immediately when identified, and those that are fleeting, highly lucrative targets. One
definitional term cannot adequately cover both eventualities without confusion in planning and
execution. There are differences that need to be sorted out between TST, HPT, and HVT because
there s still much confuston.”

The procedures for using CIE tools for consolidating and coordinating TST information
and prosecution were refined and improved during the experiment. These revised procedures
need to be verified during future exercises and codified in the TTP.

The TST process and concept, incorporating lessons learned and the revised procedures
developed during the experiment, needs to be verified and tested during future exercise and
experiments.

According to 32 JTF-HQ SMEs surveyed, the cotlaboration process greatly enhanced the
process for JTF and component planning and TST identification and prosecution. Seventy-two
percent of the respondents rated the process as “Good” or “Excellent, ” 22 percent rated the
process as “Adequate” and six percent rated the process as “Not at All Adequate. ” Figure 53
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Figure 54: Most thought MCO2 TST procedures shouid be adopted as a joint standard

shows the breakdown of responses.

Collaboration and standardization were the most appreciated attributes of the CIE tools,
according to SMEs. “The tool really supported getting everyone on the same page, and worked
towards standardization of reporting,” said one expert. “More emphasis needs to be placed on
business rules enforcement, and each component needs to put more thought into their doctrine
behind TST.” Said another, “Without chat, the immediacy of TST might have been lost. Weapon
to platform was coordinated quickly, as opposed to entering data into a target card, having it
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¥ &

fully understood, and perhaps not knowing who was going to engage.” “The tool is good right
now with the potential to be great. Keep pressing.” Said another, “It needs to be fielded and
manned down to MSCs as it is at the components.”

On the negative side, one user noted, "With multiple users using multiple tools, there
were numerous opportunities for human error, such as multiple conversations in several rooms,
information being dropped or acted on by multiple parties. The process needs to be more
automated with better error data.” Another’s remarks were more tempered, “The only problem
was that the components weren't updating the TST info in the DTL,” he said. “If the components
don't support the system, the process and/or info in the system are corrupt.”

Seventy-one percent of JTF-HQ SMEs surveyed (32) indicated that the TST procedures
used dunng the experiment were well prepared. They added that with some changes, identified
and implemented during the experiment, the process should be adopted as a joint standard.
Twenty-nine percent of the respondents indicated that the procedures were not ready for
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Figure 55: ADOCS viewed as ‘betier than adequate’ for use as a targeting tool

implementation as a joint standard (See Figure 54).

But others thought the system had some maturing to do before it s fielded, “This system
has a long way to go before it is ready for fleet use,” a participant said, “it has integration and
human factors issues. CONOPS also need to be refined and improved especially in the area of
CM and BDA.” Said another, “Almost there. There is a good baseline to work with, but not quite
ready to go prime time. That's not the purpose anyway. The purpose is to experiment and learn—
then refine and go to prime time. I think details need to be provided, especially in terms of
reporting processes, and access to reports. As one of the folks in charge of BDA analysis, I had
extreme difficulty in obtaining timely reporting from other components.”
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With regard to ADOCS’ contribution to this process, 72 percent SME respondents rated
ADOCS ‘excellent’ as a common targeting tool. Eighteen percent said that ADOCS was not
adequate (See Figure 55).

Some favored ADOCS, “Works as long as components are disciplined and close the loop
with the TST in the Target Card,” said one expert. “System has the right blocks, but hard to get
them filled in.”

However, not all agreed, “There is support, but I don't think we components within the
JTF have come to a common understanding of what information to put in the biocks, when, and
when to turn colors,” said one participant, “It appears there are coordination issues there as well.
Our BDA assessment person had to manually monitor and follow up on everything.”

Overall, most indicated ADOCS had great potential as a targeting toolset. More fidelity
may be required to identify TST targets and some procedures need to be modified and added.
However, evidence indicates that TST prosecution is greatly enhanced by an ADOCS-like tool.
Most thought ADOCS should be fielded as a TST targeting tool. Given the current
developmental status of the ADOCS software program, fielding as an interim target toolset may
best serve the warfighter.

[n summary, the JTF attacked operational targets and thereby achieved desired effects.
The JTF neutralized or destroyed OPFOR’s ability to conduct war. The ONA was used to
establish the key nodes and linkages that most affected OPFOR's ability to conduct his
operations. Additionally, the use of CIE tools and collaboration to coordinate his forces enabled
JTF to quickly and efficiently counter OPFOR’s force movements.

Although some ADOCS problems were experienced duning the experiment, ADOCS
generally provided a good visual display of the battlefield, providing operators improved
common sifuational awareness, combat assessment of the TST mission, and the quick decisions
to re-strike targets. ADOCS, when used in coordination with other CIE tools (specifically TWS)
simplified the airspace and operations deconfliction process and made the assignment of assets to
prosecute TST targets more efficiently.

The handoff of TST responsibility between functional components was quicker and less
complicated, ensuring that the appropnate weapon and platform was assigned to the target. IWS
proved it was a powerful tool and that it complimented ADOCS/TBMCS.

Finding 3» The JTF exhibited increased ability to coordinate and integrate joint and
interagency assets for EBO. However, the use of DIE elements of national power to
produce JTF desired effects was not effective.

The potential for this concept is enormous and could become the cornerstone of a
combatant commander's CONPLAN.

The JIACG concept as demonstrated during the experiment shows great potential to
become a powerful tool in the JTE’s arsenal.

The use of DIE actions is sometimes very slow moving and not very conducive to RDO.
However, CJTF’s ability to use DIE actions to achieve goals with a minimum loss of life and
resources cannot be overstated. One problem with using DIE acttons is a lack of the assets and
tools needed to measure success or failure. Many DIE effects can only be sensed by the
adversary, while others are so subtie, as to be immeasurable. Therefore, it is sometimes difficuit
to determine which actions are producing desired effects and which ones are not.
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Due to the lack of a robust JIACG component and reach-back capability, non-kinetic
weapons were seldom used and most DIE actions, atthough considered in planning were not
conducted. The experiment concentrated mostly on the military (M) poriion of DIME.

Finding 3 Supporting Analysis:

After reviewing the ONA, ETO-1, ETO-1A, ETO-2 and their associated PELs, the PELs
identified 140 targets for attack, of these, 53 nodes were identified as DIE targets (38 percent).
Thirty-nine additional nodes, not associated with an ETO desired effect, were also selected for
attack. Only five of the selected nodes were attacked using DIE actions and these acttons were
all successful. This experiment was heavily weighted for the use of the military portion of
national power with minimal consideration of DIE actions. This was driven by the construct of
the expertment and the lack of a robust JIACG component and the lack of reach-back capability.

A SME said, “Have not observed any DIE means from the EAC. EAC 1s focused on "M"
only, although they constantly get svstem of systems analysis (SOSA) inputs from Pol/Mil and
ONA effects in their assessment decisions.” He added, “We do not see much DIE activity from
this point of view.” Another SME saw some activity, “We started to factor economic aspects into
the plan, but no attacks resulted, " “...discussed using economic, PA means to influence enemy
leadership. ”

As one observer noted, “The ‘M’ portion of DIME can be rapid and decisive, DIE
portions take time to implement and effect the situation.” The lack of a robust JIACG contingent
and reach-back capabilities to key centers of excellence may have been the reason for the short
shnft given to DIE components of national power. Another limitation to the implementation of
DIE alternatives was the construct of the scenarnio.

Said an operations chief, “The role of DIE was underplayed in the scenario. More
emphasts on the non-kinetic aspects of DIME could have preempted the outbreak of hostilities.”
Additional observations included, “We didn’t have much IA input. Centers of excellence are
useful for day-to-day operations. However, when planning RDO, they don’t have much utility
because things move too fast. They can help in the ptanning process, especially with
infrastructure. They are useful in providing resources to fill the gaps in our knowledge.” “We
must have good IA input into the ONA process.”

Experiment constraints had a negative impact, according to some participants. “TA
visibility was limited by experiment constraints. We need live contact for it to be effective.” Yet
one former Deputy Assistant Secretary of State had seen enough to make up his mind with
regard to the usefulness of the JIACG, "The concept is validated. Future operational planning
must be an interagency enterprise.”

Finding 4» The JTF improved its ability to synchronize and employ joint forces against
key tactical objectives, despite not strictly adhering to the concepts of EBO.

By taking advantage of tactical opportunities presented to them, the JTF was consistently
able to disrupt OPFOR operations and control the timing and tempo of the campaign. Using the
supported/supporting command structure, Blue assembled and employed the appropriate forces
needed to rapidly respond to changes in OPFOR’s operations.

The success on the baitlefield came despite the fact that the JTF, shunning branch and
sequel development based on effects assessment and predictive analysis, did not adhere to the
strict renderings of the EBO concept. Additionally, wargaming was conducted only sporadically
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at the JTF and component level, hindering the commander’s ability to anticipate OPFOR’s
strategy and develop counter plans.

However, use of collaboration and CIE tools may have provided Blue with a significant
enough force multiplier, that in this instance, failure to follow the concept methods was
mitigated. Using collaboration and the CIE tools, Blue was able to maintain good situational
awareness within the JOA. That awareness enabled the JTF {o rapidly plan actions in response to
the changing scenario, resolve target prionties, and command issues, including deconfliction of
the battiespace. It also helped the JTF identify, allocate, and deploy the resources needed for the
accomplishment of the mission and take advantage of opportunities presented by the opposition.

JTAs and effects packages, as defined in this experiment, were successfully conducted.
JTF was able to assemble forces, assign a commander to plan and execute a specific mission, and
then after the mission was completed, reintegrate the forces back into the JTF command
structure. However, JTA packages were played as a loosely defined concept and neither
warfighters, nor SMEs were given adequate information to accurately assess this concept

Finding 4 Supporting Analysis:

The preponderance of observations indicated that branch plans weren’t developed at
either the JTF or the component level. Sequels were being developed for transition and emerging
operations (WME), but the development of branch plans was not evident.

“The JTF has not developed any ‘what if” branch plans,” said one observer. “They are
currently focused on sequel transition planning.” “From the JSOTF perspective, I have not seen
any operational branches that have opened to BLUE due to current operations disrupting the
adversary.”

A JFMCC observer noted, “I did not see evidence of any branch plans developed by
JEMCC, although there were such plans at CJTF. Re-planning by JEMCC planning cell was
always reactive. They seemed to be driven to provide supporting pla<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>