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APPENDIX TO ENCLOSURE B

(U) INFORMATION RELATED CAPABILITY COLLATERAL DAMAGE
ESTIMATION (CDE) POLICY AND GUIDANCE

1. (U) Introduction

a. (U) Significant advancements in communications, computing and
networking technologies provide increasing opportunities to use information-
related capabilities (IRCs), including nonkinetic fires, for force application or as
enablers to kinetic weapons.? The employment of IRCs also requires
reasonable measures be taken to avoid generating unintentional or incidental
effects to collateral entities.

b. (U) IRCs create effects in the physical, information, and cognitive
dimensions or in the physical and cyberspace domains. While IRCs may be
nonkinetic, it does not imply they are nonlethal. The terms kinetic and
nonkinetic relate to the physics of forces and material bodies or lack thereof.
Lethality is a measure of effect, specifically a fatal effect. IRCs including
nonkinetic capabilities may cause lethal effects.

2. (U) Information-Related Capabilities (IRC) Collateral Damage Estimation
(CDE) and Collateral Effects Estimation (CEE)

a. (U) The nature of virtual and organization entities and employment of
IRCs present unique challenges to collateral damage analysis. Methodologies
to estimate those effects continue to mature. Dual-use, shared, or overlapping
combatant and noncombatant networks create a risk of cascading collateral
effects. Consequently, extensive intelligence and understanding of the target’s
physical and information environment is necessary to identify potential second
and higher order effects.

b. (U) Damage is the effect of loss or harm resulting from injury to person
or property. Though IRCs may generate temporary or permanent effects chiefly
or wholly within cyberspace, the results of those effects shall be considered
damage in this publication.

9 According to Joint Publication 3-13, Information Operations, information-related
capabilities {IRCs) includes tools, techniques or activities employed within a dimension
of the information environment, which can be used to achieve a specific end(s).
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c. (U) CEE is the holistic process of predictively evaluating potential
collateral effects beyond physical damage, including cognitive effects resulting
from the employment of weapons or IRCs.

d. (U) Currently there is not a joint CDE or CEE methodology for IRCs.
CCMDs should coordinate with USCYBERCOM to develop a repeatable
methodology for identification and management of risks associated with
cyberspace operations. Similar coordination should occur to develop CDE and
CEE methodologies for other IRCs. CCMD and Service developed
methodologies should address the same five basic questions of the joint CDM,
but with modified considerations.

(1) (U) Has PID of the target been established?

(a) (U) Distinction remains a key LOW consideration. Operational
planners should employ combat identification (CID) processes to support
accomplishment of PID and demarcate the intended target from collateral
objects. Demarcation of collateral objects in the physical, informational and/or
cognitive dimensions is necessary to determine risk to mission, risk to force
and risk to collateral objects.

(b} (U) Virtual entities may have a variety of attributes that allow
PID, such as the internet protocol or uniform resource locator (URL) addresses
related to websites. It is important to highlight that virtual entities may have
discoverable, physical attributes depending on the fidelity of the intelligence
available. If feasible, the geospatial location of any physical systems or nodes
that utilize the virtual network should be determined.

(2) (U} Are there protected or collateral objects, including civilian or
noncombatant personnel, human shields (involuntary, unwitting, or status
unknowny), virtual shields, CBR plume hazards, or significant environmental
concerns within the effects range of the weapon [ would like to use to attack
the target?

(a) (U) Calculating the effects range for IRCs can be complex. A
thousand miles of physical distance may be less relevant than the number of
links or nodes to the next nearest entity or similarities of coding in the
cyberspace domain.

(b) (U} Analysis of the weapon effects range and collateral objects
exposed will help facilitate accurate CDE.

(3) (U) Can I mitigate damage to those collateral entities by striking the
target with a different weapon or with a different method of engagement, yet

Appendix
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still accomplish the mission? Just as fuzing or aimpoints can be adjusted for
kinetic weapons, characteristics of IRCs can be manipulated to mitigate
collateral damage and effects concerns. This may include adjustments to
power, code and timing to prevent weapon effects reaching a collateral entity.

{4) (U) How many civilian and noncombatant casualties do we think the
attack will cause?

(5) (U) Are the collateral effects of my attack excessive in relation to the
expected military advantage gained, and do I need to elevate this decision to
the next level of command to attack the target based on the ROE in effect?

e. (U) Virtual and organization targets may span multiple AORs and
therefore require special coordination between CCMDs, the IC and civilian
authorities.

3. (U) Effects Mitigation. The employment of IRCs must be conducted with the
same degree of consideration for mitigating human suffering and property
damage as that of conventional fires.

a. (U) It is the inherent responsibility of IRC planners and operators to
consider collateral effects prior to engagement. Use of IRCs and/or nonkinetic
fires does not limit a commander’s inherent right of self-defense under the
LOW, provided the requisite authority to engage exists.

b. (U) The need to conduct CDE and/or CEE for IRCs is separate and
distinct from proportionality analysis.
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ENCLOSURE E
JOINT COLLATERAL DAMAGE ESTIMATION METHODOLOGY (CDM)

1. (U) Collateral Damage Estimation Methodology (CDM) Overview

a. {U) Introduction. The technical methods detailed in the CDM enable a
reasonable determination of collateral damage inherent in weapons
employment. The CDM thereby addresses the LOW requirement for feasible
precautions to minimize effects of combat on the civilian or noncombatant
population. The supporting technical data, mitigation techniques, and logic of
the CDM recognizes the limitations of what can reasonably be known about a
given target, its surroundings, and collateral structure composition; the fidelity
of available weapon’s empirical data; and the operational realities and
uncertainties of ordnance delivery in a combat environment.

b. (U) The Collateral Damage Estimation Methodology (CDM) is Simple and
Repeatable. The steps outlined in Appendices A through E of this enclosure

are designed so that the CDM can be used in a deliberate manner where time is
not a factor, or in situations where time is critical. In addition, the
methodology and supporting data tables can be used with or without the aid of
an automated CDE tool.

¢. (U) Elements of the Technical Framework. The framework of the CDM is
built around five mutually dependent CDE Levels (CDE Levels 1 through 5).
Each level is based on a progressively refined analysis of weapon effect, the
physical environment, target characteristics and delivery scenarios with
specific risk thresholds established for each of the five CDE levels.

(1) (U) Beyond the first level, the CDM assigns subgroupings: “A” for
Precision Guided Munitions (PGM); “B” for Air-to-Surface Unguided Munitions
(ASUGM); “C” for Surface-to Surface Ballistic Munitions (SSBM}.

(2) (U) At each CDE level, an estimate of either low or high is produced.
If collateral objects are not within the computed CHA, the estimate is low and a
higher CDE level is not needed. If a low estimate is rendered, the methodology
supports engagement of the desired target with the conditions and restrictions
specified by the CDE level where the low estimate was determined. If collateral
objects are within the CHA or the specified level of risk to collateral objects is
exceeded, the estimate is high; perform the next CDE-level analysis.

Enclesure E
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d. (U) Risk and the Collateral Damage Estimation Methodology (CDM).
The CDM helps commanders balance the dynamic relationship between
three principal categories of risk: risk to mission, risk to forces, and risk
of collateral damage. The intersection of the three is determined by the
weaponeering restrictions required to reduce collateral damage to an
acceptable level while achieving mission success and minimizing operational
risk to forces. CDM provides commanders with a risk assessment to collateral
entities based on the weaponeering done to achieve effects on a target. As the
CDM progresses up through each CDE level, the number of weaponeering
restrictions increases, elevating the potential risk to friendly forces and mission
accomplishment. The elevation in risk is based on the intersection of
restrictions and potential threats in the target area. Figure 1 depicts the risk
continuum and the interaction between collateral damage and weaponeering
restrictions for each CDE level. CDE analysts must account for or work with
weaponeers to ensure mitigation techniques intended for reducing the CHA do
not compromise mission accomplishment.

e. (U) Collateral Damage Thresholds. The cutputs of the CDM provide
commanders with easily recognizable measures of operational risk quantified
by the CDE level required to achieve a final collateral damage estimate. The
collateral damage threshold in CDE Levels 1, 2, and 3 mitigates risk to less
than 10-percent probability of serious wounds from fragmentation or other
primary damage mechanism to standing unprotected personnel dressed in a
summer-weight uniform on open rolling terrain. The collateral damage
threshold in CDE Level 4 is less than 1 percent fractional structural damage to
collateral structures from primary warhead blast effects, CDE Level 4 imposes
the specific requirement to fuze the warhead to detonate either in the target
structure or below ground, which mitigates fragmentation effects by using the
building or ground to absorb fragments. Of note, injury to personnel remains
the primary concern in CDE Level 4. The link between personnel and
structures from a collateral damage perspective is the assumption that
noncombatants in structures are predominantly injured or killed by blunt
trauma from structural collapse and secondary debris. The effects of blast
induced debris have not been characterized; of note, blast induced debris has

been operationally observed to be a significant hazard to noncombatant
personnel.
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object at the time of weapon detonation is greater than or equal to the
applicable CDE level CER, the CDE is Low for that level. Conversely, if the
distance from the target to the nearest collateral concern at the time of weapon
detonation is less than the applicable CDE level CER, the CDE is High for that
level. Despite this fundamental consistency in the analysis of fixed and moving
targets, there are additional considerations for moving targets.

(1} (U) In CDM several assumptions are made with respect to engaging
moving targets.

(a) (U) Between weapon release and weapon detonation, the weapon
aimpoint is updated dynamically in response to target maneuvers.

(b) {U)} The weapon’s Total Error 90 (TEQ0) about the final intended
point of impact is not significantly greater than that weapon’s TESO for a fixed
target {i.e. the weapon has sufficient energy and maneuverability to guide to
the target). The CER Reference Tables assume TES0 for a fixed target.

(2) (U) There is inherently greater risk when engaging moving targets
since the target’s location at the time of weapon function cannot be known with
absolute certainty. Variables include the weapon time of flight, time between
strike clearance and weapon launch, and target speed and maneuver.
Therefore, in order to render a CDE Low determination for a moving target, an
appropriate amount of conservatism must be used in considering the
aforementioned variables to determine with reasonable confidence that the
target will not be closer than the applicable CDE level CER to a collateral object
at weapon function.

(3) (U) For the purpose of fragmentation mitigation, moving targets are
not considered “substantial structures”.

(4) (U) Typically CHAs are formed by measuring a CER from either an
aimpoint (for a point target or a moving target) or the edge of a target/element
outline. There is another permissible approach for moving targets to aid in
CDE. By measuring a CER from the edge of collateral objects in the vicinity of
an anticipated or possible target route, an area is created that if the target were
to be struck within, would require a High determination for that CDE level.
Alternately, if reasonably confident the target will be outside these areas at
weapon function, the CDE determination would be Low.

h. {U) Warhead Effects in the Collateral Damage Estimation Methodology
-(CDMI. The maximum effects distance, based on probability of damage or
injury was developed for each warhead contained in the CER Reference Tables.
These include considerations for primary blast, fragmentation, crater ejecta,
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i. (U) Types of Error Used in the Collateral Damage Estimation
Methodology {CDM)]. The CDM and supporting CER Reference Tables involve
three primary categories of error: delivery error, target location error, and total
error.

(1) (U) Delivery error correlates to the accuracy of the guidance system
or delivery aircraft, depending on the weapon employed, and is expressed in
terms of circular error. Circular Error 90 (CE90) is the radius of a circle in the
ground plane in which 90 percent of munitions are expected to impact around
an aimpoint.

(2) (U) Target location error (TLE), composed of both circular and
vertical errors, is the error associated with locating the true position of the
target. Specifically, TLE90 describes the radius of a circle in the ground and
vertical planes centered on the target coordinates such that 90 percent of the
time the true target location is within that circle.

(3) (U) TE9O is the root sum square of the CE90 and the TLESO0.

J- (U) Cluster and Improved Conventional Munitions (ICM]} Pattern Radius.
Worst-case pattern radii have been developed for each weapon, capable of
dispensing sub-munitions, contained in the CER Reference Tables, based on
operationally representative delivery conditions. The worst-case radii are
combined with individual submunition warhead effects radius and TE90 to
produce CER values appropriate for each CDE level.!!

k. (U) Collateral Effects Radius (CER] Reference Tables. To support CDE,
JTCG/ME produces CER Reference Tables annually. Additionally, new weapon
values are produced and accredited as required. JTCG/ME maintains the
tables on its SIPRNET Web page
(https:/ /jtcg.amsaa.army.smil.mil/jpias/index.html). Users must request
access via the site as the tables are password protected. When new tables are
developed, Joint Staff Targeting notifies DoD components via official message.
Problems obtaining new tables on the Web site should be directed to your
command or next higher echelon targeting office /directorate/division.
Representatives from foreign governments supporting combined operations, or
planning with the U.S. should contact their local U.S. DoD representative.

(1) (U) CER Reference Tables are tailored for each CDE level,
considering collateral objects, the weapon capabilities, and limitations of each
munition addressed in the tables. The tables represent the range of collateral

1l Some weapons have noted exclusions in the CER Reference Tables.
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weapon effects, measured from a warhead detonation, for each conventional
munition in the U.8. inventory. CER reference table values are rounded up to
allow for simplicity of operational use and a conservative estimate.

(2) (U) Below is a list of the CDE levels with their corresponding CER
reference tables:

CDE Level 1: Initial Analysis
- CDE Level 1 CER Reference Table

CDE Level 2: PGM General Analysis
- CDE Level 2A PGM CER Reference Table

CDE Level 3: Weaponeering Analysis
- CDE Level 3A PGM CER Reference Table
- CDE Level 3B ASUGM CER Reference Table
- CDE Level 3C SSBM CER Reference Table

CDE Level 4: Refined Analysis
- CDE Level 4A PGM CER Reference Table
- CDE Level 4B ASUGM CER Reference Table
- CDE Level 4C SSBM CER Reference Table

(3) (U) Appendix G to this enclosure summarizes the intended use for
each reference table, the dominant hazard used in calculating the CER, the
threshold criteria, and any associated weapon restrictions.

1. Nearest, Weakest, or Multiple Collateral Objects. The nearest collateral
object generally is used to drive the CDM. In most cases this approach is valid
because collateral structures located in the vicinity of a target are similarly
constructed. However, there will be instances when construction types of
nearby collateral structures vary greatly and an analyst may need to consider
the weakest, not the nearest, collateral structure. In these cases, the weakest
collateral structure is used to determine a single CER value for each aimpoint.
This approach produces a conservative CDE Level 4A CER value for each
aimpoint and may include collateral objects not normally considered at CDE
Level 4. Another technique is to characterize each collateral structure near a
target developing multiple CHAs and determine the risk of collateral damage to
each of the collateral structures. While this method is more time consuming, it
would tend to give a more refined casualty estimate for CDE Level 5. The CDE
analyst must consider the current ROE and policies when analyzing the
target area and use the method that most accurately reflects the situation
at hand. Realize that when using weaker structures, a higher casualty
estimate in CDE Level § could result (more conservative approach), whereas if
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the stronger building type were used, a lower casualty estimate might result
(less conservative approach). Either way, the analyst needs to be consistent
in the technique used, note all assumptions used when briefing the
commander on the collateral damage estimate, and include those
assumptions in the electronic target folder.

2. (U} The Five Basic Questions of the Collateral Damage Estimation
Methodology (CDM)

a. (U) Introduction. In its most basic form, the CDM centers on five
simple questions that must be answered before engaging any target:

(1) (U) Has PID of the target been established?12

{2) (U) Are there protected or collateral objects, including civilian or
noncombatant personnel, human shields (involuntary, unwitting, or status
unknown), virtual shields, CBR plume hazards, or significant environmental
concerns within the effects range of the weapon I would like to use to attack
the target?

(3) (U) Can I mitigate damage to those collateral objects by engaging the
target with a different weapon or with a different method of employment, yet
still accomplish the mission?

(4) (U) If not, how many civilian and noncombatant casualties do we
think the attack will cause?

(S5} (U) Are the collateral effects of my attack excessive in relation to the
expected military advantage gained and do I need to elevate this decision to the
next level of command to attack the target based on the ROE in effect?

3. (U) Field Collateral Damage Estimation (CDE)]. Field CDE is typically
used in dynamic targeting when there is a time-constrained opportunity to
engage a target. Field CDE differs from Formal CDE, which is conducted by
certified CDE analysts, typically in a joint operations center, air operations
center or tactical operations center. Field CDE is typically conducted by Joint
Terminal Attack Controller (JTACs), forward observer {FOs), or by aircrew.
Field CDE is a degraded mode of CDE, and creates the opportunity for
increased risk. A Field CDE will typically be a verbal call, and should be
documented for future review/analysis. CCDRs will establish authorities for
Field CDE, as necessary. When authorizing Field CDE, commanders should

12 Operational feedback indicates that most collateral damage incidents result from
target misidentification.
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ensure Field CDE utilizes existing concepts and reference tables derived from
the CDM, and that somebody in the Field CDE fires approval chain is a
certified CDE analyst. Typically, CDE Level 4 analysis is not authorized for
Field CDE.
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APPENDIX A TQ ENCLOSURE E
COLLATERAL DAMAGE ESTIMATION (CDE) LEVEL 1 INITIAL ANALYSIS

1. (U) Collateral Damage Estimation (CDE) Level 1 Initial Analysis
Qverview

a. (U) CDE Level 1 is the most important and complex step in the COM.
The information gained during CDE Level 1 is required to accomplish the
remaining steps of the methodology. CDE Level 1 analysis answers the first
two questions: “Has PID of the target been established?” and “Are there
protected or collateral objects, including civilian or noncombatant personnel,
human shields (involuntary, unwitting, or status unknown), virtual shields,
CBR plume hazards, or significant environmental concerns within the effects
range of the weapon I would like to use to attack the target?”

b. (U) CDE Level 1 evaluates the target’s functionality for dual-use
concerns, identifies potential CBR plume and environmental hazards, and
identifies all collateral objects within the CDE Level 1 CER (resultant CHA).
This step reveals those targets or collateral objects that may represent areas of
strategic risk and therefore may also have to be evaluated via the STAR process
(see Enclosure F, reference aj.

(1} (U) CDE Level 1 is supported by the CDE Level 1 CER Reference
Table. The CDE Level 1 CER Reference Table provides a single CER that
includes the effects from any non-nuclear kinetic weapon in the U.S.
inventory.13 The CDE Level 1 CER is used to form the coarsest CHA by using
the CER as a radius measured from the edge of the outline drawn around the
entity selected for engagement, or from an aimpoint for point targets.

(2} (U) The resultant CHA becomes the primary search area for the
identification of collateral objects near a target. Targets determined as CDE 1
Low present the lowest probability of collateral damage and have no tactical
restrictions on execution, thus presenting the least risk for the commander.
Targets determined as CDE 1 High present a greater probability of collateral
damage and require further analysis.

2. (U) Collateral Damage Estimation (CDE} Level 1 Initial Analysis.
CDE Level 1 analysis begins with examining the target’s nature, use,
purpose, location and its surrounding environment. CDE Level 1 Initial

' Exceptions are noted in the CDE 1 CER Reference Table
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Analysis is an eight step process.

a. (U) Step 1: PID. The first and most important step in CDE Level 1
analysis is PID of the target. PID is an identification derived from observation
and analysis of target characteristics including visual recognition, electronic
support systems, nion-cooperative target recognition techniques, identification
friend or foe systems, or other physics-based identification techniques, or
human identity-based biometric data collection devices. PID is done during
target development and again prior to target engagement. While it is not a CDE
analyst’s responsibility to accomplish target PID, the analyst should confirm
PID has been accomplished to ensure the CDE analysis begins with the correct
target or target element. Lack of PID stops the CDE process.

b. (U) Step 2: Define Target Outline. The next step is to define target
location, outline and functionally characterize the target elements. Target
location is vital to define since it is an important factor in determining the
RESPROD, applicable authorities, and ROE. If a conflict hetween BE
numbers/O-suffixes exists for the same area, the RESPROD and other analysts
that work the specific area will resolve any issues. For facilities, target location
is defined and recorded as the geocoordinates of the facility’s center mass.
Geospatially define the target by annotating the target/element outline or
target area outline on a target graphic. If the target is a point target, a
target/element outline and target area outline are not necessary. An image of
the facility, annotated to distinguish it from surrounding facilities and
environment, is also required. This is normally accomplished through imagery
analysis; however, if imagery is not available, commanders should use the best
resources available to geospatially separate the valid military function of the
target from its civilian/noncombatant surroundings. Additionally, it is
important to identify and functionally characterize the target’s elements. This
identifies elements whose engagement supports attainment of the commander’s
objectives and avoids targeting NSEs sometimes located on combatant
installations and facilities.

c. (U) Step 3: Authorized by ROE. The third step in initial analysis is to
confirm the target is a valid military target and meets the objectives and
criteria outlined in the commander’s guidance. Target validation reviews the
individual target's compliance with the commander’s objectives and guidance,
LOW, and ROE. Lack of confirmation that the target is a valid military target,
stops the CDE process.

d. (U) Step 4: Dual-Use Target. The fourth step is Dual-Use Analysis.
Following confirmation the target is a valid military target, determine if the
target also serves a civilian/noncombatant purpose. Enclosure B provides
definitions and treatment of dual-use targets. If the target is functionally
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characterized as dual-use, then initiate intelligence analysis to estimate the

population density of the target, as all dual-use targets require CDE Level 5
analysis.

e. (U) Step 5: Form CHA. The fifth step is to formn the CDE Level 1 CHA
around the target based on the values in the CDE Level 1 CER Reference Table.

f. (U) Step 6: Collateral Objects in CHA. The sixth step is Protected or
Collateral Object and Human Shield Analysis. This step is normally performed
through annotations on imagery; however, in cases where imagery is not
available, use the best sources available. After the CDE Level 1 CHA is formed,
identify and characterize the collateral objects located within the CHA. If
available, review imagery to identify and characterize any collateral objects not
contained in a no-strike list, paying special attention to identify all of the
Category 1 protected or collateral objects (see Enclosure C). If unable to
produce a collateral damage estimate on imagery less than 90 days old, the
CDE analyst must present the additional risk to the commander. The presence
of a collateral object within the CDE Level 1 CHA will drive CDE Level 2
Analysis.

(1) (U) Collateral Objects. No structure will be disregarded in collateral
damage estimation, regardless of square footage, unless the structure is clearly
uninhabitable (e.g., animal pens, buildings with no roof). If time permits, a
trained geospatial-intelligence analyst should make the determination as to
habitability and functionality of the structure in question.

(2) (U) Human Shields

(a) {U) In cases where intelligence indicates the enemy is using
involuntary or unwitting human shields, the CDE analyst will identify the
presence, location, and number within the CDE Level 1 CHA. The CDE analyst
will use the number of known unmitigated involuntary or unwitting human
shields during CDE Level 5 casualty estimate.

(b) {U) In cases where the status of human shields is not known,
the more restrictive rule applies, and the unmitigated human shields are to be
protected as protected persons/collateral objects. The CDE analyst then
follows the step above.

g. (U) Step seven: CBR Plume Hazard. The seventh step is CBR Plume
Hazard Analysis. Once both the target and the collateral objects within the
CDE Level 1 CHA are identified and characterized, evaluate the potential of
producing a CBR plume hazard. The existence of this hazard is based on the
characterized functionality of the target or one of the surrounding collateral
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objects. Examples of CBR plume hazards include but are not limited to
nuclear, biological, or chemical production/storage facilities; nuclear power
plants; fertilizer, pharmaceutical, pesticide/herbicide production/storage
facilities; medical durable equipment manufacturing/storage facilities;
petroleum refineries; and paper manufacturing facilities.

(1) (U) Chemical, Biological and Radiological (CBR] Case #1. If the
intended target is a CBR plume hazard, then DTRA analysis and a CDE Level 5
casualty estimate is required. Submit the target along with the weaponeering
solution through the CCMD to DTRA for a Hazard Prediction Assessment
Capability (HPAC) analysis. Add the HPAC casualty estimate to the overall
CDE Level 5 casualty estimate and annotate the following at the end of the
CDE call: “+ HPAC Analysis.” This notation ensures the final CDE cail will
accompany an HPAC analysis packet.

(2) (U} Chemical, Biological and Radiological (CBR] Case #2. If the
intended target does not present a CBR hazard, but there is an identified CBR
hazard within the CDE Level 1 CHA, continue CDE analysis to mitigate the
potential weapon effects. If the weapon’s effects cannot be mitigated, DTRA
analysis and a CDE Level 5 casualty estimate are required. Submit the plume
hazard along with the weaponeering sclution through the CCMD to DTRA for
HPAC analysis. Add the HPAC casualty estimate to the overall CDE Level 5
casualty estimate and annotate the following at the end of the CDE call: “+
HPAC Analysis.” This notation ensures the final CDE call will accompany an
HPAC analysis packet.

(3) (U} Chemical, Biclogical and Radiological (CBR} Case #3. If able to
mitigate the weapons effects on the CBR hazard, complete CDE analysis at
the appropriate level; no HPAC analysis or casualty estimate is required for the
plume hazard. However, commanders must still be informed of the risk of
errantly engaging a CBR plume hazard; include a warning box identifying the
hazard on the final output graphic to provide the CCDR with a complete
picture of the risk associated with engaging the intended target. The CDE
analyst may optionally submit the collateral object plume hazard for HPAC
analysis at the commander’s discretion, considering operational constraints. If
elected, do not add the HPAC casualty estimate to the overall CDE Level 5
casualty estimate; add the HPAC analysis and casualty estimate as a note to
the final collateral damage estimate to provide the CCDR with a complete
picture of the risk associated with engaging the intended target.

(4) (U) The presence of a CBR plume hazard {target or collateral
concern) may elevate the target to the STAR process even if the CDE for the
target is determined as low due to environmental risks or the risk of expanding
the effects of the conflict (see Enclosure F, reference a).
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h. (U) Step eight: Human/Environmental Health Hazard. The eighth and
final step in CDE Level 1 initial analysis is Human/Environmental Health
Hazard Analysis. The final evaluation of hazards within CDE Level 1 identifies
those objects whose engagement could produce widespread, long-term, and/or
severe impacts to the health of civilian or noncombatant population and/or the
environment, including flooding, uncontrollable fire, and releases of toxic
chemicals or radioactive materials. The presence of a human health and/or
environmental hazard will drive NCMI and/or NAVO analysis and CDE Level 5
casualty analysis.

(1) (U) Environmental Case #1. (U) If the intended target is a human
health and/or environmental hazard, then NCMI and/or NAVO analysis and a
CDE Level 5 casualty estimate is required. Submit the target along with the
weaponeering solution through the CCMD to NCMI for environmental hazard
analysis, or to the NAVO for assessment (if appropriate). Include the NCMI
analysis or NAVO assessment data in the final CDE, and add any estimated
casualties to the overall CDE Level 5 casualty estimate. In addition, annotate
at the end of the CDE call: “+ NAVO Analysis” or “+ NCMI Analysis” as
required. This notation ensures the final CDE call will accompany an analysis
packet.

(2) (U) Environmental Case #2. If the intended target does not present
any human health and/or environmental concerns, but there is an identified
human health and/or environmental hazard within the CDE Level 1 CHA,
continue with CDE analysis to mitigate the potential weapon’s effects on the
environmental hazard. If the weapon’s effects cannot be mitigated, NCMI
and/or NAVO analysis and a CDE Level 5 casualty estimate are required.
Submit the environmental hazard along with the weaponeering solution
through the CCMD to NCMI and/or NAVO for analysis. Add the NCMI and/or
NAVQO casualty estimate and annotate at the end of the CDE call: “+ NAVO
Analysis” or “+ NCMI Analysis” as required. This notation ensures the final
CDE call will accompany an analysis packet.

(3) (U} Environmental Case #3. If able to mitigate the weapons
effects on the human health and/or environmental hazard, complete CDE
analysis at the appropriate level; no NCMI or NAVO analysis or casualty
estimate is required. However, commanders must still be informed of the
risk of errantly engaging a CBR plume hazard; include a warning box
identifying the hazard on the final output graphic to provide the CCDR with a
complete picture of the risk associated with engaging the intended target. The
CDE analyst may optionally submit the collateral object human health and/or
environmental hazard to NCMI and/or NAVO analysis at the commander’s
discretion, considering operational constraints. If elected, do not add the NCMI
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and/or NAVO’s analysis data / casualty estimate to the overall CDE Level 5
casualty estimate; add the NCMI and/or NAVO’s analysis and casualty
estimate as a note to the final collateral damage estimate to provide the CCDR
with a complete picture of the risk associated with engaging the intended
target.

(4) (U) The presence of a human health and/or environmental hazard
(target or collateral concern) may elevate the target to the STAR process even if
the CDE is estimated as low due to the risks of expanding the effects of the
conflict (see Enclosure F, reference aj.

3. (U) Collateral Damage Estimation (CDE) Level 1 Evaluation.

a. (U) Positive Identification (PID)/Rules of Engagement (ROE]/Defined
Target/Element Outline Evaluation. “Has PID of the target been
accomplished? 14 Is the entity a legitimate military target in accordance with
the applicable ROE?” '

(1) (U) If PID is accomplished, continue with CDE Level 1 analysis.

(2) (U) If PID has not been accomplished, stop. Target must be PID'd
before continuing. Ensure PID and ROE issues are resolved prior to continuing
to CDE Level 2,

b. (U) Dual-Use Evaluation. “Does the target facility provide
products/services of both a civilian and military nature, or is the facility
manned or operated by civilians?”

(1) {U) If the answer to either of these cases is yes, the facility is dual-
use and requires a CDE Level 5 casualty estimate where all of the personnel
within the target facility are characterized as civilian or noncombatant
casualties, unless available intelligence provides more specific characterization.

(2) (U) If the answer is no, then the target is not considered dual-use
and the CDE Level 1 analysis is continued.

¢. (U) Protected, Collateral Objects, and Human Shields Evaluation. “Are
there any protected or collateral objects, human shields {involuntary,
unwitting, or status unknown) located within the CDE Level 1 CHA?"

13 See Enclosure A, paragraph 9.a.
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(1) (U) If the answer is yes, the target is determined as CDE 1 High.
Continue with CDE Level 1 analysis.

(2) (U) If no, the target is eligible for engagement with any conventional
weapon in the U.S. inventory with exceptions as noted in the CDE Level 1 CER
Reference Table. Continue with CDE Level 1 analysis.

d. (U) Chemical, Biological and Radiological {CBR) Plume Hazard
Evaluation. “Does the target or collateral object present a CBR plume hazard?”

(1) (U) If yes, the target is determined as CDE 1 High and requires
further analysis to determine if the situation under step 7 of CDE Level 1
analysis is Case 1, 2, or 3.

(2) (U) If no, continue with CDE Level 1 analysis.
e. (U} Human Health and/or Environmental Hazard Evaluation. “Would

engagement of this target cause widespread, long-term, and/or severe impacts
to the health of civilian or noncombatant population and/or the environment?”

(1} (U) If yes, the target is determined as CDE 1 High and requires
further analysis to determine if the situation under step 8 of CDE Level 1
analysis is Case 1, 2, or 3.

(2) (U) If no, continue with CDE Level 1 analysis.

f. (U) Collateral Damage Estimation (CDE) Level 1 Final Evaluation.

(1) (U) The target is determined as CDE 1 Low if all the following
conditions are met: target PID is established; the target is not characterized as
a dual-use facility; the target is not a CBR plume or environmental hazard; no
collateral objects and/or human shields (involuntary, unwitting or unknown
status) are within the CDE Level 1 CHA.

(2) (U) The target is determined as CDE 1 High if PID is established, the
target is a valid target in accordance with ROE, and any of the following
conditions are met: the target is a dual-use facility; the target is a CBR plume
or human health and/or environmental hazard; the target contains human
shields {(involuntary, unwitting or unknown status) within the CDE Level 1
CHA; or collateral objects exists within the CDE Level 1 CHA. Under special

circumstances, the target may also be subject to review via the STAR process
(see Enclosure F, reference a).
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APPENDIX B TO ENCLOSURE E

COLLATERAL DAMAGE ESTIMATION (CDE) LEVEL 2 PGM GENERAL
ANALYSIS

1. (U) Collateral Damage Estimation (CDE)} Level 2 PGM General
Analysis Overview

a. {U) CDE Level 2 begins the process of analyzing weaponeering options
that mitigate the potential for collateral damage. A single distinct analytical
process for the PGM weapon class is employed within Level 2. CDE Level 2
PGM General Analysis is a means to estimate risk of collateral damage while
enabling maximum tactical flexibility, limiting the restrictions on target
engagement to either Unitary or Cluster PGMs. This step addresses the third
question of the CDM, “Can I mitigate damage to those collateral objects by
striking the target with a different weapon or with a different method of
engagement, yet still accomplish the mission?”

b. (U) CDE analysts must use the weaponeering data given to them in the
target folder or by the weaponeer. If the CDE is undesirably high, analyst must
discuss other options with the weaponeer. A CDE analyst who is also a trained
weaponeer could perform both actions, but either way the CDE analyst must
work with weaponeering personnel to ensure collateral damage mitigation
does not change the intended effects on the target.

¢. (U} PGM General Analysis evaluates target engagement with PGMs on
individual aimpoints or a target/element outline while affording the greatest
weaponeering options to either unitary or cluster PGMs. It estimates the risk
of collateral damage by employing either a unitary or cluster PGM without
having to select a specific warhead. PGM General Analysis is technically
supported by the CDE Level 2A PGM CER Reference Tables.

d. (U} The CDE Level 2A CER Reference Table provides two CER values
that define CHAs measured from aimpoints for air-to-surface and surface-to-
surface unitary or cluster PGMs. The two CER values are based on the largest
PGM CER for unitary and cluster warhead type taken from the CDE Level 3A
CEIT Reference Table with exceptions noted in CDE Level 2A CER Reference
Table. '

. (1) (U) The PGM Unitary values in the reference table combine the
radius of collateral effects from the precision warhead with a TE90 value.
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{2) (U) The PGM Cluster values in the reference table combine the
radius of collateral effects from the warhead, Precision TE90, and the
submunition pattern radius.

e. (U) Targets determined as CDE 2 Low present a very low probability of
collateral damage, but are tactically restricted for execution to PGMs only,
slightly elevating the risk to mission.

2. (U) Collateral Damage Estimation (CDE) Level 2 PGM General Analysis
Evaluation. There are two methods to perform the analysis.

a. (U) The Outline Method. The Qutline Method evaluates the risk of
collateral damage for all aimpoints within a given installation, target facility,
target area or target element simultaneously by applying the appropriate CER
Reference Table value measured from the target facility, area or element
outline. The CER will extend from around the entire border of the installation,
facility, area or element. Using the facility or target outline graphic produced
during target development, determine a CHA based on the CER for either
unitary or cluster PGMs from the CDE Level 2A CER Reference Table. Apply
the CHA from the facility or target outline and visually search for collateral
objects located within the CHA. Target type will dictate the most appropriate
weapon to employ. An example of an appropriate use of the outline method is
in the target development phase of the Joint Targeting Cycle wherein the actual
desired points of impact are not known (see Enclosure F, reference f).

b. (U) The Aimpoint Method. The Aimpoint Method estimates the risk of
collateral damage with engaging each individual aimpoint. The Aimpoint
Method is used when analyzing potential collateral damage, and a low CDE
cannot be achieved with the Outline method. A single aimpoint can be utilized
at CDE Level 1 if the target is a point target, while multiple aimpoints require a
target area outline. The most restrictive aimpoint for the final CDE must be
promoted. Using the aimpoint graphics produced during target development,
determine a CHA based on the CER value for either unitary or cluster PGMs
from the CDE Level 2A CER Reference Table. Apply the CHA around each
aimpoint and visually search for collateral objects located within each CHA.

3. (U} Collateral Damage Estimation (CDE) Level 2 Final Evaluation

a. {U) If no collateral objects are located within the CHA, a CDE 2 Low
(PGM Unitary or Cluster) estimate is made for the aimpoint or target/element
(depending on the method used). Targets determined to be CDE 2 Low may be
engaged with any of the PGMs contained in the CDE Level 3A PGM CER
Reference Table, with exceptions as noted in the CDE Level 2A PGM CER
Reference Table. Note: In unique situations with undetermined warheads a
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target may be determined as CDE 2 low PGM (without Unitary or Cluster
defined).

b. (U) If collateral objects are identified within the CHA, a CDE 2 High
estimate is made for the aimpoint or target/element (depending on the method
used). CDE Level 3 analysis is then required.
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APPENDIX C TO ENCLOSURE E

COLLATERAL DAMAGE ESTIMATION (CDE) LEVEL 3 WEAPONEERING
ANALYSIS

1. (U) Collateral Damage Estimation (CDE) Level 3 Weaponeering Analysis
Overview

a. (U} CDE Level 3 begins the process of refining weaponeering options that
both create the desired effect on the target and mitigate collateral damage,
thereby addressing the third question in the CDM process, “Can | mitigate
damage to those collateral objects by striking the target with a different weapon
or with a different method of engagement, yet still accomplish the mission?”

b. (U) The goal of CDE Level 3 is to achieve a low collateral damage
estimate while limiting the number of tactical weaponeering restrictions.
Considering the weapon class and system, delivery platform, and/or PGM
warhead type decisions from CDE Level 2, CDE Level 3 determines appropriate
delivery systems, warhead, and fuze combinations that mitigate the risk of
collateral damage while still creating the desired effect on the target. When any
collateral object is outdoor and within the CDE Level 3 CHA, the CDE call will
be CDE 5 and a CDE Level S casualty analysis is required. However, in
situations where CDE Level 4 CERs are applicable (i.e. indoor collateral
concerns with mitigated or exception warhead) CDE Level 4 must still be
completed to assist in weapon mitigation. There are three tables that support
CDE Level 3 analysis and are defined below.

(1) (U) Collateral Damage Estimation (CDE)] Level 3A Precision-Guided
Munition (PGM) Collateral Effects Radius (CER]} Reference Table. The CDE
Level 3A CER Reference Table provides two columns of individual warhead
CERs, measured from an aimpoint or target/element outline, to define a CHA.
The table lists warheads by type: air-to-surface unitary, air-to-surface cluster,
surface-to-surface unitary, and surface-to-surface cluster. The tables are
arranged from larger to smaller CER surface burst values. The air burst or
height of burst (HOB} values are located just beneath the surface burst values
for each warhead so that all values for a single warhead are together. The
values in the CDE Level 3A CER Reference Table Unmitigated column
represent the hazard distance from weapon fragmentation (or blast if no
weapon fragmentation or debris exists) to standing, unprotected personnel;
while the values in the Mitigated column represent the hazard distance from
crater ejecta or structure debris to standing unprotected personnel dressed in
summer-weight uniform on open, rolling terrain. Only warheads capable of
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delay fuzing to achieve complete burial below grade or inside a substantial
structure prior to detonation are provided CER values in the Mitigated column.

{a} (U) Collateral Damage Estimation {(CDE) Level 3A Precision-
Guided Munition (PGM) Unmitigated Collateral Effects Radii (CERs). The

Unmitigated column values combine the radius of collateral weapon effects
and the Precision TE90 associated with the least accurate PGM guidance
system and worst-case pattern radius for cluster munitions. This approach
enables the development of warhead-specific CER values without considering
individual weapon guidance systems. Targets determined as CDE 3 Low (PGM
with Unmitigated CER) present a very low probability of collateral damage.
However, these targets are tactically restricted for execution to a specific
warhead or a warhead with a smaller CER delivered in a PGM only mode,
thereby slightly elevating the risk to mission.

(b) (U) Collateral Damage Estimation (CDE} Level 3A Precision-
Guided Munition (PGM) Mitigated Collateral Effects Radii (CERs). The
Mitigated column numbers in the reference table combine the radius of
weapons effects and Precision TE90 associated with the worst case, or least
accurate, PGM guidance system for each warhead capable of a delay fuze.
Targets determined as CDE 3 Low (PGM with a Mitigated CER} present a low
probability of collateral damage. However, these targets are tactically restricted
for execution to a specific warhead or one with a smaller CER, delivered in a
PGM-only mode, thereby elevating the risk to mission because of the
requirement to use a delay fuze.

(2) (U) Collateral Damage Estimation (CDE) Level 3B Air-to-Surface
Unguided Munition (ASUGM) Collateral Effects Radius (CER) Reference Table.
The numbers in the CDE Level 3B CER Reference Table combine the mean
Precision TEQO associated with individual delivery platforms, and the CER for
each air-to-surface unguided warhead. There is no delay fuze or bomb
burial option in the CDE Level 3B CER Reference Table. The CDE Level 3B
values are measured from either an aimpoint or target/clement outline for
single warhead deliveries or from the edge of one or more engagement zones
(EZs) for multiple warhead deliveries to form the CHA. Targets determined as
CDE 3 Low ASUGM present a low probability of collateral damage, but are
tactically restricted to a specific delivery platform and warhead along with
specific release parameters to define the EZ. As a result the risk to mission
increases. Because delivery heading is a significant consideration for EZ
orientation, a stated delivery heading recommendation is required with CDE 3
for multi-warhead deliveries. This recommendation further elevates the risk to
mission.
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(3) (U) Collateral Damage Estimation (CDE) Level 3C Surface-to-Surface
Ballistic Munition (SSBM] Collateral Effects Radius {(CER] Reference Table. The
numbers in the CDE Level 3C CER Reference Table combine the radius of
collateral weapon effects and either the TEQO for the Observer Adjusted (OA) or
Predicted methods of engagement based on either less than the 1/2 maximum
range to target or greater than or equal to the 1/2 maximum range to target for
each weapon system, shell, and fuze combination listed in the table. The table
values are measured from an aimpoint when a converged sheaf is employed, or
from the outer edge of the dimensions of a circular or linear sheaf to form the
CHA. It is important to note that the sheaf and method of engagement are
normally specified in the call for fire and are employed consistently throughout
the conduct of the fire mission and the CDE analysis. Targets determined as
CDE 3 Low SSBM present a low probability of collateral damage, but are
tactically restricted for execution to a specific weapon system, shell, fuze,
method of engagement, sheaf type, and delivery in an SSBM only mode.
Therefore, the risk to mission is increased. Targets determined as CDE 3 Low
for SSBMs using the OA method of engagement present an increased
probability of collateral damage due to the requirement to employ marking or
adjusting rounds and the significant increase in TLES0.

2. (U} Collateral Damage Estimation (CDE)} Level 3 Weaponeering Analysis

a. (U) Collateral Damage Estimation (CDE) Level 3 Precision-Guided
Munition (PGM] Weaponeering Analysis

(1) (U) Step 1. (U) Review the CDE Level 1 target information.

(2) (U} Step 2. Measure and record the distance from each aimpoint or
target/element outline to the corresponding nearest collateral object identified
in CDE Level 1 (refer to Figure 2).

(3) (U) Step 3. Select the appropriate CER value from the CDE Level 3A
PGM CER Reference Table corresponding to either an unmitigated or mitigated
warhead for each aimpoint or target/element outline applied in Step 1 above.
When both indoor and outdoor collateral objects exist within the selected CDE
level 3 CER, the analyst must consider both types of collateral objects to
determine the final CDE level. In situations with outdoor collateral concerns
with the CDE level 3 CHA, the final CDE call will be CDE 5.

(4) (U) Step 4. Compare the CER to the distance to the nearest
collateral object derived in Step 2.

b_. (U] Collateral Damage Estimation (CDE) Level 3 Precision-Guided
Munition (PGM] Weaponeering Analysis Evaluation
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(1) (U) If the CER for the selected weaponeering decision is less than or

equal to the distance to the nearest collateral object, the target is determined
as:

(@) (U) Unmitigated Warhead: CDE 3 Low PGM (Warhead)

(b) (U) Mitigated Warhead: CDE 3 Low PGM (Warhead, Delay
Fuze)

(2) (U) If the CER value for the selected weaponeering decision is
greater than the distance to the nearest collateral object, the target is
determined as CDE 3 High and requires CDE Level 4 analysis. In such cases
the following must be considered for PGMs,

(a) (U) If CDE 3 High and mitigation is employed in the CDE Level 3
estimate, and indoor collateral concerns exist, continue to CDE Level 4.

(b} (U) If CDE 3 High, with a unitary warhead with no mitigation
value available, yet the weapon is approved for unmitigated level 4 analysis and
indoor collateral concerns exist, continue to CDE Level 4.

(c) (U} If CDE 3 High and mitigation is not employed in the CDE
Level 3 estimate because of the weaponeering solution required to create the
desired target effect, or the weapon is not approved for unmitigated level 4
analysis, continue directly to CDE Level 5 to estimate the number of civilian
and noncombatant casualties.

c. (U) Collateral Damage Estimation (CDE) Level 3 Air-to-Surface Unguided
Munition {ASUGM) Weaponeering Analysis

(1) (U) Step 1. (U) Review the CDE Level 1 target information and apply
the appropriate method of target engagement, either single or multiple warhead
delivery. If performing collateral damage analysis for a multiple warhead
delivery, annotate and orient the EZ. Some targets may require more than one
EZ to create the desired effect. If an accurate aimpoint coordinate mensuration
capability or irnagery is not available, 1 meter CIB®, and Level Il Digital Terrain
Elevation Data (DTED) are authorized to perform this step.

(2) (U) Step 2. Measure and record the distance from either the
individual aimpoint(s) for single warhead delivery or the cuter edge of the EZ(s)
for multiple warhead delivery to the corresponding nearest collateral object
identified in CDE Level 1 (refer to Figure 2).
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(3) (U) Step 3. Select the appropriate CER value from the CDE Level 3B
ASUGM CER Reference Table corresponding to the delivery platform and
warhead for each aimpoint or EZ applied in Step 1 above.

(4) (U) Step 4. Compare the CER to the distance to the nearest
collateral object derived is Step 2.

d. (U) Collateral Damage Estimation (CDE) Level 3 Air-to-Surface Unguided
Munition (ASUGM) Weaponeering Analysis Evaluation

(1) (U) If the CER for the selected weaponeering decision is less than or
equal to the distance to the nearest collateral object, the target is determined
as:

(a) (U) Single Warhead: CDE 3 Low (ASUGMHM, Delivery Platform,
Warhead).

(b) (U) Multiple Warhead: CDE 3 Low (ASUGM, Delivery Platform,
Warhead, Heading Recommendation: degrees).15

(2) (U) If the CER value for the selected weaponeering decision is
greater than the distance to the nearest collateral object, the target is
determined as CDE 3 High and requires CDE Level 4 analysis.16

(3} (U) The CDE Level 3B ASUGM CER Reference Table only provides
unmitigated CERs.

(4) (U) For CDE 3 High estimates, serious consideration should be
given to only engaging the target with PGMs.

e. (U) Collateral Damage Estimation (CDE) Level 3 Surface-to-Surface
Ballistic Munition (SSBM} Weaponeering Analvsis

(1) (U) Step 1. Review the CDE Level 1 target information and apply the
appropriate sheaf specified for the fire mission. Annotate and orient the
sheaf(s). Some targets may require more than one sheaf to create the desired
effect.

15 Heading restrictions for multiple ASUGMS are derived early in the weaponeering
process utilizing JWS and are reflected in the CDE analysis beginning at CDE level
3.
16 For ASUGMs, when an outdoor collateral object exists within the CDE level 3 CHA,
proceed to CDE level 5 analysis and the CDE call will be CDE 5. However, if indoor
collateral concerns also exist, CDE Level 4 must be completed to assist in weapon
mitigation
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(2) (U) Step 2. Measure and record the distance from either the
individual aimpoint(s) for converged sheaf deliveries, or the outer edge of the
sheaf(s) for circular or linear sheaf deliveries to the corresponding nearest
collateral object identified in CDE Level 1 (refer to Figure 2).

(3} (U) Step 3. Select the appropriate CER value from the CDE Level 3C
SSBM CER Reference Table corresponding to the weapon system, shell, fuze,
method of engagement, and range to target (min to % or % to maximum) for
each sheaf applied in Step 1 above,

(4} (U) Step 4. Compare the CER to the distance to the nearest
collateral object derived in Step 2. The method of engagement in the analysis
is based on the method of target acquisition or location and must remain
consistent throughout CDE analysis.

f. (U) Collateral Damage Estimation (CDE) Level 3 Surface-to-Surface
Ballistic Munition {(SSBM) Weaponeering Analysis Evaluation

(1) (U) if the CER for the selected weaponeering decision is less than or
equal to the distance to the nearest collateral object, the target is determined:

(a) (U) Predicted Fire: CDE 3 Low (SSBM, Caliber, Weapon
System, Shell, Fuze, Range, P).

(b) {U) Observer Adjusted Fire: CDE 3 Low (SSBM, Caliber,
Weapon System, Shell, Fuze, Range, OA).

(2) (U) If the CER value from the table for the selected weaponeering
decision is greater than the distance to the nearest collateral object, the target
is determined as CDE 3 High and requires CDE Level 4 analysis.!?

(3} (U) For the CDE 3 High estimates, serious consideration should be
given fo only engaging the target with PGMs.

" CDE level 4 analysis for SSBMs is authorized. SSBMs listed in the CDE 4C CER
Reference Table are exempted from burial criteria but commanders are strongly
cautioned that SSBM use is HIGHLY discouraged at CDE Level 4 and above.
When a collateral object is outdoor and within the level 3 CHA, the CDE call will be
CDE 5 and a CDE Level 5 casualty analysis will be required. However, if indoor
collateral concerns also exist, CDE Level 4 must be completed to assist in weapon
mitigation.
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APPENDIX D TO ENCLOSURE E
COLLATERAL DAMAGE ESTIMATION (CDE) LEVEL 4 REFINED ANALYSIS

1. (U} Collateral Damage Estimation (CDE] Level 4 Refined Analysis Overview

a. (U) CDE Level 4 completes the process of defining weaponeering
solutions that create the desired effect on the target and mitigate the potential
for collateral damage. This refines the answer to question three of the CDM,
“Can I mitigate damage to those collateral objects by engaging the target with a
different weapon or with a different method of employment, yet still accomplish
the mission?”

b. (U) CDE Level 4 is calculated for less than 1 percent probability of
fractional structural damage from blast based on the assumption that civilian
and noncombatant personnel will be located in noncombatant collateral
structures that afford some measure of protection from fragmentation, and not
exposed outside. The degree of protection from fragmentation is variable,
and dependent on wall materials, wall thickness and openings (such as
windows). The assumption is supported by the realization that the location
and number of transient noncombatant or civilian personnel cannot be
accurately predicted in either space or time, therefore, limiting the ability to
mitigate collateral effects to only those objects that can be seen, sensed, or
known with collection assets. This assumption does not negate the
responsibility to account for civilians or noncombatants in the open (e.g., in
rush-hour traffic, at a soccer game, or in a parade) whose presence can be
predicted based on available intelligence during CDE Level 5 analysis.

c. (U) CDE Level 4 requires PGM and ASUGM munitions to be fuzed to
detonate either in a target structure or, at a minimum, 100 percent below
grade for nonstructural targets to further mitigate fragmentation effects on
unprotected noncombatant personnel.!® Unprotected personnel located in
geospatially defined outdoor collateral objects must be accounted for in CDE
Level 5 using the CDE Level 3 CER and resultant CHA. The goal of CDE Level
4 is to achieve a low collateral damage estimate while minimizing tactical
restrictions.

d. {U) CDE Level 4 has three supporting CER Reference Tables, and their
specific attributes are provided below with two noted exceptions: (1)
Cluster/ICM Restrictions, the CDM does not support use of cluster munitions

18 Exceptions are noted in the CER Reference Tables.
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or warheads within CDE Level 4; (2) SSBM RAP and Extended/Enhanced
Range Munitions Restrictions, RAP and enhanced range munitions are not
addressed within CDE Level 4 due to the greatly increased delivery errors
associated with these weapons. Hence, values for RAP and enhanced range
munitions are not provided within the CDE Level 4 SSBM CER Reference
Table.

(1) (U) Collateral Damage Estimation (CDE} Level 4A Precision-Guided
Munition (PGM] Collateral Effects Radius (CER) Reference Table. The CDE
Level 4A CER Reference Table provides individual PGM unitary warhead CER
values for individual structure types, measured from an aimpoint or
target/element outline. The numbers in the table combine the radius of
collateral weapon effects and the TE90 associated with the worst case, or least
accurate, PGM guidance system for each warhead. This approach enables the
development of warhead-specific CER values without considering individual
weapon guidance systems. Considering situations that limit or preclude
characterizing a structure type, the CDE Level 4A CER Reference Table
provides average values for each warhead versus an “unknown” collateral
structure type and grades the listed structures on resistance to blast.

(a) (U) Targets determined as CDE 4 Low PGM present a slightly
elevated risk of collateral damage, but are tactically restricted for execution to a
specific warhead (or one with a smaller CER}, delivered with a delay fuze
setting.19 A delivery heading recommendation is optional.

(b) (U} Use of the CDE Level 4A PGM CER Reference Table
requires either complete warhead burial in the ground or complete
internal detonation within a substantial target structure to mitigate the
fragmentation effects of the warhead.20

(c) (U) Accurate Characterization of Nearby Collateral Structures.
This task can be difficult, as it is time consuming and intelligence intensive.
CDE Level 4A CER Reference Table values include assumptions designed to
account for this and to lower the risk of collateral damage due to
mischaracterizing structure types.

(2) (U) Collateral Damage Estimation (CDE)] Level 4B Air-to-Surface
Unguided Munition (ASUGM) Collateral Effects Radius {CER) Reference Table.
The numbers in the CDE Level 4B CER Reference Table combine the mean
TE90 associated with each delivery platform and the radius of collateral effects
associated with each individual air-to-surface unguided warhead. These table

19 Exceptions are noted in the CER Reference Tables.
20 For warheads not capable of achieving complete burial, and fragmentation effects
deemed negligible, exceptions may be awarded and noted in the CER Reference Tables.
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values are measured from an aimpoint or target outline for a single warhead or
the edge of one or more EZs for multiple warhead deliveries to form the CHA.
In addition, with the understanding that delivery heading is a significant
consideration for EZ orientation, and that ASUGMS will predominantly miss in
range vice deflection, a stated delivery heading recommendation is required
for multiple ASUGM deliveries (beginning at CDE level 3) and optional for
single ASUGM deliveries. Targets determined as CDE 4 Low ASUGM present
an elevated risk of collateral damage. These targets are tactically restricted to a
specific delivery platform and warhead with a delay fuze setting to achieve a
complete detonation below grade and a specific delivery heading. These
constraints further elevate the risk to the mission.

{3) (U) Collateral Damage Estimation (CDE] Level 4C Surface-to-Surface
Ballistic Munition (SSBM) Collateral Effects Radius (CER] Reference Tabie. The
CDE Level 4C CER Reference Table values combine the radius of collateral
weapon effects and either the TE90 for the OA or Predicted methods of
engagement based on range to target for each weapon system, shell, and fuze
combination listed in the table. These values are used to form a CHA
measured either from an aimpoint when a converged sheaf is used, or from the
outer edge of the dimensions of a circular or linear sheaf. For the CDM, a
circular sheaf is the default. It is important to note that the sheaf and method
of engagement are normally specified in the call for fire and are employed
consistently throughout the conduct of the fire mission and the CDE analysis.
Targets determined as CDE 4 Low SSBM present an elevated risk of collateral
damage and are tactically restricted for execution to a specific weapon system,
shell, fuze, method of engagement, and sheaf type, thereby elevating the risk to
mission. Given that SSBMs will predominantly miss in range vice deflection, a
stated GTL recommendation is optional within CDE Level 4 for SSBMs.
Additionally, targets analyzed for SSBMs as CDE 4 Low when the OA method of
engagement is employed present an increased probability of collateral damage
due to the requirement to employ marking or adjusting rounds and the
significant increase in TLE associated with OA missions.

2. (U) Collateral Damage Estimation (CDE} Level 4 Refined Analysis

a. (U) Collateral Damage Estimation (CDE} Level 4 Precision-Guided
Munition (PGM) Refined Analysis

(1) (U) Step 1. Review the CDE Level 1 Target Information.

(2) (U) Step 2. Measure and record the distance between each aimpoint
or target/element outline and the collateral object(s) in the vicinity.
Characterize and record the structure type for the collateral objects as defined
in the CDE Level 4A PGM CER Reference Table. If unable to determine the
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structure type, record it as “unknown”?!

(3) (U) Step 3. Decide if the nearest or weakest collateral structure will
be used or if each collateral structure will be analyzed separately. Based on
this decision and using the weaponeering decisions from Step 1, choose the
appropriate value(s) from the CDE Level 4 PGM CER Reference Table.

(4) (U) Step 4. Compare the CER to the distance to the nearest
collateral object derived in Step 2.

b. (U) Collateral Damage Estimation (CDE) Level 4 Precision-Guided
Munition {PGM)} Refined Analysis Evaluation

{1) (U} If the CER value for the selected weaponeering decision is
less than or equal to the distance to the nearest collateral object, the target is
determined as CDE 4 Low (PGM, Warhead, Delay Fuze (a heading
recommendation is optional for PGMs).22

(2) (U) if the CER value for the selected weaponeering decision is
greater than the distance to the nearest collateral concern, the target is
determined as CDE 4 High and referred to CDE Level 5.

¢. (U) Collateral Damage Estimation (CDE) Level 4 Air-to-Surface Unguided
Munition (ASUGM) Refined Analysis. Commanders are strongly cautioned
that ASUGM use is highly discouraged at CDE Level 4. Use of ASUGMs
should only be attempted when PGMs are not available.

(1) (U) Step 1. Review the CDE Level 1 Target Information.

(2) (U) Step 2. Measure and record the distance from either the
individual aimpoint(s) for single warhead deliveries, or the outer edge of the
EZ(s) for multiple warhead deliveries to the corresponding nearest collateral
object identified in CDE Level 1 (refer to Figure 2).

(3) (U) Step 3. Select the appropriate CER value from the CDE Level 4B
ASUGM CER Reference Table corresponding to the delivery platform and
warhead for each aimpoint or EZ applied in Step 1 above.23

21 Very hard and very soft building types reside on the list. Every effort should be
made to identify the most reasonable match before choosing “unknown.”

22 A heading recommendation is optional for PGMs.

23 When performing CDE level 4 analysis, outdoor collateral objects must be accounted
for in CDE Level 5 using the CDE Level 3 CER and resultant CHA. In these instances
the call is CDE 5.
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{4) (U) Step 4. Compare the CER to the distance to the nearest
collateral object derived in Step 2.

d. {(U) Collateral Damage Estimation (CDE) Level 4 Air-to-Surface Unguided
Munition {ASUGM] Refined Analysis Evaluation

(1) (U) If the CER value for the selected weaponeering decision is less
than or equal to the distance to the nearest collateral object, the target is
determined as CDE 4 Low ASUGM (restricted to the weaponeering solution(s}
developed in CDE 3 above, either single warhead: Delivery Platform,
Warhead, Delay Fuze, Heading Recommendation: degrees - degrees or
multiple warhead: Delivery Platform, Warhead, Delay Fuze, Heading
Recommendation: degrees).

(2) (U) If the CER value for the selected weaponeering decision is
greater than the distance to the nearest collateral concern, the target is
determined as CDE 4 High and referred to CDE Level 5.

e. (U) Collateral Damage Estimation (CDE] Level 4 Surface-to-Surface
Ballistic Munition (SSBM) Refined Analysis. Commanders are strongly
cautioned that SSBM use is highly discouraged at CDE Level 4. Use of
SSBMs should only be attempted when PGMs are not available.

(1) (U) Step 1. Review the CDE Level 1 Target Information.

(2) (U) Step 2. Measure and record the distance from either the
individual aimpoint(s) for converged sheaf deliveries or the outer edge of the
sheaf(s) for circular or linear sheaf deliveries to the corresponding nearest
collateral object identified in CDE Level 1 (refer to Figure 2).

(3) (U) Step 3. Select the appropriate CER value from the CDE Level 4C
SSBM CER Reference Table corresponding to the weapon system, shell, fuze,
method of engagement, and range to target (min to % or % to maximum) for
each sheaf applied in Step 1 above,24

(4) (U) Step 4. Compare the CER to the distance to the nearest
collateral object derived in Step 2.

f. (U) Collateral Damage Estimation (CDE]} Level 4 Surface-to-Surface
Ballistic Munition (SSBM) Refined Analysis Evaluation

24 When performing CDE level 4 analysis, outdoor collateral objects must be accounted
for in CDE Level 5 using the CDE Level 3 CER and resultant CHA. In these instanced
the call is CDE 5.
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(1) {U) If the CER value for the selected weaponeering decision is less
than or equal to the distance to the nearest collateral object, the target is
determined as CDE 4 low SSBM (restricted to the weaponeering solution(s)
developed in CDE 3 above, Caliber, Weapon System, Shell, Fuze, Range, OA
{or “P” Predicted)). If providing an optional GTL recommendation, the target is
determined as CDE 4 low SSBM (restricted to the weaponeering solution(s)
developed in CDE 3 above, Caliber, Weapon System, Shell, Fuze, Range, OA
for “P” Predicted), Recommended GTL: mils - mils {or degrees - degrees))

(2) (U) If the CER value for the selected weaponeering decision is
greater than the distance to the nearest collateral concern, the target is
determined as CDE 4 High and referred to CDE Level 5.
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APPENDIX E TO ENCLOSURE E
COLLATERAL DAMAGE ESTIMATION (CDE) LEVEL 5 CASUALTY ANALYSIS

1. (U) Collateral Damage Estimation (CDE) Level 5 Casualty Analysis Overview,
CDE Level 5, with a corresponding casualty estimate, is necessary when Levels
1 through 4 are insufficient for making a CDE low call. CDE Level 5 is also
required when Level 1 analysis determines the presence of involuntary,
unwitting, or status unknown human shields at the target, the target is a dual-
use target, the target is a CBR hazard (target or collateral concern that cannot
be mitigated), or an environmental hazard (target or collateral concern that
cannot be mitigated). There are other unique situations that may elevate an
attack to CDE Level S noted previously in Enclosure D. Once a target is
analyzed under CDE Level 5 analysis, it remains classified Level 5 due to the
level of risk and sensitive nature these factors represent for the CCMD and the
national government.

2. (U) Collateral Damage Estimation (CDE) Level S Casualty Estimate

a. (U) The CDE Level 5 casualty estimate answers the fourth and fifth
questions of CDM, “How many civilian and noncombatant casualties do we
think the attack will cause?” and “Do I need to elevate this decision to the next
level of command to attack the target based on the ROE currently in effect?”
Commanders must be aware they are assuming significant risk of
collateral damage when engaging a target analyzed under CDE Level 5.

(1} (U) Similar to the rest of the CDM, the casualty analysis is not an
exact science. No precise means exists to predict noncombatant demographics.
Population density estimates are limited to the knowledge of the unique
characteristics and cultural behaviors of the region and country being
assessed. As a reminder, the CDM does not take into account transient civilian
or noncombatant personnel or equipment (unless precise data are known).
Therefore, it is critical that CDE Level 5 estimates never be portrayed as a
precise “casualty count.”

(2) (U) The LOW requires combatants to refrain from intentionally
targeting civilian or noncombatant populations or facilities. The anticipated
injury or loss of civilian or noncombatant life and damage to civilian or
noncombatant property, or any combination thereof, incidental to attacks must
not be excessive in relation to the concrete and direct military advantage
expected to be gained. Failure to observe these obligations could result in
disproportionate negative effects on civilians and noncombatants and be
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considered a LOW viclation.

(3) (U) The supporting data, tables, and procedures for CE assist in
estimating civilian or noncombatant casualties, and provide a standard method
for computing casualty estimates. The commander then uses the CE to
determine, under the ROE, if effects can be applied to the target and who may
approve the application of effects on the target. The primary decision aid is the
NCV and is found in the applicable ROE. Other metrics, such as specific
guidance from higher headquarters, may apply more restrictive measures
altering the CDM and producing a high collateral damage estimate. CDE Level
5 constitutes the only level within the methodology where a final
collateral damage estimate of “high” may be rendered. If a high estimate
is rendered, the STAR process is then followed (see Enclosure F, reference
a) unless approval authority has been delegated by appropriate
orders/instructions.

{4) (U) Collateral Damage Estimation (CDE) Level S Population Density
Reference Table. The CDE Level 5 Population Density Reference Table provides
a standardized format to assist in the development of data specific to a region
or country.

{a) (U) Demographic data contained in the CDE Level 5 Population
Density Reference Table (Appendix H to Enclosure E) is stated as population
per 1000 square feet for each of the listed collateral concern functionalities.

(b} (U) Population densities reflect socialized cultural norms for
functional activities and are based on standard maximum population densities
for the events described within the table. CCMDs may use their discretion,
experience, and current intelligence (e.g., pattern of life data) to determine what
the cultural norms are for day, evening, and night periods (see footnote}. 2> If
a responsible assessment for daytime and nighttime cannot be made, the
period of time between Begin Morning Nautical Twilight (BMNT) and End
Evening Nautical Twilight (EENT) for daytime and the period of time between
EENT and BMNT for nighttime is the default. In cases where current ground
commander’s assessment provides a more refined estimate of population
density in a specific collateral concern, employ that data in the casuaity
estimate. The refined casualty estimate is only valid as long as PID and
pattern of life data are maintained.

b. (U) Collateral Damage Estimation (CDE) Level 5 Casualty Estimation
[CE) Worksheet and Computations. The CDE 5 CE Worksheet provides the

25 If used, pattern of life data will be annotated on the CDE-G and corresponding CDE
Remark in the MIDB.
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standardized means to develop casualty estimates ensuring the CDM’s intent of
a simple, and repeatable process. The worksheet assists the analyst in
computing a casualty estimate for those indoor and outdoor collateral concerns
affected by a CDE Level 3 or 4 CER. The dominant hazard to civilians or
noncombatants located within an outdoor collateral concern is fragmentation,
secondary debris, or crater gjecta. The dominant hazard to civilians or
noncombatants located within an indoor structure is blast causing damage to
the structure and injuring the personnel inside from blunt force trauma. The
total casualty estimate for the target is calculated using the following steps:26

(1) (U) Identify all collateral concerns affected by the appropriate CER.
Collateral objects determined to be shielded from the weapon effects are
not considered for CE.

{2) (U) Enter the functionality type and ID # for each collateral concern
or targeted dual-use facility. If the target is a dual-use facility, it shall
always go on the first line of the worksheet.

(3) (U) Enter the length, width and # of floors for each collateral
concern and compute the total square footage (length x width x # of floors).

(4) (U) Estimate fraction affected for each collateral concern within the
appropriate CER by estimating the percentage affected rounded to a 5%
increment (e.g. 25%) and convert using the decimal system (e.g. 0.25). The
fraction affected for a dual-use facility is determined by the portion of the
facility within the Level 3 unmitigated CER. Note: For dual-use facilities, the
Level 3 unmitigated CER is used to assess the percentage affected because
inhabitants within the structure are not assumed to be shielded from
fragmentation. See Figure 3.

26 For PGM warheads incapable of achieving 100% burial yet given exception for
inclusion to CDE level 4, determine the fraction affected for indoor CCs by the portion
of the CC within the level 4 CER. The level 4 CER is applied against the indoor CC
because no level 3 mitigated CERs are provided for these warheads and the
fragmentation pattern associated with the warheads is deemed negligible.
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(2) {U) When the NCV is exceeded by the day CE: “Night attack only”

(3) (U) When the NCV is exceeded by the episodic CE: “No attack during
episodic event in "

{4) (U} When the NCV is exceeded by both the night CE and the
episodic CE: “Day attack only and not during episodic event in i

(S) (U) When the NCV is exceeded by both the day CE and episodic CE:
“Night attack only and not during episodic event in "

(6) When the NCV is exceeded by both the day CE and the night CE
and intelligence exists for episodic estimation at or below the NCV: “Attack only
whern episodic event in g

b. (U) If all the CEs are greater than the NCV, the target is determined as
CDE 5 High and restricted to the weaponeering solution(s) analyzed in prior
steps: CE = (xx)Day, (xx)Night, (xx) Episodic (where “xx” indicates the number
of estimated casualties). Authorizations to engage targets determined as CDE
5 High require SecDef or POTUS approval (see Enclosure F, reference a) unless
approval authority has been delegated by appropriate orders/instructions.
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COLLATERAL EFFECTS RADIUS (CER) REFERENCE TABLE SUMMARY

CDE Intended Usa Dominant CER/CHA Criteria and Woapon Resatrictions
Level Huarard
I Initial analyais for all Fragmentation Less than 10% probebility of serious wound to
conventional pons vE£TSus personnel standing, unprotected personnel, dressed in
summer-weight yniform on open rolling terrain
2A General enalysis for unitary
and cluster PGMa
3A Analysis for each PGM warhead | Fragmentation Less than 10% probability of serious wound to
in an unmitigated case versus persomnitiel standing, tnprotected personnel, dressed in
{or btast if no summer-weight uniform on open relling terrain
weapon {ragments . ,
/fdebris exist} Fuze for surface detonation or VT/airburst
Analysis for each PGM warhead | Crater Less than 10% probability of serious wound to
in a mitigated case ejecta/debris standing, unprotected personnel, dressed in
versus persomnnel summer-weight uniform on open rolling terrain
Delay fuze for complete detonation below grade
or complete detonation within target structure
iB Analysis for each ASUGM Fragmcntation Less than 10% probability of serious wound to
based on delivery platform and | versus personnel standing unprotected personnel, dressed in
warhead in an unmitigated [or blast i na summer-weight uniform on open rolling terrain
case weapon . .
fragments/dcbris Fuze for surface detonation or airburst
exist) Heading recommendation for multi-warhead
delivery
ac Analysis for each SSBM Less than 10% probability of serious wound to
weapon system/ shell/fuze for standing unprotected personnel, dressed in
Observer Adjusted method summer-weight uniform on open rolling terrain
Analysis for each SSBM Fuze for surface detonation or VT / airburst
weapon system / shell/ fuze for
Predicied method
4A Refined analysis for each PGM Blast versus Less than 1% probability of {ractional structural
warhead based on collateral stryctures leading | damage from blast
structure type in a mitigated to blunt traurna
case e & injury to Delay fuze for complete detonation below grade
personncl or complete detonation within target structure
4B Refined analysis [or ASUGM 1 .
warhead and associated Excludes cluster munitiona
delivery platform based on ; Delivery heading recommendation for multi-
nearest coflateral structure in a warhead ASUGMSs {opuonal for PGMs and single
mitigated case ASUGMs)
4C Refined analysis for each SSBM Less than 1% prebability of [ractional structural
weapon system fshell/fuze damage from blast
based on ne t collateral
s:ruct:rnc usi;sogie:v:: Excludes ICM, RAP and enhanced range
Adjusted method munitions
Refined analysis for each SSBM GTL recommendation (optional)
weapon systera/ shell/Tuze
based on nearest collateral
structure using Predicied
method
E-G-1
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7.4. PGM Casualty Factor = 0.25 for:
7.4.1. Indoor collateral concern affected only by the outer annulus of the Level 3 {mitigated) CER
when delay fuzing is not used to achieve complete burial 100% below grade or within a substantial
structure prior to detonation.
7.4.2. Indoor collateral concern affected only by the cuter annulus Level 4 CER when the weaporn is
delay fuzed to achieve complete warhead burial 100% below grade or within a substantial structure
prior to detonation.
7.5. ASUGM Casualty Factor = 1.0 for:
7.3.1. Outdoor collateral concern with any portion located within the Level 3 CER,
7.3.2. Indoor collateral concern with any portion located within the inner annulus of the Level 3 CER
when delay fuzing is not used to achieve complete burial 100% below grade or within a substantial
structure prior to detonation.
7.3.3. Indoor collateral concern with any portion located within the inner annulus of the Level 4 CER
when the weapon is delay fuzed to achieve complete warhead burial 100% below grade or within a
substantial structure prior to detonation.
7.6. ASUGM Casualty Factor = 0.25 for:
7.4.1, Indoor collateral concern affected only by the outer annulus of the Level 3 CER when delay fuzing
is not used to achieve complete burial 100% below grade or within a substantial structure prior to
detonation.
7.4.2. Indoor collateral concern affected only by the outer annulus Level 4 CER when the weapon is
delay fuzed to achieve complete warhead burial 100% below grade or within a substantial structure prior
to detonation.
7.7. S8BM Casualty Factor = 1.0 for:
7.5.1. Outdoor collateral concern with any portion located within the Level 3 CER.
7.5.2. Indoor collateral concern with any portion located within the inner annulus of the Level 4 CER.
7.8, SSBM Casualty Factor = 0.25 for: Indoor collateral concern affected only by the outer annulus of the
Level 4 CER.

8. Casualty Estimate.
8.1. Calculate a casualty estimate for each affected collateral concern for day, night and episodic as follows:
Casualty estimate (CE) = (affected square footage/1000) x (population density) x (casualty factor}.

8.2. Sum the individual collateral concern casualty estimates for each of the periodic conditions [day, night
& episodic) to determine the subtotal casualty estimate. Add human shields, and /or casualty estimates
from DTRA, NCMI, or NAVO as applicable (per paragraphs 3.b.(4}.(b), 3.b.(5) and 3.b.(6) respectively}.
Round up to the next whole number. This total is now the total casualty estimate for the target.
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APPENDIX I TO ENCLOSURE E
JOINT COLLATERAL DAMAGE ESTIMATION (CDE) PROGRAM STANDARDS
1. (U) Introduction

a. (U) Services providing forces to a JFC and/or reachback production
support to the component commander will ensure personnel conducting CDE
are properly trained IAW this instruction and that proficiencies are maintained
for the duration of the individual’s assignment. Personnel certified and tasked
with conducting CDE are considered “CDE analysts.”

b. (U) Graduates of an accredited DoD Joint CDE qualification program are
considered “CDE Analysts.” Prior to conducting operational CDE, they must
complete a local work center certification program. At a minimum, work center
certification must include verification that the individual is a graduate of an
accredited CDE qualification program, is proficient on tools used in the work
center to produce collateral damage estimates, and has demonstrated
proficiency by making accurate CDE calls under the supervision of a certified
CDE analyst. Additionally, for organizations tasked with making operational
CDE calls in support of a CCMD, work center CDE certification will include
theater specific targeting policies and ROE.

c. (U) If a CCMD has specific standards for CDE certification, services are
required to ensure assigned or supporting CDE analysts are competent in
those CCMD specific standards.

d. (U) There are two types of CDE programs, both of which exist to enable
an operational CDE capability:

(1) (U) Collateral Damage Estimation (CDE] Qualification Program.

CDE qualification programs consist of academic and practical instruction
based on the CDE Joint Mission Task List (JMTL). Qualification programs can
be thought of as CDE “schoolhouses.”

(a) (U) Upon request of an organization desiring to establish a CDE
program, JTS will initially qualify the instructors and accredit the CDE
qualification program via an audit.

(b) (U) In order to be qualified in CDE, students must complete the
academic and practical portions of a JTS accredited qualification program, and
pass a comprehensive evaluation based on the JTS-maintained master
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question file. The comprehensive evaluation will consist of two exams
provided by JTS. The first exam will cover practical application of CDM while
the second will cover CDM policy. To be qualified, a student must achieve with
a minimum score of 80 percent on each evaluation.

(¢} (U) A JTS accredited school house may develop instructional
programs that add to the JTS developed courseware, but may not subtract
from the JTS courseware,

(2) (U} Collateral Damage Estimation {CDE] Certification Program. CDE
certification programs are required in commands tasked with making
operational CDE calls. A CDE certification program takes individuals qualified
in CDE and certifies them to make operational CDE calls. When JFC assigned
organizations are tasked with making operational CDE calls, CDE analysts
must be trained on theater-specific ROE, Special Instructions, etc.

e. (U) Operational Coilateral Damage Estimation (CDE) Capability. For
purposes of this instruction, “operational CDE capability” is defined as the
combination of the following components and their ability to operate as a whole
{to include reachback capability) to produce collateral damage estimates: a
CDM, training materials, proficiency development and maintenance procedures,
work environment procedures and concept of operations, access to (and an
ability to exploit) current imagery, and access to supporting intelligence and
certified CDE analysts.

f. (U) JTS will maintain a master list of accredited CDE qualification
programs.

2. (U) Collateral Damage Estimation (CDE) Instructor Criteria

a. (U) Collateral Damage Estimation (CDE) Instructor. Instructors must be
a graduate of CDE qualification program and identified as a CDE instructor by
the appropriate CDE Schoolhouse Program manager. Additionally, instructors
must complete an instructor qualification program. CDE Instructors work in
an approved CDE qualification program and are authorized to teach the CDM
and provide CDE qualification to students.

b. {U) Collateral Damage Estimation (CDE} Standardization Instructor. A
CDE instructor identified by the appropriate CDE schoolhouse Program
Manager with demonstrated expertise in the CDE process and weapons effects.
This individual must complete a period of training during which the instructor
assists in teaching the qualification program under the observation of a CDE
standardization instructor. Upon successful completion, a CDE
Standardization Instructor is authorized to qualify new instructors, as well as
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students. The CDE program manager maintains the Standardization
Instructor criteria and is the authority to qualify CDE Standardization
Instructors. CDE program managers and standardization instructors will be
identified to Joint Staff Targeting in writing. In unique situations where CDE
standardization instructors for established schoolhouses do not exist or are not
able to provide upgrade training, individuals will utilize the JTS CDE
Standardization Instructor to establish a schooclhouse CDE Standardization
Instructor. This will normally be accomplished by the CDE instructor attending
JTS for CDE standardization Instructor training.

3. (U) Proficiency and Currency

a. {U) Commands providing direct support to Combatant Commands will
provide opportunities (training or real-world} on a recurring basis for personnel
assigned to a CDE billet or function in order to maintain their proficiency.

b. (U) CDE analysts and instructors who do not perform CDE for a period
of twelve or more months must recertify. At a minimum, recertification follows
the program as defined by the Service or Combatant Command CDE program
manager.

4. (U) Collateral Damage Estimation (CDE) Standardization Process

a. (U) To ensure the CDM is being taught consistently, the Joint Targeting
School will utilize the following methods to ensure standardization across CDE
programs:

(1) (U) Annual Curriculum Review. A forum in which accredited CDE
programs will compare programs, ensure standardization of CDM application,
share best practices and lessons learned, and discuss potential improvements
or adjustments to CDE qualification and certification programs. This review
will take place once a year. Curriculum review can be conducted in person, via
video teleconferencing, or virtually as needed.

(2} (U) Collateral Damage Estimation (CDE) Standardization Team. A
team of individuals, formed and led by JTS responsible for conducting biennial
CDE program reviews. The team shall consist of instructors from accredited
CDE programs.

JTS CDE SME (Team Lead)
Air to Surface CDE SME
Surface to Surface CDE SME
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b. (U) This team shall perform a standardization review and assessment of

each accredited CDE qualification program. This team will remain formed for
the duration of the assessment. The JTS lead will release the team upon
termination of the inspection once all associated tasks are complete and will
ensure duration of team assignment has minimal impact. The results of the
standardization review will be captured in writing, and distributed across all

CDE programs to ensure standardization and consistent application of the
CDM.
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APPENDIX J TO ENCLOSURE E

COLLATERAL DAMAGE ESTIMATION JOINT MISSION TASK LIST (CDE-JMTL)}

Understand the logic, composition, facts and assumptions of the Joint
Collateral Damage Estimation Methodology (CDM).

Describe why the U.S. Military requires a formal CDM to support

Task 1.1: Joint Military Operations.
Task 1.2 Describe combatant responsibilities within the framework of the
ask 1< | Law of War (LOW).
.| List and describe the Legal Imperatives underlying the logic of the
Task 1.3:
CDM.
.| Describe how the CDM assists commanders with their LOW
Task 1.4: . Tttt e
requirement of “Distinction.
| Describe how the CDM assists commanders with their LOW
Task 1.5: . “ o
requirement of “Necessity.
Task 1.6 Describe how the CDM assists commanders with their LOW
7" | requirement of “Proportionality.”
Detail the actions taken to address the Legal Imperatives of
Task 1.7: | Necessity, Distinction, and Proportionality within each level of the
CDM.
Task 1.8: Describe Command Responsibilities for the estimation and
"7 | mitigation of Collateral Damage.
Define the importance of the three Operational Imperatives of
Task 1.9: | Mission, Force Protection, and Collateral Damage within the
framework of the CDM.
Describe the role of the three Operational Imperatives on the
Task 1.10: | commander's analysis of proportionality within the framework of
the CDM.
Explain how the Operational Imperatives of Mission, Force
Task 1.11: | Protection, and Collateral Damage are addressed and affected
within each level of the CDM.
Task 1.12: Describe and explain the inter-relationship between the Legal and
Operational Imperatives within the framework of the CDM.
Task 1.13: | Describe how the CDM addresses the commander’s analysis of

proportionality and operational risk within the Joint Operations
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Planning Process (JOPP).

Task 1.14:

Describe the two forms of Collateral Objects and explain why
Senior U.S. Government Leadership is more concerned with one
over the other, and how this concern shapes the facts and
assumptions surrounding weaponeering logic employed within the
CDM.

Task 1.13:

Describe the types of weapon effects; the probabilities of
damage/kill associated with each effect; and how the effects align
with the Operational Imperatives.

Task 1.16:

Describe and discuss the facts and assumptions associated with
the three types of weapon effects.

Understand the legal requirements, basis, and importance of CDE to
National and Senior Military Leadership.

Explain the U.S. definition of Collateral Damage and describe the

Task 2.1: | significance of this definition on how the U.S. Military conducts
CDE.
. | Explain the purpose of CDE and discuss its significance for U.S,
Task 2.2: ors !
military operations.
. | Define Protected Persons/Objects and identify the documents that
Task 2.3: ors )
define them for a military operation.
Describe the categories of Collateral Objects; the functions which
Task 2.4: | are associated with each category and the significance of collateral
categories within the CDM.
Describe the No-Strike Policy and explain the responsibilities of
Task 2.5: | Combatant Commanders and the National Intelligence
Community in the No-Strike List (NSL) Development process.
Task 2.6 Describe and define the elements of an entity identifier
7" | considering the record identification system within the MIDB.
Task 2.7: Define NSEs, Restricted Targets, Dual Use Targets and Human
""" | Shields and explain their significance in Joint Targeting and CDE.
Define the components of a Basic Encyclopedia (BE) Number and
Task 2.8: . .
explain the significance of these components.
Task 2.9: | Define the function and construct of a Category Code (CATCODE).
Task 2.10: | Define the purpose and construct of an O-Suffix.
. | Describe the difference between Lawful and Unlawful Collateral
Task 2.11:

Damage.
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Task 2.12:

Explain why the National Government and Military is concerned
with Collateral Damage.

Task 2.13:

Define a Time-Sensitive Target and explain the CDE requirements
surrounding the engagement of TSTs.

Task 2.14:

Define Troops in Contact (TIC) and explain the CDE requirements
relevant to the employment of force in a TIC situation.

Task 2.15:

Define Joint Fires and explain which commanders are authorized
to determine when a CDE Analysis is required prior to Tactical
target engagements.

Task 2.16:

Define command responsibilities designated within the Law of
War and explain how these responsibilities are addressed within
the CDM.

Task 2.17:

Define the relationship and effect of the Law of War (LOW) and
Rules of Engagement (ROE) on target categorization for a given
operation.

Task 2.18:

Describe the importance of No-Strike Object definition to the CDE
process and its impact on military operations.

Task 2.19:

Explain the difference between NSL Objects and RTL Targets.

Task 2.20:

Explain the rules regarding No-Strike Object treatment when
located on military installations.

Task 2.21:

Explain the rules and processes regarding targeting No-Strike
Objects.

Task 2.22:

Define a Dual-Use facility and describe the impact of Dual-Use
designation on weapon's effects mitigation and CDE.

Task 2.23:

Describe the target functions normally associated with Dual-Use
Targets.

Task 2.24;

Explain how LOW protected facilities taken over by the enemy for
the purpose of advancing military objectives are classified and
treated within the JTC and CDM.

Task 2.25:

Explain Command Responsibilities in relation to designating a
target function as Dual-Use.

Task 2.26:

Explain the importance of ROE to target planning and CDE.

Task 2.27:

Define Human Shields and explain their importance and
treatment within the CDM.

Task 2.28:

Explain in which Collateral Object Category Human Shields are
classified and describe the sensitivities surrounding them.
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Task 2.29:

Explain Command Responsibilities for the identification and
treatment of Human Shields.

Task 2.30:

Explain Command Responsibilities for making proportionality
decisions and the factors which affect their decision making.

Task 2.31:

Describe the National Values of the U.S. and explain the effect of
these values on the employment of force in military operations.

Task 2.32:

Discuss the importance of the conscientious application of force
to Joint military operations (JMO) and how this impacts our
implementation of CDE.

Task 2.33:

Define the factors which impact Strategic Risk in the conduct of
JMO.

Task 2.34:

List and discuss the impact of excessive collateral effects on the
analysis of Strategic Risk and the potential consequences of
elevated Strategic Risk on the conduct of JMO.

Task 2.35:

List and discuss the factors which drive the requirement to
conduct CDE for individual target engagements for 21st Century
Military Operations.

Task 2.36:

Explain command responsibilities for risk management within the
three operational imperatives.

Task 2.37:

Describe how the CDM supports a commander’s analysis and
management of risk.

Task 2.38:

Explain the relationship between increasing mitigation techniques
and the operational imperatives, and how this affects the
commander's analysis of risk and proportionality in the conduct
of JMO.

Task 2.39:

Define when and explain the specific actions taken to address the
Legal Imperatives within each CDE Level in the CDM.

Task 2.40:

Explain how the outputs of the CDM assist commanders in the
decision making process and describe Strike Approval Authority
(SAA) considerations when making proportionality decisions.

Task 2.41;

Define a Sensitive Target and explain the circumstances that may
lead to a target being designated as Sensitive.

Understand the weaponeering and mitigation logic of the CDM, including,
basic weaponeering principles, weapon's effects mechanisms, mitigation
techniques, and how the relationship between terminal ballistic condition
(TBC) and noncombatant posture (NCP) defines the dominant weapon's
effects hazards within the CDM.
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Task 3.1: | Describe the operational causes of Collateral Damage.
Task 3.2: |Identify and describe the factors that affect delivery accuracy.
Identify the Five Primary Collateral Damage Effects of a
Task 3.3: | conventional warhead and describe how these effects are
measured.
Task 3.4 Identify the Five Elements of Accurate Predicted Fire and explain
""" | how the CER Reference Table framework addresses each of them.
Task 3.5 Explain the CER Reference Table framework and define the
" | Dominant Hazards within each CER Reference Table.
Define and describe the five approved methods for mitigating
Task 3.6:. | collateral weapon’s effects and explain why each meets the LOW
Imperative of proportionality
Task 3.7: Define PID, including the standards for the two components
""" | which inform PID (CID and FFT).
Task 3.8 Des<.:r1be the purpose and importance of the target/element
outline.
Task 3.9: | Define the components of a CER for a Unitary Weapon.
Task 3.10: | Define the components of a CER for a Cluster/ICM Weapon.
Task 3.11: | Define the components of TEQQ.
. | Define TLE; describe the elements which affect TLE and explain
Task 3.12: .
how TLE is computed.
Task 3.13: Explain the percentage of TLE accounted for in the CER and why
""" | this percentage is relevant in light of LOW requirements.
Define the TLE90 values employed within the CER calculations
Task 3.14: | and explain to which weapon class and/or method of engagement
the values are associated.
Task 3.15: Define CEP; describe the elements which affect CEP and explain
how CEP is computed.
Explain the percentage of Circular Error accounted for in the
Task 3.16: | CERs and why this percentage is relevant in light of LOW
requirements.
Define the CESO values employed within the CER calculations
Task 3.17: | and explain how these values are derived based on the weapon
class.
Task 3.18: Identify the forces which produce a ballistic trajectory and explain

the impact of these forces on trajectory.

Appendix J

E-J-5 Enclosure E

UNCLASSIFIED




UNCLASSIFIED

CJCSI 3160.01B
11 December 2015

Task 3.19:

Define and describe range and deflection error and the
proportional relationship between them.

Task 3.20:

Describe how TLESQQ and CEQQ are combined to form TESO.

Task 3.21:

Describe how the CDM addresses the requirements of the Five
Elements of Accurate Predicted Fire and the facts and
assumptions employed in the development of the CERs.

Task 3.22:

Define the five primary collateral damage effects of a kinetic
warhead and explain the chronological order in which they occur.

Task 3.23:

Define the dominant hazard to standing exposed personnel.

Task 3.24:

Define the dominant hazard to structures and the importance of
the dominant hazard within CDE.

Task 3.25:

Define the weapon effects threshold accounted for in the CERs
within the CDM and the significance of this threshold in light of
the requirements of the LOW.

Task 3.26:

Explain the standard weapon effects mitigations employed within
each CDE Level and CER Reference Table and the logic for the
order in which the mitigations are applied.

Task 3.27:

Describe and discuss the dominant components of a CER
considering both the weapon class and CDE Level/Dominant
Hazard.

Task 3.28:

Define and discuss the five authorized mitigation techniques, and
to which weapon effect each of the mitigation techniques is
applicable.

Task 3.2G:

Describe why Delay Fuze is a primary mitigation technique within
the CDM and explain which weapon effects are mitigated by this
technique.

Task 3.30:

Describe how and when VT Fuze can be employed and which
weapon effects are mitigated by this technique.

Task 3.31:

Explain why VT Fuze is a recommended mitigation technique for
SSBM for targets located in an urban environment.

Task 3.32:

Describe how and when shielding can be employed and the
weapon effects mitigated by this technique.

Task 3.33:

Describe why Delivery Heading is a primary mitigation technique
within the CDM and explain which weapon effects are mitigated
by this technique.

Task 3.34:

Explain the rules regarding the employment of a Delivery Heading
recommendation considering the CDE Level, Weapon Class, and
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nearby collateral object types.

Task 3.35:

Describe how and when Aimpoint Offset can be employed and
which weapon effects are mitigated by this technique.

Task 3.36:

Explain how Aimpoint Offset can affect casualty factor for CE.

Task 3.37:

Describe the three mechanisms associated with a blast-frag
warhead's lethality and discuss the importance of each for both
lethality and collateral damage.

Understand the facts, assumptions, processes and data requirements to
accomplish a CDE Level 1: Initial Analysis.
Task 4.1: Define PID, including the standards for the two components
8% 72 | which inform PID (CID and FFT}.
Describe the considerations for the development of a
Task 4.2: | target/element outline in light of targeting principles and the CDE
Legal and Operational Imperatives.
Discuss the linkage between target functionality and ROE
Task 4.3: ..
authorization.
Task 4.4: Identify the key elements of information required for annotation
""" | on a CDE Graphic in CDE Level 1.
. | Define a Dual-Use Target and explain the rules regarding them in
Task 4.5:
the CDM.
Define the functionalities associated with CBR Plume targets and
Task 4.6: | explain the rules associated with CBR Plume targets within the
CDM.
Define the five functionalities associated with Environmental
Task 4.7: | Hazard targets and explain the rules associated with
Environmental Hazard targets within the CDM.
Task 4.8: | List the Agencies and identify the tools employed to conduct CE.
. | List the Agencies and identify the tools employed to conduct CE
Task 4.9: . )
analysis on Environmental Hazard targets.
Discuss the steps within CDE Level 1 which are applicable to the
Task 4.10: | first Basic CDE Question (Target Validation) and explain their
significance to the logic of the CDM.
Discuss the steps within CDE Level 1 which are applicable to the
Task 4.11: | second Basic CDE Question (Initial Analysis) and explain their
significance to the logic of the CDM.
Task 4.12: | Define the Dominant Weapon Effects Hazard within the CDE 1

CER Reference Table and explain how TBC of the warhead
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compared to the NCP dictates this Dominant Hazard.

Describe from what point the CDE 1 CER is applied to form the

Task 4-13: | opE 1 CHa.

List the warhead/weapon exceptions (i.e. those not accounted for)
Task 4.14: | within the CDE 1 CHA Analysis and explain why these

warheads/weapons are omitted from the CDE 1 analysis.

Define the limitations and exclusions that the CDM does not
Task 4.15: account for and explain why the CDM does not address these

limitations and conclusions in light of the legal imperatives of
proportionality and distinction.

Describe how many CERs are contained in the CDE 1 CER

Task 4.16: | Reference Table and discuss the logic surrounding this quantity of
CERs.
List the steps in CDE Level 1 which may cause termination of the
Task 4.17: | CDE Analysis and explain why these steps are so critical to the
conduct of a valid CDE Analysis.
Task 4.18: List the three steps in CDE 1 which may cause “mitigation failure”
77" | and lead to the conduct of a CDE Level 5 Casualty Estimate.
Describe the sources of the munitions' technical data employed in
Task 4.19: | the development of the CER Reference Tables and explain why
these sources are important to the logic of the CDM.
Task 4.20: | Produce an accurate CDE Level 1 Analysis.
Task 4.21: Identify the data elements and standards for the production of a
""" | CDE Level 1 Graphic.
Task 4.29: Identify the data-basing requirements for the completion of a CDE

Level 1 Analysis.

Understand the facts, assumptions, processes and data requirements to
accomplish a CDE Level 2: PGM General Analysis

Task 5.1:

Define, in order, the CDE Levels which address the third Basic
CDE Question (Mitigation) and explain how the order of the built-
in mitigations affects the Operational Imperatives.

Task 5.2;

Explain why CDE Level 2 is a decision point within the CDM and
discuss the decision which must be made and the factors which
affect this decision.

Task 5.3:

Define the Dominant Weapon Effects Hazard within the CDE 2A
CER Reference Table and explain how the TBC of the warhead
compared to the NCP dictates this Dominant Hazard.
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Define the two CERs contained in the CDE 2A CER Reference

Task 5.4: Table and explain from which other table these CERs are taken.
Task 5.5: | Define the weapon/warhead exceptions for a CDE 2 Low Analysis.
Task 5.6 Discuss the risk management logic for only allowing the PGM
7" | Weapon Class for a CDE 2 Low analysis.
Task 5.7: Describe from what point the CDE 2A CER is applied to form a
SX 97 | CDE Level 2 CHA.
Task 5.8: Define and describe the key elements of information which are
"' | contained on a CDE Level 2 CDE Graphic.
Task 5.9- Explalr_l the process for conducting a CDE 2 PGM General
Analysis.
Task 5.10: Define a nearest collateral object and explain the importance of
77" | the nearest collateral object in CDE.
Define the math rule for the comparison of a CER to a nearest
Task 5.11: [ collateral object when performing CDE Level 2 PGM General
Analysis.
Task 5.12: Describe the mitigations employed within CDE Level 2 and how
77" | these mitigations affect the operational imperatives.
Task 5.13: | Describe the format of a CDE Level 2 Low Analysis.
Task 5.14: Explain how the legal imperative of proportionality is addressed
""" | by a CDE Level 2 Low Analysis.
Task 5.15: Identify the data elements and standards for the production of a
77" | CDE Level 2 Graphic.
Task 5.16: Identify the data-basing requirements for the completion of a CDE

Level 2 Analysis.

Understand the facts, assumptions, processes and data requirements to
accomplish a CDE Level 3: Weaponeering Analysis.

Task 6.1: | Describe why CDE Level 3 is named the Weaponeering Analysis.
Task 6.2: Explain the significance of weaponeering for desired military
" | effects in light of the legal and operational imperatives.

Identify the CER Reference Tables which support the CDE Level 3
Task 6.3: | Analysis and define which weapon class is associated with each

CER Reference Table.

Define the dominant weapons' effects hazards within the CDE 3A,
Task 6.4:

3B and 3C CER Reference Tables and explain the relationship
between the warhead's TBC versus NCP associated with these
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dominant hazards.

Describe the organization of, and data elements required, to

Task 6.5: | identify an appropriate CER within the CDE 3A CER Reference
Table.
Describe the organization of, and data elements required, to
Task 6.6: | identify an appropriate CER within the CDE 3B CER Reference
Table.
Describe the organization of, and data elements required, to
Task 6.7: | identify an appropriate CER within the CDE 3C CER Reference
Table.
Task 6.8: Define the TLE90s associated with the Observer Adjusted and
"~" | Predicted Methods of Engagement for SSBM CDE Analysis.
Task 6.9 Identify the Predicted Method of Engagement Aimpoint Standards
""" | for SSBM CDE Analysis.
. { Explain the math rules for conducting a CDE Level 3
Task 6.10: . .
Weaponeering Analysis.
Task 6.11: Describe from where a CDE 3A CER is applied to form a CDE
77" | Level 3 PGM CHA.
Task 6.12: Describe from where a CDE 3B CER is applied to form a CDE
77 | Level 3 ASUGM, Single Warhead Delivery CHA.
Task 6.13: Describe from where a CDE 3B CER is applied to form a CDE
"7 | Level 3 ASUGM, Multiple Warhead Delivery CHA.
Task 6.14- Describe from where a CDE 3C CER is applied to form a CDE
""" | Level 3 SSBM CHA.
Task 6.15: Explaix} the process for performing a CDE Level 3 Weaponeering
Analysis for PGM.
Define the two methods of engagement for ASUGM and describe
Task 6.16: | their significance to the CDE Level 3 Weaponeering Analysis
Process.
Task 6.17: | E¥plain the process for performing a CDE Level 3 Weaponeering
""" | Analysis for ASUGM, Single Warhead Delivery.
Task 6.18: Explain the process for performing a CDE Level 3 Weaponeering
7" | Analysis for ASUGM, Multiple Warhead Delivery.
Define the two methods of engagement for SSBM and describe
Task 6.19: | their significance to the CDE Level 3 Weaponeering Analysis

Process.
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Task 6.20:

Explain the process for performing a CDE Level 3 Weaponeering
Analysis for SSBM with a Circular Sheaf.

Task 6.21:

Explain the process for performing a CDE Level 3 Weaponeering
Analysis for SSBM with a Linear Sheaf.

Task 6.22:

Explain the process for performing a CDE Level 3 Weaponeering
Analysis for SSBM with a Converged Sheaf,

Task 6.23:

Explain how the method of engagement, employed in a CDE Level
3 SSBM Weaponeering Analysis addresses mitigation in light of
the Five Elements of Accurate Predicted Fire.

Task 6.24:

Explain the importance of delivery heading for a CDE Level 3,
ASUGM, Multiple Warhead Delivery Weaponeering Analysis.

Task 6.25:

Describe the format of a CDE Level 3 PGM Weaponeering
Analysis.

Task 6.26:

Describe the format of a CDE Level 3 ASUGM, Single Warhead
Delivery Weaponeering Analysis.

Task 6.27:

Describe the format of a CDE Level 3 ASUGM, Multiple Warhead
Delivery Weaponeering Analysis.

Task 6.28:

Describe the format of a CDE Level 3 SSBM Weaponeering
Analysis.

Task 6.29:

Explain how the legal imperative of proportionality is addressed
by a CDE Level 3 Low Analysis.

Task 6.30:

Identify the data elements and standards for the production of a
CDE Level 3 Graphic, when the target facility is determined as
CDE 3 Low.

Task 6.31:

Identify the data-basing requirements for the completion of a CDE
Level 3 Analysis.

Understand the facts, assumptions, processes and data requirements to

accomplish a CDE Level 4: Refined Analysis.

Task 7.1: | Describe why CDE Level 4 is named the Refined Analysis.
Identify the CER Reference Tables used to support the CDE Level

Task 7.2: |4 Analysis and define which weapon class is associated with each
CER Reference Table.

Task 7.3: Define the dominant weapons' effects hazards addressed within

43X 72 | the CDE 4A, 4B and 4C CER Reference Tables.
Task 7.4: |ldentify the weaponeering restrictions/limitations imposed on

PGM employment within the CDE Level 4 Refined Analysis and
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explain the rationale for these restrictions.

Identify the weaponeering restrictions/limitations imposed on

Task 7.5: | ASUGM employment within the CDE Level 4 Refined Analysis and
explain the rationale for these restrictions.
Task 7.6: Explain why ASUGM is “highly discouraged” from use against
7" | targets requiring a CDE Level 4 Refined Analysis.
Explain why VT/Proximity Fuzing is preferred for SSBM in CDE
Task 7.7:
Level 4.
Identify the weaponeering restrictions/limitations imposed on
Task 7.8: | SSBM employment within the CDE Level 4 Refined Analysis and
explain the rationale for these restrictions.
Describe the organization of, and data elements required, to
Task 7.9: |identify an appropriate CER within the CDE 4A CER Reference
Table.
Describe the organization of, and data elements required, to
Task 7.10: | identify an appropriate CER within the CDE 4B CER Reference
Table.
Describe the organization of, and data elements required, to
Task 7.11: | identify an appropriate CER within the CDE 4C CER Reference
Table.
Task 7.12: Explailj. the math rules for conducting a CDE Level 4 Refined
Analysis.
Task 7.13: Describe from where a CDE 4A CER is applied to form a CDE
77" | Level 4 PGM CHA.
Task 7.14: Describe from where a CDE 4B CER is applied to form a CDE
""" | Level 4 ASUGM, Single Warhead Delivery CHA.
Task 7.15: Describe from where a CDE 4B CER is applied to form a CDE
77 | Level 4 ASUGM, Multiple Warhead Delivery CHA.
Task 7.16: Describe from where a CDE 4C CER is applied to form a CDE
U | Level 4 SSBM CHA.
Task 7.17: Explain the process for performing a CDE Level 4 Refined Analysis
for PGM.
Task 7.18: Explain the importance of the nearest collateral object Structure
77" ) Type for the conduct of a CDE 4 PGM Refined Analysis.
Task 7.19: Define the two methods of engagement for ASUGM and describe

their significance to the CDE Level 4 Refined Analysis Process.
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Task 7.20:

Explain the process for performing a CDE Level 4 Refined Analysis
for ASUGM, Single Warhead Delivery.

Explain the process for performing a CDE Level 4 Refined Analysis

Task 7.21: for ASUGM, Multiple Warhead Delivery.
Explain the weaponeering facts for SSBM which allow the conduct
Task 7.22: | of a CDE Level 4 SSBM Refined Analysis without two forms of

mitigation.

Task 7.23:

Define the two methods of engagement for SSBM and describe
their significance to the CDE Level 4 Refined Analysis Process.

Task 7.24:

Explain the process for performing a CDE Level 4 Refined Analysis
for SSBM with a Circular Sheaf.

Task 7.25:

Explain the process for performing a CDE Level 4 Refined Analysis
for SSBM with a Linear Sheaf.

Task 7.26:

Explain the process for performing a CDE Level 4 Refined Analysis
for SSBM with a Converged Sheaf.

Task 7.27:

Explain how the method of engagement, employed in a CDE Level
4 SSBM Weaponeering Analysis addresses mitigation in light of
the Five Elements of Accurate Predicted Fire.

Task 7.28:

Describe the Heading rules for a PGM or ASUGM, Single Warhead
Delivery Analysis for a CDE Level 4 Refined Analysis on a Simple
Target Facility.

Task 7.29:

Describe the Heading rules for a PGM or ASUGM, Single Warhead
Delivery Analysis for a CDE Level 4 Refined Analysis on a
Complex Target Facility.

Task 7.30:

Explain the importance of delivery heading for a CDE Level 4,
ASUGM, Multiple Warhead Delivery Refined Analysis.

Task 7.31:

Describe the format of a CDE Level 4 PGM Refined Analysis.

Task 7.32:

Describe the format of a CDE Level 4 ASUGM, Single Warhead
Delivery Refined Analysis.

Task 7.33:

Describe the format of a CDE Level 4 ASUGM, Multiple Warhead
Delivery Refined Analysis.

Task 7.34:

Describe the format of a CDE Level 4 SSBM Refined Analysis.

Task 7.35:

Explain how the legal imperative of proportionality is addressed
by a CDE Level 4 Low Analysis.

Task 7.36:

Identify the data elements and standards for the production of a
CDE Level 4 Graphic, when the target facility is determined as
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CDE 4 Low.

Task 7.37:

Identify the data-basing requirements for the completion of a CDE
Level 4 Refined Analysis.

Understand
accomplish

the facts, assumptions, processes and data requirements to
a CDE Level 5: Casualty Estimate/Analysis

List the Agencies and tools, and describe the process for

Task 8.1: | conducting a casualty estimate on an Environmental Hazard
Target.
Task 8.2 Explain how the output of an Environmental Hazard Target is
" |included in the Target's Casualty Estimate.
Task 8.3: | Define an Affected CC.
Given weapon class, weaponeering, mitigation and NCP,
Task 8.4: | determine and apply the correct CER value, and define associated
dominant hazard(s).
Describe the purpose of the CDE 5 Casualty Estimation (CE)
Task 8.5: | Worksheet and define the construct and data fields contained
within it.
Task 8.6: | Explain the significance of an Affected CCs function for CE.
Task 8.7 Describe the process and math rule for determining the total area
""" | (square feet) of an Affected CC.
Task 8.8: Explain the rules and process for determining the percent affected
“7* | for an Affected CC.
Describe and discuss the rules for Shielding when conducting a
Task 8.9: | CE and explain how Shielding is accounted for in the CDE 5 CE
Worksheet.
Task 8.10- Describe the process and math rule for determining the affected
77 | area (square feet) of an Affected CC.
Task 8.11: Describe the purpose of the CDE 5 Population Density Reference
77" | Table and define the construct and data fields contained within it.
Explain Combatant Command responsibilities for the
Task 8.12: | development and maintenance of the CDE 5 Population Density
Reference Table.
Task 8.13: Define how “socialized cultural norms” may affect the timeframes
77" | of day and night for CE.
Task 8.14: | Define “episodic events” for CE.
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Task 8.15:

Define the relationship between an Affected CCs function and its
population density for CE.

Task 8.16: | Define a CF and explain its purpose for CE.,
Determine the correct CF, given target classification (“dual use” or
Task 8.17: | “not dual-use” and the type and location of collateral concerns

with respect to the inner and outer annulus.

Task 8.18:

Describe the process and math rule for computing an Affected CC
Casualty Estimate.

Task 8.19:

Describe the process and math rule for computing a Target
Facility's Total Casualty Estimate.

Task 8.20:

Define a NCV and explain its significance and use within the
CDM.

Task 8.21:

Explain the process and math rules for comparing CE versus NCV
and completing a CDE 5 Casualty Estimate.

Task 8.22:

Define restriction statements and explain its significance, use and
effect on a Collateral Damage Estimate.

Task 8.23:

Describe the format of a CDE Level 5, PGM Aimpoint Analysis.

Task 8.24:

Describe the format of a CDE Level 5, ASUGM, Single Warhead
Delivery Aimpoint Analysis.

Task 8.25:

Describe the format of a CDE Level 5, ASUGM, Multiple Warhead
Delivery Engagement Zone Analysis.

Task 8.26:

Describe the format of a CDE Level 5, SSBM Sheaf Analysis.

Task 8.27:

Describe the additional data elements included in a Target Facility
CDE Analysis which are not contained within an aimpoint, EZ, or
sheaf CDE Analysis.

Task 8.28:

Identify, in order, the Aimpoint, EZ or Sheaf promotion rules
under the “Most Restrictive” criteria and discuss the logic for the
prescribed order in relationship to the Operational Imperatives.

Task 8.29:

Identify, in order, the Aimpoint, EZ or Sheaf promotion rules
under the “Most Dangerous” criteria and discuss the logic for the
prescribed order in relationship to the Operational Imperatives.

Task 8.30:

Discuss the purpose of Aimpoint, EZ or Sheaf promotion for
determining the Target Facility CDE Level Analysis.

Task 8.31:

Explain what, if any, changes occur to the individual Aimpoint,
EZ or Sheaf CDE Analysis when the Target Facility CDE Level
Analysis is CDE 2, 3 or 4 Low.
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Task 8.32:

Explain what, if any, changes occur to the individual Aimpoint,
EZ or Sheaf CDE Analysis when the Target Facility CDE Level
Analysis is CDE S Low.

Task 8.33:

Explain what, if any, changes occur to the individual Aimpoint,
EZ or Sheaf CDE Analysis when the Target Facility CDE Level
Analysis is CDE 5 High.

Task 8.34:

Explain how the legal imperative of proportionality is addressed
by a CDE Level 5 Low and a CDE Level 5 High Analysis.

Task 8.35:

Identify the data elements and standards for the production of a
CDE Level 5 Graphic, when the target facility is determined as
CDE S Low or CDE 5 High.

Task 8.36:

Identify the data-basing requirements for the completion of a CDE
Level 5 Casualty Analysis.
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GLOSSARY

PART [-ABBREVIATIONS AND ACRONYMS

Items marked with an asterisk (*) have definitions in PART I

AOR
ASUGM

BE
BMNT

CAT
CATCODE
CBR
ccH
CCDR
CCMD
CD*
CDA*
CDE*
CDE-G
CDM*
CE*
CE9C
CEE*
CEP
CER*
CF*
CHA*
CHAMP
CID
CIB®
CJCS
CJCSI
CM
COLISEUM

CSA
DoD

DIA
DIAP

area of responsibility
air-to-surface unguided munition

basic encyclopedia
begin morning nautical twilight

category

category code

chemical, biological, and radiological
collateral concern

Combatant Commander

Combatant Command

collateral damage

collateral damage assessment

collateral damage estimation

collateral damage estimate-graphic
collateral damage estimation methodology
casualty estimation

circular error (90 percent probability)
collateral effects estimation

circular error of probability

collateral effects radius/radii)

casualty factor

collateral hazard area

Chemical Hazard Area Modeling Program
combat identification

controlled image base®

Chairman of the Joint Chiefs of Staff
Chairman of the Joint Chiefs of Staff instruction
Chairman's Memorandum

Community On-Line Intelligence System for End Users and
Managers

combat support agency

Department of Defense
Defense Intelligence Agency
Defense Intelligence Analysis Program

GL-1 Glossary
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DISA
DODD
DTED
DTG
DTRA

EC
EENT
EID
ETL
EZ

FFT
FO

GAU
GCCS
GPS
GTL

HOB
HPAC

JAW
IC

ICM
ID

IFIS
1GO
IRC

J-2
J-23

JADOCS
JCPS
JCS

JEL

JFC
JIACG*
JMO
JMTL
JOPP
JP
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Defense Information Systems Agency
Department of Defense Directive
Digital Terrain Elevation Data
date-time-group
Defense Threat Reduction Agency

enerny combatant

end evening nautical twilight
entity identifier

Electrical transmission line
engagement zone

friendly force tracking
forward observer

airborne gun unit

Global Command and Control System
Global Positioning System

Gun Target Line

height of burst
hazard prediction assessment capability

in accordance with

intelligence community

improved conventional munitions
identity; identifier

international financial institutions
intergovernmental organization
information-related capabilities

Joint Staff, Director for Intelligence

Joint Staff Director for Intelligence, Deputy Directorate for
Crisis and Current Operations

Joint Automated Deep Operations Coordination System
Joint Collateral Damage Estimation Program Standards
Joint Chiefs of Staff

Joint Electronic Library

Joint Force Commander

Joint interagency coordination group

joint military operations

Joint Mission Task List

Joint Operations Planning Process

Joint Publication
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JSCP
JTAC

JTC
JTCG/ME

JTF
JTL*
JTT
JTS

LOAC
LOW

MIDB*
MSBS

NAI*
NAVO
NCMI
NCP
NCV
NGA
NOM-DCR
NPW
NSE*
NSL*
NTM

OA
OPORD
ORNL

PGM*
PID*
POI
POW

RAC*

RAP
RESPROD
RIVENTSUM
RTL*

ROE*
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joint strategic capabilities plan
Joint Terminal Attack Controller; Joint Tactical Air
Controller
Joint Targeting Cycle
Joint Technical Coordinating Group for Munitions
Effectiveness
joint task force
joint target list
Joint Targeting Toolbox
Joint Targeting School

law of armed conflict
law of war

modernized integrated database
Money Services Businesses

named area of interest

Naval Oceanographic Office

National Center for Medical Intelligence
noncombatant posture

noncombatant and civilian casualty cutoff value
National Geospatial-Intelligence Agency
nomination-database change request
National Production Workshop
No-Strike entity

No-Strike list

National Technical Means

observer adjusted
operation order
Oak Ridge National Laboratory

precision-guided munition
positive identification
Program of Instruction
prisoner of war

responsible analytic center

rocket assisted projectile

responsible producer

Riverine Environmental Intelligence Summary
restricted target list

rules of engagement

Glossary
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SAA
SecDef
SIPRNET
SME
SSBM
STAR

TBC
TE90
TIC
TLE*
TLE90
TST

U
Us
usC

VT
VTC

UNCLASSIFIED

Strike Approval Authority
Secretary of Defense

Secret Internet Protocol Router Network

subject matter expert
surface-to-surface ballistic munition
sensitive target approval and review

terminal ballistic condition

total error 90

troops in contact

target location error

target location error (90 percentile)
time-sensitive target

UNCLASSIFIED
United States
United States Code

variable time (fuze)
video teleconferencing
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PART II-DEFINITIONS
NOTE: Unless otherwise stated, the terms and definitions contained in
this glossary are for the purposes of this instruction only.

additional damage. Unintentional or incidental injury or damage to combatant

persons or objects that would be lawful military targets in the circumstances
ruling at the time.

ballistic munition. A munition that does not rely upon aerodynamic surfaces
to produce lift and consequently follows a ballistic trajectory when thrust is
terminated.

ballistic trajectory. The trajectory traced after the propulsive force is
terminated and the body is acted upon only by gravity and aerodynamic drag.

casualty. Any person who is lost to the organization by having been declared
dead, duty status-whereabouts unknown, missing, ill, or injured. (JP 1-02.
Source: JP 4-02)

casualty estimate. The estimated total number of noncombatant and civilian
casualties that result from military operations executed on a given target. Also
called CE.

casualty factor. A number (either 1.0 or .25) that represents the fraction of
personnel inside a collateral structure or outside in an outdoor area likely to
become casualties.

certification. A formal indication of an individual’s ability to perform a task to
required standards.

civilian. A person who is not a member of the military and who is not taking a
direct part in hostilities against a party to the conflict in an armed conflict.

collateral concern. A collateral object located within the final CHA after all
mitigation techniques have been exhausted.

collateral damage. Unintentional or incidental injury or damage te persons or
objects that would not be lawful military targets in the circumstances ruling at
the time. (JP 1-02. Source: JP 3-60)

collateral damage analysis. The examination or evaluation of relations between
targets, target engagement options and NSEs to estimate or assess collateral
damage.
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Coliateral Damage Estimate. An approximate calculation of potential collateral
damage derived through analysis prior to target engagement.

Collateral Damage Estimation (CDE). The holistic process of determining the
potential for collateral damage resulting from target engagement.

Collateral Damage Estimation Methodology (CDM). A body of joint standards,
methods, techniques and processes to conduct collateral damage analysis and
produce collateral damage estimates.

Collateral Damage Assessment (CDA). An analytical judgment derived by
determining the amount and effects of collateral damage post target
engagement.

collateral damage estimation/casualty estimation high. The calculated level of

coricern exceeds a specified level of risk to civiian and/or noncombatant
personnel, facilities and/or environment around the target. Also called
CDE/CE high.

collateral damage estimation/casualty estimation low. The calculated level of
concern is below a specified level of risk to civilian and/or noncombatant
personnel, facilities and/or environment around the target. Also called
CDE/CE low.

collateral effects estimation. The comprehensive consideration of potential
collateral effects (other than damage) resulting from nonlethal effects.

collateral effects radius/radii. A radius representing the largest collateral
hazard distance for a given warhead, weapon, or weapon class considering
predetermined, acceptable collateral damage thresholds that are established for
each CDE level. Also known as CER. (Formerly known as Effective Miss
Distance or EMD).

collateral hazard area. An area formed by measuring a CER from either the
edge of a target/element outline, the aimpoint for a point target, or the edge of
an engagement zone or artillery sheaf for an area target. Also called CHA.

collateral object. Civilian and noncombatant buildings, structures, vehicles,
material or virtual entities that do not support the activities and/or functions
of the enemy’s military or fighting capability.

combat identification (CID). The process of attaining an accurate
characterization of detected objects in the operational environment sufficient to
support an engagement decision. Also called CID (JP 1-02. Source JP 3-09).
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cyberspace. A global domain within the information environment consisting of
the interdependent networks of information technology infrastructures and
resident data, including the Internet, telecommunications networks, computer
systems, and embedded processors and controllers (JP 1-02).

duail-use. Targets characterized as having both a military and civilian
purpose/function.

enemy combatant. In general, a person engaged in hostilities against the
United States or its coalition partners during an armed conflict. Also called
EC. (JP 1-02. SOURCE: DODD 2310.1E) environmental hazard analysis.
Analysis of significant human health implications resulting from exposure
to contaminated air, water, and/or soil caused by collateral damage.

environmental hazard analysis. Analysis of significant human health
implications resulting from exposure to contaminated air, water, and/or
soil caused by weapons’ employment.

friendly force tracking. The process of fixing, observing, and reporting the
location and movement of friendly forces. Also called FFT. (JP 1-02. Source: JP
3-09)

Intelligence Community (IC}. Elements of any department or agency as may be
designated by the President, or designated jointly by the Director of National
Intelligence and the head of the department or agency concerned, as an
element of the IC. (Public Law 108-458, section 1073).

intergovernmental organization. An organization created by a formal
agreement between two or more governments on a global, regional, or
functional basis to protect and promote national interests shared by member
states. Also called IGO. (JP 1-02. SOURCE: JP 3-08).

joint interagency coordination group. A staff group that establishes regular,
timely, and collaborative working relationships between civilian and military
operational planners. Also called JIACG. (JP 1-02. SOURCE: 3-08).

joint target list. A consolidated list of selected targets, upon which there are

no restrictions placed, considered to have military significance in the joint force
commander’s operational area. Also called the JTL. (JP 1-02. SOURCE: JP 3-
60).

lawful enemy combatant. Those combatants, who abide by the laws of war
and who are entitled to protections under the Geneva Conventions.
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Modernized Integrated Database. The national-level repository for the general
military intelligence available to the entire Department of Defense Intelligence
Information System community and, through Global Command and Control
System integrated imagery and intelligence, to tactical units. This data is
maintained and updated by the Defense Intelligence Agency. Commands and
Services are delegated responsibility to maintain their portion of the database.
Also called MIDB. (JP 1-02. Source: JP 3-13.1).

named areas of interest. The geospatial area or systems node or link against
which information that will satisfy a specific information requirement can be
collected. Also called NAI. (JP 1-02. SOURCE: JP 2-01.3).

noncombatant. Military medical personnel, chaplains, and those out of
combat, including prisoners of war and the wounded, sick, and shipwrecked.

noncombatant and civilian casualty cut-off value. The casualty threshold for
any anticipated effects, which if exceeded, would require the CCMD to

forward a target to the Secretary of Defense or President for national-level
review as a sensitive target unless delegated otherwise according to the
established rules of engagement. Also called NCV.

nongovernmental organization. A private, self-governing, not-for-profit
organization dedicated to alleviating human suffering; and/or promoting
education, health care, economic development, environmental protection,
human rights, and conflict resolution; and/or encouraging establishment of
democratic institutions and civil society. (JP 1-02. SOURCE: JP 3-08).

No-Strike entities. Physical and virtual objects defined by the laws of war
which are functionally characterized as civilian and/or noncombatant in
nature and, therefore are protected from the effects of military operations
under intermational law and/or rules of engagement.

No-Strike process. A process used to identify, analyze, verify, catalog, and
disseminate information about entities that are to be protected from negative
effects of military operations.

No-Strike list. A list of objects or entities characterized as protected from the
effects of military operations under international law and/or rules of
engagement. (JP 1-02. SOURCE: JP 3-60).

positive identification. The identification derived from observation and
analysis of target characteristics including visual recognition, electronic
support systems, non-cooperative target recognition techniques,
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identification friend or foe systems, or other physics-based identification
techniques. Also called PID. (SOURCE: JP 3-60).

precision-guided munition. A weapon that uses a seeker to detect
electromagnetic energy reflected from a target or reference point and, through
processing, provides guidance commands to a control system that guides the
weapon to the target. Also called PGM. (JP 1-02. SOURCE: JP 3-09.1).

proficiency. The quality of having competence and a command of the
fundamentals derived from practice and familiarity. A measure of how well a
task is completed. An individual is considered proficient when he/she can
perform tasks at the minimum acceptable levels of speed, accuracy, and safety.

gualification. Academic and task performance training designed to prepare an
individual for a specific duty position, or for accomplishing a functional
mission task; a prerequisite to establishing eligibility for additional training,
mission task expansion, responsibility, and or certification.

responsible analvtic center. The intelligence organization that has
responsibility for specified topic(s) and/or issue(s) under the Defense
Intelligence Analysis Program. Also known as RAC.

restricted target. A valid target that has specific restrictions placed on the
actions authorized against it due to operational considerations. (JP 1-02.
SOURCE: JP 3-60).

restricted target list. A list of restricted targets nominated by elements of the
Joint force and approved by the joint force commander. Also called RTL. {JP 1-
02. SOURCE: JP 3-60).

rules of engagement. Directives issued by competent military authority that
delineate the circumstances and limitations under which United States forces
will initiate and/or continue combat engagement with other forces
encountered. Also called ROE. (JP 1-02. SOURCE: JP 1-04).

sensitive target. Those targets for which planned actions warrant the Secretary
of Defense or President of the United States’ review and approval.

serious injury. Incapacitation that will require personnel with wounds to
receive treatment at a medical facility. This criterion is only used for risk
and collateral damage estimates; it has no post-wounding time or tactical
role associated with it.
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substantial structure. A structure with walls that can be expected to mitigate
fragmentation (i.e. thick walls & few openings).

target. 1. An entity or object considered for possible engagement or other
action. 2. In intelligence usage, a country, area, installation, agency, or
person against which intelligence operations are directed. 3. An area
designated and numbered for future firing. 4. In gunfire support usage, an
impact burst that hits the target (JP 1-02. SOURCE: J P 3-60).

target location error. The difference between the coordinates generated for a
target and the actual location of the target. Also called TLE. (JP 1-02.
SOURCE: JP 3-09.3).

time-sensitive target. A JFC-designated target requiring immediate response
because it is a highly lucrative, fleeting target of opportunity or it poses (or will
soon pose) a danger to friendly forces. Also called TST. (JP 1-02. SOURCE:
JP 3-60).
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