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MEMORANDUM FOR: Distribution List (limited)
SUBJECT: Fllﬁl Observation Report for Exercise ELIGIBLE RECEIVER 97-1 (ER97-1)
I. (U) The Final Observation Report for ER97-1 is enclosed.

2. (U) Comments and uestions concernin tlut port should be addressed to the }-7 JETD

Project Officer, LTIQ®® =

3. (U) Without the enclosure, this letter is UNCLASSIFIED.

GEORGE F. CLOSE, JR.
Major General, USA
Director, Operational Plans and lmeroperablllty
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EXECUTIVE SUMMARY

3. (U) Overall Assessment. All ER97-1 objectives were achieved. A senior DOD official stated
that ER97-1 was the most interesting, informative, and challenging exercise we have seen in a
long, long time. ‘

4. (U) UITL Training. ER97-1 provided the opportunity for the joint Staff to train on 26
Universal Joint Task List (UJTL) tasks. An assessment of the training is in Chapter XII.

5. (U) Qbservations anc andations. The findings and recommendations outlined
mmmmmdmmmmmwmmm
and data collectors. A comprehensive listing of the actions taken to correct the deficiencies
uncovered in ER97 is beyond the scope of this observation report. However, the Joint Staff
Deputy Director for Operationsinformation Operations (J-39) will be identified as the lead office
in developing this action plan in coordination with J-2 and J-6.
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d. (V) Becommendation. The DOD role in the protection of eritical infrastructure,
including the private sector, should be determined. .

::gtremmmuﬂsonﬂnlmlumedhmmmmmmeh
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y. (V) Qbservation. ThajolntShﬂundumdltnuddduDlSAthmeM
did not know how to use it.

(V) Becommendation. DISA and the Joint Staff should coordinate the role and
dutluofllaison teams and arrange adequate workspace, secure communications, and
procedures to exchange information.
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al. (V) Observation. Eunwhenduyheameimdntamdnonlnhnnadon
systems were being widely reported, few organizations took additional defensive measures to
preclude impact on their systems.
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bo. (U) Observation. The NMJIC experimented with various internal Intelligence

bg. (V) mdmﬁdentlolnnﬂlpnmand!nfnrmaﬂon
reporting hampered joint Staff efforts to provide intelligence fusion during a erisis.

br. (U) Recommendations

bs. (V) Qbservation. During ER97-1 the NMJIC found the exchange of LNOs to be
invaluable in interpreting information, facilitating the exchange of information, and providing
technical advice. )




C05097682




C05097682

EXERCISE INFORMATION AND ASSESSMENT
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3. (U) Maijor Exercise Qhjectives. Hmof&emalorparﬁdpanbhﬁllﬂ-luﬂbﬂdmlm
rupecﬂveeurda obiacﬂvu(mMmA) under the overarching NIEX objectives listed

a. All-l‘ objectives were achieved. A senior DOD official stated that ER97-I

. was the most interesting, informative, and challenging exercise we have seen in a long, long
time. .
' b. il th detailed assessment of activities the
objmmmcwprﬂdpmm‘?w ' .not assessed by the Joint Mwwm

e ©) nmm.sm ER97-1 pmmwﬂwwﬁdmﬁﬂ'*‘“mm““
sce stage for the start of the exercise on 9 June 1997.
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. 8. (U) e Active




C05097682

() (U) NIPRNET (Unglassified). The locations of these Intrusions were

(2) MSIEBNEI_W The locations of these intrusions were limited to
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(INTENTIONALLY BLANK)
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CHAPTER II
(U) AWARENESS AND UNDERSTANDING
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(1) (V) Biscussion

(a) (U) During the exercise several critical infrastructures were attacked,
particulariy power systems and DOD computer systems.

(b) (U) The DOD Critical infrastructure Protection Working Group
(CIPWG) is working the military aspects of infrastructure protection. The CIPWG s designed
to consider issues, across components, that could be associated with the loss or disruption of
specific national and defense infrastructures (telecommunications, electrical power systems, gas
.and oil storage and transport, water supply systems, banking and finance, transportation,

* emergency services, and continuity of government).
! (c) (U) iInfrastructure protection includes many government departments

and agencies. It is not exclusively a DOD role. -

(d) (U) USACOM, through Forces Command, has a role in the protection
of national infrastructure assets.

(2) (V) Conclusion. Understanding various agency responsibilities and
capabilities and how to coordinate unity of effort is required in dealing with attacks against the
national infrastructure.

(3) (V) Recommendations

(2) (V) The DOD role in the protection of critical infrastructure, including
the private sector, should be determined.

(b) (U) The role of industry in developing infrastructure protection
responsibilities and procedures should be determined.

(c) (U) When to ifvolve State, local, and private-sector officials, both
during and after infrastructure attacks, should be determined.

(d) (U) A decision support structure to provide unity of effort in dealing
with infrastructure attacks should be established.

(e) (V) The Department of Defense and other Government agencies should
continue to conduct exercises in national infrastructure protection.

(f) (U) Since many of the above recommendations are already under active
consideration by the Critical infrastructure Protection Working Group (CIPWG), it may be

(@) (U) The exercise scenario included computer network attacks (CNAs)
against DOD information systems. The reaction of the players to the CNAs demonstrated the
need to train users and administrators on how to protect their systems from attack and
measures that should be taken in response to intrusions or attacks. :

(b) (U) The Red Team was able to take advantage of system
vulnerabilities that should have been closed by either properly trained users or system
administrators. Some examples include the use of simple passwords, improper configuration of
system networks, and operations security (OPSEC) of particular system Interhet protocol (IP)
names. ’

~ (€) (V) The Red Team found large amounts of unclassified computer home
pages that would assist a potential attacker. '
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*  CHAPTERIN

(U) POLICY ISSUES
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_b. (U) Obsarvation. There were no policies pmeedumdm
wuluymrmmmwmlw:mmmdmo«m 'k
'::Hef(CINC)luyln Mlt(::ld)‘ﬂ:: :Rlo,:;ll Opendm' e Soeu-uy. mwlﬂl ‘osqm m‘ln

_ g !
Imnopenforamumrmmdofbdngpmwm;nd ©

(1) (V) Discussion
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(1) Recommendation
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CHAPTER IV
(U) INTERAGENCY COORDINATION ISSUES
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() (V) Discussion
(a) (V) |mmmmmmmmm
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2: (V) Legal Requirements Awareness. From a legal perspective, the
 aoefodnbdion ntorcopts Horm G i Labaomass 30 D0, (o Sl vy bty
e ship. Un nst to m
intercepting international Maritime Satellite INMARSAT) communications :: had the
information that DOJ was to obtain. ’

(2)

i —— —_—
a ent and DOJ had conflicti
captured individuals and equipment. The DOD idea :’:s a quldtjpi"elhnlnuy lnn:mm "
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assessment of any captured material. DOJ and the DEST configuration were oriented toward
evidence and prosecution, not on-scene O intelligence.

(b) (U) The notional modification to the DEST was insufficient to permit
on-site review of the disk. The disk had to be notionally transported to Washington, DC for
analysis and evidence (needs of the FBI) but did not satisfy the DOD need for on-sight analysis
for intelligence purposes. Local technical resources in Guam were also insufficient, thus

ecessitating sending the e the FBI laboratory in Washingta

VIGSNGE §U

f. (U) Observation. The Joint Staff understood it ed
ot how to use It. needed the DISA Liaison Team but did

() (V) Discussion '
(a) (V) The Joint Staff knew that either coordination with or information
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from DISA was critical for the exercise scenario that was presented to them.
() (U) The DISA Liaison Team was requested and was used as an
extenision of the Joint Staff to get questions answered. i
(c) (U) The team had no work area the first day. The following days, the
only automation support was a personal computer with word processing.
(d) (U) Electronic interchange of information between the team and DISA
headquarters was nonexistent. Only a secure telephone unit (STU) and a facsimile machine
. were gvaflable. : ' ~
' (e) (U) Muitiple people from the Joint Staff }-2, }-3, and J-6 tasked the DISA
Lizison Team with variants of the same questions. There was no coordination of taskings from

() (U) There was no prioritization of tasks related to their importance.
g ' &)WWMMJMDMMTMWW

Bgcommendations
(3) (U) DISA and the Joint Staff should coordinate the role and dutles of
MWMWWWMWMMW“
.exchange information.
(b) (V) The joint Staff should establish procedures to ensure liaison teams
are not tasked several times for the same information, :

ammon BLANK)
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CHAPTER V
(U) PLANNING, PROCEDURES, AND PROCESSES ISSUES
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mechanism were missing.
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e. (U) Observation. Even when they became aware that attacks on information system |
i . s _p s
m mgﬁiwwmmmMMMumbmdwe'

(1) (V) Biscussion
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[2)-_(U) Conclusion:

Recommenaatio




C05097682




Cc05097682

(1) (V) Discussion
(a) (U) Not all CERTs are manned for 24-hour operations and were not
~ manned 24 hours during the exercise.

(b) (U) CERTSs may not have contingency plans to support 24-hour

k. (S) Observation. Thmwunowidanuofmrdimﬂonﬂmuﬂom
mo:é :N p;)‘nllelbefemekudlnm Conditions (DEFCONS) or Threat Conditions

| L IISCLISSIO

@) (U) cnndum No approved 10 THREATCON: exist.
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CHAPTER VI

(V) C41 ISSUES
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CHAPTER Vil .
(V) INTELLIGENCE SUPPORT ISSUES
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c. (V) Observation. mumncmmmmwumn
Working Group mnﬁgﬂnﬁom for the 10O crisis.

(1) (V) Discussion -
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(V) Observation. During ER97-1 the NMJIC found the exchange of LNOs to be

e
invaluable in i i n, facil the of
u;ﬁ;&pﬂﬂﬂglﬂoﬂn&don. itating the exchange of information, and providing

() (V) Discussion i

(a) (V) An essential element of interagency operations requires a fusion or

Mgdciﬂnllnbﬂnuﬂonindlmdllpnu. A time-honored, comfortable, and effective
method to coordinate in a crisis has been the use of LNOs.
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d with requests for LN
request essentially cut into the available technical staff used for event analysis.
. (D (V) Some crisis center managers would suggest that the use of LNOs is a
quick yet effective fix for voids in interagency standing operating procedures (SOPs). Others
would suggest that LNOs are essential, even with technology and processes, to interpret and

facilitate. . .

(8) (V) Agencies and staffs have experienced dramatic downsizing in recent
years. The pool of available technically competent manpower has decreased at the same time
our electronic data managerent capability has increased. -

2) (V) Conclusion

) (c) (U) Supporting agencies need to provide liaison teams to the lead
agency upon request. kﬂaeaiﬂswiﬂnotmcmﬂlylmhemw.ﬂhludlmq
needs to identify those supporting agencies from which it needs assistance. The liaison teams
prwldeﬂleludagenqldnglepdmdmbrmpmumuuhepﬂlampporﬂng

(1) (V) Discussion
(2) (V) J-39 established a watch cell called the Information Response Cell

. (< tially; intelligence sharing between these cells was problematic. A
NMJIC representative was assigned to the -39 24-hours a day; hmnr,dielllCmnotm
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CHAPTER Vil

(U) LEGAL ISSUES
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CHAPTER IX
(U) PA POLICY AND STRATEGY ISSUES

(e) Development of press comments for the President was discussed
and tasked to the lead agency (the Federal Bureau of Investigation); however, the FBI does not
normall th of comments.
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(2) (V) Conglusion. The exercise indicated a reactive posture to events from PA
and PSYOP proponents. The themes for dealing with the situation and future actions were not
being developed rapidly enough to keep up with events. The exercise also demonstrated the
need for balance among PA, PSYOP, and operations security (OPSEC).
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CHAPTER X
(U) USPACOM OBSERVATIONS

during ER97-1.
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CHAPTER XI
(U) OTHER OBSERVATIONS

l. (V) Introduction

a. (U) This exercise was the first serious cyber war for most in theé Department of
Defense and the Government Interagency Community. Unlike most exercises that are
designed to train and also to evaluate established plans, policies, and procedures, this exercise
clearly demonstrated that Information Operations (10) plans, policies, and procedures are still
very much in the formative stage of development. .

b. (U) As a resiult, the most notable observation from this exercise was that it raised
more questions than it answered. People know what needs to be done; however, who or what
organization should do it? How do we detect intrusions? Who reports to whom and in what
format is it reported? The questions are many, but to ensure the essence of the uncertainty Is
not lost in these pages, the most commonly observed uncertainties are included in this chapter.
Some questions reflect a lack of policy or lack of knowledge of the existing policy or the
implementing procedures; and some questions reflect contradictions within and among

.. agencies.
2. (V) Qbservations. The following list is 2 summation of questions and concerns raised by
participants during Exercise ELIGIBLE RECEIVER 97-1 (ER97-). This list does not attempt to
be all inclusive but, instead, a representative of a week of close observation. For convenience,
the questions coincide with the chapters in this report.

(1) (U) Is there a shortage of trained information operations (10) specialists?
(2) (V) Is the peacetime manning level of 10 specialists sufficient to meet the
demands for additional analysts, liaison personnel, and augmentees in a crisis operation?
(3) (V) Is the potential problem in manning the technical skilled positions shortfall

(5) (U) Whatis the role of either the US Atlantic Command or Forces Command
for critical asset protection of the NI, and is this role active or passive? . ‘
_ " (6) (V) How should industry be involved in developing infrastructure protection

responsibilities and procedures?
(7) (V) Is there a decision support structure that would provide unity of effort in
dealing with infrastructure attacks? :
(8) (U) Are there any required advanced training and education programs for
system administrators within the Department of Defense?
- (9) (V) Where are the IO reporting requirements codified?
(10) (U) Should we not be able to find some real 1O talents in the National Guard
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(12) (V) How do we educate people about reporting procedures and the need to
be sensitive that computer- or telecommunication-related problems may be indicative of hostile
intent and not accidental?

coordinated strategic attack against the United States?
(4) (V) By what mechanisms would authorities be transferred from law
enforcement to the National Security Community?

(2) (V) Should we talk to industry now about fixing identified weakness?

(3) (U) Was the interagency or IPTF able to distinguish what may appear to be an
insignificant problem for one infrastructure (e.g., electric power) but may have substantial
consequences when looked at from the perspective of another infrastructure?

(4) (V) Should lead-agency jurisdiction depend on the Identity and location of the
perpetrators, site of initiation, or end-result site of attacks?

(5) (V) Isit reasonable that lead-agency responsibilities would shift with a
changing scenario, and, if so, how do fusion cells respond procedurally to the shift?

(6) .(U) Does the Department of Defense need to have a closer real-world
relationship with the Federal Bureau of Investigation (FBI) on sharing low-level intrusion
information?

(7) (U) What should be the working relationship in the Joint Staff between J-39

and the 1O Task Force?

()] s the time and content il'em or attack assessm ents to
make them usable products in a crisis?

(10) (V) Should the designated lead agency be provided with standard guidelines

' ﬁmhhnmmﬁmﬂm&oﬁﬁubhdliﬂﬂlﬂpohnﬁﬂly&lhcﬂwoﬁr&woﬁu
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(1) (U) Which crisis command centers or agencies need to have IO crisis action
standing operating procedures (SOPs) for 107 .

(2) (V) Since each node is a potential inttusion point, should all agencies be
required to have an 10 SOP?

(3) (V) What are the essential elements of information required by a command
center during an IO crisis? g

(4) (V) Should a Consequence Management (CM) Team be incorporated irito
SOPs since this function is often overlooked for 10, weapons of mass destruction, and
terrorism? '

systems? .
(9) (V) In the alerts or warnings, when does the Government request industrial
cooperation versus direct compliance for increased defensive measures?
10) (U) e alerts or warnings, who would be llable for unforeseen prot

- (12) (V) In the alerts or warnings, what feedback from industry is desired; in what
format; to whom; and how frequent, if at ali?

(13) (V) In the alerts or warnings area of concern, is it practical to have an
on-the-shelf comprehensive plan for public and industrial alerts with details of how, by whom, to
whom,&ehplbﬁds,mdsﬁng?m!dmﬂﬂmﬂnﬁﬂu.potanﬁdwﬁuwﬁumnqm
reporting requirements, and responsibility for data analysis?

(14) (U) Can systems and procedures designed to detect intrusion have their

2t thresholds lowered to thwart intrusions demonstrated in the exercise?

(16) (U) Was the lack of intrusion reporting due to inadequate detection, '
=SEGRET-
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design, lack ofuruln organizations being Involved or systemic problems?

(17) (U) Is there a reporting system or protocol from the Service Computer
Emergency Response Teams (CERTs) to DISA? _

(18) (V) Do reporting procedures distinguish between normal and crisis reporting
procedures?

(19) (V) Who will coordinate the review of potential Service shortfalls in
intrusion-detection programs? : .

(20) (V) Should military warning order templates have 10 sections alerting CINCs _
to types of 1O attacks and protective measures?

21n v Howdowegetcrlﬁscellsdodlcaeeﬂtocrl or future ope‘uﬂnmeo be
institutionalized in DOD and interagency crisis action planning?

e. (U) Ghapter VI, €4l Issues

(%) (U) What are the implications for hardware acquisition and system _
architecture?

6) (V) Canweexmpohu&euaﬂseml&hmhbwwlnmbhﬁemt
of the DQD command,eonﬁ'ol and communications (C!)Blﬂuacmanywunldbeifwbjmdto

- Simila

(1) (U) What are the data fusion requirements for 10 offensive and defensive |

(2) (V) How do you efficiently coordinate the roles of J-3, who is concerned about
the loss of information sm:nsandlmpactonforcer]d,whols ruponslblefordeunnh!ng
Ihreaﬂtothe ystems; and | 0 responsible for providing network services?

(4) (U) What was the mechanism, other than using telephone calls, for sharing
SEEEEED
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intelligence among the agencies? .

(5) (U) What is the utility of J-39, which has approximately 5 percent of its work in
compartmented areas, spending 100 percent of its time during a crisis segregated from the
rmain Crisis Response Team?

(6) (V) is there any correlation between Defense Readiness Conditions

g- (U) Chapter Vill. Legal issues

. (1) (V) What different authorities are needed to respond to threats in the

continental United States (CONUS) versus outside the continental United States (OCONUS)?

(2) (V) What authorities would be needed to employ 10 tools for defense or
counterattack in CONUS or OCONUS?

' (3) (U) What is the best national policy or decisionmaking forum to initiate

military planning and involvement in 107 -

(4) (U) What should be the limits of the DOD role in infrastructure protection or
IOdafemeofﬁoprivatesector.andwouldanyofﬁmIirultndomshndupindmfaqeoftln
public outcry that would accompany disruptions like those in the exercise? '

h. (U) Chapt

: (1) (V) Who is responsible for coordinating a national press policy or guidance in
an 1O event?
2) (U) Who is responsible for coordinating the public affairs (PA), psychological
operations (PYSOP), and OPSEC efforts?
(3) (U) What are the PA office coordination procedures within the ent of
Defense down to the field command level, and are they thorough enough to deal wi complex

— T T ST L e e et el i

) (V) qsigmatmmmmuwemtemom«mphn
greater role, and the topic is always notionalized away? ,
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CHAPTER XII
(V) CJCS JMETL TRAINING
I. (V) Genetal. The CJCS Joint Mission Essential Task List (JMETL) was approved by
Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3500.02A, Joint Training Master Plan, |
October 1995. For Exercise ELIGIBLE RECEIVER 97-1 (ER97-1), planners used the JMETL
Strategi¢-Level National Military Tasks (SNs) to develop the exercise objectives. Based oh a
review of the exercise concept and CJCS-approved scenario, supporting SNs were selected as
training tasks for the joint Staff, B

- 2. (V) IMETL Training. ER97-1 provided the opportunity for the Joint Staff to train on the
following CJCS Joint Mission Essential Tasks (JMETs), which were selected from the Universal

Joint Task List (UfL): | .
a. 2N L 2EVEIGD Strates IEELITENCH. SUrVEeILal . AN Beconnaissanca. 10
mﬁimmwwmcmmmmmm1mm.

strategy, and military plans and operations. The strategic intelligence task applies across the
range of military operations, including military operations other than war. This task inclydes
providing national strategic survelllance and reconnalssance. (JP 20, 3-07.4 (JP 3-11))
. b. (U) ML X xfiliect information on Stiateoie Situation We WO,
information and data all sources on the strategic situation. Areas of interest include
activities and situations that could impact US national security interests and objectives,
multinational and regional relations; or US and allied military forces. Of particular importance
kmmmnmmwmwmwmmummm
strategic centers of gravity; and nuclear, biological, and chemical (NBC) capab!lities. This task
includes collecting information on key foreign leadership and decisionmakers and cultural
factors that may influence decisions. Information is also collected on the nature and
characteristics of theater and regional areas of interest. This task also includes collecting
@mwmammcmmmmlmmw
indirectly to the enemys defeat. This collection task requires that deployment transportation
information (e.g., threat to and status of transportation infrastructures and ports of debarkation
(FODs)enmmmd%hmmofmommuqmom)beuﬂemmw
predeployment planning for intertheater and intratheater alrfift, sealift, and land movements.
mwmmmmmmdmmwmmmmmm
assessments in order to copduct mission assessment, This task also includes collecting
counterintejligence, meteorological, oceanographic, and geospatial (e.g.,
hiydrographic, geodetic, and topographic) information. (P 2-0 (JP 3-11, 3-55))

[ N (U) S 2229 S OFPes ATIONAL HErs ol Tomwmm
data on a single subject to improve the rellabllity of the information. (P 2-0)
information for credibility, refiability, pertinence, and accuracy (Evaluate). It Includes
mmmmmonwmmdjmwmcmammy The task

S LRI NS RS AT I LT
PR
[ A

further includes reviewing information to identify gnificant facts for subsequent interpretation
(Analyze). Finally, the task Is to judge the significance of information in relation to the current
body of knowledge (Interpret). (JP 2-0)
e. PRI 4,6 ReRT QR ANG Regional issues and Threats. Tomdlmb
the United US military forces, and the countries and forces of our multinational
partners. mmmdummmpmwmmmcm«nmmus
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To identify, at the national strategic level, what an enemy (or potential enemy) can do, as well
as when, and with what strength. This task addresses both military and nonmiiitary

Under military capabilities this task exaniines ground, alr, naval, nucléar, chemtical, and
biological information warfare; unconventional warfare; and joint capabllities. Nonmilitary
capabilities include political and economic actions. This task also includes identifying all
wmofacﬂm@bk)ombﬂmemmyand,whmmmmm”mﬁs
avaiiable, determining the relative order of probabiiity of each COA. Any factors that may
influence the enemy to adopt a COA should be identified. Finally, determination should be
made as to the susceptibility of vital elements of the enemys national power to potential actions
of another nation. Enerhy strategic vulnerabilities may come from political, geospatial (e.g., .

acronautical, hydrographic, geodetic, and.topographic), climatic, economic, scientific, socletal,
or military factors. (JP-2-0) . T
g M SN 2.4.2 ) NATeNAl atrat T i i [-)

report time-sensitive intelligence on foreign developments that could threaten the United
States; ity citizens abroad; or allied military, political, or economic interests. This task also
includes identifying hostile reactions to US reconnalssince activities and indications of
unpmmmﬂst attacks. (JP 2-0, 6-0, (JP 3-5))
Decisionmakers. To repoit strategic intelligence of Immediate value to particular areas
of concern to the National Command Authorities (NCA), strategic planners. This task includes
the preparation of intelligence estimates and assessments and periodic intelligence briefings and
reports. (JP-20, 6-0)

R RN A Wetian XS ‘imL Ve SREULE OF FOrCe 12 ensig? Tow“abomm
other US departments and agencies and the US Congress and to work with foreign ‘
mmmwaﬂwﬁemngdweempompmdus“mmmwm
and individya) Service members or DOD civilians. The objective is to allow the rapid
mMondﬂnmﬂhﬂlm&umﬁm&nﬂwwﬂqbyphdngusmhaMﬂm
from which they can rapidly respord to a crisis or can support the rapid response of other

forces to such a crisis. (JP 3-0, 3-07 (P 3-05, 3-07.1, 4-02))
k. 2N 3:2.4 Annly National Nontethsal Capabil RS TOM[RWNM
modify, neutfalize, or c-levél enemy targets woridwide and in space using

ronlethal means. (JP 3-0, 3-12.1, 3-13.1, 3.83 (P 3-08.5, 3-11, 3-86-1))

L (t’) N33 L rotect stratogic Farces and Means TOWM’WC
center(s) of gravity, strategic force potential, and bases in the continental United States
andmmedvﬂmuhmandmmmaﬂqdd\emﬂon)byredudngwmwngdm
wmdmymﬁwﬂuﬂmmduwowmmumm This task includes
protection during strategic deployment of forces. (JP 3-0, 3-01.1, 3-01.5, 3-11 (P 3-10, 3-52))

AN - It SOTHINRTG AN4 S onuuce EALERIC SSnerasions sactr

hdﬁadgmmruymmmmﬂa(ap,pm)mwwﬁmda
from enemy observation and survelfllance (e.g., satellites). (P 2-0, 3-54, CJCS 3213.01 (JP 3-0,
3-13.1, 3-5(3) 3-58, CJCSM 3122.03)) . ,

(19 2N 2.0 FITORETE National

aa
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SRSAETF~
information systems by planning and implementing comprehensive defensive Information
Warfare (IW-D) measures based on a risk-management approach. This task includes ehsuring
mwﬁm.mmmmmmmwmmdmmwmdwm
adversary the opportunity to exploit friendly information and systems for thelr own purposes,
P 3-9, 3-13.1, 3-54, 3-58 (JP [-02, 3-02.1, CJCSI 3210.01))
O.M NLS.A. 2 SO0rainate Detentawidas Laeat SunnoM Tommmmm
staffs on all civil, military, International, and operationa) law lssues; to review all rules of
engagement (ROE), operation plans, and directives for consistency with US and international
law; and to provide legal assistance to military personnel and thelr familles. This task Includes
Waﬂmﬁﬁs&a&mdnﬂﬁhﬂl&ﬁmww«onmwmdmy
prisoners of war (EPWs). (JP 3-05.3, 3-57, 5-03.1 (JP 3-0, 3-10, 3-10.1, 3-15, 3.59))

P- S FEQVIAQ strategic rection and integration. Tomwmm
and/or muitinaGonal military strategy. This task is based on national secutity strategy for the
attaihment of strategic security interests, objectives, and end states. The Joint Chiefs of Staff

mmmmmamumcﬂwammmgkmam

. from natignal security strategy and policy directives. The Secretary of Defense, through the

Chairman of the Joint Chiefs of Staff, provides strategic guidance and direction to the
combatant commanders. The combatant commanders subsequently provide strategic
direction for the employment of joint, Service, supporting, specia), and muitinationa) forces
through thelr unified action in theater strategies and campaign plans. This task includes
providing clear command relationships and tasking authority through an appropriate CJCS
planning, warning, alert, or execute order. Theater operations are often in conjunction with
interagehcy, iongovernmental, and private voluntary agencies and UN forces. These three

(WMMpMu)hﬂmthﬁ.mnmdmm (P 0-2,
3-0, 5-0 (P 1-02, 3-07.4, 3-11, 4-01.5, 4-08))

Q. (U) NS, Communicate Stratesic Decisions ormation Tosandamlnedve
strategic decisions and data from one echelon of command, component, Military Department,
aﬂy.ormowmwm.hywmm (P 0-2, 5-0, 6-0)

[ (U) 20N2.1.9 Monitor YWorldwide Stratacic Situation Tomm°mand
analyze events regionally and giobally (including space) in the context of national and
mdﬂmm.mmwoﬁudmdnﬁondma&,mﬂﬂﬂ
mml?t:)ndhfoﬂmﬁoml). (P 2-0, 5-0, 6-0, (JP 3-0)) ' '

& NS B ROALEed 10 ReHinDn o

Sewhbmhmdnadybeend&mdbw (P 1, 0-2, 2-0, 3-0, 5-0)
) ¢ M ~ 1 & RS MITAYRFIC PiIannine Guidance. Tomg“‘mcnmw
obieeﬂvemmowm.mdphmhghﬂsbswgem&wlumhrmmm
combatant command planners, This task includes providing guldance for 4
recommendations for the national military strategy. It also includes providing guidance for
m«m”mmwmmmwwmwuwmmm
mmnoo,cjcs.wmdmpmmmu. Guidance may include
targeting policy, ROE, levels of aceeptable risks, and other restrictions and constraints. gri,
0-2, 3-0 5:0 JP 2-0)) ‘
U (U) I B A"!ﬂ Dr Mo , ] and N
Qther Strategic Actions. To declde on the strategic option
‘success or to modify a COA previously selected. GP‘IT:-Z.
VY. K Review strategic Ontians and Reco!

5-0, (JP 3-0))
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Officials and Adjust. Towﬂwshmﬂeopﬂomandmﬁads&mﬂ.:ﬁ&dmm

w%mddwjmmeﬁﬁM(MCmmhMmWMu

required) to enable them to make a reasoned decision. To adjust the recommended strategy
. oraction based on NCA or CJCS guidance. (JP l, 0-2, 3-0, 5-0, (JP 2-0))

W, (U) N 3 g 2 repare ana issue €165 Orders Tomu'mmaﬂwm
executioh decisions to subordinate headquarters as well as directly to executing and supporting
forces. This task includes warning, alert, and CJCS execyte orders. (P 5-0, 5-03.1 (P 0-2, 3-0))
. X, (U) SN 2500 PEIRALE YWorinwide Iinformation Warfarve, To‘mmmw
of offensive Inforthation Wasfare (IW-0) and M-Dsnchphyslealdm::.n,mnhry
deeepdmpmhobgldopﬁmdemmamdgopazﬁqm security, other .

.Mwmmmlnmumummm )

mmwnmmmmmaMmm,wm.
and economic power. (JP 3-13.1, CJCSI 3210.0] (JP 2-0, 3-0)) '
} (U) SN 2.0 F oYige r TIRIrs (Al Wortdwide Tomwmmmm
Chairman of the Joint Chicfs of Staff, and combined chiefs in a coalition, in telling the militarys
story to both internal and external aydiences. This task Incjudes originating and assisting
' mmmmmpwngmmwmmmmmm;m
community relations projects. PA services apply across the range of military operations and are
especially applicable in military operations other than war. For example, in a counterinsurgency
situation, PA Is the function that can influence, educate, and inform the pepulation and still
facllitate media ope: . (JP 3-07.3 (P I, 0-2, 1-02, 3-0, 3-11))

A >N & : ROATIONA 2na Interasency Reiatic
interagency process and with representatives of other nations regional organizations. This
task ensures the accorplishinient of US politico-military objectives through the combined
action of different US organizations and friends, allies, neutrals, and other nations overseas. ar
0-2, 3-0, 3-07, 3-13.1 (JP 3-07.1, 3-07.4, 3-11, CJCSM 3122.03))

mor il w eyl

i

presentation
0-2, 3-0, 3-07, 3-08 (JP 3-07.1, 3-07.4, 3-57))
ab. (U) e 8. GRGUCC INIormacion Mmana : NAGEJNEErASERLY FIacRs

-mmﬂmﬁemhnwnlnfomaﬁonthavdebmmhﬂmhmm
process. This task includes hot only protecting sources of information outside the normal
Government infofmation process, it also includes ensuring that the flow of information does not
overwhelm the process, thus hiding important facts within a ficod of data. QP 2-0, 3.0, (JP 3-57))

N 8 ESSARHSH Inter: LORCIAGAN SENCtUTeS. TOMM“
mmﬂngwemuemmwmmommmcm

(L0

interagency
of Staff and combatant commanders. Thht‘uklndudest!mlmhuhnwlﬁﬂndnpnmcf

mmeandagmesmnmaﬂyupmmmemumqmbm
full coordination within the Executive Branch. This task alto includes the establishment, where
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decisionmakers within the NSCS, (JP 0-2, 3-0)
3. M LEBIRINS Assessment 'l'ableXlal deplmamwmmmdﬂm]ﬂm
mission-essential task training accomplished during ER97-1. A comparison is provided with the
training assessment from the last two No-Notice Intercperability Exercises, ER95-1 and ER96-1.
ﬂnmeﬁthﬂedmﬁemceeﬁu]wmmﬁdmmpﬁshmtdmm'
objectives. mmmmmnmammmumnu:mmwmwmm
exercise. It is anticipated that this chart will be updated after future ELIGIBLE RECEIVER
exercises in order to track the CJCS JMETL training in this exercise series, -

Table Xil-1. (U) Training Assessment for ER95-1, ER 96-1, ER97-|
UJTLERS-1
ASSESSMENTER96-1
ASSESSMENTERY7-1
ASSESSMENT
SN 2SN 2.1.2PSN 2.1.3PSN 2.1.4
SN2.2.1P .
TSN 223
SN 2.3.3P

. TSN 2.3.4PSN 2.4
SN 2.4.1
m 204.'0'
SN24.1.2

v4§g§g41y441
e
&

- PSN 3.4.1PSN 3.4.2
SN34S
SN 3.4.6TP
P
PSN 3.5.5PSN 3.5.8P
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Table Xil-1. (U) Tralning Assessment for ER95-1, ER 96-1, ER97-1 (continued)
UJTLERSS-1 ,
ASSESSMENTER96-|
ASSESSMENTER97-1
ASSESSMENT

SN4

SN 4.2.7

SNS '
PSN5.1.ITTSN 5.1.2PSN 5.1.3
SN 5.1.4P

PT

TSN 524
X
PP

T

TSN 5.3.2TPSN 5.3.3
SN 534

SN 535

SN 5.4.2

SN 5.4.4

SNSS

SN 5.6V

équqqu <437

22
Lo
o

SN8.33

PSN 8.3.4P
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GLOSSARY

AOL
AOR
Asin

Ccdl

CAC
CAT
CCIR

CERT

CINC
CIPWG
CIRT

CITAC
Cjcs

cjcsM
CJTF

CLBY

CL REASON

CNA
CNN

COA
COMPUSEC
COMSEC
CRC

CSG

DCINC
DEFCON

DIA

DIRNSA
DISA

Afcer-Action Review
Alr Fotce
America On-Line

Area of Responsihility

. Automated Security Incident Information Measurement

Air Staff Information Management System

command and control

commaiid, control, and communications-

command, control, communications, and computers :
commang, control, ecmmunlamns. computers, and intelligence
Confidential

Crisis Action Cell

Crisis Action Team .
CGommanders Critical Information Requirements
Command Center Watch Team .
Computer Emergency Response Team

Central Intelligence Agency

commander in chief

~ Critical infrastructure Protection Working Group

Computer Incident Response Tearn

Computer Investigative and Infrastructure Threat Assessment Center
Chairman of the Joint Chiefs of Staff

Chairman of the Joint Chiefs of Staff Instyuction
Chairman of the Joint Cliiefs of Staff memorandum
commander, joint task force

classified by

classification reason

Consequence Mahagement

computer network attack

Cable News Network

course of action

communications security

Crisis Response Cell

Coordinating Sub-Group

' countertervorism

District of Columbia

deputy cornmander in chief

Defense Readiness Condition
Domestic Emergency Support Taam
Defense Intelligence Agency
Defense Information Infrastructure

Director; National Security Agency
Defense Information Systems Agency
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MILNET

SEGRE=-
Defense Logistics Agericy
Data Management System
Department of Justice
Departinent of State
Emergency Action Plan
essential elements of friendly information
essential elements of information

for example .
of war

enemy prisoner
" Exercise ELIGIBLE RECEIVER 91-

electronic warfare

facsimile

Federal Bureau of Investigation
Foreign Emergency Support Team
Foreign Intefligence Survelilance Act
Forces Command

Global Command and Control Syswm
Global Operations and Seeumy Center
ground tracking station
human-rescurce intelligence
information attack

identifier

lmelllgeum Preparation of Battlespace
Information Protection Cell )
infrastructure Protection Task Force

. Information-Response Cell

Intefligence Task Force
Indications and warning
Information Warfare
Intelligence Working Group
Joint Command and Control Warfare Center
Joint Intelligence Center-Pacific
Joint Mission Essential Task
Joint Mission Essential Task List
Joint Warfare Analysis Cemar
Los Angeles

Local Area Network

liaison officer

Logistics Readiness Center
Military Network

not applicable '
nuclear, biological, and ¢chemieal
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NIEX
)
NIPRNET
NMCC
NMJIC
NNN
NRO

OATSD(PA)

OCONUS
OPLAN
OPREP
OPSEC
OPT

PA
PACAF
PEO

PPP
PSYOP
PTER
RCMP
ROE

SCADA
SIGINT

SIPRNET

SOF
SOP

STO
STOC

T .
THREATCO
TPFOD

National Military Joint Intelligence Center
NIEX News Network

National Reconnaissance Office

National Security Council

National Security Councll System

Office of the Assistant to the Secretary of Defense (Public Affairs)
outside the continental United States

operation plan '
operational report

operations security
Operations Planning Team
Office of Special Investigations
open source research

needs practice

public affairs

Pacific Alr Forces )
Presidential executive order

port of debariation

rules of éngagement
Secret

Sypervisory Control and Data Acquisition
signals intelligence

Senior Information Protection Officer
Secret Internet Protocol Router Network
Secyre Mail Guard .
Strategic-Level National Military Task
special operations forces

Senior Operations Officer

standing operating procedures
saint

Threat Condition
Time-Phased Force and Deployment Data
Unclassified; untralned
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U)TL Universal Joint Task List

USACOM US Adantic Command

USAF US Air Force

USCG US Coast Guard

USCINCPAC Commander in Chief, US Pacific Command
usG US Government

USPACOM US Pacific Command :

UssoC US Special Operations Comntand
USSOCOM US Special Operations Command
USSPACECOM US Space Command

USTRANSCOM US Transportation Command

VAAP Vulnerability Assessment md Analysis Program
WATCHCON Watch Condition

(INTENTIONALLY BLANK)
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EREREE
ANNEX A

(U) INDIVIDUAL AGENCY EXERCISE OBJECTIVES

(U) Participant Objectives. Most of the major participants established their own internal
exercise objectives,
___a |

b, ___(U) Federal Bureau of Investization (EBI|
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| SEGRE®
ANNEX B

(V) NIEX EARLY BIRD FOR 11 JUNE 1997
(ll) 'l'heeight-pageEMyBNfor |1 june s on the following pages.
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