








Revises the mission statements and organizational structures of Department
of Defense (DOD) intelligence organizations.

Clarifies the functions performed by a joint intelligence operations center.

Deletes references to the Defense Intelligence Operations Coordination
Center and the Global Intelligence Operations Center.

Restructured Chapter IV, “Intelligence Support to Joint Operation
Planning,” by providing an overview of intelligence planning (IP) and how

IP supports the joint operation planning process.

Clarifies the national intelligence support plan development and staffing
process.

Emphasizes joint intelligence preparation of the operational environment as
a continuous process that supports the overall planning effort.

Modifies the description of information operations.

Clarifies the differences between information requirements, essential
elements of information, and intelligence requirements.

Clarifies the role of United States Strategic Command as the Joint
Functional Manager responsible for the DOD intelligence, surveillance, and
reconnaissance force management mission.

Adds discussion of weapons technical intelligence, biometric-enabled
intelligence, and forensic-enabled intelligence.

Replaces the Global Information Grid with the DOD information networks.
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Explains the Role of Intelligence in Military Operations

Describes Joint and National Intelligence Organizations, Responsibilities,
and Procedures

Discusses Intelligence Operations and the Intelligence Process
Describes Intelligence Support to Joint Operation Planning

Discusses Intelligence and Department of Defense Networks

Joint intelligence is produced by joint and Service
intelligence organizations and relies heavily on timely
and integrated intelligence afforded by national
intelligence agencies. This joint intelligence effort
facilitates dominance in the information environment,
which permits successful conduct of operations (i.e.,
information superiority). In order to accomplish this,
intelligence must provide the joint force commander
(JFC) with as timely, complete, and accurate
understanding as possible of the operational
environment, particularly with regard to the adversary’s
forces, capabilities, and intentions. Intelligence staffs
must anticipate and fully understand the intelligence
requirements (IRs) of their superior and subordinate
commands and components, identify intelligence
capabilities and shortfalls, access theater and/or
national systems to alleviate shortfalls, and ensure that
timely and appropriate intelligence is provided or
available to the JFC and subordinate commands and
components.

Commanders use intelligence to anticipate the battle,
visualize and understand the full spectrum of the
operational environment, and influence the outcome of
operations. Intelligence enables commanders at all
levels to focus their combat power and to provide full-
dimensional force protection across the range of
military operations. In war, intelligence focuses on
enemy military capabilities, centers of gravity (COGs),
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signals intelligence mission of the US and ensure the
protection of national security systems for all
departments and agencies of the United States
Government (USG).

National Geospatial-Intelligence Agency conducts
geospatial intelligence analysis to combine imagery,
imagery intelligence, and geospatial information to
produce tailored, actionable intelligence to support
customers across a broad range of DOD and the USG.

National Reconnaissance Office is responsible for
research and development, acquisition, launch,
deployment, and operation of overhead systems and
related data processing facilities to collect intelligence
and information to support national and departmental
missions and other USG needs.

Service Intelligence Organizations. The Chiefs of the
Services provide intelligence support for DOD missions
related to military systems, equipment, training, and
national intelligence activities. The Services also
provide support to DOD entities, including CCMDs and
their components and each CCMD’s JIOC.

Central Intelligence Agency is the largest producer of
all-source national security intelligence to senior US
policymakers, and provides extensive political and
economic intelligence to DOD senior decision makers.

The Department of State (DOS) Bureau of
Intelligence and Research performs intelligence
analysis and produces studies on a wide range of
political and economic topics essential to foreign policy
determination and execution.

The Federal Bureau of Investigation (FBI) has
primary responsibility for CI and counterterrorism
operations conducted in the United States. FBI CI
operations overseas are coordinated with the CIA.

The Department of the Treasury analyzes foreign
intelligence related to US economic policy and
participates with DOS in the overt collection of general
foreign economic information.
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Department of Energy analyzes foreign information
relevant to US energy policies and nonproliferation
issues and the national science laboratories under its
authority.

The Department of Homeland Security (DHS)
Directorate for Information Analysis and Infrastructure
Protection analyzes the vulnerabilities of US critical
infrastructure, assesses the scope of terrorist threats to
the US homeland, and provides input to the Homeland
Security Advisory System.

The United States Coast Guard (USCG), a
component of DHS, operates as an armed force, a law
enforcement organization, and an IC element. The
USCG’s Intelligence Coordination Center and maritime
intelligence fusion centers operate under the direction
of the Assistant Commandant for Intelligence and
Criminal Investigations and serve as the central hub for
collection, fusion, analysis, and dissemination of
maritime intelligence and information to Coast Guard
operating units, DHS, and all members of the IC
including DOD and key decision makers at the national
level.

Commanders at all levels depend on timely, accurate
information and intelligence on an adversary’s
dispositions, strategy, tactics, intent, objectives,
strengths, weaknesses, values, capabilities, and critical
vulnerabilities. The intelligence process is comprised
of a wide variety of interrelated intelligence operations:
planning and direction, tasking and collection,
processing and exploitation, analysis and production,
dissemination and integration, and evaluation and
feedback. These intelligence operations must focus on
the commander’s mission and concept of operations.

The intelligence process provides a useful model that
facilitates understanding the wide variety of
intelligence operations and their interrelationships.
There are no firm boundaries delineating where each
operation within the intelligence process begins or ends.
Intelligence operations are not sequential; rather, they
are nearly simultaneous. Additionally, not all
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operations necessarily continue throughout the entire
intelligence process. The increased tempo of military
operations requires an unimpeded flow of automatically
processed and exploited data that is both timely and
relevant to the commander’s needs. This unanalyzed
combat information must be simultaneously available to
both the commander (for time-critical decision making)
and the intelligence analyst (for the production of
current intelligence assessments). Likewise, the
analysis, production, and dissemination of intelligence
products must be accomplished in time to support the
commander’s decision-making needs.

Joint intelligence operations are founded on an
understanding of the commander’s mission and intent.
This understanding also provides the basis for the
identification of intelligence gaps regarding relevant
aspects of the operational environment, especially
the adversary. These intelligence needs are identified
by the commander and all joint force staff elements and
are formalized by the J-2 as IRs during the planning and
direction portion of the intelligence process.

The tasking and collection portion of the intelligence
process involves tasking appropriate collection assets
and/or resources to acquire data and information
required to satisfy collection requirements. Tasking
and collection includes the identification, coordination,
and positioning of assets and/or resources and levying
tasking against them to satisfy collection objectives.

Once the data that might satisfy the requirement is
collected, it undergoes processing and exploitation.
Through processing and exploitation, the collected
raw data is transformed into information that can be
readily disseminated and used by intelligence analysts
to produce multidiscipline intelligence products.
Relevant, critical information should also be
disseminated to the commander and joint force staff to
facilitate time-sensitive decision making. Processing
and exploitation time varies depending on the
characteristics of specific collection assets and
associated processing and exploitation architectures.

The analysis and production portion of the
intelligence process involves integrating, evaluating,
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analyzing, and interpreting information from single or
multiple sources into a finished intelligence product.
Depending on exploitation requirements (a last look at a
target for situational awareness, monitoring activity
levels at a high-value target, in-depth targeting, etc.),
analysis and production of products may require
immediate dissemination. Moreover, the demands of
the modern operational environment require
intelligence products that anticipate the needs of the
commander and are timely, accurate, usable, complete,
relevant, objective, and available.

Properly formatted intelligence products are
disseminated to the requester, who integrates the
intelligence into the decision-making and planning
processes.

Intelligence operations, activities, and products are
continuously evaluated. These evaluations are
essential to the process and may lead to actions to focus
the performance of intelligence operations and the
overall functioning of the intelligence process.

IP ensures that the intelligence system is focused on
providing the commander with the intelligence required
to create desired effects and achieve operational
objectives. The IP construct includes three major
products. Each is described below.

Dynamic Threat Assessment (DTA) or Theater
Intelligence Assessment (TIA). The DTA is a defense
strategic intelligence assessment developed by DIA that
identifies the capabilities and intentions of adversaries
for top-priority plans. The TIA is a theater-wide
defense strategic intelligence assessment that is scoped
in accordance with the actors of concern with particular
emphasis on how these actors are affected by the
strategic environment.

Annex B is the intelligence annex to a plan or order
that provides detailed information on the adversary
situation, establishes priorities, assigns intelligence
tasks, identifies required intelligence products, requests
support from higher echelons, describes the concept of
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rapidly reconfigurable joint architecture provides all
relevant available operational environment information
to the user in the form of a common operational picture.
Within the DOD information networks, the Department
of Defense Intelligence Information System (DODIIS)
is the aggregation of personnel, procedures, equipment,
computer programs, and supporting communications of
the military IC. DODIIS defines the standards for
intelligence system and application interoperability.
The system concept provides an integrated strategic,
operational, and tactical user environment for
performing identical intelligence support functions on
compatible systems. DODIIS provides a robust and
flexible intelligence capability for subordinate joint
forces as long as supporting communications lines are
available. DODIIS tools support the movement of
intelligence between DIA, the CCMDs, the Services,
and other intelligence production and customer
activities worldwide.

The joint intelligence communications subarchitecture
encompasses collection, processing, exploitation,
analysis, and dissemination nodes. These nodes are
supported by a robust communications infrastructure
and automated systems equipped with tailored
applications to meet the broad array of intelligence
activitiecs. Command, Service, and CSA intelligence
processes rely on a communications backbone
consisting of JWICS [Joint Worldwide Intelligence
Communications System] and SIPRNET [SECRET
Internet Protocol Router Network]. This
infrastructure is supplemented by a distributed,
common exploitation and dissemination system, tactical
data links, and intelligence broadcast services to enable
information sharing and collaboration.

This publication provides doctrine for joint and national
intelligence products, services, and support to joint
military operations. It describes the organization of
joint intelligence forces and the national intelligence
community, intelligence responsibilities, command
relationships, and national intelligence support
mechanisms. It provides information regarding the
fundamentals of IP, execution, dissemination, and
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b. The J-2 must modify and tailor intelligence support to meet the unique challenges
presented in each operation. In addition, the nature and intensity of a potential threat can
change suddenly and dramatically. For example, a peacekeeping operation may abruptly
transition to a peace enforcement operation should any of the belligerents fail to honor the
terms of a truce. Therefore, intelligence resources at every echelon should be structured to
provide support that is proactive, aggressive, predictive, and flexible.

c. Across the range of military operations, intelligence provides threat assessments that
are crucial to force protection and homeland defense (HD). The timely horizontal integration
and sharing of intelligence and appropriate law enforcement information among CCMDs,
interagency members, and multinational partners is vital to this effort. To achieve such an
end state, the DOD works with the Department of Homeland Security (DHS), the
Department of the Treasury, and the Department of Justice (DOJ) to arrive at a single
coherent security policy and architecture that includes personnel security policies and
practices and supporting information technologies. Of particular importance to force
protection is the timely sharing of counterintelligence (CI), key leader engagement
information, law enforcement information, and other actionable intelligence regarding threats
from terrorism, weapons of mass destruction (WMD), information operations (I0), and
cyberspace.

(1) CIsupportis crucial to protecting US forces and combating terrorism, and
must be fully integrated into operation planning and execution. The DOD CI program
has five separate but interrelated functions: investigations, collection, operations, analysis
and production, and functional services. All five functions will be incorporated into CI
planning and support activities. CI activities are conducted to detect, identify, assess,
exploit, and counter or neutralize the threat posed by foreign intelligence entities, or by
individuals engaged in espionage, sabotage, subversion, or terrorism. An effective CI
program uses a multidisciplined approach that relies on the timely fusion of information
from law enforcement, CI, and other intelligence sources. The Defense Counterintelligence
and Human Intelligence Center (DCHC) and CI elements from the Services and DOD
agencies participate in this multidisciplined effort and facilitate information sharing among
CCMDs, interagency partners, and law enforcement organizations.

Basic CI policy is contained in Department of Defense Directive (DODD) 0-5240.02,
Counterintelligence. Additional information on CI support to operations can be found in JP
2-01.2, Counterintelligence and Human Intelligence Support to Joint Operations.

(2) Intelligence is a critical enabler of our efforts to protect the force from
WMD and to support counterproliferation and nonproliferation efforts. At the strategic
level, intelligence facilitates nonproliferation activities and the development of effective
counterproliferation plans by providing intelligence of activities between suppliers of WMD
(and their associated materials, technology, and expertise necessary to create and sustain a
WMD program) and states and non-state actors attempting to acquire WMD and by
providing assessments of adversary WMD capabilities. Likewise, at the operational level,
commanders require timely all-source, actionable intelligence to take decisive actions against
WMD threats. Intelligence provides warning of WMD attacks and is vital to the
identification, tracking, and interdiction of proliferation attempts. Locating WMD and/or
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a. The Under Secretary of Defense for Intelligence. The USD(I) serves as the
principal advisor to the Secretary of Defense (SecDef) and Deputy Secretary of Defense
regarding intelligence, CI, security, sensitive activities, and other intelligence-related
matters. The USD(I) also exercises SecDef’s authority, direction, and control over DOD
agencies and field activities that are defense intelligence, CI, or security components and
exercises planning, policy, and strategic oversight over all DOD intelligence, CI, and
security policy, plans, and programs.

b. The National Joint Operations and Intelligence Center. The NJOIC is an
integrated Joint Staff J-2/J-3/J-5 element that monitors the global situation on a continual
basis and provides the Chairman of the Joint Chiefs of Staff (CJCS), and SecDef a DOD
planning and crisis response capability. The intelligence component of the NJOIC maintains
an alert center that consists of the Deputy Director for Intelligence; regional desks
corresponding to each geographic CCMD; and representatives from each Service intelligence
staff element, the intelligence combat support agencies, and the CIA. The Alert Center is a
continuously manned, all-source, multidiscipline intelligence center providing defense
intelligence situational awareness, I&W, and crisis management intelligence support to the
President of the United States, SecDef, Joint Chiefs of Staff (JCS), CCMDs, deployed forces,
Services, and other intelligence consumers during peace, crisis and war. It provides
planning, management, and infrastructure for intelligence working groups (IWGs) and
intelligence task forces (ITFs) that provide direct intelligence support during major conflicts.
To provide intelligence analytical depth, DIA maintains a 24/7 Direct Support Element
(DSE) at the NJOIC, tailored to the current global situation and operations tempo. The
NJOIC coordinates the intelligence response to immediate crises and contingencies.

(1) If a developing situation escalates into a crisis, the relevant Alert Center
regional desk officer is augmented with analytical support; an intelligence cell, IWG, or ITF
is formed. Thus, support may range from a few additional analysts in an intelligence cell to
a continuously staffed IWG or ITF augmented as required.

(a) Intelligence Cell or Focus Group. A cell or focus group is established
upon indications that a threat to US interests or personnel may exist, or when other potential
crisis situations arise. The cell or group is formed to respond to the requirements levied by
the NJOIC or CCMD JIOCs. The cell is responsible for monitoring and providing a
continuous assessment of the developing situation. An intelligence cell is generally formed
with personnel from the Joint Staff J-2, and the size of the cell or unit is determined by the
crisis. While the cell or focus group is not continually manned, extended duty hours or 24-
hour operations and augmentation from DIA may be warranted.

(b) Intelligence Working Group. As a crisis develops, an IWG may be
established within the NJOIC Alert Center to provide focused coverage of crisis
requirements. Specifically, the IWG is formed at the lowest level of response to a
particular crisis situation; provides all-source intelligence on the crisis situation to the OSD,
CJCS, Joint Staff, Services, CCMDs, and deployed operational forces; and is normally
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manager for the defense intelligence enterprise. Prepares, equips, trains, and deploys NISTs
in support of CCMD or JFC requirements.

d. National Security Agency/Central Security Service (CSS). NSA/CSS is a unified
organization structured to provide the signals intelligence (SIGINT) mission of the US and
ensure the protection of national security systems for all departments and agencies of the
USG. NSA is an intelligence CSA under SecDef and is dual tasked as a member of the
national IC under the DNI. NSA provides direct cryptologic and cyberspace support to the
CCMD JIOC:s through the CSS (comprised of the Service cryptologic components [SCCs])
and cyberspace support element, respectively. The Director, National Security Agency
(DIRNSA):

(1) Serves concurrently as the Commander, USCYBERCOM, a subunified
command under USSTRATCOM;

(2) Acts as the principal SIGINT advisor to SecDef, the DNI, and the JCS;

(3) Is designated as the national manager responsible for securing the USG’s
national security telecommunications and information systems; and

(4) Exercises operational control (OPCON) over the United States Cryptologic
System (USCS)—the SIGINT and information assurance (IA) activities of the USG.

e. National Geospatial-Intelligence Agency. NGA is an intelligence CSA under
SecDef and is dual tasked as a member of the national IC under the DNI. The Director,
NGA, serves as the functional manager for GEOINT and is the principal GEOINT advisor to
the DNI, SecDef, CJCS, and CCDRs. As functional manager, NGA develops strategic
guidance and procedures, sets tradecraft standards, develops and enforces IT architecture and
standards, and ensures coordination across intelligence disciplines and IC elements.
GEOINT consists of imagery, the intelligence derived from imagery, and GI&S. GEOINT
exploitation includes analysis of electro-optical, infrared, and radar imagery; full motion
video; moving target indicators; geospatial information; and spectral, laser infrared,
radiometric, polarimetric, spatial, and temporal data. It employs ancillary data, signature
information, and fused data products. NGA conducts GEOINT analysis to combine imagery,
IMINT, and geospatial information to produce tailored, actionable intelligence to support
customers across a broad range of DOD and the USG. NGA provides direct support to the
CCMD JIOCs and procures and disseminates commercial remotely sensed imagery for DOD
and the IC.

f. National Reconnaissance Office (NRO). The NRO is a DOD agency and a member
of the IC. The Director, NRO, reports to both the DNI and SecDef. NRO is responsible for
research and development, acquisition, launch, deployment, and operation of overhead
systems and related data processing facilities to collect intelligence and information to
support national and departmental missions and other USG needs. NRO activities provide
support to I&W, monitoring arms control agreements, access to denied areas, and the
planning and execution of military operations. NRO provides direct support to the CCMD
JIOCs.
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matters pertaining to intelligence, cryptology, CI, and special security. The Director of
Naval Intelligence manages the Navy portion of the NIP, sets naval intelligence policy, and
directs naval intelligence planning and programs. The Commander, Fleet Cyber Command
(FLTCYBERCOM), serves as the Navy’s Service cryptologic commander. The Naval
Criminal Investigative Service (NCIS) provides law enforcement and security services in the
form of combating terrorism programs to the Navy and Marine Corps on a worldwide basis.

(4) Marine Corps Intelligence. The Director of Intelligence (DIRINT) is the
Commandant’s principal intelligence staff officer and exercises supervision over the Marine
Corps Intelligence Activity (MCIA). The Marine Corps Intelligence Department is
responsible for policy, plans, programming, budgets, and staff supervision of intelligence
and supporting activities within the US Marine Corps. The Marine Corps Intelligence
Department supports the Commandant in his role as a member of the JCS and represents the
Service in joint and IC matters. The Marine Corps Intelligence Department has Service staff
responsibility for GEOINT (to include advanced GEOINT), SIGINT, HUMINT, MASINT,
CI, tactical exploitation of national capabilities program (TENCAP) and ensures there is a
single synchronized strategy for the Marine Corps ISR Enterprise.

(5) National Guard Intelligence. While the National Guard is not a separate
military service, National Guard intelligence assets can provide a dissemination and
communications bridge between state/local authorities and DOD agencies. These forces can
serve as a liaison between DOD and state/local agencies, provide augmentation and liaison to
state and local agencies, as well as serve the needs of the DOD for local intelligence support.

a. The IRTPA created the ODNI to improve information sharing; promote a unified,
strategic direction for the IC; and ensure integration of effort across the IC. ODNI is lead by
the DNI. The DNI serves as the principal advisor to the President and the National Security
Council (NSC) and the Homeland Security Council (HSC) for intelligence matters related to
national security, and oversees and directs the implementation of the NIP. The DNI works
closely with a Presidentially appointed, Senate-confirmed Principal Deputy Director of
National Intelligence and with his leadership team and core mission, enablers, and oversight
offices to effectively integrate foreign, military, and domestic intelligence in defense of the
homeland and in support of US national security interests at home and abroad. The ODNI is
comprised of several components, including the National Counterterrorism Center (NCTC),
the National Counterproliferation Center, the National Counterintelligence Executive, and
the National Intelligence Council.

(1) Congress also directed in the IRTPA the establishment of national mission
managers under the DNI. Mission managers are the principal IC officials overseeing all
aspects of national intelligence related to their respective mission areas. Mission areas are
enduring problem sets involving either a regional actor or a transnational issue, such as
proliferation of WMD. The mission managers are tasked with understanding the
requirements of their customers and ensuring intelligence capabilities are appropriately
tasked, information is processed, and analysis is performed to satisfy those requirements.
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Where intelligence gaps are identified, mission managers are tasked to plan strategies to
collect the data and to evaluate IC performance in fulfilling assigned tasks.

(2) The NIC-C is the DNI's central node for deconflicting US and DOD
intelligence activities and enhancing collection management efforts within the IC.

b. Central Intelligence Agency. The CIA is the largest producer of all-source national
security intelligence to senior US policymakers, and provides extensive political and
economic intelligence to DOD senior decision makers. CIA also oversees the Open-Source
Intelligence (OSINT) Center.

(1) The Director, CIA, serves as the National HUMINT Manager and
coordinates, deconflicts, and evaluates clandestine HUMINT operations across the IC.

(2) The Director, CIA, is also responsible for the National Clandestine Service
(NCS), directing clandestine collection (primarily HUMINT) of foreign intelligence that is
not obtainable through other means. The NCS also engages in CI to protect US activities
and institutions from penetration by hostile foreign organizations and individuals.

(3) The CIA Directorate of Intelligence analyzes all-source intelligence and
produces finished intelligence products on key foreign intelligence issues. This information
comes from a variety of sources and methods, including US personnel overseas, HUMINT
reports, satellite imagery, open-source information, and other sensors.

(4) The Directorate of Science and Technology accesses, collects, and exploits
information to facilitate the execution of the CIA’s mission by applying innovative scientific,
engineering, and technical solutions to the most critical intelligence problems.

c. Department of State. The DOS Bureau of Intelligence and Research (INR)
performs intelligence analysis and produces studies on a wide range of political and
economic topics essential to foreign policy determination and execution.

d. Federal Bureau of Investigation. The FBI has primary responsibility for CI and
counterterrorism operations conducted in the United States. FBI CI operations overseas are
coordinated with the CIA. The FBI shares law enforcement/CI information with appropriate
DOD entities and CCMDs.

e. Department of the Treasury. The Department of the Treasury analyzes foreign
intelligence related to US economic policy and participates with DOS in the overt collection
of general foreign economic information.

f. Department of Energy (DOE). DOE analyzes foreign information relevant to US
energy policies and nonproliferation issues and the national science laboratories under its
authority.

g. Department of Homeland Security. The DHS Directorate for Information Analysis
and Infrastructure Protection analyzes the vulnerabilities of US critical infrastructure,
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assesses the scope of terrorist threats to the US homeland, and provides input to the
Homeland Security Advisory System. DHS is also a member of the NIC-C.

h. United States Coast Guard. The USCG, a component of DHS, operates as an
armed force, a law enforcement organization, and an IC element. The USCG’s Intelligence
Coordination Center (ICC) and maritime intelligence fusion centers operate under the
direction of the Assistant Commandant for Intelligence and Criminal Investigations and
serve as the central hub for collection, fusion, analysis, and dissemination of maritime
intelligence and information to Coast Guard operating units, DHS, and all members of the IC
including DOD and key decision makers at the national level.

i. Drug Enforcement Administration. DEA enforces laws and regulations governing
narcotics and controlled substances, chemical diversion, and trafficking. It is also the lead
agency overseas for counterdrug law enforcement activities and investigations. DEA makes
ancillary contributions to the national IC via efforts to build legal cases against narcotics
traffickers. DEA-collected and produced information is valuable in homeland security
efforts due to the traditional close association between narcotics trafficking and illegal alien
smuggling. This results in DEA information potentially having significant value in
counterterrorism applications.

Appendix A, “National Intelligence,” contains more detailed information regarding the
organization, capabilities, and responsibilities of IC members.

Combatant command JIOCs. The CCMD JIOC is the first stop for CCMD staff,
component service commands, and subordinate joint force headquarters (HQ) intelligence
requirements. For non-time-sensitive requirements, JIOCs receive RFIs from CCMD staff
elements and subordinate intelligence organizations through the community on-line
intelligence system for end-users and managers (COLISEUM). The RFIs are validated and
researched to determine whether the information exists in either theater or national
intelligence databases that are accessible to the JIOC. If the JIOC determines that the RFI
asks for information that is unavailable or represents an intelligence collection gap, the JIOC
RFI manager forwards it for action to the JIOC element that performs mission operations.
The JIOC employs theater analysts and collection managers to conduct mission analysis on
the requirement, choose the best COA for requirement satisfaction, and task theater ISR
assets or request national collection agency support to obtain the information. Requests for
national agency support are normally forwarded to DIA using COLISEUM. Time-sensitive
collection requirements may go directly to the appropriate national intelligence agency using
its on-site representative, with a follow-up request using the requested intelligence
discipline’s requirements management tool. Time-sensitive RFIs that require production
may also go directly to the appropriate national intelligence agency with a follow-up request
in COLISEUM.

a. Director of National Intelligence Representative. The DNI provides
representatives to each of the CCMDs to coordinate national IC support to the command and
to facilitate access to IC resources. DNI representatives also advise and assist the command

SC 5029




regarding secondary and follow-on dissemination of originator-controlled material and
HUMINT control system information.

b. Defense Intelligence Agency Forward Element. DIA maintains DFEs at each of
the CCMDs, USFK, and Supreme HQ Allied Powers Europe and North Atlantic Treaty
Organization (NATO) HQ. Each DFE includes a senior intelligence officer (SIO) who
serves as chief of the DFE and as the personal representative of the DIA Director, an
administrative assistant, and a varying number of DIA functional intelligence specialists
based on the needs of the supported command. The typical DFE includes a HUMINT
support element consisting of one or more DIA HUMINT personnel, an intelligence
production liaison officer (LNO), and a measurement and signature intelligence liaison
officer (MASLO). Some DFEs also have IT and Joint Intelligence Task Force for
Combating Terrorism (JITF-CT) representatives. The DFE, as the forward representative of
DIA, enhances and expedites the exchange of information between DIA and the supported
command. It provides an on-site interface between DIA and the command, advising them on
the roles, missions, and capabilities of DIA while ensuring that command requirements are
understood by DIA.

(1) The National Measurement and Signature Intelligence Office (NMO) LNO.
NMO provides MASINT representatives to the CCMDs in the form of MASLOs. The
MASLO helps expedite a broad spectrum of MASINT operational support between NMO
and the supported command. For example, the MASLO provides technical assistance on
MASINT capabilities available to support military operations. Additionally, MASLOs are
the means for providing feedback on the commander’s operational needs for integration into
MASINT-related current operations and future acquisition requirements.

(2) The DSE, located in the NJOIC, serves as the crisis management office for
Defense Intelligence Agency’s Directorate for Analysis (DI). The DSE is the single point of
contact (POC) in DI for requirements involving analytical support during crisis situations
and for sustained military operations. Response times are driven by criticality, time
sensitivity, and requestor priority. The DSE transitions to 24-hour operations as required,
and the size and number of DSE watch teams varies depending upon the nature and duration
of each crisis.

c. National Intelligence Coordination Center. The NIC-C is the DNI’s primary
interface with the DOD for integrating the application of intelligence resources against the
nation’s highest priorities. The NIC-C coordinates intelligence collection across the entire
government, using senior policymaker and analytical requirements as guides. It coordinates
with departments, agencies, and organizations to ensure IC, DOD, and domestic capabilities
are captured in integrated strategies.

d. National Agency Combatant Command Representatives. CIA, NSA, NGA, and
NRO support the CCDRs on a full-time basis through representatives. Some of these
representatives are located full time at the command JIOC. These representatives serve as
the CCDR’s advisors on how to best employ their organization’s capabilities and provide
liaison with their parent organizations. The CCDR and J-2 should fully utilize these
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representatives to ensure that the command is familiar with the current responsibilities,
capabilities, and operations of the representative’s parent organization.

(1) NSA/CSS Representatives. NSA/CSS provides representatives to the CCMDs
in the form of National Security Agency/Central Security Service representatives (NCRs)
and cryptologic services groups (CSGs).

(a) NCRs are senior representatives of the Director, NSA, accredited to the
CCMDs, other senior military commands, the DOS, and DOD. The NCRs at the military
commands are the senior cryptologic authorities in the region and are the special advisors to
the CCDR for all cryptologic matters.

(b) CSGs are extensions of the National Security Operations Center (NSOC)
and are the primary mechanism for the supported organization to gain entrance into and
support from the USCS. CSGs provide cryptologic interpretation, advice, and assistance.
They advise organizations of USCS capabilities and limitations that might affect its
cryptologic requirements and recommend to NSA/CSS those actions to ensure cryptologic
responsiveness to the supported command.

(2) NGA Representatives. NGA provides representatives to the CCMDs in the
form of National Geospatial-Intelligence Support Agency support teams (NSTs) composed
of staff officers, imagery, and geospatial analysts. The NST is the central POC for all
operational and training support from NGA. In addition, the NST helps CCMDs understand
emerging GEOINT concepts, technologies, and procedures; supports developing GEOINT
system services; and arranges meteorological and oceanographic (METOC) support from the
joint METOC officer.

(3) NRO Representatives. NRO provides field representatives to the CCMDs.
These NRO field representatives provide technical assistance relating to the capabilities of
NRO systems to support operations. These field representatives also provide insights on
warfighter operational needs for integration into NRO present operations and future
acquisitions.

e. National Intelligence Support Teams. The NIST mission is to provide national
level, all-source intelligence support from throughout the IC to deployed commanders
during crisis or contingency operations. NISTs are comprised of intelligence and
communications experts from DIA, CIA, NGA, NSA, and other agencies as required to
support the specific needs of the JFC. DIA is the NIST program’s lead agent. The
responsibilities of the lead agent include selection, training, deployment, support while
deployed, redeployment, and interagency coordination for all NISTs. The respective
intelligence agencies are responsible for the selection and training of their selectees.

(1) Team Compeosition and Size. DIA selects the NIST team chief from
nominations submitted by participating agencies. Team composition is tailored to ensure it
meets the needs of the JFC and to eliminate duplication of skills and functions. Throughout
its tenure, the size and composition of the team will be reviewed and modified as required in
coordination with the supported commander. A baseline team normally consists of
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approximately 24 personnel. Each agency is responsible for communication equipment and
workstations.

(2) Required Command Support. A NIST is not self-sufficient; it requires
infrastructure, transportation, logistic, and bandwidth support from the supported command.
At a minimum, a NIST requires electric power, adequate workspace within a temporary
SCIF, and “expendable” administrative supply items. The supported command arranges the
transportation for personnel and equipment from the continental United States (CONUS)
marshalling area to the operational area during initial deployment and redeployment.
Lodging and dining facilities are provided and funded by the supported command.
Additionally, the supported command may need to provide mission-specific military
equipment. The supported command should work to provide the NIST with dedicated
communications paths (i.e., bandwidth) sufficient to meet the demands of the scale of
operations and requested support.

(3) NIST and Joint Force Relationship. The NIST is deployed in direct support
of the JFC, under the staff supervision of the J-2, and will perform functions as so
designated. Subject to restrictions based on security clearance and program access, all
intelligence generated by the NIST is available to the J-2 organization and JFC.

f. Crisis Intelligence Federation. In response to an unforeseen situation, joint forces
may garner support from the IC through the crisis intelligence federation process.
Federation identifies in-theater intelligence functions, which can be accomplished by
intelligence and appropriate non-intelligence DOD organizations operating from their
home stations. The supported CCMD J-2 is responsible for coordinating crisis intelligence
federation support with the NJOIC. Specific planning guidance for crisis intelligence
federation is discussed in Chapter 111, “Intelligence Operations,” Section A, “Planning and
Direction.”

g. Other Sources of National Augmentation. Several sources of intelligence-related
augmentation are available to support a joint force during crises and contingencies. The
Joint Staff J-2 Global Force Management Branch coordinates the specialized intelligence
support provided by various organizations to supported CCMDs in order to preclude
redundancy with any support being provided by crisis federation partners.

(1) NGA and DIA provide augmentation support to the joint force in the form
of subject matter experts or functional analysts as well as facilitating the deployment of
sensors capable of providing specialized GEOINT or MASINT support. Augmentees may
also provide specialized support in areas such as DOMEX, WTI, forensic-enabled
intelligence, and biometric-enabled intelligence specifically related to counterinsurgency and
countering IEDs. These capabilities may deploy with a NIST or other joint force units, as
requested.

(2) NSA’s Special Support Activity (SSA) provides special support teams
(SSTs) for crisis response missions. The SST provides enhanced situational awareness,
threat warning, personnel recovery support, and tailored intelligence products as required.
During the initial stabilization stages of crisis or sensitive joint operations, a CCDR can
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request the immediate deployment of an SST to provide remote, limited access to NSA threat
warning and intelligence networks. To further expedite augmentation during time-sensitive
planning, SST notification procedures for activation and deployment of an SST can be
predetermined by a memorandum of agreement between NS A and the supported command.
Upon request/notification, an SST can be deployed within 4 hours or as required by the
requesting command. The team is self-sustaining for up to 3 days, requires logistic and
transportation support, and usually redeploys after arrival of a NIST or other augmentation.

Operations with a wide variety of partners, both US and multinational, are
becoming the norm, making intelligence sharing with interagency and multinational
allies and partners increasingly important. See Figure II-4 for examples of potential
organizations with which DOD intelligence forces may form relationships. In operations
involving interagency, intergovernmental, nongovernmental, or multinational partners, one
of the most critical functions of the JFC is establishing a common view of the problem and
shared situational awareness among all partners. Although intelligence sharing is
accomplished at all levels during crises, in most operations the requirement expands with
proximity to the operational forces. Therefore, it is imperative that the JFC and J-2
understand the limits and restrictions on information sharing.

a. All operations conducted in conjunction with interagency, intergovernmental,
nongovernmental, or multinational partners involve intelligence sharing to some degree. The
amount of intelligence required to be shared varies widely based on the nature of the military
operation. In general, combat operations with multinational military coalitions require much
more robust intelligence sharing than humanitarian or peacekeeping operations. The joint
force J-2 must scale the organization’s capability to provide intelligence sharing
accordingly.

b. The foreign disclosure officer (FDO) of the CCMD is key in any intelligence
sharing plan with interagency, intergovernmental, nongovernmental, or multinational
partners. The FDO is versed in all relevant national disclosure policy (NDP) and can guide
the JFC and staff in the proper procedures for the release of classified or sensitive
information. The FDO provides staff review and advises the JFC on approval of sanitized or
downgraded MI products. In the absence of an on-site FDO, intelligence products that
require sanitization or downgrading for release to third parties should be referred to the
producing agency through the command representative from that agency or may be
coordinated through the RFI process. Since this process may be time-consuming, the
JTF/J-2 should request deployed FDO support to satisfy timely intelligence sharing
requirements.
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intelligence sharing agreements; state, local, and tribal elements; and intergovernmental and
nongovernmental entities). CCDRs are delegated authority to conduct tear line
reporting, which can be further delegated in writing to the JTF commander and below. The
J-2 should use the principle of “write to release” when deciding whether to produce a tear
line. That is, the information should be provided to the interagency, intergovernmental,
nongovernmental, or multinational partners if it is determined that the information contained
in the report is relevant to the partner’s mission and can be released to the partner.

a. Typically, in a multinational operation, allied military partner intelligence
counterparts will cluster around the JTF HQ in the form of national intelligence cells.
It is imperative for the JTF/J-2 in this environment to establish good working relationships
with allied and coalition partners to encourage a shared view of the operational environment.
Allied nations also bring valuable intelligence contributions and can often provide niche
capabilities in support of the overall JTF mission.

b. There is no standard template for a JTF/J-2’s relationship with allies and coalition
partners, since it is situation dependent. Detailed planning for information sharing should
be accomplished well in advance of operations with allied and coalition members, if
possible. A JTF/J-2 must decide how much intelligence can be provided and the
mechanisms to use for sharing. This is made more complicated by the multiple
classification levels allowed by the nature of the partners involved in the operation.
Some allied countries have established intelligence-sharing agreements with the United
States, which permit almost seamless two-way flow of intelligence. A Presidential Decision
directed access for Commonwealth allies (Great Britain, Australia, New Zealand, and
Canada) to information at the collateral level via a commonwealth releasable segment of the
US SECRET Internet Protocol Router Network (SIPRNET) in order to enhance
information sharing. STONEGHOST is an encrypted communications network designed
to support collaboration and intelligence sharing between the US Defense IC and its
Commonwealth allies during combat operations. Other allies have long-standing
relationships with US Services and intelligence agencies, but release of US-produced
intelligence is subject to review by the FDO. Many coalition partners have no established
intelligence relationship with the US and operate on a strict need to know and tear line
reporting basis for operational necessity.

c. There exist a number of robust, multinational networks used as a backbone for
intelligence exchange. Examples include Combined Enterprise Regional Information
Exchange System (CENTRIXS); NATO’s Battlefield Information Collection and
Exploitation System (BICES); Griffin; and the Supreme HQ Allied Powers, Europe’s local
area network (LAN), Cronos. These networks provide multiple intelligence applications,
typical office software and Web browsing capabilities, and may also include collaboration
and near real time (NRT) data access tools, as well as secure Voice over Internet Protocol
telephony. CENTRIXS, in particular, uses commercially available computers, software
applications, and network equipment that are generally releasable to foreign partners.
CENTRIXS, Griffin, and BICES all have the advantage of having a direct interface
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with national intelligence producing agencies such as NGA and DIA for direct insertion
of products and databases.

d. If no existing information system network is in place for the coalition partners
providing forces, either the multinational HQ or the JTF may establish a LAN.
CENTRIXS/Griffin standards are used as the model for establishing and maintaining
multinational connectivity at the tactical and operational level. The basic CENTRIXS
operational architecture framework is the same for all CCMDs and leverages existing
networks, technology, and network centers. The JTF/J-2 should request network
connectivity through the JTF commander, and must identify resources and establish
procedures to transfer appropriate, releasable intelligence from US systems to the
shared network as expeditiously as possible.

e. In an extended or large-scale operation involving multinational forces, the JTF
commander may elect to establish a multinational intelligence center to share the
responsibility for receiving, analyzing, and disseminating intelligence from all sources.
The multinational intelligence center is manned by members of the multinational coalition
who can contribute intelligence capabilities and is normally equipped and funded by the JTF
or multinational command. Its function is to fuse all-source intelligence from coalition
members, create a COP, provide early warning to the multinational command and
operational forces, and conduct JIPOE. The presence of a multinational intelligence center
does not alleviate the need for a US JISE or operational JIOC at the JTF to receive and
process US-only intelligence information in support of the JTF commander and staff. In
many cases, the US JISE or JIOC will respond to requests for information from the
multinational intelligence center.

NATO uses fully developed and coordinated doctrine, contained in Allied JPs and
standardization agreements. NATO doctrine is paramount to US joint doctrine when
engaged in operations as a member of a NATO force.

a. The role of DOD intelligence elements in an operation involving USG interagency
partners is dictated by the nature of the support relationship. DOD operations, in conjunction
with other USG departments and agencies, such as DHS, within the United States or its
territories can be characterized as either HD or civil support (CS). DOD intelligence
organizations should expect to operate alongside federal, state, local, and tribal
elements in security or disaster relief/incident response events.

b. At the national level, the National Operations Center (NOC), operated by DHS, is
the primary node for incident management across the federal government. The NOC
operates 24/7 and includes IC LNOs. One of the primary functions of the NOC is providing
situational awareness of potential incidents and threats to the US. The NOC maintains
continuous contact with other federal agency operations centers, including the NJOIC, and
issues situation reports on emerging crises.
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c. During HD, military forces are used to counter threats and aggression against
the United States. Normally, DOD will be designated as the lead federal agency (LFA),
supported by other USG departments and agencies, in defending against traditional
threats/aggression. When ordered to conduct HD operations, United States Northern
Command (USNORTHCOM) or USPACOM will normally designate a JTF, functional
component, or single service task force, to command US military operations and coordinate
with other agencies. The JTF normally coordinates an interagency response to the crisis
through the joint interagency coordination groups. In addition, the JTF may request the
presence of liaison elements representing other USG departments and agencies.

d. CS includes a broad array of government responses to man-made or natural
emergencies. In CS missions, DOD capabilities will always be used in a support role.
Regardless of the supporting relationship, DOD elements maintain the normal chain of
command from the President, through SecDef and the CCDR. The DHS or the Federal
Emergency Management Agency (FEMA) will designate an LFA to coordinate the USG
response. The nature of the emergency drives the selection of the LFA, with FBI taking the
lead in terrorism or security-related incidents in most cases. The LFA will establish a joint
field office (JFO) in proximity to the emergency area. The JFO may be thought of as a
rough equivalent to the DOD JTF, and includes local, state, and federal agencies involved in
emergency response. There will not be a J-2 staff element present in the JFO in all cases. If
the crisis is a response to a security incident, the FBI may activate a joint operations center
(JOC) and colocate the JOC within the JFO. The JOC will act as the lead for all
investigative and intelligence issues. National intelligence agencies will work with the JOC
to provide and receive situational awareness. Additional information on the structure and
concepts of operation for the JOC and JFO can be found in the National Response
Framework.

e. In CS emergency response events, USNORTHCOM normally designates a
defense coordinating officer (DCO) upon receipt of a request for assistance from the LFA.
The DCO is typically an Army North (a USNORTHCOM component) 06-level staff officer
assigned to one of the nine FEMA regions and has interagency experience. The DCO
works to integrate DOD efforts in support of the operation and serves as the on-scene
military POC for the JFO and principal representatives of other USG agencies and NGOs.
The DCO may have a defense coordinating element at the JFO consisting of a staff and
LNOs to help coordinate military support. The defense coordinating element may include an
intelligence officer. All DOD organizations, to include intelligence and incident
awareness and assessment (IAA) forces providing direct support to the JFO, coordinate
their support with the DCO. This includes DOD intelligence CSAs that have received
requests for support from the LFA or JFO.

f. Intelligence sharing between interagency participants frequently occurs on an ad hoc
basis (see Figure II-5). It is imperative that the JTF J-2, if designated, dedicate sufficient
resources to provide liaison to interagency IC elements to encourage more robust
exchange of information. The lack of an LFA J-2 staff function in most USG crisis
response operations means there is little pre-planning for intelligence operations. In many
cases, the LFA will refrain from using the term “intelligence” and instead prefer to substitute
the term “information” for its situational awareness needs. The DHS uses its Homeland
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databases, and interacts primarily with their respective home agencies. Therefore, national
IC agencies often lack connectivity at the JFO level.

g. The JFO may require a broad array of intelligence. In HD operations,
interagency partners require warning information and intelligence concerning threats
originating from abroad, especially concerning international terrorist groups and WMD
proliferation issues. During CS incidents, the most common request is for GI&S of the area
around the incident scene. The NGA will frequently deploy a forward element with
connectivity to NGA data in support of a CS response operation. NGA can provide
reachback to national databases for products and analysis.

h. Several USG agencies outside of DOD have imagery collection means that may be
employed in the incident scene area. DHS will activate the interagency remote sensing
coordination cell (IRSCC) at the national level to coordinate and deconflict collection
efforts. Any DOD intelligence collection of imagery within the United States must conform
to US law. During CS operations, military IAA elements should coordinate efforts with the
DHS IRSCC.

i. In some cases, high profile events such as Presidential Inaugurations and
Olympic games hosted in the US are designated as national special security events,
allowing for detailed pre-planning of a government-wide security operation. Depending on
the venue and purpose of the event, the US Secret Service, FBI, or DHS will normally act as
the LFA and establish a JFO and/or JOC. These events normally call for increased IC
participation, including DOD intelligence elements in support of USNORTHCOM. The
NJOIC may stand up a CAT with a corresponding ITF or working group in response.

j- Most states and many major local jurisdictions have established fusion centers
(also known as information sharing and analysis centers) in support of the homeland security
mission and the 9/11 Commission guidance to share information. These entities are
designed to support collection, analysis, and dissemination of intelligence to meet
standing information needs. Many operate 24/7 watch centers. State and local level fusion
centers are typically structured to include the following mission areas:

(1) Information collection and threat recognition.
(2) Intelligence fusion and analysis.

(3) Information sharing and collaboration.

(4) Risk analysis.

k. A number of cleared federal representatives may be available to assist in
communication with these centers, including representatives from FBI, DHS, and state
National Guard elements. The FBI has made an effort to place special agents and analysts in
state fusion centers with access to the FBI’s secure network, SIPRNET, and Joint Worldwide
Intelligence Communications System (JWICS). Sensitive but unclassified connectivity to
these centers is provided through a variety of shared situational awareness and collaboration
tools, including HSIN.
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IC and CCMDs is essential to meeting these increasing customer needs. The joint force, in
order to meet its increased demand for intelligence, may find it necessary to request
augmentation of its assigned ISR assets and intelligence personnel.

b. The JFC initiates augmentation by defining personnel shortfalls beyond those
that can be filled through the components. The Joint Staff uses GFM force management
procedures to adjudicate manning requests from the commands.

For further information regarding mobilization of reserve personnel for augmentation, refer
to JP 4-05, Joint Mobilization Planning.

Successful intelligence support to military operations demands that some universal
principles be understood and applied. The J-2 participates fully in the planning and
decision-making process, contributing knowledge concerning the operational
environment, and receiving guidance to help focus the intelligence effort. The
intelligence planner examines mission success criteria (i.e., desired effects, operational
objectives, and end states) and their associated metrics and then determines what intelligence
support and information will be required to assess the impact of military operations and
inform the commander’s decisions.

a. As an output of the JOPP, all elements of the staff nominate CCIRs to the
commander for approval. CCIRs comprise a limited number of information requirements that
enable the staff to focus limited resources on those aspects of the operation the commander is
interested in closely monitoring and upon which a decision may be based. CCIRs consist of
either PIRs or friendly force information requirements (FFIRs). The J-5 is the overall staff
proponent for the development of FFIRs, and the J-3 is the overall staff proponent
responsible for monitoring FFIRs. The J-2 is the overall staff proponent for PIR development
and monitoring. The J-2 leads the development of IRs (general or specific subjects upon
which there is a need for the collection of information or the production of intelligence to fill
intelligence gaps) and the development of information requirements (items of information
regarding the adversary and other aspects of the operational environment that need to be
collected and processed to meet the IRs). IRs deemed most important to mission
accomplishment are identified by the commander as PIRs. Information requirements
that are most critical or that would answer PIRs are known as EEIs. EEIs may require
answering numerous specific questions regarding the collected area/target, such as adversary
OB, operational status and readiness of troops and equipment, or identification of unique
signature information as well as human factor analysis and IOII. Figure III-3 illustrates the
relationship between IRs, PIRs, information requirements, and EEIs.
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level. With some exceptions, the higher echelon commander’s intelligence requirements are
less detailed and much broader in scope than those of subordinate commanders. An
intelligence planner who tries to use intelligence beyond what is required to support the
organization may overburden the intelligence infrastructure with too much information and
needlessly complicate the commander’s decision-making process.

c. An RFI responds to customer requirements, ranging from dissemination of
existing products through the integration or tailoring of on-hand information to
scheduling, tasking, and collecting of data for original production. The information must
be timely, accurate, and in a usable format. The intelligence office translating the customer’s
requirement and the primary intelligence producer determine how best to meet the
customer’s needs. Ifit is determined that new, finished intelligence derived from original
research is required to satisfy all or a portion of the RFI, then that need is expressed formally
within the Defense Intelligence Analysis Program (DIAP) as a PR. If it is determined that
insufficient information exists to answer an RF]I, then a collection requirement is prepared
and entered into the appropriate CRM application.

(1) Requirements that cannot be satisfied are submitted as RFIs or collection
requirements to the next higher echelon. Each echelon is responsible for validating,
prioritizing, and, if possible, satisfying the RFI or collection requirement before forwarding
it to the next level. RFIs should be satisfied at the lowest level possible. If the information
required to satisfy an RFI does not exist, the requester is informed and a decision is made to
initiate collection and/or production. Decisions to expend collection resources should be
made at the lowest level possible.

(2) Validation is a process associated with the tasking, collection, and production of
intelligence and confirms that an intelligence collection or PR is sufficiently important to
justify the dedication of intelligence resources, does not duplicate an existing requirement,
and may not be satisfied by previous collection or production. Information copies of the
requirement should be forwarded to supporting intelligence organizations to alert potential
respondents to the requirement.

The intelligence federation process enables CCMDs to form support relationships with
other JIOCs, Service intelligence centers, reserve organizations, or other intelligence
agencies to assist with the accomplishment of the joint force’s mission. The supported
CCMD J-2 should coordinate with the NJOIC to establish an ad hoc crisis intelligence
federation. CCMD:s initiate the federation process by assessing their intelligence shortfalls
and requesting federated partnership support. Federated support can be provided in specific
functional areas directly related to the crisis, or by assuming temporary responsibility for
noncrisis-related areas within the CCMD’s AOR, thereby freeing the supported command’s
assets to refocus on crisis support.

a. Supporting JIOCs, Service intelligence centers, and intelligence agencies will be
considered as being in direct support of the supported CCMD J-2. Specific command
relationships will be developed as part of crisis federation planning. Federated
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relationships may include assigning certain partners a reinforcing mission (e.g., taking
over support requirements from a supporting partner when the organization cannot
continue its federated mission).

b. The NJOIC adjudicates conflicting partnership requirements, facilitates the
establishment of crisis intelligence federations, and is responsible for providing overall
supervision, guidance, and assistance to the crisis intelligence federation process. The
NJOIC coordinates the re-prioritization of support when necessary, including the relief of
supporting partners when resources are no longer available to continue assigned crisis
federation support. Figure III-4 depicts the process for crisis intelligence augmentation and
federation support.

Guidance related to noncrisis or contingency intelligence federation as part of IP is
contained in Chapter IV, “Intelligence Support to Joint Operation Planning.

The ISR CONOPS documents the synchronization, integration, and operation of ISR
resources in direct support of current and future operations Tt outlines the capability to task,
collect, process, exploit, and disseminate accurate and timeiy information that provides the
awareness necessary to successfully plan and conduct operations. It addresses how all
available ISR collection assets and associated PED infrastructure, including multinational
and commercial assets, will be used to satisfy the joint force’s anticipated collection tasks.
To facilitate the optimum utilization of all available ISR assets, an ISR CONOPS should be
developed in conjunction with the command’s planning effort. The ISR CONOPS
should be based on the collection strategy and ISR execution planning, and should be
developed jointly by the joint force J-2 and J-3. The ISR CONOPS should also identify and
discuss any ISR asset gaps and shortfalls relative to the joint force’s validated PIRs and may
be used as a vehicle for justifying a request for the allocation of additional ISR resources. It
should also require a periodic evaluation of the capabilities and contributions of all available
ISR assets relative to the joint force mission in order to maximize their efficient utilization
and to ensure the timely release of allocated ISR resources when no longer needed by the
joint force.

a. The ISR CONOPS is the first step to building an ISR appendix and consists of
two parts:

(1) A brief description of validated intelligence requirements and ISR force
organization, allocations, employment priorities, and C2 relationships.

(2) A general depiction of employed or planned employment of ISR assets to
support daily joint and component-level operations.

b. The following are factors that should be considered when developing an ISR
CONOPS:
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All support requests, with the exception of requests for CIA support, are submitted to the
Joint Staff J-2 via the CCMD for validation and subsequent action. Requests for CIA
personnel/equipment support should be submitted directly to the CIA for action.

c. The National Intelligence Priority Framework (NIPF) is the DNI’s sole
mechanism for establishing national intelligence priorities. Intelligence topics reviewed by
the NSC Principals Committee and approved by the President annually form the basis of the
NIPF and the detailed priorities established by the DNI. The ODNI and the IC elements use
the NIPF to allocate national collection and analytical resources. The NIPF is the DNI’s
guidance to the IC on the national intelligence priorities for planning, collection, and
analysis. The NIPF serves as the basic guidance for US foreign intelligence collection and
analysis. It balances intelligence issues and countries to formulate a global standing priority
matrix. National collection requirements and analysis and production efforts are tied to the
NIPF priorities. The Deputy DNI for Analysis manages the NIPF. The review process
includes input from Services, OSD, and CCMDs. The NIPF matrix reflects customers’
priorities for intelligence support and ensures that long-term intelligence issues are
addressed. Ad hoc modification may be made to reflect the changing world event and policy
priorities. The contents of the NIPF are classified.

d. DIA uses the NIPF as the basis to develop and manage the defense intelligence
priorities framework (DIPF), which translates NIPF topics into DIAP topics. DIA
implements the NIPF through the DIPF. Defense priorities from the CCMDs and the
Services are also integrated into the DIPF.

e. The DIAP uses the NIPF to prioritize analysis and determine levels of effort for the
DOD IC. When the new NIPF priorities are approved, DIAP priorities are adjusted and
reflected in the DIPF. The approved DIPF is DOD’s intelligence application of NIPF
priorities to DIAP topics.

a. Collection operations acquire information about the adversary and other
relevant aspects of the operational environment and provide that information to
intelligence processing and exploitation elements. Collection management, which occurs
at all levels of intelligence, converts validated RFIs into collection requirements; establishes,
tasks, or coordinates actions with appropriate collection sources or agencies; and monitors
results and retasks as required. The foremost challenge of collection management is to
maximize the effectiveness of limited collection resources within the time constraints
imposed by operational requirements.

b. The terms “collection asset’” and “collection resource” need to be clarified in order to
understand the collection management process and the appropriate tasking procedures. A
collection asset or a collection resource is a collection system, platform, or capability. A
collection asset is subordinate to the requesting unit or echelon, while a collection
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(d) Short-term priority exceptions that support crisis issues, such as personnel
recovery, time-sensitive targeting, and response to natural disasters, may also be submitted
on a case-by-case basis.

(3) Multidisciplinary Approach. Collection disciplines complement each other,
and the collection manager must resist favoring or becoming too reliant on a particular
sensor, source, system, or technique. Each discipline’s limitations can be mitigated by the
capabilities of the others, as different systems provide additional, and alternative, insights
into the requirement. While a sensor, source, and/or system may seem to be an obvious
choice to satisfy a requirement, flexibility is the key. Collection managers are advised to
match collection resources to the type of requirements and information gaps that are most
likely to be satisfied by a particular collection operation (e.g., HUMINT and/or SIGINT can
capture adversary intent but GEOINT cannot). Rigid dependence on a single source may
result in mission failure, especially if that source becomes unavailable or if the adversary
becomes aware of the use of that single source and takes countermeasures. The use of a
multidisciplinary approach minimizes the adversary’s ability to detect discernable patterns
and thus may hamper his CI or denial and deception efforts. The CCMD JIOC performs
integrated collection planning and direction to determine, validate, and task multi-
intelligence discipline collection requirements based on CCDR mission needs and priority.
Collection managers and ISR collection operation managers specifically define all-source
collection needs, followed by the theater ISR collection strategy, plan, and CONOPS. All-
source CRM is done by the CCMD collection manager, with the prioritization, validation,
and distribution of the collection requirements. The CCMD J-2/JIOC directs, supervises,
and guides the execution of the strategic theater collection management process. The
objective is to orchestrate an all-source collection effort to efficiently and effectively satisfy
the CCMD and components’ collection requirements. The JIOC identifies all available and
required ISR collection assets and develops a theater collection plan that will be used to
provide cross-validation with the National ISR CONOPS to ensure coordinated collection
operations.

(4) Task Available Assets First. Use of available collection assets allows a timely
and tailored response to collection requirements and serves to lessen the burden on collection
resources controlled by other units, agencies, and organizations. However, if requirements
cannot be satisfied by available assets, the collection manager should request collection
support from higher, adjacent, and subordinate units, agencies, and organizations.

Collection management has two distinct functions: CRM—defining what intelligence
systems must collect—and collection operations management (COM)—specifying how
to satisfy the requirement. CRM focuses on the requirements of the customer, is all-source
oriented, and advocates what information is necessary for collection. COM focuses on the
selection of the specific intelligence discipline(s) and specific systems within a discipline to
collect information to satisfy the customer’s request. COM is conducted by organizations to
determine which collection assets can best satisfy the customers’ requests (see Figure I11-7).
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collection plan for collection by theater collectors or forwarded to DIA for national-level ISR
tasking.

a. Requirements origination. The subordinate joint force J-2 originates or
validates collection requirements from subordinate components and submits requests
for additional collection resources to the CCMD J-2, if they do not have the capability to
collect the data. The CCMD J-2 validates or modifies standing collection requirements
submitted by subordinate joint force or component commands. The CCMD JIOC tracks the
status of research, validation, submission, and satisfaction of all collection requests received.
At the JFC’s discretion, a JCMB may be formed to serve as a joint forum for the
management of collection requirements and the coordination of collection operations.
The JCMB is chaired by the J-2 and should include J-3 and component representatives. If
formed, the JCMB receives collection target nominations from the components and the
JFC’s staff, validates and prioritizes these requirements into a joint integrated prioritized
collection list (JIPCL), and recommends the employment of ISR assets to meet JIPCL
requirements.

b. Collection Planning

(1) Collection planning is a continuous process that coordinates and integrates
the efforts of all collection units and agencies. CRM begins with an understanding of the
commander’s PIRs to provide context to the overall intelligence problem. Based on the
PIRs, the intelligence staff (usually the intelligence planner and the analyst) develops more
specific questions known as EEIs. Analysts then develop RFIs, which are routed to CRM
personnel. In the context of collection management, RFIs are queries to see if the
information already exists and, if not, they form the basis of a collection requirement. The
collection manager checks any ongoing collection operation that might contribute to
satisfying the requirement. When previously collected information will not suffice,
collection requirements will be developed. When the RFI manager positively determines
that the information is neither available nor extractable from archived information or from
lateral or higher echelons, an information gap is identified. It becomes the responsibility of
collection management to obtain the information.

(2) The collection plan may be either a simple hard copy or automated worksheet
used solely by the intelligence staff or a more formal document, depending on the
complexity of the requirements to be satisfied. The collection plan includes PIRs, their
associated EEIs and related indicators, specific information requirements, collection assets
to be tasked or additional collection resources to be requested, when the information report is
needed, and who is to receive it. The completed collection plan forms the basis for further
collection actions (see Figure III-8 for a sample collection planning worksheet).

For information on how collaborative collection planning tools are used in the context of IP,
refer to Chapter IV, “Intelligence Support to Joint Operation Planning.”

(3) After establishing a collection plan, the collection manager transforms each
requirement from the plan into a specific effort that ensures optimum employment of
collection capabilities. For efficient management of collection requests, it is important to
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collect. From the continuation of this process for each of the collection disciplines, a
complete key element set is developed for the target.

(b) Range is measured as distance from a predetermined reference to the target
location. The range to the target can be used to quickly e....inate from consideration both
those standoff sensors that are unable to cover the target area and those sensors on
penetration platforms not capable of reaching the target area. In HUMINT/CI, the analogous
consideration would be the source’s access.

(c) Timeliness is when the information requested must be received in order to
be of value (latest time information is of value [LTIOV]). In order to ensure timeliness,
CRM planners must consider the entire intelligence process—not only collection time, but
also the lead time required for processing and exploiting collected data and disseminating the
resulting information.

(2) Collection Capabilities Factors. CRM translates the capabilities and
limitations of the available sensors, systems, or disciplines into a set of collection capability
factors that can be directly compared with the key element sets. The capabilities and
limitations of various disciplines and systems are considered, together with their availability,
to decide whether they should be tasked. Sensor capability factors are technical or
performance characteristics, range, dwell time, revisit times, and timeliness.

(a) Performance characteristics are concerned with the system’s ability to
collect the requested information, output quality, and location accuracy.

1. A system within a particular discipline may or may not be able to
collect information on a particular target. For example, SIGINT collection systems operate
in discrete frequency ranges; therefore, if the adversary system being sought operates outside
those ranges, that particular collector is not viable as a potential source.

2. The data quality relates to the level of detail that can be derived from
the collected information. For example, different imagery systems provide varying degrees
of image resolution.

3. The importance of location accuracy depends on the planned use of the
information collected. For example, information collected for targeting purposes,
particularly in support of coordinate-seeking weapons, demands greater locational accuracy
than information collected for updating OBs.

(b) Platform/sensor range deals with the system’s ability to provide target
coverage. This characteristic is used to determine which platforms are capable of reaching a
location to bring its sensors to bear on the target area. This location is determined by
limitations of the operational environment (primarily weather and threats), commander’s
guidance and rules of engagement, the physical capability of the platform to reach the
specified location, and, where applicable, platform/sensor data transmission/receive ranges
(e.g., aitborne tether). The collections requirements manager assesses combinations of these
various range factors to determine a sensor’s potential to meet operational requirements.
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factors to provide a preliminary list of sensors that are technically able to collect the desired
data within the range to the target and time required.

(4) Operational Environment Factors. After correlation, the candidate sensors
are compared with operational environment factors to support final sensor selection. Those
operational environment factors include the threat, terrain, contamination, solar
position, electromagnetic interference, and weather that might influence the particular
discipline or sensor selection. Depending on the operational environment factors, a
technically capable sensor may be dropped from consideration.

(a) Sensor vulnerability is the degree to which adversary countermeasures may
affect the collection platform and/or sensor. In general, the sensor platforms that must
penetrate adversary territory or airspace are the most vulnerable, stand-off sensors less so,
and satellite sensors the least vulnerable (though not completely invulnerable). Threat
assessment is an evaluation of risk (military risk and political sensitivity) versus intelligence
gain. When so designated by the commander, sensitive reconnaissance operations can be
employed within predetermined high-threat areas. Such operations require additional
protective measures, some of which involve increased and/or specialized tasking of
intelligence assets looking for adversary reactions that may require a threat warning alert.

(b) Weather and light conditions are also considerations, particularly with
electro-optical sensors. Weather conditions in and around the collection area may affect the
collection platform and/or sensor capability to “see” the area.

(c) Terrain is also a consideration. It may mask a target, thereby dictating both
the choice of platform and the direction a sensor must point.

(d) CBRN contamination may be present from the use of warfare agents or
materials, collateral damage, or release other than attack. Selection criteria for sensors must
include their vulnerability to contamination, their ability to withstand decontamination, and
their potential for spreading contamination. This concept is known as CBRN survivability.

(5) Availability. The list of viable collection disciplines, systems, and sensors is
reviewed for current availability (to include estimated downtime if not available) and the
addition or deletion of capabilities. Coordination with adjacent and higher HQ and national
agencies will determine the availability of theater and national resources.

d. Task Assets or Request Tasking of Resources

(1) The collection manager begins by considering the highest priority requirement,
then proceeds through the active requirements list to determine how each request can be
satisfied (see Figure I1I-11). The manager for CRM transmits to the manager for COM the
requirements and recommendations for planning, scheduling, and control of the prioritized
list. The resulting tasking provides specific guidance that identifies the activity to undertake
collection operations, the target to be covered, the date-time the mission is to be
accomplished, and the place and time data is to be reported. Collection tasking includes
PED, tasking, guidance, and instructions.
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(2) Collection to satisfy the requirement may occur at any level. For example,
if a CCDR determines that the information needed to answer an RFI is unavailable, the
commander may task collection assets or request multinational or national-level support to
satisfy the requirement. When preparing the tasking and/or request, consideration should be
given whether to integrate the requirement into an ongoing, planned, or new mission.

(3) Tasking request forms or messages are dependent on the tactical situation,
type of sensor, and type of asset or resource (i.e., supporting, theater, national, or
multinational). Many specific data elements in these requests and the transmission
procedures are classified. In the case of assigned and direct support assets, requesters follow
instructions provided in the OPLAN or OPORD intelligence annex or by message. In
addition, the Joint Tactical Exploitation of National Systems Manual, DIA manuals, and the
classified DIA HUMINT Executor-M-3301.001, DIA HUMINT Manual, Volume I:
Collection Requirements, Reporting, and Evaluation Procedures, provide guidance for
requesting support from national resources, establish procedures, and authorize
responsibilities within the collection enterprise. In preparing requests for national resources,
the collection manager should consider the guidelines in Figure ITI-12.

(4) Intelligence Collection Strategy. A collection strategy is a systematic
scheme to optimize the effective and efficient tasking of all capable, available, and
appropriate collection assets and/or resources against requirements. Collection system
effectiveness is determined by analyzing the capability and availability of ISR assets and
resources to collect against specific targets. Collection system efficiency is determined by
comparing the appropriateness of all available and capable ISR assets to collect against
specific targets in a given environment. For example, an RC-135 might provide a greater
collection capability than is required to support a given mission. In such situations, an RC-
12 Guardrail might be sufficiently capable of meeting the joint force’s requirements, and
would therefore serve as an appropriate substitute for the more capable RC-135, which could
be more efficiently used elsewhere. The collection strategy considers all outstanding
intelligence requirements, their relative priority, and the immediate tactical situation.

(a) Resource integration is a process whereby a new collection requirement is
integrated with current or planned missions to increase the efficiency of the overall collection
effort. By tasking a mission already in progress, it may be possible to reduce timelines,
make collection more responsive to the request, and decrease cost and risk. This is weighed
against the priority of scheduled targets that may have to be dropped to accommodate new
targets and the impact of a mission change on the effectiveness of the ongoing mission. In
cases where intelligence collection assets may augment and clarify ongoing threat warning
events, a rapid intelligence gain/loss assessment must be made and agreed upon by ISR
planners for retasking of collection missions already in progress. Situations may warrant
such dynamic retasking of intelligence assets to support the commander’s urgent force
protection as opposed to intelligence requirements. When integration of a new collection
requirement with current or already planned missions is not feasible, a new mission should
be planned.

(b) While one source may be suitable to collect against different requirements,
in some cases multiple sources are necessary to satisfy a single, high-priority requirement.
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than acceptable, the use of multiple capabilities of different systems or disciplines is required
to increase the likelihood of success. Asset mix or redundancy places greater demands on
the limited assets and/or resources available and has to be clearly justified by the potential
intelligence gain.

(d) Across the range of military operations, collection strategies against high-
value targets should emphasize and provide for the near-continuous, all-weather, day/night
surveillance of the target through the efficient utilization of all appropriate ISR assets in
persistent surveillance, as opposed to periodic reconnaissance, mode. Persistent
surveillance, as part of a collection strategy, enables timely decisions by the commander and
the effective use of precision-guided munitions and is critical to countering the adversary’s
use of military deception (MILDEC). Long-dwell ISR platforms such as remotely piloted
aircraft, distributed undersea and unattended ground sensors, battlefield surveillance radars,
and special operations forces (SOF) have enabled a paradigm shift in which it is possible to
provide continuous surveillance over large portions of the area of interest to monitor, tag,
track, characterize, and report on movements and activities associated with the target.
Persistent surveillance is facilitated by the effective integration and synchronization of all
theater and national ISR assets and resources in a coherent collection strategy. Because
persistent surveillance depends heavily on resources that are in high demand and usually few
in number, requirements for persistent surveillance must be prioritized.

e. Evaluate Reporting. The evaluation process tracks the status of collection
requirements and provides feedback to the requesters. Monitoring outstanding
requirements ensures that orders and requests for collection activities are understood and the
right information is being sought. When the collection results are provided, the collection
manager evaluates the report(s) for completeness, ensures that the requesters receive a copy,
and determines, in conjunction with the requester, if the requirement has been satisfied.
Requester feedback establishes customer satisfaction, permits tasking deletion, and frees
collection assets and resources to be redirected to satisfy other active requirements.

f. Collection Plan Update. Based on the requester’s assessment of requirement
satisfaction, the collection manager reviews priorities for currency. The collection plan is
updated to include retasking (if the requirement is not satisfied), adding new requirements, or
canceling satisfied requirements.

The COM process organizes, directs, and monitors the equipment and personnel
that and who actually collect the data to satisfy requirements. COM develops strategies
for collection against requirements in cooperation with CRM; predicts how well a system
can satisfy requirements; evaluates the performance of the collection systems; allocates and
tasks collection assets and/or resources and processing and/or exploitation systems; and
monitors and reports the operational status of collection systems (see Figure III-13). The
COM process is directly linked to collection plan execution through ISR visualization.

a. Collection Mission Planning
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joint force J-3 current operations element, either through physical collocation or by virtual
connectivity. Likewise, the joint force’s ISR visualization operation must be integrated and
interoperable with corresponding ISR battle management operations conducted at the
component commands. A common set of ISR visualization tools provided through the
joint GCCS and Service C2 communications system variants must be fully integrated into
these battle management operations and must support the commander’s information
requirements through the COP.

For a more detailed discussion of JIPOE products and ISR, see JP 2-01.3, Joint Intelligence
Preparation of the Operational Environment.

During processing and exploitation, collected data is correlated and converted into a
format suitable for subsequent analysis and production of intelligence. Processing
remains distinct from analysis and production in that the resulting information is not yet fully
subject to analytical assessment. Nevertheless, relevant time-sensitive information
resulting from processing and exploitation (especially targeting, personnel recovery, or
threat warning information) should be immediately disseminated to decision makers (to
facilitate timely operations) and to intelligence personnel (for all-source intelligence
analysis). Processed data should be automatically integrated with existing information in the
GCCS COP to provide the most current view of the operational environment (see Figure III-
15).

a. Atthe CCMD level, the J-2 manages theater processing systems and capabilities.
Prior planning is critical to ensure that preparation is made for system interoperability
problems that may arise from a complex joint, interagency, and multinational systems and
communications environment. The potential for operations involving both nonmilitary
organizations and NGOs complicates this environment. The J-2 should consider these
factors and be flexible in developing work-around procedures. Intelligence processing
elements should be prepared to set up both US-only and multinational segments.

b. Processing and exploitation of collected information by the components and their
subordinate units is closely associated with the effective management of ISR assets.
Normally, the collection operation element also controls the sensor-unique processing,
exploitation, and analysis equipment. Various exploitation capabilities exist to serve several
different collection systems. The exploitation manager must plan the workload and develop
a priority system for accomplishing the work, to include reporting status of ISR assets.
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realistic mission simulations (ground, air, or sea), input to the COP, or two-color multi-view
images indicating OB changes, troop movements, or significant geographic changes.

b. Imagery may be processed and exploited at multiple locations simultaneously,
both in and out of theater, by the JIOC or equivalent, component command intelligence
units, Service intelligence centers, and national intelligence organizations. The JIOCs, or
other organizations, process the digital data and display the down-linked imagery on a
workstation in soft copy form for immediate exploitation. The imagery can also be sent to a
digital library for later use. Imagery exploitation results, such as reporting, annotated
images, and shape files, may be incorporated into an all-source product focusing on a given
target or target type, topic, or activity. IMINT may also be used to update databases resident
with Global Command and Control System Integrated Imagery and Intelligence (GCCS-I3).
Non-time-dominant exploitation results may be distributed via normal dissemination
methods.

c. Geospatial information identifies the geographic location and characteristics of
natural or constructed features and boundaries on the Earth, including statistical data and
information derived from, among other things, remote sensing, mapping, and surveying
technologies; and mapping, charting, geodetic data, and related products. Geospatial
information provides the basic framework for visualizing the operational environment. The
geospatial component of information allows for fusion, visualization, analysis, and sharing
based on geospatial capabilities. It may be presented in a variety of forms: printed maps,
charts, and publications; digital databases; photographs; or digitized maps and charts or
attributed data.

SIGINT support to joint operations includes communications intelligence (COMINT),
ELINT, and foreign instrumentation signals intelligence (FISINT). COMINT processing is
accomplished by NSA/CSS elements either assigned to or in support of the joint force
mission. Depending on the level required for subsequent analysis and reporting, processing
may be performed by assigned units in the operational area, at the regional JIOCs, or by
specialized Service component or Defense activities. ELINT processing in support of a
joint force may come from a number of sources including assets attached to the joint force,
national ELINT centers, and CCMD JIOCs. FISINT processing is accomplished by
specialized, national-level Service and DOD organizations. Requests for SIGINT support
should be forwarded through the theater J-2 to the NJOIC for tasking to the appropriate
organizations. Where applicable, requests for SIGINT support should be entered into
approved systems such as PRISM, for approval by the designated signals intelligence
operational tasking authority (SOTA).

MASINT provides technically derived intelligence to detect; tag, track, and locate; and
describe the specific characteristics of fixed and dynamic target objects and sources. Asan
integral part of the all-source collection environment, MASINT contributes both a unique
and complementary information component to the information requirements of commanders.
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Specialized MASINT processing and exploitation techniques on collected raw data may be
able to broaden the usefulness of data collected by other intelligence systems. MASINT is
employed as a global system with capabilities to exploit opportunities worldwide.
Service S&TI centers play a critical role in processing, exploiting, and analyzing MASINT
data. Additionally, the Services generate MASINT products in support of their respective
components assigned to joint forces. The resulting MASINT products contribute to but are
not limited to I&W, JIPOE, force protection, and foreign materiel exploitation. In addition,
MASINT provides intelligence on WMD capabilities as well as weapons system capabilities
based on analysis of collected telemetry data.

OSINT is obtained from commercial radio and television broadcasts, computer and
Web-based sources, newspapers, magazines, and other written publications. OSINT
processing transforms (converts, translates, and formats) text, graphics, sound, and
motion video in response to user requirements. For example, at the national level, the
DNI Open Source Center (OSC) provides translations of foreign broadcast and print media.
OSINT is also available from commercial companies that collect information using their own
assets or that buy information from independent contractors who listen to daily
radio/television news broadcasts, and/or read daily newspapers.

a. Exploitation of captured adversary equipment can provide critical information on
adversary strengths and weaknesses that may favorably influence operation planning.
Exploitation of adversary equipment, excluding computer storage media, video and
digital recording media, and media equipment, is generally performed in the CCMD by
a joint captured materiel exploitation center (JCMEC), which is staffed by Foreign
Materiel Program personnel from the Services’ technical intelligence (TECHINT)
organizations and Naval Explosive Ordnance Disposal Technical Division. CCMDs or
subordinate joint forces should notify the NJOIC through command channels when they
require JCMEC support. This will help to ensure that appropriate Service component
resources are requested to meet the support requirement.

b. Traditional technical intelligence processes were replaced in Iraq and Afghanistan by
more responsive exploitation and collections activities to address the enemy’s rapid
improvisation of weapons, IEDs in particular, on the battlefield. To meet the asymmetric
weapon threat posed by insurgents, there is the need to embrace nontraditional players,
accommodate newly formed capabilities, and incorporate a technical and forensic
exploitation process at all levels of command. There has been a paradigm shift in
commanders’ expectations for battlefield recovery and exploitation of captured or found
enemy materials and weapons, both conventional and improvised. They demand rapid
feedback from the exploitation process at all levels. This is driven by the requirement to
maximize the intelligence value of an IED event or cache find to facilitate the following:

(1) Develop force protection measures.
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a. Intelligence analysis and production is accomplished in response to expressed and
anticipated user requirements. Intelligence (in the form of both products and services)
responds to the chain of command and the decision-making authority it supports; US policy
decisions and military operational requirements; and changes in strategy, tactics, equipment,
and overall capabilities of US and foreign military forces. Fused joint intelligence
assessments, such as assessments of the current state of the operational environment,
assessments of how the situation might affect friendly or adversary forces, current
assessments of military capabilities, and estimates of adversary COAs assessments, are also
frequently used to present the most thorough and accurate intelligence to support the JFC’s
decision-making process.

b. Intelligence is produced through the integration, evaluation, analysis, and
interpretation of information from single or multiple sources. Intelligence production
must be coordinated and directed by the J-2 to provide nonduplicative all-source intelligence
products to the requester. Production for joint operations is accomplished by organizations
at every echelon from national to subordinate joint force level. Effective production
management ensures that the CCDR and/or subordinate JFC receives the intelligence
products and services required to accomplish the assigned mission. Automated database
systems provide current tailorable data appropriate to the mission (see Figure I11-16).

a. Data initially received from the sensor arrives in various forms depending on the
nature of the sensing device. Depending on the source, the raw input may be in the form of
digitized data, unintelligible voice transmissions, large digital files containing unrectified
images of the Earth, or spools of unprocessed film. In order to be usable for a planner,
decision maker, or intelligence analyst, this raw data must first be processed into an
intelligible form. Trained intelligence specialists resident at JIOCs, JISEs, Service
components, Service intelligence centers, and intelligence combat support agencies typically
convert raw data into usable information by processing and exploiting the data (see Figure
I1I-17). The amount of time required to complete this process depends on the type of sensor
and data transmission method. It could range from minutes to days.

(1) In the first step, collection output is converted by sensor-specific processing
measures into visual, auditory, or textual information that is intelligible to humans.

(2) A separate process is required to further translate and contextualize the
information that results from initial processing. It is not until the end of this step that the
planner, decision maker, or intelligence analyst can cognitively assimilate the information.
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(3) Analysis. During analysis, deductions are made by comparing integrated and
evaluated information with known facts and predetermined assumptions. These deductions
are combined and assessed to discern patterns or recognize events.

(4) Interpretation. Interpretation is an objective mental process of comparison
and deduction based on common sense, life experience, military knowledge covering both
adversary and friendly forces, and existing information and intelligence. This mental process
involves the identification of new activity, recognizing the absence of activity, and a
postulation regarding the significance of that activity.

For more information on analytical methodology, see Appendix D, “Analytic Tradecraft.”

Collaboration among intelligence producers is imperative not only to overcome
shortages of analysis and production resources, but also to improve the overall quality of
intelligence by providing access to recognized, but geographically separated, subject matter
experts. Through collaboration, intelligence analysts are able to share information,
discuss opinions, debate hypotheses, and identify or resolve analytic disagreements.

a. During crisis situations or contingency operations, some formal collaboration will be
facilitated by preplanned federated intelligence partnerships. However, even in the absence
of a federated support arrangement, JIOC analysts and their counterparts in other theaters
and at the national level should collaborate as the situational requirements dictate. During
peacetime, routine, informal collaboration among intelligence analysts should be encouraged
within guidelines established by the JFC or joint force J-2.

b. The IC has incorporated a variety of tools on both JWICS and SIPRNET to foster
greater collaboration within the IC. For more information on these, see Appendix D,
“Analytic Tradecraft.”

a. Intelligence databases are repositories of collected data, processed information,
and finished intelligence products that provide analysts with the technological means to
rapidly retrieve, sort, and correlate relevant information. Intelligence databases are
usually designed to support specific requirements and functions, and are therefore often
stovepiped according to intelligence disciplines. For example, the NGA National
Exploitation System is the repository for imagery analysis and production, and the SIGINT
On-Line Information System contains current and historical finished SIGINT products. The
stovepiping of information by intelligence discipline or production category limits the
potential timeliness and quality of intelligence production, as analysts are forced to search
multiple databases for relevant information. Furthermore, as databases grow in volume and
complexity, potentially vital pieces of information may become increasingly difficult for
analysts to find and retrieve. In order to overcome this limitation, virtual knowledge bases
have been designed to serve as integrated repositories of multiple databases as well as
reference documents and open-source material.
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Intelligence databases are described in greater detail in Chapter V, “Intelligence and the
Global Information Grid.”

b. Virtual knowledge bases are essentially databases of databases organized around
geographical or topical communities of interest. They provide the means for analysts and
intelligence consumers to easily access the most current information and intelligence
available in multiple databases and other reference sources. Knowledge bases consist of
elements (knowledge objects and knowledge packets) that can stand alone or be
combined to make virtual documents that can be tailored to the users’ needs.
Knowledge bases logically organize intelligence issues in ~ “ierarchy that facilitates analytic
problem solving (see Figure 111-18). Additionally, dynanue links among knowledge base
elements make it possible to automatically and simultaneously update intelligence products
as new information is received.

Intelligence products produced by or for the subordinate joint force are described below
and in Figure III-19.

a. I&W

(1) The I&W process analyzes and integrates operations and intelligence
information to assess the probability of hostile actions and provides sufficient warning to
preempt, counter, or otherwise moderate their outcome. The focus of I&W varies at
each echelon, and is most specific at the operational and tactical levels.

(2) Subordinate joint force I&W relies on tip-offs from all sources at all levels. An
integrated and responsive intelligence architecture must be established to satisfy theater
requirements. & W intelligence requirements include the following:

(a) Local or regional government capability to deal with the situation.

(b) Adversary intentions, capabilities, preparations, deployments and related
activities, and possible methods of attack.

(c) Adversary motivations, possible triggering events, goals, and objectives.

(d) Changes in adversary force dispositions, military activities, and
mobilization status.

(e) IO capabilities in the region.

(f) Activities related to cyberspace attack preparations by regional and
international actors with interests in the area.
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(f) The impacts of current and forecast METOC conditions, which include the
entire range of atmospheric phenomena extending from the Earth’s surface (cloud cover,
precipitation, winds, and other METOC conditions) into space (space weather), as well as all
of the marine environment from the bottom of the ocean to the air and/or sea interface (surf,
sea conditions, or other sea interfaces).

(g) Military and political events.

(h) Status of strategic transportation nodes, to include major airfields, seaports,
and surface networks.

(1) Adversary WMD assets, WMD-related facilities, and activities (e.g.,
movement of WMD materials, technology, and expertise). Location and characterization of
TIMs resident in or transiting the area of interest. Potentially dual-use facilities (e.g.,
pharmaceutical plants, fertilizer-production facilities, nuclear reactors), including those with
legitimate industrial or military functions.

(j) Adversary foreign intelligence and security activities.
(k) Adversary or potential adversary cyberspace capabilities.

(3) Current intelligence and general military intelligence (GMI) efforts are
interdependent. The intelligence gained during development of current intelligence forms
the basis for the GMI effort.

c. General Military Intelligence

(1) GMI is tailored to specific subordinate joint force missions and includes
information on the organization, operations, facilities, and capabilities of selected foreign
military forces and pertinent information concerning the environment (political, economic,
topographic, geodetic, demographic, and sociological aspects of foreign countries).
Specifically, GMI deals with information on the items listed in Figure I1I-20.

(2) Fused joint intelligence assessments are listed below.

(a) Military Capabilities Assessment. Determining the adversary’s potential
military capability includes the identification of forces and dispositions, an evaluation of the
adversary’s vulnerabilities, and an assessment of the adversary’s ability to employ military
force to counter the objectives of friendly forces. The CCMD JIOC is the subordinate joint
force’s primary source for all types of military capabilities assessments. Subordinate joint
force components continuously provide information to the joint force JIOC or JISE to update
military capabilities databases. The six major components of an opposing force addressed in
the assessment are as follows:

1. Leadership and C2. An assessment of the adversary’s ability to direct
forces to accomplish a designated mission. Includes information on C2 nodes, lines of
authority and reporting chains, and biographical data on key personnel.
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5. Technical Intelligence. Assesses the technical sophistication of forces,
units, and weapon systems, to include WMD, as well as their capabilities, constraints,
vulnerabilities, and countermeasures.

6. Cyberspace Threat Assessments. Assesses the ability of potential
adversaries to disrupt US and allied C2 systems, and determines the vulnerability of hostile
C2 to friendly exploitation or attack.

(b) Military-Related Subjects Assessment. This type of assessment can
provide indicators of an opposing force’s capabilities and vulnerabilities, including its
warfighting sustainability. Examples are as follows:

1. Communications System and Cyberspace. An assessment of the
adversary’s communications system (i.e., telecommunications nodes and networks) to
determine availability, connectivity, and vulnerabilities.

2. Defense Industries. An assessment of industrial production capacity,
available stockpiles of goods and raw materials, natural resources, C2 system, and
reconstitution capability.

3. Energy. A listing of power and fuel sources and their distribution
network locations and capabilities.

4. Military Geography. A study of the impact that geographic features
may have on planned operations, force deployment, and movement within the operational
area.

5. Demography. Understanding the dispersion and cultural composition
of the population (i.e., language, religion, socioeconomic status, and nationality or ethnic
groups) in the operational area critical to the nature of the operations to be conducted.

6. Transportation. The lines of communications (LOCs) (i.e., location
and capacities of airports, ports, and harbors; types, locations and capacities of roads,
bridges, railways, and waterways) and equipment required by military and/or civil-military
activities.

7. Space Systems. An assessment of the adversary (red), allied (green),
and neutral (grey) inherent and available space capabilities and infrastructure.

8. Environmental Considerations. An assessment of environmental
factors that could affect military operations such as oil dumping/fires, TIMs industries and
storage/waste sites, trash/waste dumping, and even space debris. This assessment should
also include any cultural/historical/religious sites and even endangered species habitats. The
CCMD JIOC is the primary source for the latest intelligence assessments of environmental
considerations.

9. Medical. Availability and capability of foreign military and civilian
medical facilities, equipment, and supplies, as well as professional medical personnel to treat
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(b) Identifying resources for the topic, including systems, funding, and
specialists.

(c) Assuming lead or contributing production center responsibilities for
validated PRs.

(d) Requesting collection for any essential information gaps.
(e) Completing original research on the topic.

(f) Producing assigned categories in shared national-level databases (such as
MIDB) within the topic and/or geographical area.

(g) Providing analysis and substantive judgments in response to validated
customer requirements.

b. The CCMD J-2 identifies and validates command IRs. The command’s
production center (e.g., JIOC) schedules and accomplishes production activities, focusing on
producing tailored, finished intelligence in support of mission planning and execution.

c. At the subordinate joint force level, production focuses on the fusion of all-
source intelligence from components, the CCMD JIOC, and national sources to support
the joint force mission and operations. The CCMD JIOC receives information from all
echelons and performs all-source analysis and production. It is the primary source from
which subordinate joint forces receive intelligence and intelligence products on their areas of
interest.

d. Lower echelons request, or pull, the tailored intelligence products they need
from intelligence databases electronically available at intelligence centers at all levels.
This concept allows JFCs to acquire relevant intelligence, based on their mission and the
specific phase of the ongoing operation, using intelligence databases physically maintained
at other echelons and locations. The CCMD J-2 remains responsible for the coordination of
intelligence information in-theater and manages the flow of intelligence through direct
communication with each command and Service. The push and pull concepts are discussed
further in Section E, “Dissemination and Integration.”

Customers communicate requirements to their supporting intelligence office at an
existing military element, which articulates the customers’ needs as an RFI. RFIs state
questions the customer wants answered or contain other specific intelligence needs, such as
countries and topics required, in databases, target materials, and hard copy or other
production media. RFIs also specify the various levels of detail required as well as the
periodicity of production and updates. An RFI template is contained in COLISEUM.
COLISEUM automates the DIAP procedures for registration and assignment of RFIs and
subsequent tracking of the RFI.
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a. After the supporting intelligence office surveys local resources to ensure the
requirement does not duplicate existing or scheduled production, it completes and forwards
the RFIto the supporting intelligence center (SIC) at the next level in the Service, CCMD, or
DIA chain. At the joint force command or Service component, the next level SIC is
resident at the CCMD JIOC. DIA/DI, each Service, and each CCMD has a SIC to
process and validate the RFIs submitted by their organizations’ supporting intelligence
offices. The CCMD SIC will normally accept RFIs via e-mail or other informal means.
However, the SIC must input the RFI into COLISEUM to initiate IC production. The
validation process shall include a determination as to whether the requirement submitted by
the supporting intelligence office has been properly identified as a PR or should be addressed
by other means (e.g., as a collection requirement or request for personnel or operational
support).

b. Upon validation, the SIC determines if the requirement should be divided among
multiple producers based upon the specifics of the PR and the expertise of the various
production centers. The SIC then assigns production responsibilities and transmits the
assigned PR(s) to the appropriate production center(s) with information copies to possible
collaborative production centers. Simultaneously, information copies are sent to the Defense
Intelligence Production Functional Manager, who is an element of DIA/DI.

c. Once requirements are assigned to a primary production center, the center
coordinates the efforts of all collaborating production centers for the designated product. All
centers schedule the production of each PR consistent with other assigned projects and DIAP
priorities. The commander and/or director of each production center is responsible for
submitting a binding, for-the-record assessment of the center’s ability to respond to each PR.

d. After coordination with collaborating centers, the primary production office provides
a written interim response to the customer, stating the format and type of document it will
produce and citing a final response date. Copies of the response are sent simultaneously to
the assigning SICs, the collaborating production centers, and the Defense Intelligence
Production Functional Manager.

a. All requirements must be identified, documented, and prioritized. Whenever
possible, customer requirements should be satisfied with either existing intelligence products
or modifications to existing products to prevent duplication of effort. Intelligence products
must be in a format that the customer can understand and apply.

b. The joint force J-2 is the focus for all intelligence requirements generated within the
joint force staffs and/or at lower echelons. These requirements are satisfied by the joint force
J-2 through information the J-2 holds, can access via databases, or can acquire by available
collection assets. If internally generated requirements cannot be satisfied by available joint
force assets, the joint force J-2 shall validate and prioritize these requirements and submit
them as RFIs to the CCMD JIOC. This includes production and/or collection requirements
that can be satisfied only by CCMD resources or by national agencies. If a CCMD JIOC
cannot satisfy these RFIs, it will forward them directly to DIA or the DIAP responsible
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The timely dissemination of critical information and finished intelligence to appropriate
consumers is paramount to attaining and maintaining information superiority. Intelligence
must be disseminated in such a manner that it is readily accessible by the user. Time
considerations dictate that information is “pushed” in a way that is automatically rendered or
visualized in the GCCS COP. The integration of intelligence into the COP is facilitated by
the GCCS mission application. GCCS enhances the COP by providing a standard set of
integrated, linked tools and services which give ready access to imagery and intelligence that
is seamlessly plotted on the COP.

a. The J-2, at each echelon, manages the dissemination of intelligence to the user.
Intelligence must be provided in a form that is readily understood and directly usable by the
recipient in a timely manner without overloading the user and, at the same time, minimizing
the load on communications capabilities. It is also important to provide for maximum
possible release of appropriate classified reporting, analysis, and targeting data to
multinational forces. When a joint force J-2 is supported by a NIST, national RFIs are
routed to the NIST for immediate action, in addition to the NJOIC. The NIST and NJOIC
deconflict RFIs, and the joint force J-2 or CCMD JIOC maintain the responsibility to enter
the RFIs into COLISEUM.

b. Dissemination consists of both “push” and “pull” control principles (see Figure
III-23). The “push” concept allows the higher echelons to push intelligence down to satisfy
existing lower echelon requirements or to relay other relevant information to the lower level.
This includes warning data initially received only at the national or theater level; other
critical, previously unanticipated material affecting joint operations; intelligence that satisfies
standing information requirements by a subordinate unit; or specially prepared studies
requested in advance by the subordinate joint force J-2. The “pull” concept involves direct
electronic access to databases, intelligence files, or other repositories by intelligence
organizations at all levels. An increasing number of intelligence “pull” products are
available on INTELINK or INTELINK-S (collateral version), STONEGHOST
(Commonwealth version of INTELINK), INTELINK-P (Policynet), and other national and
theater file servers. One means of improving the pull method across the IC is establishment
ofthe Library of National Intelligence (LNI). The LNI has more than 1.7 million documents
and includes disseminated analytic reports from the CIA, DIA, NGA, NSA, US Coast Guard
ICC, OSC, Service intelligence centers, and others. The “pull” method is far quicker and
more streamlined than RFI/PR submission, provided the desired information already exists in
a usable form. However, a judicious push may be needed to avoid overloading the lower
support HQ. The Global Broadcast Service also provides a greatly enhanced capability to
distribute multiple kinds of data, including bandwidth-intensive video and imagery, to all
levels of command. Additionally, the capability to directly broadcast threat warning alert
notifications by means such as the NSA-provided TRIBUTARY voice threat warning
network, enables the direct “push” of time-critical information from an ISR source to those
friendly assets most at risk. Similarly, the utilization of collaborative tools and related
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(6) The Services and CCMDs are integrating digital dissemination
technologies into their intelligence architectures. The subordinate joint force J-2 should
quickly assess the equipment assets and training levels of all assigned forces to ensure timely
dissemination of intelligence to all users.

(7) DOD and Service DCGS architectures are integrated components of the joint
force intelligence processing and dissemination system. They are designed to provide
commanders with timely intelligence information derived from national, commercial, DOD,
and combined force ISR nodes via a variety of point-to-point, broadcast, and Web-based
communications networks.

b. Hard Copy Dissemination. The capability to deliver intelligence by facsimile
(FAX), message, or courier in hard copy still remains a requirement in many situations.
In any operation involving multinational forces, this is especially true as US intelligence
equipment and system architectures are often not compatible or at the same security level.
Additionally, some products, such as maps, are often available only in hard copy when large
quantities are required.

(1) CCMDs manage the movement of hard copy intelligence to deployed
subordinate joint forces in coordination with the J-3, the logistics directorate of a joint staff
(J-4), the DPM, and the dissemination manager. Past operations and communication
limitations associated with transmitting large format and/or color products have validated the
continuing requirement to ship some critical hard copy products to consumers. However,
many Service elements now are equipped with large format plotters with the ability to print
from digital sources. The DPM should check for availability and coordinate access for
intelligence personnel.

(2) From the beginning of any operation, the CCMD (J-2, JIOC, or subordinate
joint force J-2) establishes a dedicated procedure for moving hard copy intelligence from the
production centers to the theater and distributing it within the operational area. This includes
nominating priorities to the JFC relative to available air and/or sea lift resources for delivery
of hard copy intelligence support products.

Information superiority requires the timely integration of intelligence with operations in
an easily understood format that facilitates decision making at all levels while at the same
time maximizing the amount of relevant information available. Furthermore, the integration
of intelligence and operations on a continuous basis allows commanders and all operational
planners access to the most current information available, thereby optimizing intelligence
support to operation planning, preparation, execution, and CA functions. The primary
vehicle for integrating intelligence and operations is the COP. Intelligence must be
disseminated in such a manner that it can be automatically rendered or visualized in
the COP and facilitate a shared operations/intelligence view of the operational
environment.

S5C 5104

























(2) J-2 Staff Estimate. An assessment of intelligence and CI capabilities of all
assigned or apportioned intelligence assets available to support the operation and required
capabilities neither assigned nor apportioned. It identifies and addresses known or
anticipated factors pertaining to CI or intelligence collection, processing and exploitation,
analysis and production, and dissemination and integration that may limit the intelligence
staff function’s ability to support proposed friendly COAs.

c. National Intelligence Support Plan. The NISP is a supporting plan to a CCMD
plan that details how the intelligence capabilities of CSAs, Services, and other DOD
Intelligence Enterprise organizations will be employed to meet the CCDR’s stated
intelligence requirements. It facilitates the integration of theater and national intelligence
capabilities and synchronizes intelligence operations. The NISP will also identify tasks
requiring non-DOD Intelligence Enterprise support. It contains annexes from applicable
defense intelligence agencies / organizations that detail their concept for function support. A
NISP consists of four primary components: the NISP base plan, an ITL, capability
assessments, and FSPs.

(1) NISP Base Plan. The base plan provides overall guidance to integrate and
synchronize the DOD Intelligence Enterprise effort for the supported CCMD plan. It
contains the concept of intelligence operations, assigns tasks and responsibilities, requests
interagency support as required, and identifies major gaps and shortfalls.

(2) Intelligence Task List. The ITL is a compilation of prioritized, focused, all-
source analysis and PRs to support all phases of the plan. It is organized into a two-tier
hierarchy of tasks and subtasks. Subtasks are the constituent elements of the task, which,
when taken together, define the tasks’ scope and content. The CCMD JIOC divides the ITL
into tasks that can be performed solely by its subordinate elements and those that it will pass
to the DOD Intelligence Enterprise for satisfaction. The ITL and the J-2’s staff estimate are
the basis for developing federated analysis and production plans. It is important to
remember that tasks are defined as the actions taken by intelligence to support the CCMD
plan. The term “intelligence task™ is not a synonym for an intelligence need or an
intelligence requirement.

(3) Capability Assessments. A capability assessment is a brief evaluation of a
CCMD JIOC, CSA, or Service intelligence center capability and capacity to satisfy CCMD
intelligence requirements, recorded in matrix format. These assessments form the basis for
identification of capability shortfalls and knowledge gaps.

(4) FSPs. An FSP is an intelligence agency/organization’s annex to a NISP that
describes the intelligence capabilities and concept for their employment in direct support of
the CCMD plan. The FSP also identifies significant gaps and shortfalls in supporting the
CCMD mission and identifies mitigation strategies.

For more information on IP products and processes, see CJCSM 3314.01, Intelligence
Planning.
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Intelligence Activities During Joint Operation Planning Process

Intelligence Support to
Joint Operations Planning

Planning Intelligence Operations

Strategic » Update latest dynamic threat » Determine if a national intelligence
national assessment support plan (NISP) is necessary
(intelli.gence o Initiate NISP

planning) « Assign production and collection

responsibilities to the intelligence task
list

« Conduct production and collection
assessments

» Develop functional support plans

e Develop the NISP

o Staff the NISP

Figure 1V-5. Intelligence Activities During Joint Operation Planning Process

a. JOPP Step 1: Initiation

(1) Description. The decision-making process begins with the receipt of a new
mission or in anticipation of a new mission. New missions may be ordered by a higher HQ
or may be derived from ongoing operations. As soon as a new mission is received, the joint
force J-5 calls for a meeting of the JPG, alerting the staff of the pending planning process.
The staff prepares for the mission analysis immediately upon notification of the JPG meeting
by gathering the tools needed to do mission analysis. These include the higher HQ order or
plan, maps of the operational area, and any existing staff estimates. The joint force J-2
should begin development of JIPOE to support the planning process. The purpose of this
phase is to optimize the JFC’s use of time and resources. The last step in the initiation phase
is to issue a warning order to subordinate and supporting units. This order should include, at
a minimum, the type of operation, the general location of the operation, and the initial

planning timeline. This facilitates parallel planning.

(2) Intelligence Support to Step 1: Initiation. The joint force J-2 first must:

(a) Fully understand the current guidance;

(b) Develop JIPOE products to support joint operation planning;

(c) Understand the initial JFC’s guidance;

(d) Review higher HQ intelligence guidance;

(e) Assess current theater collection strategy and posture; and

(f) Assess current theater production strategy.

b. JOPP Step 2: Mission Analysis

(1) Description. An analysis is done of the higher HQ warning order to ensure
complete understanding of the commander’s intent; the mission, to include tasks, constraints,
risk, and available assets; and the commander’s CONOPS.
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(2) Intelligence Support to Step 2: Mission Analysis
(a) Develop JIPOE parallel to planning.
(b) Determine specified, implied, and essential intelligence tasks.

(c) Begin development of the J-2 staff estimate (blue ISR; HUMINT/CI,;
collection, production, and dissemination capabilities).

(d) Determine intelligence constraints and restraints.
(e) Begin development of J-2 intent to support commander’s intent.
(f) Identify/recommend CCIRs.

(g) Develop guidance on intelligence operations for subordinate and
supporting commands and agencies.

(h) Evaluate relevant database, and identify intelligence gaps and priorities.

(i) Evaluate whether targeting is necessary to accomplish the operation. If'so,
conduct target system analysis, target development, and target list management.

(j) Evaluate existing collection, exploitation, analytic, and PRs.

(k) Begin development of intelligence assumptions and identification of
limitations as mission analysis is completed within the planning process in conjunction with
the DIA. If the plan is a JSCP-designated plan and the CCMD J-2 requests NISP support,
the Joint Staff J-2 will coordinate with the CCMD and publish a message announcing a NISP
effort with a rough timeline. This message serves as a warning order for CSAs and Service
intelligence centers.

(1) Accomplish a preliminary assessment of global ISR assets and capabilities
in conjunction with the JFCC-ISR to prepare for development of an ISR strategy.

(m) Begin development of the intelligence estimate, which supports the
CCDR’s estimate.

(n) When directed by the JSCP, DIA develops and maintains a DTA or TIA
that supports plan development.

c. JOPP Step 3: COA Development

(1) Description. After conducting mission analysis and receiving guidance from
the JFC, the staff develops potential COAs to accomplish the assigned mission for analysis
and comparison.

(2) Intelligence Support to Step 3: COA Development
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(a) Determine how each intelligence discipline can support the developed
COA:s.

(b) Capture assumptions for potential collection tasking.
(c) Revise the intelligence staff estimate.
(d) Begin development of initial collection and production plans.
(e) Identify potential tasks for national agencies.
d. JOPP Step 4: COA Analysis and Wargaming

(1) Description. COA analysis identifies which COA accomplishes the mission
with the minimum expenditure of resources while best positioning the joint force to retain
the initiative for future operations. Analysis and wargaming is a disciplined process that
attempts to visualize the flow of the operation. It considers friendly dispositions, strengths,
and weaknesses; enemy assets and probable COAs; and characteristics of the joint operations
area. CCMD JIOCs play an integral role in the wargaming effort by accurately role playing
the adversary through use of the CCMD red team. The J-2 staff develops viable adversary
COAs and provides what it assesses to be the adversary’s most likely and most dangerous
COA. The intelligence planner must also develop the intelligence support strategy to support
blue force operations to include the collection plan required to support blue force operations
and answer the CCIRs identified in the war game.

(2) Intelligence Support to Step 4: COA Analysis and Wargaming

(a) Intelligence planners have multiple roles to play in the wargaming process.
The intelligence planner must be able to “fight” the red force: As blue forces outline their
operations, how would the adversary counter the action? The intelligence planner must
develop the intelligence support strategy to support blue operations. The intelligence planner
also must develop the collection plan to support blue operations and answer the CCIRs
identified in the war game.

(b) To accomplish the above, lessons learned indicate that the joint force J-2
needs representatives within the JPG during the war game, to include intelligence planners to
work the blue intelligence support strategy, JISE or red team representatives to conduct
threat emulation, intelligence analysts to capture potential detectable signatures, and
collection managers to develop the supporting collection plan.

e. JOPP Step S5: COA Comparison

(1) Description. The COA comparison starts with each staff section analyzing and
evaluating the advantages and disadvantages of each COA from his perspective and
presenting his findings to the JPG. The JPG then outlines each COA, highlighting its
advantages and disadvantages. Comparing the strengths and weaknesses of the COAs
identifies their advantages and disadvantages with respect to each other. The staff compares
feasible COAs to identify the one that has the highest probability of success against the most
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likely enemy COA and the most dangerous enemy COA. The selected COA should also
pose the minimum risk, best position force for future operations, and provide the best
flexibility to meet “unknowns” during execution. The actual comparison of COAs is critical.
The JPG may use any technique that facilitates reaching the best recommendation and the
JFC making the best decision.

(2) Intelligence Support to Step 5: COA Comparison
(a) Determine intelligence governing factors.
(b) Highlight advantages and disadvantages from the intelligence perspective.
(c) Refine collection plan, task list, and PRs.
f. JOPP Step 6: COA Approval

(1) Description. The JPG then presents the COAs and their recommended COA to
the JFC for approval. The JFC can approve the recommended COA, modify the COA,
propose an entirely new one, or reject all. Based on the JFC’s decision, the JPG issues a
warning order and begins production of the final operations plan/order.

(2) Intelligence Support to Step 6: COA Approval
(a) Provide intelligence update to the JFC.
(b) Receive JFC’s selection and guidance.
(c) Revise PIRs.
g. JOPP Step 7: Plan or Order Development

(1) The CCMD completes detailed planning and produces the base plan with
required annexes. The plan should express clearly and concisely what the JFC intends to
accomplish and how it will be done using available resources. The CCDR then submits his
plan summary, basic plan, and required annexes to the CJCS for JPEC review and to OSD
for policy review. Following JPEC and OSD review, the CCDR will brief the plan to
SecDef in the plan approval IPR.

(2) Intelligence Support to Step 7: Plan or Order Development
(a) The CCMD J-2 develops the situation paragraph to the base plan or order.

(b) The CCMD J-2 develops the annex B (Intelligence), which articulates a
concept of intelligence operations that support the CCDR’s CONOPs. The concept of
intelligence operations provides broad guidance regarding the intelligence mission,
assumptions, intent, limitations, and priority of effort for each phase of the operation. In
general, annex B contains information shown in Figure IV-3.

(c) The CCMD J-2 develops the METOC operations annex.
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(d) The CCMD J-2 develops the GI&S annex.

(e) The CCMD J-2 provides input to numerous appendices, per the Joint
Operation Planning and Execution System.

() The JIOC identifies the minimum resource requirements necessary to
support the OPLAN and develops mitigation strategies to reduce the risk associated with any
shortfalls in collection, analysis, and production capabilities.

(g) Based on the CCMD J-2 staff estimate and IAW CJCSI 3110.02,
Intelligence Planning Guidance, Objectives, and Tasks, guidance, the CCMD J-2 will
determine whether a NISP is required and will request IP support from the Joint Staff J-2 to
initiate NISP development. The Joint Staff J-2 is responsible for publishing a message
announcing the NISP effort and requesting POCs from the relevant communities of interest.
This message serves as a warning order for CSAs and SICs. Development of the NISP is
based on the supported CCMD’s PIRs/EEISs, concept of intelligence operations, draft ITL,
anticipated collection requirements, and the CCMD J-2 estimate of available capabilities to
satisfy them. Collaboration between the CCMD and Joint Staff J-2 is encouraged and can
occur at any time during the planning process, but NISP development begins when the
CCMD J-2 judges that supported plan development has progressed to the point that
intelligence collection requirements have been identified and a draft ITL and intelligence
synchronization matrix are ready for submission to the Joint Staff J-2. As a goal, the Joint
Staff J-2 should coordinate the production of FSPs and submit the NISP to the CCDR’s
designated representative for approval no later than 120 days following receipt of the final
ITL and collection matrix.

(h) Through the DIAP, the responsibility for shared analysis and production to
satisfy these tasks is assigned to the CSAs, Service intelligence centers, and the CCMD’s
production elements. The ITL is also provided to DOD intelligence collection, processing,
exploitation, and reporting organizations for incorporation into their respective FSPs. The
FSPs are synchronized with annex B, ITL assessments are finalized, and gaps and shortfalls
identified.

(i) Once the NISP is approved, the CCMD JIOC enters select portions of the
ITL as analysis and PRs into the appropriate tasking systems (COLISEUM, etc.). The
CCMD JIOC and DIA monitor analysis and production efforts by supporting organizations
to ensure satisfaction of ITL requirements as specified in the FSPs. ITL requirements not
adequately satisfied are reported by the supported CCMD to DIA.

For details on NISP structure, development, and staffing process, see CJCSM 3314.01,
Intelligence Planning.

(j) Through the JPEC review process, the Joint Staff J-2, Services, and
intelligence CSAs review the annex B (Intelligence), and annex M (GI&S), and associated
CSA FSPs for the CICS.
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The strategic objective of JWICS is to provide interoperable and responsive intelligence
communications connectivity for the military IC. This effort has included the development
of JWICS in three modes (i.e., fixed, containerized, and mobile) with the capability of
supporting a joint force or NIST in a fixed structure and/or field site.

(b) The complementary architecture of JWICS (data and/or video) and JDISS
workstations (data) spans strategic, operational, and tactical levels. The major JWICS
applications are electronic publishing, VTC, and bulk data transfer, including very large file
imagery.

(¢) Containerized Joint Worldwide Intelligence Communications System (C-
JWICS). C-JWICS is a lightweight, deployable JWICS capability developed to support
contingency requirements through the use of military or commercial satellites or terrestrial
earth terminals. C-JWICS II is the current iteration. The C-JWICS II supports SCI video,
data, and National Secure Telephone System.

(d) Joint Worldwide Intelligence Communications System Mobile Integrated
Communication System (JMICS). JMICS provides a scalable, deployable JWICS that is
self-contained on a heavy, high-mobility, multipurpose, wheeled vehicle for rapid
deployment in all-weather, austere environments. Key features include satellite connectivity,
FAX, NIPRNET, SIPRNET LAN, SCI LAN workstations, JDISS network servers, and SCI
VTC equipment. JMICS is controlled by Joint Staff J-2 and is deployed in support of NIST
or joint force requirements.

(2) Joint Deployable Intelligence Support System. JDISS bundles commercial
off-the-shelf hardware and software applications in a standard desktop environment. JDISS
provides a field-deployable office automation suite built upon the system security
infrastructure provided by client-server environment system services. JDISS also allows
electronic mail and chat between intelligence echelons via the site’s existing communications
architecture. JDISS provides access to theater, Service, and national intelligence resources,
such as databases, basic imagery analysis and dissemination capabilities, specific analytical
tools, and support functions required to execute the intelligence mission.

(3) IBS disseminates NRT tactically/operationally significant intelligence and
information to the warfighter, providing situational awareness, rapid threat warning, blue
force tracking, combat search and rescue, theater missile defense missile threat/warning, and
other vital data to the decision-making processes. IBS is a theater-tailored information and
intelligence dissemination architecture with global connectivity that uses a standardized
broadcast data format and a common receiver family, and is interoperable with current and
programmed tactical and strategic warfare systems. IBS is an interactive service that
provides intelligence producers the means to disseminate strategic, operational, and tactical
information to the warfighter via multiple transmission paths IAW dynamic, user-generated
dissemination priorities. This information is continually refined by data from strategic,
operational, and tactical sensors.

(4) SIPRNET is the Secret-level wide-area network (WAN), with a worldwide
backbone router system. Various DOD router services and systems are migrating onto the
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(1) The Joint Communications Support Element (JCSE). The JCSE is a unique
communications organization that provides contingency and crisis communications to meet
the operational and support needs of the JCS, Services, CCMDs, DOD agencies and non-
DOD agencies. Requests for support should be completed IAW CJCSI 6110.01A, CJCS-
Controlled Communications Assets. The JCSE provides tactical communications support for
two simultaneously deployed subordinate joint forces and two joint special operations task
forces. The JCSE possesses a wide range of communications capabilities tailored to meet a
variety of contingency missions, including intelligence.

(2) Army forces and SOF use TROJAN SPIRIT II; Marine Corps forces use
TROJAN LITE. Army, Marine Corps, and SOF all use JMICS and tactical LAN in support
of joint requirements for intelligence support to subordinate joint forces and NIST. These
systems provide communications connectivity to support full JWICS, JDISS data, secure
voice, and other unique intelligence communication needs.

(3) Liaison with other agencies or Service elements with communications
capabilities, such as NSA or a public affairs group, may reveal existing or available
communications links in place. While these organizations have their own requirements, in a
crisis, the J-2, in coordination with the J-6, may arrange to temporarily share their circuits to
meet critical needs.

A wide range of national, theater, and component intelligence and communication
systems are available to a JFC. The existence of this capability does not, however, ensure
that intelligence and communications systems can be deployed without significant planning
and coordination. Supporting and supported communications paths must be established
through prior coordination to extend DOD information network services to the JFC. The
CCMD J-2 must sufficiently understand current systems to tailor an architecture
integrating intelligence sensors, processors, dissemination systems, databases,
information systems, and communications systems. The J-2 needs to maximize the use
of the in-theater communication resources and then deploy ancillary equipment to
extend the communications links to the warfighter. Since the preferred equipment or
communications paths may not be available for a quick reaction to a contingency, alternative
systems and/or subsystems and communications paths may have to be used or procured. The
subordinate joint force J-2 must effectively coordinate communications architecture
requirements with the J-6 and coordinate with the J-4 and other logistic elements for the
timely delivery and installation of intelligence and communications systems. In addition,
communications systems requirements for national-level connectivity for NIST support
should be forwarded to the Joint Staff J-2 for validation and tasking. The CCMD or the joint
force J-6 should coordinate with the NIST for communications planning and support.
Interoperability problems need to be addressed and resolved during the planning phase.

a. Communications Planning Methodology. Key concepts to successful intelligence
systems support are joint interoperability, streamlined flow of information, and providing
pull-down of intelligence tailored to the needs of the operating forces. The ability to provide
the tactical commander with real-time/NRT intelligence continues to be a critical factor. The
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e. Intelligence Community Executive Committee (IC/EXCOM). The
IC/EXCOM is an advisory body that supports the DNI on issues involving leadership,
governance, and management of the IC. The IC/EXCOM is chaired by the DNI, and its
membership is as follows: The Principal Deputy DNI; the Director of Staff, ODNI, who
serves as the ODNI participant; the director of each national intelligence agency; the
intelligence principals from each Service intelligence component; plus the Director, FBI,
and the chiefs of the intelligence components of DEA, DOE, DOS, Department of
Transportation, DHS, and USCG; and the USD(I). Others may be invited, including the
Vice Chairman, JCS. IC/EXCOM meetings are convened at the discretion of the DNI.

f. Defense Intelligence Executive Board (DIEB). The DIEB is the senior
corporate advisory body to SecDef for review and oversight of defense intelligence
programs and activities. Further, the DIEB is the senior management body providing
fiscal and programmatic guidance to the Military Intelligence Program (MIP). Upon the
establishment of the MIP, SecDef created the DIEB as a management mechanism to
provide effective oversight of DOD intelligence programs and to make key decisions for
efficient allocation of available resources to address department needs. The DIEB is
chaired by the Deputy Secretary of Defense, with the USD(I) serving as its executive
secretary. Additional members include the Director, CIA; representatives of the
Services; a number of senior OSD officials; the Vice Chairman of the JCS; the Director
of the Joint Staff; and the directors of all DOD agencies involved in the MIP. The DIEB
provides a forum for discussion and review of existing and emerging issues and
challenges for intelligence in support of defense needs and develops immediate solutions
when necessary. The composition of this board ensures significant issues are identified
and addressed. = Through careful corporate examination of defense intelligence
capabilities, the DIEB develops alternatives and recommendations that foster the
most effective allocation of these resources. The board meets not less than twice a year
to provide advice and counsel on defense intelligence issues.

g. The White House Privacy and Civil Liberties Oversight Board was
established by the IRTPA of 2004. The board advises the President and other senior
executive branch officials to ensure that concerns with respect to privacy and civil
liberties are appropriately considered in the implementation of all laws, regulations, and
executive branch policies related to efforts to protect the nation against terrorism. The
White House Privacy and Civil Liberties Oversight Board is assisted by offices, such as
the Chief Privacy Office of DHS and the Civil Liberties Protection Office of ODNI, to
counterbalance surveillance authority that resulted from the creation of DHS and the
consolidation of the intelligence agencies in the federal government by advising on
whether adequate guidelines, supervision, and oversight exist to protect privacy and civil
liberties. Thus, the board and the above-noted offices are designed to provide an
enhanced system of checks and balances to protect these important legal rights of all
Americans.

h. ISR Integration Council. The ISR Integration Council serves as DOD’s senior
deliberative body for intelligence issues. It provides a forum through which the
integrators of ISR capabilities for each of the Services and agencies can routinely interact
with each other to ensure unity of effort and to preclude unnecessary duplication of
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effort. The scope of the council’s responsibilities includes all issues necessary to assist
the Office of the Under Secretary of Defense (OUSD[I]) in establishing the department’s
overall direction for ISR capabilities and identifying and advocating the capabilities
required for ISR transformation. The ISR Integration Council uses the Joint
Requirements Oversight Council process through its Battlespace Awareness Working
Group. The ISR Integration Council also has a deputies council that meets beforehand to
set the agenda in preparation for the ISR Integration Council. The ISR Integration
Council meets monthly and is chaired by the USD(I). Statutory members include SIOs of
the Services and United States Special Operations Command (USSOCOM); directors of
DOD intelligence CSAs; Joint Staff J-2, J-3, and J-8 (Directorate for Force Structure,
Resource, and Assessment, Joint Staff); and a representative from the ODNI.

i. The Military Intelligence Board (MIB). The MIB serves as the senior board of
governors for the military IC and works to develop cooperation and consensus on cross-
agency, Service, and command issues. The MIB is chaired by the Director of DIA. The
membership of the MIB is shown in Figure A-1.

(1) The MIB is a key element involved in guiding and supporting DOD
intelligence operations. The MIB coordinates intelligence support to military
operations and provides a forum for the discussion of issues going before the DIEB,
IC/EXCOM, and other national-level intelligence forums.

(2) The MIB may assist in obtaining intelligence support to military operations
during periods of crisis or contingency operations within a CCMD’s AOR. During major
combat operations, the MIB meets on an almost daily basis to address theater intelligence
shortfalls identified by CCDRs and to coordinate the deployment of needed personnel,
equipment, and systems to support operations.

The efforts of non-DOD IC members will primarily focus on strategic
intelligence and support to the President and SecDef (see Figure A-2). These agencies
identify global and regional issues and threats to the President and SecDef, military
leadership, and CCDRs. This responsibility includes assessing potential issues and
situations that could impact US national security interests and objectives. Intelligence
provided by these agencies is essential in support of some military operations, across the
range of military operations. The following descriptions of the non-DOD members of the
IC include subordinate offices that support IC activities but are not necessarily considered
a part of, or funded by, the IC.
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the time the IRTPA was enacted, Congress established two national intelligence centers,
responsible for counterterrorism and counterproliferation, and authorized the DNI to
establish other issue-oriented intelligence centers and to transfer personnel from IC
elements to those centers.

(1) The DNI has designated the USD(I) for Intelligence as his Director of
Defense Intelligence (DDI) to facilitate coordination between the defense and non-
defense elements of the IC.

(2) The DNI oversees the National Intelligence Council, which oversees the
production of National Intelligence Estimates and manages the national I&W System.

(3) The DNI established the NIC-C, colocated with DIA, to coordinate the
requirements management, tasking, and operation of national collection means to satisfy
intelligence needs across the IC.

b. Central Intelligence Agency. The CIA’s primary areas of expertise are in
HUMINT collection, all-source analysis, and the production of political and economic
intelligence. The Director, CIA, also serves as the national HUMINT manager and the
NCS Director. The CIA has three deputy directors: Deputy Director for Intelligence;
Deputy Director for Science and Technology; and Deputy Director for Support.

(1) The NCS has responsibility for the clandestine collection of foreign
intelligence that is not obtainable by other means. The NCS engages in CI activities
overseas by protecting classified US activities and institutions from penetration by hostile
foreign organizations and individuals. NCS also carries out covert action in support of
US policy goals when legally and properly directed and authorized by the President.

(2) The Directorate of Intelligence analyzes all-source intelligence and
produces reports, briefings, and papers on key foreign intelligence issues. This
information comes from a variety of sources and methods, including US personnel
overseas, HUMINT reports, satellite imagery, open-source information, and sensors.

(3) The Directorate of Science and Technology accesses, collects, and
exploits information to facilitate the execution of CIA’s mission by applying innovative
scientific, engineering, and technical solutions to the most critical intelligence problems.

(4) The Directorate of Support supports the rest of the agency with
acquisition, communications, facilities, financial management, IT, medical services,
logistics, and security.

(5) CIA is the executive director for In-Q-Tel, a nonprofit, strategic venture
capital firm chartered to connect the technology demands of the CIA and IC partners’
intelligence missions with the emerging technology of the entrepreneurial community.

(6) Office of Military Affairs (OMA). The OMA falls under the Associate
DCI for Military Support, a flag rank military officer. OMA is staffed by CIA and
military personnel. As the agency’s single POC for military support, OMA negotiates,
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coordinates, manages, and monitors all aspects of agency support for military
operations. This support is a continuous process that can be enhanced or modified to
respond to a crisis or developing operation. Interaction between OMA and the CIA
representatives to the OSD, the Joint Staff, and the CCMDs facilitates the provision of
national-level intelligence in support of joint operations, operation planning, and
exercises.

c. Open Source Center. The OSC replaced the Foreign Broadcast Information
Service. It is an element of DNI, and the Director, CIA, acts as the executive agent. The
OSC produces translations, transcriptions, analyses, reports, video compilations, and
geospatial information that addresses short-term needs and longer-term issues. Its
products cover issues that range from foreign political, military, economic, science, and
technology topics, to counterterrorism, counterproliferation, counternarcotics, and other
homeland security topics. The OSC is charged with:

(1) Collecting, translating, producing, and disseminating open-source
information that meets the needs of policymakers, the military, state and local law
enforcement, operations officers, and analysts throughout the USG.

(2) Helping to enable open-source capabilities ... other parts of the government
and military.

(3) Hosting open source material on an easily accessible Web page for
government-wide use.

(4) Collecting “gray literature,” which is material with very limited distribution,
such as academic papers, brochures, leaflets, and other publicly distributed materials.

(5) Providing training through its Open Source Academy, consultative services,
and personnel exchanges.

d. Department of State Bureau of Intelligence and Research. The INR
coordinates programs for intelligence, analysis, and research and produces intelligence
studies and current intelligence analyses for the Secretary of State and other DOS,
including ambassadors, special negotiators, country directors, and desk officers. INR is
also responsible for policy and coordination of intelligence activities in support of
diplomacy and conducts open-source public opinion surveys, polls, and media trend
analyses.

e. Department of Energy. DOE formulates energy policy for the US and has a
system of national laboratories and technical centers, which conduct energy-related
research in the national interest. The Office of Intelligence and Counterintelligence
directs the development of the DOE’s policy, plans, and procedures relating to arms
control, nonproliferation, export controls, and safeguard activities. It provides access to
DOE’s energy information and technical expertise to the rest of the IC. Additionally, this
office is responsible for managing the DOE’s research and development program, for
verifying and monitoring arms implementation and compliance activities, and for
providing threat assessments and support to HQ and field offices.
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f. Federal Bureau of Investigation. FBI is an intelligence and law enforcement
agency. It is responsible for understanding threats to our national security and
penetrating national and transnational networks that have a desire and capacity to harm
the US. The FBI coordinates these efforts with its IC and law enforcement partners. It
focuses on terrorist organizations, foreign intelligence services, WMD proliferators, and
criminal enterprises. As the principal investigative arm of DOJ, the FBI is primarily
responsible for CI and counterterrorism operations conducted in the United States. CI
operations contemplated by any other organizations in the United States must be
coordinated with the FBI. Any overseas CI operation conducted by the FBI must be
coordinated with the CIA. The FBI includes the following subordinate organizations of
direct interest to the IC:

(1) Directorate for Intelligence. The FBI’s intelligence analysis unit. It has
employees embedded in each field office and at FBI HQ to analyze the threat.

(2) Counterterrorism Division. Focuses on both domestic and international
terrorism, and oversees the joint terrorism task forces.

(3) Terrorist Screening Center. Created to consolidate the government’s
approach to terrorist screening and to create a single comprehensive watch list of known
or suspected terrorists.

(4) WMD Directorate. Uses all available operational and S&T capabilities to
help prevent individuals and groups from acquiring WMD capabilities and technologies.

(5) Counterintelligence Division. Prevents and investigates foreign intelligence
activities within the US and espionage activities in the US and overseas.

g. Department of the Treasury. Intelligence-related missions include the
production and dissemination of foreign intelligence relating to US economic policy and
participation with DOS in the overt collection of general foreign economic information.

h. Department of Homeland Security. The DHS Office of Intelligence and
Analysis (I&A) provides 1&W support to the Homeland Security Advisory System,
assesses the scope of terrorist threats to the US homeland, and integrates terrorist-related
information from DHS components, other USG agencies, state and local government
authorities, and private sector entities. I&A focuses on threats related to border security,
CBRNE issues, critical infrastructure protection, naturally occurring infectious diseases,
extremists within the homeland, and travelers entering the homeland.

i. USCG, DHS. The USCG has unique missions and responsibilities as both an
armed force and a law enforcement agency that make it a significant player in several
national security issues. To accomplish these diverse objectives, the USCG intelligence
program consists of two distinct elements—the Law Enforcement Intelligence Program
(LEIP) and the National Intelligence Element, which conducts activities as described in
EO 12333 and the National Security Act of 1947. USCG intelligence efforts support
counterdrug operations, alien migration interdiction operations, living marine resource
enforcement, maritime intercept operations, port status and/or safety, counterterrorism,
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coastal and harbor defense operations, and marine safety and/or environmental
protection. The LEIP is not part of the IC, but collects information using USCG law
enforcement and regulatory authorities.

(I) The USCG ICC is a tenant command within the National Maritime
Intelligence Center (NMIC) in Suitland, Maryland, and maintains a 24-hour intelligence
watch, providing I&W input to the NMIC. The ICC acts as the strategic center with ties
to both national intelligence agencies and the HQ-level law enforcement intelligence
activities. The ICC supports strategic analysis, manages Coast Guard collection, and
provides national imagery exploitation support, including tactical support to operational
commanders.

(2) USCG area intelligence components provide regional and operational
intelligence for USCG operations through the Atlantic and Pacific Maritime Intelligence
Fusion Centers. Coast Guard intelligence entities have the capability to access
SIPRNET, Navy, and IC databases and C2 systems, including JWICS, the Anti-Drug
Network, and the Joint Maritime Information Element.

(3) United States Coast Guard Investigative Service (CGIS) is a federal
investigative and protective agency chartered to conduct internal and external criminal
and personnel security investigations, assist in providing personal security protection, and
conduct CI investigations. Responsibilities include criminal investigations of maritime
crimes, investigating fraud, personal protection services, and security background
investigations. CGIS criminal investigations and intelligence operations focus on drug
smuggling, environmental crimes, illegal immigration by sea, and assistance as required
by other federal law enforcement agencies.

(4) USCG National Response Center (NRC) serves as the central national
POC for reporting environmental data for all oil, chemical, radiological, and biological
discharges into the environment in the United States and its territories. The NRC gathers
and distributes intelligence data for federal on-scene coordinators and serves as the
communication and operations center for the deployable national response team.

(5) Coast Guard Counterintelligence Service (CGCIS). CGCIS is the
counterintelligence component of the USCG National Intelligence Element and has
agents assigned to each USCG area command, subordinate districts, and select sectors.
CGCIS detects, deters, neutralizes, and exploits the efforts of foreign intelligence entities
targeting the USCG, with a range of CI and HUMINT authorities similar to those in the
other Services. CGCIS conducts CI investigations, collections, operations, analysis, and
provides the full range of most CI functional services to the USCG.

(6) Coast Guard Cryptologic Group (CGCG). CGCG is the cryptologic
component of the USCG National Intelligence Element and provides a unique maritime
cryptologic perspective within the SIGINT community, helping to satisfy validated
national SIGINT requirements, which also support Coast Guard and DHS missions.
CGCG brings cryptologic capabilities and full interoperability with US Navy and US
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cryptologic assets to enhance maritime domain awareness for operational commanders as
they plan and execute Coast Guard missions.

j. Drug Enforcement Administration Office of National Security Intelligence.
DEA enforces the laws and regulations of the US with respect to controlled substances.
It brings to the criminal justice system of the US, or another competent jurisdiction, any
individuals or organizations involved in the growing, manufacturing, or distributing of
controlled substances appearing in or destined for the US. The Office of National
Security Intelligence facilitates appropriate intelligence coordination and information
sharing with other members of the US IC and homeland security. Its mission is to help
reduce the supply of illegal drugs, protect national security, and combat global terrorism.

a. The Office of the Secretary of Defense. As shown in Figure A-3, SecDef,
assisted by the USD(I), exercises full authority, direction, and control over the
intelligence activities of DOD. SecDef is responsible for collecting, processing,
producing, and disseminating military and military-related foreign intelligence and CI.
As a member of the NSC, SecDef participates in the development of national-level
policy. SecDef has a major responsibility to ensure timely development and submission
of proposed national programs and budgets.

b. USD(). The USD(I) is the principal staff assistant and advisor to SecDef on all
intelligence, CI and security, and other intelligence-related matters. On behalf of SecDef,
the USD(I) exercises authority, direction, and control of intelligence and CI organizations
within DOD to ensure that they are manned, trained, equipped, and organized to support
DOD missions and are responsive to DNI requirements. The USD(I) also serves as the
DDI and is the DOD’s principal advisor to the DNI and ODNI on all matters concerning
DOD intelligence, CI, security, and intelligence-related matters. The DDI serves as the
DNTI’s representative on DOD intelligence activities to SecDef and staff, heads of DOD
components, including the CJCS, and the JCS, as well as elements of the Joint Staff, IC,
and any other elements of the USG as determined by the DNI. The USD(]) is assisted by
the following deputies:

(1) The Deputy Under Secretary of Defense (DUSD) for Technical
Collection and Analysis provides direction and oversight of all DOD Intelligence
Enterprise analytical and collection functions. It stimulates, develops, and implements
advanced concepts, responsive strategies, and cutting-edge analytic and collection
capabilities. Acts as DOD Discipline Manager for all intelligence disciplines. Identifies
future analytic functional needs and drives collection strategies accordingly.
Synchronizes and optimizes cross-discipline, intra-OUSD(I), and inter-departmental
collaboration and coordination.
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(2) The DUSD for Joint and Coalition Warfighter Support serves as the
principal office for operational support concerning DOD intelligence and related
activities directly supporting the warfighter. The DUSD for Joint and Coalition
Warfighter Support develops new intelligence policies, strategies, and programs to
facilitate the agility, speed, and persistence required of intelligence platforms and
operational forces; provides cyberspace expertise on new technologies, methodologies,
and processes to increase the integration and delivery of actionable intelligence from the
defense intelligence enterprise to provide a decisive military advantage to the warfighter;
evaluates and oversees special reconnaissance operations, national programs, and critical
operations and support within DOD and to other government agencies; integrates
operations and intelligence in emerging warfighting areas to include irregular warfare,
counter-insurgency, sensitive technical operations, 10, and cyberspace operations;
provides strategic assessments as part of the management and oversight of integrated
operations and intelligence activities considering IC, interagency, and international
contexts to produce strategic effects for joint and coalition commands and the nation;
provides ISR capacity for operational forces; and ensures coordination and deconfliction
of activities within DOD.

(3) DUSD for CI and Security guides DOD CI and security, develops CI and
security policy, oversees CI and security programs, and provides staff support on CI and
security issues. DUSD for CI and Security oversees the Defense Security Service and
represents USD(I) at defense, national, international, and industry forums. DUSD for CI
and Security is the counterpart to the DNI National Counterintelligence Executive and the
ODNI Security Directorate.

(4) DUSD for Portfolio, Programs, and Resources is responsible for
planning, programming and budgeting activities pertaining to the MIP (for more
information on the MIP, see Appendix F, “Intelligence Resource Programs™). This
includes coordinating with other OUSD(I) elements to formulate programmatic
recommendations and working with the CSAs to ensure their budgets satisfy DOD IRs.

DIA is a CSA and a major intelligence planner, collector, and producer in the DOD
IC. DIA is responsible for managing military and military-related intelligence and CI
requirements of SecDef and Deputy Secretary of Defense, CJCS, other DOD
components, and non-DOD agencies of the federal government when appropriate. Its
mission is to provide timely, objective, and MI to warfighters, defense planners, and
defense and national security policymakers. DIA’s support to policymakers focuses on
developing national-level intelligence assessments, presenting and providing perspectives
for defense policy, and providing I&W of potential crises.

a. Responsibilities. The Director, DIA, advises SecDef and Deputy Secretary of
Defense, the CJCS, CCDRs, and USD(I), on all matters concerning military and military-
related intelligence; is the principal DOD intelligence representative in the national
foreign intelligence process; and, with the agreement of the heads of DOD intelligence
components, is responsible for coordinating the budgeting and allocation of DOD

SC 5150




intelligence component personnel and resources to satisfy DOD IRs. DIA’s support
flows across a wide spectrum of military activities to include: CI; counterterrorism;
counterdrug; medical intelligence; counterproliferation; UN peacekeeping and coalition
support; personnel recovery and prisoner of war/missing in action intelligence; missile
and space intelligence; noncombatant evacuation efforts; targeting and BDA. The DIA
Director functions concurrently as the Commander of the JFCC-ISR. DIA
responsibilities include the following:

(1) Provides all-source intelligence support to JTFs and CCDRs, as well as to
defense planners and national security policymakers.

(2) Centrally manages the DOD-wide HUMINT enterprise and conducts DIA
HUMINT collection activities worldwide.

(3) Operates the J-2 to respond to the direct intelligence support requirements of
the CJCS and SecDef.

(4) Designs, implements, and operates a secure IT infrastructure and an assured
data environment of the all-source intelligence enterprise.

(5) Conducts integrated planning, coordination, and execution of DOD
MASINT and designated technical collection management activities.

(6) Performs assigned CI functions, as well as SCI policy and implementation,
security clearance adjudication, and facility accreditation.

(7) Enters into military and military-related intelligence agreements and
arrangements with foreign governments and other entities. Manages foreign visits and
supports foreign defense attaché corps’ interaction with senior defense officials.

(8) Operates the Joint Military Intelligence Training Center, the Joint Military
Attaché School, JIVU, and the National Defense Intelligence College (NDIC).

(9) Develops and manages DIA MIP resources and capabilities, the General
Defense Intelligence Program (GDIP), and the DIA portion of the Foreign
Counterintelligence Program as an element of the NIP.

(a) Provides planning, programming, and budgeting advice to the CJCS and
USD(I) concerning the use of intelligence resources.

(b) Develops joint and initial capabilities documents on DIA functional
activities.

(c) Evaluates the contribution of intelligence collection disciplines in
support of all-source intelligence analysis.

(10) Serves as the Joint Reserve Intelligence Program (JRIP) manager. Plans,
implements, and integrates the JRIP throughout DOD.
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(11) Facilitates defense intelligence support for civil agency requirements in
emergency situations.

(12) Serves as the DOD executive agent for the Foreign Material Program.

(13) Serves as the IC executive agent for the National Media Exploitation
Center (NMEC) and the Underground Facilities Analysis Center (UFAC).

(14) Leads DOD for WTI, to include the processes and capabilities that have
produced results supporting the counter-IED, counterterrorism, counterinsurgency,
irregular warfare, and counterproliferation mission areas.

b. Organization. DIA is organized into six directorates, three centers, and the
NDIC, in addition to the staff comprising the command element (see Figure A-4). These
directorates are discussed below.

(1) The Joint Staff Directorate for Intelligence, J-2. The Joint Staff J-2 is a
unique organization, in that it is both a component of DIA, as well as a fully integrated
element of the Joint Staff. The Joint Staff J-2 operates the intelligence portion of the
National Joint Operations Intelligence Center (see Chapter II “Joint and National
Intelligence Organizations, Responsibilities, and Procedures,” for more information on
the NJOIC), providing direct intelligence support to national decision makers and Joint
Staff planners in times of crisis. The Joint Staff J-2 also represents and advocates CCMD
intelligence interests to the Joint Staff, OSD, and the ODNI. The J-2 supports Joint Staff
planning for current and future intelligence capabilities using CCMD statements of
requirements, submits budget proposals for required intelligence capabilities, and
supports planning for continuity of operations.

(2) Directorate for Analysis (DI). DI produces a broad range of intelligence
for support to joint operations. As the functional manager for analysis (FM/A), DI
oversees the DIAP in support of the DNI’s National Intelligence Production Framework,
and manages the production of MI throughout the DOD IC in response to the needs of
DOD and non-DOD customers. In anticipation of crisis and during crisis or deployed US
military operations, DI draws on analytic expertise throughout the DOD IC and, where
appropriate, from non-DOD agencies. DI responsibilities include the following:

(a) Defense Intelligence Production Management. As the FM/A for the
DIAP, the DI is responsible for overseeing defense intelligence all-source analysis in
DIA, the Service intelligence centers, and the CCMD JIOCs, whether these activities are
funded in the NIP or MIP. The FM/A does not manage the daily activities of these
organizations; rather, he is responsible for defining and prioritizing analysis
requirements, assigning organizational responsibilities, and ensuring overall satisfaction
of customer needs. The FM/A also leads the defense intelligence analytic community by
implementing analytic training and tradecraft standards, documenting and prioritizing
analytic IT functional requirements, and speaking for the community in a variety of
forums. FM/A responsibilities are executed through the Community Enterprise
Operations Staff.

5C 5152







full-time partner in production of the President’s daily brief. Much of DI’s intelligence
work is documented in online data and knowledge bases.

(c) Managing Intelligence Production Centers. DI takes a leadership
role in maintaining, funding, and managing intelligence production centers in support of
the IC. Intelligence production centers maintained by DI are described below:

1. Underground Facilities Analysis Center. The UFAC leads DOD
and IC in all efforts related to finding, characterizing, and assessing strategic
underground facilities for defeat. The UFAC provides timely detailed analysis and
characterization of underground facilities and associated programs worldwide, including
their underlying technologies and infrastructures. UFAC builds, maintains, enhances,
and employs effective all-source collection and analysis capabilities using IC, DOD,
academia, and commercial enterprises. It partners with and supports national decision
makers, weapons developers, and US and multinational operational forces to ensure the

threats posed by the functions housed in underground facilities are appropriately
addressed.

2. National Center for Medical Intelligence (NCMI). NCMI and its
federated partners perform assessments of foreign and domestic health threats and issues
to protect and advance US interests worldwide. Mission responsibilities include the
preparation, coordination, and dissemination of integrated all-source medical intelligence
in support of DOD and its components, national policymakers, and other US Government
departments and agencies. Assessments, forecasts, and databases are prepared on foreign
military and civilian health care capabilities and trends, worldwide infectious disease
occurrence, global environmental health risks, militarily significant life science
technologies, and foreign biological warfare programs to include dual-use biotechnology.

3. Missile and Space Intelligence Center (MSIC). MSIC provides
current and comprehensive S&TI to US decision makers, weapon system developers, and
CCDRs. It develops and disseminates intelligence concerning the threat from offensive
and defensive guided-missile systems, directed-energy weapons, selected space programs
and/or systems, and related C2 communications systems to support operationally
deployed forces and the materiel acquisition process. Additionally, it develops and
distributes digital threat simulations to force developers and operational forces.

4. Joint Intelligence Task Force for Combating Terrorism. JITF-
CT serves as the single national-level, all-source terrorism intelligence effort within the
DOD and the defense intelligence enterprise counterterrorism mission manager. JITF-CT
manages two principal mission sets in support of the enterprise—indications, warning,
and threat assessment and intelligence support to DOD operations, plans, and policy.
JITF-CT manages counterterrorism warning for DOD and is DOD’s representative to the
NCTC for national-level counterterrorism warning. The JITF-CT warning and fusion
center serves as DOD’s counterterrorism watch, monitoring and assessing global terrorist
activity and potential threats in support of force protection and DOD operations. JITF-
CT produces integrated, all-source intelligence in support of US combating terrorism
plans and operations, both offensive and defensive; exposes and exploits terrorist
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vulnerabilities in support of DOD combating terrorism operations designed to prevent
terrorists from acquiring increased capabilities; and manages and directs the agency’s
combating terrorism intelligence activities in support of OSD, the Joint Staff J-2, and the
CCMDs.

(3) Directorate for Measurement and Signature Intelligence and Technical
Collection (DT). DT manages collection requirements and operations and ensures the
effective acquisition and application of all-source intelligence collection resources to
satisfy DOD collection requirements. DT also provides a broad range of MASINT
support to joint operations, and national, strategic, and non-DOD customers. DT
performs the following functions:

(a) As program manager for Technical Collection and MASINT, DT
develops, coordinates, and advocates for defense intelligence positions on technical
collection needs, capabilities, and strategies; collection management applications; and
future collection management systems and architectures. DT conducts research,
development, testing, and evaluation to enhance TECHINT collection means. DT
develops and implements standards, architectures, and procedures providing for
integrated MASINT capabilities, and coordinates with CCMDs and Services to present
consolidated TECHINT collection issues to the USD(I) and CJCS.

(b) Conducts technical collection operations and training involving
integrated, multidiscipline, end-to-end technical collection, and signature support.
Responds to national and military requirements on foreign missile, CBRN and
conventional high-yield explosive materials, hazards, and incidents; irregular warfare,
counterterrorism, CI, and counterdrug targets. Develops long-term technical collection
strategies and capabilities focused on these areas. Executes the tasking of DOD technical
collection platforms and conducts end-to-end monitoring and oversight of PED and
customer outcomes. Manages and implements technical identity management and
biometric plans.

(4) Directorate for Information Management and Chief Information Officer
(DS). DS provides information systems and services to the IC in support of warfighters,
national policymakers, and defense acquisition authorities. Its functions include
information systems and communication engineering development, integration, and
operations for DIA and the IC; information library services; hard copy and electronic
publication and dissemination; video and visual information services; GDIP intelligence
infrastructure functional management; and DODIIS planning, engineering, and life-cycle
management efforts. Additional responsibilities include:

(a) Overseeing the research and development, procurement, and operation
of DOD intelligence infrastructure-related programs, systems, and activities funded in the
GDIP, to include printing, processing, communications, and information systems.

(b) Providing centralized intelligence dissemination services and
supervising an IC and DOD-wide intelligence dissemination system.
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(5) Directorate for Human Capital (HC). HC develops and implements
DIA personnel management policies, procedures, and programs. HC supports
agency missions for recruitment, hiring, training, and career development of personnel in
DIA MIP billets worldwide. HC also manages the DIA training portfolio, including the
Joint Military Attaché School and the Joint Military Intelligence Training Center.

(6) Directorate for Mission Services (DA). DA provides the employees of
DIA a wide range of services, including personnel safety; facilities engineering; and
protection, logistics and supply; travel and transportation; and deployment preparation
training and services. The DIA CI and security activity (DAC) is an element of DA that
manages security and CI programs to safeguard DIA personnel, information, facilities,
systems, and operations. DAC also serves as the manager for all DID CI collection,
production, and operations requirements, implements SCI security policy within DOD,
and develops and publishes security policy manuals, regulations, and handbooks for
DOD. The overseas branch provides tailored technical security support and monitors the
threats to the security of US customers.

(7) Defense CI and HUMINT Center. DCHC centrally manages the DOD-
wide CI and HUMINT enterprises that support DOD component CI and HUMINT
functions, and executes assigned CI and HUMINT activities worldwide. DCHC provides
strategic guidance to the DOD CI and HUMINT elements that support the
accomplishment of operational, CCMD, departmental, and national requirements. DCHC
provides services of common concern to defense CI and HUMINT elements in the areas
of cover, source registration, asset validation, technical support, and selected operational
targeting. DCHC operates as the focal point for all joint CI issues arising from or in
support of the CJCS and CCDRs, and serves as the coordination point among Joint Staff
directorates and the Service CI elements. It provides CI analysis, production, and staff
support to OSD, the CJCS, CCMDs, DOD agencies, DOD special activities, and the
national IC for assigned regions. DCHC also serves as the CI and HUMINT
requirements manager for DOD. In this role, DCHC validates, prioritizes, registers, and
publishes DOD CI and HUMINT collection requirements. The DCHC leads the DOD
HUMINT and CI enterprises’ IP process in the development and coordination of
HUMINT and CI FSPs for CCMD OPLANs and CONPLANs. DCHC also ensures the
appropriate level of effort is expended and the results of collection efforts are made
visible to commanders and decision makers, and assesses the effectiveness of the DOD
CI and HUMINT enterprise on behalf of the USD(I). DCHC maintains the CI and
HUMINT training program for DOD, and guides the development of IT systems for CI
and HUMINT. DCHC also exercises administrative and management oversight of
national security investigations of CI matters.

(8) NMEC. As a service of common concern to the IC, the NMEC advances
the IC’s collective capabilities to conduct DOMEX on behalf of the DNI. The NMEC
develops training, tradecraft, and tools and technology and integrates IC and DOD
DOMEX policies, standards, and procedures to the maximum extent possible. The
NMEC provides prompt and responsive DOMEX support to the IC consistent with the
protection of sources and methods. DOMEX elements provide services to ensure the
rapid PED of all acquired and seized documents and media from strategic/national
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through tactical/local levels across the intelligence, counter-intelligence, military, and law
enforcement communities. Forward-deployed DOMEX locations, including the JDEC
and Service DOMEX elements, conduct exploitation activities according to their
capabilities. They collaborate with one another to share work, maintain accountability
and chain of custody, and to ensure all captured and acquired documents and media are
sent to the national archives.

Appendix C, “Document and Media Exploitation,” contains more information on NMEC
and DOMEX capabilities.

(9) National Defense Intelligence College. The NDIC, located at DIA,
educates military and civilian intelligence professionals. A regionally accredited
institution, the NDIC is authorized by Congress to award two degrees: The Master of
Science of Strategic Intelligence and the Bachelor of Science in Intelligence. Its
educational programs prepare military and civilian personnel for command, staff, and
policymaking positions. The NDIC manages an intelligence research program that
conducts and disseminates relevant academic research on topics of significance to present
and future intelligence missions.

The NSA/CSS is a unified organization structured to protect the security of US
signals and information systems and provide intelligence information derived from the
exploitation of the signals and information systems of America’s adversaries. The
NSA/CSS has a unique position among the defense agencies because of its government-
wide responsibilities providing products and services to the DOD IC, government
agencies, industry partners, and select allies and coalition partners. NSA/CSS is also
designated as a CSA performing 22 specific combat support activities for DOD.

a. The CSS was established to promote a full partnership between the NSA and the
cryptologic elements of the Armed Forces. By combining NSA and CSS, a more unified
DOD cryptologic effort is provided. The CSS is composed of the SCCs.

b. The USCS is a term used to describe the USG entities tasked with collecting,
processing, analyzing, producing, and disseminating SIGINT and with preserving the
availability, integrity, authentication, confidentiality, and nonrepudiation of national
security systems. The NSA/CSS manages cryptologic planning and operations in support
of the USCS. As the functional manager for SIGINT and the National Manager for
National Security Systems, the DIRNSA is responsible for the overall management and
OPCON of the USCS.

c. NSA/CSS has two core missions: SIGINT and IA.

(1) SIGINT comprises either individually or in combination all COMINT,
ELINT, and FISINT.
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(2) TA encompasses the disciplines and activities that ensure the availability,
integrity, authentication, confidentiality, and nonrepudiation of national security
information and systems.

d. To meet management readiness and operational responsibilities, NSA/CSS
performs the following functions:

(1) Management

(a) Exercises SIGINT OPCON over the USCS and executes the
responsibilities of SecDef as executive agent for US IA and interagency operations
security (OPSEC) training.

(b) Functions as the SIGINT and IA advisor to SecDef, the DNI, CICS, and
the Joint Staff. Provides cryptologic advice and assistance to the CCMDs and other
military commands through colocated NSA/CSS representatives.

(c) Determines, in conjunction with the CCDRs, when to delegate SOTA.

(d) Implements programs and initiatives that promote interaction among
national and tactical cryptologic assets.

(e) Functions as the National Manager for National Security
Telecommunication and Information System Security.

(2) Readiness

(a) Responds directly and quickly to the validated and prioritized readiness
information requirements.

(b) Ensures that designated wartime and contingency cryptologic resources
are adequate to support readiness requirements.

(¢) Provides security assessments to assist in determining the vulnerability
of national security systems.

(d) Assists in developing IA capabilities; evaluating and developing
national security system architectures and standards; managing associated encryption
systems; and designing secure Internet architectures, standards, and protocols.

(e) Assists in defining national security systems transmission security
standards.

(f) Evaluates jam-resistant, low-probability-of-interception, and other
detection systems.

(g) Develops, tests, and implements new concepts, plans, capabilities, and
procedures to improve cryptologic support functions.
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(3) NSA/CSS Representatives. NCRs are senior representatives of the
DIRNSA, accredited to the CCMDs, other senior military commands, and the DOS and
DOD. The NCRs at the CCMDs are the senior cryptologic authorities in the region and
are the special advisors to the CCDR for cryptologic matters.

(4) Cryptologic Services Groups. The CSGs are extensions of the NSOC and
are the primary mechanism for the supported organization to gain entrance into and
support from the USCS. CSGs provide cryptologic advice and assistance. They advise
organizations of USCS capabilities and limitations that might affect its cryptologic
requirements and recommend to NSA/CSS those actions necessary to ensure cryptologic
responsiveness.

(5) The Joint Communications Security Monitor Activity (JCMA). JCMA
is a JCS-sponsored organization operating under the auspices of the NSA. The mission
of the JCMA is to conduct COMSEC monitoring (collection, analysis, and reporting) of
DOD encrypted and unencrypted telecommunications signals and automated information
systems and monitoring of related non-communications signals. The purpose is to
identify vulnerabilities exploitable by potential adversaries and to recommend
countermeasures and corrective actions.

(6) NSA/CSS Customer LNOs. NSA/CSS customer LNOs act as
representatives to customers that do not have an assigned NCR. LNOs are provided to
various executive branch agencies, such as the Departments of Justice and Commerce,
which use SIGINT products, but not on the scale of DOD or DOS.

(7) Support to the DOD and the JCS. DIRNSA is the principal cryptologic
advisor to both SecDef and the CJCS, keeping both fully informed on cryptologic
matters. In addition to the national cryptologic representative defense (NCRDEF) who
provides day-to-day advice and support to the DOD, the DIA, the JCS, and the Military
Departments, the Joint Staff CSG provides the JCS with time-sensitive cryptologic
services. Additionally, both the NCRDEF and the Joint Staff CSG provide NSA/CSS
with advance warning and advice on DOD policies, Joint Staff plans, and IA and IRs.

NGA is both an IC organization and a DOD CSA whose mission is to provide
timely, relevant, and accurate GEOINT in support of national security. To do so, NGA
capitalizes on all forms of what is traditionally categorized as imagery, IMINT, and
geospatial data and information to provide the foundation for support of national
intelligence analysis, planning, decision, and action. NGA creates tailored, customer-
specific GEOINT, analytic services, and solutions.

a. Responsibilities. NGA provides GEOINT and services to national decision
makers, military commanders, the IC, and other USG entities, as appropriate. The
Director of NGA advises the DNI, SecDef, CJCS, and the CCDRs on all issues related to
GEOINT. This support extends to the departments and agencies of the federal
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¢. NGA Support to Military Operations. NGA provides GEOINT to support
military planning, decision making, targeting, and intelligence production during
peacetime and crisis. This support includes:

(1) Conducting GEOINT exploitation. NGA exploits all forms of traditional
and nontraditional data, from national, civil, and commercial sources.

(2) Providing traditional and specialized hard copy geospatial products and
electronic data.

(3) Providing safety of navigation products and services.

(4) Populating and maintaining national databases that provide the visualization
and analytical framework to support decision making.

(5) Managing the acquisition of commercial and foreign government remote
sensing data for DOD users.

(6) Maintaining crisis-specific GEOINT products and data on NGA’s JWICS,
SIPRNET, and NIPRNET systems to complement its direct support activities.

d. NGA Customer Support. The NST is the primary mechanism for NGA
interaction with its customers. The NST coordinates ~“3A’s operational, policy, and
training support to its customers.

(1) NGA maintains NSTs at the Joint Staff, CCMDs, Services, and national and
DOD agencies. Additional NSTs are located at several non-DOD government
organizations (e.g., DOS). A typical NGA NST at the CCMDs and Service HQ is
composed of a senior representative, staff officers, and imagery and geospatial analysts.
A reachback component at NGA HQ focuses NGA production support.

(2) In addition to using NSTs, NGA may deploy crisis support teams of
imagery and geospatial analysts upon request, either independently, as augmentation to
an existing NST, or as part of a NIST. These teams of government and/or contract
personnel employ deployable GEOINT production systems. NST personnel can reach
back to NGA for data and products, fuse this information with tactical and theater
sources, and work with users to produce products tailored to their needs.

The mission of the NRO is to provide innovative overhead intelligence systems for
national security. The NRO is responsible for the application of unique and innovative
technology, large scale systems engineering, development and acquisition, and operations
of space reconnaissance systems and related intelligence activities.

a. Organization. The NRO’s organizational structure is shown in Figure A-6. The
Director NRO (DNRO) is appointed by SecDef with concurrence of the DNI. The
Principal Deputy Director, NRO is nominated by the Director, CIA and approved by

SC 5163







logistics with terrain data from NRO systems or providing warning for force protection.
The NRO accommodates the functional needs of information dominance with near-
continuous coverage architectures in partnerships with the OSD, JCS, IC, and
USSTRATCOM. Advances in technology enable the NRO to provide greater amounts of
useful information to ever lower tactical echelons, with the primary impact of NRO data
being realized at the operational level. With regard to security, the goal is to downgrade
classification and disseminate products essential to operations.

d. Obtaining Support. DIA is the overall coordinator of national systems support
for DOD, which it manages with on-line systems. GEOINT requirements are tasked
through NGA, SIGINT requirements through NSA, and MASINT requirements through
DIA. NRO field representatives and the NRO’s Integrated Support Office, Mission
Support Directorate, facilitate end-to-end support ranging from pre-deployment training,
education, weapon system integration, to dissemination of products and services._ The
basic reference for obtaining support is the Joint Tactical Exploitation of National
Systems Manual.

The Chiefs of the Military Services provide intelligence support for
departmental missions related to military systems, equipment, training, and
national intelligence activities. The Services act to support DOD entities, including
CCMDs and the Service components of those commands.

a. US Army

(1) Deputy Chief of Staff (DCS), G-2. The Army G-2 is responsible to the
Chief of Staff, Army for long-range planning and policy guidance on all matters relating
to Army intelligence, security, and CI activities. The G-2 manages the Army portion of
the NIP, Army departmental-level GMI and S&TI production missions, intelligence
readiness training, the Army language program, and the Army Foreign Material Program.
The G-2 exercises staff supervision over the INSCOM and provides direction to its
departmental production resources.

(2) INSCOM. The Army INSCOM is a direct reporting unit of the
Headquarters, Department of the Army (HQDA) under the staff supervision of the DCS,
DIRINT, G-2. The Director of the Army Staff has designated the INSCOM commanding
general as assistant DCS, G-2, for intelligence operations, which enhances the Army G-
2’s ability to carry out efficient and effective CI and HUMINT programs Army-wide.
INSCOM is also designated as the Army SCC and serves as the principal Army authority
for all operations, programming, budgeting, training, personnel, policy, doctrine, and
foreign relationships for cryptologic activities. HQ, INSCOM is at Fort Belvoir,
Virginia, and INSCOM subordinate units are located worldwide. INSCOM is a major
participant in national intelligence activities. There are two types of INSCOM
subordinate units—functional commands and theater MI brigades. Functional
commands have missions and capabilities focused on specific intelligence or operational
disciplines. INSCOM theater MI brigades operate under the OPCON of a geographic
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multicomponent functional command under the administrative control (ADCON) of
Army INSCOM and under the OPCON of the HQDA, DCS, G-3/5/7.

(c) 300th MI Brigade (Linguist) provides linguist and MI support to
multiple contingencies with HUMINT companies, SIGINT companies, and intelligence
coordination detachments providing linguist and MI augmentation support to the Army.
The brigade has five subordinate National Guard battalions. The 300th MI Brigade is
operationally aligned to support INSCOM, and also has a state mission to conduct
military assistance to civilian authorities on order from the respective state governor over
the unit.

(d) The 704th MI Brigade operates under the ADCON of Army INSCOM
and under the OPCON of NSA/CSS. The 704th MI Brigade provides Army personnel
with expertise in SIGINT and information security to support the national decision
makers, CCMDs, national agencies, and DOD in response to their IRs. The brigade
leverages the national SIGINT system to facilitate intelligence integration between
tactical SIGINT units and NSA/CSS. The brigade conducts SIGINT, GEOINT, CNO,
and IA operations to support Army, joint, combined, and national decision makers and to
shape future Army intelligence capabilities.

(e) 706th Military Intelligence (MI) Group operates under ADCON to
INSCOM and under OPCON to NSA/CSS. The 706th MI Group, located at Fort
Gordon, GA, provides personnel, intelligence assets, and technical support to conduct
SIGINT operations worldwide.

(f) The 902d MI Group is assigned to Army INSCOM. The group—the
largest CI unit in DOD—conducts CI and collection operations activities to support Army
commanders and to protect Army forces, secrets, and technologies by detecting,
identifying, neutralizing, and exploiting foreign intelligence and security services’ and
international terrorist organizations’ intelligence collection efforts. During peace or war,
ClI identifies these collection operations directed at the Army, its decision makers, forces
and personnel, installations and infrastructures, technologies, and information to
neutralize the threat such activities pose. The 902d MI Group conducts the full spectrum
of CI investigations, CI operations (both offensive and defensive), CI collection,
multidiscipline CI analysis and production, and CI and security countermeasures. It
conducts offensive CI operations worldwide on a general support basis. It also provides
the full spectrum of CI capability, especially technical CI and functional services, and
general support reinforcement, through INSCOM’s theater MI brigades, to Army Service
component commands worldwide. On order, the group deploys tailored packages of
capabilities worldwide.

(g) Army Operations Activity is assigned to INSCOM. It includes
HUMINT operations and provides HUMINT subject matter expertise worldwide to
support ground component commander PIRs using the full spectrum of HUMINT
collection methods.
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(h) Army Field Support Center (AFSC), assigned to INSCOM, provides
personnel actions, finance, and other support to specified Army HUMINT, CI, and 10-
related activities. The AFSC includes the Military Intelligence Civilian Excepted Career
Program Management Division, Great Skill Division, Operations Support Division, and
the Army Attaché Management Division.

(1) 138th MI Company, Joint Surveillance Target Attack Radar System
(JSTARS), is under ADCON to INSCOM. The JSTARS company provides worldwide,
NRT wide area surveillance and moving target indicators to the supported commander.

(4) Theater MI Brigades and/or Groups. INSCOM theater MI brigades
and/or groups conduct multidiscipline intelligence activities in support of the respective
theater’s Army component commander and, if one is designated by the JFC, the joint
force land component commander. The five brigades/groups are:

(a) 66th MI Brigade, United States Army, European Command
(USAREUR). The 66th MI Brigade conducts theater level multidiscipline (SIGINT, CI,
HUMINT, GEOINT, MASINT) and all-source intelligence to include collection,
analysis, production and dissemination; provides advanced skills training and linguist
support; when directed deploys tailored expeditionary forces in support of full-spectrum
USAREUR, US European Command, and other CCMD operations; and provides CI
support to HQ US Africa Command, and US Army Africa Command. The brigade is
headquartered at Wiesbaden Army Airfield with intelligence units spread out over five
countries (Germany, Italy, Belgium, Netherlands, and the United Kingdom); provides
support to theater operations in Romania, Bulgaria and Poland; and provides
administrative support to force protection detachments in Georgia, Cyprus and Israel.

(b) 500th MI Brigade, United States Army Pacific (USARPAC). The
500th MI Brigade is a theater MI brigade operating under the ADCON of INSCOM and
under the OPCON of USARPAC. The brigade’s mission is to conduct intelligence to
support USARPAC full-spectrum operations throughout the USPACOM AOR to defeat
adversaries, promote regional stability, support allies, and protect US national interests.

(c) 501st MI Brigade, Eighth US Army, USFK. The 501st MI Brigade
operates under the ADCON of INSCOM and under the OPCON of Operational
Command Post-Korea. The brigade, headquartered in Seoul, Republic of Korea, is a
uniquely configured MI organization incorporating all forms of traditional and
developing intelligence collection, analysis, and dissemination technologies.

(d) 513th MI Brigade, United States Army Central Command
(USARCENT). The 513th MI Brigade, headquartered at Fort Gordon, Georgia, is a
theater MI brigade that operates under the ADCON of INSCOM and under the OPCON
of USARCENT/3d Army. The S13th MI Brigade deploys in strength or in tailored
elements to conduct multidiscipline intelligence and security operations in support of
USARCENT and US Central Command.
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(c) Kennedy Irregular Warfare Center functions to meet the expanding
demands of Naval Surface Warfare Center and Navy Expeditionary Combat Command.
It is comprised of two cells: a deployed forces cell which embeds into naval special
warfare squadrons and a global analysis cell, which provides all-source operational
intelligence reachback and imagery services to expeditionary forces.

(d) Hopper Information Services Center provides mission-related IT
services and ensures the rapid and reliable delivery of intelligence to operational forces
and intelligence customers worldwide through Service oriented architecture. The Hopper
Center manages naval SCI networks and provides program management of the JDISS.

(3) FLTCYBERCOM and Commander, Tenth Fleet (COMTENTHFLT),
support the Navy’s move from platform-centric to information-centric processes. The
new FLTCYBERCOM and COMTENTHFLT are headquartered at Fort George G.
Meade, Maryland.

(a) FLTCYBERCOM serves as the Navy component command to
USSTRATCOM and USCYBERCOM. Its mission is to direct Navy cyberspace
operations globally to deter and defeat aggression and to ensure freedom of action to
achieve military objectives in and through cyberspace; to organize and direct Navy
cryptologic operations worldwide and support IO and space planning and operations; to
direct, operate, maintain, secure, and defend the Navy’s portion of the DOD information
networks; to deliver integrated cyberspace, 10, cryptologic, and space capabilities; and to
deliver global Navy cyberspace network common operational requirements.

(b) COMTENTHFLT’s mission is to serve as the numbered fleet for
FLTCYBERCOM and exercise OPCON of assigned naval forces and to coordinate with
coalition naval forces and JTFs to execute the full spectrum of cyberspace, 10, and
SIGINT capabilities.

(c¢) Navy Network Warfare Command (NNWC) subordinate to
FLTCYBERCOM directs the operations and security of the Navy’s portion of the DOD
information networks. NNWC ensures the delivery of reliable and secure net-centric and
space capabilities in support of strategic, operational, and tactical missions.

(4) Naval Criminal Investigative Service. NCIS is a federal law enforcement
agency that protects and defends the Department of the Navy against terrorism and
foreign intelligence threats, investigates major criminal offenses, enforces the criminal
laws of the US and the Uniform Code of Military Justice, assists commands in
maintaining good order and discipline, and provides law enforcement and security
services to the Navy and Marine Corps on a worldwide basis. NCIS programs and
operational activity complement other efforts within the DON to defend against
espionage, terrorism, subversion, sabotage, criminal activity, and major security
violations. With over 150 offices worldwide and agents assigned to interagency task
forces, CCDR and joint staffs, selected US Navy ships and staffs, and Marine Corps
elements, NCIS activities keep the supported commanders apprised of potential threats.
NCIS leverages organic investigative and analytic capabilities as well as liaison
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relationships to identify, neutralize, and/or exploit potential breaches of security. NCIS
also provides a comprehensive briefing program to educate military and civilian
personnel on threats posed by foreign intelligence and security services and terrorist
groups..

c. US Air Force

(1) AF/A2 is responsible to the Air Force Chief of Staff for policy, planning,
programming, resource allocation, and program evaluation activities aimed at ensuring
information superiority in peace, crisis, and war.

(2) Air Force Intelligence, Surveillance, and Reconnaissance Agency.
AFISRA, subordinate to AF/A2 as an agency and headquartered at Lackland Air Force
Base (AFB), Texas, oversees collection, processing, and production elements worldwide.
It provides customers at all echelons with multisource intelligence products, applications,
and services and provides intelligence expertise in the areas of IO (to include information
protection), acquisition, foreign weapons systems and technology, and treaty monitoring.
Additionally, AFISRA serves as the Air Force Validation Office for Production and
Application Requirements under the DIAP. When Air Force component IRs exceed the
theater’s capabilities, AFISRA may reinforce the CCMD with analytical expertise and
products.

(3) National Air and Space Intelligence Center (NASIC). NASIC,
subordinate to AFISRA, is the principal agency for assessing the foreign air and
space threat. NASIC’s mission is to produce integrated, predictive air and space
intelligence to enable military operations, force modernization, and policymaking. HQ
NASIC is located at Wright-Patterson AFB, Ohio; subordinate NASIC elements operate
in Washington, D.C.; Langley AFB, Virginia; and Offutt AFB, Nebraska.

(4) 688th Information Operations Wing. The 688th IOW conducts, plans,
and develops IO programs to satisfy to support warfighter requirements. The wing
delivers 1O capabilities such as the Automated Security Incident Measurement System
and the Common Intrusion Detection Director System. The 688th IOW is responsible for
training 10 and how to integrate I0. The 688th IOW is also the focal point for Air Force
MILDEC and counter-deception training and is the lead agent for Air Force OPSEC
training. The 688th IOW conducts adversary IO and vulnerability assessments.

(5) The Air Force Intelligence Analysis Agency. AFIAA produces
authoritative air, air defense, and regional assessments for the Secretary of the Air Force,
Chief of Staff of the Air Force, and HQ USAF staff elements. AFIAA is the national
intelligence lead for foreign civil air analysis. AFIAA prepares GMI documents for use
by deployed air and joint forces. AFIAA also maintains HQ USAF SCI local area
network components for the National Capital Region. AFIAA is a field operating agency
of HQ USAF.

(6) Air Force Office of Special Investigations. AFOSI is responsible to the
US Air Force Inspector General, Office of the Secretary of the Air Force, and provides a
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full range of CI services encompassing four primary mission areas: collection, analysis
and production, operations, and investigations. These missions are accomplished through
proactive and reactive programs in support of Service, CCMD, and national-level
agencies. AFOSI’s primary responsibility during all levels of conflict is to provide Air
Force commanders CI support to identify and neutralize the sabotage, clandestine
intelligence, subversive, terrorist, and criminal threat to resources.

(7) 480th Intelligence, Surveillance, and Reconnaissance Wing (ISR WG).
The 480th ISR WG is the Air Force leader in globally networked ISR operations. The
wing operates and maintains the Air Force Distributed Common Ground System as well.

d. US Marine Corps

(1) Director of Intelligence. The DIRINT is the Commandant’s principal
intelligence staff officer and exercises supervision over the MCIA. The Marine Corps
Intelligence Department is responsible for plans, policy, programming, budgets, and staff
supervision of intelligence and supporting activities within the United States Marine
Corps.

(a) US Marine Corps Intelligence Activity. MCIA is a field activity
under the DIRINT and the Marine Corps Service production center. MCIA is located at
Quantico, Virginia, with an element at Fort Meade. MCIA supports:

1. The Commandant of the Marine Corps and his staff with threat
assessments, estimates, and intelligence for Service planning and decision making.

2. Combat developers with threat data and other intelligence support
for doctrine and force structure development, systems and equipment acquisition,
wargaming, and training and education.

3. Operating force requirements for predeployment planning, training,
and exercise, as well as support to contingency planning and other production not
satisfied by either theater, other Service, or national research and analytic capabilities.

(b) As the production manager and validation authority for the Marine
Corps PRs, MCIA is fully integrated into the DIAP. Through DIAP, and the federated
production program, MCIA can be tasked to provide expeditionary warfare intelligence
to support any national, theater, or operational command in the Armed Forces of the
United States. Thus, MCIA’s unique and tailored analysis and production capabilities, to
include its reserve production elements, supports not only the Marine Corps, but also
national decision makers, CCDRs, and operational forces.

(2) The Marine Cryptologic Support Battalion (MCSB) and its eight
companies support the NSA/CSS national mission. The Marines of MCSB are assigned
worldwide and are fully incorporated into all facets of the NSA’s mission. MCSB also
provides a ready group of trained cryptologists that can augment Marine Corps radio
battalions in support of tactical SIGINT missions.
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d. Determine status (number, type, readiness condition) of subordinate joint force’s
intelligence collection, production, exploitation, dissemination, and communications
assets.

e. Verify that all intelligence personnel and equipment are listed in the appropriate
priority on the time-phased force and deployment list.

f. Conduct liaison, supervise, and coordinate other intelligence-related
functions with appropriate staff elements and subordinate and supporting commands.
Specific responsibilities include the following:

(1) Joint reconnaissance operations (J-3).

(2) 10 (J-3). IO core capabilities include:
(a) Electronic warfare (EW) (J-3, or EW officer when assigned).
(b) Military deception (J-3).

(c) Military information support operations (MISO) to include an estimate
of target audience conditions and vulnerabilities, susceptibility, and accessibility of
prospective target groups; an estimate analysis of the effectiveness of friendly MISO and
adversary propaganda; and planning assistance for the joint military information support
task force or joint special operations task force (whichever is applicable) and supervision
of training activities concerning defense against adversary propaganda (J-3).

(d) OPSEC (J-3).

(e) Computer network operations (J-3).
(3) Counterproliferation (J-3).
(4) Counterintelligence (J-2).

(5) Personnel recovery (including survival, evasion, resistance, and escape)
J-3).

(6) Counterterrorism (J-3).
(7) Antiterrorism and/or force protection (J-3).

(8) Handling of enemy prisoners of war (EPWs), enemy combatants, detainees,
and captured documents and materiel (J-3/J-4).

(9) Debriefing of EPW and refugees, exploitation of captured documents and
equipment (J-2/J-3/J-4).

(10) Transportation intelligence (US Transportation Command /J-2 and DIA for
red force transportation assessments).
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(7) Send a message reminding forces about accuracies, datums, and coordinates
of GI&S products and digital data.

(8) Coordinate shipment of deployment stock to the map depot. Obtain weight,
cubic feet, number of pallets, and ready-for-shipment date from the CCMD GI&S staff.
Forward unit line number to the CCMD GI&S staff.

(9) Establish map depot inventory quantities to include reorder levels. Report
results to the CCMD GI&S staff via AMHS message, electronic mail, or JDISS.

(10) Request that the CCMD GI&S staff have NGA publish a special operation
catalog.

e. METOC Support. METOC support can help optimize intelligence support in a
variety of ways (assisting in collection management, helping to anticipate adversary
actions). Coordinate with the joint force METOC officer through the J-3, if applicable,
for needed METOC products and services and for the transfer of METOC data received
through intelligence resources that could supplement the METOC database.

f. MASINT Support. MASINT support will help optimize intelligence support by
enhancing the product and providing a more comprehensive view of the COP.

g. DOMEX Support. DOMEX support will assist deployed maneuver elements
and/or the ground component command in initially establishing a document exploitation
capability in a remote or distant area of operations.

a. Determine whether a JIOC or JISE is required to support the subordinate joint
force. Establishment of a JIOC/JISE will be theater and/or situation dependent.

See Chapter II, “Joint and National Intelligence Organizations, Responsibilities, and
Procedures,” for more information on JIOC/JISE.

b. Determine whether a JIOC or JISE is to be established. A JIOC will normally be
larger than a JISE, and include additional plans personnel, a robust intelligence mission
management functionality with extensive liaison with JFC collections operations

management personnel and intelligence agencies, and an active red team. Considerations
for establishing a JIOC or JISE include:

(1) Facility location and physical security requirements.
(2) JISE requirements:
(a) Collection management section.

(b) Intelligence analysis section.
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c. Develop intelligence communications and systems architecture with reporting
and requesting channels.

a. In concert with the CCMD J-2 and the subordinate joint force J-3, ensure that all
intelligence collection requirements are identified as early as possible.

b. Develop and publish intelligence collection requirements. Establish time
schedule for updates.

c. Identify available collection capabilities and status of all component and
supporting units as well as those en route to the operational area.

d. Identify any shortfalls in collection capabilities relative to the joint force’s
validated intelligence requirements. Ensure that collection requirements to cover such
shortfalls are developed and forwarded through the CCMD JIOC to DIA for subsequent
national resource tasking.

e. Prepare an ISR CONOPS in collaboration with the command J-3 that fully
integrates the capabilities of available and commercial ISR assets and resources and that
maximizes the efficiency of the tasking and PED architecture. Forward ISR CONOPS to
the command JIOC, Joint Staff J-2/]-3, and JFCC-ISR with all RFFs and with all
OPLANS.

f. Ensure that collection activities are coordinated with DIA through the CCMD
JIOC for subsequent national resource tasking.

g. CI/HUMINT collection

(1) Establish the need for a subordinate J-2X to manage, coordinate, and
deconflict HUMINT, CI, country team, and/or joint force unit operations.

(2) Establish the need for a joint interrogation and debriefing center (JIDC) to
conduct joint interrogation operations, a JCMEC, and JDEC (see Appendix C,
“Document and Media Exploitation™) to satisfy subordinate joint force and CCMD PIRs.
Request staffing through the RFF process, as required.

(3) Establish the need for and request further CI/HUMINT collection
augmentation and support through RFF.

h. GEOINT collection

(1) Obtain emergency dissemination authority for GEOINT and GEOINT
products. Emergency dissemination authority is a powerful tool, designed to support
military operations, including those involving allies.
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(2) Make all imagery or image products available to the requestor. The
requestor should be notified of product availability.

(3) Establish the need for and request further GEOINT collection augmentation
and support from the Services or NGA.

(4) Initiate coordination with NGA as early as possible. Shortfalls in GEOINT
products, data, and services may adversely impact planning and analysis and may hinder
operations during execution.

For more information, see JP 2-03, Geospatial Intelligence Support to Joint Operations.
1. SIGINT collection

(1) Coordination of SIGINT support for JTF operations should be accomplished
through the command’s cryptologic support division in concert with the respective CSG
and command NCR.

(2) Establish the need for and request further SIGINT collection augmentation
and support from the Services or NSA.

J. MASINT collection

(1) Coordination of MASINT support for JTF operations should be
accomplished through the command’s MASLO.

(2) Establish the need for and request further MASINT collection augmentation
and support from the Services and the DIA MASINT/Technical Collection Directorate.

a. Coordinate with theater JIOC to determine whether PIRs have already been
established for current situation. PIRs are built around commander’s operational
requirements.

(1) As needed, in concert with J-3 and theater JIOC, tailor PIRs for current
situation.

(2) Keep PIRs current and update periodically.
b. Develop or acquire a complete intelligence assessment of the situation.

(1) Conduct a JIPOE effort to identify adversary and potential adversary
COGs and assist in developing potential COAs. See JP 2-01.3, Joint Intelligence
Preparation of the Operational Environment.

(2) Periodically update situation assessment using on-going JIPOE assessments.
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(3) Submit periodic situation assessments to the commander and chain of
command.

c. Ensure regional and threat assessments are current.
d. Ensure key friendly and neutral forces have been identified.

e. Coordinate the theater and national assessments and provide copies to
subordinates and components.

f. Ensure all required intelligence annexes have been incorporated into the OPLAN
or OPORD.

g. Closely track intelligence collection and PRs to completion.

a. Identify the common intelligence systems, programs, Web portals,
collaboration tools, and processes that will be utilized by the joint force to conduct
intelligence operations. Ensure personnel are trained to operate these systems.

b. The joint force J-2 should establish and maintain regular dialogue with the
CCMD J-2 and the Service component intelligence staff officers.

c. Request JCSE support/augmentation.

d. As soon as possible, coordinate with the J-6 to ensure communications lines are
available.

e. Know the capacity of communications paths serving the subordinate joint force,
between the subordinate joint force and its components and with allied or coalition units.

(1) Assess the communications system capabilities and requirements of all
assigned intelligence elements and those en route to the operational area.

(2) Minimize. Keep communications paths open by eliminating extraneous
traffic. Units with global missions routinely subscribe to numerous summaries from all
theaters. Assign lowest possible precedence on summary messages. Cancel summaries
for the subordinate joint force staff and components and rely on tailored support from the
JIOC and NIST.

f. Fully apprise subordinate joint force and senior commanders of all relevant
current events.

g. Ensure subordinate joint force J-2s’ information systems equipment is compatible
with theater and subordinate systems. For coalition forces, ensure systems are
compatible.

h. Ensure communications lines have sufficient rate capacity or bandwidth.
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i. If necessary, establish a tactical SCIF.

J. Identify COMSEC needs (devices, keying material) and determine availability.
k. Ensure all router tables are updated.

1. Ensure all AMHS addresses are updated, complete, and used.

m. Eliminate duplicate data being disseminated to the same users by different
means.

n. Ensure information systems security measures are employed properly.

0. Determine reporting/production times and types of reports.

a. Establish liaison between joint and multinational force intelligence
organizations.

b. Ensure foreign disclosure procedures have been established and reviewed to
expedite sanitization and sharing of US-generated intelligence products with allies and
coalition partners.

c. Ensure friendly objectives, intentions, and plans are fully communicated to
appropriate intelligence organizations.

d. Ensure interoperability of communications systems.

e. Be aware of, and remain sensitive to, cultural and/or religious differences among
allies and coalition members. In some instances, these may result in periods of increased
vulnerability for the joint force, or may require scheduling changes for meetings and/or
briefings.

a. In coordination with the J-3 and multinational intelligence and/or CI elements,
develop and implement CI and counterterrorism plans.

b. The CICA should recommend to the J-2, or JFC, appointment of the TFCICA or
counterintelligence operational tasking authority upon the establishment of a JTF.

c. Ensure CI functions/activities are incorporated into planning, especially
force protection planning.

d. Ensure Cl is included in collection management planning.

e. Advise component CI organizations and begin planning coordination with the
joint CI division and other CCMD CICAs for national-level joint CI assistance.
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DOMEX is the processing, translation, analysis, and dissemination of collected
hard copy documents and digital/electronic media, which are under the USG’s
physical control and are not publicly available. This excludes both the handling of
documents and media during the collection, initial review, and inventory process and
documents and media withheld from the IC DOMEX dissemination system IAW DNI-
sanctioned agreements and policies to protect sources and methods.

a. DOMEX includes any information storage media and the means by which it
was created (e.g., written, mechanical, chemical, electronic, optical, or magnetic form).
A document is any recorded information regardless of its physical form or characteristics,
including, but not limited to, all written material, whether handwritten, printed, engraved,
or photographic matter, which may contain information relative to adversary forces
or individuals and groups under investigation for criminal acts. Such information
includes weather and terrain data, maps, sketches, photographs, orders, tactical and
technical manuals and instructions, code books, logbooks, maintenance records, shipping
and packing slips and lists, war and field diaries, personal diaries, pay books, newspapers,
service records, postal savings books, payrolls, postcards, letters, notes, and other
detainee-related material. Media is any chemically, mechanically, electronically, or
digitally recorded media such as computer files, hard drives, thumb drives, micro-
drives, media cards, CD-ROMs, MP3 (Moving Pictures Expert Group [MPEG] Audio
Layer 3) players, floppy disks, tape recordings, video, sound or voice recordings, DVDs
(digital video discs), movie and photographic film, cellular phones, Global Positioning
System devices, and typewriter and printer ribbons.

b. Captured or acquired documents and media provide information on adversary
intentions and planning, locations, dispositions, tactics, communications, logistics,
morale, intelligence requirements and assessments, and adversary propaganda activities
aimed at friendly forces. The forensic and biometric exploitation of captured or acquired
documents and media may also result in the development of FEI and/or BEI data and
products to support urgent information needs and operational planning.

As the service of common concern for DOMEX, the NMEC advances the IC’s
collective capabilities on behalf of the DNI. The NMEC develops training, tradecraft,
and tools and technology and integrates IC and DOD DOMEX policies, standards, and
procedures to the maximum extent possible. The NMEC provides prompt and responsive
DOMEX support to the IC consistent with the protection of sources and methods.

a. DOMEX is both a CCMD and national responsibility. The Services conduct
tactical DOMEX with organic assets in support of tactical forces. The NMEC provides
national/theater support through the JDEC, as required.
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b. DOMEX elements provide services to ensure the rapid PED of all acquired and
seized documents and media from strategic/national through tactical/local levels across
the intelligence, counter-intelligence, military, and law enforcement communities.
Forward-deployed DOMEX locations, including the JDEC and Service DOMEX
elements, conduct exploitation activities according to their capabilities. They
collaborate with one another to share work, maintain accountability and chain of custody,
and to ensure all captured and acquired documents and media are sent to the national
archives. Specific DOMEX organizations and entities include:

(1) DOMEX Senior Staff Element. This element functions as part of the theater
commander’s J-2 staff to coordinate and synchronize theater DOMEX operations.

(2) JDEC. This is a strategic exploitation center deployed by NMEC to
provide dedicated DOMEX support to a CCDR during contingency operations. The
JDEC may be under the OPCON of the CCDR or in direct support of the CCDR and
under the staff supervision of the CCMD J-2. It receives enemy documents and media
from capturing units and other customers and conducts the initial preparation,
screening, digitization, translation, and reporting on raw DOMEX data. The JDEC
will also serve as the theater “clearing house” for captured and acquired documents,
providing reachback to national DOMEX assets and ensuring that all exploited media is
uploaded to national repositories. The JDEC is also capable of sending teams to lucrative
sites for limited durations. The size and composition of the JDEC depend on mission
requirements. While the NMEC will provide key personnel and mission equipment for
the JDEC, it may require augmentation from the Services or component commands, CI
elements, and other intelligence and law enforcement elements as the mission dictates.

(3) Service/Component Level DOMEX Elements. These elements conduct
initial triage and tactical exploitation of documents captured by US forces on land or sea.
They ensure documents of strategic or operational value are expeditiously transferred to
the JDEC for exploitation and inclusion in databases accessible to the IC.

The JDEC and other DOMEX elements may be colocated with the joint strategic
exploitation center, the JIDC, or the JCMEC to provide mutual support and concurrent
exploitation of captured enemy personnel and equipment.

Military forces and individual agencies collect media of various types, classify
that media as appropriate, and deliver the media to NMEC, one of its exploitation centers,
or organic DOMEX elements for exploitation. The one exception to this policy is
EPW/detainee property (‘pocket litter’) that remains with the detainee. When possible,
the JDEC and Service DOMEX elements will provide direct support to the JIDC and
other EPW holding areas in exploiting pocket litter.

a. The handling and classification of captured and acquired media will be based on
sensitivity and means of acquisition. The capturing unit is the data owner and will
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determine classification and dissemination controls. As a general rule, captured and
acquired documents and media are considered unclassified unless they originated in the
US and/or an allied nation and are marked as classified. Capturing units may classify
document and media to protect sources and methods or on-going operations,
however, such classification should be kept to the lowest level possible and with minimal
use of caveats. Documents that bear foreign classification markings are handled
according to US classification standards, regardless of their original foreign
classification.

b. Acquiring units need to protect material in its captured form and document and
report the capturing unit, date, time, place (preferably grid coordinates), and
circumstances of capture. This information and chain of custody documents need to be
forwarded with the original items to the nearest DOMEX location. Only qualified
personnel should attempt to exploit media.

c. DOMEX personnel receive and account for arriving documents and media. They
ensure that acquiring units report all critical data and that accountability and chain of
custody are strictly maintained. DOMEX personnel should debrief customers to
ensure a mutual understanding of customer requirements, such as key information
sought from the collection, classification and dissemination guidance, and priority of
processing. Once the transfer of custody has been executed, they assign a batch number
to catalog a group of documents and media from a single location, target, or detainee.
Material should be segregated by batch and clearly marked with a batch information
sheet throughout the exploitation process.

d. DOMEX elements maintain and safeguard all captured documents and
media. Original documents should never be altered, marked upon, or separated from the
batch to which they belong. Physical security requires restricting facility access to
personnel involved in the DOMEX process. When at all possible, DOMEX facilities
should be fire-protected, have humidity and temperature control systems to maintain the
temperature between 55 and 85 degrees Fahrenheit, and implement dust control measures
to prevent damage to the equipment. Once exploitation is complete, documents should
be moved to a storage facility for long-term storage, returned to the capturing unit, or
disposed of as directed by the supported command. Documents designated for
destruction should be handled in the same manner prescribed for US classified documents
to preclude compromise of US and multinational interests.

Document screening is the key step of the DOMEX process. During this step,
DOMEX linguists and analysts screen an incoming batch to identify content of potential
intelligence value and to prioritize individual documents and items of media for
translation, special handling, or advanced exploitation. The focus of the screening
process is to identify actionable intelligence and information in response to the
commander’s PIRs. DOMEX personnel categorize individual records within the batch
by identifying and separating items as having content of potential intelligence value from
items that have no apparent intelligence value. Next, documents and media containing
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content of potential intelligence value are further assessed and divided into high and low
priority categories. High priority content is subject to expeditious processing and
reporting. Media determined to contain no information of apparent intelligence value is
returned to the data owner or disposed of IAW the procedures of the supported command.

a. DOMEX elements digitize documents and media into a searchable local
database using a deployable Harmony application. This is done to create working copies
and to allow for the electronic transfer of exploited material to DOMEX repositories.
Documents are either scanned or photographed to create a digital record. Media is also
digitized into an uncompressed format to obtain the highest quality copy. Only the
imaged copies of electronic media are subject to additional forensic examination on a
stand-alone system. This is done to preserve the integrity of the original media, and to
guard against virus or malware contamination of communications networks.

b. The IC has two centralized national DOMEX repositories. The National
Harmony database, maintained by the NGIC, serves as the repository for exploited
DOMEX material. The national level repository for “forensically pure” images of
captured or acquired documents and media is maintained by the NMEC. This database is
the archive of complete media images and uncompressed audio and video files which is
available to analysts across the IC.

There are four levels of document translation: full, summary, partial, and gist.
The method and level of translation is determined by the content, source, and assigned
priority of a given document or item of media. Where feasible, machine translation
software may facilitate keyword searches to enhance the capabilities of analysts and
linguists to further exploit the document. A full translation is a complete and exact
translation of a document, while a summary translation is an abbreviated translation,
which captures the key elements of the contents. The summary translation should include
all information of intelligence value found in the document. A partial translation
translates only those elements of the document identified as having potential intelligence
value. A gist translation is an abbreviated summary highlighting the contents of the
document. All documents and media of potential intelligence value should receive at
least a gist translation.

DOMEX elements report significant information to the supported CCDR
through tactical intelligence reports, or spot reports (SPOTREPs), and to the IC
through IIRs. Each element determines which information meets the threshold for
SPOTREP generation and whether or not an IIR should be submitted. Document
metadata records, digitized original documents, and associated translations and reporting
will all be uploaded to the NGIC to be disseminated through the national Harmony
database. The exploited source and associated reporting are linked together within the

SC 5191




Harmony database for future analysis. All forensically pure images collected are
transferred to NMEC for inclusion in the national repository for IC analysts to conduct
additional evaluations of the data. When possible, a theater exploitation database may
be used to allow partner nation access to AOR specific documents.
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but in many cases, it arrives in forms that are not legible. In these cases, experts in each
of the disciplines translate or process the data to make it readable. After this step, the
processed data is disseminated to the intelligence analysts that need the data to help
formulate their analysis.

Upon receipt of the raw data from intelligence collectors, analysts format and
synthesize the data to the point at which it can be used in the decision makers’ policy,
integrated into analytical reports and intelligence briefings, or incorporated into all-
source/fusion analysis. If there is enough information to formulate a complete analytic
response, the analysts take one of two paths. First, the analysts may report back to the
decision makers on their answer to the intelligence problem that was posed, or use the
information in a formal intelligence product to be released to the community. However,
there might not be enough information to craft a fully informed product. If this is the
case, the analysts will reformulate the intelligence question and re-enter it into the cycle,
trying to find the additional information that is needed.

Analysis covers a broad range of activities, each involving its own special set of
skills and analytical tools. Figure D-3 shows a hierarchy of types of analysis starting
with the initial processing of raw intelligence data to production of the final end product
that incorporates the kind of reasoned synthesis of a problem that decision makers need to
make decisions. As the analyst moves up the pyramid, there are intermediate levels of
analysis that are useful to different sets of customers independently, as well as being
building blocks for higher levels of analysis. Analysis is not this “clean,” however.
Information from the lowest level can feed directly into the highest-level policy
documents, and intermediate-level information may also skip echelons from lower levels
into higher levels.

a. The first task of analysis, represented by the base of the pyramid in Figure D-3
involves the initial processing of raw intelligence received from various collection
systems. This can be either a manual or automated process depending on the type of
system used to collect the data. The second level shown on the pyramid in Figure D-3 is
a modest refinement of the first. For example, screening imagery for things of interest is
critical in military support where time is of the essence.

b. The middle level of the hierarchy focuses on more refined analysis of data from
multiple sources. The analyst uses data regardless of source or format, and applies
various tools and techniques to derive some level of intelligence value. Finally, at the
highest level of the pyramid, the intelligence analysis is highly refined and ready for the
decision maker.
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b. After determining the types of data available, the analyst then must collate it.
Collation describes the process of organizing raw data, interpolating known data,
evaluating the value of data, and putting it into working hypotheses. The simplest
approaches often are an excellent start. With due regard for protecting documents and
information, a great deal can be done with pieces of paper, a whiteboard, or a table for
organizing the raw data. Maps often are vital adjuncts, maps that can be written upon.
Regardless of its form or setting, an effective collation method will have the following
attributes. The collated data should:

(1) Be impersonal. It should not depend on the memory of one analyst; another
person knowledgeable in the subject should be able to carry out the operation.

(2) Not become an end in itself; analysis is not a rote function.
(3) Be free of bias in integrating the information.

(4) Be receptive to new data without extensive alteration of the collating
criterion.

When conducting intelligence analysis, the analyst should attempt to follow the
below principles:

a. Be precise about what is known. Decision makers and military leaders need to
be informed precisely what the analysts know and the source reliability of that
information. Analysts should never exaggerate what is known. They should report any
important gaps in information bearing on decision making and potential COAs, as well as
relevant information that may contradict the analyst’s leading hypothesis. Analysts
should be precise as well in sourcing information. The phrase, according to the US
embassy, for example, does not inform the reader whether the information is direct or
indirect.

b. Distinguish carefully between information and fact. Analysts may have direct
information on what a foreign leader said, for example, and thereby report this as factual.
But what a foreign leader believes, intends to do, and will do cannot be known to be true
on the basis of a report on what he or she said. From the analytic standpoint, the
intelligence should be reported as such.

c. Distinguish carefully between information and estimative judgment.
Analysts’ estimative judgments are an important element in the process of supporting
decision makers, but they must be formulated using the entire body of available
information and sound inferential reasoning. Also, care should be taken to avoid
confusion over whether the analyst is stating a fact or an estimative judgment.
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d. Take account of substantive complexity. The more complicated an issue, the
greater the demand to determine what is factual. For example, the burden of proof in
determining what a terrorist group intends to do is much greater than that required for
determining what they have done or said. Analysts may properly make a conditional
Judgment about what an entity intends to do, but this should not be stated as verified or
factual information.

e. Take account of controversial sensitivities. As with substantively complex
matters, the burden of proof is high on matters that are controversial among decision
makers. For controversial issues, analysts should place emphasis on the relevant
information, and not on estimative conclusions.

f. Take account of the possibility of deception. Deception is the manipulation of
information by a foreign government, group, or individual to get intelligence analysts to
reach an erroneous conclusion. Deception often works because it gives busy analysts
what they are seeking-—seemingly reliable information on which to base a conclusion.
One test for detecting and countering deception is to determine whether all the sources
and collection platforms that should be reporting on a matter have indeed done so.
Databases and organized information in general help detect the possibility of deception,
as does critical thinking.

g. Use the term “evidence” sparingly. Many times the term information is used
synonymously with the term evidence. Both are used to refer to the content of reports
and research that helps reduce the uncertainty surrounding intelligence questions.
Evidence is more appropriate for law enforcement collectors and analysts. DOD analysts
should avoid using the term when ‘information’ serves their purposes just as well. At
times, characterization of the information is sufficient to make the analysts’ point for the
benefit of consumers.

There exists a wide and varying set of tools that analysts can use in order to help
assist in the analysis of the intelligence. While each organization within the IC has its
own distinctive array of tools that deal with the specific data with which they specialize,
there are also general toolsets that analysts can use in the conduct of their daily business.
Analytical tools assist in the processing of relevant information that decision makers use
to enhance the probability of successful operations. Tools assist in deriving a logical and
well thought out conclusion in complex situations. Tools themselves are not intelligence
products and are not intended to be used to brief decision makers, but to help derive the
intelligence that will.

a. The analyst needs to identify the tools that best match information on hand and
functionality requirements. When determining the best tool to use, intelligence analysts
can use commercial-off-the-shelf (COTS)/government-off-the-shelf (GOTS) applications.
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As technology changes so must the intelligence analyst. The intelligence analyst needs to
find tools that may be the best tool for the need or one that fits best.

b. One set are the traditional tools, such as time-event charts/timelines, association
matrices, activities matrices, and link diagrams. These tools assist in processing events,
personnel, and relationships between individuals and activities. Other categories of tools
that analysts are using to support decision makers are geographic information system
(GIS) tools. Used together, these tools can help transform diverse, seemingly unrelated,
and incomplete data or information within a complex situation into understandable
analytical products that answer the intelligence questions that are posed.

A time-event chart is a chronological record of individual or group activities. It is
designed to store and display large amounts of information in as little space as possible.
In the traditional tool, analysts use triangles to show the beginning and end of the chart.
Triangles are also used to show shifts in method of operation or change in ideology.
Rectangles or diamonds are used to indicate significant events or activities. Analysts
highlight noteworthy or important events by drawing an X through the event symbol.
Each symbol contains a chronological number and date (day, month, and year). The
incident description is a very brief explanation of the incident. It may include size, type
of incident or activity, place and method of operation, and duration of incident. Arrows
indicate time flow. While the diagram in Figure D-5 illustrates the basic concept of the
tool, there are numbers of both COTS and GOTS tools that support this and other time-
event and time-line tools.

The association matrix displays a relationship between individuals. It reflects
associations within a group or similar activity, and is based on the assumption that people
involved in a collective activity know one another. The basic format of an association
matrix is a right triangle; each name requires a row and column. The association matrix
shows known and suspected associations. Analysts determine a known association by
“direct contact” between individuals. Direct contact is defined as face-to-face meetings
or confirmed telephonic conversation between known parties and all members of a
particular organization. This is depicted as a filled shape and placed in the square where
the two names meet within the matrix. An unfilled shape indicates suspected or weak
associations. Figure D-6 is a basic example.
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The activities matrix (see Figure D-7) determines connectivity between individuals
and anything other than persons (interests/entities). Analysts develop a tab to the matrix
listing the short titles of each interest/entity. Each short title explains its significance as
an interest or entity. The activities matrix reveals an organization’s membership,
organizational structure, cell structure and size, communications network, support
structure, linkages with other organizations and entities, group activities and operations,
and national or international ties. The activities matrix format uses a rectangular base.
Rows are determined by the names from the association matrix, and columns are
determined by the interest or entity short titles. The activities matrix shows known and
suspected connections. Analysts develop the criteria for known connectivity. Criteria
may be determined and defined from a number of sources to include commander’s intent
or directive, insurgent doctrine, or other decision maker’s guidance. This can be
accomplished from the simple use of an Excel spreadsheet to other COTS tools that have
been developed to support this tasking.

Link diagrams depict the linkages between interests or entities, individuals, events,
organizations, or other interests or entities. Analysts use the link diagram to support
investigative efforts in terrorism, CI, and criminal activity, and to graphically portray
pertinent information from the association matrix and activities matrix, independently or
synthesized. The link diagram format is the organization of symbols and rules. The link
diagram displays known and suspected linkages. A solid figure represents known
linkages. Suspected or weak linkages are dashed figures. Each individual and interest or
entity is shown only once in a link diagram. This is common across the IC. One of the
standard tools across the IC is Analyst Notebook. Both a general link diagram and an
example of an Analyst Notebook chart are depicted in Figures D-8 and D-9.

a. A GIS, commonly referred to as a “mapping tool,” captures, stores, analyzes,
manages, and presents data that is linked to a location. GIS includes mapping software
and applications for remote sensing, land surveying, aerial photography, mathematics,
geography, and other tools. GIS packages are increasingly including analytical tools as
standard built-in functionalities or as optional toolsets and add-ins. GIS can be used to
depict two- and three-dimensional characteristics of the Earth’s surface. The various GIS
systems that are available to the analyst allow the analyst to conduct a myriad of tasks
ranging from the basic location of their target to complex pattern of life analysis.
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b. CCDRs can grant interim clearances, administratively withdraw clearances, and grant
or deny access to classified information per the guidelines contained in DOD 5200.2-R,
DOD Personnel Security Program. The Services’ senior officers of the intelligence
community (SOICs) or their designees may grant SCI access for their respective Military
Departments. The Director, DIA, is responsible for OSD, Joint Staff, the DOD agencies, and
DOD field activities (less NSA/CSS and NRO).

Before SCI can be handled, processed, or stored, a SCIF must be accredited based on
established physical security guidelines. The special security officer (SSO) is the POC for
information on accreditation authorities and SCIF physical security guidelines.

a. Establishing and Accrediting a Temporary and/or Emergency SCIF

(1) A SCIF at any level of accreditation may be established upon the verbal order
of a general and/or commander during declared hostilities or general war. Reconciliation of
SCIF activation and operational data will be made no more than 180 days after SCIF
activation.

(2) For operational contingencies, and with prior DIA coordination, an SOIC may
approve a temporary SCIF for up to 60 days. DIA will assign a SCIF identification number
and retain authority to cancel, extend, or change the accreditation. There are no specific
physical requirements for such a SCIF, although sound attenuation problems should be
addressed, the SCIF should be staffed around-the-clock, and appropriate guards should
monitor and/or patrol the area.

(3) A tactical SCIF is a military field operation established during crisis,
contingency, or exercise. A tactical SCIF can be set up and temporarily accredited by a
SOIC. This authority may be further delegated in writing to one lower level of command.
The local approving authority may require use of a local tactical deployment checklist. The
element authorizing establishment of a tactical SCIF notifies the accreditation authority and
DIA by message before starting SCIF operations. The message format is shown in Figure E-
1.

(4) A tactical SCIF may be operated within a selected structure for the duration of
an exercise. If reused within 36 months for SCI discussion, a technical surveillance
countermeasures evaluation is recommended. During crisis and hostilities, there is no
restriction over SCI discussion within a tactical SCIF.
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(6) Shipboard SCIFs. A shipboard tactical facility requires submission of the
shipboard accreditation checklist to the Navy accreditation authority. Temporary shipboard
accreditation is approved by SOIC Navy for units which may deploy for emergency
contingencies, not to exceed a 12-month deployment period. Permanent accreditation is
approved by SOIC DIA.

(7) Aircraft SCIFs. Aircraft will be accredited through established accreditation
channels. Transports and courier aircraft transporting SCI material between airfields do not
require accreditation; however, compliance with SCI material and communications directives
are mandatory. Aircraft temporarily configured for SCI missions by installing pallets, vans,
or containers aboard, will be accredited by the appropriate SOIC having SCI cognizance.
Contingency and emergency deployment aircraft, operating with SCI processing aboard, may
be operated as a tactical SCIF IAW Director of Central Intelligence Directive (DCID) 6/9,
Physical Security Standards for SCIFs.

b. Tactical SCIF Security. Although security is necessary for the integrity of a SCIF,
the SSO determines the degree of security to be maintained, taking the operators” needs and
the local situation into account. Security should support, rather than restrict, the mission.
Recommended guidelines for maintaining SCIF security include the following:

(1) Staff the tactical SCIF with sufficient personnel as determined by the onsite
security authority based on the local threat conditions.

(2) Locate the tactical SCIF within the supported HQ’s defense perimeter.

(3) Post armed guards to protect the entire pertmeter of the SCIF compound.
Maintain radio or wire communications with the guard and reserve force.

(4) Use a single entrance and access control procedures.

(5) Keep emergency destruction and evacuation plans current and displayed.
(6) Store SCI materials in lockable containers when not in use.

(7) Incorporate the SCIF physical security plan into the perimeter defense plan.

(8) Store no more intelligence than can be destroyed in a reasonable amount of
time.

c. Assignments of Foreign Representatives to a SCIF. Prior to the assignment of
foreign personnel to a SCIF, the subordinate joint force J-2 must consider the scope of the
foreigner’s role in relation to the environment. Foreign representatives in a SCIF should be
physically located so that they may work effectively without being inadvertently exposed to
restricted data. If a tactical SCIF is in a multinational environment with a US-only area, the
US-only area must be kept separate from any multinational operations. The guard(s) must be
a US citizen. The J-2, in coordination with the SSO, should ensure constant oversight of
nonintelligence elements residing in the SCIF to ensure that there will be no compromise of
operational matters.
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those employed by, used by, or integrated into the USG) without the permission of the
originator and IAW DCID 6/7, Intelligence Disclosure Policy, and NDP-1, National
Disclosure Policy.

d. An SSO can provide more detailed information on SCI policy and procedures, and
the DFE assigned to the cognizant CCMD can help to seek exemptions to security policy
from national agencies. The CCDR is responsible for the release of intelligence and should
request that intelligence producers tailor their product so as to minimize the use of caveats.

e. As shown in Figure E-2, and apart from the exceptions listed in Figure E-3, military
information is divided into eight functional categories by the NDPC. In almost all cases,
intelligence under consideration for release at the subordinate joint force J-2 level will be in
Category 8. CCMD requests for disclosure of NDPC-exception categories of intelligence
information will be made IAW the policies and directives of the DOD, IC members, or other
office responsible for the information.

f. Classified information may only be disclosed when the following applies:

(1) Disclosure is consistent with US foreign policy and national security objectives
concerning the recipient foreign government or international organization.

(2) Disclosure can be expected to result in a clearly identifiable advantage to the
United States.

(3) Itcanbe reasonably assumed that the disclosed information would not be used
against US interests.

g. Release Policies and Procedures. J-2s should consider the following when
determining whether to release classified information:

(1) Determine recipient country’s eligibility to receive MI. If the country is not
eligible yet meets the conditions listed below, a request for exemption to NDP can be made
through the CCMD’s FDO.

(2) Determine recipient’s need to know. Any recipient, whether a member of the
US military or a foreign government, must have a “need to know” before being provided
with US intelligence. While determining need may be difficult, the J-2 may rely on common
sense and knowledge of the situation. For example, Country X has a legitimate need to
know about Country Y-sponsored terrorist activities in the region. However, since Country
X faces no direct military threat from Country Y, it has no need to know and is not eligible to
receive information on Country Y’s OB. Where necessary, a decision may be based on
political and/or military expediency.

(3) The gain must clearly outweigh the risk of compromising the source. This is
most easily ensured by sanitizing the original report to protect the source.

(4) Release intelligence only to the level of command necessary, as determined by
the J-2.
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The IC resource programs have evolved to manage intelligence-related activities in a
more dynamic and comprehensive manner. The numerous activities and assets that comprise
the total IC fall within a broad spectrum ranging from strategic to tactical. There are two
major intelligence programs that directly contribute to the effective and coherent support to
MI consumers: the NIP and the MIP. The NIP primarily serves national-level decision
makers across multiple government agencies and departments. The MIP primarily provides
intelligence to joint mission-oriented customers defense-wide and the Services or agencies
whose principal consumers are operational and tactical military commanders. Each of these
intelligence programs is addressed in this appendix.

a. Intelligence activities and assets are grouped and funded according to their function
and/or purpose. Strategic intelligence typically is considered to be national-level activities
and assets funded under a number of resource programs referred to collectively as the NIP.
Strategic or national intelligence primarily supports the President and national-level political
and military leadership. It is primarily strategic in nature, concerns plans and intentions of
foreign entities, and serves as the basis for the national military strategy. The NIP is jointly
managed by the USD(I) and the ODNI. The NIP provides resources for intelligence
activities and assets necessary for intelligence operations to support the US military to the
national CSAs down to the Service intelligence centers (see top arrow, Figure F-1).

b. The MIP provides resources for all DOD requirements, to include tactical, joint and
defense-wide initiatives, activities, and programs that provide more effective and coherent
intelligence programmatic decision making (see bottom arrow, Figure F-1). MI consumers
supported include the warfighter, policymaker, and force modernization planners. The
USD(T) manages the MIP, and it is designed, built, and operated by the Services and DOD
agencies and competes for funding with combat and combat-support programs. A universal
“rule of thumb” is anything that is not NIP funded must be considered MIP.

The NIP provides funds for the bulk of national-level intelligence, foreign CI, and
reconnaissance activities of the IC, as well as other USG intelligence programs designated
for inclusion in the NIP by the heads of the executive department involved and the ODNI or
the President.
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a. Each NIP program is headed by a program manager who prepares the program’s
annual budget and oversees the expenditure of the funds allocated to the program. While
some NIP programs are managed by the heads of organizations most closely associated with
them (e.g., the consolidated cryptologic program [CCP] by the Director of NSA), others are
not (e.g., the Central Intelligence Agency Program [CIAP] is not managed by the ODNI, but
by the Deputy Director of CIA). The program managers receive policy and fiscal guidance
from the ODNI and prepare and submit their programs’ budget for ODNI approval and
consolidation into the single NIP budget which is submitted to the President.

b. The NIP budget is not openly published for national security reasons. NIP funding is
actually embedded within elements of the DOD budget. These funds are administered by the
Services, but under the close scrutiny of NIP program managers.

The broadest-based NIP program within DOD and the Services is the GDIP. This
program funds activities that involve functions other than cryptology, CI, and certain types
of specialized reconnaissance. It includes DIA (which includes the MSIC, NCMI, JITF-CT),
the Service intelligence centers (which include NGIC, NASIC, ONI, and the MCIA) in each
of the Military Departments.

a. The GDIP encompasses the following activities.
(1) All defense intelligence production not funded elsewhere in the NIP.
(2) All national-level DOD human source intelligence.
(3) A wide range of activities that provide defense intelligence infrastructure.

(4) Significant collection (other than cryptologic and CI) against geographic
targets, foreign forces, and foreign weapon systems.

b. GDIP-funded units and activities collect information, process and analyze data, and
produce MI for the following spectrum of missions:

(1) Support to warfighting
(a) Input to national military strategy.
(b) I&W.
(c) Countermeasures and military contingency operations.
(d) Theater-level battle planning and direction of combat operations.

(e) Planning and conducting small scale contingency operations (e.g.,
noncombatant evacuation operations).

(f) Counterterrorism analysis.
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(2) Synchronization and GFM of defense ISR and associated PED capabilities
and activities in DOD.

(2) Equipping and training of forces
(a) Weapons and countermeasures acquisition.
(b) Force structure development.
(c) Doctrine and tactics training.
(d) Military education and training.
(3) Direct support for national-level priorities
(a) Foreign policy development.
(b) Arms control negotiations and treaty monitoring.

c. Activities funded by the GDIP perform their principal intelligence mission and
support missions of the DOD, a Military Department, a CCMD, or more than one component
command.

(1) The GDIP supports OSD and JCS decision making; Service training and
equipping; production and collection; and provides resources for the JWICS, within CCMDs,
to include the JIOCs.

(2) GDIP is affected by resource decisions and actions of other programs within the
NIP and MIP. For example, GDIP often funds the training of operators of new systems
acquired through other programs. It also provides equipment and communications for other
systems to ensure interoperability and compatibility with other systems funded outside the
GDIP.

d. GDIP funds are expended mainly in the four following areas of intelligence:
(1) Production

(a) GDIP-funded production includes all defense intelligence production in the
NIP (except SIGINT, MASINT, and CI) and supports the timely production of fused all-
source finished intelligence for warfighters and the national, Service, and departmental
leadership. Its products include databases of foreign military forces and programs, targeting
materials, S&T analyses, and threat assessment.

(b) The Director, DIA, is the program manager of the GDIP and the agency is
one of the major producers. DIA produces a full range of basic, current, warning, and
estimative intelligence that supports geographic CCDRs and operational forces, the Military
Departments, and national policymakers.
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(c) Military Service producers focus mainly on national-level intelligence
needed to equip and train forces to support the CCDRs and maintain S&T centers and
operational intelligence centers funded through the GDIP.

(d) A significant portion of GDIP intelligence production is accomplished in
theater intelligence production centers, imagery centers, and component analytical centers.

(2) Collection. The GDIP funds intelligence collection primarily in three areas.
(a) HUMINT.

(b) MASINT conducted through a variety of systems ranging from national
technical means to ground-based systems.

(c) Collection (other than SIGINT and certain other types of collection
conducted through other NIP programs) against geographic targets and foreign forces and
weapon systems. The collection is achieved mainly through technical sensors on airborne
reconnaissance platforms and aboard a variety of other collection systems.

(3) Infrastructure. This third aspect of the GDIP includes the following:

(a) Automation. DODIIS intelligence systems support and automated
intelligence systems, as well as non-cryptologic communications for SCI dissemination.

(b) Reproduction, presentation, and dissemination of a wide range of
intelligence materials and data.

(c) Physical, personnel, industrial, computer, telecommunications, and
OPSEC. This includes non-cryptologic SCI policy and operations as well as adjudication of
special background investigations.

(d) Intelligence training and education, such as the courses conducted at the
NDIC.

(4) Management. GDIP funds three types of intelligence management: program
intelligence management, functional management, and fiscal management. Program
management was discussed earlier in this appendix. Functional managers and their staffs are
oriented along the three broad functional areas of production, collection, and infrastructure,
which encompass the full range of activities funded under the GDIP. Fiscal management
involves the GDIP programming and budget process, a structured sequence within the NIP
that runs parallel to that of all other NIP programs against which GDIP requests eventually
compete for a share of the NIP budget. The process begins when the GDIP program
manager receives guidance from the ODNI and uses it to develop his own “top-down” policy
and fiscal guidance, in the program manager’s guidance memorandum (PMGM), to the
Service intelligence elements, DIA, and the CCMDs. Based on the program manager’s
guidance, the functional managers provide funding priorities and specific guidance relative
to their respective area of concern which is included in the PMGM.
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a. Central Intelligence Agency Program. The activities of CIA are funded under the
CIAP. This NIP program provides funds for analytical and controlled activities,
administration, field operations, and research and development.

b. National Geospatial-Intelligence Agency Program (NGP). The NGP funds all
NGA national level programs. The Director, NGA, is designated as the program manager of
the NGP.

c. Consolidated Cryptologic Program. CCP is operated and managed by NSA, with
the Director, NSA, serving as the program manager. In addition to its own worldwide
SIGINT and OPSEC operations, NSA also oversees national-level operations of the five
SCCs. These include the cryptologic components of the Army’s INSCOM, Navy’s
FLTCYBERCOM, the AFISRA, the Marine Corps’ DIRINT, and the Coast Guard’s
Assistant Commandant for Intelligence.

d. DOD Foreign CI Program. This component of the NIP conducts CI activities in
support of DOD components in foreign countries in coordination with the CIA, and within
the US in coordination with the FBI, pursuant to procedures agreed upon by the Attorney
General and SecDef.

e. National Reconnaissance Program. This program sustains the infrastructure and
research and development activities of the NRO.

f. Department of the Treasury Intelligence Program. This NIP program is that
element of the Department of the Treasury responsible for:

(1) Analysis of foreign financial and monetary information.

(2) Participation with the DOS in the overt collection of general foreign economic
information.

(3) Production and dissemination of foreign intelligence relating to US economic
policy as required for the execution of the responsibilities of the Secretary of the Treasury.

g. Department of State’s Bureau of Intelligence and Research. This NIP
organization is that element of DOS that:

(1) Overtly collects information relevant to US foreign policy concerns.

(2) Produces and disseminates foreign intelligence relating to US foreign policy as
required for the execution of the Secretary of State’s responsibilities.

(3) Disseminates, as appropriate, reports received from US diplomatic and consular
posts.

(4) Transmits reporting requirements of the IC to the chiefs of US missions abroad.
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(5) Supports chiefs of missions in discharging their statutory responsibilities for
direction and coordination of mission activities.

h. DHS Office of Intelligence and Analysis. Provides resources for intelligence
analysis on threats within US borders to protect infrastructure, to secure borders and to
support preparedness. In concert with the Coast Guard, provides maritime intelligence
focused on counterterrorism, drug trafficking, illegal alien migration, and infrastructure
protection.

1. Department of Justice Program. This NIP element provides resources for the FBI
and the DEA intelligence related activities to include:

(1) Collection, analysis, and exploitation of intelligence to detect, prevent, and
disrupt terrorist attacks, hostile foreign intelligence activities, and cyberspace-based efforts
directed at US interests.

(2) Research, development, and procurement of technical systems and devices
related to their authorized functions.

J. Department of Energy Office of Intelligence and CI. This program is responsible
for:

(1) Participating with the DOS in overtly collecting information with respect to
foreign energy matters.

(2) Participating in formulating intelligence collection and analysis requirements
where the special expert capability of the DOS can contribute.

(3) Providing expert technical, analytical, and research capability to other agencies
within the IC.

k. Special NIP Accounts. In addition to the programs described above, there are two
additional accounts managed as part of the NIP. These two accounts are the CIA Retirement
and Disability System and the Security Evaluation Program.

The MIP consists of programs, projects, or activities that support SecDef’s intelligence,
CL, and related intelligence responsibilities, to include those which meet the warfighter’s
operational and tactical requirements. The term MIP replaces the terms Joint Military
Intelligence Program and Tactical Intelligence and Related Activities.

a. Asthe program executive, the USD(I) provides policy and substantive programmatic
and fiscal guidance for the MIP and exercises review and approval authority over MIP and
any subsequent program modifications that significantly alter cost, schedule, or capability.
Reprogramming of MIP funds requires the approval of the USD(I).
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b. The MIP is organized into major organizational components and functional areas of
emphasis. The USD(J) assigns MIP component managers as the individual responsible for
managing MIP resources within a respective MIP component. Those MIP components are:

(1) DIA MIP. Consists of DIA’s intelligence activities focused on support to the
CCMDs. The CCMD JIOCs and the DOD CI and HUMINT center resources are included
here. The Director DIA is the component manager.

(2) NGA MIP. The NGA MIP Program funds defense-wide GEOINT activities,
including communication, and production system improvements, as well as the defense
imagery activities of NGA. Also funded are selected defense airborne and space
reconnaissance activities managed by NGA. The component manager is the Director, NGA.

(3) NSA MIP. The NSA MIP consists of cryptologic and SIGINT support to the
DOD. The component manager is the Director, NSA.

(4) NRO MIP. Augments the NRO NIP resources addressing specific DOD
requirements. The component manager is the Director, NRO.

(5) Service MIP Components. Consists of the service-unique intelligence
capabilities and contributions primarily for that Service from the JTF to the tactical
warfighter. MIP funds reside within the respective Service total obligation authority or
budget. USSOCOM is dual-hatted as a warfighting functional command and a service-like
force provider. As such, the USSOCOM JIOC is funded through the DIA MIP, and special
operations unique intelligence capabilities are funded primarily through USSOCOM MIP.
Generally, the Secretaries of the Military Departments and the Commandant of the Marine
Corps designate the SIO as the MIP component manager for their Service.

(6) OSD MIP. Provides resources for the USD(]) to exercise planning, policy, and
strategic oversight of all DOD intelligence, CI, and security policy, plans and programs.
Also provides counternarcotics intelligence support managed by the Deputy Assistant
Secretary of Defense for Counternarcotics and Global Threats.

(7) Other MIP accounts not considered MIP Components: Provides resources
for intelligence support to Defense Threat Reduction Agency, Defense Security Service, and
DISA.

c. The MIP uses the existing DOD Planning, Programming, Budgeting, and Execution
process and leverages the Battlespace Awareness Capability Portfolio Management process
to ensure that all ISR requirements are properly addressed (see Figure F-2). The USD(I)
leads program development by issuing guidance, then oversees program/budget development
and execution in coordination with the OSD comptroller.
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The development of JP 2-01 is based upon the following primary references.

a. National Security Act of 1947.

b. Title 10, United States Code.

c¢. Title 50, United States Code.

d. Goldwater-Nichols Department of Defense Reorganization Act of 1986.
e. Intelligence Reform and Terrorism Prevention Act (IRTPA) of 2004.
f. The National Security Strategy of the United States.

g. The National Military Strategy.

h. National Strategy to Combat Weapons of Mass Destruction.

1. National Strategy for Homeland Security.

J. National Strategy for Combating Terrorism.

k. National Intelligence Strategy.

1. Defense Intelligence Strategy.

m. EO 12333, United States Intelligence Activities, as amended.

n. EO 12958, Classified National Security Information.

o. NDP-1, National Policy and Procedures for the Disclosure of Classified Military
Information to Foreign Governments and International Organizations (Short Title: National
Disclosure Policy).

a. DODD 3000.06, Combat Support Agencies.
b. DODD 3000.07, Irregular Warfare (IW).
c. DODD 3600.01, Information Operations.

d. DODD 5100.1, Functions of the Department of Defense and its Major Components.
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e. DODD 5100.3, Support of the Headquarters of Combatant and Subordinate Joint
Force Commands.

f. DODD 5100.20, National Security Agency/Central Security Service (NSA/CSS).
g. DODD 5105.21, Defense Intelligence Agency (DIA).

h. DODD 5105.60, National Geospatial-Intelligence Agency (NGA).

1. DODD 5143.01, Undersecretary of Defense for Intelligence (USD(I)).

j. DODD 5200.2, DOD Personnel Security Program.

k. DOD 5200.2-R, DOD Personnel Security Program.

1. DODD 5200.27, Acquisition of Information Concerning Persons and Organizations
not Affiliated with the Department of Defense.

m. DODD 5205.12, Military Intelligence Program (MIP).

n. DODD 5230.11, Disclosure of Classified Military Information to Foreign
Governments and International Organizations.

o. DODD 5240.01, DOD Intelligence Activities.
p. DODD 0-5240.02, Counterintelligence.

q. Department of Defense Instruction (DODI) O-3115.07, Signals Intelligence
(SIGINT).

r. DODI 3115.10E, Intelligence Support to Personnel Recovery.

s. DODI C-5205.01, DOD Foreign Military Intelligence Collection Activities
(FORMICA)(U).

t. DODI 5240.10, Counterintelligence Support to the Combatant Commands and the
Defense Agencies.

u. DODI 6420.01, National Center for Medical Intelligence.

v. DODI 8110.1, Multinational Information Sharing Networks Implementation.

a. JP 1, Doctrine for the Armed Forces of the United States.
b. JP 1-0, Personnel Support to Joint Operations.

c. JP 2-0, Joint Intelligence.
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d. JP2-01.2, Counterintelligence and Human Intelligence Support to Joint Operations.
e. JP 2-01.3, Joint Intelligence Preparation of the Operational Environment.

f. JP 2-03, Geospatial Intelligence Support to Joint Operations.

g. JP 3-0, Joint Operations.

h. JP 3-05, Special Operations.

1. JP 3-06, Joint Urban Operations.

J. JP 3-08, Interorganizational Coordination During Joint Operations.

k. JP 3-11, Operations in Chemical Biological, Radiological, and Nuclear (CBRN)

Environments.

1. JP 3-13, Information Operations.

m. JP 3-13.2, Military Information Support Operations.
n. JP 3-16, Multinational Operations.

0. JP 3-24, Counterinsurgency Operations.

p. JP 3-27, Homeland Defense.

q. JP 3-28, Civil Support.

JP 3-29, Foreign Humanitarian Assistance.

=

s. JP 3-33, Joint Task Force Headquarters.

t. JP 3-40, Combating Weapons of Mass Destruction.

u. JP 3-50, Personnel Recovery.

v. JP 3-57, Civil-Military Operations.

w. JP 3-60, Joint Targeting.

x. JP 5-0, Joint Operation Planning.

y. JP 6-0, Joint Communications System.

z. CJCSI 1301.01D, Joint Individual Augmentation Procedures.

aa. CJCSI 3110.02F, Intelligence Planning Guidance, Objectives, and Tasks.

bb. CJICSI 3340.02A, Horizontal Integration of Warfighter Intelligence.
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cc. CJCSI 5120.02B, Joint Doctrine Development System.

dd. CJCSI 5221.01B, Delegation of Authority to Commanders of Combatant

Commands to Disclose Classified Military Information to Foreign Governments and
International Organizations.

ee. CJCSM 3122.03C, Joint Operation Planning and Execution System, Volume II,
Planning Formats.

ff. CJCSM 3314.01, Intelligence Planning.
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Users in the field are highly encouraged to submit comments on this publication to: Joint
Staff J-7, Deputy Director, Joint and Coalition Warfighting, Joint and Coalition Warfighting
Center, ATTN: Joint Doctrine Support Division, 116 Lake View Parkway, Suffolk, VA
23435-2697. These comments should address content (accuracy, usefulness, consistency,
and organization), writing, and appearance.

The lead agent and the Joint Staff doctrine sponsor for this publication is the Director for
Intelligence (J-2).

This publication supersedes JP 2-01, 07 October 2004, Joint and National Intelligence
Support to Military Operations.

a. Recommendations for urgent changes to this publication should be submitted:

TO: JOINT STAFF WASHINGTON DC//J2-J25/J7-JEDD//
INFO: JOINT STAFF WASHINGTON DC//J7-JEDD//

b. Routine changes should be submitted electronically to the Deputy Director, Joint and
Coalition Warfighting, Joint and Coalition Warfighting Center, Joint Doctrine Support
Division and info the lead agent and the Director for Joint Force Development, J-7/JEDD.

c. When a Joint Staff directorate submits a proposal to the CJCS that would change
source document information reflected in this publication, that directorate will include a
proposed change to this publication as an enclosure to its proposal. The Services and other
organizations are requested to notify the Joint Staff J-7 when changes to source documents
reflected in this publication are initiated.

Local reproduction is authorized and access to unclassified publications is unrestricted.
However, access to and reproduction authorization for classified JPs must be in accordance
with DOD 5200.1-R, Information Security Program.
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a. Joint Staff J-7 will not print copies of JPs for distribution. Electronic versions are
available on JDEIS at https://jdeis.js.mil (NIPRNET) and http://jdeis.js.smil.mil (SIPRNET),
and on the JEL at http://www.dtic.mil/doctrine (NIPRNET).

b. Only approved JPs and joint test publications are releasable outside the CCMDs,
Services, and Joint Staff. Release of any classified JP to foreign governments or foreign
nationals must be requested through the local embassy (Defense Attaché Office) to DIA,
Defense Foreign Liaison/IE-3, 200 MacDill Blvd., Joint Base Anacostia-Bolling,
Washington, DC 20340-5100.

c. JEL CD-ROM. Upon request of a joint doctrine development community member,
the Joint Staff J-7 will produce and deliver one CD-ROM with current JPs. This JEL CD-
ROM will be updated not less than semi-annually and when received can be locally
reproduced for use within the combatant commands and Services.
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CICSM
C-JWICS

CMA
CMMA
CNO

COA

COG
COLISEUM

COM
COMINT
COMSEC
COMTENTHFLT
CONOPS
CONPLAN
CONUS
Cop

COTS
CRM

CS

CSA

CSG

CSS

DA
DAC

DCGS
DCHC

DCI
DCID
DCO
DCS
DCW
DDI
DDMS
DEA
DFE
DHS
DI

DIA
DIAP
DID

Chairman of the Joint Chiefs of Staff manual
Containerized Joint Worldwide Intelligence

Communications System
collection management authority
collection management mission application
computer network operations
course of action
center of gravity
community on-line intelligence system for end-users

and managers
collection operations management
communications intelligence
communications security
Commander, Tenth Fleet
concept of operations
operation plan in concept format
continental United States
common operational picture
commercial off-the-shelf
collection requirements management |
civil support |
combat support agency |
cryptologic services group
central security service

Directorate for Mission Services (DIA)

Defense Intelligence Agency (DIA) counterintelligence
and security activity

distributed common ground/surface system

Defense Counterintelligence and
Human Intelligence Center

Director of Central Intelligence

Director of Central Intelligence directive

defense coordinating officer

deputy chief of staff

Defense Collection Watch (DIA)

Director of Defense Intelligence

Deputy Director for Military Support (NRO)

Drug Enforcement Administration

Defense Intelligence Agency (DIA) forward element

Department of Homeland Security

Defense Intelligence Agency (DIA)
Directorate for Analysis

Defense Intelligence Agency

Defense Intelligence Analysis Program

Defense Intelligence Digest
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DIEB
DIPF
DIRINT
DIRNSA
DISA
DNI
DOD
DODD
DODI
DODIIS
DOE
DOJ
DOMEX
DON
DOS
DPM

DS

DSE
DT
DTA
DUSD

EEI
ELINT
EO
EPW
EW

FAX

FBI

FDO

FEI

FEMA

FFIR

FISINT
FLTCYBERCOM
FM/A

FSP

G-2
GCCS
GCCS-13

GDIP
GEOINT

Defense Intelligence Executive Board

defense intelligence priorities framework

Director of Intelligence (USMC)

Director, National Security Agency

Defense Information Systems Agency

Director of National Intelligence

Department of Defense

Department of Defense directive

Department of Defense instruction

Department of Defense Intelligence Information System

Department of Energy

Department of Justice

document and media exploitation

Department of the Navy

Department of State

dissemination program manager

Directorate for Information Management and
Chief Information Officer (DIA)

direct support element

Directorate for MASINT and Technical Collection (DIA)

dynamic threat assessment

deputy under Secretary of Defense

essential element of information
electronic intelligence

executive order

enemy prisoner of war
electronic warfare

facsimile

Federal Bureau of Investigation

foreign disclosure officer

forensic-enabled intelligence

Federal Emergency Management Agency
friendly force information requirement
foreign instrumentation signals intelligence
Fleet Cyber Command (Navy)

functional manager for analysis

functional support plan

Army Deputy Chief of Staff for Intelligence

Global Command and Control System

Global Command and Control System Integrated Imagery
and Intelligence

General Defense Intelligence Program

geospatial intelligence
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GFM
GI&S
GIS
GMI
GOTS

HC

HD

HOC

HQ
HQDA
HSC
HSIN
HUMINT

I&A
1&W

1A

IAA
IAW
IBS

IC

ICC
IC/EXCOM
IED

IIR
IMINT
INR
INSCOM
I0

IOB
I0I1
IOW

IP

IPR

IR
IRSCC
IRTPA
ISR

ISR WG
IT

ITF

ITL
IWG

J-1

Global Force Management
geospatial information and services
geographic information system
general military intelligence
government off-the-shelf

Directorate for Human Capital (DIA)

homeland defense

human intelligence operations cell

headquarters

Headquarters, Department of the Army
Homeland Security Council

Homeland Security Information Network (DHS)
human intelligence

Office of Intelligence and Analysis (DHS)
indications and warning

information assurance

incident awareness and assessment

in accordance with

Integrated Broadcast System

intelligence community

Intelligence Coordination Center (USCG)
Intelligence Community Executive Committee
improvised explosive device

intelligence information report

imagery intelligence

Bureau of Intelligence and Research (DOS)
United States Army Intelligence and Security Command
information operations

intelligence oversight board

information operations intelligence integration
information operations wing

intelligence planning

in-progress review

intelligence requirement

interagency remote sensing coordination cell
Intelligence Reform and Terrorism Prevention Act
intelligence, surveillance, and reconnaissance
Intelligence, Surveillance, and Reconnaissance Wing
information technology

intelligence task force (DIA)

intelligence task list

intelligence working group

manpower and personnel directorate of a joint staff
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NRO
NRT
NSA
NSC
NSG
NSOC
NST

OB
ODNI
OMA
ONI
OPCON
OPLAN
OPORD
OPSEC
OSC
OSD
OSINT
OuUSD(I)

PED
PIAB
PIR
PMGM
POC
PR
PRISM

RFF
RFI
RSS

S&T
S&TI
SCA
SCC
SCI
SCIF
SecDef
SIC
SIGINT
SIO
SIPRNET
SOF

National Reconnaissance Office

near real time

National Security Agency

National Security Council

National System for Geospatial Intelligence

National Security Operations Center

National Geospatial-Intelligence Agency support team

order of battle

Office of the Director of National Intelligence
Office of Military Affairs (CIA and USAID)
Office of Naval Intelligence

operational control

operation plan

operation order

operations security

Open Source Center (CIA)

Office of the Secretary of Defense
open-source intelligence

Office of the Under Secretary of Defense (Intelligence)

processing, exploitation, and dissemination

President’s Intelligence Advisory Board

priority intelligence requirement

program manager’s guidance memorandum

point of contact

production requirement

Planning Tool for Resource Integration, Synchronization,
and Management

request for forces
request for information
really simple syndication

scientific and technical

scientific and technical intelligence

space coordinating authority

service cryptologic component

sensitive compartmented information
sensitive compartmented information facility
Secretary of Defense

supporting intelligence center

signals intelligence

senior intelligence officer

SECRET Internet Protocol Router Network
special operations forces
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access to classified information. The ability and opportunity to obtain knowledge of
classified information by persons with the proper security clearance and a need to know
of specified classified information. (Approved for incorporation into JP 1-02.)

agency. In intelligence usage, an organization or individual engaged in collecting and/or
processing information. Also called collection agency. (JP 1-02. SOURCE: JP 2-01)

analysis and production. In intelligence usage, the conversion of processed information
into intelligence through the integration, evaluation, analysis, and interpretation of all
source data and the preparation of intelligence products in support of known or
anticipated user requirements. (JP 1-02. SOURCE: JP 2-01)

armament delivery recording. None. (Approved for removal from JP 1-02.)

arms control agreement. The written or unwritten embodiment of the acceptance of one or
more arms control measures by two or more nations. (Approved for incorporation into
JP 1-02 with JP 2-01 as the source JP.)

basic encyclopedia. A compilation of identified installations and physical areas of potential
significance as objectives for attack. Also called BE. (Approved for incorporation into
JP 1-02 with JP 2-01 as the source JP.)

basic intelligence. None. (Approved for removal from JP 1-02.)
battlespace awareness. None. (Approved for removal from JP 1-02.)
biegraphical intelligence. None. (Approved for removal from JP 1-02.)
cipher. None. (Approved for removal from JP 1-02.)

collection. In intelligence usage, the acquisition of information and the provision of this
information to processing elements. (JP 1-02. SOURCE: JP 2-01)

collection agency. Any individual, organization, or unit that has access to sources of
information and the capability of collecting information from them. (Approved for
incorporation into JP 1-02 with JP 2-01 as the source JP.)

collection asset. A collection system, platform, or capability that is supporting, assigned, or
attached to a particular commander. (JP 1-02. SOURCE: JP 2-01)

collection manager. An individual with responsibility for the timely and efficient tasking of
organic collection resources and the development of requirements for theater and
national assets that could satisfy specific information needs in support of the mission.
Also called CM. (JP 1-02. SOURCE: JP 2-01)
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collection plan. A plan for collecting information from all available sources to meet
intelligence requirements and for transforming those requirements into orders and
requests to appropriate agencies. (JP 1-02: SOURCE: JP 2-01)

collection resource. A collection system, platform, or capability that is not assigned or
attached to a specific unit or echelon which must be requested and coordinated through
the chain of command. (JP 1-02. SOURCE: JP 2-01)

combat information. Unevaluated data, gathered by or provided directly to the tactical
commander which, due to its highly perishable nature or the criticality of the situation,
cannot be processed into tactical intelligence in time to satisfy the user’s tactical
intelligence requirements. (Approved for incorporation into JP 1-02 with JP 2-01 as the
source JP.)

consumer. Person or agency that uses information or intelligence produced by either its
own staff or other agencies. (Approved for incorporation into JP 1-02 with JP 2-01 as
the source JP.)

counterreconnaissance. None. (Approved for removal from JP 1-02.)

courier. A messenger (usually a commissioned or warrant officer) responsible for the
secure physical transmission and delivery of documents and material. (Approved for
incorporation into JP 1-02.)

cover (military). None. (Approved for removal from JP 1-02.)
cryptanalysis. None. (Approved for removal from JP 1-02.)
cryptochannel. None. (Approved for removal from JP 1-02.)
cryptographic information. None. (Approved for removal from JP 1-02.)
cryptologic. None. (Approved for removal from JP 1-02.)

cryptology. None. (Approved for removal from JP 1-02.)

cryptomaterial. None. (Approved for removal from JP 1-02.)
cryptosystem. None. (Approved for removal from JP 1-02.)

daily intelligence summary. None. (Approved for removal from JP 1-02.)
departmental intelligence. None. (Approved for removal from JP 1-02.)

dissemination and integration. In intelligence usage, the delivery of intelligence to users
in a suitable form and the application of the intelligence to appropriate missions, tasks,
and functions. (JP 1-02. SOURCE: JP 2-01)
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estimate. 1. An analysis of a foreign situation, development, or trend that identifies its
major elements, interprets the significance, and appraises the future possibilities and the
prospective results of the various actions that might be taken. 2. An appraisal of the
capabilities, vulnerabilities, and potential courses of action of a foreign nation or
combination of nations in consequence of a specific national plan, policy, decision, or
contemplated course of action. 3. An analysis of an actual or contemplated clandestine
operation in relation to the situation in which it is or would be conducted in order to
identify and appraise such factors as available as well as needed assets and potential
obstacles, accomplishments, and consequences. (Approved for incorporation into JP 1-
02 with JP 2-01 as the source JP.)

evaluation. In intelligence usage, appraisal of an item of information in terms of credibility,
reliability, pertinence, and accuracy. (Approved for incorporation into JP 1-02 with JP
2-01 as the source JP.)

evaluation and feedback. In intelligence usage, continuous assessment of intelligence
operations throughout the intelligence process to ensure that the commander’s
intelligence requirements are being met. (JP 1-02. SOURCE: JP 2-01)

foreign instrumentation signals intelligence. A subcategory of signals intelligence,
consisting of technical information and intelligence derived from the intercept of foreign
electromagnetic emissions associated with the testing and operational deployment of
non-US aerospace, surface, and subsurface systems. Foreign instrumentation signals
include but are not limited to telemetry, beaconry, electronic interrogators, and video
data links. Also called FISINT. (Approved for incorporation into JP 1-02.)

formerly restricted data. Information removed from the restricted data category upon a
joint determination by the Department of Energy (or antecedent agencies) and
Department of Defense that such information relates primarily to the military utilization
of atomic weapons and that such information can be adequately safeguarded as
classified defense information. (Section 142d, Atomic Energy Act of 1954, as
amended). (Approved for incorporation into JP 1-02 with JP 2-01 as the source JP.)

information report. Report used to forward raw information collected to fulfill intelligence
requirements. (Approved for incorporation into JP 1-02 with JP 2-01 as the source JP.)

intelligence annex. A supporting document of an operation plan or order that provides
detailed information on the enemy situation, assignment of intelligence tasks, and
intelligence administrative procedures. (Approved for incorporation into JP 1-02 with
JP 2-01 as the source JP.)

intelligence collection plan. None. (Approved for removal from JP 1-02.)
intelligence contingency funds. None. (Approved for removal from JP 1-02.)

intelligence database. The sum of holdings of intelligence data and finished intelligence
products at a given organization. (Approved for incorporation into JP 1-02 with JP 2-01
as the source JP.)
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intelligence data handling systems. None. (Approved for removal from JP 1-02.)

intelligence federation. A formal agreement in which a combatant command joint
intelligence center receives preplanned intelligence support from other joint intelligence
centers, Service intelligence organizations, reserve organizations, and national agencies
during crisis or contingency operations. (Approved for incorporation into JP 1-02.)

intelligence gathering. None. (Approved for removal from JP 1-02.)
intelligence journal. None. (Approved for removal from JP -1-02).

intelligence mission management. A systematic process by a joint intelligence staff to
proactively and continuously formulate and revise command intelligence requirements,
and track the resulting information through the processing, exploitation, and
dissemination process to satisfy user requirements. Also called IMM. (Approved for
inclusion in JP 1-02.)

intelligence operations. The variety of intelligence and counterintelligence tasks that are
carried out by various intelligence organizations and activities within the intelligence
process. (Approved for incorporation into JP 1-02.)

intelligence process. The process by which information is converted into intelligence and
made available to users, consisting of the six interrelated intelligence operations:
planning and direction, collection, processing and exploitation, analysis and production,
dissemination and integration, and evaluation and feedback. (Approved for
incorporation into JP 1-02.)

intelligence-related activities. Those activities outside the consolidated defense
intelligence program that: respond to operational commanders’ tasking for time-
sensitive information on foreign entities; respond to national intelligence community
tasking of systems whose primary mission is support to operating forces; train personnel
for intelligence duties; provide an intelligence reserve; or are devoted to research and
development of intelligence or related capabilities. (Specifically excluded are programs
that are so closely integrated with a weapon system that their primary function is to
provide immediate-use targeting data.) (JP 1-02. SOURCE: JP 2-01)

intelligence report. A specific report of information, usually on a single item, made at any
level of command in tactical operations and disseminated as rapidly as possible in
keeping with the timeliness of the information. Also called INTREP. (Approved for
incorporation into JP 1-02 with JP 2-01 as the source JP.)

intelligence subject code. None. (Approved for removal from JP 1-02.)

intelligence, surveillance, and reconnaissance. An activity that synchronizes and
integrates the planning and operation of sensors, assets, and processing, exploitation,
and dissemination systems in direct support of current and future operations. This is an
integrated intelligence and operations function. Also called ISR. (JP 1-02. SOURCE:
JP 2-01)
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intelligence, surveillance, and reconnaissance visualization. The capability to graphically
display the current and future locations of intelligence, surveillance, and reconnaissance
sensors, their projected platform tracks, vulnerability to threat capabilities and
meteorological and oceanographic phenomena, fields of regard, tasked collection
targets, and products to provide a basis for dynamic retasking and time-sensitive
decision making. Also called ISR visualization. (Approved for incorporation into JP
1-02.)

intelligence system. Any formal or informal system to manage data gathering, to obtain and
process the data, to interpret the data, and to provide reasoned judgments to decision
makers as a basis for action. (Approved for incorporation into JP 1-02.)

intention. None. (Approved for removal from JP 1-02.)
interdepartmental intelligence. None. (Approved for removal from JP 1-02.)

interpretation. A part of the analysis and production phase in the intelligence process in
which the significance of information is judged in relation to the current body of
knowledge. (JP 1-02. SOURCE: JP 2-01)

interview (intelligence). None. (Approved for removal from JP 1-02.)

joint captured materiel exploitation center. An element responsible for deriving
intelligence information from captured enemy materiel. It is normally subordinate to the
intelligence directorate of a joint staff. Also called JCMEC. (Approved for
incorporation into JP 1-02.)

joint document exploitation center. An element, normally subordinate to the intelligence
directorate of a joint staff, responsible for deriving intelligence information from
captured adversary documents including all forms of electronic data and other forms of
stored textual and graphic information. Also called JDEC. (Approved for
incorporation into JP 1-02.)

joint intelligence support element. A subordinate joint force element whose focus is on
intelligence support for joint operations, providing the joint force commander, joint
staff, and components with the complete air, space, ground, and maritime adversary
situation. Also called JISE. (JP 1-02. SOURCE: JP 2-01)

joint interrogation operations. 1. Activities conducted by a joint or interagency
organization to extract information for intelligence purposes from enemy prisoners of
war, dislocated civilians, enemy combatants, or other uncategorized detainees. 2.
Activities conducted in support of law enforcement efforts to adjudicate enemy
combatants who are believed to have committed crimes against US persons or property.
Also called JTIO. (JP 1-02. SOURCE: JP 2-01)

Measurement and Signature Intelligence Requirements System. A system for the

management of theater and national measurement and signature intelligence collection
requirements, providing automated tools for users in support of submission, review, and
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validation of measurement and signature intelligence nominations of requirements to be
tasked for national and Department of Defense measurement and signature intelligence
collection, production, and exploitation resources. Also called MRS. (Approved for
incorporation into JP 1-02.)

medical intelligence. That category of intelligence resulting from collection, evaluation,
analysis, and interpretation of foreign medical, bio-scientific, and environmental
information that is of interest to strategic planning and to military medical planning and
operations for the conservation of the fighting strength of friendly forces and the
formation of assessments of foreign medical capabilities in both military and civilian
sectors. Also called MEDINT. (JP 1-02. SOURCE: JP 2-01)

military intelligence. None. (Approved for removal from JP 1-02)

Modernized Integrated Database. The national level repository for the general military
intelligence available to the entire Department of Defense Intelligence Information
System community and, through Global Command and Control System integrated
imagery and intelligence, to tactical units. Also called MIDB. (Approved for
incorporation into JP 1-02.)

munitions effectiveness assessment. Conducted concurrently and interactively with battle
damage assessment, the assessment of the military force applied in terms of the weapon
system and munitions effectiveness to determine and recommend any required changes
to the methodology, tactics, weapon system, munitions, fusing, and/or weapon delivery
parameters to increase force effectiveness. Munitions effectiveness assessment is
primarily the responsibility of operations with required inputs and coordination from the
intelligence community. Also called MEA. (JP 1-02. SOURCE: JP 2-01)

national intelligence. All intelligence, regardless of the source from which derived, and
including that which is gathered within or outside the United States, that pertains to
more than one agency, and involves (1) threats to the United States, its people, property,
or interests, (2) the development, proliferation, or use of weapons of mass destruction,
or (3) any other matter bearing on US national or homeland security. (Approved for
incorporation into JP 1-02.)

national intelligence estimate. A strategic estimate of the capabilities, vulnerabilities, and
probable courses of action of foreign nations produced at the national level as a
composite of the views of the intelligence community. Also called NIE. (JP 1-02.
SOURCE: JP 2-01)

national intelligence surveys. None. (Approved for removal from JP 1-02.)

originator. The command by whose authority a message is sent, which includes the
responsibility for the functions of the drafter and the releasing officer. (Approved for
incorporation into JP 1-02.)

personnel security investigation. An inquiry into the activities of an individual, designed
to develop pertinent information pertaining to trustworthiness and suitability for a
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position of trust as related to loyalty, character, emotional stability, and reliability. Also
called PSI. (Approved for incorporation into JP 1-02.)

planning and direction. In intelligence usage, the determination of intelligence
requirements, development of appropriate intelligence architecture, preparation of a

collection plan, and issuance of orders and requests to information collection agencies.
(JP 1-02. SOURCE: JP 2-01)

political intelligence. None. (Approved for removal from JP 1-02.)
prestrike reconnaissance. None. (Approved for removal from JP 1-02.)

priority intelligence requirement. An intelligence requirement, stated as a priority for
intelligence support, that the commander and staff need to understand the adversary or
other aspects of the operational environment. Also called PIR. (Approved for
incorporation into JP 1-02.)

priority national intelligence objectives. None. (Approved for removal from JP 1-02.)

processing and exploitation. In intelligence usage, the conversion of collected information
into forms suitable to the production of intelligence. (JP 1-02. SOURCE: JP 2-01)

reconnaissance in force. None. (Approved for removal from JP 1-02.)

requirements management system. A system for the management of theater and national
imagery collection requirements that provides automated tools for users in support of
submission, review, and validation of imagery nominations as requirements to be tasked
on national or Department of Defense imagery collection, production, and exploitation
resources. Also called RMS. (JP 1-02. SOURCE: JP 2-01)

scientific and technical intelligence. The product resulting from the collection, evaluation,
analysis, and interpretation of foreign scientific and technical information that covers: a.
foreign developments in basic and applied research and in applied engineering
techniques; and b. scientific and technical characteristics, capabilities, and limitations
of all foreign military systems, weapons, weapon systems, and materiel; the research
and development related thereto; and the production methods employed for their
manufacture. Also called S&TL. (JP 1-02. SOURCE: JP 2-01)

sensitive. An agency, installation, person, position, document, material, or activity requiring
special protection from disclosure that could cause embarrassment, compromise, or
threat to the security of the sponsoring power. (Approved for incorporation into JP 1-
02.)

sensitive compartmented information. All information and materials bearing special
community controls indicating restricted handling within present and future community
intelligence collection programs and their end products for which community systems of
compartmentation have been or will be formally established. (These controls are over
and above the provisions of DOD 5200.1-R, Information Security Program Regulation.)
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Also called SCI. (Approved for incorporation into JP 1-02 with JP 2-01 as the source
JP.)

sensitive compartmented information facility. An accredited area, room, group of rooms,
or installation where sensitive compartmented information may be stored, used,
discussed, and/or electronically processed, where procedural and physical measures
prevent the free access of persons unless they have been formally indoctrinated for the
particular sensitive compartmented information authorized for use or storage within the
sensitive compartmented information facility. Also called SCIF. (Approved for
incorporation into JP 1-02.)

shadowing. None. (Approved for removal from JP 1-02.)

short title. A short, identifying combination of letters, and/or numbers assigned to a
document or device for purposes of brevity and/or security. (Approved for
incorporation into JP 1-02 with JP 2-01 as the source JP.)

SIGINT direct service. None. (Approved for removal from JP 1-02.)
SIGINT direct service activity. None. (Approved for removal from JP 1-02.)
SIGINT direct support. None. (Approved for removal from JP 1-02.)

SIGINT direct support unit. None. (Approved for removal from JP 1-02.)
SIGINT operational tasking. None. (Approved for removal from JP 1-02.)
SIGINT resources. None. (Approved for removal from JP 1-02.)

signals intelligence operational control. The authoritative direction of signals intelligence
activities, including tasking and allocation of effort, and the authoritative prescription of
those uniform techniques and standards by which signals intelligence information is
collected, processed, and reported. (Approved for replacement of “SIGINT operational
control” and its definition in JP 1-02.)

signals intelligence operational tasking authority. A military commander’s authority to
operationally direct and levy signals intelligence requirements on designated signals
intelligence resources; includes authority to deploy and redeploy all or part of the
signals intelligence resources for which signals intelligence operational tasking authority
has been delegated. Also called SOTA. (Approved for replacement of “SIGINT
operational tasking authority” and its definition in JP 1-02.)

source. 1. A person, thing, or activity from which information is obtained. 2. In clandestine
activities, a person (agent), normally a foreign national, in the employ of an intelligence
activity for intelligence purposes. 3. In interrogation activities, any person who
furnishes information, either with or without the knowledge that the information is being
used for intelligence purposes. (Approved for incorporation into JP 1-02.)
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specific intelligence collection requirement. None. (Approved for removal from JP 1-02.)

tactical exploitation of national capabilities. Congressionally mandated program to
improve the combat effectiveness of the Services through more effective military use of
national programs. Also called TENCAP. (Approved for incorporation into JP 1-02
with JP 2-01 as the source JP.)

tactical intelligence and related activities. None. (Approved for removal from JP 1-02.)
technical information. None. (Approved for removal from JP 1-02.)

threat warning. The urgent communication and acknowledgement of time-critical
information essential for the preservation of life and/or vital resources. (JP 1-02.
SOURCE: JP 2-01)

trafficability. None. (Approved for removal from JP 1-02.)

validation. 1. A process associated with the collection and production of intelligence that
confirms that an intelligence collection or production requirement is sufficiently
important to justify the dedication of intelligence resources, does not duplicate an
existing requirement, and has not been previously satisfied. (JP 2-01) 2. A part of
target development that ensures all vetted targets meet the objectives and criteria
outlined in the commander's guidance and ensures compliance with the law of armed
conflict and rules of engagement. (JP 3-60) 3. In computer modeling and simulation,
the process of determining the degree to which a model or simulation is an accurate
representation of the real world from the perspective of the intended uses of the model
or simulation. (JP 3-35) 4. Execution procedure used by combatant command
components, supporting combatant commanders, and providing organizations to
confirm to the supported commander and United States Transportation Command that
all the information records in a time-phased force and deployment data not only are
error free for automation purposes, but also accurately reflect the current status,
attributes, and availability of units and requirements. (JP 3-35) (Approved for
incorporation into JP 1-02.)
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