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1.

Administrative Information Date: 14 Jan 2013
1.1. Full and Open (F&O) or Small Business Set Aside (SBSA): F&O

1.2. Functional Capability Group # 2: Acquisition Support

1.3. Functional Area: Program Executive for Programs and Integration

1.4. CLIN: Per the task order

1.5. Task Order Title/No.: Integration Synchronization Group/DP-01-13

1.6. Base Period of Performance: Per the task order

1.7. Basic Contract PWS Reference: Paragraph 3.1.3

Top Level Functional Requirements/Scope
2.1. Purpose

To identify requirements and associated products for the Missile Defense Agency (MDA)
and the Integration Synchronization Center (ISC) for effective change management, analysis,
and operations support to sustain the Ballistic Missile Defense System (BMDS) throughout
the acquisition life cycle.

This support is required for the ISC located in Huntsville, Alabama and covers efforts in
geographically dispersed locations identified in this Performance Work Statement (PWS).
This effort requires routine coordination between Programs and Integration organization
(DP) and the Acquisition Directorate (DA).

The requirements in this task order support the BMDS change management process to affect
the six components of the BMDS Baselines: contract, resource, technical, operational, test,
and schedule.

2.2. Organizational Description

The ISC under the guidance of the DP organization manages the BMDS program control
and change management process for establishing and changing BMDS Baselines at either
an Integration Synchronization Group (ISG) or Program Change Board (PCB). See
organizational chart at figure 1. The ISC consists of matrixed MDA program (referred to
as element) and functional subject matter experts co-located in Huntsville, AL at the
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MDA Von Braun Complex on Redstone Arsenal with counterparts at other geographic
locations. The center supports the executive decision making processes across the
agency and provides a forum to facilitate shared situational awareness and integration and
synchronization of the six BMDS Baselines (Contract, Resource, Technical, Operational,
Test, and Schedule). The ISC assesses BMDS Change Requests (BCRs) courses of
action for feasibility and executability. Change requests, depending on level of
delegation authority, are presented and approved at an ISG or PCB, chaired by the
Program Executive for Programs and Integration (DP) or the MDA Director,
respectively.

The ISC Director oversees the ISG Secretariat functions that perform administrative
support for ISGs, to include developing meeting agendas, scheduling meetings, taking
meeting notes and executing Video Teleconferences (VTCs). These functions also
include tracking the status of BCRs and facilitating development, coordination and
approvals during the change process.

The ISC Director also oversees the business operations to maintain the working
environment required for the day-to-day execution of the ISC mission. These functions
include operating procedures, internal control management, space management, security
and safety.
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Deputy Director

Division Chief

Division Chief

Figure 1 MDA/DPC Organization Chart
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3. Performance Objectives and Detail Requirements

Table 3.0 below is the Performance Objectives Index outlining the objectives to be performed in
accordance with (IAW) this PWS. Required products for each objective shown in Table 3.0 are

included in the Key Products Tables attachment.

Performance Objective Index Location
1. Delivery of Support Services for the BMDS HSV
2. Effective Small Business Utilization throughout Execution | HSV
of this Task Order
3. Utilize Small Business, as specified by the Small Business | HSV
Subcontracting Plan
4. Effective management and reporting of cost throughout HSV
execution of this task order
5. ISG Secretariat Support HSV
6. Topic Development and Change Request Analysis in HSV
Support of ISGs and PCBs
7. 1SC Operations Support HSV
8. DPB Schedule Baseline Support HSV

Table 3.0 Performance Objectives

3.1 Performance Objective #1: Delivery of Support Services for the BMDS

Task Details

The contractor shall manage the task order, execute requirements, deliver services and provide
Teamwork/Cooperation; Management of Personnel; Management of Key Personnel; Overall
Task Order Management; and a Communication Plan as described below:

a. Teamwork/Cooperation is defined as fostering a collaborative environment in order to
perform task requirements as an integrated team member in the Integration
Synchronization Center organization. The contractor shall provide timely open
communication of program information required to complete the tasks.

b. The contractor shall provide Management of Personnel as measured by the contractor’s
ability to respond timely to defined day-to-day tasks, issues, or planned or unplanned

contract changes in task order requirements execution.

c. The contractor shall provide Management of Key Personnel as measured by the

contractor’s ability to respond timely to defined day-to-day tasks, issues, or planned or
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unplanned contract changes in task order requirements execution. Key Personnel is
defined as those specifically identified on the contract as such, e.g., Contractor Program
Manager (CPM), Task Order Lead (TOL), Subject Matter Experts, and any others
identified as such requiring resumes.

The contractor shall provide Overall Task Order Management as measured by the
contractor’s ability to keep projects on track and accomplish objectives within available
resources, including transition of personnel, while keeping customer informed on issues
that may arise to include:

1) Timely resolution of identified performance, technical, cost and/or other task
order issues.

2) Mandatory reporting of unresolved issue to the MS Program Manager, MS
Contracting Director, and Procuring Contracting Officer (PCO) at 30™ day of
being outstanding (or sooner, if contractor deems critical).

3) Responsive, timely, and quality change proposal submission; and timely
execution of contract changes

Communication Plan: The contractor shall develop, deliver, and implement a Task Order
Communication Plan. The plan shall be limited to two pages and provide specific details
of how the contractor will operate the team and manage the task order, with content as
specified below.

1) Identify CPM and TOL.

2) Describe in detail how operations will be executed daily, including subcontractor
management.

3) Provide details on how continuity of services will be provided, e.g., turnover and
difficulty of filling vacancies.

4) Specify communication methods with each program, including frequency and
location.

a. A revised Task Order Communication Plan is required, if there are any changes to the
original plan submitted. The plan shall be submitted to the PCO with a copy to the
Contracting Officer Representative (COR) and the Contracting Officer’s Technical
Representative (COTR).
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Performance Objective #1

Objective Standards Acceptable Quality Limit (AQL)

No more than 2 validated customer complaints
in writing, within the monthly reporting period /
across all locations

Business Relations/Timeliness —
Effective
Teamwork/Cooperation

Addresses actions within 24 hours of verbal or
written notification by the government customer
with no more than 1 late response within the
monthly reporting period / across all locations

Business Relations/Timeliness -
Management of Personnel

Delivery of Support
Services for the BMDS Addresses actions within 24 hours of verbal or
written notification by the government customer

with no more than 1 late response within the

monthly reporting period / across all locations

Management of Key
Personnel/Timeliness -
Management of Key Personnel

Business No more than 2 validated customer complaints
Relations/Quality/Timeliness — | in writing, within the monthly reporting period /
Overall Task Order across all locations
Management

Table 3.1.: Performance Objective #1 Standards

3.2 Performance Objective #2: Effective Small Business Utilization throughout
Execution of this Task Order.

3.2.1 Task Details

a. Small Business utilization on the task order will be evaluated on how well the
contractor meets or exceeds the proposed percentage of the total labor cost (minus
prime and subcontractor fee) that will go to small businesses as either the prime or
first tier subcontract.

b. Small Business utilization is defined as: (1) For large business prime contractors,
include the first tier subcontractor total labor cost (minus fee); (2) For small
businesses prime contractors, include the prime small business total labor cost (minus
prime and subcontractor fee), plus the first tier subcontractor small businesses total
labor cost (minus fee). Labor cost is defined as the total fully burdened labor without
fee and does not include ODC and travel charges.
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3.2.2. Key Products:

The contractor shall report monthly as part of their normal contract performance
reporting requirements in the Monthly Status Report, the percentage of the total labor
cost spent (minus prime and subcontractor fee) on small business utilization at the prime
and first tier subcontracting level as compared to the total labor cost spent (minus prime
and subcontractor fee) on the task order.

Performance Objective #2
Objective Standards Acceptable Quality
Levels(AQL)
Effective Small Business The contractor meets or exceeds | Contractor’s proposed percentage
Utilization throughout execution the proposed percentage of small of small business utilization
of this task order business utilization on the task
order as defined above

Table 3.2: Performance Objective #2 Performance Standards

3.3 Performance Objective #3: Utilize Small Business, as specified by the Small Business
Subcontracting Plan. (Not applicable for small business prime contractors)

3.3.1 Task Details

Small Business utilization, as specified by the Small Business Subcontracting Plan will
be evaluated at the contract level; however, each task order metric will contribute to the
overall evaluation of the contractor’s performance against the Small Business
Subcontracting Plan included in the basic contract.

3.3.2 Key Products:

The contractor shall report in the Monthly Status Report in accordance with the
requirements of FAR 52.219-9, Small Business Subcontracting Plan. For contractors
under the Department of Defense Comprehensive Small Business Subcontracting Plan
(Test Program) (DFAR 252.219-7004, Small Business Subcontracting Plan (Test
Program) is incorporated into the contract), see paragraph 4.2 d below.

Performance Objective #3
Objective Standards Acceptable Quality
Levels(AQL)
Utilize small business, as specified by the | The contractor meets or exceeds the Cumulative small business utilization is
contract Small Business Subcontracting proposed percentage of small business within the percentages identified in the
7
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Plan. utilization at the basic contract level. Standard Rating of the QASP

Table 3.3: Performance Objective #3 Standards

3.4 Performance Objective #4: Effective management and reporting of cost throughout
execution of this task order.

3.4.1 Task Details

The contractor shall provide effective management and reporting of cost including
the efforts listed below:

a. Manage costs to avoid an overrun at the end of the Period of Performance
(PoP).

b. Provide cost reports monthly and Limitations of Funds letters, when required,
that are timely and accurate.

c. Explain and identify the impact of negative labor variances and any variance
that is 10% or greater or at least $100K in each cost report.

d. Submit invoices on a monthly basis. Final invoice shall be submitted within 30
days of the end of the PoP.

3.4.2 Key Products

The contractor shall provide a monthly cost report using the Government provided
format and submit it with the Monthly Status Report by the 15" of every month.
Initial (or first) cost report after task order award shall submit a monthly accrual
plan (or spend plan) for each CLIN, i.e., labor (including fee), fully burdened travel,
and ODC. Contractor shall include an estimate to complete (ETC) in the space
identified when the spend plan changes. Provide rationale for the changes, e.g.,
modification issued which increased the labor CLIN on the TO. Cost report shall
include rationale, analysis, and corrective actions already taken or required to be
completed where the contractor determines the budget baseline is insufficient
during the period of performance.

The contractor shall deliver a Travel Status Report using the Government provided
format that tracks/reports stakeholder travel requests, travel estimates and actual
travel costs. The report shall be submitted to the PCO with a copy to the designated
COR via the MIDAESSdata@mda.mil inbox.
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Performance Objective #4
A Acceptable Quality Levels
Objective Standards (AQLSs)
Effective management and | Cost - Accuracy of reported No more than two validated errors
reporting of cost financial data and analysis within the monthly reporting period
throughout execution of
this task order Cost - Timely submission of Submission of financial documents
financial documents (i.e.: cost in accordance with (IAW) specified
reports, letters, and invoices) deadlines with zero late or missed
deliverables within the monthly
reporting period

Table 3.4: Performance Objective #4 Standards
3.5 Performance Objective #5: ISG Secretariat Support

Task Details: The contractor shall develop, support and deliver ISG and PCB notes,
decision memos, read-aheads, daily updates, metrics and Ad-Hoc reports as they
relate to the following task details.

a. Status Tracking: The contractor shall track the status of topics in development or
review that will be presented at an ISG and/or PCB meeting; Program Element
(PE)/Functional Manager (FM) level decisions determined to be BMDS
integration topics; and implementation status of PE/FM, ISG and PCB decision.

b. ISC Meetings: The contractor shall support ISC meetings, to include Pre-ISG
Analysis meetings, which provide status of topics coming to working groups and
the ISG and/or PCB. This support includes posting read-ahead material within
established timelines; notifying Core Integration Team (CIT) members of the
availability of topic-related postings; scheduling the meetings; and administering
meetings with Government approved VTC connectivity at locations which may
include: Huntsville, AL; Arlington, VA; Colorado Springs, CO; Dahlgren, VA;
Omaha, NE; Los Angeles, CA; Albuquerque, NM and other MDA or supporting
locations. Information is nominally reviewed at two ISC meetings and two Pre-
ISG Analysis meetings each week.

¢. Integration Synchronization Group (ISG): The contractor shall support ISG
meetings in compliance with MDA policy and timelines, to include coordinating
the ISG meetings with the ISG Chair’s calendar; notifying ISG Principals and
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Alternates of changes in meeting times; posting read-ahead materials within
established deadlines for each topic to be presented at the ISG; scheduling
meeting locations; administering meetings with Government provided VTC
connectivity; creating, coordinating, and distributing notes from the meetings;
staffing ISG decision memorandums which formalize final decisions made at the
ISG level, and tracking decision implementation status. Coordinate the decision
memorandum package with the Office of Primary Responisbility (OPR) within
two workdays of an ISG meeting and secure signature(s), in accordance with
MDA policy. This meeting is conducted by VTC normally involving the
following sites, Huntsville, AL; Arlington, VA; Colorado Springs, CO; Dahlgren,
VA; and Omaha NE. Periodically (normally no more than once or twice a
month) conduct virtual (electronic) ISG coordination of topics to expedite staffing
and ultimate finalization of decisions and other administrative support.

Support PE/FM Level Decision Facilitation. The contractor shall support the
agency Program Executive and Functional Manager organizations with the
processing of decision packages, including drafting and formatting of decision
memoranda and staff summary sheets intended for leadership coordination and
approvals.

Program Change Board (PCB): The contractor shall support PCB meetings in
compliance with MDA Directive 5000.04 and MDA Directive 5010.20. The PCB
process requires quality products for decision making on specific timelines to
meet mission priorities. This includes efforts such as coordinating meeting
schedules; clearing meeting attendees with MDA Boards, a division in the Chief
of Staff’s Office (DS); and reviewing and coordinating material in advance (e.g.,
executive level briefings and associated draft decision documents). Provide
comments on accuracy and quality of the material, which includes coordination at
the Program Executive (PE), Functional Manager (FM), and OPR office levels for
clarity. Participate ina “hot wash” with MDA Boards immediately after the
PCB meeting to provide inputs to the minutes.

ISG & PCB Information Center (IPIC) Daily Update. The contractor shall
develop, maintain, and distribute the IPIC update daily. This product summarizes
the status of active BMDS integration topics being reviewed by baseline working
groups, senior leader interest items, and other topics under development or being
finalized by PE/FM decision authorities. Distribute the updates by e-mail as
prescribed by the ISC Standard Operating Procedures.

Quality Control: The contractor shall support quality control review of briefings

prior to posting for compliance with approved formats, classification markings,
and readability.

10
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h. Ad Hoc and Tiger Team Meetings: The contractor shall support the scheduling
and facilitation activities for short notice changes pertaining to BMDS integration
required internal to the agency and/or to external agencies such as Congress,
National Security Authority, or the other Services.

i. Database Management: The contractor shall update daily the historical database
of briefings, notes, minutes, decision memoranda or topics that have gone through
ISGs and PCBs. There are existing Microsoft Access databases resident on MDA
electronic files that will be made available. These databases are used to maintain
the status of all topics intended for ISC staffing and adjudication. The databases
will be used as the foundation for providing status reports, processing metrics and
facilitating research activities.

j- Metrics and Reporting: The contractor shall collect metrics on topics coming
through the ISG and PCB for Continuous Process Improvement. Provide
recommendations on how to improve the ISG and PCB processes. Prepare
historical reports on topics that have come through the ISG and PCB approval
process. Provide reports to highlight cycle times through PE/FM, ISG and PCB
processes. Collect and report processing milestones on topics going through the
ISG and PCB process improvement opportunities and trend analysis.

Performance Objective # 5

Objective Standard Acceptable Quality Levels (AQLs)

ISG Secretariat Support

Responsiveness = Work
completed within assigned
deadlines

95% of work completed
within assigned deadlines

Technical Accuracy =
Maintain and provide services

Work completed with no more
than 10% rework

and documentation with
minimal rework

Table 3.5 Performance Objective #5 Standards

3.6 Performance Objective #6: Topic Development and Change Request Analysis

Task Details: The contractor shall develop, support and deliver Pre-ISG Triage Spot
reports as well as Pre-ISG summary reports as they relate to the task details.

11
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Topic Development: The contractor shall coordinate and facilitate change
request development, in accordance with the MDA Battle Rhythm (or agency
weekly/daily routine), to support the generation of clear and effective compliance
and decision briefings based on ISG and PCB lessons learned.

Change Request Analysis: The contractor shall support analysis of topics
coming through the ISG and PCB from a BMDS perspective that includes
assessing cost, budget, schedule, performance, and risk issues of options
presented and determining the appropriate decision path for resolution.
Recommend the assignment of a change request to the appropriate decision level
(PE/FM/Program Manager (PM), ISG, or PCB). This process is termed “triage”.
Support analysis development by validating that briefing content is clear and
concise, confirming the correct template is used, and assisting in coordinating
working group reviews to produce an integrated and synchronized product.
Provide recommendations during review of topics coming to the ISG and/or PCB.

Analysis Assessment Reports: The contractor shall prepare and provide
assessment of cost, schedule, performance, and risk issues.

e The contractor shall provide a Triage Spot Report and Pre-ISG
Assessment Report of cost, schedule, performance, and risk of options
being presented at an ISG for executive organizations in the ISG/PCB
process, as defined in policy.

¢ The contractor shall interface with Working Groups, Program Offices
and their representatives to facilitate topic coordination, analysis, and
report on status within established ISC timelines.

e Core Integration Team (CIT): The contractor shall support CIT
meetings, to include Pre-ISG Analysis meetings, which provide status
of topics coming to working groups and the ISG and/or PCB. This
support includes posting read-ahead material within established
timelines; notifying CIT members of the availability of topic-related
postings; scheduling the meetings; and administering meetings with
Government approved VTC connectivity at locations which may
include: Huntsville, AL; Arlington, VA; Colorado Springs, CO;
Dahlgren, VA; Omaha, NE; Los Angeles, CA; Albuquerque, NM and
other MDA or supporting locations. Information is nominally
reviewed at one CIT meeting and two Pre-ISG Analysis meetings each
week.
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Performance Objective # 6

Objective

Standard

Acceptable Quality Levels (AQLs)

Topic Development and
Change Request Analysis in
support of ISG/PCBs

Responsiveness = Work
completed within assigned
deadlines

95% of work completed
within assigned deadlines

Technical Accuracy =
Maintain and provide services

Work completed with no more
than 10% rework

and documentation with
minimal rework

Table 3.6 Performance Objective #6 Standards

3.7 Performance Objective #7: ISC Operations Support

Task Details: The contractor shall develop, support and deliver directives and
procedure updates associated with the following task details.

a.

Calendar Management: The contractor shall schedule activities for the ISC
using Microsoft Outlook, as prescribed by the MDA policy and procedures, and
post on the Agency portal (web-based tool). Support ISC calendar management
for the CIT, and other meetings, such as Pre-ISG analysis, and Ad Hoc.

Portal Management: The contractor shall maintain the IPIC, ISG and Calendar
Portal Sites on both the classified and unclassified systems (six total portal sites).
Maintain archives of briefings, notes, decision implemtation status and decision
memoranda on topics that have been reviewed during the change management
process at the PE/FM, ISG, and PCB levels. As changes occur update all
reference material on the ISG and IPIC portals, to include procedures, policies,
templates, status reports, agendas and personnel listings used for site security and
dissemination of information.

Directives & Procedures: The process and procedures used to conduct Change
Management in the Agency are codified in MDA Directives and Standard
Operating Procedures. The contractor shall assist in preparation and update of
ISG and PCB directives and Standard Operating Procedures. Review and update
ISC operations directives that document procedures on an annual basis.

13

Response for
OSD/JS FOIA 15-F-1136



HQ0147-10-D-0019-0004
Attachment 1

Full and Open (F&O)

MiDAESS Task Order Performance Work Statement
Integration Synchronization Group/DP-01-13
Revision 3
19 January 2015

Performance Objective # 7

Objective Standard Acceptable Quality Levels (AQLs)
ISC Operations Support Responsiveness = Work 95% of work completed

completed within assigned within assigned deadlines
deadlines
Technical Accuracy = Work completed with no more
Maintain and provide services | than 10% rework
and documentation with
minimal rework

Table 3.7.1 Performance Objective #7 Standards

3.8 Performance Objective #8: DPB Schedule Baseline Support

Task Details: The contractor shall develop, support and deliver BMDS schedules
and reports using the Project Server/SharePoint framework associated with the task
details identified in support of BMDS Integration efforts.

a.

BMDS Schedules: The contractor shall possess a competency with scheduling
tools (i.e. MS Project/MS Project Server). The contractor shall have a sound
understanding of SharePoint and schedule reporting tools (i.e. Milestones
Professional, OnePagerPro, etc). The contractor shall develop, maintain, and
distribute BMDS Event Schedules based on MDA BMDS Project Server data.

Schedule Reports: The contractor shall update and disseminate tabular reports, to
include deliverables and dependencies for BMDS Project Schedules.

Scheduler Training: The contractor shall assist with training new schedulers on
the program management tools used for BMDS scheduling. The contractor shall
maintain and distribute user documentation and training guides.

Project Server Implementation: The contractor shall assist with maintaining the
UMKO site used for the BMDS Project Server.

Performance Objective # 7

Objective | Standard | Acceptable Quality Levels (AQLSs)

14
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DPB Schedule Baseline
Support

Responsiveness = Work
completed within assigned
deadlines

95% of work completed
within assigned deadlines

Technical Accuracy =
Maintain and provide services

Work completed with no more
than 10% rework

and documentation with
minimal rework

4. Task Order Management

4.1 Monthly Status Report

The contractor shall develop and deliver a Monthly Status Report. The report is due the Is®
of each month utilizing the format attached in the Task Order Award. The status report shall
be submitted to the Procuring Contracting Officer (PCO) with a copy to the designated
Contracting Officer’s Representative (COR) via the MiDAESSdata@mda.mil, and shall
include the following specific details for each task order:

a.  Status of proposed products and services for performance objectives identified in the
attachment of this task order. The contractor shall identify the number of required
products during the reporting period, delineate those that have been delivered by
location and those that are planned to be delivered, and the estimated date of delivery.

b.  Status of Other Direct Costs (ODC). All ODC must be approved prior to executing the
purchase and actual costs reported (current period and cumulative) for the task order.

¢.  Small business utilization dollars and percentage as defined in objective 2. Contractor
shall provide cumulative total labor cost to small business under the task order. Labor
cost is defined as the total fully burdened labor without fee and does not include ODC
and travel charges.

For large business prime contractors, include the first tier subcontractor total labor cost
(minus fee).

For small businesses prime contractors, include the small business total labor

15
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Cost (minus prime and subcontractor fee), plus the first tier subcontractor small
businesses total labor cost (minus fee).

The monthly status report should identify the total labor cost for small business, as well
as the percentage relative to those labor cost. To derive the actual labor cost to small
businesses, divide the Task Order total labor cost (minus prime and subcontractor fee)
into the total labor cost (minus fee) that will go to small businesses on the task order.
This measure correlates to Objective #2, not Objective #3.

Small Business Subcontracting Plan as defined in Objective #3. Contractor shall submit
an Individual Subcontracting Report (ISR) via the electronic Subcontracting Reporting
System (eSRS). If the contractor is under the Department of Defense Comprehensive
Small Business Subcontracting Plan (Test Program) (DFAR 252.219-7004, Small
Business Subcontracting Plan (Test Program) incorporated into the contract), the
contractor shall submit a report to the Contracting Officer semi-annually, as of 30
September and 31 March, with essentially the same information as contained in an ISR
outlined in FAR 52.219-9, for evaluation of this performance objective. These reports
shall encompass the cumulative performance on all MiDAESS task orders performed as
of the date of the report.

Government Furnished Equipment (GFE). See paragraph 7.2 for reporting
requirements.

Submit on-site/off-site data in Government provided format identifying support for each
location identified in the PWS

Travel Status Report

The contractor shall deliver a Travel Status Report on a monthly basis using the Government
provided format that tracks/reports stakeholder travel requests, travel estimates and actual
travel costs. Monthly Reports are due on the 15th of each month. The reports shall be
submitted to the PCO with a copy to the designated COR via the MiDAESSdata@mda.mil
inbox.

5. Security Clearance Requirements

All personnel must hold a minimum of a SECRET clearance upon Task Order Award as defined
by the table below. Contractor shall submit clearance paperwork for hires within 14 days after
award to begin the process.
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Work Area Secret % Top Secret % Top Secret % SCI % SCI
Eligibility Upon Total Upon Eligibility Total
Award Award Upon Award Upon
Award
Huntsville, AL 100% N/A 0 0 0

Table S: Task Order Security Requirements

6. Travel and Other Direct Cost (ODC) Requirements

a. No travel is anticipated on this task order

b. The Contractor shall use the Synchronized Predeployment and Operational Tracker
(SPOT) web-based system, to enter and maintain data for all Contractor personnel that
are authorized to accompany U.S. Armed Forces and/or U.S. Government personnel
outside of the United States.

c. No Other Direct Costs are anticipated on this Task Order

7. Government Furnished Materials (GFM), Information (GFI), and Equipment (GFE)

7.1. Facilities

a. The Government will provide office facilities, equipment, and materials for daily
business use. This includes office space, desk/work station, telephone, chair,
computer, printer, and requisite consumable materials.

b. The Government will provide keys or codes for access to Government facilities.
These keys and codes shall be controlled, tracked, and protected. Upon termination
of the period of performance, all keys, codes, access badges, or other items provided
shall be returned to COR for the task order.

Location Number of work
stations®
Huntsville 5
National Capital Region 0
Colorado Springs 0
Dabhlgren 0

17

Response for

OSD/JS FOIA 15-F-1136



HQ0147-10-D-0019-0004
Attachment 1

Full and Open (F&O)

MiDAESS Task Order Performance Work Statement
Integration Synchronization Group/DP-01-13
Revision 3
19 January 2015

Table 7.1 GFE Requirements Per Site
*Number will be based on the successful offerors’s proposal.
7.2. Government Furnished Equipment (GFE)

a) The contractor shall maintain a detailed inventory accounting system for Government
Furnished Equipment (GFE) or Contractor-Acquired-Government Owned Property
(CAP).

b) The inventory accounting system must specify, as a minimum, product description
(make, model), Government tag number, date of receipt, name of recipient, location of
receipt, current location, purchase cost (if CAP), and contract/order number under which
the equipment is being used. The contractor shall either attach an updated inventory
report to each monthly status report or certify that the inventory has been updated and is
available for Government review. In either case, the contractor’s inventory listing must
be available for Government review within one business day of PCO or COR request.

¢) The contractor shall contact the Directorate of Logistics (DPL) for proper use of
Government vehicles on site and Temporary (TDY) locations and for accountability of
extreme cold weather kits, use of Military Aircraft to travel to remote locations and
other logistics support requirements not identified in this PWS.

8. Transition and Staffing

a. The contractor shall fill positions according to the functional areas and timelines
identified in Table 8.1 below.

b. The CPM and or TOL shall meet with the Functional Government customer within _
5 working days of award as part of the transition and Task Order Kickoff Meeting.
The CPM and TOL shall report the status of its efforts to recruit, hire, and fill all
positions within the timeline specified in Table 8.0 at the Task Order Kickoff
Meeting.

Staffing Area Timeline
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Program Manager At Award
Task Order Lead At Award
Contractor personnel to support all Performance Within 14 days of award
Objectives

Table 8.0 Staffing Timelines

9. Options
All requirements for the options will be executed as defined by the above requirements. The

option requirements should include all approved modifications made to the task order
throughout the period of performance.
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1. Performance Objectives and Detail Requirements

Table 1.0 below depicts the Performance Objectives associated with MiDAESS Task Order
PWS, Integration Synchronization Group/DP-01-13.

Performance Objective Index Location

1. Delivery of Support Services for the Ballistic Missile

Defense System (BMDS) HSV
2. Effective Small Business Utilization throughout Execution

of this Task Order HSV
3. Utilize Small Business, as specified by the Small Business

Subcontracting Plan HSV
4. Effective Management and Reporting of Cost HSV
5. Integration Synchronization Group (ISG) Secretariat

Support HSV
6. Topic Development and Change Request Analysis in

Support of ISGs and Program Change Boards (PCBs) HSV
7. Integration Synchronization Center (ISC) Operations

Support HSV

Table 1.0 Performance Objectives

Performance Objective #1: Delivery of Support Services for the BMDS

Task Product

Location & Number Required

Frequency

Task Order Communication

Plan (3.1)

Huntsville, AL (HSV), (1)

5 Working Days after Task
Order Award

Table 2.0 Performance Objective #1 Key Products

Performance Objective #2: Effective Small Business Utilization throughout Execution of
this Task Order

The requirements for this objective should be submitted with the monthly status report.

Performance Objective #3: Utilize Small Business, as specified by the Small Business
Subcontracting Plan

The requirements for this objective should be submitted with the monthly status report.
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Performance Objective #4: Effective management and reporting of cost throughout

execution of this task order

Task Product Location & Number Required | Frequency
Cost Reports

(3.4.2) HSV (1) Monthly
Limitations of Funds Letter

(3.4.1.b) HSV (1) When required
Invoices

(3.4.1.d) HSV (1) Monthly
Travel Status report

(34.2) HSV (1) Monthly

Table 3.0 Performance Objective #4 Key Products

Performance Objective #5: Integration Synchronization Group (ISG) Secretariat Support

Task Product Location & Number Required Frequency
ISG Notes
(3.5¢) HSV (1) 2/weekly
ISG decision memos
(3.5¢) HSV (1) 2/weekly
PCB briefing read-ahead
(35 E) HSV (1) 2/weekly
Monthly Implementation Report
(3.51) HSV (1) Monthly
ISG & PCB Information Center
Daily Update
(3.51) HSV (1) Daily
Ad Hoc reports
(3.5h) HSV (1) 12/ yearly
ISG and PCB Metrics
(35 HSV (1) 1/monthly

Table 4.0 Performance Objective #5 Key Products
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Performance Objective #6: Topic Development and Change Request Analysis in Support
of ISGs and Program Change Boards (PCBs)

Task Product Location & Number Required Frequency
Pre-ISG Analysis Assessment HSV(1)
Report 2/weekly
(3.6 ¢)
Triage Spot Report HSV (1) Projected Value of
(3.6 ¢c) 125 per year

Table 5.0 Performance Objective #6 Key Products

Performance Objective #7: Integration Synchronization Center (ISC) Operations Support

Task Product Location & Number Required Frequency
Directives & Procedures Update | HSV (1)
(3.7¢) 1/Yearly

Table 6.0 Performance Objective #7 Key Products

Performance Objective #8: DPB Schedule Baseline Support

Task Product Location & Number Required Frequency
BMDS Schedules HSV (1) Projected Value of
(3.8a) 4 per month
BMDS Schedule Reports HSV (1) Projected Value of
(3.8b) 8 per month
BMDS Schedule Support HSV (1) Monthly

(3.8d)

Table 5.0 Performance Objective #8 Key Products
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1.0 BACKGROUND

The Department of Defense (DoD) created the Missile Defense Agency (MDA) in January 2002.
The Agency’s mission is to develop a layered integrated Ballistic Missile Defense System
(BMDS) that will destroy all ranges of ballistic missiles by engaging them in all phases of flight.

The DoD assigned existing missile defense programs from the military services to the Agency.
These included the Army’s National Missile Defense program, Navy’s Aegis Ballistic Missile
Defense program, and Air Force’s Airborne Laser program, among others. Each of the existing
service program and project offices became part of the Missile Defense Agency. The Agency
has re-aligned functionally to ensure centralized Headquarters control with decentralized
execution. Individual Functional Managers are accountable to MDA Senior Leadership for the
quality and quantity of support throughout the Agency, enhanced sharing of BMDS expertise
among executing organizations, developing Agency-wide processes, and procedures, and
training within the individual disciplines.

The MDA follow-on Advisory and Assistance Services (A&AS) will be centrally managed by
the Missile Defense Agency Engineering and Support Services (MiDAESS) Program Office.
The program has several explicit objectives:

o Implement national engineering and support services for the BMDS mission across the
enterprise.

o Enhance the sharing of BMD expertise and knowledge across the Agency.

o Centralize the acquisition of support services manpower in a more efficient manner.

« Reduce Agency overhead cost enterprise-wide.

2.0 INTRODUCTION

The Acquisition Support Capability Group is comprised of five (5) functional areas: 1)
Acquisition (DA), 2) Readiness Management (DWL), 3) International Affairs (DI), 4) Business
and Financial Management (DOB), and 5) Legislative Affairs (LA). These Functional Managers
are responsible for execution of support for the BMDS and each of the geographically dispersed
programs within the Agency. The Acquisition Support Capability Group will utilize a matrix
management approach that ensures A&AS professionals are provided across the Agency. Matrix
management is an organizational concept where a Functional Manager (FM) allocates personnel
resources with like skills among executing organizations needing these skalls.

The Functional Managers serve as the principal executives for acquisition, readiness
management, international affairs, business and finance, and legislative affairs matters relating to
support for the BMDS. Each functional organization has unique requirements and discrete
responsibilities, but all require similar expertise that has been consolidated into a single
capability group for execution.

Response for
OSD/JS FOIA 15-F-1136



Acquisition (SBSA)
Attachment 1 to HQ01047-10-D-0037

2.1 Acquisition (DA)

The Director for Acquisition is the principal advisor to the Director, MDA on all issues relating
to acquisition, contracting matters, and small business. The mission of the DA Directorate is to
facilitate BMDS and program development and deployment by establishing acquisition and
contracting policies and processes, developing direction and guidance for the BMDS and
associated programs, assessing program performance, developing an acquisition workforce to
support mission needs, and providing support through all phases of the acquisition cycle. The
Director for Acquisition has five (5) subordinate organizations: Acquisition Policy, Planning,
and Assessment; Program Element Management; Small Business Programs; Operations; and
Contracting®. Acquisition activities are executed with a streamlined Headquarters staff and
functional matrix personnel geographically distributed and co-located with program offices
across the Agency. Specific functional management responsibilities include, but are not limited
to:

a. Providing acquisition authorization, assessment, oversight, and assistance throughout
the Agency. Developing policies, plans, processes, procedures, and guidance for MDA
acquisitions.

b. Providing acquisition expertise and support to the Program Directors (PDs)/Program
Managers (PMs) and their respective Acquisition Functional Leads for execution of the
acquisition function.

c. Preparing analyses, providing advice, and making recommendations to MDA
leadership.

d. Providing oversight and management of the MDA Small Business Program.
e. Establishing and maintaining the Acquisition organization and workforce.

*The Acquisition Directorate responsibilities also include oversight and management of
Agency contracting efforts. The contracting activities are NOT included in the MiDAESS
A&AS requirement.

In addition, DA provides acquisition matrix support to the BMDS Plans, Programs and
Integration Directorate (DPB). The DPB Directorate reports to the Deputy Program Manager for
the BMDS and supports the DP mission of supervising the execution of the BMDS Program.
The Directorate is headquartered at Redstone Arsenal, Alabama and has personnel assigned in
the National capitol Region (NCR) and Colorado Springs. The Directorate is responsible for
BMDS Baseline Integration, providing the Offices of Primary Responsibility (OPRs) for the
Schedule Baseline, developing the BMDS Master Plan (BMP) and the BMDS Integrated Master
Schedule (IMS), and maturing the BMDS Program Plan.
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2.2 Readiness Management (DWL)

The Director of Readiness Management will utilize multiple Memorandum of Understanding
(MOU) agreements to ensure effective communication and coordination between subject matter
experts (SMEs) and service representatives. Specific functional responsibilities include, but are
not limited to:

a. Lead MDA efforts to ensure the BMDS meets Warfighters readiness requirements,
including associated planning, analysis, and assessment requirements.

b. Define, track, and report appropriate BMDS level (including programs) readiness
metrics.

c. Resolve problems identified through BMDS and program reporting.

d. Interface with readiness stakeholders (Services, Joint Staff, COCOMS, and OSD) to
ensure appropriate stakeholder concerns are considered in BMDS and program
readiness trades.

e. Identify and communicate BMDS and program readiness lessons learned and best
practices across the BMDS, programs, services, and other agency stakeholders.

2.3 International Affairs (DI)

The Director for International Affairs provides executive leadership and strategic direction for all
international activities and engagements proposed or conducted by the MDA to ensure the
BMDS and associated acquisition program plans and accomplishments are aligned with
established policies, strategies, guidance, and objectives. The DI Directorate develops and
implements the Agency international strategy to facilitate BMDS development and deployment.
International Affairs has a Headquarters staff with functional matrix personnel geographically
distributed and co-located with programs across the Agency. It is currently organized into four
(4) divisions: 1) Europe and the Americas, 2) Asia-Pacific, 3) Middle East, and 4) Strategy and
Integration. These divisions cover all regions, countries, and functions germane to the effective
execution of its mission. The Director for International Affairs applies unique expertise to a
broad range of international policy and foreign affairs issues for the MDA Director, MDA
headquarters staff, and to programs across the Agency. The International Affairs Directorate
mission consists of the following activities:

a. International Strategy Development and Execution
b. Strategic Communication Planning and Execution; Global BMD Outreach

¢. Regional and Global Policy and Affairs
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d. Armaments Cooperation Planning and Execution (including cooperative R&D,
International agreements development and negotiation)

e. Security Assistance Planning and Execution (e.g., Foreign Military Sales)
f. Multinational BMD Conference Planning and Execution
g. Arms Control Implementation Planning and Development

h. Internal Strategic Planning and Execution Supporting International Affairs

2.4 Business and Financial Management (DOB)

The Director for Business and Financial Management reports to the Deputy for Agency
Operations and provides executive support, along with on-call support to other Agency senior
leaders. The Directorate develops, allocates, executes, reviews, and analyzes funding and
manpower expenditures and manages other accounting-related matters across the Agency. It
validates that Agency and BMDS programs are resourced in an efficient, business-like, timely
manner based on relevant and reliable information to support informed decision-making at all
levels. The DOB Directorate also manages the implementation of decisions and executive action
plans; establishes and manages Agency fiscal procedures; coordinates fiscal and workforce
accounting concerns with Agency senior leadership and external stakeholders, including the
Office of Management and Budget (OMB), Office of the Secretary of Defense (OSD), Military
Departments, Government Accountability Office (GAO); collaborates in Base Realignment and
Closure (BRAC) related planning and execution; and provides specialized financial management
support and oversight to Agency Special Access Programs. Support to the Business and
Financial Management Directorate is divided into three functional activities:

e Area4: Accounting Systems
e Area 5: Cost Estimating
e Area 6: Acquisition Business Support

2.5 Legislative Affairs (LA)

The Director for Legislative Affairs serves as the principal advisor for planning, coordinating,
facilitating, and implementing Congressional affairs strategies, policies, and programs for the
Agency. The Directorate serves as the single point of contact for Congressional
communications, monitors legislation related to the BMD program and potential impacts, and
coordinates with MDA and OSD legislative organizations on actions.

3.0 DETAILED DESCRIPTION OF REQUIRED SERVICES

The Acquisition Support Capability group provides acquisition, readiness management,
international affairs, financial management, and legislative affairs expertise for planning and
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execution of BMDS and program development, fielding, and sustainment efforts. The following
paragraphs detail the requirements for the Acquisition Support capability group.

3.1 Acquisition (DA)

The following paragraphs define the detailed requirements in this PWS for the Acquisition
support efforts.

3.1.1 Acquisition (DA) Detailed Requirements

The contractor shall provide acquisition and program management expertise to develop
acquisition policies, plans, processes, procedures, and implementation guidance in support of the
MDA and each of the geographically dispersed programs. The contractor shall ensure expertise
is provided for BMDS development, including program acquisition products, execution of
Acquisition Executive tasks associated with development of policies, assessment of program
performance, and evaluation of acquisition products developed by the individual program
offices.

a. Acquisition Executive Support

(1) Assist in developing BMDS and program acquisition strategies, to include the
Single Acquisition Management Plan (SAMP). Support and facilitate the
communication and coordination of overarching acquisition strategy guidance
to the programs. Provide strategic acquisition planning expertise, including
high-level strategic acquisition analysis and plan of action and milestone
(POA&M) development.

(2) Support the establishment of policies and procedures for the planning,
preparation, and execution of reviews, to include but not limited to,
Acquisition Strategy Panels (ASPs), Acquisition Strategy Boards (ASBs), and
Program Execution Reviews (PERs).

(3) Support the PER process, to include but not limited to, developing the PER
Concept of Operations (CONOPS) documentation; building briefing
templates; coordinating schedules; assisting with internal assessments,
including related coordination; and reporting status.

(4) Support the Significant Activity Watchlist (SAW) process, to include but not
limited to, automation and refinement of the SAW software tool; collection
and integration of data from the programs; and assessment and preparation of
reports on key acquisition events to provide status to the Agency leadership.

(5) Support and facilitate coordination with external stakeholders of the Agency,
such as OSD (AT&L) and intra-department organizations.
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(6) Support development and updates of the MDA Acquisition Handbook and
information posted on the internal acquisition website.

(7) Provide acquisition expertise and coordination to summarize top-level
program information and activities for reviews and decision-making.
Develop and maintain program smart books.

(8) Provide acquisition expertise and support for assessment, oversight, and
execution of acquisition policy, processes, and procedures by the PDs/PMs
and other Agency organizations.

(9) Provide expertise to conduct analysis in support of cost, schedule, and
technical performance trade-off analyses and risk assessments. Trade-off
results will support technical, acquisition, contract, budget, policy, and
legislative activities impacting the programs and the overall BMDS.

(10) Support the development and coordination of acquisition external reports
(e.g., Selected Acquisition Report (SAR)) for stakeholders of the Agency.

(11) Support the management of the MDA knowledge point process and reviews.
Provide acquisition expertise to support capturing the most critical program
risks and data, and to measure program progress against goals.

(12) Provide expertise on the development of contract documentation required by
Procurement Initiation Document (PID).

(13) Support the development of contract documentation required by the PID.

(14) Provide data, populate templates, prepare documentation, and comply with
approved process in support of the SAW, ASP/ASB, and PER.

b. Acquisition and Program Management Support

(1) Provide acquisition and program management expertise and support for the
Acquisition Directorate, BMDS Deputy PM Office, geographically dispersed
program offices, and Acquisition Functional Leads within the various
program execution organizations.

(2) Provide support for functional meetings, including but not limited to, weekly
Program Director/Program Manager (PD/PM) meetings and bi-weekly
Functional Lead meetings.

(3) Support PDs/PMs and Acquisition Functional Leads in monitoring technical,
schedule, and cost performance on the programs. Analysis includes the
review, interpretation, recommendations, development, resolution, and
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reporting on subjects including funding adequacy, estimated costs, financial
performance and programmatic risks.

(4) Support the PD/PM with developing their respective Acquisition Program
Plans, which are synchronized with the overarching BMDS block strategy and
BMDS Accountability Report (BAR). Provide acquisition planning support,
including POA&M development. Provide acquisition expertise to support the
development and maintenance of other acquisition related documents.

(5) Provide acquisition and programmatic expertise for the development of
program planning, programming, budgeting and execution documents.

(6) Provide acquisition and program management expertise to support the
evaluation of contract performance against the program baseline. This
includes identifying trigger points to convey system performance to
stakeholders. Monitor contract funding and execution, identifying shortfalls,
and recommend alternatives.

(7) Provide acquisition expertise to perform analyses to support quick reaction
responses to proposed planning (programmatic, fiscal, and contractual)
changes.

(8) Develop, coordinate, and track input from external inquiries and action items;
assist in planning options; and update physical and electronic filing systems to
provide timely responses.

(9) Provide program management expertise to develop and maintain an Operation
Planning Center (or War Room), including automated databases. Provide a
“one-stop” information location for center access within the respective
program, along with CLASSIFIED capability, where necessary. The center
will include or provide access to program; project; planning; risk assessment;
and Earned Value Management System (EVMS) data, (as defined in EVMS
section of this PWS). The automated databases must be available to support
document development in support of Agency leadership decision-making,
briefing preparation, and other quick-turn around actions.

(10) Provide programmatic expertise to engage in the budgeting, finance, and
contract execution processes to ensure EVMS data is appropriately gathered,
managed, and utilized by the PDs/PMs. Ensure the EVMS data is supportive
of program execution and provides the Director an accurate view of program
performance.

(11) Provide programmatic expertise to engage with the engineering and technical
community to understand technical aspects in sufficient detail to address and
report on potential programmatic impacts across the Agency.
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Facilitate effective acquisition communication and information exchange
throughout the MDA enterprise with the goal of reducing acquisition tasking
and action cycle times.

Provide acquisition expertise and programmatic support for international
acquisition strategy development and establishment of programs to promote
joint and allied cooperative programs and interoperability. Support
international contract planning activities.

Provide acquisition expertise to support ad hoc teams and special studies for
the Acquisition Directorate, BMDS Deputy PM Office, and program offices.

Provide expert advice on transition and transfer activities of the program
weapon system to the appropriate service.

Provide routine and short notice support developing briefings, papers, status
reports, web-based materials, data base materials; attend meetings; track,
coordinate and follow up on action items; ensure technical written products
are at executive presentation level.

Assist in identifying, designing, and developing innovative concepts, research
projects, and experiments for technology engineering. Assist with technology
transfer, with particular emphasis on the maturation of Small Business
Innovative Research (SBIR) projects. Report status of research and
development projects.

Support Small Business Innovation Research/Small Business Technology
Transfer (SBIR/STTR) program management responsibilities and support the
MDA SBIR/STTR Steering Group Secretariat.

Acquisition Workforce Requirements

(D

(2)

(3)

Provide acquisition expertise to support the development and coordination of
the Program Management Personnel Policy Directive. Support development
and monitoring of processes for acquisition workforce selection; acquisition
workforce balancing; and establishment of rating chains for PD/PMs and
Functional Leads.

Provide expertise to assist with acquisition and program management career
development, including advice and support for training of the Acquisition
workforce. Support the development and tracking of the PD/PM selection
process.

Assist in the acquisition and program management civilian hiring and

manpower sustainment process, which includes updating the Program
Resource Internet Database Environment (PRIDE) database; assisting with

-10 -
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tracking workforce qualifications, identifying training opportunities,
documenting training status; and supporting the National Security Personnel
System (NSPS) evaluation process.

d. MDA Small Business Programs

(1) Provide support to track Congressional actions impacting the Office of Small
Business Programs (OSBP); assist in development of required small business
program reports; assist in coordination with the OSD OSBP administrative
staff, as necessary, to process Mentor Protégé Program funding documents
and other admininstrative actions related to the program. Monitor small
business laws, regulations, policies, and directives and provide updates as
necessary.

(2) Support the MDA Mentor Protégé Program, to include reviewing proposed
agreements, working with the Contracts Directorate to insure agreements are
placed on appropriate MDA contracts and monitoring the performance of the
Mentor and Protégé with respect to the agreement.

(3) Support the MDA Small Business Outreach Program, to include producing a
quarterly newsletter, supporting the planning and conduct of MDA small
business conferences, producing outreach materials for distribution to the
Small Business Community, assisting with acquiring equipment and manning
booths at various outreach events, managing and supporting the electronic
MDA Small Business Directory and other general support of the program.

(4) Support the MDA Small Business Subcontracting Oversight Program to
include monitoring and tracking the Electronic Subcontracting Reporting
System (ESRS) inputs required from MDA large business Prime Contractors,
providing support for the MDA Large Business Council; and other general
support to the program.

e. BMDS Plans, Programs, and Integration

(1) Support management of BMDS Blocks and Capability Deliveries.

(2) Support all activities associated with developing and maintaining BMDS
program documentation, including, but not limited to, the Single Acquisition
Management Plan, the Acquisition Program Plan, the Common Work
Breakdown Structure and the BMDS Accountability Report.

(3) Support all activities associated with developing and maintaining the BMDS

Master Plan, Schedule Baseline, Integrated Master Schedule and Integrated
Master Plan.

=11 =
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(4) Support the management of the BMDS Baselines Integration Automation
activities.

(5) Support the integration of cost, performance and schedule metrics and
planning for the management of BMDS development and capability delivery.

(6) Support building integrated decision packages that allow for executive
decisions and baseline change implementation.

(7) Support creating, modifying and analyzing options that consider
interdependencies and baseline interactions as critical decision elements for
the Deputy Program Manager for the BMDS.

3.2 Readiness Management (DWL)

The following paragraphs define the detailed requirements in this PWS for the Readiness
Management Organization.

3.2.1 Readiness Management (DWL) Detailed Requirements

The contractor shall provide the readiness management expertise required to support the BMDS
and each of the geographically dispersed programs within MDA. The contractor shall provide
expertise to develop policies, plans, processes, procedures; implementation guidance; and
interpret external agency regulations, policies, directives, and other related documents. The
contractor shall ensure sufficient expertise is provided to support Readiness Executive tasks with
external stakeholders.

a.

Provide expertise and support for planning, defining, analysis and readiness
assessments for all of the programs and components of the BMDS. Define, track,
assess, and report the readiness of the BMDS. Support execution of day-to-day
readiness tasks for all of the programs and components of the BMDS.

Provide expertise and support for readiness tracking of each of the programs and
components of the BMDS. Support the establishment of policy and procedures
for the collection, reporting, and analysis of readiness metric data, including
problems identified through BMDS and program reporting.

Support development of readiness metrics and data collection requirements.
Support and facilitate the communication of readiness data to the programs and
stakeholders. Provide readiness planning expertise and support, including high
level strategic readiness analysis, and the development of supporting
documentation.

Support and facilitate coordination with external stakeholders Services, Joint
Staff, COCOMS, and OSD.

-12 -
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e. Support the services in the definition and execution of missile defense system
readiness requirements and trades.

f. Identify and communicate BMDS and program readiness lessons learned.
Incorporate best practices across the BMDS, programs, services, and other agency
stakeholders.

3.3 International Affairs (DI)

The International Affairs Directorate applies unique expertise to a broad range of international
policy and foreign affairs issues across the Agency. The responsibilities cover all regions,
countries, and functions essential to the effective conduct of international activities and
engagements to facilitate BMDS development and deployment.

3.3.1 International Affairs (DI) Detailed Requirements

The contractor shall provide foreign affairs and acquisition expertise to support planning and
execution of the range of MDA international affairs activities, including but not limited to those
described in detail below. The contractor shall ensure personnel are available to support each of
the geographically dispersed MDA locations. The contractor shall support MDA efforts to
garner support for US BMD programs, promote foreign nation participation in MDA programs,
and integrate partner nation capabilities with US capabilities.

a. International Strategy Development and Execution

(1) Provide support to the development, evolution and implementation of
the MDA International Strategy.

(2) Assist in developing and implementing related performance
metrics/balanced scorecard methodology.

(3) Assist with the development and implementation of regional and
country-specific campaign plans.

b. Strategic Communication Planning and Execution; Global BMD Outreach

(1) Assist in the development, execution, and refinement of a roadmap for
global BMD outreach, including the identification of new outreach
opportunities and the development of novel implementation strategies.

(2) Support bilateral and multilateral meetings, committees, steering groups,

conferences, and other fora to educate and share information with
friends and allies to advance priority MDA initiatives.
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(3) Support the establishment and maintenance of strong working
relationships with MDA activities outside the continental United States
(OCONUS) and with key external counterparts (e.g., Combatant
Commands (COCOMs), in coordination with the Warfighter Support
Center (DFO); the Department of State, US Embassies, Consulates, and
Missions abroad; and other Agencies).

(4) Support MDA representation by executive management and staff at
international fora such as, but not limited to NATO Missile Defense
Steering Group and International Program Committee.

(5)  Support the development of interactive simulations that benefit or can be
used in support of international objectives. Facilitate MDA participation
in events that use interactive simulations to foster further international
collaboration in missile defense.

¢. Regional and Global Policy Affairs

(1) Conduct Political-Military assessments (quick response and long-term)
to analyze international developments and potential effects on
international BMD cooperation and US BMD development and fielding
activities. This includes assessment of official white papers, position
papers, or other related documents as well as other political, social, and
cultural influences on government decision making as it relates to
missile defense and international initiatives.

(2) Support agency efforts with Office of Secretary of Defense (OSD)
Policy, Joint Chief’s of Staff, military services, COCOMs, other US
Government executive departments, and those foreign governments
eligible for cooperative participation in missile defense activities.

d. Armaments Cooperation Planning and Execution

(1) Support the execution of country-specific international activities to
include, but not limited to studies and analyses; international agreement
planning, development, negotiation and implementation; cooperative
research and development, co-production; technology assessments; and
export licensing and technology transfer analyses.

(2) Identify opportunities for and support planning and execution related to
foreign participation in US BMDS testing, US use of foreign test
facilities, and US participation in foreign test activities.

(3) Support MDA planning and execution related to multilateral activities,

initiatives, and programs including, but not limited to, international
organizations such as NATO.
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(4) Identify new and novel approaches and initiatives related to armaments
cooperation.

e. Security Assistance Planning and Execution

(1) Assist with development and implementation of MDA security
assistance plans and processes. Provide support to the development and
implementation of potential security assistance cases.

(2) Identify opportunities for foreign military sales (FMS) and supporting
engagement strategies.

f. Multinational BMD Conference Planning and Execution

(1) Support the planning and execution of the annual MDA multinational
conference.

(2) Analyze conference execution, to include recommendations for design
improvements and areas for future strategy development.

g. Arms Control Implementation Planning and Development

(1) Develop implementation plans to support MDA program compliance
with arms control treaties, protocols, and other agreements.

(2) Support development of presentation materials and participate in
meetings and discussions to ensure MDA personnel are aware of
Agency obligations under arms control treaties, protocols, and other
agreements.

(3) Provide technical analyses of arms control impacts on current and
potential MDA activities.

h. Internal Strategic Planning and Execution Supporting International Affairs

(1) Provide international affairs subject matter expertise supporting key
internal MDA corporate decision bodies (EMB, PCB, PPB, etc.)

(2) Provide international affairs subject matter expertise supporting MDA
engagements across DoD and in Interagency fora; this includes but is not
limited to the Quadrennial Defense Review (QDR), Ballistic Missile
Defense Review (BMDR), Nuclear Posture Review (NPR), and the
Compliance Review Group.
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3.4 Business and Financial Management (DOB)

The following paragraphs define the detailed requirements in this PWS for the Business
Operations Directorate.

3.4.1 Accounting Systems Detailed Requirements

The contractor shall provide accounting, financial record reconciliation, and financial
information system support for functional organizations and programs. The contractor shall
provide support for compliance with the Chief Financial Officers (CFO) Act of 1990 and the
MDA internal controls program. The contractor shall provide system, program, and functional
area general financial support.

a. Provide research, analysis, and technical support for the reconciliation of
internal records.

b. Provide assistance in the development and publication of Agency financial
and accounting policies and procedures to promote efficiency and
effectiveness of operations, and accuracy, reliability, and timeliness of
financial reporting.

¢. Provide assistance in the identification and implementation of actions to
improve financial management operations and reporting.

d. Provide technical support for the current and planned accounting systems and
entitlement systems with the official accounting records maintained by the
Defense Finance and Accounting Service (DFAS) accounting and paying
offices.

e. Provide on-site financial reconciliation, research and analysis support at
DFAS-Columbus and DFAS-Indianapolis Service Centers.

f. Record obligations and adjustments in the official accounting system based on
research and analysis of various types of official supporting documentation.
Perform follow-up activities and report the status of Agency accounting data
and records and Defense Finance and Accounting Service activities and
changes.

g. Provide accounting transaction level data analysis and reconciliation support
for over ten separate legacy accounting and financial systems.

h. Support system implementation and sustainment, operations, maintenance and

training.
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Provide project management assistance, to include requirements, operational
processes, structure definition, installation, deployment, testing, operations,
and maintenance.

Provide expertise to integrate multi-layered schedule of tasks required in
support of PPBES.

Provide assistance in the development of supporting documents and audit
trails to prepare the Agency quarterly and annual financial statements in
accordance with the CFO Act. Provide assistance with communicating
project status and risk, developing recommendations for emerging issues, and
providing resolution implementation assistance.

Provide assistance in the identification and implementation of corrective
actions needed to obtain an unqualified audit opinion on the annual financial
statements and accompanying supplemental reports.

Provide assistance in the administration of the MDA internal control program
to support development of the Annual Statement of Assurance process and the
supporting organizational internal control self-assessments.

Provide assistance in the development and 1ssuance of annual training and
supporting materials to functional and program organization representatives.

Research related government and industry best practices; assist in
incorporating best practices into Agency policies, procedures, and processes
to promote continual process improvements to the internal controls program.

Provide special studies, along with routine and short notice support
developing briefings, papers, status reports, web-based materials, data base
materials; attend meetings; track, coordinate and follow up on action items;
and ensure technical written products are at executive presentation level.

Cost Estimating Detailed Requirements

Provide analytical expertise for development of detailed cost estimates and
courses of action (COAs) for decision making throughout the Agency.

(1)  Support the development of common cost methods, for prescribed
BMDS commodities and functional organizations.

(2)  Provide analytical support for cost estimating of Agency commodities,
to include cost driver sensitivity analyses, and integrate the results of the
Earned Value Management (EVM) analysis into the cost estimating
process; support development and documentation of cost estimating and
analysis processes, policies, and procedures.
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Establish and maintain a cost library for use by all cost analysts.
Develop and conduct cost estimating and analysis training for entry-

level through senior-level personnel for the missile defense community,
in conjunction with the Human Resources Directorate (DOH).

Formulate and apply mathematical modeling and other operations research
methods to develop and interpret cost estimates that assist management with
decision making. Develop cost estimates using various software tools (Excel,
ACIET, Price). Collect and analyze cost data from various databases and cost
reports.

(1

(2)

3)

4

S

(6)

(7)

Analyze information obtained from management conceptualization and
define assumptions concerning technical requirements, schedule, and
cost, and make recommendations.

Break systems into their component parts in the Work Breakdown
Structures (WBS) and develop cost-estimating relationships for each
program in the structure.

Define data requirements. Gather and validate information, apply
judgment and statistical tests, and provide recommendations.

Evaluate data. Develop probabilistic cost estimating relationships and
validate the using appropriate statistical techniques. Use cost estimating
relationships in the development of estimates for complex systems, and
systems of systems.

Investigate program uncertainties through cost estimates based on data
provided. Use statistics and simulation techniques to analyze and
develop the cost risk portion of the cost estimates.

Perform validation and testing of cost estimates to ensure adequacy;
reformulate cost estimate models.

Analyze various COAs. Prepare a cost estimate for each, compare the
COAs, and make recommendations to leadership.

Provide cost estimating and analysis support for the National Missile Defense
Cost Division, Theater Weapons Cost Division, the Sensors and C3 Cost
Division, and Operations Cost Division.

()

Develop cost models that incorporate cost risk analysis and generate
cost estimates to support building the program budget. Participate in
developing Common Cost Models with Lead Service and Prime
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Contractor. Interface with functional leads in the programs (e.g..
engineering, business, etc.) to ensure cost models and estimates reflect
the most current program information.

Anticipate program requirements using information gained in program
meetings, technical reviews, and baseline reviews. Perform analyses of
alternatives to support program and MDA-wide decision making
process.

Prepare Independent Government Estimates in support of MDA
contractual activities.

Assist with developing and reviewing Cost Analysis Requirements
Documents (CARDs).

Assist with developing WBS structure, cost data collection plans,
Contract Data Requirements Lists (CDRL), and Data [tem Descriptions
(DID) in support of new contracts.

Implement cost data collection process. Assist with evaluating quality
of cost data and develop databases.

Assist with quality reviews of MDA cost models and estimates. Assist
in standardizing cost estimating and analysis products across the
division

Provide cost estimating and analysis support for the BMDS Analysis
Division.

(D

(2)

3)

4

Provide on site support to the MDA Integration and Synchronization
Center (ISC) by preparing BMDS-wide cost analyses and participating
in Business Case Analyses.

Coordinate ISC activities with the cost estimating divisions and matrix
cost teams to ensure awareness of ongoing actions and to collect
relevant cost and program information from the teams.

Assist with Analyses of Alternatives (AoAs) and mid-far term
architecture planning studies. Provide cost analyses and estimates for
alternative COAs. Provide tools and methods to frame the decision
space. Engage with technical community and planners in developing
recommended COAs.

Research and develop new cost estimate tools and methods to improve

the quality of MDA cost estimates. Coordinate research requirements
with the cost estimating divisions to prioritize research activities.

-19-

Response for
OSD/JS FOIA 15-F-1136



Acquisition (SBSA)
Attachment 1 to HQ01047-10-D-0037

(5) Establish and maintain a cost library for use by all cost analysts.

Provide technical and analytical support to the Cost Estimating Operations
Division (DOE).

(1)  Assist with developing and publishing Memorandum of Understanding
(MOU) agreements, cost and analysis guidance, and cost related
directives and standards for DOE.

(2)  Assist with coordinating DOE activities with external agencies, e.g.,
OSD Cost Analysis Improvement Group (CAIG), lead service cost

Agencies, and Defense Cost and Resource Center.

(3) Develop DOE activity schedules and manage DOE actions (e.g. E-
tasker).

(4)  Assist with coordinating and managing DOE resources, including cost
estimating software, IT systems, travel, and office moves.

(5) Assist with developing and implementing the DOE internal training and
professional development program, in conjunction with the Human
Resources Directorate (DOH) training programs.

Cost Estimating Capabilities

(1)  Provide personnel with expertise who have knowledge and understand

cost estimating hardware and software systems, their components, and

technologies.

(2) Provide expertise to analyze complex problems and apply logical
mathematics based solutions for problem solving.

(3) Provide expertise to develop cost models using Microsoft Excel and
Automated Cost Estimating Integrated Tools (ACEIT).

(4) Conduct cost risk analysis by Monte Carlo simulation using Crystal Ball
and ACE-Risk applications.

(5) Develop databases using Microsoft Access.

(6) Develop schedules and perform schedule analysis using Microsoft
Project and @Risk for Project (risk analysis management software).

(7) Develop software cost estimates using SEER-SEM and CoStar cost
estimating software.
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(8) Develop presentation materials using Microsoft PowerPoint.

(9)  Apply statistical techniques, evaluate data, and develop cost estimating
relationships.

(10) Apply earned value information to improve cost estimates during
execution.

(11) Develop data collection plans that are compliant with DoD 5000.4M-1,
Contractor Cost Data Reporting Manual.

(12) Communicate with PDs/PMs Systems Engineers, Business Managers,
Test Agents, Logisticians, Industry, etc. to develop program estimates
cost estimates.

(13) Lead and support Integrated Product Teams that develop cost estimates.

(14) Apply Planning, Programming, Budgeting System PPBES to cost
estimates, including correct use of appropriations and fiscal law.

3.4.3 Acquisition Business Support Detailed Requirements

The contractor shall provide general business support for the functional program organizations.
The contractor shall provide Defense Travel System (DTS) helpdesk support. The contractor
shall support for the external review process. The contractor shall support the EVM process for
functionals and programs, to include implementation of policy across the Agency; and review
and update of directives, handbooks, and memorandums. Provide training support for the
implementation of the Lean Six Sigma Continuous Process Initiative (CPI).

a. Earned Value Management Support

(1)  Provide the EVMS data required to conduct assessment of program
execution. Support the assembly, integration, and analysis of data that
integrates technical requirements, schedules and budgets. Develop and
implement practices to conduct integrated assessments.

(2)  Support integrated baseline reviews and baseline maintenance reviews.

(3)  Support joint EVMS Systems surveillance review process.

(4)  Support acquisition strategy meetings and procurement processes to

ensure complete and accurate inclusion of EVM contractual
requirements.
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Support the EVM Health (Gap Analysis) process and sharing of EVM
and Integrated Baseline Review (IBR) lessons learned and best practices
across the Agency.

Research industry EVM best practices; assist with incorporating best
practices into Agency policies, procedures and processes to promote
continual process improvements.

Support the EVM program, develop, support and evaluate EVM related
contract requirements, analyze and report on cost/schedule deviations to
program baselines, and assist in program status reviews.

Update existing EVM training modules to reflect policies and best
practices and provide training, in conjunction with the Human
Resources Directorate (DOH).

Interface with industry and government experts on missile defense EVM
issues; facilitate sharing of lessons learned. Participate in workshops
and/or conferences, assisting in the development of meeting minutes,
workshop logistical support, and data gathering and /reporting.

b. Other Business Support

(1

2

3)

“4)

Provide research, analysis and support on all external requests for
information and meetings originating from the GAO, DoD IG, or other
offices with oversight responsibility.

Assist in developing documents in support of GAO and DoD IG audit
data collection phases and pre-draft reviews. Attend and prepare
meeting minutes for Entrance and Exit Conferences, and follow-on
meetings.

Support external interfaces and requests from Congress, Office of the
Under Secretary of Defense (Acquisition, Technology and Logistics)
(OSD/AT&L), DoD Inspector General ( IG), General Accountability
Office (GAO), Defense Contract Management Agency (DCMA),
Office of Management and Budget (OMB), and other Federal agencies.

Provide regular, repeated, sustaining activities related to congressional
communication, GAO and DoD IG activities. Provide assistance to
develop standard queries and reports, developing recommendations for
emerging issues, and providing implementation assistance. Use
comprehensive Congressional, GAO, and DoD IG databases to
facilitate research, review, and analysis of previous communications.
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(5) Provide support for creating the BMDS Booklet; an annual brochure
that describes the MDA and programs. Provide graphics expertise,
obtain new photographs from various sources, coordinate and update
through the Agency, and coordinate the printing and delivery of the
authorized number of booklets.

(6) Provide DTS Help Desk assistance to travelers, authorizing officials,
and other entry agents. Receive course materials, reference materials,
and training aids to support the implementation of the Defense Travel
System, work training in conjunction with the Human Resources
Directorate (DOH).

(7)  Provide special studies, along with routine and short notice support
developing briefings, papers, status reports, web-based materials, data
base materials; attend meetings; track, coordinate and follow up on
action items; ensure technical written products are at executive
presentation level.

(8) Research industry business best practices; assist with incorporating best
practices into Agency policies, procedures and processes to promote
continual process improvements.

3.5 Legislative Affairs (LA)

3.5.1 Legislative Affairs (LA) Detailed Requirements

The Legislative Affairs Directorate is the single point of contact for all Congressional actions.
The Directorate oversees Congressional testimony preparation and meetings with members of
Congress and key Congressional staff. Legislative impacts to BMD programs are monitored and
related activities worked through this organization. The contractor shall provide legislative and
analysis capability to support the development, coordination, implementation, and delivery of
Congressional strategies and communications.

a. Monitor defense-related Congressional committees to provide information on
legislative initiatives that may impact the BMD program. Assist in providing
insight and advice to management on the views and background of members of
Congress with respect to the BMD program.

b. Assist in maintaining the hearing issues of interest from members of Congress and
coordinating with stakeholders in drafting and reviewing testimony, hearings,
transcripts, Congressional correspondence, and Congressional visits. Assist with
reviewing and coordinating the testimony internally and developing
“murderboard” and hearing preparation materials.
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Obtain “official” Congressional transcripts as required within one working day of
hearing or as soon as released by news service, distribute, and review. Ensure
hearing follow-up actions are completed.

Assist in interfacing with the National Security Council, Office of the Assistant
Secretary of Defense for Legislative Affairs (OASD/LA) and the Office of the
Comptroller on Congressional actions.

Develop and execute annual and long-term strategies for defending the President's
budget before Congress.

Support the Legislative Affairs staff in maintaining close working relationships
with Congressional staff, military service liaisons, and OSD staff on
Congressional matters. Maintain Congressional Military Legislative Assistant
(MLA) lists. Assist the Legislative Affairs staff in contacting member offices of
the Defense Committee members and identifying the new MLAs in January of
each year.

Assist in preparing and reviewing responses for Congressional correspondence.
Maintain a database of congressional inquiries and Agency responses. Track and
report on BMD-related legislation through on-line legislative tracking service, and
other publicly available means. Develop Congressional Funding Tracks and
update within 12 hours of Congressional activity and markups.

Develop charts (bi-monthly) for the program reviews to provide status of
legislation and Congressional schedules that impacts the BMD program.

Prepare, maintain, and update a Congressional calendar of events.

Assist in tracking of the legislative schedule and develop the planning charts to
support the Congressional cycle. Track floor amendments in real time by viewing
C-SPAN. Update Legislative Affairs staff on relevant amendments. Develop
quick-look reports of Defense Committee Bill actions within 12 hours of major
activity using PowerPoint application. Secure Defense Committee Reports and
Bills from THOMAS federal legislative site.

Publish daily early-morning Congressional update report. Incorporate Early Bird
press articles, Congressional quarterly related articles, key hearing dates, House
and Senate activities of the day, and a brief summary of major bill status.

Order Defense Committee Reports and Bills from House and Senate Document
offices. Disseminate copies to Legislative Affairs staff and other key staff within
the Agency. Identify Reports to Congress from legislation starting with the
Defense committee Bills and continue tracking through completion of the annual
Defense authorization and appropriations Acts and signing into law by the
President.
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m. Track Congressional security clearances and coordinate with Congressional
security offices, member offices, and MDA Security Operations Center. Ensure
visit requests for Congressional staff visits to MDA remain current to support
VISits.

n. Provide election analysis and tracking during and beyond normal duty hours.
Prepare post-election results briefings.

0. Support the Legislative Affairs staff with conferences and breakfast presentations
on Capitol Hill; take notes and prepare meeting summaries.

p. Conduct research and keep Legislative Affairs website current.

q. Prepare PowerPoint presentations and briefings in support of Legislative Affairs
activities to include developing the annual legislative engagement strategy.

r. Maintain historical files in a library.

s.  Maintain and update Legislative Affairs database. Update member biographies in
Legislative Affairs electronic storage processes when preparing for Congressional
hearings. Incorporate missile defense related statements made during the year
from all sources.

t.  Assistis developing year-end Congressional Activity Report Synopsis (CARS)
within 30 days of enactment of annual Defense Appropriations and Authorization
Acts.

u. Assist with reviewing and coordinating the testimony internally and with other
stakeholders.

v. Maintain and update the Legislative Affairs Standard Operating Procedures
document for the Directorate.

4.0 PERFORMANCE STANDARD SUMMARY

The contractor shall perform Advisory and Assistance Services (A&AS) in accordance with the
requirements identified in this performance work statement and any subsequent task orders. The
performance standards describe the minimum acceptable performance levels for each
requirement. The MiDAESS Program Office will evaluate contractor performance in accordance
with the Performance Standard Summary Matrix (Appendix).
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5.0 DATA

The contractor shall submit a monthly status report. The status report shall provide specific
details for each task order. A report is not required, if the contractor does not have open, active
task orders. Contractor format is acceptable for the report. The report shall be submitted to the
Contracting Officer, with a copy to the designated contracting officer’s representative, and
include the following information:

Number of Positions under contract at the task order level; identified by task order.

Vacancy Data: Number of vacancies, number of days vacant, and status of each vacancy,
Position ID, date vacancy identified, date vacancy filled, identified by task order.

a. Status of Travel and Other Direct Costs (ODC). As a minimum, final actual travel costs
will be reported by task order, by approved MDA Form 110, Request for Contractor
Travel and Extended Commuting Travel.

b. Small business utilization on each task order as a percentage of task order price.

¢. Cumulative small business utilization on all task orders.

At the task order level, the contractor shall submit data in accordance with the task order PWS:
a. Scientific and Technical Reports, Studies, Presentations, and related Briefing Materials.
b. Executive Decision Memoranda and Guidance Letters (draft documents).

c. Presentation and Briefing Materials.

d. Safety Assessment Reports.

e. Special Reports, such as Trip Reports, and others as defined by task order.

f. Program Management Schedules (input) and Tracking Reports.

Each task order may contain additional data requirements which will be identified at time of task
order proposal request.

6.0 SECURITY REQUIREMENTS

All personnel must hold a minimum of SECRET security clearance immediately upon contract
award. Each task order will define the percentage of the workforce required to ultimately hold
TOP SECRET (TS) and TS Sensitive Compartmentalized Information (SCI). In addition the
table below defines the percentage of personnel required to have TS and TS SCI eligibility upon
task order award.
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Below are the specific work areas and their expected security clearance levels:

WORK SECRET TOP SECRET TOP SCI SCI
AREA ELIGIBILITY SECRET ELIGIBILITY TOTAL
UPON AWARD TOTAL UPON AWARD
Acquisition Management (DA)
Acquisition | 100% \ 5% \ 5% | 2% | 2%
Readiness Management (DWL)
Readiness 100% 0 0 0 0
Management
International Affairs (DI)
EnlCAROAL 100% 5% 50% 2% 2%
Affairs
Business and Financial Operations (DOB)
Atchuning 100% 20% 20% 0 0
Systems
Cost 100% 20% 20% 0 0
Estimating
Acquisition
Business 100% 20% 20% 0 0
Support
Legislative Affairs (LA)
Legislative
Affairs 100% 0 0 0 0

7.0 TRAVEL REQUIREMENTS

Contractor employees should expect to travel from 15% to 30% of the time to various locations
related to systems, specific components, manufacturing sites, integration sites, test sites, and
other sites as specified by task order.

8.0 GOVERNMENT FURNISHED INFORMATION/EQUIPMENT/SUPPORT

a.  Access may be provided to MDA facilities, as required, including on-site work
stations with computers and telephones. On-site and off-site requirements will be
designated by task order.

b.  Government laptops and blackberries may be provided on a need-justified basis.

9.0 SMALL BUSINESS UTILIZATION

In the execution of task orders, the contractor shall utilize small business to the maximum extent
practical. Small business utilization shall be detailed in the monthly status report.
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Capability Group 2:
Acquisition Support

Government Labor Competency Level Description

Contract Program Manager

Capable of providing leadership, direction, and management of support for the Acquisition, Business
Operations, Legislative Affairs, International Affairs, and Logistics fields and proficient in standards,
principles, practices, and processes related to complex weapon systems. Possess extensive managerial,
technical, and business knowledge, and experience relating 1o DoD and major systems or programs.
Proven ability to lead and provide direct input in solving complex issues involving staff and resources of
sizable magnitude. Capable of thinking strategically to address issues and implement plans for major
operational defense programs. Responsible for overall contract performance. Top Secret clearance
required.

Analyst (Advanced)

Capable of leading and executing task associated with acquisition, readiness, financial, legislative affairs,
and international issues for complex weapon systems. Has specialized related knowledge. Capable of
working independently or leading teams in the solving of solve problems Capable of providing daily
supervision and direction to support teams. Security Clearance requirements (TS, T5/SCL S) as defined in
the respective PWS. (MA/MS in Related Field)

Analyst (Intermediate)

Capable of applying managerial, technical, and business knowledge and judgment to acquisition,
readiness, financial, legislative affairs, and international issues related to complex weapon systems.
Works as a member of team and assists with solving complex problems. Has specialized related
knowledge. Security Clearance requirements (TS, TS/SCL S) as defined in the respective PWS. (BA/BS
in Related Field)

Analyst (Basic)

With general supervision capable of assisting in execution of acquisition, readiness, financial, legislative
affairs, and/or international issues. Follows established procedures, and solves routine problems. Security
Clearance reguirements (minimum S) as defined in the respective PWS. { Associates or Bachelors in
related field). No direct experience required.

Accountant (Advanced)

Capable of leading and executing the performance of financial aspects of accounting and applying
theories, concepts, principles, and standards for a complex weapon system effort. Capable of leading and
executing the design, development, operation, or inspection of accounting systems; analyzing and
interpreting data, records, and reports: or advising or assisting management on financial management
matters. Has specialized related knowledge. Capable of working independently or leading teams to solve
problems Capable of providing daily supervision and direction to support teams Security Clearance
requirements (TS, TS/SCL S) as defined in the respective PWS. (MA/MS in Related Field)

Accountant (Intermediate)

Capable of assisting in the execution of financial aspects of accounting and applying theories, concepts,
principles. and standards. Capable of assisting in the designing, developing, operating, or inspecting
accounting systems; analyzing and interpreting data, records, and reports; or assisting on financial
management matters. Works as a member of team and assists with solving complex problems. Security
Clearance requirements (TS, TS/SCIL, S) as defined in the respective PWS. (BA/BS in Related Field)

Accountant {Basic)

‘With general supervision capable of understanding financial aspects of accounting and applying theories,
concepts, principles, and standards. Capable of assisting in the analysis and interpretation of, records, and
reports and assisting on financial management matters. Works under general supervision, follows
established procedures, and solves routine problems. Security Clearance requirements (TS, TS/SCI, S) as
defined in the respective PWS. (Associates or Bachelors in related field). No direct experience required.

SME (Advanced)

Recognized industry expert with significant depth and breadth of knowledge capable of providing advisor
and consultant services based on unigue experience that has a significant level of technical value and
return on investment. Capable of supporting teams and/or working independently regarding very complex
technical or programmatic issues usually related w complex weapon sysiems. Security Clearance
requirements (TS, TS/SCL, S) as defined in the respective PWS.

SME {Intermediate)

Recognized industry expert with depth and breadth of knowledge capable of providing advisor and
consultant services based on unigue experience that has a high level of technical value and return on
investment. Capable of supporting teams and/or working independently regarding very complex technical
or programmatic issues. Security Clearance requirements (TS, TS/SCI, 5) as defined in the respective
PWS.

SME (Basic)

Industry expert with significant depth and breadth of knowledge capable of providing advisor and
consultant services based on experience that has a unique, specific level of technical value, Capable of
supporting teams working complex technical or programmatic issues. Security Clearance requirements
(TS, TS/SCI, 5) as defined in the respective PWS.

Attachment 2
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DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION & LBV ORI BEURED
TOP SECRET
(The requirements of the National Industrial Security Program Operating Manual (NISPOM) b LEVEL OF SAFEGUARDING REQUIRED
apply to all security aspects of this effort) SECRET
2. THIS SPECIFICATION IS FOR (x and complete as applicable) 3. THIS SPECIFICATION IS: (x and complete as applicable)
a. PRIME CONTRACT NUMBER a. ORIGINAL (Complete date in all cases) Date (YYYYMMDD)
X HQO0147-10-D-0037 X 2010/06/24
b SUBCONTRACT NUMBER b.  REVISED (Supersedes Revision No Date (YYYYMMDD)
all previous specs)
¢. SOLICITATION OR OTHER NUMBER Due Date (YYMMDD) ¢. FINAL (Complete Item § in all cases) Date {Y YMMDD)
HQO0147-09-R-0001
4. IS THIS A FOLLOW-ON CONTRACT? YES | X | NO. If Yes, complete the following:
Classified material received or generated under (Preceding Contract Number) is transferred to this follow-on contract.
S. IS THIS A FINAL DD FORM 254? YES X | NO. If Yes, complete the following:
In response to the contractor's request dated . retention of the identified ¢ ified material is i for the period of

6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)

a. LOCATION

Quantech Services, Inc

91 Hartwell Ave., Third Floor
Lexington, MA 02421

b. CAGE CODE

1 Tech Drive, Suite 330
1K >
55 Andover, MA 01810-2452

¢, COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

Defense Security Service (IOFNW)

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

See Continuation

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Acquisition (Small Business Set-Aside)

10. THI_S CONTRACT WILL REQUI.RE ACCESS TO: YES NO 11. IN PEﬂMING THLS CONTR_ACT, TH._E CONTRACTOR WILL: YES NO
a  Communications Security (COMSEC) Information X a Have Access To Classified Information Only At Another Contractor's Facility Or A X
Government Activity
b. Restricted Dala (RD) X b. Receive Classified Documents Only X
¢ Critical Nuclear Weapon Design Information (CNWDI) b, 6 c. Receive And Generate Classified Material X
d. Formerly Restricted Data (FRD) X d. Fabricate, Modify, Or Store Classified Hardware X
e. Intelligence Information e, Perform, Services Only X
(1) Sensitive Compartmented Information (SCI) X f. Have Access To United States (UIS) Classified Information Qutside The US, Puerto X
Rico, US Possessions And Trust Teritories
{2) Non-SCI X g. Be Authorized To Use The Services Of Defense Technical Information Center {DTIC) X
Or Other Secondary Distribution Center
f Special Access Information X | h Require a COMSEC Account %
g North Atlantic Treaty Organization (NATO) INFORMATION X i. Have TEMPEST Requirements X
h. Foreign Government Information X j.  Have Operations Security (OPSEC) Requirements X
i Limited Dissemination Information X | k BeAuthorized To Use The Defense Courier Service (DCS) X
| Fe=Sifestadee-Bmy (FOUO) Information (Includes Term Controlled X I Other (Specify
Unclassified Information {CUI)) 1. Restrict access to Contractor's Unclassified Local Area X
k. Other (Specify) X
DD Form 254, December 1999 Previous editions are obsolete, 805/340

FOR-OFHERATTUSEONEY
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12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the NISPOM or unless it has been approved for
public release by appropriate US Government authority. Proposed public release shall be submired for approval prior to release

Direct X | Through (Specity):

Missile Defense Agency/Public Affairs (MDA/PA)
7100 Defense Pentagon
Washington, DC 20301-7100

to the Directorate for Freedom of information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
*In the case of non-DoD User Agencies, req for disclosure shall be submired to that agency

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. 1f any difficulty is encountered in applying this guidance or if any other contributing factor
indicates a need for changes in this guidance, the contractor is authorized and encouraged w provide reg changes; 1o chall the gui or the classification assigned to any information or material
furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below, Pending final decision, the information involved shall be handled and
protected at the highest level of classification assigned or recommended, (Fill in as appropriate for the classified effort. Awach, or forward under separate correspondence, any doci guid racts referenced
herein.  Add additional pages as needed o provide complete guidance. )

Forward a copy of any DSS letter that informs of any serious deficiency to MDA/DXSS within 48 hours of receipt.
Any incident of possible compromise will be reported to MDA/DXSS within 24 hours.

Reference Item 8.a. (continued) Performance Location may include one or more of the following: (The Cognizant
Security Office in all cases is MDA/DXSS)

Missile Defense Agency, 7100 Defense Pentagon, Washington, DC 20301-7100

Missile Defense Agency, Ft. Belvoir, VA 22060

Missile Defense Agency, Bldg 5222, Martin Road, Redstone Arsenal, AL 35898

Missile Defense Agency, Operations Support Group, 386 10" St., Vandenberg AFB, CA 93437

Missile Defense Agency, 106 Wynn Drive, Room 1A2800, Huntsville, AL 35807

Missile Defense Agency, Bldg 7649, Redstone Arsenal, AL 35898

Missile Defense Agency, Bldg 663, 1% St., Ft Greely, AK 99731

Missile Defense Integration and Operations Center, 720 Irwin Ave, Schriever AFB, Colorado Springs, CO 80912
Airborne Laser, 3300 Target Road, Building 760, Kirtland AFB, NM 87117-6612

Space Tracking and Surveillance System, 483 N. Aviation Blvd, Bldg 271, El Segundo, CA 90245-2808
Alaska Command, 10490 Mundy Avenue, Elmendorf AFB, AK 99506

Missile Defense Agency, Bldgs 4505 and 7649, Redstone Arsenal, AL 35898

Missile Defense Agency/Aegis BMD, 17211 Avenue D (Bldg 1705) Dahlgren, VA 22448

See Continuation Page

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to NISPOM requirements, are established for this contract. (If Yes, identify the pertinent X Yes No
contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements. Provide a copy of the requirements
to the cognizant security office. Use item 13 if additional space is needed )

See Items 10.j, 11.j,and 11.1.

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. (If Yes, explain and identify specific areas of elements carved | X Yes |_—| No
out and the activity responsible for inspections. Use Item 13 if additional space is needed.)

MDA/DXSS reserves the right to conduct compliance inspections for protection of For Official Use

Only/Controlled Unclassified Information. See Block 13, Reference Items 10.e (1), 10.j, and 11.1.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified
effort. All questions shall be referred to the official named below

a TYPED NAME OF CERTIFYING OFFICIAL/APPROVAL OFFICIAL b. TITLE ¢. TELEP] d y
|(b}(6) Director, Security and Program Protection |(b)(6} |

d.  ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION
Missile Defense Agency (MDA/DXSS) X | = CONTRACTOR
7100 Defense Pentagon b SUBCONTRACTOR
Washington., DC 2030 l _7 ] 00 X ¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
e SIGNATURE d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY
(b)(6) ADMINISTRATION

X ¢. ADMINISTRATIVE CONTRACTING OFFICER

OTHERS AS NECESSARY : MDA/DXSS

>

DD Form 254 Reverse, December 1999 (Previous editions are obsolete)
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SECURITY GUIDANCE (BLOCK 13) CONTINUATION:

Reference Item 10.a and 11.h: Contractor shall comply with the requirements of DoD 5220.22-M and
National Security Agency/Central Security Service (NSA/CSS) Policy Manual Number (No.) 3-16,
Control of COMSEC Material, dated 5 August 2005.

Reference Items 10.b, ¢, & d: NISPOM, Chapter 9, Sections 1 & 2, requirements apply. The
Department of Energy requires that if a contractor's access to RD/CNWDI/FRD data is for the additional
purpose of reviewing, analyzing, and creating new RD/CNWDI/FRD products or material, then they
must complete relevant training. As a minimum training requirement, MDA requires successful
completion of the DOE Historical Records Restricted Data Reviewers Course. Additionally, personnel
must be appointed in writing as a Classifier by an MDA RD/Alternate RD Official and have access to the
Joint DOD/DOE Security Classification Guide CG-W-5. Processing or transmitting CNWDI is not
authorized on a Local Area Network (LAN) without system being accredited for CNWDI by the Defense
Security Service. Flow this requirement to subcontractors when applicable.

Reference Item 10.e (1): This contract requires access to SCI material. The contractor is not required
to have an accredited SCIF but requires access to SCI at other locations. Additionally, the FSO will
ensure that when a contractor with access to SCI is due for a Periodic Reinvestigation (PR), the
Periodic Reinvestigation request is identified to be conducted to meet SCI standards. Written U.S.
Government approval (the Special Security Branch) is required prior to imposing this requirement on a
subcontractor. See attached SCI Supplement.

Reference Item 10.e (2): NISPOM requirements apply.
Reference Item 10.g: NISPOM requirements apply.

Reference Item 10.j: See For Official Use Only/Controlled Unclassified Information Supplement
below. This requirement will be imposed on all subcontracts.

Reference Item 11.c: The following Security Classification Guides apply:

1. Ballistic Missile Defense System (BMDS) SCG, Current Version.
2. Other Security Classification Guides will be provided as required.

Reference Item 11.f:

1. Contractor is not authorized to establish a contractor facility Outside the United States, Puerto Rico,
US Possessions and Trust Territories as part of this contract.

2. Travel to such areas needing access to classified information requires that the contractor’s security
clearance information be included as part of the Country Clearance.

Reference Item 11.g: Contractor is authorized to use the services of DTIC or other secondary
distribution center. The contractor and/or subcontractor will prepare the DD Form 1540 and DD Form
2345, if required, and submit to the contracting office.

Reference Item 11.j: This contract requires the application of OPSEC in Compliance with MDA O-
5205.02-INS (MDA OPSEC Instruction) to either specific instruction of the Contracting Officer/Contract
Technical Monitor, "H" Clause, or Department of Defense (DD) Form 1423, Contract Data Requirements
List, DD Form 1664, Data Item Description.

1. The contractor supporting event-oriented activities will develop OPSEC Plans/Annexes when directed
by the supported program, or comply with the program's OPSEC Plan/Annex.

3
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2. Contractor personnel assigned will receive OPSEC Awareness Education and Duty-Related Training
as deemed necessary by the Government or program supported. OPSEC Awareness Education and
Training will be provided by or coordinated through government channels (for example, MDA,
Interagency OPSEC Support Staff (10SS), etc.) and OPSEC protective measures (countermeasures) will
be applied as directed by government or program sponsors.

Reference Item 11.k: The Contractor is authorized to use the Defense Courier Service. Request
services from the Commander, DCS, ATTN: Operations Division, Fort George G. Meade, MD 29755-
5370.

Reference Item 11.1:
1. Contractor’s Unclassified LAN

a. The contractor shall submit to, and obtain approval of the Program supported for its procedures for
protecting FOUO/CUI from unauthorized access from both internal and external sources prior to placing
FOUO/CUI on the contractor’s unclassified LAN. Use Office of Management and Budget (OMB)
Circular A-130, Revised, Management of Federal Information Resources, November 30, 2000 and DoD
Directive 8100.2, "Use of Commercial Wireless Devices, Services, and Technologies in the Department
of Defense (DoD) Global Information Grid (GIG)," April 14, 2004 as guidance documents.

b. LAN access to Controlled Unclassified Information, which includes FOUO/CUI (access qualifies
as an Automated Data Processing/Information Technology (ADP/IT)-111 Position requirement), must be
limited to U.S. Persons (precludes access by individuals claiming dual citizenship without
MDA/DXSS permission) that have a minimum interim SECRET level clearance; or have been the
subject of a favorably completed National Agency Check (NAC) or a more stringent personnel security
investigation (access pending completion of NAC and final clearance determination is subject to
approval by MDA/DXSS); or contractor equivalent.

(1) Contractor Equivalent: Contractor equivalent includes various background checks such as
those performed by employers during hiring process. Minimum checks shall include Citizenship,
Personal Identification (Social Security Number), Criminal, and Credit. This option is subject to
MDA/DXSS approval.

(2) ADP;’I [-1Il Requirement: ADP/IT-III positions are located at the contractor's facility. Only
_85Ps can now be submitted. The contractor shall contac{{b)) |MDAJ’DXSS(L)

prowdmg information requested by him.{{b)(6) will electronically notify the
mdmdual when they may enter e-QIP through the OPM portal. The individual will then enter
information to complete the SF 85P, Questionnaire for positions of Public Trust, electronically. It will be
necessary to mail 2 DD Forms 258 (Fingerprint Cards), through the CLIN Contracting Officer's
Technical Representative, to: MDA/DXSS; Special Security, 7100 Defense Pentagon, Washington, D.C.
20301-7100.

c. See the “For Official Use Only/Controlled Unclassified Information Supplement” below for
additional guidance on handling that information.

2. Publicly Accessible Internet Websites:
Contractors and subcontractor must receive written official public release approval for MDA/BMDS

information from MD/PA before that information is uploaded onto any respective computer system that
provides public access via an Internet website.

Response for
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Reference Item 12:

1. Proposed public disclosure of unclassified information relating to work under this contract shall be
coordinated through the Organizational OPSEC Coordinator, to the MDA CLIN COTR/Task Manager
for submission to MDA Public Affairs (MDA/PA) for public release processing. ONLY information that
has been favorably reviewed and authorized by the MDA Public Affairs Directorate (MDA/PA) may be
disclosed. Information developed after initial approval for public release must be submitted for review
and processing,

2. Contemplated visits by public media representatives in reference to this contract shall receive prior
approval from the MDA CLIN COTR and from MDA/PA.

3. Critical technology subject to the provisions of DoD Directives 5230.24, “Distribution Statements on
Technical Documents,” and 5230.25, “Withholding of Unclassified Technical Data from Public
Disclosure,” shall be reviewed in accordance with established directives.

4. A request from a foreign government, or representative thereof, including foreign contractors, for
classified and/or unclassified information in reference to this contract shall be forwarded to the MDA
Security and Program Protection Division (MDA/DXSS) for review and appropriate action.
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OSD/JS FOIA 15-F-1136



MDA SCI Supplement (Item 10.e (1)) for DD Form 254:

This supplement applies to Prime Contract Number: HQ0147-10-D-0037

Delivery/Task Order Number Task Order . Expiration date: . (Do not
include option years until option is exercised.)

A. The following controls will apply to SCI provided under this contract:

1. DoD 5105.21-M-1, "Sensitive Compartmented Information Administrative manual," DCIDs 6/1,
"Security Policy for SCL" 6/4, "Personnel Security Standards and Procedures Governing Eligibility for
access to SCL," and 6/9, "Physical Security for SCIFs," DoD Regulation 5200.1-R, "Information Security
Program Regulation," and MDA SCI Handbook provide the necessary guidance for physical, personnel,
and information security measures, to include proper marking requirements, and is part of the SCI
security specifications for the contract. NOTE: CSSO/FSO are required to process all SCI
administration requirements for all MDA SCI contract efforts per the MDA SCI Handbook. The
Handbook can be obtained by contacting MDA/DXSS(Z).

2. Inquiries pertaining to classification guidance will be directed to the responsible MDA contracting
officer's technical representative (COTR). The name/phone number for the MDA CLIN COTR is:

[B)6) |

(Additionally, identify the Company Security POC (FSO/CSSO) & phone number and email address at
the contractor’s/subcontractor’s location):

3. All SCI furnished to the contractor in support of this contract/delivery/task order remains the property
of the Department of Defense, or the agency or command that releases it. Upon completion of the
contract, SCI furnished to the prime contractor will be returned to MDA or destroyed as directed by the
MDA CLIN COTR. NOTE: Prime contractor and subcontractor company security officers who destroy
derivative or MDA generated SCI material will be required to provide a copy of the destruction
certificate to the MDA CLIN COTR.

4. The contract/delivery/task order requires the following SCI access(es): (CLIN COTR is required to
mark with an "X" the SCI accesses needed to effectively fulfill the SCI contractual obligation) SI__X ,
TK X ,G __ ,HCS __. Contact MDA SSCO for additional accesses. Access will be granted by the
government agency. Upon completion or cancellation of the contract the MDA CLIN COTR will
provide a by name list of all contractors required to be debriefed from SCI to the MDA SSCO before
contract close-out. All debriefed contractors will be removed from MDA SCI billets immediately by the
SSCO once they have been debriefed. This contract requires _TBD__ SCI billets.

5. Contractor personnel requiring access to SCI and justification for MDA SCI billets will be initiated
by the company’s security officer with validation by the CLIN COTR per the guidelines in the MDA SCI
Administration Handbook enclosure found below. Company security officers are required to obtain a
copy of the MDA SCI Handbook by contacting the MDA/DXSS(Z). NOTE: CSSO/FSO should only
submit contractors employees who have a completed in scope (within the last 5 years) Single Scope
Background Investigation (SSBI) for SCI access.

6. The CSSO/FSO shall advise the MDA SSCO, through the contracting officer's representative, upon
reassignment of personnel to other duties not associated with this contract. NOTE: Individual
contractors who no longer support a MDA SCI contract will be subject to a debrief from SCI access
immediately. Company security officers are required to coordinate with the MDA SSCO to get their
individual contractors debriefed.

6
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7. The CSSO must coordinate with the MDA CLIN COTR prior to subcontracting any portion of the
SCI efforts involved in their MDA SCI prime contract. A separate DD Form 254, utilizing this SCI
Supplement, for the subcontractor will be processed and a copy provided to MDA SSCO and DIA SSO.
NOTE: The SSCO will not provide any SCI administration support to prime contractors or
subcontractors who do not have a signed active DD 254 for an MDA SCI contract.

8. The contractor shall not use references to SCI accesses, even by unclassified acronyms. in advertising,
promotional efforts, or recruitment of employees.

9. All SCI work will be performed in a DIA accredited MDA SCIF unless otherwise authorized. Is there
a SCIF required for this contract? Yesor __X___ No(CLIN COTR required to mark and “X”
in the appropriate space).

10. AIS SCI Processing. Electronic processing of SCI requires accreditation of the equipment in
accordance with DCID 6/3 and DIAM 50-4.

1. Visit Cert. The contractor FSO/CSSO will submit the request for SCI visit certifications per
guidelines of the MDA SCI Handbook through the CLIN COTR for approval of the visit. The
certification request must arrive at MDA/DXSS(Z) at least five (5) working days prior to the visit.

12. The contractor will not reproduce any SCI related material without prior written permission of the
CLIN COTR.

13. MDA has exclusive security oversight for all SCI released to the contractor or developed under this
contract. Defense Intelligence Agency (DIA) is the cognizant security authority for all inspections of
MDA sponsored contractor SCIF to ensure compliance with SCI Directives/Regulations.
MDA/DXSS(Z) will conduct self-inspections of MDA-sponsored SCIFs.

B. The Missile Defense Agency is designated as the User Agency for SCI requirements.

Print name of MDA SSCQ-10)6)
(b)(6)

MDA SSCO Signature: Date:
Phone: |()6)

)
Print name of CLIN COTR/Directorate designation: Xe) J
(b)(6)

CLIN COTR Signature
(b)(6)

Phone:
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(To be used by MDA affiliated CSSO/FSO in submitting contractors for SCI access)
(Put the template below on company letterhead)

MEMORANDUM FOR DEFENSE INTELLIGENCE AGENCY Date

THROUGH CHIEF, SPECIAL SECURITY, MDA

SUBIJECT: MDA Contractor SCI Access Nomination Request

Request the below named individual be nominated for SCI access.

a. Name:

b. Aliases:

c. SSN:

d. DOB/POB:

e. Current Investigation/Type/Date:

f. Citizenship:

g. Position Title:

h. CLIN COTR’s Name, Grade, Organization, and Telephone Number:
i. MDA SCI Contract Number:

J. Contract Services Start and Expiration Date:

k. Location of Facilities Where Work is to be Performed:
1.

Access required: (Fill in SCI compartments required, i.e. SUTK, G, HCS)

m. Justification: (Separate justification for each SCI compartment is required, why the job cannot
be performed without access to SCI, and how the individual will use the information. This is
mandatory)

SI/TK: G: (If required) If you are requesting (HCS) access, you will have to complete a
separate memo (same format) to request HCS access with a strong justification. The justification
must indicate/certify a definite work-related Need-to-Know. (SEE ATTACHED MEMO)

Signature Block for MDA CLIN COTR CSSO/FSO Signature Block

(Both Prime and Sub CSSO/FSO must sign if the individual supports a subcontract)

NOTE: Submit this signed letter with a copy of the candidate’s SF 86 with minimal pen and ink updates
(initialed and dated), originally re-signed and re-dated within 60 days, a copy of the contract’s DD Form
254 (both sub and prime as applicable), and Appendix 4, Attachment 12 for candidates with foreign
national immediate family members (Mother, Father, Brother, Sister, Spouse, Children, Mother In-Law,
Father In-Law) as a part of the complete SCI Access/Billet (Nomination) Request package to
MDA/DOSS(Z).
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FOR OFFICIAL USE ONLY/CONTROLLED UNCLASSIFIED INFORMATION SUPPLEMENT
1. Definitions.

a. Controlled Unclassified Information (CUI). Unclassified information which requires access and
distribution limitations prior to appropriate coordination and an official determination by cognizant
authority approving clearance of the information for release to one or more foreign governments or
international organizations, or for official public release. Per DoD 5200.1-R it includes the following
types of information: "For Official Use Only" (FOUO) in accordance with DoD 5400.7-R; “Sensitive But
Unclassified” (State Department information); “DEA Sensitive Information” (Drug Enforcement Agency
information); “DoD Unclassified Controlled Nuclear Information™; “Sensitive Information” as defined in
the Computer Security Act of 1987; and information contained in technical documents (i.e., Technical
Data) as discussed in DoD 5230.24, 5230.25, International Traffic in Arms Regulation (ITAR), and the
Export Administration Regulations (EAR).

b. Dual Citizenship. A dual citizen is a citizen of two nations. For the purposes of this document, an
individual must have taken an action to obtain or retain dual citizenship. Citizenship gained as a result of
birth to non-U.S. parents or by birth in a foreign country to U.S. parents thus entitling the individual to
become a citizen of another nation does not meet the criteria of this document unless the individual has
taken action to claim and to retain such citizenship.

c. For Official Use Only (FOUO). FOUO is information that may be withheld from public disclosure
under one or more of the 9 exemptions of the Freedom of Information Act (FOIA) (See DOD 5400.7-R).
FOUO is not a form of classification to protect U.S. national security interests.

d. National of the United States. Title 8, U.S.C. Section 1101(a)(22), defines a National of the
United States as:

(1) A citizen of the United States, or,

(2) A person who, though not a citizen of the United States, owes permanent allegiance to the
United States.

NOTE: 8 U.S.C. Section 1401, paragraphs (a) through (g), lists categories of persons born in and outside
the United States or its possessions that may qualify as Nationals and Citizens of the United States. This

subsection should be consulted when doubt exists as to whether or not a person can qualify as a National
of the United States.

e. Personal Information. Information about an individual that is intimate or private to the individual,
as distinguished from information related to the individual's ofticial functions or public life.

g. Privacy Act. The Privacy Act of 1974, as amended, 5 U.S.C. Section 552a.

f. U.S. Person. Any form of business enterprise or entity organized, chartered, or incorporated under
the laws of the United States or its possessions and trust territories and any person who is a citizen or
national (see National of the United States) of the United States, or permanent resident of the United
States under the Immigration and Nationality Act.

2. General.

a. The FOIA requires U.S. Government offices to disclose to any requestor information resident in
U.S. Government files unless the information falls under one of 9 exemption categories. CUI and other
information may fall in this category. Such information may be marked as “For Official Use Only.”
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b. FOUO/CUI in the hands of contractors may not be released to the public by the contractor unless
(a) the Contracting Officer's Technical Representative (COTR) concurs and (b) written approval has been
provided by MDA/Public Affairs (PA). Note: MDA/PA coordinates public release requests with MDA
Security and Program Protection (DXSS).

c. Access.

(1) Access to FOUO/CUI must be limited to U.S. Persons (precludes access by individuals
claiming dual citizenship without MDA/DXSS permission) unless the access is authorized by
MDA/DXSS or, in the case of technical data as defined by the ITAR, the access is covered by a
Technical Assistance Agreement or other form of duly licensed export. This requirement does not apply
to use of commercial off the shelf (COTS) equipment and services that do not have export limitations.

(2) Non-Sensitive Positions (ADP/IT-III positions). Non-sensitive positions associated with
FOUO/CUI are found at contractor facilities processing such information on their (contractor's)
unclassified computer systems. Personnel nominated to occupy ADP/IT-III designated positions (applies
to any individual that may have access to MDA FOUO/CUI on the contractor's computer system) must
have at least a National Agency Check (NAC) or contractor equivalent (company hiring practices

rev1ewed and approved by MDA/DXSS). When "contractor equwale " option is NOT authorized and

ord of a valid investigation, the contractor shall MDA/DXSS(Z)
prowdmg information requested by hlmwill electronically notify the
|nd|v1dual when they may enter e-QIP through the OPM portal. The individual will then enter
information to complete the SF 85P, Questionnaire for Positions of Public Trust, electronically. It will
be necessary to mail 2 DD Forms 258 (Fingerprint Cards), through the Contracting Officer's
Representative, to: MDA/DXSS; Special Security, 7100 Defense Pentagon, Washington, D.C. 20301-
7100.

d. Impact of 9/11/01. Listings and locations of critical infrastructure, lists of individuals, information
on security systems, and other information that may allow terrorists to target a facility have taken on
greater significance. This type information is now protected as FOUO or, in many cases, is being
classified.

3. Identification Markings.

Within the Department of Defense CUI shall be marked as FOR OFFICIAL USE ONLY or with a
DISTRIBUTION STATEMENT, to include the appropriate WARNING for ITAR or the EAR.

a. An unclassified document that qualifies for FOUO marking, when marked, shall be marked "For
Official Use Only" at the bottom of the page on the outside of the front cover (if any), on the first page,
on each page containing FOUO information, on the back page and on the outside of the back cover (if
any), centered at the bottom of the page. For convenience, all pages, even those that do not contain
FOUO information, may be marked "For Official Use Only" in documents generated by an automated
system.

b. Individual pages within a classified document that contain both FOUO and classified information
shall be marked at the top and bottom with the highest security classification of information appearing on
the page. Individual pages containing FOUO information but no classified information shall be marked
"For Official Use Only" at the top and bottom of the page (unless all pages are being marked with the
highest overall security classification level).

c. All declassified MDA information is “unclassified official government information™ and requires
official MDA Security and Policy Review prior to official public release.
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