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to Enhance Stability
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of transmittal necessary to forward the subject report to
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position t:o forward the report to the Congress by Monday, TVE
April 1¥,%1983. A copy of the classified report is at Back-
ground, Attachment 2; the unclassified version is at Attachment
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this can be done.
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TO THE CONGRESS OF THE UNITED STATES

I am pleased to submit, in accordance with Public Law
97-252, the Department of Defense evaluation of possible
initiatives for improving the containment and control of
nuclear weapons, particularly during crises.

I share with the Congress the conviction that we must
make every effort to ensure against nuclear war ever occurring
between the United States and the Soviet Union. I am equally
persuaded that we can and should improve existing mechanisms
to control crises which might lead to the use of nuclear
weapons as a result of accident, miscalculation, or misinter-
pretation. O0f course we should be aware that measures toward
these ends, no matter how attractive at first glance, in
certain cases, could entall unacceptable risks to our security
and that of our allies. The Department of Defense has therefore
carefully assessed the potential advantages and disadvantages
of each possible new initiative intended to lower the danger
of an accident or miscalculation which could lead to the use

of nuclear weapons.

That evaluation has led me to propose to the President
gseveral important measures:

- The addition of a high-speed facsimile capability to
the Hotline.

- The éreation‘of a Joint Military Communications Link
between the U.S. and USSR.

- The establishment by the U.S. and Soviet governments
of high rate data links with their embassies in the

capital of the other.

- Agreement among the world's nations to consult in the
event of a nuclear incident involving a terrorist

group.

Each of those.measures would increase our ability to
resolve crisis situations and to prevent the escalation of
military incidents. Taken together, they would mark signif-
icant progress toward eliminating the danger that accident or
misinterpretation could lead to nuclear war.




We also have proposed for further study several possible
new technical and procedural measures which might enhance our
ability to verify treaty compliance and thereby further our
goal of effective, significant arms control. These measures,
which are outlined in the study, will be further analyzed by
the Administration in the context of the development of verifi-
cation measures for specific arms control treaties.

CASPAR W. WEINBERGER

Page determined 10 be Unclassified
Reviewed Chief, RD!_). WHS
JAW EQ 13526, section 3.5

Date:  \ap 13 208



DECLASSIFIED IN PART

Aut :EO 13528

Date: MAR 13 2083

I. INTRODUCTION

A. Purpose

(U) Section 1123(a) of Public Law 97-252, dated 8 September
1982 (Department of Defense Authorization Act 1983), directs

and complete study

the Secretary of Defense to conduct a full
improving the con-

and evaluation of possible initiatives for
tainment and control of the use of nuclear
during crises. It also specifies that the report should

address:

Establishment of a multi-national military crisis control
center for monitoring and containing the use or potential

weapons, particularly

use of nuclear weapons by third parties or terrorist groups.

Development of a forum through which the United States and
the Soviet Union could exchange informatlion pertaining to
nuclear weapons that could potentially be used by third

parties or terrorist groups.

Development of other measures for building confldence
between the United States and the Soviet Union in order
to further crisis stability and arms control, including:

An {mproved United States-Soviet Union communications
hotline for crisis control;

Improved procedures for verification of any arms

Measures to lengthen the warning time each nation
would have of potential nuclear attack.

(U) This report responds to that tasking. 1In addition, it
describes ongoing U.S. initiatives already suggested by
President Reagan to reduce the risk of accidental or unintended

nuclear war.
B. Agreements in Force Designed to Reduce the Risk of War

(U) There is a long history of U.S. and Soviet efforts to
reduce the threat of nuclear war between them. 1In fact,

from the very beginning of the nuclear era, experts and
government leaders expressed concern that nuclear war between

the two nations could erupt unintentionally, by accident or

miscalculation.
Ay l -
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As a result, various arrangements for U.S.-Soviet cooperation
and consultation have been proposed and negotiated, designed to
reduce the risk of misinterpretation and accidental conflict.
The United States and the Soviet Union have reached agreement
on several such measures.

The Memorandum of Understanding between the United States of
Amerlca and the Union of Soviet Soclallst Republics Regarding
the Establishment of a Direct Communlcatlons Link (Hotllne
Agreement), signed in 1963, establi{shed a direct communications
1ink, or Hotline, between Washington and Moscow.

The Agreement on Measures to Reduce the Risk of Qutbreak of
Nuclear War Between the UnIted States of America and the
Union of Sovliet Soclalist RepublIics (Accldent Measures
Agreement), signed in 1971, requlres each party: to maintain
safeguards and controls agalnst the accidental or unauthorized
use of nuclear weapons; to notify the other side in advance
of planned missile launches beyond the territory of the
launching party and in the direction of the other party; to
notify the other immediately in the event of an accidental,
unauthorized, or unexplained incident involving a possible
detonatlion of a nuclear weapon which could create a risk of
outbreak of nuclear war; and in the event of any unexplained
nuclear incident to act in such a way as to reduce the possi-
bility of its actions being misinterpreted by the other

party.

The Agreement Between the United States of America and the
Unlion of Soviet Soclallst Republics on Measures to Improve
the US-USSR Dlrect Communications Link, signed in 1971,
provided for the upgrading of the Hotline by the installation
of two satellite communications circuits.

The Agreement Between the United States of America and the
Union of Soviet Sociallst Republics on the Prevention of

Incidents on and over the High Seas (Incidents at Sea Agree—
ment) , signed In 1972, requires the two sides: to observe
strictly the letter and the spirit of the International
Regulations for Preventing Collisions at Sea; to refraln from
provocative acts at sea that could increase the risk of war;
and to provide advance notice to mariners of actions on the
high seas which represent a danger to navigation or to air-

craft in flight.

The Agreement Between the United States of America and the
Union of Soviet Socialist Republics on the Prevention of
Nuclear War, slgned In 1973, requires that the two sides
refraln from acts that could exacerbate relations between
them, lead to military confrontations and/or lead to nuclear
war between them or between one of them and another country.

TAP SECREF-
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It also recognizes that each party must refrain from the
threat or use of force against the other party, its allies,
or other countries and requires them to consult urgently
with the other In the event of an apparent heightened risk

of nuclear war.

C. Current Initlatives

(U) On 18 November 1981, President Reagan delivered the first

in a series of major speeches outlining his program for pre-
serving peace. He stated that one of the main elements of his
program is to engage the Soviet Union "....in a dialogue about
mutual restraint and arms limitations, hoping to reduce the

risk of war and the burden of armaments and to lower the barrlers
that divide East from West.” He also took that occasion to
present the general framework of his major arms control initia-
tives and to express his commitment to reducing the risk of
surprise attack and the chance of war arising out of uncertainty

or miscalculation.

(U) President Reagan returned te this theme in his Berlin
speech of 11 June 1982, and at the United Nations on 17 June
1982, He announced that we would approach the Soviet Union

with proposals for reciprocal measures in such areas as advance
notification of major strategic exercises, advance notification
of missile launches within as well as beyond national boundaries,
and an expanded exchange of strateglc forces data. '

(U) On 22 November 1982, President Reagan announced to the
American people that he had proposed several confidence-
building measures (CBMs) in a letter to the Soviet leadership.
He also instructed our START and INF negotiators In Geneva

to discuss those proposals with their Soviet counterparts.
The Presldent's proposals reflect his belief that we must
take every step possible to ensure that nuclear war cannot
break out as a result of an accident, miscalculation or

misunderstanding.

(U) The measures not only include, but go beyond, the sugges-
tions he made in Berlin and at the U.N, Thus the President
proposed advance notification not only of ICBM launches but
also of all launches of U.S. and Soviet submarine launched
ballistic missiles and intermediate-range, land-based ballistic
missiles of the type being negotiated in the INF talks.
Additionally, he proposed an expanded exchange of data on
intermediate-range nuclear forces as well as strategic forces
and extended his proposal for advance notice of major strategic
exercises to cover 411 major military exercises which might
cause concern. Further, to illustrate the value of this
measure, the U.S. voluntarily notified the Soviet Union in
advance of its plans to begin the major military exercise

named *Global Shield".
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D. The "Third Party" Danger

(U) Most of the U.S. efforts to reduce the risk of war have
concentrated on the Interaction of Soviet and U.S. forces’

and systems, and possible risks of nuclear war through accident,
miscalculation, or misunderstanding from this interaction.
However, we have also paid attention to the risks that might
arise from the use of nuclear weapons by a third country or

subnational group.

(U) 8ix nations are known to have detonated nuclear explosive
devices, and a number of additional countries currently have,
or could achieve, the technological and industrial capacity
to develop and produce nuclear weapons. A decision to "go
nuclear®™ could occur quickly, once a nation with the necessary
technology came to regard nuclear weapons as a desirable means
to respond to perceived threats, to acquire international
prestige, to salvage national honor, or to compensate for loss
of confidence in outside security assurances or nuclear guaran-
tees. Compounding the problem is the possibility that a
terrorist group might acquire a nuclear weapon by fabricating
a crude device or by stealing one from an existing stockplle.

E. Approach of this Study S 3.3(b)( b )

(U) The United States and the USSR have a common finterest in
averting unintended or accidental nuclear war between them,
and in preventing use of nuclear weapons by third nations or
by terrorists that could trigger such a war. However, we must
recognize that many fundamental differences between the

Unlted States and the Soviet Union complicate any effort to
further that common interest through jolntly agreed measures.
The United States seeks to establish a stable balance of
military forces and a world order based, not on the use of
force, but on respect for the territorial integrity of nations.
It perceives arms control measures, Including CBMs, as means to

help achleve these ends.

(U) The political and military interests of the United States
and the Soviet Union conflict with respect to many specific

natlions and situations. Throughout the world, the USSR tries
to exploit popular discontent for its own purposes. The USSR
also has a deep interest iIn weakening the bonds between the

United States and its many friends and alllies throughout the

world.

(U) In addition, the United States and the Soviet Union differ

in fundamental geographic and societal characteristics. The
United States Is preeminently an open society, whose government
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must freely share vital information about national security

with the public--and thereby automatically with foreign govern-
ments. The leaders of the closed Soviet society, in contrast,
maintaln a heavy vell of security over their political and
military activities. 1In addition, the Soviet Union Is a large
land power, contlguous to many of its allies and client states,
and a short distance from most of our allies. The United States,
on the other hand, is geographically distant from most of its
friends and must, therefore, devote spec!al effort to ensuring

access to them.

(U) All of those differences mean that the United States must
approach prudently any effort to devise joint U.S.-Soviet
measures to reduce the risk of war or to contain and control
the threat of use of nuclear weapons by third countrles or
terrorists., In this regard, it is important not to lose sight
of the fact that most of the CBMs which the USSR has proposed
in the past have sought to create or to solldify Soviet geo-
political or strategic advantages. Some Soviet CBM proposals
have tried to restrict our ability to come to the aid of our,
allies or to defend other U.S. interests. Others have aimed
at ensuring Soviet conventional and/or nuclear superiority.
Such proposals are, of course, unacceptable, whether they are
presented on thelir own or as the price for Soviet agreement

to measures we advocate.

(U) wWe must also carefully examine any suggestlions for U.S.
CBM proposals to ensure that they would not inadvertently

of fer the Soviet Union some important unilateral benefit at
our expense. We also must be alert to the possibility that
any agreement could unduly restrict our ability to come to
the aid of our allies, or directly harm their interests in
another way. Indeed, our efforts must not only protect the
interests of our allies, but must also take into account our
relations with all those nations which conduct themselves in
accordance with the UN Charter and other international agree-

ments.
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(U) Despite these potential drawbacks, the United States
must still pursue every possible avenue to reduce the risk
that war could break out between 1t and the Soviet Union
because of accident, miscalculation, or misinterpretation.
We must also try to cooperate with the USSR to 1limit the
threat that a third party might use nuclear weapons. In so
doing, however, we must be realistic about possible outcomes,
approach initiatives with care, and insist that, for any new
efforts undertaken, the potential benefits outweigh the
risks.
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IT. CURRENT PROPOSALS TO REDUCE THE RISK OF WAR

(U) The confidence building measures which the Presi{dent pro-
posed to the Soviets last November would significantly add to
the range and importance of existing means to improve communi-
cation and thus, to lessen the likelihood of misinterpretation,
between the United States and the Soviet Union. As the Presi-
dent stated in Berlin in June 1982, "Taken together, these
Steps would represent a qualitative improvement in the nuclear
environment.”

A. Notification of Ballistic Missile Launches

(U) The President proposed to the Soviet leadership that the
United States and the Soviet Union should announce in advance
all launches of interxcontinental ballistic missiles (ICBMs),
submarine-launched ballistic missiles (SLBMs) and intermediate-
range, land-based ballistic missiles of the type the U.S. and
USSR are currently negotiating in Geneva. Because ballistic
missiles combine high-yield warheads, accuracy, and short flight
times, both sides consider them to be the most destabilizing and
dangerous elements in the nuclear arsenal. Consequently, these
steps to reduce the uncertainty associated with the launching
of these missiles would significantly lower the risk of acci-

dental nuclear war.

l. Intercontinental Ballistic Missile Launches

(U) A number of previous U.S.-~USSR agreements have provided
for advance notification of some ICBM launches:

(U) The 1971 "Accident Measures"™ Agreement reguires each side
to notify the othexr in advance of any planned missile launches
which will extend beyond its national territory in the dirxection
of the other party. Both sides have understood the Agreement to
apply to land- rather than submarine-based ballistic missiles.

A protocol to the Agreement requires immediate notification of
an "unsuccessful® or malfunctlioning launch of an unarmed missile
when the trajectory of the missile extends beyond national
territory in a direction that could be misinterpreted by the

other side. ‘

48 To date, there have been no specific notifications by either
side under this agreement. While all U.S. ICBM test launches
extend beyond U.S. national territory, they avoid azimuths in the
direction of the Soviet Union. Relatively few Soviet ICBM tests
extend beyond Soviet territory. Some of those that do--as well
as the large number targetted on the Kamchatka Peninsula--follow
azimuths that could be construed to be in the direction of U.S.

ONpSERE- M
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¢8T The 1973 Incidents at Sea agreement requires both sides
to issue Notices to Airmen and Mariners (NOTAMs) for missile
launches which will impact in international waters. The
NOTAMs mention only the projected impact areas of the launch
vehicle and associated debris. They do not specify launch
point or area, the type of vehicle, or the purpose of the
launch. Moreover, relatively few Soviet launches are covered
by the agreement. Only 5-10 percent of Soviet ICBM tests and
slightly over 55 percent of Soviet SLBM tests--compared to
virtually all U.S. ICBM and SLBM launches--are directed to

the open ocean.

(U) The SALT II Treaty would have obligated each party to
notify the other well in advance of any multiple ICBM launches
or of single ICBM launches which would extend beyond its
national territory. Unlike the NOTAMs required under the
Incidents at Sea Agreement, the SALT notifications we sought
would have included detailed information (e.g., launch loca-
tions, test range) and would have been provided directly to

the other sigde. -

&) The U.S. began providing notifications in July 1979,
consistent with its desire that the two countries act in
accord with appropriate provisions of the SALT II Treaty even
though it was not ratified. Because all US ICBM launches
extend beyond our national territory, we have, therefore,
notified the Soviets of all our ICBM launches since that

time. The Soviets have notified us of four ICBM launches for
which SALT II would have required notification, but they
followed Incidents~at-Sea guidelines and, therefore, did not
offer the level of detail we sought in SALT II. 1In 1980, how-
ever, the Soviet Union gave notification of a multiple launch
involving an ICBM and an SLBM that would not have been required

under the Treaty.

(U) None of the previous agreements provides total coverage
of all ICBM launches. In particular, they do not cover

single launches which impact within the territory of the
launching nation. Because any launch can create some uncer-
tainty and ambiguity, the U.S. has proposed in the START
negotiations that the sides provide notice of all ICBM
launches, whether they occur singly or in multiples, whether
their flights remain within national boundaries or extend
beyond them. This proposal would carry the additional benefits
of equalizing the current obligations on each side for advance
notification and of discouraging the use of missile launches

for geopolitical purposes such as a "show-of-force.”
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2. Submarine-Launched Ballistic Missfle Launches

oS} The vast majority of SLBM launches on both sides occur

from operational submarine launch tubes, so that test launches
cannot be distinguished from actual launches of armed SLBMs,
except through inference based on the launch area and other
factors., Despite the potentfal for a misunderstanding resulting
from an SLBM test, the United States and the USSR do not now
notify each other directly or specifically of those launches.
They only issue standard NOTAMs which announce air space and
ocean "closure areas" if they expect an SLBM to impact in
International waters. They do not, however, specify the reason
for the closures. The President has, therefore, proposed that
the two sides provide specific advance notlification of all SLBM
launches, including any which {mpact within national territory.
This, combined with the ICBM notification proposal, would mean
that for the first time, advance notice would be required for
all launches of strategic ballistic missiles in the arsenals

of either side.

&&). We recognize that protecting SSBN launching location is
critical for ensuring the continued Invulnerability of submar-
ines. The proposal which the U.S. has tabled i{n Geneva pro-
vides that the required notice would include enough detall to
identify the fact of an SLBM launch but not so much that it
would compromise the position of the launching SSBN. Hence,
our proposal meets the security needs of both sides. -

3. LRINP Ballistic Missile Launches

(U) Filnally, the United States has proposed that both sides
provide advance notliflication of all launches of land-based
longer-range intermediate-range nuclear force (LRINF) ballistlc
missiles. These include the Soviet Union's S5-28, §5~-4, and
§5-5 misslles, and the US PERSHING II. We continue to seek
the elimination of all land-based American and Soviet LRINF
missiles. While we are negotlating that ban, however, we
believe that notification of LRINF ballistic missile launches
would have some net benefits. Soviet LRINF missiles are
already deployed in large numbers. Our PERSHING II system

is In an advanced stage of development. Unless prior notifi-
cation is given, launches of any of those missiles could

lead to misperceptions concerning military or political

intent.
B. Advance Notification of Major Military Exercises

(U) Each year the United States and the USSR conduct military
exerclises intended ‘to provide training, to assess operational
readiness, or to develop, perfect or refine plans, procedures,
or operations related to nuclear forces. Such exercises,
involving a nation's nuclear forces, could be misinterpreted
and evoke an unintended response from the other side. The

TRP SEGREL
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President has proposed that each side provide advance notice
of major military exercises involving nuclear forces which are
of such a scope as to railse the concerns of the other side.

@ The United States currently provides advance notlice of

many fleld exercises via embassy notifications and news releases.,
For example, last year we provided prlor notice of GLOBAL SHIELD,
our largest and most significant exercise for strategic nuclear
forces. Conducted annually for U.S. joint forces, it is a
combined command post and fleld training exercise, following a
scenario portraying a Soviet strategic nuclear threat against
the United States. The USSR provides no advance notification,
except In conformance with the voluntary procedures of the 1975
Helsinki Final Act, which call for advance notice of exerclises
involving 25,808 or more troops.

@8~ Our Geneva proposal would commit the parties to providing
notification at least three days in advance of planned major
exercises involving nuclear forces which could raise concern

on the other side. The notice would include: the type of .
exercise; its dates, area, and broad purpose; and the general
types and approximate numbers of U.S. or Soviet forces involved.
Where possible, it would also Include additional relevant
information.

153.3(bX5)
C. Expanded Data Exchanges ()5

(U) The third main element of the President's proposal calls
for a broad-ranging exchange of basic data about each side’'s
nuclear forces. The U.S. START and INF delegatlions are now
pursulng such an exchange in Geneva.

¢S The data exchange we envlisage would go far beyond that
contained in the SALT accords. SALT II provided for reciprocal
information only on the numbers of strategic nuclear delivery
vehicles - ICBMs, SLBMs, and heavy bombers. The President has
proposed a much wider and more detalled exchange of data on
both strategic and-intermediate-range ballistic missiles, which
would provide essential information on the make-up of each
side's forces. The types of Information which we would like
to include in a data exchange agreement cover: numbers of
DECLASSIFIED IN PART
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each type and model of delivery vehicle, both in operation and
in storage; the names of bases and of the delivery vehicles
based or home ported there (including storage vehicles); and
information on the characteristics and production of strategic
delivery vehicles, including production rates and major manu-

facturing locations.

4 The exchange of such detailed information about each side's
forces might help verification and could facilitate future arms
control negotiations. It would also enhance the understanding
which each side has of the capabilities and limitations of the
other. Such exchanges would be essential for the implementation
of any START or INF Agreement. Data exchanges are, in fact,
integral parts of the cooperative verification measures being

prepared for the START and INF talks.
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III. POSSIBLE NEW MEASURES TQ ENHANCE COMMUNICATION

(U) One of the most effective ways to further the effort
already begun by President Reagan to ensure against unintended
nuclear conflict between the United States and the Soviet Union
would be to improve the ability of the two to communicate about
crises and military incidents. 1In examining possible new
initiatives for reducing the threat of nuclear weapons use, the
Department of Defense has therefore focused on ways of increasing
the speed, reliability, accuracy, and completeness of direct
communication between the United States and the Soviet Union.
In addition, we have studied whether improved communications
with other countries could lower the risk of war.

A. Hotline Improvements

(U) A priority measure to enhance communications is to improve
the Direct Communications Link (DCL, or "Hotline") between the
U.S. and Soviet heads of government. The Hotline is, and
should remain, for use only in severe emergencies. It would
degrade the system, and reduce its impact in major crises, .
1f it were used in cases that could be handled effectively
through routine or lower-level bilateral channels.

@ In keeping with the Hotline mission, the precise number

of times that the two heads of state have used it has not been
disclosed. It is known that it has been used sparingly during
its twenty-year existence, but it has proved invaluable in major
crises. The U.S. President used it during the 1967 Arab-Israelil
wWar to prevent possible Soviet misunderstanding of U.S fleet
movements in the Mediterranean. The U.S. had recourse to it
again during the 1973 Arab-Israelil War, and President Brezhnev
used it at the beginning of the Afghanistan crisis in 1979.

(U) The United States and the Soviet Union have significantly
upgraded the DCL once since its creation. The system originally
consisted of two terminal points with teletype equipment, one
full-time duplex wire telegraph circuit (routed Washington-
London-Copenhagen-Stockholm~Helsinki-Moscow), and for back-up,

one full-time duplex radio-telegraph circuit (routed Washington-
Tangler-Moscow). In 1971, the two governments agreed to establish
two satellite communication circuits for the DCL, with a system
of multiple terminals in each country. When those became opera-
tional in 1978, the DCL achieved almost 10d percent technical -
reliability. The original radio circuit was terminated, while
the wire telegraph circuit remains as a back-up.*

OSD 3.3(b)()(8)  833%5)
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1. Pacsimile Transmission Capability

13

(U) The Department of Defense has now proposed for consider-
ation by the President the addition of a high-speed facsimile
capability to the system. This improvement would increase the
DCL's ability for conveying information by enabling the two
sides to transmit more, and more complex, data more quickly
and reliably. Whereas the DCL now operates at the rate of
only about 10 pages per hour, a facsimile capability could
allow up to two pages per minute to be sent. The time saved--
even though limited by the slowness of the translation pro-
cess--could be used to send more messages or for increased
deliberation and consultation on each side. In addition,
facsimile transmission capability would minimize or entirely
eliminate the need for keyboarding, and therefore the possibility

of operator error.

(U) Most important, this new capabllity would endow the
Hotline with a capability which it does not now possess:
the ability to exchange graphic information. The precise,
detalled, and often easily interpreted information offered
by maps, charts, and drawings could be essential in resolving
an on-going military crisis. Because graphic information
requires little or no translation, the total time saved

~ through this improvement could actually be much greater than
that implied simply by the increase in the transmission
rate, Translation is the slowest step in the direct commun-
ication process. A highly proficient Russian language
specialist can produce a full translation at the rate of
only 1,800 words per hour, and do a cursory review at the
rate of 6,008 words per hour.

™9 Technology transfexr considerations would prevent the use
of the most advanced equipment available, but not the use of
equipment that would be adequate for the purpose. Crypto-
graphy requirements present more of a problem. A unique
cryptographic system would be necessary in order to preserve
the security of our national communications systems while
also giving the DCL facsimile capability long-term immunity
to third party interruption. Although the task is technically
feasible, it could take two or more years to complete. The
consequent delay between a U.S.-Soviet agreement to add a .
facsimile capability and its implementation, however, would
not be as long as the seven-year hiatus between the 1971
decision to introduce satellite circultry and its final

implementation. .
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(U) The Department of Defense has also considered the possi-

bility of adding a secure voice or video capability to the

DCL. We have concluded, however, that this step would carry

many more disadvantages than advantages. The United States

and the Soviet Union explicitly decided not to include voice

capability when they negotiated the original Hotline agreement '
and its subsequent Improvement. On both occasions, they

concluded that printed communication would be more private,

more precise, and more reliable. The studies leading to this

report reinforce that conclusion.

€™ Voice communication appears an attractive idea at first
glance, primarily because it would seem to permit the holding
of a "mini-Summmit® in which each leader could directly exer-
cise his persuasive powers, and thereby increase his ability
to defuse a crisis situation should he so desire. In addition,
voice communication might provide us with important insights
into the psycholegical and emotional state of the Soviet

leader. | .

18 3.3(0)X &)

3. Improving DCL Survivability

&i9® Another potential avenue for improving the DCL--enhancing
its survivability--requires further study and analysis. Redun-
dancy and encryption now provide important guarantees against
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interruption or destruction of the system by third parties.
Nuclear weapons launched accidentally--or deliberately by a
third party--however, could destroy the American or Soviet
terminals and thereby preclude Hotline use.

¥™ Because the United States and Soviet Union might each

have an interest In keeping communications open no matter how
severe the conflict between them, it is not likely that elther
one would choose to destroy the system deliberately. Neverthe-
less, the development of some insurance against this possibility
would also significantly Increase the system's importance.
Although the main purpose of the DCL was--and remalns--the
prevention of war, it could still prove valuable if hostilities
ever did occur. 1Its use could help to control escalation, or

to bring about termination of the conflict.

@ We have identified, but need to assess more fully, two
increasing Hotline survivabllity. These are to

An
examine both of those options in the

OSD 3.3(b)()®)

interagency group wi
coming months.

B. Possible New Communications Mechanisms

1. Bllateral Joint Military Communications Link

(U) One measure which we also have proposed for consideration
by the President would create a Joint Military Communications
Link (JMCL), paralleling the DCL, between the United States
and the Soviet Union. A JMCL would provide a direct facsimile
transmission capability between the two natlonal crisis con-
trol centers (in the United States, the National Military

Command Center in the Pentagon).

(W= Placing a JMCL 1In the national military command centers
would enable us to build on and strengthen the existing rapid
communications system, and reduce requirements for additional
personnel, training, etc. Additlonally, colocation of a JMCL
with the military command centers would obvlate the need for
additional equipment beyond that purchased as back-up for
Hotline facsimile capability. Further, it would permit quick
transition, If necessary, to head-of-government messages and
allow for rapid communication of instructions to military
commanders should that eventually be required. Finally, it
would allow rapid exchange of highly technical information
that could be essential to understanding and therefore resolving
a nuclear or other military crisis. No existing communication
channel between the United States and the USSR has a similar

capability.
TOR SeCRE-



¥ Joint U.S.-Soviet exerclses of the system could be planned
and conducted to ensure 1lts effective functioning. 1In addi-
tion, delegations from the two centers could meet once a

year to discuss the operation of the system and consider the
need for possible improvements. Any changes in the systenm,
like its creation, however, would requlre a formal agreement
between the two governments.

@% A JIMCL could be used to implement agreements on the
sharing of military information that is time urgent. It
could, for example, be the mechanism for consultations on the
military aspects of terrorist nuclear activity. It could also
be the designated vehicle for the ballistic missile launch and
military exercise notifications proposed by the President.
Those proposals provide for numerous notifications. Further-
more, use of a rapid military channel for these notices would
ensure that any questions and ambiguities relating to these
military events could be quickly addressed.

@ A IMCL could also have a crisls control function. 1t
could be used in the event of any military incident that
required urgent communication between the United States and
the USSR, but did not warrant direct contact between the two

heads of government.

& Occaslonally, the two governments could use a JMCL in
tandem with the DCL. During an on-going military conflict
involving third parties, the United States and/or the Soviet
Union, for example, it could be imperative to exploit both
systems to communicate different levels of Information. For
both severe and lower level crises, therefore, a JMCL could
supplement existing elements of the crisis communication

network between the two countries.

. (@ A JMCL could also be used for cooperation--rather than
avoldance of confrontation--between the two countries In cer-
tain urgent situations. For example, If a military craft of
the one side were lost or disabled, a JMCL could facilitate
assistance by the other. Similarly, it could ensure proper
handling of any space objects with nuclear components which

threatened to Impact on land.

= The formalization of crisis consultation and cooperation

that would be involved in creation of a JMCL would represent

a major Innovation in U.S.-Soviet relations. As such, it

would carry important potential benefits, but also some real

risks. Continued use of traditional diplomatic channels would
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be preferable for crisis consultation and Information sharing
functions that are broader than those envisioned for a JMCL.
Also, the expertise and personal contacts of the two sides'
Ambassadors, Deputy Chiefs of Mission, Defense Attaches,
~etc. could be more effective than an impersonal JMCL in
managing some incipient military crises. If the Soviets
nonetheless used the JMCL i{n such a sftuation, we might
incur delays in shifting to the diplomatic channel. Moreover,
use of a JMCL rather than traditional d'plomatic channels
could create a sense of emergency where there was none
before and thus serve to escalate, rather than to dampen,

a crisis.

4fap”® Agreement between the two governments on the purpose and
methods of a JMCL could partfally--but not completely--
alleviate those problems. An agreement would spell out the

basic internal procedures governing the decision to use a JMCL.
Any agreement setting up a JMCL would also specify that the
system supplemented, but did not supplant, the DCL or existing
diplomatic channels, and was intended for cases demanding rapid,
direct communication of military information, and not for broader
political consultations or for bilateral crises requiring Heads-

of State communication. 0SD 3.3(b)( &)
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™ Finally, we belleve that joint exercises of a JMCL and

its regular use for implementing information-sharing agreements
could reduce many of the risks which might be involved in

using this new, innovative mechanism for U.S.-Soviet crisis
communication. The Information-sharing function of a JMCL
would provide both sides with a serifes of opportunities--in
time-sensitive, but not emergency, situations--to Increase
their familiarity with the system and to identify any pro-
cedural changes which would heighten its usefulness iIn a

military crises.

&&e Joint U.S.-Soviet exercises of a JCML also could offer

an important vehicle for refining and building each side's
confidence in the system. We would hope that the two partles
could hold several such exercises during the first year of
JMCL operation. Each exercise could revolve around a different
scenario to represent the range of major crisis types which
might trigger use of a JMCL. If JMCL exercises proved useful,
they could contlnue after the first year, albelt not so fre-
quently, in order to maintain the system at maximum efficiency,
to allow continual tests and refinements of its procedures,

and to permit .even more detalled scenarios which would closely

imitate potential crisis situations.

8 JMCL exercises might have an additional important benefit
beyond improving chances that the mechanism would work well iIn
an actual military crisis or incldent. Exerclses might suggest
further measures which would broaden the system of crisis
communication between the United States and the Soviet Union.
They could also provlde a concrete indication of whether--and
how--more regularized and routine contacts between the U.S.
and Soviet militaries could contribute to our long-term goal
of reducing the risk of accidental or unintended war. Such
contacts could allow the two sides, outside of a pressure-
ridden crisis situation, to take measure of each other, and

to exchange general views on strategic and conventlonal forces
and balances. The insights the two would galn from those

exchanges could heighten their ablility to avert future military
crisis. DECLASSIFIE% Lr; :ART
Authority: EO 1
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(@» while the bilateral JMCL concept could enhance communication
and reduce the risk of war arlsing from miscalculation or
misinterpretation, we believe that a multilateral MCL would not
be desirable. It would be extremely difficult to determine
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which states to include in a multilateral network. The addi-

tion of too many states would threaten to make a MCL s
unwieldy that it would never function effectivel

383300 6)

€& Confining a multinational military communications network
to the five permanent members of the United Natlons Security
Council would alleviate several of those problems. The system
would automatically be more manageable than a larger one. The
chances of a participant using it to spread disinformation or
foment instability would decline. All of the members, with
the possible exception of the People's Republic of China,
would possess the requisite technical capability. Although a
five-member system would be more difficult to operate than a
bilateral one, it would have the corresponding advantage of
including~--and being limited to~-the world's avowed nuclear

powers.,

4S¥F A five-member system would present some problems, however,
that would not attend the establishment of a broader system.
For one thing, it would be needlessly redundant. There are
various national means of communication which allow for
bilateral consultations at a state's discretion. A multilateral
crisls network might be bypassed in military emergency situations
in favor of these national means. Moreover, the five already
belong to one forum--the Securlity Council--for the multinational
discussion of military crisis situations. Although the Security
Council i{s not a rapid vehicle, the very nature of multinational
discussions generally precludes speedy communication and deci-
sions. 1In addition, the flve powers are members of the Military
Staff Committee, created by Article 47 of the United Natilons
Charter. The Charter provided that various governments would
make military forces avallable to the Security Council. The
Military Staff Committee was to direct those forces and assist
the Council In planning their use in combined international
enforcement actions. Because of Soviet intransigence in the
Security Council, however, the Milltary Staff Committee has
never functioned as originally envisaged.
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8@ While limitation of a JMCL to the United States and the
USSR would carry some costs, they clearly would be lower than
those of broadening the system. A bilateral JMCL could lose
something by not including the other nuclear powers, but it
would still cover the two whose communication is most essential
for global stability. A bilateral system could also heighten
other countries' fears of "superpower condominium.® Those ..
fears would not be too acute, however, because the system would
be small and in many ways simply represent an extension and
refinement of the Hotline system. In any case, other states'
worries about U.S. and Soviet dominance probably would be
overshadowed by widespread applause at this evidence that
"the United States and Soviet Union wanted to--and could--
better communicate to reduce the risk of war.

3. Embassy-Capital High Data Rate Communication Link

@& Another promising method of improving crisis communications
between the United States and the Soviet Union which we are
investigating would be for each to establish high data rate
links between its head of government and its embasssy In the
other's capital. Each government would install and control

its own system, using its own technology and encryption systems.
The embassy-capital links, unlike the DCL or a JMCL, could
therefore take advantage of the most sophisticated current

technology.

wi®) Although the equipment involved would be national in
origin, installation, and control, its introduction would
require consent pursuant to the 1961 Vienna Convention on
Diplomatic Priveleges and Immunities. A bilateral agreement
would also be essential to ensure that each government agreed
to allow the other to bring in the necessary equipment freely

and without interference.

¢&» We belleve that high speed embassy-capital links could
provide an important supplement to the DCL and to a JMCL. 1In
addition, the system could have significant subsidiary advan-
tages. It probably could increase the access of U.S. diplomatic

m SEEREF
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personnel to thelr Soviet counterparts. Most importantly, It
could constitute a more reliable and secure vehicle than we
have now for Intra-governmental communications between Washington

and our embassy in Moscow. DECLASSIFIED IN FULL
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s We have also carefully considered the suggestions for a
US-Soviet or multinational crisis control center, but have
concluded that it would not be desirable to establish such an
institution at this time. The risks associated with the concept
are too great. Over time, however, our experience with opera-
ting a Joint Military Communications Link--with a charter
limited to communication on military aspects of time urgent
situations and exchange of notification of launches and
exerclses--might allow us to pursue a broader mechanism to
control crises, by indicating ways in which we could reduce
the risks involved in a crisis control center to an acceptable
level. The potentlal disadvantages of a jolnt center located
in a neutral country are so great, however, that we question
whether that i{dea would ever be feasible. Use of a JMCL would
be more likely to point the way to a mechanism which linked
separate crisis control bodles located iIn the national capitals.
We also expect that experience with a JMCL would confirm our
current belief that any formal crisis control mechanism

would be most beneficlal, and least risky, if it were limited
to the United States and the Soviet Union, rather than encom-
passing other countries as well.

&l A institutionalized, joint crlsis control center located
in a neutral country would be far removed from the national
capitals where crisis decisions would have to be made. This
separation would present several serious drawbacks. It is
most likely that a center would be completely bypassed In
national crisis declsionmaking. If not, serious difficulties
could result. A jolnt center located in a neutral capital
could create a cumbersome extra layer in the national and
international decision processes, retarding action just when
speed was most imperative. Even worse, it could risk trans-
mitting messages which did not reflect national governmental

decisions.

*®» Moreover, flexibility in deciding when to communicate,
which would be an important feature of a JMCL, would be
difficult to achieve in an institutionalized U.S.-Soviet
crisis control center located in a neutral country. The
institution could provide a clear and legitimate channel for
automatic consideration of any crisis--including those in
which Soviet participation would serve to helghten, rather
than reduce, tensions. We might have to Insist that each
participant have veto power over consideration of any situa-
tion in order to mailntain our power to determine when to
activate a center. Even if center discussions and actions
were confidential, however, the Soviets could still try to
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gain considerable propaganda advantage from U.S. demands for

a veto. A veto provision could also confront us with a

Soviet prohibition against center consideration of a crisis
when we believed that such consideration was essential. At
least with a JMCL, we could communicate a message even {f

the Soviets did not want to respond. Introducing a veto--
though necessary--would carry a serious risk of leading a
center to the same fate that befell the United Nations Military

Staff Committee. , osD 3-3('3)(‘\,(‘)‘

I8 3.3(b)b)
&) A joint crisis control center also could complicate our
relations with other countries by increasing their concerns about
"superpower dominance.”™ That reaction could be quite severe,
because a formal center located in a third country would be a
publicly visible institution. If center deliberations were
confidential, as they would have to be, third party fears of
its effect on their interests could be all the greater. 0 :

| SD 3.3(b)() (e ))
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@ That problem could also plague a five-member center which
grouped the permanent members of the UN Security Council. The
outside world could still view such an institution as an effort
at great power dominance, the sole difference being the number
of powers involved. Only a crisis control center with a much
broader membership would definitely be immune from that reaction,
but it would compound the other risks assoclated with the crisis

control center concept.

&8 The more members in a center, the less likely that they
would all share a common interest in preventing the outbreak or
escalation of conflict. Even if that were not the case, the
decisionmaking process in a multinational center would easily
become bogged down, and inhibit timely, concerted actions to
avert a serlous crisis. 1In order for any decisions to be made,
some political mechanism such as a weighted voting system
would be necessary, which the members would be loath to accept.
A veto provision would be essential as well, to prevent center
involvement from exacerbating a crisis. The Soviet Union and
other states, however, could derive even more propaganda advan-
tage from U.S. Insistence on, or invocation of, a veto in a
multilateral center than they would from veto use in a bilateral
institution. Indeed, there would be a general risk that the
facility would evolve from a confidential tool for crisis
management into a forum for waginq propaganda warfare over

sensitive crises.

OSD 3.3(b)((}{)
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&89 That problem could be surmounted {f the institution were
made a multilateral rather than bilateral one. However, then

all the intelligence-related disadvantages of creating a multi-
national crisis control center would apply. Moreover, membership
expansion would deprive the Institution of a key rationale.

It would be virtually impossible for the United States and

Soviet Union to exchange information about a third country if
that country belonged to the center. Even the dissemination

of informati t terrorist nuclear activity would be
problematic

@8 Although an information-sharing institution therefore
does not seem feasible, we are actively pursuing less formal
ways of Increasing Information exchange in order to reduce the
chances that a third party nuclear event could precipitate a
U.S.-Soviet crisis. Previous U.S.-Soviet cooperation led to
the 1968 Non-Proliferation Treaty and the attendant Inter-
natlional Atomic Agency safeguards which are designed to ensure
compliance with the treaty. Less public bilateral cooperation
later made posslble the creation of the so-called London
Suppliers Group, consisting of those nations which export
nuclear technology, equipment, and material to non-nuclear
states. That group, however, has been dormant for several

years.

(@ We have long held regular bilateral discussions with the
Soviet Union during the IAEA Board of Governors®' meetings. 1In
December 1982, we held a special three-day bilateral on
non-proliferation i{ssues Iin Washington, and hope for further
meetings. The December session grew out of a Soviet and U.S.
proposals for periodic meetings to monitor non-proliferation
events and trends. The United States agreed to an exploratory
bilateral sessfon, which would canvass the possibilities for
constructive action in the area.

™ The December meeting was businesslike, constructive, and
helpful in achieving a better mutual understanding of each
side's views., The two delegations discussed the problems
raised by those countries which appear likely to pursue acqul-
sition of nuclear weapons, and reviewed the various on-going
negotiations related to non-proliferation. They devoted
particular attentfon to the current problems In the IAEA,
agreeing on the {mportance of that institution and of its
statutory purposes--widely sharing nuclear energy technology
and monitoring its use so as to inhibit the spread of nuclear

weapons.

(@ In addition to pursuing the possibility of further bllateral
discussions on proliferation matters, we are considering a
multilateral agreement providing for consultations during
particular nuclear crises. Natlons party to the agreement

would, when they deemed approprlate, consult with each other

on nuclear explosions or acquisition of nuclear weapons by
terrorist groups. By limiting the consultation to an aspect

™



25

of the nuclear proliferation problem that is of particular
concern to virtually all states, the agreement would minimize
the risk that a nation would use it for disinformation purposes.
Crosschecking facilities available in Washington would provide
a further guarantee against successful efforts of this kind.
Finally, there would be little risk of intelligence compromise,
Since the United States would share only that information that
it chose to provide.
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Iv. ADDITIONAL MEASURES TO REDUCE AMBIGUITY AND MISINTERPRETATION

(U) In addition to the enhanced communication mechanisms dis-
cussed in the previous section, the Department of Defense has
considered a number of other measures which might reduce ambiguity
surrounding military incidents, and thus lessen the possibility
of misinterpretation. These fall into three general categories:
improved arms control verification procedures; improved warning

of nuclear attack; and reduced vulnerability of command, control,

and communication systems,

A. Enhanced Verification Procedures for Nuclear Arms Control
Agreements

(U) Effective verification is essential to effective arms
control. The first requirement for effective verification is
possession of satisfactory monitoring capability. Towards this
end, the United States maintalns an extensive network of intel-
ligence hardware useful for monitoring treaty-limited activities
and invests heavily in new technologies which may improve our
ability to monitor activity. 1In a related effort, we must
estimate the capabilities of future intelligence collection
gystems, the ability of the other side to evade detection, and
our own ability to counter cheating.

(U) Effective verification depends on satisfying a series of
non-technical conditions as well. Our verification efforts
cannot rely solely on intelligence community monitoring of the
other side to evade detection, and our own ability to counter
cheating. We must assess the incentive of the other side to
cheat. We must also assess the political and military signifi-
cance of potential violations, recognizing that charges of

treaty violation are not easily made nor easily accepted,
especially when evidence based upon the most sensitive intelli-
gence sources and methods is involved. Enforcement of compliance

under these circumstances 1s even more difficult.

(U) The verification provisions of US-USSR arms control treatles
vary widely. Some agreements, such as the Biological Weapons
Convention, do not include express verifications measures, but
instead simply provide for consultations about compliance. Other
agreements, like the SALT I Interim Agreement and the ABM Treaty,
explicitly refer to national technical means of verification
(NTM), and provide supplements to NTM through counting rules and
collateral measures such as dismantlement and destruction proce-
dures. The SALT II verification provisions appeared to go
further by including telemetry encryption under measures defined
as deliberate concealment measures. In fact, however, some

SALT II provisions were ambiguous and provided an inadequate

basis for judging compliance.
JHd9sng P DECLASSIFIED IN FULL
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4y The U.S. has attempted in some arms control negotiations
to include other measures which would supplement or go beyond
NTM. Thus, it has proposed on-site-inspections (0SI), mandatory
observers at certailn activities, and remote sensors on the
parties’ national territories.

383.3(bX6)
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(U) The Soviet Union's callous disregard of the 1972 Blologlical
Weapons Convention by producing deadly toxins and of the 1925
Geneva Protocol by using and encouraging the use of chemical

and toxin weapons against combatants and innocent civillans in
Southeast Asia provides the most compelling explanation of why,
in the future, the U.S. must lnsist that arms control agreements
with the USSR contain effective verification provisions.

(U) We have examined several technical and procedural measures
which could enhance verification capablilities and thereby
contribute to mutual confidence between the United States and
the Soviet Union.  All, however, require further analysis in
the context of specific treaty requirements before we can
decide whether to propose them to the President for inclusion
in current or future arms control negotlations.

%&» Each of these measures could make limited, task-specific,
but valuable contributions to verifying specific arms control
treaties. Taken as a group, they could be mutually reinforcing.
‘Even so, given the '‘nature of the USSR and i{ts ideology, outlooks,
and ambitions, there would always be a great risk of Soviet
circumvention, breakout and manipulation for deception. Those

risks could be reduced only through careful negotiation of pre-
cise and comprehensive treaty provisions. ngxfgfggg“RT
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1. U.S.-USSR Standing or Combined Consultative Commissions.

(U) One possible step would be to expand and improve the

use of U.S.~Soviet consultative arrangements in connection .
with arms control agreements. The body in being of this type,
the U.S.-USSR Standing Consultative Commission (SCC), is a
joint body to "promote the implementation of the objectives

and provislons"™ of the SALT I ABM Treaty, Interim Agreement

and Agreement on Measures to Reduce the Risk or Outbreak of
Nuclear War. The SCC meets at least twice a year. Discussions
to date have focused on questions related to compliance; under-
standings concerning implementation of a number of specific
provisions of those agreements; the development of agreed pro-
cedures to govern Implementation of other provisions, such as
replacement and dismantling or destruction of weapons systems;
and carrying out the required five-year reviews of the ABM

Treaty.

8 Our experience with the SCC points out the probable -
advantages and disadvantages of broadening its scope--and/or
creating similar bodles--to cover other arms control agreements.
It has proven a useful means for expressing compliance concetns
and strengthening treaty verification provisions, including
working out detailed procedures to implement agreements. It

has also been useful for exploring uncertalnties about compliance
without premature public disclosure. At the same time, however,
the SCC has been extremely slow-moving and the Soviets have

not been as forthcoming with specific, detalled data to alleviate

U.S. concerns as we would wish.
2. International Verification Bodies. 0OSD 3-3(b)(l),(6)

%8} Multilateral bodies like the IAEA might oversee future
multinational agreements. Such institutions would have a mix
of advantages and disadvantages. By Involving a wide number
of states, they could avert charges of "superpower dominance,”
allow our friends and allies to defend their interests directly,
and possibly broaden i{nternational support for compliance with

the treaties Involved.

International ver cation does not
appear approprlate or etrfective for bilateral US-Soviet arms
control agreements. Multinational agreements, on the other
hand, need to be examined on a case-by-case basis to see what
verification mechanisms might constitute the best approach to
achleving international acceptance and effective verification.
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& On-site access, whether by human inspectors or remote
sensors, could contribute to effective monitoring and confidence
building, both for many existing treaties (such as the Geneva
Protocol, the Blolegical Weapons Convention, the Threshold Test
Ban Treaty, and the Non-Proliferation Treaty) and for the effec-
tiveness of future, more complex agreements. Indeed, some form
of on-site access may be necessary for effective monitoring and
verification of the INP and START Agreements. An acceptable

and useful access provision could take a number of varied forms,
depending on the treaty involved, the availability of alternate
means to achieve confidence in compliance, and the need for
third-country approval if inspections would take place. on their
territory. International or third party access, however, 1is
not likely to satisfy U.S. verification requirements for moni-
toring compliance with bilateral treaties.

38 3.30) )
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B. MEASURES TO LENGTHEN WARNING TIME OF POTENTIAL ATTACK

(U) Many of the Initlatives discussed earlier in this report--
the President's proposals for ballistic missile launch notifi-
cations, the Joint Military Communications Link, the high data
rate link between each side's capital and its embassy in the
other country, the agreement to consult during crises involving
terrorist nuclear activity--would helghten U.S. and Soviet
awareness of-and thereby ability to divert--any near-term
danger of a nuclear accident or attack. We have also examined
more technical measures which might enhance U,S. and Soviet
warning capabilities, whether the threat comes from the '
other party, from a third country, or from a terrorist or

subnational group. o .o sy OSD 3.3(b)S))
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2. SSBN Standoff Zones 0sD 3,3(b)(5]l$)

(U) Proposals for SSBN standoff zones seek to reduce the
potential danger presented by the short flight time of SLBMs
operating off the coasts of the United States and the Soviet
Union. Such proposals would prohibit the submarines of one
side from entering the waters within some agreed distance of
the other's national borders (or of specified geographical
polnts, such as the national capital). SSBN standoff zones
could, in theory, increase avallable warning time and lower -
the SLBM threat to U.S. bomber bases and command and control
systems. In fact, however, this proposal would have only .
marginal utility and could actually entail substantial military

costs,

0SD 3.3(b)(S)&),(8)
83
3. ASW-Free Zones 3(b)(€’l(‘) 5)(6),

GSh Proposals for ASW-free zones would prohiblt antisubmarine
forces of one slde from designated ocean areas close to the
other. The alm of such a proposal would be to allow each side
to deploy SSBNs safely and thus enhance their survivability.
do not believe that the idea 1s worth pursuing, however, because
i1t would carry major disadvantages for the Unlited States which
would not be counterbalanced by important advantages.

We
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TO THE CONGRESS OF THE UNITED STATES

I am pleased to submit, in accordance with Public Law
97-252, the Department of Defense evaluation of possible
initiatives for 1mprovin§ the containment and control of
nuclear weapons, particularly during crises.

I share with the Congress the conviction that we must
make every effort to ensure against nuclear war ever occurring
between the United States and the Soviet Union. I am equally
persuaded that we can and should improve existing mechanisms
to control crises which might lead to the use of nuclear
weapons as a result of accident, miscalculation, or misinter-
pretation. Of course we should be aware that measures toward
these ends, no matter how attractive at first glance, in
certain cases, could entail unacceptable risks to our security
and that of our allies. The Department of Defense has therefore
carefully assessed the potential advantages and disadvantages
of each possible new initiative intended to lower the danger
of an accident or miscalculation which could lead to the use

of nuclear weapons.

That evaluation has led me to propose to the President
several important measures:

-~ The addition of a high-speed facsimile capability to
the Hotline. '

- The creation of a Joint Military Communications Link
between the U.S. and USSR.

- The establishment by the U.,S. and Soviet governments
of high rate data links with their embassies in the

capital of the other.

- Agreement among the world's nations to consult in the o

event of a nuclear incident involving a terrorist
group.

Each of those measures would increase our ability to
resolve crisis sitUations and to prevent the escalation of
military incidents. Taken together, they would mark signif-
ficant progress toward eliminating the danger that accident or
misinterpretation could lead to nuclear war.




We also have proposed for further study several possible
new technical and procedural measures which might enhance our
ability to verify treaty compliance and thereby further our
goal of effective, significant arms control. These measures,
which are outlined in the study, will be further analyzed by
the Administration in the context of the development of verifi-
cation measures for specific arms control treaties.

CASPAR V. WEINBERGER
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A. Purpose

Section 1123(a) of Public Law 97-252, dated 8 September 1982
(Department of Defense Authori{zation Act 1983), directs the
Secretary of Defense to conduct a full and complete study
and evaluation of possible initiatives for improving the
contalinment and control of the use of nuclear weapons, par-
ticulazly during crises. It also specifies that the report
should address: :

- = Establishment of a multi-national military crisis control
center for monitoring and containing the use or potentfal_
use of nuclear weapons by third parties or terrorist groups.

- Development of a forum through which the United States and
the Soviet Union could exchange information pertaining to
nuclear weapons that could potentially be used by third

parties or terrorist groups. s

- Development of other measures fo: building confidence
between the United States and the Soviet Union in order
to further crisis stability and arms control, including:

-- An improved United States-Soviet Unlon communications
hotline for crisis control;

-~ Improved procedures for veriflcation of any arms :
v control agreements; 0sD 3.3(b)(‘aé)

~- Measures to lengthen the warning time each nation
would have of potentlial nuclear attack.

This report responds to that tasking. In addition, it describes
ongoing U.S. initiatives already undertaken by President Reagan
to reduce the risk of accidental or unintended nuclear war.

B. Agreements in Force Designed to Reduce the Risk of War

There is a long history of U.S. and Soviet efforts to reduce

the threat of nuclear war between them. In fact, from the

very beginning of the nuclear era, experts and government

leaders expressed concern that nuclear war between the two

nations could erupt unintentionally, by accident or miscalculation.



Page determined to be Unclassified
Reviewed Chief, RDD, WHS
IAW EO 13526, Saction 3.5

Date: MAR 13 2013 2

As a result,.various arrangements for U.S.-Soviet cooperation
and consultation have been proposed and negotiated, designed

to reduce the risk of misinterpretation and accidental conflict.
The United States and the Soviet Union have reached agreement
on several such measures.

The Memorandum of Understanding between the United States of
America and the Union of SovIet Soclalist Republics Regardin
the Establishment of a Direct Communications LInk ZHot%Ine
Agreemant), signed in 1963, establishaed a direct communications
link, or Hotline, between Washington and Moscow.,

The Agreement on Measures to Reduce the Risk of Qutbreak of
Nuclear War Between the United States of Amerlica and the
Unfon of Soviet Soclalist Republlcs (Accident Measures
Agreement), signed in l9/1l, requires each side: to maintain
and improve organizational and technical arrangements to
guard against the accidental or unauthorized use of nuclear
weapons; to notify the other side in advance of planned
missile launches beyond the territory of the launching party
and in the direction of the other party; and to notify the -
other immediately in the event of an accidental, unauthorized,
or unexplained incident involving a possible detonation of a
nuclear weapon which could create a risk of outbreak of
nuclear war; and in the event of any unexplained nuclear
incident to act in such a way as to reduce the possibility
of its actions being misinterpreted by the other party.

The Agreement Between the United States of America and the
Unfon of Soviet Soclalist Republics on leasures to Improve
the US-USSR Direct Communications Link, signed in 1971,
provided for the upgrading of the Hotline by the installation
of two satellite communications circuits.

The Agreement Between the United States of America and the.
Unfon of Soviet Soclallst Republics on the Preventlion of
Incidents on and over the High Seas (Incidents at Sea Agree-
ment), signed In 1972, enjoins the two sides: to observe
strictly the letter and the spirit of the International
Regulations for Preventing Collisions at Sea; to refrain
from provocative acts at sea that could increase the risk

of war; and to provide advance notice to mariners of .
actions on the high seas which represent a danger to naviga-
~tion or to aircraft in flight.

The Agreement Between the United States of America and the
Union of Joviet Soclallst Republics on the Preventlon of
Nuclear War, signed In 1973, requires that the two sides
refraln from acts that could exacerbate relations between

them, lead to military confrontations and/or lead to nuclear
war between them or between one of them and another country.
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It also recognizes that each party must refrain from the
threat or use of force against the other party, its allies,
or other countries and to consult with the other in the
event of heightened risk of nuclear war.

C. Current Initiatives

On 18 November 1981, President Reagan delivered the first in

a serles of major speeches outlining his program for preserving
peace. He stated that one of the main elements of his program-
is to engage the Soviet Union "....in 2 dialogue about mutual
restraint and arms limitations, hoping to reduce the risk of
war and the burden of armaments and to lower the barriers

that divide East from West." He also took that occasion to
present the general framework of his major arms control
initiatives and to express his commitment to reducing the

risk of surprise attack and the chance of war arising out of
uncertainty or miscalculation.

' President Reagan returned to this theme in his Berlin speech
of 11 June 1982, and at the United Nations on 17 June 1982.
He announced that we would approach the Soviet Union with *
proposals for reciprocal measures in such areas as advance
notification of major strategic exercises, advance notification
of missile launches within as well as beyond national boundaries,
and an expanded exchange of strategic forces data.

On 22 November 1982, President Reagan announced to the American
people that he had proposed several Confidence Building
Measures (CBMs) in a letter to the Soviet leadership. He also
instructed our START and INF negotlators in Geneva to discuss
those proposals with their Soviet counterparts. The President's
proposals reflect his belief that we must take every step pos-
sible to ensure that nuclear war cannot break out as a result
of an accident, miscalculation or misunderstanding.

The measures not only include, but go beyond, the suggestions
he made in Berlin and at the U.,N. Thus the President proposed
advance notification not only of ICBM launches but also of
all launches of U.S. and Soviet submarine-launched ballistic
missiles and of intermediate-range, land-based ballistic
missiles of the type being negotiated in the INF talks.
Additionally, he proposed an expanded exchange of data on
intermediate-range nuclear forces as well as strategic forces
and extended his proposal for advance notice of major strategic
exercises to cover all major military exercises which might
cause concern. Further, to i{llustrate the value of this

" measure, the U.S. voluntarily notified the Soviet Union in
advance of its plans to begin the major military exercise

named "Global Shield".
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_Most of the U.S. efforts in this area have concentrated on
the Interaction of Soviet and U.S. forces and systems, and

possible risks of nuclear war through accident, miscalculation

or misunderstanding from this interaction. However, we have

also pald attention to the risks that might arise from the

use of nuclear weapons by a third country or subnational

group.

Six nations are known to have detonated nuclear explosive
devices, and a number of additional countries currently have,
or could achieve, the technological and industrial capacity

to develop and produce nuclear weapons. A decision to "go
nuclear” could occur quickly, once a nation with the necessary
technology came to regard nuclear weapons as a desirable means
to respond to percelved threats, to acquire international
prestige, to salvage national honor, or to compensate for
loss of confldence in outslde security assurances or nuclear
guarantees., Compounding the problem is the possibility

that a terrorist group might acquire a nuclear weapon by .
fabricating a crude device or by stealing one from an existing

stockpile.
BE. Approach of this Study

The United States and the USSR have a common Iinterest in
averting unintended or accidental nuclear war between then,

and in preventing use of nuclear weapons by third nations

or by terrorists that could trigger such a war. However, we
must recognize that many fundamental differences between the
United States and the Soviet Unlion complicate any effort to
further that common interest through jointly agreed measures.
The United States seeks to establish a stable balance of
military forces and a world order based, not on the use of
farce, but on respect for the territorial integrity of nations.
It perceives arms control measu including CBMs, as means
to help achieve these ends.

38 330X &)

The political and military interests of the United States
and the Soviet Union conflict with respect to many specific
nations and situations. The USSR also has a deep interest
in weakening the bonds between the United States and its
many friends and allies throughout the world.

Moreover, the United States and the Soviet Union differ {n
fundamental geographic and societal characteristics. The
United States is preeminently an open society, whose government
must freely share vital information about national security

*
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with the public--and thereby automatically with foreign
governments. The leaders of the closed Soviet society, in
contrast, maintain a heavy veil of security over their political
and military activities. In addition, the Soviet Union is a
large land power, contiguous to many of its allies and client
states, and a short distance from many of our allies. The
United States, on the other hand, is geographically distant
from most of its friends and must, therefore, devote special
effort to ensuring access to them.

All of those differences mean that the United States must
approach prudently any effort to devise joint U.S.-Soviet
measures to reduce the risk of war or to contain and control
the threat of use of nuclear weapons by third countries or
terrorists. In this regard, it is important not to lose
sight of the fact that most of the CBMs which the USSR has
proposed in the past have sought to create or to solidify
Soviet geopolitical or strategic advantages. Some Soviet
CBM proposals have tried to restrict our ability to come to
the aid of our allies or to defend other U.S. interests. s
Others have aimed at ensuring Soviet conventional and/or
nuclear superiority. Such proposals are, of course, unaccep-
table, whether they are presented on their own or as the
price for Soviet agreement to measures we advocate. '

We must also carefully examine any suggestions for U.S.

CBM proposals to ensure that they woufg not inadvertently
offer the Soviet Union some important unilateral benefit

at our expense. We also must be alert to the possibility
that any agreement could unduly restrict our ability to come
to the aid of our allies, or directly harm their interests

in another way. Indeed, our efforts must not only protect
the interests of our allles, but must also take into account
our relations with all those nations which conduct themselves
in accordance with the UN Charter and other internatiomnal

agreements,

. | 38 3.3(6X &)
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Despite these potential drawbacks, the United States must \
still pursue every possible avenue to reduce the risk that ot
war could break out between it and the Soviet Union because

of accident, miscalculation, or misinterpretation. We must

also try to cooperate with the USSR to 1limit the threat that

a third party might use nuclear weapons. In so doing, however,

we must be realistic about possible outcomes, approach initi-

atives with care, and i{nsist that, for any new efforts under-

taken, the potential benefits outweigh the risks. ,

DECLASSIFIED IN PART
Authority: EO 13528
Chief, Records & Declass Div, WHS .

Date: MAR ]3 208




1I. CURRENT PROPOSALS TO REDUCE THE RISK OF WAR

The confidence building measures which the President proposed

to the Soviets last November would significantly add to the
range and importance of existing means to I{mprove communication,
and thus to lessen the likelihood of misinterpretation, between
"the United States and the Soviet Union. As the President stated
in Berlin {n June 1982, "Taken together, these steps would
represent a qualitative improvement in the nuclear environment."

A. Notification of Ballistic Missile Launches

The President proposed to the Soviet leadership that the

United States and the Soviet Union should announce in advance
all launches of intercontinental ballistic missiles (ICBMs),
submarine-launched ballistic missiles (SLBMs) and intermediate-
range, land-based ballistic missiles of the type the U.S. and
USSR are currently negotiating in Geneva. Because ballistic
missiles combine high-yleld warheads, accuracy, and short flight
times, both sides consider them to be the most destabilizing
and dangerous elements in the nuclear arsenal. Consequently’
these steps to reduce the uncertainty assoclated with the
launching of these missiles would significantly lower the

risk of accidental nuclear war.

1. Intercontinental Ballistic Missile Launches

A number of previous U.S.-USSR agreements have provided for
advance notification of some ICBM launches:

The 1971 "Accident Measures®™ Agreement requires each side to
notify the other in advance of any planned missile launches
which will extend beyond its national territory in the direction
of the other party. Both sides have understoocd the Agreement to
apply to land- rather than submarine-based ballistic missiles.

A protocol to the Agreement requires immediate notification

of an "unsuccessful® or malfunctioning launch of an unarmed
missile when the trajectory of the missile extends beyond
national territory in a direction that could be misinterpreted

by the other side.

The 1973 Incidents at Sea agreement requires both sides

to issue Notices to Airmen and Mariners (NOTAMs) for missile
launches which will impact in internatlional waters. The
NOTAMs mention only the projected impact areas of the launch
vehicle and associated debris. They do not specify launch
point or area, the .type of vehicle, or the purpose of the
launch. Moreover, relatively few Soviet launches are covered
by the agreement, whereas virtually all U.S. ICBM and SLBM

launches are directed to the open ocean.
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The SALT II Treaty would have obligated each party to notify
the other well in advance of any multiple ICBM launches or
of single ICBM launches which would extend beyond its national
territory. Unlike the NOTAMS required under the Incidents
at Sea Agreement, the SALT notifications we sought would
_ have included detailed information (e.g., launch locations,
test range) and would have been provided directly to the
" other side. The U.S. began providing notifications in July
1979, consistent with its desire that the two countries act
in accord with appropriate provisions of the SALT II Treaty
even though it was not ratified. The Soviets alsc have pro-
vided notifications, albeit not as detailed as the U.S.

notifications,

None of the previous agreements provides total coverage
of all ICBM launches. In particular, they do not cover
- single launches which impact within the territory of the
launching nation. Because any launch can create some uncer-
tainty and ambiguity, the U.S. has proposed in the START
negotiations that the sides provide notice of all ICBM
launches, whether they occur singly or in multiples, whether;: :
their flights remain within natlonal boundaries or extend
beyond them. This proposal would carry the additional benefits.
of equalizing the current obligations on each side for advance
notification and of discouraging the use of missile launches
for geopolitical purposes such as a "show-of-force.”

2. Submarine-Launched Ballistic Missile Launches

The United States and the USSR do not now notlify each

other directly or specifically of SLBM launches. They only
issue standard NOTAMs which announce air space and ocean
"closure areas"™ if they expect an SLBM to impact in inter-
national waters. They do not, however, specify the reason
for the closures. The President has, therefore, proposed
that the two sides provide specific advance notlification of
all SLBM launches, including any which impact within national
territory. This, combined with the ICBM notificatlomr proposal,
would mean that for the first time, advance notice would be
required for all launches of strategic ballistic missiles in
. the arsenals of elther side.

3. LRINF Balllstic Missile Launches

Finally, the United States has proposed that both sides

provide advance notification of all launches of land-based
longer-range intermedlate-range nuclear force (LRINF) ballistic
missiles. These inglude the Soviet Union's SS-2¢, sS-4, and
S8-5 missiles, and the US PERSHING II. We continue to seek

the elimination of all land-based American and Soviet LRINP
missiles. While we are negotiating that ban, however, we
believe that notification of all LRINF ballistic missile

launches would have some net benefits.
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Soviet LRINF missiles are already deployed in large numbers.
Our PERSHING II system is in an advanced stage of development.
Unless prior notification Is given, launches of any of those
missiles could lead to misperceptions concerning military or
political intent. ,

B. Advance Notification of Major Military Exercises

Each year the United States and the USSR conduct military
exercises intended to provide training, to assess operational
readiness, or to develop, perfect or refine plans, procedures,
or operations related to nuclear forces. Such exercises,
involving a nation's major nuclear forces, could be misinter-
preted and evoke an unintended response from the other side.’
The President has proposed that each side provide advance
notice of major military exercises involving nuclear forces
which are of such a scope as to raise the concerns of the
other side.

The Unlited States currently provides advance notice of many
fleld exercises via embassy notifications and news releases.
For example, last year we gave advance notice of GLOBAL
SHIELD, our largest and most significant exercise for stra-
teglc nuclear forces. The USSR provides no advance notifi-
cation, except in conformance with the voluntary procedures
of the 1975 Helsinki Final Act, which call for advance notice
of exercises involving 25,0008 or more troops.

C. Expanded Data Exchanges’

The third main element of the President's proposal calls

for a broad-ranging exchange of basic data about each side's.
nuclear forces. The U.S. START and INF delegations are now
pursulng such an agreement Iin Geneva.

The data exchange we envisage would go far beyond that contained
in the SALT accords. SALT Il provided for reciprocal i{infor-
mation only on the numbers of strategic nuclear delivery
vehicles--ICBMs, SLBMs, and heavy bombers. The President has
~proposed a much wider and more detailed exchange of data on

both strategic and intermediate-range ballistic missiles,

which would provide essential information on the make-up of

each slde's forces.

The exchange of detailed information about each slde's
forces might help verification and could facilitate future
arms control negotlations. It would also enhance the
understanding which each side has of the capabilities and
limitations of the other. Such exchanges would be essential

for the implementation of any START or INF Agreement.
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III. POSSIBLE NEW MEASURES TO ENHANCE COMMUNICATION

One of the most effective ways to further the effort already
begun by President Reagan to ensure against unintended nuclear
conflict between the United States and the Soviet Union

would be to improve the ability of the two to communicate 2
about crises and military Incidents. 1In examining possible
new initiatives for reducing the threat of nuclear weapons
use, the Department of Defense has therefore focused on ways
of increasing the speed, reliability, accuracy, and complete-
ness of direct communication between the United States and
the Soviet Union. 1In addition, we have studied whether
improved communications with other countries could lower

the risk of war.

A. Hotline Improvements

A prlority measure to enhance communications Is to improve
the Direct Communications Link (DCL, or "Hotline") between
the U.S. and Soviet heads of government. The Hotline is,
and should remalin, for use only In severe emergencles. It
would degrade the system, and reduce its impact in major
crises, If 1t were used In cases that could be handled effec-
tively through routine or lower-level bllateral channels.

.

In keeping with the Hotline mission, the precise number of
times that the two heads of state have used it has not been
disclosed. It is known that it has been used sparingly

during its twenty-year exlstence, but It has proved invaluable
in major crises. U.S. Presidents have cited its use during

the 1967 Arab-Israell War to prevent possible Soviet misunder-
standing of U.S fleet movements in the Mediterranean and
during the 1973 Arab-~Israeli War.

The United States and the Soviet Union have significantly
upgraded the DCL once since its creation. The system originally
consisted of two terminal points with teletype equipment, one
full-time duplex wire telegraph circuit (routed Washington-
London-Copenhagen-Stockholm~-Helsinki-Moscow), and for back-up,
one full-time duplex radio-telegraph circult (routed Washington-
Tanglier-Moscow). In 1971, the two governments agreed to establish
two satellite communication circults for the DCL, with a system
of multiple terminals in each country. When those became oper-
ational in 1978, the DCL achieved almost 1088 percent technical
reliability. The original radio circult was terminated, while
the wire telegraph circult remains as a back-up.
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1. Facsimile Transmission Capability

The Department of Defense has now proposed for consideration
by the President the addition of a high-speed facsimile capa-
bility to the system. This improvement would increase the
DCL's ability for conveying information by enabling the two
sides to transmit more, and more complex, data more quickly
and reliably. The time saved-even though limited by the
slowness of the translation process--could be used to send
more messages or for Increased deliberation and consultation
on each side. In addition, a facsimile transmission capability
would minimize or entirely eliminate the need for keyboarding,
and therefore the possibllity of operator error.

Most important, facsimile equipment would endow the Hotline
with a capabllity which it does not now possess: the ability
to exchange graphlc fnformation. The precise, detailed,

and often easily interpreted information offered by maps,
charts, and drawings could be essential in resolving an
on-going military crisis. Because graphic information -
requires little or no translation, the total time saved
through this improvement could actually be much greater

than that implied simply by the increase in the transmission
rate. Translation iIs the slowest step in the direct communi-
cation process. A highly proficlent Russian language speclalist
can produce a full translation at the rate of only 1,000 words
per hour, and do a cursory review at the rate of 6,000 words

per hour.

2. Volce and video Capability

The Department of Defense has also considered the possibility
of adding a secure voice or video capability to the DCL. We
have concluded, however, that this step would carry many

more disadvantages than advantages. The United States and
the Soviet Union explicitly decided not to include volce
capablility when they negotliated the orlginal Hotline agreement
and its subsequent improvement. On both occasions, they
concluded that printed communication would be more private,
more precise, and more rellable. The studies leading to

this report reinforce that conclusion.

Because volce communication Is more difficult than written
materlal to translate, it is far more subject to misunder-~
standing. 1In addition, a direct conversation could encourage
instant response, thereby denyling the head of state the
necessary opportunity to consult with advisors and prepare

a thoughtful and measured response. For both reasons,
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emergency volce communications between the two leaders

could reduce, rather than heighten, their ability to resolve
a crisis. The same considerations apply, in heightened
fashion, to the installation of video conferencing capability.

B. Possible New Communications Mechanisms

1. Bilateral Joint Military Communications Link

One measure which we are now considering would create a

Joint Military Communications Link (JMCL), paralleling the

DCL, between the United States and the Soviet Union. A JMCL -
would provide a direct facsimile transmission capabllity between
the two national crisis control centers (in the Unlted States,

the National Military Command Center in the Pentagon). It

would supplement, but not supplant, existing diplomatic

channels.

Placing a JMCL in the national military command centers

would enable us to bulld on and strengthen the existing rapid
communications system, and reduce requirements for additional
personnel, tralning, etc. Also, it would allow rapid exchange
of highly technical information that could be essentlal to
understanding and therefore resolving a nuclear or other
military crisis. No existing communication channel between
the United States and the USSR has a similar capability.

A JIMCL could be used to implement agreements on the sharing

of military information that is time urgent. It could, for
example, be the mechanism for the consultations on terrorist
nuclear activity that we discuss later in this report. It
could also be the designated vehicle for the ballistic missile
launch and military exercise notifications proposed by the

President.

A JMCL could also have a crisis control function. It could
be used in the event of any military incident that required
urgent communication between the United States and the USER,
but did not warrant direct contact between the two heads of

government.

A JMCL could also be used for cooperation--rather than
avoldance of confrontation--between the two countries in
certaln urgent situations. For example, 1f a military
craft of the one side were lost or disabled, a JMCL would
facilitate assistance by the other. Similarly, it could
ensure proper handling of any space objects with nuclear
components which threatened to impact on land.

We believe that exercises of a JMCL and its regular use for

implementing information-sharing agreements would go far
toward ensuring that the system would work well in any crisis.
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The information-sharing function of a JMCL would provide
both sides with a serles of opportunities--in time-sensitive,
but not emergency, situations-to increase their familiarity
with the system and to identify any procedural changes which
would heighten its usefulness in a military crisis.

Joint U.S.-Soviet exercises of a JCML could also offer an
important vehicle for refining and building each side's
confidence in the system. ‘

2. Multilateral Military Communications Link

While the bilateral JMCL concept could enhance communication
and reduce the risk of war arising from miscalculation or
misinterpretation, we believe that a multilateral MCL would

not be desirable. It would be extremely difficult to determine
which states to Include In a multilateral network. The addi-
tion of too many states would threaten to make a MCL so
unwieldy that it would never function effectively.

3. Embassy-Capital High Rate Data Communication Link ) ..

Another promising method of Improving crisis communications
between the United States and the Soviet Union could be for
each to establish high rate data links between its head of
government and its embasssy in the other's capital. We belleve
that such a system could provide an important supplement to
the DCL and to a JMCL.

Each government would install and control its own system,

using its own technology. Nevertheless, introduction of the
system would require consent pursuant to the 1961 Vienna
Convention on Diplomatic Privileges and Immunitlies. A bilateral
agreement would also be essential to ensure that each government -
agreed to allow the other to bring in the necessary equipment
freely and without interference.

4. Crlilsis Control Center

We have also carefully considered the suggestions for a U.S.-
Soviet or multinational crisis control center, but have
concluded that it would not be desirable to establish such

an institution at this time. Over time, our experience with
operating a JMCL might allow us to pursue the idea of a
crisis control center, by indicating ways in which we could
reduce the risks involved in it to an acceptable level. We
doubt, however, that a multilateral crisis control center
located in a neutral country will ever be feasible. We expect
that the use of a JMCL would be more likely to point the way
to a bilateral mechanism linking separate crisis control
bodies located in Washington and Moscow.
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A crlsls control center located in a neutral country would
be far removed from the national capitals where crisis decisions
would have to be made, This separation would present several
serious drawbacks. It is most likely that a center would be
completely bypassed in national crisis decisfonmaking. 1If
not, a center would create a cumbersome extra layer in the
national and International decision processes, retarding
action just when speed was most Imperative. Moreover, flexi-
bility in deciding when to communicate, which would be an
important feature of a JMCL, would be difficult to achleve
in an institutionalized U.S.-Soviet crisis control center.
The institution would provide a clear and legitimate channel
for automatic consideration of any crisis--including those
-in which Sovlet participation would serve to heighten, rathe
than reduce, tenslons. ‘ _ :

A multilateral crlisis control center would suffer from even
more problems. The more members in a center, the less likely
-that they would all share a common Interest in preventing

the outbreak or escalation of conflict. Even 1f that were
not the case, the decisionmaking process in a multinational
center would easily become bogged down, and inhibit timely,
concerted actions to avert a serious crisis. Indeed, there
would be a general risk that the facility would evolve from

a confidential tool for crisis management into a forum for
waging propaganda warfare over sensitive crises.

Pinally, the expansion of the number of recipients of shared
information would Iincrease the danger that a member government
might use the facllity to spread disinformation or misuse
gathered information. With unrestricted membership, it

would be impossible by definition to exchange intelligence
data. Any shared informatlon would immediately be in the

public domain.
) OSD 3.
S. Information Sharing Facility 3(b)( b )

A U.S.-Soviet institution for sharing Information on nuclear
activities by third countries or terrorists would present

many of the problems associa isis control cente
and add new ones.

e compounded an effort was

made to endaw the Institution with a general data bank or If
it was made a multilateral rather than bilateral forum.-

Although an Information-sharing institution therefore does
not seem feasible, we are considering a multilateral agreement

providing for consultations during particular nuclear crises.
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Natlons party to the agreement would, when they deemed
appropriate, consult with each other on nuclear explosions
or acquisition of nuclear weapons by terrorist groups. By
limiting the consultation to an aspect of the nuclear prolif-
eratlion problem that is of particular concern to virtually
all states, the agreement would minimize the risk that a
nation would use it for disinformation purposes.
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IV. ADDITIONAL MEASURES TO REDUCE AMBIGUITY AND MISINTERPRETATION

In addition to the enhanced communication mechanisms discussed
in the previous section, the Department of Defense has con-
sidered a number of other measures which might reduce ambiguity
surrounding military inclidents, and thus lessen the possibility
of misinterpretation. These fall into three general categories:
improved arms control verification procedures; improved warning
of nuclear attack; and reduced vulnerability of command,
control, and communication systems.

A. Enhanced Verification Procedures for Nuclear Arms Control

Ag:eements

Ef fective verification 1s essential to effectlive arms control.
The first requirement for effective verification Is possession
of satisfactory monitoring capablility. Towards this end, the
United States maintains an extensiv= intelligence capability
for monitoring treaty-limited activ.:les and invests heavily,.
in new technologles which may improve our ability to monitor
activity related to treaty compliance.

Effective verification depends on satisfying a series of
non-technical conditions as well., Our verification efforts
cannot rely solely on intelligence community monitoring of the
other slde to evade detectlon, and our own ability to counter
cheating. We must assess the incentive of the other side to
cheat. We must also assess the political and military sig-
nificance of potential violations, recognizing that charges

of treaty violation are not easlily made nor easlly accepted,
especially when evidence based upon the most sensitive intelli-
gence sources and methods is Involved. Enforcement of compliance
under these circumstances Is even more difficult.

The verification provisions of US-USSR arms control treatles
vary widely. Some agreements, such as the Biological Weapons
Convention, do not Include express verifications measures, but
instead simply provide for consultations about compliance.
Other agreements, like the SALT I Interim Agreement and the ABM
Treaty, explicitly refer to national technical means of verifi-
cation (NTM), and provide supplements to NTM through counting
rules and collateral measures such as dismantlement and de-
structlon procedures. The SALT II verification provisions
appeared to go further by including telemetry encryption under
measures that could be defined as deliberate concealment measures.
In fact, however, some SALT 1I provislions were ambiguous and
provided an fnadequate basis for judging compliance.
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The information needed by the West for effective verification

‘of arms control agreements generally requires disclosure of

what the Soviet Unlon considers to be state secrets--even

though it may involve information normally made public in the

West. Consequently, except for such collateral measures as _
dismantlement and destruction procedures, the Soviet Union i
typically prefers caveated or ambiguous wording which makes )
it difficult to challenge its compliance with verification

rules.

The Soviet Union's callous disregard of the 1972 Blological
Weapons Convention by producing deadly toxins and of the

1925 Geneva Protocol by using and encouraging the use of deadly
toxins against combatants and innocent civilians in Southeast
Asia provides the most compelling explanation of why, in the
future, the U.S. must insist that arms control agreements with
the USSR contain effective verification provisions.

We have examined several technical and procedural measures -

which could enhance verification capabilities and thereby °*

contribute to mutual confidence between the United States and

the Soviet Union. These include the use of combined consultative

- commissions, international verificatlon bodies, data exchanges
and other measures beyond National Technical Means of verifi-
cation. All, however, require further analysis in the context

of specific treaty requlirements. .

B. Measures to Lengthen Warning Time of Potential Attack

Many of the initlatives discussed earlier in this report--

the President's proposals for ballistic missile launch
notifications, the Joint Military Communications Link, the

high rate data link between each side's capital and its embassy
in the other country, the agreement to consult during crises
involving terrorist nuclear activity--would heighten U.S. and
Soviet awareness of-and thereby ablility to divert--any near-term
danger of a nuclear accident or attack. We have also examined
more technical measures which might enhance U.S. and Soviet
warning capabilities, whether the threat comes from the other
party, from a third country, or from a terrorist or subnational
group. After careful study, however, we have concluded that
none of the possible bilateral U.S.-Soviet measures avallable
for increasing warning time would have enough utility to

warrant its contlnued consideration. 0SD 3.3(b) )




OSD 3.3(b)(s)(s)

. .
L

DECLASSIFIED IN PART
Authority: EO 13526
Chief, Records & Deciass Div, WHS

Date: AR 13 208



Rowe 502
i DATA AUTHIRIZATION INPUT FORY v
SECTION | — MISC CONTROL DATA \

p—X 11T o o, X25039

ITEMS RECEIVED: ms.f.c:__ncv(s)_,ﬁre(s)kv o, THRU_____
COVER recevin: orie /o pevl) Y pei)/ cvw /.

™Ry = _ovs. pwas:____pery 1o: XY2U 93T rer(s)
. |DESTRUCTION CERT MO, LT em CiL ey
[mcroFicE: @ w D33 ) rioev DTYE e ££ (57
FILE o,_15SR 3%V, 3 g
SECTION 111 = ACTION
ACTION #1 FOR _ s COORD W:
ACTIN FR . S: COORD W:
¢ Page determined to be Unclassified
S e e
SUSPENSE STATUS: ' ' Date:  MAR 13 208
' SECTION 1V - DISTRIBUTION
10 CoPY il CoPY —COPY
ED PA L;o
R cc oz |
= |C3 Uogf") A ™
A m |6 wol =) —LJD
N m lrm
sar |1se M {“‘) Ies (xs)
Jcs . » DIA Ln (vB)
CYwol (4a) D " | foow
= leawer®™) e
con sn [ °
aom vex [gul ) CMwE amzl [
PAK (z\/ I"E
= sl B / 2 W ( (o
[ Anc - Iwl
P e [€ 20T Femwr CIwl




