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4 THE JOINT STAFF 22 March 1983

MEMORANDUM FOR RECORD
.
Subject: Notes on WINTEX 83 Senior Level First Impressions
Conference, 22 March 1983 .

LTG Prillaman - Key note - had a good exercise overall
ST " = Will focus on negative rather than positive

. B -ioc: 3 Soscgssd®)

- Controller First Impressions

e (1) opA
~- OPLAN data bases outdated
4 (2) Execution Monitoring:
-— Matching US/NATO Rules of Engagement not smooth
{3) OPLAN assignment errors made
: (4) Alert System - not fully knéwn-bx»all
(5) Situation Monitoring ' S

e [——— i

(6) Seleétive Release

-— NATO secure voice not reliable:

-~ AUTOSEVOCOM limited TR JS3.3(X 8)

-~ Examination of procedures need to be made
-- Trend for improvement is insufficient
(7) Crises Management

-~ Procedures need to be refined...OSD/JCS are
improving .

£ tor e
\
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-- Time differences broﬁght problems. Need full
24 hour participation ;

-~ Declaration of war only on ORANGE rather than all
" ORANGE Pact...confused allies:

-~ Trend is insufficient

(8) NEO

«=Evacuation’ smoqth

-—.LAdk‘of'transit/safe'haven agreements are in
existence...need coordination

(9) Securlty Asaistance ,

- Reallocation/leglslatlon coordlnatlon needs to-
be improved...standby leglslation needs to be.

made
(10) Log Sustéinability (Civil-Military)
-- Inadeguate...needs fixing
(11) wwmccs_ADp ,
-- WIN reliability: 958

-- Data base transfer problem: Master Force List
transfer by JDS - 50 hours

(12) ‘Space Operations
- Ldts’of.piay
-- Passing of control satisfactory
-(13) Communications .
-- Actual degradations occurred * 4
-- Minimize efféctédh

- Mességes backlogged and had to be- flown between
command centers

-—~ OPSEC weakness.

~- Trend is poor
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Exercise Chief Controller (BG Penzler)
- Major Concern
-~ Comms to NATO
-- Players not looking ahead

-~ Exercise not used as training vehicle by STATE/0SD

- Major Progress
L

-- Better decentralization

-- More participants

-- Good test of NATO plans/procedures
Fall 1983 exercise (November) will be PRESSURE POINT 84
LTG Prillaman - Senior Player Comments

DEPSECDEF (Thayer) - We need player participation here in
Washington to help improve crisis management...try to
get higher level players more involved...need high level
attention

0SD (Gen Stillwell) - Bringing a coalition from crisis to
war is demanding. We must continue to practice these
exercises...some activities provided a new man each
day...this is a poor way to learn. State Department
participation was quite inadequate...a noticeable lack
of high level STATE play...especially you Mr. Ambassador.
We are going to propose a Working Group of Exercise
Planners for the.next exercise (high level planners)...
we are still in a reactive mode...we need active advanced

planning involved ‘

STATE (Ambassador Landgen) - Well...I was out of town. The
criticism is. justified...I feel strongly that we are .
generally deficient in terms of gamgs and exercises.

We will improve!.,.am surprised that we have no agree-
ments in advance on NEO...surprised we had no evacuation
by sea...surprised by need for more secure comms...
generally surprised by our needs...STATE must become

involved...
WHITE HOUSE (Gen Boverie)

-~ Admin problem in declaring war on ORANGE rather than
ORANGE "Pact" is our mistake...we'll become more alert

3
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- Secure video link beﬁWeen Pentagon and White House is
a problem...understand work is underway

(Mr. Guiffera)

Was distressed that OPSEC/COMSEC went down on.this
exercise : )

Message addressed to wrong- places...activities needing
to respond not,addressed...activitiesinot,needing to
respond were addressed...some of these actually
responded -

LN

Want to be informed on use of NUCS...only as an info
addressee...we need to keep?abreast,of‘whatfs happening

We need higher level bartiéipation so' that the problems
-can be addressed

SEC" ARMY (Sec:etéry March)

-

ARMY

‘VCNO

DEPT

Need,fot Secure communications is apparent

If Soviet Union was to intercept our comms, I'm quite
sure ‘they would be confused, however...

(MG O'Conner)

Can't see a swing strategy - war will be all over

(Adm Smail)

War must be seen as a global ﬁar

AIR FORCE (Secretary McCoy).

Need morévsenior plajers involved.

Need-;éttér coordination with Joint Staff in crisis .

management .

Need better information on which to base decisions’

AIR FORCE (MG Burpie)-

MARINE CORPS (LTG ‘ )

I'1ll keep quiet

COAST GUARD. (VAdm Stebbie)

Look forward to next exercise

4
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NORAD (BG Brandt)

—~ BExcellent exercise

 CINCCENT

~ No comment at this time

JCs (J-4)

- Exercise artificialities caused problems
~ We'll look at sustainability more closely
(J-5) fiNO comment
(C358) - No comment
MSC (Vadm Carrol)

= We need to test our sea attrition in war...we're fooling
ourselves if we think we can get it all there without
losses...thisg frightens me...in 1942, we sent 33 ships
to Mummansk -~ only 11 got through

. = We need to look at sealift attrition because 95% of
our goods go by sea

. JCS (LTG Dalton)

- The people who should have played in the exercise should
have been the people with the expertise

- OPSEC - We're not disciplined and we don't have enough
secure lines

- We need to educate people in understanding NATO procedures

-~ Express appreciation to all who did participate

~- Again, we're focusing on the negative today

- Thanks

S bust §ssenly

’
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8 COMMAND CENTER RECEIVED EXCELLENT PLAY FROM NEW
SPACE AND AIR ACTIVITY CONFEREMNCES -

2 IMPLEMENTATION OF OPLANS/CORPLARS REALISTICALLY
EXERCISED PROCEDURES AND HIGHLIGHTED:
> SHORTAGE OF AIR TO AlR MUNITIONS - ,
° LACK OF ADEQUATE ADA/E-3A/FIGHTER RESOURCES

© NUCLEAR WEAPONS RELEASE PROCEDURES WERE COMPLETE
AND WELL PLAYED

\/EMERGENCY COMMUNICATIONS RESTQF{AL PRCCEDURES
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e MAJOR COEERR
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% SECURE COMMUNICATIONS TO MAT

v PLAYERS REACTED TO CURRENT SITUATION W
!LAD

"‘>

’: N2

P o

OFFICIALS AS A TRAINING VEHICLE

0

¢

EXERCISE TOO LONG AND INFLEXIBLE

WCH3 0784-0n Disk Misc C

ITHOUT LOG ING

EXERCISE n’\."‘"' USED BY STATE DEFARTRHIENT AN’) SERNICR

?ROCEDURES "SOC%ATF” WITH THE USE OF NUCLEAR Wz 2APONS
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THE JOINT STAFF

MEMORANDUM FOR RECORD

SUBJECT: Notes On: WINTEX 83 Senior Level First Impressions
Conference, 22 Mar §3 (u) ’

1. (U) This MFR highlights four issues addressed at the 22 Mar 83
FPirst Impressions Conference. These issues are documented to
respond to the following Dir, C3S, request:

"Would like to have a simple list of each comm deficiency

identified and short analysis of where systems improve-
ments (possibly would affect each)stands at the moment."

2. {U) The Issues:
(U) #1: NATO - US-Secure Voice.

(1) e First Impression:.. Was Inadequate

‘ (2) & Status of Improvement: ELCROVOX ig the Normal NATO
Secure Voice Equipment. It operates at data rates between
1.8 to 2.4 kbps.and thus compares with our 2.4 kbps narrow~
band service as far as quality is concerned. There is, how-
ever, no interface with US secure voice equipment because -
of the different algorithms and technology used. ' Cross-
connecting the systems. requires breaking back to clear
voice and reencrypting with a loss in quality. The US has
proposed a loan of up to 360 STU II until a NATO standard
is approved and purchased. A decision on this loan offer
is expected to.be made in.3 to 4 months. The loan.offer
will-1likely be rejected because of competing European mem-
ber secure voice programs.  The Nethetlands, Germany,
Norway, Italy, and France all have bilateral agreements
with the US to build STU compatible secure voice equipment.

-

~(U) #2: Data File Transfer .Using.WWMCCS ADP.

(1) é@P First Impression: Was Inadequate

(2) @ status of Improvement: This is misleading, because
it leads one to believe that WWMCCS ADP, per ce, is the
culprit:in any inadequacies-associated with-data file trans-
fer. It was instead, a series of user errors that included

1
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; a receiving file too small and an inadvertent erasure of
i files which caused a 50 =~ hour delay. WWMCCS ADP itself,
during this period, functioned adequately. Consequently,
no WAMCCS ADP "improvement" is. required. In addition, an
ancillary problem was the transfer of a USPACOM package
from the JDA to the NMCC. An excercise file had not-been
prepared at USPACOM and JDA. Resultant preparation of a
file required a 2 to 3 day effort. In sum, no hardware
; systems problem here; rather, it was a procedures problem.
3 {Procedures are being reviewed by various commands to pre-
' vent such errors in the future.)

(U) #3: US -NATO Communications.

é (1) é®P First Impression: Were Inadequate

5 (2) & Status of Improvement. A principal reason is that

1 US 1200 Baud systems interfaced with NATO 75 Baud systems

F and the NATO systems could not maintain pace. Attached

i point papers and memo- (Tabs A, B, and C) cite the following:

i ~- Tab A: To partially alleviate the backlogs,
. USCINCEUR installed.1200. Baud equipment and
5 delivered messages by courier. An interim
! solution has been suggested that would pre-
position high-speed- terminals and send addi-
tional AUTODIN -to NATO.-

-~ Tab B: 48% of messages manually input into

the teletype circuit at the Pentagon were
o . rejeéected by the Belgium TARE.-- US delegate
i to the Military Committee at Brussels has
recommended that-US-personnel visit NATO to
analyze the rejéct _problem.

-~ Tab C: NATO interoperability is hindered by
the need for data security. NATO cannot dic-
tate ‘standards. Major initiatives are being
addressed, however; that involve interopera-
bility: These are: the encouragement of
standards 'in equipment, procedtres, integra-
tion, and compatibiltiy; the cooperation:in -
development and procurement; and, the recom-.
mended adoption of common applications.

(U) #4: :European Theater Communications.

(1) &» First Impression: Were Inadequate

(2) &@p Status of Improvement. A CINCMAC. representative
made this observation in relation to several related pro- -
blems as follows:

2
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== slow comms . Pertained to the AUTODIN switch badkloq
in Europe between USEUCOM and NATO HQs (which by the
11th & 12th days of the CPX registered message. back-~
logs in terms of not "hours," but "days:" e.g. 8+ days
- at AFNORTH, 6+ days at UKAIR; and 3+ days at AFCENT,
Such required the transit of US - NATO messages by
aircraft and wﬂucularcourler (see para.c,. Tab A,
ahove).v; . .

-- unsecure comms : éertained-td shortages in PARKHILL
equipment within USAFE to satisfy MAC requirements
and a lack 'of NATO compatible secure voice equipment.

-~ insufficient comms: Pertained to insufficient Class A
AUTOVON access lines needed to support the CINCMAC -
'ALCE:-traffic, . The basic problem-is based on a general
shortage of USAF funds that are. needed for 1eas1ng :
lines for ALCE operatxons. .

,Improvements center on a long standing problem facing CINCMAC
involving exercises. This generally lies in the purview of
the USAP to. resolve funding issues: ' The: SVIP/ALCEP/STU II -
programs may provide for long term relief; however, near term
actions will require providing more PARKHILL and VINSON to
meet needs. Some relief on the. AUTODIN/AUTOVON saturation
problem may be afforded on completion of the Digital European
Backbone  (DEB) and the European Telephorne System (DTS) up-
grades and the eventual evolution to the Defense Data Net-
work (DDN). The problem of AUTOVON access will regquire. USAFE
assigning sufficiently high priority to the CINCMAC needs to
insure that funds are available for leasing of required cir-
cuits. (In the past, these requirements have been -deleted
due to funding shortages )

3 Incls

A - Point Paper "NATO Comms EVAL OFC
Backlogs," 21 Mar 83

B - Point paper "Message
Rejection,” 21 Mar 83 39 503& ém(.@«‘
C- Memo “WINTEX 83," 5 Apr 83




~ WORKING PAPER :
- DESTROY WHEN NO LONGER NEEDED 21 March 1983
e

. Point Paper for the Director for Operations for use during the
SHAPE Post Exercise Discussion (PXD)

T D

§. sumiEcTa WATO Commonicatisng Eack1sds {u).

IRIRE N SO

i II. PURPOSE: To provide background information on AUTODIN
& sackiongs which occurred during WIKNTEX-CIMEX 83.

I71. MAJOR POINTS: '
%, During WINTEX- CIiEx_83,_Q§QEIE§§no.cqr:ediat_ pter—
gﬁacsfﬁgj [HES. between. high~speed. AUTODLN“anQ”;gy—sg_ed
AT2~§x§EEES-

[ﬁosi“ser jus. w as at CrougfatonL UK,

B. Backlogs occursed at all the AUTODIN switches, but the

e

- Peak backlogs were traffic for:

5 -~ Southwick, UK 721 messages
e 7 . —— Kolsass, NE 2069 messages
e ~- Northwood, UK : 1281 nirgonces

.=~ Maastricht, NE €24 messagars

’”-hhyv ubscri eIuTe[mlnal Equiament«(DSTE)
igtein AB. and delivgxedmmgsSagasLhymcounxer‘

im soTdtion” ;

D. USCINCEUR has proposed the following FBEEE.

(Tab A}):

- Preposition high-speed mobile terminal equipment at .
specified locations within theater.

- Additd Amonris 44 na . . 35 5 %tgm(bxo)

APPROVED BY DIRECTOR, C35

Prepared by:
ngency/Crisis Management Division, C38

ension 70007

17 March 1983 . DECLASSIFIED IN PULL
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166D CIRTUSAREY PEIDILBENS GERMAKYZ/ALRGE//
SIRIUSKAVILR LOKOOK IITED KINSDYY

33 RRMSIIIN KR GERMANYZ/CO: 0 .

L3NME SHAPL BEifIlm CINCLANT NORFGLE VK-

FIRS TRPRESSIONS REPOST: - mx:zsz 1 i[g:? ;a% G e
f m -CIMEY y
® "fwm"n NI ¥

. (b‘ n l.smnsz 10 lzr FOLLOMING CONENTS ns mnm.

OJ-w il 3TasEs
¥ AR SYAF‘ ISSUES PROPERLY. AKS TO 732

¢ S0t
I PR"‘!D'Jﬂ' 5J7 PRAZTICED DURING DAILY OPEARTIONS
NARY REAL
PROSLEXS TELY

RESOLVEL, OTHERS mummmswmuwmnulz
RODRESSED 1N AFTER A-TION REPORT, S"I.I. REQUIRE: ATTENTION, .
3. (U} SPECIFIC. INPRESSIONS ARRAKGED AS uzwmm N REF,
K37 INDICATIVE OF RELATIVE INPORTALZE. R

A. (V)" JOINY DEPLOYMENT-SYSTER.

(1) (U} TRACKING H1GH PR Bﬁm CARSO: arm P\M
EXECUTION. ASSIGMMENT OF NON-UNTT: CARGD PRIGRITIES YO NOVE BY AIR
16 TRFOL FLOW IS EXTREMELY DIFFICILT. - CARGO INCRENENT NUMBERS
(CIN)} REPRESENT KOTIONAL VICE ACTUAL CARGO: AMD. ARE USELESS 10
CIKC FOR WANAGING HIGH PRIORITY CARGO.  USE OF CARGO RUMBEN (CGD)
h‘ITl' DRTA ELEMETS SINILAR TO £R.WOULD SOLVE THIS PROBLEN.

(V) ComMMD t!ﬂ!i OPERATIONS, PROCEDURES, .
'.’OM'J!.‘ICA”IC'L AKD 0SB, 6. CIKS, ASENCY INTERFACE,

1) o LOGISTICS ASSISTARCE REQUESTS: I.DHSTICS
LSSISTAR:[ REQUESTS FROM NATIONS. ARE. msszn THROUGH - SHAPE
LOZISTICS COORDIKATION CELL TO KATIOMAL MODS, HQ USEUCO

l! Iiwtm ITEP IS SUWSS Il

ANC SERVICE COPONENTS.

FRCSTALTION FOF r-OJES'nﬁ KaTIon Al. CF!Pri..S l.Am
TOMANDEE"S EFFORTS YO PLAL FOR ENPLOYING AND: SUSTAINING MIS
FORCE. KECOMMERD LOGISTIC RSSISTANCE REQUEST meﬂﬂ Bt
PEVISED TO PROVIDE. TIMELY. RESPORSE.

(2) ¢y MAJ0R NATO COMMAKD PRIORITIES:. CONFLICTS
N r'm:t ALLOCATION ANOKS MAJOE. NATO COMMANDS. (SACLAKT,
SACEUR, -AND CINCCHAN) HAD 83 CLEAR STANDARD FOR NESOLUTIOR:
CONFLICTS. IN REPLACENENT. REQUESTS FOE U.S. SHIPS LOST IN
SACEUR*S MEDITERRANEAN OR SACLANT'S KORTH SEA WERE RESOLVED
ON UNTLATERAL BASIS 8 JCS WITH ¥O- INPUT FROM KATD,

(3) Q@EBCRITICAL TTEM MANAGEMENT: = EXISTING REPORTS
PROVIDE INADEQUATE INFORMATION: TO-UNSFIED COMMANDERS ON
COMPORENT CRITICAL ITEXS OK SERVICE EFFOATS TO CORRECT
SHORTFALLS. - SINCE CINC CONTROLS THEATER PRIORITIES FOR' BOTH.
WATERIEL AND LIFT, SUCH JKFORMATION IS VITAL. -

C. (U) EXECUTION MOMJTORING (REINFORCEMENT OF NATD
CHOP OF FORCES,” ROE,. US/NATD ALERT SYSTEMS, OPtaR

IMPLEMENTATION) . ‘
’ (1) AQMPALLOCATION OF RESOURCES: EACH NATO MSC:
(CINCS NOWTH, CEI‘I ARD: SOUTH) REQUESTED: REPLACENENTS FOR
OESTROYED SHIPS, AIRCAAFT, AND WEAPON SYSTEXS.EITHER
DIEECTLY T0 CINCEUR OR TO SACELR, SWAPE PASSED REQUIRENENTS
TO CINCEUR VITHOUT ESTABLISHING AWY PRICAITY.

DEMAND EXCEEDED AVAILASILITY.' COMSEQUENTLY, WHEN SHAPE DID
¥OT ESTASLISH: PRIORITIES FOR ALLOCATION OF RESOURCES,
ALLOCATION FELL DE FACTD TO H) USEUSON. (THIS IS SIKTLIAR TO
TTEX 3B(2) ABOVE).

KZTION 2348 . . 8LE

IKTC - LIIS(20 DIE100) JH1) KIDSIS) DOSCIV(Y) J2:MZCES)
4041 35(21 CI8(5) TOMORFEL) USCIREENTLON)
DASL082 1 UC(S1 SECDHF (81 USD(181 ASD:MRALI2

s VRskIRgI0n o
¢.'qu" [

2d (I S 0.'1;" 5

mr'luuwrmhwm U IS -
CHOP THOSE DEPLOYIIG. FORCES LISTED I THE ACE

3 1)
SPECIFIC JCS/NCK APPROVAL. TO CHOP, CURRENT [DIYION OF ACE
OKBAT CONTAINS OBSOLETE INFORMATION. AMD MAKY: FORTES'
INTERED FOR CHOF ARE KT LISTEE. JRASIEE O ms. foa0Es
T2 RATS W2S TIME, CONSIMING RS FEUSTAATES OUF Aiilff. 20

. WSt UFDM[ THE: ACE 0R3KT.

(3). ’GIAV‘S AEGISTRATION: GRAVES PESISTRATION

" PROGRMA VITHIK 0.5 NILTTARY. 1S IKSAPRSLE. O° FUKCTIOKING 1K

WARTIKE,  DURTKG ESERSISE. ALL SEAVICES WEHE UNABLE.TC
PROCESS THEIR DEAC,  TEKORAR® BURIRL ¥AS APPROVEC
DOEDIATELY, HOVEVER, ACTUAL MAKPOVEE- AID MATERIAL 70
PERFOM. Thid FURCTIOk s KONEXISTENG. ADDIVIONALLY,
PROCECSING (3 PERSOWT. EFFECTS WA KEVEF WDSRISSEL.

B (0 "IVL-K!:JTAI‘ ILTEIMES NG, Sk, WAS. 10c

SIJPPDﬁ" Tﬂ llfn'lOi

NOKCOMBATAKT EVACUATION CPERATIONS (KEO):
NEO me IN FRG VERE FULLY EXERCISED DOVE: 1O COMURETY
LEVEL. MANY NEW ASPECTS WERE. PLAYED, MOST OF WHICH VENT
VELL YHEK OMLY 1.8, ASSETS VERE . HOMEVER,
OUTBREAK OF WAR. REQUIAED MOVERENT THROUSH BELGIN AKD
NETHERLAKDS. AND 8Y CARRIERS OF OPPORTUKITY, TMERE VAS ¥O
PROVISION O PLAN FOR.THIS EVOLUTION. PLAKS MEED TOB[ .
EXPAKDED . TO" INCORPORATE FULL. CAPABILITIES OF MSC, MAT, WTNC,
AND ALLIED ASENCIES. - ADDITIONALLY, BILATERAL NEO: AGREEMENTS

WITH: APPROPRIATE HOST- NATIONS SKXILD- 8% DEVELOPED.

= A2} $Pﬂn AGUNTTION: RESTRICTIONS:. LS. SKIPS
ARRIVED AY EAR PORTS: CARRYING: AMMURTTION TONMAGES IN

EXCESS OF THAT: ALLOWED I POPULATED PORTS BY HOST NATIONS,
LINITATIONS PLACED ON CRONANCE OFFLOAD AT PORTS NEEDE TG 8F
BASED Ov WARTIME VICE PEACETIME REQUIREMENTS AND GUIDANCE
srmw BE SPECIFIED IN KET EXPLOSIVE WEIGHT (NEW) VICE BlLK

(3) . MBC EQUIPHENT: - SHORTFALL. EXISTS
ﬂilﬂ’l FOR &

THROUSHOUT
tumlm AXD FQUIPMENT. ADDITIONA. ASSETS
LS RII"'E.

Ksousiac (4 gy WINTNEIE EFFECEIVENESS: - ALTHOUSH NININIZE

o
¥AS. INPOSED BY SEVERAL US AND NATO COMCANDERS, TRAFFIC
VOLIME 1V EURDPEAN THEATER WAS NOT NOTICEABLY AFFECTED.
FOLLOV-UP AMALYSIS TO. EVALUATE EFFECTIVENESS OF
MININIIE EFFORTS AMD DETERMINE EVENTS WMICH MECESSITATE BT

DECLASSIFIED IN PART
Autharity; EO 13526 .
Chief, Racords & Declass Div, WHS

ome pEC 142011



WORKING PAPER
DESTROY. WHEN NO LONGER NEEDED 21 March 1983

" .Point Paﬁer for the Director for Operations for the WINTEX-CIMEX
83 PXD at SHAPE on 22 Maxch. 1983,

.eesage Rejéction‘iﬁto RATo-wlée Cohmunlcahg ns

II. PURPOSE: To discuss the extent and status of the message

reject g—obTem into the NWCS.

ITY. M3JOR POINTS ¢

Tt AT

Yoe é;rtuxthqt the tagon TeIécommunlcations Center

eyt

)'weré reJecEeﬁ'b the Evere Telegraoph Automafic”
uzpmeﬁf’TTX“~¥“§'1g;um . )

- Causes of WINTEX-CIMEX 83 PTC/TARE high reject rate,
normally about 10 percent, are unknown; can be caused
by improper formatting-or errors introduced by ecuip-
ments or circuits.

9& C‘an sgl_z.e@i:_egg;"ei_

J "‘-"z Fowmy i, Ry

Taz &) HEL

Tslacens "i~=~1""s Center,- plans
are mace avalilable.

~a Vo -.-c'—-.

B. Major -Points -other discussants may bring up:

- The high message  reject rate is caused by US operators-. .
not following ACP (Allied Communications Policy) (TAB B).

Counterargument -~ Some of the rejects result from this
non~compliance-with ACP.... However, the rigid reject- .
features of the TARE switch will also cause rejects frem
errors introduced by circuits and equipments. The PTC
doesn't get timely or adeguate feedback from TARE

switch personnel on.the number and causes of message
rejects. They have no means to determine the causes °

of rejects in WINTEX-CIMEX 83. Although PTC

personnel plan visit NATO Hgs at Evere, copies of

Page determined to be Unclassified
Reviewad Chief, RDD, WHS
AW EO 13526, Section 3.5

ome:  DEC 1 4 2012




WINTEX-CIMEX
to the- it

®.

C3S Evaluatio

Bxt 76224

EverE‘Telegraﬁh
- TAB B - USDELMC message
- . Evere;Telegraph

8

all "mjé,Ssacg.ésf~ as: received by the -,TARB switdf during i
Yshou;‘l.g:‘l;i_be‘:_‘ prqvided: for analysis prior

IRECTOR, C38

n Office

Is5usc Sss2HG)

1333142 Mar €3, "Real wor:s
Rejects™, UNCLASSIFIED.,
2817382 Mar 83, "Real World -Problem -
Rejects”, UNCLASSIFIED. .

Page determined to be Unclassified
Reviewed Chief, RDD, WHS
AW EO 13526, Section 3.5

vee:  DEC 1 4 2012



. . . e
LR - DEPARTMENT OF DEFENSE. ;
R o JCS MESSAGE csmsn S .
ROSTINE TV RUFHOAALZTS 0731818 mur /VE J0THLY CORSIDER n HORE ADVASTASEDUS THAT X~
R UISTT R 8Y - , FCTCS REPRESENTAYIVE VISIT MATO ms-:vae WHERE VE C™
PN USDELMC BRUSSELS BE - : ‘ " SIT DowN: TOGETHER AND GO OVER THE HARD COPY EXANPLES OF
<o T0. DA VASHXCI/DN-CIS-C. i . ‘ . THE .S, MESSAGES AMD SPECIFICALLY FOCUS OM WHAT CAUSED:
[ muuccmmvmwm-w mvmummoxsnmnmmnmum
OIf PCTES Vasoe o * FORMAT, REQUIRENENTS ANO. PROCEIVRES,” 'ON OCCASION IN THE /
. 10 SECSTATE VASKOC/ /127 .)cs ASHICI/C38I/ * PAST; VE HAVE PROVIOED' (UNOFFICIALLY) THE MARD.COPY OF U.S.
CCR USACE FT HUAGAYCA AL//CC-0PS/ EXERCISE TRAFFIC FOR PCTCS USE/ANALYSTS. THE RESILTS RAVE
2 €2 TTHSIGEON FT RITCHIE uo//cc-om BEEN LESS THAN. SATISFACTORY CUE TO VARIOUS: REASONS (E.G.,
R CUSAZCLYOY VASHDEZ/CC-LSOV/S  TEN/USKISSICN USKATO/POUCH TURIOVER OF 1S OPERATOR PERSONNEL AkD NINDMAL USE OF THE
' RS VASHIRGION/EVERE CIRCUIT, EXCEPT DUZIES MAIOR AT
I UNCLAS RUSSELS BE 01775 EXERCISES, WHERE VASIIIGTON VAS PARTICIPATLIG).
cm. ans L ‘ » S. USOELMC WILL BE PLEASED TO COORDINATE A MUTUALLY
¢ - - AGREEABLE DATE FOR A JOINT MEETING AND SUGGEST A ON-DAY-
T s OR PERAPS TWO-DAY MEETING WOULD BEADEQUATE. . REGUEST
- L., THAT- YOU. ASCERTAIN IF OXIE-ABOVE NENTIONED RECOMMENOATION
mrmr"‘s- e .nc zmm m 43 uhm) CAY BE 83REED.
2. oa 0315151 MAR 53 (MOTALY 6. THIS IS A JOINT USDELMC/USNISSICY USNATO MESSAGE, BT
1. REF A, IXTER ALIA, IGENTIFIED A HEML YORLD COMMICA-
* TICKS PROSLEN AND PROVIDED DNFORRATION ABOKT U.S, RE=
* CEIVED MESSASE TRAFFIC AND. REJECTS AT THE EVERE.LOCATION .
FOR THE FIRST FCUR DAYS OF EXERCISE YIATEI-CDER R3"REF L
B, INTER ALIA, ACKNCMLEDGED RECEIPT OF REF A AWD AVISED Page delemmined to be Unclassified
3. - THAT ADOITIOKAL MEASURES RAD BEEN TAKEN TO IMSURE THAT ¢ Reviewed Chief, RDD, WHS
; U.S. NESSASES COMPLY VITH. THE NATO-VIDE COBUNICATIONS IAW EO 13526, Sectian 3.5
o SISTER(WNCS) FORUL. S Date: - DEC 1 4 2012
: 2. ACOITIONAL INFORMATION COMCERNING U.S. MESSAGE: TRAFFIC '
ENTERING THE KWCS. IS FURNISHED BELOW FOR THE REXAINDEA OF
EXERCISE WINTEL-CINEX 83: :
.= N33S RECD: N0, OF REJECTS: DATE: . i
. BB
- W 15 108 83
- k1] , ] 2K 83 !
- w0 12 3w s
R T g
. ] u 5 83
- 0B ) 2. 6 132 83
-8 S | 7 MR 83
. I 4] 8 AR 83
- u 1 9 KAR 83
(1) NOTE: DUE TO KALFUNCTICN OF YHE TARE EQUIPENT THE MM~
5 - . BER CF WMCS RECEIVED MESSAGES WAS MOT CAFTURED BUT, OATA .
FOR REJECTED NESUAGES IS KNCW. T U.S. ESSAGE REJECTS
TOTALED 28 FCR THIS DAY,
3. THE ABOVE DATA REVEALS: ' .
= A, THAT THE 0.8, MESSME REJECT QATE FOR THE FIRSH .
FOUR EXERCISE DAYS, USING THE NYCS, VAS 52 PERCEMT. . :
- B. EXCLUDING 28 FEB 83 (DUE TO JKCOMPLETE DATA) THE - -
U.S. MESSAGE AEJECT RATE FOR THE REMAINING NINE DAYS VAS
43 FERCENT, ;
- C. THE TOTAL MMBER OF MWES MESSAGES RECEIVED.OVER THE
VASHINGTON CIRCUIT ¥AS S22,
- D, THE TOTAL MDIBER OF MESSAGES REJECTED WAS m.
EQUITING TO AN OYERALL U.S. NESSAGE REJECT RATE (EXCLUOING
28 FEB) GF 48 PENCDNT.
4, DURING EXERCISE VINTEX-CDEX 83 LIAISON YAS MAINTAINED
CAILY BETWEEN USDELNC AKD THE CHIEF OF THE NATO SITUATION
CENTRE, YHO MANAGES THE OPERATION OF THE NATO COMUNICA-
TICS CENTE®. AFTER KECEIVING REFERENCE B, VE REVIEVED
ASC DISCUSSED THE PECOMMENDATION CONTAINED IN PARASAARH 3
: 13
iagte ] : 0.8.0

D C3TS(8) DIS:(2) NIDSC1) J3:KNCCL1) CISISH

MONSRAINTA/AIR2Y - TRDaRINTA/ 12907 TAN=aANT2/ 14787 CDSN=MAJS5S




—m

e ( WiINLLMAUIIE Ed( _
DEPARTMENT OF  DEFENSE ) - : -
JC§ 1AZS5AGE csurs : - -
JETIE - - ) N RUFISIAALIS0 cmm e B, m==m mt VESSASE AND SETMTRGRHICES IT IN T\E
82 2 R : srsm. THIS RFPLIES OV 10 rmues TRAFFIC.
¥ USDELMC BRUSSELS 22 .
19 DA VASKOC//DRG-CIS-CO/ FRISEITY 5. " THE CAITICRUITY OF ADARING 10 THE ACCURRTE-USE Of o
0IC USAZC. PIC NASHSC PRIOITY 12, RATO Su7P-3 FOINKE: CABROY SE CHPHASIZED ExGt. 0
0T USALC (PS CGND NASHX PRIRITY mxurm TIFELY KESSAGE FLOV GF TRAFFIC FROM THE VASHING~
1150 CORTTESIEEH FT RITCHIE A /LC-0P2/ TO¥ ARER, IT- 15 URGENTLY REQUESTED THST. YOU TAKE Tik BECES-
RUYSHFC/CER USREC FT EALINCA FT HUCR SABY. CORRECTIE ACTICY 10 SEIACE THE KrSER OF BEJECTEH .
A21/CC-0872. S NASHICL/C38:4 MESSAGES (.., INCREASE OFERATCR AVARESTSS ALD CORPITTINE {
SECOEF NASHSC/CILY) SECSTATE wASHt TRAINIEG X Tl CRITICAL ZIQIJREMENTS A%3 AIGID REXCT FEA- .
TER/USHISSISY us':m Lle ] TURES OF THE TARZ SWITON; R%D, SUPEAYISE OPERATOR PERSCREL o

USCLAS BRUSSELS B2 01330
miE: 1848
[92‘-‘5@:&;"’1& P=fzu.n~ms TrLsSunn REJECTS,

REFERTNCE: FONETCH STTVEEN NAY JGHNSOX (GJLS, €IS RESPONSE
. ggllz.‘lglig EXCR VISTENJCIMEX 23) A3 COL TAYLOR, USDELMI,

1. DURING REF CCAVERSATION A REAL LORLO COMXUNICATICMS
PROBLER WAS MIGHLIGHTED: KAMELY, THE HIGH REJECT RATE OF
U.S. JEAFFIC ENTERING THE RATG-WIOE COMMUNICATIONS. SYSTEM
(CS) BETWGRXK PR THE WASHIASTCN DC. TERMINAL LOCATED IN
THE FONTASOX TELECOMMINICATIC® CENTER, -

2. THE USDEL WAS ADVISED BY TME OIC, KATO COMUMICATIONS
CENTER, OF SCMZ-OF THE STATISTICS FOR THE EVERE TELEGRAPH. -
MTOHATIC RZURY: EQUIPHENT (TASE) RELATISS TO THE U.S. RE- .
CEIVED KT8 ROCO2D MESSASE TRAFFIC (DURING EXER WiMTEX/
CINEX £3). THIS IN7O 1S S5GWY BELOV:

= ¥3ES RECO: KO. OF BEJECTS: SELECTED DATES:
- 53 u 24 Fe8 83
. 45 3] 25 FE8 83-
- ] % 25 e 81
. R . zz REY

LS RINIOY 5;.7{5 Ai! EXTREMELY HIGH MIO! causis 1.,
2161 S5€ TRRFFIC KOT PEBEAT 50T BEINS RECEIVED 14
§ TLAELY PRCHZ 033 IKPACTS AVEREELY CS THE EXERCISE TELE-
(OMEMICATICNS SUFFORT AT NATO 1S,
3. THC ABOVE MESSAGES WERE SEJLCTED BECAUSE U.S. OPERATCRS
ARE BT FOLLOYIG THE ACP (ALLIED CODMMICATICNS PSOCEDURE)
121, KATO SU7P-3 AS' SUPPLEMENTED BY CCLCEN-143-31 (GPERA:
1103 PEOCESURES FOR THE MESSAGE SVITCNISG CAPASILITY OF THE
RATO-VIDE COCRICATICSS SYSTLN (KC)) EDITION 1Y USE I¥ Tt
VS, THESE PARTICULAR PROCEDURES HAVE BEER DISSEMINATED
TO THE INCS TERAIEALS. .

4. - THE EVEZE TAZE USES A REAL TDKE wORRIG COMPUTEN 1R
CR0ER TO PRSTESS THE INCCMING TRAFPIC. THE TARE AKALYZES
EAZH 1SCOMIES pESSAGE IR A VESY STRICT BUT LOSICAL MaNNER,
VATCRISS CLOSELY AT EACH DISCREPANCY BZTVZEM. THE MRITTEN
P-ST!!FT:D!ZS 1N 175 PROGRAN XD THE RECEIVED SIGNALS tlTnEl
IN THE HEADING 02 1N THE TEXT, IF DURINS THE PRCCESS, THE

TARE DETECTS DISCRZPARCIES, IT WILL REJECT THE HESSXGE 439
STO2E IT 19 A SEPARATE pm OF ITS MEvRY VITHOUT- AY FUR~
THER LOOX A7 Tet BRECECERCE. I8 JTS TURW THE REJECT WILL
8€ EXTRACTED QUT OF THAT MIMXRY A®D WILL 3% PRINTED QUT 0%
& TELETYPL MACHIME AT THD SUMAVISOR POSITION. - AT THIS
TIME THE TA2Z SUFERVISOR TAKES ONG OF THE IWO FOLLOWING AC-
TICNS:

< A, Infeoms THE GRIGINSTING TER®INSL A30UT THE REJEC-
TICH &80 RECUESTS THAT lEF"l'inLS CORRECT AN RETRANSHIT THE
MESS4EL,

H

Plasia] L I ¢ % X 1]
N0 €1I574) DIS:(2) J365) KISt 020ITUD)
25-vazieyy 2208y 33020 Q10 8) TES-Ixeh) SECTEF(T)

BY PACING ADITIONAL ENAHASIS OO, QUALITY COtTROL T0 EuStRE. |
THAT PROCEDURAL AXD FORMRT ERRORS ARE HIMHI:.LD).

8. REQUEST ADVISE,

1. LS 1s Jonsy USDEDICIHSHISSIG KATQ NESSAGE. BT

DEC 1 4 2012
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THE JOINT CHIEFS OF STAFF
WASHINGTON, D.C. 20300 = D!t. DE€ 1 4 2"]2

5 April 1983

THE JOINT STAFF:

MEMORANDUM FOR c3s EVALUATION OEFICE :

Attention: _ s SQsc_gsgz@cc)

Subject. WINTEX 83 :

1. Reference notes on: - WINTEX 83 Seniorx Level First Impressions
Conference, 22 March 1983.

2, The following is submitted to assist in the drafting of a response
to reference. L

-3, ,,uki" 0 ifﬁ ry 'Tixaered By £ “”"”"a' £62" gata 'a‘u' Tty
€ pences § %ﬁha& titar yl't"orce s@' ETue ___g% re,. JOGEE Ine, ‘ands =7

t;de 153 y historical and geographic dissimilarities; an pof"t"!cal

tal’m’!"‘t‘economi':: conditions which strongly affect military matters in

the areas of ingezgatégg;l cooperation and de vendence, (M .reo%?:‘,.

4 ; =g iifice pact: on

. V. ﬁ ‘i'lﬁus memf:’a":’ggi haﬁ% g’ a reem‘gnt-—iew—v

r consensus ; NATO organizat ons and commit “only-recommerd,

siiade; and coordinate. , ; ;

4. Interoperability with NATO can be further hampered by incompati-
&)J.i,tj.ee,_with us. inter erabilit .standards and rocedures. m
e a‘d ress n TO Interope E £ »

of « ;
ouLagey. stangardsTin squipmentrand:provedurasyrintegrarich”
actics WHere i pg‘:sib’re‘-‘and“ﬁarahcea‘“an‘a"“ampaﬁ'i 1le
force structures, These objectives, extended to NATO command
and control, seek common design and procurement of systems,
standards for intersystem operations and procedures, and.comple-
mentary national capabilities. ‘

TATWAT S o Sy e Wby e ‘—”E." Tt v

b. {Command- and. control Eooperation. :
. The Conference on NATQ Armaments Development, the g.ighest_,NATo
rned.. :

oni.tor and advisor of cooperative development ‘18 conce

h: compati] and Tnteroperable. Gomiand dnd contiol Bystems.
Although cooperative NATO procureiment need not necessarily
mean common equipment, which may be undesirable due to national
differences in equipment replacement schedules and other factors,
1t§é§_h resu"’t

W3 in; ceduced or shafed acquivteion costd; reduced
me logistfcs, maintenance, and™ Erainfng problems, and

war
compliance.. w:.th_.interface .Standards.. }ia O] LOCHrements
‘Planned. rdimemLNg __*,,.,‘e.g‘p NAEW&EWCAMBS ACE A CE_ACCIS,




and” the “émerging ALf Command and Control System (ACCS). initia-
t1va;"" demonstrate "this tt¥end; and fécus on solving the
Préssing problems of NATO-national command and control
compatibility and interoperability.

C. Non-NATO multi-national oganizations concerned with
communications and information exchange also contribute to
NATO interoperability or to a conducive European
infrastructure. The European Common Market has adopted the
opal Consultative Committed on Telegraphy "and -

" recommended X.23 protocol for packet -
[caEIons, and 18 recommending adoption by its-
X menber ) ons of Ada as a common ADP applicationa™™
l%%ggua guages “?“Hiﬁ?ﬁaent Buropean Pilanning Group, which is
~the association of the European nations within NATO, has many
military panels which pursue cooperation and standards, and- .
the joint design and production of families of systems., An
example of a specially convened ad hoc effort was the -
Multifunctional Information Distribution Systems study group,
consisting of military and. industry representatives whose
examination of electronic countermeasures (ECM) resistant
.tactical communications (including maritime and IFF) should
lead to a much needed NATO STANAG...

cevsUD & |
Ss Sos ) Colonel, USA’
Chief, Interoperability

Division

Page astermined to be Unclassified
- Reviewed Chief, RDD, WHS '
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DEPLOYMENT OF FORCES

¢ EXECUTION MONITORING
°® CHOP OF FORCES
° RULES OF ENGAGE‘MENT {ROE)
° ALERT SYSTEMS
o OPLAMN IMIPLEMENTATION

© SELECTIVE RELEASE OF NUCLEAR WEAPONS
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¢ INCREASED MILITARY PREPAREDNESS — 1952
ADERSHIP CHANGE — JUN ‘3982
© LARGE-SCALE EXERCISES — JAN 1883

&
-
T
3;-,

O HARASSMENT OF BLUE MERCHANT SHHPS — JAN 1883
© PLGC MOBILIZED — JAN 1983
SWA CRISIS — FEB 19283
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U iNE;f “/85)‘"‘ \ PRE-STARTEX SCENARIO
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o U.s. INDUSTRIAL BASE EXPANDED — jan 82
iL MILITARY. VIGILANCE — 31 JAN 83

© BPC — REINFORCE EUROPE — 1 FEB 83

@ U.S. NATIONAL EMERGENCY — 3 FEB 83 |

¢ U.5. FULL MOBILIZATION — 5 FEB 83

© U.S. REINFORCEMENT CF EUROPE — 5 Fep g3

. %w =
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¢ AWACS AuG GMENTATION R REQUESTS
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& 4

NORAD BEQ UESTS EXECUTION OF OPLANS FOR AIR DEFENSE GF ' '
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H AMERICA

PACOM REQUESTS RETENTION OF AMPRHIBS | |
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¢ CAMADIAN CONbULaATEONS — NORAD DEFCON 3
O AWacs ALLOCATION RL}’-\F’H‘B:‘Q&:D

¢ PACOL CARRIER BATTLE GR P DEPLOYED TO ATLANTIC
© EXECUTION — oPLAN FoR A " DEFENSE OF NORTH AMERICA
O HAVY SUPPORTS pPaCcoM ANIPHIB RETENTION
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© NATO SIMPLE ALERT
© PACGHM AMPHIB RETENTION

O NORAD HEGUESTS AUGMENTATION FOR AIR DEFENSE OF NOFHH
AMELICA ' :

© PACON REQUESTS NEAR TERM PRE. POS!T!ONFD FORCE MOVE

USDELMC REQUESYTS ROE 511 FOR MAR!T?ME EXCLUSION AREA
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