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Dear Mr. Secretary General:

(I:) At di‘..lmo!.n:_i. it h:.:tins l.g: Jm, leaders of member
countries participat nt ntegra military structure of

HATO agreed in their separate document on defense to lore ways

to take full advantage, both technically and .conui.c:ﬂ , of
emerging technologies, especially to i conventi defense.

A similar statement of intent was included in the Summit Declaration,
agreed by all Heads of State and Government participating in the
Summit meeting.

' .? In support of this sentiment, I offered at the May DPC
Ministerial to provide a paper on new technology that would
provide s basis for collective consideration.

) I am now pleased to be able to provide you the sttached
Executive Summary. The paper itself, which is etantially more
detailed, will be provided at the DPC Ministerial.

The paper recognizes the need to improve all elements of
the NATO triad to strengthen deterrence across the spectrum of
risks to the Alliance in rt of NATO's established strategy.
It emphasizes, as did the Summit leaders, the importance of
I.Iproﬂ.n! conventional defense capabilities in order to emhance
the credibility of the flexible response and forward defense
strategy. can enhance deterrence of ession and intimi-
dation demonstrably improving its conventional force capabilities
to counter a Warsaw Pact attack.

(" The paper is not a comprehensive document. It‘focuses
on how emerging technologies can improve defense primarily in the
Allied Command Europe Central Region. Subsequent work in NATO
must include examining those distinctive requirements for other
::glouo and nission areas that have not been explored fully

..

(‘f I1f NATO can successfully hold in the ACE Central Region
against first echelon forces and destroy the effectiveness of
operational maneuver groups, follow-on forces, and Warsaw Pact air
operations, the Warsaw Pact will be further deterred from launching
an attack in that region. With rugoct. to these missions, the
concepts explored here combine intelligence/target acquisition/ -
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command and control technology with weapons douvo:'-g systems .
for land and air operations. HMNATO forces must be able to see in
depth into the area of operations of attacking Warsaw Pact forces
and attack quickly, accurately and in depth.

@ The c:lp-r distinguishes between -nr!:l. technology
associated with systems that are now being fie (or can be
fielded well before 1990) in quantity and even more sophisticated
technalogy that is more distant and which there are greater
uncertainties with respect to feasibility and cost.

@) In support of the Summit mandate, I believe we must act
in concert and with all deliberate speed to ensure early realisation
of balanced and coherent defense programs that fully exploit
emerging technologies. We must act within the NATO Defense
" Planning System to give due emphasis to the use of emerging
techmology to improve fulfillment of the agreed BATO Force Goals,
to achieve greater effectiveness in the application of national
Tesources to defense, and to improve the resdinese and accelerate
the modernization of stand forces. 1 offer this paper vwith
the objective of initliating Defense Planning System action
that msay see results in equipment fielded later in the 1980s.
Efforts over the next two years will be critical for meeting
this objective. "

(U) As a first step, I propose that the Secretary General

grovtdc the r to Permanent Representatives and recommend it

e given to ty Secretary General da Rin, as Chairman of the
Executive Work Gr (EWG), for urgent action. In addition
to our semi-annual ministerial review, I propose that represent-
atives from capitals meet with the Executive Working Group to -
'tﬂi.:' progress at appropriate intervals between ministerial
sessions.

(U) I urge your nuﬂ:ﬂ: in dculoﬂ.ug a coordinated,
coherent, grammatic p of action that will give substance

to the desires expressed by Heads of State and Government last
June. I look forward to reviewing progress on this initiative
at the spring DPC Ministerial. At that time, I expect to fmido
some further reflections on those mission areas (e.g., maritime)
and regions (e.g., mountain and cold weather) that have not been
-adequately covered here.

(U) I am furnishing copies to all our NATO colleagues.
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I.” Introduction :
Summnit leaders agreed last June that KATO should explore ways

to take full advantage both technically and economically of emerging

This paper, taking account of other efforts in NATO, suggests
NATO exploitation of selected technologies for conventional d
and air forces to improve deterrence and defense in Allied Command
Europe, with principal application to the Central Regiom. It
emphasizes weapons systems that could be fielded in quantity with-
in this decade. Other regions and mission areas should be addressed

subsequently.

However valuable the contribution of emerging technologies,
they must not be perceived as substitutes for rrsonnel, equipment,
and the readiness and sustainability required for improved
defense. BNor should such improvements be viewed as a substitute for
nuclear forces, which retain a fundamental role in NATO strategy.
Effective implementation of NATO's Force Goals and resource guidance
accordingly continues to be a matter of undiminished priority.

Effectively exploiting emerging technologies will likel
require some incremental spending above current efforts, al
resulting force improvements may permit savings in other programmatic
areas, and several countries (in addition to the United States) are
developing and plan to produce improved weapons.

1I1.

AL t

A.FTODADLE & L 5

A probable Soviet/Warsaw Pact concept for conventional land
and air operations in & conflict against ACE Central Region centers
on combined arms operations carried out by ground, air and missile
forces. Ground units would deploy in echelons and loy operational
maneuver groups (OMGs) early on in the battle for exploitation
missions. Air operations would be used to degrade NATO's tactical
air and nuclear capabilities and establish air supremacy. Key to
the concept are (a) deep operations by fronts, rapidly penetratin
and fragmenting NATO defenses and striking at deep targets; (b) air
operations to neutralize NATO air and nuclear assets; and (¢) air
defense operations to prevent HATO tactical air power from massing

firepower against Warsaw Pact forces.
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I1lI. . Nature of g m:uogug At the End of the Decade

A battlefield would likely cover the full extent of ground and
air space where forces were deployed, and active agement would
I'::“Llouiblo on a near full-time and all-weather basis. Combat

be marked by intensity and fluidity of action.

Many basic weapons at the end of this decade will be much the
seme &8 those now deployed, but near real-time target selection and
close r:‘gm;atlon between target devices and we will be -
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required.
m-r e firepover tailored to the varicus target classes will
is, -as will greater mobility and concealment of forces.

Control of the air will be critical, as will secure, jam-resistant,
survivable, and mobile command/control/communications.

NATO can enhance deterrence by demonstrably improving its cap-
&u to counter Warsaw Pact attacks against it. The challenges
are to: .

- hold against initial attacks
= disrupt follow-on.force attacks
- generate numerous, effective tactical air sorties

= reduce the effectiveness of Warsaw Pact tactical air and
nissile forces

= see in depth, communicate with, and command and control forces
in near real-time.

It will be important to exploit wvulnerabilities of Warsaw Pact
forces, including equipment and command and control. NATO d radacion
of the Warsavw Pact's command and control could disrupt their highly
coordinated plans, restricting reinforcement in the forward areas
and backlogging units in the rear where they would be susceptible
to interdiction and long-range fire. :

NATO forces must be able to see in depth into the area of
opsrations of attacking Warsaw Pact forces, and attack quickly,
accurately, and in depth. The ability to utilize information
rapidly will be critical. -

A two=-fold revolution is occuttn! in t-chnolo!y for seeing and
hitting targets. There is now emerging a virtually real-time, in-
depth out to 100kms or more, surveillance/reconnaissance caglbtlity
available to field commanders and a weapons capability to hit fixed
Or area targets with high effectiveness. Both are necessary -- but
not sufficient -~ conditions for improved defense. The nissing link,
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- by a factor of as much as 30-50 but involve greater uncerta
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for full exploitation, will be command capabilities -- fully tested
== to obtain and process real-time ‘reconnaissance, act on it in a
timely fashion, and direct forces against lucrative targets.

The is here will be on systems now being fielded or which
can be fielded in quantity well before 1990, as dist shed from
more distant technologies that involve greater uncertainties of
Mm}tz and’.e:lt.) New, :n.uldod,’:ru lu:ttml (and other

sed nunitions) can, in general, provi roved cap-
ilities sooner and at less cost than more advanced terminally

t_ull.u.u‘ guided munitions. .By way of illustration, there are
t

emerg ies for munitions that might ove the effec-
l:iﬂn::: of Pl.ﬂ:l?ﬁﬂll! missions by as mh% a%tor of 3-5

times current capabilities (on a per-sortie or per-round basis)
improved area coverage, red to more sophisticated
“smart" or precision technologies that may offer further I.Irrw-cnu

nties
in.texms of technical feasibility, cost, and time to field. However,

- with respect to certain critical fixed targets, emerging terminal

dance technologies may offer the gtospoct of all-weather, direct
ts and the effective destruction of even hardened installations
in the relatively near term and within managesble costs.

Munitions can have tailored effects, e.g., anti.-a::-nor, anti-

' personnel, anti-mobile systems, anti-surface-to-air missile (SAM)/

radar, and anti-runway; others can be utilized in efficient
-attacks against hard, fixed targets, such as bridges and tunnels.
Delivery systems include tube arti.l.icry. ground-launched ballistic
and cruise missiles, air-launched missiles and glide bodies, and
aircrafc us low-ievel flyover drops. Dromes or remotely
piloted vehicles offer great potential as sensors and jammers.

A. Defense Against the First Echelon and OMG

Anti-armor systems, lon;-r::so artillery, and air-delivered
munitions capable of targeting defeating enemy forces can

significantly improve capabilities in .areas suitable to maneuver

.warfare. While ground and air delivered, direct attack, precision

uided munitions offer considerable promise, especially for fixed
targon. area coverage submunitions, such as extended range anti-
armor mines and cluster munitions, can provide increased capability
sooner and at less cost. These submunitions can help defeat a
combined arms attack stripping away lighter duty combat and
vehicles, artillery, and air defense forces from attacking

. rovement of direct fire anti-armor systems can have high
payoff against the remainder. Here, improved t -of-flight anti-
armor missiles can have an important payoff.
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BATO must be capable of conducting combat operations against
Warsav Pact forces, day or night, in all weather conditions.

- Emerg infra-red and electro-optics technologies can provide

muw capabilities for sensors and direct fire
#

. m

ting systems and complement the development of various
ucm o-i.:u::'mh &a miq::rgu indicator radars and counter-
battery radars.

Air-to-air and ground-based air defense systems are critical
in defending MATO forces and preventing Warsaw Pact air superiority

maneuver
§roups attempt to penetrate. Air defense must be able to defend
nst bomber and fighter-bomber aircraft, attack helficopters, end
air assault forces.

B. Interdiction of Warsaw Pact Follow-on Forces

Attack of en follow-on combat formations would be rtant
.for the forvard defense forces. The purpose would be to delay,
disrupt, and destroy follow-on elements and thus create opportunities
for decisive action by MATO forces engaged against the Warsaw Pact
‘first echelon forces. The destruction of Warsaw Pact follow-on
forces could reduce the force ratios that develop at the forward
line to more un:tubh proportions. Delaying the arrival of enemy
forces could provide the allies with the time to achieve buildup
of full strength through the arrival of reinforcements. Altering
the ghmod balance of force components (armor, troops, artillery,
etc.) may make the relatively rigid Warsaw Pact command and control
systen unable to use unbalanced units effectively.

Interdiction of follow-on forces would include attacks against
lines of communication and other logistic -upgcm: and Warsaw Pact
combat units, especially those that could be rought to bear on the
battlefield within a few days. The purpose would be to disrupt and
degrade the follow-on forces to the point where the combined arms
capability of reinforcing units is greatly weakened. Targets would
be situated primarily within 300kms of the forward line, with
greater emphasis initially on those within 100kms or so.

t sition: Attacks qga:l.nu fixed targets to disrupt
lines o cation, etc., can be g_roplmd and do not require
real-time target acquisition. The allies would rely on multiple
sources to acquire follow-on forces' interdiction targets and data
int tion systems to process the information. Advanced sensors
mﬂt:. deployed on airborne platforms. NATO tactical air forces
could have the ugabi.ul:y o acquire moving ets directly with
advanced radar. Real-time digitized direct readout of the surveil-
lance area within 100kms is technically available for tactical
systems. Although advanced sensor technol y does represent an
important improvement over existing capability, problem areas
are likely to remain, e.g., target discrimindtion, jamming,
vulnerability to attack, and costs. Work remains to attain the
mlﬂ:’ for automated data handling in near real-time and to

e survivability of the communication system connecting the
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-varim nodeé. Procedures for handling, prioritizing, and assigning
:::;o:n have yet to be clearly expressed in NATO operational
trine.

very: Examinacion is needed of the synergistic
effects of us ended range surface-to-surface missile systems

" salong with air- ed weapons systems that can be provided near

real-time target data from semsors. In the near term, direct-delivery
tems and standoff missile systems could be employed against
targets or with wide-area-coverage submunitions; at a later

with infra-red scanning ces that provide high capability against
both tracked and wheeled vehicles. Tactical aircraft can :Lo
deliver advanced anti-armor sunitions. In the near term, unguided

.submunitions could be used to provide increased lethality against

tanks and other armored vehicles. Other technologically promising
municions, such as missiles with lock-on-after-launch capability
that allows aircraft to attack multiple targets even if the targets
are not in line of sight of the attacking aircraft at the time of
launch, may be feasible later in the decade.

Issuas that need to be addressed include technological feasibility,
cost, ee of sensor-weapon integration, and survivabilicy of
sensor platforms, aircraft, and the communication networks. Many
of these items are at hand or nearly so, and exploiting that near
term potential without undue delay is most important.

C. Improving NATO Counter-Air Capability

One of the basic Alliance air wvarfare missions is to counter
Soviet air operations in the shortest possible time. Counter-air
combat requires full integration of active and passive neasures
including air-to-air, ground-to-air, air base, and missile destruc-
tion capabilities. The effectiveness of the NMATO counter-air
posture will be, among other things, a function of the type air-
craft, the sssociated radar, fire control systems, and aircraft
armament, the number of aircraft dedicated to the basic mission,
and the number of sorties that can be generated, as well as the
ground-to-air, communications, identification, electronic warfare
and data processing systems employed. ;

Improved defense of NATO air bases and roved short range air
defense command and control Identification-Friend-ox-Foe (IFF) will
be t. Promising concepts such as fire-and-forget SAMs and
net radar, command and control (C2), and SAM sites could supplement
existing ground based systems. Examination should continue of use
of airborne early warning/Airborne Warning and Control System ,
(AWACS) aircraft as a C2 back-up capability for RATO SAM systems.

The air-to-air liillon would be significantly improved by an
advanced medium range missile, IFF, jam resistant data link and
voice comsunication, advanced airborme radars, and an advanced
jamaer. .
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In view of the threat and because NATO air defenses alone would
not exact a high enough cost rapidly enough against Warsaw Pact air
operations, the role of aggressive counter-air. rations againsc
Narsaw Pact air forces, including timely and effective attacks against
Wareaw Pact airfields, should be explored.

o

"

Bynergistic effects of using ground-launched missiles and NATO
tactical aircraft with munitions to suppress area and point defenses,
crater runways, inhibic repair, and destroy other high value targets
&t Warsaw Pact air bases need to be vigorously evaluate

R o o i

ept . oI operations by the

In the longer term, anti-tactical misasile capabilities may be
an essential element in gaining effective defense against the Warsaw
Pact counter-air threat to NATO. .

I YR

D. Improving Other D_Command/Control/Comsunication/Intelligence
: \L31) and Disrupting Warsaw Pact C:

L8 1. Isproving NATO C31

: As the complexities of command and control in reaction

to msodernization of control arrangements within Allied Command
Europe and the growing Warsaw Puct thrwat, am enlarged &nd redefined
command and control system should include the latest state-of-the=
lrt.tnhnol.og{. The resultant C3I system should be reliable
(including being logistically supportable), survivable and inter-
operable. Appropriate emerg technologies which will contribute
Co these characteristics include digital transmission and switching
systems, modern secure voice systems, extremely hlgh frequency
satellite communications systems, and adaptive high frequency
communications, including spread spectrum and frequency agile
systems. Addicionally, new techno in microcomputer automated
mu' support and distributed processing techniques will
bute to roved command and control. In many cases commercial
or civil capabilities, such as European Post Telephone and Telegraph
J (PIT) systems, should be loited and ported as an adjunct to
military gystems. PTTs could be used to rove the redundancy
in Alliance longiﬁul. communications systems, thus enhancing communi-
va ty

\,

._-_'_s.‘.‘;‘ Bl A !' '_:‘.ﬂ°'mmfr‘,.' ,-_._- 1

cations survi in a wartime ronment.

2, Counter C3

NATO must simultaneously consider w_a? to disrupt the Warsaw
Pact's ability to control its extensive force structure. NATO

[ extract the maximum advantage from technical superiority in
order to offset our numerical inferiority. Electronic resources
intelligently ayﬁ:ad on the ‘s troop control can temporarily

render his fighting forces less effective at a lower level of
conflict than the commensurate direct attack on the forces themselves.
Counter C3 activities should concentrate on the agreements, concepts
tactics, and equipment required “ﬁii“’ to target and attack criticai

eneny command and control nodes. h of. ‘%ﬁcﬁ%ﬂﬂﬁb‘ﬂ mﬂpona
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technology is in hand, but the communications and automated data

process ozui ent required to employ effectively existing weapone
mmt’.:git c_a?mny C3 1is lacking. ; e

V. Zurcher Steps
While this paper has described the nature of the changes that

- ‘the exploitation of emerging technologies could make in improving
. the deterrent capabilities of RATO's lnndtng.goreu in the ACE
At Central Region, much remains to be accomplished. In a ices,

-t

cen maven cvmatess .

o -appropriate
to improved capabilities; we know that other member nations have
similar items in many areas. Cooperative efforts in these areas
could be considered on a case-by-case basis, giving due consider-
ation to protection of militarily relevant techno o Given the
scarcity of research and development funds and the ited resources
available for providing for the common defense, we need to avoid
unnecessary duplication and cooperate in the development, testing,
and tion of these new munitions, systems, and components.
Wep need to investigate means for technological modernization
of forces defending NATO's Flanks and maritime regions.
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