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¢ (U) Describes DoD security policy, objectives, and concepts, and prescribes minimum security
criteria for protecting nuclear weapons on alert, in storage, in maintenance facilities, in-transit,
and in regeneration situations.

¢ (U) Implements the Nuclear Security Threat Capabilities Assessment (NSTCA), including
subsequent updates or replacement threat capabilities assessments (TCAs) as endorsed by the
fi Secretary of De for Nuclear, Chemical, and Biological Defense Programs
(ASD(NCB)); provides security planning guidance; and describe security requirements for
s¢  ed weapon configurations.

e (U) This volume assigns responsibilities and prescribes procedures for the implementation of the
DoD Nuclear Weapon Security Program.
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13. (U) CL NG I' "0 "MATION.
a. (U) Warning Statements.

(1) (U) This volume is releasable to the North Atlantic Treaty Organization (NATO) as
NAFO-SEEREF— Disclosure of this volume outside NATO to foreign governments,
international organizations, or their official representatives must follow the policy in accordance
with DoDD 5230.11.

(2) (U) Certain naragranhe in this volume are classified SECREFHFREE FO 6
N TPand € T HBE. .. . . S8 NAFOr and are so marked to protect the
information in accordance with the Joint DoD and Department of Energy (DOE) Classification
Policy Guide and the original classification authority of the Deputy Assistant Secretary of
Defense for Nuclear Matters (DASD(NM)).

(3) (U) The remaining paracranhs of this volume contain UNCLASSIFIED information,

- of which is protected as< . _.._.xssified-Comtroted-Nuecioarinformation@@@NFrin
accordance with DoDI 5210. 83.

(@ (U) The  mtop this information as €N based on the
determination that the unauthorized dissemination of such information could reasonably be
sected to have an adverse effect on the health and safety of the public and the security of DoD
nuclear weapons, components, and facilities.

(b) (U) Accordingly, users of this volume are prohibited from the unauthorized
dissemination of €N¥ contained herein regarding U.S. nuclear weapons security policy.

(c¢) (U) Guidance concerning the authorized release of P€MNInformation is found in
DoDD 5230.11 and DoDD 5230.20.

b. (U) D riptive Wo .. The language used in this volume includes:

(1) (U) Mandatory guidance that is directive in nature (i.e., use of the words “will” or
“n ind provides standards, measures, or actions that are required, and subject to inspection.
At lity to meet the requirement in this manual necessitates a request for a deviation as
provided for in Section 6 of Volume 2 of this manual.

(2) (U) Recommendations in this volume that, although not mandatory, provide a
framework to support implementation of the mandatory guidance more fully but are not within
the purview of this volume to mandate (e.g., use of the word “should”).

(3) (U) Enabling procedures that permit actions or measures within described

parameters (e.g., use of the words “may” or “can”). These are not requirements, but are offered
as possible actions or measures to take at the discretion of the responsible party.

SECTION 1: (U) GENERAL ISSUANCE INFORMATION 7
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teams and which group or groups is most likely to attempt to gain unauthorized access to a
weapon.

4B.3. Al JVAL. The final product representing thel  lized TCAm  include a letter

of apj from the senior local co: 1a ponsible for the assigned weapon:  vered in
the lo d assessment. At dual or multiple command locations, all commanders must approve.
....2ATCAP. LITY ASSESSMENT FORMAT 33
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(¢) (U) Inspections (i.e., of individuals and packages for entry control).
(f) (U) Vehicle inspections.
(8) (U) Operation and use of security communication systems and equipment.

(h) (U) Familiarity with the DIA and localized TCA (for their environments).

-

. (U) Adversary groups.

2. (U) Motivation and objectives, and plausible scenarios.

3. (U) Tactics (including standoff attack).

4. (U) Recognition of sabotage-related devices and equipment.

3. (U) Adversary threats, including the ability of an adversary to conduct
internet-based virtual reconnaissance and the dangers and vulnerabilities of social network sites.
Effective operational security and information security principals are necessary to deny an
adversary critical information.

(1) (U) Security vehicle operation.
() (U) Duress system.
(k) (U) Security awareness and vigilance.
(2) (U) Security Skills Training.
(@) (U) Small unit combat tactics (day and night).
(b) (U) Antiterror.___ tactics.
(¢) (U) Defense against standoff attack.
(d) (U) Specialized personal equipment (e.g., night vision aids, range finders).
(e) (U) Use of force (including deadly force).
(f) (U) Applicable site defense plans.

(8) (U) W ins qualification and familiarization fire for weapons without formal
co____; of fire.

(h) (U) Airborne threat engagement.
(3) (U) Tran_____ation Security Training.

SECTION 7: (U) Nu " IAPOM T ICURITY .- RS, T JIPMENT, AND TRAINING 54
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(a) (U) Weapon movement techniques.
(b) (U) Escort vehicle procedures.
(c) (U) General tactics for responding to threats.
(d) (U) Continuous surveillance of shipment procedures.
(e) (U) Emergency action procedures addressing local threat scenarios.
(4) (U) Security Supervisory Personnel Training (Supervisory Personnel).
(a) (U) Applicable site defense plans.
1. (U) Bomb threats.
2. (U) Civil disturbances.
3. (U) Hostage situations.
4. (U)- Motivation of security personnel.
3. (U) Evaluation and use of intelligence services.
(b) (U) Recapture operations.
() (U) Recovery operations.
1. (U) Recovery plan.
2. (U) Interaction with other military or civilian recovery forces.
(d) (U) Emergency reporting requirements.
(¢) (U) Operation and use of ESS.
(f) (U) The DIA and localized TCA, VAs, and likely adversary tactics.

¢. (U) Specialized Training.

maoe - I receive spec: \g, as applicable (e.g.,
and I trai = command disable training) pertaining to
werr specificdutiesandduty ____ __ ___ervisory level individual designated by the unit
commander must certify this training.

(2) (U) Supporting security forces will receive detailed guidance and training in

recognizing the difference between forceful or determined hostile site penetration and the
assembly of demonstrators, inadvertent trespass, or comparable encroachments.

1ON 7: (U) NUCLEAR WEAPONS!  UTY FORCES, EQUIPMENT, AND TRAINING 55
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(4) (U) Submarine unit security personnel force-on-force training will be incorporated
into coordinated submarine base and waterfront force-on-force training exercises.

f. (U) Additional Training. Consideration should be given to training selected supervisory
security fo el in incident n cement syster  such as the National Incident
Management System or similar Service incident management systems.

T TION 7: (U) NUCLEAR WEAPON SECURITY FORCES, EQUIPMENT, AND TRAINING 57
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(U) GLOSSARY

G.1. (U) ACRONYMS. (The acronyms in this Glossary are UNCLASSIFIED.)

ASD(NCB)

BF

CCD
CICS
CICsI

DASD(NM)
DCNI

DIA
DoDD
DoDI
DoDM
DOE
DTRA

EMR
EOD
ESS

ICBM
IDS

JP
METT-TC
M&l
NATO
NC2

'CA
NWPS
NWSS

OCONUS
o Al

(U) GLOSSARY

Assistant Secretary of Defense for Nuclear, Chemical, and Biological
Defense Programs

backup force

camouflage, concealment, and deception
Chairman of the Joint Chiefs of Staff
Chairman of the Joint Chiefs of Staff Instruction

Deputy Assistant Secretary of Defense for Nuclear Matters
DoD Unclassified Controlled Nuclear Information
Defense Intelligence Agency

DoD Directive

DoD Instruction

DoD Manual

Department of Energy

Defense Threat Reduction Agency

electromagnetic radiation
explosive ordnance disposal
electronic security system

intercontinental ballistic missile
intrusion detection system

Joint Publication

mission, enemy, terrain and weather, troop availability, time
availability, and civil considerations
maintenance and inspection

North Atlantic Treaty Organization

Nuclear Commandz  Control

nuclear ty threat capabilities assessment
nuclear weapons physical security

n "sar weapon security standard

« 7 " econtinental United States
( 58 ity
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¢ urityss em. A system comprised of intrusion detection and assessment systems, entry
control, physical barriers, fences, storage structures, delay mechanisms, denial devices, security
forces, and the support personnel assigned to work in and around nuclear weapons.

site. Any location where nuclear weapons are stored, maintained, or on operational alert.
small arms. Light infantry weapons and ball ammunition smaller than .50-caliber.

SRT. A ¢ ° kresponse clement of at least two armed persons, equipped in accordance with
applicable Military Department direction, dedicated to the protection of nuclear resources, and
nor ytasked withpat " the protected area and providing the initial response to alarms
and detected threats. SR 1s may come together to form a fire team. They normally have a mix of
weapons, including automatic weapons and grenade launchers, to provide a variety of
suppressive capabilities.

stand... attack. A deliberate and hostile action using long-range weaponry directed against
nuclear weapons from outside the protected zone.

use (.. __ . Positive measu  to prevent the " :liberate pre: ni1  arming, launching, or
releasing of nuclear weapons except when directed by competent authority. Use control is

llied thro " a combination of design features, operational procedures, and weapon system
sarety rules.

vulnerability assessment. Defined in JP 1-02.

zone or sector. A group of alarm sensors that normally includes multiple sensors or consists of
sensoi i froma~ jer area that is divided into smaller subdivisions. The purpose of sensor
zones or sectors is to permit selective access to some related groups of sensors while maintaining
other groups of sensors in a secure mode and to permit identification of a specific boundary from
which an alarm is activated.
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