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Department of Defense 

INSTRUCTION 

NUMBER 0-3600.02 
November 28, 2005 

USD(I) 

SUBJECT: Infonnation Operations (10) Scc:urity Classification Guidance 

Refcn:nces: (a) DoD Instruction S-3600.2, "Information Operations Scc:ucity ClassifiCation 
Guidance (U)," August 6, 1998 (hereby canceled) 

(b) Joint Publication 1-02, "DoD Dictiorwy ofMilitary and Associated 
Tenns," as amended 

(c) Executive Order 12958, "Ciassif1ed National Scc:urity Infonnation," 
as amended 25 March 2003 

(d) DoD Insb-uction 0-5205.11. "Management, Adminisb'Btion, and Oversight 
of DoD Special Access Programs (SAPs),'• July 1, 1997 

(e) through (s), see enclosure 1 

1. R£ISSUANCE AND PURPQSE 

This Instruction: 

1.1. Reissue& reference (a) to implement policy, assisn responsibilities, and prescribe 
guidance on the classification methodology for lnfonnation Operations (10) programs and 
capabilities within the Department of Defense. 

1.2. Establishes guidance for proper protection of 10 activities. 

13. Identifies and provides classification guidance on categories ofiO activities. While this 
Instruction identiflCS the classification or classification rangt: for specific items of classified 
information, it is mt intended to be used as an itemized guide for applying Special Access 
Program (SAP) protc:c;tive measures. If required, SAP protcc:tive measures shall be in addition to 
the pro�ctions that IU'C cited in this Instruction 

l .4. Addresses the relationship between the protection level for JO activities and the scc:urity 
classification for specific eh:ments of information within these activities. It clarifies information 
and requil'ements from a number of soun:es co identifY tbe � protec1ion architcaun: for 
IO activities. 

1 .5. Cocutitutes authority and, in the absence of an approved program classification guide 
that provides specific classification instructions, shall be cited as the buis for derivative 
classifiution about, or dcc:lassification of, DoD information and material involved in 10. 
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1.6. Identifies critical program protection issues and gu�nce to be used as a decision aid by 
program and security plannen to d.ct&:rmine if a patticulaT 10 program or capebilitymerits the 
extraordinary security �ons fourui within a SAP. 

2. APPLICABILITY 

This In�tion applies to the Office of the Secretary ofDefense, the Military Depattments, the 
Chairman of the Joint Otiefs of Staff, the Combatant Commands, the Inspector General of the 
Department of Defense, the Defense Agencies, the DoD Field Activities and all other 
organizational entities in the Department of Defense (hereafter n!ferred to collectively as the 
"DoD Components"). 

3. OEFINIJ191i5. 

See enclosure 2. Additional terms arc defmed in Joint Public:.ttion 1-02 (reference (b)). 

-4. POLICY 

It is DoD policy that: 

4.1. 10 programs or tools will consist of those activities where Cbe primary requirement is 
the logical or physical manipulation, disruption, corruption, or usurpation of human and 
automated decision making systems. Conventional weapons and other progl1UDs, which could be 
used to achieve an 10 effect, but arc not specifically designed to affect information or 

information systems, are excluded from this category. 

4.2. The criterion used in the selection of a security classification is the level of damage that 
would be incurmi if a specific piece of information became known. The decision process 
applied to the selection of a protection level (SAP or non-SAP) is sepamte and distinct from the 
decision process involved in the identification and proper security clusiflCation (fop Secret, 
Secret, or Confidential) of the critical information requiring protection. The decision process 
used in the selection of SAP protection levels focuses m critc:ria such as the high level of 
sensitivity of the activity or opcn!ion, lead-time advantage, stimulation of advcnary's 
c.ountameasures, or international sensitivities to a weapon or technology. 10 depends on the 
effteient tnnsfer of sensitive information to be succ::essfttl. The exchange of information m 

capabilities and activities between programs is essential to prevent duplication of effort and is 
critical to ensuring complementary activities achieve the synergy required to be lnJiy effective 
Warfighting tools. Authorities making Prosram Protection Decisions and Original Classification 
Authorities (OCAs) will gumt against assiping SAP potection levels 8Dd security 
classifiCations that ue overly restrictive and might prevent or inhibit aitical information from 
reKhing those personnel who can best use it, particularly plannen and operaton in the field. 

F8M 1•11£& I 08 0[1111'1 
2 



IOU 82 1 !ChdS USE OJ ts I DoD/(). 1600.01, November 2& 1005 

43. Within the Depar1ment of Defense, SAP.s provide an enhanced level of proacc:tion by 
mandating xc:urity measures cx<:eeding those nonna11y required for colWcral information, 
consistent with DoD ln�on O·S20S.ll (rcfcrc:nce (d)). Activlics are design.ted SAP91D 
protect unique military capabilities or activities that may have special vulnerabilities or 
sensitivities. lbesc extraordinary measures arc only appropriate for application lDldcr 
circumstances where the vulnerability or sensitivity of the activity makes the additional 
protective measun:s essential to the activity's sua:css. 

4.4. lbc security architectures protecting 10 systems or tools must be flexible and 
responsive to provide an appropriate level of protection as these itans evolve from concept 
exploration through development to operations and support. At the same time, the security 
an:hitecture must allow aa:ess for the right personnel to pcnnit the integration of these 
capabilities into current opcntions. In order to aa:omplish these objectives, protection programs 
wiU incorporate a "Risk Management" vice "Risk Avoidance'' philosophy. Security 
classification guidance for specific clements of information must be consistent with reference 
(c). 

4.5. Consistency must be achieved in the protection levels and security classifications 
applied across individual Service and Joint 10 efforts. This consistency of protection levels shall 
be a .lccy clement in the successful integration and dcconfliction of these activities. For those 
activities which must, because of their sensitivity, be developed within SAP channels, the 
program security aR;hitecture should allow for the development and �leac of some program 
c:apebility information at the c:oUatcral levcl. lhis information may only address a pmticular 
aspect of the total program; however, this collatcml "tear line'' will be essential to facilitate the 
integration of the e�pability into current planning. 

5. ffiOCEP\!RES 

S. 1. Classify information based on the potential damage to national security in the areas of 
foreign affairs, military operations, weapon systm.s development. and intelligence. 

5.2. Overly restrictive protection levels for 10 systems and tools can adversely affect the 
utility aad availability of these tools by complicating their inclusion in operational and 
contingency plans. 

5.3. The existence of DoD IO initiatives, the broad amccpts and general discussions 
associated with 10, and the Dcparcment of Defense's involvement in 10 is unclassified. The fact 
that conducting 10 in the Department of Defense requites the leveraging of functioos, �. 
and systems, such • the effective design, integration, and interaction among � control, 
coamnmications, and intelligence activities, as well a bctwoal offensive and defensive 
capabiUties llld activities, is abo nnc:Jassifted.. 
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5.4. The feet that the Department of Defense is evaluating the use of, fonnulllling policies 
for, and developing capabilities associated with offensive 10 and 10 Jelated sysWms, to include 
� Ndwolk �lions (CNO), FJccttonic Warfare (EW), Military D� 
(MILDEq, Psychological Operations (PSYOP), and Operations Security (OPSEq is 
unclassified. Classifitacion of specific capabilities is generally cov� under individual 
component prvpam, system, or operations planning security classification guides. 
Discnpccies shall be referred to the 10 Directorate, Office of the Under Secrc:uty of Defense: 
for Jntclligente (OUSD(l)), for resolution. 

S.4.1. lhe minimum classification level for a DoD Computer Network Attack (CNA) 
capability in which particular technologies, techniques, targets, or concepts are identified shall be 
SECRET. Higher classification may be warrented based upon the classification guidmce for the 
technologies, techniques, targets; or concepts identified. In thoae instances, the higher 
classification shall take precedence. 

5.5. lnfonnation revealing specific DoD vulnerabilities (other than the known vulnerabilities 
of widely available commercial products) and the compiled results of vulnerability analyses for 
all DoD systems shall be classified at a minimum level of SECRET and require appropriate 
protcc1ion levels to control aa:ess to the infonnation. lnfonnation Jevealing specific DoD 
vulnerabilities Md the compiled results of vulnerability analyses for unclassified systems is 
consideted sensitive and also requires the application of appropriate levels of control for access 
to the information. When appropriate, the information will be marked For Official U!C Only 
(FOUO) to ensure a review by tbe Initial Denial Authority is requimt before the infonnstion so 
rnarbd is teleucd in response to. a request under the Freedom of Infonnation Act (reference (e)). 
(For specific guidance, sec enclosure 3) Publicly available information on general vulnerabilities 
of comm�ially available products (e.g., the contents of hacker bulletin bovds or vendor 
websites) should not be classified. However, this infonnation shall be considered fc:r 
classification when extracted and compiled into a listing of vulnerabilities for which an 
organimtion m specific network is deemed susceptible. 

5.6. In cenain circumstances, the compilation of infonnation identified in this Instruction 
and other guidance as "unclassified,'' or derived from open source material, may result in a 
sensitive or tlassified product. This may occur when the compilation reveals or details the 
Department of Defense's specific interest in, or employment of, IO capabilities, techniques, or 
methodologies; specific DoD vulnerabilities; or, vulnerabilities of the national infrastn.Jcture 
(e.g., systems or equipment, either govenunent or private). The DoD Components shall exercise 
caution when compiling infonnation consisting of individual tams, items of information. or 
open source articles concerning 10. When the infonnation is compiled by or for the DoD 
Components, the information shall be reviewed for marking or classification under the guidance 
in this Instruction and DoD 5200.1-R (reference (f)). (For specifiC guidance, sec enclosure 3.) 
Any questions concerning the marking or classification of compiled infonnation shall be referred 
to the OCA for fmal ck1amiDalion. 
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5.7. Release oflnform..Ati2_11.. The fact that this guide shows certain infonnation to be 

unclassified does not pennit automatic public release of information. Proposed public 
disclosures of unclassified infonnation regarding 10 activities must be processed through normal 
DoD channels prior to the date needed by the individual requesting the release. Procedam:s 
governing the release of information apply, but arc not limited to, such formats as technical data, 
articles, speeches, websites, photographs, brochures, advertisements, presentations, displays, and 
reports. 

5.7 .1. Release to other U. S 1 Government Agencies and Contractors. Infonnation 
marked FOUO, or classified based on the guidance in this Instruction, may be provided to other 
DoD Components, other U.S. Government Agencies, and U.S. contractors upon determination 
by the holder of the information that the requester has the proper level of security cleuance and 
requires the information in the performance of official duties, tasks, or functions. 

5. 7 .2. Release{ tQ Foreiw Governments. Release or disclosure of controlled unclassified 
information and information classified per this Instruction, must follow disclosure procedures in 
reference (f) and DoD I>Rctive 5230.11 (reference (g)). Authority is delegated to the Heacb of 
the DoD Criminal Investigative Services to release information marked FOUO per this 
Instruction, to foreign law enforcement countapatts when the release is Jcqui.Jed in the timely 
perfonnance of law enforcement activities. Release of information marked FOUO per this 
Instruction, by other DoD activities must be coordinated with the OCA and a formal asrecrnent 
for suth di.Jclosure put in place according to DoD Directive 5530.3 (reference (h)). 

5.13. Rcsuqts for Public Release. DoD information requested by the media or 
members of the public shall be processed acconiing to reference (f), DoD D�ve 5230.9 
(reference (i)), DoD Instruction 523029 (reference (j)), DoD 5400.7-R (reference (k)), and DoD 
Insa\lction 5405.3 (reference (1)). 

5.8. DoD Information classified under this lnslnlction shall be ):rOCessed for declassification 
according to the provisions in references (c), (e), and ISOO Directive No. 1 (reference (m)). 
Consult with the head of the organizational Declassification Program for guidance. 

6. RESPONSIBILITIES 

6.1. The Under Secretary of Defense for lntelliiencc. as the Principal Staff Assistant and 
advisor to the Secretary and Deputy Secretary of Defense for DoD 10, shall: 

6.1.1. Provide 10 security and program protection guidance and ovenee and monitor 
compliance with this Instruction. 

6.1.2. Function as the Office of Prinwy Responsibility for the maintenance and 
modification of this Instruction. All inquiries conceming c;ontent and interpretation of this 
Instruction shall be made to the 10 Directorate, OUSD(l). 

6.2. The Heads of the DoD Componeuts shall ensure compliance with this lnmuction when 

involved with DoD 10 and 10 related Ktivities . 

... ·-�·· , ...... . 
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7. EfFECTiyE DATE 

This �tion is cffcc::tive immediately. 

EncloiUics - 4 
El. Refen::nces 
E2. Definitions 
E3. Claasification Guide 
E4. Pro�BJD Protection Specification 

li9A8 R&I088Jtlll 
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El. ENCLOSURE 1 

REFERENCES. continued 

DoD/ O.J600.02. NOWAthcr 28, 200.5 

(e) Section 552, TitleS oftbe United States Code ••The Freedom of Information Acr• 
(f) DoD 5200.1-R. "lnfonnalion Seauity Program," January 14, 1997 
(g) DoD Directive 5230.11, "Dixlosure of Classified Military lllfurmation to Foreign 

Govemmcats and International Organizations," June 16, 1992 
(h) DoD Directive 5530.3, "International Agreements," certified CWTent as ofNovembc:r 21, 

2003 

(i) DoD Directive 5230.9, "Clearance of DoD Information for Public Release," catifled current 
as ofNovember 21, 2003 

(j) DoD wtruction 5230.29, "Security and Policy Review of DoD lnfonnation for Public 
Release," August 6, 1999 

(k} DoD 5400. 7-R. "DoD Freedom oflnformation Act Prognun," September 4, 1998 

(I) DoD loJtcuction 5405.3, "Development of Proposed Public Affairs Guidance (PPAG)," 
April 5, 1991 

(m) ISOO Directive No. I, "Classified National Security Information, Din:ctive No. I" 
22 September 2003 as amended 

(n) DoD 5220 .22-M- Sup ·J "Department of DefeRJe OvetJ)rint to the National Industrial 
Security Program Operating Manual Supplement,'' February 1995 

(o) DoD Directive 8500.1, "Information Assura���:e (IA)," October 24,2002 
(p) DoD lnmvction 8500.2, "Information Assurance (lA) lmplemen1ation," 

Fcbnwy 6, 2003 
(q} DoD Instruction 5215.2 "Comp.1ter Security Technical Vulnerab ility Reporting Program 

(CSTVRP)" September 2, 1986 
(r) DoD Directive 0-5205.7, ''Special Access Program Policy" January 3, 1997. 
(s) Section 119, Title 10 of United States Code 
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E2. ENCLOSQ&E 2 

DEFINITIONS 

DoD/ ()..J600. 02, Nowtllber 28, 2005 

E2.1. Computer Network Attack (CNA). Operations to disrupt, deny, degrade, or destroy 
information resident in computers and computer networks, or the computers and networks 
themselves. 

E2.2. Computer Network Defense (CND). Actions taken to protect, monitor, analyze, detect 
and respond to unauthorized activity with DoD information systems and computer networlcs. 
CND employs lA capabilities to respond to unauthorized activity within DoD information 
systems and computer networks in rc:sponse to a CND alert or thrat information. Note: CND 
also employs intelligence, counterintelligence, law enforcemcut and other military capabilities to 
defend DoD infonnation and computer networks. 

E2.3. Computer Network Exploitation (CNE). Enabling operations and intelligence 
collection to gathet data from target or advcnary automated information systems or networlcs. 

E2.4. Computer Network Operations (CNO). Comprise CNA, CND and related CNE 
enabling operations. 

E2.S. lnfonnation Operations (10). The integrated employmcut of the core capabilities of 
Electronic Warfare(EW), Computer' Network Operations (CNO), Psychological Operations 
(PSYOP), Miliury Deception (MILDEC), and Operations Security (OPSEC), in concert with 
specified supporting and related capabilities, to influence, disrupt, couupt or usurp ad� 
human and automated decision-making while protecting our own. 

E2.6. lnfonnation Operations (10) Prognm. Those activities that have as a primary 
requirement the logical or physical manipulation, distuption, corruption, or usurpation of human 
and automated decision making systems will be included in the category ofiO programs or tools. 
Conventional weapons and other programs, which could be used to achieve an 10 effect, but an: 

not specifically designed to affect information or information systems, are excluded from this 
category. 

E2.7. Information Superiority. The operational advantage derived from the ability to collect, 
process, and disseminate' an unintarupted flow of information while exploiting or denying an 
advcnary's ability to do the same. 

E2.8. Information System. The entire infnstruc�. organization, penonne� and 
components that collect, process, store, transmit, display, and disseminate information. 

E2.9. Military Deception (MIL DEC). Those measures designed to mislead an advmary by 
manipulation, distortion, or falsification of evidence to induce him to react in a mmnet 

prejudicial to his interests. 

E2.10. Operations Security (OPSEC). A process ofidentifying critical information and 
subsequently analyzing friendly actions attendant to military operations and other Ktivities to: a) 
identify those actions that can be observed by adversary intelligence systems; b) detennine 

FIR llii'UJiilli zTOi OJJIJlil• 
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indicators hostile intelligence systems might obtain dull could be interpreted or pieced together 
to derive critical information in time to be usefid to adversaries; c) select and execute measura· 
that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to advcqary 
exploitation. 

E2.11. Psychological Operations (PSYOP). Planned operations to convey selcc:tcd 
infonnation and indicaton to foreign audiences to influence their emotions, motives, ol:!jcc:tive 
t'C&!On.iog, and ultimately the behavior of foreign governments, organizations, groups. and 
individuals. 1be pwpose ofPSYOP is to induce or reinforce foreign attitudes and behavior 
favorable to the originator's objective. 

I'Bill.lilf& ....... I 
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E3. ENCLOSURE 3 

CLASSIFICATION QUIDE 

DoD/ O.J6DI1D1. N� 18. 2005 

The classifications listed in subsections E3.Tl .l . through E3.Tl.3.1. below an: MINIMUM martdngs or clusifications. An OCA may 
assign a higher classification based on the sensitivity or potential damage to national security. Column 3 provides the marking or 
classification specification for those items listed in column 2. Columns 3 and 4 provide the classifi and the deelassification 
specification acc:ording to reference (c). Column S provides amplifying guidance on the re&!OD for classification for the clement of 
infomation. DoD Components shall review a compiled product of individual information items (which, by tbemsewcs, may be 
unclassified,) to dctcnnine if it meets the criteria fur classification in subsequent specification pa.ragnJits. Unless specifically stated 
otherwise, the tcnn 10 in the following tables applies to all five core capabilities of 10. (Sec also su�n S.S.) 

Tab .. E3.T1. GENERAL 
ITEM I ELEMENT OR CATEGORY OF MINIMUM D�C�§§ 

!�FORMATION CLASS I�STRU�T 
E3.T1.1.1. The existen� of DoD 10 activities and the UNCLAS N/A 

broad concepts associated with 10 and the 
Department of Defense's involvement across 
the conflict spottrum and the range of 
militaly operations. 

- · 

E3.T1.1.2. The fact that the �ent of Defense UNCLAS NIA 
views 10 as critical to suc::cess in modem 
warfan: and intends pursuing it as a high 
priority and in a concerted, integrated 
fuhion. .. 

E3.TI.1.3. , _,... budcet infonnation on DoD 10 UNCLAS N/A 
llctivitics. 

E3.T1.1.4. Spcc;ific budget information on DoD I 0 UNCLASI;l,4 N/A 
activities (e.g., amounts by particular .s 

tl'•' ,). 

10 

· -

REMARKS gR B�§ON FOR 
CLASSIFISCA.!ION 

NIA 

N/A 

N/A 

Use handling instructions of FOUO. 



rTEMI 

E3.Tl.l.S. 

E3.Tl.l.6. 

E3.Tl.l.7. 

E3.Tl.l.l. 

E3.Tl.l .9. 

�-El.Tl .l .lO. 

E3.Tl.l.ll. 

E3.Tl.l.l2 

fUR 812 Ill£ IIi Will 8ffiJ I 

Table E3.T1. GENERAL 
ELEM§NT 08 CATEGORY QF 

IN FORMA nON 
Release ofiO infcxmation to foreign 
individuals or organizations. 

- .. . 

General discussilns of the need to research 
and develop new methods for conducting 
10 md intelligence activities in support of 
10. 
The fact that the Department of Defense is 
p�nuing research and technology 
development in 10. 
Identification of general tecmologies u 

having applicability to 10 activities. 

Identification of general technologies u 

having appl icabil ity to, and being punued 
for, improving and/or enabling capabilities 
forDoOIO. 
lnfonnation which reveals or describes 
general DoD 10 capabilities. 

Information which reveals 10 
vulnerabilities of DoD systems. 

The concept of intelligence support to 10. 

MI�IIIUM DE� LASS 
CLASS IN�IBU�I 

SceRcnwb NA11 

. 

UNCLAS N/A 

UNCLAS N/A 

UNCLAS N/A 

UNCLAS N/A 

UNCLASI.,..I,J N/A 

SECRET' See Notc:l 

UNCLAS" N/A 

JlOR 8FZ 2 I USE ?'% !5 
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REM!RK§ OR REAION FOR 
�LASSIFICA nQtt 

The release of information shall follow the 
appropriate foreisn cfuclosure guidance. 

N/A 

N/A 

N/A 

N/A 

Reference (c) Pam 1.4(g) Specific U.S. System 
�0 capabilities an: protcaed Uflder each 
system security clasification guide. Refer to 

IJ'rogram or opaation classifi�ion guide for 
si)CCi& information. 
Reference (c), Pam 1.4(g) 
NOTE: This docs not include publicly 
available infonnation on the general 
vulnerabilities inherent in commercially 
available product. used by the Department of 
Defense. 

N/A 



I IR IIIFIIIJ. tf8B 8111517 /JoDI O-J6DD.D1. Nmt!lltbtu 18, 2005 -- -

Table E3.T1. GENERAL 

ITEM I 

I 
ELEMENT� TE»fRY OF MINIMUM DECb!SI REMARKS OR REASON FOR 

��.ASS IN§TRY�T CLASSIFICATIQN INFORMATJON 

E3.Tl.l.l3. The general concept of intelligence 
collection and analysis to support DoD 10 

UNCLAS;) N/A N/A 

activities. 
E3.Tl. 1.14. SpecifiC iofonnation about the evaluation, UNCLAS1 NIA NIA 

development, acquisition. testing, and 
fielding of U.S. JO capabilities and 

: 

techniques. 
--

E3.Tl .l.IS. The fact that the Dep&mnent of Defense UNCLAS NIA NIA 
views 10 as critical to· success in modem 
warfare and intends pursuing i t  as a priority 
mission. 

E3.Tl.l.16. Identification of specific technolol)' an:a:s UNCLAS1 NIA NIA 
as having applicability to stated DoD 10 

r=-:-_ -· 
mission needs. --

E3.TI.1.17. lJbe specifiC technoJosy being pursued by SECRET1 See Note.l Reference (c), Pant 1.4(a). 
the I>cpattment of Defense in response to a I 

I stated 10 mission need. ··--

E3.TI.l.l8.' lbe fact that Intelligence Components of UNCLAS N/A NIA 
the Department of Defense are involved in 
the exploitation of automated systems for 
intelligeoo: and targeting PUl1XJSC5. 

E3.Tl.l.l9. Details of or specifiC plans for the SECRET1'11 Sec Note2 Refc:rmce (c), Para 1.4(a. c, d). 
Depanmc:nt of Defense's exploitation of �ontact the Proponent or Service Special 
automated information systems for �c:cess Progr1uD Coordinlaion Office 
intelligence and targeting purposes. (SAPCO) for potential additiottal protective i 

,_,eas�s prior to assigning classification. 
E3.TJ.I.20. lbe fact ofDoD exploitation of the SECRET1'1 See Note" .Refermce (c), Plnl 1.4( .. c, d). Contact the 

automalcd information systems of specific Proponent or Service SAPCO for potential 
1argets (c:oLmtries or other entities) for additional protective measures prior to 
intelliRCnce and tarReting �- _ _ . . assiRDin.��: classification. 

I Oii 81 I 181IIIS COM IFill 2 
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liTEM I ELEMI;�T OR CAT��ORY OF MINIMUM gE�LASS 
INfORMATION CLASS I�§TBUCT 

E3.Tl.1.21. The f�et of DoD development of dual- UNCLAS1)1 NJA 
pwpose systans (e.g., having applicatioo to 
intelligerx:e exploitation and potentially 
affecting adversary informatioo and 

E3.Tl.J.i£ 
infonnation systems). 
lbe fact that the Department of Defense is UNCLAS N/A 
acquiring, developing, testing, and fielding 
capabilities and technig_ues for 10 pwpQ_ses. 

- -

Table E3.T1. CAPABILITlES 

!I�M• ELEMENT OR CATEGORY�---· MINIM�M QECLASS 
IN FORMA TIOf!l �LAS§ INSTRUCT 

-=-=- The fact that the Department of Defense is-t-UNC LAS N/A E3.Tl.2.1. 
developing 10 systems for the pmpo!lC of 
evaluating DoD defensive capabilities. 

E3.Tl2.2. Specifac., DoD-unique, CNA capabilities SECRET1 See Note1 
used in evaluation of capabilities. 

E3.Tl2.3. Bro.d concept ofiO, such as the need to UNCLAS N/A 
affect, using various means, ldversary 
information, informatioo systems, or targd 
audences. 

FOR o•a•1111 8Ftbi 
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REMARKS QB REASO� EQB 
�LAIIEICA TION 

Contact tbe Proponem or Service SAPOO for 
potential additional protective measures prior 

to assigning clusificalian 

N/A 

REMARKS QB REASQN FQR 
CLAUIFICAIIQ� 

N/A 

Refemtce (c), Para l.4(g). See Section 3.3.2 
and 3.3.3 for protectioo of vulnerabilities 

revealed. 
N/A 



FIR 82 Bfll. W111Uii1 DoDI �1600.01, Nowtllber 18, 1005 

----

Table E3.T1. CAPABILITIES 

ITEM I ELEIIEHI QB CATEfRY QF 

I 
MI�IMUM QEC�SS BEMABIS§ QB REAJON fOR 

I tNFORMAnON 9:::&� INITR�CT ClASSIFICATiQ� 
E3.TI.2.4. The broad concepts rL nodal targeting as a UNCLAS'··· NIA Use handling instructions of FOUO _ 

methodology and i1s significant importance 5 

as a tool for 10. 

E3.T1.2.S. General diKussions of nodal targeting UNCLAS1'4' N/A Use handling instructions ofFOUO. 
results without specific infonnation as to 5 

how the targets are derived. 
E3.Tl.2.6. General disaJssion of DoD 10 and types of UNCLAS'· N/A NIA 

targets, techniques, and capabilities to I 

exploit. deny, or manipulate advcr.wy 
infonnation, infonnation systems. or target 
audiemes, and the targeted wlnerabilities. 

E3.TI2.7. Identification of speciftc technologies being SECRET1·' See Notez Reference (c), Para 1.4(e). SAP protection 
pursued solely for CNA. may be wan-anted if the intent of the United 

States to employ capabilities, fragility of the 
technique, and/or sensitivity of the 
target/system to be exploited, could reveal 
U.S. plans, or cause implementation of 
count&:nneasun:s by advenar�s. Contact the 
Proponent or Service SAPCO for potential 
additional protective measures prior to 
assiRl'tina classification. 

E3.TI.2.8. ldentiftcation of novel or unique SECRET'·' SeeNotel Reference (c), Paral.4(e). 
technologies/techniques, or the novel or 
unique application of specific technologies 
and techniques for thepurpose ofiO. 

JOB OMILIJii 111• liMIT 
14 



fiR IE 2 Lilli\& Jill If IIIII DoDI �J6lJIJ. 02 NtrNmbtt:r 18. 20f)j 

Table E3.T1. CAPABILinES 

ITEM 11 ELEMENI 08 CATEGORY OE MI�IMUM DE��H REMARKS OR B�§ON FOR 
ltjFORMATIQN �LASS INSTR��T CLASSIFICA!IOti 

'The specific i.n�t. ·details of, or specific 
-

SECRET1'1 SccNotez 
E3.Tl.2.9. Reference (c). Para 1.4(a. c, d. g) 

plans of the Depanment of Defense to 
employ an 10 technique apinst a specific 
Wget or target audience (coW'Itries or 
adversaries): 

E3.Tt.2.10.
I Specific methods of, or technologies for, SECRET1•1 Sec Note� Reference (c), Para 1 .4(c). 

intelligence collection and analysis used to 

identify capabilities for 10 and/or 
' 

wlnerabilitics to 10 of adversary tar gem, 
' information, information systems, or target I 

audiences. ... 
· -

El.T 1.2.11. The fad that lhe Dr� of Defense is UNCLAS N/A NIA 
evaluating capabilities for offensive JO 
purposes. 

I I 
El .Tl.2.12. Spedfic information about the acquisition, SECRET· Sec Note;.: Reference (c), Pan 1.4{a, g). SAP protettion 

development, testing. and f1elding of DoD 1.2.1 may be warranted if the intent of the United 

offensive 10 capabilities and tcchniqucs, if . States to employ capabilities, fragility of the 
that information is likely to reveal U.S. ! tcchnK,lC, and/or sensitivity of thc 
plans, cause implementation of WJCt/systcm to be exploited, could reveal 
countcrmea.nucs by adversaries, or U.S. plans. or cause implemerttation of 
advcnely impact economic institutions. COWltameasures by advcrsarits. Contact the 

Proponent or Service SAPCO for potential 

I additional protective measuret prior to 
,__ _,, ·- ·--- -- assi2ninK classification. 

ESP 856 Ufk)L Ulllfii!Jl 
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Table E3.T1. CAPABILITIES 

ITEM_ I �Mi;!U QB �6Ii;liQBl QE MINtiiYM Q§CLASS REMARKSORREASQNFQR 
INFORMATION CLASS INSTRUCT �LASSIE"6 Tim. 

E3.Tl.2.13. Identity of specific DoD entities and DoD UNCLAS NIA These activities entail significant OPSEC 
contractors participating in the 

I).J considerations. Organizations that cnpgc in 
development, testing, fielding, or execution activities that entail significant OPSEC 
of offensive 10 systems, tools, or weapons. consideration must consider the threat to and 

wlncrability of the operation. Refer to 
program or operation classification guide for 
specific infonnation. 

E3.Tl.2.14. 1bc fact that the nq,&ttment of Defense has UNCLAS N/A N/A 
requirements for the usc of 10 in support of 
military operations. 

E3.Tl2.1S. Specific DoD 10 requirements. SECRET' Sec Note" Reference (c), Para 1.4(a). 

E3.Tl.2.16. General infonnation on U.S. capability to UNCLAS N/A N/A 
conduct electronic �k opcntions. 

E3.Tt.2.17. Information that reveals details of a DoD SECRET',�-'11 See Note:.: Reference (c), Para 1.4 (a, d, c). Contact the 
CNA capability against a specific c01mtry Proponent or Service SAPCO for potmtial 
oradvmuy. additional protective measures prior to 

assigning classification. 

16 



IT!iM f 

E3.TI.218. 

E3.TI.2.19. 

E3.TI.220. 

E3.TI.2.21. 

E3.Tl.2.22. 

E3.Tl.2.23. 

E3.TI.2.24. 

F8R Oi I lUll& USE OIC£1 

. -

T•ble E3.T1. CAPABILITIES 

ELEMENT OR CAtEGORY Of MINIMUM DsCLAS§ 
!NFORMATION CLAIS INSTBUCT 

Information that reveals details of a DoD SECRET',' See Note2 
PSYOP capability against a specific 
country, target audience, or adversary. 

Information that reveals details of a DoD SECRET1,11 See Note2 
MILDEC capability against a specific 
country or advCODal)', or reveals methods, 
plans, operations, and indicators of 
MILDEC operations. 
Infonnation that reveals details of a DoD SECRET1,1 SeeNote2 
OPSEC capability against a specific 
country or adversary. 

lnfoonation that reveals U.S. capability to SECRET See Note2 
conduct CNA against a specific type of 

lsvstem or technoloaY. 
Information that reveals details of U.S. TOP See Note2 
capability to conduct CNA against a SECRET-
�pecific type of system m- technology in a SCI1-
!specific countrv or adversary. 
Infonnation that reveals state-of-th�art TOP SeeNote2 
CNA m- access technologies, techniques, or SECRET-
tactics that permit access to closed or SCI1-
!proprietary networks or protocols. 
Infonnation that reveals the exploitation of TOP See Note" 
fragile vulnerabilities requiring sensitive or SECRET 
soecialized intelliR:ence data to execute. SCI 

PUR 8£ 2 ildlt VIii lflk¥ 
17 

DoDJ Q.J61J0.02. Nowlflbe, 21. 2Q(Jj 

I 
REMAR!SS QB REAIQN FQR 

Cb!ISIEICATION 

Reference (c), Para 1.4 (a, d, e). Contact the 
Proponent or Service SAPCO for potential 
additional protective measure$ prior to 
assigning classification. 

Reference (c), Para 1.4 (a, d, e). Contact the 
Proponent or Service SAPCO for potential 
additional protective measures prior to 
assigning classification. 

Reference (c), Para 1.4 (a, d, e). Contact the 
Proponent or Service SAPCO for potential 
additional protective measures prior to 
assigning classification. 

-
Reference (c), Para 1.4 (a, g). 

Reference (c), Para 1.4 (a, c, d, e). 

Reference (c), Para 1.4 (a, c, d. e). 

Reference (c), Para 1.4 (a, c). 

-

--------------------�------------------------ -
. .. . .  ,_,, __ , ___ _ 



ITEM# 
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Table E3. T1. CAPABILmES 

- - . . -·- - ·-ELEMENT OR CATEGORY OF MIHIIIIUI DECLASS REMARKS OR REASQN fOR 
INFORMATION CLASS INSTRUCT CLASSIFICATION 

1--:-E-,-3.-T-l.2-=-.-2S-.t-In-fonna--t-,-io_n_ tt.t may compromise tbC-�k:S�EC�RE�T�1;._:tl..-��s=ee�N�o=te�-2;::: Reference (c), Para 1.4 (a, g). 

ITEM I 

E3.TI.3.1. 

E3.TI.3.2. 

E3.T1.3.3. 

activities or programs of another Service or 
Agency. ____ _ 

Table E3.T1. VULNERABILITIES 

- -----ELEMENT OR CAIEGOR� OF 
INFQRIIA T1QN 

General concepts of 10 and the need to 
defend, through various means, one's own 

information, infonnation systems, 
processes, and networks. 

Information m vulnerabilities for 
commercial off-the--shelf(COTS)systems or 
components (hardware, fumware, or 
software) for which the vulnerability 
information is available within the public 
domain and there is no value-added analysis 
by a DoD component. 
Information on vulnerabilities for COTS 
systems or components (hardware, 
firmware, or software) for which the 
vulnerability information is not available 
within the public domain or for which there 
is value-added analysis by a DoD 
component. 

MINIMUM DE�LAS� 
CLASS IN§TRUCT 

UNCLAS N/A 

UNCLAS N/A 

UNCLAS NIA';J 
1).4.5.6 

FIR 02£ 28kWY Ullllfllill 
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REMARK§ OR REAIQN FOR 
�lrAi§IFICATIQ!i 

N/A 

N/A 

Use handiU. ins1ructions ofFOUO. 

--------------------- -·-----···- -· · ·
--·------



ITEM• 

E3.T1.3.4. 

E3.T1.3.S. 

E3.T1.3.6. 

E3.Tl3.7. 

E3.Tl.3.8. 

·--·-

ESP anmq \6 Ziiil. IU fll1 DoD/ O.J6lJO.OJ. NUN/ffber 26. 200$ 

Table ES.T1. VULNERABILmES 

�LEMiiNT OB CATEGORY .Qf 
IHFOBMAIIQH 

Information revealing specific details on 

vulnerabilities of classified information 
systems or networks, or 10 vulnerabilities of 
dependent weapon systems used by the DoD 
Components (e.g., systan, location, affected 
organization or organiutions, and methods 
of attack), and usociatcd plans and systems 
required to mitigate or eliminate 
vulnerabilities {e.g., corrective action and 
status of whether corrective action has beat 
implemented). 
lnfonnation on attempted intrusions into 
unclasified information systems or 
networks used by the DoD components, for 
the purpo!ilC of securing the networb. 

Information on results of allied or coalition 
network vulnerability analyses performed by 
or for a DoD Component. 
General concepts of Computer Network 
pefeD!ilC and EW, and tbe need to defend 
through various meats one's own use of 
systems proc_esses and n�orks. 
lnfonnation on vulnerabilities of unclassified 
infonnation systems or networks used by the 
DoD Components, which include analysis or 
asscssmc:nt of the impact of an attack or 
attempt to exploit such vulnerabilities; or of 
the soura: of an attack or attempt {e.g., 
organized, state-sponsored, etc). 

MINIMUM QE���-
CLA§S INSTRUCT 

SECRET1.J.�. Sc:eNote2 
5,6 

UNCLASI·.J· N/A1.J 
4,5,6 

SECRETJ,),I Sec Notel 

UNCLAS NJA 

SECRET•·'-'· See Note:�. 
u 

- - -

fOR IE 2 &Kt!* 1f8'8 SHIH 
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REM.AB!SI OR REAIQN FQB 
C�§§IFtCATION 

- -

Reference {c). Para 1.4( e, g). 

I 
I 

�se handling instructions ofFOUO. 
�ote : For information on vulnerabilities 
which includes the souru IDd impact of an 

inbUsion see E3.Tl3.6. 

Reference {c), Para 1.4{b, c, g). 

N/A 

Reference {c), Para 1.4 (b, c, e, g). 

-
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1 Higher classifications and special handling ca�ts may be required and shall be applied if warramed by program, system, or 
operations planning classification guidance. Consult appropriate classification guide. Contact the Proponent or Service SAPCO for 
�tential additional protective measures prior to assigning classification. Provisions of DoD 5220.22-M (reference (n)) may apply. 

Classification duration is dependent on program, system, or operations planning classification guide. Duration of classification is 
limited to 25 years \Dlless specifically exempted. 
J Reports or infonnation will be marked FOUO with protective measures and distribution limitations applied per reference (f) and 
DoD Directive 8500.1 (reference (o)), and DoD Instruction 8500.2 (reference (p)). 
4 Added consideration must be given to the potential impact of the wlnerability, capability, target, or technique discussed and, at the 
discretion of the conunander, the infonnation classified appropriately through use of program specific classification guidance or 
tentative classification pending fmal detennination by the OCA. 
5 When sensitive intelligence sources or methods are involved, the infonnation will be classified accordingly. 
'The DoD Components shall submit reports on vulnerabilities to the Compiler Security Technical Vulnerability Reporting Program 
and CSEC per DoD Instruction 5215.2 (refe1ence (q)). 
7 See subsection 5.6.2. foe release to allies, coalition partners, and other.foreign governments. 
1 Higher classification, if warranted by the potential impact of the capability, technique, or target Consult appropriate classification 
guides and SAPCO for potential additional protective measures prior to assigning classification. 

•oa oa a &IIJIIL ••• lnras 
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E4. ENCLOSURE 4 

PROGRAM PROTECTION SPECIFICATION 

This matrix identifies critical progr•m protedion issues and shall be used as a decision aid by progr•m and security planners to 
detennine if a particular 10 program or activity merits the extraordinary security protcc:tions found within a SAP. This matrix is not 
all inclusive; program and security planners may identify other facton that mezit the application of SAP protection. Use in 
conjunction with the DoD SAP approval process defined in DoD Directive O-S20S. 7 (reference (r)). 10 programs or activities, which 
have critical progr•m infonnation that falls within one of the areas shown below, may wamutt the establishment of a SAP. This 
decision is generally based upon the 1mique, technical, or operational sensitivity of the progrun or activity under consideration. 
Within the 10 amua, the technology .. life cycle" is compressed to a degn:e not nmnally found in other mission areas. As a result. a 
program's protection level �ires close monitoring to ensure it is appropriate to the capabilities and infmnation the program 
contains. As the need to protcd a capability or tcc::hnology changes or evolves, program sponsors must ensure that the requirements 
for progrun transition or termination contained in reference (f) are followed. 

TABLE E4.Tt._ POUCYSENSITIVITIES 
TOPIC DESCRIPTION 

E4.TL1. TREATY ISSUES Knowledge of the program or activity. 
E4.Tl.2. SENSmVE ACCESS SOURCES AND Special access protection required to protcc::t sources and methods. 
METHODS 
F.A.T1.3. SPECIFIC ACCESS CAPABILITIES O R  Purpose o f  the program cmmot be known without compromising its activities and 
TECHNIQUES generating adversaJ)' coUDtenneuures. 
E4. Tl.4. INTRUSIVE INTELUGENCE Obtaining the intelligence needed for the system to be effective could expose the 
REQUIREMENTS program or activity, if not protected within a SAP. 
E4.Tl.S. WEAPON EFFECTS (AMBIGUOUS O R  Existence and purposes of progrun o r  activity cannot be known without 
UNAMBIGUOUS) compromising its objectives. 
E4.Tl.6. EQUITIES OF ALLIES Program or activity could impact national foreign policy or diplomatic posture. 
E4.Tl.7. SENSITIVITIES OF INTERNATIONAL Program or activity could impact national foreign policy or diplomatic posture. 
COMMUNITY 

21 
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TABLE E4.Tl. TECHNICAL SENSITIVITIES 
TOPIC 

E4.T2.1. SENSITIVE ACCESS SOURCES AND 
METHODS 

-

E4.T2.2 SPECIFIC ACCESS CAP ABILITIES OR 
TECHNIQUES 
E4.T2.3. TECHNICAL SENSITIVITY- LEAD 
TIME ADVANTAGE 

FA. T2.4. COST OF COUNTERMEASURES 

E4.T2.S. WEAPON EFFECTS (AMBIGUOUS OR 
UNAMBIGUOUS) 

""" . . ·--· " "  

DESCRIPTION 
Special access pt'Oteaion rcquind to protect sources and �ods. 

.. . -- ---

Purpose of the progrun cannot be known without compromising its activities 
and generating adversary countermeasures. 
Activity or program re�ts a battlefield force multiplier, which provides 
significant advan1ages in the eras of offense, defense, techl)())ogy, and 
intelligence. 
Cost of countenneasures for the program or activity is inexpensive and 
would negate U.S. capability. 
Existence and purposes of program or activity cannot be known without 
comoromisin_g its objectives. 

TABLE E4.T3. OPERATIONAL SENSmVITIES 
TOPIC DESCRIPTION 

E4.TI.l. SPECIFIC ACCESS CAPABILITIES OR Purpose of the program cannot be known without compromising its activities 
TECHNJOUES ard generating adversary countenneasun:s. 
E4.TI.2. TECHNICAL SENSITM1Y- LEAD Activity or program repraents a battlefield fon:e muhiplier, which provides 
TIME ADVANTAGE signific.tt advantages in the uas of offense. defense, tcchPology, and 

intelligence. 
.. 

E4.TI.3. INTRUSIVE INTELLIGENCE Obtaining the intelligence ncc:ded for the system to be effective could expose 
REOUlREMENTS the }11V5' ..... or activity if not nrotected within a SAP. 
E4.T3.4. WEAPON EFFECTS (AMBIG UOUS OR Existence and purposes of prognm or activity cannot be known without 
UNAMBIGUOUS) compromising its objectives. 
E4.TI.S. SENSITMTIES OF INTERNATIONAL Program or activity could impact national foreign policy or diplomatic 
COMMUNITY posture. 

•N ote: Additional restrictions/protective measures, as specified in Section 119, Title 10 of U nited States Code (reference (s)), may be 
appropriate 

••• ••••uo• tltJJl 
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Re< nester lktails 
ILf-F- ll�( 

To modtfy detatls chck on "My Account" m the left panel. If the link is not available contact the FOIA Office to have 
the changes made. · 

Mr. John Greenewald 
The Black Vault 

Custom Fields 
Requester Control# 
Previous Address 2 

Submit New Request 

Please complete all the required fields marked with an asterisk ( * ). 

(;eneral Information 
*Request Type 
Requester Category 

Shi l lino Address 
*Street I 
Street2 
*City 
*State 
*Country 
*Zip Code 

Rc< ucs t In formation 
Attachment 
*Description 

Date Range for Record 
Search 

Fcc Information 
Willing Amount 

FOIA 
Other 

To whom it may concern, 

This is a non-commercial request made under the provisions of the Freedom of 
Information Act 5 U.S.C. S 552. My FOIA requester status as a "representative of the 
news media." I am a freelance television producer often working on documentaries 
related to my FOIA requests, my work is commonly featured throughout major news 
organizations, and I freelance writer for news sites as well. Examples can be given, if 
needed. 

I prefer electronic delivery of the requested material either via email to 
or via CD-ROM or DVD via postal mail. Please contact me 

should this FOIA request should incur a charge. 

I respectfully request a copy of DoD Instruction 0-3600.02. 

Thank you so much for your time, and I am very much looking forward to your 
response. 

Sincerely, 

John Greenewald, Jr. 
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Email Details 

rEmail Details Information 

From Email : Sent From PAL (donotreply@mail.mil) 

To Email :  

Cc Email : 

Bee Email 

Subject 

Email Body 

: PAL Acknowledgement by OSD/JS FOIA Office 

Dear John Greenewald, 

Page 1 of 1 

Case Number 14-F-1161 has been assigned to the request you submitted. In all future correspondence 
regarding this request please reference case number 14-F -1161. 

Regards, 
OSD/JS FOIA Requester Service Center 

http:/ /foiaxpress. whs.mil/foiaxpress/request/afxEmailDetailsLog.aspx?Print=Print&Reque... 7/29/2014 



From: Santos, Adrienne M CIV WHS ESD (US)
To:
Cc: Council, Suzanne F CIV WHS ESD (US); Spear, Danaeka L CIV WHS ESD (US)
Subject: 14-F-1157, The Black Vault by Greenewald, DODD 0-8530.1, FOIA Final Response
Date: Wednesday, August 27, 2014 2:30:00 PM
Attachments: 14-F-1157 Request.pdf

14-F-1157 Final Responsive Doc DoDD0-8530.1.pdf

TO:  The Black Vault
         ATTN:  John Greenewald
         

Sent by electronic mail:  

Dear Mr. Greenewald:

This is the final response to your electronic Freedom of Information Act request for a copy of DoD
Directive 0-8530.1  Your request was received in this office on July 29, 2014 and assigned FOIA case
number 14-F-1157.

Mr. David DeVries, Acting PDCIO, and FOIA Initial Denial Authority for the Department of Defense Chief
Information Officer, determined that the enclosed document is appropriate for release without excision. 
There are no assessable fees associated with this request.  Inasmuch as this constitutes a full grant of
your request, I am closing your file in this Office.

v/r

Adrienne M. Santos, FOIA Analyst
for Suzanne Council on behalf of
Paul Jacobsmeyer, Chief,
Freedom of Information Act Division
OSD/JS FOIA Office




