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THE JOINT STAFF
OFFICE OF LEGAL COUNSEL
PENTAGON, ROOW 20038
WASHINGTON, DC
Reply ZIP Code: 6 January 2012
20318-9999

General (ret.) James E. Cartwright
p)(©)

Dear General (ret.) Cartwright,

This letter responds to your request for advice regarding the impact of post-Government
employment restrictions on employment with Raytheon Company (“Raytheon™).

BACKGROUND. You retired from the United States Marine Corps as a General on
1 September 2011. During your past two years of service, you were the Vice Chairman of the
Joint Chiefs of Staff. You were the second ranking member in the United States Armed Forces
and replaced the Chairman of the Joint Chiefs of Staff during periods of absence or disability.

PROSPECTIVE EMPLOYMENT. You are currently seeking employment with
Raytheon. As you have only made initial contact on potential opportunities within Raytheon,
your specific job description and responsibilities are undefined.

PROCUREMENT INTEGRITY LAW. You advised that within the last two years,
you did not have any decision-making responsibilities, nor did you take any other action, in
connection with a contract valued over $10,000,000. Based on this information. [ have
determined that 41 U.S.C. § 2103 does not require any additional notices with respect to your
employment contacts with any defense contractor. In addition, the procurement integrity law
does not restrict you from receiving compensation from any potential client listed above.
However. the procurement integrity law does apply to you to the extent that you have had access
to any source selection or contractor bid or proposal information. You are required to protect
that information. In addition, 18 U.S.C. §§ 793, 794 and 1905 protect and prohibit the use or
disclosure of trade secrets, confidential business information, and classified information.
Finally, you have a continuing obligation to the Government not to disclose or misuse any other
information that you acquired as part of your official duties and which is not generally available
to the public.

REPRESENTATIONAL BANS. 18 U.S.C. § 207, a criminal statute, restricts
representational activities. It prevents an individual who participated in, or was responsible for,
a particular matter while employed by the Government from later “switching sides™ and
representing someone else in the same matter. These restrictions are further explained below.

a. Section 207(a)(1) imposes a lifetime bar that prohibits you from knowingly
making, with the intent to influence, any communication to or even an appearance before an
employee of the United States on behalf of someone else in connection with a particular matter



involving a specific party in which you participated pe i
Govemnment officer and in which the United Stateshasadmmdsubsmnnal interest. This
does not prohibit “behind-the-scenes” assistance.

“Lifetime” refers to the lifetime of the particular matter.

“Particular matter” inchudes any proceeding, application, contract,
controversy, investigation, accusation, arrest, or other matter that involves
a specific party.

“Participate personally and substantially” means to participate directly and
significantly by decision, approval, disapproval, recommendation, advice,

or investigation. Personal participation includes the participation of a
subordinate when actually directed by you.

b. Section 207(a)(2) is nearly identical to the above lifetime restriction except
that it (1) lasts for only two years after leaving Government service, and (2) applies only to those
matters in which you did not participate personally and substantially, but which were pending
under your official responsibility during the one-year period before terminating Government
employment. “Official responsibility” is defined as direct administrative or operating authority
to approve, disapprove, or otherwise direct government action.

c. Based on the information you provided, it is my opinion that the restrictions of
Sections 207(a)(1) and (2)(2) do not apply to you because you did not participate “personally and
substantially” in any particular matter affecting the interests of Raytheon, nor were such matters
pending under your official responsibility during the one-year period prior to you leaving federal
service.

d. These determinations are fact-specific. Thus, if you seek employment with a
different contractor, | recommend that you request 2 revised ethics opinion to determine if
your circumstances have changed.

ONE-YEAR COOLING OFF PERIOD. 18 U.S.C. § 207(c)(1) prohibits any flag
officer for one year after retirement from contacting any officer or employee of the “agency” in
which he served within one year of leaving his senior position with the intent to influence any
official matter. “Agency” does not mean all of DoD. “Agency” in your case includes the Office
of the Secretary of Defense, the Department of the Navy, the Joint Staff, and the Combatant
Commands. [t does not include the Department of the Army, the Department of the Air Force,
DISA, DIA, DLA, NGA, NRO, DTRA, and NSA, as well as other U.S. Government agencies.

FOREIGN GOVERNMENT EMPLOYMENT. Because vou are a flag officer, 18
U.S.C. § 207(f) prohibits you for one year after your retirement from representing, aiding, or
advising a foreign government or political entity (but not a non-government corporation) to
influence a decision of any officer, employee or agency of the United States. The Emoluments
Clause of the Constitution further prohibits you from being employed by a foreign government



without the consent of Congress. Should you desire to seek the consent of Congress, 37 U.S.C. §
908 allows for approval through your Service Secretary.

As a final point, my opinion as an agency ethics official concerning 18 U.S.C. § 207 does
not have the same weight as an opinion authorized by statute, such procurement integrity laws
(41 US.C. § 2103-4). The Standards of Ethical Conduct for Employees of the Executive Branch
makes it clear that, although my opinion should be persuasive concerning statutes like 18 U.S.C.
§ 207, my opinion on this statute does not bind the Department of Justice.

I hope this information is helpful to you. This letter, issued under the authority of 5
C.F.R. §§ 2635.107 and 602(a)(2), is an advisory opinion of an agency cthics official based on
the information that you provided.

Deputy Legal Counsel
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PRIVACY ACT STATEMENT
AUTHORITY: 41 U.S.C. 423; 10 U.S.C. 1701 note: 5 C.F.R. 2635.107, Joint Eihics Regulation.

PRINCIPAL PURPOSE(S): To enabie ethics counselors to render ethics advioe to miitary and chviian employoes leaving Government servics.
ROUTINE USES]: Nene.

DISCLOSURE: Volurtary. however, feliure o fully discioss Information requested may resull in receipt of imoompiets advice of inebilty 1o provide
written advice. This may resull in 8 delzy In being hired by @ Department of Defense contractor or mesint of compensation from such contractor,
Failra to comply may aiso result in fhe imposition of edministrative penalties in accordance with seclion 27a of the Ofice of Faderl Procurement
Policy Act (41 U.S.C. 423(e)).

§. HOW DO YOU WANT TO RECEVE YOUR OPIMION 0 ane) [X ey Eemar [ ey rosTaL maL

7. EMPLOYEE STATUS AT TIME OF SEPARATION OR TERMINALITRANSITION LEAVE X mrrany __]envuan
(& DOD ORGANIZATION 5. DOD SUPERVIBORE NAME
Joint Staff Secretary Robert Gares

] A YOU
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Vice Chairman, Joint Chiefs of Staff
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SECTION [V - DOD POSITION INFORMATION (Continved)
[20. POSITIONS HELD AND MAJOR DUTIES (Contimed
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[T ORGANZATION OR AGENCY TE@ JOBTILE

| = PRIOR POSITION

n. muuﬂmmmm“!mwmmmumrmﬂwm
mmmum m-mwum

PAYMENT?

Xiwo [ Jves
S PERF ORIAED TRAT FURETION

g FV .
uﬂu_u---uc-—n

POSITION {Grade O7 and sbove - not ocked?
NO YES

DD FORM 2845, APR 2010 Page 3 of 4 Pages

r e i B -'. Y TPAN - - I
m EXECUTIVE mmammm L EXCESS OF §10 WILLION?




A (

TRV
Initial contact

' r LTINS HAVE Y3 TAREN
on potential opportunities as 2 consultant

25, FUTURE JOB TITLE _

3. JOB 11TLE

B JO0 DESCRIPTION (Include nionmabon on 1iow S may relste 10 your Government dubes )

lﬁmhmmnuwimumnbnmu knowiedge.

DD FORM 2848, APR 2010

pl g
o

+.7) -



15-F-1787
Document 02

(b)(6)
|_ EARMY JS OCJCS (US)
_— — =4
b)E) |b 6
From: DoD OGC e Rosd.mil>
Sent: _Eriday Decemher 16 2011 10
To: b)) ICS OCICS LC
Subject: FW: Safe Harbor Letter

Here is the request. Sorry about the delay in forwarding. (And yes, this retired Marine failed to "take care of my own"
retired Marine, er, General).

(D)(6)
I'm callin how.

andards of Conduct Office
Office of the General Counsel
Department of Defense

1 i . D.C. 20301-1600
(b)(6)

CAUTION: This message may contain information protected by the attorney-client, attorney work product, deliberative
process, or other privilege. Do not disseminate without the approval of the Office of the DoD General Counsel.

From|®© DoD 0GC

- m g,2011 1:56 PM
Se Bl ber U9, 20 56
To DoD OGC

Subject: FW: Sate Harbor Letter

ikl @)
Hell Please take this for action. Cal irectly. Tx

(£)(6)

—oirector, Dou standards of Conduct

Office of General Counsel
(b)(6)

From s mailtd®© Degmail.com)
e Lriday Dacambar =TV

Sefie) 55, AL is:

To DoD OGC

Subject: Safe Harbor Letter



General (retired) James Cartwright is looking to do contract work with Raytheon as an advisor. They have asked for a
copy of his Safe Harbor Letter and written guidance from DoD on post-retirement restrictions. | have a copy of a
restrictions package given ta General Cartwright prior to his retirement hawever, | am not sure what a Safe Harbor letter
is or who | would get that from. | have been advised to contact you as an individual who may be able to help me out or

point me in the right direction. Can you provide me with assistance? Any help is greatly appreciated. Have a wonderful
Friday!

(0)(6)

Personal Assistant,
on [re o5 Cartwright, USMC




)@

| USARMY JS OCICS (US)
From: @gmail.com>
Sent: - Y
To: CSOCICS LC
Subject: Re: Safe Harbor Letter
Sir

| definitely owe you a coffee and bagel when | get back from school!!

‘(b}@ _
On Fri, Jan 6, 2012 at 4:49 PM JCS OCJCS LC { Fjs.penlagon.mib wrote:

I'm working it...it's the only reason I'm still here on a Friday evening. :)

_____ iala ol &R
Froq Pgmail.com]

012 5:34 PM
T CS OCICS LC
Subject: Re: Safe Harbor Letter

Sir

| hate to bother you but have you been able to take a look at this?

Raytheon is hoping to close everything out early next week to be in time for
their Board Meeting they want Generzl Cartwright to attend. | know you have
a ton of work going on but if there is anything | can do, please let me

know.

Thank you!

)
at 11:58 M!\J‘IrEﬁ occs LC
js.pentagon.mil> wrote:

Feel free to give them my contact information. I'll be glad to

speak with
them.

Thank you for the updated information and clarification. I'll work
on



preparing the advice letter for Gen Cartwright. I'll do my best to
have it
complete before the weekend.

B)6)

Subject: Re: Safe Harbor Letter

Sir

Spoke with General Cartwright and he said the block was marked
incorrectly

as he has not been on a source selection board or
financial/technical

evaluation team. In addition, he has not been a part of any
acquisition

(Raytheon or otherwise) in excess of $10M.

| fixed the appropriate blocks on page three and attached is updated
form.

In addition, Raytheon is asking permission to talk with legal office
(1

assume you) if they have any in-depth ethics questions concerning
General

Cartwright's employment. Would it be OK if | gave them you as the
contact

for General Cartwright? Thank you so much for all of the
assistance!

B6)

— 2 at 7:53 AM CS OCICS LC
el js.pentagon.mil> wrote:
|(b)(ﬁ)

| took a look at the questionnaire yesterday. After review,

there
is some
additional information | need in order to produce the letter.

--On page 3, block 21(g) asks for additional details on
contracts



that Gen
Cartwright may have been involved in. Because he stated he
was a
member of
a source selection evaluation board or a chief of a financial
or
technical
evaluation team (Block 21(b), | will need to know which
acquisitions
or
contracts on which he took some action. Especially important
is any
information on contract award decisions in which he was
involved
where
Raytheon was awarded a contract in excess of $10 million.

--Also on the bottom of page 3, while he currently is
retired, the
questions
in Block 22 refer to the assignment from which he retired.
22(a)
should be
checked "yes" and 22(b) needs to be completed.

Please let me know if you have any questions.

I_(b? 6
..”...Or' i TP
From:| * |8 DDR

Se , 2012 8:31 AM
To CSOCICSLC
Cc] gmail.com’

Subject: Re: Safe Harbor Letter

Sir
Were you able to get this letter? Gen Cartwright needs it
for his
talks
with Raytheon to go any further. Please let me know if you
need
anything :
else or if you have any questions. Thank you and hope you had

great
holiday!!



[®E)

Per our discussion. Please let me know if you need anything

else.

USAF

IF@

Personal Assistant,

rﬁp.l‘zuama.bl'twrighz, usmc

™

Personal Assistant,

)6)

rtwright, USMC




:ersonal Assistant,
Fﬁﬂﬁmmmwﬁght' usmc




Fﬂa’ hSARMY JS OCJCS (US)

i

From: CS OQJCS LC
Sent: J5. 2012 8:54 AM
To: 8 DDR

Cc: amLom
Subject: RE: Safe Haroor Letter
Attachments: 20111227083101292 pdf

1 took a look at the questionnaire yesterday. After review, there is some
additional information | need in order to produce the letter.

--On page 3, block 21(g) asks for additional details on contracts that Gen
Cartwright may have been involved in. Because he stated he was a member of
a source selection evaluation board or a chief of a financial or technical
evaluation team (Block 21(b), | will need to know which acqguisitions or
contracts on which he took some action. Especially important is any
information on contract award decisions in which he was involved where
Raytheon was awarded a contract in excess of $10 million.

--Also on the bottom of page 3, while he currently is retired, the questions
in Block 22 refer to the assignment from which he retired. 22(a) should be
checked "yes" and 22(b) needs to be completed.

Please let me know if you have any questions.

e

From 8 DDR

Se 012 8:31 AM
To JICS OCJCS LC
Cco)® D l.com’

Subject: Re: 5 Letter

Sir

Were you able to get this letter? Gen Cartwright needs it for his talks
with Raytheon to go any further. Please let me know if you need anything
else or if you have any questions. Thank you and hope you had a great
holiday!!

-

----- Original Message -----




I8 DDR
, 2011 08:36 AM

0
Ce:|d gmail.com @gmail.com>
Subject:

Per our discussion. Please let me know if you need anything else.
0)(6)

JUSAF
Xecuti ]

(G
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PLEASEDOHOTRETURIYMFOHTOTHEABMWTION.
PRIVACY ACT STATEMENT

AUTHORITY: 41 U.S.C 423, 10 U.S.C. 1701 note; 5 C F R. 2636.107, Joint Ethics Regulation.

PRINCIPAL PURPOSE(S): To enable ethics counselors to render ethics advice to military and civilian empioyees leaving Governmant service

ROUTINE USE(S)' None.

DISCLOSURE: Voluntary; however, faiture to fully disciose information requested may result in receipt of incompiete advice or inability to provide
written advice. This may result in a delay in being hired by a Depariment of Defense contractor or receipt of compensation from such contractor.

Failure to comply may also result in the imposition of administrative penaities in accordance with section 27e of the Office of Federal Procurement
Policy Act (41 U.S.C. 423(e)).

SECTION | - CONTACT INFORMATION

7505 AGENCY VOU WORKED O ARE WORKING — T %3 TRST NANE b MIDDLE |c. LAST NAME
FOR (e.g. US Amy, US Navy, elc) INITIAL
US Marine Corps James E. Cartwright

2

(b)(B)

d. STy : T ZIPIPUS CODE T COUNTRY
©)E) TR Us

(5)(6)
8. HOW DO YOU WANT TO RECEIVE YOUR OPINION (Xone) . [ X | BY E-MALL [ ]svPosTaL maL

SECTION Ii - SERVICE INFORMATION

7. EMPLOYEE STATUS AT TIME OF SEPARATION OR TERMINAL/TRANSITION LEAVE [X ] miirary D CIVILIAN

8. DOD ORGANIZATION 9. DOD SUPERVISOR'S NAME
Joint Staff Secretary Robert Gates

70, REASON FOR SEPARATION

[X|RETIREMENT [ | RESIGNATION || OTHER (Speci)

71, SEPARATION/RETIREMENT DATE WMMDL/ 77 VY, 12. TERMINAL/TRANSITION LEAVE DATE (MDD 77,
09/01/2011 08/04/2011

LEAVE? D NO D YES U.S. ARMED FORCES? [:] NO D YES

PROSPECTIVE EMPLOYMENT? [:] NO PRIOR ADVICE RECEIVED | YES, PRIOR ADVICE RECEIVED (Comglete b.)

FiC 3 "ELE,%N&L&EE_-
(D OFFICE 3 1)

CICS Legal Office

16. FINANCIAL DISCLOSURE
2 HAVE YOUF A 1AL DISCLOSURE REPORT?

NO YES, OGE FORM 450 |EYES.V?meu-rzrtmmnammmmmmmm

b IFYE ngl O
Vice Chairman, Joint Chiefs of Staff’

2,

DD FORM 2945, APR 2010 x*ﬁ&"u’s



SECTION Iil - PRIOR ETHICS INFORMATION (Continued)

- TAVE : STERTIALE - T
A \"-R!TTE'N DlSQdAL Fl._,A"'IO%‘s CHANG1NG JOBS. HADYOUR DUTiES CH&NGED C}R TMEN ANY ""HER ACT'ON “'O QESOLVE A
POTENTIAL CONFLICT OF INTEREST? :l NO D YES

b, IF YES, PROVIDE DETAILS.

18. ETHICS PLEDGE
a. HAVE YOU SIGNED THE ETHICSPLEDGE? [ |NO [X] ves

ATTORII!YBYDOD. '

= - s = = n Y =
OFDEPART”EN‘TOFUEFEHSESERVFCE? M“Mnﬂm chmmmmummmmm
mmuzmmummuwummwaumm m-mw.ﬂq

program manager, depuly program manager or contracting officer, or otherwise involved in the contracting pr identfy of proj program,
and subconiraciors.)
a. CURRENT/MOST RECENT POSITION
[77) ORGANIZATION OR AGENCY 2) JOB TITLE
Joint Staff Vice Chairman, Joint Chiefs of Staff
[ [3) DESCRIPTION

b. PRIOR POSITION 1
(1) ORGANIZATION OR AGENCY 2 JOBTITE

73 DESCRIETION

c. PRIOR POSITION 2
i NIZATION CY {2 JOB TTILE

[(3) DESCRIFTION

DD FORM 2945, APR 2010 : Page 2 of 4 Fages



SECTION IV - DOD POSITION INFORMATION (Continued)
20. POSITIONS HELD AND MAJOR DUTIES (Confinued)

d. PRIOR POSITION 3
(1) ORGANIZATION OR AGENCY RV JOBTITLE

(3) DESCRIPTION

¢ PRIOR POSITION 4
[11) ORGANIZATION OR AGENCY (2) JOB TITLE

(3 DESCRIPTION

21. WITHIN THE LAST TWO YEARS, HAVE YOU SERVED IN ANY OF THE FOLLOWING POSITIONS OR PERSONALLY TAKEN ONE OF THE
mmmmmmmmmmwmm7

:NO |XIYES (¥ Yes, summarize your dutiesfresponsibiiities:)
Vice Chairman, Joint Chiefs of Staff

sSU
TASK ORDER ca DELNERV ORDEQ OR PAYME!T OF A
CONTRACT CLAIM?

' OR OTHER RATES?

[XIno [Jves

8
{List contract! number(s), bie(s) and date(s) of lest action)

. U A } U : 3 T
SENIOR EXECUTIVE SERVICE OR A GENERAL OR FLAG EXCESS OF $10 MILLION?
POSITION (Grade O7 and above - not frocked)?

|_[Xiwo [ Jves [xo  [Jves )
DD FORM 2946, APR 2010 Fage 3 of 4 Pages




0. JOB DESCRIFTION (Inciude Informalion on how his may relete fo your Govemnmen! dulies.)

|$mummmhmbmwmﬁnmdmm.
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| SARMY JS OCJCS (US)
L —

From: 8 DDR
Sent: I TRy 22011 8:36 AM
To: SOUCS LC
Cc: .com

Subject: r prooTTeter

Attachments: 20111227083101292 pdf

Follow Up Flag: Follow up

Flag Status: Flagged

Sir

Per our discussion. Please let me know if you need anything else.

-~ EXecutive Assistant

W_DD&MME

USAF




REPORT CONTROL | OME No. 0704-0467

POST-GOVERNMENT EMPLOYMENT ADVICE OPINION REQUEST SYMBOL OMB approval expires
DD-GC{AR)2412 Apr 30, 2013
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PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ORGANIZATION.
PRIVACY ACT STATEMENT

AUTHORITY: 41USC 423, 10USC. 1701 note; 5CFR. 2636107 Joint Ethics Regulation

PRINCIPAL PURPOSE(S). To enable ethics counseiors io render ethics advice to military and civilian empioyees leaving Government service
ROUTINE USE(S) None.

DISCLOSURE: Voluntary; however. failure to fully disciose information requested may result in receipt of Incompiete advice or inability to provide
written advice. This may result in a delay in being hired by a Depariment of Defense contractor or receipt of compensation from such contracior.

Failure to comply may also result in the imposition of administrative pehalties in accordance with section 27e of the Office of Federal Procurement
Policy Act (41 U.S.C. 423{e)).

SECTION [ - CONTACT INFORMATION

1. DOD AGENCY YOU WORKED OR ARE WORKING | 2.2 FIRSTNANE Tt WIDOLE | o LAST NAME
FOR (.. US Amy, US Nawy. efc) INITIAL
US Marine Corps James E Cartwright

3. ADDRESS
4

jea Code)

8. HOW DO YOU WANT TO RECEIVE YOUR OPINION (X one) BY E-MAIL [:]avpomumu.

SECTION Il - SERVICE INFORMATION

7. EMPLOYEE STATUS AT TIME OF SEPARATION OR TERMINALITRANSITION LEAVE X muirary [Jevan
5. DOD ORGANIZATION ¥. DOD SUPERVISOR'S NAME
Joint Staff ' Secretary Robert Gates

(3) TEL g - 1
CICS Legal Office }

8. IN THE LAST 2 YEARS, HAVE YOU FILED A FINANCIAL DISCLOSURE REPORT?

[ ~o D YES. OGE FORM 450 [ 3X] YES. SF 278 (1 you e # SF 278, you must fle & fermination report 1o later han 30 days afer

16. FINANCIAL DISCLOSURE

b = } F
VmQumlmmChnﬁofSuﬂ'

DD FORM 29845, APR 2010 o B bla. ]



SECTION lii - PRIOR ETHICS INFORMATION (Continued)

17. CONFLICTOFINTE!EBT
= . ’ ; o — .
A \"\.RITTEN D!S‘.IUAL F?CA""ION CHANG!NG Joas H-ADYO!.R m.l'l'l "H.ANGED OR TAKEN ANY O"'HER ACTION TO RESG.VE A

POTENTIAL CONFLICT OF INTEREST? X N0 I:'YES
[ B. IF YES, PROVIDE DETAILS:
18, ETHICS PLEDGE ;
a. HAVE YOU SIGNED THE ETHICS PLEDGE? [ | NO [X]yes

™5, IFYES, HAVE YOU RECENVED A WAIVER OF THE RESTRICTIONS THAT APPLY UPON LEAVING THE GOVERNMENT?
[Xl N  [ves
F YES, EXPLAIN THE EXTENT OF THE VAIVER:

4. IF NO, DO YOU AN ICIPATE WORK AS A LOBBYIST?
(v [Jws

ATTOM?BYDOD

ormmmormw Mwmum rwumpunn, mmmammwmm
during the last 2 yeors, Mﬂ&ﬂ.”hmm mmdumﬂonmm-mm acling a8
Iidentfy names of projects. smgram, contraciors

program manager, depuly program maneger or contracting officer, or otherwise involved in the contrecling process.

and subcontraciors.)
a. CURRENT/MOST RECENT POSITION

77 ORGANZATION OR AGENCY T IOBTITE

Joint Staff Vice Chairman, Joint Chiefs of Staff
75 DESCRTPTION

b. PRIOR POSITION 1
9)JOB TITLE

(1) ORGANIZATION OR AGENCY

c. PRIOR POSITION 2
ZATION {2) JOB TITLE

T3 DESCRIFTION

Page 2 Of 4 Pages
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SECTION IV - DOD POSITION INFORMATION (Continued)

20. POSITIONS HELD AND MAJOR DUTIES (Confinued)

d. PRIOR POSITION 3

1) ORGANIZATION OR AGENCY 2 JOBTITLE
(3) DESCRIPTION

|_e. PRIOR POSITION 4

[71) ORGANIZATION OR AGENCY 2) JOB TITLE

21. WITHIN THE LAST TWO YEARS, HAVE YOU SERVED IN ANY OF THE FOLLOWING POSITIONS OR PERSONALLY TAKEN ONE OF THE
FOLLOWING ACTIONS REGARDING AN ACQUISITION OR CONTRACT IN EXCESS OF $10 MILLION?

d A A . SU ,
TASK ORDER OR DELIVERY ORDER, OR PAYMENT OF A
CONTRACT CLAIM?

o [

(List contract number(s), Bile(s) and date(s) of lasf action)

; U HOL j J
SENIOR EXECUTIVE SERVICE OR A GENERAL OR FLAG
POSITION (Grade O7 and above - not frocked)?

-NO YES

e. T APPROVAL OF A CONTRACT
OR OTHER RATES? PAYMENT?
Xw [vs | Xw [Jves
"; !HE Emlﬁﬁ .‘-fgi IN mlt ﬁv ME] HA
3 G U ] WA
EXCESS OF $10 MILLION?

[_Jnvo [ Jves

DD FORM 2845, APR 2010
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[ D. JOB DESCRIPTION (Inciude information on how this may refate fo your Govemment dutes.)
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22 Dee 2011
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THE JOINT STAFF

gggg ZIP Code: 6 January 2012

(b))

Dear General (ret.) Cartwright,

This letter responds to your request for advice regarding the impact of post-Government
employment restrictions on employment with Raytheon Company (“Raytheon”).

BACKGROUND. You retired from the United States Marine Corps as 2 General on
1 September 2011. During your past two years of service, you were the Vice Chairman of the
Joint Chiefs of Staff. You were the second ranking member in the United States Armed Forces
and replaced the Chairman of the Joint Chiefs of Staff during periods of absence or disability.

PROSPECTIVE EMPLOYMENT., You are currently seeking employment with
Raytheon. As you have only made initial contact on potential opportunities within Raytheon,
your specific job description and responsibilities are undefined.

PROCUREMENT INTEGRITY LAW. You advised that within the last two years,
you did not have any decision-making responsibilities, nor did you take any other action, in
connection with a contract valued over $10,000,000. Based on this information, | have
determined that 41 U.S.C. § 2103 does not require any additional notices with respect to your
employment contacts with any defense contractor. In addition, the procurement integrity law
does not restrict you from receiving compensation from any potential client listed above.
However, the procurement integrity law does apply to you to the extent that you have had access
to any source selection or contractor bid or proposal information. You are required to protect
that information. In addition, 18 U.S.C. §§ 793, 794 and 1905 protect and prohibit the use or
disclosure of trade secrets, confidential business information, and classified information.
Finally, you have a continuing obligation to the Government not to disclose or misuse any other
information that you acquired as part of your official duties and which is not generally available
to the public.

REPRESENTATIONAL BANS. 18 U.S.C. § 207, a criminal statute, restricts
representational activities. It prevents an individual who participated in, or was responsible for,
a particular matter while employed by the Government from later “switching sides” and
representing someone else in the same matter. These restrictions are further explained below.

a. Section 207(a)(1) imposes a lifetime bar that prohibits you from knowingly
making, with the intent to influence, any communication to or even an appearance before an
employee of the United States on behalf of someone else in connection with a particular matter



involving a specific party in which you participated personally and substantially as a
Government officer and in which the United States has a direct and substantial interest. This
does not prohibit “behind-the-scenes”™ assistance.

“Lifetime™ refers to the lifetime of the particular matter.

“Particular matter” includes any proceeding, application, contract,
controversy, investigation, accusation, arrest, or other matter that involves
a specific party.

“Participate personally and substantially” means to participate directly and
significantly by decision, approval, disapproval, recommendation, advice,
or investigation. Personal participation includes the participation of a
subordinate when actually directed by you.

b. Section 207(a)(2) is nearly identical to the above lifetime restriction except
that it (1) lasts for only two years after leaving Government service, and (2) applies only to those
matters in which you did not participate personally and substantially, but which were pending
under your official responsibility during the one-year period before terminating Government
employment. “Official responsibility” is defined as direct administrative or operating authority
to approve, disapprove, or otherwise direct government action.

c. Based on the information you provided, it is my opinion that the restrictions of
Sections 207(a)(1) and (2)(2) do not apply to you because you did not participate “personally and
substantially” in any particular matter affecting the interests of Raytheon, nor were such matters
pending under your official responsibility during the one-year period prior to you leaving federal
service.

d. These determinations are fact-specific. Thus, if you seek employment with a
different contractor, I recommend that you request a revised ethics opinion to determine if
your circumstances have changed.

ONE-YEAR COOLING OFF PERIOD. 18 U.S.C. § 207(c)(1) prohibits any flag
officer for one year after retirement from contacting any officer or employee of the “agency” in
which he served within one year of leaving his senior position with the intent to influence any
official matter. “Agency” does not mean all of DoD. “Agency” in your case includes the Office
of the Secretary of Defense, the Department of the Navy, the Joint Staff, and the Combatant
Commands. It does not include the Department of the Army, the Department of the Air Force,
DISA, DIA, DLA, NGA, NRO, DTRA, and NSA, as well as other U.S. Government agencies.

FOREIGN GOVERNMENT EMPLOYMENT. Because you are a flag officer, 18
U.S.C. § 207(f) prohibits you for one year after your retirement from representing, aiding, or
advising a foreign government or political entity (but not a non-government corporation) to
influence a decision of any officer, employee or agency of the United States. The Emoluments
Clause of the Constitution further prohibits you from being employed by a foreign government



without the consent of Congress. Should you desire to seek the consent of Congress, 37 U.S.C. §
908 allows for approval through your Service Secretary.

As a final point, my opinion as an agency ethics official concerning 18 U.S.C. § 207 does
not have the same weight as an opinion authorized by statute, such procurement integrity laws
(41 US.C. § 2103-4). The Standards of Ethical Conduct for Employees of the Executive Branch
makes it clear that, although my opinion should be persuasive concerning statutes like 18 U.S.C.
§ 207, my opinion on this statute does not bind the Department of Justice.

[ hope this information is helpful to you. This letter, issued under the authority of 5
C.F.R. §§ 2635.107 and 602(a)(2), is an advisory opinion of an agency ethics official based on
the information that you provided.

Deputy Legal Counsel



0)(6)
rﬁﬂ LSARMY JS 0CJCS !ES!

From: ICS OCJCS LC
Sent: 2012 12:59 PM
To:

Subject: € Haroor Letter

Feel free to give them my contact information. I'll be glad to speak with
them.

Thank you for the updated information and clarification. I'll work on
preparing the advice letter for Gen Cartwright. I'll do my best to have it
complete before the weekend.

@gmail.com]

Subject: Re: Safe Harbor Letter
Sir

Spoke with General Cartwright and he said the block was marked incorrectly
as he has not been on a source selection board or financial/technical
evaluation team. In addition, he has not been a part of ahy acquisition
(Raytheon or otherwise) in excess of S10M.

| fixed the appropriate blocks on page three and attached is updated form.
In addition, Raytheon is asking permission to talk with legal office (I
assume you) if they have any in-depth ethics questions concerning General
Cartwright's employment. Would it be OK if | gave them you as the contact
for General Cartwright? Thank you so much for all of the assistance!

at 7:53 AMW csodcsLC
js.pentagon.mil> wrote:

| took a look at the questionnaire yesterday. After review, there
is some
additional information | need in order to produce the letter.

1



--On page 3, block 21(g) asks for additional details on contracts

that Gen

Cartwright may have been involved in. Because he stated he was a
member of

a source selection evaluation board or a chief of a financial or
technical

evaluation team (Block 21(b), | will nead to know which acquisitions
or

contracts on which he took some action. Especially important is any

information on contract award decisions in which he was involved
where

Raytheon was awarded a contract in excess of $10 million.

~Also on the bottom of page 3, while he currently is retired, the
questions

in Block 22 refer to the assignment from which he retired. 22(a)
should be

checked "yes" and 22(b) needs to be completed.

Please let me know if you have any questions.

—Opg

From &8 DDR

,2012 8:31 AM
CS0QCs LC
gmail.com'
rbor Letter

Sir

Were you able to get this letter? Gen Cartwright needs it for his
talks

with Raytheon to go any further. Please let me know if you need
anything

else or if you have any questions. Thank you and hope you had a
great

holiday!!

From| |8 DDR

Sent: Tuesday, December 2/, 2011 08:36 AM



i pgmail.com>

Sir

Per our discussion. Please let me know if you need anything else.

USAF

£xecutive Assistant
JS/18, DDR and DDFMAS

WJ

Personal Assistant,

right, USMC
(b)(6)




(b)(6)
|_Wé USARMY JS OCJCS (US)

)
From: IEE 8 DDR

Sent: 2012 831 AM
To: JCS OCJCS LC
Cc: gmail.com
Subject: . 5t Letter

Sir

Were you able to get this letter? Gen Cartwright needs it for his talks with Raytheon to go any further. Please let me
know if you need anything else or if you have any questions. Thank you and hope you had a great holiday!!

Per our discussion. Please let me know if you need anything else.

Fﬁ)

[USAF

Executive Assistant

(b)(®)




15-F-1787
Document 3

)(6) :

rﬂ bSARMY JS 0CJCS (US)
From: ElgrnaiLcom>
sent -

To: ) S OCICS LC
Subject:

Sir

You are wonderful! Thank you and we truly appreciate it. Have a great weekend.

) |i'5ﬁ'5 ) |
On Fri, Jan 6, 2012 at 6:23 PM|Em }CS oacs LC js.pentagon.mil> wrote:
|35)@5

At long last, here it is. Please let me know if the General has any
questions.

—~——QOgigi

Frorn|! 2 Fgmail.com]
Sept.Eri 012 5:57 PM

To CSOQCsS LC

Subject: Re: Safe Harbor Letter

Sir

| definitely owe you a coffee and bagel when | get back from school!!

Bt - at 4:49 PMI( i ICS OCICS LC
js.pentagorrrmrwrote:

I'm working it...it's the only reason I'm still here on a Friday
evening. 3

From Fﬁgmail.com]
Sepi—h 12 5:32 PM
To oCiCS LC

Subject: Re: Safe Harbor Letter




Sir

| hate to bother you but have you been able to take a look at this?

Raytheon is hoping to close everything out early next week to be in
time for

their Board Meeting they want General Cartwright to attend. | know
you have i

a ton of work going on but if there is anything | can do, please let
me

know.

Thank you!

(b)(6)
at 11:58 AM CS OGS LC
8 js.pentagon.mil> wrote. .

Feel free to give them my contact information. I'll be glad
to
speak with
them.

Thank you for the updated information and clarification.
I'll work
on
preparing the advice letter for Gen Cartwright. I'll do my
best to
have it
complete before the weekend.

—---Ogiginal Mecsapn -

Frcm1|E it ) bgmail.tom]
Sent. 05, 2012 12:48 PM

ToiEEEEEE [S0QCSLC

Subject: Re: Safe Harbor Letter

Sir

Spoke with General Cartwright and he said the block was
marked
incorrectly



as he has not been on a source selection board or
financial/technical

evaluation team. In addition, he has not been a part of any
acquisition

(Raytheon or otherwise) in excess of $10M.

| fixed the appropriate blocks on page three and attached is
updated
form.
In addition, Raytheon is asking permission to talk with legal
office
(!
assume you) if they have any in-depth ethics questions
concerning
General

Cartwright's employment. Would it be OK if | gave them you

as the
contact
for General Cartwright? Thank you so much for all of the
assistance!

On Thu, Jan 5, 2012 at 7:53 AM|

oacs 6]
(DX js.pentagcn.mil> wrote:
|(§.liﬁ)

| took a look at the questionnaire yesterday. After

fcs

review,
there
is some
additional information | need in order to produce the
letter.

--On page 3, block 21(g) asks for additional details
on
contracts
that Gen
Cartwright may have been involved in. Because he
stated he
was a
member of
a source selection evaluation board or a chief of a
financial
or
technical
evaluation team (Block 21(b), | will need to know
which



acquisitions
or
contracts on which he took some action. Especially
important :
is any
information on contract award decisions in which he
was
involved
where
Raytheon was awarded a contract in excess of $10
million.

~-Also on the bottom of page 3, while he currently is
retired, the
questions
in Block 22 refer to the assignment from which he

retired.
22(a)
should be
checked "yes" and 22(b) needs to be completed.
Please let me know if you have any questions.
——-Origi
From:iE !F! IB DDR
Sent. , 2012 8:31 AM
e
Cc pgmail.com’
Sub arbor Letter
Sir
Were you able to get this letter? Gen Cartwright
needs it
for his
talks
with Raytheon to go any further. Please let me know if
you
need
anything
else or if you have any questions. Thank you and hope
you had
a
great
holiday!!



Sen i 2011 08:36 AM
o Jeso

Cc X PRTTTaT.com grnail.com>
Subject. arbor Letter

Sir

Per our discussion. Please let me know if you need

anything
)
LSAF
XEcutive Assistant

else,

Tﬁ@g:.umhmﬂ.ﬁz-wﬂsht, usmc

Personal Assistant,

anammnwright, usmc




|GG

~ PETSOTIar RSSIStarnt,

mn.ﬁmﬂm:;’wright‘ UsMmc

Em;‘ nal Assistant,
I%.Lmﬂﬂm&ﬁmo[right, usmc




|m> USARMY JS OCJCS (US)

From:
Sent:
To:
Subject:

Sir

| hate to bother you but have you been able to take a look at this?

Raytheon is hoping to close everything out early next week to be in time for
their Board Meeting they want General Cartwright to attend. | know you have
a ton of work going on but if there is anything | can do, please let me

know. '

Thank you!

' at 11:58 AM[P® Cs OCICS LC
js.pentagon.mil> wrote:

Feel free to give them my contact information. I'll be glad to

speak with
them.

Thank you for the updated information and clarification. I'll work

on
preparing the advice letter for Gen Cartwright. I'll do my best to
have it
complete before the weekend.

--—-0Original Message-----
Fromfgms Fgmail.com)
1




Sent-Tj 05, 2012 12:48 PM
Tof' aj JCS OCICS LC

Subject: Re: Safe Harbor Letter

Sir

Spoke with General Cartwright and he said the block was marked
incorrectly

as he has not been on a source selection board or
financial/technical

evaluation team. In addition, he has not been a part of any
acquisition

(Raytheon or otherwise) in excess of S10M.

| fixed the appropriate blocks on page three and attached is updated
form.

In addition, Raytheon is asking permission to talk with legal office
(I :
assume you) if they have any in-depth ethics questions concerning
General

Cartwright's employment. Would it be OK if | gave them you as the
contact

for General Cartwright? Thank you so much for all of the
assistance!

F%xm_m;_ui_ ;at 7:53 am[PEL |es ocics e
it js.pentagon.mil> wrote:

| took a look at the questionnaire yesterday. After review,

there
is some
additional information | need in order to produce the letter.
--On page 3, biock 21(g) asks for additional details on
contracts '
that Gen
Cartwright may have been involved in. Because he stated he
was a
member of
a source selection evaluation board or a chief of a financial
or

technical
evaluation team (Block 21(b), | will need to know which
acquisitions
or



contracts on which he took some action. Especially important
is any
information on contract award decisions in which he was
involved
where
Raytheon was awarded a contract in excess of $10 million.

--Also on the bottom of page 3, while he currently is
retired, the
questions
in Block 22 refer to the assignment from which he retired.

22(a)
should be
checked "yes" and 22(b) needs to be completed.
Please let me know if you have any questions.
-—-Original Message--——
Fromlﬁm 8 DDR
Se , 2012 8:31 AM
To CSOCCS LC
Cc pgmail.com’
Su arbor Letter
Sir
Were you able to get this letter? Gen Cartwright needs it
for his
talks
with Raytheon to go any further. Please let me know if you
need
anything
else or if you have any questions. Thank you and hope you had
a
great
holiday!!

B DDR

3



Subject: Safe Harbor Letter
Sir

Per our discussion. Please let me know if you need anything
else.

[o®
JSAF

Iz5“al.I.B_I:I.I:I.ﬂ.il.:l.l:I.DDEM.A.S

ersona 1stant,

F%niuﬂhma.ta.urright, usmc

E ) [Assistant
ersona sistant,
Imﬁ.mu.umnmn.wright. usmc




SARMY JS OCJCS (US)

From: gmail.com>
To: CS OCICS LC

Subject:

Sir

I hate to bother you but have you been able to take a look at this? Raytheon is hoping to close everything out early next
week to be in time for their Board Meeting they want General Cartwright to attend. | know you have a ton of work
going on but if there is anything | can do, please let me know,

Thank you!

On Thuy, Jan 5, 2012 at 11:58 AM,| ' ICSOCJCS LC{ ' Fjs.pentagon.mil:» wrote:

Feel free to give them my contact information. I'll be glad to speak with
them. .

Thank you for the updated information and clarification. I'll work on
preparing the advice letter for Gen Cartwright. I'll do my best to have it
complete before the weekend.

From @gmail.com])

Subject: Re: Safe Harbor Letter
Sir

Spoke with General Cartwright and he said the block was marked incorrectly
as he has not been on a source selection board or financial/technical
evaluation team. In addition, he has not been a part of any acquisition
(Raytheon or otherwise) in excess of S10M.

| fixed the appropriate blocks on page three and attached is updated form.
In addition, Raytheon is asking permission to talk with legal office (|

1



assume you) if they have any in-depth ethics questions concerning General
Cartwright's employment. Would it be OK if | gave them you as the contact
for General Cartwright? Thank you so much for all of the assistance!

gﬂ: I
at 7:53 AM, CSOCCS LC
js.pentagon. WroLe:

| took a look at the questionnaire yesterday. After review, there

is some
additional information | need in order to produce the letter.

--On page 3, block 21(g) asks for additional details on contracts
that Gen

Cartwright may have been involved in. Because he stated he was a
member of

a source selection evaluation board or a chief of a financial or
technical

evaluation team (Block 21(b), | will need to know which acquisitions
or

contracts on which he took some action. Especially important is any

information on contract award decisions in which he was involved
where

Raytheon was awarded a contract in excess of $10 million.

--Also on the bottom of page 3, while he currently is retired, the
questions

in Block 22 refer to the assignment from which he retired. 22(a)
should be

checked "yes" and 22(b) needs to be completed.

Please let me know if you have any questions.

T

melﬂgai’IHE |8 DDR
Sep- , 2012 8:31 AM
Ccngail.com'

Subject: Re: Safe Harbor Letter




Sir
Were you able to get this letter? Gen Cartwright needs it for his

talks

with Raytheon to go any further. Please let me know if you need
anything

else or if you have any questions. Thank you and hope you had a
great

holiday!!

)
From DDR

Sent: Tuesday, December 27, 2011 08:36 AM

To: CS

Cci!%;% ;gmail.cou]mi(ﬁ} Fgmail.com:-
Subject: Safe Harbor Letter

Sir

Per our discussion. Please let me know if you need anything else.

| JUSAF

J5/J8, DDR and DDFMAS

ITERm

Personal Assistant,

Fﬁ.umwmw_ﬁshh usmc




Personal Assistant,

right, USMC
(




)
|m SARMY JS OCJCS (US)

From: CSOUCS LC
Sent: ;2011 1:28 PM
To: D OGC

Subject: RE: Safe Harbor Letter

B
No problem at all. I've been in contact wit = nd can taken
things from here.

——--Origi i ;
From oD 0GC [mailtosd.mil]

2011 10:18 AM
[SoQcsLC
e Harbor Letter

Here is the request. Sorry about the delay in forwarding. (And yes, this
retired Marine failed to "take care of my own" retired Marine, er, General).

b )6
I'm calling ow.

Thanks,

Standards of Conduct Office

Office of the General Counsel

Department of Defense

1600 Defense Pentagon (Room 3E783 [newl])

1.1600
|{b%)

CAUTION: This message may contain information protected by the
attorney-client, attorney work product, deliberative process, or other
privilege. Do not disseminate without the approval of the Office of the DoD
General Counsel.

DoD OGC
, 2011 1:56 PM



Su v r Letter

Hell-:l lease take this for action. Calmirectlv. Tx
|7—E:’;;1'!In’t!'I’,'IJ?!'I?SH'HE‘Ian:is of Conduct
FMOMSEI

General (retired) James Cartwright is looking to do contract work with
Raytheon as an advisor. They have asked for a copy of his Safe Harbor Letter
and written guidance from DoD on post-retirement restrictions. | have a
copy of a restrictions package given to General Cartwright prior to his
retirement however, | am not sure what a Safe Harbor letter is or who |
would get that from. | have been advised to contact you as an individual
who may be able to help me out or point me in the right direction. Can you
provide me with assistance? Any help is greatly appreciated. Have a
wonderful Friday!

©®

~Personal Assistant,

Iﬁﬂeﬂm&mright, usmc




®)6) |
|_ SARMY JS OCJCS (US)

From: CS OQTICS LC
Sent: 12 7:24 PM
To:

Subject: RE. SaTe tter
Attachments: PGE--Cartwright.pdf

|Wi)

At long last, here it is. Please let me know if the General has any
questions.

|(b)(ﬁ)

----- Origi

From (b)(6) Dgmail.com]
Nt ETAY ANV e 7

Se b'_ - 12 5.57 PM
To{®® CS 0CICS LC
Subject: Re: Safe Harbor Letter

Sir

| definitely owe you a coffee and bagel when | get back from school!!

(b)(6)
i at 4:49 PM JCS OCICS LC
(b)(6)

is.pentagobrrrr—rrror=

I'm working it...it's the only reason I'm still here on a Friday
evening. :)

Pgmail.com]

I hate to bother you but have you been able to take a look at this?

Raytheon is hoping to close everything out early next week to be in
time for

their Board Meeting they want General Cartwright to attend. | know
you have

a ton of work going on but if there is anything | can do, please let

1



me
know.

Thank you!

23t 11:58 AME:EE) S OCICS LC
is.pentagon. W ;

Feel free to give them my contact information. I'll be glad

to
speak with
them.
Thank you for the updated information and clarification.
I'll work
on
preparing the advice letter for Gen Cartwright. I'll do my
best to
have it
complete before the weekend.
From [@gmail.com]
Sent:
To:
Subject: Re: Safe Harbor Letter
Sir
Spoke with General Cartwright and he said the block was
marked
incorrectly
as he has not been on a source selection board or
financial/technical
evaluation team. In addition, he has not been a part of any
acquisition
(Raytheon or otherwise) in excess of S10M.
| fixed the appropriate blocks on page three and attached is
updated

form.



In addition, Raytheon is asking permission to talk with legal
office
(I
assume you) if they have any in-depth ethics questions
concerning
General
Cartwright's employment. Would it be OK if | gave them you
as the
contact
for General Cartwright? Thank you so much for all of the
assistance!

)(6)
On Thuy, Jan 5, 2012 at 7:53 AMFWE' cs

mjs.p@magon_mib wrote:
Iﬁksr__

| took a look at the questionnaire yesterday. After

0dCs LC

review,
there
is some
additional information | need in order to produce the
letter.

--On page 3, block 21(g) asks for additional details
on
contracts
that Gen
Cartwright may have been involved in. Because he
stated he
was a
member of
a source selection evaluation board or a chief of 2
financial
or
technical
evaluation team (Block 21(b), | will need to know
which
acquisitions
or
contracts on which he took some action. Especially
important
is any
information on contract award decisions in which he
was
involved
where



Raytheon was awarded a contract in excess of $10

million.
--Also on the bottom of page 3, while he currently is
retired, the
questions
in Block 22 refer to the assignment from which he
retired.
22(a)
should be
checked "yes" and 22(b) needs to be completed.
Please let me know if you have any questions.
——--Qrigi e
Fromli if ) 8 DDR
Sent: Thursday, January 05, 2012 8:31 AM
Ccmgmail.com'
Subject: Re: rbor Letter
Sir
Were you able to get this letter? Gen Cartwright
needs it
for his
talks
with Raytheon to go any further. Please let me know if
you
need
anything
else or if you have any questions. Thank you and hope
you had
a
great
holiday!!
—--- Orig
From; 8 DDR
Ser 011 08:36 AM

Tol | Qg
6 ’
Cc BB gmail.com e @gmail.com>

4




Subject: Safe Harbor Letter
Sir
Per our discussion. Please let me know if you need

anything
else.

)(6)

LUSAF

—

Gen (ret) James Cartwright, USMC

= I

(BIE) |
m&um_\mjrtwrigm, usmcC

F%:.r.zuam rtwright, USMC




No Content




THE JOINT STAFF

OFFICE OF LEGAL COUNSEL
PENTAGON, ROOM 20938
WASHINGTON, DC
Reply ZIP Code: 6 January 2012
20318-9999
(0)(6)
Dear General (ret.) Cartwright,

This letter responds to your request for advice regarding the impact of post-Government
employment restrictions on employment with Raytheon Company (“Raytheon”).

BACKGROUND. You retired from the United States Marine Corps as a General on
1 September 2011. During your past two years of service, you were the Vice Chairman of the
Joint Chiefs of Staff. You were the second ranking member in the United States Armed Forces
and replaced the Chairman of the Joint Chiefs of Staff during periods of absence or disability.

PROSPECTIVE EMPLOYMENT. You are currently seeking employment with
Raytheon. As you have only made initial contact on potential opportunities within Raytheon,
your specific job description and responsibilities are undefined.

PROCUREMENT INTEGRITY LAW. You advised that within the last two years,
you did not have any decision-making responsibilities, nor did you take any other action, in
connection with a contract valued over $10,000,000. Based on this information, I have
determined that 41 U.S.C. § 2103 does not require any additional notices with respect to your
employment contacts with any defense contractor. In addition, the procurement integrity law
does not restrict you from receiving compensation from any potential client listed above.
However, the procurement integrity law does apply to you to the extent that you have had access
to any source selection or contractor bid or proposal information. You are required to protect
that information. In addition, 18 U.S.C. §§ 793, 794 and 1905 protect and prohibit the use or
disclosure of trade secrets, confidential business information, and classified information.
Finally, you have a continuing obligation to the Government not to disclose or misuse any other
information that you acquired as part of your official duties and which is not generally available
to the public.

REPRESENTATIONAL BANS. 18 U.S.C. § 207, a criminal statute, restricts
representational activities. It prevents an individual who participated in, or was responsible for,
a particular matter while employed by the Government from later “switching sides” and
representing someone else in the same matter. These restrictions are further explained below.

a. Section 207(a)(1) imposes a lifetime bar that prohibits you from knowingly
making, with the intent to influence, any communication to or even an appearance before an
employee of the United States on behalf of someone else in connection with a particular matter



involving a specific party in which you participated personally and substantially as a
Government officer and in which the United States has a direct and substantial interest. This
does not prohibit “behind-the-scenes” assistance.

“Lifetime” refers to the lifetime of the particular matter.

“Particular matter” includes any proceeding, application, contract,
controversy, investigation, accusation, arrest, or other matter that involves
a specific party.

“Participate personally and substantially” means to participate directly and
significantly by decision, approval, disapproval, recommendation, advice,

or investigation. Personal participation includes the participation of a
subordinate when actually directed by you.

b. Section 207(2)(2) is nearly identical to the above lifetime restriction except
that it (}) lasts for only two years after leaving Government service, and (2) applies only to those
matters in which you did not participate personally and substantially, but which were pending
under your official responsibility during the one-year period before terminating Government
employment. “Official responsibility” is defined as direct administrative or operating authority
to approve, disapprove, or otherwise direct government action.

c. Based on the information you provided, it is my opinion that the restrictions of
Sections 207(a)(1) and (a)(2) do not apply to you because you did not participate “personally and
substantially” in any particular matter affecting the interests of Raytheon, nor were such matters
pending under your official responsibility during the one-year period prior to you leaving federal
service.

d. These determinations are fact-specific. Thus, if you seek employment with a
different contractor, 1 recommend that you request a revised ethics opinion to determine if
your circumséances have changed.

ONE-YEAR COOLING OFF PERIOD. 18 U.S.C. § 207(c)(1) prohibits any flag
officer for one year after retirement from contacting any officer or employee of the “agency” in
which he served within one year of leaving his senior position with the intent to influence any
official matter. “Agency” does not mean all of DoD. “Agency” in your case includes the Office
of the Secretary of Defense, the Department of the Navy, the Joint Staff, and the Combatant
Commands. It does not include the Department of the Army, the Department of the Air Force,
DISA, DIA, DLA, NGA, NRO, DTRA, and NSA, as well as other U.S. Government agencies.

FOREIGN GOVERNMENT EMPLOYMENT. Because you are a flag officer, 18
U.S.C. § 207(f) prohibits you for one year after your retirement from representing, aiding, or
advising a foreign government or political entity (but not a non-government corporation) to
influence a decision of any officer, employee or agency of the United States. The Emoluments
Clause of the Constitution further prohibits you from being employed by a foreign government



without the consent of Congress. Should you desire to seek the consent of Congress, 37 US.C. §
908 allows for approval through your Service Secretary.

As a final point, my opinion as an agency ethics official concerning 18 U.S.C. § 207 does
not have the same weight as an opinion authorized by statute, such procurement integrity laws
(41 U.S.C. § 2103-4). The Standards of Ethical Conduct for Employees of the Executive Branch
makes it clear that, although my opinion should be persuasive conceming statutes like 18 U.S.C.
§ 207, my opinion on this statute does not bind the Department of Justice.

I hope this information is helpful to you. This letter, issued under the authority of 5
C.F.R. §§ 2635.107 and 602(a)(2), is an advisory opinion of an agency ethics official based on
the information that you provided.

Deputy Legal Counsel
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Document 4

SARMY JS OCJCS (US)

Im)

From: Pgmail.com>
Sent: =8 PM

To: ICS OCJCS LC

Subject: Re: Safe Harbor Letter

Attachments: DD2945 Signed.pdf

Foliow Up Flag: Follow up

Flag Status: Flagged

Sir

Spoke with General Cartwright and he said the block was marked incorrectly as he has not been on a source selection
board or financial/technical evaluation team. In addition, he has not been a part of any acquisition (Raytheon or
otherwise) in excess of S10M.

| fixed the appropriate blocks on page three and attached is updated form. In addition, Raytheon is asking permission to
talk with legal office (1 assume you) if they have any in-depth ethics questions concerning General Cartwright's
employment. Would it be OK if | gave them you as the contact for General Cartwright? Thank you so much for all of the
assistance!

(0)(6) (b)(6)
On Thu, Jan 5, 2012 at 7:53 AM CSOCICS LC js.pentagon.mil> wrote:
I(TWG).

| took a look at the questionnaire yesterday. After review, there is some
additional information | need in order to produce the letter.

--On page 3, block 21(g) asks for additional details on contracts that Gen
Cartwright may have been involved in. Because he stated he was a member of
a source selection evaluation board or a chief of a financial or technical
evaluation team (Block 21(b), | will need to know which acquisitions or
contracts on which he took some action. Especially important is any
information on contract award decisions in which he was involved where
Raytheon was awarded a contract in excess of $10 million.

--Also on the bottom of page 3, while he currently is retired, the questions
in Block 22 refer to the assignment from which he retired. 22(a) should be
checked "yes" and 22(b) needs to be completed.

Please let me know if you have any questions.

BI6)




"-"""O (‘ 2 ) i a8
From U8 DDR

Se , 2012 8:31 AM
To CSOCICS LC

Cc gmail.com’

Su rbor Letter

Sir

Were you able to get this letter? Gen Cartwright needs it for his talks
with Raytheon to go any further. Please let me know if you need anything
else or if you have any questions. Thank you and hope you had a great
holiday!!

Per our discussion. Please let me know if you need anything else.

)©)

USAF

“EXECUTIVE ASSIStant
JS/18, DDR and DDFMAS
(0)6)

Ifj)(j}
Gen (ret) James Cartwright, USMC




REPORT CONTRO| 04-046'
POST-GOVERNMENT EMPLOYMENT ADVICE OPINION REQUEST SYMBOL ; m m.w:,

DD-GC{AR)2412 | Apr 30, 2013

The pubic repareng 0oraen for ia coreceon o riommanon smwn 50 e
m e T e e -nrqp mmwm m nmlu'm-.«gma m.;.,wﬁmm ey

De‘sse or any otrar thas cocton of

iy supgesicns > whicng T2 S < ow Dacarrac o Dww Mrﬂlmms-moes oo s O rucurim, 14418 Marageea owptn <22 Sotree
704 0487). Responaents shou o "

& cobaction of 1 a‘m\rﬂ{m\:‘us@m;mm}.“w Proviaian of law, nc cerson shal Be subrct 1D &y peraty for 19807 0 COMply with

PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ORGANIZATION.

PRIVACY ACT STATEMENT
AUTHORITY: 41U.8.C. 423: 10 US.C. 1701 note; 5 C.F R. 2635.107, Joint Ethics Regulation
PRINCIPAL PURPOSE(S). To enable ethics counselors o render ethics advice to military and civilian employees leaving Government senvice

ROUTINE USE(S): None

DISCLOSURE: Voluntary; however. failure to fully discicse information requested may result in receipt of incomplete advice or inability to provide
written advice. This may result in a delay in being hirec by a Depariment of Defense conlractor or receipt of compensation from such contraclor
Failure to comply may also result in the imposition of administrative penalties in accordance with section 27e of the Office of Federal Procurement
Policy Act (41 U.S.C. 423(e))

SECTION | - CONTACT INFORMATION

(750D AGENCY VOU WORKED OR ARE WORKING |22 FIRSTNANE b. MIDOLE |c LAST NAME
FOR fe.g., US Army, US Navy, eic) INITLAL
US Marine Corps James E. Cartwright
3. ADDRESS
3 b STREETZ
©)E)
T 4 ST[E)0) 'ﬂﬁ?ﬁt% T COUNTRY |
e Us
cecle dres Code) S E
(b)(6)
RECEIVE YOUR OPINION (X one) [X] 8y E-MALL (] ey PosTaL malL

SECTION [l - SERVICE INFORMATION

7. EMPLOYEE STATUS AT TIME OF SEPARATION OR TERMINAL/TRANSITION LEAVE @ MILITARY | CIVILIAN
8. DOD ORGANIZATION 9. DOD SUPERVISOR'S NAME
Joint Staff Secretary Robert Gates
[70. REASON FOR SEPARATION
RETIREMENT [ |RESIGNATION [ | OTHER (specty)
11. SEPARATTON/RETIREMENT DATE (MMDD /YYY) 12 TERWINAL/TRANSITION LEAVE DATE [MMD0 v 77
09/01/2011 08/04/2011
13. DO YOU PLAN 1O WHILE ON 14, :
LEAVE? [:, NO D YES U.S. ARMED FORCES? D NO D YES

SECTION [ll - PRIOR ETHICS INFORMATION

15. PRIOR ETHICS ADVICE

2. HAVE YOU REGEIVED ANY ETHICS ADVICE OR OPINION FROM ANOTHER GOVERNMENT ETHICS COUNSELCR CONCERNING YOUR |
sl [ JNOPRIOR ADVICE RECEIVED [ X | YES. PRIOR ADVICE RECEIVED (Complets b
b. (1) ETHICS COUNSELOR'S NAME @) OFFICE (3) TEL, 6] =TREN
CJCS Legal Office
16. FINANCIAL DISCLOSURE ]
~a IN THE LAST 2 YEARS, HAVE YOU FILED A FINANCIAL DISCLOSURE REPORT?
D NO |:| YES. OGE FORM 450 - [5C | YES. SF 278 (1 you fle a SF 278, you must e & termination report o later than 30 days ater
separebon.)
BT VES, POSITIONS FORWHICH YOU FILED
Vice Chairman, Joint Chiefs of Staff’

DD FORM 2945, APR 2010 Page T o & Pages




SECTION il - PRIOR ETHICS INFORMATION (Continued)

1? CDNFLICTOF INTEREST

E LAS TION N e =EET
h WRITTEN DISQUAUFICATION CHANGING .IOBS HAD YOIJR DUT‘IES CMNGED OR TAKEN ANY R AC,"I A
POTENTIAL CONFLICT OF INTEREST? :l o l:] iy OTHE ON TO RESOLVE

D IF YES, PROVIDE DETAILS:

18. ETHICS PLEDGE

a. HAVE YOU SIGNED THE ETHICS PLEDGE? || NO YES

b IF . A F TH ONS THAT LY Ul LEAVI EG RNMENT?
Xino  [yes

¢ FYES, HE WA!

nrroanev 8YDOD.
NO , | AM NOT A LICENSED ATTORNEY | YES, 1 AM A LICENSED ATTORNEY

SECTIDN v - DOD POSITION !NFORMTION

during the last 2 years. focusing on duties relating fo _,mynwdrnamwum, requi 0 mu
depuly Program manager or ing officer, or otherwise i in the cont g P de o progrem,
and subcontractors.) d
a. CURRENTMOST RECENT POSITION
(1) ORGANIZATION OR AGENCY {2)JOB TITLE
Joint Staff Vice Chairman, Joint Chiefs of Staff
) DESCRIPTION

b. PRICR POSITION 1
77) ORGANIZATION O AGENCY (27 JOBTITLE

[73) DESCRIPTION

¢. PRIOR POSITION 2

(1) ORGANIZATTON OR AGENCY (2) JOBTITLE

@) DESCRIPTION

DD FORM 2845, APR 2010 Fage 2 of 4 Pages




SECTION IV - DOD POSITION INFORMATION (Continued)
|20 POSITIONS HELD AND MAJOR DUTIES (Contined)

d. PRIOR POSITION 3

7] ORGANIZATION OR AGENCY @) JOB TITLE

& PRIOR POSITION 4
[T ORGANIZATION OF AGENCY (2 JOB TITLE

21. WITHIN THE LAST TWO YEARS, HAVE YOU SERVED IN ANY OF THE FOLLOWING POBITIONS OR PERSONALLY TAKEN ONE OF THE
FOLLOWING ACTIONS REGARDING AN ACQUESITION OR CONTRACT IN EXCESS OF $10 MILLION?

. PROGRAM MANAGER, DEPUTY PROGRAM MANAGER, OR ADMINISTRATIVE CONTRALCTING OFFICER?
X]no [] YES o ves summarze your ausestresponsitios )

{List contrect numberTs), iie(s) and dalefs) of lest action)

2] ] § | HE \J i = i\ i A UE |
SENIOR EXECUTIVE SERVICE OR A GENERAL OR FLAG EXGESS OF $10 MILLION?
| INO [X]ves Eno :lvss

DD FORM 2845, APR 2010 Page 3 of 4 Pages




Tr vy Yekile '

Initial contact on potential opportunities

25. FUTURE JOB TITLE

2 JOBTITLE

T JOB DESCRIPTION (incluce information on how tis may relate fo your Government duties.)

|?ﬁm“mmmﬁmﬂmwmh“bﬂtﬂwm.
e Ot |IET

22 Dee 2011
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