
Reply ZIP Code: 
20318-9999 

General <ret.) James E. Cartwrioht 
(b)(6) 

Dear General (ret.) Cartwright, 

THe JOINT STAFF 
OPFlce OF LeOAL COUNS!L 

PENTAGON, ROOM 2D93S 
WASKINGTON, DC 

6 January 2012 

15-F-1787 
Document 01 

This Jetter responds to your request for advice regarding the impact of post-Government 
employment restrictions on employment with Raytheon Company ("Raytheon''). 

BACKGROUND. You retired from the United States Marine Corps as a General on 
1 September 2011. During your past two years of service, you were the Vice Chainnan of the 
Joint Chiefs of Staff. You were the second ranking member in the United States Armed Forces 
and replaced the Cbainnan of the Joint Chiefs of Staff during periods of absence or disability. 

PROSPECTIVE EMPLOYMENT. You are currently seeking employment with 
Raytheon. As you have only made initial contact on potential opportunities within Raytheon, 
your specific job description and responsibilities are undefined. 

PROCUREMENT INTEGRITY LAW. You advised that within the last two years, 
you did not have any decision-making responsibilities, nor did you take any other action. in 
connection with a contract valued over $10,000,000. Based on this infonnation. I have 
determined that 41 U.S.C. § 2103 does not require any additional notices with respect to your 
employment contacts with any defense contractor. In addition, the procurement integrity law 
does not restrict you from receiving compensation from any potential client listed above. 
However. the procurement integrity law does apply to you to the extent that you have had access 
to any source selection or contractor bid or proposal infonnation. You are required to protect 
that information. ln addition. 18 U.S.C. §§ 793, 794 and 1905 protect and prohibit the use or 
disclosure of trade secrets, confidential business infonnation, and classified information. 
Finally, you have a continuing obligation to the Government not to disclose or misuse any other 
infonnation that you acquired as part of your official duties and which is not generally available 
to the public. 

REPRESENTATIONAL BANS. 18 U.S.C. § 207, a criminal statute, restricts 
representational activities. It prevents an individual who participated in, or was responsible for, 
a particular matter while employed by the Government from later "switching sides" and 
representing someone else in the same matter. These restrictions are further explained below. 

a. Section 207(aX 1) imposes a lifetime bar that prohibits you from knowingly 
making, with the intent to influence, any communication to or even an appearance before an 
employee of the united States on behalf of someone else in connection with a particular matter 



involving a specific party in which you participated personally and substantially as a 
Government officer and in which the United States has a direct and substantial interest. This 
does not prohibit .. behind-the-scenes" assistance. 

·'Lifetime" refers to the lifetime of the particular matter. 

"Particular matter" includes any proceeding, application. contract, 
controversy, investigation. accusation. arrest, or other matter that involves 
a specific ~. 

"Participate personally and substantially" means to participate directly and 
significantly by decision. approval, disapproval, recommendation, advice, 
or investigation. Personal Participation includes the participation of a 
subordinate when actually directed by you. 

b. Section 207(aX2) is nearly identical to the above lifetime restriction except 
that it (1) lasts for only two years after leaving Government service, and (2) applies only to those 
matters in which you did not participate personally and substantially, but which were pending 
under your official responsibility during the one-year period before terminating Government 
employment. .. Official responsibility" is defined as direct administrative or operating authority 
to approve, disapprove, or otherwise direct government action. 

c. Based on the information you provided, it is my opinion that the restrictions of 
Sections 207(aXl) and (aX2) do not apply to you because you did not participate "personally and 
substantially" in any particular matter affecting the interests of Raytheon, nor were such matters 
pending under your official responsil>ility during the one-year period prior to you leaving federal 
service. 

d. These detemJ.inarions are fact-specific. Thus, if you seek employment with a 
different contractor, I recommend that you request a revised ethics opinion to determine if 
your circumtances have changed. 

ONE-YEAR COOLING OFF PERIOD. 18 U.S.C. § 207(c)(l) prohibits any flag 
officer for one year after retirement from contacting any officer or employee of the "agency .. in 
which he served within one year ofleaving bis senior position with the intent to influence any 
official matter. '·Agency" does not mean all of DoD . .. Agency" in your case includes the Office 
of the Secretary of Defense, the Department of the Navy, the Joint Staff. and the Combatant 
Commands. It does not include the Department of the Anny. the Department of the Air Force, 
DISA, DIA, DLA, NGA, NRO, DTRA. and NSA, as well as other U.S. Government agencies. 

FOREIGN GOVERNMENT EMPLOYMENT. Because you an: a flag officer. 18 
U.S.C. § 207(f) prohibits you for one year afte.r your retirement from representing. aiding. or 
advising a foreign government or political entity (but not a non-government corporation) to 
influence a decision of any officer, employee or agency of the United States. The Emoluments 
Clause of the Constitution further prohibits you from being employed by a foreign government 
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.. ... 

without the consent of Congress. Should you desire to seek tb.e consent of Congress, 37 U.S.C. § 
908 allows for approval through your Service Secretary. 

As a final point, my opinion as an agency ethics official concerning 18 U.S.C. § 207 does 
not have the same weight as an opinion authorized by statute, such procurement integrity laws 
( 41 U .S.C. § 2103-4). The Standards of Ethical Conduct for Employees of the Executive Branch 
makes it clear that, although m) opinion should be persuasive concerning statutes like 18 U.S.C. 
§ 207, my opinion on this statute does not bind the Department of Justice. 

I hope this information is helpful to you. This letter, issued under the authority of 5 
C.F.R. §§ 2635.107 and 602(a)(2). is an advisory opinion of an agency ethics official based on 
the information that you provided. 

Sincerelv. 
(b)(6) 

Deputy Legal Counsel 
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PRIVACY ACT STATEMENT 

AUTMOltfTY: 41 U.S.C 423; 10 U.S.C. 1701 ncle: 6C.F.R.28S5.107. Jdnl Ella R~. 
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S1!CTION I ·CONTACT lilFORllA l10N 

us 

D BY POSTAL MAL 

Joint Staff 
10. 

[Xl REl1RBIENT D RESIGNATION D OTHER~ 
11. 

09/01/2011 
.... 

U.S. ARMU> PORCES? 

SECTION II • PRIOR ETHICS INFORllA TIOH 

(b)(6) 
CJCS Lepl Office 

A 00 VES. SF m rr,..,a.llF m ,..,_ ... ......,,,_.,.. _ _ JO_._ 

DO FORM 2945, APR 2010 



SECTION • · PRIOR E1llCS INFORllATION ~ 

.. HAYE YOO so.ED TME ETMCS Pl.EDGE? D NO [X)YES 

i···· DO FORll 2141, APR 2010 



N 

"' S9DOA EXECUTIV£ SSMC& at A GBEAAL OR A.AG 
POSrT10N jljlrG01Md--· llllt--7 

NO X YES 

DD PORll 2945. APR 2010 

X NO YES 
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From: 
Sent: 
To: 
Subject: 

~SARMY JS OCJCS (US) 

l(b)(6) ~ ~b)(6) 
oD OGC osd.mil> 

Frjdav December 16 ?011 : 
l(b)(

5
) ~cs OCJCS LC 

FW: Safe Harbor Letter 

15-F-1787 
Document 02 

Here is the request. Sorry about the delay in forwarding. (And yes, this retired Marine failed to " take care of my own" 
retired Marine, er, General). 

I'm calllnf X' l ~ow. 
Thanks, 

(b)(6) 

Department of Defense 

rxtfiOO Opfensp Pentaenn !Boom 3F783 lae"'l!l Wasbio, , 0.C. 20301·1600 

CAUTION: This message may contain information protected by the attorney-client, attorney work product, deliberative 
process, or other privilege. Do not disseminate without the approval of the Office of the DoD General Counsel. 

oDOGC 
~~wtliZaiiil>er"lyj, 20111:56 PM 

oDOGC 

Hell~ ... (b-)(-
6

) ___ __,~lease take this for action. Cal~irectly. Tx 

r )(6) J 

Dltector, Dou scatdards of Conduct 
Office of General Counsel 

l(b)(6) I 

.... --Qdqjnal Me ssaep .. , .... -

SFero1:1:~;:: .. DocomJm~~ltt::», zz ""' ~gmail.comJ 
~K~ , . 

To oDOGC 
Subject: Safe Harbor Letter 

. 1 



D 
General (retired) James Cartwright is looking to do contract work with Raytheon as an advisor. They have asked for a 
copy of his Safe Harbor Letter and written guidance from OoD on post-retirement restrictions. I have a copy of a 
restrictions package given to General cartwright prior to his retirement however, I am not sure what a Safe Harbor letter 
is or who I would get that from. I have been advised to contact you as an individual who may be able to help me out or 
point me in the right direction. can you provide me with assistance? Any help is greatly appreciated. Have a wonderful 
Friday I 

r)(6) I 
Personal Assistant, 

GT tret> 1ames 'f rtwright, usMc 
C: (b)(6) 
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From: 
Sent 
To: 

ksARMY JS OCJCS (US) 

gmail.com> 

CS OCJCS LC 
Subject: arbor etter 

Sir 

I definitely owe you a coffee and bagel when I get back from school I! 

On Fri, Jan 6, 2012 at 4:49 PMl ... ~_)(-
6

) _____ __,f cs OCJCS LC j._(b-)(-e} ___ __,F js.pentagon.mil> wrote: 

I'm working it...it's the only reason I'm still here on a Friday evening. :) 

r gmail.com) 

Gl+l!......,.,,..,_ ....... """"'~.......,~12 5:34 PM 
CSOCJCS LC 

Sir 

I hate to bother you but have you been able to take a look at this? 
Raytheon is hoping to close everything out early next week to be in time for 
their Board Meeting they want General Cartwright to attend. I know you have 
a ton of work going on but if there is anything I can do, please let me 
know. 

Thank you! 

rb><6> L ... 
~n Jjhu, Jan S. 2012 at 11:58 AM ,..,. ..................... -----'rw OCJCS LC 
l(b>cl } js.pentagon.m1i> wrote: 

Feel free to give them my contact information. I'll be glad to 

speak with 
them. 

Thank you for the updated information and clarification. I'll work 

on 



preparing the advice letter for Gen Cartwright. I'll do my best to 
have it 

complete before the weekend. 

gmail.com] 

Subject: Re: Safe Harbor Letter 

Sir 

Spoke with General Cartwright and he said the block was marked 
incorrectly 

as he has not been on a source selection board or 
financial/technical 

evaluation team. In addition, he has not been a part of any 
acquisition 

(Raytheon or otherwise) in excess of $10M. 

I fixed the appropriate blocks on page three and attached is updated 
form. 

In addition, Raytheon is asking permission to talk with legal office 
(I 

assume you) if they have any in-depth ethics questions concerning 
General 

Cartwright's employment. Would it be OK if I gave them you as the 
contact 

for General Cartwright? Thank you so much for all of the 
assistance! 

ibX6l b . ~ f 
o rhu •an s 2012 at 7:53 AML(b-)(-

6
) ______ ~s OCJCS LC 

,_ ______ _,,r js.pentagon.mti> wrote: 

r X6) 

I took a look at the questionnaire yesterday. After review, 

there 

is some 
additional information I need in order to produce the letter. 

--On page 3, block 2l(g) asks for additional details on 

contracts 
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that Gen 

Cartwright may have been involved in. Because he stated he 
was a 

member of 

a source selection evaluation board or a chief of a financial 
or 

technical 

evaluation team (Block 21(b), I will need to know which 
acquisitions 

or 

contracts on which he took some action. Especially important 
is any 

information on contract award decisions in which he was 
involved 

where 
Raytheon was awarded a contract in excess of $10 million. 

··Also on the bottom of page 3, while he currently is 
retired, the 

questions 
in Block 22 refer to the assignment from which he retired. 

22(a) 
should be 

checked "yes" and 22(b) needs to be completed. 

Please let me know if you have any questions. 

----Orjgj~al Message-

From: ... r_)(_) _____ __.t8 ooR 

•;+o..M.1.1.1~11.11.-"""""'"""""'""""' 2012 8:31 AM 
CS OCJCS LC 

(b) 
Cc: gmail.com' 

Subject: Re: Safe Harbor Letter 

Sir 
Were you able to get this letter? Gen Cartwright needs it 

for his 
talks 

with Raytheon to go any further. Please let me know if you 

need 
anything 

else or if you have any questions. Thank you and hope you had 

a 
great 

holiday!! 
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Sir 

Per our discussion. Please let me know if you need anything 
else. 

l(b)(6) 

Personal Assistant, 
li'!r ,,.,, ••m•• cr nght, usMc rb( 

Personal Assistant, 

ri(S}"" t.ed l>m•• <>rright, USMC 



r~ ersonal ASs1Stant I rxtj•• fret! lame• C•r right, USMC 
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l(b)(6) 

From: 
Sent 
To: 
Cc: 
Subject 
Attachments: 

~SARMY JS OCJCS (US) 

8DDR 

: a e aroor Letter 
20111227083101292.pdf 

I took a look at the questionnaire yesterday. After review, there is some 
additional information I need in order to produce the letter. 

--On page 3, block 21(g) asks for additional details on contracts that Gen 
Cartwright may have been involved in. Because he stated he was a member of 

a source selection evaluation board or a chief of a financial or technical 
evaluation team (Block 21(b), I will need to know which acquisitions or 
contracts on which he took some action. Especially important is any 

information on contract award decisions in which he was involved where 
Raytheon was awarded a contract in excess of $10 million. 

- Also on the bottom of page 3, while he currently is retired, the questions 
in Block 22 refer to the assignment from which he retired. 22(a) should be 

checked "yes" and 22(b) needs to be completed. 

Please let me know if you have any questions. 

Sir 
Were you able to get this letter? Gen Cartwright needs it for his talks 
with Raytheon to go any further. Please let me know if you need anything 
else or if you have any questions. Thank you and hope yo·u had a great 

holiday I! 

r X6l 

---- Original Message ••••• 



Sir 

Per our discussion. Please let me know if you need anything else. 

r)(6) ~SAF 
Executive Assistant 
1s /to D QQ and oocr,A as 

r X6) I 
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POST-GOVERNMENT EMPLOYMENT ADVICE OPINION REQUEST 
REPORT CONTROL OMS No.~ 

SYllBOl OMB tlPPfOVI/ e~ 
DD-GC(AR):z.412 Apr 30, 2013 

PRNACYACTSTATEMENT 

AUTHORITY: 41 U.S.C. 423; 10 U.S.C. 1701 note; 5 C.F.R. 2636.10'7, Joint Ethics Regulation. 

PRJNCIPAL PURPOSE{S): To enable elhlcs COU!Welois to render eth!Q advice to military and dvlian employees leevlrlg GoWlfTVT1e111 tel"llce 

ROUTINE USE{8)' None. 

DISCLOSURE: Voluntlry; however, falUe to fully dlae'oee lnformlltion requested may result In receipt of~ advice «Inability to provide 
wrltlan adYlQI. This may mull In 1 day In ~ lbd by • Department of o.fenM contractor Of receipt of compenaation from IUCh c:ontr.clllr. 
Fabe to con1)iy may 1180 te9UI! In the ~ltlon at ldrnnllltr111¥e penaltes In aocordanee wtlt'l sedlon 271 of the Oflloe of Federal Procuremenl 
Policy Ad (41 U.S.C • .i3(e)). 

SECTION I· CONTACT INFORMATION 

E 

James Cartwright 

d. (b)(6 ) " ' (b)(6 ) us 

6. HOW DO YOU WANT TO RECEJVE YOUR OPINION tx one) [R) BY E-MAIL D BY POSTAL MAIL 

SECTION II· SERVICE INFORMATION 

1. EMPLOYEE STATIIS AT TIME OF SEPARATION OR TERMINAUTRANSmON LEAVE IK) MILITARY OcMUAN 
9. 

Secrcwy Rohen Gates 

1 . 

00 RETIREMENT D RESIGNATION D OTHER (Spec#y) 

1 . 

1S. DOYOUPLAH 
LEAVE? 

8 
PROSPECTIVE EMPLOYMENT? 

I R 
Vice Chairman, Joint Chiefs of Staff 

DO FORM 2945, APR 2010 

{WrllOOf'l'-fYY) 

E 

DYES 
SECTION In . PRIOR ETHICS INFORMATION 

I 

D NO PRIOR ADVICE RECENED I x I YES. PRIOR ADVICE RECEIVED~ b.) 

CJCS Legal Office 

ISCLOSURE REP T? 
[8J YES. SF 278 (If )IOU Ille • SF 2711. JIOll,,,.,,.,,,. • ""'"'"""°" ""1«I no,.....~ JO drllS.,,., 



SECTION lll · PRIOR ETHICS INFORMATION (~ 

ta. ETHICS PLEDGE 

a. HAVE YOU S!GNED THE ETHICS PLCOOE? D NO 

c I 

d. I N , 

ONo 

ATTORNEY BY DOD. 
CR] NO . I AM NOT A LICENSED ATTORNEY DYES, I AM A LICENSED ATTORNEY 

SECTION IV - DOD POSIT10N INFORMATION 
20. SITIOHS H I> AHO UAJOR Olin : T AOEMCIES OR ORGANIZATIONS HAVE YOU SERVED DURING YOUR 2 

OF DEPARTMENT OF DEFEHSE SERVICE? (ProWde dttss (month-' >'"11 For Nch potifon. dNcdb91'Jll job or bdelfydssofbe '°"' rrwjor4*s 
dU/fng Ille IHI 2 )'HfS. ftx:ct8nrl CW! caAiN l'fWng IO /llllw.W ~any npeddlhe ~ ptOC:llCS, u:b .. ~ ~. lding U 
Pf"flT"tn ~ <#puty OR>Gr'8lll ~ orconlrdrtg dllow, or~ llM.Wed;. the COlllredrig PfOCft& kJw"1y ,,,,,_ ol llfOJ«*. pmgrarn, ~ 
and~) 

Joint Staff Vice Chairman. Joint Chiefs of Staff 

b. PRIOR POSlTION 1 
(1) ORGANIZATION OR AGEN (2) 

DD FORM 2945, APR 2010 
Page 2 of 4 Pages 



SECTION IV - DOD POSmON INFORMATION (Ccntinued) 

20. POSITION8 HEU> AND MAJOR DUTIES~ 

(2) 

(2) J TITLE 

21. WITHIN THE LAST TWO YEARS, HAVE YOU SERVED IN ANY OF THE FOL.LOWING P081110N8 OR PERSONAU Y TAKEH ONE Of THE 
FOUOWING ACTIONS REGARDING AN ACQUlsmoN OR CONTRACT IN EXCESS Of $10 MIUJON? 

a. co. TING o;: I R 

IBJ NO D YES 
b. A MEMBER OF 4 

Vice Chainnan. Joint Chiefs of Staff 

22.a. Y U H l 1 IV • 
SENIOR EXECUTIVE SERVICE OR A GENEAAL OR Fl.AG 
POSITION (Gfldt OT wtd aboW • n« lroo.d)? 

[R)NO YES 

DO FORM 2946, APR 2010 

OF A FINANCIAL 

I 
EXCESS OF $10 MR..UON? 

DYES 

EVALUATION T<= 

N'MTH A VALU 

Paoe 3 o1 4 P11111 



23. POSITtOtilS 

Raytheon Company 

SECTION V • PROSPECTIVE EMPLOYER INFORMATION 

Initial contact on po1ential opportunities 

U. l'UTURE Joe Tm.! 
a. ITlf 

b. TtON (lnc:l!Jde lnfol1na1Jon on ho1v this may relffte to your Govemm1tr11 duties } 

? (MMIODIYYYY) 

DO FORM 2945, APR 2010 Page 4 of 4 Pagn 



PSARMY JS OCJCS (US) 

From: 
Sent 
To: 
Cc: 
Subject 
Attachments: 

Follow Up Flag: 
Flag Status: 

Sir 

(b ( 
BOOR 

20111227083101292 pdf 

Follow up 
Flagged 

Per our discussion. Please let me know if you need anything else. 

l(b;(6) I 
. USAF 
.....,_~xe~c~u--tw~e-A-.s~s~1stna~n-t ~~ 

r~f'" on••••°'"'''[ 



POST-GOVERNMENT EMPLOYMENT ADVICE OPINION REQUEST 
REPORT CONTROL OMS No. ~7 

SYllBOl OM8ll/JPf'Utlfl/ 11xplre1 
DO-GC(AR)2412 Apr 30, 2013 

PRIVACY ACT STATEMENT 

AUTHORITY: 41 U S.C. 423, 10 U.SC. 1701note;5 C F R 2836.107, Joint Eltlics Regulatlon 

PRINCIPAL PURPOSE(S) To enlble elhics coun18kn to render .aQ lldvloe to milltaty rd dlltlan emplo~ IMvlng Gowrrwnenl 9l!nllc:e 

ROUT1N£ USE(&) None. 

DISCLOSURE: VoU'rtlry: howlMf, flikn to Uy dlldo8e lnfonna1lon reque111td may tesun In l'9C8ipt o# lncolnpln ld'ilcl or lnablllty to provide 
Wl1tten adVlol. This may result In • dll1Y In b81g tnd by • o.p.tment of Oetense comactor Of ~ of c:ompenullon from auc:h OO!'llrldor. 
FaiUe to COf1l>IY ml'f allo reUI In 1hl ln1>olftlon of adminlstnrtl11e pehaKlet In accordance wllll Mdlon 27e of Ille Of'lloe of F~ Procurement 
Policy Ad (41 U.S.C 423(1)). 

SECTION I· CONTACT INFORMATION 

~ <- g., us Amty, us /#Vy, t#c.) 

US Marine Corps James ~right 

3. ADDRESS 

(b)(6) 

c 
(b)(6) us 

4. • Code) 

8. HOW DO YOU WANTTI> RECEIVE YOUR OPINION (X OM) D BY POSTAL MAIL 

SECTION fl . SERVICE INFORllA TION 

7. EllPlOYEE STATUS ATTalE OF SEPARATION OR TEIU8 NAl..ll"RANSmOH LEAVE : X 1MLITARY OcMUAN 

D OTHER ($pKl/y) 

('1#IM)()l'(Y'(Y 

LEAVE? 

SECTION UI • PRIOR l!THICS INFORMATION 

D NO PRIOR ADVICE RECEIVED I x : YES. PRIOR AC:/l/t;E RECEIVED~ II.) 

. (' 
CJCS Legal Office 

T? 

00 YES. Sf 278 (//JIOUNl>•SF27«. jlOllmwt .. •~tepfltfno,._in..JO_,,..,,_ 

b 
Vice Chairman, Joint OUefs of Sufi' 

OD FORM 2945, APR 2010 



SECTION HI· PRIOR ETHICS INFORMATION (Coi'lit1wd) 

18. ETHICS PLEDGE 

a. HAVE YOU SIGNED THE ETHICS PlEDGE? D NO (X]YES 
b. IF YES. HAVE YOO RECEIVED A WA; 'ER OF THE RESTR 

IBJ NO :=J YES 

c 

D : OR S 

(1) 

OF DEPARTMENT OF DEFEH8E SERVICE? (PIM» dll9s (,_,,, Ind 1MJ1 F« Ndt politlott. dNQflle 'fOllT }IJb or t:n.1Jt dNcti» 10U" m.pr IMlel 
dutfng the lad 2 ~ fOanino on c*Allt• ~*' dMll• connco, fflYar,oecf cl the~~ fAldl • ~ -~ dttg,. 
pt'Of/Nn~ ~ ptOf/(lllTl~Ot'~ollbt; "'~""'°'*' .. fbeconhdhv~ ldMfly 1-ol~ pi0f/l8frl, ~ 
Md~~ 

Joint Staff Vice Chairman, Joint Chiefs of Staff 

DD FORM 2945, APR 2010 
Page 2 of 4 P1ges 



SECTION IV - DOD POSITION INFORMATION {COntfnued) 

20. POSITlONS H£1.D AHO MAJOR Dl1T1ES ~ 

(2) 

21. WITHIN lHE LAST TWO YEARS, HAVE YOU SERVED IN ANY OF lHE FOLLOWING POSITIONS OR Pl!RSONALL Y TAK!:N ONE OF lHE 
FOLI.OWING ACTIONS REGARDINO AH ACQUlsmoN OR CONTRACT IN EXCESS Of $10 •LUON? 

a 

SELECTION EVALUATION AAO, OR A CHIEF OF A FINANCIAL 

O NO [R]ves (11v ... ~.ycur~J 
Vice Chairman, Joint OUefs of Staff 

c. 
[R) NO 

A it 
SENIOR EXECUTIVE SERVICE OR A GENERAL OR FLAG 
POSITION (Glldt 07 Ind abow - not frock«I)? 

[KjNO Oves 
DD FORM 2945, APR 2010 

EXCESS OF $10 MllUON? 

NO Oves 
Page 3 of 4 Paget 



SECTION V - PROSPECTIVE EMPLOYER INFORMATION 

Initial contact on potr;nlial opportunities 

(Include Information on now tms may re/Ire to yovr Govem11H1nt dufie3.) 

26. s 

DD FORM 2945, APR 2010 Page ' of' Paget 



r X6l 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Here you go sir. 

D 

~SARMY JS OCJCS (US) 

..,.1,.1,~~l.l.l.l.Ma.l.ll...loAl..~2 7:17 PM 
CS OCJCS LC 

l
(bX6J I. 
'-· _____ rSAF 

OCJCS/CAG 
(b)(6) 

1 



• Reply ZIP Code: 
20318-9999 

General <ret ) 1a!llt;8 E Cartwri ebt 

Dear General (ret.) Cartwright. 

THI! JOINT STAFF 
OFFICE OP UCIAL COUNS& 

PDTAGON, ROOll 2DRI 
WAllllNOTON. DC 

6 January 2012 

This letter responds to your request for advice regarding the impact of post-Government 
employment restrictions on employment with Raytheon Company ("Raytheonj. 

BACKGROUND. You retired from the United States Marine Corps as a General on 
1 September 2011. Owing your past two years of service, you weie the Vice Chairman of the 
Joint Chiefs of Staff. You were the second ranking member in the United States Armed Forces 
and replaced the Chairman of the Joint Chiefs of Staff during periods of absence or disability. 

PROSPECTIVE EMPLOYMENT~ You are currently seeking employment with 
Raytheon. As you have only made initial contact on potential opportunities within Raytheon, 
your specific job description and responsibilities are undefmed. 

PROCUREMENT L~(Il:GRITY LAW. You advised that within the last two years, 
you did not have any decision-making responsibilities, nor did you take any other action. in 
connection with a contract valued over $10,000,000. Based on this information. I have 
determined that 41 U.S.C. § 2103 does not require any additional notices with respect to your 
employment contacts with any defense contractor. In addition, the procurement integrity law 
does not restrict you from receiving compensation from any potential client listed above. 
However, the procurement integrity law does apply to you to the extent that you have had access 
to any source selection or contractor bid or proposal information. You are required to protect 
that information. In addition, 18 U.S.C. §§ 793, 794 and 1905 protect and prohibit the use or 
disclosure of trade secrets, confidential business information., and classified information. 
Finally, you have a continuing obligation to the Government not to disclose or misuse any other 
information that you acquired as part of your official duties and which is not generally available 
to the public. 

REPRESENTATIONAL BANS. rs U .S.C. § 207, a criminal statute, restricts 
representational activities. It prevents an individual who participated in, or was responsible for, 
a particular matter ·while employed by the Government from later "switching sides" and 
representing someone else in the same matter· These restrictions are further explained below. 

a. Section 207(aXI) imposes a lifetime bar that prohibits you from knowingly 
making, with the iruent to influence, any communication to or even an appearance before an 
employee of the United States on behalf of someone else in connection with a particular man.er 



involving a specific party in which you participated personally and substantially as a 
Government officer and in which the United States has a direct and substantial interest. This 
does not prohibit .. behind-the-scenes" assistance. 

"Lifetime" refers to the lifetime of the particular matter. 

"Panicular matter" includes any proceeding. application. contract. 
controversy, investigation, accusation, arrest. or other matter that involves 
a specific pany. 

"Participate personal)~ and substantially'' means to participate directly and 
significantly by decision, approval, disapproval, recommendation, advice, 
or investigation. Personal participation includes the participation of a 
subordinate when actually directed by you. 

b. Section 207(a)(2) is nearly identical to the above lifetime restriction except 
that it (1) lasts for only two years after leavipg Government service, and (2) applies only to those 
matters in which you did not participate personally and substantially, but which ~ pending 
under your official responsibility during the one-year period before terminating Government 
employment ~Official respoDSloility" is defined as direct administrative or operating authority 
to approve, disapprove. or otherwise direct government action. 

c. Based on the information-you provided, it is my opinion that the restrictions of 
Sections 207(a)(l) and (a)(2) do not apply to you because you did not participate "personally and 
substantially" in any particular matter affecting the interests of Raytheon, nor were such matters 
pending under your official responsibility during the one-year period prior to you leaving federal 
service. 

d These determinations are fact-specific. Tb111, if you seek employment with a 
differaat contractor, I recommend that you reqaest a reviled ethics opinion to determine if 
your drcumstances ban chanced. 

ONE-YEAR COOLING OFF PERIOD. 18 U.S.C. § 207(cX1) prohibits any flag 
officer for one year after retirement from contacting any officer or employee of the "agency" in 
which he served within one year of leaving his senior position with the intent to influence any 
official matter. "Agency" does not mean all of DoD ... Agency'' in your case includes the Office 
of the Secretary of Defense, the Department of the Navy. the Joint Staff. and the Combatant 
Commaods. It does not include the Department of the Army, the Department of the Air Force, 
DISA, DIA, DLA, NOA, NRO, DTRA. and NSA, as well as other U.S. Government agencies. 

FOREIGN GOVERNMENT EMPLOYMENT. Because you arc a flag officer, 18 
U.S.C. § 207(f) prohibits you for one year after your retirement from representing. aiding, or 
advising a foreign government or political entity (but not a non-government corporation) to 
influence a decision of any officer, employee or agency of the United States. The Emoluments 
Clause of the Constitution further prohibits you from being employed by a foreign government 
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without the consent of Congress. Should you desire to seek the consent of Congress. 37 U .S.C. § 
908 allows for approval through your Service Secretary. 

As a final point. my opinion as an agency ethics official concerning 18 U.S.C. § 207 does 
not have the same weight as an opinion authorized by statute, such procurement integrity laws 
(41 U.S.C. § 2103-4). The Standards of Erhical Conduct/or Employees of the Executive Branch 
makes it clear that. although my opinion should be persuasive conccming statutes like 18 U.S.C. 
§ 207, my opinion on this statute does not bind the Department of Justice. 

I hope this information is helpful to you. This letter, issued under the authority of 5 
C.F.R. §§ 2635. l 07 and 602(a)(2), is an advisory opinion of an agency ethics official based on 
the information that you provided. 

(b)(6) 
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~SARMY JS OCJCS (US) 

From: 
Sent 
To: 

CS OCJCS LC 
';;Q!~z:cm::::Iiil~ry'Y'Us:', . 2012 12:59 PM 

Subject: or Letter 

Feel free to give them my contact information. I'll be glad to speak with 
them. 

Thank you for the updated information and clarification. I'll work on 
preparing the advice letter for Gen Cartwright. I'll do my best to have it 
complete before the weekend. 

Thanks. 
l (b)(6) I 

Sir 

gmail.com] 

Spoke with General Cartwright and he said the block was marked incorrectly 
as he has not been on a source selection board or financial/technical 
evaluation team. In addition, he has not been a part of ahy acquisition 
(Raytheon or otherwise) in excess of $10M. 

I fixed the appropriate blocks on page three and attached is updated form. 

In addition, Raytheon is asking permission to talk with legal office {I 
assume you) if they have any in-depth ethics questions concerning General 

Cartwright's employment. Would It be OK if I gave them you as the contact 
for General Cartwright? Thank you so much for all of the assistance I 

0 n Thu Ian S 20'~ at 7:53 AM ICb)(G) 

l(b)(6) 1 
. js.pentagon.m1i> wrote: 
'=======-

~CS OCJCS LC 

I took a look at the questionnaire yesterday. After review, there 

ls some 
additional information I need in order to produce the letter. 

1 



-On page 3, block 21(g) asks for additional details on contracts 
that Gen 

Cartwright may have been involved in. Because be stated he was a 
member of 

a source selection evaluation board or a chief of a financial or 
technical 

or 

where 

evaluation team (Block 21(b), I will need to know which acquisitions 

contracts on which he took some action. Especially important is any 
information on contract award decisions in which he was involved 

Raytheon was awarded a contract in excess of $10 million. 

- Also on the bottom of page 3, while he currently is retired, the 
questions 

in Block 22 refer to the assignment from which he retired. 22(a) 
should be 

checked "yes" and 22(b) needs to be completed. 

Please let me know if you have any questions. 

--0~~,gf 1 Messaoe==--
From[ ... _______ ..... ts DOR 

Se,~~i.c.s:a.ai.i....i.a.a.u.ac~, 2012 8:31 AM 

CS OCJCS LC 

Sir 
Were you able to get this letter? Gen Cartwright.needs it for his 

talks 
with Raytheon to go any further. Please let me know if you need 

anything 
else or if you have any questions. Thank you and hope you had a 

great 

holiday!! 

From!< < ts DOR 
·--- qb~Y:' M~saqe ----

Sent: Tuesay, ecember 27, 2011 08:36 AM 

2 



______ t gmail.com> 

Sir 

Per our discussion. Please let me know if you need anything else. 

xecu 1ve sis an 
JS/JS DOR and DDFMAS 

(b)(6) 

Personal Assistant, 
Geo fret) James Ca, right, USMC 

l(b)(6) -

USAF 
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~SARMY JS OCJCS (US) 

From: 
Sent 
To: 

8 DOR 
....,.,,,.,.,.,..,,..,,.,.,.,...,.,..,,.,....__,..,...."'4..12 8:31 AM 

Cc: 
Subject 

Sir 
Were you able to get this letter? Gen Cartwright needs it for his talks with Raytheon to go any further. Please let me 
know if you need anything else or if you have any questions. Thank you and hope you had a great holiday!! 

8 DOR 

'~~ll.lil.&l.l..lo:~~~ I 2011 08:36 AM 
OCJCS LC 

Sir 

Per our discussion. Please let me know if you need anything else. 

l(b}(6) ~SAF 
Executive Assistant 
JS/JS QQR and QDEMAS 

r X6) I 

l 



From: 
Sent 
To: 
Subject 

Sir 

PsARMY Js ocics cusi 
(b)(6) 

gmail.com> 

(b}(6) 

You are wonderful! Thank you and we truly appreciate it: Have a great weekend. 

15-F-1787 
Document 3 

l(b )(6) ~ J<b )(6) b 
On Fri, Jan 6, 2012 at 6:23 PM._ ______ ___.rcs OCJCS LC I._ _____ __,F js.pentagon.mil> wrote: 

l(b)(6} 

At long last, here it is. Please let me know if the General has any 
questions. 

---O~'j\gi•I ... ,,. •• 
Froml._ ___________ __,f gmail.comJ 

Ser· !fd•• l:llar< Q6 Z012 5,57 PM 
To (b)( lcs OCJCS LC 

Subject: Re: Sa e Harbor letter 

Sir 

I definitely owe you a coffee and bagel when I get back from school !! 

05 r .; ha E 2011 at4·49 PMr )(
5
l r)0 r · js.pentago11.11111> ws acc. 

~CSOCJCS LC 

I'm working it...it's the only reason I'm still here on a Friday 

evening.:) 

;;~~( l~Jl8r ' Messaee--
r gmail.com] 

~~p·Hwd,.. ran· nm ru; 2~~2;~~PL~ 

Subject: Re: Safe Harbor Letter 

1 



Sir 

I hate to bother you but have you been able to take a look at this? 
Raytheon is hoping to close everything out early next week to be in 

time for 
their Board Meeting they want General cartwright to attend. I know 

you have 
a ton of work going on but if there is anything I can do, please let 

me 

know. 

Thank you! 

l
(bf?ilj Ibu "" s '"'t at 11:58 AMj""(b...,)(

6 
.... )......,...,...----''CS OCJCS LC 

... ______ r js.pentagon.mu> wrote: 

to 

Feel free to give them my contact information. I'll be glad 

speak with 
them. 

Thank you for the updated information and clarification. 

I'll work 
on 

preparing the advice letter for Gen Cartwright. I'll do my 

best to 
have it 

complete before the weekend. 

----of~~r' Messaee--- . 
From ~gma1l.com) 
ser ~hursday, Januarv os~o12 12:48 PM 
To (b)( ) OCJCS LC 

Subject: Re: Safe Harbor letter 

Sir 

Spoke with General Cartwright and be said the block was 

marked 
incorrectly 

2 



as he has not been on a source selection board or 
financial/technical 

evaluation team. In addit ion, he has not been a part of any 
acquisition 

(Raytheon or otherwise) in excess of $10M. 

I fixed the appropriate blocks on page three and attached is 
updated 

form. 
In addition, Raytheon is asking permission to talk with legal 

office 
{I 

assume you) if they have any in-depth ethics questions 
concerning 

General 
Cartwright's employment. Would it be OK if I gave them you 

as the 
contact 

for General Cartwright? Thank you so much for all of the 
assistance! 

l(b)(6) t On Thu, Jan 5, 2012 at 7:53 AM, _______ ...... CS 

OCJCSlltfxoi ~ .... ______ .... r js.pentagon.mil> wrote: 

review, 
there 

I took a look at the questionnaire yesterday. After 

is some 
addit ional information I need in order to produce the 

letter. 

--On page 3, block 21(g) asks for additional details 

on 
contracts 

that Gen 

stated he 
was a 

Cartwright may have been involved in. Because he 

member of 

financial 
or 

a source selection evaluat ion board or a chief of a 

technical 
evaluation team (Block 22(b), I will need to know 

which 

3 



acquisitions 

or 

contracts on which he took some action. Especially 
important 

is any 

information on contract award decisions in which he 
was 

involved 
where 

Raytheon was awarded a contract in excess of $10 
million. 

--Also on the bottom of page 3, while he currently is 
retired, the 

questions 

in Block 22 refer to the assignment from which he 
retired. 

22(a) 
should be 

checked "yes" and 22(b} needs to be completed. 

Please let me know if you have any questions. 

--Qf ~l§J~'I M p ss3qe 

rom:IL. _______ ..... Is DOR 

To (b){ l cs oacs LC 
Ser ~ul'd•• laOllilll l 2012 8:31 AM 

ccr):) f,gmait.com' 
Su Je c. Ke. sa le n rbor Letter 

Sir 

Were you able to get this letter? Gen Cartwright 
needs it 

for his 

talks 
with Raytheon to go any further. Please let me know if 

you 
need 

anything 
else or if you have any questions. Thank you and hope 

you had 
a 

great 
holiday I! 
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Sir 

Per our discussion. Please let me know if you need 
anything 

else. 

L.p.r) ...... (

6
)..--..-............ ~....-----'~SAF 

"Executive Ass1Stant 

1<:.,., ASS1<ram,I 

l~r 1,.11 '•m•• ear right, usMc 

l(b)(6) 

Personal Assistant, 
~· , ... 1 >•m•• earright usMc 

l(b) ) I 

5 



r:"' ......... ,. .. " 1 I 

l(b11t1· ' .. 11 ' ..... r.f right. USMC 

ersona 515 an 
Gen fret\ 1.:im r ' . 

r •1"' J1"ght, USMC 
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From: 
Sent 
To: 
Subject 

psARMY JS OCJCS (US) 
(b)(6) 

KSOOCS LC 
:::;;i(b~)(6;;i)z:ac:::a::a::i::im::=P'l:r., :r1 __ ,.1_2 5:49 PM 

I 
RE: Sate Harbor Letter 

I'm working it...it 's the only reason I'm still here on a Friday evening. :) 

gmail.com] 

Sir 

I hate to bother you but have you been able to take a look at this? 
Raytheon is hoping to close everything out early next week to be in t ime for 
their Board Meeting they want General Cartwright to attend. I know you have 
a ton of work going on but if there is anything I can do, please let me 
know. · 

Thank you ! 

On Thu Ian 5 lCll at 11:58 AMJ ... <b ... )(-
6

)_..,.... ___ ___.lcs OCJCS LC 
l(b)(

6
) r js.pentagon.mil> wrote: 

l(b}(6) 

Feel free to give them my contact information. I'll be glad to 

speak with 
them. 

Thank you for the updated information and clarification. I'll work 

on 
preparing the advice letter for Gen Cartwright. I'll do my best to 

have it 
complete before the weekend. 

-Ori~inal Message----

From1 ... (-)(-6) ____________ r gmail.com) 

1 



Sep · :B'" rsdav 'an11a~ OS, 2012 12:48 PM 
To ( )( > aj JCS OCJCS LC 

Subject: Re: Safe Harbor Letter 

Sir 

Spoke with General Cartwright and he said the block was marked 
incorrectly 

as he has not been on a source selection board or 
financial/technical 

evaluation team. In addition, he has not been a part of any 
acquisition 

(Raytheon or otherwise) in excess of SlOM. 

I fixed the appropriate blocks on page three and attached is updated 
form. 

In addition, Raytheon is asking permission to talk with legal office 
(I 

assume you) if they have any in-depth ethics quest ions concerning 
General 

Cartwright's employment. Would it be OK if I gave them you as the 
contact 

for General Cartwright? Thank you so much for all of the 
assistance! 

On Th11 Ian 5 20~ at 7:53 AML<6_><_6> ______ jcs OCJCS LC 

rb)(6) . . 
... ______ ...., js.pentagon.m1l> wrote: 

r (6) 

I took a look at the questionnaire yesterday. After review, 
there 

is some 
additional information I need in order to produce the letter. 

--On page 3, block 2l(g) asks for additional details on 
contracts 

that Gen 
Cartwright may have been involved in. Because he stated he 

was a 
member of 

a source selection evaluation board or a chief of a financial 
or 

technical 
evaluation team (Block 21(b), I will need to know which 

acquisit ions 
or 
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is any 
contracts on which he took some action. Especially important 

information on contract award decisions in which he was 
involved 

where 

Raytheon was awarded a contract in excess of $10 million. 

--Also on the bottom of page 3, while he currently is 
retired, the 

22{a) 

for his 

need 

a 

questions 

in Block 22 refer to the assignment from which he retired. 

should be 
checked "yes" and 22{b) needs to be completed. 

Please let me know if you have any questions. 

- Original Message­
Fromj<b)(6) ts DOR 

To b)( ) CS OCJCS LC 
S.r rursdav !anua0< ,. 2012 8:31 AM 

ccr l<
5
l ~gmail.com' 

Su Jett. Re: Sate Harbor Letter 

Sir 
Were you able to get this letter? Gen Cartwright needs it 

talks 
with Raytheon to go any further. Please let me know if you 

anything 
else or if you have any questions. Thank you and hope you had 

great 
holiday!! 

r 
DOR 

~~:m::!:!z::::DEl!m:Dl!!I;7~011 08:36 AM 
CSOCJCS LC 

~"""'"---....... g_m_a ..... 1 .com 1(b)(6) r gmail.com> 
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Subject: Safe Harbor Letter 

Sir 

Per our discussion. Please let me know if you need anything 
else. 

r;'l I 
ersonal ASlostant, 
~~a fre t\ lames cayright, USMC l(b 

ersona ss1s an , 

rfa)" '"" hmA< ''T right, USMC 

4 



From: 
Sent 
To: 

~SARMY JS OCJCS (US) 

~;cii!:J~:a:&:m:::::::m:rLTI415M 
gmail.com> 

Subject: 

Sir 

I hate to bother you but have you been able to take a look at this? Raytheon is hoping to close everything out early next 
week to be in time for their Board Meeting they want General Cartwright to attend. I know you have a ton of work 
going on but if there is anything I can do, please let me know. 

Thank you! 

On Thu, Jan S, 2012 at 11:58 AM1 ... b_><_
6
> _____ ___.I~ OCJCS LC ~ .... (b-)(_e> ___ ___,~js.pentagon .mil> wrote: 

r )(6) 

Feel free to give them my contact information. I'll be glad to speak with 
them. 

Thank you for the updated information and clarification. I'll work on 
preparing the advice letter for Gen Cartwright. I'll do my best to have it 
complete before the weekend. 

gmail.com] 

Subject: Re: Safe Harbor Letter 

Sir 

Spoke with General Cartwright and he said the block was marked incorrectly 
as he has not been on a source selection board or financial/technical 
evaluation team. In addition, he has not been a part of any acquisition 
(Raytheon or otherwise) in excess of $10M. 

I fixed the appropriate blocks on page three and attached is updated form. 
In addition, Raytheon is asking permission to talk with legal office (I 



assume you) if they have any in-depth ethics questions concerning General 
Cartwright's employment. Would it be OK if I gave them you as the contact 
for General Cartwright? Thank you so much for all of the assistance! 

~ - c ?O·r at 7:53 AM,1(b)(
6

) 

l(bf<6) . 
.... _____ _. js.pentagon.mn> wrote: 

lcs OCJCS LC 

r )(6) 

I took a look at the questionnaire yesterday. After review, there 
is some 

additional information I need in order to produce the letter. 

--On page 3, block 21(g) asks for additional details on contracts 
that Gen 

Cartwright may have been involved in. Because he stated he was a 
member of 

a source selection evaluation board or a chief of a financial or 
technical 

evaluation team (Block 21(b), I will need to know which acquisitions 
or 

contracts on which he took some action. Especially important is any 
information on contract award decisions in which he was involved 

where 

Raytheon was awarded a contract in excess of $10 million. 

-Also on the bottom of page 3, while he currently is retired, the 
questions 

in Block 22 refer to the assignment from which he retired. 22(a) 
should be 

checked "yes" and 22(b) needs to be completed. 

Please let me know if you have any questions. 

---0~1~a l Message--

From[_ .. _><_> ______ ... Is DOR 

~~b)(~11rrdw •20112nc n~~1~~3L~ AM 

i<6)(6) ~ Cc gmail.com' 
Subject: Re: Safe Harbor Letter 
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ltbK6J 

Sir 

Were you able to get this letter? Gen Cartwright needs it for his 
talks 

with Raytheon to go any further. Please let me know if you need 
anything 

else or if you have any questions. Thank you and hope you had a 
great 

holiday!! 

..... ·~~al Messa"e ·--
From~ ~ DOR 
Sent: Tuesday, December 27, 201108:36 AM 
To: IM<6) tcs n~c.,..1.._c ... s .... ic __ _ 

ccf b5<65 , gmail.coi (b)(
5

) r gmail.com> 

Subject: Safe Harbor Letter . 

Sir 

Per our discussion. Please let me know if YOl! need anything else. 

r:cuuoe ASSlstam ~SAF 
JS J8 DOR and DOFMAS 
b ( 

1(6)(6) 

Personal Assistant, 
Wtfio (retl James Cartwright, USMC 

rb ) I 
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Personal Assistant, 

~ !retl Jamei s;;i1right, USMC 

4 



l
(bX6) I 

L-. _____ ___,VSARMY JS OCJCS (US) 

From: 
Sent: 
To: 
Subject 

LJ 

CS OOCS LC 
~~::::i:::ze:i::::mn::u;r-nr,', 2011 1:28 PM 

oDOGC 

No problem at all. I've been in contact wit nd can taken i(b)(6) ~ 

things from here. ...._ ___ _ 

Here is the request. Sorry about the delay in forwarding. (And yes, this 
retired Marine failed to "take care of my own" retired Marine, er, General}. 

Jb><6) I 
I'm callin' row. 
Thanks, 

(b)(6) 

Standards o Conduct Office 
Office of the General Counsel 
Department of Defense 
1600 Defense Pentagon (Room 3E783 (new!)) 
W :tSh inqton 0 C 20301-1 600 

CAUTION: This message may contain information protected by the 
attorney-client, attorney work product, deliberative process, or other 
privilege. Do not disseminate without the approval of the Office of the DoD 
General Counsel. 

. 1 



(b)~ 

Hell f<5X6iL lease take this for action. Call__f irectly. Tx 

'"""T'm'l!!~IT"i~~~~ards of Conduct 

r)~rce o f Genera' f ounsel 

~gmail.com) 

General (retired) James Cartwright is looking to do contract work with 
Raytheon as an advisor. They have asked for a copy of his Safe Harbor letter 
and written guidance from DoD on post.retirement restrictions. I have a 
copy of a restrictions package given to General Cartwright prior to his 
retirement however, I am not sure what a Safe Harbor letter is or who I 
would get that from. I have been advised to contact you as an individual 
who may be able to help me out or point me in the right direction. Can you 
provide me with assistance? Any help is greatly appre<:iated. Have a 
wonderful Friday! 

r)(6) I 
Personal Assistant, rri !retl lames cr right, USMC 
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~SARMY JS OCJCS (US) 

From: 
Sent 
To: 

CS OCJCS LC 
';;E;E~z:::::::i:::1Z1:CC1m::clli:;'Lm 2 7 :24 PM 

Subject: 
Attachments: 

""'"~5'T'Zl"~""""?"'T"!!ltter 

PGE--Cartwright.pdf 

At long last, here it is. Please let me know if the General has any 
questions. 

gmail.com] 

Sir 

I definitely owe you a coffee and bagel when I get back from school!! 

r
n c: ~i Ian 6 2011 at 4:49 PMl(b-)(..,

6
)_.,......,......, __ __,lcs OCJCS LC 

(b)(6) b r 
'-------_.Fjs.pentagcr • co 

I'm working it ... it's the only reason I'm still here on a Friday 
evening.:) 

----Cl~~I adom .. --... 

From1 .... ____________ ___.r gm.aiLcomJ 

1,1...,1;~:1.L...LAl.Ll.i..a.u.i;..ug""""Ql2 S :34 PM 
CSOCJCS LC 

Sir 

I hate to bother you but have you been able to take a look at this? 
Raytheon is hoping to close everything out early next week to be in 

time for 
their Board Meeting they want General Cartwright to attend. I know 

you have 
a ton of work going on but if there is anything I can do, please let 

1 



me 

know. 

Thank you I 

l
(gr6f hu Jan 5 201, .at 11:58 AM1_.,f..,b)..,.(

5 
... > ......,...,.,.. ___ __,p OCJCS LC 

f JS.pentagon.,\,115 wrote: 

to 
Feel free to give them my contact information. I'll be glad 

speak with 
them. 

Thank you for the updated information and clarification. 
I'll work 

best to 

marked 

on 

preparing the advice letter for Gen Cartwright. I'll do my 

have it 

complete before the weekend. 

Subject: Re: Safe Harbor Letter 

Sir 

Spoke with General Cartwright and he said the block was 

incorrectly 

as he has not been on a source selection board or 
financial/technical 

evaluation team. In addition, he has not been a part of any 
acquisition 

(Raytheon or otherwise) in excess of $10M. 

I fixed the appropriate blocks on page three ~nd attached is 
updated 

form . 
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In addition, Raytheon is asking permission to talk with legal 
office 

(I 

assume you) if they have any in-depth ethics questions 
concerning 

General 

as the 
Cartwright's employment. Would it be OK if I gave them you 

contact 

for General Cartwright? Thank you so much for all of the 
assistance! 

OCJCS LC l(b)(6) I 
On Thu, Jan 5, 2012 at 7:53 AM"" ______ ___, cs 

l(b)(6) ~ 

review, 

letter. 

on 

.... _____ _,f js.pentagon.mil> wrote: 

I took a look at the questionnaire yesterday. After 

there 

is some 

additional information I need in order to produce the 

--On page 3, block 21(g) asks for additional details 

contracts 
that Gen 

Cartwright may have been involved in. B~cause he 

stated he 
was a 

member of 
a source selection evaluation board or a chief of a 

financial 
or 

technical 

evaluation team (Block 21(b), I will need to know 

which 
acquisitions 

or 
contracts on which he took some action. Especially 

important 

was 

is any 
information on contract award decisions in which he 

involved 
where 

3 



million. 

retired. 

Raytheon was awarded a contract in excess of $10 

--Also on the bottom of page 3, while he currently is 
retired, the 

questions 

in Block 22 refer to the assignment from which he 

22(a) 

needs it 

you 

should be 

checked "yes" and 22(b) needs to be completed. 

Please let me know if you have any questions. 

-Fr-o~l ..... {~_tR_l_' M_e_s_sa-ee_-_ - _Is DOR 

Sent: Thursday. January OS, 2012 8:31 AM 
r1(b)C6) !cs OCJCS LC . 

ccr ><
5

> ~gmail.com ' 
Su 1ect: Re: Safe Harbor Letter 

Sir 
Were you able to get this letter? Gen cartwright 

for his 
talks 

with Raytheon to go any further. Please let me know if 

need 
anything 

else or if you have any questions. Thank you and hope 

you had 

a 
great 

holiday I! 
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Subject: Safe Harbor Letter 

Sir 

Per our discussion. Please let me know if you need 
anything 

else. 

r
b}(6} l . 

_ f"SAF 
""'l:ifx~e~tno"ttvme~AwssP'P'l'lls"t~an~t~~ ...... 

1<:::)Stma1 ASS1sca1.l. 
Gen ret) James Cartwright, USMC 

(b 

r :sona1 ASSIStallt, I 
r~• lret! lames C] rtwright, USMC 

1 ~K6) I 
Pel SOiidi ASSISldllC, 

G•• Ire!} lames Cl rtwright, USMC r (6) 
5 
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• Reply ZIP Code: 
20318-9999 

Ctt:nc:ra! fret) lames F Cartwrjgbt 

Dear OeneIBl (ret.) Cartwright, 

THE .JOINT STAFF 
OFF1ce OF UGAL COUNSEL 

NllTACION, lllOOll 2DUI 
WASHINGTON. DC 

6 January 2012 

This letter responds to your request for advice regarding the impact of post-Government 
employment restrictions on employment with Raytheon Company ( .. Raytheon"). 

BACKGROUND. You retired frooi the United States Marine CoipS as a General on 
I September 2011. During your past two years of service. you were the Vice Chairman of the 
Joint Chiefs of Staff. You were the second ranking member in the United States Armed Forces 
and replaced the Chairman of the Joint Chiefs of Staff during periods of absence or disability. 

PROSPECTIVE EMPLOYMENT! You are currently seeking employment with 
Raytheon. As you have only made initial contact on potential opportunities within Raytheon. 
your specific job description and responsibilities are undefined. 

PROCUREMENT INTEGRITY LAW. You advised that within the last two years, 
you did not have any decision-making responsibilities, nor did you take any other action, in 
connection with a contract valued over $10.000,000. Based on this information. I have 
dctennined that 41 U.S.C. § 2103 does not require any additional notices with respect to your 
employment contacts with any defense contractor. In addition. the procurement integrity law 
does not restrict you from receiving compensation from any potential client listed above. 
However, the procurement integrity law does apply to you to the extent that you have had access 
to any source selection or contractor bid or proposal information. You are requimi to protect 
that information. In addition. 18 U.S.C. §§ 793, 794 and 1905 protect and prohibit the use or 
disclosure of trade secrets. confidential business infonnation. and classified information. 
Finally, you have a continuing obligation to the Government not to disclose or misuse any other 
information that you acquired as part of your official duties and which is not generally available 
to the public. 

REPRESENTATIONAL BANS. 1'8 U.S.C. § 207, a criminal stanrte, restricts 
representational activities. It prevents an individual who participated in, or was responsible for. 
a particular matter while employed by the Government from later "switching sides" and 
representing someone else in the same matter. These restrictions are further explained below. 

a. Section 207(aXl) imposes a lifetime bar that prohibits you from knowingly 
making, with the intent to influence, any communication to or even an appearance before an 
employee of the United States on behalf of someone else in connection with a particular matter 



involving a specific party in which you participated personally and substantially as a 
Government officer and in which the United States has a direct and substantial interest. This 
does not prohibit ''behind-the-scenes" assistance. 

"Lifetime" refers to the lifetime of the particular matter . 

.. Particular matter" includes any prooeed.ing, application, contract, 
controversy, investigation. accusation, arrest, or other matter that involves 
a specific party. 

"Participate personally and substantially" means to participate directly and 
significantly by decision, approval, disapproval, recommendation, advice, 
or investigation. Personal participation includes the participation of a 
subordinate when actually directed by you. 

b. Section 207(aX2) is nearly identical to the above lifetime restriction except 
that it ( 1) l~ for only two years after leaving Government service, and (2) applies only to those 
matters in which you did not participate personally and substantially, but which were pending 
wider your official remonsibilitv during the one-year period before terminating Govenunent 
employment \)fficial responsibility" is defined as direct administrative or operating authority 
to approve. disapprove, or otherwise direct government action. 

c. Based on the information. you provided, it is my opinion that the restrictions of 
Sections 207( aX I) and ( a)(2) do not apply to you because you did not participate "personally and 
substantially" in any particular matter affecting the interests of Raytheon, nor were such matters 
pending under your official responsibility during the one-year period prior to you leaving federal 
service. 

d. These determinations are fact-specific. nm, if you seek employment with a 
different contractor, I recommend that you request a rnised ethics opinion to determine if 
your drcumstanees have chaqed. 

ONE-YEAR COOLING OFF PERIOD. 18 U.S.C. § 207(c)(l ) prohibits any flag 
officer for one year after retirement from contacting any officer or employee of the "agency" in 
which he served within one year of leaving his senior position with the intent to influence any 
official matter. "Agency" does not mean all of DoD. "Agency" in your case includes the Office 
of the Secretary of Defense, the Department of the Navy. the Joint Staff, and the Combatant 
Commands. It does not include the Department of the Army, the Department of the Air Force. 
DISA, DIA. DLA, NGA, NRO, DTRA, and NS.A. as well as other U.S. Government agencies. 

FOREIGN GOVERNMENT EMPLOYMENT. Because you are a flag offacer, 18 
U.S.C. § 207(f) prohibits you for one year after your retirement from representing. aiding, or 
advising a foreign government or political entity (but not a non-government corporation) to 
influence a decision of any officer, employee or agency of the United States. The Emoluments 
Clause of the Constitution further prohibits you from being employed by a foreign government 
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without the consent of Congress. Should you desire to seek the consent of Congress, 3 7 U .S.C. § 
908 allows for approval through your Service Secretary. 

As a final point, my opinion as an agency ethics officiaJ concerning 18 U.S.C. § 207 does 
not have the same weight as an opinion authorized by statute, such procurement integrity laws 
(41 U.S.C. §2103-4). The Slandards of Ethical Conduct for Employees of the Executive Branch 
makes it clear that, although my opinion should be persuasive concerning statutes like 18 U.S.C. 
§ 207, my opinion on this statute does not bind the Department of Justice. 

I hope this information is helpful to you. This letter, issued under the authority of 5 
C.F.R. §§ 2635. l 07 and 602(a)(2), is an advisory opinion of an agency ethics official based on 
the infonnation that you provided. 

ounse 
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(b)(6) 

From: 
Sent 
To: 
Subject: 
Attachments: 

Follow Up Flag: 
Flag Status: 

Sir 

SARMY JS OCJCS (US) 

gmail.com> 
...ll:~d.al.'-1.a.w.1.ii!::!:z::l:rs::;'.ZUI'Z'TZ'.2ttl PM 

Re: Safe Harbor Letter 
002945 Signed.pdf 

Follow up 
Flagged 

CS OCJCS LC 

15-F-1787 
Document 4 

Spoke with General Cartwright and he said the block was marked incorrectly as he has not been on a source selection 
board or financial/ technical evaluation team. In addition, he has not been a part of any acquisition (Raytheon or 
otherwise) in excess of $10M. 

I fixed the appropriate blocks on page three and attached is updated form. In addition, Raytheon is asking permission to 

talk with legal office (I assume you) if they have any in-depth ethics questions concerning General Cartwright's 
employment. Would it be OK if I gave them you as the contact for General Cartwright? Thank you so much for all of the 

assistance ! 

on Thu, Jan 5, 2ou at 7:53 AM ... r_l<-
6
l ______ .. lcs oacs LC i ... <b-l(-

6
) ____ _,lj s.pentagon.mil> wrote: 

r X6l 
I took a look at the questionnaire yesterday. After review, there is some 

additional information I need in order to produce the letter. 

--On page 3, block 21(g) asks for addit ional details on contracts that Gen 
Cartwright may have been involved in. Because he stated he was a member of 
a source selection evaluation board or a chief of a financial or technical 

evaluation team (Block 21(b), I will need to know which acquisitions or 
contracts on which he took some action. Especially important is any 
information on contract award decisions in which he was involved where 

Raytheon was awarded a contract in excess of $10 million. 

--Also on the bottom of page 3, while he currently is retired, the questions 
in Block 22 refer to the assignment from which he retired. 22(a) should be 

checked "yes" and 22(b) needs to be completed. 

Please let me know if you have any questions. 



...__ _____ _.~8 DOR 

n,i.;....L.IJ.IJ'"""'Oll.l..~u.;;LC;l""""O>, 2012 8: 31 AM 
To CSOCJCS LC 

Sir 
Were you able to get this letter? Gen cartwright needs it for his talks 
with Raytheon to go any further. Please let me know if you need anything 
else or if you have any questions. Thank you and hope you had a great 
holiday!! 

l(bX6J 

..__ ___ _,l@gmail.com> 

Sir 

Per our discussion. Please let me know if you need anything else. 

1<::cuuve ASS1stant luSAF 
JS/JS, DOR and DOFMAS 

r,J I 

r b)(6) I 
Personal Assistant, 
Gen ret James Cartwright, USMC 

(b)(6) 
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REPORT CONTROL OMS No 0104-0481 
SYllBOL OMS apptOVe/ eXp/le3 

00-GC{AR)2412 AprJO, 2013 
POST-GOVERNMENT EMPLOYMENT ADVICE OPINION REQUEST 

PLEASE 00 NOT RET\JltN YOUR FORM TO THE ABOVE ORGANIZATION. 

PRIVACY ACT STATEMENT 

AUTHORITY: 41 u .s .c . 423; 10 u .s .c . 1701 note: 5 C.F R. 2635.107, Joint Ethics Regulation. 

PRIHCIPAL PURPOSE(S) To enable ethics counselors to render ethics advice to military and cfllllan empo~ leaving Government seN!c:e. 

ROUTINE USE(S): None 

[)(SClOSURE: Vol~ry; hOwever !allure to fully d~tose information requested may reslAI in receipt of incomplete adYJCe Of inabll~ to~ 
written adlllCe. This may reSUll In a delay In being hireo by a Department of Defense contractor or receipt of compensation from such contrador. 
Fatture to comply may also ~It in the lmpo51tion of a<lminiStrallve penalties in aCCOldance wtth section 27e ot tile Oftlce of Federal Ploclftment 
POiicy Act (41 U.S.C. 423(e)) 

SECTION I -CONTACT INFORMATION 

1. u 
FOR (•.11 . US Almy, US N•vy. ~) 

US Marine Corps James E. Cartwright 

f. 
us 

D BY POSTAL MAIL 

SECTION II - SERVICE INFORMATION 

7. EMPLOYEE ST A TUS AT TIME OF SEPARATION OR TERMINAUTRANSmON LEAVE [g]MtUTARY 

R'S NAME 

OcMUAN 
a. TION 

Joint Staff 

tO. N 

00 RETIREMENT D RESIGNATION 

t1. SE AAATlO 

LEAVE? 

a HA Y E 0 ANY ETHICS ADV 
PROSPECTIVE EMPLOYMENT? 

b. (1) 

a NTH 2Y S, HAVEYOUFIL 

D NO DYES. OGE FORM 450 

DD FORM 2945, APR 2010 

D OTHER (Specify) 

I 

DYES 

9. 

Secretary Roben Gates 

SECTION Ill - PRIOR ETHICS INFORMATION 

CJCS Legal Office 

SCLO URE REPOR ? 

E 

Oves 

00 YES SF 278 (It )'OU Ille t SF 278, )'Oil must m. 1 -.ton rwpon no 1.i.r ,,.,. JO Oll'S '1lw 
.. ~Oii. 

age 1 of 4 Pages ._....__ea 



SECTION Ill • PRIOR ETHICS INFORMATION (Cootinuecf} 

11. ETHICS PLEDGE 

a. HAVE YOU SIGNED THE ETHICS PLEDGE? CJ NO IX] YES 

d I NO. 

C No 
N 

ATTORHEY BY 000. 

00 NO • I f.M NOT A LICENSED ATTORNEY :J YES. I AM A LICENSED A TT OR NEY 

SECTION IV · DOD POSITION INFORMATION 
20. POSm~ HELD AN MAJOR DUTIES: IN AT AGENCIES OR OR ONS HAVEY U SERVED OURIN YOUR LAS 2 

OF DEPARTMENT OF DEFENSE SERVICE? (Provide dales~ endye11) For Heh polilion. ~be your)Oborl>tldydHcr1l>e,our majortAl!le$ 
during tne last 2 ~ars, locullflQ on '*'6es tWtMg to~ conlnlcll. .ny a.fP9CI d the acquisftion P'OC.U. llUCft"' ~ ~ acting es 
~ ,,,.,,.,,.,_ a.pury ptOQnm managc!I or~ ol!Jcer. or otMtwln invo/Ved In the contr.clSng plOC9n ldlltrfly names al projects. ~T, conncfl>ls 
Mid suticontrecf'tln.) • 

Joint Staff Vice Chairman, Joint Chiefs of Staff 
(3) DESCRIPTION 

y 

(2) JOB Tl 

(3)0E 

DD FORM 2945, APR 2010 P~e 2 of 4 Pages 



SECTION IV • DOD POSITION IWORllA T10N (CortJnued) 

20. P08l110NI HELD ANO llAJOft DUTIES~ 

(3) 

(3) 

tt. MTitlN ?Me I.AST 1WO Y£AM, HAVE YOU RltVED IN Nl'f °' TitE FOLLOWING POIUTIONI OR PERIOMAL.L Y TAKO ON! Of THE 
fOlLOWING ACTIONS REQMDINO AN ACQt8t10ll OR COMTitACT IN EXCESS OF •10 MUON? 

RAM MANAGER R ADMINISTRATIVE CONTRACTING O"'FICER? 

DYES (llV•--*•your'*S l91P01~) 

22.a U HOlO A POS TIOI'< 1 H U "' E 
SENIOR EXECUTIVE SER\llCE OR A GENERAL OR Fl.AG 
POSITIOH (Gnlde 01 and e11o-. . n« ~1 

NO X YES 

DD FORM 29'5, APR 2010 

y u 
EXCESS OF S 10 MILLION? 

NO YES 

Page 3 o! 4 Pag91 



SECTION V · PROSPECTIVE EMPLOYER INFORMATION 

Initial conw:t on potential opponunnits 

b 

27.. J:)iz~ 2.o JI 

DD FORM 2945, APR 2010 
Pege 4 of 4 ?9ges 


