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September 15, 1999

MEMORANDUM FOR DEPARTMENT OF DEFENSE (FOIA)

FROM: 11 CS/SCSR (FOIA)
1000 Air Force Pentagon
Washington DC 20330-1000

SUBJECT: Freedom of Information Act Request, Case #93- 1822

1. Under the Freedom of Information Act, we are forwarding the attached documents
for review and direct reply back to this office.

2. If your review reveals information which you recommend be withheld, identify it in
your reply. Include your rationale for withholding the information, FOIA exemption
and the name and title of your denial authorit

Freedonf of lformafion Manager

Attachments;

1. XO's, State comments
2. Requester ltr

3. Records for review {TS})

This page is UNCLASSIEIED
wheit sianding aiong.
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(UNCLASSIFIED WRHEN SEPARATED FROM ATTACHMENTS)

Case Control No.: 199800786
Requester: Burr, William
(X} FOIA/PA ()Mandatory Review

TO:

IIMSG/MSIS (FOLA)
U.5. Alr Force

FROM | ;i - t o

Office of IRM Pragrams and ServiceSﬂfw'
SUBJECT: Reply to Referral for Concurrence

REE: Your memorandunm dated February £, 1998 (your case
no. 93-1822)

We have reviewed the material attached to your
memorandum and have no objection to declassification/release
of the marked portion of the document numbered 5 {(i.e., the
portion entitled “SUBJECT: Draft Statement for Possible Use
in the House of Commons Regarding the Acquisition and Control
of Nuclear Weapons"}, to which our review has been limited.
We have referred a copy of the document numbered 2 to the
British Embassy for concurrence in release of item #6 on page
3, the portion which you designated for our review. We will
inform you when the Embassy has replied.

With respect to both documents, we would note that DCOD
has expressed the view that material involving military
utilization of nuclear weapons, storage, deployment location,
etc., falls under the Atomic Energy Act of 1954 in that it is
considered Formerly Restricted Date (FRD}) and is, therefore,
not releasable. DOD may deem the designated portions of
these documents to constitute such material. Accordingly, we
believe these portions should be forwarded to Mr. A. H.
Passarella, Director, FOI/Security Review at DOD for a
release/den. . determination based on the material's
relevance to the above-cited Act.

s s ol

(UNCLASSIFIED WHEN SEPARATED FROM ATTACHMENTS)
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The National Security Archive

The George Washington University Pho_ne: 202!3%—3’;)00
Gelman Library, Suite 701 Fax; 202/994- ;
2130 H Street, N.W. ‘ nsarchive@gwu.edu

Washington, D.C. 20037 www.nsarchive.org

August 26, 2004

Secretary of the Air Furce
HQ U.S. Air Force

11 CS/SCSR (FOIA)

1000 Airt Foree Pentagon
Washington DC, 20330-1000

Re: Request under the FOLA, in reply please refer to Archive # 20040970AIR054

Dear FOIA Officer:

Pursuant to the Freedom of Information Act (FOIA), 1 am refiling the attached FOIA request (Air
Force Ref. No. 93-1§22/Archive Ref. No. 931089ATR051) that originally was filed on December 2,
1993 to the Department of the Air Force. The Air Force 11" Support Wing ordered the records
from another agency but had not received them as of an April 15, 1994 letter.

The request asked for the following:
“Capies of the follavring docnments from Accession 63-A-1609, Recard Group 341, held at Federal
Records Center, Suitland: _
1. Copies of the following documents in Box 23, file RL (59) 258 JCS Meetings (Snmmaries of
Actions) Sec. 1 (1 Jan. 59 — 14 May 19)
Memoa, 1/5/59 to SAFS and enclosure
Summiary of Actions, 1/13/59
Memo for SAF, 1/14/59 and ¢nclosure
Mema by Wheless, 1/16/59
Memgo to SAF, 1/20/59 and enclosure
Summiary of Action, 1720/59
Memg to SAFS, 1/28/59 and enclosure
. Summnuary of Actions, 1/27/59
Memo to SAFS, 2/2/59 and enclosure .
2. Box 35, file: RL (59) 317 ICBM (22 :Aug. 59 - ) Sec.3:
a. Donnelly Jetter to AFCCS, 12/19/59, with enclosure
3. Box36:
a. File R (59) 40B Speeches (Briefings & Presentations) Sec, 1 (1 Jan- 59 - 28 Feb. 59)
i. Air Council presentation, 1/22/59, “SATTUS 59-63”
ii. Doc. Presentation, “TUSAFRNAFOOTAFPAOCDOSFS9,” 2/2/59
b. File BEL (59) 40B Speeches (Briefings & Presentations) Sec. 3 (5 June 59 -)
i. JCS to CCS, 10/30/59, with enclosure
ii. Presentation by General Hickey, 11/5/59
Note: I request that all documents be reviewed in their entirety, and that no in{ormation be omitted
on the grounds of “non-relevance.” »

poaoge

M pEran o

Aftached is the origlual request, my December 13, 1993 correction of the Record Group number
[above version is 28 corrected], and the Air Force Office of the Secretary’s April 15, 1994 Jetter
referred to above. Although more than 11 years have passed since the request was originally filed,
we still have not received any response and therefore are refiling the request. Please treat thisas a
new FOILA request. [ look forward to receiving your response within the twenty-day statutory time
period.

An Independent nop-govurnmental research institute amd Library located at the George Washington University, the Archive collects
and publishes deelassificd documents obtained through the Freedom of Tnformation Act. Publication royalties 2nd tax deduciible
contribulions through The Natioas] Sceurity Archive Fund, Inc. underwrite the Archive’s Budget






08/28/04 18:00 FAX 202 984 7005 _NAT'L SECURITY ARCHIVE Boos

-

THE NATIONAL SECURITY
SUMTE 500 1755 MASSACHUSETTS AVENUE N.W. WASHINGTON, D.C. 20036 (202) 797-0882

IN ALL CORRESPONDENCE PLEASE REFER
TO ARCHIVEFILENO. §31089AIR051
12/02/1983
SAF/AAIA
(FOI)
1620 Air Force
The Pentagon
Washinglon D.C. 20330-16:10

Dear Sir or Madan:

Pursuant to the Freedom of Information Ast (FOLA), 5 US.C. Section 552, et seq, (as amended), I bereby
request disdasure of the documents described on the attached page of this letter for inspection and possible copying, If
you regard any of these documeants as potcntislly exempt from the FOIA"s disclosure requirements, I request that you
nonetheless exercise your fiscretion to disclosc them. As the FOIA requires, plcase release all reasonably segregable
noncxempt portions of documents which contain information you regard s exempt. To permit me to reach an
intelligent and informed decision whether or not to fil an administrative appeal of any denied material, please describe
any withheld records (or portions thereof) and explaid the basis for your exemption claims.

This request is mude on behalf of the Nationnl Seeurity Archive, a nopprofit public intercst research institute
and library in Washington D.C. The Archive is a tax:cxempt nonprofit organization whose purpose is to enorich public
policy debate by making widely availablc records on isoportant areas of major public concern on foreign, defense and
intelligence policy. Documerts obtained by the Archive, including the records requested in this letter, are carefully
analyzed, indexed, organized into collections and published. Archive document coliections are also available for
inspeetion and eopying at the Aschive by scholars, joumalists, members of Congress and their staffs, preseat and former
public officials, other public interest organizations, and the general public. Information in these dotuments is
disseminated across the country through distribution pf our published collections to rescarch libraries and through the
Archive's other publishing, and media activitics. I am conducting rescarch on the subject of this request as part of an
Archive research team which includes experts on the subject and which already has done extensive research and
determined that the requested materials are nccessary to our project.

Please also waive all fess in connection with this request. In National Security Arehive v, U.S. Department of
Defenge, 830 F2d 1381 (1*.C. Cir, 1989), cert. dented, 110 § Ct. 1478 (1990), the Archive was declarcd entitled to 2
waiver of all search and review fees under the FOIA as 8 “representative of the news media ® This request also qualifies
for a waiver of duplication fees because disclosure of the information in the requested documents is in the public interest
since release to us of thesz records, which directly refate to the formation of U.S. policy on the subject, is likely to
contribute significantly to greater public understanding of the operations or activitics of the government in making that
policy, Should you declins: to waive or reduce all duplication fecs, we are prepared to pay normal reproduction costs if I
decide to copy the records produced, but please desaibe your specific reasons in writing and potify us before incurring
cosls over 3100,

To expedite the rzlease of the requested documents, pleasc disclose them on an interim basis as they become

available to you, withaut vaiting until all the docnments bave been processed. If yon have any questions regarding the
identity of the records, their location, the scope of the: request or any cther matters, please call me at!_hl
look forward to receiving your response within the ten-day statutory ime period.

iner
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FDIA Reguester: Burr, William

FOIA Sequence Numbar: 931089AIRAS1
Date of Request: 12/02/1993

NEA Record Number: 11733

Subject of Request: ‘ . -
Copies of the following documents from Rocession B3-A-1609, Record Group

241, haeld at Federal Records Center, Suitlarnd,
I. écpies of followirg documents in Box 23, file: R% (539) 238 JCS Meetirvigs

(Summaries of RActions! Sec. 1 (1 .Jan 59 - 14 mMay 59

a. Memo, 1/5/59 %2 SAFS and eanclosure
b. Summary of Actions, 1/13/53

c. Memo for SAF, 1/14/99, and enclosure
d. Memo by Wheless, 1716759 .

e. Memo t& SAF, 1/&B/59 and enclasure
f. Summary of Action, 1/2@G/353

5. Memo to SAFG, 1/2&/59 and enclosure
N. Sumnmary of Actions, 1/27/92

i. Memo to SAFS, &/2/59 and enclosure

11 . Box 35, file: RL (59 317 ICGBM (82 Aupg 39 -~ } Sec. 3t
1. Dormelly letter to AFCCS, 12/19/59, with enclosures

111 . Box 36:

gh ;ééeﬁg% (59) 4+@B Speeches (HEriefings & Presentations) Sec. 1 (1 Jan 59 -

1. Air Courncil preserntation, 1/22/59, "SATTUES S9-63"L Z. i
“TUSQFRNQFDDTHFPQDBCﬁUSFSS,'E/E/%Qd ~ Poc presentation,

?. file RL (99) 40R Speeches (Briefings & Presertations) Sec. 3 (5 Jure 59 -

1. JS§ to CCS, 1&/3@/39, with ernclosures
2. Presentation by General Hickey, 11/35/59

Note: I request that all documents be reviewed in thei tiret
no information be omitted on the grounds af "non-relev;ngg".re y» and that










The George Bush Library

1000 George Bush Drive West College Stagion, Texas 77843
biptpushlibrary.iomitedy  (979) 691-4041

April 3, 2006
In reply refer to:
NLGB 99-0137-F/1 [Wills, David]

Director, Freedom of Information and Security Review
1155 Defense Pentagon Room 2C757
Washington, D.C_ 20301-1155

Dear Director:

Under provisions of the Freedom of Information Act, 25 amended, and the Presidential Records Act
(44 U.S.C. 22), a researcher has requested access on appeal to the enclosed national security classified
documents from our Presidential record holdings. Enclesed please find documents conceming a FOIA
uppeal by David Wills including

Wills' origmal FOLA request dated 11/30/1998

Agenoy deoision Jetter(s) exempting documents or portions of documents under FOLA (bj(1).

Documents were reviewed under DoD Case Number 01-F-0256 dated 4/18/2002.

Qur letter to Wills informing him of agency decisions dated 1/19/2006

Wills® appeal letter dated 2/4/2006

Coples of origina! documents

Because the records being sppealed are Presidential records administered in accordance with 44
U.8.C, 2201-2207 and Executive Order 13233, any information released through this appeals process
must be approved for disclosure by the former and incumbent Presidents prior to being made public,
Therefore, please send the review decision directly to the Bugh Librery. Once we have received
approval from the former and incumbent Presidents, we will notify the researcher directly of your
agency’s determination with regard to this administrative appeal. The NLGB case number and
document numbers should be used in any correspondence with the Bush Library.

If you have any questions, please eonmctmeatgor.-_l

Sincerely,







G30£S§ Bush Lib

1000 George Bush Drive Fext
College Siation, TX 77845
979-260-9552
c3dl lamu.edu/bushlid
Novenber 1, 2000 In reply refer tos
NLB 99-0137.F/1 _
Mr. HJ. Molntyro
Director, Freedom of Information & Seourity Review
Department of Defense
Room 2C 757
1155 Defense Pentagon
Washingtoa, D.C. 20301-1155
Dear Mr. Mcintyre:

Under provisions of the Freedom of Information Act, as amended, and the Presidential Records Ast (44
US.C. 22), a rescarcher bas requested eccess o the enclosed national security classified dosuments from our
Presidential record holdings. Enclosed is 8 document list.

We have reviewed the documents under provisions of the PRA and request that you veview the documents
under the exemptions of the FOIA (other then bS which does not apply to Presidential recands), obtain any
necessery concurtences, and edvise ns if, in your opinion, the documents may be declassified, ant retum the
document copies with your response. When documents are deolassified only in part, please provide the
Librery with copies clearly marked to identify the portions that have boen exempled from declessification. Ifa
dooument or any portions thereof should remain eeourity clagsified, please provide us with the epplicable
exemption categories from E.O. 12958 and with a date or event when automatio declassification may be
sccomplished. Please also determine, where applicable, if TOP SECRET information may be downgraded.

Since the final decigion on release is the responsibility of the Library, we will notify the requestor divectly
and provide copies of suy refeased records. The NLB case number and document mmmbers should be used
in any correspondence with the Bush Library. As a courtesy, we are enclosing a copy of the FOIA request fir
Bush Presidantial records,

sy i e it S







1000 George Bush Drive West

College Station, TX 77845
979.691.4041-
bushlibrary tmmu.edu
Janpary 19, 2006 Case Log Number:
1999-0137-FN
David Willa
Dear Mr. Willy:

Thig letter is in further raference to your request dated November 30, 1998, for release of information from the
Bush Library under the provisions of the Freedom of Information Act, 5 U.S.C. §§335, as amended and the
Preaidential Records Act (PRA), 44 US.C. §§2201.2207 for access o Bush Presidential materials related to
the Vico President’s Task Force on Terrorisrn. We have partiaily completed the coordination and processing,
acconding to provisigus of the PRA, FOIA and B.0. 13233, of the national security classified Presidentsa)
rzcands that are respossive to your FOLA request.

Documents #1, 2, 3,4, 9, 10, 12, 13, 15, 24, 27, 36, 39, 40.01, 43, 44, 44.01, 45, 47, 50, 51, 53, 53.01,
54, 55, 55.02, 58.03, 60, 62, 62.01, 62.02, 62.05, 63.06, 64, 64.02, 69, 69.01, 69.02, 73, 79, 82, 83, 84,
84.01, 84.02, 84.03, 84.04, 84.05, 84.06, B3, 86, 96, 97, 104, 109.01, 110, 111, 111,01, 112, 1120},
11202, 114, 115, 115.01, 116, 116.01, 120,03, 123.01, 130.01, 130.02, 131, 131,01, 133, 133,01,
134.02, 137, 139, 139.01, 139,02, 139,03, 139,04, 139.03, 139.06, 141.02, 144, 145.01, 146, 147.01,
148, 149, 150, 151, 152, 153, 154, 170.02, 175.01, and 175.02 have been released in fall,

Documents # 5, 25, 30, 138, and 138.01 have been released in part. Portions have been exempted
from declagstfication under Sections (b) 1 of E.O. 12958.

Documents # 49, 52, 54.01, 39, 68, 122, 136, 157.01, 157.02, 174.01, and 175 have been released in
past. Portions have been exempted fram doclessification under Sections (b) 1.5(c) of B.O. 12958,

Documents # 23 and 46 have been releaged in part. Portions have been exempted from
declassification muder Seotions (b) 1.5(d) of B.D. 12958.

Documsnts # 48 and 55.01 have been released in part. Portions have been exempted from
declassification under Sentions (b) 1.5(c) and 1.5(d) of B.O. 12958,

Docusents # 64.01, 70, 74; 81, sad 119 have boen relessed in part. Portians have been axempted
from dsclassification under Sections (b) 1.3(c) and 1.5(g) of EO. 12958,

Document # 11 has been released in part. Portions have been exempted from declassification under
Sections (b) 1.5(e) and 1.5(g) of B.O. 12958,

Documents # 117,01, 118, 118.01, 161, 161,01, 172.01, and 173,02 have been released in

mh:wmmmmmmmmmM@ 1.5(c), 1.5(d), and 19;;)0{

4 Presidentin} Library Admintstered by the National Archives and Records Adreinistration



Documents # 19, 20, 21, 22, 22.01, 26, 28,29, 31, 31.01, 31.02, 31.03, 32, 33, 38, 40, 41, 42, 46.01,
63, 64.08, 64.06, 64.07, 64.08, 66, 75.01, 78, 78, 89, 80, 93, 106, 107, 113, 115,02, 134, 134.01, 141,
<~ 14101, 142, 147, 167, 171, end 176 bave bean denied in full under Sections (b) 1 of BLO. 12958,

Additionally, documents # 5, 25, 30, 64,01, 68, 81, 122, 137, 138, 138,01, 145.01, 157,01, 157.02, and
lﬁh;asmmm excmpted under (b) 3 of the Freedom of Information Act, $ U.S.C. §8532 (b),
Tido 1 i .

Total pages relesged: 415.

At fhis timp, you have the right to file an administrative appesd of anry Bush Vice Presidentisl reconds
regpongive to your FOIA request that have been withheld under an esemption categary of the FOIA, S US.C.
$8552(t). To appeal a FOIA exemption, the appeal must be submitted in wiiting to the attention of the
Deputy Archivist of the United States, o/o the George Bush Presidential Libary, 1000 George Bush Drive
West, Coltege Station, TX 77845, Yon should also inclede a copy of your original request and our denisl.
Both youy eppeal lettor and the envelope should be clearly marked “FOIA Appeal.™ You bhave 35 calendar
&ays from the date of reoeipt of this lstter to file your appeal. The Library will coordinate your eppeal with the
approptiate gutharity. Sinco theso o Presidential vecords administered in 2ocordance with 44 US.C, §§2201-
- 2207 and Bxeoutive Onder 13233, NARA must notify the fonmar and imcumbent Presidants prior to the refesse
of eny infonmation in response to this appeal. Once an appenl determination 5 made and the provicions of
B.0. 13233 bave bean mst, wa will contest you.

We will be kappy to provide you copies of those recards that kave been declasified in full or fn part upon
receipt of the reproduction fes of 5.50 perpags. 'We accept checle or MagterCardl, Visa, Discover, and
Amsricen Bxpress oredit cards. Chacka should be made out 1o the Netiona] Archives Trust Pund, Or you may
view he documents in cur ressarch room where a self-ssrvice copler is availshle fivr the price $.15 per page.

g5y ar (979) 691-4041. Your FOIA oase bog mamiber is 1999-0137-B/1. Pleaas have
reference during any futire confeet concerning this case,

Sincerely,

Robert Holzweiss
Sspervimry Archivist

A Presidential Likrayy Admiristared by the National Archives and Reoords Admintviration
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DEPARTMENT OF DEFENSE
OFFICE OF FREEDOM OF INFORMATION
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

20 FEB 7607
Ref: 01-A-00256(A)

MEMORANDUM FOR ASD SPECIAL OPS & LOW

INTESITY CONFLICT Iiii“,IC)
ATTN:

SUBJECT: Freedom of Information Act (FOIA) Appeal — The George Bush Library on
Behalf of Mr. David Wills

Attached is an appeal of your determination pertaining to the response to the
requester in the case referenced above.

In order for the Director, Administration and Management to fulfill responsibilitics
as the appellate authority, the following is requested:

¢ Conduct a review of the information previously denied to the requester. On the
SD Form 472 provided, cite the FOIA exemption(s) invoked for any recommended
withholding, and your rationaie for denial. Provide any additional documentation
or comments which will assist in evaluating the appeals. Additionally this office
has completed a cursory review and determined that the information bracketed in
red is still classified under Executive Order 12958, as amended

Copies of forms SD 472 and DD 2086 are attached. Forward your response,
including copies of all responsive records with completed legal coordination, to this

Office by July 28 200B. Please direct any questions concerning this appeal to Mr.
L c—

- James P. Hogan
- Chief, FOIA Policy, Appeals, and Litigation
Attachments:
As stated










The National Security Archive H3-A-0667-8)

‘ Phone: 202/984-7029
The George Washington Unlversity :
Gelman Library, Suite T01 Fax: 202/984-7005
Emall: mevans@gwu.edu
2130 H Street, N.W. hto e
Washington, D.C. 20037 p:/iwww .nsarchive.org
September 8, 2006

IN ALL CORRESPONDENCE PLEASE REFER

TO ARCHIVE FILE NO. 28939976DOD004

DOD NO. §8-F-0667 19032076 D0D0 0 %
o>

- James Hogan

Chief, Policy, Appeals, and Litigation Branch

Department of Defense

Office of Freedom of Information

1155 Defense Pentagon

Washington, DC 20301-1155

RE: FREEDOM OF INFORMATION ACT APPEAL
Dear Mr. Hogan:

This letter constitutes an administrative appeal in accordance with the Freedom of Information Act (FOLA), 5
U.S.C. Sec. 552., of the Department of Defense response to a FOIA request I submitted on August 10, 2006 to
the Department of Defense. The request was for all documents from 1998 to the present that pertain in whole or
in part to the participation of Department of Defense officials in mectings of the National Security Council
Principles Committee pertaining primary to Colombia. In a letter deted August 10, 2006 the Department of
Defense informed me that 93 pages of decuments responsive to my request were found (Atiachment 1). The
letter further advised me that all information contained within these pages is classified under Sections 1.4(a),
(®), (c), and (d) of Executive Order 12958, and thus cannot be released. I appeal the decision to withhold this
information.

Several documents responsive to my request have already been declassified and released by the Department of
Defense. For example, in response to previous FOILA requests, the Department of Defense hag sent me the read-
sheads for Principals Committee Meetings that took place on July 7, 1998 (Attachment 2), September 9, 1999
(Attachment 3), and September 24, 1999 (Attachment 4). According to the released documents, all three of
those meetings focused on Colombia.

I would expect that most of the documents reviewed in response to this FOIA request primarily pertain to the
development and implementation Plan Colombia, a multi-biltion dollar counter-narcotics, security, and
development program. In reviewing these documents, I ask that you keep in mind that Plan Colombia is the
centerpiece of American policy in Colombia and one of the most important American programs in all of Latin
America.

When Plan Colombia was first announced, President Clinton called it “urgently needed™ and “in our
fundamental national interest”™ (Attachment 5). In 2000, Brian E. Sheridan, Assistant Secretary of Defense for
Special Operations and Low Intensity Conflict gave detailed testimony before Congress about Plan Colombia
(Attachment 6). Claiming that “the US has a vital material interest in the success of this plan,” he outlined the
various aspects of the program as well as “concerns” that the Department of Defense hed about the plan,

An indepandent non-gavernmental rosaearch instiute and lhrary located at the George Washington University, tha Archive coltocts and
publlahes doclassified dosuments abtained through the Freedont of Information Act. A tax-awempt public charity, the Arcirivo recelves no
UL, gavarnment funding: ite buxdgat ks supported by publigation royalties and donationa from foundationg and individuslg.
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Tﬁc National Security Archive

The George Washington University Phone: 202/894-7000
Gelman Library, Sulte 701 Fax: 202/994-7005

. 2130 H Street, N.W. nsarchiv@gwu.edu
Washington, D.C. 20037 www.nsarchive.org

Janpary 28, 2003

Will Kammer .
Department of Defense - s BT
Directarate for Freedam of Information dj "/— dé‘c"7
1155 Defense Pentagon .

Washington, D.C. 20301-1155

Re: Request under the FOIA, in reply refer to Archive # 20030076D0OD004
Dear Mr. Kammer;

Pursumnt to the Freedom of Information Act (FOIA), I hereby request copies of all memoranda,
summaries, talking points, briefing papers, "Read-ahead” memoranda, and similar documents pertaining
to participation of Department of Defense {DoD) officials in meetings of the National Security Council
Principals Committee pertaining primarily to Colombia from 1998 to the present.

I ask that these documents be reviewed in their entirety, and that all attachments and annexes are also
reviewed for release. Pleass do not exclude any material on the basis of non-relevance.

Please be sure to search the following offices for responsive material (as well as any other offices you
suspect may have relovant documents):

- Office of the Deputy Asgistany Secrelary of Defense for Counternarcotics

- Office of the DaD Coordinator for Drug Enforcement Policy and Support

- Office of the Deputy Assistant Secrelary of Defense for Drug Enforcement Policy and
Suppart

- Office of the Under Secretary of Defense for Policy

- Office of the Assistant Secretary of Defense for Specisi Operations and Low Intensity
Conflict

- Office of ths Secretary of Defense

- Office of the Deputy Secretary of Defense

If you regard any of these documents as poteatially exempt from the FOLA’s disclosure requirements, 1
request that you nonetheless exercisa your discretion to disclose them. As the FOLA requires, please
relense all reasonably segregable nonexempt portions of documents. To permit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
dowcribe any withheld records (or portions thereof) and cxplain the basis for your exemption claims.

An Independeat uw—w;mmtnl research institute and Qbrary lntated at the George Washingion Univarsity, the Archive collects
and publishes declassified dotuments obtained through the Freadom of Information Act. Publication royalities and fax deductihts
coatributions throegh The Naulonal Szcurlty Archive Fund, Inc. anderwrite the Archive's Budget, ‘

__-Ea'a/oo/ 2"?7‘
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As you know, the National Security Archive qualifies for waiver of search and review fees a5 a
representative of the news media. This request is made as part of » scholarly and news research project
and not for commercial use. For details on the Archive’s research and publication activities, please see

" our Web site at the address above. Please notify me before incurring photocopying costs over §100.

To expeditc the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documents have been processed. If you have any -
questions regarding the identity of the records, their location, the scope of the request or any other
matters, please call me at (202) 994-7000. Ilook forward to receiving your response within the twenty-
day siatutory time period.
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The National Security Archive Nl
The George Washington University Ph:ne: gggig-‘ii-?’ﬂzg
Gelman Library, Suite 701 ax: 94.7005

2130 H Street, N.W. . mrvana@gw s adu
Washington, D.C. 20037 pIWwWW.nsarchive.org
May 6, 2008

IN ALL CORRESPONDENCE PLEASE REFER
TO ARCHIVE FILE NO. 20030247DOD018

DOD FILE NO. 03-F-1082

James Hogan, Chief

Policy, Appeals and Litigation Branch
Office of Freedom of Information
1155 Defense Pentagon

Washington, DC 20301-1155

RE: FREEDOM OF INFORMATION ACT APPEAL
Dear Sir or Madam:

This letter constitutes an adminstrative appeal in accordance With the Freedom of nformation Act (FOIA), 5
U.S.C. Sec. 552., of a Depariment of Defense response to a FOIA request | submitted on April 1, 2003. The
request was for any infonnation about the activities of California Microwave Systems, Inc. (CMS) in Colombia.
I further requested that you scarch all reporting on or monitoring of CMS operations in Colombia and
documents that relate to Northup Grumman (or any other subdivision thereof) involvement with aecrial
reconnaissance (whether for counternarcotics, countcrinsureency, or any other purpose) programs in Colombia.
According to the Department of Defense’s letter of response, dated March 31, 2008, 118 were withheld in full
and portions of an additional eight documents were withheld on the basis of Sections 1.4(a)(b)(c)(d), Scctions
3.3(b)(5)(b){(6), and exemptions (b)(1), (b)(5) and {b)(6).

It is likely that the documents in question pertain to CMS involvement in the SOUTHCOM Reconnaissance
System (SRS), a U.S. intelligence-gathering program in Colombia. Two planes operated by CMS personnel
crashed over Colombia in February and March 2003: the first during a counterdrug surveillance mission, the
second while assisting search and recovery efforts relating to the first accident. Two men from the February
plane (a CMS employee and a Colombian military officer) were executed by members of the Revolutionary
Anned Forces of Colombia (FARC). Three CMS employees that survived the February crash were subscquently
taken hostage by the FARC.

I would point out that these accidents and the subsequent investigations are discussed in declassified documents
and have been the subject of several news stories. In reviewing the withheld material for maximum
declassification, [ would ask that you please consider the detailed information already available about CMS, the
February and March 2003 crashes and the SRS program.

An April 3, 2003 Department of Defense document released on appeal in 2 separate FOIA request (DOD
case # 05-F-1817; 05-A-1817) contains the following details about the February and March crashes.

At approximately 0852 hours on February 13, 2603, contact was lost with SRS # 2...The Americans on board were
California Microwave Systems {a susiduary [sic] of Northrup-Grumiman) contract employees. The Colombian on board
was Colombian Anny host nation rider. The senior pilot and the host nation rider were killed by the FARC. Tlree
crewwmembers were laken hostage by the FARC...

An independent non-governmental research institute and library located at the George Washington University, the Archive collects and
publishes declassified documents obtained through the Freedom of Information Act. A tax-exempt public charity, the Archjve receives no
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In the evening of March 25, SRS #1 crashed eleven nautical miles north of Larandia...Tt was on a search and rescue
mission for the missing crew of the previous crash. The plane was carrying three American crewmembers and no host
nation rider,

The document mentions the ongoing formal investigation into the crashes, as well as media reports on the
safety concerns regarding single engine aircraft operations in Colombia. In particular, the document notes
that both the Los Angeles Times and the Miami Herald reported that two former California Microwave
employees had “repeatedly wamed their employers af the risks of the Colombia SRS missions. Specifically
they cited the following concems: danger of use of single-engine Cessna due to high etevations flights and
triple canopy jungle, frequent night flights, heavy equipment loads.” Southern Command reporicdly
acknowledged that they received the letters and “assessed it was an intemal Northrup/Grummon issue,” but
also adjusted flight routes and requested “an operational standdown to evaluate the problem.” (Attachment 2)

A State Department cable from April 2003 also mentions the safety concems of the two former SRS pilots
whose “November and December 2002 letters to Northrop Grunmwman management officials raised concemns
about the safety of the SRS program.” The cable refutes a claim published in the Los ngeles Times stating
that the U.S. planned to continue to use single-cngine Cessna airplanes in spite of two deadly crashes.
(Attachment 3)

A July I, 2003 investigation report, recently released by U.S. Southern Command (SOUTHCOM FOIA
case # 04-111), includes extensive details about the March 2003 plane crash and the SRS program in general.
The “Mishap Narrative” that begins on page five is a detailed summary of the events surrounding the
accident, including the actions of James Oliver, Tommy Schmidt and Ralph Ponticelli, the three CMS
employecs killed in the accident. The “Summary of Evidence™ that begins on page ten includes specific
information about the mission and organization of the SOUTHCOM Reconnaissance System and the SRS
contract, awarded to Califomia Microwave Systems through its parent company, Norhrup Grumman
Systems Corp. The report contains detailed information about the contract and the roles of the companies
involved. In the analysis of the accident itsclf, the repoit notes prior engine problems with the Cessna 203B
and personnel issues within the SRS program, including one pilot’s perception that there was an “SRS
‘culture’ of ot always operating *by the book’”. Some of the theorics accepted in the report’s analysis
include;

SRS aircrew operated SRS aircraft in a complacent inanner.

Pilot at the conirols was not prepared Lo navigate properly on the route Hown.

The Contract failed {o establish an adequate means to cnsure guality control of the contractor’s method of performance.
SRS locat leadership failed to properly conirol and discipline unprolessional and unsafe practices. (Attachment §)

O oo o

Although much of the declassified material addresses the SRS program and the plane crashes, U.S. govemment
agencies have also released documents about the ongoing efforts to free the CMS employees held hostage by the
FARC. A Department of Defense information memo released on appeal in FOIA case # 05-F-1817; 05-A-
1817 details talking points for a meeting with representatives of Northrop Grumman. The memo notes, “It is
U.S. Government policy to assist an employing organization’s efforts to secure their employees safe release. .. It
is also U.S. Government policy to deny hostage takers the benetits of ransom, prisoncr rcleases, policy changes,
or other acts of concession.” The meno also notes that Northrop Grumman planned to withdraw from the SRS
program as of June 2003. (Attachment 5)

Aside from government documents, numergus news articles published in the past few years have also covered
the incident, the safety concems expressed by the pilots and the ongoing hostage situation,



* The Washington Times, March 18, 2003: Attesting to CMS’s invoivement in Colombia, this article quotes
the CMS website: “Our real-time intelligence systems have been used in peacekeeping operations in Korea,
Haiti and Bosnia, and for counternarcotics in Colombia and South America and the Caribbean,’ the site says.”
(Attachment 6)

» The New York Times, February 14, 2004: Regarding the CMS employees who were taken hostage by the
FARC, the article explains that, “The three Americans -- Marc Gonsalves, Keith Stansell and Thomas Howes --
worked cloaked in secrecy for lwo subsidiaries of Northrop Grumman, the huge military contractor, in an
arrangement used increasingly by the Unifed States government in counflict zones from Colombia to
Afghanistan.” The article further reports that “rebels killed two other survivors: an American pilot, Tom Janis,
and a Colombian intelligence officer. Weeks later, on March 25, a plane on a mission to track the captives hit a
tree. Three more Americans were killed: Tommy Schmidt, Ralph Ponticelli and James Oliver. The men were
part of a team of a dozen or so pilots and technicians overseen by the American military mission in Latin
America, the Southern Command, based in Miami. Their operation was dubbed the Southcom Reconnaissance
System, and Northrop Grumman held the $8.6 miltion contract for the work.” (Attachiment 7)

» Atlanta Journal Constitution, May 9, 2004: In reference to a federal lnwsuit filed by families of the victims,
this article states, “The suit aileges Northrop Grumman used single-cngine Cessna 208B Super Caravans in the
program because they were less costly than multiengine crait. The suit says government and Northrop Grumman
officials ignored warnings from pilots that the planes were "underpowered and unable to provide a safe plattorm
for the survcillance.” (Attachment 8)

» Times-Picayune, May 21, 2004: “Families of four American civilian contractors killed when two Defense
Department drug surveillance planes crashed in Colombia in February and March 2003 have filed federal
lawsuits alleging that negligence led to the deaths.” The article describes the nature of the suits, which target
“companies involved in the manufacture and maintenance of the airplane and its cngine,” as well as “companics
that ran the spy plane program, the Defense Department and various people involved. The suits, all of which
seck damages, decal with the Southcom Reconnaissance System, a program run under the auspices of the
Defense Department’s Southem Command, which is based in Miami. Following the trend of contracting jobs
once performed by military personnel to private companies, the program was outsourced to California
Microwave Systems, a division of defense contractor Northrop Grumman Corp.™ (Attachment 9)

* The Los Angeles Times, December 1, 2007: Northrop Grumman made news again following the recent
discovery of vidco footage of hostages “Thomas Howes, Keith Stansell and Marc Gonsalves, employees of
defense contractor Northrop Grumiman Corp. who were captured when their plane crash-landed in the
Colombian jungle in 2003." The videos offercd the first "proof of life" of Betancourt and the three Americans
in more than four years. Also captured were letters and documents, including a will written by Howes that
had Monday's date.” (Attachment 10) '

Considering the extensive information already publicly available about CMS’s involvement in Colombia and
the CMS employees involved in the plane crashes, including their identification and the legal action their
families plan to take, [ ask that you please review the withhcld material in this case. Given the pubic
knowledge, it is reasonable to assume that, at a minimum, portions of the withheld and excised documents
could be released at this time.

With respect to the material withheld on the basis of FOIA exemption (b)(1), I ask that you use your
discretion to rclease the sections that are either factual and/or descriptive, or that are no longer time sensitive.
[ would remind you that non-sensitive material must be released uniess inextricably intertwined with other
sensitive matertal. At a minimum, I expect that document titles, dates, subject headings, and other non
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sensitive material could be released without disclosing sensitive information.

With respect to the material wilhheld on the basis of exemption (b)(5), I ask that each portion of these
documents be independently evaluated to determine whether they are, in fact and according to law, exempt
from mandatory disclosure. Furthermore, any claim of exemption five is wholly discretionary — material
believed 1o be covered by it can always be disclosed as a maltter of agency discretion, In fact, the Justice
Department’s Office of Information and Privacy has advised that agencies may exercise their discretion to
release information previously withheld under the (b)(5) exemption. Where the goveroment has complete
discretion to assert or not assert an exemption, consideration should be given (as Congress has made clear) to
the public interest in disclosure. 1 ask that our request for such a release be given careful, sympathetic
consideration. [ would also remind you that the courts have ruled that the {(b}(5) exemption should not apply
to “statements of policy and interpretations which have been adopted by the agency.” [ Federal Open Markct
Comim. v. Merrill, 443 U.S. 340, n.23 1979; Schwartz v. IRS, 511 F.2d 1303, 13 05-06 (D.C. Cic. 1975);
Bristol-Myers Co. v. FTC, 424 F2.d 935 (D.C. Cir. 1969)]. Morcover, to fall under exemption (b}(5), a
document must be a direct part of the pre decisional process in that it makes recommendations or expresses
opinions on legal or policy matters to be decided by the agency, and furthermiore that the government must
carry the burden of establishing the existence of a genwine pre-decisional process. Portions of the documents
not meeting these requirements should be released.

Thank you tor your consideration of this appeal. | look forward to a prompt response. Plcase contact me with
any questions or comments at ﬂ or by email ﬁ

Sincerely,

Michael Evans

Analyst
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April 1, 2003
Will Kammer
Depariment of Defense

Directorate for Freedom of Information
1155 Defense Pentagon
Washington, D.C. 20301-1155

Re: Request under the FOIA, in reply refer to Archive # 20030247DODD18
Dear Mr. Kammer:

Pursuant to the Freedom of Information Act (FOIA), I hereby request disclosure of all documents relating
in whole or in part to the activities of California Microwave Systems, Inc. (CMS) in Colombia. According
to press accounts (please see The Washington Times, March 18, 2003), CMS is a division of Northrup
Grumman and specializes in imagery, communications and electronics intelligence. It has acknowledged
performing reconnaissance missions in L.atin America, and has been the recipient of contracts from the
U.S. Amy to develop specialized image-gathering aircraft to be used by the U.S. Southern Command for
Aenal Reconnaissance Low projects (for more information on this topic, please see
http://www.globalsecurity.org/intell/systems/arl.htm).

Most of what has been publicly revealed concerning CMS is based on information that has surfaced since
February 2003, when employees of CMS on board a small plane in Colombia were forced to make an
emergency landing in Caqueta, Colombia. Two men from the plane (one an CMS waorker, the other a
Colombian military officer) were allegedly executed. by troops from the Revolutionary Armed Forces of
Colombia, or FARC. Three remaining CMS employees were subsequently taken hostage by the FARC,

While 1 seek any documents generated as a result of this incident, I also request that you search for all
reporting on or monitoring of CMS operations in Colombia prior to the downing of the plane, Please
search for materiai that makes specific reference to CMS, as welt as all documents that relate to Northup
Grumman (or any other subdivision thereof) involvement with aerial reconnaissance programs in
Colombia, whether they are for counternarcotics, counterinsurgency, or any other purpose.

If you regard any of these documents as potentially exempt from the FOIA's disclosure requirements, I
request that you nonetheless exercise your discretion to disclose them, As the FOIA requires, please
releasc all reasonably segregable nonexempt portions of docurnents. To permit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheld records (or portions thereof) and explain the basis for your exemption claims. I
also ask that no material be omitted on the basis of "non-relevance.”

An Independeat non-governmenta) research instiiute and library located at the Gearge Washington University, the Archive collects
and publishes declazssified doeuments ohiained through the Freedom of Information Act. Publcation royalties ond tax deductible
contributions through The Natfonal Securlty Arehive Fond, Ine. underwrite the Archive's Budget










DEPARTMENT OF DEFENSE
OFFICE OF FREEDOM OF INFORMATION
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

81 R 2%
Ref: 03-F-1082

Mr. Michael Evans

The National Security Archive
(Gelman Library, Suite 701
2130 H Street, N.W.
Washington, DC 20037

Dear Mr. Evans:

This responds to your Freedom of Information Act/Privacy Act request dated
April 1, 2003, Archive # 20030247DOD018, and received in this Office on April
1, 2003, for records pertaining to, “the activities of California Microwave Systems,
Inc. (CMS) in Colombia.” The eight enclosed documents are provided as
responsive to your request, Please note one document located for this request was
not processed because it was handled on case number 05-F-1817, as documents
B13 and B13A.

Mr. Robert Newberry, Principal Director, Office of the Deputy Assistant Secretary
Of Defeunse, Counter-Narcotics has determined that portions of these eight documents, as
well as 118 additional documents totaling 498 pages which are being denied in their
entirety, are exempt from release because they are currently and properly classified in
accordance with Executive Order 12958, as amended, specifically, Section 1.4 (a)
concerntng military plans, weapons, or operations; Section 1.4 (b} concerning foreign
government information; Section 1.4 (c) concemning Intelligence activities (including
special activities), intelligence sources or methods, or cryptology, and Section 1.4 (d)
concerning foreign relations or foreign activities of the United States, inciuding
confidential sources. The information denied is exempt from automatic declassification
in accordance with Section 3.3 (b)(1), which could reveal the identity of a confidential
human source, or a2 human intelligence source, or reveal information about the application
of an intelligence source or method; Section 3.3 (b)(5) which could reveal military war
plans which remain in effect, and Section 3.3 (b)(6), which could reveal information,
including foreign government information, that would seriously and demonstrably impair
relations between the United States and a foreign govermment, or seriously and
demonstrably undermine ongoing diplomatic activities of the United States. Additional
information is exempt from release pursuant to 5 U.S.C. § 552(b)(5), which pertains to
certain inter- or intra-agency communications protected by the deliberative process



privilege. Further information has been withheld pursuvant to 5 U.S.C. § 552(b)}6), which
applies to information that, if released, would constitute a clearly unwarranted invasion of

the personal privacy of third parties. Accordingly, this information is denied putsuant fo
5 USC § 552 (b)(1), (b)(5) and (b)(6).

If you are dissatisfied with this action you may submit an appeal to this Office, by
writing to James Hogan, Chief, Policy, Appeals and Litigation Branch, Office of Freedom
of Information, 1155 Defense Pentagon, Washington, D.C. 20301-1155. Your appeal
letter should be postmarked within 60 calendar days of the date of this letter and should
cite case number 03-F-1082.

Sincerely,

\ (-"“—"- -) l(\...-«..q,-‘\;)—*\.hg__.,_}_‘g A
g@, Will Kammer
Chief

Enclosures:
As stated
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DEPARTMENT OF DEFENSE
DEFENSE FREEDOM OF INFORMATION POLICY OFFICE
1155 DEFENSE PENTAGON OC1 12 »m
WASHINGTON, DC 20301-1155

Ref: 03-A-1082

MEMORANDUM FOR: U.S. SOUTHERN COMMAND
ATTN: MARCO T. VILLALOBOS
SCES-SM-CFO
3511 NW 918" AVENUE
MIAMI, FL 33172-1217

SUBJECT:  Freedom of Information Act (FOIA) Appeal - Mr. Michael Evans

Attached is a copy of the appeal in the case referenced above. In order for the Acting
Deputy Director, Administration and Management to fulfill responsibilities as the appellate
authority, the following is requested:

Please conduct a review of the attached documents (14-16, 21, 34, 35, 39, 40, 46-48, 51,
52,57, 59, 70-72, 76-78, 86, 88, 89, 93-95, 100, 102, 103, 106. 110, 111, 112-114, 116, and
117). These documents were initially withheld in their entirety. This office has conducted an
appellate review of these documents and recommends the release of the information highlighted
in yellow at minimum. We ask that you plcase bracket the information and cite the FOIA
exemption(s) invoked for any information that your office wants to continue to withhold from
release along with your rationale for denial..

While reviewing this document, please keep in mind President Obama's January 21,
2009, FOIA memorandum and the United States Attorney General’s March 19, 2009, FOIA
policy guidance, which both strongly encourages discretionary disclosure of information unless
there is a foreseeable harm in releasing the information. Since there is a presumption of
openness. the Department of Justice will only defend a discretionary denial under FOIA
Exemptions 5 if the agency reasonably foresces that disclosure would harm an interest protected
by one of the statutory exemptions. Therefore, if you want to continue 1o withhold the
information currently denied under FOIA Exemptions 5, please articulate the foreseeable harm
that would occur if the information were released.

SECRET
UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURES
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The National fiecurity Archive

The George Washington University . Phone: 202/994-7000
Gelman Library, Suite 701 Fax: 202/994-7005
2130 H Street, N.W. : nsarchive@gwu.edu
Washington, D.C. 20037 § www.nsarchive.org
Will Kammer :

Directorate for Freedcm of Information and Security Review

Department of Defense :

Room 2C757

1155 Defense Pentagon
Washington, D.C. 20501-1155 :
Re: Request nnder the FOIA, in reply plens:c refer to Archive # 20040770D0OD091

To Mr. Kammer: "
Pursuant to the Freedom of Information Act (FOIA), I hereby request disclosure of the following:

All documents related in whole or in part to the Department of Defense plan code-named “Desert
Badger,” primarily conceming the U.S. response if American pilots were shot down over Iraq. The
response operation wis discussed during a briefing on January 10, 2001, for President Bush and the Joint
Chiefs of Staff at the Pentagon.

[The document is refi:rred to in the attached pages of Bob Woodward’s Plan of Attack, New York: Simon
and Schuster, 2004. (p.11, 64-65)] .

Please keep in mind that Mr. Woodward’s description of this plan {(attached) makes it apparent that he
was given access to documentation of it, and that furthermore all the material in his book was cleared for
publication by the White House. Although I am aware of the atypical circumstances which allowed Mr.
Woodward access to such documentation, he does remain a member of the public, and as FOLA case law
clearly maintains, “Either all requestors have access, or none do... The first person to get the information
may give it away; so if one person gets it, “any person” may... The Act clearly intended 1o give any
member of the public as much right to disclosure as one with a special interest therein.” Please see U.S.
Dept. of the Air Force v. Federal Labor Relations Authority, 838F.2d 229 (7th Cir. 1988).

If you regard any of these documents as potentially exempt from the FOLA’s disclosure requirements, I
request that you nonetheless exercise your discretion to disclose themn. As the FOLA requires, please
release all reasonably segregable nonexempt portions of docurnents. To permit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheld. records (or portions thereof) and explain the basis for your exemption claims.

As yon know, the Nalional Security Archive qualifies for waiver of search and review fees as a
representative of the news media. This request is made as part of a scholar]y and news research project
and not for commexcial use. For details on the Archive’s research and publication activities, please see
our Web site at the address above. Please nofify me before incurring photocopying costs aver $100.

To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting nntil all the documents have been processed. If you have any
questions regarding tie identity of the records, their location, the scope of the request or any other

An Independent nan-gove mmental research fnstitute and Hbrary located at the George Washington Universizy, the Archive collects
and publishes declasgifiel documenits obinined through the Freedom of Information Act Publication royalties and tax deductible
contribuiions through The National Security Archive Fund, Inc. underwrite the Archive's Budger
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“The presumption of disclosure should be applied to all decisions involving FOIA. ”
—i residential Memorandum. Jamuary 21, 2009

Russ Kick

Mr. James Hogan, Chief

Defense Freedom of Information Policv Office
1155 Defense Pentagon

Washington DC 20301-1155

13 Feb 2009

Dear Mr. Hogan:

This is an appeal under the Freedom of Information Act, regarding request 04-F-
2766.

In a letter of January 6, 2009, Will Kammer rejected my Apnl 29, 2004, request for
“all photographs showing interior areas of Camp X-Ray and Camp Delta” and “all
photographs of detainees who are being kept, or who were kept, at Camp X-Ray and
Camp Delta from 11 Jan 2002 to the present.”

I am appealing the latter ruling, regarding photos of detainees. In withholding all
5,537 photos in their entirety, Mr. Kammer cited exemption (b)(1), with particular
regard to material concerning “intelligence activities (including special activities).
intelligence sources or methods, or cryptology.”

First of all, I ask you to make sure that not a single one of those 5,537 photos is
releasable. The FOIA requires the release of "any reasonably segregable portion of a
record" that is releasable. Any individual photo from among the 5,537 would be
reasonably segregabte. Therefore, I ask that you make sure that each individual photo
is truly unreleasable.

Second, it seems odd that not a single photo can be partially redacted in a way that
makes it releasable. I ask that you consider whether applying redactions to the photos
would make at least some of them releasable.

Finally, I assume that when each detainee enters the system, a mugshot is taken of
him. Certainly there are many such mugshots among the 5,537 photos. It would seem
that such mugshots, which reveal nothing except the detainee’s face, are releasable in
that they would not compromise intelligence activities, sources, or methods. After all,
the DOD has already released lists of all Guantanamo detainees, so their names and
nationalities are already a matter of public record. Their mugshots should be, as well.
If absolutely necessary, a black bar could be placed across their eye area to make
them unrecognizable, although this would be odd since mugshots are always released
unredacted.

“Starting loday, every agency and department should know that this adminisiration stands
on the side not of those who seek to withhold information, but those who seek to make it known.”
—President Barack Obama
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The National Security Archive f
The Geara Washington Universtty ) Phone: 202/994-7000
Gelman Uibrery, am ' Fax: 202/959-7005
2130 H Street, AW, nsarchiv@gwu.edu
Washington, D.C. 20057 : wwnw nearchive.org
|
Wedansaday, September 29, 2004 :
Will Kammer
Directorate for Freedom o nformution
Room 2C757
1155 Defense Poantagon

Washinsmnc 203101158
Re: Request under the FOIA, in reply refer to Archives 10041074DCDI33

Dear Mr. Kammer :

Pursmsat to the Freedom of xformaation Aot [FOIA):Ihq'ebyrequestdiSnlome of the following
documents for inspection zud possible eopying: :

AR documents incliding bt nos Hmited to anglysed, background papers, cables, electronic records,
memoranda, estimates, notices, melligence reports, letters, mamoranda of canversation, soles, policy

pagers, position papers, repoits, preseriations, siteation reports, or surmnaries compiled or prepared
Sor, resudting from, or otlierwise concarned ln whole or In port with:

Secretary of Defense Rickard Cheney’s Auguse 1990 trip to Soud! Arabla, beginning abort August 6,
to discusz Frag's Augist 2 invasion of Kmwalki, Iragl objectives, and U.S.~Saudl wilitary coopevation
Chency was acconpuried by Genoral Nornzan Sclwarzkopf, head of CENTCOR; Under Secretary for
Defonse Palicy Pad Wolforwity; Depuly Natlono! Seciaity Advisor Bobers Gaies; reglorel experis and
intelligence (L8, delegation smembers et with Saudi King Fakd, Crown Prince Abdallak,
Deferse Minister Sultan, and other mambers of the Saudl vayal fardly.

Please include records of the offices of the secretary; uader secretary for policy; depudy pmder
secretarp for policy; assistart secretary for international securlly affisirs; assistant secratary for
imternational secaority polley; and the jolat chiefs of staff among the materials yveviewed ir pesponse to
this request,
H you regard mﬁmmmpmﬁmxumﬁmmmlxs disclosurs requirements, I
that you nonethe.css exercise your discretion to disclose them. As the FOIA requires, please
release all reasensbly segregable non exempt portions of documents. To permit me to reach an intelligent
and informed decisfon whether or not o file an administrative appeal of any denied material, please
deseribe any withbeld records (or portions thereof) and explain the basis for your exemptian claims,

As you know, the Nationa] Security Archive qualifies for a waiver of scarch and review feesas a

representative of the pews media. This request is made a3 part of a scholarly and news ressarch project
and not for conunercial use. For detrils on the Archive's research and publication activities, please gee
our Web ite at the address above, Please notify ms before incurring in photocopying costs aver 3100,

»mmmmmmmw{hwum
ot ’ 46 - Wmﬁ:wm
extriticns Ueouph Tha Natianal Sexurtty Archive Rad, Inc, wnerw ity tha Archhverts Budgsz.









DEPARTMENT OF DEFENSE
OFFICE OF FREEDOM OF INFORMATION
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

Ref: 04-F-2823

FAR 1 2 gy
Ms. Joyce Battle
The National Security Archive
Gelman Library, Suite 701
2130 H Street, N.W,
Washington, DC 20037

Dear Ms. Battle:

This is in response to your Freedom of Information Act (FOIA) request dated
September 29, 2004, Archive # 20041074D0OD133, and our interim reply of October 1,
2004. Your request was for all documents relating in whole or in part to, “Secretary of
Defense Richard Cheney’s August 1990 trip to Saudi Arabia, beginning about August 6,
to discuss Iraq’§ August 2 invasion of Kuwait, Iraqi objectives, and U.S.-Saudi military
cooperation.” Please be advised that we have referred your request and two additional
document totaling 5 pages, to the Department of State (DOS) for processing and direct
response to you. The DOS address is provided below.

Mr. Paul JC Hulley, Director, Middle East and North African Affairs, has
determined that two responsive documents totaling 10 pages in their entirety are exempt
from release because they are currently and properly classified in accordance with
Executive Order 12958, as amended. Specifically Section 1.4 (d) concerning foreign
relations or foreign activities of the United States, including confidential sources.
Accordingly, this information is denied pursuant to 5 USC § 552 (b)(1).

If you are dissatisfied with this action you may submit an appeal to this Office, by
writing to the James Hogan, Chief, Policy, Appeals and Litigation Branch, Office of
Freedom of Information, 1155 Defense Pentagon, Washington, D.C. 20301-1155. Your
appeal letter should be postmarked within 60 calendar days of the date of this letier and
should cite case number 04-F-2823,

Department of State

Director, Information Programs and Services
Room 8113 SA-2

Washington, DC 20522-8113
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The National Security Archive - ! o
The George Washington University | Phone: 202/994-7000
Gelman Library, Suite 701 Fax: 202/994-7005
2130 H Street, N.W. nsarchiv@gwu.edu
Washington, D.C. 20037 www.nsarchive.org

February 4. 2008

National Security Archive Wumber 20041263D0OD 145
Department of Pefense Number §5-F-238

Mr. James Hogan

Chiel - Policy. Appeals and Litigation Branch
Office of Freedom of Information

1155 Defense Pentagon

Washington. DC 20301-1155

Re: Freedom ol Information Act Appeal (05-F-0238)
Dear Mr. NHogan,

This letter constitutes an administrative appeal under the F'reedom of Information Act{FQIA). § U.S.C. Sce.
552, of a determination by the Depariment of Defense on a I'OIA request filed on November 5, 2004, By lener
of December 22, 2007 the epanment advised that scven documents were withheld in full under exemption
(b 1) ot the FOIA and 1w documents could not be located. (12/27/07 Lener Enclosed)

1he following documents were withbeld in {ull;

1) DOD memu. "Chronvlogy of IMlanning.” Dec. 14. 1998 |38, 137]

2) DOD memao. Slocombe to Cohen, Aug. 27. 199X |60

3) DO meman, "Towards a More Aggressive Counterterrorism Posture,” undated [61]

4) DOD mcmo. "UBL Campaign: Talking Points for Qandabar Attack.” fan. 11,1999 [ 115]

6) DOD memq. Headquarters SOC, "Planning Directive for Infinite Resolve,” Dec. 23, 1998 [14]]

7) DOD memo. "Summary of Canclusions: AC- 130 Deployment Decision Paper.” Jan. 12, 1999 [14]]
9) DOD briefing materials, UBL JCS Focused Campaign. undated | 180]

The following documents were not ocated:
$) DOD order, Execute Order (EXORD), Dec. 18, 1998 116}
8) DOD order, MOD 001 to CICS warning order, Feb. 8, 1999 [153]

Fach document is directly reterenced in the 9/1 1 Commission Kepont. Chapter 4, Responses to A-Quvda's
Initicd Assanlts which discusses pre-9/11 LS. policies that atlempted to combat the prowing threat al-Qaeda
was posing to the safety and security of U.S. asscts and interests. Firstly, I ask the Policy, Appeals and
Litigation Branch to recansider the initial determination (o withhold these seven documents in full. Although |
understand the sensttivity of the malerials, the overwhelming public interest in these documents and the fict
that the fundamental discussion of these documents has already been released to the public through the Y/11
Commission Report. including the release ol quotations and summarics directly (rom the documents
themselves, pravides strong justification for further review and release.

For example. the 9/11 Cammission Repon provides the following specific details reparding documents 6-7:

“Aftor the decision  in which fiar of collateral damage was an important favtor — nol W
usc eruise missiles apainst Kandahar in December 1998, Shelton and officers in the

FEB-84-28808 B1:55PM From: ID: Paoe:8R2 R=95%
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Pentagon developed plans for using an AC-130 gunship instead of cruise missile strikes.
Designed specifically for the special forces, the version of the AC-130 known as
“$packy” can fly in fast or from high altitude. undetected by radar: guided 10 its zone by
extraordinarily camplex electronics. it is capable of rapidly firing precision-puided 23,
40, and 105 mm projectiles. Because this sysiem could target more precisely than a salve
of cruise missiles, it had a much lower risk of causing collateral damage. Afier giving
Clarke a bricting and being encouraped 10 proceed. Shefton formally directed Zinni and
General Peter Schoomaker, who headed the Speeial Operations Command. 1e develop
plans for un AC-130 mission against Bin Ladin’s hcadyuartees and infrastructure in
Afgbanistan. The Joint S1afl’ prepared a decision paper for deployment of the Special
(perations aircraft. 14 -

Additionally. the information contained in these withheld dncuments is almast certainly immatcrial and
outdated for current national sccurity purposcs duc 10 the tremendous changes that have since taken place in
related .S, countenterrorism and foreign policies. At this date_ almosi 101 years since the creation of most of
the documents requested, and over five years since 9/1 1 and the elemental change 9/11 had on ¢very debate
related 1o al-Qaeda and U.S. nationa) sccurity policy. the material contained in these pre-9/1 | documents on
bin Laden. al-Qacda, LS, allics and ULS. interests, seem almost certainly primartly timited to interesting
histarical information, irrelevant for current policies or security concerns,

l'urthermore. | would arguc that the use of the (b){ 1) exemption to withhold documents such as these that
would elucidate the policy decisions made by the 1.8, government in the years preceding 971 1. or documents
relating to what information the 1.5, govermnment had on the threat of al-Qaeda before /11 is inappropriate
considering it is the duty of the U.$. government 1o be transparent regarding such a matter of public safety
when it relates to an cvent so [ar past. with little contemporary operational sensitivity. (lassitication should
not be used as a barrier to puhlic access (o primary source government materials thal may scrve to cmpower
the public dehate and heighten government accountability on these issoes. Considering the eventual impact the
al-Qacda threat on public safety and the imponance of these documents to public debate on security policies
betore 9/1 1. releasing these documents, at least in part, is entirely approprigte. especially in light of the
enormous changes in LS. counterterrorism policy since the creation of these documents in 19981999,

Regarding the rwa documents that were not focaled - (5) DOD order. Execute Order (EXQRD). Dec, 18, 1998
[116] &) DOD order. MOD 001 to CICS warning order. Feb, &, 1999 |153]} Although we greatly appreciate
the Department’s initial eftons lo lucate the requested documents and do not wish to further burden the
Department, by this Jetter | request an additional search be condueied to locate these two documents, The
National Security Archive has reason 1o believe that the documents were cited cormectly in the initiaf request.
that the documents are important to locate. review and release under the FOIA in order to better inform the
puhlic an an issue of averwhelming public interest and that the sequested materials are under the control of the

Department of Defense. We request the Department search al) locations reasonably expected to contain the
requested documnents.

Again, it 15 nut my poal (o create extra work for the Department. but 1 do feel the documents were reasongble
and accurately described and if located and refcased would be highly valuahle to the public record. It is
important te keep in mind that the Department’s obligation is (o “conduct a scarch reasonably calculated 1o
uncover all relevant documents.” Trudie v Department of Stute, 897 F.2d 540, 542 (D.C. Cir. 1990). This
means Lhat the search must be conducted in good faith using methods that are likely to produce the information
requgs!ed. See Campbell v. United Stutes Dep't of Justice, 164 F.3d 20, 27 (D.C. Cir. 1998). The Department
“cannot limit its search to only one reeord system if'there are others that are likely o turn up the information

-

"o/1 1 Commission Report, Chupter 4, “Responses o Al-Qaeda’s Initial Assaults,” pi35.

FEB-Q4-2P@8 B1:56FM From: ID: Page:BP3 R=95%
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The Natlonal Security Archive S -F-OA3y |

The George Washington University Phone: 202/994-7000
Gelman Library, Suijte 701 Fax: 202/994-7005
2130 H Streat, NW. nsarchive@gwu.edy

Washington, D.C, 20037 www.nsarchive.org
Noverber 5, 2004

Wilt Kammer '

Directorate for Freedom of Information and Security Review
Department of Defeniie

Room 2C757

1155 Defense Pentagon

Washington, D.C. 20301-1155

Re: Request under the FOLA, in reply please refer to Archive # 20041263DOD145
Dear Mr. Kammer,
Pursuant to the Freedom of Information Act (FOLA), [ hereby ruquest copies of the fullovnns

The following decuraeats referenced in Chaptar 4, The 9/11 Commission Report, “Responses to Al
Qaedp’s Injtial Asssuln.™ -

[Please note, the surnber following each document citation in parentheses is the endnote of that
document s referenced in the 9/11 Commission Report]

DOD memo, *'Chronology of Planuing,” Dee. 14, 1998 {38,137]

DOD memo, Slocombe to Cohen, Aug. 27, 1998 [60]

DOD memo, "Towards a More Aggressive Connterterrorism Posture,” undated [61]

DOD memo, "UBL Campailgn: Talking Points for Qandahar Attack,” Jan. l] 1999 [115]

DOD order, Execute Order (EXORD), Dec. 18, 1998 [116]

DOD memo, Headquarters SOC, "Planning Directive for Influite R:solve," Dec. 23, 1998 [141) :
DOD inemo, "Summary of Conclusions: AC-130 Deployment Decivion Paper,” Jan. 12,1999
[141)

DOD order, MOD 001 to CJCS warning order, Feb, 8, 1999 [153]

DOD briefiny; materials, UBL JCS Facused Campaign, undated [180]

S JeNsBP -

*

It is difficult to imagina materials that are of greater interest to the public. These documnents would increase
public understanding ofa}-Qasda, Usama bin Laden, znd terrorist threats against the United States.
Additionally, the substance of these documents has alrcady been relcased to the public by way of the 9/11
Commizsion Report. V.ithout compromising sensitive materials, the Commission’s Report directly quotes.
theso documents, parapbrases information ffom thege materials and summarizes their findings. H the
substance can be releaxed, than it is certain that portions of the documnents themsclves can also be shared.

If you Tegard any of these documents as pot:nnally excmpt from the FOIA's disclosure requirements, 1
request that you nonetlicless exercise your discretion to disclose them. As the FOIA requircs, plicase release
ail reasonably scgregalile nonexempt portions of docuruents. To permit me to reach zn intelligent and
informed decision whether or not to file an sdministrative appeal of any denied material, please deseribe any
withheld records (or pertions thereof) and explain the basis for your exemption claims.

The National Security Archive qualifies for waiver of search and review fees as a representative of the news
media. For details on the Archive’s regearch and publication activities, please see our Web sitc at the address
above. Please notify mic before i mcumng photocopying costs over $100. To expedite the release of the

An Indwpendent pen-gowraments] rersarch bustitute 20d Bbrary locted ot the Gnrgc Wasblogton Ugbrersity, the Archive collects
and publishes declusificd decuments obtained through the Freedem of Information Act. Publication royaftles and tax deductble
eaprribations threugh The Natisnal Secority Archive Pund, Tue. anderwrits the Archive’s Budget
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DEPARTMENT OF DEFENSE
OFFICE OF FREEDGM OF INFORMATION
1185 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

DEC 2 7 2007

Ref: 05-F-0238
20041263D0OD145

Ms. Barbara Elias

National Security Archive
Gelman Library, Suite 701 -
2130 H. St., NW
Washington, DC 20037

Dear Ms. Elias:

This is the final respoase to your Freedom of Information Act request dated
November 5, 2004, for the following documents from Chapter 4 of the 9/11 Commission
Report, “1) DOD memo, ‘Chronology of Planning,' Dec. 14, 1998 (38, 137); 2) DOD
memo, Slocombe to Cohen, Aug, 27, 1998 {60}]; 3) DOD memo, ‘Towards a More
Aggressive Counterterrorisin Posture,’ undated [61]; 4) DOD memo, ‘UBL Campaign:

“Talking Points for Qandahar Attack,’ Jan. 11, 1999 [115]; 5) DOD order, Execute Order
(EXORD), Dec. 18, 1998 [116); 6) DOD memo, Headquarters SOC, ‘Planning Directive
for Infinite Resolve,’ Dec. 23, 1998 {141); 7) DOD memo, ‘Summary of Conclusions:
AC-130 Deployment Decision Paper,’ Jan. 12, 1999 [141]; 8) DOD ordcr, MOD 001 to
CICS warning order, Feb. 8, 1999 [153], 9) DOD briefing materials, UBL JCS Focused
Campaign, undated [180].”

A search of the records systems maintained by the Department of Defense Office
of the General Counse! located documents #1-4, 6, 7, and 9 of your request, Mr, Michael
E. Reheuser, Associate Deputy General Counsel for Legal Counsel, has determined that
the documents, totaling 58 pages, are exempt from release in their entirety pursuant to 5
U.S.C. § 552(b)(1), which pertains to information that is properly classified in the interest
of national security pursuant to Executive Order 12958, as amended, section 1.4(a), which

: concerns military plans, weapons systems, or operations; {(c), which concemns intelligence
activities (including special activities), intelligence sources or methods, or cryptology,;
and (g), which concerns vulnerabilities or capabilities of systems, installations,
infrastructures, projects, plans or protection services relating to the national security,
which includes defense against transnational terrorism.

The Joint Staff conducted a search of their records systems for documents #5 and 8
of your request and did not locate any rcsponsive records. If you are nol satisfied with
this action, you may submit an administrative appeal to James Ilogan, Chief, Policy,
Appeals, and Litigation Branch, Office of Freedom of Information, 1155 Defense
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The National Security Archive

The George Washington University Phone: 202/994-7000

Gelman Library, Suite 701 Fax: 202/994-7005

2130 H Straet, NW nsarchivi@gwu.edu

Washington, DC 20037 http://www.nsarchive.org
28 September 2011

Mr. James Hogan

Chief, Policy, Appeals and Litigation Branch (FOIA)
1155 Defense Pentagon

Washington, D.C. 20301-1155

Re: case 05-F-0467
Dear Mr. Hogan:

This is an administrative appeal under the Freedom of Information Act. Through a letter dated 24
August 2011, the Defense Department released excised versions of two reports that had been
referred to your office by the State Department. I ask for further review of the withheld portions
so that it may be determined whether additional information can be declassified.

One of the documents is a “Posture Statement” for FY 1981 by the Chairman of the Joint Chiefs
of Staff. Excisions concen a number of issues, including strategic and theater nuclear forces,
warhead numbers, conventional forces in the European theater, and the Chinese ballistic missile
arsenal. The availability of previously declassified and public record documentation should
enable the reviewers of this appeal to declassify significant and substantive information from the
withheld portions of the “Posture Statement.” With this | enclose excerpts from Secretary of
Defense Brown’s annual reports from 1979 and 1980 which include detailed discussion of
Minuteman vulnerability and the role of the MX as a solution to that problem, the U.S.-Soviet
strategic balance, and NATO-Warsaw Pact conventional and theater nuclear issues (see
enclosures 1 and 2). Also relevant are previously declassified Department documents on
Minuteman survivability and the U.8."s “diminishing lead” in strategic warheads (see enclosures
3 and 4) as well as a White House document on Minuteman vulnerability (see enclosure 5).
Moreover, the CIA has declassified reports on Soviet/Warsaw Pact theater nuclear forces (see
enclosures 6 and 7) while DIA has declassified most of a report from 1977 on Chinese ballistic
missiles (see enclosure 8) In light of these previous declassifications, it should be possible to
declassify more information from the “Posture Statement” without harm to national security.

Also excised is a Defense Department “HLG Threat Assessment Paper” from 1981. The
availability of previously declassified information on U.S. strategic and theater nuclear force
cited above {in enclosures 1, 2, 5, and 6) should make it possible for the Defense Department to
release more information from this document.

With respect to information withheld under the (b) (5) predecisional exemption, I question the
legitimacy of withholding “deliberative process” information from documents that are now thirty
years old or older. It is difficult believe that the declassification of the (b) (5) information would
have a “chilling” impact on deliberative processes within the U.S, government, including the
Pentagon’s relationships with other agencies. Moreover, withholding the information on (b) (5)

grounds is also inconsistent with President Obama’s January 2009 directives which specified that

An independent non-governmental research institule and library located at tha George Washington Liniversity,
the Archive collects and publishes daclassified documents oblained through tha Freadom of Information Act.
Publication royatties and tax-deductible contributions through The National Sacurity Archive Fund, Inc. underwrite the Archive's
budget.
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The National Security Archive

The George Washiagton University Phone; 202/994-7000
Gelman Library, Suite 704 : Fax: 20_2!994-7005
2130 H Street, NNW. . nsarchive@gwu,edu

Washington, D.C. /0037 : www.nsarchive org

4 February 2004 O5-F-0467]

Ms. Margaret P. Grafeld, )
Din:cto&l Office of IRM Programs and Services
SA-2, 5 Floor

U.S. Department of State

Washington, D.C.20522-6001

Re: Request under the FOLA, in reply refer to Archive #FOIA Sequence Number 20040110D0OS045

Dear Ms. Grafe]d:

Pursuant to the Freedum of Informnation Act (FOIA), I hereby request disolosure of the following
documents from acce:sion 383-99-0162, recoids of the former Arms Control and Disarmament Agency,

held at the Washingtoa National Records Center, Suitland, MD:
A.Box 14:

1. NSSM-95 Follow-on Study, Tactical Nuclear Weapons in NATO, 7/71
2. General Advisory “ommittee on Arms Control, Transeripts of Meetings:
a. August 1971

b. October 197]

c. November 1971 (2 sessions)

d. February 1972

e. March 1972

f. April 1972

g July 19772

h. September 1972, including 15 September

3. Memo to the Presidlent, SALT Position--Minuteman Vulnerability, 3/71

'B“WW

B. Box 28:

1. ACDA memo on 11.S. Stratcgic Objectives, 11/1978

2. Mathtec (sp?) Ine. Report Prepared for C1A on Soviet Strategic Interests, 9/78
3. Overview by Chainman, JCS, on U.S. Military Posture FY 81

4. ACDA Memo on foviet Strategic Forces Review of NIE 11-3/8-79, 5/80

5. CIA Report on Stztus of Soviet Strategic Offensive Forces, 7/80

C. Box 29:

1. NSC Report on Ayzenda for SCC Meeting ¢n TFN, 3/79

2. Secretary of Defense Memo on HLG Threat Assessment Paper, 6/81

3. White House Report on NSSD 3-82 on ULS. Policy and Negotiating Position for START, 3/82
4. Department of Stae Report on Strategic Intelligence Meeting on START, 4/82

5. ACDA Report on Views of START Negotiators, 4/82

If you regard any of these documents as poteatially cxempt from the FOLA’s disclosure requirements, 1
reques! that you nonutheless exercise your discretion to disclose themm. As the FOIA requires, please
release all reasonably segregable noncxempt portions of documents. To permit me to reach an intelligent

An Independent non-goviromental reyeareh institute and Kbrary located at the George Washington University, the Archive collects
and publishes declassifi:d documents obtained through the Freedom of Information Act. Publicatinn royalties and tax deductible
confributions through The National Seeucity Archive Fund, Inc. underwrite the Arthive's Budget.
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The National Security Archive

The George Washington University | Phone: 202/894-7000
Gelman Library, Suits 701 Fax: 202/994-7005
2130 H Street, N.W. nsarchiv@gwu.edu
Washington, D.C. 20037 www.nsarchive.org
September 24, 2007

National Security Archive Number 20041423D0S319
Departmenti of Defense Number 05-F-0564

Mr, Jamcs Hogan

Chief - Policy, Appenals and Litigation Branch
Office of Freedom of Information

1155 Defense Pentagon

Washington, DC 20301-1155

Re: Freedom of Information Act Appeal (05-F-0564)
Dear Mr. Hogan,

‘This letter constitutes an appeal under the Freedom of Information Act (FOIA), 5 U.S.C. § 552, of a
determination by the Department of Defense (DOT)) on a Freedom of Information Act (FOLA) request
filed on December 15, 2004. By letter of August 30, 2007, the Department of Dcfense withheld four
requested documnents in their entirety under exemption (b)(1) of the FOIA. (8/30/07 Letier Atiached)

The following documents referenced in the 9/ f{Commission Report remain the subject of this appeal:
1. DOD briefing materials, "Evolution of Infinite Resolve Planning (AQ, UBL),” undated {provided
1o the Commission on Mar. 19, 2004)
2. DOD notes, Victoria Clarke notes, Sept. 11, 2001}
3. DOD memo, Office of the Under Secretary of Defense for Policy, "War on Terrorism: Straicgic
Concept," Sept. 14, 2001
4. DOD memo, Wolfowitz to Rumsfeld, "Preventing More Events,” Sept. 17, 2001

According to the August 30, 2007 letter these four documents have been withheld because they 1.4(s)
concern military plans weapons systems, or operations, (c) concern intellipence activities or (g) concern
vulnerabilities or capabilities of systems, installaiions, infrastructures, projects, plans, or protection
services relating to national security, which includes defense against transnational terrorism,

However, by Lhe date, title and description of the documents as provided to the public in the /77
Commission Report, it remains highly doubtful that the release of these documents would pose a eredible
threat to current U.S. national security interests. Although al-Qaeda’s terrorist networks are unfortunately
very much still active, and the war on terrorism likewise remains an ongoing cffort, it is evident that the
structure of both al-Queda and the war on terrerism have undergone enormous changes since the creation
of these documents in September 2001. It is inconceivable thal the strategic concept for the war on
terrorism drafted in September 2001 is the war on terrorism that is in current operation in September
2007.

The 9/11 Commission Report describes “DOD memo, Office of the Under Secretary of Defense for
Policy, "War on Taivorism; Strategic Conccpt,™” in yoine detail, “.. . the statcgiv cunvepl Jur Ui war un
An [ndependent non-governments| research institute and library Jocated st the George YWashington Unbversity, the Archive colleets

and publishes declassified documents obiained through the Freedom of Information Act, Fublication royalties and tox deductible
contributions through The Natlonak Security Archive Fund, Jo¢. underwrite the Archive's Budget.
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terrorism specified three priority targets for initial action: &l Qaeda, the Taliban, and [raq. It urged that of
the three, al-Qaeda and Iraq posed a strategic threat to the United States. Iraq’s long-standing involvement
in terrorism was cited, along with its interest in weapons of mass destruction.”' Six years Jater, the
Taliban has been removed from power in Afghanistan, Saddam Hussein is dead, Iray is largely under U.S.
military control and al-Qaeda has been forced to massively change its strategy and behavior in response o
U.8. and worldwide efforts to thwart its activities. To put it succinctly, we are long past whatever the
September 14, 2001 document had planned for. Similarly, the requested docurnent “Evolution of Infinite
Resolve Planning (AQ, UBL)," is cited in the 9/11 Commission Report as advising significant use of
ground troops in Afghanistan. Operation Enduring Freedom, which commenced almost six years ago, did
just that as it put significant U.S. and allied ground troops in Afghanistan. "Evolution of Infinite Resolve
Planning (AQ, UBL)," is hardly an operationally significant military plan as it has already been largely
implemented and/or obviated by the drastically altcred political and military situation in Afghanistan,
Neither of these documents continue to be relevant to (a) military plans or operations, (c) intelligence
activities or (g) system vulnerabilities,

Additionally, in the very highly unlikely event that there is any information contained in such documents
tbat remains operationally relevant, the Department has a duty 1o excise that specific piece of information
without blankcting the entire document in classification. Just because a document is noteworthy or
interesting does not mean it is sensitive. Similarly, just becanse a document was once very sensitive does
not mean that it is entitled to indefinite classification. Although six years may not scem like a lot of time,
the world as it is relevant to these documents is a completely transformed place. The nature of America’s
enemy has changed and the U.S. military and political reaction to this threat has changed. The information
contained in these documents ig irrelevant for current U.S. national security operations.

I also ask that the Policy, Appeals and Litigation Branch reconsider the initial decision 1o withhold “DOD
notes, Victoria Clarke notes, Sept. 11, 2001.” This document is described by the 9/17 Commission Report
as discussing the role of Saddarn Hussein in 9/] 1 and considers possible strikes against Iraq in retaliation.
The public already knows from the 9//] Commission Report and from the releasc of Stephen Cambone’s
notes from September 11, that on Scptember 11, the Secretary of Defense was considering retaliation
against Iraq as wel] as Osama bin Laden in Afghanistan. The Department’s August 30, 2007 decision to
withhold Ms, Clarke’s notes is excessive, as the information contained in the document is confirmed in
the 9/} ! Commission Report and in the released Cambone notes. Furthermore it is difficult to see how
these notes relate to any of the criteria the August 30, 2007 letter provides as justification for withholding.
These notes are not (a) military plans, unless the Department takes the untenable position that a note
saying “Hit Saddam Hussein at the same time,” counts as a war strategy for military operations in Irag,
nor do they (c) concern intelligence activities as these are policy notes, not intelligence information or (g)
concern vulnerabilities or capabilities of systems, as we know from the 917 Commission Report that
these noles concern taking action in retaliation for the attacks, not assessing system vulnerabilities,

Regarding the last document, “DOD memo, Wolfowitz to Rumsfeld, "Preventing More Events,” Sept. 17,
2001, it is fairly difficult to believe that if released, the information contained in document would pose
new risks 10 security that have not already been exploited and made obvious to the public, or obviated by
subsequent overhauls 1o security systems and/or the destruction of threats. Additionally, as with the other
three documents, the 9/71 Commission Report describes this docuinent in substantive detail. “Deputy
Secretary Wolfowitz continued to press the case for dealing with [raq. Writing 10 Rumsfeld on September
17 in a memo headlined, “Preventing More Events,” he argued that if there was even a 10 percent chance
that Baddarn Huaacin wou behind the 9/11 attack syuaainuu privrity should be placed on eliminating that

' 9/11 Commission Report, Chepter 10, Wartime. (335)
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