


DEPARTMENT OF DEFENSE
OFFICEOF FREEDOM OF INFORMATION
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

OSD Ref: 99-F-0680
USAF Ref: 95-1086

Mr. William Burr

The National Security Archive
Gelman Library, Suite 701
2130 H Street, N.W,
Washington, DC 20037

Dear Mr. Bum:

This responds to your Freedom of Information Act (FOIA) request dated
May 30, 1995, Archive # 250784AIR011, to the United States Department of the Air
Force (USAF), for the August 1964 RAND study entitled “The French Muclon Weavons
Proceae. b I‘..,,.,......u.. Oy iviive daicd Junuary 23, 1999, the USAF referred your
rcquest and one responsive document to this Office for review and direct response to you.
{ apologize for the delay of this response, which was caused by the need to consult with

other Departinent of Defense components and other federal agencies.

, The enclosed 99-page document, redacted in part, is provided as responsive to
your request. The United States Department of the Air Force, the Department of Energy
{DOE), the Defense Threat Reduction Agency (DTRA), the Central Intelligence Agency
(CIA), and the Office of International Security Policy have determined that the delcted
informution in the encloscd documcent is exempt from release because it is currently and
properly classified in accordance with Executive Order 12958, as amended, pursuant to
the following sections: Section 1.4 {c) conceiming intelligence activitics (including special
activities), intciligence sources or methods, or cryptology; Section 1.4 (d) concerning
foreign relations or forcign activitics of the United States, including confidential sources;
1.4 (e) conceming scicntific, technological, or economic matters relating to the national
sccurity, which includes defense against transnational terrorism; and Scction 1.4 (h)
concerning weapons of mass destruction. The denicd information is also exempt from
automatic declassification in accordance with Section 3.3 (1), which pertains to
information that could reveal the identity of a confidential human source, or a human
intelligence source, or reveal information about the application of an intelligence source
or method; Section 3.3 (2), which pertains to information that would assist in the
dcvelopment or use of weapons of mass destruction; Section 3.3 (6), which pertains to
information, including foreign government infonmation, that would seriously and.
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CLEARY GOTTLIEB STEEN & HAMILTON LLP

WASHINGTON, DC ONE LIBERTY PLAZA FRANKFURT
NEW YORK, NY 10006-1470 COLOGNE
PARIS A
{21 %) 225-2000 AOME
BAVUSSELS FACSIMILE (212) 225-3999 MUAN
WWW CLEARYGOTTLIED COM
LONDOMN HONG KONG
Water's Direct Dl (212) 2252868
HOSCOW Bivail cmvars@rgsh com HEJING
August 24, 2006
VIAFED EX
James Hogan
Chief of Policy, Appeals, and Litigation
Branch
DOD Office of Information
1155 Defense Pentagon

Washington, D.C. 20301-1400

Re: USCENTCOM FOIA #06-128

Dear Mr. Hogan

This letter canstitutes an appeal under 5 U.S.C. § 552(a)6) of the Freedom of
Information Act ("FOIA™) of United States Centra] Command’s (“CENTCOM™) no record
response ta the FOIA request of Mr. Zakirjan Hassam (“Mz. Hassam")! and Cleary Gottlieb
Steen & Hamilton LLP (“Cleary Gottlieb™).

L Backgronnd

By letter dated April 27, 2006, Mr. Hassam, who is presently detained at the U.S.
Naval Base at Guantfipamo Bay, Cuba (“Guantinama”), and Cleary Gotllich requesied certain
information from CENTCOM pursuant to FOIA (lhe “FOIA Reguest™) (Attacheent A).2 The
FOIA Request sought expedited processing due to “imminent loss of substential due process
rights and humanitarian need,” see 32 CE.R. § 286.4(d)(3)(iv), and requested production of six
categories of documenis: '

1.  All records concemning the circumstances under which Mr. Hassam first
ceme to be in the custody of U.S. forces or their agents;

! The United States mikitary has assigned the identification nvber “TSN 672 to Mr, Hassam.
3 The FOIA Request was also sent ta United States Southern Command and the Department of Defense Office of
Freedom of Infommtion and Security Review. .
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2. Allrecords concerning the decision by U.S. forces or their agents to
transier Mr. Hastam from Afphanistan to the U.S. Naval Base at
Guantinamo Bay, Cuba;

3. All records concerning Mr. Hassam's detention and interrogation by U.S,
forces end/or their agents at (1) the U.S. Naval Base at Guanténamo Bay,
Cuba, (2) Bagram Airfield, Afghanistan, (3) Kandehar Airfield,
Afphanistan, and/or (4) any other facilities or locations in which Mr,
Hassam has been detained, imprisoned or confined while in custody of U.S.
forces or their agents;

4.  All records concerning Mr. Hassam's Combatant Status Review Trnbunal
(“CSRT") process, including, without limitation, any records reviewed in
connection with, or referenced in, any CSRT praceedings conceming Mr.
Hassam;

5.  Allrecords concerning Mr. Hassam's entire medica] history, including,
without Jomitation, any treatments, surgeries, exam results, diagnoses and
drug information, during his detention at (1) the U.S. Naval Base at
Guantinamo Bay, Cuba, (2) Bagram Airfield, Afghanistan, (3} Kandahac
Airfield, Afghenistan, and/or (4) any other facilities or locations in which
Mr. Hassam has been detained, imprisoned or confined while in custody of
U.S. forces or thefr agents; and

6.  All documents conceming Mr. Hassam not otherwise responsive to the
above-enumerated requests.

CENTCOM received the FOIA Request on April 28, 2006. Sce Attachment B,
By letter dated May 5, 2006, CENTCOM confirmed receipt of the FOIA Request and granted
expedited processing. See Attachment C.

On May 11, 2006, Cleary Gottlieb sent correspondence to CENTCOM relating its
understanding thet CENTCOM’s grant of expedited processing applied to all six categories of
information identified in the FOLA Request, even thongh CENTCOM’s May S letter referenced
only one of the six categories. See Antachment D. By voicemail of May 12, 2006, CENTCOM
stated that it had granted expedited processing with respect {0 records in possession of
CENTCOM but wes not in a positian to produce responsive information maintained by United
Stated Southemn Command. See Attachment E. By letter dated May 19, 2006, Cleary Gottlieb
reiterated its understending that CENTCOM's grant of expedited processing applied to all six
categories of documents identified in the FOIA Request. See Attachment E.

CENTCOM informed Cleary Godttlieh by voicemail on May 22, 2006, that upon
further review of the FOLA Request it had concluded that it did not have the authority to grant
expedited processing hecause the information requested fell under the purview of United States
Army Forces Central Command (“ARCENT™). See Attachment ¥. CENTCOM further stated
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that it would forward the FOIA Request to ARCENT, which would in turn respond to the FOIA
Request, Id. .

By letter dated June 26, 2006, CENTCOM stated it had conducted a search that
encompassed “only those documents in existence within the control of [JCENTCOM and its
subordinate commands.” See Atachment G. CENTCOM asserted that “despite [its] extensive
and exhaustive search, [it was] unable 1o locate responsive documents,” Id. Finally, CENTCOM
provided that an appeal of this finding could be made within 60 calendar days if the “no record
response” was decned to be a dendal. Id.

Neo communications or correspondence has ever been received from ARCENT. [t
is not clear from the June 26 letter whether the FOLA Request was ultimately gramted expedited
processing or whether ARCENT was tavolved in the search in any capacity.

IL. Basis For Appeal

Department of Defense regulations provide for appeals: (i) from “no record
detenninations when the requester considers such responses adverse in nature™; (ii) for “review
on an expedited basis a determination not to grant expedited access to agency records,” and (iii)
for “any determimation found to be adverse in nature by the requester.” 32 C.FR. § 286.24(a)
(emphasis in original).

Mr. Hassam and Cleary Gottlieb consider CENTCOM’s “no record” response to
be adverse m nature and challenge the adequacy of the search conducted by CENTCOM and its
subordinate commands in response to the FOIA request. Mr, Hassam and Cleary Gottlieb also
challenge CENTCOM.'s denial, and ARCENT s constructive denial, of expedited processing for
the FOIA request.

A,  Mr. Hassam And Cleary Gottlicb Have Demonstrated A Compelling Need
For The Requested Records Aud For Expedited Processing Of The FOIA
Request

As stated in the FOIA Request and accompanying Declaration of Christopher
Moore in Support of Request for Expedited Processing, on mformation and belief, Mr, Hassam
has suffered and will continue to suffer loss of substantial due process rights, and the requested
documents are necessary to belp alleviate ongoing humenitariean violations, See Attachment A;
32 C.F.R. § 286.4(d)(3)iv) (providing thet FOIA requests deynonsirating “imminent loss of
substantial due process rights and humanitarian need” merit expedited processing).

The U.S. government determined over one year ago that Mr. Hassam is not an
enermny combatant, yet he nevertheless remains imprisoped at Guantdnamo, Mr, Hassam bas now
been detained and interrogated by the U.S. military for more than four years with extrerely
limited access to connsel and without any legitimate legal process. See Attachment A.

RUG-25-28P6 D6:54PM  From: 212 225 3399 ID: Paoe:DB4 R=9R%
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Mr. Hassam was seized by U.S. farces in Northem Afghanistan in 2002 and
subsequently detained at both Bagram Airfield, Afghenistan, and Kandahar Airfield,
Afghanistan, prior to being transferred to Guantdnamo. On information and belief, Mr. Hassam
was physically and/or mentally abused by U.S. forces and/or their agents while detained at
Bagram Airfield , Kandahar Airfield and Guantinemo. On tnformation and belief, Mr. Hassam
bas been the subject of extensive medical interventions (mostly involuntary), while in the
custady of U.S. forces, including at least one sargery and the administration of various
medicabons. [d,

Information relating to Mr. Hassam's capture, conditions of detention and medical
treatment are necessary to assist with ongoing efforts to secure Mr. Hassam’s release from
Guanténamo and locate a suitable country for resettlement,

M. Hassam and Cleary Gottlieb have clearly satisfied the “imminent loss of
substantial due process rights and hnmanitanian need” standard set forth in 32 CF.R. §
186.4(d)(3X(iv). The FOIA Request is therefore entitled to expedited processing.

B. Based On Its Area Of Responsibility, CENTCOM Holds Records Relating
To Mr, Hassam’s Cepinre, Conditions of Detention and Medical Treatment
In Afghanistan

Afghanistan falls explicitly with CENTCOM's Area of Responsibility. See
hittp:/fweww. centcom nl/sites/uscentcom 1/Shared%20Documents/CENTCOM %20FA Q htin
(last checked August 24, 2006). CENTCOM bas been in command of U.S. and Coalition forces
operating in Afghanistan as part of Operation Enduring Freedom since October 2001, Hearing
Before the S. Armed Servs. Comm., 107th Cong. 1-3 (February 7, 2002) (statement of Gen,
Tommy R. Franks, Coromander, U.S, Cent. Cominand). As of July 31, 2002, U.S. and Coalition
forces sareened more than 7,500 detainees in Afghanistan and conducted more than 3,500
interrogations on 2,200 individuals, leading to the detention of more than 500 individuals at
Guantimamo. Hearing Before the Senate Armed Services Conmmittee to receive testimony on
Operzation Enduring Freedom, 107th Cong. 9 (July 31, 2002) (statement of Gen. Tommy R,
Franks, Commander, U.S. Cent, Command). In addition, according io Gen. Tomnmy R. Franks,
CENTCOM has screened more than 16,000 documents and added 12,000 documentsto a
database concerning those individuals, Id.

In approximately June 2002, the XVIII Airbome Corps was designated as
Combined Joint Task Force-180 and assumed command responsibility for military fimetions in
Afghanistan, Id, at 6. Combined Joint Task Force-180 was a subordinate commaad of
CENTCOM. U.S. Cent. Command News Release, Combined Joint Task Force Headquarters
(May 14, 2002) (available a

http:/fwww.centcom. mil/sitesfuscentcorn 1/Lists/Press%20Releases/DispForm. aspx?[D=31) (last

checked August 24, 2006).

United States and coalition forces currently deployed in Afghanistan as part of
Operation Enduring Freedom are commanded by Combined Forces Command—Afghanistan, a
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subcomponent command of CENTCOM. Hearing Before the S. Armed Servs. Comm. to receive

testimony from combatant commanders on their military strategry and operational requirements
in review of the Defense Authorization Reguest for Fiscal Year 2007 and the Future Years
Defense Program, 105th Cong. 1, 22-23 March 16, 2006) (statement of Ger. John P. Abizaid,

U.S. Amny Commander, U.S. Cent. Command), Combat operations throughout Afghanistan are
now directed by Combined Joint Task Force-78, a division-level subordinate command of
CENTCOM. Id. at 23.

CENTCOM and/or one of its subordinate commands thus necessarily possesses
records relating to Mr. Hassam’s eapture, detention and medical treatrent at Bagram Airfield
and Kandahar Airfield, and possibly other locadons in Afghanistan. Records relating to Mr.
Hassam’s transfey from Afghanistan to Guantinamo may also be in the possession of
CENTCOM or one of its sybordinate commands.

C. CENTCOM's Explanation Of Tha Search Conducted In Response To The
FOIA Request Is Inadequate

CENTCOM's June 26 letter states thal its search for records responsive to the
FOILA Request encompassed an “extensive and exhaustive search” of documents within the
control of CENTCOM &nd its subardinate commands. This response is ingdequate,

The established standard far the adequacy of an agency’s search efforts in
response to a FOIA request is “reasonablepess.”” Krikorian v. Dep’t of State, 984 F.2d 461, 468
(D.C. Cir, 1993); see also Truitt v. Dep’t of State, 897 F.2d 540, 542 (D.C. Cir. 1990)
(“‘adequacy of an agency’s search is measured by a “standard of reasonableness,’ and is
‘dependent upon the circumstances of the case™) (citations omitted). “It is elementary that an
agency responding to a FOIA reques) must ‘conduct]] a search reasonably calculated to uncover
all relevant documents,” and, if challenged, must demomstrate ‘beyond material doubt’ that the
search was reasonable.’”” ‘Lruitt at 542 (citations omitied).

CENTCOM has provided no information supporting its conchisory statement that
it conducted an adequate search. Rather, it merely states that CENTCOM and its subordinate
commands condncted an “extensive and exhanstive search,” without describing any details
concerning that search or identifying any of the subordinate commands that purportedly
participated in that search. See Attachment G. In order to demonstrate whether the search
condhicted by CENTCOM was adequate, CENTCOM was required, at a ouinjmurn, to identify:
(i) any and all subordinate commands thet purportedly conducted searches in response to the
FOIA Request; (ii) any and all files that were searched in response to the FOLA Request; (iii) the
persons who conducted any such searches; and (iv) the procedures employed during any such
searches. See Weisberg v. Dep't of Justice, 627 F.2d 365, 371 (D.C. Cir. 1980). 1t failed to do
so. Seg id. (descriptions of search shauld provide information specific enough to enable a
challenge, if necessary, to the procedures utilized).
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CLEARY GOTTLIEB STEEN & HAMILTON LLP

WLSHINGTOM, OC AOME LIRERTY PLATA FEANYFURT
paRIE NEW YORIK, NY 10008-1470 COLODGNE
(212) 2352000 REME

BAUSSELS FACSIMILE (212) 225-3999
HILAN
LONDON WWW CLEARYEOTTLIEE EOM HONG KONG
HOSCOW DEMING

Writer's Divert Dl (12} 215 BED
Eabigll crocre(rgstyaom

April 27, 2006

Office of Freedom of Information and Security Review
1155 Defense Pentagan
Washingtan, DC 20301-1155

U.S. Southemn Commend
SCT1-A (FOIA)

3511 NW, 91st Avenue
Miamni, FL 33172-1217

U.S. Central Conunand
CCJ6-DM (FOIA)}

7115 Sonth Boundary Rivd
MacDill A¥B, FL 33621-5510

Re: Freedom of Information Act Request
Dear Sir or Madam:

This letter constitutes a request undes the Freedom of Information Act (FOIA"),
5 U.S.C. § 552 et seg., and ¢comresponding regulations, This request is submitted by Cleary
Guottlieb Steen & Hamilton LLP (“Cleary Gottlieb™), and en bekalf of our client Zakirjan Hassam

(ISN 672) ("Mr. Hassam’'), who is presently detalned at the 1J.S. Naval Base at Guanténamo
Bay, Cuba.

Received

MAY 1 2006

Weeacon FolA
Co? (123
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L Records Songht

Recently released documents indjcate thet Mr. Hassam is idenlified by the
Department of Defense as “Zakitjan Asem.” Sez List of detainees who went through complete
CSRT process, released April 19, 2006 (availzble at
http:/Awvww.defenselink. mil/pubs/foi/detainees/detainee listpdf). Cleary Gottlieh therefore
requests the following six categories of documents concerning, relating or pertaining to
*Zakirjan Hassam,” “Zakicjan Asam,” “ISN 672," ar any other identifier by which Mr. Hassam
has been designated by the Department of Defense or any other agency:

1. All records’ coneeming? the circumstances under which Mr. Hassam first came to
be in the custody of U.S. forees or their agents. On information and belief, Mr.
Hassam was sold to U.S. forces in Afghamistan for $5,000.00 in or about Spring
21002,

2. Allrecords conceming the decision by ULS, forces or their agents to transfer Mr.
Hagsam from Afghanistan (o the U.S. Naval Base at Guantianemo Bay, Cuba.

3. All records conteming Mr. Hassam’s detention and interrogation by U.S. forces
and/or their agents at (i) the U.S. Naval Base at Guantinamo Bay, Cuba, (2)
Bagram Airfield, Afghanistan, (3) Kandzhar Airfield, Afghanistan, and/or (4) any
other facilities or lacatinns in which Mr. Hassam has been detained, froprisoned or
confined while in custody of US. farces or their agents.

4. Allrecords conceming Mr. Hassam’s Combatant Status Review Tribunat
("CSRT"™) process, including, without limitation, any records reviewed in
connection with, or referenced in, any CSRT proceedings concerning Mr.
Haysam. The government does not dispule that the Office for the Administmtive
Review of the Detention of Enemy Combatants (OARDEC) maintains separate
files for each CSRT at its headquarters in Arlington, Virginie. See Declaration of
Teresa A. McPalmer dated June 25, 2005, § 3, Associated Press v. United States
Degartment of Defense, No. 05 Civ, 3941 (JSR) (S.D.N.Y.) (docket no. 11).

- 5. All records conceming Mr. Hassam's entire medical history, including, without
lim{tation, any treatments, surgeries, exam sesults, diagnoses and drug
mformation, during his detention at (1) the U.S. Naval Base at Guantinamo Bay,
Cubs, (2) Bagram Airfield, Afghanistan; (3) Kandahar Airfield, Afgbanistan,
and/or (4) any other facilities or locations in which Mr, Hassam has been
detained, imprisoned oy confined while in custody of U.S. forces or their agents,

For purposes of each of the requests berein, the term "resonds™ includes, without linmitetion, witten of clectronic
documents, correspendente, noles, writings, drawings, graphs, cherts, amags, photographs, sudio recordings,
vfﬁm&m phonorecords, end any other data compiletions from which responsive information can be
obta

For purposes of each of the requesis hevein, the tormn “conceming” mezns relating to, referrmg fo, describmg,
evidencing or constituting. _
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6. All documents concerning Mr, Hassam not otherwise responsive to the above
enunezated requests

II.  Request for Expedited Processing

Under Department of Defenge regulations, expedited processing of a FOIA
request is warranted when there is an “imminent loss of substantial due process rights and
humanitarian need,” 32 C.F.R. § 286.4(d)(3)(iv). On information and belief, Mr. Hassam has
suffered and will comtinue (0 suffer loss of substantial due process rights, and the requested
documents are necessary to help alleviate angoing humanitarian violations. See attached
Declaration in Support of Request for Expedited Processing.

II. Eoclosed Antlmrlzaﬂlnn

To the extent the Department of Defense purports to require authorization from
Mr. Hassam before any medical records requested herein may be released to his counsel, please
find attached an authorization executed by Mr, Hassarn authorizing the release of all medical
tecords requested herein o his countel, Cleary Gottlieb,

- L] - " -

Should you detemmine that any portion of a record that is responsive to the above
requests is for any reason exempt from mandatory disclosare, a copy of the non-exempt
remainder of the record must nevertheless be produced. See ST1.8.C. § 552(b% 32CFR. §
286.23(d). Additionally, if you determine that soms or all of the requested reconds are exempt
from disclosure, please provide a list or index of the records (or portions thereof) withheld, the
exemption invoked, an estimatjon of tha volame of records denied, and the reasons why a
discretionary refease of the reconds would be inappropriste wnder the Department of Defense’s
implementing regulations and FOIA policy. See 32 CFR. § 286.23(c).

Cleary Gottlieb is willing to pay fees for this request up 10 a maximum of five
thousand dollars (35000.00). If you estimate that the fees will exceed this limit, please inform
me first.

Please direct all foture written responses to ray attention at:

Christopher Moore

Cleary Gottlieb Steen & Hamilton LLP
One Liberty Plaza

New York, New York 10006
Facsimile: (212) 225-3999

I eed 1o reach somenns by telephone abont this request, you may contact
me at oT my colleagne, al _ﬁw
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UNITED STATES CENTRAL COMMAND
711$ SOUTH BOUNDARY BOULEVARD
MACDILL AIR FORCE BASE, FLORIDA 33621.510]

cms-pBR {FOIA) 165 JUN 208

Mr. Christopher Mcore

Clearly Gottlieb Steen & Hamilton LLP
One Liberty Plaza

New York, NY 10006-1470

Dear Mr. Moore:

Thig letter 1P in reply to your Freedom of Infoxmation Ack
(FOIA) request for all documents pertaining to Mr. Zakixjan
Haspam, who is presently detained at the U.S. Naval Base at
Guantanamo Bay, Cuba.

Pursuant to procedures established in 5 U.S8.C, 552, Freedom
of Information Act and Privacy Act Guide and DOD 5400.7R,
Department of Defense FOIA Program, our search encompassed only
thosa documents in existence within the control of USCENTCOM and
its subordinate commanda. However, despite our extengive and
exhaustive search, we were unable to locate responsive
documents.

Should you deem this no record response to be a denial, you
may appeal this finding by offering justification to support an
additional gearch effort. You may appeal this decision within
60 calendar days of the date ahova to Mr. James Hogan; Chief of
Policy, RAppeals, and Litigation Branch; DOD Office of
Informatjion, 1155 Defense Pentagon, Washington, D.C. 20301-1400.

There are no charges for processing this request.
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National Security News Service
a project of the Public Education Center

November 7" 2005

Office of Freedom of Information
1155 Defense Pentagon
Washington, DC 20301-1155

Re: Freedom of Information Act Request

To the Departmental Disclosure Qfficer:

This is a request under the Freedom of Information Act 5 U.S.C. § 552.

I request the following as it relates to any Defense Department's Intelligence Oversight Report:

¢  All records including but not limited to notes, contracts, correspondence, memoranda,
reports, and email pertaining to the data mining program known as Able Danger
which operated from 19898 until 2001 under the auspices of the US Army, SOCOM,
and the Land Information Warfare Center.

The following may provide assistance in locating the records in question. According to the testimony of
Witliam Dugan, Acting Assistant to the Secretary of Defense for Intelligence QOversight, given to the
United States Senate Committee on the Judiciary on September 21ist, 2005, the Defense Department's
Intelligence Oversight Report “describes any significant Defense Intelligence Oversight issues that
warrant the attention of the Secretary and Deputy Secretary of Defense and the President's Foreign
Intelligence Advisory Board.” William Dugan‘s affice receivas "each anarter tha reports of the laint Staff,
the Combatant Commands, the Military Services, and the Defense intelligence agencies. Itis reviewed
and signed jointly by the DOD General Counsel and the ATSD{IO) and then approved by the Deputy
Secretary of Defense. The Quarterly Intelligence Oversight Report is then provided to the Intelligence
Oversight Board of the President's Foreign Intelligence Advisory Board.”

Please provide this media in electronic format if available.

In order to help to determine my status to assess fees, you should know | am a reporter with the National
Security News Service and this request is made as part of a news gathering and not for commercial use.

| am willing to pay fees for this request up to a maximum of $25. If you estimate that the fees will exceed
this limit, please inform me first.

If you deny any part of this request, please cite each specific reason that you think justifies your refusal to
release the information and notify me of appeal procedures available to me under the law,

Please honor expedited review of this request. This information is of timely value and as a journalist, | am
primarily engaged in disseminating information.

1100 Connecticut Ave., NW, Suite 1310 » Washington, DC 20036-4119 « USA
FPhone: +1 (202) 466-4310 - Fax: +1 (202) 466-4344 + Web: www . PublicEdCenter.org
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The National Security Archive
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. The George Washington University hone

Fax: 202/934-7005
Gelman Library, Sulte 701 Email:
2130 H Street, N.W. mail: mevans@gwu.edu

Washington. D.C. 20037 http://www.nsarchive.org
February 20, 2009

IN ALL CORRESPONDENCE PLEASE REFER
TO ARCHIVE FILE NO. 20050849D1A140

YOUR FILE NO. DIA #0582-05, Ref: 06-F-0557

James Hogan, Chuef

Defense Freedom of Information Policy Office
1155 Defense Pentagon,

Washington, D.C. 20301-1155

RE: FREEDOM OF INFORMATION ACT APPEAL
Dear Mr. Hogan:

This letter constitutes an administrative appeal in accordance with the Freedom of Information Act (FOIA), 5
U.S.C. Sec. 552. of a Department of Defense response to an undated request in 2005. My associate, Mary
Liley, filed a request for records periaining m whole or in parl to (he arrest of Ricardo Palmera Pineda, also
known as Simon Trinidad, who was senior leader of the Revolutionary Armed Forces of Colombia.

In a letter dated December 24, 2008 (Attachment 1), the Department of Defense informed Ms. Lilley that her
request resulied in the retrieval of one document, which according to the office of the Assistant Secrefary of
Defense for Western Hemisphere Affairs, is exempt from release “because it contains information which is
currently and properly classified in accordance with Executive Order 12958, as amended, Section 1.4(d), which
concerns foreign relations or foreign activities of the United States.”

While [ am aware of the importance of the classification procedures pursuant 1o Executive Order 12958, 1
request that the Department of Defense exercise its discretion to ensure maximum declassification of
information on Ricardo Palmera’s arrest by conducting a detailed line-by-line review of the withheld document.

T would point out that his arrest was widely covered by news media thronghout the world due to his infamous
reputation as a FARC senior leader and the efforts of the 1.S. base in Manta, Ecuador and Ecuadorian
personnel in the arrest (Attachment 2).

Additionally, I ask that you please consider the renewed commitment to transparency by President Barack
Obama, who, on his first full day in office, pledged to create “an unprecedented level of openness in
Government.” President Obama has also stated his clear preference that in making declassification decisions,
agencies should favor openness: “All agencies should adopt a presumption in favor of disclosure, in order to
renew their commitment to the principles embodied in FOLA, and to usher in a new era of open Government.”

In making your declassification decision, I also ask that you please consider the value of this material both to
historians and to ongoing peace and reconciliation efforts in Colombia. The release of any materia) related to
“Simon Trinidad” would be of great benefit to the Colombian government's National Commission on

Reparation and Reconciliation (CNRR), created under the Justice and Peace Law of 2005 to administer and

An Independant non-governmental researeh institute and Ubrary located et the George Washington University, the Aschive collects and
publiohes daclaasiied documents obtalned through the Freedom of infarmetion Azt Atax-axsmpt public charlty, the Archive recelves no
L.8. government funding; its budget Is supporied by publication royattes and donations from foundations and Individuals.

FEB-25-2889 ¥2: 92PN From: 202 994 7095 ID: Pane-@AA3 O-0O5Y
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The National Security Archive

The George Washington University Phone: 202/994.-7q4i;
Gelman Library, Suite 701 Fax: 202/994.-7005
2130 H Street, N.W, nsarchiv@g wu.edu
Washington, D.C. 20037 hitp:/iwww.nsarchsive.org

Freedom of Information Act Appeal
March 29, 2007

James Hogan

Chief, Policy, Appeals and Litigation Branch
Office of Freedom of Information

1155 Defense Pentagon

Washington, D.C. 20301-1155

Re:  06-F-2027 /20060924DOD145

Dear Mr. Hogan:

This letter is an administrative appeal under the Freedom of Information Act, regarding a FOIA
request submitted on June 20, 2006 for records concerned with a late November 2001 meeting
between Secretary Rumsfeld and Gen. Tommy Franks at CentCom headquarters, including the
secretary’s talking points for the meeting. In a lefter dated November 20, 2006, Will Kammer
informed me that DOD had located a responsive record and was withholding it in its entirety

under exemptions (b)}(1) and (b)(5).

With regard to material withheld under exemption (b)(1), I argue that withheld text can and
should be released for two reasons. First, the U.S. public needs this information in order to
understand and assess the operations of the U.S. govemment. Second, considerable information
on related issues is already in the public domain. Regarding point one, the news media,
congress, and the public at large are currently and will continue for some time to closely
scrutinize the government’s decision to initiate war with Iraq, and the assumptions that underlay
war planning. In order to do so, they need information about high-level decision-making,
including the crucial interaction between the secretary of defense and his chief commander.
Regarding point two, the very high level of interest in these matters has led to the publication of
a considerable number of books and articles discussing the government’s planning for war,
including precise details about how plans were promulgated and revised from late 2001 through
March 2003. Disclosure of the document that has been withheld by the Defense Department
would contribute to the quality of this debate by providing the public with accurate information

about these issues.

In regard to information withheld under exemption (b)(5), I ask that you review the withheld
material again, noting that documents withheld under this exemption can be reledsed at your
discretion. There has been considerable public criticism about the department’s war planning
process, focusing on such questions as whether the views of those with combat and regional
expeﬁencewgre granted due consideration. Maximum transparency about this process will serve
the interests of the American people by ensuring that any errors in judgmeént are not repeated in
the future.

An independent non-governrmental research institute and fibrary located at the George Washington University, the Archive
collects and publishes declassified documents obtained through the Freedom of Information Act. Publication royaities
and tax-deductible contributions through The Mational Secunity Archive Fund, Inc. undenwrite the Archive's budget.









DEPARTMENT OF DEFENSE
OFFICE OF FREEDOM OF INFORMATION
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

Ref: 06-F-2027

NOV 2 0 2008
Ms. Joyce Battle

The National Security Archive
Gelman Library, Suite 701
2130 H Street, N.W.
Washington, DC 20037

Dear Ms. Battle:

This is in response to your Freedom of Information Act (FOIA) request dated
June 20, 2006, Archive # 20060924D0OD145, which was received in this Office on
June 21, 2006, which asked for documents dealing with, *“1.All agenda, emails, memos,
minutes, or notes prepared for or resulting from a late November 2001 (around November
26) meeting between Secretary Rumsfeld and Gen. Tommy Franks at CENTCOM
headquarters in Tampa to discuss Iraq. 2. Secretary Rumsfeld’s talking points for the
meeting.”

Mr. John Triglio, Director, Office of Near Eastern and South Asian Affairs
(NESAA), has determined that one responsive document totaling 5 pages in its entirety, is
exempt from release because it is currently and properly classified in accordance with
Executive Order 12958, as amended, Section 1.4 (a), concerning military plans, weapon
systems or operations, and Section 1.4 (d) concerning foreign relations or foreign
activities of the United States, including confidential sources. Additionally, it has been
determined that some of the information must be withheld to protect information of a
predecisional, deliberative nature which, if released, could reasonably be expected to
interfere with the government's deliberative process. Accordingly, this information is
denied pursuant to 5 USC 552 (b)(1) and (b)(5).

Please be advised that, based on the information provided, we could locate
no responsive records for the second part of your request in the Office of the Joint
Staff (JS) or NESAA. This Office will conduct another search if you can provide
additional information which may assist us in locating the requested material [such
as date, title or name, author, recipient, and subject matter of the record sought,
and the nature of the case/file designations or descriptions for the records sought].
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The National Security Archive

The George Washington University
Gelman Library, Suite 701

2130 H Street, N.W.,

Washington, D.C. 20037

] Biwvlsvwed

Phone: 202,994,7000

Fax: 202.994.7005
nsarchivi@gwu.edu

hitpi/ fwwrw.nsarchive.org

Wednesday, Avgust 29, 2007

James Hopin P
Policy, Appeals, and Litpation Branch -
Department of Defense !
Office of Freedoim of Information

1155 Defeuse Pentagon

Washingtor:, I'C 20301-1155

Re: FOIA Adminlsaatve Appeal
Cese Control No. 06-F-2320 / Archive No. 2006126 7DOD208

Dear Mr. Hopan:

This leter 15 an administrative appeal regerding a Freedom of Information Act (FOJA) request submitted
on July 27, 2006. The request was for the October 27, 2003 memorandum sent by Douglas 1. Feith,
Undersecretzrv of Nefense for Policy, to senators Pat Roberts and Jay Rockefeller. In his July 25, 2007
letter, Will Kanuaer stated that the Department located two responsive documents and was withholding
them in tre'T entirety under exemptians (b)1) and (b)(5).

1 contend that minmnation witkin these d@wncﬁ_ts' i vnlikely to harm national security interests or the
foreign polisy of the United States beceuse it cancerns intellipence an the former Saddam Hussein 1egime
no longerin nezr. Moreover, the public interest regarding this documents exists within the cormnmentary
and analvs:s rroviaed by the docurnents more so than i its specific sources.

Further, arge cacerpls from these documents have already been made public through 8 November 24,
2003 artcle in the eaclosed Weekly Standord article. This same article was publicly commented on by
Viee President Xichard Cheney in a January 9, 2004 mterview with the Rocky Mounrain News in which
he commened on the topic of 81-Qacda’s relationskip with the Hussein government by stating:

“One place you ought 10 go look is an article that Stephen Hayes
2id in the Weekly Standard here a few weeks ago, that goes
through and lays out in some detail, based on an assessment that
wac done by the Department of Defense and forwarded 1o the
Senate Intelligence Corarnittee some weeks ago. That’s your
best souree of informatipn.”

ARUIN, in 3 J3 Ty ii 006 mf.emew V:ce President Cheney publicly confirmed the validity of the
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The National Security Archive

The George Washington University A 0 Phone: 202.994.700¢
Gelman Library, Suite 701 B_@g Fax: 202.594.7005
2130 H Street, N\ y m— nsarchiv@gwu.edy
Washington, D.¢. 7UG37 o -mguu hitp:/ /www.nsarchive.crg

of the federal govenment have recognized the public's interest in this document and its usefilness in
informing the public concemning temrarist activities.

In regard 1 mii-rial withheld under (b)5), I contend that this exemption prevents the public from
obtaining acees: 10 Jocumentation regarding the actions and deliberations of the povernment and is
Lhe-retorc cousrz: 1o the intent of the Freedom of Information Act. As we understand the gpplication of
exemption :_b‘u;s‘;.‘ informaltion is exempt only if it is both “predecisional” and “deliberative.” Pefrojeum
Info. C-‘orp. . Lip 't of the Interior, 976 F.2d 1429, 1434 (D.C. Cir. 1592). “A document is predecisional
if it was ‘prepar: d in order to assist an agency deciston maker in armiving ot his decision,” rather then to
support a decisicr slready made.”" /4. In order to withhold matenials as predecisional deliberative
process materials under the (b)(5) exemption, the agency must be able to identify = specific egency
decision, t1d the zle those documents played in coming to that final decision. See Paisley v. Cid, 712
F.2d 685, €93 71207 Zir 1983} and 724 F.2d 201 (D.C. Cir 1984). The court held, ‘to approve
exempiion ¢¥ o focument as predeclsjonal, 8 court must be able “to pinpeint an agency deciston or
policy to whict the decument contributed.””

In addition, aId.'[l"'iﬂ[ is daliberative only if it “reflects the give-and-take of the consultative process.”
Petrolaum [+ fo. Corp 976 F.2d a1 1434 {citations amitted). “The privilege is designed to protect agency
policy-one:pad dzfnm ts £nd the procedses by which policies are formulated, rather than ‘purely factual,
mvestigativi: mz'teis.’” Factual, post-decisional information, unless inextricably intertwined with
other infoy masth o, is not protected ender the fifth exemption and must be released. National Ass'n
of Home Buidere v. Norton, 309 F.3d 26, 3% (D.C. Cir. 2002) (ciung Emvironmental Protection Agency v.
Mink, 419125 /3. 99 (1973)) (additonal citalions omitted). In fact, the .C. Circuit has drawn an
explicit dicsnetin ‘between factual information, which ‘generally must be disclosed,” and ‘materials
embodyirg <il:c uls' opinions,” which are ‘ordinarily exempt.”™ National Ass'n of Home Builders, 309
F.24d at 39; see (uarles v. Dep 't of Mavy, 893 F 2d 390, 392 (D.C. Cir. 1950).

1 ask that yan, «¢ a minimam. review these documents again and relesse all reasonably segregable
nformation, ‘v these documents.

Sincerely yours,

{ogeT Strother
Enclosutes

o Neoreuor 24, 2003 Weekly Stondard article

. I i, =1 : ;0‘ Senate Congressiona) Recard centaining excerpt of VP Cheney’s Rocky Mounram
Aews it rvizw,

s Tznew e 1, 2006 interview of VP Cheney by Tony Snow of FOX News

An Indepanient ag/ -1 wriwtental research instans and lihrery focnbtod ot the Gacrge Washington yniversity, the Archive collects
and publishes devtam it doruments obtained through the Freesom of Intormatian Act. Publication royalties and tax deductdble 3
eoteeh. enw tarough Tha Nations! Tecurity Arehtve Fund, Inc, undarinite tho Archive's Budget. :
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September 15, 2008

James Hogan, Chief, Policy, Appeals and Litigation Branch
Office of Freedom of Information

1155 Defense Pentagon

Washington, D.C. 20301-1155

RE: FOIA Appeal
National Security Archive Number 20061383DOD229
Department of Defense Number 06-F-2415

Dear Mr. Hogan:

This letter constitutes an administrative appeal under the Freedom of Information Act, 5 U.S.C. Sec.
552a. It is in response to a determination by the Department of Defense on a Freedom of Information Act
(FOIA) request originally filed on August 8, 2006. By letter dated July 18, 2008, the Department of Defense
withheld two documents under exemptions (b)(1.4(b), 1.4(c), 1.4(d)), (b)}(3). (b)}(5), (b)(6) of the FOIA.

My initial request asked for documents related to the following five meetings:

» NSC Deputies Meeting on or around April 19, 2001

* NSC Deputies Meeting on or around April 30, 2001

* NSC Deputies Meeting on or around June 29, 2001

*  Counterterrorism Security Group (CSG) Meeting on or around June 22, 2001
» NSC Principals Meeting on or around September 4, 2001

These National Security Council and Counterterrorism Security Group meetings each specifically relate to
terrorism, U.S. counterterrorism policy, and events relevant to September 11, 2001 as they are each
specifically referenced in the official report released by the 9/11 Commission. [See Deputies Meetings Aptil
19, 2001 and Aprii 30, 2001 on page 510 of the 9/11 Commission Report, NSC Principals Meeting on Sept. 4
2001 on page 212 and CSG Meeting on June 22, 2001 on page 534 of the 9/11 Commission Report.]

I ask the Appeals and Litigation Branch at the Department of Defense to reconsider this initial determination.
Although [ understand the sensitivity of these requested documents, the overwhelming public interest in these
materials and the fact that the fundamental discussion in many of these documents has already been released to
the public through the 9/11 Commission Report provide strong justification for further review and release.

These documents tell the story of how the U.S. government interpreted and responded to the growing threat of
Islamist terrorists and are of outstanding interest to the public. Furthermore, I would argue that the use of the
(b)(1) exemption to withhold documents such as these that would elucidate the actions or inactions of the U.S,
government [eading up to 9/11 is inappropriate considering it is the duty of the U.S. government to be
transparent regarding such a matter of public safety. Classification must not be used as a barrier to public
access to primary government materials that would serve to empower the public debate and heighten
government accountability on these issues.

Additionally, all of these documents predate 9/11. I ask the Appeals and Litigation Branch to take into
consideration the extraordinary changes in geopolitical circumstances surrounding issues related to terrorism
An Independent non-governmental research institute and library located at the George Washington University, the Archive collects

and publishes declassified documents obtained through the Freedom of Information Act. Publication royalties and tax deductible
contributions through The National Security Archive Fund, Inc. underwrite the Archive’s Budget.



and al-Qaeda that have taken place since the creation of these documents and the policy decisions they
describe. The continued, present-day national security sensitivity of policy documents from early 2001
regarding al-Qaeda is questionable since U.S. counterterrorism policy related to al-Qaeda and al-Qaeda itself
has been completely altered since these documents were created. I ask that the Appeals and Litigation Branch
keep in mind the public benefit in their release and the diminutive risk to actual national security the release of
these documents would pose.

The U.S. government has consistently recognized the extraordinary public right to documents on tts actions
relating to 9/11 and has rightfully made exceptional public releases of pertinent previously classified
documents in an effort to be accountable to the public. Documents that have almost without exception been
consistently withheld under the (b)(1) exemption of the FOIA have been cleared for release in light of the
distinctive public right to documentation on govemment action related to 9/11. For examples of this dedication
to public access regarding 9/11 see the April 10, 2004 release of the August 6, 2001 Presidential Daily Brief
by the Central Intelligence Agency and multiple other releases by intelligence agencies found in the 9/11
Commission Report.

With respect to the material withheld on the basis of (b)}(5), I ask that documents be re-assessed balancing the
two competing interests in detenmining whether or not to release these documents - the benefit of release to
public debate vs. the interference release may cause Lo the government’s deliberative process. In the case of
these specific documents it is clear that significantly more harm is done in continued withholding than any
injury to policy deliberation that may result from release. Regarding such a matter of overwhelming
importance to the general public and public safety, the government does not have a night to shield its policy
decisions as deliberative material, as the public has the right to know what immediate action the National
Security Council, the Secretary of Defense and the Department of Defense undertook in order to protect the
American public. Certainly the Department of Defense feels a sense of duty to be responsive to the public’s
need for information regarding an issue such as 9/11. Do not withhold information under the (b){(5) exemption
because the type of document requested indicates it can be withheld under the (b)(5) exemption. As Mr.
Hogan’s office is aware, the (b)(5) exemption is discretionary, and the public trusts the government will use it
spaningly and only in cases where specific hamn to a deliberative process can be identified, where the public’s
interest in these activities is outweighed by the need to protect the process and finally, where there is actual
harm in release.

The Department of Defense has previously released material that clarify the 9/11 policy debate and discussion
regarding responding to the aftacks. Please see Stephen Cambone's notes from the aftemmoon of 9/11 that were
released to outragedmoderates.org (available at http://www.outragedmoderates.org/2006/02/dod-staffers-
notes-from-911-obtained.html) I ask that materials related to these NSC and CSG meetings also be released in
order to clarify policy.

Additionally I ask the Appeals and Litigation Branch to consider that an explicit intent of the Freedom of
Information Act 1s to provide public access to materials that document the actions of government officials. As
this FOIA request concerns a topic of overwhelming public interest and concern, 1 ask that you consider the
example that may be afforded by the maximum release of this information, as it readily affects public safety.

It is important to keep in mind that over application of the (b)(5) exemption prevents the public from accessing
documentation regarding the actions and deliberations of their government and is counter to the intent of the
Freedom of Information Act. At a minimum, please review these records in the appeal process to release
factual portions found responsive to the request. Factual, post-decisional information, unless inextricably
intertwined with other information, is not protected under the fifth exemption and must be released. Please see
the Supreme Court’s ruling in EPA v. Mink, 410 U.S. 73. Further, the FOIA requires release of “any
reasonably segregable portion of the record” “after deletion of the portions which are exempt.” See 5 U.S.C
Sec. 552 (b). It seems certain that there is releasable matenial in at least some portion of the 64 pages of
records denied in their entirety.









The National Security Archive
The George Washington University Phone: 202/994-7000

Gelman Library, Suite 701 Fax: 202/994-7005
2130 H Street, N.W. , nsarchiv@gwu.edu
Washington, D.C. 20037 www.nsarchive.org
August 8, 2006

Submitted Electronically

Re: Request nnder the FOIA, in reply please refer to Archive # 20061383D0D229

Dear Ms. Finnegan
Pursuant to the Freedom of Information Act (FOIA), I hereby request copies of the following:

All documents, including memoranda, briefing papers, memoranda of conversation, NSC
memoranda, briefing memoranda, minutes, e-mails and notes relating in whole or in part to
the following National Security Council meetings:

NSC Deputies Meeting on or around April 19, 2001

NSC Deputies Meeting on or around April 30, 2001

NSC Deputies Meeting on or around June 29, 2001

Counterterrorism Security Gronp (CSG) Meeting on or around June 22, 2001.
NSC Principals Meeting on or around September 4, 2001.

If you regard any of these documents as potentially exempt from the FOIA’s disclosure requirements, 1
request that you nonetheless exercise your discretion to disclose them. As the FOIA requires, please
release all reasonably segregable nonexempt portions of documents. To permit me to reach an inielligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheld records (or portions thereof) and explam the basis for your exemption claims.

As you know, the National Security Archive qualifies for waiver of search and review fees as a
representative of the news media. This request is made as part of a scholarly and news research project
and not for commercial use. For details on the Archive’s research and publication activities, please see
our Web site at the address above. Please notify me before incurring photocopying costs over $100.

To expedite the release of the requested documents, please discloge them on an interim basis as they
become available to you, without waiting until all the documents have been processed. If you have any
questions regarding the identity of the records, their location, the scope of the request or any other
matters, please call me at (202) 994-7000 or e-mail me at JEcS

Sincerely,

Barbara Elias
Freedom of Information Coordinator

| 2061383000228 DoD
RECNO:33915 SEQCOR:123824
An Independent non-governmental research Institute and llbrary located  FOISG: Elizs, Babam
and publishes declassified documents obtained through the Freedom of '  Fre-9/11 N3C Mertings on Al-Caedn
contributions throngh The National Secerlty Archive Fu







DEPARTMENT OF DEFENSE
OFFICE OF FREEDOM OF INFORMATION
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

Ref: 06-F-2415

10 . 208
Ms. Barbara Elias

The National Security Archive
Gelman Library, Suite 701
2130 H Street, NW,
Washington, DC 20037

Dear Ms. Elias:

This is in response to your Freedom of Information Act (FOIA) request dated
August 08, 2006, Archive # 20061383D0OD229, which was received on August 08, 2006.
A copy of your request is attached.

Mr. Daniel Sanborn, Deputy Director, Access Management, National Security
Council; Ms. Delores M. Nelson, Information and Privacy Coordinator, Central
Intefligence Agency; Ms. Margaret P. Grafeld, Director, Office of IRM Programs and
Services, Department of State; Mr. Mark S. Patrick, Chief, Information Management
Division, Joint Staff; and Mr. Scott R. Schless, Principal Director, Central Asia,
International Security Affairs have all determined that the two documents responsive to
your request, totaling 13 pages, are denied in their entirety.

These documents are exempt from release because they are currently and properly
classified in accordance with Executive Order 12958, as amended, specifically Section
1.4 (b) concerning foreign government information; Section 1.4 (c) concerning
Intelligence activities (including special activities), intelligence sources or methods, or
cryptology; and Section 1.4 (d)} concemning foreign relations or foreign activities of the
Uniled States, including confidential sources. The information denied is also exempt
from automatic declassification in accordance with Section 3.3 (b)(6), which could reveal
information, including foreign government information, that would seriously and
demonstrably impair relations between the United States and a foreign government, or
seriously and demonstrably undermine ongoing diplomatic activities of the United States;
and Section 3.3 (b)(9), which could violate a statute, treaty, or international agreement.
Portions of these document are also denied pursuant to 5 USC § 552(b) (3), which applies
to information specifically exempted by a statute establishing particular criteria for
withholding. In this instance, the statute is 50 USC § 403(g) Section 6 of the CIA Act of
1949 which provides for the withholding of CIA functions and information. Additionally,
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Monday, January 29, 2007

James Hogan

Policy, Appeals and Litigation Branch,
Office of Freedom of Information
Department of Defense

1155 Defense Pentagon

Washington, DC 20301-1155

Re:  Case Control No. 06-F-2622
Arechive No, 20061553D0OD254

Dear Mr. Hogan:

This letter is en administrative appesl regarding a Freedom of Information Act (FOIA) request suhmitted
on August 28, 2006 by Malcolm Byrne. The request was for all records of cotrespondences between
Seoretary of State Colin L. Powell and Coalitian Provisional Autharity Administrator L. Paul Bremer
fror May 1, 2003 through December 31, 2003 concerning Irsq. In a letter dated January 11, 2007 from
Will Karomer, the Department stated that the Defense Reconstruction Suppart Office (DRSO) located six
regponsive documents. Five of those documents were released with excisions and onz was withheld. The
letter stated that materiel was withheld under exemptions (b)(5) and (b)(6) although the individual
€Xermplions are 1 nm,djspgyz’d on any of the documents. This appeal pertains to material which we believe
10 exist/but was not located,'and material withheld under (b)(5)- ‘

Paul Bremer states in hig book, My Year ix Jrug, that he hed exchanged e-mail with Secretary of State
Colin Powell during this period, particularly August 2003, This reference is provided in an aitachment to
our initial request. As a former high ranking clvilian afficial of the Department of Defense stationed in
Freq, we believe that the information he provides in his book is accurate and that it {s reasonable to believe
that a search of the Department’s records should have resulted in the retrieval of e-mails during this
period. The carrespondence we received, however, contning only official memorznda and none arc
during the month of Aupust 2003. For these reasons, we ask that you search your records again for all
types of responsive records and documents. T T T T e .

The material excised under (b)(3) in these documents consists of unusually lerge porticms, often the
majority and even the entirety of paragraphs, ' As we understand the application of exemption (b){5),
information is exempt only if it is both “predecisional” and “deliberative.” Petrolewm Info. Corp. v. Dep't
of the Intarior, 976 F.2d 1429, 1434 (D.C. Cir. 1952). “A document is predecisional if it was 'prepered in
order to assist ent agency decision maker in arTiving at his decision,” mther than to support a decision
already made.’” fd. In order i withhold materials as predecisional deliberative process materjals ynder
the (b}(5) exemption, the agency must be able to identify e specific agency decision, and the role those
documents played in coming to thet final decision. See Paisley v. Cl4, 712 F 24 686, 698 (D.C. Cir 1983)

An Indapendoimt non-govemmantal raspcanch instityte and library locatod at the George Washington Univarsity, the Archive collects
ant publishes dorinsaified doomments obtained through the Freadom of Information Act. Publiestion royalties and tax deductible
contributions through The Nathonal Securily Archive Fund, Inc. underwrila the Archive's Budgst.
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Monday, August 28, 2006

Karen Finpegan

Office of Freedom of Information
1155 Defense Pentagon
Washington, DC 203011155

Re: Request nnder the FOIA, in reply refer to Archive#  20061553DOD254

Dear Ms. Finnegan:
Pursuant to the Freedom of Information Act (FOIA), I hereby request disclosurc of the following:

All records of correspondences between Secretary of State Colin L. Powell and Coalition Provisional Authority
Adninisirator L. Paul Bremer from May 1, 2003 through December 31, 2003 conterning Iraqg, including but not
limited to memoranda, letters, e-mails and cables. In his book My Year in Frag (New York: Simon and Schuster,
2006), L. Paul Bremer discussed e-mafls he received from Secretary of State Powell in mid Angust 2003, in which
he “raised his concerns™ about security in Irag. This request covers bat should not be limited to records of those e-
mafls. Please see the attached page 132 from My Year int Iraq.

If you regard any of these documents as potentially exempt from the FOIA's disclosure requirernents, 1 request that yon
nonetheless exercise your diseretion to disclose them. As the FOIA requires, please release all reasanably segregable non
exernpt portions of docurr¢mis. To permit me to reach an intelligent and informed decision over whether or not to file an
administrative appeal of any denied material, please describe any withheld records (or portions thereof) and explain the
basis for your exemption claims,

As you know, lhe National Security Archive qualifies for a waiver of search and review fees as a representative of the
news media. This request is made as part of 2 scholarly and news research project and rot for commereial use. For
details on the Archive's re:earch and publication activities, please see our Web site at the address above. Please notify me
beforc mcurring any photocopying costs over $100.

To expedite the release of “he requested documents, plsase disclose them on an interim basis as they becoms available to
you, without waiting until all the documents bave been processed. If you have any questions regarding the identity of the
records, their location, the scope of the request or any other matters, please call me at (202) 994-7000 or email me at
folamail@gwu.cdu, [look forweard to receiving your response within the twenty day staturory time period.

Sincerely yours,

AR ].ndependen_t non-governmentul rescareh inytitute and Lbrary locuted ot the George Washington University, the Archive calleets snd
publishes declessified documents obtained throngh the Freedom of Loformetion Act. PubHeation roysities and tax deducedbie contributions
throngh The Nationsl Secarlty Archive Fuad, In¢. underwrte the Archive's Budger
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DEPARTMENT OF DEFENSE
OFFICE OF FREEDOM OF INFORMATION
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155 JAN 11 2007

Ref: 06-F-2622
20061553DOD254

Mr. Malcolm Byme
National Security Archive
Gelman Library, Suite 701
2130 H. St.,, NW
Washington, DC 20037

Dear Mr. Byme:

This is the final response to your Freedom of Information Act request dated
August 28, 2006, for *“all records of correspondence between Secretary of State Colin L.
Powell and Coalition Provisional Authority Administrator L. Paul Bremer from May i,
2003 through December 31, 2003 concerning Iraq, including but not limited to
memoranda, letters, e-mails and cables.” The Defense Reconstruction Support Office
(DRSO) has identified six documents, totaling 21 pages, as responsive to your request.

~ Lieutenant Commander James B. Potts, an Initial Denial Authority for DRSO, has

determined that some of the information in these documents is exempt from release.

Enclosed are five documents, totaling 16 pages that are appropriate for release
with excisions made pursuant to § U.S.C. § 552(b)(5), which pertains to certain inter- and
intra-agency communications protected by the deliberative process privilege; and 5
U.S.C. § 552(b)(6), which pertains to information the release of which would constitute a
clearly unwarranted invasion of the personal privacy of individuals. The hand-written
page numbers appearing in the top, right-hand corner of each document were placed there
merely for administrative purposes, and were not on the original documents.
Additionally, one document, totaling five pages, originated with the Department of State
and we have referred your request and the document there for processing and direct
response to you.

If you are not satisfied with this action, you may submit an administrative appeal to
James Hogan, Chief, Policy, Appeals, and Litigation Branch at the above address. Your
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Monday, February 12, 2007

Jamas Hogan

Policy, Appeals, and Lidgetion Branch
Department of Defenge

Office of Freedom of Information

1155 Defenge Pentagon

Waghington, DC 20301-1153

Re:  Chase Control No. 06-F-2742 / Archive No. 20061768DOD275

Dear Mr. Hogan:

This letrer is an administrative appeal reganding a Freedom of Information Act (FOIA) request submitted
an September 20, 2006. The request was for all documents and concemning the effectiveness and ability
of Iragi Prime Minister Nuri Kamal al-Maliki in establishing and maiutaining order and security in Iraq.
In hig Decentber 21, 2006 letter, Will Kanmmer stuted that the Middle Bast Office had located 21
responsive pages of material and was withholding them in their entirety ander exemptions (b)(1), (VX5).
and (b)}(6). This appeal pertains to information withheld under (b){1) and (b}(5).

As required by the FOIA. we ask that you releage all veasonsbly segregable particns of the documents
withheld under (b)(1). While we appreciate your previous review of these files, we believe that the
enormous public interest in this matter merits an additional review of the denied material. In his
nationally televised speech in June 2005 et Fort Bragg, NC, President Bush stated that, “Onr strategy can
~ be surmmed up this way: As the lraqis etend up, we will stand down.” Thmdnmmentsnretlmhn
source of information regarding the U.S. governiment's assessment of the fragi
effcotiveness in “'standing up.” Further, ﬂ;embhcmmmmthesemterialstaewdmwdbyﬁeﬁmﬂm
the media bas presented daily reports an the seourity sitvation in Iraq and that the presence of U.S.
soldiers attemnpting to stabilize Fraq has been fimded by tax-payer money. It is likely that these documents
il inform the public regarding U.S. foreign policy in freq.

The reduction of Sadr’s influence in Ireq is a key component of the U.S. government's goals in freq. The

- U.S. government has put cansiderable public presaure on the Ereqi government to decrense the power of
al-Sadr and his Mahdi Armxy. It is public imowledge that individuals loyal to al-Sadr, however, are
among those holding high-level positions in the Iragi government. These documents may {iluminate the
public’s understanding of the progress being made toward U.3. policy goals in Iraqg,

We contend that over-application of the (b}{(S) exemption prevents the publio fram obtaining access ko
documentation regarding the actions and deliberations of the government and is therefore counter to the
intent of the Freedom of Information Ast. As we understand the application of exexption (b)(5),
information is exempt only if it is both “predecisional” and “deliberetive.” Petroleun Info. Corp, v. Dap 't
of the Interior, 976 F.2d 1419, 1434 (D.C. Clr. 1992). “A docurent i predecisional if it was *prepared in

mmwmmmwmumw Archhm collecty
end publishes dodassiied doammants edtainad through the Freadom of Information mmgum
contribations throagh The National Sacurfty Archive Furd, Inc. undenwrito the Archiva's Budpet,
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DEPARTMENT OF DEFENSE
UNITED STATES SOUTHERN COMMAND
3811 NW 915T AVENUE
MIAMY, FL 331724217

AEMLY TQ
ATTENTIGH OF
April 06, 2007
Directorate of Manpower, Personnel Ref: SC 07-038
and Administration SC 06-100

Mr. Jeremy Bipw

Dear Mr. Bigwood:

This is our final response to your Freedom of Information Act (FOTA) requests dated
January 31, 2006 and December 18, 2006, case control numbers SC 06-100 and SC 07-038,
respectively, In your request you requested information refated to the Bolivia's Chinese made
Surface Air Missiles (SAMs) and Man Portable Air Defense Systems (MANPADS).

During our scarch for information responsive 10 your request, we located two documents
consisting of five pages. However, upon completion of our line-by-line review, we determined
the information within the documents is currently and properly classilied in accordance with
Executive Order 12958, as amended, Section 1.4 (a), which pertains to military plans, weapons
systems , or operations; (b), which pertains to foreign government information; and (c), which
pertains to intelligence activities (including special activities), intelligence sources or methods;
and (d), which pertains to foreign relations or foreign activities of the United States, including
confidential sources. Other information if released would allow circumvention of physical
sccurity procedures and force protection measures by openly giving insight into the sccurity
capabilities or vulnerabilities concerning the protection of our agency property, personnel, and
sources. Release of other information would constitute a clearly unwarranied invasion of the
personal privacy of individuals. Accordingly, celease of this information is denied pursuant to
Tiile 5 £).8.C. § 552 (b) (1). (h) (2), and (b) (6), Freedom of Infornution Act by Captain Donna
Suc Holly, USN, Vice Dircctor of Intelligence and Colonet Stephen A, Medeiros, USMCA, Vice
Dircctor, Strategy. Policy, and Security Cooperation.

Should you deem Captain Holly's and Colonel Medeiros™ decision of denying il this
information (0 be an adverse action, you have the right to appeal their decision by writing to the
Office of Freedom of Intormation, 1155 Detense - Pentagon, Washington, D.C. 20301-1155,
within 60 days of receipt of this letter. Both your letter and envelope should be clearly marked
“Freedom of Informition Act Appeal.™ A copy of this letter should be enclosed with your
appeal. Plcase refer to the above case control number SC 07-038.
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