




























































































































































































































































































































































































































































































































































































































































































































































































Defense Privacy Board Action Item List 

20120523-01 Compliance DPCLO will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 2nd Quarter FYI 2 

20120523-02 Policy ' The Civil Liberties Program {b)(6) TBD CLOSED Ouestion posed by DARP AJ bl<5
> I 

Instruction defines privacy as "a j(b)(6) esponded during Aug 15 
right recognized by the meeting. Additional questions may 
Constitution", however the be addressed I 
Constitution does not reference Director for Ci Lloeffies. 
privacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the (b)(6) TBD CLOSED byNGB. l<bHo) I 
civil liberties program confines esponded during Aug 15 
its scope to terrorism related meeting. ouestians jay 
activities however the civil be addressed to <1<5> 

liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLO / TBD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 

20120313-01 Policy DPCLO request implementation All ONGOING CLOSED Please send suggestions for guide 
guide topics from Components Components topics 

the next . 
20120119-03 Policy Publish Info Papers to web and DPCLO TBD CLOSED DPCLO is retooling the info papers 

SharePoint to deliver them as implementation 
guides. 

20120119-02 Policy Provide comments on Cross All 1/27/2012 CLOSED 
Component Breach Mana_gement Compcnents 
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Defense Privacy Board Action Item List 

and DoD ID Number Info Papers 
by COB Jan 27th 

20120119-04 Other Provide any CSOP feedback or All 2/15/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Forum 
tentatively planned for March 

20111130-01 Policy Determine if DoD ID Number is DPCLO TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a "2" 

exemption under FOIA for the 
release of the DoD ID number. 

(b){t5) bffered comments on 
this issue during the Jan 19, 2012 
meeting. 

20111130-02 Training Determine if group IAPP DPCLO TBD CLOSED DPCLO has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can fund it 

themselves. 
20111130-03 Training Determine if DLA will be able to DPCLO/ TBD CLOSED The FY12 course was developed 

assist with enhancing the privacy CIO/DLA and posted in October 2011. We 
portion of the Information can revisit for FY13 . 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1117/2012 CLOSED 
Components 

20110817-02 Policy Determine if e-mails containing DP CLO TBD CLOSED For .MIL to .MIL only, where the 
PII sent on a secure DoD need to know condition is met, 
network need to be encrypted emails containing PU do not need 

to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 
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Defense Privacy Board Action Item List 

20110817-01 Compliance Provide list of systems to be All 9/ 14/2011 CLOSED 
reviewed during FYI 2 Q 1 for Components 
SSN use reduction 

201 10720-01 Policy Verify e-mail encryption policy DP CLO 08/17/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11 -M manual. 

20110720-02 Policy Expedite SSN Use Reduction DPCLO/ ASAP CLOSED ~b)(6) ~ to follow-up with 
Instruction siimature. DHRA DHRA regarding strategies. 

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 
Prevention Training Survey Components dpo.correspondence@osd.mil. 

20110615-03 Compliance Quarterly Reports including All 07/ 15/2011 CLOSED 
Section (m) Contractor Reviews Components 

20100818-04 Other Address SSN removal from DP CLO TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PIT stored in copy DPCLO/ TBD CLOSED Discuss details wit~(b)(5> r 
machine hard drives DLA 

20100519-04 Policy Guidance and contract language DPCLO TBD CLOSED To be addressed after submission 
outlining contractor liability of first Section (m) reviews 

20100519-05 Policy Guidance/templates Components DPCLO TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resource levels and justify 
funding 

20100818-01 Other Flash Memory DP CLO TBD CLOSED Research Flash Memory 
20100818-02 Other Ensure Privacy FAR clauses DPCLO TBD CLOSED Section M reviews have 

cited in contracts commenced 
20100818-03 Other Reassignment of SSN review in DPCLO/ TBD CLOSED Outside scope ofDPB 

DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DPCLO/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Learned. Council 

20100818-06 Other Research locations/availability DPCLO TBD CLOSED Research locations/availability of 
of lists published from 1930s to lists published from 1930s to 1990s 
1990s which contain service which contain service member 
member names and SSNs. names and SSNs. 
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Defense Privacy Board Action Item List 

20100519-08 Policy Take a look at Memberships DPCLO TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CLOSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DP CLO TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FIS MA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519-03 Policy Boilerplate contract DPCLO TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Reporting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Category in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership 

Placement and Structure identify points of contacts ASAP 
of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Reports to All 20100515 CLOSED Due the l 5m workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
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Defense Privacy Board Action Item List 

Commission 
Recommendations 
Report 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Compcnents 

20090715-02 Reporting FISMA Privacy Report. All 20090817 CLOSED Responses due August 1 7, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PII within a Component agency, 
across the Department and 
outside the Department. 

20090415-01 Other Confirm DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messages. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and error. Refer to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400.1 1-R and 
DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandum sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.1 1, DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
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Defense Privacy Board Action Item List 

Information'', 25 Sep 2008, and 
all Defense Privacy Board 
Advisory Opinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01. 
Report. 

20090318-03 Reporting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

20090617-01 Reporting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 

21 



Board Meeting Agenda 

0 
)ii;> Welcome/Review of Action Items 
);1;> Policy and Guidance 

)ii;> Privacy Compliance Metrics 
);i;>Training 

);1;> Announcements/ Reminders 
~ Open Discussion 

~ Review of New Action Items 

:.>Adjournment 

I 16-F-0591 
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Defense Privacy Board (DPB) 
Meeting Minutes for January 21, 2015 

I. Welcome and Opening Remarks 

The DPB meeting was called to order. The open action item was reviewed byl<bl<5l 
l(b)(6) I ..... __ ____. 

II. Policy and Guidance 

DoD Directive Update: l<bl(6) I Greene informed the DPB members that the 
revised DoDD 5400.11 was signed on October 29, 2014 and is available on the 
DoD Issuances website. The final rule was published in the Federal Register on 
January 27, 2015 at 80 FR 4201. 

~ DoD Directive 5200.27 Update: l<bl(5l hated the DoDD 5200.27, Acquisition 
of Information Concerning Persons and Organizations not Affiliated with the 
Department of Defense, is now converted into an instrnction. It is now in internal 
coordination in the Office of the Deputy Chief Management Officer (ODCMO). 
After ODCMO completes its review, it will go through formal coordination for 
Component review and comment. 

~ DoD 5400.11-M: l<bl(6l Hnformed DPB members that the DoD 
5400.11-M has been withdrawn from OMB review. Instead of issuing a separate 
breach notification memorandum, the Defense Privacy and Civil Liberties Division 
(DPCLD) has decided to incorporate the changes into the manual. After the revised 
language is finalized, the changes only will go back through formal coordination 
with the Components. DPCLD is also addressing some informal comments the 
Department of Health and Human Services made to the proposed rule. 

Blanket Routine Use: l<bl(5) ~nnounced DPCLD is in discussions with 
OMB about DoD being transparent to the public when using the DoD Blanket 
Routine Uses (BRU) statement. The BRU notation in the SORN packages has been 
modified and now includes a link to the list of BR Us. The use of the word "may" 
will continue. DPCLD sent this language out to all of the SORN points of contact. 

~ Data Call on Applying the Privacy Act to Non-U.S. Citizens: l<blC5l I updated 
DPB members on the data call DPCLD received November 2014, from OMB, 
Office of Information and Regulatory Affairs (OIRA) concerning the President's 
initiative to extend Privacy Act protections to non-U.S. persons. 

OIRA tasked DoD with answering a set of questions in order to help determine how 
comprehensive this new policy should (or could) be. Mr. Tillotson, as the DoD 
SAOP, sent OMB I OIRA the DoD response letter on November 21, 2014. There 
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has been no word yet on what new policies OMB will adopt based on this data call, 
but DPCLD will continue to follow this issue and will provide the board members 
with more information as it becomes available. 

ointed out that it is important to note, with the reissuance of DoD 
'TT.1~re~c:"'l':1~v~e~OO. l l in late October, DoD Components must: (1) treat all records in a 
mixed system of records as if all records in such a system are subject to The Privacy 
Act; and (2) accept access and amendment requests from non-U.S. citizens and 
aliens not lawfully admitted for permanent residence. DoDD 5400.11 does not 
create or extend any right pursuant to The Privacy Act to them. 

);;>- Applying Privacy Act Judicial Redress Rights to Citizens of "Certified" States: 
DPB members were informed that the DPCLD was asked to comment on a 
legislative proposal that would extend limited rights of judicial redress to non-U.S. 
persons of certain European Union (E.U.) certified countries. The draft legislative 
proposal was prepared by the Department of Justice, in collaboration with a number 
of other Federal agencies. The proposal was received in response to statements 
made in June by the Attorney General that the U.S. would work on enacting 
legislation that would provide E.U. citizens with the right to seek redress in U.S. 
courts. No further action is anticipated on the proposal. 

);;>- SSN Justification Memoranda: l<bl(5) !pointed out that DPCLD prepared a 
memorandum on January 15, 2015 for the Components about the signatory 
authority for SSN Justification memoranda. This was sent out to the DPB members 
on January 21, 2015. 

);;>- Additional Guidance on DEPSECDEF CUI Memo: DPB members were reminded 
by (b)(6) about the DoD Memorandum issued on August 14, 2014, by the 
Deputy ecretary of Defense, "Unauthorized Disclosures of Classified Information 
or Controlled Unclass~fied Information (CUI) on DoD Information Systems" 
discussed at the last meeting. 

DPCLD is finalizing additional amplifying guidance on safeguard requirements and 
incident response measures for classified information and CUI containing PU. This 
additional guidance will address four areas outlined in the August 14, 2014 memo 
as follows: 

(1) Compliance with applicable policy and guidance to protect classified 
information and CUI containing PU; (2) Information safeguard requirements; (3) 
Classified Information and CUI "Spillages" and its relation to information 
"Breaches;" and (4) Privacy training. 

This guidance will not introduce new requirements, but will only reinforce the 
existing relationship between DoD information security requirements and our 
privacy requirements. It will also encourage Component Privacy Officers to 
collaborate with their information security personnel to ensure their Component's 
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infom1ation privacy and security measures are in accordance with applicable DoD 
policies on protecting classified inf01mation and CUI. 

)- Application of Privacy Act to Contractors: l<bl(5l J stated DPCLD is preparing 
a memo to be signed by Mr. Tillotson to remmd all Do Components of their 
responsibility to apply the requirements of the Privacy Act to government 
contractors and their employees working on contrncts for the design, development, 
or operation of DoD systems of records. 

Part 24 of the Federal Acquisition Regulation (FAR) prescribes policies and 
procedures to ensure that the Privacy Act requirements a!"e applied to government 
contracts. 

DoD 5400.11-R places the responsibility on each DoD Component to ensure the 
implementation of each of the applicable contract requirements. Over the long 
te1m, DPCLD will be working with the Defense Acquisition Regulations Council to 
update requirements on DoD contractor's designing, implementing, or operating 
DoD systems of records. 

III. Privacy Compliance Metrics 

)- l(b)(5) bave an u~date and_overview of th~ breach t:re~ds for the 
first qua11er of FY 15. All chai1s were mcluded m the PowerPomt presentation sent to 
DPB members via email. 

IV. Training 

)- Impo1tant upcoming dates: 

DPCLD CY2015 Training Schedule 

January - March, 2015 DPCLD will not conduct training from Januaiy 
through March 2015 

April - May, 2015 DPCLD has scheduled two PACMan courses: 
April 16, 23, 30th 

May 12-14 (in-person only) 
The May class includes the breach exercise 

Register for both at: 
osd.ncr.odam.mbx.DPCLD-training@mail.mil 

)- j<bl(5l ~ounced DPCLD's completion of its general workforce training course, 
"Safeguarding Personally Identifiable Info1mation." The training is available on 
compact disks and is a scenario-based course that provides a hands-on learning 
experience about responding to breaches of PII. Contactj<bl(6l lu you need a 
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CD or assistance loading this training on to your Component's learning management 
system. 

);;>- l<bl(5l I gave an update on the Compliance and Reporting Tool (CART). 
DPCLD training started in October and November 2014. Everyone was thanked for 
their effort in getting on board with using the CART. Because the CART format 
follows the DD FORM 2959, "Breach of Personally Identifiable Information (PU) 
Report" it has worked very efficiently with rarely a troubleshooting follow up effort. If 
you have a training or trouble shooting question, please contact DPCLD and we will 
look into a resolution for you. 

V. Announcements and Reminders 

._l<b_l(_6l _____ ~lannounced the following staff changes in DPCLD. 

Government: 
• l<bl(6) lave moved on to OSD/JS privacy office. 
• l<bl(6l f'ill be filling one of these vacant positions. 
• An announcement has been posted on USAJOBS for the second government 

position. 
Contractor: 

• l<bl(5l lhas joined us as an administrative assistant. 
• l<bl(6l . . . ls ta~ng overl<bl(5l position as senior 

admm1stratlve assistant. 
• l<b)(6) land ""l<b"""')( .... 6)----.1 are now helping with the review of 

SORNs. 
• l<bl(5l ls also taking on civil liberties work due to the departure of our two 

contractors civil liberties support staff.) DPCLD is currently working to fill 
three contractor support positions (one privacy, one civil liberties, and one 
for both programs). 

VI. Open Discussion 

l(b)(6) I .... ___ _.ed an open discussion with the DPB board members. 

VII. Wrap up 

l<bl(5l ~hanked everyone for participating in the meeting. 

VIII. Next Meeting Date 

The next DPB meeting is scheduled for Wednesday, April 15, 2015, at l :OOpm EDT. DPCLD 
will inform DPB members of location and if there are any changes to this date. 

4 



IX. Meeting Adjourned 

Submitted by 

Acting Chief, DPCLD 
.._ __ _,.._.,..,_ec-r-et""'"ar-'y, Defense Privacy Board 

Approved Disapproved 

David Tillotson ID, Assistant Deputy Chief Management Officer 
Chairman, Defense Privacy Board 
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ATTENDANCE 

SERVICES POC I Name Name Name 

Air Force Privacy Office (b)(6) (b)(6) (b)(6) (b)(6) 

- - -
- - -Army Privacy Office x - - - -

- - - -
- - -Marine Corps Privacy Office 

- - ,_ 
Department of the Navy I USMC x x x - - -x x 

- - ,_ 
National Guard Bureau (NGB) x 

COMPONENTS POC Name Name Name 

OSDIJS Privacy Office x (b)(6) x (b)(6) x (b)(6) x (b)(6) 
- - -CIC x 
- - -Defense Advanced Research Projects x 

Agency (DARPA) 
- - -Defense Contract Audit Agency (DCAA) x - - -Defense Contract Management Agency x 

(DCMA) 
- - -Defense Commissary Agency (DeCA) x 
- - -Defense Finance and Accounting x 

Services (DFAS) 
- - -Defense Human Resources Activity x x 

(DHRA) 
- - -Defense Intelligence Agency (DIA) 
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Defense Information Systems Agency x (b)(6) (b)(6) (b)(6) (b)(6) 

(DISA) - - ,___ 
Defense Logistics Agency (DLA) x - - ,_____ 
Defense Manpower Data Center 
(DMDC) 

- - -Defense Security Service (DSS) x 
- - -Defense Technical Jn.formation Center 

(DTIC) - - -Defense Threat Reduction Agency x 
(DTRA) 

- - -Missile Defense Agency (MDA) x 
- - -National Geospatial Intelligence Agency 

(NGA) 
- - -National Reconnaissance Office (NRO) x - - - -x - - ,___ 

National Security Agency (NSA) x 
- - ,___ 

Office of the Director of National 
Intelligence (ODNI) 

- - ,___ 
Office o.f General Counsel (OGC) 

- - ,___ 
Office of the DoD CIO x x - - ,_____ 
DoDIG (Office of Inspector General) x x x 

- - ,___ 
Special Inspector General for Afghan 
Reconstruction (SIGAR) - - ,___ 
Defense Health Agency (DHA) Privacy x x 
Office 

,___ - - ,___ 
x x - - ,_ 

Information Management Division x 
(WHSIESD) 

- - -White House Military Office (WHMO) 
- - -White House Communications Agency x 

(WHCA) - - -Director for Manpower, Legislation and x 
System 
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COCO MS POC Name Name Name 

U.S. AFRJCOM (USAFRICOM) (b)(6) (b)(6) (b)(6) 
- -

U.S. Central Command (USCENTCOM) - -
U.S. European Command (USEUCOM) 

- -
U.S. Northern Command x 
(USNORTHCOM) 

- -
U.S. Pacific Command (USPACOM) - -
U.S. Special Operations Command x 
(USSOCOM) 

- -
U.S. Southern Command x 
(USSOUTHCOM) 

- -
U.S. Strategic Command 
(USSTRATCOM) 

- -
U.S. Transportation Command 
(USTRANSCOM) 

DPCLD POC Name Name Name 

DPCLD Attendance: (b)(6) x (b)(6) x (b)(6) 
>------ - -x x x 
>------ - -x x x 
>------ - -x x 
>------ - -

>------ - -

COMPONENT SUPPORT POC Name Name Name 

MITRE/AMC (b)(6) (b)(6) (b)(6) (b)(6) 
>------ - - -x 
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Defense Privacy Board Action Item List 

Open Action Items List (NOTE: All submissions to DPCLD should be sent to osd.ncr.odam.mbx.DPCLD-coITespondence@mail.mil) 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

20130918-01 Policy Review the DA&M Memorandum DPCLD ASAP OPEN DPCLD has decided to add 
from August 2012 ("Use of Best updated breach notification 
Judgment for Individual Personally information, and address and 
Identifiable Information (PII) Breach inco1porate the 
Notification Determinations") to clarify recommendations of the GAO 
what qualifies as an email breach. Repo11 "Agency Responses to 

Breaches of PIT" (GA0-14-34), 
to the 5200.1 1-R revision 
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Defense Privacy Board Action Item List 

On Hold Action Items List 

Item Number Topic Action Item Description Assigned Due Date Status Comments 
To 

20121206-01 Policy Improve MOUt,MOA language to DPGLD ASAP ON HOLD - DPCLD is developing language 
provide be ei; privacy considerations PENDil'{G and guidance for MOU/MOA 

RESOURCES privacy considerations. 
20120815-01 Policy SSN Justification Instmction no longer DPCLD SepDPB ON HOLD - On hold pending resources. 

refers to Component Forms will draft a PENDING 
Management Officers; it simply refers memo to RESOURCES 
to Components. Was this change address this 
mtentional and will it create a conflict Otlll,SSIO°" 

between Component and DoD Fonns 
Managers? 
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Defense Privacy Board Action Item List 

Closed Action Items List: 
Item Number Topic Action Item Description Assigned Due Date Status Comments 

To 
2014 1001-01 Policy Provide feedback and guidance DPCLD ASAP CLOSED They wanted to know whether 

on the EU "right to be forgotten" DPCLD would consider submitting 
court decision an amicus brief if this case ever 

made it to the Supreme Comi. 
DPCLD legal counsel reviewed and 
responded. The response we 
received is that DPCLD does not 
submit amicus briefs. 

20140319-01 Policy Clarify whether the Records DPCLD May 2014 CLOSED OSD Records Management does 
Control Symbol should be DPB not recommend using this number 
placed on the bottom of the in SORNs or the Nan ative 
SORN documents. Statement as this number changes. 

If needed, it would be better to use 
the assigned NARA approval 
numbe1·. 

20130918-02 Policy Define "high impact'' breaches DPCLD ASAP CLOSED DPCLD addressed at November 
and define the difference 2013 DPB meeting. 
between actual vs. potential 
breach. 

20130515-01 Metrics Provide stats on the number of DPCLD June DPB CLOSED DPCLD presented stats at July DPB 
individuals affected by high meeting. 
impact breaches and the type of 
breach. 

20130515-02 Compliance Request guidance on whether IP DPCLD ASAP CLOSED DPCLD presented guidance at July 
addresses are considered PII DPB meetin~. 

20130417-02 Compliance Request guidance documents on DPCLD ASAP CLOSED DPCLD presented at July DPB 
how to categorize a breach. meeting. 

20130417-01 Metrics Add a pie chart for breaches to DPCLD MayDPB CLOSED DPCLD included the requested 
show the type of breach by chart (bar graph, not pie cha1t) at 
number of individuals impacted the May 15, 2013 DPB meeting. 
by that catego1y of breach. 
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Defense Privacy Board Action Item List 

20130320-02 Other Move face to face Defense DPCLD ASAP CLOSED All DPB meetings will start at 
Privacy Board Meeting to 1 :OOpm eastern time. 
accommodate more members. 

20130320-01 Compliance White House Military Office DPCLD ASAP CLOSED Subsequent contact was made with 
(WHMO) asked for assistance in the Component involved. Follow-
the following. Then WHMO up commwlication has taken place. 
contacted another Component 
regarding a breach incident. It's 
been anumber of weeks since 
the other Component contacted 
WHMO to follow-up on the 
breach. 

20130220-02 Other When will DISA implement DPCLD ASAP CLOSED DISA has not made a decision at 
their software for DLP? tllis time to implement the DLP tool 

DoDwide. 
DPCLD will provide information when it 
becomes available from DISA. 

20121206-04 Compliance NARA is in the process of DPCLD ASAP CLOSED NARA provided DPCLD with the 
overhauling the disposition General Review Schedule for 
schedule; DPCLD representation review and comments. Comments 
at those meetings might be were provided to NARA March 6, 
beneficial to the Privacy 2013. DPCLD contacted NARA 
Program and will be part of working group 

involved in the overhaul of the 
disposition schedule. We will keep 
board members updated. 

20130220-01 Compliance DLA sent forward comments DPCLD ASAP CLOSED Comments received from DLA 
about DD Fo1m2959 which were forwarded to DoD Forms 
were not inco1porated into the Manager by DPCLD. DPCLD is 
final fonn awaiting response from DoD Fonns 

Manager. 

DPCLD will follow up with DLA 
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Defense Privacy Board Action Item List 

regarding comments. 
20130220-03 Other A number of attendees asked DPCLD 3/20/2013 CLOSED DPCLD is scheduled to present 

questions about adopting a DLP slides at the March face to face 
product and strategy. DPCLD Defense Privacy Board meeting. 
will present slides and other 
information rega1·ding DLP 
applications. 

20130220-01 Compliance DLA sent fo1ward comments DPCLD ASAP CLOSED Comments received from DLA 
about DD Fo1m 2959 which were forwarded to DoD F01ms 
were not inco1porated into the Manager byDPCLD. DPCLD is 
final form awaiting response from DoD Fonns 

Manager. 

DPCLD will follow up with DLA 
regarding comments. 

20121206-02 Training Offer train-the-trainer DPCLD April 2013 CLOSED This request being updated for the 
opportunities through which Privacy Act Compliance and 
Component Privacy Of:fice1"S can Management (P ACMan) and 
leam how to crosswalk privacy DPCLD Privacy Officer 
with their Component IT Professionalization (DPOP) course. 
personnel 

201201206-03 Compliance Develop guidance that assists DPCLD MarchDPB CLOSED Guidance is already provided in the 
DoD personnel in understanding P ACMan and DPOP training. 
the relationship between existing 
privacy laws and regulations as 
well as how to implement the 
privacy requirements of each 

20120815-02 Other Can CART be modified to auto (b){6) SepDPB CLOSED This request is currently not an 
generate a tracking number option due to technological and 
instead of the US CERT fiscal constraints. 
number? 

20120815-03 Compliance DPCLD will circulate the CIO (b)(6) 31 August CLOSED Memos circulated with the DPB 
FISMA memo to DPB members 2012 minutes; 
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for use in obtaining compliance 
with FISMA reporting Memos will be circulated with the 

DPB minutes from the Dec 12 
meeting as well. 

20110615-01 Other US-CERT reporting concerns for All TBD CLOSED DHS Privacy Office memo 
inclusion in DPCLD proposal Components distributed as FYI in lieu of DoD 

memo 

20120523-01 Compliance DPCLD will provide DPB with All 5/24/2012 CLOSED 
breach statistics of number of Components 
individuals affected by paper 
records for 2°d Qmuter FY 12 

20120523-02 Policy The Civil Liberties Program (b)(6) TBD CLOSED Question posed by DARP A.l(b)(6) I 
Instruction defines privacy as "a l(b)(6) sponded during Aug 15 
1ight recognized by the meetmg. Additional auestions may 
Constitution", however the be addressed tol(b)(6) I 
Constitution does not reference Director for Civil Libei1ies. 
p1ivacy in this manner. How will 
this be rectified? 

20120523-03 Policy PL 110-53 which authorized the 
(b)(6) 

TBD CLOSED Question posed by NGB. l(b)(6) I 
civil liberties program confines (b)(6) ·esponded during Aug 1 ~ 

its scope to terrorism related meeting. Additional Questions may 
activities however the civil be addressed t (b)(6) I 
liberties program goes beyond Director for Civil Liberties. 
that realm. Under what authority 
was this scope expanded and in 
consideration of the complaint 
reporting requirement has this 
change been communicated to 
Congress? 

20120119-01 Policy Can the DoD ID number be DPCLD / TBD CLOSED DMDC is investigating the 
hidden when signing documents DMDC technical aspects of this inquiry. 
or email? 
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20120313-01 Policy DPCLD request implementation All ONGOING CLOSED Please send suggestions for guide 
guide topics from Components Components topics tol(b)(6) ~y 

the next DPB. 
20120119-03 Policy Publish fufo Papers to web and DPCLD TBD CLOSED DPCLD is retooling the info papers 

SharePoint to deliver them as implementation 
sruides. 

20120119-02 Policy Provide comments on Cross All 1127/2012 CLOSED 
Component Breach Management Components 
and DoD ID Number Info Papers 
by COB Jan 27th 

20120119-04 Other Provide any CSOP feedback or All 2/ 15/2012 CLOSED 
recommendations to topics of Components 
discussion for the CSOP Fomm 
tentatively planned for March 

20111130-01 Policy Determine if DoD ID Number is DPCLD TBD CLOSED DMDC and P&R are working on 
releasable under FOIA legal opinions to support a ''2" 

exemption under FOIA for the 
release of the DoD ID number. 

l(b)(6) I offered comments on 
this issue dming the Jan 19, 2012 
meeting. 

20111130-02 Training Determine if group IAPP DPCLD TBD CLOSED DPCLD has no funding to support 
Certification training is possible such training. Components can 
for Components based on budget hold this training if they can ftmd it 

themselves. 
20111130-03 Training Detennine if DLA will be able to DPCLD/ TBD CLOSED The FY12 course was developed 

assist with enhancing the privacy CIO/DLA and posted in October 2011. We 
p011ion of the Inf01mation can revisit for FY13. 
Assurance (IA) training 

20111130-04 Compliance Provide SSN use justifications All 1117/2012 CLOSED 
Components 

2011081 7-02 Policy Detennine if e-mails containing DPCLD TBD CLOSED For .MIL to .MIL only, where the 
PII sent on a secure DoD need to know condition is met, 
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network need to be encrypted emails containing PII do not need 
to be encrypted. 
If the need to know condition is 
NOT met, the email goes to an 
address other than a .MIL, or if 
other inappropriate activities come 
to light, then an unencrypted email 
is reportable. 

20110817-01 Compliance Provide list of systems to be All 9/14/2011 CLOSED 
reviewed dming FY12 QI for Components 
SSN use reduction 

20110720-01 Policy Verify e-mail encryption policy DPCLD 08/1 7/2011 CLOSED Updates incorporated into revised 
in proposed DoD 5400.11-M manual. 

20110720-02 Policy Expedite SSN Use Reduction DPCLD/ ASAP CLOSED l(b)(6) Ito follow-up with 
Instruction signature. DHRA DHRA regarding strategies. 

20110615-02 Training Breach Management and All 06/22/2011 CLOSED Send completed survey to 
Prevention Training Smvey Components dpo .conespondence(a),osd.mil. 

20110615-03 Compliance Quarterly Repo11s including All 07/15/2011 CLOSED 
Section (m) Conb:actor Reviews Components 

20100818-04 Other Address SSN removal from DPCLD TBD CLOSED Address SSN removal from records 
records with NARA. with NARA. 

20100519-02 Other Disposition of PII stored in copy DPCLD/ TBD CLOSED Discuss details wit.bl(b)(6) I 
machine hard wives DLA 

20100519-04 Policy Guidance and contract language DPCLD TBD CLOSED To be addI·essed after submission 
outlining contractor liability of first Section (m) reviews 

20100519-05 Policy Guidance/templates Components DPCLD TBD CLOSED Data being collected via CSOP 
could use to determine optimal Survey. 
resomce levels and justify 
fimding 

20100818-01 Other Flash Memo1y DPCLD TBD CLOSED Research Flash Memory 
20100818-02 Other Ensure P1ivacy FAR clauses DPCLD TBD CLOSED Section M reviews have 

cited in contracts commenced 
20100818-03 Other Reassignment of SSN review in DPCLD/ TBD CLOSED Outside scope ofDPB 
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DITPR to CIO. CIO 
20100818-05 Other Contact CIO Council to host a DPCLD/ TBD CLOSED DHRA is appropriate lead. 

guest speaker on SSN Reduction CIO 
Lessons Lea.med Council 

20100818-06 Other Research locations/availability DPCLD TBD CLOSED Research locations/availability of 
oflists published from 1930s to lists published from 1930s to 1990s 
1990s which contain se1v ice which contain se1vice member 
member names and SSNs. names and SSN s. 

20100519-08 Policy Take a look at Memberships DPCLD TBD CLOSED Establish in Directive for Privacy 
and Civil Liberties. (Issues two 
sets of principles etc.) 

20100519-07 Other Joint Base Physical Access Issue Navy/AF TBD CWSED Keep on parking lot 
(Base Commanders not 
Addressing PA, sponsoring 
visitors) 

20100519-06 Reporting Clarification on what DPCLD TBD CLOSED No coordination outside of 
coordination is required for Component Privacy Office 
completing the 'Scope of required. 
Advice' FIS MA Report 
question, e.g. should 
Components query GC for the 
scope of privacy advice they 
have provided 

20100519-03 Policy Boilerplate contract DPCLD TBD CLOSED OMB currently drafting FAR 
language/FAR clause requiring clause 
Privacy Act training 

20100519-01 Repmting SORN Pre-Deployment Air Force TBD CLOSED Discuss with CIO. 3-6 month 
Categmy in DITPR timeline. 

20100120-01 Civil Liberties Submit Points of Contact All 20100701 CLOSED Component Privacy Officers asked 
• "Organizational Components to help Component leadership 

Placement and Stmcture identify points of contacts ASAP 

17 



Defense Privacy Board Action Item List 

of the DoD Civil 
Liberties Officer 
Function" 

20100120-02 Reporting Submit Quarterly Repotts to All 20100515 CLOSED Due the 15m workday following the 
DPO: Components close of the quarter. Last 

• Biennial Privacy submission was 20100115. 
Training Report 

• Section 803 of the 9/11 
Commission 
Recommendations 
Repo1i 

• System of Records 
Notice Review Report 

20090218-02 Reporting Submit comments on the revised All 20090731 CLOSED Comments due July 31, 2009. 
Breach Report template to DPO. Components 

20090715-01 Reporting Installation Physical Access All 20090731 CLOSED Responses due July 31, 2009. 
Control Systems Information. Components 

20090715-02 Repo1t ing FISMA Privacy Report. All 20090817 CLOSED Responses due August 1 7, 2009. 
Components 

20090218-04 Civil Liberties Develop and track Civil DPO Ongoing CLOSED DSD signed May 9, 2009 memo 
Liberties Officer package designating Acting DA&M as DoD 

CLO. 
20090415-02 Policy Develop guidance on the DPO 20091201 OPEN Guidance will be posted to DPO 

considerations when emailing of website as a FAQ. 
PIT within a Component agency, 
across the Depa11ment and 
outside the Department. 

20090415-01 Other Confum DPO mailbox accepts DPO 20090501 CLOSED DPO mailbox can accept encrypted 
encrypted and FOUO messages and FOUO messa_Res. 

20090218-05 Reporting Provide comments on revised All 20090403 CLOSED Duplicate and en or. Ref er to 
breach reporting template to Components 20090218-02. 
DPO. 

20090318-01 Reporting A request from Component for DPO 20090401 CLOSED Authority is in the 5400. 11-R and 
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DPO to provide Authority for the OMB Circular A-130. DPO 
training reports. memorandmn sent April 3, 2009. 

20090218-03 Policy Provide comments to DPO on All 20090430 CLOSED Extension granted by Director, 
DoD 5400.11 , DoD 5400.11-R, Components DPO. 
DoD memorandum 
"Safeguarding Against and 
Responding to the Breach of 
Personally Identifiable 
Information", 25 Sep 2008, and 
all Defense Privacy Board 
Advisory ()pinions. 

20090415-03 Policy Provide guidance on how to DPO 20090520 CLOSED Concerns addressed. Guidance 
delete an exemption from a template forthcoming. 
SORN. 

20090318-02 Reporting Section 803 of the 9/11 All 20090715 CLOSED Consolidated under Item Number 
Commission Recommendations Components 20090218-01 . 
Report. 

20090318-03 Rep01ting Systems of Records Notice All 20090715 CLOSED Consolidated under Item Number 
Review Report. Components 20090218-01. 

20090617-01 Repo1ting Submit comments on All 20090626 CLOSED Comments due June 26, 2009. 
consolidated Quarterly Report Components 
template to DPO. 
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Board Meeting Agenda 

)ii;> Welcome/ Introductions 
);1;> Review of Open Actions 

);1;> Policy and Guidance 

0 

)ii;> Privacy Compliance Metrics 

);i;> Training 

~Announcements/Reminders 

~ Open Discussion 

:.> Review of New Action Items 
);1;> Adjournment 



Defense Privacy Board (DPB) 
Meeting Minutes for August 5, 2015 

I. Welcome and Opening Remarks 

The DPB meeting was called to order. f b)(
6) I the new Chief, OPCLD introduced 

Ms. Joo Chunn~fhe new Djrector of Oversight and Compliance. The open action item was 
reviewed byl<b I 

II. Policy and Guidance 

);;>- Advances in Privacy Award Prograro:l<b)(5l !informed the DPB 
members that DPCLD has created a recognition program for DoD Component 
privacy programs similar in form to the DoD Civil Liberties Model Program. 
Responses will enable DPCLD to recognize some of the Components at a 
recognition ceremony next year. The checklist will be sent out in mid-August and 
will be due Friday, October 2, 2015. The due date may change based on when the 
checklist is distributed. DoD Components will have roughly a month and a half to 
complete and submit the checklist. Shortly after distribution, DPCLD plans to hold 
two workshops to review the checklist and answer questions. Components will be 
able to attend in person at DPCLD or via teleconferenc.e. 

~ 2015 Annual SAOP FISMA Reporting: The 2015 process and reporting 
requirements are unchanged from last year. DPCLD released Senior Agency 
Official for Privacy (SAOP) FIS MA guidance via email on July 10, 2015. This 
guidance included: 

o Instructions (attachment I). 
o Excel reporting spreadsheet (attachment 2), has notes embedded, which 

often miJTor the instruction sheet in attachment # l. Be sure the DoD 
Component name is on all pages. Include narratives, if necessary. 

o Certification (attachment #3), which should be signed by leadership at least 
one level higher than the Privacy Officer. 

Combatant Command (COCOM) guidance was forwarded to the Joint Staff on July 
10th for further release to the COCOMSs. An info copy was also sent to Privacy 
Officers on July 10, 2015. COCOMs need to meet Joint Staff report submission 
requirements when sending their FISMA report to the DPLCD mail box noted in 
the guidance. DO NOT use SIPRNET for these reports. 



Report Due Dates: 
o Uploads due in OITPR by September 4, 2015. 
o Component SAOP FIS MA Report input due to DPCLD by September I 0, 

2015. 
o No extensions can be granted. Include both the report and certification 

(attachments #2 and #3). 
o Email to DPCLD mailbox at osd.ncr.odam.mbx.dpclo­

correspondence@mai l.m i I. 
o Do not send to DPCLD FISMA POCs. 
o The DoD Chief lnfonnation Office (CIO) controls this process. DPCLD has 

no authority to extend the reporting deadline. The DoD CCO is on a tight 
timeline for DoD level signatures to meet the all federal agency level 
reporting deadline. Please do not request an extension as none can be 
granted, so plan accordingly. 

,... Two New SAOP FISMA Questions: There are two new questions for 2015: 

o 11: Information System Security 
• 11 a. Number of authorizations to operate (ATOs) or reauthorizations 

issued during the reporting period. 
• 11 b. Number of ATOs or reauthorizations approved by the SAOP 

during the reporting period (OMB M-14-04, P.24, Q#63) provided 
that SAOP approva l is required as a precondition for the issuance of 
anATO. 

o 12: Breach Response and Notification 
• l 2a. Number of con finned cyber breaches reported by the Component 

to the U.S. Computer Emergency Readiness Team (US-CERT) 
during the reporting period. 

• l 2b. Number of confirmed non-cyber related (e.g., paper) breaches 
experienced by the Component during the reporting period (OMB 
M-15-01, p.12 states that non-cyber related incidents should be 
reported to your agency's privacy office and not to US-CERT). 

• 12c. Number of persons potentially affected by all confirmed breaches, 
both cyber and non-cyber, during the reporting period (approximate 
figures if precise figures are not available). 

• l 2d. Number of potentially affected persons who were provided 
notification about a breach of infonnation experienced by the 
Component that occurred during the reporting period. 

Pull data from CART for these numbers. The OPCLO Memorandum of 
February 20, 2015, "New FY 2015 Annual Federal Infonnation Security 
Management Act (FISMA) Breach Response and Notification Reporting 
Requirements," addresses these FISMA changes. 
Instructions for FY l5 FISMA reporting can be found in OMB memorandum M-
15-0 l , available at: 
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http://www.whitehouse.gov/sites/default/files/omb/memoranda/20 l 5/m-15-
01.pdf . 

)> DoD Directive & Manual Update: l(b)(6l !informed the DPB members 
that the revised DoDD 5400.11 was signed October 29, 2014. Some administrative 
changes resulting from the reorganization of DPCLD into the Office of the Deputy 
Chief Management Office still need to be made. The DoDM 5400. l l (revision of 
DoD 5400. l l-R) was pulled from the signature process to address: 

o Request from OMB concerning discontinuation of Blanket Routine Uses. 
o Inclusion of updated breach response and notification procedures. 

DPCLD recently received OMB's comments on the BRU section and is now 
preparing the DoDM to begin the coordination process anew. 

)> SORNs and Paperwork Reduction Act Requirements: ... l<b_l<...,,6>,..,,.,,,_.....,.._ ........ _ ___. 
informed the DPB members that the Component Privacy Officers have been 
informed in the past about the process for SORNs requiring OMB approval based 
on the Paperwork Reduction Act. At one time DPCLD accepted SORNs that had a 
PRA requirement once the 60 day collection notices were submitted to the Federal 
Register (FR), with the understanding that the Component Information 
Management Control Officer (IMCO) would complete the PRA process and the 30 
day collection notices would be published within a timely manner. This has not 
happened to date. 

)> SORN Issues: 
o Some Component IMCOs are not following up on the PRA requirements. 
o DPCLD has received SORNs that have only a 60 day collection notice 

published and the IMCO has not followed up to complete the process. 
o All of the required OMB information is not listed on the Narrative 

Statement, applicable forms are not listed, etc., for the collection of data 
within that system. 

In response: 
o DPCLD has begun to send SORNs back to the Component Privacy Officers 

to follow-up with their IMCO to complete the PRA process. 
o DPCLD is no longer accepting SORNs that require the PRA/OMB approval 

until the 60 day and 30 day collection notices have been published. 
o This is an OMB requirement that DoD must comply with. 
o If PRA/OMB approval is not required for New or Altered SORNs, the 

Component IMCO must confirm on the Narrative Statement and include an 
explanation as to why not. This documentation is sent with the SORN to 
the Regulatory and Audit Matters Office. 

o While, there is no Narrative Statement required for Amendments and 
Deletion requests, the Component IMCO should first confirm there are no 
PRA requirements in an e-mail with an explanation with these types of 
submissions. This documentation is sent with the SORN to the Regulatory 
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and Audit Matters Office. If there are PRA requirements, they must be 
addressed first. 

o We ask that you reach out to the appropriate program offices who will assist 
you in this process. 

~ Lessons Learned from the OPM Breach: fb><5
> I infonned DPB 

members that the Update #2 email from Mr. Tillotson to DoD Personnel on OPM 
Breach Notification Procedures that was released on 18 June was a catalyst to a 
surge of calls and emails. DPCLD took the following actions: 

o Used Excel to track call and emails answered 
o Prov ided trends for leadership 
o Captured increased workload and mission impact 
o Documented DPCLD's action in regards to the breach 
o Calls were a more efficient way to respond to questions 
o Developed responses using OPM FAQs as the foundation 
o Updated script for responses almost daily 
o Consulted with GC on messaging 

~ DPCLD Response to OPM Breach. Ms. Chung told the DPB members that DPCLD 
did an outstanding job answering calls and emails about the first OPM breach. 
Several DPB members stated that they appreciated the info rmation we provided to 
them about the breaches. Ms. Chung then mentioned that DoD will be assisting 
OPM with notify ing USG about the sec.ond OPM breach. The request for 
quotations for the breach notification contract support was to be issued by August 
7th, the contract should be finalized by mid-August, and notifications will hopefully 
begin September I, 20 IS . It is expected to take three months to notify everyone. 

~ New Routine Uses Needed. Ms. Chung stated we should add two additional routine 
uses to our list of routine uses - a routine use fo r contractors having access to 
government info rmation and a routine use for data breach mediation. 

III. Privacy Compliance Metrics 

~ l<b)(6) ~ave an update on the Breach Reporting before and after the 
reorganization of D CLO into DPCLD and an overview of the breach trends for the 
third quarter of FYI 5. All charts were included in the PowerPoint presentation sent 
to DPB members via email. 

~ l<bl{6) told the DPB members that there is growing senior leadership interest 
in DoO breaches and breach reporting. Senior leadership is asking hard questions 
on why breaches are not reported in timely manner. The DoD Component Privacy 
Officers need to remind their proponents and field sites, etc. to report breaches 
within 24 hours of their being discovered (not when the investigation is completed) 
to the Component Senior Privacy Official and within 48 hours to DPCLD. CART 
must be updated as more information on a breach becomes available, including the 
results of the investigation and the number ofindividuals not ified. 
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IV. Training 

~ Important upcoming dates: 

DPCLD CY2015 Training Schedule 

Privacy Act Compliance and Management Training 
September 10, 2015 (PACMan) (Condensed) 

and September lO'h 9am-12pm 
September 24, 2015 Topics: PRA; Records Management, and PIA 

September 24th 9am - 4pm 
Topics: SORNs and Breach Management 

In person at DPCLD and by telephone conference. 
Registration closed July 31, 2015 

October 27-29 , 2015 PACMan three day course at DPCLD on-site 
October 27-29, 2015 

Registration closed August 7, 2015 

~ l<bl(5) !announced DPCLD's training schedule. For additional infonnation, 
send request to: osd.ncr.odam.mbx.dpclo-correspondence@rnail.mil and include your 
name, phone number, work emai l address, and the name of the DoD Component you 
work fo r. 

V. Announcements and Reminders 

l<bl(6) ~nnounced that Privacy and Civil Liberties Day held on June 10, 
2015 at the Pentagon was a huge success. Eight DoD Components (Army; Air Force; 
Navy; OSD/JS; DHA; DoDlG; DIA; and DCMA) and Pf PA joined DPCLD to answer 
questions and share how their office continues to raise awareness about privacy and 
civil liberties. 

Among the 250 attendees, we had appearances by the recently confinned DCMO, Mr. 
Peter Levine, and Director of Oversight and Compliance, Ms. Joo Chung. 

VI. Open Discussion 

l<bl(5) led an open discussion with the DPB board members. l(b)(6) ~ White House 
Communications Agency asked the following question: .__ ____ _, 

o Is SharePoint 2013 or other versions authorized to 'stage'/ 'store' or 'rest' PII data on 
the sites whether properly protected/controlled and/or locked down or not? DPCLD 
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has added this question as a NEW ACTION ITEM and is "vorking with the CIO's 
office to get a response. 

VII. Wrap up 

l<b)(6) I thanked everyone for participating in the meeting. 

VID. Next Meeting Date 

The next DPB meeting is tentatively scheduled for November 2015. DPCLD will infonn DPB 
members of exact date, ti me, and location and if there are any changes to this meeting. 

IX. Meeting Adjourned 

r X6J 

l<b)(6) !chief, OPCLD Date 
Executive Secretary, Defense Privacy Board 

ATTENDANCE 
Name O rganization 

(b)(6) Air Force Privacy Office 
Air Force Privacy Office 
Air Force Privacy Office 
Anny Privacy Office 
Department of the Navy 
Department of the Navy 
Department of the Navv 
National Guard Bureau 
OSD/JS Privacy Office 
OSD/JS Privacy Office 
OSD/JS Privacy Office 
Defense Advanced Research Projects Agency 
Defense Contract Audit Agency 
Defense Contract Manru:?.ement Agency 
Defense Commissary Agency 
Defense Finance and Accounting Services 
Defense Human Resources Activity 
Defense Human Resources Activity 
Defense Information System Agency 
Defense Security Service 
Defense Security Service 
Defense Threat Reduction Agencv 
Missile Defense Agency 
National Reconnaissance Office -
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ATTENDANCE 
Name Organization 

(b)(6) National Reconnaissance Office 
National Reconnaissance Office 
National Security Agency 
Office of the DoD CIO 
Office of the Inspector General 
Office of the Inspector General 
Office of the Inspector General 
Defense Health Agency Privacy Office 
Defense Health Agency Privacy Office 
Defense Health Agency Privacy Office 
Defense Health Agency Privacy Office 
White House Communications Agency 
U.S. Northern Command 
U.S. Southern Command 
MITRE/AMC 
Oversight and Compliance Directorate 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civi l Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civil Liberties Division 
Defense Privacy and Civ il Liberties Division 
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Defense Privacy Board Action Item List 

( lj•l" \ ct1on ten s L IS! ( .. \II I <;ubm1-.s1on., In U l ' u Mil lO 0 . ... d • -c -e'Nln 1.:- "'1!\I 111 

Item Number Topic Action Item Description 
Assigned 

Due Date Status Comments 
To 

20150805-01 Policy Is SharePoint 2013 or other versions DPCLD/ ASAP OPEN DPCLD will coordinate with 
authorized to 'stage' I 'store' or 'rest' PII CIO the cro to determine an 
data on the sites whether properly appropriate response. 
protected/controlled and/or locked 
down or not? 

20130918-0 I Policy Review the DA&M Memorandum DPCLD "When OPEN DPCLD has decided to add 
from August 20 12 ("Use of Best 5400.1 lM updated breach notification 
Judgment for Individual Personally is information, and address and 
Identifiable lnfonnation (Pll) Breach finalized" incorporate the 
Notification Determinations") to clarify recommendations of the GAO 
what qualifies as an email breach. Report "Agency Responses to 

Breaches of Pl!" {GA0-14-34), 
to the 5200. 11 -R rev is ion 
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