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This special historical study was prepared at the
request of - Lieutenant General Hillmen Dickinson, USA,
‘Diroctot for Command, Contrel, and Communications
Systems (C38), Joint Staff. It traces the development of
the systems and procedures that link and btovidc strategic
connection between the National Command Authorities and the
nuclear forces.

. The study was planned and written by ur. willard J.
- Webb, Chief, Special Projects Branch, Historical Division,
Joint Secretariat, Organization of .the Joint Chiefs of
Staff, Mrs. Barbara C. Pleming, Editorial Auutant,
prepared the manuscript for publication. :

Valuable assistance was received from the following
nenbers of the Command, Contrzol, and Communications Systems
Directorate: Nr. Joseph §. Toma of the Evaluation Division;
LIC Jessie K. Crawford, USAFr, CDR W. C. Bobo, Jr., USH, and
CDR Robert M. - Rieve, USN, of the Joint  Strategic
Requirements and Connectivity Division; LTC Mark H. Saith,
USAF, and CDR-David A. Jones, USN, of the C3. Planaing,
" Programming, and Budgeting Division; .and - LTC Samuel R,
Nawland, USAY, and LTC Harvey B, Stevens, USAP, of the Space
Warning and Surveillance Division. GEN Richard R. Ellis,
"USAP (Ret.), former Commander of the Strategic Air Command,
supplied helpful information not available elsewhere.
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Introduction

(U)" The term strategic connectivity has entered the
lexicon of military usage only recently, The Joint Chiefs
of Staff have defined it as:

] the. taciliti_es. systens, and procedures that
. interconnect " the National Command Authorities
(NCA)1, Hational Military Command System (NMCS),
. nuclear CINCS, and nuclear executing commanders.
It encompasses the NCA, Military Staff Office in
N the White House, the White House Communications
| .Agency (WECA), National Nilitary Command Center
{NMCC) , Alternate National Military Command Center
: : (ANMCC) ,  NORAD warning systems, National Bmergency
Airboxne Command Post (NBACP), CROWN Helicopter
operations [USMC helicopters used to move the
President], and all links and nodes that
; interconnect these facilities with the executiug
! commanders: of SIOP aircraft, Intercontinenta
Ballistic Miasile (ICBM) Launch Control Cmtcit

(ICCs) , and Ballistic Nissile Submarines (SSBNs).

(U) Although the term is recent, the procedures and
systems that compose strategic connectivity are not. Bver
since the deployment of nuclear weapons with U8 military
gorces, it has been easential to have assured control and
connection between those forces and the proper ocommand
authorities. Systems and procedures to that "end have
evolved over the years in accordance with the constantly
upchding technology associated with nuclear weapons and the

T. In the documents used in this study, the terims
National Command Authority and National Command Aunthorities
were used indiscriminately. Both JCS Pudb 1, the Joint
Dicttomr{ of Military and Associated Terms, ' and
DOD Dir 5100.30, which also provides a definition, use the
plural form, Wational Command Authorities. For 'conaictonci,
National Command Aunthorities is employed throughout this
study except where the singular form is used in a direct
quotation and when the term is used as an adjective and the
singular is more appropriate. . :

. 2. This definition is from a TOR for a study by the
Director, Joint Strateqic Connectivity Staff (JSC8),
contained in (U) Encl to DJISM 2567~80 to Dir, JSCS, 15 Dec

80, JMP 030 (12 Peb 80). |
1 . USCLASSIPIED
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means for their delivery. Prom the - 19508 onwards, these
systems and procedures were included under the designation
of strategic command and control (C2) end, later, strategic
command, coatrol, and communications (c3). Only in 1978,
however, was the term strategic connectivity introduccd. At
that time, General Richard H. Ellis, USAF, Commander of the
Strategic Air Command (S8AC), expressed to General David C.

. Jones, Chairman of the Joint Chiefs of Staff, his concern -

over the Soviet thtut to the strategic command and control
and communications links batween the Presidont and the

Secuta:y of Defense and the U8 nuclear forces and propond

a study of “strategic connectivity.*3

3. & Ltr, CINCSAC to QJCS, USecDef (R&E) , and ASD(C31),
23 Sep 78, CJICS File 048 CINCSAC. (U) Interviov, Willazd J.
Webb with GEN Richard H. Bllis, OSAF Ret., 6 May 82.
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The 1950s-~Emergence of the rieeen

(U) The Soviet Union exploded its first nuclear device
in 1949 and the initial U8 deployment of nuclear weapons to
military forces f£ollowed two years later. With those
events, the United States began to devise and i‘lplmlent
procedures and systemis to provide command and communication
between the President and the nuclear commanders as well as

to provide warning and assessment of 1mpending' ‘Boviet -

attack. Thesas actions during the 1950s provided the initial
pleces of the strategic oonmctivity system. |

(U) Phenomenal advances in technology occirred during
the decade of the 1930s. yor the dcuvety of nuclear
vesapons, vs strateqic forces moved from sole reliance on
propeller-driven B-29s to jet aircraft and then to a combin~
ation of jet bombers and land-based missiles. Finally,
missile launching submarines completed the strategic triad.
During the years from 1950 -t0 1960, planned time tO prepare
for war was reduced from 43 days to 15 minutes. Command and

control procedures were gradually changed to support these’

developments. The Air Force established a command post in
the Pentagon in 1949 and an alternate command post was
authorized thereafter at Ft. Ritchie, Maryland. 1In 1959,
the Joint Chiefs of Staff set up their own commund center,
the Joint War Room, subseguently redesignated the National
Military Command Center (WMCC). At the same  time, the Pt.
Ritchie facility was upgraded (and eventually renamed the
Alternate Natfonal Military Command Center (ANMCC)) to serve
as an emergency relocation site for the HNational Command
Authorities and the Joint Chiefs of Statf. Increasingly
. sophisticated communications, data processing, and display

techniques were introduced {n these centers to maintain.

control of strike forces. By the end of the decade, plans
vere advancing for alternatives to fixed command centers,

3
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the Navy proposing a National Emergency Command Post Afloat
(NECPA) and the Air Yorce a National Burgcncy Airborne
Command Post (NEACP).

(Uy Creation of wacrning and assessaent’ sylum also
proceeded. The United States decided in 1953 to build a
Distant Barly Warning (DEW) System as a precaution against
aizcraft attacks and the system was completed in 1960.
Meantime, in 1954, construction of the Semi-Automatic Ground
Environment (S8AGR) computerised system for integrating the
entire warning and- defense network had begun and, by the
latter part of the decade, development of both the Ballistic
Missile Early Werning System (BMEWS) and  satellite
reconnaissance systeas were underway. All of these systems
of the 19508 developed without any overall coordination or
plan. The principal concern was to assure the President
complete control over any decision to use nuclear forces,
but little attention was paid to the need for the systems to
remain operational throughout a strategic nuclear exchange.l

Y. For detailed coansideration of cosmand and coatrol
developments during the 1930s, see (785) IDA Study 8-467,

**he Bvolution of U.S. stratog!.c Command and Control and
::iuing, 1945-1972 (U),"
8., o

Jun 75, OSD Biatorical Oftice
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The 1960s~~Beginning of the System

The WWMCCS

{u ) The 1960s brought action to bring some overall
: systen ‘and coordination to the area of strategic command and
control. Secretary of Defense Robert S. McNamara instituted
the first step in October 1962. On the recommendation of
the’ Joint Chiefs of Staff, he apptoved the establishment of
the Worldwide Military Command and Cont:ol System (WWMCC8).
The objgct was to bring togethe? all the military resources

available to assure the ‘National Command Authorities infor- -

mation on which to nake decisions and to allow issuance of
execute orders to both strategic and . tactical forces in
response to an attack agi:lmt the United States. The new
system was to provide survivability, flexibility,
responsiveness, standardization, and economy. Its principal
compounent was the National- Nilitary Command System (NMCS),
comprising - the National Military Command Center, the
Alternate - National 'Military Command Center, the Naticnal
Bmergency Command Post Afloat, the Naticnal Emergency
Airborne Command Post, and survivable communications among
" those - facilities and with the unified and ‘specified commands
and Service headquarters. The NMCS would be "under the
management and direction of  the Joint Chiefs of Staft,

sdporvlnd by the Director !or_Opontions (J=3) of the Joint

Staff. . The other components of the WNMCCS ‘included the
subsystems of the Service headquarters, the unified and
specified commanders and their component comsands, and other
DOD agencies and offices that directly supported the command

and control function.l

1- (a; DOD Directive 5100.30, 16 Oct 62.




#) Bven while the wWorldwide Military Command and
Control Systea was being established, advances in weaponry
were raising additional threats to the new system. 1In 1952,
the United States conducted the PISHBOWL tests, a ffnal
series of high altitude nuclear explosions. The nost

significant wvas s'rn PFISH. It clearly revealed the
valnerabllity of both geound-based  and’ a_i.rbotnc"

communications systems to electromagnetic pulse (EMP) fron
N high altitude nuclear bucrsts. This, in tuiri, brought into
question the survivablility of cmunicatioha ' systems in a
nuclear war and the ability ‘of the  National Command
Authorities to communicate with and .control . strategic
forces.? - ' SR
) Subsequently, in 1963, the Joint Chiefs of Staft
drafted the National Military Command System Master Plan to
define broad planning guidance for the functional,
organizational, and operational relationships among the
elanents constituting and supporting the Wational Military
Command System as the pringipal subsystem of the Worldwide
Military Command and Control S8ystem. The mission was to
provide “the .National Command Authority with the means
essential for accurate and timely decisions, including the
communications required ., . . , for national direction of US
nilitary forces under all conditions of peace and’ wacr.” The
Secretary of Defense approved the plan in June 1964.3
(0) - The next major event was the initiation of planning
in 1966 for the WWMCCS Automatic Data Processing Program to
enable the different command centers of the system to
transmit and exchange data. Preparation of specifications

2. % Interview, Willard J. Webb with Mr. Joseph Toma,

C3 Systems Evaluation Div., C38 Dir., 24 Kay 82.
3.&,31 JCS 2308/164, 26 Jan 63; JCS 2308/187, 25 Mar 63,

JMF 4930 (15 Jul 62) seca 4 and 5.  (S) DOD Dir 8-5100.44,
9 Jun 64. .

Ner actie dters PAENw
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for compatitive procurement began the following year, and
the contract for 35 computer systems was finally awarded - in

. 1971.4

The MEE

: (E) Simultaneously, development of the Minimum Essentieﬂ

Emergency Communications Net (MEECN) was underway. In June
13966, the Joint Chiefs of Staff provided the Secretary of
Defense a consolidated concept plan to provide a survivable
comnunications network for execution of the Single
Integrated Operational Plan (SIOP)5 options in the trans-
and postattack nuclear environment. The Becretary gave his

~approval and the Joint Chiefs of Staff distributed the plan.
in October of the same year. The Minimum Essential

Emergency Communications Net was designed as a last resort
communications system to give the President control over
nuclear forces. Initially, the NMinimum Bssential Emergency
Comaunications Net comprised the Navy and Air Force LF/VLE
systens, both fixed site and airborne, from the unified and
specified commanders to their respective submarine, bomber,
and missile nuclear forces combined with the Emergency
Rocket Communications System (ERCS).6

(f) Thereafter, in July 1969, the Deputy Becretary of
Defense décided that the various elements of the Minimum

Essential Emergency Communications Net must be integrated
inte ®a single, reliable, and effective communications

. network® and, to that end, directed the designation of a

;___17_157

5. The Single Integrated Operational Plan (S8IOP) is the
JCS p for the strategic offenasive in a nuclear war.
GJ& JMP 611

Encl B to JC8 2469/483-), 1 Oct 69,
(15 Jul 69) sec 1. Background section, DCS Plan for the

MEECN Engineer, 2% Jun 70, same file, sec 2. ,

7 ,’__
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system. enginesr to ingure .orderly lnprévemnt argd'

maintenance of the Network. <The Joint Chiefs of Staff
favored assignment of this funetion to the Navy, but the
Deputy Secretary of Defense overruled them and assigned it
to the .pefense Communications. Agency in "May 1970.
Development oOf a MEECN System BEngineer Plan and an
operational concept followed during the remainder of 1970.7
(U) During the 1960s changes in US nuclear ' strategy had

_ important implications for strategic command and control.
-The Kénnedy and Johnson Mninutntiom rejected the massive

retalistion approach of the 1950s in favor of a flexible
tesponse policy that envisioned Iimited nuclear exchanges
instead. of one. spasm attadk. MNoreover, by the late 1960s,
the Soviet Union had achiovcd stut.cqlc pacity. Now, the

United- States ' could no longer . count on. its nuclear .
superiority .as a defense against nuclur attack. Both of ..
these dov.lop-nu gtutly {ncreased the requirement for
survivable connectivity betwsen - the National . Command

. Authorities and_the nuclear ‘forces.

oisha of the nd .o.l sate '
(U) But, as the requirements increased, growing

. eriticisms- and doubts arose over the capability and

effectiveness of the existing system. - Although there was no
actual experience with the strategic command .and control

" system,.'the LIBERTY, PUEBLO, and BC-121 shootdown incidents

in 1967,:- 1968, and 1969, respactively, raised- sarious

- ‘Memo, DepSecDef to Secys of NilDepts, C3C8, and '.

Dir 60&,""15 Jul 69, Attt to JC8 2469/483, 17. Jul 69y

(C) JCEH=-632-69 ¢tO BecDef, 14 Oct 69 (JC8 2469/483-1);
¢C) Memo, DepSecDef to Secys of MilDepts, CIJCS, and Dir DCA,

4 May 70, Att to JCS 2469/483-4, 19 May 70, JMF 611 (13 Jul
69) sec 1. (C-GP 3) Memo, Dir DCA to BecDef (thru CICS),
29 Jun 70, Att to JCB 2469/483-6, 30 Jun 70, same file,
sec 2. (C-GP 3) BN~788-70 to Service Chiefs, CINCs, et al., .

.24 Nov 70 (JCB 2469/483-8), same file, sec 3.
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questions ‘about tactical ‘command and control acrangements |
and the overall system in general. Moreover, a gseries of
tests and studies ochallenged the adequacy of strategic
command and.cashicl.puasadices and system.

0" In October 1967, the Joint Chiefs of Staff
conducted Exercise HIGH HEELS 67 to test the entire spectrum
of command in a strategic orisis. The results were not
encouraging. The exerci{se revealed a lack of uniformity
with respect to submission of rdquut: by the CINCs for
‘execution of the SIOP and excessive delay in receipt of
intelligence and situation reporting. The latter caused
delays in the decision on release of nuclear weapons and
uncertainty aboat the US ability to respond in the event of

a nuclear attack 8
(U) in 1970, a  high-level committee studying

organization .and operation of the Defanse Departmant, the
Blue. Ribdbon Defense Panel, found respousibility within the
Departwent relating to command, control, and communications
and strategic connectivity matters "hopelessly fragmented.®
This was true in both the 0ffice of the Secretary of Defense
“and the Joint Chiefs of Staff, “"The most obvious weakness
of the organization structure,” the Panel concluded, “is the
absence of unitary management at the top level to assure
effectiveness and efficlency from an overall Departaent of
Defense mission point of view . . ." Just before the Panel
report was issued, the BSecretary of Defense oreated the
position of Assistant to the Bscretary for Telecommuni-
cations, and the Blue Ribbon Pansl viewed that development

as a "major improvement.*d

3. (TS-GP 1) 1IDA Report R8-131, °®An Analysis of
-Operational Procedures During Bxercise HIGH HEELS 67 (U),"
Dec 67, JMP 383 (4 Mar 67) sec 2A.

9. (U) gglu_nsm_mmum_s_-m.
PP 28' 1‘5" o«

1 Jul 740,




“86b A" short time later, the Weapons Systems Evaluattion
Group (WSEG) reviewed command, control, and communications,
problems. In the rasulting teport, issued in Pebruary 1971,
the Group repeated the tinding of the Blue Ribbon Panel,
The Worldwide Military command and Control System, it salqd,
operated in an environ_unt of divided responsidility and
independent organizations within the Department of Defense
and the overall national security community. More
seriously, the Weapons System Evaluation Group charged that
the WWNMCCS did not imaintain an assuced capability to alert
the President to an attack and to receive and transait a
Presidential decision to execute the S8ingle Integrated
Operational Plan. "In s nuclear environment,® the report

continued, .

the WWMCCS is highly wvulnerable and can be
rendered inoperative by a small portion of the
Soviet weapon inventory. Thus it cannot assure
the  avallability of information or warning
unantst. -attack assessment, and status of
forces. .

10, (rs-ap 1) waRmg Report 159, "Command, Control, and
Communications Problems (U)," Peb 71, JIMF 360 (2 Mar 71)

sec 1lA.

10 “TOrvNCRET
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The Barly 1970s—Rsorientation

- The Revised WWMCCS Directive
(U) The criticisas and doubts of the late 19608 brouglt
increased attention to the command and control system in the
decade of the 70s and a redirection of effort. During 1971,
Deputy BSecretary of Defense David Packard and Admiral
Thomas H. MNoorer, Chairman of the Joint Chiefs of Staff,
discussed possidle improvements in this area. They sat down

together in a saries of meetings and redrafted the basic .=~

Worldwide Military Cosmand and Control: System directive to..
- give the system a stronger orientation. in support of the
President and Secretary of Defense. The. new directive;
issued on 2 December 1971, clearly stated the primary
mission of the system as support of the National Command
Authorities. The directive assigned the Chairman of the
Joint Chiefs of Staff responsibility to operate the National
Military Command System, define its scope and components,
develop and validate its requirements, and ' make

recommendations to. the Secretary of Defeénse to insure the .

responsiveness, . functional interoperability, and
standardization of the Worldwide Milftary Command and

Contrel Systea. In addition, provision was included for a

WOICCS Couneil, compoded of the Deputy Sectretary of Defense,
the Chairman of the Joint Chiefs of Staff, the Assistant
Secretary of Defense for Intelligence, and the Assistant to
the Becretary of Dafense for Telecommunications, to give
policy guidance for the development and operation of the
system and to evaluate its performance.l.

1 - UNCLASSIFIRD




(y) The new directive eliminated the concept for
operation- of the gsystem, and the Joint Chiefs of Stafs
prepared and issued in September 1973 a separate Worldwide
Military Command and Control Systenm Objeétiv-s Plan. It set:
forth objectives, based on operational requirements, to.
guide development of the system. It also contained a list
of supporting objectives for use in preparing the command -
and control portions of the Joint strategic planning .
documents, and an enumeration of issues for further study ‘
and improvement. One broad area in the latter category was
additional capability to insure positive control of nuclear
forces to include more survivable electronic countermeasures
for satelllite and submarine communications and procedures

R preserving continuity of command.2 | . ',

(U) To guide - future development of the wWorldwide
Military Command and Control System, an “architecture® plan
was developed. The Chalrman of the Joint Chiefs of Staff
originally requested the Director, Defense Communications
Agency, in December 1973 to0 produce a target architecture
for 1988 and a transition plan to achieve the desired
objective, Decause of BService disagreements over ﬂindlng .
for the project, the WWMCCS Council turned to a contractual
arzangement.  The IBM COrpdutlou vas selected competitively. -
in 1974 to develop the architecture for the Department of
Defense. The resulting Worldwide Military Comnmand and
Control System Architectural Plan, or “"saster plan,”

2. 57 SM=-433-73 to CIICl, 28 809 733 8SH~434-73 +¢toO
Service Chiefs, 25 Sep 73; SM-535-73 to Defense Agencies, 25
Sep 73y (JC8 2308/571), IWr 360 (12 Sep 73). Three days

_ later, the Joint Chiefs of Staff also issued policy guidance
‘and procedural instruction for management of the WNNCCS
subsystems. See (U) 8SM-440-73 to Service Chiefs, CINCs and
Defense Agencies, 28 Sep 73 (JCS8 2308/574), IJMP 360 (13 Sep
73). Both documents were subsequently combined as (FOUO)
WMCCS ctives d n an, JC8 Pub 19, 15 Jul

’ Apr sec N

12 saexe?
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reviewed by the WWMCCS Counoil {n Juna 1976, supplied a
framework for long~term system development through 1985°and
beyond. It was intended to anticipate future requirements
for command, control, and communications from the vlcwp‘loint
of the National Command Authorities and to provide a
decision-supporting structure attuned to realities of the
late tventieth century, To monitor the implementation of
the architecture, the WWMCCS Council chartered the Worldwide
Military Command and Control System Engineer (WSE).3

4#T In January 1974, President Nixon {ssued a new
policy directive (NSDM 242) for nuclear employment planning
which reaffirmed and expanded the flexible response policy
developed in the 1960s. pPresident Nizxon directed that:

The United States will 1:01{ p:imi.ly on 0.8,
and allied conventional owu deter
conventional aggression nuclear and
non~nucliear powers. Nevert olon. this does not
preclude U.S. use of both nuclear and non-nuclear
weapons in response to conventional aggression.

Consequently, the President, wanted US planners b_t_:: prepacre "a

wide range of limited nuclear employment options®™ that could

be used in conjunction with supporting political and

‘military measures to control escalation
$¥) To insure that nuclear forces were responsiva to

the National Command Authorities, President Nixon directed

that planning for command, coatrol, communications, and
surveillance must support decision-making and force
execution. A8 a nminimum, he wanted auch planning to
provide: jessential support to decision-making and execution
of retaliatory strikes in the event of a large attack upon
the United States as well as adequate support for
decision-making and flexible use of nauclear forces

P / ] awide
Comnand ar?d cOnt:cl Byttem, An App:oach to Architootura
Development,” n.d,, JC8 Hist. Div, files.

BDGNENIS

13




m M .
In attempts to control escalation in local conflict. The
Presidant's directive was more demanding in terms of command

and contzol capabili:ies than previous policies and added
new command, control, and communications requirements.4

The EBvaluation Program

(U) Meantime, in accordance with the 1971 directive, the
WWMCCS  Council approved implementation of a performance
evaluation program to give better appraisal = of the
wveaknesses and requirements of the system. Based on the
ctecommendation of the Joint Staff, the program was to
consist of a series of annual JCS8 general nuclear war
exercises under different environments. The first exercise,
NICKEL PLATE 74, occurred in May 1974. It represented a
total departurs from the previous JCS8 HIGH HEEL exercises,
which had been {n the nature of training exercises, and
simulated a more realistic nuclear environment. In NICKEL
PLATRE 74, damage or destruction of command, control, and
communication systems wag imposed on the players in order to
svaluate more accurately US ability to execute a response
under nuclear attack.3 ‘ '

«88» The evaluation program also included analytical
studies- to supplement exercise observations. The f£irst such
evaluation, “"WAMCCS Performance in a Severe Nuclear
Environment," was oconducted for the Defense Nuclear Agency
by the Stanford Research Institute in August 1975. It was
based on the RICEEL PLATR 74 environment and provided the
girst comprehensive analysis of nuolear and electronic
wazrfare effects of a major Soviet attack on the US ocommand

—F. (5-BX) Extracts of NSDM 242, 17 Jan 74, JNF 001

(CY 1974) RSDM.
5. (U) Interview, Willard J. Webb with Joseph Toma, C3

Systems Bvaluation Div, C38 Dir., 31 Mar 82. (8) J3M~379-74
to SecState, SecDef, Service Chiefs, et al., 18 Feb 74,

JMP 385 (4 Jan 74).
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and control system, The 8tanford Research Institute
uaqssed massive Soviet nuclear attack on the United States
under two conditions--an attack when both countries were in
4 state of full alert and a surprise strike against the
United 8tates, The results indicated that it would be
possible for the United States to execute nuclear operations
in either situation. The effects of electrosmagnetic pulse,
however, weze not included in the analysis because of the
lack of system response data. The most precarious
situation, the Stanford Research Institute believed, would
be in the Pacific where it would be necessary to depend on
the Ewergency Rocket Communications System for timely
rocoipt of emergency action mnessages. In Eurape, naeds
would be nrvod by airborne command posts. in the situation
where both countries were fully alert, but this was less
certain in the case of surprise attack.$
1 B 'rho evaluation program was stnnqthonod in December
1975. . At that tin. the Director for Telecommunications and
Commd and Control Systens, of .the Office of the Secretary
of Defense directed a continuing evaluation of the Worldwide
Nilitary Command .and Control Systea to include exercises and
tests.. by the Joint Chiefs of 8taff, the Services, the
unlﬁed and speclﬂed commands, aud other agencies and, in
addition, a semi-annual report by the Chairman of the Joint
Chiefs of Btaff to the WWMCCS COuncn to appraise the
system,’ . -
(f) General Goorg- S. Brown, USAP, Chairman of tha Joint
) Chitefs of Btaff, provided the Secretary of Defense the first
WBICCS evaluation report on 8 June 1976. It covered the six

~

0. l’ﬂ-—n) Stanford Research Institute, "nmccs
Performance in a Severe Nuclear Environment - Part 3 (U),*
Aug 78, €38 filea (C38 Evaluation Division).

7. (U) DOD I 5100.80, 1 Dec 75.
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months.ending on 1 April 1976.8 Pollowing a briefing to the
WMCCS Council of the Chairman’s October 1976 evaluation
report, Deputy Secretaty of Defense william CJ.mntl‘
suggested that the presentation be given to the House Armed
Services Committee, Mr. Clements saw an opportunity for
added support for Defense budget requests for strategic
command, control, and communications systems. General Brown
concurred, and the briefing was used in a presentation to
the Congressional Committes in early 1977. This event
marked an {nitial step in securing Congressional support for
increased fundlng for strategic ocommand, control, and
communications.d

«i88) On 17 December 1975, two weeks after the issuancy
of the formal instruction for evaluation of the Worldwide
Military Command and Control System, General Brown directed
a raviev of U8 strateglic nuclear foroe posture. He wanted
command and control covered {including such aspects as

rstrategic waraing,  minimum alert force, prelaunch

survivebility and communicability, and transattack
stability. In response, the Defense Nuclear Agency, at the -
request of the Joint Staff (J-3) assessed the effects of the -
Soviet nuclear attacks on the Worldwide Military Command and
Control System using the Red Integrated Strategic Operations
Plan (RISOP) 10 The gtudy was completed in February 1977.11

8. (U) CN-984-76 to SechDef, 8 Jun 76; (TS-EX) WWNCCS
?:.}mt#gl): Rpt for Period Ending 1 Apr 76, Apr 76; JMF 360

un .

8. (U) Interview, Webb with Toma, 31 Mar 82.

10. The Red Integrated 8trategioc rations Plan (RISOP)
is the JC8 estimate Of an enemy nuClear offensive against
the United. States based on the latest avalladble

intelligence.

11, (TS-BX) CM~747-75 ¢to CNO, 17 D.c 75, Att to JC8
2056/556-1, 14 Jan 76; (C) Memo, Dir, DNA to DIS, 25 Feb 77,
Att to JCS 2056/556~S, 4 Apr 77; JINF 399 (7 Oct 75) sec 1.
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7 The Defense Nuclear Agency study, like the earlier |
one by the Stanford Research Institute, assessed the
Worldwide Military Command and Control System Et;!er two
possible ut\utions-a-a massive ‘Soviet nuclear attack when
both countries were tnlly alert and a surprise nuclear
strike when the United States was in a state of normal
readiness. Under both conditions, “severe" physical damage
was inflicted on command, contxol, and communications
gystems,  Most fized, land-based primary and alternate
command centers and communications systems were destroyed
within 30 minutes; distribution of emergency action messages
to the nuoclear forces depended on airborne elements of the
Minimum Essential Emergency Comaunications Net and the
Emergency Rocket Communications System. Moreover, in either
situation, airborne elements of the Ninimum Egsential
Emergency Communications Net would be severely hindered by
nucleacr detonations and electronic wvarfare attacks against
communications systems.l2

wg As a result of the Defense Nuclear Agency
assessment, the Joint Chiefs of Staff on 1l January 1978
agreed that “assured communications connectivity® between
the National Command Authorities and the nuclear offensive
forces was "mandatory." MNore specifically, they said that,
;sunder both day-to-day and generated conditions, there must
"be sufficient ocommand, oontrol, and communications resources
available, either deployed or available for deployment, to
insure that the capability to tranamit S8IOP emergendy action
messages (BAMS) to BIOP forces exists." To that end, the
Joint Chiefs of Staff issued nev guidance requiring annual
evaluation of the expected effects of an enemy attack on
SIOP communications.l3

T 12. (Is8-BX) DNA Rpt, “WWMCCS Performance Assessment for
RISOP-9 INDIA and SIERRA, Inoluding Electronic Warfare (U),"

Peb 77, JMP 333 (7 Oct 78) sec 2aA,
13. (T8=EX) JCS8 2086/8558-6, 30 Nov 77, JIMF 339 (7 Oct

7%) sec 2.
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The Late 1970s~—The Coming Yogether
The System

(U) By the latter years of the 1970s, an extensive net

. of systems and procedures was in place to provide the

. President - and the Secretary of Defense control over and
communications with US strategic forces. This net comprised
three basic elements; warning systems, command centers, and
systens to. transmit orders and direction to tho nuclear
force .

(§) The warning portion of the strategic comnand and
control net included: the Ballistic Missile REarly Warning
System (ms) with sites in Greenland, Alaska, and the

 ‘United Kingdom to provide warning and attack assessment of
ballistic miasile attack over the northern polar cap and
northern ocean areas; the Sea-launched Ballistic Missile
Detection and Warning (SLBM-D&W) System with sites in Maine,
North Carolina, Plorida, California, and Oregon to warn
against: sea-launched ballistic missile attack from US
coastal waters; and the Perimeter Acquisition Radar Attack
Characterirzation System (uim) s located in North Dakota to
supply . tactical wvarning and attack assessment on ICBMs,
Information from all three systems went ¢to the North
Anerican Aerospace Defense Command Cheyenne Mountain Complex
for processing and -then to the Wational Military Command
System and CINCSAC over the MNissile Warning and Display
System (MWDS). In addition, there was the Defense Support
Program (DSP) of - Infrared satellite sensors and ground
processing stations in Colorado and Australia to warn of
aissile launches and provide nuclear detonation information.
Data went to the North American Aerospace Defense Command,

the National Military Command Bystem, and the Strategic Air

19 | | Jmevwe
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Command via the Command Control Processing .Display System
(CCPDS) . Pinally, COBRA DANE, a radar on an i{sland in the
Aleutian chain, collected electronic intelligence on Soviet
missils launches to Kamchatka and the Pacific area and
provided warning and assessement data on ICMSs within its
coverage. This information also went to the NORAD Cheyenne
Mountain Complex and then to the National Military Command
System and the Strategic Air Command over the Nissile

Warning and Display Systenm.

o857 Three major command centers provided the link that
comnected the President and the Secretary of Defense with
the strategic command and control network. The National
Military Command Center (NMCC) in the Pentagon served as the
primary command post and had the capability of advising the
President and Secretary of Defense and of implementing their
decisions. The facility was not hardened against blast ot
other nuclear effects. The Alternate National Military
Command Center (ANMCC) functioned as the primary backup to
the National Military Command Center. = It was a - fixed
underground center. The third major center, the National
Emergency Airborne Command Post (NEACP), was the backup for
the previous two. . It supplied the President, the Secretary
of Defense, and the Joint Chiefs of staff a survivable
command post capable of ocontinuous execution of nuclear
operations and Jdireotion of nuclear forces. In 1978, the
National Emergency Airborne Command Post aircraft, the E-4A,
was not hardened against electromagnetic pulse (EMP). The
National Emergency Airborne Command Post's gurvivability was
based on the ability to reapond to nuclear attack warning
with launch from ground alert prior to SLBM impacts in the
Washington, D.C. area. ,

487 Other command posts that filled out the strategic
command and control net includeds; -the Strategic Alr Command
(SAC) Underground Command Post, " the primary means for
direction of SAC forces; the Strategic Air Command Airborne
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Command Post, a continuously airborne command post that
functioned as the primary alternate center for CINCSACs and
the North American Aercspace Defense Command Chayenne
Nountain Complex (NCMC), a hardened, fixed, underground
command facility that served as a correlating, processing,
and disseminating point for tactical warning, . attack
asgessment, and nuclear detonation information. There wvas
also the Post Attack Command Control System (PACCS)
consisting of a fleet of 27 BC~-135 ailrcraft. One was the
Strategic Air Command airborne oommand post, and seven more
were on ground alert ready for launching in response to
varning of nuclear attack. The remainder would be
“generated" and placed on ground alert in case Of emergency
(at DEPCON 3). The unified commanders who had nuclear
forces under their ocommand, CINCLANT, USCINCEUR, and
CINCPAC, also had ajrborne command posts. These comnand
posts together with the National Emergency Airborne Command
Post were known collectively as the Worldwide Alrborne

d Post (WWABNCP) systenm.

) The third major component of the strategic command
and control net was the means for transmission of orders
from the President and the BSeorstary of Defense to the
‘nuclear forces. Such orders took the fozrm of emergency
action messages (BAMs). The following systems could
desseninate emergency action messages:

(1) the JC8 Alerting Natwork (JCSAN), & voice system for
both transmission of messages and conferencing, which used -
the Automatic Voice Network (AUTOVON);:

(2) the JC8 Improved Emergency Nessage Automatic
Transeission System (IEMATS), a leased aspecial-purpose,
slteznately routed teletypewriter network (AUTODIN-based)
capable of secure record communications from both the
Alternate and Mational Kilitary Command Centers;




(3) the Automatic Digitu Notwozk (AUTODIN), & landline
system and primary "record systea® for dispatch of messages
including emergency action messages; .

(4) the  Tactical Satellite Communications System
(TACSATCOM, AFSATCOM), a UHF satellite system that furnished
teletype conmnectivity from the Rational Emergency Airborne
Command Post to the othec airborne command post aircraft and
the TACAMO aircraft (not protected against jamming);

(S) Alrborne Low Prequency/Very Low Frequency (LF/VLF),
a Reans ¢f .low speed teletyps communications from the,
Alternate National Military Command Center and the National
Emergency Airborne Command Post to the nuclear unified and
specified commanders .(not protected agal.nst: jamming, but
zesistent to nuclear effects);

(6) High PFrequency (HF), a systea t:hat provided voice
and teletype communications from the Alternate National
Military Command Center and the National Emergency Airborne
Command - Post . to the nuclear unified and specified
commanders; ' . ,

(7) the Emergency Rocket Communications System (ERCS), a
system of six MINUTEMAN missiles with communications systems
rather than nuclear warheads that could .be launched on
sast/west trajectories to relay emergency action messages;

{8) the Fixed Submarine Broadcast System, a system that
furnished continous secuze VLF/LF and HF broadcasts from
£ized shore locations to US submarines at sea; -

(9) the TACAMO US Navy aircraft that were airborne VIP -
relay platforms to provide survivable, coatinuous
communications to fleet ballistic missile submarines.l

=1 RIl information on the strategic command and control
:yltm in 1978 is from (TS-NOPORN-RD} CINCSAC Study, °C3
Study on Strategic Connectivity, Pinal Report,® 7 lm: 79,
JHP 360 (9 Mar 79) sac 1A, and from (S-EX) vz
*Connectivity Study. Feb 79, Vol. I, JMF 360 (20 Nov 78)
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Stud:les--gn Net Assgssment Appraisal

WPOp=Respite this elaborate system for -tratcgic command
and control, growing doubts arose during the last years of
the 1970s about the adequacy of this system. 1In the spring
of 1977, the Director of Net Assessment in the Office of the
Secretary of Defense prepared an appraisal of US and Soviet
command, control, and communications systems. It revealed
that the Soviets had made significant advances in this azea
and presented a formidable threat to the United States.

en=te9r=The assessment suggested that "a major asymmetry"
existed between the United States and the Soviet Union in
systems endurance and reconstitution capabilities in the
post-attack phase of a nuclear conflict. Moreover, the
assessment indlcated that US forces were not adequately
prepared to meet Soviet and Warsaw Pact countermeasures
directed against US command, oontrol, and communications
systems, and the result might be a significant =militacy
advantage !or _the goviets in both theater and strategic
varfare. Another area .of concern was communications
security -where US vulnerabilities might substantially
ehhance Soivet ‘attatoqic intelligence and warning
capabilities. The United States possessed "a commanding
lead” over the Soviets iIn comwand, control, and
communications technology, the assessment continued, bue it
had not used that advantage effectively. The United States
d4id not have operationally deployed systems that functioned
at levels of pci:fo:mnco, reliability, and interoperability
permitted by its technology. Finally, because of the
centtalized natute of the Soviet system, the assesssaent
said, the Soviet and Warsaw Pact forces had important
advantages in integrated programs and interoperability of
equipment for command, control, and communications systems 2

-

.Y Remo, MilAsst, Office of Net Assesament, OBD to
Steering Grp, 2 May 77, C38 files.
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Defense Science Board Study of C3 Management

(U) Later, in September 1977, the Director of Defense
Researck and Engineering initiated a study of the management
of command, control, and communications systems. He asked
the Defense Science Board to examine the process by which
the Department of Defense planned and procured .such
systems.3 : . :

(U) A special task force of the Science ,Board conducted
tbo study and roported in July 1978. The tuk Eorce stated:

It. is .clear that the -nation needs command and

control systems which would provide substantially

© better service to our national leaders and our

military commanders than the ones we hava in

{il.ace. Our opponents in many circumstances are

ikely to have forces larger than ours over which

we can prevail only with superior coordination and

better management, and the potential damage and

. rapid pace of likely future warfare makes command

. . and control even more sssential than ever before. -
The basic reason for "new and better” command and coantrol
capability, the task force continued, was the changing
nature of circumstances wheze US military power might have
to be applied. American intezests around the world were _
likely to require carefully controlled use of'. force with
precise understanding at all levels of command as to what
was ané was not happening. In addition, the llkollhoodl of
~ future constraints on Defense spending put a premium on
securing the most effective use of limited forces. It was
clear, _the task -force believed, that command and’ control
systens could ‘multiply the effectiveness ot o8 Zo:m in

many possible confrontations. :

(U) The Defense Science Board task !orcc ctiticiud the
organization and management arrangements within the
Department of Defense for conmand and control. Systeas aust

—¥ Hemo., . Dir DREE ko Chm, DSB, 29 Sep 77, JNF 360
(29 8ep 7). |
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be interoperable, the task force sald, and recommended “a
strong central organization,® to out across Service
- boundaries to manage design and acquisition and to assure
compatibility of all systems. The task force proposed the
- creation of a separate Defense agency for that purpose to
report to the Seoretary of Defense and to have a relation-
ship within the Department similar to that of the Defense -
Communications and the National Security Agencies.¢

Defense Science Board Summer Study

Jdk. Just as the task force completed its study, the
Defense Science Board held a "summer study® at the Naval War
College during the period 30 July through 11 August 1978,
One subject examined was the strategic nuclear balance. The
results of the study revealed that, over the past decsade,
the strategic balance had evolved from net U8 supexfority
*in all relevant indices of capability® ¢to a situation
currently terwed “essential equivalence.® 1In the period of
US superiority, the Science Board said, UB planners assumed
that, if deterrence failed, superior US foroces would be
adequate for successful conduct of hostilities.
Conseguently, objectives had been stated as retaliatory
goals, Mow, the Soviets had closed the gap, the Board
continued, and all types of weapons would be needed to fight !
a prolonged nuclear war. HMoreover, the Soviets placed great
Vuphnu on enduring viability of their forces including
command, oontrol, and communications throughout a confliat

47 The Defense Science Board summer. study assessed the
capabilites of US strategic nuclear forces including command
and control and {ndicated several major problems.
Communications from US warning systeas rearward vers i
considered “very fragile® and the ourrent oapabliity to

~ & (U) Rpt of Defense Science Board Task Yorce, "Command
and Control Systems Management,” Jul 78, Bacl to JC8
2308/6814, 17 Oct 78, JMP 360 (29 Sep 78).
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react to an attack on those communications was inadequate.

Moreover, the Science Board belleved that provisions for

National Command Authority survival were critically

deficient. Given & nuclear attack on the United States vhen

the President was in Washington, it would be pokaiblc. the

Science Board said, for the President either to command the

forces until the attack hit Washington and he was killed or

to try to escape and survive, but not both, ,
(S) The Science Board also identified other problems in

the area of strategic command, control, and communications;

transmission of emergency action messages Jdepended upon the

survival of a very faw critical aircraft and assumed that

those airoraft were connected with a proper authority iden-

tified and authorized to act; and ICBN survival would ba

increasingly doubtful beginning in the early or mid-1980s

when Soviet ICBMs {mproved in capacity and.- accuracy.

Another weakness, the Science Board sald, wvas the lack of a

 thought-through plan, with appropriate associated capadbil-

fties for a major continuing nuclear war requiring actions

that were not preplanned, For example, there was no secure

reserve command, ocontrol, communications, and intelligence q

system to support the seoure reserve forces.: It was

apparant, the Science Board concluded, that US strategic

command and control systems were designed for . I
a spasm, SIOP response, with minimal capability to
support other strategies.

In sum, the essential and mi-auu need to
support a broader ‘deterrence’ required increased
attention to the war-fighting capability of both
our strategic forces and the C3I systems which
support thenm,

(8) T0 that end, the SBcience Board recommended that
first priority be given to f£ixing and {mproving existing

systeas, ©particularly improvement of survivability of

compand, control, and communications aystems. The Board '
made the following specific recommendations with regard to

26 \
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command, control, and communications: fix the system so
that it worked in peacetime and under attack, strengthen eho:
current fragile system from the warning sensors to the
command authority, and improve the probability of successful
emergency action message transmission during the initial
pbase of war to asgure that the aircraft (e.g. E-4Bs and .
TACAMOS) needed for NCA connectivity survived and worked.
Other actions considered important were initiation of
prograns for enduring Dackup cosmunications between
aythorities and forces and lnctuud hardening against
uocttouagmtic pulse.5

gcur ve P tu

487 While the Defense Soience Board studies were in
preparation, a review was also in progress within the
Department of Defense on the secure reserve force (SRPF)
which had fimplications for strategic connectivity. The
secure reserve force consisted of nuclear forces that would
be reserved during the ifnitial stages of a major nuclear
conflict for subsequent protective and coercive uses. Soon
after eatering office, President Carter had ordered a review
of national strategy (PD NSC-18) and, as a follow-on, the
Sscretary of Defense, in coordination with the Director of
Central Intelligence, was tasked to review the capability
required for the secure reserve force. A working group
composed of representatives of cthe Deputy Secretary of
Dafense for Policy, the Director of Csntral Intelligence,
the Chairman of the Joint Chiefs of Staff, the Under
Secretacy of Defense for Research and Engineering, and the
Assistant Secretaries of Defense for International Security
Affairs and Program Analysis and Rvaluation coonducted

=="8%. (3-EX) Defense Science Board, Final llepo:t of 1978
Summer Study, "The Strategic Muclear Balance (U)," 11 Aug

76, JMP 701 (31 Jul 78) sec 1lA.
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the study, which was completed in Octcber 1978 and. forwarded '
to the National Security Council.S .

=8P The secure reserve force study revealed that the
National Command Authorities 41a not have the communications
systems or the means to obtain the information and intell-
igence required to manage the force.. Because of the
vulnerability of and lack of endurance in command, control,
communications, and intelligence systems, the study .
questioned the ability of the United States to use the
secure reserve after an initial nuclear exchange.?

& e t (]

48" In the meantime, General Richard H. Ellis, USAF,
Commander of the Strategic Air Command, had become concerned
that the United States could not execute the 8ingle
Integrated Operational Plan (SIOP) in case u. uuClear attack
because of weaknesses in the strategic command, control, and
communications system. He was particularly worried about
the Boviet "Yankee" submarines off the Bast Coast end the
resulting reduction in warning time available to the United
States in the event of a missile attack. Warning time, he
said, was reduced from 30 to 15 minutes and a high altitude
nuclear burst and electromagnetic pulse could even reduce
warning time further to 7 minutes.

6. (3) Memo, USecDef (Policy) to CIC8 et al., “Secure
Reserve TForce Target Acquisition Study (8)," 18 NHov 77;
(TS~EX) Memo, Dep USecDef (Policy) to DepSecDef, CJCS,
et al., "PD-18 Pollow-on Studies--Secure Reserve Force (U),"
19 Oct 78; J-5 NSC Affairs Office files. (TS) Memo, Sec Def
to USecDef (Policy), "Secure Reserve Force (U)", 28 Oct 78,

sane file.

7. The SRr study is classified SI-TK. The gist of its
findings is contained in (78) NXemo, SecDef to USecDef
(Policy), "Secure Reserve Force (U)," 25 Oct 78, J=-5, NSC
Affairs Office files. Further indication of the content of
the 1978 SRF study is gleaned from a 1982 Joint Strategic
Connectivity Staff SRP study contained in (T8-EX) Memo, Dir
J8CS to DJ8, 23 Peb 82, C38 files.
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4 General Ellis discussed this concern with General
David C. Jones, USAP, the new Chairmen of the Joint Chiefs
of Staff in early September, when the latter visited the
Strategic Air Command. The current Soviet threat measured
against strategic command, control, and communications

' syatems and procedures, General Ellis believed, could
prevent successful transmission of Presidential directives
to the nuclear forces. He -used the term strategic
connectivity to cover the warning and command and control
systems that provided the President and the BSecretary of
Defense the oapability to execute and manage strategic
nuclear forces: He intended the term to imply more than
just communications systems and promod a study of this
uttcr.‘

’ 407 General Jonas was persuaded and, upon his return to
Wuhingtog, proposed that Genasial Rllis undertake such a
atudy.  The Secretary of Defense gave his approval. 1In a
discussion of the matter in a meeting of the: Operations
Deputies -on § October 1978, the Navy questioned whether a
Strategic Alr Command study. would give. adegquate attention to
connectivity with the naval strategic foroes. As a result,
the. ' Operations Deputies decided that the Chief of ¥aval
Operations should conduct a ocompanion study of that aspect.
Accordingly, the Joint Chiefs of Staff directed both the
Commander. of the. Strategic Air Command and the Chief of
Naval Operations to proceed with strategic oconnectivity
studies.  The emphasis of doth was to be on near term fixzes
for identified  deficiences; longer term solutions and
“programmatic action® would be considered in a separate
study by the Deferise Science Board.?

5. (T8-EX) Coomand H l 78, p? 99-100.
(3) Lte, CINCS 3 Sep 1‘0
CJCS Pile 048 CINCSAC. (m Inmvhv. luuud J. Webb with

GEN Richard E, Ellis, USAP Ret., 6 May 82.
9. (8) DISM-1618-78 to CJC8, 6 Oct 78, CJC8 File 048

CINCSAC. (C) Msg, JCS 5833 to CNO and CINCSAC, 0720353 Oct
78, JNF 360 (29 Nov 78). |

*
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Or-sncess

4BOP A .special task group at the Strategic Air Command
prepared the SAC strategic connectivity study and General
Ellis submitted it to the Joint Chiefs of Staff on 7 March
1979. The Strategic Air Command study group examined the
facilities, systems, and procedures that interconnected the
National Command Authorities, the National Military Command
System, the Strategic Air Command, and the North American
Air Defense Command and agsessed the capability of existing
command, control, and communications systems to perform
during all phases of nucglear conflict. The study group
found that command, control, and communications systems
could not cope with the strategic threat because of
architecture dJdeficiences and lack of endurability. The
command, contrel, and coamunications system supporting the
National Command Authorities, the group sald, was
characterized by a peacetime orientation.

(B339 The Strategic Air Command group arranged its
findings under. the three major functional areas--warning,
decision, and implementation--necessary for successful
dizection of the strategic foroes. With regard to warning,
the group reported that tactical warning and communications
systems were available to alert the WNationmal Coamand
Authorities, but were .“fragile® and susceptible to
electronic countermeasures, electromagnetic pulse, and
sabotage, which could deny necessary warning and assessment
to the National Command Authorities.  Noreover, current
procedures to route warning information to the WNational
Conmand Authorities were cumbersome,  involving seven major
communications nodes. Attack assessnent from SLBN warning
systems was nonexistent and the study group doubted warning
facilities would survive longer than 33 minutes in s nuclear
attack against the United States.

40y The major shortfall in strategic connectivity, the
strategic Air Command group found, was in the decision
function. Current systems and procedures did not provide
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anduring connectivity anong the Hational Command
Authorities, the National Military Command System, and the
commanders of nuclear forces. The study group sald that the
. decision time available to the National Command Authorities
was compressed by the c¢lose geographic proximi ty of
Washington to the SLBM threat and, if the President chose to
delay a response decision, execution of a nuclear response
could be IJeopardigzed. With current besing and nuclear
effects vulneuhility, the study group predicted that the
Rational Emergéncy Airborne Command Post as well as the
presidential CROWN helicopters would be destroyed,
precluding a viable means’ of National Command Authority
survival. Pinally, information systems available to the
President and the Secretary of Defense were ground-based and
lacked enduring, long-range communications links hardened to
survive in a nuclear war. Consequently, force sanagement
information would not be available for National Command
Authority decisions subsequent to an initiasl decision ¢o
execute a nuclear attack. :

X «8) Much the same situation, the Strategic Air Command
study group sald, existed with regard to the implesentation
function. 1In the execution or termination of operstions by
strategic nuclear forces, ground communications systems for
disseninating emergency action messages had been overlaid on
commercial systens and had limited endurance. The National
Military Command System facilities, and least of all the
National Military Command Center, would pot survive a-
nuclear attacks even. the Rational Emergency Airborne Command
Post was vulnerable to electromagnetic pulse and d4id not
provide an assured survivable means for emergency action
message transmission,

2P The Strategic Air Command study presented a J.cngthy
series of recommendations, some 120 in all, to remedy these
weaknesses. All the recommendations were limited to near
term improvements and involved procedures or changes that
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could be accomplished with “off-the-shelf® resources
currently available. The recommendations ranged from
relatively simple actions to elaborate improvements. For
example, with regard to reducing the vulneradbility of the
President at the White Bouse to early destruction by Soviet
SLBMs, the recommendations covered a spectrum fron
relocation of Presidential CROWN helicopters closer to the
White Bouse to enhancement of the probability of escape by
development of hardened helicopters. TPor a listing of the
specific recommendations, see Annex A. In submitting the
strategic connectivity report, General Bll'is recoanended
that the Joint Chiefs of Staff implement the procedural
recommendations, that the Services program and implement the
neAr term recommendations, and that the office of the
Assistant Secretary of  Defense for Command, Control,
Communications, and Intelligence should develop
recommendations for long-tera system improvements. He also
proposed the formation of "a dedicated JCS agency® to
conduct “"end-to~end" analysis of the  effectivensss of
facilities, systems, and procedures to support the strateglo
warning, deciaion, and execution processes,l0

a tiv 8t

Simultaneougly with the Strategic Air Command study,
the Navy had conducted its review of command, ocontrol, and
communications systems that gave the National Command
Authorities the capability to command and execute Navy
strategic forces. The study was completed in Pebruacy 1979
although the Chief of Waval Operations 4id not forward it o
General Jones until 23 July 1979, The Navy reached the same

10, (TS-NOFORN-RD) CINCSAC Study, *C3 Study on Strategic
Connectivity,” PFinal Report, 7 Mar 79, Jur 360 (7 Mar 79)

sec l1A.
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general conclusion as had the Strategic Air Command--

existing strategic connectivity was inadequate. It had

become apparent during the atudy, the Navy said, that the

system which would currently exist at the {nittation of
either a “"generated® or surprise enemy nuclear attack would

degrade rapidly to “"a very small residual system." Using

the current JC8 estimate of an eneny nuclear attack {(the Red

Integrated Strategic Operation Plan (RIBOP) 5C), the Ravy

study indicated that such an attack would destroy

approximately 90 percent of the ground based elements of the

Worldwide Military Command and Control System within 18

minutes of the attack initiation. BEven satellite space

segments could be lost to electromagnetic pulse or direct

physical damage, and the residual system remaining after the
initial attacks would be assets .of the Worldwide Airborne

Command Post (WWABNCP) , ] .

«007" In the post-attack period, the Navy estimated that
connectivity tQ USCINCRUR and CINCPAC would ramain tenuous.
‘Survival and ocontinued availadility of a fully-capable
TACAMO relay aircraft in the Western Atlantic would provide
connectivity to USCINCEUR and CINCPAC and improve the
chances for delivery of National Command Authority orders to
f£leet ballistic missile (FBN) forces at sea. 8Should TACAMO
capabilities be degraded or lost, the Navy study coatinued,
connectivity to either USCINCBUR or CINCPAC would be reduced
to periodic communications delivered by sorties of aireraft
noraally part of the Post Attagk Command and Control Systea
(PACCS) chain over the continental United States

A Like the Strategic Air Command Study, the WNavy
restricted considerations for improvement to immediate and
"near-tern fixes® to identifled deficiencies. Recommend-
ations were made in three major areas:t protection of the
TACAMO system, I(mprovements in the connectivity from the
nuclear commanders to airborne TACAMO aircraft and nuclear
submarines (S8BMs), and improvements in the connectivity
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between nuclear cowmanders Por a listing of specific
recommendations, see Annex B.11

(T) The two studies, the Strategic Air Command aad Navy,
became known collectively as the JCS Strategic Connectivity
Study. It represented the first time that strategic
connectivity had been .addressed in nmanageable terms with
specific recommendations for improvements. Heretofore,
study recommendations, such as those by the Defense Science .
Board, had been ip‘broad generalities.l2

snse Science Bo Study of Enduring C
M The IC8 directive to both the Chief of Naval
Operations and the Commander of the Stnthtc Air Command
had restricted their sgtrategic connectivity studies to
short-term problems and improvements.  Longer ters issues
were to be the subject of a complementary effort by the
Defense Science Board  Acoordingly, ths Under Secretary of
Defense (Research and Engineeering) requested the Chalrman
of ‘the Science Board to foim a special task force for that
purpose. It was to use the earlier “Summary Study® on
strategic nuclear balancel? as the point of departure 14
)} ‘The task force completed its study of "Bnduring
Strategic Communications, Command, and Coatrol® on
10 October 1979. It made a distinction Detween
survivability and endurance. The former was the ability to
vithstand a nuclear attack; the latter was the ability to
operate for a long time in the face of a set of attacks
The Defense ' Sclence -Board task force was primarily

T II. é#*EX) Navy, “Connectivity Study,” Vol I, Feb 79,

JNP 360 (20 Nov 78) sec 1A,
12. (U) Interview, Willard J, Webb, JCS Hist. Div., with

LYC Jessie X. Crawford, USAP, J8R Div., C38 Dir., 12 Feb 82.

13, See above, pp. 25-27.
14. 407 Memo, USecDef(R&R) to Chm, DSB, "Terns °£

Reference for Task Porce on Enduring Btrategic C3 (U),
2v 78, App to DSB Report, 'Bndnziug Strategic
Communications, Command and Coatrol (U)," 10 Oct 79, C38

files. '
' 34 g




roreesuswan .

concerned with endurance although ‘it recognised that
endurance included ‘survivability as a special case. The
task force found serious weaknesses in the endurance of US
strategic command, control, and communications systems,
particularly in the post-attack phase. It doubted that an
enduring system would result from the programs as then under
wvay or proposed. It believed a fundamentally d4ifferent
approach was needed, one that used large numbers of existing
assets rather than building a few new ones. :

4997 The task force reached the following conclusions .
with regard to the future requirements for command, control,
and communications aystems: designs wmust emphasise
flexibility against ‘a multitude of situations and not
"optimization against some approved threat or scenazio”;
redundancy, proliferation, and diversity were preferable to
spacialisation; emphasis should be on enduring capability to
perform- a function rather on survivability of specific
facllities; and realistic systems tests and exercises were
absolutely necessary. . ,

4807 The task force examined strategic command, control,
and ocommunications in three time periods of oconflict-~
pre-attack, trans-attack, and post-attack--and made the
following recommendations: pre-attack--toughen communica-
tions and establish explicit procedures for raising alert
status of strategic command, oontrol, and communications
systems based on warning information; trans-attack--increase
the number of airborne ocommand posts, proliferate
communications to forces, and clarify the role of the
military in seeking and supporting the National Command
Authorities; and post-attack--reviaw and extend procedures
for reorganizing military command structure from surwiving
senior military officers, develop procedures and facilities
to reconstitute rapidly a narrov band, nationwide
communications network from surviving assets, and plan for
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and practice use of surviving sensor, communications, and
command post assets under post-attack conditions.lS

Actlons to Btrengthen Command, Control, and Comsunications

(U) The various studies and reviews. in the period 1977
through early 1979 succeeded in bringing about an awareness
of the fragile condition of strategic connectivity. As a
result, the Joint Chiefs of 8taff and the Secretary of .
Defense recognized the need to do more to guarantee the
National Command Authorities enduring command and control of
strategic forces in the avent of a nuclear conflict. Now,
they began to give increagsed attention and emphasis to the
systems and procedures that linked the President with the

strategic forces. \

\

Th ontrol, and

(U) The first such action was the creation of a Joint
Staff directorate to oversee command, omtrol, and
comunications matters. The Defense Science Board study in
the summer . of 197816 had cziticized the management of
command and control systems and had proposed a central
organization within the Department . of Defense for that
purpose. Bpecifically, the Defense Science Board study had
recommended a nev Defense agency or, if that alternative was
not “propitious,” expansion of the Defense Communications
Agency. In implemsntation of that recommendation, the
Deputy Under. B8ecretary of Defense for Reseazrch and
Bngineering directed the Defense Communications Agency to
plan an expansion of its charter to provide Defense-wids

~"I5. ST DSB Task Porce Report, "lnduting Strategic
Communications, Command and Control (0),* 10 Oct 78, C38
files.

1‘: 8“ ‘m.! P. 24"‘25.
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management of cdmmd, control, . and . coﬁunicltions

systems.17.
(U) The Joint Chiefs of Staff, however, did not agree,

After reviewing a Defense Comnunications Agency plan for
command, control, and cosmunications management, they told
the Becretary of Defense on 3 April 1979 that “the
delineation, scope, and range of responsibilities" of the
proposal were based on “a 1limited view of command and
control system management problems.® The Joint Chiefs of
- Staff recommehded the assignment of only a limited

architectural role of joint command and control systems to '

the Defense Communications Agency'. and that broad
responsibility for ' planning and establishing command and
~ control systems interoperability be sssigned to them,l18

(U) In pursuit of that recommendation, the Chairman of
the Joint Chiefs of Staff, General David C. Jones, USA?,
proposed the estadlishment. of a Command, Control, and
Communfcations Systems (C38) Directorate within the Joint
Staff. The Secretary of .Defense accepted the Chairman's
proposal on 17 April 1979 and the new ditectorate was
established -on - 30 May. It was charged with developing
policies, plans, and programs to insure adequate comnand,

control, and comnunications support to the unified and spec-

{fied commands and the National Command Authorities for -
joint and combined military operations) with
"sonceptualizing® - future command, . control, and
coamunications systems design; and with providing direction
to improve command and control. (For the Command, Control, -
and Communications Directorate charter, see Annex K.)19

17. (0) Memo, Principal DepUSecDef(RsE) to Dir DCA,
9 Nov 78, Att to JCS 2308/814-1, 16 Nov 78, JHFr 360 (29 8ep

78) .
18. (U) JCBM=-93-=79 to BecDef, 3 Apr 79 (JCcs 2308/824-1),

JMF 360 (29 Sep 78).
9. (U) Jcs 1977/149, 28 May 79: JCs 202/208, 30 May 793 '

JIMF 026 (2% May 79).
7
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(V) 'Hiantm. the Secretary of Defense had already taken '
similar action to strergthen management of command, control,
and communications matters in his bffice. In March 1977, he
had established an Assistant SeCretary for Communfcations,
Command, Control, and Intelligence (C3I) to serve as his
prinocipal staff assistant in that ares.20

v of iv -
J® In a further effort to bolster strategic

connectivity, the Deputy Secretary of Defense on 23 August
1979 asked the Joint Chiefs of Staff to reviaw the raceantly -
completed Strategic Air Command and Navy studies?l and
recommend improvesents in strateglio connectivity. The Joint
Chiefs of 'Staff provided their response on 1 October 1979.
They viewed the Strategic Air Command study as “a useful
baseline” from which to pursue essential improvements. They
endorsed all 120 recommendations of the study except for one
calling for placement of a North American Aerospace Defense
Command representative on ‘the National Emergency Alrborne
Command Post. Buch an action, they felt, was unwarcanted.
Porty-one of the Strategic Air Command recommendations, the
Joint Chiefs of Staff told the Secretary of Dafense, were
currently being addressed by their orgsniszation, the
gServices, and the Defenss agencies for implementation while
57 more required further examination by those same organiza-
tions as well as the Commanders of the Strategic Alr and
Asrospace Defense Commands, (For JCS comments and recommen=-
dations on each Strategic Air Command recommendation see

20. () DOD Dir 5137.1, 11 Mar 77. This position
evolved from an Assistant to the Secretary of Defense
{Telecommunications) created in 1970, changed to the
Assistant Secretary of Defense (Telecommunications) in 1972,
vho subsequently became the Directoz, Telecommunications and
Command and Control Systems, in 1974.

210 See lbOV.; pp. 2"3‘0




Annex C.) The Joint Chiefs of Staff asked the Secretary of
Defense to provide support for the following improvements:
(1) deployment of a survivable space-baged sensor systenm
capable of providing impact points; (2) two sdditional PAVE
PAWS sites and power upgrade to provide assessment;
(3) deployment of programmed Defense Support Program (DSP)
mobile ground terminals with suxvivable communications;
(4) deployment of a space-based sensor system with onboard
processing and direct communications to ground-based and
airborne users; (5) an Air Porce tanker procurement Program
to include full support for the Alirborne Warning and Control
System; (6) a space-based surveillance system to counter the
threat of Jlow-altitude cruise nissiles; (?7) direct
tzansmission of sensor data to the National Military Command
System and the Strategic Air Command; (8) final operational
capability by 1985 for a six-aircraft fleet of E-iBs)
(8) strategic satellite systems and adaptive High Fregquency
prograns; (10) . procurement of 100XW low freguency/very low
frequency transmitters and-: complete implementation of the
Alr Porce Satellite Communications (AFSATCOM) program aboard
postattack . command and control system BEC~135 alrcraft;
{11) the -Navy TACAMO Improvement Program ¢to insure
ocompatible low freguency/Air Force Satellite Communications
System capability. They also wanted the Secretary to secure
Presidential authorization for the following actions: JC8
determination of National Emergency Airborne Command Post
basing, subject to the Presidential response guidelinss;
support for placing the Vice President on the National
Emergency Airborne Command Post at DEPCON 2; and
" consideration of ‘alternative basing for the Presidential
CROWN helicopters.22

32, (BeegX) JCSM-291-79 to SecDef, 1 0ct 79 (JC8
2308/846-1), INF 360 (7 Mar 79).
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&P The Joint Chiefs of staff also endorsed the Navy
strategic conmnectivity study. Of the twenty-two
recommendations contained therein, the Joint Chiefs of Staft
had directed implementation of eleven by the Chief of NWaval
Operations, CINCLANT, and CINCPAC; nine more required
fucrther consideration by their organization, CINCSAC, or the
Defense Communications Agency; and action had already been
initiated on the remaining two. (*or a listing of the
recommendations and the JCS recommendations on each, see
Annex D). The Joint Chiefs of Staff requested the Secretary
to supply funds to implement those recommendations that
could not be accomplished within present program funding,23

(U) The recommendations of the Strategic Air Command and
Navy connectivity studies were for short-term improvements,
and their implementation in the following months began to
strengthen the systems and procedures that 1linked the
National Command Authorities with the strategic forces.. In
addition, several otganizational developments occured that
were designed to enhance strategic connectivity further.

oln £

{(U) At the urging of General Bllis, the Btrategic Air
commander, and GCenezal Jones, the Joint Chiefs of 8taff
established the Joint Strategic Connectivity Staff (JSC$) in
Pebruary 1980. 1In proposing such an entity, General Ellis
- envisioned an organisation to monitor strategic connection
at an operational level as distinot from the Command,
Control, and Communications Systems Directorate of the Joint
Staff which was responsible for planning and coordinating
all command, control, and communications systems including
those that supplied strategic connectivity. The .. Joint

===7I3. @"2X) JC5M=-290-=79 to SecDef, L Oct 79
(JC8 2308/821), JMF 360 (20 Nov 78).
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Strategie Connectivity Staff was an agency of the Jolnt
Chiefs of Staff located at the Strategic Air Command
Headguarters. It wﬁn to give operational and user focus to
tactical warning 'and attack assessaent, = confecrencing,
. emergency action message dissemination, and force status and
L zeporhing--the sysuu that provided strategic comuctivity. CF
'The new Staff would davelop software and hardware and
’ procadural recompendations to insure intoroporabiney,' |
reliability, survivability, endurance, security, and
efficiency to those systenms, In addition, it would
coordinate and reviev connectivity - and -operational -
proceduces among and between the National - Command
Authorities, the National Military Command System, and the
nuclear commanders. It would also recommend exercises to .
test procedures. -
(U) The Joiat Chiefs of Staff naud General Ellig the '
-Director oOf the Joint 8trategic conmctivity Staff, in
addition to his duties as Commander of the Strategic Air
Command. . For the new responsibility, he reported directly
to. the Chairman of the Joint Chiefs of Staff, (For the
Teras of Reference for the Joint Strategic Connectivity

Staff, see Annex P.)34

s at it eeri ce
(¥} rollowing the estadlishment of the Joint suatcgic
. L‘.onnectivity Staff, the Command, Control, and Cmunicationa
Systems Dinctonu of the Joint Staff sav a need for a

"complimentary" system engineering effort to assure .the

' survi’v_ql ‘of minimum essential communications 'foi_." vnttf-at_o'gic '

24. (U) JC8 1977/424, 12 Peb 80; JCSH-$8-80 to CINCSAC,
"3 Mar 80 (JC8 1977/424); JMF 030 JSCS (12 Fredb 80).

'Waah;ngtou s:ag, 2 Aug 80, Dl4. (U) Interview, Willard J.
.' chard B, Bllis, USA! Ret., 6 May ‘82, _
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connectivity. Since the Director of the Defense
Communications Agency served as the system engineer for the
Minimum Essential Emergency Communications Net (MEECN), the
Director of the Command, Control, and Communications
Directorate asked the Defense Communications Agency on
7 October 1980 to recommend the best way to achieve a MEECK-
like focus on strategic comnectivity.25 ' Subsequently, on
23 January 1981, the Director of the Defense Communications
Agency submitted a plan calling for expansion of the MERECN
system enginecxing efforts of the Command and . Control
Pechnical Center (CCTC) in his Agency to tncludt essential
. communications support to all omtger_:cy action functions in
order...to. . accomplish a system engineering approach to
essential communications connectivity.26 Thereafter, on
16 Pebruary 1981,  the Director, Defense Communications
Agency, .created the BStrategic Connectivity Engineering
Office (SCEO) - within the Command and Control Technical
Center . for that purpose. This office would focus on the
functional aress of tactical warning and attack assesssent,
decision conferencing, and force management to determine,
initially, the minimam essential connectivity requirements
and then to take MEECN-llke actions to provide survivable
and enduring systems for those requirements. ~Later, the
Minimum Essential Emergency . Communications . Net
responsibilities would be incozporated into ‘the st:athic
ccnncctivity aninoczing Office a» tpprop:iatc.37 ‘

""'mnrcas—u-ssa-oo to Dir DCA, 7 Oct 80, C35 files.
_ 26.4{S-8XT Memo, Dir DCA to Dir C38, 21 Jan. 81, C38

!110:.
WB—B!)' Memo, Dir DCA to Distribution, °"DCA Support
to Stnthic Connectivity Upgrading,” 10 Mar 81, C3S .filesa.
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Presidential isi . .

(U) While these organisational developments were in
process, President Jimmy Carter reached several policy
decisions that gave added importance to and' priozity for
strategic connectivity. President Carter, 2 former naval
officer, had served on a nuclear submarine and was more
conscious of the problems of strategic command and oontrol
than any previous president.28 After entering office, he,
personally, participated in several command and control
exarcises. In a decision on 1S November 1979, Presidential
Directive 53, he set out the requirement for a survivable
communications system as a component of deterrence. United
States - policy,.  he said, . must. provide for 'éonnuc!:iv!.ty
between the NCA and strategic and other appropriate forces
to support -flexible execution of retaliatory nt:lkea duzing
and after an enemy nuclear attack."29 -

<98~ Subsequently, Presidential Ditective 58 of 30 -June
1980 on continuity of  government zecognized the nesd to
insure the :survival. of. the Presidency under “"the most
stressing. conditions” (extended nuclear attack) to provide
connectivity  between - the. Natfomal Command -Authorities and
the - ‘strategic . -and -other : forces appropriate for flexible
exeacution of retaliatory . strikes during and after an enenmy
nuclear attack, and to give response support for Wational
Command Authority operational ocontzol over the armed forces,
even dJduring protracted nuclear conflict.30  Three weeks
later, --on. 25 July 1980, President Carter issued a  new
puclear - weapons . . employment policy (Presidential
Directive 59). Among other things, the President stated
that "strategic stability in an era of essential equivalence

%5 T0) Intecview, Willard J. Webb with GEN Richard H.
Ellis, USAF Ret., 6 MNay 82.

- gg (U) Extracts of PD/MSC-53, 15 Nov 79, IMP 001
( 30!.(!'8-!:() Extracts of PD/NSC-58, 30 Jun 80, JMF 001
(CY 80) sec 2.
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depends as much on aurvﬁlbiuey of C31 capabilities as it
does on the size and character of strategic arsenals."3l

The NORAD False Ajerts

() In the same period as these Presidential directives,
false missile urningn at the UNorth American Aerospace
Defense Command Cheyenne Mountain Complex brought adverse
public attention to the strategic command, control, and
communications system. As a consequence, however, actions
were taken to improve tactical warning and assessment.

(U) On 9 November 1979, an exercise tape was mistakenly
inserted ino the operational computer system at ths Cheyenne
Mountain Complex., This caused missile wazning displays at
‘the 8trategic Air Command, the National Military Command
Center, and the National Ewmergency Airborne Command Post,
and US forces in North America were placed on alert for
about ten aminutes before the error was oonfirmed, To
preclude a reoccurrence, the Commander of North American
Aerospace Defense established a review board to look {nto
the incident and instituted stringent testing regulations.
In addition, an offsite facility was designed so that
testing of both hardware and goftware as well as training
could be done separately from the operational computer
lystcn 32

A little over six nmonths later, on 3 and 6§ June
J.no, false missile warning indications reoccurred at the

Cheyenne Mountain Cowplex and appeared on the Strategic Air
Command and WNational MNilitary Command Center displays.

S1. Ffs-xx) PD/NSC-SS, 23 Jul 80, JWF 001 (CY 80) sec 3.
- 32, (U) !!ll%,!&itf" Staz, 10 Rov 79, Al. (U) Statement
by LTG James u ngot, usu'. cmom/cmm, in
Heazrings, g ; n Dafer
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Again, it .was quickly determined that the warnings were
erroneocus. The North American Aerospace Defense Command
investigated and determined that a computer chip was at
fault. The particular chip as well as other critical chiys
. vere replaced and circuit boards were rodulqned to prevent
; any repeat incidcnts.33 :

. he Leaf Rep | T |
a’ Following the June 1nc£dont:s, Geheral - Lew

Allcn. Jr., Chief of Staff of the Air Prorce, ordered a
.teview of all aspects of the tactical warning and attkk
_ assessaent systea. The U8 Air Porce Inspector General,
Lieutenant General Howard W. Leaf, conducted the .review
assisted by a group composed of representatives from the
Strategic Air and@ Aerospace Defense .Commands and other
appropriate Air Yorce commands. General Leaf submitted bhis ' i
report in early September 1980. His principal finding was
that the US Alr Force did not recognize or manage tactical
warning and attack assessnent elements as a complete systea.
This condition ocaused divided approaches to acgquisition,
interface, and management of elements; a lack of “end-to-
end” direction for operations concepts, doctrine, and
proceduces; and the absence of a reporting requirement for
tactical warning and attack assessment systems - and
subsystems. General Leaf made a number of recommendations,
the most significant of which called for a warning and
assessaent management organizstion that included a ditccttve
to recognize tactical warning and assessment as a total
system and an cngi.mr organiszation for that system.34

33, Ha rtinqor statement, BHearings, ures of
' Atgagk Warning gy_ggg_g ‘PPe 118-128. more Sun, un’
Recent Palse Ale:ts from the Nation's Missile Attack
‘ mrning Systea,” Senators Gary Hart and Barcy
g:lanm to :.scon on Arnd Services, 9 Oct 80, 9%6th Cong,
’.“a aat £

bm,nr Rpt, IG USAFr, "Special Management Review of
usar Support to the Taectical Warning/Attack Auumnt
System,” 3 Jul-2 Sep 80, C38 files.
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(§) The Air Porce Chief of Staff, General Allen;
-approved the recommendations' for establishment of a tactical
wvarning and attack assessment management ‘organization on
8 October 1980.35 He named the Commander of the Aerospace
Defense Command the executive sanager for the Adir Porce for
the tactical warning and attack assessment systea with
overall responsibility for management and control of the
system end-to-end and for teview of all changes thereto, ,
Also established, effective 1 January 1981, at the Aerospace
Defense Command Headquarters, was the System Integration
Office (8I0). It was charged with functional responsibility
for the architecture, development and maintenance,
subsystems interface and engineering, testing, development,
and acquisition of the tactical warning and attack -

assegssment system.3§

brella Stud

o4 Meantime, the Chairman of the Joint Chiefs of Staff
had also directed a similar review. On 15 July 1980, he
asked the Coummand, Control, and Communications Systems
Directorate to conduct an “umbrella®™ study of the total
tactical warning and attack assessment system. He wanted
shortfalls indentified and improvements recommended. The
Command, Control, and Communications Systems Directorate
published its report, known as the "Umbrella Study," on
6 Pebruary 1981. It reviewed previous studies dealing with
warning and assessaent. PFirst, the Uabrella Study placed

35. m Mamo, CSAF to CINCSAC, CIWCAD, et al.,
*Isplementation of Recommendations in the Special Management
Review of USAF Suypo:t to the Tactical Warning and Attack

8

Assessment Bystem, Oct 80, C38 files.

36. (0) AQs, USAF PMD No. R-8 1044(1)/12313F, “Progranm
Management Directive for the Ballistic Nissile Tactlcal
warning/Attack Assessment (TW/AA) System,” 19 Mar 81,
(7) 810, Ballistic Missile TH/AA Systea Management Plan for
System Integration, 19 Nar 82, sr. 16, 20-21, C38 files.
(0) Interview, Willard J. Wedbb th Comaand
Historian, ADC, 29 Apr 82.

Robert Kipp.
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all previous recommendations and findings from earliez
reviews into six major substantive groupings: sensors,
communications  systems, computers, display  systens,
proceduces, and personnel management. Then it assigned each
of these recommendations to one of four evaluation
categories: (1) gaps -~ where recommendations were not being
addressed, but where action was needed; (2) shortfalls -
where scme acuon had been taken, but vhere more was needed;
(3) valid and ongoing recommendations - wvhere progress was
being made; (4) recommendations not being done -~ where no
action had been undertaken and where the Study concurred
that nothing was required. In sddition, the Umbrella Study
included new recommendations that identified deficiencies
not addressed by previous recommendations. In all, the
Study prnantpd 78 recommendations that needed attention and
71 that were ongoing, These broke down as follows:

Sensors Communi- Couputou Display Procedures Pers/ Total

. —gations Systens Naut
Gaps U 6 4 . 10 3 3 40
Short~ '
falls 10 13 6 5 ‘ 0 8
Ongoing 18 15 8 6 16 11 71

(For a listing of the recommendations, see Annex G),

Ji»The Usbrella Study recommended that the Chairman of
the Joint Chiefs of staff should task identified agencies to
take appropriate action on recommendations in the “gap” and
vghortfall® categories. The Study also urged support of the
Leaf report recommendations concerning managemnent of
tactical warning and attack assessment. In this regard, the
Umbrella Study polinted out that the tactical warning and
attack assessment system included segments beyond the
control of the Air rorce, specifically the tactical warning

47 «Sueunr
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and - attack assessment communications interfaces and
displays, elements under the unified and specified commands,
and responsibilities assigned to the Defense Communications
Agency. The 8tudy proposed that the Chief of Staff of the
Alr Force be Jdesignated the JC8 executive agent for overall
system {ntegration to include interface with the unified and
specified commands and the Defense Communications Agency.3?

(O) Thereafter, on 5 May 1981, the Chairman did direct
the Joint Strategic Connectivity Staff .to monitor the
fisprovements °®specified” in the Umbrella Study and pursue
their “resolution."38 geveral months later, on 17 August
1981, the Joint Chiefs of Staff designated the Chief of
Staff of the Air Porce as their executive agent for
technical {integration of the tactical warning and attack
assessaent system.39 '

07 As a further result of the June 1981 false waraing
alerts, the Assistant Secretary of Defense (C31) asked a
team of experts from outside of the Department of Defense to
100k . -into . the . technical ..aspects of the Worth Amezican
Aerospace Defense Command computer system., The team, headed
by Mr. B.O. Evans, Vice President of the IBN Corpocration,
nade & series of .recommendations for both bardware and
software improvements to enhanoce further the reliability of
the NORAD warning systems, These recoumedations were
caccied out 4in the ensuing wmonths and did bring

improvements. 40

~37. 9 C38, “0JCS Tactical Warning/Attack Assessment
(T8/AA) Study Group Final Report" (Umdrella Study), 6 Feb

81, C38 files.

38(U) CN-911-81 to Dir JSC8, § May 81, C38 files.
. 39, (U) 8SM-369~81 to CBA, CSAF, et al., 17 Aug 81
{ac8 2308/936) JC8M-307-81 to  Sechef, 17 Aug 81

JC8 2308/936); JWF 361 (29 Jul 8l1).
( 40, ‘fgtr, 8.0. Evans, IBM to Dr. Harry Van Trees,

Princt Dep ASD {(C3I) 20 Nov 80, Cc3s files.
{0) Inl::%vtn. Willard J. 'Oiib with LTC E.B. Stevens, Space

Warning and Suxr, Div., C38 Dir., 3 May 82.
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(0) Despite the enhancement ia warning and assessment '
brought about by action resulting from the November 1979 and
June 1980 incidents, not everyone was convinced that the
improvement was sufficient. The acting Comptroller General
of the Governmeat accounting Office, Mc. Milton J. Socolar,
questioned the ability of the North American Aerospace
Defense Command to perform adequately its missile warning
and space surveillance mission. 1In Congressional testimony
the following spring, he attributed the problems experienced
in the North American Aerospace Defense Command computer
development program to “poor planning and poor management
and the attempt to force-fit user requirements to a
particular type of eQuipment.® He claimed to have
documented in over 100 reports since 1965 the failure of the
Depactment of Dafense, the Joint Chiefs of Staff, and the
Sexvices to plan for effective automatic data processing
procurement and implementation, to identify user needs, to
develop function specifications, to provide centralised
aoquisition managament, “and ' to eatablish adequate
accountability,41

The Norgenstern Initiatives

497 Neantime, in early 1580, a panel convened by the
Joint Chiefs of Staff had concluded that the effects of high
altitude electromagnetic pulses could “severely jeopardize"
the capability to execute the Single Integrated Qperational
Plan A working group in the Office of the Secretary of
Defense revieved the panel's work and oconcurred (n the
findings. As a result, Lieutenant General HEillman

bDickinson, USA, Director of the recently established

“—={I"0) statement, Milton J. Socola:s, Hearings, %:_g
o tt £h | ¢ PP 3-8, . (U)uMpfrt. R
s n

ouse e on v Lactions,

ms t_Wen » 15 May 81, ¥ .




Command, Control, and Communications Systens Dtroctoraﬁq of
the Joint Staff, and Mr. John Morgenstern of the office of
the Assistant Secretary of Defense (Command, Control,
Communicatfons, and 1Intelligence) briefed the Worldwide
Military Command and Control Bystem (WWMCCS) Council on this
matter on 28 July 1980, They presented proposed "fixes™ to
harden essential components of strategic command, control,
and coxmuniocationsg syastens against high altitude
electromagnetic pulses. These components  included:
airborne command post aircraft, both the E-¢A and EC-135;
TACAMO relay sircraft; command centers; dedicated landlines;
high altitude nuclear detection (BARD) sensors; and Defense
Satellite Communications Bystem (DSCS) terminals. . Mr.
Morgenstern subsequently addressed the hardening of each of
these components individually with the concerned Servics.
and actions were taken to include the required funding {n
the Service budgets.42

(8¢ Another development that emphasized the need for
enduring strategic connectivity was consideration of a
building block approach to planning for employmant of
nuclear weapons, In reviewing draft nuclear weapons
guidance in late August 1980, the Joint Chiefs of Staff
objected to a proposal that called for development of a set
of "situation-responsive, objective-orientad® building block
options for use of auclear weapons. The Joint Chiefs of
Staff believed the concept was poorly defined snd beyond the
capability of ocurrent planning and systems, including those
for command, control, and communications.43

'I!.x WNMCCS Council Working Paper, “Strategic C3
Survivability,” Executive Summary, n.d. (Jul 80); (U) WeCCs
Council Agends, 28 Jul 803y C files, () 1Interview,
Willard J. Webb with Mr. Joseph Toma, C3 System Evaluation
Div., C38 Dir., 24 May 82,

43, (T8=BX) JCBU-237-80 ¢to SBecDef, 23 Aug 80 (IC8
2430/349-1), JHP 721 (11 Aug 80).
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&iPIn Tesponse to the JC3 objection, the Secretary of
Defense did delete the building block concept from the
guidance. He considered it "essential,* however, to pursue
the matter, He directed the Joint 'Chiefs of Staff, with
assistance from his office, to prepare a building block
concept to provide “increased flexibility in planning and
employment of nuclear weapons--to provide the National
Command Authorities with a mosaic of viable alternatives
rather than the relatively large aggregated attack options
of current SIOP planning.® He wanted a plan for
implementation consistent with US force and command,
control, and communications capabilities &4 The Joint
Chiefs of Staff prepared a study for this task and steering
and working groups were appointed, but preparation of the
actual plan bas not been completed.45 Wonetheless,
consideration of the building block concept has included
recognition that additional command, control, and
communications capabilites will be required.

udget as r C
(U) The various studies on strategic command and control

as well as the North American Aerospace Defense Command
false warnings and the publicity associated with them
brought 1increased attentjon to strategic connectivity both F
within the Department of Defense and in the Adwministration.
This attention extended to the Congress as well where there
was growing awareness oOf the problems associated with

control of nuclear weapons. Beginning in 1977, information -
from the Chairman’'s semi-apnual evaluation of command |

T, ([C) Memo, BecDef to CICH, 24 Oct 80, Att to JC8
2430/349-3, 28 Oct 80; (S) Memo, BecDef to CJCS, 23 Dec 80, .

_ Att to JCS 2430/349-5, 2 Jam 81; JN¥ 721 (11 Aug 80).
45, 40”  JCSM-152-81 to SecDef, 29 Apr 8l
(3CS 2430/349-6), JMF 721 (11 Aug 80). (U) Interview,
Willard J. Webb with LCDR R. M. Rieve, USN, JSR Div., C38

Di:o' 9 Ap: 82,
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ccmttol, and communications systems was incorporated into .
Congressional testimony by various defense officials. with
the establishment of the Command, Control, and
Communications Systems Directorate in the Joint Staff, its
Director, General Dickinson, USA, began to testify before
Congressional committees. Ddzinq those .appearan"ces.,, he

stressad the need for action in the command and _control .

area. In his .first testimony before the Senate Armed
Services Committes, in April 1980, he pointed to the
establishment. of . his Aairectorate as indication of “"the
importance® .. accorded to  command, control,  and.
communications. One of his “key observations® to the
Committee was that the command, control, and. communications
portion of the US fighting system was out of balance. It
vas behind, he said, and "we are dedicated . . . to rectify
that - balance." He pressed this theme in subsequent
Congregsional appearances. 46

(f) This attention in the Department of Defense, 1n the
Adainistration, and in the- Congress resulted in ‘increased
funds for command, control, and communications. In the -
early 1970s, funding for this purpose had remained flat.
the increase between the 1970 and 1974 budgets was $500
million for a total of $6.0 billion and, in view of the
inflation, amounted to little increase at all.47 -1In ‘the
FY 1980 budget, approved in 1979, command, coatrol, and
communications received $7.8 billion,48 an lncruu ‘of only

$1.8 billion in six years. . Thereafter, there was a’ mazked - .

increase. For FY¥ 1981, President Carter budqoted 39 70

18, () ru:mny. LTG Dickinson, Dir €38, Boaringa. oD

Autho » Omte on
ervices, ?l sess, Part 6, pp. 3408-3414. '
47. MG Van C. bleday, '"rnc C3 Buainess,* Signal

 Magazine, Peb 80, p. 21.

: 48, Pigures aze in "then yuz dollars"~--the amount at
th: ciiu of appropriation without subseguent adjustmne for
inflation.
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billion. Subsequently, President Ronald Reagan raised that
figure slightly ¢to $9.77 billion, and the Congress
apppropriated even more-~a total of $10.02 billion, of which
$1.73 was  for  gstrategic command, ocontrol, and
communications, 49

«i@p Just a few days before leaving office in. January
1981, President Carter submitted the PrY 1982 budget that
included an increase of $1.3 billion over his preévious
budget for command, control, and communications, raising the
total smount to $11.2 billion. Immediately, upon entry inmto
office, President Reagan initiated a review of the FY 1982
budget, and the nev Administration submitted a revised
Defense budget that increased the command, control, and
communications figure to $12.4 billion.30

JESd= The Congress thought even more funds were needed ' H
for command, control, and communications. Senator John W,
Warner held special hearings on this natter before the
Subcommittee on Strategic and Theater NWuclear Forces of the
Senate Armed Services Committee in Narch 1981. He was
particularly interested in recommendations for improvements
in the strategic oommand, control, and communications
systems beyond those provided for in the rcevised budget.
Mz, Harry Van Trees, the Acting Assistant Secretary of
Defense (Command, Control, Communications and Intelligence);
General Richard H, Ellis, Commander of the Strategic Alr
Command and Director of the Joint Strategic Connectivity
gtatf; Lisutenant General James V, Hartinger, USAY,
Commander of UNorth American Asrospace Defense; and
Lieutenant General Dickinson all testified and supported
further improvements. General Dickinson stressed the

T 15. ™ gtatistical Tables, Att to MNemo, Dir <C3
Resources, 08D to Dr. Babcock et al., 6§ Mar 81, Ci8 files.
(U) Viewgraph prepared by C38, “C3 Frunding, PY 1980-1983,"
n.d, Apr 82 , C38 files.

50. Statistical Tables, Att to MNemo, Dir C3
Resources, OSD to Dr. Badbcock et al., § Mar 81, C38 f£iles.
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following - ordering "ot priorities to0 realize a  visble
command, control, and communications system. First, he

l1isted the provision of unanbigious warning of enemy attack

to the HNational Command Authorities 'and a survivable

connectivity to pass Nauonal Command Authority orders to

the forces. Current warning and comsunications syatems,

General Dickinson gsaid, were not protected against the

effects of high-altitude bursts (including electromagnetic

pulse, scintillation, and blackout), jamming, or sabotage.

Second, he called for attack assessment information that

identified for the National Command Authorities the nature

of attack by location and scope to allow flexibility in

response strategies. Pinally, he said, information of the

status of surviving forces, both friendly and enemy, was

necessary for reconstitution and follow-on response.5l

_ (U) As a consequence of these hearings, the Subcommittee

recommended and the Congress appropriated additional funds 1
for strategic ocommand, control, and communications in the |
amount of $136.4 million above what President Reagan had
requested. (For a breakdown by specific program, see
Table 1.) The Congress deleted, bowever, some funds in
other areas of the command, control, and communications
program and the total appropriated for command, control, and
communications overall amounted to $12.33 billion for
FY 1982 or approximately §70,000 less than President Reagan
had sought  in his revised budget.52 See Table 2 for a
comparison of appropriations for command, control, and
communications for ry 1980 through FY 1983. .

!I "'m) 'tutiuon{ of LTG chktnm. no::ingn.

Jub
- s.tvieu. 97th c«:mg.. llt 2088,
pp. 26-37. (8) Ltr, Dir c38 (Dickinson) to Senator Joha W.

"Warner, 16 Apr 81, C35 files.
52, C38 Statistical Table, "Recommended C3 Package

with CInC's Priorities,” n.d.,, CI8 files, (U) Viewgraph
prepared by C38, "C3 Punding, PY 1980-1983," n.d. (Apr 82},

same file.,
, 54
ayei=gaenat




TABLE 1

Strategic Command, Control,

and Communications Programs for

which the Congress Appropriated Money in the PY 1952 Budget

Beych what the President Requested

Brograg
PAVE PAMS Expansion

Communication Propagation
through Sointillation Rffects

Electromagnetic Pulse Hardening-
Critical Facilities

PACCS Electromagnetic Pulse
Hardening

Satellite Coverage COntinﬁity
Multi-Mission BATCOM (EREF)

Electrical Power Modernization
Program

8urvivable, Enducing Communications
Total )

55

€ (in millions
$ 3.9

$ 5.2
$ .2

$ 2.0
$65.0
$56.2

‘ . Y-
‘ 3.5
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- TABLE 2
g {ca roome
s 8y
1980 . - - 1981’ ' " 1sm2 ' 1983

FUNCTIOMAL AREA APPROPRIATIONS - APPROPRIATIONS _ APPROPRIATIONS - PRESIDENT'S BUDGET
STRATRGIC C3 | | 1.50 1.713 2.4 2.87
THRATER/TACTICAL C3 e . 139 1.95 | 2.54
WARFARE-RELATED C3 o . 1.83 - | 1.35 1.99
DEFENSE-WIDE C3 - 2.82° - 3.80 | 4.52 5.51
staceaostc wamase ;. c 12'27‘.- . 1.55 1.83
0TAL (THEM YEAR DOLLARS) 7.81 - | R 10.02 | 12.33 14.74
roTAL cons-rm rres DOLLARS. 10,02 o uso _ BB ERE] 14.74

*NEW PUNCTIONAL AREA DEFINITIONS DIVIDEO THEATER/TACTICAL PUNDING
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Progress, 1978-198

(U) The vacious reviews, organlu.ttonnl - developuents,
and budgetary increases to strengthen strategic connactivity
did bring progress. A number of improvements had been
accomplished by the end of 1980. One of the most
significant was the upgrading of the National BRmergency
Airborne Command Post (NEACP) aircraft. Consolidated budget
guidance in 13978 had ocalled for the oconversion of the
surrent E-4A t0 B-4B configuration in order to improve
comnunications performance and curvivnbiuty by increasing

- range, hardening against electromagnetic pulse, and
* strengthening résistance to jamming, and the Strategic Air
. Command : connectivity study had recommended acceleration of

this progran. Necessary planning and programming proceeded,
and - the first . E-4B became operational ducing 1980.
Shulmqontly. two 8-4“ were planned for retrofit to E-4B
configuration,. 1In "adaition, the FY 1982 budget, prepared
during . the fall of. 1980 and sudbmitted to the Congress the
following PFebruary, included provision for retrofit of a
third B-4A, and planning called for acquisition of two new
E~4Bs in FY 1983. and 19584. The result would be a flest of
six ‘B-4Bs for -National he:gomy Airborne Command Post
operations.53 . ~

48P Improvement also occurred in the wa:nlag area. The
percentage of missile ‘'launch detections by the Defense
Bupport Program (DSP) ‘radars increased in the period 1978
through 1980 from approximately 60 to 96 percent. In
addition, .two- Phased Array Radar Warning System (PAVE PAWS)

— 33. ALl information on the progress in the period
1978=1980, unless otherwise stated is €from the C3B
Semiannual Reports on Performance Evaluation of Command,
Control and Communications BSystems gca Systems nnnutlon

Reports) for Oct 78, Apr 79, Oet 79, Apr 80, Oct 80, and

Azr 81. JHr 360 (22 a.p: 78), (27 Oct 78). (11 May 79),
¢ Nay 30), and(ll May 81},
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sites -became operational {n 1980 greatly i{mproving the
ground-based detection and warning against sea-launched
ballistic missiles, The two sites, one in Massachusetts and
one in California, each had a range of 3,000 miles. They
operated in conjunction with the Defense Support Program
satellites to confira launch reports, provide .missile impaot
predictions, determine the number of miss{les in an attack,
and pinpoint probable targets. This new radar systea was .
deficient, however, in ¢two areas. It did not provide
complete coverage of all potential threat areas and had only
a limited attack characterization capability against sea-
launched missiles with multiple, independently-thrgeted
reentry vehicles, PFinally, by the close of 1980, warning *°
had been further strengthened by improvement in the Defense
Support Program data survivability through provision of
mobile ground terminals.

4997 The survivability of strategic connectivity systems .
was increased as well. During 1980, funds were requasted to
harden critical landlines - and TACAMO, E-4A, and RC-135
aircraft. - In addition, programs were undervay to upgsde
command centers in the US European Command and the Norzth
American Asrospace Defense Command Consolidated Operations
Center (C50C} and to develop ground mobile command posts.

«($p Another major action to streagthen strategic
connectivity {n the period 1978-1980 was initiation of
efforts to provide a system for nuclear detonation (NUDE?)
surveillance information. The Strategic Air Cosmand
connectivity study had set forth a need for an enduring
system to confirm US weapons detonations on enemy targets as
wvell as tO assess enemy attacks on the United States and its
allies, As a result, planning began for the Integrated
Operational Muclear Detection System (IOMDS), which involved
placing sensors on Qlobal Positioning System (GpS)
satellites. Secretary of Defense Harold Brown approved the
system in August 1979, and the US Air Porce issued the

58



necessary mnagount directive for the system later in the
y.u." .

dfi» Other strategic connactivity developments in the
same period were improvement in the airborne computer
support program for the Post Attack Command Control 8ysten
(PACCS), already the most survivable element of the US
command, control, and communications system; and increased
Emergency Rocket Communications System (BRCS) sorties and

selection of silo launcher locations to increase launch

survivability. These latter actions were designed to
enhance the probability of RBmergency Rocket Communications
System °flyout® through s hostile enviromment.55 pinally,
in accord with the Strategic Air Command connectivity study,
the Secretary of Defense ' directed in December 1980
procurement of  high frequency radios to improve
communications for presidential helicopters.56

T s ) SHKEM, Command Elgtory, 1979, pp. 80-62.
ss. I d. »
ot 24 Dec 80, Attt ¢o

56. (8) MNemo, socnef to fHecNav,
JC8 2308/909, 22 Jan 81, IMF 360 (24 Dec 80),
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The Raagan Wnistzation—-zncruud ﬁphuu J

(0) On 20 January 1981, Ronald Rngan succeeded Jimmy . .
Cartez as Preasident of the United States.  The new ?resmout .
- had made the adequacy of the US defense posture an issue’ in -
_nu campaign, and he entersd office committed. to. bolstering
'US military strength. As discussed in the previous section,
President Reagan undertook an imsediate review of the
FY 1982 Defense budget prepared by the outgoing.
Administration. Among other things, this review brought an
"increase in the funding request for command, control, and
cosmunications, and this initial interest by President
Reagan and his advisers in command and control, including
strategic 'connectlvity. continued in thé succeeding months.,

The Str ) vi eofi
() An important factor in securing the new
Administration's attention to strategic connectivity was a
briefing on this matter prepared in the Command, Control,
and Communications Systems Directorate of the Joint BStatf.
‘General Dickinson, himself, began this project. He used a
systems approach, placing command, control, .and
communications requirements in a matrix.  Initially, he
employed colored dots for functional aceas such as wirning
- with sensor and radar systems. The ceolozx indxcatcd the
" current capability of the system. Green was good, yellow
marginal, .and zeéd deficiency. Later, the utrix_ " was .
tzanslated {nto 'a pictorial approach with slides  and '
viewgraphs., The briefing was kept current with appropriate
color changes as improvements were made.l

1. (U} 1Interview, Willard J. Webdb with LGEN Hillman
Dickinson, U8A, Dir C38, 25 reb 82. {U) Interview,
Willard J. Webd with LTC Mark B, Smith, USAF, PPB Div., C38 |
Dir., 26 Peb 82.
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#® General Dickinson gave the strategic connectivity -
.briefing to the Operations Deputies on 1 April 1981,2
Thereafter, it was used widely in presentations to Reagan
Administration officials.’” Recipients included the Under
8S8acretary of Defense (Research and Xngineering) and bhis
staff, including the Deputy Under Secretary for Command,
Control, Communications, and Intelligence; the new Secretary
of Defense, Caspar W. Weinberger, and his Deputy, Frank C. -
Catlucci, during the Secretary's £irst JC8 performance
review in July 19681y and members of the White House and
National Security Council staffs, including the President's
science adviser. In addition, General Dickinson used
portions. of . the . briefing in testimony beforéd the
Subcommittes on Strategic and Théater Nuclear Yorces of the
Armed . Sexvices Committee,  The result ‘was an Iincreased
avareress . of the. fragile . condition of strategic
oonnectivity, both in warning capability and emergency
action message transmission.3 .

m! 'ag' E;m - « .

. c:3pf Rarly. on .the Resgan Administration initiated a
review of . strategic - connsctivity. The - issue arose over
consideration . of : the - Extremely LOw PFrequency (ELF)
Comsunications Systen. This aystem - would permit
comaunication with nuclear submarines at oovert depths and “
speeds., - Currently, in order to creceive or transmit
aessages, these submarines had to operate at or near the
surface .and at reduced speeds in order to deploy an antenna,

— 2, Brlefing, LGEN Dickinson to OpsDeps, “Strategic
Connectivity (U0),* 1 Apr 8l; (U) Note to AMD, "Strategioc
Connactivity (U)," 1 Apr 813 IMF 360 (7 Mar 79) sec 3. -

3. (U) Interview, Webb with LIC Smith, 26 Feb 82,
(U) Interview, Willazxd J, Webd with Mr. Joseph Toma, CJ
Systens Bvaluation Div., C38 Dir., 24 May 82. (T8) Draft
Briefing on C3, CJC8 to SecDef (Weinberger), n.d., C38
files. (U) C35M-802-81 to CIC8, 29 Oct 81, CJC8 FPiles 033

C3.
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This, of course, greatly increased the chance of detaction,
and the Extremely Low Prequency System would reduce this
vulrecability. The Carter Administration had approved a
small extremely low frequency test transmitter facility in
Wisconsin and plans ocalled for a second facility in
Minnesota. Then, suddenly, on 20 March 1981, the Secretary
of the Navy questioned the necessity for the system because
of the expense and the lack of survivability of the systeam.
In reaction, President Reagan asked sbout the matter, He
was particularly concerned about the political reaction
against the test faclility in Wisconsin and wanted Deputy
Secretary of Defense Carlucci to look into the gquestion.
Rather than just an assessment of ths extraely low frequency
gystem, the Deputy Sscretary proposed to consider the systenm
in the overall context of gtrategic oconnectivity, The
Secretary of Defense and the President agreed and work began
on the study on 24 april 1981.4 '

(S) President Reagan, however, did not await the results
of this broad connectivity study to make a decision on the
Extrenely Low Freguency System. In April, he elected to
continue further testing at the Wisconsin facility prior to

deciding on a second site.S

4. (IB-BX) C3 Systems BRvaluation Report, Oct 81,

pp- IV-55 ~ IV-56, JNF 360 (11 May 81). (U) Draft Newo, |
DepSecDef to President, “Sxtremely Low Frequency (ELF)

Communication System,® n.d. {(late Rar 81); MNemo, DepSecDef
to SecNav and USecDef(R¢E), "ELF Communication 8Systes,"
28 Jul 8ls (8) Draft Memo, Actg USecDef (R&E) to SecDef and
DepSecDef, "Presidential Decision Required for An Extremely

Low TPreque (BL¥Y) Communications S8System - ACTION
.'Wn.d.' (late Mar 81); OSD (C3I) files.

MENORANDOM
Interview, Willard J. Webb with COL Robert Leahy, USAF,
0SD(C3I), 26 Peb 82, (T8-EX) Wade Report, ?_;gggg_;g
o Revi ummar , S Aug 81, C38 files.

- ystens valuation Report, oOct 81,

p. IV-S6.
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(U) Meantime, the strategic connectivity review was '
carried out by a special executive review board headed by
Dr. James P. Wade, Jr., Principal Deputy Under BSecretary of
Defense (Research and Engineering) and with members from the
Services, the Jolnt Chiefs of Staff6, the Deputy Secretacy

of Defense for Policy, the Deputy Under Secretszy for | L
Command, COnt;ol. Communications, and Intelligence, the '
Assistant Seccetary of Defense (Prograa Analysis and .

Evaluation), the Defense MNuclear Agency, the Defense

Communications Agency, and the Joint Strategic Connectivity
Staff. A working group of representatives of the membéers
444 the actual work of the review. -

«¥8T Dr. wade submitted the completed report, known
thereafter as the "Wade Study," to the Secretary of Defense
on 5 August 1981. It confirmed the f£inding of the Strategic
Alr Command and Navy connectivity studles two years earlier
-=that the United States could not carry out its national

v policy becausa of command, ocontrol, and communiocations
weaknesses., The Wade Study was even more significant than
the earlier studies, hovever, because it was more broad-
baseds It had been prepared by and had the backing of not
only the Joint Chiefs of Staff, but also the Services, the
Office of the Secretary of Defense and the concerned Defense
Agencies.

«889 The Wade Study presented the following conclusions:
(1) improvements in the Soviet Union's nuclear wazface
capability over the past decade seriously threatened US
strategic command, control, and communications capability,
in both initial nuclear exchanges and in protracted nuclear
wary (2) current command, control, and communications would
not provide assuted support for an effective {nitial
response to a nuclear attack on the United States; (3) the

6. The Joint Chiefs of Staff wvere represented by LGEN
Dickinson, USA, Director, C38.
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current US comamand, control, and communications sytems were
not endurable and would not support ' the intelligent

prosecution of a protracted nuclear far; (4) planned

organisation and coordination of surviving post-attack

command, control, and communicationa systems and weapons

systems were inadequate; (5) the United _8tates could not

assure survivability, endurability, or coanectivity of the

national command gsuthority function. These conclusions

floved from major command, control, and communications

deficiencies: in tactical warning and attack assessment

where existing systems were vulnerable to discuption and

destruction from electromagnetic pulse, other high altitude

auclear effects, electronic warfare, sabotage, or physical

attacky; in decision-making where there was inabllity to

assure national command authority survival and connection

with the nuclear forces, especlally under surprise

conditions; and in oommunications systems, which were

susceptible to the game threats as above and which ocould not

" guarantee availability of even ninimum-essential capability
during a protracted war.

«¥57T The Nade Study recognized the impossibilicy of
attaining perfect  strategic command, control, and
communications at all times and under all conditions.
Nonetheless, it d4id believe it possible to upgrade the US
strategic system to assure "a reasonable probablility of
effoctiveness® and to give decision-makers the ability to
defend the United States. effectively and achieve national
objectives. To that end, the Study presented two packages
of recommended actions, The first oontained procedural
changes to be implemented as soon as possible and, in
addition, "programmatic actions® to be funded in the PFY 1983
budget. The second package included actions for the
FY 1984~1988 budgets. Both packages were separated into
categories of tactical warning and attack assessment,
decision-making, and compunications. (vor the specific -
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recommendations, see Annex H.) Estimated FY 1983 funding '
for actions in the first package amounted to $1.9 billien,
Current programming allocated only $1.2 billion for this
purpose, resulting in a $.7 billion shortfall. The total
cost of both recommended psokages of the Wade Study was
$14.7 billion while curcent programming provided only $10.4
billion for an overall estimated shortfall of $4.3 billion,?

The Launch Under Attack Papet

42 While the wade Study was in preparation,
consideration of "launch under attack® (LUA)} options also
brought the adequacy of existing and planned oystm' for
strategic oconnectivity to the attention of the Reagan
Administration. During the spring of 1981, Dr. Richard D.
DeLauxer, Under Secretary of Defense (Research and
Bngineering) asked the Joint Chiefs of gtaff about the
ability of command, control, and communications systems to
sucrvive and get -emergency action messages to the strategic
forcas in various launch' under attack situations, In
response, the Command, Control, and Communications Systems
Directorate prepared an appropriate assessment under two
situations—vhen both sides were alert or "fully generated®
and when the United States was attacked under surprise
conditions with 1ta forces 1a routine alert posture. TPor
enemy attack scenarios, the Command, Control, and
Communications Systems Directorate relied on the current Red
Integrated Strategic Operations Plan (RISOP), recognizing
that actual eneay attacks might be “markedly"™ different.
The Command, Control, and Communications Systems Directorate
concluded that, in a fully generated posture, the
probability of command, control, and comaunications systems

7. (I53-EX) Wade Report, "Strategic Connectivity Review,
Summary Reporte,” 5 Aug 81, C38 files.
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supporting assured execution of launch under attack optionsg
vas "extremely low." The reason was that no combination of
systems and procedures was fast enough to complete the
process of wactning assessment, decision-waking, and
emergency action message dissemination in the time available
(3.5 minutes) between the first submarine-launched ballistic
migsile breakwater and attacks on ocommand, ocontrol, and
communications systems. Wwith regard to an attack under
surprise conditions, the . Command, Control, and
Communications Systems Directorate considered the chance of
current systems supporting launch under attack options as
*moderate to high" for Intecontinental Ballistic Missiles,
"moderate® for bombers, and “low" for nuclear submarines,
I initial or “precursor' attacks were optimized . for
command, control, and communications degradation, however,
the probabui.ty of such systems supporting assured execution
o£ launch under attack options was “low" for all force
elemants., The Command, Control, and Communications Systeams
Directorate listed a number of improvements needed to bring
the probabllity of assured command, ocoatrol, and
communications support for launch under attack options to an
acceptable level. (8e¢ Annex I.) General Dickinson
presented the launch under attack paper to the Operations
Deputies as well as to Dr. DeLaures.?

Muglear Wespons Esployment Policy snd C3 .

(TS} Review of nuclear weapons employment policy also
raised questions about strategic connectivity for the Reagan
Administration. In July 1981, the Under Secretary of
Defense for Policy submitted a draft of a new policy '
statement on this matter to the Secretary of Defense,

= 8. (TB-EX) C38 Paper, "Launch Under Attack (LUA),* n.d.
(Jun 81), C38 files. (U) Interview Willard J. Webb with

LTC Jessie X. Crawford, USAP, C38 Dir., 29 Xar 82.
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Basically, the proposed statement continued the nuolear
weapons  employment polidy developed by the Nixon
Administration? and reaffirmed by Dresidepts Ford and
Carter, Among the new features, the draft statement placed
greater emphasis on the secure reserve foroe (SRP)--"the
subget of our strategic forces that could be wvithheld during
a4 nuclear war and would be capable of enduring survival.®
The draft included provision of an increase in the secure o
reserve force over the next two years to allow for a greater
role and increased flexibility in its employment 10

4B0? The Joint Chlefs of Staff reviewed the draft
nuclear weapons employment policy and, among other things,
doubted the ability of command, control, and communicationa
systems to support an expansion of the secure reserve force.
(The Secure Reserve Porce Study in 197811 had reached this
same conclugion.) Consequently, they questioned any plans
to expand use Of the force without requisite improvements in
comsand, contral, snd communications. They recommended that '
the guidance be modified ¢to atate: "the Secure Reserve
Force shall be increased over time as improvements to both
forces and related C3I permit greater roles for it and
increased flexibility in its employment.™ Subsequently, the
Under Secretary of Defense revised the draft statement to
incorporate the JCS recoamendation regarding the secure

reserve force,l2

;o 5‘ above, p. 13-14.
10. (TS=EX) Memo, USecDef(P) to Secdhef, 14 Jul 81, Att

to JC8 2430/363, 16 Jul 81, JMF 721 (14 Jul 81).

11, See above, pp. 27-24.
12. (C-EX) JCEM-282~81 £0 8echef, 24 Jul 8l

(9CS 2430/363-1); (TS-BX) DJSM 1382-81 to UBecDef(P), 24 Jul

- 81, Att to JCS 2430/363-2, 3 Aug 81» (T8~EX) Memo,
‘gSecDef(P) to SecDef, 7 Aug 81, Att to JC8 2430/363-4,

13 Aug 81; JMr 721 (14 Jul 81).
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The President's Decision on Strategic €3

€7 The results of the Wade Study together with the
conclusions conceraing the launch under attack options and
the secure force convinced President Reagan that stronger
action must be taken to improve strategic connectivity. On
1 Qctober 1981, the President approved a "Strategic Porces
Modernization Program." It included five “"mutually
reinforcing® parts: (1) making strategic communications and
command systems more survivable to assure connectivity with
the nuclear commanders; (2) modernizing the strategic bomber
force by the addition of two new aircraft; (3) increasing
the accuracy and payload of the submarine-launched ballistic
missiles and adding sea-based cruise missiles (SLCM);
(4) improving strategic defenses; (5) deploying a new,
larger, and more accurate land-based ballistic missile. The
President gave the first itea "the highest priority" in the
program, The objective was to develop command and
communications -systems for the strategic forces that could
suzvive and endure before, during, and after a nuclear
attack. "We do not," he said, "have such systems now."
Financial resources required for the entire wmodernization
program would be derived from currently plannad and approved I

Defense budget allocations and any overruns would be
absorbed by reprogamming witbin the agreed budget ceiling.l3

{(U) The President's modecnisation program provided for
{mprovement in strategic command, control, and

communications in three azeas: the survivability,
performance, and coverage o©of warning system cradacs and
satellites; the survivability and capabilities of- the h

command centers that would direct US -forces in a nuclear
war; and the communications systems that linked the command
I3, (3-BX) NSDD 12, 1 Oct B81; (8-EX)} Memo, Asst to Pres

for NBA to V., Pres et al., "Strategic Forces Modernization,"
1 Oct 81; JIMPF 001 (CY 8l) sec 2. '
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centers with the 1legs of the strategic triad. ‘In the
warning area, the program included deployment of mobile
ground terminals to process data from satellites and
upgrading of the satellites themselves. To enhance command |
centers, the President called for deploying E-4B aireraft
coamand - posts, hardening of BC-135 aitcutt command posts
agun:t nuclear effects, and cquippinq the BC-13% conmand
 posts with upgraded satellite and very low. £rcquoncy/1w ' -
tuquency - communications. The measures to fmprove '
communications systems wera development and installation of
- very : low’ frequency/low frequency recelvers on strategic
‘bombers, - improvement in communications to deployed
submarines, .:.and  development - of a new  satellite
communications system to provide extremely high frequency
(EHF) channels to insure two-way comunication between
comnanders and their forces.lé
At a news conference the following day, President
Reagan - announced his  decision on strategic . weapouns
modernization. . The program had three objectives, he said:
‘to act as.a deterzent against any Soviet actions, to provide
the ‘capability to respond to any further growth in the
Soviet forces, and to signal US resolve. The President then
_listed .the aspects of the progzram. In the public listing,
improvement in communications and- control systeas ' was
fourth, -and the President gave no indication that he had
assigned this area ‘the highest priority among the programs. -
In the guesticning that followed,  the ':opoztdn 4id not .ask
about. the. command, control, and communications aspects of
the modernisation.l3 . o :

- — .

II i)} ‘White Houses MNews Roluu, "’rhn Reagan Stntog.to "

’:oqrm'- 2 Oct 1981..
15. (U) President Reagan, *United States Stra ic

Weapons Program,” Remarks and a Question-and-Answer Sess

vith Reporters, 2 Oct 81, k i pPresiden al
%95.!'5031:81.».1 ecDef Briefing o
n at White House, 'ltnuqlc Weapons Systess,” 2 Oct

81, OSD Historical Office files.
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(?P8) Two and a half weeks later, on 19 October 1981,
President Reagan approved a nev nuclear veapons employment
policy that reinforced the importance of strategic
connectivity. The policy called for “substantial
improvement* 13 forces and the supporting command, control,
and intelligence systems to assure the required flexibiliey,
endurance, and effectiveness in a nuclear war of indefinite
duration. The new policy also provided for a secure resezve
force that could be employed after an extended "withhold
peciod.* The President implicitly crecognized the JC3
contention that such a foroe could not be expanded without
improvement in command, control, and communications systems,
and the approved policy statement contained the language
reconnended by the Joint Chiefs of Staffl6 that the secure
regserve force should be increased only as .rapidly as
improvements to both forces and related command, control,
communications, and intellignece permitted.l7

The PY 1983 Budget .
(0) .While the President and his advisers were
considering the strategic weapons modernixation program and
a -nev nuclear weapons employment policy, work had proceeded
on the PY 1983 Defense Budget. 1In June 1981, Deputy
Secretary of Defenss Carlucci issued revised guidance to
strengthen the planning phase of the Planning, Programming,
and Budgeting (PPB) System. Por the command, ooantrol, and
communications area, he directed the Joint Chiefs of Staff
to take the lead in planning systems to support the unified
and specified - commands, Such plans, he said, should
highlight “cross—-Service, cross-command, oross-program, and
international requirements.” The Secretary of Defense's
_staff would provide “guidance, direction, and necessary

18. See above, p. 67-68.
17. (78) NBDD 13, 19 Oct 81, JMF 001 (CY 81) sec 2.
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coordination* to insure {ntegration of systems requirments’
to meet the Secretary's goals and priorities.l8 work on the
FY 1983 budget was already well advanced when this new
directive vas received and, although it had little effect on
the FY 1983 process, it promises to be of much importance in
preparation of future command, control, and communications
hudgotb.
: qﬂ) Guidance for the Five-Year nefenso Program (FYDP), -
' FY 1983-1987, for command, control, and communications ‘
called for significant improvement in missile warning and in !
connectivity with the strategic forces in the early phase of
nuclear conflict. Actions to accomplish these goals
included: enhancement of the survivability of the Defense
Support Program (DSP) satellite system; modernisation of
airborne command posts by buying X~4B aircraft and hardening
existing EC-13S aircraft; provision of sufficient TACANO
aircraft to support the Pacific nuclear submacines;s
aoquisition of super high £frequency (SHF} transponders;
development and partial- funding for an Integrated
; . Operational Nuclear Detonation 8ystem (IOHDS); and
* development of the Reconstitutable Enduring Satellite
Communications (RESC) System (a system to recoastitute an
austere latollitc communications nltwork following an eneny
gikst 1}:1k0.)19 ' ‘ - C

The . Services ;xopared their Program Objective
uaounda (POMs) for the FY 1983 budget to meet the
rive-Year Program objectives, and the Secretary of Defense
reviewed them. Por ths strategic command, control, and
communications area, he thought additional funding wss
gequired to meet the recommendations of the recently

n - o —— s s % e o

=15, (U) Memo, DepSecDef to Secys of MilDepts, CJCS, et .
al., 12 Jun 81,' Att to JC8 2522‘,{01, 22 Jun al'., Jur 538

12 Jun 81).
( 19. U89 DOD Program Review, FY 83-87, rinal Draft, Att

to Memo, BExec Secy, DRB to B8ecDef et al., 4 Aug 81, C3is
files. ' .
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completed Wade Study. Accordingly. the Swretuy 8 Program
Decision Memoranda added approximately $.64 billion for
strategic command, control, and communications systems above
the amount of the recommended Service programs for a total
of $2.61 billion.20 Thereafter the Services prepared budget
revisions, the Budget Rstimate Submissions (BES), to conform
with the Program Decision Memoranda. In the £inal
Department of Defense budget review that followed, still
more funds (approximately $.26 billion) were added for
strategic command, control, end communications systems, and
the final DOD Program Budget Decision (PBD) resulted in a .
total of $2.87 billion, Thus the Secretary of Defense
approved the addition of almost a billion dJdollars . for
strategic command, control, and communications systems in
the PY 1983 Defense Budget beyond what tha Services had
initially requested.2l This increase, undoubtedly,
reflected the President's decision to give command, control,
and commnjications first priority in strategic weapons
modernization.

(U) The $2.87 billlon figure for strategic command,
control, and communications was incorporated . into the
President's FY 1983 budget, submitted to the Congress in
early PFebruary 1982, without change22, (If funding for
various satellite programs, which support strategic command,

) Memos; Dcpaccbcf. to CICS - et al., “Program

Dccuion Memorandum for Defense Agencies and Defense-wide

tams (U),” 2 Oct 8l; DepBechDef tO SecAP, "rrogru

Decision Memorandum for the Dept. of the Air Force (U),°
2 Oct 8l; DepSecbhef to SecMav, "Program Decision Memorandum
for the Dept. of the MNavy (U),° 2 Oct 8l; DepSecdDef to
BecArmy, "Program.Decision MNemorandum for the Dept. of tho

(0)," 2 Oct 81; IMF 557 (2 Oct 81). (S) C38 Paper, PDM
Bvaluation -~ C3 Systems,®” n.d. (Oct 81), C38 files.

21.i497 0SD Paper, "C3I Interim Status Report, PY 83 -
Budget Mission Area,® n.d. (Jan 82); (U) C33 Viewgraph,
"3 !und ng, FY 1980-1983," n.d4. (Apr 82); C38 files.

22. Pres, Msg to the Congress transnittinq rY 1983

Budget, 8 Feb 82, We on
ggg_u_mntg. 15 Feb 82, pP. . o
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control, and communications were added, the total amount
increased even further to $3.74 billion.23) The total
comsand, control and communications program in the
President's FY 1983 budget amounted to $14.74 billion. The .
figures are important, but even more important is the trend. = _
A ‘comparison of funding for command, -control, and
acmunicationi shows a ciqnittcant increase over the past '
four years (See Table 2, p. '56 above.) Punding for -command, .
' control, and comunicntionl ‘overall increassd '-by
approximately 47 percent; for strategic . aspects of the
program, the increase vas over $0 percent,24

Progqress During 1981

(0) The President’s modernization program for strategic
command, control, and comsunications systems, together with
the funding increases in the FY 1983 budget to initiate that
program, promised major improvements {in strategic
oconnectivity. It would take several years, bowever, to see
the sffects of these planned improvements. Even 30, there
were idvances in strategic connectivity in 198i.

(#) During the year command posts were strengthened. In
‘the continuing program to improve the National Emergency
L Airborne Command Post (NEACP)23, the first E-4A aircraft vas
| ' "input” for hardening and retrofit to BE-4B configurltion in
October 1981. The second Z-4A was scheduled for retrofit in .
October 1982. Meantime, the Commander of the Strateglc Air
‘Command indicated that he intended to use upgraded BEC-135
" aireraft for his continuously airdorne command post and had.
no requirement for the B-4B. As a consequence, the Air
FPorce deleted plans to buy two additional B-dBs from its
rY 1983 Program Objective Memorandum. - This action ~would

T 23 #" 0sp Paper, ®Strategic €3 FY 1983 Budget Estimate’

Submission,” 23 Nov 81, C38 files.
? 24. (U) C38 Viewgraph, *C3 Punding, FY 1980-1983," n.d.

(Apr 82), C38 files,
25, Bee above, p. 57 for wearlier aspects of this

progran.
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result  in ‘a fleet of four E-4B aircraft to maintain ground
alert posture for the National Emergency -Airborne Command
post.zg .

{£) Another action in the command post area in 1981 was
the equipping of the airdorne command posts of the nuclear
commanders with APSATCOM terninals, thersby increasing the
redundancy for 8Single Integrated Operational Plan (SIOP)
communications. In addition, 70 percent of the Strategic
Alr Command bombers were equipped with AFSATCOM terminals
further strengthening the survivability of communicationa
with the nuclear forces.

4¢T pPlans for enhancement of the Alternate HNational
Military Command Center moved shead as well., An estimate
for installation of seocure confetencing had been oompleted;
a requiresent for a secure video link betveen the Center and
the Federal ZEmergency Management Agency (FEMA) was
developed; mobile satellite terminals had been requested as
had funds for. electromagnetic pulse protection for the
Center’s power source; and a required operational capability
was being prepared for a high frequency upgrade of the
facility. o '

4= -In the area of -communications, very low
frequency/low  frequency (VLP/LF)  tests during 1981
demonsgtrated the technical {ntezoperability of the €16A (Ailr
Force) and the VERDIN (Navy) systems. As a result,
installation of 616A modems began on the airborne command
posts of the nuclear commanders. This new squipment would
allow {nteroperability with the WNavy very low frequency
systems and supply an anti-jamming capability. The 616A and
the VERDIN, when fully operational, would become part of the
very low frequency/low frequency component of the Kinimum
Essential Emergency Communications Net (MEECN).

—4¢. Al1 information on strategic connectivity
improvements in 1981 {s from (T8) C38 Evaluation Report,
Oct 81, JMP 360 (11 May 81) sec 2, and (T8) C38 Bvaluation

Report, Apr 82, JMF 360 (17 Jun 82).
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wor Other communications developments were the
President's approval in April 1981, as described aboveld?, to
continue the Extremely Low Frequency (ELF) Communications
System test facility in wisconsin and the subsequent
approui on 8 October 1981 for a second site in Minnesota.
In addition, in July 19681, three installations of the
AUTODIN II network became operational and a fourth
installation was added {n October 1981. This system vas
designed to improve the transaission of computer data, but
questions quickly acose. Purther development of the system

is now in doudt,

.46/ In the. warning and @essessment area, the
tooomudatlons of the Command, Control, and Communications
Systems Directorate Umbrella Btudy28 were being.monitored by
the . Joint . Strategic. Connectivity Staff to -insurs
aeooupns!nune. .. To mpport the President's strategic
weapons nodornintlon p:ogru. vacious improvements to
tlctl.cal. mnlng and aeml: assessment systems were apptond
for implementation tbough none were yet. operational. These
1nc1udodzﬁ, for. thc Dotcuo aum:t Program (DSP)-satellite
sensot onhmmnts, mobile ground processing stations, and
upg_“udlng .of the Ground Communicstions Wetwork (GCM); for
the Ballistic Missile RZarly Warning System (BNEWS) - missile
aﬁd, radar upgtu!.ng and provision of electronic
eountunuu:u "um:l.ynu"; for the Sea-Launched Ballistic
liuuo (suu) -radar system « addition of two PAVE PAWS
sites; f.n .the .goutheast and southwest United States and a

pover umadc to: .the o:tlung PAVE PANB gites.

_:T-“. abovo, Pe 63,
28, See above, pp. 46-48.
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(U) In the four years, 1978 through 1981, griat progress
vas nade in strengthening strategic connectivity. Its
tenucus nature had been brought to the attention of the
Joint Chiefs of Staff, the Secretary of Defense, and the
Prasident. In response, the President bad approved a
strategic weapons modernfization program that gave highest
priority to the area of comamunications and command systenms.
TO carry out this program, the President approved a Fy 1983
budget that represented a 90 percent increase over the level
of four years earlier for strategic command and control.
Survivable  and endurxing strategic comnectivity still
remained to be achieved, but movement toward.that goal wvas
real. :




