(B)(6) | IBNEN A., Capt., DHRA

From: I A, Capt., DHRA
Sent: Thursday, June 23, 2005 9:52 AM
To: fhM6L | BBl D, CIV, DHRA
Subject: draft ot
INFORMATION PAPER

SUBJECT: Joint Advertising, Market Research and Studies

BACKGROUND/DISCUSSION: The Joint Advertising Direct Market Research and Studies (JAMRS) Direct
Marketing Program efforts support Service-level recruiting and influencer outreach. JAMRS provides the
Services with contact information on millions of prospective recruits annually through five efforts: Joint Leads,
College File, High School Master File, Selective Service File, and Permanent Suppression File. Beyond list
management services, DM outreach initiatives include targeted fulfillment pieces directed at influencers.

In 2002 JAMRS conducted an assessment of all Direct Marketing activities to ensure that the Services needs
and requirements were being met. JAMRS concluded that it would be more

cost efficient to deliver and distribute the lists by creating a consolidated database that would allow us to better
manage the collection of this information. JAMRS effort to consolidate this data began in 2002.

JAMRS considered numerous firms before contracting with BeNOW. JAMRS awarded BeNOW’s the contract
in Sept 2003 to manage the data around $400K. '

JAMRS was under the umbrella of the Defense Manpower Data Collection (DMDC) Center which had a
Privacy Act systems notice that JAMRS operated under. JAMRS collects data in accordance with all required
Federal regulations.

In 2002 JAMRS reorganized under the Defense Human Resource Activity (DHRA) moving from DMDC. It
was not until 2004 that JAMRS realized that it needed to submit a separate systems notice. JAMRS began
working the systems notice over a year ago. The systems notice went into the Federal Register May 22, 2005.
The 30-day comment period ended yesterday.

Prepared by: JAMRS (DHRA),

Capt. BN A.
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200

Arlington, VA 22203-1613
W. Bt

F-lia
ITNY7A) lithMAY : ]
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[(B)(G) ] VAW A., Capt., DHRA

From: [fBMa] Y1 D, CIV, DHRA

Sent: Thursday, June 23, 2005 8:21 AM

To: A., Capt., DHRA

Cc: [ Maj., DHRA

Subject: Fw: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

call [ASEE] now and let her know how long we have been doing this

ki dddkkdk ko dkhrdk bk kdkk kb hdhkkdhkdhkd

FIRYA R iRY7A |
Defense Human Resources Activity (DHRA)
Program Manager, JAMRS
ey 1

From: il ] LtCol, OASD-PA RAI]

To: [[BiA - ] P, CAPT, OSD-PsR [{RilG) [Bar ] A b,
CI1v, T : : :

cc: [RaY A., Capt., DHRA ey 1 ]
Maj., DHRA [RME

Sent: Thu Jun 23 08:18:48 2005
Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Mr. [(EBSFEVT] I need to do a briefing card for SECDEF's hearing by 0900 today. Please call
me!!! I need answer the question: Have we collected this information before? El

From: P, CAPT, OSD-P&R
Sent: Thursday, June 23, 2005 7:43 AM

To: Hb, CIV, DHRA
Cec: [fRMAY] A., Capt., DHRA; [[EMAVN YA Maj., DHRA; [RMANN [RNEN LtCol,
OASD-PA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

I'm sure your front office will need something too. Thanks [[Eifal OBTW there are FOIA
requests into all the services on directory info handling

V/r Captain [{B)@) | [ESEAN USN

Deputy Director, Accession Policy
QUSD/MPP/AP (2B271)
ey ]

----- Original Message-----

From: [[ByAay | EESE D, CIV, DHRA

Sent: Thursday, June 23, 2005 7:31 AM

To: _b P, CAPT, OSD-P&R

Cc: [[BiEY A., Capt., DHRA; [[Rifgy | [ Maj., DHRA

Subject: Re: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Yes sir. We are bringing [EWEN] up to speed this morning. We will have something for you
and Dr. G a little later this morning. We need to get something (quick info paper) to you
guys to give to Mr. Carr and above.

Thanks, R

dededevehdedededrde vk bbbk hkkkhh kb h ki hx

a0 ]
Defense Human Resources Activity (DHRA)
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Proiram Manager, JAMRS

----- Original Message
From: ﬁ B . CAPT, OSD-P&R
To: JIE BB D, CIV, DHRA

Sent: Thu Jun 23 07:25:14 2005
Subject: FW: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

[[BE] This you?

v/r captain [ WEED UsN
Deputy Director, Accession Policy
OUSD/MPP/AP (2B271)

I

From: | BN 5, 1tCol, JCS J1
Sent: Thursday, June 23, 2005 6:30 AM

To: R o, c1iv, OSD-P&R

cor Bl E., CIv, OSD-P&R;

crv, oso-psR; I M “aj, JCs J1
Subject: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05
Importance: High

Good morning

We're in process of preparing new CJCS and VCJCS for upcoming Confirmation Hearings ...
additionally, we're prepping current CJCS for OPINTEL Testimony. We saw this article this
morning and wondered if you'd seen it ... and if there's any truth to the [N

looking for some bullets,we can share in case the question is asked.

Thanks much for your help ... v/r ... [l
20 D. [ Lt Col, USAF

Chief, Director's Actions Group
Jcs/J-1, Pentagon, 1E1044
psy I -

Washington Post

June 23, 2005

Pg. 1

Pentagon Creating Student Database

Recruiting Tool For Military Raises Privacy Concerns By Jonathan Krim, Washington Post
Staff Writer The Defense Department began working yesterday with a private marketing firm
to create a database of high school students ages 16 to 18 and all college students to
help the military identify potential recruits in a time of dwindling enlistment in some
branches. The program is provoking a furor among privacy advocates. The new database will
include personal information including birth dates, Social Security numbers, e-mail
addresses, grade-point averages, ethnicity and what subjects the students are studying.
The data will be managed by BeNow Inc. of Wakefield, Mass., one of many marketing firms
that use computers to analyze large amounts of data to target potential customers based on
their personal profiles and habits. "The purpose of the system . . . is to provide a
single central facility within the Department of Defense to compile, process and
distribute files of individuals who meet age and minimum school requirements for military
service," according to the official notice of the program. Privacy advocates said the plan
appeared to be an effort to circumvent laws that restrict the government's right to
collect or hold citizen information by turning to private firms to do the work. Some
information on high school students already is given to military recruiters in a separate
program under provisions of the 2002 No Child Left Behind Act. Recruiters have been using
the information to contact students at home, angering some parents and school districts
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around the country. School systems that fail to provide that information risk losing
federal funds, although individual parents or students can withhold information that would
be transferred to the military by their districts. John Moriarty, president of the PTA at
Walter Johnson High School in Bethesda, said the issue has "generated a great deal of
angst” among many parents participating in an e-mail discussion group. Under the new
system, additional data will be collected from commercial data brokers, state drivers®
license records and other sources, including information already held by the military.
"Using multiple sources allows the compilation of a more complete list of eligible
candidates to join the military," according to written statements provided by Pentagon
spokeswoman Lt. Col. Ellen Krenke in response to questions. "This program is important
because it helps bolster the effectiveness of all the services' recruiting and retention
efforts." The Pentagon's statements added that anyone can "opt out” of the system by
providing detailed personal information that will be kept in a separate "suppression
file." That file will be matched with the full database regularly to ensure that those who
do not wish to be contacted are not, according to the Pentagon. But privacy advocates said
using database marketers for military recruitment is inappropriate. "We support the U.S.
armed forces, and understand that DoD faces serious challenges in recruiting for the
military,” a coalition of privacy groups wrote to the Pentagon after notice of the program
was published in the Federal Register a month ‘ago. "But . . . the collection of this
information is not consistent with the Privacy Act, which was passed by Congress to reduce
the government's collection of personal information on Americans."™ Chris Jay Hoofnagle,
West Coast director of the Electronic Privacy Information Center, called the system "an
audacious plan to target-market kids, as young as 16, for military solicitation.” He added
that collecting Social Security numbers was not only unnecessary but posed a needless risk
of identity fraud. Theft of Social Security numbers and other personal information from
data brokers, government agencies, financial institutions and other companies is rampant.
"What's ironic is that the private sector has ways of uniquely identifying individuals
without using Social Security numbers for marketing," he said. The Pentagon statements
said the military is "acutely aware of the substantial security required to protect
personal data," and that Social Security numbers will be used only to "provide a higher
degree of accuracy in matching duplicate data records." The Pentagon said it routinely
monitors its vendors to ensure compliance with its security standards. Krenke said she did
not know how much the contract with BeNow was worth, or whether it was bid competitively.
Officials at BeNow did not return several messages seeking comment. The company's Web site
does not have a published privacy policy, nor does it list either a chief privacy officer
or security officer on its executive team. According to the Federal Register notice, the
data will be open to "those who require the records in the performance of their official
duties.” It said the data would be protected by passwords. The system also gives the
Pentagon the right, without notifying citizens, to share the data for numerous uses
outside the military, including with law enforcement, state tax authorities and Congress.
Some see the program as part of a growing encroachment of government into private lives,
particularly since the Sept. 11, 2001, terrorist attacks. "It's just typical of how
voracious government is when it comes to personal information," said James W. Harper, a
privacy expert with the Cato Institute, a libertarian think tank. "Defense is an area
where government has a legitimate responsibility . . . but there are a lot of data fields
they don't need and shouldn't be keeping. Ethnicity strikes me as particularly
inappropriate.” Yesterday, the New York Times reported that the Social Security
Administration relaxed its privacy policies and provided data on citizens to the FBI in
connection with terrorism investigations.

N N Lt Col, USAF

Chief, Director's Actions Group
JCS/J-1, Pentagon, 1E1044
pDsN I or
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B /., Capt., DHRA

From: ol B8 D, CIV, DHRA

Sent: Thursday, June 23, 2005 7:57 AM

To: A., Capt, DHRA

Subject: Re: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Thanks for the email because I was a bit bent out of shape about it. I appreciate the
acknowledgement of “dropping the ball”. Let's fix and press on. I'm GTG.

dkdkdrhkhhkdrokddr kbbb ki ko ko hdkh
R S
Defense Human Resources Activity {DERA)
Program Manager, JAMRS

g

: N EEEE D, CIV, DHRA :
Sent: Thu Jun 23 07:36:55 2005
Subject: Re: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Sorry about that! We got caught up with prepping the Q and A yesterday. Intended to
contact today. We were working on that stuff until 1830 yesterday. Certainly didn't
think it would get this big. Dropped the ball!

V/r

Program Officer, JAMRS

Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlingten, VA 22203-1613

Sent: Thu Jun 23 07:31:25 2005
Subject: Re: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Yes sir. We are bringing EMMENS up to speed this morning. We will have something for you
and Dr. G a little later this morning. We need to get something {quick info paper) to you

guys to give to Mr, Eland above.
Thanks, HEEER
t2 2 X 2RSS 2RSSR SRS RS RS EREE TR R T

Defense Human Resources Activity {DERA)}
Program Manager, JAMRS
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From: [[BVET P, CAPT, OSD-P&R
To: [fBM&Yy ] [[ESA D, CIV, DHRA

Sent: Thu Jun 23 07:25:14 2005
Subject: FW: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

This you?
v/r captain [ WEEE UsN

Deputy Director, Accession Policy
OUSD/MPP/AP (2B271)
]

From: [ B ©, 1tCol, JCs J1
Sent: Thursday, June 23, 2005 6:30 AM
To: h J, CIV, OSD-P&R
Bl ., civ, osp-PsR; I (WA P, CAPT, OSD-P&R; [(BMEW A

Ce:
civ, osp-PsR; Maj, JCS Jl
Subject: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Importance: High
Good morning [(BYWAYY]

We're in process of preparing new CJCS and VCJCS for upcoming Confirmation Hearings ...
additionally, we're prepping current CJCS for OPINTEL Testimony. We saw this article this
morning and wondered if you'd seen it ... and if there's any truth to the [ESZENT] If so,
looking for some bullets we can share in case the question is asked.

Thanks much for your help ... v/r ... [

Chief, Director's Actions Group
JCS/J-1, Pentagon, 1E1044
psN N o:

Washington Post

June 23, 2005

Pg. 1

Pentagon Creating Student Database

Recruiting Tool For Military Raises Privacy Concerns

By Jonathan Krim, Washington Post Staff Writer

The Defense Department began working yesterday with a private marketing firm to create a
database of high school students ages 16 to 18 and all college students to help the
military identify potential recruits in a time of dwindling enlistment in some branches.
The program is provoking a furor among privacy advocates. The new database will include
personal information including birth dates, Social Security numbers, e-mail addresses,
grade-point averages, ethnicity and what subjects the students are studying. The data will
be managed by BeNow Inc. of Wakefield, Mass., one of many marketing firms that use
computers to analyze large amounts of data to target potential customers based on their
personal profiles and habits. "The purpose of the system . . . is to provide a single
central facility within the Department of Defense to compile, process and distribute files
of individuals who meet age and minimum school requirements for military service,”
according to the official notice of the program. Privacy advocates said the plan appeared
to be an effort to circumvent laws that restrict the government's right to collect or hold
citizen information by turning to private firms to do the work. Some information on high
school students already is given to military recruiters in a separate program under
provisions of the 2002 No Child Left Behind Act. Recruiters have been using the
information to contact students at home, angering some parents and school districts around
the country. School systems that fail to provide that information risk losing federal
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funds, although individual parents or students can withhold information that would be
transferred to the military by their districts. John Moriarty, president of the PTA at
Walter Johnson High School in Bethesda, said the issue has "generated a great deal of
angst” among many parents participating in an e-mail discussion group. Under the new
system, additional data will be collected from commercial data brokers, state drivers'
license records and other sources, including information already held by the military.
"Using multiple sources allows the compilation of a more complete list of eligible
candidates to join the military," according to written statements provided by Pentagon
spokeswoman Lt. Col. Ellen Krenke in response to questions. "This program is important
because it helps bolster the effectiveness of all the services' recruiting and retention
efforts."” The Pentagon's statements added that anyone can "opt out” of the system by
providing detailed personal information that will be kept in a separate "suppression
file." That file will be matched with the full database regularly to ensure that those who
do not wish to be contacted are not, according to the Pentagon. But privacy advocates said
using database marketers for military recruitment is inappropriate. "We support the U.S.
armed forces, and understand that DoD faces serious challenges in recruiting for the
military," a coalition of privacy groups wrote to the Pentagon after notice of the program
was published in the Federal Register a month ago. "But . . . the‘collection of this
information is not consistent with the Privacy Act, which was passed by Congress to reduce
the government's collection of personal information on Americans." Chris Jay Hoofnagle,
West Coast director of the Electronic Privacy Information Center, called the system "an
audacious plan to target-market kids, as young as 16, for military solicitation." He added
that collecting Social Security numbers was not only unnecessary but posed a needless risk
of identity fraud. Theft of Social Security numbers and other personal information from
data brokers, government agencies, financial institutions and other companies is rampant.
"What's ironic is that the private sector has ways of uniquely identifying individuals
without using Social Security numbers for marketing," he said. The Pentagon statements
said the military is "acutely aware of the substantial security required to protect
personal data," and that Social Security numbers will be used only to "provide a higher
degree of accuracy in matching duplicate data records." The Pentagon said it routinely
monitors its vendors to ensure compliance with its security standards. Krenke said she did
not know how much the contract with BeNow was worth, or whether it was bid competitively.
Officials at BeNow did not return several messages seeking comment. The company's Web site
does not have a published privacy policy, nor does it list either a chief privacy officer
or security officer on its executive team. According to the Federal Register notice, the
data will be open to "those who require the records in the performance of their official
duties.™ It said the data would be protected by passwords. The system also gives the
Pentagon the right, without notifying citizens, to share the data for numerous uses
outside the military, including with law enforcement, state tax authorities and Congress.
Some see the program as part of a growing encroachment of government into private lives,
particularly since the Sept. 11, 2001, terrorist attacks. "It's just typical of how
voracious government is when it comes to personal information,” said James W. Harper, a
privacy expert with the Cato Institute, a libertarian think tank. "Defense is an area
where government has a legitimate responsibility . . . but there are a lot of data fields
they don't need and shouldn't be keeping. Ethnicity strikes me as particularly
inappropriate.” Yesterday, the New York Times reported that the Social Security
Administration relaxed its privacy policies and provided data on citizens to the FBI in
connection with terrorism investigations.

1 BN Lt Col, USAF

Chief, Director's Actions Group

1, Pentagon, 1E1044
N or RRTEE
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(GG W& A., Capt., DHRA

To:
Cce:

i 5, s,

[ 2 - D, clv, DHMI TISY7AY

Subject: RE: New York Times inquiry on BeNow

You have all we have at this time, as far as | know. [[B}lis at the Pentagon attending a meeting on this subject. More to
follow.

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200 ’ )
Arlington, VA 22203-1613

-—--Original Message-----
From: SN RN
Sent: Thursday, June 23, 2005 4:12 PM

To: [ D, c1v DHRA; 1 @ Maj., DHRA

Ce N6, 0] [ OSSN T3/ ISR A., Capt., DHRA
Subject: New York Tmes mqunry on BeNow

Importance: High

and Maijor,

Received a call from Damien Cave, a reporter for the New York Times (te!: IIINIIIIR. He wanted to know the
relationship between BeNow and Mullen. | answered that BeNow was a subcontractor to Mullen and provides
database management services.

| referred him to the Public Affairs office at the Pentagon. He had already contacted them and was waiting for more
information from them.

Please let me know if you have any questions or comments.

Thanks, AN

107

From: [ERME ™ [[HY] Maj., DHRA @
Sent: Thursday, June 23, 2005 4:42 PM _



(D)) W& A., Capt., DHRA

From: ((RME] BNl Maj., DHRA @
Sent: Thursday, June 23, 2005 3:25 PM

To: CIV, WHS/ESD; [fBRX&] Clv, OSD/DPO

Ce: F Ms OCA; L., CIV, DHRA; [fR}f6) ] lRXI D, CIV, DHRA;
A., Capt, DHRA; [fB3] Maj., DHRA

Subject: FW: Public Requests for Contract information

Sir, FYI

————— Original Message-———-
From: [ Maj., DHRA
To: [(RMA}] LtCol, OASD-PA

[ F Ms oCh [(h
[ D, CIV, DHRA |fh

A., Capt., DHRA

' L., CIV, DHRA
Lt., DHRA
CIV, DHRA

J., LTJIG,

Sent: Thu Jun 23 15:03:17 2005
Subject: Public Requests for Contract Information

All requests {for part or whole copies) of the BeNOW subcontract should be requested
through FOIA Army I [BETE N

She is JAMRS FOIA POC for contracting issues because the contract was written and managed
by the Army.

She works for the Chief Attorney who is the right arm of the Sec of the Army (a SES
Civilian Adnin Assit (4 star ) NS

Any requests can be faxed to her at [ENAINNNNNN or emailed [REY

vr
S N vo3., UsAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

P [ A v [ ([

WWW.jamrs.org
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[(b)(6) ] & A., Capt., DHRA

[[BMEY] I Maj., DHRA ( a
Thursday, June 23, 2005 3:03 PM

From:
Sent:
To: -mCol, OASD-PA
Ce: F Ms OCA,; [l I I D, CIV, DHRA; [ ]
A. Capt., DHRA; J., LTJG, DHRA; L. CIV, DHRA;
Lt., DHRA CIV, DHRA
Subject: Public Requests for Contract Information

All ﬁuests (for part or whole copies) of the BeNOW subcontract should be requested through FOIA Army [ERM&EYT]

She is JAMRS FOIA POC for contracting issues because the contract was written and managed by the Army.
iie works for the Chief Attorney who is the right arm of the Sec of the Army {a SES Civilian Admin Assit (4 star )-

Any requests can be faxed to her at [ERM&Y"""1] or emailed [{F}G

] [z M., usaF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

115




- RET A., Capt., DHRA

From: RMENE [ Mai., DHRA @

Sent: Thursday, June 23, 2005 2:18 PM

To: LtCol, OASD-PA

Ce: D, CIV, DHRA; N I /.., Capt., DHRA; (R [(R)(GY] [
Bl J., LTJG, DHRA

Subject: RE: WASH POST: JAMRS Response about database

checking

vr

BN S o, USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

B ) G v [y e ]

WWW.jamrs.org

From: LtCol, OASD-PA

Sent: Thursday, June 23, 2005 2:10 PM

To: [B8F] Maj., DHRA

Ce: [BSA D, C1V, DHRA; [[Eizy] I A., Capt., DHRA; [ [RYE A
[(hyAaY Bl J., 1LTJG, DHRA

Subject: RE: WASH POST: JAMRS Response about database

What about the details of the contract? Do we have them?-

From: B Maj., DHRA

Sent: Thursday, June 23, 2005 2:06 PM

To: [RA LtCol, OASD-PA

Cc: [RMAY D, CIV, DHRA; [[ifay] [N A., Capt., DHRA; Y7AM| Y730
@ A 5., LTIG, DHRA

Subject: RE: WASH POST: JAMRS Response about database

Requests for copies of the contract must go through proper FOI channels. According to our
lawyer, a copy of the BeNOW contract has been requested through FOIA. The requester you
have may be the same agency requesting through legal?

vr

B N vo;.. UsAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

B Y] a1 W [y ] | ]

WwWW.Jjamrs.org

————— Original Message-----

From: [fRWEV] I LtCol, OASD-PA

Sent: Wednesday, June 22, 2005 7:17 PM

To: [[RNENT] BN Maj., DHRA

Subject: RE: WASH POST: JAMRS Response about database
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EEEl He wants to follow-up tomorrow. He also needs the contract information, the v lue,
sole source, etc. Finally, he requested a copy of the contract with BeNow. Thanks!
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[(B)(G) ] [MENEN A., Capt., DHRA

From: (6] I Maj., DHRA

Sent: Thursday, June 23, 2005 2:19 PM

To: L., CiV, DHRA

Ce: [ D, CIV, DHRA; [[B\(#] (&M A., Capt., DHRA
Subject: FW: WASH POST: JAMRS Response about database

[ I don't think we can disclose any details of the contract right? It all has to go
through FOI?

VI
B N va;., USAE
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613
] e v ] e

WWW.jamrs.org

————— Original Message-----

From: [[Ey B LtCol, OASD-PA

Sent: Thursday, June 23, 2005 2:10 PM

To: [ Maj., DHRA

Ce: [@3@ D, CIV, DHRA; [[Aifey] FENENNN A., Capt., DHRA; [ [[HyAN D
B J., LTJG, DHRA

Subject: RE: WASH POST: JAMRS Response about database

What about the details of the contract? Do we have them?.

Original Message-----

From: I Maj., DHRA

Sent: Thursday, June 23, 2005 2:06 PM

To: [(RYEY] LtCol, OASD-PA

Cc: 7 D, CIV, DHRA; [[Riay| FEWFEWS A., Capt., DHRA; [ [RYey] B0 [RMaE
J., LTJG, DHRA

Subject: RE: WASH POST: JAMRS Response about database

Requests for copies of the contract must go through proper FOI channels. According to our
lawyer, a copy of the BeNOW contract has been requested through FOIA. The requester you
have may be the same agency requesting through legal?

vIr

R NN vo;., UsAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200 “
Arlington, VA 22203-1613

R O W

WwwW.jamrs.org

----- Original Message————-

From: LtCol, OASD-PA

Sent: Wednesday, June 22, 2005 7:17 PM

To: [[RMAYT] WM Maj., DHRA

Subject: RE: WASH POST: JAMRS Response about database

118



-

]

[ He wants to follow-up tomorrow. He also needs the contract information, the value,
sole source, etc. Finally, he requested a copy of the contract with BeNow. Thanks!
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[GGI] [ A, Capt., DHRA !

From: [(RX&Y] [(RE] LtCol, OASD-PA

Sent: Thursday, June 23, 2005 2:10 PM

To: Maj., DHRA

Cc: D, CIV, DHRA; I MENESSN A., Capt., DHRA; [N [(RY6)] (6500
BN J., LTJG, DHRA

Subject: RE: WASH POST: JAMRS Response about database

What about the details of the contract? Do we have them?-

————— Original Message-——--

Fron: NN MR va)., DHRA

Sent: Thursday, June 23, 2005 2:06 PM

To: [fR¥AY] LtCol, OASD-PA

Cc: [fWey ) [ESA D, CIV, DHRA; [[AiAy] EESEENEN A., Capt., DHRA; R [[RATY A0 [[ET
[(B@&y ] B8d J., LTJG, DHRA

Subject: RE: WASH POST: JAMRS Response about database

Requests for copies of the contract must go through proper FOI channels. According to our
lawyer, a copy of the BeNOW contract has been requested through FOIA. The requester you
have may be the same agency requesting through legal?

vY

B D ve;., UsaF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

N 0 T v [ e

WwWww.jamrs.org

————— Original Message--—--

From: B 1tCol, OASD-PA

Sent: Wednesday, June 22, 2005 7:17 PM

To: B Maj., DHRA

Subject: RE: WASH POST: JAMRS Response about database

[ASF He wants to follow-up tomorrow. He also needs the contract information, the e,
sole source, etc. Finally, he requested a copy of the contract with BeNow. Thanks!
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[ B A, Capt., DHRA

From: [(BXEY ] [ Maj., DHRA
Sent: Thursday, June 23, 2005 12:20 PM
To: ‘hA Capt., DHRA
Ce: (@31 D, CIV, DHRA

Subject: FW: Information paper?

Get with your best source to get an electronic copy. If it has $ we can tell them that that is not releasable.

Joint Advenlslng Market Rasearch and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA22203-1613
e ] e
www.jamrs.org

—Original Message—

From: [ERME] [FB3] LtCot, OASD-PA

Sent: Thursday, June 23, 2005 12:18 PM

To: ﬁ Maj., DHRA

Ca: A., Capt., DHRA; [fRN(AY | BEI D, C1V, DHRA; [{is}] [A=] L., C1v, DHRA
Subject: RE: Information paper?

Also, do you have a copy of BeNow's contract?.

——QOriginal Message—
From: ((RMAY] [FRY] Maj., DHRA

Sent: Thursday, June 23, 2005 12:13 PM

To: LtCol, OASD-PA

Cc: A., Capt., DHRA; [[ENIENY NI D, CIv, DHRA; [[353]] (] L., CIV, DHRA
Subject: RE: Information papet?

<< File: JAMRRDNotice.pdf >> attached is the systems notice

I,
rixw 5
Joint Advertising Markat Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-163

M.igmrs,o:p
—Original Mesage—
From: [R3] LtCol, OASD-PA

Sent: Tnursday, June 23, 2005 12:06 PM
To: [5X] Maj., DHRA
Subject: RE: Information paper?

If the questions that | sent to you aren't answered by the information paper. Please provide those responses to
me. Also where do | get a copy of the Federal Register notice? Thanks,

~—~QOriginal Mmge———-
From: ! Maj., DHRA
Sent: Thursday, June 23, 2005 12:01 PM
To: LtCol, OASD-PA
Cc: A., Capt,, DHRA; [IIIIEEN W D, C1v, DHRA; [IRIIEN] (851 )., LTIG, DHRA
Subject: RE: Information paper?

It's in coord here. We will send you a copy once its GTG.
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Vi) g way, usar
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613
TRE s B ] ez

S<WWW.Jamrs.org>>
—Original Message—-
From: (R3] [fRY] LiCol, OASD-PA
Sent: Thursday, June 23, 2005 11:56 AM
To: ﬂ Maj., DHRA
Cc: A., Capt,, DHRA
Subject: Information paper?

Is your information paper ready yet?.
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[EJE]] W& A., Capt., DHRA

From: [R&Y ] [(R] Maj., DHRA W
Sent: Thursday, June 23, 2005 12:19 PM

To: LtCol, OASD-PA

Cc: “ A., Capt., DHRA; [[RXGY ] Y1 D, CIV, DHRA,; [(RA(] I L., CIV, DHRA
Subject: RE: Information paper?

Checking

) (e ., s

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613
ﬁ-_mm
www jamrs.org

—-Original Message—

From: [E53] B L1Col, OASD-PA

Sent: , June 23, 2005 12:18 PM

To: Maj., DHRA

Co A., Capt., DHRA; [[EN{&Y] D, C1V, DHRA; [fEX [l 1., CIv, DHRA

Subject: RE: Information paper?
Also, do you have a copy of BeNow's contracﬂ-

—~—Qriginal Message—

From: [{RMAY] [RY] Maj., DHRA
Sent: Thu June 23, 2005 12:13 PM

To: - LtCol, OASD-PA
Cc A., Capt., DHRA; [RAZZY)] BN D, CIV, DHRA; [SY]] [AR] L., CIV, DHRA
Subject: RE: Information paper?

<< File: JAMRRDNotice.pdf >> attached is the systems notice

VI,

630 [AY ] Maj., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613
TR [ | AP ] Sz
<SWww.jamrs.org>

-—Qriginal Message—
Frorn. [F] B LtCol, OASD-PA
Thursday, June 23, 2005 12:06 PM

To: — [B3] Maj., DHRA
Subject: RE: Information paper?

me. Also where do | get a copy of the Federal Register notice? Th;anks,

If the questions that | sent to you aren't answered by the information paﬁlease provide those responses to

—0Original Message——

From: h) | Maj., DHRA

Sent: ,June23 2005 12:01 PM

To: I LtCol, OASD-PA

Cc: ) A., Capt., DHRA; [[R}Z&Y] I D, CIV, DHRA; [ESERY] I J., LT)G, DHRA
Subject: RE Infon'naﬁon paper?

I's in coord here. We will send you a copy once its GTG.
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T STOCKWELL, Maj., USAF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arington, VA 22203-1613
&_ [ [y e ]

>>

—Original Message—

From: ] LtCol, OASD-PA
Sent: , June 23, 2005 11:56 AM
To: % Maj., DHRA

Cc: YAl A., Capt., DHRA
Subject: Information paper?

Is your information paper ready yet?-
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IR G ., Capt, DHRA
From: [(E] (] Maj., DHRA

Sent: Thursday, June 23, 2005 11:31 AM

To:

Ce: 4., Capt., DHRA:[BXE) T
Subject: RE: PR Need you to watch the news and keep us updated

Also search by "BeNOW"

vE

5 N Maj., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

N D e v [ [

www,.jamrs.org

From:
Sent: Thursday, June 23, 2005 10:12 AM
To: [ Maj., DHRA

[TNY7A |

Subject: RE: PR Need you to watch the news and keep us updated

We will track this and keep you informed. Thanks, R\

————— Original Message—-——-~

Fron: [N B “=;., oHra
Sent: Thursday, June 23, 2005 10:02 AM
I

To: (AAEET ’

Cc: [ ] a., capt., oira; (NG
Subject: PR Need you to watch the news and keep us updated

On the DM piece.

Maj

Sent from Maj [ANA] [EAATTTT] JAMRS
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[(B)(6) ] W& A., Capt., DHRA

From: (@] I Maj., DHRA

Sent: Tuesday, June 28, 2005 1:40 PM

To: B N D, CIV, DHRA; [ B A., Capt,, DHRA
Subject: BeNOW

With FMG right now. Then we're visiting BeNOW around 1600 while we're here. They are down
by our hotel. DM team will introduce us to them. Will just be a short intro tour visit.

Vr
Maj

Sent from Maj [ESE] [ANGEXTT] JAMRS
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1a a

(D)6 SNENN A., Capt., DHRA

From: [ea] [(by6]

Sent: M , June 27, 2005 5:01 PM

To: B D, CIv, DHRA; [[Ria

Ce: (B3] Maj., DHRA; [l RN A., Capt., DHRA
Subject: RE: Press

FISYER|

Received a call from the Boston Globe this afterncon. They are writing a piece (sounds

like a recap} on the JAMRS database. I spoke with him briefly and referred him back to
DoD.

I did confirm that BeNOW is a subcontractor to Mullen.
Thanks, [

From: [[RNAV] [ESA D, c1v, DHRA [[RGV T
Sent: Mon 6/27/2005 2:25 PM

To: [ENZNEEN AN [ESE D, CIV, DHRA; [N “
Ce: (R Maj., DHRA; [N (VA [0 [FEE ., Capt., DHRA

Subject: RE: Press

Thank you!

Can you please keep an eye on this throughout the week?

Thanks, [EE

ek whdhkdrkde vk kb hdbhhhh b bhkdhhdhdhhid

a5 e

Defense Human Resources Activity (DHRA)
Program Manager, JAMRS

[FISY7 —

Sent: Monday,
To:

June 27, 2005 2:19 PM

T ——
EESA D, CIv, DHRA; IEvE (A (B
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Cc: Maj., DHRA;
Subject: RE: Press

The database, but not JAMRS, is mentioned in an op-ed from today's New York Times (below).

Otherwise, nothing major on the database issue - other than some smaller publications have
picked up the story. I've also included two brief letters to the editor that came out in
Sunday's LA Times below.

Op-Ed Columnist
The Army's Hard Sell

By BOB HERBERT

<http://topics.nytimes.com/top/opinion/editorialsandoped/oped/columnists/bobherbert/index.
html?inline=nyt-per>

Published: June 27, 2005

The all-volunteer Army is not working. The problem with such an Army is that there are
limited numbers of people who will freely choose to participate in an enterprise in which
they may well be shot, blown up, burned to death or suffer some other excruciating fate.

<http://forums.nytimes.com/top/opinion/readersopinions/forums/editorialsoped/opedcolumnist
s/bobherbert/index.html?page=recent>

The all-volunteer Army is fine in peacetime, and in military routs like the first gulf
war. But when the troops are locked in a prolonged war that yields high casualties, and
they look over their shoulders to see if reinforcements are coming from the general
population, they find -as they're finding now - that no one is there.

Although it has been lowering standards, raising bonuses and all but begging on its knees,
the Army hasn't reached its recruitment quota in months. There are always plenty of hawks
in America. But the hawks want their wars fought with other people's children.

The problem now is that most Americans have had plenty of time to digest the images of
people being blown up in Baghdad and mutilated in Fallujah, and they know that thousands
of our troops are coming home in coffins, or without their arms, or without their legs, or
paralyzed, or horribly burned.

War in the abstract can often seem like a good idea. Politicians get the patriotic blood
flowing with their bombast and lies. But the flesh-and-blood reality of war is very
different.

The war in Iraq was sold to the American public the way a cheap car salesman sells a
lemon. Dick Cheney assured the nation that Americans in Iraq would be "greeted as
liberators.” Kenneth Adelman of the Pentagon's Defense Policy Board said the war would be
a "cakewalk."” And Donald Rumsfeld said on National Public Radio: "I can't say if the use
of force would last five days or five weeks or five months, but it certainly isn't going
to last any longer than that."

The hot-for-war crowd never mentioned young men and women being shipped back to their
families deceased or maimed.’ Nor was there any suggestion that a broad swath of the
population should share in the sacrifice.

Now, with the war going badly and the Army chasing potential recruits with a ferocity that
28




is akarming, a backlash is developing that could cripple the nation's ability to wage war
without a draft. Even as the ranks of new recruits are dwindling, many parents and public
school officials are battling the increasingly heavy-handed tactics being used by military
recruiters who are desperately trying to sign up high school kids.

"T started getting calls and people coming to the school board meeting testifying that
they were getting inundated with phone calls from military recruiters,” said Sandra Lowe,
a board member and former president of the Sonoma Valley Unified School District in
California.

She said parents complained that in some schools "the military recruiters were on campus
all the time," sometimes handing out "things that the parents did not want in their homes,
including very violent video games."

Ms. Lowe said she was especially disturbed by a joint effort of the Defense Department and
a private contractor, disclosed last week, to build a database of 30 million 16~ to 25~
year-olds, complete with Social Security numbers, racial and ethnic identification codes,
grade point averages and phone numbers. The database is to be scoured for youngsters that
the Pentagon believes can be persuaded to join the military.

"To have this national data collection is just over the top," Ms. Lowe said.

Like many other parents resisting aggressive recruitment measures, Ms. Lowe has turned to
a Web site - leavemychildalone.org <http://leavemychildalone.org/> - that counsels

parents on their rights and the rights of their children. She described the site as
"wonderful."

What's not so wonderful is that this war with no end in sight is becoming an ever more
divisive issue for Americans. A clear divide is developing between those who want to
continue the present course and those who feel it's time to craft an exit strategy.

But with volunteers in extremely short supply, an even more emotional divide is occurring
over the ways in which soldiers for this war are selected. Increasing numbers of Americans
are recognizing the inherent unfairness of the all-volunteer force in a time of war. That
emotional issue will become more heated as the war continues. And it is sure to resonate
in the wars to come.

The Pentagon's Recruitment Strategies

June 26, 2005

Re "Military Enlists Marketer to Get Data on Students for Recruiters," June 23: You don't
have to declare your allegiance to conservative or liberal thinking to be horrified by the
Pentagon's plans to delve into the personal information of 16~ to 18-year-old high school
students.

Using the No Child Left Behind Act to develop a database, military recruiters will pry
into the lives of innocent children to restock their dwindling ranks.

This is an assault on American families as well as their children. It is also an assault
on democracy in America.

Consider that many teachers in America have declared the mindless No Child Left Behind Act
to be a failure in planning and execution; actually, it was simply a political con game.

And now we know that this program was merely a Trojan horse built by the Bush
administration's warlords at the Pentagon for military recruitment.

When an illegal war causes the deaths of more than 1,700 American soldiers and thousands
more innocent Iraqis, military recruitment offices start to look like dusters in the
abandoned oil fields of Texas. So, what's the Bush Pentagon solution? Welcome to this
century's "1984."
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As a former naval officer and a lifelong Democrat, I have a cheap, efficient method for
the Pentagon to find potential recruits. Simply cross-reference all citizens under 35 with
registered Republicans - voild! An instant pool of candidates who should be eager to fight
this president's wars. ’

From: [[MANL IBSd o, civ, pxra [

Sent: Monday, June 27, 2005 12:50 PM
To: [ ] Althea Haigh
Ce:

Subject: Press

Maj., DHRA

PR Team:

Are there any more articles on the Database issue that have come out today?

Thanks, [ESA

dehkdokdekdeddhddbhdhdddddddddddbhdhhdbdddidt

A a1
Defense Human Resources Activity (DHRA)

Program Manager, JAMRS
P X7 S—
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* .
B A., Capt., DHRA

From: ([(RM&] RIS A., Capt., DHRA

Sent: Monday, June 27, 2005 10:13 AM

To:

Subject: Re: For your PA review and action - JAMRS Response to Washington Post

Oh! For the College file as well., Data layout

Capt. [FEREENIN A. [[RNAY] USMC
Program Officer, JAMRS

Defense Human Resources Activity
4040 N. Fairfax Dr, Ste $#200

Arliniton, VA 22203-1613
W-

1137 —
ey @ ]

[BAT [RVEY] LtCol,

[BEn @A L., civ,
@7l D, CIV, DHRA
[(B34 J., LTJG, DHRA

Sent: Wed Jun 22 17:57:26 2005
Subject: RE: For your PA review and action - JAMRS Response to Washington Post

Please note the answer to the second question is incorrect. It should read ... The
baseline data for this Systems Notice does NOT come from school districts as part of the
"No Child Left Behind Act."” Universities are not required to provide any data of this
nature.

From: [RMAVT [fRNA] Maj., DHRA

Sent: Wednesday, June 22, 2005 5:10 PM
To: -h LtCol, OASD-PA

Cc: A., Capt., DHRA; [[AifAY [@SA L., CIv, DHRA; [[RilAv [EEE D, CIV, DHRA;
[E8d 0., LTJG, DHRA; [FRWAN"| [[RMA Maj., DHRA; [ [RVEVTY FSE I
N (e |

Subject: For your PA review and action - JAMRS Response to Washington Post

Below are JAMRS responses (in blue) to Washington Post reporter Jonathan Krim regarding
the Joint Advertising and Market Research Database:

~-- It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it. JAMRS published a
Privacy Act Systems Notice in the Federal Register. This is not related to any contracts
being awarded. The only relevancy of today's date (22 June) is that it is the last day
for the public comment period.
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Aﬁ.i correct that the baseline data for this comes from school districts as part of the No
Child Left Behind Act, and it will then be enhanced by the sources listed in the notice?
Are universities currently required to provide such data? The baseline data for this
Systems Notice does come from school districts as part of the "No Child Left Behind Act.”
Universities are not required to provide any data of this nature.

-- What if any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how? BeNow meets every requirement listed in the notice. DoD routinely inspects its
vendors to ensure compliance.

~-- Why are Social Security numbers necessary? Grade Point Averages? JAMRS is acutely
aware of the substantial security required to protect personal data. JAMRS uses the SSN
only to the very limited extent needed to provide a higher degree of accuracy in matching
duplicate data records. SSNs are highly protected and are not distributed from the
database. Maintaining GPAs enables the Services to better target qualified candidates for
particular mission needs.

-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc Please contact the
0SD Privacy Office.

-- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers? JAMRS
uses a number of resources that includes but is not limited to DMV records and commercial
list vendors. Using multiple sources allows the compilation of a more complete list of

eligible candidates to join the Military. Yes, JAMRS has purchased data from commercial
list vendors for some time.

One privacy organization that as expressed concerns about this said that it was unable to
find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that? 1It's unfortunate
someone had difficulty submitting comments. DoD policy is to welcome public comments
during the public comment period. If anyone has problems sending comments they can

FixY, at IS Mecanwhile, this Systems Notice is a

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome. This program is important because it helps bolster the
effectiveness of all the Services' recruiting and retention efforts. | OSD/PA
additional comments as appropriate )

We welcome any further questions or comments.

vr

B S oj., UsAF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613

v I
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[(5)(6) | NS A., Capt., DHRA

From: (5] M A, Capt., DHRA @
Sent: Monday, June 27, 2005 10:07 AM

To:

Subject: Re: For your PA review and action - JAMRS Response to Washington Post

Good morning [

I am getting my uniform ready for the hill this week. Can you please send [A3Z] the HSMF
record layout for me and maybe the data dictionary so, they will understand the fields.
It might be good to send him the sss as well. Please be close to the hook today, may need
a few slides for a lap chart.

Thanks, [l

Capt. RN A. [[ENEY USMC
Program Officer, JAMRS

Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613 i
R T Y7 —

F- (e ]

17 Y I Y7 Y

—===-=0Original Message-----

From: I
To: Maj., DHRA [BEy Ay LtCol,
oASD-PA NN
F AE Ea L., c1v,
D, CIV, DHRA

CcC: [Ay] SIS A., Capt., DHRA
@ J., LTJG, DHRA
& ] [(hY6&Y |

DHRA

Sent: Wed Jun 22 17:57:26 2005
Subject: RE: For your PA review and action - JAMRS Response to Washington Post

Please note the answer to the second Question is incorrect. It should read ... The .
baseline data for this Systems Notice does NOT come from school districts as part of the
"No Child Left Behind Act." Universities are not required to provide any data of this
nature.

From: [[RV@EY [SA] Maj., DHRA
Sent: Wednesday, June 22, 2005 5:10 PM
To:

= LtCol, OASD-PA
Ce: A., Capt., DHRA; [[May [ESA L., c1v, DHRA; S S8 D, CIV, DHRA;
@A J., LTJG, DHRA; [fRWEY | [ Maj., DHRA; NN HEENENN OO0 NN
S (6

Subject: For your PA review and action - JAMRS Response to Washington Post

Below are JAMRS responses (in blue) to Washington Post reporter Jonathan Krim regarding
the Joint Advertising and Market Research Database:
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-2 1t abpears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it. JAMRS published a
Privacy Act Systems Notice in the Federal Register. This is not related to any contracts

being awarded. The only relevancy of today's date (22 June) is that it is the last day
for the public comment period.

Am I correct that the baseline data for this comes from school districts as part of the No
Child Left Behind Act, and it will then be enhanced by the sources listed in the notice?
Are universities currently required to provide such data? The baseline data for this
Systems Notice does come from school ‘districts as part of the "No Child Left Behind Act.”
Universities are not required to provide any data of this nature.

-- What if any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how? BeNow meets every requirement listed in the notice. DoD routinely inspects its
vendors to ensure compliance.

-- Why are Social Security numbers necessary? Grade Point Averages? JAMRS is acutely
aware of the substantial security required to protect personal data. JAMRS uses the SSN
only to the very limited extent needed to provide a higher degree of accuracy in matching
duplicate data records. SSNs are highly protected and are not distributed from the
database. Maintaining GPAs enables the Services to better target qualified candidates for
particular mission needs.

-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc Please contact the
0SD Privacy Office.

-- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers? JAMRS
uses a number of resources that includes but is not limited to DMV records and commercial
list vendors. Using multiple sources allows the compilation of a more complete list of

eligible candidates to join the Military. Yes, JAMRS has purchased data from commercial
list vendors for some time.

One privacy organization that as expressed concerns about this said that it was unable to
find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that? It's unfortunate
someone had difficulty submitting comments. DoD policy is to welcome public comments
during the public comment period. If anyone has problems sending comments they can
contact JAMRS Maj [ N -+ I Mcanvwhile, this Systems Notice is a
[ANreNT] of Public Record.

Any general comment regarding the, recruiting situation in the military and why this effort
is important is also welcome. This program is important because it helps bolster the
effectiveness of all the Services' recruiting and retention efforts. OSD/PA
additional comments as appropriate ) 1

We welcome any further questions or comments.

vr
B e ai., UsaF

Joint Advertising, Market Research and Studies ({JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613
v I N S

FiRY7<N
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B A., Capt., DHRA

BEGEE W /.., Capt,, DHRA
Saturda June 25, 2005 7:35 PM
s [ D, CIV, DHRA @

Re: Washmgton Post Article - Pentagon Creating Student Database, 23 Jun 05

Capt. I ~. i

Program Officer, JAMRS

Defense Human Resources Activity
4049 N, Fairfax Dr, Ste %200
Arllngton, VA 22203-1613

¥ D, CIV, DHRA §
: A., Capt., DHRA
Sent: Sat Jun 23 19:34:04 2005

Subject: Re: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

No. I was in the office until 5pm and nothing!!! GTG.
e e e 3 v e e ok e ke v o o vl e e o e o e okl e vk e e ek e b o ok e e ke A ke

R
Defense Human Resources Activity (DHRA)
Program Manager, JAMRS

Sent Sat Jun 25 19:14:45 2005
Subject: Re: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Just checking on you! No media stuff today?7??

capt. Wi ~.
Program Qfficer, JAMRS

Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

Sent: Thu Junp' 07:31:25 2005
Subject: Re: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Yes sir. We are bringing EE¥EW up to speed this morning. We will have something for you
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and Dr. G a little later this morning. We need to get something (quick info paper) to you
guys to give to Mr. _and above.

Thanks, E2d

e e e de de e dr de e de ke de ode de de de e de do de de de de o e de e de de de Fe s e W dede g de e

[md e
Defense Human Resources Activity (DHRA)

Proiram Manager, JAMRS

----- Original Message-----

From: _# P, CAPT, OSD-P&R

To: N D, CIV, DHRA

Sent: Thu Jun 23 07:25:14 2005

Subject: FW: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

& This you?
v/r captain [ WEED UsN

Deputy Director, Accession Policy
OUSD/MPP/AP (2B271)
I

From: D, LtCol, JCS J1

Sent: Thursday, June 23, 2005 6:30 AM

To: J, CIV, OSD-P&R

Ce: @& E., CcIv, OSD-PsR; [[RMANN [WAYN] P, CAPT, OSD~PsR; [(RVEYN| (AR
civ, osp-pPsR; Maj, JCS J1

Subject: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05
Importance: High

Good morning [RMW&Y |

We're in process of preparing new CJCS and VCJCS for upcoming Confirmation Hearings ...
additionally, we're prepping current CJCS for OPINTEL Testimony. We saw this article this
morning and wondered if you'd seen it ... and if there's any truth to the [ENZE] If so,
looking for some bullets we can share in case the question is asked.

Thanks much for your help ... v/r ... &

D. EIESSE Lt Col, USAF
Chief, Director's Actions Group
JCS/J-1, Pentagon, 1E1044

DSN or

Washington Post

June 23, 2005

Pg. 1

Pentagon Creating Student Database

Recruiting Tool For Military Raises Privacy Concerns

By Jonathan Krim, Washington Post Staff Writer

The Defense Department began working yesterday with a private marketing firm to create a
database of high school students ages 16 to 18 and all college students to help the
military identify potential recruits in a time of dwindling enlistment in some branches.
The program is provoking a furor among privacy advocates. The new database will include
personal information including birth dates, Social Security numbers, e-mail addresses,
grade-point averages, ethnicity and what subjects the students are studying. The data will
be managed by BeNow Inc. of Wakefield, Mass., one of many marketing firms that use
computers to analyze large amounts of data to target potential customers based on their
personal profiles and habits. "The purpose of the system . . . is to provide a single
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central facility within the Department of Defense to compile, process and distribute files
of individuals who meet age and minimum school requirements for military service,”
according to the official notice of the program. Privacy advocates said the plan appeared
to be an effort to circumvent laws that restrict the government's right to collect or hold
citizen information by turning to private firms to do the work. Some information on high
school students already is given to military recruiters in a separate program under
provisions of the 2002 No Child Left Behind Act. Recruiters have been using the
information to contact students at home, angering some parents and school districts around
the country. School systems that fail to provide that information risk losing federal
funds, although individual parents or students can withhold information that would be
transferred to the military by their districts. John Moriarty, president of the PTA at
Walter Johnson High School in Bethesda, said the issue has "generated a great deal of
angst" among many parents participating in an e-mail discussion group. Under the new
system, additional data will be collected from commercial data brokers, state drivers'
license records and other sources, including information already held by the military.
"Using multiple sources allows the compilation of a more complete list of eligible
candidates to join the military," according to written statements provided by Pentagon
spokeswoman Lt. Col. Ellen Krenke in response to questions. "This program is important
because it helps bolster the effectiveness of all the services' recruiting and retention
efforts.” The Pentagon's statements added that anyone can "opt out" of the system by
providing detailed personal information that will be kept in a 'separate "suppression
file." That file will be matched with the full database regularly to ensure that those who
do not wish to be contacted are not, according to the Pentagon. But privacy advocates said
using database marketers for military recruitment is inappropriate. "We support the U.S.
armed forces, and understand that DoD faces serious challenges in recruiting for the
military,™ a coalition of privacy groups wrote to the Pentagon after notice of the program
was published in the Federal Register a month ago. "But . . . the collection of this
information is not consistent with the Privacy Act, which was passed by Congress to reduce
the government's collection of personal information on Americans." Chris Jay Hoofnagle,
West Coast director of the Electronic Privacy Information Center, called the system "an
audacious plan to target-market kids, as young as 16, for military solicitation.” He added
that collecting Social Security numbers was not only unnecessary but posed a needless risk
of identity fraud. Theft of Social Security numbers and other personal information from
data brokers, government agencies, financial institutions and other companies is rampant.
"What's ironic is that the private sector has ways of uniquely identifying individuals
without using Social Security numbers for marketing," he said. The Pentagon statements
said the military is "acutely aware of the substantial security required to protect
personal data," and that Social Security numbers will be used only to "provide a higher
degree of accuracy in matching duplicate data records.” The Pentagon said it routinely
monitors its vendors to ensure compliance with its security standards. Krenke said she did
not know how much the contract with BeNow was worth, or whether it was bid competitively.
Officials at BeNow did not return several messages seeking comment. The company's Web site
does not have a published privacy policy, nor does it list either a chief privacy officer
or security officer on its executive team. According to the Federal Register notice, the
data will be open to "those who require the records in the performance of their official
duties." It said the data would be protected by passwords. The system also gives the
Pentagon the right, without notifying citizens, to share the data for numerous uses
outside the military, including with law enforcement, state tax authorities and Congress.
Some see the program as part of a growing encroachment of government into private lives,
particularly since the Sept. 11, 2001, terrorist attacks. "It's just typical of how
voracious government is when it comes to personal information," said James W. Harper, a
privacy expert with the Cato Institute, a libertarian think tank. "Defense is an area
where government has a legitimate responsibility . . . but there are a lot of data fields
they don't need and shouldn't be keeping. Ethnicity strikes me as particularly
inappropriate.” Yesterday, the New York Times reported that the Social Security
Administration relaxed its privacy policies and provided data on citizens to the FBI in
connection with terrorism investigations.

[z D. Lt Col, USAF
Chief, Director's Actions Group
JCs/J-1, Pentagon, 1E1044

DSN or
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J S A, Capt, DHRA _

From: (M6 B Maj., DHRA

Sent: Wednesday, June 22, 2005 5:04 PM

To: Al L., CIV, DHRA

Ce: (6| @RI D, Civ, DHRA; IEiE] I A., Capt., DHRA,; m B J., LTIG,
DHRA; [(56Y ] I Maj., DHRA

Subject: For your legal review - Response to Washington Post

Draft email to OSD/PA for your coordination.

Draft

Below are JAMRS responses (in blue) to Washington Post reporter Jonathan Krim regarding the Joint
Advertising and Market Research Database:

- It appears from the Fed Register notice that this contract has been awarded and the program takes effect today.
If so, when was this contract awarded, was it competitively bid, what is the amount, and would you please
provide a copy of it. JAMRS published a Privacy Act Systems Notice in the Federal Registry. This is not

related to any contracts being awarded. The only relevancy of today’s date (22 June) is the last day for the
public comment period.

Am I correct that the baseline data for this comes from school districts as part of the No Child Left Behind Act,
and it will then be enhanced by the sources listed in the notice? Are universities currently required to provide
such data? The baseline data for this Systems Notice does come from school districts as part of the “No Child
Left Behind Act.” Universities are not required to provide any data of this nature.

-- What if any security provisions for the data has DOD required of the vendor beyond what is listed in the
notice? Did DoD vett the security practices of the vendor, BeNow, and if so, how? BeNow meets every
requirement listed in the notice. DoD routinely inspects its vendors to ensure compliance.

-- Why are Social Security numbers necessary? Grade Point Averages? JAMRS is acutely aware of the
substantial security required to protect personal data. JAMRS uses the SSN only to the very limited extent
needed to provide a higher degree of accuracy in matching duplicate data records. SSNs are highly protected
and are not distributed from the database. Maintaining GPAs enables the Services to better target technically
qualified candidates for particular mission needs.

-- What is meant by the following in the notice: "These records ... may specifically be disclosed outside the
DOD as a routine use pursuant to 5: USC"... etc Please contact the OSD Privacy Office.

-- Why is it necessary to enhance data with other sources, such as DMV records and commercial data vendors?
Will DoD routinely be buying data from commercial brokers? JAMRS uses a number of resources that includes
but not limited to DMV records and commercial list vendors. Using multiple sources allows the compilation of

a more complete list of eligible candidates to join the Military. Yes, JAMRS has purchased data from
commercial list vendors for some time.

One privacy organization that as expressed concerns about this said that it was unable to find out how to file
public comments electronically, despite leaving several messages for Ms. Irvin that were not returned. Could
you provide any comment on that? It’s unfortunate someone had difficulty submitting comments. DoD policy
is to welcome public comments during the public comment period. If anyone has problems sending comments
they can contact JAMRS Maj (S - BEEE Mcanwhile, this Systems Notice is a matter of

276




Public Record.

Any general comment regarding the recruiting situation in the military and why this effort is important is also
welcome. This program is important because it helps bolster the effectiveness of all the Services' recruiting and
retention efforts. ( OSD/PA additional comments as appropriate ).

We welcome any further questions or comments.

%[

_| Maj., USAF

Joint Advemsung. g, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613
PR i I i [z
M.iamrs.o!g

,,,,, _| Maj., USAF
Joint Advertising Market Rasearch and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington VA22203-113 ‘

www.jamrs.org
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(D)) [MENEWN A., Capt., DHRA

From: [(RXEY ] (R Maj., DHRA ‘ .'55

Sent: Thursday, June 23, 2005 2:06 PM

To: LiCol, OASD-PA

Ce: D, CIV, DHRA; [ I A., Capt., DHRA; (Xl ([5G 0 e
[l J., LTJG, DHRA

Subject: RE: WASH POST: JAMRS Response about database

Requests for copies of the contract must go through proper FOI channels. According to our
lawyer, a copy of the BeNOW contract has been requested through FOIA. The requester you
have may be the same agency requesting through legal?

VI,

RENE I Maj., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

Rl e Blna

WWwW.jamrs.org

----- Original Message-----

From: [EMAv] [ LtCol, OASD-PA

Sent: Wednesday, June 22, 2005 7:17 PM

To: [[BiGaL ] R Maj., DHRA

Subject: RE: WASH POST: JAMRS Response about database

[T He wants to follow-up tomorrow. He also needs the contract information, the value,
sole source, etc. Finally, he requested a copy of the contract with BeNow. Thanks! [Jijjj
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[(D)(6) ] WRWERT A., Capt., DHRA

From: [(RMEY [ Maj., DHRA @

Sent: Wednesday, June 22, 2005 7:19 PM

To: .‘.tCol. OASD-PA
Cc: A., Capt,, DHRA; [ D, CIV, DHRA;

'ischimpff hoo.com’;

Maj., DHRA

Subject: Re: WASH POST: JAMRS Response about database

I will tackle this in the am.
Did you send him the As we gave to first?

Thanks, RN
Sent from Maj (AN [ERENTN JAMRS

----- Original Message-----
From: [(EM@YY [EMGY] LtCol, OASD-PA

To: [RMAY"1 [@F] Maj., DHRA

Sent: Wed Jun 22 19:16:38 2005

Subject: RE: WASH POST: JAMRS Response about database

[BF1 He wants to follow-up tomorrow. He also needs the contract information, the value,
sole source, etc. Finally, he requested a copy of the contract with BeNow. Thanks!

L

From:
Sent: Wednesday, June 22, 2005 7:14 PM
To: [[BMAN [EMAY] LtCol, OASD-PA

Cc: [(AMAVTI [ESA D, CIV, DHRA; [RMAY] UENEEN A., Capt., DHRA; (RSN
Subject: Re: WASH POST: JAMRS Response about database

Ma'am, I can not get you a response to this today. My people have left for the day.
In the meantime I think he sould contine to reach the privacy office.

I can touch base with you again in the morning. GTG?
Maj

Sent from Maj [ [EMEIT JAMRS

————— Original Message
From: [[BEY] LtCol, oAsD-PA IENET

To: R Ma3., DHRA [RMRIS e
Sent: Wed Jun 22 18:45:06 2005

Subject: FW: WASH POST: JAMRS Response about database

----- Original Message-———-—

From: Jonathan Krim [mailto:KrimJ€washpost.com]

Sent: Wednesday, June 22, 2005 6:31 PM

To: (AN BB LtCol, OASD-PA

Subject: Re: WASH POST: JAMRS Response about database

Some privacy groups contend that using private data firms in this manner is a
circumvention of the 1974 privacy act provisions restricting the government's ability to
collect and hold information on private citizens. Your comment?
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thanks.

Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com

20

34.6758 (w)
_ l{cell)
96.3816 (£fx)
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_ [(bY6] J., LTJG, DHRA

From: [(M@&) ] [(h)(] Maj., DHRA éj s
Sent: Wednesday, June 22, 2005 1:03 PM
To: (h)(6 | A., Capt., DHRA
: [ ()] [B\(6) | R D, CIV, DHRA; [[RMAY] Y7
| 0 {561 ()6 ] J.. LTJG, DHRA
Subject:

Here are the Washington Post questions. OSD/PA would like us to try to answer these today
for a story he's doing tomorrow. I'm on my way to [[EIl I office to discuss the PA
need to release information and discuss legal reasons for not commenting on our response
to the group.

Please forward this to your DM team and call BeNow to ensure they are not speaking to news
reporters on our behalf. Our responses should be a group effort.

vI

(5] N Maj., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

wWww. jamrs.oxg

----- Original Message-——-——

From: [[B\&EL I 1tCol, OASD-PA
Sent: Wednesday, June 22, 2005 12:48 PM
To: [[RVAV"N WM Maj., DHRA
Subject: FW: questions

[ESEE T haven't read this yet. Wanted to send soonest. [t

-~=~~0riginal Message~----

From: Jonathan Krim [mailto:KrimJ@washpost.com]
Sent: Wednesday, June 22, 2005 12:48 PM

ro: NI

Subject: questions

Hello:

regarding the Joint Advertising and Market Research Database:

-- It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it.

-- Am i correct that the baseline data for this comes from school districts as part of the
No Child Left Behind Act, and it will then be enhanced by the sources listed in the
notice? Are universities currently required to provide such data?




»

-~ What if any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how?

-- Why are Social Security numbers necessary? Grade Point Averages?

-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc etc

-—- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers?

One privacy organization that as expressed concerns about this said that it was unable to
find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that?

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome.

Thanké.

Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com

i 3 i

202.496.3816 (fx)




“ A., Capt., DHRA @

From: [(BXMEY [ Maj., DHRA

Sent: Thursday, June 23, 2005 3:55 PM

To: LtCol, OASD-PA; [ L., CIV, DHRA; [i83 D, CIV, DHRA;
[BY1 J., LTJG, DHRA; [ N -

Ce: [[B¥&Y CIv, OSD/DPO; (RGN AT Ms

Subject: FOIA request(s) - WASH POST JAMRS Response about database

Por—ottice—Use—Omrty, the only FOIA Ms. [MEYTT] office has received is the Electronic
Privacy Information Center (EPIC) POC Director Chris Hoofnagle. They requested "all DoD
records related to BeNOW." Ms. I will process the FOIA request along with other
standard FOIAs their office receives.

vr

BE DN vaj., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

N D e v [

www. jamrs.org

----- Original Message-----

From: B Maj., DHRA
Sent: Thursday, June 23, 2005 3:35 PM
To: LtCol, OASD-PA
Cc: [[RMA&Y] CIV, WHS/ESD;
OCA; [ L., CIV, DHRA;
DHRA; [MWAY ] [ Maj., DHRA;
- o]

@@y civ, osp/pro; I RN F s
A il el —— TR i20)
J., LTJG, DHRA;
riRY73u|
Subject: RE: WASH POST: JAMRS Response about database

Costs/value or any part of ‘the contract should be requested through FOIA POC provided
earlier.

vr
B S vaj., UsaF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613
I S W [l

Wwww.jamrs.org

--—--0Original Message-----

From: Jonathan Krim {mailto:KrimJ@washpost.com]

Sent: Thursday, June 23, 2005 3:15 PM

To: h LtCol, OASD-PA

Subject: RE: WASH POST: JAMRS Response about database

thnks for this, and i'm interested in the roundtable. would be helpful to all, i think i'm

not surprised about needng to go through the FOIA for the entire document, but cant you
tell me the value/cost?

thanks
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‘Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com
202.334.6758 (w)
N (ce11)
202.496.3816 (fx)

LtCol, OASD-PA" To: "1 Jonathan Krim'"
<KrimJ@washpost.com>
cc: "PA Duty Officer, OASD-PA"
.mil> Subject: RE: WASH POST: JRAMRS Response

about database

06/23/2005 03:07
PM

Mr. Krim:

All requests (for part or whole copies) of the BeNOW subcontract should be requested
through FOIA Army

She is JAMRS FOIA POC for contracting issues because the contract was written and managed
by the Army.

She works for the Chief Attorney who is the right arm of the Sec of the Army (a SES
Civilian Adnin Rssit (4 star ) NS

Any requests can be faxed to her at FEMEAIIINNN or emailed [HE

Lt Col

P.S. We may be holding a media roundtable on this subject this afternoon. Will let you
know.

-=---0riginal Message-----

From: Jonathan Krim ([mailto:KrimJ@washpost.com]

Sent: Thursday, June 23, 2005 11:04 AM

To: (NN BB LtCol, OASD-PA

Subject: Re: WASH POST: JAMRS Response about database

thanks again for the help yesterday.

’

just a quick reminder of my request on contract details with BeNow, including contract
amount, whether it was sole-source or bid, and the contract itself.
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" much 'appreciated/

i . T o o i S e gt e e B U s s e G G i o B Bt S S e o O S B A

Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com
202.334.6758 (w)

(cell)
202.496.3816 (fx)
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- [((h¥&) A., Capt., DHRA ——

From: [ET] I Maj., DHRA
Sent: Thursday, June 30, 2005 8:55 AM
“To: Henshall, Dave, CIV, WHS/ESD
Cc: SRR A., Capt., DHRA; [[RMEYT] I3 D, CIV, DHRA; ‘Al [{B)(6
Subject: RE: F reedo Information Act Request - JAMRS

We are not asking people to send us their SSN. We do not have SSN numbers on all the
names, nor do we see the SSNs. They are scrambled and only used for sorting. Please
forward these requests to opt out to Capt [ESf&] and [N [ (on the cc line). They
can describe what we are looking for on the letter to opt out. Thanks

v

B O voi., UsaF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

B ] a1 v [y s

WWW.jamrs.org

————— Original Message-----

From: Henshall, Dave, CIV, WHS/ESD

Sent: Thursday, June 30, 2005 8:00 AM

To:

Subject: RE: Freedom of Information Act Request - JAMRS

Dear Mr.
This is in response to your June 24, 2005 Freedom of Information Act request.

You request was misdirected to this office for processing. Students/Parents of students
under 18 who wish to opt out of the Joint Advertising and Market Research Recruiting
Database, should write to the following address for assistance:

JAMRS

(Attn: Opt Out)

4040 North Fairfax, Suite 200
Arlington, VA 22203

To ensure accuracy and to protect the privacy of others, please provide a full name,
social security number, date of birth, and home address.

This action closes your request.

Dave Henshall

Senior Advisor, Information and Privacy

Office of Freedom of Information and Security Review
1155 Defense Pentagon

Washington, DC 20301-1155

Voice I

rax I T

Sent: Friday, June 24, 2005 2:19 PM
To: dfoisr@dfoisr.whs.mil

Subject: Freedom of Information Act Request

24




Subnitted: 24/Jun/2005:14:18:30]
Name : ||
Organization: se

E-mail:
Phone number:

Address 1:
Address 2:
City:
State:

ZIP Code:
Country:

Request Message:

Please remove my daughter's name from the military recruitment database and all other

recruitment files that the DoD j name is [[INGGE
[AESEl and she is a student at Her current

age is
Willing To Pay: $ $00.35

Submitted via http://www.defenselink.mil/pubs/foi/foiarequest.html

Sender Information:
REMOTE_HOST: 64.215.172.60
REMOTE_ADDR: 64.,215.172.60
Browser: Akamai

E-mail: e ]




[()(6) | W& A., Capt., DHRA

From: [(B3&] RN A., Capt., DHRA
Sent: Wednesday, June 22, 2005 2:02 PM
To: [hy&y ] Maj., DHRA
Subject: RE: Washinton Post Questions

Thanks Maj. [(EMEY] Nice spin!

Capt. AN A. B UsMC

Direct Marketing Officer, JAMRS

Defense Human Resources Activity

4040 N. Fairfax Dr, Ste #200

Arlington, VA 22203-1613

w- v 1]

F- AT

e @

————— Original Message-----

From: [EMETUNE B Maj., DHRA
Sent: Wednesday, June 22, 2005 1:55 PM
To: [[EMay] SIS A., Capt., DHRA
Subject: FW: Washinton Post Questions

My rough answer for the Ql.

Al. JAMRS submitted a Systems Notice in the Federal Registry newspaper; this is not
related to any contracts being awarded. This notice was submitted as a day-to-day
operation to inform citizens of Federal Government services. The changes highlighted in
the systems notice take effect Wednesday, 22 June 05. The public comment period ends
Friday, 24 June 05. BeNOW is a subcontractor to JAMRS Advertising Agency Mullen, that
provides database marketing services to JAMRS. BeNOW has been a subcontractor to
JAMRS/Mullen since

vIr

B B ai., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613
I (Y] v D [

WwWww.jamrs.org

From: I Maj., DHRA
Sent: Wednesday, June 22, 2005 1:03 PM
To: AR * A., Capt., DHRA

Ce: [B5A 1., civ, DHRA; I @88 D, CcIv, DHRA; I FIRYZA N
Darlan Harris; 'Althea Haigh'; Il IRNETE T J., LTJG, DHRA

Subject: Washinton Post Questions

Here are the Washington Post questions. OSD/PA would like us to try to answer these today
for a story he's doing tomorrow. I'm on my way to [ [BMEYN] office to discuss the PA

need to release information and discuss legal reasons for not commenting on our response
to the group.

Please forward this to your DM team and call BeNow to ensure they are not speaking to news
reporters on our behalf. Our responses should be a group effort.
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vr
5\ DN 1aj., USAF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613
[ 1w

wWw.Jjamrs.org

----- Original Message-----

From: [ B LtCol, OASD-PA
Sent: Wednesday, June 22, 2005 12:48 PM
To: B ¥aj., DHRA
Subject: FW: questions

[ I haven't read this yet. Wanted to send soonest. EE:

----- Original Message——~==

From: Jonathan Krim [mailto:KrimJ@washpost.com]
Sent: Wednesday, June 22, 2005 12:48 PM

To: I

Subject: questions

Hello:

regarding the Joint Advertising and Market Research Database:

-- It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it.

~- Am i correct that the baseline data for this comes from school districts as part of the
No Child Left Behind Act, and it will then be enhanced by the sources listed in the
notice? Are universities currently required to provide such data?

-- What 1f any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how?

-- Why are Social Security numbers necessary? Grade Point Averages?

-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc etc

~- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers?

One privacy organization that as expressed concerns about this said that it was unable to
find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that?

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome.

Thanks.
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Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com
202.334.6758 {w)

(cell)
202.496.3816 (fx)
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[D)6) | MG A., Capt., DHRA

From:
Sent:
To:

A., Capt, DHRA

Hello:

regarding the Joint Advertising and Market Research Database:

~-=- It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract. awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it.

JAMRS submitted a Systems Notice in the Federal Registry newspaper; this is not related to
any contracts being awarded.

-- Am I correct that the baseline data for this comes from school districts as part of the
No Child Left Behind Act, and it will then be enhanced by the sources listed in the
notice? Are universities currently required to provide such data? No, the baseline data
for this Systems Notice do not come from school districts as part of the No Child Left
Behind Act and Universities are not required to provide such data.

-- What if any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how? BeNow meets every requirement listed in the notice. DoD routinely inspects it’s
vendors to ensure compliance.

-- Why are Social Security numbers necessary? Grade Point Averages? SSN provides a
higher degree of accuracy in matching duplicate data records. GPA provides the Services
with a data point highlighting academic achievement.

-=- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc

-- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers? DOD
uses a number of resources in order to reach the population of youth that are eligible to
join the military. Using sources that includes, but is not limited to DMV records,
commercial list vendors allows us to provide the Services with broader coverage.

One privacy organization that as expressed concerns about this said that it was unable to
find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that? This Systems
Notice is a [@SEZNN of Public Record, DOD is not aware of any difficulties with interested
parties wishing to make comments during the thirty day response period.

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome.

Thanks.
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Capt. ENEN A. [{RM&] USMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613
w-[la ]

F-| ]
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[[BBI] WA A., Capt., DHRA

From: [h6] -A Capt., DHRA
Sent: Wednesday, June 22, 2005 3:12 PM
To: (hy(6) | l(h) | Maj., DHRA

Cc: (

Subject: FW:

Let's rock!

Capt. [ESSEENN A. [[RM@&] USMC

Direct Marketing Ofﬁoer JAMRS

Defense Human Resources Activity

4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

Sent: Wednesday, June 22 2005 3:11 PM
To: FEEE] EENEEN A., Capt., DHRA
Subject:

Hello:

regarding the Joint Advertising and Market Research Database:

~— It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it.

JAMRS submitted a Systems Notice in the Federal Registry; this is not related to any
contracts being awarded.

-- Am I correct that the baseline data for this comes from school districts as part of the
No Child Left Behind Act, and it will then be enhanced by the sources listed in the
notice? Are universities currently required to provide such data? No, the baseline data
for this Systems Notice do not come from school districts as part of the No Child Left
Behind Act and Universities are not required to provide such data.

-~ What if any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how? BeNow meets every requirement listed in the notice. DoD routinely inspects it’s
vendors to ensure compliance.
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-- Why are Social Security numbers necessary? Grade Point Averages? SSN provides a
higher degree of accuracy in matching duplicate data records. GPA provides the Services
with a data point highlighting academic achievement.

—-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc

~- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers? DOD
uses a number of resources in order to reach the population of youth that are eligible to
join the military. Using sources that includes, but is not limited to DMV records,
commercial list vendors allows us to provide the Services with broader coverage.

One privacy organization that as expressed concerns about this said that it was unable to
find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that? This Systems
Notice is a matter of Public Record, DOD is not aware of any difficulties with interested
parties wishing to make comments during the thirty day response period.

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome.

One of the challenges we face is providing viable services to help bolster the Services
recruiting and retention efforts for the Active, Guard and Reserve forces. Since, parents,
teachers coaches, counselors and teachers play an integral role in a young person's future
and career path, another challenge, we are finding that these adult influencers are not as
informed as we thought about opportunities for youth in today’s military. To help broaden
these adult influencer’s understanding of Military Service as a career option, we designed
the "Today’s Military" communications campaign. We use it to increase the willingness of
parents and other adult influencers to support and recommend military service to youth.
The campaign can be seen in 27 national publications, on television as a Public Service
Announcement, online as banner advertisements and this fall in a new made-for-TV
documentary.

We at JAMRS are delighted to take your questions and welcome comments. Should you have
additional questions please contact Maj MAY ] riNY73W =

Thanks.

Capt. I A. [(RY(

Direct Marketing Ofﬁcer JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arhngton, VA 22203—1613
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)G WA A., Capt., DHRA

From: [[5i5] I A., Capt., DHRA
Sent: Wednesday, June 22, 2005 3:32 PM
To: By& ] D, CIV, DHRA
Subject: FW: Q&A

FYR

Capt. INEEEN A. [TRN[&)] USMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200

Arlington, VA 22203-1613
W- B

—0riginal Message—

From: [(RMC) EESER A., Capt., DHRA
Sent: Wednesday, June 22, 2005 2:24 PM
Tor ] i)

Subject: FW: Q&A

Capt. I A. [§

(6] USMC

Direct Marketing Ocer JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200

Arlington, VA 22203-1613
W- h

SN —

~——-Original Message-—

From: [FE3F] M A., Capt., DHRA
Sent: Wednesday, June 22, 2005 2:15 PM
To: rm YA

Subject: Q8A

Hello:

regarding the Joint Advertising and Market Research Database:

-- It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it.

JAMRS submitted a Systems Notice in the Federal Registry; this is not related to any
contracts being awarded.

~- Am I correct that the baseline data for this comes from school districts as part of the
No Child Left Behind Act, and it will then be enhanced by the sources listed in the
notice? Are universities currently required to provide such data? No, the baseline data
for this Systems Notice do not come from school districts as part of the No Child Left
Behind Act and Universities are not required to provide such data.

-- What if any security provisions for the data has DOD required of the vendor beyond what
280




is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how?

-~ Why are Social Security numbers necessary? Grade Point Averages? Social Security
numbers have been used as a research tool to ensure accuracy of the data that is
collected. The SSN allows us to measure the effectiveness of our recruiting efforts.
Like the SSN, we use GPA's for statistical research tracking models.

~-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc

~-- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers? DOD
routinely uses a number of resources in order to reach the population of youth that are
eligible to join the military. This includes, but is not limited to DMV records and
commercial list vendors.

One privacy organization that as expressed concerns about this said that it was unable to
find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that? This Systems
Notice is a matter of Public Record, DOD is not aware of any difficulties with interested
parties wishing to make comments during the thirty day response period.

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome. Recruiting is a tough job for any organization. However,
DOD prides itself on being an All-Volunteer Force. This effort will assist DOD's
Recruiting Commands reach those youth that are willing and able to be a part of

Thanks.

Capt. IEEEIN A [{

Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200

Arlington, VA 22203-1613
e
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[T W ., Capt, DHRA

From: MBME"""" Capt,, DHRA
Sent: Wednesday, June 22, 2005 1:08 PM
To: ]

Subject: FW: Washinton Post Questions
P

Here are the questions from the reporter.

V/r

|

Capt. BN A. [[ENEW USMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200

Arliniton, VA 22203-1613
w_

T — " S ———

----- Original Message-----
From: [[RMAY| [N Maj., DHRA
Sent: Wednesday, June 22, 2005 1:03 PM

To: [fRMAY A., Capt., DHRA
a [0 L., CIV, DHRA; @ D, CIV, DHRA; [HRan FTRY73
Subject: Washinton Post Questions

Here are the Washington Post questions. OSD/PA would like us to try to answer these today
for a story he's doing tomorrow. I'm on my way to [(Eif] [ERENN office to discuss the PA

need to release information and discuss legal reasons for not commenting on our response
to the group.

Please forward this to your DM team and call BeNow to ensure they are not speaking to news
reporters on our behalf. Our responses should be a group effort.

vr
[0 FRMAT Ma3., USAF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613
Finval

WWW.jamrs.org

————— Original Message-----

From: [[RM&EL LtCol, OASD-PA
Sent: Wednesday, June 22, 2005 12:48 PM

To: VAT [ Maj., DHRA
Subject: FW: questions

[ I haven't read this yet. Wanted to send soonest.-

299




----- Original Message-—-=---
From: Jonathan Krim [mailto:KrimJ@washpost.com]

Sent: Wednesday, June 22, 2005 12:48 PM
To: Illllllliillllllll

Subject: questions

Hello:

regarding the Joint Advertising and Market Research Database:

-- It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it.

-- Am 1 correct that the baseline data for this comes from school districts as part of the
No Child Left Behind Act, and it will then be enhanced by the sources listed in the
notice? Are universities currently required to provide such data?

-- What if any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how?

-- Why are Social Security numbers necessary? Grade Point Averages?

-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc etc

-- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers?

One privacy organization that as expressed concerns about this said that it was unable to
find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that?

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome.

Thanks.

o o g o . (Y S S P S S e S S S

Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com
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[[GGI] WBVET A., Capt., DHRA _
- B civ, osp-La

Sent: Tuesday, July 05, 2005 12:05 PM

Cc: P, CAPT, OSD-P&R; apt, OSD-LA; [[Bii61] [3 D,
CIV, DHRA,; B ). LTJG, DHRA

Subject: Re: Security Of Database Info

Thanks.

Office of Assistant Secretary of Defense for Leg. Affairs Special Assistant for Personnel

Polici

A., Capt., DHRA

P, CAPT, OSD-BGR ni1>; (BN
D, CIV, DHRA
A J., LTJG, DHRA

Capt, OSD-LA

Sent: Tue Jul 05 12:03:45 2005
Subject: RE: Security Of Database Info

All:
1) BeNOW uses the 128 Byte Encryption éoftware
2) They use Secure File Transport Protocol (SFTP)

3) Not yet, I have inspected the facility and there has been no certification and analysis
done on BeNOW. We are looking into that with the Privacy Office.

LRl i by S R Ny

Capt. [IENEx ». I vsMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

W- [BvaA ]

F- @

Sent: Tuesda July 05, 2005 11:27 AM

To: CIV, DHRA
ce: P, CAPT, OSD-P&R; [[Aimy] BN A., Capt., DHRA:_
Capt, OSD-LA

Subject: Fw: Security Of Database Info

May I have a reply for — please? Thanks,_
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Office of Assistant Secretary of Defense for Leg. Affairs Special Assistant for Personnel
Policy

To: [BM&Y | OSD-LA' [REN )
Sent: Tue Jul 05 11:09:32 2005
Subject: RE: Security Of Database Info

g couple of questions. One, is BeNOW using 128 byte encryption software, or is it 128

1 Second, under date exchange security, it says that they use Secure Fire (or is it
File) Transport Protocol over Secure Shell, which is it? SFTP or Secure Shell, or are
they using two different types of security for transport?

Also, has a certification and analysis been done for BeNOW as the subcontractor for this
project?

son: [ENEHNNN] crv, oso-ia
Sent: Thursda June 30, 2005 o:

To: [l
Sublect: !ecurjty Of Database Info

- as promised by Sharon Cooper yesterday. ‘I'hanks,-

Here is a fact sheet of the security procedures adopted by BeNow for the database.

<<BeNowSecurity.doc>>
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G W A., Capt, DHRA

From: (BX6Y ] X1 J., LTJG, DHRA @

Sent: Tuesday, July 05, 2005 12:38 PM

To: |

Ce: 6) 115773 1 N ., Capt, DHRA
Subject: FW: FOIA requests

Good moming, hope you had a nice weekend.

We need to work out a process for answering FOIA requests from individuals who want to find out what info we have on
them in our database. The FOIA office is starting to pass requests on to us. Give me a call on Wed am and we can
determine the best procedure and determine how long it will take for us to provide answers back to the FOIA office.

~—-QOriginal Message---—

From: I D, CIv, DHRA

Sent: Tuesday, July 05, 2005 10:30 AM

To: [N MEREEN] A., Capt., DHRA; J., LTIG, DHRA
Subject: FOIA requests

Can you guys please set up a meeting with Mullen tomorrow to go over a process for FOIA requests
— these are the ones where people are requesting to see the information we have on them in the
database. We will need to handle the BeNOW FOIA differently.

| would like us to be able to have a procedure in place on how we answer these and how long it
takes.... | will send you both the FOIAs | have received so far. There are five of them...| don’t need
to be on the call, just come to me with your recommendation.

Let's keep them here until we figure out how we are going to process them!

Many thanksl

FHSEMAT IS FOR - OFFICHTUSE-ONEY-

Je e J Je ke K e Je K e Je de & K de ke K de de d Je Jo de I do g de de de e de ke e o g Fe ok e de
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o [y 1
Defense Human Resources Activity (DHRA)
Program Manager, JAMRS
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(G WS A., Capt., DHRA

From: [[B(6] M A, Capt., DHRA
Sent: Wednesday, June 22, 2005 12:40 PM
To: s ] Maj., DHRA
Subject: RE: Tom

[ will get it for youl

Capt. I A. [[E}[&] usmMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200

Arlington, VA 22203-1613
W- b

TN T7 W—

—0Original Message-—

From: [RAAYT] [N Maj., DHRA
Sent: Wednesday, June 22, 2005 12:39 PM
To: [[53] EESEN A., Capt., DHRA
Subject: Tom

Do you have-phone number at BeNow

Maj., USAF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arﬁnioni VA 22203-1613
[ a1 [ [y
WWw.jamrs.org
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EBNE A., Capt., DHRA

From: M6) ] N Maj., DHRA @-—
Sent: Wednesday, June 22, 2005 3:58 PM

To: [(h)_| L., CIV, DHRA

Cc: (h)(6] R A., Capt., DHRA% D, CIV, DHRA; [
Subject: Review/Coord - Respose to Washington Post query

Draft email to OSD/PA for your coordination.

Draft

Below are JAMRS responses (in blue) to Washington Post reporter Jonathan Krim regarding the Joint
Advertising and Market Research Database:

-- It appears from the Fed Register notice that this contract has been awarded and the program takes effect today.
If so, when was this contract awarded, was it competitively bid, what is the amount, and would you please

provide a copy of it. JAMRS submitted a Systems Notice in the Federal Registry; this is not related to any
contracts being awarded.

Am I correct that the baseline data for this comes from school districts as part of the No Child Left Behind Act,
and it will then be enhanced by the sources listed in the notice? Are universities currently required to provide
such data? No, the baseline data for this Systems Notice do not come from school districts as part of the No
Child Left Behind Act nor are Universities required to provide such data.

-- What if any security provisions for the data has DOD required of the vendor beyond what is listed in the
notice? Did DoD vett the security practices of the vendor, BeNow, and if so, how? BeNow meets every
requirement listed in the notice. DoD routinely inspects its vendors to ensure compliance.

-- Why are Social Security numbers necessary? Grade Point Averages? SSN provides a higher degree of

accuracy in matching duplicate data records. GPA provides the Services with a data point highlighting academic
achievement.

-- What is meant by the following in the notice: "These records ... may specifically be disclosed outside the
DOD as a routine use pursuant to 5: USC"... etc Please contact the OSD Privacy Office.

-- Why is it necessary to enhance data with other sources, such as DMV records and commercial data vendors?
Will DoD routinely be buying data from commercial brokers? JAMRS uses a number of resources in order to
reach the population of youth who are eligible to join the military. These sources include, but are not limited to

DMV records and commercial list vendors. These allow JAMRS to provide the Services with broader coverage
in the most cost efficient manner.

One privacy organization that as expressed concerns about this said that it was unable to find out how to file
public comments electronically, despite leaving several messages for Ms. Irvin that were not returned. Could
you provide any comment on that? This Systems Notice is a matter of Public Record. JAMRS is not aware of

any difficulties with interested parties wishing to make comments electronically during this thirty-day response
period.

Any general comment regarding the recruiting situation in the military and why this effort is important is also

welcome. This program is important because it helps bolster the effectiveness of all the Services' recruiting and
retention efforts.
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We welcome any further questions or comments.

o s el usa
Joint Advertising, Market Research and Studies (JAMRS) -
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613
ﬁﬂ___
Www.jamrs.org
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G VB A, Capt., DHRA

From: (By6Y | [ J., LTJG, DHRA
Sent: WednesdaHly 06 2005 3:17 PM
To: D, CIV, DHRA

Ce: (6] A., Capt, DHRA
Subject: RE Q's about FOIA Requests

Per my discussion with Aaon Graves over at the FOIA office. Mullen's records are excluded from this request since it
specifically requests agercy records (DOD being agency), not contractor records.

Basically they want this to cover as much stuff as possible emails, files etc. The FOIA office wants this to be as inclusive
as possible. So sveyone needs to go through and print any relevant records they may have.

R:
L
wQristhal Message—
Frop# [h\(AY ] B9 D, CIV, DHRA
Sank: Wedn July 06, 2005 11:14 AM
To: 1., LTIG, DHRA
Cc: A., Capt,, DHRA
Subject: RE: Q's about FOIA Requests
Please do!
Great questions!

Also, | need you to figure out how we are going to answer the BIG FOIA request about
BeNOW..... | have that in my office for you.....

Come grab it. You might want to scan a copy for Mullen. It includes their records and files on
BeNOW as well..

Thanks, (b

khkkhhkhhhhhkdkhhkhthdhhhhhdhdhhhrhhihdd

Defense Human Resources Activity (DHRA)
Program Manager, JAMRS

—--Onglnal Message—
From: [(D (N I )., LTJG, DHRA

co: (e I A., Capt., DHRA
Subject: Q's about FOIA Requests

11



| have spoken with the team and we are working out a process to respond and track all the FOIA requests. A
couple of questions came up that we may need to ask the FOIA office about.

1. What format does the FOIA office respond to the requester? (i.e.. Email, letter etc.)

2. Do we need to tell FOIA where we got the persons info from and whether we have delivered it to the
services?

3. Are there any security issues with handling these peoples personal info that we need to be concerned with
or does the fact that we receive this info via email make it OK for to send info back and forth between Mullen,
BeNow etc via email OK?

If it's OK with you | can go ahead and call Dave Henshall at FOIA to go over these issues.

R,

Joint Proj icer, Navy Liaison

Joint Advertising, Market Research & Studies (JAMRS)
4040 N. Fairfax Dr., Suite 200
i VA

12



[[E)(6) ] IRV A., Capt., DHRA

From: (X6 [ V., LTJG, DHRA

Sent: Wednesday, July 13, 2005 11:44 AM

To: F
Cc: A., Capt., D

Subject: FOIA Requests

Hi all,

Il just asked me about the FOIA requests that BeNOW is working on. | told him the BeNOW was on it and had to make
some changes to their system to enable them to do the individual queries. He said that if BeNOW needs to be focused in
any way to tell them that the FOIA requests should take priority over any of the MP releases. He would rather be late on
one of the MP releases than be late with any of the FOIAs.

Let me know if you have any Q's.

Thanks
[ ]

LTJG W
Joint Proje icer, Navy Liaison

Joint Advertising, Market Research & Studies (JAMRS)
4040 N. Fairfax Dr., Suite 200
Arlington, VA 22203-1613

WWW.jamrs.org
“FHH-EMA S FOR-OF OO E-ONEY—
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_ [(hy6) ] A., Capt, DHRA

From: 13377 I—
Sent: May 17, 2005 9:00 AM
To:

Cc:

Subject: DMV Info - PA

To follow up on the below regarding DMV PA:

Notes — sent $450.00 invoice to Captain [FRMEY] attention on 5/16, yesterday.

Next steps — Needs advance payment and a CD.

Mullen

P

F
[1'77{ ] S ——

From:
Sent: Monday, May 16, 2005 3:48 PM
To: [
Cc: Captain
Subject: DMV Info - PA, VA, MD

DMV - MD

337
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Next Steps - Will send contract to Captain
with a 3480 cartridge and a check for $250.00

i attention. Needs this original back, signed (fax not acceptable), along

Virginia DMV

PO Box 27412

Richmond, VA 23269-0001

Note — No CD-Rom capability... cannot by law FTP despite us having SSH FTP protocol. She will cut and send data circa
2 week of June before her vacation.

Next Steps ~ send her a zip disk

DMV — PA

Notes — will need a CD, playing phone tag with her.
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Mullen
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From:
Sent:
To:
Cc: (6] pt
Subject: RE Q's about FOIA Requests

Please do!
Great questions!

Also, | need you to figure out how we are going to answer the BIG FOIA request about BeNOW..... |
have that in my office for you.....

Come grab it. You might want to scan a copy for Mullen. It includes their records and files on
BeNOW as well..

Thanks,

dhkhhkh bk kbbb hbhdhhdbbdhdhdddiid

Defense Human Resources Activity (DHRA)
Program Manager, JAMRS
7

——Ongmal Message——-
: (B . )., LTIG, DHRA

| have spoken with the team and we are working out a process to respond and track all the FOIA requests. A
couple of questions came up that we may need to ask the FOIA office about.

1. What format does the FOIA office respond to the requester? (i.e.. Email, letter etc.)

2. Do we need to tell FOIA where we got the persons info from and whether we have delivered it to the services?
3. Are there any security issues with handling these peoples personal info that we need to be concerned with or
does the fact that we receive this info via email make it OK for to send info back and forth between Mullen, BeNow
etc via email OK?

If it's OK with you | can go ahead and call Dave Henshall at FOIA fo go over these issues.

R,
|

LTJGW

13




Joint Project Officer, Navy Liaison

Joint Advertising, Market Research & Studies (JAMRS)
4040 N. Fairfax Dr., Suite 200
Arlington, VA 22203-1613

WWW.jamrs.org
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[[E)G)] [FRWEIN A., Capt., DHRA

From: @31 J., LTJG, DHRA
Sent: Wednesday, July 06, 2005 11:12 AM
To: D, CIV, DHRA

Cc: A., Capt., DHRA
Subject: Q's about FOIA Requests

()]

1 have spoken with the team and we are working out a process to respond and track all the FOIA requests. A couple of
questions came up that we may need to ask the FOIA office about.

1. What format does the FOIA office respond to the requester? (i.e.. Email, letter etc.)

2. Do we need to tell FOIA where we got the persons info from and whether we have delivered it to the services?

3. Are there any security issues with handling these peoples personal info that we need to be concerned with or does the
fact that we receive this info via email make it OK for to send info back and forth between Mullen, BeNow etc via email
OK?

If it's OK with you | can go ahead and call Dave Henshall at FOIA to go over these issues.

AT

Joint 0

Joint Advertising, Market Research & Studies (JAMRS)
4040 N. Fairfax Dr., Suite 200
Arlin VA 22203-1613
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[(0)6) 1 [BGEI A., Capt., DHRA

From: RN (7 E—
Sent: Wednesday, July 13, 2005 4:46 PM
To: [(hy&] A., Capt, DHRA
Subject: FW: Info request

BeNOW Mullen
IAMRS Inquiry Res..

I in response to security practices and controls. ...

i ——
Sent: Wednesday, Juli 13i 2005 4:36 PM

To: [65 [[RET]
Subject: RE: Info request

Here's an overview of our security practices and controls that should provide a response to the question below. Please

make sure that this information is only provided to Mullen and JAMRS/DOD personnel. Let me know if you have any
guestions.

-—-Qriginal Message——
From: Il [{BY(6Y]

Sent: Wednesday, July 13, 2005 10:19 AM
To:
Cc:
Subject: Info request

The question that has been raised ...

How is student information compiled by an independent organization being safeguarded from outside use.




Please prowde a write up by end of day today on how BeNow safeguards the information that is being compiled.

ou are not the intended reciplent, you must not read, use or
. es or other defec‘ls itis the responslblllty
















-! A., Capt., DHRA

From: [[B)&] S A., Capt., DHRA
Sent: Saturday, July 09, 2005 8:46 PM
To: d D, CIV, DHRA
Subject: FW: SSN POV

Capt. [MEN A. [[RMG] USMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613
W-Ihvay ]

F-lvey ]

—-——Qriginal Message—
From: [(h) ]
Sent: Monday, June 27, 2005 4:43 PM
To:ffby6)y

Cc: ] [(@1] Al [B)&Y] Meghan Butier; [N
Subject: SSN POV

Social Security Point of View Document attached.




36 Essex Street
Wenham, MA 01984-1799
T 978 468-1155 F 978 468-1133

M U LL E N MEMORANDUM mullen.com

cC:

Date:  6/27/05

RE:  Usage of Social Security Number POV

The collection and usage of Social Security Numbers (SSN) in the JAMRS Consolidated Database has
recently been brought into question. JAMRS/Mullen have been asked to look at this usage and make a
recommendation in going forward with this data element.

Recommendation:

It is the recommendation of Mullen to discontinue using Social Security numbers from all programs and
have this data point permanently removed from the JAMRS Consolidated Database.

Background:

Social Security Numbers have been provided through two input sources — Selective Service Registrants,
and the MEPCOM Accession files. It is important to note that we do not keep actual SSNs on the
database. The numbers are scrambled and stored in a secure manner and the original numbers are
securely expunged.

Using SSN allows us the most accurate data point to match duplicate records in the database and remove
these records. Additionally, this is the most accurate way to match marketing activity (in this case
Selective Service Responders) to the Accession files. This matching would allow the DOD to measure
the value of these programs as well as understand who is joining the Military.

Because SSN is only on a small portion of the database, we feel that the advantage gained in using SSN is
not great enough to outweigh the costs of keeping the numbers; both in terms of remote potential of
misuse and public misperceptions of the data we are collecting.

Implications to the Database:

g 1 o
Advertising tigntDuect Marketing | Interactive | Public Relations




36 Essex Street
Wenham, MA 01984-1799
T 978 468-1155 F 978 468-1133

MULLEN MEMORANDUM mullen.com

Scrambled SSN would have to be removed/deleted from contact records, contact matchkey records, and
accession history records. Since the current process for Accession matching relies on scrambled SSN and
name as the primary matchkey for matching, and a combination of name, address, and DOB as a
secondary matchkey for matching, removal of the primary matchkey containing scrambled SSN from the
database would result in all matching being performed utilizing the secondary matchkey.

By virtue of how the system works today, without scrambled SSN as a matchkey, no matching could
occur on scrambled SSN matchkey and the system would default to using the secondary matchkey for all
Accession matching. No coding changes to the JAMRS database would be required to make this happen.

Additional modifications would be required to completely remove the SSN from all sources of data for
JAMRS. Both the Selective Service and Accession feeds would have to be modified to send blanks as the
value where SSN currently resides in each of the respective record layouts. This would require
modifications by both the Selective Service for the Selective Service System data feed and DMDCWest
for Accession data feed. By nullifying the SSN field, any process that JAMRS uses to load data into the
database would ignore this field for processing.

Advertising Interactive | Public Relations

DwgntD:rect Marketing




Page 1 of 1
Identify up to three of the open time slots when you are available to be interviewed on Monday, October 24 (see
below). Available 12noon-1pm, 130-230, or 3-4

Provide a phone number where you can be reached to confirm your interview time. Your phone number will ONLY be
used to contact you about scheduling.? Phone

© Tell us your major and anticipated graduation date. Major: Nursing, Graduating December 2005

http://webmail.catalog.com/horde-3.0.4/imp/view.php?popup_view=1&index=98&mailbox=INBOX&a... 10/06/2005




[(0)(6) ] W& A., Capt., DHRA

From: [fEM&)] SN A., Capt., DHRA
Sent: i :56 AM

To: CIV, DHRA
Cc: (hM6) D, CIV, DHRA
Subject: RE: USS Corzine Package

I have done a lot of cutting and pasting for the info letter. This should
give you a good snapshot of everything. I will include links to Dr. Chu's
round table and the inaccuracies responses to the Washington Post. It may
lock a little ugly, but it tells the story.

Inaccuracies to
Washington Pos...

Thanks again for assisting with this task!

v/r

[yl

Capt. [HNETN A. I USMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

W- [ ]

] —

o Info on Chu’s meetings with the press

Dr. Chu's Intro really tells the story

Chu: Good afternoon, everyone. Thank you for joining us. I've asked a
couple of my people to join us ~- Sharon Cooper who is effectively the
Chief Operating Officer of Consumer Resources Activity and i who
watches out for Military Personnel Policy, to join me. They'll answer all
the difficult questions. [Laughter].

Let me provide some context here which I think is important in
understanding this issue. I know most of you are aware of this context but
I think it is important to just very briefly summarize it.

Thirty-two years ago now, I guess, President Nixon made a very important
decision that returned the United States to its tradition which is that we
staff our military on a voluntary basis. It's easy to forget for those of
us who were born during the Cold War, grew up in that period of time, that
the United States typically, unlike continental European powers but like
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the United Kingdom, has typically staffed its military with volunteers.
That was true during the Civil War, by the way. A very interesting point.
Much of the Civil War staffing was volunteers. Only during the lst World
War and the 2nd World War and then in the period after the 2nd World War in
the Cold War, did the United States use conscription, and Nixon decided in
'73 to end that.

We went to what people call the All Volunteer Force, and that issue of
course has been debated in our political system.

Recently, as you recall last year I think in the legislative cycle, Mr.
Rangels's bill was brought up and lost, to return to conscription, lost 400
to 2. So the country has I think very decisively, even Rangel voted against
it. [Laughter]. Why did you propose this? [Laughter]. So the country has
spoken decisively, we want a volunteer force.

I think what some of you, and I know Vince appreciates this, know in a way
the phrase volunteer force is a bit of a misnomer. This is a recruited
force. Professional recruiters speak of it this way, as an all recruited
force because while I suspect some in the public think people simply walk
in the door and sign up, that's not how it works. People have to be made
aware that we're interested in them, that they are good candidates for
military service, and we have to convey to them what the attributes of
military service entail and what the elements that might be attractive to
them include. And of course for those who are seeking to go on to college,
one of the very important benefits this country established starting in the
2nd World War in different forms over the decades I would acknowledge, is
the GI Bill. That we will help finance your college education if you serve
in the military.

For those who are headed to college already, one of the very important
attributes in the last 10-15 years has been the ROTC scholarship. The
majority of ROTC commissionees these days are scholarship students, so the
ROTC scholarship is a very important way for young Americans who want to
go, particularly to a private university which can be, as any of you paying
the bills these days know, very expensive. It can be a very important way
particularly for a middle class youngster who's not going to qualify for
financial aid under most standards, to be able to help finance that $40,000
a year bill which is typically what it costs at a private university today.

And it's even aimed at people in graduate school or acceding graduate
school. The Health Professional Scholarship Program for medical students.
It's aimed -- and I have personal knowledge of this -- at people who have
finished a graduate program. We recruit doctors. Our recruiters send out
nice little notes to doctors saying wouldn't you like to think about coming
and serving in our facilities?

To sustain this we need a source of names and addresses, or more
accurately, the military recruiters need a source of names and addresses
and that's what was reported in the Washington Post this morning.

The Congress actually sanctioned this with statutory language. It goes back
at least to 1982. It may go back earlier. That said you will, this is
Section 503 of Title 10, United States Code, and reads, "The Congress finds
in order for Congress to carry out," I think you could put Secretary of
Defense, "to carry out effectively its [inaudible] to raise and support
armies, and essentially the Secretary of Defense obtain and compile
directory information pertaining to students enrolled in secondary schools
throughout the United States."




So this is something that Congress has properly directed the Secretary to
undertake, in other words, to contact people.

Now how do we put this list together, and I think that's what's triggered
the current interest? For many years we simply acquired various lists. Some
of them were purchased, commeércial lists, some of them were government
lists. The services did it for a period of time on a decentralized basis.
In the last decade or so we've tried to give this a more organized
supervision and have as we've come in the last few years, to one list for
everybody that is a merger of these various lists.

Now I should emphasize, we don't give this list out to other people. It is
given only to the military recruiters and again what they get basically is
what's in these lists. Typically it's name, address. There are occasions
where the commercial list contains some other fields. Apparently some of
the commercial list compilers ask students what's your GPA [grade point
average] and so on, and the list could preserve that information, but
people have volunteered that information.

One point that did come up in the story is that were we retaining social
security numbers. The short answer is no. We do get the social security
numbers and they're used in a scrambled manner from the Selective Service
system file. They're used to purge the list of duplicates and to ensure its
cohesion, but they are not maintained.

What I'd emphasize is this is, to come to the key points here, contacting
young Americans, making them aware of their option in the service is
critical to the success of the volunteer force; it isg an activity that
Congress sanctioned in statutory language 23 years ago. This is not new. It
was done by the Department in various ways over the years, in a more
organized fashion in the last few years. That is what triggered, as I
understand it, the Post attention. The responsibility for this changed
locations within Ms. Cooper's enterprise and under the statutes governing
the maintenance of records. The Privacy Act statute, we have to file a new
notice. So it's the new notice that gained people's attention and I think
created this impression that somehow we were doing something new and
different. The short answer is generically this is something we've done for
a couple of decades or more.

o Info on how long this info has been collected

JAMRS has compiled and distributed files to the Services’ Recruiting
Commands for over twenty years. However, the manner in which the files
have been compiled and distributed changed in 2003 to reflect technological
advances and the need to establish better command/control over the data.

To ensure better privacy and protection of these data JAMRS contracted for
a comprehensive database.

o Info on Sec 503 and the authority to collect this data

In order to effectively reach DoD’s target audience, recruitment age youth,
JAMRS has basic information such as names/addresses. The Department has

the authority to collect this personal information as mandated by Congress
in 1982:

“The Congress finds that in order for Congress to carry out effectively its
constitutional authority to raise an support armies, it is essential that
the Secretary of Defense obtain and compile directory information
pertaining to students enrolled in secondary schools throughout the United
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States (P.L. 97-252, section 1114 (a); 96 Stat 748) - today embodied in 10
UsSC §503. ;

Some purchased non-government records include other data elements to
include race/ethnicity, grade-point averages and telephone numbers. JAMRS
does not distribute Social Security Numbers (SSNs) to anyone, including the
Services. SSNs, which are in a scrambled format, are only used as an
internal DoD tool to the very limited extent needed to provide a higher
degree of accuracy in matching duplicate recoxrds.

o Quotes from Chu’s roundtable on this issue - specifically how
having an AVF requires this type of work to support recruiting

No Child Left Behind is basically a local and decentralized operation which
gives recruiters at your local recruiting station the same right that
private companies have if the high school is giving out information, to
have a list of the kids in that high school. High schools give it out to
the yearbook companies, they give it out to ring companies. I think the
status in the Congress, and this is statutory, again, I want to emphasize
both the activity we're describing this afternoon and No Child Left Behind,
are the product of statutes voted by the Congress.

Media: But you request it.

Chu: Well this actually, this goes back 20-some years. This is back to
Congress trying to ensure, and that's I think the main point I want to make
this afternoon. Congress wants to ensure the success of the volunteer
force. Congress does not want conscription. The country does not want
conscription. If we don't want conscription you have to give the Department
of Defense, the military services, an avenue to contact young people to
tell them what is being offered. And you would be naive to believe in any

enterprise that you're going to do well just by waiting for people to call
you.

o Info on the security used to guard the data

The JAMRS consolidated database resides in a highly secure, restrictive
environment. Vulnerability and risk assessment reviews are conducted on
a regular basis both in-house and by a third party. Safeguards include:

e Physical security (computer room)
e Access cards
e Video cameras
e Firewalls

e Data exchange security
e Secure File Transpot Protocol (SFTP) - Secure socket layer
e Protocol for encrypting/decrypting data
e 128 Byte Encryption Software

e Restricted access to data
e Password protection
) Different levels of access




e “Need to know”

o Info on JAMRS role - passing the data on to the Services

“Database” describes how information is collected and securely stored for

ease of use. The idea of the “Consolidated Database” was introduced by
JAMRS and the Services in early 2003. This branded term represents the
consolidation of the five major files:
High School Master file
Selective Service System file
- College file
- Accession file
Suppression file

The term “Consolidated Database” is used internally to reflect JAMRS
ability to house all of the files that it compiles, processes, and
distributes under one centralized storage unit. Even though they are
stored under one unit, they are still five separate files. The integrity
of each file must be maintained independently in order to meet the
Services’ needs (i.e., High School mailing, College mailing, Selective
Service mailing, etc.). This concept would allow all processing functions
to be managed under one umbrella. The Consolidated database allows JAMRS
to eliminate duplicate records across files and securely store historical
data (for up to three years by law) and make available to the Services in
any iteration they may require. With constant management and cleansing of
the data, it allows a centralized, seamless and more cost efficient way to
support all of the Services Recruiting efforts. By lifting the burden off
the Recruiting Commands from performing those functions and centralizing
this effort, JAMRS is saving the Government millions of dollars each year.

The JAMRS Consolidated Database contains approximately 35 million records.
About 13 million of those are active in the database and 22 million or so
records are considered historical.

o Info on what the Services use the data for

The data that JAMRS provides to the Services are primarily used to
support their Direct Mail advertising initiatives. The use of
Direct Mail is a primary driver to get information out to
prospects and adult influencers about their respective branch of
service. They also use additional data that we provide (GPA,
Telephone number, ASVAB score, Military interest, college intent)
in order to do the following:

¢ to conduct statistical analysis of their advertising efforts
(measurements of effectiveness)

¢ Target those students that may qualify for certain MOS's within
DoD

e Assist recruiters at the local by providing additional
information, in support of their recruiting activities

Most of the Services use the list for their national advertising
efforts (meaning, they do not send the list down to the local
recruiters level). They typically will have a Junior class mailing,
Senior class mailing college mailing and some of them do a Selective
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Service registrants mailing.

e Time line of events

Consolidated Database Background:
° Winter 2002 - JAMRS contracted Mullen to handle core program

e Fall 2002 - Responses to Formal RFP received from four Data
Processing vendors; BeNOW officially awarded JAMRS Contract
. Jan/Feb 2003 - Mullen/JAMRS execute formal assessment of Direct

Marketing Program. Consolidated Database concept recommended and
subsequently approved

¢ October 2003 - Consolidated Database operational
¢ May 2004 - Development of new Systems Notice begins

e September 2004 - First version of Systems Notice presented for
review

e May 2005 - Systems Notice posted in Federal Register
. June 20, 2005 - One comment received on the Systems Notice

e June 23, 2005 - USD(P&R) conducts media round table in response to
news/media reports

I'm happy to construct the letter around content if you provide if you
want to work it that way.

I'm at your disposal on this so just let me know what you would like me
to do!

She wants to see a draft letter by early tomorrow afternoon.

Thanks !

®© -

Manageméﬁi iﬁéi&st

phone: [fRE |
cell: [Ri&

DHRA HQ

4040 Fairfax Drive
Suite 200
Arlington VA 22203
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Inaccuracies to the Washington Post June 23, 2005 front page article, in blue.

Pentagon Creating Student Database
Recruiting Tool For Military Raises Privacy Concerns

By Jonathan Krim, Washington Post Staff Writer

The Defense Department began working yesterday with a private marketing firm to
create a database of high school students ages 16 to 18 and all college students to help
the military identify potential recruits in a time of dwindling enlistment in some branches.

JAMRS has not begun working with any new private marketing firms to create a
new database of high school students ages 16 to 18 or all college students. Nor is this
a new contract. JAMRS has been working with this same contractor since 2002.
The database was not created because of dwindling enlistment rates. It was created
in order to have a tool that is more cost-effective and efficient for all the military
Services. Similar data has been collected by the Department since the 1980s; the
database is a consolidation of these data.

The program is provoking a furor among privacy advocates. The new database will
include personal information including birth dates, Social Security numbers, e-mail
addresses, grade-point averages, ethnicity and what subjects the students are studying.

In order to effectively reach DoD’s target andience, recruitment age youth, JAMRS
has basic information such as names/addresses. The Department has the authority
to collect this personal information as mandated by Congress in 1982:

“The Congress finds that in order for Congress to carry out effectively its
constitutional authority to raise an support armies, it is essential that the Secretary of
Defense obtain and compile directory information pertaining to students enrolled in
secondary schools throughout the United States (P.L. 97-252, section 1114(a); 96 Stat
748) — today embodied in 10 USC §503.

Some purchased non-government records include other data elements to include
race/ethnicity, grade-point averages and telephone numbers. JAMRS does not
distribute Social Security Numbers (SSNs) to anyone, including the Services. SSNs,
which are in a scrambled format, are only used as an internal DoD tool to the very
limited extent needed to provide a higher degree of accuracy in matching duplicate
records.

The data will be managed by BeNOW Inc. of Wakefield, Mass., one of many marketing
firms that use computers to analyze large amounts of data to target potential customers
based on their personal profiles and habits.
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BeNOW is working under a subcontract to Mullen, the advertising agency
associated with the JAMRS program. JAMRS contracts a number of
recruiting/marketing activities through Mullen. JAMRS has tasked Mullen to carry
out the mechanics of putting this file together. Mullen in turn selected a
subcontractor who actually carries out that enterprise. BeNOW was chosen by
Mullen for their data warehouse capabilities. BeNOW is not tasked to do marketing
for DoD and does not analyze data to target people for DoD for any purposes.

Privacy advocates said the plan appeared to be an effort to circumvent laws that restrict
the government's right to collect or hold citizen information by turning to private firms to
do the work.

BeNOW does not collect the data. The Department collects the data. Data are obtained through
different means, to include commercial list-purchases where students have already volunteered
their information to the vendor, such as Grade Point Average (GPA). After DoD obtains the data
from these multiple sources, the data are given to the contractor to create a single file.

Some information on high school students already is given to military recruiters in a
Separate program under provisions of the 2002 No Child Left Behind Act. Recruiters
have been using the information to contact students at home, angering some parents and
school districts around the country.

This database is not connected in any way to the No Child Left Behind Act. JAMRS
does not solicit any directory information from High Schools.

School systems that fail to provide that information risk losing federal funds, although
individual parents or students can withhold information that would be transferred to the
military by their districts. John Moriarty, president of the PTA at Walter Johnson High
School in Bethesda, said the issue has "generated a great deal of angst” among many
parents participating in an e-mail discussion group.

Under the new system, additional data will be collected from commercial data brokers,
state drivers' license records and other sources, including information already held by
the military.

This is neither a new system nor a new effort.

"Using multiple sources allows the compilation of a more complete list of eligible
candidates to join the military,"” according to written statements provided by Pentagon
spokeswoman Lt. Col. B i in response to questions. "This program is important
because it helps bolster the effectiveness of all the services' recruiting and retention
efforts.”
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The Pentagon's statements added that anyone can "opt out” of the system by providing
detailed personal information that will be kept in a separate "suppression file." That file
will be matched with the full database regularly to ensure that those who do not wish to
be contacted are not, according to the Pentagon.

But privacy advocates said using database marketers for military recruitment is
inappropriate.

"We support the U.S. armed forces, and understand that DoD faces serious challenges in
recruiting for the military," a coalition of privacy groups wrote to the Pentagon after
notice of the program was published in the Federal Register a month ago. "But . . . the
collection of this information is not consistent with the Privacy Act, which was passed by
Congress to reduce the government's collection of personal information on Americans."

Chris Jay Hoofnagle, West Coast director of the Electronic Privacy Information Center,
called the system "an audacious plan to target-market kids, as young as 16, for military
solicitation.”

DoD does not target 16-year olds unless they are juniors or seniors in High School.
The All-Volunteer Force is a recruited force. People have to be made aware that the
Military is interested in them, that they are good candidates for military service.
We wish to convey to them what the attributes of military service are and what
benefits are available that might be attractive to them such as the GI Bill, ROTC
scholarships, and the Professional Health Scholarship program.

He added that collecting Social Security numbers was not only unnecessary but posed a
needless risk of identity fraud. Theft of Social Security numbers and other personal
information from data brokers, government agencies, financial institutions and other
companies is rampant.

SSNs are only used as an internal DoD tool to the very limited extent needed to
provide a higher degree of accuracy in eliminating duplicate records. JAMRS does
not distribute SSNs to anyone. The SSNs are highly protected and never released
from the database — not even to the military Services.

"What's ironic is that the private sector has ways of uniquely identifying individuals
without using Social Security numbers for marketing," he said.

JAMRS does not use SSNs for any marketing purposes.
The Pentagon statements said the military is "acutely aware of the substantial security

required to protect personal data," and that Social Security numbers will be used only to
"provide a higher degree of accuracy in matching duplicate data records."
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The Pentagon said it routinely monitors its vendors to ensure compliance with its security
standards.

Krenke said she did not know how much the contract with BeNOW was worth, or whether
it was bid competitively.

Officials at BeNOW did not return several messages seeking comment. The company's
Web site does not have a published privacy policy, nor does it list either a chief privacy
officer or security officer on its executive team.

According to the Federal Register notice, the data will be open to "those who require the
records in the performance of their official duties."” It said the data would be protected by
passwords.

The system also gives the Pentagon the right, without notifying citizens, to share the data
Jor numerous uses outside the military, including with law enforcement, state tax
authorities and Congress.

If requested by law enforcement, tax authorities or Congress, JAMRS is required by
law to provide the information. However JAMRS has never distributed these
records outside DoD. Nor is it DoD’s intent to share the data to outside agencies.

Some see the program as part of a growing encroachment of government into private
lives, particularly since the Sept. 11, 2001, terrorist attacks.

"It's just typical of how voracious government is when it comes to personal information,"
said James W. Harper, a privacy expert with the Cato Institute, a libertarian think tank.
"Defense is an area where government has a legitimate responsibility . . . but there are a
lot of data fields they don't need and shouldn't be keeping. Ethnicity strikes me as
particularly inappropriate.”

Yesterday, the New York Times reported that the Social Security Administration relaxed
its privacy policies and provided data on citizens to the FBI in connection with terrorism
investigations.

-end -




[(B)(6) ] NG A., Capt., DHRA

From: [fEife] I A, Capt., DHRA
Sent: Thursday, June 23, 2005 11:44 AM
To: ESE D, CIV, DHRA

Cc: EESE Maj., DHRA
Subject: FW: BeNOW IT Policies

W oW W

BeNOW IT Policies BeNOW Data  BeNOW IT Policies
Information ... Zenter Description... IT Questiona... .
Security measures!

Capt. [N A. [(RY(6] USMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

——0Original Message-—-

From: Il [(5Y(6) ]

Sent: Thursday, June 23, 2005 11:43 AM
To: [EESE MESEEN A., Capt., DHRA
Subject: FW: BeNOW IT Policies

Here you go ...

Sent: Wednesday, June 22, 2005 5:47 PM
To: [ [(BY6) |
Subject: BeNOW IT Policies

Attached are three documents that outline the BeNOW security and privacy policies that BeNOW employs for the JAMRS
data.

BeNOW IT Policies Information Security of Client Data.doc - Provide guidelines that protect the data integrity and
proprietary nature of our Client's data.

BeNOW Data Center Description.doc - Provides an overview of the BeNOW Data Center including detail of the data
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cehter capabilities, practices, and policies.

BeNOW IT Policies IT Questionairre.doc - Provides answers to standard service provider security and infrastructure
questions typically asked of BeNOW

Please take a look at them and let [[lfJor myself know if you have any questions or need any additional information.

Thanks,

(b)6)

BeNOW

500 Edgewater Drive - Suite 525
Wakefield, Massachusetts 01880
781-876-2144 direct
781-876-2344 fax

[bY&) 1

www.benow.com

<<BeNOW IT Policies Information Security of Client Data.doc>> <<BeNOW Data Center Description.doc>> <<BeNOW IT
Policies IT Questionairre.doc>>

gntiat and q Slisarerot eI recipient, you must not read, use or
...... : acknown viruses or other defects, itis the responsibility
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[(D)G) ] WRWE A., Capt., DHRA

From: [R5 M A, Capt., DHRA

Sent: Thursday, June 23, 2005 12:28 PM

To: [ D, CIV, DHRA

Ce: [(RC] Maj., DHRA

Subject: FW: benow security summary
BeNOW Security

Summary.doc (25...

Capt. [IEIER A. [(H)&] USMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

—-0Original Message—
From: l
Sent: Thursday, June 23, 2005 12:29 PM
To: [ WESEN A., Capt., DHRA
Subject: FW: benow security summary

From: Connor, Ed

Sent: Thursday, June 23, 2005 12:27 PM
To: [N [EEEN

Subject: benow security summary

—-Original Message-—
From: Hl

Sent: Thursday, June 23, 2005 12:25

ITYHEYY

Here is Captain's email
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From: RSN A., Capt., DHRA [

Sent: Thursday, June 23, 2005 9:52 AM
To: [
Subject: draft

INFORMATION PAPER
SUBJECT: Joint Advertising, Market Research and Studies

BACKGROUND/DISCUSSION: The Joint Advertising Direct Market Research and Studies
(JAMRS) Direct Marketing Program efforts support Service-level recruiting and influencer
outreach. JAMRS provides the Services with contact information on millions of prospective
recruits annually through five efforts: Joint Leads, College File, High School Master File, Selective
Service File, and Permanent Suppression File. Beyond list management services, DM outreach
initiatives include targeted fulfillment pieces directed at influencers.

In 2002 JAMRS conducted an assessment of all Direct Marketing activities to ensure that the Services needs
and requirements were being met. JAMRS concluded that it would be more

cost efficient to deliver and distribute the lists by creating a consolidated database that would allow us to
better manage the collection of this information. JAMRS effort to consolidate this data began in 2002.

JAMRS considered numerous firms before contracting with BeNOW. JAMRS awarded BeNOW's the
contract in Sept 2003 to manage the data around $400K.

JAMRS was under the umbrella of the Defense Manpower Data Collection (DMDC) Center which had a
Privacy Act systems notice that JAMRS operated under. JAMRS collects data in I with all
required Federal regulations.

In 2002 JAMRS reorganized under the Defense Human Resource Activity (DHRA) moving from DMDC. It
was not until 2004 that JAMRS realized that it needed to submit a separate systems notice. JAMRS began

working the systems notice over a year ago. The systems notice went into the Federal Register May 22,
2005. The 30-day comment period ended yesterday.

Prepared by: [V [(BY6Y] JAMRS (DHRA), IRMETTT

Capt. IR A. usMmC
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Direct Marketing Officer, JAMRS
-Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

NOTE: The information

e ed reciplent you must not read, use or
dlssemmate the information Althe

san Yiryses or other defects, ltis the responsibility
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BeNOW has formal, documented IT and security policies in place and these policies are
used to manage all client systems including the JAMRS solution. These written
standards and procedures instruct our embloyees on the protection of confidential
customer information.

We have a program of self-monitoring for security compliance. Our automated systems
managements and security software provides the central IT team with network
performance, access, denials, intrusion detection, etc... Vulnerability and risk
assessment tests of external network connections are conducted on a regular basis.
The vulnerability and risk assessment are performed both in-house and by a third-

party.

Access to client confidential information is highly restricted. Network firewall, DB server
and RDBMS layers - multiple password protected. Current security technologies and

- platforms employed include firewalls, intrusion detection systems and implemented
tools and standards.

Physical Security

Security of the data center areas is ensured through use of zoned HID access cards
coupled to a Northern Computer access control system. The computer room area is
monitored by remote controlled video cameras that may be accessed via the Internet in
trouble situations.

BeNOW utilizes Firewall-1/VPN-1from Checkpoint Software as our perimeter firewall.
Separate firewall modules are used to protect our corporate and production networks
from unauthorized access.

Additional network-based software from Sophos and Clearswift provide anti-virus and
email content filtering respectively. All inbound/outbound email and connected PCs are
automatically scanned for viruses and SPAM.

Data Exchange Security

We use SFTP over SSH as our standard for data interchange over the Internet. This
environment uses encryption technology to protect data in transit. We also use PGP
encryption software for transmitted files.

Access Control Security




The company has a standard policy that applies to user access rights. All applications
developed for Client or internal uses have a login process to authenticate all application
users and control the type of access granted to the user. Capabilities for adding and
removing user logins are tightly controlled and restricted to system administrators. All
applications have a pre~determined number of authorized login attempts limiting the
possibility of unauthorized access to the system. Only system administrators can reset
these passwords and allow further use of the application.

Access to the network and servers and systems will be achieved by individual and
unique fogins, and will require authentication. Authentication includes the use of
passwords or other recognized forms of authentication.

All users of systems that contain high risk or confidential data must have a strong
password, the definition of which will be established and documented by the IT Group.
Strong password definition: minimum of 8 characters, mix alpha and non-alpha
characters, mix upper and lower case.

We use SSL and other similar encryption methods for the entire application. -



6] W& A., Capt., DHRA

From: [BEY ] [[RE] Maij., DHRA . ‘ : :)
Sent: Thursdai, June 23, 2005 9:56 PM

To: [@ID, CIV, DHRA
Ce: A., Capt., DHRA; B ... LTJG, DHRA; [(BMEY 1 [(] Maj.,
DHRA,; [l h ‘Al

Subject: Response to Inaccuracies to the Washington Post June 23

First Draft, for your consideration.

- It is [(MAYT as you requested.

- Dr. Chu's points can be added tomorrow am after the posting on Defenselink. (highlighted in yellow)
- Do you want more about BeNow than what we have?

Inaccuradies to the
Washington...
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Inaccuracies to the Washington Post June 23, 2005 front page article, in blue.

Pentagon Creating Student Database
Recruiting Tool For Military Raises Privacy Concerns

By Jonathan Krim, Washington Post Staff Writer

“The Defense Department began working yesterday with a private marketing firm to
create a database of high school students ages 16 to 18 and all college students to help
the military identify potential recruits in a time of dwindling enlistment in some
branches.”

DoD has not begun working with any new private marketing firms to create any
new databases of high school students ages 16 to 18 or all college students. This is
not a new contract. JAMRS has been working with this same contractor since early
2002. The database was not created because of dwindling enlistment rates.

“The program is provoking a furor among privacy advocates. The new database will
include personal information including birth dates, Social Security numbers, e-mail
addresses, grade-point averages, ethnicity and what subjects the students are studying.”

The database is not new. JAMRS has been collecting this type personal data since
the early 1980s. In order to effectively reach DoD’s target audience, JAMRS has
basic information such as names/addresses. Some records include other data
elements to include race/ethnicity, grade-point averages and telephone numbers.
JAMRS does not distribute Social Security Numbers (SSNs) to anyone. SSNs are
only used as an internal DoD tool to the very limited extent needed to provide a
higher degree of accuracy in matching duplicate records.

“The data will be managed by BeNow Inc. of Wakefield, Mass., one of many marketing
firms that use computers to analyze large amounts of data to target potential customers
based on their personal profiles and habits.”

BeNow has been under DoD contract to manage JAMRS consolidated database
since 2002. BeNow does not do marketing for DoD and does not analyze data to
target people for DoD for any purposes.




"The purpose of the system . . . is to provide a single central facility within the
Department of Defense to compile, process and distribute files of individuals who meet
age and minimum school requirements for military service," according to the official
notice of the program.

Additionally, the database was created in order to have a DoD tool that is more cost-
effective and efficient.

Privacy advocates said the plan appeared to be an effort to circumvent laws that restrict
the government's right to collect or hold citizen information by turning to private firms to
do the work.

“Some information on high school students already is given to military recruiters in a
separate program under provisions of the 2002 No Child Left Behind Act. Recruiters
have been using the information to contact students at home, angering some parents and
school districts around the country.”

This database is not connected to the No Child Left Behind Act. JAMRS does not
solicit any directory information from High Schools. However, recruiters at the
local level can gain access to most High School directories.

“School systems that fail to provide that information risk losing federal funds, although
individual parents or students can withhold information that would be transferred to the
military by their districts. John Moriarty, president of the PTA at Walter Johnson High
School in Bethesda, said the issue has "generated a great deal of angst” among many
parents participating in an e-mail discussion group.”

“Under the new system, additional data will be collected from commercial data brokers,
state drivers' license records and other sources, including information already held by
the military.”

This is neither a new system nor a new effort.

"Using multiple sources allows the compilation of a more complete list of eligible
candidates to join the m ," according to written statements provided by Pentagon
spokeswoman Lt. Col, B response to questions. "This program is important
because it helps bolster the effectiveness of all the services' recruiting and retention
efforts."”

The Pentagon'’s statements added that anyone can "opt out" of the system by providing
detailed personal information that will be kept in a separate "suppression file." That file
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will be matched with the full database regularly to ensure that those who do not wish to
be contacted are not, according to the Pentagon.

But privacy advocates said using database marketers for military recruitment is
inappropriate.

JAMRS does not use database marketers for military recruitment.

"We support the U.S. armed forces, and understand that DoD faces serious challenges in
recruiting for the military,” a coalition of privacy groups wrote to the Pentagon after
notice of the program was published in the Federal Register a month ago. "But . . . the
collection of this information is not consistent with the Privacy Act, which was passed by
Congress to reduce the government's collection of personal information on Americans.”

Chris Jay Hoofnagle, West Coast director of the Electronic Privacy Information Center,
called the system "an audacious plan to target-market kids, as young as 16, for military
solicitation."

DoD does not target kids 16-year olds unless they are juniors or seniors in High
School.

He added that collecting Social Security numbers was not only unnecessary but posed a
needless risk of identity fraud. Theft of Social Security numbers and other personal
information from data brokers, government agencies, financial institutions and other
companies is rampant.

SSNs are only used as an internal DoD tool to the very limited extent needed to
provide a higher degree of accuracy in matching duplicate records. JAMRS does
not distribute SSNs to anyone. The SSNs are highly protected and never released
from the database — not even to the military Services.

"What's ironic is that the private sector has ways of uniquely identifying individuals
without using Social Security numbers for marketing,"” he said.

DoD does not use SSNs for any marketing purposes.

The Pentagon statements said the military is "acutely aware of the substantial security
required to protect personal data,"” and that Social Security numbers will be used only to
"provide a higher degree of accuracy in matching duplicate data records."

The Pentagon said it routinely monitors its vendors to ensure compliance with its security
standards.
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Krenke said she did not know how much the contract with BeNow was worth, or whether
it was bid competitively.

Officials at BeNow did not return several messages seeking comment. The company's
Web site does not have a published privacy policy, nor does it list either a chief privacy
officer or security officer on its executive team.

According to the Federal Register notice, the data will be open to "those who require the
records in the performance of their official duties.” It said the data would be protected by
passwords.

The system also gives the Pentagon the right, without notifying citizens, to share the data
Jor numerous uses outside the military, including with law enforcement, state tax
authorities and Congress.

Federal law states . However, JAMRS has never distributed these records
outside DoD. ' ‘
Some see the program as part of a growing encroachment of government into private
lives, particularly since the Sept. 11, 2001, terrorist attacks.

"It s Just typical of how voracious government is when it comes to personal information,"

{88 V. Harper, a privacy expert with the Cato Institute, a libertarian think tank.
"Defense is an area where government has a legitimate responsibility . . . but there are a
lot of data fields they don't need and shouldn't be keeping. Ethnicity strikes me as
particularly inappropriate.”

Yesterday, the New York Times reported that the Social Security Administration relaxed
its privacy policies and provided data on citizens to the FBI in connection with terrorism
investigations.




[B)G)] WSS A., Capt., DHRA
F.i'om:
Sent:
To:

Subject:

"

Perm Suppressions
Output Layou...
ToAl:

An updated version (through 6/1/05) of the JAMRS' Permanent Suppression Masterfile is now available via FTP.

We will still continue to distribute all suppression requests we receive on an ad-hoc basis via e-mail, as well.

Please be aware that:

1. You can download the file as convenient and as often as you need to.

2. USERID and Password remain unchanged. If you need the usemame and password, please contact me for that
information.

The Permanent Suppression File was extracted and copied to the ftp server as: PSup06012005.dat and contains
95,898 records.

The file can be retrieved from the ftp server at _by
using a FTP system capable of an SSH or "secure FTP" connection.

Attached is a copy of the file layout for reference.
Please let me know if you have questions, etc... Thanks.

Best Regards,
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Record Length = 281
Fixed Text Format

CONTACT ID

17 17 fier

PREFIX 15 32
FIRST NAME 20 52
MIDDLE _NAME 20 72
LAST NAME 40 73] 112
SUFFIX 101 113] 122
ADDRESS1 40| 123} 162

. ADDRESS2 401 163] 202
CITY 30f 203| 232
STATE 21 233 234
ZIP_ CODE 15] 235! 249|nnnnn-nnnn, nnnnn
HOME_PHONE 101 250| 259|nnnnnnnnnn
BIRTH_DATE 10| 260| 269|YYYY-MM-DD
DELETE_REASON CODE 2| 270] 271]See Below for Values
DELETE _DATE 10]  272] 281|YYYY-MM-DD

Delete Reason Codes
01
02
03
04
05
06
07
08
09
10
11
12
13
" 14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

DECEASED

HANDICAPPED

IN PRISON

UNDERAGE

OVERAGE

CURRENTLY IN SERVICE
PRIOR SERVICE

MARINE CORPS NIXIE
CONSCIENTIOUS OBJECTOR
PERSONAL REQUEST
PARENTAL REQUEST
WHITE HOUSE REQUEST
SELECTIVE SERVICE REQUEST
CONGRESSIONAL REQUEST
OASD REQUEST

SERVICE REQUEST
ACCESSION NAME

OTHER (MAIL REQUEST)
ARMY LEAD SUPPRESSION
NOT USED

DMA_MAIL

USPS_PANDER
BUSINESS_FLAG
DNLY_SUP_FLAG
DECSD_REL_FLAG
3RDPRTY_SUP_FLAG
COLLEGE_FLAG
MILITARY_FLAG




29

30

31
32
33

TRAILER_FLAG
RETIREMENT_FLAG
NURSING_FLAG
CLIENT_SUP_FLAG
EXPIRED_LIST_NAME




¢ -

[(BYE] MERN A., Gapt., DHRA @

From:
Sent: riday, Ma
To:

***JAMRS / Selective Service System (SSS) File - 3rd Quarter, Fiscal Year 2005
Distribution™* )

Selective Service  JAMRS SSS Q3 FY jamrs_ss_2005¢3_ujamrs_ss_20!

Output Layou... 2005 File Rele... _3553_CASS_Re... _3553_CASS_Re...n_3553_CASS_Re.

“To All:

I'm writing to notify all of you that the latest JAMRS provided Selective Service System (SSS)
quarterly file is on the cusp of completion and is scheduled for FTP pick up/ CD distribution to all
appropriate recipients on Tuesday, May 31t via ftp.benow.com or UPS (CDs).

In total, the file will contain 557,572 records. Attached are the file layout and data dictionary, CASS
paperwork and a report detailing the data's:

e Gender breakdown

e Age breakdown

o State breakdown

¢ Ethnicity/language breakdown

e Telephone appends

Top line, the file predominantly consists of 18 and 19 year old males.

At any rate, if you have any questions, concerns, etc... related to this file please do not hesitate to
contact me at i or <

Thank you and have a great holiday weekend.

<<Selective Service Output Layout 04.25.2005.xis>> <<JAMRS SSS Q3 FY 2005 File Release Report.xis>> <<jamrs_ss_

2005q3_u_3553_CASS_Report.txt>> <<jamrs_ss_2005q3_f_3553_CASS_Report txt>> <<jamrs_ss_2005q3_m_3553
_CASS_Report.txt>>

Best Regards,

Mullen
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To All:

I'm writing to notify all of you that the latest JAMRS provided Selective Service System (SSS)
quarterly file has been completed and is scheduled for distribution to all appropriate recipients on
Tuesday, March 1st via UPS.

In total, the file will contain 436,265 records and accompanying it will be hardcopies of the attached
layout and data dictionary, CASS paperwork and a report detailing the data's:

e Gender breakdown

¢ Age breakdown

o State breakdown

o Ethnicity/language breakdown

¢ Telephone appends

Top line, the file predominantly consists of 18 and 19 year old males.

At any rate, if you have any questions, concerns, etc... related to this file upon its arrival please do
not hesitate to contact me at NN o [ <

Thank you and have a great day.

<< File: Selective Service System Output Layout 11.5.2004.xls >> << File: JAMRS SSS Q2 FY 2005
File Release Report.xls >> << File: Jamrs_ss_2005q2_CASS_f.3553.txt >> << File: Jamrs_ss_
200592_CASS_m.3553.txt >> << File: Jamrs_ss_2005q2_CASS_u.3553.txt >>

Best Regards,

Mullen
P:lhvAY |
F.@® ]

—-Qriginal Message—
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From: [(B)6) |
Sent: Tuesday, February 22, 2005 2:30 PM

To:

Cc:

Subject:  ***JAMRS / Selective Service System (SS5) Flle - 2nd Quarter, Fiscal Year 2005 Distribution***
To All:

As an FYI for planning purposes the next JAMRS provided SSS quarterly file release is scheduled to
be distributed at the end of this month.

For reference, here is the file layout/data dictionary:
<< FiIé:'Selective Service System Output Layout 11.5.2004 .xls >>

Top line, this deliverable, akin to prior SSS releases, will consist of predominantly 18 and 19 year old
males. Also, you can anticipate a total quantity of approximately 450,000 records.

In the interim between now and the end of the month, if you have any questions, concems, etc...
please do not hesitate to contact me at SN or h
T

Thank you.

Best Regards,
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JAMRS SSS Q3 FY 2005 File Release Report

May, 2005
File Release Date: May 31, 2005
File Date Range: February, 2005 - April, 2005 SSS Monthly Registrant Data
Seeds included 24 (8 per M/F/U extracts) -
Total Output Records (excluding seeds): 557,572

The following worksheets detail the contents (Output) of the accompanying file:

Input Information/Source Codes

Gender Breakdown

Ethnicity/Language Breakdown

Age Breakdown

State/Geographic Breakdown

Phone Appends/Verifications

High School MasterFile (HSMF) Matches

MULLEN

Executive Summary



jamrs_ss_2005q3_u._3553_CASS_Report.txt

0 B e 0 e (b ot g et e ) D S St St i i S S S S S ot ot B ot T o G et S S e T D o (o O O T o e (e Tt (e o e

CODING ACCURACY SUPPORT SYSTEM SUMMARY REPORT
CASS : PS. FORM 3553
Al. CASS
CASS.Certifjed Company Name Configuration
Firstlogic , . STD
CASS Certified Software Name & version
ACE
Z4cChange Certified Company Name COnfigyration
N/A
ZAChange Software Name & version
S
0 eLoT Certified Company Name Configuration
F Firstlogic STD
T eLOT software Name & version
1] ACE
A __________________________________________________________________________
R | A2. MASS
E - - e s S e O B 0 G O (D S P D A R S > S 0 P D S B T S D WP S0 S o . S o b e > A 26 O ot S e S s
MASS Certified Company Name
MASS Certified Software Name & version
configuration MLOCR Serial Number
Bl. LIST PROCESSOR B2. DATE LIST PROCESSED B3. DATE OF DATABASE
L BeNOW/Mullen MASTER FILE: 24-May-2005 | zIP+4 FILE: 04/2005
I ZACHANGE : ZACHANGE:
S eLoT: 24-May-2005 | eLOT: 04/2005
T CRIS: CRIS:
B4. ADDRESS LIST NAME B5. NUMBER OF LISTS B6. TOTAL ADDRESSES
JAMRS_SS_2005Q3_uou 1 24708
' VALIDATION PERIOD
0 CASS OUTPUT RATING TOTAL CODED FROM TO
U [~ e | e | e e
T | cl. RECORDS ZIP+4 CODED 24707 05/24/2005 11/20/2005 .
P | C2. RECORDS Z4CHANGE PROCESSED 0 XXXXXXXXXX XOOOOKXX
U | C€3. RECORDS DPBC CODED 24707 05/24/2005 11/20/2005
T | C4. RECORDS 5-DIGIT CODED 24708 05/24/2005 05/24/2006
C5. RECQRDS CR RT CODED 24707 05/24/2005 08/22/2005
€6. RECORDS eLOT ASSIGNED 0
D1l. SIGNATURE OF MAILER D2. DATE SIGNED
M
e e
I | I certify that the ma111nﬁ --------------------------------------
L | submitted with this form has been | D3. NAME ﬁ EDERESS OF MAILER
£ | 2IP+4 coded (as indicated above) Capt. l A EETE
R | using CAsS_certified software Joint Recruiting Ad. Prog. -
meeting all requirements of 4040 N. Fairfax Dr., Ste 200
Domestic Mail Manual A950. Arlington, VA 22203-1613
For Informational Purposes Only: QSS is solely made available for the
1ist processor's review and analysis. This information is not to be
considered by the Postal Service personnel in determining rate
Q | eligibility under any circumstances.
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[JAMRS]

JOINT ADVERTISING
MARKET RESEARCH & STUDIES

Integrated Status Report

3 October 2005
PROJECT Outstanding

 General Adye '
DO #53 )
Agency Service e Mullen received supplies and beginning to produce binders In progress
JRP1-04-042 e Mullen to compile research Staniey Products materials and In progress
Boot Camp product for event
JRP1-04-049 e Mullen compiling binder components, bio’s agenda etc. In progress
12/01/04 - 11/25/05 e ASVAB Proposal to be prepared
DO # 54 = Mullen to continue building mechanicals w/o 10/3
Print » Mullen to build mechanical for 3 Educator ad (re-purpose
JRP1-04-038 image from Educator #2 with a female-student focused headline)
2/17/04 — 11/25/05
DO#54 =  Final Client review 10/6 (tentative)
™V = Ship to West Glen & Traffic to paid media outlets 10/11
JRP1-04-038
2/17/04 — 11/25/05
DO # 54 = Mullen to provide West Glen feedback on recommended Media 1073
PSA Distribution distribution
JRP1-05-034 = Mullen to forward recommendation to the Client w/o 10/3
2/17/04 = 11/25/05
DO # 54 »  Client approved 9/30
PSA Packaging = Mullen to insert final TV screen shot into mechanical file 10/4
JRP1-06-034 = Release file to West Glen for production 10/6
2/17/04 - 11/25/05 :
DO #54 =  Awaiting Client feedback on Table of Contents ~ 1053
Today’s Military Brand = Mullen to provide production schedule to Client wio 10/3
Book
JRP1-04-038
2/17/04 - 11/25/05
DO #66 = Mullen composing and signing new subcontracts w/o 10/03
Documentary
JRP1-05-061
9/27/04 -9/26/05




DO # 50
Documentary
Packaging
JRP1-04-035
 9/27/04 _9/26/05

"DO#57
FY04 Media
JRP1-04-009

DO #59
Educator Mailing
JRP4-05-002
2/1/05 —-1/31/06

12/15/04 — 08/30/05

Mullen to provide revised layout to Client for approval
Awaiting approval on title name

Client has approved Q1Mﬂdmmnmandaﬁm =
Agency has purchased all Q1 Print Activity

Determining '06 planning nnttisa

Educator *Drive mwgb' mailing
o Presented concepts to client week of 9/26
Documentary DVD malling concepts in development
o Awaiting client feedback on DVD sleeve
o DM creatives to recommence work upon

107
w/o 10/3

Secured 9/30

Ongoing

Discuss next steps mmﬂmhn Hamilton)

MP4, CY 2006

DO #TBD 9/2005
Military Careers DO59 modified

Handbook Creative brief to be developed

JRP4-TBD o Schedule internal kickoff

Timing TBD :

DO #59 College vs. Career messaging being monitored Ongoing
JLF o “Careers” messaging is pulling a 0.47% response

JRP4-05-002 rate inclusive of online responses.

2/1/05 —1/31/06 o “College” messaging is pulling a 0.38% response rate

inclusive of online responses.
Provide FY 2005 EOY report 10/2005

DO #59 Q1 FY 2006 is next deliverable 11/30
SSS o August, 2005 Registrant file received

JRP4-05-002 o September, 2005 Registrant file received

2/1/05 —1/31/06 A

DO # 59 Delivered 42,679 total records 9/30
HSMF
. JRP4-05-002




Phase || mailings begin on/about 9/15

DO # 59 Ordered commercial list week w/o 9/26
HSMF Drafted processing specs
JRP4-05-002 DMV letters dropped 8/2
MP1, CY 2007 o 41 states are participating
o As of 9/26 have received 36 states
o __Deadline for data is w/o 9/26
DO #59 = October, 2005 file is the next deliverable
Permanent o 99,886 total records as of 9/1
‘| Suppressions
JRP4-05-002
2/1/05 -1/31/08
DO #59 = Auditing consolidated database business rules, architecture, Ongoing
Research/Process efc...
Enhancements o Discuss finding, recommendations, etc... with Client
JRP4-05-002 and Services
2/1/05 -1/31/06 o __Need client feedback to implement changes
DO #59 = Modify DO 59 to include as deliverable Ongoing
FOIA Requests = Work wiclient to determine final opt-out policy
= Total of 29 requests have been received as of 9/12
DO #59 = |nitial site selection underway Tampa wlo
DM Conference o Tampa 9/26
o__San Antonio .
DO # 64 s Agency/Client/FMG to coordinate/implement JLF survey Ongoing
JLF Study Hl o 1% mailing dropped 6/16
JRP4-05-004 o 4,418 records provided through 9/30 (9 data
2/1/05 —1/31/06 deliveries).
' - Every 2 weeks thereafter
- 13 total data deliveries
= Agency receiving seed mailings :




DO #56

TM site routing ends 10/10

! :ffrm" St G ML g T
Services blasted on 9/26 & 9/27

41 2

DO #52
Stars & Stripes -
Newspapers:
JRP2-04-004
11/1/04 - 10/31/05

Stars & Stripes: Futures has been printed. 100,000 copies were
sent out to list of 2,800 guidance counselors the week of
September 19; Copies were sent to JAMRS

Mullen has received 1,000 extra copies that can be used for
fulfillment for anyone requesting copies ‘

Guidance counselor survey (2™ Edition contingent on
feedback/utility)

9/2005

Web Site/Interactive TM bio commanding officers contacted via e-mail 9/29 —

12/3/04 — 12/02/05 Missing bio participants recontacted for final elements 9/30 Agency to contact re: routing

Consumer '
Review of all TM Flash headers to be scheduled 10/57? Agency to follow up with AF, CG and Army

today. working with Army to set up ongoing
Agency re-contacting Army and Air force for Recruiter Finder info 10/3 tech link. Lt.[(b)(6 |to follow up with Air and
. ’ Army Nat Guard.

Client reviewing new factoids list Need to be completed by client on 10/11
Agency ready to review “Acknowledgement’ comps with client Agency to schedule meeting with client
Turn Over folder meeting held 9/27 Additional copy to be sent tol'(T’ b)(6) |

DO #56 New Maintenance cycle can start on 10/10 9/26 cycle Beta review available mid week

Web Site/Interactive

12/3/04 — 12/02/05 Q2 Outbound link report sent to Services pending

Stakeholder

DO #63 DMREN prototype executive summary client review to be re- Agency to confirm date with client

DMREN & Ad Tracking scheduled

JRP5-04-004, -04-005

4/1/05 — 3/31/06 Production schedule to be issued at summary meeting

DO #58 ' 37 Animation review scheduled 10/5 10am

2005 Online Media

JRP1-05-027 Draft plan for incremental funding ready to review with client Need to schedule with client

DO #52
Documentary
JRP2-04-004
11/1/04 — 10/31/05

PR continues to provide support on distribution planning

PR developed and forwarded PA guidance (Q&A) for review

PR met with client at the Pentagon on 9/26 to review venue
locations and for further planning

PR provided Memo on launch event on 9.30. Call scheduled for
2PM Monday, 10.3. Review/Next steps for meeting w/ JCOC
planners, Ms. Barber.

ongoing




DO #53 = Al EOY DOs Complete:
DO/ADS Administration
12/1/04 - 11/30/05
DO #53 = Billed DO#'s 47, 55, 64 9/20
Finance = Billed DO#'s 52, 53, 54, 55, 56, 58, 59, 62, 63 and 64 9/13
12/1/04 — 11/30/05 = Billed DO#'s 54, 59, 62, 63 and 64 8/31

= Working with DFAS on unpaid invoices Ongoing
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CODING ACCURACY SUPPORT SYSTEM SUMMARY REPORT
CASS PS FORM 3553
Al. CASS
CAss Certified Company Name Configuration
Firstlogic : i STD
CASS Certified Software Name & Version
ACE .
Z4change Certified Company Name Configyration
N/A
Z4change Software Name & version
S
o] eLOT Certified Company Name Configuration
F Firstlogic . STD
T eLOT Software Name & version
W ACE
A ___________________________________________________________________________
R | A2. MASS
E __________________________________________________________________________
MASS Certified Company Name
MASS Certified Software Name & version
Cconfiguration MLOCR Serial Number
Bl. LIST PROCESSOR B2. DATE LIST PROCESSED B3. DATE OF DATABASE
L BeNOw/Mullen MASTER FILE: 24-May-2005 ZIP+4 FILE: 04/2005
I ZACHANGE: ZACHANGE:
S eLoT: 24-May-2005 | eLOT: 04/2005
T CRIS: CRIS:
B4. ADDRESS LIST NAME B5. NUMBER OF LISTS B6. TOTAL ADDRESSES
JAMRS_SS_2005Q3_fou 1 10023
' VALIDATION PERIOD
o} CASS OUTPUT RATING TOTAL CODED FROM TO
] I
T | C1. RECORDS ZIP+4 CODED 10021 05/24/2005 11/20/2005
P | C2. RECORDS Z4CHANGE PROCESSED 0 XOOOOOOKXX XOOKXXXXXKX
U | C3. RECORDS DPBC CODED 10021 05/24/2005 11/20/2005
T | C4. RECORDS 5-DIGIT CODED 10023 05/24/2005 | 05/24/2006
C5. RECORDS CR RT CODED 10021 05/24/2005 | 08/22/2005
C6. RECORDS eLOT ASSIGNED 0
D1. SIGNATURE OF MAILER D2. DATE SIGNED
M
A | mmmme
I | I certify that the mai1inﬁ --------------------------------------
L | submitted with this form has been | D3. NAME
E | ZIP+4 coded (as indicated above) Capt. 1
R | using cass_certified software Joint \T.Prog.
meeting all requirements of 4040 N. Fairfax Dr., Ste 200
pomestic Mail Manual A950. Arlington, VA 22203-1613
For Informational Purposes Only: Q$S is solely made available for the
1ist processor's review and analysis. This information is not to be
considered by the Postal Service personnel in determining rate
Q | eligibility under any circumstances.
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CODING ACCURACY SUPPORT SYSTEM SUMMARY REPORT
CASS PS FORM 3553
Al. CASS
CAsS Certified Company Name Configuration
Firstlogic . STD
CASS Certified Software Name & version
ACE
Z4Change Certified Company Name Configgration
N/A
: Z4Change Software Name & version
S
(o] eLoT Certified Company Name Configuration
F Firstlogic ] STD
T eLOT Software Name & Vversion
W ACE
A | e
R | A2. MASS
E o e G o e St o o o 2 ——— ——— " T o o o ot £ o S T T et i o o o o O o
MASS Certified Company Nam
MASS Certified Software Name & version
Configuration MLOCR Serial Number
B1l. LIST PROCESSOR B2. DATE LIST PROCESSED B3. DATE OF DATABASE
L BeNOW/Mullen MASTER FILE: 24-May-2005 | zIP+4 FILE: 04/2005
I Z4CHANGE : ZACHANGE:
S elLoT: 24-May-2005 | eLOT: 04/2005
T CRIS: - CRIS:
B4. ADDRESS LIST NAME B5. NUMBER OF LISTS B6. TOTAL ADDRESSES
JAMRS_SS_2005Q3_fou 1 10023
VALIDATION PERIOD
(4] CASS OUTPUT RATING TOTAL CODED FROM TO
u ________________________________________________________________________
T | €1. RECORDS ZIP+4 CODED 10021 05/24/2005 | 11/20/2005
P | C2. RECORDS Z4CHANGE PROCESSED 0 XXX XOOOOKXXXX
U | C3. RECORDS DPBC CODED 10021 05/24/2005 11/20/2005
T | C4. RECORDS 5-DIGIT CODED 10023 05/24/2005 05/24/2006
C5. RECORDS CR RT CODED 10021 05/24/2005 08/22/2005
C6. RECORDS eLOT ASSIGNED 0
D1l. SIGNATURE OF MAILER D2. DATE SIGNED
M
e e
I | I certify that the ma111ng
L | submitted with this form has been
E | ZIP+4 coded (as indicated above)
R | using CAsS certified software
meeting all requirements of
Domestic Mail Manual A950.
For Informational Purposes Only: QS5 is solely made available for the
list processor's review_and analysis. This information is not to be
-considered by the Postal Service personnel in determining rate
Q | eligibility under any circumstances.
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From: m-mj DHRA
psday, June 22, 2005 12:20 PM

ﬁ'ﬁ??’?iﬁ‘t‘l . CIV, DHRA

To:

Ce: (b)\(_| [ L, CIV, DHRA; [ESESS I A., Capt., DHRA; [T [[EY6Y] fBYE) D
(M ILTIG, DHRA

Subject: FW: Public Comment on JAMRRD Notice

The Washington Post has called BeNow and asked why was our systems notice contested. Capt [@E1 is searching
more of the details. Meanwhile, I've let PR know. I'm calling DOD PA to give them a heads up. We'll determine, based
on what Capt Il has, and [l [BYZ&1] and DoD PAs recommendation on who takes the media inquiry. It might be
BeNow or JAMRS or DoD PA or a combination, based on who has ownership of what. Uncertain at this time.

(]

(hM6Y  Imaj,usaF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N, Fairfax Dr., Ste. 200

Arﬂn on, VA 22206-1613
Ei‘_l-_

&Med:PuNlcComMmJAMRRDNaﬂoe

(bY(|

The Friends Commiittee on National Legisiation (FCNL), a Quaker lobbying group, has written an 8 page letter
opposing the creation of the Joint Advertising and Market Research Recruiting Database. The letter is in response to the
publication in the Federal Register of the Privacy Act system notice for the database. As you will recall, the public was
given 30 days to comment and FCNL has responded within the prescribed comment period.

The Department Is now legally obligated to evaluate the comments and to respond to the comments made.

JAMRS is requested to review each of the FCNL comments and, in coordination with [fi¥1 [fEAZ=] to provide a draft
response to the allegations made. TheJAMRSmsponsemuslbefomatdodtothlsofﬂeeas&eJAMRSmplymusem
as a basis for preparation of the Departmental response. My proposed Departmental reply will be sent to you and [fEY]
for review and comment before | send it to the FR for publication.

| note that JAMRS is not barred from changing the notice if it believes that changes are wamanted and necessary.

| am attaching the FCNL letter as well as the FR system notice.
if you have any questions, please do not hesitate to call me at [(BM@E_ |

onr ki 307 DY
: 73

FROMEJAMRRD.pdf JAMRRDNotice.pdf
(93 kB) (53 kB)




Maj., DHRA

RE Publlc Comment on JAMRRD Notice

1] Maj., USAF

Jo:nt Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlin on, VA 22203-1613

—---Original Message-—

From: Maj., DHRA

Sent: Wedn , June 22, 2005 12:22 PM
To! LtCol, OASD-PA
Subject: FW: Public Comment on JAMRRD Notice
FYI

- _ |Maj, USAF
vertlslng Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

--—Q0riginal Message--—

From: Maj., DHRA

Sent: Wednasday June 22, 2005 12:20 PM

To:

Cc: [ZEEI] A., Capt., DHRA; [ERZ1 1),, LTIG, DHRA

Subject: FW: Public Comment on JAMRRD Notice

The Washington Post has called BeNow and asked why was our systems notice contested. Capt
searching more of the details. M hile, I've let PR know. I'm calling DOD PA to give them a heads up wel'll
determine, based on what Capt [; has and and DoD PAs recommendation on who takes the
media inquiry. It might be BeNow or JAMRS or DoD PA or a combination, based on who has ownership of what.
Uncertain at this time.

| Maj., USAF

Joint Ad g, Market Research and Studies (JAMRS)

4040 N. Fairfax Dr., Ste. 200




re

--Onglnal Message---—

Clv, OSDI DPO

6) . CIVWHS/ESD
Subject' Public Comment on JAMRRD Notice

The Friends Committee on National Legislation (FCNL), a Quaker lobbying group, has written an 8 page letter
opposing the creation of the Joint Advertising and Market Research Recruiting Database. The letter is in response
to the publication in the Federal Register of the Privacy Act system notice for the database. As you will recall, the
public was given 30 days to comment and FCNL has responded within the prescribed comment period.

The Department is now legally obligated to evaluate the comments and to respond fo the comments made.

JAMRS is requested to review each of the FCNL comments and, in coordination with [f5X] [l to provide a
draft response to the allegations made. The JAMRS response must be forwarded to this office as the JAMRS
reply will serve as a basis for preparation of the Departmental response. My proposed Departmental reply will be
sent to you and [l for review and comment before | send it to the FR for publication.

I note that JAMRS is not barred from changing the notice if it believes that changes are warranted and
necessary.

| am attaching the FCNL letter as well as the FR system notice.

<< File: FRemtJAMRRD.pdf >> << File: JAMRRDNotice.pdf >>



T (1 M. DHRA |
T LCol, OASD-PA @

Sent: Wednesday, June 22, 2005 12:48 PM
To: (& | Maj., DHRA

Subject: FW: questions

I haven't read this yet. Wanted to send soonest.

~-=-=-=0riginal Message-----

From: Jonathan Krim [mailto:KrimJ@washpost.com]
Sent: Wednesday, June 22, 2005 12:48 PM

To: I

Subject: questions

Hello:

regarding the Joint Advertising and Market Research Database:

—-- It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it.

-— Am i correct that the baseline data for this comes from school districts as part of the
No Child Left Behind Act, and it will then be enhanced by the sources listed in the
notice? Are universities currently required to provide such data?

-- What if any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how?

-~ Why are Social Security numbers necessary? Grade Point Averages?

-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc etc

-—- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers?

One privacy organization that as expressed concerns about this said that it was unable to

find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that?

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome.

Thanks.

Jonathan Krim



r

Techifology Policy Writer
The Washington Post
krimj@washpost.com
202.334.6758 (w)

cell)}
202.496.3816 {fx)




L 4

-

itockwell, - Maj., DHRA

rom: [@83 D, CIV, DHRA

ient: Wednesday, June 22, 2005 12:46 PM

‘o: Maj., DHRA

ubject: RE: Public Comment on JAMRRD Notice

stand corrected! | should always listen to the Major!

dhkhkhhhbr kbbb drdbbbhhdhrddbhtdrhhdhdd

'efense Human Resources Activity (DHRA)
'rogram Manager, JAMRS

---—~QOriginal Message-----
From: [{BY(6)" | (B3] Maj., DHRA
Sent: Wednesday, June 22, 2005 12:20 PM
@3 D, CIV, DHRA
[@53] L., CIV, DHRA; [5G MSSEEN A., Capt., DHRA; [RN&] ({6 [(B)GY 1 [ J., LTIG, DHRA
Subject: FW: Public Comment on JAMRRD Notice

The Washington Post has called BeNow and asked why was our systems notice contested. Capt IR is
searching more of the details. Meanwhile, I've let PR know. I'm calling DOD PA to give them a heads up. We'll
determine, based on what Capt [EE3 has, and [fRY] [FENET and DoD PAs recommendation on who takes the
media inquiry. It might be BeNow or JAMRS or DoD PA or a combination, based on who has ownership of what.
Uncertain at this time. v

Maj., USAF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613

] [y ldSer]
WWW.jamrs.org

-----Original Message---—-

From: (@] c1v, 0SD/DPO

Sent: Tuesday, June 21, 2005 2:05 PM

| B D, CIV, DHRA
- . JCIV WHS/ESD

Subject: Public Comment on JAMRRD Notice

The Friends Committee on National Legislation (FCNL), a Quaker lobbying group, has written an 8 page letter
opposing the creation of the Joint Advertising and Market Research Recruiting Database. The letter is in response
to the publication in the Federal Register of the Privacy Act system notice for the database. As you will recall, the
public was given 30 days to comment and FCNL has responded within the prescribed comment period.

The Department is now legally obligated to evaluate the comments and to respond to the comments made.

JAMRS is requested to review each of the FCNL comments and, in coordination with (53] [fB3{] to provide a
draft response to the allegations made. The JAMRS response must be forwarded to this office as the JAMRS

1




reply will serve as a basis for preparation of the Departmental response. My proposed Departmental reply will be
sent to you and [l for review and comment before | send it to the FR for publication.

I note that JAMRS Is not barred from changing the notice if it believes that changes are warranted and
necessary. ’

| am attaching the FCNL letter as well as the FR system notice.

<< File: FRcmtJAMRRD.pdf >> << File: JAMRRDNOotice.pdf >>



[(B)(6) ] [EVE A., Capt., DHRA E

From: [(BMET [ Maj., DHRA

Sent: Wednesday, June 22, 2005 12:59 PM

To: A., Capt., DHRA

Cc: @D, civ, DHRA; I Bl J., LTJG, DHRA
Subject: Media Inguery - Public Comment on JAMRRD Notice POCs

Capt [[RIE] | put this list together of POCs to help us move through potential media inquiries for the Washington Post and
any other news media who might call before the 30 days passes (which | believe is today or Friday). Please confirm when
the end of day period is...

Should we notify AP that we have this media inquiry?

Washington Post Reporter
Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com
202.334.6758 (w)

(cell)
202.496.3816 (fx)

[{B3] [(RNE] DHRA Legal Advisor [FEMAYIIIT
6] CIV, OSD/DPO Oversite Privacy Office [FESAY

V WHS/ESD to file the notice, OSD Privacy Coordinator [EENEYIIN x/110
OASD-PA _

BX[RVEY 1 Maj., USAF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

m.v/\ 22203-1613
[h ] [ESeas [y [y

www.jamrs.org

303




ENEI] (] M., DHRA

From: [(BGI i@ CIv, 0SD/DPO

Sent: Friday, June 24, 2005 11:13 AM .
To: F’W @D, CIV, DHRA

Ce: (b | [8s¥] L., CIV, DHRA; [[BY&) ] [fRf] Maj., DHRA
Subject: JAMRS

(b |

As you perhaps know, [ and | are scheduled to have a conference call with OMB at 1500 today to discuss
JAMRS.

Could you please clarify the following for me.

1. Does your office collect the data directly from the DMVs/information brokers and others (e.g., SSS) or does BeNow?
The Task Order to the contract appears to say that BeNow collects the data, but Dr. Chu indicated otherwise at the
press briefing yesterday.

2. Can you confirm that only BeNow operates the database? By that, | mean that the JAMRS program office does not
also maintain a database on data collected.
JAMRS simply acts as a conduit through which the data flows from the source to BeNow. s this correct?

3. The TO only lists some, but not all, of the data elements set forth in the system notice. What is the basis for the
collection of other data elements not identified in the TO?

4. Can you confirm that SSNs are only collected from the SSS, and not from the other sources, principally from the
DMVs and the information brokers? If SSNs are collected by the Department, and not by BeNow, and are
subsequently passed to BeNow, does BeNow purge the SSNs after they have deconflicted the files? Dr. Chu
appeared to say SSNs are not maintained after deconfliction has occurred. s this true?

5. The system notice states that files are retrieved by the SSN. This does not appear to be true. Orisit? Does

JAMRS or BeNow ever retrieve an individual's file
by the indivdiual's SSN?

6. Can deconfliction occur by means other than use of a SSN? For example, what about a truncated SSN, such as
the last 5 digits of the SSN? If such an option is possible, is it technically feasible to only collect only a truncated number.

[(h V(A ]




| Maj., DHRA
From: 1L., CIV, DHRA
Sent: Wednesday, June 22, 2005 1:46 PM
To: Maj., DHRA
Subject: RE: Washinton Post Questions

I can talk to you anytime

e attorney-client, attorney
Baenol disseminate without the

work product, delibe

| Maj., DHRA

June 22, 2005 1:03 PM
A., Capt., DHRA
CIV, DHRA;

From: |
Sent Wednesday,

:- L-

D, CIV,

DHRA; 3N ¢
i | J., LTJG, DHRA

T

éubjebt: Washinton Post Questions

Here are the Washington Post questions. OSD/PA would like us to try to answer these today
for a story he's doing tomorrow. I'm on my way to Vi | office to discuss the PA
need to release information and discuss legal reasons for not commenting on our response
to the group.

Please forward this to your DM team and call BeNow to ensure they are not speaking to news
reporters on our behalf. Our responses should be a group effort.

|l Maj., USAF

J01nt AdvertlSlng, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlin ton, VA 22203-1613

[ I haven't read this yet. Wanted to send soonest.

————— Original Message————-

From: Jonathan Krim [mailto:KrimJ@washpost.com]
Sent: Wednesday, June 22 2005 12:48 PM

To: [j ] =

Subject: guestions




Hello:

regarding the Joint Advertising and Market Research Database:

-~ It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it.

-—- Am i correct that the baseline data for this comes from school districts as part of the
No Child Left Behind Act, and it will then be enhanced by the sources listed in the
notice? Are universities currently required to provide such data?

-- What if any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how?

-- Why are Social Security numbers necessary? Grade Point Averages?

-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc etc

-- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers?

One privacy organization that as expressed concerns about this said that it was unable to
find out how to file public comments electronically, despite leaving several messages for
Ms. Irvin that were not returned. Could you provide any comment on that?

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome.

Thanks.

Jonathan Krim

Technology Policy Writer

The Washington Post

krimj@washpost.com

202.334.6758 {(w) -

202.496.3816 (fx)




Maj., DHRA

From: 1D, CIV, DHRA
Sent: , 2005 11:05 AM
To: 1 _' Maj., DHRA
Subject: RE: once more with feelmg

I would pass this off to the contract office. They are the official keepers of that
information..

dekdkkdkkkkdhhkddh bbbk b kddbhdthbhdhhhhbdik

Defense Human Resources Activity (DHRA)
Program Manager, JAMRS

From: | Maj., DHRA
Sent 4, 2005 10:44 AM
To: 1 D, CIV, DHRA

Subject: FW: once more with feeling

J another media gquestion from Krim Washington Post. If you think the response is
close to coord, we can add the specific date, that way we don't have to coord this single
question to Ms Fites.

Or, we could simple give PA the date?

vI

| | Maj., USAF

Joint vertlslng, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

WWW.jamrs.org

1 ] Maj ' DHRA
Subject: FW once more with feeling

1 I spoke with [f of the FOIA office this morning. He said we should be able to
provide this information. Would you please talk with the contracting office again? Thanks,

----- Original Message-----

From: Jonathan Krim [mailto:KrimJ@washpost.com]
Sent: Thursday, June 23, 2005 7:28 PM

To: LtCol, OASD-PA

Subject: once more with feeling




can you at least tell me when the BeNow contract was awarded, and/or when it began its
work.

thanks. will be writing here for the next houx.

- - — v e ot e o o G 0 S P

Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com
334.6758 (w)

| (cell)

6 (fx)

'202.496.381



Maj., DHRA

From: | [fRY] LtCol, OASD-PA

Sent: June 24, 2005 3:48 PM

To: Maj., DHRA

Subject: ashmg n Post question - on Student database contract

So, what's the answer. Do we have to wait until she gets back

: CIV, OSD/DPO
Sent: Friday, June 24, 2005 2:16 PM
- ] Maj., DHRA; _
LtCol, OASD-PA CIV, WHS/ESD;
A., Capt., DHRA; J., LTJG, DHRA;
] CIV, WHS/ESD; Henshall, Dave, CIV, WHS/ESD

Subject: RE: Washington Post question - on Student database contract

P COL OCA

[EMiey ] F Ms OCA;
34 D, CIV, DHRA;

This is a DCC-W call especially if the request is being processed as a FOIA request.
But I concur with DoD FOIA that the sought after information is not withholdable under any
of the FOIA exemptions and therefore is releasable.

I | Maj., DHRA
June 24, 2005 2:07 PM
| P COL OCA
LtCol, OASD-PA;
favigy | F Ms OCA;
LTJG, DHRA; [ ] @A D, CIV, DHRA
Subject: Washlngton Post question - on Student database contract

CIV, WHS/ESD; [ CIvV,
[ESFANN A., Capt., DHRA; PV [

Sir, since Ms. 1 is out today perhaps you can help us. The Washington Post requests
to know when the BeNOW contract was awarded, and/or when it began its work? DoD FOIA
recommends releasing the info. DCC-W Contracting referred me to you. If you agree it is
releasable, can you provide the answer directly toc OSD/PA and cc: me. Thank you!

| Maj., USAF

Joint Advert131ng, Market Research and Studies (JAMRS)
4040 N, Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

WWW.jamrs.org

LtCol, OASD-PA
2005 10:36 AM

- ] Maj., DHRA
Subject: FW: once more with feeling

Friday,lJune 24,

B I spoke with (B [[ER{R] of the FOIA office this morning. He said we should be able to
provide this information. Would you please talk with the contracting office again? Thanks,

————— Original Message-----
From: Jonathan Krim [mailto:KrimJ@washpost.com]

1



ot
Sent: Thursday, June 23, 2005 7:28 PM
To: (A BB 1tCol, OASD-PA
Subject: once more with feeling

can you at least tell me when the BeNow contract was awarded, and/or when it began its
work.

thanks. will be writing here for the next hour.

Jonathan Krim
Technology Policy Writer
The Washingtan Post

krimj@washpost.com
202.334.6758 (w)
(cell)

202.496.3816 (fx)




FW: Potential Recruits List Critical to 'All-Recruited' Force Page 1 of 3

(BY6) | [B)6] Maj., DHRA @

From: [[Bi&Y [ LiCol, OASD-PA

Sent:  Friday, June 24, 2005 2:36 PM

To: [(EY ] [ Maj., DHRA

Subject: FW: PENTAGON GHANNEL COVERAGE FROM DR CHU'S INTERVIEW

-—---Original Message——-

From: CIV, OASD-PA

Sent: Friday, June 24, 2005 2:29 PM

To:m LtCol, OASD-PA

Cc: , 05D-P&R; (s v, osp-PaR; I Vs, 0AsD-PA
Subject: PENTAGON CHANNEL COVERAGE FROM DR CHU'S INTERVIEW

!!e Lenhgon Channel aired a one-minute TV news piece today at 11 a.m. from our interview with Dr. Chu last
night. A second, longer story will air in our nightly newscast, "Around the Services." You can see the first story
now on the Web at http://www.pentagonchannel.mil. Click on View Programming, then click on Updates and find
the one dated 24 June, 11:00 (w/Dr. Chu's picture on the screen). Tonight's newscast should be posted to the
Web site an hour or so after it airs at 5:30 p.m. (on Channel 18 here in the Pentagon).

Nikki Ressler R,
Public Affairs Specialist
Pentagon Channel

www.pentagonchannel.mil

——Original Message-—

From: Press Service IMF
Sent: Friday, June 24, 2005 11:

To: DEFENSE-PRESS-SERVICE-L@DTIC.MIL

Subject: Potential Recruits List Critical to 'All-Recruited’ Force

By Kathleen T. Rhem
American Forces Press Service

WASHINGTON, June 24, 2005 - The term "all-volunteer force" is a misnomer, a senior Defense Department
personnel official said here June 23.

In truth, the U.S. military is an "all-recruited force," and its success depends on recruiters haviilg access to potential
recruits, David S. C. Chu, undersecretary for personnel and readiness, told reporters in the Pentagon.

Chu's comments came in response to a June 23 Washington Post article that claimed a new DoD contract for a
database of potential recruits "is provoking a furor among privacy advocates.”

However, Chu said, the new contract, with BeNow Inc. of Wakefield, Mass., is just that - a new contract, not 2 new
practice. The military services have kept various lists of potential recruits for many years, he said. In the past decade,

07/18/2005




FW: Potential Recruits List Critical to 'All-Recruited’ Force Page 2 of 3

“

the Defense Department has put more emphasis on "a more organized supervision" of the lists, and since 2003 has
gone to a centralized list of some 12 million names that is distributed to recruiters from all services. The list is of
recruitment-eligible young people between 16 and 25 years old.

The new contract is for a system to provide a centralized agency to compile, process and distribute files of individuals
who meet age and minimum school requirements for military service, according to the notice in the Federal Register.

Chu explained that the government provides the contractor various lists of individuals, and the contractor is
responsible for consolidating the lists into a master list and to purge duplicate entries.

Chu stressed that DoD understands privacy concerns and allows only limited use of collected data. "We don't give
these lists out to other people,” he said. "(The data) is given only to the military recruiters.”

Data that's available to recruiters includes individuals' name, address and phone number. Social security numbers are
used only to purge duplicate entries and not distributed or even maintained in the list, Chu said.

Chu also stressed that this centralized list of potential recruits has no relation to provisions in the federal No Child
Left Behind Act that state schools must make student data available to military recruiters to be eligible for federal
education funds. Parents can choose not to have their children's information released to recruiters.

The No Child Left Behind Act provides for individual schools to provide information to local recruiters, not to a
centralized list of all potential recruits.

"No Child Left Behind is basically a local and decentralized operation which gives recruiters at your local recruiting
station the same right that private companies have," Chu said, adding that high schools routinely provide the same
type of information to companies that sell yearbooks and class rings.

To sustain recruiting efforts, recruiters need access to a source for names of potential recruits. "I suspect some in the
public think people simply walk in the door and sign up," he said. "That's not how it works. People have to be made
aware that we're interested in them, that they are good candidates for military service. And we have to convey to them
what the attributes of military service entail."

Maintaining lists of potential recruits is critical to the success of an armed force that doesn't rely on conscription.
"Contacting young Americans, making them aware of their option in the service, is critical to the success of the
volunteer force,” Chu said.

"The country does not want conscription. If we don't want conscription, you have to give the Department of Defense,
the military services, an avenue to contact young people to tell them what is being offered,” Chu said. "And you
would be naive to believe in any enterprise that you're going to do well just by waiting for people to call you."

Biography:

David S. C. Chu [http//www.defenselink.mil/bios/chu_bio.html]

Related Site:

Military Recruiting [http://www.usmilitary.com/]

NOTE: View the original version of this web page on DefenseLINK,
the official website of the U.S. Department of Defense, at

07/18/2005



. FW: Potential Recruits List Critical to 'All-Recruited' Force Page 3 of 3

http://www.defenselink.mil/news/Jun2005/20050624 1834.html.

Visit the Defense Department's Web site "America Supports You" at hitp://www.americasupportsyou.mil, that
spotlights what Americans are doing in support of U.S. military men and women serving at home and abroad.

Visit the Defense Department's Web site for the latest news
and information about America's response to the war against terrorism: "Defend America" at

http://www.Defend America.mil.

Unsubscribe from or Subscribe to this mailing list:
http://www.defenselink.mil/news/subscribe.html
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Maj., DHRA

From: (b):6) PEa— -
Sent:  Friday, June 24, 2005 11:21 AM

To: [ Maj., DHRA
Cc: (371 [(bY(6 | (A 1 [(b)(6) | Darlan Harris
Subject: RE: List of reporters

Story with Captain as well as Dr. Chu:

Pentagon compiling database on high school students for recruiting
M

639 words
23 June 2005
18:15

Agence France Presse
English
Copyright Agence France-Presse, 2005 All reproduction and presentation rights reserved,

WASHINGTON, June 23 (AFP) -

The Pentagon has gathered information on some 30 million high school students and other military-age
youths in a centralized database that is used to identify potential military recruits, defense officials said
Thursday.

The effort drew fire from privacy advocates but a senior Pentagon official defended it as necessary to
maintain the all-volunteer force, which has been struggling to make its recruiting goals.

"This is a recruited force," said David Chu, undersecretary of defense for personnel. "People have to be
made aware that we're interested in them, that they are good candidates for military service."

The information gathered includes names, social security numbers, grade point averages, ethnicity,
education level, high school name, telephone numbers, addresses, field of study, intent to go to college,
interest in the military and scores on military aptitude tests, according to a public notice published May
23,

The-purpose "is to provide a single central facility within the Department of Defense to compile, process
and distribute files of individuals who meet age and minimum school requirements for military service,"
said the notice in the Federal Register. ’

"The information will be provided to the services to assist them in their direct marking recruiting
efforts,” the notice said.

Lieutenant Colonel GG a Pentagon spokeswoman, said the military services have been
gathering such information on potential recruits for up to a decade, but it was centralized under the
Pentagon's Joint Advertising Market Research and Studies (JAMRS) office in 2002.
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The public notice was delayed until this May, initially because program officials were not informed until
2004 that it was required under US privacy laws, officials said. It then took a year for the public notice
to gain approval.

A coalition of privacy advocate groups called on the Pentagon to scrap the database.

"This database represents an unprecedented foray of the government into direct marketing techniques
previously only performed by the private sector,” they said in a statement posted on the website of the
Electronic Privacy Information Center.

"These techniques simply are not compatible with the Privacy Act, as direct marketing tactics
increasingly call for massive amounts of personal information," it said.

Chu, however, said the military was authorized under a 1982 law to gather such information for
recruiting purposes.

"Contacting young Americans to make them aware of the opportunities of military service is critical to
the success of the volunteer force," said Chu.

As the war in Iraq has dragged on, the army in particular has faced increasing difficulty in enlisting new
recruits, falling short of its goal each month for the past four months by larger percentage.

"If you don't want conscription, you have to give the Department of Defense an avenue to contact
people,” he said. ~

The information was gathered from the Department of Motor Vehicles, Selective Service registrations,
and commercial vendors.

Chu said social security numbers are kept in a scrambled form and used to eliminate duplicate files. He
said the information has been used only for recruiting purposes, and has never been shared with other
government agencies.

Mullen, an advertising firm that works for JAMRS, subcontracted a company in Wakefield,
Massachusetts called BeNow to manage the database, he said.

The information helps recruiters "target their messages," SRS

A component of the database known as the "high school master file," the one most heavily used by
recruiters, has the names of some 4.5 million students aged 16 to 18, said Captain [INENGN GG
the JAMRS office.

Since 2002, files on some 30 million military age persons have been compiled in the database, although
at any one time there are about 12 million names on file.

Besides high school students, the office gathers information on all college students and some graduate
students.
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Froms [[EYEIE] NN Ve, 0+vA [BXET

Sent: Friday, June 24, 2005 10:39 AM
To: [(RY&E] _r (& (=¥ D, C1v, DHRA=_
A., Capt., DHRA; J,, LTJG, ’ , 1V, DHRA; [ NS [ Al

[ N ((1)(6)]
Subject: List of reporters

Of the “hundreds" of queries OSD/PA said it received yesterday, this list of reporters participated in the media
round table.

PR please use this to track/follow potential new stories. Also be looking for any stories quoting Capt [[RM&] He
took a number of interview questions. Thanks

NPR - Don't remember her name. She was taping for Larry Abramson
Scott Foster - NBC

Nick Simeone - FOX

Luis Martinez - ABC

Will Dunham - Reuters

John Lumpkin - AP

John Files - NY Times

Jonathan Krim - Washington Post
NHK - Japanese TV - No name
Mike Mount - CNN

Vince Crawley - Army Times

v,

[Oa ] [aias ] Maj., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arfington, VA 22203-1613
(I [ —
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From: [ [BE L., CIV, DHRA

Sent: Thursday, June 23, 2005 3:07 PM

To: (@@ Maj., DHRA

Subject: Re: Public Requests for Contract Information

Please send a copy of this to mr [[Ri&] at whs foia

Sent from my BlackBerry Wireless Handheld

J., LTJG,

L., CIV, DHRA
Lt., DHRA
, CIV, DHRA

Sent: Thu Jun 23 15:03:17 2005
Subject: Public Requests for Comntract Information

All requests (for part or whole copies) of the BeNOW subcontract should be requested
through FOIA Army NN NN

She is JAMRS FOIA POC for contracting issues because the contract was written and managed
by the Army. )
She works for the Chief Attorney who is the right arm of the Sec of the Army {a SES
Civilian Admin Assit (4 star )_.

Any requests can be faxed to her at [N or emailed [FRMGY

vE

S0 NN va3., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

I (] v [0

WWW.jamrs.org



Maj., DHRA
From: [EE [ LtCol, OASD-PA 58
Sent: Wednesd , June 22, 2005 7:20 PM
To: Maj., DHRA
Subject: RE WASH POST: JAMRS Response about database

Yep. El

————— Original Message-----

From: [[EVAT| [ Maj., DHRA
Sent: Wednesday, June 22, 2005 7:19 BPM
To: m= LtCol, OASD-PA
Ces A., Capt., DHRA; [j
jschlmpff@yahoo com'; [{KY&) T

[ESA D, CIV, DHRA;

Subject Re: WASH POST: JAMRS Response about database

I will tackle this in the am.
Did you send him the As we gave to first?

Thanks, [

Sent from Maj [ERNE]

1 JAMRS

————— Original Message-----

From: [[RiiAa1 ] [[RMAY] LtCol, OASD-PA WAy ]
To: [RWAV ] [@] Maj., DHRA

Sent: Wed Jun 22 19:16:38 2005

Subject: RE: WASH POST: JAMRS Response about database

[ER3E] He wants to follow-up tomorrow. He also needs the contract information, the value,
sole source, etc. Finally, he requested a copy of the contract with BeNow. Thanks!

----- Original Message-----

From: [[RMAVT [@NC] Maj., DHRA

Sent: Wednesday, June 22, 2005 7:14 PM

To: [fRMAY ] [fhyAY] LtCol, OASD-PA

Cc: [(RMAY ] [ENA D, CIV, DHRA; [[Eify] [ESEESNN A., Capt., DHRA;
Subject: Re: WASH POST: JAMRS Response about database

Ma'am, I can not get you a response to this today. My people have left for the day.
In the meantime I think he sould contine to reach the privacy office.

I can touch base with you again in the morning. GTG?
Maj

Maj.,
Sent: Wed Jun 22 18:45:06 2005
Subject: FW: WASH POST: JAMRS Response about database

————— Original Message---—-

From: Jonathan Krim [mailto:KrimJ@washpost.com]

Sent: Wednesday, June 22, 2005 6:31 PM

To: [[MAYY [BMAY] LtCol, OASD-PA

Subject: Re: WASH POST: JAMRS Response about database

1




202W334 6758 (w)

Some privacy groups contend that using prlvate data firms in this manner is a
circumvention of the 1974 privacy act provisions restricting the government's ability to
collect and hold information on private citizens. Your comment?

'thanks.

ot it e G e e . e e e e S o S o o S o e S o . o e

Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com

{cell)

202 496 3016 (£x)



IENEI ] M., DHRA

From: [[EMEY [[RA LtCol, OASD-PA @

Sent: Thursday, June 23, 2005 8:43 AM

To: [@A D, CIV, DHRA

Cc: [(RY] Maj., DHRA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

No sir: I also need:

Answer to Title 5 question from yesterday.

About the contractor, BeNow

Some privacy groups contend that using private data firms in this manner is a
circumvention of the 1974 privacy act provisions restricting the government's ability to

collect and hold information on private citizens. Your comment?

Who do we share this information with? Only the services?

----- Original Message-~—-—--

From: Bl D, CIV, DHRA

Sent: Thursday, June 23, 2005 8:31 AM

To: [(B h LtCol, OASD-PA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Do you have what you need for the %am?
We are working on a qﬁick info paper for our chains!

GTG??

Thanks,

e e e sk Je e e e e e o O e e de e e de e o o o e ole e e e ok e ok e e e ek

= sy ]
Defense Human Resources Activity (DHRA)
Program Manager, JAMRS
I

- ————

From: LtCol, OASD-PA

Sent: Thursday, June 23, 2005 8:19 AM

To: P, capT, 0sp-PsR; [ ESA D, CIV, DHRA
Cc: [MRNAY] A., Capt., DHRA; NN BN Maj., DHRA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Mr. [[B&AT] I need to do a briefing card for SECDEF's hearing by 0900 today. Please call
me!!! I need answer the question: Have we collected this information before? El

From: (I B £, crrT, OSD-P&R
Sent: Thursday, June 23, 2005 7:43 AM
To: [EEE @SN D, CIV, DHRA

Cc: NN M A., Capt., DHRA; [[RMAVN| (A Maj., DHRA; [[N@EN] [MEN LtCol,
OASD~PA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

1



I'm sure your front office will need something teoo. Thanks E@EFE OBTW there are FOIA
requests into all the services on directory info handling

V/r Captain T AT
Deputy Director, Accession Policy
QUSD/MPP/AP {2B271)

RIS D, CIV, DHRA

June 23, 2005 7:31 AM

| P, CAPT, OSD-P&R
A., Capt., DHRA; [ | BB Maj.. DHRA

Subject: Re: Washlngton Post Article - Pentaqon Creating Student Database, 23 Jun 05

Yes sir. We are bringing M M up to speed this morning. We will have something feor you
and Dr. G a little later this morning. We need to get something (quick infeo paper) to you
guys to give to Mr. Carr and above.

Thanks,

***i*********'}*****i******i**i**i*****
o T T

Defense Human Resources Activity (DHRA}
Program Manager, JAMRS

N F,

Sent: Thu Jun 23 07:25:14 2005
Subject: FW: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

i @ D, LtCol, JCS Jl

June 23, 2005 6:30 AM

# J, CIV, 0OSD-P&R
CIV, OSD-P&R; KB

Civ, 05D-PsR; H¥ o Ma, JCS Jl

Subject: Washington Post Article - Pentagon Creating Student Database, 23 Jun 03

Importance: High

P, CAPT, OSD-P&R;

Good morning [§

We're in process of preparing new CJCS5 and VCJCS for upcoming Confirmaticon Hearings ...
addicionally, we're prepping current CJCS for OPINTEL Testimony. We saw this article this
morning and wondered if you'd seen it ... and if there's any truth to the matter. If so,
looking for some bullets we can share in case the question is asked.

Thanks much for your help ... v/r ... EEN

i ¥ B Lt Col, USAF
Chlef Dlrector s Actions Group




* Jc§/J-1, Pentagon, 1E1044
psN N or

Washington Post

June 23, 2005

Pg. 1

Pentagon Creating Student Database

Recruiting Tool For Military Raises Privacy Concerns By Jonathan Krim, Washington Post
Staff Writer The Defense Department began working yesterday with a private marketing firm
to create a database of high school students ages 16 to 18 and all college students to
help the military identify potential recruits in a time of dwindling enlistment in some
branches. The program is provoking a furor among privacy advocates. The new database will
include personal information including birth dates, Social Security numbers, e-mail
addresses, grade-point averages, ethnicity and what subjects the students are studying.
The data will be managed by BeNow Inc. of Wakefield, Mass., one of many marketing firms
that use computers to analyze large amounts of data to target potential customers based on
their personal profiles and habits. "The purpose of the system . . . is to provide a
single central facility within the Department of Defense to compile, process and
distribute files of individuals who meet age and minimum school requirements for military
service,”" according to the official notice of the program. Privacy advocates said the plan
appeared to be an effort to circumvent laws that restrict the government's right to
collect or hold citizen information by turning to private firms to do the work. Some
information on high school students already is given to military recruiters in a separate
program under provisions of the 2002 No Child Left Behind Act. Recruiters have been using
the information to contact students at home, angering some parents and school districts
around the country. School systems that fail to provide that information risk losing
federal funds, although individual parents or students can withhold information that would
be transferred to the military by their districts. John Moriarty, president of the PTA at
Walter Johnson High School in Bethesda, said the issue has "generated a great deal of
angst" among many parents participating in an e-mail discussion group. Under the new
system, additional data will be collected from commercial data brokers, state drivers'
license records and other sources, including information already held by the military.
"Using multiple sources allows the compilation of a more complete list of eligible
candidates to join the military," according to written statements provided by Pentagon
spokeswoman Lt. Col. [l M in response to guestions. "This program is important
because it helps bolster the effectiveness of all the services' recruiting and retention
efforts.” The Pentagon's statements added that anyone can "opt out" of the system by
providing detailed personal information that will be kept in a separate "suppression
file." That file will be matched with the full database regularly to ensure that those who
do not wish to be contacted are not, according to the Pentagon. But privacy advocates said
using database marketers for military recruitment is inappropriate. "We support the U.S.
armed forces, and understand that DoD faces serious challenges in recruiting for the
military,” a coalition of privacy groups wrote to the Pentagon after notice of the program
was published in the Federal Register a month ago. "But . . . the collection of this
information is not consistent with the Privacy Act, which was passed by Congress to reduce
the government's collection of personal information on Americans." Chris Jay Hoofnagle,
West Coast director of the Electronic Privacy Information Center, called the system "an
audacious plan to target-market kids, as young as 16, for military solicitation." He added
that collecting Social Security numbers was not only unnecessary but posed a needless risk
of identity fraud. Theft of Social Security numbers and other personal information from
data brokers, government agencies, financial institutions and other companies is rampant.
"What's ironic is that the private sector has ways of uniquely identifying individuals
without using Social Security numbers for marketing," he said. The Pentagon statements
said the military is "acutely aware of the substantial security required to protect
personal data,” and that Social Security numbers will be used only to "provide a higher
degree of accuracy in matching duplicate data records.” The Pentagon said it _routinely
monitors its vendors to ensure compliance with its security standards. [MEX] said she did
not know how much the contract with BeNow was worth, or whether it was bid competitively.
Officials at BeNow did not return several messages seeking comment. The company's Web site
does not have a published privacy policy, nor does it list either a chief privacy officer
or security officer on its executive team. According to the Federal Register notice, the
data will be open to "those who require the records in the performance of their official
duties.” It said the data would be protected by passwords. The system also gives the
Pentagon the right, without notifying citizens, to share the data for numerous uses
outside the military, including with law enforcement, state tax authorities and Congress.
Some see the program as part of a growing encroachment of government into private lives,

3




'particularly since the Sept. 11, 2001, terrorist attacks. "It's just typical of how
voracious government is when it comes to personal information,"” said James W. Harper, a
privacy expert with the Cato Institute, a libertarian think tank. "Defense is an area
where government has a legitimate responsibility . . . but there are a lot of data fields
they don't need and shouldn't be keeping. Ethnicity strikes me as particularly
inappropriate.” Yesterday, the New York Times reported that the Social Security

Administration relaxed its privacy policies and provided data on citizens to the FBI in
connection with terrorism investigations.

[N D. [REYT] Lt Col, USAF
Chief, Director's Actions Group
JCS/J-1, Pentagon, 1E1044
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From: T D, CIV, DHRA .
Sent: Thursday June 23, 2005 11:38 AM

To: & | [[Bl&] CIV, OSD/DPO

Cc: (b r'w , CIV, DHRA; [ W A.. Capt., DHRA; [[EXGY [(RE Maj., DHRA;
(b)(6) ] [(AL] J., LTJG, DHRA

Subject ‘RE: JAMRRD

(&) ]

We will get you what we can. We are working this. Sorry for the delay! As you can imagine we are
swamped...

(h)(|

% ok ok ok ok o ok ok ok ob ok ok ok ok ok ok o ok oF o o ok o o o ok ok o 0B o o ok o oF oF b oF b

Defense Human Resources Activity (DHRA)
Program Manager, JAMRS
]

(b |

As you have heard and likely seen, the Washington Post has published an article, a highly critical one, on the
JAMRRD. | understand we have at least one FOIA request for information on BeNow and more can be
anticipated. As you well realize, this publicity likely stems from the FCNL providing a press release of its letter to
DoD opposing the database. | think it is safe to say that we will have Congressional queries as well.

| must brief the Department’s Senior Privacy Official today on this matter. in preparing for the briefing, can
you send me the BeNow contract? Also can you furnish the statutory provisions, or provide the citations to the
statutes, that address the Department’s recruiting initiatives. | seem to recall that the contract is worth millions
and that there was special statutory language covering the contract. If | am off target, is there any other
legisiation that can be viewed as authority for the program? And finally, when did the Program actually begin
collecting data from the DMVs and the private commercial data brokers? And finally, was a Privacy impact
Assessment conducted?

[(h\W(A




[[BEI] W@ A., Capt., DHRA
[(bM6T] [(RMET CIV, WHS/ESD @

From:

Sent: Friday, June 24, 2005 7:43 AM

To: B Civ, OSD/DPO

Cc: L., CIV, DHRA; [[BiE] [ D, CIV, DHRA;
A, Capt., DHRA

Subject: RE: Public Requests for Contract Information

Major [RMAYN

I have been coordinating with [[B8&Z&37] on this. However, the request I have (from EPIC)
algso asks for "all documents concerning BeNOW." Therefore, in addition to referring the
request I have to her, we will task JAMRS to search for other documents concerning BeNOW.
The FOIA tasker will go through P&R to [BRE for the search. If you or M have any
questions, the action officer assigned to this case is Aaron Graves, [IEUEUINN

————— Original Message-----

From: B ¥aj., DHRA

Sent: Thursday, June 23, 2005 3:25 PM

To: [Bay civ, Was/nso;ﬂ I c1v, 0SD/DPO

Ce: [ESFaT F Ms OCA; L., CIV, DHRA; [{R¥&my | [@ESd@ D, CIV, DHRA;
[RVAY] BESEENEN A., Capt., DHRA; [fRWEV MM Maj., DHRA

Subject: EW: Public Requests for Contract Information

Sir, FYI

: .
o - o

.
To: [RMAL LtCol, OASD-PA

cC: [[RWAY | [N F Ms OCA

| @m0 D, CIV, DHRA
o =

[Nl J., LTJG,

L., CIV, DHRA
Lt., DHRA
, CIV, DHRA

Sent: Thu Jun 23 15:03:17 2005
Subject: Public Requests for Contract Information

All requests (for part or whole copies) of the BeNOW subcontract should be requested
through FOIA Army rsve @ |

She is JAMRS FOIA POC for contracting issues because the contract was written and managed
by the Army.

She works for the Chief Attorney who is the right arm of the Sec of the Army (a SES
Civilian Admin Assit (4 star ) (NSNS

Any requests can be faxed to her at VAN or emailed [[RMEY ]

vrE

WE DO vaj., USAF

Joint Advertising, Market Research and Studies (JAMRS) 4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613 B S v () AT www. jamrs.org
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(AN A., Capt., DHRA

From: [(BEY ] (] Maj., DHRA
Sent: Friday, June 24, 2005 11:00 AM
To: r DCC-W; Denard, Patricia Ms DCC-W
Cc: CIV, OSD/DPO; sy ]
; A., Capt., DHRA;
LTJG, DHRA; [B:Y] L., CIV, DHRA
Subject: FW: DASW01-02-D-0002-0059 - Privacy & Security

Contracting/Privacy question for you. Now that we know that the main 0002 file (with
Mullen) does contain the Privacy Act statement (on page 32 of the basic contract it
includes FAR 52 [[BMf&l Privacy Act April 1984), does the FAR Privacy provisions cover the

Task Order given to the Sub-Contractor BeNOW?

VI

EE D vo3., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

B Y] e ] v ] s )

Wwww.jamrs.org

90

P COL OCA;

[@8 D, CIv,
Sgt., DHRA; i



LI v

N B A, Capt, DHRA _

From: (53] I A., Capt., DHRA
Sent: Friday, June 24, 2005 12:32 PM
To: & N D, CIv, DHRA

Subject: FW:

Capt. I A. [(B)(&] USMC

Direct Marketing Officer, JAMRS

Defense Human Resources Activity

4040 N. Fairfax Dr, Ste #200

Ardington, VA 22203-1613

W-[hVaY ]

F-ay 1

ey ——— ieway

~——Qriginal Message——

From: [[i}(&N MMM A., Capt., DHRA
Sent: Friday, June 24, 2005 12:31 PM
To:

Subject: FW:

Capt. [ERNEN A. [[Y&] USMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

W-

——0Original Message——
From: Il
Sent: Friday, June 24, 2005 12:32 PM
To: [N [G5EEN A., Capt., DHRA
Subject: RE:

76




From: [{){6] [GNGEN A., Capt., DHRA (G
Sent: Friday, June 24, 2005 11:42 AM

To: [&] [[HY&EY]

Subject: FW:

Can you help me with this...Call me!

Capt. I A. [(RY(&] USMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

——0Original Message——-

From: [(5(@ B9 D, CIv, DHRA
Sent: Friday, June 24, 2005 11:35 AM
To: RN EESESN A., Capt., DHRA

Subject:

1. Can you confirm that SSNs are only collected from the SSS, and not from the other sources, principally from the
DMVs and the information brokers? If SSNs are collected by the Department, and not by BeNow, and are subsequently

passed to BeNow, does BeNow purge the SSNs after they have deconflicted the files? Dr. Chu appeared to say SSNs are
not maintained after deconfliction has occurred. Is this true?

The only files that we receive with SSN are the SSS and Accession Files. No, they do not purge SSN after tﬁey
have deconflicted the files. They are stored in a scrambled format on the database.

2. The system notice states that files are retrieved by the SSN. This does not appear to be true. Oris it? Does
JAMRS or BeNow ever retrieve an individual's file

by the indivdiual's SSN?

We have never retrieved an individual by their SSN number. The only reason it is listed is that if we had an individual
request to be taken off the list we would be able to use the number if they were on the SSS file.
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Defense Human Resources Activity (DHRA) .
Program Manager, JAMRS
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®*:
“ A., Capt., DHRA

From:
. Sent:
To: [
Ce: [(h\(6 | EWEY
Subject: RE: JAMRS

Sir not sure if you have the correct email for Capt [ (RGN
Thank you

) e ., s

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613
ﬂnm w [ [Eszax
www.iamrs.om
~=~-Qriginal Message—
From: [EB3] C1v, OSD/DPO
Sent: Friday, June 24, 2005 1:53 PM
To: [E23D, CIV, DHRA
Ce: L, c1v, DHRA; [N [G5X] Maj., DHRA

Subject:  FW: JAMRS
Am retransmitting as it appears it was not delivered.

——0riginal Message—

c1v, 0SD/DPO
] -D, CIv, DHRA
| @3 L., CIv, DHRA; [(b)
Subject: RE: JAMRS

]
IR o specially that, if desired, we could delete the SSN from the database.

Two more questions.

First, prior to the 2002 initiative to build a consolidated database, was JAMRS or the MILDEPs collecting data, as is
now being done, from the DMVs/Information brokers/SSS? Or was such data only collected when you started to build
the database?

Second, | am a little unclear on use of the SSS SSN to deconflict files. If deconfliction is to identify and eliminate
duplicate files or is used to validate those who have requested to be removed from the database, what is the SSS SSN
matched against? If the DMV and information broker files do not contain SSNs, how are these files deconflicted? Or
are those files deconflicted based on name, address, etc?

-----Original Message—--

From: [(B(8 I D, CIV, DHRA
Sent: Friday, June 24, 2005 12:36 PM
To: [iBi{&] c1v, OSD/DPO

Cc: L., CIv, DHRA; S [(B)(] Maj., DHRA; [fB)6)
Subject: RE: JAMRS

62



'Sir-_
See answers below...

hkhkdkhkhrdhhhdhrhbhhhdbhddbdbhddhdddddii

FINYZARITN 7N

Defense Human Resources Activity (DHRA)
Program Manager, JAMRS

| |

~——0Original Message---—

From: [(b)(6)  |l(b)6 | CIV, OSD/DPO

Sent: Friday, June 24, 2005 11:13 AM

To: [(B)(6) | [@NID, CIV, DHRA

Cc: [(B)(] lahd L., CIV, DHRA; [(B) Maj., DHRA
Subject: JAMRS

]

As you perhaps know, [@83] and | are scheduled to have a conference call with OMB at 1500
today to discuss JAMRS.

Could you please clarify the following for me.

1. Does your office collect the data directly from the DMVs/Information brokers and others (e.g.,
SSS) or does BeNow? The Task Order to the contract appears to say that BeNow collects the
data, but Dr. Chu indicated otherwise at the press briefing yesterday.

JAMRS sends out the request for the data. Because of technology and secure
transfers, the data goes directly from the data source (i.e. SSS, private list vendors
and some DMVs) to BeNOW. Those DMVs that do not have FTP capabilities, send
JAMRS the data in various formats and in turn we send to Mullen (who in turn sends
to BeNOW). As a side note, before the use of FTP transfer, all data came to the
JAMRS office.

2. Can you confirm that only BeNow operates the database? By that, | mean that the JAMRS
program office does not also maintain a database on data collected.
JAMRS simply acts as a conduit through which the data flows from the source to BeNow. Is

this correct? THIS IS CORRECT

3. The TO only lists some, but not all, of the data elements set forth in the system notice. What is
the basis for the collection of other data elements not identified in the TO?

See if this helps:

Under TO 0059 TASK 1B (High School Master File)...... “Mullen working through our
processing subcontractor, BeNOW, will conduct additional data processing prior to
distribution to the Services’ data management offices/subcontractors including but
not limited to: National Change of Address, deliverability, gender, self-reported
ethnicity, college type, military interest, GPA............ ri

We use the phrase “including but not limited to” to allow for some flexibility. The
number of data elements would not impact the work the contractor/subcontractor is
doing in this task order.
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4. Can you confirm that SSNs are only collected from the $SS, and not from the other sources,
principally from the DMVs and the information brokers? 1f SSNs are collected by the
Department, and not by BeNow, and are subsequently passed to BeNow, does BeNow purge
the SSNs after they have deconflicted the files? Dr. Chu appeared to say SSNs are not
maintained after deconfliction has occurred. Is this true?

SSNs are only collected from SSS and from NO OTHER OUTSIDE SOURCE. The
SSNs are purged from the file at the point where they are distributed to the Services.
This is what Dr. Chu was referring to. The SSN remains (in a scrambled form) with
the record in the database at BeNOW.

5. The system notice states that files are retrieved by the SSN. This does not appear to be true.
Oris it? Does JAMRS or BeNow ever retrieve an individual's file
by the indivdiual's SSN?

Because the SSN exists on the record, it is possible to retrieve a record by SSN (it
would first have to be descrambled). JAMRS has never retrieved an individual
record by SSN before. '

6. Can deconfliction occur by means other than use of a SSN? For example, what about a
truncated SSN, such as the last 5 digits of the SSN? If such an option is possible, is it technically
feasible to only collect only a truncated number.

We can use a combination of name, address etc. to create a key code for
deconfliction. It will not be as accurate as SSN but would do the job. Itis also
possible to get a truncated SSN (possibly the last 5 digits of SSN). Although, at this
point we are thinking about taking SSN off the table completely since we can
accomplish our mission without SSN with minimal impact. We would look to the
Privacy guys for guidance on this issue.



(D)6} ] MRGEFT A., Capt., DHRA

To: [BREEE A., Capt., DHRA
Ce: (B Maj., DHRA
Subject: FW: JAMRS

From: [[BME] [[R& CIv, OSD/DPO
Sent: Fridai, June 24, 2005 2:12PM

—-—0Original Message—

From: [@B¥&] C1v, 0SD/DPO
Sent: Friday, June 24, 2005 1:48 PM
To: (31D, CIv, DHRA

Ce: L., CIV, DHRA; [[B}6Y ] (B

Subject: RE: JAMRS
Y]

Excelient...especially that, if desired, we could delete the SSN from the database.
Two more questions.

First, prior to the 2002 initiative to build a consolidated database, was JAMRS or the MILDEPs collecting data, as is now
being done, from the DMVs/Information brokers/SSS? Or was such data only collected when you started to build the
database?

Second, | am a little unclear on use of the SSS SSN to deconflict files. If deconfliction is to identify and eliminate
duplicate files or is used to validate those who have requested to be removed from the database, what is the SSS SSN
matched against? If the DMV and information broker files do not contain SSNs, how are these files deconflicted? Or are
those files deconflicted based on name, address, etc?

——0QOriginal Message—
From: [{53(@I WM D, CIV, DHRA
Sent: Friday, June 24, 2005 12:36 PM

To: n I C1v, OSD/DPO
Cc: L., CIV, DHRA; IS (53] Maj., DHRA; [(B¥6'
Subject: RE: JAMRS

Sir-
See answers below...

hkkdkkkhkkbkhhhbbhhhhkhrhhhbkdhbhdhhbdhdkdik

Defense Human Resources Activity (DHRA)
Program Manager, JAMRS
]

-----Original Message—

From: [NREEEN M C1V, OSD/DPO
Sent: Friday, June 24, 2005 11:13 AM




As you perhaps know, B8l BRE and | are scheduled to have a conference call with OMB at 1500 today
to discuss JAMRS.

Could you please clarify the following for me.

1. Does your office collect the data directly from the DMVs/Information brokers and others (e.g., SSS)
or does BeNow? The Task Order to the contract appears to say that BeNow collects the data, but
Dr. Chu indicated otherwise at the press briefing yesterday.

JAMRS sends out the request for the data. Because of technology and secure
transfers, the data goes directly from the data source (i.e. SSS, private list vendors and
some DMVs) to BeNOW. Those DMVs that do not have FTP capabilities, send JAMRS
the data in various formats and in turn we send to Mullen (who in turn sends to
BeNOW). As a side note, before the use of FTP transfer, all data came to the JAMRS
office.

2. Can you confirm that only BeNow operates the database? By that, | mean that the JAMRS program
office does not also maintain a database on data collected.
JAMRS simply acts as a conduit through which the data flows from the source to BeNow. Is this

correct? THIS IS CORRECT

3. The TO only lists some, but not all, of the data elements set forth in the system notice. What is the
basis for the collection of other data elements not identified in the TO?

See if this helps:

Under TO 0059 TASK 1B (High School Master File)...... “Mullen working through our
processing subcontractor, BeNOW, will conduct additional data processing prior to
distribution to the Services’ data management offices/subcontractors including but not
limited to: National Change of Address, deliverability, gender, self-reported ethnicity,
college type, military interest, GPA............”

We use the phrase “including but not limited to” to allow for some flexibility. The
number of data elements would not impact the work the contractor/subcontractor is
doing in this task order.

4. Can you confirm that SSNs are only collected from the SSS, and not from the other sources,
principally from the DMVs and the information brokers? If SSNs are collected by the Department,
and not by BeNow, and are subsequently passed to BeNow, does BeNow purge the SSNs after they
have deconflicted the files? Dr. Chu appeared to say SSNs are not maintained after deconfliction
has occurred. s this true?

SSNs are only collected from SSS and from NO OTHER OUTSIDE SOURCE. The SSNs
are purged from the file at the point where they are distributed to the Services. This is
what Dr. Chu was referring to. The SSN remains (in a scrambled form) with the record
in the database at BeNOW.

5. The system notice states that files are retrieved by the SSN. This does not appear to be true. Oris
it? Does JAMRS or BeNow ever retrieve an individual's file
by the indivdiual’s SSN?

Because the SSN exists on the record, it is possible to retrieve a record by SSN (it
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would first have to be descrambled). JAMRS has never retrieved an individual record
by SSN before.

6. Can deconfliction occur by means other than use of a SSN? For example, what about a truncated
SSN, such as the last 5 digits of the SSN? If such an option is possible, is it technically feasible to only
collect only a truncated number.

We can use a combination of name, address etc. to create a key code for deconfliction.
It will not be as accurate as SSN but would do the job. Itis also possible to geta
truncated SSN (possibly the last 5 digits of SSN). Although, at this point we are
thinking about taking SSN off the table completely since we can accomplish our
mission without SSN with minimal impact. We would look to the Privacy guys for
guidance on this issue.
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[(D)(6) ] MGG A., Capt., DHRA

From: (& Clv, OSb/DPO @

Sent: Friday, June 24, 2005 2:16 PM

To: j. ; [ERMEYT P COL OCA

Cc: LtCol, OASD-PA,; CIV, WHS/ESD; S F Ms

A., Capt., DHRA; [ J., LTJG, DHRA; EESD,

; : [(RX(&] CIV, WHS/ESD; Henshall, Dave, CIV, WHS/ESD

Subject: RE: Washington Post question - on Student database contract

ISY73Y|

This is a DCC-W call especially if the request is being processed as a FOIA request.
But I concur with DoD FOIA that the sought after information is not withholdable under any
of the FOIA exemptions and therefore is releasable.

From: Maj., DHRA

Sent: Friday, June 24, 2005 2:07 PM

To: P COL OCA

Cc: [BVEY] LtCol, OASD-PA; [fEifEN) [FESEEN] CIV, WHS/ESD; “crv,
0SD/DPO; [fhMAY | [ESEE F Ms OCA; BN »., Capt., DHRA; Top

LTJG, DHRA; [(RM&YW| [ESA D, CIV, DHRA
Subject: Washington Post question - on Student database contract

Sir, since Ms. [AAFAYT] is out today perhaps you can help us. The Washington Post requests
to know when the BeNOW contract was awarded, and/or when it began its work? DoD FOIA
recommends releasing the info. DCC-W Contracting referred me to you. If you agree it is
releasable, can you provide the answer directly to OSD/PA and cc: me. Thank you!

v
B . vai., UsaF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613
riYal

A W [m] [mE )

WwWW.Jjamrs.org

-----0Original Message-----

From: [[BiELN LtCol, OASD-PA
Sent: Friday, June 24, 2005 10:36 AM
To: [ Maj., DHRA
Subject: FW: once more with feeling

I spoke with [0 ]l of the FOIA office this morning. He said we should be able to
iiivide this information. Would you please talk with the contracting office again? Thanks,

----- Original Message-----

From: Jonathan Krim [mailto:KrimJ@washpost. com]
Sent: Thursday, June 23, 2005 7:28 PM

To: I 1tCol, OASD-PA

Subject: once more with feeling

can you at least tell me when the BeNow contract was awarded, and/or when it began its
work.

thanks. will be writing here for the next hour.
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Jonathan Krim
Technology Policy Writer
The Washington Post

krimj@washpost.com




[ M A, Capt., DHRA

From: [(BM&Y ] [B1 D, CIV, DHRA
Sent: Fnda June 24 2005 2:18 PM
To: . - CIv, OSD/DPO

Cc: f L, ClV, DHRA. I I A, Capt., DHRA
Subject: RE: JAMRS

Responses below

Thanks, lh]

122222222 222222222222 222232222222 sEl]

Defense Human Resources Activity (DHRA)
Program Manager, JAMRS
[ |

-—-—Original M&ssage-—--
From: [(bY6) mCN 0SD/DPO

, CIV, DHRA; [[BETI] [EBIE] Ma)., DHRA; (BTG
Subject: RE: JAMRS

Excellent... especially that, if desired, we could delete the SSN from the database.

Two more questions.

First, prior to the 2002 initiative to build a consolidated database, was JAMRS or the MILDEPs collecting data,

as is now being done, from the DMVs/Information brokers/SSS? Or was such data only collected when you
started to build the database? .

Prior to 2002, JAMRS and the MILDEPs were both collecting data on recruit aged youth from private

list sources. In addition, JAMRS provided the MILDEPS with the SSS data and to a very limited
extent, some DMV data.

Second, | am a little unclear on use of the SSS SSN to deconflict files. If deconfliction is to identify and
eliminate duplicate files or is used to validate those who have requested to be removed from the database, what is
the SSS SSN matched against? If the DMV and information broker files do not contain SSNs, how are these files
deconflicted? Or are those files deconflicted based on name, address, etc

| apologize for the confusion on the SSN issue. We also receive internal DoD files from DMDC - the
Active Duty File and the Accession file — both files contain SSN. We match the SSS file with the

Active Duty and Accession files to remove anyone who is currently on Active Duty or who has joined
the military.

-—-0riginal Message-----

From: |(h)(§ I D, CIV, DHRA

Sent. Friday, June 24, 2005 12:36 PM
AN -c1v oso/opo




Subject: RE: JAMRS

Sir-
See answers below...

o & Jo dr e Je g e de de ok gk dr vd e e de ke e e e I de e e ke & e e o I ek ok ek kb

&l (A ]

Defense Human Resources Activity (DHRA)
Program Manager, JAMRS

[ ]

——Qriginal Message—-

From: |[(b)(6) | [(b)}(6 ] CIV, OSD/DPO

Sent: Friday, June 24, 2005 11:13 AM

To: [(h)(6) | [[5¥] D, CIV, DHRA

Ce: ((b)(] IthT] L., CIV, DHRA; [(RM6Y] [GRYE] Maj., DHRA
Subject: JAMRS

(b1

As you perhaps know, [fRY] [fRN] and | are scheduled to have a conference call with OMB at
1500 today to discuss JAMRS.

Could you please clarify the following for me.

1. Does your office collect the data directly from the DMVs/Information brokers and others
(e.g., SSS) or does BeNow? The Task Order to the contract appears to say that BeNow
collects the data, but Dr. Chu indicated otherwise at the press briefing yesterday.

JAMRS sends out the request for the data. Because of technology and secure
transfers, the data goes directly from the data source (i.e. SSS, private list
vendors and some DMVs) to BeNOW. Those DMVs that do not have FTP
capabilities, send JAMRS the data in various formats and in turn we send to
Mullen (who in turn sends to BeNOW). As a side note, before the use of FTP
transfer, all data came to the JAMRS office.

2. Can you confirm that only BeNow operates the database? By that, | mean that the JAMRS
program office does not also maintain a database on data collected.
JAMRS simply acts as a conduit through which the data flows from the source to BeNow.

Is this correct? THIS IS CORRECT

3. The TO only lists some, but not all, of the data elements set forth in the system notice.
What is the basis for the coliection of other data elements not identified in the TO?

See if this helps:

Under TO 0059 TASK 1B (High School Master File)...... “Mullen working through
our processing subcontractor, BeNOW, will conduct additional data processing
prior to distribution to the Services’ data management offices/subcontractors
including but not limited to: National Change of Address, deliverability, gender,
self-reported ethnicity, college type, military interest, GPA............"”

We use the phrase “including but not limited to” to allow for some flexibility. The
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number of data elements would not impact the work the contractor/subcontractor
is doing in this task order.

4. Can you confirm that SSNs are only collected from the SSS, and not from the other
sources, principally from the DMVs and the information brokers? If SSNs are collected by
the Department, and not by BeNow, and are subsequently passed to BeNow, does BeNow
purge the SSNs after they have deconflicted the files? Dr. Chu appeared to say SSNs are
not maintained after deconfliction has occurred. Is this true?

SSNs are only collected from SSS and from NO OTHER OUTSIDE SOURCE. The
SSNs are purged from the file at the point where they are distributed to the
Services. This is what Dr. Chu was referring to. The SSN remains (in a
scrambled form) with the record in the database at BeNOW.

5. The system notice states that files are retrieved by the SSN. This does not appear to be
true. Oris it? Does JAMRS or BeNow ever retrieve an individual's file
by the indivdiual's SSN?

Because the SSN exists on the record, it is possible to retrieve a record by SSN
(it would first have to be descrambled). JAMRS has never retrieved an individual
record by SSN before.

6. Can deconfliction occur by means other than use of a S8SN? For example, what about a
truncated SSN, such as the last 5 digits of the SSN? [f such an option is possible, is it technically
feasible to only collect only a truncated number.

We can use a combination of name, address etc. to create a key code for
deconfliction. It will not be as accurate as SSN but would do the job. Itis also
possible to get a truncated SSN (possibly the last 5 digits of SSN). Although, at
this point we are thinking about taking SSN off the table completely since we can
accomplish our mission without SSN with minimal impact. We would look to the
Privacy guys for guidance on this issue.
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(D) ] MNEEN A., Capt., DHRA

AT [ Maj., DHRA

From:

Sent: June 24, 2005 4:20 PM

To: ﬁ XD, CIV, DHRA; [[Fiz] NI A., Capt., DHRA; [BNGI] [l J., LTJG,
DHRA

Subject: FW: Washington Post question - on Student database contract

Whew this one took a while to get back to PA. Army FOIA took the Q and provided the A.
See below.

vr

B Maj., USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

B [h s v [ [aSiaeT

wWw.jamrs.org

Fron: [N NSNS © co. och [N

Sent: Friday, June 24, 2005 4:18 PM
“To: Fisv73] LtCol OASD-PA

Subject: FW: Washington Post question - on Student database contract

FYI-- sorry I forgot to include you on this message.

From:
Sent: Frlday, June 24, 2005 3:50 PM

To: [ESEE] CIV WHS/ESCD

Ce: CIV 0SD/DPO

Subject: RE: Washlngton Post question - on Student database contract
lINY73Y

No problem. Here is the response I sent recently to MAJ [N

I have no objection to releasing this information. The basic contract (#DASW01-02-D-0002)
was awarded to Mullen Advertising, Inc. on 28 Jan 02. Delivery Order #59 for the JAMRS
database was issued on 3 Feb 05, with an effective date of 31 Jan 05. The period of
performance of this order is 1 Feb 05 - 31 Jan 06. We do not have any insight into how
quickly Mullen subcontracted to BeNOW to start performing the actual work.

cor, I v

Chief Attorney
U.5. Army Resources & Programs Agency

Administrative Ass't to the Secretary of the Army 120 Army Pentagon, Rm. 1C242 Washington,
DC 20310-0120
PH:

-1sseminate, or otherwise use the
. ave received this
on in error, and delete the copy you received. Thank yorr
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----- Original Message----—

From: [N RG] c1v, wis/esp [

Sent: Friday, June 24, 2005 2:07 PM

To: MNP CoL OCA

Lo BN F Ms OCA

Subject: FW: Washington Post question - on Student database contract
Colonel [fRVAY]

Please understand that I did not recommend that the information should be released. I
just told Major [AMEYTN] that the information should be releasable; however, since it is
an Army issue, then you should make the the final determination. I did not want it to
-appear that I was telling your office what to do.

DoD Office of Fredom of Information and Security Review

From:

Sent: Friday, June 24, 2005 2:07 PM

To: P COL OCA

Cc: ‘ LtCol, OASD-PA; [(BX&y] CIV, WHS/ESD; [REy cIv,
0SD/DPO; [ERETN] F Ms OCA; BN 2., Capt., DHRA; A .,

LTJG, DHRA; [[R\@EY| [@SA D, CIV, DHRA
Subject: Washington Post question - on Student database contract

Sir, since Ms. [[EMEYN] is out today perhaps you can help us. The Washington Post requests
to know when the BeNOW contract was awarded, and/or when it began its work? DoD FOIA
recommends releasing the info. DCC~W Contracting referred me to you. If you agree it is
releasable, can you provide the answer directly to OSD/PA and cc: me. Thank you!

vr

Bl GEE Maj., USAF

Joint Advertising, Market Research and Studies (JAMRS) 4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613 [R@& ] [0 NN « Bl [GSET www. jamrs.org

----=0riginal Message-----

From: [[ENEETN] LtCol, OASD-PA
Sent: Friday, June 24, 2005 10:36 AM
To: [ Maj., DHRA
Subject: FW: once more with feeling

B3 I spoke with RN [l of the FOIA office this morning. He said we should be able to

provide this information. Would you please talk with the contracting office again? Thanks,
El

From: Jonathan Krim [mailto:KrimJ@washpost.com)
Sent: Thursday, June 23, 2005 7:28 PM

To: [ BB 1.tCol, OASD-PA

Subject: once more with feeling

can you at least tell me when the BeNow contract was awarded, and/or when it began its
work.

thanks. will be writing here for the next hour.

Jonathan Krim
Techneclogy Policy Writer
The Washington Post

ot




krimj@washpost.com
202.334.6758 (w)
(cell)
202.496.3816 (fx)
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[(B)(G) ] W@ A., Capt., DHRA

From: [ Maj., DHRA

Sent: Friday, June 24, 2005 4:39 PM

To: @B D, CIvV, DHRA,; [[Rii] EEEEN A., Capt., DHRA
Subject: FW: Washington Post question - on Student database contract
FYI

vr

(50 FEEE vaj.. USAF

Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

M ] ] s ] w [y e 1

WWw.jamrs.org

To: [BE LtCol OASD-PA; [[hifA] [BMEIN P COL OCA
Cc: [ESA Maj. DHRA
Subject: RE: Washington Post question - on Student database contract

I suspect the reporter really wants to know when the Government awarded a contract to have
this work performed. That's when the obligation took place; that®s when the "dirty deed"
was done. Why would he give a rip when the prime contractor issued a contract to the sub?

In any event, the Government doesn't micromanage the subcontracting process. We don't
keep a copy of the subcontract in our contract files.

cov [RYAN

----- Original Message-----

From: [BNEY] LtCol, OASD-PA [RVEV T
Sent: Friday, June 24, 2005 4:26 PM

To: [ERNEERTTT P COL OCA

Ce: [Bf] Maj., DHRA

Subject: RE: Washington Post question - on Student database contract

So, we have no information about BeNow's contract, which is what the reporter is asking
for? I'm not giving him this, because it isn't what he asked for. If we don't have it,
then I will let him know that. So, what exactly is our answer? Thanks, Lt Col [FRN&YI

Sent: Friday, June 24, 2005 4:18 EM

To: [EEFE] LtCol OASD-PA

Ce: [ Maj. DHRA

Subject: FW: Washington Post question — on Student database contract

FYI-- sorry I forgot to include you on this message.

————— Original Message-----

From: [fRy@yY [EESEENTN P COL OCA

Sent: Friday, June 24, 2005 3:50 PM

To: [(ERE&] CIV WHS/ESCD

Cc: Al cIv 0SD/DPO

Subject: RE: Washington Post question - on Student database contract
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No problem. Here is the response I sent recently to MAJ B

I have no objection to releasing this information. The basic contract ’
{#DASW01-02-D-0002} was awarded to Mullen Advertising, Inc. on 28 Jan 02. Delivery Order #
59 for the JAMRS database was issued on 3 Feb 05, with an effective date of 31 Jan 05.

The period of performance of this order is 1 Feb 05 - 31 Jan 06. We do not have any

insight into how quickly Mullen subcontracted to BeNOW to start performing the actual
work.

COoL

Chie tEorHé&
U.S. Army Resources & Programs Agency

Administrative Ass't to the Secretary of the Army 120 Army Pentagon, Rm. 1C242 Washington,
DC 20310-0120

erved this communlcatlon
or otherwise use the

= 5 -lcate to the sender -5 received this
on 1n error, and delete the copy you recelved Thank you-

° P COL OCA
§ F Ms OCA

Please understand that I did not recommend that the information should be released. I
just told Major FEESEWNA that the information should be releasable; however, since it is
an Army issue, then you should make the the final determination. I did not want it to
appear that I was telling your office what to do.

DoD Office of Fredom of Information and Security Review

Maj., DHRA
June 24, 2005 2:07 PM
P COL OCA
LtCol, ORSD-PA;
OSD/DPO, 8 F Ms OCA;
LTJG, DHRA; D, CIV, DHRA

Subject: Washington Post question - on Student database contract

CIV, WHS/ESD;
BN .., Capt., DH

S8ir, since Ms. DESZEEN is out today perhaps you c¢an help us. The Washington Post requests
to know when the BeNOW contract was awarded, and/or when it began its work? DoD FOIA
recommends releasing the info. DCC-W Contracting referred me to you. If you agree it is
releasable, can you provide the answer directly to 0SD/PA and cc: me. Thank you!

v

A ERUETEEN Maj., USAF

J01nt Advertising, Harket Regearch and Studles (JAMRS} 4040 N. Fairfax Dr., Ste. 200
& ' s S www. jamrs.org

LtCecl, OASD-PA




Seng:‘Friaa , June 24, 2005 10:36 AM
To: NN [ESE] ¥a3., DHRA
Subject: FW: once more with feeling

[BSE I spoke with [N Il of the FOIA office this morning. He said we should be
ﬂde this information. Would you please talk with the contracting office again?

----- Original Message—~----

From: Jonathan Krim [mailto:KrimJ@washpost.com]
Sent: Thursday, June 23, 2005 7:28 PM

To: [ W LtCol, OASD-PA

Subject: once more with feeling

can you at least tell me when the BeNow contract was awarded, and/or when it began
work. 4

thanks. will be writing here for the next hour.

Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com
202.334.6758 (w)

{cell)
202.496.3816 (fx)
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From: @l Maj., DHRA @
Sent: June 22, 2005 3:29 PM

To: D, CIV DHRA

Cc: A., Capt., DHRA,; [B

Subject: Ready for (BRI review

Draft email to OSD/PA for your coordination.

Below are JAMRS responses (in blue) to Washington Post reporter Jonathan Krim regarding the Joint
Advertising and Market Research Database:

-- It appears from the Fed Register notice that this contract has been awarded and the program takes effect today.
If so, when was this contract awarded, was it competitively bid, what is the amount, and would you please
provide a copy of it. JAMRS submitted a Systems Notice in the Federal Registry; this is not related to any
contracts being awarded.

Am I correct that the baseline data for this comes from school districts as part of the No Child Left Behind Act,
and it will then be enhanced by the sources listed in the notice? Are universities currently required to provide
such data? No, the baseline data for this Systems Notice do not come from school districts as part of the No
Child Left Behind Act nor are Universities required to provide such data.

-- What if any security provisions for the data has DOD required of the vendor beyond what is listed in the
notice? Did DoD vett the security practices of the vendor, BeNow, and if so, how? BeNow meets every
requirement listed in the notice. DoD routinely inspects it’s vendors to ensure compliance.

-- Why are Social Security numbers necessary? Grade Point Averages? SSN provides a higher degree of
accuracy in matching duplicate data records. GPA provides the Services with a data point highlighting academic
achievement.

-- What is meant by the following in the notice: "These records ... may specifically be disclosed outside the
DOD as a routine use pursuant to 5: USC"... etc (need legal response here)

-- Why is it necessary to enhance data with other sources, such as DMV records and commercial data vendors?
Will DoD routinely be buying data from commercial brokers? DOD uses a number of resources in order to
reach the population of youth who are eligible to join the military. Using sources that includes, but is not limited
to DMV records. Commercial list vendors allows us to provide the Services with broader coverage.

One privacy organization that as expressed concerns about this said that it was unable to find out how to file
public comments electronically, despite leaving several messages for Ms. Irvin that were not returned. Could
you provide any comment on that? This Systems Notice is a matter of Public Record. JAMRS is not aware of
any difficulties with interested parties wishing to make comments electronically during this thirty-day response
period.

Any general comment regarding the recruiting situation in the military and why this effort is important is also
welcome. One of the challenges we face is providing viable products to help bolster the Services recruiting and
retention efforts for the Active, Guard and Reserve forces. Secondly, we are finding that adult influencers are
not as informed as we thought about opportunities for youth in today’s military. This is critical since parents,
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teachers, coaches, counselors and teachers play an integral role in a young person's future and career path.

To help broaden these adult influencer’s understanding of Military Service as a career option, we've designed
the “Today’s Military” communications campaign. We use it to increase the willingness of parents and other
adult influencers to support and recommend military service to youth. The campaign can be seen in 27 national
publications, on television as a Public Service Announcement, online as banner advertisements and this fall in a
new made-for-TV documentary. Find out more online at www.todaysmilitary.com.

We at JAMRS are delighted to take your questions and welcome comments Should you have additional
questions please contact me or Capt Kl IR at [(RN(6 _

Jl(hMa) | Maj.
.lolnt Adverlislng Mafket Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200

Ariington, VA22203—1613
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[FGI] W& A., Capt., DHRA

From: [[BM@& [ D, CIV, DHRA

Sent: Wednesday, June 22 2005 5:12 PM

To:

Cc: Byl J., LTJG, DH%'
Subject: Re: For your PA review and action - JAMRS Response to Washington Post

Great Team Effort. Thanks. [ESA

b e e g e v e vk 9 ok e e e de e e ok e v e v e vk ok e vk e ke e o I ok e g b e ke ok

ERD ey ]
Defense Human Resources Activity (DHRA)

Proiram Manager, JAMRS

————— Original Message---——

From: [[RVAVN] [N Maj., DHRA —
To: -- LtCol, OASD-PA

cC:
DHRA

A., Capt., DHRA BN 1., CIv,
[Bd D, CIV, DHRA
[(&d J., LTJG, DHRA

Maj., DHRA

Sent: Wed Jun 22 17:09:56 2005
Subject: For your PA review and action - JAMRS Response to Washington Post

Below are JAMRS responses {in blue)} to Washington Post reporter Jonathan Krim regarding
the Joint Advertising and Market Research Database:

-- It appears from the Fed Register notice that this contract has been awarded and the
program takes effect today. If so, when was this contract awarded, was it competitively
bid, what is the amount, and would you please provide a copy of it. JAMRS published a
Privacy Act Systems Notice in the Federal Register. This is not related to any contracts
being awarded. The only relevancy of today's date (22 June) is that it is the last day
for the public comment period.

Am I correct that the baseline data for this comes from school districts as part of the No
Child Left Behind Act, and it will then be enhanced by the sources listed in the notice?
Are universities currently required to provide such data? The baseline data for this
Systems Notice does come from school districts as part of the "No Child Left Behind Act "
Universities are not requlred to provide any data of this nature.

-~ What if any security provisions for the data has DOD required of the vendor beyond what
is listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if
so, how? BeNow meets every requirement listed in the notice. DoD routinely inspects its
vendors to ensure compliance.

-- Why are Social Security numbers necessary? Grade Point Averages? JAMRS is acutely
aware of the substantial security required to protect personal data. JAMRS uses the SSN
only to the very limited extent needed to provide a higher degree of accuracy in matching
duplicate data records. SSNs are highly protected and are not distributed from the
database. Maintaining GPAs enables the Services to better target qualified candidates for
particular mission needs.

-- What is meant by the following in the notice: "These records ... may specifically be
disclosed outside the DOD as a routine use pursuant to 5: USC"... etc Please contact the
0SD Privacy Office.

-- Why is it necessary to enhance data with other sources, such as DMV records and
commercial data vendors? Will DoD routinely be buying data from commercial brokers? JAMRS
uses a number of resources that includes but is not limited to DMV records and commercial
list vendors. Using multiple sources allows the compilation of a more complete list of
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eligible candidates to join the Military. Yes, JAMRS has purchased data from commercial
list vendors for some time. One privacy organization that as expressed concerns about this
said that it was unable to find out how to file public comments electronically, despite
leaving several messages for Ms. Irvin that were not returned. Could you provide any
comment on that? It's unfortunate someone had difficulty submitting comments. 'DoD policy
is to welcome public comments during the public comment period. If anyone has problems
sending comments they can contact JAMRS Maj [l I -t W Mcanwhile,
this Systems Notice is a matter of Public Record.

Any general comment regarding the recruiting situation in the military and why this effort
is important is also welcome. This program is important because it helps bolster the
effectiveness of all the Services' recruiting and retention efforts. ( OSD/PA
additional comments as appropriate ).

We welcome any further questions or comments.

v
BN N vsi., UsaF

Joint Advertising, Market Research and Studies {JAMRS)
4040 N, Fairfax Dr., Ste. 200

Arlington, VA 22203-1613

v N ] a1
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[BJEI i J., LTJG, DHRA

From: [(BMEY ] [T Maj., DHRA @
Sent: Thursday, June 23, 2005 3:35 PM
To: by | LtCol, OASD-PA
Ce: 5] CIV, WHS/ESD; [fR{&] CIv, OSD/DPO; R - Ms
‘ D, CIV, DHRA; A, Cmﬂ
[ J., LTJG, DHRA; el
Subject: RE: WASH POST: JAMRS Response about database

Costs/value or any part of the contract should be requested through FOIA POC provided
earlier.

VI
O S vai., UsaF
Joint Advertising, Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200
Arlington, VA 22203-1613

Y] 1w [EXay ]

WWW.Jjamrs.org

~—---Qriginal Message---—--

From: Jonathan Krim [mailto:KrimJ@washpost.com]

Sent: Thursday, June 23, 2005 3:15 PM

To: (A B 1.:Col, OASD-PA

Subject: RE: WASH POST: JAMRS Response about database

thnks for this, and i'm interested in the roundtable. would be helpful to all, i think i'm
not surprised about needng to go through the FOIA for the entire document, but cant you
tell me the value/cost?

thanks

Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com
202.334.6758 (w)

BT ce10
202.496.3816 (fx)

LtCol, OASD-PA" To: "t*Jonathan Krim'"
<KrimJ@washpost.com>

| cc: "PA Duty Officer, OASD-PA"
7

.mil> Subject: RE: WASH POST: JAMRS Response

about database

06/23/2005 03:07
PM

Mr. Krim:

All requests (for part or whole copies} of the BeNOW subcontract should be requested
through FOIA Army SN



Py

»

She is JAMRS FOIA POC for contracting issues because the contract was written and managed
by the Army.

She works for the Chief Attornev who is right arm of the Sec of the Army (a SES
Civilian Admin Assit (4 star )

Any requests can be faxed to her at cremailed i@ oo
Lt Col [AZayd

P.S. We may be holding a media roundtable on this subject this afternoon. Will let you
know.

----- Original Message-——--

From: Jonathan Krim [mailto:KrimJ@washpost.com]

Sent: Thursday, June 23, 2005 11:04 AM

To: [ B !.tCol, OASD-PA

Subject: Re: WASH POST: JAMRS Response about database

thanks again for the help yesterday.

just a quick reminder of my request on contract details with BeNow, including contract
amount, whether it was sole-source or bid, and the contract itself.

much appreciated/

Jonathan Krim
Technology Policy Writer
The Washington Post
krimj@washpost.com

202.334.6758 (w)

(cell)

'202.496.3816 (£x)



_--- J VR R s metam il e v ravas e Aatad NS AVWNPWAMIY W TP WUAAMAMRHAL 4 VDL 44w s V1 &

(Y A LTJG, DHRA @

From: [(BY@&)] LtCol, OASD-PA
Sent: Wednesday, June 22, 2005 6:02 PM

To: I {61 G [ Maj., DHRA; [[E6&Y [ LtCol, OASD-PA

Ce: BN A, Capt, DHRA; B L, cw DH (Bl D, CIV, DHRA;
[ J., LTJG, DHRA; 1[ibi(6)] N
Subject: RE: For your PA review and action - JAMRS Response to Washington Post

Got iLE

——Original Message-—
From: Il [

Sent: Wednesday, June 22, 2005 5:57 PM

To: [} Maj., DHRA; LtCol, OASD-PA

Cc: [ESSEEN A., Capt., DHRA; L., cv DHW @D, CIV, DHRA; [(BX61]
3., LTIG, DHRA; i [ [(b)6 | ()6 ]

Subject: RE: For your PA review and action - JAMRS Response to Washington Post

Please note the answer to the second question is incorrect. it should read .... The baseline data for this
Systems Notice does NOT come from school districts as part of the "No Child Left Behind Act.”
Universities are not required to provide any data of this nature.

-]

From: [[EYG0] [ Maj., DHRA

Sent: Wednesday, June 22, 2005 5:10 PM
To: [(BY6) 'LtCol, OASD-PA

Cc: [(h)(6 | MRSERNI A., Capt., DHRA; [l [G3Y] L., CIv, DHRA; [[RiGI
[ 1., LTIG, DHRA; _-Maj,DHRA B [{hue) |l

Subject: For your PA review and action - JAMRS Response to Washington Post

Below are JAMRS responses (in blue) to Washington Post reporter Jonathan Krim regarding the
Joint Advertising and Market Research Database:

-- It appears from the Fed Register notice that this contract has been awarded and the program
takes effect today. If so, when was this contract awarded, was it competitively bid, what is the
amount, and would you please provide a copy of it. JAMRS published a Privacy Act Systems
Notice in the Federal Register. This is not related to any contracts being awarded. The only
relevancy of today's date (22 June) is that it is the last day for the public comment period.

Am I correct that the baseline data for this comes from school districts as part of the No Child Left
Behind Act, and it will then be enhanced by the sources listed in the notice? Are universities '
currently required to provide such data? The baseline data for this Systems Notice does come
from school districts as part of the "No Child Left Behind Act." Universities are not required to
provide any data of this nature.
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-- What if any security provisions for the data has DOD required of the vendor beyond what is
listed in the notice? Did DoD vett the security practices of the vendor, BeNow, and if so, how?
BeNow meets every requirement listed in the notice. DoD routinely inspects its vendors to ensure
compliance.

-- Why are Social Security numbers necessary? Grade Point Averages? JAMRS is acutely aware
of the substantial security required to protect personal data. JAMRS uses the SSN only to the
very limited extent needed to provide a higher degree of accuracy in matching duphcate data
records. SSNs are highly protected and are not distributed from the database. Mamtammg GPAs
enables the Services to better target qualified candidates for particular mission needs. )

-- What is meant by the following in the notice: "These records ... may specifically be disclosed
outside the DOD as a routine use pursuant to 5: USC"... etc Please contact the OSD Privacy
Office.

-- Why is it necessary to enhance data with other sources, such as DMV records and commercial
data vendors? Will DoD routinely be buying data from commercial brokers? JAMRS uses a
number of resources that includes but is not limited to DMV records and commercial list vendors.
Using multiple sources allows the compilation of a more complete list of eligible candidates to
join the Military. Yes, JAMRS has purchased data from commercial list vendors for some time.

One privacy organization that as expressed concerns about this said that it was unable to find out

how to file public comments electronically, despite leaving several messages for Ms. Irvin that

were not returned. Could you provide any comment on that? It's unfortunate someone had

difficulty submitting comments. DoD policy is to welcome public comments during the publlc

comment penod Ifanyone has problems sending comments they can contact JAMRS Maj il
N at BERER Meanwhile, this Systems Notice is a matter of Public Record.

Any general comment regarding the recruiting situation in the military and why this effort is
important is also welcome. This program is important because it helps bolster the effectiveness of
all the Services' recruiting and retention efforts. ( OSD/PA additional comments as

appropriate ).

We welcome any further questions or comments.

§| Ma)., USAF

Joint Advenislng Market Research and Studies (JAMRS)
4040 N. Fairfax Dr., Ste. 200
Anlngton VA 22203-1613

07/06/2005




[[EJ(EI] WRWE A., Capt., DHRA @

From: ([[Ri&) M A., Capt., DHRA

Sent: Thursday, June 23, 2005 10:06 AM

To: LtCol, OASD-PA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

V/r

Thanks Ma'am! Though I wouldn't mind being 0-6. It is going to take some time.
Capt.

Direc , JAMRS

Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

w..
F- AT

ey —— ieMey ]

----- Original Message-—=---

From: I itCol, OASD-PA

Sent: Thursday, June 23, 2005 9:42 AM

To: h A., Capt., DHRA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

That's 0.K. !

i Original Message-----

From: [[Siay] M »., Capt., DHRA

Sent: Thursday, June 23, 2005 9:13 AM

To: @ EESEN LtCol, OASD-PA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Ma'am:

FYI- I am a USMC Capt!Not a USN CAPT!
V/r

Capt. [Nzl

Capt. INNENNN A. RN UsMC
Direct Marketing Officer, JAMRS
Defense Human Resources Activity
4040 N. Fairfax Dr, Ste #200
Arlington, VA 22203-1613

L Vi S Y7 —

F- ey ]

ey & ]

----- Original Message——-——-
From: I 1tCol, OASD-PA
Sent: Thursday, June 23, 2005 8:54 AM

To: A p, Civ, DHRA; [[RNAY [ Maj., DHRA; [ray] EESEEEN A., Capt.,
DHRA

Subject: RE: Washington Post Article ~ Pentagon Creating Student Database, 23 Jun 05
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Good to know. -

----- Original Message~—---
From: Bl D, C1V, DHRA
Sent: Thursday, June 23, 2005 8:53 AM

To: [ Maj., DHRA; [[BNAYY [MEY LtCol, OASD-PA; [[iay IESIENNN A., Capt.,
DHRA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

We only share the information with the Seryices.

We are looking at how to answer the "circumvention™ question. We are not prepared to
answer that.

For your information, JAMRS is using our subcontractor to Warehouse the data because of
their secure facilities. We are the ones actually collecting the data.

Je o e g e de de g et ke e e de de de d e e de e e W e e o de o e g e de ke e e e e e ok

End s ]
Defense Human Resources Activity (DHRA)

Proiram Manager, JAMRS

----- Original Message—----

Fron: NN NN Vo)., DARA

Sent: Thursday, June 23, 2005 8:45 AM

To: h LtCol, OASD-PA; [[RMEYN [ASA D, CIV, DHRA

Subject: Re: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Capt [ERFZ] over to you
Sent from Maj [N [ENEYTTT] JAMRS

----- Original Message-----

From: [[RVEV [RWAY LtCol, OASD-PA [RNEE )

To: |k [ D, CIV, DHRA

CC: [MMAYTTT] MM Maj., DHRA

Sent: Thu Jun 23 08:43:18 2005

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

No sir: I also need:
Answer to Title 5 question from yesterday.

About the contractor, BeNow

Some privacy groups contend that using private data firms in this manner is a
circumvention of the 1974 privacy act provisions restricting the government's ability to
collect and hold information on private citizens. Your comment?

Who do we share this information with? Only the services?

----- Original Message-----

From: [ BN D, CIV, DHRA

Sent: Thursday, June 23, 2005 8:31 AM

To: [ B 1tCol, OASD-PA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05
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v e P

Do you have what you need for the 9am?
We are working on a quick info paper for our chains!
GTG??

Thanks, [EE

T e e e vk e e de o s e o v ke e o o o v e e e e o o v ol ok e o e o e e e e e e o

rixva QriNY73u|
Defense Human Resources Activity (DHRA)

Proiram Manager, JAMRS

From: LtCol, OASD-PA

Sent: Thursday, June 23, 2005 8:19 AM

To: P, CAPT, OsD-PsR; I W&SA D, CIV, DHRA

Cc: (MR A., Capt., DHRA; (RN WEEE M2j., DHRA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Mr. I need to do a briefing card for SECDEF's hearing by 0900 today. Please call
me!!! I need answer the question: Have we collected this information before?

————— Original Message-—--~
From: P, CAPT, OSD-P&R

Sent: Thursday, June 23, 2005 7:43 AM

To: B D, CIV, DHRA

cc: I A., Capt., DHRA; [[RNAY) [N Maj., DHRA; [[RMAYY [WAEY LtCol,
OASD-PA

Subject: RE: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

I'm sure your front office will need something too. Thanks OBTW there are FOIA
requests into all the services on directory info handling

V/r Captain [N WEZEE USN

Deputy Director, Accession Policy
OUSD/MPP/AP (2B271)
I

----- Original Message-—~--~-

From: I D, CIV, DHRA

Sent: Thursday, June 23, 2005 7:31 AM

To: P, CAPT, OSD-P&R

cc: HEEE A., Capt., DHRA; [(MEYT Maj., DHRA

Subject: Re: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

Yes sir. We are bringing [BMEN up to speed this morning. We will have something for you
and Dr. G a little later this morning. We need to get something (quick info paper) to you
guys to give to Mr. Carr and above.

Thanks, A

e e dr o o o e ve e e ok de v ok o e ok e e de W e e e ol ok e ok o o o o e e o ok e b

[axr]
Defense Human Resources Activity (DHRA)

Proiram Manager, JAMRS
I
146




[ ] J P, CAPT, OSD-P&R # |
To: [[BN&EY ] [BSFA D, CIV, DHRA

Sent: Thu Jun 23 07:25:14 2005
Subject: FW: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05

[(BZ&] This you?
v/r captain [ WEER Usy

Deputy Director, Accession Policy
OUSD/MPP/AP (2B271)
I

From: N B 0, 1tCol, JCs J1
Sent: Thursday, June 23, 2005 6:30 AM

To: B 0, CIv, OSD-P&R

Ce: - Bl t., c1v, osp-PsR; [N [(RWEYNNNN| P, CAPT, OSD-P&R; risYa|
civ, osp-PsR; I M M2, Jcs J1

Subject: Washington Post Article - Pentagon Creating Student Database, 23 Jun 05
Importance: High

Good morning [fRVAY

We're in process of preparing new CJCS and VCJCS for upcoming Confirmation Hearings ...
additionally, we're prepping current CJCS for OPINTEL Testimony. We saw this article this
morning and wondered if you'd seen it ... and if there's any truth to the matter. If so,
looking for some bullets we can share in case the question is asked.

Thanks much for your help ... v/r ... [

D. [AAY "] Lt Col, USAF
Chief, Director's Actions Group
JCS/J-1, Pentagon, 1E1044

psy N or

Washington Post

June 23, 2005

Pg. 1

Pentagon Creating Student Database

Recruiting Tool For Military Raises Privacy Concerns By Jonathan Krim, Washington Post
Staff Writer The Defense Department began working yesterday with a private marketing firm
to create a database of high school students ages 16 to 18 and all college students to
help the military identify potential recruits in a time of dwindling enlistment in some
branches. The program is provoking a furor among privacy advocates. The new database will
include personal information including birth dates, Social Security numbers, e-mail
addresses, grade-point averages, ethnicity and what subjects the students are studying.
The data will be managed by BeNow Inc. of Wakefield, Mass., one of many marketing firms
that use computers to analyze large amounts of data to target potential customers based on
their personal profiles and habits. "The purpose of the system . . . is to provide a
single central facility within the Department of Defense to compile, process and
distribute files of individuals who meet age and minimum school requirements for military
service," according to the official notice of the program. Privacy advocates said the plan
appeared to be an effort to circumvent laws that restrict the government's right to
collect or hold citizen information by turning to private firms to do the work. Some
information on high school students already is given to military recruiters in a separate
program under provisions of the 2002 No Child Left Behind Act. Recruiters have been using
the information to contact students at home, angering some parents and school districts
around the country. School systems that fail to provide that information risk losing
federal funds, although individual parents or students can withhold information that would
be transferred to the military by their districts. John Moriarty, president of the PTA at
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Waltér*Johnson High School in Bethesda, said the issue has "generated a great deal of
angst" among many parents participating in an e-mzil discussion group. Under the new
system, additional data will be collected from commercial data brokers, state drivers'
license records and other sources, including information already held by the military.
"Using multiple sources allows the compilation of a more complete list of eligible
candidates to join the military," according to written statements provided by Pentagon
spokeswoman Lt. Col. I in response to questions. "This program is important
because it helps bolster the effectiveness of all the services' recruiting and retention
efforts.” The Pentagon's statements added that anyone can "opt out” of the system by
providing detailed personal information that will be kept in a separate "suppression
file.” That file will be matched with the full database regularly to ensure that those who
do not wish to be contacted are not, according to the Pentagon. But privacy advocates said
using database marketers for military recruitment is inappropriate. "We support the U.S.
armed forces, and understand that DoD faces serious challenges in recruiting for the
military,"” a coalition of privacy groups wrote to the Pentagon after notice of the program
was published in the Federal Register a month ago. "But . . . the collection of this
information is not consistent with the Privacy Act, which was passed by Congress to reduce
the government's collection of personal information on Americans.” Chris Jay Hoofnagle,
West Coast director of the Electronic Privacy Information Center, called the system "an
audacious plan to target-market kids, as young as 16, for military solicitation." He added
that collecting Social Security numbers was not only unnecessary but posed a needless risk
of identity fraud. Theft of Social Security numbers and other personal information from
data brokers, government agencies, financial institutions and other companies is rampant.
"What's ironic is that the private sector has ways of uniquely identifying individuals
without using Social Security numbers for marketing,” he said. The Pentagon statements
said the military is "acutely aware of the substantial security required to protect
personal data,"™ and that Social Security numbers will be used only to "provide a higher
degree of accuracy in matching duplicate data records.” The Pentagon said it routinely
monitors its vendors to ensure compliance with its security standards. [BMEN said she did
not know how much the contract with BeNow was worth, or whether it was bid competitively.
Officials at BeNow did not return several messages seeking comment. The company's Web site
does not have a published privacy policy, nor does it list either a chief privacy officer
or security officer on its executive team. According to the Federal Register notice, the
data will be open to "those who require the records in the performance of their official
duties.” It said the data would be protected by passwords. The system also gives the
Pentagon the right, without notifying citizens, to share the data for numerous uses
outside the military, including with law enforcement, state tax authorities and Congress.
Some see the program as part of a growing encroachment of government into private lives,
particularly since the Sept. 11, 2001, terrorist attacks. "It's just typical of how
voracious government is when it comes to personal information,” said I V. Harper, a
privacy expert with the Cato Institute, a libertarian think tank. "Defense is an area
where government has a legitimate responsibility . . . but there are a lot of data fields
they don't need and shouldn't be keeping. Ethnicity strikes me as particularly
inappropriate.” Yesterday, the New York Times reported that the Social Security
Administration relaxed its privacy policies and provided data on citizens to the FBI in
connection with terrorism investigations.

ey D. [[ENATN] Lt Col, USAF
Chief, Director's Actions Group
JCS/J-1, Pentagon, 1E1044

psy I or
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[OEH (& A., Capt., DHRA

From: F_ C : 5
Sent: ursdai eﬁtember 30, 2004 4:06 PM

To: ﬁta bl A (b)Y m(E'fna“)

Cc:
FW: Suppressm Completed

Subject:

Suppress Dustin
24 ...
( (the congressional suppression) is suppressed in our consolidated database. He had
been a part of prior marketing activities. Hope this helps.

Thanks.

Best,

Mullen

~-—--Original Message—-

From: [(RY( Gl I
Sent: Thursday, September 30, 2004 4:00 PM

_| has been "Congressional Suppression” ed.

He had thre prior Marketing Activity rows

<<Suppress Dustin [RAY

NOTE: infecation in this emall is confidential and may be Iegally pnvﬂeged If you are patibesiended-TeTipiont, you
must not read, use or disseminz infermation. Although this.neseaege-ard™=MY attachments have been scanned for
known vnruses or other defegls. itisthe-respursiBMly of (NE Teipienkiacnsyre that it is virus free and no responsibility is

accapted-y-BEROW, Inc. for any loss or damage arising in any way from its use.
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[(B)6) | GG A., Capt., DHRA

From: Mm@ lbye) |
Sent: Friday, June 10, 2005 11:42 AM
To: Kevin - ANG/DPRA

Cce:

Subject:

JRP4-04-011  IRP4-04-007_Broc. JRP4-04-007_packa

3SS_Broc.colleg.pd.. career.12.pdf...  ge.BRC7.pdf (...
MSgt I'm well, thank you. Hope the same holds true for you.

The attachments should cover your request...

Basically, we are testing messaging over the next 6 or so months (“Pay for College” vs. “Careers”) and hope to determine
one resonating more strongly than the other with this audience. Assuming a clear winner we will play on that theme in the
next FY.

Hope this helps, please let me know if you have any questions, etc... Thanks.

Best Regards,

(b)6)
Mullen
P{(b)(6)

From: [ 0

Sent: Wednesday, June 08, 2005 2:36 PM

To: Al

Subject: RE: JAMRS Joint Leads Fulfillment (JLF) - New Promo Codes Added

307



How are you today my friend? | have a question. Would you happen to have the new Selective Service creative (or at least
a description)?

Thanks!

~-—Qrigina) Message--—-
From
Sent: Friday, June 03, 2005 3:28 PM

A new JAMRS marketing initiative (new creative messaging for the Selective Setvice System Acknowledgement
Mailing brochure and BRC) will be driving new promo codes your way in the daily distribution of Joint Leads.

The field in question, "Promotion Code," (positions 155-160, 6 lengths) will now also house the following codes not
seen before:

3667

BRC Lead

"PAY FOR COLLEGE" BRCS
3668

BRC Lead

"CAREERS" BRCS

9001

308



Web Lead *
TODAYSMILITARY.COM SSB2 SITE
9002

Web Lead

TODAYSMILITARY.COM SSB3 SITE

Please let me know if you have any questions, concemns, efc... Thanks.

Best Regards,

(6)6)
Mullen
P: |(b)(6)
F:
[(6)6) |
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=011 SSS_Broc.colleg.9

4/15/05
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LOOK AT ALL THE WAYS THE MILITARY
CAN HELP YOU GET YOUR DEGREE.

EARN
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The Military is a great way to-earn your
i college degree. Visit tad military.com
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- DISCOVER THE CAREER
YOU WERE BORN TO PURSUE.

Choosing a career Is a big decision. What do you love to do?
What are you good at? Join'the Military and find out.

. MORE THAN 4,000 JOBS TO EXPLORE.

Today's Military offers Iiterally thousands of job opportunities.
Many are in teday’s hottest fields, including technology.
- environmental sciences, and medical care.

g8% OF OUR JDB_S TRAIN YOU
FOR A CAREER OUTSIDE THE MILITARY,

'From'eng"{'l;enr to' chef, photographer to x-ray technician,
virtually any civillan career can start here. Botter yet, you'll
gét paid, and recefve excellent benefits, including 30 days’
» paid vacation and medical and dental care.

CHOOSE THE BRANCH THAT INTERESTS
YOU MOST: ARMY, MARINE CORPS, NAVY,
" - AlR FORCE, OR COAST GUARD.

Visit todaysmilitary.com/ssb2, call 1-866-VIEW-NOW or _
return the enclosed reply card to lsarn more about the

. great career opporiunities waiting for you In the Military —
Inéluding the Reserves and the National Guard.

[TODAY'S MILITARY]
See it -for whatiit really is»
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Would you like more information? There's no obligation and it's free.

ARMY MaRrINE CORPS Navy Ax® Force CoasT GUarD
Forn-Tme / Actrve DuTy w w w w w
ParT-Trve /. Dury w w w : w w
Parr-Tme / NaTionan Guarp Dury w NA NA w NA
Reserve O rricers Taainina Cores
(Check 3f you are college-bound.) ¥ h v v NA
M Inrmary O FFICER SERVICE ACADEMIES

(Check if you are college-bound.) ¥ w w w w
; 3667 I

w YES! I'd like a recruiter to contact me immediately.
Please Print Firmly and Clearly:

NAME w MaLe w FEMALE
ADDRESS, ArT. §
Crre STATE zZp
DATE OF BRI / /  puowe_ ¢ ) Highest Grade Completed: (Circle Only One) B
= High School ollege
~Mars 910 11 12 12345+

You can also visit www.todaysmilitary.com/ssb2, call 1-866-VIEW-NOW
or fill out and return this reply card.

The information you voluntarily provide will be used for recruiting purposes only and to analyze 10 USCS03

Would you like more information? There's no obligation and it’s free.

ARMY MariNe CORPS Navy AR Force Coast GUARD

Furn-Tme / Active Doty w w w w w

Parr-TiMe / ReservisT Durx w w w w w

Part-Tme / Narronar Guarp DuTy w Na NA w NA
l:.ssslvgioflr;x;-;mazimmm Cores R - w w NA

M narmey OFFICER SERVICE ACADEMIES

_GP_ (Check if you are college-bound.) ¥ v “ d v _49_
3668

w YESI I'd iike a recruiter to contact me immediately.
Piease Print Firmly and Clearly:

Name w MaLe w FEMALE

A Apr. #

Cmy Stare Zr

DATE oF BIR / / puowz_ L ) Highest Grade Completed: (Circle Only One)
High Schocl Coliege

E-Mam 910 11 12 12345+

You can also visit www.todaysmilitary.com/ssb3, call 1-866-VIEW-NOW
or fill out and return this repiy card,

The Information you voluntarily provide will be used for recruiting purposes only and to analyze s y: 10 USCS03
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[(B)[6) ] [MRWET A., Capt., DHRA

T

From: [(by6) 1l(b)6) |

Sent: Monday, December 01, 2003 10:53 AM

To: WSS A., Capt.,,DHRA,; [T [ASMEYT (E-mail) ' (E-mail)
Ce:

Subject: RE: Copy of the brief

Assessment doc Consolidated
4-16.ppt (485 K... Database - final ...

[ - Capt. [ mentioned that you were looking for copies of the presentation decks
from our presentation to you on the database. The first document covers the assessment that we shared with you the
morning of the 20th, and the second deck is the deck that we used for the presentation in the afternoon at BeNOW.
Please let me know if you need anything else. Thanks

[t

-—-Qriginal Message—

From: B ., Capt.,,OHRA
Sent: Monday, December 01, 2003 10:37 AM

G T

Ce: (b 1[(b)6) |
Subject: Copy of the brief

[ or =1

Can you please forward a copy of the assessment brief that we used to brief [[EX] We need it for a budget brief.
Thanks,
(]

Capt. IR A. [Y(6] USMC

Program Officer, JAMRS

Defense Human Resources Activity

4040 N. Fairfax Dr, Ste #200

Arlington, VA 22203-1613
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= Methodology
= Findings

Selective Service
Joint Leads Distribution

HSMF
Cost Savings
Enhancements
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Apply the key findings to the current program
A plan to evolve the program over time
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Core Direct Marketing Program Assessment: Objectives

Understand requirements/needs/usage of Services
= Use information to modify program (where feasible)
Identify potential cost savings (list procurement and processing)

Review Core Direct Marketing Program processing business rules:
= |dentify areas to improve efficiencies (based on assessment findings)

= Use current documentation to benchmark processes and institute a change
management process

Measurement: Quantify value of Direct Marketing Programs
=  Work with DMDC West to determine best -way to measure
accessions from names supplied to Services through JAMRS

Open a dialogue with all the Services

= Work towards bridging the knowledge gap and sharing information to
strengthen and improve the current program.




January 23, 2003
January 24, 2003
February 10, 2003
February 14, 2003
February 14, 2003
February 14, 2003

February 3, 2003

January 22, 2003

isits

IdV
San Antonio, TX January 17, 2003

Memphis, TN

Chicago, IL

Location And Date of Sessions

Monterey, CA

Washington DC
Washington DC
Washington DC

Ft. Knox, KY
Atlanta, GA
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mSelective Service

Service

= Air Force
sNavy

= Army
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=National Guard
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In-Depth Participation from All Services

o
Capt. [BMENT [(BYET

More names
Mullen More names

0 (GO & (B e~ More names

More names

Naval/Air Force
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National Guard




Three Options for a Course of Action

In the course of completing the assessment, we have identified three
options for the direct marketing programs going forward. They are:

= Stay the Course
=  Keep the program as it currently is, while executing no-cost enhancements

= Strategic Program Cuts
s Lower the processing costs by eliminating some of the events
= Use these savings to enhance the program

= Consolidated database
Quick-count functionality
Expand the scope to meet all Services needs
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SMF — Crucial to the Services Recruitment Efforts

= The HSMF program identifies high school-aged aged students and
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HSMF — Current Schedule does not Sync Up with Services’ Timing

Class of 2003 HSMF Marketing Activities

Junior Year Senior Year
(Beginning 9/01) (Ending 6/03)

NP Events
Army
Navy
Air Force
Marines
Coast Guard
National Guard

Please note that the schedule outlined above details National Headquarter Mailings. It does not include local recruiter marketing
efforts, of which there are numerous mailings and individuals who use both the HSMF and Selective Service Files.
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Three MP events would meet the majority of Services scheduled

marketing needs
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