
7/3/2019 RE: New. York Times Inquiry -Social Media Impostor Accounts 

RE: New York Times Inquiry - Social Media Impostor Accounts 
b)(6) DMA PROD (US) 

Sent:Tuesday, February 26, 2019 8:37 AM 
To: lb)(6) DMA HQ DMA (USA) 

Thank you, (b)(6) 

,(b)(6) From: (b)(6) jaV  DMA HQ DMA (USA) 
Sent: Tuesday, February 26, 2019 8:34 AM 
To: (b)(6) CIV DMA PROD (US) (b)(6) 

Subject: RE: New York Times Inquiry - Social Media Impostor Accounts 

(b)(6) 

(b)(6) l We did a straightforward prep with (b)(6) and new assistant (b)(6)  The time just changed to 1430-1500. 

From: (b)(6) CIV DMA PROD (US) 
Sent: Tuesday, February 26, 2019 7:40 AM 
To: FD)(6) IDMA PROD (US) 
Cc: rb)(6) FIV DMA HQ DMA (USA) 
Subject: Fwd: New York Times Inquiry - Social Media Impostor Accounts 

(b)(6) 

    

(b)(6) 

 

Just an FYSA note. (b)(6) IS Still out sick but will help.  prep for the interview this morning. 

     

V/r, 

     

(b)(6) 

     

(b)(6) 

Begin forwarded message: 

    

CIV DMA HQ DMA (USA )6) From: 

 

(b)(6) 

 

   

    

To: b)(6) 

 

<,(b)(6) 

  

Subject: New York Times Inquiry - Social Media Impostor Accounts 

Hi (b)(6) 

Wanted to give you a heads up. Last week, I began assisting a press officer with a New York Times 
reporter's inquiry about what the Pentagon is doing to combat fraudulent social media accounts 
impersonating DOD leaders (and junior enlisted), which is a problem - some COCOMS report several 
hundred in one year. I connected them with the DOD's Twitter and Facebook government reps. I listened in 
on a background conference call w/ Twitter today at 1100. (b)(6) asked if I would be able to speak 
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on camera tomorrow, but since I am sick (and lost my voice) 
sure what the outcome was from the ask. Here is the email from the reporter. 

(b)(6) was available. Not nt to see if 

As discussed with 

7/3/2019 RE: New York Times Inquiry-. Social Media Impostor Accounts 

(b)(6) 
just now, our story is a deep look at the phenomenon of people 

posing as veterans and active members of the military on social media,. often to perpetrate scams, 

So, I would love to chat with someone there about whether the Defense Department or military is 

doing anything about this and, if so, what. 

Some other specifics I'm wondering: 

- Has anyone in the military or Defense Department had discussions with Facebook officials about 

this issue? What has that relationship been like? 

-How does the military handle impostors it finds on social media for its members? Does it have a 
different policy for accounts impersonating rank-and-file servicemen and women versus those 

impersonating officers? 

I'm going to be in DC on Tuesday and would love to chat with someone there who has dealt with 
this issue. I am reporting this for a larger print piece, but the Times is also filming a documentary on 

the story, so we would like to also film an interview if possible. 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth513wOrDI3LmH2bS7aPkcP6ObnHAAAbOorqAADrD13 2/2 



7/5/2019 RE: CID - NY Times 

RE: CID - NY Times 
USARMY HQDA OCPA (USA) 

Sent: Wednesday, February  27, 2019,9:27 AM 
To: TO) ICIV DMA  HQ D.MA (USA) 
Cc: (b)(6) CIV USARMY HQDA OCPA (US) 

(b)(6) 

I appreciate the notes. I would be very interested in any responses to the last two questions she posed. 

Thanks. 
(b)(6) 

oxo 

(b)(6) 

   

(b)(6) From: (b)(6) CIV DMA HQ DMA (USA) 

Sent: Wednesday, February 27, 2019 9:07 AM 

 

To: (b)(6) USARMY HQDA OCPA (USA) b)(6) 

 

Cc: (b)(6) CIV USARMY HQDA OCPA (US) (b)(6) 

Subject: RE: CID - NY Times 

Here, are the notes. from (b)(6) interview. Seems like they are targeting Facebook.. 

. Yesterday, (b)(6) an investigative reporter for the New York Times interviewed me for both a print article and a 

video documentary on our processes for combating imposter social media accounts.. 

Whi.le. I was looking forward to discussing the ways in which we. collaborate with you to help identify and the.n remove 

these accounts - it was evident early on that he. had his own agenda which was that the soci.al platforms were not doing 

enough. 

.. To that end - I want to give you a courtesy heads up that (1) this interview occurred and a documentary will likely be 

released in the future on this issue, and (2) to provide you some context for his line of questioning. 

.. During the interview, he. referenced an excel spreadsheet of hundreds, of accounts he. had identified on both 

Facebook/Instagram that were imposter accounts --- using military officers and service, members to raise funds for various. 

issues.. 

.. His questions kept circ.ling b.ack to "Do you believe that Fac.eb.00k is doing enough to c.ombat imposters and take 

down the.se fake accounts?" 

.. During the interview, he specifically asked if we thought Facebook should be using the facial recognition feature to 

take down these accounts that imposter our military service members. 

.. I remained diligent that we are working with you guys to help identify and remove these accounts as quickly as 

possible. 
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Hi. 

From: (b)(6) CIV DMA HQ DMA (USA) 

Sent: Tuesday, February 26, 2019.6:24 PM 

To: (b)(6) IUSARMY  HQDA OCPA (USA)  

Cc: (b)(6) CIV USARMY HQDA OCPA (US) 

Subject: Re: CID - NY Times 

(b)(6) 

(b)(6) 

(b)(6) 

(b)(6) 

7/5/2019 RE: CID - NY Times 

. He then referenced an account that had been up since 2018 - as to. point out that we are not being effective in 

removing imposter ac.co.unts, 

.. I want to reiterate - I appreciate all of your teams efforts in our previous collaborations to remove accounts and simply 

want to raise this to your awareness. 

Are you all re.ceiving similar, feedback? Any new steps/actions? 

. Can my team or our public affairs offices in the military services do anything better to help report these accounts? 

How can we collaborate better? 

From: (b)(6) USARMY HQDA OCPA (USA) 

Sent: Wednesday, February 27, 2019 9:01 AM 

To: (b)(6) CIV DMA  HQ DMA (USA) 

Cc: (" 6) CIV USARMY HQDA OCPA (US) 

Subject: RE: CID - NY Times 

(b)(6) 

Th.e decision to engage is pending. Can you. share th.e talking points and messages  th.atl(b)(6)  used for th.e interview? 

We would also appreciate any notes that came out of th.e interview. I know the CID PAO also conducted an interview with 

them, and based on his comments and any notes you can provide, that will inform th.e decision here On whether Army 

Public Affairs, will engage. 

Thanks. 
1(b)(6) 

(b)(6) 

(b)(6) 

Thanks for letting me know. (1))(6) conducted the interview today. We stalled working this last week 
and were in touch with Facebook and Twitter liaisons before the process. 

Do you have plans to engage? 

Thank you, 
(b)(6) 
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On Feb 26, 2019, at 14:11, 
wrote: 

7/5/2019 RE: CID - NY Times 

USARMY HQDA OCPA (USA) 

The Army received a query from New York Times about social media impostors, specifically on 
Facebook. The reporter is Jack Nicas, and his request is at the very bottom of this email. We want to 
know if OSD has also been approached and what your plan is for engagement on its 

Thanks.. 
(b)(6) 

Believe LTG Cardon met with leaders from FB et als, when he was the CG, ARCYBER, but can't 
say that he. met directly.  w/. the F13 CEO.. 

At the time, it. was reported that. FB employed 3.x govt reps to deal with imposters among its 1.75 
billion global users. Background slides attached. 

(b)(6) 170.1st MP. Group (CID) 
U.S. Army Criminal Investigation Command 
(b)(6) 

• NIPR: 
SIPR: 

  

(b)(6) 

     

         

         

 

(b)(6) 
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7/5/2019 RE: CID - NY Times 

JWICS: 

Subject: RE: CID - NY Times 

Thank And for the record, I never met with the CEO of Facebook, but if the reporter would 
like to get me a meeting with the CEO, I would really appreciate it. 

Original Message 

u ject: Re: ID - NY Tunes 

All, 
Just finished my interview. It was, the reporter below that has contacted OCPA. No doubt their intent 
is to target Facebook for a. good portion of this. problem. I sidestepped numerous, questions 
attempting to get me. to pinpoint and blame. Face.book. I made the, point, several times, that the fraud 
appears. on all social media platforms... I explained that we. (CID) and the Army.  work with many. 
social media sites, to remove fraudulent posts, but they continually.  pop up.. The, reporter pulled up a 
spread sheet on his laptop during the, interview, to demonstrate, all the, accounts he found since. 
yesterday.  oir  (6) _jetc. I also explained that PAOS in the. Army continually.  monitor 
their senior leaders for false accounts... A ain, as re.dicte.d, the entire focus of this. is to go after 
Facebook. I am not recommending that '0""'' grant an interview. It will do us, no 
good to slam F.acebbok while we are working this issue. Additionally, the reporter said that he knew 

met with the CE.0 of Facebook. I did not confirm any info on that. 

THIS EMAIL. MAY CONTAIN FOR OFFICIAL. USE. ONLY AND LAW. ENFORCEMENT 
SENSITIVE. INFORMATION. This. Email (including attachments.) is covered by the Electronic 
Communications Privacy Act, 18 USC 2510-2.52.1, is confidential and may be legally privileged. If 
you are not the intended recipient, you are hereby notified that any retention, dissemination, 
distribution, or copying of this. communication is strictly prohibited and may be unlawful. Please 
reply to the sender that you have received the message in error and then delete the message and any 

hMs.://web-mita01..mail...mil/owar?.ae=ltem&1=IPM.Note..SM(ME.MultipartSigned&id=RgAAAAAfd5xnCAwCQqJ.nVYmHVth5BwOrD13LmH2b.S7.aPkcP6... 4/.11 



7/5/2019 RE: CID - NY Times 

attachments. 
00), 

FYI, 
According.  to the NY Times reporter I am. conducting and interview with at 
1030. today, my line of questioning is all related, to handling the romance scam calls and not. on the 
Facebook issue described. below. I do. think the issues will be merged for the final story, but, they 
didn't reveal that. I will give you an update after my interview is completed, 

(b)(6) 

team. does the social media for the Army. We don't, knock down imposters. 
We only re em to. Facebo.ok or the other companies. When the request. came to. us, I 
immediately thought. off— I based, on the work that we've done with him and. the fact, that he 
seems to. be the SME in terms of imposters. 

Office of the Chief of Public Affairs 
on, Room. 1D445. 

0 ic 
Cell: 

Original Message 
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RE: CID - NY Times 

om: Grey, Christopher P CIV USARMY USACIDC (USA) OW 
da , Februa 25, 2019 1:21 PM 

USARMY HQDA OCPA (USA 
USARMY 70.1 MP GP (US) 

USARMY USACIDC (USA) 
USARMY HQDA OCPA (USA) 
Subject: CID - NY Times 

(b)(6) 
 (b)(6) 

(DXW 

www.cid.artny.mil 

USARMY HQDA OCPA (USA) 
Sent: Monday, February 25, 20.19 9:10. AM 
To: USARMY 70.1 MP GP (US)  
Subject: RE: [Non-DoD Source] New. York Times inquiry - military impostors on social media 

Cell: 

Office of the Chief of Public Affairs 
tagon, Room 1D445 

Original Message 

I am scheduled to do an interview. with NY Times tomorrow on "romance scams". 
for NY Times TV. There was no mention of this issue below. I will circle back with the reporter to 
ask. The reporter I am working with is Rolake Bamgb.ose. Wondering why the PAO team at. OCPA 
who works with Facebook to knock down imposters would not do this interview, as opposed to CID 
agents. 
thanks 

USA Criminal. nvestigation Command (CID) Quantico, VA 

(b)(6) 

I apologize for sending this directly to you instead of your PAO. I couldn't remember who that is. 

Please remember that your command does not need to agree to everything the reporter is asking for. 
If there is a more limited amount. of support you would, like to provide, that, would. work too. 

Let. me know if you need anything from. this end. 

hOps://web.-mita01.m.ail.mil/owa/?ae=ttem.&1=IPM.Note,SMIME.Mu.ltiper(Sig.n.ed.&4:1.=Rg?NAAAAfd.5xeCAw.CQqJ.n.VYmNV1115.Bw.DrDI3.Lm.H.2bS.7aPkcP.6... 6/11 
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(b)(6) 

(b)(6) 

(b)(6) 

(b)(6) 

(b)(6) 

(b)(6)11512019
 

(b)(6) 

RE: CID NY Times 

USARMY 701 MP GP (US)  
Sent: sitid.--49-, February 22, 2019. 5:09 PM 

o: USARMY HQDA OCPA (USA)  
ubject: RE.: [Non-DoD Source] New. York Times inquiry - military impostors on social media 

I will push this up the chain to gauge their response. 

rig . iRatMessage 
USARMY HQDA OCPA (USA) 

Sent: say, February 22, 20.19 4.:53 PM 
To: USARMY 701 MP GP (US.) pmmu  
Subject: FW: [Non-DoD Source] New. York Times inquiry - military impostors on social media 

See the email traffic below. I think you are the more appropriate person to discuss with the New 
York Times, pending your leadership's approval.. We can work the coordination piece on this end to 
get them in. touch with you, 

U.S. Army 

Office of the Chief of Public Affairs 

Pentagon, Room 1D4.45 

Email:, 

Office:. 

Cell:. 
(b)(6) 

om: USARMY HQDA OCPA (USA) 
Sent: ay,_ February 22, 2019 3:23 PM 
To: L. USARMY HQDA OCPA (USA) 
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RE: CID - NY Times (b)(6)11512019 
(b)(6) 

USARMY HQDA OCPA USA 
USARMY HQDA OCPA (USA) 

Subject: RE: [Non-DoD Source] New York Times inquiry - military impostors on social media 
USARMY HQDA OCPA (US) I  

(b)(6) 

From: 

   

Thanks - I think this should really go to DMD and all the work they do with fake profiles and 
the relationship they have built with FB, 

b)(6) 

  

     

     

    

- thoughts? 

     

(b)(6) 

Army Public Affairs 

1500 Army Pentagon Room 1E475 

Washington, D.C.. 20310 

Email:. 

USARMY HQDA OCPA (USA) 

ent-f:frida_y„ February 22, 2019. 1:49 PM 

USARMY HQDA OCPA (USA) 
USARMY HQDA OCPA (USA) it  

Subject: Re: [Non-DOD Source] New York Times inquiry - military impostors o.n social media 

(b)(6) 

(b)(6) 

(b)(6) 

(b)(6) 

(b)(6) 

USARMY HQDA OCPA (USA) 
Cc 

(b)(6) 

b)(6) 

(b)(6) 

When Mark Zuckerberg conducted his nationwide tour of all states he asked if he could visit 
USASOC.. The public explanation was that he wanted to visit soldiers and families in NC on his 
tour. He actually came to discuss VR/AR technology with the command. 
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b)(6) 

WM) 

b)(6) 

(b)(6) 

On e,. 20.19, at 09:.13, 
1 

USARMY H DA 
W --111111 

IMP (b)(6) 

(b)(6) 

(b)(6) (b)(6) 

Army Public Affairs 
1500. Army Pentagon Room 1E475 
Washington, D‘C, 20310.  

latMessaae 
USARMY HQDA OCPA (USA) 

(b)(6) 

(b)(6) 

nt:Trriday,  February 22, 20.19. 11:18. AM 
USARMY HQDA OCPA (USA) 

(b)(6) 

-AZIMILLS.ARNIY HQDA OCPA (USA) Cc: 

(b)(6) 

(b)(6) 

MEL  
Subject: FW: [Non-DoD Source] New York Times inquiry - military 

postors on social media 

This morning I received a NYT query noted below. I wanted to forward 
to you for guidance on response‘ 

(b)(6) 

7/5/2019. RE: CID - NY Times 

During the meeting, we spoke with Mark about LTG Tovo's issues with fake FB profiles, We asked 

(b)(6)	 
for a dedicated method to delete them when they popped up. From that point I submitted all Tovo 
fake profiles to FB when I found them‘ Mark was not aware, or said he was not aware, that fake 

ofiles were an issue with military senior leaders‘ (b)(6) 

I've added 
first on this..  

from DMD to this.. It might be better for the reporter to talk with 

Can you give me the gist of the 5W's on your discussion with FB? 
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(b)(6) 

b)(6) 
(b)(6) 

Original Me.ssage. 
m: 
Lt: 

To: 
ay, February 22, 2019 5:53 AM 

USSOCOM  UHQ —

 

(b)(6) 

7/5/2019 RE: CID - NY Times 

(b)(6) 

Los Angeles, CA 
(b)(6) 

(b)(6) 

(b)(6) 

Subject: [Non-DoD Source] New York Times inquiry - military 
impostors on social media 

All active links contained in this email were disabled.. Please 
verify the identity of. the. sender, and confirm the authenticity of all links 
contained within the message prior to copying and pasting the address to a 
Web browser, 

My.  name is Jack Nicas and Pm a reporter for the New York Times.. I'm 
reaching out because I'm working on a larger story about military impostors 
on social media. I. know this is a major issue for active servicemen and 
women and veterans, with many sc.ammers stealing their identities to pose as 
them on Fac.e.book and Instagram to cheat people out of money.. 

I understand you were part of a group from the military who met with 
Facebook about this issue. I'd love to touch base to discuss Facebook's 
response and whether it has worked. Ideally we can speak on the record, and 
we are actually also filming a documentary on the story, so we would love to 
have you on camera. I'll be in DC on Tuesday, But I also can speak 
confidentiality if needed. FYI, I have also been in touch with the public 
affairs department about this issue and they are looking into it. 

Pm at 5087864-38.64 if you. have a few minutes to discuss today.. 

Thank you., 

Jack Nic.as 

Reporter 
The New York Times 
508-864-3864 < tel:(508)%20864-3864 > @jacknicas < 
[CAUTION]%Caution-http://www.twitter,com/jacknicas%[CAUTION] > My stories < 
[CAUTION]%Caution-https://wvvw.nytimes,com/by/jack-nicas%[CAUTION] > 
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7/5/2019 RE: CID - NY Times 

<8Sept_4-Star Forum_bnposter brief FINAL.PPTX> 

https://web-mita01.ma.il.mil/owa/?ae=ltem&t=IPM.No.te.SMIME.M.ultipartSigneii&id=RgAAAAM5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP... 11/11 



7/3/2019 FW: [Non-DoD Source] Case# 0108314418: Impersonation AFSpaceC [ref:OODA0000000K0A8,5004A00001dSeP8:ref] 

(Non-DeD Source] Case# 0108314418: Impersonation - AFSpaceC 
.00DA0000000K0A8.5004A00001dSe.P8:ref] 
NN,  USAF AFSPC AFSPC/PAO 

Sent:Monday, March 18,  2019 4:25 PM 
CIV DMA HQ DMA (USA) 

(b)(6) 

Thank you so much for your help with this! 
The email I received is: Twitter Support Case 0108314418 

Verification would be also greatly appreciated! 

(b)(6) USAF 
Air Force Space Command Publi.c Affairs Peterson AFB, CO 
(b)(6) 

From: Twitter Support <support@twittercom> 
Sent: Saturday, March 16, 2019 12:20 PM 
To: AFSPC/PA Workflow <pa.wf@us.af.mil> 
Subject: [Non-DoD Source] Case# 0108314418: Impersonation - AFSpaceC [ref:OODA0000000K0A8.5004A00001dSeP8:ref] 

IMPORTANT: Your response is required in order for Twitter to continue investigating the 
reported account. 

Hello, 

Thanks. for sending your report regarding impersonation o.n Twitter. 

Our next steps: 
First, we need to confirm your identity. Below, you'll find instructions and a link you can use to upload a 
copy of your valid government-issued photo ID. Then we'll review, and process your report. We can't 
review your report until the documentation is received. 

Your next steps:. 
Review the instruction.s, belo.w and upload the requested documentation. Please make sure to. upload 
a legible copy so we can review the full name and photo. On the ID. This. information will be kept. 
confidential. and your documentation will be deleted. 

Instructions: 

• Click on the link below and upload a copy of your valid government-issued photo ID (e.g., 
driver's license or passport). 

• If you are reporting an account that is not using the name that appears on your government-
issued photo ID, you must also include documentation demonstrating that the name used by the 
account you're reporting is associated with you (e.g., proof of registration of your trade name or 
pseudonym). 
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7/3/2019 FW; [Non-DoD Source] Case# 0108314418: Impersonation - AFSpaceC [ref:00DA0000000K0A8.5.004A00001d.SeP8:ref] 

Upload link: https://twitterinc.secure.force.com/u?e=pa.wf@us.af.mil&cn=0108314418  

Please note that accounts in compliance with Twitter's parody, commentary, and fan accounts policy 
(https://help.twitter.com/rules-and-policies/parody-account-policy) are not considered in violation of 
our impersonation policy (https://help.twitter.com/rules-and-policies/twitter-impersonation-policy). 

Thank you, 

Twitter 
ref:OODA0000000K0A8.5004A00001dSeP8:ref 

Help. 

Twitter„ Inc.. 1355. Market Street, Suite 900 San Francisco., CA 94103 
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(b)(6) USAF AFSPC AFSPC/PAO 
Sent:Thursday, March 21, 2019 9:55 AM 
To: (b)(6) 

(b)(6) 

(b)(6) (b)(6) 

FronrJ   •1 I 1(2?,(6) CIV DMA HQ DMA (USA) 

Senti- It4sday, March 21, 2019 6:17 AM 

To: I t LSi4F AFSPC AFSPC/PAO ----. --.... -,  
---., 

Cc: IUSAF AFSPC AFSPC/PA  I 
Subject: COMPLETED: General Raymond Verified Social Media Account 

(b)(6) 
(0(6) 

.(b)(6) 

7/3/2019 RE: COMPLETED: General Raymond. Verified Social Media Account 

RE: COMPLETED: General Raymond Verified Social Media Account 

(b)(6) 

Thank you so much for your help! The boss was very excite.d about the blue check mark. I really appre.ciate your 

willingness to help me, on this.. I am sure it will not be the last time so I will be completing weekly scans an.d letting you 

know if something comes up. 

You are amazing! 

(b)(6) USAF 

Air Force Space Command Public Affairs Peterson AF.B., CO. 
(b)(6) 

Good morning (b)(6) 

Checking in to see how everything is going. I see Twitter took down the fake account and made the exception to verify. 

Please do a regular/weekly scan on all social platforms for impersonators for your organization and leaders even if they do 

not have accounts. We submit them through a government service portal for FB and IG. That is the same for all accounts 

impersonating service members. 

Please let me know if you need assistance. 

Thank you, 
b)(6) 

(b)(6) 

Mobile: (b)(6) 

 

Pentagon Desk:  (b)(6) 

b)(6) 

   

(b)(6) 

 

On Mar 18, 2019, at 16:07, 

Good Afternoon, 

(b)(6) USAF AFSPC AFSPC/PAO wrote: 

    

We, have been experiencing problems with people pretending to be General Raymond (Air Force Space. 

Command Commander) on Twitter. Is it possible to get him verified (his handle.:.@AFSpaceCC)? He has all of. 

https://web-mita01.m.ail.rnil/owe/?ae=ltem.&t=1P.M.N.ote.S.MIME..MultipartSigned8kid=RgAAAAAfd5xnCAwCQqJnVYm.H.Vth5BwDrD.13Lm.H.2bS7aP.kcP.6... 1/4. 



(b)(6) USAF AFSPC AFSPC/PAO 

Februar 22 2019 3:40 PM 

DMA HQ DMA (USA) 

(USA) 

(b)(6) 

To: 

Cc: 

7/3/2019 RE:. COMPLETED: General Raymond Verified Social Media Account 

the, requirements below.. Also I have, tried reporting the accounts that, are, pretending to. be. him and was 

wondering if there. is a way to know if these reports are received and acte.d o.n.. 

Thank you for your help! 

(b)(6) USAF 

Air Force Space Command Public Affairs Peterson AFB, CO 
(b)(6) 

From:  (" 6)  DMA HQ DMA (USA) 

Sent: Wednesday, February 27, 2019 9:01 AM 

To: (b)(6) 

 

USAF AFSPC AFSPC/PAO 

Cc: (13)(6) (USA) 

 

Subject: RE: Verified Social Media Accounts 

Good morning, 

I've submitted the requests. Here is what you need to do for Twitter. 

When you have a chance, could you please ensure the following minimum 
requirements are in place for the new account: 

• Login verification is activated 
• Associated email must be governmental 
• Profile and Cover photo are not Twitter's default photos 
• Bio specifies the person's official title or the purpose of the 

org/agency/division 
• A link to the org/agency/division/campaign's official website is added to 

the profile 
We also recommend adding a Twitter button to your website that links to the 
Twitter profile. This will help people find your profile quicker and easier. 

Finally, the account has to be active and Tweeting before we can submit a 
verification request. 

(b)(6) 

(b)(6) 

Subject: RE: Verified Social. Media Accounts 

Ma'am, 

Our Twitter handle is @US_SpaceCom and our Facebook is https://www.facebook.comJUS-Space-

Command-1543842622385857/ 

We, would like, to get these, verified before the. official stand-up (sometime. in April/May).. Any help wo.u.ld. be 

appreciated! 

https://web-mita01.m.ail.rnil/owa/?ae=ltem.&t=1P.M.N.ote.SMIME..MultipartSigned&id=RgAAAAAId5xnCAwaWnVYmH.Vth5BwDrD13LmH.2bS7aPkcP.6... 2/4. 



USAF 

Air Force Space Command Public Affairs Peterson AFB, CO 

COMM:  

DS N: 

(b)(6) 

(b)(6) 

(b)(6) 

From: (b)(6) CIV DMA HQ DMA (USA) 

Sent: Thursday, February 21, 2019 4:45 PM 

To: Xb)(6) USAF AFSPC AFSPC/PAO (b)(6) 

Cc: Xb)(6) USAF AFSPC AFSPC/PAI 

Sub ect: Re: Verified Social Media Accounts 

(b)(6) 

(b)(6) 

7/3/2019 RE: COMPLETED: General Raymond Verified Social Media Account 

Thank you. 

Very Respectfully, 

What you want is for the account(s) to become verified. I can help to make that process easier. Just to 

clarify, is RUSSPACECOM the correct handle? I'm seeing it being used. 

https://twittercomiusspaceconn  

https://www.facebook.conn/pages/United-States-Space-Comnnand/134875119867335  

Thank you, 
Aimee 

        

  

/(b)(6) 

    

        

  

Mobile:  0(6)  

Pentagon Desk: (b)(6) 

   

        

 

(b)(6) 

     

        

        

        

On Feb 21, 2019, at 17:55,I 6) USAF AFSPC AFSPC/PAO 
(b)(6) wrote: 

Good Afternoon, 

Thank you for the continued resources! I do have one question for you. 

As previously discussed, we have, secured social media accounts for th.e new USSPACECOM but 

have not posted anything on these accounts yet.. What is th.e process to get the blue check 

mark on these accounts (before they are used) so th.ey can, go active immediately after the 

sta.nd-up ceremony of USSPACECO.M? 

Thank you for your help in advance! 

Very Respectfully, 

(b)(6) USAF 

Air Force Space Command Public Affairs Peterson AF.B, CO 

littps://web-mita01.mait.mil/owa/?ae=ltem&t=1P.M,Note.SMIME.MultipartS.igned&id=RgAAAAAfd5xnCAwCQqJnVYmHVth.5BwDrDI3LmH2bS7aP.kcP.6... 3/4 



7/3/2019 RE: COMPLETED: General Raymond Verified Social Media Account 

COMM: (719) 554-5.163 
DSN: 692-3.731 

https://we.b-mita01.mail.mil/owa/?ae.=Item&t=IPM.Note.S.MIME..MultipartSigned&id=RgAAAAA1c15xnC.AwCQqJnVYm.HVth5BwDrD.13Lm.H2bS7aP.kcP6... 4/4 



RE: COMPLETED: General Raymond Verified Social Media Account 
(b)(6) AFSPC AFSPC/PAO 
Sent:Thursday, March 21, 2019 9:55 AM 

(b)(6) 

7/3/2019 RE: COMPLETED: General Raymond Verified Social Media Account 

To: 10)(6) DMA HQ DMA (USA) 

(b)(6) 

Thank you so. much for your help! The boss was very excited abo.ut the blue check mark. I really appreciate your 

willingness to. help me on this. I am sure it will not be the last time so I will be completing weekly scans and letting you 

know if something comes up. 

You are amazing! 

(b)(6) 

Air Force Space Command Public Affairs Peterson AFB, CO 
(b)(6) 

From: (b)(6) DMA HQ DMA (USA) 

Sent: Thursday, March 21, 2019 6:17 AM 

To: (b)(6) AFSPC AFSPC/PAO  

Cc: 1(b)(6) AFSPC AFSPC/PA 

Subject: COMPLETED: General Raymond Verified Social Media Account 

(b)(6) 

(b)(6) 

(b)(6) 

Good morning Lt Shimkus, 

Checking in to see how everything is going. I see Twitter took down the fake account and made the exception to verify. 

Please do a regular/weekly scan on all social platforms for impersonators for your organization and leaders even if they do 

not have accounts. We submit them through a government service portal for FB and IG. That is the same for all accounts 

impersonating service members. 

Please let me know if you need assistance. 

Thank you, 
(b)(6) 

(b)(6) 

 

(b)(6) 

   

On Mar 18, 2019, at 16:07, 

Good Afternoon, 

AFSPC AFSPC/PAO (b)(6) wrote: 

    

We have been experiencing problems. with people pretending to be General Raymond (Air Force Space 

Command Commander) on Twitter. Is it possible to get him verified (h.is handle: @AF.S.pac.eCC)? H.e has all of 

https.://web-mita01.mail.mil/owar>ae=ltem&t=IPM.N.ote.S.MIME.MultipartSigned&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwOrDI3LmH2bS7aPkcP6... 



7/3/2019 RE: COMPLETED: General Raymond Varifieci So.cjal Media Account 

the requirements below. Also I have tried reporting the accounts that are pretending to be him and was 

wondering if there is a way to know if these reports are received and acted on. 

Thank you for your. help! 

(b)(6) 

Air Force Space Command Public Affairs Peterson AFB, CO 
(b)(6) 

From: (" 6) DMA HQ DMA (USA) 

Sent: Wednesday, February 27, 2019 9:01 AM 

To: (N(6) 

 

AFSPC AFSPC/PAO 

Cc: (b)(6) (USA) 

 

Subject: RE: Verified Social Media Accounts 

Good morning, 

I've submitted the requests. Here is what you need to do for Twitter. 

When you have a chance, could you please ensure the following minimum 
requirements are in place for the new account: 

• Login verification is activated 
• Associated email must be governmental 
• Profile and Cover photo are not Twitter's default photos 
• Bio specifies the person's official title or the purpose of the 

org/agency/division 
• A link to the org/agency/division/campaign's official website is added to 

the profile 
We also recommend adding a Twitter button to your website that links to the 
Twitter profile. This will help people find your profile quicker and easier. 

Finally, the account has to be active and Tweeting before we can submit a 
verification request. 

From: (3)(6) AFSPC AFSPC/PAO 

Sent: Friday, February 22, 2019 3:40 PM 

To (b)(6) _IDMA HQ DMA (USA) :  
Cc: MO) PSA) 

Subject: RE: Verified Social Media Accounts 

(b)(6) 

 

Ma'am, 

  

Our Twitter handle is @US_SpaceCom and our Facebook is https://www.facebook.com/US-Space-
Command-1543842622385857/ 

We would like to get these verified before the official stand-up (sometime in April/May). Any help would be 

appreciated! 

https://web-mita.01„mait„mil/owa/?.ae=ltem&t=1P.M.Note„S.MIME.MultipartSigned&id=RgAAAAAfd5x.nCAwCQqJ.nVYm.H.Vth5BwDrD13Lm.H.2bS7a.PkcP.6..„ 2/4 



7/3/2019 

Thank you. 

RE: COMPLETED: General Raymond. Verified. Social Media Account 

Very Respectfully, 

(b)(6) 

Air Force Space Command Public Affairs Peterson AFB, CO. 
(b)(6) 

From: (b)(6) (USA) 

Sent: Thursday, February 21, 2019 4.45 PM 
To:  (b)(6) IAFSPC AFSPC/PAO (b)(6) 

Cc: (b)(6) I AFSPC AFSPC/PAI 

Subject: Re: Verified Social Media Accounts 

What you, want is for, the account(s) to become verified. I can hel.p to make. th.at process easier, Just to 

clarify, is @USSPACECOM the correct handle?. I'm seeing it being used. 

https://twittercom/usspacecom  

https://www.facebook.comipages/United-States-Space-Command/13487511,9867335  

Thank you, 
(b)(6) 

(b)(6) 

0.n Feb 2.1, 2019, at 17:55, 

 

AFSPC AFSPC/PAO 

    

(b)(6) wrote: 

 

Good Afternoon, 

Thank you for the continued resources! I do have one question for you. 

As previously discussed, we ha.ve secured, social media accounts for the new USS.PACECO.M but. 

have not posted. anything on these accounts yet... What is the process to get the blue check 

mark on these accounts (before they are used) so they ca.n. go active immediately after the 

stand-up ceremony of USSPACECOM? 

Thank you for your help in advance.! 

Very Respectfully, 

(b)(6) 

Air Force Space Command Public, Affairs Peterson AFB, CO 

httpe://web-mita01.mait.miliowa/?ae=ltem&tFIP.M..Note.SMIME.MultipartSigned&id=RgAAAAAId5xnCAwCQqJnVYmHVth5BwDrD.13LmH2b.S7.aP.kcP.6... 3/4. 

(b)(6) 

(b)(6) 



7/3/2019 RE: COMPLETED: General Raymond. Verified Social Medta. Account 

(b)(6) 

https://web-mita01.mail.mil/owa/?ae=ltem&tFIPM.Note.S.MIME.MultipartSigned&id=RgAAAAA1c15xnCAwCQqJnVYm.HVth5.BwDrDI3Lm.H2bS7aPkcP6.... 4/4 



7/3/2019 Re: [Non-DOD Source].  Re: FW: Impersonation Account.- Case# 0108314418 

Re: [Non-D.oD. Source] Re: FW: Impersonation Account - Case# 0108314418. 
(b)(6) DMA HQ DMA (U.SA) 
Sent:Thursday, March 21, 2019 8:17 AM 
To: (b)(6) 
Cc:. Twitter Government & Politics [gov@twitter,com] 

Hi Lauren, 

Thank you so much for assisting with the takedown and verification. This will give the SpaceC.om. commander 
and their public affairs folks peace of mind. You guys are the best! 

Thank you, 
(b)(6) 

(b)(6) 

On Mar 18, 2019, at 18:56, 
wrote: 

(b)(6) DMA HQ DMA (USA) (b)(6) 

   

Than.ks, lady! 

From.: (b)(6) 

Sent: M.onday, March 18, 2019 6:43 PM 
To: (b)(6) DMA. HQ DMA (USA) 
Cc: Twitter Government & Politics. 
Subject: Re: [Non-D.oD Source] Re: FW: Impersonation Account - Case# 0108314418 

All active links contained in this email were disabled. Please verify the identity of the sender, and 
confirm the authenticity of all links contained within the message prior to copying and pasting the 
address to a Web browser, 

Thank, you - case has been escalated and verification request for the General submitted. 

On Mon, Mar 18, 2019 at 3:10 PM (b)(6) DMA HQ DMA (USA) 
(b)(6) wrote: 

Hey! 

The account to be verified.: @AFS.paceCC 
Caution-https://twitter,com/AFS.paceCC < Caution-https:Mwitter,com/AFSpaceCC > 

(b)(6) 

https.://web-mita01.mait.mil/pwa/?ae=ltem&t=IPM.Note.SMIME.MultipartSigned&id.RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 1/2 



All active links contained in this email were disabled. Please verify the identity of the 
sender, and confirm the authenticity of all links contained within the message prior to 
copying and pasting the address to a Web browser. 

Hi there! 

Looping in our gov box‘ I see the case#, but, can you also send over the link to the 
profile you would like verified?. 

Thanks, 

DMA HQ DMA (USA) On Mon, Mar 18, 2019 at 2:09 PM 

7/3/2019 Re: [Non-DOD Source] Re.: FW: Impersonation Account - C.a.se# 0108314418 

 

 

:ID)(6) 

 

  

@TwitterGov. < Caution-Caution-https://twitter.com/TwitterGov. < Caution-
https:Mwitter.com/TwitterGov > > I @Policy < Caution-Caution-
https://twitter.com/Policy < Caution-https://twitter.com/Policy > > 

Twitter ov < Caution-https://twitter.com/TwitterGov > I @Policy < Caution-
https://twitter‘com/Policy > 

https://web-mi.ta.01.maitmi.1/owa/?ae=1.tem&t=IPM..Note..SMIME..MultipartSigne.d&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5.BwDrD13LmH2bS7aPkcP6... 2/2. 



7/3/2019 RE: Fraudulent Accounts - Response Required 

RE: Fraudulent Accounts - Response Required 
'03)(6) 

Sent:Friday, March 22, 2019  3:11 PM. 
To: (b)(6) DMA HQ DMA (USA) 

(b)(6) 

I can check twitter accounts on Mondays. 

Kindly, 

(b)(6) 

Twitter: https://twitter.com/DeptofDefense  
Instagram: https://www.instagram.com/deptofdefense  
Facebook: https://www.facebook.com/DeptofDefense  
Linkedln: https://www.linkedin.com/company/united-states-department-of-defense 

From: 0)0) DMA HQ DMA (USA) (b)(6) 

Sent: Sunday, March 17, 2019 10:45 AM 
To: DMA Ft Meade PROD List DOD Social Media <dma.meade.prod.list.dod-social-media@mail.mil> 

Subject: Fraudulent Accounts - Response Required 

Team, 

This is really.  important. Reminding everyone to do this. Is Monday.  a good day.  for everyone? 

For those who did not attend Twitter training, get with Harry for the reporting qualifiers and process. 
https://help.twitter.com/forms  
https://politics.fb.com/help 

Use this spreadsheet to record and provide the reporting status. 
https://docs.google.com/file/d/ 1 VZIV-MFDPCnfsmKtG2hQRyBu1Ce3hK6u/edit? 
usp=docslist_api&filetype=msexcel  

Thank you, 
(b)(6) 

(b)(6) 

Begin forwarded message: 

https.://web-mita01..mait..mil/owar?ae=ltem&t=1.PM,Note.SMI.ME,MultipartSigned&id.RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 1/3 

DMA HQ DMA (USA) 



7/3/2019 RE: Fraudulent Accounts - Response Required 

(b 
From : 1(b)(6) 0.SD.  (USA)" (b)(6) 

To: (b)(6)  DMA PROD. (USA)"  
Ft Meade PROD. List DOD. Social Media" <dma.meade.prod.list.dod-social-media@mal mil>. 
Subject:. RE: Fraudulent 

(b)(6) 'DMA 

Good question. Each platform manager does their own scrub and the other organizations will take 
care of their own leaders. We are only looking for big DOD accounts, SD, Mr. Summers (ATSD), 
Ms. Joiner. (PfDATSD) and former SDs. 

Thanks. 

From: MIIMINIODMA PROD. (USA) 
Sent.: Monday, January 14, 20.19 11:46. AM 
To: licA,F IMMO.SD. (USA); DMA Ft Meade PROD. List. DOD. Social Media 
Subject: RE.: Fraudulent. 

Do you want platform managers. to work this, in or. could one, person be assigned to scrub acros.s, 
platforms eyery Monday? 

Also, what. should we be looking for and how far in the weeds. do we go? SecDef and big DOD. 
pages. only? CJCS. pages (or does. the Joint. Staff do that?)? 

Thanks! 

V/R, 

https://web.-mita01.m.a.il.rniVowa/2.ae=ttem.&t=1.PM.Note.SMIME.Multipart.Signed&id=RgAAAAAfd5x.nCAw.CQqJnVYmHVOZBw.DrD13LmH2b.S7aFkcP.6... 2/3. 



7/3/2019 RE: Fraudulent Accounts - Response Required 

DoDLive blog: www.dodlive.mil<http://vvvvw,dodlive.,mil/> 

Follow, the DoD on social: 

https://www.facebook.com/DeptofDefense/  

https://twitter.com/DeptofDefense  

https://www.instagram.com/deptofdefense/ 

https://www.youtube.com/DeptofDefense  

https://www.linkedin.com/company/united-states-department-of-defense 

From: CIV OSD (USA) 
Sent: Monday, January 14,2019 9:28 AM 
To: DMA Ft Meade PROD List DOD Social Media 
Subject: Fraudulent 

Team, 

Please do a weekly social media scan for any imposter accounts‘ Is Monday a good day for 
everyone? 

Thanks,. 
(b)(6) 

https.://web-mita01..mail.mil/owa/?ae=tte.m&t=IPM..Note...SMIM.E..Mul.tipart.Signed&id=RgAAAAAfd5xnCAwCQqJnVYmH.Vth5BwDrD13LmH.2bS7aPkcP6... 3/3 



To: (b)(6) DMA PROD (USA)" (b)(6) I- I  "DMA 
Ft Meade PROD List DOD Social Media" <dma.meade.prod.list.dod-social-media  
Subject: RE: Fraudulent 

b)(6) From:  (b)(6)  OSD (USA)" 

7/5/2019 FW: Fraudulent Accounts - Response Required. 

FW: Fraudulent Accounts - Response Required 
(b)(6) DMA HQ DMA (USA) 
Sent:Friday, March 22, 2019 12:13 PM 
To: (b)(6) DMA PROD (USA) 

Harry, 

Only one person has responded. Please help me to ensure the team is aware. 

(b)(6) 

From: (h)(6) DMA HQ DMA (USA) 
Sent: Sunday, March 17, 2019 10:45 AM 
To: DMA Ft Meade PROD List DOD Social Media <dma.meade.prod.list.dod-social-media@mail.mil> 

Subject: Fraudulent Accounts - Response Required 

Team, 

This is really important.. Reminding everyone to do this, Is Monday a good day for everyone? 

For those who did not attend Twitter training, get with 
https://help.twitter.com/forms  
https://politics.fb.com/help. 

(b)(6) for the reporting qualifiers and process.. 

  

Use this spreadsheet to record and provide the reporting status.. 
https://docs.google.com/spreadsheets/d/lhz06_znFFyKhoV-

 

T_Mkm6178oFu3AtBfnwtXGAo.ILDO/edit#gid=1004302472  

Thank you, 
(b)(6) 

(b)(6) 

Begin forwarded message: 

(b)(6) 

Good question. Each platform manager does their own scrub and the other organizations will take 
care of their own leaders. We are only looking for big DOD accounts, SD, Mr.. Summers (ATSD), 
Ms.. Joiner (P/DATSD) and former SDs„ 

Thanks. 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note.SMIME.MultipartSigned&ic1=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2b.S7.aPkcP6... 1/3 

(b)(6) 



7/5/20.19 FW: Fraudulent Accounts - Response Required 

From: (b)(6) DMA PROD (USA) 
Sent: Monday, January 14, 2019 11:46 AM 
To: (b)(6) OSD (USA); DMA Ft Meade PROD List DOD Social Media 
Subject: RE: Fraudulent 

Do you. want platform managers. to work this. in or could. one person be assigned to scrub across. 
platforms every Monday? 

Also, what should. we be looking for and how far in the weeds. do we go? SecDef and. big DOD 
pages only?. CJCS pages (or does the Joint Staff do that?)?. 

Thanks! 

V/R, 

Armed with Science blog: http://science.dodlive.mil/  

DoDLive blog: www.dodlive.mi1<http://www.dodlive.mil/> 

Follow the DoD on social: 

https://www.facebook,com/DeptofDefense/  

https://twitter.com/DeptofDefense  

https://vvvvw.instagram.cotn/deptofdefense/ 

https://www.youtube.com/DeptofDefense  

https://web-mita01.m.ail..m.il/owa/?ae=ttem.84=IPM...N.oto..SMIM.E...MultipartS.igneakid=RgAAAAAfd.5xnCAw.COqJnVYmH.Vth5.BwOrD.13Lm.H.2b$.7aPkoP6.... 213 



7/5/2019 FW: Fraudulent Accounts - Response Required 

https://www.linkedin.com/compmy/united-states-department-of-defense  

From: VV°)  CIV OSD (USA) 
Sent: Mona ay, January 14, 2019 9:28 AM 
To: DMA Ft Meade PROD List DOD Social Media 
Subject: Fraudulent 

Team, 

Please do. a weekly.  social media scan for any.  imposter accounts.. Is Monday.  a good day.  for. 
everyone? 

Thanks, 

https://web-mita01„mail„mil/owe/?ae=ltem&t=1PM..N.ote..SMtME..Multipart$igned&id=RgAAAAAfd5xnCAw.CQqJnVYmH.Vth5.Bw.DrD13.LmH.2bS7aPkcP6.., 3/3. 



7/3/2019 RE: Fraudulent Accounts - Response Required 

RE: Fraudulent  Accounts - Response Required 
(b)(6) USAF (USA) 
Sent:Monday, March 25, 2019.8:38 AM 
To: (b)(6) DMA HQ DMA (USA); DMA Ft Meade, PRO.D List DOD Soda) Media. 

Good morning, 

I am acknowledging this email and yes, I will spend a part of every Monday going through doing a sweep for fraudulent 

accounts, 

"Sic Parvis Magna" - Greatness From Small Beginnings 

DOD Links: 

Twitter: https://twittercom/DeptofDefense 

Instagram: https://www.instagram.com/deptofdefense 

From: DMA HQ DMA (USA) (b)(6) 

Sent: Sunday, March 17, 2019 10:45 AM 

To: DMA Ft Meade PROD List DOD Social Media <dma.meade.prod.list.dod-social-media@mail.mil> 

Subject: Fraudulent Accounts - Response Required 

Team, 

This is really important.. Remin.ding.  everyone to do this.. Is Monday a good day for everyone? 

For those who did, not attend Twitter training, get with Harry for the reporting qualifiers and process. 
https://help..twitter.com/forms  
https://politics.fb.com/help 

Use this spreadsheet, to record and, provide the reporting status. 
https://docs.google.com/file/d/ 1 VZ1V-MFDPCnfsmKtG2hQRyBu1Ce3 hK6u/edit? 
usp=docslist_api&filetype=msexcel  

Thank you, 
(b)(6) 

III 

Begin. forwarded message: 

https://web-mita01.maiLmil/owa/?ae=ltem&t=1P.M.Note.SMI.ME.MultipartSigned&id.RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13L.mH2bS7aP.kcP.6... 1/3 



7/3/2019 RE: Fraudulent Amounts - Response Required. 
6 (b)() From: OSD (USA)" 

To: (b)(6)  DMA PROD (USA)" :•0 "DMA 
Ft Meade PROD List DOD Social Media" <dma.meade.prod.list.dod-social-media@mail.mil> 
Subject: RE: Fraudulent 

Good question. Each platform manager does their own scrub and the other organizations will take 
care of their own leaders. We are only looking for big DOD accounts, SD, Mr. Summers (ATSD), 
Ms. Joiner ('P/DATSD) and former SDs. 

Thanks. 

From: l(b)(6) DMA PROD (USA) 
Sent: Monday, January 14, 2019 11:46 AM 
To: (b)(6) CIV OSD (USA); DMA Ft Meade PROD List DOD Social Media 
Subject: RE: Fraudulent 

Do you want platform. managers to work this in or could one person be assigned to scrub across 
platforms every Monday? 

Also, what should we be looking for and how far in the weeds do we go? SecDef and big DOD 
pages only? CJCS pages (or does the Joint Staff do that?)? 

Thanks! 

V/R, 

(b)(6) 

1111  
Armed with Science blog: http://science.dodlive.mil/ 

https;//web-mita01.mail.mil/owaRae=1.tem84=IPM.Note.SMIME.MuttipartSigned&id=RgAAAAAfd5xnCAwCOqJnVYmHVth5BwDrD.13LmH2bS7aPkcP6... 2/3. 



7/3/2019 RE: Fraudulent Accounts - Response Required 

DoDLive blog: www.dodlive.mil<http://www,dodlive.mili> 

Follow. the DoD on social: 

https://www.facebook.corniDeptofDefense/  

https://twitter.com/DeptofDefense 

https://www.instagram.com/deptofdefense/ 

https://www.youtube.com/DeptofDefense  

haps://www.linkedin.com/company/united-states-department-of-defense  

From: OSD (USA) 
Sent: Monday, January 14,2019 9:28 AM 
To: DMA Ft Meade PROD List DOD Social Media 
Subject: Fraudulent 

Team, 

Please do a weekly social media scan for any imposter accounts‘ Is Monday a good day for 
everyone? 

Thanks, 

https;//web-mita01.mailmil/owa/?ae=ltem&t=IPM.Note.SMIME.MultipartSigned&id=RgAAAAAfaxnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 3/3 



> >wrote: 

(b)(6) 

(b)(6) 

7/3/2019 Re: [Non-DoD Source] Re: Escalation of Fraud Accounts 

Re: [Non-DoD Source] Re: Escalation of Fraud Accounts 
cstrom@twitter.com on behalf.of Twitter Government & Politics [gov@twitter.com] 
Sent; Wednesday, March 27,  2019 5:48 PM. 
TO: (b)(6) DMA HQ DMA (USA) 

All active links, contained in. this email were. dis.abled.. Please, verify.  the identity of the sender, and confirm the authenticity of all links. 
contained within the message prior to copying and pasting the, address to a. Web browser. 

Happy to help! 

Have a great night, 

Twitter Government & Elections 
gov@twitiercom < Caution-mailto:gov@twittercom > I follow us: @TwitterGov < Cau.tion-http://twitter.com/twittergov > 

< Caution-

 

(b)(6) On Wed, Mar.27, 2019 at 5:40 PM IP(6) DMA HQ DMA (USA) 
mailto0)(6) 

Th.anks for your quick response! You guys are, the best, and always take, such. great care of.us. 

    

The Air Force leads, (b)(6) 

 

copied here will be in contact on behalf of their subordinate organizations. 

  

From: cstrom@twittercom c Ca.ution-mailto:.cstrom@twitter.com. > ccstrom.@twittercom <caution-ma,ilto:cstrom,@twitter.com >. > On Behalf 

Of Twitter Government & Politics 

Sent; Wednesday, Marc.h 27, 2019 5:28 PM 
(b)(6) (b)(6) HQ DMA (USA) To: 

Cc: (b)(6) ICIV USA

,

 F SAF-PA (USA) 

USAF (US). 

Subject: [Non-DoD Source] Re: Escalation of Fraud Accounts 

All active links contained in this email were. disabled.. Please, verify the identity of the sender, and confirm the authenticity of all 
links contained within the message prior to copying and paging the address, to a Web browser.. 

Hi (b)(6) 

Thank you for. reaching out. here.! We, have escalated these, requests, so the. Twitter Support Team will reach out. directly with any 
additio.nal questions... 

Don't hesitate to let us know if you have any questions or, concerns in the meantime! 

Twitter Government & Elections. 
gov@twittercom < Ca.ution-mailto:gov@twitter,com > < Caution-Caution-mailto:gov@twittercom < Caution-. 
mailto:gov@twitter,com > > I follow us: @TwitterGov. < Caution-Caution-http://twittercom/twittergov. < Caution-
http://twitter.co.m/twit.tergov > > 

On Wed, Mar.27, 2019 at 5:24 PM (b)(6) DMA HQ DMA (USA) b)(6) < Caution-

 

Caution-mailto YoC2%A0%3c%C2Y0A0Caution-
Caution-mailtol(b)(6) 

Hello there, 

https://web-m.ita01.mail.mil/owar?ae=ltem&t=1PM,Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwQrDI3LmH2bS7aPkcP6Obn.HAAAAQGpPAADrD1... 1/2 

Xb)(6) 

I>  > > 
wrote: 



7/3/2019 Re: [Non-DoD Source] Re: Escalation of Fraud Accounts 

I am proyiding case numbers for escalation on behalf of the US Air Force.. 

Twitter Case #0109260645 
Twitter Case #0.109260813 
Twitter Case #0109260692 
Twitter Case #0109260728 
Twitter Case #0.109260756 

Thank you in advance! 

(b)(6) 

(b)(6) 

Caution-Caution-https://twitter.com/DeptofDefense < Caution-https://twitter..com/DeptofDefense > < Caution-Caution-https;//web-

m.ech01.m.ail..mil/owakedir..aspx? 

C=kRRyUmu0FcxbO1e1A5H.kJUARX7.Qq1kygmyBIEH.NMkfsZXdFpRk3VCA..&URL=https%3a%2P/02ftwitte.r,com%2fDeptofDefense < Caution-

https://web.-mech01,mail,mil/owa/redir,aspx? 

C.=kRPyUmu0F.cxbO1e1A5HkJUARX7Qq1kygmyBjEHNMkfsZXdFp.Rk3VC.A,.&URL=https%3ac/o2P/02ftwitter.co.m.°/02fDeptofDefense > > 

Caution-Caution-https://www.instagram.com/deptofdefense < Caution-https://www,instagram.com/de.ptofdefense > < Caution-Caution-

https://web-mech01.mail.m il/owa/red ras px?C=B-

 

S.PfsQ3tD.eZ.Ud4_1FrYppur9.GBw.5f0n3dYeiwWmQ4UZXdFpRk3VCA..&U RL=https%3e/o2P/02fCaution-Caution-

 

www,instagram ,com%2fdeptofdefense < Caution-https.://web-mech01..mail,mil/owa/redir,aspx?CFB.-

SPfsQ31DeZUd4_1FrYppur9GBw5fOn3dYeiwWmQ4UZXd.FpRk3VC.A,AURL=http0/03.a%2P/02fCaution-Caution-

wwkinstagram.com%2fde.ptofdefense > > 
Caution-Caution-https://www.facebook.com/DeptofDefense < Caution-https://www.facebook.com/DeptofDefense > < Caution-Caution-

https://web.-mech01.maii.mil/owa/red ir.aspx? 

C=7P5INTrCe0qBaM7opW3ZCddQdUguEw3D5li2K113x1wZXd.FpRk3.VCA....&URL=https%3e/021%2fCaution-Caution-

www„facebook,com.%21D.eptofDefense < C.aution-https://web-mech01.mail,mil/owa/redir..aspx? 

C=7P5IgqTrCe0qBaM7opW3ZCddQdUguEw3D5Ii2K1Bx1wZXdFpRk3VCA..&URL.=https%3a%2P/02fCaution-Caution-

www,faceb.00k,com%2fDeptofDefense > > 
Caution-Caution-https://www,linked.in.co.m/co.mpany/united.-states-d.epartment-of-defense < Caution-. 

https://www.linkedin,com/company/united-states:-department-of-d.efens.e > < Caution-Caution-https://web.-mech01,mail,mil/owa/redir,aspx? 

C=FMiMQVUjZQP0iZLXjfqAu1BnNtuzwUpBbdcLUBjg57gZXdFpRk3VCA.AURL=https%3e/02P/02fCaution-Caution-

www,linkedin.com%2fcompany%2funite.d-states-departme.nt-of-defense. < Caution-https://web-mech01.mail.mil/owa/re.dir.aspx? 

C=FMiNIQYUjZQP0iZLXjfqAu1BnNtuzwUpBbdcLUBjg57gZXd.FpRk3.VCA..AURL=https%3e/02f%21Caution-Caution-

www.linkedin.com%2fcompany')/02funited-states-department-of-defense > > 

Caution-Caution-https://www.defense.gov < Caution-https://www,defe.nse.gov > <Caution-Caution-https://www,de.fense.gov/ < Caution-

https://www.defense.gov/> > 

https://web-mi ta01..m.ail..mil/owa/?ae=1 tem.&t= I PM ,Note&id=RgAAAAAfd5xnCAwCQqJnVYm.HVth5BwDrDI3LmH2bS7a PkcP6ObnHAAAAQGpPAAD rDI... 2/2 



7/3/2019 RE: Fraud Accounts 

RE: Fraud Accounts 
DMA HQ DMA (USA) 

Sent:Wednesday, March 27, 2019 5:56 PM 
To: (b)(6) JS OCKS (US) 

They keep popping up like weeds. 

(b)(6) 

• Original Message  
From: (b)(6) JS OCJCS (US) 
Sent: Wednesday, March 27, 2019 5:46 PM 
To: (b)(6) DMA HQ DMA (USA) 
Subject: RE: Fraud Accou.nts 

(b)(6) 

(b)(6) 

Thanks for flagging, 

I'll engage. FB tomorrow„ Just reported 5 or so for VCJCS. 

V/r, 
(b)(6) 

Stay connected: 
http://www.jcs.mil/ 
http://www.facebook.com/TheJointStaff 
http://twitter.com/thejointstaff 
http://www,youtube.com/thejointstaff 
http://www.ffickr.com/photos/thejointstaff 
http://www.instagram.com/thejointstaff/ 
http://www.linkedin.com/company/thejointstaff/ 

Original Message  
From: kb)(6) DMA HQ DMA (USA) 
Sent: Wednesday, March 27, 2019 5:36 PM 
To: 1(b)(6) DMA HQ DMA (USA) 

(b)(6) 

(b)(6) 
Cc: DMA Ft Meade PROD List. DOD Social Media <dma.meade..prod.listdod-social-media@mail.mil> 
Subject: Fraud Accounts 

Good afternoon, 

I have b.een in contact with some of you about (b)(6) The New York Times reporter„ who came. to the DC area to do a 
print story and documentary a.bout fake social media. accounts impersonating military leaders to sca.m people. Sharing with 
you the list of accounts he provided. Som.e of you have taken action on these but it's so.m.ething he referenced during an 
interview with (b)(6)  As you can see, he is interested in targeting Facebook. Google his name to see previous 
articles. 

Please let me know if you need assistance for the reporting process. 

(b)(6) 

Real officer 

Title 

https://web-mita01.mail.mil/owa/?.ae=ltem&t=1FM.Note.SMIME.MultipartSigned&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPicc136... 1/17 



7/3/2019 RE: Fraud Accounts 

Impostor name 

URL 

Joseph Dunford 

chairman of joint chiefs of staff. 

Joseph Dunford.e 

Caution-https://www.facebook.com/afsal.ajsa1.7?ref=br_rs < Caution-https://www.facebook.com/afsaLajsaI.7?refbrrs > 

Joseph D.unford 

chairman of joint chiefs of staff 

Joseph Dunford.e 

Caution-https://www.facebook,com/movidou.d.olila < Caution-https://www.facebook.com/movidou,dolila > 

Joseph Dunford 

chairman of joint chiefs of staff 

Joseph Dunfords 

Caution-https://www.facebook,com/profile.php?id=10.00.34268671858&ref=br_rs < Caution-

 

https://www,facebook.com/profile.php?id=100034268671858&ref=br_rs > 

Joseph Dunford 

chairman of joint chiefs of staff 

Joseph Dunford.e 

Caution-https://www.facebook.com/aash.i.maddesh.iya.1?ref=br_rs < Caution-. 
https://www,facebook.com/aashi.madd.eshiya.1?ref=br_rs > 

Joseph Dunford. 

chairman of joint chiefs of staff 

D.unford Joseph 

Caution-h.ttps://www.facebook.com/profile.php?.id=100022527182578&ref=br_rs < Caution-

 

https://www.facebook.com/profile.php?id=1000225271825.78&ref=br_rs > 

Joseph D.unford 

chairman of joint chiefs of staff 

Dunford Joseph 

Caution-https://www.facebook,com/profile.php?id=10.00.30796897973&ref=br_rs < Caution-

 

https://www.facebook.com/profile.php?id=10.00.30796897973&ref=br_rs > 

Joseph Dunford. 

chairman of joint chiefs of staff 

Gen-Joseph Dunford 

Caution-h.ttps://www.facebook„com/dunfordjoseph53?ref=br_rs < Caution-https://www.facebook.com/dunfordjoseph53? 
ref=br_rs > 

https://web.-mita01..mait..mit/owa/?ae=ltorn&t=1P.M..Note..SMtMENulttpartEigned&id=RgAAAAAfd5xnCAwaWnVYmH.Vtri5BwDrD13LmH.2bS7aPkcP.6... 2/17 



7/3/2019 RE: Fraud Accounts 

Joseph Dunford 

chairman of joint chiefs of staff 

Dunford Smile (General Joseph Dunford) 

Caution-https://www.fa.cebook.com/nich.smile.357.62?ref=br_rs < Cau.tion-https://wvvw.fa.cebook.com/nich.smile.35762? 
ref=br_rs > 

Joseph Dunford. 

chairma.n of.joint chiefs. of. staff 

Dunford Joseph 

Ca.u.tion-https://wwwfac.ebook..c.om/profil.e.php?id=100011280943938&ref=br_rs <. Caution-

 

https://www.facebook.com/profile.php?id=100011280943938&ref=br_rs > 

Joseph Dunford 

chairman of joint chiefs of staff 

Gen Dunford (General. Joseph Dunford) 

Caution-https://wwwfacebo.ok.com/profile.php?id.=1000250723.98570&ref=br_rs < Caution-. 
https://www.fa.cebook.com/profiledDhp?id=.10002507.239.8570&ref=br_rs >. 

Joseph Dunford. 

chairman of joint chiefs of staff 

Joe Dunford 

Caution-https://www.fa.cebook.com/josephdu.nfordk10?ref=br_rs.< Caution-https://www.facebook.com/josephdunfordk10? 
ref=br_rs > 

Joseph Dunford 

chairma.n of.joint chiefs of. staff 

Joe Dunford 

Caution-https://www.facebook..com/profile.php?id=100029843743.842&ref=.br_rs < Caution-

 

https://www.facebook.com/profile.php?id=100029843743842&ref=br_rs > 

Joseph Dunford 

chairman of joint chiefs of staff 

Joe Dunford 

Cau.tion-https.://www.fa.cebook.com/kim,sa.vo.90663?ref=br_rs < Caution-https://www.facebook.com/kim.savo.90663? 
ref=br_rs > 

Joseph Dunford. 

chairma.n of.joint chiefs of. staff 

Joe Dunford 

Ca.u.tio.n-https://www,fac.ebo.ok..c.om/Mark..Greerh242?ref=br_rs Caution-https://www.facebook,com/Mark,Greem242?. 
ref=br_rs > 

Joseph Dunford 

https://web-mita.01.mail.mil/owa/?ae=ltem&t=IPM.Note.S.MIME.MultipartSigned&id=RgAAAAAfd5x.nCAwCQqJnVYmHVth5BwDrDI3LmH2bS7aPkc.P6... 3/17 



7/3/2019 RE; Fraud. Accounts 

chairman of joint chiefs of staff 

Joe. Dunford 

Ca.ution-https://www.focebook..com/josephdunfordy8?ref=br_rs.< Caution-https://www.facebook,com/josephdunfordy8? 
ref=br_rs > 

Joseph Dunford 

chairman of joint chiefs of staff. 

General Josephn Dunford 

Caution-https://www,instagram,com/official_josephd.u.nford/ < Caytion-https://www.instagram.com/official _josephdunford/ > 

Joseph Dunford 

chairman of joint chiefs of staff 

Joseph F, Dunford J. 

Caution-https://www,instagram,com/josephjfdunford0001/ < Caution-https://www..instagramcom/josephjfd.unford.00O1/,> 

Joseph Du.nford. 

chairman of joint chiefs of staff 

Joseph Dunford 

Ca.ution-https://www.instagram.com/josephdun26.53/.< Cautio,n-htps://www.instagra,m.com/joseph.dun2653/ > 

Joseph Dunford. 

chairman of joint chiefs of staff 

Joseph Dunford 

Caution-https://www.instagram.com/josephdunford/ < Cauti,on-https://www.instagram.com/joseph_dunford_/ > 

Joseph Dunford 

chairman of joint chiefs of staff 

Joseph Francis Dunford. Jr, 

Caution-https://www.instagra.m.com/dunfordjoe0.947/.< Caution-https://www.instagram.co,m/d.unfordjoe0947/> 

Joseph Dunford 

chairman of joint chiefs of staff. 

Gen. Joseph Dunford. 

Caution-https://www,instagram,com/gen.josephdunford4star/ < Caution-

 

https.://www.instagram.com/gen.josephdunford4star/ > 

Joseph Du.nford. 

chairman of joint chiefs of staff 

Joseph Dunford 

Caution-https://www.instagram.com/jos.ephdunfor/ < Caution-https.://www„in.stagram..com/jose.phdunfor/ > 

https://web-mita01.mait.mil/owa/?ae=ltem&t=IPM.N.ote.S.MIME.MuttipartSigned.&id.=RgAAAAAfd5xnCAwCQNnVYmHVth.513wDrD13LmH2bS7aPkcP6... 4/17 



7/3/2019 RE: Fraud Accounts 

Joseph Dunford 

chairman of joint chiefs of staff 

General Jos.ephn Dunford 

Ca.ution-https://www.instagra.m.com/gen jo.seph_d/.<. Ca.ution-https://wwwinsta.gra.m.com/genjoseph_d/.> 

Joseph Dunford 

chairman of joint chiefs of staff. 

Joseph F. Dunford Jr. 

Caution-https://www,instagram,com/jos.e.phfdunfordjr/ <. Caution-https.://www.instagram.com/josephfdunfordjr/ > 

Joseph Dunford 

chairman ofjoint chiefs of. staff 

Joseph Dunford 

Caution-https://www,instagram,com/dunfordvd/ < Caution-https://www,instagram,com/dunfordvd/ > 

Joseph Dunford 

chairman of.joint chiefs of. staff 

Joseph Dunford 

Caution-https://www,instagra.m„co.m/jone.dunford34/ < Ca.ution-https://www.instagram.com/jonedunford34/ > 

Joseph Dunford 

chairman of joint chiefs of staff 

Joseph Dunford 

Caution-https://www,instagram,co.m/josephdunford431/ < Caution-https://www,instagra.m.,com/jo.sephdunford431/ > 

Joseph Dunford 

chairman of joint chiefs of staff 

Joseph F. Dunford 

Ca.ution-https://www.instagra.m.com/gen.josephdunfordjr/ < Ca.ution-https://www.insta.gra.mcom/gen.josephdunfordjr/ > 

Mark Milley 

army chief of staff 

Mark Milley 

Caution-https://www,face.book.com/MarkMille.y90796?ref=br_rs < Caution-https.://www.face.book.com/MarkMille.y90796? 
ref=br_rs > 

Mark Milley 

army chief of staff 

Mark Milley. 

Caution-https://www,facebo.o.k,co.m/profiie,php?id=100031958321407 < Caution-https://www,facebo.o.k,com/profiie,php? 
id=1000319583214.07 > 

https://web-mita01.mail.mil/owar?ae=ltem&t=IPM.N.ote.S.MIME.MultipartSigned&id=RgAAAANd5x.n.CAwCQqJnVYmHVth5BwDrD13LmH2bS7aFkcP6... 5/17 



7/3/2019 RE: Fraud Accounts 

Mark Milley 

army chief of staff 

Mark Milley 

Caution-https://www,facebook.com/oluwadamilola.kehinde.545?ref=br_rs < Caution-

 

https://www.facebook.com/oluwadamilola.kehinde.545?ref=br_rs > 

Mark Milley 

army chief of staff 

M.ark Milley 

Caution-https://www,facebook.com/kamala,kannan,357284?ref=br_rs < Caution-

 

https://www.facebook.com/kamala.kannan.357284?ref=br_rs > 

Mark Milley 

army chief of staff 

Mark Milley 

Caution-https://www..fac.ebook.c.om/saminu.libaboy?ref=br_rs <.Caution-https,://www.facebook.com/saminuiibaboy? 
ref=br_rs > 

Mark Milley 

army c.hief of staff 

Mark Milley 

Caution.-https://www,facebook.com/littieokofhosayi?ref=br_rs < Caution-https://www.facebook.com/littieokofi,osayi? 
ref=br_rs >. 

Mark Milley 

army chief of staff 

Mark Milley 

Caution-https://www.faceb.00.k.co.m/profile.php?id=100033929002121&ref=br_rs < Caution-

 

https://www.facebook.com/profile,php?id=10.00.33929002121&ref=br_rs > 

Mark Milley 

army chief of staff 

Mark Milley 

Caution-https://www,facebook.com/profile.php?id=100034293883841&ref=br_rs < Caution-

 

https://www.facebook.com/profile.php?id=100034293883841&ref=br_rs > 

Mark Milley 

army chief of staff 

Mark A Milley 

Caution-https://www,facebook.com/sure.sh.devadiga.967.8?ref=br_rs < Caution-

 

https://www.facebook.com/suresh.devadiga,9678?ref=br_rs > 

Mark Milley 

https://w0-mita01.mail.mil/owa/?ae=ltem&t=IPM.N.ote.SMIME.MultipartSignecl&id=RgAAAAAfd5xnCAw.CQqJnVYmHVth5Bw.DrD13LmH2bS7aPkcP6... 6/.17 



7/3/2019 RE: Fraud Accounts 

army chief of staff 

Mark A Milley 

Caution-https://www.facebook..com/robert.mathias.3323?ref=br_rs < Caution-

 

https://www,facebook.com/robert.mathias,3323?ref=br_rs > 

Mark Maley 

army chief of staff 

Mark A Milley 

Ca.ution-https://www.facebook.com/salha.ahmed.313?ref=br_rs < Caution-https://www.facebook.com/salha.a.hmed.313? 
ref=br_rs > 

Mark Milley 

army chief of staff 

Mark A Milley 

Caution-https://www,fa.c.ebook.com/ha.biba.yushau.1?ref=br_rs < Caution-https://www.faceb.00k.com/habiba..yushau.1.? 
ref=br_rs > 

Mark Milley 

army c.hiefof.staff. 

Ge.n Mark A. Milley 

Ca.ution-https://www.instagram.com/mark2milley/ < Caution-https://www.instagram.com/mark2milley/ > 

Mark Milley 

army chief of staff 

Gen Mark A.. Milley 

Caution-https://www.in.stagram.com/gen_mark_milley_33/ < Caution-https://www.instagram.com/gen_mark_mille.y_33/ > 

Mark Milley 

army chief of staff 

Mark milley 

Caution-https://www.instagram,com/markmilley67/ < Caution-https://www.instagram.com/markmilley67/ > 

Mark. Milley 

army chief of staff 

Mark A Milley 

Caution-https://www,instagram,com/unnation1111/ < Caution-https://www.instagram.com/u.nnation1111/ > 

Mark Milley 

army chief, of staff 

Gen Mark A. Milley 

Caution-https://www.instagram.com/milleylove20.0/ < Caution-https://www.instagram.com/milleylove2O.O/ > 

https://web-mita.01.mail.mil/owa/?ae=ltem&t=IPM.Note..SMIME.MultipartSigned&id=RgAAAAA1c5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 7/17 



7/3/2019 RE: Fraud Accounts 

Mark Milley 

army chief of staff 

Mark .A Milley 

Caution-https://www.instagram.com/officialsgenmarkamilley/ < Caution-

 

https://www,instagram.com/officialsgenmarkamilley/ > 

Mark. Milley 

army.  chief of staff 

markmilley 

Caution-https://www,instagram,com/markmilley9878/ < Caution-https://www,instagram,com/markmilley9878/ > 

Mark Milley 

army chief of staff 

General Mark.A,Milley 

Caution-https://www.instagram.com/generalmark0041/ < Caution-https.://www.instagram.com/generalmarkOO4l/ > 

Mark Milley. 

army chief of staff 

General Mack A Milley 

Caution-https://www.instagram.com/mackamilley71/ < Caution-https://wwwJnstagram.com/mackamilley7l/ > 

Mark Milley. 

army.  chief of staff 

Ma.ck Milley 

Caution-https.://www.instagram,com/m.ackmilley1959/ < Caution-https://www.ins.tagram.com/mackmilley195.9/ > 

Mark Milley. 

army.  chief of staff 

Mack milley 

Caution.-https://www.instagra.m.com/m.a.ckmielley/ < Ca.ution-https://www.,instagram.com/mackm.telley/ > 

Mark. Milley 

army.  chief of staff 

Mack A.. Milley. 

Caution-https://www,instagram,com/genmackmilley1/ < Caution-https://www.instagram.com/genmackmilley.1/ > 

Mark Milley 

army chief of staff 

mark 

Caution-https://www.instagram.com/mackmilley2018/ < Caution-https.://www.instagram..com/ma.ckmilley2018/ > 

https://weO-mita.01.mail.mil/owa/?ae=ltem&t=IPM,Note.SMIME,MuttipartSigned.&id.=RgAAAAAId5xnCAwCQqJnVYmHVth5.BwDrD13LmH2bS7aPkcP6... 8/17 



7/3/2019 RE: Fraud Accounts. 

Mark Milley 

army chief of staff 

mark miley 

Caution-https://www,in.stagram,com/markmiley22/ < Caution-https://vvww.in.stagram.com/markm11ey22/.> 

Mark Milley. 

army chief of staff 

Mark. Miley 

Caution-https://www.instagram.c.omLmark_miley/ < Cau.tion-https://www.instagram.com/_mark_miley/ > 

Mark Milley. 

army.  chief of staff 

markmi1ey2016 

Caution-https://www.instagram.com/mark.miley2016/ Caution-https://www.instag.ram..com/markmiley2016/ > 

Mark Milley 

army.  chief of staff 

Miley 

Caution-https://www.in.stagram.com/12markmiley/ < Caution-https://www.in.stagram.com/l2markmiley/ > 

Mark. Milley 

army chief of staff 

markm11ey5.8. 

Caution-https://www,in.stagram,com/markmiley5.68/ < Caution-https://www.instagram.com/markmiley588/.> 

Mark Milley 

army chief of staff 

gen mark miley 

Caution-https://www,in.stagram,com/mileygehmark/ < Caution-https://www.instagram.com/miley.genmark/.> 

Mark Milley. 

army chief of staff 

Mark. 

Caution-https://www.instagram.c.om/miley505mark/ < Caution-https://www.instagram.com/miley5O5markl > 

David Goldfein 

air force. chief of staff 

David Goldfein 

Caution-https://www.facabook..com/ayoh.fid.elis.5.?ref=br_rs <Caution-https://www.facebook.com/ayoh.ftdelis.5.?ref=b.r_rs > 

https://web-mita01.mail.mil/owa/?ae=ltem&t=tPM.Note.SMIME.MultipartSigned&id=RgAAAANd5xn.CAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 9/17 



7/3/2019 RE: Fraud Accounts 

David Goldfein 

air force chief of staff 

David Goldfein 

Caution-https://www.facebook.com/dav1dgo1dfe1n234567?ref=br_rs < Caution-

 

https://www.faceboo.k.com/d.avid.goldfein23.4567?ref=br_rs > 

David Goldfein 

air force ch.ief of staff 

David Goldfein. 

Caution-https://www.facebook..c.om/pawan.sangwan.1293.5?ref=br_rs.< Caution-

 

https://www.facebook..com/pawan.sangwan.12935?ref=b.r_rs > 

David Goldfein. 

air force chief of staff 

David Goldfein 

Cautio.n-https://www.facebook.com/ed.idiong.enang.353.8?ref=br_rs < Caution.-

 

https.://www.facebook.com/edidiong.enang.3538?ref=br_rs > 

David Goldfein 

air force chief of staff 

David Goldfein 

Cau.tio.n-https://www,face.book.com/profile.ph.p?id=1000113122.9498.6.&ref=br_rs < Caution-

 

https://www.faceboo.k.com/profile.php7id=10.00.1.1.3.1.2294.98.6&ref=br_rs > 

David Goldfei.n 

air force, chief of staff 

David Goldfein 

Caution-https://www,facebook.com/rose.sylvan.us.79?ref=br_rs.< Caution-https://www,facebook.com/rose.sylvanus.79? 
ref=br_rs > 

David Goldfein 

air force chief of staff 

David Goldfein 

Caution-https://www.facebook.com/brahmanand.yaduvanshi.3?.ref=br_rs.< Caution-

 

https://www.faceboo.k.com/brahmanand..yaduv.anshi.nref=br_rs > 

David Goldfein 

air force ch.ief of staff 

David Goldfein. 

Caution-https.://www.fa.c.eb.00k..c.om/dayid.g01dfein2345?ref=br_rs < Caution-

 

https://www.facebook,com/clavid.goldfein2345?ref=br_rs. > 

David Goldfein 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM,Note.SMIME..MultipartSigned&id=RgAAAAAfd5xnCAwCQqJnVYmHVO-15BwDrD13LmH2b.S7aPkcP... 10/1.7. 



7/3/201.9 RE; Fraud Accounts 

air force chief of staff 

David L. Goldfein 

Caution-hftps://wwvv,fac.ebook.c.om/akht.eyarali.bhatti?ref=br_rs < Caution-hftps:J/www,facebook.com/akhteyarali,bhatti? 
ref=br_rs > 

David Goldfein 

air force c.hief of staff 

David Goldfein 

Caution-https://www,facebook.com/davidgoldfein65.67.?ref=br_rs <Caution-https://www.facebook..com/dav1dg01dfe1n6567? 
ref=br_rs > 

David Goldfein 

air force chief of staff 

Goldfein David 

Caution-hftps://www,fac.ebook.c.om/davidgoldfein72?ref=br_rs < Caution-https://www.facebook,com/davidgoldfein72? 
ref=br_rs > 

David Goldfein 

air force chief of staff 

David L Goldfein 

Caution-https://www.fac.ebook,c.om/nordanalexanderhosmoran,58?.ref=br_rs < Ca.ution-

 

https://www.facebook.com/nordanalexandersiosmoran.58.?ref=br_rs > 

David Goldfein 

air force chief of staff 

David L Goldfein 

Caution-https://www.facebook..com/m.dsafiqul.islam..9.04108?ref=br_rs < Caution-

 

https://www,facebook.com/mdsafiqul.islam.90410.8.?ref=br_rs > 

David Goldfein 

air force chief of staff 

Gen David Goldfein 

Caution-hftps://www,fac.ebook.c.om/deepak.birla.5243?ref=br_rs < Caution-hftps://www.facebook.com/deepak.birla,5243? 
ref=br_rs > 

David Goldfein 

air force chief of staff 

David L Goldfein 

Caution-https://www„facebook.com/profile.php?id=100.026736314.26.5&ref=br_rs < Caution-

 

hftps://www.facebook.com/profile.php?id=100026.736314265&ref=br_rs > 

David Goldfein 

air force chief of staff 

https://web-mita01.mail.mil/owa/?ae=lte.m&t=IPM.Note..SMIME.MultipartSignerl&id=RgAAAAA1d5x.nCAwCWnVYmHVO-15BwDrD13LmH2bS7aPkcP... 11/17 



7/3/2019 RE: Fraud. Accounts 

Goldfein David 

Caution-https://www.faceboo.k.co.m/Goldfejn304david?ref=br_rs < Caution-https://www.facebook.com/Goldfein304david? 
ref=br_rs > 

David Goldfein 

air force chief of staff 

Go.ldfein David 

Caution-https://www,facebook,com/mathioskiflashtaghuitskakanakou?ref=br_rs < Caution-

 

https://www.facebook.com/mathioskiflashtaRhuitkakanakou?ref=br_rs > 

David Go.ldfein 

air force chief of staff 

Goldfein David 

Caution-https://www.facebook.com/joy.am.brose.7370?ref=br_rs <Caution-https://www.facebook..com/joy.am.brose.7.370? 
ref=br_rs > 

David Goldfein 

air force chief of staff 

David L Goldfein 

Caution-https://www.faceboo.k.co.m/rocky.borman.14?ref=br_rs < Caution-https://www.face.book.com/ro.cky.borman.14? 
ref=br_rs > 

David Goldfein 

air force chief of staff 

Goldfein David Owen 

Caution-https://www.facebook.com/nasiruddeen.albani.1?ref=br_rs < Caution-

 

https://www.facebook.com/nasiruddeen .albani.1?ref=br_rs > 

David Goldfein 

air force chief of staff 

David L Goldfein 

Caution-https://www.faceboo.k.co.m/si.shipu.5.?ref=br_rs < Caution-https://www.facebook.co.m/si.shipu.5.?ref=br_rs > 

David Goldfein 

air force chief of staff 

David Lee Goldfein 

Caution-https://www.facebook.com/profile.php?id=100023688559329&ref=br_rs < Caution-

 

https://www,facebook.com/profile,php?id=100023688559329&ref=br_rs > 

David Goldfein 

air force chief of staff 

David Lee Goldfein 

h.ttps://web-mita01.mail.mil/owa/?.ae=ltem&t=IPM.Note.SMIME.MultipartSigned&id=RgAAAAAId5xnCAwCQqJnVYmHVth.5BwDrD.13.LmH2b.S.7a.PkcP... 12/17 



7/3/2019 RE; Fraud Accounts 

Caution-https://www.facebook.com/profile.php?id=100021260481326&ref=br_rs <Caution-

 

https://wwwJacebook.com/profiLe. php?id=100021260481326&ref=br_rs > 

David Goldfein 

air force chief of staff 

Gen David Lee Goldfein 

Caution-https://www..facebook.com/bhanusaja.104?ref=br_rs < Caution-https://www.fac.ebook,com/bh.anu.raja.,104? 
ref=br_rs >. 

David Goldfein 

air, force chief. of staff. 

Davide Le Goldfein 

Caution-https://www.facebook,com/ateegfein.90.p?ref=br_rs < Caution-https://www.facebook,com/D.Leegfein.90,p? 
ref=br_rs > 

David GoLdfein 

air force chief of staff 

D.avid L Goldfein 

Caution-https://www,fa.cebook.com/robel.ho.sen.547?ref=br_rs < Caution-https://wwvviacebook.co.m/robel.h.osen.547? 
ref=br_rs > 

D.avid Goldfein 

air, force chief. of staff. 

David L. Goldfein 

Ca.ution-https://www.facebook.com/profile.php?id=100032585083184&ref=br_rs < Caution-

 

https://www.facebook.com/profile..php?id=100032585083184&ref=br_rs > 

David Goldfein 

airforce chief of. staff 

David Goldfein 

Caution-https://www,instagram.com/goldfein_d/ < Cautiori-https://www.instagram.com/goldfei,n_d/ > 

David Goldfein 

air, force chief. of staff. 

David Goldfein 

Caution-https://www,instagram..com/davidgoldfein.87/ < Caution-https://www.instagram.com/davidgoIdfein8.7/ > 

D.avid Goldfein 

air, force chief of staff. 

Gen. David L Goldfein 

Ca.ution-https://www.instagram.com/david_l_goldfein4501/ < Ca.ution-https://www.instagram.com/david_I_goldfein45ol/ > 

David Goldfein 

littps://web-m.ita01.mail.mil/owa/?.ae=lte.m&t=IPM.Note.SMIME.MultipartSigned&id=RgAAAAAId5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7.aPkcP... 13/17 



7/3/20.19 RE: Fraud. Accounts 

air force chief of staff 

David Goldfein 

Caution-https://www.instagram.com/david24.g01dfein57/ < Caution-httpsl/wwwinstagram.com/dav1d24g01dfe1n57/ > 

David Goldfein 

air force, chief of staff 

David Goldfein 

Caution-https://www.instagram.com/david_goldfein_/ < Caution-https://www.instagram.com/david_goldfein_/ > 

David Goldfein 

air force chief, of staff. 

David Goldfein 

Caution-https://www.instagram.com/davidgoldfein001/ < Caution-https://www.i,nstagram.com/davidgoldfeinOOl/ > 

David Goldfein 

air force chief of staff 

David Goldfein 

Caution-https://www.instagram.com/goldfeindavid001/ < Cauti,on-https://www.instagram.com/goldfeindavidOOl/ > 

David Goldfein 

air force chief of staff 

Official David L Goldfein 

Caution.-https://www.instagram.com/official_david_l_goldfein/ < Caution-

 

https://www.instagram.,com/official_david_l_goldfein/> 

David Goldfein 

air force chief, of staff. 

David L Goldfein 

Caution-https://www.instagram.com/davidlgoldfein231/ < Cauti,on-https://www.instagram.com/davidlgoldfein23l/ > 

David Goldfein 

air force chief of staff 

Gen David Goldfein 

Caution-https://www.instagram.com/ge.ndavegoldfein/ < Caution-https://www.instagram.com/ge.ndavegoldfein/ > 

David Goldfein 

air force chief of staff 

David Goldfein 

Caution.-https://www.in.stagram.com/davidgoldfein01/ <Ca,utionhttps://www.insta,gram.com/davidgoldfeinO1/ > 

David Goldfein 

h.ttps://web-mita01.mail.mil/owa/?.ae=ltem&t=IPM..Note.SMIME..MultipartSigned&id=RgAAAAAId5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP... 14/17 



7/3/2019 RE: Fraud Accounts 

air force chief of staff 

David Goldfein 

Caution-https://www.instagram.com/davidgoldfein100/ < Caution-https://www.instagram.com/davidgoldfein100/ > 

David Goldfein 

air force chief of staff 

Gen David Goldfein 

Caution-https://www.instagram.com/ggendavid/ < Caution-https://www.instagram.com/ggendavid/ > 

David Goldfein 

air force chief of staff 

David Goldfejn 

Caution-https://www..instagram..com/gen_davidgoldfein/ < Caution-htps://www..instagra,m.co.m/gen_davidgoJdfein/> 

David Goldfein 

air force chief of staff 

David L Goldfein 

Caution-https://www.instagram.com/davidgoldfejn/ < Caution-https://www.instagram.com/davidgoldfein/ > 

David Goldfein 

air force chief of staff 

David Goldfein 

Caution-https://www,instagram..com/david.goldfein/ Ca.ution-https://www.instagram.com/david.goldfein/ >. 

David Goldfejn 

air force chief of staff 

David Goldfein 

Caution-https://www.instagram.com/davidgoldfein9099/ < Caution-https://www.instagram.com/davidgoldfein9099/ > 

David Goldfein 

air force chief of staff 

David Goldfein 

Caution-https://www.instagram.com/davidgo1dfein727/ < Caution-https://www.instagram.com/davidgoldfein727/ > 

David Goldfein 

air force chief of staff 

Gen David L Goldfein 

Caution-https://www..instagram..com/davidigoldfeinre/ < Caution-https://www..instagram..com/d.avidigoldfeinre/ > 

David Goldfein 

air force chief of staff 

https://we.b-mita.0.1.mail.mil/owa/?ae.=Item&t=IPM.Note..SMIME.MultipartSigperl&id=RgAAAAArd5x.nCAwCQqJ.nVYmHVth5BwDrD13LmH2bS7aPkcP... 15/17 



7/3/2019. RE: Fraud Accounts 

Gen David L Goldfein 

Caution-https.://www.instagram.c.om/goldfein8/ < Ca.ution-https.://www.instagram.com/goldfein8/ >. 

David Goldfein 

air force chief of staff 

David Goldfein 

Caution-https://www.instagram.com/goldfei/ < Ca.ution.-https://www..inatagra.m.co.m/goldfei/.> 

David Goldfein. 

air force chief, of staff. 

Goldfein 

Caution.-https.://www,instagram,com/davidgoldfein4.5/ < Caution-https,:J/www.instagramcom/davidgoldfein45/> 

David Goldfein 

air force chief of. staff 

David L. G.oldfein 

Caution.-https.://www,instagram,com/goldfein443/ < Caution-h.ttps.://wwwJnstagram.com/goIdfein443/ > 

David Goldfein 

air force, chief of staff 

David Goldfein. 

Ca.ution-https://www.instagrancom/davidgoldfein.0.1/ < Caution-https://www.i,nstagra.m,.com/davidgoldfeinO,1/> 

David Goldfein 

air force chief of staff 

David Goldfein 

Caution-https.://www.instagram.c.om/gen.era1_david247/ < Ca.ution-https.://www.instagra.m.com/general_david247/ >. 

David Goldfein 

air force chief of staff 

David L.. Goldfein 

Ca.ution-https://www.instagram.com/davidgoldfein..us567/ < Caution-https://www.in.stagram.com/davidgoldfein.us567/ > 

David Goldfein. 

air force chief, of staff. 

Gen, David L Goldfein 

Caution.-https.://www,in.stagram,com/d_goldfein/ < Caution-https://www.insagram.com/dgoldfein/ > 

David Goldfein 

air force chief of, staff 

https://we.b-mita01.mail.mil/owa/?ae.=Ite.m&t=IPM.No.te..SM.IME.M.ultipart6ignerAid=RgAAAANd5x.nCAwCQqJnVYmHVth5BwDrD13LmH2bS7a.PkcF... 1.6/17 



7/3/201.9. RE: Fraud Accounts 

david .L goldfein 

Caution.-https://www..in.stagram..com/davidigoldfein/ < Cauti.on-https:i/www.instagram.com/davidIgodfein/ > 

David. Goldfein 

air force chief of staff 

Gen David L. Goldfein 

Caution-https.://www.instagram.com/goldfeinge.ndavid1/ < Caution-https://www.instagram.com/goldfeingendavid,I/ > 

David Goldfein 

air force, chief of staff 

David L. Goldfein 

Caution-h.ttps://www.instagram.com/da.vidlga < Ca.ution-https://www.instagra.m.co.m/davidlgol/ > 

David. Goldfein 

air force, chief of staff, 

David. L Goldfein, 

Caution-https://www.instagra.m.com/general_goldfein/.< Ca.ution-https://www.insta.gram,com/general_goldfein/.> 

David Goldfein 

air force chief of staff 

David. L Goldfein. 

Caution.-https://wwwinstagram,com/david_l_goldfein/ < Caution-https://www.,instagram.com/davidj_gold.fein/ > 

David Goldfein 

air force chief of staff 

David. Goldfeiri 

Caution.-https://www..instagram..com/davidgoldfeinl 0/ < Caution.-https://www..instagram..com/davidgoldfeinl 0/ > 

https://web-m.ita01.mail.mil/owa/?ae=lte.m&t=IPM.Note.SMIME.MultipartSigned&id=RgAAAAAId5xnCAwCQqJnVYmHVO-15BwDrD13LmH2bS7aPkcP... 17/17 



USAF SAF-PA (USA) 
(b)(6) 

(b)(6) (USA) Cc: (b)(6) 

7/3/2019 RE: [Non-DOD Source] Fake Twitter 

RE: [Non-DoD Source] Fake Twitter 
h)(6) DMA HQ DMA (USA) 
Sent: Wednesday, March 27,  2019 5:23 PM 
To: (b)(6) jUSAF SAF-PA (USA) 
Cc: (b)(6) USAF (US) 

(b)(6) 

Thanks for, the case numbers. I am copying you on the email to the Twitter. Gov & Politics group and, our liaison 

The, group is, very responsive and. will hand.le the, majority of requests and issues. I email/copy 

need to be escalated.. 

I did give her contact information to someon.e from your office who attended last the training.  at Twitter DC earlier this 

month. Please do not share her direct email with people outside of your office.1(b)(6) prefers if the services direct their 

requests through the lead office. 

b)(6) 

From: (b)(6) USAF SAF-PA (USA) 

Sent: Wednesday, March 27, 2019 4:40 PM 

To: DMA HQ DMA (USA) (b)(6) 

Cc: USAF (US) (b)(6) 

Subject: FW: [Non-DoD Source] Fake Twitter 

(b)(6) 

Below are the twitter case numbers WRG to the Gen Wolter's fake twitter, accounts. If there is anything else you need or 

ne.e.d for m.e to do, please, let m.e know. 

Respectfully, 

(b)(6) 

(b)(6) 

(b)(6) 
(b)(6) 

(b)(6) 

(b)(6) on items that. 

(b)(6) From: (b)(6) USAF USAFE USAFE PA/USAFE-AFAFRICA/PAO 

Sent: Wednesday, March 27, 2019 6:32 AM 

To: (b)(6) USAF (USA) 
lb)(6) 

(b)(6) 

Subject: RE: [Non-DoD Source] Fake Twitter 

Ma'am, 

Below are the case numbers for the 5 fake twitter accounts-- I could not find any more. 

Twitter Cas.e #0109260645. 

Twitter. Case #0109260813 

Twitter Cas.e #01092606.9.2 

https://web-mita.01.mail.mil/owa/?ae=ltem&t=IPM.Note.SMIME..MultipartSigned&id=RgAAAAAkI5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 1/.10 



7/3/2019 RE: [Non-DoD Source] Fake Twitter 

Twitter Case #01092607.28 

Twitter Case #0109260756 

Respectfully, 

Capt Selena Rodts 

USAFE-AFAFRICA PA 

From: 
(b)(6) 

USAF USAFE USAFE PA/PA 

Sent: Wednesday, March 27, 2019 8:30 AM 

To:103)(6) USAF HAF SAF/SAF/PAI 

PA/USAFE-AFAFRICA/PAO  

(b)(6) 

(b)(6) USAF USAFE USAFE 

CC:(3)(6) IUS Air Force HAF SAF/PA (b)(6) US Air 

 

Force HAF AF PUB AFFAIRS AG FO/PAI (b)(6) 

Subject: RE: [Non-DoD Source] Fake Twitter 

(b)(6) 

Thank you for your help! 

(13)(6) 

Please take care of submitting a form for each of Gen Wolters' fake Twitter accounts (there are 5 last time I looked) and then 

forward the case numbers. to  (3)(6) and  (b)(6) Hopefully this won't take too long! 

v/r (b)(6) 

   

From: 

    

(b)(6) USAF (US)1 (b)(6) 

 

Sent: Tuesday, March 26,, 2019,9:34 PM 

  

To: (b)(6) USAF USAFE USAFE PA/PA (b)(6) 

 

Cc: (b)(6) US Air Force HAF SAF/PA (b)(6) 

 

US Air 

Force HAF AF PUB AFFAIRS AG FO/PAI (b)(6) 

Subject: RE: [Non-DoD Sourc.ej Fake. Twitter 

Ma'am, 

The verdict from the Twitter govt rep was the following: 

1. Submit a form for each one using https://help.twitter.corn/forms. You will receive an email with a case number, and, the 

email will let you know if the account meets the impersonation requirements. 

2. Send or forward the case numbers to me and (tio.) (CC'd) and we will pass them to the govt rep. 

Sorry this, wasn't as quick a fix as we would have liked, but I'm hopeful we can get this taken care of together. Thanks, 

(b)(6) 

Very Respectfully, 

(b)(6) 

https://web-mita01.rnail.rnil/owa/?ae=ltem&t=IPM.Note..SMIME.MoltipartSignecl&id=RgAAAANcl5xnCAwCQqJnVYmHVth.5BwDrD13LmH2bS7aPkcP6... 2/10 



From: (b)(6) 

Sent: Monday, March 25, 20.19 4:24 P.M 
To: (b)(6) USAF USAFE USAFE PA/PA 
Subject: [Non-DoD Source] Fake Twitter. 

(b)(6) 

  

17 '0 61% mi gel 02—

 

 

000 

lb 

Tod D. Wolters 
@wolters_tod 

C Follow) 

M work 

7/3/2019 RE: [Non-DOD Source] Fake Twitter 

From: USAF USAFE USAFE PA/PA 
Sent: Monday, March 25, 2019 11:35 AM 
To: (b)(6) USAF (US) (b)(6) 

Subject: FW: [Non-DoD Source] Fake Twitter 

(b)(6) 

Below are the fake accounts. T.hank you for, your help in getting these deleted. 

(3)(6) 

h.ttps://web-mita.01.mail.mil/owaRae=lte.m&t=1PKNote.SMIME.MultipartSigned&id=RgAAAAAfc15x.nCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 3/10 

(b)(6) 



17 Joined January 2019 

1,600 Following 137 Followers 

Not followed by anyone you're following 

Tweets  Tweets & replies Media Likes 

Who to follow 

HO' 

C Follow 

NA 

OIS:81 
@ajFE9c5D3bPz3qU 

EI-101-2 

C. 
If 1 Stephen R. Lyons 

@StephenRLyons 
• 

• 

7/3/2019 RE: [Non-DoD Source] Fake Twitter 

htkos://web-mita01.mail.mil/owanae-Item&I-IPM.Note.SMIME.MultipanSigned&i0=RgAAAAAtaxoCAwCaqJnWmHVth5BwDri)131.mH2bS7aPkcP6 .. 4110 



(b)(6) 

41:! 
t.' 4fie 
Wolters  D  Tod 
@WoltersTod 

0 Afghanistan El Joined July 2018 

31 Following 2 Followers 

Not followed by anyone you're following 

Tweets  Tweets & replies Media Likes 

Who to follow 

Follow ) 

RE: [Non-DoD Source] Fake Twitter 

hnios //web-mita01.mail.mil/owaPaewItem&t-IPM.Note.SMIME.MultipanSigned&ideRgAAAAAtaxoCAwC.CNJoWmHVth5BwDri)131.mH2bS7aPkcP6 5/10 



7/3/2019 RE: Non-DoD Source] Fake Twitter 

71.1fri 
PM, 

 ( Follow ) 

Tod daniel wolters 
@Realiodwolters 

0 Berlin Germany E  Joined June 2018 

3 Following 1 Follower 

Not followed by anyone you're following 

Tweets Tweets & replies Media Likes 

Who to follow 
htlps://web-mita01.tratmil/owa/?ae-Item&t-IPM.Note.SMIME.MultiparlSgned&i0=RgAAAAAfd5x6CAwCaqJnVYmHVth5BwDr1)131mH2bS7aPkcP6... 6110 



Tod Wolters 
c(:p TodWolterc 

I am motivated b life itself because life is 
h11ps://w.eb.-mita01..mail..mii/owa/?ae=ltem&t=IPM..NoWSMIME.MultipartSigned.&id.=RgAAAAAfd5.xnCAwCQqJnVYmHVth.5.Bw.DrD13LmH2b.S7aPkcP6... 7/10 

713019 RE: [Non-DoD Source] Fake Twitter 



what you made it. 

El Joined August 2017 

28 Following 7 Followers 

Not followed by anyone you're following 

Tweets  Tweets & replies Media Likes 

Who to follow 
(bXa) 

 

• E 1 

 

7/3/2019 RE: [Non-DoD Source] Fake Twitter 

httpsliweb-mita01.mail milrowarkae-Item8C-IPM.Note.SMIME.MultipartSigned8id-RgAAAAArd5xnCAwCaqJnWmHVth5BwDr0131.mH2bS7aPkcP6 8/10 



7/3/20.19 RE: [Non-Do.D Source] Fake. Twitter 

( Follow ) 

Tod D. Wolters 
@TodDWolters1 

United States Joined February 2019 

24 Following 3 Followers 

Not followed by anyone you're following 

Tweets Tweets & replies Media Likes 

Who to follow 
(b)(6) 

https://we.b.-mita.01.mail.mil/owa0a.e.=Item&t7=IPM.Note..SMIME.MultipartSigne0&id=RgAAAAAfd5x.nCAwCQqJnVYmHVtb5.BwDrD13LmH2bS7a.PkcP6.... 9/10 



(b)(6) 

7/3/2019 RE: [Non-DoD Source] Fake Twitter 
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7/3/2019 RE: Tyndall Twiner-verified 

RE: Tyndall Twitter-verified 
(b)(6) AlC USAF ACC 633 ABW/PA 
Sent:Friday, May 31, 2019 2:09 PM 

(b)(6) 

To: (b)(6) DMA (USA) 

Hello (b)(6) 

The email associated with Tyndall's IG is tyndallafb.325fw@gmail.com. The link to our site is already on the bio.. I'm 

somewhat new to social media, what exactly is Twitter Media Studio used for? 

Let me know if anything else is needed, and thank you again for your help.. 

V/r, 

(b)(6) 

From: (b)(6) DMA (USA) 
Sent: Friday, May 31, 2019 11:39 AM 

To: (b)(6) USAF ACC 633 ABW/PA (b)(6) 

Subject: RE: Tyndall Twitter-verified 

Hello (b)(6) 

Thanks, for getting back to me. I am working to. review and verify all official DOD social media acco.unts in an effort to, 
reduce imposters. and. scams. Twitter no longer does verifications, but have generously agreed to help the DOD.. 

You have great timing.. Your Twitter account looks, ready to verify and I will submit the request today with the batch.. We're 
looking.  at a two-week. turnaround. Do you need access to Twitter. Media Studio? 

Please add the official webs.ite URL to th.e IG account bio area.. Also send me th.e emai.I associalted with that account and I 
will submit that one to.day as well.. 

Thank you, 
(b)(6) 

(b)(6) 

https://twitter,com/DeptofDefense  

https://www.instagram.com/deptofdefense 
https://www.facebook,com/DeptofDefense 

https://www.linkedin.com/company/united-states-department-of-defense 

https://www,defense,gov 

From: (" 6) U.SAF ACC 633 ABW/PA <alexandra.singer@us.af. mil> 

Sent: Friday, May 31, 2019 12:08 PM 

https://web-mita01.mail.mil/owaNe=ltem&t=IPM,Note.SMIME,Multipart$igned&id=RgAAAAAtd5xnCAwaWnVYmHVth5BwDrD13LmH2bS7aPkcP6... 1/2 

(b)(6) 



7/3/2019 RE.: Tyndall Twitter-verified 

   

(b)(6) To: (b)(6) CIV DMA HQ DMA (USA) 

Subject: Tyndall Twitter-verified 

 

Good. morning (b)(6) 

I just saw your message on Twitter about getting Tyndall AFB verified. I'm part of the new team TDY'd here temporarily, 

a.nd I'd love, to get the Twitter verified while. I'm here.! 

Let me know what I can do to make that happen. Thank you for reaching out! 

v/r 
(b)(6) 

https://web-mita01.mail.mil/owa/?.ae=ltem&t=IPM.Note.SMIME.MultipartSigned.&id.=RgAAAANd5xnCAwCQqJnVY.mHVth5BwDrD13LmH2bS7aPkcP6... 2/2 



7/3/2019 [Non-DoD Source] Impostor Take Down I Job: 354907191796855 

Non-DoD Source] Impostor. Take Down I Job: 354907191796855. 
Fac book [case++aazq427ffyhxdc@support.facebook,corn] 

Tuesday, April 23, 2019 12:50 PM 

    

It)(6) ICIV (US) 

   

(b)(6) 
11h1(61 ICIV DMA HQ DMA (USA); 1(b)(6) USAF AFSOC PA (US); (b)(6) USAF (US); 

CIV USAF (USA); (b)(6) 

   

All active links contained in this email were disabled.. Please verify the identity of the sender, 
and confirm the authenticity of all links contained within the message prior to copying and 
pasting the address tp a Web browser, 

Hi (b)(6) 

You're welcome and thank you for the update!. 

Upon further review, I found that the account (Caution-

 

https://www,facebook,com/ibrahim.nizeyimana,58) has already been disabled.. 

Feel free to. let me know if you have an.y.  additional questions regarding this inquiry and I would 
be happy to help. 

Best regards, 

(b)(6) 

>On Tue Apr 23, 2019 08:51:01, MX6) USAF AFSOC AFSOC PA/AFSOC/PA wrote: 
>Hi i(b)(6) 

>Thank you so much for reviewing the account I reported. 
>I noticed this morning that, the imposter account. is now using a profile photo of our commander 
here at Air Force Special Operations Command. Is there any way we can have this photo. removed?. I 
have reported this account again, but, just wanted. tp check with you to see if there was anything I 
could do on my end, 
>Imposter account: Caution-https://www.facebook,com/ibrahim.nizeyimana.58 
>Official account: Caution-https://www.facebook.com/COMAFSOCOfficial/ 
>I greatly appreciate your time and effort. Thank you. 
>Respectfully, 
> 
> 
> 

(b)(6) 

To: 
Cc: 

>-----Original Message-----

 

>From: Facebook <case++aazq427ffyhxdc@support.facebook.com> 
>Sent: Monday, April 22, 2019 3:31 PM 
>To: 1(b)(6) USAF AFSOC AFSOC PA/AFSOC/PA 
>Cc: MO) USAF AFSOC 

IUSAF AFSOC AFSOC (b)(6) 

AFSOC 
PA! PA 1(b)(6) 

PA/AFSOC/PA 
(b)(6) 

(b)(6) U5AF AFSOC AFSOC PA/PA PO) 
>Subject: [Non-DoD Source] Impostor Take Down [ Job: 3549071.91796855. 
>Hi MX6) 

>After reviewing this with our specialists, we found that we aren't able to remove the account you 
reported because they don't violate Facebook policy or they have already been unpublished, 
>We can only remove accounts that falsely.  claim tp represent your official presence on Facebook. 
Fan pages and opinion pages don't violate Facebook policy.. 
>If you believe that an account is infringing.  OR your intellectual property, you can report it 
here: Caution-https://www.facebook,com/help/intellectual_prop.erty 
>Please feel free to reach out if you have any additional questions regarding this inquiry and I 
would, be happy to help. 
>Best regards, 

1(b)(6) 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwD,D13LmH2bS7aPkcP6ObnHAAAAQGpPAAD.rD1... 1/3 



Apr 22, 2019 10:10:54, )(6) USAF AFSOC AFSOC PA/AFSOC/PA wrote: >»On Mon 
(b)(6) 

7/3/201.9 [Non-DoD Source] Impostor Take Down I Job: 3549071.91796855 

(b)(6) 

»On Mon Apr 22, 2019 11:32:35, b)(6) wrote: 

»I hope you are having a great day) My name is 00) with the Facebook Client Support Team. 
While 0:0(6)  assisted with claiming your username on Instagram, I'll Pe helping with you request 
to remove an unauthorized Facebook account (Caution-
https://www,facebook,com/ibrahim.nizeyimana,58). 
>>.I'm currently working with our specialists to review this further and as soon as I have an 
update, I will loop back. 
>>.If you have any additional questions or concerns regarding this inquiry, please feel free to 
reply to this email and I would be happy to help, 
»Best regards, 
(b)(6) 

1(b)(6) 

>»My name i5(b)(6) and I work for Air Force Special Operations Command Public Affairs. 
I greatly appreciate all of the proactive and efficient assistance you provided in order to get 
our command social media accounts verified. Thanks again! 
>>>Another account we operate is a Facebook page for our commander, Lt. Gen Brad Webb 
(@COMAFSOCOfficial). This account is not verified and is frequently impersonated. Unfortunately, 
we are currently dealing with another impersonator. Following your instructions below, I reported 
the imposter's profile and filled out the form to report a Facebook page that is impersonating a 
public figure. 
>>>I wanted to reach out to you personally to see if there were any additional steps I could take 
in order to have this account removed. Furthermore, would it be possible to verify our commander's 
page? Perhaps this will deter impersonators in the future. 
>>>Our account link: Caution-https://www.facebook.com/COMAFSOCOfficial/ 
>»Imposter account link: Caution-https://www.facebook.com/ibrahim.nizeyimana.58 
>>>Please let me know if you have any questions. Thank you so much for your time. 
>»Respectfully, 

(b)(6) 

>>.> Original Message 
>»From: Facebook. <case++aazq3dkv6m7jxl@support.facebook..com.> 
>»Sent: Monday, April 8, 2019 11:21 AM 
>>>To: (b)(6) 

   

>»Cc: 

   

USAF 
>>>AFSOC AFSOC PA/AFSOC/PA(W(6) 1 

 

>»Subject: [Non-DOD Source] Handle Update I  Job: 588208835030932 Hi 
 We reviewed your Account 

>>>(Caution-https://www.instagram.com/AFSpecOpsCmd/) and determined that it's eligible for 
verification. You'll now see a blue check-mark next to your username on your profile and in search 
results on Instagram. 
>»Please note that verified Accounts must remain public, have a profile picture and post content. 
>»We strongly recommend you turn on two-factor authentication to help 
>»protect your Instagram Account. For details about how to set up 
>»two-factor authentication and keep your Account secure in the future, 
>>>please follow the security tips in the Help Center: 
>»Caution-https://www.facebook.com/help/213481848684090/ 
>»Our team is happy to help you further establish your authentic 
>>>presence by removing impostor Accounts. If you're being impersonated, 
>»please follow these instructions to report impostor Accounts: 
>>>Caution-www.facebook.com/help/167722253287296 
>»If you have any questions in regard to this matter, please feel free to reach out. 
>»Thanks, 
1(b)(6) 

>»Facebook Client Support. Analyst 
>>.>Please help us improve our Customer Support by taking a few minutes to complete a brief survey 
about your experience with me. You'll receive an email linking to our survey in the next few 
minutes. I appreciate your feedback, and thank you for contacting Facebook. 
>>.>»On Fri Apr 5, 2019 09:38:54, Salem wrote: 
>>>>>1-li 10)(6) 
>>.>>>Thanks for submitting this request. We've changed your username (Caution-

 

h.ttps://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth.5BwD,D13LmH2bS7aPkcP6ObnHAAAAQGRPAAD.rD1... 2/3 



MX6) 

On Apr 2, 2019, at 18:08, Facebook <case++aazq3dkv6m7jxl@support.facebook.com> wrote: 

7/3/2019 [Non-DoD Source] Impostor Take Down I Job: 354907191796855 

https://www.instagram.com/AFSpecOpsCmd/), and this should be reflected throughout the system soon. 
>»»If you have any questions in regard to this matter, please feel free to reach out. 
>>»>Thanks, 
>>>» (b)(6) 

>>>»Facebook Client Support Analyst 
>»»Please help us improve our. Customer. Support by taking a few minutes to complete a brief 
survey about your experience with me. You'll receive an email linking to our survey in the next 

I appreciate your feedback, and thank you for contacting Facebook. 
Air 2, 2019 15:14:44, Fujikawa, Aimee F CIV DMA HQ DMA (USA) wrote: 

>>>>>» This is 030) with the Facebook Client Support Team. I work alongside 1000) and (b)(6) 

and I'm happy to assist you today. 
>>>>>>> 
>>>»» While MX6) works on your Page username change request, I'll be helping with your 
Instagram username claim and Instagram verification requests here. I understand that you would 
like to claim the username (Caution-https://www.instagram.com/AFSpecOpsCmd/) with the Instagram 
Account (Caution-https://www.instagram.com/afsoc_official/), and then verify the resulting 
Instagram Account (Caution-https://www.instagram.com/AFSpecOpsCmd/). I have applied to claim the 
username (), and I will contact you after your application has been processed. I will apply to 
verify the Instagram Account (Caution-https://www.instagram.com/AFSpecOpsCmd/) once the username 
has been changed. 
>>>>>» 
>>>>>» If you have any questions in regard to this matter, please feel free to reach out. 
>>>>>» 
>>>»» Thanks, 
>>>>>>> 
>>>>>» (b)(6) 

»»>» Facebook Client Support Analyst 
>>>>>» 
>>>>>» 
>>>>>> 
>>>» 
>>» 
>» 

few minutes. 
>>»»On Tue 
>>>>>.> 
>>>>»Correct. Yes, please, 
>>»»Thank you so much! 

https://web-mita.01.mail.mil/owa/?a.e=ltem&t=IPM.Note&id=RgAAAAAfd5x.nCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6ObnHAAAAQGpPAADrD1... 3/3 



Original Message 
From: (b)(6) DMA HQ DMA (USA) (b)(6) 

7/3/2019 RE: Twitter verification 

RE: Twitter, verification 
DMA HQ DMA (USA) 

Sent:Monday, April 15, 2019 10:20 AM 
To: (b)(6) USN CHINFO WASHINGTON DC (USA) 

(b)(6) 

(b)(6) 

Cool!. I am going to copy you on the emails for the Marines accounts. 

Original Message  
From:  b)(6) CIV USN CHINFO WASHINGTON DC (USA) 
Sent: Monday, April 15, 2019 8:43 AM 
To: (b)(6) DMA HQ DMA (USA) <aimee.f,fujikawa.civ mai.l.mil> 
Subject: RE: Twitter verification 

I took (b)(6) job at USMC. 

Very respectfully, 

(b)(6) 

(b)(6) 

Sent: Friday, April 12., 2019 5:35 PM 
To: (b)(6) USN CHINFO WASHINGTON DC (USA) 
b)(6)  i 
Subject: RE: Twitter veriffcation 

Turnover? Where are you going?. 

(b)(6) 

NORTHCOM 
(b)(6) 

INDOPACOM 
(b)(6) 

(b)(6) 

(b)(6) 

(b)(6) 

https://web.-mitanmail.mil/owa/?.ae=ltem&t=IPM.Note.SMIME.MultipartSigned&td=RgAAAAAId5xnCAwCQqJnVYmHVtt-i5BwDrD13LmH2b.S7a.PkcP6... 1/6 



7/3/2019 RE: Twitter verification 

(b)(6) 

(b)(6) 

USSOCOM 
(b)(6) 

AFR[COM 
(b)(6) 

EUCOM 
(b)(6) 

NATIONAL GUARD 
(b)(6) 

Marines 
(b)(6) 

AIR FORCE 
(b)(6) 

OCPA 
(b)(6) 

Tony °Bryant 
(b)(6) 

https://web-mita01.mail.mii/owa/?ae=ftern8a=1PM„Note.SMIME„MultipartSigned&ic1=RgAAAAA1c15x.nCAwCQqJnVYmHVt)15BwDrD13LmH2bS7.aPkcP6... 2/6 



----Original Message 
From: 1(b)(6) 
(b)(6) 

7/3/2019 RE: Twitter verification 

ARMY 

SFC Kyle J.. Richardson 
(b)(6) 

COAST GUARD 
(b)(6) 111 

----Original Message  
From: 1(b)(6) —II=Uft  USN CHINFO WASHINGTON DC (USA) 

1(b)(6)  
Sent: Friday, April 12, 2019.3:32 PM 
To:  ))(6) DMA HQ DMA (USA) (b)(6) 

Subject: RE: Twitter verification 

Sure thing. I'm certain some of those POCs are outdated. 

I'm. working my turnover binder still. Do you have a. directory of our 
counterparts and also the COCOM POCs? 

Very respectfully, 

From: (b)(6) DMA HQ DMA (USA) (b)(6) 

Sent:. Friday, April 12, 2019 33.1 PM 
To: (b)(6) USN CHINFO WASHINGTON DC (USA) 
Subject: RE: Twitter verification 

WOW! Thanks. 

USN CHINFO WASHINGTON DC (USA) 

https://web-mita01..mail..mil/owa/?ae=ltem&t=IPM.Note..SMIME.MultipartSigned&ic1=RgAAAAAfd5xnC.AwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 3/6 



7/3/2019 RE: Twitter verification 

Sent: Friday, April 12, 2019  3:27 PM 
To: (b)(6) DMA HQ DMA (USA) 
Subject; RE: Twitter verification 

 

(b)(6) 

 

Please s.ee atahed, for a list of all Navy sociai media, registered, with u.s. 

Very respectfully, 

(b)(6) 

From: (b)(6) DMA HQ DMA (USA) 
Sent:. Friday, April 12, 2019 3:.20  PM 
To: (b)(6) USN CHINFO WASHINGTON DC (USA) 
S.ubject: RE: Twitter verification 

(b)(6) 

We are in the process, of. logging them, 

Yes, please. That would be helpful, 

1(b)(6) 

Original Message 
From: b)(6) IV USN CHINFO WASHINGTON DC (USA) 
b)(6) 

Sent..1-riday, April 12, 201  2:.21 PM 
To: Vb)(6) DMA HQ DMA (USA) 
Subject: RE: Twitter verification 

 

(b)(6) 

 

(b)(6) 

Can you provide a list of, Navy commands, that you've contacted? 

I can save you, some work by providing you. a, list of our registered accounts 
and their P.00s.. 

Very respectfully, 

(b)(6) 

(b)(6) 

(b)(6) From: 1(b)(6) DMA HQ DMA (USA) 
Sent: Friday, April 12, 2019 2:13 PM 
To: l(a)(6) IMC3 USN, USS  JOHN C. STENNIS 
Cc: (b)(6) USN COMCARSTRKGRU THREE (USA); (b)(6) 

httpa;//web-m11a.01..mail..mit/owa/?ae=ltem&t=IPM..Note...SMIME..MultipartSignei:Aid.=RgAAAAA1c15x.nCAwCQqJnVYmHVth5BwDrDI3LmH2bS.7aPkcP6... 4/6 



7/3/2019 RE: Twitter verification 

(b)(6) USN CHINFO WASHINGTON DC (USA); 1(b)(6) U.SN CHINFO 
WASHINGTON DC (USA) 
Subject: RE: Twitter verification 

(b)(6) 

The verification request for.@stennis74 was submitted yesterday and can take 
up to two weeks. The, blue, check, will just appear without notice, so please. 
keep an eye out. Copying Navy Social Media POCs and my colleague (b)(6) 

I also requested Twitter Media Studio, which should be available today. Not 
sure if you already had it.. It's availab.le from the account page in the drop 
down from your profile icon in the tool bar area, 
https://media.twitter.com/content/media-twitter/en us/articles/products/2018 
/media.-studio,html 

Twitter.didn't have any issues with the account so there is no need to talk 
on the phone,.:) 

Working on IG and. FB verifications next week. That process is, a little more 
involved., Those accounts, look good and there is nothing else needed, at this 
time. 

Have a great weekend! 

1(b)(6) 

----Original Message 
From: (b)(6) 
1(b)(6) 

Sent: Friday, April 12, 2019 1:53 AM 
To: 03)(6) DMA HQ DMA (USA) (b)(6) 

Cc: 100)(6) USN COMCARSTRKGRU THREE (USA) 
1(b)(6) 

Subject: RE: Twitter verification 

Ma'am, 

We only have Stennis twitter, lnstagram, and Facebook, I'm not sure if 
Instagram or Facebook do verification things. None, of our chain of command, 
has, any official social media. It would just be the ship's page(s). 

Twitter: https://twitter.com/stennis74  

Instagram : https://www.instagram.com/stenniscvn74/ 

Faceb.00k : https://www.facebook.com/stennis74  

We can talk on the phone if you. would like to set up a tim.e with PAO and I, 
however we have a significant time, difference, so it would, be better to 
email for the foreseeable future. But if, you would, prefer to speak on the 
phone it is possible, just give me a couple times and dates EST and I will 
sae, if whe.n we, can facilitate, 

Very Respectfully, 

(b)(6) 

John C. Stennis Media 

IUSN, USS JOHN C. STENNIS 

----Original Message  
From: (b)(6) DMA HQ DMA (USA) 
(b)(6) 

Sent: Thursday, April 11, 2019 3:52 PM 
To: 0)(6) IUSN, USS JOHN C. STENNIS 
Cc: (b)(6) USN„ USS JOHN C. STENNIS 

https://web-mita0.1.mail.mil/owa/?ae=ltem&tFIPM.Note.SMIME.MultipartSigned&id=RgAAAAAN5xnCAw.CQqJnVYmHVO-15Bw.DrD.13LmH2.bS7aPkcP6... 5/6 



7/3/2019 RE: Twitter verification 

Subject: Re: Twitter verification 

Hello (b)(6) 

Thanks for your email. Does your organization have any other accounts? 

I am working to review and, verify official accounts in an effort to reduce 
imposters and scams which is a big problem. Also,. for @DeptofDefens.e account 
posts, we'd like to. make, sure the, accounts we tag are, legitimate and 
verified. 

Wo.uld you mind sending links, to. the official accounts (verified and not).  to. 
include, commanders/chief, if applicable.. Please, feel free, to forward my 
email and loop in your. chain. of. command. 

I'd like to take a look at them and then discuss on the phone if that's 
possible. Does that sound good? 

Thank you, 
(b)(6) 

(b)(6) 

On Apr 11., 2019,, at 01:46,1(b)(6) USN, USS JOHN C. STENNIS 
(b)(6) wrote: 

Good Morning (b)(6) 

I am  b)(6) and. I monitor the Stennis social media, and 
after, talking to PAO, we would be very interested in getting our accounts 
verified. Thank you. so much for reaching out to help u.s with this! Any 
advice you can give would be greatly appreciated. 

Very Respectfully, 

(b)(6) 

John C. Stennis Media 

https://web.-mita01.mait.mil/owa/?ae=ltem&t=IPM,Note.SMtME..MultipartSigned&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13.LmH2bS7aPkcP6... 6/6 



7/3/20.19. Re: @DIU_x.Twitte.r Verification 

Re: @DIU_x Twitter Verification 
(b)(6)  
Sent:Wednesday, Apol 1/, 2019 9:46 PM  
To: I( 

All active, links contained in this email were. disabled.. Please verify the, identity of the sender, and confirm, the authenticity of all links. 
contained within the message prior to copying and pasting the address to a. Web browser.. 

b)(6) 

We have a Facebook and Linked in page 

Sent from my iPhone 

On Apr 17, 2019, at 9:40 PM, IMO)  
Wrote:  

C1V DMA HQ DMA (USA) 

Ill (b)(6) 

Nice to e-meet you. Thank you for responding. 

I am working to review and verify all. official DOD social media. accounts in an. effort to reduce imposters and scams. We also 
want to, ensure accounts the @DeptofDefense tags and mentions are verified. Twiner no longer does verifications but haye 
generously agreed to help the, DOD. 

The @DIU Jc. account looks ready for verification and I will submit the request tomorrow, I will also request for access to 
Twitter Media Studio in case you don't already have it. 

Are there any other official accounts in need of verification? 

Thank you, 
(b)(6) 

@DeptofDefens.e 

On Apr 17, 2019, at 18;21, 
wrote: 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the 
authenticity.  of all links contained within the message prior to copying.  and pasfing.  the address. to a Web browser. 

We are a DoD entity. Let me know what you need from us. 

Johanna 

Sent from my iPhone 

On Apr 17,2019, at 4:00 PM, CIV DMA HQ DMA (USA)' via General DIUx Questions 
<questions@diux.mil <Caution-mailto:questions diux.mil > < Caution-Caution-
mailto:questions@diux.mil < Caution-mailto:questions@diux.mil > > > wrote: 

Good afternoon, 

httpOweb-mita01.rnail.rnil/owa/?ao.=Item&t=IPM,NoteAld=RgAAAAAfd5xnCAwCQqJnVYmHVth5.BwDrD13.LmH2bS7a PkcP6Ob n H AAAAQG p PAAD r D I ... 1/2 



7/3/2019 Re: @DIU_x Twitter Verification 

My name is. (b)(6) and I am (b)(6) at the Pentagon. 

    

I am working to review.and.verify all official DOD social media ac.counts, in an effort to reduce 
imposters and scams. We also want to ensure the @DeptofDefense account tags and mentions are 
verified.. Twitter no longer does verifications but have generously agreed to help the DOD. 
The @DIU_x account looks ready for verification and I will submit the request this afternoon.. Please 
let me, know if you are interested. 

Thank you. 
(b)(6) 

(b)(6) 

DMA Pentagon Bureau 
(b)(6) 

(b)(6) 

Caution-Caution-https://twittercom/DeptofDefense.< Caution-Caution-https://web-

 

mechOl.mait.mil/owa/re.direspx? 
C=kRPyUmu0Pcxba1eJA5HkJUARX7Qg1kygmyBiEHNMkfsZXdFpRk3VCA..&URL=https°/03e/02P/02ftwitter.com%2fDeptofDefense > 
Ca.ution-Caution-https://www.instagram.com/deptpfdefense < Caution-Caution-https://web-

 

mech01 .mail.mil/owa/rediraspx?C=B-

 

SPfsQ3tDeZUd4_1FrYppur9GBw5f0n3dYeiwWmQ4UZXdFpRk3VCA.AURL=https%3a%21%2fCaution-Caution-
www..instagram.com%2fdeptofdefe.nse.> 
Caution-Caution-https://www.facebook.com/DeptofDefense.< Caution-Caution-https://web-. 
mechOl.majt,mil/owa/redir.a.spx? 
C=7P5IggTrCe.0gBaM7opW32CddQdUguEw3051i2K1Bx1w2XdFpRk3VCA...&URL=httpscY030021°/02fCaution-
Caution-www..facebook.com%2fDeptpfDefense > 
Caution-Caution-https://www.linkedin.com/company/u.nited-states-de.partment7of-defense < Caution-Caution-. 
https.://w.eb-mechOl.mailmil/owa/rediraspx? 
C=FMiMQYUjZQP0iZ.LXjfgAu1BnNtuzwUpB.bdcLUBjg579Z.XdFpRk3VCA...&URL=httpe/03e%2f%21Caulion-. 
Caution-www.linked.in.com°/02fcompany°/02funited-stetes-department7of-defe.nse > 
Ca.ution-Caution-hltps://www.defense.goy <.Caution-Cantion-https://www.defense.gov/.> 

https://web-mita01.mail.mil/owa/?ae=ltem&t=1PM.Note&id=RgAAAAAfd5xnCAwCQgJnVYmHVth5BwDrD13LmH2b$7aPkcP6ObnHAAAAQGpPAADrD1... 2/2 



7/3/2019 Social Media Verification 

Social Media Verification 
(b)(6) PACOM JOOSEL 
Sent: Wednesday, April 17, 2019 7:11 PM 
To: kb)(61 —1 DMA HQ DMA (USA) 
Cc: (b)(6) 1USINDOPACOM JO MX6) 

(b)(6) 

(b)(6) 

Aloha! 

Thank you for reaching out to me concerning Social Media platform verification. status.. 

Please let me know the next. steps. Looking forward to. working with yo.0 and most of Mahalo! 

Yours aye, 

(b)(6) 

U.S. Indo.-Pacific Command 

https://web-mita01..mail..mil/owa/?ae=ltem&t=tPM.Note&id=RgAAAAAfd5xn.CAwCQqJ.nYYmHVth.5BwDrDI3Lm.H2bS7aPkcP6ObnHAAAAQGpPAADrD1... 1/1 



DMA HQ DMA (USA) On Wed, Apr 17, 2019, 6:25 PM 

7/3/2019 [Non-DoD Source] Re: @LeapFrogs Navy Parachute Team verified accounts 

[Non-DOD Source] Re: @LeapFro.gs Navy Parachute Team verified accounts 
Public Affairs [le.apfrogspao@gmail,COM] 
Sent:Th.ursday, April 18, 2019.  1:44 AM 
To: DMA HQ DMA (USA) 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the 
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser. 

Ma'am., 

Thank you for the assistance.. We also, have histogram @navyparachuteteam and YouTube @NavyLeapFrogs. 

Very Respectfully, 

____________!I USN 
U.S, Navy Parachute TemPublic Affairs Officer 

Hello 

Thanks for emailing! 

wrote: 

I am working to review and verify all official DOD social media accounts in an effort to reduce imposters and 
scams‘ Twitter no longer does verifications but have generously agreed to help the DOD. 

Your Twitter account looks ready to verify and I will submit the request tomorrow. We're looking at a two-
week turnaround. I found the Facebook account and will work on verifying that platform next week. Will 
circle back with any updates. Caution-https://vvvvw.facebook.com/leapfrogs/ < Caution-
https://www.facebook.com/leapfrogs/ > 

Awesome cover photos on both! 

Thank you, 
Aimee 

@DeptofDefense 

On Apr 17, 2019, at 18:36, Public Affairs <leapfrogspao@gmail,com < Caution-

 

mailtoJeapfrogs.pao@gmalcom > > wrote: 

Ma'am, 

https:fiwe.b-mita01.mail..mil/owa/?ae.=Ite.m&t=tPM.Noteecid=RgAAAAAfd5xnCAwCQqJ.nVYmHVth5BwDrD1.3LmH2bS7aPkcP6ObnHAAAAQGpPAADrDt... 1/2 



7/3/2019 Non-DoD. Source] Re: @LeapFrogs Navy Parachute Team verified accounts 

We would. love your assistance with getting our social media accounts verified.* Please let me 
know what you may need, from us, 

Very Respectfully, 

U.S. Navy Parachute Team. Public Affairs. Officer 

https://we.b-mita01.mail,miYowe/?ae.=ttem84=IPM.Note&id=RgAAAAAfd5xnCAwC.QqJnVYmH.Vth5BwDr01.3LmH.2bS.7aPkcP6ObnHAAAAQ.GpPAAD.rDi... 2/2 



(b)(6) 

(b)(6) 

7/3/2019 RE: Fraudulent FB accounts: DIA Distribution Europe. Commander. 

RE: Fraudulent FB accounts: DLA Distribution Europe Commander 
(b)(6) DMA H.Q DMA (USA) 
Sent:Thursday, April 18, 2019  5:19. PM 
To: (b)(6) DLA PUBLIC AFFAIRS (US) [Christine.Born.@dla.mill 

Christine, 

Closing the loop on the fake account. Please keep a log for these. 
Reference: 2609205042640293 
https://wvvw.facebook.com/pachu.pachu.5667901  

Hitting the, easy button! 
ib)(6) 

From: ;b)(6) DLA PUBLIC AFFAIRS (US) 

Sent: Thursday, April 18, 2019 4:05 PM 

To: (b)(6) DMA HQ DMA (USA) (b)(6) 

Subject: RE: Fraudulent FB accounts: DLA Distribution Europe Commander 

Thank you. Have a great weekend. 

From: (b)(6) CIV DMA HQ DMA (USA) 

Sent: Thursday, April 18, 2019 4:02 PM 

To: (b)(6) CIV DLA PUBLIC AFFAIRS (US) 

Subject: RE: Fraudulent FB accounts: DLA Distribution Europe Commander 

Hi. (b)(6) 

Nice, meeting you on the. phone.. 

As mentioned, I submitted a form for the imposter account. Reference 2609205042640293.. 

Sharing some. resources with you. 

FACEBOOKJINSTAGRAM: 
Here. is the. link to the. Facebook/Instagram Government and Politics Advocacy Concierge (GPAC) portal: 
https://www,facebook.com/business/clientsupport 
Please let me, know. if you have issues with accessing it, 

TWITTER: 
I will submit the request for verification and Twitter Media Studio access this afternoon. Verification can take 
two weeks. TMS is one day. 
For Twitter support, everything starts with a case number. If you find imposter accounts, report them and send 
me the case number for escalation.- I will help with the initial report. 
https://help.twitter.com/forms  

LINKEDIN: 
February training presentation attached. 

ACCOUNT REGISTRATION: 
Details on registering DOD social media are available on defense,gov 
here: https://dod,defense.gov/Resources/Register-A-Site/tab/Social/?page—DOD 

https://web-mita01.mail.mil/owa/?ae=item&MPM.Note.SMIME.Multipart.Signed&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkoP6.., 1)8 

(b)(6) 



7/3/2019 RE: Fraudulent FB accounts: DLA Distribution Europe Commander. 

SOCIAL MEDIA HUDDLE: 
hips ://www. facebook.com/groups/181298759282608/ 

SHORT LINK: 
https://go.usa.gov/ 

Thanks! Have a great. weekend! 
(b)(6) 

(b)(6) 

aimee.f.fujikawa.civ@mail.mil 
https://twitter.com/DeptofIDefense  
https://www.instagram.com/deptofdefense 
https://www.facebook.com/Deptofljefense 
https://www.linkedin.com/company/united-states-department-of-defense 
httos://www.defense.gov 

F r o m. : (3)(6) DLA PUBLIC AFFAIRS (US) (b)(6) 

Sent: Thursday, April 18, 2019 10:55 AM 

 

   

(b)(6) To: (b)(6) CIV DMA HQ DMA (USA) 

   

Subject: Re: Fraudulent FB accounts: DLA Distribution Europe Commander 

Ok, Pis call 
(b)(6) 

DLA Public Airs 

b)(6) 

(b)(6) 

On Apr 18, 2019, at 10:47 AM, (b)(6) DMA HQ DMA (USA) 
(b)(6) wrote: 

Just got called into, another meeting. Let's, talk this afternoon, ok? 

From: (b)(6) DLA PUBLIC AFFAIRS (US) (b)(6) 

Sent: Thursday, April 18, 2019 8:47 AM 
To.:  (b)(6) CIV DMA HQ DM.A (USA) (b)(6) 

Subject: RE: Fraudulent FB. accounts: DLA Distribution, Europe Commander 

     

Thanks (b)(6) No lam at DLA, Fort Belvoir. Yes you can call (b)(6) at 0930. Than.k.you 

    

   

(b)(6) From: (3)(6) DMA HQ DMA (USA) 

    

Sent: Thursday, April 18, 2019 8:29 AM 

https://web-mita01„maii„mil/owa/?ae=1tern&t=1PM„Note„SMIME„MultipartSigned.80.=RgAAAAAId5xnCAwCQqJnVYmHVth5BwDr.D18LmH2bS7aPkcP6... 2/8 



7/3/2019 RE: Fraudulent FB accounts: DLA Distribution Europe Commander. 

To: DLA PUBLIC AFFAIRS (US) 
Subject:. Re: Fraudulent FB accounts.: DLA Distribution Europe Commander 

Good morning (b)(6) 

I can definitely help with this and show you how to report. I'll be available after 9:30 and will give a 
call. 

Do you work at the Pentagon? 

Thank ou, 

(b)(6) 

@DeptofDefense 

On Apr 18, 2019, at 06:45, IDLA P.UBLIC AFFAIRS (US) 
wrote: 

Good morning  
I. am the social media manager at Defense Logistics Agency‘ We sometimes get reports 
of fake accounts on some of our commanders‘ This one is from one of our commanders 
in Europe‘ I do not have a Government Facebook POC I can forward to to ask them to 
remove the account.. Do you. have a POC or can you. help me get this taken down? 

Here is the link,. He has included photos of screen captures. 
https://www.facebook.com/pachu.pachu.5667901  

thank you very much. 

(b)(6)+: 

b)(6) 

DLA Public Affairs 

     

From:. 
opr  

(b)(6) USARMY DLA DISTRIBUTION (US) 

 

 

   

Sent: Thursday, April 18, 2019 4:22 AM 
To: (b)(6) DLA PUBLIC. AFFAIRS (US)  
Cc: (b)(6) DLA INFO OPERATIONS (USA) 

https://we.b.-mita01.mai.l.mi.1/pwa/?ae.=4.te.m&t=1.PM..Note.SMIME...Muttipert.Signed&id=RgAAAAAti5xnCAwCQqJnVYmH.Vtb.5.BwDrD1.3.LmH.2bS7aR}roP6... 3/8 



(b)(6) USARMY DLA DISTRIBUTION (US) 

CC: 1(b)(6) 
(b)(6) 

DISTRIBUTION (USA) 

(b)(6) DLA INTELLIGENCE (US) 

DLA INFO OPERATIONS USA 

Sent: We nesday, April 17, 2019 9:56 PM 

Germersheim, Germany 

(b)(6) 

DLA INTELLIGENCE (USA) 
b)(6) 

(b)(6) 

Subject: RE: Fraudulent FB accounts: 

b)(6) 

7/3/209. RE: Fraudulent FB. accounts: DLA Distribution Europe Commander. 

Subject.: FW: Fraudulent. FB accounts: DLA Distribution Europe Commander 

thanks. for helping out with this case. Below is. the URL for the first "fake" 
posting I found a. few weeks back which was, removed by.  FB and returned within 24 
hours, with new pictures„ This, is. the site that. was, originally.  using my.  DLA command 
photo. The site has used several versions. of profile and timeline pies. which are pulls 
from DLA or Central Washington University sites. were I worked in the Army ROTC 
Department„ The current profile pic is of Army Second Lieutenant Joey Knight—I've 
also asked him to report to FB and his, security manager. 

I've attached the FB screen s.hots I've been taking over the past month. Note I was, not 
able to get a. screen shot of the below URL before it was initially.  removed but included 
the profile. (DLA Command Photo).  pic and original timeline pic, another photo off 
DLA.mil of a, press/media release„ 

https://wwwfacebook.com/pachu,pachu,5667901  

Please let me know if you need anything else and thanks, again for all the help. 

Cordially, 

As. I mentioned on the phone earlier today, everything indicates that these accounts, 
were setup to conduct romance scams. (for financial gain for criminals). Basically, it's, 
not a "security" risks., but could be used to defame you. For the ones. that have any of 
your official military.  or DLA owned images., I just submitted a. request for DLA Public 
Affairs to consider assisting you with the take down„ (Granted, the main one that did 
have this type of content, you mentioned you were able to get taken down) 

I jus.t spoke with the Deputy.  Director for DLA Public Affairs and they.  were unsure at. 
the time if they.  could assist.. I submitted an official inquiry.  to them and they.  just 

https://wo.b-mita0.1..m.a.iLmji/owa/?ae.=1.tem.&t=1.PM..Nole..SMI.ME.Multipart$Igned8id.=RgAAAAAfd5x.nCAwCQqJnVYmHVth5.Bw.DrD1.3.Lrn.H2.bS7aPi<cF6... 4/8. 



From: 
b)(6) 

Sent: Wednesday, April 17, 2019 9:13 AM 

b)(6) DLA INTELLIGENCE US) 

7/8/419 RE; Fraudulent FB accounts: DLA Distribution Europe Commander 

responded.. Christine Born from DLA Public Affairs 

noted in the attached e-mail that they could help you.. Please reach out to him for 
assistance and provide him with the links for the profiles you want removed and the 
PowerPoint that you sent to us, as that could help to justify the removal of all of those 
accounts.. 

Side Note.: Any profile that has your photo in it., you have, the ability to. report to 
Fac.ebook...your name/likeness may be a more uphill battle.„,but you, could request a 
takedown under the. impersonation/fraud rules, or if necessary, under US copyright 
laws. Even if you never submitted a copyright for the image, you could cite. 17 U.S.C.. § 
504(c) and the poster not having the rights to use your personal image.. 

(UHFO.U0) I did not identify anything beyond the criminal realm and the usage. of the. 
profiles for romance scams, 

Respectfully, 

To: (b)(6)  USARMY DLA DISTRIBUTION (US) 
(b)(6) 

(b)(6) DLA INFO. OPERATIONS (USA) 
(b)(6) 

CC:. (b)(6) DLA DISTRIBUTION (USA)  
(6)(6) 1 
(b)(6)  DLA INTELLIGENCE. USA  
(b)(6) 
Subject: RE: Fraudulent FB accounts: DLA Distribution Europe Commander 

(b)(6) 

Thanks very much for this additional information. The (b)(6) piece is 

     

also good to know. We'll stand by for Ontri input. 

Sincerely, 

From: (b)(6) 

   

• USARMY DLA DISTRIBUTION (US) 

    

     

(b)(6) 

Sent: Wednesday, April. 
To:  1(b)(6)  

1.7, 2019 9:05 AM 
DLA INTELLIGENCE (US) 

(b)(6) 

 

b)(6) DLA INFO OPERATIONS (USA) 

 

    

 

b)(6) 

  

    

    

DLA DISTRIBUTION (USA). 

https://web-mita01.m.aiLmil/owa/?ae=1.tem.&t=IPM..Note,SMIME.MultipartS.igned&i0=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2b.S7aRkcP8... 5/8 



Good. Morning 

1(b)(6) 

(b)(6)  DLA INTELLIGENCE (USA) 

Subject: Fraudulent FB accounts: 
IF7 

7/3/2019 RE Fraudulent FB acco.unts: DLA Distribution Europe Co.mma.nder 

(b)(6) 

CI V DLA, INTELLIGENCE (USA) 

Subject: RE: Fraudulent FB accounts: 

team, thanks for the assistance on this, greatly appreciated, 

"Can you tell if anything has been posted on the accounts, other than what you showed. 
me? Can you see to whom, the accounts are connected?" 

to. your questions above I cannot see what else, if anything, has been posted. I 
didn't want to friend, them because they would, have access to my profile but if you look 
at who is "liking" the photos you can see, their network,. 

FYSA there is another guy out there named "jonackiss ivanovich" but he isn't using 
any of my photos... 

Cordially, 
(b)(6) 

From:. ("6)  DLA INTELLIGENCE (US) 
b)(6) 

Sent: Wednesday, April 17, 2.019 2:11 PM 
To: (b)(6) -M11 1111 DLA INFO OPERATIONS (USA) 
(b)(6) 

Cc: b)(6) . ILJSARMY DLA DISTRIBUTION (US) 

   

 

(3)(6) 

 

DLA DISTRIBUTION (USA) 

The informed us today 
that two fake Facebook accounts have been established in his name. Details are below, 
and he provided screenshots in the attached file. Most notably, he was able to get FB 
to take one down, and it reappeared not long after. 

Since, we cannot immediately determine if there is a foreign nexus, do you have any 
insight? Within your authorities, is there a way to determine anything about the origin 
of the. accounts? Does something like this require a human at a keyboard, or could. it 
have been generated. by a hot? We welcome any feedback or guidance you have,. as I'm 
a caveman when it comes. to anything cyber.. 

https://web-m.ita01.m.ail.m.iliowa/?ae=lte.m.&tFIPM.Note.SMIME.MultipartSigned&id.=RgAAAAAfd5.xnCAwC.QqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 6/8 

(b)(6) 



7/3/2019 RE; Fraudulent FB accounts: DLA Distribution Europe Commander. 

    

(b)(6) 

    

I've cc'd  
at G.ermersheirm 

 

as. well as. 

 

(b)(6) is the 

      

       

       

Please contact me with any questions. 

Sincerely, 

Counterintelligence and. Insider Threat Specialist 
Defense Logistics Agency 
Fort Belvoir, VA 22060 

From: 

 

USARMY DLA DISTRIBUTION (US.) 

  

Sent: Wednesday, April 17, 2019 5:42 AM 
To: (b)(6) DLA INTELLIGENCE (US) 
(b)(6) 

: (b)(6)   DLA DISTRIBUTION (USA) 
(b)(6) 

Subject: Facebook Impersonator (Who to Report to in DLA) 

first of all I assume you're not the correct person to report this to or resolve but 
wanted to see if you can get me to the next gate. 

BL is I now have two impersonators on Facebook that have surfaced in the past month. 
One is using the profile name, and the other My 
personal profile is ii.,,,Ili  I have reported both of these to FB with mixed 
response. 

They have been pulling photos of me off DLA.mil and my former, assignment at 
Central Washington University so my personal account has not been compromised at 
this point. 

I've included the screen shots. of this, activity.  over the past few, weeks. for. SA. Also 
note that the "Ackis.s. Jonathan" was, temporarily.  removed by.  FB and. then resurfaced a 
few days later. with new pics—current profile pie is of one of my former ROTC Cadets 
(b)(6) The site was removed. this morning by FB but I 
expect that to resurface soon. 

Let me know if you have any thoughts on who to push this to for awareness, 

Cordially, 
(b)(6) 111M 

(b)(6) 

(b)(6) IUSA 

(b)(6) 

https://web-mita01.ma.ii.mii/owa/?ao.=1.tem&t=IPM..N.ote,SMIME.MultipartStaned&id=RgAAAAAfd.5xnCAwCQqJnVYmHVth5BwDrD13LmH2.bS7aRkoP6... 7/8 

(b)(6) 



7/3/2019 RE: Fraudulent FB. accounts: DLA Distribution Europe Commander. 

Germersheim, Germany. 
(b)(6) 

<RE: Inquiry.  - Facebook Takedown for.LTC?.eml>. 

<Ackiss FB Imposter. 2.pptx> 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note.SMIME.MultipartSigned&id=RgAAAAAId5xnCAwCQNnVYmHVth5BwDrD13LmH2bS7aPkpP6... 8/8. 



7/3/2019 RE: PACOMSEL Verification 

RE: PACOMSEL Verification 
(b)(6) DMA HQ DMA (US) 
Sent:Thursday, April 18, 2019 5:33 PM 
To: b)(6) I USINDOPACOM JO l(b)(6) 

 

Cc: b)(6) 1DMA HQ DMA (USA); (b)(6)  DMA PROD (USA) 

I work part time in Building 700. I can drop in around 1,230 if. that. works.! 

--Original Message  
From: l(b)(6) USINDOPACOM JO (b)(6) 

S.ent: Thursday, April 18, 2019 11:27 AM 
To: (b)(6) EMA HQ DMA (US)10)(6) 
CC: (b)(6) •DMA (USA) (b)(6) 

1(b)(6)  
Subject: RE: PACOMSEL Verification 

(b)(6) 

Nice to e-meet you. Are you in the building?. SgtMaj is available between 
1145-1300. Let, me know what works for you?. 

Thanks! 

(b)(6) 

100) IUSA 
U.S. INDOPACOM 
(b)(6) 

DMA PROD. (USA) 

Original Message  
From: I( PACOM JO.OSEL 
Sent: Thursday, April 18, 2019 11:24 AM 
To: DIVIQ DMA (US) 

• DMA (USA) b)6) 

(b)(6)  

b)(6) 

b)(6) 
CC: (b)(6) 

(b)(6) 

b)(6) 
b)(6)  DMA PROD (USA)  b)(6) 
Subject: RE: PACOMSEL Verification 

Thanks (b)(6) 

I have some open time tomorrow, (b)(6)  is. on this, email and can work out a 
great time for a meeting tomorrow. Always look forward to seeing you. 

(b)(6) - ca.n you please find a. grea.t window of opportunity tomorrow?. 

Yours aye, 

(b)(6) 
(b)(6) 

(b)(6) 

US. Indo-Pacific Command 

   

(b)(6) 

   

 

CIV 

  

DMA (US) 

       

       

       

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note.SMIME.MultipartSigned&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrDI3LmH2bS7aPkcP6... 118 



7/3/2019 RE: PACOMSEL Verification 

Date: Friday, Apr.19 2019, 04:29 
To: b)(6) PACOM JOOSEL 
b)(6) 

CC: (b)(6) 

   

CiV DMA HQ. DMA (USA) b)(6) 

 

    

(b)(6) USINDOPACOM JO 
1(b)(6)  

DMA PROD (USA) px6)  
Subject: RE: PACOMSEL Verification 

Will do! 

Happy to help and since we have a service lead here, we can help with 

several support request by either expediting or advocating for client 

platform request. 

Here is more information about the Social Media. Government and Politics 

Advocacy Con.cierge (GPAC). 

- There are designated "service leads" across the DoD (inclu.ding DoD 

agencies)„ Services, Combatant Comm.ands and other major commands d.esignated 

to the GPAC who act a.s liaisons to the tech companies Facebook/Instagram, 

Twitter, and Google 

- A service lead can vouch for your unit to expedite actions in a full range 

of technical and operational platform requests, including: 

Verified badges 

Name/Username changes 

Fake or duplicate removal 

- Account merges 

- Hacked account reports 

The service. leads also should be able to share information to ensure your 

social media activities align with the tech company terms of service 

agreements. 

https://web.-mita01..mail..mil/owaNe=lte.m&t=1PM.Note..SMIME.MuitipartSigned&id=RgAAAAA1c15xDCAwCQqJnVYmHVth.5BwDrD13LmH2bS7aPkcP6... 2/8 

(b)(6) 



7/3/2019 RE: PACOMSEL Verification 

Aloha! 

V/R 

(b)(6) 

----Original Message 

   

(b)(6) From: (b)(6) PACOM JOOSEL 

   

Sent: Wednesday, April 17, 2019 11:23 PM 

To: (b)(6) DMA HQ DMA (US) 

(b)(6) 

Cc: (b)(6) DMA HQ DMA (USA) (b)(6) 

   

(b)(6) USINDOPACOM JO. <malody.pavur@pacom..m.ik Ortiz, Alan. N 

CIV DMA PROD (USA) <alan.n.ortiz.civ@mail.mil> 

Subject: RE: PACOMSEL Verification 

Thanks (b)(6)  Hope to see you on Friday. I am. returning from Vietnam with 

the COM. 

(b)(6) 

(b)(6) 
USMC 

(b)(6) 

U.S. Indo-Pacific Command 

From: (b)(6) DMA HQ DMA (US) 

(b)(6) 

I» 

Date; Thursday, Apr 18, 2019, 15;44 

To; (b)(6) PACOM JOOSEL 

https://we.b.-mita01..mail...mil/owa/?.ap.=Ite.m&t=IPM,No.te...SMIME,MuttipartSigne0&id=RgAAAAAfd5x.nCAwCQqJ.nVYmHVth5BwDrD13LmH2bS7.aPkcP6... 3/8 



7/3/2019 RE: PACOMSEL Verification. 

(b)(6) 

Cc: (b)(6) DMA HQ DMA (USA) 

(b)(6) 

b)(6) USINDOPACOM JO 

(b)(6) 

Subject: Re.: (b)(6) 

(b)(6) 

As (3)(6) helps you with verification, let me drop by tomorrow; we. already 

handle (b)(6) impostors and it will be too easy to roll you into the 

process! 

Very respectfully, 

(b)(6) 

(D)(6) U.S. Indo- Pacific Command 

Defense Media Activity 

Forward Center. - Pacific 
(b)(6) 

On Apr. 1.7, 20.19, at 22:23, 
(b)(6) 

PACOM JOOSEL 

(b)(6) 
wrote: 

(b)(6) 

https.://web-mita01.matt. mtl/pwar?.ae=ltem&t=IPM„No.te„SMIME„Moltipert$ignegl&i0=RgAAAAA1c15x.n.CAwCQqJnVYmHVth5BwDrD1.3LmH2bS7aPkcP6... 4113 



7/3/2019 RE: PACOMSEL Verific.ation 

Aloha and Mahalo! 

Yes.„ s.o many out there. I usually check. for, those using my name and report 

them myself. So, so. many out there.. I usually.  get messages from people who 

sadly fall prey to the scams. 

Worse, are, the people, using the publicly released photos with a different 

name, 

But I do. appreciate the effort o.n the verification pro.cess/status. 

Would like to. personally.  thank you one day for yo.ur assistance. 

Please keep me posted o.n the next steps. 

Yours aye, 

(b)(6) 

(b)(6) 

U.S. Indo-Pacific, Command 

From: 
(b)(6) 

DMA HQ DMA (USA) 

(b)(6) 

Date: Thursday, Apr 18, 2019, 08:09 

To: (b)(6) PACOM JOOSEL 

h.t1ps://web.-mita01.maiLmii/owa/?ae=1tem&t=tPM.Notp.SMIME.MultipartSign.ed&i.d=RgAAAAArd5xnCAwaWn.VYmHVth5BwDrD13LmH2bS7aPkcP6... 5/8 



DMA PROD (USA) 

b)(6) 

(b)(6) 

Cc: (b)(6) USINDOPACOM JO 

(b)(6) 

     

     

  

(b)(6) 

 

DMA HQ DMA (US) 

    

     

7/3/2019 RE: PACOMSEL Verification 

(b)(6) 

Subject: PACOMSEL Verification 

(b)(6) 

Aloha! 

Nice to e-meet you. Thank you foremailing back. 

I am working to, review and, verify all official. DOD social media accounts in 

an effort to reduce imposters, and scams. Twitter no longer does 

verifications but have generously agreed to help the DOD. 

The @PACOMSEL Twitter account looks ready for verification and I will, submit 

the request tomorrow. I can, also help with. th.e Facebook. and In.stagram 

accounts, later this week. https://www.facebook.com/PACOMSEL/  

https://instagram.com/pacomsel<https://instagram.com/pacomsel?utm source=ig 

profile_share&igshid=1 h5nkmmqui tpd>. 

https://we.b-mita01..mail..mil/owa/?ae.=Item&t=IPM.Note..SMIME.MultipartSigned&id=RgAAAAA1c15xnCAwCQqJnVYmHVO-i5BwDrD13LmH2bS7aPkcP6... 6/8 



7/.3/2019 RE: PACOMSEL Verification 

Is anyone doing regular searches for impersonators? I work closely with 

(b)(6) (copied) at the DMA Forward Center. there. He and his team 

are great and can support with removal of fraudulent accounts, as needed. 

Will circle back with any updates. Take care, 

Thank you., 

(b)(6) 

(b)(6) 

@DeptofDefense 

On Apr.17, 20.19, at.19:12., (b)(6) PACOM JOOSEL 

(b)(6) 
wrote: 

(b)(6) 

https://web-mita01.mail.mil/cwa/?ae=ltem&t=IPM.Note.SMIME.MultipartSigned&O=RgAAAAA1c15xnCAwCQqJnVYmHVth5BwDrDI3LmH2bS7aPkcP6... 7/8 



7/3/201.9. RE; PACOMSEL Verification 

Aloha! 

Thank you for reaching out to me concerning Social Media platform 

verification status. 

Please let me know the next steps. Looking forward to working with you and 

most of Mahalo! 

Yours aye, 

(b)(6) 

(b)(6) 

U.S. Indo-Pacific Command 

https://web-m.ita01..mail..mil/owa/?ae=ltem&tFIPM.Note..SMIME.Multipart$igned&id=RgAAAAAfd5xnCAwCQqJnVYmHV615.BwDrD13L.mH2bS7aPkcP6... 8/8 



7/3/201.9. Re.: [Non-DOD Source] Re.: Twitter Verification-.April 18 

Re: [Non-DoD Source] Re: Twitter. Verification- April 18 
cstrom@twitter,com on behalf of Twitter Government & Politics. [gov@twitter,com] 
Sent: Friday, April 19, 2019 10:49 AM 
To: t)(6) DMA HQ DMA (USA) 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the 
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser. 

Perfect, thank you! 

Twitter Government & Elections. 
gov@twittercom < Caution-mailto:gov@twitter,com > I follow us.: @TwitterGov < Caution-. 
http://twitter.com/twittergov > 

On Fri, Apr 19, 2019 at 10:26 AM 
b)(6) 

 

b)(6) DMA HQ DMA (USA) 

 

   

   

wrote: 
Super! I will let them know. Thanks for the update  0 

Sorry — It's @NavyLeapFrogs 

From: (b)(6) 

(b)(6) lOn Be.half0f.Twitter Government & Politics 

Sent: Friday, April 19, 2019 10:18 AM 

To.: (b)(6) DMA HO DMA (USA) <aimee.tfujikawa.civ@mail..mil < Caution-

 

(b)(6) 

Subject: [Non-D.oD.Source] Re: Twitter Verification-April 18 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the 
authenticity of all links contained within the message prior to copying and pasting the address to a Web 
browser. 

Great, thank you! All of the accounts now have access to Media Studio and have been passed along for 
verification review. 

When you have a chance, could you confirm the @LeapFrogs account? 

Twitter Government & Elections 
gov@twitter,com < Caution-mailto:gov@twitter.com > < Caution-Caution-

 

mailto:gov@twitter.com < Caution-mailto:gov@twitter.com > > I follow us: @TwitterGov < Caution-

 

Caution-http://twitter.com/twittergov < Caution-http://twittercom/twittergov > > 

https://we.b-m.ite01..mail..mil/owaRae=1.tem&tFIPM,Note8id=RgAAAAAfd5xn.CAwCQqJnYYmHVtb5BwBPam.6.K°/02fCoxQ5cUO°/02b7WNYzhANSnXcxS... 1/2 



7/3/2019 Re: [Non-DoD Source].  Re: Twitter Verification-. April 18 

On Thu, Apr 18, 2019 at 8:08 PM DMA USA 
(b)(6) 

(b)(6) wrote: 

Good evening Twitter Team, 

I am requesting your assistance in getting the following accounts verified and access to. TMS.. 

@LeapFrogs 
@DIU_x 
@SPAWARHQ 
@DLAMIL 
@USArmyLogistics 
@USASOCNews 
@PacificSubs 
@tatumvay - TMS only 

Thank you! 
(b)(6) 

(b)(6) 

@DeptofDefense 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwBPsm6K%2fCoxQ5cUO%2b7WNYzhANS.nXcxS.... 2/2 



USAF AFSOC 
USAF AFSOC AFSOC PA/AFSOC/PA (b)(6) 

»On Mon Apr 22, 2019 10:10:54, 
I(b)(6) 

and I work for Air Force Special Operations Command Public Affairs. I 

(b)(6) USAF AFSOC AFSOC PAJAFSOC/PA. wrote: 

»My name is (b)(6) 

7/3/2019 RE: [Non-DOD Source] Page Verification I Job: 331043784279659 

RE: [Non-DoD Source] Page Verification I Job: 331043784279659 
MX6) USAF AFSOC AFSOC PA/AFSOC/PA MX6) 

Sent:Tuesday, April 23, 2019 12:02 PM 
To: Facebook [case++aazq427e6ki25e©support.facebook.com] 
Cc: W(6) I CIV DMA HQ DMA (USA); 

(b)(6) 'USAF (USA) 
l(b)(6) 

(b)(6) 

Thank you so much for your assistance! I appreciate your efficient support. 

Respectfully, 

(b)(6) 

AFSOC Public Affairs 
MX6) 

--Original Message.-

 

From: Facebook. Facebook. <cas.e++aazq427e6ki25e@support.facebook,com> 
Sent: Tuesday, April 23, 2019 9:33 AM 
To:, 00) USAF AFSOC AFSOC PA/AFSOC/PA. 
Cc: I(b)(6) 
b)(6) 

AFSOC PA/PA. 
Im(6) 1 
Subject:. [Non-DoD Source] Rage Verification I  Job: 331043784279659 

Hi MX6) 

Thanks for your request to verify your account (https://www.facebook.com/COMAFSOCOfficial/). Your 
account has already been verified! 

Our team is happy to. help you further establish your authenti.c pres.ence by removing impps.ter 
accounts. If you're being impersonated, please follow these instructions to report imposter 
accounts: www.facebook.com/help/167722253287296. 

If you have any other questions about this request, please let me know. 

Thanks, 

(b)(6) 

Facebook Client Support Analyst 

Please help us improve our Customer Support by taking a few minutes to complete a brief survey 
about your experience with me. You'll receive an email linking to our survey in the next few 
minutes. I appreciate your feedback, and thank you for contacting Facebook. 

>.On Mon Apr 22, 2019 11:27:32, M(6) wrote: 
>H11(b)(6)  
>My name is (b)(6)1 with Facebook Client Support., While 

  

(b)(6) works on your verification request, 

   

I'll be helping with your request to 
>I am Looking into your request with 
to you. 
>In the meantime, please let me know 
request. 
>Thanks, 
I(b)(6) 
>.F.a.ce.book Client Support Analyst  

verify https://www.facebook.com/COMAFSOCOfficial/. 
our specialists an.d when I have an. an update I will loop back 

if you have any other questions or concerns about this 

USAF (US); 

MX6) 

liftps.://web-mita01.mail.mil/owa/?ae=ltem&t=IPM„Note&id.=RgAAAAAfc15xnCAwCQgJnVYmFIVth.5BwDrD13LmH2bS7aPkcP6ObnHAAAAQ.GpPAADr01... 1/3 



7/3/2019 RE: [Non-DOD Source] Page. Verification [ Job: 331043784279659. 

greatly appreciate all of the proactive and efficient, assistance you provided in order to get our 
command social media accounts verified. Thanks again! 
»Another account we operate is. a Facebook page for our commander, Lt, Gen Brad Webb. 
(@COMAFSOCOfficial). This account is not verified and is frequently impersonated.. Unfortunately, 
we are currently dealing with another impersonator. Following your instructions below, I reported 
the imposter's profile and filled put the form to. report a Facebopk page that is impersonating a 
public figure. 
»I wanted to reach out to you personally to see if there were any additional steps. I could take 
in order to have this account removed,. Furthermore, would it be possible to verify.  our commander's 
page? Perhaps this will deter impersonators in the future. 
»Our account link: https://www.facebook.com/COMAFSOCOfficial/  
Imposter account link:. https://www.facebook.com/ibrahim.nizeyimana.58  

»Please let me know if you have any questions.. Thank you so much for your time. 
»Respectfully, 
MX6) 

»AFSOC Public Affairs 
(b)(6) 

Original Message  
»From: Facebook <case++aazOdkv6m7jxl@support.facebopk.com> 
»Sent: Monday, April 8, 2019 11:21 AM 
»To: 
»Cc: pm) USAF 
»AFSDC AFSOC PA/AFSQC/PA 10:909 1 
»Subject: [Non-DoD Source] Handle Update 1 Job: 58820.8835030932 Hi 
I(b)6) We reviewed your Account 
»(https://www.instagram.com/AFSpecOpsCmd/) and determined that it's eligible for verification. 
You'll now see a blue check-mark next to your username on your profile and in search results on 
Instagram. 
»Please note that verified Accounts must remain public, have a profile picture and post content, 
>>We strongly recommend you turn on two-factor authentication to help 
»protect. your Instagram Account, For details about how to. set. up 
»two-factor authentication and keep your Account secure in the future, 
»please follow the security tips, in the Help Center: 
»https://www.facebook.com/help/213481848684090/  
>>Our team is happy to help.  you further establish your authentic 
»presence by removing impostor Accounts, If you're being impersonated, 
please follow these instructions to report impostor Accounts:. 

»www.facebook.com/help/167722253287296 
»If you have any questions in regard. to this matter, please feel free to reach. out. 
»Thanks, 
(b)(6) 

Facebook Client Support Analyst 
»Please help.  us improve our Customer Support by taking a few minutes to complete a brief survey 
about your experience with me. You'll receive an email linking to our survey in the next few 
minutes. I appreciate your feedback, and thank you for contacting Facebook. 
»»On Fri Apr 5, 2,019 09:38:54, Salem wrote: 
1(b)(6) 

>>>>Thanks. for submitting this. request. We've changed your us.ername 
(https://www.instagram.com/AFSpecOpsCmd/), and this should be reflected throughput the system 
soon. 
>>»If you have any questions in regard to. this matter, please feel free to reach out, 
>>»Thanks, 
WO) 

»»Faceboc* Client Support Analyst 
>>>>Please help us improve our Customer Support by taking a few minutes to complete a brief survey 
about your experience with me, You'll receive an email linking to, our, survey.  in the next few 
minutes. I appreciate your feedback, and thank you for contacting Facebook, 
>»»On Tue A r 2, 2019 15:14:44, (b)(6) DMA HQ DMA (USA) wrote: 
>»»Hi 
>»»Correct. Yes, please. 
»>»Thank you so much! 
>>>>>A9(6) 
>>>» 
>>>» 
>>>» 

htVe://web-m.ita.01.mail.mil/owar?ae=ltem&t=IPM.Note.&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2b$7arkcP6ObnHAAAAQGpPAADrD1... 2/8 

MX6) 



7/3/2019 RE: [Non-DoDSource] Page Verification IJob: 331043784279659 

>»»Pentagon Desk: 703-697-7795  

>>>>>> On Apr 2, 2019, at 18:08, Facebook <case++aazq3dkv6m7jx1@support.facebook.com> wrote: 
>>>>» 
>>»» Hi MN 
>>>>» 

>>>>» 
MO) 

While works on your Page username change request, I'll be helping with your 
Instagram. username claim and. Instagram verification requests here. I understand, that you would 
like to claim the username (http.s://www.instaRram.com/AFSpecOp5Cmd/) with the Instagram Account 
(https://www.instagram.com/afsoc official/), and, then verify the resulting Instagram Account 
(https://www.instagram.com/AFSpecOpsCmd/), I have applied to claim the username (), and I will 
contact you after your application has b.een processed.. I will apply to verify the Instagram 
Account. (https://www.instagram.com/AFSpecOpsCmd/) once the username has been changed, 
>>>>» 
>>>>» If you have any questions in regard to this matter, please feel free to reach out. 
>>>>» 
>>>>» Thanks, 
>>>>» 
>>>>» 
>>>>>> Facebook Client Support Analyst 
>>>>» 
>>>>>> 
>>>» 
>>» 
>>> 
>> 

>>»» This is MX6)  with the Facebook Client Support Team. I work alongside 
and I'm happy to assist you today. 
>>>>» 

  

(b)(6) (b)(6) 
and 

  

(b)(6) 

https://web.-mita0.1..mail..mil/owa/?.ae=ltem&t=IPM.Note&id=RRAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkpP60b.nHAAAAQGRPAADrD1... 3/3 



DMA H.Q DMA (USA) 
Se.ntMedneglay, May 01, 2019 2:41 PM 
To: b)(6) IU.SAF AFSOC AFSOC PA/AFSOC/PAI(b)(6) 
Cc: b)(6) IUSAF.SAF7PA (USA)b)(6) IUSAF.SAF-PA (US); JSAF. SAF-PA 

(USA); USAF SAF-PA (USA) 

(b)(6) 

(b)(6) 

(b)(6) 

7/3/2019 100% Verificatio.n -.AFSpecOpsCmd / COMAFSOCOfficial 

100% Verification  - AFSpecOpsCmd / COMAFSOCOfficial 

Hi (b)(6) 

 

Closing the loop on your account. verification process, handle streamlining and fraud incident.. 

If you would like to. write a note to thank the Twitter and FB/IG support teams, please draft one and I will send it 
in on your behalf. 
Best. Practices: 
We. strongly recommend turning on two-factor authentication that helps prote.ct. the accounts. For details about. 
how. to set up two-factor authentication and to keep the account, secure, in the future., please follow the security 
tips in the Help Center: 
<https://www.facebook.comlbelp/213481848684090> 
<haps ://help..twi tter.conVen/managing-your-ac count/two:- factor-authenti cati on> 
Please report any suspicious activity or imposter accounts via the links below, and send the case number to. your 
SAF/PA contacts.. 
Faceb.o.ok/Instagram: <haps ://www.facebook,com/help> 
Twitter:  <https://help.twitter.com/forms> 

Thank you. 
(b)(6) 

(b)(6) 

DMA. Pentagon Burea.0 
(b)(6) 

https://twitter.com/DeptofDefense  
https://www,instagram.com/deptofdefense 
ttips://www.facebook.conn/DeptofDefense  
Ltps://www.linkedin.com/company/united-states-department-of-defense 
Ws://www.defense.gov 

https://web-mita01.maif.mi.1/owa/?ae=1.tem&t=IPM.Note.SMIME.MultipartSigned&i.d.RgAAAAAfd5xnCAwCQqJnVYmHVtn5BwDrID1.3LmH2bS7aPkcP6... 1/1 



RE: 182nd AW Verification (UNCLASSIFIED) 

-nd_AW Verification (UNCLASSIFIED) 
SAF 182 AW (USA) 

IDMA HQ DMA (USA) 
AF 182 AW (USA);  I IDMA PROD (USA) 

Awesome, thanks! Associated email address is Lealan.c..Buehrewil@maiLmil.. 

//SIGNED// 

(b)(6) 

182d Airlift Wing 
2416 S.. Falcon Blvd., Peoria, IL.61607 

   

(b)(6) 
.(b)(6) 

 

  

   

----Original Mes ge 
From: 1 I 

',. I(USA) 
Sent: Monday, May 13, 2019 10;05 AM 

Cc: (K1(61 SAF 182 AW  
To: 

(USA) (h1f61 
USAF 182 AW (USA) (b)(6)  f-iliRl ICIV DMA HQ DMA (USA)1(h)(61  

USAF 182 AW (USA) kb)(6)  
&WM USA) /1-AfAN 

ubject. RE:, 182nd AW Veri 'cation (UNCLASSIFIED) 

CLASSIFICATION.: UNCLASSIFIED 

Great, thanks! Ifh)(61 'II need, the ernaii address associated with your Instagram. account to request verification.. 

v/r, 
BMW 

----Original Message-----.  
From:101AI IDMA HQ DMA (USA) 
Sent; Monday, May 13, 2019 10:57 AM  

Irt-ivnl  

To: 

pmA PROD (USA) (h)(61  

1,1/R1 NG NGB USA)1(1-11(R1 
t-Afe'l USAF 182 AW (USA • USAF 182 AW (USA) 

USAF 182 AW USA) Izilf61  
Cc: ( (b)(61 

Subject: RE:. 182nd AW Verification (UNCLASSIFIED) 

You're welcome and welcome back! I am not sure about FB and IG but will hand the rest of the verification over to ypu... 

I submitted the Twitter verification and Twitter Media Studio request last week.. TM.S is now, available but verification can take two weeks, 

Here is some information about TMS: 
You now have acces.s. to Twitter Media Studio (TMS).. Information about TMS, can be found, here https://mediaJwitter,com/content/media-twitter/en us/articles/products/2018/media-

 

studio.html. 
Two ways to access from the desktop (logged, in): 
-From your homepage, click on your small icon located on the toolbar (top right of page) and. find it in the dropd.Own.. 
-From, the URL, sc.roii down to. bottom of.the page for.the blue "Login to Media Studio". button. 

Some features: 
-Scheduling 
-Multimedia library 
-Posting video.— cho.ose/upload a thumbnail, write a title and short description, upload srtfiles (open captioning for Section. 508 compliance) 
-Sharing video 

To access shared videos in TMS,. click on "Library" (top left) and, select "Shared Media,' To pi.eview.the video click on "Tweet." (Don't worry, it will not tweet the video out) You can add 
your text there and schedule or publish.. 

I hope you. enjoy the benefits of.TMS! Please let me know if you. have any questions. 

(b)(6) 

----Original Message--

 

From ifhl(61 ING NOB (USA)  b)(61  
Sent; Mond.a Ma 13, 2019.7:48 AM 
To: 'm1 USAF 182 AW (U.SA)khlffi) 
Cc* rTs CIV USAF 182 AW (USA)khltR1 
Elin DMA PROD (USA)111-11(R)  

u. ect " . nd,AW Verification (UNCLASSIFIED) 

    

    

  

IDMA HO DMA (USA)J(b1(61  
I USAF 182 AW (USA)I(b)(6) 

  

  

CLASSIFICATION: UNCLASSIFIED 

      

        

1(b)(6) 

Thanks so much for the assist, (b)(6) If you need further assistance, I'm back and able tohelp! 

   

Regards, 
(b)(6) 

111 S. George Mason Dr., 
Arlington, VA 22204 
(b)(6) 

IlISPV/www.nationalguard.mil 
fatps://www.facebook.com/TheNationalGuard  
https://www,twitter.com USN.ationalGuard  
bgps://instagram.com/us.nationalguard 
http://www.flickr.com/photos/TheNationalGuard 

https://we.b-mitanmail.mil/owa/?ae.=Item&t=IPM.Note.SM.IME.MoltipartSigned&id=RgAAAAA1c15xnCAwCQqJnVYmHVth5BwDrD13.LmH2bS7aPkcP6... 1/3 



(6) (b) 

(b)(6p,  Apr 15,2 19„a112;14 wrote; 

Good rnorn4---

 

Yes, we would be interested in getting our accounts platform verified. We currently operate a Facebook (which has the soft verification stamp), Twitter, Instagram„ and YouTube 
unaer me @th.e.182aw handle. Please let us know what the steps are,. and thanks! 

(b)(6) 

RE: 182nd AW Verification (UNCLASSIFIED) (b)(075/201 

youtube.corn/TheNationalGuard 

sager--

 

SAF 182 AW (USA) 
Sent: Monday„May 6,2019 9:09 AM . 
To.1 \ \ '''.., I DMA HO DMA (USA) 
Cc: I \ . IUSAF 182 AW (USA) <todd.a..pendleton2.civ@mail.mii>; Norville, Samantha J 1st Lt U.SAF 182 AW (USA) <samantha.j.npryille.mil@mait.mil>; 
I i, ING NG.B (USA)kh)(6) IDMA PROD.(U.SA) 
Subject: RE: 182nd AW Verification, 

Roger that,. thank you ma'am!. 

//SIGNEDll 

(b)(6) 

182d Airlift Wing 

2.416 S. Falcon Blvd., Peoria, IL 61607. 

(b)(6) 

Ithl(B) 

kb)(6) 

1(b)(6) HQ DMA (USA) 
Sent: Monday, May 6, 2019 7:.31:1—KM--- ---- 

(F371------- ----___  To:„Ifhl1R) N, IUSAF 182 AW (USA)  
Cc: . I USAF 182 A 
l(h)(61 ING NG.I3 (USA) b)(6) 
Subject: 182nd AW Verification, 

IUSAF 182 AW (USA 
DMA PROD.(U.SA)I(b)(6) 

1-tello.TSgt Buehrer„ 

Thanks for your email.. 

(b)(61  
verificationa 

(National Guard POC) and I are.working to. review and verify all official DOD social media accounts in an effort to reduce, impo.sters and scams. Twitter no longer does 
ut have generously agreed to help, 

   

(b)(61  ---fiently on leave but I can assist with youracco.unts. review them and get back with, anything that needs to be, done. before the. request. 

   

Thank you,. 

Mobile: 667-9674181 

Pentagon;. 70-697.7795 

ROPrrl 2D956 

(b)( 

eDentaDefense 

//SIGNED// 

(b)(6) 

h.ttps://web.-mita01.mait..mil/pwaRae=ltem&t=IPM.Note.SMIME.MultipartSigned&i0=RgAAAANc15x.nCAwCQqJnVYmHVth5BwDrD13.L.mH2bS7aPkcP6... 2/3 



7/5/2019 RE: 182nd AW Verification (UNCLASSIFIED) 

1(b)(6) 
182d. Airlift Wing 
2416 S. Falcon Blvd., Peoria, IL 61607 

b)(6) 

Sent: We1 
NN0 From:. „Dei------ To -ise via- Twittec sf twitter„com <rnafittInglify@twitter,com> > 

nesday, April 10., 2019 9:49 PM 
1U.SAF. 182 A1N (USA) I '  

iect„ [Non-DoD Source].  U.S, Dept of Defense (@DeptofDefen.se) has sent you a Direct Message on Twitted 

active, links contained. in this email were disabled. Please, verify.  the identity. of the s.end.er, and, confirm the authen.ticity of all link.s contained within the message prior to copying 
and pasting dress to. a, Web browser, 

@DeptofDefense:. Hi there, My riarr l am the DOD Social Media lead. I'd like to help get, your accounts verified if that is something you are. intereste.d. in, Please email me 
at 1(b)(6) 

< Caution-https://twitter,com/i/redirect?. 
url=h9ps.°43A°/02P102Ftwitter.corn.%2F%3.Frefsrc.°/03Dernail&t=18.cn.=MTEw0TE2MTOwOmRtX2.11c3NhZ2V1ZW1haWw<Y03.D8isig=59.1.245.dc5d.lb86a71.2tictc343a7e4d76f21f5.e9c08.iid.=d.d1 
> 

< Caution-https://twitter„com/i/redirect?urt=hyps%3M/02.F%2FCa.ution, 
www,twitter,com%2F.Dep1ofDefen.se%3F.cn%3DbWVzcZFnZQ°/025313%253D.%26refsreaDemail&t=1&cn.=MTEw0TE2MTOwOmIRtX211c3.NhZ2VaW1haWw%3DAsig=4064b1c3.32bb.444 

(b)(6) u.. 
www.tw 
>. 

...Dept of Defense, sent you a Dire.c1.Me.ssage...s Coution-https://twitter,com/i/redirect?urt=https%3A%2F.°/02FCaution,  
tter,com%2Fdirect_messages%2Fcreate%2PDeptofDefense°43Fuser id%3D6636918.1%28creY03DOVVzp2.FnZO%253D%253D8,t=1&cn=MTEw0TE2M.TQw0mRt)(211,c3NhZ2yf2 

Hi there. My name is 771 am the DOD Social Media lead. I'd like to help get your accounts verified if that is something you are in1grested in.. Please email me at 

10)(6) 

Reply < Ceution-h0ps://twitter..com/i/redirect?.url=h0ps%3A%2F%2FCaution-. 
www.twittercom%2F.direct_messageek2Fcrea1e%2FDepfofDefe.nse/03Fuser id°/031).65369181 %26cri°/03DbWVzc2FnZQ%25.3D%253D8it=18icn=MTEw0TE2M-RawOmRtX211c3NhZ2V2 
>. 

Settings < Caution-https://twitter„com/i/redirect?.url=htlps.%3A%2F5A2F.Caution-

 

www.twitter,Com%2Fsettinge°42Femail_notifications%3Fcn.903DbyVVzc2FnZa%253D%253D84=18,cn=MTEw0TE2MTQw0mRtX211c3NhZ2Vf2W1haWWY03D&sig=17fb3688.60de7f0076; 
>. I Help <Caution-https://twitter.com/i/redirect?, 
url=hltps.°/03A.°/02F%2Fsupport.twitter.com.%3Fcn%3DINVVzc2FnZQ%253M025.3D8,1=1.8.cn=MTEw0TE2MTOwOmRtX21.1c3NhZ2VfZW1haWw°/03D&sig=a095.8133241c5c1.9.a6e6aabcoel f 

I Opt-out < Caption-https://twitter.com/i/u? 
t=18,cn=MTEw0TE2MTOw0mRtX211c3NhZ2WW1haWw%3D&sig=0c27714e4752.6.3e608fb79.572b.5e101e1fb.c16e.d.&iid=d0.11dcfc9bc840.7c8.4b.567f90180b811Auid=219.604662.18.nid=2? 
>I Download app < Ca.ution-https://twitter,com/i/redirect?uri=https%3A%2F%2FCa.ution, 
www,twitter,com%2F.d.ownload%3F.cn%3DbVVVzc2FnZ.Q.%253.D%253D&t=1&cn=M.TEw0TE2MTQw0mRtX211c3NhZ2VIZW1haWs0/03D8Ksig..40.34107f352cab4c54c42e5e.1115378.e3251I 

Twitter, Inc. 1355, Market Street, Suite 990 San Fran.cisco, CA 94103.s Caution-https://twitter..com/i/redirect?. 
url=https%3A%2F%2Ftwitter„com%2F%3Frefsrp%3Demail8a=1&cn=MTEw0.TE.2MTQw0.mRtX211c3NhZ2)./fZW1haWw°/03D&sig=870.b.174fe43d434fdcb.2355ae0.040.5e0.88d9e4c58iiid=dd-

 

>. 

CLASSIF.ICATION: UNCLASSIFIED. 

CLASSIF.ICATION: UNCLASSIFIED. 

https://web-m.ita01..mail..mil/owa/?ae=ltem&t=IPM.Note..SMIM.E.MultipartSigned&id=RgAAAAAfd5xnCAw.CQqJnVYmHVth5.Bw.DrD13.L.mH2.bS7.aPkcP.6... 3/3 
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7/3/2019. RE: [Nn-DD Source] Impersonator Accounts I Job: 223645367.9964571 

RE: [Non-DoD Source] Impersonator Accounts I Job: 2236453679954571 
(b)(6) DMA HQ DMA (USA) 
Sent:Thursday, May 16, 2019 4:08 PM 
To: Facebook [case+-Faazq4wvipzvzwr@suiport.facebook.com] 
Cc: (b)(6) 

Hi (b)(6) 

Thank you! I appreciate your assistance with this. 

(b)(6) 

(b)(6) 

https://twitter,com/DeptofDefense  
https://www.instagram.com/deptofdefense  
https://www.facebook.com/DeptofDefense 
https://www,linkedin.com/company/united-states-department-of-defense 
https://www.defense.gov 

Original Mess.age  
From: Facebook <case++aazq4wvipzvzwr@support.facebook.com> 
Sent: Thursday, M.ay 16, 2019 4:06 PM. 
To:1(b)(6) DMA HQ DMA IUSA) 
Cc:  b)(6)  
Subject: [Non-DoD Sou.rce] Impersonator Accounts I Job: 22364536799.54571 

All active links contained in this email were disabled.. Please verify th.e identity of the sender, and confirm the a.uth.enticity 
of all links contained within the message prior to. copying.  and pasting the address to a Web browser. 

Hi (b)(6) 

(b)(6) 

This, is. 
today. 

(b)(6) with th.e F.a.cebook Client Support Team. I work alongside (b)(6) an.d (b)(6) and I'm happy.  to. assist you 

  

    

I understand that you. would like to take down the following impostor Accounts: 

1.Caution-https://www.facebook.com 
2.Caution-https://www.facebook.com/lp)(6) 
3.Caution-https://mvw,facebook.cor)(6) 
4. Cau.tion-https.://www.facebook.comf(b)(6) 
5.Caution-https://vomfacebook.comAb)(6) 
6.Caution-https://www.facebook..com/(b)(6) 
7.Cautionhttps://www.facebook.com/ (b)(6) 

8.Caution-https://www,facebook.com/ b)(6) 

9.Cau.tionhttps.://www.facebook.com1(b)(6) 

I am looking into these Ac.counts., an.d I will. contact yo.0 with. wh.at I find. 

If you have any.  questions in regard to this, matter, pleas.e feel free to reach out 

Thanks„ 

https://web-m.ita01..mail..mil/owa/?ae=ltem&t=1P.M.Note..SMIME.MultipartSigned&id=RgAAAAAN5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP.6... 1/2 
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7/3/2019 RE: [Non-DOD. Source] Impersonator Accounts I Job: 2236453.679954571 

(b)(6) 

Facebook Client Support Analyst 

>On Thu May 16, 2019 11:25:48, wrote: 
Im(6) 

>We have received your question and your reference number is. 2236453.679954571. We will respond. within. 1 business 
clay. If yo.0 don't hear from us within that time frame, please be sure to check your, spam folder. 
>In the meantime, we encourage you to. visit the Fa.ceboo.k.Advertiser Help Center to find detailed information related to 
Facebook Ad.s: Caution-https://www.facebook.comibusiness/help 

>We'll be in, tou.ch soon! 

>N.o.te.: Please make sure, that you whitelist Fa.cebo.ok's domains (s.upport.fa.cebo.ok.com, fb.com) to. receive our response 
for, your inquiry. 

>Sincerely, 
>The Global Marketing Solutions Team 
>Facebook. 

>Hi 

https://web-mita01...mail..mil/owa/?ae=ltem&t=IPM.Note..SMIME.MultipartS.igned&id=RgAAAAAfc15xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7.aPkcP6... 2/2 



(b)(6) and , and 1(b)(6) 

Accounts: 
(b)(6) 

7/3/2019 [Non-DoD Source] Impersonator Accounts I Job.: 2236453679954571 

[Non-DoD Source] Impersonator Accounts I Job: 2236453679954571 
Facebook [case++aazo4wvipzvzwr@supportfacebook.com] 
Sent:Thursday, May 16, 2019  5:36 PM 
To: kb)(6) 1DMA HQ DMA (USA) 
Cc: Imp DMA HQ DMA (USA) 

All active links contained in this email were disabled. Please verify the identity of the sender, 
and confirm the authenticity of all links contained within the message prior to copying.  and 
pasting the address, to a Web browser, 

Hi (b)(6) 

Thanks for taking the time to report these unauthorized Accounts (1-9)., We have removed them from 
Facebook.. 

If you hav,e any questions in regard to this matter, please feel free to reach out. 

Thanks, 

(b)(6) 

Facebook Client Support Analyst 

Please help us improve our Customer Support by.  taking a few minutes to complete a brief survey 
about your experience with me.. You'll receive an, email linking to our survey in the next few. 
minutes. I. appreciate your feedback,, and thank you for contacting Facebook, 

»On Thu May 16, 2019 13:17:26, Salem wrote: 
> >Hi (b)(6) 

»I have applied, to take down the imppstor Accounts. (1-9)., and. I will, contact you when your 
application has been processed. 
»If you have any questions in regard to this matter, please feel free to reach out. 
»Thanks, 

>10:9(6) 1 
»Facebook. Client Support Analyst 
>»On Thu May.  16, 2019 13:06:23, Salem wrote: 
>»Hi M(6)  
>.».This is ffixm 'with the Facebook Client Support. Team. I work alongside 
I'm happy.  to assist you today, 
>»I understand that you would, like to take down the following impostor 
>»1. Caution-https://www.facebook.com/ 
>»2. Caution-https://www.facePook.com/ 

Caution-https://www.facebook.com/ 
>»4. Caution-https://www.facePook.com/ 
>»5, Caution-https.://www,facebook„com/ 
>»6. Caution-https://www.facebook.com/ 
>»7. Caution-https://www.facebook.com/ 

Caution-https://www.facebook.com/ 
>»9. Caution-https://www.facebook.com/ 
>»I am looking into these Accounts, and. I will contact you with what I find, 
>»If you have any questions in regard to this matter, please feel free to reach out, 
>»Thanks, 
>.».Salem 
>»Facebook Client Support Analyst 
»»On Thu May 16, 2019 11:25:48, wrote: 
»»Hil(W(6)  
»»We have received your question and your reference number is 2236453679954571.. We will respond 
within 1 business day. If you don't hear from QS within that time frame, please be sure to check 
your spam folder. 

https.://web-mita01..mail..mil/owa/?ae=ltem&t=1P.M.Note&id=RgAAAAAfd5xnCAwCQq.JnVYmH.Vth.5BwDrP13L.mH.2bS7aPkc.P6ObnHAAAAQGpPAADrD1... 1/2 



7/3/2019 [Non-D.oD. Source] trnpersonator Accounts ] Job; 2236453679954571 

>>>>In the meantime, we encourage you to visit. the. Facebook Advertiser Help Center to find 
detailed information related. to. Facebook Ads: Caution-https://www,facebook.com/business/help 
>>>> 
»»We'll be in touch soon! 
>>>> 
».»Note: Please make sure that you whltelist Facebook's domains (support.facebook,com, fb.com) to 
receive our response for your inquiry, 
>>>> 
>>»Sin.cerely, 
>.>>>The Global Marketing Solutions Team 
>>>>Facebook 
>>» 
>>> 

https://web-mita0.1.mail.m il/owa/?ae=ltem &t= I PM J\lote&td=RgAAAAAfd5xnCAwCQq.JnVYmHVth5BwOrD13LmH2bS7a PkcP6ObnH.AAAA0GpPAADrD1... 2/2 



7/3/2019. Instagram Imposters 

Instag ram Imposters 
(b)(6) DMA HQ DMA (USA) 
Sent:Thursday, May 16, 2019 4:04 PM 
To: (b)(6) PACOM JOOSEL 
Cc: 1(13)(6) I DMA HQ DMA (USA) 

l(b)(6) 

Hello (b)(6) 

 

What is the email address used to log into your Instagram account? I need it to report the imposters. 

Thank you. 
(b)(6) 

(13)(6) 

https://twitter.com/DeptofDefense  
https://www.instagram.com/deptofdefense 
https://www.facebook.com/DeptofDefense 
https://www,linkedin.com/company/united-states-department-of-defense 
https://www,defense.goy 

https.://w0-mitp01.mail...mil/ow0/?.ae=ltem&tFIPM.Note.SMIME.MultjpartSig.ned&id=RgAAAAAfd.5xnC.Aw.CQqJnVYmHVth5.Bw.DrD13LmH2bS7aPkcP6... 1/1 



7/3/2019 FW: CID - NY Times 

FW: CID - NY Times 
(b)(6) DMA HQ DMA (USA) 
Sent:Friday, March 29, 2019 1:14  PM 
To: (b)(6) JS 00CS (US) 

FYSA 

   

(b)(6) From: (b)(6) USARMY HQDA OCPA (USA) 

Sent: Wednesday, February 27, 2.019 9:01 AM 

 

To: (b)(6) HQ DMA (USA) (b)(6) 

 

Cc: (b)(6)  USARMY H.QDA OCPA (US.) (b)(6) 

Subject: RE: CID.- NY Times 

(b)(6) 

The decision to engage is pending. Can you share the talking points and messages that Ms. Joiner used for the interview? 

We would also appreciate any notes that came out of the interview. I know the CID PAO also conducted an interview with 

them, and based on his comments and any notes you can provide, that will inform the decision here on whether Army 

Public Affairs will engage. 

Thanks. 
(b)(6) 

(b)(6) 

Office of the Chief of Public Affairs 
(b)(6) 

(b)(6) 

From: (b)(6) DMA HQ DMA (USA) (b)(6) 

Sent: Tuesday, February 26, 2019 6:24 PM 

To: b)(6) IUSAR,MY HQDA OCPA (USA) 

USARMY HQDA OCPA (US) (b)(6) 

Subject: Re: CID - NY Times 

Hi (b)(6) 

Thanks for letting me. know,  (" 6)  conducted the, interview today.. We, started working this last, week 
and were in touch with Facebo.ok and Twitter liaisons before, the. process.. 

Do you have plans to engage? 

Thank yo.u.,. 
(b)(6) 

(b)(6) 

https://web-mita.01.maitmil/owa/?ae=ltem&t=IPM.No.te.SMIME.Multipan$igned&id=RgAAAANd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aP.kcP.6... 1/9 

Cc: (b)(6) 

(b)(6) 



NIPR: r )(6) 

SIPR:  
JWICS: (b)(6) 

7/3/2019 FW; CID -NY.Times. 

(0(6) 

On Feb 26, 2019, at 14:11, (b)(6) USARMY HQDA OCPA (USA) 
(b)(6) 11F AMIP wrote: 

    

 

(b)(6) 

  

The Army received a query from New York Times about social media impostors, specifically on 
F.acebook„ The reporter is (b)(6)  AM ,  and, his request is at the very bottom of this email, We want to 
know if OSD has also been approached and what your plan is for engagement on it, 

Thanks. 

Original Message.  
From: USARMY USACIDC (US) 
Sent: Tuesday, February 26, 2019 12:01 PM 
To: (b)(6) 111 111.USARMY  701 MP. GP. (US) (b)(6) 

(b)(6) MEI USARMY USACIDC (USA) 
(b)(6) USARMY HQDA OCPA (USA)  b)(6)  

CIV USARMY USACIDC (USA) (b)(6) 

_MUSARMY HQDA OCPA (USA) 
(b)(6) A cry (us) (b)(6) 

CC: 
(b)(6) 

(b)(6) 

, b)(6) 

(b)(6) 

Subject: RE: CID - NY Times 

Believe LTG Cardon met with leaders from FB. et al., when he was the CG, ARCYBER, but can't 
say.  that he met directly w/ the FB CEO. 

At the time, it was reported that FB employed 3x govt reps to deal with imposters among its 1.75 
billion global users. Background slides attached.. 

U.S. Arm Criminal Investi ation Command 
TAM 

https://web.-mita01.mail.mii/owaRae=ttem&t=IPM,Note.SMIME..MuttipartS.igned&id=RgAAAAAfd5xnCAwCQqJnVYm.HVth5BwOrDI3Lm.H2bS7aPJ<cP6... 2/9 



USARMY USACIDC (USA) (b)(6) 

USARMY HQDA OCPA (USA) b)(6) 

USARMY USACIDC (US) 

Cc: (b)(6) 

   

    

     

(b)(6) 
(b)(6) 

(US) (b)(6) 1.111 
Subject: RE: CID - NY Times 

b)(6) 

7/3/2019 FW; CID.- NY, Times 

Original. Message  
From: (b)(6) -IIIUSARMY 701 MP GP (US) 
Sent: Tuesday, February 26,2019 11:27 
To: (b)(6)  _CIV USARMY USACIDC (USA) 

(b)(6) USARMY HQDA OCPA (USA )(b)(6) 

Thanks And for the record, I never met with the CEO of Faceb.00k, but if. the reporter would 
like to get me a meeting with the CEO, I would. really appreciate it.. 

Original Message  
From: OW) -ir CIV USARMY USACIDC (USA) 
Sent: Tuesday, February 26, 2019 11:19 AM 
To: (b)(6) JIMIUSARMY  HQDA OCPA (USA) 
CC:  (b)(6) 

-°.1111 USARMY 70.1 MP GP (US) 
Vb)(6) CIV USARMY USACIDC (USA) 
USARMY HQDA OCPA (USA  
USARMY USACIDC (US) 
Subject: Re: CID - NY Times 

All, 
Just finished, my interview. It was the reporter below, that has contacted OCPA. No doubt their intent 
is to target Facebook for a good portion of this problem. I sidestepped. numerous questions 
attempting to get me to pinpoint and. blame Facebook. I made the point several times that the fraud 
appears on all social media platforms.. I explained, that we (CID) and. the Army work with many 
social media sites to remove fraudulent posts, but they continually pop up.. The reporter pulled up a 
spread sheet on his laptop.  during.  the interview to demonstrate all the accounts he found since 
yesterday.  on Gen Milley, Fulford, etc.. I also explained that PAOS. in the Army.  continually.  monitor 
their senior leaders, for false accounts.. Again, as predicted, the entire focus of this is to go after 
Facebook, I am not recommending.  that grant an interview. It will do us no 
good to slam Facebb.ok while we are working.  this issue. Additionally, the reporter said that he knew 
Palmer met with the CEO of Facebook.. I did not confirm any.  info on that.. 

USA Criminal Investigation Command (CID) Qu.antico, VA 

www.cid.army.mil 

THIS EMAIL MAY CONTAIN FOR OFFICIAL USE ONLY AND LAW ENFORCEMENT 
SENSITIVE INFORMATION.. This E-mail (including attachments) is covered by.  the Electronic 
Communications Privacy.  Act„ 18 US.0 2510-2521„ is confidential and may.  be legally.  privileged.. If 
you are not the intended recipient, you are hereby notified that any retention, dissemination, 
distribution, or copying of this communication is strictly prohibited and. may be unlawful.. Please 
reply to the sender that you have received the message in error and then delete the message and any 
attachments.. 
Original Message  
From: USARMY USACIDC (USA) 

https://web-m0.001..m.ail..m.i.1/owa/?ae=ltem.8k-tIPM..N.ote...SMIME.Multipartaigneacid=RgAAAAAfd5x.nCAwCQNnVYm.H.Vth5BwDrD13Lm.H.2bS7.aPkoP.6... 3/9. 
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7/3/2019 FW; CID -NY Times 

Sent: Tuesday, February 26, 2019 8:14 AM 
To: (3)(6) USARMY HQDA OCPA (USA)  
Cc: (b)(6) IUS,ARMY 701 MP GP (US);  
(USA); (b)(6) MIUSARMY HQDA OCPA (USA) 
Subject: RE: CID - NY Times 

 

USARMY USACIDC 

  

FYI, 
According to the NY Times reporter I am conducting and interview with at 
1030 today, my line of questioning is all related to handling the romance scam calls and not on the 
Facebook issue described below. I do think the issues will be merged for the final story, but they 
didn't reveal that. I will give you an update after my interview is completed. 

USA Criminal Investigation Command (CID) Quantico, VA 

www.cid.army.mil 

Original Message  
From: Egpl JUSARMY HQDA OCPA (USA) 
Sent: Monday, February 25, 2019 1:24 PM 
To: b)(6) -MUSARMY USACIDC (USA)  

IMIINIIUSARMY  701 MP GP (US)P49"  
(b)(6) USARMY USACIDC (USA) PAIr  
USARMY HQDA OCPA (USA) 
Subject: RE: CID - NY Times 

(b)(6) 

My team does the social media for the Army. We don't knock down imposters. 
We only report them to Facebook or the other companies. When the request came to us, I 
immediately thought of (b)(6) based on the work that we've done with him and the fact that he 
seems to be the SME in terms of imposters. 

opya 

Office of the Chief of Public Affairs 
It6) 

b)(6) 

--Original Message--

 

From: (b)(6) USARMY USACIDC (USA) 
Sent: Monday, February 25, 2019 1:2.1 PM. 
To: (b)(0) alUSARMY HQDA OCPA (USA) 

https://web-mita01.m.ail..m.il/owa/?ae=1.te.m.&tFIPM.N.ote.SMIME.MultipartS.igned&id=Rg?NAAAAfd5xnCAwCQqJ.nVYmHVth5BwDrD13LmH2b97.aPkcP6... 4/9. 



USARMY 701 MP GP (US) 
USARMY USACIDC (USA) (b)(6) 

USARMY HQDA OCPA (USA) (b)(6) 

Subject: CID - NY Times 

    

Cc: 

 

(b)(6) 

 

   

    

(b)(6) 

(b)(6) 

7/3/20.19 F.W: CID - NY Times 

1-11 11..k1 

I am scheduled to do an interview with NY Times tomorrow on "romance scams" 
for NY Times TV. There was no mention of this issue below. I will circle back with the reporter to 
ask. The reporter I am working with is (b)(6) Wondering why the PAO team at OCPA 
who works with Facebook to knock down imposters would not do this interview as opposed to CID 
agents. 
thanks 

USA Criminal Investigation Command (CID) Quantico, VA 

www.cid.army.mil  

Original. Message  
From.: IP USARMY HQDA OCPA (USA) 
Sent: Monday, February 25, 2019 9:10 AM 
To: NW CIV.USARMY 701 MP GP (US) 
Subject: RE: [Non-DoD. Source] New York Times inquiry - military impostors on social media 

I apologize for sending this directly to you instead of your PAO. I couldn't remember who that is. 

Please remember that your command does not need to agree to everything the reporter is asking for. 
If there is a more limited amount of support you would like to provide, that would work too. 

Let, me know if you need anything from this end. 

Office of the Chief of Public Affairs 
(b)(6) 

(b)(6) 

--Original Message--

 

From: (b)(6) USARMY 701 MP GP (US) 
Sent: Friday, February 22, 20.19 5:09 PM 
To: (b)(6) USARMY HQDA OCPA (USA) 

  

  

  

(b)(6) 

   

     

https://web.-mita0.1 ..maikmi.1/owa/?ae=1.tem&t=IPM...Not.e...SMIME..Muttip.artSigned.&id.=RgAAAAAfd5x.nCAwCQqJ nVYm HVt h 5BwDrD13LmH 2bS 7a PkcP6... 5/9 
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Cc: (b)(6) 

 

(b)(6) 

7/3/2019 FW: CID - NY Times 

Subject: RE: [Non-DoD Source] New. York Times inquiry - military impostors on social media 

Thanks (b)(6) 

I will push this, up the chain to gauge their response.. 

(b)(6) 

Original Message   
From: (b)(6) 1 USARMY HQDA OCPA (USA) 
Sent: Friday, February 22, 2019 4:53 PM 
To: USARMY 701 MP GP (US) 
Subject: F.W: [Non-DoD Source] New. York Times. inquiry - military impostors on social media 

See the the email traffic below.. I think you are the more appropriate person to. discuss with the New. 
York Times, pending your leadership's approval.. We can work the coordination piece on this end to. 
get them in touch with you.,. 

Office of the Chief of Public Affairs 

(b)(6) 

From: USARMY HQDA OCPA (USA) 
Sent: Friday, February 22, 2019 3:23 PM 
To: (b)(6)  IUSARMY HQDA OCPA (USA) 
(b)(6) 

111Mr-

 

USARMY HQDA OCPA (USA) 
USARMY HQDA OCPA (USA) 

https://web-mila.01.mail.miliewsPas=ltem.&t=1PM,N.ote,SMIME.M.ultipartSigned&id=RgAAAAAfd5x.n.CAwCW.nVYmHVth5BwDrD13LmH2bS7aPkcP6... 6/9 



7/3/2019 FW; CID - NY Times 
(b)(6) USARMY HQDA OCPA (US) 
Subject: RE: [Non-DoD Source] New York Times inquiry - military impostors on social media 

Thanks M- I. think, this should really.  go to DMD and all the work, they.  do with fake profiles and 
the relationship they.  have built with FB., 

(b)(6) 

- thoughts? 

Army Public Affairs 

0)(6) 

From: Bockholt, Matthew R LTC USARMY HQDA OCPA (USA) 
<matthew.r.bockholt.mil@mail.mil> 
Sent: Friday, February 22, 2019 1:49 PM 
To: Turner, Kathleen T COL USARMY HQDA OCPA (USA) <kathleen.t.turner.mil@mail.mil> 
Cc: Garcia, Lisa Ann COL USARMY HQDA OCPA (USA) <taa•garcial.mil@mail.mil>; Hyde, 
Timothy A LTC USARMY HQDA OCPA (USA) <timothWyskiml@mail.mil> 
Subject: Re: [Non-DoD Source] New York Times inquiry - military impostors on social media 

When Mark. Zuckerberg conducted his nationwide tour of all states he asked if he could visit 
USASOC.. The public explanation was that he wanted to visit soldiers and families in NC. on his 
tour. He actually came to. discuss VR/AR technology with the command. 

During the meeting, we spoke with Mark about LTG Tovo's issues with fake FB profiles. We asked 
for. a dedicated method to. delete them when they popped up. From that point I submitted. all Tovo. 

https://web-mi.ta01..ma.il..mil/owa/?a0=-Ite.m&t=1PM,Note..SMIME..MultipartSigned&id=RgAAAAAfd5xnCAwCgqJnVYmHVth5BwDrD13LmH2bS7aPkcP.6... 7/9. 



USARMY HQDA OCPA (USA) 
(b)(6) 
Cc: (b)(6) 

7/3/2019 FM CID - NY Times 

fake. profiles to. FB when I. found. them. (b)(6) was not aware, or said he was not aware, that fake 
profiles were, an issue. with military senior leaders. 

On Feb 22, 2019, at 09:13, 

 

USARMY HQDA OCPA (USA) 

 

wrote.: 

(b)(6) 
- I've. added. 

first on this.. 
from. DMD to. this.. It might be. better for the, reporter to. talk with 

Can you, give me the gist of the 5W's on your. discussion with FB? 

Army Public Affairs. 
(b)(6) 

Original Message 
From.: 1(b)(6) USARMY HQDA OCPA (USA) 
(b)(6) 

Sent: Friday, February 22, 2019 11:18. AM 
To: (b)(6) USARMY HQDA OCPA (USA) 
(b)(6) 

    

   

JD.  

    

Subject: FW: [Non-DoD Source] New York Times inquiry - military 
impostors on social media 

(b)(6) 

This morning I received. a.NYT query noted below... I wanted to forward 
to you for guidance on response, 

https://web-m.ita0.1.maiLmil/oweRae=lte.m8d=PM.Note..SMIME.MuttipartSignecKid.=RgAAAANd5xeCAwCQqJnVYm.HVM5BwDrD13LmN2bS7aPkoP6... 8/9 



7/3/2019 FW: CID - NY Times 

(b)(6) 

Original. Message  
From: MEW' 
Sent.: Friday, February 22, 2019 5:53 AM 
To :1(b)(6)  USSOCOM USASOC HQ  
(b)(6) 

Subject.: [Non7DoD Source] New York Times. inquiry.  - military. 
impostors on social media. 

All active links contained in this email were disabled. Please 
verify the identity of the sender, and confirm the authenticity of all links 
contained within the message prior, to copying and pasting the address to a 
Web browser. 

My name is. Jack Nicas and I'm a. reporter for the New York Times.. I'm 
reaching out because I'm working on a. larger story about military impostors. 
on social media.‘ I know this, is. a. major issue for, active servicemen and 
women and veterans., with many.  scarnmers stealing their, identities to pose as 
them on Facebook and. Instagram to cheat people out of money.. 

I understand you were part of a group from the military who met with 
Facebook about this. issue.. Al love to touch base to discuss Facebook's. 
response and whether it. has worked.. Ideally we can speak on the record., and 
we are actually also filming a documentary on the story, so we would, love to 
have you on camera.. I'll be in DC on Tuesday‘ But I. also can speak 
confidentiality.  if needed. FYI, I have also been in touch with the public 
affairs. department about this issue and they.  are looking into it. 

I'm at if you have a few minutes to discuss today. 

Thank you. 

(b)(6) 

Reporter 
The New. York Times 

[CAUTION]%Caution-http://www‘twittet.com4  
[CAUTION]%Caution-https://www.nytimes‘coml  

<8Sept_4-Star. Forum_Imposter brief FINALPPTX> 

https.://web-mita01...m.aiLm.11/owa/?ae=ltem.&t=IPM.N.ote...SMIME..M.uttipart.Sign.ed&id=RgAAAAAfd5xn.CAwCQqJn.VYmHVth5BwDrD13LmH2bS7aPkoP6... 9/9. 



q,05,  

7/3/2019 Re: [Non-DOD Source] Re: Impersonator Accounts, - Karen Parrish 

Re: [Non-DoD Source] Re: Impersonator Accounts -  
on behalf of Twitter Government & Politics [gov©twitter.com] 

Sent:  Wednesday, May 29, 2019  4:59 PM 
To: Fit)(6) IDMA HQ DMA (USA) 

All active links, contained in this email were disabled.. Please. verify the identity of the sender, and confirm the authenticity of all links 
contained within the message prior to copying and pasting the address to a Web browser.. 

Hi  

Apologies for. the. confusion what are you looking.  to do. here with the account? 

We are happy to. provide best next steps, from there! 

OIR 

Twitter Government & Elections 
gov@twittercom < Caution-mailto:gov@twitter.com > I follow us: ©TwitterGov < Caution-hitp://twitte.r..com/twittergov.> 

On Wed, May 29., 2019 at 10:59. AM W IDMA HQ DMA (USA) 
1(b)(6) 11> wrote.: 

1(b)(6) I has, also given herpermission. for me to acces.s this account as welL  
< Caution-https: //twitter..con Caution-https.://twitter.comf  

From: , b)(6) DMA HQ DMA (USA) 

Sent: Wednesday, May 29, 2019 1040 AM 

To: Twitter Government & Politics 

Subject: RE: [Non-DoD Source] Re: Impersonator Accounts - Karen Parrish 

Good morning, 

I have been communicating with (b)(6) I the owner of. the account, via DM. She is not able to. update the handle or profile 
herself and has given me permission to access it.. Would it be possible to temporarily change the login so. I can go in an update it, 
()Me that is. completed, I would like to return, the login acces.s to her.. 

<Caution-https.://twitter.comW Caution-https.://twitterconi  

Thank you. 

11 

(b)(6) 

From: 

Twitter Government & Politics [gov@twitter.com < Caution-mailto:gov@ltwitter.com > 

Sent: Monday, May 06, 2019 5:31 PM 
To:  MA HQ DMA (USA) 

Subject: [Non-DoD Source] Re: Impersonator Accounts - (b)(6) 

on behalf of 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the authenticity of all 
links contained within the message prior to copying and pasting the address to a Web browser. 

Thank you for the details! We have escalated this, so the support team will reach out directly with any questions. 

https://web-mita01..maiLmil/owa/?ao=ltem&t=IPM.Notaid=RgAAAAAfd5xnCAw0QqJnVYmHVth5BwOrD13LmH2b$7aPkcP6ObnHAAAAQGpPAADrD(... 1/3 



(b)(6) 

(b)(6) 

7/3/2019. Re: [Non-DOD Source] Re.: Impersonator Accounts.,  Karen Parrish. 

Twitter Government & Elections 
gov@twittercom < Caution-mailto:gov@twitter,com < Caution-Caution-mailto:gov@twitter.com < Caution-
majlto.:gov@twitter,co.m > > I foilow us: @TwjtterGov < Ca.utio.n-Caution-http://twitterco.nn/twittergov < Caution-
http.://twitter.com/twitterg.ov > > 

   

(b)(6) On Mon, May 6, 2019 at 5:11 PM (b)(6) DMA HQ DMA (USA) 

  

(b)(6) 
(b)(6) » wrote: 

Goo.d afternoon,. 

 

There is a former Department. of Defense (pop) News, writer who is no longer employed by or associated with. the DOD. She, is. 
tweeting as. her former position I sent her a DM today to. change the, handle, bio and link. I have also submitted two s.eparate 
forms for each of the, accounts below. I received a, case number for one of the submissions. 

Active account: Caution-Caution-https://twitter.comi(b)(6) 
https://twitter.com/  

Inactive account using the, position as writer and Caution-Cautio.n,url: Cantio.n,Caution, 
https://twitter.com/ParrishAPPS <.Caution.-https://twitter.com/ParrishAFPS > <Caution-Caution-. 
https://twitter.com/ParrishAFPS < Caution-lutps.://twitter,com/ParrishAFPS. > > 
Case# 0113.329941 

Thank. you. 
(b)(61 

1(b)(6) 

DMA Pentagon. Bureau. 

Caution-Caution-https://twittercom/DeptotDefen.s.e < Cau,tion-https,://twitter.com/DeptofDefense > < Caution-Caution-https://web-
mech0.1..mail..mil/owa/rediraspx.? 
C=k.RPyUmu0F.cxbO1eJA5.HkJUARX7(41 kygm.yBjEH.NMkts.Z.XdFpRk3VCA....&URL=httpe/o3a.°/02M2.ftwitter.com%2fDeptotDefe.n.se < Caution-
https.://web-mech01. ma il.m il/owa/red r.aspx? 
C=kRPyUmu0.FcxbO1e1A5HkJUARX7Qq.1kygmyBjEHNMkfsZXdFpRk3VCA..&URL=https.%3a°/02f%2ftwitter.com%2fD.eptofD.efense. >. >. 
Ca.ution.-Caution-https://www.in.stagram..co.m/deptofdefe.n.se <Caution-.https://www.instagram.comldeptofdelense,> < Caution-Caution-
https.://web-mech01. mai I. m il/owa/red r.aspx?C=B-. 
SPfsQ3tDeZU.d4_1FrYppur9.GB.w5f0.n3dYeiwWmQ4UZXdFpRk3VCA..&URL=https.°/03a°/02f%2fCaution-Caution-
www..in.stagram..com°/02.fdeptofclefen.se Caution-https://we.b.-m.ech01..majl..mil/owa/rediraspx.?.C=B-. 
SPfs.Q3tDeZUd4_1FrYppur9GBw5f0n3dYeiwWmQ4UZXdFpRk3VCA....&URL=https%3a%2f%2fCau.tion-Caution,  
www..instagram.com°/021deptofdefense > > 
Caution-Caution-https://www.faceboo.kso.m/DeptotDefe.n.se <.Caution-.https://www.,facebook,.,com/DeptofDefense,> < Caution-Caution-
https.://web-mech01. mail. m il/owa/red r.aspx? 
C=7P.51gqTrCe0.qBaM7oWN3ZCddQdUgu.Ew3D51i2K1Bx1wZXd.F.pRk3VCA.....&URL=https%.3a%2P/02fCaution-Caution-
www..facebook..co.m°/02fDeptofDefen.se < Caution-https://we.b.-m.ech01..majl..mil/owa/redinaspx.?. 
C=7P5IggTrCe0qBaM7opW3ZCddQdUgu.Ew3D5Ii2K1Bx1wZXdFpRk3VCA....&URL=https.%3a%2P/02fCautio.n.-Caution,  
www.facebook„com%21DeptofD.efense > > 
Caution.-Caution-https://www..lin.kedin..co.m/co.mpan.y/un.ited-states-department-ol-defense. < Caution-. 
https.://www..linkedin..com/company/united-states.-department-of-defense >. < Caution-Ca ution.-https://web-mech01..ma ..m il/owa/red r. as.px? 
C=FMiMQYUjZQP0.i,ZLXj.fgAulBnNtuzwUpBbdcLU.Bjg57gZXcl.F.pRk3VCA..AURL=https%.3a%.2P/o2fCaution-Caution-

 

www.lin.kedin..co.m%2fcom pa ny%2fun.ited-states-d epa rtment-of-defense. < Caution-https://we.b.-meph.01. mail. m il/owa/red r..aspx? 
C=FMiMQYUjZOPOELX]fqAu.1BnNtu.zwv.UpBbdcLUBjg57gZXdFpRk3VCA...&URL=https.°/03a%2f%2fCaution.-Cautio.n.-
www..linke.din..com%2fcorapany%2funite.d-states-department-of-d.efens.e > > 
Caution-Caution.-https://www..defense..gov. < Caution-https://www.defense,.,gov> <Caution-Caution-hXtps://www.,defense..goy/<Caotion,-. 
https,://www..defense.gov/> > 

h.ttps://web.-mi Wowa/?ae=1.tem &t= I PM.Note&id=RgAAAAAfd5x.nCAwCQq.JnVYmH.Vth.5BwDrDI.3L.m.H.2bS7aPkcP.60b.nHAAAAQGpPAAD rDI.... 2/3 

(b)(6) 

https://twitter.com/  (b)(6) 



7/3/2019 Re: [Non-DOD Source] Re: Impersonator Accounts -.Karen Parrish. 

h.ttps://web-mita01..mail.mil/owa/?ae=ltem&t=IPM.N.ote&id=RgAAAAAfd5xnCAwC.QqJnVYmH.Vth.5BwDrD13L.mH.2bS7aPkcP6ObnHAAAAQGpPAADrD1... 3/3 



7/3/2019 Account Verification 

Account Verification 
(b)(6) DMA HQ DMA (USA) 
Sent: Monday, June 03, 2019 3:50 PM 
To: (b)(6) 

(b)(6) 

Thank you for crossposting and responding to my message. 

I am working to review and verify all official DO.D social media accounts, in.an.effort.to reduce imposters, and seams.. 
Please let, me know what.accourns. need verification... Please feel free to forward this, email or copy anyone involved. 

Thank you. 
(b)(6) 

(b)(6) 

https://twitter.com/DeptofDefense  
https://www.instagram.com/deptofdefense  
https://www.facebook.com/DeptofDefense 
https://www.linkedin.com/company/united-states-department-of-defense 
https://www.defense.gov 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note.SMIME.MultipartSigned&.id=RgAAAAAfc15x.nCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 1/1 



Customer Journey Canvas 

1.What people are involved? 
-Account manager: Reporting/follow up, their leaders for the follow up; Leaders: Updates/follow up 
-Some leaders and their spouses (Gen. Lengyel and Gen. Dunford) report* 
-I am the touch point between the DOD and Twitter, and handle incidences for all the DOD organizations 
outside of the military Services 
-I am the liaison between the Service social media leads/branches and DOD. The DOD team conducts a 
weekly scan of impostors - leader/organizational names photos/links/representations, etc 
-The military Service leads are also in direct contact with Twitter through gov@twitter.com 

2. What touchpoints do you interact with? 
-The social media manager usually contacts me directly by phone/email or both. 
-They are instructed to submit a form (https://help.twitter.com/forms) and send me a case number which I 
escalate to Twitter via email. 
-Twitter responds very quickly. It has been a clean and simple process. The account is removed or we 
work together to fix it. The account manager and I document it, go over best practices and move on. 
-There has not been a hacking or scam case reported to me. Army Criminal Investigation Division (CID) 
also does independent scans of key DOD leaders (Acting SecDef Shanahan and Gen. Dunford) on their 
own. 

3. What do you feel at a specific moment? 
-Alert, focused, and on a mission 
-I didn't know how to respond to this initially. In the military (civilian or service member) I am/was never 
asked how I feel, but the individuals reporting the incident are very concerned and anxious. They receive 
pressure from their leadership who share the same concern. My leadership is concerned but are reassured 
things will be taken care of and I keep them abreast of anything serious 
-In my opinion, it's a reality check for the individual reporting - they seem to take it personally, which 
increases their awareness; some still bring up their one incident 
-More serious cases are when fake accounts message people within their agency/organization and 
sometimes ask for money 
-Example: Gen. Lengyel 's fraud activity across all platforms (more than 2,000 already reported in 2019) 
and how the National Guard Bureau has three employees looking for imposters on a daily basis. Lengyel 
and his spouse actively search for and check in on the reporting progress. Another leader also said 
someone's mother sent an imposter money. 

4.What do you think at a specific moment? 
-This is a priority, so I stop what I am doing and act immediately 
-I am curious as to who created the fake account, review the account and who (in our organization) 
follows them. I look at how they are impersonating (characteristics) and what kind of content they are 
posting. If it's not harmful (threatening) my primary focus is taking it down to prevent any further or 
potential damage. Threatening tweets are screenshotted and reported to the IT security manager. 

5.What tech was involved? 



-Weekly manual, Boolean searches/scans of variations of names, logged on a spreadsheet 
-Everything starts with a form! We use online Twitter Forms (briefed by (b)(6)  at our March 7th 
training) to report fraud and general assistance. It's quick and easy. It's what they brief during their 
training sessions, and is preferred for tracking/reporting purposes and it is what I teach all the Service 
leads. 

6. What are the opportunities to improve your experience? 
-No improvements 
-Twitter is efficient and effective. They have been very responsive to my questions, concerns and urgent 
requests 
-I am very thankful they are working with the DOD to take on the additional workload of assisting us in 
verifying dozens of accounts 
-In my experience working at the DOD for the past two years - Twitter is the main platform used by its 
leaders and is the only platform of relevance 

Notes from the breakout meeting with Lauren: 
1.Transitioning ®ActingSecDef and @ChiefPentSpox accounts, Nikki Haley, and the Calif. Governor 
account examples 
2. Institutional handles (business only, in compliance) vs. personal accounts (their own views, family, 
thoughts, sharing, etc.) 
3. Including some items in the policy - Including actions and engagements (not just posts) as part of the 
strategy 
4. Creating content specifically for mobile handheld devices (appearance, delivery, engagement) 
5. Limitations the DOD experiences with engaging and replying to accounts. Use @DOD_Outreach to 
engage/interact with the public. Is it less formal w/reduced screening during live coverage of events 
6. Twitter challenges 9M accounts each week that have bot-like characteristics 
7. New way of staffing the verification using Google Sheets 
8. Next training session at Twitter DC 
9. Rebuilding the AFN Pacific region's social media presence and providing them training opportunities 
10.Collaboration with Office of Naval Research with their disinformation associate to work on removal 
of malicious accounts. 
11.Talked about how to prevent a fake account from being created. 

*List of DOD leader accounts: 

Secretary of Defense 
Acting Secretary of Defense Patrick M. Shanahan: https://twitter.com/ActingSecDef 
Performing the Duties of Deputy Secretary of Defense/CFO David L. Norquist  (@DepSccDcf account) 
Assistant to the Secretary of Defense for Public Affairs Jonathan Rath Hoffman: 
https://twitter.com/ChiefPentSpox (account in transition) 
Principal Deputy Assistant to the Secretary of Defense for Public Affairs Charles E. Summers Jr. (former 
Acting ATSD/PA) 

Deputy Assistant to the Secretary of Defense for Strategic Engagement Kim Joiner 



The Joint Staff 
Chairman of the Joint Chiefs of Staff Marine Gen. Joe Dunford: https://twitter.com/thejointstaff 
Archived account: https://twifter.com/GenDunford 

Army Chief of Staff Gen. Mark Milley: httns://twitter.com/ArmyChiefStaff 
Marines Chief of Staff Gen. Robert B. Neller: https://twitter.com/CMC MarineCorps  
Navy John Richardson: https://twitter.com/CNORichardson  
Air Force Chief of Staff Gen. Paul J. Selva (does not have Twitter): 
National Guard Chief of Staff Air Force Gen. Joseph L. Lengyel: https://twitter.com/ChiefNGB 

Military Branches 
https://twitter.com/USArmy  
https://twitter.com/USNavy  
https://twitter.com/usairforce  
https://twitter.com/USMC  
https://twitter.com/USNationalGuard 
https://twitter.cotn/USCG (part of DHS) 

Combatant Commands 
https://twitter.com/INDOPACOM  
https://twitter.com/USAfricaCommand 
https://twitter.com/Southcom 
https://twitter.com/USNorthemCmd  
https://twitter.com/USSOCOM  
https://twitter.com/CENTCOM  
https://twitter.com/US Stratcom  
https://twitter.com/US EUCOM  
https://twitter.com/US TRANSCOM  
https://twitter.com/US CYBERCOM  

Example of impersonated leader in Combat Zones: Army Gen. Scott Miller 
Campaign in Afghanistan: https://twitter.com/ResoluteSupport  
Archived account for Army Gen. Austin S. Miller: https://twitter.com/commander rs 



(b)(6) 

@DeptofDefense 

On Jun 7.2019, at 11:52, (b)(6) 

(b)(6) 
USAF AFSOC AFSOC PA/AFSOC/PA 

wrote:. 

(b)(6) 

7/3/2019 RE: [Non.-DoD Source] Handle Update I Job: 5882083500932 

RE: [Non-DoD Source] Handle Update I Job: 588208835030932 
(b)(6) USAF AFSOC AFSOC PA/AFSOC/PA (b)(6) 

Sent:Monday, June 10, 2019 2:03 PM 
To: (b)(6) DMA HQ DMA (USA) 
Cc: Facebook [case++aazq3dkv6m7jx1@support.facebook.corn]; 

(b)(6) USAF AFSOC PA (US) 

     

(b)(6) USAF (US); 1(b)(6) USAF (USA); (b)(6) 

     

     

         

(b)(6) 

        

As always, thanks for all your. help! © 

     

Respectfully, 

(b)(6) 

AFSOC Public Affairs 
(b)(6) 

From: (b)(6) DMA HQ DMA (USA) (b)(6) 

Sent: Friday, June 7, 2019 5:11 PM 

To: (b)(6) USAF AFSOC AFSOC PA/AFSOC/PA (13)(6) 

Cc: Facebook <case++aazq3dky6m7jxl@support.facebook.com>; 
(b)(6) USAF AFSOC AFSOC PA/PA 

(b)(6) USAF AFSOC AFSOC PA/PA 
1(b)(6) 

(b)(6) USAF AFSOC AFSOC PA/AFSOC/PA (b)(6) 

  

Su.bject: Re:. [Non-DoD Source] Handle Update I Job:, 58820883.5030932 

Hi (b)(6) 

I reported the three accounts and the F.acebook team, have removed them.. Please add to your the accounts 
reported and outcome to your record. 

Thank you, 
1(b)(6) 

Hello! We have previously worked together to tackle and remove accounts created to impersonate 
our Air Force Special Operations Commander, Lt. Gen.. Brad Webb. I. need your expertise once 
again.. 

htlps://web-mita01..mait..mil/owa/?ae=ltom&t=1PKNoto..SMJME.MultipartSigoed&jd=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2.bS7aPkcP6... 115 



7/.3/2019. RE: [Non-DoD Source] Handle. Update.1 Job: 588208835030932 

I have. reported the, following imposter. accounts several times, however, the, accounts have, not yet 
been disabled‘ Unfortunately, we. have had multiple. people reach out to us with signs of fraudulent 
messaging‘ 

Official account: https://www.facebook.com/COMAFSOCOfficial/ 
Imposter accounts: https://www.facebook.com/Lt-Gen-Brad-Webb-320615782173171/ , 
https://www.facebook.com/LtGenBrad-Webb-428216757758274/ , https://www.facebook.com/Lt-
Gen-Brad-Webb-353777602160802/ 

I would greatly appreciate any assistance you can provide. Thank you so much! 

Respectfully, 

AFSOC Public Affairs 
m0-

 

• Original. Message--

 

From: (b)(6) U.SAF AFSOC AFSOC PA/AFSOC/PA 
Sent: Monday, April 22, 20.19 12:04 PM 
To: 'Facebook' <case++aazq3dkv6m7jg@aipport.facebook.com> 
Cc: (b)(6) IIU.SAF AFSOC AFSOC PA/PA 

USAF. AF.S.00 AFSOC PA/PA 
USAF AFSOC AFSOC PA/AFSOC/PA 

Subject: RE.: [Non-DoD Source] Handle Update I Job: 588208835030932 

(b)(6) 

My name is 142,...4 and I work for. Air. Force. Special Operations Command Public. 
Affairs. I greatly.  appreciate. all of the, proactive, and efficient assistance you provided in order to get 
our. command social media accounts verified.. Thanks again! 

Another account we. operate is a. Facebook page for our. commander, Lt. Gen Brad Webb 
(@COMAFSOCOfficial), This account is not verified and is frequently.  impersonated.. 
Unfortunately, we. are. currently dealing with another. impersonator.. Following your instructions 
below, I reported the imposter's profile. and filled out the form to report a. Facebook page that is 
impersonating a, public figure.. 

I wanted to reach out to you personally to see. if there were. any additional steps I could take in order 
to have, this account removed‘ Furthermore, would it be possible. to verify our. commander's page? 
Perhaps this will deter. impersonators in the future.. 

Our account link: https://www.facebook.com/COMAFSOCOfficial/  
Imposter account link: https://www.facebook.corn/ibrahim.nizeyimana.58  

Please let me know if you have any questions. Thank you so much for your time. 

Respectfully, 

(b)(6) 

AFSOC Public Affairs 

https://web-mita01..mail.mil/owanae=ltem&t=1PM.Note.SMIME.MultipartSigned&id=RgAAAAAfd5xnCAwCQqJnVYmHVO)5BwOrD13LmH2bS7aPkcP6.. . 2/5 

(b)(6) 

(b)(6)  

'.(b)(6) 



On Fri Apr 5, 2019. 09:38.:54, 

Hi 

wrote: (b)(6) 

)(b)(6) 

7/3/2019. RE: [Non-DoD Source] Handle Up:tate. I JO: 583208835030932 

Original Message---

 

From:. Fac.ebook <case-H-aazq3dkv6m7jxl@support.facebook‘com> 
Sent: Monday, April 8., 2019 11:21 AM 
To: 
Cc: b)(6) 

AF.S.00 PA/AFSOC/PA  
Subject: [Non-D.oD. Source] Handle Update I Job: 588208835.030932 

IUS.AF. AF.S.O.0 
(b)(6) 

Hi. (b)(6) 

We reviewed your. Account (https://www.instagram.com/AFSpecOpsCmd/) and determined that it's 
eligible for. verification‘ You'll now see a blue check-mark next to your. username on your. profile 
and in search results. on Instagram‘ 

Please note that verified Accounts must remain public, have a profile picture and post content‘ 

We strongly recommend you turn on two-factor authentication to help protect your Instagram 
Account. For details, about how to set up two-factor authentication and keep your Account secure in 
the future, please follow the security tips in the Help Center: 
https://vvvvw.facebook.com/help/213481848684090/ 

Our team is happy to help you further. establish your authentic presence by removing impostor 
Accounts‘ If you're being impersonated, please follow, these instructions to report impostor 
Accounts: www.facebook.com/help/167722253287296  

If you have any questions in regard to this, matter, please feel free to reach out. 

Thanks, 

F.acebook. Client Support Analyst 

Please help us improve our Customer Support by taking a few minutes to complete a brief survey 
about your experience with me.. You'll receive an email linking to our survey in the next few 
minutes. 1 appreciate your feedback, and thank you for contacting Facebo.ok‘ 

Thanks, for submitting this. request.. We've changed your us.ername 
(https://www.instagram.com/AF.SpecOpsCmd/)., and this. should be 
reflected throughout the system soon. 

If you have any questions. in regard to this matter,. please feel free to reach 
out.. 

Thanks, 

Facebook Client Support Analyst 

Please help us improve our Customer Support by taking a few minutes to 
complete a brief survey about your experience with me.. You'll receive an 

httpOweb-mita01.mailmil/owa/?ao.=Item84FIPM..Note..SMIME,MuttipartS.ign.eadd=Rg?NAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13.L.m.H2bS7aPkcP6... 3/5 



7/3/2019 RE: (Non-DoD Source) Handle Update [Jot,: 508.208835030932 

email linking.  to. our, survey.  in the next few minutes. I appreciate. your 
feedback, and thank you for. contacting.  Fac.ebooks 

On Tue. Apr.2, 2019 15:14:44, '44,14 DMA 
HQ DMA (USA) wrote: 

H. 

Correct. Yes, please.. 

Thank you so much! 
JAI:1;y; 

On Apr.2, 2019, at 18:08, Fac.ebook 
<case++aazcp dkv6m7jxl@up_port. facebook corn> 
wrote: 

Hi (b)(6) 

This is (b)(6)  with the Fac.ebook Clie.nt Support 
Team.. 1 work alongside (b)(6) and (b)(6) , and 
I'm. happy.  to assist you today, 

While (b)(6) works, on your. Page. us.ername 
change request,. I'll be helping with your. 
Ingagram us.ername claim and Instagram 
verification requests here. I understand that you 
would like to claim, the username. 
(https://www.instagram.cotn/AFSpecOpsCmd/) 
with the Instagram Account 
(https://www.instagram.com/afsoc_official/), and 
then verify.  the resulting Instagram. Account 
Oillps://www.instagram.com/AFSpecOpsCmd/). I 
have, applied to. claim the usemame. (), and I will 
contact you after. your. application has been 
processed. I will apply to verify.  the Instagram 
Account 
(https://www.instagram.com/AFSpecOpsCmd/) 
once the username has been changed. 

If you have any.  questions in regard to this matter, 
please. feel free to reach out. 

Thanks,, 

https://web-mi.ta01.maii.m(lioyvar?ae=1.tem&t=1PM.,Note.S.M.IMEN.LittipartSigned&i0=RgAAAAAfd5x.nCAwCQqJnVYmH.Vth5BwDrP1.3LmH.2.bS7aRk0R6.., 4/5. 



7/3/2019 RE: [Non.-DoD Source] Handle. Update Job.: 588208835030932 

(b)(6) 

Facebook Client Support Analyst 

https://web-mita01.mail.mil/owa/?ae=ltem&t=1PKNote.SMIME..MultipartSigned&id=RgAAAAAfd5xnCAwCQqJnVYmHVth.5BwDr.D13LmH2bS7aPkcP6... 515 



7/3/2019 [Non-DoD. Source].  Re: Meeting Notes 

[Non-DoD. Source] Re: Meeting.  Notes 
(b)(6) 

Sent:  Monday, June 1.0, 2019  9:5.8 AM 
To: DMA HQ DMA (USA) 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the 
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser, 

Hi 

Thank you very much for taking the, time to. write down your additional thoughts and notes. Your input was 
especially valuable, for our. Twitter Service, team, to understand what your. workflow and experiences are. like. 

Please enjoy the, rest of your leave! 

On Sun, Jun 9,2019 at 8:52 AM DMA HQ DMA (USA) 

       

wrote: 

        

Hi 0767- 1 

Thanks to you and the. Twitter team for the, opportunity to. speak with everyone during the feedback. session! 
Finally had a fe.w minutes to, put some. notes (attached) together,. 

@TwitterGov. < Caution-https://twitter.com/TwitterGov > I @Policy < Caution-https.://twitter..com/Policy> 

https://we.b-mitanmail.mi.1/owa/?ae.=Item&t=IPM..Note&id=f2gAAMAfd5xnCAwCQqJnVYmHYth5BwDrD13LmH2b.S7aP.kcP6ObnHAAAAQ.GpPAADrD1... 1/1 



(b)(6) 
(b)(6) USAF AFSOC AFSOC PA/AFSOC/PA 

(b)(6)011  Jun 
(b)(6)< 

7, 2019, at 11:52,H
>

 

(b)(6) 

wrote: 

7/3/2019 RE: [Non-DOD Source] Handle.Upd*. I Jo.b: 588208835030932 

RE: [Non-DoD Source] Handle Update I Job: 588208835030932 
b)(6) USAF AFSOC AFSOC PA/AFSOC/PA 

Sent: Monday, lune 10, 2019 2:03 PM 
To: b)(6) IDMA HQ DMA (USA) 
Cc: Facebook [case++aazq3dkv6m7Pd@support.facebook..com]; 

1(b)(6) USAF AFSOC PA (US) 

(b)(6) 

As always, thanks for all your help! © 

Respectfully, 

(b)(6) 

AFSOC Public Affairs 
b)(6) 

(b)(6) 

(b)(6) 

 

Fb)(6) 

  

USAF (US); CIV USAF (USA); (b)(6) 

    

From: (b)(6) DMA HQ. DMA (USA) (b)(6) 

Sent: Friday, June 7, 2019 5:11 PM 
To: (b)(6) USAF AFSOC AFSOC PA/AFSOC/PA (b)(6) 

Cc: Facebook <case++aazq3dky6m7jx1@support.facebook.com>; 
USAF AFSOC AFSOC PA/PA 

Subject: Re:. [Non-DoD Source] Handle Update I lob: 588.208.835030932. 

Hi 
(b)(6) 

(b)(6) 

(b)(6) AFSOC AFSOC PA/PA 
(b)(6) 

I reported the three accounts and the Fac.ebook team. have removed them. Please add to your the accounts 
reported and outcome to your record.. 

Thank you, 
(b)(6) 

(b)(6) 

@DeptofDefense 

USAF AFSOC AFSOC PA/AFSOC/PA 

Hello! We have previously worked together to tackle and remove accounts created to impersonate 
(b)(6) our Air Force Special OTLoitommanderj   I. need your expertise once 

again.. 

hqps.://we.b-mi.ta.01..mail...mil/owar?a.e.=Item&t=1PM.Note..S.M1.M.E.Mul.tipartSigned&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13.LmH2bS7aPkcP6... 1/5 



7/3/2019 RE: iNo.n-DOD  Sp.urcel Handle Update, I  Job: 58820883500932 

I have, reported the, following imposter accounts several times, however, the. accounts have, not yet 
been. disabled. Unfortunately, we. have had multiple people reach out to. us with signs of fraudulent 
messaging. 

Official account: https://www.facebook,com/COM FSOCOfficial/ 
Imposter accounts: https://www.facebook.com/Lt-Gen-Brad-Webb-320615782173171/ , 
https://www.facebook.com/LtGenBrad-Webb-428216757758274/ , https://www.facebook.com/Lt-
Gen-Brad-Webb-353777602160802/  

I would greatly appreciate any assistance you can provide. Thank you so. much! 

Respectfully, 

AFSOC Public Affairs 
'117:2r,is)) 

Original Message  
From JUSAF AFSOC AFSOC PA/AFSOC/PA 
Sent: Monday, April 22, 2019 12:04 PM 
To.: 'F.acebook' <case++aazq3dkv6m7jxl®support.facebook.com> 
CC: (b)(6) [USAF AFSOC AF.SOC PA/PA 

USAF AFSOC AFSOC PA/PA 
SAF. AFSOC AFSOC PA/AF.SOC/PA 

Subject: RE: [Non7DoD Source] Handle Update I Job: 58820883503093.2 

(b)(6) 

My name is and I work for Air Force. Special Operations Command Public 
Affairs.. I greatly appreciate all of the proactive and efficient assistance you provided in order to get 
our command social media accounts. verified.. Thanks again! 

Another account we operate is a F.aceboo.k page for our commander, Lt. Gen Brad Webb 
(@COMABOCOfficial).. This. account is not verified and is frequently impersonated.. 
Unfortunately, we are currently dealing with. another impersonator.. Following your instructions 
below, I reported the imposter's profile. and filled out the form to, report a Fac.ebook page that is 
impersonating a public figure.. 

I wanted to reach out to you personally to, see. if there were any additional steps I could take in order 
to have this account removed. Furthermore, would it be possible to, verify our commander's page? 
Perhaps this will deter impersonators in the future. 

Our account link: https://www.facebook.com/COMAFSOCOfficial/  
Imposter account link:. https://www.facebook..com  

Please let me know if you have any questions. Thank you s.o much. for your time. 

Respectfully, 

https://web-rnita.01.m.ail..m.i.1/owa/?ae=Item.&1=IPM.Note,S.MIME.MuItipartSigned8jO=ROAAAAf05xnCAwCQqJnVYmHVth5BwDrD.13LmH2.bS7aPkoP6... 2/5 



7/3/2019 RE: [Non-DoD Source] Handle Update [ Job: 588208835030932 

Original Message  
From: Facebook <case++aazg3dkv6m7jx1@supportfacebook.com> 
Sent: Monday, April 8, 2019 11:21  AM 
To: (b)(6)  

CC: (b)(6) USAF AFS.00 
AFSOC PA/AFSOC/PA  
Subject: [Non-DoD Source] Handle Update I Job: 588208835030932 

Hi. (b)(6) 

We. reviewed your. Account (https://www.instagram.com/AFSpecOpsCmd/) and, determined that. it's 
eligible, for. verification. You'll now see. a blue check-mark next to your username. on your profile. 
and, in search results on Instagram. 

Please. note, that. verified Accounts must, remain public, have, a profile, picture and. post content. 

We strongly recommend you turn on two-factor authentication to help protect your Instagram 
AcQount. For details about how to set, up.  two-factor authentication and keep.  your Account, secure in 
the future, please follow the seeurity.  tips in the Help.  Center:. 
https://www.facebook.com/help/2.134818486$4090/ 

Our team is happy to help you. further, establish your authentic presence. by removing impostor 
Accounts. If you're. being impersonated, please. follow these. instructions to report impostor 
Accounts: www.facebook.com/help/167722253287296  

If you. have, any questions in regard. to this matter, please. feel free to reach out. 

Thanks, 

Facebook Client Support Analyst 

Please help.  us improve our Customer Support by taking a, few minutes to complete a. brief survey. 
about. your experience with me.. You'll receive an email linking to our survey in the next few 
minutes.. I. appreciate your feedback, and thank you. for contacting Facebook. 

On Fri Apr 5., 2019 09:38.:54, Salem wrote: 

Hi 

Thanks, for submitting this. request. We've changed your us.ername. 
(https://www.instagram.com/AFSpecOpsCmd/), and this, should be 
reflected throughout the system soon. 

If you have any questions in. regard to this matter, please feel free to reach 
out.. 

Thanks, 

Facebook Client Support Analyst. 

Please help.  us improve our Customer Support by taking a few minutes to 
complete a brief survey about, your experience with me.. You'll receive an. 

https://we.b-mita01.mail.mil/owa/?ae.=Ite.m&t=1PM.Note..SMIME,MultipartS.igned.&id.=RgAAAAAfd.5xnCAwCQqJnVYmHVth5BwDrD13LroH2.bS.7aRkcP6... 3/5 

(b)(6) 



713/2019 RE: [Non-DOD Source] Handle Update [Job: 588208835030932 

email linking to our survey in the next few minutes. I appreciate your 
feedback, and thank, you for contacting Facebook, 

On Tue Apr 2, 20.19. 15:14:44, Fujikawa, DMA 
HQ DMA (USA) wrote:. 

Hi  

Correct, Yes., please.. 

Thank you so much! 

On Apr 2, 20.19., at 18:08, Facebook 
<case++aazq3 dkv6m7jxl@up_port lacebook ,com> 
wrote:. 

Hi 

This, is.  with the Facebo.ok Client. Support. 
Team.. I work. alongside (b)(6)  and (13)(6) , and 
I'm happy to. assist you today.. 

While (b)(6)  works, on your Page us.emame 
change request, I'll be helping with your 
Ingagram us.ername claim and Instagram 
verification requests here.. I understand that you 
would like to claim the us.emame. 
(https://www.instagram„com/AFSpecOpsCmd/) 
with the Instagram Account 
(https://www.instagram„com/afsoc_officialt), and 
then verify the resulting Instagram Account. 
(hups://www.instagram.com/AFSpecOpsCmd/), I 
have applied to claim the username (), and I will. 
contact you after your application has been 
processed.. I will apply to verify the Instagram 
Account 
(https://www.instagram,com/AFSpecOpsCmd/) 
once the us.ername has been changed. 

If you have any questions. in regard to this matter, 
please feel free to reach out. 

Thanks, 

https://web-mita.01.mail.mi.1/owa/?ae=ttem&t=IPM.Note.SMIME.MultipartSigned.&id.=RgAAAAA105xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 4/5 



7/3/2019 RE: [Non-DoD Source] Handle Update I Job: 568208835030932 

(b)(6) 

Facebook Client Support Analyst 

https://web.-mita01..mail..mil/owa/?ae=ltem&t=1PM.Note..SMIME.MultipartSigned&id=RgAAAANd5xnCAwCQqJnVYmHVth5BwDr.D13LmH2bS7aPkcP6... 515 



7/3/2019 Re.: Frau.dule.nt FB account; I need access, 

Re: Fraudulent FB. account: I need. access 
(b)(6) 11111110— DMA H.Q DMA (USA) 
Se.nt:Tu.esday, June 11, 2019 12:35 P.M 
To: kb)(61 IDJA PUBLIC AFFAIRS (US) 
Cc: (b)(6) ]DLA PUBLIC AFFAIRS (USA)',. DMA PROD (USA) 

(b)(6) - Please see the response from FB, 

Thanks for contacting us.. We reviewed your request and, found that some of the, accounts you reported were 
currently active and falsely claiming to be the, official presence of Lt.. Gen.. Darrel K. Williams on F.acebook.. 
We've removed those, accounts from. F.ac.ebook:. 

Caution-https://wwwfac.ebook.co 
Caution-https://wwwfac.ebook„co 
Caution-https://www.fac.e.bo.ok,c.o 
Cautio.n-https://wvvw,fae.e.bo.ok,c.o. 
Caution-https://www.fac.e.bo.ok,co 

We've also unpublished any Pages you've reported that, we found to be an unauthorized presence or non-
compliant, with the F.ac.eboo.k Pages Terms.. The admin of those Pages no.w has the option to leave them 
unpublished or to republish them. with a different name. 

Additionally,, if any of the. remaining accounts is infringing on the intellectual property of Lt. Gen.. Darrel K.. 
Williams, you can report it here.: Caution-https://www.facebook,c.om/help/intelle.ctual_property/ 

Thank you, 
(b)(6) 

(b)(6) 

CDeptofDefe.nse. 

   

On Jun 11, 2019, at 10:23, 
wrote: 

(b)(6) 
DMA HQ DMA (USA) 

  

Hi 

Wonderful! Looking forward to meeting you all in person.. 

Good job with the. findings! I have. submitted the account to FB for review, and. removal, Reference 
#24590.86304319214. 

Please. continue. to do regular scans across all platforms and keep a log. 

(b)(6) • 
(b)(6) 

https://we.b-mita.0.1.mail.mil/owar?ae.=ite.m84=1P.M..N.ote.SM(ME,Muttipart$igneadd=RgAAAAAfd5x.nC.AwCQqJnVYmHVth5BwDrD13LmH2bS7a.PJ<cP.6.., 1/3 



7/3/201.9 Re: Fraudulent. FB account; I need access 

(b)(6) 

  

     

    

(b)(6) From: (b)(6) DLA PUBLIC AFFAIRS (US) 

Sent: Monday, June 10, 2019 10:32 AM 

 

To: (b)(6) DMA HQ DMA (USA) 

 

Cc: (b)(6) DLA PUBLIC AFFAIRS (USA); 1(b)(6) DLA PUBLIC AFFAIRS (US) 

Subject: RE: Fraudulent FB account: I need access 

Thanks Aimee 

I'm ccing my bosses. Joe and I plan to attend your June 19 meeting. 

So far I have found 5 sites, using his image and identifying as the DLA director LTG Darrell 
Williams. He does not have a Facebook account.. 

https://www.facebook.com,(b)(6) 
https://www.facebook.com  
https://www.facebook.com  
https://www,facebook.com,  
https://www.facebook.com,  

I found another two that are less contentious. 

https://www.facebook.com,(b)(6) 
https://www.facebook.comi 

thanks 

(b)(6) 

    

(b)(6) From: (b)(6) DMA HQ DMA (USA) 

Sent: Friday, June 7, 2019.3:03 P.M 
T0:1(b)(6)  DLA PUBLIC AFFAIRS (US) 

Subject: RE: Fraudulent FB accou.nt: I need access. 

 

   

(b)(6) 

 

   

(b)(6) 

Please send me the links and I will report them. 

(b)(6) 

   

(b)(6) From: (b)(6) IDLA PUBLIC AFFAIRS (US) 

Sent: Friday, June 07, 2019 9:36 AM 

To: (b)(6) DMA HQ DMA (USA) 

Subject: Fraudulent FB account: I need access 

 

(b)(6) 

I need access to this portal to report some fake pages we found on our. general. Thank you. 

I plan to attend the June 19 meeting you are having so hope to meet you there. 

https://web-mita01..m.ait.mjliowaNe=ltem.8A=IPM..Notp:S.MI.ME..Multipart$igne0&id=RgAAAAAId5x.nCAwCQqJnVYmHVth5BwDrD13LmH2bS7aFkcP6... 2/3. 



7/3/2019 Re: Fraudulent FB account: I need access 

DLA Public Affairs 

Sharing some resources with you. 

FACEBOOK/INSTAGRAM: 
Here is the. link to the Facebook/Instagram. Government and. Politics. Advoc.ac.y Concierge. (GPAC) 
portal: https://www.facebook.com/business/clientsupport 
Please. let me know, if you. have. is.suea with acc.essing it. 

https://web-mila.01,mail..mil/owaRae=1.te.m&t=tPM.No10.,SMIME,MullipartSigned&id=RgAAAAAfd5xn.CAwCQqJnVYm.HVM5BwDrD13Lm.H2bS7aPkcP6... 3/3 



7/3/2019 Re:..[Non-DoP Source] Impersonation I Job: 245908004319.214 

Re: [Non-DoD Source] Impersonation I Job: 2459086304319214 
(b)(6) DMA HQ DMA (USA) 
Sent:Tu.esday, June 11, 2019 12:33 PM 
To: Facebook [case++aazzqm3zy7nvaw@support.facebook.com]. 
Cr: (b)(6) DMA PROD (USA); 

Hi. (b)(6) 

Thank you for your prompt action and reply! I will let their public affairs team know. 

Thank  ou, 
lo,t(sq 

@DeptofDefense 

On Jun. 1 1., 201.9, at 12:22, Faccbo.ok <case++aazzqm3zv7nvaw@support.facebook.com> wrote.: 

Thanks for contacting us.. We reviewed your request and found that some, of the accounts you 
reported were, currently active, and falsely claiming to. be the official presence. of Lt‘ Gen, Darrel K.. 
Williams on Faceb.00k. We.'ve removed those accounts from Fac.ebook: 

(b)(6) 

(b)(6) Caution-https://vvyvwfaceb.o.ok,corni 
Caution-https://www..faceb.o.okconv 
Caution-https://wwwfaceb.o.ok,corni 
Caution-https://wwwfaceb.o.okco.m/ 
Caution-https://www‘facebook..conv 

Wye, also unpublished any Pages you've, reported that we found to. be. an unauthorized presence Or 
non-compliant with the. Facebo.ok Pages Terms.. The admin of those. Pages now has the option to 
leave them unpublished or to republish them with a. different name... 

Additionally, if any of the remaining accounts is infringing on the. intellectual, property of Lt. Gen. 
Darrel. K. Williams, you can report it here.: Caution-
https://www,facebook,com/help/intelle.ctual_property/ 

https://web-mita0.1.mail.mil/owa/?ae=ltem&t=IPM.Note..S.MIME..Mullipart$ig.neakid=RgAAAAAfd.5xn.CAwCQqJnVYmHVth5BwDrD1.3.l.rnH2bS7aPkcP6... 1/1 



7/3/201.9 RE: JBLM sQciaL me.dia yenficatIon (UNCLASSIFIED) 

RE: 3I3LM social media verification (UNCLASSIFIED) 
DMA HQ DMA (USA) 

Sent:Tuesday, June 11, 2019 10:38 AM 

TDMA PROD (US); 
To: b I 1(61 USARMY USAG (USA) 
Cc: b)(6) 

Hello MX6) 

Thanks for emeiling. I am working to review and verify all official DOD social medie accounts in 
an. effort to redube imposters and scams. Twitter, no longer does verifications but have generously 
agreed to help the DOD.. 

Please place the URL from the Twitter profile and add it. to, the link section. Does the account 
need access to Twitter Media Studio as well? 

Would you also like to. update your, handle to match the FB one? 

MX6) 

From: PM IU.SARMY USAG (USA) 
Sent: Thursday, June, 06, 2019  2:03 PM 
To.: MX6) DMA HQ DMA (USA) 
Cc DMA Ft Meade PROD List DOD Social Media 
Subject: JBLM social media. verification (UNCLASSIFIED) 

CLASSIFICATION:. UNCLASSIFIED 

Hello (b)(6) 

  

Thank you for reaching out to JBLM on Twitter! I'd love. to work with you to 
get our, accounts verified. Please let me know wha,t you, have in mind. 

V/r, 

)X6) 

Digital Content Manager 
Joint Base Lewis-McChord 
Garrison HQ Public Affairs Office 
1010 Liggett Avenue 
JBLM, WA 98433 
(b)(6) 

JBLM News: https://www.army.mil/jblm 
(b)(6) 

CLASSIFICATION:, UNCLASSIFIED 

https://web-mita01.mail.mil/owa/?a.e=lte.m&t=tPM.No.te&id=RgAAAAAfd5x.nCAwCQqJnVYmHVth5BwDrID13.LmH2b$7aRkcP60.bnHAAAAOGpRAADr01... 1/1 

MX6) 

(b)(6) 



TO: 

DMA HQ DMA (USA) 
2019 9:50 PM 

(b)(6) 

Sent: Tuesday, June 11, 
1(b)(6) 

CC: 1(b)(6) 
1(b)(6)  

IUSMC TRANSOM JECOPS.E. (USA) 

Original Message 
I(b)(6) From: 

(b)(6) 

Sent: Tuesday, 
To: 
Cc: 

June 4, 2019 11:46 AM 
IDMA HQ DMA (USA) 1(b)(6) 

USMC TRANSCOM JECOPS.E (USA) 

(b)(6) 
(W(6) 

7/3/2019 RE: Twitter Verification MARFORCYBER 

RE: Twitter Verification - MARFORCYBER 
(W(6) 

Sent: Wednesday, June 12, 2019 8:09 AM 
To: (b)(6) IDMA HQ DMA (USA) 

 

Cc: (b)(6) 

 

USMC TRANSCOM JECCJPSE (USA) 

    

Hi (W(6) 

 

Our website is supposed to. go. live this week, but might get pushed until next week. We will let 
you, know once it is updated. 

Thank you, for your support! 

R/s, 

(W(6) 

MARFORCYBER Office of Communication 
(W(6) 

Twitter: @MARFORCYBER 

Subject: RE: Twitter Verification - MARFORCYBER 

Hi Amanda, 

Please let me know, when the website is up and the U.RL is updated in the profile, Twitter is being 
very.  particular for verifications lately and I want to avoid anything.  that may delay.  the process, 

Thanks! 
I(b)(6) 

Tr7cTiriTIIPX6) 

Sent: Tuesday, 
To:  

DMA HQ DMA (USA) 
June. 04, 2019 1.46 PM 

(b)(6) 
Cc: 100)  
Subject.: RE.: Twitter Verific.ation - MARFORCYBER 

USMC TRANSCOM JECCJP.S.E (USA) 

Thank you. for updating.  the. URL. 

T am submitting the next batch. OP the 17th,. After that, verification can take up to two. weeks. 

-----Original Message-----

 

From: (b)(6) 

Subje.ct RE: Twitter Verification - MARFORCYBER 

https://web-mita01.maii.mil/owa/?ae=lte.m&t=IPM,Note&id=RgAAAAAfd.5xnC/NwCQqJnVYmHVth5BwDrDi3LmH2bS7aPkcP6.0bnHAAA.AQGpPAADrDi... 1/3 



(b)(6) 
-----Original Message 
From: (b)(6) DMA HQ DMA (USA) 

--Original Message-----
From: (b)(6) 

7/3/2019. RE: Twitter Verification - MARFORCYBER 

(b)(6) 

Thanks for, your. assistance. I just added our URL and we have no additional accounts to verify. We 
will have our own website live in the next week, or two and we will update, that URL with our, new 
website once we are live. 
Access to. Twitter. Media Studio, would be very helpful to us as well. 

RI 5, 

b)(6) 

MARFORCYUR Office of Communication 
(b)(6) 

Twitter: @MARFORCYBfR 

Sent: Tuesday, June 4, 2019 9:16 AM 
To: (b)(6) 

Cc: 03)(6)  
1(b)(6)  

Subject: RE: Twitter Verification - MARFORCYBER. 

USMC TRANSCOM JECCJPSE. (USA) 

Hello (b)(6) 

Thank you, for responding. Nice to e-meet you. 

T am working to review, and verify all official DOD social media accounts in an effort to reduce 
imposters and scams. Twitter no longer, does verifications but have generously agreed to help the 
DOD. 

The account looks good but one thing needs to be done. Please add the URL to, the official page to 
the bio section. Also, does the account need access to Twitter Media Studio? 

Are there any other accounts in need of verification? 

Thank you. 
(b)(6) 

(b)(6) 

https://twitter.com/DeptofDefense  
https://www.instagram.com/deptofdefense  
https://www.facebook.com/DeptofDefense 
https://www.linkedin.com/company/united-states-department-of-defense 
https://www.defense.gov 

h.ttps://web-mita01.mail.mil/owa/?ae=lte.m&t=IPM.Note.&id=RRAAAAAfd5.xnCAwCQqJnVYmHVth.5.BwDrD13LmH2.bS7aPkcP6ObnHAAA.AQGpPAADrD1... 2/3. 



7/3/2019 RE: Twitter Verification MARFORCYBER 

Sent: Tuesday, June 4, 2019 9:05 AM 
To: p)(6) I DMA HQ DMA (USA) .(b)(6) 

  

   

Cc: MO) 

   

 USK IRANSCOM JECC.JPSE (USA). 

      

 

(b)(6) 

    

       

       

Subject.: Twitter Verification - MARFORCYBER 

Good morning Aimee, 

emailipg.  you in regards to your offer to. help verify our official, Twitter account, 
@MARFOROYBER. 

The Twitter account is run by.  our Communication Strategy Office apd. is the official, account for 
Marine Corps Forces Cyberspace Command. 

   

(b)(6) 
I've cc'd my Chief, 

(b)(6) and my replacement, 

Please let us know what we can, do to assist.. 

R/s, 

0:9(6) 
MARFORCYRER Office of Communication 
(b)(6) 

Twitter: @MARFORCYBER 

https://web.-mita01.mail.mil/owa/?ae=ltem&t=tPM,Note&id=RgAAAAAfd.5xn.CAwCQqJnVYmHVth5BwDrD13L.mH2.bS7aPkcP60b.nHAAAAQ.GpPAADrD1... 3/3 



1(b)(6) To: 

7/3/2019 RE: Official IG 

RE: Official IG 
(b)(6) DMA HQ DMA (USA) 
Sent: Wednesday, June 19, 2019 8:24 AM 
To: (b)(6) USAF AFGSC 5 BW/PA 

(b)(6) 

Please send me the email addresses associated with the base and CCC accounts. It is required for the verification request. 

Also, did you want to update the @username and URL for FB and TW so they match? If they are available. 
@MinotAFB 

(b)(6) 

(b)(6) 

(b)(6) From: (b)(6) USAF AFGSC 5 BW/PA 
Sent: Tuesday, June 18, 2019 3:49 PM 

IV DMA HQ DMA (USA) (b)(6) 

Subject.: Official IG 

G.00d Afternoon, 

Can you add another official account for us here at Minot AFB. Instagram: Rough_Rider3 which is the official IG of our 
new 91MW Command Chief. Thank you. 

V/R, 
(b)(6) 

NCOIC, Command Information 
5th Bomb Wing, Minot Air Force Base 
(b)(6) 

https://web-mita01..m.ail.mil/owa/?ae=ltem.&1=1P.M.Note..SMIME.MultipartSigned&id.=RgAAAAAfd5xDCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkc.P.6... 1/1 



(b)(6) DMA PROD 

7/3/2019 RE: DOD Scams article-. update. 

RE: DOD Scams article- update 
(b)(6) DMA PROD (USA) 
Sent:  Friday, June 28, 2019 2:45 PM 
To: 1(b)(6) DMA HQ DMA (USA); 

  

(b)(6) CIV DMA PROD (USA) 

I know! After the 4th,  is fine by me since we're all still trying to get out bearings. 

(b)(6) 

Social Media/Public Affairs Specialist 

DoD News, Defense Media Activity 
(b)(6) 

We.bsite.: www.defense.gov 

Fa.ce.book: facebook..com/DeptofDefense 

Twitter:. @DeptofDefense 

You.Tu.be: you.tube..com/De.ptofDefense. 

(b)(6) From: (b)(6) DMA HQ DMA (USA) 

Sent: Friday, June 28, 2019 2:43 PM 
To: (b)(6) I DMA PROD (USA) 

(USA)  b)(6)  

Subject: RE: DOD Scams article- update 

(b)(6) DMA PROD 

Yes, or even after. 4th  of July. It's going to be another very busy week! 

(b)(6) From: (b)(6) DMA PROD (USA) 

Sent: Friday, June 28, 2019 2:26 PM 

To: 030) DMA HQ DMA (USA) 
(b)(6) 

(b)(6) DMA PROD (USA) 

Subject: RE: DOD Scams article- update 

We can talk about that Monday. I'm not sure we have any at DMA left who could help! 

(b)(6) 

Social Media/Public Affairs Specialist 

DoD News, Defense Media Activity 
(b)(6) 

We.bsite.: www.defense.gov 

Fa.ce.book: facebook.com/DeptofDefense 

Twitter:. @DeptofDefense 

You.Tu.be: yo utu be..com/De.ptof Defense. 

From:1(b)(6) DMA HQ DMA (USA) 

Sent: Friday, June 28, 2019 2:14 PM 
To: (b)(6) DMA PROD (USA) 
(USA)1(b)(6) 

Subject: RE: DOD Scams article- update 

https://wpb-mita01..mail..mil/owa/?ae=ltem&t=IPM.Note..SMIME.MultipartS.igned&id=RgAAAAAfd5xnCAw.CQqJnVYm.HVth5Bw.DrDI3Lm.H2bS7aPkcP6... 1/3 

(b)(6) 



7/3/2019 RE: DOD Scams article:- update 

I. think we, should do a video to go with. it. 

   

(b)(6) From: (b)(6) DMA PROD (USA) 

    

Sent: Friday, June 28, 2019 2:05 PM 

    

(b)(6) 

 

To: (b)(6) DMA HQ DMA (USA) DMA PROD (USA) 
(b)(6) 

  

   

Subject: RE: DOD S.cam.s article-. update 

Lovely.. That probably falls under general military impersonations, but I'll add it to the list! 

(0) . 

Social Media/Public Affairs Specialist 

DoD News, Defense Media Activity 
(b)(6) 

Website: www.defense.gov 

Fac.ebook:. faceboo.k.com/De.ptofDefense 

Twitter., @DeptofDefense 

YouTu be: youtube.c.om/DeptofDefense 

(b)(6) From:1030) DMA HQ DMA (USA) 

Sent: Friday, June 28, 2019 1:49 PM 

(USA) 03)(6) 

6M

I

A PROD (USA) To: (b)(6)  

Subject: RE: DOD Scams article- update 

(b)(6) DMA PROD 

(b)(6) also brought up a catfish scam where military leader impersonators are catfishing women saying they are 

divorced. 

From: (b)(6) DMA HQ DMA (USA) 

Sent: Thursday, June 20, 2019 1:34 PM 

To: (112r) DMA PROD (USA) 

(USA) (b)(6) 

  

(b)(6) DMA PROD 

   

Subject: RE: DOD Scams article- update 

We, don't have to. us.e, that specific example but c.an s.peak generally, 

From.(13)(6)  DMA PROD (USA) 

Sent: Thursday, June 20, 2019 1:24 PM 

To: (b)(6) DMA HQ DMA (USA) 
b)(6) 

(b)(6) 

(b)(6) DMA PROD (USA) 

Subject: RE: DOD Scams article- update 

Good to know.. I'll add that in there! 

(b)(6) 

Public Affairs.Specialist 

DOD Social Media 
(b)(6) 

https://web-mita01..mail..mil/pwa/?ae=ltem&t=IPM.Note..SMIME.MultipartSigned&id=RgAAAAAId5xnCAwCQqJnVYmHVth.5BwDrD13LmH2bS7aPkcP6... 2/3 



7/3/2019 

 

RE: DOD Scams article- update. 

 

(b)(6) 

  

 

Website: www.defense.gov 

Facebook: facebook.com/DeptofDefense 

Twitter & Instagram: @DeptofDefense 

YouTube: youtube.com/DeptofDefense 

 

(b)(6) 
From: (b)(6)  DMA HQ DMA (USA) 

Sent: Thursday, June 20, 2019 10:57 AM 
To: (b)(6) DMA PROD (USA) 

(USA)  

Subject: RE: DO.D Scams article-update 

(b)(6) 

(b)(6) 

Wonderful! 

I am not sure if this is already included, but I know some impersonators are asking friends/relatives of people they know 

for money. An SEL just told me someone's mother sent an imposter money because she thought it was him. 

(b)(6) From (b)(6) DMA PROD (USA) 

Sent: Thursday, June 20, 2019 10:23 AM 

To: (b)(6) DMA HQ DMA (USA) 
(b)(6) 

Subject: DOD Scams article- update 

(b)(6) DMA PROD (USA) 

I'm finally getting back on the DOD scams warning article page! 

So far, from. what I've found,. I'm able to touch on romance scams., sextortion, s.ale.s schemes, advance fee, schemes and 

service member impersonations.. I think that's a go.o.d start to, write an article from, but if you. can think of any other 

important scams o.ff.the top of your heads, let me know! 

(b)(6) 

Public Affairs Specialist 

DOD Social Media 
(b)(6) 

Website: www.defense.gov 

Facebook: facebook.com/DeptofDefense 

Twitter. & Instagram: @DeptofDefense 

YouTube: youtube.com/DeptofDefense 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note.SMIME.MultipartSignecl&id=RgAAAAAfd.5xnCAwCQqJnVYmHVth5BwDrD13LmH2b.S7.aPkcP6... 3/3 

DMA PROD 



7/3/2019 RE: Verifying.  your Twitter feed (UNCLASSIFIED) 

RE: Verifying your Twitter feed (UNCLASSIFIED) 
DMA HQ DMA (USA) 

Sent:Friday, June 28, 2019 3:10 PM 
To: 1(1:461 USARMY 780 MI BDE (USA) 

(b)(6) 

I just tried calling you back. 

Twitter no longer does verifications BUT h.as agreed, to help the DOD because we h.ave a problem with, fake accounts and 
imposters. I'm running into two meetings so I'm se.nding this for you to review. The account needs a URL in the, profile 
area. 

Verification Requirem.ents 
When, you h.ave a. chance, please ensure th.e following minimum requirements are in. place for ea.ch of the accounts. Send 
me the links and let me. know, once they are set. 
-Login verification/2.-Factor authentication is activated. 
-Associated email must, be campaign/institutional/governmental 
-Profile and header images are not Twitter's default. photos 
-Bio specifies the person's official title or th.e purpose of the org/agency/division 
-The. URL to the org/agency/division/campaign's official we.bsite. is added to the profile 
-They.  have tweeted natively recently. a.nd regularly.  (hot just retweets) 
-The Facebook and Instagra.m accounts are not, linked to Twitter 
-Rem.ove the setting that links posts from. Instagram an.d. Facebook 
-Provide the email associated w/ the IG account verification 
-Specify whether or not the account need.s access to Twitter Media Studio 
-Write a brief justification on, how/why the content and unit fits in to the SecDers/DOD's efforts, 
-Do you have other accounts that need verification? Please send the links for those also. 
-F.or IC verification., sen.d, the email ad.dress associated with the account, 

(b)(6) 

(b)(6) 

Original Message 
From: (3)(6) USARMY 780 MI BDE (USA) 
Sent: Friday, June 28, 2019 12:26 PM 
To: (b)(6) DMA HQ DMA (USA) 

(b)(6) 

(b)(6) 

Subject: RE: Verifying your Twitter feed (UNCLASSIFIED) 

CLASSIFICATION: UNCLASSIFIED 

(b)(6) 

Per the Army.  Public, Affairs Social Media site at. 
https://www.army.mil/socialmedia/managers/, I requested to add the account 
to the Army's Social Media Directory, 

Whe.n I went to the Twitter page to verify the account at 
https://verification.twitter.com/request, the site seems to be down. at the 
moment.. 

v/r, 
(b)(6) 

(b)(6) 

Public Affairs Officer, 
780th, Military Intelligence Brigade (Cyber) 
310R Chamberlin Ave.„ Fort Meade., MD. 20755 
(b)(6) 

"Everywhere and Always... In the Fight" 

https://web-mita.01„rneit„mit/owa/?.ae=ttem&t=IPM,Note,.SMIME,MultipartSignegt&igt=RgAAAAAId5xnCAwCQqJnVYmHVth.5.BwDrDt3LmH2bS7aPkcPS... 113 



7/3/2019 RE: Verifying your Twitter feed (UNCLASSIFIED) 

Original Message  
From: (b)(6) DMA HQ. DMA (USA) 
Sent: Friday, June 28, 2019 12:20 PM 
To: kb)(6) 
b)(6) 

IUSARTY 780 MI BDE (USA) 

Subject: RE: Verifying your Twitter feed (UNCLASSIFIED) 

Hi (b)(6) 

When you say register,, do you mean registering with Army or submitting a 
request for verification? 

Verification can take 2-3 weeks depending on how busy Twitter is. 

Thank you. 
1(b)(6) 

(b)(6) 

https://twitter.com/DeptofDefense  
https://www.instagram.com/deptofdefense  
https://www.facebook.com/DeptofDefense  
https://www.linkedin.com/company/united-states-department-of-defense 
https://www.defense.gov 

--Original Message 
USARMY 780 MI BDE (USA) 

b)(6) 

Sent: Friday, June 28, 2019 12:12 PM. 
To: kb)(6) DMA HQ DMA (USA) (b)(6) 
Subject: FW: Verifying your Twitter feed (UNCLASSIFIED) 

CLASSIFICATION: UNCLASSIFIED 

Good afternoon, 
I was hoping you can assist. I did register our Twitter account through 

the Army.mil Social Media site; however, I'm not sure how long that will 
take. 

Our Twitter account is: https://twittercom/780thC 

v/r, 
(b)(6) 

(b)(6) 

Public Affairs Officer 
780th Military Intelligence Brigade (Cy.ber) 
310R Chamberlin Ave., Fort Meade,, MD 20755 

(b)(6) 

"Everywhere and Always.ln the Fight" 

----Original Message  
From: 1(1))(6) USARMY ARCYBER (USA) 
Sent: Friday, June 28, 2019 12:04 PM 

https.://web-m.ita01.m.ail.mil/owa/?ae=ltem.&t=1P.M.Note.SMIME.MultipartSign.ed&id=RgAAAAAId5xnCAwCQqJn.VYmHVth5BwDrD13LmH2bS7aPkcP.6... 2/3 

From: b)(6) 



To: (b)(6) 

7/3/2019 RE: Verifying your Twitter feed (UNCLASSIFIED) 

USARMY 780 MI BDE (USA) 
(b)(6) 

Subject: Verifying your Twitter fee.d. (UNCLASSIFIED) 

CLASSIFICATION:. UNCLASSIFIED 

Hi (b)(6) 

As discussed, (b)(6)  did the legwork to 
verify our Twitter feed, and I'm sure she'd do the same for yours. Her 
address is: 

b)(6) 

Thanks again. I'm off to salute your new feed! 

V/R„ 
Ufa 
(b)(6) 

U.S. Army Cyber Command 
Public Affairs Office 
8825 Be.ulah St. 
Fort Belvoir, VA 22060 
(b)(6) 

Follow ARCYBER on: 
Web: www.arcyberarmy.mil 
Twitter; https://twitter.com/arcyber 
Flickr: https://www.flickr.com/photos/army-cyber 
Linked In: https://www.linkedin.com/company/10791785 

ABOUT US: United States Army Cyber Command directs and conducts integrated 
electronic warfare, information and cyberspace operations as auth.orized, or 
directed, to ensure freedom of action in. and through cyberspace and the 
information environment, and to deny the same, to our adversaries. 

Interested in the challenge of joining the Army Cyber team? Check out 
military and civilian cyb.ercareer. and employment opportunities by clicking 
on the "Careers." tab at www.arcyberarmy.mil 

CLASSIFICATION:. UNCLASSIFIED 

CLASSIFICATION:. UNCLASSIFIED 

CLASSIFICATION:. UNCLASSIFIED 

hdps://web-mita01..m.a.il..mit/owaNe.=Item.&t=1P.M.Note...SMIME.MultipartSigneid&ig1=RgAAAAAId5xnCAwCQqJnVYmHVth5BwDrD.13.LmH2bS7aPkcP.6... 3/3 



7/0/2019 [Non-DoD Source] Facebook Verification [ Job.: 44699510.2881252 

[Non-DoD Source] Facebook Verification I Job: 446095102881252 
Facebook [case++aazq56jnt5pjtz@supportfacebook.com] 
Sent:Monday, July 01, 2019 4:21 PM 
To: (b)(6) DMA HQ DMA (USA) 

Al]. active links contained in this email were disabled.. Please verify the identity of the sender, 
anb confirm the authenticity of all links contained within the message prior to copying and 
pasting the address to a Web browser, 

Hi (b)(6) 

The Page Caution.-https://www.facebook.com/SchrieverAirForceBase/ was verified. Let me know if you 
have any issues with this request. 

Thanks, 

ace. ook Client Support Analyst - To learn more about growing.  your business on Facebook visit: 
Caution-https://fb.meilearn-blueprint or. Caution.-https://politics.fb.com/. 

Please, help us improve. our Customer Support by taking a few minutes to complete a brief survey 
about your experience with me. You'll receive an. email linking to our survey.  in the next few 
minutes. I appreciate your feedback and, thank you for contacting.  Facebook, 

>On Thu Jun. 27, 2019 13:55:53, Drew wrote.: 
>Hi (b)(6) 
>My name is  gol  with the. Facebook Client Support Team and I. am more than happy to assist you with 
your inquiry. I understand you are requesting.  verification of the Facebook Rage, Caution-

 

https://www.facebook.com/SchrieverAirForceBase/. The DoD Page (114648515718) is already verified. 
>Please note, I have filed a, request for review. I will keep you updateb along the way and you can 
expect a response once, a viable resolution has been reached, 
>Tn the meantime, should you have any further questions regarding this inquiry, please feel free 
to reach out. 
>Thanks, 
AM)(6)  
>Facebook Client Support. Analyst - To learn more about growing your business on Facebook visit: 
Caution-https://fb.me/learn-blueprint or Caution.-https://politics.fb.coM/. 
»On Thu Jun 27, 2019 13:01:42, wrote: 
»Hippo)  , 
»We have, received your question. and your reference number is 446095102881252. We will respond 
within 1 business day,. If you don't hear from us within that time frame, please be, sure to check 
your spam folder. 
»In the meantime, we encourage you to visit the Facebook Advertiser Help Center to find. detailed 
information, related to Facebook. Ads: Caution-https://www.facebook,com/business/help 
>> 
»We'll be in touch soon! 

»Note.: Please make sure that you whitelist Facebook's domains (support,facebook,com, fb.com) to 
receive our response for, your inquiry, 

»Sincerely, 
»The Global Marketing Solutions Team 
»Facebook 

https.://web.-mita01.rnail.rnil/pwa/?ae=1.tern&t=1PM.N.ote&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwOrD13L.mH2bS7aPkcP6Ob.n.HAAAAQGRPAADrD1... 1/1 



7/3/2019 [Non-DoD Source] Re: About your. repent Twitter report 0119096699 [ref:OODA0000000K0A8,5004A00001iblntref] 

[Non- DoD Source] Re: About your recent Twitter report 0119096699 [ref:00DA0000000K0A8.5004A00001iblntref]. 
1(b)(6)  
Sent:Tuesday, July U2, 2019 /;12 AM 
To: Twitter support IS.UppOrt©twitter..com]; DMA HQ DMA (USA) 

All active links contained in this entail were disabled. Please verify the identity of the sender,, and confirm the authenticity of.all links contained within. the message prior 
to copying and, pasting the address to a Web browser. 

I have, access to the email that submitted the report. Standing by for further. instructions. Thank you, 

Rest regards, 
(b)(6) 

On Tue, Jul 2., 2019. at 10:45 AM Twitter Support <support@twitter,.c.oin < Caution7mailto:support@twitter..com.> > wrote: 

PLEASE NOTE: we nee.d you, to re.spond before we can continue our investigation into your recent report. 

Thanks for bringing.  this to our. attention.. Please, note., we'll need you to respond to, this message, before we can continue, our 

review of your report. 

As part of our, investigation, we. need. to confirm, that you are an authorized, representative, of.the company or organization.. 

If you filed, your, report from, a.n email Kl.dress asso.ciate.d. with th.e organization's email. domain, please reply to this message, 

confirming you have, access to, this email. address.. 

If your report wasn't filed. from an email, add.ress associated, with, the, organization's email domain,. ne.ed, you to d.o. one, of the 

following: 

• Option. 1: Refile your report using an email, address associated with th.e organization's, email domain (such as. 

joh.n.@brandnam.e.com < Caution-mailto:joh.n@bran.d.n.ame.com > )„ 

• Option. 2: Use the link, below, and upload documentation showing you have authority to act on the, company or 

organization's behalf.. This should include. a signed statement from the compan.y or organization, confirmin.g.  that you, are 

their authorized representative, a copy of your busin.ess, card, an.d a valid government-issued photo [D (e.g„,. driver's license 

or passport):  Your information. will be kept confidential and your documentation will be, deleted after we, resolve the. issue. 

Please, use this link.< Caution-hltps://twitterinc,secureforce.,co.m/u?e=seabreeze20.19pa@gmail.co.m&cn=011.9096.699 > to 

upload, documents for optio.n 2.. 

Please, keep in mind„ accou.nts in compliance with Twitter's parody, commentary„ and. fan a.cco.unts < Caution-. 

https://hel p.twitter..co.m/ru les-and-policies/parojdy-acco.0 nt-pol icy? 

ulm_so.urce.=POPY020.1d.entity%20.RW02.01830°/0201.&u.tm_m.egliu.m=e.m.ail&utm_campaign=PCT%20.1de.ntity°/020.RT.%2.01830°/020.1&u.tm_co.nte 

policy are not considered in violation of our impersonation policy < Cautio.n-https://h.elp„twitter,co.m/rules-and-poficies/twitter-

impersonation-policy? 

ulm_so.urce=PC.T%20.1d.entity%20.RT%2.01830°/0202&u.tm_m.egiu.m=e.m.ail&utm_campaign=PCP/020.1dentity°/020.RT.%2.01830%20.2.&ulm_co.ntE 

Thanks,. 

Twitter 

ref: OODA00000.00K0A8..5004A00001iblnt: ref 

Help < Caution-http://support,twittencom > I Privacy < Caution-https://twItter.com/enlprivacy > 

https://web.-mita01.mailmil/owa/?ae=ltem&t=IPM..N.o.te&id.=RgAAAAAfd5xnCAwC.QgJnVYmHVth5BwDrD13.LmH2bS7aPkcP6Ob.nHAAAAQGpPAADrD1... 1/2 

10)(6) 



7/3/2019 [Non-DoD So.urce] Re.: Abut your. recent Twitter. report 0119096.699 [ref:00DA00000.00K0A8.5004A00001ib.1ntref] 

Twitter, Inc. 1355 Market Street, Suite 900 San Francisco, CA 94103 

https://web.-mita01..maii..mi.1/owa/?ae=ltem&t=IPM..Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwD.rD13.LmH2bS7aPkcP60b.n.HAAAAQGpPAADrD1... 2/2 



.21  Vodafone UA LTE 10:32 if 24% 1.11J. 

APIPM11 

7/3/2019 RE: [No.n-Do.D Source] Re.: Impo.ster Ticket #0119096699 

RE: [Non-DoD Source] Re: Imposter Ticket. # 011909.6.699. 
(b)(6) DMA HQ DMA (USA) 
Se.n.t.:Tu.esday, Ju.ly 02, 2019 12:16. PM 
To: Twitter Government & Politics. [gov@twitter,com] 

Thanks, team! 

From:  b)(6) On Behalf Of Twitter Government & Politics 
Sent: Tuesday, July 2, 2019 10:12 AM 
To: (b)(6) DMA HQ DMA (USA) <ainnee.tfujikawa.civ@mail.mil> 
Subject: [Non-DoD Source) Re: Imposter Ticket # 0119096699 

All active, links containe.d in this email were. disabled.. Please verify the identity of the sender, and confirm the 
authenticity of.all links contained within the message prior to copying and pasting the address to a Web browser. 

Great, thank you! We have escalated this to our team internally. 

Twitter Government & Elections 
gov@twitter.com < Caution-mailto:gov@twitter.com > I follow us: @TwitterGov < Caution-

 

http://twitter.com/twittergov > 

On Tue, Jul 2, 2019 at 5:26 AM. (b)(6) DMA HQ DMA (USA) 
(b)(6) wrote: 

Good morning, 

I am escalating an imposter report on be.half.of Exercise. Se.a Breeze.. The, real account is Caution-
https://twitter,com/ExSeaBreeze. <.Caution-https://twitter,com/ExSe.aBre.eze. > , Screenshot of. the. imposter 
account is enclosed.. 

(yve, already submitte.d a verification request for the real account that is in the works.) 

Thanks for your support! 

https://we.b-m.ita.01..ma.it..miliowa/?ae.=Item&t=IPM.N.ote...SMIME..MultipartSigne0&id=RgAAAAAfd5x.nC.AwCQAJnVYmHVth5BwDrD13.LmH2bS.7aPkcP6... 1/3. 



7/3/2019 RE: [Non-DoD Source] Re: Imposter Ticket #0119096699 

ExSea Breeze 
@ex_breeze 
0 Following 0 Followers 

@ex_breeze is blocked 

Are you sure you want to view these 
Tweets? Viewing Tweets won't unblock 

@ex_breeze. 

CEO 

fug) 115 

Thank. you, 
(b)(6) 

(b)(6) 

Facebook: facebook,com/DeptofDefense < Caution-https://www.facebook.com/DeptofDefense > 
Twitter: twitter.com/DeptofDefense < Caution-https://twitter.com/DeptofDefense > 

https://web-mita01..mait..mil/owa/?ae=ltem&t=IPM.Note„SMIME.MultipartSignecl&id=RgAAAANd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 2/3. 



7/3/2019 RE: [Non-DoD Source] Re: Imposter Ticket #0119096699 

Instagram: instagram‘com/deptofdefense < Caution-https://www‘instagram.com/deptofdefense > 
Linkedln: linkedin‘com/company/united-states-department-of-defense < Caution-
https://www.linkedin.com/company/united-states-department-of-defense > 
Website: defense‘gov < Caution-https://www.defense‘gov/ > 

https://web-mita01.ma.it..mil/owa/?ae=ltem&t=tPM.Note$114(ME,M.ultipartSigned&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 3/3 



7/3/2019 Re: [Non-DOD. Source] Fwd: About your recent Twitter, report 0119096699 [ref:00DA0000000K0A8..5004A00001iblnt:ref] 

Re: [Non-DoD Source]  Fwd: About your recent Twitter. report.0119096699 [ref:OODA0000000K0A8.5004A00001iblntref] 
1(b)(6) DMA HQ DMA (USA) 
Sent:Tuesday, July 02, 2019 517 AM  
To: ihNiAl 

SN CHINFO WASHINGTON DC (USA). 

1(b)(6) 

I have esc.alated the, imposter accounta.nd will .keep you updated. 

Thank you, 
(b)(6) 

(b)(6) 

Facebook: facebook.com/DeptofDefense 
Twitter: twitter.corniDeptotDefense 
Instagrain: MsLigram.cornideptofdefense  
Linkcdln: linkedin.com/company/unitcd-states-department-of-dcfcnse 
Website:  defensexa. 

Cc  (b)(6) 

On Jul 2., 2.019.„ at 04:5.1. Sea Breeze 2019 1(b)(6) wrote: 

All active links con.tajne.d in this email, were disabled. Please verify the, identity of the sender, and confirm.the authenticity of all, links contained within the 
message prior to copying and pasting the address to a Web. browser.. 

Good morning Ma'am, 

Thank you for the guidance on dealing with the imposter profile. Below is the email I received after reporting the account.. Please let us know.ifthere's 
anything else you need from us. 

\f/r, 

1(b)(6) 

------ Forwarded message ------

 

From; Twitter Support  <support(ktwitter.com < Caution-mailto:supplori@twitter.com » 
Date: Tue,.Jul 2,.2019. at 10:48. AM 
Subject: Ab.out your recent Twitter report 0119096699. [ref:00DA0000000K0A8,5.004A0000.1ib.1 in:ref] 
To: 1(b)(6) 

PLEASE NOTE: we need you to, respond before we can continue our investigation into your recent report. 

Hello,. 

Thanks for bringing this to our attention. Please note, well need you to respond to this message before, we can continue 

our review.of your report. 

As, part of our investigation, we need to confirm that you are an authorized representative of the company or 

organization. 

If you, filed your report from an email address associated with the organization's. email domain, please reply to thi5 

message, confirming you. have access to this email address„ 

If your report was.n't filed from an email address, associated with the organization's emaii domain,. well need you. to do 

one of the following: 

• Option 1: Refile, your report using an email address, associated with the organization's email domain (such as 

john@brandname.com < Caution-mailtolohn@brandname.com >.). 

https;//web-mita01.maitrnii/owa/?ae=ltern&t=IPM..Note.SM.IME„M.ultipartSigned&iid=RgAAAAAId5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6... 1/2 



7/3/2019 Re: [Non-DoD Source] Fwd: About your recent Twitter, report 0.119096599 [ref:000A0000.000K0A8.5004A0000.1ib1ntref] 

• Option 2: Use the lin.k below and upload documentation, showing you have authority to act on the company or. 

organization's behalf. This, should include a signed statement from the company or organization confirming that you 

are their authorized. repres.ehtative, a copy of your busines.s card, and a valid, government-is.sued. photo ID (e.g.., 

driver's, license of passport). Your information will be kept confidential and your.documentation will be deleted, after 

we resolve the issue. 

Please use this. link < Caution-https://twitterinc.secure.force.com/u?e=seabreeze2019pa@gmaLcom&cn=0119096.6.99 > 

to upload documents for option 2. 

Please keep in mind, accounts in compliance with Twitters parody, commentary, and fan accounts.< Caution-. 

https://help.twittercom/rules-and-policies/parody-account-policy?. 

utm_source=PCT%201dentity%2ORT%201830°/020.1&utm_medium=email&.utm_campaig.n=PCT%201dentity%2ORT°/0201830°/020.1&utm_cc 

policy are not considered in violation of our impers.onation policy .< Caution-https://help.twilter.com/rules.-and,  

policies/twitter-imp.ers.onation-policy? 

utm_source=PC7/0201dentity°/020R7/0201830°/020.2&utm_medium=email&.utm_campaig.n=PCT.°/0201dentity%2ORT%201830°/0202&utm_cc 

Thanks, 

Twitter 

ref:OODA0000000K0A8..5004A00001i bint: ref 

Help.< Caution-hHp://suppert.twitter.com > I Privacy cCaution-https:/Itwitter.com/en/privacy > 

Twitter. Inc. 1355 Mar1(et Street, Suite 900 San Francisco, CA 94103 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM„Note.SMIME„MultipartSigned&ic1=RgAAAAAfd.5xnCAwCQgJnVYmHVth5BwDrD13LmH2bS7.aPkcP6.... 2/2 



7/3/2019 [Non-DoD Source] Impersonator I Job: 474908366657680 

[Non-DoD Source] Impersonator I Job: 474908366657680 
Facebook [case++aazo5to7eqkgwe@support.facebook.com] 
Sent:Tuesday, July 02, 2019 5:39 PM 
To: (b)(6) I DMA HQ DMA (USA) 

 

Cc: (b)(6) 

 

DMA PROD (USA); (b)(6) 

All active links contained in this email were disabled. Please verify the identity of the sender, 
and confirm the authenticity of all links contained within the message prior to copying and 
pasting the address to a Web browser. 

Hi (13)(0) 

Thanks for your report about unauthorized accounts, We've removed the account (Caution-
https://www.instagam.com/mark_t_esper2/) you reported from Instagram. 

Feel free to reach back out if you have any questions or concerns regarding this request, 

Thanks, 

Face ook Client Support Analyst - To learn more about growing your business on Facebook visit: 
Caution-https://fb.me/learn-blueprint or Caution-https://politics.fb.com/. 

Please help us improve our Customer Support by taking.  a few minutes to complete a brief survey 
about your experience with me. You'll receive an email linking to our, survey in the next few 
minutes. I appreciate your feedback, and thank you for contacting Facebook. 

»On Tue Jul 2, 2019 13:49:48, Briana wrote: 
»Hi Im05)  
»This is MX6) with the Facebook Client Support Team and I work alongside 0:0(6) and (b)(6) 

am happy.  to assist with your request to remove this impostor account (Caution-

 

https://www.instagram.com/mark_t_esper2/) of Secretary of Defense Mark T. Esper. 
»I am. working with my internal team. to review this account for removal. I will keep you posted on 
updates as they.  become available, 
»Let me know if you have any questions or concerns regarding this matter, 
»Thanks, 
>> (b)(6) 

»Facehook Client Support Analyst - To learn more about growing your business on Facebook visit: 
Caution-https://fb.me/learn-blueprint or Caution-https://politics.fh,com/. 
>»On Tue Jul 2, 2019 12:36:41, wrote: 
>»H.i (b)(6) 

>»We have received your question and your reference number is 474908366657680. We will respond 
within 1 business day.. If you don't hear from us within that time frame, please be, sure to check 
your spam folder. 
>»In the meantime, we encourage you to visit the Facebook Advertiser Help Center to. find detailed 
information related to Facebook Ads: Caution-https://www,f.acebook,com/business/hglp 
>» 
>»We'll be, in touch soon! 
>» 
>»Note: Please make sure that you whitelist Facebook's domains (support.facebook.com, fb,com) to 
receive our response, for your inquiry. 
>» 
>»Sincerely, 
>»The Global Marketing.  Solutions Team 
>»Facebook 
>» 
>> 

https://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6ObnHAAAAQGpPAADrD1... 1/2 



7/3/201.9 [Non-Do.D So.urce] Imperso.nator I Job: 474908366657680 

h.ttps://we.b-mita0.1.maiLmi)/owaPae=1.tern8a=1PM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth.5BwDrD13L.mH2.bS7aPkcP6ObnHAAAAQGpPAADrDI... 2/2 



7/3/2019 RE: [Non-DoD Source] Re: About your repent Twitter. report 0119096699 

RE: [Non-DoD Source] Re: About your recent Twitter report 0119096699 
(b)(6) DMA HQ DMA (USA) 
Sent: Wednesday, Ju y 03, 2019 2:39 PM  
To: (b)(6) 

  

Cc: (b)(6) JSN COMUSNAVEUR USNAVAF (USA) 

(b)(6) and Team, 

You're very welcome! I am happy to be able to help. 

The nice note you wrote has been sent to the Twitter team. They appreciate the feedback. 

Feel free to reach out anytime! 

(b)(6) 

From: (b)(6) 

Sent: Wednesday, July  03, 201.9 2:25 PM 

To: •DMA HQ DMA (USA) 
Cc:  USN COMU.SNAVEU.R.U.SNAVAF (USA) 

Subject.: [Non.-DoD. Source] Re: About your recent Twitter. report 0119096699 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the 
authenticity of all links, contained within the message prior to copying and pasting the address to a Web browser. 

Thank you so much for all your help in. getting the accounts verified and the fake accounts taken down„ 

Please relay the following message to twitter: 

Thank you for helping us verify out Twitter account, And more importantly thank you for being so quick to take 
down the imposter account that was putting out bad news. The response time on our request was amazing and 
we greatly appreciate your support in ensuring that content. and messages are not distorted by imposters. 

From the Exercis.e. Sea Breeze Public. Affairs Team, Thank you! 
and Team 

         

Thank you 

      

      

On Wed, Jul 3, 2019 at 8:50 PM r 11 111,,,,A HQ DMA (USA) 

 

         

<X6) 

      

>> wrote: 

         

Mak_ 

The fake account has been suspended and you should see a blue badge verification on the. official account. If 
you would like to write a. note of thanks to Twitter. for the take down and quick turn verification (can take take 
2-3. weeks) I will be happy to relay it. 

Please continue to monitor for impostors/suspicious activity and report it immediately like you did. Follow, the, 
platforms' guidelines to ensure the account managers keep the account. secure. 

Facebo.olc/Instagram Best. Practices: 

https://we.b-mita01,mail,mil/owa/?ae.=Item&t=1PM.Notadd=RgAAAAAfd5x.nCAwCQqJnVYmHVth5BwDrD13LmH2.bS7aPkcP6ObnHAAAAQGpRAADrD1... 1/4 



Sent.: Tuesday, July 02, 2019 8.:22 AM 
To: DMA HQ DMA (USA); 
USNAVAF (USA) 
Subject: [Non-DoD Source] Fwd: About your recent Twitter report 0119096699 [ 
ref:_00DAOKOA8._5004A1ib Int:ref ] 

1  

7/3/2019 RE: [Non-DOD. Source] Re: About your. recent Twitter. report 0119096699 

We strongly recommend turning on two-factor authentication that helps protect the accounts. For details about 
how to set up 
two-factor authentication and to keep the account secure in the future, please follow the security.  tips in the 

Help Center: 
<<Caution-https://www.fac.ebook.c.om/help/213481848684090 < Caution-
https://wwwfacebook.com/help/213481848684090 > >> 
<<Caution-https://help.twitter.com/en/managing-your-account/two-factor-authentication < Caution-
https://helowitter.cotnienhnanaging-your-account/two-faetor-authentication > >> 

Twitter Best Practices: 
Report issues (fraud and other requests) here and, send me the case number for escalation. 
<<Caution-https://help.twitter.com/forms < Caution-https://help.twitter.com/forms > >> 
Best 
practices.: 
1. 
Use two-Factor authentication 
2. 
Remove the setting that links posts to histogram and Facebook (a couple of the accounts on the list are doing 
this) 
3. 
Ensure their account recovery information is updated 
4. 
Be careful not to retweet, like or comment from, the official account (thinking it's your personal). People have 
gotten fired, for errant tweets! 
5. 
Use go,us.a.go short links 
6. 
Once verified, please do not touch the handle. Doing this will remove the blue badge verification. 

Happy 4th of July! 
(b)(6) 

From: (b)(6) 

SN COMUSNAVEUR 

All active links contained. in this email were disabled. Please verify.  the identity.  of the sender, and, confirm. the 
authenticity of all links. contained, within the message prior to copying and, pasting the address to a Web 
browser, 

https://web-mita01.mail..mil/owa/?ae= Item&t=1.PM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13Lm H2bS7aPkcP6ObnHAAAAQGpRAADrD1... 2/4 



To: 1(b)(6) 
(b)(6) 

7/3/2019 RE: [Non-DOD Source] Re: About your recent Twitter. report 0.11909.6699. 

Good morning.  Ma'am, 

Could, you please give us an assist with Twitter? I submitted the form as you recommended, but Twitter. 
doesn't, seem to. like the "official email" being a Gmail account, I'm thinking.  if it came from some kind of 
government account, they'd be more willing to, play ball, 

Regardless, I have no, direct experience with. this.. If it. would be better coming from one of us., I'm. sure we can 
make that happen somehow, too.. 

V/r, 
(b)(6) 

Forwarded message  
From:. support@twittencom < Caution-mailto:supportgtwittencom > < Caution-Caution-

 

mailto:support@twittencom < Caution-

 

mailto:supportgtwittencom > > <support@twitter,com < Caution-

 

mailto.:support@twitter.com > < Caution-Caution-mailto:.support twitter.com < Caution-

 

mailto.:support@twitter.com. > >> 
Date: Tue, Jul 2, 20.19 at 1:58 P.M 
S.ubject; About your recent Twitter report 0.119096699 [ ref:_00.DAO.KO.A8,_50.0.4A1ib1nt:ref 

Hello, 

Thank you for the information, but we need this report to be sent from the company 

email address for the brand. Please refile your report from an official organization 

email address here: Caution-Caution-https://support.twittercom/forms < Caution-

https.://su.pport.twitter.com/forms.> < Caution-Caution-

https://support.twittercom/forms < Caution-https://support.twittercom/forms > >., 

This, will create a new request tied to that address., and we can continue to process. 

your claim via that email addres.s.. 

Thanks., 

Twitter Support 

https://web-m.ito01..mail..mil/owa/?ae=ltem&t7=IPM,Note&jd=RgAAAAAfd5xnCAwCQqJnVYmHVt5BwOrD13LmH2b$7aPkcP60.bnHAAAAQGpRAADrD1... 3/4 



7/3/2019. RE: [Non-DoD Source] Re: About your recent Twitter, report 9119096699 

Help < Caution-Caution-http://support.twitter..com < Caution-http:Esupport.twitter..com » 
Privacy < Caution-Caution-https://twitter.com/en/privacy < Caution-

https://twitter.com/en/privacy > > 

Twitter, Inc. 135. Market Street., Suite 90.0. San Francis.co, CA 9410 

refLOODAOKOA8._5004A I ib I nt: ref 

https://web-mita0.1.maij.mij/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVtli5BwD.rD13LmH2bS7aPkcP6ObnHAAAAQGpRAAD.rD1... 4/4. 



7/3/2019 RE; Dan Scavino offering to help with SPACECOM Twitter verification 

RE: Dan Scavino offering to help with SPACECOM Twitter verification 
(b)(6) DMA HQ DMA (USA) 
Sent:Wednesday, July 03, 2019  12:30 PM 
To: (b)(6) JS OCJCS (USA) 

Hi (b)(6) 

SpaceCom now good with the verification. 

(b)(6) 

From: (b)(6) JS OCJCS (USA) 
Sent: Sunday, June 30, 2019 9:58 AM 
To: (b)(6) pMA HQ DMA (USA) 
Subject: Re: Dan Scavino offering to help with SPACECOM Twitter verification 

Okay. 

I'll let Dan know. 

(b)(6) ;) 

On Jun 30, 2019, at 4:54 AM, Fujikawa, Aimee F CIV DMA HQ DMA (USA) 
(b)(6) wrote:. 

(b)(6) there is no reference number. I did a direct request to the team. They did respond right away with 
access to TMS, so I believe they are working it. 

SpaceCom does not have their, official web site up yet. 

Thank you, 
(b)(6) 

(b)(6) 

Facebook:  facebook.com/DeptofDefense  
Twitter: twitter.com/DeptofDefense  
Instagram: instagram.com/deptofdefense  
LinkedIn: linkedin.com/company/united-states-department-of-defense 
Website:  defense.gov 

V/r, 
(b)(6) 

Joint Staff Public Affairs 
9999 Joint Staff Pentagon (b)(6) 

Washington, D.C. 20138-9999 
(b)(6) 

https://we.b-mita.01..m.ail..mff/owa/?ae.=ffem.&t=IPM.Note&id=RgAAAAAfd5xnCAwDQgJnVYrn.HVth5BwDrD13LrnH2b$7aPkcP6.0bnHAAAAQGpRAA.DrD1... 1/2 



713/2019 RE: Dan. Scavino offering to help with SPACECOM Twitter verification. 

Stay connected: 
http://vvww.jcs.mil/ 
http://www.facebook.com/TheJointStaff 
http://twitter.com/thejointstaff 
http://www.youtube.com/thejointstaff 
http://www.flickr.com/photos/thejointstaff 
http://www.instagram.com/thejointstaff/ 
http://www.linkedin.com/company/thejointstaffl 

On Jun 29, 2019, at 21:47, Witten, Christianne M CIV JS OCJCS (USA) <christianne.m.witten.civ@mail.mil> 
wrote: 

, dear, here's his latest DM. to me: 

We're OD it - have, them send me the. reference. # so. we can call and get it done.. 

Do you have, a reference, number for the verification request you've, been working? 

;) Maybe, we can connect tomorrow for brunch? 

V/r, 

Joint Stall Public. Affairs 
9999 Joint Staff Pentagon  
Washington, D.C. 20138-9999 
0: 571-256-7413 

_AL 
Stay connected: 
hitp://www.jcs.mil/ 
http://wwvv.facebook.com/TheJoi tStaff 
http://twitter.com/thcjointstaff 
http://wwvv.youtube.com/thejointstaff 
http://www.flickr.com/photos/thejointstaff 
http://wwvv.instagram.com/thejointstaff/ 
http://www.linkedin.com/company/thejointstaff/ 

hffps://web-rnita0.1.mait.mit/owa/?ao=ltem&t:=1P.M.Note&id=RgAAAAAfd5xnCAwC.QqJnVYmHVth5BwDrDj3.LmH2bS7aPkcP6ObnHAAAA0GpRAADrD1... 2/2. 



7/3/201.9 RE: [Non-DoD Source] Re: Imposter Case# 0.119240180 

RE: [Non-DoD Source] Re: Imposter Case# 0119240180 
b)(6) DMA HQ DMA (USA) 
Sent:Wednesday, July 03, 201 1:37 PM 
To: Twitter Government & Politics [gov@twitter,com] 
Cc: (b)(6) DMA PROD (USA) 

I see the fake account has, been s.uspen.ded.. Thank you So much! 

From: (1))(6)  DMA HQ DMA (USA) 

Sent; Wednesday, July 03„ 2019 1:05 PM 

To:,  Twitter. Government & Politics 
(b)(6) DMA PROD. (USA) 

Subject:. RE: [Non-DoD. Source] Re: Imposter Ca.se#. 0119240.180 

My apologies! I am not sure if the account manager. submitted the form correctly. I just submitted one on their. 
behalf.. C.ase# 0119240180. 

Real account: https://twitter.com/ex breezehttps://twitter com/ex_breeze 
Impersonator: https://twitter.com/ex_breeze 

From:  b)(6) ID.MA HQ DMA (USA) 

Sent: Wednesday, July 03, 2019 10:06 AM 

To:  Twitter Government & Politics 

Cc: (b)(6) DMA PROD (USA) 

Subject: RE: [Non-DoD Source] Re: Imposter Ticket # 0119096699 

A ticket is, already in place.. It's, in the subject line but I will include it here -  # 0.119096.699.. 

From.: cstrom@twitter,com [cstrom@twitter„com] on behalf. of Twitter. Government & Politics [gov@twitter.com] 

Sent; Wednesday, July 03, 2019 1.0:01 AM 

To:. (W(6) DMA HQ DMA (USA) 

Cc: b)(6) D.MA. PROD. (USA) 

Subject:. [Non.-D.oD. Source] Re: Imposter Ticket # 0119096699 

All active links contained in this email were disabled.. Please verify the identity of. the sender., and confirm the 
authenticity of all links contained within, the message prior. to. copying and pasting the address to a. Web browser, 

HI (b)(6) 

When you have a chance, could you 

file an impersonation report at Caution-https://help,twitter..com/forms/imperson.ation. < Caution-

 

https://help.twittercom/forms/impersonation > ? 

After completing the form, you'll receive a confirmation email with 

a Case# in th.e subject line. 

https://we.b-mita01...mait..mil/owar?ae.=Item&t=IPM.Note&id=RgAAAAAfd5xnCAwCOOnVYrnHVth5B.w.DrD13.LmH2.b$7.aPkcP6.0bnHAAAdIKHfAAD.rD13.... 1/6. 



7/3/2.019. RE: [Non-DoD Source] Re: Imposter Cael# 0119.240180 

Please send us that number and we 
will expedite the case! 

Twitter Government & Elections 
gov@twittercom < Caution-mailto:gov@twittercom > I follow us: @TwitterGov < Caution-

 

http://twitter.com/twittergov > 

On Wed, Jul 3, 2019 at 9:01 AM b)(6) DMA HQ DMA (USA) 

 

(b)(6) >> wrote: 
Good morning, 

 

The impostor account has, been populating the feed with the official account's. content. Can the removal of the 
fake account be removed? And can the verification of the official account be expedited? 

Official account: <Caution-https.://twitter.com/ExSeaBreeze < Caution-https://twitter.com/ExSeaBreeze > > 

Impostor. account: <Caution-https://twitter.co.m/ex breeze < Caution.-https.://twitter,com/ex breeze > > 

Thank you., 
(b)(6) 

(b)(6) 

From: (3)(6) DMA HQ DMA (USA) 
Sent: Tuesday, July 02, 201.9 12:16 PM 
To: Twitter Government & Politics 
Subject.: RE: [Non-DOD Source] Re: Imposter Ticket #. 011.9096699 

Thanks, team! 

From: b)(6) 

 

  

  

b)(6) »On Behalf Of Twitter Government & Politics 
Sent: Tuesday, July 2, 2019 10:12 AM 
To: (b)(6) DMA HQ DMA (USA) (b)(6) 

b)(6) 

Subject: [Non-DoD Source] Re: Imposter Ticket # 0119096699 

https://web-mita01..mail..mil/owa/?.ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrDI3L.mH2bS.7aPkcP.60bnHAAAdIKHfAADrD1.3... 2/5 



Vodafone UA LTE 10:32 1 24%1  

7/3/2019 RE:. [Non-DoD Source] Re:. tm.pos.ter Case# 0.1.19.240189 

All active links contained in this email were disabled. Please verify.  the identity.  of the sender., and confirm the 
authenticity of all links contained within the message prior to copying and pasting the address to a Web 
browser, 

Great, thank you! We have escalated this to our team internally, 

Twitter Government & Elections 
gov@twittercom < Caution-mailto:gov@twitter.com > < Caution-Caution-

 

mailto:gov@twitter,com < Caution-mailto:gov@twitter,com > > I follow us: @TwitterGov < Caution-

 

Caution-http://twitter.com/twittergov < Caution-http://twitter.com/twittergov > > 

On Tue, Jul 2, 2019 at 5:26 AM (b)(6) DMA HQ DMA (USA) 

 

(b)(6) 

(b)(6) 

Good morning, 

I am escalating an imposter report on behalf of Exercise Sea. Breeze.. The real ac.c.ount is Caution-Caution-
https://twitter.c.om/ExSeaBreez.e Caution-http.s://twitter„c.om/ExSeaBreez.e > < Caution-Caution-
https://twitter.com/ExSeaBreez.e <.Caution-http.s://twitter.c.om/ExSeaBreez.e > > „ Screenshot of the 
imposter account is enclosed, 

(I've. already submitted, a verification request for the real ac.count that is in the works). 

Thanks for your support! 

ExSea Breeze 
@ex_breeze 
0 Following 0 Followers 

https://b-mita0.1..m.a.il..mji/owar?ap=1.te.m.&1=PM.Ni:ge.&id=RgAAAAAfd.5.x.nCAwCOOnVYrn.HVth5.BwDrD13.LmH2.bS7aPkcP.60bn.HAAAd.IKHfAADrD13... 3/6 



@ex_breeze is blocked 

Are you sure you want to view these 
Tweets? Viewing Tweets won't unblock 

@ex_breeze. 

• 

7/3/2019. RE: [Non.-Do.D. Source] Re: Imposter Cesett 0119240180 

Cr) 
Thank you, 
(b)(6) 

Faceboo.k: face.b.o.ok.co.m/De.pto.f1Defe.nse. < Caution-http://face.b.o.ok.com/DeptaDeleuse.> <Caution-
Caution-https:I/www.facebook.conilDeptofDefense < Cautiom-
https://www.face.b.o.ok.com/De.ptolDefense.» 
Twitter:. twitter.co.m/Deptornefense. < Caution-http://twitter.com/De.ptofflefense.> < Caution7Caution7 
https://twitter.com/De.ptofDefense.< Caution,https://twitter.com/De.ptornefense.> > 
Instagram:. instagram.comkle.ptofdefense.< Caution,http://instagram.co.mMe.ptofdefe.nse.> <Caution-
Caution-https://www.instagram.coxn/deptofdefense < Caution-

 

https://www.instagram.comIdeptofdefense.> > 

https://web-mite01..m.ail..m.i.1/owa8a0=1.te.m.&t.=IPM.Note&k1=RgAAAAAfd5xnCAwCQoJnVYmHVth5BwOrDI3Lm.H2bS7aPP6ObnHAAAdIKHfAADrD13... 4/5. 



7/3/2019 RE: [Non-DoD Source] Re: Imposter Case# 0119240180 

LinkedIn: linkedin‘com/company/united-states-department-of-defense < Caution-
http://linkedin..com/company/united-states-department-of-defense > < Caution-Caution-
https://www..linkedin‘com/company/united-states-departnnent-of-defense. < Caution-
https://wwwiinke.din‘com/company/united-states,department-of-defense > > 
Website: defensezov < Caution-http://defens.e.zov > <Caution-Caution-
https:!/www.defense.govt < Caution-https://wwvv..defense.goy/ > > 

https://web-mite.01..mail.mil/owe/?ae=ltem&t:=4PM.N.ote&id=RgAAAAAfd5xnCAw0QqJ.nVYml-Mh5BwIDrD13LmH2b$70.FikcP6Obn.HAAAdl.KHfAADrD13.... 5/5. 



7/3/2019 

RE: USSPACECOM Verification 
b)(6) DMA HQ DMA (USA) 

Sent: Wednesday, July 03, 2019 12:28 PM 
To: (b)(6) USAF AFSPC AFSPC/PAI 

I see Twitter is verified. 

RE: USSPACECOM Verification 

USAF AFSPC PA (USA) (b)(6) 

From: (b)(6) DMA HQ DMA (USA) 

Sent: Friday, June 28, 2019 12:21 PM 

To: (b)(6) USAF AFSPC AFSPC/PAI; 

Subject: RE: USSPACECOM Verification 

  

(b)(6) USAF. AFSPC PA (USA) 

  

Facebook is verified. 

  

   

(b)(6) From: (b)(6) USAF AFSPC AFSPC/PAI 

Sent: Thursday, June 27, 2.0.1.9 6:20 PM 

 

   

(b)(6) 

 

To: b)(6) IDMA HQ DMA (USA) 

(USA) (b)(6) 

Subject: RE: USSPACECOM Verification 

USAF AFSPC PA 

  

b)(6) 

Great! I just added the stracom URL to the facebook bio. 

Thanks for all the support. 

(b)(6) 

Unite.d States. Air Force 

Air Force Space Command Public Affairs, NCOIC Command Information 
(b)(6) 

From: (b)(6) DMA HQ DMA (USA) 

Sent: Thursday, June 27, 2.0,1,9 2:40 PM 

(b)(6) 

To: tb)(6) USAF AFSPC AFSPC/PAO  b)(6) 

Cc: (b)(6) USAF AFSPC AFSPC/PAI 0) (6) 

Sub'ect: Re: USSPACECOM Verification 

Short turn Twitter verifications requested for both. They are away for a conference and will be slow to respond. 

Thank you, 

(b)(6) 

(b)(6) 

Facebook:  facebook.comiDeptofDefense  
Twitter: twitter.com/DeptofDefense  

Instagram: instagram.com/deptofdefense  

Linked In:  linkedin.com/company/united-states-department-of-defense 

https://web-mita01.mait.mil/owa/?.ae=ltem&t=IPM.Note&id.=RgAAAAAfd5xnCAwCQq.JnVYmHVth5BwDrD13LmH2b$7aPkcP6ObnHAAAAQGpRAADrD1... 1/3 



To:  (b)(6) 1 .1:

1

)MA HQ DMA (USA) (b)(6) 

Cc: (b)(6) USAF DMA PROD (US) b)(6) 

M(6) 
USAF 

Air Forc.e S ace Command Public Affairs. Peterson AFB, CO 
b)(6) 

(b)(6) 
From: DMA HQ DMA (U.SA) 

Sent: Wednesday, June. 26, 2019 3:1.4 PM 

To: (b)(6) USAF AFSPC AFSPC/PAO. 

Cc: (b)(6) USAF. AFS.PC AFSPC/PAI 

Subject: Re:, US.SPACECOM Verificatio.n 

(b)(6) 

(b)(6) 

(b)(6) 

7/3/2019 RE: USSPAC.ECOM Verification 

Website:  defense.gov 

On Jun 27, 201.9., at 16:04, (b)(6) DMA HQ DMA (USA) (b)(6) wrote: 

    

I've submitted the Facebo.o.k verifications. Please add the Stratcom URL.to the Spaceco.m bio. or it will delay 

the process. 

The gray check is not the same as the blue badge verification. 

From: (b)(6) USAF AFSPC AFSPC/PAO (b)(6) 

Sent: Wednesday, June, 26, 201.9 5:47. P.M 

 

   

   

Subject: RE:. USSPAC.E.COM Verification 

(b)(6) 

Here is th.e requested information: 

Twitter: htt.ps://t.wi.tter.com/US,Spa.c.eorrk 

(the bio. U.RL. is currently stratc.o.m.mil because the w.ebsite is not yet set-up) 

Facebook: https://www.facebook.com/USSpaceCom/ 

Schriever: 

Twitter: https://twittercom/SchrieverAFB  

Facebook: https://www.facebook.com/SchrieverAirForceBase/ 

Thank. you.! 

Please don't forget the bio URL as mentioned during the call. They will kick back the request. 

You can also hide the profile and cover photo posts in the FB timeline. A description can still be added if you 

choose. 

Can you send the URLs to the accounts? 

Thank you, 
(b)(6) 

https://web-mita01.mail.mil/owe/?ae=lte.m&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5Bw.DrD13LmH2bS7aPkcP6ObnHAAAAQGpRAADrD1... 2/3 



7/3/201.9 RE: USSPACECOM Verification 

(b)(6) 

Facebook:  facebook.com/DeptofDefense  
Twitter: twitter.com/DeptofDefense 

Instagram: instagram.comideptofdefense  

Linkedln: linkedin.com/company/united-states-department-of-defense 

Website.:  defense.gov 

On Jun 26, 2019, at 16:56, (b)(6) USAF AFSPC AFSPC/PAO 
(b)(6) wrote: 

Hello, 

I apologize for the quick call! We have just posted, changed the cover photo, changed the 

profile photo and updated the bios for USSPACECOM Twitter (@US_SpaceCom) and Facebook 

(@USSpaceCom). Can you please help get us verified on Facebook and try with Twitter too? 

Than.k you for your he.lp, I can't tell you enough how much I appreciate. it! 

(b)(6) 
USAF 

Air Force Space Command Public Affairs Peterson AFB, CO 
(b)(6) 

https://web-mita01.m.ail.rnil/owar?.ae=ltem.&t=IPM...Note&id=RgAAAAAfd5xnCAwCQqJnVYm.HVth5BwDrD13LmH2bS7aPkcP6ObnHAAAAQGpRAADrD1... 3/3 



7/3/2019 About your recent Twitter report 0119096699 

About your recent Twitter report 0119096699 
b)(6) DMA HQ DMA (USA) 

Sent: Wednesday, July 03, 2019 1:49. PM  
To: Sea Breeze. 2019 USN COMUSNAVEUR USNAVAF (USA) 

The fake account, has been suspended. and, you, should see a blue badge verification on the official. account. If you. 
would like to write a note of thanks to Twitter for the take down and. quick turn verification (can take take 2-3. 
weeks) I will be happy to relay it.. 

Please continue to monitor, for impostors/suspicious activity and report. it. immediately like you did. Follow, the 
platforms' guidelines to ensure the account managers. keep.  the account. secure, 

Facebook/Instagram Best Practices: 
We strongly recommend turning on two-factor authentication that helps protect the accounts. For details about 
how to set up 
two-factor authentication and to keep the account secure in the future, please follow the security tips in the Help 

Center: 
<<hgps://www.facebook.com/help/213481848684090>> 
<<https://help.twitter,com/erilmanaging-your-account/two-factorrauthentication>> 

Twitter. Best Practices: 
Report issues (fraud. and other requests) here and send me the case number for escalation, 
<<https://help.twitter.com/forms>> 
Best 
practices: 
1.. 
Use two-Factor authentication 
2.. 
Remove the setting that links posts to Instagram and Facebook (a couple of the accounts on the list. are doing 

this) 
3.. 
Ensure their account recovery information is updated. 
4.. 
Be careful not to retwe.e.t, like or comment. from the official account (thinking its your personal). People have 

gotten fired. for errant. tweets! 
5.. 
Use go.usa..so short links 
6.. 
Once verified, please do not. touch the handle‘ Doing this will remove the, blue, badge verification. 

Happy 4th of July! 

https://web-mita0.1..mal.mi.1./owei?ae=1.tem84=IPM.NoWkid=RoAAAAAfd5x.nCAwC.QqJnVYmH.Vth5BwDrD1.3.LmH2bS7aP.kcP.60bnHAAAAQGpRAADrD1.... 1/3. 



7/3/2019 About your recent Twitter report 0119096699 

From: Sea Breeze 2019  
Sent: Tuesday, July 02, 2019 8:22 AM 
To: DMA HQ DMA (USA); 
USNAVAF (USA) 
Subject: [Non-DoD Source] Fwd: About your recent Twitter, report 0119096699 [ 
ref:_00DAOKOA8._5004A1 iblnt: ref ] 

(b)(6) USN COMUSNAVEUR 

All active links contained in this email were disabled. Please verify.  the identity of the sender, and confirm. the 
authenticity.  of all links contained within the message prior to copying and pasting.  the address to a. Web browser. 

Good morning 

Could you please give us an assist with Twitter? I submitted the form as you recommended, but Twitter. doesn't 
seem to like the "official email' being a Gmail account.. I'm. thinking if it came from, some kind, of government 
account, they'd be more willing to. play.  ball‘ 

Regardless, I have no direct experience with this. If it would be better. coming from one of us, I'm. sure we can 
make that happen somehow, too‘ 

V/r, 

Forwarded message  
From: support@twitter.com < Caution-mailto:support@twitter.com > <support@twitter.com < Caution-

 

mailto:support@twitter.com > > 
Date: Tue, Jul 2, 2019 at 1:58 PM 
Subject: About your recent Twitter report 0119096699 [ ref: OODAOKOA8‘ 5004Aliblatref ] 
To,: I()(6)  
(b)(6) 

Hello, 

Thank you for the information, but we need this report to be sent from the company 

email address for the brand. Please refile your report from an official organization 

email address here: Caution-https://support.twitter.com/forms < Caution-

https://support.twitter.com/forms > 

This will create a new request tied to that address, and we can continue to process 

your claim via that email address. 

Thanks, 

https://web-mite01.mail..miYowa/?ae=ttem&tFIPM..N.ote&id=RgAAAAAfaxnCAwCQqJnVYmHVtb5.BwDrDOLmH2bS7aPkcP6ObnHAAAAQGpRAADrDI 2/3 



7/3/2019 About your recent Twitter report 011909699 

Twitter Support 

Help < Caution-http://support.twitter.corn > I Privacy < Caution-https://twitter,com/en/privacy > 

Twitter, Inc. 1355. Market Street, Suite 900 San Francisco„ CA 94.103 

refLOODAOKOA8._5004A 1 iblnt:ref 

https://web-mita01.mail..mil/owa/?ae=ltem&t=1P.M.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6ObnHAAA.AQGpRAADrD1... 3/3 



7/3/2019 RE: [Non.-DoD Source] Facebook Verification ] Job: 891225241222716 

RE: [Non-DoD Source] Facebook Verification I Job: 891225241222716 
(b)(6) DMA HQ DMA (USA) 
Sent: Wednesday, July 03, 2019 12:15 PM 
To.: Facebook [case++aazq5ryi6r611fasupport.fa.cebook..cum.] 
Cc: (b)(6) 

Hi (b)(6) 

  

Thank, you for verifying their account! This is very.  helpful as they.  are already.  experiencing 
imposter, accounts, 

1(b)(6) 

From: Facebook. [casel7Faazq5ryi6r6lif@support.facebook,com] 
Sent: Monday, July 01, 2019, 5:33, PM 
To: (b)(6) DMA. HQ DMA. (USA) 
Cc: Imo)  
Subject: [Non-DoD Source] Facebook Verification I  Job.: 891225241222716 

All active links contained in this email were disabled, Please verify the identity of the sender, 
and confirm, the, authenticity of all links contained, within the message prior to copying and 
pasting the address to. a Web browser, 

Hi (b)(6) 

We reviewed the Page (Caution-https://www,facebook,com/SeaBreezeexercise) and determined, that it's 
eligible for verification. You'll now see a blue checkmark indicating that the Page is the 
authentic presence on Facebook.. 

We, strongly recommend you to ask the admins of the Page to turn on Two-factor, authentication that 
helps protect their. Facebook accounts. For, details about how to set up two-factor, authentication, 
please follow the security tips in the Help Center.: Caution-
https://www,facebook,com/help/213481848684090 

If you have, any questions or concerns in regard to this inquiry, please, let me, know and I'll be 
glad to assist. 

Thanks, 
(b)(6) 
Facehook Client Support Analyst - To learn more about growing your business on Facebook visit: 
Caution-https://fhole/learn-blueprint or Caution-https://politics.fb,com/.. 

Please help.  us improve our Customerr. Support by taking a few minutes to complete a brief survey 
about your experience with me. You'll receive an email linking to our survey in the next few 
minutes. I appreciate your. feedback. and thank you for contacting Facebook, 

>On Mop Jul 1, 2019 10:00:41, (b)(6) DMA HQ DMA (USA) wrote.: 
>H 

    

     

      

>Thank  you. They need, to, add the URL. and I am waiting to. hear. back from them. 
(b)(6) 

Original Message-.- -.-

 

Facebook <case++aazq5ryi6r6lif@support.facebook.com>. 
>Sent: Monday, July 1, 2019 12:47 PM 
>To.: (WM  DMA. HQ.  DMA (USA) (b)(6) 
>Cc: (b)(6) 
>Subject: LNon-Do Source] Facebook. Verification 1 Job.: 891225241222716 
>All active links contained in this email were disabled. Please verify the 
>identity of the sender, and, confirm the authenticity of all links contained 

https://web-mita01..mait..mil/owa/?ae=ltem&t=IPM.Note&i.c1=RgAAAAAfd.5.x.nCAwCQ0nVYmH.Vth5BwDrD13LmH.2.b$7aPkcP6ObnH.AAAAQGpRAADrD1... 1/3 



7/3/2019 RE: [Non-DoD Source] Facebopk Verification ] Job: 891225241222716 

>within the message prior to copying and pasting the, address to a Web. browser, 
> - - 

INE0 
>Thank you very.  much. I'm currently.  processing this verification request for 
>the. Page (Caution-Caution-https://www.facebook.com/SeaBreezeexercise) alongside. our 
>specialists and. I'll loop.  back here as soon as I, have an update, to provide, 
>Feel free to. reach out if you have any questions or concerns, 
>Thanks, 

(b)(6) 

>facebook. Client Support Analyst - To learn more about growing your business on 
>Facebook Caution-Caution-https://fb,me/learn.-blueprint or 
>Caution-Caution-https://politics,fb,com/.. 
>.>.10.n Mon Jul 1, 2019 07:42:59, DMA HQ DMA (USA) wrote.: 
»Hello 
>.>.Here, it is, 
»Caution-Caution-https://www.facebook.com/SeaBreezeexercise/ 
»Thank. you! 
>.>0)(6) 

Message--

 

>.>.From: Facebook. <case*.q-aazOryi6r6lif@support.facebook,com>. 
»Sent: Monday, July 1, 2019, 1.0:37 AM 
»To: 1(b)(6) IDMA HQ DMA (USA) 
>.>.dM)(6)  
»Cc: (1:)(6)  
>.>.Subject: [Non-DoD Source] Facebook Verification I  Job.: 891225241222716 
»All active links contained in this email were disabled. Please verify. 
»the identity of the sender, and confirm the authenticity of all links 
>.>contained within the, message prior to copying and pasting.  the address to a 
»Web browser. 

»Hi M(6)  
»This is Dean with the. Facebook. Client. Support Team and I'm happy to. 
>.>.help with this verification request. 
»If you don't mind, could you please send us over a direct link to this 
>.>.Page, we're needing.  to verify?. It appears it may be. 
»Caution-Caution-Caution-https://www.facebook.com/SeaBreezeexercise but. just. 
»want to be 100% sure, 
>.>.Let. me. know if you have any questions or concerns and I'll be glad to assist. 
»Thanks, 
>4)(6) 
»Facebook Client Support Analyst - To learn more about growing.  your. 
»business on Facebook. visit: 
>.>.caution-Caution-Caution-https://fb.me/learn-blueprint or 
»Caution-Caution-Caution-https://politics.fb.com/. 
>.>.>.On Sun Jun 30, 2019 05:32:31, wrote: 
>»Hi (W(6) 

>»We have received your question and your reference, number is 891225241222716. 
>.>.>.We will respond within 1 business day. If you don't hear from. us 
».>within that time frame, please be sure to check your spam folder. 
>.>.>.In the meantime, we encourage you to visit the Facebook Advertiser 
>»Help Center to find detailed jrlfprmation related to Facebook Ads: 
>»Caution-Caution-Caution-https://www,facebook,com/business/help 
>>>. 
».>We'll be in touch soon! 
>>>. 
>»Note: Please make sure, that you whitelist Facebook's domains 
>»(support,facebook,com, fb,com) to, receive. our response, for your inquiry. 

».>Sincerely, 
>.>.>.The. Global Marketing Solutions Team. 
>»Facebook 
>>> 

(b)(6) 

1(b)(6) , 

https://web-mita01..mail..mil/owa/?ae=ltem&t=IPM..Note&id=RgAAAAAfd5xnCAwCQqJnVYrnHVth5Bw.DrD13LmH2b$7aPkcP6ObnHAAAAQGpRAADrD1... 2/3 



7/3/2019 RE: [Non.-DoD. Source] Facebook Verification [ Job: 891225241222716 

https://web-mita.01.mail.mil/pwa/?ae=ltem&t=IRM.Note&k:I=RgAAAAAfd5xnCAwCOoJnVYmHVth5BwDrD13LmH2bS7aPkcP.6.0bnHAAAAQGpRAADrDt... 3/3 



7/3/2019 [Non-DoD Source] Ca.s.e# 0119240180: Bra.nd Impersonation - ex_breeze [ref:OODA0000000K0A8,5.004A00001i1LLQ:refl 

[Non-DoD Source] Case# 0119240180: Brand Impersonation - ex_breeze 
[ref:OODA0000000K0A8.5004A00001i1LLQ:ref] 
Twitter Support [support@twitter.com] 
Sent: Wednesday, July 03, 2019 1:00  PM 
To (b)(6) HQ DMA (USA) 

All active links contained in this email were disabled. Please verify the identity.  of the sender, and confirm, the 
authenticity of. all links contained, within the message prior, to copying and pasting the address to a Web browser, 

Hello, 

This is a confirmation that we've received your report regarding impersonation on the 

Twitter platform. Someone from our team will review it and reply to you shortly. 

Please note: Twitter allows parody, commentary, and fan accounts. Accounts in full 

compliance with our parody, commentary, and fan account policy are not considered 

in violation of our impersonation policy. 

Thanks, 

Twitter Support 

ref:OODA0000000K0A8.5004A00001i1LLQ:ref 

Help < Caution-http://support,twitter.corn > I Privacy < Caution-https://twitter.comten/privacy > 

Twitter, Inc. 1355 Market Street, Suite 900 San Francisco, CA 94103 

https://vmb-mi.ta01...mail..mi.liowa/?ae=1.tem&t=1PM,Note&id=RgAAAAAfd5.x.n.CAwCQqJnYYmHVth5.BwDrD1.31_mH2.b$70PkcP6ObnH.AAAAQ.GpPAADrDt... 1/1 



7/3/2019 RE: [Non-Do.D. Some] Re.: Imposter Case# 0119240180 

RE: [Non-DoD Source] Re: Imposter Case# 0119240180 
b)(6) DMA HQ DMA (USA) 

Sent:Wednesday, July 03, 2019 1:37 PM 
To: Twitter Government & Politics [gov@twitter,com] 
Cc: (b)(6) DMA PROD (USA) 

I see the fake account has been suspended.. Thank. you so much! 

From: (b)(6) DMA HQ DMA (USA) 

Sent: Wednesday, July 03, 2019 1:05 PM 

To: Twitter Government & Politics 

Cc: (b)(6) DMA PROD (USA) 

Subject: RE: [Non-DoD Source] Re: Imposter Case# 0119240180 

My apologies! I. am not sure if the account manager submitted the form correctly. I. just submitted one on their 
behalf. Case# 011.9240180 

Real account: https://twitter.com/ex_breezehttps://twitter.corn/ex_breeze 
Impersonator: https://twitter.com/ex_breeze 

From: 03)(6) IDMA HQ DMA (USA) 

Sent: Wednesday, July 03, 2019 10:06 AM 

To: Twitter Government & Politics 

Cc: (b)(6) DMA PROD (USA) 

Subject: RE: [Non-DoD Source] Re: Imposter Ticket # 0119096699 

A ticket, is already in place.. It's in. the subject. line but I will include it. here -  # 0.11.9096699.. 

From: cstrom@twitter.com [cstrom@twittercom] on behalf of Twitter Government & Politics [gov@twitter,com] 

Sent: Wednesday, July 03, 2019 10:01 AM 

To: (b)(6) DMA HQ DMA (USA) 

Cc: (b)(6) DMA PROD (USA) 

Subject: [Non-DoD Source] Re: Imposter Ticket # 0119096699 

All active, links contained in this email were. disabled. Pleas.e verify the identity of the sender, and confirm, the 
authenticity of all links contained within, the message prior to copying and pasting the address to a Web browser, 

HI (b)(6) 

When you have a chance, could you 

file an impersonation report at Caution-https://help.twitter.com/forms/impersonation < Caution-

 

https://help.twitter.com/forms/impersonation > ? 

After completing the form, you'll receive a confirmation email with 

a Case# in the subject line. 

https://we.b-mite01..mait..mit/owaRae.=Ite.m&tFIPMJ\lo.te.&id=RgAAAAAfd5xnCAwCQqJ.nVYrnHVtb5BwDrD13Lm.H2.b8.7aPkcP6.0bnHAAAAQGpRAADrD1... 1/5 



7/3/2019 RE: [Non-Do.D Source] Re: Impostor Case# 0119240180 

Please s.end us. that number and we 
will expedite the case! 

Twitter Government & Elections 
gov@twittercom < Caution-mailto:gov@twittercom > I follow us: @TwitterGov < Caution-

 

http://twitter.com/twittergov > 

On Wed, Jul 3,2.019 at 9:01 AM (b)(6) DMA HQ DMA (USA) 

 

(b)(6) >> wrote: 

 

Good morning, 

The impostor account has been populating the feed with the official account's content. Can the removal of the 
fake account be removed? And can the verification of. the official account be expedited? 

Official account:. <Caution-https://twitter.com/Ex.S.eaBreeze < Caution-https://twitter.com/Ex.S.eaBreeze > > 

Impostor account: <Caution-https.://twitter,.com/ex_breeze < Caution-https://twitter,com/ex_breeze > > 

Thank ou, 

(b)(6) 

From: (b)(6) DMA HQ DMA (USA) 
Sent: Tuesday, July 02, 2019 12:16 PM 
To: Twitter Government & Politics 
Subject: RE: [Non-DoD Source] Re: Imposter Ticket # 0119096699 

Thanks., team! 

From: (b)(6) 

»On Behalf Of Twitter Government & Politics 
Sent: Tuesday, July 2, 2019 10:12 AM 
To: (b)(6) DMA HQ DMA (USA) (b)(6) 

b)(6) 

Subject: [Non-DoD Source] Re: Imposter Ticket #0119096699 

https://web-mita01..mail.mil/owa/?.ae=ltern&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDr013LmH2bS7aPkcP6ObnHAAAAQGpRAADr01... 2/5 

(b)(6) 



.11  Vodafone UA LTE 10:32 1  24%1  

7/3/2019 RE: [Non-DoD. Source].  Re: tmposter Case# 0119240180 

All active, links contained in this email were. disabled. Please verify the, identity of the, sender, and confirm the. 
authenticity of all links, contained within the, message prior to copying and paging the address to a Web 
browser, 

Greet, thank you! We have, escalated this to our. teem internally.. 

Twitter Government & Elections 
gov@twitteuom < Caution-mailto:gov@twitter,com > <Caution-Caution-

 

m.ailto:gov@twitte.r.com < Caution-mailto:gov@twitter,com > > I follow, us: @TwitterGov <Caution-

 

Caution-http:I/twitter.com/twittergov < Caution-http:i/twttter.com/twittergov > > 

On Tue, Jul 2, 2019 at 526. AM (b)(6) DMA HQ DMA (USA) 
(b)(6) 

(b)(6) > >.> wrote:. 

Good morning, 

I. am escalating an imposter report on behalf of Exercise Se.a Breeze. The real account is Caution-Caution-
https:.//twitter..com/ExSe.aBre.eze. <.Caution-https.://twitter.com/ExSe.aBre.eze.>. <Caution-Caution-
https:I/twitter..com/ExSeaBreeze. <.Caution-https.:.//twitter.com/ExSe.aBre.eze.>. >. Screenshot of the, 
imposter account is enclosed, 

(I've already submitted a verification request for the real account that is, in the works). 

Thanks. for your support! 

ExSea Breeze 
@ex_breeze 
0 Following 0 Followers 

https.://web-mita01.mait.mil/owa/?ae=lte.m&t=1PM..Note&td=ROAAAAfd5x.nCAwC.QqJnVYmHVth5BwDrD1.3.L.mH2b$7aPkcP6ObnHAAAAQGpRAADrDt.... 3/5 



7/3/2019 RE: [Non-DOD Source] Re: Imposter Case# 0119240180 

@ex_breeze is blocked 

Are you sure you want to view these 
Tweets? Viewing Tweets won't unblock 

@ex_breeze. 

• 
Cr) 

Thank you, 
(b)(6) 

(b)(6) 

F.acehook:. facebook,c.om/DeptofDefe.nse < Caution-http://fac.ebook,com/DeptofDefense > < Caution 
Caution-https://vvww,fac.ehook,com/DeptofDefense < Caution-

 

https://ww.w,facebook,c.om/DeptofDefense > > 
Twitter:. twitter..com/DeptofDefense < Caution-http://twitter.com/DeptofDefense.> < Caution7Caution7 
https://twitter.c.om/DeptofDefense. < Caution4ittps://twitter..c.om/DeptofDefense > > 
Instagram: instagram,c.om/deptofdefense < Caution-http://instagram.comideptofdefense > <Caution-
Caution-https://www.instagrani.conildeptofdefense < Caution-

 

https://www.instagram.corn/deptadefense. > > 

https://web-mita01..maikrni.1/owa/?ae=1.tern&t=tP.M.Notaid=RgAAAAAfd5xnCAwCQqJnVYmHVth.5BwDrD.1.3LnnH2b$7aPIP6ObnHAAAAQGpRAADr01... 4/5. 



7/3/2019 RE: [Nort-DoD Source] Re: Imposter Casett. 0.119240180 

LinkedIn: linkedin.com/company/united-states-department,of-defense < Caution-
http://linkedimcom/company/united-states-department-of-defense > < Caution-Caution-
https://w:w.wiinkedin.com/company/united-states.-department,of-defense < Caution-, 
https://ww.wJinkedin.com/company/united-states,department,of-defens.e > > 
Website: defensezov < Caution-http://defens.e.gov > <Caution-Caution-
https://ww.w..defense..gov/ < Caution-https://ww:w,.defense,gov/ > > 

https://we.b-mi1a.01,malmil/owa/?ao.=1.te.m&t=IPM,Nop&id=RgAAAAAfd5xn.CAwCQqJn.VYmHVth5BwDrD13LmH2bS7aPkcP.60bnHAAAAQGpRAADrD1... 5/5 



7/3/2019 RE: [Non-DoD.Source] Instagram Verification I Job: 39960822065607.0 

RE: [Non-DoD Source] Instagram Verification I Job: 399608220656070 
(b)(6) DMA HQ DMA (USA) 
Sent; Wednesday, July 03., 2019 12:16 PM 
To: Facebook (case++aaz.q5ryk7ssek6@support.facebook,coM] 
Cc: (b)(6) 

Hi (b)(6) 

Thank you S.O. much! They are. very.  appreciative of the, assistance and quick. turnaround,. 

(b)(6) 

From.: Facebook [case++aazOrykissek6@support.f.a.cebook..comj. 
Sent: Monday, July.  01, 2019 5:59 PM 
To: (b)(6) DMA HQ DMA (USA) 

Subject [Non-DoD. Source] Instagram Verification 1 Job.: 39960822065.6070 

All active links contained in. this email were disabled.. Please verify the identity.  of the sender, 
and confirm the authenticity.  of all. links contained within the message prior to copying and 
pasting the. address to a Web browser, 

H.i (b)(6) 

We reviewed this Instagram account (Caution-https//www.instagram.comiexerciseseabreezen anpl 
determined that it's eligible for verification. You'll now see, a blue checkmark next to their 
username on their. profile and in search results on Instagram. 

Please, note that verified accounts must remain public, have, a profile picture and post content.. We 
strongly recommend that they.  turn OR Two-factor authentication that helps protect their. Instagram 
account. For details about how to set up two-factor authentication and keep their account secure 
in the future, please follow the, security tips in the Help Cent.er Caution-
httpsJ/www,facebooJ<,com/help4213481.8486840904. 

Our team, is happy to help them, further establish their authentic presence by.  removing impostor. 
accounts, If they're being impersonated, please follow. these instructions to report impostor. 
accounts: Caution-www.facebooR,com/help/16772225328.7296. 

Feel free to reach, back. out if you have any questions or concerns regarding this request. 

Thanks, 

(b)(6) 

Faebook Client Support Analyst - To, learn more about growing your business. OR Facebook. visit 
Caution-httPsJ/fb.me/learn-blueprint or Caution.-httpsJ/politics.fb,com/. 

Please help QS improve our. Customer Support by taking a few minutes to complete a brief survey 
about your experience with me.. You'll receive an email linking.  to. our, survey in the. next few 
minutes. I appreciate your feedback, and thank. you for contacting Facebook. 

»On Mon Jul 1, 2019 0.7:.18:.31, Briana wrote: 
>>Hi 10)(6)  , 
»This is 10)0) with the Facebook Client. Support Team and I. workalongside 0:0(6) , I am happy to 
assist with. your request to verify this Instagram account (Caution.-
https//www.instagram.comiexerciseseabreezen, 
»I am working with my internal team to review this account for verification. I will keep you 
posted on updates as they become available. 
»Let me know if you have any.  questions or concerns regarding this matter, 

https.://web-mita01..mail..mil/owa/?.ae=ltem&t=IPM..Note&id.=RgAAAAAfd5.x.nCAwCQg.J.nVYmHVth5J3wDrD13LmH2.bS7aPkcP6ObnHAAAAQGRRAADrD1.... 1/2 



7/3/2019 RE: Non-DODSourcplInstagramVerificp1ion Nob; 39960220.656970 

»Thanks,  
>>1(b)(6)  
>>Facebook Client Support Analyst - To learn more about growing yow business on Facebpok. visit: 
Caution-https://fb.metlearn-blueprint or Caution-https://politics.fb,comt. 
>>>0n Sun Jun 30, 2019 05.:27:46, wrote: 
>»Hi r(6) 
» >We ave, re.ceived, your question and. your reference. number is 399608220656070. We. will respond. 

within 1 business day. If you don't hear from us within that time frame, please be sure to check. 
your spam. folder, 
>>>In the meantime, we encourage you to visit the Facebook Advertiser Help Center to find detailed 
information related to.  Facebook Ads: Caution-https://www,facebook,comibusinessihelp 
>>> 
>»We'll be in touch soon! 

>>>Note: Please make sure that you whitelist FaceboWs domains (support.facebook,com, fb.com) to 
receive our response for your, inquiry. 
>» 
>»Sincerely, 
>>.>.The. Global Marketing Solutions Team 
>»Facebook 
>» 

https://web-mita01..mail..mil/owaPae=ltem&t=IPM.Note&id=RRAAAAAfd.5xn.CAwCQqJnYYmHVth5BwDrD13LmH2bS7aPkc.P6ObnHAAAAQGpRAADrD1... 2/2 



7/3/2019 RE [Non-DOD Source] Instagram Verification [Job: 2343716669268472 

RE: [Non-DoD Source] Instagram Verification I Job: 2343716869288472 
(b)(6) CIV DMA HQ DMA (USA) 
Sent: Monday, July 01, 2019 11:29 AM 
To: Facebook [case++aazq5rykyyac7w@support.facebook.com] 
Cc: 1(b)(6) 

Hi (b)(6) 

Thank you! 

They are updating their URL in the bio. area. 

(b)(6) 

----Original Message 
From: F.acebo.ok.<case++aazq5rykyyac7w@support.faceboo.k.com> 
Sent: Monday, July 1,2019 11:18 AM 
To: (b)(6) DMA HQ DMA (USA) (b)(6) 

Cc: I(b)(6)  
Subject: [Non-Do.D Source] Instagram Verification I Job: 2343716869288472 

All active links contained in this email were disabled. Please verify the identity of the sender,, and confirm the authenticity 
of all links contained within the message prior to. copying and, pasting the address to a Web browser, 

Hi (b)(6) 

After reviewing this inquiry, it appears that this verification request (Caution-

 

https://www,instagram.com/exerciseseabreeze/) is currently being processed by Briana on Jo.b 39.9608220.65.6070., 

For updates, or to. provide information,, please reply, to that email thread. This will ensure that your request is handled, 
quickly and efficiently. 

lf you're having trouble locating the original thread,, search your emails for subjects containing 399608220.6560.70. 

Kind Regards,, 

b)(6) 

ook.Client Support Analyst 
To learn more about growing you.r business on Facebook visit: Caution-https://fb.me/learn-blueprint or Caution-

 

http.s://politics.fb,com/.. 

»On Mon Jul 1„ 2019 0.7:35:18„ Crystal wrote: 
»Hi (b)(6) 

»This. is Crystal with Faceboo.k Client Support and be happy to assist with the Instagram verification for Caution-

 

https://www.instagram.com/exerciseseabreeze/. 
»I'm working with our specialists to review this request and Ill circle back as soon as I. receive an update, 
»In the meantime, should you have any further questions regarding this inquiry, please feel free to, reach out. 
>>Thanks, 
»Crystal 
»Facebook Client Support Analyst 
>>To learn more about growing your business on Facebook. visit: Caution-https://fb.me/learn-blueprint or Caution-

 

https://politics.fb,com/. 
>>>On Sun JUT130„ 2019 05:27:50, wrote: 
>»Hi (b)(6) 

>>>We have received your question and your reference number is 23437.16869.288472. We will respond within 1 business 
day. If you don't hear from us within that time frame, please be sure to check, your spam folder, 

h.tVs://we.b.-mita0.1...m.ail...m.il/owa/?ae.=Ite.m.&t=IPM.KoW..SMIME..MultOartEig.ned&id=Rg?NAAAAN.5xnCAwCQqJnVYmH.Vth.5.BwDrD13.L.mH.2.bS7aP.kcP6... 1/2. 



7/3/2019 RE: [Non-DOD Source] Instagram Verification I,  Job: 2343716809288472 

>»In the, meantime., we encourage you to visit the. Face.book Advertiser Help Center. to find detailed information related to 
F.acebook Ads: Caution-https.://www.facebook.com/busines.s/help 

>>>Well be in touch soon! 

>>>Note: Please, make sure that you whitelist Facebook.'s domains (su.pport.facebook..com, fb.com) to receive our. 
response for your inquiry. 
›,» 
>»Sincerely, 
>>>The Global Marketing Solutions Teem 
>>>Facebook. 
>>>. 

> 

https://web-mita01..mail..mil/owa/?ae=ltem&t=IPM.Note.SMIME.MultipartSigned&id=RgAAAAAfd5xnCAwCQqJ.nVYmHVth5BwDrDI3LmH2bS7aPkcP6... 2/2 



7/3/20.1.9. [Non-DoD. Source].  Thanks for contacting the Facebook, support team 

[Non-DoD Source] Thanks for contacting the Facebook support team 
Facebook [case++aazzomyppfosj6@support.facebook.com] 
Sent: Wednesday, July 03, 2019.3:07 PM 
To: 100) DMA HQ DMA (USA) 

All active links contained in this, email were disabled.. Please verify the identity of the sender, 
and confirm the authenticity of all links contained within the message prior to copying.  and 
pasting the address to a Web browser. 

Hi. (b)(6) 

We have received, your question and your reference number is 634536627024945. We will respond. 
within 1 business, day. If you don't hear from us within that time frame, please be sure to check 
your spam folder. 

In the meantime, we encourage you to visit the Facebook. Advertiser Help Center to find detailed 
information related to Faceboo.k Ads: Caution-http5://www.facebook.com/bu5iness/help. 

We'll be in touch. soon!. 

Note: Please make sure that you whitelist Facebook'5 domains (suppprt.facebook-com, fb-com) to 
receive our response for your inquiry. 

Sincerely, 
The Global Marketing.  Solutions Team 
Facebook 

https://web-mita.0.1..mail..mil/owa/?ae=lte.m&t=IPM.Note&id=RgAAAAAfd5x.n.CAwCOgJnYYmHVth5BwDrD13.LmH2bS7aPkcP6.0bnHAAAAQGpPAADrD1... 1/1 



7/3/2019. [Non-Do.D Source] We have an update a.bo.ut @ex_breeze 011924018.0 [ refLOODAOKOA8.._5004A1i1LLQ:ref ] 

[Non-DoD Source] We have an update about @ex_breeze 0119240180 [ ref:_000AOKOA8._5004A1ilLLQ:ref ] 
support@twitter..com 
Sent:Wednesday, July 03, 2019 123 PM 
To: 1( 3)(6) 

All active links contained.in. this email were disabled,. Please verify the identity of the sender, and.continn the authenticity of all links c.onoined. within the message prior 
to copying and pasting the address to a. Web browser, 

Hello,. 

Thanks for sending us your report. We reviewed, the account, and removed. it for violating our rule.s < Caution-. 

https://belp..twitter,com/rdle.s-and-policies/twitterrrules7 

utm_source=PCP/0201.de.ntity°/02ORT°/02019.908attm_mectium =ema i l&utm_ca m pa ign=PCT%201dentity°/020RT%2019998,utm_content=PCT%201 

We appre.ciate. your help!. Just so yo.0 know, any documents you sent us to. review will be deteted... 

Can you, take, a. minute, to rate your experience and complete a short survey? 

Overall, how satisfied are. yo.0 with Twitter's support? 

• < Caution-https://twittergetfeed.back..com/r/pB.PSVXzf? 

gf_q[7621002]..18,gf unigue=5094A0.0.001iILLQQA2+a2pG0099009DCFg1A08.CaselD=5094A09901i1LLQQA2&RTID=a2pG00.09009DCFglA0 

< Caution.-https://twittergetfeed.back..com/r/pBPSVXzf? 

gf_g[7621002]=2&gf. unigu.e.=5004A00001111.1.,QQA2+a2pG0000000DCFglAO&Cas.elD=5004A00001tILLQQA28,13TI.D=a2pG0000000DCFg1A0 

<Caution-https:/Itwitter,getfeed.back..com/r/pBPSVXzf?, 

gf_47.6.2.10.021=3.&gf u.nigue=5.004A0000.111.1.1QQA2i-a2pG0.000.0.00DCNIAO&CaselD=5.004A000.0.1i1LLQQA2&RTI.D=a2pG0.000.0.00DCNIA0 

CI<Caution-https://twitter.getfeed,back.com/r/pBPSVXzf? 

gf_q[7621002]=4&gf unique=50.04A00.001iILLQQA2+a2pG009.0009DCFglAO&CaselD=5094A09001i1LLQQA2&RTID=a2pG009.0009DCFglA0 

1:1 < Caution.-https://twittergelfeed.back..com/r/pBPSVXzf? 

gf_g[7621002].58,gf. untgu.e=5004A0000111L.L.QQA2+a2pG0000000DCFglAO&Cas.e1D=5004A00001iiLLQQA28,RTI.D=a2pG0000000DCFglA0 

1 = Very.  Dissatisfied 

5. = Very Satisfied. 

We, appreciate your time and feedback.. 

Thanks, 

Twitter 

Help .< Cautjork-http://auppert,twitter.com >  I  Privacy <Cautipp-https:fitwiller.cpmfenfprivacy > 

Twitter, Inc.., 1355, Market Street,. Suite 900 San, Frandacp,. CA 941,0,3 

ref_00DA0K0A8.._5004AUILLQ:rpf 

https://web-mita01..mail..mil/owaRa.e=ltem&t=IPM.No.te.&id.=RgAAAAAfd5xn.CAwCQqJ.nYYmHVth5BwDrD13LmH2bS7aPkcP6ObnHAAAAQGpPAADrD1... 1/1 



7/5/20.19 Re; Fake Army Page 

Re: Fake Army Page 
USARMY HQDA OCPA (USA) 

Sent:Friday, July 05, 2019 1:47 PM 
To: 1(b)(6) DMA HQ DMA (USA) 

Yes., absolutely, 

V/r 

(b)(6) 

Army Digital Media Division 
Office of the Chief of Public Affairs 
(b)(6) 

On Jul 5,2019, at 13:06, 
wrote:. 

(b)(6) DMA HQ DMA (USA) (b)(6) 

   

(b)(6) - Do you want to report this? 
https://www.facebook.com/Anny.U.S.1  

Thank you. 
(b)(6) 

twitter.com/DeptofDefense  
instagram.com/deptofdefense 
facebook.com/DeptofDefense  
linkedin.com/company/united-states-department-of-defense 

https://web-mita.01.mait.miliowa/?ae=ltem&t=IPM.Note.&id=RgAAAAAfd.5.xnCAwCQqJ.nVYmHVth5.BwDrD1.3.LmH2bS7.aPkcP6.0bnHAAAAQGpPAADrDt... 1/1 



7/5/2019 RE: Fake S.ecArmy IG 

RE: Fake SecArmy  IG 
DMA HQ DMA (USA) 

Sent:friday, July 05, 2019 8:30. AM 
To:. (b)(6) USARMY HQDA OCPA (USA) 

You're welcome. 
Only if they need the IG. email address but you're copied o.n. the jo.b submission. 

Thank you. 
(b)(6) 

twitter.com/DeptofDefense  
nstagram.com/deptofdefense  

facebook.com/DeptofDefense  
linkedin.coin/company/united-states-department-of-defense 

From ())(6) USARMY HQDA OCPA (USA) 
Sent: Friday, July 05, 2.019 8:03. AM. 
To;. DMA HQ DMA (USA) 
Subject: Re: Fake SecArm.y 1G. 

Thanks, 
Is that something.  you. need? 
Let me know. how. I can help... 

V/r 

(b)(6) 

Army Digital Media Div'sion 
Office of the Chief of Public Affairs 
(b)(6) 

On Jul 5., 20.19, at 07:24, 
wrote:. 

(b)(6) DMA HQ DMA (USA) (b)(6) 

  

   

(b)(6) 

I will try to take this account down but I don't have the login for. S.ecAnny, 
<https://www.instagram.com/secretary_of the_anny_/> 

Thank you. 
(b)(6) 

https://web-mita01..mail..mil/owa/?ae=1.tern&t=1FM.Note&id=RgAAAAAfc15xnCAwOQqJnVYmH.Vth5B.wDrD13LmH.2bS.7aF.kcP6ObnH.AAAAQGpRAADrD1... 1/2 

(b)(6) 



7/5/2019 RE Fake SecArmy IG 

twitter.com/DeptofDefense 
instagram.com/deptofdefense  
facebook.com/DeptofDefense  
linkedin.com/compmy/united-states-department-of-defense  

https.://web-mita.0.1..mail...mil/owa/?ao.=Item&t=IPM..Note&id=RgAAAAAf(15xnCAwCCI.OnVYmH.Vth5BwD.rD1.3LmH2.bS.7a.PkcP6ObnHAMAQGpRAAD.rD1... 2/2. 



7/5/2019 RE: [Non-DOD Source] Impers.ona.tion I Job: 330000994618202 

RE: [Non-DoD Source] Impersonation I Job: 330000994618202 
(b)(6) DMA HQ DMA (USA) 
Sent:Friday, July 05, 2019 12:05 PM 
To: Facebook [case++aazq5sdgyov4yy@support.facebook.com] 
Cc: (b)(6) 

Done!. 

Thank  you, 
(b)(6) 

(b)(6) 

twitter.com/DeptofDefense 
instagram,comideptofdefense 
facebook,com/DeptofDefense 
linkedin,comJcompany/united-states-department-of-defense 

From: Facebook [case++aazq5s.dgyov4yy@support,facebook,com] 
Sent: Friday, July 05, 2019.  1152 AM 

OX6) DMA HQ DMA (USA) 
Cc: om 1 
Subject:. [Non-DOD Source] Impersonation 1 Job: 350000994618202 

All active links contained in this email were disabled.. Please verify.  the identity of the sender, 
and confirm the authenticity of all links contained within the, message prior to copying and 
pasting the address to a Web browser, 

Hi (b)(6) 

For updates, or to provide information, we ask. that you please reply to. that  thread to ensure the 
request is handled quickly and efficiently. I will be, reaching out to.(b)(6) now to get them up to, 
speed on the issue.. 

Best,  
1(b)(6)  
Facebook Client. Support Analyst - To, learn more about growing your business on Facebook 
Caution-https://fb,me/learn-blueprint or Caution-https:/jpolitics.fb,com/, 

>On Fri Jul 5, 2019 02:09.:.49, (b)(6) DMA HQ DMA (USA) wrote:. 
>Hi Dean, 

was wondering if you could help with another, job, if possible. There was a ticket. I submitted 
earlier this morning for these two. accounts # 2229355050451724, 
><Cautiop-https://www.facebook,com/Mark-Thomas-Eper-216728215373580/> 
><.Caution-https://www.facebook.com/Mark-T-Bsper-2155903697859387/> 
>Thank. you, 

(b)(6) 

>twitter.com/DeptofDefense 
>instagram,comideptofdefense 
>facebook,com/DeptofDefepse 
>linkedin.comicompany/united-states-department-of-defense 

https://web.-mita01.mail.mil/owaRao=ltem&t7=IPMJ\lote&id=RgAAAAAfd.5xnCAwCQqJnVYmHVth5BwDrD13LmH2b$7aPkcP60b.nHAAAAQGpRAADrD[... 1/3 



7/5/2019 RE: [Non-DOD Source] Impersonation I Job: 339000994618202 

>From: Facebook [case++aazd5sdgyov4yy@support,facebook,com] 
>Sent: Friday, July 05, 2019. 10:53 AM 
>To: MX6) DMA HQ DMA (USA) 
>Cc: MX6) 
>Subject: [Non-DoD Source] Impersonation I Job: 330000994618202 
>All active links contained in this email. were disabled. Please verify the identity of the 
sender, and, confirm the authenticity of all links contained within the message prior to copying 
and pasting.  the address to a Web browser. 

>Hi 1(b)(6)  
>Thank you for the follow up.! If anything else is needed. from our end please let me know and I'll 
be glad to assist. further. 
>Best, 
>.Dean 
>Facebook Client. Support. Analyst. - To learn more about growing.  your business, on Facebook visit: 
Caution-Caution-https://fb,me/learn-blueprint or Caution-Caution-https://politics,fb,com/. 
>.>On Fri Jul 5, 2019 07:51:01, Fujikawa, Aimee F CIV DMA HQ DMA (USA) wrote: 
»That worked! It's gone. 
>.>Thank you, 

MX6) 

>.> 

>.> 
»twitter.com/DeptofDefense 
»instagram.comptofdefense. 
>.>facebook.com/DeptofDefense 
»linkedin.comicompany/united-states-department-of.-defense 
>.>  
»From: Facebook [case++aazd5sdgyov4yy@support..facebook.com] 
»Sent  Friday, July 05, 2019 10:49 AM 
>.>To: 0:0(6) DMA HQ DMA (USA) 
»C.c: 
>.>Subject.: [Non-DOD Source] Impersonation 1 Job: 330000994618202 
»All active links contained in this email were disabled. Please verify.  the identity of the 
sender, and confirm the authenticity of, all links contained within the message prior, to copying 
and, pasting.  the address, to a Web browser. 
»----

 

>.>H.i 0:0(6) 3 
»Are you seeing.  the same after clearing your cache or through, another browser? 
»Thanks, 
>.>0)(6)  

»Facebook Client Support Analyst - To learn more about growing your business. on Facebook 
Caution-C.aution-Caution-https://fb,me/learn-blueprint. or Caution-Caution-CAution-

 

https.://politics.fb,com/, 
>»On Fri Jul 5, 2019 0.7:4634, Fujikawa, Aimee F CIV, DMA, HQ DMA (USA) wrote: 

1(b)(6)  , 
>»I just wanted, to let you know this account is still up, 
>.».Thank you. 

>.> 

>.> 
>»twitter,com/DeptofDefense 
>»instagram,comideptof.defense 
>.> >fa cebook com/DeptofDefen se. 
>»linkedin,comicompanylunited.-states-department-of-defense. 
>.» 
>»From: Facebook [case++aazq5s.dgyov4yAsupport,facebook,com] 
>»Sent: Friday, July 05, 2019 10:40 AM 
>.>>.To: MX6) DMA HQ DMA (USA) 
>»Cc: 
>.».Subject: [Non-DoD Source] Impersonation Job: 330000994618202 

https://web-mita01..mail..mil/owar?ae=ltem&t=IPM.Note&id=RgAAAAAfii5xnCAwCQqJnVYmHVth5BwDrQ13.LmH2.bS7aPkcP6.0bn.HAAAAQGpRAADr01... 2/8. 



7/5/2019 RE: [Non-DoD Source' Impersonation I.  Job: 3000099461820.2 

>»All active links contained in this email were disabled. Please verify the identity of the 
sender, and confirm the authenticity of. all links contained within the message prior to copying. 
and pasting the address to a Web browser. 
>»----

 

>>>Hi 1(b)(6)  

>»After further review, this account (caution-Caution-caution-Caution-

 

https://www,fecebook,com/mark,esper) has been removed from Facebook. for violating.  our impostor. 
policy. 
>»If. you have any.  other questions or concerns in regard to this inquiry, please let me know and 
I'll be glad to assist. 
>»Thanks, 
>>>IMX6) 
>>>Facebook Client. Support Analyst. - Tp learn more about growing your business on Facebppk. visit: 
Caution-Caution-Caution-Caution-https://fb me/learn-blueprint or Caution-Caution-Caution-Caution-

 

httpsz//politics.f.b.com/. 
>»Please help us improve our Customer Support by taking.  a few minutes to complete a brief survey 
about your experience with me.. You'll receive an email linking to our survey in the next few 
minutes. I appreciate your feedback and thank you, for contacting Fecebook. 
»»On Fri Jul 5, 2019 07:06:36, Deen wrote: 
>>>>.Fli (b)(6) 
»»Tnis is (t)(6)  with the Facebook Client Support Team and I'm happy to help get a further look 
into this account (Caution-Caution-Caution-Caution-https://www.fecebook,com/mark_esper) 
impersonating Secretary of. Defense Mark T. Esper. 
>»>.I'm currently investigeting.  into this further alongside our specialists and I.l.l loop back 
here as soon as I have an update to provide. 
>>»Let me know if you have any questions or concerns and I'll be glad to assist. 
>>>>Thanks, 
>» 
»» ace ook Client Support Analyst - To learn more about growing.  your business on Facebook visit: 
Caution-Caution-Caution-Caution-https://fb.me/learn-blueprint or Caution-Caution-Caution-Caution-

 

https://politics.fb.com/.. 
».>>>0n Fri Jul 5, 2019 06:29:07, wrote: 
>> > >.>Hi (b)(6) 

>>».>We have received, your question and your reference number is 330000994618202. We will respond. 
within 1 business day. If you don't hear from us, within that time frame, please be sure to. check 
your spem folder. 
>>>».In the meantime, we encourage you to visit the Facebook. Advertiser Help Center to. find 
detailed information related to Facebook Ads: Caution-Caution-Caution-Caution-

 

https://www.fecebook.com/business/help. 
>>>>> 
»»>.We'll be in touch soon! 
>>>>> 
>>».>Note: Please make sure that you whitelist Facebook's domains (support.fecebppk.com, fb.com) 
to receive our response for your inquiry, 
>>>>> 
»»>Sincerely, 
>»The Global Marketing Solutions Team 
>>>>>Facebook 
>>>>> 
>>» 
>» 

https.://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAfd5.xnCAwCQqJnVYmHVth5EwDrD13LmH2bS7aPkcP6ObnHAAAAQGpRAADrIDJ... 3/3 



7/5/2019. RE; [Non-DOD Source] Impersonation [ Job: 330.000994618202 

RE: [Non-DoD Source] Impersonation I Job: 330000994618202 
(b)(6) DMA HQ DMA (USA) 
Sent:Friday, July 05, 2019 10:50 AM 
To: Facebook [case++aazOsdgyov4yy@support.facebook,com] 
Cc: (b)(6) 

That worked!, It's gore, 

Thank you. 
1(b)(6) 

(b)(6) 

twitter.com/DeptofDefense 
inst.agram.com/deptofdefense 
facebook,com/DeptofDefense 
linkedin,com/company/united-states.-department-of-deferse 

From: Facebook [case+17aazq5sdgyoy4yy@support.facebooJc.com] 
Sent: Friday, July 05, 2019 10:49 AM. 
To: MO) DMA HQ DMA (USA) 
Cc: 
Subject: [Non-DoD Source] Impersonation 1 Job: 330000994618202 

All active links. contained in this email were disabled. Please verify the identity of the sender, 
and confirm the authenticity of. all links contained within the, message prior to copying and 
pasting the address to a Web browser. 

Hi (b)(6) 

Are you seeing the, same after clearing your cache or through another browser? 

Thanks, 
b)(6) 

ook Client Support Analyst - To learn more about growing your business on Facebook. visit: 
Caution-https://fb,meilearn-blueprint or Caution-https://pplitics.fb,com/, 

>On Fri Jul. 5, 2019 07:46:34, MO) DMA HQ DMA (USA) wrote.: 
>Hi M(6) , 
>I just wanted, to let you, know this account is still up, 
>Thank you, 

(b)(6) 

>twitter,comiDeptofDefense 
>irstagram.com/deptofdefense 
>facebook.com/DeptofDefense 
>linkedin.com/company/urited-states-dpartmert-of-defense 

>From.: Facebook. [case++aazq5sdgyov4yy@support,facebook,coml 
>Sent: Friday, July 05, 2019 10:40. AM 
>To: MX6) DMA HQ DMA (USA) 
>Cc: 

h.ttps://web-mita01.mail.mil/owa/?.ae=ltem&t=IPM..Note&id=RRAAAANO5xnCAwCOOnVYmHVth.58wDrD13L.mH2bS7aPkcP6ObnHAAAAQGpRAADrD1... 1/2 



7/5/2019 RE; [Non-DOD Source] Impersonation [ Job: 330900994618202 

>Subject: [Non-DoD Source.] Impersonation 1 Job: 330000994618202 
>All active links contained in this email were disabled. Please, verify the identity.  of the 
sender, and confirm, the authenticity of all links contained within the message prior to copying 
and, pasting the address to a Web browser, 

(b)(6) 

>After further review, this account (Caution-Caution-https://www.facebpok,com/mark,esper) has been 
removed from. Facebook. for violating our impostor policy. 
>If you have any other questions or concerns in regard to this inquiry, please let me know and 
I'll be glad tp assist. 
>Thanks, 

b)(6) 

>facebook Client Support. Analyst - To learn more about, growing your business on Facebook. visit: 
Caution-Caution-https://fb.me/learn-blueprint or Caution-Caution-https://politics.fb.com/, 
>Please help us improve our Customer Support by taking a few minutes to complete a brief survey 
about your experience with me, You'll. receive an email linking to our survey in the next few 
minutes. I appreciate your feedback and thank ypu for contacting Facebook, 
>.>0.11 1 5, 2019 07:06.:36, (b)(6) wrote: 
»Hi 
>.>This is with the Facebook Client Support. Team and I'm happy to help get a further look into 
this account Caution.-Caution-https,://www,facebook,cpm/mark,esper) impersonating Secretary of 
Defense Mark T. Esper. 

currently investigating into this further alongside our specialists and I'll loop.  back here 
as soon as I have an update, to. provide, 
>.>.Let me, know if you have any questions or concerns and I'll be glad to assist. 
>.>Thanks, 

100)05)  
>.>.Facebook Client Support Analyst - To learn more about growing your business on Facebook 
Caution-Caution-https://fb.meJlearn-blueprint or Caution-Cautipn-https://politics.fb.com/, 
>.>.>.On Fri. Jul 5, 2019 06.:.29:07, wrote. 
>.>.>.Hi I(b) 6)  
>.>>.We have received your question and, your reference, number is 330000994618202.. We, will respond. 
within 1 business day. If you don't hear from us within that time frame, please be sure to check 
your spam folder. 
>.>.>.In the meantime, we encourage you to visit. the Facebook. Advertiser Help Center to find detailed 
information related to Facebook Ads.: Caution.-Caution-https://www.,facebook,com/busines.s./help 
>.>>. 
>.>.>.We'll be in touch soon! 
>>.> 
>.>.>.Note: Please make sure that you whitelist Facebook's domains (support„facebook,com, fb.com) to 
receive our response for your. inquiry. 

>.>.>.Sincerely, 
».>The. Glpbal Marketing Solutions Team 
>.>.>.Facebook 

>.> 

https://web-mita01..mail..mil/owar?ae=ltem&t=IPM.Note&id=RgAAAAAfd.5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6ObnHAAAAQGpRAADrD1... 2/2 



7/5/2019. [Non-DoD Source].  Impersonation I Job: 2177244165728491 

[Non-DoD Source] Impersonation I Job: 2177244165728491 
Facebook [case+ + aazq 5scu bvhe7f@su pportfacebook. coal] 
Sent:Friday, July 05, 2019 11:01 AM 
To: 11301 DMA HQ DMA (USA) 
Cc: 10)(6) USARMY HQDA OCPA (USA) 

All active links contained in this email were disabled. Please verify the identity of. the sender.,. 
and confirm the authenticity of all links contained, within the message prior to copying and 
pasting the address to a Web browser... 

Hi (b)(6) 

Thank. you, We're glad, we could help you today and appreciate you being a member of the Facebonk 
community, 

Enjoy your weekend! 

Thanks, 

1(b)(6) 

Eacebook Client Support. Analyst - To learn more about growing your business on Facebooi< visit 
caution-https://fb,meilearn-blueprint or Caution.-https//politics.fb.com/, 

>On Fri  Jul 5, 2019 0738:52, (b)(6) DMA HQ DMA (USA) wrote: 
>())(6) - Thank, you so much!, I will. fill out the. feedbacic form. now, 
>Thank you. 

b)(6) 

>twitter.com/DeptofDefense 
>instagram.comideptofnefense 
>f,acebnok-com/DeptofDefense 
>linkedin.com/comp.any/united-states-department-of-defense 

>Frow Facebook. [case+*.aazq5scubvhe7f@support_facebook,com] 
>Sent Friday, July 05, 2019 10.:.30. AM. 
>.To MX6) HQ DMA (USA) 

MX6) IUSARMY RQDA OCPA (USA) 
>Subject [Non-DoD Source] Impersonation I  Job 2177244165728491 
>All active links contained in this email were disabled. Please, verify the identity of the 
sender, and confirm the authenticity of all links contained within the message prior to. copying. 
and pasting the address to a Web. browser, 

>Hi(W(6)  
>Thanks for your report abou,t unauthorized accounts. We've removen the accounts you, reported from 
Instagram, 
>Impostor Accounts Removed 
>1_ Caution-Caution-https://www,instagram_com/secretary_of_the_armyj 
>2, Caution-Caution-http/www.instagram.com/esperdon1/ 
>Feel free to reach back out if. you have any questions or concerns regarding this request, 
>Thanks, 
1(13)(6)  
>Facebook. Client. Support. Analyst. - To learn more, about growing your business on Facebook. 
Caution-Caution-httpsJ/fb,me/learn-blueprint or Caution-Caution-httpsJ/politics,fb-com/. 
>Please help us improve our Customer Support by taking a few minutes to complete. a brief survey 
about your experience with me. You'll receive an email linking to our survey in the next few 

https://we.b-mite.01..mail.rnitiowa/?a.e.=1.te.m&tFIPM.No.te&id=RgAAAAAfd5xn.CAwCQqJnYYmHVtb58wDrDt3LmH2bS7arkcP6.0bnHAAAAQGpPAADrD1... 1/2 



7/5/2019 [Non-DoD Source] Impersonation I Job; 2177244165728491 

minutes. I. appreciate your feedback, and thank you for contacting.  Facebook, 
»On Fri Jul 5, 2019 06:56:41, (10)(6) DMA HQ DMA (USA) wrote: 
>>Hi 
»Than you for your help! Looking forward to the update. 
»Thank you. 

»twitter.com./DeptofDefense 
»ifistagram,com/deptofdefense 
»facebook.com/DeptofDefense 
»linkedifi,com/companyJunited-states-department-of-defense 

»From:: EacebOok [caSe++aazq5Scubvfie7f@support.facebook.comi 
»Sent: Friday, July 05, 2019 9:47 AM 
»To: p

(6) 
(6) 'DMA HQ DMA (USA) 

»Cc: b)  MIUSARMY HQDA OCPA (USA); 
»Subject: [Non-DOD Source] Impersonation 1 Job: 2177244165728491 
»All active links contained in this email were disabled. Please verify the identity of the 
sender, and confirm the authenticity of all links contained within the message prior to copying 
and pasting the addres.s, to a Web browser, 
>>----

 

»Hi pm)  
»This is 1(b)(6) with the Facebook Client Support Team. and I work. alongside MO) I am happy.  to 
assist with your request to remove the impostor accounts of Secretary of Defense Mark T.. Esper, 
»Impostor, Accounts Under Review. for Removal.: 
»1. Caution-Caution-Caution-https://www,ifistagram,com/secretary_of_the_army_/. 
>>2. Caution-Caution-Caution-https://www.instagram.com/esperdon1J 
»I. am. working.  with my.  internal team, to, review, these accounts for removal.. I will keep you, posted 
on updates as they become available-

 

>>Let me know if you have any questions or concerns regarding.  this. matter. 
»Thanks,  
> i(b)(6)  

»Facebook Client Support Analyst - To learn more about growing your business on Facebook visit: 
Caution-Caution-Caution-https://fb-me/learn-blueprint or Caution-Caution-Caution-

 

https://politics.fb.com/. 
>»On Fri Jul 5, 2019 04:37:04, wrote: 
>»Hi 
>»We have received your question and your reference number is 2177244165728491.. We will respond 
within 1 business day. If you don't hear from Us within that time frame, please be sure to check 
your span' folder. 
>»In the meantime, we encourage you to visit the Facebook Advertiser Help Center to find detailed 
information related to Facebook Ads: Caution-Caution-Caution-

 

https://www,facebook,comibusiness/help 
>» 
>>>We'll be in touch soon!. 
>» 
>>>Note: Please make sure that you whitelist Eacebook's domains (support.facebook.com, fb.com) to 
receive our, response for your inquiry. 
>» 
>>>5incerely, 
>»Tfie Global Marketing Solutions Team 
>>>Facebook 
>>> 
>> 

(b)(6) 

(b)(6) 

(b)(6) 

https://web-mita.01.mait.mit/owa/?se=ltem&t=IPM.Notajc1=RgAAAAAfc15xnCAwCQqJnVYmHVth5BwDrDaLmH2bS7arkcP5ObnHAAAAQ.GpPAADrDt... 2/2 



(b)(6) 

To: kb)(6) DMA PROD (USA); 

DMA HQ DMA (USA) 
Sent:Friday, July 05, 2019 9:58 AM 

(b)(6) 

7/5/2019 RE: Fraud accounts - A/SD and SecArmy 

RE: Fraud accounts - A/SD and SecArmy 

DMA PROD (USA) 

This one is gone too.. 
https://www.instagram,com/esperdonl/ 

Thank you. 
(b)(6) 

(b)(6) 

twitter.comiDeptofDefense  
instagram.com/deptofdefense  
facebook.com/DeptofDefense  
linkedin.com/company/united-states-department-of-defense 

From: (3)(6) DMA PROD (USA) 
Sent: Friday, July 05, 2019 9:57 AM 
To: (13)(6) DMA HQ DMA (USA); 
Subject: RE: Fraud accounts - A/SD and SecArmy 

Got it - that was fast!. 

v/r 

(b)(6) 

DOD Social Media 
(b)(6) 

))(6) DMA PROD. (USA) 

From: (b)(6) DMA HQ DMA (USA) 
Sent: Friday, July 05, 2019 9:56 AM 
To: (b)(6) DMA PROD (USA); 
Subject: RE: Fraud accounts - A/SD and SecArmy 

- this one has been removed. 
https://www,instagram,com/secretary_of the_armyf 

(b)(6) 

(b)(6) DMA PROD (USA) 

Thank you. 
(b)(6) 

(b)(6) 

https://web-mita01.mail.mil/owar?ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2bS7aPkcP6ObnHAAAAQGpRAADrD1... 1/5 



7/5/2019 RE: Fraud accounts A/SD. and Se.cArmy 

b)(6) 

twitter.com/DeptofDefense  
instagram.com/deptofdefense  
facebook.com/DeptofDefense  
linkedin.com/company/united-states-department-of-defense 

From: (b)(6) DMA HQ DMA (USA) 

Sent: Friday, July 05, 2019 9:30 AM 

To: M(6) DMA PROD (USA); 
Subject: RE: Fraud accounts - A/SD and SecArmy 

  

(b)(6) 
DMA PROD (USA) 

  

Here is the job number for this one: 
https ://www,facebook.com/mark.esperhttps://wwwfacebook.com/mark „esper 
Job #3300009946.1820.2 

Thank you. 
(b)(6) 

(b)(6) 

twitter.com/DeptofDefense  
instagram.com/deptofdefense  
facebook.com/DeptofDefense  
linkedin.com/company/united-states-department-of-defense 

From: (b)(6) DMA PROD (USA) 

Sent: Friday, July 05, 2019 9.:29. AM 

To: (13)(6) DMA HQ DMA (USA); 

Subject: RE: Fraud accounts. - A/SD and SecArmy 

1(b)(6) DMA PROD (USA) 

Cool, thanks! I'll take the first one off the new tracker, then, but leave the one you're reporting now. Send me the 
reference # once you do and I'll add it to the tracker. 

1(b)(6) 

Social Media/Public Affairs Specialist 

DoD News, Defense Media Activity 

(b)(6) 

Website: www.defense.gov 

Facebook: fac.ebook..corn/DeptofDefense 

Twitter: @Dept.ofDefense 

You.Tu be: youtube..c.om/DeptofDefen.se 

From: (b)(6) DMA HQ DMA (USA) 

Sent: Friday, July 05, 2019 9:26 AM 

To: (b)(6) DMA PROD (USA); 

  

(b)(6) DMA PROD (USA) 

     

https://web.-mita0.1..mail..mit/owa/?ae=tte.m&t=tP.M..N.ote&i.d=RgAAAAAfd5.xnCAwCQqJnVYmHVth5.B.wDrD13.LmH2.b$70PkcP60b.nHAAAAQGpRAADrD1... 2/5. 



7/5/2019 RE: Fraud accounts - A/SD and SecArmy 

Subject: RE: Fraud accounts - A/SD and SecArmy 

There's this one: 
https://www.facebook..com/markt.esper.129 - they will not remove this one since it's not using his photo/header/link or 
posting as him. 

And this o.ne: 
https://www.facebook,com/mark.esper - NOPE! I am reporting this, one now. 
(could be his [egit one though?) 

Real SecArmy FB: (https://www.facebook.com/SecArmyi) 
Real SecArmy TW: (https://twittercom/SecArmy) 
Real SecArmy IG: (https://www,instagram.com/secretary of the armyi) 
Real A/SD TVV: (https://twitter.com/EsperDoD) 
Real IG: (https://www.instagram.corn/esperdod/) 

(b)(6) 

twitter,com/DeptofDefense 

instagram.com/deptofdefense  
facebook.com/DeptofDefense  
linkedin.com/company/united-states-department-of-defense 

From: log) DMA PROD (USA) 

Sent: Friday, July 05, 2019 9:17 AM 

To: (b)(6) DMA HQ DMA (USA); 

Subject: RE: Fraud accounts - A/SD and SecArmy 

There's this one: 
https://www.facebookscom/markt.esper.129 

And this one: 
https://wvvw.face book,com/m a rk.esper 
(could be his legit one though?) 

(b)(6) 

Social Media/Public Affairs Specialist 

DoD News, Defense Media. Activity 

(b)(6) 

Website: www.defense.gov 

Facebook: facebook.com/DeptofDefense 

Twitter: @DeptofDefense 

YouTu be: youtube.com/DeptofDefense 

(b)(6) DMA PROD (USA) 

https://web-mita01.mail.mil/owa/?.ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQ0nVYmHVth5Bw.DrD13.LmH2b$7aPkcP6ObnHAAAAQGpRAADrD1... 3/5 



DMA PROD (USA) (b)(6) 

(b)(6) 

From: 

Sent:. Friday, July 0.5., 2019 9:11 AM. 

To.: (b)(6) DMA PROD (USA); DMA HQ DMA. (USA) 

7/5/2019 RE: Fraud. accounts -.A/SD and. SecArmy 

From: (b)(6) DMA HQ DMA (USA) 

Sent: Friday, July 05, 2019 9:15 AM 

To: (b)(6) DMA PROD (USA); 

Subject: RE: Fraud accounts - A/SD and. SecArmy 

  

(b)(6) DMA PROD (USA) 

  

Which, platform is it on? Can, you send. the link? I want, to look at. it, 

Yes.. Please add, it to the sheet and, let me know which ones are new. 

Thank you. 
1(b)(6) 

(b)(6) 

twitter.com/DeptofDefense  
instagram.com/deptofdefense  
facebook.com/DeptofDefense  
linkedin.com/company/united-states-department-of-defense 

Subject:. RE: Fraud accounts - A/S.D and. SecArmy 

Ho.w can you tell they're im.postor accounts? Just guessing? 

For example, I found this one that I imagine is an impostor account: 
@mark,esper 

But I'm not 100% sire. Do I still put it in the spreadsheet as, an impostor. account? 

(b)(6) 

Social Media/Public Affairs Specialist 

DoD News, Defense Media Activity. 
(b)(6) 

Website: www.defense.gov 

Facebook: facebook.com/DeptofDefense 

Twitter: @DeptofDefense 

YouTube: yo.utube.com/DeptofDefense 

From: (b)(6) DMA. PROD (USA) 

Sent:. Friday, July 05., 2019 7:57 AM, 

To.: DMA, Ft Meade PROD List DOD Social Media. 

Subject: Fraud accounts. - A/SD and SecArmy 

Team - good morning! 

(b)(6) has already found some, fraud accounts for Dr. Esper! 

ht ps://web-mita01.mail.mil/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAfd5xnCAwCQqJnVYmHVth5BwDrD13LmH2.bS7aPkcP6ObnHAAAAQG.pRAADrD1... 4/5. 



7/5/20.19. RE: Fraud accounts -.A/SD and SecArmy 

She's as.ked me to create his, own spreadsheet to track imposter. accounts so I've started one here: 

https://docs.google,com/spreadsheets/d/13k8u2EahKVrwu3STMzYbOVCuYBwDKAgg3msAK-d-8oU/edit#gid=202954660  

When you get a moment this morning please conduct a search. across all platforms, u.pdate th.e spreadsh.eet, and indicate 
in the fraud account, tab u.nder notes. th.at th.e imposter account is waiting to be reported... 

Call, g-c.h.at,. or email with. questions - thank you! 

v/r 

(b)(6) 

hUps://web-mi.ta.0.1..mail.mil/owa/?ae=1.te.m&t=IPM...NcAp.&id=RgAAAAAfd5xnCAwC.Qq.JnVYmHVth5B.wDrD13.Lm.H2bS70.PkcP6.0bnHAAAAQGpRAADrD1... 5/5. 
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Harvard Law School Cyberlaw Ulnuc 
Berkman Klein Center for Internet & Society 

1585 Massachusetts Ave. Suite 5018 
Cambridge, MA 02138 

February 7, 2019 

U.S. Department of Defense 
Office of the Secretary of Defense 
ATTN: Assistant to the Secretary of Defense for Public Affairs 
1400 Defense Pentagon 
Washington, DC 20301-1400 

VIA FAX: 301-225-0510 

Re: Freedom of Information Act Request 
Social Media Impersonation Incidents 

Dear FOIA Officer, 

This letter constitutes a request ("Request") under the Freedom of Information 
Act ("FOIA"), 5 U.S.C. § 552, for information related to any fake social media 
pages or accounts purporting to represent the Department of Defense ("DOD"). 

I. Backeround  

I am a postdoctoral fellow at Amherst College's Center for Humanistic 
Inquiry, as well as a Research Affiliate at the Berkman Klein Center for Internet 
and Society at Harvard University. For the past several years I have been studying 
the government's use of social media from an anthropological perspective. 

In connection with my research, I have filed multiple FOIA requests 
seeking documents from federal agencies concerning the use of public-facing 
social media accounts. This FOIA request is part of a multi-agency survey that I 
plan to use to investigate how different agencies respond to impersonation. 

Cyberlaw Clinic I Harvard Law School I Berkman Klein Center for Internet & Society 
1585 Massachusetts Avenue I Suite WCC 5018 I Cambridge, MA 02138 
Tel: 617-384-9125 I Fax: 617-495-2478 I Web: clinic.cyber.harvard.edu 



47\ 

Amy Johnson, C/O Mason Kortz 
Re: FOIA request—social media impersonation survey 

February 7,2019 
Page 2 of 4 

II. Record Request  

Therefore, under the Freedom of Information Act, 5 U.S.C. § 552, I hereby 
request the following records: 

1. Any documents or materials that discuss practices for addressing problems 
of impersonation, identity theft, fraud, or scams, including but not limited 
to guides, manuals, handbooks, policies, or presentations used to instruct 
or train DOD staff. 

2. Any documents or materials used to instruct or train DOD staff in the use 
of social media, including but not limited to guides, manuals, handbooks, 
policies, or presentations. 

Any documents or materials that discuss fake DOD social medial pages or 
accounts, including but not limited to communications concerning the 
discovery of these pages, communications between agencies or branches 
of the federal government concerning these pages, and any documents that 
speak to the identity of the parties behind the creation of these pages. 

Any documents or materials that discuss individuals who have made, or 
are currently making, false claims about DOD awards or titles on any 
online dating service accounts or social media accounts. 

All correspondence, including but not limited to "direct messages" (i.e, 
private, user-to-user messages on any platform), son.s_alls?  or voicemails 
between representatives of the DOD and social thiffia iroviders, including 
but not limited to Disqus, Facebook, Flickr, GitHub, Google+, Instagram, 
Linkedln, Medium, Pinterest, Tumblr, Twitter, and YouTube. 

6. All communications made by DOD staff to federal agencies or members 
of Congress investigating or considering an investigation of social media—
based interference with government processes, provided such 
communications also reference any fake DOD social media pages or 
accounts or any other case of online impersonation of DOD content. 

For parts 1, 3, 4, and 6 of this request, the following key terms can be used 
to narrow the search: fake, false, phony, bogus, fraudulent, impersonate (and all 
its verb forms), impersonator, impostor, scam, identity theft, imitation, rogue, 
counterfeit, mock, sham, hoax, parody. 



provided electronically in its native file format.2 Alternatively, I request that the 
record be provided electronically in a text-searchable, static-image format (PDF), 
in the best image quality in the agency's possession. 

III.Reouest for a Fee Limitation and Public Interest Fee Waiver 

I also ask that any fees be waived, as I believe this request is "it is likely to 
contribute significantly to public understanding of the operations or activities of 
the government,"4and disclosure is not in my commercial interest. 5 U.S.C. 
§ 552(a)(4)(A)(iii). 

The information requested concerns government activities. For the 
reasons above, this information is clearly likely to contribute to the public 
understanding of said activities — in particular, the DOD's response to 
impersonation, and how frequently such impersonations happen. See 5 U.S.C. 
§ 552(a)(4)(A)(iii). This information will help the public understand the 
challenges of social media use. 

Given my background, I believe that my expertise can help inform the 
public in this debate, "contribut[ing] significantly to public understanding of' the 
DOD's response to such social media—based tactics and such tactics in general. 5 
U.S.C. § 552(a)(4)(A)(iii). This request primarily concerns disseminating 
information relating to the proper, or improper, functioning of the DOD System. 

Finally, I possess a negligible, if not nonexistent, commercial interest in 
the information because my primarily and overriding goal is to inform the public 
of—not profit from—the information requested. I study how governments use 
social media as part of my research. 

Alternatively I request that any fees be assessed in accordance with a 
reduced fee category for educational institutions. 5 U.S.C. § 552(a)(4)(A)(ii)(II). 
As a postdoctoral fellow, I qualify as an Educational Requester, because Amherst 
College, an accredited U.S. educational institution, sponsors my research and I 
will incorporate the requested information into a scholarly work contributing to 
public knowledge of government activity and disseminated to the public.' 

2  See 5 U.S.C. § 552(a)(3)(B). 
3  See Sack v. Dept of Defense, 823 F.3d 687 (D.C. Cir. 2016). 
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At a minimum, I request that any fees be assessed in accordance with a 
reduced fee category for representatives of the news media. 5 U.S.C. 
§ 552(a)(4)(A)(ii)(II). I qualify for this reduction as a member of the news media, 
because Amherst College and I regularly publish news for public consumption. 

In the event that fees cannot be waived, I accept all charges up to $100, 
and request that if charges are to exceed that amount, you contact me. 

* * * 

Thank you in advance for your anticipated cooperation in this matter. If 
you have any questions about handling this request, you may telephone me at 
510-757-8833 or email me at ajohnson@cyber.harvard.edu. 

Sincerely, 

Amy Johnson, PhD 
C/O Mason Kortz 
Harvard Law School Cyberlaw Clinic 
Berkman Klein Center for Internet & Society 
1585 Massachusetts Ave. Suite 5018 
Cambridge, MA 02138 



As we aren't able to search any other organization's drives other than PA; the requestor will have to file with DMA 
and other parts of DoD for investigations as stated. 

Government Information Specialist 
FOIA, OATSD-Public Affairs 
Pentagon, Room 2E989 
703.693.6219 

----Original Message 
rom. 

Sea: iri day, Apri 

Subject: RE: 19-F-0705 

The requester has responded with the following: 

Set the date range for January 1 2008- preserlt)as I want to capture the DoD's various Twitter experiences. Also, she 
is requesting all part of the request to be seal-died by your office (PA) and DMA. She also states that part 4-6 will 
likely turn up little in PA's files and perhaps vice versa for DMA. However, since both handle aspects of the larger 
phenomenon, there may be bits that nonetheless turn up with regard to the other's focus. Does this seem doable? 

Please advise. 

Original Message----

 

Cent- Friday Marrh 70 7(110 1.ni PM  

Subject: RE: 19-F-0705 

The scope narrowed to simply PA is reasonable for our purposes, since we don't have any control over any 
documents we do not generate or prepare for release. 

However, in terms of the subject and time frame, the requester is seeking for parts 1-3 training/material in regards 
to social media. 
I don't believe the majority of DoD had anything thing to do with social media from 2002-2008 (i.e. the DoD 
'joined' Twitter in August 2009., and the Pentagon Press Secretary only 'joined' in 2011), so the time frame should 
probably be one search, 2011 to the present. 



. In terms of structure for parts 4-6, these seemingly are investigations that would conducted by various commands in 

response to fraud or Stolen Valor, etc. As PA does not conduct investigations, there would be very little material 

generated. PA likewise does not control social media functions, rather that falls under Defense Media Activity 

(DMA). 

If the requester still choses to have PA do a search and review of training material from the agreed timeframe for 

parts 1-3, the search will probably not yield any hard results that the requester is seeking. 

With this above narrowed scope we could go forward, but it might be worth it to inform them of DMA's role and see 

if they want to redirect the case to them. 

Government Information Specialist 

FOIA, OATSD-Public Affairs 

Pentagon, Room 2E989 

703.693.6219 

Original Messa e 

From:  

Sent: Friday. March 29  2019 2:02 PM 

To 

Subject: RE: 19-F-0705 

Finally heard back from the requester. 

In terms of narrowing the request: 

With regard to offices, the Assistant Secretary for Public Affairs seems the key starting point. With that narrowing, 

would it perhaps be possible to do a two-stage search process in terms of the time frame? So, perhaps 2002-2010 

and then 2011-present? Or, if that's too complicated, perhaps just from 2009-present. 

Does this work? If so, which would work in terms of time frame? 

Messape 

From: 

Sent: Wednesday, March 6.2019 8:32 AM 

To 

Subject: FW: 19-F-0705 

Looking at the request again, ad-  noted that it is very vague and broad, covering the whole of representatives 

of DoD in regards to social media policies. 

Perhaps it may help ask the requester to limit the years, or tailor it to specific commands/DoD entities? 



procedures. Another thing to bring to their attention is that they need to specify a particular division within DOD 
that they want us to provide a search for. Simply stating DOD in the search doesn't provide an office for us to search 
for. 

Original Messape 
FITTI 

Sent: Wednesday, March 6,2019 8:1 / AM 

'ibject: RE: 19-F-0705 

The requester did state in the initial request that the date range was from January 1, 2002 - present. Does it need to 
be narrowed to even more specificity? Just wanted to double check before making contact. 

Original Message 

Sent: Wednesday, March 6,2019 7:21 AM 

Subject: 19 F-0705 

I wanted to follow up with you concerning the initial request you made for case number 19-F-0705. The scope of the 
information you are requesting needs to be narrowed to specific dates. This will ensure that we aren't bombarded 
with irrelevant information when performing our search. It would also be great if you could specify the particular 
office within DOD that you would recommend we include in the search. Simply requesting DOD records for 
particular items is too broad and would garner an immense amount of information. 

Thank you. 

Government Information Specialist 
FOIA, OATSD-Public Affairs 
Pentagon, Room 2E989 
703.614.7953 
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