





Sony or the North's growing hacking campaigns, officials say.

In a recent speech at Fordham Unjversity in New York, Mr. Clapper acknowledged that the commander of the
Reconnaissance General Bureau, Kim Yong-chol, with whom he traded barbs over the 12-course dinner, was “later
responsible for oversecing the attack against Sony.” (General Clapper praised the food; his hosts later presented him
with a bill for his share of the meal.)

Asked about General Clapper’s knowledge of the Sony attacks from the North when he attended the dinner, Brian P.
Hale, a spokesman for the director of national intelligence, said that the director did not know he would meet his
intelligence counterpart and that the purpose of his trip to North Korca “was solely to secure the release of the two
detained U.S. citizens.”

“Becausc of the sensitivities surrounding the effort” to win the Americans’ relcase, Mr. Hale said, “the D.N.L. was
focused on the task and did not want to derail any progress by discussing other matters.” But he said General
Clapper was acutely aware of the North’s growing capabilities.

Jang Sae-yul, a former North Korean army programmer who defected in 2007, spcaking in an interview in Seoul,
said: “They have built up formidable hacking skills. They have spent almost 30 years getting ready, learning how to
do this and this alone, how to target specific countries.”

Still, the sophistication of the Sony hack was such that many experts say they arc skeptical that North Korea was the
culprit, or the lone culprit. They have suggestcd it was an insider, a disgruntled Sony ex-employee or an outside
group cleverly mimicking North Korean hackers. Many remain unconvinced by the efforts of the F,B.1. director,
James B. Comey, to answer critics by disclosing some of the American evidence.

Mr. Comey told the same Fordham conference that the North Korcans got “sloppy™ in hiding their tracks, and that
hackers periodically “connceted dircetly and we could see them.”

“And we could sec that the 1.P, addresses that were being used to post and to send the emails were coming from [.Ps
that were exclusively used by the North Korcans,” he said. Some of those addresses appear to be in China, experts
say,

The skeptics say, however, that it would not be that difficult for hackers who wanted to appear to be North Korean
to fake their whereabouts. Mr, Comey said there was other evidence he could not discuss. So did Adm. Michael S.
Rogpers, the N.§.A. director, who told the Fordham conference that after reviewing the classitied data he had “high
confidence” the North had ordered the action.

A Growing Capability

North Korca built its first computer with vacuum tubes in 1965, with engineers trained in France. For a brief time, it
appearcd ahead of South Korea and of China, which not only caught up but alse came to build major elements of
their cconomic success on their hardware and software,

Defectors say that the Internet was first viewed by North Korea's leadership as a threat, something that could taint
its citizens with outside ideas.

But Kim Heung-kwang, a defector who said in an intervicw that he hclped train many of the North’s first
cyberspies, recalled that in the early 1990s a group of North Korean computer experts came back from China with a
“very strange niew idea™ Usc the Internet to steal secrets and attack the government’s cnemics. “The Chinesc are
already doing it,” he quoted one of the experts as saying.

Defectors report that the North Korean military was interested, So was the ruling Workers® Party, which in 1994
sent 15 North Koreans to a military academy in Beijing to lcarn about hacking, When they returned, they formed the
corc of the External Information Intelligence Office, which hacked into websites, penetrated fire walls and stole
information abroad. Because the North had so few connections to the cutside world, the hackers did much of their
work in China and Japan.
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