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The Honorable Willhiam M. “Mac Thomberry
Chairman

Committee on Armed Services

United States House of Representatives
Washington, DC 20515-6033

Dear Mr, Chairman:

{U} I have enclosed my report evaluating Warfighter Information Network — Tactical
{WIN-T) operational effectiveness, suitability, and survivability using data gathered from three
rounds of operational testing, The classified annex to this report is also enclosed. This report
satisfies the provisions of Section 2399 of Title 10 United States Code requiring my report be
submitted prior to g full-rate production decision,

(U} The most recent third operational test indicates the Army’s program manager for
WIN-T has implemented fixes 1o nearly all of the problems discovered in eartier testing that can
be fixed. The majority of WIN-T equipment is operationally effective, and, when sateilite
communications are available, WIN-T provides the Ammy with communications and command
and contrel capabilities the Army would not otherwise have. Nonetheless, in all three rounds of
operational testing, consistent problems have been observed with the performance of the High-
Band Networking Waveform (HNW) and the Tactical Relay — Tower {TR-T), which [ continue
to evaluate as not operationally effective. The problems with HN'W will [imit the utility of WIN-
T in situations where satellite communications are jammed, disrupted, or otherwise not available.

{1} The Soldier Network Extension {SNE) was operationally effective. The Combat
Net Radio (CNR) Gateway interface was improved and soldiers were able to bridge their
dispersed unit networks with the CNR Gateway. By using the ONK Gateway, brigade and
battahion commanders can obiain situational awareness from the forward areas of combat.
Soldiers made great use of the WIN-T Chat application during unit operations. SNE users
operating in Mine-Resistant Ambush Protected All-Terrain Vehicles {(MATVs) found the back
seat display useful and applications such as the Tactical Ground Reporting System {TIGR) to be
effective, During the 2013 operational test, the SNE was useful for conducting Voice-Over-
Internet Protocol (VoiP) calls; however, the utility of VoIP was limited by long call set up times.
During the most recent operational test, VolP calls supported the unit’s mission and call set op
times were improved, with less than 1.5 percent of calls demonstrating call setup times of 30
seconds or more, The Stryker Point of Presence (PoP) and SNE were operationally effective and
similar to the effectiveness demonstrated by the MATV PoP and SNE.

(U} The Net-Centric Waveform (NCW) network was operationally effective. There
were two NCW network outages during the second operational test that degraded the network’s
satellite support for an hour or more due to disadvantaged users placing a drain on satellite
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power. Prior to the most recent test, the Army implemented changes making NUW more
resifient. During the recent {est, the NCW network did not demonstrate the extended outages
seen during previous testing.

(U) HNW and the TR-T were not effective for the following reasons:

¢ (L) Limited transmission range and data throughput for on-the-move nodes,
especially in forested arcas.

¢ {1 Low quality (ineasured by link burst rate) of at-the-halt hnks provided limited
range for transmitting data.

s (11} Inability of HNW to sustain a non-fragmented network in the absence of
sateliite communications using the NCW.

o {11} Poor use of TR-T and Range Throughput Extension Kit (RTEK ) antennas that
might otherwise enable more robust network communications in some
circumstances,

o (LI} Lack of stable long-distance HNW links enabling effective use of applications
intolerant to latency and jitter, a deficiency that adds to network congestion.

» (1)) Network Management tools that did not support ¢ffective use by Soldiers of
the TR-T and RTEK.

{U) The consistent problems with HNW are due to the constraints imposed by the physics
of the waveform’s line-of-sight transmission range and its interactions with terrain and
vegetation. Thus, with the potential exception of improved antennas, the program manager has
m all likelineod done ali he can with hardware and sofiware changes to significantly affect HNW
performance. Testing revealed the potential for some Improvement in HNWs ability to support
network communications through improved training, refinement of tagtics, techmiques and
pracedures for the use of antennas, and improvements in network management tools, Even with
potential improvements, my evaluation is that HNW will not sustain effective networked
communications in the absence of NCW, which could occur if we engage in combat with
enemies having the capabifity to jam or otherwise disrupt satellite communications.

Nonetheless, when sateliite cormmunications are available, WIN-T provides the Army with at-
the-halt (ATH) and on-the-mave {OTM) communications and command and control capabilities
the Service would not otherwise have.

(L) Developmental testing was conducted by the Army to verify WIN.T's ability 1o
satisty requirements for ATH and OTM line-of-sight communications capacity using HNW,
This developmental testing was conducted in an idealized environment with guaranteed line-of-
sight and under other non-operationally realistic conditions—-such as allocation of all the
sysiem’s time division multiple access time slots to single links---that generally do not exist in
actual operations. This developmental testing was certainly necessary, but not sufficient, as is
ofien the case, to demonstrate operational effectiveness under realistic combat conditions. Our

:




analysis, explained in detat] tn the attached report, indicates HN'W, when evaluated in an
operational environment using the same metrics and numerical requirements as those used
evaluate the results of the Army’s developmental testing, did not demonstrate required
transmission ranges and data rate capacities for OTM and ATH communications, or the potential
link quality to meet those requirements.

(U) Suitability. During the most recent testing, the M-ATV PoP and SNE were
operationzally suitable; however, the Stryker PoP and SNE were not suitable, The Stryker PoP
and SNE presented Soldiers with significant human factors engineering and integration issues
that interfered with the unit's performance of mission operations; these issues include the

Following:

{U) WIN-T displays positioned in front of the gunner;
(U} WIN.T antennas prevent 360-degree gun coverage:

{1y WIN-T operations with engine off can drain batterics to a level requiring their
replacement.

{U) Operating WIN-T on vehicle power does not allow “Silent Watch™
operations.

(U} Survivability. WIN-T locrement 2 survivability has improved. but significant
deficiencies in cybersecunty remain that should be ixed. The classified annex to my report
discusses these deficiencies,

(L7} My recommendations include the following:

(U} Improve employment of HNW with TR-T and Range Throughput
Extension Kit (RTEK). Provide 1actics, techniques, and procedures with
improved raining 1o employ the HNW network to wake full advantage of range
extension capabilities provided by the operation of the TR-T and RTEK.

{U} Improve NCW, Determine the cause of momentary NCW link outages and
provide a fix for this problem.

{U) Reassess the TR-T. The Army should re-assess its plans for the quantities of
TR-Ts fielded to support brigade aperations,

(L) Traprove Network Operations Tools. The Army should improve network
operations tocls 10 better support the Seldiers’ ability to install, operate, and
maintain HNW. Tools should support planning and execution of HNW networks
optimizing employment of the TR-T, and RTEK accounting for terrain.

(L) Improve Stryker WIN-T Integration. The Army should improve the
integration of WIN-T into Strvier vehicles.
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¢ (U} Integrate WIN-T fo afford better use of interior and exierior space to
allow more user access, less mission interference, and improve Soldiers”
ficld-of-view during operations.

¢ (U) Improve Stryker WIN-T operations to allow support of all mission
environments, including Silent Watch.

» (U) Improve Suitability with an Alternative Power Source. Develop an
alternative at-the-halt power source for WIN-T Increment 2 and its required air
conditioning to eluninate the need to run PoP, SNE, and Vehicle Wireless
Package vehicles 24 hours a day. This capability is required for both MATV and
Stryker.

¢ (U) Improve survivability. The Army should address the deficiencies and
recommendations listed in the classified annex to my report.

(U} Section 2399 provides that the Secretary of Defense may submit separate comments
oft my report, if he so desires. | have sent copies to him; the Under Secretary of Defense for
Acquisition, Technology and Logistics; the Secretary of the Army; the Vice Chairman of the
Jount Chiefs of Staff; and the Chairmen and Ranking Members of the Congressional defense
commitiees.

Michael Gilmore
Director

[ W
The Honorable Adam Smith
Ranking Member
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The Honorable Rodney P. Frelinghuysen
Chairman. Subcommittee on Defense
Committec on Appropriations

United States House of Represcentatives
Washington, DC 20515-6015

Dear Mr. Chairman:

(U) [ have enclosed my report evaluating Warfighter Information Network — Tactical
(WIN-T) operational effectiveness. suitability, and survivability using data gathered from three
rounds of operational testing. The classified annex to this report is also enclosed. This report
satisfies the provisions of Section 2399 of Title 10 United States Code requiring my report be
submitted prior to a full-rate production decision.

(U) The most recent third operational test indicates the Army’s program manager for
WIN-T has implemented fixes to nearly all of the problems discovered in earlier testing that can
be fixed. The majority of WIN-T equipment is operationally effective, and, when satellite
communications are available, WIN-T provides the Army with communications and command
and control capabilities the Army would not otherwise have. Nonetheless, in all three rounds of
operational testing, consistent problems have been observed with the performance of the High-
Band Networking Waveform (HHNW) and the Tactical Relay — Tower (TR-T), which I continue
to evaluate as not operationally effective. The problems with HN'W will limit the utility of WIN-
T in situations where satellite communications are jammed, disrupted, or otherwise not available.

(U) The Soldier Network Extension (SNE) was operationally effective. The Combat
Net Radio {(CNR) Gateway interface was improved and soldiers were able to bridge their
dispersed unitl networks with the CNR Gateway. By using the CNR Gateway, brigade and
battalion commanders can ohtain situational awarencss from the forward areas of combat.
Soldiers made great use of the WIN-T Chat application during unit operations. SNL users
operating in Mine-Resistant Ambush Protected All-Terrain Vehicles (MATVs) found the back
seat display useful and applications such as the Tactical Ground Reporting System (TIGR) to be
effective. During the 2013 operational test, the SNE was useful for conducting Voice-Over-
Internet Protocol (VolP) calls; however. the utility of VoIP was limited by long call set up times.
During the most recent operational test, VoIP calls supported the unit’s mission and call set up
times were improved, with less than 1.5 percent of calls demonstrating call setup times of 30
seconds or more. The Stryker Point of Presence (PoP) and SNE were operationally effective and
similar to the effectiveness demonstrated by the MATV PoP and SNE.

(U) The Net-Centric Waveform (NCW) network was operationally effective. There
were two NCW network outages during the second operational test that degraded the network’s
satellite support for an hour or more due to disadvantaged users placing a drain on satellite
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power, Prior to the most recent test, the Army implemented changes making NCW mere
resilient, During the recent test, the NCW petwork did not demonstrate the extended cutages
seen during previous testing,

(U) HNW and the TR-T were not effective for the following reasons:

» (U} Limited transmission range and data throughput for on-the-move nodes,
gspecially in forested areas.

» (U} Low quality {measured by link burst rate) of at-the-halt links provided limited
range for transmitting data,

» (U} Inability of HNW to sustain a non-fragmented network in the absence of
satellite communications using the NCW,

s {U} Poor use of TR-T and Range Throughput Extension Kit {(RTEX) antennas that
might otherwise enable more robust network communications ia some
circumstances.

e (L) Lack of stable long-distance HNW links enabling effective use of applications
intolerant to latency and jitter, a deficiency that adds 10 network congestion.

¢ {U) Network Management tools that did not support effective use by Soldiers of
the TR-T and RTEK.

{1J) The consistent problems with HNW are due 1o the constraints imposed by the physics
of the waveform’s line-of-gight transmission range and its inferactions with terrain and
vegetation. Thus, with the potential exception of improved antennas, the programm manager has
in all likelihood done all he can with hardware and software changes to significantly affect HNW
performance. Testing revealed the potential for some improvement in HNW’s ability to suppon
network communications through improved wraining, refinement of tactics, techniques and
procedures for the use of antennas, and improvements in network management wols. Even with
potential improvements, my evaluation is that HNW will not sustain effective networked
commuications in the absence of NCW, which could occur if we engage in combat with
enemies having the capability to jam or otherwise disrupt satellite comumunications,

Nonetheless, when satellite communications are available, WIN.T provides the Ammy with at-
the-halt (ATH) and on-the-move {OTM) communications and command and control capabilities
the Service would not otherwise have.

{U} Developmental testing was conducted by the Army to verify WIN-T"s ability to
satisfy requirements for ATH and OTM line-of-sight communications capacity using HNW.
This developmental testing was conducted in an idealized environment with guaranteed line-of-
sight and under other non~operationally realistic conditions---such as allocation of all the
system’s time division multipie access time slots to singie links---that generally do not exist in
actual operations. This developmental testing was certainly necessary, but not sufficient, as is
often the case, to demonstrate operational effectiveness under reslistic combat conditions. Our
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analysis, explained in detail in the attached report, indicates HNW, when evaluated in an
operational environment using the same metrics and numerical requirements as those used @
evaluate the results of the Army's developmental testing, did not demonstrate required
transmission ranges and data rate capacities for OTM and ATH communications. or the potential
link quality to meet those requirements,

{U) Sutrability. During the most recent testing, the M-ATV PoP and SNE were
operationally suitable; however, the Stryker PoP and SNE were not suitable, The Stryker PolP
and SINE presented Soldiers with significant human factors enginecring and integration issues
that interfered with the unit’s performance of mission operations; these issues include the
following:

» {U} WIN.T displays positioncd in front of the gunner;
s {U) WIN-T antennas prevent 360-degree pun coverage;

s (L) WIN-T operations with engine off can drain hatteries 1o 3 level requiring their
replacement;

s (L) Operating WIN-T on vehicle power does not allow "Silent Watch”
operations,

(U) Survivability, WIN-T [ncrement 2 survivability has improved, bul significant
deficiencies in cybersecurity remain that should be fixed. The classificd annex to my report
discusses these deficiencics,

{L) My recommendations include the following:

= (L) Improve employment of HNW with TR-T and Raage Throughput
Extension Kit (RTEK). Provide tactics. techniques. and procedures with
improved training to employ the HNW network o wke full advantape of range
extension capabilines provided by the operation of the TR.T and RTEK.

+  {U) Improve NCW. Determine the cause of momentary NCW lok outages and
provide a fix for this problem.

s {U) Reassess the TR-T. The Army should ve-assess its plans for the quantities of
TR-Ts fielded to support brigade operations.

s (U} Improve Network Operations Tools. The Army should improve network
operations tools to better support the Soldiers” ahility to install, operate. and
maintain HNW, Toels should support planning and execution of HNW networks
optimizing employment of the TR-T. and RTEK accounting for terrain.

» (U} Improve Stryker WIN-T Integration. The Army should improve the

integration of WIN-T into Stryker vehicles,
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s (Uj Integraic WIN-T to afford better use of interior and exterior space o
atlow more user access, less mission interference, and improve Soldiers’
field-of-view during operations,

s (U} Improve Stryker WIN-T operations to allow support of all mission
environments, including Silent Watch.

¢ (U} improve Suitability with an Alternative Power Source, Develop an
aliernative at-the-halt power source for WIN-T Increment 2 and its required air
conditioning to eliminaie the need to run PoP, SNE, and Vehicle Wireless
Package vehicles 24 hours a day. This capability is required for both MATV and
Stryker.

s {U) Improve survivability, The Armny should address the deficiencies and
recommendations listed i the classified annex to my report.

(U) Section 2399 provides that the Secretary of Defense may submit separate comments
on my report, if he so desires. [ have sent copies to him; the Under Secretary of Defense for
Acquigition, Technology and Logistics; the Secretary of the Army; the Vice Chairman of the
Joint Chiefs of Staff; and the Chairmen and Ranking Members of the Congressional defense
comumittees.

. Michael Gilmore
Director

Tt
The Honorable Peter 1. Visclosky
Ranking Member
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AND EVALUATION

The Honorable John McCain
Chairman

Committee on Armed Services
United States Senate
Washington, DC 20510-6050

Dear Mr. Chairman;

(U) I have enclosed my report evaluating Warfighter Information Network — Tactical
{WIN-T) operational effectiveness, suitability, and survivability using data gathered from three
rounds of operational testing. The classified annex to this report is also enclosed. This report
satisfies the provisions of Section 2399 of Title 10 United States Code requiring my report be
submitted prior to a full-rate production decision.

(U) The most recent third operational test indicates the Army’s program manager for
WIN-T has implemented fixes to nearly all of the problems discovered in earlier testing that can
be fixed. The majority of WIN-T equipment is operationally effective, and, when satellite
communications are available, WIN-T provides the Army with communications and command
and control capabilities the Army would not otherwise have. Nonetheless, in all three rounds of
operational testing, consistent problems have been observed with the performance of the High-
Band Networking Waveform (HNW) and the Tactical Relay - Tower (TR-T), which I continue
to evaluate as not operationally effective. The problems with HN'W will limit the utility of WIN-
T in situations where satellite communications are jammed, disrupted, or otherwise not available.

(U) The Soldier Network Extension (SNE) was operationally effective, The Combat
Net Radio (CNR) Gateway interface was improved and soldiers were able to bridge their
dispersed unit networks with the CNR Gateway. By using the CNR Gateway, brigade and
battalion commanders can obtain situational awareness from the forward areas of combat.
Soldiers made great use of the WIN-T Chat application during unit operations. SNE users
operating in Mine-Resistant Ambush Protected Ali-Terrain Vehicles (MATVs) found the back
seat display useful and applications such as the Tactical Ground Reporting System (TIGR) to be
effective. During the 2013 operational test, the SNE was useful for conducting Voice-Over-
Internet Protocol (VolP) calls; however, the utility of VoIP was limited by long call set up times.
During the most recent operational test, VoIP calls supported the unit’s mission and call set up
times were improved, with less than 1.5 percent of calls demonstrating call setup times of 30
seconds or more. The Stryker Point of Presence (PoP) and SNE were operationally effective and
similar to the effectiveness demonstrated by the MATV PoP and SNE.

(U) The Net-Centric Waveform (NCW) network was operationally effective. There
were two NCW network outages during the second operational test that degraded the network’s
satellite support for an hour or more due to disadvantaged users placing a drain on satellite




power. Prior to the most recent test, the Army implemented changes making NCW more
resilient. During the recent test, the NCW network did not demonstrate the extended outages
seen during previous testing,

(U) HNW and the TR-T were not effective for the following reasons:

« (L)) Limited transmission range and data throughput for on-the-move nodes,
especially in forested areas.

e {1) Low quality (measured by link burst rate) of at-the-halt links provided limited
range for transmitting data,

o (1]} Inahility of HN'W to sustain a non-fragmented network in the absence of
satellite communications using the NCW,

s {U) Poor use of TR-T and Range Throughput Extension Kit {RTEK) antennas that
might otherwise enable more robust network communications in some
circumstances.

o {L} Lack of stable long-distance HN'W links enabling effective use of applications
intolerant tn latency and jifter, a deficiency that adds 1o network congestion.

« {[J) Network Management tools that did not support effective use by Soldiers of
the TR-T and RTEK.

{11} The consistent problems with HNW are due to the constraints imposed by the physics
of the waveform’s {jne-of-sight transmission range and its interactions with terrain and
vegetation. Thus, with the poterial exception of improved antennas, the program manager has
i all Jikelihood done all he can with hardware and soAware changes to significantly affect HNW
performance. Testing revealed the potential for some improvement in HN'W’s ability to support
network communications through improved training, refinement of tactics, techniques and
procedures for the use of antennas, and improvements in network management teols, Even with
potential improvements, my evaluation is that HNW will not sustain effective networked
communications in the absence of NCW, which could oceur if we engage in combat with
enemies having the capabilily 1o jam or otherwise disrupt satellite communications.

Nonetheless, when satellite communications are available, WiIN-T provides the Army with at-
the-halt (ATH) and on-the-move (QTM) communications and command and control capabilities
the Service would not otherwise have.

{U) Developmental testing was conducted by the Army to verify WIN-T's ability 10
satisty requirements for ATH and OTM line-of-sight communications capacity using HNW,
This developmental testing was conducted in an idealized environment with goaranteed line-of-
sight and under other non-operationally realistic conditions---such as allocation of all the
system's time division multiple access time slots to single links---that generally do not exist in
actual operations. This developmental testing was ceriainly necessary, but not sufficient, as is
often the case, to demonsirate operational effectiveness under realistic combat conditions, Our
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analysis, explained in detail in the attached report, indicates HNW, when evaluated in an
operational environment using the same metrics and numerical requirements as those used to
evaluate the results of the Army’s developmental testing, did not demonstrate required
transmission ranges and data rate capacities for OTM and ATH communications, or the potential
link quality to meet those requirements.

(U) Suitability. During the most recent testing, the M-ATV PoP and SNE were
operationally suitable; however, the Stryker PoP and SNE were not suitable. The Stryker PoP
and SNE presented Soldiers with significant human factors engineering and integration issues
that interfered with the unit’s performance of mission operations; these issues include the

following:

(U) WIN-T displays positioned in front of the gunner;,
(U) WIN-T antennas prevent 360-degree gun coverage,

(U) WIN-T operations with engine off can drain batteries to a level requiring their
replacement;

(U) Operating WIN-T on vehicle power does not allow “Silent Watch”
operations.

(U) Survivability. WIN-T Increment 2 survivability has improved, but significant
deficiencies in cybersecurity remain that should be fixed. The classified annex to my report
discusses these deficiencies.

(U) My recommendations include the following:

(U) Improve employment of HNW with TR-T and Range Througbput
Extension Kit (RTEK). Provide tactics, techniques, and procedures with
improved training to employ the HNW network to take full advantage of range
extension capabilities provided by the operation of the TR-T and RTEK.

(U) Improve NCW, Determine the cause of momentary NCW link outages and
provide a fix for this problem.

(U) Reassess the TR-T. The Army should re-assess its plans for the quantities of
TR-Ts fielded to support brigade operations.

(U) Improve Network Operations Tools. The Army should improve network
operations tools to better support the Soldiers’ ability to install, operate, and
maintain HNW. Tools should support planning and execution of HN'W networks
optimizing employment of the TR-T, and RTEK accounting for terrain.

(U) Improve Stryker WIN-T Integration. The Army should improve the
integration of WIN-T into Stryker vehicles.




« (U} Integrate WIN-T to afford better use of interfor and exterior space to
allow more user access, less mission interference, and improve Soldiers’
field-of-view during operations.

s {I) Improve Stryker WIN-T operations 1o allow support of all mission
environments, including Silent Watch.

» (U} Improve Suitability with an Alternative Power Source. Develop an
alternative at-the-halt power source for WIN-T Increment 2 and its required air
conditibning to eliminate the need 10 run PoP, SNE, and Vehicle Wireless
Package vehicles 24 hours a day. This capability is required for both MATV and
Stryker.

o (U} Improve survivahility. The Army should address the deficiencies and
recommendations listed in the classified annex to my repert.

(U} Section 2399 provides that the Secretary of Defense may submit separate comments
on my repo, if he so desires. 1 have sent copies 1o him; the Under Secretary of Defense for
Acquisition, Technology and Logistics; the Secretary of the Army; the Vice Chairman of the
loint Chiefls of Staff; and the Chairmen and Ranking Members of the Congressional defense
committees.

I Michael Gilmore
Diirector

€Cl

The Honorabie Jack Reed
Ranking Member
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Chairman, Subcommittee on Defense
Committee on Appropriations
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Washington, DC 208106025

Dear Mr. Chairman:

{U} I have enclosed my report evaluating Warfighter Information Network — Tactical
{WIN-T) operational effectiveness, suitability, and survivability using data gathered from three
rounds of operational testing. The classified annex to this report is also enclosed. This report
satisfies the provisions of Section 2399 of Title 10 United States Code requiring my report be
submitted prior 1o a full-rate production decision.

{11} The most recent third operational test indicates the Army’s program manager for
WIN-T has implemented fixes to nearly all of the problems discovered in earlier testing that can
be fixed. The majority of WIN-T cquipment is operationally cffective, and, when saicilite
comumumications are available, WIN-T provides the Army with communications and command
and control capabilitics the Army would not otherwise have. Nooetheless, in all three rounds of
operalional testing, consistent problems have been observed with the performance of the High-
Band Networking Waveform (HINW) and the Tactical Relay - Tower (TR-T), which I continue
to evaluate as not operationally effcctive. The problems with HN'W will limit the uiility of WIN-
T in siuations where satellite communications are jammed, disrupted, or otherwise not available.

(L) The Soldicr Network Extension (SNE) was operationnlly effective. The Combat
Net Radio (CNR) Gateway interface was improved and soldicrs were able 1o bridge their
dispersed unit networks with the ONR Gateway. By using the UNR Gateway, brigade and
battalion commanders can obiain situational awarencess from the forward areas of combat,
Soldiers made great use of the WIN-T Chat application during unit opcrations, SNE users
operating in Mine-Resistant Ambush Protected All-Temain Vehicles (MATVs) found the back
seat display usclul and applications such as the Tactical Ground Reporting System (TIGR) o be
effcctive. During the 2013 operational test, the SNE was useful for conducting Voice-Over-
Internet Protocol {(VolP) calls; however. the utility of VolIP was limited by long call set up times.
During the most recent operational test, Vol calls supporied the unit’s mission and call set up
times were improved, with less than 1.5 pereent of calls demonstrating call setup tiraes of 30
seconds or more. The Stryker Point of Presence (PoP) and SNE were operationally effective and
similar to the effectiveness demonstrated by the MATV PoP and SNE,

{U) The Net-Centric Waveform (NCW) network was operationally effective. There
were (wo NCW network cutages during the second operational test that degraded the network’s
satellite support for an hour or more due to disadvantaged users placing a drain on satellite




power. Priar to the most recent test, the Army implemented changes making NCW more
resilient, During the recent test, the NCW network did not demonstrate the extended outages
seen during previous testing.

(U HNW and the TR-T were not effective for the following reasons:

¢ (U} Limited transmission range and data throughput for on-the-move nodes,
especially in forested areas.

« (17} Low quality (measured by link burst rate} of ai-the-hait links provided limited
range for transmitting data.

» {1} Inability of HN'W to sustain a non-fragmented network in the absence of
satellite communications using the NCW,

s (U} Poor use of TR-T and Range Throughput Extension Kit {RTEK} antennas that
might otherwise enable more robust network commumeations in some
circumstances.

e (L)) Lack of stable long-distance HN'W links enabling effective use of applications
intolerant to latency and jitter, a deficiency that adds to network congestion.

» (L)) Network Management tools that did not support effective use by Soldiers of
the TR-T and RTEK.

(U} The consistent problems with HNW are due to the constraints imposed by the physics
of the waveform’s line-of-sight transmission range and its interactions with terrain and
vegesation, Thus, with the potential exception of improved antennas, the program manager has
in all likelthood done all he can with hardware and sofiware changes 1o significantly affect HNW
performance. Testing revealed the potential for some improvement in HINW s ability to support
network communications through improved training, refinement of tuctics, techniques and
procedures for the use of antennas, and improvements in network management tools, Even with
potential improvements, my evaluation is that HNW will not sustain effective networked
communications in the absence of NCW, which could occur if we engage in combat with
enemies having the capability 1o jam or otherwise disrupt satellite communications.

Nonetheless, when satellite communications are available, WIN.T provides the Army with at-
the-halt (ATH) and on-the-move (OTM) communications and command and control capabilities
the Service would not atherwise have.

(U} Developmental testing was conducted by the Army 1o verify WIN-T s ability to
satisty requirements for ATH and OTM line-of-sight communications capacity using HNW.
This developmental testing was conducted in an idealized environment with guaranteed line-~of-
sight and under other non-operationally realistic conditions---such as allocation of all the
system’s time divigion multiple access time slots to single links---that generally do not exist in
actual operations. This developmental testing was certainly necessary, but not sufficient, as is
often the case, 1o demonstrate operational effectiveness under realistic combat conditions, QOur
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analysis, explained in detail in the attached report, indicates HNW, when evaluated in an
operational environment using the same metrics and numerical requirements as those used to
evaluate the results of the Army’s developmental testing, did not demonstrate required
transmission ranges and data rate capacities for OTM and ATH communications, or the potential
link quality to meet those requirements.

(U) Suitability. During the most recent testing, the M-ATV PoP and SNE were
operationally suitable; however, the Stryker PoP and SNE were not suitable. The Stryker PoP
and SNE presented Soldiers with significant human factors engineering and integration issues
that interfered with the unit’s performance of mission operations; these issues include the
following:

(U) WIN-T displays positioned in front of the gunner,
¢ (U) WIN-T antennas prevent 360-degree gun coverage;

¢ (U) WIN-T operations with engine off can drain batienes to a level requiring their
replacement;

e (U} Operating WIN-T on vehicle power does not allow “Silent Watch”
operations.

(U) Survivability. WIN-T Increment 2 survivability has improved, but significant
deficiencies in cybersecurity remain that should be fixed. The classified annex to my report
discusses these deficiencies.

(U) My recommendations include the following:

¢ (U) Improve employment of HNW with TR-T and Range Throughput
Extension Kit (RTEK). Provide tactics, techniques, and procedures with
improved training to employ the HN'W network to take full advantage of range
extension capabilities provided by the operation of the TR-T and RTEK.

¢ (U) Improve NCW, Determine the cause of momentary NCW link outages and
provide a fix for this problem.

o (U) Reassess the TR-T. The Army should re-assess its plans for the quantities of
TR-Ts fielded to support brigade operations.

¢ (U) Improve Network Operations Tools. The Army should improve network
operations tools to better support the Soldiers’ ability to install, operate, and
maintain HNW. Tools should support planning and execution of HNW networks
optiniizing employment of the TR-T, and RTEK accounting for terrain.

s (U) Improve Stryker WIN-T Integration. The Army should improve the
integration of WIN-T into Stryker vehicles.




e (U) Integrate WIN-T to afford better use of interior and exterior space to
allow more user access, less mission inferference, and improve Soldiers’
ficld-of-vigw during operations.

s {U) Improve Strvker WIN-T operations 1o allow support of all mission
environments, including Silent Watch.

s {U) hmprove Suitahility with an Alternative Power Source, Develop an
alternative at-the-halt power source for WIN-T Increment 2 and its required air
conditioning 10 eliminate the need 1o run PoP, SNE, and Vehicle Wireless
Package vehicles 24 hours a day. This capability is required for both MATYV and
Stryker.

* (U) Improve sarvivability. The Army should address the deficiencies and
recommendations listed in the clagsified annex to my report.

(1) Section 2399 provides that the Secretary of Defense may submit separate comments
on my report, if he so desires, 1 have sent copies to him; the Under Secretary of Defense for
Acquisition, Technology and Logistics; the Secretary of the Army, the Vice Chairman of the
Joint Chiefs of Stafl; and the Chairmen and Ranking Members of the Congressional defense
committees.

. Michael Gilmore

Diirector

cc.
The Honorable Richard J. Thurbin
Vice Chaimman




