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SUBIECT: Non-Concurrence with Proposal 1o Create Seperate Cyber Test and Training Range
Executive Agents

* immwby&eomofummmaﬂm&?mmma
(Policy )} to concur on a draft memorandum (Tab A) designating separate
m&mm:&m@w:wmi&mmwi&mm
mamm@mmm
it ig hindering the Department’s abil mmpomm&emi&ymmm
mymmcyhummmﬁomng Department and the Nation.

o [n the proposed deaft the Department would create two Executive Agends (EAs) o
ovarsee two distinet s sepurate lists of cyber ranges composing o amall subses of the
Departmens’s existing cyber ranges. Creating two EAs would perpemate and strengthen
existing counter-productive inefficiencies in utilization of the Department’s scarce cyber
range resources, thereby undermining the Department’s shility o effectively combine test
mmwmmmm Combined testing and training are mandatory for the
mm efficien use, and more importantly, for keeping pace with the increasingly

histweated and rapidly evolving cyber threats we confrom. My office routinely
meyxﬁammmmmﬂzmmmmw(eg live Sexvice or
Combatant Command exercincs), thereby making the best use of a limited set of cyber
resources. The creation of two separste EAs, with separate responsibilities and scparste
incentives for tosting and training, could make it impossible to continue t conduoct these
combined activities in & tmely manner, if st all. Jtis especially puzzling during a period
of severe bodpet constraints that such a connter-productive goposal is being made.

» mm:;m mmmmﬂwmm&emqwm barenucratic turf, the
mmwmmmmz This will climinste the ability of sither EA to
effectively manage and control range activities, as well g3 to efficiently modernize the
ranpes in a timely tanney.

» Finally, the proposal restnets the scope of ihe cyber tange EAS” authority and
responsibility t only four ranges, ignoring the other cyber ranges that are funded by the
military services and deparmental agencies, and also ignoning the many commercial
cyber ranges that could be used to augment our cunen range capabilities,
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o The Department debated establishing a single EA 1o manage and fund the Department’s
cyber ranges during the fiscal year 2013 (FY13) Program Review. Despite five separate
3-8tar Programmer reviews, there was bureancratic turf-related opposition to substantive
change and the proposal was not approved. The Senate’s report accompenying the FY13
National Defense Authorization Act (NDAA) directed the Department to identify “an
entity within the Department that will have oversight of the cyber TRE range
infrastructure, funding and personnel,” direction the Department ignoted. The FY15
NDAA then directed the Department to establish an EA for cyber training ranges and an
EA for cyber testing ranges. The FY15 NDAA docs not preclude the training EA and the
testing EA from being a single ¢ntity.

e [tis time to overcome the bureaucratic, turf-related, status quo and make a subsiantive
change. A fundamental question worth asking is, “Are the Joint Staff and USD(AT&L)
the proper organizations to separately staff, fund, and operate cyber-related
infrastructure?" As with other Executive Agent cascs within the Department, either a

\ single combatant command or a single Service scems a more appropriate, efficient, and
logical choi

| o | recommend strongly that you dicect OUSD(Policy) to re-draft the memorandum at Tab

3 A 1w designate a single EA for cyber test and training ranges. The singie EA should be
provided the authority to oversee funding and personnel for all Department-funded cyber
ranges, cnabling the EA to identify efficiencics and rapidly address critical cyber issues.
The EA should also be provided the authority to identify and certify for Departmental use
commercial cyber range resources, as appropriate.

Coordination: NONE
Anmachment: TAB A

cc: Principal Deputy Assistant Secretary of Defease for Homeland Defense and Global Security
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