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• I luwc been~ by Ibo Olli<e oflbc Under Secmtmy ofDoliome fw Polky (OUSD 

(Policy)) to _Ma draft"""""'8Ddu (TabA)•i&tWin& separa1e &:eculive 
Agau for cyberlnllning ._ml cyber tes1 ....,._ I do not-with tho draft 
-.il-.ifunnal1y ~anindlicic:nl, ~ladea-...quo 
bi is hmilcoiug Ibo~ .. ability "'respond"' the rapidly ewlving md 
iacreu•,.ty ~ eyber-coaliooling the Depuimo111 and the~ 

• In Ibo proposed draft Ill: llcplrtmcnt wwld """*' two Executive Apals (EAo) to 
o-""" dislinct llld aepom!e lisls of eyber n.ngeo composing• amall .. ...., of lhe 
~·· cxisl!nieyber nm&es. Crealiag two EAs woW4 ~and Slrenlthen 
exiatin(l coonter-produolive incft"ICiencies in utilizatim of tho Dcponmreat'•.~ eyber 
nnae - lbmby undermining .., Doporlmelll'• ab!lky fl> effiocdvely comb!M test 
and traini.ne eveau oa dte ranges. Combined """inl and ttainillg are mandatory for die 
-· dlcielll - --~ly. for kcoeplag pac:e wid> the incmlsinslY 
~ llld rapidly avolving eyber tbreats we coofront. My ofllc>e routinely 
- test a<tiviti .. in <:Of!iunctioo with training octivmes (e.g. live s.m.. or 
Comi-tt Commllld .-). lbcRl>y lllMilll lllo best ... of a limiled set of cyber 
........... Tbecreariaa oflWO_... EAs, wllh ..,....,tlellpOllllibiJW..llld ~ 
inoellllva lbrtesll!!i llld lnllning, COllld make it imp<miblo to --to-these 
.::ombiacd actiVilies in a may-. if 111 all. II is espcelally pmzling during a period 
or ....... budge! oonsb•illl• lhatsur:h a~ proposal ii hem, mode. 

• ~. inl!DOlbet bow to ~lbo-...quolOd -•IUrf. the PIVJIOl'Od-·- does mt provide dthcr of .... - proposed EAi !ho .. lhodty to 
-..! cyt.cr- budllets and penomel. This will dimi.- lbeabillly of-EA to 
dcdvely .._and conl!Ol range acdvities, as -it es to elliciently modemi"" Ille 
...,...1a.11me1y.._. 

• Finally, tlwpropooal ..-th: seopeofthecybernoaoEAJ' IWthorityand 
respoosibilily fl>oaly Coor-. ignorlns the olber cyber raogos thet are funded by the 
mllilar)' sen>ices and clopanmental agencies, llld abo itplQrina tho m111y commercial 
cyber r- lhat could be used lo au-our wmmt 1"11180 capabilities. 
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• The [)epllunalt dcbllcd csaablisliina a single EA 1D man11e end 1Und 1he 0cpmtmcnt•s 
cyba ranacs durina the fi1tll year 2013 (FY13) Program R.eview. Despite five sepcate 
3~ Pmarmnmer reviews. there was butCaucratic: turf-n:lated opposition to subantive 
chmac and the proposal WM not approved. Thi; Senaie' s report accompmyina the FY 13 
Nltiooal Defense Authorization Act (ND.AA) dilectcd the Department to identify ••u 
entity within the Deperanem 1hat will have ow:rsiaht of the cyber T &E l1UIF 
~. fuadiq and penonnel," direction the Dcpanmellt ipcxed. The FY1 S 
NDAA then directed the Oepenmcnt to establish an EA for cyber tnini.oa ranges and an 
EA (or cybeT leSlina ran.p. The FY Is NOAA docs not J)RClude the tninina EA and 11\C 
lnlina EA &om beilta a sila&le entity. 

• It is dme to ovcreomc the lueauetaric. turf-related. SUllUs quo and make a subslantive 
chq~. A f\lndamemal question wOllh aWna is, .. Are the Joint Staff and USD(AT.tL) 
die popcr cqanizatiom ro sepnrely aft'~ fmd, ancl operate cyber·tclated 
illfi'UCNcnn?" As with o1hcr Executive Apt cues whhiD die Deplltment, eibr a 
siqle COl'llbatala com-d or a smpc SeMce seam a DIOR IPPl'OPriR. eflicicnt. md 
~choke. 

• I ncommead IUOnllY that you ditcct OUSD(Policy) to re-draft the mcrnonwbn at Tab 
A to dcsipate a sioale EA for cyber 1les1 and training map. The t.ingle EA should be 
pn>vided 1he uhority to o\tenee ftmding and penomel for all Depa1'1Dcnt-t\anckd cyber 
raaaes. cnablina the EA to identify efficiencies ud rapidly address critical cybcr issues. 
The EA ah.ould also be ~vldcd tk authority to identify md cerdfy for Departmental use 
oommercial cybcrrqe ~. u ~-

CoordiM1ion: NONE 

Aaldunmt: TAB A 

cc: Principal Deputy Aslisrant Sec1ewy of Defense for Homeland Defense and Global Security 
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