Russo, Michael C CIV WHS ESD !US!

From: Russo, Michael C CIV WHS ESD (US)
Thursday, August 24, 2017 3:20 PM
izondo ] A )
OUSD INTEL (US);[(b)(6) [@navy.mil
RE: o8 (U) ATTN: Russo - DOPSR Request-Part 3
Elizondo DOPSR Request 20170809.pdf

Sent:

To:

Cc:

Subject:
Attachments:

CLASSIFICATION: UNCLASSIFIED/ MRt bi-hisk

Lue,

If the Service-level OCA verifies to me (simple one-sentence email is fine) that removing the metadata from the videos
makes them UNCLASSIFIED, please feel free to move forward with release.

Videos referenced:
GoFast.wmv
FUR1.mp4

Ginble Vid.wmv

Thanks,
Michael

Michael C. Russo

Defense Office of Prepublication & Security Review
Pentagon Room 2A534

703-614-4922 (unsecure)

NIPR: michael.c.russo14.civ@mail.mil

SIPR: michael.c.russo14.civ@smil.mail.mil

JWICS: michael.russo@osdij.ic.gov

CLASSIFICATION: UNCLASSIFIED/ /MGl

~—-Qriginal Message-—

From: Elizondo, Luis D CIV (US)

Sent: Wednesday, August 23, 2017 9:39 AM

To: Russo, Michael C CIV WHS ESD (US) <michael.c.russo14.civ@mail.smil.mil>
Subject: RE: (U) ATTN: Russo - DOPSR Request-Part 3

Thank you sincerely my friend. If it is easier for you or more streamline, then please consider our request for
unrestricted release. However, my intent is to maintain positive control but | know it's a bit unique of a situation so
whichever Is easier for you and quicker. If at all possible, | would like to have authority to move it down to UNCLASS by
tomorrow. Again, sorry for the inconvenience, | owe you a coffee and a donut|

Thanks again!




Best,
Lue

—=Original Message——

From: Russo, Michael C CIV WHS ESD (US)

Sent: Wednesday, August 23,2017 9:31 AM

To: Elizondo, Luis D CIV (Us) <luis.d.elizondo.civ@mail.smil.mil>
Subject: RE: (U) ATTN: Russo - DOPSR Request-Part 3

CLASSIFICATION: UNCLASSIFIED

Lue,

(b)(6) as been in contact and I've explained the situation to him, but wanted to ensure you knew | was still working the
request.

CLASSIFICATION: UNCLASSIFIED

~——-Original Message-—

From: Elizondo, Luis D CIV (US)

Sent: Thursday, August 17, 2017 9:44 AM

To: Russo, Michael C CIV WHS ESD (US) <michael.c.russo14.civ@mail.smil.mil>
Subject: FW: ATTN: Russo - DOPSR Request-Part 3

—Original Message-—
From: Elizondo, Luis D CIV (US)
Sent: Wednesday, August 9, 2017 4:23 PM
To: WHS Pentagon ESD Mailbox DOPSR <whs.pentagon.esd.mbx.dopsr@mail smil m|b_|
Cc:|(b)(6)
Jﬂﬂmwmequest—ﬁm 3

Su

Greetings, | sent a larger e-mail earlier but it appears it was too large to send all at once. As such, | have sent three (3)
separate e-mails to facilitate this review. Thank you again for your continued patience.

V/R
Lue




CLEARANCE REQUEST FOR PUBLIC RELEASE OF DEPARTMENT OF DEFENSE INFORMATION
(See instructions on back)
mmnuuunmmumammmummmmmMMJ

TO: (Ses Note) M.DM.OM‘WWMM"IM-MMWOGMMI
Nots: Regular mall address shown above. F drop-offinext deiivery, use:
Room 2A534, 1155 Defense www' D?:.;monﬂu

1. DOCUMENT DESCRIPTION
. TYPE b. TITLE “GoFast"; "Gimble"; "FLIR"
-mpg File (x3)

¢ PAGE d. SUBJECT AREA

3 UAY, Balloons, and other UAS
2 AUTHOR/SPEAKER
a. NAME n.m‘ n-._n'm"'  Ina)) b. RANK c TILE
Elizondo, t GS-15 WW.NMWSMMWSHEOUSDG}
[d. OFFICE . AGENCY
NPSMS OUSD(T), DoD

3. PRESENTATION/PUBLICATION DATA (Date, Piace, Ever)
Not Applicable. Not for publication. mummvummmmmmmp-mhumot
m-m»ww.mumnymumm

4, POINT OF CONTACT

3. NAME (Laat, First, Miodie inial) b. TELEPHONE NO. (inciude Ares Code) |
Elizondo, Luis D. 703 571-2393
§._PRIOR COORDINATION
2. NAME (Last, First, Middie initis)) b. OFFICE/AGENCY . TELEPHONE NO. (Inciude Arsa Cog
[ See below POC Navy TSVOIP|(b)(6)
OCA is Nevy POC:[B)(0) | rsvore|®Y®) CLEARED

or Open Publication

Aug 24, 2017
Department of Defense

OFFICE OF PREPUBLICATION AND SECURITY REVIEW

7. RECOMMENDATION OF SUBMITTING OFFICEIAGENCY

e mnﬂmmmmwmmvmummmmmrmnmu
mmmmmw&uwcmmmmmummmwmmm. 1AM A
mmm«m.mmnmmmmmwmmnscomnmm
RELEASE ON BEHALF OF:

b. CLEARANCE IS REQUESTED BY (YYYYMMDD).
cmimﬁimhﬂ d. TITLE

e OFFICE 1 AGENCY

- SORATORE R DATE SIGNED (VYYYMMBD] |

e ————
910, 2016 PREVIOUS EDITION IS OBSOLETE. Adste Professtons! XI




INSTRUCTIONS

GENERAL NOTE FOR PERSONNEL PROCESSING
THIS REPORT: ltems marked with an asterisk (%)
have been registered in the DoD Data Element
Program.

1. DOCUMENT DESCRIPTION.

§. PRIOR COORDINATION. Self explanatory.

6. REMARKS. Enter any additional pertinent
information.

a Type - Record nature of material

submitted; e.g., speech, article, manuscript, 7. RECOMMENDATION OF SUBMITTING OFFICE/

studyfthesis, brochure, news release, AGENCY. nhdplmumbnporhmbm
advertisement, radio/television script, etc. as large and complex as those which comprise the
Department of Defense, that coordinated and consistent
b. Titie - Record the exact caption, headline, Security and policy determinations are made; thersfore,
name or label of the material.

c. Page Count - Enter the number of pages of
the document submitted.

d. Subject Area - Record major topic or

theme, whenever possible.
Examples: "Go-Between Circults Il - Total

Force in Action,” and "Communications.”
2. AUTHOR/SPEAKER.

‘a. Name - Self explanatory.

*b. Rank - Self axplanatory.

c. Titie - Self explanatory.

d. Office - Self explanatory.

8. Agency - Self explanatory.

3. PRESENTATION/PUBLICATION DATA. Record
the forum of open presentation or publication.

4, POINT OF CONTACT
*a. Name - Seif explanatory.

b. Telephone Number - Enter the office phone
number of the point of contact.

ltem 7 must be completed by an Individual who Is &
govemment employee (civilian or military), and
possesses the authority to communicate a particular
component’s policies and recommendation.
Contractors may not sign this form.

a. Enter title of Component/Agency Head or

titte of other individual ultimately responsible for
the substantive issues addressed.

Examples: Secretary of the Amy;
Chairman of the Joint Chiefs of Staff, President,
National Defense University; etc.

*b. Clearance is requested by - Self
explanatory.

*c. Name - Entry must be typed or printed
and coincide with signatory official.

d. Title - Self explanatory.
e. Office - Seif explanatory.
f. Agency - Self explanatory.
g. Signature - Mandatory.

*h. Date - Self explanatory.

I ——
DD FORM 1810 (BACK), APR 2016




e —— —

CLEARANCE REQUEST FOR PUBLIC RELEASE OF DEPARTMENT OF DEFENSE INFORMATION
(See instructions on back.)
(This form is to be used in requesting review end clearance dMWmhmm in accordance with DoDD 5230.09)

TO: (See Note) m.mmum«mm.uumm%mm»wu
Note: Regular mail address shown above. For drop-oftinext day delivery, use
amm.numw.mm.ocm-nu

— e
1. DOCUMENT DESCRIPTION

a. TYPE b. TITLE *GoFust™ *Gimble": -
mpg File (3) GoFuast”; "Gimble™: “FLIR
c. PAGE COUNT d. SUBJECT AREA
. 3 UAYV, Balloons, and other UAS

2. AUTHOR/SPEAKER
|2 NANE [Last. First, Middie iniad b RANK c TITLE

Elizondo, Luis D. GS-15 ‘ Director, National Programs Special Management Staff, OUSD(T)
4 OFFICE e AGENCY

NPSMS OuUSD(I), DoD

3. PRESENTATION/PUBLICATION DATA (Dale, Place, Event)

Not Applicable. Not for publication. Research and analysis ONLY and info sharing with other USG and industry partners for the purposes of
developing a database o help identify, analyze, and ultimately defeat UAS threats

4. POINT OF CONTACT

. NAME (Last. First Miodie Inftial [b TELEPHONE NO (inciude Area Code)
Elizondo, Luis D. | 703 571-2393

| & PRIOR COORDINATION
8. NAME (Last. First, Miadle Inftis() b. OFFICE/AGENCY | ¢. TELEPHONE NO_(inciude Area Code)
See below POC Navy I TSVOIP [(b)(6) |

—_ " J
6. REMARKS

OCA is Navy POC: W) [rsvoir{(B)6)

7. RECOMMENDATION OF SUBMITTING OFFICEJAGENCY

8 THE ATTACHED MATERIAL HAS DEPARTMENT/OFFICE/AGENCY APPROVAL FOR PUBLIC RELEASE (Quaifications. i any, are indicated
Remarks section) AND CLEARANCE FOR OPEN PUBLICATION IS RECOMMENDED UNDER PROVISIONS OF DODD 523008 | AM A
GOVERNMENT EMPLOYEE (civillan or military), AND NOT A CONTRACTOR AUTHORIZED TO MAKE THIS RECOMMENDATION FOR
RELEASE ON BEHALF OF:

b. CLEARANCE IS REQUESTED BY (YYYYMMDD)

. NAME (Last. First. Middie initial) d TITLE
® OFFICE |1 AGENCY
| _
[0 SIGNATURE [ DATE SIGNED (Y YYYMMOD)

DD FORM 1910, APR 2016 PREVIOUS EDITION IS OBSOLETE Adooe Protessonas X1




Russo, Michael C CIV WHS ESD ‘Uﬂ

From: Russo, Michael C CIV WHS ESD (US)

Sent: Wednesday, August 23, 2017 9:31 AM

To: Elizondo, Luis D CIV (US)

Subject: RE: (U) ATTN: Russo - DOPSR Request-Part 3

CLASSIFICATION: UNCLASSIFIED

Lue,

(b)(6) Jhas been in contact and I've explained the situation to him, but wanted to ensure you knew | was still working the
request.

CLASSIFICATION: UNCLASSIFIED

--QOriginal Message-—-

From: Elizondo, Luis D CIV (US)

Sent: Thursday, August 17, 2017 9:44 AM

To: Russo, Michael C CIV WHS ESD (US) <michael.c.russo14.civ@mail.smil.mil>
Subject: FW: ATTN: Russo - DOPSR Request-Part 3

——-Original Message-—-
From: Elizondo, Luis D CIV (US)
Sent: Wednesday, August 9, 2017 4:23 PM

Greetings, | sent a larger e-mail earlier but it appears it was too large to send all at once. As such, | have sent three (3)
separate e-mails to facilitate this review. Thank you again for your continued patience.

V/R
Lue




Russo, Michael C CIV WHS ESD (US)

From: Elizondo, Luis D CIV (US)

Sent Thursday, August 17, 2017 9:44 AM

To: Russo, Michaei C CIV WHS ESD (US)

Subject: FW: ATTN: Russo - DOPSR Request-Part 3
Attachments: Gimble Vid.wmv; Elizondo DOPSR Request 20170809.pdf
—U0riginal Message--—

From: Elizondo, Luis D Civ (US)
Sent: Wednesday, August 9, 2017 4:23 PM
gon £SD Mailbox DOPSR <whs_ pentag

Greetings, | sent a larger e-mail earlier but it appears it was too large to send all at once. As such, | have sent three {3}
separate e-mails to facilitate this review. Thank you again for your continued patience.

V/R
Lue




Russo, Michael C CIV WHS ESD (US)

From: Elizondo, Luis D CIV (US)

Sent: Thursday, August 17, 2017 9:43 AM

To: Russo, Michael C CIV WHS ESD (US)
Subject: FW: ATTN Russo - DOPSR Request Part ||
Attachments: FLIR1.mp4

-=--Original Message--—
From: Elizondo, Luis D CIV (US)
Sent: Wednesday, August 9, 2017 1:44 PM
To: WHS Pent: D Mai ! -

Greetings Michael, Part Il as promised :)

Very Best,
Lue




Russo, Michael C CIV WHS ESD sUS!

From: Elizondo, Luis D CIV (US)

Sent: Thursday, August 17, 2017 9:43 AM

To: Russo, Michael C CIV WHS ESD (US)
Subject: FW: ATTN: Russo - DOPSR Request-Part 1
Attachments: GoFast.wmy

~—0Original Message-—-

From: Elizondo, Luis D CIV (US)
Sent: Wednesday, August 9, 2017 4:20 PM
To: WHS Pentagon : X PSR <w

Greetings Michael and thank you once again for your assistance...One more e-mail to follow (three in total due to size
limitations).

Per your guidance, please find the attached three .mpg files for your review. Please note, although the files are
UNCLASSIFIED, they are being sent via SIPR in the spirit of extra precaution. No locational data is provided in any of the
files and therefore there should be no classification issues.

STRATEGIC ISSUE: Unmanned aerial vehicles (balloons, commercial UAVs, private drones such as quadcopters, etc)
continue to pose a potential threat to DoD facilities, equipment, and location. Army, Navy, and Air Force have all

acknowledged the potential threat by UAS' to DoD equities but no single UNCLASSIFIED repository exists to share this
information across all stakeholders.

PURPOSE: Our collective purpose is to eventually establish an UNCLASSIFIED database or "Community of Interest” of
related signature data to be accessible by stakeholders such as DIA, the Navy, Defense Industry partners, and perhaps
even State, Local & Tribal authorities to catalog and identify specific UAS threats to national security and/or DoD
equities. By creating a virtual library to catalog and analyze each event, our hope will be to better understand the
capabilities, and ultimately vulnerabilities of these systems.

Please let me know If | can assist any further with this request.
Sincerest Regards,

Lue




(b)(6)

From: |(b)(6) |
Sent A v . ™M

To: Elizondo, Luis D CIV (US); WHS Pentagon ESD Mailbox DOPSR
Subject: RE: (U//"@&®) ATTN: Russo - DOPSR Request-Part 3

Follow Up Flag: Follow up

Flag Status: Flagged

Classification : SRty e e =

Michael,

Just to be clear... we should consider these files to be SGEGRERYNGFOAMN until | am able to establish that they are to be
considered U//rooe—

Thanks again,
|(b)(6) |

—Original Message——

From: |(b)(6)

Sent: Wednesday, August 09, 2017 4:51 PM

To: 'Elizondo, Luis D CIV (US)'; WHS Pentagon ESD Mailbox DOPSR
Subject: RE: (U//™®®64% ATTN: Russo - DOPSR Request-Part 3

Classification : EaRETA G =R

Michael,
I'am checking with NAVAIR to ensure these files are UNCLASS and will relay the response.

Thank you for your time and assistance.

v/r,
(b)(6)

~——Original Message——
From: Elizondo, Luis D CIV (US) [mailto:luis.d.ellzondo.civ@mail.smiI.miI]
Sent: Wednesday, August 09, 2017 4:23 PM

To: WHS Pen n ESD Mail
Cc:l(b)(e) ]

Subject: ATTN: Russo - DOPSR Request-Part 3

Greetings, | sent a larger e-mail earlier but it appears it was too large to send all at once. As such, | have sent three (3)
separate e-mails to facilitate this review. Thank you again for your continued patience.

V/R
Lue
CLASSIFIED BY: NIA-X

B
DECLASSIFY ON: 50X1-HUM



SikandN
Highlight


Classification: SEGREFNOFORN-




(b)(6)

From: (b)(8)

Sent: ‘Wednesday, August 3, 2017 451 PM

To: Elizondo, Luis D CIV (US); WHS Pentagon ESD Mailbox DOPSR
Subject: RE: (U//RQM@) ATTN: Russo - DOPSR Request-Part 3

Follow Up Flag: Follow up

Flag Status: Flagged

Classification: SPCRETANSFS AN

Michael,

I am checking with NAVAIR to ensure these files are UNCLASS and will relay the response.
Thank you for your time and assistance.

V/r,

(b)(6)

—---Original Message-—--
From: Elizondo, Luis D CIV (US) [mailto:luis.d.elizondo.civ@mail.smil.mil)
Sent: Wednesday, August 09, 2017 4:23 PM

To: WHS Pentagon ESD Mailbox DOPSR
cc:[(B)(6) |

Subject: ATTN: Russo - DOPSR Request-Part 3

Greetings, | sent a larger e-mail earlier but it appears it was too large to send all at once. As such, | have sent three (3)
separate e-mails to facilitate this review. Thank you again for your continued patience.

V/R
Lue
CLASSIFIED BY: NIA-X

DERIVED FROM: O M- HtiviNT-SEGtrted-20426563-
DECLASSIFY ON: 50X1-HUM

Classification =oEGREThNa=aRN




(b)(6) |

From: Elizondo, Luis D CIV (US)

Sent: Wednesday, August 9, 2017 421 PM

To: WHS Pen n i

Ce: [®E) ]
Subject: ATTN: Russo - DOPSR Request-Part 1
Attachments: GoFast.wmv

Follow Up Flag: Follow up

Flag Status: Flagged

Greetings Michael and thank you once again for your assistance...One more e-mail to foliow (three in total due to size
limitations).

Per your guidance, please find the attached three .mpg files for your review. Please note, although the files are

UNCLASSIFIED, they are being sent via SIPR in the spirit of extra precaution. No locational data is provided in any of the
files and therefore there should be no classification issues.

STRATEGIC ISSUE: Unmanned aerial vehicles (balloons, commercial UAVs, private drones such as quadcopters, etc)
continue to pose a potential threat to DoD facilities, equipment, and location. Army, Navy, and Air Force have all

acknowledged the potential threat by UAS' to DoD equities but no single UNCLASSIFIED repository exists to share this
information across all stakeholders.

PURPOSE: Our collective purpose Is to eventually establish an UNCLASSIFIED database or "Com munity of Interest” of
related signature data to be accessible by stakeholders such as DIA, the Navy, Defense Industry partners, and perhaps
even State, Local & Tribal authorities to catalog and identify specific UAS threats to national security and/or DoD
equities. By creating a virtual library to catalog and analyze each event, our hope will be to better understand the
capabilities, and uitimately vulnerabilities of these systems.

Please let me know if | can assist any further with this request.
Sincerest Regards,

Lue




(b)(6) |

From: Elizondo, Luis D CIV (US)

Sent: Wednesday, August 9, 2017 1:45 PM

To: WHS Pentacon ESD MailhoxDORSR
Ce (b)(6)

Subject "ATTN RUSSG - DOPSR Request Part Il
Attachments: FUR1.mp4

Follow Up Flag: Follow up

Flag Status: Flagged

Greetings Michael, Part Il as promised :)

Very Best,
Lue




(b))

From: Elizondo, Luis D CIV (US)

Sent: Wednesday, August 9, 2017 4:23 PM

Ta: WHS p '

Ce: [®)E) |
Subject; ATTN: Russo - DOPSR Request-Part 3

Attachments: Gimble Vid.wmv; Elizondo DOPSR Request 20170809.pdf
Follow Up Fing: Follow up

Flag Status: Flagged

Greetings, | sent a larger e-mail eartier but it appears it was too large to send all at once. As such, | have sent three (3)
separate e-mails to facilitate this review. Thank you again for your continyed patience.

V/R
Lue




(b)(6)

From: (b)(6)

Sent: "Monday, Jily 23, 2617 7.31 AM

To: Elizondo, Luis D Civ us)

Ce: WHS Pentagon ESD Mailbox DOPSR
Subject: [U] DOPSR Email

Follow Up Flag: Follow up

Flag Status: ‘Flagged

UNCLASSIFIED

Lue‘

As requested, here is DOPSR's Sipr email address:
whs.penugon.esd.mbx.dopsrgmaﬂ.smii.mil

If you need anything efse, please let me know,
{b)(6)

UNCLASSIFIED




