y 21
Jug@( June 20, 2002 10:41 AM

A0

TO: Doug Feith
FROM: Donald Rumsfeld '—W\

SUBJECT: Letter to Turkey

Please draft a letter from me to the Defense Minister of Turkey and the Chief of
Staff of Turkey, saying how pleased we are that they have taken over the ISAF
———

and that we look forward to working with them.

Thanks.
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ASSISTANT SECRETARY OF DEFENSE g\q}’)

2400 DEFENSE PENTAGON
WASHINGTON, DC 20301-2400

AN
USDP jf‘; Qf 3oL

o, % S ACTION MEMO
AFFAIRS 1-02/009341
FOR: SECRETARY OF DEFENSE DepSec Action

FROM: Assistant Secretary of De International Security Affairs
(Peter W. Rodman, [*

SUBJECT: Letters to Turkish MOD and Commander of Armed Forces

¢ Attached for your review and approval are letters to the Turkish MOD and the
Commander of the Armed Forces applauding Turkey's commitment to lead the ISAF.

RECOMMENDATION: Sign letters to Turkish MOD and Commander of Armed Forces
(Next under).

COORDINATION: Tab A

Attachments:
As stated

Prepared by: Mustafa Popal, NESA., |
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June 20,2002 11:51 A

TO: Doug Feith
Jim Haynes

FROM:  Donald Rumsfeld

SUBJECT: Tracking Deployment Orders

I just got a DepQOrder to authorize deployment of a
officer. The tracking sheet shows the order was stick in the General Counsel’s

office from May 28 to June 12 and in the Poligy office from June 3 to June 14.

That is incxcusable. Please get procedures, so that doesn’t happen unless there is a

very good reason.

Thanks.
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JUN 2 4 2002

Memorandum for: Mr. Feith

Subject: DEPLOYMENT ORDER TRACKING

SecDef stated his displeasure with a Deployment Order that was apparently
held up between GC and Policy. Details as follows.

e Deployment Order subject: Manne Corps Exchange officer to United
Kingdom,
e The process:

Joint Staff and Policy agreed all Depords would be delivered to the
Policy front affice atter a JS General Officer chop, as the entry
point to OSD.

Policy tasks regianal office and General Counsel with 48-hour
suspense to complete their coordination.

USDP signs immediately following GC and region chop.

Calls made by USDP’s Sgts & MA’s if 48-hour deadline is

exceed

* | The particulars of this Depord:

|
l,

A Joint Staff Action Officer gave an advance copy of the Depord
to OGC on 28 May. This was a courtesy copy not yet chopped by a
Joint Staff General Officer.

The Depord was delivered to Policy on 3 June and tasked to ISP
and OGC.

Between 4 & 12 June OGC and Joint Staff Legal exchanged draft
versions of the Depord and agreed on the final language on 12
June. L

Signed by OGC 12 June. Kaywe's efhee

Signed by ISP 13 June, = Creeebs of

Signed by USDP on 14 June. & ..

e Bottom Line:

The Policy tracking system is not broken. Several status calls were
made to OGC. OGC & Joint Staff were slow to complete legal
coordination.

This Depord mistakenly did not receive highest priority because it
was for a single exchange officer to the UK.

USDP & OGC MA'’s have agreed to push all Depords through
Policy within 48 hours,

I/ 3
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TO: Doug Feith

Donald Rumsfeld 7/}\

Please prepare a one-pager explaining that the President’s preemption doctnine is

noi really a doctrine, as much as it is a policy aspect of his broader approach.

Thanks.
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Preemptive Action
An Element of U.S. Defense Strategy

Preemption is not an independent or overarching doctrine, but rather a supporting
element of U.S. defense strategy

U.S. willingness and capabilities for preemption serve all U.S. defense policy goals:

e Assure allies and friends of U.S. commitment to act effectively against terrorist
threats

s Dissuade future military competition by developing and signaling the capability to
act preemptively against egregious threats

o Deter threats and coercion against U.S. and allied interests by broadening the
range of options available to the President to discourage aggression in any form

o If deterrence fails, defeat any adversary—through rapid transition of U.8. forces
fromn forward posture into an effects-based campaign to swiftly defeat adversaries,
while retaining the option to decisively defeat any adversary

Preemption must be linked with other supporting elements of stratepy

e Threat of retaliation to reflect our intention to:

e Deny sanctuary (o terrorists, destroy perpetrators of terrorist attacks,
and directly confront those who harbor them

e Threaten swift use of conventional or nuclear means against traditional
threats

¢ Protection of critical bases of operation to deny enemy objectives and defend
against missiles, WMD, and information operations

Transformation: The Armed Forces must be transformed to provide the capabilities—
including preemption—needed to execute the defense strategy. These include
improved intelligence and surveillance and the ability to strike quickly fixed and
mobile targets at any distance without warning

11-L-0559/0SD/11517



| Junme 21,2002 3:33

TO: Ken Krieg

FROM: Donald Rumsfeld %

fg% SUBJECT: Balance

" \’?}L You heard the questions I was asked about how we get balance between trade and
national security. We need to get a group inside the Building thinking about that,

Please give me a proposal.

Thanks,
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he %
June 27, 2002 1400
TO: Secretary of Defense
FROM:  Ken Krie%/
CC: Deputy Secretary of Defense

SUBJECT: Your note on Trade-Security Balance dated June 21 (attached)

The Deputy had a very productive conversation with a group of high-tech industry
CEOs today which advanced the outreach to that industry. The meeting
highlighted, however, our diverse views within the Pentagon on trade and security.
You have three staff groups with different mindsets:

» Policy has a protect secrets (and the technology that carries them) mindset;

® ~Acquisition has a concern about off-shore manufacturing and industrial
Faé?e‘am; and

e (31 has a mindset that while there are challenges in protecting information,
technology is progressing so rapidly that we need new approaches to what
we protect and how we protect it.

Obviously, this is a characterization and others are involved (i.e., Services).
However, I would start with these three staff groups and charge them with a very
quick turn project (two weeks) with a rougli outline as follows. 1hey should work
together (Jaymie Durnan and I could facilitate) to come up with several optional
concepts to approach balancing trade and security. The concepts should be at the
level of goals, principles for decision-making, and broad approach. They should
not be highly detailed or fully staffed work.

The principles that should guide their thinking about the problem are:

The worldwide rule sets are changing more rapidly than our processes.

e We are moving toward an information centric approach and both
information operations and information assurance are critical.

o But technology is moving very rapidly and we need new concepts and
principles to guide our work; and

¢ In general, more trade is good and in our national interest.

Then, we would schedule a session with you and some of your senior managers (a
small group at first — SEC plus Stenbit and Feith or his designee) to discuss the

11-L-0559/0SD/11519



relative merits of the various approaches. Once you choose a path, we would form
the relevant team to turn that guidance into a plan of action.

I have not formally staffed this response. Standing by for guidance...

P.S. 1 have attached a highlighted summary of a 1999 DSB study on Giobalization
and Security. It is quite relevant as a “thought-starter”; its recommendations are as
follows:

e DoD needs a new approach to maintaining military dominance.

DoD needs to change substantially its approach to technology security

e DoD must realize fully the potential of the commercial sector to meet its
needs.

o DoD should take the lead in establishing and maintaining a real-time,
interagency database of globally available, militarily relevant technologies
and capabilities.

DoD must ensure the integrity of essential software-intensive systems.
DoD should facilitate transnational defense industrial collaboration and
integration,

¢ DoD needs to reform its personnel security system.

It’s long, but if you whip through the highlighted portions, you will get most of the
value.
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Final Report
of the
Defense Science Board

Task Force on

Globalization and Security

D_ecember 1999

_ Office of the

Under Secretary of Defense for
Acquisition and Technology
Washington, DC 20301-3140
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TASK FORCE MEMBERS, ADVISORS, AND STAFF

CHAIRMAN

The Honorable Dr. Donald A. Hicks, Chairman, Hicks & Associates, Inc.; former Under
Secretary of Defense for Research and Engineering

MEMBERS

Mr. Denis A. Bovin, Vice Chairman, Investment Banking and Senior Managing Director, Bear,
Stearns & Co., Inc.

Dr. Joseph V. Braddock, Founder and Director, The Potomaee Foundation; co-founded BDM
International, Inc, '

The Honorable Dr. Ashtoun B. Carter, Ford Foundation Professor of Science and International
Affairs, Harvard; former Assistant Secretary of Defense for International Security Policy

Professor Charles L. Cooney, Executive Officer and Professor of Chemical & Biochemical
Engineering, Department of Chemical Engineering, MIT

The Honorabie Gilbert Decker, Executive Vice President, Engineering and Production, Walt

Disney Imagineering; former Assistant Secretary of the Army for Research, Development, and
Acquiyition

Mr. James B. Dykstra, President, SISCORP; former Deputy Assistant Secretary of Defense for
Legisiative Affairs (Seraie)

Mr. Gordon R. England, Executive Vice President, General Dynamics

Dr. Vitalij Garber, Direcior of Interoperability, OUSD(A&T), former Assistant Secretary
General, Defense Support, NATO

Dr. E.G. (Glenn) Gaustad, Vice President, Engineering and Technology. Raytheon Systems
Company

Dr. Theodore S. Gold, Director, Joint Advanced Warfighting Programs, Institute for Defense

Analyses; former Deputy Assistant to the Secvetary of Defense (Chemical Warfare Delerrence
and Biological Warfare Defense Programs)

Mr. Everett D, Greinke, Vice President, GMD Solutions; former Deputy Under Secratary of

- Defense for International Programs and Technology

Dr. Robert Hermann, former Senior Vice President, Science & Technology, United
Technologies Corporation

Mr. Frank Kendall, Consultant: former Director, Tactical Warfare Programs, Office of ihe
Under Secretary of Defense (Acquisition and Technology)

Dr. Don Lebell, PE, Engineering and Management Consultant; former Manager of Information
Systems (Automation, Water and Energy Resources), General Electric

The Honorable Ronald F. Lehman, IT, Director, Center for Global Security Research,

Lawrence Livermore National Laboratory; former Director of the U.S. Arms Control and
Disarmament Agency
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Dr. Robert W, Lucky, Corporate Vice President, Applied Research, Telcordia Technologies

Dr. Joseph Markowitz, Consultant, former Director of Technology, DoD/Intelligence
Community Information Operations Technical Center

Mr. Walter E. Morrow, Jr., Director Emeritus, Lincoln Laboratory, MIT

The Honorable Dr. William Schoeider, Jr., PresidFM, International Planning Services, Inc.;
Jormer Under Secretary of Stare for Security Assistance, Science and Technology

GEN Lawrence A. Skantze, USAF (Ret.), Consultant; former Commander, Air Force Systems -
Command

Mr. Francis J. Sulllvan. Principal, Frank Sullivan Associates; former Staff Director, U.S.
Senate Committee on Appropriations

The Honorable William H. Taft, IV, Awbassador, Partner, Fried, Frank, Harris, Shriver &
Jacobson; former Deputy Secretary of Defense and U.S. Permanent Represeniative to NATO

MAJ GEN Jasper Welch, USAF (Ret.), Principal, Jasper Welch Associates; former Defense
Policy Coordinator, National Securify Council

The Honorable John J, Welch, Jr., Burdeshaw Associates, Ltd.; former Assistant Secretary of
the Air Force for Acquisition

Dr. Herbert S. Winokur, Parmer, Capricorn Management, G.P.

Dr. Michae) I, Yarymovych, Chief Scientific Advisor to ANSER and Chairman, NATO Research .
and Development Organization; former Vice President and Associate Center Director, Systems
Development Center, Rockwell International

GOVERNMENT ADVISORS

Mr. Joseph T. Cashin, Senior Staff Officer, Defense Securily Service

Mr. Victor F. Chrde.llo, Director, Financial and Economic Analysis, QUSD(A&T)

Mr. John T, ENfT, Director, Controlled Actess Program, Community Management Staff; Cl4
Dr. Paris Genalis, Deputy Director, Naval Warfare, OUSD(A&T)

Mr. Don Henry, Office of the Assistant Secretary of the Army (Research, Development &
Acquisition)

The Homorable Jobn D. Holum, Acting Under Secretary of State for Arms Control and
International Security Affairs

Mr. J. William Leonard, Principal Director (Security and Information Operations), OASD(C3l}

Mr. Robert W. Maggi, Director, Plans, Policy and Analysis, Bureay of Political-Military
Affairs, Depariment of State

CAPT Robert D. Maslowsky, USN, N62 Director, Command and Control Systems Division

Mr. Thomas J. Murtagh, Assistant Deputy Under Secretary of Defense (Export Finance),
OUSD(A&T)
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DSB Task Force on Globalization and Security

Executive Summary

WHAT IS GLOBALIZATION?

Globalization—the integration of the political, economic and cultural activities of
geographically and/or nationally separated peoples-—is not a discemible event or
challenge, is not new, but it is accelerating. More importantly, giobalization is largely
itresistible. Thus, globalization is not a policy option, but a fact to which policymakers
must adapt.

Globalization has accelerated as & result of many positive factors, the most notable of
which include: the collapse of communism and the end of the Cold War; the spread of
capitalism and free trade; more rapid and global capital flows and more liberal financial
markets; the liberalization of communications; irternational academic and scientific
collabordtion; and faster and more efficient forms of transportation. At the core of
" accelerated global integration—at once its principal cause and consequence—is the
information revelution; which is kmocking down once-formidable barriers of physical
distance, blurring national boundaries and creating cross-border communities of all types.

HOW DOES GLOBALIZATION AFFECT DOD?

Globalizstion affects DoD in two distinct, if overlapping, ways. First, it is altering
fundamentally the composition of DoD's supporting industrial base while, in tum,
necessitating 2 reengineering of DoD acquisition and business practices. Second, and
perhaps more significantly, it is reshaping the military-technological environment in
which DoD must compete. These twin trends present DoD with both opportunities for
and challenges to the maintenance of global military dominance.

Globalization's Impact on DoD's Supporting Industrial Base

DoD once depended upon, and could afford to sustain, a dedicated domestic industrial
base for the development, production and provision of its equipment and services.
Today, the "U.S. defense industrial base" no longer exists in its Cold War form. Instead,
DoD now is supported by a broader, less defense-intensive industrial base that is
becoming increasingly international in character. This transformation is due largely to
the confluence of four factors: (1) deep cuts in U.S. defense investment in the Cold War's
wake (procurement and R&D are down 70 percent and 25 percent in real terms,
respectively, since the Jate-1980s), (2) an explosion in commercial sector high-tech R&D
investment and technological advancement, (3) a sustained DoD acquisition reform

" cffort; and 4) a shift in procurement emphasis from weapons and platforms, per s¢, to the
sophisticated information technologies so amplifying their capabilities.

Yesterday's U.S. defense industry is, with few exceptions, reconstituting itself into a
global, more commercially-oriented industry. The traditional core of the defense
industrial sector—those firms still focusing nearly éxclusively on the defense market—
comprises firms that will focus increasingly on the integration of commercially-
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DSB Task Force on Globalization and Security

developed advanced technology to produce military capabilities. That which remains of
the traditional U.S. defense sector:

s has undergone an intense period of consolidation;

o has already begun—although mainly in the lower industrial tiers—the process of
integration across national borders, via mergers, acquisitions, joint ventures and
strategic partnerships with European counterparts, who are themselves in a period of
rationalization and consolidation; and

¢ is now supplied to a significant degree by the commercial sector and is increasingly
dependent on commercia) business and defense product exports for growth and good
heaith.

The commercial sector, which pays scant attention to national boundaries, is now driving
the development of much of the advanced techmology integrated into modem.
information-intensive military systems. This is especially true of the software and
consumer microelectronics sectors. Accordingly, future U.S. military-technological
sdvantage will derive less from advanced component and subsystem technology
developed by the U.S. defense sector than from the military functionality generated by
superior, though not necessarily U.S.-based, defense sector systems integration skills.

The economic and technological imperatives for increased DoD reliance on the
commercial sector have also necessitated a reengineering of the Department's acquisition
and business practices. Acquisition reform initiatives launched in the early 1990s had
evolved by late 1997 into a broader, ongoing Defense Reform Initiative. The most
striking aspect of DoD's business practice reengineering is the ongoing, Defense-wide
transition to an all-electronic business operating environment. Within just a few years,
1 virtually all DoD business operations, and many critical military functions (e.g.,
' logistics), will be conducted over the Intermet and World Wide Web,

Benefits and Risks of Industrial Base Globalization

The potential benefits of globalization are manifold. Increased use of the commercial
sector cannot be separated from the effects of globalization. Nor is increased DoD
' reliance on the commercial sector reversible without sacrificing the huge gains in
capability achieved through rapid insertion of leading-edge commercial technology
(particularly information-related), and comparable gsins in efficiency through use of
commercial services. Greater commercial reliance also has the potential to incrsase the
pace of modemization by reducing system acquisition cycle time. The DoD experience
of product development cycles for defense systems of 18 years contrasts sharply with
much shorter such cycles for most commercial products. :

[P S R

Moreaver, commercial acquisition could lower substantially the cost not only of new
systems, but also of system upgrades and operational support. Indeed, the irzpact on
DoD capabilities of the post-Cold War decline in defense resources has been managealle
only through greater use of commercial products and services. Finally, the Department's
adoption of "world-class”" commercial business practices—enabled by the full
exploitation of Internet-based information technologies—could enhance dramatically

!
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DoD's organizational efficiency and effectivencss. This could allow DoD to cut overhead
costs and reinvest the savings in force modernization, and to improve its logistical
support to the warfighter.

Cross-border defense industrial integration—and transatlantic links in particular—can
help spread the fiscal burden of new system development and production and, from a
U.S. perspective, facilitate grester access to our allies'. technology and capital.
Competition between transatlantic industrial teams—each consisting of both European
and U.S. members—could yield innovative, high-quality products, and, for domicile
govemments, a greater return on defense investments. Such competition would likely
stimulate innovation and create the incentive to adopt the industrial and acquisition-

* related efficiencies that gencrate downward pressure on system cost and acquisition

cycle-time, Transatlantic defense industrial links are a potential source of greater
political-military cohesion within NATO and of a stronger alliance industrial
underpinning, and thus would help to promote more uniform modemization and thus
enhance U.S.-European interoperability.

Such links could also amplify NATO fighting strength by enhancing U.S.-European
interoperability and parrowing the U.S.-Europesn technological gap. Perhaps most
important, strong transatiantic industrial links could help DoD avert a distinctly negative
outcome: the emergence of protectionist "Fortress Europe-Fortress America” defense
trade blocs that could serve to widen the U.S.-European military-technological gap and
weaken overall NATO integrity.

To be. sure, there arc,risks to DoD in relying more heavily on a fully globalized
commercial sector and oun a transnational defense industrial base. On balance, howeves,
the Task Force found these risks 10 be manageable and noted comparable vulnerabilities
in DoD's traditional approach to defense procurement—reliance on a captive U.S.
defense industry. But while the Task Force deemed the risks mansgeable, it recommends
more aggressive and accountable management of those risks.

The Department's transition 10 an Intemet-based business operating environment—
designed in part to enhance civil-military integration—places most of DoD's digital
activities and information within the cyber-reach of any and all who want to rapidly
gather intelligence on the United States and/or who wish us barm. Such global
interconnectivity could provide potential adversarics an open-source intelligence boon.
Adversaries scanning DoD websites will likely exploit clectronic data mining and
aggregation capabilities to piece together rapidly and inexpensively information on U.S.
capabilities, operations and personnel that heretofore would have taken much more time,
effort and resources to obtain.

Global interconnectivity can also provide adversanies an electronic penetration pathway
into U.S. information systems to hamm the confidentiality, integrity or availability of
essential information and functionality. Such activities are now referred to broadly in
national security parlance as information operations. The principal risk associated with
commercial acquisition is that DoD's pecessary, inevitsble and ever-increasing reliance

iii
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on commercial software—ofien developed offshore and/or by software engineers who
owe little, if any allegiance to the United States—is likely amplifying DoD vulnerability
to information operations against all systemns incorporating such software.

Commercial software products—within which malicious code can be hidden—are
becoming foundations of DoD's future command and control, weapons, logistics and
business operational systems (e.g., contracting and weapon systern support). Such
malicious code, which would facilitate systemn intrusion, would be all but impossible to
detect through testing, primarily because of software's extréme and ever-increasing
complexity. Of equal concern is the ubiquity of exploitable, though inadvertent,
- vulnerabilities in commercial software. In either case, the trend toward umiversal
networking increases the risk. Incvitably, increased functionality means increased
vulnerability.

Compounding matters, the current personoel security system is ill-configured to mitigate
the growing information operations risks. The problems lie generally in the over-
clagsification of information (which skews allocation of security resources), and the
inherent limitations of the security clearance model (which provides little, if any,
monitoring of personne} for five to 10 years after the clearance is granted). The current
security mode] deals principally with the confidentiality of information, neglecting the
integrity and availability of information and information systems.

Information technology has also outpaced some of the core concepts upon which the
.traditional DoD security system is based: the comtrol of physical access, and the
distinctions between classified and unclassified information. Security programs have
focused on the control of physical access to information and materials, because the spies
of the past generally have exploited their physical access to the materia] they wanted to
~ compromise. However, the practices and tools of physical access control (e.g., access fo
facilities, controlled areas, or photocopiers) are incffective against the remote cyber-spy
and trusted insider cyber-traitor. The current personnel security system also tends to
focus primarily on classified information and activities. It is clear today, however, that
the classified world is not the only one with a security requirement. DoD has a number
of unclassified systems that are, in every sense, "mission critical” (e.g., wartime blood
supply management networks) yet essentially umprotected by the existing security
system. : : '

The traditional risk associated with cross-border defense industrial integration is the
unauthorized or unintended direct or third-party transfer of “sensitive” U.S. military
technology. However, the strong compliance record of foreign-owned, controlled or
influenced (FOCI) firms operating in the U.S. under DoD security agreements (c.g.,
Security Control Agreements, Special Security Agrecments, Voting Trusts, or Proxy
Board Agreements) indicates that the risks are manageable. Several U.S. govemment
studies, in fact, conclude that our risk mitigation measures have been very successful.
Indeed, the evidence shows that regulatory compliance has been of @ higher order for
domestic subsidiaries of foreign parents than for domestic firms. _To be sure,
unauthorized technology transfer is a serious problem. Yet, it is a longstanding and, in all
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likelihood, enduring one that comes from all azimuths, including U.S. citizens cleared to
the highest levels and legitimate exports. So long as the established security mechanisms
are in place, the risk of unauthorized disclosure can be mitigated, if imperfectly.

Beyond unauthorized technology transfer, the risks associated with cross-border defense
linkages are less clearcut. To the extent that foreign direct investment in the U.S.
defense sector leads to the offshore relocation of domestic development and
manufacturing facilities, it could result in the crosion of certain domestic defense
industriat skills. There is legitimate concern about potential disruptions in the supply of
critical components or subsystems should sole industrial sources for such articles move
offshore or come under foreign ownership. And, there is a related concern about
potential loss of DoD influence over weapon system design shouid cross-border
consolidation result in a very few large transnational firms selling to dozens of major
buying nations (thus reducing DoD's market share). The Task Force examined these
potential risks, but found none of them new, nor compelling when cast against the
potential bencfits of transnational defense industrial integration.

Globalization's Impact on the International Military-Technological Environment

From 2 long-term strategic standpoint, globalization's most significant manifestation is
the irresistible leveling effect it is baving on the international military-technological
environment in which DoD must compete. Over time, all states—not just the U.S. and its
allies—will share access to much of the technology underpinning the modern military.

The international conventional arms market, once driven mainly by political imperatives,
is now driven increasingly by economic imperatives. This is perhaps less true of the
United States—the Arms Export Control Act requires conventional arms transfers to be
consistent with U.S. foreign policy and national security objectives—but the U.S. defense
sector is far from immune to the trend. The economic pressure on firms to export,
combined with their governments' willingness to let them do so and with the increasing
level of cross-border collaboration, will progressively erode the effectiveness of
conventional amms and defensc technology export controls worldwide, When combined
with the black and gray market availability of most types of defense products, and the

. pressure on already export-minded finns to offer their most sophisticated equipment,

these trends suggest that, with few exceptions, advanced conventional weapons will be
available to anyone who can afford them.

The technology DoD is most anticipating leveraging to maintain military dominance is
that which the United States is least capable of denying its potential competitors. Access
to commercial technology is virtually universal, and its exploitation for both civil and
military ends is largely unconstrained. The most important enabling technologies for
information-intensive U.S. concepts of warfare—access to space, surveillance, sensors
and signal processing, high fidelity sirulation, and telecommunications—are available to
the U.S., its allies, and its adversaries alike. Indeed, owing to the proliferation of military
technology, the commercialization of former military-specific technology, and the
increasing reliance of militaries worldwide on commercially-developed technology, and
the general diffusion of technology and kmow-how, the majority of militarily useful

v
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technology is or eventually will be available commercially and/or from non-U.S. defense
companies. The so-called "Revolution in Military Affairs” is, at least from a technology
availability standpoint, truly a global affair.

Potential competitors are exploiting their newfound access to militarily useful technology
in a manner strategically detrimental to DoD. They are not trying to match U.S. streagths
or achieve across the board military parity with the United States. Rather, as several
recent DSB Summer Studies have pointed out, potential competitors are channeling their
more limited defense resources into widely-available capabilities that could allow them to

. exploit a fundamental weakness of American power projection strategy: the absolute

reliance of most U.S. forces on unimpeded, unrestricted access to and use of theater posts,
bases, airfields, airspace and coastal waters. By 2010-2020, potential adversaries,
exploiting a wuly global military-technical revolution, will likely have developed robust
capabilities—conventional and unconventional—for disrupting U.S. homeland
preparations to deploy to the theater of conflict; denying U.S. forces access to the theater;
degrading the capabilities of the forces the U.S. does manage to deploy; and, in the
process, raising, perheps prohibitively, the cost of U.S. intervention. In short,

- . technological leveling—globalization's rmost strategically unsettling manifestation from a

U.S. perspective—is clearly the engine of the emerging “anti-access” tireat.

Consequently, there is growing risk inherent in US. power projection and force
modernization strategy. Left unchecked, this may lead to a decline in the U.S. military's
utility for influencing events abroad or protecting U.S. global interests at acceptable
cost—a serious erosion of military dominance. At the root of the problem are the
inherent limitations—namely, stuggish deployment times and heavy dependence on
theater access—of the legacy, primarily short-range, general-purpose force elements to
which the vast majority of the Services' modemization funding is currently dedicated.
Viewed in this light, the continued budgetary, strategic and force structuring primacy of
legacy systems in DoD budgets has a clear and high opportunity cost: the investment
agility necessary to transform U.S. strategy and forces to meet the emerging strategic
challenges posed by global military-tecknological leveling.

Compounding this problem arc the continuing declines in DoD research, development,
test and evaluation (RDT&E) and defense industry internal research and development
(IR&D) spending, and the related skewing of such R&D investment toward near-term
priorities and away from fundamentally new capabilities. The result is severely
depressed U.S. military-technological innovation at a time when the premium on
innovation has never been higher.

Theoretically, the U.S. could mitigate the undesirable effects of global military-

technological leveling by coordinating with its allies the multilateral control of -

conventional military and dusl-use technology expors. This approach worked
reasonably well during the Cold War through the Coordinating Committee on Export
Controls (CoCom). However, multilateral controls today are no longer a significant
factor affecting access to highly sophisticated dual-use technology and they have been

only marginally more successful in the conventional weapons arena. CoCom's success .
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derived from its members facing a common threat—the Warsaw Pact and, to a lesser
extent, China—and sharing a common objective: retarding Warsaw Pact and Chinese
technological advancement. CoCom also benefited from the disproportionate leverage
the United States, its leading advocate, held over the other members as the guarantor of
Western security. The Cold War's end undermined this cooperative impetus, and the U.S.
can no longer count on its allics, its closest competitors in the high-tech sector, to follow
America's Jead The lukewarm success of CoCom's successor, 'the Wassenaar
Armangement, is a testament to the declining utility of multilateral technology controls in
the post-Cold War era.

The strategic significance of global military-technological leveling cannot be overstated.
It presents a direct cballenge to perhaps the fundamental, if subliminal, assumption
underlying the modem-——and certainly post-Cold War——concept of U.S. military
superiority: that the United States enjoys disproportionately greater access 10 advanced
technology than its potential adversaries. This assumption also underpins the logic
holding that technology controls are the sine gua non of U.S, military dominance,’

The reality is that the United States’ capability to effectively deny its competitors access
to militarily useful technology will likely decrease substantially over the long-term.
Export controls on U.S. technologies, products and services with defense/dual-use
applications will continue to play a role in the pursuit of U.S. foreign policy objectives.
However, the utility of export controls as a tool for maintaining the United States’ global
military advantage is diminishing as the number of U.S.-controllable militarily useful
technologics shrinks. A failure by U.S. leadership to recognize this fundamental shift—
particularly if masked hy unwarranted confidence in broad or even country-specific
export controls—could foster a false sense of security as potential adversaries arm
themselves with available technology functionally equivalent to or better than our own.

Clinging to a failing policy of export controls has undesirable consequences beyond seif-
delusion. It can limit the special influence the U.S. might otherwise accrue as a global
provider and supporter of military equipment and services. This obviously includes
useful knowledge of, and access to, competitor military systems that only the supplier
would have, and the ability to withhold training, spares, and support. Equally obvious,
shutting U.S, companies out of markets served instead by foreign firms will weaken the
U.S. commercial] advanced technology and defense sectors upon which U.S. economic
sccurity and military-technical advantage depend.

KEY TASK FORCE RECOMMENDATIONS

DoD has not been aggressive in capturing the benefits of or mitigating the risks posed by
globalization. Change has come slowly due to a range of factors, including cultural
impediments, Jegal and regulatory obstacles, and restrictive and uncleer policies. The
Department needs to change the way it does business in a number of areas:

The Department needs a new approach to maintaining military dominance

Globalization is irresistibly eroding the military advantage the U.S. has long sought to
derive through technology controls. Accordingly, the more the United States depends on

vii
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technology controls for maintaining the capability gap between its military forces and
those of its competitom, the greater the likelihood that gap will narrow. To hedge sgainst
this risk, DoD's strategy for achieving and maintaining rnilitary dominance must be
rooted firmly in the swareness that technology controls ultimately will not succeed in
denying its competitors access to militarily useful technology.

DoD must shift its overall approach to military dominance from "protecting" militarily-
relevant technologies—the building blocks of military capability—to "preserving” in the
face of globalization those military bapabilitis essential to meeting national military
objectives. Protection would play a role in un overall strategy for preserving essential
capabilities, but its primacy would be supplanted by three other strategy elements: direct
capability enhancement, msumnonalued vulnerability analysis and assessment, and risk
mitigation efforts designed to ensure system integrity.

To shift its approach from rechnology protection to essential capability preservation, the
Task Force recommends that DoD: 1) establish a permanent process for determining a
continuously-evolving "short list" of essential military capabilities, and 2) develop
strategies for preserving each essentia) capability. Both the list of essential military
capabilities and the strategies for their preservation are needed to inform the development
of: U.S. warfighting strategy and the forces to underpin that strategy (by idextifying how
and with what the U.S. will need to fight to remain dominant), DoD positions on
technology and personnel security (by helping to identify thosc capabilities and/or
constitnent technologies which DoD should attempt to protect and how vigorously they
should be protected); and DoD acquisition risk mitigation measures (by identifying those
systems that should be the focus of intense efforts to ensure system integrity).

DoD needs to change substantially its approach te technology security

The United States has a national approach to technology security, one in which the
Departments of State and Defense both play essential roles. The Task Force does not
challenge the propriety of the Department of State's statutory obligation ‘to evaluate
proposed defense technology transfers against U.S, foreign policy objectives. That said,
the leveling of the global military-technological playing field also necessitates a
substantial shift in DoD's approach to technology secufity, the principal objecnve of
which is to help maintain the U.S. military-technical advantage.

DoD should attempt to protect for the purposes of maintaining military advantage only
those capabilities and technologies of which the U.S, is the sole possessor and whose
protection is deemed necessary to preserve an essential military capability. Protection of
capabilities and technologies readily available on the world market is, at best, unhelpful
to the maintenance of military dominance snd, at worst, counterproductive {(e.g., by
undermtining the industry upon which U.S. military-technological supremacy depends).
Where there is foreign availability of technologies, a decision to transfer need only be
made on foreign policy grounds by the Department of State, DoD should no longer
review export license applications as part of its role in the arms transfer process when
foreign availability has been established. This will allow the DoD licensing review to
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concentrate on cases where the availsbility of technology ie exclusive to the United
States.

Moreover, military capebility is created when widely available and/or defense-unique
technologies are integrated into a defense system. Accordingly, DoD should give highest
priority in its technology security efforts to technology integration capabilities and the
resulting military capabilities themselves, and accordingly lower priority to the individual
technologies of which they are comprised.

For those items and/or information that DoD can and should protect, the Task Force
believes security measures need improvement. The means for such an improvement
might come from a redistribution of the current level- of security resources/effort,
whereby DoD relaxes security in less important arcas and tightens up in those most
critical. In sbort, DoD must put up higher walls around a much smaller group of
capabilities and technologies.

DoD must realize fully the potential of the commercial sector to meets its needs

To leverage fully the commercial sector, DoD must do more than simply acquire
available commereial products and adopt commercial practices. In some cases, DoD

- must engage commercial industry in an effort to shape the development of new products
and services to better meet its needs. In many cases, DoD must adapt its often-bloated
system requirements to, and develop new concepts that fit, operationally acceptable
commercis! solutions. The Task Force makes two primary recommendations designed to
help DoD mest Lthis overarching objective.

First, the Secretary of Defense shouid give commercial acquisition primacy and broader
scope by establishing it as the modernization instrument of first resort  DoD should seck
to meet its modernization needs, whenever possible, with commercial solutions
(including integrated scrvices, systems, subsystems, components and building-block
technologies) acquired using commexcial acquisition practices. The Secretary should
grant waivers to the acquisition of commercial products and services only when program
managers can demonstrate that either no commercial options exist or that available
commercial opfions cannot meet all critical performance requirements. DoD should
employ commercial acquisition practices in all cases. The Task Force recognizes that
some integrated, military-specific systems (e.g., precision-guided munitions and combat
aircraft) are not and will likely never be provided by the commercial sector. Even here,
DoD should meet its needs, whenever possible, with commercial components and
subsystems. DoD can and should tap the commercial narket to support vmually all of 1ts
modernization requirements.

Second, the Under Secretary of Defense for Acquisition and Technology should form and
routinely employ "Commercial Acquisition Gold Teams" to provide and manage
advocacy for expanded DoD leverage of the commercial sector. The Task Force believes
that Gold Teams should be employed during the earliest stages of the acquisition process
{the concept definition phasc), where they will have the best opportunity to reduce both
the time and cost of developing and fielding new systems. Gold Teams should be
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focused initially on the commercial industry sectors from which the Task Force believes
DoD can derive immediate and profound benefit: air and sea transportation; logistics and
sustainment; communications and information systems; space-based surveiliance; and
bigh-efficiency ground transportation. The organizational character and composition of
the Commercial Acquisition Gold Teams are best determined by the USD(A&T). Teams
could be either standing or ad koc in character. Personnel could be either in-house (i.e.,
DaD), drawn from the contracior/FFRDC community, or a mix of the two.

In addition fo these two core recommendations, DoD must also: 1) engage proactively in
.commercial standards management, 2) conduct a comprehensive review of the Federal
Acquisition Regulations (FAR) and Defense Federal Acquisition Regulations Supplement
(DFARS) with the intent of asking Congress to eliminate remaining statutory barriers to !
DoD procurement of commercial products and services and also commercial sector ‘
disincentives for doing business with DoD; and 3) field on the Warld Wide Web :
inferactive "dxstance—learmng software that would allow commercial fims to quckly
familiarize themselves with the FAR/DFARS; rapidly determine which regulations apply

to their specific contracts; and comply fully with those regulations. -

o e S e B

DoD should take the lead in establishing and maintaining a real-time, interagency :
database of globelly available, militarily relevani technologies and capabilities ;

Such a database, which would facilitate rapid and authoritative determination of the

foreign availability of a particular technology or military capability, would serve two .
principal functions. First, it would allow those involved in the export liccnsing and arms ;
transfer decisionmaking process to determine which technologies and capabilities arc :
available abroad and thus no longer U.S.-controllable. Second, it would facilitate :
enhanced access by U.S. govemment and industry weapons developers to the global :
technological marketplace by illuminating potential foreign sources and/or callaborators.

DoD must ensure the integrity of essential software-intensive systems

With DoD's growmg reliance on commercial software increasing its vulnerability to
information operations, the Department must redouble its efforts to ensure the mtegmy of
essential software-intensive systems. To this end, the Task Force makes two primary
recommendations. First, the Secretary of Defense should affirm the Assistant Secretary
of Defense (Command, Control, Communications and Intelligence) as responsible for
ensuring the pre-operationsl integrity of essential software-intensive systems. In turn, the
ASD(C3I) should develop and promuigate an Essential System Software Assurance
Program which:

¢ identifies a point organization for software lcquisition review to promote the
purchase of commercial software while monitoring its vuinerabilities;

o identifies unambiguously the point in the acquisition process where a system's
operator should assume responsibility for its integrity throughout its operational life;

e updates guidance -conceming program managers' software integnty assurance
respousibilities and declare such integrity a Key Performance Parameter (KPP),

¢ considers the "clean room" scquisition of certain essential systems or subsystems
(i.e., one-hundred percent DoD-controlled system development and production);
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¢ introduces "red-teamning” and independent vulnuabll:ty analysis procedures mto the
acquisition process for all essential systems;

e develops specifications and guidelines for the certification of software trustworthiness
at a set of pre-defined levels;

e sponsors rescarch at DARPA and NIST on trust certification and management in
software, software design methodology, proof of software correctness, taxonomy of
vulnersbility, and smart (if non-exhaustive) testing; and

o considers using public (hacker) testing to test algonithm, code and system resilience.

Second, the Secretary of Defense should reaffirm the responsibility of essential system
operators to ensure the integrity of those systems throughout their operational life, and
assign to the OASD(C3I) Defense Information Assurance Program (DIAP) office the
tasks. of monitoring and establishing incentives to ensure operator compliance, and of
overseeing the administration of the resources required for this purpose. The OASD(C3I)
DIAP office should be upgraded (in terms of personnel, equipment and funding) and
assigned the full responsibility of overseeing program office/operator identification,
programming and execution of the required resources, and of submitting a consolidated
information assurance budget. In tumn, the operators should:

e ecnsure that intrusion and anomaly detection systems are in place, current, and
operating at peak efficiency;

o ensure that sufficient excess capacity is available to counter expected denial-of-
service ettacks, and/or that other measures are taken to improve recovery and
reconstitution of essential systems;

e censure that systems originally intended as independent backups are still independent
given changes in technology and threat by using dedicated vulnersbility-analysis
"red" teams;

s ensure adequate configuration control of esaenml systems; and

e depy unauthorized access—using physical, technical and personnel security
measures.

The Task Force also recommends that DoD: 1) expand its red-teaming and vulnersability-
assessment capabilities; 2) ensure a sufficiently staffed, trained, and motivated workforce
to acquire and operate essential systems; and 3) enhance security and counter-intelligence
programs to deal with the new challenges presented by relying on commercially
purchased systerns and subsystems of foreign manufacture.

DoD should facilitate transnational defense industrial collaboration and integration -
Greater transnational, and particularly transatlantic, defense-industrial integration could

" potentially yield tremendous benefit to the United States and its allies. The Task Force,

however, identified a range of factors working to inhibit foreign industrial interest in
greater integration with their U.S, counterparts. These include insufficient clarity in DoD
policy on cross-border defense industrial mergers and acquisitions, and an overly
burdensome regulatory environment surrounding both foreign direct investment in the
U.S. defense sector and the transfer of U.S. defense technology, products and setvices.

xi
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The Task Force makes three principal recommendations to erode these barriers to
cffective defense sector globalization. First, DoD should publicly reaffirm, on a
recurring basis, its willingness to consider a range of cross-border defense industrial
linkages that enhance U.S. security, interoperability with potential coalition partners, and 1
competition in defense markets. Special attention should be paid to illuminating—1to the
extent practicable—DoD’s broad criteria for merger and acquisition approval, and DoD's
policy rationzle (e.g., the national security benefits of cross-border defense
consolidation). Second, the Department of Defense should engage the Department of
State to jointly modemize the regulatory regime and associated administrative processes
affecting the export of U.S. defense articles. Third, DoD should also modernize the
administrative and regulatory processes associated with foreign direct investment (FDI) ‘
to facilitate FDI in the U.S. defense sector.

The Task Force also recommends that, DoD adapt existing bilateral industrial security )
arrangements to respond to the emergence. of multinational foreign defense industrial 1
organizations. The change in the structure of the defense mdustry raises a question about i
whether the existing security practices are appropriate to its inevitable globalization.

DoD needs 1o reform its personnel security system {

Personne! security is the foundation upon which all other safeguards must rest. However,
the Task Force is convinced that, with far more information than necessary being
‘classified by the Original Classification Authorities, the DoD) personnel security program
is forced to sweep 100 broadly and is consequently spread thin. Over-classification also
leads to an over-allocation of security resources to the protection of classified information
at a time when greater resources must be devoted to developing new types of secunty
measures tailored to the challenges created by global information technology. DoD
should make a serious commitment to developing a coordinated analytic framework to
serve as the basis for classifying information, and for implementing that framework
nigorously.

B L N e

DoD personnel security also depends too heavily on the security clearance process. The
clearance process does provide a vital initial filter, weeding out individuals with criminal
records or other conspicuously irresponsible conduct. Beyond that, however, its utility
fades precipitously—a fact with which the Department must come to grips, Unrealistic
expectations of the clearance process have inadvertently undermined the very alertness,
accountability and situational awareness necessary for security in a networked world.

In the dynamic, networked environment created by global information technology, DoD
needs to develop an enhanced situational awareness approach to personnel security that
considers new vulnerabilities, threats, and response requirements. Emerging information
technologies {c.g., near real-time data mining of financial and foreign travel databases)
hold the seeds of effective defensive options. Compartmentation is also a valuable
security instrument. DoD should placc a premium on protecting infonmation that is
properly detenmined to require control in codeword compartments. Also needed is an
appropriate security program for government and defense industry personnel who occupy
"sensitive but unclassified” information techuology positions (e.g., those critical for

xii
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protecting information systems from hostile disruption or manipulation via the global
information infrastructure). Here, monitoring on-the-job performance may be more
important then full field background investigations.

In the information age, no single set of personnel security countermeasures will suffice;
DoD must achicve a complementary mix of techmical, procedural,' human resources
management and traditional personnel security measures. To this end, the Task Force
recommends that DoD: ’

¢ Adspt its personncl secwity system to the information age by streamlining the
security classification and clearance processes; ensuring that classifications are
justified to mitigate the problem of over-classification; and moving away from a rigid
clearance structure.

o Compartmentalize its most sensitive information and activities by restoring the "need
to know" pnnciple for classified data stored on electronic systems (taking advantage
of security, privacy and intellectual property rights management developments in the
e-commerce sector.)

¢ Institute a situational awareness approach to personnel security combining technical
monitoring and human resources management tailored to positions presenting the
greatest risks and vulnerabilities.

¢ Develop a new situational awareness program for personnel in sensitive (classified
and unclassified) information technology positions.

o Work with the Intelligence Community to develop more effective situational
awareness measures to address the insider threat at the classified level, making
greater use of outside research and independent threat/vulnerability evaluation.

LA A RN ENNENN/

Globalization brings with it opportunity and risk. Boldness is required to meet this
challenge and to capture the benefits of globalization while mitigating its risks.
Leadership is the key. Success will hinge oo DoD's ability to establish clear policy
guidance that is understood within the Department and across U.S. Government agencies,
in the Congress, in U.S. industry, and by allies and friends abroad.
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June 24,2002 9:38 AM

TO: Doug Feith
FROM:  Donald Rumsfeld” Y\
SUBJECT: Financing GWOT

You have to be in charge in getting our finances shut off for the war on terrorism

for the Department of Defense.

Please figure out who is doing what in the government, what the interagency
committee is doing in the NSC, what needs to be done, and who I can write or call

or meet with to get the thing going. [ am concerned about it.

Thanks.

DHR:dh
062402-13

Please respond by 01 1 fe]on
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June 24, 2002 9:51 AM

TO: Steve Cambone

9b' 1 LH

FROM: Donald Rumsfeld ’w\

SUBJECT: Space Review

If you are comfortable with this Pete Aldridge memo on space review, go ahead

and sign my initials and let her go, but have O’Keefe taken off. He is worrisome.

Thanks.

Attach.
06/15/02 USD(AT&L) memo to SecDefre: Space Review

DHR:dh
062402-15

Please respond by 071 i 202
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May 3,2002 5:57 PM (/’)/

Sl

Pete Aldridge
Jim Roche
Steve Cambone

Donald Rumsfeld [

SUBJECT: Space

Please come up with a proposal as to how we sit down and think through all the

problems we have with space.

I want to talk about immediate funding issues and systemic difficulties in our
space work. We necd to think of it strategically. We need to address tactically

whether we are oo dependent on space.

Thanks.
g o // P

DHE:AN

T

Please respond by O [07 / L 54/

IAA

11-1L-0559/0SD/11539



June 15, 2002

SECDEF HAS SEEN
To:  Secretary of Defense

Deputy Secretary of Defense JUN 2 4 2007

CC: Jim Roche
Pete Teets
Steve Cambone
John Stenbit

From: Pete Aldrid /&66

Subject: Space Review

You asked us to come up with a proposal to “think through all the problems we have with
space.” This is what we propose to do:

1. We are establishing a joint Defense Science Board and Air Force Scientific
Advisory Board effort to provide observations and propose solutions. The
utilization of these established Boards avoids a problem in the use of advisory
committees, and we can bring in very good people with a variety of
experience and viewpoints.

2. We are developing a Terms of Reference (TOR) for the effort. Bill Schneider
has the task to develop the first draft. The tasks will include outlining our
problems in management and funding space programs, industrial base
capacity, systems engineering skill base, systemic issues, potential solutions
and vision for the future (dependence on space, protection, access, and space
control)

3. We are identifying candidates for the effort. Tom Reed is the leading
candidate to chair the study effort, and others, like Tom Moeorman, Dick
Garwin, Bob Kobhler, and Jimmie Hill, are on the list of candidate stundy
participants.

4. We will set up a Steering Committee to guide the effo dridge,
Teets, Cambone, Stenbit, Pace/Cartwright, Don Ke w

5. We will plan to have an interim report in time to influence the FY04 budget
preparation and a final report to influence the DPG next year.

We will give you a status report when the TOR is complete and the study team is formed.

Action: Press on Rethink this

.........
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June 24, 2002 5:09 PM

TO: Larry Di Rita
Col. Bucci

FROM: Donald Rumsfeld 7’\’

SUBJECT: Meeting on CIA’s Role

Please set up a meeting with Jim Haynes, Steve Cambone, Doug Feith and Gen.

Myers (or Gen. Pace) on this memo on CIA’s role.
Thanks.

Attach,
05/17/02 GC memo to SecDef re: CIA Support in Afghanistan

DHR:dh
062402-58

Please respond by 071 [ i2forr

£

Ul16306 02
11-L-0559/05D/11541

uotStunyEdt

)
'
Q
o
D
O
v



GENERAL COUNSEL OF THE DEPARTMENT OF;DEFENSE =~ -

1600 DEFENSE PENTAGON
07y ZSE“E 0. E?,,AS
INFO MEMO

WASHINGTON, D. C, 20301-1800
GENERACOUNSEL JUN 2 4 2002

May 17, 2002, 2:00 PM

FOR: SECRETARY OF DEFENSE

FROM:  William J. Haynes II, General Counsel W™ 775 %

SUBJECT: Central Intelligence Agency (CIA) Support in Afghanistan

5&0 AL FORCES i
e Inthe riefing on April 24, 2002, Col. Mulholland asserted that

CIA’s advantage over Special Operations Forces (SF) in Afghamstan is
attributable to the following: (1} CIA’s legal authorities are broader and more
flexible than those of DoD; and (2) CIA 1s better funded for special operations
than DoD.

é\f‘f’)

s My comments:

(1) Legal Authorities

® CIA: Legal authority for CIA’s intelligence operations in Afghanistan
stems primanly from Title 50 of the U.S. Code and Executive Order
(E.O.) 12333, Under these authorities, CIA is responsible for collecting,
disseminating and producing foreign intelligence using human sources.
Additionally, CIA has the exclusive authority to conduct “covert action”
other than in times governed by a report under the War Powers
Resolution. Covert action, which does not include traditional military
activities, is defined as action taken to influence political, economic, or
military activities abroad where it is intended that the role of the United
States will not be apparent or acknowledged.

DoD: Legal authority for DoD’s military operations flows principally
) from the Constitution and from Title 10 of the U.S. Code. When acting
pursuant to the President’s Commander in Chief authonty, there are few
constraints on DaD’s conduct of military operations. Likewise, Title

10 contains provisions that provide authority for a wide variety of

military operations, including those of special forces (SF).

(2) Funding: CIA undemably enjoys greater discretion than DoD in
expending funds. CIA’s legal authorities allow it to expend funds both more

SPL ASSISTANT DU AIA | <[25
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quickly and for a wide variety of purposes “notwithstanding any other
provisions of law.” See, e.g., 50 U.S.C. 403).(a) (very broad authority for the
Agency to expend funds for myriad purposes and in unconventional ways,
including for personal services contracts and recruit-and-pay programs).

» Conclusion: CIA has different, more flexible legal authonities than DoD. For
DoD to have similar legal and fiscal flexibility and become less reliant on CIA
would require statutory changes, revisions to E.Q, 12333, or a special
Presidential determination. Note, however, that CIA’s success in Afghanistan
may not be attributable solely to broader legal authorities or funding, but
rather to its effective use of pre-existing foreign liaison relationships and !
human intelligence networks. Greater DoD engagement in areas in which it
already has legal authonty, such as area familiarization activities and “advance
force operations,” might increase DoD’s effectiveness and lessen its
dependence on CIA.

COORDINATION: NONE
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June 24,2002 4;

TO: Doug Feith
Tone Clarke

FROM: Donald Rumsfeld ()\

Please get back to me with that information on the invitation to the PRC and what
I said and what the Chinese said.

Thanks.

DHR:dh
062402-51

Please respond by  O¢ { 2§ Jor

(gl‘n

Vesoace Nrmcnes

W

Ulezg7 02

06-20-02 18:17 1

11-L-0559/0SD/11544

eounLhe



Snowfake

June 25, 2002 10:50 AM

TO: Doug Feith
FROM: Donald Rumsfeld ()\

SUBJECT: China Invitation

Was I invited to China by Hu when he was here? I don’t recall it.

Thanks.

DHR:dh
062502-39

Please respond by o [2¢6 for

8 9T
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June 26, 2002
MEMORANDUM FOR SECDEF
FROM: Douglas J. Feith /\p
SUBJECT: Your Willingness to Visit China
e On June 22, 2002, The Washington Times reported that you “will not accept
China’s invitation to visit the country, but will send a representative to discuss

resuming military exchanges with the Chinese army.”” (Tab A)

o During a June 21, 2002 press conference, you said, “I currently do not have
any plans to visit China.” (Tab B)

¢ On May 1, 2002, President Hu invited you to visited China “at your
convenience.” In the reporting cable, yov said you “would like to do it, bul
did not offer a date.” {Tab C)

Attachments

11-L-0559/0SD/11546



srigWhiike

SENSITIVE

June 24,2002 2:57PM

e S
o
o
TO: Steve Cambone U\
‘ L
FROM: Donald Rumsfeld %
SUBJECT: Defense Guidance
Here is a paper on the defense guidance. 1 have a feeling it is from Jim Wade.
Please take a look at it, and then see me about it and tell me if you think there are
things we ought to do to get a better vector.
Thanks.
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THE DEFENSE GUIDANCE

JUN 2
BACKGROUND 4 202

— Citing relevant clements of the Quadrennial Defense Review
Report of September 30, 2001:

“Defense Strategy” — A pew framework to defend the nation and secure a viable
peace. The framework is bujlt around four defense policy goals:

Assuring allies and friends

Dissuading future military competition

Deterring threats and coercions against U.S, interest, and
If deterrence fails, decisively defeating any adversary.

The above defense policy goals are supported by an interconnected set of (7) strategic
tenets that comprise the essence of U.S. defense strategies.

Two of the seven strategic tenets are of particular relevance to the
preparation of this year’s Defense Planning Guidance, Fiscal Years 2003.2007, namely:

The new defense strategy is built around the concept of shifting to a “capabilities-based”
approach to defense. That concept reflects the fact that the United States cannot know
with confidence what nation, combination of nations, or non-state actions will pose
threats to vital U.S. interests or those of U.S. allies and friends decades from now, and,

e Transforming Defense

The defense strategy calls for the transformation of the U.S. military and the Defense
establishment gver time.

From the above, it is to be noted that a national military strategy has yet to
be developed and approved for implementation.

In order to achieve the Secretary of Defense’s vision of transforming the
Department of Defense in support of our new national defense policy goals, the Defense
Planning Guidance should be object-oriented and directional both in time and scope.
From the above set of approved defense goals, a national military (operational) (working)
strategy should be provided at the start of this process, through which the DPG (and its
transformation activities) can direct their planning. A purpose of the DPG/PBS process
would be to assess, verify, and where appropriate, change the military operational
strategy provided at the start of the planning process. The capability-based planning
approach, through a directed transformation program, would, in the end, develop, test and
verify the over-arching national military strategy, and details comprising its multi-layered
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elements. From this over-arching strategy, many sub-set defense and service specific
strategies/scenarios and a basis for programs then can be developed to fill out the toolbox
for future contingencies. One result of this approach, the meaning of “transformation”
would be definitized, and, a starting path for the transformation process, through the
Defense Planning Guidance would be developed and exploited. The military strategy
would then form a decisional basis for programs — future and past.

CURRENT STATE OF THE DRAFT DPG

My review over the last several days consisted of reading/studying the fifth and
final drafis. The plan for earlier reviews of programs and policies essential as input to the
Defense Planning Guidance was delayed. The review has raised an important question.
What is the purpose and role of this DPG?

In my judgment, Dr. Steve Cambone and his Deputy Dr. Chris Lamb have done
an outstanding job in their preparation of this year’s draft, compared to last year’s
guidance. The detail in the draft guidance addresses almost all the relevant issues of the
Defense program through questions, study assignments, and is quite thorough in data
assembly. The problem here is what are we trying to do at this time with the guidance
document? This document at this moment, similar to last year’s, is an information and
study-driven effort, lists studies and briefs to be completed over the next 3 to 18 months -
as an input for decisions downstream, timing to be determined. Also, the draft guidance
is, in the main, bottoms-up planning. Emphasis has been correctly given toward
swiftness, jointness, precision, and information, and is in tune with the Secretary of
Defense priorities. However, the approach to reaching definitive transformation
objectives is open-ended — and achieving, on a timely basis, a continuum of successful
transformation activities is seriously questioned.

Past DPGs focused on the Soviets, and with such a continuum in threat, with each
subsequent year, the DPG simply addressed updating current issues. But, there is a major
sea change between past and today’s DPGs. Current and future DPGs now face the
immense challenge of major change. What are our needs today, tomorrow and how do
we make these changes happen? The document has to be oriented toward the continuum
of change, and the problem of institutional resistance, with increased demand on
resources. In sum, the output of the new DPG/PBS effort should be directive on
CHANGE - from today to tomorrow, and on a continuum time-scale.

CONCLUSION

My review initially was to ascertain the extent of support of the Rapid Dominance
construct in the new guidance. The current “open-end” approach of this draft guidance
raises the concern as to how can the Department manage transformation, develop a
viable, new military (operational) strategy, and through a management process that can
overcome the immense difficulties always faced with a large bureaucracy IN PLACE.
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I would assess the current informational-study approach in the draft Defense
Planning Guidance will result in a lengthened, more intractable, more argumentative

process, due to the open-ended, non-focused approach, and a new operational strategy
will be difficult to achicve, noting we are well into the second year of the Administration.

RECOMMENDATION

[ would recommend the construct of Rapid Dominance (the title is of lesser importance)
to be the soundest and most viable operational construct developed to date, and could be
utilized in the current draft DPG as the working strategy, for future assessment,
verification and change.

Let me review the key essentials of Rapid Dominance (the title is of lesser
importance):

Rapid Dominsnce is an integrated political and military construct for applying
lethal and non-lethal force, at the strategic, operational, and tactical levels. Its purpose is
to affect, influence, and control the will and perception of an adversary by imposing a
regime of unrelenting stress through the mechanisms of shock and awe.

Rapid Dominance is:

¢ Beyond Joint, it’s “Unified” using forces that are born joint, not just
interoperable.

¢ A collaborative, holistic approach, which uses the military in concert with
all other elements of national power to achieve desired effects across the
entire engagement spectrum from peace to war,

o NCA, NSC/Interagency, Multinational, Coalition, Joint and Service
partners.
Predicated on effects-based targeting.
A new level of knowledge/understanding, which provides more options in
peace and the critical path for rapid and decisive victory in war.
Improving our “aim.” (We already have the world’s best “precision”).
Based on four core characteristics — knowledge, rapidity, brilliance in
execution and control of the cuvironment.

Rapid Dominance unifies all instruments of national power into a collaborative team 1o
impose our political will (change the adversary’s unacceptable behavior). The idea
behind Rapid Dominance is to engage the right targets, with the right tools, ai the right
umes, ivr the rigt reasons w vrnier 10 achieve the desired effect. It treats the adversary
as an extremely complex and adaptive “system of systems” - exactly the kind of
dynamic, problem-solving entity for which effects-based targeting is designed.

It leverages the Intelligence Community and National Agencies as well as business,
industry, academia, expetriate, religious, regional, and international contacts and
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organizations, including NGO (Nongovernmental Organizations) and PVO (Private
Voluntary Organizations) to provide a new level of military, political, economic and
socictal knowledge. This new level of knowledge, when used correctly, will help to
prevent war. Should prevention fail, this same Imowlggg and intimate understanding
will provide the most rapid and decisive path to victory in war.

The Department today can implement such a construct. Future effort, as provided
through the DPG, would enhance significantly the Department’s capabilities to meet the
uncertainty of the future.

What is missing in the current guidance and applicable to all new strategies is:

Knowledge/Intelligence. The development of a new infrastructure of
knowledge, capable over time of providing needed input in all areas,
countries across the globe toward their makeup, culture, leaders, economic
infrastructure, military forces to include their doctrine, training, and
capabilities, etc.

Leaders and their People. Impact and control “will and perception” of the
enemy Jeadership and its population. Population control following
military operations is a relatively new area of need for the Department.
Destruction of opposing military force remains an essential focus for our
military force, but force effectiveness should be further enbanced through
increased focus on the “mind and will” of the opposing side.

Education and Training. Qur force structure of the future will demand
changes in our current methods of education and training of our officer
corps and senior non-coms.

Swiftness will demand more attention to decentralization, in the actual
conduct of military operations.

11-L-0559/0SD/11551



LLPI A LS
Snowflake _

(}%%'Q"/ o st | Wt -/ Do § et
Sl |

e
g2 009536 ~O75
June 24,2002 2:38 PM

TO: Doug Feith
FROM:  Donald Rumsfeld (])1\

SUBJECT: Iraqi WMD

Please take a look at this unclassified paper. “Trani Waan~~~ of Mass Destruction
Programs.” Should i w should you?
OEFICE OF mn:z szm&'&;mv DEI Ll \o v
Who put it out—do
! { Ly Hoke 05D
Thanks. —Tt,v\- S ¢ e

f
Attach. (/w C\ iq' ij ' D(_LVL*-J
02/13/98 “Iraqi Weapc

D wia(e) - o e
PrsssrRIsRARIRIERES, ----:fJi.....,,__;,
(/JM Axéwé‘ AP

Please respond by _ \ N~ Vﬂ (/u;@ omii 1§
&M * L‘/) WoW  vude Wi |

A7 Varkep So the Gl ted
COWMQJ Ui S10w )
e § e out Aaded .

S ‘,{5'%“’{7 M‘i‘f\.
h\&guﬁv g DA

==

Ulez10 02

06-25-02 18:12 IN

11-L-05659/08D/11552

()%

™~
>
o
%3]

coun,shl



Vo

L
Snowflake

—

g Fis o
o2 /009536 ~OTOF
June 24, 2002 2:38 PM

TO: Doug Feith
FROM: Donald Rumsfeld %
SUBJECT: Iragi WMD

Please take a look at this unclassified paper, “Iraqi Weapons of Mass Destruction

Programs.” Should we have Tore do something with that, or should you?

ok

Who put it out—do you know? , )
Hote 3D
Thanks. Thas (§
Attach. CLA PYDAUL*-)
02/13/98 “Iraqi Weapons of Mass Destruction Programs™ L g che hall
DHR.dh now beei
062462-30 U, dadt. c‘ _

Jugeiagens
Please respond by @?‘!5’5/ o (Lo mu.:;] £
ho'w \_;\,‘CL&_;"WL'« .
, Al o e d
&/d—S Se A ('d.ls )
Uik S10w 1
oud (‘&L‘*‘(Cl -

Do ] ol

e

06~25-02 18:12 IN

11-L-0559/0SD/11553



7

I U_r(\

SECDEF HAS SEEN
JUN 2 4 2002

Iraqi Weapons of Mass Destruction Programs
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Iraqi Weapons of Mass
Destruction Programs

Dverview

The Gulf war damaged Saddam Husayn's biclogical,
chemical, ballistic missile, and nuclear weapons pro-
grams, collectively referred to as weapons of mass
destruction (WMD). The UN Special Commission
{UNSCOM) was established by the Security Council
and accepted by Iraq following the war to eliminate
and verify the destruction of Irag's biological, chemi-
cal, and ballistic missile programs. The International
Atomic Energy Agency (IAEA) assumed responsibil-
ity for dismantling Iraq’s nuclear program. Further,
the UN established sanctions to prevent the purchase
of equipment and materials needed to reconstitute
Baghdad’s WMD programs and inspections to find
remaining elements of these programs and deter fur-
ther research or production related io WMD.

On the basis of the last seven years’ experience, the
world’s experts conclude that enough production com-
ponents and data remain hidden and enough expertise
has been retained or developed to enable Iraq to
resume development and production of WMD. They
believe Iraq maintains a small force of Scud-type muis-
siles, a small steckpile of chemical and biological
munitions, and the capability 10 quickly resurrect bio-
logical and chemical weapons production.

This conclusion is borme out by gaps and inconsisten-
cies in Iraq’s WMD declarations, Iraq’s continued
obstruction of UNSCOM inspections and monitoring
activities, Saddam’s efforts 1o increase the number of
“sensitive” locations exempt from inspection, and
Saddam'’s efforts to end inspections entirely. Collec-
tively, the evidence strongly suggests that Baghdad
has hidden remnants of its WMD programs and is
making every effort to preserve them. Baghdad has
also enhanced indigenous capabilities and infrastruc-
ture to design and produce WMD. Saddam’s strategy
in dealing with UNSCOM is unchanged; he is
actively trying to retain what remains of his WMD

1

programs while wearing down the will of the Security
Council to maintain sanctions.

UNSCOM and IAEA inspections and monitoring
activities have severely curtailed Iraq’s WMD pro-
grams, but even a small residual force of operational
missiles armed with biological or chemical warheads
would pose a serious threat to neighboring countries
and US military forces in the region. Iraq has demon-
strated its capability to employ other delivery systems.
Saddam has used such weapons for tactical military
purposes against Iran and to suppress rebellious seg-
ments of his population in Kurdish-held areas.

Assessment of Cooperation With UNSCOM and
the IAEA

Baghdad has a long histary of obstructing UNSCOM
inspections and has taken an increasingly hard line
since March 1996 when the UN began inspecting
security facilities suspecied of concealing WMD-
related documents and smaterial. UNSCOM is target-
ing these facilities because Iraq admitted (after
Husayn Kamil, Saddam’s son-in-law and former head
of Iragi military industries, defected in August 1995)
that security organizations were involved in conceal-
ing material from the UN:

» Resolution 687 demanded that Iraq provide declara-
tions on all aspects of its WMD programs 15 days
after the Security Council enacted the resolution in
1991. Nearly seven years later, gaps and inconsis-
tencies remain in each of Iraq’s WMD declarations
covering chemical, biological, nuclear, and missile

programs.

Baghdad has modified each declaration several
times to accommodate data uncovered by UNSCOM
and the IAEA and has provided new information
only when confronted with direct evidence. For
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The Husayn Kamil Connection

Husayn Kamil Hasan al-Majid, Saddam’s son-in-law,
wus the preeminent military industries’ official and a
fundamerual player in Irag’s effores to procure weap-
ons of mass destruction before his defection to Jordan
in August 1995. A strict and capable manager, Kamil
took charge of Iraq’s efforts 1o develop its WMD pro-
gram around 1987. As the head of the Ministry of
Industry and Military [ndustriatization unil 1990, he
oversaw Iraq's nuclear weapons research, continued
Iraq's development of biclogical and chemical weap-
ons, and supervised the successful development of the
Al-Husayn missile—an indigenous modification of the
Scud. During this time, it is possible that Kamil
directed {raq’s testing of its chemical and biological
weapons on franian prisoners of war:

* After the Gulf war, Kamil—first from his position as
Minister of Defense and then as the direcior of the
Ministry of Industry and Minerals and the Organi-
zation of Military Industriglization—led Iraq’s
efforts o conceal its WMD program from interna-
tional inspectors.

« Husayn Kamil's influence over the fragi weapons of
mass destruction program did nar end with his defec-
tion in 1995. For instance, he is largely responsible

Jor using Saddam’s security services—of which he
was a member in the early ]980s——io hide proscribed
marerials and documents from the United Nations.

Despite Kamil's influence, the Iragi WMD program
did not die with his defection and subsequent murder,

as Iraq claims it did. Qusay Husayn—Saddam’s sec-
ond son—has assumed many of the responsibilities for
concealing the proscribed programs. in addition,
many of the leading scientists in Irag’s WMD pro-
grams during Husayn Kamil's tenure are still associ-
ated with the regime:

» Lt Gen. Amir Hamud Sadi—who serves officially
as a presidential adviser and is a leading official in
Iraqi relations with UNSCOM—was one of the prin-
cipal engineers in the WMD program and essen-
tially served as Husayn Kamil's deputy, With a
doctorare in chemical engineering, Sadi has dedi-
cated his entire career to conventional and noncon-
ventional wedpons development. In 1987, Sadi
received rare public praise from Saddam for his role
in the development of the Al-Husayn missile.

* Humam Abd al-Khalig Abd al-Ghafur—currently
Minister of Culture and Information—is Iraq’s lead-
ing nuclear official and the former head of its
niucleqar program. Abd al-Ghafur also was a close
associate of Husayn Kamil, and he occosionally
serves as an imterlocuior with the IAEA. He lead an
Tragi delegation 1o the JAEA annual conference in
October 1997,

» jafar Dia Jafar is perhaps Iraq’s foremost nuclear

- scientist and served as Abd al-Ghafur’s deputy in
the Iraqi Atomic Energy Organization. Jafar now
officially serves as a presidentia! adviser, but his
puosition—unlike that of Sadi—appears to be largely
nominal.

Dr. Rihab Taha is the leading official in charge of
Iraq's bislogical weapons program. She has over-
seen Iraqi efforts to develop anthrax and botulinum
toxin and directed testing on animal subjects. Taha
is also politically well-connected—she is married to
the Minister of Qil, Amir Rashid Ubaydi, who helps
direct [ragi relations with UNSCOM.

2
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159 boxes of documen

example, Baghdad revised its nuclear declaration to
the LAEA four times within 14 months of its initial
submission in April 1991 and has formally submit-
ted six different biological warfare declarations to
date, each of which UNSCOM has rejected.

Baghdad has sought to constrain UNSCOM from
inspecting numerous facilities since March 1996,
mustly by declaring the sites “*sensitive” and the
inspections a violation of Iraqi sovereignty. Iraqg has
applied the term “sensitive” to a variety of facilities—
on one occasion security officials declared a road sen-
sitive. Most consistently, Iraq has sought to limit UN
access to Special Republican Guard garrisons that are
responsible for executing the highest priorities of
Saddam’s inner circle:

3

presented to UNSCOM at a chicken farm in fraq in August 1995.

+ Iragq is trying to keep the whole WMD story out of
reach. UNSCOM and the IAEA have detected Iraqgi
officials removing docoments and material from
buildings and even buming documenis to prevent
them from being evaluated. Inspectors have rou-
tinely found high-interest facilities cleaned out after
their entry was delayed for several hours.

= Baghdad is interested in debilitating UNSCOM’'s
ability to monitor elements it has declared. Iraq dis-
abled monitoring cameras and hid production equip-
ment afier expelling US inspectors from the country
in November 1997.
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« Iragi officials have interfered with inspection opera-
tions. Iraqi escoris have endangered UN helicopter
flights supporting inspections by harassing the pilot
and grabbing the flight controls. Security guards
have harassed inspectors on the ground.

Baghdad has tried to generate a public impression of
cooperation while working hard to conceal essential
information on the scope and capabilities of its WMD
programs. It has allowed UNSCOM to monitor dor-
mant WMD production facilities and has provided
incomplete documentary evidence to support its
claims. For example, Iraq dramatically disclosed
nearly 700,000 pages of WMD-related documents fol-
lowing Husayn Kamil's defection. Sparse relevant
information was buried within a massive volume of
extraneous data, all of which was intended to create
the appearance of candor and to overwhelm
UNSCQOM's analytic resources:

= For example, Iraq released detailed records of how
many ballpoint pens it ordered in the late 1980s, but
it has not provided records of how it procured bio-
logical precursors or supported claims that it
destroyed missile warheads capable of delivering
biological and chemical agents.

+ UNSCOM and the IAEA have examined much of
the docurmentary material and concluded that,
despite advertisements to the contrary, Iraq did not
release its most important WMD-refated documents.

Biological Weapons

No concrete information on the scope of Irag’s biolog-
ical warfare program was available until August 1995,
when Iraq disclosed, after Husayn Kamil's defection,
the existence of an offensive biclogical warfare (BW)
capability. Iraqi officials admitted that they had pro-
duced the BW agents anthrax! (8,500 liters), botuli-
num toxin? (19,000 liters), and aflatoxin? (2,200 liters)
' Inhalation of anthrax spores—an infectious dose is abour 8,000

spores or less than one-millionth of a gram—is fatal within five 10
seven days nearly 100 percent of the time.

- : . N I LN A.-s' t'qilt
Remains of chemicalibiological-warfare-agent-filled missile
warheads secretly destroyed by Iraq.

after years of claiming that they had conducted only
defensive research. Baghdad also admitted prepaning
BW.-filled munitions—including 25 Scud missile war-
heads (five anthrax; 16 botulinum toxin; four aflia-
toxin), 157 aerial bombs, and aerial dispensers—
during the Gulf war, although it did not use them. Iraq
acknowledged researching the use of 155-mm artillery

? Botulinum toxin, which would most likely be dispensed as an
aerosof, cap kill in as linde as 24 1w 36 hours by paralyzing the res-
piratory muscles.

1 Aflatoxin is a liver carcinggen that can kill years after ingestion.

4
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Destroyed chemicalibiological-warfare-agent-filled R-400
aerial hombs.

shells, artillery rockets, a MiG-21 drone, and aerosol
generators 10 deliver BW agents:

« UNSCOM has destroyed a range of BW production
equipment, seed stocks, and growih media claimed
by Iraq for use in its BW programs.

= UNSCOM believes Iraq has greatly understated s
production of biological agents and could be holding
back such agents, which are easily concealed.

Iraqg resisted dismantling the Al Hakam BW produc-
tion facility for nearly one year after disclosing in
1995 that it manufactured more than 500,000 liters of
BW agents at the facility between 1989 and 1990.

UNSCOM finally pressed Iraq to destroy Al Hakam in
the summer of 1996:

= Baphdad claimed that Al Hakam was a legitimate
civilian facility designed to produce single-cell
proteins and biopesticides.

« Al Hakam’s remote location (35 km southwest of
Baghdad) and the security involved in its construc-
tion suggest that Al Hakam was intended to be a
BW production facility from the outset.

Baghdad has provided no hard evidence to support
claims that it destroyed all of its BW agents and muni-
tions in 1991. UNSCOM Chairman Richard Butler
stated that Iraq's most recent BW declaration, submit-
ted in September 1997, *failed to give a remotely
credible account of Irag's biclogical weapons
program’:

« In late 1995, Iraq acknowledged weapons lesting on
Ricin, but did not provide details on the amount pro-
duced. In early 1997, two years later, UNSCOM dis-
covered documents that showed Iraq had produced
the biological agent Ricin.*

« Iraq has the expertise to quickly resume a small-
scale BW program at known facilities that currently
produce legitimate items, such as vaccines and other
pharmaceuticals. Without effective UN monitoring,
Baghdad could probably begin production within a
few days. For example, Iraq can convert production
of biopesticides to anthrax simply by changing seed
materia),

Chemical Weapons

Iraq had an advanced chemical warfare (CW) capabil-
ity that it used extensively against Jran and against its
own Kurdish population during the 1980s. Iraqi forces

4 Ricin can cause multiple organ failure within one or two days of
inhalation. A lethal dose is estimated to be about 300 micrograms.
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Iragi Use of Chemical Weapons

Date Area Used Type Approximate Target
Casualiies Papulation

August 1983 Haj) Umgan Mustard fewer than 100 Lraniaas/Kurds
October o November 1983 Panywin Mustard 3,000 Iranians/Kurds
February 1o March 19384 Majnoon [sland Mustard 2,500 Iranians
March 1984 Al Basrah Tabun 50t 100 Iranians
March 1985 Hawizah Marsh Mustard/Tabun 3,000 Iranians
February 1986 Al Faw Mustard/Tabun 8,000 w 10,000 Iranjans
December 1986 Umm ar Rasas Mustard reportedly in the thousands Lranijans

April 1987 Al Basrah Mustard/Tabun 5,000 Lranjans
Cciober 1987 Sumar/Mehran Mustard/nerve agenis 3,000 Iranians
March 1988 Halabjah * Mustard/nerve agents reportedly in the hundreds Iranians/Kurds

* Iran also used chemicals at Halabjah that may have cauased some of the

casualties.

While precise information is lacking, human rights organizations hsve

received plausible accounts from Kurdish villagers of numergus Ireqgi
chemical anacks against civilian villages in the 1987 and 1988 time.

frames—-with some avtacks as jate as October 1988—in areas close 10 both

the Iranian and Turkish borders.

delivered chemical agents (including Mustard® agent
and the nerve agents Sarin and Tabun®) in aerial
bombs, aerial spray dispensers, 122-mm rockets, and
several types of artillery, both for tactical military pur-
poses and to terrorize rebellious segments of the popu-
lation. Irag maintained large stockpiles of chernical
munitions and had a major production capacity.

UNSCOM supervised the destruction of more than
40,000 CW munitions (28,000 filled and 12,000
cmpty), 480,000 liters of CW agents, 1,800,000 liters
of chemical precursors, and eight different types of
delivery systems—including ballistic missile war-
heads—in the past seven years, Following Husayn
Kamil’s defection, Iraq disclosed that it:

* Mustard is a blisier agent used primarily to cause medical casual-
ties by blistering the eyes, lungs, and skin. It is extremely persis-
tent and presents a long-term hazard,

¢ Sann and Tabun are G-series perve agents that act within sec-
onds of expesure and can be absorbed through the skin ar respira-
tary ract. These agents kill by paralyzing the respiratory muscles.
Both are relatively nonpersisient and present more of a vapor haz-
ard than a skin hazard.

= Produced larger amounts of the nerve agent VX’
than u previously admitied. Baghdad acknowledged,
despite previous claims that it only conducted
research, that it had conducted pilot production of
about four tons of VX from 1988 to 199(.

» Researched in-flight mixing of binary CW weapons
before the Gulf war—an advance in the develop-
ment of a CW capability that extends the shelf life
of chemical agents.

* Perfected techniques for the large-scale production
of a VX precursor that is well suited to long-term
slorage.

UNSCOM believes Iraq continues to conceal a smatl
stockpile of CW agents, munitions, and production

T VX is a V-series nerve agent that is similar to—bait more
advanced than—G- series apgents, in that il is far more persistent.
VX presents a far greater skin hazard and would be used for long-
lerm contamination of termitory.

6
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UNSCOM inspector in protective suit opening filling plug for sample-taking inside a

ScudiAl-Husayn chemical-agent-filled missile warhead.

equipment. Baghdad has not supplied adequate evi-
dence to support its claims that it destroyed all of its
CW agents and munitions. The destruction of as much
as 200 metric tons of chemical precursors, 70 Scud
warheads, and tens of thousands of smaller unfilled
munitions has not been verified:

« Baghdad retains the expertise to quickly resume CW
production. In the absence of UNSCOM inspectors,
Iraq could restart limited mustard agent production
within a few weeks, full-scale production of sarin
within a few months, and pre-Gulf war production
levels—including VX—within iwo or three years.

« Since the Gulf war, Iraq has rebuilt two facilities it
once used to produce chemical agents and has the
capability to shift smaller civilian facilities to CW
praduction.

7

Ballistic Missiles

Iraq had an active missile force before the Gulf war
that included 819 operational Scud-B missiles (300-
km range) purchased from the former Soviet Union,
an advanced program to extend the Scud's range and
modify its warhead (for example, the Al-Husayn with
a 650-km range and the Al Abbas with a 950-km
range), and an extensive effort to reverse-engineer and
indigenously produce complete Scud missiles. Iraq
also had programs to indigenously produce long-range
missiles (such as the Condor) that never entered the
production phase:

» UNSCOM reports that it supervised the destruction
of 48 Scud-type missiles, 10 mobile launchers,

11-L-0559/0SD/11561
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30 chemical and 18 conventional warheads, and
related equipment.

« UNSCOM has verified Iraq’s unilateral destruction
of only 83 Scud-type missiles and nine mobile
launchers. Iraq has tried to account for the remain-
der by claiming the missiles were destroyed by
being fired in the kran-Iraq and Gulf wars or used in
static tests and training.

Discrepancies in Iraqi accounting suggest that Bagh-
dad could still have a small force of Scud-type mis-
siles and an undetermined number of warheads and
launchers. UNSCOM believes it has accounted for all
but two of the original 819 Scud missiles imported
from the former Soviet Union. Iraq has not adequately
explained the disposition of important missile

i NI & 5 A TR
Handling of leaking I22-mm rockeis filled with the chemical nerve agenx sarin prior to destruction.

components that it could not produce on its own and

may have removed before destruction. There are still
many gaps on the scope of Iraq’s indigenous missile

programs:

* Iraq may have pieced together a small inventory of
missiles by integrating guidance and control systems
it concealed with indigenously produced parts,

Irag admitted producing Scud engines, airframes,
and warheads before the war, but UNSCOM has not
verified claims that it destroyed all of these compo-
nents. -

Baghdad probably continues to receive some parts
through clandestine procurement networks. In 1995,
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UNSCOM supervision of the destruction of Scud/Al-Husayn {ong-range missiles.

Jordan interdicted missile-guidance equipment

(gyroscopes) bound for Iraq. Baghdad admitied
under UNSCOM questioning that it received a

similar shipment earlier in 1995.

» In November 1995, Iraq turned aver a previously
undeclared §5-21 short-range ballistic missile
Jauncher it acquired from Yemen before the Guif
war, illusirating Iraq’s ability to conceal major
elements of missile systems from UNSCOM
inspectors.

Baghdad has not given up its plans 1o build larger,
longer range missiles. UNSCOM has uncovered

numerous Iraqi design drawings, including multistage
systems and clustered engine designs, that theoreti-

cally could reach Western Europe. Inspectors have
uncovered evidence that Irag has continued missite

research since the imposition of sanctions. If sanctions
were lifted, Iraq could probably acquire enough mate-
nal 10 resume full-scale production of Scud-type mis-
siles, perhaps within one year:

« Iraq's Al-Samoud and Ababil-100 missile pro-
grams—within the UN-allowed 150-km range
limit—serve 10 maintain production expertise within
the constraints of sanctions. lraq has apparently
flight-tested the Al-Samoud, which UNSCOM
describes as a scaled down Scud, successfully. Iraq
probably will begin converting these efforts into
long-range missile programs as soon as sanctions
are lifted.
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Scud!Al-Husayn missile launchers before destruction.

« Iraq continues to expand a missile production facil-
ity at Ibn Al Haytham—currently used to support its
authorized missile programs. Two new fabrication
buildings at the facility are spacions enough to
house the construction of large ballistic missiles.

» Baghdad’s claim that the buildings at Ibn al Hay-
tham are intended to be computer and administrative
facilities is inconsistent with the facility’s inherent
size and capacity.

Nuclear Weapons
Iraq had a comprehensive nuclear weapons develop-

ment program before the Gulf war that was focused on
building an implosion-type weapon. The program was

linked to a ballistic missile project that was the
intended delivery system. After Husayn Kamil's
defection in 1995, Iraq retreated from its longtime
claim that its nuclear program was intended only to
conduct research:

+ Iraq admitted experimenting with seven uranium
enrichment techniques and was most actively pursu-
ing electromagnetic isotope separation, gas centri-
fuge, and gas diffusion.

+ Baghdad planned to build a nuclear device in 1991

by using JAEA-safeguarded, highly enriched ura-
nium from its Soviet-supplied reactors.

10
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Calutrgns for uranium enrichment secreily destroyed by fruq.

UNSCOM and IAEA inspections have hindered Iraq’s
nuclear program. but Baghdad's interest in acquining
or developing nuclear weapons has not diminished:

= Iraq retains a large cadre of nuclear engineers, scien-
tists, and technicians who are the foundation of jis
nuclear program. We have concerns that scientists
may be pursuing theoretical nuclear research thal
would reduce the time required o produce a weapon
should Iraq acquire sufficient fissile material.

= Irag continues to withhold significant information
about enrichment techniques, foreign procurement,

1

weapons design, and the role of Irag’s security and
mtefligence services in obtaining exlemal assistance
and coordinating postwar concealment. Iraq contin-
uves 1o withhold documentation on the technical
achievements of its nuclear program, experimenta-
tion data, and accounting.

» Baghdad has not fully explained the interaction
belween its nuclear program and its ballistic missile
program.
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Appendix A

Iraqi Biological Warfare Program

BW Agent Production Amounts®

BW Agent (Organism) Declared Concentrated  Declared Total Comments
Amounts Amounts
Anthrax 8,500 liters 85,000 liters UNSCOM estimates production amounts were actually
(Bacillus anthracis) (2,245 gallons) (22,457 galions)  three to four times more than the declared amounts, but
is unable o confirm.
Bemlinum toxin 19,400 liters 380,000 liters UNSCOM estimates production amounts were actually
{Clostridium botulinum)  (10x and 20x concentrated) (100,356 gallons)  two times more than the declared amounts, but is unable
(§,125 gallons) to confirm,
Gas Gangrene 340 liters 3,400 liters Production amounts could be higher, but UNSCOM is
{Clostridium perfringens) (90 gallons) (900 galions) upable to confim.
ARazoxin WA 2,200 liters Production amounts and time frame of production
(Aspergillus Aavus and (581 gallons) claimed by Iraq do not correlate.
Aspergillus parasiticus)
Ricin N/A 10 liters Production amounts could be higher, but UNSCOM is
{Castor Bean plant) (2.7 gallons) unable 1o confirm.
BW-Filled and Deployed Delivery Systems
Delivery System Anthrax Botulinum Toxin  Aflatexin Comments
Missile warheads 3 16 4 {UUNSCOM cannot confisn the unilateral
Al-Husayn (modified Scud B) destruction of these 25 warheads due to
conflicting accounts provided by Iraq.
R-400 aerial bombs 50 100 7 Iraq claimed unilateral destruction of
157 bombs, but UNSCOM is unable 1o
confirm this number. UNSCOM has
found the remains of at leas1 23.
Aircraft aerosol spray lanks 4 fraq claims to have produced four, but
F-1 Mirage modified fuel drop tank may have manufaciured others.
BW Agent Growth Media"
Media Quantity Imported Unaccounted For Amounis
BW Agent Growth Media 31,000 kg 3500 kg
(68,200 Tbs) (7.700 1bs)

2 Total refers to amount of material obtained from the production
process, while concentrated refers 10 the amount of concentrated
agent obiained after final filtration/purification. The concentrated

number is the amount used (o Gl munitions.

tMedin refers to the substance used 10 provide nutrients for the

growth and multiplication of micro-organisms.

13
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Appendix B

Iragi Chemical Warfare Program

CW Agent Stockpiles
CW Agent Chemical Agents Potential CW Agenis Based on  Comments
Declared by Irag Unaccounted Precursors®
vX at least 4 metric tons 200) melric tons Iraq denied proxucing VX until Husayn Kamil's
defection in 1995.

Q-Agemns (Sarin) 100 t0 150 metric tons 200 meiric tons Figures include both weaponized and bulk agenis.

Mustarnd 500 to 600 metric tons 200 metric lons Figures include both weaponized and bulk agents.

CW Delivery Systems

Delivery System Estimated Numbers Munitions Comments

Before the Gulf War Unaccounted For®*

Missile Warheads 7510 100 45070 UNSCOM supervised the destruction of 30 warheads.

-Al Husayu (rrodified Scud B)

Rockets 100,000 15,000 to 25,000 UNSCOM supervised the destruction of nearly 40,000
chemical munitions (including rockets, antillery, and
aerial borabs) 28,000 of which were filled.

Aerial Bombs 16,000 2,000

Artillery Shells 30,000 15,000

Acrial Spray Tanks unknown unknown

*These estimates are very rough. They are derived from repomts pro-
vided by UNSCOM 1o the Security Council and to UNSCOM plenary
meetings. Gaps in lragi disclosures strongly suggest that Baghdad is
conceallng chemical munitions and precursors. Iraq may also retain a
small siockpile of filled munifions. Baghdad has the capability 10
quickly respme CW production at known dual-use facilites that cur-

remly produce legitimate items, such as pharmaceuticals and pesticides.
UNSCOM has supervised the destruction of some 45 different types of
CW precursors 1,800,000 liters of liquid and 1,000,000 kilograms of
solid).

®All of these munitions could be used to deliver CW or BW agems. The
numbers for missile warheads include 25 that Iraq claims w have unilal-
erally destroyed after having filled them with biological agenss during
the Guif war, UNSCOM has been unsble o verify the destruction of
these warheads.

15
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Appendix C

Iragi Ballistic Missile Program

Item Initial Inventory

Comments

Soviet-Saupphed Scud Missiles B9
(includes Iraqi modifications of the

Scud: the Al-Husayn with a range of 650 km

snd the Al-Abbas with a range of 950 km)

UNSCOM accepis Iragi accounting for afl but two of the original
819 Scud missiles acquired from the Saviet Union. Iraq has not
explained the disposition of major components that it may have
sinpped from operational missiles before their destruction, and some
Iragy claims—such as the use of 14 Scuds in ATBM tesis—are not
believable. Gaps in lraqi declarations and Baghdad s failufe to fully
account for indigenous missile programs sirongly suggest that Irag
relams a small missile force.

Iragi-Produced Scud Missiles Unknown

Iraq denied producing a completed Scud missile, but it produced/pro-
cured and tesied afl major subcomponents.

Iragi-Produced Scud Warheads 120

Iraq claims all 120 were used or destroyed. UNSCOM supervised the
destruction of 15. Regent UNSCOM inspections found additional
CW/BW warhcads beyond those corremly admitted,

Iraqi-Produced Scud Airframes 2

Iraq claims testing two indigenous airframes in 1990, It is unlikely
shat Iraq produced only two Scud airframes.

lraqi-Produced Scud Engines g0

Iraq’s claim that it melted 63 engines following acceptance tests—
53 of which failed quality controls—are unverifiable and not
believable. UNSCOM is holding this as an open issue,

Soviet-Supplied Missile Launchers t

UNSCOM doubts lraq's claim that it unilaicrally destroyed five
jaunchers. The Soviet Union may have sold more than the declared
11 launchers.

Iragi-Produced Missile Launchers 8

Iraq has the capability io produce additional launchers.

17
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June 24,2002 12:29 PM

TO: J.D. Crouch
FROM: Donald Rumsfcld‘OI\

SUBJECT: Galileo

We ought to push forward on this memo from Stenbit. It is crazy for Europe to be

spending money on a Gahleo. It is just a waste of money. They should be

investing in forces and capabilities.
Thanks.

Attach.
06/19/02 ASD(C3I} memo to SecDef re: Galileo [U10060/02]

DHR:dh
062402-33
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COMMAND, CONTROL,

ASSISTANT SECRETARY OF DEFENSE e
6000 DEFENSE PENTAGON W2 N7 P23

WASHINGTON, DC 20301-6000
SECDEF HAS SEEN

INFO MEMO ' JUN 24 2002

COMMUNICATIONS, AND

INTELLIGENCE

O:

June 19, 2002 1:19 PM

SECRETARY OF DEFENSE

FROM: JOHNP. STENB]T(B\) 3

SUBJECT: Galileo

¢ In reply to your question about the technical problems with Galileo, the overriding
problem is their plan 10 use the same frequency as our military code. 1f that
happens, and a Galileo receiver falls into the wrong hands, we would have to jam
their signal in an area of conflict, and our signal would be jammed as well. We can
mitigate this problem, but at increased difficulty.

e We have no problem with the EU’s moving forward, provided they meet our four
objectives:

L 4

That the performance of any civil terminal be better in the presence of both
GPS and Galileo satellites in the field of view than with one or the other alone.

That there be no interference with the frequency used by our military codes.
That Galileo does not initiate a regulatory regime that weuld force the U.S. to
have a Galileo receiver in order to fly anrcraﬁ in Europe, or on ships to enter

European ports.

That NATO not be expected to fund the Galileo shortfall through member
nations’ military funding.

I(b) 6)
Prepared by: Ray Swider, C3I, ( CJ_C' S

Corn b CROUCH

MA BUCC 573

EXECSEC WHITMORE '4,'/fﬁ
a AL
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June 24,2002 12:09PM .7

TO: Larry D1 Rita
FROM: Donald Rumsfeld rl} /

SUBIJECT: YEO

Please give me some more background on this Young Entrgpreneurs’

Organization. Is it a spin-off from the YPQO? Apparent.ly: itis 15 years old.

I would be curious to see a list of the kinds of people who attend and participate
and how many people attend this. Ken Adelman might know something about

it—please check with him.

Also, see if I could just go in, make a brief comment and then answer questions. It

could be a terrific group, but we need some more information.
Thanks.

Attach.
06/19/02 Schedule note re: YEO 14 August Event

DHR:th
062402-31

Please respond by 071 ! (zfot

Ule312 02
11-L-0559/0SD/11571
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SECRETARY OF DEFENSE MEMO

19-Jun-02 11:27 AM

TO: Secretary Rumsfeld

THROUGH: Mr. Larry Di Rita

FROM: Cathy Mainardi

SUBIECT: Young Entrepreneurs’ Organization (YEQ)

The YEO is celebrating their 15" year anniversary and have invited
you to deliver the keynote address during their program at the Capital Hilton
Hotel in Washington 14-17 August. They will accommodate your schedule.

Long Range schedule for August and letter of request are attached.

SECDEF HAS SEEN

Accept .
g’ /3 N4
JeTdef —
Regret
/ Ao Commen L/ you
Other Aechine - .
Thank You,
Cathy Mainardi
e
£/
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.+ 08:13/02 THU 16:33 FaX [ | YOUNG ENTREPRENEURS ORG. @ooz

n s Young
Brien Biondi _:“ Entrepreneurs’
Chief Executive Officer wmuEE Organization

T e e e
1199 K. Fatrfax Street Suite 200 Alexandria va 223141437 O5A

June 13, 2002 - N
Honorable Donald H. Rumsfeld
U.8. Secretary of Defense

1000 Defense Pentagon
Washington, DC 20301

Dear Secretary:

More than 450 entrepreneurs of the world's most successiul business owners will be
present in our Nations capital from 14-18 August, 2002. This group represents The
Young Entrepreneurs’ Organizatian (YEQ), a leading global organization of successful
business founders and company owners under the age of 40, As we celebrate our 15"
year anniversary we would be most honored to have you welcome these future
leaders of the world to our Nations capital.

Established in 1987, YEO now has nearly 4,700 members in 138 cities and 34 counlries
around the globe. Coliectively, YEO represents companies which emplay some 500,000
workers and eam more than $68 billion in sales. Its members' companies are both
private and public corporations that are regularly featured in Fortune, BusinessWeek,

Inc. Magazine and The Wall Street Joumal.

In one of our most recent intemational events, The Young Entrepreneurs’ Organization
—key business owners who drive our global economy—were welcomed by Hong Kong
Chief Execulive Tung Chee-Hwa. This privitege of having a world leader introduced to
our members demonstrated the mutual importance of a politicel presence during our
events,

YEO would like to invite you to deliver a keynote address during our program al the
Capital Hilton Hotel in Washington, DC. Because we understand your busy schedute,
our conference agenda throughout the days of 14-17 August, 2002 is flexible to
accommodate your schedule.

| look forward to hearing from you soon and certainly appreciate your consideration in

this matter. Please feel free to call me 703-519-6700 ext 140 you need any additional
information or have any questions. . / 7

Kind regards, . A//L_ ﬂ/’
Ben Bono /i) (]
Chief Executive Officer u /ﬂé
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June 24, 2002 11:56 AM . '

TO: VADM Giambastiani

FROM:  Donald Rumsfeld ° /{L/ )
/

SUBJECT: Town Halls /-"”

/
They tune into all the town halls at Defense Logistics Age fy, don’t they? Why

would they need a separate one any more than the Army; the Navy or the Air

Force would?
Thanks.

Attach.
060102-8 SecDef memo

IR dh
(16240)2-29

.III..IIIIII....IIII.Illl.III.’;I.I.-.III..III.....'l..............-.....'

Please respond by 07, 2% } 2L

Ulez13 02
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June 1,2002 4:08 PM \
B\ e
Sy b\
‘ S (/\,. 0 d WA~
TO: Tone Clarke
& TRV S AL
Y FROM: Donald Rumsfeld ’Qf)\ Can 0{ g;\ C Q;\-S rer At
;’g‘\ SUBJECT: Message to DoD _9\. @ o\ A w\"] '
(// C}.r .‘] T e .
n
‘Q\ What do you think about my just going on the internal television network for DoD

g | and talking to them about the need to transform and imect a
& T

what we are doing. Please see me about it.

Thanks.

DHR:dh
060102-8

Please respond by Dl 2 4 / D
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SHaW4Re

June 24,2002 11:05 AM

TO: Doug Feith

FROM: Donald Rumsfeld O{\

SUBJECT: Rewards

Please get a report on how the reward program is working. My impression is it
has fallen flat on its face, and no one is doing anything. No one is getting any
money, we are not offering the right incentives, the bureaucracy over at State 1s
hopeless, we don’t have any visibility into what CIA is doing, nor do we have any

compilation of what DoD is doing.

I thought the NSC interagency group was supposed to sort that out.

Thanks.

DHR:dh
062402-24

Please respond by 91 12 efor

Ul6314 02
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June 24, 2002 10:43 AM

TO: Doug Feith
FROM: Donald Rumsfeld-’\}

SUBJECT: Strategy

Please take a look at this article on Newhouse.com on what is missing in the war

on terrorism and let’s discuss it.
Regards.

Attach.
Wood, David. *“What's Missing in the War on Terronsm: An Overarching Strategy,”
Newhouse.com. (6/19/02

DHR:dh
062402-22
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Please respond by 077 [19] o
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What's Missing In The War On Terrorism: An Overarching Strategy Page 1 of 3

Newhouse.com
June 19, 2002

Analysis
What's Missing In The War On Terrorism: An Overarching
Strategy

By David Wood, Newhouse News Service

WASHINGTON -- The U.S. war on terrorism, after an explosive start in Afghanistan last fall, has
dwindled to a few scattered military missions and dozens of unrelated and sometimes conflicting
diplomatic, intelligence and law enforcement initiatives.

Critics say the Bush administration needs to devise a powerful offensive plan to coordinate America's
largely untapped energy and resources. Such a strategy would sort out goals and set priorities on
everything from deploying Special Forces teams to coordinating intelligence data to balancing the
competing needs of security and civi] liberties at home.

"What seems to be lacking in American policy-making at this juncture is not the means to fight a war on
terrorism, or the public support to do so, but the grim determination to sweep away the prewar clutter, to
mobilize the strength of the nation and to see the thing through,” said Robert Kiliebrew, a retired Army
strategist and senior Pentagon consultant.

"Clearly, we're moving on a lot of fronts. What I don't see yet is the offensive strategy we need to win,"
Killebrew said.

Experts said the strategy must clearly define the enemy. And it must be built around a powerful vision of
what victory would mean -- as well as what defeat would entail.

"Terrorism is a technique, a tactic. You can't wage war on a technique,” said Zbigniew Brzezinski, who
was President Carter's national security adviser from 1977 to 1980.

Winning this war, said Killebrew, "is being able to walk on an airplane without fear, to enter public
buildings without being searched, to welcome immigrants to this country.”

As is, much of the action in the war on terrorism seems uncoordinated and counterproductive. Consider:

-- Under a budget of $350 billion for national defense, the Pentagon's contractors are churning out such
breathtakingly expensive weapons as the $204 million F-22 stealth fighter, designed during the Cold
War for fighting vast fleets of high-tech enemy bogeys. Meanwhile, troops hunting real al-Qaida
terrorists in the mountains of Afghanistan wear broken-down boots and carry radios that don't work.

-- The State Department is launching a $75 million effort to lure Muslim students to visit the United
States, to foster greater understanding and to shrink the "swamp" of anti-American resentment from
which terrorists might draw recruits. A major focus of this effort is to counter allegations that the United
States is anti-Mushm.

Yet Attorney General John Ashcroft has announced tough new restrictions on visitors from Muslim and

http://ebird.dtic.miVJun2002/¢20030820:iQROMO S D/11579 6/24/2002



What's Missing In The War On Terrorism: An Overarching Strategy Page 2 of 3

Middle Eastern countries, including fingerprinting and photographing them at the border. And the
United States is still holding an unknown number of Muslims in secluded detention, under suspicion of
ties to terrorist organizations. Both actions have drawn angry protests from Arab students.

-- Along with reducing anti-American resentment, a major U.S. goal has been to keep nuclear weapons
and nuclear material away from terrorists. Part of that effort has been to dissuade countries from
obtaining or using nuclear weapons technology.

But some U.S. actions send the opposite message, critics say. The Bush administration has proposed
building a new earth-penetrating nuclear warhead. U.S. policy now embraces the idea of nuclear pre-
emptive strikes. And in its new treaty with Russia, the United States insisted on storing weapons rather
than destroying them, as 1t has urged other nuclear states to do.

"All these decisions have a huge impact on nuclear stability out there in the world," said Sen. Carl
Levin, D-Mich., chairman of the Senate Armed Services Commuttee. With the United States itself
vulnerable to nuclear attack, "We, especially, should not be talking about first use of nuclear weapons,"
he said.

-- While trying to enlist Islamic governments in the war on terrorism, for crucial help in supporting U.S.
military and diplomatic initiatives and to crack down on terrorists in their own countries, U.S. officials
have set as a strategic goal the toppling of Iraqi dictator Saddam Hussein, by military means if
necessary.

The idea has found little enthusiasm in the Islamic world and could cause even more trouble ahead.

An actual attack on Iraq, said Killebrew, "will enrage our allies and make it untenable for any state to be
a pro-American Arab state, and that will set back our ultimate viciory in the war on terrorism for
generations.”

White House officials did not retum repeated phone calls asking for information on strategy or comment
on the critics’ points.

To be sure, President Bush and his top lieutenants have often articulated broad ideas on how to fight
terrorism.

In the smoky, chaotic hours after Sept. 11's stunning attacks, Bush put into motion a simple and direct
policy: Terrorists were to be pursued relentlessly and given no safe haven; those who harbored or
tolerated terrorists were also the enemy. Those orders spawned a flurry of diplomatic, intelligence and
military activity, including the destruction last fall of Afghanistan's Taliban government.

Bush's top national security adviser, Condoleezza Rice, sums up the U.S. approach his way: "Power
matters."

Speaking April 29 at the Johns Hopkins School of Advanced International Studies in Washington, Rice
said the administration intended to use its full military, economic and diplomatic muscle to deny
terrorists safe haven; to prevent them from acquiring nuclear, chemical or biological weapons; and to
strike before terronsts can attack.

Such efforts must at the same time advance such American values as "democracy, human rights, equal
justice, free speech, the rule of law, honest government, respect for women and children, and religious
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tolerance,” Rice said. "We seek not merely to leave the world safer but to leave it better.”
One key failing of this approach, however, is that it only vaguely defines the enemy.

Brzezinski, at a forum May 29 sponsoréd by the Council on Foreign Relations, said that defining
precisely who the terrorists are -- for example, as disaffected Islamic radicals who share a hatred of
American culture -- would help define how the United States should wage its war.

That, in turn, would help set a U.S. priority either on attracting Muslim students here to study -- or
keeping them out.

Simply designating the enemy as "terrorists,” said Brent Scowcroft, national security adviser to
President George H.W. Bush in 1989-92, can get the United States mixed up in conflicts on others’
terms -- like Israeli action against Palestinian "terrorists” and Indian raids against Pakistani "terrorists.”

"Whenever anybody has a local conflict, they can say, "We're fighting your fight, United States --
terrorism!' And I think we have to be very careful about that,” Scowcroft said.

Moreover, some of Bush's rhetoric about the war on terrorism, without being more fully explained by a
detailed strategy, has had unintended consequences, some say.

Such blunt statements as "You're ¢ither with us or against us" have encouraged zealots in the tense
confrontation between nuclear-armed Pakistan and India to "ratchet up the intensity," Brzezinski said.

The dark alternative to victory, Killebrew said, "is a world where no nation is able to enforce its laws.
Where kidnapping and murder are common. Where we close our borders to the world and we have to
decide what is an acceptable level of fear, how many dead Americans each year is tolerable.

"The American flag won't come down, but it will be a different country. We will lose our freedoms a
little more every year, along with a constant toll of dead Americans.”
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June 24, 2002 10:05 AM

TO: Doug Feith
cC: Gen. Myers
Gen. Pace

FROM: Donald Rumsfe]d(\%\

SUBJECT: Looking at the Moslem World

What do you think we ought to do with this memo from Andy Marshall? I think
he is right.

Thanks.

Attach.

12/19/01 Net Assessment memo to SecDefre; Thinking Strategically about the Moslem World
(a la Safire) [U19649/01]

DHR:dh

062402-18
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OFFICE OF THE SECRETARY OF DEFENSE =~ = &
2950 DEFENSE PENTAGON eroT o

WASHINGTGON, DC 20301-2950 )
oo o SECDEF HAS SEEN
7o . s

DIRECTOR OF
NET ASSESSMENT

19 December 2001

FROM ANDY MARSHALL M

SUBJECT: Thinking Strategically about the Moslem World (a la Safire)

A couple of weeks ago we met to discuss the Safire article in which he puts
forward Nixon's view of what we ought to do. A1 the end of our discussion you
requested that I put down some ideas of my own. What follows are my first thoughts.

As | mentioned at our meeting, [ believe we should look at altemative ways in
which the Moslem world might evolve over the nex1 couple of decades, decide which of
these worlds we like, and then work toward those futures. Attachment A develops three
altemative warlds, the first of which is, I think, by far the preferred one. This is a world

~ ‘
L in which Turkey and Iran are the major Maslem powers and the Arabs nations are

lga!‘n ™Yy relegated to a much-reduced position. What could we do to move in this direction? First,
— we gught to build up our relationship with Turkey, meking Turkey a strategic ally ina

’\Ar le) much fuller sense than we have here-ta-fore. We should help Turkey further develop in
the direction it is already going: a democratic state and that s increasingly successful
economically. We want Turkey ta develop and have an expanded role because it could
have a significant influence in Afghanistan and Central Asia and indeed in controlling

9 Iraq and perhaps other parts of the Middle East. Second, accelerate what seems to be the
()j_‘] et move toward a change of regime in lran. Bernard Lewis thinks that we could do this by
L in making it clear that there will be future consequences 10 any continuation of terrorism

(ks
(i

supported by Iran. We could alse expand radio and television broadcasts into Iran. Some
[ranians in Los Angeles already are sending programs into Iran; this could be supported
and augmented by the US government. We could also design and produce TV antennas
that would be less visible and so less subject 1o state contro). An antenna that could lie
flai on a roof or perhaps be built into other features of a house is an example. A third

5 pc o hasagAspect of a strategy would be to put less reliance than we have on the Saudis and Egypt.
_) {""?f? We could hedge our bet on these corrupt and possibly fragile regimes by seeking better,
Ceudi, ng'l‘ closer relaiions with the other Gulf States. In any case, the other Gulf States have
histoncally sought alliances with the dominant Western power; since the Saudis have
claims against parts of their territory and this is a way of keeping them at bay, We should
also explore long-term investment strategies in alternative energy sources and accelerate
the transition to a more hydrogen-based energy regime. There are also some
extraordinarily interesting developments in solid state physics that provide materials that
produce electricity from heat. Such devices could increase the energy efficiency of
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automobiles and many other energy consuming processes. The objective would be to
increase our {lexibility through less dependence on the Saudis and also to keep a
downward pressure on oil prices. We should limit the funds available ta the Saudi’s for
supporting and spreading the Wahhabi version of the Moslem faith, which without their
support would be a minor radical heresy.

In summary, we should shift our attention to and build up the non-Arab parts of
the Moslem world. Turkey and Iran are the two most obvious cases where this might
seem possible. It is interesting that within the Moslem world after the first couple of
centuries it was the Turks and the Persians who largely dominated that world. Both are
ancient pecples with a long history as centers of empires and a sense of community that is
lacking in Saudi Arabia, which was put together only in the 1920’s. Within the Arab
world we ought 1o shift our attention and reliance away from Egypt and Saudi Arabia to
other Arab countries such as the smaller Gulf States and, should we be able to replace
Saddam Hussein, increase the role of Iraq. Iraq among the Arab states has been the most
successful in producing a technically educated cadre capable of something like modern
westermn standards of performance.

Attached for further reading:
Attachment A, Three aliernative Moslem world,

Attachment B, notes from a meeting on the longer term strategic consequences of
the current war on terrorism.

11-L-0559/0SD/11584
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June 25,2002 11:47 AM

TO: Steve Cambone
FROM: Donald Rumsfeld ’Q\

SUBJECT: Space

Pleasc take a Jook at this note from Jim Roche on space. My instinct is he is

right—don’t you agree?
Thanks.

Attach,
06/19/02 SecAF memo to SecDefre: Various Notes

DHR:dh
062402-12

Please respond by o7 /Zc ,f T
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MEMORANDUM FOR SECRETARY OF DEFENSE ]
SUBJECT: Various Notes

Boss,

There were four recent notes from you that 1 wanted to address briefly.

1.

Reliance on Space. [ do think that the industrial base for space is in
bad sham you often. I’ll let my friend, John Stenbit, be
the optimist, but I’ve seen too many problems in the space area to be
sanguine that all is well these days. Too many systems under development
are not healthy, and the industry seems to be doing little to fix itself. Thus,
I believe we have to be more imaginative in thinking about space, and we
have to be careful not to throw money at an industry that is having very
hard times performing. For example, GPS is vulnerable to jamming, The
first response is to accelerate GPS III. Yet, the issue is more complicated.
For some of us, the issue is accuracy of weapons, and such weapons have
both GPS and inertial systems on board. What to do? Well, a better
inertial systern most likely fixes the problem since the time of flight of a
weapon like JDAM is so short. And, a new and better inertial guidance
unit would be a heck of a lot cheaper. Another issue is the possibly
overextended use of GPS for accurate clocks. We need to understand this
issue better than we do presently. Point: a sensible response may include
taking actions other than a rush to increase the power of the satellites. In
time, this should be done, but at a deliberate pace. Similarly, Spaced Based
Radar should not be a macho technology demonstration. Rather, we are
trying to understand what is needed for ground-moving-target-indications,
and how the space component should be a complement to a portfolio of
systems to include JSTARS or Global Hawk. Much cheaper than
attempting to solve all problems with spacecraft alone. In fact, given the
basic radar equation (effective power is a function of one over the distance
the energy must travel raised to the fourth power), any radar in space that
tried to be the equivalent of JSTARS would cost a large fortune, As to our

11-L-0559/0SD/11586
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dependency, and looking for a “way ahead,” | agree with Pete Aldridge on
the idea of a Defense Science Board\Scientific Advisory Board (USAF).
Also, given the emerging dearth of systems engineers, we may wish to
sponsor a National Institute for Systems Engineering. Pete Aldridge, Pete
Teets and I are looking into this.

2. Misuse of the Purchase Card as unveiled by the GAO. Our own
auditors have been on this wicket since I arrived. The GAO was ahead of
us in some cases. The misuse is a disgrace, and we have both our FM
organization and the AF IG jointly investigating. We will go after any and J{/
all abusers, as well as making our Commands more aware of the potential
to misuse the card. 1'm especially upset about the $40K in late rental car
charges; this is just sloppy management.

4
‘ /& 3. End-strength. This has been very emotional in the Air Force. Asa
T W base i tal tandi itment. And, we still
A ase is opened overseas, we get a long-standing commitment, ,
R T have Northern Watch and Southern Watch, etc. to fulfill. For example, we

g L‘A\,‘U{f’ _ Wﬂ had about 8K folks deployed to SWA on 10 September. We added about

0 /iﬁ}/ 12K for OEF. But, we still have 18K there now, and they need rotational
S jvj"’ ..~ replacements! Further, Noble Eagle adds a new mission for us, as does the
AR }‘ heightened protection of US air bases. And, we have done better in

o ul N .\» }vyvrecruiting and retention than anticipated. Still, you are quite right. We
V.t 47 have to adapt faster, and deal with our skill-mix problem soonest. It is in

> ""L 2 \ |- our own interests (e.g., an addition of 7000 people costs us about $350

. 7" million a year, and grows; that’s more than the costs of doing a major
N upgrade for seven AWACS aircraft.) The bureaucracy always finds it

, 'J\WL easier to just add people, and it finds all kinds of reasons not to let people

ol go (e.g., I found the Guard holding ontc airmen from Noble Eagle even

though we are partially stood down.) Overall, there is the issue of “waiting
for the next shoe to drop.” What have John and I done? We’ve met with
all of our three and four star generals, as well as many others involved.
While I can make a good case for force protection people, I've directed that
we end stop-loss and the mobilization of other than force protection
Egﬁ(%nlel and a handful of other specialties. We should be under 2% end-
strength by 1 October, vice the 4% you were shown, and well under the 1%
level by 1 November. I'll have the drawdown curves for you in a week or
s0.

4. Video from UAVs. I've given my input to Pete, since I was a copy
addressee. The Bosnia footage is from neither a Global Hawk nora
Predator. Still, we have issues that need to be addressed. In short, Global

11-L-0559/0SD/11587
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Hawk is fine because it uses military links and is encrypted. Predator is
not, mainly because it is still very developmental and we did not want to
spend money on encryption until we understood just how we were going to
use the video, etc. We did not envision, for example, that we would be
feeding video in other aircraft, or directly to soldiers on the ground. By
March 2003, we will begin to use some commercial encryption. Since
Predator video is perishable for the most part, this should do the trick--and
far cheaper than using NSA-level encryption.

Boss, this should bring us up to date. I wanted you to know that we’ve been
working each of your questions.

A

es G. Roche
Secretary of the Air Force

CcC:
DepSecDef

11-L-0559/0SD/11588
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- k\)\”vk’\
TO: Torie Clarke ﬂ

@ﬁgFROM: Donald Rumsfeld (94\ b RA\J /‘\/ C,/}
ryd

SUBJECT: UBL
w\”l//y

/ Please make sure no one in the White House is saying we are going to catch UBL

Ny
s

UD+§{M19H6’J"V/

by 9/11, and let’s make sure if we hear it anywhere around this building, we knock

it down.

Thanks.

DHR:dh
082502-7

ll..II-III..I......IIl.....l...l..l..‘.l..lIl-.I-l...-..IIIIIIIIII.I....I

Please respond by O 1 / l2for
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June 25,2002 7:31 AM

TO: Bill Winkenwerder
FROM: Ponald Rumsfeld (M

SUBJECT: Modernization

I just took a look at the memo Newt Gingrich sent you on March 27. It sounds to

me like he is on the mark.

Please know that I am anxious to have you make progress on modernization.
Newt thinks you are going to have to insist on a modern contract proposal if we

are going to make any real headway.

Do let Paul or me know what we can do to help and please keep us posted.
Thanks.

Attach.
03/27/02 Gingrich e-mail to SecDef

DHR:dh
062502-5

Please respond by __ 0% 02 [ o2

Ules20 02
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From: Thirdwave2@aol.com ( Newrt 61 (‘\(L\\ sﬂl
Sent:  Wednesday, March 27, 2002 4:36 PM m] E HAS
To: ) I@osd.pentagon.mil; Ed.Giambastiani@osd.pentagon.mil; JUN 24 2(][]2
Ce: Herbits1@aol.com; James.P.Thomas@osd.pentagon.mil

Subject: for secdef depsecdef

to secdef, depsecdef

from Newt 3/26/2002

attached is a memo | just sent Winkenwerder and Quam on the work they are doing
to modernize healthcare for DOD. They are making real progress but the next
phase of getting the bureaucracy to write the contract proposals is really difficult
and encouraging winkenwerder to really insist on a modern contract proposal
couldbe abig step toward having better healthcare whie saving up to $22 billion over
the ext five years.

Winkenwerder is doing really well but 1 think it would help if he knew he had support
from secdef and depsecdef lo continue moving to modernization

newt

to Bill Winkenwerder and Lois Quam

It sounds like you are making real progress on thinking through a 21st century
system of healthcare for DOD. | am a little concerned about several steps that
coutd make it more difficult to achieve the increase in quality and savings in money:

1. the bureaucracy historically developed a very different type of contracting than
the model required for high quality, advanced technology healthcare. It is really
important to ensure that the actual proposal writers spend time learning the
principles and themetrics of this more modern system. They should not be trying to
marginally improve the traditional system which is what they are familiar with but
rather should start from the requirements of the new, more modern contracting
system and then design it anew, That may require soem training or some oversight.
In its absence | will be very surprised if they do not gradually and despite
themselves revert to writing large sections in the old pattern.

2. It would probably help to hire an outside consultant who is an expert in how
modern health contracts are written to help the senior civil service learn the new
model, to be available to brief the news media from an objective standpoint on why
the new model will deliver better quality care than the old model, and to be able to
meet with congressional staff and members of congress to explain the new system
and the fact that it is based on the developments in the priavte sectopr which
provide better services at lower cost.

Finally, | think Torie Clarke and Powell Moore need to be apprised at some point of
these exciting new developments because some of the current contract holders are
almost certainly going to try to fight any significant modernization which would
expose them to new competitors and new requirements. It is important to design the
entire process and the way it will be explained to the news media and the legislative

3/28/2002 11-L-0559/0SD/11591
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branch to ensure that the focus is always on better quality care and mroe modern
systems for the military families and retirees.
Newt

3/28/2002 11-1L-0559/0SD/11592
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June 25,2002 7:21AM

TO: VADM Giambastiani
FROM: Donald Rumsfeld

SUBJECT: CNO Letter

Please make sure you give me the CNO letter. [ don’t femember it. Let’s look at
it. Shouldn’t something like that be logged in, so we know when we have

answered and when we haven’t?

Thanks.

DHR:dh
062502-6

Please respond by

—~CHNO LT e ot lnd

—O/{/D WW,W/W
e Cv"b s 11

Gfed5

171 MSA(P%)
Lo acton oo

W/M%Q/W

~ POMW Wffi



UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000

ACTION MEMO
FPERSONNEL AND
READINESS April 18, 2002, 4:00 PM
FOR: SECRETARY OF DEFENSE DepSec Action

FROM: David S. C. Chu, Under Secretary of Defense (Personnel and Readiness)

SUBJECT: Meeting Military Personnel Requirements for the Global War on Terrorism

¢ Attached memo to Admiral Clark (Tab A) addresses your concern with his
proposal (Tab B) to exceed the FY 2003 Defense Planning Guidance (DPG)-
specified military manpower level of 376,000 in both FY 2002 and 2003,
¢ Admiral Clark proposes drawing down the Navy’s military end strength from
the current level of 393,000 to 383,000 by the end of FY 2004.
¢ The higher number includes reserve component (RC) personnel currently on
active duty, primarily for force protection, but it exceeds the DPG level.

¢ During recent Senior Leadership Review Group (SLRG) deliberations, we deemed
it appropriate for the Department to look for ways to reduce long-term military
manpower nceds by 1) reducing forward presence, 2) reexamining missions, 3)
streamlining headquarters, 4) civilianization, and ) leveraging technology.
s Appropriate OSD activities have been tasked 1o study these issues, with the goal

of reducing military requirements by the end of FY 2003. The groups wil}
provide mid course status updates to me by mid May.

o This problem is not unique to the Navy. All four Services currently exceed the FY
2003 President’s Budget levels for FY 2002, as directed in your FY 2003-07 DPG.
¢ Given the RC mobilization, we expect all four Services to share the Navy's

problem, so the response sets a precedent for the others.

s The memo advises Admiral Clark of the SLRG-directed studies and encourages
him to help find less military manpower-intensive ways to meet operational needs.
o [tacknowledges that the results of the studies will not be available in time to
allow the Services 10 comply with the DPG direction (or FY 2002.
¢ [t also indicates we will expect the Services to comply by the end of FY 2003.

RECOMMENDATION: Sign memo at Tab A.

COORDINATION: USD (Comptroller) (Tab C)
Attachments:
As stated

. . )
Preparcd by: Colonel Sidney L. Evans, Jr., USAF,

Ty
1 1-L-055§788D/ 11594



THE SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, OC 20301-1000

MEMORANDUM FOR CHIEF OF NAVAL OPERATIONS

SUBIJECT: Meeting Military Personnel Requirements for the Global War on Terrorism

[ appreciate your concern that the global war on terrorism is stressing naval forces,
as they are currently constituted. I know your concemns are shared by all three Military
Departments.

During our Senior Leadership Review Group deliberations last month, [ tasked
Under Secretary Chu to imitiate a process to reduce our long-term military manpower
rcquirements. We have tasked activities throughou: the Office of the Secretary of
Defense to determine the extent to which reducing forward presence, reexamining
missions, streamhning headquarters, converting lower priority military billets to civilian,
and leveraging technology will reduce long-term military manpower requirements.
These groups will report back to me hy the end of June. I realize the Services will not be
able to take advantage of these recommendations before the end of the current fiscal year,

In the long run, however, [ am convinced real progress can be made toward
realigning existing military manpower resources in accordance with these
recommendations. As a result, I fully expect the Services to comply with the Defense
Planning Guidance targets by the end of Fiscal Year 2003. I look forward to your help in
ensuring our military footprint is kept as small as possible to meet operational needs.

11-L-0559/0SD/11595
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CHIEF OF NAVAL OPERATIONS =

Sir,
A quick note to forward the attached manpower memo.

1 understand the desire to limit end strength increases. That said, I have almost
393,000 people on active duty today. As we build the FY04 FYDP, 1 intend 10
implement manpower reductions which will absorb the 10K reserves currently on
active duty (primanly for force protection) into our active duty base¢ and execute
FY-04 with 383,000 end strength. [n other words, | will provide this new post 9/11
security requirement and reduce our active duty baseline by 10,000 people. To
accomplish this, 1 must increase my active duty end strength,

It would be irresponsible for me to recommend 2 manning strategy which did not
provide for the security of our people and the base structure necessary o wage the
global war on terronism. This plan does that.

Request your approval of this approach as we build our FY-04 program.

““Very respectfully,

M
lark
Admiral, US Navy

o654, /02
Ptitadihan e

11-L-0559/0SD/11596



DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL CPERATIONS
2000 NAVY PENTAGON
WASNINGTON, D.C. 203502000

IM REPLY REFER TO

A5 AL
fiA 20 160

FOR: SECRETARY OF DEFENSE —

FROM: ADM V. E. Clark, Chief of Naval operauon”s gl

_.-/

SUBJECT: Meeting Military Personnel Requirements for the Globa! War on Terrorism

¢ Pronties of the Global War on Terrorism have driven Navy to re-baseline our military
personnel requirements in two ways:

» Maintain higher levels of ship and squadron manning during interdeployment penods to
enable accelerated deployment of forces if required to meet operational requirements.

¢ Provide sufficient manpower to maintain Force Protection Bravo Plus. A minimum of
4383 (5200 max) additional personnel are required to meet this unanticipated requirement.

s Navy's strategy would draw down from today’s on-board count of 392K military (Active and
Reserve) to about 383K while maintaining the higher level of capability dictated by current
circumstances. We will reduce end strength associated with decommissiening ships {about
3000 actives). We expect to release the majority of Reserves by the end of FYO03, replacing
those providing force protection with a combination of active military, civilians, or
contractors. To accor.plish this, we will require flexibility in both the number and the
budgeted cost of military manpower.

e Request OSD allow Navy the flexibility to determine both the most cost efficient and
exccutable manpower mix required. Specifically:

1. Authorize Navy to execute to the 2% flexibility in active end strength in FYO02 and FY03
as allowed in law.

Authorize the use of PBD 736 O&M,N funding allocated for Security Forces/Technicians
for the increased mihitary cost and/or technology.

Permit Navy to establish its POMO4 active end strength controls as needed to meet
requirements.

8]

b

RECOMMENDANICONR SecDef approve the increase in the active end strength.

APPROVED:
DISAPPROVED
OTHER:

COORDINATION: Nore.
Prepared By: CDR Tom O'Loughlin

Copyto: SECNAV
11-L-0559/0S8D/11597
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Under Secretary of Defense (Comptroller) Dov S. Zakheim 29 Apnl 2002
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ACTION MEMO

April 18, 2002, 4:00 PM

FOR: UNDER SECRETARY OF DEFENSE

(PERSONNEL AND READINESS)

FROM: Jeanne B. Fites, Deputy Under Secretary of Defense (Program Integration)

SUBJECT: Meeting Military Personnel Requirements for the Global War on Terrorism

Attached memo for Secretary Rumsfeld’s signature to Admiral Clark (Tab A of package
at Attachment 1) addresses the Secretary’s concemn with the Navy’s proposal (Tab B} to
exceed the FY 2003 Defense Program Guidance (DPG)-specified military manpower
level of 376,000 in both FY 2002 and 2003.

e Admiral Clark proposes drawing down the Navy’s military end strength from the
current level of 393,000 to 383,000 by the end of FY 2004.

o The higher number includes reserve component (RC) personnel currently on active
duty, primarily for force protection, but it exceeds the DPG level,

During recent Senior Leadership Review Group (SLRG) deliberations, we initiated
panels to look for ways to reduce long-term military manpower needs by 1) reducing
forward presence, 2) reexamining missions, 3) streamlining headquarters, 4)
civilianization, and 5} leveraging technology.

s The groups will provide mid course status updates to me by mid May.

This problem is not unique to the Navy. All four Services currently exceed the FY 2003 |

President’s Budget levels for FY 2002, as directed in your FY 2003-07 DPG.

s Given the RC mobilization, we expect all four Services to share the Navy’s problem,
s0 the response sets a precedent for the others.

The SecDef memo advises Admiral Clark of the SLRG-directed studies and encourages

him to help find less military manpower-intensive ways to meet operational needs.

* [t acknowledges that the results of the studies will not be available in time to allow the
Services 1o comply with the DPG direction for FY 2002,

e It also indicates we will expect the Services to comply by the end of FY 2003.

RECOMMENDATION: Sign memo at Tab A.

™
COORDINATION: OUSD (Comptroller)' 2/~ 4 APR 29 200

Concur with minor edits.

Dov Sf‘éakheim

Attachments:
As stated

Prepared by: Colone!l Sidney L. Evans, Jr., USAF, |' I
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THE SECRETARY OF DEFENSE
1000 OEFENSE PENTAGON
WASHINGTON, DC 2G301-1000

MEMORANDUM FOR CHIEF OF NAVAL OPERATIONS

SUBJECT: Meeting Military Personnel Requirements for the Global War on Terrorism

1 appreciate your cancern that the global war on terrorism is stressing naval forces,
as they are currently constituted. I know your concerns are shared by all three Military
Depariments.

During our Senior Leadership Review Group deliberations last month, I tasked
Under Secretary Chu to initiate a process to reduce our long-term military manpower
requirements. We have tasked activities throughout the Office of the Secretary of
Defense to determine the extent to which reducing forward presence, reexamining
missions, strearmnlining headquarters, converting lower priority military billets to civilian,
and leveraging technology will reduce long-term military manpower requirements.
These groups will report back to me by the end of June. I realize the Services will not be
able to take advantage of these recommendations before the end of the current fiscal year.

In the long run, however, [ am convinced real progress can be made (oward
realigning existing military manpower resources in accordance with these
recommendations. As a result, I fully expect the Services to comply with the Defense
-Prograv Guidance targets by the end of Fiscal Year 2003. | look forward to your help in
/ensuring our military footprint is kept as small as possible to meet operational needs.

Plarnn,

i

11-L-0559/0SD/11600
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June 25,2002 7:49 AM (n

TO: VADM Giambastian -
FROM:  Donald Rumsfeld DI\
SUBJECT: CVN-77 and CVNX
Is this note from Newt on CVN-77 and CVNX something that you ought to show
or talk to Vern Clark about or should ]? Please let me know what you think.
Thanks.
Attach.

(3/21/02 Gingrich e-mail to SecDef re: CVN-77 and CYNX
DHR:dh
062302-12

Please respond by __ ©8 /0 2 / °Z
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TO: Dov Zakheim

FROM: Donald Rumsfeld %

SUBJECT: Health Reform

Please take a look at the attached note and tell me what we can do to fix it.
Thanks,

Attach.
Note

DHR:dh
062502-22

Please respond by 0% {02 jo1-

Ules23 02
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There is a signficant opportunity to conduct the DoD's administrative
transactions more efficiently. They currently pay around $8.00 per cialm, because
they don't use industry standard codes. (Medicare is the industry standard which
the private sector adopted.) Claims costs are more commonly in the $1.

e .
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UNDER SECRETARY OF DEFENSE P e e
1 100 DEFENSE PENTAGON SOOI
WASHINGTON, OC 20301-1100 '

W Ne-1 Ft s 09

CCMPTROLLER

INFO MEMO

August 1, 2002, 3:00 PM
P FOR: SECRETARY OF DEFENSE

/ FROM: Dov S. Zakheim
{ SUBIJECT: Defense Reform: Detense Health Program (DHP) Claims Processing Costs

¢ You sent me a note which indicates that the Defense Health Program (TRICARE)
pays $8 per claim rather than Medicare's $1 and asked what we could do to fix this
(TAB A).

¢ TRICARE does use industry standard codes to process claims. However, TRICARE
costs are higher because TRICARE offers three different benefit packages with a
complex system of authorizations and referrals and reimbursement rates. TRICARE
claims processing costs are in fact similar to private insurers’ claims, which cost

e

between 36 10 $10 per claim. Additionally, TRICARE requires military-unique data

———

to be submitted for processed claims; this requirement increases claims costs.

o The $! cited for Medicare claims includes only the cost of processing the actual

claim for the single Medicare benefit. The cost of processing Medicare managed

———

care claims is about $5 per claim.

e

o Nevertheless, we can still initiate improvements to reduce TRICARE claims

processing costs. These include:

o Increase electronic claims — Current electronic submission rates for TRICARE are
20 percent (excluding pharmacy and TRICARE for Life claims) compared with
the industry standard of 65 percent.

o Increase auto-adjudication of claims (as opposed to manual) - TRICARE auto-

adjudication rates are below S0 percent. ..
S R ANT DLRA 2]
[SR M#. « -AMBASTIANI

MA BLIZ ! | 11 /5 L2k /02
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¢ Reduce claim inquiry rates — TRICARE inquiry rates are four times higher than
Medicare.

8 The Department is now implementing two approaches 1o reducing TRICARE ¢laims

processing costs.

¢ First, the TRICARE Management Activity (TMA) will be processing claims for
Medicare-eligible beneficiaries separately from regular TRICARE claims, making

these claims easier to process and resulting in lower cost per claim.

o Second, TMA is developing initiatives to increase electronic claim submission
and improve provider and beneficiary education. These initiatives, along with the
development of future managed care support contracts using industry best
business practices and less military unique requirements, should result in the

necessary improvements and reduce TRICARE claims processing costs.
COORDINATION: TAB B.

Attachments:
As stated

Prepared By: John M. Evans, i8)
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June 25,2002 §:29 AM

TO: Tone Clarke
FROM: Donald Rumsfeld W\

SUBJECT: Victory

For your possible interest, I have attached a paper from Newt Gingrich on victory
over terrorism. Some of the speechwriters or some of our folks might want to use

some of those pieces that are still relevant.

Thanks.

Attach.
Sep 2001 Gingrich paper: “Ten Principles for Victory Over Terrorism”

DHR:dh
062502-21
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Please respond by
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SECDEF HAS SEEN
: (f/ JUN 2§ 2002

Ten Principles for Victory ():ver Terrorism

The attack on September 11 was a 2]st century Pearl Harbor committed by a 21st century
enemy, and launched a 21st century war, )

The President was exactly correct when he said - We ;.re not about punishing those who
did this onc thing. We are about defeating tervorism. He seid in his Texas way, ~ We will
“whip” them. - “Whipping” isn’t the same as punishing. “Whipping,” in Texan—means
defeat i

Secretary of State Colin Powell at a State Department Iprcss conference also had it exactly
right when he stated we will form a coalition willing to work wath us, but we will act
unilaterally whenever necessary. Our opponents are terrorism and the states that support
them. Paul Wolfowitz at the Pentagon also got it exactly right when he explained that it is
not just the terrorists, nor the structures, but the states that harbor and protect the terrorists.

In August of 1990, we orchestrated 28 countries for cight months, put 00,000 American
troops in the field and bombed Iraq for 42 days over thic invasion of Kuwait. If that was
the appropriate-scale campaign over the invasion of a distant country, then for the most
powerful nation in the history of the world, the question is, what is the appropriate-scale
campaign after thousands of American civilians have been killed in our own cities? It is
imporiamt to understand this. This is not about a tiny thing. This is not about a few
Tomahawk cruise missiie strikes. This is not about three Special Forces teams performing
magical missions. |

Defeating terrorism is an enormous task. In may be closer to the Second World War in
terms of scale and complexity to any conflict since thﬁn.

In that context, there are ten principles that will create'the potential for victory.
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Principle One: We are at war.

We have been at war at least since 1990, when Saddarm invaded Kuwait. Terrorists have
been continually killing Americans since then. This time terrorists crossed the threshold of
killing enough Americans in our own country that it cannot be avoided by our political
system. .

As of September 11, terrorists have come into American temitory to use American aircraft
10 kill thousands of innocent Americans. That was an act of war more despicable and more
costly in American lives than Pearl Harbor.

We are at war. We have to defeat terrorism or they will end safety, freedom, and
civilization, as we know it. We have no altemative, We must win

Principie Two: 1b wars your enemies are allowed to be clever, covrageous, and
determined.

On the Washington Post website there was a headlme'lhatmd, *Taliban wams of revenge.
Afghnmstan’s ruling Taliban warned of revenge if the United States attacked their country
in retaliation for this week's devastating terrorist assaults.”

Well, why shouldn'tthey? If the Taliban, given the efioice of being on the side of
civilization and the side of terronism chooses terrorism, and we arc so foolish as to only
bomb their country, why shouldn’t they seek revenge? When you go to war, you seek
victory, so that they are no longer in power, so they do not have the power to take revenge,
so they cannot threaten you. Time is always on the side of the evil. It is an important
premise of history. Time is always on the side of evil because they can wait, they can plan,
and they can look for vulnersbilities while the good go about their daily business. But ia
order to defeat terrorism, the good have to mobilize for decisive victory.

Principle Three: In wsr, your vision of success is decisive for the rest of your
achievement.
It is importam for this administration 10 codify what the President has said.

In World War I we picked a very specific goal-unconditional surrendes. 1t was quite
clear. We occupied Germany, Japan, and Italy. We created democracies. The worid has
been better ever since. That was a direct goal. -

In the Civil War, Lincoln chose a specific very, very Hard goal--unconditionsl victory, and
he paid with more lives to achieve that goal than in any other American war.

In Korea, we tolerated the goal of sialemate because we thought the geopolitical
consequences were 100 great. We have had troops in the Korean Peninsula since 1950.
Korea has been a long campaign, this is the SIstyw..

-2
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“In Vietnam, we decided that defeat was preferable to the risk of victory, not that we could

not win, but the nation, the body politic, after a decade of agonizing interna! struggle,
decided that defcat was preferable to the cost of victory.

In Desert Storm, we arrang : a coalition for or a limited goal--kick Saddam out of Kuwait
and weaken him. That was a\very specific goal. It turned out, in my judgment, in
retrospect, to have been wrong, and I think all of the architects of it would now agree.
They thought he would fall as 3 consequence, an underestimation of the survival
mechanisms of dictators,

1t is vital that we have the right vision. It is not poing after bin Laden, who is trivial in this
larger context. It is not going afien the specific terrorist organization that launched the
attack in New York. Yes, it would be useful to know who they are, yes, we should get
them, but they are a symptom of the Uisease, If we eliminate them, we will simply create
martyrs. They will be the bin Laden brigade. There will be a new generation of theit
children who decide 1o fight us. '

SN
The only legitimate vision is the defeat and the destruction of the system of terrorism, and
that requires that we declare terrorism to be's crime against humanity, just as we did with
piracy, and that we refuse 10 accept the existence of any regime which harbors, supports, or
protects terrorists. Anything short of that simply sows the seeds so that in a few years
organized terrorism wiil come back.

I was on the National Security Commission, the Hart-Rudman Commission, and we spent
three years studying the world of 2025. Our numbkr one unanimous conclusion by 2
bipartisan panel of 14 people y’ms that the most significant threat to the United States is a

weapon of mass destruction going off in our cities, biglogical, chemical, or nuclear.

We know today, that Saddam Hussein is willing to ac
his program for weapons ¢f mass destruction, that Iran hay a massive program underway,
that North Korea, while jis population is starving despite bajng the largest recipient of U.S.
food aid in Asia, has a nfassive program of weapons of mass destruction.

any level of sanctions to keep

You read what these colntries are saying and you wonder why\no one understood Hitler in
the 1930’s, just as we don't understand our generation's Hitlers. \So we have to take their
words and their programs seriously.

Principle Four; The 1{1:]::: are enormous.
The Second World War we understood. Our way of life wes threatened. A world in which
the German Nazis, the fmperial Japanese, and the Italian fascists had won would have been
» stunningly different world. Today we face a similar stark choice. There are principles at
stake on two grounds. first is the very fabric of a free worldwide economic politicat

structure, the ability 1o travel, the ability to have a decent job. Also consider the necessity

Ten Principles by Newt Gingrich
Sentemher 2001
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in the global economy to have just-in-time delivery where Taiwan or Thailand or China or
Mexico is making something that arrives at the auto factory exactly on time for production.
Terrorists are directly threatening the entire fabric of the world we have built for the Jast 60
years.

Second, if we do not defeat terrorism while it is still using conventional weapons, we will
inevitably in our lifetime be faced with terrorism using weapons of mass destruction. This
is a tragic, but providential warning, of a much worse future.

Principle Five: Issue 2 series of ultimatums.

Sudan will cease to house terrorists or we will replace the government of Sudan. The
Taliban will cease to house terrorists or we will we replace the Taliban. This does not
mean you have to be stupid. It does not require us, for example, to decide that we will put
seven American infantry divisions in Afghanistan It may mean we decide to allocate $3
billion to hire every Afghan who does not like the Taliban and arm them and then help
then with Americaa firepower. And in less than a year, my guess is American air power,
combined with armed Afghans, would drive the Taliban from power.

Similarly, in Irag, we should not do something indi reétly with volunteers as guerrillas. We
arc the most powerful nation in the world. If we want to eliminate the regime of Saddam
Hussein, we have the capacity 10 eliminate it. We did not say, let's set up a froe Japanese
guerrilla movement in 1942. We did not say the OSS could liberate Europe. We said the
0SS is a helpful addition while we land at Normandy and bomb Genuan cities.

This is a serious nation, and if this is a serious war, then the message is simple. Saddam
will either close down all of his cfforts toward weapon systems of mass destruction, and be
will expel all of his tesrorists or we will create a government in Irag that will agree not to
do this. We musi insist on change, because we now have vivid proof in New York and
Washington of the future if we do pot. The next time it will not be an airplane. The next
time it will be a chemical weapon or it will be a germ agent or it will be a muclear weapon.
We must take this seriously. No one should say they have not been warned by the facts of
their own life during the week of September 11.

Principle Six: To achieve victory we must plan for a coercive, not a consensual
campaign.

In a consensual campaign you say, 1 really wish the Sudanese would be nice, but they
won't do more than X In a coercive campaign you say, anyone not doing X, anyone not
doing the minimum we have set, we will have to replace. So we just need to know which
team you are on, and there are only two teams on the planet for this war. There's the tcam
that represents civilization, and there’s the team that represents terrorism. Just tell us
which team you are on because there are no neutrals.

Y .
Ten Principies by Newt Gingrich
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The Swiss Banks have to now break their secrecy law to find out everything we need to
know about terronism, period. 1f not, we should isolate the Swiss Banks, and they will not
be part of the world banking sysiem. Again and again, across the planet, when the United
States is serious, it is amazing how many people decided that they are on the side of
civilization,

This is not asking permission, this is stating a fact. There are two scorecards, which
scorecard do you want? We are going to replace the government who choose the terrorist
scorecard, so if you would like 10 be on the replacement list, we need to know it because
we have a planning process underway, and we already have two lined up, and you know if
you want to be third, we need your information

The key word is replace, not punish.  You do not punish governments that are dictatorships
because they do not care if you kill their civilians. They do not care if you kill their
infantry. If we have killed 100,000 Iraqgis, and it has not replace Saddam'’s dictator ship it
should teach us something. Saddam could not care if every Iragi died, as long as he was
the hero of the myth. We have to talk about replacement, not about punishment.

Principle Seven: The campaign has to be comprebensive.

We should reach out economically, diplomatically, and militarily to all Muslims who
oppose fanatical terrorists. We should offer the future of a better way of life for every
Palestinian who would like to live in peace and prosperity. We should be clear to every
Muslim country that we are not anti-Muslim. We are anti-fanatic, and we would like to
have good relations with every non-fanatic. It is as important to be prepared to be
economically supportive as to be militasily effective.

One of the keys to winning the Cold War was the Marshall Plan, which was at Jeast as
important as ¢reating NATO or the CIA or the Strategic Air Command. We should have a
comprehensive understanding that in this war, we will be the proactive ally of creating
prosperity, and safety and freedom for the entire Muslim world that wishes to live in
civilization. We will only be coercive and focused on those fanatics who give us no
choice, including governments that give us no choice. ]t cannot be only e military or an
intelligence campaign. It has to be an economic, military, diplomatic, and political
campaign.

Principle Eight: The coalition must be the Jargest willing to support our plan.

It is a very impontant distinction. We cannot write a plan designed to have a big coalition,
We have to write a plan to win and then recruit to the plan. Countries that are not willing
to participate but also not harbor any terrorists are fine. This ig a passive support we will
tolerate. But, we should not tolerate opposition. For example, Urugusy may decide they're
not in this fight. That's fine, as long as they do not harbor terrorists. No country can
harbor terrorists and claim to be out of the fight.

-5
Ten Principles by Newt Gingrich
Sentember 2001

11-L-0559/0SD/11612



" Sep.19 'B1 21:49 IRENE m.snl(b)(a) Fax

Principle Nine: We have to sustain freedom every day.

A worldwide economic system and a high-speed prosperous free society is inevitably
vulnerable to a deeply committed statc-supported terrorism. It is inevitable. Whatever we
brilliantly figure out how 1o stop this time, they will study, and they will look for the one
thing we have not figured out because they only have to hit once. They do not have 1o hit
every day. We have to sustain freedom every day.

It is unavoidable, if you intend to remain a prosperous, free socicty, that our campaign
must be 90-percent offense and only 10-percent defense. Our job is to root out the
terrorists, root out the organizations, and root out those governments which support them
because only by pursuing evil abroad can we stop evil from entering the United States. We
cannot ever passively build a system that will stop cvil from cntering the United States.

We can only slow it down.

Principle Ten: We must continuously communication to the American people and
most people around the world about what it means to be on our side.

This war will be fought in the age of 24-hour news channels. The powerful wrenching
images of Americans dying on September 11 will gradually fade as new images are
projected on a daily and even hourly basis. Our opponents will maneuver to maximize
civilian casualbes in any American action. The timid and the undecided will seck every
opportunity to explain why we should accept minimal results, be patient, and avoid
aggressive achion.

Mistakes will happen. It is vital that the right explanations and the right language are
asvajlable within the news cycle on a 24-hour basis. 1t is also vital that those words and
explanations fit both the American people and audiences around the world.

Information campeigns arc the decisive campaigns of the 21" century. They have to be
organized, resourced, and led just like any other aspect of warfare. This campaign to
defeat terrorism will only Iast as long as the popular support sustains it and that support
will require a substantial continuing information campaign both at home and ahroad

-~
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June 25, 2002 8:26 AM

TO: Steve Cambone
FROM: Donald Rumsfeld y /L,,

SUBJECT: Air Defense

Please take a look at the aitached from Newt Gingrich on air defense. He suggests
we ask for an assessment of the largest ground threat we might face from Iran,

North Korea, Iraq, etc.
Why don’t you get that fashioned for me and [ will sign it.

Thanks.

Attach.
05/11/02 Gingrich e-mail to SecDef re: Air Defense

DHR:dh
062502-20
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Please respond by
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From: Thirdwave2@acl.com JUN 2 5 2002
Sent;  Saturday, May 11, 2002 5:23 PM

To: |( 6) bosd.pentagon.mil: Ed.Giambastiani@osd.pentagon.mil; ?
Subject: for secdef,depsecdef-a truly bold idea on air defense

for secdef,depsecdef
from newt may 11,2002

a truly bold proposal on air defense

you should ask someone to assess the total forces spent on organic air defense
and the likely threats it is sized against.

Other than the first few weeks in Korea in 1950 | know of no occassion in the last
half century where the United States ground forces had to worry about an overhead
air threat. Thee may have been one or two occasions in Viet Nam but | do not
remember them.

During the Cold War it made sense to have an organic ground anti-air capability
because the Soviet Union was so large that the air to air assets could not stop
Soviet air for the first week or so of an all out wear in Central Europe.

You might ask for an assessment of the largest air to ground threat that we might

face from iran, North Korea, Iraq, etc. Our JOINT doctrine is to win air superiority
and have airpower (we have three fixed wing air forces and the Army and Marines
also have rotary air forces) kill enemy air threats.

There might be some limited anti-air capability you would want to keep. Maybe
some in Korea. A handful of battalions that could move with expeditionary forces
and would serve as a strategic reserve {but even then | doubt if you would need
more than four battalions for every contingency outside Korea}.

If those resources were diverted from anti-air to anti-missile capabilities it would
make a lot of sense. There are a lot of places where we could face a very
dangerous anti-missile capability and we prbably need more anti-missile assets
since air superiority cannot shoot down missiles and in the opening weeks we
cannot have any faith that air power can defeat mobile scuds.

The ground forces (army and marine) ought to own the anti-missile forces so we are
not talking about a cut in their assets but rather a shift from anti-air to anti-missile.

5/13/2002 11-L-0559/0SD/11615
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TO: Jim Roche

CC: Gen. Pace
Steve Cambone

FROM; Donald Rumsfeld {)k

SUBJECT: Predator Ground Stations

Please take a look at the attached from Newt Gingrich on Predator ground stations.
Any thoughts?

Thanks.

Attach.
05/12/02 Gingrich e-mail to SecDef re: Predator Ground Stations

DHR:dh
062502-19

Please respond by 07l vre / O~
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From: Thirdwave2@aol.com JUN 24 2002
Sent:  Sunday, May 12, 2002 5:32 PM

To: \ ) i@osd.pentaon.mil; Ed.Giambastiani@osd.pentagon.mi); Larry.DiRita@aosd.pentagon.mil
Cc: john keane@hqda.army.mil; kernan@jfcom.mil; peter.pace@js.pentagon.mil;

ken.krieg@osd.pentagon.mi); jaymie.durnan@osd.pentagon.mil; john. jumper@pentagon.af mil;
stephen.cambone@osd.pantagon.mil

Subject: ground stations for predator for ground force immediate links

for secdef,depsecdef
from newt may 12,2002
predator ground stations

someone asked me why we could not have ground units getting direct feed from the
predators. | checked with the folks at general Atomic and the numbers are
pathetically cheap($30,000 for a portable unit).. Every unit in Afghanistan could
have a predator downlink that is light and direct for a total for the country of one
million or less. This data could be available for every patrol and every uinit sent out
for contact as well as for the headquarters in the cities. It could also be provided to
our allies in country as an exampile of franchising the most modern technology to
people who cooperate with us.

there are undoubtedly some key questions {¢can we turn off the local download for
sensitive missions,etc.)

clearly this ought to be tested in the field here at home and become ubiquitous as a
way of creating situational awareness.

the following came from General Atomic.

The Rover Ground Receiver System consists of a Receiver/Antenna assembly,
Receiver Battery and a Ruggedized LaptopComputer. The breakdown of weight
and price is provided below.

Receiver/Antenna assembly:

Weight™ 10 Ibs

Price ~ $ 30,000 each

Receiver Battery:

Weight™ 2 Ibs

Price = Government Fumished Equipment(standard issue BA-5590/U)
Ruggedized Laptop Computer:

Weight = 10 Ibs

Price = Govemment Furnished Equipment

Total weight of system is less than 22Ibs. Total price of the system $30,000 each
plus cost of GFE items.

5/13/2002
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Please note: The Predator aircraftrequires a Rover modification in order to encode
and transmit video anddata to the ground systems. The price of the aircraft
modification is approximately $15,000 each.

5/13/2002 11-L-0559/0SD/11618
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TO: Steve Cambone
CC: Larry Di Rita
Col. Bucci

FROM: Donald Rumsfeld Di\

SUBJECT: Resistance

Please take a look at the attached from Newt Gingrich.

Larry, please set up a meeting for Cambone, you, Giambastiani, Wolfowitz and

me to discuss Newt’s memo on the three centers of resistance.

Thanks.

Attach,
03/05/02 Gingrich e-mail to SecDef re: Resistance

DHR:dh
062502-18

Please respond by O'?, 26 for
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From: Thirdwave2@aol.com APR
Sent:  [luesday,March 05, 2002 9:24 AM| 22 um
To: (b)(6) osd.pentagon.mil; Ed.Giambastiani@osd.pentagon.mil;

Subject: secdef-1

General Assessment for Secretary of Defsnse and Spegific Proposals
March 4, 2002
Newt Gingrich

l. You face three centers of aclive, serious resistance to your goals:

1. External opponents (Iraq, etc.)

2. The traditional Pentagon

3. Congress
Each will atternpt 10 continue its established behavior and avoid your efforts at change.
Clarity, decisiveness, explicit detegation and relentless follow up are vital on all three fronts.
Winning the Public Information Campaign is an unavoidable sine qua non of victory in all 3.

You must establish a rhythm of rapid smal! experiments at change and bold aggressive planning for action on all
fronts.

3/5/2002 11-L-0559/0SD/11620
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June 25,2002 8:06 AM

FROM: Donald Rumsfeld ‘V\

SUBJECT: Memo

Please type up this memo, starting with the word “equipment,” which I have

marked, and make it as an attachment and then send it to Tom White, with a copy

to Paul Wolfowitz:

Attached are some thoughts that were sent to me as a result of a visit
to Fort Lewis.

Please let me know what you think of it.
Regards.

Thanks.
Attach.
02/25/02 Gingrich e-mail to SecDef re: Fort Lewis Visits

DHR:¢h
062502-17

Please respond by __ O / 25 /o

Ul16330 02
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SECDEF HAS SEEN

JUN 2 4 2002

AN
(b)(6) @ \ {\4
: Clv, 0SD ﬂ\w
From: Thirdwave2@aol.com
Sent:  Monday, February 25, 2002 9:32 AM

To: Ebosd.pentagon.mil

Cc: Larry.DiRita@osd.pentagon.mil, Ed.Giambastiani@osd.pentagon.mil; Herbits1@aol.com;
stephen.cambone@osd.pentagon.mil; zakheimd@osd.pentagon.mil

Subject: Fwd: DEPSECDEF Visits IBCT at Fort Lewis
please print out for secdef,nawt

this is such a powerful critique of the lav and [BCT | have forwarded it to Paul on his trip but it suggests soveral
action items whicih would save DOD money and produce a better force,

newt

2/25/2002 11-L-0559/0SD/11622 ‘
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__DEPSECDEF Visits IBCT at Fort Lewis Page 1 of 2
l CIV, OSD Sent fom iy 005’%3@
Newt—6 e TING
from: MacGregor, Douglas A COL OFTF § 2009
Serit:  Monday, Fabruary 25, 2002 8:11 AM ol®w '('2..
To: ‘thirgwave2@aol.com' Co P& sent 4o L) ‘

Subject: DEPSECDEF Visits IBCT at Fort

Sir, sat through a meeting in which the Generals assume that the DEPSECDEF who knows
nothing about land warfare will be transformed with the help of his army exect into a wildly
enthusiastic supporter of this peacekeeping constabulary force. Assumption is that his
exposure to wildly enthusiastic and thoroughly rehearsed soldiers conducting dismounted
infantry tactics from the 1960s will greatly impress him. Doug

You may want to alert him to the following:
Equipment:

LAVs are cast off models from Canada and are nearly 10 tons lighter than the prototypes
coming off the assembly line now. In addition, the LAVs that the CSA want carry no armament
other than a 50 CAL MG (used by my Grandfather in WW |) or a 40mm Grenade Launcher.

Mobile Gun System (105 on LAV) will not be available until 2004 or 2005. Worse still, the
ammunition for this soft recoil must be developed independently because the gun cannot fire
existing 105mm ammunition. In addition, the MGS will be 18 inches taler than an M1A1 tank
and have to stop to shoot. Wheels cannot provide a stable platform - some RMA! Other
variants - engineer, C2 and so on face considerable problems. Variants will not be C130
capable. Current 23 ton LAV variant of IAV fas trouble with C130 deployability and must
deflate tires.

BRitish Army declined to participate in the future scout combat system program because the
UK insisted on tracks for survivability and mobility. UK rejected whesled solution for combat.

Communications:

LAVs have flat panel displays mounted in them to convey the impression of high-tech battie
command. However, all of the communications are legacy and single service - nothing new.

IBCT organization. Nothing new.

IBCT is a motorized rifle brigade of 3700 troops. It is part of 17,000 man interim division. Joint
CA4ISR capability does not exist inside the IBCT.As a result, the Joint C4ISR connectivity runs
through the division, not directly to the Joint Task Force. In addition, the Colonel that
commands the brigade has the same staff structure as a normal brigade and must depend
heavily on division headquarters for command and control. Plan is to deploy an MG with a
division headquarters to any future JTF. Purpose is to maneuver the 3700 man IBCT,

IBCT is acutely lacking in sustainment. it cannot operate independently for more than a couple

of days. lts fire support Is a man-intensive towed 155mm battalion. This is dinosaur
technology - the 155mm howitzer was originally developed in 1805.

11-L-0559/0SD/11623
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REPSECDEF Visits IBCT at Fort Lewis Page 2 of 2

IBCT has no aviation component and would depend on division to provide that. This means
IBCT is untrained to integrate Army aviation let alone USAF aviation.

IBCT is calling its reinforced scout company of 250 men in turretless LAVs a reconnaissance,
surveillance, targeting acquisition squadron. However, there is nothing to validate a superior
reconnaissance capability based on its equipment now or in the future. Most importanit, the
RSTA unit cannot perform armed reconnaissance. By the way, in the USMC, the 25mm
automatic cannon on the LAVIIl is referred to as a disengagement weapon because the
platform cannot engage in direct fire combat and survive. This is why the USMC relies heavily
on tanks and AAAVs in its MEUs and MAGTFs.

Mission Profile:

The IBCT permanently converts combat troops to peacekeeping constabulary troops. To
disguise this reality, the CSA says the unit is designed for the "high end of small scale
conflict.” In Army parlance that is peace enforcement. However, given the inability of wheeled
armor in Mogadishu to break through and rescue troops on the ground, the notion of peace
enforcement is open 10 serious question as well.

TACTICS:

The tactics being practiced are a mix of dismounted attacks with fire support on the 1960s
Vietnam model or kicking down doors in Sarajevo and Brcko to arrest thugs.

SOLUTION: Buy 200 LAVs and put them in a pool. Let units assigned to peacekeeping duties
draw them as necessary for use. This is what the British Army does in Cyprus and Ulster and
it saves money. It also avoids the permanent conversion of warfighting formations to
peacekeeping. By the way, rotational readiness makes this quite easy and cost effective.

212512002 11-L-0559/0SD/11624
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Jume 25,2002 4:32 PM

TO: ADM Clark

FROM: Donald Rumsfeld /Qfl,

SUBJECT: End Strength

—<07f

I was just given a copy of your 30 March letter—I had not seen it previously, as
you will see from VADM Giambastiani’s note. It has traveled a circuitous route,

but you apparently have met with David Chu on it,

I am worried about your letter, however. If you look at the third full paragraph,
next to the bottom, it has a difficult, long sentence, and then says, “This plan does
that.” My impression is that, grammatically, you are saying your plan does not_
provide for the security of our people and the base structure necessary to wage the
global war on terrorism. [ doubt that is what you meant, but that is what it seems

to say.
Please take a look.

Thanks.

Attach.
03/30/02 CNO ltr to SecDef w/attached memo [U06544/02)

DHR:dh
062502-76
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June 25,2002 7:21 AM

TO: VADM Giambastiani
FROM: Donald Rumsfeld

SUBJECT: CNO Letter

Please make sure you give me the CNQO letier. 1don’t remember it. Let’s look at
it. Shouldn’t something like that be logged in, so we know when we have

answered and when we haven’t?

Thanks.

DHRA-Jh
0a2502-4

Please respond by
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CHIEF OF NAVAL OPERATIONS B

Secretary Rumsj¢id !f(;( H
Sir,
A quick note to forward the attached manpower memo. ‘ \

I understand the desire to limit end strength increases. That said, 1 have almost
393,000 people on active duty today. As we build the FY04 FYDP, 1 intend to0
implement manpower reductions which will absorb the 10K reserves currently on
active duty (primarily for force protection) into our active duty base and execute
FY-04 with 383,000 end strength. In other words, ] will provide this new post 9/11
security requirement and reduce our active duty baseline by 10,000 people. To
accomplish this, ] must increase my active duty end strength.

It would be irresponsible for me to recommend a manning strategy which did not
provide for the security of our peaple and the base structure necessary to wage the
global war on terrorism. This plan does that.

Request your approval of this approach as we build our FY-04 program.

ery respectfully,

T

;(/v-—-—-—"\_-

“lark
Admiral, US Navy

o654y /02
e
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DEPARTMENT OF THE NAVY
DFFICE OF THE CHIEF OF NAVAL OPERATIONS
2000 NAVY PENTAGON
WASHINGTON, D.C. 20350-2000
N REPLY REFER TO

P 20 &662

FOR SECRETARY OF DEFENSE —_—

FROM: ADM V. E. Clark, Chief of Naval operauoré‘f o b

e

SUBJECT: Meeting Military Personnel Requirements for the Global War on Terronsm

s Prionties of the Glabal War on Terrorism have driven Navy to re-baseline our military
personnel requirements in two ways:

e Maintain higher levels of ship and squadron manning during interdeployment periods to
enable accelerated deplovment of forces if required to meet operational requirements.

o Provide sufficient manpower to maintain Force Protection Bravo Plus. A minimum of
4383 (5200 max) additional personnel are required ta meet this unanticipated requirement.

s Navy’s strategy would draw down from today’s on-board count of 392K military (Active and
Reserve) to about 383K while maintaining the higher level of capability dictated by current
circumstances. We will reduce end strength associated with decommissioning ships (about
3000 actives). We expect 1o release the majority of Reserves by the end of FY03, replacing
those providing force protection with a combination of active military, civilians, or
contractors. To accorsplish this, we will require flexibility in both the number and the

budgeted cost of military manpower.

» Request OSD allow Navy the flexibility to determine both the most cost efficient and
executable manpower mix required. Specifically:

1. Authorize Navy to execute to the 2% flexibility in active end strength in FY02 and FY03

as allowed in law.
2. Authonze the use of PBD 736 O&M,N funding allocated for Security Forces/Technicians

for the increased military cost and/or technology.
3. Pemut Navy to establish its POMO04 active end strength controls as needed to meet

requirements.

RECOMMENDANTOM SecDef approve the increase in the active end strength.

APPROVED:
DISAPPROVED
OTHER:

COORDINATION: None.
Prepared Bv: CDR Tom O'Loughlin

Copy to: SECNAV 11-L-0559/05D/11628
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June 25, 2002 3:39 PM

TO: Tom White
FROM: Donald Rums feldm .

SUBJECT: Pat Tillman b\)

Here is an article on a fellow who is apparenily joining the Rangers. He sound

like he is warld-class. We might want to keep our eye on him.

Thanks.

Attach.
Isaacson, Melissa. “Marching to His Own Ideals,” Chicagp Tribune, 06/02/02

DHR:dh
062502-71
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COMMENTARY BY MELISSA ISAACSON

CH# TRB

G /.‘l/a:t~=r

Marching to his own ideals

these days and you're set-

ting yourself up to look foal-
ish. Idolize and you're almost
guaranteed to regret it.

And then right when you've
finished wading through an-
other week, another scandal
and another reason to tell your
kids to take down the latest
poster they've lacked up on
their wall, there’s the stnry af
Pat TlJJman

Tillman is the Arlzona Car-
dinals safety who last week
_ told his team thanks, but he
was walking away from pro
football and a multiyear, muiti-
“ million-dollar contract offer to
“join the Army Rangers, elite”~
soldiers who throughout U.S.
Thistory have specialized in -
dangerous missions and a force
that currently is playing a ma-
jor role in Afghanistan.

At 25, Tillman said he was
joining because he was ap-
proaching the Rangers® age
limit of 28. He told this to his
agent and his coaches and the
general manager of the Cardi-
nals, the people he had to tell,

He did not grant interviews
or answer calls. Not becausa he
hates talking or hates sports-
writers, but because Tillman
and his younger brother, Ke-
vin, a minor-league baseball
player who also wants to join
the Rangers, do nat beljeve
they merit any special consid-
eratjon or attention.

Ken Caminitl says he’s not
doing interviews anymore ej-
ther After acknowledging at
length in last week’s issue of
Sports Nlustrated that he for-
merly used steroids, including
the season in which he was
named the National League's
most valnable player, Caminiti

«tpld ESPN Radlo he felt used
and sandbagged by the maga-
zine. He said he was shocked
by the reaction his comments
eliciled inside baseball and
across the country,

Caminiti apologized to base.

Idea.lize anyone in sports

A

AP phota by Brian ﬁugera!d
Pat Tillman is 2n individuaiist,
whether biking to Cardinals’
training camp or enlisting in
the Army Rangers.

ball for his comments, recant-
ed some of the things he said in
the magazine (despite landing
the article’s author) and some-
how managed to make himself
sound even more of a weasel
than he was in the first place.
Sonow he’s not talking, he
said.

Jose Cansect’s not talking ei-
ther, except, of course, {0 say
that you should buy his tell.all
hook when it comes out. Then
you can bet he’ll be talking in
order to hawk as many as he
can.

After that he no doubt will
stop talking because, like Den-
nis Rodman once did, he will
discover he has misquoted
himself and taken himself out
of context.

Caminiti had an even more
unusual take on such things
when asked by Dan Pairick
ahout his Sl quote that “at least
half the guys are using ste-
rotds.”

“I don’t know if 1 mentioned
half or not,” Caminiti said.
“That is something that might
have been thrown in my face or
in my mouth. That's not true.

-

Thal's a false statement. 1
didn’t mean half ...”

That's the easy way out, of
course. Just ¢laim some report-
er has taken advantage of you
after you have spilled your guts
in several lengthy interview
sessions and you can het a good
number of peaple will not enly
forgive your sins but make a
martyr out of vou to boot,

Any way you ook at it, it's
still cowardice.

Then there’s Tillman, who
turned down a five-year, $9 mil-

_ lion offer sheet from the St.

Louis Rams as a free agent last
year out of loyalty ta the Cardi-

: “pals. Now he demonstrates an

integrity and courage that
comes not just from volunteer-
ing to fight the Taliban but
from answering to his own ide-

“als.

You might be tempted to

think the guy is a little light on

the uptake for walking away
from the prime of a luerative
career, not to mentjon leaving
anew wife at home. Bui this is
aman who graduated summa
¢iiin laude after 3% years at

Arizona State with a 3.82 grade. .

_puint average in marketing,
not some crazy kid who enlists

in the Army on a drunken
dare. .

A seventh-round draft pick
thought to be too small and too
slow for the NFL, Tillman has
made a life of proving peaple
wrong, setting a Cardinals
franchise record with 200 tack-
les in 2000, and following kis
heart.

In exchange for lining up for
Uncle Sam, Tillman will be
paid little more than $1,000 2
month. He says he wants to re-
turm to football in three years.

You wouldn’t want to be the
unsuspecting ftanker who
comes across the middle on
him after his hitch is up. You
wouldn’t want to be the enemy
now.

Either way we're not likely
to hear about it from Tillman.

11-L-0559/0SD/11630
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June 25, 2002 2:24 PM

TO: Larry Di Rita
FROM: Donald Rumsfeld w

SUBJECT: SLRG

Let’s give some thought to who we might want to add into the Senior Level

Review Group.

My view is that all the people at the top are working their heads off. We may
want to get a next layer down energized, knowledgeable, engaged and feeling they
understand our part of it. That would be like the Vice Chiefs (as opposed to just
the Chiefs), the Under Secretaries of the Services, the number twos in the OSD
and maybe some assistant secretaries. We could move it across the hall and do it
over there, with a larger group, and see if we can recapture the same informal

mood.
What do you think?

Thanks.

DHR:dh
062502-68

- i
Please respond by 07] 24 lov
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Snowflake

June 25,2002 12:53 FM

TO: Larry Di Rita
FROM: Donald Rumsfeld /()\

SUBJECT: Italy and the JSF

I should probably write Martino in Italy with respect to his joining the Joint Strike
Fighter. Please ask Doug Feith or Pete Aldridge to draft a letter for my signature.

Thanks.

DHR:dh
062502-55

Please respond by __ O! !’ 01 / 0

Ulez36 02
11-L-0559/0SD/11632
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Snowflake

June 25,2002 12:31 PM

TO: Doug Feith

FROM: Donald Rumsfeld /O{\

SUBJECT: Pakistan

If we are going to get the Paks to really fight the war on terror where 1t 1s, which 1s

in their country, don’t you think we ought 10 get a chunk of money, so that we can

ease Musharraf’s transition from where he 1s 10 where we need him.

Thanks.

DHR:dh
062502-54

Please respond by O l 5. oL
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June 25,2002 12:21 PM

TO: David Chu
FROM: Donald Rumsfeld %

SUBJECT: Service-Related Disability

Gen. Myers tells me he did his transition out before he knew he was going to be
named Chairman, and he had briefings. Of course, in one of the briefings the VA
tells them to gather up all their medical records and find out how much disability

VA can give them.

So they take a 60-year-old man whose hearing or knees have declined and say,
“Gee, you get 10, 15 20 percent disability.” 1 think that is wrong. [ don’t think
people should be encouraged to file for disability. Colin Powell is on disability
because of hearing loss. There isn’t a 60-year-old person who doesn’t have some
hearing loss, and it doesn’t necessarily mean it is service-related. [ was a Navy

pilot, but I’m not on disability because 1 have heaning loss.

Let’s get a policy on this and find out how we want to do it. But I am not
impressed with the way it is being handled. We have to have respect for the

taxpayers.

Thanks.

DHR:dh
062502-52

Please respond by __ O¥ { oL [0

Ule338 02
11-L-0559/0SD/11634

-1

eounp ST



ShewikRe

June 25,2002 12:14 PM

TO: Doug Feith
CC: Larry Di Rita
FROM:  Donald Rumsfeld 1\ ~

SUBJECT: Guidance for Focus

We need to get a piece of paper that tells us what we want to tell the NSA to focus
on, what NIMA should focus on, what JSOC should focus on and what kind of

gumdance we want to give the Joint Staff.

These are policy questions to some extent—they are also administrative. Why

don’t you and Larry Di Rita think that through.

Thanks.

DHR:dh
062502-5)

Please respond by _ 01|26 /0%

Ul16339 02
11-L-0559/0SD/11635
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June 25,2002 12:00 PM

TO: Larry Di Rita
VADM Giambastiani

FROM: Donald Rumsfeld(Qﬂ\’

SUBJECT: Homeland Security Meetings

1 need to start seeing all invitations to meetings for the Homeland Security

Council, beginning immediately.

Thanks.

DHR:dh
062502-30

———

Please respond by

Ule340 02
11-L-0559/0SD/11636
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SHOWHRe

June 25,2002 11:59 AM

Q
. S
TO: Larry Di Rita
FROM: Donald Rumsfeld TN\
SUBJECT: Background Sheet
I would like to see my background sheet corrected to include my Naval Reserve
service.
Thanks.
DHR:dh
062502-49
Please respond by 01 ’ relo
b
3
O
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June 25,2002 11:46 AM

TO: Jim Roche

FROM: Donald Rumsfeld q\\f\\_

b1 Uk

SUBJECT: Your Meme

Thanks for your memo of June 19. Please provide leadership on the space matter.

It sounds to me like you are on the right track. Let me know what I can do to help.

With respect to the purchase cards, I think it is important to land all over some

folks. That behavior is not acceptable.

Thanks.

Attach.
06/19/02 SecAF memo to SecDef re: Various Notes

DHR:dh
(62502-48

Please respond by 07]2e /ot
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MEMORANDUM FOR SECRETARY OF DEFENSE j

SUBJECT: Various Notes

Boss,

There were four recent notes from you that I wanted to address briefly.

L.

Reliance on Space. I do think that the industrial base for space is in
bad shape, as I've noted 1o you often. I'll let my friend, John Stenbit, be
the optimist, but I’ve seen too many problems in the space area to be
sanguine that all is well these days. Too many systems under development
are not healthy, and the industry seems to be doing little to fix itself. Thus,
I believe we have to be more imaginative in thinking about space, and we
have to be careful not to throw money at an industry that is having very
hard times performing. For example, GPS is vulnerable to jamming. The
first response is to accelerate GPS III. Yet, the issue is more complicated.
For some of us, the issue is accuracy of weapons, and such weapons have
both GPS and inertial systems on board. What to do? Well, a better
inertial system most likely fixes the problem since the time of flight of a
weapon like JDAM is so short. And, a new and better inertial guidance
unit would be a heck of a lot cheaper. Another issue is the possibly
overextended use of GPS for accurate clocks. We need to understand this
issue better than we do presently. Point: a sensible response may include
taking actions other than a rush to increase the power of the satellites. In
time, this should be done, but at a deliberate pace. Similarly, Spaced Based
Radar should not be a macho technology demonstration. Rather, we are
trying to understand what is needed for ground-moving-target-indications,
and how the space component should be a complement to a portfolio of
systems to include JSTARS or Global Hawk. Much cheaper than
attempting to solve all problems with spacecraft alone. In fact, given the
basic radar equation (effective power is a function of one over the distance
the energy must travel raised to the fourth power), any radar in space that
tried to be the equivalent of JSTARS would cost a large fortune. As to our

11-L-0559/0SD/11639
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dependency, and looking for a “way ahead,” I agree with Pete Aldridge on
the idea of a Defense Science Board\Scientific Advisory Board (USAF).
Also, given the emerging dearth of systems engineers, we may wish to
sponsor a National Institute for Systems Engineering. Pete Aldridge, Pete
Teets and I are looking into this.

1 2. Misuse of the Purchase Card as unveiled by the GAO. Our own

auditors have been on this wicket since I arrived. The GAO was ahead of

us in some cases. The misuse is a disgrace, and we have both our FM

organization and the AF IG jointly investigating. We will go after any and L}/
“ all abusers, as well as making our Commands more aware of the potential

to misuse the card. I’m especially upset about the $40K 1n late rental car
charges; this is just sloppy management.

3. End-strength. This has been very emotional in the Air Force. Asa
base is opened overseas, we get a long-standing commitment. And, we still
- \ have Northern Watch and Southern Watch, etc. to fulfill. For example, we
M had about 8K folks deployed to SWA on 10 September. We added about
12K for OEF. But, we still have 18K there now, and they need rotational
: " replacements! Further, Noble Eagle adds a new mission for us, as does the
W eightened protection of US air bases. And, we have done better in
Mecruiting and retention than anticipated. Stll, you are quite right. We
have to adapt faster, and deal with our skill-mix problem soonest. It is in
0, our own interests (e.g., an addition of 7000 people costs us about $350
million a year, and grows; that’s more than the costs of doing a major
upgrade for seven AWACS aircraft.) The bureaucracy always finds it
easier to just add people, and it finds all kinds of reasons not to let people
go (e.g., I found the Guard holding onto airmen from Noble Eagle even
though we are partially stood down.) Overall, there is the issue of “waiting
for the next shoe to drop.” What have John and I done? We’ve met with
all of our three and four star generals, as well as many others involved.
While 1 can make a good case for force protection people, I’ve directed that
we end stop-loss and the mobilization of other than force protection
personnel and a handful of other specialties. We should be under 2% end-
strength by T October, vice the 4% you were shown, and well under the 1%
level by 1 November. I’ll have the drawdown curves for you in a week or
S0.

4. Video from UAVs. I’ve given my input to Pete, since I was a copy
addressee. The Bosnia footage is from neither a Global Hawk nor a
Predator. Still, we have issues that need to be addressed. In short, Global

11-L-0559/0SD/11640
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Hawk is fine because it uses military links and is encrypted. Predator is
not, mainly because it is still very developmental and we did not want to
spend money on encryption until we understood just how we were going to
use the video, etc. We did not envision, for example, that we would be
feeding video in other aircraft, or directly to soldiers on the ground. By
March 2003, we will begin to use some commercial encryption. Since
Predator video is perishable for the most part, this should do the trick--and
far cheaper than using NSA-level encryption.

Boss, this should bring us up to date. I wanted you to know that we’ve been
working each of your questions.

v/

es G. Roche
Secretary of the Air Force

cc:
DepSecDef

11-1L-0559/0SD/11641
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June 25, 2002 11:02 AM

SIQ

TO: Doug Feith
FROM: Donald Rumsfeld (D\

SUBJECT: ICC

1 think we ought to get this “Washington Post vs. International Law” article out
and make sure the press i1s aware of it—get 1t through the press. Torie might want

to get it to the bureau chiefs.

Thanks.

Attach.
06/18/02 Wall Street Journal Op-ed, “Washingion Post vs. Intermational Law™

OHR:dh
06230243
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Lo JUIE blneu il
ity” and were a “pretext for
discrimination.”

The irony is thatl the
Civil Rights Commission exists 10 investigate
exactly this sorl of behavior eisewhere. It's
also notable that Ms. Monroig's is just one of
nine similar EEOC compiaints recently filed by
staffers. That's an astonishing number for a
federal agency with only about 75 employees.
At least three of these cases have been settled
hy Ms. Berry under undisclosed terms that

Beu &

anuee I ApPTy, u.

Thernstrom, detailed e .. ..,

that has defined Ms. Berry's tenure. Ms. .
strom said that in theory the Commission .

an imporiant roje to play in the national dia-,
logue on race, but in reality “it hurts more than
it helps.”

President Bush has the power to replace
Ms. Berry as Chairman and it’s pasl time he

did to spare the Commission, and the country
[18)02

further embarrassment. | ) {5~ ¢

Washington Post vs. International Law

e'venever fiked the idea of the Interna-
tiona! Criminal Court, and we like it
even less having seen what happened

1ast week to the Wash-
ingion Post.

The United Natlons
tribunal investigating
war crimes {n the Bal- :
kans ruled that retired Post reporter Jonathgn
Randal, who is American, can be forced to tes-
tify about what he saw in Bosnia in 1993. If he
doesr't comply, the court can instruct the
French police to pick up Mr. Randal in Paris,
where he now lives.

Asthe Post's lawyers argued at The Hague,
the ruling sets a dangerous precedent and puts
journalists who cover wars at greater risks.
Journalists bear public witnesses to conflicts.
If they come to be seen as future prosecution
witnesses, they might become victims of a ty-
rant's second thoughts about allowing an jm-
portant wilness to stay alive. Reporters’ future
access o troubled areas, and thus their ability
to publicize wrongdoing, might be undermined
by this nding.

But more important, the court's reascning
highlights an inherent problem with the Inter-
nationai Criminal Court, which opens its doors
on July 1. Unchecked by democratic institu-
tions of a sovereign state, these tribunals can
and often are forced to make up the rules as

A world court doesn’t have to
] observe the First Amendment.

they go along. They might ignore such niceties
of American jurisprudence as, say, the First
Amendment. That's one reason the Bush Ad-
ministration refuses
10 support it.

Randal chalienged a
. subpoena to testify in
the case of a Bosnian Serb politician charged
wilh genocide and crimes against humanity.
Mr. Randal had quoted the accused as advocal-
ing the expulsion of non-Serbs from northwest
Bosnia, The “ethnic cleansing” campaign went
into full swing a few months later.

Court insiders say Mr. Randal’s testimony
isn't crucial to the case 85 many journalists
who covered Bosnia have testified voluntarily.
Mr. Randal was the first exception, and the
judges were clearly piqued that someone dared
question their authority. In the ruling, they
made clear the court “is not bound by the laws
and judicial pronouncements of any State.”

That'’s precisely our peinl. The court sees it-

_self as free of the constraints that courts within

3 nationa!l judicial system must observe.
That’s also what the Inlernational Criminal
Court is asserting for itself. The Post's edito-
rial board has supported the International
Criminal Court, but maybe this real world expe-
rience will prove to be educational.

11-L-0559/08D/11643
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June 25,2002 10:58 AM

S
TO: Torie Clarke i ) %()ﬁ\rﬁ(& k\%f’;\ . q,g 8

]
N _})t\ \\Q"‘- L B!
FROM: Donald Rumsfeld ! 43}@\1"‘6( 4, A oo o W/((’Q
| e R\ El
SUBJECT: Quotes / - AA s V‘

(S Ag AN

said in Pakistan on Al Qaeda being or not being in Kashmur.

Thanks.

DHR:dh
062502-42

Please respond by Db '28! ot

Ulez 44 02
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June 19, 2002

Summary of Secretary Rumsfeld’s position on Al Qaeda in Kashmir

Kuwait Transcript (6/10/02)

“There are scraps of information that suggest that al Qaeda is active in that area. We are
concerned about it because it is rather clear that quite apan from what may evolve as

India and Pakistan's interest in lessening 1ensions, you could imagine that al Qaeda might
have an interest in increasing tensions in the region. Se the issue as to whether or not they
are there, and if so where, and what may he done about it 15 of mierest to all parties.
Certainly, if they're found they'l! be visited.”

Qatar Transeript (6/11/02)

“I've not been on the ground in the LOC in Kashmir. It is a difficult part of the world. It
is 15-to 20,000 feet high in the northemn three-quarnters of the LOC. It's mountainous, |
don't kinow anyone has perfect visibility imo what is 1aking place there.”

“Second, there is a concern that very {ikely, there were already militants in there and that
someone cauld engage in an act that could create an incident that someone could say,
well, you know those people just came across the LOC. But they might very well have
aiready been there.”

“Needless to say, a third worry is the fact that we know al Qaeda and Taliban left
Afghanistan and transited into Iran and into Pakistan and it's conceivable that some of

themn might decide that it would be in their interest to creale an incident, purposely, not

for the benelit of Kasherur, bul to cause a conilict belween India and Pakistan, with the
hope that they could pick up the pieces te their advantage.”

India Transcript (6/12/02)

¥

| have seen evidence, weli let me rephrase 1t - 1 have seep indications that there in fact

are al Qaeda operaung in the area that we're 1alking about near the Line of Control, I do

——not have hard evidence of precisely how many or who or where, and negdless to say there

eople in the world who wani 1o do everything possible to stop al

Qaeda from planming and executing additional 1erTonst acts.

Pakistan Transcript (6/13/02)

w

“I think what I said in the United States, and on this irip in earlier stops, is what [ know

to be the facts, and the facts are that I do not have evidence and the United States does
not have evidence of al Qaeda in Kashmir. We do have 2 good deal of scraps of
intelligence that come in from people saying that they believe al Qaeda are in Kashmir or
n vanous locations. It tends to be speculative; it 1s not actionable; it is not verifiable, and

I believe [ made that clearly, that distinction clear, when I responded to a question in

Delhi, I think. In any event, that 1s, in so far as | know, that is the situation, and T did

nsea——————————

express that during one or more of my discussions here in Pakistan.”
“So [ would aiso add that the government here has arrested -- I don't know how many
people, but a very large number of al Qaeda and Taliban. We have benefited from that by
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intelligence gathering information that has helped the United States and other countries
all across the globe in gathering information and intelligence that enables us to work to
prevent additional terrorist attacks. We've got to keep in mind what this is about: this is
about people who go around the world killing innocent men women and children, and our
task is to gather information so we can stop those attacks from happening.”

Media’s Response

Washington Post (6/13/02)

One day after reporting "indications” that al Qaeda was active in the disputed Himalayan
region of Kashmir, Defense Secretary Donald H. Rumsfeld backed away from the
suggestion, stressing that such reports were second-hand and "speculative.”

The shift in emphasis reflected a shift in location: On Wednesday, when Rumsfeld told
reporters the terrorist group might be working in Kashmir, he was in India, which has
long made the allegation in an effort to tar rival Pakistan.

But today Rumsfeld was in Pakistan, which considers the militants fighting Indian rule in
Kashmir as freedom fighters. And Pakisten has been a "truly wonderful" U.S. ally in the
fight against al Qaeda, Rumsfeld noted.

London Telegraph (6/15/02)

Donald Rumsfeld, the US defence secretary, sought to calm a furious diplomatic storm in
Pakistan yesterday by abandoning his claim that al-Qa’eda fighters were active in the
disputed Kashmir region.

Instead, Mr Rumsfeld went out of his way to praise Pakistan, lauding the "truly
wonderful” co-operation in the war against terrorism from the president, Gen Pervaiz
Musharraf.

But Pakistani officials had earlier accused Mr Rumsfeld of swallowing "Indian
propaganda” and observers criticised his performance as "spoiling" American diplomacy.
The row began when Mr Rumsfeld appeared to accept persistent Indian claims that al-
Qa'eda terrorists were present in Kashmir,

After meeting the Indian prime minister, Atal Behari Vajpayee, Mr Rumsfeld said: "I
have seen indications that there are al-Qa'eda operating near the line of control, but I do
nat have hard evidence of precisely how many or who or where.”

The accusation infuriated Pakistan and the fact that Mr Rumsfeld appeared to lend it
substance caused officials close to Gen Musharraf to utter rare words of criticism of
America.

"I don't know where they got it from," said Maj-Gen Rashid Qureshi, spokesman for Gen
Musharraf. "It seems they believed Indian propaganda.”

Mr Rumsfeld later emerged from talks with the Pakistani military ruler and said America
had no evidence of al-Qa'eda presence in Kashmir.

Instead, he said: "We do have a good deal of scraps of intelligence that come in from
people who say they believe al-Qa'eda are in Kashmir, or are in various locations. It tends
to be speculative, it is not actionable, it is not verifiable.”

2
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TO: Dov Zakheim /
Powell Moore )
Larry Di Rita 7
FROM:  Donald Rumsfeld \\ /

SUBJECT: Supplemental

We have to get the *02 Supplemental passed before Congress leaves for vacation.
What do we do to get it fo happen? I have talked to Andy Card. He says they are
pushing.

Thanks.

DHR:d¢h
062502-41

Please respond by ©© |2 [02
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UNDER SECRETARY OF DEFENSE

1100 DEFENSE PENTAGON
WASHINGTON DC 20301-1100
ACTION MEMO
COMPTROLLER June 26, 2002, 6:30 PM
FOR: SECRETARY OF DEFENSE DepSec Action

FROM: Dov S. Zakheim\%

SUBJECT: Supplemental

-

You asked what we could do to get the Congress to pass the Supplemental before they
leave for vacation.

Under separate cover, we forwarded for your signature letters to each of the Chairmen
and Ranking Members of the Appropriations Committees and the Defense
Appropriations Subcommittees. These letters emphasized the urgency of passing the
Supplemental as soon as possible and identifies actions that would likely be taken if
not passed by July 15™.

While I have had discussions with Chairman Lewis, Chairman of the Defense
Subcommittee for the House Appropriations Committee, and key staff of the Defense
Subcommittee for the Senate Appropriations Committee to emphasize the urgency of
DoD getting the Supplemental before the July 4 recess, there are bigger politics here
then just the Defense Supplemental (i.e., raising the debt ceiling).

I strongly recommend that you place telephone calls to Chairmen Young, Bryd,
Inouye, and Lewis to emphasize the urgency of the Congress passing this
Supplemental before they leave for the July 4™ recess or soon after Congress returns.

Attached are some points that you may want to emphasize regarding the urgency of the
Supplemental and some critical authorities that we need to fight this global war on
terrorism.

RECOMMENDATION: SecDef call to Chairmen Young, Bryd, Inouye, and Lewis.

COORDINATON: None.

Prepared By: Mary E. Tompkey.l(

%,
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Urgency for Passage of the Supplemental Request

e The Department of Defense (DoD) urgently needs the Emergency Supplemental
passed. It has been over 90 days since the President requested these funds; we
expected the Congress to pass the Emergency Supplemental before the Memorial Day
recess.

o If passage is delayed beyond July 15%, the Department will need to take certain
actions to ensure that we have sufficient funding for essential activities through the
end of September.

e These actions will likely include:
¢ Canceling training,
¢ Deferring depot maintenance for ships and aircraft,
o Postponing facilities maintenance and repair, and
¢ Reducing spare parts and supplies purchases that will hurt future readiness.

e These degradations would reduce the ability of our forces 10 meet America’s global
commuitments and to prosecute the war on terrorism with the intensity that the threat
requires.

o It is also critical that the Congress provide the Department of Defense (DoD) with
special authority and $420 million requested for payments to Pakistan, Jordan, and
other key nations supporting the global war on lemrorism. We also need the
$100 million in further authority should reimbursement costs exceed $420 million.

o These resources and authonity must be provided 10 the Defense Department, not the
State Department since DoD is one fighting this war and, therefore, should be the
organization to validate the military and logistical requirements and to disburse the
assistance.

» There should be no earmarking of these resources; we need to be able to disburse
this assistance to those countries who have provided us with the most support.

o General Franks is also very concerned about this issue, and has been phoning
Committee Chairmen to win their support.

6/26/02 6:50 PM

11-L-0559/0SD/11649



*
2

Snowflake

June 25,2002 10:54 AM

TO: Torie Clarke
FROM: Donald Rumsfeld*’gj\"

SUBJECT: China Invitation

Here is an article that says I declined an invitation to visit Beijing. That is not
true, If you get the transcript of what I said at the Foreign Press Club, I did not. 1

believe | said I didn’t have any plans to go.

Please find out if [ was invited when Hu was here. If so, | need to know it. I think
we need to straighten this out, possibly when we meet with the Washington Times

people this week and maybe get a letter drafted beforehand.

Thanks.

Attach.
News article

DHR:dh
06250240

Please respond by 06 {?- (o [ oL
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June 25,2002 10:38§ AM

TO: Newt Gingrich
FROM: Donald Rumsfeld ’9'\

SUBJECT: Thanks

I have been poring over a series of memos from you that I have not responded to.

Know that the overwhelming majority [ have moved arcund the building for action

and comment.

You are an amazing fountain of ideas. They are stimulating, thought-provoking

and useful, and I appreciate it, my friend. Keep them coming.

Thanks.

DHR:dh
062502.37
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June 25,2002 10:38 AM

TO: Steve Cambone
FROM.: Donald Rumsfeld Qﬂ,

SUBJECT: PA&E

Please take a look at this note from Newt Gingrich on PA&E for you to think

through and take action on as you see fit.

Thanks.

Attach.
04/08/02 Gingrich e-mail to SecDefre: PAXE

DHR:dh
062502-36

Please respond by D% /97 (o2

Ulg349 02
11-L-0559/0SD/11652
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f N.050 From et Gungeich SECo;
From: Thirdwave2@aol.com cC Wen ,_b Waotfow ({'L_
Sent:  Monday, April 08, 2002 6:41 PM JUN 35 2002

To: E 3 Posd.pentagon.mil; Ed.Giambastiani@osd.pentagon.mil;
Ce: zakheimd@osd.pentagon.mil; stephen.cambone@osd.pentagon.mil
Subject: PAand E

For secdef. depsecdef
from Newt 4/8/02

further on P,A and E

This is an agency with a tired bureaucracy asking tired questions and providing tired
and distractingly useless analysis.

It is also a civilian agency much more susceptible to complete overhaul than are the
services. Yet overhauling it decisively would also set a standard of how serious you
are in dealing with the services.

P,A and E can be very important and very helpful if it is the Secretary's agency.
That means it should report directly to secdef and the head of it should have direct
access to secdef, For practical purposes this could be coordinated by depsecdef in
alliance with the vice chairman of the Joint chiefs but it should not fall below that
level. This standard will change dramatically the quality of who you can get to lead
the agency.

It is important to remember that P,A and E is really only valuable if it has a sense of
the future, is measuring big decisions against that future and is asking
groundbreaking questions. That requires secdef to develop a template against
which new systems and new efforts are measured.

Your new P,A and E should focus on asking big questions and getting big answers.
Today's P,A and E is reduced to chasing tiny chipmunks in an exhausted boring
fashion and that lowers the quality of thinking and planning for the whole
department because people get used to debates over chipmunks. We need a P,A
and E designed to lock for the antelopes of the transformaiotn process and get the
big things right even if it means ignoring little things.

Finally, P,A and E is an opportunitiy to invent the future rather than marginally
change the past. You should list in three to five pages the P,A and E you want. You
ought to invite three to five smart outsiders like Grady Means at PWC and Chris
Demuth to review your paper and propose how such an agency could operate. You
should then hire a person to transform the agency. You ought to figuratively
eliminate all current jobs, define the new jobs and allow the current personell to bid
on the new jobs but not be guaranteed them. This should all be done with a keen
awareness of how much we need new knowledge and new thinking and a new
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' sense of direction in asking the rest of the building tough questions.

If you cannot get to a 21st century P,A and E you are better to abolish it and find a
new method of asking questions. A tired bureaucratic P,A and E is an absolute
obstacle to transformation and simply provides bureaucratic hoops for the services
to jump through after which they can "prove” they have been validated because
they met the bureaucratic standards of P,A and E.
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June 25,2002 10:28 AM

TO: Steve Cambone
FROM:  Donald Rumsfeld ‘f}f\-
SUBJECT: Restructuring PA&E

Please take a look at this note from Newt Gingrich on restructuring PA&E. It also
refers to UAVs and Operation Southern Watch.

What do you recommend?

Thanks.

Attach,
04/08/02 Gingrich e-mail to SecDef re: PA&E

DHR:dh
06250235
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) Civ, 0SD SECDEF HAS SEEN

From: Thirdwave2@aol.com JUN 96 2002
Sent:  Monday, April 08, 2002 2:12 PM
To: )(6) bosd.peniagon .mil; Ed.Giambastiani@osd.pentagon.mil;

Cc: zakheimd@osd.pentagon.mil; stephen.cambone@osd.pentagon.mil
Subject: for today's phone call

to secdef, depsecdef

from newt 4/8/02

| sent Dov Zackheim the following letter in response to a letter he forwarded from
PA and E about the Predator and Southern Watch.. He understands the problem
and it requires a thorough restructuring of pa and e.

The absolute lack of seriousness in the PA and E letter to me indicates a moribund
institution that needs to be rethought from the ground up and potentialy have a large
part of its work force replaced or ata minimum retrained.

To: zakheimd@osd.pentagon.mil
Cc: Larry.DiRita@osd.pentagon.mil; Ed.Giambastiani@osd.pentagon.mil
Subject: Letter on UAVs and OPeration Southemn Watch

Thanks for sending me the letter on analyzing the idea of using unmanned
air vehicles for southern watch. If this is typical of the work PA and E
does you should abolish the agency and rehire.

1. 1 did not recommend simply substituting Predator B for U-2 overflights.
Far more importantly | suggested using Predator B for regular fighter
aircraft. The Predator B can carry Amraam, Harm, and Hellfire (the first two
can be used above anti-aircraft gun range, the last one requires coming
lower). My suggestion was that we experiment initgially with a gradual use
of predator B and see if we could build it up to ulimately being

three-fourths of the flights with the manned aircraft largely as

reinforcement and for unusual developments. The theory was that we would
save a great deal of money, and risk fewer people, and learn a lot about
continuous operations with unmanned aircraft.

2. The Predator B paragraph is a function of remarkable lack of serious work
on PA and E's part. It describes "a next generation variant currently on the
drawing board--would probably offer a better substitute for the U-2....But

the characteristics and costs of this new UAV are not yet clearly defined.”
The first two Predator Bs were delivered to the Air Force in January, cost
around $3 million. | am attaching an email from the retired Navy three star
(and former head of top gun) who will be glad to brief someone at PA and E
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if they would like to work hard enough ta either write emails or make phone
calls.

I am being this blunt because you should be furious with whoever gave you
this letter.

3. Why in the world would a Global Hawk cost the same as a U-27? If we are
not getting substantial increase in value we should cancel the program.

4. The letter does helpfully note that we may want to buy a sigint variant
of the Predator B so we could gather that data. Admiral Tom Cassidy
(attached) mighit have some specifics for that.

Could you send this back in the system and ask them to talk with people who
know Predator B, compare its operating costs with the total southern watch
cosls and see if we can't actually save a good bit with no decline in

capability and possibly with an increase in operational capability.

Thanks
newt
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June 25,2002 10:24 AM

TO: VADM Giambastiani
FROM: Donald Rumsfeld "D{\.

SUBJECT: Consolidation

Please take a look at this note from Newt Gingrich that includes a memo from
MacGregor, Come in and see me about it, and tell me what you think we ought to
do.

Thanks.

Attach,
04/07/02 Gingrich e-mail to SecDefre: Consolidzation

DHR:dh
062502-34
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From: Thirdwave2@aol.com Co ? f')c & Jb Wolfpwiz )P:D; a.{‘d

Sent:  Sunday, April 07, 2002 8:57 PM a

To: @ osd.pentagon.mil; Ed.Giambastiani@osd.pentagon.mil; SEGDE HAS SEEN
Cc: stephen.cambone@osd.pentagon.mil; Herbits1@aol.com

Subject: for secdef JUN & & 2007

for secdef, depsecdef )

from newt 4/7/02

saving money by building leaner, more combat oriented structures.

The following memao from MacGregor is so tucid it is worth your trying to implement.

Sir, 1 outlined 5 years ago a plan to consolidate AMC, TRADOC and FORSCOM
into one headquarters modeled on CONARC that would also implement the
reorientation of training and doctrine to the training centers as outlined by Jim
Warner. Frank Finelli is quite familiar with this strategy to reduce overhead, as well
as the constipation of decision making that results from too many four stars inside
the Army.

Further, the three star mobilization headquariers - 1st and 5th Army - should also
vanish. In place of these headquarters, | outlined the Strategic Reserve Corps
concept for the Army resuiting in the establishment of a n ARNG and Army Reserve
Headquarters at Fort McPherson. If seems to me that this idea has finally matured
in light of the desire to create a Homeland Security CINC or CINCNORTH
headquarters. Fort McPherson would provide the ideal Army reserve component
command on the three star level for that purpose. | discussed this at length with
MG (ARNG) ret Bill Navas (currently residing in Arlington) five years ago. He was
then on the NGB and strongly supported both the reorganization of the ARNG along
the BTP lines, as well as the establishment of the Army Strategic Reserve Corps
Headquariers at Fort McPherson. It was obvious that giving the ARNG/RC
community another three star and serious operational headquarters was a big
political win for any administration with the foresight to do it.

In addition, | argued to GEN Reimer that it was time to stand down USAREUR
through an agreement that would shift responsibility for political-military interface to
USEUCOM. (A similar approach should be taken with USAFE).

Please keep in mind that none of this was popular with the serving four stars at
the time since it amounted to the elimination of (3) four star jobs inside the Army
(AMC/FORSCOM and USAREUR) - something | think the SECDEF would favor
now. Appropriate timelines and plans for this could be drawn up in the Army Staff
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for the approval of the SECDEF. It is not hard since AMC is largely civilian and will
require a mix of contracting and reapportionment of responsiblities to Fort Monroe
and the DA Staff where most of AMC and many of TRADOC's actions can be
performed.

In the last briefing that | provided to you on Breaking the PHalanx, there is a
slide that depicts the conversion of the Army structure to an expeditionary structure
modeled to some extent on the US Navy. It shows on the right the three corps
structures - XVIli, 11l and Strategic Reserve - that are designed to provide ready
deployable forces through Army Land Combat Command at Fort Monroe. On the
left it shows either Joint Force Land Compeanent Commands in the regional unified
commands designed to replace the deploying headqguarters along with the existing
numbered Army headquarters in places like Hawaii and Panama. Or, if the
SECDEF presses ahead with the Standing Joint Force Headquarters concept, the
SJFHQs replace these. Five years ago, | theorized that the conversion of the Army
WW |l mobilization system to a dual structure - administrative and logistical C2 from
CONUS + operational C2 integrated with the Joint command structure in the unified
commands - would have to precede the establishment of Standing Joint Force
Headquarters. But the rapidity with which that occurs is entirely a function of how
fast the SECDEF wants to go. If we continue on the current course, | think standing
up the JFLCCs in the interim would probably work better. V.R. Doug Macgregor
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June 25,2002 10:20 AM

TO: Paul Wolfowitz
Gen. Myers
Gen. Pace
Doug Feith
Steve Cambone

FROM: Donald Rumsfeld (D{\'
SUBJECT: Transformation

Please take a look at this note from Newt Gingrich on transformation. There is

just no way I am going to have Wolfowitz and Pace do what Newt is suggesting.
The guestion is: what is the alternative? Let’s talk.

Thanks.

Attach.
01/06/02 Gingrich e-mail to SecDef re: Transformation

DHR.dh
062502-33

Please respond by 01126(ay

Ulezsp 02
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" ]cv,08D “From Newt Gm

From: Thirdwave2@aol.com

Sent:  Sunday, January 06, 2002 8:40 PM
To: I 3) osd.pentagon.mil
Cec: Ed.Giambastiani@osd.pentagon.mil; Herbits1@aol.com
Subject: the big decision for 2002-to transform or not to

please give to the secretary, Paul and Lamy, thanks newt

“K;E(;- )

Thank you for squeezing me into your schedule Saturday.

The key point of my visit is simple but very hard. Transformation is very hard, The services will all legitimately
resist it because that is what large bureaucracies do. The book Fast Tanks and Heavy Bombers is filled with proof
of the 1920s and 1930s and there is no reason to believe the core culture and system have changed.

Therefore you face a big decision.

1. Give up on fundamental transformation, get the best change you can without a focused effort, be a sucessful
war SecDef and {he services and the country will love you.

or
2, decide you are really serious about transformation and establish a system of accountability and focus which

ensures the best possible chance of having broken throughby the end of 2004 and actually dramatically changed
the system by 2008 when President Bush gives his successor the legacy of the Rumsfeld years.

The rest of this memo assumes you are really serious about transformation and autlines the first unavoidable
step.

1. You must appoint Wolfowitz and Pace to be in charge of transformation and that means you must relieve them
of 80% of their other duties. If their duties are t00 pressing then you must creste a second Deputy Secretary and
second Vice Chairman in charge of transformation. You and Myers should always know and concur in what is
going on but you two have to fight the war, work with the white house and try to manage relations with the ,media
and the congress. | do not see how the two of you can pay continuing consistent atention to transformation no
matter how much you want to.

As an analyst | would argue that this i$ non-negotiable.The building is too big and tough to be transformed part
time or below the authority of the very top. Itisn't that it will ake longer without them.It will never happen. The
services will simply adapt the new technologies to the same old doctrines and force structures.

To get transformation you simply must have two top people involved.
2. once they are assigned the transformation job (or you have announced anew pregram to get a second
depsecdefl and second vice chisf) we can cutling the transformation plan so it can happen with surprising speed.
After three months of thinking about this | am confident we have crossed a watsrshed and can build a
transformational system that will work with amazing speed but it can only be done starting at the top.

By the way this was always the Deming rule.He would never work below the CEO because if the CEQ was not
committed then the corporation could not change. You have a real war to fight so you simply must designats
someone with power in both the civilain and military hierarchy to get this done.

| believe working with them we could have a very bold transformation plan in 60 days that would be intellectually
very hard for the services to reject.

|

2. Every step of transformation has to involve civilian and military working together. Only when transformaiton has
been driven into the uniformed services will it be complete and this can only be done by senior military workling
side by side winth senior civilians.

let me know how | can help

newt

CcC ’gf woi%w\m
BEVESS
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June 25,2002 10:06 AM

TO: Doug Feith
FROM: Donald Rumsfeld {Of\

SUBJECT: Wimming the Argument

Please take a look at this note from Newt Gingrich on winning the argument on
Irag. It seems to me that he makes a good point, and that we ought to be able to

fashion the argument ourselves off of these kinds of materials.
What do you think?
Thanks.

Attach.
06/16/02 Gingrich e-mail to SecDef re: Winning the Argument on Irag

DHR:dh
062502-31
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From: Thirdwave2@aol.com JUN 3§ 2002
Sent:  Sunday, June 16, 2002 10:17 AM )
To: I(‘ 8) bosd.pemagon.mil; Ed.Giambastiani@osd.pentagon.mil; !

Subject: an australian witness to Saddam’s dangerousness

for secdef, depsecdef
from Newt 6/16/2002
winning the argument on Iraq

I am not sure Butler would agree with a unilateral American operation but his book
is a profound testimony to why Saddam needs to be replaced. you might want to
promote its sales in paperback for citizens and reporters who wonder if you are
exagerating. The foliowing is a review | did for Newt.Org

Richard Butler The Greatest Threat: Iraq, Weapons of Mass Destruction and the
Crisis of Global Security (New York,Public Affairs, 2000, 262pp)

This is MUST reading for anyone who would understand why President Bush and
Secretary of Defense Rumsfeld continue to push for the replacement of Saddam
Hussein.

Butler was a career Australian diplomat who had been the Australian Ambassador
for Disarmament and was named head of the United Nations Special Commission
on Disarming Iraq. This book outlines the Iragi determination to get weapons of
mass destruction, the politics of the United Nations leadership (Kofi Annan and
others) trying to paper over Iraqgi deceptions to achieve a "victory" of diplomacy
despite reality, and the ultimate victory of Saddam over both the UN and the Clinton
Administration. It is a sobering story.

Just as Hitler's Mein Kampf explained Nazi Germany's future for those who would
read it (as Churchill did) so Butler's outline of Hussein's world explains clearly what
the issue is and why Saddam is working so hard to develop weapons of terrifying
capability:

Deputy Prime Minister "Aziz had stated quite plainily that iraq had used chemical
weapons on Iran, that it maintained biological weapons, and that these were
intended specifically for use against Israel. The world picture he painted was one
already familiar from Saddam Hussein's speeches. There is an Arab world, an Arab
ethnos, led perhaps by shaky governments in some quarters, but that needs to be
united and vigilant against the Persians in the Northwest and the Israelis in the
Southwest. Iraq was fitted for the task of leading and defending the overall Arab
ethnos. For that purpose, it had sought, obtained, used, and would use again in the
future weapons of mass destruction.” pp. 118

Butler asserts: "lraq's main triumph was the removal of all disarrmament inspections

6/17/2002 11-L-0559/0SD/11664



Page 2 of 3

and the shutdown of all monitoring systems....Is Iraq as dangerous as it was a
decade ago? Elementally, yes. Although a good portion of the arms Iraq had
acquired were removed, Saddam still satisfies the three criteria usually advanced in
judging whether or not a crime was committed: motive, means, and opportunity. He
clearly continues to have the motive and means to threaten great danger, and now
the opportunity for renewed weapons development, given the extended absence of
international arms control in Iraq."(p218.

Butler introduces iIraq in a chapter entitled A Glimpse of Terror.

He recounts again and again the true nature of Saddam's regime. "The regime of
Saddam Hussein. Its brutal and tyrannical nature has been documented..in detail
for almost two decades. The political currency of his regime is homicide, frequently
threatened and often delivered ,,the callousness of the regime toward its own
people--a quality we witnessed daily in our dealings with traq, something which
gives the lie to Saddam's public protestations that his primary goal is to lift the awful
burden of international sanctions from the backs of the Iragi people...he could give
up sanctions relief at any time by giving up his weapons. He has resolutely refused
to do that, thus trading off the welfare of the Iraqi people...for his own power and
weapons....

"This is Saddam Hussein's regime: cruel, lying, intimidating, and determined to
retain weapons of mass destruction--weapons capable of killing thousands, even
millions at a single blow." (pp 4-5)

On chemical weapons:"VX was not the only chemical weapons agent or the only
nerve agent made by Iraq. Essentially Iraq made virtually all of the prohibited agents
and used some of them both in and outside Iraq. But VX was and is the most
devastating of them. It can be sprayed as a liquid or scattered into the atmosphere
as an aerosol. A missile warhead of the type Iraq has made and used can hold
some 1440 liters of VX, ...enough of the chemical to kill up to 7 million people
(Butler's italics) A single droplet on the skin constitutes a lethal dose."pp. 7-8
Butler goes on to note the missile range limit the UN has imposed on Iraq is "a
limit Iraq is now breaching.” (p.8).

"A more plausible alternative is that lraq used VX on its own citizens. Dr. Christine
Gosden at Liverpool University in the United Kingdom has long studied Saddam
Hussein's attack in 1988 on Kurds in the Northern Iraq village area of Halabja.
Gosden has evidence that nerve agents--including VX, she firmly believes--were
among the chemical cocktail used against these northern areas. The overall size of
Iraq's VX production remians unknown to this day."pp.11

on bilogical weapons:

"intelligence materials | had seen indicating that Iraq may have transferred some of
its biological weapons equipment in shipping containers for safe storage in another
country."pp 116

Butler goes on to recount Iraq's propoganda efforts, the rise of a French-Chinese-
Russian effort to lift the sanctions, the dishonesty of some of Kafi Annan's staff in
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trying to manipulate information, suppress reports of Iraqi behavior and help lift the
sanctions (while Butler is pro-United Nations and pro-multilateralism his story is
actually an indictment of the current UN structure as an effective instrument of
civilization and a reminder that it serves a well paid incestuous bureaucracy with an
interest in looking good rather than doing good). Those who would reform the
United Nations would do well to study Butler's account of internal maneuvering and
manipulation. It is an institution that should be taken seriously and should be made
more transparent and more accountable.

Butler concludes "weapons of mass destruction are fundamentally different from
other threats to peace. They cannot be the subject of politics as usual because of
their capacity to destroy everything. "(p.238)

"No one is watching Saddam Hussein. You can be certain that he is not waiting idly
for the UN to suddenly realize its fault. He is building--building weapons, as are
other rogue states.

"If a single missile loaded with nerve gas was to hit Tel Aviv, the world will never be
the same. If a single canister of VX was released into the New York City subway
system, the world will never be the same. If a single nuclear explosion hollowed out
central London, the world will never be the same.

"To conclude this book, | recall its opening epigraph, that is, the quote from
Edmund Burke; 'The only thing necessary for the triumph of evil is for good men to
do nothing.' Now consider these questions: what would Burke conclude from the
challenge to all humanity posed by weapons of mass destruction? Would it meet the
test of the triumph of evil if we did nothing?

"Absolutely.”

A testimony to Saddam's evil and the need to act by an Australian. It should be
must reading for every doubtful American.
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June 25,2002 10:03 AM

TO: Doug Feith
FROM:  Donald Rumsfeld "N

SUBJECT: Embassy Stovepipes

Please take a look at this note from Newt Gingrich on embassy stovepipes and

DoD. Please come back to me with a proposal on that.

Thanks.

Attach,
06/03/02 Gingrich e-mail to SecDefre: Embassy Stovepipes

DHR:dh
062502-30

Please respond by __ 0¥ [o1 /07
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. o SECDEF HAS SEEN

~ JON Y& 7007

From: ThirdwaveZ@aol.com
Sent:  Monday, June 03, 2002 7:36 AM
To: ) osd.pentagon.mil; Ed.Giambastiani@osd.pentagon.mil; Lary.DiRita@osd.pentagon.mil
Cc: peter.pace@js.pentagon.mil; john.keane@hqda.army.mil; keman@jfcom.mil;
john jumper@pentagon.af.mil
Subject: embassy stovepipes and dod

for secdef,depsecdef
from newt June 3,2002
Embassy stovepipes and DOD

the following memo was sent me by two colonels from a war college. It suggests a
topic of integration and coherence that ought to be assigned to someone.

Here's an issue that could
easily be fixed, but only by the "boss" himself:

The military team at embassies is generally divided between attachés
and military assistance personnel. This division leads to confusion on
mission objectives, presents a split view to the ambassador, hampers the
effective collection of intelligence, and sometimes results in
schizophrenic Department of Defense (DoD) policy implementation overseas
from the embassy.

The attachés (Defense Attache Office--DAQ) are the ambassador's
"loops" (they wear 4 braids to represent his 4 star equivalency) and are
his eyes and ears in country. The attachés represent the Secretary of
Defense, the chairman of the JCS, the service secretaries and chiefs,
and the CINC. The attacheés operate at the strategic level. Attachés are
sponsored by the Defense Intelligence Agency.

Security Assistance Officers (SAO)[sometimes called Military Group,
Military Assistance, Security Coooperation or other names), on the other
hand, are primarily focused on Foreign Military Sales (FMS) and
implementing the CINC's Theater Security Cooperation {TSC] plan
(training for foreign officers [IMET], exercises, etc.). In other words
they work the operational and tactical lane. To confuse the issue
further, in some countries the SAO's are the U.S. Defense Representative
(USDR) and handle Force Protection (FP) for the CINC. World wide there
are 37 SAQO's vs. 122 DAO's assigned as USDR--SACQ's are used as USDR
mainly in Latin America. SAQO's are sponsored by the Defense Security
Cooperation Agency (DSCA).

The DAQ is located in spaces build to store, handle and transmit
classified material; whereas in many embassies, the SAQ is located in
unclassifed spaces with foreign nationals collocated inside.
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The system as it stands radically stovepipes U.S. interests and
objectives abroad. Most attachés feel they work for the J2/J5, whereas
the SAO's feel they work for the J3. Adding to the confusion is the fact
that the various instructions dealing with the DAO, SAO and USDR (OSD
and JCS directives) are confusing and contradictory an many
responsibilities and duties.

In order to immediately improve the coordination and implementation
of U.S. DoD policy overseas within the embassy team the two offices
should be combined. "A house divided unto itself can not long stand.”

p.s. The French, Israelis, British, Germans, Chinese, Russians, efc.
don't split their embassy team leadership up. A combined team doesn't
necessarily make them more effective or efficient, but does make them
more coherent.
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June 25,2002 9:55 AM

TO: Pete Aldndge

QU R

FROM: Donald Rumsfeld (\1\
SUBJECT: Crusader

Please take a look at this note from Newt Gingrich on Crusader and tell me if you

think we are on that track. It sounds to me like we are not.
Please advise.

Thanks.

Attach,
05/08/02 Gingrich e-mail to SecDef re: Crusader

DHR:dh
062502-28

Please respond by _ Ol 2 t|onL

vYounrce
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From: Thirdwave2@aol.com JUN 2 5 Zmﬁ
Sent:  Wednesday, May 08, 2002 6:29 AM
To: FT‘_; osd.pentagon.mil; Ed.Giambastiani@osd.pentagon.mil, Lamy.DiRita@osd.pentagon.mil

Cc: jaymie.durnan@osd.pentagon.mil; James.P.Thomas@osd.pentagon. mil; peter.pace@js.pentagon.mil;
Jjohn_keane@hqda.army.rmil

Subject: for secdef depsecdef-beyong Crusader maximizing the speed of transformation

For secdef,depsecdef
from Newt May 8,2002

Making the Crusader decision a step toward implementing transformation

Simply cancelling transformation does not guarantee transformation although it
does free up resources and create an opportunity.

Left alone the traditional bureaucracy may see this n opportunity to absorb the
funds into another long,siow devel t ,evenstower implementation process.

to work with General Keane to tteate a defined goal of a
very rapidly devglope ir transportable system that
has the speed t speed armored forces, can replace a number of
traditional 155s and uses the best of the Crusader advances (eg. automated loader,
precision fires) to develop a fieldable variant within the same time frame as
Crusader.

Since Crusader was being fielded at a leisurely pace it should be possible to
actually cut through the usual slow planning and testing process and actually field a
weapon within the current schedule.

Thus the Army would have a new aglle highly accurate system with a smalier
logistics tail and greater capability without having lost a single year,

If it is done colaboratively so the Army is involved in thinking through the
requirements and the process of testing and fielding it should be a model of how to
move rapidly toward transformational technologies.

This would allow you to create a transformational system in a transformational way
and could become a model! for other development.

This can only be accomplished by close osd-army collaboration in the discussio
planning process and a willingness to cut through red tape and if necesary ask
Congress to help modernize the procurement process.

There is an opport

Finally, done properly this should be a joint weapons capability which fits into our
future vision of an integrated transformed battle space and it ought to include the
potential for the Marines to buy it if it is agile enough and a big enough improvement
over their current weapons set. It could also be a system "franchisable” to key allies
if it is a transformational leap over their current capabilities.
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June 25,2002 9:30 AM

QU

TO: Paul Wolfowitz
Pete Aldridge

SUBJECT: Crusader

Attachcd is an old note from Newt Gingrich on Crusader you might want to be

aware af,

Thanks.
Anach.
05/07/02 Gingrich e-marl ta SecDef re: Crusader

DHR dh
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THE UNDER SECRETARY OF DEFENSE

3010 DEFENSE PENTAGON
WASHINGTON, DC 20301-3010

A;;UITION. INFO MEMO

TECHNOLOGY
AND LOGISTICS

-~

July 22,2002, 3:15 PM

FOR: SECRETARY OF DEFENSE

FROM: Mr. E. C. ‘Pete’ Aldrid nder Secretary of Defense (Acquisition, Technology
and Logistics) 02~

SUBIJECT: E-mail from Newt Gingrich

o Mr. Gingrich provides a proposal to leverage Crusader capabilities through force
structure adjustments (TAB A).

o In light of the Crusader termination, the proposal is no longer relevant,

s My staff will informally pass Newt’s e-mail to the Army’s Future Combat System

ﬁ program staff for their possible use.

o No further action is required.

COORDINATION: None
)

Prepared by: Walt Squire

o
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SECDEF HAS SER

From: Thirdwave2@sol.com

Sent:  Tuesday. May 07, 2002 7:37 PM

Ta: ) pnsd.pemagnn.mn; Ed.Glambastiani@osd.pentagon.mi;
Cc: jaymie.duman@osd pentagon.mil; James P Thomas(llosd.pentagon.md
Subject: for secdef,depsecdef-crusader

for secdef, depsecdef

from newt May 7,2002
Crusader and transformation

JUN 35 2002

chP

the attached proposal by Colonel MacGregor outlines a way to use the Crusader fo
force transformation and save substantial money simultaneously. It may be too late
for this kind of consideration but | respect Doug's geenrally iransformational thinking

enough that | thought it was worth your reading.

attachment
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» Now, more than ever, the relationship between technology, military
organization and combat must be seamless because military capabilities
really begin to transform within new organizations that bring soldiers,
technology and tactics together. Leveraging the Crusader’s asymmetric
advantage to attack with precision is ¢ritical 10 success in future
cperations because the character of post-Cold War target sets with shost
dwell time demand the capability to sense and shoot, discover ang
destroy, quickly and efficiently!

» Today, the Army’s senior leaders’s insistence on the re-capitalization of
the old WW |l force including the artiliery structure with 500 Crusaders
militates against the emergence of this capability. It also sacrifices the
opportunity to reduce the numbers of tube artillery systems afong with
their supporting personnel inside the U.S, Army. As a result, thera are few
if any savings invalved and the Army’'s capacity to cantribute to joint strike
and maneuver operalions remains limited or non-existent.

> What does this new joint strike formation look like and what does it
da? On the ground, traditional WW (i fire support concepts must change
from single service arillery organizations massing huge volumes of fire
from many tubes, ta joint strike formations employing mixes of Crusaders,
MLRS/ATCM, and UCAVs as shoctar nodes to destroy lange numbers of
small, distributed, and fleeting targets quickly and near simuitaneously.

NOTIONAL STRIKE FORMATION

(4 Troags)

Batterv/Company Sized Elements |
1. (1) Headquarters & Service Battery

2. (1) Target Acquisition Battery (Radars)

3. (2) Strike Baiteries,
(9) MLRS (ATACM - Capable)
() Crusader Stand-Off Attack
Systems (SOA) + Amimo supply
Vehicles

4. (13 NLOS (Nun-Line-of Sight) Battery
Over-the-Horizon Attack UCAYs
+ Surveillance UAVs; organized
for detachment (o Recon
Flements, as well as Strike
Formation and IWSR Co,

» Why change? No single platform is transformational. Tanks alone were
not revolutionary at ail as demonstrated on the Westemn Frontin 1918, 1t
was only after tanks were organized with air power, infantry and
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supporting arlillery, that armored warfare became truly effective. The
same is true for the Crusader. As a replacement system for the Paladin, it
will never achieve its potential. Organized effectively with other strike
assets inside a jaint, networkad command and controt structure,
Crusader's impact will be dramatic.

Existing artillery systems lack environmental and ballistic survivability, and
cannot process enough information ar move fast encugh {0 adequately
support and augment greund maneuver forces with accurats and
devastating firepower, Rocket and missile systems offer great range, but
despite technological advances, (ack responsiveness and capacity to
engage, offer few munitions, require significant logistics and cost, and risk
collateral damage from the-iarge dispersion of unitary and sub-munitions
effects, The structure of Army Arillery command and control is single
service, During DESERT STORM, nearly all USAF reguests far rocket
artillery support to destroy Iraqi air gefenses were rejected or ignored.

Potential savings. On average 27 soldiers are required to operate and
sustain a single, self-propelied tube artillery system. In towed artillery
battalions, the figure is probably higher. If 300 Crusaders are arganized in
a configuration that mixes 9 MLRS/ATCMs and some number of UCAVS,
the $ savings could be enormous. Hundreds of guns can be retired and
soldiers shifted to other more productive forms of employment or simply
eliminated. The numbers of arlillery battalions could be reduced from
nearly 40 to 25-30 strike formations depending on the reorganizetion of
combat maneuver formations.

Finally, no balance of power ar distribution of forces is immutable. For
every mseasure there is a countermeasure. We must remain open to ths
posgibility that diracted energy technologies along with the proliferation of
nano technelogies will negate or neutralize some or much of aur striking
power from the air or the 3ea and provide for countar-measures of our
own. Crusader is such a countermeasure.

Strongly recommend that the Army be directed to model these strike
formations in simulation, as well as field one from existing assets.
Simulations of similar formations conducted by Dr. (BG (ret)) Shimon
Naveh of the IDF have validated this concept in dramatic fashion.
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June 25,2002 9:28 AM

TO: Steve Cambone
VADM Giambastiani

FROM: Donald Rumsfeld-’l}/

SUBJECT: Standing Joint Task Forces

Please come in and talk to me about this memo from Newt Gingrich on standing

joint task forces.

Thanks.

Atlach,
05/06/02 Gingrich e-mail to SecDef re; Standing Joint Task Force Headquarters

DHR:dh
06250225

Please respond by __ O [2¢/02.
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From: Thirdwave2@aol.com Cc: ’S:R,h

Sent:  Monday, May 06, 2002 8:41 AM -

To: 3) posd.pemagon.milz Ed.Giambastiani@osd.pentagon.mil; L»)G{E'“"‘h'
Cc: peler.pace@]s.pentagon.mil

Subject: for secdsf,depsecdef-standing joint task forces & b/

for secdef,depsecdef ¢
from newt may 6, 2002 Yf
Standing Joint Task Force Headquarters

"ﬁ-o-'n Néu"" Gmts‘icu'\

The current experience in Afghanistan should be mofe than enough to accelerate
the development of a requirement that every CINC have a standing joint task force
headquarters. The current plan is that seven months after US forces arrived in
Afghanistan a JTF Headquarters will be stood up. This is an absurdity.

People need to work and train as they will fight., JTF Headquarters need to be fully
prepared and practiced and they need to replace the single service component
headquarters. If we keep the single service component headquarters we are simply
adding a new layer of bureaucracy. The goal should be for the JTF Headquarters to
command the troops below them and not merely coordinate the services. That is the
only way we will force true jointness and interoperability.

Secdef should reflect on the lesson of Afghanistan, instruct JFCOM to go to a
robust test of the JTF headquarters system as soon as possible (with adequate
funding and personnel for same) and should insist on a schedule for all CINCs to
stand up JTF headquarters AND dismantle single service component headquarters
within a year.
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,W) June 25,2002 8:05PM

TO: Larry Di Rita
FROM: Donald Rumsfeld O{k

2 SUBJECT: Congressional Record

QUhR

[ have asked three times to get copies of the debate from the Congressional Record
on the Crusader, with the sections marked, so I can know who did well by us and

who did poorly by us.
Why can’t I get it?

[ want the same thing for the debate that took place today on the bill. Someone

ought to get it, mark it for me and give it to me—and not wait a week.

Thanks.

DHR:dh
062502-78

Please respond by O"( 2yl o
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—— 2 eAK 2003 -- (Senate - June 19,
2uVUl)

[Page: S5727]

The PRESIDING OFFICER. Under the previous order, the Senate will now resume consideration of S.
2514, which the clerk will report.

The senior assistant bill clerk read as follows:

A bill (S. 2514) to authorize appropriations for fiscal year 2003 for military activities of the
Department of Defense, for military construction, and for defense activities of the Department of
Energy, to prescribe personnel strengths for such fiscal year for the Armed Forces, and for other
purposes.

The PRESIDING OFFICER. The Senator from Michigan.
AMENDMENT NO. 3899

Mr. LEVIN. Madam President, momentarily, I will be offering an amendment on behalf of the
majority of the Senate Armed Services Committee which addresses the Crusader artillery system
program and the Ammy's fire support requirements.

The amendment would do two things: First, it would take $475.6 million out of the Crusader program
and put the money into a separate funding line for Future Combat Systems research and development,
the Army's armored systems modernization line.

In terms of making sure this issue is very clear, it is essential to understand that the first action this
amendment would take would be to move that $475 million from the Crusader program but keeping it in
the Army's Future Combat Systems research and development program; that is, the Army's armored
systems modemization line.

It would do a second thing which was very important to the majority of the Armed Services
Committee; that is, that it would require the Chief of Staff of the Army to conduct an analysis of
altemnatives for the Army’s artillery needs and to submit his findings to the Secretary of Defense no later
than t month after the date of enactment of this biil.

Under this amendment, the Department would not be permitted to spend the $475 million until after
the Secretary of Defense adds his own conclusions and recommendations to the Army Chief of Staff's
report and forwards the report to the Congress. With his own decision, the Secretary of Defense would,
under our amendment, be required to submit the recommendations of the Chief of Staff of the Army.

They may be two different recommendations, as they were during the hearing that we had, where we
had the Secretary of Defense saying the Crusader should be terminated immediately, and the Chief of
Staff of the Army giving us the reasons he believed the Crusader system made sense in terms of
modernization, made sense in terms of transformation. It was a very important hearing for all of us,
including the Presiding Officer, who was present at that hearing,

At that point, after that petiod had run--1 month after the date of enactment--the Secretary would be

http://thomas.loc.gov/cgi-bin/query/C?r107: /temp/~r1072AvBcF 6/26/2002
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June 26,2002 10:51 AM

TO: J.D. Crouch
FROM:  Donald Rumsfeld’p'{\
SUBJECT: Unclassified Threat Briefing

Can we get that threat briefing at NATO brought down to an unclassified version

that has any “oomph” stiil in it? I suspect you probably could. Let’s try to do it.

Thanks.

DHR:dh

062602-14

Please respond by C”’?} iLfor

Ul63¢0 02 °
11-L-0559/0SD/11681

LEE

eounpL )<



SHOVWIRe

A
A9
b

v i
June 26,2002 9:37 AM A

TO: VADM Giambastiani ,//

FROM: Donald Rumsfeld \ X/\ s

SUBJECT: Submarines

Please explain to me what the commander of the Navy’s submarines was talking
about recently when he discussed “the critical role” of the subs gathering

intelligence on Al Qaeda, and why he is saying their cores are burning up.
Thanks.

Attach.
Jaffe, Greg. “Overuse of Nuclear Submarines Risks Burning Up Reactor Cores,” The Wall
Street Journal, 06/26/02

DHR:dh
(62602-10

Please respond by oy i ;‘2{5,/ 2
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Wall Street Journal
June 26, 2002

Overuse Of Nuclear Submarines Risks Burning Up Reactor
Cores

By Greg Jaffe, Staff Reporter of The Wall Street Journal

NORFOLK, Va. -- The commander of the U.S. Navy's submarines recently wamned his bosses that the
fleet, which has played a critical role in gathering tntelligence about the al Qaeda terrorist network,
should slow its pace of operations.

The vessels' nuclear-reactor cores are burning up fasier than planned due to added missions since Sept.
11, shortening the submarines’ life spans, Vice Adm. John Grossenbacher told his superiors. "I've told
them this next year we need (o see a reduction in the tempo of operations,” he said. "They are working
Dn it."

The 380-foot-long submarines' missians, which include secretly delivering teams of Navy commandos
10 hot spots around the globe and intercepting telephone conversations, have nsen more than 30% since
the terrorist attacks, Navy officials said. To accomphsh the missions, submarines are skipping port calls,
traveling more quickly between hot spots and forgoing some maintenance and raining nnssions.

The waming comes at a time when the Navy's top submarine officers are battling their own service and
the defense secretary's office in seeking to add more attack submarines to the arsenal of 54, Navy plans
call {oc the number to drop to aboul 51 dunng the next decade.

Submarines are extremely effective platforms for gatherng intelligence, but at $2.2 billion for a new
attack sub they are also very expensive. "The capabilities that the subs provide, such as gathering
intelligence, are capabilities that are in much demand,” a senior Navy official said. "The question is
whether submarines are the most cost-efficient way to perform these tasks.”

Defense Secretary Donald Rumsfeld hasn't included buying more attack subs on his list of military
priorities.

Since Sept. 11, the service's attack subs have spent about 80% of their deployed time performing
missions, most of which have been associated with gathering intelhgence. "They are really going to
destroy the force if they continue at this current pace,” said Loren Thompson, chief operating officer of
the Lexington Institute, a defense think tank in Arlinglon. Va. "Eventually you could have a sericus
accident.”

Adm. Grossenbacher has told his senior leadership thal during the next year, the Navy needs to reduce
the percentage of time its subs spend on missions while deployed to about 72%. To pul that into
praclice, the submarine force likely will have to begin turning down more assignments, which are given
10 it by the Central Intelligence Agency and the Pentagon. This wouldn't be the first time it refused
assignments ~- it did so during the Kosova war in 1999. But with the push 10 gather intelligence that
could head off another deadly terrorist attack, declining missions isn't done lightly.

Submarines are particularly adep! at gathering intelligence because they "cannot be tracked like satellites
and are more stealthy than unmanned aerial vehicles.” said Michaet Vickers of the Center for Strategic

http://ebird.dtic.milJun2002/e200t b2baBDB RO SD/1 1683 6/26/2002
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.

and Budgetary Assessments. He said a combination of super-stealthy unmanned aerial vehicles or
unmanned minisubmarines might provide a cost-effective substitute on some missions shouldered by the
submarine force.

http://ebird.dtic.mil/Jun2002/¢20030624 5O SD/1 1684 6/26/2002
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June 26, 2002 9:33 AM

TO: Larry Di Rita
FROM; Donald Rumsfeld(v\

SUBJECT: Army South Command

Wasn’t | supposed to get briefed by White on the movement of some headquarters

from Puerto Rico to somewhere else?

Please make sure he does do that before they make a decision. Second, when they
do the brief, 1 want to know why the headquarters even has to exist. Itis

ENnormaous.

Thanks.

Attach.
Edmonson, George. “Georgia, Texas Vie for Army South,” Atlanta Journal and Constitution,
06/25/02

DHR:dh
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Georgia, Texas Vie For Army South Page 1 of 2

Atlanta Journal and Constitution
Jane 25, 2002

Georgia, Texas Vie For Army South
Downsized command moving from Puerto Rico
By George Edmonson, Staff

Washington --- Georgia and Texas are the leading contenders to get the Army South command when it
moves from Puerto Rico, but the prize is unlikely to be as big as originally expected.

Downsizing and transformation probably will reduce the command to about 600 positions when it leaves
the Caribbean island, Army spokesman Lt. Col. Tom Budzyna said Monday.

"From what I can see, . . . it does look like the states of Georgia and Texas seem to be the favorites,”
Budzyna said. Bases also have been considered in other states, including Louisiana and Mississippi.

The move to relocate the base has been in progress for months. No announcement is scheduled, Budzyna
said. "We're leaning forward, so to speak, waiting for a decision, because we expect one,” he said

Last week, Rep. Mac Collins (R-Ga.) wrote Army Secretary Thomas White a letter noting his "utmost
concern with a decision that I understand will be announced very soon regarding the future location of
the United States Army South.” Collins complained that "if what I have been told is correct,” the Army
had not followed the open process that officers outlined earlier to members of Congress.

Dan Kidder, a spokesman for Collins, said the congressman is scheduled to meet today with Brig. Gen.
Karl Eikenberry, deputy director of strategy, plans and policy directorate at the Pentagon, to discuss the
relocation plans.

Collins was a leader of a bipartisan group of Georgia lawmakers and other officials whe met with Army
representatives in February as ramors swirled that Fort Sam Houston near San Antonto had been
selected.

Georgia has pushed for relocation of the command to Fort Benning near Columbus, retired Army Brig.
Gen. Philip Y. Browning Jr. said. Browning, who attended the February meeting, is executive director of
the Georgia Military Affairs Coordinating Committee.

Fort McPherson near Atlanta is under consideration as well, and Browning said the state also supports
that location. But he acknowledged that, with the anticipated staff reductions, "It may not be such a big

. deal”

Texans have been supporting Fort Sam Houston. Rep. Ciro Rodriguez (D-Texas) has written to White at
least twice to promote the base, listing such advantages as a low cost of living, available space and a
strong market for bilingual employees.

Army South completed its move from Panama to Puerto Rico in 1999.

When relocation began to be considered, remaining on the island was an option. But Budzyna said
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Monday that Puerto Rico is not viable now because of the goal of reducing staffing from the current
level of about 1,200,

Army South 1s one of 17 major commands. Its area of responsibility is the Caribbean region and Central
and South America.
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June 26,2002 9:14 AM

TO: Jim Haynes
FROM: Donald Rumsfeld {K) ﬁ—-

SUBJECT: Press Remarks on [CC

Please take a look at the transcnipt of my comments at the Foreign Press Center on
the International Criminal Court (near the end of the event), and tell me if | am
accurate. Please give me an edited version that you think would be a more

accurate way to describe our problem.

Thanks.

Attach.
06/21/02 Foreign Press Center Transcript
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DoD News: Secretary Rumsfeld News Briefing at the Foreign Press Center Page 11 of 13

task and end that task. At that stage, we would discuss a phase two and determine, A, ought there be a
phase two, and if so, what ought #t to include.

There have been two things that have been outside of the -- what I've just said. One was some
assistance we're providing with respect to roads and water and various things on Basilan Island. A
second thing that went on was an exercise in a different pan of the island, and they tended to be
disconnected from what you're discussing.

My guess is that some point in the days ahead, the Philippines government will announce whatever it
is they've decided and we've decided ought te follow on, in the event that we and they decide anything
ought to follow on. And I think it's really a judgment for the Philippine armed forces to make as to
whether or not and when they feel they have the kind of training and assistance that would enable
them to do their task.

You're right, the reports indicate that a leader, one of the leaders, one of the senior leaders of the Abu
Sayyaf group, is reported to be killed early this morning. There are other leaders and there are other
members of the graup, and terrorism is terrorism. And what the president of the Philippines will
decide with respect to that is really for her to say.

{Cross talk.)

Now -- no! ['ve got to have a man! ['ve got to have a man! (Laughter.) I'd rather not -

(Cross 1alk.)

Oh, here's a mike. You've got one. Go.

Q: Mr. Secretary --

Q: (Off mike.)

Rumsfeld: We're going to come right back to you.

Q: Frank Caller from the Canadian Broadcasting Corporation. Why is 1t so important for the Bush
administration that American troops involved with peacekecping be granted immunity from the
International War Crimes Tribunal?

Rumsfeld: There is a thing cailed the International Criminal Court, and there was a treaty, and it was
signed by a number of nations, and it's going into effect Jater this month or the 1st of July, I believe, It
is an unusual court in this sense. Historically, international courts have been for a discrete purpose for
a discrete period of time, and often under the umbrella of the U.N. or some other organization that
created it. For example, there's been one in the Balkans, which we all know about.

The International Criminal Court is distinctive in several respects. Number ong, it is not limited by
time. It is not limited by subject or focus. 1t is not under the umbrella of any organization that could

manage it from the standpoint of responsibility and behavior,

Another thing about it that's distinctive is that it attempts to take jurisdiction over the people of
countries that have not signed it, which is a difference in how this has usually been handled. The U.S.
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position on it was that this administration -- that President Clinton signed it and said he would not send
it to the Congress for ratification, which is kind of an unusual technique. The president looked at it and
decided that it should be unsigned, if there were such a technique or a process, and it appears there
isn't, so instead, notification was given to the appropriate people that the United States did not consider
it effective for the United States.

Now, why would we care? The reason we would care is that if you think about it, it is very easy to
make a charge or an allegation of wrongdoing, and the defense against that then falls to the person
accused and you then have to spend a pile of money and a pile of time defending yourself against a
politicized allegation or charge of wrongdoing which never happened.

We have looked at this and made a judgment that it would cause the United States pause to be willing
to participate and put U.S. forces in countries where they could become subject to the international
court and you could end up with a politicized prosecutor or people making allegations or charges, and
then people would - U.S. military forces would be subject to those kinds of allegations.

If you think back to what happened during the Afghan conflict, there were a number of instances
where the Taliban and the al Qaeda -- their training books tell them how to do this, how to lie, how to
misinform people, how to claim that civilians have been killed, innocent men, women and children,
when in fact it was al Qaeda and Taliban being killed or bombed. And they have put their -- they
systematically put thetr command headquarters and their radars and their artillery and their command
centers in close proximity to mosques and to hospitals and to schools and in civilian areas.

Now, the United States believes that its role in the world, along with other like-thinking countries, in
contributing to peace and stability is important, and I believe it's important and the president believes
it's important. And we argued against the treaty on the basis that, to the extent it puts people that we
would put at nisk for their lives also at risk legally, in a process that's not controlled by any
organization, that is assuming jurisdiction over people that had not participated in the treaty, that has
no time limit and no supervision whatsoever, it seemed to us a bad idea. And I worried that we -- the
United States, if that happened, we could become cautious, more limited, some would say isolationist,
unwilling to participate in things to the extent I believe it's useful to the world to have ~ for us to
participate.

So there is a portion of the treaty that says that a country can exempt a nation from the treaty. So, for
example, in the case of East Timor, we have a very few number of people there. We want to be there
because we're working with the Australians, we're working with the Indonesians, we think that's a —
with the East Timor people -- it's been a good thing. And it's been working so far. They've had an
election. And --- but when the subject comes up for renewal and we look at it and we see that -- what
we'd like to get is their agreement that we would be exempted. Now, the same thing is coming up in
the U.N. very recently with respect to one of the countries in the Balkans, as I recall. And we have
forces there.

And -- but all we would say is that we would like that government to say that our people would be
exempt from this court which, I believe, we ought to be exempt from so that there isn't that kind of
political harassment that can take place unfairly, particularly when you know you're fighting the global
war on terror and you know the terrorist training books are encouraging people to make those kinds of
charges and allegations, and you know the press prints them instanianeously. They are right there in
the press; the minute the charge is made, it's out there. And then the world says, "Aha!" And six weeks
later when you finally get on the ground and look what happened, it did not happen that way at all, and
that story is not very newsworthy. And that's a shame.
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And all -- if you think about, Dr. Kissinger recently was - they attempted to serve a subpoena on him
for something that happened 25 years before in Chile, and something he was not aware of ar
knowledgeable about. And the effect of it could be that people wouldn't want to travel, thev wouldn't
want to go into another country. The United States and other couniries wouldn't want to put their
people on the ground where they could be subject to irrespensible and inaccurate challenges and lies.

So it js -- it is -- I'm trying to make the case that it is not a good versus bad. It is -- the motive is
certainly appropriate, and other international tribunals are certainly appropriate. But I personally think
they ought to be for a purpose, with a time frame, with some supervision over them by responsible,
accountable nations, as opposed to free of that accountability.

(Cross talk.)
Staff: One more, sir.
Rumsfeld: I'm told I can take one more question, and you're it.

Q: Mr. Secretary, it has been told in the recent papers, some East European countries, despite the
difficult periods they are in, makes a lot of effort -- ] am -- (name inaudible) -- from Radio Romania.
Romania, for an example, took some decisions and made some efforts in helping the international
forces in Afghamstan. Can you make some comments about that?

Rumsfeld: Well, there's no question but that a number of Eastern European countries have been
enormously helpful. They've been helpful with, in some cases, troops; in some cases medical
assistance, in some cases sharing intelligence, in some cases helping to block bank accounts of
terrorists. There are a host of ways that these countries have stepped forward and said, "We want to
participate in this; this is a serious problem in the world."

And if you were going to -- as | say, if you dropped a plumb line through all the countries | went
through and all the countries 1 met with, a number of them being NATO aspirants, the one thing that
was common -- in the Gulf, in South Asia, in Europe, in Estonia, in Germany -- was the fact that they
are sensitive 1o the threat of terrorism, they appreciate the fact that a single country alone can't deal
with it, that we have to cooperate together. And there's no question but that we are deeply appreciative
and grateful for the wonderful support and cooperation we've received.

Now, I am going to excuse myself, and I want to say that it's been a delight being with you --
(laughter) -- even though -- even though a couple of you folks -- (laughter, cross talk) --

Moderator: Thank you, Mr. Secretary. And thank you, friends of the Foreign Press Center.

"THIS TRANSCRIPT WAS PREPARED BY THE FEDERAL NEWS SERVICE
INC., WASHINGTON, D.C. FEDERAL NEWS SERVICE IS A PRIVATE
COMPANY. FOR OTHER DEFENSE RELATED TRANSCRIPTS NOT
AVAILABLE THROUGH THIS SITE, CONTACT FEDERAL NEWS SERVICE
AT (202) 347-1400."
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1:07 PM

TO: Paul Wolfowitz
FROM:  Donald Rumsfeld\l.e{\-
DATE:  June 26, 2002

SUBJECT: Attached

gsEes

Attached are some thoughts that were sent to me as a result of a visit to Ft. Lewis.
Please let me know what you think of it.

Thanks.

DHR/azn
062602.01

Attach: Memorandum dated 6/26/02

Please respond by: v ] 7 f Dol
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MEMORANDUM

June 26, 2002
Equipment

LAVs are cast off models from Canada and are nearly 10 tons lighter than the
prototypes coming off the assembly line now. In addition, the LAVs that the CSA
want carry no armament other than a 50 CAL MG (used in WWI) or 2 40 mm
Grenade Launcher.

Mobile Gun System (105 on LAV) will not be available until 2004 or 2005.
Worse still, the ammunition for this soft recoil must be developed independently
because the gun cannot fire existing 105mm ammunition. In addition, the MGS
will be 18 inches taller than an M1A1 tank and have to stop to shoot. Wheels
cannot provide a stable platform — some RMA! Other variants — engineer C2 and
so on face considerable problems. Variants will not be C130 capable. Current 23
ton LAV vanant of [AV has trouble with C130 deployability and must deflate
tires.

British Army declined to participate in the future scout combat system program
because the UK insisted on racks for survivability and mobility. UK rejected
wheeled solution for combat.

Communications

LAVs have flat panel displays mounted in them to convey the impression of high-
tech battle command. However, all of the communications are legacy and single
service — nothing new.

IBCT organization. Nothing new.

IBCT is a motorized rifle brigade of 3700 troops. It is part of 17,000 man interim
division. Joint C4ISR capability does not exist inside the IBCT. As a result, the
Joint C4ISR connectivity runs through the division, not directly to the Joint Task
Force. In addition, the Colonel that commands the brigade has the same staff
structure as a normal brigade and must depend heavily on division headquarters
for command and control. Plan is to deploy an MG with a division headquarters to
any future JTF. Purpose is to maneuver the 3700 man IBCT.

IBCT is acutely lacking in sustainment. It cannot operate independently for more
than a couple of days. Its fire support is a man-intensive towed 155mm battalion.
This is dinosaur technology — the 155mm howitzer was originally developed in
1805.

11-L-0559/0SD/11693
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IBCT has no aviation component and would depend on division to provide that.
This means IBCT is untrained to integrate Army aviation let along USAF aviation.

IBCT is calling its reinforced scout company of 250 men in turret less LAVs a
reconnaissance, surveillance, targeting acquisition squadron. However, there is
nothing to validate a superior reconnaissance capability based on its equipment
now or in the future. Most important, the RSTA unit cannot perform armed
reconnaissance. By the way, in the USMC, the 25mm automatic cannon on the
ALVIII is referred to as a disengagement weapon because the platform cannot
engage in direct fire combat and survive. This is why the USMC relied heavily on
tanks and AAAVs in its MEUs and MAGTFs.

Mission Profile

The IBCT permanently converts combat troops to peacekeeping constabulary
troops. To disguise this reality, the CSA says the unit is designed for the “high
end of small scale conflict.”” In Army parlance, that is peace enforcement.
However, given the inability of wheeled ammor in Mogadishu to break through and
rescue troops on the ground, the notion of peace enforcement is open to serious
question as well.

TACTICS

The tactics being practiced are a mix of dismounted attacks with fire support on
the 1960s Vietnam model or kicking down doors in Sarajevo and Brcko to arrest
thugs.

SOLUTION

Buy 200 LAVs and put them in a pool. Let units assigned to peacekeeping duties
draw them as necessary for use. This is what the British Army does in Cyprus and
Ulster and it saves money. It also avoids the permanent conversion of war
fighting formations to peacekeeping. By the way, rotational readiness makes this
quite easy and cost effective.

11-L-0559/05D/11694
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. TO: Secretary Tom White
cC: Paul Wolfowitz
FROM: Donald Rumsfeld /*%\
DATE: June 26, 2002

SUBJECT: Attached

Attached are some thoughts that were sent 10 me as a result of a visit to Ft. Lewis.
Please let me know what you think of it.

Thanks.

OHR/az:
067601.01

Attach: Memorandum dated 6/26/Q2

Please respond by: 11
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MEMORANDUM

June 26, 2002
Equipment

LAVs are cast off models from Canada and are nearly 10 tons lighter than the
prototypes coming off the assembly line now. In addition, the LAVs that the CSA
want carry no armament other than a 50 CAL MG (used in WWI) or a 40 mm
Grenade Launcher.

Mobile Gun System (105 on LAV) will not be available until 2004 or 2005.
Worse still, the ammunition for this soft recoil must be developed independently
because the gun cannot fire existing 105mm ammunition. In addition, the MGS
will be 18 inches taller than an M 1Al tank and have to stop to shoot. Wheels
cannot provide a stable platform — some RMA! Other variants — engineer C2 and
so on face considerable problems. Variants will not be C130 capable. Current 23
ton LAV variant of IAV has trouble with C130 deployability and must deflate
tires.

British Army declined to participate in the future scout combat system program
because the UK insisted on racks for survivability and mobility. UK rejected
wheeled solution for combat.

Communications

LAVs have flat panel displays mounted in them to convey the impression of high-
tech battle command. However, all of the communications are legacy and single
service — nothing new.

IBCT organization. Nothing new.

IBCT is a motorized rifle brigade of 3700 troops. It is part of 17,000 man interim
division. Joint C4ISR capability does not exist inside the IBCT. As a result, the
Joint C4ISR connectivity runs through the division, not directly to the Joint Task
Force. In addition, the Colonel that commands the brigade has the same staff
structure as a normal brigade and must depend heavily on division headquarters
for command and control. Plan is to deploy an MG with a division headquarters to
any future JTF. Purpose is to maneuver the 3700 man IBCT.

IBCT is acutely lacking in sustainment. It cannot operate independently for more
than a couple of days. Its fire support is a man-intensive towed 155mm battalion.
This is dinosaur technology — the 155mm howitzer was originally developed in
1905.
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9:33 AM
IBCT has no aviation component and would depend on division to provide that.
This means IBCT is untrained to integrate Army aviation let along USAF aviation.

IBCT is calling its reinforced scout company of 250 men in turret less LAVs a
reconnaissance, surveillance, targeting acquisition squadron. However, there is
nothing to validate a superior reconnaissance capability based on its equipment
now or in the future. Most important, the RSTA unit cannot perform armed
reconnaissance. By the way, in the USMC, the 25mm automatic cannon on the
ALVIII is referred to as a disengagement weapon because the platform cannot
engage in direct fire combat and survive. This is why the USMC relied heavily on
tanks and AAAVs in its MEUs and MAGTFs.

Mission Profile

The IBCT permanently converts combat troops to peacekeeping constabulary
troops. To disguise this reality, the CSA says the unit is designed for the “high
end of small scale conflict.” In Army parlance, that is peace enforcement.
However, given the inability of wheeled armor in Mogadishu to break through and
rescue troops on the ground, the notion of peace enforcement is open to serious
guestion as well.

TACTICS

The tactics being practiced are a mix of dismounted attacks with fire support on
the 1960s Vietnam model or kicking down doors 1n Sarajevo and Breko to arrest
thugs.

SOLUTION

Buy 200 LAVs and put them in a pool. Let units assigned to peacekeeping duties
draw them as necessary for use. This is what the British Army does in Cyprus and
Ulster and it saves money. It also avoids the permanent conversion of war
fighting formations to peacekeeping. By the way, rotational readiness makes this
quite easy and cost effective.

Portion of Email from Col. Douglas MacGregor, 2/25/02 to Newt Gingrich

DHR/azn
062602.01
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June 26, 2002 4:49 PM

TO: Doug Feith
FROM:  Donald Rumsfeld /¢

SUBJECT: Money to Afghanistan

Please find out what kind of assistance the US, any agency or department, is
giving each of the warlords and what we are giving Karzai to distribute around the

country. We need to see what that balance is.

Is the DoD giving any food, weapons or money to any of the warlords or to
Karzai? Is the CIA doing that? Is State doing it? How are the donor funds

coming 1n? We need to get a sense of that balance.

Thanks.

DHR:dh
062602-20

Please respond by _ O% { 07«{ )
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June 26, 2002 1:30 FM

TO: Gen. Myers /

FROM: Donald Rumsfeld \/l)f\

SUBJECT: Letter re: Gen. Hill

Jim Haynes thinks it is probably best for you not to answer that letter about

General Hill. Why don’t you visit with him about it, and then the two of us can (Q{]
talk and decide how we want to da it. i
>
Thanks. 3
<
DHR:dh _,:
062602-18
Please respond by 07/ |21 9
i
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FOR OFFICIAL USE ONLY

CHAIRMAN OF THE JOINT CHIEFS OF STAFF
WASHINGTON, D.C. 20318-9899

CH-389~02
INFO MEMO 3 July 2002

FOR: SECRETARY OF DEFENSE

FROM: General Richard B. Myers, CICS W

SUBJECT: Letter Re: Gen Hill

o Inresponse to your memo of 26 June (TAB), I plan to review the DoD Inspector
General’s report when it is completed and then meet with the DoD General
Counsel.

*  We can then meet and discuss how to approach Senator Warner's request.

COORDINATION: NONE

Attachment:
As stated

Prepared By: Jane G. Dalton, Capt, JAGC, USNl(kJ )

FOR OFFICIAL USE ONLY
11-L-0559/0SD/11700
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June 26,2002 3:32 PM

=\
TO: Gen. Ralston, SACEUR, USCINCEUR O
Gen. Eberhart, USCINCSPACE/CINCNORAD ¢
Adm. Ellis, CINCSTRAT
Adm. Fargo, USCINCPAC
Gen. Franks, USCINCCENT
Gen. Kernan, CINCUSIFCOM
Gen. Holland, USCINCSOC
Gen. Schwartz, CINCUNC/CFC/USFK
MG Speer, USACINCSO
CC: Gen. Myers
Gen. Pace
FROM:  Donald RumsfeldQ/'J /( \__%,,y
SUBJECT: Saving the Taxpayers’ Money
Attached is a memo from Gen. John Handy. It strikes me that there are many
opportunities for these types of savings. [f you have any other examples, 1 would
appreciate your sending them along.
It 1s important that we all focus on moving dollars from waste to warfighting.
Thanks.
Attach.
06/03/02 Memo from CINCTRANS
pes02 16 N
[N
<
N
O
(\l

Ule367 02
11-L-0559/0SD/11701



UNITED STATES TRANSPORTATION COMMANDT? Jui 24 B! 1213
508 SCOTY DRIVE
SCOTT AIR FORCE BASE, ILLINOIS 62228-5357

3 June 2002
" MEMORANDUM FOR DEPUTY SECRETARY OF DEFENSE m HAS Sm
FROM: TCCC JUN 2 6 2002

SUBJECT: Responsive Transportation Support

i AT As discussed with the Secretary during his visit to USTRANSCOM, we continue to look for
% % opportunities to reduce costs while still meeting the requirements of the warfighters.

2. The following is an illustration of how early collaborative planning allows us to make smart
decisions on the way we move forces. An infantry battalion rotating back to the United States
from Afghanistan was originally sgheduled to redeploy by air at a ¢gst of roughly.35M. We
worked with USCENTCOM and the Department of the Army to redeploy using a combination of
intra-theater air and sea lift, leveraging a ship already in the theater. This method cost DOD
about $200K-:a resultant savings of $4 8M. illustrating the power of collaboration and
cooperation between theater combatant commanders and the Services. With sufficient lead-time,
/- we can provide supported commanders responsive transportation support while making best use
of DOD’s resources.

3. T'look forward to providing you more examples of innovative actions that are reducing our
cost of doing business, with focus on good stewardship of our nation’s resources.

VE-

neral, USAF

Commander in Chief

cc:
CICS

bs& . Nole ﬂ
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TO: Pete Aldridge

50095

CC: Steve Cambone

//FROM: Donald Rumsfeld Q\
v

SUBJECT: Shipbuilding

Please tell me what I am supposed to do with this Dov Zakheim memo on

shipbuilding.
Thanks.

Attach,
04/01/02 USD(C) memo to SecDef re: Shipbuilding [U05740/02)

DHR:dh
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Please respond by __ O¥/22 [or

?7[1
e
s

20v¥ L 272

Ule368 02
11-L-0559/0SD/11703



Wt

“:/
&

T

June 28, 2002

To: Secretary of Defense
From: Pete Aldridg
Subject: ‘Shipbuilding

You asked what should you do with Dov Zakheim’s shipbuilding memo. The answer is
nothing.

The Navy has taken this study, and one previously completed by AT&L, and is
incorporating the results into 2 DPG directed study and into their FYQ4-09 Program
Objective Memorandum, We will see the results in September and will provide a
decision package for you on how to proceed with shipbuilding and the budget to go with
the plan.

11-L-0559/0SD/11704



UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON CFFICE 22 Tt
WASHINGTON, DC 20301-1100 SECRETG, <7 rifmnas

INFO MEMO W2 AR -1 PR g 29

COMPTROLLER

April 1, 2002, 9:54 am.

FOR: SECRETARY OF DEFENSE SECDEF HAS SEEN

FROM: Dov S. Zakheim T JUN 27 2002

SUBJECT: Shipbuilding

¢ Per your tasking to me (and your statements at Congressional hearings) that I put
together a study of possible shipbuilding futures, and their impact on the shipbuilding
base, I enclose a set of preliminary PA&E slides, which were developed in concert
with the Navy.

o The slides are consistent with the Navy briefing you received last week. They do offer
several alternatives, however. These are:

e maintaining the current program;

¢ an alternative the Navy prefers
¢ and a PA&E "middle option." (4 f?ﬁ’OGJQ And 1
MOE RER TS
A
» All of the plans will require an increase in FY 07 an%%ﬁ’ﬁ‘i/&'ﬂe‘”%gdle option”

calls for an average of $1.6 billion in additional shipbuilding funds beginning in FY
04.

o [f we are serious about changing the mix of the fleet, and maintaining the shipbuilding
base, the middle option, and its costs, seems quite reasonable.

7/

COORDINATION: NONE JcEder -
’ ‘Q AP Y3 /.{1 E/ "‘l/
Attachments: <! . [ e
As stated A tipcemng 00 Z{/
PRIE o SHha hj o Hheugh
cc: Deputy Secretary of Defense o Mernstve . Py 2t
Under Secretary of Defense (AT&L) Ly % sk
Principal Deputy, Under Secretary of Defense (P) e : S
Director, PA&E SP ASSISTANT DI RITA | 0/ 3 |,
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OFFICE OF THE SECRETARY OF DEFENSE

1800 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-1800

PROGRAM ANALY6G(5
AND EVALUATION

INFORMATION MEMO
March 27, 2002; 5:00 PM
FOR: UNDER SECRETARY OF DEFENSE (COMPTROLLER)
FROM: Barry D. Watts %L“
SUBJECT: Results of Shipbuilding Study

o PA&E developed, with Navy participation, three potential future fleets and the
build plans necessary to achieve them.

o The size of the Navy can be increased to 350-375 ships by 2020 if the funds
allocated to shipbuilding are increased to $13.1B per year in FY0O0 constant
dollars.
o PBO03 allocates $11.5B per year to shiphuilding.

e The Navy submitted an alternate plan that requires $14.3B per year.

» The increase in numbers is due to the introduction of @ Littoral Combat Ship
(LCS).

e Our future fleets include 50-70 of these ships. The LCS is not yet designed,
so this is a notional estimate rather than an actual requirement.

» The LCS is projected to cost about $400M per ship. If the costs rise too far
above this, the LCS concept will become uncompetitive with an all-high-
end surface combatant mix. In this case, it will be difficult to sustain a fleet
larger than about 325 ships.

® A submarine build rate of two boats per year can sustain a force of 50 SSNs
plus 4 SSGNs through 2028, provided that we begin building two SSNs per
year in FY06.

¢ All of the plans considered required above-average funding in FY07 and FY(08.

BOTH NAY +PhtE
ESTMaTES GAE
___ REHdsoNppLE, MY
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37 independent
Strike groups

19 independent
Strike groups

Current nominal compaosition: Future nominal composition:
CVBG = CV + 6 CG/DDG CVBG = CV + 3 CG/DDG
ARG = 3 amphibs, no escorts ARG = 3 amphibs + DDX + 2 DDG
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LCS SAG
Direct Support
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Ship totals for three 2020 fleets

Fleet #1 Fleet #2 Fleet #3  Fleet #1 was providéd by
: ;i the Navy
27 — Navy plans to reach 375 ships
60 by 2025
o * Fleet #2 is a variant which:
14 — Builds more LCS
50 — Caps the DDX buy at 12
4 — Changes submarine build
26 profile to 2 per year
:2 * Fleet #3 is provided to show
326 what could happen if LCS is

too expensive

Hlustrative Only
— DDX, LCS not yet designed
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® 364 ship fleet, including 20 DDX, 52 LCS, 56 SSNs
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Shipbuilding Plan for Fleet #2

FY03-20 Average ($13.1B)

124 o o e e e e T Y N A=$%1.6B

—_—
1]
©0
o
o
-
(18
et
2
[ah)
on
©
=]
m
o
£
L.
3
L0
o
=
7]

Procurement Quantity

02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20

¢ 372 ship fleet, including 12 DDX, 70 LCS, 50 SSNs
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Shipbuilding Plan for Fleet #3
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® 326 ship fleet, including 31 DDX, 12 LCS, 50 SSNs
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DD(X)-LCS Mix

¢ Peacetime presence requirement for DD(X) is 12 ships

— Navy plan builds 20 DD(X), pending ongoing war fighting and
industrial base analyses

— These plans assume a two-gun, large magazine DD(X)

* LCS requirement depends on concept of operations and
final ship characteristics <
— 70 LCS gives full-time presence in 4 forward nodes + SOUTHCOM
— Assumes 4 crews per 3 ships

¢ LCS concept is viable only if unit cost of LCS is at most
one-third that of a large surface combatant

— Fleet #3 is an alternative if the LCS concept turns out to be
unworkable
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Submarine Force Structure

Delivery of SSNs hought cutside the FYDE
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Submarine (SSN & SSGN) Force Structure
8

~8—Navy Plan: Refuel all 6888, 4 SSGNs, and 1 SSN/yr FY04-07; 2 SSNs/yr FY08, 09, 16, & after FY 18;
3 SSNsAr FY10-15, 17, 18 o

== Refueling all but 2 6888, 4 SSGN, 1 SSN/yr FY04,05; 2 SSNe/yr starting In FY06
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5 -J ™®=Retueling all bul 2 888s, 4 SSGNs, and 1 SSN/year FYD4-30

2022

1998 2000 2002 2004 2006 2008 2010 2012 2014 2016 2018 2020

2024 2026 2028 20X
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Submarine Force Structure

e Plan #1 sustains a fleet of 53 SSNs and 4 SSGNs

— Two additional submarines would need to be built before FY10 to
sustain the Navy’s desired force structure of 55 SSNs

¢ Plan #2 sustains a fleet of 50 SSNs and 4 SSGNSs,
without ever building three submarines per year

— A force of 55 submarines can be sustained by building 2 SSNs in
FYO05

e FYO03 advanced procurement funds would be needed
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Amphibious Ships

 LHA(R) timing
— Fleet #1 builds LHA(R) in FY09, FY13, FY16, and FY18

~— Fleet #2 builds LHA(R) in FY06, FY09, FY12, and FY14
— LHA’s reach end of service lives in 2011-2015

* LHA(R) will be designed to operate JSF, V-22

— Delaying the replacement of the existing LHASs is not consistent with
the establishment of Expeditionary Striking Groups

* LHA(R) program can support an FY06 start
provided LHA(R) is a modified LHD and not a
new design
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Industrial Base Analysis

Iy very rough estimates of the industrial base
i