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NOV 2 3 2004

TO:. Powell Moore
FROM: Donald Rumsfeld VA

SUBJECT: Attendance at Op-Intel Briefings

Did we ever figure out how many of our Op-Intel briefings Edwards and Kerry

attended?

Thanks.

DHR:s5

112204-27

Please respond by |1 | 3]0Y
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THE ASSISTANT SECRETARY OF DEFENSE
WASHINGTON, DC 20301-1300

FERRAIRS December 9.2004 3:00 PM

FOR: SECRETARY OF DEFENSE

FROM: Powell A. Moore, Assietant Secretary of Defense

For Legislative Affairs
(I

SUBJECT: Response to your questions about Senators Kerry and Edwards

¢ The information we previously gave you about participation of Senators Kerry and
Edwards in ops/intel briefings is correct. We do have, however, records indicating
that Senator Kerry came to the Pentagon for two meetings with you.

¢ On Monday morning, September 24,2001 at 7:45 a.m. you had a one-on-one
breakfast with Senator Kerry in your office. To the best of my recollection, I was
the only other attendee. The meeting must have materialized at the last minute
because we have nothing in our archives to indicate that a “read ahead” was
prepared for you.

e He was also one of 56 Senators who came to the Pentagon in late summer and
early fall of 2002. Our records indicate he was here on September 5. As you
recall, we conducted a series of breakfast meetings for members of the House and
the Senate on weapons of mass destruction leading up to the vote on the Irag
resolution in October of 2002, Scnator Edwards received two invitations to these
briefings and he did not accept either.

Attachments .

SECDEF Snowflake 082604- 1
SECDEF Snowflake 112204-27

11-L-0559/0SD/039056 0SD 00326-05
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September 1,2004

TO: Col Bucci
FROM; Donald Rumsfeld R

SUBJECT: Meeting with Ray DuBois re: Corridors

g

Please arrange a meeting for me with Ray DuBois to discuss corridors. T think
there should be one for women, one for Hispanics, and one for Secretaries of
Defense. I would like to talk to him about how we fix them; reduce the

duplications.

Thanks.

DHR:ss
0801049

Please respond by CI!I’) } D‘f
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OFFICE OF THE SECRETARY OF DEFENSE
1950 DEFENSE PENTAGON
WASHINGTON, DC 20301-1950 G

INFO MEMO

ADMINISTRATION AND
MANAGEMENT

FOR: SECRETARY OF DEFENSE DepSec Action

FROM: Raymond F.‘]%‘i’s, W@inistratim and Management

SUBJECT: Naming and Dedication of Pentagon Corridors

j,df'&fe W 'QWW/ Wisene. . Stu. batnee Afo& {{M‘fﬂMMJ"MQ#ﬂc_"ﬁd

e The following is provided in response to your request for information regarding
dedicated corridors and exhibits in the Pentagon.

9 Presidents Corridor — Contains a picture and brief history panel of each U.S.
President, including the current one. Location: 3A10-3C 10.

9 Corridors and exhibits dedicated to military leaders.
Amold Corridor - Dedication date unknown. Location: 4E8.
Bradley Corridor — Dedicated June 1972. Location: 2E8.

Eisenhower Corridor — Dedicated May 1970. Rededicated in June 1985.
o/ Location: 3ES8-9.
o -

/] MacArthur Corridor — Dedication date unknown (1980s). Location: 3A4-5.
j Marshall Corridor — Dedicated April 1976. Location; 3E4.5-5.
9 Corridors/Exhibits dedicated to groups, organizations, and other individuals.
Kruzel Exhibit - Dedicated in January 1996. Joseph J. Kruzel was a Deputy
Assistant Secretary of Defense for European and NATO Policy who died m an

accident while traveling outside Sarajevo in Aug 1995, Location; 4D7-8.

African Americans in Defense of Qur Nation  Location: 3A2 - 3E2

ANZUS Location: 2A2-3
Buffalo Soldiers Location: 2AS5
Chiets of Staff of the Army Location: 3A5-3E5
Civil Servants Location: 2A2-3
Correspondents Location: 2E5-6
>
11-L-055%@SD/039058 OFG 7 _



Hall of Heroes/Medal of Honor Location: Pentagon Concourse

Joint Chiefs of Staff Location: 2A8-2E8

Marine Corps Commandants Location: 4A-E5

Military Women Location: In Storage

Native Americans in Defense of Our Nation ~ Location: 2Al

NATO Location: 2A9-10

POW/MIA Location: 4E7-8

Secretaries of the Army Location: 3A5-3ES

Secretaries of Defense Location:. 2A8-9

Secretaries of the Navy Location. 4A5-4E5

Secretaries of War Location;. 2A4-5

Soldiers and Signers of the Constitution Location: 2A4-2E4

USO Location: Corridor 2, Ramp to
Concourse

9-1 1 Memonial Quults Location: 4th Corridor, 1stfloor

e The Federal government already has recognized President Ronald Reagan in a
number of ways.

» There are two major facilities in the Washington D.C. area: The Ronald Reagan
Building and International Trade Center, Washington, D.C., dedicated in. 1998,
and the Ronald Reagan Washington National Airport, renamed in 1998.

» The Department of Defense has named the aircraft carrier USS Ronald Reagan,
commissioned 2003, and Ronald Reagan Ballistic Missile Defense Test Sight, H#
Marshall Islands, dedicated 2000, after the President.

COORDINATION: None

Attachments: None

Prepared by: Ralph Newtor.,.l
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Armstrong, Brett, COL, OSD-ATL

Page 1 of 2

From: Snow, Howard, CIV, OSD-LA
Sent:  Thursday, June 10, 2004 7:34 AM
To: Armstrong, Brett, COL, OSD-ATL

Subject: Warner wishes to keep "bi-parisan nature™ of name for Pentagon

DEFENSE

Wamer Weighs in Against Frist’s Proposal to Renamethe Pentagon After Reagan

By JosepH C, ANsELmo, CQ STAFF WRITER

The chairman of the Senate Anmed Ser-
vices Cominittee cautioned Wednesday
that renaming the Pentagon for former
President Ronald Reagan might not be the
bestwav to hanor his memorv.

Sen. John W. Warner, R-Va., took to
the Scnatc floor to emphasize tlie impor-
tance of retaining the “bipartisan nature”
of tlie headquarters of the U.S. armed
forces.

His comments appeared aimed at
heading off a proposal by Senate Major-
ity Teader Bill Frist, R-Tenn., to rename
the Pentagon the “Ronald Reagan Na-
tional Defense Building.”

On June 7. Frist submitted amend-

Howard Snow

6/10/2004

ments to tlie fiscal 2005 defense author-
ization bill (S 2400 — S Rept 108-260)
that would rename the Pentagon and the
Defense Departments Missile Defense
Agency in Reagan’s honor.

Warner diplomatically did not directly
mention Frists amendments, butnoted the
rejection of aproposal to rename the build-
ing in honor of former president and five-
star Gen. Dwight D. Eisenhower after he
died in 1969. One of the main reasons,
Warnersaid, “isthat that building stands as
asymbol of the bipartisanship that must be
present. as we work with the men and
women of the armed forces.”

Warner said Congress needed to honor
Reagan, but cautioned that lawmakers

11-L-0559/0SD/039060

“havegot to give alot of careful thought and
be mindful of how we’ve recognized other
commanders in chief . . .in terms of their
contributions to the defense of the country.
Butwe’ll come up witl an idca.”

Warner declined to comiment further
after his remarks.

Frist’s aidesalso moved to play down the
amendments, saying they were filed only
to put ideas on the table. An aide said the
majority leader was forming a group of
senators to review a wide variety of pro-
posals to honor Reagan.

Republican lawmakers also have float-
ed various proposals toput Reagan’s like-
ness on the clime, the $10 bill or tlie
$20 hill.
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September 1,2004

TO: David Chu
Ray DuBois %a
S =
ce: Paul Wolfowitz 1
H 4]
FROM: Donald Rumsfel s
i
SUBJECT: Naval Nuclear Propulsion Director S
3
<
Attached is some material on the Director of Naval Nuclear propulsion. My
instinct 1s that eight years is too long. I would like to get it changed so it is four
years with the possibility of adding one, two, three or four years.
Please come back to me with a proposal.
Thanks.
Afttach.
6/14/04 GC memo to SecDef re: Position of Director, Naval Nuclear Propulsion Program
DHR:dh
090104-18
Please respond by [o f/ ! / 0 ‘;/
~
o
bR

0SD 00328-05
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE D,};Loll\
1600 DEFENSE PENTAGON
WASHINGTON, 0. C. 20301-1600

INFO MEMO

GEMERAL COUNSEL

June 14,2004

FOR: SECRETARY OF DEFENSE DEPSEC

FROM: William J. Haynes 11, General Counsel, 695-3341 W

SUBIJECT: Position of Director, Naval Nuclear Propulsion Program

e At your earlier direction, Dan Dell’Orto met with the Secretary of the Navy and
the Chief of Naval Operations to obtain their views about the grade (0-10) and
term of appointment (8 years) of this position.

o The Secretary of the Navy believes that any proposed change in either the grade
fevel or term of appointment is sensitive,

o The grade level 1s significant because of the Navy's outstanding nuclear satety
record.

o Were the grade level reduced,-any subsequent safety problems likely would be
attributed to that reduction.

e An 8-year term is unduly long and permits the incumbent to outlast at least one
Administration, and possibly two.

o The Chief of Naval Operations agreed that any proposed change in either grade
level or term of appointment would be controversial and possibly particularly
difficult in an election year because the submarine community would mobilize to
oppose any change,

o Having a 4-star officer (although i1t does not have to be a submariner, i1t
historically has been) in this position provides the submarine community with
an edge over both the surface and aviation community neither of which has a
Navy uniformed advocate above the two-star level.

e Interestingly, ADM Clark does not believe that either the Department of
Energy or the Senate would oppose a change in this position unless the
submarine community sways them.

L%
11-L-0553805D/039062
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¢ The position as currently structuredis an anachronism during a period of
transition from a threat- to a capabilities-based defense and a platform centric.
system to an information centric system.

¢ Consideration should be given to a Senior Executive Service person for this
position, as the Executive Order contemplates, as this would remove the
position from the operationsrole and the submarine advocacy role.

¢ ADM Clark was very complimentary toward ADM Skip Bowman, the
incumbent, who has handled himself as well as anyone could in this position.

COORDINATION: None

Prepared By: Daniel J. Dell’Orto,

11-L-0559/0SD/039063




September 1,2004
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TO: Doug Feith
FROM: (N
, O
SUBJECT: Salah Shakir Letter Y
Plcasc have someone respond to the attached letter from Salah Shalur
Thanks.
Attach.
6/23/04 Letter from Salah Shakir
DHR:ss
(90N 04-%
Please respond by q J Jo ! oY
7
(/Lm@ Policy Executive Secretariat Note
‘)")( Novemnber 9,2004
€U’ @ Captain Marriott,
l ASDHISA, Peter Rodman, responded to
Mr. Shakir on October 21,2004. A copy of the
i
?a\)\ Bu"\e letter is attached for your records.
1o S PR A
artlett
ty Director
Policy Executive Secretariat
.
Ly

Y

Fove 0SD 00329-05
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ASSISTANT SECREZTARY OF DEFENSE
2400 DEFENSE PENTAGON
WASHINGTON. DC 20301-2300

INTERNATIONAL
SECURITY S
GFFAIRS Sonil

Mr. Salah Shakir
Vice President of Informanon Technologv/Student Services

Rend Luake Colicge
Ina, [L 62846

Dear Mr, Shakir:

Thank you for your letter on how the United States can take the offensive to.
“diminish and weaken the al-Qaeda ten-or.” Your suggestions arc very helpful.

We know that ai Qacda’s rationalization for terrortsm is a distortion of
Islam. This point cairies the most weight coming [rom authorities within the
Muslim world, some of whom vou mention. [ hope that thoughtful adherents of
Islam will speak out more forcefully agamst the hijacking of this great faith by
ideological extremists. Moderates like yourself are on the front lines in this

siruggle..

Once again, thank you for your advice and comments. [ encourage you to
take your message to.the broader Muslim community.

Sincerely,

1
b gt —

Peter W. Rodman

11-L-0559#%SD/039065
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6/23/2004

By: Salah Shakir
Vice President of Information Technology/Student Services
Rend Lake College
Ina, IL 62846

I am an American/Iraqi who is working in southern Illinois. I got frustrated with being
onthe defensive with war against terror. I would like to see the US on the offensive side.

Want to help and this is my way,

Diminish and Weaken Al-Qaeda Terror

The basis of the Al-Qaeda group’s recruitment of new members - getting bigger and
stronger - is based purely on religious motivation, The religious motivation is:“If you kill
an infidel, you will go to Heaven? Killing infidels (non-believers).is part of a Jihad (holy
war). Though most ol Al-Qaeda’s targets are infidels, many of their attacks have caused
deathto believers. Thejustification used for killing believers is that the believers also
will go to Heaven for their cause. Most of their recruits are young in age and in an early.
stage of their knowledge of the Islam religion. The way to stop the growth of this group
and to diminish and weaken their organization and its causes is through the use of
religious motivation and reasoning..

A little background on the Islam religion - it is based on five pillars:

The Profession o[ Faith
The Five Daily Prayers
Almsgiving

Fasting

Pilgrimage to Mecca

OmMmEm

However, some followers have added Jihad as a sixth pillar. Quran is the holy book of
Islam. The Quman is arecord of the exact words revealed by God through the angel
Gabriel to the prophet Muhammad (PBUH). Not one word of its 114 chapters{suras) has
been changed over the centuries, s¢ the Quran is in every detail the unigue and
miraculous text which was revealed to Muhammad (PBUH). When it comcs to the Halal
(permissible) and Haraam (forbidden) aspects of life, Muslims depend first on the Quran
and secondly on the Hadith (saying) of the prophet Muharmmad (PBUH).

Unfortunately,some Muslims such as the Al Qaeda group took the Quran as a literal
explanation and followed it. The fact is that the Quran has a literal explanation but also is

11-L-0559/0SD/039066



dependent on the time in which it was written. All Muslim Shariah (Islamic laws) are
written on the most basic of life’s issues. When an issue without a relevant Shariah arises
in Muslim life in any country, the top Sheik (Muslim cleric) in that city, country or
community will make a Fatwa (legal opinion concerning Islamic law) about the matter.
On certain major issucs, a group of Sheiks or Muslim organizations - and there are many
of them - will make the Fatwa.

To diminish and weaken Al-Qaeda, there must be a Fatwa from one or more of the well-
recognized [slamic organizationsproclaiming that Al-Qaeda and its actions are against
what Islam stands for. This Fatwa should be well publicized in the Middle East
countries. This will discourage young Muslims from joining Al-Qaeda or any similar
groups, and it will place considerable doubt in new recruits, This might sound simple,
but I believe this is a way of fighting religion with religion.

Here are some well-known Islamic groups:

Trag - City of Al-Najaf: Shaii majority which will put Iran in agreement
Egypt—Alazhar Mosque
Saudi Arabia—Should come from the Saudi government

Here are some Islamic organizations that may help in the process:

Council on American-Islamic Relations
1050 TAh St. NW, Suite 490
Washington, DC 20036

Tel; (2077 A59-CATR (2247)

Fax:

Ema |
URL: wwy.cair-net.org

Islamic Circle of North America (ICNA)

Islamic Society of North America (ISNA)

11-L-0559/0SD/039067



September 1, 2004

TO: Larry Di Rita
FROM: Donald Rumsfeld V(
SUBJECT: Phoenix Speech

I’d like a tape of the Phoenix speech — I have not received one yet.

Thanks.

DHR:ss
090104-3

Please respond by q ! 2 ! D“!
o q|\
SR

THERE WA= NOT A TAPE FroM__
Phosniy . T Have ATTRCHED

A TRANSCRIPT .

e

)

Foue—

6S0 00330-05
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. DoD News: Secretary Rumsfeld Speech to The Greater Phoenix Leadership, Biltmore Ho... Page 1 of 6

U.S. Department of Defense
Office of the Assistant Secretary of Defense (Public Aftairs)

News Transcript

Public contact:

hitp:/fwww defengelink. milfcgk-bin/diprint.cqi? ;v dod, il fag/comment.html
http: i/ wenw.defensalink. mil/transeripts/2004/tr20040826- or +1 {703) 428-0711
secdef1262.htm!

Media contact: +1 (703} 697-5131

Presenter: Secretary of Defense Donald H. Rumsfeld Thursday, August 26, 2004

Secretary Rumsfeld Speech to The Greater Phoenix Leadership, Biltmore Hotel, Phoenix, AZ

SEC. RUMSFELD: Thank you vary much. | thank you very much. I'm not a poset. [Laughter] I’'m not even close to
a poet. There's some character who took my press briefings and tried to turn them into poetry and failed. [Laughter] Thank
you, folks. It's very nice to be with you. We're in an August afternoon in Phoenix and I'm delighted to see so many folks
here. And |thank each of you for coming. | appreciate your being here. Bill, thank you for those wards, and Mr. Mayoar, a
pleasure to see you. Mr. President, Mr. Speaker and my friends from Congress here. It's always good to see you, and
Congressman Flake and Congressman Heintz and Mrs. Heintz. | also was pleased to see Mrs. Stump. | don't know where
she's sitting, but — there you are. Good to see you. And so many distinguished guests and public officials and members of
the armed services.

| thought what i'd do is to take a few minutes to talk about some of the issues we've been hearing about and
reading about and then comment on the global war on terror and then respond to questions, which | look forward to.

Last week, the president announced that we are making progress in our efforts to reposition U.S. military forces and

capabilities to meet the challenges of the 215 century. The world has certainly changed markediy since the end of the
Soviet Union. But military deployments and arrangements really have not changed very much. They've been reduced, but
they're prelty much in place where they wera when the Cold War endexd.

During the Cold War, it was assumed that our forces stationed abroad would defend from static positions. This, of
course, is no longer the case, and we know that. Today the enemies we face are fighting form small cells located in almost
every comer of the world. And the task today is to stay on the offensive against them. We cannot know precisely where our
forces may have to opearate. We used to know. We used to be looking for a tank invasion from the Soviet Union across the
North German plain and that's why we had so many forces in Northern Europe. So our forces today have to be flexible and
they have to be agile and they have to be light and they have to be rapidly deployable, usable, not fixed, and capable of
going aimost anywhere in the world on short notice.

'f you think about it for a number of years now or even before September 1 1! the DoD has been working on
concepls to guide our security presence around the world. And we know that adjusting our footprint or our force posture is
an essential component of our strategy. These proposed changes are designed to allow us to deploy capable forces rapidly
anywhere in the world on short notice, to push more military capability forward while shifting some 60[000] to 70,000 service
members and roughly 100,000 of their dependants from foreign bases to U.S. bases, creating a lighter footprint abroad,
which allows us to focus on speed, precision and technically advanced capabilities, rather than simply on mass and sheer
numbers, which are really increasingly formulations of the last century.

It's awfully hard for people to change and adjust to that. We've developed over my lifetime the idea that more is
better and so we talk about numbers of things, ships, guns, tanks, planes, people — ignoring the reality that if you have, for
example, a 10 dumb bombs and you have a smart bomb that can do what 10 durnbs can do and you reduce from 10 dumb
bombs to five smart bombs, you have not reduced your capability. |n fact, you've dramatically increased your capabilities.
But getting people to think that way is not an easy thing. We've also, looking at our posture to help us build new
relationships in the world, we've developed a number of new relationships, if you think about it, since 9/11 — Pakistan,
Uzbekistan, Azerbaijan, Yemen — s¢ many countries that we have been working with, this globa! coalition against terror is
now something like 85 or 80 nations, probably the largest coalition in the history of mankind. And our adjustments should
make it easier for the United States to work with our allies and frisnds on military operations to train, to operate, exercise
together to complement doctrine and tactics and to exploit the new technologies with them. Qur new arrangements also
have the added advantage of improving the lives of U.S. military families. Deployments in a number of cases will be shorter
and they'll be rotational for training and exercises often lasting weeks or months, rather than years. Military families will find
somewhat more stability, fewer permanent changes of station, and as a result, less disruption in the lives of spouses and
children in schools.

http:waw.dcfenselink.milfcgi-binjd‘lp'llﬂ'igé%6@%%@@&.milhranscripts:’2004!... 9/1/2004



DoD News: Secretary Rumsfeld Speech to The Greater Phocnix Leadership, Biltmore Ho... Page 2 of 6

In a political year, | suppose it's inavitable that these important proposals which we've been working on for some
three years now, would lead to a discussion and that's a good thing. Some of the concerns expressed, no doubt, are well
intentionad and usetul. We've spent the last two years talking to our triends and allies and to members of Congress and
working through these issues, proposals of such magnitude deserve examination and they deserve debate and discussion.
And let there be no doubt, these are significant changes and they will affect our country’s force posture for many decades to
coms.

At the same time, | think most reasonable observers recognize that our existing force arrangements are relics of a
time long passed. We still have two heavy divisions in Germany to defend against a Soviet tank altack. Thosa two

divisions did not heip prevent September 111, They did not prevent the hijackers from organizing and planning their attacks
in Hamburg, Germany, for that matter. We've stationed thousands of U.S. troops on the border with North Korea to defend
South Korea. South Korea today is a nation that is no longer impoverished. AHer 50 years, they are not defenseless and
thanks, in major part, to the stability our alliance has provided, South Korea today is a thriving nation with a robust
democracy with a vibrant economy and a modern army of sorme 600,000. Our commitment to that country and to peace on
that peninsula remains as strong as ever and it will be going forward. In fact, our relationship with Korea is, | think, an
excellent example of what changes to our global posture really can accomplish.

For soma time now, wa've baen investing in substantial sums, taxpayers’ dollars, billions of dollars in improved
military capabilities that are appropriate for the situation on the Korean Peninsula. We're incréasing our naval and airpower
in the region and we'ré moving more precision weapons and increased firepower to South Korea. At the same time, we
would be relocating our forces away from the demilitarized zone and where they were located in very vulnerable garrisons
and cities near that zone and we’'ll be shitting them southward into two hubs — an air hub and a sea hub — well beyond the
range of North Korean artillery.

Today we have the means and the intent to strengthen our deterrent power and our defensive capability while
decreasing our overall footprint, and we're doing so, and it would be unwise not to do so. While current arrangements may
ba comfortable for people and familiar, both in our country and in foreign countries, our current arrangements are -- let's face
it, thay're obsolete. And we need to deal wit the world as it is, not the way it used to be, or even the way we'd like it to be.
We have to deal with it as itis. Changes have to be made. They will not be made precipitously, but thay will be made. And
indeed, it's a plan that will be rolled out over probably as many as four, five, six, seven, eight years. Wae're in a fortunate
position that we don't have to be a supplicant. You can go to these countries and work our arrangements and make sure
that we have the right Status of Forces Agreements and access and cross-servicing agreement, and that the neighboring
countries are willing to adjust to our needs to move our forces as required by the United States. As we visit with countries,
we'll determine which is best by way of new arrangements, and then proceed to work out those details. As a result, there'll
be no major announcement beyond what the president has announced. Rather, there will be a series of announcements
hat evolve as each piece of this is worked out. And we are certainly continuing to consult with Congress and with our
fiends and allies, as we move forward to meet our responsibility to serve the American people.

Let me make a couple of comments about missile defense. Meeting the new reality of this century also drives our
approach to missile defense. In the past few weeks, up in Alaska, the first interceptor was put into the ground. By the end of
this year, we expect to have a limited operational capability against incoming ballistic missiles. This represents, in my view,
a victary for hope and vision over skepticism. More than 20 years ago, | was in the White House when President Reagan
gathared a group of individuals and made his announcement and gave his vision for a missile defense system. Now that's
long time ago. And today, roughly two dozen countries, including some of the world's most dangerous regimes, possess
ballistic missiles and they are energstically working to increase the range and destructive capability of those missiles. A
number of these states are estimated by the U.5. intelligence community to have nuclear, biological and chemical
programs.

North Korea, for example, is working to develop and deploy missiles capable of reaching not just their neighbors,
such as Japan, but our country as well. The same can be said of iran. More countries are developing and sharing
information, and | think it is notable to think what just recently happened with respect to Libya where they made an
admission that dramatically demonstrated this point. Fortunately, their announcement was that they wish to just discontinue
those programs and have been working with the United States and the United Kingdom to do so.

History has taught us that weaknass is provocative, And the longer the delays in deploying even a limited defense
against these kinds of facts, the greater the likelihood of an attempted or threatened strike. Additicnally, without any defense
against missiles, terrorists and rogue regimes could use the threat of an atliack to try to intimidate America and/or our allies.
As enemies continue to adapt and evolve, 50 must our capabilities. That's why the president directed us to pursue an
innovative approach to the development and the deployment of missile defenses. Rather than waiting years, sometimes
decades for a fixed and final architecture, as has been the norm with the many weapons systems, we will be deploying an
initial set of capabilities that wil! evolve over time as technologies evolve over time.

The way ahead will have its share of ups and downs — we know that. Any development of a new technology,
leading-edge technologies, has ups and downs, successes and what people call failures. | was in the pharmaceutical
business and invested heavily in research and development. And folks did not just simply get up one moming to discover an
important new therapy for people. They went cut and they tried things that worked and that didn't work. And each thing that
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didn't work was part of that learning process and s0, too, in weapons and defense systems capabilities. All cutting-
edge endeavors include trial and error, but we will continue to benefit from leadership that combines vision with resolve and
to simply leam from each of the so-called failures.

Let me also say a word or two about the national debate taking place with respect to the so-called reforms of the

intelligence community. The 9/11 Commission has provided a useful service in my view, by surfacing some imponant issues
and challenges and some problems. These are the decisions that the United States Congress and the executive branch, the
president, are ultimately going to have to decide. Indeed, the president has already implemented a number of the
commission's recommendations. And | spent Monday with him where he spent the better part of the day reviewing a
number of additional thoughts and suggestions that have come up. It seems to me that this is the proper approach.
Whether it’s a government and a bureaucracy as large as ours and with the ramifications of change so enommous. It is true,
you can carefully think about these issues and think them through carefully before implementing things. We are at war, and
we need to get it right. We neead to make the changes we need to make, but the old saying is the trulh and that is that, to he
who tears down what is falls the responsibility of putting in place something better. And it isn't the kind of thing that we want
to be making many mistakes about.

Lasl, let me make a comment a bit on Irag and Afghanistan. | recently returned from Afghanistan a couple weeks
ago. | must say that each time [ go there, | am just struck by the changes, by the improvements, by the energy you see in
the streets, the activities. And | know there are some folks thera's some folks here who've spent soms time in {raq and
Afghanistan and the thank-you needless 1o say, for being wilting to do that. But if you drive through perlions of Afghanistan,
you'll see construction is well along on the major highways which connect the major cities of that country, and which are so
critically imporiant to their economy.

The Afghan security forces ara being trained and equipped and have and have acquitted themselvas quite well and
in several racent activities. | visited an election center on this last trip and saw a room not quite this big filled with computers
and young folks, Afghans, busily working on the election and the registration process. Here's a ¢country that has suffered
terribly under Soviet occupation, has had years of drought, had a ghastly civil war and had suffered under the repression of
the Taliban regime and has no real exparience with democracy as such, as we think of it. And people were estimating they
might get three or four million people to register for this first election, which is coming up. In fact, there are now over 10
million that have registered. And 'm told that something in excess of 40 percent of them are women. And needless to say,
the Taliban didn’t even let women walk around unaccompanied by men, and they didn't let them go out uncovered and they
didn’t let them wear colored shoes and they didn’t let any of them fly kites and the idea of getting women to — willing to go
out and register to vote is a striking accomplishment. The Afghans are clearly enthusiastic about these first early steps
lowards demacracy. In Iraq, the economy is growing, the currency has been reasonably steady. We all know that people
ara being kilied and wounded and many, many are Iragis are being killed every week. The stock market is open, however.
They fielded an Clympic soccer feam. We've gone from zero to socmething like 220,000 Iragi security forces of which
110,000 are properly trained and equipped and functioning. !'ve spent some time on the phona this morning with Gen.
Casey and Gen. Abizaid, our senior military commanders there and they are impressed that they have a reasonably large
number of experienced Iraqi forces that are in tha Najaf area and are attempting to sort through that difficult situation with the
holy shrines of the Shia faith.

Now most of the media attention this week has been on the fighting in Najaf, but it’s interesting that this month we
also had the Constituent Assembly council, a group conference that met elected people to serve. And in the words of at
least one newspaper, it is putling Iraq on the road to a constitutional democracy. Progress is mixed. It's good with the bad.
And we all racognize that. Paople have been killed and wounded. And it isn't easy to build a free country when terrorists
are determined 1o try to altack every sign of success — avery activity. They systematically try and assassinate a governmant
leader or a mayor, city councit members, police chiefs. They are attempting to dissuade people from joining the Iraqgi
Security forces, that the Iragi security forces have people standing in line to become policemen, naticnal guard, and regular
army, border patrot, site protection and facilities protections people.

Everyone that looks at it and sees this mixture of what's taking place to do it. And clearly, the difficult and the bad
is siruck by just how hard it is to go from where they were — a vicious dictatorship — to something approximating a freer
economic sysiem, a free political system. And Afghanistan and Irag are becoming free nations that differ in almost every
respect from the terror regimes that they repiaced. They are countries that will be assisting in the global war on ferror. And
to serve as examples to discredit, it gives credit to extremist ideology. And | would think to the extent they're successiul, and
| believe that each of those countries has a terrific crack at being successful. The effect on that region will be enormous. It
is a region that needs models, it needs examples. And for all the enemies’ cunning and ruthlessness, | think that those of us
in this country and in the case of Afghanistan, some 26 cther nations that are helping -- in the case of iraq, some 32
couniries that are offering assistance -- we have an enormmous advantage and that is that the great sweep of human desire is
for freedom. And that is on our side, let there be no doubt. So we pray for their success and for the success of our soldiers
and men and women, volunteers all, who are risking thair iives to help those folks. Fifty million people between the two
countries, have a crack at being free people. And their noble work of people in uniform will bring a more peaceful planet and
a more secure nation for those of us here at home. And with that, | thank you and will be happy to respond to questions.

[Applause]

Now, do you have microphones? Look at that. Why does somebody stick their hand up and the mic will start
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wandering over and then we won't have to — look at this — see all kinds of hands. Termific. Yes, sir.
Q: Can you commant on the stability of the govemmaent of Pakistan?

SEC. RUMSFELD: Yes, sir, Wae are — those of us in the world engaged in the global struggle against extremists
are so fortunate that President Musharraf and his team are in power in Pakistan. He has, without guestion, one of the most
difficult tasks of any governmental leader that | can think of. And he lives in a tough parl of the world. He has an element
within his country that obviously has tried to assassinate him on several occasions recently.

He's a courageous leader and a thoughtiul leader and he is a superb partner in this global war on terror. He had
troubles along his borders with Afghanistan. The Pakistan government has been aggressive in helping us deal with the al
Qaeda and put pressure on them. He has tribal areas that run along that border and just as we have in our country special
rules in tribal areas. So, too, there the pattern has been that the Pakistani military stayed cut. And of course, it was being
used as a haven for both the Taliban and the al Qaeda. And he has changed fast. He’s moved forces in there and he has
been working the problem. And I just am so — all of us in the United States government are so grateful that he's there and
he is being successful in pulting pressure on the terrorists. The more pressure that is put on the terrorists in countries like
Afghanistan and others, the more dilficult it is for them to recruit, the more difficult it's going te be for them to raise money,
the more difficult it is for them to move money, the more difticult it is to move from place to ptace, to communicate with each
other. Everything's harder if we have the countries that are willing to step up, and it does require people to stepup. It
requires physical courage and political courage. He's got large numbers of people in Pakistan who don't like what he's doing
and are against t. And sometimes in our country — and Mr. Mayor, you know that — president of the senate -- when
someone’s against you, they run against you, they vote against you or they talk against you —- that’s one thing. In that par of
the world, they don't just do that; they go after you. And itis a dillerent circumstance. So | have a lot of confidence in him
and the work they're doing and, as one citizen of this country and I’'m grateful that he’s a pari of the coalition. Question.

Q: What are we doing in our country to protect our borders along Mexico and Canada where most of the terrorists
have come through? | travel across the southern par of this state and into Texas. | mean, it's scary to see what | see as I'm
out there and about, visiting and traveling, how easy it is to come into this country without being checked you know.

SEC. RUMSFELD: I's true all over the world that borders are a problem. They're porous — we have trouble in our
country. We know that all of us can see our borders are relatively porous, not just north and south but so, too, from the
oceans. And the Department of Defense is not involved in the subject of this — border guards. Now that is the Department
of Homealand Security and the Coast Guard are the ones responsible or that. So I'm not an experl. | am an experl about the
problems of borders — the Syrian borders of Iraq and the Iranian border of Iraq. And | know a lot about that -- a lot more
than | do about your borders here. And so, too, in Afghanistan, they border with Pakistan and the border with Iran. And
everyone — olr country and what we're doing in those two countries — we have to do a cost-benefit ratio. To try to seal a
border is a monumental task. t's a terribly expensive task. It has — and you are constantly asking yourself are you better off
trying to do that or something else? And so those calculations are made by the Depariment of Homeland Security and by
the state and local government in states that have borders. And of course, they're also made by the Depariment of Defense
with respect to our situations around the world.

The terrorists are smart. They're not dumb. They're clever. And they prefer to stay alive, although there are
certainly suicide bombers who don't prefer to stay aliva. But to the extent we are successful, and go to schoel on them and
arrange ourselves to put maximum pressure on them, they then go to school on us. And it's a2 dynamic constantly changing
situation. And to the extent you do a better job on borders, you raise the price, raised the cost of them and then you deal
with that. On the other hand, the then turn to another direction and take advantage because the terrorists can attack any
place, using any technique, and it's physically impossible to defend everywhere at every moment against every technigue.

| was President Reagan’s Middle East envoy back in the early '80s after the Marines were killed — 241 of them in
the Beirut Barracks. And of course, it was a truck bomb going into the barracks and killing all the Marines. And very soon,
you began to see these baricades, the concrete barriers like it's around all buildings. Fair enough, so the terrorists saw that
and they saw they couldn’t get a truck through, so they're started lobbing rocket-propelied-grenades at buildings over the
barriers. So the next thing, you go down to Corniche in Beirut and you look and they draped wire mesh over buildings to
bounce these rocket-propelled grenades off. So the terrorists saw that and what did they do? They staried hitting soft
targets. People going to and from work, people at home. And those asymmetrical attacks have an infinite number of
oppornunities and places that they can altack or times they can attack or technigues they getting used to attack. So defense
really becomes a vastly — a more expensive way to do it and less certain way to do it than offense. And that is why you
simply have to find those terrorist networks and root them out where they are and deal with the countries that provide the
haven for the terrorists. And that is the only way that we can have success. The second part of that equation is that you
have to do defense, to be sure, or else it's easy for them. But we have to do the offense.

And the other thing we have to do is we have to lock at the intake. What's going on in this world that people are
successfully training other people to believe that it's in their interest to go out and kill innocent men, women and children.
How do we develop a confidence in ourselves that to be sure, we're defending the American people, which is our job and
we've got to do that, and then take every step to do that, and paricularly, as these weapons get more powerful. But we also
have to reach out and engage the world on this subject and see that we get people within countries like Pakistan, within
countries like Saudi Arabia, trying to squeeze down the finances that are going into the training schools and training camps.
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And try to reduce the attractiveness of the people to come into that business of killing innocent men, women and
children. It isn't enough simply to be successiul in rooting them out because more come in. And so our task is big. Thisis
not something that's going to be over in a year or two or three. This is a lot more like the Cold War that took 40 or 50 years
than it is the World War Il, where there'll be some final signing ceremony on the U.5.S. Missouri. This is a tough, tough task
that we have got ahead of us, but we can do it. Questions, yes.

Q: Mr. Secretary, | just want to thank you for the work you're doing and the commitment that you have made public
service. We really appreciate you being here. [Applause] Thank you. Two guick questions. Would you taik a little bit about
North Korea and China and the impact that China potentially has on this whole equation, and also talk a little bit about Iran
and some of the comments that we've read recently about what's going on there? Thank you.

SEC. HUMSFELD: Yes, sir. North Korea isa — it's a tragedy. If you think about it, here's a country the same size
as South Korea, same people and 50 years after the war, South Korea is booming. It's an economic miracle, it's successfui.
The people are free. And in North Korea, the ~ above the demilitarized zone, if you look down from a satellite at night, it's
black, with a pinprick of light in Pyongyang, the capital, and south of the DMZ, it's just brilliant fight.

They've just lowered their — within the last year or two, they lowered the height to get in the North Korean military
down to the 410" for adults because of starvation. Under 100 pounds and you get in the North Korean military now.
They've got concentration camps with tens of thousands of people from several locations. People that have tried to get out
are killed. Not unlike East Germany and when we ses people trying 1o get across the wall in Berlin.

The government is busy as probably the principal proliferator of ballistic missile technology. They're good at it.
They have developed long-range ballistic missiles and they've been helping a lot of other countries develop them. They're
on the terrorist list. They've engaged in terrorist acts. They are involved with the drug trade, basically the prescription drug
trade -- illegal. They're involved with counterfeiting. All in all, not your first choice a5 a neighbor. The people are terribly
repressed. They're a danger. They're a danger in two ways. They're a danger to the South Koreans and they're aiso a
danger as a proliferator. | do not know of certain knowledge what their nuclear capability is, or their chemical or biological
capability. We know they've announced — they ¢laim they have nuclear weapons. We know our intelligence community has
assessed that they probably have two or three nuclear weapons. And they are now — they change their story periodically
and therefore are not really reliable as a gauge as to what they've got in mind. We are trying — the United States with Russia
and Japan, South Korea and China — attempting to engage in talks with them to see if it might not be possible for them to
adjust their behavior. And begin behaving in a way that is less threatening to the rest of the world. How that will work
remains to be seen,

| will say this — the partnership between the United States and South Korea is solid. The military capability of our
combined countries in that par of the world is healthy. This program that we have in place under a superb commander,
Gen. Leon LaPorte has been looked at by the Joint Chiefs of Stalf. It's been looked at by the former combatant
commanders in charge of Korea and to a persan, they are convinced that what we are doing is a good thing and it will not
weaken the deterrent. it will not create an instability and, indeed, it will in fact, improve our military capabilities to deal with
any conceivable threats in that part of the world.

Iran — | just can't believe. When you think of that country — intelligent people, educated people, an interesting
history and they're being governed by a small handful of clerics in a manner that is notably diflerent from all their neighbors —
most of their neighbors anyway -- and they know it. [t isn't like North Korea where they control every single thing. People in
iran see television and they hear radio. People can go off the borders and come in. People from our country go into ifan
and see these people. They know that they're being denied the opportunity for that country, because of its behavior with
respect to nuclear development, they are being denied interaction with the rest of the world to their detriment. And when one
thinks of how fast that country switched from the Shah of iran to the Ayatollahs, one has to thirk that at seme point in the
future it might switch again. And | don't know what their behavior is going to be with respect to the International Atomic
Energy Commission [sic], but it's been uneven and bumpy thus tar. And you have to hope that the intemational community
will behave in a responsible way and create sufficient pressure on that government. Again, a terrorist state that's actively
involved with funding and assisting terrorists, there are al Qaeda leadership in Iran today. Iran is a country that is a principal
sponsor of Hezbollah, along with Syria, where they send weapons and terrorists down through Damascus into Beirut and
then into Israel. So it's a country that is off to the side with the intemational community and the hope is that the international
community will behave in a way that will persuade them that that is not in their interest.

The one thing we know is that the problem of proliferation is a serious one. In fact, every month that goes by, as
these weapons get more lethal, more dangerous, it is a more serious problem. We also know that there isn't any way in the
world that one country can do much about proliferation. It is one of those things that, by definition, requires the cooperation
of a lot of countries to work together to see that we behave in this planet in a rational way so that we create lots of
disincentives for people can engage in those kinds of trafficking of weapons of mass destruction or missile technology. Lots
of disincentives, and a lot of incentives for those countries to behave in a way that they are a part of the civilized world. It is
—  am hopeful about Iran. And you might see — particularly the young people and women -- whose behavior is particularly
restricted in Iran, serve as a force over time to help put that country on a path that makes more sense to the civilized world.
Question — way in back. I'm getting the hook. [Laughter] We'll make it the next to the last question.

Q: Thank you. In an environment, where every imperfection in the war on terror and the war against Iraq is a major
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stary, in an election environment particularly and in the world's greatest democracy, how do you sustain a long-term political
will necessary to fight the kind of war on terror that you're talking about where the good news is rarely heard. The progress
that you've spoken of only comes out in forums like this? How do we do that long-term?

SEC. RUMSFELD: Well, that is just a critical central core question for our society. There is absolutely no way in
the world that we can be military defeated in Afghanistan or iraq, or even in the global war on terror, and | say militarily
defeated. The only conceivable way that we could lose and [Inaudible] think of who wins — is because of a calculation over
time that the cost and the pain in dollars and in human lives is too great and it's not worth it. And if that balance shited to
that point, it would say to the world that there isn't a willingness to sustain that level of effort. [Inaudible] you [Inaudible]
terrorism, were we to do that.

<Audio Gap>

Vietnam war, 58,000 dead. Those are large numbers and they're heartbreaking and anyone who goes out to the
field in Iraq to Afghanistan, or goes to Walter Reid Hospital and Bethesda Hospital as | do. You just cannot help but think of
the lives not lived, think of the wounded whose lives will be lived totally differently and not ask yourself about the cost. And
then if you look down from a satellite on Korea and see what's happening today, the cost in humnan life today in North Korea,
and the energy and the vitality and the success and the opportunities of the people in South Korea, make it worthwhile. And
your question goes to democracy — in a dictatorship, the leadership can do what the want. In a democracy, you have to lead
not by command, but by persuasion. And we simply have to find the words to make sure that the people in our country and
the paople in our coalition and those countries understand that it is worth it, that freedom is important and that it is true that
each generation needs to make that sacrifice that we talk about on Memorial Day and that time — over time and when one
looks back, you nod and say, well, my goodness, yas, that was worth it. Of course, it was. But at the time, when you see,
as you point out, day alter day after day, the drumbeat of negative stories about this and Afghanistan, that in Irag and the
impressions people have which are not balanced. And no historical context. When you think of what went on in Japan, how
many years that took to build a democracy that became a bulwark for freedom in the Cold War. In Germany, to turn that
fascist regime into a democracy — amazing accomplishments.

Thomas Jefterson, | think, said about our country, trying to struggle from where we were to a democratic system
and it took us how many years? We didn’t have a constitution between 1776 and 1789, | guess. And he said, “One ought
not expect to be transported towards democracy on a featherbed.” And that's true. Itis tough. And what's going onin Irag
and Afghanistan today is tough. And it's a bumpy road and it is not a smooth path. And what we need is — and where do |
come out in your question? | come out with we're going to make it. And why do | say that? | say it because our system
works. The American peopte have a good center of gravity, They've got some kind of an inner gyroscope that resets itself.
They can be blown by the wind and all overwhelming amount of bad news and be swayed. But down deep inside, the
poople of this country get it. They know that thera are things that are worth fighting for. They know that that the values they
believe in are worth defending. And they are smart enough and wise enough over time to have the will to sustain that effort.
I've got a lot of confidence in them myself. We'll make this the last question. Yes, sir.

Q: Thank you. Mr. Secretary, my name is Barry Wong. | just wanted you to know my brother's served in the Navy
Seabees in lraqg from San Diego. But | just want to make a statement, Mr. Secretary, that...

SEC. RUMSFELD: No, no. This is for questions.

Q: Oh, questions. OK. It's a question, then.

SEC. RUMSFELD: Just put a question mark there.

Q: OK. I'll put a question mark there. I'm a lawyer. | can do that. But | want to applaud you for the realignment
and | work with the Luke Air Force Base Fifth and the Sixth fighter wing and | just want to let you know that Luke Air Force
Base is important to this community, that as you go through the base realignments that you keep the Luke Air Force Base in
mind, because we love them. The business community loves themn, and we want to keep Luke Air Force Base. And we want
to add another mission to the joint strike fighter. We would love to have him here.

SEC. RUMSFELD: Give him the hook! [Laughter]

Q: And Mr. Secretary, isn’t it true that you're interested in base realignment and interested in saving bases like
Luke Air Force Base? [Laughter] [Applause]

SEC. AUMSFELD: Thank you. [Laughter] Folks, if you see somebody, you know, at an airporl, or a restaurant or
somewhere walking around in uniform, tell them “Thank you.” [Applause]

UNKNOWN: Thank you all for being hera. Thank you.
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September 1,2004
TO: Gan Pete Pace 8 q7
FROM: Donald Rumsfeld /y ﬂ-’
SUBJECT: Numbers \\

I'd like to start getting a report for everything since September 11 that combines
the number who have died —killed in action, as well as non-combat deaths — and

the number who have been wounded. Please show it by country (or area), and add

itup. [ think it is already over 1100, including Afghanistan.

It seems to me we ought to start using that number, which is more accurate.
Thanks,
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September 3,2004

TO: Dr. David Chu
FROM: Donald Rumsfeld W\

SUBIJECT: Tour Lengths
I think we need to do something about tour lengths.

[ am convinced one of the problems in this department -- why mistakes are made
and why antiquated systems are not modernized -- is because people serve in their
positions too short a time. They simply never get their arms around the

challenges, problems and tasks that need to be done.
Please get back to me with some ideas as to how this can be fixed.
Be bold.

Thanks,

DHR:ss
0903049

Please respond by

TOHG-
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September 7,2004

TO: Les Brownlee

CCL Gen. Dick Myers
Gen. Pete Schoomaker

FROM: Donald Rumsfelcrp’ n M .

SUBIJECT: Investigations

I understand that the Army will brief me soon on its investigation of two detainee
deaths in Bagam.

I know you share my dissatisfaction that it has taken almost two years to get to this
point.

When you brief me on this latest investigation, I'd like, at a minimum, to learn
such information as:

What units were involved, and their training history?

The leadership at Bagram at the time.

The relevant reporting relationships.

What other units were present in the area?

Regarding detention facilities in Afghanistan, what policies for detention
and interrogation were in place then, and what are they TLOW?

e A history of the investigation

What corrective actions have been initiated?

In addition, I look forward to your recommendations on how to fix the seemingly
profound systemic problems in the Army identified in the Kern and Mikolashek
reports..

Thanks.

DHR:dh

090304-10
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September 7,2004

TO: Col. Bucci
FROM: Donald Rumsfeld ; v

SUBJECT: Meeting with David Chu

Please arrange a meeting with David Chu regarding longer tours and longer
service — time and position, particularly. I also want to discuss Standing Joint

Task Forces.

I am convinced this is part of the problem we are having in redeployment, Joint
Statt, Abu Ghraib and management of prisons, as well as in intelligence — people

are simply not in their jobs long enough.

Thanks.

DHR:ss
080704-5
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Please respond by 1 |
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September 8, 2004

TO: Gen. Dick Myers
Gen. Peter Pace
Lt. Gen. Skip Sharp
Col. Will Grimsley

FROM:  Donald Rumsfeld [f|
SUBJECT: Iraqi Security Force Brief

We delivered the Iraqi Security Force brief to the President today. I know your

team worked hard over the past several weeks to sharpen and improve the

material. It will be a very useful instrument as we go forward.

Thanks for the good work — now let’s focus on monitoring and delivering what we

promised.

DHE:ss
090804-2
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September 8,2004

TO: Pete Geren
Gen. Mike Maples

FROM: Donald Rumsteld y/k

SUBIJECT: Thank You

In preparing for my press conference yesterday, the Geren-Maples group produced
an cxccllent information package, which included some very sharp Q & A and a
well-organized summary up front. It was very helpful - please pass along my

thanks to the folks who worked on it.

As a general comment, the work of your team has been indispensable to helping
the Department of Defense through some significantchallenges over the past

months - well done..

DHR:ss
050804-4

—

Please respond by

“rovo- 0SD 00337-05
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September 8, 2004

TO: Steve Cambone

CC: Gen. Dick Myers

Gen. Pete Pace

s

FROM:  Donald Rumsfeld <TAL 5
SUBJECT: Arabs in Chechnya B
Please do all you can to find ground truth on the media reports that there were
some number of Arab militants among the Chechen forces that took hostages in
Beslan.
Thanks.
DHR:ss
050804-5
Please respond by [ [~ ! oY
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TO: Paul Wolfowitz
Gen. Myers
Gen. Pace
Doug Feith

FROM: Donald Rumsfeldv&

SUBJECT: Our Korean Allies

September 8, 2004

We should all be looking for on-the-record places to thank the Koreans for their

contributions in Iraq, particularly as they are about to become the third largest

contributor of troops after the U.S. and U.X.

Thanks.

DHR:ss
Q90R04-7
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September 10,2004

TO: Steve Cambone

FROM:  Donald Rumsfeld/\%\'

SUBIJECT: Meeting with Chris Cox

Please talk to Chris Cox. He is going to be very involved with the Intel process
and he would very much like to talk to you. Ttold him I would set it up. The
sooner, the better because once we end up with a bill we are restricted, now we are

not. And, I think your advice would be helpful to him.

Thanks.

DHR:ss
91004-7

Please respond by

0SD 00341-05
11-L-0559/0SD/039083
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September 15,2004

TO: Gen. Schoomaker
Secretary Brownlee

CC: Gen. Dick Myers, oy
Gen. Pete Pace 1N

FROM: Donald Rumsfeld (y/L//4 .

SUBJECT: Army Restructuring

As you work to restructure our Army around the Brigade Combat Team concept, I
understand we are creating light and heavy BCT's from our light and heavy
divisions. Have we given thought to the interchangeability and interoperability of

the units so created?

I would be interested to know how you intend to tackle this task —it 1s clearly

central to our efforts to reshape the military in the 21* century.

Thanks.

DHR:ss
091.504-1.

Please respond by o ' 10 |0y

0S0 00342-05
11-L-0559/05D/039084



DEPARTMENT CF' THE ARMY
WASHINGTON

INFO MEMO

September23, 2004, 9:30 AM

FOR: SECRETARY OF DEFENSE W

FROM: Mr.R. L. Brownlee, Acting Secretarv of the Ay
GEN Peter J, Schoomaker, Chief of Sta_ff__A:my-'g'

SUBJECT: SNOWFLAKE - Army Restructuring

e Interchangeability and interoperability were fundamental factorsin developing

our Infantry and Heesay Modular Brigade Combat Teams.

¢ Standardized designs for Infantry, Heavy and Stryker Brigade Combat Teams
allow for rapid reconfiguration to support Combatant Commander missions
across the entire spectrum of operations — they are scaleable and tailorable.

o Each Brigade Combat Team is inherently combined arms and has numerous
capabilities (Signal, Field Artillery, Military Police, Engineer and Sustainment)
to enable full spectrum operations. These Brigade Combat Teams are
standing combined arms organizations that require minimal augmentation., if

any.

s Infantry, Heavy and Stryker Brigade Combat Teams include receptacles for
joint plugs to leverage capabilities from our sister services (e.g,, joint fires)
which enhancesjoint interdependency = central to our efforts in rcshaping the

military for the 21st century.

COORDINATION: U.S. Army Training and Doctrine Command

Prepared By: COL Wesley.McCIellan,l

11-L-0559/0SD/039085

0SD 00342-05
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September 16,2004

TO: Gen. Schoomaker

cc:. Les Brownlee

FROM: Donald Rumsfeld(yﬂ/ -

SUBJECT: Army Tour Lengths

When we talked about your changes we also discussed the length of current Army.
tours — 12months in Iraq. I believe you were going to come back to me with a
proposal to shorten it to six or nine months. I would be curious to hear what your
thinking is.

When you do come back, be sure you include the effect it will have upon rotations

over the coming period.

Thanks.

DHR:ss
91604-19

Please respond by

“Foror
0SD 00344-05
11-L-0559/0SD/039086
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DEPARTMENT CF THE ARMY

WASHINGTON,DC 20310

0CT 1 2c4

MEMORANDUM FOR SECRETARY CF DEFENSE

SUBJECT: Army Rotation Lengths

In response to your September 16,2004, memo, while the Army would prefer to
reduce deployment durations to six or nine months, the increased deployment tempo
generated by shorter rotation lengths would have a negative impact on the force at this
time.

Army studies and operational experience have shown that in a perfect world, six
mxihs 1s the optimal deployment length, allowing the Army to balance its operational
requirements to provide trained and ready forces to the combatant commanders against
the stresses separation generates on aur volunteer force. However:

@ There is insufficient depth within the Army’s Combat Support and Combat
Service Support capabilities to reduce rotation lengths below 12months without
producing significantdwell time and remobilization violations.

o Shorter rotation lengths would affect the Army’s ability to meet CENTCOM’ s
total requirements for combat forces as well. For instance, at current commitment
Tevels, reducing the Army’s combat unit deployment length to nine months could
generate @ 2 | brigade combat team shortfall over the next two years. This
problem would only be exacerbated by shortening unit rotations to six months in
duration.

Evenunder the cumrent 12-monthrotation policy, meeting CENTCOM s
requirernents for Operations Iraqi Freedom and Enduring Freedom 04-06 will require the
remobilization of 18Reserve Camponent units and the premature redeployment of 61
Active Component units - meesares which will impact approximately 4,000 Soldiers.
This number 1s projected to increase to approximately 10,000 Soldiers far Operations

Traqi Freedom and Enduring Freedom 05-07.

PETERJ. SCHOOMAKER L. Brownlee
General, US Army Adirg Secretary of theArmy
Chief of Staff
“FOU6- 0SD 00344-05

40904 §(,
11-L-0559/0SD/039087
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September 17, 2004

TO: Jim Haynes

FROM: Donald Rumsfeld a\

SUBJECT: Afghanistan and Counter-Narcotics Activity

Please get back to me on what we need to do legally to get the Department of
Justice and everyone in the U.S. Government aboard on the counter-narcotics

activity in Afghanistan,

Thanks.
DHR:ss
091704-3

Please respond by (0O ! Y ].O'J(

O~
08D 00345-05
11-L-0559/0SD/039088
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September 20,2004

TO: Larry Di Rita
FROM: Donald Rumsteld Dﬂ-
SUBIJECT: Wall Street Journal Editorial

Q

)

With regards to Friday’s Wall Street Journal editorial -- I don’trecall ever saying -
1

we have to wait until more Iragi troops are trained. In fact, I saidjust the opposite.

Gen Myers said it at a press briefing where [ was present. Please check to see if

that’s right .

Attach.
9/17/04 Wall Street Journal Editorial re: The Enemy in Iraq

DHR:ss
092004-14

Please respond by 9 _/23 / Of—f

YO 0SD 00347-05

11-L-0559/0SD/039089
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September 20,2004

TO: Jim Roche
Gen John Jumper

cc: Gen Dick Myers
Gen Pete Pace
Mike Wynne
Ken Krieg
Steve Cambone

FROM: DomﬂdRumﬂbm_j”L

SUBJECT: Predator and other UAV Production

Please get back to me very soon with a plan to increase production of the Predator
and other UA Vs, consistent with an understanding of limiting factors (industrial

capacity, C2, training of operators, etc.)

Clearly, the Combatant Commanders, especially General Abizaid, can fully utilize

more of them.

Thanks.

DHE:ss
082004-16

Please respond by Ks) ! 1< ! D‘f’

TR q
0SD 00350-05

11-L-0559/05D/039091
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September 24,2004

TO: COL Steve Bucci

FROM: Donald Rumsfeld ’va

SUBJECT: Rep. Thaddeus McCotter Yy
A
L}
Let’s have Thaddeus McCotter in sometime with a group of Congressmen. He's &
impressive.,
Thanks.
Altach.
9/23/04 Memo trom SecDefre: Congressman in Briefing
Bia for Thaddeus McCotter
DHR:s5
092404-2
Please respond by
|\
Bl
o
Yy
L
{ .
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0SD 00352-05
11-L-0559/0SD/039092



September 23,2004

TO: COL. Steve Buccl

FROM: = Donald Rumsfeld
SUBJECT: Congressman in Yesterday’s Briefing
Please give me the name of the congressman who spoke about anarchy in

yesterday’s House briefing. Please give me his background sheet. He seemed

like a smart guy.
Please pass his name to Powell Moore.

Thanks.

DHRE:ss
092304-8

Please respond by

Sir,
The individual’s name is Thaddeus G. McCotter, Rep, 11" Dist of

Mich. Legislative Affairs is getting a full Bio.
. ArmacHeD
VIR, COLB o .

T -

e

oS

11-L-0559/0SD/039093



Thadd
R-MICHIGAN

Military Service: None
Career: Lawyer

Elected: 2002 (First Term)

Important Issues Support Oppose

Iraq use of force
{10411/02)

Iraq Supplemental
{10/17/03) X

Irag Supp: Grani Vs Loan X
(10/16/03)

GWOT Travel '

Irag 10-11/03

Afghanistan

GTMO | I

Bases / Major Defense Industry

None

!ssueé_ and Concerns

* Met with Deputy Secretary Wolfowitz in
Spring 2004, He has many Caldeans in his
District and suggested that they be used as
Xanslators.

*Wants the intelligence panels to have more
authority over how intelligence is gathered:
“Intelligence information is only as credible as
the sources. If you have greater access to
some of the methods and sources for the
mtelligence, you could make better
assessments.” (7/04)

* Co-sponsored - HR 2797, to improve the.
readiness of State defense forces and to
increase military coordination for homeland
security between the States and the
Department of Defense. (8/18/03)

* A self-described conservationist.

* Major Industry in district is auto
manufacturing.

* Assistant Majority Whip.

* Committees: Budget, International
Relations, Small Business.

* Won election in 2002 with 57.2% of the
vote,

11-L-0559/0SD/039094




\Congressman Thaddeus McCotter - About Thaddeus Page Lof |

\ \): ”_;

 Thaddeus McCotter

rapresenting the 11th district of Michigan

Home About Thaddeus
About Thaddeus
.. Contact Enter Thaddeus's Bhotn Gallery

ggfﬁggf“t A lite-long resident of southeast Michigan, U.S. Representative Thaddeus McCotter
Vi was elected to the 108th Congress in 2002 to represent the citizens of Western

Visit DG QOakland and Western Wayne Counties.

Issues and o )

Legislation Despite his status as a Freshman member, Congressman McCotter received a

N waiver from the Speaker of the House to serve on three key committees: the Budget

gwsroom Committee; the International Relations Committee; and the Small Business
District Committee. He was also named an Assistant Majority Whip.
Resources

IR Congressman McCotter has focused on preserving and promeoting manufacturing and
small businesses, because he knows they form the back bone of cur community's

Washington, DC economy. He has steadfastly supported Winning the War gn Terror and increasing
415 Cannon House our homeland security; tirelessly fought to reduce taxes and the size and scope of
Office Building government; and, most importantly, Congressman McCotter has dedicated every.

Washington DC
20515
2 M A1ty X

effort to listen to and serve his constituents.

Congressman McCotter is a graduate of Catholic Central High School; the University
of Detroit; and the University of Detroit Law School. He is a bar admitted attorney by

]?'{'Tg!?c;\l Laurel profession. Thaddeus and Rita McCotter, a registered nurse, have three young

Bk Dy aure children, George, Timothy, and Emilia. The McCotter family lives in his home town of
Suite. 161 Livonia. Congressman McCotterfravels to and from our nation's capital every week
Livonia, M1 48152 to serve our community.

T e ?fm tel

Home | About Thaddeus | Contact | Constituent Services | Visit DC | lssues ang Legislation | Newsroom | District Resources.

11-L-0559/0SD/039095
httn-//mecotter. house.20v/HoR/MI11/About+Thaddeus/Biography/About+Thaddeus.htm 9/23/2004
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September 24,2004
TO: Powell Moore
FROM: Donald Rumsfeld Q}—
SUBJECT: Ops-Intel Session and Testimony [N

We had a good couple of days on the Hill. The ops-intel session provided a good
opportunity to get our message out, and the Global Posture Testimony — while

covering a variety of topics — was likewise an excellent forum for the Department.

We all know how hard you and the LA team worked to put together over ten hours

of time in front of Congress — thanks for all you do.

Thanks.

DHR:ss

092404-5

TR ISR RERERER R RN R R R ERRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRIRRRRRRERSARRNNRRERRNR N
Please respond by _

TOUE™ 0SD 00353-05

11-L-0559/0SD/039096
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September 24, 2004

TO: Gen Dick Myers

FROM: Donald Rumsfeld ?{L

SUBJECT: Iraqi Borders

I would like you to put together a team of people to think about what we can do
about the borders. 1 am convinced that if we did a curfew, UAVs or some kind of
focus and imposed a penalty on people who are breaking through the borders there

would be a deterrent effect.
Let’s get some folks thinking about it.

Thanks.

DHR.:ss
052404-8

Please respond by | O,l ]S[ O“){

—reves 0SD 00354-05

11-L-0559/0SD/039097
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September 24, 2004

TO: Jim Haynes
FROM: Donald Ru msfcld‘p n’
&

SUBJECT: Legal Authontics in Afghanistan

S
e
=

Please get back to me with the answer on this legal authoritics question in

Afghanistan if we nced to go after drug labs.

Thanks.

DHR.:ss

092404-9

Please respond by 1O } \ zO”{'

Ny
AN
r,
“\‘
OO

0SD 00356-05
11-L-0559/0SD/039098



September 24,2004

TO: David Chu
Charlie Abell
ce: Gen Dick Myers

Gen Pete Pace

FROM: Donald Rumsfeld ?ZM/

SUBJECT: Tapping the Beer Keg

It is very important that we lay out, in a clear and systematic way, how we can
“lower the spigot” on the various Service “beer kegs” — in other words, how can

wc fully tap into our available manpower to usc it most ctficiently.

We should be able to show where the spigot is located today and how we can
lower it over what period of time, using metrics to show. the progress we have

made already.

We need to know the points of friction that will tend to impede our progress and

the steps we need to take to accelerate this process for each of the Services.

I would like to see this hrief in about 30 days. Use outside help if you think 1t

useful.

Thanks.

DHR:ss
192404-12,

(_
Please respond by 24 ocT o

Eavieivy

0S8 00357-05

11-L-0559/05D/039099
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September 27, 2004

TO: Gen Dick Myers
Gen Pete Pace
David Chu

FROM.: Donald Rumsfeld 9ﬁ\
SUBJECT: Manning for Staffs in [raq

- I'would like to see us re-do the charts in the Strategic Overview that show the
status of manning the staffs in Iraq. They are somewhat misleading and should be

fixed.

Also, we need to make sure that decisions about the level and timing of manning

those staffs is managed from here in DC, not by the Services.

Thanks.

DHR.:ss
092704-1

Please respond by jo ' 1 ,04

0SD 06358-05
11-L-0559/05D/039100
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September 27, 2004
TO: COL Bucci
CcC: L
Cathy Mainardi
9 .
FROM: Donald Rumsfeld Ly

SUBJECT: Dates for the Calendar

Please put the following key dates on my calendar:

s Oct. 9: Afghan Elections

¢ QOct 9: Australia Elections

» QOct. 31: Ukraine Elections

o Jan. 2005: Iraq Elections
It would be helpful for me to have a list of these, and any other important
imternational election dates.

Thanks.

DHRER.:s5
092704-16

B S NI NN AN R IR S AN N I N RN SN E R R R E N NN RN AN EE RS PP R R R N RN N RN N R RN A RSN N]

Please respond by |D ’I ! / QL!'

0SD 00359-05

11-L-0559/0SD/039101



September 27,2004

TO: Doug Feith
FROM: Donald Rumsfeld “[/\
SUBJECT: Salafist Network

If the center of gravity of the global struggle against extremists is the Salafist
financial network and the Salafist spiritual network, it is interesting that I have
never had a briefing by anyone in the interagency process in a PC or an NSC on

what the USG battle plans are to go against those centers of gravity.

The Department of Treasury has the finances, and State should have the spiritual

networks.
What do you propose?

Thanks,

DHR:ss
092704-23

Please respond by l OJ 14 ! oy

Fove

11-L-0559/0SD/039102

0SD 00361-05



September 27,2004

TO: Doug Feith
FROM: Donald Rumsfeld /L.
SUBIJECT: Salafist Network

\‘O\g

If the center of gravity of the global struggle against extremists 1 the Salafist
financial network and the Salafist spiritual network, it is interesting that Thave < |
never had a briefing by anyone in the interagency process in a PC or an NSC on

what the USG battle plans are to go against those centers of gravity.

The Department of Treasury has the finances, and State should have the spiritual % 7

networks.
What do you propose?

Thanks..

DHR:s5

092704-23 %, SD CC36 |- 05/

Please respond by iolig]oy
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September 28, 2004
TO: Doug Feith
CC. Ryan Henry
Andrew Hoehn : 2

FROM: Donald Rumsfeld ?\

SUBJECT: Global Posture Execution

How do you think we ought to execute the Global Posture changes? Should we
try to get a retired four-star and make him a deputy assistant secretary to work the

problems?

Thanks.

DHR:ss
092803-15

Please respond by 10 J Q;] o4

oo 0SD 00363-05
11-L-0559/0SD/039104



7L

September 29,2004

TO: Paul Wolfowitz
FROM:  Donald Rumsfeld YA
SUBJECT: Security Service Training
N
O
Please see attached memo. D
What do you think?
Thanks..
Attach.
Memo *Security Service Training for Other Countries™
DHE 55
092804-19
Please respond by |‘ Ql 15 lfi(
ia

i

FOO 05D 00365-05

11-L-0559/0SD/039105



September 20,2004

SUBIJECT: Security Service Training for Other Countries

The U.S. Military needs to organize -- to provide security service training for other
countries.

The Marine Corps ought to step up and take that role — butwe need a major effort
on it - to get funded and organized to do it.

DHR:ss
092004-32

e

11-L-0559/0SD/039106
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TO: David Chu
Powell Moore,

CC. Larry Di Rita
FROM: Donald Rumsfeld ?[L

SUBJECT: Absentee Ballots

September 30,2004

Immediately following the election, please start the process of redirecting the

absentee ballot responsibility (The Federal Voting Assistance Program or FVAP),

for everyone except the military, to the Department of State.

DoD should handle just the military, since the military is less than half the total.

People think of the embassies as the logical place to be helpful on this matter.

Thanks.

DHR:3s
093004-18.

Please respond by t0]29 / 0‘-/'

+euve
11-L-0559/05D/039107

0SD 00366-05
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10:45 AM

January 9,2004
TO: President George W. Bush

FROM: Donald Rumsfeld -\2 ’ /( f,‘{

Mr. President —

Attached for your possible interest 1s a note about Tom Franks saying some kind

words about you.

Respectfully,

DHR/azn

010904.24

Artach: “FormerGeneral Defends Invasion & Irag In Speech” Palm Beach Post,
1/7/03

OSD 00461-04
11-L-0559/0SD/039108
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Former General Defends Invasion Of Irag In Speech Page | of | Cj

Palm Beach Post
January 7,2004

Former General Defends Invasion Of Iraq In Speech
By Ron Hayes, Palm Beach Post Staff Writer

In the months after the Sept. 11 terrorist attacks, U.S. Army Gen. Tommy R. Franks led 150,000
American soldiers to war in Afghanistan and, later, Iraq.

Most of the soldiers are still there, but Franks, wheo retired last summer as head of U.S. Central
Command, has traded his camouflage fatigues for a business suit and the lucrative lecturc circuit.

Tucsday afternoon, Franks opened the 2004 Speaker Scrics at The Socicty of the Four Arts with a few
hoary jokes, a passionate delense of the U.S. invasion of Iraq, sentimental references to his
grandchildren, a few swipes at the media and a declaration of friendship and respect for President Bush
that cynics might have heard as a ringing non-endorsement endorsement.

"It's been five months since I retired,” the four-star general began, "and I've learned that if you want a
car to move you have to get in the front seat.”

But he soon turned serious.

"On Scptember 11,2001, Americans recognized our vulnerability to attack from without, and every day
since then the world has come to recognize what a superpower on steroids looks like," he said.

"Saddam Husscin had a bad holiday scason,” Franks said with a glecful cackle, and "Osama bin Laden,
decad or alive, is not today in Afghanistan planning the next attack.” However, he offered no evidence to
support that assertion.

At onc point, Franks criticized the media for its coverage, but later praised the policy of embedding
journalists with troops in Irag. "I do not believe we have had very much accurate reporting from Iraq

since the embedded journalists left,” he said, "More embedding right now would satisfy me.”

As for his personal plans now that others are doing the fighting, Franks said, "Samuel Thomas (his
grandson} will require a lot of knee-bouncing.”

And Franks is writing a book, as well as giving lectures.
"The schedule is about the same," he quipped, "but the pay is a helluva lot better."

He was given a standing ovation.

httnfffehird_aﬁs.nﬂd_rnil!ehﬁ]e;fﬂ?ﬂéd]ﬁl'ﬂ)-gs'ﬁ%/hgn$ D/039109 1/0/2004



January 12,2004

TO: Honorable Andrew H. Card, Jr.

FROM: Donald Rumsfeld m

SUBJECT: State of the Union b

Andy— 0
O

Is there any chance the Cabinet spouses can get invited to the State of the Union?

Thanks.

DIHR:dh
01120430

ho el 2/

osP@oos 37
11-L-0559/0SD/039110



January 13, 2004

TO: Gen. Leon LaPorte

CC: ADM Ed Giambastiani
Gen, Dick Myers

FROM: Donald Rumsfeld'?ﬂ\

SUBJECT: Brief from JFCOM \_\]
N
Please make sure you get Ed Giambastiani’s latest briefing looking at lessons S
-0

learned through the Iraqi eyes. It is enormously important for you to see it in

connection with your current work.

Thanks.

DHR:dh
011304-4

Please respond by ‘ ! 20/ 0Y

i
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0SD 00560-04
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January 13, 2004

TO: Gen. l.eon LaPorte

CC: ADM Ed Giambastiani
Gen. Dick Myers

FROM:  Donald Rumsfcld’?ﬁ\

SUBJECT: Brief from JECOM

Pleasc make sure you get Ed Giambastiani’s latest bricting looking at lessons
lcarned through the Iragi eyes. It is enormously important for you to see it in

connection with your current work.

Thanks.

DHR:dh
011304-4

Please respond by ’ / 20/ 0Y

i

0SD 0056004

11-L-0559/0SD/039112
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January 13, 2004

TO: Jay Garner

CC: Paul Wolfowitz

FROM: Donald Rumsfem'\’\‘/w
SUBJECT: Wagee Barzani

I have Paul Wolfowitz working on the Wagee Barzani matter. Thanks so much

for letting me know.

!’)MJI

Regards,

DHRdh
011304-12

W
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0SD 00562-04

11-L-0559/0SD/039113



TO: The Honorable Tillie Fowler
cc: Paul Wolfowitz
FROM: Donald Rumsfeld u\

SUBJECT: Torie Clarke

What do you think about getting Torie Clarke on the Defense Policy Board?

DHR:dh
011304-13

11-L-0559/0SD/039114

January 13,2004

AES

hO v

0SD 00563~04



vy

January 13,2004

TO: Newt Gingrich
FROM: Donald Rumsfeld ? - W
R
Thanks for your suggestion on recruiting. Itis helpful. T will push it, o>
DHR:dh s
011304-9 i}
\.
Y
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05D 00565-04

11-L-0559/0SD/039115



January 13, 2004

TO: Honorable George Tenet
CC: ADM Ed Giambastiani
Paul Wolfowitz

FROM:  Donald Rumsfeld }{\

SUBJECT: Brief from JFCOM

l?“OJ-:l:

Please make sure you get briefed by Ed Giambastiani’s people on the latest

lessons learned view from the Iraqi standpoint. It is very important.
e

Let’s talk about it after you have seen the briefing.

Thanks.

DHR:dh
G11304-3

ho o € |

0SD 00569-04

11-L-0559/0SD/039116
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January 14,2004

TO: Honorable Andrew H. Card, Jr.

FROM: Donald Rumsfeld @

SUBIECT: Stale of the Union

If there are any drafts of the State of the Union, I would sure like to see one, Tam

told you are already at draft #5 or #6. It would be a help to see it belore it is

[inished.

Thanks.

DHR:dh
G11404-10

0SD 00607-04

11-L-0559/0SD/039117
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THE SECRETARY OF DEFENSE
WASHINGTON

JAN 14 2004

Sergeant Chnstopher Chandler, USMC
I*' Light Armored Reconnaissance Battalion

Box 555564
Camp Pendleton, California 92055-5564

s SEF

Dear Sergeant Chandler:

Congratulations on successfully completing jump
school!

Your courage and determination inspire us all.
I wish you all the best in your future endeavors.

Sincerely,

-~

ho vyl Al

0SD 00615-04

11-L-0559/0SD/039118



FW: SecDef Letter to Appreciation to SGT CHANDLER, CHRIS T. Pagc 1of 4

Generous, Monica, CIV, OSD

From: Hahn GySgt Patrick T [HahnPT @mfp.usmc.mil]
Sent: Tuesday,January 13,2004 11:42 AM

To: Generous, Monica, CIV, OSD

Cc: Sims Col Terron D; Weisz LtCol Bradley E; Gambrell MGySgt Jerry C; Nohl SgtMaj Bryan S; Hoch
GySgt Frederick W; Hopkins SSgt Joshua A

Subject: RE: SecDet Letterto Appreciationto SGT CHANDLER, CHRIST.

Ms. Generous,

Good morning, | have contacted the unit and they verified that he was inbound to them, by the time the letter
arrives, he should be there.

The mailing address for Sgt Chandler is: 1st Light Armored Reconnaissance Battalion
Box 555564
Camp Pendleton, CA 92055-5564

Please let us know it you need any further assistance.

V/R

GySgt Hahn

Office of the Chief of Staff

< Marine Corps Forces, Pacific

----- QOriginal Message-----

From: Generous, Monica, CIV, OSD [mailto:Monica.Generous @ osd.pentagon.mil |

Sent: Tuesday, January 13, 2004 3:31 AM

To: 'Hoch GySgt Frederick W'; Generous, Monica, CIVY, OSD

Cc: Sims Cel Tetron D [HQMC]; Weisz LtCol Bradley E Gambrell MGySgt Jerry G, Nohl SgtMaj Bryan §;
Hahn GySgt Patrick T

Subject: RE: SecDef Letter to Appreciation to SGT CHANDLER, CHRIS T.

Hello GySgt Hoch,

[ needto propose a compromise. || am told] the Secretarywould like the letter to be mailed directly to
Sgt Chandler, so [ need his address, please.

We are happyto send a courtesy copy through your chain of command.

Thank you,
Monica Generous

----- QOriginal Message-----

From: Hoch GySgt Frederick W [mailto:HochFW@mfp.usme.mil]

Sent: Monday, January 12, 2004 8:43 PM

To: Generous, Monica, CIV, OSD

Cc: Sims Col Terron D; Weisz LtCol Bradley E; Gambrell MGySgt Jerry C; Nohl SgtMaj
Bryan § Hahn GySgt Patrick T

Subject: FW: SecDef Letter to Appreciation to SGT CHANDLER, CHRIST.

Hi Ma'am,

1/13/2004 11-L-0559/0SD/039119
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1/13/2004

In ref to the Subject letter, the correct chain of command is as follows:

From: SecDef's address
To: Sergeant Chris T. Chandler
Via: (1) Commander, U,S. Marine Corps Forces, Pacific
{2) Commanding General, | Marine Expeditionary Force
(3} Commanding General, 1st Marine Division
(4) Commanding Officer, 1st Light Armored Reconnaissance Battalion

Once signed, our mailing address for the letter is as follows:

Commander

U.S. Marine Corps Forces, Pacific
Box 64139

Camp Smith, HI 96861-4139

Let me know if you have any other questions.

vir,

GySgt Hoch

Staft Secretary's Office
Marine Forces Pacific

From: Woeisz LtCol Bradley E

Sent: Monday, January 12, 2004 3:08 PM

To:  Hoch GySgt Frederick W

Subject: FW: SecDef Letler to. Appreciation to SGT CHANDLER, CHRIS T.

Gunny,
Yours for action. Thanks.

LtCol Weisz

From: ONeal Col Michael C

Sent: Monday, January 12,2004 2.58 PM

To: Weisz LtCol Bradley E

Ce:  Gambrell MGySgtJerry C

Subject: FW. SecDef Letter to. Appreciation to SGT CHANDLER, CHRIS T.

Brad,

Contact the SECDEF's secretary and provide the necessary addressing information so
that Sgt Chandler's letter is properly routed. You might also correct the Unit title line for 1st
LAR while your corresponding with her. See Col Sims note about any emails that we
choose to send.

S/
Col O'Neal

11-L-0559/0SD/039120
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---—Qriginal Message-—--

From: SimnsCol Terron D

Sent: Monday, January 12, 2004 11:25 AM

To: ONeal Col Michael C

Cc: Musca ColJoseph 1

Subject: SecDef Letter to Appreciation to SGT CHANDLER, CHRIST.

Col O'Neal:

Secretary Rumsfeld would like to address a letter of congratulations to Sgt
Chris Chandler upon successfully completing jump school. Sgt Chandler
has a prosthetic leg. Per the info below, Sgt Chandler has orders to Camp
Pendleton, 1st LAR Bn and is scheduled to report for duty around mid
Jan04.

| believe it is appropriate for the Secretary's staff to address the letter for
endorsement via Sgt Chandler's MARFORPAC chain of command.
Please contact Ms. Monica Generous, Office of the Secretary of Defense,
on 703 692-7134 and provide her guidance to address the letter to
MARFORPAC or as you deem appropriate.

Please courtesy copy DMCS on emails to the Secretary's POC, and let me
know if any other assistance is needed.

Thank you,

Colonel Terron Sims
Office of the Director Marine Corps Staff (DMCS)

| I

————— Criginal Message-—--

From: Warner Capt Gilbert A

Sent: Monday, January 122004 3:07 PV
To: Tatum Sgt Patrick L

Cc:  Sims CotTerron O; Nohl SgiMaj BryanS
Subject: RE: SGT CHANDLER, CHRIST.

Sgt Tatum,.

Sgt Chandler detached from this Headquarters during Dec 03 and is
directed to report to lst LAR for duty on or about 15 Jan 04. He
is currently on annual leave, travel, etc. The official mailing
address for the Command is:

l1stLt Light Reconnaissance Battalion
Box 555564
Camp Pendleton, CA 92055

The Command SgtMaj (CCed above) is the point of contact for any

1/13/2004 11-L-0559/0SD/039121
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other qgquestions. As I stated above he will check inte I MEFE on 15
Jan 04 and will be engaged in the checking-in process for one o
two days before going to lst LAR. Additiorally, it should be
noted that 1st LAR is slated for deployment,

The SgtMai's i~fo is SgtMaj Nehl,

Let me know 12 vou have arny questions

R, Capt Warner

Force Adjutant
MARFORLANT

Tel: DSN: COMM ¢

Fax: DSN:l

----- Original Message-—---.

From: Tatum Sgt Patrick L

Sent: Friday, January. 09, 2004 4:06 PM
To: Warner Capt Gilberl A

Ce:  5ims Col Terron. D

Subject:. SGT CHABDLER, CHRIST.

Sir,.
As discussed on the phone, Sechef would like to
write a letter of congratulations to subject name

Marine. If you could please verify the Marine's
Unit address. Thank you for your time in this
matter.

Sgt Patrick L. Tatum
Administrative Office of the
Nirector, Marine Corps Staff

tatumpl@hame . usme.mil

1/13/2004 11-L-0559/0SD/039122



Sergeant Christopher Chandler, USMC

[LtCol Sims from the CMC's office is researching Chandler’s addressfor us.]
Dear Sergeant Chandler:

Congratulations on successfully completing jump
school!

Y our courage and determination inspire us all.
T wish you all the best in your future endeavors.

Sincerely,

11-L-0559/05D/039123
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Generous, Monica, CIV, OSD

From: HochGySgt Frederick W [HochFW @ mip.usmc.mil]
Sent: Monday, January 12,2004 8:43 PM

To: Generous, Monica, CIV, OSD

Cc: Sims Col Terron D; Weisz LtCol Bradley E; Gambrell MGySgt Jerry C; Nohl SgtMaj Bryan S; Hahn
GySgt Patrick T

Subject: FW: SecDef Letter to Appreciationto SGT CHANDLER, CHRIST.

Hi Ma'am,
In ref to the Subject letter, the correct chain of command is as follows:

From: SecDef's address
Te: Sergeant Chris T. Chandler
Via: (1} Commander, U.S. Marine Corps Forces, Pacific
{2) Commanding General, | Marine Expeditionary Force
{3} Commanding General, 1st Marine Divisicn
{4y Commanding Officer, 1st Light Armored Reconnaissance Batialion

Once signed, our mailing address for the letter is as follows:

Commander

U.S. Marine Corps Faorces, Pacific
Box 64139

Camp Smith, HI 96861-4139

Let me know if you have any other questions.

Vi,

GySgt Hoch

Staff Secretary's Office
Marine Forces Pacific

From: Weisz LtCol Bradley E
Sent: Monday, January 12, 2004 3:08 PM

To: Hoch GySagt Frederick W
Subject: FW: SecDef Letter to Appreciation to. SGT CHANDLER, CHHRIST.

Gunny,
Yours for action. Thanks.

LtCol Weisz

From: ONeal Col MichaelC
Sent: Monday, January 12, 2004 2:58 PM
To: Weisz LtCol Bradley £

1/13/2004 11-L-0559/08D/039124
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Ce:  Gambrell MGySgtJerry G
Subject: FW: SecDef Letter to. Appreciation to SGT CHANDLER, CHRIS T.

Brad,

Contactthe SECDEF's secretary and provide the necessary addressing information so that Sgt Chandler's
letter is properly routed. You might also correct the Unit title line for 1st LAR while your corresponding with her.
See Col Sims note about any emails that we choose to send.

Si
Col O'Neal

--—-riginal Messape--——

From: Sims Col Terron D

Sent: Monday, January 12,2004 11:25 AM

To:  ONeal Col Michagl C

Cc: Musca Col Joseph 1

Subject: SecDef Letter to Appreciation t0.SGT CHANDLER, CHRIS T.

Col O'Neal:

Secretary Rumsfeld would like to address a letter of congratulations to Sgt Chris Chandler
upon successfully completing jump. school. Sgt Chandler has a prosthetic leg. Per the info.
below, Sgt Chandler has orders to Camp Pendleton, 1st LAR Bn and s scheduled to report
for duty around mid Jan04.

I believe it is appropriate for the Secretary’s staff to address the letter for endorsementvia
Sgt Chandler's MARFORPAC chain of -~ mand. Please contact Ms. Monica Generous,

Office of the Secretary of Defense, on and provide her guidance to address
the letter to MARFORPAC or as you deem appropriate.

Please courtesy copy DMCS on emails to the Secretary's POC, and let me know if any
other assistance is needed.

Thank you,

Colonel Terron Sims
Office of the Director Marine Corps Staff (DMCS}

From: Warner Capt Gilberl A

Sent: Monday, January. 12,2004 3:07 PM
To: Tatum Sgt Patrick L

Cc:  Sims Cot Terron O; Nohl SgtMaj Bryan
Subject: RE: SGT CHANDLER, CHRIST.

Sgt. Tatum,

Sgt Chandler detached from this Headquarters during Dec 03 and is directed to.

1/13/2004 11-L-0559/0SD/039125
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report. to lst LAR for duty on or shout 15 Jan 04, He 1s currently on annual
_eave, travel, etc. The cfficial mailirg address for the Command is:

IstLt Light Reconnaissance Battalion
Box 555564
Camp Perndletcon, CA %2035

The Command SgtMaj {CCed above) 1s the polnt of contact for any other guestions
&z 1 stated above he will check into | MEF on 15 Jan 04 ard will be ergaged in
the checking-in process for one to twoe days before goeing to lst LAR..
Additionally, iz should be ncocted that lst LAR is slated for deployment.

The SgtMaj's infao is SgtMaj Nohl, DSN 365-19%4 .
Let me krnow 12 vou nave any gquestions.

K, Capt Warner
Force Adjutant
MARFORLAN™

Tel: DSN: COMM:I
Fax: DSN:

————— Qriginal Message---—

From: Tatum Sgt Patrick L

Sent: Friday, January 09, 2004 4:06 PM
To:  Warner Gapt Gilbent A

Cc:  SimsCol Terron D

Subject: SGT CHABDLER, CHRIST.

Sir,

As discussed on the phone, SecDef would like to write a
letter of congratulations to subject name Marine. If you could
please verify the Marine's Unit address. Thank you for your
time in this matter.

Sgt Patrick L. Tatum
Administrative Office of the
Mmie-motor, Marine Corps Staff

tatunpl@hgme,usme.mil

1/13/2004 11-L-0559/0SD/039126



Generous, Monica, CIV, OSD

From: Sims Col Terron D[SimsTD @hgmc.usmc.mil]

Sent: Monday, January 12,2004 4:28 PM

To: Generous, Monica, CIV, OSD.

Subject: FW: SecDef Letter to Appreciation to SGT CHANDLER, CHRIS T..
FYT..

W

VYV VV VY YV VY VY VYYYVYYVYYY VY YY VY VVYY

-__--0riginal Message--—-—— :
From: Zims Col Terron D

Sent:. Menday,. January 12, 2004 4:25 DM

To: ONeal Col Michael <

Cor Musca Col Joseph I

Subrject: SecDef Letter to Appreciation to SGT CHANDLER, CHRIS T.

Col O'Keal:

Secretary Runsfeld would like to address a letter cof congratulations to
Sat Chris Chandler upon successfully conpleting Jump schocl. Sgt Chandler
has a prosthetic leg. Per the info below, Sgt Chandler has orders to Camp
Pendleton, lst. LAR Br and is sched:iled to report. for duty arcund mid
Janid.

I believe it 1s appropriate for the Secretary'sstaff to address the
letter for endorsement via Sgt Chandler's MARFCRPAC chain of command.
Plaage contact Ms. Monica Generous, Office of the Secretary of Defense, on

and provide her guidance to address the letter to MARFORPAC
Or a5 you deem appropriate.

Please courtesy copy CMCS on emalls to the Secretary's 20C, and et me
know if any cother assistance s needed.

Than< you,

Colonel Terron Sims
Cffice of_the Director Marine Corps Staff (DMCS)
DS

11-L-0559/0SD/039127



. 7:53 AM
TO: Larry Di Rita-

FROM: Donald Rumsfeld 'D&
DATE: January 6,2004
SUBJECT: Sgt. Chandler

Why don’t we write a note to this fellow, Sgt. Christopher Chandler, who jumped
with a prosthetic limb.

]

SO S
Thanks. Cd:":;; n{t@/

DHR/azn
10604.08

Attach: DefendAmerica News Article: “USMarine Corp Sgi. Christopher Chandler”
I

e

Please respond by: AL

—

00615~ Of

11-L-0559/0SD/039128



DefendAmerica News - Profile Article

U.S. Marine Corps
Sgt. Christopher Chandler

Marine With Prosthetic Limb
Jumps into History Books

By U.5. Marine Corps Cpl. Isaac Packieco

OR BENMING, Ga., Jec. 19, 2003 -- High above the

ast n &labama oun yside, the deafening roarofa C 17

ngit 25 Irc 1€ o it the insfructor's urgant commands. ™ 1€
troops tit . hiid him respond instinctively. In the dim light.
the U.5. Army Basic Airborne Coursainstrucior can seeonly a
few of their faces.

The troops remain focused on the task at hand and the orders
of their instruetor, not realizing this jump represents history in

the making.

This was the first class to graduate a Marine who had been
retainedon active duty with a prosthetic limb.

Sgt. Christophar Chandler an %, Colo, native, ¥ his.
leh agfre 2t d wtt } 3eDec 2, t Hit
onalandrine hile p¢ idixgsacurity 0-z ¢ ploi
ordnance disposal unit in Kandahar, Afghanistan. He was one
of tha firsl service members injured in the Global War on

T t  but unlike some of his wounded counterparts. he
refused tolst th ident diminish hi Ih

*] didn't have time to feel somy for myself," Chandler, a
maintenance techniclan for Headquarers Company, M arine
Forces Aflantic, explained. "While | was in the hoepital, other
injaet u isited 1 1saw that compared to them | had
mathing to cornplain about.”

k4

Y Monially preparing for hisfinal
jump, Sgt. Cheistopher Chandler
grabs hold of his stalic fine and
awaits the go signal from his
nstructor. U.5. MarineCorps
bholo by Cpl, Isaac Pacheco

it's been said that the truest test of one's character is not what
he does with success but what he makes of defeal. Chandler
stepped up to the challenge of jump school in the face of
seemingly impossibleodds. Hejumped into the history books
Dec. 107 becoming the only Service member retainedon active
duty to graduate the course with a prosthetic leg.

“ thi lain I ovarcome if you balieve in
éﬂ%&f‘“ Eﬁg% ere é)rc‘clta?mcéa& taIehopethis. will make it easier
ra:her peopie with prosthetics who want to°go through {jurnp
school) next time. As longas they won't be exiré baggage,
and they can pull their own weight and accomplishthe

. Page 1 of2

LL Cof. Kirk Rice, commandingofficer of Marine Detachment Fort

Benning, pins on Sgt. Christopher Chandler's jump wings during the

drop mn e graduation ceremony. U.5. Manine Corps pholo by Lance GV,
KevinJ. Ridfor

‘After his INJUIY and the loss of his leg, Chandler hadto go.
before a Naval review. They hadto make a decision asto.
whether he should be retained on active duty,” Rice explained.
'He was able to demonstrateto the Physical Evluation
Review Boardthat he was fit for.retum to full duty with no
itations i i success will
.rg}gfal_llg.%il stg.'r@}(gg'?nembers who Teve ostd a ﬂF,IBT Hﬁeam
demonatrates that given cerlain conditions, they ¢an and
should be lofl on active duly.”

Chandler had to undergo another battery of physicals,
paperwork andi @ imwm Lkt 2the airborne school would
accept him. Yat, he was able tn keen hla sensa of humnaor
throughout the ordeal.

"Obviously, the school was going to ask guestions because
by 2 jern ¥1b trysafetya 3t afety of the
gther studens,” Chandler explained. "They wanted 1o know if |
was even capal le of com ileting I 3 tasks they had for me. |

i 411 denadaitag: Afterell | have o less ankle to

t 0, he wast hardest, tk me.ldon't
really liketorun, The other guys in my classreally motivated
me to keep going.”

One classmate said Chandler's motivation came from within
and spread fo the people around him.

"| was in Kandahar with him when he had his accident, and this
is the first time I've seen him sincethen,” said Sgt. Ryan
Scheucher, platoon sergeant, 2nd Intelligence Battalion, 1
Marine Expeditionary Farce. "lf you'dknown him beforethe
accident, what he's doing right nowwou'd come as no surprise.
Both in uniformand out, he's always just been one of those
guys who just shuts up and gets the job done. Ifanything,
since his accident i see a little more fire in his eyes. He gets up
and he goes. He doesn't do anylhing to skyline himself or to
showboat. Ifit's in the scope of his duty hejust does it."

Chandler's enthusiasm and tireless commitment inspired many.
of his classmates and set the standard for them to follow.

~The firsttime | even realized he had a prostheatic legwas
during one of our PT {physicaltraining} sessions, and he was

just smokingthese little 18 year olds aut there,” said Air Force
taff Sgt. Brian Mayer, Special Operations Command Fort

Bragg, N.C. "He's an.inspiration because you have all these
perfectly healthy people who wash out and quit while he stays
inand makes.it. Thal's a realtestament to. hischaracter.”

Cther jurnp s¢hogl students credited Ghandler. with helping
tham make it through the course when they were strugghing.

11-1-0559/0SD/039129
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mission. Haopefully, they won't have to put up with as much as | He motivatedme because at fist  1fal! kind of down and Ididn't

had o'

Chandler not only rose to the challenge but also exceeded
even his own expectationswhen hewas selected as the class’
nancommissionedofficer honor graduate..

"He capturesthe heart and soul of what it meansio be alU.8.
Marine.” said Lt. Col. Kirk Rice, commander, Marine Corps
Detachment, Fort Benning. "l mean he exemplifiesall of our
core values—honor, courage, andcomm:itment. This is a
courageous young man. He fought o be retained on active
duty and asked for a chanceto come to airborneschool as a
reenlistmentbonus.’

Chandler faced many challengesand trials during the course
of hisa.rhome training revolution, but none so rigorous as the:
medica. boards he facedto stay on acl.ve duly.

like the course because it was 50 hard, butthen I saw that he
was doing it with only one leg and that inspired me and let me
¥know that |coulddo this," said Army Sgt. Fatima Hickman,
Company B, 203rd Infantry, 4th Support Bn., here. "He could
have done anything else but he choseto continue inthe
military and t o_w forth with what he wants to do. He's not
letting-hisprosthetic leg stop him from being the Marine he
wants to be."

And what did Chandler have to say to his detractors:to the
people who said an amputee would never make it through the:
school.

" don't have to say anythingto peoplewho said icouldn't
make it,” he reforted. *| just graduated.'

http://www.defendarnerica.mil/profiles/dec2003/pr2 15034, htm|

hup:waw.del‘endamerica.mj.l/cgi-bin!prfrie]u]l}l.?:-g(l)?gt%gf;‘\?w%l.%éggd%.ljngrl%&nﬂl!profiles/dec2003/pr12... 12/22/2003
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF
WASHINGTON, D.C. 20318-0999

-

CH-2267-05
7 January 2005

MEMORANDUM FOR THE SECRETARY OF DEFENSE

Subject: Draft Memo on Abuse of Detainees Under Department of Defense Control

1. You requested] I review the proposed draft memo to you from the President on
abuse of detainees under Department of Defense control.

2. While the draft memo is substantially correct, I am deeply concerned about the
tone. The memorandum does not focus on the positive developments; instead, it relies
on past incidents to paint a bleak picture and casts the Department of Defense in a
negative light. It places too much emphasis on the punishment and actions taken
against those guilty of the abuse and too little emphasis on actions already taken to
ensure such abuses will not occur again. In addition, this memo fails to put the abuse
problem into a meaningtul context; our forces have captured and held tens of
thousands of detainees, with those leveling accusations of abuse numbering only in
the dozens. A single instance of abuse is one too many, but recent press reports imply.
that abuse is systematic and widespread. This memo does nothing to dispel that
notion.

3. As drafted, the memo turther implics that detaince ahusc is rampant and ongoing.
As you are aware, the issues of abuse mentioned in the numerous articles occurred
primarily in 2002 and 2003. While instances of alleged abuse have occurred recently,
when it has occurred, it has been immediately reported, investigated and appropriate
corrective action has been taken..

4. Our staffs should work together to change the draft memo if possible. This could
he a positive exchange if done right. If the draft memo docsn’t change, we nced to
generate aresponse memo, highlighting the positive, ongoing actions taken to address
allegations of detainee abuse. In addition, | recommend such a response also
highlight the good work of our forces involved 1n detention operations.

/ﬁf«. _ SECDEF DECISION:
RICHARDB MYERS APPROVED:

'SR &

Souplls

Chairman DISAPPROVED:

tf the Joint Chiefs of Staff
of the Join iefs of Sta OTHER.

Reference:
1 Draft Memorandum from the. President to the Secretary of Defense, undated,
“Abuse of Detainees under Department of Defense Control™

0SD 00622-05
11-L-0559/0SD/039131
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memn P =g December 29, 2004
‘To: %v' UJOFE’“" fr
Paul Butler Gen

TO: -
ce: L+. Col. G Lgﬁyof Larry DRt
FROM: Donald Rumsfeld - Dow-', F otk

SUBJECT: Draft Memo —7_ Steve Cﬂm/”'ld
Attached is a sensitive draft memo . Dt H"‘"‘J“ef

It's not been signed or sent. I'd like you folks to check it and make sure it is

accurate. If you have any suggestions on tone or handling of it, let me know.

We also ought fo draft how we would respond to this. My impression is that the

data in here is inaccurate, and needs o be updated and amended .

Please get back to me soon,

Thanks.

31 Butia v To SEDEF 221 Aemo To KICE

DHR s
122904-11 (1)

Please respond by { ’l l;/r ! o 5

0SD 00622-05
11-L-0559/05D/039132



To: SecDef . 12/29/04
From: Paul Butler ﬁ‘{s

Attached is a copy of the draft memo we discussed last night. As far as we know,
it is still a draft. 1 relayed the message to the Deputy last night. 'm trying to find
out if he has spoken with Steve Hadley. I'll report back‘assoon as I know
something. )

s

— 11-L-05659/0SD/039133



. 'BUBJECT: . -Abuse of De

. -...Th.atLydu‘ si's'rn the memorandum to tha .:Praﬂit;apt- at Tab I....-

. RECOMMENDATION . . ". -

NATIONAL SECURITY COUNCIL .
WASHINGTON, D.G: 20504

* Decembex 27, 20.04

AC'I‘ION I t

HE'IORA.NDUH FOR CONDOLEEZZA RIEB

- THROUGH: . JOHN VGER

PROM:; . *.° . BRAD WIEG'_

Control

......

As vnu requanted ‘attached at Tab I :.n a memrandum to the
President recommending that he send a memorandum to'the .
secretary of . Defense on t:he deta.inee al:n.we isgue.

3

_ AttachmentB L o
~Tab 'L 'Memorandum to the President |

Tab A Memorandum to Secretary of o
Defensé. - .

11-L-0559/0SD/039134

nees ynﬂe:'neﬁarl:ml': of Defense .
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* MEMORANDUM FOR_ THE. PRESTDENT -

. FROM: . < * . CONDOLREZZA RICE |
. SUBJECT; .Abusa of Detainees und.er Departmen!:. of Defense
e Contrcl . .- R T ‘

- Purpose °

" 'To sign a memorandum to the Secretary of Detense on abuae of
detainees in'Department of Def ense control, -

- ac kgrou.nd

. There ‘have been mneny reportsr this year of ahuae of detamees in
the control of our military, most prominently 'the:epieode at
."Abu Ghralb in Iraq, but aleo reports concerning othar incidents .
in, Irag 'and Mghanzsta.n and TRI xeporta that havéa recently come .’

TS

S Edl‘ These allegation.s have been: or are being inveatigated by .
.7 . the Departm.nt of Dafensa. .To date.over fifty individuale have
bee.n referred to court;a martial for varioua types of misconduct
_ and others have been administratively disciplined. The, .
‘Indeperident Pane). esta.blished bv 'Secretarv Rumafeld and headed
‘ .« by former Secretary of’ Defem.-.e James schlesinger ‘made a nuanber
i__ : : of recommendations .this sufmer to improve ‘detainee operg.tiona to .
.ensure that abuse does not recur, and the other investigations ..

that have been conducted inte detamee abuae ‘have also made .
. numerous recommendations . The Department’ of Defense i{s working .
' through theee recommendations and implementing reform.s and some'

inveltigat:.ons remj_n ‘ongding. - - ."-

The repeated reportn of- detainee abu.se thia rear hive been D
. damaging to the image 'of the United States abroad and have beesn
. disturbing to many A:ru!r:.cana 'here at ‘home. The' memorandum at .” oo

_‘Tab A expresses your concern about thie iasua, while also,

A cc: Vice presidest ...
. Co - - " . Chief of staff
rat o .. VJ.C'.E President’s

- T e . Chief of Bta.ff

11-L-0559/0SD/039135



expressmg oontir:ued confldence in our milituy, and arrphaan.es
to the Secretary of Defeqae the importance of continuing his
‘efforts and making the results of the invantigationa and
corrective actions known to the Arexican pecple. " It sends a
clear message from you as cGnnamder-ln -Chief that you expect all
detainees in the custody of our militagy to be treated humanely
and consistent. with applicablé law and ‘asks.the 9ecretary of
Defense to comrey thia meaaage to our cownanderl in the field

Concuz:rem:e: NBC/ Legal

RBCDHMEND&TION

*

That ycu aign the‘ memforandum at Tab. A.

Attaqhmenl:
'rah A Hemrandum to’ th.e Secretary of Defeme

11-L-0559/0SD/039136




. MEMORANDUM POR THE SECRETARY OF DEFENSE

SUBJECT: - Abuse of Detainees under.Departmént of Defense, .
S " Comtrol.. . . . ...

L

The United States has the finest military force in.ths world, and
our

ana

11-L-0559/0SD/039137




i . P . -. . N .- N ) -‘_ .‘ 2 "\ .
- prevent such abuses from.occurring in 'the future.. You have my .
full support in working toward these objective.s;. . -

. You ghould alpo reewpliasize to commanders 'inthe T e e

.. field that they wust work to.engure that all.detainees under the
_control of-éyr armed forces are treated in a lawful and h—
- manper. . 7 7

. , .o s

’ ' S S TOTAL P.0S
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To: SecDef
From: Paul Butler

cc: Deputy
CICS
Larry Di Rita
. .Doug Feith
Steve Cambone
JIim Haynes
Pete Geren

Subject: Snowflake response on draft POTUS memo on detainees

January 21,2005

You issued a snowflake (Tab A) asking the group listed above to review the draft

memo from POTUS to you on detainees for accuracy and to develop a draft

response. Qur latest information is that there is no current plan to send the

POTUS memo to you. Accordingly, the group decided that the proposed way

ahead ought to be a memo from DoD to the NSC updating the status of detainee

investigations. The attached draft memo for your review (Tab B) suggests that the

memo come from the Deputy to Steve Hadley and that it review the record of

investigations thus far and also address the need for interagency action on

detainees in order to reinforce that this 1s not an i1ssue under the sole control of

DoD,

11-L-0559/05D/039140
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| December 29, 2004
“To: Tl whHovite
TO: Paul Bue | Gen #1570
. aul Butler s e
e Lol O Jﬁy@i T T ey DR
FROM: Donald Rumsfeld | , -Dol."j Ze o7
SUBJECT Draft Memo St Cambme.
Attached is a sensitive draft memo. ' Tt H‘f‘)""e S

Otz &even

It's not been signed ar sent. I'd like you folks to check it and make sure itis

—————

accurate. Ifyou have any suggestionson tone or handling of it, let me know.

We also ought to draft how we would respond to this. My impression is that the

data in here is inaccurate, and needs to be updated and amended.
Please get back to me soon,

Tharks.

izjea ‘BuTigm. HEMD To IZDEF ral27 Memo TO KICE

DHR=a
122904- 18 9}

Please respord by | ll 1'4— / o =3

11-L-0559/0SD/039141



DRAFT 1/19/2002:11 PM

PROPOSED MEMO FROM DEPSECDEF TO NAT’L SECURITY
ADVISOR

The Department of Defense is nearing closure on the investigations and
assessments of detainee operations and known causes of abuse. I wonld like to
update you on the status of these efforts and to raise several related issues to your
attention.

As you know, DoD aggressively investigates allegations of detainee abuse. It is
holding individuals acconntable for their actions, and is taking steps thronghout
the Department to minimize the possibility of futnre abnse. To date, more than

fifty service members have been referred to courts-martial and others have been
disciplined through administrative action. Any allegations of abuse that arise in
the future will be investigated and appropriate corrective action will be taken.

Since September 11,2001, our forces have detained tens of thousands of fighters
on battlefields around the world, and have conducted tens of thousands of
interrogations. The vast majority of U.S. service members have conducted
themselves with honor. Their efforts have been critical to the success of our
operations. Our forces will continue to capture and detain individuals who
commit or assist those who commit hostile acts against the United States, and our
coalition partners. Our forces will take appropriate and [awful steps to obtain
intelligence from detainees that assist us in defeating our enemies and saving
American lives.

To ensure we conduct these activities in accordance with the President’s order to
treat all detainees humanely, Secretary Rumsfeld has commissioned several major
reviews, including the Schlesinger Panel and review of detention and interrogation
activities by Vice Admiral A. T. Church. The latter review - the “Chnrch Report”
—is nearing completion, and we intend to brief its results to the Congress and the
public in the near future.

Altogether, the eleven major reviews, assessments and investigations have
produced over five hundred specific recommendations for improving detention
operations, many of which DoD has already implemented. These reviews and
ongoing DoD reform .efforts are intended not only to improve operations but to
communicate clearly to the American people, to the world and to the U.S. military
that detainee abuse is not something we tolerate and that when it happens we act
vigorously to uncover it, to punish those responsible and to implement fixes.

We would like to brief the Principals Committee on the results of the several

reviews and reports conducted by DoD, and on the efforts DoD has underway or
completed to improve detention operations. In discussing these issue, all agencies

11-L-0559/0SD/039142



DRAFT 1/19/2005 2:11PM

ought to be forthcoming with information they have about abuse allegations or
other problems with detention operations.

As DoD moves ahead with implementing reforms to detention operations, the
USG should also reexamine its basic policies in light of three years of experience
in Global War on Terrorism experience. Some fixes needed to prevent or address
detainee abuse require action by-or cooperation with other USG Departments and
agencies. Long-term solutions to USG detainee policy issues require interagency
attention: What is the plan for accelerating development of Iraqi and Afghan
justice and prison capacity? How can the USG help strengthen the legal anthority
of Coalition partners to detain terrorists and their supporters? The Deputies
Committee should be asked to meet on these issues in the near future.
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December 29, 2004 | |
To: Tawl whlfovite
Moers
TO: Paul Butler Q‘"‘ !
ce: L. Gol. lﬁﬁiyc,l ~y DRk
FROM: msfeld _ aw' Fe' L
. /
SUBJECT: Daft Memo Shrt lank
Attached is a sensitive draft memeo. Tt H“thf

It’s not been signed or sent. I’d like you folks to check it and make sure it is

accurate. If you have any suggestions on tone or handling of it, let me know.
We also ought to draft how we would respond to this. My impression is that the
data in here is inaccurate, and needs to be updated and amended.

Please get back to me soon.

Thanks.

A-rm—: "Butige. viamp To SEZDEF  1al2? Nemo TV EICE

DHR-x3

122904-18 (1)

Please respond by \ ] o / rY-2
-

0sD 00622-05
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To; SecDef . 12/29/04
From: Paul Butler ﬁfs

Attached s a copy of the draft memo we discussed last night. As far as we know,
itis still a draft Irelayed the,messageto the Deputy last night. I'm trying te find
out if he has spoken with Steve Hadley. Il report back’assoon as I know
something. .

11-L-0559/05SD/039145



7w

——
-7-"", ﬂf’ﬂ y
ﬂ-"fg ilo
- ‘.v)f‘l-‘}‘,'
G ~--" " Navember 23, 2004
1™y AR B T n;:
TO: David Chu
CcC. Gen Dick Myers
Gordon England
Jim Roche
Fran Harvey

FROM: Donald Rumsfeld f]ﬁ
SUBJECT: Relieving Stress on the Force

Thank you for the good work on the "Tapping the Beer Keg" brief.

I'd like to see a template developed so that each Service can report on their
progress in each of the areas you addressed — freeing up military for deployment
by contracting, cross-training and deploying among the individual Service, task

force organizing, developing visibility, and so forth.

DHR.ss
112304-3

Please respond by i ] 505
W |
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UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000 o

e vt

PERSOHNEL AND INFO MEMO
READINESS
January 6,2005.1:38 PM
FOR: SECRETARY OF DEFENSE DepSec

FROM: Davm‘G;l Chu, USD (Personnel and Readiness)

: / _I_u;’zf;:/ S Lfge 7T 2pigiy <

—

SUBJECT: Relieving Stress on the Force —"Tapping the Beer Keg' SNOWFLAKE
(TAB A)

-

* Aflter our November 23 discussion on force sustainment strategies, you asked us to
return with a template that the Services could use Lo report on their progress in
implementing these practices.

*  We worked with the Army and JFCOM to crafl an appropriale lemplate {or reviewing
these initiatives.

® The template prompts the Services Lo list and quantify initiatives that alleviate
OIF/OEF sourcing shortfalls(TAB B). We will review these data with the military
departments over the next iwo weeks.

¢ QOurintent is to empirically highlight the extent to which these good i1deas have been
implemented and discuss the potential for additional opportunities across the
Department,

e  We will schedule a session with you later this month to review our findings and
recommend a way. forward.

COORDINATION: As stated

Attachments;
As stated

Prepared By: Joseph J. Angello, Jr., Director, Readiness Prog & Assessment
11-L-05598SD/039147 0SD 00656-05
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TO: David Chu

CC. Gen Dick Myers
Gordon England
Jim Roche
Fran Harvey

FROM: Donald Rumsfeld f]l\
SUBIJECT: Relieving Stresson the Force

— . Pﬂ . L3
/a.'fﬂwe o W
_ . f"h' " /Jf

 November 23, 2004

. - (M )
ame ht. 1u_ TR I

Thank you for the good work on the *“Tapping the Beer Keg” brief.

I’d like to see a template developed so that each Service can report on their

progress in each of the areas you addressed — freeing up military for deployment

by contracting, cross-training and deploying among the individual Service, task

force organizing, developing visibility, and so forth.

DHR:ss
112304-3
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Please respond by } IL') )0‘5
|
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.3 Key Fields:
i5
1 5 Initiative title
Initiative type
: (e.g. contracting out, civilianizing, cross training)
*Affected capability area

1 vy 1 (e.g. air power, civil affairs, military police)

ot .Component

% Affected UIC or community
*Detailed description

*Units & Billets affected

*Remarks

1300

trighed

Enl

ts
te Bg

Ela:

WVASFF
{note: this is

G
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Directions:

The following provides a column-by-column. explanation for how cach service will
record their progress in force management initiatives. The reporting template
accompanies these instructions.

Initiative Number: Give cach initiative a unique number (1, 2, 3 ctc). If multiple
rows. are used to describe the effects of individual 1nitiatives, use an outline
numbering schema (1.1, 1.2, 1.3, ctc) to identify subordinate rows.

Initiative Title: Give each initiative a unique title.

Category: Usc onc or morc of these of these category codes as they apply. If the
initiative docs not [it any onc or combination of categorics, please usc the category.
“E” and explain using the remarks column.

— Category A: Finding substitutions for military personnel

™

H

Al: Using contract personnel: Using contractors 1o satisfy military
requirement to frec up military assets (Ex: Using contractors to satisfy
CONUS positions thereby freeing up military personnel.)

A2: Using civiliun personnel: Using contractors to satisfy military.
requirement to free up military assets (Ex: Using Federal civilians to satisfy
CONUS or theater requirements in lieu of military personnel.)

— Category B: Increasing the supply of high-demand skills

*

BI: Cross training: Training individuals to perform outside their general
occupational ficld. This may or may not involve cross-Service solutions. (Ex:
Training artillerymen for infantry positions).

B2: Skill broadening: Training individuals on a wider varicty of skills within
their general occupational ficld. This may or may not involve cross-Service

solutions. (Ex: Training a larger pool of personnel on core “*IMP-type™
skills.)

B3: Restructuring skills: Shifting endstrength from low-demand skills arcas to
high-demand arcas. (Ex: Reducing billets for musicians and increasing the
number of billets for truck drivers)

— Category C: Increase the number of deployable units

#

Cl: Taskforce organizing: Create units/organizations from individuals or
small dectachments. (Ex: Pulling clements from several guard or reserve units
to create a deployable unit)

C2: Adding forces structure: Increase endstrength to suit demand

11-L-0559/0SD/039152



— Category D: Assign personnel based on planned deployment status (Ex:
Ensurc that returning “red-lined’” personnel are not assigned to units likcly to
deploy imminently. Conversely, ensuring that available, high-valued personncl
are not assigned to non-deploying positions (such as hcadquarters or
infrastructure.),

— Category E: Other / Not listed

» Affected Capability Areas: The following arc the capability arcas used in OIF/OEF
sourcing exercises. [dentify which area(s) are affected by each initiative. Use one or
more codes as they apply:

x  All: All capability arcas.
= Other: Other/ Not listed: Affects a capability area that is not lsted here
AG: Adjutant General
AP: Air Power

AV: Aviation

CA: Civil Affairs

CB: Combat

CH: Chaplains

CM: Chemical

* CF:. Combatant:Forces
CS: corps support

# EN: Engincering

E I S T S

# F. Finance
*  FS: Fire Support
*  HQ: Hcadquarters
% 10: Information Operations
*  MS: Medical
# MH: Military History.
= MIL Military Intelligence
* MP: Military Police
- OD: Ordinance
¥ PRT: Provincial Reconstruction Team
. PO: Psychological Operations
- PA: Public Affairs
*  (QM: Quartermaster
*  SEC: Sccurity Forces
% SC: Signal Corps
TN: Trainers,
* TC: Transportation

WS: Waterside

» Component: List the affected component:

11-L-0559/0SD/039153



*  A: Active Duty
¥ G: Guard
* R: Reserve

Affected UIC or Community: Explain which unit(s) was (werc) affected by this
initiative. For those initiatives that targeted specific UICs, please list them. If the
initiative covers an entire skill arca or community (thereby. affecting many UICSs), you
can just list the applicable skill area or community.

General Description: Use this space 10 provide enough explanation for a reader to
understand how the initiative was executed, the expected duration and
implcmentation plans.

Sourcing Effects: Usc this section to quantify how the initiative directly contributes
to GWOT and other ongoing missions. Entrics will be in the form of the units and
associated billets sourced as a result of each iniuative. List the GWOT [orces
according to the applicable OIF rotation {04-06, 05-07, 06-08, and beyond). Effects
[or other missions should be entered in the “other”column. Use the remarks column
[or all amplifying text.

Remarks: Use this space to provide enough explanation [or a reader to understand
extenuating circumstances, impacts the initiative accomplished beyond those listed in
the “sourcing” columns, and possible negative or sccond order cffects associated with
the initiative. Be sure (o discuss mitigation strategies [or any negative impacts.
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TO: Bill Winkenwerder

FROM: Donald Rumsteld :W/(

SUBJECT: Letter from Dr. Ben Carson

DEC 14 2006

This fellow, Dr. Ben Carson, is a brilliant neurosurgeon at Johns Hopkins. The

letter is self-cxplanatory. Please take a look at this, tcll me what you can do about

it, and keep me posted.
Thanks.

Aftach.
12/1¢/04 Letter (rom Dr. Ben Carsonto SceeDell

DDHR 55
121304-36

Please respond by

“=oTe-
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THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON.D.C. 20301-1200

SRR R T

INFO MEMO
S 8. JAN 0 4 2005

FOR: SECRETARY OF DEFENSE
FROM: William Winkenwerder, J:rz.J, hi), ASD (Health Affairs)

SUBJECT: Dr. Ben Carson’s concern about Mr. Bryan Sims’ inability to enter Army duc
to history of brain surgery.

e Dr. Carson contends Mr. Sims was qualified to enter the Army despite brain surgery
performed when a child (TAB A).

e Army’s waiver authority denicd a waiver of the condition.

e Wehave asked Army’s Neurosurgery. consultant to review the record and call Dr,
Carson to discuss the case.

e Thave sent a letter to Dr. Carson explaining this situation and asking him to discuss
the casc with the Army consultant {TAB B).

COORDINATION: TAB C

Attachinents:
As stated

Prepared by: Colonel Benge, C&PP, PCDOCS_|
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TO: Bill Winkenwerder

FROM: Donald Rumsfeld W(

SUBJECT: Letter from Dr. Ben Carson

This fellow, Dr. Ben Carson, is a brilliant neurosurgeon at Johns Hopkins. The

letter is self-explanatory. Please take a look at this, tell me what you can do about

it, and keep me posted.

Thanks.

Attach.
12/10/04 Letter feam D, Ben Carson o SecDef

DHR:ss
121304-35

Please respond by

TOUS

-~05
11-L-0559/0SD/0391567 05D 00661



JOHNS HOPKINS

Neurological Surgery

600 North Wolfe Street/ Harvey 811
Baftimore, MD 21287-8811
410-955-7988 / Fax; 410-955-0626

Benjamin S. Carson, Sr., M.D.
Professor and Director of Pediatric Neurosurgery

December 10,2004

The Honorable Donald Rumsfeld
The Secretary of Defense

The Pentagon

1000 Defense Pentagon
Washington, DC 20301-1000

Dear Secretary-Rufsfeld:

It has been a long time since we have communicated, but [have certainly watched what you are
doing with pride and pleasure. I am delighted that you will be staying on as Secretary of
Defense, and I think [ canspeak for zll the other directors at Xellogg that we certainlymiss you,
As you know, Curlos will be joining you in the Cabinet soon and as you probably know, 1 am a
member of the President’s Couneil on Biocthics.

I am writing to explore the peossibility of cutting through what scems to be insurmountable
military bureaucracy on behalf of one of my patients. Hisname is Bryan Sims, and he is
currently in the Corp of Cadets at the North Georgia College and State University, the Georgia
Military College. Since he was a small boy, he has wanted to be a member of the United States
Army and has geared his educationin that direction. About 10 years ago, he had a cystin his
brain which 1 treated by inserting a shunt. This cyst has subscquently resolved, and the shunt
became non-functional. It has not functioned for several years now. Unfortunately, the military
has a policy that says somconc with a shunt cannot jeinthe Army, apparcntly, accordingto Dr.
Dalleri and Dr. Wong who have been dealing with his particular case. Needless to say, the young
man is hearthroken and his family is devastated. They are consideringhaving the shunt removed
to see if possibly that will alter the opinions of the doctors aforementioned. As a physician, [
always look at benefit-to-risk ratios when considering surgery and to put someone asleep and
extract samething from theirbrain, which carries it’s own inherent set of risks just to he in
compliance with a ruling which 1s largely irrelevant since the patient does not have
Hydrocephaluswhich is the conditien for which shunts are usually placed and since the shrt is
oo longer functional and is no lenger needed, would not carry a favorable benefit-to-risk mtio.

Jolins Hopkins Medicthe is analiange q “L“@WW@@‘F@B University Schoal of Medicine
ifn"A ekl BIOMZ FL 240 . | NOSHYT NIWYPNIS HO



This young man is meeting all of the standard qualifications of the Army for physical training at
his school and has even gone through a mini basic training course satisfactorily. Ithink cur
military could benefit from having dedicated soldiers who wark. nothing more than te dedicate
their lives to defending our nation. I would be st appreciativeif you could intervene for this

young man,

Thanks for your attentionto this matter, and thanks for the wonderful job you are doing {or our
nation. We are extremelyproud of you.

With warm regards,

/

Benjamin 8. Carson, Sr., M.D.

Dirertry of Pediatric Neurosurgery
Professor of Neurelogical Surgery,
Oncology, Plastic Surgery, and Pediatrics

/alp
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THE SECRETARY OF DEFENSE
WASHINGTON

Dr. Benjamin S. Carson

Professor and Dircctor of

Pediatric Neurosurgery

Johns Hopkins

600 North Wolfc Street/Harvey 811
Baltimore, MD 2 1287-8811

Dear Ben,

Thanks so much for your note. I am delighted you
wrote and I thank you so much for your kind words of
support.

I’'m going to ask Dr. Bill Winkenwerderto take a
look at this and get back to you. He 1s in charge of all
health affairs for the Department. He’s a good man, and
somcone you ought to know, anyway. [ hope something
can be worked out.

With my appreciation and best wishes,

11-L-0559/0SD/039160



THE ASSISTANT SECRETARY OF DEFENSE.

WASHINGTON. D..C. 20301-1200.

JAN 0 4 2005

HEALTH AFFAIRS

Benjamin S. Carson, Sr., M.D.

Professor and Dircctor of Pediatric Neurosurgery
600 North Wolfe Street/ Harvey 811

Baltimore, MD 2 1287-8&811

D D}a
car br. rson:

Thank you for the opportunity to respond to your December 10,2004 letter o
Secretary Rumsfeld in the matter of Mr, Bryan Sims. The Secretary asked that |

investigate this matter and sce what I can do.

Accession medical standards for entry into the U.S. military arc governed by
Department of Detfense Instruction 6 1304, “Criteriaand Procedure Requiremenisfor
Physical Standardsfor- Appointment, Enlistment, or Induction in the Armed Forces.” The
Army’s application of this Tnstruction 1s contained in Army Regulation 40-501
“Standards of Medical Fitness.” Itis our policy to access only those personnel who can
be immediately deployed world-wide to perform unrestricted military duties under harsh
conditions without the need for prescription medication or specialized medical treatment.

The Services have the authority to waive any condition to meet their manpower
needs. In this case, the waiver authority for the Army determined that retention of a
foreign object and the fact Mr. Sims had undergone brain surgery precluded against
granting such a wavier. However, my staff has prevailed upon the Army Surgeon’s
office to have their neurosurgery consultant obtain and review. the medical record in
detail. He will then speak with you about Mr. Sims’ case.

I trust this explanation of our policy will be helpful to you.

.00
William Winkenwerder, Jr., MD
{ hatt wsled e A
Medicd D a.nhu,u(' b fake o o€
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COORDINATION

Dir, C&PPI CAPT Jack Smith YA e
CoS, HA COL Thom Kurmel
PDASD, HA Dr. Steve Jones
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Letter from Dr. Ben Carson - Snowflake

COORDINATION

\]
USD (P&R) Dr. David S. C. Chu ¢ }'ﬂ'k’/fﬁf L Eg

’/ﬁmf/ (=)
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December 8,2004.

TO: Paul Butler
FROM.  Donald Rumsfcld ‘\;bl

SUBJECT:; Write Honorees

I would like to get a list of the Kennedy Center honorees, so I can Wiite some of

them a note.

I also want to write Billy Joel, so try to get his address.

Thanks.

DHR:dh
120804-14

Please respond by { %/ / é/ O_y

0SD 00685-05
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The Kennedy Center Honors Page 2 of 3

2004 Honorees will be saluted by stars from.
the world of the performing arts at a gala performancein the Kennedy Center's Opera House on Sund,
to be attended by the President ot the United States and Mrs. Bush, and by artists from around the we

The President and the First Lady will receivethe Honorees and members of the Artists Committee, w
with the Kennedy Center Board of Trustees at the White House on Sunday evening, December 5, prio.
performance. The Boeing Company is the exclusive underwriter of the 2004 Kennedy Center Honors ¢
events, which concludes with & supper dance inthe Grand Foyer.

The Kennedv Center Honors will be bestowed the night before the gala on Saturday, December 4, at ¢
dinner, hosted by the S f State Colin Powell

The Honors Gala will be taped for broadcast later in Decer
for the 27 th consecutive year as a twe-hour prime time sp

j George Stevens, Jr., who created the Honors.in 1978 with
and co-write the show for the 27 th consecutive year. The
& honored with five Emmy's for Qutstanding Program as wel
gl for Outstanding Contributionto. Television.

1 Delta Air Lines, the official airline of the Kennedy Center H

roadcast ,will provide transportationfor the performersal

£ g cion Bes wathe, ama | Wil be comingto Washington for the Honors Gala. Boeing
Anretis Rt nsalne e comse of |11 Kennedy Center Honorees' Luncheon and special evel
e e ' ) Kennedy Center Honors weekend.

The Honors recipientsare recognizedfor their lifetime contributionsto American
culture through the performing arts: whether in dance, music, theater, opera,
mation pictures or television. The primary criterion in the selectionprocess is
excellence. The Honors are not designated by art form or category of artistic
achievement; the selection process, over the years, has producedbalance among
the various arts and artistic disciplines.

Members of the Kennedy Center's national artists committee, as well as past
Honorees, made recommendations of possible Honorees. Among the artists
making recommendations were: Dan Aykroyd, Christine Baranski, Angela Basselt, B
Joshua Bell, Adrien Brody, Dave Brubeck, Cy Colemnan, Benicio Del Toro, Michael B
Douglas. Suzanne Farrell, Renee Fleming, Morgan Freeman, Rosemary Harris,

Sl Andrews
Paloma Herrera, Philip. Seymour. Hoffman, Nathan Lane, Yo-Yo Ma, NadjaSalerno- | van & p;’;mm;h'{
Sonnenberg, Steven Spielberg, Mery! Streep and Pinchas Zuckerman. o

MichaelM. Kaiser, President of the Center, expressed the Center's gratitude to the many individualsir.
the Honors program. “In additionto. recognizingour most treasured artists, the Kennedy Center Honor
supports the many performing arts initiatives, education and public service programming,and national
make the Center's presentationsaccessibleto all.”

Exclusive Underwriter

=

Honars Home | Abgut the Honers | Past Honoiaes

Bailet | Dance | Ecucational | Festivals | Fortas Chamber Music
wazz | fationa) Sympheny, Orchestra | Miliennium Siage | Padormance Plug
Thaater | Voikes of the Arls | Youth and Farily Piograms | Atisic Congtituents

Taxt-only | Accessibility | Sib Map

11-L-0559/0SD/039166
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The Kennedy Center Honors Page 3 of 3

Prvacy Stalement | Cupytiab¥Tarms | Useful Tools

“EEERNE A R
PO i
The John F. Kennedy Center for the Performing Arts
2700 F Strest, NW.
Washington, DG 20566
Tickets and information:800-444-1324. or. 202-467-4600

Administrative Offices: 202-416-8000
Contaciiis

11 'L-055?/O§3Rc{90§591 67
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« Playbill News : CBS to Broadcast "Kennedy Center Honors" Dec. 21; Tony Winners McD ...
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CBS-TV will broadcast the 27th annual "Kennedy Center. Honors"” Dec. 21 at
9 PM ET. Caroline Kennedy hosts.

The two-hour gala evening. pays tribute to the 2004 Kennedy Center.
Honorees: actor Warren Beatty, husband-and-wife acting couple Cssie Davis

and Ruby Dee, pop and Broadway composer. Elton John, opera star Dame
Playbill Store

Joan Sutherland and composer-conductor John Williams. The honorees were.

Storefront

saluted Dec. 5 at the Kennedy Center's. Opera House. President and Laura

» Bush were among the evening's guests.

Casting & Jobs @p

Job Listings.
Post a Job

et DT RANE I LT ILR 1P

Diva Talk

Brief Encounter
The Leading Men.
Who's Who
InsiderInfo.
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Warren Beatty was honored with tributes from Academy Award winners Faye
Dunaway and.&lack Nichalson; Tony Award winners Brian Stokes Mitchell and
Audra McDenald as well as recent Broadway debuter. Sean Combs saluted
the careers of Ossie Davis and Ruby Dee; Marilyn Horne paid tribute to
fellow. opera star Joan Sutherland; Steven Spielberg took part in the John
Williams segment; an on John was honored by appearances fromB.l.LI.y.
Joel, Heather Headley, Kid Rock. Fantasia and Robert Downey, Jr.

About this year's inductees, Kennedy Center Chairman. Stephen A.
Schwarzman. said in a statement, "This year the Kennedy Center honors not
the usual five but six extraordinary individuals whose unigue and abundant
artistry has contributed significantly to the cultural life of our nation and the
world. They are a film. artist whose talents are astonishingly diverse; a
greatly revered couple of stage and screen; a pop music icon who also
composes stunning musical film and theater scores; an operatic. superstar of
unsurpassed artistic achievement; and one of the most influential American
composers, of the past four. decades.”

Playbill Digital @ Warren Beatty is the Hollywood film acter and director ("Bonnie and Clyde."

Multimeadia

"Heaven Can Wait,” "Bulworth"}, Ossie Davis and Ruby Dee are icons of
black theatre in. America, Elten John is the British pop writer who wrote

Interactive &

e scores. to "The Licn King" and Aida, Joan Sutherland.is the operat|c superstar

Palls
Quizzes

http:;’;’www.playbill.conﬁnews/artic?ek

and composer John Williams is known for his Hollywood movie scores
{"Jaws," "Star Wars," "Raiders of the Lost Ark").
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UNDER SECRETARY OF DEFENSE ~ «wov -1y o s o\, .
4000 DEFENSE PENTAGON B REEA
WASHINGTON, D.C. 20301-4000

ACTION MEMO

PEASONNEL AND January 12, 2004, 3:00 PM

READINESS

FOR: SECRETARY OF DEFENSE

FROM: David S. C. Chu, USD (P&ﬁ%zﬁff J. € Cha /)50y ef

SSAID

SUBJECT: Opportunity to Vote During the 2004 Elections ’

e The memorandum at TAB A emphasizes the importance of command support and
the personal attention of Voting Assistance Officers in providing the opportunity.
for Uniformed Services members, their dependents, and overseas citizens to, vote
in the 2004 clections.

e The Federal Voting Assistance Program (FVAP) has been striving to ensure every
Uniformed Services member, their voting age dependents, and overseas citizens
have the opportunity to vote in the 2004 elections. Key to the effectivenessof the
Program’s efforts 1s the involvement of command leadership in emphasizing the

Program and the support commands provide to Voting Assistance Officers in
carrying out their duties.

COORDINATION: TABB

RECOMMENDATION: Sign memorandum at TAB A

Attachments:
As stated

Prepared by: John Godley, FVAP,I
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March 15,2004

THE UNDER SECRETARY OF DEFENSE
(PERSONNEL AND READINESS)

NOTE FOR: SECRETARY OF DEFENSE

Attached at Tab A arc talking points on Uniformed Services,
/oting preparations for the 2004 elections..

At Tab B. arc memoranda to the Sceretarics of the Military
Jepartments and Combatant Commanders for your signature.

" DavidS. C. Chu

Attachments

11-L-0559/0SD/039170




TALKING PAPER
March 16,2004 — 12:02 p.m.

SUBJECT: Absentee Voting Preparations for the 2004 Elections

The Secretary of Defense is the Presidential Designee [to carry out the Uniformed
and Overseas Citizens Absentee Voting Act, which covers the voting rights of the
Uniformed Services and their family members - both CONUS and OCONUS - as
well as all US citizens outside the United States.

The Department publishes a biennial Voting Action Plan laying out programmatic
responsibilities. Each Service has assigned a Senior Service Voting
Representative (of General or Flag rank) and a Service Voting Action Officer,
who is responsible for the program.

There are more than six million potential voters: 3.7 million overseas civilians not
affiliated with the Government; 1.4 million military; 1.3 million dependents of
voting age; and .1 million federal civilian employees. Past Absentee voting:

Year Unitormed Federal Civilian Civilian (non-federal)
2000 69% 65% 37%.

The Federal Voting Assistance Program Office (FVAP) has been visiting
mobilization sites (7 sites) and major installations. To date, 43 Voting Assistance
Officer Training workshops have been completed at 41 installation sites. An
additional 144 workshops are scheduled through August 2004. In addition, Voting
Assistance Officer Training 1s offered on-line, on compact disc, and in book form.

All States now accept the on-line version of the Federal Post Card application.
We have been monitoring voting during the Primaries to. detect problems. and
implement necessary corrective actions before the General Election.

The NDAA FYO02 directed the DoD to conduct an electronic voting demo (Secure
Electronic Registration and Voting Experiment (SERVE)), for 2004. In view of
the 1nability to ensure legitimacy of votes that would be cast in the Electronic
Registration and Voting Experiment thereby bringing into doubt the integrity of
the election results, the Department took immediate steps to suspend the use of the
system to register or vote via the Internet.

We have established September 3 — 11,2004, as Armed Forces Voter Registration
Week to ensure timely voter registration. Absentee Voter Week will be scheduled
for October 11 - 15,2004, to ensure absentee ballots are completed and mailed
prior to the general election.

11-L-0559/0SD/039171



Talking Points

Uniformed Services Voting Preparations for the 2004 Elections
There are more than six million potential voters: 3.7 million overseas civilians not
affiliated with the Government; 1.4 million military; 1.3 million dependents of
voting age; and .1 million federal civilian employees.

Absentee voting participation in the past:

Year Uniformed  Federal Civilian, Civilian (non-federal)

1988 64% 64% 38%
1992 67% 79% 31%
1996 64% 68% 37%
2000 69% 65% 37%.

Voting Assistance Officers are the key to success of the absentee voting program.
This is truc at CONUS bases as well as overseas. We are pushing materials to the
theater and training Voting Assistance Officers at every opportunity.

The Federal Voting Assistance Program Oifice (FVAP) has been visiting
mobilization sites and major installations to inform commanders on voting
program requirements and to train Voting Assistance Officers.

FVAP has scheduled voting workshops to be conducted in Qatar and Bahrain to
train Voting Assistance Officers already in theater. Federal Post Card
Applications and Write-In Absentee Ballot forms are pre-positioned in theater.

The NDAA FYO02 directed the Secretary of Defense to conduct an electronic
voting demo (Secure Electronic Registration and Voting Experiment (SERVE)),
for 2004. In view of the inability to ensure legitimacy of votes that would be cast
in the Secure Electronic Registration and Voting Experiment (SERVE), thereby
bringing into doubt the integrity of the election results, the Department tock
immediate steps to suspend the use of the system to register or vote.

We have established September 3 — 11,2004, as Armed Forces Voter Registration
Week to ensure timely voter registration. Absentee Voter Week will be scheduled
for October 11 - 15,2004, to ensure absentee ballots are completed and mailed
prior to the general election.
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October 29,2003

TO: David Chu

el LTG John Croddad,
FROM: Donald Rumsfeld D\

SUBIJECT: Memo for POTUS on Military Voting

Please prepare for me a brief (one-page) memo to the President explaining what
has been done by the Department of Defense on absentee ballots and voting for

military personnel.

Thanks.

DHR:dh
102903-8

Please respond by | ! 21[0%

_2\V

U22233/03
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THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON,. DC 20301-1000

]

G

s

MAR 172

—

MEMORANDUM FOR CHAIRMAN OF THE JOINT CHIEFS OF STAFF
COMBATANTCOMMANDERS

SUBJECT: Opportunity to Vote During the 2004 Elections

As the men and women of our Uniformed Services serve around the world
defending democracy and freedom, we are reminded of our precious right as Americans
to choosc our national leaders. Today, more people around the world than ever before
hold this most fundamental democratic right—the right to vote. This year, Americans at
home and abroad will vote in elections to fill Federal, state and local offices. We will be
voting to clect the President and Vice President, 34 U.S. Senators, the entire U.S. House
of Representatives, 13 State Governors, and hundreds of local officials. The outcome of
these elections will shape the nation’s future.

For the men and women of our Uniformed Services, the opportunity to register
and cast their ballots in the 2004 elections will depend significantly on the assistance and
suppott they receive from Service and command voting programs and from the Voting
Assistance Officers assigned to their units. Thosce serviug overseas, especially in Iraq and
Afghanistan, and mobilized National Guard and Reserve units, will face the additional
challenges of the availability of election information and materials and the lengthened
time it takes to receive and return their absentee ballots through the mails. T want your
support for the following;

e Ensure command support of the voting program at all levels of command.
Personal involvement of commanders is crucial to effective implementation
of the voting program. Assign quality officers the duty of Voting
Assistance Officers and comment on their performance as a Voting
Assistance Otficer on their evaluationreports. Voting Assistance Officers
must be given the time and resources needed for them to perform their
duties cttectively,including the opportunity to complete a Federal Voting
Assistance Program Training Workshop.

o Publicize the identity and location of Voting Assistance Officers within
cach major command, on cach installation, and within cach unit. Service,
command, installation and unit websites should maintain prominent voting
information links for the benetit of Service members..

O
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Service Voting Assistance Officers must establish and maintain a directory
of major command and installation Voting Assistance Officers and have the
means by which to etfectively and rapidly communicate with them and
their subordinates. I will be asking Dr. David Chu to meet with the Scnior
Service Voting Representativesregularly between now and election day to
get updates and act quickly to resolve any problems.

Voting materials, including the Federal Post Card Application and the
Federal Write-In Absentee Ballot must be distributed to all units, and unit
Voting Assistance Officers must be aware of the availability of such
materials. These materials are available in book form, on CD and on the
Internet at http://www.fvap..gov. I want to ensure each Service member 1s
handed the Federal Post Card Application and is offered assistancein
completing the form if needed.

Use your command and public information capabilities to support the
September 2004 Armed Forces Voter's Week and designate other special
days to inform members and families of absentee voter registration and
voting procedures ensuring that all voters are registered to vote by the end
of September. I want cach of you to designate the week of October 11-15™
as Absentee Voting Week. If overseas voters complete and mail their
ballots by October 13, their votes will reach any precinct in time to be
counted.

We will not recommend any party or candidate. Our mission is to ensure every
Service member and their families have the opportunity to vote in the appropriate
Primary, Special, Runoff and General Elections and to ensure that their votes are counted.

Voting is both a privilege and a responsibility of citizens in a democracy. It is our
responsibility, as leaders of the Armed Services, to do.everything we can to ensure that
our Service members and their families exercise their right to vote.

Ay

2
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THESECRETARYOFDEFENSE

1000 DEFENSE PENTAGON.
WASHINGTON, DC 20301-1000

MAR 17 2004

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

SUBJECT: Opportunity to Vote During the 2004 Elections

As the men and women of our Uniformed Services serve around the world
defending democracy and freedom, we are reminded of our precious right as Americans
to choose our national leaders. Today, mote people around the world than ever before
hold this most fundamental democratic right—the right to vote. This year, Americans at
home and abroad will vote in elections to fill Federal, state and local offices. We will be
voting to elect the President and Vice President, 34 U.S. Senators, the entire U.S. House
of Representatives, 13 State Governors, and hundreds of local officials. The outcome of
these clections will shape the nation's future.

For the men and women of our Uniformed Services, the opportunity to register
and cast their ballots 1n the 2004 elections will depend significantly on the assistance and
support they receive from Service and command voting programs an3 from the Voting
Assistance Officers assigned to their units. Those serving overseas, especially in Traq and
Afghanistan, and mobilized National Guard and Reserve units, will face the additional
challenges of the availability of election information and materials and the lengthened

time 1t takes to receive and return their absentee ballots through the mails. I want your
support for the following:

® Ensure command support of the voting program at all levels of command.
Personal involvement of commanders is crucial to effective implementation
of the voting program. Assign quality officers the duty of Voting
Assistance Officers and comment on their performance as a Voting
Assistance Officeron their evaluation reports. Voting Assistance Officers
must be given the time and resources needed for them to perform their
dutics effectively. including the opportunity to complete a Federal Voting
Assistance Program Training Workshop.

¢ Publicize the identity and location of Voting Assistance Officers within
each major command, on each installation, and within each unit. Service,
command, installation and unit websites should maintain prominent voting
information links for the benefit of Service members.

s Service Voting Assistance Officers must establish and maintain a directory
of major command and installation Voting Assistance Officers and have the

L
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means by which to effectively and rapidly communicate with them and
their subordinates. I will be asking Dr. David Chu to meet with the Senior
Service Voting Representativesregularly between now and election day to
get updates and act quickly to resolve any problems.

e Voting materials, including the Federal Post Card Application and the
Federal Write-In Absentee Ballot must be distributed to all units, and unit
Voting Assistance Officers must be aware of the availability of such
materials. These materials are available in book form, on CD and on the
Internet at http://www.fvap.gov. I want to ensure cach Service member is
handed the Federal Post Card Application and is offered assistance in
completing the form if needed.

o Use your command and public information capabilities to support the
September 2004 Armed Forces Voter’s Week and designate other special
days to inform members aud tamilics of absentee voter registratiou and
votiug procedures ensuring that all voters are registered to vote by the end
of September. 1 want each of you to designate the week of October 11-15™
as Absentee Voting Week. If overseas voters complete and mail their
ballots by October 15, their votes will reach any precinct in time to be
couuted.,

We will not recommend auy party or candidate. Our mission 1s to ensurc cvery
Service member and their families have the opportuuity to vote in the appropriate
Primary, Special, Runotf aud General Elections aud to ensure that their votes are counted.

Voting 1s both a privilege and a responsibility of citizens in a democracy. It is our
responsibility, as leaders of the Armed Services, to do everything we can to ensure that
our Service members and their families exercise their right to vote.

2
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1100 DEFENSE PENTAGON
WASHINGTON, DC 20301-1100

ACTION MEMO

COMPTROLLER

FOR: SECRETARY OF DEFENSE

'aul tleROM Tina W, Jon%/

thi

UNDER SECRETARY OF DEFENSE

R s
ERPE N W

Tanuary 7, 2005, 5:00 PM

DepSec Action,

/
1' |"Ih

SUBJECT: Appointments of Mr. John Madigan and Mr. Jerry Lindauer to the Defensc

Busincss Board (DBB).

e OnJuly 19,2004, you directed Larry DiRita to put Mr. John Madigan on the DBB.
Also, Mr. DiRita requested that Mr. Jerry Lindauer be named to the Board. Their

biographies are attached.

e As of January 1,2005, threc of the 20 DBB. member scats arc open.

e Gus Pagonis supports the nominations of both Mr, Lindauer and Mr. Madigan. Both
men have outstanding private scctor expericnece that will contribute to the continuing

work of the DBB.

RECOMMENDATION: That you indicatc your preferences

COORDINATION: None required.
. Mr. John Madigan:

Yes f !% JAN 12 2005

No.

2. Mr. Jerry Lindaucr:,

ves AL N 121

‘to.proceed with the
appointments of Mr. Madigan and Mr. Lindaucr to the DBB.

sovwoll

— Ll [ESe sm:zsb ?ﬁj SN
“}ISA SD SA ;7 It
No. M
’ exec sec | (W1

Attachments: ESH MA ﬁ//’” 0
As stated u
|
Prepared by: Tom Modly/Executive Director| 0SD 00744-9 5 g
L
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Jerry Lindauer, Chairman

As Chairman of Security Broadband Corp, Jerry Lindauer brings strong leadership in
strategic planning, government relations and corporate development. A well-respected
spokesman for the cable industry for twenty-three years, Mr. Lindauer scrved as
Chairman of the Board of the National Cable Television Association (NCTA) from 1990-
1991 and was a member of that board for over two decades. He served on the Board of
Dircctors for C-SPAN and was a founding member of the Cable Alliance for Education.

Mr. Lindauer was a Principal and Partner with Prime Cable where he was instrumental in
acquiring, operating and divesting major cable TV properties representing a subscriber
base of over one million customers and valued in excess of $4 billion. Mr. Lindauer
began his career in telecommunications by joining Communications Properties, Inc., in
1977.He became Senior Vice President in charge of franchising and regulatory activity
when the company was purchased by Times Mirror in 1979, Mr, Lindauer was also
President of Times Mirror Security, later acquired by Westec.

During his twenty-year career as a Marine Corps Officer, Mr. Lindauer was a military.
assistant in the office of the Secretary of Defense. He also served as an Infantry Company
Commander in Vietnam and was awarded two Bronze Stars and a Purple Heart among
other decorations. He continues his involvement in his community and his commitment
to education by serving on the Board of Trustees of Bellarmine University and on the
Board of the Longhorn Foundation at the University of Texas at Austin. He 1s also a
member of the Society of Fellows at the Aspen Institute. Mr. Lindauer, a father of two, 1s
a graduate of Bellarmine University and the University of Texas School of Law.

11-L-0559/0SD/039180



July 19,2004

TO: Larry Di Rita
FROM: Donald Rumsfeld (?9\
SUBJECT: John Madigan on DBB

I would like to put John Madigan on my Defense Business Board.

Thanks.

DHRdh
07190426

Please respond by 7 ‘59/ Q(’{
( wE

il
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July 19,2004

TO: Larry Di Rita
FROM:  Donald Rumsfeld fj)q\
SUBJECT: John Madigan on DBB

[ would like to put John Madigan on my Defense Business Board.

Thanks.

DHRdh
071904-26

Please respond by 52) 2Y
J—
eyl
¢ Ao b o

11-L-0559/05D/039182

hoing b



John W. Madigan

Mr. Madigan has been a director at Morgan Stanley since
June 2000. Mr. Madigan retired as Chairman of Tribune
Company, a leading media company with television and
radio, broadcasting, newspaper publishingand
interactive businesses, in. December 2003. He served as
chief executive officer from May 1995 through December
2002. He was elected to the Tribune board of directors in.
1975, the same year he joined the company as vice
president/chief financial officer. He is Chairman of the
Chicago Council on Foreign Affairs, Chairman of the
McCormick Tribune Foundation, a director of the
Associated Press and AT&T Wireless Services.
Additionally, Mr. Madigan is a trustee of Northwestern
University, lllinois Institute of Technology, Rush-
Presbyterian-St. Luke's Medical Center and The Museum
of Television & Radio in New York.

11-L-0559/0SD/039183



Jerry Lindauer, Chairman

As Chairman of Security Broadband Corp, Jerry Lindauer brings strong lcadership in
strategic planning, government .relations and corporate development. A well-respected
spokesman for the cable industry for twenty-three years, Mr. Lindauer served as.
Chairman of the Board of the National Cable Television Association (NCTA) from 1990-
1991 and was a member of that board for over two decades. He served on the Board of
Directors for C-SPAN and was a founding member of the Cable Alliance for Education.

Mr. Lindaver was a Principal and Partner with Prime Cable where he was instrumental in
acquiring, operating and divesting major cable TV propertics representing a subscriber
base of over one million customers and valued in excess of $4 billion. Mr. Lindauer
began his career in telecommunications by joining Communications Properties, Inc., in
1977. He became Senior Vice President in charge of franchising and regulatory activity
when the company was purchased by Times Mirror in. 1979, Mr. Lindauer was also
President of Times Mirror Security, later acquired by Westec.

During his twenty-ycar carcer as a Marine Corps Officer, Mr. Lindaucr was a military
assistant in the office of the Secretary of Defensc. He also served as an Infantry Company
Commander in Vietnam and was awarded two Bronze Stars and a Purple Heart among
other decorations. He continues his involvement in his community and his commitment
to cducation by serving on the Board of Trustees of Bellarmine University and on the
Board of the Longhorn Foundation at the University of Texas at Austin. He is also a
member of the Society of Fellows at the Aspen Institute. Mr. Lindauer, a father of two, is
a graduate of Bellarmine University and the University of Texas School of Law.
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TO: Gen Dick Myers
Doug Feith

FROM:
SUBIJECT: Update on Coalition

[ have not received an update from the two of you on where we stand on getting
ahead of the curve with the coalition. I now see that Poland is starting to pull back
their troops, and they may do more now that six or seven ot them were killed or

injured in a helicopter crash.

We simply have to get ahead of the curve, and we have to get the Department of

State involved.

Thanks.

DHR'dh
121504-9

Please respond by { 2// 1] o

A0 2325/

+ouT 0SD 0g761-05
11-L-0559/0SD/039185

15-12-04 14:24 IN.



7

THE ASSISTANT SECRETARY.OF DEFENSE

WASHINGTON, D. C. 20301-1200 'w
l |

INFO MEMO

HEALTH AFFAIRS,

7% FOR: SECRETARY OF DEFENSE W UJ

January 12, 2004, 8:42PM

1\,-, FROM: William Winkenwerder, Jr., MD, ASD (Health Affairs) JAN 1 2 2003

SUBJECT: Final Report - Malaria Cases Among Joint Task Force Liberia Participants

o This memo is provided to summarize the findings of a Navy and Marine Corps \f_
medical investigation on the malaria cases that occurred among the Joint Task Force Q)
Liberia participants. The previous report is provided at TAB A. A conference report
on the results of the medical investigation is provided at TAB B. All patients have
since recovered and have been discharged from the hospital.

o Key Facts:

225 personnel in Quick Reaction Force went ashore in Liberia.

80 cases of malaria have been diagnosed and treated.

51 clinical cases with positive smear for malaria parasites; 29 with negative '
smears.

71 Marines; 7 Navy; 1 Army; 1 civilian.

2 cases of cerebral malaria; 1 case of acute respiratory distress syndrome.

s Medical investigation revealed:

Mefloquine prophylaxis was readily available to the Quick Reaction Force and the
drug potency and formulation were adequate.

This strain of malaria (P.fakiparum)demonstrated some decreased susceptibility
to mefloquine, but is not likely to have been a significant factor.

Laboratory tests of serum mefloquine levels suggested a majority of Quick
Reaction Force members tested did not comply with required dosing schedule.
This finding contrasted with early information that was based solely on the
patients' self-reports.

Bed nets were not used on shore due to net design and mission requirements.
Local insect control of malaria vectors was not feasible.

DEET repellant was available, but the majority of personnel did not routinely use
it. Most uniforms had not been adequately treated with permethrin repellant.
Routine pre-deployment training for physicians did not adequately cover malaria.

Lo vesS T/

e It is my understanding from HQ, USMC that an investigation into this incident is
ongoing by the EUCOM Judge Advocate General —although I have not been

0SB 00791-04
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fortunate that the failure to prevent it did not result in loss of life. The lesson
relearned is the critical importance of command leadership in implementing the

preventive medicine program.

informed on any of the details. This is a very preventable disease, and we were /

COORDINATION: USD P&R David S.C.Chu, 5 Jan 04

Attachment;
As stated

Prepared by: William Winkenwerder, Jr., MD, ASD (Health Affairs},

11-L-0559/0SD/039187
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THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D, . 20301-1200

INFO MEMO

HEALTH AFFAIRS SEP 2 3 200_}
FOR: SECRETARY OF DEFENSE

wmwwm% .
FROM: William Winkenwerder, JIr., ? ASD (Health Affairs)

SUBIJECT: Update - Malaria in Marines from Liberia as of 23 Sep 03

This provides an update to the previous response to your snowflake dated
September 10,2003(TAB A).

There have been atotal of 80 presumed cases of the severest type of malaria,

Plasmodium falciparum, among the 225 US forces who were ashore in
Liberia (from 12-28 August 2003). There have been no new cases detected
in the last five days.

Five were seriously ill but have recovered. There have been no deaths.
Three patients remain hospitalized at National Naval Medical Center,
Bethesda.

There are several preventive (prophylactic) drugs for the prevention of
malaria. Because of the likelihood that the P. falciparum in Liberia is
resistant to the oldest such drug (chloroquine), the Marines ashore were
prescribed mefloquine, a newer drug developed for such a situation,

The occurrence of these cases prompted initial concerns that the mefloquine
had failed to prevent the cases.  As a result, thosc now ashore in Liberia are
taking another drug, doxycycline, until test results return on the
effectiveness of mefloquine and/or resistance of this malaria strain.

Factors being investigated:

- Is the parasite resistant to mefloquine?

- Were the supplies of mefloquine fully potent?

- Did the Marines fully adhere to the prescribed schedule of taking
mefloquine 7

- Did the Marines fully comply with other protective measures designed to
protect them from the mosquito vectors, i.e., use of bed nets; use of
repellants on uniforms, bed nets, and skin?

11-L-0559/0SD/039189



¢ The investigation encompasses:
- An anonymous survey of affected Marines..
- Measuring metloquine concentration in patients’ blood to determine if it
was adequate for prevention. This test 1s being conducted at the CDC.
- Possibility of parasite resistance to mefloquine. Testing underway at
Walter Reed Army Institute of Research.

e [ have been briefed twice by the investigativeteam, and I am pressing them
for prompt. accurate answers. Early indications are that some amount of
non-adherence to prescribed medication schedules is at least partly
responsible, but all the possible explanations have not been fully explored.

¢ Subsequent to the completion of lab tests, I expect a near complete picture to
emerge within 10 days, and I will provide further information to you at that
time. Policy and procedure implications for line and medical leadership will
bc pursued, based upon final results of the investigation.

COORDINATION: TAB B

Attachments:
As stated

Prepared by: Francis L. O’Donnell, MD, MPH, DHSD, FHP&R |
PCDOCS #55146
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Malaria Outbreak Among
Members of JTF Liberia

Consensus Conference Report

9 October 2003
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Organizations Represented

Food and Drug Administration

Centers for Disease Control and Prevention
World Health Organization

Walter Reed Army Institute for Research
Naval Medical Research Center

Armed Forces Medical Intelligence Center
U.S. Air Force Medical Support Agency
Joint Chiefs of Staff - J4

Uniformed Services University of the Health
Sciences

Naval Medical Education and Training
Command

DoD Global Emerging Infections System
Marine Forces, Atlantic

IT Marine Expeditionary Force

National Naval Medical Center
Naval Environmental Health Center
Naval Environmental and Preventive
Medicine Unit — Sicily
Headquarters, Marine Corps, PP&O
Commander Amphibious Task Force
Marine Expeditionary Unit 26

Navy Disease Vector Ecology and Control,
Center

Naval Forces Europe
Joint Task Force - Liberia

U.S. Army Medical Research and Materiel
Command

U.S. Navy Bureau of Medicine and Surgery
Headquarters, Marine Corps, Health Services
U.S. Army Office of the Surgeon General
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Historical Experience

« Navy/Marines — 62 cases worldwide from
1997-2000.

e Somalia — 1993 — 106 cases in Marines
— 127 cases U.S. Army

o Sierra Leone —1996 — 6 cases 1n Marines
— 91 cases British Army

* Nigeria - 2001 — 7 cases with 2 deaths,
U.S. Army Special Forces
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JTF Liberia Outbreak

Total of JTF spending any time ashore — 290.
Quick Reaction Force — 225.
157 of MEU surveyed during investigation.

80 cases treated:
— lcivilian, 1U.S. Army, 7 U.S. Navy, 2 FAST Marines.
_ 69 Marines of 26t MEU.

51 cases by positive smear, 29 by clinical criteria.

Historical predicted malaria risk: 11-50% for
unprotected personnel.
USMC experience:

— 691157 (44% attack rate) for 26* MEU members spending
nights ashore.

— 80/290 (28% attack rate) for JTF members spending any time
ashore.
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Pre-deployment Analyses and
Intelligence

* Liberia known to be highest risk area for multiple
vector-borne diseases.

 Humanitarian Assistance Survey Team, JUL 03:
— limited in scope

— assessed infrastructure, public health, sanitation, and
security threats

— focus on future civilian relief efforts vice deploying
forces.
« JTF-L OPORD preventive measures consistent

with survey, intelligence and recommendations
from AFMIC, CDC and WHO.
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1. Was there a problem with the

availability of mefloquine?

* Metloquine dispensed to Marines.

— Verified by survey.

— Verified by presence of tablets in Marines’
pockets upon arrival at NNMC Bethesda.

— Verified by presence of mefloquine 1n serum
samples.

« MEU members were taking mefloquine
prior to entering Liberia.
— Verified by mefloquine metabolite levels.

ANSWER: No. Metloquine readily
available.
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2. Was there a problem with generic
mefloquine’s potency or formulation?

* Mefloquine met all FDA requirements.

— Tablets removed from Marines’ pockets
produced predicted blood levels in test subjects.

— Chemical analysis by FDA within standards.

— FDA recommends continued use of current
generic mefloquine formulation.

 ANSWER: No. Metloquine potency and
formulation was adequate.
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3. Were Marines taking metloquine
according to requirements”?

« Steady-state ratio of mefloquine metabolite
(MMQ) present in 93 of 133 indicating past use.

* Protective mefloquine (MQ) levels present in 19
of 133 specimens indicating recent use.

* Only 7 of 133 had both protective MQ and
adequate MQ/MMAQ) ratio.

— Inadequate levels noted despite the survey indicating 95%
of Marines claimed no missed doses.

« ANSWER: No. Lab data indicates inadequate
compliance with required dosing schedule.
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4. Was the malaria parasite
resistant to metloquine?

» Testing at Walter Reed Army Institute for
Research did NOT reveal clinically
significant resistance.

— Consensus remains that mefloquine is the drug
of choice for Libena.

« ANSWER: No. Resistance not a factor.

11-L-0559/0SD/039201
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5. Was DEET available for use?

e 290 personnel surveyed.
 DEET use:

— Possession of DEET was a repeated inspection item.
— 79/290 (27%) used some type of repellant at least once.

* Only 190of these used 12-hourDoD-issued DEET formulation.

— Majority used less-effective non-DoD supplied or non-
DEET repellant.

« ANSWER: Yes. Long-acting DEET was available.

However it was not routinely used. Other DEET
formulations were more commonly used though
less effective as repellants.

11-L-0559/0SD/039202
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6. Were permethrin-treated
uniforms available for wear?

e 290 surveyed. 36 (12%) wore perrnethrin-treated
utility uniforms ashore.

- Unable to obtain bulk permethrin for treatment, only aerosol
available aboard ship.

- Only desert utilities were treated by aerosol prior to
deployment.

- Woodland utilities worn ashore, appropnate to local
environment.

» Acrosol spray can is the least effective method
available for treatment.

 ANWER: No. Few adequately treated uniforms
available for use ashore in Liberia.

11-L-0559/0SD/039203
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7. Were bed nets used?

« Bed nets not carried ashore due to:

— Weight restrictions

— No cots to hold poles.

— Sleeping on paved/hard surface precluding pole use.
— Assumed short stay with minimal exposure.

* Current issue bed net system requires soft surface
for poles or cot to effectively deploy.

« ANSWER: No. Not used due to net design and
mission requirements.

11-L-0559/0SD/039204
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3. Was local insect control adequate?

* Requirements to analyze and implement insect control
exceeded ARG/MEU capabilities.

— Minimal mosquito abatement equipment routinely carried with

ARG/MEU

— No mosquito abatement expertise routinely included in ARG/MEU
T/0

» Analysis requires:
— Traps and microscope
— Expertise to count and speciate
» Site survey following outbreak revealed:
— Mosquito risk widely and equally spread across region
— Large local human reservoir of malaria
— Highly mobile mosquito species, travel > 1 mile.

 ANSWER: No. Local control for malaria vectors not
feasible given broad distribution, and limited ARG/MEU
capabi lities. 14
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9. Was the medical statf adequately
trained 1n diagnosis and management
of malaria?

* Recent formal training for one physician, who established
initial diagnosis and implemented treatment.

* No laboratory technicians had recent formal training.

* No formal pre-deployment refresher training received.

— Early diagnosis and treatment decreases morbidity and mortality 1n
malaria.

— Treatment requires medications not used for prophylaxis and not
routinely included in AMAL.

* ANSWER: No. Routine pre-deployment training does
not include infectious disease refresher for physicians or
lab techs.

11-L-0559/0SD/039206
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10. Can U.S. Forces deploy to highly
malarious areas, without sutfering
similar malaria outbreaks?

* Current policy and procedures for personal
protective measures effective.

e Current chemo-prophylaxis effective.

* Currently complex regimen makes implementation
difficult.

« ANSWER: Yes. Present policies and measures, if
routinely applied to each individual ground force
combatant, are adequate to prevent malaria in

Liberia and other malarious areas.
16
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Recormmendations: Near Tet
Provide USMWwide guidance requiring:

— Permethrin treatment for all uniforms and bed net:
deployment using best available techniques.

— Use only DoD sustained-release DEET or DEET/!
formulwtions.

Provide routine tropical medicine refresher tre

MEU medical staff during pre-deployment wc

Add Malarone and oral quinine medications tc

Operational planners and chain of command
emphasiz€ awareness/assessment of infectious
threat.

hprove training and equipment of ARG/MZI
Preventive Medicine technicians to enhance 1
control capability.
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Recommendations: Long-term

« Permethrin treat uniforms at the factory during
procurement.

* Procure and distribute improved mosquito net
system as USMC standard issue.

* When OPLANS indicate potential for entry into
high malaria-risk area, obtain and assure
ARG/MEU capability for continuous onsite
assessment and abatement of health threats.

11-L-0559/0SD/039209
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Medical Continuing Efforts

e Malaria antibody testing of blood samples.

» Continue ongoing monitoring for emerging

permethrin resistance 1in mosquitos.

e Continue evaluation of these malaria
parasites for mefloquine resistance.

11-L-0559/05D/039210
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Medical Research and
Development

 Field-use malaria test kit.

« “Fire-and-forget” solutions to reduce

complexity:
— Support malaria vaccine research.

— Support malaria medication research.

11-L-0559/05D/039211
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DEC 2 9 2004
TO: CAPT Bill Marmioit
FROM.  Donald Rumsfeld YA+
SUBJECT: Letter from Barry Golomb
Please handle.
Thanks.
Attach,
1272004 Letter from Bamry Golamb to Sechef
DHR:2s
12370419

Please respond by 1/ ‘I'Ay 5

CS¢-
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Date: December 20, 2004

—Fax Number
Telephone Number L

To: Hon. Donald Rumsfeld

Number of pages, including this Gover Sheet: 2.

Message:
Dcar Mr. Secretary:

[ write to offset the unjusti(ied criticism leveled at you und the calls for your resignation or
removal which have reccived so much publicity recently.

lamn a veteran of World War 11, a volunteer enlistee at the age of 18, with just under a year
of combat service in Europe, mostly as a noncommissioned artillery forward observer attached to
infantry with the 45" Infantry Division. That does not make me an expert an procurement, tactics,
strategy or anything clse, but it may put me ahead of mast of the people shooting theit mouths off
these days, including Senator Kerry. 1 fought on open roads, hedgerows, open fields, and the
streets of citics, notably Nuremberg, which we took block by bleck, house by house, and room by
room, and at Aschafenburg, renowned as the only placc where Hiter’s Volksturm actually fought.
[ was awarded frve (5) battle stars. T was, reputedly, thc second American into Dachau and the
second Amnernican through the SiegfriedLinc. Thad never heard of body armour, Lhad alot of gall,
but 1 did not think I knew more about how to fight a war than did the then Secrctlary of Defensc and
the then ranking generals, Marsball and Liscnhower, ar my Army Commanders, Patton and [lodges.

Page |
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I'have the good soldier’s appreciation of real lcadership - at all levels, and | have at least
some abilily to recoprize it.  You may have done same things which, debatably, arc called
mistakes, although I don’t know of any that { would ¢lussify that way, but, in my view, you have
done un outstanding job and 1 sincerely hope that you will remain Secretary of Defense for the
halance of the President’s term - naysayersio the contrary notwithslanding.

Like President Bush. who is such anidiot, meron, etc., thathe earncd an MRA from llarvard,
] also attended Harvard - (or an undergraduate AB and a JD ¢.1., - where | had the priviiege of
hearing the unveiling of the Marshall Pian in 1947 -and I've been practicing law since
1951, scrving in various minor offices in the process. Ouly my age kept me from applying for a
position in Pres. Bush’'s firstadministrationand, again, in the present administration.[T’'m now 80.]

What | want to emphasize is that {he criticism of your performance in office. like the
criticismof the President’s,makes it very difficult for m ¢ to live up to my mother’sinjunction never
to believe onesclf to be superior toanyone else; itis difficult notte feel supertor to people wholevel
at you and atthe President such ridiculous complaints as arcnow current. For whatever i tmay be
worth, [ want you to know that there is at least on¢ lawyer, ex-judge, ex-combat-soldicr who hopes
sincerely that you will keep upthe good work and continue to fight the good fight on behalf of all
of us; our lives and freedom, and those of our children and prandchildren, may well depend upon
your doing so,

Resppetfully,

cc:  Hon. George W, Bush
President of the United States
The White House
Washington, D.C.

Page 2
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THE SECRETARY OF DEFENSE.
WASHINGTON

JAN 11 2005

M Barrv Golomb

Dear Mr. Golomb:

Ag S¢S

Thank you so much for your recent letter. I
appreciate your observations on our efforts in Iraq.

I also wish to also convey my thanks to you,
Mr. Golomb, for your service in the United States
Army during WWII. We owe our freedom to you and
others who served.

Sincerely,

-~

Xt

0SD 008Q5-¢g5
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FOR: SECRETARY OF DEFENSE

CHAIRMAN OF THE JOINT CHIEFS OF STAFF

Y

WASHINGTON,D.C. 20318-9999 <.~ - -

ACTIONMEMO  I8RY

FROM: General Richard J. Myers, CJCM

SUBIECT: Death Investigation

¢ Issue. Yourrequest-- “Please take a look at this letter to President Bush, dig into 1t

and get a proper response. [ would liketo seeit.” {iAB A}

o Answer. The proposed letter to Mrs. Hull is attached at TAB B. The US A-10

friendly fire investigation1s complete.

o The classified report was provided to the UK Political Advisor (POLAD) at HQ
USCENTCOM-Tampa on 8 October 2003, and the redacted-releasable version was
provided on 19 November 2003. The POLAD delivered the documents to the UK
Provisional Joint Headgquarters (PTHQ), whose staff does NOT want to conduct a
next-of-kin notification briefing until after the holidays. USCENTCOM will not issue
a press release on the investigationuntil after Mrs. Hull receives her notification

briefing.

i

147504 2: 50
January 2004

DepSec Action

¢ Analysis. The President received a letter from Mrs. Susan Hull, the wife of the
British soldier killed by a US A-10by [riendly (ire in Iraq. She asked the President to
use his influence to speed the US inquiry into the incident. The President
subsequently met with her and provided a hand-written note stating that he would
pass on Mrs. Hull’s request for a speedy completion of the investigation.

RECOMMENDATION: Approve letter at TAB B.

Approve Disapprove Other,

COORDI%PEI%()@(:%4 TABC

Attachments:,
As stated

Prepared By: Lt Col Ron Williams, USAF; OCJCSfLCI
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L1
December 16, 2003

Gen. Dick Myers g
Paul Wolfowitz .

Donald Rumsfeld 7ﬂ

SUBJECT: Degth Investigation

Please take a look at this letter to President Bush, dig into it and get a proper

response. I would like tosee it;

Thanks.

-Attach.

11/20/03 Hull letterto POTUS

DHR:dh
121603-3

S Y

TabA.
11-L-0559/08D/039217



. Wzszms-'ww T L R PPN : B :

© Mg

P ,.m..lf/é'

spsm. ! ’D\/'
- 20% November 2003
DwPrﬁldﬂsﬂ.’;ﬁh.
Mwlﬁuﬂyﬂmtyuuhdlmmmt mmmmmmw '

hope you can upderstand that [ have ale dtnwnb.inﬂnm:bltlmqm
have been able to adequately convey my thonghts to you in person. ,

Iwﬂdmmﬂmmmm&mn{mmﬁwmmam
buzband, Lanco Corporal of Horse Matthew Hull. He died cn the 28™ March thig year, fn
" Ipg, following en axtack o his vehiele by an Amegican A-10 sircrafl, _ _

I wish to emphasise that ] op not, snd nelther was my hisbagd, n azy way pofitically
minded. Metthew went ta was aa 8 professional isldier, belleving in what he was doing
and with my support. Ihwenohmmﬁn;uﬁﬁaﬂnnoﬂhawnﬂh I do, hoviover,
wish 10 sec 8 reaplution to the Inquiry surrounding his death. ,

At the time of wiiting T have been wwwmmﬁmmm
have completed their investigation and it bas beon forwerded to the corones. However,
mqumhapmdmﬂﬂhMmmﬁ&nwm-ndwmummmm |

_Invuﬂsutmnmt.

It Is hmposaible for e to qubmhwdﬂwhmﬂmshm&lhnbm
There has been 80 much to eomtend with that st times the preasure and emostonal dstrem
havo bees qverwhelming, 1am sure you sre aware thet due 1o the circomstances of his
death, there has beea much qedin speoulation and interest, and this has added 1o the
dimennyorwmhgumwﬂhhhgmymm I knowy tht the sonchwion of the
mvnﬁphmwmhlpmwmmhgnhmhmdﬂnwgbmymmmdh
my persoual torment of wendering how sad why my huskand died.

] sinnercly bape you can begin to somehow understand, or &t Teast erppathise with, ray
own wishes end those of Matthew's tamily. Hm,lrusp:cﬂ'nlhrnkhmmwm
mﬂmmkmmwmdmmmnmwﬂpﬁmmdmhhmh

completed quickly.
Ithn&ymfammemmdingﬂnlm
- Yomm:uly.

yowii

¥ Susm Hufl,
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TAB B

CHAIRMAN QF THE JOQINT CHIEFS OQF STAFF
WASHINGTON, D.C. 20318 -9999

Mre SQigan Hull

Dear Mrs. Hull,

On behalf of the men and women of the Armed Forces of the
United States and the Joint Chiefs of Staff, please accept sincere
condolences of the loss of your husband Matthew. Hewas a
dedicated military professionalwho faithfully served his country and

the cause of freedom.

The investigation regarding this unfortunate incident has been
completed by US Central Command. The results will be providedto
the appropriate British military authorities. US Central Command
officials have been informed that the British military authorities will
contact you to discuss the results.

May the loving memories of Matthew’s life be a source of
strength and comfort to you and your family in the days ahead.

Sincerely,

RICHARDB. MYERS
Chairman
of the Joint Chiefs of Staff

Tab B

11-L-0559/0SD/039219



TAB C

COORDINATION PAGE

Deputy Staff Judge Advocate Mr. Barry Hammill 23 Dec 03
USCENTCOM

Tab C
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FOR SECRETARY OF DEFEN

FROM: General Richard J. Myer 2

SUBIJECT: Death Investigation SEChEF poTE ¢ (E ’

s Issue. Yourrequest-- “Please take a look at this letter to President Bush, dig into it
and get a proper response. 1 would like to seeit.” { TAB A)

e Answer. The proposed letter to Mrs. Hull 1s attached at TAB B. The US A-10
friendly fire investigation is complete.

o The classified report was provided to the UK Political Advisor (POLAD) at HQ
USCENTCOM-Tampa on 8 October 2003, and the redacted-releasableversion was
provided on 19November 2003. The POLAD delivered the documents to the UK
Provisional Joint Headquarters (PJHD) ,whose staff does NOT want to. conduct a
next-of-kin notification briefing until after the holidays. USCENTCOM will not issue

a press release on the investigationuntil after Mrs. Hull receives her notification
briefing.

s Analysis. The President received a letter from Mrs. Susan Hull, the wife of the
British soldierkilled by a US A-10by friendly firein Iraq. She asked the President to
use his influence to speed the US inquiry into the incident. The President
subsequently met with her and provided a hand-written note stating that he would
pass on Mrs. Hull’s request for a speedy completion of the investigation.

RECOMMENDATION: Approve letter at TAB B.

Approve Disapprove Other

COORDINATION: TAB C

Attachments:
As stated

Prepared By: Lt Col Ron Williams, USAF; OCJ CS/LC1
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TO:
FROM:

SUBJECT:

Please advise as to the timetable you plan on with regards to analyzing the

7wy

|
T
Q

\

Steve Cambone

Donald Rumsfeld /9[\_‘

Timetable for Paramilitary Issue

paramilitary 1ssue we discussed with Cong. Goss.

Thanks.

DHR:ss
09032049,

September 2,2004

Please respond by

AVRILL

TOHE-
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30 September 2004, 08:45

MEMORANDUM FOR SECRETARY OF DEFENSE

FROM: Stephen A. Cambon¢

SUBJECT: Paramilitary Issue

We are pursuing this on two tracks.

SOLIC is working on “unconventional warfare” —€.g., should DoD have
performed the NILE mission in Iraq?

I am working on the broader issue of whether covert action (CA) should be
as closely associated with HUMINT as it is today, or whether CA is an operational
activity not unlike that of a Combatant Commander. If so, then it might be
possible to distribute the missions among various departiments and agencies.

The advantage of the latter is that it expands the pool of available talent and
distributes the workload.

[t also distinguishes those efforts to collectintelligence (HUMINT) from
those with an operational objective. My concern is that, at the level of CIA/CTC,
the nearly indistinguishable role of the DO in HUMINT and CA deprives us of
broader application for HUMINT and a potential for a bias to be developed in
assessing the efficacy of CA.

I’ll work this over the ne 0.

11-L-0559/08D/039223  vou wQUylB=~US

":TCL

..
i

PR



7L

September 2,2004

TO: Dr. Chu
FROM: Donald Rumsfeld?/l -

SUBJECT:. Stress on the Force Memo — An Update

Please take the lead with Gen. Pace on updating my Stress of the Force Memo.
We need to know how we are doing in each of the areas set out. Gen. Dick Myers
suggested a good format, with a bar for each line showing our progress with

perhaps one or two explanatory bullets below.

Thanks.

DHR:ss
090204-6

Please respond by ___A[10

L

~Pereer ]
0SD 0Q82¢p-05
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September 2, 2004
TO: Mira Ricardel
CC: Doug Feith
FROM: Donald Rumsfeld j)‘ P

SUBJECT: U.S. Russia Partnership Proposal from Cong. Weldon

Please take a look at this proposal by Cong. Curt Weldon and let me know what

you would like to do about it.

Thanks.

Attach.
11/7/01 Cong letter to Pres, Bush and US Russia Partnership Proposal

DHR:ss
(0902044

Please respond by (©

o
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Congregs of the United Htates
{houge of Repregentatives

I@lnsh[nutun.b& 20515
November 7, 2001

President George W. Bush
1600 Pennsylvania Avenue, NW
Washington, DC 20500

Dear President Bush:

As you prepare for the upcoming summit with President Putin, we commend the
positive approach you have established with Russia. Too often, the focus of our bilateral
relations has been on defense and security - precisely the issues on which our interests
often collide. It would be more uscful, as we move forward with a Russian policy for the
21st century to take a more holistic approach - one that takes into account Russia's
myriad concerns as well as our own.

Therefore, in consultation with many of the leading experts on Russia, we propose
a series of bipartisan initiatives to engage Russia on 1ssues such as the environment,
energy, cconomic development, health care — as well as defense and secunty. We call
this proposal “A New Time, A New Beginning.” Some of these are new 1deas, but many
are not. Many of these iritiatives are already underway, and need additional support to
make even greater progress.

Such engagement 1s in the U.S. interest as well as Russia's. If the United States
and Russia cooperate on issucs across the board, Russia will be more likely to work
closely with America on the national security issues that matter most to us — missile
defense, the war against terrorism, and proliferation.

We encourage you to review the enclosed proposal and hope that some of these
initiatives will prove useful to you in the ongoing discussions between Russia and
America. We look forward to working with you to forge a new relationship that will
henefit both our countries.

Thank you for your consideration of this request.

file " Lrgu
7@%@4\ e
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TO: Ray Dubois
CC: VADM Jim Stavridis
FROM: Donald Rumsfeld %

SUBJECT: Amend Info Memo to Add Year

September 3,2004

Please enter in the year (after the weeks and months) on the attached Info Memo,

so that it 18 easier to read.

Thanks..

Attach.

8/31/04 Dubois Info Memo to SecDef Re: Rezport (12996-04)

DHR:ss
090304 -4

Please respondmby q} 1o || DL‘!

TOTE-
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INFO MEMO WAL 3L py 9 gy

ZFOR: SECRETARY OF DEFENSE DepSec Action

W FROM: Rayn%Du I@fﬁ;ﬁr 1mstrat10n and Management
H 09

SUBJECT: Operation Iraqi Freedom -- Week Ending 28 August 2004 Casualty Report

1. Weekly Operation Iraqi Freedom (OIF) Casualty Update. For the period

August 22 - August 28,2004, there were 12 deaths (9 killed in action; 3 non-hostile) and
180 wounded in action. The attached chart depicts OIF casualties by week since the start
of combat operations on March 19,2003. Death totals do not include one captured

soldier.
OIF U.S. Military Total Non- WIA Not
Casualties by Week Deaths KIA Hostile WIA RTD
Combat Operations -
19 Mar 03 thru 30 Apr 03 138 109 29 542 426
19 Mar — 22 Mar * 11 8 3 21 16
23 Mar - 29 Mar 49 46 3 152 114
30 Mar — 05 Apr 40 30 10 134 102
06 Apr— 12 Apr 22 22 0 167 130
13 Apr—19 Apr 8 1 7 37 38
20 Apr — 26 Apr 7 2 5 23 21
27 Apr - 30 Apr * 1 0 1 g 5
Post Combat Ops -
1 May thru Present 835 617 218 6374 3414
| 01 May— 03 May * 7 0 5 6 6|
04 May — 10 May 7 1 6 7 5]
11 May — 17 May 6 2 4 12 7
18 May — 24 May 9 0 9 4 4
25 May — 31 May 13 5 8 25 20 |
01 Jun — 07 Jun 7 3 4 40 30
08 Jun — 14 Jun 4 2 2 34 20
15Jun-21 Jun 8 5 3 19 15
22 Jun - 28 Jun 11 8 3 42 36
29 Jun-05Jul 4 1 3 51 31
06 Jul — 12 Jul 12 5 7 39 27
;?ans[, J“ POR-OFPFICHESE-ONEY- O0SD 12696-04
ST VL 11-L-0559/0SD/039235
s - KA




OIF U.S. Military Total Non- WIA Not
Casualties by Week Deaths KIA Hostile WIA RTD

13 Jul — 19 Jul ' 9 4 5 64 30
|20 Jul—26Jul 16 13 3 58 50
27 Jul- 02 Aug 7 6 1 43 27
03 Aug - 09 Aug 11 2 9 31 23

10 Aug — 16 Aug 7 4 3 31 20

17 Aug — 23 Aug 7 3 4 36 23
24 Aug—30 Aug 9 3 6 50 36
31 Aug — 06 Sep 5 2 3 45 29 |

| 7Sep- 13 Sep 6 4 2 71 38
|14 Sep — 20 Sep 10 8 2 58 38
21 Sep — 27 Sep 5 2 3 59 37

28 Sep — 04 Oct 10 6 4 53 31

05 Oct—11 Oct 6 6 0 82 55

12 Oct — 18 Oct 12 9 3 100 60

19 Oct — 25 Oct 9 5 4 102 62

26 Oct —01 Nov 13 11 2 113 65

02 Nov — 08 Nov 34 32 2 124 71

09 Nov — 15 Nov 26 25 1 79 45

16 Nov — 22 Nov 10 6 4 56 38
23 Nov —29 Nov 10 6 4 49 32
30 Nov — 06 Dec 5 4 1 49 23

(07 Dec— 13 Dec 11 6 5 32 45

14 Dec — 20 Dec 7 3 4 57 34

21 Dec — 27 Dec 13 10 3 59 29

28 Dec 03 — 03 Jan 04 9 6 3 53 28

04 Jan 04 — 10 Jan 04 11 11 0 63 32
11Jan 04 — 17 Jan 04 6 4 2 31 2Q

18 Jan 04 — 24 Jan 04 10 8 2 39 25
25 Jan 04 — 31 Jan 04 14 12 2 35 21

01 Feb 04 — 07 Feb 04 4 3 1 24 11

(08 Fcb 04 — 14 Feb 04 9 4 5 49 27

15 Feb 04 — 21 Feb 04 6 5 1 43 32

22 Feb 04 — 28 Feb 04 2 0 2 28 14

29 Feb 04 — 06 Mar 04 2 ] 1 23 13

07 Mar 04 — 13 Mar 04 11 8 3 62 33

14 Mar 04 — 20 Mar 04 18 9 6 104 61
21 Mar 04 - 27 Mar 04 10 6 4 80 48

| 28 Mar 04 —03 Apr 04 12 10 2 115 69
04 Apr 04 — 10 Apr 04 65 65| 0 543 300
11 Apr04—17 Apr04 27 23 4 295 145 |
18 Apr04- 24 Apr 04 16 14 2 159 89

25 Apr 04 — 01 May 04 28 25 3 182 94

ForROFFrerETsroNeEY
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OIF U.S. Military Total Non- WIA Not
Casualties by Week Deaths KIA Hostile WIA RTD
02 May 04 - 08 May 04 25 20 5 166 92
09 May 04 - 15May 04 12 8 4 187 90
16 May 04 — 22 May 04 16 11 5 150 78
23 May 04 — 29 May 04 16 14 2 181 64
30 May 04 — 05 Jun 04 17 16 1 120 53
06 June 04 — 12 June 04 6 5 1 125 65
13 June 04 — 19 June 04 9 7 2 140 61
20 June 04 — 26 June 04 12 12 0 165 78
27 June 04 — 03 July 04 11 10 1 110 57
04 July 04 - 10 July 04 20 14 6 94 46
11 July 04 — 17 July 04 12 7 5 102 53
18 July 04 — 24 July 04 11 11 0 166 72
25 July 04 — 31 July 04 5 5 0 124 65
01 Aug 04 — 07 Aug 04 18 15 3 209 103
08 Aug 04 — 14 Aug 04 8 6 2 205 89
15Aug 04 - 21 Aug 04 24 21 3 192 92
22 Aug 04 - 25 Aug 04 12 9 3 180 52
Total Deaths & WIA
19 Mar 03 thru 28 Aug (4 973 726 247 6916 3840
¥ Partial Week

2. Operation Iraqi Freedom (OIF) Suicide Rate Update. The “SI & Pending —
Apparent SI” column includes confirmed SI cases and unresolved cases that are still under
investigation per 100,000 members. The “SI & Pending — All Cases” includes the other
categorics as well as other deaths under investigation such as drowning or drug overdoscs
where it has not been determined if the loss was accidental or purposeful. For each
category, the death count used to determine the rate is shown in parentheses.

OIF U.S. Military Confirmed Self- | SI& Pending - | SI& Pending -
Suicide & Pending Rates Inflicted (SI} Apparent SI All Cases
(per 100,000 members).
As of 28 Aug (4 9.5 (29) 10.8 (33) 15.1 (46)

Reference Notes:

1) The suicide rates in other major (long duration) wars include: Desert Shield — Desert
Storm was 2.7/100,000; Vietnam War was 14.5/100,000; peacetime DoD average since
198015 11.5/100,000.

2) The CY2000 civilian population suicide rates are 17.5/100,000 for males and
4.1/100,000 for females. Using an approximate OIF deployment mix of 90% males and

10% females, an adjusted rate for comparison of OIF military suicides to civilian suicides
is 16.2 suicides/100,000.

TTOR O CIEUSE O™
11-L-0559/0SD/039237




September 3, 2004

TO: Gen. Dick Myers
Doug Fcith
FROM: Donald Rumsfeldﬂ\
SUBJECT: Afghanistan >
.,
Lo
Attached is a memo concerning what we nced in Afghanistan. Where do you T
think we are? B
Thanks. _i:l_,-
Attach.
Afphanistan Presentation for POTUS (09/02/04-2)
DHR:ss
090304-7
Please respond by a ! 1D ! D"{'
. .p.:‘
b s vy )

0SD 00823-05
11-L-0559/0SD/039238



September 2, 2004

SUBJECT: Afghanistan Presentation for POTUS

1 need a memeo for the President on Afghanistan that sets forth what to do about:

DHR:ss
090204-2

Pulling together the Afghan security forces so they can take over security

responsibility.

Strengthening the U.S. Embassy.

Zal’s security and, when necessary, his replacement.
Marginalizing the warloads, their militaries and their legions.
Sealing the borders and increasing tax revenues.
Marginalizing Iranian influence.

How to deal with the narcotics problem.

-Fower

11-L-0559/05D/039239
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September 7,2004

TO: Larry Di Rita
FROM:, Donald Rumsfe]d_'?ﬂ- |

SUBJECT: Two Memos from Joe Schmitz

Please take a look at these two memos {rom Joe Schmitz and tell me what you

think T should do with them.

Thanks.

Attach.

06/24/04 Action Memo from Joseph Schmitz o SceDelre; Detainee Policy & Interrogation Standards for
Afghanistan and 08/02/04 Action Memo from Joseph Schmitz o SecDef re: Working Relationship
Principles for Agencies & Offices of 1G..

DHR:s5
090704-13
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Please respond by al 171

Fovo- 0SD 00824-05
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ACTION MEMO JUN 24 2004

FOR: SECRETARY OF DEFENSE .

. -~
¥ )\ rh
e e l _-*-w’w..-- FCa

““‘*—-..
FROM Joscph E. Schmitz, Inspector General of the Department of Defense

SURJECT : Immediate need io clarify Department of Defense Detainee Policy and
Interrogation Standards for Afghanistan

e Bagram Air Base interrogators are using an unsigned SecDef Memorandum as
“guidance” [or conducting interrogations. During my recent trip to Alghanistan 1
found that the current SecDef “guidance” being followed at Bagram Air Base,
Afghanistan, is the attached unsigned memorandum. By all reports last week at
Bagram Air Base, this unsigned SecDef“guidance™ has been widely circulated as
policy guidance to commanders and soldiers engaged in interrogating detainees.
However, the commanders and staff (e.g., STA and [G) associated with the
interrogations at Bagram Air Base were uniformly uncertain as to whether the
SecDef guidance had ever been signed.

¢ Compounding the confusion over whether or not it was ever signed, the attached
SecDef “guidance” purports to apply standards for “techniques” limited to both
“interrogation of unlawful combatants held at Bagram,” and “to usc only at
strategic interrogation facilities.” To the knowledge of tlie leadership at tlie Bagram
Control Potnt, the only Dol strategic interrogation facility is at GITMO.

k 4

In order to immediately dispel confusion, I have already notified the CJTF76
Inspector General and Staff Judge Advocate that the unsigned memorandum
currently in circulation was never signed. Thave also discussed this matter and my
actions taken with VADM Church.

RECOMMENDATION: SecDefimmediately clarify that the previously circulated, unsigned
Memorandum was never signed, and promulgate interrogation policy guidance for use at

Bagram and other detention facilities under U.S. Central Command control.

APPROVE: DISAPPROVE:

COORDINATION: None _FGH_BFH%USE.&Y—

Attachment: As stated

Prepared by: Thomas F. Gimble, Deputy. 1G-Intel, |

-h._\\ _L
JAZ XSS L—pq omwﬂz:.
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Buechner, Barton D., OIG DoD I

From: Schmitz, Joseph E., OIG DoD

Sent: Tuesday, June 22,2004 5:25 PM

To: 'blockg@cijtf76.centcom. mil'

ce: Buechner, Barton D, ,OIls DoD; Marty Carpenter (E-mail)
Subject: Unsigned SecDef Memorandum- FOUO

Sensitivity: Private

Colonel Block: I verilied today that the non-letterhead, unsigned SecDef "MEMORANDUM FOR
COMMANDER, US CENTRAL COMMAND," hand-dated "16 APR 03," a copy ol which you shared with me
at Bagram Air Base last week, was never signed. Even as we address the issue at the OSD level, I recommend
you do at your level whatever your Commander thinks is reasonable and prudent to ensure that any doubt among
the interrogators as to the existence of a signed version of the hand-dated "16 APR 03" SecDef
MEMORANDUM is dispelled: there is no such signed document (other than the one similar in form and
substance, but applicable only to Guantanamo Bay, Cuba, dated April 16,2003, which SecDef declassified and
released today). Feel free to call or e-mail if you have any questions or concerns.

Thanks again for your assistance in Bagram last week.

Joseph E. Schmitz
Inspector General
Department of Defense
400 Army Navy Drive

1
11-L-0559/05D/039242



INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

ACTION MEMO

August 2,2004. 5:25 pm

SUBJECT: Working Relationship Principles for Agencies and Offices of Inspector
General

¢ You should sign the memorandum at Tab A forwarding to the Dol agency heads and
their Inspectors General the subject principles as issued on July 9,2004, by the
Chairman of the President’s Council on Integrity and Efficiency (PCIE) and the Vice
Chairmen of the PCIE and Executive Council on Integrity and Efficiency (ECIE) to
the members of the President’s Management Council (PMC) (see Tab B).

e These principles were developed by the PMC, PCIE, and ECIE to help federal
agencies “work most effectively together” with their respective Offices of Inspectors
General. The principles provide that the OIG and the agency should strive to:

Foster open communications at all levels

Interact with professionalism and mutual respect
Recognize and respect the mission and priorities of the Agency and the OIG

Be thorough, objective, and fair

o S O ©

Be engaged, knowledgeable, and provide feedback

s | will continue to practice these key principles with the Department, and I remain
committed to fulfilling my statutory duty under the IG Act to “keep[ you] and the
Congress fully and currently informed about problems and deficiencies relating to the
administration of [DoD] programs and operations and the necessity for and progress
of corrective action” (IG Act, §2(3)).

RECOMMENDATION: SecDef sign the memorandum at Tab A issuing to DoD agency
heads and their Inspectors General the “Working Relationship Principles for Agencies

and Offices of Inspector General”’ recently issued by the President’s Council on Integrity.
& Efficiency.

COORDINATION: None

Attachments: As stated

Prepared by John Crar= *-sistant Inspector General for Communications and
Congressional Liaison

11-L-0559/0SD/039243 2T



THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, OPERATIONALTEST AND EVALUATION
INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR, PROGRAM ANALYSIS AND EVALUATION
DIRECTOR, NET ASSESSMENT
DIRECTOR, FORCE TRANSFORMATION
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: “Working Relationship Principles for Agencies and Offices of Inspector General”

You get what you inspect, not what you expect. Stated differently, what you measure
1mproves.

Last month, the Chairman of the President’s Council on Integrity and Efficiency issued the
attached “Working Relationship Principles for Agencies and Offices of Inspector General.” For
those of you with your own inspectors general, please discuss the attachment with your inspector
general with a view toward clearly defining what the two of you consider to he a productive
relationship, and then, as the Chairman of the President’s Council states, “consequently manage
toward that goal in an atmosphere of mutual respect.”

[n addition to the attached guidance, I would encourage each of you to utilize the various
Offices of Inspectors General within this Department not as a “way out” whenever you face
difficult leadership challenges, but rather as independent and valuable tools to assist all of us in
leadership positions to make better decisions and otherwise to measure improvements in the way
we take on instances of fraud, waste, and abuse that inevitably pop up from time to fime.

I will continue rely to upon my. Inspector General to help me inspect and measure
improvements throughout this Department. I encourage you to do the same.

Attachment :
As stated

11-L-055G9SD/039244



PRESIDENT’S COUNCIL on INTEGRITY & EFFICIENCY
EXECUTIVE COUNCIL on INTEGRITY & EFFICIENCY

JuL 9 2004

MEMORANDUM TO THE PRESIDENT‘S MANAGEMENT COUNCIL
PRESIDENT’S COUNCIL ON INTEGRITY & EFFICIENCY
UXECUTIVE COUNCIL ON INTEGRITY & EFFICIENCY

“lay Johnson IlI, Deputy Director for Management ¢ fOMB and
Chairman, President’s Council on Integrity & Lificicncy. and
Exccutive Council on Integrity & Efficiency

ston Gianni, Inspector General, FDIC and
Vice Chainman, President’s Council on Integrity & Elficiency

FROM:

SUBJECT: Agency and O1G Working Relationships

We encourage you to use the attached set of principles developed by the PMC, PCl1< and
ECIE to help your depurtmentsiagencies and the Offices of Inspectors General work
togcther most eftectively.

11-L-0559/05D/039245



WORKING RELATIONSHIP PRINCIPLIES FOR AGENCIES AND OFFICES OF INSPECTOR
GENERAL

The Inspector General (IG) Act establishes for most agencies an “independent and objective” Office of Inspector

General {OIG) and sets out its mission, responsibilities, and authority. The IG is under the general supervision of

the agency head. The unique nature of the I(G function can present a number of challenges for establishing and

maintaining effective working relationships, which fundamentally rely upon mutual trust between not only.

the agency head and the [G, but alsobetween the agency head’s other immediate subordinates and the

JG. The following relationship. principles provide some guidance for agencies and O1Gs, '

To work mest. effectively together, the Agency and its OIG need to clearly define what the two consider to be a
productive relationship and then consciously manage toward that goal in an atmosphere of mutual respect.

By providing independent and objective information to promote government management, intelligent risk-taking,
and accountability, the OIG contributes to the Agency’s success. The OIG is an agent of positive change,
focusing on eliminating fraud, waste, and abuse, and on 1dentifying problems and recommendations for corrective
actions by agency leadership, The OIG provides the agency and Congress with objective assessments of
opportunities to be more successful. The OIG, although not under the direct supervision of senior agency.
management, must keep them and the Congress fully and currently informed of significant OIG activities, Given
the complexity of management and policy issues, the OIG and the Agency may sometimes disagree an the extent
of a problem and the need for and scope of corrective action. However, such disagreements should not cause the
relationship between the OIG and the Agency 1o become unproductive.

To work together most effectively, the OIG and the Agency should strive to:

Foster open communications at all levels. The Agency will promptly respond to OIG requests for information to
facilitate OIG activities and acknowledge challenges that the OIG can help address. Surprises are to be avoided.
With very limited exceptions primarily related to investigations, the QIG should keep the Agency advised of its
work and 1ts findings on a timely basis, and strive to provide information helpful to the Agency at the earliest

possible stage.

Interact with professionalism and mutual respect. Each party should always act in good faith and presume the
same from the other. Both parties share as a common goal the successful accomplishments of the Agency’s
mission.

Recognize and respect the mission andpriorities of the Agency arid the OIG. The Agency should recognize the
OIG’s independent role in carrying out its mission with the Agency, while recognizing the responsibility of the
OIG 1o report both to the Congress and to the Agency Head. The OIG should work to carry out its functions with
a minimum of disruption to the primary work of the Agency.

Be rhorough,objective andfair. The OIG must perform its work thoroughly, objectively and with consideration
to the Agency’s point of view. When responding, the Agency will objectively consider diftering opinions and
means of improving operations.. Both sides will recognize successes in addressing management challenges.

Be engaged. The OIG and Agency management will work cooperatively in identifying the most important areas
for OIG work, as well as the best means of addressing the results of that work, while maintaining the OIG's
statutory independency of operation. In addition, agencies need to recognize that the OIG also will need to carry
work that 15 self-initiated, congressional requested, or mandated by law.

Be knowledgeable. The OIG will continually strive to keep abreast of agency programs and operations, and
Agency management will be kept informed of OlG activities and concerns being raised in the course of OIG
work, Agencies will help ensure that the OIG is kept up to date on current matters and events.,

Providefeedback. The Agency and the Ol G 5h0uld 111§lcmem mec d 1s1ms, both formal and informal, to ensure.
prompt and regular feedback. 46



September 7,2004

TO: Paul Wolfowitz
CC: Tina Jonas
FROM: Donald Rumsfeld/l)f\

SUBJECT: [IG Report
Please keep me posted on this 1G Report on the CPA.

Take alook at 1t and ask yourself a question — whether or not it 1s an unrealistic

expectation on their part -- given the war zone circumstance of CPA.

Thanks.

Attach.
08/30/04 Info Memo from Tina Jonas re: CPA IG Draft Audit (12901-04)
08/30/04 Info Memo {rom Tina Jonas re: Audit of KBR Restore Iraqi Oil Contract
(12900-04)
(08/31/04 Info Memo fromTina Jonas re: Weekly Report (13036-04)
07/12/04 CPA 1G Draft Report on Oversight Funds ((4-OXX)

DHR :ss
090704-28

Please respond by

0SD 0ps2r-0s
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UNDER SECRETARY OF DEFENSE-" {7 71
1100 DEFENSE PENTAGON o "f_f-'_. .',? T
WASHINGTON DC 20301-1100° ™" 7

7mg A 33 P4 39

COMPTROLLER INFO IV[EMO
August 30,2004.11:30 AM

FOR: SECRETARY OF DEFENSE d’ ﬂ/‘
DEPUTY SECRETARY OF DEFENSE

s
s

FROM:; TinaW. Jon%/

SUBJECT: Coalition Provisional Authority (CPA) Inspector General (IG) Draft Audit:
Oversight of Funds Provided to Iraqi Ministries Through the National Budget
Process
s On August 23,2004, Mr. Joe Benkert (Iraq Support Group) briefed the Deputy on the
findings of a draft audit on CPA oversight of the DevelopmentFund for Iraq (DFI).

o The draft audit concludes that CPA failed to provide adequate oversight of $8.8 billion
in DFI funds provided to the Iraqi Ministries (Executive Summary at Tab A}.

o The Deputy will send a letter to Ambassador Bremer sceking his input on both this
audit and on a letter to you from Senators Wyden, Harkin, and Dorgan on this issue
(letter at Tab B).

» In addition, the CPA 1G has agreed to reopen the audit to include the views of
Ambassador Bremer and key members of his staff, who were not interviewed for the
draft audit, but who were responsible for management of the DFI.

o CPA Order 95, published June 4,2004, codified a requirement for Iraqi ministries to
submit monthly financial reports to the Ministry of Finance. The Iraq Support Group is
working with the US embassy in Baghdad and former CPA staff to obtain any records
of spending reports prepared by the Iraqi ministries.

o The Iraq Support Group and Ambassador Bremer’s CPA stall will continue to work
with the CPA IG to address the issues raised in the report.

e Mr. Benkert will prepare a response to the Senators' letter.

COORDINATION: Iraq Support Group
Prepared By: David Norquist_I

z

s 8D 7
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OFFICE OF THE UNDER SECRETARY OF DEFENSE

1100 DEFENSE PENTAGON Seped !CE OF 1
WASHINGTON, DC 20301-1100 FERGY oF EF;EN
ore f‘
e INFO MEMO Pl 4 e
COMPTROLLER August 30, 2004, 12:00 PM

OR: SECRETARY OF DEFENSE
— DEPUTY SECRETARY OF DEFENSE

FROM: Tina W. J(Jn%

SUBJECT: Audit of Kellogg, Brown & Root (KBR) Restore Iraqi Oil Contract

» Restore Iragi Ol (NO)is a U.S. Army Corps of Engineers (COE) contract totaling
$2.6 billion. The COE has requested Defense Contract Audit Agency (DCAA)
audits to establish a final price.

o Later this week, DCAA will issue audit reports on three task orders written for the
import and distribution of fuel products to meet the domestic needs within Iraq
from February 7,2004 through March 31,2004, The reports will state that KBR
has failed to support the reasonableness of fuel prices from its Kuwaiti
subcontractor.

* During the same period, the Defense Energy Supply Command (DESC) began to
assume responsibility for supplying fuel to Irag. DCAA found that DESC was
able to obtain lower prices, primarily due to transportation costs, despite the fact
that the same subcontractor performed work for both KBR and DESC.

o There has been considerable congressional and press scrutiny of prices paid for
gasoline under these task orders due to allegations of overcharging.

COORDINATION: None

£

A SO g/

i SRMA §D il
MA SD Z
EXEC SEC IIE

Y 1

0§D 12900-U4

Prepared by: William H. Reed, DCAA Director,

11-L-0559/05D/039249




UNDER SECRETARY OF DEFENSE

1 100 DEFENSE PENTAGON celnE
WASHINGTON. DC 20301-1 100 SECF%}’\g\E& DEFENSE
et INFO MEMO 2 A5 2 P O 07
COMPTROLLER, August 31, 2004, 12:00 PM

FOR: SECRETARY OF DEFENSE

4 DEPUTY SECI:ZT/RY OF DEFENSE

M FROM: Tina W. Jona
SUBJECT: Weekly Report 08/3 1/04

e Fiscal Year 2004 Budget Execution. The budget close-outis executing on plan.
The Office of Management and Budget approved around $2.2 billion from the $25 billion
reserve fund for force protection, Army modularity requirements, and higher than
anticipated current fuel costs.

e Commander’s Emergency Response Program (CERP). The Oftice of
Management and Budget (OMB) has apportioned $120 million of the $25 billion
contingency war reserve funding. These funds will finance near-term CERP
requirements for Iraq. We are working with the Joint Staff and operational commanders
to develop a financial plan for the remainder of the $300 million of the fiscal year 2005
CERP authority.

¢ Afghan Army Acceleration. On August 23, $94 million of fiscal year 2004
Supplemental funding was released under Train & Equip Authority. The money will be
used to pay for accelerating the enhancement of the Afghan Army’s capabilities.

¢ Audit of Logistics Civil Augmentation Program (LOGCAP). On August 17,2004,
the Defense Contract Audit Agency (DCAA) issued an audit report on a Kellogg, Brown
& Root’s (KBR) $502.7 million proposal under the LOGCAP III contract. Over $75
million has been challenged in the proposal. Additional details were provided in a
separate memo.

o Audit of Restore Iragi Oil Contract. DCAA is nearing completion of three audits
of KBR’s proposal for final prices on three Task Orders for the import and distribution of
fuel products. The reports will be critical of the high prices paid by KBR to supply
domestic Iraqi fuel needs. A separate memo was sent to you on August 30,2004.

o Interagency Task Force Report. Inresponse to the Government Accountahility.
Office report entitled, “Some DoD Contractors Abuse the Federal Tax System with Little
Consequence,” an Interagency Task Force was established. The Task Force has
identified four recommendations for DoD that will significantly improve the
effectiveness of the Federal Payment Levy Program. This will result in a better exchange
of information between agencies and increase the number of tax levies collected. The
Defense Finance and Accounting Service is implementing these recommendations.

COORDINATION: None

£
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Draft Report

For-Offrera-tre-Only—
Office of the Inspector General

Coalition Provisional Authority

Report Number M4-OXX July 12,2004
(Project No. D2004-DCPAAC-0007)

Oversight of Funds Provided to Iraqi Ministries
through the National Budget Process

Executive Summ 1y

Introduction: Until June 28,2004, the Coalition Provisional Authority (CPA) was the
authority responsible for the temporary governance of Iraq. In May 2003, the United
Nations Security Council assigned responsibility to the CPA for the Development Fund
for Iraq (DFT}, and 1t required that DFI [unds be used in a transparentmanner f[or the
humanitarian needs of the Iraqi people. the economic reconstruction and repair of Iraq’s
infrastructure, the disarmamentof Irag, the costs of Iraqi civilian administration, and for
other purposes benefiting the people of Trag.

Objective: The objective of the audit was to determine whether the CPA established and
implemented adequate managerial, [inancial, and contractual controls over DFI [unds that
were provided by CPA to interim Iraqi Ministries through the national budget process.

Conclusion: The CPA did not provide adequate stewardship of over $8.8 billion in DFT’
[unds provided 1o Iragi Ministries through the national budget process. Specilically, the
CPA did not establish and implement adequate managerial, financial, and contractual
controls over the funds to ensure they were used in a transparent manner.

o  Managerial Controls. The CPA did not clearly assign authorities and
responsibilities over DFI funds provided to Iragi Ministriesnor did it issue clear
guidance regarding the procedures and controls for disbursing the [unds. Further,
the CPA did not stafl the CPA Ministry of Finance/Office of Management and
Budget (OMB) with sufficient personnel to perform oversight ol budget
execution, and stafl turnovers hindered financial oversight.

¢ Financial Controls. The CPA did not exercise adequate fiduciary responsibility.
over DFI funds provided to Iragi Ministries. Additionally, although the CPA
published approvednational budgets on the Internet, it was not transparent what
the DFI funds provided to the Iraqi ministries were actually used for. Lastly. the
CPA did not maintain adequate documentation 1o support budget spend plans,
cash distributions, or budget disbursements made by coalition forces,

Draft Report
For-Officin-tveOniy-
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Draft Report

Contract Controls. The CPA did not adequately control contracting actions with
DFI funds. Specifically, CPA senior advisors and stalls did not provide oversight
of Iraqi Ministry procurements or contracting operations, and ministry senior
advisors executed contracts that were not in compliance with Memorandum 4.
This occurred because the CPA issued procurement and contracting policy, but
did not implement any procedures to determine compliance with the policy. or
monitor contracting actions in the Iragi ministries,

1

Draft Report
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WMnited States Denate

WASHINGTON, DC 20510
August 19,2004

The Honorable Donald Rumsfeld
Department of Defense

The Pentagon

Washington, DC 20301

Dear Secretary Rumsfeld @

We are writing about recent press reports that indicate $8.8 billion in Development Fund
for Iraq (DFT) money cannot be accounted for. The reports indicate that the Coalition
Provisional Authority (CPA), which was in charge ol the money throughout the period in
question, allocated the money to Iraqi ministries earlier this year, prior (0 the termination
of thc CPA. Thec CPA apparently transferred this staggering sum of moncy with no
written rules or guidelines for ensuring adequate managerial, financial or contractual
controls over the funds.

Among the disturbing [indings are that the payrolls of the ministries, under CPA control,
were reportedly padded with thousands of ghost employces. In onc example, the report
indicates that the CPA paid for 74,000 guards even though the actual number of guards
couldn’t be validated. In another example, 8,206 guards were listed on a payroll, but
only 603 real individuals could be counted. Such enormous discrepancies raise very
serious questions about potential fraud, waste, and abuse,

The reports raise anew very serious. questions about the quality of the CPA’s oversight
and accountability in the reconstruction of Traq. Iraq is now a sovereign nation, but it is
clear that the United States will continue 1o play a major role in the country’s
reconstruction, [t is therefore imperative that the U.S. government exercise careful
control and oversight over expenditures of taxpayer dollars. Continued Failures {0
account [or [unds, such as the $8.8 billion ol concern here, or Halliburton’s repeated
failure to fully account for $4.2 billion for logistical support in Traq and Kuwait, and the
refusal, so [ar, ol the Pentagon {0 take corrective action are a disservice to the American
taxpayer, the Iraqi people and {0 our. men and women in uniform,

We are requesting a [ull, written account of the $8.8 billion transferred earlier this year
from the CPA to the Iragi ministries, including the amount each ministry received and the
way 1n which the ministry spent the money. as well as a date certain [or when the

Pentagon will finally install adequate managerial, financial and contractual controls over

taxpayer dollars and DFI expenditures in Irag. We look forward to hearing from your
olfice in the next two weeks.
Sincerely,

Ron Wyllen ' ‘ E Tom Earkin / E}zron Dorgan
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January 20,2004

TO: Ambassador Van Galbraith

FROM: Donald Rumsfeld !; vt

Van—

T hope you have a good trip to Iraq. Tt sounds like a good idea to me.

S¥3

Regards,

DHR:dh
(}12004-20)
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TO: Kiron Skinner
FROM: Donald Rumsfeld W‘

SUBIJECT: Op-ed

Ireceived a copy of your recent op-ed. An interesting thesis!

Thanks.

DHR:dh
o1 1604-8
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January 20, 2004

TO: Gen. John Abizaid

CC. Gen. Dick Myers
Paul Wolfowitz

FROM:  Donald Rumsfcld’\){\-
SUBJECT: Articles on Warfare in Irag

Attached is an article a fellow named Lind wrote and Pete Schoomaker sent me.

Also attached 1s General Dempsey’s response.
I would be curious to know what your response 1s.

Thanks—regards.

Attach.
Lind, William S, “Understanding Fourth Generation Warfare™ (undated)
BG Dempsey’s Response to 4% Generation Warfare Article (undated)

DIIR:dh
012004-32

Please respond by (i/ f%/ oY

0SD 00838-04
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Understanding Fourth Generation Warfare
Willlam S, Lind

Rather than commenting on the specifics of the war with Iraqg, | thought it might be a good time to
lay out a framework for understanding that and other conflicts. The framework is the Four

Generations of Modern War.

| developed the framework of the first three generations:("generation" is shorthand for dialectically
qualitative shift) in the 1980s, when 1 was laboring fo infroduce maneuver warfare to the Marine
Corps. Marines kept asking, "What will the Fourth Generation be like?", and [ began to think
about that. The result was the articte | co-authored for the Marine Corps Gazette in 1989, "The
Changing Face of War: Into the Fourth Generation.” Our troops found copies of it in the caves at

Tora Bora, the al Quaeda hideout in Afghanistan.

The Four Generations began with the Peace of Westphalia in 1648, the treaty that ended the
Thirly Years' War. With the Treaty of Westphalia, the state established a monopoly on war.
Previously, many different entities had fought wars - families, tribes, religions, cities, business
enterprises - using many different means, not just armies and navies (ﬁvo of those means,
bribery and assassination, are again in vogue). Now, state militaries find it difficult to imagine war

in any way other than fighting state armed forces similar to themselves. '

The First Generation of Modern War runs roughly from 1648 to 1860. This was war of line and
column tactics, where battles were formal and the battlefield was orderly. The relevance of the
First Generation springs from the fact that the battlefield of order created a military culture of
order. Most of the things that distinguish "military™ from "civilian” - uniforms, saluting, careful
gradations or rank - were products of the First Generation and are intended to reinforce the

- culture of order.

The problem is that, around the middle of the 15th century, the battlefield of order began to break
down. Mass armies, soldiers who actually wanted fo fight {an 18th century's soldier's main
objective was to deserl), rifled muskets, then breech loaders and machine guns, made the old.

line and column tactics first obsolete, then suicidal.

The problem ever since has been a growing contradiction between the military culture and the
increasing disorderliness of the battlefield. The culture of order that was once consistent with the

environment in which it operated has become more and more at odds with it.
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Second Generation warfare wés one answer to this contradiction. Deve'oped by the French
Army during and after World War |, it sought a solution in mass firepower, most of which was _
indirect artillery fire. The goal was attrition, and the doctrine was summed up by the French as,
"The artillery conquers, the infantry sccupies.” Centrally-controlled firepower was carefully
s}nchronized. using detailed, specific plans and orders, for the infantry, tanks, and artillery, in a
"conducted battle" where the commander was in effect the conductor of an orchestra.

Second Generation warfare came as a great relief to soldiers (or at least their officers) because it
preserved the culiure of order. The focus was inward on rules, processes and procedures,
Obedience was more important than initiative (in fact, initiative was not wanted, because it
endangered synchronization), and discipline was top-down and imposed.

Second Generation warfare is relevant to us today because the United States Army and Marine
Corps learned Second Generation warfare from the French during and after World War |, ' If
remains the American way of war, as we are seeing in Afghanistan and Iraq: to Americans, war
means "putling steel on target.” Aviation has replaced artillery as the source of most firepower,
but otherwise, (and despite the Marine's formal doctrine, which is Third Generation maneuver
war{are) the Arherican military foday is as French as white wine and brie. At the Marine Corps'
desert warfare training center at 29 Palms, California, the oniy thing missing is the tricolor and a
picture of General Gamelin in the headquarters. The same is true at the Army's Armor School at
Fort Knox, where one instrulcltor recently began his class by saying, "l don't know why 1 have to

teach you all this old French crap, but | do."

Third Generation warfare, like Second, was a preduct of World War 1. 1t was developed by the

German Army, and is commonly known as Blitzkrieg of maneuver warfare.

Third Generation warfare is based not on firepower and attrition but speed, surprise, and mental
as well as physical dislocation, Tactically, in the aftack a Third Generation military seeks to get
into the enemy’s rear and collapse him from the rear forward: iﬁstead of "close with and destroy,”
the motto is "bypass and collapse.” In the defehse. it attempts to draw the enemy in, then cut
him off. War ceases to be a shoving conlest, where forces a’demptlto hold or advance a "ine;"

Third Generaticn warfare is non-linear.

Not only do tactics change in the Third Generation, so does the military culture. A Third
Generation mifitary focuses outward, on the situation, the enemy, and the result the situation
requires, not Inward on process and method (in war games in the 19th Century, German junior
officers were routinely given problems that could only be solved by disocbeying orders).

Orders themselves specify the result to be achieved, but never the method ("Auftragstaktik™).
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Initiative is more important than obedience (mistakes are tolerated, so long as they come from
too much initiative rather than too little}, and it all depends on self-discipline, not imposed
discipline. The Kaiserheer and the Wehrmacht could put on great parades, but in reality they

had broken with the culture of order.

Characteristics such as decentralization and initiative carry over from the Third tc the Fourth
Generation, but in other respects the Fourlh Generation marks the most radical change since the
Peace of Westphalia in 1648, Ih Fourth Generation war, the state loses its monopoly on war. All
over the world, state militaries find themselves fighting non-state opponents such as al Quaeda,
Hamas, Hezbhollah, and the FARC, Almost everywhere, ihe state is losing.

Fourlh Generation war is also marked by a return to a world of cultures, not merely states, in

conflict. We now find ourselves facing the Christian West's oldest and most steadfast opponent,

Iélam. After about three centuries on the strategic defensive, following the failure of the second

Turkish siege of Vienna in 1683, Islam has resumed the sirategic offensive, expanding outward in
" every direction. In Third Generation war, invasion by immigration can be at least as dangerous

" as invasion by a state army.

Nor is Fourlh Generation warfare merely something we imporl, as we did on 9/11. At its core lies
a universal crisis of legitimacy of the state, and thal crisis means many countries will evolve
Fourlh Generation war on their soil. America, with a closed polilical system (regardless of which
party wins, the Establishment remains in power and nothing really changes) and a poisonous
ideclogy of "mutticulturatism,” is a prime candidate for the home-grown variely of Fourih -

Generation war - which is by far the most dangerous kind.
Where does the war in Iraq fit in this framework?

I suggest that the war we have seen thus far is merely a powder train leading to the magazine.
The magazine is Fourlh Generation war by a wide variety of Islamic non-state actors, directed at
America and Americans (and local governments friendly 1o America) everywhere. The longer
America occupies Iraq, the greater the chance that the magazine will explode. If it

does, God help us ail.

For almost two years, a small seminar has been meeting al my house to work on the question of
how to fight Fourth Generation war. It is made up mostly of Marines, lieutenant through
lieutenant colonel, with one Army officer, oné Naticnal Guard tanker captain and one foreign
officer. We figured sdbmebody ought to be working on the most difficult question facing the U.S.

armed forces, and nobody else seems to be,
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The seminar recently decided it was time to go public with a few of the ideas it has come up with,
and use this column to that end. We have no magic sclutions to offer, only some thoughts. We
recognized from the outset that the whole task may be hopeless; state militaries may not be able

to come 1o grips with Fourth Generation enemies no matter what they do.
But for what they are worlh, here are our thoughts to date:

If America had some Third Generation ground farces, capable of maneuver warfare, we might be
able 1a fight batlles of encirclement. The inability to fight battles of encirclefnent is what led to the
failure of Operation Anaconda in Afghanistan, where al Qaeda stood, fought us, and got away
with few cas.ualties. To fight such battles we need some true light infantry, infantry tHat can move
farther and faster on its feet than the enemy, has a full tactical repertoire (not just bumping into
the enemy and calling for fire) and can fight with its cwn weapeons Tﬁstead of depending on
supporting arms. We estimate that U.S. Marine infaniry toeday has a sustained mareh rate of only
10-15 kilometers per day; German World War |1 line, not light, infantry could sustain 40
kilometers.

Fourth Generation opponents will not sign up to the Geneva Conventions, but might some be

open to a chivalric code governing how our war with them would be fought? t's worlh exploring.

How U.S. forces conduct themselves after the battle may be as important in 4GW as how they
fight the battle.

What the Marine Corps calls "cultural intelligence” is of vital importance in 4GW, and it must go
down to the lowest rank. In Irag, the Marines seemed to grasp this much betler than the U.S,
Army. -

What kind of people do we need in Special Operations Forces? The seminar thought minds were
more important than muscles, but it is not clear all U.S. SOF understand this.

One key to success is integrating our troops as much as possible with the tocal pedp!e.

Unfortunately, the American doctrine of “force protection” works against integration and generally
hurls us badly. Here's a quote from the minutes of the seminar:

There are two ways to deal with the issue of force protection, One way is the way we are
currently doing it, which is to separate ourselves from the population and to intimidate them with .

our firepower. A more viable alternative might be to take the opposite approach and integrate
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with the community. That way you find out more of what is goihg on and the population protects
you. The British approach of getling the helfmets off as scon as possible may actually be saving

lives.

What "wins" at the tactical and physical fevels may lose al the operational, strategic, mental and
moral levels, where 4GW is decided. Marlin van Creveld argues ihat one reason ihe British have
hot lost in Northern Ireland is that the British Army has taken more casualties than it has inflicted.
This is something the Second Generation American military has great trouble grasping, because

it defines success in terms of comparative atlrition rates.

We must recognize that in 4GW situations, we are the weaker, not the stronger party, despite all
our firepower and technology.

What can the U.S. military learn from cops? Qur reserve and National Guard units include lots of
cops; are we taking advantage of what they know?

One key to success in 4GW may be "losing to win." Parl of the reason the wars in Afghanistan
and Iraq are not succeeding is that cur initial invasion destroyed the state, creating a happy
hunting ground for Fourlh Generation forces. In a world where the state is in decline, if you
destroy a state, it is very difficult to recreate it. Here’s another quote from the minutes of the

seminat:

"The discussion concluded that while war against another slate may be necessary one should
seek to preserve that state even as one defeats it, Grant the opposing armies the 'honors of war,’
tell them what a fine job they did, make their defeat 'civilized' so they can survive the war |
institutionally intact and then work for your side. This would be simitar to 18th century notions of
civilized war and contribute greatly to propping up a fragile state. Humiliating the defeated enemy
troops, especially in front of their own population, is always a serious mistake but one that
Americans are prone to make, This is because the "football mentality' we have developed since
World War Il works against us.”

In many ways, the 21st century will offer a war between the forces of 4GW and Brave New
World. The 4GW forces understand this, while the international elites that seek BNW do not.
Another quote from the minutes:

"Osama bin Ladin, though reporiedly very wealthy, lives in a cave. Yes, it is for security but it is
also leadership by example. It may make it harder to separale (physically or psychologically) the
4GW leaders from their troops. It also makes it harder 1o discredit those leaders with their
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followers. This contrasts dramatically with the BNW elites who are physically and psychologically
separated (by a huge gap) from their followers {even ihe generals in most conventional armies
are to a great extent separated from their men). The BNW elites are in many respects occupying

the moral low ground but don't know it."

In the Axis occupation of the Balkans during World War i, the Italians in many ways were more
effective than the Germans, The key to their success is that they did not want to fight. On

Cyprus, the U.N. commander rated the Argentine batialion as more effective than the British or
the Austrians because the Argentines did not want 1o fight. What lessons can U.S. forces draw

from this?
How would the Mafia do an occupation?

When we have a coalition, what if we let each country do what is does best, e.g., the Russians

handle operational ar, the U.S. firepower and logislics, maybe the ltalians the occupation?

How could the Defense Depariment's concept of "Transformation” be redefined so as to come to
grips with AGW? If you read the current "Transformaltion Planning Guidance” put out by DOD,
you find nothing in it on 4GW, indeed nothing that relates at all fo either of the two wars we are
now fighting. %t is all oriented toward fighting other state armed forces that fight us

symmetrically.

The seminar intends to continue working on this question of redefining "Transformation” (die
Verwandlun'g?) 0 as to make it relevant to 4GW. However, for our December meeting, we have
posed the following problem: It is Spring, 2004. The U.S. Marines are to relieve the Army in the
occupation of Fallujah, perhaps Irag's hotlest hot spot (and one wﬁere the 82nd Airborne's tactics
have been pouring gasoline on the fire). You are the commander of the Marine force taking over
Faltujah. What do you do?

I'li tet you know what we come up with,

Wil Saddam's capture mark a turning point in the war in ragq? Don't count on it. Few resistance
fighters have been fighting for Saddam personally. Saddam's capture may lead to a fractioning of
the Baath Parly, which would move us further toward a Fourth Generation situation where no one
can recreate the state. 1t may also tell the Shiites 1hat they no longer need America 1o protect
them from Saddam, giving them more options in thelr struggle for free elections.
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If the U.S. Army used the capture of Saddam to announce the end of tactics that enrage ordinary
Iragis and drive them toward active resistance, it might buy us a bit of de-escalation, But ! don'
think we'll that be smart. When it comes to Fourth Generation war, # seems nobody in the

American military gets it.

Recently, a faculty member at the National Defense University wrote to Marine Corps General
Mattis, commander of | MAR DIV, to ask his views on the imporiance of read'ing military history.
Mattis responded with an eloquent defense of taking time to read history, one that should go up
on the wall at all of our military scheols. "Thanks to my reading, | have ﬁever been caught flat-
footed by any situation," Mattis said. "It doesn't give me all the answers, but it lights what is often
a dark path ahead.”

Still, even such a capable and well-read commander as General Mattis seems to miss the point
about Fourth Generation warfare. He said in his missive, "Ultimately, a real understanding of
history means that we face NOTHING new Undér the sun. For all the '4th Generation of War'
inteflectuals running around today saying that the nature of war has fundamentally changed, the

tactics are wholly new, ete., | must respectiulty say, 'Not really.”

Well, that isn't quite what we Fourth Generation intellectuals are saying. Oh the contrary, we have
pointed out over and over that the 4th Generation is not novel, but a return, specifically a return to
the way war worked before the rise of the state. Now, as then, many different entities, not

just governments of states, will wage war. They will wage war for many different reasons, not just
"he extensicn of politics by other means.” And they will use many different tools to fight war, not
restricting themselves to what we recognize as military forces. When | am asked to recommend
a good book describing what a Fourth Generation world will be like, | usually suggest Barbara
Tuchman's A Distant Mirror: The Calamitous Fourleenth Century.

Nor are we saying that Fourlh Generation tactics are new. On the contrary, many of the tactics
Fourth Generation opponents use are standard gueril'a tactics. Others, including much of what
we cail "terrorism," are classic Arab light cavalry warfa re carried out with modern technology at

the operationa! and strategie, not just tactical, levels.

As { have said before in this column, most of what we are facing in traq today is not yet Fourth
Generation warfare, but a War of National Liberation, fought by people whose goal is to restore a
Baathist stale. But as that goal fades and those forces splinter, Fourth Generation war will

come more and more to the fore. What will characterize it is not vast changes in how the enemy
fights, but rather in who fights and what they fight for. The change in who fights makes it difficult

for us to tell friend from foe. A good example is the advent of female suicide bombers; do
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U.S. troops now starl friéking every Moslem woman-they encounter? The change in what our
enemies fight for makes impossible the political compromises that are necessary to ending any:
war. We find that when it comes to making peace, we have no one to talk to and nothing to talk
about. And the end of a war like that in Iraq becomes inevitable: the local state we attacked
vanishes, Ieaviﬁg behind either a stateless region (Somalfia} or a fagade of a state (Afghanistan)
within which more non-state elements rise and fight.

General Matlis is correct that none of this is new. ) is only new to state armed forces that were
designed to fight other state armed forces. The fact that no state military has recently succeeded
in defeating a non-state enémy reminds us that Clio has a sense of humor: histery also teaﬁhes
us that not all problems have solutions. ' '
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BG Dempsey's Response to 4% Generalion Warfare Article

It's probably not possible for me to respond to this without sounding defensive. However,
since it's important that we capture the right lessons from our experience in OlF-1, l'll give it a

shot.

[ completely agree that it is necessary we be prepared to fight both state and nen-state
actors. Whether this is some generational evolution or simply a variety of enemies using

whatever they have at their disposal against us is a matter best left to academia.

Beycnd that cne point of agreement, !'ve got to push back on several of the other ideas in

the essay:

1. "One key tc success is integrating our trcops as much as possible with the local
people.” | assume that the idea here is that once they get to know us, they'll trust us. That is a
| significant oversimplification of a very complex issue. We meet with "the local people”
constantly and at every level. We've learned that Arabs are very friendly but very private. The
ones who are already inclined to suppor! us will befriend us to a point, but they will want to keep
us at arms length. Furthermore, no amount of "integration” will change the opinion of those whe
think ill of us for what we represent. HUMINT follows success not friendship. Prove that you can
take the bad guys off the street, and HUMINT gces up. No gquestion that cultural awareness is
good and that we should avoid being seen as excessively provocative. Also no question, in my
mind at least, that they expect us to be who and what we are--the best fighting force in the world,
For now, and until their own security forces are fully functioning, they're looking to us for security
not friendship. Finally, Arabs are not put off by our basing and force protection. They can be
critical If we inconvenience them in their daily lives by impeding traffic and denying them access
to paris of the c.ity. Having Armies live on well-protected bases outside of cities makes perfect
. sense to them. Having Armies living inside their cities does not. We're accounting for that by

sefting up the enduring base camps on the periphery of the city.

2. "We must recognize that in 4GW situations, we are the weaker, not the stronger party,
despite alt our firepower and technology.” This is simply nonsense. As I've told our soldiers over
here. they--not our weapons--are what terrifies the terrorist. We are visible proof that men and
women, blacks and whites, Christians, Muslims, and Jews can work together toward a common
goal. We fight for positive ideas like individual rights, diversity, and freedom. Qur enemIe.s fight
for negative ideas like perscnal gain, exclusion, and oppression. We only become the "weaker

parly” when we forget that.
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3. "Part of the reason the wars in Afghanistan and Irag are not succeeding is that our initial
invasion destroyed the state, thereby creaﬁ.ng a happy hunting ground for Fourth Generational
forces." Firstof ali, from our perspective the war in Iraq is succeeding. The rogue regime of
Sadaam Hussein is gone. We are on the offensive against terrorism. We don't know what shape
the future lraq will take, but there is every reason to be hopeful that it will be better than the old
Irag. Time and money will influence the outcome in a way that was impossible when the Baath
Party was in power. Second, the initial invasion didn't destroy the state. Sadaam Hussein
destroyed the state through 25 years of nepotism, favoritism, corruption, and neglect. We have
made and continue to make herculean efforts to improve the quality of life for Irag's people, and
they know it. From their perspective, admitting that we've improved thelr lives would incur a
psychological debt, a debt they are unwilling to incur. So, they will continue to be openly critical

of our efforts.

4. "When it comes to Fourth Generation War, it seems ncbody In the American military
gets it.” Anincredible statement. We have made frequent adaptations in very nearly every
system and function of the Division, and | know every US Army Division has done the same. We
have learned never to believe we are as good as we can be, and we remain aware that pride of

" *authorship™ is probably the most dangerous enemy we face in this environment.

The forces that follow us will probably not find the Iraq they think they will find. !t will either
be better or it will be worse. As we have, they will have to adjust. If under Mr. Lind's influence
they arrive with well-established and pre-conceived notions about how to operate, they will |

probably be wrong.

As | write, we're fighting three different "kinds" of enemy in Irag: the former fegime,
térrorism, and organized crime. We're also fighting against the emergence of religious
extremism--mostly radical Sunni religious extremism--that in the long run may be the most
dangerous influence the new lrag will face. Overarching all of this, we are in competition for the
popular support of the Iragi pecple. For now, we have it, but that popular support has a shelff life,
and we are working hard o "buy time” so that we can reduce the enemy forces to a level where

the new Iragi security forces can handle them,

Finally, ! appreciate all you are doing t¢ get us thinking about our profession and how we

operate.

VIR BG Marty Dempsey
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January 20,2004

TO: Honorable John Lehman
FROM:  Donald Rumsfeld ")_—

SUBJECT: Terrorism

Attached is a speech T gave on October 17, 1984, 1 would like you to read it. If

you. think it is worthwhile, you might want to send it Lo other members ol the

/

Commission.. I particularly call your attention to pages 6 and 7, and the fact that

or

the speech was given 20 years ago. o

—

Thanks for your call on Sunday.

Warm regards,

Attach,
Rumsfeld, Donald. Speech given on.the awarding of George Catlett Marshall Medal, October
17, 1984,
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REMARKS OF
DONALD RUMSFELD

PRESIDENT AND CHIEF EXECUTIVE OFFICER
G.D. SEARLE & QO.

On the Awarding of

THE GEORGE CATLETT MARSHALL MEDAL

Presented By

JOHN W. DIXON
CHATRMAN, COQUNCIL OF TRUSTEES
THE ASSOCIATION OF THE UNITED STATES ARMY.

OCTOBER 17, 1984
WASHINGTON, D.C.
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John W. Dixon, Chairman , Comcil of Trustees
The Associatian of the United States Army.

The Honorable Donald Rumsfeld, please join me at the podium. I am
going to read the citatim for the George Catlett Marshall Medal:

To Donald Rumsfeld for selfless Service to the United States of
America;

His many and varied contributions are in the tradition of that great
American public scrvant whose matory is perpetuated by this Award.  In
his service to both the execulive ard legislative branches of the

t, Mr, Runsfeld's duties have been performed with dedication
and devotion.

In 1962 following three years as a naval sviator he was elected to the
United States Congress as a Representative from I1linois, where he
served for seven years, resigning in 1969 to becone a member of the
Prcsident's cabinct. During the succeeding five years he served
variously as Director of rhe Office of Econamnic Opporbtunity, Assistant
to the president, Counsellor to the President, Director of the Economic
Stabilization Program, and as US. Ambassador to the North Atlantic,
Treaty Organization.

He was recalled to Washington for the fransition to the Presidency of
Mr. Ford and in October of 1974, was appointed Chief of Staff of the
White House. The following year he became the 13th Secretary of
Defense, a positicn he held until January 1977.

ard as an aside, while Ambassador tO NATO, cur honoree gained a
tremendous insight Into the value of landpower in Eurcpe, which was
later transferred to provide full support for Anmy requirements when he
did becane Secretary of Defense,

After 1977, returning (o private life as a businéssman, Mr. Rumsfeld
continued his caonmitment to the public good by service on the
president’s Advisory Camittee m Arms Control, the Presidential
Camission on U,S,.-Japanese Relatians, and as Chairman for the
Comnittee for the Free World.

In Novermber 1983, he, then again, answered his country's call as the
president's Perscnal Representative for rhe Middle East, during the
crisis there. His willingness to accept this nearly impossible task is
indicative of his dedication to the principle of public service as the
highest form of patriotic citizenship.

with adniraticn and respect, rhe Association of the United States Army
ts the George Catlett Marshall Medal tO the Hororable Donald
Runsfeld, prescnted in Washington, DC, the 17th day of October, 1984.
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REMARKS OF
THE HONORABLE DONALD RUMSFELD
QCTOBER 17, 1934

Chairman Dixon, as the Army group just sang, "I," too, "am
proud to be an American," as I know everyone In this room is.

Secretary Stahr -- my friend of a great many years, former
Secretary of the Army Marty Hoffman -- Secretary Jack Marsh, it's
hard to believe we were elected to Congress SO many years ago,
with our offices just three doors away, back in the days of Carl
Vinson, Judge Smith, and Spittoons.\‘

General Bernilie Rogers, my respects to you for your superb
service Lo ocur country and our Alliance. General John Wickham,
for whom I developed the highest regard during our work together
when T was 1in NAT(QO, in the White House, i1n the Pentagon. John, I
like your sign, "Landpower," and that's coming from a broken-down
ex-Navy pilot. John, please give my regards to General Vessey, a
person I worked closely with during my time as Middle East Envoy.

We have a man who has not been introduced this evening, and I
would like to do so. He is cone of the truly great European
statesmen of our time. He 1s sitting down there with General
Dutch Kerwin, his Excellency, Joseph Luns, former Secretary
General of the North Atlantic Treaty Organization.

Joseph Luns was also a yeoman of signals in the Royal Dutch
Navy. It reminds me of the wonderful story about the Navy man who
rose through the ranks, finally became-Captain with his fouxr
stripes, and was assigned a battleship, one of the top "black-
shoe! posts one can hold as a Naval officer. He was steaming
around 1n the Atlantic and was called from his quarters to the
bridge and told, "There's a light out there." The Captain told
the yeoman of signals, "Signal them to bear starboard," Back came
the signal from ahead saying, "Bear starboard yourself.,” Well,
this Captain knew he was on a battleship, three football fields
long, a floating city. He said, "Signal that light again to 'Bear
starboard now'." But back came the signal, "Bear starboard now,
yourself.” S0 the Captain, feeling full of himself with his
great, big battleship, said, "Signal again and tell them, 'Bear
starboard, I am a battleship'." And back came the signal, "Bear
starboard yourself, I am a lighthouse.”

Well, Joseph Luns is truly a lighthouse for cur Alliance.
Ladies and Gentlemen, I am deeply touched by this award. Few
men shine as bright in modern history as General Marshall -- his

dedication, his character, his contributions to freedom. He was °
truly a mighty warrior and a man of peace.
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To be included among the distinguished group who have..
received this medal strengthens the gratitude I have always felt
for the opportunity to serve, and for the privilege of serving
with some of the most talented of our fellow citizens, the men and
women, military and civilian, who keep the peace and defend
freedom,.

And Chairman John Dixon, I thank you for your introduction,
everi though it makes me sound like I can't hold a job. You know,
zn introduction like that makes it sound like you got up one
morning and then just tripped from success to success. And 1t's
nice to hear those things. The only problem is there are people
in this room like former Deputy Secretary of Defense Frank
Carluccl, sitting down there == Marty Hoffman and Jack Marsh who
know the truth. They were with me all those years., And the truth
really goes something like this.

I left the Navy, knocked on doors in Washington tao rry to get

a job, was hired by a Congressman, managed two of his campaigns,
and lost them both. I had an 0 and 2 record.

I remember when I was in Congress. I was young, thirty years
old, and I was thrilled. I was ready to go out there to do a job
for my country. I received in the mail a dissertation on

Congressmen across the country. When I came to the section on the
13th District of Tllinois, my District, 1t said:

"Wow here 15 the exception that proves the rule,
Rumsfeld is distinguished principally by his total lack
of social, financial, and political standing in the

community."

You laugh. At age 30, it wasn’t so funny. I woke up ny wife
and said, "Listen t¢o this, Joyce. This is terrible.” She
listened, looked at me, and said, "Yes, it is, Don.' But go back

to sleep because it's tough to argue with."”

I bounced from that success to the Office of Economic
Opportunity -~ that was the "War on Poverty." It had been run by
Sargent Shriver, the only American war run by a sergeant. It was
tough, I came home one night, reached'in the icebox for a beer,
and there was a note that my wife, Joyce, always supportive and
helpful, had taped up on the door of the icebox. It said:

"He tackled a job that couldn't be done, With a smile,
he went right to it. He tackled a job that couldn't be
done, and couldn't do it,’
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Well, T bounced back from that, and one day, George Shultz
came into my office when he was Secretary of Treasury, and said,
"Don, the President and I have decided that you should be 1in
charge of the Wage-Price Controls lor the United States of
America." T said to George, "But I don't believe in them," He
said, "1 know, Don that's why we want vou to do it.”

That's when 1 learned the truth of that wonderful statement
by H, L. Mencken that, "For every human problem, there's a
solution that's simple, neat, and wrong." We found it.

So, John, as I listened to your introduction, I liked it, but
from where I have been, i1t has seemed more like a roller ccaster.
In fact, your introduction reminded me of that comment by Speaker
Sam Rayburn when he said:

"What are we doing sitting here weak and dumb, when for
two drinks we could be strong and smart.”

Knowing that I knew General Marshall only through the pages
of history, and anticipating this evening, I thought about two
friends of mine who worked with General Marshall. Ambassador
Andre deStaercke, the unique and valued 25-year Dean of the North
Atlantic Treaty Council, said that the extraordinary thing was the
mature calm that General Marshall brought into every situation, a
contagious calm. He recalled Winston Churchill observing that:

"In Marshall's heart, he had many shocks, but he never
seemed surprised. That, 1f anyone could save us, 1t
would be Marshall."

And John McCloy, that great statesman and your second
Marshall medal honoree, said:

"Of all the pecople, great and near great, I have seen
and known, he comes the closest to wearing the mantle of
true military greatness and statesmanship. He was
always @ gentleman, as well as the commander.”

Just as he was a mighty warriocr, yet a man of peace, s0, toco,
America strives lor balance, [or peace, and freedom through
strength. And we do sO in a very difficult world.

- Tens of thousands dead in the Iran/Irag war,

- Well over 100,000 Soviet troops still in Afghanistan,
- Mine explosions in the Red Sea,

= Continued shellings and bombings in Lebanon,

= Terrorist attacks in Israel,

= Guerrilla war in Central America,
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= Thousands of Vietnamese in Cambodia,
= Soviet missile deployments against Eurcpe.

We see all of these, and more, 1n any given month on
televisicon and in the press. And all of this is to say nothing of
the attacks on free world leaders we have seen in recent years ~°
President Reagan shot, President fadat killed, the Pope wounded,
the Korean Cabinet bombed, and, last week, Prime Minister Thatcher
and her Cabinet attacked.

It is difficult not to come to the conclusion that ours is a
dangerous world, a world in transition.

In assessing our world and our country's circumstance in it,
several things stand out:

- W believe in freedom and we pray that others may
enjoy 1t, but we know it is rare, it is precious, and
its preservation is not automatic..

- We value our independence and believe in self-
determination for others, but daily we see nations
across the globe attempting to impose their will on
their neighbors.

. - We know ours is an interdependent world, and
increasingly 50, where what happens elsewhere from a
political, economic Or security standpoint, makes a
great deal of difference to us here in the United
States.,

- It i1s a world where the relationships between nations
are multifaceted =~ political, economic, and security =7
and that these aspects interact and impinge one on
another in the minds of Parliaments, Presidents, and the
pecple.

= It is a dynamic world. I was born in 1932, and 1in
that year there was one suparpower,Great Britain,and
only 65 nations. Today there are more than 160 nations,.
and the Soviet Union probably has more troops in little
Czechoslovakia than the entire British Army of the
Rhine.

= We have seen technology evolve, communications and
transportation are near instantaneous: and, given the
power and reach of weapons today, it is clear that no
portion of the globe is invulnerable, and that we no
longer will have the luxury of leisurely preparation.
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Recently, I was reminded of Churchill's phrase, "The
Unnecessary War", when I read a Vermont Royster column 1n The Wall
Street Journal. He wondered whether those born after World War 11
clearly see that 1t nced not have happencd, had so many in Poland;
France, and Britain not ignorcd "the gathcring storm™, and, hecre
in America, had more realized that those two grealt oceans had
become ponds.

Those who prayed for peace were not more nor less moral, nor
were (hose who marched in America L0 protest the horrors of war.
But war came, because weakness 1nvited 1t.

Those 1n Europe who laid down their arms, or had none, had
peace. Tt was a pcacc of occupation and subjugation, And when
war came, blame rightly fell on those in authority who had not
maintained thecir strength and their frecedom. There were debates.
scme said, '"Prepare. ™ Others said, "“No. 1t would be provocative. "
It's like that fablc about the man, the boy, and thc donkcy
walking down the street. People pointed and said, "Isn't it
terrible that the strong man 1s riding the donkey and making the
smell boy walk?” 8o they changed places and pcople pointed and
said, “Isn’t that terrible, that strong young boy is riding thc
donkey and making the poor old man walk,” So.they both got on the
donkey, the donkey came to the bridge, exhausted, fell into the
river and drowned. And, of coursc, the moral of the story 1s, if
you try to please everybody, vou'll lose your donkey.

But I scc reason for encouragement in the United States and
clscwhere in the world.  For, decspite the cries Lo cut our
defenses and for withdrawal and ncutralism, those idcas arc now
undcr challenge, as thcy must be. There 18 a growing resistance
to. the idea that any human condition 18 acceptable, as long as 1t
includes peace. We¢ see more and more discussion and debate about
our world and Amecrica’'s role in 1t which reflcet perspective and
realisni

Onc of the most significant cvents in my adult life has been
the massive shift in power away from the United States to the
Sovict Union. Tt is clcar. And there 1s no qucstion but that
shift has injected fundamental instabilities into the world
cquation, That the instabilitics we see in the world arc
incrcasing at thc time when that shift in the balance of power has
occurred 1s not merc coincidence.

At the Marshall Award seminar in April., Secretary Marsh
pointed out that the typcs of possible conflict in the world today
range from terrorism through guerilla war, conventional conflict
to nuclear. A great deal of thinking 1s given to the risks at the
nuclear end of the spectrum, as opposed to the probahilities at
the lower end of the spectrum.
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Certainly, the reality of terrorism and its urgency today 1s
clear. As Middle East Envoy, one rubs up against that problem

each day.

Several facts about terrorism have been dramatically brought
home in recent years:

T First, as lznin wrote with characteristic terseness,
"The purpose of terrorism is to terrorize.™

= Terrorism is growing. In the 30 days ending last
week, it 1s estimated that there were 37 terrorist
attacks, by 13 different organizations, against tThe
property or citizens of 20 different countries.

= Increasingly, terrorism is not random nor the work of
isolated madmen. Rather, it is state-sponsored, by
nations using it as a central element of their foreign

policy. State-sponsored terrorism 1s estimated to be
eight times more lethal. In short, terrorism has a
home «

= Terrorism i nothing more nor less than "the sustained

. clandestine use of force to achieve political purposes.”
It is a great equalizer, a force multiplier. It is
cheap, deniable, vields substantial results, is low
risk, and thus far, generally without penalty.

- And,. terrorism works. A single attack by a small weak
nation, by influencing public opinion and morale, can
alter the behavior of great nations or force tribute
from wealthy nations., Unchecked, state-sponsored
terrorism is adversely changing the balance of power in
our world,

= While security i1s important, terrorist attacks can take
place at any time, any place, using any technique.
Regrettably, it is not possible to defend every potential
target 1in every place, at all times, against every form of
attack. Defense has 1ts limits and 1ts costs.

~ Terrorism 1s a form of warfare, and must be treated as
such. As with other forms of conflict, weakness invites

aggression. Simply standing in a defensive position,
absorbing blows, is not encugh. Terrorism must be
deterred,
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- As 1is abundantly clear, the principal targets of
terrorism are the values and the interests of democratic
nations, and particularly the United States of America.

= In my Jjudgement, terrorism, even today, is dangerously
underestimated.

There are ways %2 deter terrorism, not to stop all terrorism,
or t¢ eliminate all casualties, for casualties will continue
at some level, but at least to deter the growth of terrorism,
And, as a country, we best get about it,.

Today there are two superpowers, the United States and the
soviet Union. The Soviet Union 1s a superpower not because of the
pervasiveness of its political ideology and certainly not because
of the dynamism of its economy. It is a superpower purely and
simply because of things, ships, guns, tanks, planes, missiles,
raw military power, and the options and opportunities they
provide..

There is a danger in becoming fascinated with the nuances,
subtleties, and intricacies of foreign policy and diplomacy,. and,
in focusing on them, ignore that they are either underpinned with
power or they are not. To the extent they are not, sovereignty is
at the sufferance of others.

Today the Soviet Union is 1in a vastly different set of
circumstances than was the case during the Cuban Missile Crisis,
when Jack March and I were first running for Congress. 'As a
result, we must conduct ourselves as a country in a manner that
reflects the reality that we do not have an excess of power today.
Our goal cannot be simply to manage a crisis or conflict
brilliantly == not with the power and reach of weapons today. Our
goal must be to manage ourselves in a way that a crisis is less
likely to occur. Given the narrower margin for error and the long
lead times involved, we have to behave with a longsightedness,
good sense, and willingness to invest before the fact, so that we
assure our ability to contribute to peace and stability 1in the
1980's and 199Q's.

Dr. Robert Tucker, 1n his article "In Defense of
Containment, "™ wrote that many today are calling [or alternative

. policies to contalnment, and such calls are understandable. .The

alternatives are three, "confrontation, condominium, oOr
withdrawal." While admitting the burdens of a policy of
contalinment, staying power, steadiness of purpose, the
disadvantages and burdens of each of the alternatives are vastly
greater.

Indeed the record shows that containment, peace through
strength, has permitted a measure of prosperity, progress and
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stability that is truly remarkable, and it has been power, our
deterrent strength, that has enabled America to be a nation of
peace.

This, General Marshall knew and lived,. for he was a man of.
peace.

2s our leadership today, he sought a world of peaceful
settlements, in which freedom and human rights are respected, a
world of Jjustice.

We seek a world where we will not read, as we did last week,
of a famlly of five Czechoslovakians, attempting to swim the Mur
River to freedom, three of whom drowned. I did not know them,. but
I understand and feel connected to them. Freedom is precious.

We recognize the value and uniqueness of an America ~~ where
a Mung family, the Thaos from Laos, after being forced from their
country, living in a refugee camp in Thailland for over two years,
can come to the United States, receive help in settling, go to our
schools, learn our language, find jobs, and become a part of
America. I know this family. Joyce and I saw Vang Thao, age six
or 30, climb sleepily down from a TWA aircraft at midnight, with
his family, at the last gate at Q'Hare ailrport in Chicaggo,
tattered, in need of medical attention, and carrying a.badly
battered teapot, one of the few possessions of the Thao family.
And today, a few short years later, Vang is in school, speaking
and writing English, in his words in a recent letter to us,
"Getting A's and doing my best," grateful for the friendships he
has found in America, enthusiastic about growing into young
manhood, and optimistically looking forward in freedom and peace;.

Over my years in public life, one question has recurred. I
have been asked over and over again, "Where are the great leaders,
Mr. Rumsfeld? Where are the giants today?"

I answer, "They are there, and they will be there when they
are needed. Let there be no deoubt.™

Aand, T ask in return, "Don't you suppose in the 1920's and |
the 1930's people also asked, 'Where are the great leaders, where
are the giants? ™!

We now know where they were. They were people whose names we
had never heard, who were being paid a few thousand dollars a
year, posted in dry, unpleasant forts all across the country and
the world, moving their families every few years, bringing their
children up in difficult circumstances, stuck 1n the same rank for
eight, ten, twelve years, neglected by Congress, and whose
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patriotism, dedication, and service were at great cost to
themselves and their families, and were essentially without
appreciation by the American people, whom they served..

It was not until World War 11, when the need was urgent, that
the American people discovered that the great leaders were there.
Imagine our cause's good fortune that individuals of such
character, stature, leadership qualities, and dedication, rose out
of that difficult, rigorous, and thankless environment.

And when the call came, there, amcng the anonymous group, was
a Dwight Eisenhower, an Omar Bradley, a Patton, a dcAuliffe, a
MacArthur, a Taylor, a Grunther, a Lemnitzer, and an Abrams, and
others..

What a wonderful thing it says about the military, about the
United States Army. Despite all the hardships, the lack of
support,. ¢of recognition, o©or even awareness, on the part of the
American people, when the need came, they were there. Doesn't it
tell us something about an institution that can attract, develop,
foster, retain, encourage and motivate individuals of that size?

And ves, there was a George Marshall, the mighty warrior, the
man of peace.

It is a tribute to the institution of the United States Army,.
I+ 1s a tribute to each of you who has served or 1s serving. You
are truly a national asset, a blessing for the people of our
country, for our values, our freedom, and for our best hopes and
aspirations for the world.

Fach of you can, as I am doing, lock out across the sea of
patriots here this evening and know that the giants are here, some
in this room, and they will be there i1if needed..

You have my unbounded admiration for what you do, for how
well vou do 1t,. ana, most importantly, for why you do it. It is
worth it, for those of us privileged to be BAmericans, for the
world, for America truly is the standard of freedom, for that
Czechoslovakian family swimming for freedom, for the Laotian
family, the Thaos, and for the millions of Americans and the
reople across this globe who cherish freedom.

Thank you and God bless you.
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January 20,2004

TO: Members of the Senior Level Review Group
FROM:  Donald Rumsfeld “YA_

SUBJECT: Terrorism

Attached are some remarks I made at the Association of the U.S. Anny some 20
years ago, on October 17, 1984, that I thought might be of interest. I particularly

call your attention to pages 6 through 9.
Regards,

Attach.
Rumsfeld, Donald. Specch given on the awarding of George Catlett Marshall Medal, October
17, 1984,
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Presented By

JOHN W, DIXON
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OCTOBER 17, 1984
WASHINGTON, D.C.
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Jahn W. Dixon, Chairmen, Comncil of Trustees
The Rcsociation of the United States Army,

The Honoreble Donzald Rumsfeld, please join me at the podium, I am
going to resd the citation for the George Catlett Marshall Medal:

To Dxnald Runsfeld for selfless sexrvice O the United States of
America;

His many and varied contritutions are in the tredition of that
American public servant whose memory is perpetuated by this Award In
his service tO both the eyecut.ive and legislative branches o

government, M, Rusfeld's duties have been performed with dedicatim

urﬂ de\totlmc

In 1962 following three years as a naval aviator he was elected to the
United states Congress as a Representative from Illinois, where he
sexved for seven ycars, resigning in 1969 to becone a momber of the
President's csbinet. During the succeeding five years he served
varicusly &s Director of the Office of Econonde cpportunity, Assistant.
to the President, Counsellar to the President, Director of the Economic
Stabilizstian Program, and as U.S, Mba_ssador to the North Atlantic
Trcaty Organizatian.

He wes recalled 1o Washington for rhe trencition to the Presidency of
Mr. Ford and In October of 1974, was appointed Chief Of Staff of the
white House. The following ycar he became the 13th Secretary of
Dcfcnse, a position he held until January 1977.

mnd @s an aside, while Ambassador to NATO, our honcree gained a
tremendous Incight inio the value of landpower 1n Burcpe, which was
later transferred to provide full support for Army requirements when he
did becane Secretary of Defense.

After 1977, returning to private life as a businessman , Mr. Rumsfeld
continued his comitment to the public good by service on the
president’'s Advisory Comitfee on Arms Control, the Presidential

Comission au U.S.-Jepancse Relstions, and as Chaj_'rrnan for tha
Commdttee for rhe Free World.

In Noverber 1983, he, then again, answered his country's call as the
president's Personal Representative [or the Mikkdie East, during the
crisis there. His willingness to accept this ncarly impossible rask is
indicative of his dedication (0 the principle of public service as the
highest form of patriotic citizenship.

Wwith edniration and respect, rhie Associztion of the United States Army

presents the George Catlett Marshall Mecal to the Honorable Donald
Runcfeld, presented in Washington, D.C., the 17th day or October, 1984.
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REMARKS OF
THE HONORABLE DONALD RUMSFELD
OCTOBER 17, 1984

Chairman Dixon, as the Army group just szng, "I," too, "am
proud to be an American," as I know everyone in .thisroom is.
Secretary Stahr -~ my friend of a great many years, former
Secretary of the Army Marty Hoffman -~ Secretary Jack Marsh, it's
hard to believe we were elected to Congress so many years ago,
with our offices just three doors away, back in the days of Carl
vinson, Judge Smith, and spittoonshxw

General Bernie Rogers, my respects to you for your superb
service to our country and our Alliance. General John Wickham,
for whom I developed the highest regard during our work together
when I was in NATO, in the White House, in the Pentagon. John, T
like your sign, "Landpower,” and that's coming from a broken-down
ex-Navy pilot. John, please give my regards to General Vessey, a
person I worked closely with during my time as Middle East Envoy.

We have a man who has not been introduced this evening, and I
would like to do so. He is one of the truly great European
statesmen of cur time. He is sitting down there with General
Dutch Kerwin, his Excellency, Joseph Luns, former Secretary
General of the North Atlantic Treaty Organization..

Joseph Luns was also a yeoman of signals in the Royal Dutch
Mavy, It reminds me of the wonderful story about the Navy man who
rose through the ranks, finally became-Captain with his four
stripes, and was assigned a battleship, one of the top "black-
shoe" posts one can hold as a Naval officer. He was steaming
around 1n the Atlantic and was called from his quarters to the
bridge and told, "There's a light out there."™ The Captain told
the yeoman of signals, "Signal them to bear starboard." Back came
the signal from ahead saying, "Bear starboard yourself." Well, -
this Captain knew he was on a battleship, three footbhall fields
long, a floating city. He said, "Signal that light again to T'Bear
starboard now'." But back came the signal, "Bear starboard now,
yourself,” So the Captain, feeling full of himself with his
great, big battleship, said, "Signal again and tell them, Bear
starboard, I am a battleship®™."™ And back came the signal, "Bear
starboard yourself, I am a lighthouse,"

Well, Joseph Luns 1s truly a lighthouse for our Alliance.
Ladies and Gentlemen, I am deeply touched by this award. Few
men shine as bright in modern history as General Marshall -- his

dedication, his character, his contributions to freedom. He was
truly a mighty warrior and @ man of peace.
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To be included among the distinguished group who have.
received this medal strengthens the gratitude I have always felt
for the opportunity to serve, and for the privilege of serving.
with scme of th¢ most talented of our fellow citizens, the men and -
women, military and civilian, who keep the peace and defend
frccdom.

and Chairman John Dixon, T thank you for your introduction,
even though 1t makes me sound like I can't hold a job. You know,
an introduction like that makes it sound like you got up one
morning and then just tripped from success t0O success. And it's
nice to hcar thosc things. The only problem is therc arc people
in this room like formecr Dcputy Sccretary of Defense Frank
Carluccil, sitting down there -~ Marty Hoffman and Jack Marsh who
know the truth. They were with me all those years. And the truth
really gocs soemcthing like this.

I left the Navy, knocked on doors 1n Washington to try to get

a job, was hired, by a Congressman, managed two of his campaigns,
and lost them both. I had an O and 2 record.

I remember when I was in Congress. I was young, thirty years
old, and I was thrilled. I was ready to go out there to do a job
for Ny country, I rcceived in the mail a disscrtation on
Congressmen across thc country. When I came to the scction on the
13th District of Illinois, my District, it said:

"Now here 1s the c¢xception that proves the rule.
Rumsfeld 1s distinguished principally by his total lack
of social, financial, and political standing 1n the
community."”

You laugh. At age 30, 1t wasn't so funny. I woke up my wife
apd said, "Listen’ to this, Joyce. This 18 terrible.” She
listened, looked at me, and said, "Yes, 1t is, Don.' But go back
to sleep beccausc it's tough to arguc with.”

I bounced from that success to the Office of Economic
Opportunity -~ that was the "War on Poverty.”. Tt had been run by
Sargent Shriver, the. only American war run by a sergeant. It was
tough. I camc homc onc night, rcached'in the iccbox for a beer,
and there was a note that my wife, Joyce, always supportive and ..
helpful, had taped up on the door of the icebox. Tt said:

"He tackled a job that couldn't be done, With a smile,
he went right to 1t. He tackled a job that couldn't be
done, and couldn't do it."
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Wwell, I bounced back from that, and one day, George Shultg
came into my office when he was Secretary of Treasury, and said,
"Don, the President and [ have decided that you should be in
charge of the Wage-Price Controls (or the United States of
America." I said to George, "But I don't believe in them." He
said, "I know, Don that's why we want you to do it.”

That's when I learned the truth of that wonderful statement
by H, L, Mencken that, "For every human problem, there's a
solution that's simple, neat, and wrong." We found it.

s0, John, as I listened to your introduction, I liked it, but
from where I have been, it has seemed more like a roller coaster.
In fact, your introduction reminded me of that comment by Speaker
Sam Rayburn when he said:

"What are we doing sitting here weak and dumb, when for
two drinks we could be strong and esmart,”

Knowing that I knew General Marshall only through the pages
of histoeory, and anticipating this evening, I thought about two
friends of mine who worked with General Marshall. Ambassador
Andre deStaercke, the unique and valued 25-year Dean of the North
Atlantic Treaty Council, said that the extraordinary thing was the
~aturse calm that General Marshall brought into every situation, a
contagious calm. He recalled Winston Churchill observing that:

"In Marshall's heart, he had many shocks, but he never
seemed surprised. That, if anyone could save us, 1t
would be Marshall."

And John McCloy, that great statssman and your second
Marshall medal honoree, said:

"Qf all the people, great and near great, I have seen
and known, he comes the closest to wearing the mantle of
true military greatness and statesmanship. He was
always a gentleman, as well as the commander."

Just as he was a mighty warrior, yet a man of peace, s0O, TO0O,
America strives for balance, for peace, and freedom through
strength., And we do so in a very difficult world.

Tens of thousands dead in the Iran/Irag war,

Well over 100,000 Scoviet troops still in Afghanistan,
Mine explosions in the Red Sea,

= Continued shellings and bombings in Lebanon,.
Terrorist attacks in Israel,.

Guerrilla war in Central America,.
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= Thousands of Vietnamese 1in Cambodia,
- Soviet missile deployments against FEurope.

Ve see all of these, and more, in any given month oOn
television and in the press. And all of this i1s to say nothing of
the attacks on free world leaders we have seen in recent years =7
president Reagan shot, President Z:3:% killed, the Pope wounded,
the Korean Cabinet bombed, and, last week, Prime Minister Thatcher
and her Cabinet attacked.

It 1s difficult not to come to the conclusion that ours 1s a
dopgerous world, a world in transition. C.

1o assessing our world and our country's circumstance in it,
several things stand out:

- We believe in freedom and we pray that others may
enjoy it, but we know it is rare, it is precious, and
itg preservation is not automatic.

- We value our independence and believe in self-
determination for others, but daily we see natiocons
scrozs the globe attempting to impose their will on
thair neighbors.

- We know ours is an interdependent world, and
increasingly so, where what happens elsewhere from a-
political, economic or security standpoint, makes a
groat deal of difference to us here in the United
States,

= It is a world where the relationships between nations
are multifaceted =~ political, economic,. and security =7
and that these aspects interact and impinge cne OnN
another in the minds of Parliaments, Presidents, and the
pecple.

T It is a dynamic world. I was born in 1932, and in
that year there was one superpowsr,Great Britain, and
only 65 nations. Today there are more than 160 nations,
and the Soviet Union probably has more troops in little
Czechoslovekia than the entire British Army of the
Rhipe.

" We have seen technology evolve, communications and
transportation are near instantaneous; and, given the
power and reach of weapons today, it i1s clear that no
portion of the glcocbhe is invulnerable, and that we no
longer will have the luxury of leisurely preparation.
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Recently, I was reminded of Churchill's phrase, "The
Unnecessary War", when I read a Vermont Royster column in The Wall
Strcet Journal. He wondered whether those born after World War 11
clearly see that it nced not have happened, had so many in Poland;
France, and Britain not ignored "the gathering storm”, and, here
in America, had morc realized that those two great oceans had
bccome ponds.

-

Those who prayed for peace were not more nor less moral, nor
were thosc who marched in America to protest the horrors of war,
But war came. because weakness invited 1t.

Those in Europe who laid down their arms, or had none, had
pecace. Tt was a pcace of occupation and subjugation. And when
var came, blame rightly fell on those in authority who had not
maintained their strength and their treedom. There werc debates.
Some said, "Preparc.” Others said, "No, 1t would be provocative."
It's like that fable about the man, the boy, and the donkey
walking down the strect. Pcople pointed and said, "Isn't it
terrible that the strong man is riding the donkey and making the.
small boy walk?” So they changed places and people pointed and
said, "Isn’'t that terrible, that strong young boy 1s riding the
donkey and making the poor old man walk.," So.they both got on the.
donkecy. the donkecy came to the bridge. cxhausted, fell into the
river and drowned. And, of course, the moral of the story is, if
you (ry to please everybody, you'll lose your donkey.

But T see rcason for encouragement in the United States and
elsewhere 1n the world. For, decspite the cries to cut our
defenses and for withdrawal and ncutralism, thosc idecas arc now
upder challenge, as they must be. There 18 a growing resistance
to the idea that any human condition is acceptable, as long as it
includes peace. We see more and more discussion and debate about
our world and Amecrica's role in 1t which reflect perspective and
realism.

One of the most significant events in my adult life has been
the massive shift in power away from the United States to the
Soviet Union. It 1s clcar. And there 18 no question but that.
shift has injected fundamental instabilitics into the world
equation. That the instabilitics we see in the world arc
increasing at the time when that shifrt in the balance of power has
occurred 18 not mere coincidence.

At the Marshall Award seminar in April, Sccrctary Marsh
pointed out that the types of possible conflict in the world today.
range from tcrrorism through gucrilla war, conventional conflict
to nuclecar. A grcat dcal of thinking i1s given to the risks at the.
nuclear end of the spectrum, as opposed to the probabilities at.
the lower end of the specctrum,
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Certainly, the reality of terrorism and its urgency today is
clear. As Middle East Envoy, one rubs up against that problem

each day.

Several facts about terrorism have been dramatically brought
home in recent years:

- First, as Lenin wrote with characteristic terseness,
"The purpose of terrorism is to terrorize.,”

= Terrorism is growing. In the 30 days ending last
week, 1t 1s estimated that there were 37 terrorist
attacks, by 13 different organizations, against the
property or citizens of 20 different countries.

= Increasingly, terrorism is not random nor the work of
isolated madmen. Rather, it 1s state-sponsored, by
nations using 1t as a central element of their foreign
policy. State-sponsored terrorism i1is estimated to be
eight times more lethal. In short, terrorism has a
home «

= Terrorism is nothing more nor less than "the sustained
clandestine use of force to achieve political purposes.”

. It is a great equalizer, a force multiplier. It is
cheap, deniable, yields substsntial results, is low
risk, and thus far, generally without penalty.

- And, terrorism works. A single attack by a small weak
nation, by influencing public opinion and morale, can
alter the behavior of great nations or force tribute
from wealthy nations. Unchecked, state-sponsored
terrorism is adversely changing the balance of power in
our world.

- While security is important, terrorist attacks can take
place at any time, any place, using any technique.
Regrettably, 1t 1s not possible to defend every potential
target in every place, at all times, against every form of
attack. Defense has its limits and its costs.

- Terrorism is a form of warfare, and must be treated as
such. As with other forms of conflict, weakness invites

aggression.. Simply standing in a defensive position,
absorbing blows, 1s not enough. Terrorism must be
deterred.

11-L-0559/0SD/039288



- As 1s abundantly clear, the principal targets of
terrorism are the values and the interests of democratic
natlions, and particularly the United States of America.’'.

- In my Jjudgement, terrorism, even today, is dangerously
underestimated.

There are ways Lo deter terrorism, not to stop all terrorism,
or to eliminate all casualties, for casualties will continue
at some level, but at least to deter the growth of terrorism.
And, &8s a country, we best get about it,

Todsy there are two superpowers, the United States and the

Soviet Unicn. The Soviet Union is a superpower not because of the
pervasiveness of its political ideclogy and certainly not because
of the dynamism of its economy. It is a superpower purely and

simply because of things, ships, guns, tanks, planes, missiles,.
raw military power, and the opticns and opportunities they
provide.

There is a danger in becoming fascinated with the nuances,
subtleties, and intricacies of foreign policy and diplomacy, and,
in focusing on them, ignore that they are either underpinned with
power or they are not., To the extent they are not, sovereignty is
at the sufferance of others,

Today the Soviet Union is in a vastly different set of
circumstances than was the case during the Cuban Missile Crisis,
when Jack March and T were first running for Congress. ‘'As a
result, we must conduct ourselves as a country in a manner that
reflects the reality that we do not have an excess of power today.
Qur goal cannot be simply Lo manage a crisis or conflict
brilliantly -~ not with the power and reach of weapons today. QOur
goal must be to manage ourselves in a way that 8 crisis is less
likely to occur. Given the narrower margin for error and the long
lead CTimes involved, we have to behave with a longsightedness,
good sense, and willingness to ilnvest before the fact, so that we
assure our ability to contribute to peace and stability 1n the
1980's and 1990's,

Dr. Robert Tucker, in his article "In Defense of
Contalnment," wrote that many today are calling for alternative

. policies to contalmment, and such calls are understandable. .The

alternatives are three, "confrontation, condominium, or
withdrawal." While admitting the burdens of a policy of
containment, staying power, steadiness of purpose, the
disadvantages and burdens of each of the alternatives are vastly
greatera.

Indeed the record shows that containment, peace through
strength, has permitted a measure of prosperity, progress and
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stabllity that 1s truly remarkable, and it has been power, our
deterrent strength,. that has enabled America to be a nation of

peace.

This, General Marshall knew and lived, for he was a man of
peace..

3z our leadership today, he sought a world of peaceful
settlements, in which freedom and human rights are respected, a
world of justice.

We seek a world where we will not read, as we did last week,
of a family of five Czechoslovakians, attempting to swim the Mur
River to freedom, three of whom drowned. I did not know them,. but
I understand and feel connected to them. Freedom 1s precious.

We recognize the value and uniqueness of an America =7 where
a Mung family, the Thaos from Laos, after being forced from their
country, living in a refugee camp in Thailand for over two years,
can come to the United States, receive help in settling, go to our
schools, learn our language, find jobs, and become a part of
America. I know this family. Joyce and I saw Vang Thao, age six
or zo, climb sleepily down from a TWA aircraft at midnight, with
his fsmily, at the last gate at Q'Hare airport in Chicago,
tattered, in need of medical attentiocn, and carrying abadly
bsttrered tespot, one of the few possessions of the Thao family.
And today, a few short years later, Vang is in school, speaking
and writing English, in his words in a recent letter to us,.
"Giztting A's and doing my best," grateful for the friendships he
has found in America, enthusiastic about. growing into young
manhood, and optimistically looking forwsrd in freedom and peace; .

Over my years in public life, one guestion has recurred. I
have been asked over and over again, "Where are the great leaders,
Hr. Rumsfeld? Where are the giants today?"”

I answer, "They are there, and they will be there when they
are needed. Let there be no doubt.”

And, T ask in return, "Don't you suppose in the 1920's and
+he 1930's people also asked, 'Where asre the great leaders, where
are the giants?'"

We now know where they were. They were people whose names we
had never heard, who were being paid a few thousand dollars a
year, posted in dry, unpleasant forts all across the country and
the world, moving their families every few years, bringing their
children up in difficult circumstances, stuck in the same rank for
cight, ten, twelve years, neglected by Congress, and whose
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patriotism, dedication, and service were at great cost Lo
themselves and their families, and were essentially without.,
appreciation by the American people, whom they served.

It was not until World War 11, when the need was urgent, that
the American people discovered that the great leaders were there.
Imagine our cause's good fortune that individuals of such
character, stature, leadership qualities, and dedication, rose out '
of that difficult, rigorous, and thankless environment,

And when the call came, there, amcng the ancnymous group, wWas
a Dwight Eisenhower, an Omar Bradley, a Patton, a McAuliffe, a

MacArthur, a Taylor, a Grunther, a Lemnitzer, and an Abrams, and'
others.

What a wonderful thj_ng it says about the military, about the
United States Army. Despite all the hardships, the lack of
support, of recognition, o©or even awareness, on the part of the
American people, when the need came, they were there. Doesn't 1t
tell uys something about an institution that can attract, develop,
foster, retain, encourage and motivate individuals of that size?

And yes, there was a George Marshall, the mighty warrior, the
man of peace.

It is a tribute to the institution of the United States Army,
It is a tribute to each of vou who has served or is serving., You
are truly a national asset, a blessing for the people of cur

country, for our values, our freedom, and for cur best hopes and
aspirations for the world.

Each of you can,. as I am doing, look out across the sea of:
patricots here this evening and know that the giants are here, some

in this room,. and they will be there if needed.

You have my unbounded admiration for what you do, for how
well you do it, ana, most importantly, for why you do it. It is
worth it, for those of us privileged to be Americans, for the
world, for America truly is the standard of freedom, for that
Czechoslovakian family swimming for freedom, for the Laotian

family, the Thaos, and for the millions of Americans and the,’ ..-
people across this globe who cherish freedom.

Thank you and God bless you.
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January 21, 2004

TO: President George W. Bush

FROM: Donald Rumsfe]ﬂ,/”

SUBJECT: Irag—the Continuing Debate
Mr. President-—

General Schoomaker sent me the attached two papers. One is written by William
Lind, who is critical and concerned, Also attached is a response to Lind’s

concemns by General Dempsey, our division commander in the Baghdad area.

It struck me that you might like to see the discussion that is taking place among

Army thinkers.

Very respectfully,

Aftach.
Lind, William S. “Understanding Fourth Generation Warfare” (undated)
BG Dempsey's Response to 4® Generation Warfare Article (undated)
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Understanding Fourth Generation Warfare
William S. Lind

Rather than commenting on the specifics of the war with Iraq, | thought it might be a good time to
lay out a framework for understanding that and other conflicts. The framework is the Four

Generations of Modern War.

| developed the framework of the first three generations ("generation is shorthand for dialectically
qualitative shifl) in the 1980s, when | was labering to introduce maneuver warfare to the Marine
Corps. Marines kept asking, "What will the Fourth Generation be like?", and | began to think
about that. The result was the arlicle | co-authored for the Marine Corps Gazette in 1989, "The
Changing Face of War: into the Fourth Generation.” Our troops found copies of it in the caves at

Tora Bora, the al Quaeda hideout in Afghanistan.

The Four Generations began with the Peace of Wesiphalia in 1648, the treaty that ended the
Thirty Years' War. With the Treaty of Westphalia, the state established a monopoly on war.
Previously, many different entities had fought wars - families, tribes, religions, cities, business
enterprises - using many different means, not just armies and navies {t#vo of those means,
bribery and assassination, are again in vogue). Now, state militaries find it difficult to imagine war

in any way other than fighting state armed forces similar to themselves.

The First Generation of Modern War runs roughly from 1648 to 1860. This was war of line and
column tactics, where batlles were formal and the battlefield was orderly. The relevance of the
First Generation springs from the fact that the batlefield of order created a military culture of
order. Most of the things that distinguish "military” from "civilian” - uniforms, saluting, careful
gradations or rank - were products of the First Generation and are intended to reinforce the

cuiture of order,

The problem is that, around the middle of the 19th century, the battlefield of order began to break
down. Mass armies, soldiers who actually wanted to fight {an 18th century's soldier's main
objective was to desert), rifled muskets, then breech loaders and machine guns, made the old

line and column tactics first obsolete, then suicidal.

The problem ever since has been a growing contradiction between the military culture and the
increasing disorderliness of the battlefield. The cuiture of order that was once consistent with the

environment in which it operated has become more and more at odds with it.
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Second Generation warfare was one answer to this contradiction. Developed by the French
Army during and after World War |, it sought a solution in mass firepower, most of which was
indirect artillery fire. The goal was atirition, and the doctrine was summed up by the French as,
"The arlillery conquers, the infantry occupies." Centrally-controlied firepower was carefuliy
synchronized, using detailed, specific plans and orders, for the infantry, tanks, and artillery, in a
*conducted battle” where the commander was in effect the conductor of an orchestra,

Second Generation warfare came as a great relief to soldiers (or at least their officers) because it
preserved the culture of order. The focus was inward on rules, processes and procedures.
Obedience was more important than initiative {in fact, initiative was not wanted, because it

endangered synchronization), and discipline was top-down and imposed.

Second Generation warfare is relevant to us today because the United States Army and Marine
Corps learned Second Generation warfare from the French during and after World War l. it
remains the American way of war, as we are seeing in Afghanistan and Iraq: to Americans, war
means "putting steel on target." Aviation has replaced artillery as the source of most firepower,
but otherwise, {and despite the Marine's formal doctrine, which is Third Generation maneuver
warfare) the American military today is as French as white wine and brie. At the Marine Corps'
desert warfare training center at 29 Palms, California, the only thing missing is the tricolor and a
picture of General Gamelin in the headquarters. The same is true at the Army’s Armor School at
Fort Knox, where one instructor recently began his class by saying, "l don't know why i have to

teach you all this old French crap, bt | do.”

Third Generation warfare, like Second, was a product of World War |, it was developed by the

Geman Army, and is commonly known as Blitzkrieg or maneuver warfare.

Third Generation warfare is based not on firepower and attrition but speed, surprise, and mental
as well as physical dislocation. Tactically, in the attack a Third Generation military seeks to get
into the enemy's rear and collapse him from the rear forward: instead of "close with and destroy,”
the motio is "bypass and collapse.” In the defense, it attempts to draw the enemy in, then cut
him off. War ceases fo be a shoving contest, where forces attempt to hold or advance a "iine;”

Third Generation warfare is non-linear.

Not only do tactics change in the Third Generation, so does the military cufture. A Third
Generation military focuses outward, on the situation, the enemy, and the result the situation
requires, not inward on process and method {in war games in the 19th Century, German junior
officers were routinely given problems that could only be solved by disobeying orders),

Orders themselves specify the result to be achieved, but never the method ("Aufiragstaktik”).
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Initiative is more important than obedience (mistakes are tolerated, so long as they come from
too much initiative rather than too little), and it all depends on seff-discipline, not imposed
discipline. The Kaiserheer and the Wehrmacht could put on great parades, but in reality they

had broken with the cuiture of order.

Characteristics such as decentralization and initiative carry over from the Third to the Fourth
Generation, but in other respects the Fourth Generation marks the most radical change since the
Peace of Westphalia in 1648. In Fourth Generation war, the state loses its monopoly on war. All
over the world, state militaries find themselves fighting non-state opponents such as al Quaeda,
Hamas, Hezbollah, and the FARC. Almost everywhere, the state is losing.

Fourth Generation war is also marked by a return to a world of cultures, not merely states, in
conflict. We now find ourselves facing the Christian West's oldest and most steadfast opponent,
Islam. After about three centuries on the strategic defensive, following the failure of the second
Turkish siege of Vienna in 1683, Islam has resumed the strategic offensive, expanding outward in
every direction. In Third Generation war, invasion by immigration can be at least as dangerous

" as invasion by a state army.

Nor is Fourth Generation warfare merely something we import, as we did on 98/11. Atits core lies
a universal crisis of legitimacy of the state, and that crisis means many countries will evolve
Fourlh Generation war on their soil. America, with a closed political system {regardiess of which
party wins, the Establishment remains in power and nothing really changes} and a poiscnous
ideology of "multiculturalism,” is a prime candidate for the home-grown variety of Fourth
Generation war - which is by far the most dangerous kind.

Where does the war in Iraq fit in this framework?

| suggest that the war we have seen thus far is merely a powder train leading to the magazine.
The magazine is Fourlh Generation war by a wide variety of Islamic non-state actors, directed at
America and Americans (and local governments friendly to America) everywhere. The longer
America occupies Iraq, the greater the chance that the magazine will explode. If it

does, God help us all.

For almost two years, a small seminar has been meeting at my house to work on the question of
how to fight Fourth Generation war. It is made up mostly of Marines, lieutenant through
lieutenant colonel, with one Army officer, one National Guard tanker captain and one foreign
officer. We figured somebody ought to be working on the most difficult question facing the U.S.

armed forces, and nobody else seems to be.
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The seminar recently decided it was time to go public with a few of the ideas it has come up with,
and use this column to that end. We have no magic solutions to offer, only some thoughts. We
recognized from the outset that the whole task may be hopeless; state militaries may not be able

to come to grips with Fourth Generation enemies no matter what they do.
But for what they are worth, here are our thoughts to date:

If America had some Third Generation ground forces, capable of maneuver warfare, we might be
able to fight battles of encirclement. The inability to fight battles of encirciement is what led to the
failure of Operation Anaconda in Afghanistan, where al Qaeda stood, fought us, and got away
with few casualties. To fight such battles we need some true light infantry, infantry that can move
farther and faster on its feet than the enemy, has a full tactical repertoire (not just bumping into
the enemy and calling for fire) and can fight with its own weapons instead of depending on
supporting arms. We estimate that U.S. Marine infantry today has a sustained march rate of only
10-15 kilometers per day; German World War ! line, not light, infantry could sustain 40

kilometers.

Fourth Generation opponents will not sign up to the Geneva Conventions, but might some be
open fo a chivalric code governing how our war with them would be fought? t's worth exploring.

How U.S. forces conduct themselves after the battle may be as important in 4GW as how they
fight the battle.

What the Marine Corps calls "cultural intelligence” is of vital importance in 4GW, and it must go
down to the lowest rank. In iraq, the Marines seemed to grasp this much better than the U.S.

Army.

What kind of people do we need in Special Operations Forces? The seminar thought minds were

more important than muscles, but it is not clear all U.S. SOF upderstand this.
One key to success is integrating our troops as much as possible with the local people.

Unfortunately, the American doctrine of "force protection” works against integration and generally
hurts us badly. Here's a quote from the minutes of the seminar:

There are two ways to deal with the issue of force protection. One way is the way we are
currently doing it, which is to separate ourselves from the population and to intimidate them with .
our firepower. A more viable alternative might be to take the opposite approach and integrate
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with the community. That way you find out more of what is going on and the population protects
you. The British approach of getting the helmets off as soon as possible may actually be saving

lives.

what "wins" at the tactical and physical levels may lose at the operational, strategic, mental and

moral levels, where 4GV is decided. Martin van Creveld argues that one reason the British have
not lost in Northern Ireland is that the British Army has taken more casualties than it has inflicted.
This is something the Second Generation American military has great trouble grasping, because

it defines success in terms of comparative attrition rates.

We must recognize that in 4GW situations, we are the weaker, not the stronger party, despite all

our firepower and technology.

What can the U.S. military learn from cops? Our reserve and National Guard units include lots of

cops; are we taking advantage of what they know?

One key to success in 4GW may be "losing to win." Part of the reason the wars in Afghanistan
and Iraq are not succeeding is that our initial invasion destroyed the state, creating a happy
hunting ground for Fourth Generation forces. In a world where the state is in decline, if you
destroy a state, it is very difficult to recreate it. Here's another quote from the minutes of the

seminar;

*The discussion concluded that while war against another state may be necessary one should
seek to preserve that state even as one defeats it. Grant the opposing armies the *honors of war,'
tell them what a fine job they did, make their defeat "civilized' so they can survive the war
institutionally intact and then work for your side. This would be similar to 18th century notions of
civilized war and contribute greatly to propping up a fragile state. Humiliating the defeated enemy
troops, especially in front of their own population, is always a serious mistake but one that
Americans are prone to make. This is because the 'football mentality’ we have developed since

world War Il works against us."

In many ways, the 21st century will offer a war between the forces of 4GW and Brave New
world. The 4Gw forces understand this, while the international elites that seek ENW do not.

Another quote from the minutes:

"Osarna bin Ladin, though reportedly very wealthy, lives in a cave. Yes, it is for security but it is
also leadership by example. it may make it harder to separate (physically or psychologically} the
4GW leaders from their troops. I also makes it harder to discredit those leaders with their
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followers, This contrasts dramatically with the BNW elites who are physically and psychologically
separated (by a huge gap) from their followers (even the generals in most conventional armies
are to a great extent separated from their men). The BNW elites are in many respects occupying

the moral low ground but don't know it."

In the Axis occupation of the Balkans during World War ll, the Italians in many ways were more
effective than the Germans. The key to their success is that they did not want to fight. On

Cyprus, the U.N. commander rated the Argentine battalion as more effective than the British or
the Austrians because the Argentines did not want to fight. What iessons can U.S. forces draw

from this?
How would the Mafia do an occupation?

When we have a ¢oalition, what if we let each country do what is does best, e.g., the Russians

handle operational art, the U.S. firepower and logistics, maybe the ltalians the occupation?

How could the Defense Department's concept of "Transformation” be redefined so as to come to
grips with 4GW? If you read the current "Transformation Planning Guidance” put cut by DOD,
you find nothing in it on 4GW, indeed nothing that relates at all to either of the two wars we are
now fighting. It is all criented toward fighting other state armed forces that fight us

symmetrically.

The seminar intends to continue working on this question of redefining "Transformation” (die
Verwandluﬁg?) so as to make it relevant to 4GW. However, for our December meeting, we have
posed the following problem: It is Spring, 2004. The U.S. Marines are to relieve the Army in the
occupation of Fallujah, perhaps irag's hottest hot spot {(and one where the B2nd Airbomne’s tactics
have been pouring gasoline on the fire). You are the commander of the Marine force taking over

Fallujah. What do you do?
I'll let you know what we come up with.

Will Saddam's capture mark a turning point in the war in Iraq? Don't count on it. Few resistance
fighters have been fighting for Saddam personally. Saddam's capture may lead to a fractioning of
the Baath Party, which would move us further toward a Fourth Generation situation where no one
can recreate the state. It may also teli the Shiites that they no lenger need America to protect

them from Saddam, giving them maore options in their struggle for free elections.
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If the UU.S. Army used the capture of Saddam to announce the end of tactics that enrage ordinary
Iragis and drive them toward active resistance, it might buy us a bit of de-escalation. But | don't
think we'li that be smart. When it comes to Fourth Generation war, it seems nobody in the

American military gets it.

Recently, a faculty member at the National Defense University wrote to Marine Corps General
Matlis, commander of | MAR DIV, to ask his views on the importance of reading military history.
Mattis responded with an eloguent defense of taking time to read history, one that should go up
on the wall at all of our military schools. "Thanks to my reading, | have never been caught fiat-
footed by any situation," Matlis said. "It doesn't give me alt the answers, but it lights what is often

a dark path ahead."

Still, even such a capable and well-read commander as General Matlis seems to miss the point
about Fourth Generation warfare. He said in his missive, "Ultimately, a real understanding of
history means that we face NOTHING new undef the sun. For all the '4th Generation of War'
intellectuals running around foday saying that the nature of war has fundamentally changed, the

tactics are wholly new, etc., | must respectfully say, 'Not really.™

Well, that isn't quite what we Fourth Generation intellectuals are saying. On the contrary, we have
pointed out over and over that the 4th Generation is not novel, but a return, specifically a return to
the way war worked before the rise of the state. Now, as then, many different entities, not

just governments of states, will wage war. They will wage war for many different reasons, not just
"the extension of politics by other means.” And they will use many different tools to fight war, not
restricting themselves to what we recognize as military forces. When | am asked to recommend
a good book describing what a Fourth Generation world will be like, | usually suggest Barbara
Tuchman’s A Distant Mirror: The Calamitous Fourteenth Century.

Nor are we saying that Fourth Generation tactics are new. On the contrary, many of the tactics
Fourth Generation opponents use are standard guerilla tactics. Others, including much of what
we call "terrorism," are classic Arab light cavalry warfare carried out with modern technology at

the operational and strategic, not just tactical, levels,

As | have said before in this column, most of what we are facing in Irag today is not yet Fourth
Generation warfare, but a War of National Liberation, fought by people whose goal is to restore a
Baathist state. But as that goal fades and those forces splinter, Fourth Generation war will

come more and more to the fore. What will characterize it is not vast changes in how the enemy
fights, but rather in who fights and what they fight for. The change in who fights makes it difficult
for us to tell friend from foe. A good example is the advent of female suicide bombers; do
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U.S. troops now start frisking every Mcslem woman they encounter? The change in what our
enemies fight for makes impossible the political compromises that are necessary to ending any
war. We find that when it comes to making peace, we have no one to talk to and nothing to talk
about. And the end of a war like that in Irag becomes inevitable: the local state we attacked
vanishes, leaving behind either a stateless region (Somalia} or a fagade of a state {Afghanistan)
within which more non-state elements rise and fight.

General Mattis is correct that nane of this is new. It is only new to state armed forces that were
designed to fight other state armed forces. The fact that no state military has recently succeeded
in defeating a non-state enemy reminds us that Clio has a sense of humor: history also teaches

us that not all problems have solutions.
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BG Dempsey's Response to 4% Generation Warfare Article

It's probably not possibie for me to respond to this without sounding defensive. However,
since it's important that we capture the right lessons from our experience in QIF-1, lil give it a

shot.

| completely agree that it is necessary we be prepared to fight both state and ncn-state
actors. Whether this is some generational evolution or simply a variety of enemies using

whatever they have at their disposal against us is a matter best left to academia.

Beyond that one point of agreement, I've got to push back on several of the other ideas in

the essay:

1. "One key to success is integrating our troops as much as possible with the local
pecple."” | assume that the idea here is that once they get to know us, they'll trust us. Thatis a
significant oversimplification of a very complex issue. We meet with "the local people®
constantly and at every levei. We've learned that Arabs are very friendly but very private. The
ones who are already inclined to support us will befriend us to a point, but they will want to keep
us at amms length. Furthermore, no amount of "integration" wili change the opinion of those who
think ill of us for what we represent. HUMINT follows success not friendship. Prove that you can
take the bad guys off the street, and HUMINT goes up. No question that cultural awareness is
good and that we should avoid being seen as excessively provocative. Also no question, in my
mind at least, that they expect us to be who and what we are--the best fighting force in the world.
For now, and until their own security forces are fully functioning, they're looking to us for secunty
not friendship. Finally, Arabs are not put off by our basing and force protection. They can he
crtical if we inconvenience them in their daily lives by impeding traffic and denying them access
to parts of the city. Having Armies live on well-protected bases outside of cities makes perfect
sense to them. Having Armies living inside their cities does not. We're accounting for that by

sefting up the enduring base camps on the periphery of the city.

2. "We must recognize that in 4GW situations, we are the weaker, not the stronger party,
despite all cur firepower and technology.” This is simply nonsense. As I've told our soldiers over
here, they--not our weapons--are what terrifies the terrorist. We are visible proof that men and
women, blacks and whites, Christians, Muslims, and Jews can work together toward a common
goat. We fight for positive ideas like individual rights, diversity, and freedom. Qur enemies fight
for negative ideas like personal gain, exclusion, and oppression. We only become the "weaker

party" when we forget that.
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3. "Part of the reason the wars in Afghanistan and Iraqg are not succeeding is that our initial
invasion destroyed the state, thereby creating a happy hunting ground for Fourth Generational
forces." First of all, from our perspective the war in Iraq is succeeding. The rogue regime of
Sadaam Hussein is gone. We are on the offensive against terrorism. We don't know what shape
the future Iraq will take, but there is every reason o be hopefui that it will be better than the old
Irag. Time and money will influence the outcome in a way that was impossible when the Baath
Party was in power. Second, the initial invasion didn't destroy the state. Sadaam Hussein
destroyed the state through 25 years of nepotism, favoritism, corruption, and neglect. We have
made and continue to make herculean efforts to improve the quality of life for Iraq's people, and
they know it. From their perspective, admitting that we've improved their lives would incur a
psychalogical debt, a debt they are unwilling to incur. So, they will continue to be openly critical

of our efforts.

4, "When it comes to Fourth Generation War, it seems nobody in the American mifitary
gets it." Anincredible statement. We have made frequent adaptations in very nearly every
system and functicn of the Division, and | know every US Army Division has done the same. We
have learned never to believe we are as gocd as we can be, and we remain aware that pride of

" "authorship" is probably the most dangerous enemy we face in this environment.

The forces that follow us will probably not find the Irag they think they will find. It will either
be better or it will be worse. As we have, they will have to adjust. If under Mr. Lind's influence
they arrive with well-established and pre-conceived notions about how to operate, they will

probably be wrong.

As | write, we're fighting three different "kinds” of enemy in Iraq: the former regime,
terrorism, and organized crime. We're also fighting against the emergence of religious
extremism--mostly radical Sunni religious extremism--that in the long run may be the most
dangerous influence the new Irag will face. Overarching ali of this, we are in competition for the
popular support of the Iraqi people. For now, we have it, but that popular support has a shelf life,
and we are working hard to "buy time" so that we can reduce the enemy forces to a level where

the new Iragi security forces can handle them.

Finally, I appreciate all you are doing to get us thinking about our profession and how we

operate.

VIR BG Marty Dempsey
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PERSONNEL AND
HAEADINESS

INFO MEMO
January 15, 2004, 2:30 PM
FOR: SECRETARY OF DEFENSE
FROM: David S. C. ClReUSD(P&R) .
B2 dld L g Y Tirr S
SUBJECT: SLRG -- SNOWFLAKE
We will be pleased to provide this to you monthly, focusing on recruiting,
retention, spouses’ attitudes, etc. We will provide the first report one week before
your 3 February testimony.
In addition, we are preparing charts for your Congressional testimony on

e Recruiting and retention

e Numbers of reserves and guard called up, and the percentage this
represents of the guard and reserves

e The half to one million dollars that people receive after retirement, and the
composition of this package of benefits.

Prepared By: Jeanne B. Fites, DUSD(PI,,

P
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TO: Gen, Dick Myers
CC: gul Wolfowitz

P Fe v
FROM:  Donald Rumsfeld VM (S B
DATE: January 8,2004
SUBJECT Force Rotation
We need to take a look at force rotation over a couple of years in Iraq and
worldwide and see what it adds up to.
Thanks.
DHR/am
010804.06
Please respond by: lW ! / / {/ o ‘/

A T_ /

0SD 01011-04

Tab
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF
WASHINGTON, D.C. 20318-9999

CM-1483-04
INFO MEMO 22 January 2004

FOR: SECRETARY OF DEFENSE
FROM: General Richard B. Myers, CIC

SUBJECT: Force Rotation

o Question. “We need to take a look at force rotation over a couple of years in Traq
and worldwide and see what it adds up to.” (TAB)

o Answer. The Joint Staff will host a combatant command and Service general and
flag officer seminar, ELABORATE CROSSBOW IV, on 4 - 5 February 2004.
The purpose of the effort 1s twofold: to establish and implement a recurring
Global Force Management process and to addressjoint sourcing options for
Operations IRAQI FREEDOM 3, ENDURING FREEDOM VI and other global
commitments through FY 2006. A decision brief based on ELABORATE
CROSSBOW IV results 1s tentatively scheduled for a mid-February presentation
to you.

COORDINATION: NONE

Attachment:
AsS stated

Prepared By: LtGen James E. Cartwright, USMC; Director, J-&,
L
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UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON. e e s
WASHINGTON, D.C.20301-4000

INFO MEMO
PERSQONMNELAND.
READINESS January 12,2004, 1:00PM
FOR: SECRETARY OF DEFENSE DEPSEC Action

FROM: DR. DAVID 8. C. CHU, UNDER SECRETARY OF DEFENSE
(PERSONNEL & REA SNz A LS
- o \7:’71 [‘_’:f’/

SUBIJECT: Ft. Bragg Troop Visit - Snowflake

¢ Mrs. Marissa Huggins, widow of Staff Sergeant Jamie L. Huggins USA, relayed that
she did not receive a rebate of $750.00 offered by GM for the purchase of a vehicle
for anyone on active duty in Afghanistan or Iraq.

¢ Staff Sergeant Huggins was killed in Iraq on 26 October 2003.
e Mrs. Huggins purchased a 2004 Chevrolet Tahoe on 29 November 2003.

¢ The automobile purchase is not related to any DoD or overseas auto sales programs.
i

e The GM rebate program is only applicable to active duty personnel and not
transferable to other family members. The rebate program did not consider the
“surviving spouse’ issue.

e After consultation with Mrs. Huggins’ casualty assistance officer, the automobile
dealership and Automotive Information Systems,Inc. (rebate program coordinator)
approved the $750.00 rebate for Mrs Huggins.

e  We will speak to her casualty assistance officer again in thirty days to confirm that
she did receive the rebate.

RECOMMENDATION: None. For information only.
COORDINATION: Nore.

ATTACHMENTS :
As stated

PREPARED BY: Mark Ward, OFP, ODUSD(MC&FP),

Yiejo¥

oo
A
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Charles S. Abell
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TO: David Chu 3 pe,
CcC. Paul Wolfowitz
FROM: Donald Rumsteld
1%
DATE: December)ﬂf 2003

SUBJECT: Ft. Bragg Troop Visit

Please talk to General Motors. Find out what their policy is. We were told by the
widow of a soldier killed in OIF that GM gives a $750 rebate on the purchase of a

GM vehicle for anyone on active duty in Afghanistan or Iraq.

Her husband was wounded and died two weeks before their car purchase. She did
not get the rebate. See if you can figure out what the policy is. We will want to

get back to her. at some point. [ believe her name 1s Melissa Huggins.

Thanks.

DHR/am
121903.02tscom

Please respond by: ‘-\ 0\0"{
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o TR U DIRENLD November 30,2004
Iy rn i3 Ry om07

TO: Joe Schmitz
Mike Wynne
Jim Haynes

FROM: Donald Rumsfeld f(} )

SUBIJECT: Boeing and Druyun

As Iindicated at the staff meeting today, I believe that not only should we look at
other activities that Darlene Druyun, who pled guilty, was involved in, but we

should alsolook at other activities that the Boeing person who pled guilty was
involved in.

We have aresponsibility to look out for the taxpayers’ money. Given the fact that
each of them have confessed that they committed crimes, we have a responsibility
to see if they committed other crimes. We know they are confessed criminals.
Therefore, we ought to check and see if they commtted some crimes relating to

other activities of the Department of Defense for which they have not been

charged.

Thanks..

DHR.:dh
113004-23

Please respond by Y FEY P~

OSD 01028-05
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INSPECTOR GENERAL

DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE e T TE
ARLINGTON, VIRGINIA 22202-4704 .. . . -.-;oecf

INFO MEMO

"% Jariuany 13,2089 12:55 p.m.
‘ —_—

*  Your Memo (Tab A) asked if Darleen Druyun or Michael Sears, both of whom have pled guilty to
criminal charges, committed any other “cnmes relating to other activities of the Department of Defense
for which they have not been charged.” This Memo supplements my December 1,2004InfoMemo (Tab
B). and my Deputy’s January 6,2005, Memo to your Special Assistant (Tab C).

» Although Sears’ recent polygraph examination identified no further criminal activity by Sears, Boeing,
Druyun or any other DoD officials, my staff continues to cooperate with Department of Justice
prosecutors and others regarding potential civil litigation associated with Druyun and Sears, which
activities may well uncover additional facts responsive to your 30 November Memo.

e Earlier this week, I had constructive meetings with both Senator McCain’s staff and Senator Grassley’s
staff regarding Boeing and Druyun. Senator Grassley’s staff provided me with a 1993 letter from
Senator Grassley objecting to a purported Air Force exoneration and promotion of Druyun “one month
after the [DoD] Inspector General recommended that she be disciplined for improper or illegal behavior”
(Tab D), in response to which the Undersecretary of Defense at the time wrote to Senator Grassley,
“You may be assured that we would not retain Mrs. Druyun in her present position if we felt it would

jeopardize the integrity of defense acquisition”(Tab E).

*  Over the next len years, the Air Force 1G investigated Druyun five times but failed to substantiate any
allegations. Most recently, the Air Force I(G investigated Druyun for allegedly providing “inaccurateor
misleading” information to Senator McCain’s staff about the /67 Tanker proposal. My December 20,
2002, letter to Senator McCain (Tab F), reported the results of that Air Force IG investigation,
concluding, “I continue to believe that Ms. Druyun’s response to you should have been more,
forthcoming.” In light of this conclusion, along with my Office’s 1993 “factual allegations™ against
Druyun, I recommend that neither you nor any other DoD official suggest, as did Marvin Sambur last
Wednesday on 60 Minutes, that Druyun’s reputation was “‘spotless.”

® Finally, [ have instructed my. staff to continue coordinating and cooperating with the other two
addressees of your 30 November Memo (Mike Wynne and Jim Haynes), as appropriate, as well as with
the Defense Contract Management Agency in its ongoing review of Druyun-relatedcontracts and
programs to identify any other instances of potentially criminal activity not yet prosecuted.

e Asanancillary matter of “‘good news,” based on Druyun’s plea admissionthat she had negonated
inflated payments to Boeing in connection with an AWACS software upgrade contract,in December
2004 the A1r Force definitized a portion of the confract at an approximate savings of $6 million. Boeing
subsequently agreed to repay an additional $8.6 million in overcharges.

COORDINATION: None
ATTACHMENTS: As stated

Prepared by: Richard T. Race, Deputy Inspector General for Investi gatiom,l

cc: DoD General Counsel
Acting Under Secretary of Delense (AT&L)
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November 30,2004

TO: Joe Schmitz
Mike Wynne
Jim Haynes

FROM: Donald Rumsfeld T)\

SUBJECT: Boeing and Druyun

As 1 indicated at the staff meeting today, I believe that not only should we look at
other activities that Darlene Druyun, who pled guilty, was involved in, but we

should alsolook at other activities that the Boeing person who pled guilty was
involved in.

We have aresponsibility.to look out for the taxpayers’ money. Given the fact that
each of them have confessed that they committed crimes, we have a responsibility
Lo see if they committed other crimes. We know they are confessed criminals.
Therefore, we ought to check and see if they committed some crimes relatingto

other activities of the Department of Defense for which they have not been
charged.

Thanks.

DHR:dh
113004-23

Please respond by ) ’ 13 [ DS

“Fove-
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INSPECTCR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY. NAVY DRIVE
AHLINGTON, VIRGINIA 222024704

INFO MEMO

December 1,20045:30 pm
— A

FOR SECRETARY OF DEFENSE

@ i
FROM: Joseph E. Schmitz, Inspector Genera '

' Defartment of Defense
SUBIJECT: Boeing Suspension Regarding the Evolved-Expendable Launch Ve

e After you suggested yesterday that we should be looking not only at Department of
Defense contracts that might have been tainted by Darleen A. Druyun but also by
any other “‘criminals” associated with Ms. Druyun, the General Counsel volunteered
that The Boeing Company, Incorporated, (Boeing)has also been “partially debarred”
from government contracting as a result of criminal allegations. Attached, for your
convenience, s a brief description of this matter, which was included with my
October 8,2003, Quarterly Update to you.

e Following is a brief summary of my Office’s involvement in that matter. Even
before receiving your “snowflake” of yesterday, I had already instructed my staff to
share whatever information we can with the Acting Undersecretary of Defense
(AT&L), who agreed yesterday to address your concerns about contracts tainted by.
any other “criminals” associated with Ms. Druyun.

e Since September 35,2002, the Detense Criminal Investigative Service,jointly with
the Air Force Office of Special Investigations and the National Aeronautics and
Space Administration Office of Inspector General, have been investigating
allegations that Boeing used Lockheed Martin Corporation’s proprietary documents
to successfully bid on Air Force contracts for the Evolved Expendable Launch
Vehicleprogram. On July 24,2003, the Air Force suspended (a temporary measure
short of debarment) three Boeing divisions and three former Boeing employees from
government contracting. The affected Boeing divisions are the Launch Systems
Division, Chicago, IL; Boeing Launch Services, Chicago, IL; and the Delta
Programs Division, Huntington Beach, CA. To date, the divisions are stillunder
suspension, and the investigation continues.

e [ will respond more fully to your “snowflake” within the time you requested

(1/13/05).

Attachment: As stated.
cc: Acting USD (AT&L); General Counsel

Prepared By: Charles W. Beardall, Acting Deputy Inspector General |
“TORUIFTFICIAL USEONLY
e NP OREENENTSENSITIVE"
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FOR: Mr, Paul W, Butler, The Special Assistant to the SECDEE
FROM: Mr. Richard T. Race, First Assistant to the Inspector Gengld

SUBJECT : OIG Actions Regarding USAF KC-767/Boeing Matter

INSPECTOR GENERAL
DEPARTMENT QF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

INFOMEMO

On September 16,2004, the Secretary of Defense transterred responsibility for
the ongoing production ol documents concerning the KC-767A Tanker

Aircrart Program for the Senate Armed Services Committee (SASC) to the
Inspector General of the Department of Defense. The coellection of decuments
is estimated at 1 million unclassified pages and 100,000 classified pages. To
date, approximately 72,466 pages comprised of 11,753 unclassified documents
have been provided to the SASC.

In a letter dated May 3,2002 we responded to Senator McCain’s request to
“assess the Air Force’s decision in selecting the Boeing 767 rather than the
Airbus A330 for its air refueling tankers.”

In a separate letter, also dated May 3,2002 we responded to Senator McCain’s
request for data on the Air Force’s contractual arrangement with investment
entities concerning the Boeing KC-767A lease that Alr Force officials refused

to provide him.

August 29,2003, We issued “Assessment of DoD Leasing Action” (D-2003-
129) in response to a request from the Acting Under Secretary of Defense
(Acquisition, Technology, and Logistics). The assessmentreviewed *‘the
decision process used by the Air Force and OSD to lease the Boeing 767
Tanker Aircraft and to assess whether DoD interaction with Congress
following the Lease Decision Memorandum signed May 23,2003, was timely
and reasonable.”

March 29,2004, We issued audit report, “Acquisition of Boeing KC-767A
Tanker Aircraft” (D-2004-064) in response to request from the Deputy
Secretary of Defense that addressed problems with the procurement and
acquisition strategies for the program.

December 15,2004. We completed a review requested by the Secretary of
Defense that assessed the processes and procedures used Lo collect the
documents from January 2001 to the present. This review was provided to
your office on December 23,2004.

On %oing: Assessment to determine the key decisions that were/were not made
by DoD acquisition officials concerning the execution of procurement and

acquisition strategies for the Boeing 767A Tanker Aircraft acquisition
program. This assessment should be complete by mid-February 2005.
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e Ongoing: Administrative investigation, at request of Senators Warner, Levin,
and McCain, into allegations that Secretary Roche attempted to influence
OMB on the 767 tanker lease by using his position and Government email
when recommending the brother of an OMB official for employment at
Northrop Grumman.

e Ongoing: Criminal investigative and prosecution actions regarding conspiracy
by Ms. Druyun and Mr, Sears to violate conflict of interest statutes continue.
Sentencing of Mr. Sears scheduled for February 18,2005. Ms. Druyun
reported for incarceration on January 3,2005. Defense Criminal Investigative
Service continues to assist the Department of Justice (DolJ) with the criminal
investigation/prosecution and potential DoJ civil litigation.

e Ongoing: We provided an initial response on December 1,2004 to the
SECDEF’s November 30,2004 request to examine other DoD activities that
Ms. Druyun and Mr. Sears were involved in. A final response is due NLT

Jarary 13,2005.

e Also, inresponse to your November 30 2004 Memo, I have instructed my staff
to thoroughly review the responses from my seven previous subpoenas relating
to Boeing and Druyun (four subpoenas to Boeing and three subpoenas to three
other contractors), with a view towards: (2) considering additional subpoenas
and/or expanding the scope of the ongoing criminal matter to include, as you
wrote 1n your Memo, "crimes relating to other activities of the Department of
Defense for which they have not been charged"; and (b) to the extent
permissible, considering ongoing activities of the two other addressees of your
30 November Memo (Mike Wynne and Jim Haynes) "with a view toward
avoiding duplication and ensuring effective coordination and cooperation” (IG

Act, Section 8(c)}(9).

COORDINATION: None

FOR-O RGeSO N i BN P ORCEMEN TS ENS P
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[] 206 Feogsn, Buidmg WASHINGTON, DC 280510-1501
101 1sv STRECT SE
Caan Ravos 1o 824D1-1227 May 5, 1993

{4158) 363-6832

The Honorable Les Aspin
Secretary of Defense
Pentagon, Room 33880
Washington, D.C. 20301

Dear Les,

I am writing to praise your decision to hold four senior Air
Force officials accountable for financial mismanagement on the C-17
contract and to raise two questions about Ms. Darleen Druyun.

First, T would like to. commend you for taking this decisive
step. You have sent a clear, unambiguous signal of zcro tolerance
toward dishonesty in the department's acquisition process- This is
the best kind of deterrent to future failures of discipline and
integrity. You deserve a lot of credit for having thc courage to
do what had to be done.

Second, I am somewhat baffled by the complete omission of Ms.
Druyun's name from available documents bearing on your decision In.
this important matter.

The Inspector General has suggested that Ms. Druyun may have
engaged in either improper or illegal conduct in connectionwith C-
17 progress payment nhumber 97 that resulted in a potential
violation of the Antideficiency Act and other statutes. For these
reasons, the Inspector General recommended thet disciplinary action
be taken against her and four other senior officials. You chose to
discipline the four other officials but not her. Why did you
decide not to punish Ms. Druyun?

Ms. Druyun presently occupies a key position in the
"acquisition management area.” She 1is the Deputy Assistant
Secretary of the Air Force for Acquisition. She was placed i1n this
position in February 1993 - one month after the Inspector General
recommended that she be disciplined for improper or illegal
behavior.

In view of your decision to banish Generals Barry and Nauseef
and Mr. Hixenbaugh from the "acquisition management area" and in
view of the fact that the Inspector General has yet to resolve all

Committea Assignments: ) %’*{ -9

FINANCE BUDGET

C
AGRICULTURE, NUTRITION AND FORESTRY 1 hhﬂ&?&%é@ﬁ@ﬁﬂ\g SPECIAL COMMITTEE ON AGING
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the issues surrounding possible Antideficiency Act violations, is
it wise to leave Ms. Druyun in such an important "acguisition
management” post?

Yaur thoughts would be appreciated. A response is requested
by May 12, 1993.

Slncerely,

i !?tfﬁarles E. Grassley ?7—
U.S. Senator

CEG/chm
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HO. 3429

JAN, 14 2009 10:0/AM |

THEUNDERSECRETARYOFDEFENSE

WASHINGTON, DC 2030%-3000

0 8 JUN 1993

ACQUISITION

Honorable Charles E. Grassley
United States Senate
Washington, D.C. 20510-1501
Dear Senator Grassley:

This 1is in response to your May 5, 1993, letter to.

Secretary Aspin regarding financial mismanagement on the

C—17 contract.

You asked why the 3ecretary dexzidad not te punish
Mrs. Darleen Druyun and is leaving her in an important

Po4/4

management post, whereas four other officials were disciplined.
The Secretary and I carefully considered all of the evidence in
this matter and concluded that punishment of Mrs. Druyun was

not appropriate and that she should continue to hold her

present position. Mrs Druyun's involvement with the C~17
contract was limited and did not warrant action similar to that

taken with regard to the other officials..

You may be assured that we would not retain Mrs. Druyun in

her present position if we felt it would jeopardize the
integrity of defense acquisition.

C\?j?§;?TEl

f iohn M. Deutch

J
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

The Honorable John McCain
United States Senate
Washington, DC 20510-0303

Dear Senator McCain:

This 1s in further response to your letters of April 25,2002, to the Secretary of Defense.
and this office that expressed concern regarding the lack of mformation made available to you
concerning possible leases of aircraft from the Boeing Corporation. In particular, you questioned
the Air Force denial of your request for ‘the name of the outside investment entity-that provided
advice and analysis on leasing arrangements. including the lease the Air Force is now pursuing
with Boeing.” Your question to the Air Force on the matter--"Who are the Wall Street experts
which provided advice to SAF/AQ | Assistant Secretary of the Air Force (Acquisition)] on
aircraft leasing?”--received the following response dated April 18,2002: “SAF/AQ cannot
provide an answer to this question without violating the analysts’ and their firms’ specific
requests for confidentiality.”

In response o your concerns, we requested the Inspector General (IG) of the Air Force to
conduct an ivestigation into allegations that Mg, Darleen A, Druyun, Principal Deputy Assistant
Secretary of the Air Force (Acquisition and Management), and others improperly withheld
information from you regarding the identity of an outside entity that provided advice on tanker
leasing arrangements. Our preliminary review of the matter suggested that Ms. Druyun’s terse
response to you, even if factually accurate, was at best extremely poor judgment. Subsequently,
we advised the Air Force IG that we uncovered information suggesting that Ms. Druyun’s
response may have been naccurate or migleading.”

The Air Force IG recently completed his investigation into the matter and did not
substantiate wrongdoing on the part of Ms. Druyun or others. Based on sworn testimony from
eight witnesses and relevant documentation, the Air Force IG determined that Ms. Druyun
genuinely believed that she had an obligation to protect the identities of the “Wall Street experts”
who provided advice to the Air Force. Her views were based on the assumption that the
identities of the sources should be treated as “source selection sensitive” and, therefore,
subjected to release restrictions imposed by the Federal Acquisition Regulation and Section 423
of Title 41, United States Code, “Restnictions on disclosing and obtaining contractor bid or
proposal information or source selection information.”

'M y.initial response o you of May 3, 2002, advised that, prior to May 1, 2002, the Air Force had no written
contractual relationship with an outside investment entity to proyide aircraft leasing advice and had obtained aircraft
leasing advisory services fizm Babcock & Brown LP beginning May 1,2002, via subcontract with Anteon
Corporation,a prime Air Force consulting contractor, We had fonnd no indication of a contidentiality agreement
between (he Air Force and Anteon or Babcock & Brown LP.

“FOR-OPFeITEUSEONTT
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I continue to believe that Ms. Druyun’s response 1o you should have been more
forthcoming. On the other hand, [ have no reason to question the Air Force 1G’s determination
that the allegation that “Ms. Druyun abused her authority by wrongfully refusing to disclose to
Senator Johm McCain the identities of nongovernmental entities that provided investment advice
and analysis to the Air Force concerning leasing of tanker and special airlift mission aircraft”
wits not substantiated. Tn view of Ms, Druyun’s retirement from the Federal service effective
November 15,2002, we find insufficient basis to pursue the matter further, Nevertheless, your
insistence on accountability in this situation has reemphasized the requirement to provide
accurate, responsive information to Members of Congress, as reflected in Deputy. Secretary.
Wolfowitz’ letter to you of July 15,2002.

Because information in this letter may be exempt from public release under the Freedom
of Information Act (FOIA), the letter is designated R OFTICIRT USE UL 1. Please refer
any requests for this letter to the FOIA/Privacy Act Office, Office of Administration and
Information Management, Office of the Inspector General of the Department of Defense, 400
Army Navy Drive, Arlington, Virginia 22202-4704.

—Please contact me or Mr. John R. Cranc, Director, Office of Congressional Liaison, at

if we may be of further Qstance.

Sincerely,

h E. Schmitz

cc; The Honorable Carl Levin
Chairman, Committee on Armed Services
United States Senate

The Honorable Jochn Warner
Ranking Minority Member Committee on Armed Services
United States Senate

~FOR-BGFF I USPoNET
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THE UNDER SECRETARY OF DEFENSE

3010 DEFENSE PENTAGON
WASHINGTON. DC 20301-3010

INFO MEMO

ACOUISITIQN,
AND LOGISTICS JAN 14 2005
TO: SECRETARY OF DEFENSE

FROM: ACTING UNDER SECRETARY OF DEF &L)
SUBJECT: Boeing and Druyun

Reference the attached snowflake at (TAB A), here are the steps [ have
taken to address all of our concerns in this matter:

o On November 19,2004, I tasked the Military Departments, Missile Defense
Agency, and the Special Operations Command to perform self-assessments
of their acquisition organization and process. The Defense Science Board
Task Force I established is reviewing their assessments and their
acquisition management structures. The Task Force will brief me on

February 2,2005.

. At my direction on December 13,2004, a multi-service/agency team led by
the Deputy Director, Defense Contract Management Agency began
reviewing contract actions involving Darlene Druyun. Their findings will

also be briefed to me on February 2™,

o On December 16,2004, 1 sent a letter to Harry Stonecipher, Boeing CEO,
asking him to examine his own practices. I specifically asked him to
examine Mr. Sears' role in Boeing's business with the Department. His
December 21,2004, reply states he 1s currently reviewing Mr. Sears' role
and will share the results with us this month.

o Today, I sent a memorandum to the ASN (RD&A) asking him to conduct a
review of the F/A-18 program, in which Mr. Sears was also involved. 1
also have asked the Inspector General (1G) to look into the dealings of Ms.
Druyun's husband. I understand that the IG is also assisting the Justice
Department on issues associated with the Druyun/Sears convictions.

o I will continue to coordinate with the General Counsel and the IG as these
reviews proceed and report back to you on the findings.

COORDINATION: None

Prepared By: Nancy Dowling/DPAP/PAIC |

cc:. DSD, GC, IG

D 01028-05
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November 30,2004

TO: Joe Schmitz
Mike Wynne
Jim Haynes

FROM:. Donald Rumsfeld //'\
SUBJECT: Boeing and Druyun

Aslindicated at the staff meeting today, I believe that not only should we look at
other activities that Darlene Druyun, who pled guilty, was involved in, but we
should also look at other activities that the Boeing person who pled guilty was

involved in.

We have a responsibility to look out for the taxpayers’ money, Given the fact that
each of them have confessed that they committed crimes, we have a responsibility
to see if they committed other crimes. We know they are confessed criminals.
Therefore, we ought to check and see if they commitited some crimes relating to

other activities of the Department of Defense for which they have not been

charged.

Thanks.

DHR:dh
113004-23

Please respond by \ ! |2 [ DS~

11-L-0559/0SD/039327 0SD 01028-05
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TAB A 4 of 2¢

TO: Gen Dick Myers 8 5 7

T3 oclaie o0
To@ © Frag R es.
o

FROM: Donald Rumsfeld
SUBJECT: Iruq’s Borders

Do you feel we’ve got a decent plan from Cascey on how to deal with the borders

of Iraq? [don’t. What do you propose?

Thanks.

DHR.:xs
102904-15

Please respond by il L4 } oy
1

Tab A

“Foro-

11-L-0559/0SD/039328  0SD 04101-05
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December 8,2004 ..

r R

/) vsD (c)

- TO: VADMHri Stavridis

FROM  Donald Rumsfeld 7’

SUBJECT Cost for a Soldier

Please see if you can find someone to do the calculation as to what it costs to
organize, t-zin and equip an American soldier to serve in Afghanistan. And then
figure out how many Afghan soldiers we could recruit, train, equip and deploy for
the price of one US soldier.

Then do the same calculation for Iraq.

Thanks.

DHR:¢h
120804-7

Please respond by

gsp 01116-05

11-L-0559/0SD/039329



SECFILES FULL RECORD DETAIL
Print Dale; 1/18/2005

DOCUMENT TYPE: FRONT OFFICE DOC. ATTACHMENT:
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UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON.
WASHINGTON, DC 20301-1100°

P

INFO MEMO
Jannary 14, 2005, 6:30 PM

COMPTROLLER

FOR: SECRETARY OF DEFENSE
DEPUTY SECRETARY OF DEFENSE

FROM: Tina W. JOW

SUBJECT: Cost for a Soldier

e We calcnlated what it costs to organize, train and eqnip an American soldier to serve
in Afghanistan or Iraq. We also estimated how many Afghan or Iraqi soldiers could
be recruited, trained, equipped and deployed for the price of one U.S. soldier. These
costs are summarized in the following table:

U.S. Afghan Iraqi
Cost to recruit, train, equip, and deployan  $107,000 $1,800 $6,500
individual soldier
Number of soldiers for the price of one 1 54 15

U.S.soldier

e While determining the answer to your questions, we also calculated the sustainment
costs of these soldiers once they have been deployed. These costs are summarized in
the following table:

U.S. Afghan Iraqi

Projected annual sustainment costs for an $79,000 $10,700 $38,900
individual soldier

COORDINATION: None.

CcC.

J-8

Prepared By: John EvansI

16-05
11-L-0559/0SD/039331 05D 01l



December 8, 2004

' K

7 vsD (c)
TO: VADM it Stavridis

FROM:  Donald Rumsfeld 2”7

SUBJECT Cost for a Soldier

Please see if you can find someone to do the calculation as to what it costs to
organize, train and equip an Ametrican soldier to serve in Afghanistan. And then
figure out how many Afghan soldiers we could recruit, frain, equip and deploy for
the price of one US soldier.

Then do the same calculation for Iraq.

Thanks.

DHR:dh
120804-7

Please respond by ##35&1‘#
ot/ /6fos

gsp D1116-085

11-L-0559/0SD/039332



J Afghzmisrxl ) /)l '

o Monthly US Soldier Cost approx $54,000 e

o US monthly cost per ANA soldier is approx $44, 500 40%
/ TN

o Imq
o Monthly US Soldier Cost approx $30,500
o US monthly cost per Iraqi Security Force $16,700

L ——

11-L-0559/0SD/039333
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TABA

SeptemippISTRA0Y i 4: 45

CC: Paul Wolfowitz
Doug Feith
Tina Jonas
Ken Krieg

FROM: Donald Rumsfeld m

SUBJECT: “Rules of Thumh” for Security Costs in Afghanistan and Iraq
AN/ NN~

We need some basic “rules of thurb” reflecting our costs for security in Iraq and
Afghanistan. A few idcas might include:

TO: Gen. Dick Mers 9 57

o Cost per soldier per month / year
o Total Cost per maxith / year

I’msure there are other good metrics. | think it would be helpful to have these in
our heads as we lock at trade-offs with regard (o U.S. and local forces as well as

our longer range planning in both countries,

Thanks.

DHR:s
091 504-5

Please respond by 23 s¢p 04

ey - TbA N
N @

fien 440cCcz2_0&
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF e SRR LT 1,
WAEBHINGTON, D.C. 20318-0900 M RS U ST W

INFO MEMO CH~213L-0f rrr 05 = g
25 Octobet’ 425 VEERRI B

FOR SECRETARY CF' DEFENSE l

FROM: General Richard B. Mers, CJCSW /ﬂélf

SUBJECT: *'Rulesof Thumb” for Security Costs in Afghanistan and Iraq

e Issie. “We need some basic ‘rules of thund’ reflecting our costs for security in
Iraq and Afghanistan. A fewideas might include: Costper soldier per
month/year, Tdal Cost per month/year. . it would be helpful to have thesein our
heads as we look at trade-offs with regard to US and local forces as well as our H
longerrange planning in bath countries.” (TABA)

e Conclusion. Monthly per US Service member cost for Operation [RAQI
FREEDOM (OIF) is $30.5K; annual per Service member cost is $365.9K, Tzl
US cost per manth for OIF is $4.2B; annualtotal cost is $50.5B. Monthly per US
Servicemenber cost for Operation ENDURING FREEDOM (OFEF) is $53.7K,
armually $644.6K., Monthly total US costs for OEF is $752M, annually $9.0B.
Only operational and recurring costs (TAB B) are included in these fiqmes.
Differing force packages, operational concepts, logistics networks and other cost
elements for OIF and OEF result in higher costs in Afghanistan,

o Discussion. Youmst be careful when using these figures to estimate savings
from future force reductions. The cost avoidance will be less than the per Service
member cost. A drawdown plan is required to compute cost avoidance. The
drawdown strategy would describe how much of the support structureremains in
place as ground combat elements redeploy. Since the more costly support will
likely drawdown more slowly thanthe ground combat elements, costs will not go
down at the per Service member rate described above. In addition, the per Service
mentoer cost avoidance mast be affset by the costs of a prolonged US sustairment
of the Afghan National A my (ANA). Ancther rule of thumb for the security costs
is the FY 2005 US costs to build the Iraqi security force and the ANA. The US
cost per [raqi security force member is §16.7K and per ANA soldier is $44.5K.
The US costs for Iragare Jowex because the Iraqi government offissts costs for

Iragi security.
COORDINATION: TABC

Attachments:
As stated

Prepared By: Vice Admiral R. F. Willard, USN; Director J-8| .
11-L- 0559/OSD/039335 0SD 16953 -04\‘"4,1.
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TABB

Operational and Recurring Costs

e The costs per US Service member in support of Operation ENDURING FREEDOM
(OEF) are calculated by using the bum rate; that 1s, the average of the monthly costs
per contingency operation. The burn rate costs are the recurring, operational

(incremental) costs that Services and agencies report through the Defense Finance and

. Accounting System to Congress.
e These costs include both direct and indirect costs for OEF.

o Direct Service costs include full pay and allowances for @ead and Reserve,
incremental pay for active duty personnel (allowances such as imminent danger

pay and family separationpay), personnel support, operations support,
transpartation and military construction.

o Other direct costs include depot maintenance, National Geospatial-Intelligence

Agency operations, Defense Intelligence Agency operations, other intelligence and

the Defense Health Program.

0. Indirect costs in support of OEF include costs for USCENTCOM Headquarters in
Qatar, military overstrength, military construction in Southwest Asia external to
1rxq and Atghanistan, the military tribunal and defense health care costs for
military personnel In Southwest Asia, external to Iraq and Afghanistan. Since
these costs are contingencyrelated and must be reported as a contingency cost,
they are shown as a cost against the first contingency in the Global W on
Terrorism, CEF'.

s The costs per US Service member in support of Operation TRARQT FREEDOM reflect
only direct costs incurred for Iraq.

11-L-0559/05D/039336 Tab B
. . = e -




UNCLASSIFIED

TAB C

COORDINATION PAGE

USDC MS. TINA JONAS 9/28/2004

11-L-0559/0SD/039337
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TAB A
3.25PM
TO: Gen. Dick Myers
CcCt Paul Wolfowitz
FROM: Donald Rumsfeld_?\
DATE: January 5,2004

SUBJECT: Kuwait

Apparently everything is going to be going in and out of the same port in Kuwait.

Have you folks looked at using an alternative to spread it around a little bit?

Thanks.

DHR/azn
10504.12

/i11/
Plase respond by et

11-L-0559/0SD/039338
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF .~ O
WASHINGTON, D.C. 20318-9999

CM-1478-04
INFO MEMO 22 January 2004

FOR: SECRETARY OF DEFENSE
W Vi)
FROM: General Richard B, Myers, CJCS

SUBJECT: Kuwait

* Question. “Apparently everything is going to be going in and out of the same port in
Kuwait. Have you folks looked at using an alternative to spread it around a little bit?”
(TAB A)

¢ Answer. USCENTCOM and USTRANSCOM analyzed all feasible air and seaports as
debarkation and embarkation options. Kuwait City International Airport and the seaport
at Ash Shuaybah, Kuwait, best support movement requirements in Operation IRAQI
FREEDOM 2 (OIF 2). Kuwait Naval Base will be utilized to offload amphibious
shipping and ammunition. Umm Qasr, [raq, is currently being utilized for limited
container offload operations to relieve the strain on Ash Shuaybah.

¢ Analysis. For OIF 2, USCENTCOM reviewed the possibility of movement by air and
ground lines of communication through Saudi Arabia, Jordan and Turkey. The
requirement for timely approval from these countries and political considerations
precluded most options. In addition, the reception, staging and onward integration
(RSOI) required in theater at multiple sites would further complicate an orderly and
timely rotation of forces. These factors precluded USCENTCOM from choosing several
other primary ports.

e Additional actions to relieve air and seaport strain during OIF 2 include utilizing C-17
aircraft for intra-theater movement of personnel from Iraq to Turkey. Onward movenent
to destination will be accomplished by contracted commercial airlift from Incirlik Air
Base. Finally, units requiring minimal integration training prior to deployment into the.
theater (decreased RSOI) such as I Marine Expeditionary Force (Forward) and 82nd
Airborne Division will be transported directly into Iraq on inter-theater airlift,

COORDINATION: TAB B

Attachments;
As stated

COpyto:
DepSecDef

Prepared By: VADM Gordon Holder, USN; Director, .]"f.,l

11-L-0559/0SD/039339 0SD 01123-04



TAB A

3:25PM
TO: Gen. Dick Myers

CC: Paul Wolfowitz
FROM: Donald Rumsfeld ?\‘
DATE: January 5,2004
SUBJECT: Kuwait

Apparently everything is going to be going in and out of the same port in Kuwait.

Have you folks looked at using an alternative to spread it around a little bit?

Thanks.

DHR/azn
10504.12

11/

L t

Tab A
11-L-0559/0SD/039340



TAB B

COORDINATION PAGE
USCENTCOM MG Mortensen, USA 12 January 2004
USTRANSCOM Col Richtsmeier, USMC 12January 2004

Tab B
11-L-0559/0SD/039341
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January 13,2005

TO: Paul Wolfowitz

FROM: Donald Rumsfeld W\-—

SUBJECT: Information to McCain

Senator McCain told the Vice President he sent three letters to us complaining to
somebody in the Department that we are sending him too much material = things

he does not need. The VP said McCain said, “T don’t need testimony that I heard

when I was sitting in the Committee.”

One day we are not sending enough; now we’re sending too much. McCain said
he did not trust the Air Force, so the OSD General Counsel’s office started
handling it. Then McCain said he didn’t trust them, so we had the Inspector

General handle it, and 1t 1s that office that currently handles it.

Someone needs to speak to the IG’s office and see it they can separate information
McCain thinks he does not need or want. I'm reluctant to not send him anything,
because he could say we are not sending him everything. Itis a difficult problem.

Maybe we try to separate things we think he would want from things we think he

may not want, but continue to send him everything. .

Thanks.

DHR:ss
011 105-3

Please respond by JJ/ 21 / 0 (

TOUS
11-L-0559/0SD/039342
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January 13,2005

TO: OFFICE OF THE SECRETARY OF DEFENSE
* THE SPECIALASSISTANT
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TELEFmOME FOR HEARING luPanEs

October 22,2004 ' 17033 124-71133

{601} M2-170

L 28K

Y 1 A

The Honorable Joseph E. Schmitz
Inspector General

Deertmvart of Defense

400 Army Navy Drive

Arlington, VA 22202-47(4

Re:  Production of Tanker-Refated Documents Requested by Congress
Dear Mr. Schmitz:

1t was a pleasure raeeting with you an your colleagues on Friday, October8, 2004. AsI
indicated during our meeting, [ have been concemned about the Defense Department and the Air
Force’s failure to produce documents responsive to congressional requests related ¢o the tanker
matter, most recently the mail between Secretary Rache and OMB senior official Robin
Cleveland. Accordingly, ! welcome office’s involvement in helping assure theintegrity of
the Defense Department and the Air Force’s production of all responsive documents. With this
letter, I highlight same issues that we discussed during our meeting.

First, in my view, your office’sinvolvementin this effort does not relieve the Defense
Department or the Air Force of their obligation to produce all responsive document s fully and
completely. In other words, notwithstanding your office’s welcomed involvement in the Defense
Department and the Air Force’s production of docments, if it is discovered that any more
responsive coocuments arc improperly withheld, I expect that whatever recourse needs to be taken
will be directed at the Defense Department and/or the Air Force (and those officials within themn
responsible for not producing these dooumertts) . On Friday, October 1, 2004, my staffconveyed
my view in this regard to John Sullivan, the Deputy General Counsel to the Defense Department.

/\0 A0 R

Second, T understand that you are obtaining from the Defense Department and the Air
Force certifications as to the completeness of their production of docuinents as t© €ach request-

FIRNTED O RECYCLED malER

11-L-0559/0SD/039345 QWdo-o S
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category. When your office completes its production of all document s responsive to each of
these categories, please indicate whether you have received these certifications.

Third, my staftalso told Mr. Sullivan that no redactions were to be made to documents
for “responsiveness’or “rzlevance.” As my staff conveyed lo Mr. Sullivan, such redactions fall
outside the August 11,2004, agreement made among me, Chairman Warner, White House
Counsel, and the Defense Department. As such, [ expect that your office will not be making such
redactions before producing them,

Fourth, your office need not produce hearing transcripts, press releases, and other publicly
available material that might otherwise be responsive to the requests for documents.

Finally, during our meeting you expressed concern about the provision in the August 11,
2004, agreement that documents produced be redacted for the names of, or references to,
Members of Congress. Yau indicated that, in your view, the use of resources required to make
these redactions is particularly burdensome and, under the circumstances, questionable. 1
understand that the Defixse Department has provided your officewith about 57 compact discs
and two xerox boxes of pctentially responsive docurent s, totaling about 700,000 pages. In
addition, I understand that the Air Force produced voluminous document sin response to Senate
requestsrelated to the tanker replacement program. But, the number of documentsactually
produced ramains relatively modest. In that context, I agree that all reasonable measupes that c2n
alleviateundue burden on your end should be undertaken. Given your salient concerns and our
desire to expedite our review of the documents you produce, this clement of the August 1 "
agreement should probably be revisited. By copy of this letter to those below, I ask that OUr staft
work together to do this.

Thank you for your. continuing assistance in this matter.

Si ly, A
ipgere m c
hn McCain

cc:  The Honorable John Wamer, Chairman, Senate Armed Services Committee
The Honorable Donald Rumsfeld, Secretary, Department of Defense
The Honorahle Judge Alberta Gonzales, Counsel to the President
The HonorableBil! Frist, Senate Majority Leader

11-L-0559/0SD/039346 TOTAL P.03
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TO: Honorable William Cohen
FROM: Donald Rumsfeld

SUBJECT: Topics for Discussion

Bill—

January 26,2004

As you requested, here is what I belicve was your list of breakfast topics.

Thanks.

Attach.
Cohen-Rumsfeld Breakfast Topics.

DHR:dh
012604-1

11-L-0559/0SD/039347
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Cohen-Rumsfeld Breakfast topics

DOE issue

Iraq sanctions =

Iraq — Mobile CBN

Iran buildup

Syria CW/BW |

NMD

NATO -EU

NATO enlargement
Israel - tech transfer issues
Jordan

MEADS - Germany/Italy
China — Taiwan
Indonesia

N. Korea/S. Korea
Okinawa

Force Protection

11-L-0559/0SD/039348



TAC Air allocations
QDR

V-22 panel

Export Control

APL

ICC

Ukraine/Georgia

Mixed Gender Training
C-17/C-5A

Tricare

Housing allowances
Plan Colombia
Anthrax
Vieques -
CTBT - Shali Report
Start 3 numbers -
Bosnia/Kosovo

-

Army Transformation

11-L-0559/0SD/039349



Homeland defense
Budget plus-up over FYDP

India/Pakistan

Base closings

11-L-0559/0SD/039350



The Cohen Group Page 1 of 1

O Samples of About Us

Success

0 Services The Cohen Group cpened its docrs in January 2001 with te cbjective of helping

multinational clients explore opportunities overseas as well)Jas solve probiems
that may develop. A strategic alliance with Piper Rudnick, 4 national law firm
specializing in business, real estate and technology, emgowers The Cohen
Group with the unique ability to provide our ¢lients wi#f truly comprehensive tools
for understanding and shaping their business, pglitical, legal, regulatory, and
media environments.

Mastering the complex and often veiteéd dynamic where government, politics,
media, and business intersect rgduires a rare combination of knowledge, skills
and experience. Our Principats bring centuries of experience at the White House,
the State Department, the-Defense Department, and Congress. This experience
encompasses decisionfmaking and deal making with government and industry.
officials in the U.S. aid around the world. In addition, our Principals led and

—thelargestand.most complex enterprise in
the world. /

The Cohen Group's reach extends internatipnally where our Principals have
developed great expertise and relationskips with key palitical, economic. and

TOP -

The Cohen Group Copyright & 2004 The.(
1200 19th Street, NW.

Suite 400

Washington, DC 2136,

202-689-7300 voice

202-689-7910 fax

1-L-0559/05D/039351
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January 24, 2004

TO: Ambassador Nick Bums

CC: Paul Wolfowitz

FROM: Donald Rumsfclyp'k

SUBJECT: Belgian MoD u)

I am sure you arc wired into what is going on with the Belgian MoD. Itis A

outrageous. C_a
-

Any thoughts? 3

DHR:dh

012404-3

USt 01162-04
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January 13, 2004

TO: Dina Habib Powell, Assistant to the President for Presidential
Personnel and Deputy to the Chief of Staff

FROM: Donald Rumsfeld ?ﬂ‘/-—-—

SUBJECT: Powell Moore (background sheet attached)

As you know, Powell is Assistant Secretary of Defense for Legislative Affairs. He
would be a fine ambassador for one of the former Warsaw Pact or Soviet bloc

countries, particularly one that may be part of the NATO expansion.

As you will see in his background sheet, he served in the Department of State. He
has done a first-rate job here at the Pentagon, has an enormous following on

Capitol Hill and knows the issues.

Regards,

Attach.
Moore Background Sheet

DHR:dh
(H1304-15
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POWELL A. MOORE

Powell A. Moore is Chief of Staff for Senator Fred D. Thompson, Republican of Tennessee and Chairman of
the Senate Committee on Governmental Affairs. He has held this position since September 1, 1998,

Active in public policy affairs in Washington for more than 30 years, Moore is a former Assistant Secretary
of State for Intergovernmental and Legislative Affairs under President Reagan and has served on the White
House staff under Presidents Nixon, Ford, and Reagan.

Moore began his Washington career in 1966 as Press Secretary to Senator Richard B. Russell of Georgia and
served in this capacity until Senator Russell’s death in January of 1971. He then joined the Nixon
Administration, first serving as Deputy Director of Public Information for the Department of Justice and
later as a member of the White House Legislative Affairs staff.

He left the White House in 1975, and for the subsequent six years, engaged in government relations and
legislative affairs consulting, representing a variety of corporations and associations.

Moore returned to the White House in January 1981 on the day following Ronald Reagan’s inauguration as
the 40th President of the United States. As Deputy Assistant to the President for Legpislative Affairs during
1981, he managed the Senate component of the legislative affairs office at the White House.

In January of 1982, President Reagan nominated him to be Assistant Secretary of State for
Interpovernmental and L.egislative Affairs, and he was confirmed by the Senate on February 4, 1982, As
Assistant Secretary of State, Moore traveled with Congressional delegations to more than 35 countries and
participated in meetings between U.S. Congressional leaders and 19 heads of state.

During his service in two key legislative affairs positions of the Reagan Administration, he assisted President
Reagan in realizing a number of significant legislative achievements. He managed the Senate confirmation
strategy for several of President Reagan’s high level nominations, including the historic nomination of
Associate Justice Sandra Day O’Connor.

Moore worked on the presidential campaign staffs of Richard Nixon in 1972, Gerald Ford in 1976, and
Ronald Reagan in 1980. He also worked as a volunteer for the presidential campaigns of George Bush in
1988 and 1992 and Bob Dole in 1996.

After leaving government in late 1983 and before returning in 1998, Moore advised and represented business
interests as Vice President for Legislative Affairs of the Lockheed Corporation and as a consultant. In this
capacity, he compiled a substantial list of measurable public pelicy achievements on behalf of a wide variety
of clients.

Moore was born in Milledgeville, Georgia on January 5, 1938. He graduated from the University of Georgia
in Athens in 1959 after attending preparatory school at Georgia Military College in Milledgeville. The
University of Georgia’s Henry W. Grady School of Journalism selected him as its Qutstanding Alumnus for
1985, and he was similarly honored by Georgia Military College in 1986. After graduation, he was
commissioned as an officer in the United States Army where he served for three and one-half years with tours
in Baumholder, Germany, and Fort Benning, Georgia. After leaving the Army and before coming to
Washington, he worked as a weekly newspaper editor in Georgia.

11-L-0559/0SD/039354



OCT 0 6 2004

TO: David Chu

cce: Paul Wolfowitz
Gen Dick Myers
Gen Pete Pace

FROM: Donald Rumsfeld d“
SUBJECT: Fellowships

I spoke at the Council on Foreign Relations in New York yesterday, and found

four colonels. 1don’t know how many others are assigned up there.

I would like to see the full rack up of all the fellowships: who is assigned where
all over the world for non-military duties like that - how many to the State

Dcepartment, how many to Congress, ctc.

We need to get our arms around it. While some number of fellowships is
desirable, we should do a complete baseline examination of exactly where our

troops are serving. Let’s ensure we are getting maximum benefit for the buck.

Please get back to me with a complete lay-down and your recommendations for

changes -- soon.

Thanks.

DHR.:dh

100504-15

Please respond by | D! 4 ’ oY
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November 4,2004

TO: David Chu
CC. Paul Wolfowitz

FROM: Donald Rumsfe]d_w.1

SUBJECT: Innovative Health Care Options for the Force

You mentioned that you were working on some new. 1deas for health care

packages for our forces, including some kind of medical savings account concept.

I’m very interested in seeing your ideas so we can consider moving forward on a

pilot project or even some wholesale changes.

Thanks.

DHR:ss
110404-17.

Please respond by 12, | oy
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December 16,2004

TO: Ray DuBois

FROM: Donald Rumsfeld/)x\
SUBJECT: Fringe Benefit Computation

I looked at this letter. Ijust can’t believe that that is the correct number for the

fringe benefit computation for me. It looks way todow,

You ought to check into how they do the computing Jancl whether or not Syd
Sullivan is calculating it properly, and including everything that’s personal, which

he must.

Thanks.

Attach,
12/9/04 Letter to SecDef fr H. Becker

DHRss
121604-16

Please respond by

0SD 01178-05
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DEPARTMENT OF DEFENSE

WASHINGTON HEADQUARTERS SERVICES.
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

Hangrable Donald R. Rumsfeld 08 DEC 2004

Dear Mr. Secretary:

Pursuant to amendments made to the tax code in 1984, the Department is required
to place a value on the personal use of the official vehicles and drivers and provide this
value to employees for use in preparing their tax returns. Under IRS regulations,
commuting is considered personal use and the term "employer” includes the Federal
Government. You fall under the scope of the regulations because of the portal-to-portal
service given you by this Department.

We have calculated this amount, based on our best information regarding your use
of the Government furnished vehicle. The period covered this year is from November 1,
2003 to October 31, 2004. This amount will appear on a separate W-2 form, which you
will be receiving in the near future. Attached 1s a work sheet explaining this amount. You
may wish to share this information with your tax accountant or attorney.

Please have your staff contact me if you have any questions.

Sincerely,
Howrard I+ Ranl-ar
Director
Attachment;
als

1 1-L-0559ﬁ3/039358



ATTACHMENT

PORTAL TO PORTAL 2004 FRINGE BENEFIT COMPUTATION
FOR
SECRETARY OF DEFENSE RUMSFELD

The Commuting Valuation Rule (Business-Orientated Security Concerns) bases the taxable
benefit on $1.50 value for each one-way commute of an employer-furnished vehicle. This rule
applies only to the Secretary and Deputy Secretary of Defense. The figure for the number of one-
way commutes is based on information provided by your office.

613 trips x $1.50 = $919.50

11-L-0559/0SD/039359



OFFICE OF THE SECRETARY OF DEFENSE
1950 DEFENSE PENTAGON
WASHINGTON, DC 20301-1950

JUL 17 2003

ADMINISTRATION AND
MANAGEMENT.

MEMORANDUM FOR ADMINISTRATIVE ASSISTANT TO THE
SECRETARY OF THE ARMY
ASSISTANT FOR ADMINISTRATION
UNDER SECRETARY OF THENAVY
ADMINISTRATWE ASSISTANT TO THE
SECRETARY OF THE AIR FORCE

Subject: Accounting for Home-to-Work Transportation Fringe Benefits

The purpose of this memorandum is to clanfy the Department’s duty to. account
for the home-to-work transportation that is provided to certain senior officials of the
Department.

You arc reminded that Government vehicles may be used only for official
purposes. Statute provides that certain specifically delineated senior officials may be B
provided home-to-work transportation (31 U.S.C.§ 1344); such use is considered official
use. However, home-to-work transportation is considered a “fringe benefit” and is thus
taxable to the official. Treasury regulations §§ 1.61-21 and 1.132-5 describe the method
used to determine the value ofthe fringe benefit, and that value is reflected in a W-2
prepared by the Defense Finance and Accounting Service for the official. All other use
of Government vehicles is considered official use, for the benefit of the Govermment, and
is not a taxable benefit to the official.

For purposes of determining which trips are considered “home-to-work”
transportation, you should consider each trip that originates at the official’s residence,
and each trip that terminates at the official’ sresidence, as “home-to-work™ transportation,
regardless of the number of intermediate stops. The only exception to this rule is that
trips that originate or terminate at the official’sresidence as part of a TDY/TAD trip are
provided to Government travelers as a non-taxable reimbursable expense.

If you have questions concerning this matter, please do not hesitate to contact
John §. Albanese in the WHS Office of General Counse]

albanesj@dodgc.osd.mil).
/?BD%’J/—; 1.0%.02

Raymond F. DuBois
Director

11-L-0559/0SD/039360



ADMINISTRATION AND

MANAGEMENT.

OFFICE OF THE SECRETARY OF DEFENSE.
1950 DEFENSE PENTAGON o L
WASHINGTON, DC 20301-1950 SR

L Lol s =

INFO MEMO

14 JAN 2005

FOR: SECRETARY OF DEFENSE

FROM: Raymond F.- s, Dirégtor, Adg::i’striﬁon & Management
/ A )/ XY / o5

/ 471[
SUBJECT: Fringe Benefit Computation

In the attached snowflake, you asked that I verify again this year that you are
paying as much as you are supposed to pay for your DoD-provided home-to-work
transportation fringe benefit.

We continue to take a very conservative approach in this area, and consider all
trips originating or terminating at any of your residences as taxable events. 1
issued guidance 1n 2003 that clearly directs this approach (also attached). This
assures that you pay all that you should be paying, and nothing less.

The taxable portion of your home-to-work transportation is predicated upon the
fact that you receive security protection. In such cases, the taxable benefit
imputed for home-to-work transportation, as established by Treasury Regulation
sections 1.61-21 and 1.132-5, is $1.50 for each trip.

Your personal driver and the head of your security detail have provided data in
response to our request for an accounting of your use of this fringe benefit. T am
confident that they have provided data in accordance with applicable guidance,
and that the accountng for taxable year 2004 1s correct.

COORDINATION; None

Attachment:
As stated

Prepared by: Howard Becker1
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December 16,2004

TO: Ray DuBois

FROM: Donald Rumsfeld’)’_‘

SUBJECT: Friuge Benefit Computation

I looked at this letter. Tjust can’t believe that that is the correct number for the

fringe benefit computation for me. It looks way todow.

You ought to check into how they do the computing ,ancl whether or not Syd
Sullivan is calculating it properly, and including everything that’s personal, which

he must.

Thanks.

Attach.
12/9/04 1.etter to SecDef rom H, Becker

DHRss
121604-165
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Please respond by
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DEPARTMENT OF DEFENSE

WASHINGTON HEADQUARTERS SERVICES
1155 DEFENSE PENTAGON
WASHINGTON, DC 20301-1155

Umgrable Donald R Rumsfeld 09 DEC 204

Dear Mr. Secretary:

Pursuant to amendments made to the tax code in 1984, the Department is required
to place a value on the personal use of the official vehicles and drivers and provide this
value to employees for use in preparing their tax returns. Under IRS regulations,
commuting 1s considered personal use and the term "employer” includes the Federal

Government. You fall under the scope of the regulations because of the portal-to-portal

service given you by this Department.

We have calculated this amount, based on our best information regarding your use

of the Government furnished vehicle. The period covered this year is from November 1,

2003 to October 31, 2004. This amount will appear on a separate W-2 form, which you
will be receiving in the near future. Attached is a work sheet explaining this amount. You
may wish to share this informatiou with your tax accountant or attorney.

Please have your staff contact me if you have any questions.

Sincerely,

uﬂ\'l!'J PA n nnnlrnr

Director

Attachment:
a/s
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ATTACHMENT

PORTAL TO PORTAL 2004 FRINGE BENEFIT COMPUTATION
FOR
SECRETARY OF DEFENSE RUMSFELD

The Commuting Valuation Rule (Business-Orientated Security Concerns) bases the taxable
benefit on $1.50 value for each one-way commute of an employer-furnished vehicle. This rule
applies only to the Secretary and Deputy Secretary of Defense. The figure for the number of one-
way commutes Is based on information provided by your office.

613 trips x $1.50 = $919.50

11-L-0559/0SD/039364



OFFICE OF THE SECRETARY OF DEFENSE
1950 DEFENSE PENTAGON
WASHINGTON, DC 20301-1950

JUL 17 2003

ADMINISTRATION AND
MANAGEMENT

MEMORANDUM FOR ADMINISTRATIVE ASSISTANT TO THE
SECRETARYOF THE ARMY
ASSISTANT FOR ADMINISTRATION
UNDER SECRETARY OF THE NAVY
ADMINISTRATIVE ASSISTANT TO THE
SECRETARY OF THE AIR FORCE

Subject: Accounting for Home-to-Work Transportation Fringe Benefits

The purpose of this memorandum is to clarify the Department’s duty to account
for the home-to-work transportation that is provided to certain senior officials of the
Department.

You are reminded that Government vehicles may be used only for official
purposes. Statute provides that certain specifically delineated semor officials may be
provided home-to-work transportation (3 1 U.S.C. § 1344); such use is considered official
use. However, home-to-work transportation is considered a “fringe benefit” and 1s thus
taxable to the official. Treasury regulations §§ 1.61-21and 1,132-5 describe the method
used to determine the value of the fringe benefit, and that value is reflected in a W-2
prepared by the Defense Finance and Accounting Service for the official. All other use
of Government vehicles is considered official use, for the benefit of the Government, and
is not a taxable benefit to the official.

For purposes of determining which trips are considered “home-to-work”
transportation, you should consider each trip that originates at the official’s residence,
and each trip that terminates at the official’s residence, as “home-to-work” transportation,
regardless of the number of intermediate stops. The only exception to this rule is that
trips that originate or terminate at the official’ sresidence as part of a TDY/TAD trip are.
provided to Government travelers as a non-taxable reimbursable expense.

If you have questions concerning this matter, please do not hesitate to contact
John §. Albanese in the WHS Office of General Counse:

albanesj@dodgc.osd. mil).
T(@’Dﬁé//iﬁ'n,—, 3.01%,0%

Raymond F. DuBois
Director

11-L-0559/0SD/039365
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10:40 AM
TO: Col. Iohn Baxter
CCr Paul Woallowitz
FROM:  Donald Rumsfeld § }~
DATE: January 9, 2004
SUBJECT:

Can vou check and see if Walter Reed Hospital has a higher than normal incident

of staph infecion?  I've heard of two mcidents recently which make me wonder,
Thanks.

PRz
I IR

\ \
Please respond by! o

11-L-0559/0SD/039366
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THE ASSISTANT SECRETARY OF DEFENSE 200 L RTINS
ek , X l._)
WASHINGTON, D, C. 20301-1200

INFO MEMO

HEALTH AFFAIRS JAN 2 2 2004
FOR: SECRETARY OF DEFENSE

FROM: Willil:fnh Winkenwerder, Jf&&\D, ASD (Health Affairs)

SUBJECT: Incidence of Staph Infections at Walter Reed Army Medical Center (WRAMC)

e This memo 1s provided 1n response to your snowflake of January 9,2004 (TAB A),
subject as above. An Executive Summary from the Commander, Walter Reed
Healthcare System, is attached (TAB B).

¢  Walter Reed Army Medical Center constantly monitors infection rates and prevalence of
certain antibiotic resistant species. Surveillance indicates WRAMC maintains a lower
than normal incidence rate for staph infections in comparison to national standards.

o WRAMC incidence of nosocomial (hospital-acquired) infections consistently fall
below numbers reported by the National Nosocomial Infections Surveillance system.

o WRAMC also falls well below the mean and median of nationally reported hospitals
for incidence of antibiotic resistant species, particularly methicillin-resistant
staphylococcus aurcus. The most recent data available shows methicillin-resistant
staphylococcus aurcus comprised 31% of all WRAMC staph isolates compared to
National Nosocomial Infections Surveillance reported ranges of 21-67% (median of
45%; mean of 5 1%) for intensive care units and 24-58% for non-intensive care units
(median of 43%; mean 41%).

o A 2002 study found the vast majority of WRAMC patients came into the hospital
already colonized with methicillin-resistantstaphylococcus aureus, and very few.
patients (only 4.5% 1n our study) actually acquired the organism at WRAMC,

» Methicillin-resistantstaphylococcus aureus is a growing problem nationally with the
overall prevalence increasing the same way penicillin resistant staph aureus increased in
the 1950’sand 1960’s. All military hospitals continually monitor and make every effort

to. prevent transmission of mul-:i-drug resistant organisms to susceptible patients.

COORDINATION: USD (P&R) 26 (L GBee. WL g OF

Attachments:
As stated

Prepared by: LTC Strawder, OASD (HA ),

0SD 01183-04
11-L-0559/0SD/039367
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10:40 AM
TO: Col. John Baxier
CC: Paul Wolfowitz
FROM: Donald Rumsfclﬂ }\
DATE: January 9, 2004
SUBIJECT:

Can vou check and see if Walter Reed Hospital has a higher than normal incident
of staph wfecton? [Mve beard of two incidents recently which make me wonder.
Thanks.

MR e
HO34.23

Please respond by: ‘\} 5o

11-L-0559/05D/039369
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EXECUTIVE SUMMARY

15 January 2004

(U) Inci ' ions ; i¢ (U)
(MCHL-DC) SECDEF recently heard of two cases of staph infections at WRAMC and

questioned if WRAMC has a higher than normal incidence of staph infection. The Infection
Control Service at WRAMC monitors infections, nosocomial infection rates, and certain
antibiotic resistant species. Ventilator associated pneumonias, Blood stream infections and
urinary tract infections are nosocomial infections that are monitored and reported quarterly.
These data are alsoreported by a large number of outside institutions to. the CDC and
compared through the National Nosocomial Infections Surveillance (NNIS) system.
WRAMC incidence of these nosocomial infections consistently fall below the NNIS
Standards. The incidence of antibiotic resistant species, particularly methicillin-resistant
staphylococcus aureus (MRSA) is also closely monitored. At WRAMC MRSA 15
monitored by comparing the percentage of MRSA 1solates to all other staph aureus isolates.
In 2002 (the most recent data available) MRSA comprised 31% of all WRAMC staph
1solates in the microbiology laboratory. The 2002 corresponding NNIS data reported ranges
of 21-67% with a median of 45% (mean of 5 1%) for intensive care units and 24-58% for
non-intensive care unit locations with a median of 43% (mean of 41%}. WRAMC falls well
below the mean and median of the nationally reported hospitals. In 2002 a prospective
surveillance project was conducted to examine WRAMC's effectiveness of controlling the
spread of resistant organisms and in particular MRSA. The vast majority of WRAMC
patients actually came 1nto the hospital already colonized with MRSA. These patients
comprise more than 50% of the infections that occur in hospitalized patients, and very few
patients (only 4.5% in our study) actually "acquire” the organism at WRAMC. There 1s no
evidence that WRAMC has a higher rate of infections compared to the remainder of the
country overall. MRSA 1s a growing problem nationally with the overall national
prevalence increasing exactly the way penicillin resistant staph aureus increased 1n the
1950's and 1960's. We will continually monitor for nosocomial infections and make every
effort to prevent transmission of multi-drug resistant organisms to our susceptible patients.

Thomas M. Fitzpatrick, COL, MC, DCCS, WRAMC
E-mail: thamas. fitzpatrick@na.amedd.army.mil

APPROVED BY: Jonathan H. Jaffin, COL, MC, Commander WRHCS

UNCLASSIFIED

11-L-0559/0SD/039371



January 27,2004

Vst

T}(-
TO: David Chu o’ ¥

W Wj 087

cc: Gen. Dick Myers L0
Paul Wolfowilz

FROM: Donald Rumslield 9\

SUBJECT: Statistics

I need the data soon —tomorrow —as to;

42

1. The percentage of Reserves that have never been called up or not been

called up in five or ten years.

2. The percentage of Reserves and Guard used in each of the Services for Iraq

so far.
3. The number of people under stop-loss and stop-move.

I would like the data to be arranged in a way that is persuasive.

Please get me the first draft no later than Wednesday, January 28, so we can get it

reworked the rest ol the week belore the testimony.

Thanks.

DHR:dh
012704-9

Please respond by ! / LY / oY
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UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000

IR
NI

INFO MEMO T BN

[

PERSQNNEL AND
AEADINESS

January 28, 2004, 1400

FOR: SECRETARY OF DEFENSE

FROM: David S. C. Chu, USD(P&R) | |
: ’_'_:_/ -':In-,-("’ C ¢ rer g -3 ko« ‘/ﬂ/
SUBJECT: Statistics -- SNOWEFLAKE

o You requested specific information regarding percentages and numbers of Reserve
component members called-up, and not called-up, for mobilizations over time, and the
number of Total Force members impacted by Stop Loss..

¢ Attached is an Information Paper that [ believe answers your questions and provides
an accurate picture of Reserve component mobilizations, using current DoD personnel
data.

¢ The information provided:

* is consistent with the approach that has been used and explained over the past
year.

e shows that about 38% of the Selected Reserve force has been involuntarily
called-up for the current operation — or that about 62% has not been called-up.

e shows that only a small percentage of the Selected Reserve has been called-up
more than once since. 1996,

o describes the use of the Selected Reserve as the base population lor
calculations vice the Ready Reserve (which also includes the Individual Ready
Reserve).

e depicts the number of Active and Reserve members impacted by Stop Loss and
Stop Move.

e This information also supports the rebalancing actions initiated by the Department..

Attachment: As stated

Prepared By: Mr. Dan Kohner, OASD/RA(M&P),
I

o 0SD 01258-04
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Statistics

1. Reserve Members Involuntarily Called-up:

e

Desert Haiti Bosnia Sounthwest Kosovo
Shield/Storm | (Ser%4- | (Dec 95 Asia (SWA) | (Apr99- | ONE/OEF/OIF
(Aug 90-Aug 91) | M3Y90) | Present) | (Feb 98-Presenty | Present) (Sep 01-Present).
# RC Invol
Called-Up* 239 187 0,250 32,404 6,108 11,426 338,221

Since 09/11/01 we have involuntarily mobilized about 338,221 members of the
Selected Reserve, or about 38% of RC members filling structured billets
(877,060). This means that about 62% of Selected Reserve members have not
been called-up.
(Note: The baseline does not include the approximately 283,000 members
in the RC. manpower pool - the Individual Ready Reserve/Inactive National
Guard.)

Of the 338,221 RC members who have served/are serving in the current
operations, 11,802 have served in previous operations (Bosnia, Kosovo, or
SWA) going back to Dec 1995. (This equates to about 1.3 % ol the SelRes
force of today)

Additionally, of the 338,221 members who have served/are serving in the
current operations, 15,982 have been called up more than once for this
contingency. (This equates to about 1.8% of the SelRes force ol today).

So, overall, less than 4% of the SelRes force of today has been involuntarily
called-up more than once since 1996,

A review ol the overall numbers called-up, and those who have been called up
more than once, shows that the stress (or usage) 1s focused i1n certain areas.
This has lead to the force rebalancing efforts that have been initiated in DoD.

¥) of Selected Reserve

ARNG | USAR | USNR USMCR ANG USAFR USCGR | TOTAL

135,737.{ 93,943 20506, 24725 31713 24,013 7,522 338,221

39.1%. 44.4%. 235% | 60.3% 205% | 324% 98.3% 38.6%

3. Members Impacted by Stop Loss: The current Army Stop Loss policy applies to

approximately 20,342 Active Component, and 25,538 Reserve Component
soldiers involnntarily extended beyond eligible separation or retirement dates.

11-L-0559/0SD/039374



Active Component Stop Loss affects soldiers/units deployed, or preparing to
deploy, in support of Operations IRAQI FREEDOM/ENDURING
FREEDOM, and continues through redeployment to permanent duty stations
plus 90-days.

Reserve Component Stop Loss affects Ready Reserve soldiers assigned to an
alerted or mobilized unit, and continues up to 90-days alter demobilization.

For the Active Component the Army has elected to Stop Move, in support of
OIF1/OEF4, 27,397 Soldiers and, in support of OIF2/0OEF5, 5,628 Soldiers.

Currently, only the Army is utilizing Stop Loss or Stop Move policy:

Stop Loss and Stop Move policies are a necessary tool during periods of
conflict or national emergency. The decision to execute such policy 1s driven
by the need to maintain unit readiness, and the intent to keep units intact down
to the squad and crew level thereby ensuring the best trained and cohesive
fighting force on the battlefield. The unit rotation schedule and pace of
execution does not allow for incorporating newly assigned personnel into
trained units before redeployment. Impact on retention is a consideration the
Services heavily weigh when deciding to execute Stop Loss or Stop Move
actions. While the impact is being closely monitored, historical review and
current leading indicators would suggest retention trends, currently half of all
first term enlistments stay in, deviates little after a Stop Loss or Stop Move,
period.
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735 PM
TO: David Chu

CCo Paul Wolfowitz

FROM: Donald Rumsfeld4‘\|

DATE: February 18,2004

SUBJECT: Fowler Panel Recommendations

Attached is a response from the Air Force on the Fowler recommendations. Please
pull together the responses from all the services and give me your

recommendations.

Thanks,

Sy

DHR/azn
021804 24

Attach: Air Force Response to Fowler Panel Recommendations1/22/04
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SECRETARY OF THE AIR FORCE 7m1 v N
WASHINGTON '

SN 22 om

MEMORANDUM FOR SECRETARY OF DEFENSE
SUBJECT:;  Air Force Response to the Fowler Panel Recommendations

The purpose of this memo 1s to provide an update of the Air Force actions
regarding recommendations in the “Report of The Panel to Review Sexual Misconduct
Allegations at the US Air Force Academy.”

We are in the process of implementing each of the 21 recommendations (many. of
which were also recommended by the Air Force Working Group’s Report), with the
exception of #18, #15, and #14. Recommendation #18 concerns the issue of cadet
infractions committed in association with a sexual assault. We discovered in our review,
that one of the major reasons cadets did not report sexual assaults was for fear of getting
themselves and their peers in trouble based on cadet infractions that occurred along with
the sexual incident (e.g., underage drinking, fraternizing, being off base without
authority). In order to increase reporting of this already underreported crime, we decided
to provide amnesty from cadet discipline to both cadet victims and witnesses in these
circumstances. This allows them to come forward with the promise of absolution from
cadet discipline for their infractions. (We allowed for three exceptions: the alleged
perpetrator, the senior ranking cadet in attendance, and any witness who covers up the
incident or hinders the reporting or investigation of the incident.) Ispoke with Mrs.
Fowler regarding this plan and she concurred, Since the Agenda for Change, this
amnesty policy has not extended to actions under the Honor Code or the UCMJ. With
the Academy’s migration from cadet discipline to conventional Air Force administrative
and UCMJ corrective actions, the amnesty concept will be applied to these corrective
actions for the same types of misconduct, Amnesty will continue to be inapplicable to
Honor Code violations. Tt 1s our plan to implement this policy for one year fron its
inception and then review it on an annual basis.

As to Recommendation #15, | conferred with Mrs. Fowler and she agreed that the
management of our cadeECASIE)ﬂT‘GgTam is a function of command and should,
therefore, be managed by someone in the chain of command. This is a change from her
Recommendation #15 that states the psychotherapist should manage this program.

With regard to Recommendation #14, the issue of opening another avenue of
confidential reporting for cadets, we are currently in the final stages of formulating an
appropriate policy that differs somewhat from Mrs. Fowler’s recommendation but
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responds to the spirit of it. We are developing a new policy to be applicableto the entire
Academy (including cadets and non-cadets). The preferred and encouragedroute for
reporting sexual assault 1s to command authorities. When reporting through command
channels, the victim’s privacy will be protected and details of the incident, including
names of the victim and alleged perpetrator, will be provided to appropriate authorities.
However, victims will now have an option to report sexual assault to a designated
counselor in the Cadet Counseling Center in lieu of reporting to command. (The option
of discussing a sexual assault with a chaplain or an off base counseling serviceremains.)
Counselors will have limited confidentiality, will not be in the Academy chain of
command. and will not divulge names to command authorities absent extreme.
circumstances(e.g., when the safety of the victim or other Academy personnel is at risk);
they will report the relevant facts, without identifiers, to appropriate authorities while
continuing to provide victims the counseling they need and encouraging them to provide
information to command authorities when ready. The command chain retains the
potential of overriding the limited confidentiality in extreme circumstances and AFOSI1
retains the option of appealing a decision not to override to the Secretary. Also, no
organization of cadets or victim peers will be an official assault reporting channel,
counselor or investigator; instead, selected cadets will be trained to guide victims to
established sources of professional care. 1 am confident this new policy will balance the
needs of commanders to maintain good order and discipline with the needs of victims
who have suffered a traumatic experience. When finalized, we will forward our plan to
Dr. Chu and his staff.

es G. Roche
ecretary of the Air Force

Attachment:
Fowler Recommendations

cCl

AF/CC
USD (P&R)
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VII. RECOMMENDATIONS

After parforming the study required by HK. 1539 and reviewing the policy changes
bemng mplemented by the Agenda Jor Change, the Panel has made vanous recommendations
throughout this report. These rccommendations, organized according to the major area of this

report to which they apply, are summarized below.

Awareness and Accountability — Section I1[

1. The Panel recommends that the Dol) 1€ conduet a thurough review of the
accountability of Academy and Air Farce Headquarlers leadership for the sexual assaull
problems at the Academy rer the last decade, This review should include an assessment of dic
actions taken by leaders at Awr Force Headquarters. as well as those atthe Academy, mcluding
Ceneral Gilbert, General Wagie and Colonel Slavee. The review should also consider tlic
adequary of pursonnel actions wken, thee accuracy of individual performance evaluations, the
valdity of decorations awarded and. the appropriateness of fallow-on assignments. The Pane!
further reqoxmmends (hat the Dald IG prm’ide the results of the review o the House and Senate

Armed Senvices Committees and to the Secretary of Defense, (Page 42
Command Supervision and Oversight at the Academy - Section IV

2. The Pamed recommends that the Secretary of the Air Foree adopt the management
plan announced on August 14, 2003, tncluding the creation of an Fxecutive Steering Ciroup, as
the permanent organizational structure by which the senior Air Foree leadership will exercise
etfective aversight of the Academy's deterrence of and response b ircidents of sexuad assault

and sexual harassment. (Page 45)

3 The Panel recommends that the Air Torce extend the tour length of thoe
Superintendent to four vears and dic tour length of the Commandant of Cadots to three years

in order to provide for greater continuity and stability in Academy leadership. (Page 461

4. The Panel recommends that the Air Foree prepare a legislative propasal to revise 10
U.5.C. § ¥335a) kr expand the avatlable pool of putenbal candidates for the position of Dean of

Faculty beyond the current fimitation te permanent prafessars, (Page 46;

Page 0l
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PANEL TO REVIEW SEXUAL MISCONDUCT ALLEGATIONS AT THIZ L5 AR FORCE ACADEAMY

> The Panud recommends that the Academy Board uf Visitons:

Qperate more like a corporate board of directors with regularly. urganized
commitlees charged with distinctive responsibilitics (e,2.. academic affairs, student
life, athlctics, ¢t} The Board should mueet nat less than four times per year, with
at least twn of those meetings at the Academy. o the oxtent practical, meehngs
should include at least one full day of meanmgful participation. and should he
scheduled so as to provide the fullest participation by Congressional members.
Broard members must have unfettered aceess to Academy grounds and cadets, to
include attending classes and meeting with cadets infarmally and privately; and
Receive candid and complete disclosure by the Secretary of the Air Force and the
Academy Supenmtendent of all institutional prablems, mcluding but nut limited
to, all gender related matters, cadet surveys and. information related (o cullure
and chmate and nadents of sexual harassment and sexual assaults. (Page 49)

6. The Panel recommends that the Air Foree prepare a legislative propesal to revise 10

U.S.C. § 9355. The suggested revisions shaould include both the foregoing and following

reCoimImen dﬂti(TI'lS,'

Page )0C

Changing the campositinn of the Board tre include fewer Congressional (and,
thelefore, more Presidential-appointed) members, inore woamen and minority
mdividuals and atleast two Academy graduates;

Reguinng that any individual who accopts an oppointment as a Board member
does, thereby, pledge full commitment tu attend. cach meeting of the Board, and
to carry.out all of the dubies and responsibilities o a Board member, to the fullest
extent practical ;

Terminating any Board member's appointment who fails to attend or fully.

participate. In hwa successive Board meetings, unless granted prior excusal for
pood cause by the Board Chairman;

Providing clear aversight authority of the Board over the Academy, and direet
that, 17 additinn to the reports of its annual meehngs reguired tnbe furmished to
the President, it shall submit those reports and such vther reports it prepares, o
the Chairmen of the Senate and House Armed Services Committeos, the
Searetary of Defense and the Seerctary of the Air Faree, in arder o identify all
matters of the Board's crmeerns with or about the Air Force Academy and tin
recommend apprc-pn'ate action thewenn; and

Eliminating the current requirement for Secretarial approval for the Board to visit
the Academy furcther than annual wisits, (Pages 49-50)
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RICOMMENDATIONS

Organizational Culture & Character Development ~ Section V

7. The Panel recommends that the Air Force conduct the same review of Non-
Cummissioned Officer assignment policios and tour Tengths at the Academy asitis conducting

for officer assignments. policics. (Page 56)

K. The Panel recoininends that the Academy draw upon climate survey resources at the
Air Force Personnel Center Survey Branch for assistance in creating and admimstenng the
social climate surveys. Further. the Panel recommends that the Academy keep centralized
records of all surveys, responses and reports and keep typed records of all wotten comments
{(not abbreviated or. paraphrased) = to be privided as an appendix to any report. All such
reports must be provided to Acadeny leadership. (Pape 38}

9. The Panel recommends that the Academy place a venewed emphasis on education

and encouragement of responsible consumpticn of aleoholfor all cadets. {Page 61)

10. To ensure. the safety of every cadet, the Pane! recommmends that the Academy
implement a policy permitting unrestricted (e, na explanation required at any time) private
access to telephones for tlic use by any cadet, including Fourth-Class cadets, in an emergency-

(Page A2)

11. The Panel vecommends that the Conter for Character Development education
instruction be mandatory for all cadets. The Panel furthur recommends the cadet curnculum
require completion. of at least o course per year that emphasizes character values, for which

cadets shall Recgive a grade and academiccredit. (Page 68)

12. While the Pancl appreciates that the demands on the time of new cadets arv
significant, we recommuend reassessing the training calendar to place prevention and awareness

trainingat a time ofday i which cadets will be most receptive ta the traming session, (Page 73)

13, The Panel recammends that the Academy Incus on providing better training to the
tramers of prevention and awareness classes imcluding enlisting the aid of faculty members
whu are well-skilled - group presentation technigues that are effective and energize the
cadets, developing small group training sesstons which will be more cffective than large
audience presentations, developing trainimg sessions that educate the students on the repurting,
process and Aw lurce Office of Speaial Investigations wvestigatory practices and procedures,

and establishing a review process for traming session matenals that meludes the use of the

Page I3
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PANTL TO REVIEW SEXUAL MISCONDUCT ALLEGATIONS AT THE 5, AR FORCLE ACADERY

Academy Response Teamn and cadet cadie orsome other multi-disaphnary p u p of experts.

{Page 74)
Intervention and Response to Sexual Assauit - Section V]

14. The Panel recommands that the Air Foree estabhish a policy that achieves a better
balance of interests and properly employs psyehotherapist-patient counseling, and its.
associated prvilege, for the benefit of cadet victuns, The Panel recommends that the Academy’s
policy fur sexual assault reporting clearly recognize the apphrability of the psychotherapist-
paticnt privilege and that the Academy staff the Cadet Counseling Centor with at Jeast one
Viehm Advacate provider wha meets the legal definition of “psychatherapist.” Further, tlic
Panel recommends that the individual assigned o serve as the initial point of reporting
whether by "hothne” or in persin, be a qualihed psychotherapist who has completed a
recopiized rape crisis certification program. Optimally, the Victim Advaocate psychotherapist
should be i charge of the sesual assault program wathin the Cadet Counseling Center and will
provide direction and supervision  thase assistants supporting the assigned psychatherapists,

{Page B0

L3 The Panel recommends that the Academy esiablish a program that combines th
existing CASIE program with a Vietim Advocate psychotherapist managing the program, and,
which otfers cadets a choive W yeporting either to the psychotherapist or -t a cadet peor, It
reports e CASIE representatives continue to be considered nun-confidential, then the Panel
recommends that cadets be clearly adwised of this fact and lurther adwsed that a confidential
reparting ophon is available through the Victim Advocate psyehotherapist, As an alternative, it
15 possible for CASIE cadet representatives ta come within the protective umbrella d the
psychatherapist-patient privilege if they meet the definition of being an Massistant to 3
psychotherapist.” (Pages BA-87)

16, The Panel tecommends that ence the psychotherapist reporting aption is fully
implemented, the Air Farce Academy conduct a thorough review of the CASIE prigram with a
view toward either reducing the size of the program or eliminating it entirely. As an interim
mueasure, the Panel recommends that the Academy consider modeling the CASIE program after
the Rospect Program at West Point, and expand the program o include assisting cadets sith

issues such as homesickness, respect for fellos cadets and academic difficulties. {IPa e 87)

17. The Panel recommmends that the Academy create a web site devated o educating
- [m]

cadets abiut sexual assault, (Page 87)

Page 114
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RECOMMENDATIONS

18, The Panel recommends that the Air Force review the West Point and Nawval
Academy policies to encourage reporting of sexual assault and adopt its own clear policy to

encourage reporting, (Pap ©1)

19. The Panel recommends that the Academy ensure that the Academy ResponseTeam
is always proactively invalved in cases in which the victim and polential witnesses are also
alleged to have cormmitted misconduct. The Panel also recommends that the Academy
Respense Team continue to remain invilved in a case, in theevent that a particular allegation is
suspected to be false. {Pages94)

20 The Panel recommends that the Air Tarce Office of Special Investigations Academy
detachmait participate fully in the recently established Academy Response Team and use it for
informing and educating Acaderny leadelship, victim advocates and CASII? representatives of
their responsibilities and limitations. AFOSI's educational effarts should include programs that
provide a basic understanding of how and why. it takes certain inveshgative actions, and tho

benefits of timely reporting and jnvestigation of all sexual assault incidents. {Page ¥9;

21. The Panel recommends that the Academy take mweasures to ensure that
transportation to the hospital, and any other necessary logistical support, is always available 1o
a cadet whiy chanses o receiye a rape kit examination. In particular, transportation must be
pravided by an appmopriate individual, such as the psvchotherapist or Academy Response Team,
member, who will be discreet and ran address the vietim®s emuotonal needs during the long car

trip to the hospital. {Page 100)

Page 105
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SECRETARY OF THE AIR FORCE 20 rvin  -. . .
WASHINGTON oo e

MEMORANDUM FOR SECRETARY OF DEFENSE
SUBJECT:  Air Force Response to the Fowler Panel Recommendations

The purpose of this memo is to provide an update of the Air Force actions
regarding recommendations in the “Report of The Panel to Review Sexual Misconduct
Allegations at the US Air Force Academy.”

We are in the process of implementing each of the 21 recommendations (many of
which were also recommended by the Air Force Working Group’s Report), with the
exceptionof #18, #15, and#14. Recommendation #18 concerns the issue of cadet
infractions committed in association with a sexual assault. We discovered in our review,
that one of the major reasons cadets did not report sexual assaults was for fear of getting
themselves and their peers in trouble based on cadet infractions that occurred along with
the sexual incident(e.g., underage drinking, fraternizing, being off base without
authority). In order to increase reporting of this already underreported crime, we decided
to provide amnesty from cadet discipline to both cadet victims and witnesses in these
circumstances, This allows them to come forward with the promise of absolution from
cadet discipline for their infractions, (We allowed for three exceptions: the alleged
perpetrator, the senior ranking cadet in attendance, and any witness who covers up the
incident or hinders the reporting or investigation of the incident.) T spoke with Mrs.
Fowler regarding this plan and she concurred. Since the Agenda for Change, this
amnesty policy has not extended to actions under the Honor Code or the UCMI. With
the Academy’s migration from cadet discipling to conventional Air Force administrative,
and UCMI corrective actions, the amnesty concept will be applied to these corrective
actions for the same types of misconduct. Amnesty will continue to be inapplicableto
Honor Code violations. It 1s our plan to implement this policy for one year from its
inception and then review it on an annual basis.

As to Recommendation#135, I conferred with Mrs. Fowler and she agreed that the
management of our cadet CASIE program is a function of command and should,
therefore, be managed by someone in the chain of command. This is a change from her
Recommendation#135 that states the psychotherapist should manage this program.

With regard to Recommendation#14, the issue of opening another avenue of

confidential reporting for cadets, we are currently in the final stages of formulating an
appropriate policy that differs somewhat from Mrs. Fowler’s recommendation but
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responds to the spirit of it. We are developing a new policy to be applicable to the entire
Academy (including cadets and non-cadets). The preferred and encouragedroute for
reporting sexual assault is to command authorities. When reporting through command
channels, the victim's privacy will be protected and details of the incident, including
names of the victim and alleged perpetrator, will be provided to appropriate authorities.
However, victims will now have an option to report sexual assault to a designated
counselor in the Cadet Counseling Center in lieu of reporting to command. (The option
of discussing a sexual assault with a chaplain or an off base counseling service remains.)
Counselors will have lnmited confidentiality, will not be in the Academy chain of
command, and will not divulge names to command authorities absent extreme
circumstances(e.g., when the safety of the victim or other Academy personnel is at risk);
they will report the relevant facts, without identifiers, to appropriate authorities while
continuing to provide victims the counseling they need and encouraging them to provide
information to command authorities when ready. The command chain retains the
potential of overriding the limited confidentialityin extreme circumstances and AFOSI1
retains the option of appealing a decision not to override to the Secretary. Also, no
organization of cadets or victim peers will be an official assault reporting channel,
counselor or investigator; instead, selected cadets will be trained to guide victims to
established sources of professional care. I am confidentthis new policy will balance the
needs of commanders to maintain good order and discipline with the needs of victims
who have suffered a traumatic experience. When finalized, we will forward our plan to
Dr. Chu and his staff,

<

v ’

Jadmes G. Roche
ecretary of the Air Force

Attachment;
Fowler Recommendations

cC:
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VII. RECOMMENDATIONS

Alter performing the study required by H.R. 1539 and reviewing the pelicy changes
being implemented by the Agerda for Change, the Panel has made vanous recommendations
throughout this report, Those Reeommendations, organiacd according to the major area of thes

repirt tewhich they apply, are summanzed below
Awareness and Accountability — Sectinn 111

1. The Panel recommends that the Dol 10C conduct a thorough review of the
accountability of Academy and Air Force Headguarters leadership for the sexual assault
problems at the Academy vser the last decade. This review should include an assessinent af the
actions laken by leaders at Air Farce Headyuarters as well as those at the Academy, including
General Cilbert, General Wagie and Colonel Slavee, The review should sl consider the
adequacy of personnel actions taken, the accuracy of individual performance evaluations, the
validity oof decvations awarded and the appropriateness of follaw-un assignments, The Fanel
further recommends that the Dald | proatde the results of the review b the House and Senate

Armed Senvices Commuittees and o the Searetany of Defense. (lage 32
Command Supervision and Oversight at the Academy - Section 1V

2. The Panel recrmmends that the Seeretary of the A Farce adopt the management
plan announced on Augost 14, 2003, including the ereation of an Executive Steering Croup, as
the permanent organizational structure by which the semior Air Foree keadership will exercise
eHective woversight of the Academy™s deterrence o and resprmse bnadents of sexual assault

and sexual harassment. (Page 45)

3. The Panel recommends that the Asr Foree extend the tour fength ol the
Supenntendent to four years and the tour length of the Commandant of Cadets o three years

n order by provade For greater continuity and stability in Academy leadership. {Page 46)

1. The Panel recommonds that the Air Poree prepare a legislabive proposal b revise 10
LLR.Co§ 9335 to expand the available pool of potential candidates [or the posilivn of Dean of

Faculty beyond the curront limitation to permanent professors. (Page J6)

Pape Ut
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PANFL TO REVIEW SEXUAL MISCOXDUCT ALLVGATTONS ATTHE LR, AR FORCE ACATIAMY

5. The Panel reconmmends that the Academy Board af Visitors:

Olperate more like a corporate buard of directors with regularly vrganized
cormmittees charged with distinetive responsibilities (o2, academic affairs, student
life, athletics, cte.). The Hoard shiould meet nat less than tour times per year, with
at least bwa of those. mectings at the Academy. T the extent practical, meetings
should. include at least vne full day of. meannglul participation and should be
scheduled saas to provide the fullest participation by Congressinnal members.
Buard members must have unfettered aceess tov Academy grounds and cadets, to
wiclude attending classes and meetingwith cadets informally and privately; and

Receive candid and complete disclosure by the Searotary of the Air [oree and the
Academy Supenntendent o all msbtutional problems, including but nint limited
tws, all gender related matter.;, cadet surveys and snformation related to culture,

and climate and inadents of sexual harassment and sexual assaults,. (Page 49)

A The Panel recimmends that the Air loree prepare a legislative propuosal ta revise 10

US.C &Y

~y———

355, The suggosted revisions should include both the foregoing and follisving

recominendations:

age 12

Changing the compuosition af the Board toinclude fower Congresstonal {and,
therefore, inure Presidential-appointed) members, more women and mincrity
mdividuals and atleast two Academy graduates;

Requinng that any individual whiy accepts an appuil‘utmcnl as a Biard member
dows, thereby, pledge full commitment o attend each meeting of the Board, and
tycarry out all af the duties and responsibilitivs of a Board member, to the fullest
extent practical

Terminating any Board member's appninln‘nel‘nt whao fails b attend or fully

participate m twu successive Board meetings, unloss granted pnor excusal for
goud cause by the Board Chairman;

Providing clear vwversight authority of the Board over tlic Academy, and direct
that, 111 additiva to the reports of Jts annual meetings roquired to he fumished to
thu President, it shall submit thuse reports and such other reports it prepares, tw
the. Chairmen of the Senate an3 House Armed Services Committees, the
Searetary Nf Defense and the Secretary of the Air Foree, 10 order to identify all
matiers oof the Board’s concerns with ar about the Air Force Academy. and to
recommend appropriate action thereon; and

Ihmmating the current requirement for Secretarial approval fur the Board to visit

the Academy for ather than annual visits. (Pages 49-51)

11-L-0559/0SD/039387



R COMMENDATIONS

Organizational Culture & Character Development - Section V

7. The Panel recommends that the Air Force aunduct the same review of Nop-
Commissioned Officer assignment pulices and bwur lengths at the Academy. as it is cenducting

foroffiver assignments policics. (Page ~6)

8. The Panel recommends that the Academy draw upon climate sunrey resources at the
A Poree Porsonoel Center Survey Branch bor assistance in ceeating and admmnistenng, the
social climate surveys. Lurther, the Panel recommends that the Academy keep centralized
records of all surveys, Tespunses and reports and keep yped records of all written comments
(nut abbreviated or paraphrased) - to be provided as an appendix to any repurt. All such

reports must be provided to Academy leadership. (Page »8)

9. The Parwl recommonds that the Academy place a renowed emphases on educatn

and encouragemuent of responsible consumption of aleohol tor all cadets. (Page 6 1)

10 T ensure the satety of every cadet, the Panel recommuends that the Academy
implement a policy permitting unrestricted (e, no explanation required at any time) private
access 1o telephones for the use by any cadet, including Frurth-Class caduts, in an energency.

(P e l’\?_:i

11 T he Panel recommionds that the Centor bor Character Develupment education
mstruchom be mandatory for all cadets. The Manel further recommends the cadet curriculum
require comploetion uf at least vne course por year that emphasizaes character values, for swhich

cadets shall receive a grade and academic credit. (Page 58)

12. While the Pancl appreciates that the demands on the time of new cadets are
signiticant, we recommend reassessing the training calendar to place prevention and awareness
traimimg at a timwe of day in which cadets will be most receptive to the traming session. (Page 73)

13, The Manel rocommuends that the Academy fucus on priwiding botter training o the
trainers of provention and awareness classos includmg enlisting the aid of faculty members
whoare well-skilled in group presentation technigues that are effective and energize the
cadets, devoloping small group traiming sesstons which sall be muore effective than large
audience presentations, developing training sessions that educate the students un the repurting
pracess and Air Foree Oftice of Speaial Investigations mvestigatory practices and procedures,

and ostablishing a reviow process for tramning session materials that includes the use of the

Page 107
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FANT LT RERTEW SEXUATL MISCONDUCT ALLEGATRINS AT THE DS A BORCE ACATIEMY

Academy Rus]:mnsu Team and cadet cadre or somu other multi-disciplinary group uf experts.
{Page 74}

Intervention and Response to Sexual Assault - Section VI

1. The Panel recommends. that tlic Air F'orce establish ¢ policy that achieves a better
balance. of Interests and properly employs psychntherapist-patient counseling, and its.
assuaated prvilege, Tor the benefit of cadet victims. The Panel recomimuends that the Academy’s
policy for sexual assaull reporting clearly recognize the applicability of the psychuotherapist-
patient privitege and that the Academy. stall tlic Cadet Counseling Center with at least one
Victim Advevate provider who meobs the legal defimbion of “psychotherapist.™ Vurther, the
Panel recommends that the individual assigned to serve as tlic initial point of reporting.
whether. by “hotline” or 1 person, be a gualified psychotherapist svho has completed a
revogrized rape aisis cotiticaton program, Opumally, tlic Victim Adyvoeate }.‘JS}'CI"l("l‘}'IL‘rﬂPiSt
should be in charge vf the soxual assault program within the Cadet Counseling Contor and. will
prowide direction and supenvision to those assislants supporting the assigned psychotherapsts,

{Paged))

15. The Panel recimmends that the Academy establish a program that combines the
existing CASHE program wath a Victim Advocate psychotherapist managing the program, and
which vffers cadets a chotce in roporting either to the psychatherapist or b g cadet peor, If
repuorts to CASTE representatives continue to be considered non-vonhidential, then the Panet
recommuends that cadets be clearly advised of this tact and further advised that 2 confidential
repurting rphion is available through the Victim Advocate psychotherapist, As an alternative, it
s possible for CASIE cadet representatives tu come within the protective umbrella af the
psychutherapist-patient privilege 1f they moeet the delinition af being an “assistant Ly a

psychotherapist.” {Pages BA-R7)

I6. The Tancl recommends that once the psychatherapisl repoating option is fully
mmplemented, the Air Force Academy conduct a thorough review of the CANILL program. with a
view toward vither reducing the sizae of the program or ehminating it entirely, A$.an intenm
mueasure, the Panel recommends that the Academy consider mideling tlic CASIE prigram after
the Respoct Program at Wost Point, and oxpand the. program to include assisting cadets. with

issues such as humesickness, respoect for follosy cadet.; and academic ditticulties. [Page 87)

17. The Panel recommends that the Academy create a web site devisted to oducating

cadets about sexual assault. (Page 87)

Page T
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RECAMENTIATIONS

18. The fanvl recommends that, the Adr Force review 1he West Point and Naval,
Academy policies tu encourage reporting of sexual assavlt and adopt 1% own.clear policy. tu

eneourage reporting. (Page Y

[¥.'Fhe Panel recovmimends that the Academy ensure that the Academy Response Team
is always proactivelv inwilved in cases in which the victim and potential witnesses are alsy
alleged (0 have committed misconduct, The Panel also recommends that the Academy
Respunse Team continue to emain fnvolyed i a case. in the event that a particular allegation is

suspected to he false, (Payges 94)

20, The Panel recommends that tlie Air Force OfRee of Special Investigations Academy
detachmoent participate fully in the recently established Acaduemy Response Team and use it for
informing and educating Academy leadelship, victim adwcates and CASIE reprosentatives of
their responsibilitics and limitations, AFOSUs educational cfforts should include programs that
provide a basic understanding of how and why i1 takes certain investigative actions, and the

benefits of timely reporting and investipation af all sexual assault incidents. (Payre Y4

21. The Panel recommends that the Academy take measures (¢ cnsure that
transpartation o the hospital, and any other necessary logistival support, is always available to
a cadet who chooses tu receive a rape kitexamination, In particolar, transportation must be
privided by an approprate individual, such as the psvehothera pist ur Academy Kesponse Team
member, who will be discreet and can address the victim®s emutivoal necds during tlic long car

tripto the hospital. (Paye 100

Page W&
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D b Jf}( "RETARY OF DEFENSE
{ l/l-/' & {1\0}/\ ponse to the Fowler Panel Recommendations

lemo 18 to provide an update of the Air Force actions
n the "Report of The Panel to Review Sexual Misconduct

W I Lé 7 . e Academy.”
SQ& l ‘ - of implementing each of the 2 ] recommendations (many of

al by the Air Force Working Group's Report), with the

14. Recommendation #18 concerns the issue of cadet

sciation with a sexual assault. We discovered in our review,
NN v i cadets did not report sexual assaults was for fear of getting
themselves and their peers in trouble based on cadet infractions that occurred along with
the sexuval incident (e.g., underage drinking, fraternizing, being off base without
authority). In order to increase reporting of this already underreported crime, we decided
to provide amnesty from cadet discipline to both cadet victims and witnessesin these
circumstances. This allows them to come forward with the promise of absolution from
cadet discipline for their infractions. (We allowed for three exceptions: the alleged
perpetrator, the senior ranking cadet in attendance, and any witness who covers up the
incident or hinders the reporting or investigation of the incident.) I spoke with Mrs,
Fowlerregarding this plan and she concurred. Since the Agenda for Change, this
amnesty policy has not extended to actions under the Honor Code or the UCMJ. With
the Academy's migration from cadet disciplineto conventional Air Force administrative,
and UCMI corrective actions, the amnesty concept will be applied to these corrective
actions for the same types of misconduct. Amnesty will continue to be inapplicable to
Honor Code violations, Tt is our plan to. implement this policy for one year from its
inception and then review it on an annual basis.

As to Recommendation#15, T conferred with Mrs. Fowler and she agreed that the
management of our cadet C ASE program 1s a function of command and should,
therefore, be managed by someone in the chain of command. This is a change from her
Recommendation #15 that states the psychotherapist should manage this program.

With regard to Recommendation #14, the issue of opening another avenue of
confidential reporting for cadets, we are currently in the final stages of formulating an
appropriate policy that differs somewhat from Mrs. Fowler's recommendation but

i OLTA :
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responds to the spirit of it. We are developing a new policy to be applicable to the entire
Academy (including cadets and non-cadets). The preferred and encouraged route for
reporting sexual assault1s to command authorities, When reporting through command
channels, the victim’s privacy will be protected and details of the incident, including
names of the victim and alleged perpetrator, will be provided to appropriate authorities.
However, victims will now have an option to report sexual assault to a designated
counselor in the Cadet Counseling Center in lieu of reporting to command.. {(The option
of discussing a sexual assault with a chaplain or an off base counseling service remains.)
Counselors will have limited confidentiality, will not be in the Academy. chain of
command, and will not divulge names to command authorities absent extreme.
circumstances(e.g., when the safety of the victim or other Academy personnel is at risk);
they will report the relevant facts, without identifiers, to appropriate authorities while
continuing to provide victims the counseling they need and encouraging them to provide
information to command authorities when ready. The command chain retains the
potential of overniding the limited confidentiality in extreme circumstances and AFOSI
retains the option of appealing a decision not to override to the Secretary. Also, no
organization of cadets or victim peers will be an official assault reporting channel,
counselor or investigator; instead, selected cadets will be trained to guide victims to
established sources of professional care. I am confident this new policy will balance the
needs of commanders to maintain good order and discipline with the needs of victims
who have suffered a traumatic experience. When finalized, we will forward our plan to
Dr. Chu and his staff.

James G. Roche
ecretary of the Air Force

Attachment:
Fowler Recommendations

CcC:

AF/CC
USD (P&R)
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TO: Larry Di Rita
Paul Butler

FROM: Donald Rumsfeld m

SUBJECT: Friedman on DBB

Let's think about putting Steve Friedm n on the Defense Business Board.

Thanks.

DHR:th

120104-27

Please respond by _| 'lf{ 2iloy - /

| 7
/Zm ﬂ?p/,gj .hAJ%fflaa

OSD 01304-05,
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UNDER SECRETARY OF DEFENSE

1100 DEFENSE PENTAGON Gl T
WASHINGTON, DC 20301-1100 cegpETOT L
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INFO MEMO 05 e

COMPTRQOLLER

January 19,20055:00 PM
FOR: SECRETARY OF DEFENSE

FROM: Tina W. Jona
SUBIJECT: Steve Friedman and the Defense Business Board (DBB).

o I spoke with Steve Friedman today about your interest in having him serve on the
DBB. Steve told me that he is currently weighing prospective opportunities that may
preclude him from serving on the Board. Steve also mentioned that he had spoken to
you recently about his situation.

o The DBB currently has one open position for a new member. We will hold this
position open until Steve's situation is resolved.

Prepared by: Thomas Modl :l,/]anuary 19,2005,

OSD 01304-05
11-L-0559/0SD/039394
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TO: Larry Di Rita
Paul Butler

FROM: Donald Rumsfeld m

SUBJECT: Friedman on DBB

Let’s think about putting Steve Friedman on the Defense Business Board.

Thanks.

DHR:dh
120104-27

Please respond by | 'L! tifoy

TOUS

OSD 01304-05
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TO:

FROM;

SUBJECT:

7wy

Honorable Colin Powell
Dr. Condoleezza Rice

Donald Rumsfeld 47[\

January 24 Event

January 29, 2004

Attached is some material my staff received from Richard Perle in response to our

inquiry about the conference that was held by a consortium of Tranian-American

groups last weekend at the Washington Convention Center.

Aftach.

1/14/04 e-mail

DHR:dh
012904-8

11-L-0559/0SD/039396

0SD 01313-04

N PITT

R c1 2



L

Message _ _J Page 1 of 2

"

1

Gay Gill VRS- \ Ry | Y paRes

From; Brian Lord

Sent:  “W-~dnggday, January 14, 2004 9:03 AM
To: )

Subjact: Mr. Richard Perle-AEl

Hi. Gay. Hare is some more information about the event and the Issues invelved In it. Piease also find mare
nfarmation which the client put together and is attached ta this email. Please let me know if you have any
questions. Thank you.

Brian Lord

Premiere Speakers Bureau

Dear Mr. Perle,

The January 24 event at the Washington Convention Center is intended to pay tribure to the victims of the
devastating earthquake in the southem Iranian city of Bam, where by some accounts neacly 70,000 people
pershed.

All aid for the victims would be coordinated through the American Red Cross, as few, if any, have any
confidence that the Iranian regime would provide the survivors with funds and goods donated from outside

the country.

Already, there have been many reports of thousands of blankets, tents and sacks of rice being diverted from
Bam to the warehouses of the Revolutionary Guards Corps. In one case, 35,000 blankets disappeared. [n
another case, sacks of rice sold in the markets of northem Iran had labels, indicating that they had been sent
tor the victims of the tremor in Bam.

At the same time, the participants, most of whom Iranians, are coming together to state their support for
the demands of the Iramian people for a secular, democrauc government, which they hope to be erected
through 2 United Nations supervised referendum for regyme change.

After all, in the eyes millions of Irantans, particularly those in the exile community, the ruling clencs are held
ennrely responsible for the staggenng dimensions of the tragedy in Bam.

Some 25 years of neglect and plundering of Iran's national wealth has left the tens of thousands of those in
Bam and other cities across the country vulnerable to such natural disasters. When a similar quake struck the
northern Iranian city of Rudsar in 1990, 35,000 were killed. Obviously, nothing has been done or will be
done w© prepare the naton for such tragedies.

Many of the nrganizations and associations that have sponsored this event, while pursuing diffenng
professional objectves, share the view that if there is going to be any hope for the siruation 1n Iran to
improve, it would be after the current regime is unseated and replaced with 2 government, which shows
respect for the rights of its own citizens and abides by internationally recognized norms of conduct. Iranians
are yearming for a government that would devote its policies, resources and atrention to improve the lives of
Iranians instead of spending billions of dollars o WMD programs, supporting subversive groups that
oppose 2 peaceful Middle East and sponsonng terronsm outside Iran.

In shorr, given that everything about Iran is inevitably political, those active in various cultural, academic or
professional causes outside Iran are necessary politically ofented and most, if not all, opposed the current

1/14/04 11-L-0559/0SD/039397
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regime.

The organizers have already made it clear that the distinguished speakers who would parucipate 1n the event
nught ta address some of the concerns enumerated above, particularly the issue of a referendum as the [ast
peaceful means to regime change in Iran. Many are inspired by President Bush’s unequivocal and repeated
messages to the Iranian leadership that it must heed the demands of the Iranian people for democracy or
lose the last clam to its legitimacy.

[f the current polieal crisis, emanating from the row over the upcoming parliamentary elections, is any
indication, however, Iran’s turbaned rulers are unlikely to take the President’s advice. The intolerance shown
by the dominant facton towards its bed fellows, the so-called moderate facnon of the government, speaks
volumes about how ordinary Iranians, non-conformists and dissidents have been treated in all these years.

The Iranian Diaspora in the United States in general and the sponsoring organizations in particular are
aware fully of Mr. Perle’s wiews on Iran and the approach he has promoted in dealing with regime that
would result in the emergence of a humane, responstble and accountable government 1n that rormented
land. This explains why among the many distunguished scholars and political dignitaries, they chose to invite
him to join others to address this gathering 50 as to demonstrate to the mullions of suffering Irantans at
homec that they are not alone and that their ery for freedom 1s being heard and echoed here in the United
States.

If I can be any further assistance, please do not hesitate to contact me.
Respectfully,

Nasser Rashidi
Public Relanons-USA, INC.

1/14/04 11-1L-0559/0SD/039398



RE: EVENT IN SOLIDARITY WITH EARTHOUAKE VICTIMS IN IRAN

1. The event, “In Solidarity with Earthquake Victims in Iran and an evening for Iranian
Resistance,” is scheduled for Saturday, January 24, 2004 at the Grand Ball Room of
Washington Convention Center. Some where between 4,600 to 5,000 people
{depending on the seating arrangement) would be attending the event, whnich will hegin
at 5:00 pm and continue untl midnight, with speeches and arustic performances by
Amencan and Iranian performers. The event will be broadcast in its enurety live via
sarellite in Iran, the United States, Evrope and the Middle East.

2. Panial list of sponsoring organizations and associations:

US for Democracy and Human Ryghts in Iran;

AdHoc Commuttee for Iran Solidariry Evening (ACISE);
Iranian-Amedcan Community of Northern Virgnia (LA.C.of NV);
[ranian-American Cultural Associarion of Missoun (IACA-MO),
Colorado’s Iranian-Amencan Community (CIAC);,
Iranian-Amencan Society of Texas (1AS-TX);

Associagon of Irantan Amenicans in New York (AIA-NY);

Society of Iranian Amernicans in Dallas {(SIA-D);

Jranan-Amencan Community of New Mexico (IAC-NM};
Association of Iranian-Amencan Scholars in Southern Califormia {AIAS-SCY,
Nauonal Coalition of Pro-Democracy Advocates (NCPDA),
Commirttee in Support of Referendum in Tran (CSRI);

National Committee of Women for 2 Democratic Iran (INCWDA);
Women's Freedom Forum (WFF),

Public Relatons-USA (PRUSA);

Near East Policy Research (NEPR);

Sa’atcht Jewelers of New York.

3. Al procceds from the event will go to the victims through the Amencan Red Cross.

4. Partial list of U.S. dignitaries expected to attend and speak at the event:

v -

Senater Sam Brownback (R-KS);

Senator Kay Bailey Hutchison (R_TX);

Congresswoman lleana Ros-Lehunen (R-FL);

Congressman Thomas Tancredo (R-CO);

Congressman Bob Filner (D-CA);

Dr. Mervyn Dymally, former member of the United States House of
Representatives from California,

Praf. Daniel Pipes. Director of the Peace Institute;

Prot. Raymond Tanter, Adjunct Scholar at the Washington Institute for Near
East Policy;

James Akins, former Ambassador to Saudi Arabia;

Prof. Donna M. Hughes, Women’s Studies Propram, University of Rhode Island,
Mr. Steven Schneebaum, Parton Boggs LLP;

1
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Mr. Paul F, Enzinna, Baker Botts I.LP;
Mr. Ronald G. Precup of Carpenter, Precup LLP.

5. Parual list of foreign dignitaries invited to attend and speak at the event:

Lord Alton of Liverpool,

Lord Cotbett of Castle Vale,

Paclo Casaca, member of the European Pacliament from Portugal;

Ms. Petline Frohm, member of the European Parliament from Denmark;
Prof. Maunice Danby Copithorne, Special Representative of the United Nations
Human Rights Commussion on the sttuation of human aghts i Jran (1991-
2001);

Prof. Marc Henzelin of Intermational Swiss Law firm, LA LIVE,;

Prof. Jean-Yves de-Cara, Internatonal Human Rughts and Humanitarian Law
expert at the University of Lyons, France,

Several distnguished Sheikhs, mibal leadets and scholars from Iraq (who will
discuss the situation in Iraq and Iranian meddling 1n thar country).

6. Partial lisc of Iranian dignitaries and political, cultural figures:

Ayatollah Jalal Ganje's, renowed scholar on Islamic studies and Islamic
fundamentalism. He studied Islamic jurisprudence and Shia figh at the Grand
Seminary in the Holy city of Najaf, Iraqin 1960s;

Muoslem Eskandar Filabi, Olympic Wrestling Champion, Iranian national hero
and representanve of Iranian athletes and sports champions in exile;

Dr. Mohammad Ghorbani, Werld Wrestling Champien;

Amb. Parviz Khazai, former Iraman Ambassador to Sweden and Norway;
Mr. Mansour Lavaii, from the Iranian Zoroastnan Community in the United
States;

Ms. Mahvash Attarzadeh, from the Iranian Jewish Community in the United
Srates;

Mr. Parviz Sayyad, the most renowned Iranian actor and acovist in Iran’s exiled
artistic COMMuNIty;

Andranik Khachatounan, Iranian-Armenian conductor, composer and song
writer,

Professor Hossein Saeedian, University of Kansas;

Professor Hossein Jahansouz, Merk Laboratories;

Professor Ali Parsa, University of Californian, Los Angeles (UCLA);

2
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12:48 PM
TO: Gen. Dick Myers
CC: Paul Wolfowitz
LTG John Craddock
FROM:  Donald Rumsfeld%'
DATE: February 9, 2004

SUBJECT: Beyond Goldwater Nichols

Attached is John Hamre’s preliminary report. I think he’s got some good ideas.
What do you say we get you, Gen. Pace, Paul Wolfowitz and possibly Steve

Cambone and whoever else you would like; possibly Adm. Keating.

We can sit down with Hamre and whoever he wants to bring and have him give us
areport. We will see what we think.
Thanks.

DHR/azn
03090407

CLOYe . 07

Attach: Hamre 2/3/04 memo Re: Progress on study “"Beyond Goldwater Nichols”

Please respond by: > It

0SD 01330-04

11-L-0559/0SD/039401
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Center for Strategic & International Studies
Washington, DC

MEMORANDUM FOR THE SECRETARY OF DEFENSE

From: John ) Hamre
Date: I'ebruary 3, 200
Subject: Progress on our study “Beyond Goldwater Nichols”

Mr. Secretary, a yeur back we met with you at the outset of a study we planned to
undertake in arder to examine concepts {or the next phase of reform for the Defense
Department. Throughout the past year we have met extensively with experts in and
outside the Department. We have met with the individunls you directed us to contact, ag
wel] as cach of the Service Chiefs and Sccrctaries, and many members of your senior
leadership team. We are now in the process of bricfing our findings. We anticipate
issuing a public report in March.

I would like to usc this memo o briefly indicate some of the more significant
ideas we will be proposing. 1f at any lime you wish to be bricfed in mare detail,
however, we would be honored to do so.

Integrating OSD and the Joint Staff

We started with a threshold question: Has the Joint Statf evolved to the extent
that its capabilities overshadow that of the OSD staff? Our conclusion was that we are
now at a stage where we need t integrete aspects of the Joint Staff and OSD.

It is our view that there nceds Lo be an independent Joint StafT in key operational
arcas, but that others can be integrated. We already have an integrated OSD-Joint Staff
in one key area—the J2. The J2 is the operational intelligence arm for both you and the
Chairman. In the other ] directorates, however, there ig some duplication with OSD. We
understand that some duplication is desirable as we need divergent perspectives in key
areas, but 1n several other areas the duplication is wasteful, counterproductive and
inefficient. We wijl, therefore, recommend that you retain the J2, J3, }5, and )8. We
belicve that the J7 should be disbanded, since most of its functions naw logically belong
to the Joint Forces Command. Our proposal for the J6 is contained in the next section of
this memo.

When il comes to the J] and the J4, we believe that these staffs can be integrated
inte OSD (USD, Personnel and Readiness and USD, Acquisition, Technology and

11-L-0559/05D/039402
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Logistics respectively). In these instances, the peneral/flag officer would become a
military assistant to the under sceretary. The J4 has always been a capable officer with
mades) duties, By contrast, it has always been hard to recruit a talented individual to
head up logisties in the acquisition directorate of OSD. We feel that these are logical
ways ta integrate,

Remove Title 10 authority from the Military Departments

Our second major recommendation concerns the need for true enterprise-wide
solutions for command, control and communications. We know that 25 years of pushing
interoperability has still not corrected the problem of inter-service communication on the
battletield. We argue thut it will not be possible to get truly seamless communicalions ag
long as the acquisilion process for C3 systems remains a service-specific authority.

We belicve that you should create a new program 12 that is for enterprisc-wide
C3. The acquisition of C3 would be assigned to a Joint Battle Management C2
Command. The J6 would be disestablished and assigned the JBMC2 Command
leadership. The JBMC2 would be given the same kind of acquisition authority that the
Special Operations Command ar the ballistic missile defense directorate have. The
Commander, JBMC2 would report to you through USD C31. (I know you will not agree
with this, but we believe that USD Intelfligence should be reconfigured as USD C31.)

We understand that this recommcndation will engender a good deal of
controversy with junior offices und retired senior officers, but we believe that the senior
leadership of the military departments is genuinely open to this idea.

Unification of Secretariats in Military Dcpartments

We understand that there has been considerable progress in this area, bul we
believe that the staffs for the service chiefs and the service secretaries can be completely
integrated, with one very important exception. The general counsel should be
gccountable only to the Service Secretary.

Revitalizing civilian leadership in the Department

We were surprised to find the widely held view that the professional cadre of
civilians in the Depertment is weak and deteriorating. We found a strong desire among
military personnel to want to strengthen their civiliun counterparts. In general, military
officers believe that their ideas are now scriously impeded by weakness in OSD and in
the military sccretariats. We have developed a series of recommendations to help
strengthen civilian leaders. We also belicve that you need the authority to deploy
civilians and will have some recommendations in this regard in our final report.

Improving Interagency Coordination

11-L-0559/0SD/039403
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We believe that there are serious deficiencies in the interagency process. The
non-defensc departments lack the capacily to support their obligations. Therce arc
inadequate mechanisms for coordination and follow up to enswre that we have the
resources and actions we need in order to follow through. [ know that there are
developments under way to strengthen the various department capabilities, but we need
to learn more aboul those initiatives before we go final on our report.

Second Phase of the Study

Let me reiterate that we are prepared to meet with you at any time in order to
review these ideas, as well as others that go beyond the major recommendations [ have
summarized above. We have also deferred some topics to the second phase of this study.
In the second phase we intend to examine new missions and new organizational concepts
for operations. 1am aware that you have done a lot to advance new organizational
concepts lor operational missions. We have not yet had a chance to examine these ideas,
but will do so this spring. We also intend to examine the questions regarding the role and
structure of the National Guard and Reserve components, a topic that virtually everyone
has argued that there is an urgent need 1 examine. We will accelerute our efforts in this
area. | would especially welcome any perspective you have in this regard.

END

11-L-0559/05D/039404



FRINCIPAL DEPUTY UNDER SECRETARY OF DEFENSE

2000 DEFENSE PENTAGON
WASHINGTON, DT 20301-2000
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INFO MEMO _ |

POLICY E F - O‘&%q

January 26, 2004

1-04/000998-PDUSDP

@N‘/F OR SECRETARY OF DEFENSE DEPSECDEF N \d&
y USDP( 4 7
¥ '
N -N"'IKQFROM: Ryan Henry, Principal Deputy Under Secretary of Defense for Policy

SUBJECT: “Beyond Goldwater Nichols” Report of Meeting with John Ha

¢ (U) On Iniday, 23 January, I met with Dr, John Hamre and discussed CSIS’ cutrent
“Beyond Goldwater Nichols” ideas:

e (U) Integrating parts of Joint Staff and OSD in J1(Manpower/Personnel),
J4(Logistics), J6 (Communications), and J7(Plans) functions

e (U) Restructuring the active reserve mix
o (U) Deploying DoD civilians

e (U) John Hamre will be conducting his first public “Beyond Goldwater Nichols”
briefings 1n two weeks on Capitol Hill.

o (U) To give a clearer understanding of the CSIS proposals, John Hamre will send a
private memo to you, through me, highlighting the points he presented at our meeting.

e (U) I expect to receive the memo in the next few days and will provide it to John
Craddock upon receipt.

L
tions” dun 0 i 1] testi . W WTe -
‘ questions’ during your upcoming Hill e;txmony SPL ASSISTANT DI HTé, %

S A GRADDOGK__

Prepared by: Steven Netishen, OPDUSD(P), | ?;Emmm et
11-L-0559/05D/039405 .
—rorormegrtsEosy . 05D 01330704

(U) The information contained in the memao may be the subject of some “memb{e@) :
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February 3,2004

TO: David Chu

cC’ Gen. Dick Myers
Paul Wolfowitz

FROM: Donald Rumsteld /Z/L’
SUBJECT: Statutory End Strength

It 1s not clear to me that I should have redelegated the President’s authority during

a period of national emergency to waive any statutory end strength ceilings for

that fiscal year to the Services.

Plcase come back to me with a proposal as to whether or not you think that was a

good idea, or whether we think now maybe we ought to hold it up here so we

know what is going on.

Thanks.

Attach.
USD{P&R} memo to SecDef re: Statutory End Strength [OSD 01375-04]

DHR.dh
(020304-4

Please respond by gjjﬂ o4
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UNDER SECRETARY OF DEFENSE
A000 DEFENSE PENTAGON e
WASHINGTON, D.C.20301-4000 S - -
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INFO MEMO

PERSONNEL AND
READINESS.

January 30,2004 - 11:00 AM
{p”) FOR: SECRETARY OF DEFENSE
{\.
c
W FROM David S. CShu, USD (P&R)
17(([, (77 A Ag T O Toapze (./ O’/K/
SUBJECT:  Statutory End Strength
e As you know, Congress sets maximum peacetime end strength in the National
Defense Authorization Act. (FY04 active duty numbers at Tab A). In the FY02

National Defense Authorization Act, Congress increased the Department’s
peacetime latitude to exceed these limits (10 U.S.C. 115, Tab B):

v,

o The Secretary of Defense, in the national interest, may increase active duty

end strength by up to 3 percent; and

o The Secretary of a military department, 1f such action will enhance

manning and readiness, may increase his Service’s authorized end strength

for that fiscal year by not more than 2 per cent.

o Together, these increases may not total more than 3 percent.

o Congress also establishes mmimum end-strengths for active duty personnel under

10 U.S.C. 6916, which, for FY04, are the same as the maximum strengths (Tab C).

This statute does not have a waiver provision.,

¢ Durin thls“’erlod of natlonal emergency, the President delegated t0 you his..
ority under 10 U.S.C. 123ato waive any statutory end strength ceilings for
that fiscal year (Tab D), and you have redelegated thar 'mthm'ltv o ﬂle Sjg’_mpf‘,/

Secretaries. [ e
COORBINATIONS: TibE

43

Attachments: A m%
AS Stated SPLMW m*‘ﬂ
SR MA CRADDOCK ’//Q,? )
Prepared by: Mr. Brad Loo, OUSD (P&R)Y(MPP) OEPM MA BUCS— Nosonyr T
EXECSEC MARRIOTT Car Yy p
0SD 01375-04
f.
LA
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FY 04 National Defense Authorization Act

SEC.401. END STRENGTHS FOR ACTIVE FORCES.

The Armed Forces are authorized strengths for active duty personnel as of
September 30,2004, as follows:

(1) The Army, 482,400.

(2) The Navy, 373,800.

(3) The Marine Corps, 175,000.

(4) The. Air Force, 359,300.

11-L-0559/0SD/039409
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10 USCS § 115 {2003)
§ 115. Persennel strengths: requirement for annual authorization

(a) Active-duty and Selected Reserve end strengths to be authorized by law. Congress shall
authorize personnel strength levels for each fiscal year for each of the following:

(1)The end strength for each of the armed forces (other than the Coast Guard) for (A)
active-duty. personnel who are to be paid from funds. appropriated for. active-duty. personnel,
and (B) active-duty perscnnel and full-time National Guard duty personnel who are to be
paid from funds appropriated for reserve personnel.

{2) The end strength for the Selected Reserve of each reserve component of the armed
forces.

(b) Limitation on appropriations for. military personnel. No funds. may be appropriated for any
fiscal year to.or for--

(1)the use of active-duty. personnel or full-time National Guard duty. personnel of any. of
the armed forces (other than the Coast Guard) unless the end strength for such personnel of
that armed force for that fiscal year has been authorized by law; or.

{2) the use of the Selected Reserve of any reserve component of the armed forces unless
the end strength for the Selected Reserve of that component for that fiscal year has been
authorized by law.

{c) Military technician {dual status} end strengths to be authorized by law. Congress shall
authorize for each fiscal year the end strength for. military technicians (dual status) for each
reserve component of the Army. and Air Force. Funds available to the Department of Defense
for any fiscal year may not be used for the pay of a military technician (dual status} during
that fiscal year unless the technician fills a position.that is within. the number of such
positicns authorized by law for that fiscal year for the reserve component of that technician.
This subsection applies without regard to section 129 of this title. I n each budget submitted
by the President to Congress under section 1105 of title 31, the end strength requested for
military technicians. {dual status) for. each reserve component of the Army. and. Air Force shall

be specifically set forth. -
i,
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{d} End-of-quarter strength levels.

(1)The Secretary of Defense shall prescribe and include in the budgetjustification
documents submitted to Congress in support of the President's budget for the Department of
Defense for any fiscal year the Secretary's proposed end-of-quarter strengths for each of the
first three quarters of the fiscal year for which the budget is submitted, in addition to the
Secretary's proposed fiscal-year end-strengths for that fiscal year. Such end-of-quarter,
strengths shall be submitted for each categery of personnel for which end strengths are
required.to be authorized by law under subsection (a) or (c). The Secretary shall ensure that
resources are provided in the budget at a level sufficient to support the end-of-quarter and
fiscal-year end-strengths as submitted.

{2) (A) After annual end-sirength levels required by subsections (a) and (c) are authorized
by law for a fiscal year, the Secretary of Defense shall promptly prescribe end-of-quarter
strength levels for the first three quarters of that fiscal year applicable to each such end-
strength level. Such end-of-quarter strength levels shall be established for any fiscal year as
levels to be achieved in meeting each of those annual end-strength. levels authorized by law
in accordance with. subsection {a} {as such levels may be adjusted pursuantto subsection
(e}) and subsection (c).

(B) At least annually, the. Secretary of Defense shall establish for each of the. armed
forces (other than the Coast Guard) the maximum. permissible variance of actual strength for
an armed force at the end of any given quarter from the end-of-quarter strength established
pursuant to. subparagraph {A). Such variance shall be such that it promotes.the maintaining
of the strength necessary to achieve the end-strength levels authorized in accordance with
subsection {a}. (as adjusted pursuant to subsection {e}} and subsection (¢).

(3) Whenever the Secretary establishes an end-of-quarter strength level under
subparagraph (A). of paragraph (2}, or modifies a strength level under the. authority. provided
in subparagraph (B) of paragraph (2), the Secretary shalt notify the Committee on Armed
Services of the Senate and the Committee on Armed Services of the House of
Representatives of that strength level or of that modification, as the case may be.

(e} Authority for Secretary of Defense variances for active-duty and Selected Reserve end
strengths. Upon determination. by the Secretary of Defense that such action is in the national
interest, the Secretary may--

(1)increase the end strength authorized pursuant to. subsection {a)(1)}{A} for a fiscal year
for any of the armed forces by a number equal to not more than 3 percent of that end
strength;

{2) increase the end strength authorized pursuant to subsection (a)(1){B) for afiscal year
for any of the armed forces by a. number equal to. not morethan 2 percent of that end
strength; and

(3) vary the end strength authorized pursuant to subsection (2){2) for afiscal year for the
Selected Reserve of any of the reserve components by a number equal to not more than 2
percent of that end strength..

() Authority for service Secretary variances for active-duty end strengths. Upon
determination by the Secretary of a military department that such action would enhance
manning and. readiness in essential units or in critical specialties or ratings, the Secretary
may increase the end strength authorized pursuant to subsection {(@){1)}{A) for a fiscal year
for the armed force under the jurisdiction of that Secretary or, in the case of the Secretary. of
the Navy, for any of the armed forces under the jurisdiction of that Secretary. Any such
increase for. a fiscal year--

(1)shall be by a number equal to not more than 2 percent of such authorized end
strength; and

(2} shall be counted as part of the increase for that armed force for that fiscal year
authorized under subsection (e)( 1).

{g) Adjusiment when Coast Guard is operating as a service in the Navy. The authorized
strength of the Navy under subsection {a8)(1) is increased by the authorized strength of the
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Coast Guard during any. period when the Coast Guard is operating as a service in the Navy.

(h) Certain active-duty personnel excluded from. counting for active-duty end strengths. In
counting active-duty personnel for the purpose of the end-strengths authorized pursuantto
subsection {a}{1), persens in the following categories shall be excluded:

(1)Members of the Ready Reserve ordered to active duty under section 12302 of this title.

{2} Members of the Selected Reserve of the Ready Reserve ordered to active duty under
section 12304 of this title.

{3) Members of the National Guard called into Federal service under section 12406 of this
title.

(4) Members of the militia called into Federal service under chapter 15 of this title [10
USCS §§ 331 et seq.]

{8} Members of reserve components on active duty for training.

(6} Members of reserve components on active duty for 180 days or less to perform. special
work.

(7} Members.con full-time. National Guard duty.for 180 days or less.

(8) Members of the Selected Reserve of the. Ready Reserve on active duty for more that
[than] 180 days to support programs. described. in section 1203(b) of the Cooperative Threat
Reduction Act of 1993 (title XII of Public Law 103-160; 22 U.S.C. 5952(b)}.

{9} Members of reserve compenents {not described in paragraph {8}). cn active duty for
more than 180 days but less than 271 days to perform special work in support of the
combatant commands, except that

{A) general and flag officers may not be excluded under this paragraph; and

(B} the. number of members of any of the armed forces excluded under this paragraph
may not exceed the number equal to ¢.2 percent of the end strength authorized for active-
duty personnel of the armed force under subsection {a)(1)(A).

{(10) Members of reserve components on active duty. to prepare for. and to perform funeral
honors functions for funerals of veterans in accordance with section 1491 of this title.

(11)Members on full-time Naticnal Guard duty to prepare for and perform funeral honors
functions for funerals of veterans in accordance with section 1491 of this title.

HISTORY:

(Added Nov. 5 1990, PL. 101-510, Div A Title XIV, Part H, § 1483(a), 104 Stat. 1710;
Dec. 5, 1991, P.L. 102-190, Div A, Title I11, Part B, § 312(a), 105 Stat. 1335; Feb. 10, 1996,
PL. 104-108, Div A Title IV, Subtitle A, § 401(c), Subtitle B, § 415, Title V, Subtitle B, § 513
(a)(1), Title X, Subtitle F, § 1061(c), Title XV, § 1501(c)(3), 110 Stat. 286, 288, 305, 442,
498; Nov. 18, 1997, P.L. 105-85, Div A Title IV, Subtitle B, § 413(b), Subtitle C. § 522(i)(1)
111 Stat. 1720, 1736.)

{As amended Oct. 5 1999, PL. 106-65, Div A Title IV, Subtitle B, § 415, 113 Stat. 587;
Cct. 30, 2000, P.L. 106-398, § 1, 114 Stat. 1654; Dec. 28, 2001, P.L. 107-107, Div A Title
IV, Subtitle C, §§ 421(a), 422, 115 Stat. 1076, 1077; Dec. 2, 2002, P.L. 107-314, Div A,
Title IV, Subtitle A, § 403, 116 Stat. 2525; Nov. 24, 2003, PL 108-136, Div A Title IV,
Subtitle A § 403(a}, (b), 117 Stat. 1450.)

HISTORY; ANCILLARY LAWS AND DIRECTIVES

Explanatory notes:

The bracketed word "than" has been inserted in subsec. (h){8) as the word probably
intended by Congress..

The amendment made by § 1of Act Oct. 30, 2000, P.L. 106-398, is based on § 422 of
Subtitle C of Title 1V of Division A of HR. 5408 {114 Stat. 1654A-96), as introduced on Oct.
6, 2000, which was enacted into law by such § 1.

A prior § 115 (Act Nov. 16, 1973, P.L. 93-155, Title VIII, § 803(a), 87 Stat. 612; July 14,
1976, P.L. 94-361, Title 111, § 302, 90 Stat. 924; Nov. 9, 1979, PL. 96-107, Title 111, § 303
{b), 93 Stat. 806; Dec. 12, 1980, P.L. 96-513, Title 1.§ 102(3), {b), 94 Stat. 2840; July 10,
1981, P.L. 97-22, § 2(b), 95 Stat. 124; Dec. 1, 1981, PL. 97-86, Title IX, § 902, 903, 95
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10 USCS § 691 (2003)
§ 691. Permanent end strength levels to support two major regional contingencies

{a) The end strengths specified in subsection (b} are the minimum strengths necessary to
enable the armed forces to fulfill a national defense strategy calling for the United States to
be able te successfully conduct two nearly simultaneous major regional contingencies.

{b) Unless otherwise provided by law, the number of members of the armed forces {other
than the Cecast Guard) on active duty at the end of any fiscal year shall be not less than the
following:

{1) For the Army, 482.400.

{2) For the Navy, 373,800.

(3) For the Marine Corps, 175,000.

(4) Forthe Air Force, 359,300.

{c) The budget for the. Department of Defense for any fiscal year as. submitted to Congress
shall include amounts for funding for. each of the armed forces {other than the Coast Guard)
at least in the amounts necessary tc maintain the active duty end strengths prescribed in
subsection {b), as in effect at the time. that such budget is submitted.

(d} No funds appropriated to the Department of Defense may be used to implement a
reduction of the active duty end strength for any of the armed forces (otherthan the Coast
Guard) for any fiscal year below the level specified in subsection (b) unless the reducticn in
end. strength for that armed force for that fiscal year is specifically authorized by. law.

(e} [Repealed]

(f) The number of members of the armed forces on active duty shall be counted for purposes

of this section in the same manner as applies under section 115(a)(1) of this title. /’/ C/
11-L-0559/05D/039413
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Sec. 123a. - Suspension of end-strength limitations in time of war or national

emergency

(a) DURING WAR OR NATIONAL EMERGENCY- If at the
end of any fiscal year there is in effect a war or national emergency,
the President may waive any statutory end strength with respect to that
fiscal year. Any such waiver may be 1ssued only for a statutory end
strength that is prescribed by law before the waiver 1s issued.

(b) UPON TERMINATION OF WAR OR NATIONAL
EMERGENCY - Upon the termination of a war or national cmergency
with respect to which the President has exercised the authority
provided by subsection (a), the President may defer the effectiveness
of any statutory end strength with respect to the fiscal year during
which the termination occurs. Any such deferral may not extend
beyond the last day of the sixth month beginning after the date of such
termination,

(c) STATUTORY END STRENGTH- In this section, the term
'statutory end strength' means any end-strength limitation with respect
to a tiscal ycar that is prescribed by law for any military or civilian
component of the armed forces or of the Department of Defense.'.

g D
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UNDER SECRETARY OF DEFENSE
4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000 - =

y 0 B IR I
INFOMEMO
PERSOMNEL AND
READINESS
January 30,2004 — 11:00 AM
FOR:. SECRETARY OF DEFENSE
FROM:. David S. C. hu, USD (P&R)

v, O L Azer \;70&-.7"1*.%1«.;.{@ O;/
SUBJECT: Statutory End Strength

e As you know, Congress sets maximum peacetime end strength in the National
Defense Authorization Act. (FY04 active duty numbers at Tab A}. In the FY(2
National Defense Authorization Act, Congress increased the Department’s
peacetime latitude to exceed these limits (10 U.S.C. 115, Tab B):

o The Secretary of Defense, in the national interest, may increase active duty
end strength by up to 3 percent; and

o The Secretary of a military department, if such action will enhance
manning and readiness, may increase his Service’s authorized end strength
for that fiscal year by not more than 2 per cent.

o Together, these increases may not total more than 3 percent.

o Congress also establishes minimum end-strengths for active duty personnel under
10U.8.C. 6916, which, for FY04, are the same as the maximum strengths (Tab.C).
This statute does not have a waiver provision.,

s Durning this period of national emergency, the President delegated to you his
authority under 10U.S.C. 123ato waive any statutory end strength ccilings for
that fiscal year (Tab D}, and you have redelegated that authority to the Service
Secretaries.

COORDINATIONS: Tab E

Attachments:
As stated

Prepared by: Mr. Brad Loo, OUSD (P&R)(MPP) OEPM

o 0SD 01375-04
o
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FY 04 National Defense Authorization Act
SEC.401. END STRENGTHS FOR ACTIVE FORCES.

The Armmed Forces are authorized strengths for active duty personnel as of
September 30,2004, as follows:

(1)The Army, 482,400,

(2)The Navy, 373,800.

(3) The Marine Corps, 175,000.

(4) The Air Force, 359,300,

11-L-0559/0SD/039418
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10 USCS § 115 (2003}
§ 115. Personnel strengths: requirement for annual authorization

{a) Active-duly and Selected Reserve end strengths te be autherized by law. Congress shall
authorize. personnel strength levels for each fiscal year for each of the following:

{1)The end strength.for. each of the armed forces. (other than the Coast Guard). for (A)
active-duty personnel who are 1o be paid from funds appropriated for active-duty personnel,
and (B} active-duty personnel and full-time National Guard duty personnel who are ic be
paid from funds appropriated for reserve personnel.

{2) The end strength for the Selected Reserve of each reserve component of the armed
forces..

(b} Limitation on appropriations for military personnel. No funds may. be apprepriated for any
fiscal year to or tor--

(1)the use of active-duty personnel or full-time National Guard duty personnel of any of
the armed forces (other than the Ceast Guard) unless the end strength for such perscnnel. of
that armed force for that fiscal year has been authorized by law; or

{2) the use of the Selected Reserve of any reserve compenent of the armed forces unless
the end strength.for the Selected Reserve of that component for that fiscal year has been
authorized by law.

{c) Military technician {dual status) end strengths to be authorized by law. Congress shall
autherize for each fiscal year the end strength for military technicians {dual status) for each
reserve component of the Army and Air Force. Funds available to the Depariment ot Defense
for any fiscal year may not be used for the pay of a military technician (dual status) during
that fiscal year unless the technician fills a position that is within the number of such
positions authorized by law for that fiscal year for the reserve component of that technician.
This subsection applies withcut regard to section. 129 of this title. In each budget submitied
by the President to Congress under section 1105 of title 31, the end strength. requested for
military. technicians (dual status) for each reserve component of the Army. and Air Force shall
be specifically. set forth.

11-L-0559/0SD/039419
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(d} End-of-quarterstrength. levels.

(1)The Secretary of Defense shall prescribe and include inthe budgetjustification
documents submitied to Congress in support of the President's budget for the Department of
Defense for any fiscal year the Secretary's proposed end-of-quarter strengths for each of the.
first three quarters of the fiscal year for. which the budget is submitted, in addition to.the.
Secretary's proposed fiscal-year end-strengths for that fiscal year. Such end-of-quarter
strengths shall be submitted for each category of personnel for which end strengths are
required to. be authorized by law under subsection {a) or {c). The Secretary shall ensure that
resources are provided in the budget at a level sufficient to support the end-of-quarter and
fiscal-year end-strengths as submitted.

(2) (A} After annual end-strength levels required by subsections {a} and (c) are authorized
by law for a fiscal year, the Secretary of Defense shall prompily prescribe end-of-quarter
strength levels for the first three quarters of that fiscal year applicable to each such end-
strength. level. Such end-of-quarter strength. levels shall be established for. any fiscal year as.
levels to be achieved in meeting each of those annual end-strengih levels authorized by law
in accordance with subsection (a) {as such levels may be adjusted pursuant toc subsection
{e}} and subsection (c).

(B) At least annually, the Secretary of Defense shall establish for each of the armed
forces (other than the Coast Guard} the maximum permissible variance of actual strength for
an armed force at the end of any given quarter from the end-of-quarter strength established
pursuant to subparagraph (A}. Such variance shall be such that it promotes the maintaining
of the strength necessary to achieve the end-strength levels authorized in accordance with.
subsection (a} (as adjusted pursuant to subsection {e)) and subsection {c).

(3) Whenever the Secretary establishes an end-of-quarter strength.level under
subparagraph (A} of paragraph {2), or modifies a strength level under the authority provided
in subparagraph {B) of paragraph {2}, the Secretary shall notify the Committee on Armed
Services of the Senate and the Committee on Armed Services of the House of
Representatives. of that strength. level or of that modification, as the case may be.

(e) Authority for Secretary of Defense variances for active-duty and Selected Reserve end
strengths. Upon determination by the Secretary of Defense that such action is in the national
interest, the Secretary may--

(1)increase the end strength authorized pursuant to subsection (@}(1}{A) for a fiscal year
for any of the armed forces by a number equal to not more than 3 percent of that end
strength;

(2) increase the end strength autheorized pursuant to subsection (a)(1)(B) for a fiscal year
for any of the armed forces by a number equal to not more than 2 percent of that end
strength; and

{3) vary the end strength authorized pursuant to subsection (a}(2} for a fiscal year for the
Selected Reserve of any of the reserve components by a number equal te. not more than 2
percent of that end strength..

(fy Authority for service Secretary variances for active-duty. end strengths. Upon
determination. by the Secretary of a military department that such action. would enhance
manning. and readiness. in.essential units.or in critical specialties or ratings, the. Secretary
may increase the end strength authorized pursuant to subsection {(@a)(1){A) for a fiscal year
for the armed force under the jurisdiction of that Secretary or, in the case of the Secretary of
the Navy, for any of the armed forces under the jurisdiction of that Secretary. Any such
increase for a fiscal year--

(1) shall be by a number equal to not mere than 2 percent of such authorized end
strength; and

(2) shall be counted as part of the increase for that armed force for that fiscal year
authorized under subsection (e)(1).

(g} Adjusiment when Ceast Guard is operating as. a service in.the Navy. The authorized
strength. of the Navy under subsection (a){1) is increased by the authorized. strength of the
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Coast Guard during any period when the Coast Guard is operaling as a service inthe Navy.

(h) Certain active-duty personnel excluded from counting for active-duty end strengths. In
counting active-duty perscnnel for the purpose of the end-strengths authorized pursuant to
subsection {a){1), persons in the following categories shall be excluded:

(1)Members of the. Ready Reserve ordered to active duty under section 12302 of this title.

(2) Members of the Selected Reserve of the Ready Reserve ordered to active duty under
section 12304 of this title..

(3) Members. of the National Guard called into. Federal service under section 12406 of this
title..

USCS §& 331 et seq.]

(5) Members of reserve.components on active duty for training.

{6) Members of reserve components on active duty for 180 days or less to perform. special
work..

{7) Members on. full-time National Guard duty for 180 days or less.

{8) Members of the Selected Reserve of the Ready Reserve on active duty for more that
[than] 180.days to. support programs.described in section 1203(b}) of the Cooperative Threat
Reduction Act of 1993 (title XII of Public Law 103-160; 22 U.S.C. 5952(b)).

{9) Members of reserve components {not described in paragraph (8)) on active duty for
more than 180 days but less than 271 days to perform. special work in support of the
combatant commands, except that

(A) general and flag officers may. not be excluded under this paragraph; and

{B) the. number of members. of any of the armed forces excluded under this. paragraph
may. not exceed the number equal to 0.2 percent of the end strength authorized for active-
duty personnel of the armed force under subsection {a){1){(A).

(10) Members of reserve components. on active duty to prepare.for and to. perform funeral
honors functions. for funerals of veterans in.accordance with. section 1491 of this title.

{(11)Members on full-time National Guard duty to prepare for and perform funeral honors
functions for funerals. of veterans in accordance with. section 1491 of this title..

HISTORY:

{Added Nov. 5, 1990, P.L 101-510, Div A Title XIV, Part H, § 1483(a), 104 Stat. 1710;
Dec. 5 1991, P.L. 102-190, Div A, Title IT1, Part B, § 312(a), 105 Stat. 1335; Feb. 10, 1995,
PL. 104-106, Div A Title IV, Subtitle A, § 401(c), Subtitle B § 415, Title V, Subtitle B § 513
(a)(1), Title X Subtitle F, § 1061(c), Title XV, § 1501(c}{3), 110 Stat. 286, 288, 305, 442,
498; Nov. 18, 1997, P.L. 105-85, Div A Title IV, Subtitie B § 413(b), Subtitle C. § 522(i)(1)
111 Stat.. 1720, 1736.)

(As amended Oct. 5, 1999, P.L. 106-65, Div A, Title IV, Subtitle B § 415, 113 Stat. 587;
Cct. 30, 2000, PL. 106-398, § 1, 114 Stat.. 1654; Dec, 28, 2001, PL. 107-107, Div A, Title
IV, Subtitle C, §§ 421(a), 422, 115 Stat. 1076, 1077; Dec. 2 2002, P.L. 107-314, Div A
Title IV, Subtitle A, § 403, 116 Stat.. 2525; Nov. 24, 2003, P.L. 108-136, Div A Title IV,
Subtitle A, § 403(a), {b), 117 Stat. 1450.)

HISTORY; ANCILLARY LAWS AND DIRECTIVES

Explanatory notes:

The bracketed word. "than” has been inserted in subsec. (h}{8) as the word probably
intended by Congress.

The amendment made by § 1of Act Oct. 30, 2000, P.L. 106-398, is based on § 422 of
Subtitle C of Title |V of Division A of HR. 5408 (114 Stat. 1654A-96), as introcduced con Oct.
6, 2000, which was enacted into law by such § 1,

A prior§ 115 (Act Nov. 16, 1973, P.L. 93-155, Title VIII, § 803(a), 87 Stat. 612; July 14,
1976, P.L. 94-361, Title III, § 302, 90 Stat. 924; Nov. 9, 1979, P.L. 96-107, Title IiI, § 303
(b), 93 Stat. 806; Dec, 12, 1980, P.L. 96-513, Title 1.§ 102(a), (b), 94 Stat. 2840; July 10,
1981, P.L. 97-22, § 2(b), 95 Stat. 124; Dec. 1, 1981, P.L. 97-86, Title I1X, § 902, 903, 95
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10 USCS § 691 (2003)
§ 691. Permanent end strength levels to support twe major regional contingencies

{a) The end strengths specified in subsection (b} are the minimum.strengths necessary to
enable the armed forces to fulfill a national defense strategy calling for the United States to
be able to successfully conduct iwo nearly simultaneous major regional contingencies.

{b} Unless otherwise provided by law, the number of members of the armed forces {other
than the Coast Guard) on active duty atthe end of any fiscal year shall be not less than the
following:

(1)}Forthe Army, 482,400,

{(2)For the Navy, 373,800,

{3)Forthe Marine Corps, 175, 000.

(4) For the Air Force, 359, 300.

{c) The budget for the Department of Defense for any fiscal year as submitted tc Congress
shall include amounts for funding for each of the armed forces (cther than the Coast Guard)
at least in the. amounts necessary to maintain the active duty end strengths prescribed in
subsection. (b), as in effect at the time that such budget is submitted.

(d} No funds. appropriated to the Department of Defense may be used to implement a
reduction of the active duty end strength for any of the armed forces (other than the Coast

Guard) for any fiscal year below the level specified in subsection {b} unless the reduction in
end strength for that armed force for that fiscal year is specifically authorized by law.

(e} [Repealed]

{f} The number of members. of the armed forces on active duty shall be counted for purposes
of this section inthe same manner as applies under section 115(a){1) of this title.
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TITLE 10, UNITED STATES CODE

Sec. 123a. - Suspension of end-strength limitations in time of war or national
emergency.

(a) DURING WAR OR NATIONAL EMERGENCY- If at the
end of any fiscal year there is in effect a war or national emergency,
the President may waive any statutory end strength with respect to that
fiscal year. Any such waiver may be i1ssued only for a statutory end
strength that is prescribed by law before the waiver is issued.

(b) UPON TERMINATION OF WAR OR NATIONAL
EMERGENCY- Upon the termination.of a war or national emergency
with respect to which the President has exercised the authonity
provided by subsection (a), the President may defer the effectiveness
of any statutory end strength with respect to the tiscal year during
which the termination occurs. Any such deferral may not extend
beyond the last day of the sixth month beginning after the date of such
termination.

(¢) STATUTORY END STRENGTH-In this section, the term
'statutory end strength’ means any end-strength limitation with respect
to a fiscal year that is prescribed by law for any military or civilian
component of the armed forces or of the Department of Defense.’.
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TO: L'TG John Craddock
FROM: Donald Rumsfeld (‘)
DATE: January 31,2004
SUBJECT: Budget Proposal for Army

I sent a memo to Les Brownlee about how we were going to pay for the Army
situation. 1 got a memo back from him. I cannottell if he's agreeing with me or

not. I want to know precisely whether or not he agrees with my memo.

I do not want a separate memo and have two ships passing in the night.

o
Thank you. C
10310415
| 2d
Respond by:
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WASHINGTON DC 20310

DEPARTMENT OF THE ARMY _ ﬂ v

INFOMEMO

January 29, 2004, 2:00 p.m.

FOR SECRETARY OF DEFENSE

THROUGH: DEPUTY SECRETARY OF DEFENSE F),J"V/
FROM: R. L. Brownlee, Acting Secretary of tw

SUBJECT: Budget Proposal for Army

COORDINATION: None

SPL ASSISTANT DI RITA T D’\;
o ) SA MA CRADDOCK ¢A13
Attachment: =
As Stated. WA o Woseatio | st | (A
EXECSEC MARRIOTT i 124 ?
fan }
<

Prepared By: Mr. Bill Campbell (SES),

10°0\|

This responds to your January 28,2004, comments regarding the Army's
budget proposal. (Fabre>

I share your concern about quickly clarifying and unifying a position on the
issue of increasing Army capabilities and the impact any such increase
would have on the Army’s budget. To that end, my. staff has been fully,
engaged with your staff (Under Secretary of Defense (Comptroller))
coordinating the size, intent, and cost of this initiative,

The answer, in short, is that the Army will use the temporary increase in
strength levels you have authorized, in combination with internal
restructuring and other efficiencies, to transform while responding to the
demands of the on-going war on terrorism. We will not need the
Department of Defense to request additional supplemental funding in fiscal
vear (FY) 2004, We will address FY 2005 costs in.a FY 2005
supplemental.

~d

hVNT | ﬁ

We are providing your staft detailed responses to questions, but in the
meantime ] wanted to assure you the Army and your statt are fully 'engaged
on this issue and will speak with one voice.

0SD 01387-04
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January 30, 2004

TO: Dr. Condoleczza Rice
FROM: Donald Rumsfeld (PA :
SUBJECT: Middle East Roadmap
Condi—

Attached is a paper that was dropped off to me by a long-time friend of mine,
David Kimche. It is self-explanatory. He thinks that this approach, with a modest
headquarters in Cairo, possibly even including Turkey, would be acceptable to all

the countries involved,

Why don’t you take a look at it and tell me if it is anything you want to get

involved in.

Regards,

Attach.
“Restoring the Ceasefire and Resurrecting the Roadmap™ (undated)

DR dh
013004-7

0SD 01392-04

11-L-0559/0S5D/039429

43*03 3\()() vy

INORR (,L DE



The enclosed paper was developed by a group of high level Israelis and
Palestinians acting in their private capacities. These ideas are offered tn the spirit
of providing suggestions for restoring the ccase-fire and resurrecting the roadmap.
This meeting occurred as part of the Track Two Mid-East Program sponsored by
the UCLA Burkle Center for Intcrnztional Relations. It was held at the Dead Sea
Marriott in Jordan November 7-8, 2003.

Participants included:
Abed Alloun
David Kimche
Mohammed Rashid
Zeev Schiff
Ephraim Sneh
Steven Spiegel
Rapporteur, Anita Sharma
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Restoring the Ceasefire and Resurrecting the Roadmap

Executive Summsry

This document was prepared by a group of Israelis and Palestinians who were
committed to focusing on the immediate present and ways of restoring the ceasefire and
resuirecting the roadmap. In this purpose it differs markedly from other recent private
[sraeli-Patestinian efforts that focused on 2 permanent settlement. In the light of the
formation of the new Palestinian government, the group is also trying to take advantage
of this opportunity and prevent the deterioration of any remaining understandings still in
effect. The group also believes that the inevitable deterioration that would occur if
nothing is done would lead to a worsening of attitudes toward the United States in the
region. The group is confident that its new proposals will address some of the past
probiems that the parties confronted and therefore improve the prospects for success.

It recommends that the primary elements of the renewed initiative should be:
+ Ap indefinite ceasefire between the Palestinian Authonity (PA) and the Israelis,

which would be monitored by a Trilateral Committee (TC) consisting of Israel,
the PA, and the Unuted Statcs.

¢ The issue of the secunty fence is addressed below with the fundamental emphasis
that it should be basically along the Green Line.

¢ A series of measure of outlined below and overseen by the Trilateral Committee.

s A Middie East Association on Terrorism (MEAT) should be established,
consisting of the United States, Egypt, Jordan, Israel, Palestine and the Iragi
Goveming Council, with headquarters in Cairo.

» As a corridor between Phases [ and 11 of the roadmap, a pilot program sbould be
implemented in Gazs, which would be based upon the evacuation of Israeli
settiements following the achievement of a period of stabilizaetion and full
cessation of terror.

* Improvement of the economic situation is critical to the success of the peace
process. A long-term Economic Roadmap is presented below,
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Introduction

The U.8. backed plan for peace, the "Roadmap,” is on the verge of collapse. Only
the United States can break the vicious circle and jumpstart the process again. It can do
so by bringing the two parties to fulfill their commitments to the Roadmap. When both
sides take the measures they are committed to, a constiuctive momentum can be creared.

The U.S. administration concentrates its efforts now in stabilizing Iraq and in its
reconstruction. The adimninistration is reluctant to invest energy and attention, i the
Isracli-Palestinian conflict. The common wisdom in Washington considers it as a useless
distraction.

We, a group of Palestinians and Israelis, firmly believe that the U.S. interest
requires a renewed effort An American success in reviving the Roadmap, resuming of
the Isracli-Palestinian dialogue, cessation of hostilities and terror, a relief of the suffering
of both peoples, a progress towards a two-state solution—al! these would strengthen the
U.S. position in the region, and would create an atmosphere which is more favorable to
the United States and its interests. 1t will demonstrate that the only stabilizing power in
the region is the United States. A major Isracli-Palestinian violent confrontation would be
Interpreted as a failure of President Bush's policy, will increase anti-American feelings,
and would encourage the adversaries of the United States.

The Ceasefire

Now that the Abu Ala government has formed, ihc first step should be to
negotiate an indefinite ceasefire between the PA and Israel (in contrast to the previous
cease fire which was between the PA and the militant groups and had a time limit of three
months)

Immediately after the establishment of the ccasefire, a Trilateral Committee
consisting of the United States, Israel and the Palestinians would be established. It would
not only supervise and monitor the ceasefire, but would determine the reciprocal
measures that would have to be taken and their iming. Examples of the necessary

measures include:
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For Palestinians:

1. take practical steps to prevent Hamas, Jihad, A}-Aqsa Brigades
and others from being able to resort to terror;

2 shut down workshops which produce explosives, rockets, mortars;

3. dismantle illegal militias and the clandestine network which
prepare termor operations;

4, curb illegal weapons smuggling;

5.

make sure that no political organization has a military arm.
Immediately upon its formation the Commitiee should commission an
examination of current Patestinian security forces capabilities and the additionat force
and training the forces may require in order 1o fulfill iheir obligations under this plan.
Enhancing the efficiency and organization of the Palestiman security system must be
addressed.

For lsraelis:
1. releasing of substantial numbers of prisoners and detainees;
2 lifting of part of the roadblocks between Palestinian villages and
towns;

3. more permits for Palestinians working in Israe};
4. measures for reviving trade and Palestinian business activity;
5. dismantling illegal outposts as indicated in the text of the roadmap.

With regard to the release of prisoners and removal of roadblocks, the instatlation of
social services and the need for Palestinian reform, the following could act as guidelines
to the Trilateral Committee:

a. The Security Fence—If construction of the security fence continuves, it should
be basically along the green line. Efforts should be made 1o facilitate the
movement of people during daylight hours via access points. A prionty will
be given io the construction of two terminals out of the five projecied in the
Jenin [Galame] and Tulkarem areas. Of course no fence can be the basis of the
final border between the two states.

b. Prisoners—Israel must be encouraged to release incrementally a significantly
larger number of prisoners than it has so far discussed Of the more than 6000
security prisoners in Israeli hends, only some 600 can be defined as having
*blood on their hands” and are therefore ineligible for release according 1o
Israel: definition,

¢. Barriers—Israel should be urged to remove roadblocks and closures and allow
the gradual restoration of freedom of movement for the Palestinians between
towns and districts. The handover of towns by the IDF to the Palestinian
Authority is, however, in itself insufficient. One of the major problems in the
present situation is the cut in Jinks between the villages and their provincial
centers. Villagers need to be able to visit neigbboring towns. Their well-
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being depends on it It is, therefore, necessary to address the removal of the
IDF presence from districts, and not only from towns, so that a real
improvement in the daily lives of the people can be attained. Again, gradual
withdrawals will serve as reinforcing confidence building measures over time.
As a pilot project, the Isracli and Palestinian security authorities should jointly
consider the handing over of two security barriers to the Palestinian Authority,
whether they are in Area A or B.

. Social Services—The disastrous economic situation of the Palestinian people
enables the extremist Islamist organizations to strengthen their position by
supplying socia) services that are otherwise unavailable. This activity on their
part has increased to such an exient that there exists a real danger that a
majonty of Palestinians would become further radicalized and vote for Hamas
if given the opportumty. There is, therefore, an urgent need for immediate and
coordinated help to the PA so that it can be seen as the party which brings an
improvement in the social end economic conditions of the Palestinian
populace.

. Palestinian Reform—The constitutional reforms demanded in the roadmap
must be completed. and elections should be held at such a time when the
present Palestinian government feels it to hold them. An improvement in the
Palestinian economic conditions would significantly enhance the prospects
that the PA would win the elecuions and become the consensus Palestinian
source of power. In addition, the Palestinians must be pressured to expand
their security judicial and legal reforms to meet the commitments they have
made to the international community.

The Mid-East Association on Terrorism (MEAT)

The core problem remains the continuation of violence and terror which threatens

the successful implementation of the roadmap. In the past the assumption had been that if

the Palestinians take action against terrorist elements within their own community, the

~ problem of terrorism could be solved. Of course it is true that the Palestinians must take

action; however, the problem 1s more complex than originally envistoned. Neighboring

states, especially Syria, harbor Palestinian terronist Jeaders who are ultimately the

decisive factor in determining Hamas actions, often against the wishes of leaders insice

the territories. Unless this problem is addressed energetically, it will be very difficult to

eradicate terrorist acts,
We should also remember that Iran provides the lion’s share of funding for
Istamic Jihad and certain Guif states are sti}] the primary source of financial support to

Hamas. We therefore urge the creation of a U.S. led regional association, the Mid-East

Association on Terrorism (MEAT) to combat terrorism which would include the United
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States, Egypt, Jordan, Israel, Palestine and the Iraqi Govemning Council, with
headquarters in Cairo. This association would be an ongoing operation to address such
1ssues as state-harbonng of terrornists; official and pnivate funding of terrorist
organizations and their affikiates, and iliegal supply of weapons.

The Palestinians will not be genuinely successful until externat sources end
financial support for terror, which must continue to be a top priority of U.8. policy.
External sources encompass many different avenues, including Iran and Arab
governmeats and other international fundraising ¢fforts. Incitement to violence from
outside sources such as certain Arab satcllite media must also be addressed on an urgent
basis.

Until governments in the region take a clear, demonstrable stand, backed up by
actions, against terrorism—specifically, to ccase all forms of suppent for those groups
that use terror in Palestine and Isracl—they will be considered to have aided and abetted
terror. All the states in the region should make a clear and uneguivoczl condemnation of
terronsm in all its forms and manifestations. The MEAT may eventually become a

platform for expanding cooperation and dialogue in other spheres.
The Role of the Arab States

To restore peace and quiet and reengage the peace process, it would aid
immeasurably if Egypt and Jordan rcturned their ambassadors to Israel, and other Arab
states, such as Morocco, Tunisia and Qarar initiate the resumption of diplomatic ties with
Isracl. Arab states can further encourage the Paiestinian leadership toward peaceful
reconciliation while preventing the continuation of illicit activity, including arms
smuggling. The Saudi initiative should be addressed in a more positive manner through

constructive dialogue.
The Gaza Pilot

A detailed proposal called the Roadmap Reinforcement Package (RRP) is
contained in addendum 1. Jts main emphasis is on a pilot project in Gaza premised on
nine months of the cessation of hostilities and terror in and from Gaza. Based on the
termuination of violence, the Israeli government will evacuare the Israeli setllcrhcnts in the

Gaza Strip and the Israeli troops which protect them.
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The Economic Roadmap

It is clear that the success of the roadimap depends very much on an economic
one. The current economic conditions in the PA may have a negative impact on
the Palestinian public’s support for implementation of the roadmap. An
improvement of the economic situstion may help convince the population that the
roadmap has produced tangible results and a change in their lives. The financial
and fiscal reforms carried out by the Palestinian Minister of Finance in recent
months should be commended. The proposal tackles both the immediate term and

the medium-to-long term.

Phase ]
Labor

Work permits should be increased to about 50,000, assuming that the Israeli market can
absorb them. The Palestinian G.N.P. depends for the foreseeable future on this element
and therefore it is important to use this vehicle. Israel will also increase the number of

permuts for businessmen to travel to Israel.

Financial and Ecomomic support

1. Israel should accelerate the transfer of collected duties to the P.A. An immediate
transfer of about $200 million (U.8.) could have a dramatic effect on the
budgetary situation of the P.A.

)

Continued delays in disbursement from countries in the region such as Kuwait,
Libya and Qatar, who have not delivered on their funds, jeopardize the viability
and stability of the Palestinian governmeni. Failure to receive this money could
result in salaries not being paid, and will undermine the Abu Ala government. It
1s imperative that the US government exerl its influence immediately, using all
riecessary measures, in the strongest possible way.

3. The international community, including G-8 and some Arab countries, should also
devise an emergency fund of about $1 billion (US) to finance immediate projects
with the aim of enhancing job creation and, in addition to the funds transferred
from Israel, for the following four financial purposes:

8. Palestinian budget support
b. Direct support to Palestinian famjlies in dire economic
conditions
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c. Support early retirement of advance aged public sector
employees to allow the entry of younger ones

d. Support for small and medium enterprises (SMEs)

3 Start work on rebuilding Gaza airport

4, U.S. and E.U. should grant special duty-free eniry to joint Isracli-Palestinian
products from the joint industrial zones and joint enterprises.

5. A joint Isrseli-Palestinian decision on the creation of several industrial parks and
an international donor community decision to assist in their establishment and
functioning. Such industrial parks caen create between 10,000 — 15,000 jobs.

6. Both sides should re-activate the Joint Economic Committee.

Stages 11 and ITI

In these stages the aims should be to further stabilize the Palestinian economic situation,
and further ameliorate the labor conditions, the infrastructure and other related issues.

1. Housing ~ A massive movement on this matter can transform the Palestinian
economic and political environment. This entails, of course, serious questions of
financing, the creation of a mortgage market, etc.

2. A - Infrastructure — a comprehensive plan has to be put in place dealing with
transportation, telecommunication and energy.

B - Start operational activities of the Gaza airport including cargo facilities
{subject to the bi-lateral agreement). and begin work on the Gaza port.

3. Water is a major cause of friction between all neighbors in this sub-region of the
Middie East. The U.S., EU,, and the World Bank, together with Israel, the P.A.
and Jordan, should prepare a plan to improve the use of existing water resources
and desalination on a regional basis.

4. Environment — The proximity of Israel, the P.A. and Jordan makes it necessary to
develop coordinated projects to improve conditions and protect against
environmental damages that can be created by an accelerated process of building
and industnalization

5. Tourism — All countries in the region suffered from the impact of both September
11, 2001 events and tbe intifada. A joint action plan mcluding joint promotional
activities will encourage third countries’ tourists, who are a major source of
income.

All of the above jtems will need major financial support from the international
community {Israel included.) This can be achieved through the creation of a fund of $2 -
4 billion (U.S.) which will finance directly, help to raise funds by guarantess, and channel
other available funds.

Trade
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Bilateral trade with Israel is of utmost importance to the Palestinian economy. The
current economic regime is based on the Paris agreement of 1994, which established a

custom union between Israel and the PA.

The absence of borders and a Paiestinian government were major factors in tilting the
balance towsards a custom union rather than a Free Trade Agretﬁmnt. So were the
considerations of labor in Isracl and the wish to enter the Isracli market duty free.

Both sides should review the bilatcral trade relations with the view of strengthening trade
and removing restrictions. Both sides should minimize the obstacles to bilateral trade and
should create a sufficient number of crossing points, with the necessary security facilities
to allow the free flow of goods.

The EU. and the U.S. should, for a limited peniod, consider removal of certain customs

limftations on Palestinian goods with no other sales outlet.

Economic Reforms

Throughout all phases, the Palestinian Government should continue the economic and
financial reforms, with the assistance of the intermational community and instimitions.
All financial transfers to the Palestinian Government should he governed by existing

policies and transparency.

Why will this plan work when previous efforts met with little success?

1. Stronger U.S. support is essential to assure that both parties will
implement the measures to which they are obligated.

ro

Abu Mazen failed to receive adequate support either from the
United States or Jsrael in order to succeed. Palestinians, both in the .
public as well as in the leadership, perceived that he conceded too
much without receiving anything in return.

3. Unlike previous efforis, this one would be underpinned by a
regional association to address problems of terrorism.

4. Unlike previous efforts, there would be no time limits to the
ceasefire and it would include Israel.
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5. This proposal is unique because it involves a trilateral commuittee
comprised of the United States, Israel and the Palestinians to
monitor the ceasefire.

Why should the United States embark on this effort now?

In the Isracli-Palestinian conflict, there is no stable status quo-—conditions cither
improve or deteriorate. The elapse of tme without any initiatives will only aggravate the
conflict. It will further threaten American interests in the region as escalating tensions
will exacerbate anti-American sentiment and increase the chances for increased terrorist
activity. The growing despair on both sides offers an unusual opportunuty for achieving

success. The time is ripe to restore the ceasefire and resurrect the roadmap.

10
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Addendum 1

Roadmap Reinforcement Package (RRP)
{Fourth draft April 8, 2003)

The international Roadmap is the only plan that has the support of all parties to the
conflict as well as the personal commitment of President Bush to its implementation. The
object of the Roadmap Reinforcement Package (RRP) proposed below is to energize the
Roadmap and give it concreie shape thus providing a visible demonstration of the
prospects of progress towards a full peace agreement. The RRP will consist of three
phases to be implemented over twelve months as an integral part of and in parallel to
other agreed elements of the Roadmayp:

Phase 1: 3 Months
During the first phase of the RRP, the two sides undertake the following:

A. Security measures

- The IDF wall redeploy to positions outside the cities, town, and refugee camps of
the Gaza Stnip (G.5.) to avoid unnecessary friction with the population.

- Palestinian security forces will be granted full access to the areas vacated by the
IDF and will deploy within them, with the object of imposing law and order,
providing security and preventing any acts of violence against Isra¢] or Israelis
onginating from the arcas under their control.

- Palestinian security forces will ensure that there will be no para-military or illegal
armed groups or forces operating in the areas under their control.

- ThePA and governiment of Israel (GOI) will commence security coordination and
exchange of intelligence.

- With the commencement of the RRP, the IDF will refrain from any preventive
attacks, targeted operations against Palestinians, or incursions into areas under PA
sccurity control. PA security forces will assume full responsibility for responding
to any sporadic acts of violence.

- Subject 1o the cessation of violence, the IDF will withdraw to the lines of
September 28, 2000 in the Gaza Strip. as soon as possible and no Jater than the
end of the first phase of the RRP.

B. Economic measures

Paralle] to improved secunty condittons, the GOl wail take steps to improve the
economic welfare of the inhabitants of the G.S including:

- Granting 2 minimum of 5,000 work permits per month.
Allowing for the repair and rehabilitation of major infrastructural projects in the
G.S, including Dahaniya airpon, Electricity, Gas, and Desalination projects.
- Reactivating the full fishing zone.
- Reactivating and expanding the industrial zones in Xami and Erez.

11
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- Lifting restrictions on the import and export of goods from the G.S., contingent on
security arrangements.

C. Other measures

In tandem with other agreed steps in the Roadmap, the first phase of the RRP wall
also comprise the following additional measures:

- The GOI will freeze all settlement activities in the G.S.

- The PA will act to end hostile incitement and propaganda

- The GOI and PA will implement three parallel pilot projects on the West Bank.

~  With the commencement of the first phese of the RRP, the PA will resume full
security control in Jenin area, and the IDF will withdraw fully to the lines of
September 28, 2000 as soon as possible and no later than six weeks, subjed to the
cessation of violence, The industrial park in Mukeible north of Jenin will be
revived with support from Federal Republic of German (FRG).

- As sbove, the PA will resume full security control in the Qaligilyah area and the
IDF will withdraw fully to the lines of September 28, 2000 as soon as possible
and no later than six weeks, subject to the cessation of violence. Steps will be
taken to improve the econornic situation of the Palestinian residents of the area.

- As above, the PA will resume full security contro) in Bethlehem, Beit Jala and
Beit Sahur, and the IDF will withdraw fully to the lines of September 28, 2000 as
soon as possible and no later than six weeks, subject to the cessation of violence.
An international effort led by the Government of Italy and other EU states will be
directed at rehabilitating the hotels and tounist infrastructure and encouraging the
return of tourists to the area.

- Similar arrangements for Nablus will be agreed upon, contingent upon the success
of the above projects.

NOTE: The PA and the GOI agree that progress in implementing the RRP in the
Gaza Strip is not contingent on progress in the West Bank or vice versa. The same
applies to the different areas of the West Bank mentioned in (C) above.

D. Monitoring and Implementation

A U.S led committee includmg the EU, the UN and Russia will be established to
monitor the progress of the RRP and decide the move from one phase to another in
the G.S. The committee will be the final adjudicator in settling any disputes between
the parties over the implementation of the RRP. Decisions of the committee will be
taken by consensus.

Phase 2: 6 months
Upon the approval of the committee, the second *Stabilization’ phase of the RRP will
commence. The Stabilization phase will Jast for six months and will build upon the

achievements of the first phase, Subject to the cessation of violence, it will reinforce
progress by:

12
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- Measure taken by the PA to maintain and consolidate security arrangements agreed
and implemented in phase one

- Further apreed Israeh withdrawals, and the expansion of PA areas of
control in the G.S. subject to the same terms as ahove.

- Further steps to improve the economic and living conditions in the G.S.

- Palestinian prisoners will be released.

- Measures taken by the GOI allowing freedom of movement and access
in the G.S. and facilitating movement in and out of the Strip.

- The GOI and the PA will reinstate previously agreed safe passage a
arrangements between the G.S. and the West Bank.

- The GOI will take steps to allow for the rebabilitation of Gaza Seaport.

Phase 3: 3 months

Upon the successful completion of the Stabilization phase as agreed by the Monitoring
and Implementation Committee, the third and fina) phase of the RRP will begin. The
third and final phase will Jast for three months, and will build on the achievements of
the first and second phases. By the end of the third and final phase of the RRP, and as
agreed by the Monitoring and Implememation Committee.

- The IDF will implement a full and fisal withdrawal of all Israeli forces from the
G.S.

- All Israeli settlements in the G.S will be evacuated

- The PA will assume full security and administrative contro] of the entire
territory of the Gaza Strip

- All other relevant elements of the RRP, and other agreed steps taken within the
framework of the roadmap will remain operative.

All elements of the RRP are to be seen as parallel to and part of the Roadmap.

13
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January 27,2004

David Chu o’ ¥
05’)0
cC. Gen. Dick Myers C’Dm \L/]
\

Paul Wolfowitz,

FROM: Donald Rumsfeld %

SUBJECT: Statistics

1 need the data soon —tomorrow —as to:

1. The percentage of Reserves that have never been called up or not been

called up in five or ten years.

2. The percentage of Reserves and Guard used in each of the Services for Irag

so far.

3. The number of people under stop-loss and stop-move.
I would like the data to be arranged in a way that 1s persuasive.

Please get me the first draft no later than Wednesday, January 28, so we can get it

reworked the rest of the week before the testimony.

Thanks,

DHR:dh
0127049
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Please respond by n' / LY / oV

0sD 01400-0¢
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UNDER SECRETARY OF DEFENSE -~ | .

4000 DEFENSE PENTAGON
WASHINGTON, D.C.20301-4000

PERSONNEL AND. INFO MEMO

READINESS

January 30, 2004, 6:30 PM

FOR:  SECRETARY.OF DEFENSE

FROM: David S. C. ChuSD(P&R) , _
C%ﬂ L. L1 4. OO Tz Y

SUBJECT: Statistics--SNOWFLAKE

e Yourequested specific information regarding percentages and numbers of Reserve
component members called-up, and not called-up, for mobilizations over time, and the
number of Total Force members impacted by Stop Loss.

e Attached i1s an Information Paper that I believe answers your questions and provides

an accurate picture of Reserve component mobilizations, using DoD personnel data as
of December 31,2003.

s The key facts are as follows:
o About 36% of the Selected Reserve has been involuntarily called-up for the
current operations.
e Conversely, about 64 % has not been called-up.
e Since December 1995, about 42 % have been called-up.
e About 20,342 (1.4 % )Active and 25,538 (2.9 % )Reserve members are currently.
impacted by Stop Loss

® This information also supports the rebalancing actions initiated by the Department.

Attachment
As stated

Prepared By: Mr. Dan Kohner, OASD/RA(M&P),

b ]

K _
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Statistics

Desert Haiti Bosnia Southwest Kosovo
Shield/Storm | (Sep%4- | (Dec95- [ Asia (SWA) | (Apr9- | ONE/QEF/QIF
(Aug90-Aug 9D | May9%6) | Dec03) | (Feb98-Dec03) | Dec 03} {Sep 01-Dec 03)

# RC Invol

Called-Up* 238,187 6,250 32,404 6,108 11,426 319,183

From Scptember 11,2001 through Deeember 31,2003 we have involuntarily.
mobilized about 319,193 members of the Sclected Reserve, or about 37% of RC
members [illing structured billets (875,6(09). This means that about 63% of Selected.
Reserve members have not been called-up.
(Note: The baseline does not include the 287,332 members in the RC manpower
pool - the Individual Rcady Reserve/Inactive National Guard.)

Of the 319,193 RC members who have served/are scrving in the current operations,
11,802have also served in previous operations (Bosnia, Kosovo, or SWA) going
back to.Dec 1995, (This cquates to about 1.3% of the SclRes force of today)

Additionally, of the 319,193 members who have served/are serving in the current
operations, 15,982 have been called up morc than once for this contingency. (This
equates to about 1.8% of the SelRes force of today).

So, overall, Iess than 4%. of the SclRes force of today has been involuntarily called-up
morc than once since 1993,

A review of the overall numbers called-up, and those who have been called up morc
than once, shows that the stress (or usage) is focused in certain areas. This has lead to
the force rebalancing efforts that have been initiated in DoD.

2. Reserve Members Called-Ur iIDNE/NERN]F) & % of Selected Reserve

ARNG | USAR USNR USMCR ANG USAFR | USCGR | TOTAL
125353 | 87,758 20,052 23280 31,599 23737 7.404 319.193
362% | 415% 23.0% | 578% | 294% | 320% | 950% | 365%

{%'s do not account for SelRes attrition over 2 years - therefore %’s may be overstated)

3. Members Impacted by Stop Loss:
Approximately 20,342 Active Component, and 25,538 Reserve Component members.

The above information does not account [or attrition in the Selected Reserve.

Wc have not normally calculated percentages using the IRR/ING population - since only,
a limited number {about 6,000} have been called-up for the current operations, and none
could legally be mobilized (involuntarily) for Bosnia, Kosovo, or SWA operations.

11-L-0559/05D/039445




January 27,2004

1)(.c*uh/
David Chu 0/ ¥
05 >
cC’ Gen. Dick Myers U)ﬁ \}’1
1

Paul Wolfowitz

FROM: Donald Rumsfeld %

SUBIJECT: Statistics
I need the data soon —tomormrow —as to:

l. The percentage of Reserves that have never been called up or not been

called up in five or ten years.

2. The percentage of Reserves and Guard used in each of the Services for Iraq

so far.
3. The number of people under stop-loss and stop-move.
I would like the data to be arranged in a way that is persuasive.

Please get me the first draft no later than Wednesday, January 28, so we can get it

reworked the rest of the week before the testimony.

Thanks.

DHR:dh
012704-9

Please respond by ‘/ a1 / oY
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TO;. David.Chu_

CC’ Paul Wolfowitz
FROM: Donald Rumsfeld %
DATE: January 9,2004

SUBJECT: Reserve Forces

We are going fo have 10 make sure that the services, when they finish rcbalancing,
that I can see how many units are still going to be inthe newly balanced reserves
and guard who have never becn called up or have not been called up. in 13 years

and have only been called up once every. decadc.

Thanks.

DHR/amm
01090401

i L~ .
Please respond by: /I ¢ _O“f //Zlb !/- ‘/
! i

osp 01401-04
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UNDER SECRETARY OF DEFENSE .

4000 DEFENSE PENTAGON
WASHINGTON, D.C.20301-4000

PEARSOMNEL AND
READINESS INFO MEMO
January 30,2004 - 6:30 PM
FOR: SECRETARY OF DEFENSE
FROM:. DAVID S. C. CHU, UNDER SECRETARY OF DEFENSE

(PERSONNEL AND READINESS) Y2 v/ / in & Soor -

SUBJECT: Rebalancing Visibility - SNOWFLAKE

*  We will put in place a data system that meets the objectives you outlined
(Tab A).

e For this hearing cycle, we compiled a short paper that describes the
Dcpartment’s rebalancing cffort, and that you reviewed, asking that 1
summarize its main points, Tab B provides the requested summary.

RECOMMENDATION: Information Only
Attachments:

As stated

Preparcd by: Captain Stecphen M. Wellock,

e

o _
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TO: David,Chu._ .

ccC: Paul Wolfowitz
FROM: Donald Rums(eld W
DATE: January 9, 2004

SUBJECT Reserve Forces

We arc going fo have to make surc that the services, when they finish rcbalancing,
that 1van see how many units are still going to be inthe ncwly balanced reserves
and guard who have never been called up or have not been called up in 13 years

and have only been called up once every decadc.

Thanks..

DHR/am

AamANE AT

- |
Please respond by: /I il oy /}/{b /-‘ '/
! /

0sp 01401-04

11-L-0559/0SD/039450



TAB

11-L-05659/0SD/0394 51



Cohesive Rebalan Strateqy to luce Stres s on the Force

STRATEGY

o Move later deploying AC forces forward in the plan and early deploying RC
forces later in the plan; shift assets between combatant commanders
e Introduce innovative management techniques:

- Enhance voluntcerism to provide trained, rcady. individual rescrvists and
units who can respond immediately without requiring mobilization (e.g.
aircrews, transportation support, PSYOPs, IMAs)

- Expand the use of reachback to reduce the footprint in theater through
virtual connectivity to CONUS locations (e.g. IO, intelligence, finance)

- Streamline the mobilization process to improve responsiveness; provide
additional resources to cnhance rcadincss of RC units

® Rcbalance capabilitics by converting lower priority. structurc to higher priority.
structurc both within and between the AC and RC

Multiplc approaches arc nceded to resolve force imbalances.

OBJECTIVES

e Enhance early responsiveness: Structure forces to reduce the need for
involuntary mobilization during early stages of a rapid response operation

e Resolve stressed career fields: Structure forces to limit involuntary
mobilization to rcasonablc and sustainable rates.

e Employ innovative management practices: Achicves the greatest degree of
flexibility while reducing stress on critical career fields and the need for
involuntary mobilization
- Continuum of Service — a ncw availability and scrvice paradigm on a scale

from 0-365 days, provides greater flexibility for supporting Dept’s. mission

Enhanced volunteerism, reachback, and rotational overseas presence are

additional approaches

Mobilization process improvements — underway, already reduced approval

timeline significantly; continuing to work

RESULT

The Department’s cohesive rebalancing strategy has resulted in about 10,000
changes in military spaces both within and between the Active and Reserve
componcnts in FY 03; and about 20,0001in FY 04. The FY 05 budgct supports an
additional 20,000 changcs.

11-L-0559/0SD/039452
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December 14,2004
TO: Paul Wolfowitz, S
Gen Dick Myers m
(Gen Pete Pace
GEN Pete Schoomaker -
Fran Harvey

FROM: Donald Rumsfeld [W\
SUBJECT: Letter from Richard Gamin

Attached is a letter [ received from a very bright man, Richard Garwin. Tt has

some interesting thoughts that you might take advantage of.

Thanks.

Attach.
12/10/04 Richard Garwin letter to Secef

DHR:ss
121404-8

Please respond by 1 LQ <

hO2et h|

0SD 01419-05
11-L-0559/05D/039453



. :..._.., et At T A 1R IR e LHWWALIY ORI | H-Ul/ud

Richard L. Garwin
IBM Fellow Emcritus
Thomas J. Watson Research Center
P.0.Box 218
Yorktowr *"~*-*— NY 10598-0218

F, | ]
INTER} ) |

(viaFAX to

The Honorable Donald H. Rumsfeld
Secretary of Defense

U.S. Deparumeat of Defense

1000 Defense Pentagon

Washirgsn, DC  20301-1000
Dear Don,

I saw excerpts from your meeting with the troops in Kuwait, and just now ( If_ﬂgrsda%
10:30 pm Washington tite) I saw on C-SPAN a session with LGEN Steven
about ammored vehicles.

I thought that Whitcomb did a good job, but tbe reporters were very smart, and bad good
gestims.

Whitcomb said that there was no shortage of material, no sho of vehlcles, and no
shortage of people, and they were making good progress against their sched

But there are two problems. First, a lot of trucks don't seem to bave ammor & all, and
a good many HUM-V's do nat have ammor.

Whitcomb said that the Congress has provided $1.2 B, and so there was no shortage
of armor. But he said also, "I don't know the specifics.”

LGEN Whitcornb should not have had to appear without "knowing the specifics."

The troops in the field are highly motivated to protect themselves and their colleagues.
If they can do the job with steel and glass they scrounge from lapdfills, they can do the
job a lot better with steel and glass that are provided from U.S.military stores, that they
they can mount on their own vehicles. Our people are smart, and they are motivated,
and when they arc not in combat they have a good deal of time to do what needs to be
done.

If we don't have the materiel ready, we should (and should have) consider getting such

materiel produced for us by China or other places where there are people who .are hungry
and capable. We don't need to have them produce the best we know how to do-"only

11-L-0559/0SD/039454
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something that is pretty good. For instance, one should note that our vebicles suffer JED
attacks from the right, much more than from the left. Therefore, if one bas a shortage
of time ar matericl, the right side should be armored more heavily than the left.

I do not expect my Secretary of Defense to go out there with a drill and wrench or a
welding torch, but T do expect the Army and the Marines to be beating down the doors
with expedient armoring schemes.

And these should be practiced in a competition, so that we don't have totally unarmored
trucks carrying people in one of these high-speed convoys.

We are where we are, but the question is what can be done in for weeks, for instance,

[ am in Washington until Saturday, available by Email at RLG2 at us.ibm.com, in the
remote event that anyone wishes fo contact me.

Vay best regards,

Sincerely yours,

Richard L. Garwin

RILG:jah:4345DHR: 121004, DHR

- Tk
*x TOTAL PAGE. 02
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JAN 3 1 2005

TO: Fran Harvey
cc! Gen Dick Myers
GEN Pete Schoomaker

FROM: Donald Rumsfeld
5 -
SUBJECT:. Response to Dr. Garwin

I think you ought to go ahead and get an appropriate letter back to Dr. Garwin. |

| 57

have read your memo. Why don’t you handle it and tell him I asked you to doit.

Thanks,

Attach.
12/14/04 SecDef Memo to DS, et al.

12/10/04 1.etter to SecDef from Dr. Richard Garwin {)\‘
e

DHR:ss q-\CJ
012805-5 B
.l..--.-'lll.llIllIlll.‘.ll.II--lIlI-...lI.l-llllllIl'.'l.'...l.‘.ll'..lll L
e o

Please respond by 9—/ !D/ 043 -’\

7 1
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DEPARTMENT OF THE ARMY
WASHINGTON DC 20310-0700

INFO MEMO L e e

January 19,2005,5:00 p.m
FOR: SECRETARY OF DEFENSE

%% "‘/

FROM: Francis J. Harvey, Sectétary of the Army S
Peter J. Schoomaler, General, &k " ’9,0"0

ISh

§

SUBJECT: "Letter from Richard Garwin" (Army Measuresto Protect Tactical Wheeled
Vehicles (TWV).

The purpose of this memo is to respond to your memo dated, December 14,2004,
regarding a letter from Richard Garwin. (Tab A)

o All TWVsused in conduct of operations in the U.S. Central Command (CENTCOM)
area of responsibility (AOR) [Traq and Afghanistan] will have some level of armor
protection (Level 1, 11, or 111)by March 2005.

e The Army is working diligently to meet CENTCOM TWV protection requirements
by evaluating both mateniel and non-materiel solutions to provide the maximum
protection possible for Soldiers conducting missions in TWVs,

S upl bl

o The Army is using three distinct levels of TWV armor protection. The first category,
referred to as level I, refers to fully integrated armor installed during production and
retrofit. The second, level 11, includes officially approved add-on armor kits that can
be installed on vehicles, either in the United States or in the theater of operations.
Finally, the third category, level 111, includes locally fabricated armor using approved
steel, which provides added protection as an interim measure until a level T or Il kit
can be applied. Together, these various levels, along with ongoing efforts to assess
and test other technological improvements will ensure that all TWVs involved in
operational missions are equipped with the best protection available.

o No later than February 15,2005, all TW Vs operating in Iraq outside of forward
operating bases will have some level of armor protection. The J4 led fusion cell 1s

ensuring that all services are working together to achieve up-armoring sooner than the
February 15,2005 objective.

Jsﬂ?__""dh?

Printad.on_@ Recycled Paper. 0 S D 0 1 4 1 9 - 0 5
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* SUBJECT: "Letter from Richard Garwin” (Army Measures to Protect Tactical Wheeled

Vehicles (TWV),

Considerable efforts as well as significantprogress have been made in the endeavor
since late 2003, and the pace has been accelerated in response to the rapidly changing
operational requirements. The initial priority was placed on up-armoring light tactical
wheel vehicles, primarily the high mobility multi-purpose wheeled vehicle, by a
combination of increased production and providing add-on armor kits for older
vehicles. The requirement for armoring these vehicles has escalated dramatically
from a few hundred in March 2003 to over 8,000 by December 2004, The Army has
already provided over 6,000 and expects to meet current requirements by March 2005.
The priority has now shifted to providing armor protection for medium and heavy
TWYVs. Current Level I and IT requirements will be met by June 2005.

Up-armoring 1s not the only solution to protect Soldiers from the improvised
explosive device (IED) threat. The Army is aggressively integrating a host of
capabilities and measures in an effort to better protect Soldiers and TWVs. Units in
theater have successfully employed IED countermeasuresto reduce their vulnerability
to IEDs. Units in theater are adapting and evolving their tactics, tlechniques and
procedures to counter enemy. IED tactics. All Army units conduct live, virtual and
constructive predeployment training at home station and at our training centers using
the most current lessons learned provided by units currently operating in theater.
When possible, almost all of the Army’s predeployment training encompasses.a
training period for units of no less than six months in length and immerses the Soldier
in a realistic theater-like combat environment. Qur commanders and Soldiersin
theater not only rely on armor protection, but also realize that force protection.
requires the integration of a host of different capabilities. Thus, up-armoring is not
the only solution to protect Soldiers.

COORDINATION: NONE

Prepared By: LTC Ed Agee,

Attachment: Nome= PIS S'f:ﬂl'l:ecl
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December 14,2004

TO: Paul Wolfowitz
Gen Dick Myers
Gen Pete Pace
GEN Pete Schoomaker
Fran Harvey

FROM: Donald Rumsfeld (.w\
SUBJECT: Letter from Richard Garwin

Attachedis a letter I received from a very bright man, Richard Garwin. Ithas
some interesting thoughts that you might take advantage of.
Thanks.
Attach.
12/10/04 Richard Garwin letter o SecDef
DHR ss

121404-8

Please respond by 12 (o<
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Richard L. Garwin
IBM Fellow Emeritus
Thomas J. Wt=xn Research Center
P.O. Box 218
Yorktown Helght;. }IY 10598-0218

INTERNET |

n_ JEDER,
(ViaFAX tc,

The Honarsble Donald H. Rumsfeld
Secretary of Defensc

US . Depariment of Defense
1000 Defense: Pentagon
Washington, DC 20301-1000

Dear Don.

I saw excerpts from your meeting with the troops in Kuwait, and just now (Thursday,
10:30 pm Washington tite) I saw on C-SPAN a session with LGEN Steven Whitcomb
about armored vehicles.

I thought that Whitcomb did a good job, bt the reporters were very Smart, and had good
questions,

Whitcomb said that there was no shortage of material, no shortaﬁ:: of vehicles, ard no
shortage of people, and they were making good progress against their schedule.

But there are two problems. First, a lot of trucks don't seem to have armor # all, and
a good many HUM-V's do ot have armr,

Whitcomb said that the Congress has provided $1.2 B, aod so there was no shortage
of ammor. But he said also, " don't know the specifics.”

LGEN Whitcomb should not have had to appear withot "knowing the specifics.”

The troops in the field are bighly motivated to protect themselves and their colleagues.

If they can do the job with steel and glass they scrounge from landfills, they can do the

job & lot better with steel and glass that are provided £77U.S. nilitary stores, that they

they can moumt on their own vehicles. Our people are smart and they are motivated

?jnd when they are not in combat they have a good deal of tame to do what needs to be
one,

If we don't have the materiel ready, we should {and should have) consider gatting such

materiel produced forus by China or other places where there are people who are hungry
and capable. We don't need to have them produce the best we know how fo do— only

11-L-0559/0SD/039460
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something that is pretty good. For instance, one should note that our vebicles suffer [IED
attacks from the right, much more than fromthe left. Therefore, if one has a shortage
of time or materiel, the right side should be armored more heavily than the left,

I do not expect my Secretary of Defense to go out there with a drill and wrench ar a
welding torch, but I do expect the Army and the Marines to be beating down the doors
with expedient armoring schemes.

And these should be practiced in a competition, so that we don't have totally unarmored
trucks carrying people in one of these high-speed convoys.

We are where we arc, but the question is what can be done in four weeks, for instance.

I an in Washington until Saturday, available by Email at RLG2 at us.ibm.com, in the
remote ¢vent that anyone wishes to contact me.

very best regards.
Sincerely yours,

M(-.@aﬁd

Richard L.. Garwin

RLG:jah:4345DHR: 121004. DHR
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SECRETARY OF THE ARMY
WASHINGTON

10O FEB 2005

Mr. Richard L. Garwin

IBM Fellow Emeritus

Thomas J. Watson Research Center

P.O. Box 218

Yorktown Heights, New York 10598-0218

Dear Mr. Garwin:

Secretary Rumsfeld asked that | write to you regarding the Army's ongoing efforts to
improve the armored protection for our wheeled vehicles. This is a critically important
subject to both the Army and other. United States military forces, especially for those.
forces operating today in Iraqg and Afghanistan.

The Army. is working diligently to. meet United States Central Command (CENTCOM).
Tactical Wheeled Vehicles (TWV) protection needs by evaluating both materiel and
non-materiel solutions to provide the maximum protection possible for Soldiers.
conducting missions in TWVs. The Army recently established an Armoring Task Force
to accelerate fielding of armor solutions to the force.

Since the fall of 2003, when the insurgency in Irag began to intensify, there were
approximately 250 armored TWVs intheater. With the support of Congress, acting in
full partnershipwith. industry, the Army has dramatically increased the pace of both.
production and fielding. By the end of this month, at least 32,000 TWVs in the Iragand
Afghanistan theaters will be protected. Most important, after February 15, 2005, no
vehicle carrying an Amercan Soldier will leave a protected base without armor. This
overall effort has increased the number of armored vehicles in theater by a factor of
over one-hundred since August 2003.

The Army is using three distinct levels of TWV armor protection. The first category,
level |, is fully integrated armor installed during production and retrofit. The second,
level ll, includes officially approved add-on armor kits that can be installed on vehicles,
either inthe United States or in the theater of operations. Finally, the third category,
level lll, includes locally fabricated armor using Department of the Army approved steel,
which provides added protection as an interim measure until a level L or If kit can be
applied. Together, these various categories, along with ongoing efforts to assess and
test other technological improvements, will ensure that all TWVs involved in operational
missions are equipped with the best protection available.

/.Sk
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It is also importantto note that up-armoring is not the only solution to protect Soldiers
from the improvised explosive device (IED) threat. Our commanders and Soldiers in
theater not only rely on armor protection, but also realize that force protection requires
the integration of a host of different capabilities, such as employment of IED
countermeasures.to reduce unit vulnerability to IEDs. Units in theater are adapting and
evolving their tactics, techniques and procedures to counter enemy. IED tactics.
Furthermore, all Army units are conducting live, virtual and constructive predeployment
training at home station and at our training centers using the most current lessons
learned provided by units currently operating in theater.

The nature and extent of the challenge has changed rapidly over the past months,
and the Army has made every effort to adjust rapidly to the escalating requirement we
face in providing the best protection possible to our Soldiers. With excellent support
from the Department of Defense, Congress and Industry, we have made considerable
progress and have additional initiatives underway to meet those requirements.

Thank you for your professional and personal interest in this vitally important area,
and we appreciate your continuing support for our military forces and our Soldiers.

Sincerely,

Francis J. Harvey

11-L-0559/0SD/039463



THE. SECRETARY OF DEFENSE.
WASHINGTON.

JAN 24 2005

Mr and Mrs. Robert C. Jones

Dear Mr. and Mrs. Jones,

Thank you so much for your Christmas card. I deeply
appreciate your good wishes and kind words of support.

I also thank you for your service to our country, and
wish you all the best in the New Year.

Sincerely,

N

"‘*

'J ?
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0SD 01463-05
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Mr. and Mrs. Robert C. Jones

Medh
Dear Ms4nd Mrs. Jones,

Thank you somuch for your Christmas card. I deeply
appreciate your good wishes and kind words of support.

I also thank you for your service to our country, and
wish you all the best in the New Year.

Sincerely,

r: Shontlake r-cﬂlmi-
hany

Cle g
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DEC-2-8 2004

TO: CAPT Bill Marriott

CC:

FROM: Donald Rumsfeld /yﬂ,
SUBJECT: Note toMr. & Mrs. RC . Jones

Please draft a nice note back to these folks who sent this Christmas card. It is

quite interesting. (\é"\f
Thanks. \‘f}‘
Attach,
Christess Cand from Mr, and Mirs. Robert, C. Jones
DHE:ss
1227413
Piemempondbyl)%}o#
CSC’ - M{e
o
o (ﬁ@tﬂkfw%
&
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™
0SD 014_63_05 %
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February 2,2004

TO: Honorable Andrew H. Card, Jr.
cC. Vice President Richard B. Cheney
Dr. Condoleezza Rice
Honorable George Tenet
FROM: Donald Rumsfeld <], A_
SUBJECT: Intelligence Commission

Attached 1s a Newt Gingrich op-ed piece that apparently 1s in the works.

I very much agree with his point that the commission ought to be focused on the
21" century challenges. Unfortunately, the draft I have seen of the commission

keeps leaving out the subject of asymmetric threats.

Attach.
2/1/04 Gingrich c-mail: “The Right Intelligence Commission™

DHR:dh
020204-3

0SD 01479-04
11-L-0559/05D/039470
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From:
Sent:  Sunday, February 01,2004 10:50 AM

To: :I@OSd.pentagon.mH;Larrv NiRita@osd. pentagonmil;
wunn.Craddock@OSD . Pentagon.mil jack.patterson@osd.mil;
stephen.cambone@OSD..mil

Cc: damicorj@js.pentagon.mil; peter.pace@js. pentagon.mil

Subiject: the right intelligence commission-newt
the following is a proposedop ed | am submitting,
Newt

America does not need a narrowly focused commission looking only at the question
of American intelligenceon Iraq.

America does not need a backward oriented commission that only seeks to find
fault.

America does not need one more cycle of self righteous politicians undermining and
demoralizingthe intelligence professionalswho risk their lives and risk their careers
renderingjudgement about secret dictatorships with inadequate information and
inadequate resources.

Intelligence professionals especially do not need to be lectured by the very
politicians who cut their funding, undermined their capacity for human intelligence,
and established systems of oversightwhich periodically lead to scapegoating but
seldom lead to serious reform or improvement.

However, America does need a thorough review of the new,. harder, and more
complex 21st century worldwide intelligence challenges which have become
obvious since 9/11.

The weakening of the intelligence community began with the Church Committee
and was compounded by the Carter administration's dismantling of our human
intelligence capability (as Ambassador David Kay noted in his recent testimony). It
was then further compiounded by the Clinton Administration’'s starving the
intelligence community of resources.

Itis now time for a commission aimed at strengtheningthe intelligence community
rather than underminingit.

The President should establish a commission on 21st Century American intelligence
requirements in the age of weapons of mass murder{biological and chemical) and
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mass destruction{nuclear).

The commission should begin by reviewingthe level of denial and deception
countries now use to hide their programs. The Iranian, Libyan, North Korean, and
lragi examples are four of the cases the commission should review.

The scale of Pakistani scientist involvement in the illegal international arms trade
including nuclear capabilities and the involvement of North Korea in systematic
illegal international arms deals should be a focus of the commission.

The comission should also review foreign intelligence efforts around the world and
the degree to which they know more or less than the American intelligence
community.

Finally, the Commission should make recommendations about the size, structure,
and culture of intelligenceto fit it for the extraordinary challenges of a 21st century
worldwide war involvingweapons of mass murder and weapons of mass
destruction.

This is the right kind of commission focused on the right questions and it would be
an asset to the intelligence community.

This is a Commission appropriate to a time when we are each day seeing new
terrorists threats, new bombings around the world, and new losses of American life.

It is time to rise above political concerns and put the country’s needs first. This is a
real war and we need a Commission appropriate to waging war.,
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Dr. Condoleezza Rice
TO: Honorable George Tenet

FROM: Donald Rumsfclf?
SUBJECT: Draft Remarks £

+prorrow

February 3,2004

Attached are draft remarks that T may use éeéey in my hearing before the Senate

Armed Services Committee.
I would appreciate any suggestions you might have fast.

Regards,

Attach.
Draft remarks,

DHR:dh
020304-1.

11-L-0559/05D/039473

osp 01533-04

00

C

/10 ‘ﬁ}jg



2/3/2004 8:49 AM Thiessen
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INSERT ON WMD/PRESIDENT'S NEW INTELLIGENCE COMMISSION
[1494 Words, 11 Minutes]

During my confirmation hearings before this Committee three years
ago, |was asked what would keep me up at night. | answered:
“intelligence.”

| said that because the challenge facing the intelligence community
then and today is truly difficult. Its task is to penetrate closed
societies and organizations - to try and learn things that our
adversaries don't want us to know, often not knowing precisely
what it is they should be looking for - while our adversaries know
precisely what it is they don't want us to know. That is a very
tough assignment.

Intelligence agencies are operating in an era of surprise - when
new threats can emerge suddenly with little or no warning, as
happened on September 11th.  And it is their responsibility to
warn policymakers about threats before they emerge, to try.to
connect the dots before the fact -- so we can take action to

protect the American people.

They must do this in an age when their margin for error has all but
disappeared. Inthe 21° century, we are dealing with multiple
potential adversaries - terrorist networks and terrorist states -
that are pursuing weapons of mass destruction, and the means to
deliver them. The consequences of underestimating a threat
could be the losses of not hundreds or thousands of lives, but
potentially tens of thousands of lives, or more - |osses that but

for timely warning and response might otherwise be averted.
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e The men and women in the intelligence community have a tough,
and often thankless job. If they fail, the world knows it.
And when they succeed - as they oftendo - their
accomplishments often remain secret. Though we cannot discuss
those successes in open session, it would be worth the
Committee's time to hear of them. They are many and they are
impressive.

e We are blessed that so many fine individuals have stepped forward
to serve inthe intelligence community, and are willing to work
under great pressure, and in more than a few cases risk their lives.

o They faced a difficult challenge in the case of Iraq. They knew
the history of the Iragi regime - its use of chemical weapons on
its own people and its neighbors. They knew what had been
discovered during the inspections after the Persian Gulf War -
much of which was far more advanced than the pre-Gulf War
intelligence had indicated. They were keen observers of the
reports of UNSCOM inthe 1990s. And they and others did their
best to penetrate the secrets of the regime of Saddam Hussein after
the inspectors were kicked out in 1998.

e |t was the consensus of the intelligence community - and of
successive administrations of both parties and the Congress that
reviewed the same intelligence - and much of the international
community -- that Saddam Hussein was pursuing WMD.

o An objective look at Saddam Hussein’s behavior throughout that
period reinforced that conclusion. He did not behave like someone
who was disarming and wanted to prove he was doing so. He did
not open up his country to the world - as Kazakhstan, Ukraine,
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and South Africa had previously done - and as Libya is doing
today.

Instead, he chose the path of deception and defiance. He
continued to give up tens of billions of dollars in oil revenue under
U.N. sanctions, when he could have had the sanctions lifted simply
by demonstrating that he had disarmed.  Why?  His regime filed
what almost everyone agreed was a fraudulent declaration with the
United Nations, and ignored the "final opportunity” afforded him by
UNSC Resolution 1441, Why?

The Congress, and the national security teams of both the Clinton
Administration and the Bush Administration, looked at essentially
the same intelligence, and came to the same conclusion: that the
Iraqgi regime posed a gathering danger and had to be changed.

There was no debate inthe U.S. or the UN as to the nature of the
problem.

Inthe end, a large Coalition of nations decided to enforce the UN’s
resolutions. And as a result, the Iraqi people are now free.

David Kay, the Director of Central Intelligence's Special Advisor,
served in Irag for some six months, directing the work of the Iraq
Survey Group - the ISG. He and the ISG have worked hard,
under difficult and dangerous conditions. They have brought
forward important information. Dr. Kay is a scientist and an
experienced weapons inspector. He has outlined for this
Committee his hypothesis on the difference between pre-war
estimates of Iraqg’s WMD and what has been found thus far, on the
ground.
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o While itistoo early to come to final conclusions, given the work
still to be done, there are several possibilities:

It's possible the WMD did not exist at the start of the war -
possible, but not likely;
It's possible they existed, but were transferred in whole or in
partto one or more countries;
It's possible it was dispersed and hidden throughout Iraq;
It's possible it was destroyed,;
It's possible Iraq had small quantities and the capability for a
rapid build up;
Or, it's possible that it was a big charade:

» That Saddam Hussein fooled the world;

» That Saddam Hussein fooled his own people;

= Or even that Saddam Hussein was fooled by his own

people, who told him he had capabilities he really didn't
have;

o Itisthe job of Dr. Kay's successor and the Iraq Survey Group to
pursue this issue wherever the facts in lraqgtake it. It is a difficult

task.

Think: ittook us some ten months to find Saddam Hussein

— a human being. Interestingly, that hole he was found hiding in
was large enough to hold enough weapons of mass destruction to
kill thousands of human beings.  And unlike Saddam Hussein,
such objects, once buried, can stay buried. So they are no less

difficult to find. lraqisthe size of California -- the chances of
finding something buried in the ground without being led to it is
minimal.

o As Dr. Kay has testified, what we have learned thus far has not
proven Saddam had the things our intelligence indicated he had.
On the other hand, the Iraq Survey Group's work has not
concluded. There are some 1,300 people inthe ISG in Iraq,
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working hard, at personal risk, to find ground truth. When that
work is complete, we will know more. While the evidence has
not confirmed what we thought we knew, it also has not proven
the opposite.

Whatever the outcome, itis important that we seize the
opportunity to derive lessons learned to inform the future. In
DoD, Joint Forces Command has done an extensive review of the
planning and execution of Operation Iragi Freedom from the
perspective of both Coalition forces and the Iraqi perspective.
These lessons learned are helping identify ways our intelligence
performance can be improved for the future.

In addition to lessons learned from Iraq, it is important that we
step back, and take look at the bigger picture -- that we examine
whether U.S. intelligence capabilities are properly structured to
meet the threats and challenges of the 21* century.

The President has announced he will form a Commission on
Strengthening the Intelligence Capabilities of the United States to
do this. The Commission will review the past successes of the
intelligence community, as well as cases where it has been less
successful, to examine whether the intelligence community is
properly organized and has sufficient skills among its agents and
analysts and proper resources and the appropriate authorities to
meet the challenges of the 21 century.

Intelligence is not perfect. It is more art than a science. We do
not, will not, and cannot know everything that is going on in the
world. If at this important moment we mistake intelligence for
irrefutable evidence, analysts will be reluctantto inform
policymakers of what they think they know, what they know that
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they don't know, and what they think. Policymakers bereft of
intelligence will find themselves unable to make the prudential
judgments necessary to protect our nation.

| believe the President did the right thing in Irag. | advised the
President based on the intelligence we all saw - just as everyone
here made their judgments, and cast their votes, based on that
same information.

The President has sworn to preserve, protect, and defend the
nation. With respectto Iraq, he took the available evidence into
account. He took into account September 11™. He took into
account Saddam Hussein’s behavior. He took into account his
ongoing defiance of the UN, and the fact that until the end, the
Iragi regime was still shooting at U.S. and UK aircraft and their
crews that were enforcing the UN resolutions in northern and
southern

no-fly zones.

He went to the United Nations - and the Security Council passed
a 17" resolution giving Irag a "final opportunity” to disarm. And
he went to this Congress - and based on that same intelligence,
you voted to support military action if the Iraqi regime failed to take
that "final opportunity.” And then, after that "final opportunity,”
the President gave Saddam Hussein a final ultimatum - and only
then, when all meaningful alternatives had been exhausted, the
Coalition liberated Irag.

| believe that the world is today safer, and the lraqi people are far
better off.

#H
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TO: David Chu

CC. Paul Wolfowitz
Powell Moore

FROM: Donald Rumsfeld ’VL

SUBJECT: Senator Collins and Union Issues w/NSPS
[ just read your February 2 memo on the National Security Personnel System.

I should mention that besides seeing the articles in the press about union leaders
complaining, Senator Collins raised it in my hearing. She obviously is hearing
from them, and she expressed how deeply concerned she was. 1 don’t know why

she is concerned, and she didn’t say.

Nonetheless, it seems to me that you ought to find a way. to keep her informed as

you go along, so she knows what is going on and is at least informed, if not in

agreement.

Thanks.
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UNDER SECRETARY OF DEFENSE j’iy
4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000

PERSONNEL AND INFO MEMO
READINESS
. L February 2,2004 - 11:28 AM
- ‘,-./I - .HEH‘ .
. );,L FOR: GECRETAR‘( OF DEFENSE. ./
N, ’ "DFRPITTY SFECRETARY OOF NDEFENSF

FROM: DAVID S. C. CHU, UNDER SECRETARY OF DEFENSE
(PERSONNEL AND READINESS) 77>, 7/ ¢/ < /21 NS A <y

SUBJECT: National Security Personnel System (NSPS) Demgn--SNOWFLAKE
< J‘T.L!L Lt MLLW
e We are already using our new authoritiesq, We have implemented voluntary early
retirement and buyout authority (helping close Roosevelt Roads), and will soon
implement our authority to hire highly qualified experts and federal annuitants (which
will immediately assist the Department in recruiting for hard-to-fill jobs).

o Most of the remaining steps to create a new civil personnel system require joint action
with the Oftice of Personnel Management (OPM), as well as collaboratiou with
cmployce unions.

o Imet with Clay Johnson, Deputy Director for Management, OMB, on January 20,
and with Kay Coles James, Director, OPM, on January 30, to discuss OPM
involvement.

0 OPM would like a more intrusive and time-consuming approach than we are
pursuing, but Clay Johnson 1s working to help us maintain our schedule--first
300,000 DoD employees brought under NSPS by the start of FY05. We held our
first national level meeting with unions on January 22 to discuss the labor relations
system, per the statutory requirement, with subsequent meetings scheduled for late
February. While the meeting with the unions was friendly, in other forums some
union leaders have stated their opposition to the concepts we are advancing.

e We have three major tasks ahead:

I. Create the rules for how people will be hired, managed, evaluated and
rewarded in the new system. To do so, we are building on the lessons learned
from our demonstration programs, reflected in what we call our “Best Practices”
initiative. This was developed in collaboration with the Military Departmeuts
and Defense Agencies; they are all participating in the working and review
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groups we have established for the design effort. We aim to have a consensus
draft completed before the end of the month for OPM review.

2. Design the new employee appeals procedures. We will be working with
the Merit Systems Protection Board, since it will be the interim reviewing
authority for actions taken. We will also be involving the unions, since this is one
of the issnes of greatest concern to them,

3. Structure the new labor management relations system. We will be working
closely with the unions as required by statute, sharing our initial ideas with them
this week (and with OPM first).

e Throughout the design process, we will be seeking the best advice we can
secure, both inside and outside the Department. For example, the General Counsel
recently convened his Alternative Dispute Resolution Coordinating Committee to
advise us on the appeal process; we asked the Federal Mediation and Conciliation
Service to assist us with labor/management relations; and we have asked the Defense
Business Board its advice on structuring blue collar wages.

RECOMMENDATION: Information Only

COORDINATION: None

Prepared by: Brad Bunn, ODUSD(CPP),,
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For Civil Service in 2003, No Shortage
of Defining Events

By Stephen Barr

Sunday. December 28,2003 ; Page CO2

As the year draws to an end, there's no doubt that 2003 represents a turning point for the
civil service.

Asked to identify the most significant civil service development in 2003, a number of
experts pointed to the new law that allows the Department of Defense to establish 1ts own
pay and personnel system.

The National Security Personnel System, as the Pentagon calls it, will overhaul how
746,000 defense civilians are paid, promoted and disciplined. Its approval by Congress
and the president came a year after the creation of the Department of Homeland Security,
which was granted the authority to revamp its work rules for 180,000 employees.

Once the two departments have their systems up and running «- probably in about two
years -- more than half of the civil service will be outside the General Schedule, the
system of 15 grade levels and 10 pay rates per level that has provided uniformity and
stability to the federal government since shortly after World War 11,

John M. Palguta, a vice president with the nonprofit Partnership for Public Service, said
2003 represents "the beginning of the end for the federal government's outdated,
inflexible pay and job classification system established by the Classification Act of
1949."

He added, "It's now only a matter of time before the General Schedule fades away
entirely, and 2003 will be marked as the beginning of its end.”

Paul C. Light, a scnior fcllow at the Brookings Institution and aNew York University
professor, said: "I think the DoD breakout is the most significant event not just of the past
year, but of the past 25. It has the potential to remake the civil service systen1. If done
well, it could open the way to a new era in high-performance government. If done poorly,
it could confirm every worst fear of how politics has come to shape personnel policy. I'm
betting on [Defense Undersecretary] David Chu 1o produce the right plan, but am
worricd that DoDD managers lack the training to implement the system cffectively. They're
being asked to do things they've never done before.”

There were other developments, however, that were viewed. asjust as important by

[ederal employees who work outside the Beliway and outside the defense-homeland
security arena.
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Paul Barnes, regional commissioner for the Social Security Administration in Atlanta,
said changes that provide greater flexibility in hiring won his vote for most significant
development of 2003. "Replacing people when they retire -- hiring new people == is a
huge deal for us,” Barnes said.

Software improvements at USAJobs, where the government posts job openings on the
Internet, has "allowed us to significantly reduce how long it takes to hirc quality pcople,”
he said.

In addition, he said, the new federal career intern program allows managers 1o establish
local job registers. That leads 1o fewer people turning downjob offers and helps
managers address their needs, such as recruiting bilingual employees 1o help serve the,
growing Hispanic population in the Southeast, Barnes said..

George Lydford, a revenue agent with the Internal Revenue Service in Phoenix, said,
"My opinion is the budget deficit is the most significant thing that is happening now, and
1t will affect federal employees more later than now."

The deficit, he said, "will cause the government to tighten its belt. . . . At some time down
the road, it is going to have to be paid for, so the programs of the federal government --
the civilian part -- will be cut or severely reduced until we won't be able to hire the staff
we need."

Sonya Kimberlin, an Agriculture Department community development manager in Scoft
County, Ind., cited the "continuing resolution™ -- the interim funding measure that keeps
the government open through Jan. 31 because not all appropriations bills were enacted by
the Oct. | deadline.

The CR "does not allow us to effectively deliver our programs,” Kimberlin said. "Our
customers don't understand why we don't have any more control over our funding. It
makes us look like 'the typical government program' that they hear about.” She added,
"We don't like getting the negative image caused by that.”

As part of Agriculture's rural development agency, Kimberlin helps provide housing
loans for people building or purchasing their first home. Under the CR, she said, her

office can spend at a rate equal to 25 percent of last year's budget.

"It puts our customers in a hardship," she said.

E-mail. |

© 2003 The Washington Post Company
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Here 1s an article highlightiug our national security personnel system. ar ¥

Z/,L

SUBJECT: Redesign of DoD Civil Service /’

From what I understand of the legislation, we have an opportunity to redesign the

DoD civil service in a manner that better fits the times..

How confident are we that we are prepared to take advantage —soon —of the

i, : \
authorities granted 1n the law? =

Is a product of that scope likely to bubble up out of our existing organization, or
should we be thinking about finding some world-class personnel expertise to give

us. some thoughts and guidance?

Please get back to me soon with your thoughts. b W/
Thanks. J l L
Attach.

Barr, Stephen. ““For Civil Service in 2003, No Shortage of Defining Events,” WM% ﬂfsr ] //'/
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UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000

.
i

INFO MEMO.
PERSONNEL AND February 9,2004 —‘3d30“pM" . & G
READINESS
FOR: SECRETARY OF DEFENSE
FROM: DR. DAVID 5. C. CHU, UNDER SECRETARY OF DEFENSE
(PERSONNEL AND READINESSS? 2147 C A

v
SUBJECT: Senator Collins and Union Issues w/NSPS—SNOWFLAKE

e« We are seeking a meeting with Senator Collins (attached), and have already
met with her staff. We hope that Senator Warner will join that meeting. We
are also seeking meetings with Congressmen Hunter and Davis to keep them
informed, too.

e The union comments received thus far signal opposition to any change in the
status quo. We held our initial meeting with the unions on January 22,2004,
inviting their suggestions. The unions declined to make any, and asked for
DoD’s ideas as the basis for beginning a dialogue. We circulated these last
Friday (after first briefing Hill staff}— hence the union comments you are
seeing today. The strident reactions indicate that we will need to redouble our
cttorts to make this a constructive dialogue. Mr. Gage, head of American
Federatiou of Government Employees, our largest union, did not attend the
initial meeting himself, but sent relatively junior represcutatives.

RECOMMENDATION: Information Only

Prepared by: Captain Stephen M, Wel]ock,@ '

Attachment:
As Stated

cc: Deputy Secretary Wolfowitz
Mr. Powell Moore, ASD(LA)
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CLOSE HOLD
February 3,2004

TO: President George W. Bush

CC. Vice President Richard B. Cheney
Honorable Andrew H. Card, Jr.
Dr. Condoleezza Rice
Honorable George Tenet

FROM: Donald Rumsfeld

SUBJECT: Draft Executive Order for the Commission on Intelligence

heg

Mr. President —
I am concerned about the latest draft Executive Order.

1 continue to feel strongly that for a decent Commission product, it will require
that there be a rule for a quorum requiring that at least six or seven of the nine
members be present for the conduct of business. I have chaired a couple of these
commissions and served on six or seven. It will either produce a “Commissioners’
product” or a “staff product.” If it is a staff product, it will not be unanimous and
will likely end up gathering dust on a shelf. Only if the Commissioners do the
work, participate in drafting and are available to defend it is the Report likely to
have impact.

Further, the country will not be well served if the only 1ssue addressed by the
Commission is counterproliferation, weapons of mass destruction and their
delivery systems. The Commission should look forward, as well as back. That
says to me that the Cornmission must look at the kinds of asymmetric threats our
country faces in the 21% century, It would be a mistake to narrowly limit their
charter.

Besides cyber-threats, there are a variety of new technologies and nano-
technologies that can and will be used as means of conducting asymmetric attacks
on the US. and our friends and allies around the world. This Commission needs to
be able to look at what we are facing in the broadest context. All that is required
18 to change a few words in two or three places, and the Commission will have that
flexibility. The way it is currently written, they will not. I believe that would
prove to be a big mistake. In at least the early portion of the 21% century, the US
is not likely to be facing wars against big armies, navies or air forces. Instead, we

he G54 g
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are certain to be faced with arange of asymmetric challenges. It is those attacks
that we have the responsibility to be prepared to deter and defend against.

[ am sorry to bother you with this, but [ have sent in these suggestions twice, and
they seem to never find their way into the draft Executive Order. I don’t know
where they are being derailed, but I do think they are important enough for you to
at least be aware of these concerns.

Respectfully,

DHR:dh
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are certain to be faced with a range of asvmmetric challenges. It is those attacks
that we have the responsibility to be prepared to deter and defend against.

[ am sorry to bother you with this, but [ have sent in these suggestions twice, and
they seem to never find their way into the draft Executive Order. I don’t know
where they are being derailed, but I do think they are important enough for you to
at least be aware of these concerns.

Respectfully,

P.S. Note for Andy Card: For the benefit of whoever has the pen and is doing the
drafting of the Executive Order, | have attached a copy that has penciled in
additional suggestions.

Aftach.
Drafi 2/3/04 1117 AM
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COMMISSION @N THE INTELLIGENCE
OF THE UNITED STATESREGARDING WEAPONS DESTRUCT]OH

By the authority vested in me as President by the Constitution and the laws of the United States
of America, it is hereby ordered as follows:

Section 1. Establishment, There is established, within the Executive Office of tbe L'
President for administrative purposes, 2 Commission on the Intelligence Capabilities of the
United States Regarding Weapons of Mass Destruction ("Cornmission"). _ £

Sec. 2. Mission. {a) For the purpose of advising the Presjdent i the dmcharge of his -

constitutional authority under Article I1 of the United States Constitution to conduct foreign
relations, protect national security, and command the armed forces of the United States, and to
ensure the most effective cougierproliferathon capabilities of the United States, the Commission
shall assess whetber the Intelligence Community is sufficiently authorized, organized, equipped,
trained, and resourced to identify and warn in a timely. manner of, and to support United States

Government efforts to respond to, the development and transfer of expertise, technologies, ‘,‘V’ pom¥r s &

it

their employment by foreign powers (including terrorists, terrorist organizations, and private

T

TR
M

(L5

networks, or other entities or individuals). In doing so,the Commission shall examine the
capabilities and challenges of the Intelligence Community to collect, process, analyze, produce,
and disseminate information concerning the capabilities, intentions, and activities of foreign
powers (including terrorists, terrorist organizations, and private networks, or other entities or

materials, and resources associated with the proliferation of Weapons of Mass Destruction and Cy

individuals) relating to the design, development, manufacture, acquisition, possession,

proliferation, transfer, testing, potential or threatened use, or use gf Wcapons of Mais .
Deswucmypn’cﬁe]ated means of delivery, Gnd 0Tk Gfsymefsic Chpne 'z
Their

(b) With respect to that portion of its examination under paragraph 2(a) of this order that
relates to Irag, the Commission shall specifically examine the intelligence prior to the initiation
of Operation Jragi Freedom and compare it with the findings of the Trag Survey Group and other
relevant agencies or organizations concerning the capabilities, intentions, and activities of lraq
relating to the design, development, manufacture, acquisition, possession, proliferation, transfer,
testing, potential or threatened use, or use of Weapons of Mass Destruction and related means of
delivery.

(c) With respect to its examination under paragraph 2(a) of this order, the Commission
shall —
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development, manufacture Eacquisilion, possession, proliferation, transfer, testing,
potential or threatened use,or use of Weapons of Mass Destruction,and related means of [
delivery [in closed societies]; and Thiy :
=T .L-.c,q[ L
k] — d
&
ausyeYpicks
e ('e.)not,. }J_j ‘
'(includi'n g 1errorists,_1crr0n'st organizations,.az'l'd private networks, or other entities or h
individuals). The Central Intelligence Agency and other components of the Intelligence. 7 7 FA( A o
Community shall utilize the Commission and the resulting report. !
Sec. 3. Membership. The Commission shall consist of nine members designated by the
President, onc of whom the President shall designate as Chairman and one of whom the 5
President shall designate as Vice Chairman. Members sball be citizens of tbe United States.
e
Sec. 4. Meeungs of the Commission and Direction of 1ts Work. The Chairman of the 2

Commission shall convene and preside at the meetings of the Commission, determine after & és
consultation with other members of the Commission its agenda, direct its work, and, as ‘r";’/
appropriate to deal with particular subject marniers, establish and direct subgroups of the L D7 Gata
Commission that shall consist exclusively of members of the Commission. The Vice Chainnan ? o
shall perform the functions of the Chairman in the absence or disability of the Chairman, or S r
when the position of Chairman 1s vacant.

Sec. 5. Access to Information. (a) The Commission shall have full and complete d§cess
to.information in the possession, custody, or control of any executive department or agenc¥to the
maximum extent permitted by law and consistent with Executive Order 12958 of April 17, 1995,
as amended. Heads of departments and agencies shall promptly furnish such information to the
Commission upon the request of the Chairman, The Attorney. General and the Director of
Central Intelligence shall ensure tbe expeditious adjudication of the clearances necessary for the
members of the Commission to have access to all information that it may require.

(b} Promptly upon commencing its work, the Commission shall adopt, after consultation
with tbe Secretary of Defense, the Attorney General and the Director of Central Intelligence,
rules and procedures of the Commission for physical, communications, computer, document,
personnel and other security in relation to the work of the Commission. The Secretary of
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Defense, tbe Attorney. Generalane the Director of Central Intelligence shall promptly and jointly
report to. the President their judgment whether the security rules and procedures adopted by the
Commission are clearly consistent with the national security and protect against unauthorized
disclosure of information required by law or executive order to be protected against such
disclosure. The President may at any time modify the security rules or procedures of the
Commission to provide tbe necessary protection.

Sec. 6. General Provisions. (a)In implementing this order, the Commission shall solely.
advise and assist the President. +
{ fsﬁl\.i"ﬂ.{’ (qr.h{ ‘,\f-’-t!':;
(b} Inperforming its functions under this order, the Commission shall, subject to the
authority of the President, be independent from any executive department or agency, or of any
officer, employee, or agent thereof.

(¢) This order does not impair o1 otherwise affect the authorities of any department,
agency, entity, officer, or employee of the United States under applicable law.

(d) Nothing in this order shall be construed to impair or otherwise affect the functions of
the Director of the Office of Management and Budget relating to budget, administrative or
legislative proposals.

(e) The Director of the Office of Administration shall, with the assistance of the Director
ol the Office of Management and Budget, provide or arrange for the provision of administrative
support and funding for the Commission consistent with applicable law. The Director of the
Oftice of Administration shall ensure that such support and funding meets the Commission's
reasonable needs and that the manner of provision of support and funding is consistent with the
authority of the Commission within the executive branch in the performance of its functions.

(f) Members of the Commission shall serve without any compensation for their work on
the Commission. Members who are not officers or employees in the executive branch, while
engaged in tbe work of the Commission, may be allowed travel expenses, including per diem in
lieu of subsistence, as authorized by law for persons serving intermittently in Government
service (§ U.S.C. 5701 through 5707): consistent with the availability of funds..

(g) The Commission shall have a staff headed by an Executive Director. The Chairman
shall hire and employ, or obtain by assignment or detail from departments and agencies, the staff
of the Commission, including the Executive Director. The Chairman shall obtain the
concurrence of the Vice Chairman for employment of the Executive Director.

(h) If an individual who is a member of the Commission is also.an elected or appointed

holder of office or employment in the legisiative or judicial branch of the United States
Government-~

(1) nothing in this order shall affect the conduct of such individual in the individual's
capacity. as such holder of office or employment; and
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(i1) no rule, regulation or order of such hranch shall affect the function of the individual :
in the individual’s capacity as a member of the, Commission. &
g
{i) The term “Intelligence Community” is given the same meaning as contained in
section 3(4) of the National Security Act of 1947, as amended (50 U.S.C.401a(4)).

(J) Theterm “Weapons of Mass Destruction” is given the same meaning as contained in__

section 1403(1) of the Defense Against Weapons of Mass Destruction Act of 1996 (50 U.S.C. *
2302(1)).

Sec. 7. Judicial Review. This order is intended only to improve the internal management of the
executive branch of the Federal Government, and is not intended to, and does not, create any
right or benefit, substantive or procedural, enforceable at law or in equity, against the United
States, 145 departments, agencies, or other entities, its officers or employees, or any other person.

Sec. 8. Termination. The Commission shall terminate thirty days after the date on which its
report is due to the President under section 2 of this order.

o
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TO:

FROM:

Steve Cambone

Donald Rumsfeld %

SUBJECT: Charter of Intelligence. Commission

05
February 8, 2004

Please give me the final draft of the charter of the Intelligence Commission the,

President set up.

Thanks.

DHR:dh
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Please respond by
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EXECUTIVE ORDER
. COMMISSION ON THE INTELLIGENCE CAPABILITIES
CF THE UNITED STATES REGARDIN NS CF MASS DESTRUCTION

Ardanpen Rarch gnrisrs RUIT O fon

By the authority vested in me as President by the Constitution and the laus of the United States
of America, it is hereby ordered as follows:

Section 1. Establishment. There is established, wittun tbe Executive Office of the
President for administrative purposes, a Commission on tbe Intelligence Capabilities of the
United States Regarding Weapons of Meess Destruction ("'Coarission').

Sec. 2. Missign. (a) For the purpose of advising the President in the discharge of his
constitutional authonty under Article IT of the United States Constitution to conduct foreign
relations, protect national security, and command the armed forces of the United States, in ardar
to ensure the most effective comterproliferationcapabilities of the United States, the
Cammission shall assess whetber the Intelligence Community is suﬁiclcntly authorized,
organized, quipped, trained, and resourced to identify and warnin a timely manner of, and to
support United States Government efforts to respond to, the development and transfer of
knowledge, expestise, technologies, matenals, and resources associated With the proliferation of
Weapons of Mass Destruction and other related threats of the 21* Gartury and their employment
by foreign powers (including terrorists, texrorist organizations, and private networks, ar other
entities ar individuals). In doing so, the Conrissicn shall examine the capabilities and
challenges of the Intelligence Community to collect, process, analyze, produce, and disseminate
information concerning the capabilities,intentions, and activities of such foreign powers relating
to the design, development, manui‘actum acquisition, possession, proliferation, trarsfer, testing,
potential or thgeatened use, ar u of Mass Destruction and-related means of
delivery,y omr /T m,{a VIHE A 219 0,,,,,{.,._,. J e

(b) With respect to that portion of its examination under paragraph 2(a) of this order that
relates i Irag the Commissionshall specifically examine the Intelligence Camnnity's
intelligence prior to the initiation of OperationIraqi Freedom and compare it witb the findings of
the Iraq Survey Group and other relevant agencies ar organizations concerning the capabilities,
intentions, and activities of Irag relating to the design, development, manufacture, acquisition,
possession, proliferation, transfer, testing, potential or threatened use, ar use OfWeapons of Mass
Destruction and re-laiec} means of delivery.

{c) With mpect to lts examination under paragraph 2(a) of this order, the Commission
shall —
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(i) specifically evaluate the challenges of obtaining information regarding the design,
development, manufacture, acquisition, possession, proliferation, transfer, testing,
potential or :hrzaatenedwe, or l(liSf: of Weapons of Mass Destnuttiaon and rejated means of
delivery in closed socictics; an : <
ey 309 Gy
(ii) conpare the Intelligence Community's intelligence concerning Weapons of Mass
Destruction programs and other related threats of the 21 Gariary in Libya prior to its
recent decision to open its programs to international scrutiny and in Afghanistan prior to
removal of the Taliban government uath the current assessments of organizations
presently examining those programs. {__ ../ 9/Za_ fm.,_ fress oA ﬂj/“‘“ 5’7 "fz _
(d) The Commission shall submit to the Presidentby March 31,2005, areport ofthe  af ervrer Lud
findings of the Commi ssion resulting from its examination and its specific recommendat ions for _C:'?”
ensuring that the Intelligence Community of the United States is sufficiently authorized, ’
organized, equipped, trained, and resourced to identify and wam in a timely manner of, and to
support United States Government effcets to respond to, the development and transfer of
knowledge, expertise, technologies, materials, and resources associated with the proliferation of
Weapons of Mas s Destruction and cther related threats of the 21 Century, and their employment
by foreign powers (including terrorists, terrorist arganizations, and private networks, or other
entities or individuals). The Central Intelligence Agency and other components of the
Intelligence Community shall utilize the Commission and its resulting report.

Sec. 3. Membership. The Camission shall consist of nine memoers designated by the
President, two of whom the President shall designate as Co-Chairs. Members shall be citizens of
the United States. It shall take six menbers of the Commissicn to constitute a quorum.

Sec. 4. Meetings of the Commission and Direetion of Its Work . The Co-Chairs of the
Commission shall convene and preside at the meetings of the Canmission, determine after
consultation with other members of the Commission its da, direct its work, and assign
responsibilitieswithin the Commission, 7} guren Shal [ Gmricd g7 ova Co-(hovr ad

Sk prnbeers,

Sec. 5. Access 1o Information. (a) To.carry out this order, the Commission shall have
full and complete access to information in the possession, custody, ar catral of any executive
department or agency to the maximum extent permitted by law and consistent with Executive
Order 12958 af April 17,1995, as ameuded. Heads of departments aud agencies shall promptly
furnish such informaticn to the Commission upon request. The Attorney General and the
Diradxx of Central Intelligence shall ensure the expeditious processing of all appropriate security
clearances necessary for the members of the Caumissicn to fulfill their functions,

(b) Promptly upon commencing its work, the Commission shall adopt, after consultation
with the Secretary of Defense, the Attorney General, and the Director of Gxixal Intelligence,
rules and procedures of tbe Commission for physical, communications, computer, document,
personnel, and other searrity in relation to the work of the Commission, The Secretary of
Defense, the Attorney (eneral, and the Divectar of CeniralIntelligence shall promptly and
jointly report tothe President their judgmeut wbether the security rules and procedures adopted
by the Commission are clearly consistent with the national security and protect against
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unauthorized disclosure of information required by law or executive arder (0 be protected against
such disclosure. The President may at any time modify the security rules ar procedures of the
Cammission to provide the necessary protection.

Sec. 6. General Provisions. (a) In implementing this order, the Commission shall solely.
advise and assist the President.

)} In performing its functions under this order, the Commission shall, subject: to the
authority of the President, be independent fromany executive department ar agency, Ot of any
officer, employee, ar agent thereof

(¢} Nothing in this order shall be construed to impair a otherwiseaffect the authorities

of any department, agency, entity, officer, cr employee of the United States under applicable
law.

(d) Nothing in this order shall be construed to impair or otherwise aifect the functions of
the Director of the Office of Management and Budget relating to budget, administrative, cc
legislative proposals.

(e) The Director of the Office of Administration shall, with the assistance of the Director
of the Ofticc of Management and Budget, provide ar arrange for the provision of administrative
support and funding for the Commission consistent with applicablelaw. The Diracter of the
Office of dministration shall ensure that such support and funding meetsthe Commission’s
reasonable needs and that the manner of provision of support and fundingis consistent with the
authority of the Cormission within the executive branch in the performance of its functions.

{) Members of the Commission shall serve without any compensat.ion for their work on
the Commission. Members who are not officers ar employees in the executive branch, while
engaged in the work of the Commission, may be allowed travel expenses, including per diem in
lieu of subsistence, as authorizedby law for persens serving intermittentlyin Government
service (5 U.S.C. 5701 through $707), consistent with the availability of funds.

(2) The Cammission shall have a staff headed by an Executive Director. The Co-Chairs
shall hire and employ, or dtain by assignment or detail from departments and agencies, the staff
of the Commission, including the Executive Director.

(t) The term “Intelligence Community” is given the same meanirg as contained in
section 3(4) of the National Security Act of 1947, as amended (SO U.S.C. 401.(4)).

(1) The term “Weapons of Mass Destruction” is given the same meandirg as contained in
section 1403(1) of the Defense Against Weapons of Mass Destruction Act of 1996 (50 U.S.C.
2302(1))

Sec. 7. Yudicial Review. This order is intended only to improve the internal management of the
executive branch, and is not intended to, and does not, create any right or benefit, substantive ar
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procedural, enforcesble at law or in equity, against the United States, its departments, agencies,
a other entities, its officers ar employees, cr any other person.

Sec. 8. Teymingfion. The Commissionshall terminate thirty days after the date on which its
report is due to the President under section 2 of this order.

11-1-0559/0SD/039498




CLOSEHOLD

February 3, 2004

TO: President George W. Bush

CcC: Vice President Richard B. Cheney
Honorable Andrew H. Card, Jr.
Dr. Condoleezza Rice
Honorable George Ten

FROM: Donald Rumsfeld

SUBJECT: Draft Executive Order for the Commission on Intelligence

¥ele

Mr. President—
I am concerned about the latest draft Executive Order.

I continue to feel strongly that for a decent Commiission product, it will require
tbat there be a rule for a quorum requiring that at least six or seven of the nine
members be present for the conduct of business. [have chaired a couple of these
commissions and served on six or seven. It will either produce a“‘Commissioners’
product” or a “staff produet.” If itisa stalf product, it will not be unanimous and
will likely end up gathering dust on a shelf. Only if the Commissioners do the
work, pariicipate in drafting and are available to defend it is the Report likely to
have impact.

Further, the country will not be well served if the only issue addressed by the
Commission is counterproliferation, weapons of mass destruction and their
delivery systems. The Cammissicn should look forward, as well as back. That
says 1o me that the Commission must look at the kinds of asymmetric threats our
country faces in the 21* century. It would be a mistake to narrowly. limit their
charter,

Besides cyber-threats, there are a varicty of new technologics and nano-
technologies that can and will be nsed as means of conducting asymmetric attacks
on the US and our friends and allies around the world. This Camissicn needsto
be able to look at what we are facing in the broadest context. All that is required
is to change a few words in two or three places, and the Commission will have that
flexibility. The way it 1s currently written, they will not. [ believe that would
prove. to be a big mistake. In at least the early portion of the 21 century, the US
is not likely to be facing wars against big armies, navies or air forces. Instead, we

ho 424 C
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are certain to be faced with a range of asymmetric challenges. It is those attacks
that we have the responsibility to be prepared to deter and defend against.

I am sorry to bother you with this, but T have sent in these suggestions twice, and
they seem to never find their way into the draft Executive Order. [ don’t know
where they are being derailed, but I do think they are important enough for you to
at least be aware of these concerns.

Respectfully,

DHR:dh
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are certain to be faced with a range of asymmetric challenges. It is those attacks
that we have the responsibility to be prepared to deter and defend against.

1 am sorry to hother you With this, but [ have sent in these suggestions twice, and
they seem to never find their way into the draft Executive Order. 1 don’t know
where they are being derailed, but I do think they are important enough for you to
at least be aware of these concerns.

Respectfully,

P.S. Note for Andy Card: For the benefit of whoever has the pen and is doing the
drafting ofthc Exccutive Order, I have attached a copy that has penciled in
additional suggestions.

Anach,
Drafl 23/04 11:17 AM
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EXECUTIVE ORDER
//...

- .

COMMISSION N THE INTELLIGENCE CAPABILITIES
F THE UNITED STA ING WEAPONS CGF MASS DES‘I’RUC'I']OQ

By the authority vested in me as President by the Constitution and the laws of the United Szles
of America, it is hereby ordered as follows:

Section 1. Establishment. There is establisbed, within the Executive Office of tbe

President for administrativepurpases, a Commission on the Intelligence (,apablhtles of the

United States Regarding Weapons of Mass Destruction (*Commission"). Lty

Sec. 2. Mission. (a) For tbe purpose of advising the Pres] ent 1 The discharge of his

p—

e e ]

constitutional authority under Article I1 of the United

§ Constitution to conduct foreign

relations, protect national securi d.command the armed forces of the United Stales, and 1o
ensure the mest effective cw@ﬁiﬁ capabilities of the United Stales, the Commission
shall assess whetber the Intdligensoe Cornmunity is sufficiently antborized, organized, equipped,
trained, and resourced to identify and warn in a timely manner of, and to support United States
Government efforts fo respond to, the development and vansfer of expertise,1echnologies,
materials, and resources associated with the proliferation of Weapons of Mass Destruction and
their employment by foreign powers (including terrorists, terrorist organizations, and private
networks, or other entities or individuals). In doing 50, the Commission shall examine the
capabilities and challenges of the Intelligence Community to collect, process, analyze, produce,
and disseminate information concerming the capabilities, intentions, and activities of foreign
powers (includingterrorists, terrorist orgenizations, and private networks, or otber entities ar
individuals) relating to the design, development, manufacture, acquisition, possession,
proliferation, transfer, testing, potential ar threstencd use, or use ?f Weapons of Mass
Destruch% selated means of delivery, et 0Then aripmifsit Conel ) hihe

Ther

(b} With respect to that portion of its examination under paragraph 2(a) of this order that
relates 1o Irag, ibe Comunissiou shall specifically examine the intelligence prior to the initiation
of Operation Iragi Freedom and compare it with the £indings of the Iraq Survey Group and other
relevant agencies ar organizations concerning the capahilities, intentions, and activities of Iraq
relating to the design, devclopment, manufacture, acquisition, possession, proliferation, transfer,

testing, polential or threatened use, 01 use of Weapons of Mass Destruction and related means of

delivery.

(c) With1espect to its examination under paragraph 2(a) of this order, the Commission
shall —

11-L-0559/05D/039502
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with the current assessments of organizations presently examining those programs, ? i dread
(d) The Commission shall submit tothe President by March 33,2005, a report of the
findings of the Commission resulting from such examination and 1ts specific recommendations
for ensuringthat the Intelligence Community of the Unitexd States is organized, equipped,
trained, resourced, and possessed of tbe appropriaie authority to identify and warn in a timely
mabner of, and to support United States Government efforts to respond lo, the development and

] 7 Faca

Sec. 3. Membership. The Commission shall consist of nine members designated by the
President, one of whom the President shall designate as Chairman and one of whom the
President sball designate as Vice Chairmman. Members shall be citizens of the Unjted States.

Sec. 4. Meetings of the Commission and Direction oflis Work. The Chairman of the
Commission sball convene and preside at the meetings of tbe Commission, determine afier S &
consultation with other members of the Conmission its agenda, direct 118 work, and, as ‘r";y-—""/
appropriatel o deal with particular subject maners, estahlish and direct subgroups of the L Ds Amn
Corpmission that shall consist exclusively of memhers of the Conmission. The Vice Chainman Ci of
shall perform the functions of the Chairman in the absence ar disability of the Chairnmen, or Sx
when the position of Chairman is vacant.

Sec. 5. Access to Information. (a) The Commission sball have full and complete ¥tess
io information in the possession, custody, a- control of any executive department cr agencito the
maximum exient permitied by law and consistent with Executive Order 12958 of April 17,1995,
as amended. Heads of departments and agencies shall promptly furnish such information fo the
Commission upon the request of the Chairman. Tbe Atterney. General and the Director of
Central Intelligence shall ensure the expeditiousadjudication of the clearancesnecessary for the
members of the Commission to have access to all information that it may require.

(b) Promptly upon commencingiis work, the Commission shall adopt, afier consuliation
with the Secrerary of Defense, the Attorney General and the Director of Central Intelligence,

rules and procedures of the Conmissien for physical, communications, computer, document, \
personnel and other security in relation 10 the work of the Commission. The Secretary of

11-L-0559/0SD/039503
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Defense, the Attorney General and the Director of Central intelligence shall promptly and jointly
report to the President their judgment whetber the sccurity rules and procedures adopted by the
Commmission art clearly consistent with tbe national security and protcct against unauthorized
disclosure of information required by law ar executive order to be pratected against such

disclosure. The Presidentmay at any time modify the security niles or procedures of the
Commission to provide the necessary protcction.

GALARCLL

{
Sec. 6. Genperal Provisions. (a) }o implementing this order, the Commission shell solely r“‘
advise and assist the President. Wwhet g &‘

- uy;/w (f'hj yad §

e LT L S TR

() In performing its functionsunder this ordcr, the Commission shall, subject to the
authority of the President, be independent from any executive department ar agency, a of arny
officer, employee, a agent thereof.,

(c) Thisorder does not impair or otherwise affect the authoritiesof any department,
agency, entity, afficer, or employee of tbe United States under applicable law:

(d) Nothing in this order shall be construed to impair or otherwise affect the fimctions of
the Director of the Office of Management and Budget1elaiing 10 budget, administrative or
legislativeproposals.

Ly w1 Ay L e

(e} The Director of the Office of Administration sball, with tbe assistance of the Director
of the Office of Manzgement and Budget, provide or arrange for tbe provision of administrative,
support and funding for the Cammissien consistent with applicablelsw. The Director of the
Office of Administration shall ensure that such support and funding meets the Comissicn's
reasonableneeds and that the manner of provision of support and funding is consistent with the
authority of the Commission within the cxccutive branch in the performance ofits functions.

(f) Members of the Cammissien shall scrve without any compensation for their work on
1he Commission. Members who arenot officers or employees in the executive branch ,while
engaged in the work of the Commission, may be allowed travel expenses, including per diem in
lieu of subsistence, as authorized by law for persons serving intermittently in Government
service {8 U.S.C. 5701 through 5707), consistent with the availability of funds.

(g) The Camnissian shall have a staff hecaded by an Executive Director. The Chairman

shall hire and employ, OF obtain by assignment or detail [rom departments and agencies, the staff
of the Commission, including the Exccutive Director. The Chairman shall obtain the

concurrence ofthe Vice Chairman for cmployment of tbe Executive Director.

(h) If an individual who is a member of the Cammission is also an elected or appointed

holder ofoffice or employment in the Jegisianive or judicial branch of the United States
Government--

(3) nothing in this order shall affect the conduct of such individual in the individual's
capacity as such holder of affice or employment; and \f}.
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(i) norule, regulation or order of such branch shall affect the function of e individual
in the individual’s capacity as a member of the Commmssion.

(i) The term “Intclligence Community’ ’ is given the same meaning as contained in
section 3(4) of the National Security Act of 1947, as amended (S0 U.S.C401a(4)).

(j) The term “Weapons of Mass Destruction’ is given tbe same meaning as contained in
section 1403(1) of the Defense Against Weapons of Mass Destruction Act of 7996(50 US.C. —  °
2302(1)).

Sec, 7. Judicial Review. This order is intended only to improve the internal management of the
executive branch of the Federal Government, and is not intended to, and does Dot, create any
right or benefit, substantive a procedural, enforceable at law or In equity, against tbt United
States, its departments, agencies, a- other entities, its officers or employees, or any other person.

Sec. 8. Tenninavion. The Commussion shall terounate thirty days afier the date on which its
report is due1o the President under section 2 of this order.

W
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February 2, 2004

TO: President George W. Bush

FROM: Donald Rumsfeia' 2 4 /l § E 5{

SUBJECT: Jaymie Durpan
Mr. President—

I am forwarding the enclosed letter to you from Jaymie Durnan. He is a fine talent
who has decided, for personal reasons, to withdraw from consideration for the

position to which you nominated him.
We will miss him; he has served the Admimstration well.

Respectfully,

Attach.
1/20/04 Durnan memo to President Bush
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January 20, 2004
Memorandum for the President of the United States
Through the Secretary of Defense

e

!
i
From: Jaymie Durnan, Special Assistant to the Secretary of Defense (] V‘IW‘://__

Subject: Resignation

I respectfully request that you withdraw my name from consideration by the
Senate Armed Services Committee for the position of Assistant Secretary of
the Army (Installations & Environment).

As T have discussed with Secretary Rumsfeld, I have been commuting to
New Hampshire every weekend for the last three years and I need to
reconnect with my four children who live there with my ex-wife.

I have requested a resignation date of June 30, 2004.

1 am proud of having served my country in such perilous times and [ pray for
success in the war on terrorism.
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February 4,2004

TO: Dr. Condoleezza Rice

FROM: Donald Rumsfeld @/

SUBJECT: Wechrkuude Remarks
Condi—

Herc is the carly draft of the remarks for Wehrkunde. If you have any thoughts,

plcasc feed them in soon.
Thanks.

Attach.
Draft Wehrkunde remarks,

DHR:<dh
20404-3,
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REMARKS BY U.S. SECRETARY. OF DEFENSE
DONALD H. RUMSFELD
MUNICH CONFERENCE ON EUROPEAN SECURITY POLICY
FEBRUARY 7, 2004
MUNICH, GERMANY

Good morning.  [Dr.] Horst [Teltschik], ministers, parliamentarians,
distinguished guests, ladies and gentlemen.  Thank you so much. It'sa
pleasure to see so many old friends.

| am delighted to be back in Munich for this important gathering. | have been
coming to this conference over many years now - both during my years in
government and also as a privatecitizen. | have always found the exchanges
of ideas both informative and invigorating.

But just as fascinating has been watching all the remarkable changes that have
taken place from year-to-year, between our meetings -- andthe last year has
been no exception.

Indeed, 1would suggest that few periods have been filled with more dramatic
change - inthe world and in the Atlantic Alliance - than the 12 months since
we last met.

Consider what has taken place in that brief period of time:

In one year, NATO has undergone more positive change than in perhaps most
ten-year periods in the history of the Alliance:

¢ InJune, we streamlinedthe NATO Command Structure, and stood up
a new command to drive Allied transformation.

o In September, NATO helped Poland and Spain stand up a new
Multinational Division. in south central Iraq;

o InOctober, we stood up a new NATO Response Force designedto
deploy in days or weeks, instead of months or years.

« In December, we stood up the initial rotation of the new NATC
Chemical, Biological, Radiologicaland Nuclear Battalion.

« And, atthis moment, we are preparingto welcome seven new
members to the Alliance at the Istanbul Summit.
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When we last met, NATO had never undertaken a mission outside of the North
Atlantic area.”  In August, NATO went “out of area” for the first time in its history
- sending forces to Central Asia to take over leadership of the International
Security Assistance Force in Afghanistan.

When we last met, the Iragi people lived in fear of a cruel dictator, who was in
brazen defiance of his 17" UN Security Council Resolution.  The world still
hoped for a peaceful solution - and Saddam Hussein faced a choice: to prove
that he was meeting his international obligations to disarm, or face the
consequences of his continued defiance. He chose unwisely. And today,
because 35 nations® came together to enforce the will of the free world, Saddam
Hussein spends his days not in a palace, butin ajail cell; and the Iragipeople
are moving along the tough path of building a free society from the ruins of
decades of tyranny.

The Coalition effort in Iraq is contributing to results beyond one country, or even
one region.  In North Africa, for example, Libya's leadertook stock of Saddam
Hussein’s fate, and decided that voluntary disarmament was the better path.

In December, Libya agreed to disclose and eliminate all of its chemical and
nuclear weapons programs, as well as all ballistic missiles beyond a 300 km
range and a 500 kg payload - andto submit to inspections and monitoring by
the United States and international organizations, so Libya's compliance can be
confirmed..

Last week, Libya handed over 55,000 pounds of equipment and documents to
the U.S. relatingto its nuclear and missile programs, including long-range
ballistic missile guidance sets and centrifuge parts used to for uranium
enrichment. The week before, Libya handed over a planeload of sensitive
documents, detailing the development of its nuclear weapons program - and
Libyan authorities are providing information that will not only assist with the
dismantling their WMD programs, but also in stopping the worldwide proliferation
of these dangerous capabilities.

As we proceed, our approach with Libya will be the same as it was with the
former Soviet Union: “trust but verify.”  But by its actions thus far, Libya has
announced to the world: we want to disarm and prove we are doing $o.

Now compare Libya's recent behavior to the behavior of the Iraqi regime.
Saddam Hussein also had an international obligation to give up his weapons of
mass destruction, and prove that he had done so. He could have opened up his
country to the world - just as Kazakhstan, Ukraine, and South Africa had
previously done - and just as Libya is doing today.

" lan Brzezinski says the term *North Atlantic area”™ includes the Balkans and the United States, where
NATO has conducted recent operations.
2 Including the United States.
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Instead, he chose the path of deception and defiance. He repeatedly forced
UN inspectors out of the country - and did everything in his power to undermine
their work when they were allowed in.  He continued to give up tens of billions
of dollars in oil revenue under U.N. sanctions, when he could have had those
sanctions lifted simply by demonstrating that he had disarmed.

His regime passed up the *final opportunity” afforded him by Resolution 144110
prove that his programs were ended and his weapons were destroyed.

Not only did he pass up that final opportunity - his defiance continued even
after the fall of his regime.  As Secretary Powell pointed out recently op-ed, the
Irag Survey Group found evidence that:

[QUOTE]"... elaborate efforts to shield illicit programs persisted... even
after the collapse of Hussein's regime....  Ina wide range of offices,
laboratories, and companies suspected of developing weapons of mass
destruction, computer hard drives were destroyed, files were burned,
and equipment was carefully cleansed of all traces of use - and done so
in a pattern that was clearly deliberate and selective, ratherthan random.”
[UNQUOTE]

Think about that: even after the statues of Saddam Hussein were falling in
Baghdad, the Iraqi regime continued to hide and destroy evidence.

We may never know why Saddam Hussein chose the destruction of his regime
over peaceful disarmament.  Butwe know this much for certain: it was his
choice. And if he had chosen differently - if the Iragi regime had taken the
steps Libya is now taking - there would have been no war.

The last 12 months have provided the world’s rogue regimes with two different
models of behavior - the path of cooperation and the path of defiance.  And
the lessons of those experiences should be clear: the pursuit of weapons of
mass murder can carry with it costs. By contrast, leaders who abandon the
pursuit of those weapons, and the means to deliverthem, will find an open path
to better relations with the and free nations of the world.*

As the recently released EU Security Strategy makes clear, the “proliferation of
weapons of mass destruction is potentially the greatest threat to our security.. ...
[and] the most frightening scenario is one in which terrorist groups acquire
weapons of mass destruction.”

On September 11", we saw the willingness of freedom’s adversaries to kill on a
massive scale — and in the months since, the killing has continued: in Bali and
Baghdad, Jakarta and Jerusalem, Casablanca and Riyadh, and Mombassa and

? Last two sentences in this paragraph arc based on languagc from both President’s
announcement of the Libya agreement and Vice President Cheney’s address in Davos.
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Istanbul.  Unlessthe spread of these dangerous capabilities is stopped, such
attacks will likely only grow bolder - and still more deadly.

In a world where a small minority of extremists have the power to kill innocents
on a mass scale, every other hope of mankind is threatened - our aspirations for
economic growth, opportunity for our people, and the alleviation of disease.
What good are our efforts to slow the global spread of AIDS, for example, if
terrorist networks and terrorist states are successful in gaining access o virulent
bio-weapons than can kill millions? ~ What happens to prosperity, when years
of progress can be wiped out in an instant by a WMD attack that destroys
millions of jobs, billions in lost GDP, and untold innocent lives?

To prevent the spread of these weapons to terrorist networks, we must work
together to accomplish three important goals:

First, we must strengthen multi-lateral cooperation to stop spread o f WMD.
That is why, in May of last year, the United States and 10 other like-minded
countries launched the PSI —the Proliferation Security Initiative — a new
international coalition to interdict shipments of WMD, delivery systems, and
related materials at sea, inthe air, and on the ground.

The PSlwas launched with Australia, Germany, Great Britain, ltaly, Japan,
the Netherlands, Poland, Portugal, France, and Spain — and in the months
since Canada, Denmark, Norway, Singapore, and Turkey have all joined the
effort.  Together, we have already had several important successes -
including interdictions of nuclear and chemical weapons components.  We urge
all governments to consider how they might contribute, or expand their
contributions, to this important initiative.

Second, we must strengthen our alliances — and alliance capabilities. The
United States is transforming both our Armed Forces, and our global force
posture - so we can improve our ability to work with our Allies and to meet our
security commitments. NATO is also transforming - launching the new NATO
Response Force and the new Chemical, Biological, Radiological and Nuclear
Battalion.

But if these are to become real Alliance capabilities, then Allies must be willing
to make the necessary reforms and investments. Today, the trends are not
promising.  “[Germany recently announced that it is closing 100 unneeded
m|I|tary bases - a positivestep. But instead of investingthose savings in new
21% century military capabilities, it has also announced that it is reducing its
defense budget by some $33 billion.  Or take the study recently released by
Canadian university, which concluded that if Canada does not turn around the
decline in its defense budget, its air force and its army or navy may cease to
exist by 2013.]

* You indicated we should leave this in for now, but that you might cut it,
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The problems will only grow worse if the decline in Allied defense investments is
not reversed. The credibility and relevance of the NATO Alliance depend on it.

Third, we must wage war noi just on terrorist networks, but also on the
ideology of hatred that they seek to spread. Professor Bernard Lewis has
put it eloquently: “The war against terror and the quest for freedom are
inextricably linked, and neither can succeed without the other.”

That is why President Bush recently outlined what he calls a “forward strategy for
freedom in the Middie East.” Promoting democratic change in this region is a
matter of international security. Because, as he put it, “so long as the Middle
East remains a place where freedom does not flourish, it will remain a place of
stagnation, resentment and violence ready for export.”

Governments across the Middle East and North Africa are beginningto see the
need for change. Morocco now has a diverse new Parliament, and the King
has called for it to extend rights to women. In Bahrain, citizens recently elected
their own Parliamentfor the first time in three decades. Oman has extended the
right to vote to all its adult citizens. Qatar has adopted a new constitution.
Yemen has a multiparty system. Kuwait now has a directly-elected national
assembly. And Jordan held historic elections last summer.

We must encourage still further progress — and NATO can make an important
contribution to this initiative. ~ Through the expansion of the Alliance, NATO
has helped the nations emerging from the “East Bloc” transform their societies
and claim their rightful place in the West.  And through the Partnershipfor
Peace, it has helped build relationships and linkages with many newly
independent nations that emerged from the collapse of the Soviet Union.

By engaging these countries, NATO has been a catalyst for military reform.

But because ours is an alliance of democracies, the desire to be more closely
associated with this alliance of free nations makes it a catalyst for political reform
aswell.  We have seen evidence of this in Georgia, where democratic
progress is taking place - progress that Georgia's new leaders insist was
inspired by the Georgian peopie’s desire to turn West and become a full member
of the community of free nations.

Our challenge is to think creatively about how we can harness the power of this
Alliance to contribute to similar democratic progress across in the Middle East.
For example, we should look at ways to expand NATO'’s “Mediterranean
Dialogue” so the Alliance can better engage the nations of North Africa and the
Middle East.  This should be at the top of our agenda in Istanbul.

*k

Let me close by saying that our objective is not simply to defend the free world,
butto expandit. |n 1941 there were only about a dozen democracies on the
face of the Earth. Yet by the close of the 20th century, there were more than
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120. And now, at the start of the 21* century, two more nations - Iragand
Afghanistan -- have thrown off the shackles of tyranny and joined the ranks of
the free.

Some have expressed doubt about the capacity of Middle Eastern people for
democracy and self-government. Many said the same thing about Germany
and Japan at the end of World War li.  But because the Allies were steadfast,
freedom did take root in both countries.  And today Japan has sent its Self-
Defense Forcesto Iraq - the first time Japanese forces have deployed outside
the country since World War Il. Germany has sent its forces to help bring peace
and stability to Afghanistan. And many of the recently liberated nations of
Europe have been at the forefront of the effort to help the Iragiand Afghan
peoples recover their freedoms and maintainthem.

It teaches us an important lesson: that the seeds of freedom, when planted,
can do more than simply take root where they're sown. They can have the
power to spread freedom across the globe.

That is why it is so critical that our efforts in Iragand Afghanistan succeed.
Because once seeds of freedom are sown in Middle Eastern soil, they can
spread across the region - just as they here across Europe during the course of
the last half-century.

Those are our goals: strong and capable alliances; a growing coalition to stop
the spread of weapons of mass murder; and a free Middle East, where there is
opportunity for all, and the ideology of terror holds no attraction for a new
generation brought up in the bright light of freedom.

Thank you. I'd be happy to respondto questions.

##
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7:14 AM
TO: Larry Di Rita

CC. Paul Wolfowitz

FROM: Donald Rumsfeld W

DATE: January 5,2004

SUBJECT: Hearings on Active/Reserve Forces

Give me a time table on this David Chu memo on when I'm going to get told what

things we are going to do, and when 1 will be getting briefed.

92¢

Thanks..

DHR/am
10504.04

Attach: Snowflake to Chu 11/73/03 Re: Hearings on Active/Reserve Forces

:olo“F

Please respond by: i

0SD 01665-04
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Oetober-30, 2003

TO: David Chu

CcC. Gen. Dick Myers
Paul Wolfowitz
Powell Moore
Larry D1 Rita

FROM:  Donald Rumsfeld <P\

SUBJECT: Hearings on Active/Reserve Forces

Unless there 1s a good reason not to, I am inclined to ask Congress for hearings
this year on the issue of the Active/Reserve mix, stress on the Reserve component
and the like. We have alot of members who want to help, and we want these

1ssues examined in a systematic way.

Please get back to me quickly with a proposal after you have discussed it with

Larry Di Rita and Powell Moore.

Thanks.
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Please respond by




T30 AM
TO: LTG John Craddock

CC. Larry Di Rita

FROM: Donald Rumsfeld ?ﬂ'
DATE: January 5,2004
SUBIJECT:

Let’s find out who actually gave the order on the aircraft issue and who took the
order as though it were valid and executed on it. I am referring to the AIR CAP

cover that just took place in the last week without my knowing about it.

he €

I think someone said it was transportation safety and they must have givenitto

someone in NORAD. We’ve got to get that ironed out so it doesn’t happen again.

Thanks.

DHR/azn
10504.08

Please respond by: l \. ‘{\_OL‘
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January 21,2004
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CC. Paul Wolfowitz
David Chu

FROM:  Donald Rumsfe}d")\

SUBJECT: Congressman Blunt

Congressman Blunt saw me last night and said he would like to visit on the Guard
and Reserve sometime. Why don't we get him down for breakfast or lunch. He is

impressive.

Thanks.

LCHR:dh
012304-1

Please respond by 2 I'bj OL’,{'

030_01686f04
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» . /
CC: Paul Wolfowitz N
David Chu o -7
FROM:  Donald Rumsfeld U\ ! e
| L™

SUBIJECT: Congressman Blunt

Congressman Blunt saw me last night and said he would like to visit on the Guard

and Reserve sometime. Why don't we get him down for breakfast or lunch. He is

impressive.

Thanks.

DHR:dh
0121041

Please respond by J"! l?"./ oY

08D 01686f04
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A
TO: owell Moore f {;’UU 7
' Di Rita ANEWN: T
s - v '/"/—-/ _j,
CC. Paul Wollowitz F\ g T
FROM: Donald Rumsfeld(yﬂ_' ; ‘_‘D s NS

SUBJECT: Congressional Breakfast on End Strength

Thanks. ] : \

r . f
DHR:dh / 4 \ /

011304-14 .

0SD 01689-04
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February 2,2004

@_/ L~

TO: LTG John Craddock j;fw""

FROM: Donald Rumsfeld
Cc.- TV o8

SUBJECT: Halliburton
I have to be ready to answer questions on Halliburton. Apparently there is a new

story today.

Thanks.

DHR:dh
020204-21

Please respond by

0SD 01691~04
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TO: = Larry Di Rita
RSPV 5 K€ ()11 K6 ¢ [+ (o]

FROM: Donald Rumsfeld v\' — .

SUBJECT: Military Issues

Attached is a piece of paper Joyce gave me from a meeting she had in Norfolk.

It is pretty clear that one of the toughest-problems we have is to see that there are

internal communications that are effective.

What process do we have to train people and to monitor and track and see what

kind of ajob people do in terms of that?

Thanks..

Attach. Aﬁ y /ﬂ&ﬂﬂ e “t 70 i (l '

Undated paper
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UNDER SECRETARY OF DEFENSE
4000 DEFENSE PENTAGON. v
WASHINGTON, D.C. 20301-4000. -

PERSONNEL AND INFO MEMO
ReABNESS Tanuary 13,20043:00 PM

FOR: SPECIAL ASSISTANT TO SECRETARY OF DEFENSE
SENTOR MILITARY ASSISTANT TO SECRETARY OF DEFENSE

FROM: Dav1d . Chu, USD(P&R)
gl v, LA LT 41 :.’4’;,/

SUBJECT: Snowﬂake — Military Tssues

e The Secretary of Defense requested information on the availability, quality, and cost
of telecommunication services for deployed Service members (Tab A).

e U.S. Central Command provides two phone servicesthat enable Service members to
call anywhere in the world — Health, Morale and Welfare HMW) calls using official
phone lines and unofficial telecommunications provided by the Armed Service
Exchanges. HMW calls are made during non-duty hours so as not to interfere with
the mission. On average, 50,000 HMW calls are made each day, representing 45
percent of all calls made using official phones. Nearly 4.4 million calling minutes
each month are connected using unofficial telephone service.

o HMW calls use the Defense Information System Network (DISN) and unofticial calls
use the AT&T commercial network. Both systems are supported with commercial
uplinks and bandwidth support, which are constrained by limited infrastructure.
HMW calls are netted to installations in the U.S. where they are switched to the
commercial network that the service member designates. These connections may
result 1n interference, especially when using satellite telephones.

e The cost per calling minute is more expensive for unofficial calls than for HMW calls.
HMW calls to the U.S. are charged at domestic rates (from U.S. point of entry to
service member’s home), while unofficial calls are charged at international rates
(from overseas point of origin to Service member’s home). Unofficial calling rates
range from $0.19 per minute to $1.00 per minute. The Armed Services Exchanges
and AT&T are continually working to reduce the unofficial calling rates.

o The PDUSD(P&R) initiated a pre-deployment information campaign to prepare
Service members, families and friends for the unavoidable challenges of
communicating from theater. The Armed Services are working to improve the
availability of telecommunication services, acceptance of gifts or donations of calling

cards, and to lower the calling rates.
ﬁ 0SD 01735-04
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e The FY 2004 National Defense Authorization Act requires that prepaid phone cards,
or cquivalent telecommunications benefit, be provided without cost to Service
members serving in Operation Enduring Freedom and Operation Iraqi Freedom. The
telecommunications benefit may not exceed $40 or 120 calling minutes each month.
The military departments are working on ways to measure the current level of “free
service” provided through the DoD official phone service and donations and, if there
1s a shortfall, are determining other methods to fully implement the Act.

RECOMMENDATION: Nonc. =Fenhuformmtrerme=-mrir=
COORDINATION: Tab B

ATTACHMENTS:
As stated

PREPARED BY: *~~r~2 McNamara, Resale Activitics & NAF Policy, ODUSD(MCFP), /ﬂ‘/-
< Yitjoa

2
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TO: . Larry Di Rita
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FROM:  Donald Rumsfeld ‘DG\« .

SUBIECT: Military Issues

Attached 1s a piece of paper Joyce gave me from a meeting she had in Norfolk.

[t is pretty clear that one of the toughest-problems we have is to see that there are

internal communications that are effective.

What process do we have to train people and to monitor and track and see what

kind of ajob people do in terms of that?

Thanks..

tach /QS; /Mmﬂ °

Undated K
ndated paper g}uﬂ ),J
Bﬂ' .

Please respond by l 501 oy
71 7
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Informatlon ow: The overarching issue is that leadership needs to keep soldiers
informed. As much information as reasonable should be put out, and the chain of

\ command should ensure it is disseminated. Then, when information is unknown ox can't
% be passed out laterit isn't such an important issue. Soldiers will have learned to trust the
leadership.
Reservist:

--Activated and prepared, then sat locked on Fort Eustis, little training, not allowed to
leave for a month ... no details of what was happening until nearly the last minute before
deployment.

--While waiting to deploy, and locked down on post, were put in ancient barracks that for
much of the time had no toilets or running water.

--Told the unit would return in the Fall, then changed dates, then decided that halt the
unit would return, half stay until the Spring. Now it appears the unit will finally return to
the US (the half of the unitstill remaining,)

--Reservists are very uncertain about their retum.,.there are many. rumors that the Army
will leave them alone a month or so then re-mobilize. High level leadership should do
what it can to explain the needs of the Service and what will probably happen.

Active:

--Never clear what process was used to tell people what was going on. One of the first
units to deploy, then watched exact same units come afier and very quickly redeploy to
their home stations. (Probably are good reasons.. ..soldier deserve to know.)

--Followed this up with many uncertainties about final redeployment schedule.

--Pace of operations... some units still in Iraq are being alerted about deploymentto other
regions such asthe Balkans or Afghanistan soon after their return. May be necessary, but
doesn't do much for morale.

All:

--Telephones. ..AT&T are gouging the soldiers. often not easy to find: and hard to make
connections in the States. Connections, when made, are very poor. Fort Benning
operators are being wonderful helping soldiers make connections.

--Environmental leave policy should be stated.. ..letsoldiers, officers and enlisted, know
what the policy is and where they stand.

[
A
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February 2, 2004

| R
TO: Doug Feith A
CcC:’ Gen. Dick Myers 17 A T
Paul Wolfowitz.
Mess
FROM:
SUBJECT: UK and Article 98.2 Agreement
Here is a good letter from Geoff Hoon. Please dig intoit and let's come up with a
proposal by March 1.
*a
Thanks. 0w
™
<
Attach, <
1/28/04 Hoon Itr to SecDef
o l/\\\

Please respond by 5/ / [ Oif /
= fé /

D ftoo s

carry D) Rifr
T
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MINISTRY OF DEFENCE
ROOM 205, OLD WAR OFFICE BUILDING

& WHITEHALL LONDON SW1A 2EU
. ;
w1l L - Fal
SECRETARY OF STATE (=
MO 13/3/2C
MQ 612015
28 January 2004

jfb\f \ OMU\‘

When we met on 7 January, you asked about progress on our two states
concluding an Article 88.2 Agreement. [ undertook to look into this on my

returntc the UK. | have now done so.

When we first discussed a possible draft agreement in July 2002, the UK said
that it was prepared, in principle, to sign an agreement in a suitable form. We
also undertook to persuade EU partners that such agreements were consistent
with Article 98.2 of the Rome Statute for the International Criminal Court (ICC).
We succeeded in this and a common set of EU Guiding Principles concerning

such bilateral agreements were agreed in September 2003.

However, the draft agreement presented by US State Departmentofficials in
July 2002 presented some problems. Chief amongst these was the broad
range of persons categorised as exempt from transfer to the ICC. We
understand Article 98.2 to cover military personnel and other official visitors; our
legal advice - consistent also with the EU Guiding Principles — is that it cannot

be extended to cover such a broad category as “nationals™.

The Hon Donald Rumsfeld
Secretary of Defense 0SD 01740 04
United States of America

&
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UK and US officials discussed informally some ways of addressing these
problems in a new draft agreement, but we have received nothing further from

State Departmentofficialsto date.

| can assure you that the UK remains fully prepared to work with the US on.a
suitably worded Article 98.2 Agreement which would not conflict with our
obligations under the Rome Statute of the ICC or with the EU Guiding
Principles on concluding such agreements. Perhaps your officials could get in.

touch with ours to discuss this matter further?

.
7 Nupd S w&ur&s&.
Crexd-

GEOFFREY HOON
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SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON.
WASHINGTON, DC 20301-1000

MAR 1 5 2004

The Right Honorable Geoffrey Hoon, M.P.
Secretary of State for Defence

Room 203, Old War Office Building
Whitehall, London SW1A 2EU

UNITED KINGDOM

S /0

Dear Geoff:

Thank you for responding to my question on the status of negotiations for
an Article 98 agreement. Your letter confirms my understanding of where
negotiations stand.

It i1s true that the U.S. has not provided a new Article 98 text that comports
with the EU Guiding Principles. We have otfered several options informally that
we hoped could bridge our differences, but so far we have been unsuccessful.

The U.S. has now signed Article 98 agreements with 82 countries; thirty-
four of these agreements are with Parties to the ICC Treaty. There is a growing
base of support for the view that the U.S. Article 98 agreement text is consistent
with the ICC Treaty.

As you know, it is a matter of principle that the U.S. Governmenl protect
all Americans and that the U.S. should not be subject to a treaty of which we are
not a party. We are not trying to interfere with the right of any other country to
participate in the ICC.

Ao eSS

I believe the ICC issues of controversy between us are matters of
interpretation that should be resolvable consistent with the key interests of the U.S.
and UK. Various lawyers have various views on the relevant language, but I think
that the political will to accommodate each other on our respective key interests
should allow us to reach agreement. It’s important that we do so.

Can we designate high level policy people from our departments and from
State and the FCO to meet with instructions Lo find a solution?

Sincerely
T

y.Y

W o
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OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC 20301

FEB 5 2004
Administration ACTION MEMO
& Management ' ] N{\
6 o L‘L;L‘/
FOR SECRETARY OF DEFENSE I /v as) -
M2y g
FROM: Raymon?/F—(:buBois,;Eirccm%:dfnlinistration And Management % - /7 Y
SUBJECT: Review of DoD Directives
s Inan October 27 snowflake (Tab E) you expressed concern about the currency of (’i)
Dol) directives. Principal Stafl Assistants (PSAs) were asked to conduct a review -
of all Directives under their purview Lo determine if they should be canceled, s
revised or continued 1n effect (Tab D). o
e On December 16 you were provided with a listing of the 653 Directives presently
in effect, including 50 the PSAs identified for cancellation and 334 they earmarked
for revision.
e To assist PSAs in this effort and convey a sense of urgency, I implemented an
accelerated coordination timeline, communicated in a January 30 memo (Tab C).
To date, only 53 of the 384 Directives identified for cancellation or revision have
been submitted for coordination. To get this done by the April 5 target date, we
need to start seeing significant numbers moving into the staffing process very
Soo1.
o In response to your snowflakes of January 31 (TAB B), regarding Service and
Joint Staff directives, recommend we follow up with a memo for your signature
directing them to update and ensure compliance once the DoD directives have
been revised.
e To demonstrate your personal interest in this effort, the memorandum for your
signature at Tab A tells the PSAs to take a personal interest in this endeavor and to (fl
release their proposed revisions and cancellations for coordination as soon as —'ﬂ
possible. 3
'
RECOMMENDATION: That you sign the memorandum at Tab A. O
~
COORDINATION: None o
Attachments : £ 8 CRADDOCK

As stated 0 U
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Mirelson, Pam, CIV, WHS/ESCD

From: Armstrong, Bretl, COL, OSD-ATL
Sent: Wednesday, February 11,200410:51 AM
To: Mirelsen, Pam, CIV, WHS/ESCD
Subject: RE: Memo for SecDef Sig on Directives
Thanks
Brett

————— Qriginal Message-—--

From: Mirelson, Pam, CIv, WHS/ESCD

Sent: Wedresday, February 11, 2004 10:51 AM

To: Armstrong, Brett, COL, OSD-ATL

Subject: Memo for SecDef Sig on Directives

Brel,

Jaymie Durnan had sent the paper back to us saying we should move the suspense 1o get revisions/cancellations
into coordination from April 5 to Mar 15. Larry Curry had a hallway conversation with him and explained that making it
too scon would be counterproductive. Jaymie agreed to an April 1 suspense. We have changed the memo and
returned it to the ExecSec.

Pam

1
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SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

st P4
p

{

MEMORANDUM FOR UNDER SECRETARIES OF DEFENSE

ASSISTANT SECRETARIES OF DEFENSE

GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE

DIRECTOR, OPERATIONAL

INSPECTOR GENERAL OF TH
DEFENSE

DIRECTOR, PROGRAM ANALYSIS

ST AND EVALUATION
EPARTMENT OF

P@EVALUATION
SUBJECT: Revi f DoD Directives . 2. 15
eview of Do irectives &t.dﬂ- ch 1§ P 2004}(

More than two months ago the Director, Administration and Management
responded to concerns T have about the currency of DeD Directives and asked ‘each of

you to review those under your purview. You identified 384 Directives that you intc\to
revise or cancel, aget I expect these actions to be completed by A.pm—g—lﬂﬂfl To date,

very few revmons or cancellations have been prepar ed. r upd /
2
‘ S 1 : .

r

Our policy directives must be kept updated to reflect our approach to meeting the 7
ever changing national security environmentor they are simply of no use. Therelore, [ '
expect you to personally review all of the directives you earmarked for revision or
cancellation and ensure those proposed updates be coordinated expeditiously.

g’; m% ]
il

‘P h\/lﬂ/\/\ﬂ -

11-L-0559/0S D103é537

“



OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC 20301.

JAN 30 X4

Administration
& Management

MEMORANDUM FOR UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT DEFENSE
DIRECTOR. PROGRAM ANALYSIS AND EVALUATION
DIRECTOR. OPERATIONAL TEST AND EVALUATION

SUBJECT: Review of DoD Directives

More than two months ago, you reviewed the DoD Directives under your purview.
and 1dentified 384 that you intend to revise or cancel. The suspense for completion of
these actions 1s April 5, 2004. To date, only 49 revisions or cancellations have been
prepared and disseminated for coordination. At this rate, our goal for updating and
disseminating the Department's policy will not be met.

It is imperative that draft revisions or cancellations of all the directives you
earmarked be placed in coordination as soon as possible. To assist you in this effort, |
have approved an 1initiative to accelerate the coordination process. Effective immediately
the maximum amount of time allowed for coordination is 20 working days from the date a
directive 1s formally proposed for revision or cancellation.

As the Secretary so aptly stated, * September 11 changed the world, and if we keep
using the same directives that existed before, we are making a bad mistake.” T ask that you
engage your organization with the same sen~~ ~*-eencv as we approach this deadline.
Questions may be referred to Mr. Neeley at‘

11-L-0559/0SD/039538



OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC 20301

0CT 2 92003

Administration
& Managemen

MEMORANDUM FOR UNDER SECRETARIES CF DEFENSE
ASSISTANT SECRETARIESOF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF

DEFENSE
DIRECTOR, PROGRAM ANALYSIS AND EVALUATION

SUBJECT: Mandatory Review of DoD Directives

E

Reference: DA&M Memorandum, “Mandatory Review of DoD Issuances for Currency,”
dated December 30, 2002.

Ip the referenced memorandum, addressees were requested to certify the currency
of all DoD 1ssuances under their cognizance that were over five years old. Since that
effort was initiated, the Secretary of Defense has noted out-of-date DoD Directives and
has directed that they be reviewed and recertified for currency. He is concerned that the
DoD Directives should reflect recent actions taken within the Department to respond to
world events and the realignment of functions.

Because the Secretary has asked for a current listing of all directives, a timely
review and certification of each directive (see atlached list) is required by theresponsible
Principal Staff Assistant (PSA). Your response is requested by November 21, 2003, and
shall indicate whether the listed directives are current, need revision ar should be
cancelled. Upon receipt and compilation of your input, this information will be provided
to the Secretary.

Far directives no longer current, proposed revisions should be processed through
theDeD Directives System for signature by the Deputy Secretary of Defense within 90
days. Requests to cancel a directive should be processed within 45 days. The support
and cooperation of coordinating officials are requested to ensure that these suspenses are
net.

In order to facilitate implementation of a systematic review process for

maintaining the currency of DoD Direclives, the mendatory review period far directives
in DaD Directive 5025.1, "DoD Directives System,” wil] be reduced from five years to
two years. This change is effective immediately and will be reflected in a forthcoming

revision to that Directive,

11-L-0559/0SD/039539



Your certification of the listed directives should be provided to the Directives and
Records Division, C&D, 1111 Jefferson Davis Highway, Suite 501 , Arlingion, VA
My action officer is Mr. H.DD. Neeley, chief, Directives ~n4 Records Division,

‘who may be contacted at telephone or by e-mail a )

Director

Attachment:
As stated

11-L-0559/05D/039540



October 27,2003

TO Jim Haynes

CC: Pau) Wolfowitz
Doug Feith
LTG:John Craddock

FROM: Donald Rumsfeld

SUBJECT: Old Directives

I don’t know if you were in the room when we found out that the SOLIC directive
is dated 1995. It seems to me that you ought to set up a system where we review
every directive that exists, listed by date and name, and let me look at it. I can

select the opes [ want to start having people review, so that we can get them up to

+

date.

September 11 changed the world, and if we keep using the same directives that
existed before, we are making a bad mistake. We’oweit to ourselves. Itmay
require getting some outside outfit like IDA (o assist with a systematic rmevigw. |

am sure there are a lot of directives,

Please let me know, and let’s put same structure into this problem.

DHRadh
102403-17

Please respond by

U18026
11-L-0559/0SD/039541
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SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON,
WASHINGTON, DC 20301-1000

FEB 13 214

MEMORANDUM FOR UNDER SECRETARIES OF DEFENSE

ASSISTANT SECRETARIES OF DEFENSE

GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE

DIRECTOR, OPERATIONAL TEST AND EVALUATION

INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE

DIRECTOR, PROGRAM ANALYSIS AND EVALUATION

SUBJECT: Review of DoD Directives

More than two months ago the Director, Administration and Management
responded to concerns [ have about the currency of DoD Directives and asked each
of you to review those under your purview. You identified 384 Directives that you
intend to revise or cancel. T expect these actions to be completed by April 11,2004,
I understand that, Lo date very few revisions or cancellations have been prepared.

Our policy directives must be kept updated to reflect our approach to meeting
the ever changing national security environment or they are simply of no use.
Therefore, T expect you to personally review all of the directives you earmarked for
revision or cancellation and ensure those proposed updates be coordinated
expeditiously.

g 4

0SD 01776-04
%
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TO: Gen. Dick Myers
CC. Paul Wolfowitz
<C.' Dy Kol
FROM: Donald Rumsfeld
DATE: January 31,2004

SUBJECT: Directives

\

Where do we stand on getting all of the joint stafl and chairmen of the joint chiefs’

directives reviewed and updated to reflect where we are today?

Thank you.

L RT000

DHR/azn
1031041 2

Respond by: a\ 'a\ of

s
)
>
2

Al
o8N
'
0SD 01776-04"S
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SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

FEB 13 x4

MEMORANDUM FOR UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE

GENERAL COUNSEL OF THE DEPARTMENT OF

DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
INSPECTOR GENERAL OF THE DEPARTMENT OF (/U
DEFENSE @)
DIRECTOR, PROGRAM ANALYSIS AND EVALUATION O

SUBJECT: Review of DoD) Directives o

More than two months ago the Director, Administration and Management
responded Lo concerns [ have about the currency of DoD Directives and asked each
of you to review those under your purview. You identified 384 Directives that you
intend to revise or cancel. I expectthese actions to be completed by April 1,2004.
[ understand that, to date very few revisions or cancellations have been prepared.

Our policy directives must be kept updated to reflect our approach to meeting
the ever changing national security environment or they are simply of no use.
Therefore, I expect you to personally review all of the directives you earmarked for
revision or cancellation and ensure those proposed updates be coordinated

expeditiously.

ALEPXY,

24 ¢

~
]

! 4 -
‘P 0sD 01776 04\;\?
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February 18, 2004

TO: Arnt Cebrowski
cc: Paul Wolfowitz

Doug Feith

David Chu

ADM Ed Giambastiani
FROM; Donald Rumsteld .-gﬁ\q w

L | ol

SUBJECT: Transformation and Leadership —_—

I received your ideas concerning transformation and the DoD academies and
institutions. You might want to wash it by Ed Giambastiani at JFCOM, and
maybe David Chu.

Thanks..

Attach.
2/6/04 Dir, OFT memo. to SecDef [OSD(1809-04]

DHR:dh
021804-2. b

Please respond by S ey / O/

AP o o

O S\y4 9

0SD 01509-04
11-L-0559/0SD/039545



OFFICE OF THE SECRETARY OF DEFENSE -
1000 DEFENSE PENTAGON 104 f° 5
WASHINGTON, DC 20301-1000

FORCE VRANSFORMATION

February. 6,2004, 10:00 AM

INFO MEMO

FOR: SECRETARY OF DEFENSE

FROM: Arthur K. Cebrowski, Director, Office of Force Transformationw‘;upl- z/ 4

SUBJECT: Cultural Change and Education for Transformation

e You have rightly said that culture is at the heart of transformation. We have taken the
temperature of the cultural change within the force. This is included in the Strategic
Transformation Appraisal that you have tasked me to do. Ilook forward to providing
it to you.

As revolutionaries have taught us “If you are going to break the grip of the old culture,

you have to seize control of schools.” Accordingly, 1 have begun several efforts with
the Department’s academic nstitutions. These are summarized in the enclosure.

Ultimately, cultural change is a leadership 1ssue. The selection of the leaders for our
academic institutions and schoolhouses is key to influencing the attitudes, values, and

beliefs of these future leaders. I recommend that you consider this an item of personal
interest as we move forward with our fransformation agenda.

Enclosure:
Oftice of Force Transtormation Initiatives

SPL ASSISTANT DI RITA. | =/ 2
§A MA CRADDOCK (‘,ﬁ
MA BUCSH feseto | 2/ 12,
EXECSEC MARRISTT | 0
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Overview of
Office of Force Transformation (OFT) Initiative:
Education for Transformation

“Ifyou are going break the grip of old culture, seize control of the schools”

Background:

Onc of

the major challenges of transformation is devcloping leaders with the

competencics to size, shape, operate, and change the force. Over the past scveral months
OFT has held a scrics of workshops with key stakcholders to explore in some depth key
aspects of the human ¢lements of transformation: education, innovation, and cultural

change.

These workshops identified the previously unarticulated need for;

Balancing the Curriculum: Qur schools nced to balance their curriculum
to cnsure that our future leaders arc prepared to deal with the challenges of
transformation: sizing, shaping, operating and changing an information
age force.

An Increased Focus on Research: Ourschools’ current capabilitics for
cutting edge research that can support transformation are limited. A
rescarch initiative oriented to multi-enterprise collaboration can get our
learning institutions working together efficiently to advance understanding
of the rapid pace of globalization and technological innovation and the
implications for US forces, those of our allics and cealition partners, inter-
agencies and industry, as well as the forces of potential adversaries.

High Quality Continning Education: The Icaders of today and thosc of
tomorrow need and deserve access to high quality information and
analytic approachcs to emerging topics of significance to transformation,
such as network-centric operations, innovation & cxpcrimentation, and
capabilitics based planning. This content needs to be provided at times
and placcs and in formats that arc convenient to our lcaders, suggesting
short and modular courscs.

With the intent of contributing to near-term progress towards these goals, OFT is
initiating the following educational initiatives:

e Transformation Chair Program

The Office of Force Transformation will work to establish a
Transformation Chair at each major DoD learning institution {e.g., Senior

Service Colleges, Military Academies, and Postgraduate Schools). The

1
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objectiveis to establish an authoritative champion for transformational
studics at cach major institution to create courses, spur rescarch, and help
providers of cxisting curriculum incorporate transformational
considerations. The intent of the Office of Force Transformation is to
creatc a network of cducators who arc resourced and have the incentives to
collaboratc in the development and offering of cutting edge courses on
tfundamental clements of transformation. The Transformation Chairs will
initially be supported by a series of Network Centric Operations casc
studics funded by the Office of Force Transformation. Other casce studics,
examining innovation, experimentation, and cultural change are planned.

e Transformation Research Program

|
L

The Office of Force Transformation is initiating a Transtormation
Rescarch Program with the objective of providing faculty at DoD
institutions with resources to perform advanced research that supports
goals of Defense Transformation. This program will provide research
grants in the range of $25-200K per year. The program is structured to
tacilitate collaborative research between military and civilian educational
institutions domestically and internationally.

e Transformation Short Courses

The Office of Force Transformation, in collaboration with faculty from
DoD educational institutions and the institutions of selected Allied and
Coalition partners, will develop and offer a range of short course on topics
of significantimportance to Defense Transformation. Courses to be
offered in the near-term include Nerwork-Centric Operations and
Innovation & Experimentation.

Transformational Leadership Certificate Program

The Office of Force Transformation, in collaboration with NDU’s School
for National Sccurity Executive Education, is developing a
Transformational Leadership Certificate Program. This program is geared
to provide Military and Civilian leaders with a high quality educational
experience. It is specifically focused on preparing future leaders with the
knowledge and skills to size, shape, resource, and change the force.
Courses will be offered in both short and longer tformats.

2
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OFFICE OF THE SECRETARY OF DEFENSE*
1000 DEFENSE PENTAGON W -6 71 227
WASHINGTON, DC 20301-1000

FORCE TRANSFORMATION

February 6,2004, 10:00 AM

INFO MEMO

FOR: SECRETARY OF DEFENSE
FROM: Arthur K. Cebrowski, Director, Office of Force Transformationmwl. ‘-’/(

SUBIECT: Cultural Change and Education for Transformation

® You have rightly said that culture is at the heart of transtormation. We have taken the
temperature of the cultural change within the force. This is included in the Strategic
Transformation Appraisal that you have tasked me to do. I look forward to providing
it to you.

e Asrevolutionaries have taught us “If you are going to break the grip of the old culture,
you have to seize control of schools.” Accordingly, 1 have begun several efforts with
the Department’s academic institutions. These are summarized in the enclosure.

o Ultimately, cultural change 1s a leadership issue. The selection of the leaders for our
academic institutions and schoolhouses is key to influencing the attitudes, values, and
beliefs of these future leaders. 1recommend that you consider this an item of personal
interest as we move forward with our transformation agenda.

Enclosure;
Office of Force Transformation Initiatives

11-L-0559/0SD/039549 05D 01809-04



COORDINATION: Nonc

cc. DEPSEC

Attachment: DEPSEC

Attachment: Office of Force Transformation Initiatives

Prepared by; Terry J. Pudas, Deputy Dircctor, Force Transformation, I
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Overview of
Office of Force Transformation (OFT) Initiative:
Education for Transformation

“If you are going break the grip of old culture, seize control of the schools”

Background:

Onc of the majorchallenges of transformation is developing leaders with the
competencics to size, shape, operate, and change the force. Over the past scveral months
OFT has held a series of workshops with key stakeholders to explore in some depth key
aspects of the human clements of transformation: cducation, innovation, and cultural
changc.

These workshops identified the previously unarticulated need for:

+ Balancing the Curriculum: Our schools need to balance their curriculum
1o ensure that our [uture leaders are prepared 1o deal with the challenges of
transformation: sizing, shaping, operating and changing an information
age force.

¢ An Increased Focus on Research: Our schools’ current capabilities for
cutting edge rescarch that can support transformation are limited, A
rescarch initiative oricnted to multi-enterprisc collaboration can get our
learning institutions working together efficiently to advance understanding
of the rapid pace of globalization and technological innovation and the
implications for US forces, those of our allies and coalition partners, inter-
agencies and industry, as well as the forces of potential adversaries.

» High Quality Continuing Education: The lcaders of today and thosc of
tomorrow neced and deserve access to high quality information and
analytic approaches 1o emerging topics of significance to transformation,
such as network-centric operations, innovation & cxpcrimentation, and
capabilities based planning. This content needs to be provided at times,
and placcs and in formats that are convenicent to our lcaders, suggesting
short and modular eourses.

With the intent of contributing to near-term progress towards these goals, OFT is
initiating the following educational initiatives:

o Transformation Chair Program
The Office of Foree Transformation will work to establish a

Transformation Chair at cach major Dol Icarning institution(e.g., Scnior
Service Colleges, Military Academies, and Postgraduate Schools). The

1
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objective is to establish an autheritative champion for transformational
studies at cach major institution to crcatc courses, spur rescarch, and help
providers of existing curriculum incorporate transformational
considerations. The intent of the Office of Force Transformation is to
create anctwork of educators who arc resourced and have the incentives to
collaboratc in the development and offering of cutting edge courses on
fundamental clements of transformation. The Transformation Chairs will
initially be supportcd by a serics of Network Centric Operations case
studies [unded by the Ollice of Force Translormation. Other case studies,
examining innovation, experimentation, and cultural change are planned.

e Transformation Research Program

The Officc of Force Transformationis initiating a Transformation
Rescarch Program with the objective of providing faculty at DoD
institutions with resources to perform advanced research that supports
goals of Defense Transformation. This program will provide research
grants in the range of $25-200K per year, The program is structured to
facilitate collaborative rescarch between military and civilian cducational
institutions domestically and internationally.

¢ Transformation Short Courses

The Office of Force Transformation, in collaboration with faculty from
DoD cducational institutions and the institutions of sclected Allicd and
Coalition partners, will develop and offer a range of short course on topics
of significantimportancc to Defense Transformation. Courses to be
offcred in the near-term include Network-Centric Operations and
Innovation & Experimentation.

¢ Transformational Leadership Certificate Program

The Office of Foree Transformation, in collaboration with NDU’s School
for National Security Executive Education, is developing a
Transformational Lcadership Certificate Program. This program is geared
to provide Military and Civilian lcaders with a high quality educational
experience. It 15 specifically focused on preparing future Icaders with the
knowledge and skills to size, shape, resource, and change the force.
Courscs will be offered in both short and longer formats.

2
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913.AM
TO Tom Q’Connell .
EF- 20
cC: Paul Wolfowitz T- OL{{ QOO0
FROM 1

DATE: January 5,2004
SUBJECT: Rewards Program

[ think $160,000 in rewerd nioney is amazingly low. 1can’t imagine why we
haven’t done more.

SO0

Please see me onit,

Thanks.

DHR/arn
10504.02

Ref: Rewards Program Update.

Please respond by: ‘\\5\‘0*1 ‘/‘\\‘\ n
‘ s
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