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Attachment A

Résumés of Commission Members

The Honorable Duane P. Andrews

Mr. Andrews is Corporate Executive Vice Presidentand Director, Science
Applications International Corporation(SAIC) (1993 to present). He
previously was an officer in the United States Air Force (1967-77), a
professional staff member with the House Permanent Select Committee on
Intelligence(1977-89), and the Assistant Secretary of Defense for
Commiand, Control, Communications and Intelligence {1989-93). Mr.
Andrews was awarded the Department of Defense Medal for Distinguished
Public Service and the National Intelligence Distinguished Service Medal.

Mr. Robert V. Davis

Mr. Davis is President of R.Y. Davis & Associates (1997 to present). He
previously was a professional staff member of the House Appropriations
Committee (1977-95) and Deputy Under Secretary of Defense for Space
(1995-97). Mr. Davis was awarded the Secretary of Defense Medal for
Outstanding Public Service (1997),

General Howell M. Estes, ITT, United States Air Force (Retired)

General Estes is President of Howell Estes & Associates, Inc, (1998to
present) and serves as Vice Chainman o the Board of Trustees, The
Aerospace Corporation. He entered the United States Air Force in 1965
and served for 33 years. At the time of his retirement in 1998, General
Estes was Cormnander in Chief, North American Aerospace Defense
Command, Commander in Chief, United Siates Space Command, and
Commander, Air Force Space Command. He previously served as a
consultant to the Defense Science Board Task Force on Space Superiority
(1999,
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General Ronald R Fogleman, United States Air Force (Retired)

General Fogleman is president and chief operating officer of the B Bar ]
Cattle and Consulting Company. Durango Aerospace Incorporated, and a
partner in Laird and Company, LLC (199K 1o present). He entered the
United States Air Force in 1963 and served for 34 years. At the time of his
retirement in 1997, General Fogleman was Chief of Staff of the U.S. Air
Force. He previously served as the Commander in Chief of the U.S,
Transportation Comunand (1992-94). He serves on the Boaxnds of Directors
for International Airline Service Group, DERCO Aerospace. EAST Inc.,
Mesa Air Group, MITRE Carporation, North Amencan Airlines, Rolls-
Royce Notth America. and Waorld Airways. General Fogleman 1s 4 member
of the Councilon Foreign Relations.

Licutenant General Jay M. Garner, Uniled States Army (Retired)

General Gamer is President of SY Technology (1997 to present). He
entered the United States Army in 1962 and served for 35 years, Prior (o
leaving military servicein 1997, he served as Assistant Vice Chief of Saff
of the Army ( 1996-97). Previously he was the Commander of the U.S.
Army Space and Strategic Defense Command (1994-96).

The Honorable Williwm R. Graham

Dr. Graham is the Chairman of the Board and Fresident of National
Security Research, Inc. (1997 to present). He previously served as the
Deputy Administrator of the Natioral Aeronautics and Space
Admunstration (1985-86), Science Advisor to President Reagan and
Director of the White House Office of Science & Technology Policy
(1986-89), and Member of the Commission to Assess the Ballistic Missile
Threat to the United States (1998). He has aPh.D. i electrical engineering.

General Charles A Horner, United States Air Force {Retired)

General Homer is a business consultant. author and national defense
advisor {1994 to present). He entered the United States Air Force in 1958
and served for 36 years. He served as Commander in Chief, North
American Aerospace Defense Command. Commanderin Chiel, United
States Space Command, Commander, Air Force Space Command, and he
commanded Allied Air Forces during the 1991 Gl EWar.
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Admiral David E. Jeremiah, United States Navy (Retired)

Admiral Jeremiah is President of Technology Strategies & Alliances
Corporation (1994 to present). Prior to leaving military servicein 1994, he
served as Yice Chairman, Joint Chiefs of =ff (1990-94) for Generals
Powell and Shalikashvili. He serves on the Boards of Directors for several
firms, including Litton Industries, Alliant Techsystems Inc., Getronics
Government Systemns, LLC and Geobiotics,In¢, Admiral Jeremiah serves
on various national secirity and intelligence panels, boards and
commissions, including the Defense Policy Board, and a National
Reconnaissance Office Advisory Panel.

General Thomas S. Mocnman, Jr., United Stabes Air Foree (Retired)

General Moorman is a Partner in Booz-Allen Hamilton (1998 to present).
He also serves as a member of the Board of Trustees for The Aerospace
Caorporation, is an Outside Director on the Board of Smiths Industries and
is a member of the Defense Policy Board Advisory Committee, He entered
the United States Air Force in 1962 and served for 35 ycars. General
Moorman served as Commanderof Air Force Space Command (1990-92).
At the time of his retirement in 1997, General Moorman was Vice Chief of
Staft, United States Air Force. He is a member of the Council on Foreign
Relations.

Mr. Douglas H. Necessary

Wl Necessary is an independent management consultant. He has recently
served on several governmentboards. He served on active duty in the U.S.
Army from 1964-1984and as a professional staff imember of the
Committee on Armed Services, U.S. House of Representatives

(1984-2000).

General Glenn K. Ofis, United States Army (Retired)

(General Otis serves as a consultant for many defense firms and serves on
the Defense Science Board and Ballistic Missile Defense Advisory
Committee. Previously he was Senior Vice President of Coleman Research
Corporation {1988-96) and Chairman of the Board on Ammy Science and
Technology at the National Academy of Sciences. He entered the United
States Ammy in 1946 and served for 42 years. Prior to leaving military
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servicein 1988, he served as Commander in Chief, U.8. Armmy Europe and
7th Army, and Cormmander, NATO's Central Army Group (1983-88).
Previously he commanded the U.S.Army's Training and Doctrine
Command (198 1-83).

The Honorable Donald H. Romsfeld*

Mr. Rumsfeld i1s currently in private business. He servesas Chaimman of the
Board of Directors of Gilead Sciences, Inc., and on the Boards of Directors
of a number of corporations and non-profitorganizations. Freviously he
served as CEQ of G.D. Searle & Co. and of General Instruments
Corporadon, and in a variety ot U.S. government posts, including: Naval
Aviator, Member of U.S. Cengress, U.S. Ambassadorto NATO, White
House Chief of Staff, Secretary of Defense, Presidential Envoy to the
Middle East and Chairmanof the Commission to Assess the Ballistic
Missile Threat to the United States, He received the Presidential Medal of
Freedom, the nation's highest civilian award, in 1977.

Senator Malcolm Wallop (Retired)

Senator Wallop is currently a Senior Fellow with the Heritage Foundation
and chairs Frontiers of Freedom, a non-profit public policy organization he
established in January 1995. Previously he served as a U.S. Senator from
Wyoming (1977-95). In 1977 he was the firstelected official to propose a
space-hased missile defense system. Prior to servingin the US. Senate, he
was a rancher, a businessman, and a member of the Wyoming Legislature
(1969-76).

* The Honorable Donald H. Rumsfeld served 25 2 memberand chairman of the Commission trom its
inceptionuntilDecerner 28, 2000, when he was nominated for the posilion of Secretary of Delense
by President-elact George W, Bush,
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Attachment B

Résumés of Core Staff of the Commission

Dr. Stephen A. Cambone, Staff Director. Research Director, Institute for
National Strategic Stucies, National Defense University (1998 to present).
Staff Director, Commission to Assess the Ballistic Missile Threatta the
United States 1998); Senior Fellow, Center for Strategic and International
Studies { 1993-98Y); Director, Strategic Defense Policy, Office of the
Secretary of Defense (1990-93}); Deputy Director of Sirategic Analysis,
SRS Technologies (1986-90); Saff Analyst, Los Alamos National
Laboratory (1982-86). Ph.D. in political science.

D Craig Baker, Statf Member. Special Assistant to the Chief Scientist,
LS. Army Space and Missile Defense Command (1995-2000), Concepts
and Initiatives Division Chiet, Army Space and Missile Defense Battle Lab
(1997-98): Plans Director, Army Space Command (1996-97); Space
[ntegration Division Chiet, Army Space Command (1950-96); Army
Research Fellow, RAND Arroyo Center{1986-88). M.S, 1n national
security srategy. M.S. in systems management.

Burbary Bicksler, Staff Member. SeniorPolicy Analyst, Strafegic
Analysis, Inc. (1996 to present). Research Staff Member. Institute for
Detense Analyses ( 1986-95); Analyst, Office of the Assistant Secretary of
Defense for Program Analysis and Evaluation { 1981-84). Master in Public
Puolicy.

Linda L. Haller, Staft Member. Assistant Bureau Chief (1999 to present)
and Senior Legal Advisor (1997-89), Intemational Bureau, Federal
Communications Commission { FCCh: Semor Counsel. Office of General
Counsel, FCC (1994-97); Attomey Advisor, FCC (1991-92): Associate,
Morgan Lewis & Bockius (1988-20): Associate. Pierson, Ball & Dowd
(1986-88). Juris Doctor.

Delonnie Heary, Staff Member. Committee Clerk, U.S. House Select
Committee on US. Technology Transfers to the People’s Republic of
China (1998-99); Commussion to Assess the Ballistic Missile Threat to the
United States (Rumsfeld Commussion}{ 1998); National Defense
University (1993-98). M.Ed.
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John Luddy, Statf Member. Senior Policy Advisor, U.S. Senator Jon Kyl
(1999-2000);Senior Legislative Assistant, U. S, Senator Bob Smith {1997-
99); Military Legislative Assistant, U.S. Senator James Inhofe (1995-37);
Defense Policy Analyst, The Heritage Foundation (1992-95); U.S. Marine
Corps (19806-89). M.S.in international relations.

Lientenant Colonel J. Kevin McLaughlin, United State6 Air Force,
Staff Member. Commander, 2d Space Operations Squadron(1998-2000);
Chief, Space/Missile Branch, Legislative Liaison (1996-98); Chief, Space
Policy, Assistant Secretary of the Air Force (Space) (1995-96); Titan
Launch Controller/Deputy for Standards/Evaluation, 4%th Space Wing
(1991 94). M.A. in space systems management.

William E, Savage, Staff Member, Director of Strategic Development for
Space Programs, Litton TASC (1994 to present). National Reconnaissance
Office (1986-94); U.S. Air Force Space Program (1967-86}, M.S. in astro-
geophysics.

G. Randall Seftas, Staff Member. Project Manager/Lead Engineer,
National Aeronantics and Space Administration (1994-Present); Senior
Research Engineer, Lockheed Missiles and Space Company (1989-94);
Spacecraft Systems Engineer, Booz-Allen & Hamiltor (1988-89);
Operational Space Systems Engineer, GE Space Systems Division (1984
88). B.S. in aerospace engineering.

Thomas L. Wilson, Jr., Staff Member. Deputy Head, Program
Coordination and Liaison Office, Naval Center for Space Technology
(1997 to present). Program Manager, Naval Research Laboratory (1952-
2000). Professional Staff, Office of the Deputy Under Secretary of
Delense for Space(1996-98). B.S. in acrospace engineering.

Department of Defense Liaison

Major General H. J. “Mitch” Mitchell, United Stabes Air Force,
Department of Defense Liaison to the Commission to Assess United States
National Seamity Space Management and Organization and Special
Assistant to the Assistant Secretary of Defense for Command, Control,
Communications and Intelligence. Fonmer National Security Space
Architect.
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AR 2 9 e

TO: Doug Feith

FROM: -~ ~Donald Rumsf: l T T

SUBIECT: YourMemo on Asia-Pacific Regional Center Director

With regards to the Asia-Pacific Regional Center Director, [ would like you to
check with Pete Schoomaker and see what he thirks of him and can find out about
him. Iwould also like you-io check with General Craddock. And finally, I ought

to meet with him before we decide.

Thanks.

Attach,
3205 SecDef Memo to USD {P)
3/23/05 USD(P) Memo o SecDef

Dk
032805-15

Please respond by fl‘l ! 0y
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January 17,2005

U. S. Pacific Command

Manpower, Personnel and Administration Directorate (ATTN: 4101)
Baox 64017

Camp H. M. Smith, Hawaii 96861-4017
Subject: Application for Director, Asia-Pacific Center for Security Studies

Per the announcement on subject position, this memorandum and the attached

resume and biographical data serve as my application for consideration as the
next Director, Asia-Pacific Center for Security Studies.

Iam applying for this position because | strangly believe inthe significance of this
nstitudion as one means of executingpolicy guidance relatedto Asia-Pacific
regional security issues and civil-military relations in accordance with OSD Policy
and Commander, PACOMobjectives and requirements. 1have witnessed the
importance of this Center while serving as Commander, U. 8, Army Pagcific from
1998-2002, as well as that of its counterpart in Garmisch, Germany witle ‘serving
as Executive Officerto SACEUR/Commander, EUCOMfrom 1993-1995. Ifirmly

believe inthe near and long-term benefits ¢ such institutionsto regionaland
global relations.

My resume and other background material outline my specific qualificationsto
fulfill the duties and responsibilities ¢f the Director, AJIQCSS. i bringwith me
extensive experience in the area of military and inter-agency security-issue
analysis and formulation of defense policy. My two tours of duty in PACOM, one
as Deputy J3 for Readiness and the other as commander, U. S. Amy Pacific,
provided a solid foundation for addressing currentand emerging regional security
issues and understandingU. S. and regional national security policies and
interests. Ispent over half of my time inthese positions working directly with

U. S. and international military and inter-agency officials in the region. My U. S
Ammy Pacific headquarters co-hosted an annual Pacific Armies Management
Seminar for the amrmies of countries induded inthe APCSS programs, as well as
a biennial Chiefs of Army Conference held concurrently with this seminar. My
contacts with military and embassy officials throughout the Asia-Pacific region
were extensive. [ am confident Iretain the respect of those with whom [ worked
and still have a solid reputation in the region.

Duringmy service at Commander, U. & Army Pacific, I lecturedat Defense and
Staff Colleges on almast every trip to a country withinthe region. | also met
regularly with think-tanks supporting the governments of the countries visited,
whenever possible. Ireported related observations and findings regularly to
Commander, PACOM and to the Chief of Staffof the U. S. Ay, as appropriate.
lalso participated inthe evolution of the PACOM Theater Security Cooperation
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Strategy and observed dosely the similar effort at Supreme Allied Headquarters
Europe while serving as Executive Officer to SACEUR/Commander, EUCOM.

{ served as the PACOM federal support executive agent for homeland defense
and security coordination and joint, inter-agency and state/local responder .

training inthe state of Hawaii during my last two years as Commander U. S.
Army Pacific.

| have worked extensively inthe crisis management area as a planner and trainer
and as a Joint Task Force Commander on exercises and actual contingency-
response deployments to Africa in 1996 and 1997. I have also been responsible
for the design and executionof a 1997 Partnership for Peace exercise at the
military defense college in Sofia, Bulgaria, a highly successful exercisewhich

introduced and drilled multi-nationalcommander and staff crisis-action planning.
coordination and execution procedures

I have been responsiblefor major programs at several senior levels of command,
from long-range planning, to policy formulation, to budgeting, to personnel
management, to training and educational development of leaders internal and
external lo my organizatian, to iogistics and mairtenance. Inthe normal exercise
of my responsibilties, Ihave interfaced regularly with local, state, federal and

international officials from various governmentaland non-governmental
organizations.

[ served as a special assistantfor policy and planning to the Superintendent
the U. S. Military Academy (General Andrew Goodpaster) inthe aftermath of the
1976 cheating scandal at West Point, working closely with the Bormann
Commission onrecommendatiens for corrective actioninthe policy and
governance areas. | have personally designed and taught a wide range &

leadership modules, particulady inthe effective communications, example setting
and ethical conduct areas.

[ have atways had a passion for effective leader development and have designed
and execured such programs successtully at every level of my miliary service, as

well a8 a civilian contractor supporting a large multi-national corporation's leader
training program.

lam a good team builder and team player. My former superiors, peers and
subordinates can provide the most accurate evaluationof my character,

performance and potential for future servica, |can provide contact lists if
desired.

| am applying for this position because | believe it includes an array of important

challenges for which I think | amwell suited. [would be honored to serve inthis
important capacity.

2
11-L-05659/0SD/503786



| now live irf®)6)

{b)X6)

| appreciate the opportunity to be considered for this important position.

Sincerely,

Pl

E. P. Smith

LTG (Ret), U. S, Ammy
o I—‘rbner .
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Homeland Sscurity/Defense: Designed and facilitated an inter-agencytraining
program and supporting public awareness campaign in the war against terrorism.
Managed the developmentaof a new plan integrating and synchronizing military and civil
homeland security systems in Hawaii, resulting in national recognition of the effort as a
modelinthe areas of inter-agency intelligence fusion and dissemination and first- and
second-responder coordination and training to deter, detect, and defeat terrorist eflorts.

Government Relations and Marketing Concepts: Regularly interactedwith local,
state, federal and international officials, as weil as with the general public, resultingin
sustained support for the training, operational employment, and logistical support of
U.8. Amy forces throughout the Asia-Pacific region. Gained and maintained full
support of U.S. congressionaldelegations and other federal officials relatedto
organizationalprogram design and resource management. Relatedtolarge-scals,
multi-dillion dollar construction projects and organizationaltranstormations in Hawali
and Alaska, framed and supervised a continuous educational programfor :
govermnmental, business and media officials which resulted in improved relations and
public support for most projects in both states.

Team Building. Led andmentored the U.S. Army’s most culturally diverse civilian
workforce, instituting a ground-breaking assessmentof civifian workforce professictral
development and establishing a civilian leader-development programrecognized as
commendable by Pentagon officials, with probable U.S. Army-wide application.

WORK HISTORY

Independent Consultant 2003-present
Advisor and mentor responsible for development and delivery & programs related io
homeland defense and security, multi-lateral secunty-issue interoperability, long-term
strategy development, and leader and staff developmentto defense industry

organizations, state governments, military educational institutions and multi-national
civilian corporations.

Commander, U.S. Army, Pacific, Fort Shefter, Hawaii 19982002

COQ responsible for mission accomplishment and welfare o over 40,000 soldiers,
civilians and family members stationed in Alaska, Guam, Hawai, and Japan. Major
focus areas included: providing trained and interoperable Amy forces; managing
multiple installations with an annual operating budget in excess of $1 B; interfaang with
Chiefs of Asia-Pacific Armies and their staffs; and coordinating federal military support
for Hometand Secunty with local, state, and federal civil authorities in Hawaii.

Commander, US. Army Southern European Task Force 1996-1998

COO responsible for a multi-faceted contingency response organization, with an
operaling area spanning Europe and Africa and an annual operating budgetof $54 M.
Major focus included directing governmental and non-govemmental emergency
humanitarian assistance operations in Africa and managing quality-of-life programs for
13,000 soldiers, civilians and family members at three dispersed installationsin ltaly.
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Assistant Oivision Commander, 82d Airborne Division 1995-1996
Principal Deputy in support of over 15,000 soldiers, civilians and family members of the

US Army's premier strategic reserveformation. Responsiblefor this organization's
training program and all related management systems.

Previous work assignments include: Principalexecutive assistant to the highest
military official in Europe, acting as the daily tasking interface with the largest multi-
national military staff in the world and coordinating authority with 15 national military

headquarters staffsin Europe. CCO managing all U.S. military supporting infrastructure
and people programs for 6,700 Americans inthe Mons, Belgium area.

EDUCATION: MBA, Long [stand University; MA, University of Kentucky

BS, Unitod StatosMiltary Acadomy
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Additional Backaround Information: EdwinP. Smith

Serves as a senior mentor for new flag officers in the CAPSTONE Course at the
Joint War-fighting Center and for more senior flag officers (07-09) in the Joint
Force Land Component Commander’s Course at the Amy War College. Also
serves as a senior mentor at the Joint Forces Staff College for the regular staff
officers’ course and the U. 8.-Russian colonel-level security issues course.

Invitedas keynote speaker on coalition operations, at the British Ay nitial
Command and Staff Course (Land). Anticipating invitationto lecture on crisis-

management, in the context of humanitarian assistance and disaster relief, atthe
University of Texas.

Has advised multi billion dollar multinational corporations on leader and staff

development and designed and taught a related course on leadership to middle-
level managers,

Served as keynote speaker at a California Secretary of State for Correctional
Systems conferencefor all California prison wardens (fopic: correcting
dysfunctional culture). .o

Served in Vietnam, Korea, Hawaii (twice), Germany (bwice) , Italy, Belgium, and
Canada (with considerable interactionwith other host-nationmilitarias, as well as
US Ambassadors and their country teams in Asia, Europe, and Africa).

Served as Executive Officer to the Supreme Allied Commander Europe at
SHAPE, Belgium (Gen George Joulwan).

Executed contingency-response missions as a JTF Commanderin

Uganda/Rwanda (1996) and the Congo (1997) (relatedto potential NEO and
humanitarian assistance missions).

Taught English at USMA; thereafter served as Special Assistantto
Superintendent, USMA (Gen Andrew Goodpaster) for Pollcy and Planning.

Graduated 103 of 583 in USMA class of '87(GPA: 2.5+ of 3.0); MA from Univ of
Kentucky in ‘76 (GPA: 3.8+), MBA from Long Island Univin 79 (GPA 39).
Attended, as senior U. S. military representative, the J. F. Kennedy School of

Government's Executive Program for Officers of the Russian Federation and the
United States (2001)

Has written articles published in professionaljournals such as Joint Force
Quarterly, Armed Forces Journal International, Army, Military Review, and
others.

(b)(6)
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March 3, 2008

TO: Doug Feith

CC. - Gen Dick Myers
Gen Pete Pace
Paul Wolfowitz

FROM: Donald Rumsfeld-‘.rpﬂ,
SUBJECT: Afghanistan Metrics
[’ve looked through the package of “metrics” you sentup. [t clearly needs more

work. A number of the “metrics” are subjective in nature, and many athers are not

clear as to what they would consist of = there isn’t anything listed in the “current

status™ area of the chart.

While this may be a start, I'd like you to put a good deal more work into this, both

here in DoD and in the interagency.

Should we setup an “Afghanistan Room,” similar to the “Iraq Room,” to help us

keep track of the metrics? Couldit be the sameroom?

Thanks.

DHR:dh
430205-10

Please respond by _é}ﬁ/ O_fﬂ_i

FoBo - 0SD 12959-0.5

SN
¥
)
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March 3 |2005

TO: Steve Cambone

FROM: Donald Rumsfeld |

SUBIJECT: Charts from NSC MeLtirlg & Memo to Fran Townsend

Attached are the briefing charts from today’s NSC Meeting on the subject  the

Silberman Commission. You may want 1o go over them.

On the singlc page, Fran Townscnd has been put in charge, and you canse | what
they have recommended we do. It fits the memo I sent out, though ithas @ | more

detail,

Attached is @ memo T have sent to Fran letting her know you will be the co |act

point.

Please let’s move it along.

Thanks.

Aach,
Bricfing Charts ¢n §{iberman Commisgsion
03 A5 SecDel Mame to Fran Townsend

DHR:s9
0331/05-22
EANESE N SIS AN E A I NN E NP IE NN N AN P AV EEN IR I EEE NN NI AT E NS EmEEEn

Please respond by anl

0SD 312961-05
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March

TO: Fran Townsend

CC. The Heonorable Andrew H. Card, Jr.
Stephen J. Hadley
Steve Cambone

FROM: Donald Rumsfeld(-p/
SUBJECT: My Memo on the Silbermann Robb Commission Report

Fran —

Attached is a memo I sent out to the Department regarding the Siiberman

Commission Report. Thave also attached the DoD public statement we 0

Your contact point here in the Department on this subjectis Steve Cambc
will be working with you to see that we follow the track the President lat

that you are working on.

Thanks.

Attach,
03/30/05 SecDel Mewwre: $ilberman-RobbReporton Intelligence Capabilities RegardingWMD
GAANAS Dol Muas Reloaas

DHR:58
9331K5-11
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Dop News: Kumsteld Statement on Silbennan-Robb Commission Page 1of 1

U.8, Department o Defense
Orfice of the Assistant Secrefary of Defense {Fublic Afairs)

News Release

On the Web Public contact

il e gl i Ut a1 ]
ko v solink, mi 20 -3 | or+1 {(703M28071 1
Media contact: +1 (703) 687-5131
No. 30505
IMMEDIATE RELEASE March 31,2005

Rumsfeld Statement on Silberrnan-RobbComrisslon
We appreaate the work of the Silbeman-Robpb Commission and thank the distinguished chairmen and members for
theirceniribuiions to these impariantsubjects, Their reporl represenis a serious commitment of time and efforl, and their
inaightawill holp the governmanteontinuc te reform and improve U.8.intolllgenss capabilticotor the 21 century,

I have asked that DoD officials responsible for intelligence activities review the reportwith care, underlake a
systamatic review of the commission's recommendations, and make suggsstions to me for improvements.

Intelligencewill cortinue 1o be a critical underpinningfor V.S, national security capabiliies. As the circumstancesin

the warid continue to evolve, the US intslligence camrmurity must have insights into the chalienaes and continuato
strangihen and improve the way intslligence is collected and analyzed.

http://www.delenselink. milireleases/2008/mr2005033 1-2362 htmi

http://www.defenselink.michi-%i?JJTﬁ%% J(R]‘?’P /50§§ nselink.mil/releases/2005/n... 3/31/2005



Commission Recommendations
Review and Implementation Plan

90-Day Review Plan for Implementation of Recommendations

Phase | (April 1-30)
- Department/Agency Review; Integrate Comments

- identify Three Tiers of Recommendations based on Difficulty of
Implementation '

- Besignate Action for Recommendations Requiring No interagency
eview

G
i

Phase Il (May 1-31)
— Address Most Recommendations Requiring Interagency Coordination

Phase Ill (June 1-30)

— Determine Action to Address Remaining and Most Difficult
Recommendations
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Overview
Report of the Commission on the
Intelligence Capabilities of the
United States Regarding
Weapons of Mass Destruction
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Report Contents & Structure

* Part I: Looking Back - Six Cases/Findings
« lrag/Libya/Afghanistan (al-Qaida)/Terrorism
« lran/North Korea (classified report only)

* Partll: Looking Forward - Recommendations

« Leadership/Management; Collection; Analysis

« Information Sharing; Intelligence at Home;
Counterintelligence

« Counterproliferation
» Covert Action Coordination (classified report only)
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Report Themes

Intelligence Community (IC) needs to
know more on WMD programs and |
intentions

|C does not act like a Community and
lacks management

I collection, targeting, and analytical
structures require improvement

DNI - authority to match responsibility
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Iraq Intelligence Reporting

* |raq intelligence reporting deficient

— October 2002 National Intelligence Estimate
“almost all wrong”

—“River of intelligence” that flowed to senior
policymakers was flawed

« Daily reports to senior policymakers “disastrously
one-sided”,

» Collection often deficient and misleading
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lrag WMD

Nuclear Weapons

— Critical analytical failures on aluminum tubes
— Failure to authenticate Niger documents

Biological Warfare

— Reliance on single flawed source (CURVEBALL)
. Failureto convey concerns about CURVEBALL to senior policymakers

~ Reporting from bad second source included in SecState UN. speech

|
Chemical Warfare
— Poor collection and flawed analysis

Delivery Systems
— Incorrect assessment on UAV development
— Correctjudgment bn development of missile sysiems violating U.N.
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No Politicization

* |C did nat change analytic judgments or
conclusions in response to political
pressure

— Senior decisionmakers questioning was
“‘entirely legitimate”

« Commission did not examine use of
intelligence by policymakers
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Accountability for Irag

 Individual accountability
— Deficient performance by a number of individuals
— Commission not asked to assign personal
responsibility
» QOrganizational accountability
— National Intelligence Council learned from errors

— 3 organizations require special DNI attention

 National Ground Intelligence Center (Army)
» Defense HUMINT Service (DIA)

» Weapons Intelligence, Nonproliferation, and Arms Control
Genter (CIA)

11-L-0559/0SD/50397



Libya and Afghanistan

* Libya
— Libya “fundamentally a success story”
— |C “should be commended” for contributions

» Afghanistan

— |G Surprised post-war by al-Qaida progress on
WMD

11-L-0559/0SD/50398



Terrorism Case Study

» IC made significant progress on
counterterrorism
— Watchlists and screening improved

— Many Counterterrorist Center (CTC) efforts to disrupts

terrorist networks and plots are “extraordinary
successes”

« “CTC has brought the fight fo the terronists”

« Challenges continue
— Information sharing challenges
— “Bitter” turf battles between NCTC, CTC, and others

11-L-0559/0SD/50399



Part Two: “Looking Ahead”
- Recommendations

e 74 recommendations

— Most (51) recommendations are DNI actions
for managing IC

— Other recommendations involve the
President, NSC, State, DOJ, DOD, Treasury,
CIA, Commerce, DHS, OMB, or Congress

11-L-0559/0SD/50400
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Leadérship and Management

 Creates Limited National CP Center

» Reform of Congress

—9/1 Icongressional recommendations should
have been implemented

— Reduce burden of oversight to IC

 'Over a thousand IC briefs/testimony before
Congress

* TOO many reports

11-L-0559/0SD/50401
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Collection and Analysis

« Collection: DNI should create “Integrated Enterprise”

— MissionManagers under DNIdevelop/oversee requirements,
targeting, strategies, and evaluations

— New CIA Directorates established: HUMINT and Open Source
— Interrogations
» Source of “critical intelligence”
» Compliance with guidelines important
— Disclosures - grave harm; role for 1G's
« Analysis - some serious improvementssince lraq;
reforms too few
— Improvement needed in “tradecraft” and |C collaboration

11-L-0559/05D/50402
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Intelligence at HOme: D‘OJ and FBI

* Create National Security Service within FBI
under single Exec Asst Dir.

* |ncludes FBI Bureaus of Counterterrorism,
Counterintelligence, and Directorate of Intelligence

 Similar relationship between DNI and AG as Act creates
between SecDef and DNI

» Rejected MI-5 model of separate agency
— End turf war between FBIl and CIA

» Create National Security Division in DOJ

— Combine Office of Intelligence Policy and Review,
Counterterrorism and Counterespionage Sections
under single Assistant Attorney General

13
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Counterproliferation

« Counterproliferation efforts “urgently
require improvement”

— Enhance interdiction capabilities and legal
options

* BW s “greatest intelligence challenge”
— DNI led IC-wide National Biodefense Initiative

— Calls for non-United States Government
expertise; innovative collection

* Nuclear- “Loose nukes” and “brokers”

14
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Improve Tools

« Amend Section 31 1of Patriot Act

— Broaden 31 Hto permit designation of non-
financial institutions, such as businesses
involved in proliferafion, as “primary money

laundering concerns”

» Amend Foreign Intelligence Surveillance
Act to extend duration of orders for
electronic surveillance of non-U.S.
persons

11-L-0559/0SD/50405
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TO: Ken Krieg A ﬁj—l\"" fo |

N
FROM: Donald Rumsfeld q < ToecHew 4 Ruick
SUBIECT: Article on “Pentagon Wasted Supplies”™ ?SS RN*;S"'E et A

Please take a look at the attached article. What are the facts? What do we need to

£0L'OCH

do ta fix this simation? T'm concerned.

Thanks.

Atlach.
A/RIOS Washington Post article, “Pentagon Wasted Supplics, GAQ Finds™
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061005-15
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Washington Post
June §,2003
Pg. D1

Pentagon Wasted Supplies, GAO Finds
By Griff Witte, Washington Post Staff Writer

The Defense Department spent at least 3400 million in recent years buying boots, tents, bandages and
other goods at the same time it was getting nid of identical iterns it had paid for but never used,
government investigators told House members yesterday.

That finding camc as part of a broadcr inquiry by thc Govemment Accountability Office that uncovered
deep flaws in the Pentagon's system for detcrmining when it needs to buy new supplics and how it
disposes of supposedly excess inventory.

Investigators discovered that out of 533 bilhon of goods the Defense Deparlinent marked as excess {from
2002 through 2004, $4 billion was in excellent condition. Only about 12 percent of that was reused by
the department. The other $3.5 billion "includes significant waste and incfficiency,” the GAO said,
because new or good-as-new items were "trans{erred and donated outside of DOD, sold {or pennies on
the dollar, or destroyed.”

Investigators brought some of that equipment with them to the hearing of a House Government Reform
Committee subcommittec yesterday. Among the items on display were unuscd military uniforms and
medals that GAO had purchased off of a publicly available Web site intended for disposing of unwanted
governmenl property. The GAQ also oblained the power-supply system for a component of a nuclear
submarine that was on the Pentagon's "critical shortage" list at the time.

"Wc're not sure why DOD would be letting GAO have that, We don't have any nuclcar submaringes at
GAO," said Gregory D. Kutz, the GAO's managing director {or special investigalions.

Subcommittee members reacted angrily to the findings.

"Waste on this scale affects our ability to meet the imimediate needs of men and women in uniform.,”
eaid Rep. Christopher Shays (R-Conn.), wha chaired the hearing. "The $400 million epent an unneeded
equipment could have bought body armor, medical supplies or more than 1,700 fully armed Hurmvees to
protect coalition forces against deadly improvised explosive devices."

Rep. Henry A. Waxman (D-Calif.} said the only beneficiaries of the Pentagon's mismanagement are the
companics that scll cquipment to the government. "Federal contractors arc reaping a bonanza while

taxpaycrs arc being gouged,” Waxman said.

Rep. John J. Duncan Jr. (R-Tenn.) said the GAQ's findings involved the wastc of "an unbclicvably
staggering amount of money."

"Anybody who's not homlied by this does not deserve Lo be called a conservative,” he said.
Pentagon officialstestified that they generally agreed with the GAO's findings, saying new items had

been accidentally labeled in some cascs as cxcess inventory. The officials said they have made
improvements, however, and plan to have a computcr system up and running by January that would

hrtp:/ebird.afis.osd.mil/ebfiles/e2005 3603 78R B SD/50407 6/10/2005
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preve?lt Pentagon officials [rom buying new cquipment that is already available internally.

"We do have a fix on the horizon," said Maj. Gen. Daniel G. Mongeon, director of logistics operations at
thc Defense Logistics Agency.

Yesterday's report followed GAO inquiries Lhat uncovered evidence the Defense Department was selling
unuscd biological- and chemical-weapons-tesistant sints for $3 cach. At the same time it was buying
hundreds of thousands more for $200apicce.

Investigators found that example typified a broader problem. For instance, they paid $2, 898 for $79, 649
worth of tires, badges, circuit cards and medical supphes. In some cases, the goods had been marked as
junk but were delivered in their ariginal packaging. At the same time, the Pentagon continucd to order
more of the same items from its suppliers.

The GAO concluded that the Pentagon could have saved $400 million in fiscal 2002 and 2003 had it
used what it already owned. rather than buying more.

GAO investigators also found thar at contractar-operated facilities where excess equipment was
supposed to be liquidated. items were lett exposed to rain and wind. Much of it ended up damaged
beyond repair.

In addition, the Delense Department said that between 2002 and 2004, $466 milhon of equipment
marked as excess -- including sensitive equipment such as missile warheads -- had been lost, stolen or
damaged. Kutz, who said he believes the total of unaccounted-for eqmpment could be farhigher, said
the GAQ will cantinue to investigrate where thosc items ended up.

http://ebird.afis. osd mil/ebfiles/cddhsbeoRHbtY L D/50408 6/10/2005



THE UNDER SECRETARY OF DEFENSE ... .
3010 DEFENSE PENTAGON N

WASHINGTON, D.C.20301-3010

INFO MEMO
A:EE'EE‘;?E{:S June 30, 2005, {2:15 PM
FOR: SECRETARY OF DEFENSE Acting DepSecDef
FROM: Ken Krieg, Under Se ense (AT&L)

SUBJECT: Article on “Pentagdn Wasted Supplies”

» This is in response to your concemn over the Washington Post article on “‘Pentagon
Wasted Supplies” (TAB A). You asked for the facts and what we needed to do to
fix this situation.

« DoD concurred with the Government Accountability Office (GAQ) finding that
we spent $400 million buying items which were simultaneously in the disposal
pipeline. To fix this problem, DLA will link its inventory buying systems to the
reutilization system by January 2006 (described by DLA in the article as “the fix
onthe horizon™), improve turn-in process training, and tighten internal controls.

e Thearticle accurately states the GAO finding that from 2002 to 2004 DoD
disposed of $4 billion in inventory in good condition. By GAQ definitions,
$3.5 billion “included waste and inefficiency” because items were “iransferred and
donated outside of DolJ, sold for pennies on the dollar, or destroyed.” However,
this $3.5 billion figure is overstated in that it includes items that are legitimately
deemed excess from the DoD inventory because of obsolescence and
technological improvement. As a point of reference, excess and obsolete DoD

inventory was 1.65%of the average inventory over the 2002-2004 period. This
compares favorably with commercial benchmarks of Z%.

« Fact 1: The $3.5 billion figure is overstated because GAO valued DoD excess
inventory turned in to Defense Reutilization and Marketing Service at the latest
acquisition cost, rather than the accounting standard of the lower of cost or fair
market valye.

« Fact 2: As mandated by Congtress, other federal agencies and first responders may
obtain DoD excess inventory before the general public. Total distribution to these
groups: $450 million (including the submarine part the article erroneously states
is on the critical shortage list).

.Y
W 0SD 12998-05
11-L-0559/0SD/50409
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e Fact }: Some materiel cannat be resold and must be demmhitanized or destroyed.
Total demilitarized or destroyed: $1.1 billion.

e Admiral Keith Lipperl of DLA is working to imprave visibility and understanding of the
inventory deemed in excess.

COORDINATION:TAB B

Attachment;
As stated

Prepared by: Gerry Brown /DUSD{L&EMR)SCI/(703){bIE lB.B G/xi {

11-L-0559/05D/50410
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TC: Ken Krieg Cﬁ"" Y w H.'_ A P }
FROM: Donald Rumsfeld ‘7[\ “ To et 4 QK '

SUBJECT: Article on “Pentagon Wasted Supplies” s AVST Pomse.

Please take a look at the attached article. What are the facts? What do we need to %j ﬂ
do to fix this situation? I'm concerned.

Thanks.

Altach.
&/8105 Washington Post article, “Pentagon Wasted Sumplies, GAQ Finds”

DHE:5s

0100515
Please respond by b l » 0(
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Washington Post
June 8.,2005
Pe. D1

Pentagon Wasted Supplies, GAO Finds
By Griff Witle, Washington Post Staff Writer

The Detense Department spent at least $400 million in recent years buying boots, tents, bandages and
other goods at the same time it was getting rid of identical items it had paid for but never uscd,
povernment investigators told House members yesterday.

That fmding came as part of a broader inquiry by the Government Accovntability Office that vncovered
deep flaws in the Pentagon's system for determining when it needs to buy new supplies and how it
dispases of supposedly excess inventory,

Investigators discovered that out of $33 billion of goods the Defense Department inarked as excess from
2002 throngh 2004, $4 billion was in excellent candition. Only about 12percent of that was reused by
the department. The other $3.5billion “includes significantwaste and incfficicncy,” the GAO said,
because new or good-as-new items were “translened and donated outside 0 DOD, sold for pennies on

the dollar, or destrayed.”

Investigators braught some of that equipment with them to the hearing of a Honse Government Reform
Committee subcommittee yesterday. Among the items on display were unused military uniforms and
medals that GAQ had purchased aff of a publicly available Web site intended for disposmg of unwanted
government property. The GAQ also obtained the power-supply system for a component of anuclear
submarinethat was on the Pentagon's “critical shortage” list at the time.

"We're not sure why DOD would be letting GAO have that. We don't have any nuclear submarines at
GAQ," said Gregory D. Kutz, the GAOQ's managing director for special mvestigations.

Subcommitiee metnbers reacted angrily to the findings.

"Waste on this scale affects our ability to meet the immediate needs ol'men and women in uniform.”
said Rep. Christopher Shays (R-Conn. }, who chaired the hearing. "The $400 million spent on unneeded
equipment could bave bought body armer, medical supplies or more than 1, 700fully armed Humvees to

protect coalition forces againstdeadly improvised explosive devices."”

Rep. Heary A, Waxman (D-Calif) said the only beneficiaries of the Pentagon's mismanagencnt are the
companies that sell equipment to the government. "Federal contractors are reaping a bonanza while
taxpayers are being gouged,” Waxman said.

Rep. John J. Duncan Jr. (RTenn. kaid the GAO's findings involved the waste of "anunbelievably
staggering amount of money."

"Anybody who's not homfied by this does not deserve 1o be called a conservative,” he said.

Pentagon officials testified that they generally agreed with the GAQ's findings, saying new items had
been accidentally labeled in some cases as excess inventory. The officials said they have made
improvements, however, and plan to have a computer system up and running by Jarmary that would

11-L-0559/05D/50412
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Pentagon Wasted Supplies, GAO Finds Page 2 of 2

prevent Pentagon officials from buying new equipment that is already available interually.

“Wedo have a fix onthe horizon,” said Maj. Gen. Daniel G. Mongeon, director of logistics operations at
the Defense Logistics Agency.

Yesterday's repart. followed GAQ inquiries that uncovered evidence the Defense Department was seiling
unused biological- and chemical-weapons-resistantsuits for $3 each. At the same time it was buying

hundreds of thousands more for $200 apiece,

Investigators found that example typified a broader problem. For instance, they paid $2,898 for $79,649
worth of tires, badges, circuit cards and medical supplics. In some cascs, the goods had been marked as
junk but were deliveredin their original packaging. At the same time, the Pentagon continued to order

more of the same items from its suppliers.

The GAO concluded that the Pentagon could have caved $400 million in fiseal 2002 and 2003 had it
used what it already owned, rather than buying more.

GAO investigators also found that at contraclor-operated lacilities where excess equipment was
supposed to be liquidated, items were left exposed to rainand wind. Much of it ended up damaged

beyond repair.

In addition, the Defensc Department said that between 2002 and 2004, $466 million of cquipmicnt
marked as excess -- including sensitive equipment such as missile warheads == had been lost, stolen or
damaged. Kutz, who said he believes the total of unaccounted-{or equipment could be far higher, said

the GAO will continuc to investigate where thosc items ended up.

11-L-0559/0SD/50413
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COORDINATION

SUBJECT : Article on “Pentagon Wasted Supplies’

ORG NAME REMARK DATE
DIR, DLA VADM Keith W, Lippert ~ Concur 6/29/05
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MAR 0 7 2005

TO: Larry Di Rita
FROM: Donald Rumsfeld?h‘

SUBJECT: “Weakness is Provocative” Phrase

My recollection of the phrase, “weaknessis provocative” 1s that [ have been using
it since the 1960s. If I’m not mistaken, I attended & meeting as a freshman
Congressman with Admiral Arleigh Burke, Eleanor Dulles, a man named Bob
Crane and some others who were forming CS1S at Georgetown University. And,
if I'm not mistaken, Crane is the one who, in a discussion at that meeting, left me
with the concept (I can’t swear if he said it or wrote it) that weakness can provoke
people into doing things they wouldn’t think of doing, absent a weakness invitling
them to do it. Thave used the phrase in speeches since the 1980s. It is not beyond
the realm of possibility that Crane heard it from Fritz Kraemer or that Fritz
Kraemer was at that meeting. He was in those circles, back in those days. That is

my best recollection. You may want to tell Rowan Scarborough that.

Thanks.

Attach,
3/4/05Washington imes picce

DHR:ss
03040512

Please respond by

R v = W 0SD 130935-05
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TO: VADM Jim Stavridis 3£
W ¢
FROM: Donald Rumsfeld 2.
SUBJECT: Lebanon Monitoring Group
Make sure we let Hadley’s office know who we assign to the Lebanon Monitoring
Group that I worked out with Pace on Saturday.
Thanks.
A < .
D{EEHoS MEMD Feoy ML HOFMANN
030705-5
Please respond by 5/ o f 0(
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March 7,2005

TO: Gen Dick Myers

CcC. Paul Wolfowitz
Jim Haynes

deqg ©zQ

FROM: Donald Rumsfeld/y&.-
SUBJECT: Goldwater-Nichols

My sense is that there is an unhealthy ambiguity that results from Goldwater-

Nichols as to what the chain of command is under certain circumstances.

Specifically, if you think about the detainee issues, the chain of commaud
supposedly goes up to the Combatant Commander. But he has component
commanders, and the chain for certain matlers can go from a component

commander up the Army chain, and not to the Combatant Commanders.

[ think it would be a help to get this clarified and develop written instructions that

will eliminate any ambiguity for every conceivable circumstance.
How do you propose we do this?
Thanks.

DHR:s5
030705-11

Please respond by 3/3/]0r
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March 7,2005

TO: VADM Jim Stavridis

FROM: Donald Rumsfeld %

SUBJECT: Paperwork on Moseley
Let's get the paperwork going on Moseley — see the attached
Thanks.

Attach.
3/4/05 Nole from CSAF to SecDef
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Please respond by 4
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March 7,2005

Thl

TO: Dan Stanley

FROM:. Donald Rumsfel_dq

SUBJECT: Joint Operations Support Center Information to Congress

I think this information on the Military Severcly Injured Joint Support Operations
Center should be sent to all Members of the House and Senate. You may want to

have the Service Secretaries do it.
Thanks.

Attach,
313405 USD {P&R) Memo to SecDef

DHR:ss
03¢705-18

Please respond by 24 0{

W
<
8
Y
S

FOTO 08D 13093-05
11-L-0659/05D/50425






Information Paper
Subject: Support to severely injured Service members and their families

e Each Service has developed programs to support severely injured Army Disabled
Soldier Support System{DS83), Marine for Life (M4L), Air Force Palace HART, and
Navy Wounded Marine and Sailors Program. It became apparent that a centralized
system, with all the Services collaborating, could help to eliminate gaps and overlaps.

o DoD established the Military Severely Injured Joint Support Operations Center
(24/7 Family Support) on February 1,2005, to supplement Military Service efforts
and ensure all “seams and gaps” are filled. Assistance 1s available anytime, by calling

1-888-774-1361.

« The Joint Operations Center acts as a 24/7 hub for infermation referral and
tracking, providing advocacy for medical care and rehabilitation, education and
training, job placement, accommodations,personal/family counseling, and financial
resources {Sample Cases attached).

o Care managers within the Joint Operations Center are assigned to
individual Service members and their families as a permanent point of
contact for support they may need in recovery and transition to normal duty
or civilian life — as long as it may take.

o Ombudsman positions at or ncar the major medical centers for the
severely injured are being hired to ensure they receive seamless care and
support.

o Employment Career Center Web site in conjunction with military.com
will be launched by mid-month. This site will provide links to all of the
clapluyent services offered tirvughout e govennnent, and also linked w
private sector employers,

®  As Service members and their families are ready, provides
cinployment counseling that will lead to education, training, and/or
job placement choices.

= Potential employers are being identified and shared through the
cmployment working group so that all Service members and their
spouses who ready-to-work can be considered for available
positions. Employment services are being customized for
candidate/job ‘fit’.

11-L-0559/0S5D/50427



o SeverelyInjured Joint Service Working Groups. The Joint Operations Center has
ninc joint working groups to assist in strecamlining processes and developingresources
to better serve the severely injured and their families (Charter Working Group slide
attached).

e Federal Department Interface (Departments of Labor (DoL), Veterans Affairs (VA)

and Transportation (DoT), and Homeland Security) are working with the Center to
coordinate support.

o DoL is assisting in obtaining civil service and private sectorjobs through its
OneStop Centers around the country.

o DVA s cutting red tape to assist severely injured aceess medical and benefits
support.,

o Transportation Sccurity Agency (TSA) bas assigned officers to the Center to
coordinate itineraries of the severely injured through a toll free number to
ensure they are provided badly needed expedited and appropriate care during
AITpOrt security screening,

11-L-0559/08D/50428



Attachment: Sample Cases

» The Center has successfully resolved several cases since inception and is working
many others. The following are cases that highlight the vanety of support needs that
have been fulfilled:

= Case: Marine Corporal who sustained traumatic brain injuries, and whose mother
was concerned that he had potentially undiagnosed spinal chord injuries. She was
told he could not be seen for nearly a month even after contacting the VA and
Navy Medicine. In desperation she contacted the Washington Post who forwarded
her case to the Center. The Center working back through its point of contact at
DV A obtained an expedited appointment, witb follow-up appointments the next
week versus amonth or more.

« Case: Army Sergeant (blinded in left eye, shrapnel in her right eye, damage to all
tour extremities and damaged ear drums) could not afford tor her husband to visit
her during her treatment. Through the assistance of the Fisher House foundation,
the Center was able to obtain a ronnd trip ticket for her husband.

o Case: Army Corporal, amputee, was concerned because his promotion paperwork
had been lost at Walter Reed afterbeing reassigned to Hawaii. The Center
interceded and had Walter Reed expedite his promotion rather than having the
paper accomplished by his current command. His promotion was finalized in 8
days and made retroactive to December 1,2004.

» Casc: Army Sergeant, suffering from traumatic brain injury, was being transferred
to atreatment center. His spouse called the Center concerned that she and her
children would have to leave their base housing in the middle of a school year.
The Center contacted the garrison commander and obtained permission for the
Scrgeant’s tamily to remain in housing until after the end of the school year.

» Case: A National Guardsman from Rhode Island, suffering abdominal and head
wounds, still required treatment. He had been reviewed twice by a disability
board and denied. He didn’t know who would pay for his treatments when his
TRICARE coverage ended. The Center intervened, obtaining DV A assistance to
award 50 pereent rating on his nitial claim and further DVA examination on his
remaining compensation 1ssues.

11-L-0559/0S5D/50429



1-888-774-1361
Call Anyti gg
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rogram Cc;hrponents:

cvcrely m]urod Service members:

ny Disabled Soldier Supporr System
'Marine for Life Injured Support Program
Air Force Palace HART

SCI'V'IOE anic SELE;

To provide personallzed assistance, uilored o meet an
individual’s unique needs during recovery anc rehab]htauon.
to include:

m Medical care & rehabilitation

w Education, training and job placement

Sarlors Inidative

Department of Veterans- Aﬂ’m :

Desarmment of Labﬁ

m Personal mobility and functioning

= Home, transporration and wotkplace accommodations
s Personal, couple and family issues counseling

a Financial resources

| 1-888-774-1361
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March 1,2005

TO: Den Stanley

5'e0Q

FROM: Donald Rumsfeld
SUBIECT: Whistle Blowers

Senator Dorgan said that some of these whistle blowers have been fired and

threatened,

Please go to his office in writing, using his exact quote, and ask him 1o give us the

information on that.

Thanks.

DHR:dh
02280542

Please respond by _E[AQ_/Q_L

Ser
Lapmie. arbeched,

o€ To Ugb . "{fz'
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March 7,2005

TO: Dan Stanley

FROM: Donald Rumsfeld M

SUBJECT Letter to Senator Dorgan

It sounds to me like the letter you sent to Dorgan might be accurate, but it says,

“thank vou for allowing me to testify,” and you signed it. The letteris fine except

for that line. Please fix it

Thanks.

Attach.
3/1/05 SecDef Memo to Dan Stanley

DHRE:ss
030703-21

Please respond by -

Fovo 05D 13059=-05
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OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
WASHINGTON, DC 20301-1300

i March 4.2008, 5:00 p.m.

FOR SECRETARY OF DEFENSE

FROM:; Daniel R. Stanley. Acting Assistant Se
{Legislative Affairs)

SUBIECT: Response to SECDEF Snowtlake#022805-42

o You wanted a letter from the Department to Sen Dorgan asking him to give us
mnformation about “fired and threatened whistle blowers.” Proposed letter is at
Attachment 2.

Atlachments:

. SECDEF Snowflake#022805-42

. Proposed Acting ASD/LA Letter to Sen Dorgan
. Excerpted SAC Testimony from Sen Dorgan

T [ —

osp 13099-05
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OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
WASHINGTON, DC 20301-1300

LEGITNE March 4, 2005 — O]é -{—')

AFFAIRS

The Honorable Bryon L. Dorgan
United States Senate
Washington, DC 205 10-3405

Dear Senator Dorgan:

Thank you again for allowing me to testify before the Commuttee. You
mentioned waste, fraud, and abuse associated with some contracts executed in
Irag. During the exchange between us regarding irregularities, you stated that
“Whistleblowers have documented Halliburton waste, fraud, and abuse,” and that
“some of (them) have been threatened and some have lost theirjobs and so on.”

We know of no instances of threatened or fired employees with regards to
anyone divulging contract misdeeds. Please share with us any information on who
has been fired or threatened sowe can look into this immediately.

Thank you.
Sincerely,

(7 g Sl

Danmel R. Stanley
Acting Assistant Secretary of Defense
{Legislative Affairs)
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- But let me also say this. I am very concemed that the money that we're talking about
here .« and I'm going to support it -- the almost $16 billion that is now goingto be
moving to Iraq has not yct been there and spent with respect to reconstruction funding,
I'm very concerned about how much of that is wasted. And let me describe why [ say
that.

On May 13th, 2003, Mr. Scerctary, you wrote the letter designating the administrator
of the Coalition Provisional Authority, the head of the CPA, this was Ambassador
Bremer, with the title of administrator responsible for the CPA.

And you'rc quite correct -- the inspector general's report, with respect to the $8.8
billion, that was not American money. That was Iragi money, but under control of the
CPA, undcr control of the agency thar was our responsibility -- that you were responsiblc
for.

And 50, you know, when we see these examples of inspector generals saying the
money wasn't accounted for -- whether it was money that belonged to them, in our
charge, or our taxpayers' money -- still it raises gquestions about do we have
accountability here.

And then you go from that point to the point of the money that is taxpayers' dollars
being spentin Irag.

And I know and, Mr. Chairman, Jct me also say, I know when [raisc the name
Halliburton, immediately people think of palitics. It's not politics for me. 1 don't care il
Jimmy Cartcr would have been the president of Halliburton, I'm talking about the last
four years.

Let me just read a couple of headlines, because this is, T think, the biggest contractor
that wc've spent taxpaycers' moncy for in Iraq and most of it's sole-source contracts.

Hallihurton overcharged $27.4 million for meals. Halliburton overcharged $61 million
for oil delivery.

3 auditors recommend withholding 15 ercent ¢ ts 1o 1

The list goes on and on. And in fact, I'll get to aauestio  but the retired director of 1
Defense Energy Support Center, the person that just retired, testified before the Congress
that the gasoline that was being sent into Iraq by Halliburton was costing about a dollar
more than it should have. He said, "Wemove gasoline into virtually every war area and
never paid that much.”

And at the same time that Halliburton was charging, 1 think it was $2.65 a gallon
through their subcontractor,the Detense Department was moving it in for a dollar less,
and the Defense Department had always done that.

So my question is this, Mr, Secretary-- and this 1s not a political question, There's no
political inference in it. It's just that we're going to spend massive, massive amounts of
money in Iraq and there is substantial evidence that there 1s a great deal of fraud and
abuse and waste.

And I want -- I certainly hope that there is much more aggressivencss in trying to get
to the bottom of all of that and deal with it, because I worry that not much is happening in
that area.

DORGAN:
And lct mc ask you 1f you can respond.
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RUMSFELD:

Let me say scveral things. First, if my memory scrves me correctly, and it's not perfect,
I think that we tried to put money in forthe Afghan war two years ago, and the Congress
refused to appropriate it and told us 1t should be done in the supplemental.

DORGAN:
We can check that, But if that was the casce. Congress was wrong, And I would think...

RUMSFELD:
That's my recommendation. I can remember trying to do it. And I could be wrong, but
that's my -- you were at the FBI then...

(UNKNOWN)
(OFF-MIKE)

RUMSFELD:
Wc'll check that. But I was dissuaded cither in the Exceutive Branch or in the Congress
and [ think here, in the first year. _
Next: Large amounts of money, large contracts, public-private sector, this country, any ;
country on the face of the Earthy, tend to be argued about after the fact. They tend to == '
pluses, minuses, this has to go over, and they make agreements. And they say, "Well, you
didn't do this. You should have.” And they said, "You didu't do that. You should have.
And the reason we didn't do this is because you didn't tell us in time.” And big
complicated contracts, that's the nature of them.
Now, third, you mentioned (hat a lot of the dollars are not spent from the
reconstruction funds.

DORGAN:
About $50billion is, as of yet, unspent. So that will be still moving to Irag.
The questionis: Is there accountahility?

RUMSFEEL I

Yes, One of the reasons a lot of that hagn't been gpent is because the government of the
United States made a conscious decision to try to spend the Iragi money first and to use
more of their oil money and to flow -- and we had many more checks and balances on the
$18billion, T thirk it was $18 billion,

A good portion of that is obligated, but not expended and not paid out.

I'm told that the Detense Department contract audit agency is the place where the
problenis that you arc citing were all pointed out. These weren't discovered by people, by
the press or by Congress or by some ousiders.

We had an gudit agency assignedto go in there and to look at all of that and report on
all of that, and everything's public,

RUMSFELD:

11-L-0559/05D/50439



S¢ cvery time there's a big contract and the audit agency that the taxpaycers pay for go
in and look at these things, and then they announce to the world what's happened. And
then they get worked on.

And that's part of the process. That's why they have the auditors.

DORGAN:
Mr. Secretary, some of it, of course, has come from whistleblowers.

RUMSFELD:
Sure, which is a good system.

DORGAN:

Which is not the contracting agency. It's a different system._

But my point is this: When you are reading the morning paper, as I am, and you scc
report after report after report of one or two companies -- allegations of waste or fraud or
abuse, $85,000 new trucks that have a tlat tire and they leave it on the road and abandon
it to be torched; 25 tons of nails that are ordered, and it's the wrong size, so they're laying
on the ground in Iraq; those kinds of things -- when you see those reports, do you feel |
like I do? You say, "Whaton Earth is going on here? Can we get to the bottomn of it? Is |
this abad contractor?” i
What's your impression of that? !

RUMSFELD:

You bet [ do. I'm a taxpayer,just like you are.

There isn't anybody who sees waste anywhere in the govemment or out of the
government that 1sn't concerned about it

And it'sjust, frankly, during a war, the thought that there's waste or mismanagement
when you've got a war going on and you've got people out there that are giving their lives
and they're making all kinds of sacrifices to scrve the country, it just breaks your heart to
seeit.

DORGAN:
You know, T come from a town of 300 people. And in my hometown, you only got a
chance to cheat somebody onee. That was it. You didn't do business with them after that,
because they wouldn't do business with you.
And here, you know, it's just a Byzantine circumstance, _
And the reason I raise these questions about contracting abuse 1s 1just think we have to |
be much, much, much more aggressive, Massive amounts of money are going to move |
through this pipeline, and the American taxpayers need to feel that there's accountability
here, an aggressive accountability, and that somebaody has to pay the price for cheating
the taxpayer. Somebody has to pay the price for it,
So I raise the questions because they must be raised when we're talking about this
(uantity of money,

RUMSFELD:
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March 7,2005

TO: Dan Stanlcy

¢ Gen Dick Myers

L4 00

FROM: DonaldRumsfeld

SUBJECT: Correctionto Senator Biden
Attached is the transcript of Senator Joe Biden’s interview on Moot the Press.,

I think we should have General Myers or somehody send him a letter telling him
that his comments (on page three) arejust flat wrong, We need to tell him

precisely what the facts are. 1f he wants the classified version, he can get it.
Thanks.

Attach,
Transcript of 2/27/05 Meet the Press interview wWith Senator Joseph Biden

DHR:dh
030705-31

Please respond by

SOPIN L

——

Fove 0sSp 151 D00-05
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RADIO TV
DEFENSE DIALOG

MONDAY, February 28,2005

Federal News Service

Summary not to be quoted.
(Broadcasts of Friday-Sunday, February 25-27,2005)

SUMMARY OF NETWORK NEWS STORIES IN THIS ISSUE

SUNDAY INTERVIEWS: Sens. Richard Santorum and Ki$&ph:Biden interviews o NR (s "Meet the

P =P DT T A
TRAQ UPDATE: Three U.S. soldiers were killed in insurgent attacks, and Syrian authorities arrested
Saddam Hussein's half-brother over to Irag. Friday, three U.S. soldiers were killed and nine wounded in
aroadside bombing north of Baghdad. Alse, U.S. and Iraqi forces have concentrated their scarch for
insurgents on Al Anbar Province in Operation River Blitz. Marines are hunting [or insurgents along the
Euphrates River with the help of private [ragi security forces. Rebels blew up an oil pipeline in northem
Traq. And recent interviews with alleped Iraqi and foreign insurgents on U.S.-funded Iraqi state
television indicate that Syrian intelligence has trained and tunded them. Jim Lehrer, Margarct Warner,
PBS; Peter Jennings, Martha Raddatz, Baxy Moran, Nick Watt, ABC; John Roberts, Kimberly Dozier,
Rusg Mitchell, CBS; Brian Williams, Richard Engel, John Seigenthaler, Peter Alexander, NBC; Kitky
Pilgrim, Carol Lin, Ni¢ Robertson, Janc Arraf,CNN; Renee Montagne, Annc Garrels, NPR.

AFGHANISTAN UPDATE: Nine Afghan troops were killed by the Taliban on Friday. Six insurgents
were also Kiled in the fight. U.S.iroops killed seven more insurgentson Thursday. Jim Lehrer, PBS.

IRAN-RUSSIANILICLFAR DEAIL: Desnite the request of President Rush, Russia signed an $800
million deal to provide Iran with nuclear fuel with the stipulation that Tehran must return the spent fuel
rods. Terry Mean, ABC; John Roberts, CBS; John Seigenthaler, NBC.

SAVING LIVES IN IRAQ: Marines already carry a product called QuickClot, a chemical that prevents
excessive bleeding. Despite hundreds ol documented cases ol the product saving lives on the balefield,
the Army is continuing to test it before making it standard issue. John Roberts, Jirh Stewart, CBS.

GAYS IN THE MILITARY: Gay rights activists are pushing the military to reconsiderits "don't ask,
don't ell" policy in the face of recruitment shortfalls. Carol Lin, Jamie Mclntyre, CNN.

MATT MAUPIN STILL MISSING The 21-year-old Army specialist was apparently kidnapped by
insurgents last April, and his hometown believes that he 1s still alive and will returm safely. Brian

williansCarl Quintanilla, NBC.

HEROES: Retired Army Sergeant Derick Hurt is training himsell 10 walk again after losing a leg in

| 11-L-0559/0SD/50442
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Mosul. Kitty Pilgrim, Bill Tucker, CNN.

INTERYIEW WITH JIM NICHOLSON: The Secretary of the Department of Vebexas Affairs
discusses the proposed fee increases for veterans as part of the new Bush budget proposal. Kitty Pilgrim,

MEET THE PRESS NBC TV

10:30 AM FEBRUARY 27, 2005

Interview with Scnators Richard Santorum and Joseph Biden

TIM RUSSERT: But £izst, Republican Senator Rick Santorum of Pennsylvania, Democratic Senator Joe
Biden of Delaware, welcome both.

SEN. SANTORUM: Thank vou.
SEN. BIDEN Thank vou.
(MORE)

MR. RUSSERT: Let me turn (o foreign policy. Senator Biden. how do vou thirk President Bush did in
his mectings and press conference with Russian President Pkin?

SEN.BIDEN [ thirk he did well. Look, he didn't accomplish anything, But then again in temms of any
breakthroughs with Russia they're sill talking about selling missiles 1o the Syrians, they're still talking
about continuing the Bushehr reactor in Tran. They're unwilling to make some of the fundarnental
changes they have to make in terms of their own circumstance. But 1 thirkits important, For the firt
time ol late the president has spoken up and sawd, Look, Mr. President =~ to President Patin -- you're
becoming a problem. You're pushing back democracy. It's cantrary to evervthing I've been saying. And
if you don't begin to get it straightened out, we're going te have some probloms. And but the one place |
was most disappointed weass the breakthroughs allegedly on dealing with loose nkes, nuclear matenal, et
cetera, was not ncarly as much as [ thirk could have been accomplished. And 1 think the only way to
break through the bureaucratic conundrurn here ¢l us helping the Russians do away with the tons of
plutonium they have and all the unsafe areas they have 15 for the presidents -- Pukin and Bush -~ to say,
This is what we're going to do. Right now we're in a big conundrum about liability insurance and the
like. I was disappointed that there wasn't more that came out of it but happy that #he president was as
straightforward with Putin as he was.

MR. RUSSERT Scnator Sartorum, it you agreed what President Bush has said about Russian President
Putin over the last couple of years, that he looked into his cyes and saw his soul, he's honest,
straightforward,he wouldn't mind being in a foxhole with iim, he can do business with him = and as
recently as this week said he trusts himin terms of keeping Russia on a democratic course. Is that rise
rhetoric of a president of the United States to use about a Russian president?

SEN. SANTORUM: Well, I think thispresident has shown that he's w:lling to stand up and say what

11-L-0559/05D/50443
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needs to be said against any foreign leader who is doing things that is not in the interest of United States
national sceurity or what he believes is in the best interests of the world. And 1 think the president, in
spite of all of those positive things he has said, had the courapge to go there and, face to face, and before
the Russian press and before the Russian public, say things critical of this president - President Putin. T
thirk that kind of courage is to be admired out of this president. [t occws both ways == to compliment
him when things are going well and to call himto task when theyre not.

MR. RUSSERT Where are we in Irag?

SEN. BIDEN We're onthe brink. We have areal shot here, Tim, if in fact we don't think that the Iraqis
can do it on their own. We should be setting up an intemational sart of board of directors made up of the
president of the ELJ, the secretary-general in NATO, the United States as chairman of the hoard --
essentially a clearinghousetor the Iraqis right now, because they have some tough decisions to make.
They know they have (o bring the Sunnis in. I's very diflicult for the Shi'ia to do (hat and the Kurds to
do that. They need somebody to blame it on. They've got to be able to say, Look, you know, I don't want
to do thisto my constituency, but in order to get the following help. And we have to broaden -- we have
to give the Europeans a scat at the tuble in order to have == to send them a bill. And they now say they're
ready to signup, tram [raqi troops. You know all that fight about how many troops are trained or not?
Well, they sent up supplemental in the jargon of f your i hstencrs, additional money for Irag, and 111 1t t.hey
put the truth- HEvE fraine -‘ﬁﬂéﬁﬂi’ﬁs, “birt only ofieS-AWE have QU ITagT battilicg  bte: "o

¢ iedi™W e have along way (o go. They ['ma]ly figuredit out. Theyre workmg ohit. And ifwe
stay clear on this and provide this = you know, bring in the rest of the community, the rest ol the world
and set up 1n effect a Contact Group, we have a shot to help them navigate themselves through a very
difficult period here.

;..o it

MR. RUSSERT Senator Santorum, how concemed are you about the man it looks like will be the next
prime minister, Ibrahim Jafari, head of the Dawa Parby, a party that's been linked to terrorism? What are
we going to have in charge of Irag -- an Islamic with potential terrorist ties?

SEN. SANTORUM: Yeah, T thirk that's one man. T thirk vou are seeing a lot of other players in this.
And the fact thet 1t was not an overall overwhelmingelection on the part of that coalition I thirk will
require what you're seeing, which s a lot of collaborationand cooperation. And that one man, as you
know, will be just an interim president. But warking on that constitution will not just be him, but a
whole group of people. The Kurds are beginning to exert themselves some more nght now, which I
think is positive. | think you're = I don't see that one individual as being necessarily a stumbling block to
this process.

MR. RUSSERT: Scnator Biden, judicial nominations. Way back in 1987, you were talking about =
SEN. BIDEN How do you remember all these things?

MR, RUSSERT We work hard at this, senator. (Laughter.) And you said, "1 think the advice and
consent responsibility of the Senate does not permit us to deprive the president of the United States from
being able to point that person or persons who have aparticular point of view unless it canbe shown
their temperament does not fit the job, they are morally incapable orunqualified for the job. They have
committed crimes of moral turpitude.” People don't have a particular point of view -- if scmeone has a
conservative view, then why would you tryto block im from being voted on in the Senate?

SEN.BIDEN. I don't think we should try to block himbeing voted on in the Senate. Here's the deal: the

question is the people I voted on against in some of the nine nominees the president has sentback up ==

11-L-0559/0SD/50444

i L 2d Al mnd enill Bl as AVNNEAD D Crinr il /42005



< Paged of 7

not all of them T didn't vote against,but some of them I did -~ is because T thoughi they did nothave a
judicial temperament, like the justice out of Texas.

Now. to make it clear, T also sort of set the standard people don't like having boen set, saying that fora

Supreme Courtjustice it's a different deal. hecause they're not bound by stare decisis. I a disirict oourt

judge or circuit court judge says, "[1lbe bound by =« even though Thave a different view on this issuc,

but Il be bound on what the courthas said” --T'll take them at their word, even though they may have a

different personal view, because they can't go beyond what the Supreme Courtjudgment is. i

Supreme Court justices, different deal == de novo. They can come along and say, "I disagree with the

past rulings of the Supreme Court” == soit's a dilTerent standard for the Supreme Court. For the district

court, that's a standardI've applied. That's why [ voted for all but | think = 1 think there's been

somewhere over 1,250 judges I voted for, and [ only voted no I thirk 16times. i

MR. RUSSERT: K the president decided to elevate Antenin Sealiato chiefjuctice, would you vote [or
him?

SEN. BIDEN No. T would spend a lot of time making the case he shouldn't be the chief justice.
MR. RUSSERT: You voted to confinm him for the Court.
SEN. BIDEN: I did. I voted to contirrn him to the Court, and he's turned out to be everything that

everybody said he would be -« abrilliant guy with a view of the Constitution and how 10 read i1
[undamentally dilferent than [ thirk it should be read.

MR. RUSSERT: But on your standards, does he lack judicial temperament?

SEN. BLDEN No. Retmember what Ijust said about the Suprenie Gourt? The Supreme Courtis o
different deal. At tbe time we voted for him, he was ablank slate. Nobody knew, including old Mario
Cuomo who was pushing hard for Antonin Scalia-+ he went overwhehningly through, Dennis
DeConeini I thinkwas the only one that voted mo. But -

MR, RUSSERT So you would oppose hiim because he's a conservative?

SEN. BIDEN: [ would oppose tumbecause ol hus methodology, the way he mterprets the Constitution;
i.e., he thinks there's no such thing as unenumerated rights in the Constitution, which fundamentally
alters the way in which you read the Liberty Clause of the Fourteenth Amendment, a whole range of
other things. I think he's 4 brilliant, decent man who 1 thirk nisreads the Constitutionin my view. I
would vote no.

MR. RUSSERT: Senator Santorum, would you support a constitutional amendment to allow people who |
are citizens for 20 years to run for president? ’

SEN. SANTORUM: No, I probably woulda'. I thirk the Constitutionprobably has it right.
MR, RUSSERT: Natural born? \
SEN. SANTORUM: Yeah, I think natural bom is ==

MR, RUSSERT So Amold Schwarzenegger is out?
11-L-0559/0SD/50445
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SEN. SANTORUM:I -- look, I don't see a great need to change that area of the Constitution. T think
there's @ lot more pressing issucs to change than allowing people who were borm overscas (o come here,
so I don't sce any reason =

MR. RUSSERT How about you?

SEN. SANTORUM: I want to help Arnaold any way I can, but 1 don't -- I'm incredibly reluctant to amend
the Constitution for any purpose.

MR, RUSSERT: Two-thousand-eight, vou going to run for president?

SEN. SANTORUM: T have no intention of doing that. I'm running for reelection to the United States
Scnate. That's an important clection.

MR.. RLISSERT: No intention’!

SEN. SANTORUM: Laok, one of the things Tleamed, and Joe will probably back me up on this == you
never say "never” in politics. $0 Im not going to put mysell where Russert is going to put somethingup
on the screen with me a couple of years from now, you know whatever that 15. What I've saidasit's a
greathonor to represcnt the people of Pennsylvania --

MR, RUSSERT But if you were reclected to the Senateby the voters of Pennsylvania, would you ==
SEN. SANTORUM: I'm going to be running for the whip's office in the United States Senate.

MR, RUSSERT Would you pledge to serve a 11l six~year term?

SEN. SANTORUM: One of the things I've -- again, [ never do those kinds of things. My sense is that
the people of Pennsylvania are == I'm running for reelection. and that's all I'm going to say.

MR. RUSSERT: Sepator, how about you? Running for president? (Laughter.)

SEN. SANTORUM: Is that -- (inaudible) -~ for me, Joe? Thank you. I appreciate that.
SEN. BIDEN: The answer 18 there's a lot at stake, and I might.

MR, RUSSERT: When will you make a decision?

SEN. BIDEN: [ thirk I have to make that decision by the beginning of the nexl congressional election
cycle, practically. And T thdirk personally I have to decide whether 'm serious about it by the end of this
year.

MR. RUSSEXT: In 1985 you ran for president, withdrew from the race after accusationsthat you
borrowed words from other politicians. What did you learm from that?

SEN. BIDEN I leamed that you've gotto be a lot more carctul, You've got to stand up and take
responsibility for what you -- what mistakes you've made. And it doesn't matter whether what you're
accused of is what you did. The fact of the marter is [ was lazy. The fact of the matter was T was arrogant
about how T went about it. And I hope in the last == what will be 20 years, if I do it again =- Thope ['ve
lcarned something from that in the last 20 years.

11-L-0559/0SD/50446
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MR. RUSSERT: Could you beat Hillary Clinton in a primary?

SEN. BIDEN: Oh, I tiirk she'd be incredibly difticult to beat. I think she is the most difficult obstacle
for anyone being the nominee. And, by the way, [ am one == | shouldn't saying this admission against
interests == I'm one who docsn't belicve that she isn't capable of being clected. 1 thirk sheis likely to be
the nominee. She'd be the toughest persor. And [ t2ink Hillary Clinton is able to be elected president of
the United States.

MR, RUSSERT: Who do you thirk will be the Republican nomince?

SEN . BIDEN. I don't know. What [ understand, other than Rick who 1s probably the most likely
nominee, | guess, is probably Enist vou hear most about.

But, look, as you know better than I do, Tin. four vears iz a lifehme. It's three hfetimes in American
politica. So this 15 a long way aff. | learned that oo, And 50 there's a lot of time between here and there.

ABC WORLD NEWS TONIGHT ABC TV

6:00 PM FEBRUARY 27,2005

Iraq Update

TERRY MORAN: We hum to [rag where there was abig capture in the fight against the Violent
msurgency there, Authorities are reportedly holding Saddam Hussein's half-brother.

Sabawi Ibrahim al Hasan had a one million dollarbounty on his head. but the people who turned him
over may have had an even greater motivator than money. ABC’s Nick Wait is in Baghdad.

NICK WATT: Terry. Sabawi Ibrahim al Hasan was once the chief of Saddam’s notorious intelligence
service. He's accused of torturing and killing his own people.
He was Number 36 1n that deck of cards of the tormerregime’s most-wanted. 1ssued by the US. shortly

after Saddam was toppled.

But perhaps most importantly, he's accusedby the U.S. of funding the insurgency that has wracked this
country every sinee.

Although the Iragi government claims theie torees capturcd al Husan, there are reports thet he was in fact
captured in Syria and handed over to Iraq as a goodwil] gesture.

The Syrians have been under increasingpressure from the Bush administration, accused of harboring
terrorists, Officials there arce cager to show that they are muking headway against the insurgents. This
week they announced the arrest of two aides of Abu Musab al Zargawi, the most-wanted insurgent in
thiscountry.

Tust yesterday, the Traqi government said that it is closer than ever to capturing Zarqawi himself}
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however, Terry, we’ve heard such claims before, and Zargawiis still at large.
MORAN: Nick Watt in Baghdad with the story there today. Thanks.

Three US. roops were killed this weekend in Iraq. Two soldiers died in a roadside ambush outside
Baghdad. One Marine was Killed yesterday in the centralprovince of Babil,

Iran-Russia Nuclear Deal

TERRY MORAN: Tranhas signed anuclear tuel agreement with Russia. Under the deal, Russiawill
provide Iran with nuclear fuel and prevent its use lor weapons by taking back the spent [uel. That’s the
plan anyway. Last week, the Bush administration uied to persuade Russia not to go ahead with this
arrangementbut failed.

|
i.
|

6:00 FM FEBRUARY 27, 2005

[raq Update

JOHN ROBERTS: The alleged moneyman behind the Iraqi insurgency 1s in custody tonight in what
may bea mewsign af cooperation on the part ol Syria. Iragi officials say Sabawi Ibrahim al Hasan (sp),
the Six of Diamonds in the U.S. most wanted list and Saddam Hussein's half-brother was captured and
handed over by Syrian authorities. Syria has been feeling the heat from the U.S. and Europe over the
assassination in Lebanon of former Prime Minister Harird, a suicide bombing in Isracl Friday by 4
Syrian-backed group, and Synia’s suppont for insurgentsin Irag. Kimberly Dozierjoins us now from
Baghdad with more on the capture and what it might mean for the bigger picture.

Kimberly, jmst what was Syria’s apparent role in all of this?

KIMBERLY DOZIER Well, Iragl officials are being a Jittle unclear about that. But Syria apparently
aided in the arrest of Sabawi [brahim al Hasan, half-brother to Saddam Hussein. Another two-dozeu or
more members of Irag’s Baath Party were alsotumed over 1o Iraqi authorities. Now al Hassanwas
thought to be abankroller of the [raqi insurgency here as well as a previous advisorto Saddam. U.S.
officials would not confirm this report. but they said they wouldn't deny it either.

ROBERTS : The White House though, Kimberly, has been pretty forthright in its accusationsthat Syrna
is giving aid and comtfort to the insurgents, particularly on this issue of cross-border traffic, From where
you're standing, how clear is the connectionbetween Syriaand the insurgency?

DOZER Well, Iraqi ofticialshave made several accusations, but the most damning evidence has come
in a series of interviews
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TAR A

June 1,2005

TO: GmDick Myers

CC: Doug Feith

YARZES

FROM:  Donald Rumsfa@
SURIECT: Trap Commitments

1 think you ought to have some folks take a look at all of our troop commiments
and sce what sense they make in the anrent environment and the extent to woch
we think we may want to pull them down. Let's start with any troap commitments
we have in Muslim contries.

Thanks,

DHE.a
0531841

Please respond by bg *KQ;

_SONMNLS

Tab A

0SD 13169-05
11-L-0559/05D/50449
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JUN 0 1 2005
TO: Roger Pardd Maurer-
Peter Rodman -
=
CC: Doug Feith e
FROM: Donald Rumsfel 7 }' — ;
- "
SUBJECT Follow Up with Central American Presidents I ;1
™ A
B
Please be sure to follow up on those meetings we had with the Central American B
Presidents. Ithought they had some good ideas.
Thanks.
DHR:ss
053104-33

Please respond by %’ 7-'3‘/ oS~

FOES
0SD 133033-05

11-L-0559/0SD/50450
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UNCLASSIFIED

TAB B
COQORDINATION
Colonel Strong USA 22 June 2005
Colonel Cross USCENTCOM 22June 2005
Colonel Washington USJFCOM 22 June 2005
Tab B
UNCLASSIFIED
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June 13,2005

£5-3505

TO: (Gen Pete Pace
Doug Feith
CC. VADM Jim Stavridis

FROM: Denald Ru msfeld%

SUBJECT: Program forBriefing Deputies

Please comeback to me with a program for briefing the Deputies in two or three
briefings along the lines of the memo I sent Jim Stavridis on the subject of

detainees.

The brief should include 4 recommendation to the Department of State that they
engage the rest of the world by using our embassies — thatis what they are there

for.
Thanks.
Attach.

6/3/05Memo fromSecDef 10 VADM Stavridis

DHR:s¢
n&110% 18

[ FE R RN AR BRI RRERNRERNEIRREENE R ARERERERNEERERRRRRIIRNERNNESEETRERERNRIRRRNEY])

Flease respond by f / 3-3/ o5~

FOHO
0SD 13332-05
11-L-0559/0SD/50454
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JUN 0 3 2008

TO YADM Jim Stavridis

"FROM:  Donald Rumsfeld /p}L-

SUBJECT Plan to Bricf PC on Detainees

I've need to pull together a plan to brief the PC on detainees. It is conceivablethat
what we could do 1t L1 one session, but 1 think 1t may take more than ae. The

elements should include:
[} The number of investigations, and what was found
2) The prosecutions, the acquittals, number guilty, and punishments

3) The frequent charges and allegations, and the proper responses = a hard
pushback

4) Al the reforms that have been ingtitubed

5} Open questions (i.e. Should we get Congress involved, should we ask for

legislation, what is the legal situation, ete.)
6) Other

I should get together with Dick Myers, Maples, Geren, et al, and talk through what
we should propose to the NSC, when State and Justice can be there, so everyone

gets the full story. The USG has got to get aboard.

DHR=
060205-14 (TS)

llllllll...lll'lll"l.llll'llIll'.ll...'lll.lll'l"l...lIIIII...I'.IIIIII

Please respond by & [?J-! IU S
FOHO
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June 21,2005
TO: Doug Feith

FROM: Donald Rumsfeld /P‘\I'

SUBJECT: Paulo Portas

Do you think it makes sense for Portas (0 be connected to the National Defense

University in any way?
Please see the attached letter from him, and please let me know what you thirk.

Thanks.

Attach 5-30-05 Leter from Borts to SecDef

DHR 5%
062005-27

Please Respond By 06/30/05

11-L-0559/0SD/50457
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Deputedo

Ligbon, 30™ May 2005

)( SO r:c.. }pu.i-—’*&l

I appreciated a lot our lunch in Washingion. It was with great proud and
honour that 1 received the Naticnal Deferice Award.

When the ziews came out in Poriugal caused a great astonishment in all the
copmnon sense peopie and a wsible irritation in the people from the left
quadrarnd..,

A5 110ld you, T am thinking about the pessibility of spending some years in the
United Siates. [ believe that I can teach, research and publish; especially Twant
to give & practical meaning m my experience m Internainnal Zelations znd
Defencs.

i
3
il

Hx Hanford. In fact the Hoover Instinite
e int i our £ 16'1(‘ Frank Carlucdd, that
aiad stifule, [ realdy sppreciate  your
50 nave any interssiing ideas? How

S0 L o b 114L-0559/0SD/50458



T cut?’:z.uqll\e I zskad Coronel ‘v"il.afcl s, Loited States Defsnce attachi In
Tisbon, and a gocd friznd. o be the guardian of thfs lztter, he will vetim o
Jﬂmiﬂfva} on 4 1|_-L Jums .

P 3 Hyow want fo gend me 4 i
.

1882838 0y A-mail | j{b)(ﬁl
1
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JuL 12 2009

TO: Stephen]. Hadley
FROM: Donald Rumsteld /ﬁ\'
SUBJECT: Summary of Military Analysts Trip to GTMO

Attached is a summary of the effects of the military analysts we took down o
GTMO earlier this month.

Thanks.

Attach: OSD PA Research and Analysis on GTMO Trip

DHR.s8
Q71105-11

0350 13269-p5
FOUO
11-L-0559/050/50461

LG et
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Pubhc Affairs Research and Analy

Militarv Analysts - Gitmo Trip Wrap-Up
(Media Coverage: June 24 —July §)

Summary

Coverage of the military analyst visit to Guantanamo included 37 known articles or
interviews across television, print, online and radio outlets. Military analyst Lieutenant
Colonel Gordon Cucullu had the most coverage followed by Major General Shepperd and
then Colonel Jacobs. Themes were consistent with last week's topics as follows:

Prisoner/Guard Abuse _
» Most abuse is either toward U.S. military personnel and/or between prisonets

9 U.S. military guards are regularly threatened by prisoners

» Somc analysts stated there may have been past abuses at Gitmo but not now
Prisoner Interrogations

» Interrogators are building relationships with prisoners; not torturing them

» We are still gaining valuahle information [rom prisoners

> Interrogationsare very professionally run

Quality of Prisoner Care
O Soldiers go out of their way to accommodate Islamic practices by providing

praycr rugs, Korans and dircctional arrows pointing toward Mccca
» Dietary needs of prisoners are taken into consideration and medical care is
provided
Closing Gitmo
¥ Gitmo exceeds Geneva Convention requirements
9 We should not close this facility and let dangerous terrorists out
Analyst Feedback
9 Analysts felt criticism of DoD is unfair and misguided
» DoD should have been more open about Gitmo sooncr
# Analyst tour is “'long overdue” and there 15 “nothing to be ashamed ot”
» Television media has outdated images of Gitmo (1.e. showed a rundown facility)

COVERAGE BY MEDIA QUTLET

OSD 1
Puhlic Affairs Research and Analysis

11-L-0559/0S5D/50462



* of ArTiclfs oR INTERVIEWS

BTV
BPrint/ Online
Radio
10
Amount of Coverage per Analyst No Known Post-Trip Commentary
Maginnis . )
Dilion » Colonel Tim J. Eads
cucul # Coloncl Glenn Lackey
ueuly) > Retired CTA - Wayne Simmons
Jacabs | (Quoted within a Gordon Cucullu piece)
Shepperd 1
Greer
Meigs ]
0 g 10 15 .1l

SUMMARY OF MEDIA COYERAGE
(*Indicates new media not covered in1 t report)

General Montgomery Meigs

Television
WNBC-NY (NBC) - Today
6/25/20057:08:07 AM

» General discussion of Gitmo structural changes. prisoner treatment and Red Cross
interviews of detainees. Also tulked about whether Gitmo should continue to
detain prisoners.

MSNBC News Live
6/25/200511:20:12 AM
> Discussed the quality of the facilitics, prisoner interrogations and Red Cross
involvement. Also commented on the professionalism of the military personne] at
Gitmo and believes DoD is doing the “right thing™ at Gitmo,

1

MINBC™
6/27/20053:24: {1 PM

OSD 2
Public Affairs Research and Analysis
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» Spoke of the numerous changes at Gitmo. For examiple, building rapport with
prisoners, the high quality of food and facility improvements in comparison to
past conditions.

Command Sergeant Maior Steven Greer
(Fox News intervicw on Saturday, June 23; not available)

Television
Fox News -- Fox and Friends Sunday
6/26/20059:45:13 AM
» Emphasized that interrogations are built on rapport rather than torture and that the
food quality is good. Also discussed the fact that prisoners attack military guards.

Maior General Donald W. Shepperd
(Radio interviews ABC Radio -New York and CNN Radio this Weckend not available)

Print/Online:
Visit offers glimpse into Guantanamo
(CNN.com; online CNN article hy General Donald Shepperd) —July 1
# Criticismi of DoD is unfair and misjudged. Gitmo replicates military justice
systems (1.e. inilitary tribunals) and is modeled after U S, prisons. “Certainly no
gulag.”

Television:
LNN - Amcrican Morning
6/27112005 9:14:57 AM
» Discussed guards’ professionalism, the quality of facilitics and interrogation
techniques (i.¢. building relationships with prisoncrs).

Live from CNN
6/24/052:5¢ PM
»# (Gitmo is a modem prison systcm with dedicated guards and interrogators who
know what they’redoing. Stated that analysts had access to multiple parts of the
facility despite the fact that is was a DoD sponsoredinp.

CNNEU* - CNN Europe
6/27/2005 4:21:29 PM
» Military commissions are going on right now, .S, guards are angry that Gitmo
is being portrayed in a negative fashion in the media. Early abuses have been
“cleaned-up.”

Colonel Jack Jacobs
{MSNBC interview — June 26; not available)

osD 3
Public Affairs Rescurch and Analysis

11-L-0559/05D/50464



Television
MSNBC
6/26/2005 9:35.56 AM
3 He did not get any sense of abuse taking place, Stated that the DoD needs to be
more proactive about its Gitmo PR efforts. Valuable and actionable intelligence
ig still being collected.

MSNBC
6/26/2005 10:38;56 AM
» DoD has been very accommodating (o Islamic practices at the Gitmo facilities
(i.e. prayer rugs, ritually slaughtered meat, etc.) and conditions are changing for
the better.

MSNBC
6/26/200511:47:47 AM
3 Observed “relationshipbuilding™ between the detainees and guards and discussed
the bigh quality of the Gitmo facilitics.

MSNBC*
6/29/20053:32:44 PM
» Mentions there may have been abuse in the past but not now. Discussedthe high
quality of the facility and the fact that there is still new information being
gathered.

Lieutenant Colonel Gordon Cucullu
(Articles: The Walton Reporter — New York; Democracy Project; The Right Approach
Radio: WABC - New Yok City, Dennis Prager - Los Angeles, KKLA - Los Angeles,
KABB - Los Angeles, Greg Allen - Tampa, WMET - Washington, D.C, KFI - Los
Angeles, KTFK - St. Louis, Liberly Broadcasting —Nationally Syndicated, True North
Radio — Waterbury (VT), Greg Allen Show - Tampa — Not Available)

Print/Online
Interrogations at GITMO: Rreaking Stereotvpes...*
(The One Republic Journal, Gordon Cucullu) —July 5
3 Observed intcrrogations while visiting Guantanamo and spoke of the importance
of building rapport with the detainees. New information continues Lo be collected
from detainees. Was impressed by the professionalism of the fucility personnel at
the camp.

Abuse at Guantanamo: Reporting on a visit to Gitmo... *

{The One Republic Journal; Gordon Cucullu) - June 28

# Attacks on American service members from priseners are common. Inspection of
cells indicated “a far cry from the harshness of American maximum security

prisons.” “Combatants are evil and dangerous.”

OSD 4
Public Affairs Research and Analysis
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Mothering Terrorists at Gitmo *
(FrontPag:1 i : Gordon ucullu) - Junc 28

» Prisoncrs receive a 2, diet. Facility personnel and guards are regularly
attacked d gaining infoermation continues to be a challenge. He commended
personnel at the Gitmo  lit

What [ Saw at Gitmo
(FrontPageMagazine.com; Gordon Cucullu} - June 27
' % Observed interrogations and commented on the quality of medical care. He also
t 3 tthat the Korans handed out all have protective cases.

Television
Fox Newe - Fax 1 Friends Fira
6/27/2005 6:23:12 AM
» Discussed the morale of prison g despite p 1tl ol how the Gitmo
ilit 15 run. Continue to build relationships with prisoners1 gain actionable
> The i continues to serve ifs purpose.

Fox News* - Dayside with Linda Yester
6/29/20051:42:06 PM
3 Dangcrous dctaineces regularly threaten guards and interrogations are nccessary in
order to gain continued intelligence.

Maior Dana R Dillon

Print/Online
Model Gitmo: Very far away from anything Amnesty claims.*
(National Review; Dana Dillon) - july 1
3 Detainces are trcated humancly andjust. The Pentagon is holding U.S. personncl
who have previously mistreated prisoncrs accountable. The detention operations
at Gitmo play a “vital role” in the war on terror.

Lieutenant Colonel Robert Maginnis

Print/Online
Commentary & News Briefs
{Agape Press; Compiled by Jody Brown quoting Robert Maginnis on Gitmo) — June 27
3 Observed the interrogation process and was impressed with the level of
professionalism at the camp. New intelligence is surfacing all the time.

05D ]

Public Affairs Research and Analysis
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TO: Jim Haynes
CC. Mira Ricardel
FROM: Donald Rumsfclcﬁ)

SUBJECT: Genren CourtDecision

Pleasc tell e what e attaclied count decision is aboal.

‘Thanks.

Attach 7/8/05 AMEMBASSY Berlin cable

DHE 55
07110507

Please Respond By 07/21/05

TOHG 08D 13405-05
11-L-0559/0SD/50467



UNCLAS
IMMEDIA

SecDef DepSecDef__L ExecSec_L
alaln) J DRSO DIA POLAD____

PAGE 1 OF 6

USER: 0SD1

Prec: O

DTG: 0817112 Jul 05

From: AMEMBASSY BERLIN
Subj: TEXT CF COURT DECISION REJECTING MOTION AGAINST

OTTUZYUW RUEHRLA2311 1891711-ULUT--RUEKNMA,
ZNR UUUUU 2.2ZH
£ 0817112 JUL 02,

- TATE WAS I
INFO RUCNFRG/FRG COLLECTIVE IMMEDIATE
RHEHNSC /NSC WASHDC IMMEDIATE

RHMFISS/CDRUSAREUR HEID iE IMMEDIA'
RITEAL [ /I EPT OF JUSTICE WASHDC IMMEDTIATE
RU # S/IOME &N S CENTER \SHING' DC IMMEDIATE
RAMF] 1/ @ USCENTC( i | FL, IM
RHME ISS/HQ USEUCOM iIN GE IMMEDIATE
RUEBRICS fJULNL STAF  WASHDC I IIATE
L KASHDC IMMEDTATE
BT il
UNCLAS SBCTION 01 oF 03 BERLIN (0231l
DEPT FOR EUR/AGS AND L/LRI ")
DOJ 'OR ¢ OFFICE OF THE ¢ GENERAL (BRUCE SCHWARTZ

AND MICHAEL BURKE}
NSC FOR DAMON WILSON
08D FOR CDR CHAFEE AND OGC (REASTON)

E.0. 12958: N/A
TAGS: KJUS, KMDR, FPREL, GM

ECT: TEXT OF COURT DECISION REJECTING MOTION ACAINST
SENIOR USG

REP: BERLIN 22319 AND PREVIOUS

1. SUMMARY: THE FOLLOWING IS AN INFORMAL EMBASSY
‘TRANSLATIUN OF THE JUNE 27 DECISIUN BY THE EARLSKUHE HIGHER
REGIONAL COURT (QBERLANDESGERICHT KARLSRUHE) REJECTING A
MOTICN TO COMPEL THE FEDERAL PROSECUTOR GENERAL, O OPEN AN
INVESTIGATION AGAINST SENIOR USG OFFICIALS OVER OCCURRENCES
AT ABU GHRATB. THE CQURT CONCLUDED IT HRAD NO JURISDICTION TO
HEAR THE MOTION (REF). THE DECISION SPECIFICALLY STATES THAT
COURT COSTS DO NOT NEED TO BE PAID, BUT EMBASSY UNDERSTANDS
NO COURT COSTS WHE INCURRED. THE DECISION LEAVES OPEN THE
QFTICN FOR INTERESTED PARTIES TQ RE-FILE THEIR MOTIONS IN
OTHER GERMARN COURTS. END SUMMARY,

2. BEGIN UNOFFICIAL EMBASSY TRANSLATION:
EXECUTED COPY

HIGHER REGIONAL COURT KARLSRUHE
18T CRIMINAL DIVISION

1 ws41/05

UNCLAS
11-L-0559/05D/50468
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PAGE 2 OF 6
USER: 0QSD1

3 ARP 107/04-2

FINDINGS OF THE PROSECUTOR GENERAL
= 3 ARP 207/04-2-

AGAINET

1. SECRETARY OF DEFENSE OF THE UNITED STATES DONALD H.
RUMSFELD, 1000 DEFENSE PENTAGON, WASHINGTON D.C. 2031-1000,

USA

2. THE FORMER DIRECTOR OF THE CENTRAL INTELLIGENCE AGENCY
{(CIA), GEORGE TENET, CIA HEADQUARTERS, LANGLEY, VIRGINIA

23664, UsAh
3. LIEUTENANT GENERAL RICARDO S. SANCHEZ, COMMANDING

4. GENERAL, 5TH US-ARMY CORPS, ROEMERSTR. 168, 69126
HEIDELBERG, GERMANY (EMB ROTE: THIS TYPO EXISTS IN TEXT)

5. MAJOR GENERAL WALTER WOJDAKOWSKI, STH ARMY CORPS,
ROEMERSTR. 168, 69128 HEIDELBERS, GERMANY

6. BRIGADIER GENERAL JANIS KARPINSKI, CURRENTLY SUSPENDED
COMMANDING OFFICER OF THE 800TH MILITARY POLICE BRIGADE,
77TH REGIONAL SUPPORT CCMMAND, FT. TOTTEN, MEW YORK, 11359,

UsA

7. LIEUTENANT COLONEL JERRY L. PHILLABAUM, FORMER
COMMANDING OFFICER OF THE 320TH MILITARY FOLICE BATTALION,

800TH MILITARY POLICE BERIGADE, 77TH REGIONAL SUPPORT
COMMANDER, FT. TOTTEN, NEW YORK, 11359, USA

8. COLCONEL THOMAS PAPPAS, BRIGADE COMMANDER, 205TH
MILTTARY INTELLIGENCE BRIGADE, ARMY ATRFIELD, WIESBADEN,

GERMANY

9. LIEUTENANT COLONMEL STEPHEN L. JORDAN, 205TH MILITARY
INTELLIGENCE BRIGADE, ARMY AIRFIELD, WIESBADEN, GERMANY

10. HAJOR GENERAL GEOFFREY MILIFR, CURRENTLY BAGHDAD, IRAQD

11. UNDER SECRETARY FOR INTELLIGENCE IN THE U.S,
DEPARTMENT OF DEFENSE STEPHEN CAMBONE, 100 DEFENSE
PENTAGON, WASHINGTON D.C. 2031-1000, USA

ON THE ALLEGATION OF WAR CRIMES UNDER SECTION 8, PARA, 1,
NO. 3, 9 OF THE FEDERAL CODE OF CRIMES AGAINST
INTERNATIONAL CRIMINAL LAW (CCAIL), INTER ALIA.

DECISION QF 27 JUNE 2005

THE MOTION FILED EY THE COMPLAINANTS, NOS. 2 TO 18, ON
MARCH 10, 2005, TO COMPEL THE COURT TO RENDER A DECISION
AGAINST THE QFFICIAL NQTIFICATION FROM THE FEDERAL

PROSECUTOR GENERAL (N FEBRUARY 10, 2005, IS HEREWITH
REJECTED BECAUSE THE COURT HAS NO JURISDICTION IN THIS

UNCLAS SECTION 02 OF 03 BERLIN 002311

11-L-05898€D/50469
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DEPT FOR EUR/AGS AND L/LEI (KPROPP)
DOJ FOR THE OFFICE CF THE ATTORNEY GENERAI, (BRUCE SCHWARTZ
AND MICHAEL BURKE)

NSC FOR DAMON WILSCN
0SD FOR CDR CHAFEE AND OGC (REASTON)

EO. 12958: N/A

TAGS: KJUS, KMDR, PREL, GM

SUBJECT:; TEXT OF COURT DECISION REJECTING MOTION AGAINST
SENIOR USG OFFICIALS OVER ABU GHRAIB

MATTER.

PAYMENT OF COURT COSTS IS NOT ORDERED. {EMBASSY BERLIN
ROTE: THERE WERE NO COSTS TO BE PAID SINCE THE COURT

REJECTED THE MOTION AT A STAGE BEFORE ANY COSTS WERE
INCURRED. END NOTE)

REASONS :

I.

ON NOVEMBER 29, 2004, THE AUTHORIZED ATTORNEYS COF THE
COMPLAINANTS, LAWYERS HUMMEL AND COLLEAGUES FROM BERLIN,
FILED A COMPLAINT ON BEHALF CF THE COMPLAINANTS WITH THE
FEDERAL PROSECUTOR GENERAL KARLSRUHE AGATINST THE SECRETARY
OF DEFENSE OF THE UNITED STATES OF AMERICA, DONALD H.
RUMSFELD, THE FORMER DIRECTCOR OF THE CENTRAL INTELLIGENCE
AGENCY (CIA), GEORGE TENET. AS WHL AS CERTAIN MEMBERS OF THE
ARMY OF THE UNITED STATES OF AMERICA RESIDING IN THE U.S,
OR STATIONED IN GERMANY ALLFGING THAT THE INDIVIDUALS WERE
RESPONSIBLE FOR THE MISTREATMENT OF PRISONERS WHICH
OCCURRED IN 2003 AND LATER AT THE PRISON OF ABU GHRAIB/IRAQ
AND THEREFORE HAD MADE THEMSELVES ANSWERABLE BEFORE GERMAN
COURTS FOR WAR CRIMES AS DEFINED BY THE FEDERAL CODE QOF
CRIMES AGAINST INTERNATIONAL CRIMINAL IAW (CCAIL) AND CTHER

DOMESTIC PENAL PROVISIONS.

ON FEBRUARY 11, 2005, THE FEDERAL PROSECUTOR GENERAL
INFORMED THE AUTHORIZED ATTORNEYS CF THE COMPLAINRNTS OF
THE DECISION ISSUED ON FEBRUARY 10, 2005 TC DECLINE TOQ
INVESTIGATE THE MISTREATMENT ALLEGED IN THE 2004 COMPLAINT
BASED ON SECTION 153F, PARAGRAPH 1, SENTENCE 1 AND
PARAGRAPH 2, SENTEMCE 1, NO. 4 OF THE CRIMINAL PROCEDURE
CODE (CPC) AND ON THE GROUNDS THAT THE ALLEGED MISCCNDUCT
OF THE ABOVE NAMED INDIVIDUALS WAS BEING PURSUED IN THE
UNITED STATES OF AMERICA. THERE WAS NO EVIDENCE THAT
AUTHORITIES AND COURTS OF THE UNITED STATES OF AMERICA WERE
NOT PROCEEDING WITH INVESTIGATIONS INTO THE ALLEGED
MISCONDUCT OF THE ABOVE NAMED INDIVIDUALS CR WOULO NOT
PROCEED WITH INVESTIGATIONS. FOR THIS REASON, THERE WAS NO
REQUIREMENT TO EXAMINE WHETHER THE PRELIMINARY ACCUSATIONS
OF THE COMPLATINANTS WERE BASED ON ENOUGH EVIDENCE TO BEGIN
AN INVESTIGATION. {EMBASSY BERLIN NOTE: THE TWQ PRECEDING
SENTENCES IN THE DECISION ARRE INDIRECTLY QUOTING THE FEDERAL

PROSECUTOR
GENERAL. END NOTE}

11-L-058¥ESD/50470

TOR: 0817302 Jul 05
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THE AUTHORIZED ATTORNEY OF THE COMPLAINANTS NOS. 2 TO 18
OBJECTED TO THIS WITH A MOTION FOR JUDGMENT SUBMITTED TO
AND RECEIVED BY THE KARLSRUHE HIGHER REGIONAL COURT ON
MARCH 11, 2005. 1IN HIS VIEW, THE CPC WO WS FOR
PRELIMINARY INVESTIGATIONS OR COMPLAINTS UNDER SEC 172 AND
152, PARA. 2 TO BE DISMISSED. HOWEVER, A MOTION TO COMPEL
THE COURT TO ORDER JUDICIAL PROCEEDINGS IS APPLICABLE,
BECAUSE THE FEDERAL PROSECUTCR GENERAL BASED HIS MOTION FOR
DISMISSAL QN MISJUDGMENT OF PRELIMINARY CASE FACTS BASED ON
SEC. 153F CF THE CPC. FOR THIS REASON, THE KARLSRUHE
HIGHER REGICNAL COURT MUST ORDER THE INITIATION OF CRIMINAL
INVESTIGATIONS (SEE SENAT, DIE JUSTIZ 2003, 270FF).
(EMBASSY RERLIN NOTE: THE PRECEDING SENTENCE IS INDIRECTLY
QUOTING THE ATTORNEYS ACTING ON BEHALF OF THE

CUMPLAINANTS. END NOUTE)

THE 19T CRIMINAL DIVISION OF THE KARLSRUHE HIGHER REGIONAL
COURT GRANTED THE FEDERAL PROSECUTCR GENERAL HIS LEGAL
RIGHT TO A HEARING. HE {EMBASSY BERLIN NOTE: "HE®" REFERS
TO THE FEDERAL PROSECUTOR GENERAL. END NOTE) REQUESTED
THAT THE COURT REGARD THE MDTION AS INADMISSIBLE EECAUSE OF
THE KARLSRUHE HIGHER REGIONAL COURT LACKED JURISDICTION.

IN RESPONSE TO THIS, THE AUTHORIZED ATTORNEY FOR THE
COMPLAINANTS DID NOT EXPRESS HIMSELF FACTUALLY, BUT RATHER
SUBMITTED TO THE 18T CRIMINAL DIVISION A SUPPLEMENTAL
EXPERT OPINION ON INTERMATIOMAL LAW BY PROFESSOR DR.

MICHAEL BOTHE FROM FRANKFURT.

II.

THE MOTION MKl BE RETECTED BECAUSE THE KARLSRUHE HIGHER
REGIONAL COURT LACKS JURISDICTION.

UNCLAS SECTION 03 OF 03 BERLIN 002311

DEPT FOR EUR/AGS AND L/LEI (KPROPP)
DOJ FOR THE OFFICE OF THE ATTORNEY GENERAL (BRUCE SCHWARTZ
AND MICHAEL BURKE)

NSC FOR DAMON WILSON
O30 FOR CDR CHRFEE AND 0GC (REASTON)

E.0. 12958: N/A

TAGS: KJUS, KMDR, PREL, GM

SUBJECT: TEXT OF COURT DECISION REJECTING MOTION AGAINST
SENIOR USG OFFICIALS OVER ABU GHRAIB

ACCORDING TO SECTION 172, PARA. 4, SENTENCE 1 OF THE CPC,
THE KARLSRUHE HIGHER REGIONAL CQURT IS RESPONSIELE FOR
DEALING WITH MOTIONS FCR A JUDICIAL DECISION ACCORDING TOQ
SECTION 172, PARA. 1 ¢ THE CPC., HOWEVER, IN SUCH CASES
SECTION 120 OF THE COURTS CONSTITUTION ACT SHOULD BE
APPLIED MIJTATIS MUTANDIS, SECTION 172, PARA. 4, SENTENCE 2
OF THEE CPC. UNDER THIS PROVISION, THE HIGHER REGIONAL
COURT, IN WHOSE DISTRICT THE STATE GOVERNMENT HAS ITS SEAT
{(SEC. 120, PARA 1, NO, B CPC) IS THE CQURT OF FIRST
INSTANCE FOR CRIMINAL OFFENSES UNDER THE CCAIL. THIS ALSO
APPLIES TO MOTIONS FOR JUDICIAL DECISTONS (MEYER-GOSSNER,
CPC., 48TH EDITION 2005, SECTION 172, MARGINAL NOTE NO. 39;

11-L-0559788D/50471

TOR:

0817302 Jul 05
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ALSO SEE THE COURTS COMPILATION OF PAPERS (BGHST) 28,
103FF.) IN CASES INVOLVING PUBLIC/STATE SECURITY (SECTION
120 COURTS CONSTITUTICN ACT)}. SINCE THE STATE GOVERNMENT
OF BADEN-WUERTTEMBERG DOES NOT HAVE ITS SEAT IN KARLSRUHE,
THE COURT ADDRESSED BY THE COMPLAIMANTS DOES NOT FULFILL
THE ABOVE-MENTIONED REQUIREMENTS.

THIS IS NOT ONLY THE CASE WITH RESPECT TO THE PROSECUTION
OF THOSE NAMED SOUGHT BY THE COMPLATINANTS FOR THE
VIOLATIONS OF THE CCAIL, RUT ALSC REGARDING THE ACCUSATIONS
OF ASSAULT ASSERTED IN THE ANNEXES, SINCE THESE CANNOT RE
SEPARATED FROM EACH OTHER AND., WITHOUT THE ACCUSATIONS
UNDER THE CCAIL {SECTION 8. PRRA. 1, NO. 3, 4, 9, 13). AN
INTERNATIONAL JURISDICTION REGARDING THE ALLEGATIONS OF
ASSAULTS IN IRAQ COMMITTED BY CITIZENS OF THE UNITED STATES
OF AMERICA WOULD BE GROUNDLESS.

THE KARLSRUHE HIGHER REGIQHAL COURT IS NOT COMPETENT TO
CONDUCT A FURTHER FORMAL AND FACTUAL EXAMINATION OF THE
MOTION,

IIT.

THE COMPLAINANTS WILL NOW HAVE TO RE-EVALUATE AND TO DECIDE
WHETHER THEY WILL RE-FILE THEIR MOTION FOR A COURT DECISION
AND, IF S5Q, IN WHICH COURT (MEYER-GOSSNER, AT THE LOCATION

CITED, SECTION 120, NO. 7).

HABERSTROH
PRESIDING JUDGE
KARLSRUHE HIGHER REGIONAL COQURT

BARTEL
JUDGE
KARLSRUHE HIGHER REGIONAL COURT

BOEHM

JUDGE
KARTL.SRUHE HIGHER REGIONAL CCURT

EXECUTED BY
SCHMIDT, CQURT INSPECTOR
REGISTRAR OF THE ADMINISTRATIVE OFFICE

KART.SRUHE HIGHER REGIONAL COURT

END UNOFFICIAL EMBASSY TRANSLATION
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DER DEUTSCHE BOTSCHAFTER
THE GERMAN AMBASSADOR
Wolfgang Ischinger Washingion, February 10, 2005
PERSONALICONFIDENTIAL
e Honorable
Donald #, Rumsfeld
{Inited States Seeretary of Nefence
3 .8
b g h.l Sty F\P"-J :
Youwill remember that we spoke recently abvut the Munich Security Conference and
the problemyou saw regarding a case pending in the German Judiciul Svstem.
Thisisfust a line D let you know that the German Federal Prosecutor hes announced
today that there will be no further investigation in this matter. The case (3 closed
2HRotght you might be igerested o hear tis from me personally, and immediately.
Personal regards, I \
o
645 R:sﬂ_l{t!ir ]}f;;ﬁz:d:‘:ﬁsmwa&?pﬁﬂ 07 Td:(?h?ll)EHml F:;'g:%? ?2?0
eoail wa i ! THEPLEE: VAR, . SD 13405-05
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE

1600 DEFENSE PENTAGON
WASHINGTON, D. C. 20301-1800

A ot T LER S B
. [ AEERS BN
i J P &,

GEMNERAL COUMNSFEL

INFO MEMO
July 11,20056:00 p.m.

FOR SECRETARY OF DEI'ENSE
FROM: William J. Haynes IIL‘UW

SUBJECT: German Court Decision Rejecting Motion To Revive Criminal
Investigation of U.S. Officials Concerning Abu Ghraib

¢ Late last year the German Federal Prosecutor General received a request to
open an investigation over occurrences al Abu Ghraib. The complaint
named you and several other civilian and military officials as defendants
and was filed under a 2002 German law allowing prosecutors to investigate
alleged war crimes.

» On February 10,2005, the German Federal Prosecutor's ¢ffice announced
that it would not initiate an investigation. (Tah A)

o Some of the complainants filed & motion with the Karlsruhe Higher
Regional Court asking that the Prosecutor be required to initiate an
investigation,

o Following a hearing, the court recently rejected this request. (Tab B) The
court held that it lacked jurisdiction over the request because the state
government of Baden- Wuerttemberg does not have its seat in Karlsruhe.

o Theindividuals and organizations pursuing this matter may atternpt to seek
further review of the decision., Ag we learn of such netivitics, wo will
assess them and evaluate available options.

o No further action is required at this time.

COORDINATION: None.
Attachments: As stated,
Prepared By: Robert Easton, Associate Deputy General Counsel (LC)
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TO: David Chu
FROM Donald Rumsfeld

SUBJECT Spouse Protection Act

At the town hall today, the Spouse Protection Act came up. Apparently, there is a
campaign starting to get a change in that

Please lock into it, tell me what you know about it, and what you think we
ought © do about it. It scundsunfair the way the woman who asked the question

characterized it,

Thanks.

DHR.s
062903-16

Please Respond By July 28,2005

05D 13433-05
Foto
11-L-0559/0SD/50476




News Transcript

Presenter: Secretary of Defense Donald H. Rumsfeld and Chairman, Joint ~ Wednesday, June
Chiefs ol Stalf, Gen. Richard Myers 29 2005

Defense Department Town Hall Meeting

QQ Sir, this is for you, Mr. Secretary. Im an active-duty lieutenant colonel, divorced, full
custody of two gmll children. My ex-husband resigned from the military because it
wasn't lucrative enough for him.

During our mariage, our nine years together, he tnpled his income due to the support |
provided him while he went Lo school [ull- time. And by the way, 1 supported a family
with my military paycheck.

Now I'm living with a divorce decree that not only directs me to provide a large chunk of
my retirementpay to him: it alsa directs me to stat paying him upon reaching 20 years in
scrvice, whether [ehoosc 10 retire at 20 yewrs or not. This is forcing me out of the
military next year. [can't afford to write a paycheck = wnite a check 1o my ex-husband
every month out of my military pay. By the way, hc makes thousands and thousands of
dollars more than T do.

This i aresult of the Uniformed Services Former Spouses’ Protection Act. 'mnof the
only one afTscted by this injustice. There are many other injustices that have been
imposed on military membets for years.

Sir, we are your supporters, somce of your biggest supportcers in this eountry, and we
would like o get support from our leadershipas well.

SEC.RUMSFELD : This isa—

(J And sa --

SEC. RUMSFELD : This is a statute, the -

GEN. MYERS: Right. It's a law.

SEC. RUMSFELD : A law.

GEN. MYERS: In the past.

Q Sir. Yes, sir. Uniforimed Services Former Spouses ' Protection Act, which. sir, I was
told that you supported. .

SEC. RUMSFELD : I've ncver heard of it. (Laughter.)

Q And, sir, as you may know, or may not know, the divorce rate in the military is much
higher than it is in the civilian sector, and it is growing. And -~

SEC. RUMSFELD: When did this law go into cttect?
Q Oh, sir, people have been tryingto fight this for 20 years.

GEN. MYERS: Yes, it's old. It's a couple-- it's at least 15, 20 years it's been around,
right? Ten, 15, 20 years?

Q Well, before I came into the military, sir.
GEN. MYERS: Right.

11-L-0559/05D/50477
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SEC. RUMSFELD: Well, I'l! be happy to have David Chu look at it. I'm just not
knowledgeable, Im afraid, about it.

Q Okay, well --

GEN. MYERS: It was different — actually, it was created, I think, in different times. [
thirk was part of the mindset when spouscs were normally women -

Q Yes.

(GEN. MYERS : -- and when they probably did not work, and when --

QButgr,~ e-n

GEN. MYERS: Yesh. So it needs to be looked at. T thirk the secretary's idea is a good
idea.

Q May I say one more thing, please, sir? [ know that it was set for a much earlier
gencration. But I will suy that since I've been in the military, since August of 1986,
everywhere['ve been stationed, und Germany included, even fomnle spouseahave had
oppertuniticsforjobs, given preference for governmentjobs, had opportunitics for
education beyond high school. There's always some st of college program.

So although you may look and this may sound a little bit shocking to you because now
there's a woman having to pay anex-husband wiio makes just a lot more money than a lot
ol us in thisroom, thisis anissuc that is not a gender issuc, it is a military scrvice
member issue, And, frankly, we need some support, and we'd like for you to support
change ar congressional amendment to the current act and actually help promote it,
because we can't get a congressman or anybody to touch this.

SEC.RUMSFELD: We'll have David Chu take a look & it. Thank you.
Q Thank you, sir.

11-L-0559/0S5D/50478



Table 1
Retirement Benefits for Former Spouses

FORMER SPOUSE ELIGIBILITY FOR Miitary Fore gin Radroad Railrcad
EETIRED PAY RE[IIE‘IH(—.‘IH Prvale Service Retirement Retiremeant
(USFSPA) Tier 1
Automatic Allocation of Retired Pay No  No Yes!'! Yes/50% Yas/50%''? No
( ourt-Awarded Allocations of Retired || Yes } Yes Yes Yes Yes No Yes
oAy
Maximum Allocation Awardable by 100% of 100% of 100%01 100%0f 100% of NIA 100% of
(ourt digposabls employee's employee’s net | employee's employee's employee's
retired pay. DFAS [ gross benefit benefits™ gross benefit grass benefit gross benefit
. Imay pay up to
{1 B0%. \
H-\_hinimum Age for Former Spouse to ﬁ INLA N/A NIA N/A NI g2'™ N/A
{ollect
Birect Payment Il yosiLimited"* Yes Yes Yes Yes Yes | Yes
lﬁlaximum Benefit Payahle Directly H B0 of 100% of 100% of 100% of 100260Y 506 of l100% af
i member's employee’s employee's net | employee’s net | enployes'snet | employee's age | employee’s net
i "disposable gross benefit benefit benefit' benefit 65 benefit benefit
1 ratirad pay”
arliest Former Spouse Can Collect | Memberis ‘Earliest Employes is Employes is Employee is Employeeis Employee is
Nrect Paymerlion Divorce collecting retirementage,” collecting TSP— | collectingTSP— | cdlecting TSP— | collecting collecting
: unless plan immediate immediate immediate
: allows collaction collection ccllection
! immediate
i distribution
Remarriage Penalty NG No No™ Yes/age 55'" Yes/age 60° Yes No'"?
Reinstaiement Allowed NIA NIA N/A No No Yes Yes

1|
1| Previous Spouse).
1
i
u
“
i
"
of
L

% References to TSP are to the Federa! Thaa Savings Plan. Otherwise, all references an: to CSRS and FERS.
The CLA has four: 2tenment programs (CSRS, ORDS, FERS, and FLIRS Sperial). Under these programs, there are thres categories of “firner spouse™ (Qualificd Former Spouse. Farper Spousc, and

Although spmuse’s entitlement s statutory, spousal benefits can be modified by cowrt order or agreement of the parties.
i Statutoryright to benctit, generally 50 pereent, less any Socie Sceurity benefitthe former spouse samed on'his orher account.

The authorization to divide tler 2 benefits does not address remarriage. However, uriginally, these could e supplied by courtorder or agreement,

11-L-0559/(rSD/50479

| When a mamedemployee retires, a survivor annuity will be provided for the surviving spouseunless the employes and the spouse file ¢ wiiner. election with the OPM ro waive the survivor annuity.
The Railroad Retirenent Ad requires that the employee be ratired betore the tonner spouse can obtain benet s,
i Only with 10 years of creditableservice/muriage overlap.
However, under the stamtorypro rata fonmula, a tormer spowse conld never be awarded greater than 50 pacent of the retirement benefit:.
However, a State court can impose a requirenent that benetits wo the farnes spouse terminate on his or her retnardage.
Benefits contime irrespective of remarmriage it orderedby a ceurl.




Automatic Distribution of "Small No Yes—$5,000 No No No No No
enefits” lump sum or "SP—Yes TSP —Yes
i less 85, 00Qump S5, 008 lump
i sum or less sum or less
PVIVOR
futamatic Benefits No No No Yos Yes Yes/100% No
fourt-Awarded Benefits Yea Y Y Yes Yes No Ng
Haximum Benelit Awardable by the 55% of IDetined 50% of 55% of 35%of MIA RLA
¢°“” member's Contribution cniployee’s employee's employee’s
unteduced IPlans: Up to unreduced unreduced vereduced
d henekit, lowercd 100%%ol benelit™” henetit under benefil. unless a
; (0 35%uarage 62 Jremployee's FSRDS: 50%0f | vilid court order
i accaunt balange unreduoced of property
! beneiit under ceftlement
! IDefined Benetit Fsps!y proyides 0 1he
| IPlans: Survivar contrary
i annuity equal &
; at least 50% of
i employee's
i reduced
I henefic'”
IMinimum Age for 'ermer Spouseto hone Note ‘Nane None Nene A 60 NiA
Loliset o
hemarriage Penalty Yesfags 55 No Yesiage 55 Yes/age 55 Yaries Yesfage () MiA
. depending on
: thic retirement
JI s¥stem
einstatement Allowed Yes N/A Na Yes Yoz Yes NIA

A A e

¢ Previous Spouse).

E

zi 100 percent of the participant’s benefit.
i
i order.

Reduced by any allocation awardedto a previous formcr spouse.
Under CSRS, a survivorannuity is permanently Y=t if the former spouse remames betore age 55, Under ORDS. entitlemers 10 hoth retirement and survivorannuities are permanently lost
it a former spouse remarrics before age 55 and before payments begin, 11 a qualificd tormer spouse remarrics before age 55 but after payments begin, only the survivor annuity is
terminated. This annuity ¢an be reinstated if the subsequent marriage ends in death or divorce. Thisremamage restriction can be modified by a court order. Under FERS, the survivor
annuiry stops for a former spouse who temarries before age §5. This remamage penalty can he waived by court order. Under FERS/SP, the remamage penalty can he waived by court

References te TSP are to the Federul Thn A Savings Plan. Otrerwise, all references are 10 USKS and FERS.
The CIA has four retirement programs (CSES, ORDS, FERS and FERS Special)  Under these ;rograms. there are 1) categories nf “iormer spouse’ {Qualified Forner Spause, Former Spouse, and

11-L-0559/08D/50480

Assumes that the cmployee's employer offered only the minimum survivor benel it required by the Ketirament Equity Act. Someplans provide 4 higher surviver benefil of 75 percent or







March 7,2005

TO: VADM Jim Stavridis

FROM: Donald Rumsfeldm

SUBJECT: Paper on Crime Statistics

5000

For the close out paper on detainees, here is an indication of some of the murders,
rapes and assaults that occur around the country. We ought to think about whether
we want to use that as some context. Let's at least take a stab at it and decide

whether we want to leave it 1n.

Thanks.

Attach,
5/5/04Paper on Crime Rate Statistics

DHR:ss
03070548

Please respond by —_—

S0uvH (4

0SD 13471-05
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May 5, 2004
2:MI'M

Number of Murders, Rapes, and Assaults in New York City,
New York State, and Arizona (2002) .
2003 Jafe wot 3y Y avaikhfe,
- O é‘@-‘.(‘aql bews e
New York City (population: 8,084,693}:

Events/100,000 pcoplc Eventdweek Eventslday
e  Murders: 587 7.3 11.3 1.6
e Rapes: 1,689 209 324 4.6
e Assaults: 34,334 4247 660.2 94.1

New York State (population: 19,157,532}

Events/100,000 people Eventdweek Events/day
s Murders; 909 47 175 25
» Rapes: 3,885 203 74.7 10.6
»  Assauls: 30,653 191.3 FH.9 1004

Arizona (population: 5,456,453

Events/100,000 people Events/week Events/day
* Murders: 387 7.1 744 1.1
» Rapes: 1,608 295 30.9 4.4
o Assaults: 20,176 3698 388 553

Source: FBI Unjform Crime Report, 2002

~

s

~  Number of Murdcers, Rapes, and Assaults in Now York City,
New York'State, and Arizona (Jan-Junc 2003 [bascd on preliminary FBI reports])

New York City (population:

Events/100,000 pe: Eventslweck Eventslday
e Murders: 308 3.8 11.8 1.7
o Rapes: 758 9.4 2 42
o Assaults: 14,805 183.1 569, 81.3

New York State and Arizona: Data for 2003 not yet available

Source: FBI Uniform Crime Report, 2003Preliminary Report [Jannary — June 2003)
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7.50 AM

TO: Paul Butler

FROM: Donald Rurnsfeld O £ ch—
DATE: May 5,2004

SUBJECT: DATA

Have somebody get the number of murders, rapes, assaults per week, per day and
per year for 2003 in New York City and New York State, if the data is there, and

in Arizona.
[ would like this information today.

Thanks.

DHR/azn
250504.058

U\
_CF\.—\

Please respond by:
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March 7,2005

TO: VADM Jim Stavridis
FROM: - J?Lenald—Rumsfcld(f)\-

SUBJECT: Idea for Paper

Ijust ran across this “Answers for the Record” memo that I dictated last May. The

more [ think about it, the detainee paper ought to reference:

All of the hearings

The responses for the records

Q&As

Briefings (we ought to have listings of all the briefings for the press,

Congress, and the staff).
Someone ought to start working on that.

Thanks.

Atlach.
5/26/04 SecDef Memo o Pete Geren

DHR:5s
030705-50

Please respond by —

0Sp 13472-05

11-L-0559/05D/50485
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/ May 26,2004

TO: Pete Geren \D
CC. Gen. Dick Myers
Paul Wolfowitz

Powell Moore

FROM: Donald Rumsteld %
SUBJECT: Answers for the Record

There were a lot ot questions asked for the record at these various Abu Ghraib
hearings for me and others.  As Irecall, at the end of it Levin always says they
would like the answers “within 48 haurs,” or before the close of business on

Friday or sometbing. We have to tind out what be sard.

We have to find out who put in the answers. Everyone was under oath, therefore |
don’t think anyone ought to submit any answers to questions by anybody on those
commuittees until and unless they have personally read them and are convinced that
they are absolutely accurate. [ certainly want that to be the case of any answers ]

have made.

And we don’t have to turn them tn on ume, either. We should turn them in
accuralely. It1s irresponsible to put somebody under oath, and then tell them that
you want the answers when these people are fighting o war out there. I want some
very good fact checker to check all those answers. and | wunt to personally see any

answers that go up for me. lwould ask you to please warn all the other witnesses.

Thanks.

DHR:dh
052604-3

230q

Please respond by
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<

=
=

(]
A\F

three assailants attacked the bus with small arms fire. Thcee persons were killed and
10 were wounded -- employees of the al Iragia Media Netwark.

Yesterday, coalition forces captured three targets in separate raids in the vicinity of
Kirkuk. One target, Hamid Al-Mutlak, is a former Ba'ath Party member suspected of
anti-coalition activities in Kirkuk.

Cne 1st Infantry EIJ-i-Qision soldier was electrocuted and passed away while working on
communications equipment north of Baqubah on March 19th.

In Baghdad, Operation Iron Promise cantinues. As of last evening, 1stArmored
Division troops had captured 99 enemy personnel, 154 weapoens, 75 artillery and
rocket rounds, and significant quantities of IED materials since Iron Promise kicked
Off.

Two days ago, an Iraqi vehicle attempted to run a cordon in support of the
investigation into a rock -- intc the rocket attack at the al-Hayat Hoiel. A car
approached the cordon at a high rate of speed, and despite other cars turning
arocund and saldiers using voice and visual hand signalsto turn around, the car
continued to move forward. The driver accelerated through the cordon and rammed
one of the Humvees head on, at approximately 50 kilometers per hour, pushingthe
vehicle 10to 15 feet back from the impact. Fearing a VBIED, the soldiers engaged
the vehicle with small arms and killed the driver.

[n the western zone of aperations, a coalition helicopier was downed due 10 enemy
small arms fire near al-Amiriya. Both pilots were recovered without injury. Forces
secured the craft site and complete recavery efforts.

Inthe central-south zone of operations, a coalition patrol detained three civilian
individuals attempting ta move Air Force ordinance from an ASP wesi of As-Sawara.
The detainees were turned over to coalition officials at Camp Charlie for further
investigation.

On 13 March, the 1st Bomb Disposal Company from the 501h ICDC Brigade began
basic training in Ad-Diwaniyah. Fifty soldiers will be trained to clear ASPs in the
region.

As you know, on 14 January 2004, a criminal investigation was initiated to examine
allegations of detainee abuse at the Baghdad confinement facility al Abu Ghraib.
Shortly thereafter, the commanding general ot Combined Joint Task Force Seven
requested a separate administrative investigation into systemic issues such as
command policies and internal procedures related to detention operations. That
administrative investigation is complete, however, the lindings and recommendations
have not been approved. As a result of the ¢criminal investigation, six military
personnel have been charged with criminal oflenses to include conspiracy, dereliction
of duty, cruelty and maltreatment, assault, and indecent acts with another.

The coalition takes all reports of detainee abuse seriously, and all allegations of
mistreatment are investigation. We are committed 10 treating all persons under
coalition control with dignity, respect and humanity. Coalition personnel are expected
to act appropriately, humanely, and in @ manner consistent with the Geneva
Conventions, Lieutenar General Sanchez has reinforced this reauirement to all
membersof JTF-7.

11-L-0559/05D/50488



happened at that time.

And again, on behalf of the coalition forces, let me offer my condolences to those
journalists who were killed the other night. We certainly understand what it meansto
lose colleagues. We certainly understand what it means to lose friends. And -- g0, we
feel for you, and please pass our condolences on to the families.

Q Sir, if I may ask a very quick follow-up, could you =
GEN. KIMMITT: Let's move on to another question.
. MR, SENOR: Go ahead. Go ahead.

Q {Translation not provided.)

QEN. KIMMITT: Yes, Iwds ~~ Iwds quite taken by ong journalist's accoun of the
other night being -- (inaudible} -- There were three rounds that were fired, three
rockel rounds that were fired towards the Green Zone. Two of those rounds, rockets,
landed inside the Green Zone without effect. A third one landed nearby the Green
Zone, again with out effect. We've been made aware that there might have been a
minor injury sustained by a British cantractor, but nothing significant.

MR. SENOR: Go ahead.
Q {Translation not provided.)

GEN. KIMMITT: No, therg has been no naming to date of an Iragi ministry of defense
-~ minister of defense. About two months ago, two-and-a-half months ago, Dr.
Adnan Pachachi, in his last press conference as president, retating president of the
Governing Gouncil, that the Governing Council, along with the coalltion, would be
moving forward in establishing a ministry of defense. and he said that would occur in
the next several months. We have not formally announced a minister of defense. We
will be doing that. The Governing Council and the Coalition will also be announcing a
formal spokespersan for the ministry of defense. You can expect all this to happenin
the == inthe week ahead.

MR. SENCOR: Carol, go ahead.

Q General, when were those six MPs charged? What are they alleged 10 have dgne? M Ot 1.
Were they all in the same unit? And what's the maximum penalty for these crimes? ZD\
And anything else you want to tell us about it.

GEN. KIMMITT: I'll take the first two questions on. They were charged with those
crimes today. Those charges were preferred on them, There were six involved. And
as 1 said in the statement, the charges were, as Isaid, they were all separate
arlicles in the Uniform Code of Military Justice. We'll be able to provide that after the
press conference.

Idon't want to at this point because the charges have only been preferred and not
referred. | n other words, we have not done the military equivalent of a grandjury
investigation at this point. That is the point, at the end of that Aricle 32
investigation, that grand jury, ifthose charges are reterred for trial, that would be
the point at which we would start providing information with regard te their unit,

11-L-0559/05D/50489



their names, so on and so forth. But it's just not appropriate to do it at this time.
Q Butthey're going to an Article 32, and they're ail charged in the same episade, sir?

GEN. KIMMITT: They are all being charged -- I don't know if each one % being
charged with all the same counts, We can have a lawyer sit down with you perhaps
in a day or so and go over which ones are being charged. Nonetheless, I don't
believe they're == all six are being charged with all those counts. It's just a range.
And, again, I'm not a lawyer -- I have no idea what the maximum penalty for all of
that is.

Go ahead.
Q (Translation not provided.)

GEN. KIMMITT: Well, let me talk broadly about what their =« the objectives are for
these -~ for the UN. effort, which isin responseto a lelter that was sent by the
Governing Council to the United Nations, to the secretary-general, and by a letter
that came from the coalition. in the process of transmitting the transitional
administrative law. The United Nations was asked to assist with the farmation,
advise in the formation of an interim government, This is the interim government
that wili take over on lune 30th and be in power up until approximately the end of
January 2005, at which point the transitianal national assembly, a directly elected
bady, will take over. Itcould be sgoner, but at the latest, the end of January of
2005, So they are to assist and advise in the formation of this interim government
that will be in power approximately six months.

They're also -- have been asked and agreed to use their expertise inthe
preparations for direct elections in Iraq, to help us determine what sort of electoral
infrastructure needs to be putin place to make Iraq ready, if you will, far elections,
direct elections that are credible and legitimate. As you've heard me say from this
podium belfore, there is na real electoral infrastructure in this country that can
protect against illegitimate elections. There has not been a census here in some 20
years. There are no political party laws. There's not an electoral law, There are no
constituent boundaries.

S0, we are going to rely onthe U.N.'s expertise to heI;ljJ us and he(lip the Goveming
Council, in an advisory role, determine what needs o be done and how to go about
developing it so that we can have direct elections in this country as soon as possible.
Direct elections are something we want as soon as possible, the Governing Coungil
wants as soon as possible, and most Iragis we speak to share that view.,

Q Were the six people -- were they doing abuse on the same person, or is it six
different cases of abuse?And also, what are the -- where are they at the moment?
Are they being held in detention?

GEN. KIMMITT: We believe that this was a small number of detainees, less than 20,
that were involved in this. The persons, as we talked about a couple of months agp,
they have been suspended from their duties. They are working administrative duties.
They are still here in country, and they have been moved over to other duties
pending the outcome of the investigation, and now pending the outcome of any
further deliberations.
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Go ahead.

Q Sir, it Guy {jom CNN. A gliestion for General Kimmitt. What's the reason for the
shut down of the Abu-Ghrfaib prison, notallowing any journalists in to see what is =-
what's actually IAg iAkide? It's sort of seems to be getting a similar sort of
reputation to what it had during Seddam's time inthe moment.

"GEN. KIMMITT: We—-we-traditionally treat -- we don't legally classify, but we treat
the detainees similar to the manner that we wouid treat enemy prisoners of war. The
Geneva Convention, which is our guideline for that, specifically prohibits making
detainees, making prisoners of war subject to public curigsity and humiliation, and so
that's why we feel it's important that we follow the procedures and allow the ICRC in
for routine investigation, routine inspections -- health, welfare -- to assure that we're
doing everything in accordance with the Geneva Convantions, but itis not a matter
of practice to allow journalists into those kinds of facilities.

MR. SENOR: Jim --

Q Just a follow-up -- Jim Qlancy with C fmean, if you're treating -- are they de
facto, then, prisoners of war dfider the Geneva Gonventions? They are not, are they?

GEN. KIMMITT: They are not, butthey are being -~

Q Welt, then why -- you know, in any other democracy, you would allow journalists
into a prison to examine the conditions, if there were large public issues involved --
and Bthink that there are large public issues involved just because of this
investigation you've announced. So --

GEN. KIMMITT: What BIwould -~ what I'd ask you to do is go to the International
Committee of the Red Cross. They would be more than happy to provide you with
their findings, that they do on a regular and routine basis. And Bthink that you would
find from their investigations that that is not the case.

MR. SENOR: Go ahead.
Q {Translation not provided. }

GEN. KIMMITT: We certainly -- we have less than 20 women, at our latest count,
currently be held in our detention facilities.

MR. SENCR: Go ahead.

Q Luke Baker from Reuters. General, two things. Were there any police or ICDC
helping the U.5. forces manning that checkpoint the other night when the --
{inaudible)? And the secand thing is, do you have any information at all about the
five generals, quite senior generals under Saddam, who are now being trained in
Jordan to take on responsibilities with the Iragiarmy?

CGEN. KIMMITT: On the first issue, the «= as I understand it, the coalition forces were
manning the cuter cordon. T would suspect that we had ICDC, Iragi police service, s0
on and so forth, actually on site. You saw that in your own == in some of the film
from that -- fram that event. You hadihe firsi responders there at that site. Whether
they were actually side-by-side with the soldiers at their location, I'llfind out.
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TO: VADM Jim Stavridis -
o
FROM: Donald Rumsfeltfm
SUBIJECT: 2004 Cambone Memo
Here's an old memo written by Cambone that relates to the detainee matters. You
might want to have that considered.
Tharnks.
Attach
2111/04 USD () Memo to SecDef
DHR.:35
030705-57
Please respond by —
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UN ENSE
BO00 DEFENSE PENTAGON
WASHINGTON, DC 20301-5000

ACTION MEMO

INTELLIGENCE

FOR: SECRETARY OF DEFENSE
THROUGH: UNDER SECRETARY OF DEFENSE (NTELLIGENC%)L FEB 11 2004

FROM: DEPUTY UNDER SECRETARY OF DEFENSE
(COUNTERINTELLIGENCE& SECURITY)( £

SUBJECT: US Ammy Investigations of Detainee Deaths and Abuse

e This memorandum was prepared to update the Secretary concerning Army
investigations of detainee deaths and abuse in Afghanistan and Iraq. An
initial memorandum on Anny investigations of detainee deaths was provided
in December 2003 (TABA).

e The U. S. Army Criminal Investigation Command (USACIDC) investigates
the death of any detainee who dies in Army custody. Detainees can be
considered in two groupings. Those who are in custody on a military
compound and those who are stopped for questioning ar another reason off
compound. The USACIDC does not receive all information on abuse
investigations conducted by unit commanders. The following relates to
investigations of detainee abuse on a militay compound.

e DEATHS : The USACIDC has initiated investigations into the deaths of
fourteen detainees in Iraq (1 1) and Afghanistan (3).

o Deaths occurred during the period December 2002 to January 2004.

o In six deaths, autopsies were not conducted and the bodies were
rcleased to the families so further forensic investigation was not
possible. Cause of death was listed as “undetermined.” Investigations
continue: but without forensic evidence from an autopsy, complete
resolution is unlikely.

Preparcd by: Windell Courson, [EX®) OID DYLST-CH
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» All of these matters are under active criminal investigation.
Information related to these matters is law enforcement sensitive,
dissemination of which is restricted. Any premature release of case-
sensitive information could jeopardize the investigation and follow-on
action, if any.

o A copy of this memorandum was sent to Mr. Paul Butler, Deputy Assistant
Secretary of Defense for Special Operations Program Support.

COORDINATION Commander, USACIDC

Prepared by: Windell Courson, {®X®




INFO MEMO
DEC 23 2003

FOR: SECRETARY (F' DEFENSE

THROUGH: UNDER SECRETARY CF DEFENSE ([NmLLIGEmc#,

FROM: DEPUTY UNDER SECRETARY CF DEFENSE
(COUNTERINTELLIGENCE AND SECURITY)

SUBJECT: US. Army Criminal Investigations of Detainee Deaths

e The U.S. Ay Criminal Investigntion Command (USACIDC) is currently
investigating the suspicious deaths of seven detainees in Iraq and
Afghanistan. As a matier of policy, USACIDC investigates the death of any
detainee who dies in Army custody.

o Deaths occurred during the period December 2002 to November 2003.

o In the seven deaths (three in Afghanistan and four in Iraq),
preliminary findings suggest that the physical treatment of the
detainees may have been a factor.

o An aggregate of 16 personncl are presently under investigation by
~ USACIDC in the seven suspicious deaths. This number includes
members of both reserve and active units of the Army, one CIA

civilian contractor, and potentially, members of a Navy Seal Team

= Six are military intelligence interrogators (Atleast two of these
interrogators also are suspects in the October 7,2003 assault of

an Iraqi female prisoner,)
s Kight are military police
* One is an enlisted soldier detention sentry (non-military police)

» One is a CIA civilian contractor
11-L-0559/0SD/50496



o Todate USACIDChas not discovered criminal involvement a- the
command level in /1¢ seven suspicious deaths. Investigation is

Ongoing.

¢ An additional five detainee deaths are attributed to heart attacks while m
detention. The cause and manner of death mmmmmﬂﬂtyet
determined.

o HQ USACIDC will update the Army leadership and the Counterintelligence
Field Activity on subsequent developments

o All of these matters arc under active criminal investigation. All information
relsted to these matters is law enforcement sensitive, dissemination of which

is restricted. Any premature release of case-sensitive information conld
jeopardize the investigation and follow-on action, if any.

COORDINATION: HQ USACIDC.

11-L-0559/0SD/50497
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SYNOPSIS OF WRONGFUL DEATH INVESTIGATIONS

On 4 December 2002, at the Bagram Detention Facility, Afghanistan, Mr.
Ullah died whilein US custody. An autopsy determined Ullah had suffered
blynt force trauma, and the Armed Forces Institute of Pathology (RFIP)
classified the death as ahomicide. Investigation thus far has indicated three
active duty enlisted Military Intelligence Soldiers and three United States
Army Reserve enlisted MP Soldiers were involved at various times in
assaulting and mistreating Mr. Uilah, Investigation is continuing %ith recent
reinterviews of the Military Intelligence personnel now at Fort Bragg
(Soldiers were redeployed from [raq) and scheduled reinterviews of the
reserve Military Polleemen in Ohio and surrounding states (unit since
demobilized) (0134-02-CD369).

On 10December 2002, also at the Bagram Detention Facility, Mr. Dilawar
died while in custody. An autopsy determined M, Rilawar had suffered blunt
force traumé, and the AFIP classified the death &¢ a homicide. Investigation
thus far has indicated five enlisted Military Intelligence Soldiersand four
enlisted VP Soldierswere involved at various times in assaulting and
mistreating Dilawar. Investigation is continuing with recent reinterviews of
the Military Intelligence personnel] now at Ret Bragg (Soldiers were
redeployed from Iraq) and scheduled reinterviews of the reserve Military
Policemen in Ohio and surrounding states (unlt since demobilized] (0137-
02-CID369).

On 13June 2003, at thc Baghdad International Airport detention facility, an
Iraqi detainee died while in US custody. An autopsy determined he died of a
subdural hematoma to the head.  Subdural hemat omas are normally the result
of a hard, fastblow. AFIP’s preliminary classificationof the manuer of death
was homicide. Investigation continues (003 1-03-CIDS99),

On 21 June 2003, at a detenton facility at the Asadabad irc Dams,
Afghanistan, an Afighani detainee dicd while it US Army custody. Testimony
from various Soldiersidentified a civilian employee of an Other Govemmental
Agency (OGA) as being responsible for physically assaulting the detainee
prior to his death. Investigation continues hy the OGA’s IG and the
Department of Justice with CID assistance (0094-03-CID369).

On 3 August 2003, at the Camp Cropper detention facility, an Iraqi detainee
died while in US custody, no autopsy was conducted, and the body released for
burial. The mermer of death is currently classified as *undetermined” but since
no forensic examination of the hody was conducted, no greater clarity asto
the cause of death is expected ((025-03-CID919).

On 10, 13, & 20 August 2003, and again on 3 November 2003, all at the
Camp Cropper detention facility, an Iragi detainee died while in US custody,

A-SENSITIVE
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no autopsy was conducted, and the body relzased for burial. The manner of
death in cach instance 1 currently classified as "undetermined”but since no
forensic examination of the bodies was conducted, no greater clarity as to
the cause of death is expected (0139-03-CID259, 0140-03-CID259, 0147-
03-CID259 & 0235-03-CID2589).

On 11 September 2003, at the Forward Operating Base Packhorse detention
facility, an Traqp detainee died while in US custody. An enlisted Soldier while
on guard duty, failed to follow the ROE and shot the detainee who was
throwing rocks, Case closed and referred to the command for appropriate |
action. This Soldier was reduced toE-1 and administratively discharged

in lieu of trial by court-martial (0149-03-CID469).

On 4 November 2003, at the Abu Grzgh detention facility, an Iraqi detainee
died while in US custody. The detainee died during an interview process by
OGA and Army Special Forces personnel, Allegedly, the detainee also
resisted arrest and had to be physically restrained. A previous account of this
investigationindicated involvement of a Navy Seal Team, That account weas
not accuraie. Investigation continues (0237-03-CJD259).

On 26 November 2003, at the 3d Armored Cavalry Regiment detention
facility in Iraq, an Iraqi detainee and former Army Major General, died while
in US custedy. Testimony from various Soldiers indicated local national
interviews of the detainee on 24 and 25 November 2003, had involved
physical assaults. On26 November 2003, the detainee died while undergoing
"stress technique interrogationby MI Soldiers. Evidence of blunt force
trauma was present on the body. Investigation continues (0027-03-CID679).

On 9Décembet 2003, at the 2d Brigade detention facility in Mosul, an Tragi
detainee died while in US custody. No autopsy was conducted, the body did
not exhibit signs of abuse or foul play, and Criminal Investigation Division
currently classifies the death as "undetermined' ' with no greater clarity as to
the canse of death expected. Investigation continues (0140-03-CID389),

On 9 January 2004, Criminal Tnvestigation Division was notified of the
suspicious death of an Iraqi detainee. The detainee, a former Iragi Amy
Licutenant Colonel, wass taken into custody on 4 Jarwary 2004 and was
subsequently placed in an isolation cell and questioned at least two times
during ensuing days. An examination of the detainee's remainsdisclosed
therevas extensivebruising on his upper body. On 11Jan 04, an autopsy was
conducted by an Armed Forces Medical Examiner. His preliminary repeet
indicates the cause of death as blunt force injuries and asphyxia, with the
manner of death listed as homicide. Tnvestigation continues (0009-04-
CID259}.
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DETAINEE ABUSE INVESTIGATIONS

Between 15 April and 1July 2003, at the 3d Brigade, 3d Infantry Division
detention facility in Samarra, Irag, enlisted members of Detachment B, 223d
Military Intelligence Battalion (California National Guard), allegedly physically
abused Iraqi detainees during interrogalions. According to a statemment from one
Soldier, the Military Intelligence Soldiers struck and pulled the hair of the
detainees, and forced into asphyxiation numerous detainees in &t attempt to
obtain information. Investigationcontinues (0138-03-CID469),

On 12 May 2003, at Camp Bucca, Traq, ten United States Amny Reserve (USAR)
enlisted Military Policemen physically assaulted seven Iraqi detainees during in
processing at the facility. Case closed and referred to the command for
appropriate action (003 [-03-CID319).  The comumand iritized court-martial
charges against the four Soldiers = all dn the 320 Military Polive
Battalion{USAR). All fourSoldiers requested an edtministrative dispositionof
their case in lieu of trial hy courts-martial. All four Soldiers were
administratively separated from the Army; three of these Soldiers also
received nonjudicial punishment

On 12May 2003, at Camp Bucca, Irag, an enlisted Soldier fired a shot at the feat
ofan Iraqi detainee instead of in a safe direction as required by the Rules of
Engagement, and-the detaineesuffered a facial wound as a result. Case closed
and referred to the command for appropriate action. The command disposition
of this case (a PFC) Is carrently unknown (0033-03-CID519).

On 20 August 2003, at Forward Operating Base Gunner, Irag, an Iraqi being
detzined in US custody was physically assaulted and threatened by a battalion
commander (Lieutenant Colonel West), three enlisted Soldiers and an interpreter
after the detainee refused to provide information. Case closed and referred to the
command for appropriate action (0152-03-CID469). The enlisted Soldiers
received Artviele 15 punishment; LTC West was relieved of his comrmand
and, after an Article 32 hearing, recelved nonjudicial punishment. He also
subritted a requestto retire from active duty.

On 31 August 2003, atthe Battalion Headgquarters, 1/36th Infatry, 1stArmored
Division, Baghdad, Irag, an enlisted Soldier committed the offense of assault
when he threatened to kill Iraqi detainees in US custody in an attempt to obtain
information from them. Case closed and referred to the command for appropriate
action{0129-03-CID899). Soldier received nonjudicial punishment.

On 1 September 2003, at the Ammunition Collectian Point, Baghdad, Irag
enlisted Soldiers assaulted four Iragi detainees who were in US custody. The
four Iragis, who were cuffed with their hands behind their backs, were kicked
numerous times, and then dragged framthe detention area to another area where
(hey were thrown against a wall and assaulted. Case closed and referred to the
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command for appropriate action (0117-03-CID899). Three Soldiers are
pending trial by Summary Court-Martial (a SergeantFirst Class, a Staif
Sergeant, and a Specialist. A fourth Soldier (Staff Sergeant)is pending a
Special Court-Martial. All these cases are expected to be completed this
month.

On § September 2003, at the Tikrit detention facility, an Iraqi detainee alleged he
had been physically assaulied and struck repeatedly afier being arrested by
unknown 4th Infartry Division Soldiers. Investigation continues(Q174-03-
CID469).

On 7 Qctober 2003, at the Ahu Ghurayb detention facility. three active duty male
enlisted Saldiers assignedto Company A, $19th Military Intelligence Battalion,
Ft Bragg, NC allegedlysexuslly asseulted and threatened a female Iraqi detainee.
Investigation confinues (02 |6-03-CID259),

On 31 December 2003 during a “knock and search” operation, faurr Iraqi civilians
were detained and guardedby a Mihlitary Policeman assigned to the 30U Military
Police Company. The Military Policeman allegedly utt stroked” one of the
individuals when he refused to stay quiet and placed the muzzle of his M-14 rifle
in the mouth of another detainee and "dry fired.” He then removed the muzzle,
charged the weapon, and fired the weapon into the ground near that detainee.
Investigation continues (0006-04-CID259).

On 13 January 2004, a Soldier assigned to the Abu Ghuraib Prison puard force
provided CrminalInvestigation Division an envelope oxtaining a letter and
Compact Disc (CD). 'The Jetter identified six Military Police guardsallegedly
involved in abusive acts against detainees. A reviewof the CD revealed
photographs of approximately 10Military Police Soldiers involved in abusive
degrading acts involving detainees. The acts included male detainees naked in
the presence of female Soldiers; female detainees exposing themselves o male
Soldiers; detainees pertorming indecent acts with each other in the presence of
Soldiers; and photographs of soldiers physically assaultingdetainees. Most of
the pictures appearas if the Soldiers are posing for the camera, prafiminary
information indicates that a number of the Soldiers interviewed thus far have
admitted to the acts. Further, a computerbelonging to one of the suspects, which
allegedly contains additional photographs of abusive ads. was seized as
evidence. Investigation continues (0003-04-CID149), .




TO: ~ Steve Cambone

ccC: Paul Wolfowitz
Jim Haynes
David Chu )

FRCOM: Donald Rumsfeld?A
SUBJECT: Detainee Deaths and Alleged Abuse

I am very concerned about these detainee deaths and alleged abuse. Please stay on

top of this.
UNDER SECRETARY OF DEFENSE

Thanks.
Attach, |
2/11/04 DUSD (C&S) memo to SecDef e df—
DHRath (e aased o wamD&
i::zl:Z-IMI-IglIIIIIIIIIIIIIIIIIIIIIIlllll flrm'f m ‘CA A&d
Please respond by 9« f.,__,! el et T aens m,au)'
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. ARMY G-3

Allegations of Detainee Abuse in Irag' and Afg' hanistan
Detention Facilit Elsewhere TOTAL
TOTAL DETAINEE ABUSE CASES

DETAINEE DEATH INVESTIGATIONS § _
DEATH BY NATURAL OR UNDETERMINED CAUSES 1

2 0
JUSTIFIASLE HOMICIDE 1 0 1
HOMICIDE 1 1 2
INVESTIGATICONS PENDING 9 2 11

OTHER DETAINEE ABUSE CASES

INDECENT ASSAULT 1 0 1
ROBBERY/LARCENY | 0 13 13
ASSAULT I 7 [ 19
INVESTIGATIONS PENDING 2 4 é

UNIT INVESTIGATIONS
COMMAND DISPOSITION F

COURT-MARTIAL
ARTICLE 15 : 20
GOMOR I ' 7
ADMINISTRATIVE SEPARATION | 5
INVESTIGATION/DISPOSITION PENDINGL ' 7

DAMO-TRC
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TO: Stephen]. Hadley
FROM: Donald Rumsfeld(D}\

SUBJECT: Memo to SecretaryRice

Please see #he attached memo I sent to Condi yesterday.

Thanks.

Atlach.
7/14/05 SECDEF Memo toe SECSTATE

DHRss
07150502

FOU6
11-L-0559/0SD/50504

July 15,2005
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July 14, 2005

TO: The Honorable Dr. CondoleezzaRice

FROM: Donald Rumsfeﬂ%

SUBJECT: Bref onDetainees

Condi,

Attached is a brief on detainees which we have asked the Department of State to
send out to Embassies. I wonder it you would look into it and see if you can get
your Ambassadors armed with this type of information, It would be helpful.

Thanks.

Attach 7/13/05 U.S, Dentention/Interrogation Operations An Update

DHRss
071305-04 |

08D 13¢73-05
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U.S. Detention/Interrogation Operations
An Update

i .
't
Current as of July 12,'05; 610PM
|
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Treatment of Detainees

 On January 19,2002, the Secretary of Defense issued
an order that all detainees be treated humanely and, to
the extent appropriate and consistent with military
necessity, in a manner consistent with the principles
of the Geneva Conventions.

— On January 21,2002, the Chairman of the Joint Chiefs of
Staff transmitted the Secretary of Defense’s order to
Combatant Commanders.

* On Februar 7,2002, President Bush directed the
Armed Forces to treat Al Qaeda and Taliban detainees
humanely and, to the extent appropriate and consistent
with military necessity, in a manner consistent with
the principles of Geneva.

11-L-0559/0SD/50507
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Guantanamo 1n Context

* Since September 11,2001, more than 70,000 detainees
have been captured in Afghanistan, Iraq.

— The vast majority have been released

— We are working with Iraq, Afghan, and other governments to
have them take control of detainees from their countries

e Some 800 suspected Al Qaeda or Taliban have been
sent to Guantanamo

- — App. 520 remain
— App. 2335 have been released/transferred to other countries
— 61 are awaiting release or transfer

11-L-05659/05D/50508



Investrnents

« The United Stateshas invested significantly in Guantanamo, as the most

appropriate location to execute operations that result from the President's
February 7,2002, determination.

- Investments in Guantanamo since 2002:
e $109.2 Million in new construction($42 Million additional underway
from '05 Supplemental):
— Medical Facilities

a : e
— Interrogation Facilities

— Multi-story berthing/dining/food preparati n facilities
e $241 Million in cost of operations (now roughly $95 million/year)

* The United States also has made investiments of over $140 Million to
improve existing or build new detention facilities in Afghanistan and Iraq

1 |
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Guantanamo Review Process

Combatant Status Review Tribunals
- Baseline review, conducted consistent with recent Supreme Court ruling
— All detainees have been reviewed by a Tribunal

— 38 determined to be no longer enemy combatants.
* 23 released
« 151n process for release

Administrative Review Boards
— Review of each case at least anpually for possible release, based on threat
— More t}|1§1n 130 Boards completed to date

95 habeas ¢orpus petitions filed covering 203 detainees (a petition to make a
detainee available 1n court)
I

Military Commissicns are available and ready
- Awaiting resolution of various U.S. federal court rulings and reviews

11-L-0559/0SD/50510



The Value of Guantanamo

o Who is at Guantanamo? (Note: None under 18 yrs old)

_ Tertorist trainers — Terrorist Financiers
— Bombmakers — UBL body-guards
- Recruiters and ftacilitators - Would-be suicide bombers

e What js the U.S. learning?
- Organizational structure of al-Qaida and other terrorist groups
— Extent of terrorist presence in Europe. the U.S. and Middle East
— Al-Qaida’s pursuit of WMD
— Methods of recruitment; location of recruitiment centers
— Terrorist skill sets: General and specialized operative training
— How legitimate financial activities are used to hide terrorist operations

Intelligence Gained at Guantanamo has prevented Terrorist
Attacks and saved American lives 6

11-L-0559/05D/50511



Transparency

e Access provided to Guantanamo since 2002:

e International Committee of the Red Cross
e 24/7 access to the facility, at its discretion
« Had a permanent presence, recently changed at its choosing

e Media (400visits by 1,000national and international
journalists)

e Lawyers for detainees (in connection with habeas cases)

* 11 Senators, 77 Representatives and 99 Congressional staff
members

11-L-0559/0SD/50512



Universe of Detainee Mistreatment

Abuses and other misconduct involving detainees have

occurred
The U.S. government is holding people accountable

- More than 390 criminal investigations

— More than 50 referrals to trial by Courts-Martial

— More than 85 Non-Judicial Punishments (Fines/Reduction in Rank/etc)
— More than 26 administrative actions (Relief from duty/Discharge)

Abu Ghraib accountability

— Commanding General relieved of command & reduced in rank
— Intelligence Brigade Commander (Colonel) relieved of command
— 8 Courts-Martial completed; 1pending
» Sentencesrange from 6 months to 10years imprisonment
— 4 officers received Non-Judicial Punishments
— Further action pending on 13 Soldiers

i :
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Investigations

INVESTIGATION PURPOSE STATUS
Taguba Abu Ghraib Military Police Activities Complete
Fay Abu Ghraib Military Intel Activities
Complete ! |

Church I Charleston/Guantanamo Quicklook  Complete
Miller Guantanamo Intel/Detention Ops Complete
Ryder Iraq Detention Ops Complete
Formica Iraq Special Forces Detainee Ops Complete
Jacoby Afghanistan Detention Ops Complete
Mikolashek General Review of Doctrine/Training Complete
Schlesinger Assessment of DoD Detention Ops Complete
Church I Assessment of DoD Interrogation Ops Complete
Kiley l Medical Support to Detention Ops Complete
Schmidt/Furlow FBI E-mails/Kahtani In Progress

11-L-0559/0SD/50514




Select Reforms

* 442 Reform Recommendations from Completed Investigations
« Major Changes Implemented by Defense Department to date:

Established Deputy Assistant Secretary for Detainee Affairs
Established Joint Staff Detainee Affairs Division

Established Army Provost Marshal General as executive agent for
detention operations

Established Detainee Operations Oversight Council

Improved reporting relatlonshlp with International Committee of the Red Cross
and expanded and expedited internal review of ICRC reports

Placed a Two-Star Officer in charge of Detention Operations in Iraq
Standardized Interrogation/Detention Operations across the theaters

Made multi-million dollar investment in improved facilities at
Guantanamo

Trained Soldiers fo accommodate religious/cultural practices

U.S.1s providing high quality medical care to detainees 0

NOTE: Other departments have implemented reforms

11-L-0559/0SD/50515






To:

From:

Re:

March 8,2005

Secretary Rumsfeld
Matt Latimer

Dinner with Jon Kyl

[ heard you were having Jon Kyl and some others over to dinner.  Though I am sure you have
whatever background you need from Legislative Affairs, 1 hope the following is helpful:

Kyl served on the Intelligence Comniittee for eight years,

Currently chairs the Republican Policy Committee and a Judiciary Subcommittee on
Terrorism. (Would likely be Judiciary Chairman today but for Specter);

Has a good working relationship with Sen. Dianne Feinstein, Sen. McCain and Rep.
Jane Harman, despite many differences with each;

A true NASCAR fanatic, he follows most sports;

He 15 proud of leading the charge against ratification of the Comprehensive Test Ban
Treaty under Clinton, is skeptical of most treaties, and staunchly backs mysgile defense;
He and Caryll have two children and several grandchildren. Hiy dad -‘(yl (with
an “h”) -- was a moderate Republican Congressman from lowa.

If the opportunity should arise, the Senator told me he would be happy to be part of 1 small
team of surrogates for you on the Hill.

v
I suggest that he, Comyn, and Sessions form the nucleus of such a group;
They are media-savvy, articulate, and among the few whose support o Tthe Pentagon
does not come with stings attached.

11-L-0559/0SD/50517



MAR 1 02005

TO: VADM Jim Stavridis
FROM: Donald Rumsfeld %

SUBIECT: Latin Amenca Trip

Today I said to Roger Pardo-Maurer that I thought we ought to go to Guyana, and
he said he thought it was a wonderful idea. I have been saying I thought we
should think about Uruguay, Paraguay, Suriname, Bolivia, Belize or Guyana. 1
was told no — Just Argentina, Brazil and Guatemala. Apparently Guyana should
be part of the trip. We ought to consider Belize, Bolivia, Paraguay, Uruguay or

Suriname.

We need to get some momentum in this Hemisphere. We seem tc be moving in a

somewhat conventional mode.

Thanks.

];:[ R;?g{c;s TEIP M0 ™ SeCDEF
-5

03090510

Please respond by 31 [_/ oy~

0SD 13477-05
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8 March 2005
Memorandum for the Secretary of Defense
Subject: Latin America Trip
Sir,

You will receive a full trip prep briefing on Friday 11 March at 1:45am.
There 1s one large issue that has arisen, the resolution of which would be
helpful prior to the meeting,

As you recall, the countries you chose to visit are Argentina, Brazil, and
Belize. There is a logistical issue with Belize that cannot be overcome at
this time that requires us to drop it from the program.

Policy (Mr. Rodman and Mr, Pardo-Maurer) strongly recommend that in
lieu of Belize you visit Guatemala. They feel that a visit to one of the
Central American countries is a key event. The tnp will go from Monday
morning to Thursday evening (6:00pm) with all three countries, or if you
choose not to go to Guatemala, you can be back by around 8:00pm on
Wednesday. See attached simplified lay down of trip.

The trip as it stands is not arduous, and including Guatemala instead of
Belize is not a big burden.

Go to Argentina, Brazil and Guatemala ra-'l(Um [hors PM

s ¥M™
Only go to Argentina and Brazil ce. o W ed
See me |
V/R, COLB.-

t@a{’}/. A
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Latin America Trip 21 — 24 March

Monday, 21 March
6:45am Depart Andrews AFB
7:30 pm  Arrive Buenos Aires /RON

Tuesday, 22 March

9:45an  Meet with Resident
10:30 am  Meet with MOD
1:45pm  Depart Argentina
S:15pm  Arrive Brazil/ RON

Wednesday, 23 March

O:15am Meet with MOD

[1:30 am  Fly to Manaus to visit Brazilian counter narco “NORAD” HQ
3:30am  Depart

6:30pm  Armmve Guatemala/ RON

Thursday, 24 March

g:45am  Meet with MOD
12:15pm  Depart

6:00pm  Armive at Andrews AFB
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MAR 1 O 2005

TO: Paul Wolfowitz
Gen Dick Myers
Doug Feith
FROM: Donald Rumsfeld M

SUBJECT: The Year 2005 1n Iraq

Ag we maove [orward overthe cource of this year, we will need to set up transition
teams to move from where we are to the permanent Iragi government in January

2006.

There is a long list of things that need to be done before December 2005. Many of
them we need to do with the Department of State and other Departments and

Agencies.

We had a superb accomplishmentin the handover of CPA to the Department of
State. The reason we did was because we had an agreement between Colin and
me that we would have Kicklighter and Ricciardone linked at the hip and I setup a

series of multi-agency assessment teams, so that the actual facts were clear.

I want to use a similar model for 2005 in Irag. Some of the items on the agenda

dre:

— Transfer of responsibility for prisoners andjails from the U.S. to the
Iraqis.

— Transfer of responsibility for personal security detail from U.S. to the
Iraqis.

— Development of courts and a trial system.

— Iraqi Budget/U.S. Budget planning and programming funds.

0SD 13478=-05
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— SOFA and cross access agreements.
— Reconstruction: Electricity, sewage, water, roads, cell networks, etc.

— Other.

It might be smart for Condi and me both to use Kicklighter. The last time I talked

to Condi, she was agreeable to doing that.

[ have asked GEN Casey to get working on a proposal at his level to move the

prisons and personal security responsibilities over to the Iragis.
Please think this through and come back to me with a proposal and timeline.

Thanks.

DHE:zs
03090513
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Please respond by ﬂ - 05/_

c2
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TO: Steve Cambone

FROM: Donald Rumsl‘eld}'ﬁ\,

SUBJECT: Estimates for Senator McCain

March 1,2005

I think you ought to offer Senator McCain all the classified estimates with respect

to the size of the insurgency. If he wants to take them on a classified basis, that is

fine. 1f he doesn't, at least we've offered in writing,

Thanks.

DHR.:dh
02230547

Please respond by 5{/ o '/ oy

FETE
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March 11, 2005

TO: Steve Cambone

FROM: Donald RumsfeldV’\,

SUBJECT: Briefing for McCain

Make sure you use intelligence people 1o do the briefing. You can be there, but

don't do the briefing.
Also, please give me a report after the briefing takes place.
Thanks.

Attach.
3/1/05 SecDefMemo 12 USD (1)
319105 USD (DMemo te SecDef

DHR:se
0311054

Please respond by

0Sp 13:79-05
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3/9/20051:37 PM .Jll\

MEMORANDUM FOR THE SECRETARY OF DEFENSE

FROM: STEVE CAMBONE 5{,

SUBJECT: Estimates for Senator McCain

You directed me to offer Senator McCain a classified briefing on the
estimates of the size of the insurgency.

Tlic Juit Stall, suppurted by DIA and CIA, 15 bricling SASC stall
this Friday.

Senator McCain’s personal staff was contacted and informed of the
bricfing. I am told that they plan on attending.

We will arrange a similar brief for HASC staff, as well.

0SD 13172-05

FOR-OFHCHATBSEONEY
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JUL 08 2005

TO: Jim Haynes O
~

FROM: Donald Rumsfeld ﬂl v

SUBJECT: Logan Act

Please give me a copy of the relevant section of the Logan Act, 1believe it is, that

prohibits Members of Congress or private citizens fism conducting foreign policy.

Thanks.

DHR.&

070705-16
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Please Respond By July 14,2005
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GENERAL COUNSEL OF THE DEPARTMENT CF DEFENSE
1600 DEFENSE PENTAGON
WASHINGTON, D. C 20301-1600

INFO MEMO

July 11, 2005, 6:00 PM
FOR SECRETARY OF DEFENSE

FROM: William J, Haynes 11, General Counsel NS

SUBJECT The Logan Act

e You asked (Tab A) for a copy of the Logan Act. The Act is provided at Tab B.

o Attached at Tab C is my April 2005 memo responding to your request for
information on the Logan Act.

5
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TITLE 18> PART 1> CHAPTER 45 > § 953

§ 953. Private correspondence with foreign governments

Any citizen of the United States, wherever he may be, who, without authority of the
United States, directly or indirectly commences or carries on any correspondence or
intercourse with any foreign government or any officer or agent thereof, with intent to
influence the measures or conduct of any foreign governmentor of any officer or
agent thereof, in relation to any disputes or controversies with the United States, or to

defeat the measures of the United States, shall be fined under this title or imprisoned
not more than thiee years, or both,

This section shall not abridge the right of a citizen to apply, himself or his agent, to

any foreign government or the agents thereof for redress of any injury which he may
have sustained from such government or any of its agents or subjects.

11-L-0559/0S5D/50528



GENERALCOUNSELOFTHEDEPARTMENTOFDEFENSE
1600 DEFENSE PENTAGON
WASHINGTON. D, C. 20301-1600

INFO MEMO

FOR SECRETARY OF DEFENSE
FROM William J. HaynesII M’

SUBJECT: The Logan Act

s You indicated (TabA) that someone had mernticred to you that the Logan Act
prohibits people from conducting foreign policy unless authorized by the
Resident, and asked that I look into the metter.

e Title 18, U.S. Code, Sectian 953, the Logan Act (originally enacted in 1799),
provides for criminal sancticnsagainst a U.S, citizen who, on his own accord,
engages a foreign government regarding a matter in digaute between the foreign
governmenl and the United States. The key Logan Act language is as follows;

Any citizenof the United States, wherever he may be, who, without
authority of the United States, directly o indirectly commences or carries on
any comespondence or intercourse with any foreign government or any
officer or agent thereof, with intent to influence the measures or conduct of
any foreign govemment ar of any officer or agent thereof,in relatimto any
disputes or controversies with the United States, or to defeat the measures of
the United Stebes, shall be fined under this title or irprisoned not noxre than
three years, ar both.

¢ Informal coordination with Department of Justice indicates:

o there has never been aprosecution under the Act, although there have been
occasions in recent history where investigation into individals' contacts
with foreign governments were considered; and

0 a prosecution under the Act might raise First Amendment issues.

Coordiration: None

L4
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TAB A ]Unlﬁm

TO Gen Dick Myers
FROM:  Donald Rumfcld%
SUBJECT  WashingtonTimes Article regarding EUCOM Name

Today’s Washington Times article, “Penny-Wise Pound Foolish” says General
Jones has recommended that we change the name of EUCOM to EURAFRICOM.
Do you know anything about that? I’ve never heard that,

Thanks.

Atk
61505 Woshington Thwar artisla

DHRm
08135054
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/P!;e respond by [23 05~
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Penny-wise, Pound-Foolish Page lof 3

Washimton Times
June 15,2005
Po. 17

Penny-Wise, Pound-Foolish
By Amaud de Borchgrave

Global defense spendinghas just gone over the $1 trillioh mark — half of it by the Unitex] States. Yot
America's growing strategic interests in Aftica - 17 percent of U.S. dlimports, heading Up to 21
percent and then 40 percent by 2020 - are be(ng shortchangedwith a puny $52 million pa annum, the
equivalent of five hours of fighting in Irag.

U.S.petroleurn giants have already invested $60 billion in Afriea. By 2010, it will top $100 billion.

Gen. James L. Jones, known as SACEUR (Suprems Allied Commander Europe) also %$ats a secondhat
as commander of all U, S, forces in Europe (EUCOM). His command encompasses 91 countries,
includingmost of Africs minus the Hom of the continent which comes under CENTCOM's G+, John
Abizaid

BUCOM's area of responsibility (AOR)ineludes 60percent of the planet’s coastline (132,000 miles), 35
percent of 1ts landmass, 23 percent of world population (1.4 billion people); 20 percent of its waters,

Affica is also 4 treasure trove of strategic rawmatetials, much covetad by Chinsse trade missicrs = 90
percent of the world's adalt, 64 percent of its manganese, S0 percent of gold, 40 percent of platinurm, 30
percent of uranium, and 20 percent of the total petroleum cuzrently traded. The continent also holds 70

percent of the world's cocoa, 60 percent of its coffies, and S0 percent of paltn oil. Forty pereertt of the
world's potential hydroelectric powet lies unhamessed in sub-Sshara Africs,

TheU.&. is still Africa's principal tradingpartrer ($44.4 billion ntwo-way frade), but Chinais close
behind Tts acesss to natural resources and consumer markets is growing rapidly. Chinaig also bullding
roads, milroads, hausing. governmentoffices, electrical grids andtelecom networks. China's irvestment
in Africe has increased 48 percent since 2002 and 674 companies are now engaged in Clin2se trade with
Afiica.

Gan. Jones recommended to the office of the Secretary of Defense (OSD) et EUCOM change its
name © EURAFRICOM, or a separatecommand for Africa, AFRTOOM ., This would ssemtobe a ng-
brainer.

With no snsmies a eventhreats to the East sinee the end of the Cold W, Gen. Jones feels Affica
shouldbe America's new strategic focus. The 6-foot4 Gen Jones, a farmer Marine Corps commandant,
speaks flawless French(formative years in France after World W IT) and hia deputy for Africa, two-
star Gen. Scott Gration, flawless Swahili{a migsionary's san, he sperthis first 19 years in sub-Sahara
Affrica), Gen, Gration also has the aff-time Air Force rexord for combat missions; 247 for akast 1,000
hours of combat flying over Irag.

Between themn, Gens. Jones and Gration have left an inpressive U.S. fooprirt wherever they travel. On
his third recent trip to Aftica, Gea. Jones invited this reporter to accompany him.

We s in on mectings with presidents, foreign and defense ministers, and chicfs of gtaff in five countrics

labA
http://ebird afis. osd.mil/ebfiles/e200508 15 BB I SD/50531 6572005
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i six days. Gen. Jones Icaves a strong impression of America wherener he goes inAfrica. Hohas
learned how 1o make peanuts go along way.

With the Fertagm's quixotically penny-wise-pound-foolish budget for BUCOM's outreachin Africa,
Gen. Jones has maraced to streich $52 million into two FOLs (Forward Operating Locations)for
refueling and a training range at CapDra in Moroceo 1o replace the politically sensitive one evacuated
in Puerto Rico), adfive CSLs (Cooperative Seeurtty Locations) now operational: Entebbe, Uganda,
Libreville, Gabon; Accra, Ghana; Dabar, Senegal; Lusaka, Zambia,

A Fint U.8.-Ugandan intelligence fusion center also operates in anondescript red-brick house in a
rundownKampala suburb. This 1s vheme five U.S, Ammy intelligencespecialists, headed by Maj. Rick
Danner, 32, help the Ugardan Amy cope with Africa's longest-nmning terrorist insurgency.

The "Lard's Resistance Army,” also known as the "Peoples Redempt.ion Army," is headed by Joseph
Kony, & sclf-proclaimedprophet whose creed are the "TenCommandments.” It's pure voodoo. Over the
last two decades, Kony and his goons kidnapped some 20,000 young boys and forcedthem to become
bloodthirsty terrorists,

Young girls are supplied as slave wives for terrorist commanders, Ears, lips and female breasts are
hacked off as punishrment for resisting, Inberratioral aid workers report cases in whichabducted children
are forced o ax arbhidgeon their ownparents to death.

Kony comed his supporters abouthis mystical powers thet warded offbullcts, warned him of
government attacks and informed him about critics he would then target for execuion. The LRA
terrorists roam the countryside in small numbers, suddenly burst out of thebush totesch villages, kill
and kidnap, then vanish again. The war onterrorism has displaced aimost 2million Ubandens, now
refugees I their own country.

In each capital, Gen. Jones heard p(eas for "night vision equipment” and modem communications for
command and control. Gen. Jones promaises to relay their requests tothe Pentagon, otherwise too busy
running the war an terrorism.

The supreme commander's meain preoccupation is gettingelght African battalions airlifted into Darfar
Provinee where they could begin tocarry out 7:ic African Unian's resolutions.

The Bush administration allocated $95 million to stup camps for AU forees mDarfur and another $60
million forlogistical assistance in getting 7,700 troops irto the terror-stricken Sudanese provines - tarse
Rewarcian battalions; threc Seneglese, one Nigerian, two South African,

The first Rwandanbattalion is now in Darfur but the two Antonov transporta that flaw them thers have
since crashed Rwandan soldiers have already encountered sericusmeorele problems as the horrible
s¢enes they have witnessed remind then of what they saw athome a decade ago. They were youngboys
9or 10 years old when amillion of Telr compatiols wexe slaughtered (# the Rwandan genocide.

Gen. Joneswas visibly annoyed that NATO and EU are #till squabblingover whos incharge of the
airlift. The U.S.and Canada want NATO to coordinate the operation Franae said it must be the now
battered and tattered European Union.

Meanwhile, almost 200,004 have died in Darfur and just under 2 million are home{¢ss. Darfur has been
m agony & the hands of milibas fix two years, Gen, Gration said he saw cabletraffic about Darfur four

Tab A
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years ago.
Arnaud do Borchgrave :s editor at large of The Washington Ties and of UhitedPress International.

TabA
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TAB A JUN 1 B m5

FROM  Donald Rumsfcld'\)/(

SUBJECT  Washington Times Artide regarding EUCOM Name

Today's Washington Times article, "Penny-WisePound Foolish''says General
Jones has recommended that we change the name of EUCOM to EURAFRICOM.
Do you know anything about that? 1've never heard that.

Thanks.

Attach
61505 Waskington Timer article

DHE3:
DE1305-8

caserespondby b 3{/0(

TabA
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Penny-wise, Pound-Foolish Page 1 of 3

Washington Times
June 15,2005
Pg. 17

Penny-wise, Pound-Foolish
By 4dmaud de Borchgrave

Global defense spendinghas just gone over the $1 inllionmark = halfof it by the United States. ¥t
Ametica's growing strategicinterests in Africa-- 17 percent of U.S. dl imports, heading up to 21
percent and then 40 percent by 2020 — are being shortehanged with a puny $32 million per eanum, the
equivalentof five hours of fighting in Traq.

U.S.petroleumn giants have already invested $60 billion in Afriea, By 2010, itwill top $100billion.

Gen. JamesL. Jones, known as SACEUR (Supreme Allied commanderEurope) also weass a second hat
as commander of all U.S, forees in Europe (BUCOM). His command encompassesSl code s,
including most of Aftica minus theHom of the continent, which comesunder CENTCOM's Gen. John
Abizaid,

BUCOM's aread responsibitity (AOR) ineludes 60 percent of theplanets coastline (132,000 nileg, 35
percent of its landmass, 23 percent of world population (1.4 billion people); 20 percent of its waters,

Affica is also a treasure trove of strategic raw meterials, much covetedby Chincse trade missions - 90
percent of the world's coball, 64 percent of its manganese, 50 percent of gold, 40 percent of platinum, 30
percent of uraniar, and 20 percent of the total paitaleur currently traded. The continent also holds 70
percent of the wxdd's cocos, 60 pereen! of its ciffiee. and SO percent of palm oil. Farty percent of the
world’s potential hydroclectricpower lics unharnessed in sub-SaharaAfrica,

The US. i still Africa’s principal tradingpertner ($44.4 billion intwo-way ), but Chinais close
behind. Its azcess to natural resonrees and conswmer markets is growing rapidly. China is also building
roads, railroads, hasing, government cffices, electrical grids and telecom networks. China's investimsnt
in Africs has increased 48 percent since 2002 and 674 companies are now engaged in Chinese frads with
Affica.

Gen. Jones recommended to the Cffice of the Secretary of Defense (O8D) that EUCOM change its
name to EURAFRICOM, or a separete command for Africa, AFRICOM. This would seem to be ano-
brainer.

With nc snemnies or even threats to the East since the end of the Cold War, Gen. Jones fesls Africa
should be America’s new strategic focus. The 6-foot4 Gen. Jores, a former Marine Corps commandant,
speaks flawless French (formative years in Franoe after World Ware [0) and his deputy for Aftice, two-
star Gen. Scott Gration, flawless Swahili{a tissionary's son, he spent his fit 19 years in sub-Sahara
Africa). Gen. Gration also hag theall-time Afr Force record for combat missions: 247 for almast 1,000
hours of combat flying over [raq,

Between them, Gens.Jones and Gration have left an impressive U.S.footprint wherever they travel, On
his thirdrecent trip to Aftica, Gen, Jones invited this reporter 1o accompatiy him.

We satin on meetings with presidents, forsign and defense ministers, and chiefs of staft in five countries

Tab A
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Penny-wise, Pound-Foolish Page 2 of 3

in six days. Gen. Jonesleaves a strong impression of America wherever he poes in Africa. He has
learned how to make peanuts go along way.

With the Pentagon's quixotically penny-wisepound-foolishbudget for EUCOM's outreach in Aftica,
Gen. Jones has managed to stretch $52 millioniato two ROLs (Forward Operating Locations) for
reflieling and a training rance at CapDra in Moroceo Yo replace the politically sensitive one evacuated
in Puetto Rieo), and five CSLs (Cooperative Security Locations) now operational: Entebbe, Uganda,
Libreville, Gabon; Accra, Ghana, Dekar, Senegal:Lusaka, Zambia.

Ajoint U.S -Ugandan intelligence fisdon centst also opetates in 2 nondeséript red-brick house in a
rundown Kampala suburb. This is where five U.S, Amy intelligenespecialists. headed by Maj, Rick
Danner, 32, help the Ugardan Ay cope vith Africa's [ongest-runring terrorist insurgency.

The "Lord's Resistaae Army," also known as the "Peoples Redemption Amy, " s headed by Joseph
Kony. a self-proclaimed prophet whose creed are the "TenCommandments,” It's pure voodoo. Qver the
last two decades, Kony and his goons kidnapped some 20,000 young boys and forced them to become
bloodthirsty terrorists,

Young girls are supplicd as slavewives for terrorist commanders. Eaxs, lips and famale breasts are
hacked off as punishment for resisting. Intertatiotial aid workers report cases in which abducted children
are forced to ax arbludgeon their ownparetits 1o death.

Kony conned his supporters aboutds mystical powers that warded off bullets, wamed him of
govermment aftacks and infotmed him about critics he waald then target for exeottion. The LRA
terrorists xoem the countryside in small numbers, suddenly burst out of the kush to toreh villages, kill
ard kidnap, then vanish again. The wer on terrorism has displaced almost 2 millicn Ugandans, now
refugees in their own country.

In each capital, Get, Jones heard pleas for "night vision equipment" and modem communications for
command and control. Ger. Jonespromises to relay theirrequests to the Pentagmn, otherwise too busy
running the war on terroriam.

The supreme commander's main preoccupation is getting eight African kattalions airlifted to Darfur
Province where they could begin to carry out the African Uhion’s resolutions,

The Bush adrinistration allocated $95 million to setup camps for AU forces in Darfiur and another $64
million for logistical assistance in getting 7, 700troops into thetesrar-stricken Sudansse province = three
Rwandan battalions; three Senegalese, oneNigerian, two South Aftican,

The first Rwandin battalion is now iz Darfir but the o Antonov ransports et flew them there have
since crashed, Rwandan soldiers have already encountered serious morale problems as the homble
scenes they have witnessedremind them of what they saw at home a decade ago. They were young hoys
Sor 10years old when a million of their compatriotswenz slaughtered in the Rwamdan genocide,

Gen, Jones was visibly annoyed that NATO and EU are still squabblingover who's in charge of the

adift. The U.S and Canada want NATO to coordinate the qperation. France said itmst be the now
battcred and tattered European Union,

Meanwhile, almost200,000 have died in Darfir andjust under 2million are homeless. Darfur has been
in agony & the hands of militiss for two years. Gen. Grationsaid he saw cable traffic about Darfur four

Tab A
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yoats 2go,
Arnaud de Borchgrave is editor at large o The Waskington Timas and o UnitedPress International

Tab A
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TABB

COORDINATION PAGE
US European Command GenJones 22 June 2005
Joint Staff begat Commser LT CorWoody —— 2i-June 2005
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TAB A
Juone 13,2005

TO: Gen Pete Pace
Doug Feith
CC VADM Jim Stavridis

FROM: Donald Rumsfeld .%

SUBJECT : Program for Brieling Deputies

Please come back to me with a program for briefing the Deputies in two ar three
briefings along the lines of the memo I sent Jm Stavridis on the subject of

detainees.

The brief should indude a recommendation to the Department of State that they
engage the rest of the world by using our embassies - that is what they are there

for.

Tharks.

Attach
6/3/05 Memo from SecDef to VADM Stavridis

DHR a8
(AR S 1]

Please respond by bl3/0s

Tab A
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JUN O 3 2005

TO: VADM Jim Stavridis

FROM:  Donald Rumsfeld /))ﬂ.—

SUBJECT: Plan to Brief PC on Detainecs

Te need to pull ingether a plan tobrief the PC on detainees. 1t is concelvable that
what we could doit In one seasion, but I think it may take more than one. The

elements should include.
1) The number ofinvestigations, and what was found
2) The prosecutions. the scquittals, number guilty, and punishments

3) The frequent chargesand allegations, and the proper responses -~ a hard

4) All the reforms that have been instituted

5) Open questions (i.e. Should we get Congress involved, should we ask for
legislation, what is the legal situstion, etc.)

6) Other

1 shouid get together with Dick Myers, Maples, Geren, et al. snd talk through what
we should propose tothe NSC, when Styte and Justice can be there, 5o everyons
gets the full story. The USG has got to ges aboard.

DHB
0600514 (TD)

Pleaserespond by ¢ Jzujos
FOUD

Tab A
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TAB A
June 13,2005

TO: Gen Pete Pace
Doug Feith
CcC: VADM Jim Stavridis

FROM: Donald Rumsfeld.%

SUBJECT: Program tor Brieting Deputies

Please come back to me with a program for briefing the Deputies in two or three
briefings along the lines of the memo 1 sentJim Savridis on the subjectof

detainees.,

The brief should include a recommendation to the Department of State that they
engage the rest of the world by using our embassies - that is what they are there

for.

Thanks.

Aitach.
6/3/05 Memo from SecDef'to VADM Stavridis

DHR:i&
NALINE 1R

Please respond by el3)0s

Tab A
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JUN 0 3 2005

To: VADM Jim Stavridis

FROM  Donald Rumsfeld "pﬁ_.

SUBJECT: PlantoBrief PC on Detainees

I’ve need to pull together a plae 1o brief the PC ondeteinees. It is conceivable that
what we could do it in one session, but I think i may take mare then om. The
clkements should include;

1) The number of investigations, and what was found
2) The prosecutions, the acquittals, number guilfy, and punishments

3) The frequent charges and allegstions, and the proper responses — a hard
pushback

4) All the reforms that have been instituted

5) Openquestions (L.e. should we get Congress involved, should we ask for
legisletion, what i the legal situation, etc.)

6) Other

I should get together with Dick Myers, Maples, Geren, et al. and talk through what
we should propose to the NSC, when State and Justice can be there, 50 everyone
gets the full siory. The USG has got to get aboard.

OHRz
06203-14(T)
Please respond by 6 lzufoS

oo
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Mr, Waxman

UNCLASSIFIED

TAB B
COORDINATION

DASD/DA 28 June 2005

UNCLASSIFIED
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June 20, 2005

iR L XL B R T O L 3
i van i,y by

T {COL Steve Bucaci

FROM: Donald Rumsteld ?/!

SUBJECT: Letter (rom Mary Gail Ferris

Please take a look at the attached letter from a naighbor of mine in (b)6}

and tell me what we should do with it.
I would like to know why (here are these shortages.

Thanks.

Atlach
06:20:03 6-1305 Letter from Ferris to Seclef

DHR. 55
062005403

Please Respond By 07/07/05

FOTO
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MARYGAIL FERRIS

_IF_rom: Lchn Folsom” <ichniolsom@wotndedwarrons.ag>
oc h)(6
Subject: "Carc Packages"to Salad. Irag

f\.lr“-.(r\lmrun‘mﬂNrlaruf\lﬂh.l'mNNNMMMM“MMMMMMHMMNNMNNNHNN

Wounded Warriors

g P P P P o P B P Pl Pl P P PR O T W g el Pk P R R PN PR PO R TR B PR [ ol b S

Greeringst

Junel3, 20083

I just received the e-mail printed below from Senior Master Sergeanl Eitxabeth
Christfansen. Senior Master Sergenmt Chrisslansen iz asgigned to the the 332 Air
Expeditonary Wing, Expeditionary Medicat Group which is currently deployed to Irag,

She atiached a “wish list* of items dratthey need at the hospital.

Send the "carepackages” o

SMSgt Elizabeth Christiancen
(b)8)

Semper Fidelis!

jobn Folsom
Camnp Fallujah, Trag

Deur Colonel Folsom,

Thank you for taking the lime 0 speak with me. As you probahly are aware, we are an
extremely busy, advanced, state o the an, tmumna hospitl and sex upwards W over a
(housand patienrs a month. Sonie patients areretamed to duty directly from the hospital
while otbers are sent vver o the CASF for air transpostation to higher levels of health
care at places such as Landsrubl, Germany.

The reason | am writing is to request your help in finding certain /ferns that we are in
need of here. Due to our high patient load, we are i consiamt need o hygiene and
clothing items. Because of the urgency of owr patkait's condition, drey vspally arrive
here without these necessitics, When out rotation arrived here a1 the beginning of May
the aupplies seemed adequate, however they have rapidly dwmdied, are almost gone,
and we are not sure where to find replenishment . Any assistance you can provide ne wifl

&/13.2003
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be greatly appreciated.
Thank yoaz for your kindness and all the work you do for the American forces,

Respectfully submitted,
ELIZABETH M. CHRISTIANSEN, SMSgy, USAF
Heaith and comfon items for che patients:

Air freshener (spray)
Baby wipes

T Chap Stick
Deodorant

Female items

Shaving cream & Razors
Shampoo & comditioner

Sentionary & Pens

Sunscreen

Soap & body wash

Toothpagte, wochbroshes, monthwash, floss
Sweat pantw & matching shirts /T-shirts (Male & Female)
Sochks (Mube & Female)

Sports bea's (amall, medium, & large)
Woman's underwear

Boxers

Towels

Washchotis

Pillowcases

Twin De( sheets

Contact Information

PO BT PS D P Pf AL PTIE PIUET PE FU T 8 BU P O Y R S T 0 B I P I P Pyl P o S S A e

webh: hitp;//www. woundedwarminrs.ong

W T R TR T B TR T S TR TS T T e 1R L R e P P T S R o i P e s i P L v R Al R P L P P

Farward email

6/13/2005
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Anguost 12,2005 F;,{
TO:; William Grimsley ®
e
CC. VADM Jim Stavnidis
FROM: Donald Rumsfeld /}?’L
SUBJECT: Response toMary Gail Ferris
Attached is a redo on the letter to Mary Gail Ferris.
Note that the Ferris letter came to me June 13. T dictated the memo June 20, and |
received it back in my office on August 12. That turnaround time is
embarrassing. Why don't you see what can be done about it.
Thanks.
Atach; 6/20/05 SD memo to Steve Bucei re; Leter from Mary Gail Ferris
DHR 55 ™~
0812015-22
EEEIERwEEEEN A FEmEEN IS E Il fFEEES EE N EEFEE SNy E AN NSNS EE N AN RN R MNENANENREAEEER! h ._
Please Respond By 08/19/05 < / { 1-_;' LE’
O
M\
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TO: Steve Bucci \% Xp

Sir,

The Air Force has provided an answer, which is the next under. The boltom
line is that some of the comfort items on the list are available through the
supply system. Those items are now available at all locations in Iraq.
Others on the list (such as jog bras, magazines, and CDs) are not supply
items. ‘These will only be available through donations.

There is a draft letter of reply to Mrs. Ferris at Tab 2. It basically says the
above.

My recommendation is to direct the services to add as many of the items to
their supply channels as they can, and get them out to the troop medical
locations. The personal things and gift type items will remain dependent on
coniributions from Stateside.

O0SD 132572 -05
V/R, Dr. B

~ PR RESpOMT Y UTTOTID
‘“I"'Nl-‘ﬁf’
77‘(?_ Hir Forie ke, /,fou.;(?e,c,o C Gnduwic s, Baitom like
I‘J .'T‘L“'ﬂ_ ('Le. Hﬁi‘“_r 1":'1_%“ Ty J;“,—»f 7-'—!.”— it (i~ Il
Syswe arc noLd avaleble  Tere G0 MMy Tha o Aer
Come _J,Aragﬁb\ -ng_ .\_;‘Qpﬂ/ .Q/J;f?m ‘flefe e, “"ﬁc;}:‘ fee “’*F
+'|r/ud\51- Ofler }“e.au\J fff\’ﬁ (ﬂlinmschf )
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Assistant Secretary of Defense for Health Affairs ___ ¥ 'M"f
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RECOMMENDATION: None, for information only
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June 20,2005
TO: Steve Bucei
FROM:; Donald Rumsfeld [\)k
SUBJECT: Letter from Mary Gail Fems
{b){g)

Please tuke a look at the attached letter from a neighbor of mine in

and tell me what we should do with it,
Iwounld like to know why thete are these shortages.

Thanks.

Attach
6-1305 Letter from Fermig to SecDef

DHR 55
06200503

Please Respond By 07/07/05
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THE SECRETARY OF DEFENSE
WASHINGTON

e 16 205
Ms. Mary Gail Ferris

{b)(6)

Dear Ms. Ferris,

Thank you for your concern for the troops. They do
heroic work on a daily basis and deserve the best medical
care possible when wounded or injured. The aid stations,
tield hospitals, and other medical facilities give them first-
class life-saving care.

However, during the evacuation of wounded service
members, they often reach the medical facilities without their
personal items. While some of the items listed in the email
do come through the military supply system, some do not.
Our folks have checked with the Air Force, and they now
have adequate levels of the items that are in the system. The
others in fact do come by way of other channels.

That is where donations from people like you and
wonderful charitable organizations like Wounded Warriors
come in. Your donations of morale and comfort items ease
their stay in vur hospitals and remind them that the American
people stand behind them.

Thank you for all that you have done for our Soldiers,
Sailors, Airmen, and Marines. I assure you that we will
always work to get them the support they need and most
certainly deserve.

2N
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That i1s where donations (rom people like you and
wonderful charitable organizations like Wounded Warriors
comein. Your donatons of morale and comfort items ease
their stay in our hospitals and remind them that the Americun

people stand behind them.

Thank you for all that you have done for our Soldiers,
Sailors, Airmen, and Marines. [ assure you that g will always

m to get them the support they needml prolt MMP‘? C(e/Q/\’C ~r

Stncerely,
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U.S. Detention/Interrogation Operati
An Update

July 13, 2005

Current as of July 12, 05; 6:10 PM
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Treatment of Detainees

e On January 19,2002, the Secretary of Defense i1ssued
an order that all detainees be treated humanely and, to
the extent appropriate and consistent with military
necessity, in a manner consistent with the principles
of the Geneva Conventions.

— On January 21,2002, the Chairman of the Joint Chiefs of
Staff transmitted the Secretary of Defense’s order to
Combatant Commanders.

e On February 7,2002, President Bush directed the
Armed Forces to treat Al Qaeda and Taliban detainees
humanely and, to the extent appropriate and consistent
with military necessity, in a manner consistent with
the principles of Geneva.

11-L-0559/0SD/50567



Guantanamo 1n Context

e Since September 11,2001, more than 70,000 detainees
have been captured in Afghanistan, Iraq.

— The vast majority have been released

- We are working with Irag, Afghan, and other governments to
have them take control of detainees from their countries

e Some 300 suspected Al Qaeda or Taliban have been
sent to Guantanamo

- — App. 520 remain

— App. 235 have been released/transferred to other countries
— 61 are awaiting release or transfer
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Investrnents

« The United States has invested significantly in Guantanamo, as the most

appropriate location to execute operations that result from the President’ s
February 7, 2002, determination.

— Investments in Guantanamo since 2002:

* $109.2 Million in new construction($42 Million additional underway
from '05 Supplemental):

— Medical Facilities
— Interrogation Facilities
— Multi-story berthing/dining/food preparation facilities
* $241 Million in cost of operations (now roughly $95 million/year)

The United States also has made investments of over $140 Million to
improve existing or build new detention facilities in Afghanistan and Iraq
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Guantanamo Review Process

Combatant Status Review Tribunals
— Baseline review, conducted consistent with recent Supreme Court ruling
— All detainees have been reviewed by a Tribunal

— 38 determined to be no longer enemy combatants.
» 23 released
« 151n process forrelease

Administrative Review Boards
— Review of each case at least annually for possible release, based on threat
— More than 130 Boards completed to date

95 habeas corpus petitions filed covering 203 detainees (a petition to make a
detainee available in court)

Military Commissions are available and ready
- Awaiting resolution of various U.S. federal court rulings and reviews
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The Value of Guantanamo

« Who is at Guantanamo? (Note: None under 18 yrs old)

— Terrorist trainers — Terrorist Financiers
— Bombmakers — UBL body-guards
— Recruiters and facilitators - Would-be suicide bombers

* What is the U S. learning?
— Organizational structure of al-Qaida and other terrorist groups
— Extent of terrorist presence in Europe, the U.S. and Middle East
— Al-Qaida’s pursuit of WMD
- Methods of recruitment; location of recruitment centers
— Terrorist skill sets: General and specialized operative (raining
— How legitimate financial activities are used to hide terrorist operations

Intelligence Gained at Guantanamo has prevented Terrorist
Attacks and saved American lives 6
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Transparency

Access provided to Guantanamo since 2002:

 International Commmittee of the Red Cross
» 24/7 access to the facility, at its discretion

* Had a permanent presence, recently changed at its choosing

* Media (400 visits by 1,000 national and international
journalists)

* Lawyers for detainees (in connection with habeas cases)

e 11 Senators, 77 Representatives and 99 Congressional staff
members
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Universe of Detainee Mistreatment

Abuses and other misconduct involving detainees have
occurred
The U.S. government is holding people accountable

— More than 390 criminal investigations

— More than 50 referrals to trial by Courts-Martial

— More than 85 Non-Judicial Punishments (Fines/Reduction in Rank/etc)
— More than 26 administrative actions (Relief fromn duty/Discharge)

Abu Ghraib accountability

— Commanding General relieved of command & reduced in rank
- Intelligence Brigade Commander (Colonel) relieved of command
— & Courts-Martial completed; 1pending
* Sentencesrange from 6 months to 10 years imprisonment
4 officers received Non-Judicial Punishments
— Further action pending on 13 Soldiers
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Investigations

INVESTIGATION PURPOSE STATUS
Taguba Abu Ghraib Military Police Activities Complete
Fay Abu Ghraib Military Intel Activities
Complete

Church 1 Charleston/Guantanamo Quicklook  Complete
Miller Guantanamo Intel/Detention Ops Complete
Ryder Iraq Detention Ops Complete
Formica Iraq Special Forces Detainee Ops Complete
Jacoby Afghanistan Detention Ops Complete
Mikolashek General Review of Doctrine/Training Complete
Schlesinger Assessment of DoD Detention Ops Complete
Church II Assessment of DoD Interrogation Ops Complete
Kiley Medical Supportto Detention Ops Complete
Schmidt/Furlow FBI E-mails/Kahtani In Progress
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Select Reforms

o 447 Reform Recommendations from Completed Investigations
o Major Changes Implemented by Defense Department to date:

Established Deputy Assistant Secretary for Detainee Affairs
Established Joint Staff Detainee Affairs Division

Established Army Provost Marshal General as executive agent for
detention operations

Established Detainee Operations Oversight Council
Improved reporting relationship with International Committee of the Red Cross
and expanded and expedited internal review of ICRC reports

Placed a Two-Star Officer in charge of Detention Operations in Iraq
Standardized Interrogation/Detention Operations across the theaters

Made multi-million dollar investment in improved facilities at
Guantanamo

Trained Soldiers to accommodate religious/cultural practices

— U.S. is providing high quality medical care to detainees 0

NOTE: Other departments have implemented reforms
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July 1, 2005
T-05Jocicey
TO: Doug Feith tS ’ SQ)L\S
FROM:  Donald Rumsield "Bf\

SUBJECT: Harold Brown’s Report on China

Please have someonelook at the Council on Foreign Relations report

Harold Brown did a year or two ago on China and see how il matches. Much of
what he did came from open source information, and U worry that our intelligence
agencies don't believe open source information, and try to rely on classified

information,
Please take a look at it and let me know.

Thanks.

DHR. s
DiE3005-13
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Please Respond By July 14, 2005

ot 880 13695-05
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China Report Comparison Matrix

11-L-0559/0SD/50578



Q

Comparison of Kev Findings

2 6/o5
65D t’a&u.r

Annual DoD Report to Congress on China’s Military Power
Council on Foreign Relations Report, Chinese Military Power

The Council on Foreign Relations (CFR) report was published in June 2003. In addition to analyses of China’s military
modernization, the CFR makes policy recommendations — an area on which the Dol is silent. Most of the differences
between the two reports about based on these two factors.

The table below compares selected key findings between the CFR report and the DoD Report to Congress on China’s

Military Power.

CFR Report Language

Do) Report Language

Comment

“The People’s Republic of China is
pursuing a deliberate and focused course
of military modernization,but ...
China 15 at leasl two decades behind the
United States in terms of technology and
capability.” (24)

“The Chinese People’s Liberation Atmy is
modernizing its forces, emphasizing

Capabilities to fight and win short duration,

higb intensity conflict along China’s
periphery. .. Overthe long term, PLA
capabilities could pose acrediblethreat to
other modem militaries aperating in the
region,” (2)

DoD does not explicitly juxtapose
Chinesc capabilitics against those of
the United States.

“The PLA will cventually develop a
limited power projection capability
through the acquisition of new weapons
platforms and inncovationsin doctrine
and training ...” (27)

“We assess that China’s ability to project
conventional military power beyond its
periphery remains limited.” (2)

China has a limited power projection
capability.
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"

“Foreign arms purchases have averaged
$700million per annum trom 1991 ©
2000, but have risen sharply of the past
three years, averaging $1.5 billion per
annum . ..” (58)

-« . .the official budget does not include
forcign weapons pracurement (up to $3.0
billion annually [rom Russia alone) . .. (25)

£3.0 billion reference derived from a

2005 RAND study, Modernizing
China’s Military (243}.

“[2003] announced increase of 9.6
percent in military expenditures . . .was
the lowest nise in thirteen vears™” (56)

“When adjusted for inflation. the nominal
increases have produced double digit
increases in China’s official defense budget
every year since the mid- 199057 (25)

DoD report reconciles end-of-year
actual expenditures against figures
announced at the beginning of
tudget cycle.

‘The Task Force estimates Chinese “Combined, these additional monies could Consistent.
defense spending may be closer to two increase actual defense expendituresby hwo

1o three times higher than the official to three times the publicly available figure . .

lumber. (57) .{20)

‘Theimported systems, from Russiaas | “"Over the past decade, Russia and Tsrael Consistent,

wcll as [sracl and France (before the
1989 embargo) are a major
mprovement oever what China had
sefore, but most systems are ot older,
ate-Cold War vintage.” (60)

have been China’s primary foreign sources
of weapon systems and military technology.
Russia has supplied over 85% of all of
China’s arms iinports since the carly 1990s
and has been a significantenabler of China’s
military modernization. According to the
Defense Intelligence Agency, Russian
conventional weapon technoelogy transfers,
including better aircrafl, quicter submarines,
and more advanced munitions. have
advanced the lethality of every major
category of weapan system under
development in China. .. .China also has
benefited from the sale ofmunitions and
dual-use use technologies frem France,
Germany, Italy, and the United States.” (27~
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“The continued failure of the J-10 [F-10]
fighter program to move beyond the

prototype stage. ..” (59)

“China’s indigenous 4” generation fighter,
the F-10, completed development in 2004
and will begin fielding this year.” (8)

Updated information.

“Although there are currently no public
*guns vs, butler” disputes, the Chinese
cannot be engaged in military
modernization and economic reforn
without having questions about
developmental priorities at the core of
leadership debates.” (38)

“ .. .evidence suggests [China’s leaders]

seek o integrate .. .to obviate, or at least
minimize, traditional “guns vs. butter’ trade-
offs .. .China's modemization indicates a
buildup of armaments that reinforces this
notion of coordinated, integrated civilian and
military development.” (15)

DoD Report shows how China is
trying to avold the trade-ofTls
discussed in the CIFR Report.

“Since the carly 1990s. the need to “In 1ts December 2004 Delense White Paper, | Update.
create a PLA able to fight and win China authoritatively used a ncw term to
“limited waes under high-tech describe the type of wer the PLA must be
conditions™ has been the gniding prepared to fight and win: “local wars under
principle of Chinese military the conditions of informationalization.” By
modernization.” (38) introducing this new term, the PLA
cffectively discarded “local wars under high-
tech conditions,” the concept that guided
force structure developments for the better
part of the last decade.” (20)
“Within the stratcgy of military “ .. .the PRC appears focused on preventing | Consistent.

leverage. the PLA s objective has been
o acquire the military capability
required to demonstrate sufficient power
to influence a political/diplomatic
outcome on the Taiwan issuc; and/or the
ability to <deny. delay, or deter U.S.
intervention in support of Taiwan.” (31)

Taiwan independence or compelling Taiwan
tonegortiate @ settlement on Beijing’s terms.
A second set of objectives includes building
counters — some asymmetric — tothird-party,
including potential U.S., intervention in
cross-Strait crises ™ (2)
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Council on Foreign Relations
Report, Chinese Military Power
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The Council on Fareign Relations is dedicated 1o tnorasing America’s understanding of
the world and contrbutmg ideas w0 U8, foregn poficy. The Gauncil aceomplishes thismam-
ly bypsormating constructive debates and discussions,elanifymg world issues, and publishing
Foreign Affairs, the leading journal on glohal issues. The Council is host to the widest pos-
sible range of views, but an zdvaczis of none, though its wese arch Fellows and Independent
Task Forces do ake policy positions.

THECOUNCIL. TAXZSNO INSTITUTIONAL POSITION ON POLICY ISSUES
AND HAS NO ATTILIATION WITH THE US. GOVERNMENT. ALL §TATE-
MENTS OF FACT AND EXPRESSIONS OF OPINION CONTAINED INALLITS
PUBLICATIONS ARE THE SOLE RESPONSIBILITY OFTHE AUTHOR OR
AUTHORS.

The Council will sponsor anIndependent Task Fores when (1) an Issue of curgznr and ¢rit-
wul wnpertance o U5, foreign policy arises, and (2) 1t seems that a greup diviese in ack-
grounds and peespeetives way. ometheless, e able o reach a meanizgful consensusona
policy through private anc nonpartizan delincrations, Typieally, a Task Farcemeessnerwesn
pay and five timer gver 4 bricf poriod wensice the relevasee of in work

Lpon reaching a conclusion a Task Rorce 3ssues @ report, and the Councilpublishesits tex
and pasts it on the Counctl website, Task Force reparts ¢ar. take three furms: (1) a strong
and meaningful policy consensus, with Task Force members endursing the general policy
thrast andjudgments teazked by the group, though not necessarily every lindingand rec-
nmnendation; (z) a report stating the various policy positivns, each as sharply wid firly
as possible: ot (33 2 "Chairman’s Repore,” where Task Farce members who agree with the
Chairmsn’s report may associatethem sehres with ir, whikt those wha disagree may submil
dissarting statements, Upon reaching & conclusion, 2 Task Force may alse ask individuals
who were not memmbers of the Task Foree ro associate themselves with the Task Force report
toeahance is impact, Al Task Foree reporis "benchmark” their findings against current
alministration policy inarder twmake explicitarcas ol agreement anul d)sagrrement. The
Tusk Force is solely responsible for its report, The Counciltakes no institntional position.

For Jurther information about the Council orthis Task Force, please werite the Council on
Foreign Relations. 53 East 681k Street. New York, NY 10021, 0x all the Director of Com-
munications at {212} 4349400 Visit our websile al iwnucfrorg,

Copyright € 2603 by the Council on Foreign Relations™ I,
Al rights reserved.
Printed inthe United States ol Anierica.

This e3¢t may notbe reproduced in whole or in part, in any form (oeyond thae copying
permnitted by Sectionsicy and 108 of the U.S. Copyright Law and exatpes by reviewerns
fon the public press), without written permission rom the publisher. For infurmation, writ
the Publications Offtce, Council on Foreign Reiations, 38 East 68th Street, New York, NY
10011,
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FOREWORD

During the half century of the Cold War, American perspectives
on the U.S.-Soviet military balance tended to extremes, alternating
between frequent alarmism and occasional triumphalism. At
times, intlated assessments of Soviet power and excessive pessimism
about U.S. strength undercut efforts to improve ties between the
twocountries.In other instances, unwarranted cu phoriaaboutU.S.
strength encouraged passivity In the face of a Soviet Union that
actually was growing stronger. Strong feelings on all sides of the
discussion politicized the domestic debate, with ill effect for U.S.
policymaking,

The amof this report is to provide anonpartisan and pragmatic
approach to assessingthe trends in Chinese military moderniza-
tion so as o avoid the wide and unfounded swings that charac-
terized similarjudgments about the Soviets during the Cold War.,

This Task Force report has been released as part of the work
of the Maurice R. Greenberg Center for Geocconomic Studics.
The goal of the center is to mix the study of forcign policy and
economics. AS part of this process, the Task Force report [ocus-
es not only on the Chinese military establishment,but alsoon the
larger economic, political, and technological context shaping
Chinese military modernization.

In late 2001, 1 spoke with former Secretary of Defense Harold
Brown and Admiral (Ret.) Joseph W. Prueher about forming an
Independent Task Force to assess the current capabilities of the
Chinese military and establish mileswones for judging the future
evolution of Chinese military power. Dr. Brown and Admiral Prue-
her both have along and esteemed history of involvementin this
important issuc. They, along with the expert metnbers of the
Task Force, have developed measures that Wil allow obscrversof
Chincse military modernization o determine the degree towhich
changes in the quantity and in the quality of China's military power
may threaten the interests of the United States.its allies, and its
[riends.

[v]

—D
11-L-0559/05D/50586



ll 75872 Text.Rl 6/12/03 1l4:58 Page vé

Chinese Military Power

This Task Force finds that although China is in the midst of
a comprehensive modernization program, the Chinese military is
at least two decades behind the United States in terms of military
technology and capabdity. Moreover, the Task Force judges that
if the United States continues to dedicate significant resources to
improvingits military forces, as expected, the balance between the
United States and China, both globally and in Asia, is likely to
remain decisively in America’s favor beyond the next twenty
years.

'I'he l'ask Force notes that theTaiwan Straitis an arcaof near-
term military concern. For the next decade. a focal point of Chi-
nese military development will likely remain achievingthe ability
to influence Taiwan’s choices about its political [uture or, failing
that, preventing Taiwan from achieving formal independence.

Although LS. forces would ultimately prevail in a military cri-
sis or conflict, Beijing might be able 1o impose serious risks and
costs on the ULS. military if the United States concluded that it
was necessary to commit air and naval forces to battle with China
in detense of Taiwan, Any conflict across theTaiwan Straitwould
have an extremely adverse impact on the strategic landscape in Asia,
regardless of the military outcome. Therefore, the most critical aim
of U.S. strategyin the cross-strait situation must be to deter and
minimizc the chances that such a crisis will occur.

The Task Force recominends specific milestones to gauge the
pacc of Chinese military modernization as China acquircs limit-
ed power-projection capabdities. The Task Foree has also devel-
oped indicators that would signal major shifts away from these current
priorities.

My deepestadmiration and appreciationgo to Dr. Brown and
Admiral Prueher ror their excellent leadership in this critical pro-
ject. I cam gratetul o Adam Segal. project director, for his exper-
tise in draftsmanship and independence of thought, Thanks also
to Council Military Fellow Colonel Christopher Miller, U.S, Air
Force, who served skillfully as project coordinatorduring the (irst
year of the Task Force.

Leslie H. Gelb
President
Council on Foreign Relations
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EXECUTIVE SUMMARY

The People’s Republic of China (PRC)is currently engagedin a
comprehensive military modernization. This report addresses the
state of China’s military capabilities, assesses the current capabd-
ities ofthe People’s Liberation Army {PLA), and establishesmile-
stones for judging the evolution of Chinese military power over the
next twenty vears, These assessments and milestones will provide
palicyrakers and the public with apragmatic and nonpartisan approach
to measuring the developmentol Chinesenulitary power. They will
allow observers of Chinese military modemization to determine
the degree to which changes in the quantity and quality of China’s
military power may threaten the interests of the United States,its
allics, and its tricnds, as well as how the United States should adjust
and respond politically, diplomatically, economically,and militar-
ily to China‘s military devclopment.

The report issues a double warning: first. against overreaction
to the large scale of China’s military modernization program;
and second,againstunderreaction based on the relative backwardness
of the Pecple’s Liberation Army cornpared with [1.S. military power.
Attributing to the PLA capabilities it does not have and will not
attain for many years could result in the misallocation of scarce
resources. Overreaction could lead the United States to adopt poli-
des and undertake actions that become a self-fulfillingprophe-
¢y, provoking an otherwise avoidable antagonistic relationship
that will not serve lonp-term U.S. interests. Underreaction, on the
other hand, might allow Chinato someday catch unawares the Unit-
ed States or its friends and allies in Asia.

In analyzing the likely evolution of PLA capabilities, this
report not only describes development processes and institution-
al, technological, personnel, docirinal, and other systemic issues
internal to the Chinese military establishment; it also takes into
account the economic, political, strategic, and technological con-
text shaping modernization. This larger context motivates, struc-

[1]
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tures, and, at times, constrains mihtary modernization as much as
the factors emerging from within the Chinese military.

FINDINGS

The Councilon Foreign Relations Independent Task Force on Chi-
nese Military Power finds that the People’s Republic of China is
pursuing a deliberate and tocused course of military moderniza-
tion but that 1t 1s at least ewo decades behind the United States
in termis of military technology and capability. Moreover, ifthe Unit-
ed States continues to dedicate sigmficantresourees Lo improv-
ingits milicary torces, as expected, the balance betweenthe United
States and China, both globally and in Asia, is likely to remaindeci-
sively in America’s tavor heyond the nexttwenty years.

There are multiple drivers of China’s military modernization.
The PLA, alongwith the People’s Armed Police ind the People's
Militia,helps maintaindomestic stability and ensure regime secu-
rity, China is developing limited power-projection capabilities 1o
deal with arange of possible contlictscenarios along its periph-
ery, especially in maritime areas. The PLA 1s acquiring military
capabilities designed to detend Chinese sovereignty and terito-
rial interests and to pose a credible threal (o Taiwan in order to
intfluenceTaiwan's choices aboutits political future;or. failing that.
to prevent Taiwan from achicving political independence. These
capabilities are also intended o deter, delay, or complicate US, e[forts
to intcrvene on behalf of Taiwan. In addition. military modern-
tzation is eapected to enhunce China’sinternational prestige.

China s arcgianal power, and the Task TF'oree does not envis-
age China becoruing a globally committed military power in the
next two decades. If current tends continue (e.g., d Japan con-
tinues to eschew a role as a major regional military power’. the Task
Force expects that China will beeome the predominant military
power among the nations of East Asia, China’s current force
structure and doctrine provide cffective “defense-in-depth against
any effort to invude and seize Chinese territory, The PLA pos-
se8scs power projection across land borders against smallerregion-

[2]
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Reconmendation 7 Revtsit the issue.

TheTask Force stressesthat estimating Chinese military capabilities
beyond two decades is simply not feasible. Eventswillchange the
predicted course, and the United Statesshouldbe prepared torespond
accordingly. In sum, our report is not the last word on the sub-
ject. Rather, the report is an etfart 1o createbenchmarks, The Task
Farce will continue to monitor Chincse developments and,
dependingon circumstances Will reconvene (o reconsider Chinese
capahilities and U8, poliecy.

[19]
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[NTRODUCTION

The People’s Republic of Ching (PRC) is cumently engaged in a
comprchensive military modernization. This report addresses the
state of China’s military capabilities, assesses the current capabil -
ities of the Pecple’s Liberation Army (PLA}, and establishes
milestones [or judging the evolution of Chinese military power over
the next twenty years. These assessments and milestones will
provide policymakers and the public with a pragmatic and non-
partisan approach to measuring the development of Chinese mil-
itary power. They will allow observers of Chinese military
modernization to determine the degree to which changes in the
quantity and quality of China’s military power may threaten the
intcrests of the United States, its allies, and its fricnds, as well as
haow the United States should adjust and respond politically,
diplomatically, economically, and militarily to China’s military
development.

The report issucs a double warning: first, against overreaction
to the large scale of China’s military modernization program;
and second, againstunderreaction based on the relative backwardness
of the People’s Liberation Army compared with U.S, military power.
Attributing to the PLA capabilities it does not have and will not
attain for many ycars could result in the misallocation of scarce
resources. Overreactioncould lead the United States to adopt poli-
cies and undertake actions that become a sclf-fulfilling prophe-
¢y, provoking an otherwise avoidable antagonistic relationship
that Wil not serve long-term U.S. interests, Underreaction, on the
other hand, might allow Chinato someday catch ungwares the Unit-
ed States or its [riends and allies in Asia.

[20]
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In analyzing the likely cvolution of PLA capabilitics, this
report not only describes development processes and institution-
al, technological, personnel, doctringl, and other systemic issues
internal to the Chinese military establishment; it also lakes into
accountthe ecanomic, palitcal. strategic, and technological con-
text shaping modernization. This larger context motivates, sgue-
tures. and. at times, constrauns military modemization is much as
the factors cerging from within the Chinese military.

METHODOLOGY

This report is the product of an intensive project that Jasted more
than a year, The Task Foree convened ten times during this peri-
od,and scholars and expers provided comprehensive presentations
on all the services of the PLA, information warfare, civil-military
relations, China's national security environment, the PLA bud-
get pracess. and Chinese defense industries, as well as on the polit-
ical and military situation across the Taiwan Strait. In addition,
three subgroups met scparately to analyze the pelitical, econom-
ic, and technological context of military modernization, Thesc sub-
groups reported their findings to the full Task Force.

Building an analytic framewark for evaluating Chinese mili-
tarypower is difficult. T he further into the future we peer. the hard-
eritis o predict capabilities and intemions. We can reach relatively
well-informed judgments about PLA capabilities in zoo8; simi-
lar juclgments about 2018 are highly speculative; and comparing
PRC (0 U.S, cupabilitics in 2028 is still more difficult.

These difficulties are compounded because o the refalive Jack
of trunspurency in the Chinese defense establishment. The direc-
tion in which the Chinese military appears to be moving is easi-
cr to determine than the ratc at which it progresses given
information in the public domain. Chinese doctrinal writing,
declared budget pricrities, arms purchases, traiming innovations,
and reform ofpersonnel managerent systems provide a fairly good
picture of the capabilities the PLA hopes 1o develop and the
types of wars it wants to be able to fight and win. The speed at

[21]
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which the PLA is able to travel down this road is another, and nwch
less certain, matter.

The Task Force is aware ofthe problem of "mirrorimaging” —
the tendency to equate a potential enemny’s situation with one's own,
whether stratcgically, organizationally, cultacally, or materially.
The United States must not limit its assessment of potential
Chinese capabilities to traditional U.S. plans for war. The PLA
may &ry to solve problems in amanncr considered unlikely orunsat-
isfactory hy 118 defense planners.

The issues of Chinese military modernizationhave heen raised
before in other reports, books, arlicles, and conlerence proceed-
ings.” With some notable exceptions, these studies have tended
to adopt one of two approaches: a [ocus on the absolute increas-

*An incompletelist from just the last severnl years includes: Department of Defense,
zo0z Anmual Report on the Mifitary Power of the People's Repreblicor Chins (ulyacoz),
Repore w the Congress of the U.S.- China Security Review Commission (Julyaa0z), Natien-
alIntelligence Cauncil Ching and Weapoas of Mass Destruction: |mplications far the
Uhited States (199¢); David Shambaugh, Modernizing Chine's Military: Progress,
FProblerns, and Prospects (Berkeley, CA: University of Califormia Press,2003): James C.
Mulvenon and Andrew N.ID. Yang (cd.). The People’s Liberarion Army as Qrganiza-
tiore Reference VolumeV, 1.0 (RANDzogz), Solomon M, Karmel, Ching and the Peo-
ple's Liberton Army (New York, NY: 3¢ Mantint Press, moe ), Larry M. Woregel fed ),
The Chinese Armed Forees in the ngt Cennery (1.8 Army War Callege SnateyicSind-
ies [nstitute. 1999}, Susan Puskaied.), The Penple’s Liberation Army After Next
(Carlisle, PAULS. Army War College Strategic Studies Institute, mos jJames R Lil-
ley and David L. Shambaugh {ed.), Chéina'sMifiracy Faces the Futue (Armonk, NY:
M.E, Sharpe, 1999}; Jurnes C. Mulvenon and Andrew NI Yang {ed.), The People s ik
eration /Lrmy n che Informaation A ge (RAND), wagh You i, The Armed Forces of Chima
{London: LB. Tauris, 1999); Michac| T} Swaine, The Role ofthe Chinese Milirry in
Natiunal Secerity Paliymaking (RANID, 14087 Robert 3. Ross, “Navigating the Taiwan
Stoaic Dieterrence, Esculation Dotrinance, and U 5. -Ching Relatians, "Intermationad Secu-
0, Vol. 27,Issue 2 (Fall 2007} Thomas J. Christensen, " Pasing Problems Without Cateh-
ing Up: China's Rise and the Challenge for American Scourlty. " fternetional Security,
Vol. 25, Isue 4 {Spring20cuj; Michael O'Hanlop, " Why China Cattnot Congquer Tai-
wan,” International Security, Vel. 25, bsuex (Su mmcraoos, fa; Lilley and Cad Ford,
"China$ Milirary: A Second Opinion, National Interest, No. sz €511959). Bates G il
and Michael O'Hanlen, 'China's Hallow Military," Fhe Nationad Interest, No. jb
(Summer 1499% Andrew Scobell and Lany M, Wortee! (ed.). Chinr's Growing Mili-
tary Power: Derspectives on Seourty, Balliseic Missles, and Conventional Capabilities
(Carlisle, PA:U.S, Army War College Strategic Studies Institute. 2a02); The PIA and
Clinese Society i Transition: Coaterence Proceedings, {Washington. D.C: National
Defense University 2001); Fourth Annual Conference an Ching’s People's Libaration
Arzry: Confercnce Proceedings (Staunron Hill, YA: Amcrican Enterprise Instirutc,
Aupustaggsl.

(23]
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es in the quantity and qualicy of weapons systemsacquired by China
(from abroad ar domestically); ar an emphasis on the organiza-
tional, technological, und economic barners to deploying and
using these weapons etfectvelyand the continued relative back-
wardness of the People's Liberation Anny.

Comparing the backwardness of the PLA with the U.S. mil-
itary is not the most (ruitful analyical approach giventhe distinct
palitical and strate gic concems af the Chinese leadership. Rather,
the Task Force has tricd to place potential PR C military capabil-
ities it the context of their intended uses. In the case of Taiwan,
the ends to which Beijing might apply force may well involve polit-
ical pressure and potenrially cocrcive actions short of actual war
fizhting. PRC decisions to use force might be based on caleula-
tions other than (orin addition to) a simple assessmentol the quan-
tity arxlquality of U.S, Tauwanese, ad PRC forces. 1tis alsoimportant
to assess PLA capabilities relative 1o those ol other Asian milk
taries, rather than 1o ULS. forces alone.

[t is likewise difficult and nsky 10 reach conclusions about
Chinesc strategic and political intentions from PLA military
developments. The Task Force cautions against making a direct
link beeween what the PLA thinks and doces and what the Chi-
nese leadershipintends. We do suggest some indicalors of futore
rmilitary capabilities to watch. These capabilities nay offer insights
o tntentions, but the capabilities ofthe Chinese military can-
nat be automatically mapped anto the intentions of the county s
leadership.

This Task Force tocused on military issues. [thas not addressed
in detail the tutwie evolution of Sino- Amencanrelations, which
will setihe context of Chinese military planning. Pobrcal ractors
in China, in the United States, and inTaiwan —will deternine the
nature of the bilateral relationship. The political implications of
Chma’s military modernizationwill depend as much on the poli-
cies of the United States and China’sneighbors as onthe military
balance itself.

[23]
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CURRENT CHINESE: MILITARY CAPABHLITIES

Overview

The Councilon Foreign Relations Independent Task Force on Chi-
nese Military Power finds that the People’s Republic of China is
pursuing a deliberate and fucused course of milnary moderniza-
tion. but that China is atleasttwo decades behind the United States
in terms ot mulitary technology and capability. Morcover, fthe Unit-
ed States continues t dedicate significant resounrces 1o improv-
ing its military forces, ax expected. the balanee between the United
States and China. both globally and in Asia, 15 hkely o remain deci-
sively in Ametica’s favor beyond the next twenty years.

There are multiple drivers of China's military modernization.
The PLA, along with the People’s Armed Police and the People's
Militia. helps maintain domestic stability and ensure regime secu-
rity. China is developing limited power-projection capahilines to
deal with o range of possible conflict seenarios along its periph-
ery, especially in maritime areas. The PLA 1s acquiring military
capahilities designed ta detend Chinese sovereignty and territo-
rial interests and to pose u credible threat to Turwan 10 vrder 10
influence Taiwan's choices about its political future or. failing
that, to prevent Tawen from achieving political independence, These
capabilities are also intended to deter, delay, or complicate U.S. efforts
to intcrvene on behalf of Tuiwan. In addition, military modern-
ization 1s expected to enhance China's international prestige.

Chinais aregional power, and the Task Force does not envis-
age China becoming a globally comimitted military power in the
next two decades. I current trends continue (e.g., i Japan con-
tinues w esklew Jd le o a ujur iegional military powen), the Task
Force expects that Chinawill become the predominant military
power among the nations of East Asia. China’s current force
structure and doctrine provide effectuve “"defense-in-depth™
against any cffort to mvade and seize Chinese territory. That
structure includes severalmillion paramifitary and militia personnel
The PLA possesses power projection across Jand borders against
smaller regional powers and the ability to dislodge those powers

[24]
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from nearby disputed land and maritime territories. In the next
two decades, the Task Force expects Chinawill acquire a greater
capability to hold and seize such territories against combined
regional forces,

However, the Task Force also notes that although Chinawill
have the enduring advantages of proximity to Asia. Beyjing has tra-
ditionallybeen weakest and the United Stateshas traditionallybeen
strongestin the maritime, acrospace, and technological dimensions
of military power. Consequently; althaupgh China is aleady the strongest
continental military pewer in East Asia and destined to become
an even greater power beyond its littoral borders, a sustained and
robust U.S. naval and air presence can likely offset the ability of
Beijing to leverage tuture military capabilities into a real advan-
tage against U.S. and allied interests in the Asia-Pacific region over
the next twenty years, if not longer.

The Taiwan Straitis an area o fnear-term military concern. Cur-
rent Chinese policy 1s (o avoid a military confrontation if at all pos-
sible. For the next decade, a focal point of Chinese military
developmentwilllikely remain achieving the ability to influence
Taiwan’s choices about its political futurc or, failing that, to pre-
vent Taiwan from achieving formal independence. Here, China
is morc likcly to usc new technologics and asymmetric stratcgics,
not to invade Taiwan outright but rather to achieve political goals
such & forcing the resumption of political dialogue between the
two sides on the mainland’s terms. In a ciisis, China may also use
its military to counter Taiwan’s economic prosperityby blockade,
laying mines in the Taiwan Strait, or other means. Moreover,Bei~

jing could decide to utilize force against Tuiwan under certain cir-
cumstances even if the balance ¢ ftorces across the strait tavored
the United States and Tarwan.

The PLA currently has the ability to undertake intensive,
short-duration air, missile, and naval attacks on Taiwan, as well
as more prolonged air and naval attacks. The efficacy of either
scenario would be highly dependent on Taiwan’s political and rml-
itaryresponse, and especially on any actions taken by the United
States and Japan.

(25]
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Although U3, forces would ultimately prevail in amilitarycri-
sis or conflict, Beijing might be able to impase seriousrisks and
costs on the ULS. military ifthe United States concluded that it
was necessary to comniit ¢ir and naval forces to battle with China
in defense of Tawan Sovremenny-class destroyers armed with Sun-
burn antiship missiles and Kilo-class submarines armed with
wike-homing torpedoes—plus the almost two dozen older sub-
marines China could put to sea—could slow the intervention of
a naval task force.

Any conflictacross the Taiwan Strait would have an extreme-
ly adverse impact on the sirategiclandscape in Asia, regardless of
the military cutcome. Therefore, the most critical clement of
U.S, strategyin the cross-strait situation is to deter and minimize
the chances that such a crisis will occur. Taiwan is fundemental-
Iy a political issue, and any effective strategy must coordinate
military measures designed to deter with diplomaticefforts to reas-
surc both China and Taiwan erediblythat their worst [ears will not
materialize, For U.S. policy toward Taiwan, this means providing
Taiwan with weapons and assistance deemed necessary to the cre-
ation of a robust delense capability and not making a deal with
Beijingbehind Taipei’s back. For U.S. palicy toward China, it means
maintaining the ¢lear ability and willingness (o counter an appli-
cation of military force against Taiwan while conveying to Bei-
jing a credible U.S. commitment fo not support Taiwan’s taking
unilateral steps toward de jure independence.

T he Task Force expects that the United States will continue to
possess overwhelmingdominance over China’s nuclear forces for
the foreseeable future. China, however, is improving the surviv-
ability ol 1ts small, retaliatory, “countervalue™deterrent loree.
China’s nuclear arsenal will likely expand in number and sophis-
tication over the next tento twenty years. Although the Task Force
is uncertain about the speafic impact of U.J. missile defense
plans on Chinesc nuclear modernizationin terms of numbers and
force deployment, we believe that China will do whatever it can
to cnsure that a ULS. missile defense systein cannot negate its abil-
ity to launch and deliver a retaliatory second strike.

[26]
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Development of Limited Power-Projection Capabilities

China s shiftingfrom a continental orientation requiring large land
forces for “in-depth”defense to a combined continental and mar-
itime orientation that requires a smaller, more mobile and more
technologically advanced “active peripheral defensc”capability. The
PLA will eventually develop 4 limited power-projection capabil-
ity through the acquisition of ncw weapons platforms and inno-
veétions 1n doctrine and training—especially by the air, naval, and
missile forces.

AirForce

With the introduction of new weapons and the improvement of
pilot training, the People’s Liberation Army AirForce (PLAAF)
has made some progress extending its capabilities beyond &-to-
air interceptions and limited air-to-ground strikes. China has
acquiredloo-plus fourth-generation fighters {SU-275 and SU-30s)
from Russiasince the earty1ggos. These mrcraft are far more advanced
than any other fighter in the PLAAF’s inventory. Used primar-
ily for high-altitude interception, capable of Mach 2,55, and very
maneuverable in high-altitude combat, the SU-27has been com-
pared to the American F-15C, The aircraft carries six radar-hom-
ing Alamo air-to-airmissiles { A AM s Jand Archer infrarcd AAMSs.
The SU-30, which has a range of 3,000 Kilometers, has the air com-
bat capabilitics of the SU-27 as well us ground attack and closcair
support capabilities. The SU-30 has more advanced avionics and
radar than the SU-27 and givesthe PL A AFfor the first time the
capability to tly missions far from the coastline, In addition,
PLAAF pilots now engage in more realistic combat training
CACLIUINES,

Despite these improvements, the PLAAF still has limited
capability to conduct ground and naval support, air-t-air inter-
ception, and ground attack. The PL AAF has had difficulty inte-
grating the new fourth-generation aircraft. Pilot training, while
improving,alsoremains a challenge. Sortic generation is a prob-
lem, and the PLA AFwould have difficulty sustainingan extend-
cd air campaign. The PLAAF lacks demonstrated off-shore,
long-rangebomber or lang-range strike aircraft capability, It also

{27}
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lacks an operational, in-flight refueling capacity for more thenioo
awrcraft (four regiments), an airborne carlywarning and control capa-
bility, and a strategic warning and real-time surveillance and
reconnaissance capability.

The PLAAF has difficulty with joint operations (simultane-
ous fighting with aircraft and ground or naval forces) and prob-
ably does not have the capabilityto do real-time reconnaissance—its
aircraft a= strictly controlledby ground-based command-and-con-
trol systems. Although new surface-to-air missiles (SAMS) give
China 2 much-improved air defensecapability, the PLAAF would
havelittle air point defense and little confidence that it could pro-
tect airfields near the coast against an adversary with stealth and
long-distance strike capabilities.

Na

Th::j;cop]c's Liberation Army Navy (PLAN) is working to devel-
op a new generation of surface combatants with improved air defense,
antisubmarine, and antiship capabilitics; inodern conventional
and nuclear attack submnarines with advanced torpedoes and
cruise missile capabilities;an improved naval air arm; and great-
ly improved replenishment-at-scacapabilitics.

China’s most advanced destroyer is the Russian Sovremenny-
class destroyer. The Sovremenny, specifically designed to counter
U.S. Aegis-class destroyers, is a major improvement for the
PLAN.The destroyer carrics Russian Sunburn antiship missiles,
which are among the most advanced in the world and againstwhich
there are only limited countermeasures. The PLAN is also seek-
ing morc capable antiship cruise missilcs and land-attack cmise
missiles (LATMS). The Kilo-Cluss submarine, also procured rom
Russia, is anothcr impressive advance forthe PLAN, cspecially when
armed with wake-homing torpedoes.

The PLAN is limited by alack of integration in its command.
control, and eomnunication systems; targeting; air defense; and
antisubmarine warfare capabilities. PLAN ships are vulnerable to
attack by aircraft, torpetloes, and antiship missiles. The navies of
the ASEAN nations could, if able to operate together, exclude the
PLAN from the South China Sea.

[28]
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Missiles

China is improving the suarvivability of its small, retaliatory,
“countervalue"deterrent force. This transition imphes, over the
medium-to-long term, the development ot a larger (yet still rel-
atively small) number of land- and sea-based longer-range ballislic
missiles with improved range, accuracy survivability, and penetration
against a limited missile detense system. These missiles are like-
ly tu be fitted with smaller nuelear warheads. China also expects
ta developa moadem gtrzltegicﬁur\mmam‘r, carlywarning, and bat -
tle management systent, with advanced land, arrborme, and space-
based command, control, communications, computers, intclligenee,
surveillance, and reconnaissance (CAISR) USSELs.

Tn addition, seme PLA analysts have argued that China should
acquire a mote sophiscated conventionalmissile capability inresponse
o the United States” technalogically supenor conventional the-
ater-oricnted strike assets. This includes more mobile and accu-
rate short-range ballistic missiles (SRBMs) as well as LACMs.

PLA MODERNIZATIONN POLITICAL CONTEXT

China‘s defense modernization servesboth internal and external
objectives, and it is intlucnced by both domestic and cxternal
varables. China’s leaders must make trade-ofts between the objec-
tives ofpromoting econamicdevelopiment and greater integration
inte the world economy; muintaining political stabilily: and
defending territorialintegrity, including preventing Taiwan from
moving closcr to independence. Given these multiple objectives.
attimes Beying may prionitize some gouls overothers, and it may
adopt achanging nux of domestic and foreign policies 1n pursuit
ol these goats.

Domestic Godls

Far the foreseeable ~+ =, Chunia is preoccupied with domestic prob-
lems —ecnsunng a smooth political succession: mitigating the
dangers arising from the massive burden of nonperforming loans
and a potential banking crisis; curbing rising unemployment;
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reforming state-owned enterprises: modernizingthe legal system;
amgcliorating growing socialand regional mequality, combating ram-
pant of [icial corruption; improving the environment: dealing with
ATDS, SARS, and other public health crises; and dampening
popular unrest. China’s leaders, including those now stepping
into top party and government positions, appearto have reached
a strong consensus on the prime importance of a peaceful inter-
national environment in general and good relations with the
Linited States in partieular—external conditions conducive e
dealingwith their challengingdomesticagenda. The recent lead-
ership successionis unlikely to change strategic goals in the near
term, cspecially with Jiang Zemin both retaining the chairmnan-
ship of the Central Military Commission and maintaining a
strong influence within the civilian political leadership.

The primary domestic goals of China’sleaders are maintain-
ing the rule and survival of the Chinese Cominunist By, pro-
moting economic development, ensuning national unity, and
preventing domestic unrest. The PLA is concerned with achicv-
ing its professional mission (being able te fight “limited wars
under high-tech conditions”), protecting its political standing
and influcnce. and maintaining, if not cxpanding, its sharc of
national resources.

The current starc of civil-military relations dates back to the
mid-1990s and represents an important change from the previous
twao decades. For much of the1g8os and the carlyiggos, there was
a broad civil-military understanding that limited PLA budgets,
promisingeventual benefits once the rewards of economicreform
werc realized. Daring these years, China’s main focus was fostering
economic growth by reforming the moribund centrally planned
economy. Defense was clearly the fourth of the “FourModem-
izations” {agriculture, industry, science and technology, and
defense). The PLA lackedfunding for major equipmentmodernization
and had to “do morc with less” hy professionalizing and strcam-
lining, PLA modernization during this period was characterized
mainly by troop reductions and some improvements in training
and personnel management.

[30]

__E*ff_

11-L-0559/0SD/50603



75872_Text.Rl 6/12/03 14:58 Page 3$'

Tk Farce Report

The terms of this understanding changed in the mid-1990s, An
altered sceurityenvironment and ncw asscssments of the chang-
ingnaiure of warfare motivated the PLA to dedicate itself to becom-
ing a more professional and operationally competent military.
T he altercd security cnvironment centered on Taiwan and a grow-
ing antagonismwith the United States as well as on new U.S. capa-
bilitics. Developing a defense againstthe enonnousU.S. capabiiities
for long-range precision guided munitiens, stealthattack, and real-
time hattle management heeame a pressing challenge far the
PLA.

In addition, rapid economic growth permitted defense budget
increases and weapons purchases from abroad. Increased central
government revenues allowed the civilian leadershipto reward the
PLA for quclling the demonstrationsin Tiananmen Square, to ful-
£l its promise to dedicate more resources to militarymedernization
once the larger economic reform program was underway, and to
compensate the military as it withdrew [rom commereialventures
atter 1998. Since the early 19g90s, real military spending has
increased.

Taiwan

The long-term primary objective of PRC leaders vi-i-vis Taiwan
is to achieve reunification on Beijing’s terms. China’s near-term
objective is to stabilize the relationship and 10 make tangible
progress toward some sort of reunification with Taiwan or at
lcastto prevent further movement toward independence. China's
current Taiwan strategy consists of four parts: military leverage;
economicintegration; *“united{ront” tactics of reaching out to Tai-
wanese business people and political factions within the Kuom-
intang, Democratic Progressive Party, and Pcople First Party,
while isolating President Chen Shui-bian; and squeezing Taiwan
on the internativnal stage. Within the strategy of military lever-
age, the PLA’s objective has been to acquire the military capabil-
ity required to demanstrate sufficient power to influence a
political/diplomatic outcome on the Taiwan issue; and/or the
abilityto deny, delay, or deter US. intervention in supportof Tai-
wan.

(3]
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China currently has a preference for a peaceful resolution of the
Taiwan situation and in recent vears has taken a more concilia-
tory line. Beijing apparentlybelieves that while political currents
may be moving in a worrying direction toward greater suppaort for
Taiwanese independence, economic developments promoting
interdependence across the Taiwan Strait and military trends
increasingChinese leverage are moving in Befjing's favor. Sill, (hese
trends may reverse; or Beijing may perceive them to be reversing
aven i{‘-they are not, and Ching may againin the future rely more
O COErCIVe Measures.

The itnpulses of China’s military modernization are multiple.
Bureaucratic politics, interservice rivalry, industrial policy, and
the reality that China has long land and sea borders to detend all
motivate militarymodemnization. Taiwan provides the mission around
which the PLA can organize some aspects of modernization,
but, like their counterparts in the United States, Chinese defense
planners are grappling with threat-based (Taiwan) versus capabilifies-
bascd (uncertain futures with the United States, Russia, India, and
Japan, and on the Korean Peninsula} scenarios.

External Goalks

The primary external goals of China’s leaders are the achievement
of China's hoped-for place of respect and influence within the estab-
lished institutions of the international system;the defense of ter-
ritorial integrity; the completion of China’s full intcgration into
the global economy: and the promotion of a peaceful regional and
intcrnational cnvironment supportive of domestic cconomic
growth.

Within this framework, PLA modernization addresses specific
military and political objectives: the sceuring of Beijing’s intercsts
alongthe periphery of China’s eastern and southeasiern provinces;
the eventual acquisition of power-projection and cxtended terri-
torial-defense capabilities commensurate with regional power
status; and the cnhancement of China’s internationalprestige. A -
though China is increasingly a great power economically and
diplomatically—the resolution of a wide range of intemationalissues
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increasingly requires the participation of China—great power
status as a military power lies beyond China’s present capabilities.

This study has ocourred during a time of rapid change. The world
looks very different afterthe terrorist attacks of Septemberis, 2001.
Beijing’s assessments of the overall strategic environment and of
Chiraa's place in the world immediately alter Sepiember are prob-
ablymixed. Events that are likely «» worry Beijing include the vic-
tory in [raq. NATO’s continued cxpansion, the war in Afghanistan
and the stationing of 1.8, troops in Central Asia, T1.S, military
cooperation with India, and the U.S, withdrawal from the Anti-
Bailistic Missile (ABM)Treaty.

There are other longer-term trends that may balance Beijing’s
negative assessnent of China’splace in the world. Most impor-
tant, Chinese officials apparcndybe]ieve that time is on China’s
side. In Beijjing’s view, China’s leverage —econoric, diplomaltic,
and milit ——continues to grow relative to the United States and
¢ 1 other actors.

United States
Sino-Americanrelations have significantly improved sincethe KP-
3incident, when a Chinesefighterplane collided with a U.S. Navy
surveillance aireraft, in Apnl 2001. Putting aside the most volatile
1ssues in the bilateral relationship, both sides have found new areas
af cooperation, in particular the war againstterrorism, nonproliferation,
and the management of tensions on the Korean Peninsula. Bei-
jing has benefited from a shift in U.S. strategic priorities—away
(rom worry aboul the rise of a potential “peer competitor’” Lo

concerns about terrorismand weapons of mass destruction—as well
15 from Washington's need to avoid problems with China as it address-

es erises in Iraq and North Korea. Beijing also now recognizes that
a more confrontational approach to foreign policy and denunci-
ations of alleged American “hegemonisin "arc only likely 1o pro-
voke a hostile response in Washington,

How long Smo-American cooperationiasts will depend in part
on relations across the Taiwan Strait, Over the next five to ten years,
a Taiwan scenario remains the only real possibility for major
armed conflict between the United States and China. Both the

(33]
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PLA and the U S. military increasingly view cach other through
the prism of a such a scenario. Much of Beiping's current confi-
dence aboutSino-American relations rests on positive perceptions
of the state of crass-serait relations and the U.S,-China-Taiwan
triangle. This confidence could be severely dented by increased U.S.
military coopetationwith Taiwan or the perception that the Unit-
ed States is supposting amove toward Taiwanese independence.
Any conflictaeross the Taiwan Strait would, and even a cnisis
short of conflict could. have an extremely adverse impact on the
strategiclandscape in Asty, regardless of the millary outconye. There-
fore, the mose critical clement of LS. strategy in the cross-strait
sttuation is tu minimize the chanees that sucha erisiswall oceur.
Taiwanis fundamentally a political issue, and any effective strar-
egy must coordinate military measures designed 1o deterwith diplo-
matic ettarts toreassurebath China and Taiwan credibly that ther
worst fears will not materialize. For U.S. policy toward Tuiwan,
this means providing Taiwan with weapons and assistance deemed
necessary to the creation of a robust defense capability while noi
making a deal with Beijing behind Taiper’s back For U.S. pelicy
toward China, it means maintaining the clear ability and willingness
to counter any application of military force against Tuiwan while
conveyingto Beljing a credible U.S. commitment to not support
Tuawan's taking unilateral steps toward de jure independence.

Russia

Among China’s other external relations. its relationship with
Russia s the onc most likely to influence the pace and scope of
PRC military modernization. China is critically dependent on
Kussia for more advanced weapons and detense technologies s
well as spirc parts and repairs. Suspicion by cither side of the other’s
strategicintentions could derail the relationship. Since this sup-
ply relationship is a signiticant valnerability for the Chinese,
China would like 10 reduce its dependence on Russia, although
the poor state of China's cwrdefense indusirics remains asignificant
impediment ta achieving this goal.

(34]
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Japan

SdﬁlO—J apaneserelations are characterizedboth by deep historical
suspicions and by political and economic cooperation, as well as
by growing security concerns. There are a number of issues that
affectthe tone of the securityrelationship and long-term defense
planning in both countries, such as Chinese missile development
and the cxpansion of Japan's Maritime Sclf-Defense Force.

Some Chinese leaders are increasingly wary of the geals of the
U.S.-Japan alliance. This suspicion cmerges from a belicfthat the
alliance was strengthened in order to facilitate US-Japanese
cooperation in defense of Taiwan and more broadiy to contain or
constrain China’s ability to exert greater influence in the region.
The zooz China Defense White Paper expressed concerns over
joint U.S.-Japan rescarch on a missile defense system. Some Chi-
nese analysts have also expressed reservations about the dispatch
of aJapanese destroyer ammedwith the Aegis system to protect replen-
ishment ships i supportof US . troops in Afghanistan. These con-
cems are part of larger Chinese fears that Japan may consider a
constitutional revision and eventual remilitarization.

In November 2002, a task force sponsored by Prime Minister
Junichiro Koizumi of Japan released a report designating China
asJapan's top foreign policy priority forthe immediate future. Cit-
ingconcerns that China‘s military buildup could posc a serious threat
to Japan, the report called [or greater transparency in China’s
military modernization. Japanese defense analysts are closely
monitoring the developmentof short-rangemisstles and anticarrics
and other antiship capabilitiesby China.

Rured

Korcais the key arca of chanpe sinee the Task Force began its work
in February 2002, Beijing is seriously concerned about the prospect
of a nuclear North Korea (the Democratic People’s Republic of
Korca, or DPRK). The potential proliferation consequences of a
nuclear North Korea—with South Korea and Japan possibly
developing their own nuclear capabilitics in response—threaten
China’s sceurity interests. In addition, a resunption of North
Korean ballistic missile tests could destabilize the region and
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provide further justification for a U.S. deployment of theater
missile defenses.

Despite Beijing’s apposition to a nuclear Korcan Peninsula, pre-
venting or rolling back a North Korean nuclear program is only
onc of China’s objecrives. Beijing wants to avoid the implosion of
the DPRK since such a collapse would have massive human and
economic consequences for China. Given these considerations, Ber-
jing isunlikely to support economic sanctions or a military strike
againstthe NPRK . China’spreferred strategy in the current cori-
gis 18 1 multilateral deal that trades North Korea's abandonment
ofweapons of mass destruction for the normalization of relations
between North Korea and the United States and that encourages
bread economic reforms in North Korea,

India

China and India increasingly compete for political and econom-
ic influence in the region. Indian policymakers and defense ana-
Iysts arc concerned about future power projection by China and
have cxpressed repeated uncase about Chincsc activities in Burma,
particularly those with relcvance to the Andaman Sea and the Indi-
an Qcean, Chinese analysts are monitoring increased coordina-
tion between the U.S. and Indian militaries. Both India and
China pay careful attention to developments in the other’s mili-
tary, especially in the areas of missiles, nuclear weapons, fourth-
generation aircraft, and “bluewater™ navy capabilities.

Other Regiony

As long as the anms and defense technologyembargo levied by the
United States and Eurpe after 1989 ramains in place, Furope'simpor~
tance 10 China will continue to be mainlypolitical and commer-
clal in nature, while the South China Sea and Central Asia will
continueto be areas of significant concern for Chinese leaders. Major
developments in those areas could aflect deployments bul are
less likely to affect the overall military modernization program than
are factors relating to Taiwan, the United States,Japan, India, Korca,
and Russia.

[36]
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International Organizations

Duringthe 1ggos, Beljing increasinglymoved 1n the direction of
integration with the established global and multilateral systems,
includingtrade agreements, treaties, and UN activities. The deci-
sion to sign thc Comprehensive Test Ban Treaty, for cxample, reflect-
ed Bening’s conclusion that China could not be seento be outside
of what was considered a globally accepted treaty and judgment
ol the satislactory state o[ China's nudear weapons development.
In addition, China’s hosting of the 2008 Olympics creates an
cven greater need to avoid additional external tensions.

Given current domestic and international challenges, Beijing
requires a secure external environment, centered on stable U.S.-
Chinaties, sothat it can coneentrate on domestic challenges. The
PLA will continue to develop limited power-projection capabd-
ities over the next five years. Current Chinese priorities, howey-
er, ofter the potential for the United States to influence through
diplomatic, political, and military measures both longer-term
Chinese plans for military modernization and Betjing'spolicies relat-
ing to the threat ofthe use of force.

PL A REFORMS AND DEVELOPMENT ASPIRATIONS

PLA force deployments are basically unchanged since the mid-
1970s and 1980s: ground forces remain concentrated in north
China; the air torce, though mere breadly based than either the
navy or ammny, is tied Lo the army’s military regions and retains a
significant concentration of bases ncar Taiwan in the Nanjing and
Guangiu military regious, and the navy is distibuied ainong
the North, East, and South Sea Fleets. The most notable change
in force deployment was the expansionof the PLA's short-range
ballistic missile forces during the late 1ggos and the deployment
of almost 400 SRBMs acrass from Taiwan,

The elements of PLA modernization fit loosely into three
categories: (1) the development, procurement, acquisition,and field-
ing of new weapon technologics; (2) the developmentof new oper-
ational concepts and joint war-fighting doctrines for weapons

[37]
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deployment and “cmployment (i.e., the use of these newweapons);
and (3) an array of institutional reforms necessary to underwrite
the first two categorics.

In the next two sections, the Task Force notes important
changes in docirine and progress in personnel reform. The acqui-
sition of speeific weapons platforms and recent improvements in
training are discussed in more detail in the following sections deal-
ingwith the needs ofthe specificservices—ground, ar, naval, mis-
sile. and information warfare lorces. These sections include
discussions of development programs and future aspirations 2§ well
as of factors thal continue 1o trouble these programs and could slow
the PL A% attainment of its goals.

The Task Force has tried to demarcate clearly the differences
among three conceptual categories: current capabilities, develop-
ment programs, and future aspirations. By *capabilities "the Task
Force means both the military hardware currentlypossessed by the
PLA and the ability of the Chinese military to train with, deploy,
logistically support, and employ these weapons. The Task Force
has also linked capabilities to specific military, political, and strate-
gic goals. We use “dwcelopment programs” to designate thosc
capabilities (he PLA is currently developing but has not yet mas-
tered. China is likely to develop many of these capabilities over
the rext ten Lo fifteen years, “Aspirations suggests (hose programs
the Chinese military is most likely 1o try 1o developin the future
given strategicintentions and military nceds but which the Chi-
nese military may not masterover the next two decades or longer,

Doctrinal Innovation

Compared with the U.S. military, doctrine in the Chinese mili-
tary tends ta be Iess operational and practical and more ol a con-
struct, guiding the development of PLA capabilities and posture.
Still, analyzing Chinesc writings provides a sense of baseline
aspirations.

Since the early1ggos, the need to create a PLA able to fight
and win “limited wars under high-tech conditionshas been the
cuidingprinciple of Chinese military modernization. “Lintitedwars
under high-tcchconditions™are conflicts with limited political objec-
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tives and geographic scope and short in duration but with deci-
stve strategicoutcomes. They a-eusually foughtover territorial claims,
economicdisputes, or ethnic rivalries. These wars are not region-
wide, much less global conflicts, but they can be very large in scale
and intensity.

[n such limited conflicts, a single campaign may decide an cntire
war, These conflicts consist of high-1ntensityoperations, based on
mobility, speed, and deepreach; they cinploy high-technology weapons
that produce high letalityrates, Fought in all the battle space dimen-
sions simultaneously (air, land, sea, electromagnetic spectrum,
and outcr spacc), these wars are information intensive and criti-
cally dependent on C*ISR. They are also characterizedby joint-
service operations;they will produce high reseurce-consumptien
rates and thus will be critically dependent on high-speed logistics.

The PLA believes that the initial campaign in a “limited war
under high-tech conditionswill likely be the decisive campaign.
Once a state othostility exists, the PLA’s operational-level guid-
ancc calls for the unrclenting prosccution of offensive operations.
The objective of the campaign might be to defend against an attack,
but the military action is offensive, This representsa major doc-
trinal changefor the PLA, which has typically fought wars of attri-
tion.

In the conduct of these wars, the PLA operational-level guid-
ance calls for adherence to the principles of “integratedoperations
and key-point strikes.” These are multiphase operations that
coordinate mobile warfare, information warfare, psychological
wartare, and special operations. They are part of alarger caunpaign
of paralysis, in which the PLA destroys an enemy’scommand-and-
control system; cripples its campaign, information, and logistical
systems; and eliminates its enemy’s most advanced weapons
systems.

Persomnel

Over the past severalyears, the PLA has substantially reduced its
size, and 1ts personnel system has undergone major reforms.
Downsizing the army, deactivating some units with outdated
cquipment and shifting some to the People’s Armed Police,
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restructuring the naval and &r units, and dismantling and merg-
ing internal organs of units at and above the corps level reduced
the total size of the PLA 10 2.35 million people by the end of 2001.
The PLA moved in 1998 [rom a three-year conscription system
for the army and a four-year conseription system for the air foree
and navy to a two-year conscriptionsystemfor all the services. From
1997 t0 2000, the sizc of the army was cut by 186 pereent, the navy
by 11.4 percent, the air force by 12.6 percent. and the Second
Artillery by 29 pereent.

Important innovations in the personnel system are occurring
in several key areas: the introduction of officer accession. the
developmentof a professionalcorps of noncommissioned officers
(NCOs), the improvement of the officer personnel management
system, and the intensification of professional military education.
The PLA recognizes that in order to develop officers capable of
successfully conductinglimited wars under high-tech conditions,
it must be able to selectcandidates knowledgeablein a variety of
areas including advanced technologies and engineering. In an
cffort to meet this need, the PLA is developing widespread offi-
cer recruitment programs 4l civilian universities and creating a mution-
al defense scholarship program to recruit potential officers before
they begin their college studies. The PLA has also expended
great effort to create a carps of professional NCOs who are tech-
nically and professionally competent.

In order 1o improve the quality of those commanding officers
alrcady in the PLA, new regulations have increased mandatory pre-
commandtraining. The PLA also has begun 1o close many redun-
dantacademies in the militaryregions, to consolidate many of the
higher quality academies, and o increase cooperalion between civil-
Tanunijversities and military academies so as to enrich the curric-
ula and teaching staffs.

Many of these programs have only been in effect for a few years,
some for only onc or two. At the end of thisprocess, the PLA hopes
to have a substantial pool of educated and experienced senior field-
grade officers and junior flag officers able to deal with the sophis-
ticated concepts involved in making the PL A a more competent

[40]
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world-class force. The same is hoped for in the case of junior offi-
cersand NCOs,

PLA training has since the late 19905 cmphasized stnall-scale,
specialized tnaneuvers consistent with the organizational and
doctrinal shifts of fighting a limited war under high-tech condi-
tions. The PLA has oniented much ol its Lraining for defense against
the use of stealth aircraft, cruise missiles, and electronic wartare
by a technologically advanced adversary The People’s Libera-
tion Army Navy has exercised longer sea patrols, trained around
the castern costof Taiwan and near the Philippines, and practiced
several operations never before performed by the PLAN (e.g., air-
borne supply, antiship missile attacks, fire damage control, and open
ocean operations). There have also been numerous reports ol
amphibious landingdrills and other exercises seemingly in prepa-
ration [or a Taiwan contingency.

PLA Ground Forces
PLA modernization efforts focus on developing units able to
conductlitnited. joint operation campaigns at and beyond China’s
borders. Reforms have created smaller, more {flexible ground
forces, dl better motivated, trained, and equipped. These forces
will be centered in rapid-reaction its possessing limited, yet increas-
ing, airhome-drop and amphibious power-projection capabilities.

The number of ground troops has been steadily decreasing, they
number 1.6 million teday. Downsizing and restructuring are
designed L create a standardized combined-arms force that has
more modern weapons and equipment, greater mobility and fire-
power, and, most important, a higher state of readiness, All
infantry divisions within the PLA now have armor. (Prior to
1997, only half the infantry divisions had tanks or armor assigned
to them.) Also, all armored units now have mechanized infantry.
Within a decade, one-thirdof the PLAs ground forceswill be orga-
nized and equipped to conduct fully integrated combined-arms
opcrations.

The PLA is divided into two types of ground forces, each
designed for different types of missions. First, “high-priority
units” —the smallerand more mobile joint-operation units—will

(4]
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be equipped with more technologically advanced weapons. These
units, critical to the rapid projection of PLA power, will create a
combined-arms army able 1o mohilize not only infantry forma-
tions but also combinatians of infantry, armor, arhillery, and com-
bat engineers. The second (vpe of unit is focused primanly on border
defense and intemal stabilicy; these units are larger and armed with
older equipmient.

PLA ground forces are primanly armed with equipment from
the 19508, 1a60s, and 1970s. Chinese defense industrics still sof-
fer from serious shortcomings in research and development
(R&D) as well as manufacturing technology, and overseas arms
purchases primartty supply the air foree, navy; and the Second Arllery,
One major improvement in ground force equipment worth not-
ing is the ficldingof the T-g8 tank Although made vulnerable by
its heavy weight,the T-g8 tank, which is the equivalent of the Rus-
sian T-72, has a powertulizs millimetergun and is equipped with
an array of (ire-control and Largeting systens that iake itjust a
halt-step behind the best tanks in the West. The actual numbers of
this new Lank, however, appear 1o be small—perhaps as few as 60.

The PLA hopes o broaden the education of its leaders by pro-
viding them with & widcr array of cxpericncesand ensuring that
every officer has a college degree by 2005. According 1o the PLA.
today 80 percentat the officer corps have a collegceducation. These
degrees do not necessarily come [tom four-year civilian universi-
ties; many are from two-year associate college programs affiliat-
cd with military acadernics. Althpugh the education Jevel of
ofticers is low hy Western standards, these rates are an improve-
ment for the PLA.

[ additivn, an vn-cawpus offices -sacruing prograim js sluw-
Iy being implemented at select civilian universities {often ertoneously
described as a reserve officer training corps [ROTC] program),
A system for the creation of enhanced prefessional NCO corps
has grown very rapidly since the implementation of the 1999
Military Service Law, Maost of the NCOs are in their [irst three-
year term, and <o the end results of Lhis process remain to be seen.

PLA maining exercises have improved significantly over the last
decade, Training has shifted to what the United States refers to
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as standards-based training, and many excrcises now includethe
use of an opposing force. Also, some PLA training is conducted
in combined-arms training centers that resemble U.S. Army
training centers. There has also been significantly more joint
training between the PLA ground forees and theairforee ad betwoen
the ar force and the navy over the last five years, although still far
less ofeach than in the United States. PLA leadershaw made strides
in developing an objeclives-based and objectives-assessed train-
ing doctrine. In this regard, failure in training is tolerated if the
problems are correctly identified and effectively addressed.

PLA Ground Forces; Continuinglssues

Developing an expeditionary (over-the-water)capability for PLA
ground forces will require much greater improvements in strik-
ing depth, logistics, material. and anny aviation (helicopters).
Coordinating reforms across multiple areas simultaneoushy—
doctrine, personnel, equipment, and training—has not becn an casy
task for the ground forees and is likely 1o affect both the speed of
reform and its efficacy. The amy’s ability to manage these reforms
is made even more difficult by the service’slow priority compared
with aix naval, and SecondArﬁ]lery forces in the increasingcom-
petition for financial resources.

The cumbersome task of preparing for dual missions-power
projection and the ability to reestablish domestic stabilityin case
the People’s Armed Police should fail to control disturbances—
slows the pace of developinga more cffective cxpeditionary foree.
In terms of actually completing these missions, PLA ground
troops suffer from significant shortcomingsin command-and-con-
Lol it defense, lugistics, and columunications.

Command-and-contral will be one ofthe most difficult obsta-
cles to overcome, not only because of limired equipmentbut also
because of Lthe overcentralization of leadership authority. Due 10
such shortcomings,many PLA officers resist further reducing and
redeploying China’s large ground force units. Such units are
placed along China’s periphery near where they could be expect-
cdto fight Also, afurther reduction in ground forces through demo-
bilization presents all sorts of economicproblems.
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Specialoperations and coordination with follow-on conventional
foroes currently reccive special attention and funding, but many
problems remain to be solved. A lack of suitable, secure, and
Jjam-resistant communications equipment, problems with rapid-
ly transmitting data from dispersed special force units to the
appropriate conventional force headquarters, and the challenges
inherent in airborne and sezhome expeditionary forces main-
taining continuous contact with special operations units pose
daunting challenges to PLA command structures.

PLA training, althougl iinproving, comaius suine vestiges of
Mao-eracullure; many large-scale exervises are choreographed for
senior leaders, Moreover, the miltary educational system is still
more or less staffed as it was when it was created for a force of
{our million. Consequently. there are stagnant faculties with no
operational experience, outdated curricula, and poor teaching
methods.

PLA Navy

Although historically a contnental/littoral force, over the next
several decades the PLA Navy seeks 1o develop a more robust
maritime capability, In the mid-19Bos, the PLAN abandoned its
“coastal defense”strategy and adopted an “offshoredefense”one.
In Chinescarticulations of this strategy, “‘offshore™is variously defined
as150~6oo nautical miles. Regardless of the specific distance. the
PLAN hopes to cxert greater influcnce over the Yellow Sca fac-
ingJapan and Korea; the western sections of the East China Sea,
which incInde Taiwan; and the South China Sea,

For future deployments, the PLAN has been lraining [or
phased and joint operations; it seeks to develop improved com-
mand-and-controlcapabilities and a truly integrated computersys-
tem. The PLLAN has alsobeen further integrating certain aspects
of its operations with the civilian sector, including the develop-
ment of ajoint PLAN and nominally civilian [uel system and the
possible use of merchant ships for amphibious purposes.

In total, China has 6% submarines, 62 surface combatants, 56
amphibious ships,39 mine wartare ships, 368 coastal patrol cratt,
and 3 replenishment-at-scaoilers. The operational missions for the
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PLAN include attacking enemy warships, antisubmarine war-
farc, amphibiousd a r ¢ , coastal defense, surveillance, mine war-
fare, merchant ship convoy, sea-air rescue, and logistics.

Given its desire 1o develap greater power-projection capabil-
ities, the age ol its current [leet, and the signihicantweaknessesof
indigenouslyproduced swrface ships and submarines,the PLAN
has actively tried 10 acquire new weapons and systemsfrom, or devel-
op in cooperation with, foreign suppliers, especially Russia. The
most significantpurchascs include:

* Nuclear-powered ballistic mussile submarines: The PLAN
currently has onc Xia-type, which stays in port, but it is cur-
rently developing at least one and probably moreType-094 sub-
marines with Russian assistance,

* Nuclear-powered attack submarines: The PLAN has five
Soviet-modeled Han-type submarinesbut has been only mar-
ginally successful in operating them. A new Type-og3 submarine
is currently under production with Russian assistance and is
expected to be inuse by zoos.

» Conventionally powered attack submarines: The PLAN added
four Kilo submarines purchased from the Russians in1g95 to
three Song-class subs made domestically and a few dozen
older submarines, including Ming-class subs. The PLAN is main-
taining a moderate production rate of the Song- and Ming-
class submarines, and eight more Kilo-class vessels are on
order.

* Surface ships: The PLANs [leet of surface ships is currently
being modemized with the purchase of Sovremenny-class
destroyers. China took possession of two Sovremenny-class
destroyers 1n sooo and is expected to neceive two more in
2006. The Sovremennys are cquipped with antiship Sunburn
missiles. The missile can reach targets within 130kilometers,
and the PLAN may soon acquire the follow-up to the Sun-
burn, the Yakhont, which possesses a longer rangze. China
also indigenously produced one new Luhai-class destroyer.

In addition to these acquisitions, some of the biggest advances
in the PLAN's modernization have been in training. The navy's
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230,000 personnel now undergo advanced technical training
before being stationed on a ship. A greater number of officers arc
college educated and groomed in nascent ROTC-type develop-
ment programs. For enlisted personncl. the PLAN is now look-
ing for at least senior middle-school graduates, There is also a petty
officer corpsunder development. In an attempt to improve the over-
all efficiency ofits ofTicers and enlisted personnel, the PLAN has
revamped its training academies,

The PLAN training model includesinterservice training,in which
surface-ship commanders are assigned 1o an army unit, and army
unit commanders are assigned to a surtace ship for up to six
months. Joint trainingis discussed extensivelyin PL AN writings
but has yet o develop into sophisticated exercises.

The number of aircraft in the People’s Liberation Army
Navy-Air Force (PLANAF) decreased markedly during the
1990s. In 1992, there were about 800; now the PLAN maintains
485 shore-based aircraft and a few dozen shipboard helicopters.
Also, as in the air force, the PLAN flies primarily older aircraft,
The PLAN has yet to be issued SU-275 or SU-3as.

Some of the most usefu) aircraft under the command of the
PLANAF are the eight KA-28s (destroyer-based antisubmarine
wartare helicopters) recently acquired from Russia in conjunction
with the Sovremenny guided-missile—class destroyvers. With the
development of the appropriate C'ISR, these helicopters will
provide over-the-horizon targeting.

PLAN: Continuinglssues

The PLAN accounts for approximately one-third of total PLA
expensesbut makes up only 11 pereent of tatal manpower. Despite
these allocations, resource constraints arc especially acute for the
PLAN given the increasing costs of China'smaritime security con-
cems, which include the Taiwan scenario and other sovereignty
issues as well as the protection of sealines of cormnunication and
trade in waters at leastioo nautical miles from the coast, The high
cost of “big ticket” items like the Sovreincnny-class destroyers
{approximately $14 billion} and the Kilo-class submarines($zc0
million} increases the financial pressure on the PLAN's budget.
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History weighs heavily on the navy. Soviet doctrinal influ-
ence may still be strong and is retlected i the centralized control
and secondary status of naval forces, PLAN leadership,with a few
exceptions, is excludedfrom senior leadershipposidonsin the PLA.

New capabilities are limited by the lack of some critical sup-
porting systems. The PLAN is deficientin antisubmarinewarfare
capabilitics. PLAN ships arc also vulnerable to air attack by both
aircraft and antiship missiles. PLAN anti-aircraft forces include
the Crotale system from France and the SA-N-7 [rom Russia, both
of which are “pointdefense” systems thal can only lock on targets
coming straight toward the launcher. The range of these missiles
is also limited-about seventeen kilometers. The PLAN may
soon acquire the SA-N-17 Grizzly, which possesses a 40~
kilometer range, but again the fire-control system is limited.

PLA Air Force

In the past, the missiou of the People’s Liberation Anmy Air
Force was primarily limited to defending China’sborders against
invasion, largely by air-to-air interception and, to alesser extent,
air-to-groundstrike. This mission required little mobility or inte-
gration with other services. The role of the PLAAF was to sup-
port border delense as an adjunct to the missions of the ground
forces.

PLAAF leaders are now seeking Lo build a more versatile and
modem air foree, with longer-range interceptor/strike aircraft, improved
electronicwarlare and air defense, extended and close air support,
and longer-range transport, lift, and midair refueling; a joint-ser-
vice, tactical-operations doctrine utilizing more sophisticated
C+ISR, eurlywarning, und battle management systems; and both
airborne- and satellite-based assets, to improve detection, track-
ing, targeting, and strike capabilitics and to cnhance operational
coordination among the armed services.

Becausc it docs not operate independentmissions, the PLAAF
does not have a strategic equivalent to the PLA Navy’s “offshare
defense™ strategy. Strategic guidelines are a PLAAF goal, but
thcy have not yetbeen developed.The PLAAFfocuses mainly at
the campaign level of war, PLAAF writings on operations theo-
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ry describe three types of air campaigns: offensive, defensive, and
blockade (with blockade referring strictly to a Taiwan scenario).
The samewritings detail two operational medes: positional and
mobile.In the past, the PLAAFhas only proved capable of oper-
ating defensive positional campaigns. It is, however, working
loward employing olfensive mobile campaigns.

The PLAAFhas the goal of operatingjoint-force campaigns
and ofl using cach of its branches in combined-arms operations.
Currently, each of the PLAAF’s five branches—aviation, sur-
face-to-airmissile units, anti-aircraftartillery, radar, and airborne
forces—operates individually. Thc PLAAF makes clear in its
writings that it sees a distinctionbetween the role of air defense—
SAMs,anti-aircraft artifiery, and radar troops—and the role of avi-
ation,

The PLAAF is markedly reducing the number of aircraft
under its control. After reaching atotal of 5,000 aircraft at the end
of the 19808, the PLA AF now ficlds only 3,500 planes—a2,000 of
which are the J-6s, the last of which was made in1¢79. The total
number of aircraft will decrease further to about 2,000 by the end
of this decade, with the J-6 almost entirely climinated. In addi-
tion, personnel reductions have continued since the late 1980s—
the ait force has gone {rom 470,000 at the cnd of the 1980s down
to about 420.000 currently. By the end of the decade, the PLAAF
will number about 300,000-320,000 personnel.

The PLAAT s modemizing is overe_Lforee structure. Thisinchides
the modification of older platforms like theI-7 andI-8 aircraft and
the introduction of new weapons and airplanes. These include [-
{0, SU-30, SU-27/J-11, IL~6 aircraft; the H-6 tanker; airbome early
w:l.rni.ng and control systems; electroniccountermeasures; Gpeci.ul
purpose aircraft; and SA-io, SA-20, AAMSs, and cruise missiles.
China received the tirstregiment of SU-27sin19gz, the first SU-
27 trainers in 2000, and the first SU-30s in zooo. PLAAF pilots
flew the first SU-27s assembled in Shenyang (dubbedJ-us) in 19g8.
The SU-27,8U-30, and J-u are currently deployed in six military
regions: Beijing, Nanjing, Guangzhou, Jinan, Shenyang, and
Chengdu. For now, the PLAAF has stationed the SU-z7s considerably

inland, where they still have the range to reach Taiwan, or where
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they can stage missions from bases closer to the coast. The
PLAAF is gradually integrating its SU-27s and SA-10/20 SAM3
into the rest of the force.

In addition to multirole strike aircraft and air defense sys-
tems. the PLA has placed a high priority on the research. devel-
opment,and production of LACMs as akey component of a PLAAF
zrcampaign. The PLAAF is expected to ficld its first stand-off
land-attack weapon within the next two or three years,

China currently has anly one type of aircraft capable of being
refueled in the air—the J-8D. Both the PLAAF and naval avia-
tion have this airplane, as well as the H-6 acrial refueling aircraft,
and naval aviation is actually doing more refueling training than
the zir force, although how much training is actuallytaking place
is unknown. The PLAAFJ-8Ds are stationed next to Guangzhou,
and naval aviation’s J-8Ds are located on Hainan Island,

The PLAAFhas established airborne and fighter rapid-reac-
tionunits, The 15th Airbome Army’s designation has been elevated
to branch status, and its brigades have been upgraded to divisions.
The 15th Airborne Army received the first Russian IL-76 trans-
port aircraft and has successfully practiced its first landing on an
island. These aircraft may provide airlilt capabilities {for approx-
imately 5,000=7,000 airborne troops.

The PLAAF is gradually improving its trining. It has expand-
ed test and training centers. created “blue army” aggressor units,
trained 1n delincated military regions, conducted joint-service
tranirg, supplementediraining with the use of simulators,expand-
ed gver-water training {(which was not done wiil the late 1990s),
emphasized multiple aircraft training, and practiced in-flight
refueling. The PLAAFis beginning to fly entire regiments—twen-
ty to twenty-four aircraft —during its excrcises, as opposed to
Just two or three planes in a squadron as it has done in the past.
To realize mobile oftensive warfare, the PLAAF is practicing
moving and supportingregimentsof a particular type of plane more
often and for longer periods of time to bases outside their mili-
tary rcgions.
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PLAAF: Continuing Issues

The PLAAFIeadership is inexperienced in command. In 1989,almost
cvery senior commander was a Korean War veteran. By 1995, this
group had retired and been replaced by officers with no combat
cxperience. In addition, the PLAAF lacks commanders capable
of controlling more than their own base’s aircraft. Because pilots
are educated in different schoolsand are net co-located, PLAAF
cominanders arc trained in only onc aircratt,which makes man-
aging groups of aircraft more difticult.

Pilat training, although improving, remains an issue. The best
pilotstrain for roughly 130 hours ayear compared with the 225 hours
average training time of U.S. Air Force pilots and approximate-
ly 180 hours [or pilots from Taiwan. Restricled training time and
lack of training specialization limits the ability of Chinese pilots
to master fully a particular eperation.

China’s aerospace industry ks consistently failed to provide many
of the aircraftrequested by the PLAAF. China’s reliance on for-
eign suppliers —Russia, Israel, Italy, and France—is symptomatic
ofweaknessesin indigenousBR&D, manufacturing, maintenance,
and rcpair. The logistics and maintenance of the SU-271is a good
example of this problem, Although some of the planes are assem-
bled in China, only aboutio percent of current production is of
domestic content: airframes, engines, and avionics are produced
in Russia.

The PLAAF must also consider flight time on the SU-27 air-
frames, so as to postpone sending them back to Russia for repair.
Becausc the firstfifty SU-275 werc received close to ten years ago,
each aceruing 1,500 hours of flying time since its purchase, some
aireraft will need to be returned to Russiafor overhauling, When
returned for maintenance, cach plane wil be out of the PLAAF
forces for eight to twelve months, Even the J-7s and J-8s, which
house Chinese-designedengines and are carrently being modi-

fied by the PLAAF, rely on Russian avionies,
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Sccondfh‘fiﬂery: Nuclear and ConventionalMissile Forces

Nuclear Forces

In the strategicintercontinental realm, China is improving the sur-
vivability of 1ts small, retaliatory “countervalue deterrent force. The
best estimates based on a range of official and open sources place
China’s current nuclear weapons arsenalar about 410440 weapons.
These weapons fall roughly into three categonies. About 140 are
warheads deployed with China’s medium- and long-rangeland-
and sca-based missile forces. About the same number (approxi-
mately 150)are designated for use with China’snudear-capable air-
craft. Another third of China’s nuclear weapons (about120-150)
may be forlow-yield tactical bombardment, artillery shells, atom-
ic demolition munitions, and possibly short-range missiles such
as the DF-15 and DF-11, These figurcs zrehighly uncertain; some
Chinese and Western sources suggest that there are no dedicat-
cd tactical nuclear warheads, and sothe figure for total nuclear war-
heads may actualily be lower.

China’s current strategic deterrent against the United Statesand
European Russia is heavily dependent on a small. technically
limited intercontinental ballistic missile (ICBM) forceof DF-5 mis-
siles. The land forees are silo-based at fixed sites, slowto hel  less
acenrate, and have on.ly one nuclear warhead per missile. This war-
head has a very high yield. China’s aireraft- and submarine-based
forces are old, obsolescent, and rarely in use.

China’s nuclear arsenal will expand in number of weapons
and sophistication over the next ten to twenly years. Various
agencies of the U.S. government have estimated that the likely increas-
cswill range [rom the “tena’to “78 to 100 warheads deployed pri-
marily against the United States.” The two principal missile
programs in this modemization effort will be the DF-31 and a fol-
low-on, longer-range mobile missile, sometimes referred 1o as the
DF-321AA or DF-q. The mobile, solid-he 1 DE-31will have a range
of8,000 kilometers and carry a payload of 700klograms. It is expect-

#Fareign Melissile Developrients and dhe Ballistic Missile Threat through za3,” avail-
able ut hetp:/Awvww cia.gow/nie pubs/other_products/Unclassifiedballisticenissilefinal b,
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ed that the DF-31will begin deployments o replace the DF-3, per-
haps by 2005. The developmentof the planned follow-onto the
DE-31, the DF-314, officially started in July 1986. This road-
mobile, three-stage, solidpropellant ICBM is expected to have a
range ol 12,000 kilometers, capable of striking targets throughout
the continental United States. If development of this missile pro-
ceeds successfully, it may begin replacingthe aging DF-5 force per-
haps as early as 2010.

Given China’sperceived need fo countera U.S. missile defense
system, it 1s quite likely that the DF-3] and the 12-31A will
have decoys and othercotntermeasures, The Chinese might also
developamultiple independently targetable reentry vehicle to counter
a U.S. midcourse missile defense system. The payload capacity of
the DE-pA will be lower than the DF-g and will limit its capac-
ity to carry countermeasures.

Chinamay alsotryto develop a follow-onto the Xia—class nuclear
ballistic missile submarine. The next generation submarine, des-
ignated the og4, would probably deploy sixteen of the new JL-2
submarine-launched ballistic missile (a variant of the DF-31),
with arange of about 8,000 kilometers. Very little progress has been
made, howcever, on the developmentof the Type-094 subinarine,
and the fis( of this class is unlikely 1o be launched before 2010.

China's no-first-use (NFU} doctrine on nuclear weapons is a
manifestation of long-standing technological and political con-
straints on the PLA, and China is unlikely to abandon NFU at
the strategic level in the near terin. The modernization and expan-
sion of nuclear capabilities may lead some parts of the PLA Jead-
ership to promatc more flexible and technologically advanced
doetrines. There have been discussions in some PLA writings of
a more flexible “launch under attack™ or “launch on warning”
doctrine, and there are a few PLA analysts who express concern
that the NFU policy Wil not deter a large-scale conventionalattack
ot a conventional attack with weapons capable of mass destnic-
tion. Nonetheless, it zerainsdifficult 1o change publicly Mao Zedong’s
axioms about nuclcar weapons. Morcover, the NFU policy
is designed to portray China's possession of nuclear weapons as

[52]
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defensive and just, while making a virtue of the reality of Chincse
technological constraints.

Conventional Missiles

The development of significantnumbers of conventionally armed
short- and medium-range ballistic and cruise missilcs is closcly con-
nected at present to the Taiwan situation. These missiles offer China
its most potent form of coercive capability against Tziwan. There
are currently three key conventional missile systemns deployed by
the Second Artillery: Dongteng-15, Dongfeng-u, and the Dongfeng-
21/25. The Second Artiiery now uses global positioning systems
to support midcourse and terminal guidance in order to increase
accuracy and lethality. China currently has deployed approxi-
mately 350—400 short-range missiles opposite Taiwan, and the total
nutnber of missiles could rise to more than 600 by 2010,

The PLA appears to be developingajoint asrospace campaign
for a possiblc Taiwan Strait sccnario. This campaign could initially
involve a barrage of short-range ballistic missiles targeting eco-
nomic and critical infrastructures, followed by a PLAAF-led air
campaign. A theater missile campaign would be an essential
component of a broader denial campaign targeted at air, sea, and
information capabilitics and would aim to havc a larger psycho-
logical effect on the Taiwanese leadership and populace,

During this type of campaign, the PLA would seek to dam-
age runways, taxiways, weapons storage [acilities, airfield command
posts, and fue! depots to complicate the generationof sorties. The
objcetive would be to shock and paralyze air defense systems to
allow a window of opportunity for follow-on PLAAF strikes
and rapid achievement of air superiority. PLA writings also pri-
oritize strikes against naval [acilities. Missiles could be used
against naval bases, ground-based antiship missile facilities, and
maritime command centers. Strikes supporting the quest for
information dominance would target the civilian and military
leadership, semi-hardened command-and-control centers, and
key intelligence and electronic-wadare facilities. PLA conventional
ballistic and land-attack cruise missiles would attempt 1o paralyze
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Taiwan’s command-and-controlsystern by cutting ofl militaryforces
in the ficld from the civilian and military leadershipin Taipei.

America’s technologically superior conventional theater-oriented
strike asscts present a severe challenge to China. Some PLA
writings have suggested that a response to these capabilitiesis to
use China’s expanding short-rangeballistic missile forces to strike
U.S. forees and bases in Asia. Conventionally armed land-attack
cruise missiles would also be an effective weapon for the Second
Artillery, and new LACMs are currendybeing developed. The deploy-
ment of these missiles can probably be expecied in Lthe nexu scv-
cral ycars.

Nuclear und Missile Forces: Continuing Tssues

China’s mussile development, both tactical and stralegic, will be
very much affected by the development of missile defense by the
United States as well as by the cmerging U.S. nuclear doctrine.
China will be modernizing its nuclear forces regardless of missile
defensc, but its nuclear foree structurcwill eertainly be configured
in _aroepart as aresponse to the missile defense of Taiwan, of U.S,
theater forces, and of the U.S. homeland. Writings by Chineseml-
itary commentators make clear that China considers the Amer-
ican development and deployment of missile defenses. as well as
a Nuclear Posture Review that cncompasses a more flexible,
capabilities-based nuclear doctrine, to be key measures of long-
term ULS. strategic intentions. Missile defense will thus affect the
Second Artillery modermzation program atboth the theater and
the strategic level,

Ceniral to anyjoint aerospace campaign cirected against Tai-
wan 15 the question of how confident PLA and civifian leaders would
be that this type of campaign could achicve its desired military and,
more important, political objectives. How much certainty could
Beijing have that the Taiwanese leadership or population would
politically collapscunder limited missile attacks? This type of attack
could possibly prolong a campaign, but the ai- and missile-dri-
ven, “‘rapid-war,rapid-resolution” coercive sirategy is guided by the
PLAs knowledge that it cannot sustain an air campaign. Alr
defense capabilitics would be lost very rapidly, and, if fired all at

[54]

.

11-L-0559/0SD/50627



75872 _Text.RlL 6/12/03 14:58 Page &

Task Force Report

once from their 120 launchers, the PLAS 400 SRBMs would
provide only about three waves of missiles. By comparison,
NATO's Operation Allied Force dropped a total of 23, oeo muni-
tions during the Balkan air operation of1999.

Infirmation Warfare

Information operations (1Q), particularly computer-network
operations, appeal to the Chinese military as an asymmetric
weapon with a much longer range than conventional power-pro-
Jection assets. The PLA belicves the U.S. Department of Defense
to be too dependent on civilian networks as well as on the NIPR-
NET, the departinent’s unclassificd nctwork. By attacking thesc
networks, some Chinese analysts have suggested,the PLA would
he able to degrade U.S. force deployments in Asia anonymously,

In the case of a Sino-U.S. conflictover Taiwan, Chinese mil-
itary commentators have suggested that both the will of Taiwan
to respond to PRC cocrcion and the ability of the T.S. military
to intervene rapidly could be vulnerable to computer network attacks.
These writings arguc that the collapse of communication, finan-
cial, and power networks could cause widespread panic in Taiwan,
thus putting pressure on the island's leadershipto negotiate with
the mainland. Some guarters in the PLA also appearto believe
that computer network operations might be able to delay any U.S.
military response sufficiently for PLA missiles, sabotage, and
counterattacks to convince Taiwan to capitulate.

PLA writings consider [Q a preemptive weapon to be used only
at the opening phase of conflict. The PLA expects the enemy to
make adjustments quickly to thwart any future IO etforts and thus
for IO to be of Little use in a protructed engagement, Though much
of the PLA writings suggest the belief that potential adversaries
arc more information dependent than China, the highest prior-
ity in internal IO dactrinal writings is still the defense ol Chinese
computer networks, Only after this problem is addressed, the
writings suggest, will the PLA contemplate tactical counteroffenses,

The PLA has begun to institutionalize and experiment with
information warfarc operations. China is sponsoring cxpert
research in 1O and the establishmentof key centers of research and
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development. The expressed goal of thesc cfforts is the cventual
application of the theory to the battlefield. The PLA has not yet
reached the phase of having a formal IO doctrine or the ability
to operationalize the theory, but there is a great deal of efforton
these fronts,

Information Warfare:Continuing fssues

The PLA is trying to develop O capabilities, Much less clear is
the PLA’s level of operational capability for a computer network
attack, as Well as for the command-and-controlof information oper-
ations. It 1s also worth noting that despite gains made by the PLA.
[O s certainlya dimension in which the United States, and also
probably Taiwan, hold an advantage over China. PLA writings,
however, tend to overstate both the efficacy of U.S. 10 capabili-
ties and the vulnerability of U.S. computer networks. As PLA writ-
ings admit, China is vulnerable to attack. Moreover, Taiwan’s
Communications, Electronics, and Information Bureau is staffed
with many of Taiwan’s most able computer hackers.

The potential for misperception and conflict escalation should
be considered. In its desire to develop tactics against either Tai-
wan or the United States, the PLA clearly hopes that an IO
attack would be so difficultto attributc to China that the Unit-
ed Stateswould be denied a proportional response. The PLA lead-
ership may consider IO a low-risk option. In fact such attacks may
lead to more rapid conflictescalation. Henee, assumptionsabout
the ease, capability, or low risk of IO could lead to fundamental
Chinese miscalenlations.

PLA Budgaot

Chinese spending on military modernization rose throughout
the19gos. As announced in March 2003 at the National People’s
Congress, the offidal PLA budget stands at RMB 1853 billion {(T.5.
s2z.4 billion}. This year's announced increase of 9.6 percent in mil-
itary expenditures, however, was the lowest risc in thirteen years,
and the official defense budgets remain relatively small in terms
of their shares of gross domestic product (1.6 percentin 2002y and
total government expenditure (8.5 percent in zooz).
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Estimates by foreign analysts of the PLA budget vary between
two to twelve times the published official figure. Higher estimates.
$80 billion and upwards, tend to adopt a method of accounting
(the use of purchasing power parity} that gives very imprease results,
The Task Force notes that actual expenditures are certainly high-
er than the official number. The published PLA budget excludes
severalimportant catcgorics of spending, such as conversion sub-
sidies; R&J1D costs; support of the People’s Armed Police; the
cast of weapons purchascd from abroad; procecds from PLA
commercialventures;PL A {oreign arms sales revenue; and oper-
ations and maintenance costs that are shared by local civilian
governments In any event, dollar figures for military expenditures
are hardly meaningful in a develaping economy where the exchange
rate is [ixed by the government. where military personnel costs are
not set by economic criteria, and where expenditures are so mixed
between renminbt, the domestic cusrency, and imports that nei-
ther purchasing power parity—even il caleulated separately for cach
class of expenditure — nor exchange rates are a good measure.

With this caution, the Task Force estimates Chinese defense
spendingmay be closerto tweto three times higher rhan the ofti-
cial number. This would place China’s $44 billion (o S67 billion
in a range comparable to the $65 billion spent by Russia, the $43
HllionspentbyJapan, and the $38 billion spent by the United King-
dom.

The important issue for the PL A budget is not an itnprecise
dollar figure of uncertain meaning. If s rather the share of 1aw
ited resources that the PRC leadership allocates to the military,
the change over titne in this share, and the overall military capa-
bility that these resources produce. The overall military capabil-
ity produced determines the balance with U.S. capabilitics. The
share of limited resources allocated to the military sheds light, how-
ever dim, on Chinese strategicattitudes and general intentions —
as the spevilic military capabilitiesgive some sigu of Beijing's specific
mtentons.,

The Task Force nates that the PLA budget is becoming
increasingly ransparent—though there is disagreernent as 10 how
inuch—as formerly off-budgetrevenuc items arc being carricd in
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the official budget. This shift, under the control of the Ministry
of Finangce, has been afactor in the overall official expenditure increas-
es, particularly in 2001 and zocz. The Task Force is uncertain if
the setting of the 2003 spending increase ut 4.6 percent Wil he accom-
panied by a halting or u reversal of the trend of putting more
actual cxpenditures in the officialbudget.

No matter what the trend, [oreign arms purchases and some
indirect R&D support are likely to remain off-budget and under
the control of the CentralMilitary Commission. Foreign arms pur-
chases have averaged $700 million per annum from 1991 to 2000
but have risen sharply over the past three years, averaging $15 bil-
fion per annum {in part because of the cost of recent high-cost weapons
systemns purchases such as the Kilo-class submarines and the
Sovremenny-classdestroyers}.

Analysis of the PLA budget illuminates the resources cur-
rently dedicated 1o [orce structure, personnel. equipment, and
R&D priorities. China’s 2002 Defense Whitc Paper provides lit-
tle concrete detail, asscrtingthat 32 pereent of official military expen-
diture was spenton personnel-related costs, while 34 percent was
spent on operations and maintenance with an additional 34 per-
cent onequipment. The Task Force believes it is important to note
that China appears to budget a significantly large amount of
money to the Second Artillery and its ballistic missile develop-
ment.

China’s defense expenditures arc the product ot a political
process in which the PL.A makes its claims on available public funds
alongside nonmilitary claimants, Although there are currently
o public “guneversus butter” dispabes, the Chinesecannot be engaged
in military modermzation and economie reform without having
questions about developmental prierities and budget allocations
at the core of leadership debates. The expanding economy makes
potential trade-offs easier, but these questions must still shade debate.
The relatuve decrease in the 2003 budget may reflect such debates
and competing prionities.

Military modernizationis only one of several significantcom-
peting claims for resources and attention — others include social
security, bank recapitalization, education, public health, science and
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technology, and large-scale public works projects. The leadership
can only manage these claims by making trade-offs among dif-
ferent domestic interests all the time. The pressure to fund these
competing claims is likcly to incrcase withii the next five years.
The PLA is also likely to face other economic and educational bot-
tlenecks, especially in labor markets, 1., the low educational
level of peasant soldiers and the need to compete with the grow-
ing private sector for college-educated and noncommissioned
officers.

In spite of current PRC fiscal deficits and the enormous claims
on government finance, the Task Force concludes that spending
on force modernization and equipment purchases at approxi-
matcly the rate scenin recent years is unlikely to causcunaceeptable
budget shortages for the next threeto five years, A decline in defense
spending is especially unlikely during this time period unless
China’s leaders conclude that they have acquiredthe necessary capa-
bilities vi-a-vis Taiwan.

Chinese Defenselndustry and Technologylssues

The Task Faree’s averalljudgment is that (1) Chincsc capabilitics
to develop. produce, and integrate indigencusly saphisticated
military systems are limited and likely to remain sofor at least a
decade; and ¢2) foreign acquisition will offset but [all well short
of fully compensating for these domestic shortlalls.

Although the PRC has had some notable succcsses with
defense production in the past—for example, the PRC engaged
in serial production of fighters, rockets, and nuclear devices~—Chi-
nese defense industries have a poor record of providing the PLA
with the necessary military systems, especially with regard to
iterns related to a possible Taiwan scenanio. The continued fail-
ure of the J-io fighter program to move beyond the prototype stage
may bc only the most notable example—this fighterhas been under
development for more than rwe decades.

The continued reliance on foreign suppliers,especially Russia,
nat only for advanced weapons systems but also for repair and logis-
tics is symptomatic of the weakness in China’s own defense indus-
trial base. Reliabilityof supply and maintenance capability and the

[59]
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difficulticsol intcgrating toreign-sourced technologics into sys-
tems of systemns are limitations inherent in relying on exiernal sup-
plicrs. Chincse dependence on military cquipment imports will
persist [or the foreseeable future, and anend 10 Russian arms sales
and tedrology, transfers would skow the pace of rmlitary modemnzation
considerably; In any event, the Russia-China arms supplyrelationship
renains limited. Russia is not transferring the means of produc-
tion tor weapons systems and end-use itcms or cven for key com-
panent parts.

The imported weapons systems, from Russia as well as Israel
and Franee {before the 198¢ embargo). are a major improvement
over what China had before, but most systems are of older,
late—Cold War vintage. The SU-30s sold by Russia are of a sig-
niticandy higher quality than anything China can produce on its
own.and. although they may not be the state of the a2, the Kilos
are comparable with the submarines deployed by Japan and Aus-
traliz

China has been cut oft from Al US. and European miliary sup-
pliers atter an arms and defense technology embargo was imposed
1198 in response to the Tiananmen tragedy. The Task Force judges
that the continuation of the embargo is warranted because it will
likely slow the pace of China's weapon modernization. A U.S.-
only embargo, however, would have less impact. 1t {follows thar it
should be a U.S. toreign policy priority 1o maintain conimon
ground with other major arms supplicrs.perhaps fashioned around
a shared commitment not to enhance the PLAs power-projection
capabilities, while maintaining an export control regime that does
not unnecessanlyharm .S, commercial engagement with China,

The dbility of Chinese defense industry enterprises to produce
efficiently has been gready limited by state cwnership. Defense indus-
try cnterpriscs arc overstafted, in debt, unprofitable. and suttfer-
ing [ron a declining product and customerbase, There is a wide
gap between producers and end users, and defense industries lack
the managerial skills nceessary for advanced systems integration.

Perhaps the greatest barrier to defense industry modernization
is the bifurcation between civilian and military markets. PLA lead-
ers criticize the defense industries for technological backwardness,
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failing to incorporate technologies from the civilian economy,
being too geographically isolaled in the western and central
provinces, being poorly staffed, and suffering from overcapacity
and duplication. The lack of manageinent and system analysis skills
continuesto be a significant~—if not the key—weakness in the defense
industrics.

There have been some notable improvements, however, in
production and management since the political decision was
made in the mid-1990s to hasten the tnodernization process in Mk
itary industries. China is deficient in C'ISR, recognizes this
weakness, and seeks improved capahility through both internal devel-
opment and imports, There have been recent advances in electronics
and with the deployment of the new main battle tank. More
important, the short-range ballistic missile program (DF-9 and
DF-n),which in 1995 consisted of only 2 handful oflaunchers and
a few dozen missiles, now includes several hundred highly capa-
ble missiles and over one hundred launchers,

Although there arc weaknesses in key arcas, China has an
impressive and growing civilian science and technology base, In
certain areas (e.g., telecommunications and electronics equip-
ment) the Chinese capability is internationally competitive. But
the ability of the Chinese to apply and integrate successfully
these commercial technologies into their militarycapablices is like-
ly to remain problematic for at keast the next decade. Chinais advane-
ing less rapidly in developing military technology than in applying
certain commercialtechnologies because the syslem of innovation
and acquisition,unlike the civilian economy,remains the province
of the PLA, the defense establishmentbureaucracy, and state-owned
enterprises whose productivity has lagged behind their nonmili
tary and nonstate-owned counterparts.

The development of a truly innovative indigenous technolog-
ical basc would be an extremely important development. Yet for
this to have a direct impact on military modernization, the PLA
would want to ensure that it bad access to the most promising dual-
use technologies as well as closer ties between defense industries
and increasingly vibrant commercial enterprises, Indicators of
these developmentswould include the creation of partnerships across
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the civilian and military sectors. the flow of management personnel
from commercial to military indvstries and back again, and the
developmentof a far more capable management and production
systern for translating technological advances into military appli-
cations.

China willmainlain a passionate interestin acquiring military
technology by all means: indigenousetfort, import, and coverteftort,
The success of these cfforts is uncertain, and the Task Force
warns against averstating the significance to China's overall mod-
emnization or China’s acquisiden (by any means) of any single tech-
nology. The more critical issue is the Chinese ability to manage
entire systems of systems, not its acquisition of individual com-
ponents.

KEY UNCERTAINTIES

Although the Task Force does believe that U.S. forces could ulti-
mately determine the military result of a direct conflict with
China in any theater or at any level ol escalation for at least the
next (wenty years, the outcome of any military conflictis never com-
pletely predictable. This uncertainty is heightened in the case of
a potential conflict over Taiwan, Determining a “victor in such
a conflict would dcpend on political will in China. Taiwan, and
the United States; Taiwans military and political response; the U.S.
military and political response; and public opinionin allthree sou-
efics. In any casc. the possibility that China could contest TS, mil-
itary influencesuccessfully raises larger questions about the extent
tnwhich patential 11S-China conflicteould he eontained, or might
instead escalate (0 a wider geographicstage and Lo less restricted
forms of warfare,

The Task Force spent considerable time discussing the situa-
tion across the Taiwan Strait, its role as a driver of Chinese mil-
itary modernization, and its relationship to China’s current and
future strategic objectives. Some Task Force participants see
China’s approach to the Taiwan issue as a manifestation of
a larger and more strategically ominous (rend: the emergence
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of a China whose notions of regional expansion could put it on
a collision course with American intercsts and commitments.
Other participants, however, maintain a distinction between the
Taiwan issue and the larger regional strategic interests called to
mind by concerns over China as a “risingpower”or potential “peer
competitor”of the United States,and they challengethe assunip-
tion that a “‘greatpower” clash between the United States and China
is all but histonically foreardained. In either case. although the prop-
& handling of the Tarwan 1ssuc cannot guarantee that alarger strate-
gic confrontation between Lhe United States and Chinawill be avoided,
the mishandling of the Taiwan issue could greatly accelerate
movement loward such a confrontation.

The ability of the United States to influence the pace and
scale of Chincse military modcrnization is alsouncertain. Chinese
military developments aze substantially determined by what is hap-
pening within China, by the technical and firencial resources avail-
able 10 the regime, and by Beijing's foreign policy priorities and
external threat pzreeptions, Actions by the United States affect these
perceptions,cspecially with regard to relations across the Taiwan
Strait, the pace of U.S. military modernization, and U.S. missile
defense plans,

The Task Force’s projection about China as the predominant
Eagt Axian military power is based on the assumptionthat the other
major regional powers —especially Japan—will continue their
current military development trajectories. But an international or
domestie crisis could fundamentallyalter the security environment,
threat perceptions, and defense spendingof China’s neighbors. Cur-
rent events on the Korean Peninsula provide the most immeadi-
ate example; a nuclear North Koren could strongly influence
Japanese debates over revising Article IX of Japan’s Constitution,
the {uture size and role of the Japanese Self-Defense Forces, and
the pursuit of a nuclear option that in turn would have major effects
on Chinesc military programs.

Current Chinese strategic objectivesreflect a political consensus
within the leadership. The recent leadershipsuccessionis unlike-
ly to change core strategic goals at least in the ncar term, cspecially
with Jiang Zemin retaining the chairmanship of the Central
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Military Commission. That said, over the longer term, civil-mil-
itary relations and the larger political context might change sub-
stantially A liberalizing Chinamay cventually have a more pacific
foreignpolicy, especiallyinregard to Taiwan,but a China under-
going rcform might also pursuc its sovereignty Concerns more cor-
fidently. Political instability might delay or derail military
modernization;it might also provoke adiversionarymilitary con-
{lict as 4 way to restore domestic political support.

RECOMMENDATIONS

A detailed net assessiment is beyond the scope of this Task Force,
but it is clear that aside from a land war on the Chinese mainland,
the People’s Liberation Army {PLA) would be outclassedin a con-
ventionalwar by the United States and will rernain so well beyond
this decade and the next, Given continued effort by the United
States o stay ahead, the gap could continue indelinitely. although
it is likely to narrow in a regional {although not global} context,
However, China’spurposcful developmentof capabilities direct-
ed toward a potential conflict over Tatwan and its apparently vig-
orous pursuit ofshort-rangeballistic missiles and information wartare
capabilities could prove o be exceptions to this broader general-
17afion,

Recommendation 1: Monitor the develspment of specific capabilities in
order fo gauge thepace of Chinese military modernization.

The current trajectory of Chmese military modernization retlects
the PLA’S shatt trom a military with a contincntalorientation requir-
inglarge land forces for “in-depth™defense to a malitary with a cont-
bined continental and maritime oricntation requiring a smaller,
more mobile, and more technologically advanced “activeperiph-
eral defense” capability The Chinese military s acquiringnew weapons
platforms and has reformed doctrine and training to allow the PLA
to project power farther away trom its shores and to defend those

[64]
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forward-deployed lorces from various [orms of atlack. including
aircraft, submanne, and missile.

As the PLA moves [rom its current capabilities toward ils
future aspirations, the Task Force recommends that the following
keyindicators be used to gauge the pace at which the Chinese mil-
itary is modernizing, The indicators are grouped in five cate-
gories:command, control, communications, computers, intclligence,
surveillance, and reconnaissance (C'ISR); joint operations; pre-
cision strikes; combat supportt; and training.

C'ISR

* Launch and maintenance of CISR satellites able to provide
real-time surveillance and expanded battle managementcapa-
bilities

* Acquisition of airbome warning and control

* Development and use of unmanned aerial vehicles

* Development of Chinese information operations able to
degrade US. intelligence, surveillance, and reconnaissance
systems

Joint Operations

* Improvements in the ability to coordinate and execute multi-
service exercises and joint operationsin the various battle space
dimensions (landair, sea, electromagneticspectram, and outer space)

= Development of'better air defense capabilities,including the
integration of more advanced surface-to-air missiles (SAMs)
ke the SA-io

* The reorganization (or even abolition} of China’s seven mil-
ftary regions (busically administracive entides} that would
quickly enable the establishmentof joint war zone commands
(near equivalent of theater of operations in the US. military)

* Improvements in communication architectures that enable
war zone commanders to coardinate the movements and
actions of major units across curent military region boundaries

* An increasc in the number of command post excreiscs in
which officers from different military regions and services
practice joint command-and-control activities

[65)
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Precision Strikes

» Improvement in targeling technologies, especiallyover-the-heri-
wn targeting

¢ Developinent of stealthy, long-range cruise missiles

» Increased ability to use UJ.S., European, or future indigenous
global positioning systems to the improve accaracy of short-
range ballistic missiles (SRBMs) or other munitions

* Development and use of precision-guided munitions

* Training with antiship missiles by the People’s Liberation
Army Air Force (PLAAF) and/or the People’s Liberation
Army Navy—Air Force (PLANAF)

+ Development of decoys, penetration aids, and other counters
to missile delense ineasures

Combat Support

* Improvements (o the recently established military region-based
joint logistics systcmwhereby it truly becomes capable of pro-
viding combat sustainabilitywithin the contextof a war zone,
not merely providing administrative peacetime logistic support
within a military region

* Development of in-tlight refueling and airborne command-
and-control capabilitics

+ Moderate increase in airlift ability —beyond the three divisions
in the airborne corps

* Moderate increase in sea-lift capabilities

Training
¢ Increasesin the frequency of training missions with SU-27, SU-
38, and other advanced aireraft; in the number of hours pilots
train in advanced [ighters; and in the sortie rates thal can be
generated with these aircraft
» Improved execution of training exercises that involve joint
ground and air units

In addition, given Chinas airical dependence on Russia for weapons

and detense technologies as well as spare parcs, repairs, and logis-
lics, the development of an indigenous capacity to manufacture

[66]
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the systems and weapons China now purchases from Russia
would be an impaortint stga ol progress in Chinese defense indus-
tries. This is especially true in the case of fechnologies involved
in fourth-generationfighters, aver-the-horzon radars, ar defense
and air-to-air missiles, sophisticated surface combatants, and
advanced submarines.

Reconmvenduation 2: Look for sizns that China?military development
trajectory hew changed significantly,

Although the Task Foree has laid out the most probable development
trajectory of the PLA over the next twenty years, it realizes that
this trajectory may shift.

The Task Force developed the indicators listed in the previous
section as a means (o zauge the pace of a developmenttrajecto-
ry locused on acquiring limited power-projection capabilities.
The indicatorsthat would represent major shifts away from these
current priorities and would greatly change the natore of the
Chinese madernization program, include:

*« A crash program to build more amphibious wartare ships;
* Rapid expunsion of the People’s Liberation Army Navy
(PLAN) marine torce;
* Significant efforts to exparcl both arborne and ardift capabilities;
+ Acquistaon of SU-27 and SU-3os by the PLANAF or the expand-
cd operation of PLAAF forces over walcer:
* The assignment of PLAN and PLAAF olficers to senior
PLA posts;
¢« A dramatic increase in the pace of submarine furce modem-
ization, including the construction and deployment of more Type-
094 ballistic missile sulnuarines.
Majorincreases in intercontinental ballistic mussile (ICBM) wir-
hcads by launcher numbets or by the development of multi-
ple independently targeted reentry vehicles beyond those that
might be necessary o tnaintaina Chinese nuclear second-strike
capability in the face of US. missile defenses:
Farmal changes in the no-first-use (NFLUdoctrine on nuclear
weapons;
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Initiaticnof combat forces training in the use of nuclear or other
unconventional weapons at Lthe tactical level;

Serious eftarts to acquire or build one or more aircraft carri-
ers:

Greater attention, in doctrine and #7aining materials, to the need
Lo acquire a true "blue water” naval capability;

The development of a proven capacity to conduct ballistic
missilc attacks against ships mancuvering at sca; and

The development of a proven ahilityto disable 118 space ascets.

-

Domestic Change and Milieary Modernization

Ttis highly unlikely that Hu Jintac and other new leaders will chal-
lenge the general direction of Chinese security strategy in the next
three to five years, However, the Task Force believes it is impor-
tant to monitor how this ncw generation of leaders might try to
ensure the support of the PLA in a [uture crisis and, conversely,
how the PLA endeavors to maintain political support—and
resources—[or continued military modernizaton.

Any group of new Chinese leaders will have to protect their
status as nationalists and as providers of cconomic growth and sta-
bility. Yet the balance between these two policy realms may change
with ncw Jeaders. The new generation of Ieadership may focus on
domestic stability and regime survival, which might translate
into prioritizing economic policy and reducing social instability
over a shorl- o mid-term solution of the Taiwan situation. On
the other hand, new leaders with little foreign policy experience
might also [ind their futures more closely tied to ending the per-
ceived stalemate in the Taiwan Strait.

Reducing social unrest entails programs with great cconomic
costs—improving the social welfare net, for example —that could
require trade~offs between military spending and spending on other
public policy projects. Tensions are possible between civilian lead-
ers worried about pressing social needs and continuing econom-
ic reforms and a military frustrated that 1t may againbe agked to
defer making China a first-classregional power, Signsof this ten-
sion may be reflected in the PLA share of the national budget, in
the tone of the media's PLA coverage and critiques of military spend-
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ing, and in indirect. yet clearly identifiable, cniticism of party
activities and policies by senior PLA officers or anthoritative
PLA journals.

Political instability may delay or derail mibitary modernization.
In the face of a significantrise in domestic unrest (&, demon-
strations and strikes: underground Jabor, religiows, or political
movenients). the PLA might redirectresources from developing
power-projection capabilities to those needed 1o exert internal con-
tral Signs of shifting resonrces wonld he the interruption of
training exercises and the redeployment of commanders and
[roops to suppart internal security organs.

The Task Foree is divided a8 to whether a liberalizing China
will mean a more pacific China Most believe democracy wall make
Chinaless likely to use farce in resolving conflicss—especially Tai-
wan—but others do nat take this position. Indicators of a liber-
alizing Chinainclude greater adherence to the rule of law,judicial
refunn, reversal of Lthe Tiananmen verdict, release of political
prisoners, expansion of village electionsto higher levels of admin-
istration. rernoval of prohibitions against the transferof residence
from one Jocation to another, continueddiversification of Chinese
media, growth of nongovernmental oregamizations and other
aspects of civil society, and a duninution in control of Intarnet con-
tent. Other indicators of a liberalizing tendency in Chinese
domesticaffairs would include conbimuingpliralization of cconemic
actvity, reduction of the role of the state in the economy; and progress
in cstablishing China’sfull adherenceto the commitments defin-
ing the terms of its membership in the World Trade Organiza-
tion, including transparcncy, nondiscrimination, reciprocity,
eliminational trade barriers, and the protection ol intellectual prop-
erty rights.

Recommendaiton 3: Military -tomilitazydiclogiie should be brocader
wid desigried o achtene specific goals.

One of the central goals of milirary-to-military exchanges between
the United States and China should be te increase Chinese
defense transparency. Frarkdiscussions between mulitary organizations
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may not lower the level of suspicion among officers at the senior
and lower levels of both the TS, and Chincse militarics. Such dia-
logue, however, may reduce mutual misperceptions of intentions
that could result in unintended conflict.

The United States should try to engage China in detailed dis-
cussions of Chinese doctrine and military planning, make thor-
ough assessments of regional and global securityissues, and hold
discussionsabout the purpose and progress of PLA force restruc-
turing and modernization. Specific departments of the PLA that
shouldbe engaged in these discussionsinclude the General Staff
Department Operations (Sub)Deparunent, the General Arma-
ments Department, the Second Artillery Command, the Acad-
emy of Military Sciences, and the military region headquarters.
The United Statcs should try to gain access to awide rargeof ground,
air, naval, nuclear, and command installations across China.

In addition to continuing the more routine military-to-mili-
tary exchanges, the Task Force recommends that tie US. govermnent
identify ardinitiate exchanges with influential published PLA. authors.
Many ofthe analysts who regularly intecpret U.S. intentions and
power in PLA newspapers andjournals have never been to the Unit-
ad States or met an American military officer. Discussion between
these authors and their American counterparts, based on their pub-
lished writings, would be nseful in reducing misperceptionand mis-
calculation en both sides.

The Task Force also takes particular note of the importance of
utilizing openly published Chinese language materials on the
PLA and its modernization, and calls for increased U.S. govern-
ment support for cfforts to collect, translate, and analyze PLA matc-
rials. bFrom these malerials, @ number of analytical quesiions
should be pursued Among PLA sources, what are the more and
less authoritative materials? W hat debates exist within the PLA
and how meaningful are they? How difterentare PLA from non-
PLA vicws on strategic issues? And who in the civil bureaucra-
cy; think tanks. and society in generalare likely 1o make arguments
counter to some of the PLA's preferences and interests?

[70]
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Recommendation 4:nitiate semigovernmental falks on crists
mandagement trsues.

Past acrimonious encounters between the United States and
China over such issucs as the accidentalbombing ofthe Chincse
embassy in Belgrade, Serbia, in1ggg and the collision of U.S. and
PRC military aircraft near Hainan Island in 2c01, as well as the
possibility of even more serious encounters in the future over
Taiwan, clearly suggestthe need for both countries to improve the
manner 10 which they anticipate or address potential or actual polit-
1cal-military crises. The United States and China should support
the initiation of extended semigovernmentaldiscussions designed
to achieve such ohjectives. Tn this context, semigovernmental
dialoguc means lalks between [ormer oflicials, strategists, and
scholars on both sides with the knowledge and support of their
respective governments, but no action on behalf of their respec-
tive governments. Such & would be relatively informal and unot-
ficial, but with lirksto cach government.

Recommiendation 5: Enter intostratege: dialsgue with China over
missile defense and muclear madernization.

Over the coming years, China and the United Stateswill need to
wrestle with evolviug perceplions (aud misperceptions) of one anoth-
a'sstrategic doctrinal shifts. The Task Foree judges, in accordance
with published CTA estimates, that China has straightforward means
available 1o overcome the U.S. national missile defense now
planncd for deployment, and that China will do what is required
to maintain and strengthen its own nuclear deterrent. Washing-
ton should state clearlyand consistently to Beijing that U.S. mis-
sile defense plans are not aimed at China and that they neither signal
hostilc long-term intentions on the part of the United Statcs
toward China nor are they intended to negate a minimal Chinese
deterrent.

The Task Force commends President George W. Bush's per-
sonal call o President Jiang Zemino to notify T of the U.S, inten-
tion to withdraw from the Anti-Ballistic Missile (ABM)Treaty
and to expressinterest in holding strategic stability talks. But the
Task Force believes more follow-up is necessary, The United

(7]
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Statesand China should hold separate discussions on issues relat-
ing to nuclear strategic stability. Chinese interlocutors should
include persons from the Second Artillery, the General Staff
Department, General Armaments Department, and the Acade-
my of Military Sciences.

The agenda for these disaussions should include sachside’s nuclear
modcrnization plans and nuclcar doctrine, the basis of stratcgic
stability in 4n environment that includes both offensive and

defensive weapons. spacewarfare issues. and U.S. and Chinese mis-
sile defense programs. More specific questionsthat should be pur-

sued include: How can China verify its NFU doctrine on nuclear
weapons, and what docs the PLA think about nuclear signaling!

Recommendation 6: Gall for greater transparency in the PLA
budget process.

Beijing’s decisionin the late 19405 1o begin issning Defense White
Papers is awelcome development,and the Tatest edition{2002) shows
modest progress in providing the most basic information about the
PLA and the Chinesc defense estahlishment. The Task Foree sug-
gests, however, that China could do much more by adheringto
internationallyrecognized templates of detense spending (suchas
those of the Association of Southeast Asian Nations [ASEAN]|
Regional Forum, the UN Arms Register, NATO, the World
Bank, the TMF, the Swckholm International Peace Research
[nstitute, or the International Institute for Strategic Studies).
As mentioned above, U.S. government agencics” cstimates of
the size of the PLA budget vary widely. How estimates of Chi-
nesc military expenditurcs are arrived at is as important to the U.S.
understanding of Chinese military trends as are the estunates therm-
selves. The CIA estimares the size of the budgcet ut somewhere between
$45 and $65 billion? Department of Defense estimates range
from $65 billion to $80 billion.s Neither of these estimates has been

Central [neelhigence Agency, The World Factbook 2002,
.5, Depaiment of Defense, Milizary Power of the People’s Repibbe of China: Aonue-
o Repert 1o Cangress ( July 12, 1002).
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broken down, nor have the respective reports explicated their
methodologies.

The Task Force believes that the U.S. government should
mount a more disciplined cffort to arrive at an cstimate of vari-
ous categories of the Chinese military budget and to acquite a more
accurate picture ol'the Chinese military resource allocation process,
with regard 1o both the PLA and the entire military budget.
Unless 4 consensus can he reached as to what comprisesthe PLA
hudget, 1the "hattle olestimates” Iores much of its explanatory value
and policy relevance,

Recommendurion? Revisit the issve.

"The Task Force swresses that estimating Chinesc military capabilitics
beyond two decades is simply not feasible. Eventswill change the
predicled course, ad the United States should he prepared torespond
accordingly. In sum, our report is not the last word on the sub-
ject. Rather, the report is an effort to create benchmarks. The Task
Force will continue to monitor Chinese developments and,
dependingon circumstances,Will reconvene to reconsider Chinese
capabilitics and U.S. policy.
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TheTask Fotce report is a very commendible effort to address both
the overall state of military capabilities and milestones for poli-
cymakers (o measure Chinese military power over the next wo
decades. Tt also makes a reasonable effort to address the short-tenm
uncertaintes and thesats to Amencan strategicinterests in the region
associaed with Chinesc programs and possible intentions regard-
ing Taiwan. Itis clear that any scenariothat leads to the assertion
of Chincse political control over Taiwan and a failure of the Unit-
ed States to eftectively protect Taiwan from Chinese forcible
assertion of direct savereignty wonld have a dramatic impact on
[I.S. prestige throughout the region. As the report points out. “for
U.S. policy toward China, this means maintaining the clear abil-
ity and willingness ta caunter any application of military force against
Taiwan.”

Conscquently, the recommiendation to conunue to follow
closely the evolution of Chinese military capabilities and leader-
ship perceptions and intentions regarding Taiwan is of vital impor-
tance for US. strategic planning. Given consistently focused
Chinese military acquisitions, deployments and operational plan-
ning, and training in regards to Tarwan I bolicve the analysis should
be for a shorter time frame, 1., over a five to ten year period.

Of equal importance in mimimizing surprise and miscalcula-
tion by the Chinese in the cross-straits situation is the need for
Ergreater ettorts by the U.Ss. government 7o engnge the Chinese
lealership inthe creation of workable crists management institutions,
or so-called confidence-buildingmensures. Here the Task Force
recommendationssocm to mic to be weak We recomimend the insti-
tution ol “seruigovernmentikalks on crisis management issues.”
However, the EP-3 incident cries out for renewed engagement at
the highest levels for the development of suchinstitutions, where,
at a minimum, effectivecommunicalion mechanisms are triggered
whenever such incidents might occur. The 1.5.-China Eco-
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nomic and Security Review Commissioninvestigated U S, attempts
to build such institutions over severalyears and was dismayed to
learn that the Chinese leadership rebuffed even the most mod-
est of such efforts, leading to the inescapable conclusion that
they have deliberarly rejected crisis circvil-breaker mechanisms
as a national palicy regarding the United States, This is in stark
contrast ta the rather sophisticated and detailed ensis-manage-
mlent tnstutons negatiated. signed, and implemenited over the
last tan years by the Chinese with other siates in the region,
including [ndia, Russia, and Central Asian Republics in the
Shanghai Cooperation Organization as well as with ASEAN
nations such us ¥ietnam. Thatland, and Laos. The lack of Chi-
nese willingness to engage the United States a1 all should he
cause [or concern. and it would be useful for the Council 1o
include an examinationof this failure in subsequent Task Forces.

C. Richard IYAmato

Thus is a first-race report — detailed, thoughtfol, and sophisticated
sumarary of the views of the many independent ard at times adamant
Task Force members. [ have no major abjections to the findings
ot the teport. My cornments below deal with issues which 1 think
need (o be underscored, with which T am not in full agreement.
or about which [ am still somewhat ambivalent.

First, [ want to underscare the importance of a methodolog-
ical point madc in the introduction. Onc has to be very carcful not
to leap from information about the evelving doctrinal and oper-
ational preterences of the People’s Liberation Army (PLA) to infer-
ences ubout the Chinese political leaderchip’s foreign policy
preferences, We would considerit an analytical mistake ifthe PLAS
US-watcherys inforred ULS, torcign policy intentions solely fromn
reading U.S. doctrinal manuals, training routines, and articles
and books written solely by military ofticers. The policy discourse
in Washington. [ believe, has been all 1o quick Lo make this leap
without demonstrating how precisely PLA doctrinaland opera-
tional concepts are related to the civilian leadership’s political or
long-term sirategic intentions, to the degree that these exist,
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Second,concemingrhe repart’s discussion of theTaiwan issue,
T'worry that the Task Force underestimates the degree to which
the PL A thinks about and possibly pluns for an outright invasion
of Taiwan. [ doubt this option would be consideredunder all polit-
ical conditions. But one could imagine that in the face of an out-
right declaration of de jure independence (a declaration of a
Republic ol Taiwan, [orinstance), the Chinese leadershipmight
cansider an option that required the full subjugationof an inde-
pendent regime as quickly as poswible.

[ agree with the report’s conelusion about the need to balance
deterrence and reassurance measures toward China and Taiwin.
But at some point. the U.S. policy community needs to be more
specific ahout what the warst fears of the Chinese and Tatwanese
guvernments are and thus more specific sbout how both sides could
he deterred from pravoking the other and reassured that the
other will not act provacatively. Specifically, the People’s Repub-
lic of China (PRC)needs w he reassured that Taiwan Will not declare
tarmal independence in various forms (changingits flag, its offi-
ctal name, declaring independence from an entity called the
Republic of China, among other possibilities),and Taiwan needs
to be credibly assured that the PRC will not use [oree to compel
unitication. At the moment, it appears that military force alone
is providingthis deterrence/assurance. Chinese military power is
clearly preventing 1 Democratic Progressive Party (IDPP) govemment
from adopting more formal symbols of independence. (It s
unclear how inuch private US . messages to Tuiwan help to pre-
vent the DPP trom “pushingthe envelope.”™ And ULS. military
power is clearly preventing the PRC [rom using furce to compel
unirication. But the cost af these military disincentives is a bur-
gconing arms race across the strait and the concomitant instabil-
ities and mulitarization of policies that this entalls,

Thus, the report’s language about how 1o balance the fears and
interestsofthe PRC and the Republic of China (ROC) comes too
close, it seems to me. 1o current official U.S. policy. Why should
the United Statcs not formally opposc i declaration of dejure inde-
pendence, sincethe likely outcome of such a declaration would be
war across the strait and., most likely, the end of democracy on
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Taiwan? And how will democracy be preserved there in the face
of a highly militarized and conflictual cross-strait environment?
It is amistake to conflate the two values at stake in this conflict —
democracy on Taiwan and Taiwan's right to national self-deter-
mination. If the latter threatens the former (which is a realistic
possibility in a highly militarized environment), it seems to e that
Taiwan's formal sclf-determinationis not a value that U.S. mili-
tary power should be currently defending. The primary reliance
on military power to deterthe PT.As use of force reduces the ered-
ibility ofwhatever verbal assurances the United States supplies to
“notsupport” Taiwan independence. This credibility decreases as
US.-ROC military ties deepen and widen because, from Bejjing ‘s
perspective, a de facto alliance is emerging—an alliancc in which
one of the partners {Taiwan)has a clear preference for dejure inde-
pendence. Thus, there has to be a more concrete, specitied
canditionality, or stratcgic clarity, about the limits of actual .S,
military support in defense of Taiwan.

Tn addition, there has to be a shift from disincentives for the
twa sides of theTaiwan Straitto &t provocalively (0 posilive incen-
tives to eschewprovocative behavior. That is, are there credible com-
mitments that the PRC and Taiwan can both make that would
reassure the other that its worst fears would not materialize? To
date, there scems to be a deficit of creative politicalefforts to search
for these kinds ofbeneficial, positive incentives to eschew provoca-
tive behavior, As one example, China ought to allow Taiwan into
all major intcrnational institutions as anonsovereign statc observ-
er/participant. The institulion should require only one condition
from Taiwan, namely, that it loses its right to participate should
it declae de jure independence frout an encity called the Repub-
lic of China. This, then, offers the Tiwanese lcaders achoice and
4 positive incentive not to declare de jure independence. Of
course, such an offer from the PRC would have to be accompa-
nied by a credible commitmentnot (o use foree (o compel Taiwan's
formal unification. To be credible,such a commitment would have
to involve verifiable reductions in the size and capabilities of
Chinese military deploymentsopposite Taiwan. Obviously.the polit-
ical capital in China, Taiwan, and the United States that would
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be needed to implement these types of amrangementswould be very
expensive, but. alter al, this is what politcal leadership is all about.

Third, on the question af China’s swn conception ofits place
in world politics, the report suggests that post—September 11
deploymentof U.S. power in Central Asia and elsewhere led to
a more sober assessment of the external sccurity cnvironment
but that Chinese leaders cantinve to believe China’s leverage
over US. pawer continues to grow. I have my doubts about how
widespreacd this helielis. There appearsio be a srowing neceptance
in Betjing that China willoperate in aunipolar, U.S.-dominated
world for some time to come and that relative power trends ane
nut necessarily in China's favor. The most recent estimate of
China’s comprehensive national power relative to the United
States —this time produced by China’s “CIA,"the China Insti-
tute of Contemparary International Relations—is the most pes-
simistic about China's capacity to catch vp o US. power, in
strikingcontrastto earlier PLA studies of comprehensive nation-
al power.

Fourth, on the question of democratization and change in
China’s pelitico-military behavior. the Task Force members
expressex twao possibiliies—that democratizationwould orwounld
not make China kess likely to use torce. Presumably the fonmer would
change U.S. estimates of China’s intentions. while the latter
would not. T think this misses a third possibility —that demecra-
cy in China does not change its tendencies to use Torce. but that
U.S. interpretations of these lendencies change. It seems highly
likely that were Russia today still the SovietUnion. the United States
would be much mote hostile to Russian responses to the Chech-
nya problem than it currenty is. A demeocratic China may not act
mare “benignly, "but s behavior will likely be viewed us such by
other democracies, thus loweringthe degree of politico-military
conflict hetween China and other demeocracics.

It is, of course, possible that a liberal. democratic Chinawould
actually be less likely  use force apainst its neighbors. This will
depend on whose [oreign policy inferests are reflected by an
increasingly responsive political Jeadership. That will, in turn,
depend on the kind oftransition to democracy China undergoces.
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A militarized, nationalistic, populist regime horn from social and
political chaos would likely produce @ more militarized [oreign pol-
icy. Onthe other hand, aregime that incorporated the preferences
of the emerging middle class and urban elite would probably
produce a more liberal and internationalized foreign policy. The
problem is that we know very little ahoul the foreign policy prel-
erences of Chinese citizens. Until we do, predictions one way or
the othcr about the cffects of democracy are likely to he highly spec-
ulative. What little we do Yanose. on the basis of limited public opin-
1on polling in China {in contrast to the journalistic impressions
oframpant anti- Americanismand nationalism) is that foreign pol-
icy preferences are diverse and that wealth, education, and travel
abroad arc all positively related to a more “liberal,”proto-inter-
naticnalist world view (and higher levels of amity toward the
United States). What the discussion in the Task Force suggests,
therefore, is that a more informed debate about China’s national
security policies in the future requires mote systermatically collected
data on public and elite opinionin China.

Fifth, conceming military-to-military relations and “socialization”
of the PLA, T support this recommendation. However, we have
to recognize that the PLA is, after all, a military. And like most
militaries, its organizationalsocialization is primarily in 2 hard realpoli-
tik world view; iLs mission starts with the assumptionthat diplo-
macy has more or less failed. The kinds of misperceptions that can
he carrected through military-to-military exchanges are impor-
tant ancs,but anychanges in these misperceptionswill remain main-
lyin the realm of how the U.S. military operates, less soin terms
of estimations of U.S, goals and intentions,

Inthe Chinese case, one source of misperceptionin the secu-
rity policy process writ large is that the PLA has a perceived
legitimate monopoly on national security policy. So, along with
the need to “socialize”PLA (and U.S.) officers, security voices in
China need to be pluralized. This would entail supportfor the devel-
apment of an independent, civilian security expertise (even if,as
in the United States,some of these voices are likely to he more hawk-
ish than some mulitary voices). Pluralization might also entail encour-
aging regional cconomic and political leaders to develop and
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articulate their own foreign policy and secunityinierests. 1n the Unit-
ed States.regional economic interests with a large stake inthe Chi-
nese economy have been voices for moderation in Sino-U.S.
relations. Thus. onc rescarch rask is to identify how regional
interests may difter from Beijing on certain security issues; whether
these interests would stahilize or destabilize the Sino-U.S. rcla-
tionship: and. if the lommer. how mmght they be encouraged?On
the Taiwan issue, for instance, there is same evidence that polit-
ical and economic leaders from castern coastal China are less
keen on coercive diplomacy. There are few channels for regional
actors to develop and articulate their security interests. Perhaps U.S,
consulates in China could be used to develop secunty dialogues
with regional scholars and political and economic elites,

Finally, on the question of strate gic nuclcardialogues between
the United States and China, while T agree with the report that
Washingron should clearly state that U.S. missile defense s not
designedto capture the Chinese deterrent, the credibiny of ver-
bal assurances depends on the state ofpolitical relanons between
the twao sides. As former President Ronald Reagan famously
noted.*Trustbut verify.” Why not invite Chinese inspectors 1 ver-
ify that the numbcer of deployed interceptorsdocs not exceeda num-
ber that would undermine China’s deterrent? In addition. the
Chincse could be allowed to place portal monitoring and other ver-
tfication technologies at U.S, interceptor pruduction sites to
ensure that there is little chance nf a ULS. missile defense “break -
out” that might undermine China’s deterrent.

Alastair Liin Jolnston

T do not concur with the Task Foree report’s characterization of
the appropriate U.S. policy toward Taiwan and the PRC that would
reassure hath parties “in u credible fashion that the worst fears will
not materialize.”

Taiwan scenarios probably play a ventral role in the PLA's
modernization plans. As the Task Force report notes, however, Tai-
wan 1§ lundamentully a political rather than o military issue, and
current Chinese policy is to avoid amilitary confrontationif at all
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possible. As the Task Force report also observes, Chinese needs
and priorities offer the United Statesthe potential to influence diplo-
mnatically both Chinesc plans for military modernization and
policies relating to the threat of the vse of force.

With respect to the Taiwan issue, this perspective suggests that
the United States continue to make clear both to the PRC lead-
crship and to the leadership on Taiwan that, consistent with the
three communiqués and the Taiwan Relations Act, the United States
(a} can support any peacetul resolution of the Taiwan issue that
is agreed by both sides; (b) opposes any unprovoked attack on Tai-
wan; and {c) has not given Taiwan a “blank check” to pursue
policies thal would precipitate a crisis in the Taiwan Strait and drag
the United States into a military confrontation with Beijing.

US. arms sakes and related assistance to Tanwan should be guid-
ed by this approach. That is, our arms sales policy should strike
the admiitedly difficult and delicate balance between providing
reassurance to Taipei with respeet to (b) and reassurance to Bei-
jingwith respect to {c). Put differently, it should reassure Taiwan
without provoking the PRC.

Arnold Kanter

U.S.-China relations are defined by a disturbing paradox. With
no nation other than China does the United States have such a
normal, even cordial relationship in so many areas—ecanomic, social,
currently political, educational —that coexists with a possibility of
conflictthat is so plausible, especiallyovera Taiwan scenario, that
each side’s military has contingency plans already on the shelfand
has invested large amounts of human capitalin thinking, planning,
and war gaming to determine the best way to defeat the other.
Buttaking Taiwan out of the equation docs not mean that futare
security relations between Beijing and Washington would be
untroubled. Over the past sixyears, a quiet competition of ideas
between the United Statesand China has been going on over what
sort of security architecture will yield stability in East Asia. The
United States argues that its alliance-based structure is and wvill
be the basis for stabilily in the region for decades. (See the
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“National Sccurity Strategy™ and “2001 Quadrennial Defensce
Review.”

China does not agree and in 199, announced an approach that
is at odds with the U.S. concept. This could be dismissed as a the-
ological dispure it it were not so potentiallydestructive to LS. strat-
egy. Specilically, China continues to oppose bilateral military
alliances. Chinese detense analysts argue that mahtary aliances must
be aimed at somebody, and they think that somebody is China.
Retjing argues that in maintaiming a system of allinces with
Asian nations, the United Statesis followingan outmoded ' Cold
Wur mentality.” As aresult. quietly and without a great deal of fun-
fare, China continuesto atternpt to undermine the foundation of
US. security strategy in Asia— US. bilateral alliances —with its
awn “New Concept of Security.”Tn the “2002 Defense White
Paper,” Beijing cxplicitlyjudges military alhances in Asiato be a
factor of instability in the region.’ [ believe the United States 1s
invalved in a long-term *“Competition of security concepts’ with
China aver how hest to organize for regional stability.

This competition will undoubtedly collide with U.S. interests
in the region. What the impactwillbe of China's attempts to under-
mine the very basis of our security sirategy for the region is dif-
ficult to predict. Se far, there is none. These ideas have not
transtated (0 a call from regicral countries o discard biluteral alliwnces
This competition may never go beyond rhetoric and diplomatic
competition, but it will nonetheless certainty introduce edginess
to the long-term relationship.

Michuel A, McDevin

The annual report to Congress by the secretary of defense on
Chinese military power in zos 2 differs in focus and factual con-
tent in several important ways from our Task Force report. It is
important to keep in mind while reading both reports that there
are major uncertainties about Chinese intentions and capabilities.
Some of these uncertainties arc due o an extensive Chinese pro-

iInformation Ofice of the Seatg Councl ol the PRC, Ching's National Defenge in
200z{Beijing: December zoazi, p.7.
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gram of secrecy. Our Task Force recommends several new poli-
cics designed to reduce some of thisuncertainty, but until the Chi-
nese government 18 transformed into an elected, democratic
regime, pervasive Chinese military secrecy will prevent the devel-
opment of any real confidence about some fundamental aspects
of Chinese military intentions and capabilities,

It should be understood that almost nothing in this Task Force
report comes officially from Chinese government sources, China
docs not follow international standards of providing extensive details
of its armed forces in official annual reports. On the contrary, China
provides almost nothing of significance about its actual military
power to the public. Some observers have noted that China's
own seniorcivilian officialsseem alsoto be keptin the dark about
Chinese military affairs. Unfortunately, China has not been com-
pletely truthful about one ot the rare facts it does make public —
its defense budget. The defense spending figure that is provided
hy the Chinese military to the National People’s Congress has been
determined by our Task Force t be understated by at least
half. Obviously, this Chinese military secrecyis troubling. Obser-
vers wonder what else is being concealed or is a subject for
deception.

The zooz report to Congress by the U.S. secretary of defense
estimates the Chinese defense budget may even be twice as high
as our Task Force estimate. [n other words, the Pentagon suggests
that China’s claimed defense budget may be only anc-fourth of
its true value,

In the Jong term, if China continues this pervasive military secre-
cy, it may be sclf-defeating. Doubt already existsin Tatwan about
China’s claim 7o prefer to resolve the Taiwan dispute peacefully.
Taiwan insiststhat no political settlementcan occur until dermoc-
racy comes Lo China. A secret military buildup [ocused on Tai-
wan can only further undermine progress toward a peaceful
seitlement.

Our Task Force has called attention to the danger of Chinese
miscalculations about U.S. military power and resolve. There is
no doubt that U.S. military power, in an abstract sense, is much
greater than China’s and will remain so for the foreseeable future.
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This U.S. military superiority. however, is to some degree only in
the eyes of the hehalder, Tf Chinese military miscalculations and
military secrecy make ic impossible for China's Jeaders Lo assess
correctly the casts of using force, U.S. superiorityin our own eyes
provides no guaranteed prevention of China causing u tragedy of
epic proportions. We simply do not know how China assesses its
own military powet. [t 13 not reassuring to read the many Chinese
rulitary writings about how the wily inferior force can always defeat
the avercontidenteuperiarforee aglong ae enmrice and deceprion
are emploved. China's eivilian leaders have no easy task 1n assess-
ing the accuracy of the clums of their nihitary leaders. Perhaps,
a Chinese translation of our Task Force reportwillhelp them raisc
serious questions about their own military’s exaggerated claims,

Michael Pib'sbury

[ belicve the report pays insufficient attention to three factors that
are shaping the scope. pace, and consequences of Chimese mili-
wry modernization. Without fuller attention to these factors,
any cffort to devise a coherent, effeetive U S strateey to address
the implications of China’s military power will continue to fall short

The first consideration is long-term U.S. defense strategy, and
how America’s increasingmilitary-technological advantage will shape
China’s military modernization priorities. Like all major powers.
Chinais assessing ULS. strategic predominance and the declared
intention afthe United States to maintain ereven enbance its extani
strategic advantage, as outlined in the Scptember 2002 ULS,
national security strategy document, The Chinese are seekingto
balunce their demeonstrable requirement for stable, collnborative
relations with the United States with the need to protect China’s
vital strategic interests against future shiftsin U.S. policy that could
pose d direct chuallengeto these inferests. The areas ol China’s poten-
tial military development that would be most worrisome to the
United States {specitically, future precision-strike capabilitics,
Beijing’s ability to challenge U.S. maritime assets. and the PLA’s
information wartare activities)are all directly limked to American
priorities and programs. As the repor highlights;the Chinese are
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accelerating their modernization effortsin all three areas, and this
is demonstrable cause for concern, But we cannotunderstand Chi-
nese military modernization unless we [irst acknowledge that the
PLA is responding to US. strategies and research and develop-
ment activitics, not embarking on a unilateral defense buildup.
The second consideration is whether the United States deems
arnorc militarily powerful China an inherent threat to U.S. glob-
al or regional interests. and what the United States should do to
forectall such a threat. The repart implies that 2 measured pace of
PLA modemization is acceptableto the United States, but a n incressed
capabilityto coerce Taiwan is not acceptable.The report further
advocates that the United States and Europe maintain the post-
‘Tananmen embargoon defense technology transactions with China,
since this “Willlikely slow the pace of China’s weapons modem-
ization.” It then asserts that the United States should agree with
other major arms suppliers (presumably including Russia, which
already ranks as China’s principal source of advanced weaponry)
to inhibit any further enhancement of the PLA's power-projec-
tion capabilities, while uot impeding American commercial access
to the Chinese market. [ fail to see how these goals can be rec-
onciled, especially given that (@) the Chinesc are already developing
these capabilities with substantial Russian involvement, (b) the most
pressing Chinese need to cnhance its power-projection capabil-
itiesis in systems integration, not in platform acquisition; and (c)
an avowed technologydenial strategy flies in the face of extant com-
mercial realilies affecting the U.S. corporate sectorinthe Chinese
market. Finally, rather than inhibiting the flow of resources into
China’s future nulitary development, a technology denial strate-
aywill {urnish the PLA with precisely the rationale it requires Lo
demand more resources from the political leadership, not less,
The third consideration is the asymmetry between the report’s
advocacy of enhanced transparency on the part of the PLA (espe-
cially in its advanced conventional programs} and the absence of
calls for equivalentreciprocity on the part of the U.S. military. To
obligate the Chinese to far fuller disclosures on the entire
spectrum of their military modernization priorities and activities,
and to further seek extensive U.S. access to Chinese ground, air,
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naval, nuclear, and command-and-control assets, without an
equivalent commitment on the part of the United States, wll go
nowhere. Tt will also reinforce recurrent Chinese suspicions about
the underlying purposes of cnhanced military-to-military relations.
By contrast, the report acknowledges the need forboth countries
to undertake a shared assessment of their respective prioritics in
missile defense and strategic nuclear modernization, so as to
reduce misperceptions and (quite possibly) to avoid needless
resource commitmentsthat would be in neither state’s interest. An
equivalent approach should govem discussions on the modemization
of conventional forces: there necds to be a mutuaal, interactive
process of information disclosure, not one-sided Lransparency.
Without such openness on the part of the United States, the
Chinese will have [ew incentives to provide the reassurance that
thc U.S. purports to scck,and the PLA will revert to loug-stand-
ing habits of dissemblance, nondisclosure, and information denial
that do not advance the goal of productive, maturing military-to-
military relauons.

Jonathan D. Polfack
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* Individual largety concurs with the report but submited an additional view.
* Mr. Donaldson partcipaeed as a member of the Task Force until his appointment
as Chairman of the Securities and Exchange Commission in Febaary :oeg,
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tions in the Oftice of the Secretaryof Defense and as]-5 at Pacific
Command.

James C. MULVENON is the Deputy Director of the RAND Cen-
ter for Asia-Pacific Pelicy.

MicHAEL PIELSBURY* is a consultant to the Defense Department,
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War College.

* Individua! largelyconcurs with the report but submitted an additional view.
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AAM
ABM
ASEAN
C/ASR

DPP
DPRK
ICBM
10
LACM
NCO
NFU
PLA
PLAAF
PLAN
PLANAF
PRC
R&D
ROC
ROTC
SAM
SARS
SERBM
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LIST OFACRONYMS

Alr-to-Air Missile
Anti-BallisticMissile

Assaciation of Southeast Asian Nations
Command, Control, Communications,
Computers, Intelligence, Surveillance,
and Reconnaissance

Democratic Progressive Party
Democratic People’s Republic of Korea
Intercontinental Ballistic Missile
Information Operations

Land-Attack Cruise Missile
Noncommissioned Officer
No-First-Use

People’s Liberation Army

People’s Liberation Army Air Force
People’s Liberation Army Navy
People’s Liberation Army Navy—Air Force
People’s Republic of China

Research and Development

Republic of China

Reserve OfficerTraining Corps
Surface-to-AirMissile

Severe Acute Respiratory Syndrome
Slhunt-Range Ballistic Misaile
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July 1, 2005
T-05j0ca0ey
TO: Doug Feith N 3HS
FROM:  Donald Rumsfeld "B™

SUBJECT: Harold Brown's Report on China

Please have someone look at the Council on Foreign Relations report

Harold Brown did a year or two ago on China and see how it matches. Much of
what he did came from open source information, and [ worry that our intelligence
agencies don't believe open source information, and try to rely on classified

information.
Please take 4 look at it and let me know.

Thanks.

DR 58
D63005-13

.‘..........‘-..'.....-..-..'.lI....l--l..'lll---..-.--.ll’--..--.......i

Please Respond By July 14, 2005
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STATEMENT OF DANIEL J. DELL'ORTO, PRINCIPAL DEPUTY GENERAL
COUNSEL DEPARTMENT OF DEFENSE; MAJOR GENERAL THOMAS J. ROMIG,
JUDGE ADVOCATE GENERAL OF THE ARMY; MAJOR GENERAL JACK L.
RIVES, ACTING JUDGE ADVOCATE GENERAL OF THE AIR FORCE; REAR
ADMIRAL JAMES E. MCPHERSON, JUDGE ADVOCATE GENERAL OF THE NAVY;
BRIGADIER GENERAL KEVIN M, SANDKUHLER,STAFF JUDGE ADVOCATE TO
THE COMMANDANT OF THE UNITED STATES MARINE CORPS

BEFORE THE SENATE ARMED SERVICES COMMITTEE
SUBCOMMITTEE ON PERSONNEL
MILITARY JUSTICE AND DETENTION POLICY - JULY 14,2005

Mr. Chairman and Members of the Committee, thank you for the opportunity to
conuibute w this important discussion concerning militaty justice and detention policy in
the global war on terrorism. We understand the Committee is focusing on military justice
aspects of detention policy in the Department of Defense, including the definition and
classification of enemy combatants; legal aspects of the detention, review, and
interrogation of enemy combatants; the role of military commissions, as well as
responsibilities of the United States for the conduct of detention operations under U.S.
laws, existing international treaty obligations and the law of war.

Our nation has faced many challenges since the deadly and savage attacks of
September 11,2001. The devastating loss of civilian lives and destruction of property
and infrastructure of that day have been echoed in the cities and countries of our friends
and allies, including Baghdad, Kabul, Istanbul, Bali, Riyadh, Madrid, Russia, Uzbekistan,
and, mostrecently, London. The armed conflict with al Qaeda and its supporters
continues. For as long as it does, we will continue to meet each challenge steadfastly and
consistent with the rule of law.

Throughout this conflict, we have looked to the U.S. Constitution, U.S. statutes,
U.S. treaty obligations, and the law of war to frame our actions. The President, acting as
Commander in Chief, has taken action to defend the country and to prevent additional
attacks. Congress, in the Authorizationfor Use of Military Force, September 18,2001,
supported the President's use of "all necessary and appropriate force against those
nations, organizations, or persons he determines planned, authorized, committed, or aided
the terrorist [September 117 attacks *** or harbored such organizations or persons.”
Congress also emphasized that the forces responsible for the September 11th attacks
"continue to pose an unusual and extraordinary threat to the national security,” and that
"tbe President has authority under the Constitution to take action to deter and prevent acts
of intemational terrorism against the United States.”

L Publ. L. No. 10740, §§ 1-2, 115 Stat. 224.
2 Tbid.
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Consistent with this authority,U.S. and cealition forces have removed the Taliban
from power, eliminated the “primarysource of support to the terrorists who viciously
attacked our Nation on September 11,2001 and “seriouslydegraded™ al Qaeda’s training
capability.’ In the conduct of these operations, U.S. Armed Forces, consistent with the
law and settled practice during armed conflict, have seized many hostile persons and
detained a small proportion of them as enemy combatants.

On February 7,2002, the Resident determined that the Third Geneva Convention
applies to the Taliban detainees, but not to the al Qaeda detainees because Afghanistan is
a party to the Geneva Convention but al Qaeda — an international terrorist group - 18 not.
He also determined that under article 4 of that Convention, Taliban detainees are not
entitled to POW status. Even so, he directed the Armed Forces to treat such detainees
humaunely. Those who are members of al Queda, the Taliban or their atfiliates and
supporters are enemy combatants who may be detained for the duration of hostilities.
Such detention serves the vital military objectives of preventing additional attacks,
preventing captured combatants from rejoining the conflict, and gathering intelligence to
further the overall war effort. The military’s authority to capture and detain enemy
combatants is both well-established and time honored.

Enemy Combatants

Enemy combatants are personnel engaging in hostilities during an armed conflict
on behalf of a party to the conilict. Enemy combatants are lawful targets unless they are
captured or wounded, sick, or shipwrecked and no longer resisting.

In a more conventional armed contlict between States, enemy fighters of a
government are recognizable by their nniforms or fixed insignia, fight under responsible
command, carry their arms openly, and otherwise abide by the law of war.* Enemy
fightersin the global war on terrorism are not recognizable in those ways —in fact, their
strategy and tactics include hiding within civilian populations and deliberately targeting
civilians in violation of the law.® And, as private citizens, these enemy fighters do not
have a law of war right to initiate and wage war. The law of war, including the Third

3 Office of the White House Press Seceretary, Letter from the President 1o the Speaker ol the House of
Representatives and the President Pro Tempore of the Scnate (Sept. 19,2003)
(<www.whilehouse gov/ne we/releases/2003/06/20030919- Lhtml>

* Lawful combatants include members of the regular armed forces of a State party to the conflict; militia, volunteer
corps, and organized resistance movements belonging to a State party o the conflict, which are under responsible
command. wear a fixed distinctive signrecognizable at a distance, carry their arms openly, and abide by the laws of
war; and, members of regular armed forces who protess allegiance to 2 government or an authority not recognized
by the detaining power. They are entitled te prisoner of war status upon capture, and are entitled to *Combatant
immunity” for their lawtul pre-capture warlike acte. They may be prosecuted, however, tor violatioos of the law of
war. It soprosecuted, they still retain their status as prisoners of war.

® Unlawful combatants. orunprivileged belligerents, may include spies. saboteurs, ar civilians who are participating
in hostilities, or who otherwise engage i unautherized attacks or other combatant acts. Unprivileged belligerents
are not entitled ta prisoner of war status, and may be prosecuted under the domestic law of the captor.
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Geneva Convention, offer specific protections and privileges to conventional combatants,
but not to terrorist fighters.

DoD doctrine currently defines an enemy combatant to be, “Any person in an
armed conflict who could be properly detained under the laws and customs of war.”
The definition has the flexibility to meet the specific circumstances of a particular
contlict. Ithas been adapted in War on Terrorismoperations to define who is part of an
opposing force. For example, the Deputy Secretary of Defense’s Order Establishing
Combatant Status Review Trihunals defined an “enemy combatant” for purposes of that
order as “an individual who was part of or snpporting Taliban or al Qaeda forces, or
associated forces that are engaged in hostilities against the United States or its coalition
partners.”’ Consistent with these definitions, the Supreme Courthas recently endorsed a
similar definition of “‘enemy combatant” in a case involving the detention of an enemy
combatant captured in Atghanistan. The Court stated that “for purposes of this case,
enemy combatant .. .is an individual who . .. was part of or supporting forces hostile to
the United States or coalition partners in Afghanistan and who engaged in an armed
conflict against the United States there. Hamdi v. Rumsfeld, 1248.Ct. 2633,2639
(1994) (plurality op.) (internal quotation marks omitted).

With respect to the definition and classification of enemy combatants, itis
important to maintain flexibility in the terminelogy in order to allow us to operate
effectively with coalition forces, and to address the changing circumstances of the types
of conflicts in which we are engaged, and will be engaged. Generally speaking, the terms i
“Combatant,” “Unprivileged Belligerent,” “Unlawful Combatant,” and “Enemy
Combatant,” are well-established in the law of war.

Detention Review Process

From the early stages of military operations in Afghanistan, the Department of
Defense has taken steps to examine the status of captured personnel and determine the
need for their continued detention. In a conflict in which the enemy does not use .
distinctive insignia or uniforms to distingnish itself from the civilian population, the ,
Department has established review mechanisms to test and revalidate the status of each |
detainee as an enemy combatant.

Individuals taken into DoD control in connection with the ongoing hostilities
undergo a multi-step screening process to determine if their detentionis necessary. When
an individual is captured, commanders in the field, using all available inforination, make
a determination as to whether the individual 1s an enemy combatant, i.e., whether the
individual is “partof or supporting forces hostile to the United States or coalition

% See JomtPublication 7-02, DeD Dictionary of Military and Associated Terms (as amended throngh May 9,2005),
" Memorandum £ranPaul Wolfowitz, Deputy Secretary of Defense, to the Secretary of the Navy (July 7, 2004).

11-L-0559/0SD/50675



IIS

partners, and engaged in an armed conflict against the United States.” Individuals who

are not enemy combatants are released.

Between August 2004 and January 2005, the Combatant Status Review Tribunals
(CSRTs) reviewed the status of all individuals detained at Guantanamo,in a fact-based
proceeding, to determine whether the individual is still properly classified as an enemy
combatant. The CSRTsgave each detainee the opportunity to contest the designation as
an enemy combatant.

In December 2004, the Administrative Review Board (ARB) process began o
assess whether an enemy combatant continues to pose a threat to the United States or its
allies, or whether there are other factors bearing on the need for continued detention. The
process permits the detainee to appear in person before an ARB panel of three military
officers to explain why the detainee is no longer a threat to the United States or its allies,
and to provide information to support the detainee’srelease. This process remains on-
going and will review each detainee’s status annually.

Commissions

With respect to the role of military commissions, their use is firmly based in
international law, our Constitution, the Uniform Code of Military Justice (UCMI), our
nation’s history, and international practice. The United States employed a military
commission to try eight Nazi saboteurs during World War I, At the conclusion of that
conflict, U.S. military commissions heard some S0 cases against enemy war criminals.
Australia, Canada, China, France, Greece, Norway, and the United Kingdom used
military commissions to prosecute another 1,166 cases against war criminals. In Article
21, UCMLI, Congress expressly recognizes military commissions and other military
tribunals as a lawful and legitimate means available to the President to try violations of
the law of war. Additionally, Article 36, UCMJ, codifies the President’s authority to
prescribe pretrial, trial, and post-trial procedures for military commissions. That they
have not been used since World War II constitutes acknowledgement of the necessity for
their use only in exceptional sitnations. Suchis the case with respect to international
terrorists who have violated the law of war. On November 13,2001, the President
authorized the use of military commissions in his Military Order, “Detention, Treatment,
and Trial of Certain Non-Citizens in the War Against Terrorism.” The President took
this action in response to the grave acts of terrorism and threats of terrorism, including
the attacks of September 11,2001, on the Pentagon, the World Trade Center, and on the
civilian aircraft that crashed in Pennsylvania.

After the President authorized the use of military commissions, work began within
the DoD to establish, consistent with the President’s order, the procedures to be used and

® Dep’t of Defense, Fact Sheet: Guantanamo Delainces (<www.defenselink.milimews/detainees.htmi >
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the rights to be afforded the accused. This process involved working to achieve certain
ends, including: ensuring a full and fair trial for the accused; protecting classified and
sensitive information; and protecting the safety of personnel participatingin the process,
including the accused. The use of military commissions for terrorists who violate the
laws of war, as opposed to other trial alternatives such as the federal courts or military
courts-martial, best provides the flexibility necessary to ensure that these equal]y
important yet competing goals are aftained-- —— - -

Conclusion

The contemparary battlefield has chailenged members of the DOD legal
community as intensively as it has challenged the commanders and Soldiers, sailors,
airmen and Marines they advise. The exceptional performance of our Judge Advocates at
every level of command, and in particular in combat 1n Irag and Afghanistan where
members of the uniformed legal branches have been killed and wounded in action, has
been essential to ensuring the overall excellentrecord of compliance with the Law of War
achieved by our armed forces. Far this, our nation should be justifiably proud.

This success has not occurred in a legal environment without its share of
uncerrainty. This complex legal reality has generated sigmiicant discussions, reviews
and commentaries on how issues related to executing national security objectives should
be resolved. DOD lawyers, both military and civilian, have worked long and hard to
ensure that our torces had the tools to meet this threat while upholding the rule of law and
preserving American values. We are confident that Judge Advocates and DoD civibian
attorneys will continue to make essential contributions to our efforts to reconcile the
unconventional nature of comhating these threats with the traditional and histonically
essential commitment of our armed forces to conduct disciplined military operationsin
compliance with the Law of War.

Established principles of law have served us well to meet the challenges of

military operations in the War on terrorisim. We are confident that they provide the firm
foundation for meeting future challenges.
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STATEMENT OF DANIEL J. DELL'ORTO, PRINCIPAL DEPUTY GENERAL
COUNSEL DEPARTMENT OF DEFENSE; MAJOR GENERAL THOMAS J. ROMIG,
JUDGE ADVOCATE GENERAL OF THE ARMY; MAJOR GENERAL JACKL.
RIVES, ACTING JUDGE ADVOCATE GENERAL OF THE AIR FORCE; REAR
ADMIRAL JAMES E. MCPHERSON, JUDGE ADVOCATE GENERAL OF THENAVY;
BRIGADIER GENERAL KEVIN M. SANDKTJHLER,STAFF JUDGE ADVOCATETO
THE COMMANDANT OF THE UNITED STATES MARINE CORPS

BEFORE THE SENATE ARMED SERVICES COMMITTEE
SUBCOMMITTEE ON PERSONNEL
MILITARY JUSTICE AND DETENTIONPOLICY -JULY 14,2005

Mr. Chairman and Mcmbers of the Committee, thank you for the opportunity to
contribute to this important discussion conceming military justice and detention policy in
the global war on terrorism. We understand the Committee 1s tocusing on military justice
aspects of detention policy in the Department of Defense, inciuding the definition and
classification of enemy combatants; legal aspects of the detention, review, and
Interrogation of enemy combatants; the role of military commissions, as well as
responsibilities of the United States for the conduct of detention operations under U.S.
laws, existing international treaty obligations and the law of war.

Our nation has faced many challenges since the deadly and savage attacks of
September 11,2001, The devastating loss of civilian lives and destruction of property
and infrastructure of that day have been echoed 1n the cities and countrics of our friends
and allies, including Baghdad, Kabul, Istanbul, Bali, Riyadh, Madrid, Russia, Uzbekistan,
aud, most recently, London. The armed conflict with al Qacda and its supporters
continues. For as long as it does, we will continue to meet each challenge steadfastly and
consistent with the rule of law.

Througbout this conflict, we have looked to the U,S. Constitution, U.S. statutes,
U.S. treaty obligations, and the law of war to frame our actions. The President, acting as
Cominander in Chiel, has taken action (¢ defend the country and 1o prevent additional
attacks. Congress, in the Authorization for Use of Military Force, September 18,2001,
supported the President's use of "all necessary and appropriate force against those
nations, organizations, Or persons hc*(}c(itcrmincs planued, authorized, committed, or aided
the terrorist [September 11] attacks or harbored such organizations or persons.™
Congress also emphasized that the forces responsible for the September 11th attacks
"continue to pose an unusual and extraordinary threat to the national security,” and that
"the President has authority under the Constitution to take action to deter and prevent acts
of international terrorism against the United States,"?

; Publ.L. No. 107-40,8§ 1-2, 115 Stat. 224.
Thid.
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Consistent with this authority, U.S. and coalition forces have removed the Taliban
from power, eliminated the "primary source of support to the terrorists who viciously
attacked our Nation on September 11,2001 " and "seriously degraded”al Qaeda’s training
capability? In the conduct of these operations, U.S. Armed Forces, consistent with the
law and settled practice during armed conflict, have seized many hostile persons and
detained a small proportion of them as enemy combatants.

On February 7,2002, the President determined that the Third Geneva Convention
applies to the Taliban detaiuees, but not to the al Qaeda detainees because Afghanistan is
a party to the Geneva Convention but al Qaeda - an international terrorist group - is not.
He also determined that under article 4 of that Convention, Taliban detainees are not
entitled to POW status. Even so, he directed the Armed Forces to treat such detainees
humanely. Those who are memhers of al Qaeda. the Talihan or their affiliates and
supporters are enemy combatants who may be detained for the duration of hostilities.
Such detention serves the vital military objectives of preventing additional attacks,
preveniing captured combatants from rejoiniug the conflict, and gathering intelligence to
further the overall war effort. The military's authority 1o capture and dctain encmy
combatants 1s both well-established and tune honored.

Enemy Combatants

Enemy combatants are personnel engaging in hostilities during an armed conflict
on behalf of a party to the conflict. Enemy combatants are lawful targets unless they are
captured or wounded, sick, or shipwrecked and uo longer resisting.

In a more conventional armed conflict between States, enemy fighters of a
government are recognizable by their uniforms or fixed insignia, fight under responsible
command, carry their arms openly, and otherwise abide by the law of war.* Enemy
fighters in the global war on terronsin are not recognizable in those ways - in fact, their
strategy and tactics include hiding within civilian populations and deliberately targeting
civilians in violation of thelaw,” And, as privaice citizens, these enemy fighwers do not
have a law of war right to initiate and wage war. The law of war, including the Thud

3 Office of the White House Press Secretary, Letter Itom the President to the Speaker of the House of
Representativesand the President Pro Tempore of the Scnate (Sept. 19,2003)

(<www.whitehause sovincws/releases/2003/09/200309 1 9-1html>

# Lawful combatants include members of the re pular armed forces of a State party to the conflict; militia, volunteer
comps, and organized resistance movemnents belonging to a Stale party (o the conllict, which are under responsible
command, wear 2 fixed distinctive sign recognizable al 4 distance, caty their arms openly, and abide by the laws of
war; and, mmembers of regular armed forces who profess allegiance o o government or an authority not recognized
by the detaining power. They are entitled to prisoner of war status upon capture, and are entitled to "combatant
ummunity™ for their lawful pre-capture warlike acts. They may be prosecuted, however, for violations of the law of
war. If so prosecuted. they still retain their status as prisoners of war.

* Unlawful Combatants, of unprivileged belligerents, may include spies, saboteurs, or civilians who are participating
in hostilities, or who otherwise engage in nnauthorized attacks or other combatant acts. Unprivileged belligerents
are not entitled to prisoner of war status, and may be prosecuted nnder the domestic law of the captor.
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Geneva Convention, offer specific protections and privileges to conventional combatants,
but not to terrorist fighters.

DoD doctrine currently defines an enemy combatant to be, “Any person In an
armed conflict who could be properly detained undcr the laws and customs of war,”™
The definition has the flexibility to meet the specific circurnstances of a particular
conflict. It has been adapted in War on Terrorisim operations to define who i part of an
opposing force. For example, the Deputy Secretary of Defense’s Order Establishing
Combatant Status Review Tribunals defined an “enemy combatant” for purposes of that
order as “an individual who was part of or supporting Taliban or al Qaeda forces, or
associated forces that are engaged in hostilities against the United States or its coalition
partners.”” Consistent with these definitions, the Supreme Court has recently endorsed a
similar definition of “cnemy combatant” in a case involving the detention of an encmy
combatant captured in Afghanistan. The Court stated that “for purpoeses of this case,
enemy combatant. . .1s an individual who ... was part of or supporting forces hostile to
the United States or coalition partners in Afghanistan and who engaged in an armed
conflict against the United States there. Hamdi v. Rumsfeld, 124 8. Ct. 2633, 2639
(1994) (plurality op.) (internal quotation marks omitted).

With respect to the definition and classification of cnemy combatants, it 18
important to maintain flexibility in the terminology in order to allow us to operate
effectively with coalition forces, and to address the changing circumstances of the types
of conflicts in which we are engaged, and will be engaged. Generally speaking, the terms
“Combatant,” “Unprivileged Belligerent,” “Unlawful Combatant,” and “Enemy
Combatant,” are well-established in the law of war.

Detention Review Process

From the carly stages of military operations in Afghanistan, the Department of
Defense has taken steps to examine the status of captured personnel and determine the
need [or their continued detendon. Tna conflictin which the enemy does not use
distinctive insignia or uniforms to distinguish itself from the civilian population, the
Department has cstablished review mechanisms to test and revalidate the status of cach
detainee as an enemy combatant.

Individuals taken into DoD control in connection with the ongoing hostilities
undergo a multi-step screening process to determine if their detention is necessary. When
an individual 15 captured, commanders in the field, using all available information, make
a determination as to whether the individual is an enemy combatant, 1.e., whether the
individual is “partof or supporting forces hostile to the United States or coalition

8 See Joint Puhlication 1-02, DpD Dictionary of Milizary and Associated Terms (as amended through May 9, 2005),
" Memorandum EremPaul Wollowitsz, Deputy Secrclary of Delense, to the Secretary of the Navy (July 7, 2004),
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partners, and engaged in an armed contlict against the United States."® Individuals who
are not enemy combatants are released.

Between August 2004 and January 2005, the Combatant Status Review Tribunals
{CSRTs) reviewed the status of all individualsdetained at Guantanamo, in a fact-based
proceeding, to determine whether the individual is still properly classified as an enemy
combatant. The CSRTs gave cach detainee the opportunity to contest the designation as
an enemy combatant.

In December 2004, the Administrative Review Board (ARB) process began to
assess whether an enemy combatant continues to pose a threat to the United States or its
allies, or whether there are other factors bearing on the need for continued detention. The
process permits the detainee to appear in person hefore an ARB panel of three military
officers to explain why the detainee 1s no longer a threat to the United States or its allies,
and to provide information to support the detainee’s release. This process remains on-
going and will review each detainee’s status annually.

Commissions

With respect to the role of military commissions, their use is firmly based in
international law, our Constitution, the Uniform Code of Military Justice (UCMJ), our
nation’s history, and international practice. The United States employed a military
commission to try eight Nazi saboteurs during World War I, At the conclusion of that
conflict, U.S. military commissions hcard some 500 cases against enemy war criminals.
Australia, Canada, China, France, Greece, Norway, and the United Kingdom used
military commissions to prosccute another 1,166cases against war criminals. In Article
21, UCMI, Congress expressly recognizes military commissions and other military
tribunals as a lawful and legitimate means available to the President to try violations of
the law of war. Additionally, Article 36, UCMI, codifies the President’s authority to
prescribe pretrial, trial, and post-trial procedures for military commissions. That they
have not been used since World War II constitutes acknowledgement of the necessity for
their use only in exceptional situations. Such is the case with respect to international
terrorists who have violated the law of war. On Novemher 13,2001, the President
authorized the use of military commissionsin his Military Order, “Detention, Treatment,
and Trial of Certain Non-Citizens in the War Against Terrorism.” The President took
this action in response to the grave acts of terrorism and threats of terrorism, including
the attacks of September 11,2001, 0on the Pentagon, the World Trade Center, and on the
ctvilian aircraft that crashed in Pennsylvania.

After the President authorized the use of military commissions, work began within
the DoD to establish, consistent with the President’s order, the procedures to be used and

® Dep’tof Defense, Fact Sheet: Guantanama Detainees (<www.defenselink. mil/news/detainees.html.>

11-L-0559/0S5D/50682



the rights to be afforded the accused. This process involved working to achieve certain
ends, including: ensuring a full and fair trial for the accused; protecting classified and
sensitive information; and protecting the safety of personnel participating in the process,
including the accused. The use of military commissions for terrorists who violate the
laws of war, as opposed to other trial altematives such as the federal courts or military
courts-martial, best provides the flexihility necessary to ensure that these equally
important yet competing goals are attained.

Conclusion

The contemporary battlefield bas challenged members of the DOD legal
community as intensively as it has challenged the comimanders and Soldicrs, sailors,
airmen and Marines they advise. The exceptional performance of our Judge Advocates at
cvery level of command, ond in particular in combat in Traq and Afghanistan where
members of the uniformed legal branches have been killed and wounded in action, has
been essential to ensuring the overall excellent record of compliance with the Law of War
achieved by our armed forces. For this, our nation should be justifiably proud.

This success has not occurred in a legal environment without its share of
uncertainty. This complex legal reality has generated significant discussions, reviews
and commentaries on how 1ssues related to executing national security objectives should
be resolved. DOD lawyers, both military and civilian, have worked long and hard to
ensure that our forces had the tools to meet this threat while upholding the rule of law and
preserving American values. We are confident that Judge Advocates and DoD civilian
attorncys will continue to make essential contributions to our cfforts to reconcile the
unconventional nature of combating these threats with the traditional and historically
essential commitment of our armed forces to conduct disciplined military operations in
compliance with the Law of War.

Established principles of law have served us well to meet the challenges of

military operationsin the war on terrorism. We are confident that they provide the firm
foundation for meeting future challenges.
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TO: Doug Feith

FROM:  Donald Rumsfelrﬂl

SUBJECT: Connecting Japan with the Thais

240

1s there some way we ought to think about connecting Japan, Thailand and
possibly Australia? For example, connect themn in some way with the
Transformation Command, and maybe the Joint Warfare Center.

Thanks.
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Please respond by ¢/ 30/ 2S
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TO: Doug Frith
CC. Fran Harvey
FROM -
SUBJECT: DoD's Responsibility as Exccutive Agent for Reconstruction
contracting

I need tounderstand very clesxly what the U.S. Army’s role in Iraq is as executive
agent for reconstruction contracting.

Does the Department of Defense and the Army have a fiduciary responsibility to
see that what is spent is wise, or to see that it is efficient? Or does the Department
have no fiduciary responsibility, exceptto the State Departiment,who asked us to
do this?

I need advice,
* Thanks.

DHR--

a08-7

Please respond by l'}f ﬂl oy’
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OFFICE OF THE SECRETARY OF DEFENSE e

FOR Robert Earl, Special Assistant to the Deputy Secretary of Defense (Acting)

FROM: Joseph A. Benkert, Defense Reconstruction Support Office % *1" <

Subject: DoD and Army Responsibility for Iraq Reconstruction Contracting,

-

You asked several questions regarding our memo to the Secretary on the DoD and Army
role in Iraq reconstruction contracting, and axr fiduciary responsibility for reconstruction
funds (Tab A). Below are short answers to your questions, which we can discuss further
il necessary.

Re: PCO and JCC-I. “Why do we have two Army entities apparently doing the same
thing?” “Why are 2 entities needed’”

o The Project and Contracting Office (PCO) and Joint Contracting Command-Iraq

(JCC-T) perform distinct and separate functions. The PCO performs reconstruction
project management and support. The JCC-1 provides contracting and contract
management support to both PCO and Multinational Force Iraq {MNF-I).

When it was formed in June 2004, the PCO was responsible for acquisition and
project management support for the infrastructure reconstruction effort, including
contracting (e.g. developing contract documentation, managing the solicitation and
award process). The JCC-I was created in fall 2004 following a USCENTCOM
and Army review that identified the need for a centralized contracting organization
with complete visibility over all contracting for forces in Iraq, to include contract
support of the State-ledreconstruction program and MNF-L.

Once JCC-1 was established, contracting and contract management support tor the
reconstruction effort transferred to JCC-Iunder the Army’s acquisition authority,
as part of a consolidated contracting effort under a centralized contracting activity.
With this transition, PCO has no remaining contracting authority and relies on
JCC-Ifor all contracting actions.

» Re “Executive Agent” not an accurate description of Army’s role: “In what way not?’

o In May 2003, the Army was formally designated the DoD Executive Agent for

support of the Office of Reconstruction and Huinanitarian Assistance (ORHA).
That designation included the responsibility to provide all administrative, logisucs,

'b\o\g_l—
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and contracting suppotrt for ORHA, and to fund ORHA’s capital and operating
COSts.

o InJanuary 2004, after the Coalition Provisional Authority (CPA) was established,
funds were appropriated by Congress for the operating expenses of the CPA, and
funds in the Iraq Relief and Reconstruction Fund {IRRF) were made available to
pay the administrative expenses of agencies (including DoD) that obligated,
managed or administered IRRF-funded contracts. The May 2003 memoraudum
designating Army as Executive Agent was modified to assign to the Army only the
responsibility to provide acquisition and program management support to the CPA|
and any successor agency, with Army’s costs to be reimbursed by the IRRF to the
extent permitted by law. This assignment of responsibility differed significantly
from the earlier Executive Agent designation.

o The Army, through the PCO and the JCC-I, continues o provide acquisition and
program management support to the IRMO (the CPA successor agency for this
purpose), but 1s not considered to be an Executive Agent, as that term 18 normally
used, since it has no general programming, budgeting, or funding responsibilities
for the IRMO.

e Re: reconstruction projects: “What is the format for State-approvedrequirements? How
are they prioritized?

o The Embassy’s Iraq Reconstruction Management Office (IRMO) inherited a
reconstruction program established by the CPA, laid out in a report to Congress in
January 2004 (the “2207 report”) and updated quarterly since then.

o IRMO generally conveys its requirements on an exception basis to this program;
that 1s, by directing changes to the existing program. A number of substantial
realignments and reallocations have occurred since the original program was
deviged (for example, manor reallocations fraom electricity and water projects to
security and democracy building projects).

o Whben IRMQO considers changes, it seeks input from PCO on the impact and costs
of making such changes. State coordinates and reviews proposed changes with
DOD, USAID, NSC, OMB, and other departments and agencies as appropriate. If
the changes are above thresholds established in the Supplemental Appropriation
Act, Congressional notification is required and changes are formalized through
either a quarterly 2207 report or a separate notification.
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OFFICE OF THE DEPUTY SECRETARY OF DEFENSE
Military Assistant to the Special Assistant,
21 July 2005 - 1600Hours
MEMORANDUM FOR: MR. BENKERT, DEPUTY DIRECTOR, DRSO
SUBIJECT: DoD and Army Responsibility for Irag Reconstruction Contracting
Sir:
Please respond to Mr. Earl's queries an the attached

(1) Cover Memo. Tics &G re PCO and JCC-T:
"Why do we have two Army entities apparently doing the same thing?"

(2) Attuchment. page 1, 4th Tic re Army's Role not accurately desenbed;
"In What way NOT?"

(3) Attachment, page 1. Next to Last Tic re PCO/ICC-T Team:
"Again- why are 2 entities needed?”

(4) Atrachinent,page 3. | str para on reconstimction projects:
"So, what's the tormat for State-approved requirements? How are they
prioritized?"

Thanok you.

Yepugespectfully,

Swart B. Muncsch

Conunander, 1.5, Navy

Military Assistant to the
Special Assistant to the
Deputy Secrelary of Defense

Attachment:
05D 13802-05

Suspense: Eriday. 29 Julv 2005

o5 13500 -05
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OFFICE OF THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON 13C 20310-1000
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SUPPORT OFFICE . EaRY
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FOR SECRETARY OF DEFENSE
4l

FROM: Joseph Benkert, Defense Reconstruction Support Offi

Subject: DaD and Army Responsibility for Iraq Reconstruction Contracting

You asked about the Army’s role in Iraq as executive agent for reconstruction contracting,
and our fiduciary responsibility for reconstruction funds (Tab A).

The President established applicable roles [or assistance and reconsiruction acuvities in Irag
in NSPD 36, “United States Government Operations in Irag,” May 11,2004.

o State Department, through the Embassy’s Irag Reconstruction Management Office
(IRMO), sets requirements and manages the overall U.S. reconstruction program in Iraq,
principally funded from the Iraq Relief and Reconstruction Fund (IRRF).

o Within DoD, the Secretary of the Army (Army) has the authority and responsibility for
providing acquisition and program management support for reconstruction contracting 1o
the Chiet of Mission and IRMQ, principally through:

< Uﬁ
" The Project and Contracting Office (PCO), an Army entity that executes a;D W
manages reconstruction projects in Iraq under IRMO direction, (

*  The Joint Contracting Command — Irag (JCC-I), which operates under Army
contracting authority to provide reconstruction contracting Support. dﬁ @9

The Secretary of the Army is responsible for the efficiency and effectiveness of the PCO, as thwin”
C

an Army organization, and the JCC-I, with respect to contracting.

The Army is responsible for Headquarters-level financial management oversight of [RRF
funds apportioned to DoD for execution through PCO and JCC-I.

The PCO and the JCC-I are responsible for exercising sound “business judgment™ in Irag
reconstruction project management and contracting.

Although the PCO is responsible to State for the execution of assigned projects, the Army --
and ultimately DoD -- has a fiduciary responsibility to ensure that IRRF funds apportioned to
DoD are administered efiectively and efficiently. (A more detailed analysisis at Tab B.)

COORDINATION Tab C

05D 13§02-05
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DoD and Army Responsibility for Iraq Reconstruction Contracting

The Iraq Relief and Reconstruction Fund (IRRF) is an appropriation to the
President, apportioned for execution to specific departments and agencies —
principally DoD and USAID.

Within DoD, the Army has the authority and responsibility for the provision of
acquisition and program management support for reconstruction contracting -
originally to the Coalition Provisional Authority, and currently to the Chief of
Mission.

O Army originally served as the DoD Executive Agent supporting Office
ot Reconstruction and Humanitarian Affairs (ORHA) contracting
requirements.
o As responsibilities for reconstruction contracting evolved, however, the_ .y, e
term "Executive Agent" did not accurately describe Army's role. et 7
Since it was establishedby NSPD 36 in May 2004, the Project and Contracting At
Office (PCO) has been the entity within the Army that executes and manages
reconstruction projects in Irag.

The Joint Contracting Command — Iraq (JCC-I}, although not an Army
organization, operates under Anmy contracting authority to provide
reconstruction contracting support to the PCO, the Chief of Mission, and the
Embassy's Irag Reconstruction Management Office (IRMQO).

The State Department, through IRMO, sets requirements and manages the
overall U.S. reconstruction program in Iraq. The Army, through the PCO and
the JCC-I, supports State Department with respect to project inanagement and
acquisition, including reconstniction contracting.

o Both PCO and JCC-I receive guidance from IRMO and operate under
the direction of the Chief of Mission.
o Interms of Federal acquisition practice, IRMQ can be viewed as the
requiring ac.tmty and the PCOIJC(/ I team as the confracting activity -
the latter carries out the n reqmrements{of the quer pain .y ori e 1»- .
Lwmands

Because the PCO is an Army organizalion and JCC-1 1s operating under the
Army contracting authority, the Secretary of the Army is responsible for their
efficiency and effectiveness with respect to project management and
reconstruction contracting—i.e., all aspects of the solicitation, award, and
administration of reconstruction contracts.
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o Theeffectiveness of the reconstruction projects themselves 1n building f?ﬁ‘
Iraqi stability is beyond the scope of the PCO/JCC-1 mission.

0 Withrespect to support tor [raqi Security Forces (ISF), however, DoD is
fully responsible since it is in contro] of IRRF funding tor the ISF and
(throuch USCENTCOM) for the direction of USG efforts in support of
organizing, equipping, and training the ISF.

The Army 1s also responsible for Headquarters-level financial management
oversight of the IRRF apportioned to the DoD for execution through the PCO
for Iraq reconstruction.

0 These responsibilities would be similar to financial management
responsibilities of any other Army organization —e.g., oversight of
execution, accountability. and accounting for funds.

The PCO and ICC-I are responsible tor exercising sound “business judgment”
i1 [raq reconstruction project management and contracting.

0 Should a significant contracting or project management problem
emerge, the Army, PCO, or JCC-I1s required to notify and seek
guidance from State through IRMO.

o Should the PCO or JCC-I become aware that executing a contract would
requite an amount in excess of the estimated value of the contract. it is
required to notify IRMQ of ttus development. Then IRMO, 1n
conjunction with the Army, could abbreviate the scope of the project or
seek additional funding to complete it.

Although PCO is responsible to State for the execution of assigned projects,
the Army -- uand ultimately DoD - has a fiduciary responsibility to the U.S.
taxpayer {not to State) to ensure that IRRF funds apportioned to DoD are
administrated eftectively and efficiendy.
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FROM: Joseph Benkert, Defense Reconstruction Support Offi
Subject: DoD and Army Responsibility for Iraq Reconstruction Contracting

e You asked about the Army’s role in Iraq as executive agent for reconstruction contracting,
and aur fiduciary responsibility for reconstruction funds (Tab A).

e The President established applicable roles for assistance and reconstruction activities in Irag
in NSPD 36, “United States Government Operations in Irag,” May 11,2004

o State Department, through the Embassy’s Iraq Reconstruction Management Office
(IRMO), sets requirements and manages the overall U.S. reconstruction program in Itaq,
principally funded from the Iraq Relief and Reconstruction Fund (TRRE) .

o Within DoD, the Secretary of the Army (Army) has the authority and responsibility for
providing acquisition and program management support for reconstruction contracting to
the Chief of Mission and IRMO, principally through:

= The Project and Contracting Office (PCO), an Army entity that executes and
manages reconstruction projects in Iraq under IRMO direction.

»  The Joint Contracting Command — Iraq (JCC-I), which operates under Army
contracting authority to provide reconstruction contracting support.

» The Secretary of the Army is regponsible for the efficiency and effectiveness of the PCO, as
an Army organization, and the JCC-1, with respect to contracting.

o The Army 1s responsible for Headquarters-levelfinancial management oversight of IRRF
funds apportioned to DoD for execution through PCO and JCC-L

e ThePCO and the JCC-I are responsible for exercising sound “business judgment” in [raq
reconstruction project management and contracting.

o Although the PCO 1s responsible to State for the execution of assigned projects, the Army --
and ultimately DaD -- has a fiduciary responsibility to ensure that TRRF funds apportioned to
DoD are administered effectively and efficiently. (A more detailed analysis is at Tab B.)

COORDINATION: Tab C

11-L-0559/0SD/50695 05D 13802-05



DoD and Army Responsibility far Iraq Reconstruction Contracting

The Irag Relief and Reconstruction Fund (IRRF) is anappropriation to the
President, apportioned for executionto specific departments and agencies -
principally DoD and USAID.

Within DoD, the Army has the authority and responsibility for the provision of
acquisition and program management support for reconstruction contracting --
originally to the Coalition Provisional Authority, and currently to the Chief of
Mission.

o Army originally served as the DoD Execurive Agent supporting Office
of Reconstruction and Humanitarian Affairs (ORHA ) contracting
requirements.

0 As respongsibilities for reconstruction contracting evolved, however, the
term "Executive Agent” did not accurately describe Army's role.

Since it was established by NSPD 36 in May 2004, the Project and Contracting
Otfice (PCO) has been the entity within the Army that executes and manages
reconstruction projects in Iraq.

The Joint Contracting Command — Iraq (JCC-I). although not an Army
organization, operates under Army contracting anthority to provide
reconstruction contracting support to the PCO. the Chiet of Mission. and the
Embassy’s lraq Reconstruction Management Office (IRMO).

The State Department, through IRMQO, sets requirements and manages the
overall U.S. reconstruction program in Irag. The Army. through the PCO and

the JCC-I, supports State Department with respect to project managemnent and
acquisition, including rcconstruction confracting.

o Both PCO and JCC-I recerve guidance from IRMO and operate under
the direction of the Chiet of Mission.

0 Interms ot Federal acquisition practice, IRMO can be viewed as the
requiring activity and the PCO/ICC-I team as the contracting activity =
the latter carries out the requirements of the former.

Because the PCO 1s an Army organization and JCC-11s operating under the
Army contracting authority, the Secretary of the Army is responsible for their
efficiency and effectiveness with respect to project management and
reconstruction contracting—1.e., all aspects of the solicitation, award, and
administration of reconstruction contracts.
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o The effectiveness of the reconstruction projects themselves in building
Iraqi stability is beyond the scope of the PCO/ICC-I mission.

o With respect to support for Iraqi Security Forces (ISF), however, DoD is
fully responsible since it is in control of IRRF funding for the ISF and
(through USCENTCOM) for the direction of USG etforts in support of
organizing, equipping, and training the ISF.

e The Army is also responsible for Headquarters-level financial management
oversight of the [RRF apportionedto the DoD for execution through the PCO
for Iraq reconstruction.

o These responsibilities would be similar to financial management
responsihilities of any other Army arganizatinn—e.g., aversight of
execution, accountability, and accounting for funds,

e The PCO and JCC-[ are responsible for exercising sound “business judgment”
in Iraq reconstruction project management and contracting.

o Should a significant contracting or project management problem
emerge, the Army, PCO, or JCC-I is required to notify and seek
guidance from State through IRMO,

o Should the PCO or JCC-1 become aware that executing a contract would
require an amount in excess of the estimated value of the contract, it is
required to notify [RMO of this developiment. Then IRMO, in
conjunction with the Army, could abbreviate the scope of the project or
seek additional funding to complete it.

o Although PCO 1s responsible to State for the execution of assigned projects,

the Army -- and witimately DoD -- has a fiduciary responsibility to the U.S.
taxpayer (not to State) to ensure that IRRF funds apportioned to DoD are
admimstrated effectively and efficiently.
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Tab C
Department of Defense
General Counsel Mr, Daniel Dell’ Orto Tuly 15,2005

Department of the Army
General Counsel Mr, Avon Williams June 6,2005

Assistant Secretary of the Army
Acquisition Technology & Lagistics Mr. Dean Popps June 6,2003

Department of the Army
Comptroller Ms. ValerieL. Baldwin ~ May 25,2005

Department of Detense
Comptroller Mr. Robert J. Henke June 8,2005
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TO: Doug Feith
CC:  (ow Dick Myens

SUBJECT:; Meeting Request from Canada’s MOD

The MaD) of Caneda battanholed mein Brussels, He wants © come a1 see me to
talk about command structure & NORAD. He seemedto be concerned that
NORAD may be getting pushed down into other commands. He slso wants totalk
about theMaritime Cooperation. We would have to think about when we want to
doit, and who we would like to have at the meeting.

Mayhe someone should contact him and get greater clarity. Perhaps this shouldbe
done through the militzy dmannels where they know what might be the issue.

Thanks.

DHR-z
050903-29 (T5)

Pw......
’ @24 &g p’\

(tnchadl

Wemd oppreVE

FoKe | v[ﬂa,_,_

¢ 150805 1a:p 4w

0SD 13819-05
11-1-0559/0SD/50699

\ﬁ"‘\;f . )

k.
|

e

o

“\C; T



4

oo
NS T Znﬂs 5
s Bill Winke W5 A 1E T F 18 |
Bill Winkenwerder
Brad Berkson
cc: GordonEngland

FROM Donald Rumsfeldm

SUBJECT: Medical Ideas from Newt Gingrich

Attached are some intoresting ideas about transforming TRICARE from
Newt Gingrich, who has spent a lot of fime thinking about health care.

Please get back to me with your views..

- p——

Thanks.

Attach 5-5-05 Gingrich Memo on TRICARE
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Please Respomf B y 07/14/05
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THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-1200

INFO MEMO

IR A

HEALTH AFFAIRS JUL 18 M

FOR SECRETARY OF DEFENSE
FROM Wi er, .f%}hsmneanh Alfairs)
SUBIJECT: Medical Ideas from Newt Gingrich

® You asked [or my views regarding Newt Gingrich’s ideas {or transforming the
Military Healthcare System (he uses the term TRICARE, which is actually the name
of our health coverage plan) (TAB A).

e I[n my view, Gingrich’s assessment ol the problems of the US healthcare systemn is
largely correct—the tocus on illness and acute care vs. wellness and health, paper
transactions vs. electronic, focus on providers vs. individuals, and bureaucratic elTorts
to control costs vs. incentives and markets. All of these elements, along with the
politicized involvement of the federal government, have combined to make the health
care system very resistant to change, and one of America’s biggest problem areas.

e [would agree that TRICARE has, in many ways, the same problems and challenges
that reflect the broader US healthcare system. Further. the challenges of
transformation for DoD are even greater than that of a large private sector institution.

e We have two [eatures which make this the case: 1Yanearly free heallh beneflit for the
beneficiary, along with a very strong entitlement mentality and a highly organized set
of interest groups with direct access to Congress and 2} a uniquely complex
organization that performs multiple roles simultaneously — we are a healthcare
delivery system, a health insurer, a military combat support organization, and a
backup capability for hommeland security and detense (Gingrich also noted our
multiple missions). We also operate with a complex matrix organizational reporiing
structure.

e Despite these challenges, I believe TRICARE can dramatically change. In fact, if you

polled our workforce and private companies intertwined with our business, [ believe
they would tell you we have already been muking mujor changes for three years.

1
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I disagree with Gingrich’s assessment that our efforts to transform and change have
been of the “command and control™ variety, and inwardly focused. Having spent 15
years in the privale sector before coming to DoD), working and interacting with many
of the companies he mentions, my main effort since coming here in late 2001 has
heen to introduce best business practices across our entire operation —
measurements/metrics, business planning, performance-based budgets, strategic
planning, outsourcing, contracts with financial and performance incentives,
benchmarking, and more —and to focus all efforts toward measurable outcomes and
resulls. Any organization thal cannol clearly describe 11s” goals and objeclives, assess
its” own performance, and measure results cannot reform or transform. After a
tremendous amount of work. that bridge has been crossed.

Our discipline to compare Military Health System costs, quahity and satistaction with
the best private murket performers has been a valuable way to drive improved
perfmmdnce Petformance has improved significantly in many areas. Qxr quality of
care 1s excellent, and beneficiary satsfaction levels are the highest they have ever
been. Both compare very lavorably with top pnvale health plans.

Our main challenge is to control our growing costs, which have been driven by an
averly rich henefit, and a Congress that has continually expanded coverage and
pavment ol benefits.

Gingrich’s main ideas are Lo contain costs by using market forces, information for the
consumer and technology. His central idea is 1o change the health benelit structure by
introducing a health savings account concept, which combines a high deductible
coverage plan, where individuals pays the first $1.500 - $2.500 of their health
expenses each year, with a tax preferred savings plan that allows unused dollars to roll
over every year and accumulate. Having gotten the individual involved in the cost of
hisiher care; he would now give them more imformation to manage their own health.

I agree with these very good ideas. The challenge is getting from here to there. The
prohlem is not practical or technical, it is political.

Our chief hurdle o introducing and successfully implementing transformative
TRICARE benefit change is re-setting people’s expectations. With a benefit that is
nearly {ree, beneficiaries have little incentive to embrace change, and accept any
financial risk. Their expectation, until we begin to change it, is that all the health care
system can offer them is theirs forjust a few dollars every year.

However, if we can adjust our current benefit by introducing more cost sharing
(premiums, co pays, deductibles), then many beneficiaries may find the Health
Savings Account concept more attractive. Proposed changes to our current TRICARE
benefit, and the concept of a Health Savings Account, need (o be part of a coherent
package, with a clear timetable and plan (or implementation.
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Making incremental changes to our current benefit, besides being necessary for re-
setling overall expectations, will be critical to managing costs in the near to medium
term. My analysis suggests we could trim overall DoD health spending from FY07-
FY 15 by $40-70 billion.

Your strongest supporters for change, besides your own staff (Tina Jonas, Ken Krieg,
Brad Berkson, David Chu) and OMB stalT responsible for Do}, will be line Service
leadersbip, who now know that if heulth spending cannot be constrained, their budgets
will be significantly adversely affected. David Chu and 1 have spent considerable
effort educating Service leadership about the challenge and gaining their support.
There 18 more work 1o complete this task, but my assessmentis that our Service
leadership is receptive to change and prudent modification of the TRICARE benefit.

Qur effort with leaders of Congress, tollowing your guidance, hat been only to
educate them that we have a serious and growing problem with nising health
expenditures. We have nat engaged Congress to discuss solutions. Our only plea has
been to avoid passing more expensive benefit expansions, such as TRICARE for
Reserves. I appreciate your supporton this issue.

Gingrich suggests bringing in the three CEO’s of our major TRICARE contrictors to
solicit their ideas for private sector best practices that we could apply. We have
regulariy scheduled (every 3-4 months) meetings with the CEO's, which I attend and
sometimes chair. Gur next meeting 1s to do the very brainstorming Gingrich
recommends. [ expect it to be productive.

The saime 1s true with the large health information technology compunies — IBM.,
[ntel, Microsoft, Cisco, Qracle and others. We meet with them on a regular basis.
They DID build our paperless medical record system! We are documenting. 1otally
electronically, 30,000 visits a day, today. The DoD electronic medical record system
which has been benchmarked against systems at the Mayo Clinic and Cleveland
Clinic¢ and elsewhere, has received very high marks from the major 1T consulting
firms {(e.g. Accenture). [ am biased, but [ think it will possibly be the best system of
its kind anywhere in the world.

Gingrich speaks of the need Lo involve lop Dol leadership in matters of TRICARE. [
completely agree. We have done considerable spadework with both OSD and Service
leadership, tbough the job is not yet finished. Healthcare is & big, tough politically
sensitive issue. [ welcome your involvementand that of Secrelary England.

My apologies for such a long memao—I know you like one-pagers. But [ really want
you Lo understand how I have been approaching the problem, and how I view the
situation. I would value the opportunity to direcily provide you more information that
will enhance your understanding of TRICARE, the challenges we face, and our/yout
options for getting our costs under better long-term control.
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® NOTE: Idid not delve into two other major transformarive efforts, but both are very
significant. With BRAC, and a game plan that was set two years ago, we will be
merging Walter Reed and Bethesda Naval, and Brooke Army and Wilford Hall in San
Antonio, and closing 11 other hospitals. Major efficiency improvements will result
from these changes.

o In addition, a major analytic effort, the Medical Readiness Review, has been
underway [or nearly one year to assess medical force structure. Products of that
cffort, which could result in significant reductions in medical personnel and improved
efficiencies, will be forthcoming in late 2005 - early 2006.
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Bill Winkenwerder
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CC Gordon England

FROM  Donald Rumsteld P\
SUBJECT Medical Ideas from Newt Gingrich

Attached are some interesting 1deas about transforming TRICARE from
Newt Gingrich, who has spent a lot of time thinking about health care.

Please get back to me with your views..

Thenks.
Attach: 5-5-03 Gingrich Memo on TRICARE
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TRANSFORMING TRICARE:
THE OPPORTUNITY TO
SAVE LIVES AND MONEY
Newt Gingrich
May 5,2005

TRANSFORMING VERSUS REFORM:
THE KEY QUESTION FOR SENIOR LEADERS

“Insanity is doing the same thing and expecting

a different result”
_. _Albert Einstein

[t is the nature of a science and technology based
entrepreneurial system operating within a free market to
create more choices of higher quality at lower cost. When  ~*
this is not happening there are almost always fundamental
systems problems. - :

The number one challenge in getting dramatically better
results in health and-healthcare is to recognize that the
current system cannot be reformed. It is possible to
transtorm (he current system 1nto a more desirable, more
effective, Noatkies and less expensive system. That system
will be significantly different in principles, values, systems
and operating methods from the current system.

This 1s as true for Tricare as for civilian health.

The current model of healthcare cannot be reformed
because its core principles are wrong in five decisive and

unfixable ways:
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1.1t is focused on acute care rather than on wellness,
prevention, early testing and self management;

2. it is focused on healthcare rather than on health;

3. it is paper based rather than truly electronic;

4. 1t is focused on the providers rather than on the
individual;

J. it tries to control costs through controls rather than
through incentives and markets.

As a matter of general principle most
conservatives would agree that enlightened self
interest operating through a mafket with mcentives
sending the right signals to get the nght behaviors 1s

the owerful svstem of production and positive
change ever developed.

These same conservatives then try to use
command and control bureaucracies to force progress

even though intellectually they do not believe such
systemis work.

Tricare reform for the last three years has been
within the command and control, mwardly oriented
pattern. -

The first big question to answer is whether senior
]cadcrsmp wantsT'transfonu the system or continue
reforming it. 1he latter will fail and produce
disappointing results. The former is a totally different
path.

The rest of this paper outlines strategies for
transformational change in health and healthcare at

DoD.

TRANSFORMATIONAL RESULTS
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We have some pretty powerful evidence that a
new system based on transformational principles will
produce better health, greater satisfaction, and lower
COStS.

Using health reimbursement accounts, individual
access to their own personal health records over the

internet, and a Tocus on wellness, health management
(e.g., for diabetes) and involvement of the individual

(sometimes with a contract for rewards for
performance which in one company got 93%
compliance among diabetics) companies in 2004
were reporting the following results for 2003:

Company (plan/tools) expected cost, actual cost

Equitrac Lumenos +15% ~45%
Company S Lumenos  +20% -6%
Hospital system Humana +15% -31%
Trover Health o
Solutions Humana +19% - -26%
“ Logan Aluminum Aetna  --- T -18.7%
Mercy Health  Health Trio +16% ~ -9%

Wise Business Forms Definity +10%  -13.3%

Note in every case these companies were not rising
below trend (the favorite consultant measure). These
companies were actually declining in cost.

Similar breakthroughs are occurring in health
systems. Indiana Heart Hospital has gone totally
paperless. PriceWaterhouseCoopers reports that the




new electronically connected and expert system
mediated systems are producing:
an 85% decline in medication errors;
a 65% reduction in inappropriate denials
and delays
a reduction in chart management costs
from $15to0 $3 per chart (an 80% cost reduction)
a 30% reduction in physician chart
completion activities

There is a General Accounting Office report,
Reactive to Adaptive: Transforming Hospitals with Digital
Technology (October 2003) which lists onpage 18 multiple
examples of savingsthrough information technology in ——
hospitals.

[t is important to remember that PAPER KILLS and
we kill a lot of people in the current health system.

Visicu is an electronic intensive care system
which saves lives and saves money. It has been around for
a number of years and should be integrated into every.
hospital with Tricare patients.

Sound management of diabetes and obesity
along the lines of Bridges to Excellence m Cincinnati and
Louisville is saving a net of $250 per patient (gross savings
$350 but $100 is spent incentivizing the doctor to give
better preventive care to the diabetic patient). Every Tricare
diabetic should be involved in something like Bridges to
Excellence. They will live longer and healthier and save a
lot of money in the process.
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Allscripts reports on a doctor led intervention at
Eastman Chemical which is managing co morbidities and
savings an estimated $1100 a patient (and rising over the
years as the better management saves people from very
expensive complications).

THERE IS A LOT OF PAIN TO BE
AVOIDED, HAPPINESS TO BE INCREASED AND
MONEY TO BE SAVED BY MOVING TO A
TRANSFORMAITONAL TRICARE MODEL.

TRANSFORMATION MUST BE LED FROM
THE TOP. i
One of Edwards Demings” and Peter Drucker’s
firrules 1s that-really largescale change has to come-from ——
the CEQ, be sponsored by the CEO, and report directly to
the CEQ.
Tricare cannot be transformed from below. It
will only occur if the senior leadership (Secretary of
Defense and the Joint Chiefs) decide to make it happen and
have the process report directly to the top.

Because Tricare is about the health of the -
uniformed personnel and-their families and military retires - —
the Chiefs have to be directly involved in making it happen
and in ensuring that it is seen as an improvement and not as
a threat,

No serious effort to transform can be made below
this level.

IS TRANSFORMING TRICARE WORTH
THE COST TO SENIOR LEADERSHIP?

FEOSSorOSDS0T0



You should look at the cost of Tricare over the
next five years and the difference in that cost if you were in
one of the transformed models listed above and decide if
that is a large enough improvement to justify keeping
Tricare on senior leadership schedules for the next two
years. If 1t1s you can probably transform Tricare, If it isn’t
don’t spend a lot of energy on it and let the subordinates do
the best they can.

TRICARE IS ACTUALLY FOUR SYSTEMS

One of the challenges to running Tricare 1s that 1t
isactuclly four different systems: ———
L. Tricare for combat zones and the
consequences of combat;

2. Tricare for active duty and their families:
3. Tricare for retirees;
.- 4, Tricare for Homeland Security.

These are actually four very different roles and
_- shouldbe disaggregated in thinking through the
~— transformation.

It 1s conceivable that you would end up wanting four
different systems with contracted overlaps rather than one
bureaucracy trying to run all four systems. The current
structure may be too large a conglomerate and may make it
impossible to focus on doing any of the four brilliantly.

ACTION STEPS:




1.

5

o m—

3.

Secdef and senior leaders should bring in
the three major Tricare provider Ceos
individually and ask them to p[resent the
best practices in the private sector which
they believe could be applied to Tricare.
This has to happen at the very top because
they will not risk infuriating the Tricare
bureaucracy by being truly bold at that level.
The Ceos ought to be met with individually
so each one could develop their own vision
of transformation and the senior leadership
could be involved directly in learning what
is possible. These three contracts could be

~ modified immediatelyif there wasan

agreement on how to get to better health and
lower costs.

The senior leadership should bring in the 5
to & fargest health information technology
vendors and ask them how rapidly they
could build a paperless lricare with access
for every patlent to their own 1nfomiation.
There 1s not reason this could 1ot be fully
implemented before the end of 2006, The
current 1n house program 1s too eXpensive,
too slow, and t0o0 bureaucratic.

Three or four of the leaders of Bridges to
Excellence (UPS, Proctor and Gamble,etc)
should be brought in to discuss the new
models of contracting which are producing
dramatically better results in both health and

COst.
w—




4. Senior leadership should look at the size of
the Federal Employee Health Benefit system

buréancracy and compare 1t with Tricare.
There 1s far too much micromanagement by
the Tticare bur . A lot of combat
griented things need to be done but they do
not have to be done by Tricare in general
(this is one reason the four systems should
be disaggregated).

THE POWER OF INCENTIVES

“The natural effort of every individualto better his
own condition, when suffered to exert itself with
freedom and security, is so powerful, that it is alone,
and without any assistance, not only capable of
carrying on the society to wealth and prosperity, but of
surmounting a_hundred impertinent obstructions with
which the folly of human laws too often encumbers its
operations.”

The Wealth of Nations Book [V Chapter V Section IV

While every conservative in principle believes in
Adam Smith and in the power of self interestina
market to lead to more choices of higher value at
lower cost when surrounded by enough government
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the conservative begins to iisten to staff ideas about
command and control bureaucracies and the inability
of people to understand their own best interests in
whatever field the bureaucracy is in charge.

This principle applies to health.

Health reimbursement accounts and health
savings accounts will revolutionize personal
involvement in health. When these financial incentives
are combined with an electronic personal health
record (see the ihealthrecord product coming out May
9 with over 100,000 doctors participating or see the
healthtrio product-now in use-with several hundred
thousand people and a focus on early detection and
early treatment leading to selt management of health
the results can be astounding.

Senior leadership should being in the leaders of
the Aetna con summer health division, Lumenos (now
acquirted by Wellpoint as their consumer health
division) and DefinityHealth (now acquired by United
Health as their consumer health division). These three
ceos could explain the results they are getting and the
way in which they introduce incentivized products to
new markets so people voluntarily take them.

Since DoD recruits the healthiest people in
America a health savings account model would be
enormously profitable to the young soldier, sailor,
airmen or marine and would build in value as they
maintained their health and their family’s health. By
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retirement they would have thousands of tax free
dollars intheir account.

At a minimum every person in Do health systems
should have a health reimbursement account so they
begin to have an awareness of finances and health.

Franklin Delano Roosevelt understood that in
America incentives work and that punishment [eads
people to rebel against the punishers.

The retiree community and the uniformed
community should be approached io develop an
incentivized positive approach in which they demand
the health savings account and health reimbursement
account options because it is better for them. Change
should not be imposed it should be incentivized.

EXPERIMENTATION AND IMPROVEMENT

We are living in a period of enormous change. Yet
._our bureaucracies are designed to-be slow
~eumbersome and risk averse. Real-¢hange requires

Teal experimentation.

Tricare should be redesigned so a lot of
experiments can be undertaken quickly and easily
and a constant quest can be instituted for three
simple goals:

1. better outcomes at lower cost:
2. the same outcome at lower cost;
3. saving lives at any cost.

11-L-0559/0SD/50715 . _




There 's a paper available in draft form,
Entrepreneurial Public Management as a replacement
for Bureaucratic Public Administration which expands
on this principle.

Any serious transformation of Tricare has to include
this principle that new better ideas can come from
anywhere and that all contracts should be written to
include a constant downward pricing pressure as
better choices at lower cost come available. This is a
very different model than the current system (the
same principles could be applied to logistics and--
acquisition).

ELIMINATING CANCER AS A CAUSE OF DEATH
BY 2015: THE DoD OPPORTUNITY

3

Dr, Andy von Eschenbach, the head d the National
Cancer Institute (about $4 billion a year of research)

at NIH has posted on his web page that we can
eliminate cancer as a cause of death by 2015.

He has a very simple but elegant model of
discover-develop-deliver which could lead to such
early diagnoses and treatments that cancer would
either be eliminated from your body or could be
controlled as a chronic disease.
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It is worth DoD senior leadership meeting with von
Eschenbach to explore whether the Defense
Department could launch a program to create the
world’s first effort at ‘'no deaths from cancer by 2015”.
This approach would lend moral power to
transforming Tricare into a 21 century intelligent
health system. It would appeal to every person within
Tricare who would be thrilled to know that they and
their family was going to be in a serious effort to
eliminate cancer and protect them from the ravages o
that disease/ At the same time DoD could become a
model for implementing the elimination o cancer as a
cause of death throughout the American health_
system and ultimately throughout the world.

—_—— .

Working with von Eshenbach Dol could truly set
an historic example that would reap great rewards in

lives saved, money saved and morale among the
DoD families. . =

DoD HEALTH CONCERNS BEYOND TRICARE: THE™
DIABETES AND OBESITY OPPORTUNITY

Diabetes and Obesity among young Americans is
a crisis of epidemic proportions. Type 2 diabetes used
to be called adult onsct diabetes but it is now
occurring in children as young as 12 or 14.
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Diabetes is the most expensive single illness. It
leads to blindness (the leading cause of adult
blindness}, amputation d limbs (the leading cause of
amputating feet), kidney disease (leading to very
expensive dialysis) and heart disease.

DoD should undertake a program in recreation
centers and in the DoD school system to create the
optimal exercise, health and wellness program for
dependents. It would be a powerful quality of life
incentive for recruitment and retention and it would

save a lot of money over time.
— Every DoD school should haye mandatory physical
education for k through12.

Every base should have youth programs aimed at
bringing young people into activities and eating habits
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THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D, C. 20301-1200

INFO MEMO N

L
HEALTH AFFAIRS IB

FOR: SECRETARY OF DEFENSE

nflr “ e m
rroM: withd%ndad , oo )

or

SUBJECT: Medical Ideas from Newt Gingrich

e You asked for my views regarding Newl Gingrich’s ideas {or trans{orming the

Military Healthcare System (he uses the term TRICARE, which 1s actually the name
of our health coverage plan) (TAB A).

¢ Inmy view, Gingrich’s assessment of the problems of the US healthcare system is
largely comect—the focus on illness and acute care vs, wellness and health, paper
transactions vs. electronic, focus on providers vs. individuals, and bureaucratic efforts
{o control costs vs. incentives and markets. All of these elements, along with the
politicized invclvement of the federal government, have combined to make the health
care system very resistant to change, and one of America’s biggest problem areas.

e [ would agree that TFUCARE has, in many ways, the same problems and challenges
that reflect the broader US healthcare system. Further, the challenges of
transtormation for DoD are even greater than that of a large private sector institution.

o We have two features which make this the case: 1) anearly free health benefit for the
beneficiary, along with a very strong entitlement mentality and a highly organized set
of interest groups with direct access to Congress and 2) a uniquely complex
organization that performs multiple roles simultaneously — weare a healthcare
delivery system, a health insurer, a military combat support orgamzation, and a
backup capability for homeland security and detense (Gingrich also noted our
multiple missions). We also operate with a complex matrix organizational reporting
stricture.

o Despite these challenges, I believe TRICARE can dramatically change. 1n facl, if you

polled our workforce and private companies intertwined with our business, I believe
they would tell you we have already been making major changes for three years,

1
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e

[ disagree with Gingrich’s assessment that our eflorts to transform and change have
been of the “command and control” variety, and inwardly focused. Having spent 5
years in the private sector before coming to DoD, working and interacting with many
of the companies he mentions, my main effort since coming here in late 2001 has
been to introduce best business practices across our entire operation —
measurements/metrics, business planning, performance-based budgets, stralegic
planning, outsourcing, contracts with financial and performance incentives,
benchmarking, and more—and to focus all eflorts toward measurable outcomes and
results. Any organization that cannot clearly describe 115’ goals and objectives, assess
118’ own performance, and measure results cannol reform or transform. Alfler a
tremendous amount of wark, that bridge has been crossed.

Qur discipline to compare Military Health Sysiein costs, quality and satisfaction with
the best private market performers has been a valuable way to dnive improved
performance. Performance has improved significantly in many areas. Our quality of
care is excellent, and beneticiary satisfaction levels are the highest they have ever
been. Both compare very favorably with top private health plans.

Our main ¢challenge is to contral our growing costs, which have been driven by an
overly rich benefit, and a Congress that has continually expanded coverage and
payment of benefits.

Gingrich’s main ideas are to contain costs by using market forces, information for the
consumer und technology. His central idea is to change the heulth benefit structure by
introducing a health savings account concept, which combines a high deductible
coverage plan, where individuals pays the liest $1.500 - 32,500 of their health
expenses each year, with 4 tax preferred savings plan that allows unused dollars to roll
over every year and accumulate. Having gotten the individual involved in the cost of
his’her care; he would now give them more information to manage their own health.

I apree with these very good ideas. The challenge is getting from here to there. The
problem 1s not practical or technical, 1t is political,

Our chief hurdle to introducing and successfully implementing transformative
TRICARE benefit change is re-setting people’s expectations. With a benefit that is
nearly free, beneficiaries have little incentive to embrace change, and accept any
financial risk. Their expectation, until we begin to change it. is that all the health care
system can offer them is theirs for just a few dollars every year.

However, if we can adjust our current benetit by introducing more cost sharing
{(premiums, co pays, deductibles), then many beneficiaries may find the Health
Savings Account concept more attractive. Proposed changes to our current TRICARE
benefit, and the concept of a Health Savings Account, need to be part of a coherent
package, with a clear timetable and plan for implementation.
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Making incremental changes to our current benefit, besides being necessary for re-
selting overall expectations, will be critical to managing costs in the near to medium
term. My analysis suggests we could trim overall DoD health spending from FY(7-
FY15 by $40-70 billion.

Your strongest supporiers for change, besides your own staff (Tina Jonas, Ken Krieg,
Brad Berkson, David Chu) and OMB statf responsible for DoD, will be line Service
leadership, who now know that if health spending cunnot be constrained, their budgets
will be significantly adversely uffected. David Chu and I have spent considerable
effort educating Service leadership about the challenge and gaining their support.
There 18 mnore work Lo complete this task, but my assessmentis that our Service
leadership is receptive to change and prudent modification of the TRICARE benefit.

Our eftort with leaders of Congress, tollowing your gmdance, has been only te
educate them that we have a serious and growing prohlem with rising health
expenditures. We have not engaged Congress to discuss solutions. Our only plea has
been to avold passing more expensive benefit expansions, such as TRICARE for
Reserves. [ appreciate your support on this 1ssue.

Gingrich suggests bringing in the three CEO's of our major TRICARE contractors to
solicit their 1deas for private sector best practices that we could apply. We have
regularly scheduled (every 3-4 months) meetings with the CEO’s, which | attend and
sometimes chair. Qur next meeting is to do the very brainstorming Gingrich
recommends. [ expect it to be productive.

The same is true with the large health information technology companies —IBM.
[ntel, Microsoft, Cisco, Oracle and others. We meet with them on a regular baxis.
They DID build our paperless medical record system! We are documenting, totally
electronically, 30,000 visits aday, today. The DoD electronic medical record sysiem
which has been benchmarked against systemx at the Mayo Clinic and Cleveland
Clinic and elsewhere, has received very high marks from the major IT consulting
firms {e.g. Accenture). [ amn biased, but I think it will possibly be the best system of
its kind anywhere in the world.

G1ingrich speaks of the need to involve top DoD leadership in matters of TRICARE. I
completely agree. We have done considerable spadework with both OSD and Service
leadership, though the job is not yet fimished. Healtheare is a big, tough politically
sensitive issue. 1welcome your involvement and that of Secretary England.

My apologies for such a long memo—I know you like one-pagers. But I really want
you to understand how [ have been approaching the problem, and how I view the
situation, T would value the opportunity to directly provide you more information that
will enhance your understanding of TRICARE, the challenges we face, and ourfyoue
options for getting onr costs under better long-term control.
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e NOTE: I did not delve into two other major transformative efforts, but both are very
significant. With BRAC, and a game plan that was set two years ago, we will be
merging Walter Reed and Bethesda Naval, and Brooke Army and Wilford Hall in San
Antonio, and closing 11 other hospitals. Major efficiency improvements will result
from these changes.

e Inaddition, a major analytic effort, the Medical Readiness Review, has been
underway for nearly one year to assess medical force structure. Products of that
effort, which could result in significant reductions in medical personnel and improved
efficiencies, will be forthcoming in late 2005 - early 2006.
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TO: Robert Rangel
ce: CAPT Bill Marriott

FROM: Donald Rumsfcld/%\,

SUBJECT: Responses to Letters of Support

July 06,2005

Someone ought to draft a nice note to all these people who wrote these letters.

Thanks for letting me see them.

Allach.
Letters of support

DHR.¢h
Q7080802

Please Respond Ry 07/14/05
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In cheir daily life,
all are braver
than they know.

Henry Daed Thoreau
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THE SECRETARY OF DEFENSE
WASHINGTON

W
JUL 20 2005 W
Uy
Mr. and Mrs. Don Peters (4
(£)(8) \w il
Dear Mr. & Mrs, Peters,
I received your thoughtful note. Your support means a
great deal, and T thank you for taking the time to write me, It’s
good to know you are “in my corner.”
With best wishes,
Sincerely,
n
Q |
|
S
S
S
\n,
o~
.
O
ja

0SD 144+ 5-0Q5
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ﬂ.ﬁ' THE SECRETARY OF DEFENSE
) WASHINGTQON

JUL 20 2005

Mr. Richard C. Wagoner
(B){€)

Dear Mr. Wugoner,

Thank you so much for your thoughtful note. Tt was
kind of you to send it. and [ appreciate your support a great
deal.

Please pass along my gratitude to both your son and son-
in-law for their service to our country.

With best wishes.

Sincerely.

gSD 14. 5-05
11-L-0559/05D/50740



Mr. Richard C. Waooner

{B)E)

Dear Mr. Wagoner,

Thank you so much for your thoughtful note. It was
kind of you to send it, and [ appreciate your suppost a great
deal.

Please pass along my graritude to both your son and son-
in-law for their service to our couniry.

With best wishes.

Sincercly,
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Mr. and Mr<. Don Peters
(b)}(6)

Dear Mr, & Mrs, Peters,

I received your thoughtful note.  Your support means a
great deal, and Iihank you for taking the time (o write me. It's
rood 0 know you are “in my corner.”

With best wishes,

Sincerely,

11-L-0559/05D/50742



TO: Doug Feith
Ron Scga

FROM: Donald Rumsfeld % .

SUBJECT: Memo from Andy Marshall

CMAY 122005
D57 006645 -
(53-3517

Please take a look at the attached memo from Andy Marshall and tell me what you

propose we might do.

Thanks,

Attach,
5/8/05 Memo from Andy Marshall 1o SecDef

DR
051105-13

Please respond by o ] o l oy

05-12-05P12:94 id
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OFFICE OF THE SECRETARY OF IfFEﬂiE,

FOoHv©o

1920 DEFENSE PENTAGON R
WASHINGTON, DC 203011820 -r ..

Q 6 May 2005

DIRECTOR OF
NET ASSESSMENT
; ,
pau) BUBRY o RETARY OF DEFENSE %.‘,‘3

94 FROM: Andy Marshall Arene

SUBJECT: Second Visit to CongressmanRoscoe Bartlett

I recently met ngain with Congressman Bartlett at his request. He wanted to
discuss some of the material on petroleum and future Asian energy needs that I had sent
him.

He is convinced that world production of petroleum is peaking and that unless we
find substitute sources of cnergy that the U.S. will be in trouble. He thinks that more
needs to be done to put in place long-terrn R&D and energy conservation efforts, and that
DoD might have a significantrole. In any case, he said that he would like to talk to you.
He may call to seeif it is possible to sce you.

He 15 a very intelligent man with a good science background. Thave found it
interesting to talk to him about the future energy situation.
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Initiative Name

DD Energy & Power
Technology Innative

Dol Facility Erergy
Reduction and Eneray
Effisiency

oD Facility Renewahle
Energy Generation and
Procurement

Sustainable Design

Responsible Office /IPOC

ODUSD (S&T) WS/ Jack Taylor

DDUSD{IEEYTRM / CDH, Rob
Tomiak

ODUSD{I&ZE) IRM/ CDR Rub

Tomiak

OoDUSD

Tomiak (1&E}IRM / CDR Rab

Brief Description Purpose

Comnponent Dexelopment: {1
Power Generation, {2) Energy
Stiragre, und (3] Power Cantrol &
Jsmhution

mifor weapans systems and Platfonms.

Puvide pulicy w Components and
renresent Dpl? on [ntar-agency
working groups. Managc 8 S60M
fund account (Fnergy Conservation ulilities through direct appropriations, alternate {in aning
Investment Program - ling tem 0 eneryy management. and best practices in accordance wilh
tle annual MILCON Congressional mandines and Exccurive Ondeca,
appropriation} far fagility energy

COSEVarion projects.

Bovide policy 1o Comnonents and
reresent Dol orﬁmr 2gency

working groups.

ul renewubleonergy padhasedor genzrated on-site i

Prowvide policy to Components and To utilize sustainable building design and construction methods

represent DD gn lnle]'—agenc)-
warking groups

to maximize the silicient use ofrenewable. recycled.cncrey
elficiant, and envitonmentally sound maenals

11-L-0559/0SD/50745

To develop transtormational energy technology compments for

To reduce facility cncrgy conswmption and reduce the comt of

Ta reduce favility enerey reliance on fonsil fuelsimd 1 enhance
lucility energy secutity by increasing the Departivents portfolio

accordance with Congressionsl mandates and Executve Orders.

Possible Civilian Applications

Superconducting vables and generators may improve
ubbitypensrazion efficiency, andseformer-tascd
Statitinary {vel cells could provide efficient remole or
backup power, Impruved cupaciors and high-power
lithium-ivn batieries could be used to improve
regansrative breaking capacity hybrid vehicles, a major
contributor w energy efficiency, High performence
powerglectrphics companents may be applied 1o
premium, seversdury electrical power syslems

W typicallyrely an approaches and teehnology that
have alrendy Deen successfully demonstiated inthe
commervial sector and are lifs-gycle cost effective.
Ouroffice does nat overses of enyuge inR&D affuts.
Most RBD OF facility energy efficiency |5 conduciad
by the Department of Enstgy, and DRREIDARPA s
lammr cxient,

e 1ypically rely oo approaches and technology that
huve alreudy been successiully demonstaled in the
cammereial sector and are life-cyele cost effective,
Qmaffeedoes not oversee @ engage in R&E effores,
MastR&DD for focility renswable energy is conduced
by the Depanment of Energy . and DDREIDARPA 0 a
lesser extent.

We typically rely on approaches and technology thia
have slready bren suecessfully demonstrated mthe
commercial secwr and are life~cyele cost effective.
Our efficaloes noloversee o engage in R&D effons.
Most R&D in the field of sustainable desien is
conducted by the Department of Licrpy,






e -

e

L
R

s

MAY 12 2005-
RS/ okl
(53-325h)

TO: Doug Feith
Ron Sega

FROM: Donald Rumsfeld ‘m .
SUBJECT: Memo from Andy Marshall

Pleasc take a look at the attached memo from Andy Marshall and tell me what you

propose we might do.

Thanks.

Attach.
5/6/05 Memo from Andy Marshall to SecDef

DiiR:ss
05110513

Please respond by b I o ’ 0y
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WASHINGTON, DC 203011920 i qn

SECTORCE C’ 6 May 2005
PR wiof |
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sy
) FROM: Andy Marshall M

SUBJECT: Second Visit to {_ongressman Roscoe Bartlett

I recently met again with Congressman Bartlett at his request. He wunted to
discuss some of the material on petroleum and future Asian energy needs that [ had sent
him.

He is convinced that world production of petroleum is peaking and that unless we
find substitute sources of energy that the U.S. will be in trouble. He thinks that more
needs to be done to put in place long-termR&D and energy conservation eftforts, and that
DoD might have a significant role. In any case, he said that he would like to talk to you.
He may call to see if it is possible to see you.

He is a very intelligent man with a good science background. 1 have found it
interesting to talk to him about the future cnergy situation.
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Initiative Name

Dal) Energy & Power
Technology Initaive

Dl Facillty ooy
Reduction and Eneray
Efficiency

Dol Facility Renewable
Lnergy Genesation and
Procureient

Sustainable Design

Responsible Office / POC

ODUSD (5&T) WS, Jack Taylor

ODUSD{I&E) IRM fCDE Rob
Tomiak

QMJsD
Tomiak

!

(I&F) IRM ' CDE.Eob

DUISD (125) TRM CDR Rab

VHTLLL

Brief Description Purpose

Component Development: ()

PowerGeneralion, (2 Fnergy Ta develop transfonmational energy technulogy somponenis fir
Stwrage and (3 Power Conieal & major weapors systems and Platfonns,

Drribu:ion

Povide policy te Components and

represznd Dol on {nter-agonsy

working groaps. Manage 2 $60M  To reduce facility eneray consumption and reduce the cost (Y
lud gecount (Enerry Conservaiom crilities through direct appopriations, alternate finarcing,
Inzesrmient Program « ling ilem on energy management, ang besl prachices in accordanee with
the anaval MILCON Congressional mandates and Executive Ordery,
aporopriation’ for facility energy

Carsarvalon projects.

To reduce facility enerey reliance on fossil fue.s and lo enhance
facility coergy scourity by increasing the Depatment’ porttolio
of renewable energy purchased or generated on-site in

Provide policy 10 Components and
represent Doll on Inter-ngency
warking Sroups

aceonlance walh Congressional mandates and Executive Orders.

Privide policy o Cempanents and  To utilize sustainable building design and conz truetisn methods
refrzsent DoD an Inler-agency to Maimize Lhe efficienl use ofrengwahle, recycled. energy
warhing graups. efficient, and environmentally seund materials.

11-L-0559/0SD/50749

Possible Civilian Applications

Superconducting cables and generstors moy improve
utility generabon elliciency, and relformer-based
saticaary fuel cells ¢ould provide e(feient RMMe a
backup power, Jnproved capacitors and high-power
lithium-ion batteries could be yged 1o imarove
reseneralive hreaking capacily hybrid vehicles, § myor
contributurto energy efficiency. High perfermancs
PUHwCr Electranics components may b2 gpplicd to
prenuum, severedutyelecirica. power systenis.

We typically rely an approaches and technology that
have already been successlully demonstrated in the
B e e et e e S ¥
MostR&D for facility energy efficiency |5 conducied
iy the Departmentaf Energy, :md DDRFIDARPA 10 2
lesser extent.

W typically rely on uggroaches and technelegy that
have alresdy beansuccesslullydermonstatad n ke
commercial sector and are life-cycle costeffective.
Crur oftice doss not overses or engage i R&ED effors.
MEE 4D for facility renewable cnergy Isconducted
b the Department oFEn{:rg}l md DDREDARPA toa
1e580r extent.

We lypically 1ely onapproaches and technology that
have alecady been successfully demonstrated inthe
commercial sectorand are life-cyeie cost effiutive,
Qx officedoes not oversee or engage inRED efuds.
Most R&D i the field of sustainable desiar is
comtlucted by the Department of Energy.



JUN 2 7 2009
TO: Gordon England ES-% ’O
CC: Ryan Henry O>70087©'

FROM: Donald Rumsfe]cTD /l

SUBJECT: Memo on Linking Services und Defense Agencies

Attached is a note from Ryan Henry. What this suggests is we are doing a lot of

good thinking, but we are not implementing and monitoring the implementation,
and not developing metrics to see how we are doing. From a management

standpoint, that is one of the things you should be focused on.

Thanks.
Allach 67105 SecDel Memo 1o PDUSD (P), 6/15/)5 PDUSD(P) Memo w SeeDef

DHR.s
0621035-14

08D 14075-05
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TO: Doug Feith

SUBJECT: Linking Services and Defense Agencies

To what extent have we, or have we not, linked the Services and the Defense

Agencies and all clements —intelligence and everything clse — to the security

cooperation arrangements?

That would include the Navy personne] exchange programs, and all the things the

Services and Agencies do.

Please advise.

Thanks.

DHR:a
DS3L05-30

Please respond by {o J 20 I oS &X
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FROM: Ryan Henry, Principal Deputy Under Secretary of Defense for Poli

SUBJECT Snowflake Response: Linking Services and Defense Agencies f
Cooperation Priorilies

e  You asked about the exlent to which we have linked all DoD Components—
including the Services, Defense Agencies, and intelligence organizations —to your
securily cooperation priorities (7

In the last cycle, we asked the Services, select Defense Agencies, and Functional
Combatant Commands 10 develop Security Cooperation Guidance{SCG)
implementation strategies to improve adherence to your priorities (see cycle
description from currentdraft SCG at Tab B).

0 Geographic Combatant Cominands have been writing strategies since 2001

o Incoming cycles, we will ask the remaining relevant Defense Agencies
(including Combat Support Agencies that perfonn intelligence support) © also
write strategies as well.

«  This has helped move the Services, select Defense Agencies, and Combatant
Commands to:

o Think strategically about their security cooperation efforts; and

o Improve the transparency of their strategies and plans.

¢  Much work remains to be done
o Enforcement mechanisms (1.e., security cooperation assessments) are nascent.

o Many implementers do not collect data on their security cooperation activities
in 2 manner that enables us to make cross-regional comparisons.

¢  This summer, we will:

o Submit for your review a restructured SCG that should provide more useful
guidance to DoD Components with global responsibilities;

o Develop an improved security cooperation assessment template for the
Geographic Combatant Commands to assess their return on investment; and

o Work with security cooperation implemtenters to standardize security

cooperation definitions and accounting practices.
Sy 350 6447

Attachments: as staled MA SD Q{ if [ SMADSD

< 12 | SADSD
%mﬁq xS 0SD 14589-05

ESRMA [WW¥ | b/n b




UWNCUSSIAED
—DRATF-WORKING PAPERS—

IMPLEMENTATION (U}

(U} The SCG is the primary driver of the security cooperation cycle. In light of
the dynarnic strategic circumstances we now lace, the SCG will be reviewed periodically
by the Secretary of Defense. This review will occur at least annually, and will result in

the promulgation of a revised SCG or an update memorandum.

Security Cooperation Strategies

(U) Geographic and Functional Combatant Commanders, Service Secretaries, and
Defense Ageney Divectors will prepare security cooperation strategies and
implementation plans in response to this guidance. (A recommended outlinc for these
strategies will be issued by USD/Policy in a separate memorandum.) In the case of the
Geographic Combatant Commanders, this outline will establish the framework for the

security cooperation assessments, discussed below.

(U} Coherence in developing and execnting these security cooperation strategies is
critical. The forthcoming USD/Policy memorandum will detail a formal ¢coordination
mechanism to ensure that these strategies are mutually supporting and take into account
the regional and global responsibilities assigned to #he respective combatant commands
and organizations. Care must be taken to ensure that all security cooperation strategies
align with this Security Cooperation Guidance, and that the Geographic Combatant

Commands arc the supported entities. Otber Cornmanders, Service Chiefs and Defense

—SECRET/RBFOUMTATUE-GBR 15
“PRAFF-WORKING-PAPERS

IANCLASST Z1£h
11-L-0559/05D/50754
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—DRAFT WORKING PAPERS

Agency Directors will coordinate their strategies with the Geographic Combatant

Commanders prior to their final publication.

(U) Geographic and Functional Combatant Commanders, Service Secrelaries, and
Defense Agency Directors will submit their security cooperation strategies or update
memoranda for review by the Chairman of the Joint Chiefs of Staff (CJCS) and the

Under Secretary of Delense [or Policy (USD/P) on an annual basis.

Securify Cooperation Assessments

(U) Sixty days after the end of the fiscal year, the Commanders of the Geographic
Comhatant Commands will be responsible for submitting to the Secretary of Defense an
annual assessment of the securily cooperation activities conducted in their areas of
responsibility over the course of the previous fiscal year. The assessment template will
be issued annually by USD/Policy and will be drawn from the template used for the
security cooperation strategies.

(U} These assessments. which will constitute the primary feedback mechanism to

the Secretury of Defense, will identify the returns on our security cooperation
mvestments, The Geographic Combatant Commanders’ assessments will be used fo draw

lessons and recommend adjustments to future versions of the SCG and the secunity

cooperation process as a whole,

U NCLASH FICH
B R R P - S A G B R— 20
— PRAFFWORKINGPARERS—
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Improving Security Cooperation Oversight

July 19,2005
DRAFT

DELIBERATIVE DOCUMENT: For discussion pt;rpos«es only.

raft working papers. Do not release under FOIA 1 1 -L-0559/OS D/50757



Genesis and Purpose of this Brief

- S
Lrrania e .

POLICY

- Snowflake (June 27,2005) asked DepSecDef to focus
on the oversight of security cooperation

° “We are doing a lot of good thinking, but we are not implementing
and monitoring the implementation, and not developing metrics to
see how we are doing. From a management standpoint, that is
one of the things you should be focused on.’

 The purpose of this briefing is to outline:
° Possible desired end-states for security cooperation
° Challenges to reaching those end-states

° Ongoing initiatives to strengthen oversight of security cooperation

DELIBERATIVE DOGCUNMENT: For discusslon purposas only.

raftworking papers. Da not release under FOIA) 11-L-0559/0SD/50758



Definition of Security Cooperation

)
B e
B

« Activities DoD conducts with foreign security establishments

to build partnership capacity for prosecuting the Global War
on Terrorism and advancing other U.S. interests

« These activities include:
° Financial
° Operational
° Intellectual
- The Security Cooperation Guidance (SCG) Is your primary

vehicle for identitying global security cooperation goals and
priorities

DELIBERATIVE DOCUMENT: For discussian Purposes only.
raft working papers. Do not relsase under FOIA}
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Desired End-State:
Baseline Security Cooperation Investments

POLICY

ELCOM:
g S e Security Assistance $2,466.5mil

o S R 3 ot fem
ot EUSTEE T Man-days TBD sk .
NORTHCOM: S R S T
a - ) & _Jh'-' e A““;‘: K ! R C i )
e Secmf:ty Assistance $1.25mi! i S ﬁ{- *i‘;{-—:f" - PACOM:
~_{ Man-daps TRD O A s | Security Assistance $51,5mil
. e, - ™~ — — __.;Jz_ v, 5w . . LT et - X
: ‘?" I[ - _I'| ':f';"'?i"-l' ; ‘,l.iﬂzz—'f‘“d Pal ok Wi 7oV W N R Ma”"da.)’s TBD
: L ::;Liapx CLvilUNI. : -
ek d Ay Security Assistance $2,134mil | | Y e
R, & " Man-days TBD o H
e R AEN PO |
e Lipflen G Ty All numbers are FYOS estimates
- SOUTHCOM: o 2wy i| Plus: Summaries of activities specific
| Security Assistance $51.5mil — oy to the Services, Functional CoComs,
i Man-days TBD # Vo end Defense Agencies.
:- HoOE 9]

We wnt to be able to provide you with a global view of the

| levels of DoD’s security cooperation efforts

DELIBERATIVECOCUMENT: For discussion Ipurposu;s only.
raflworking papers. Do not release under FOIA})
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Desired End-State:
Measuring Effectiveness

POLICY

« We need to link security cooperation inputs to outputs
and- as best we can- outcomes

« For example, we would like to be able to answer:

° Which activities are most effective in building the capacity of
partnerships to defeat terrorist networks?

° Isthe level of effort we are putting into intelligence
exchanges with a priority partner worth it?

O

Is humanitarian assistance or education more effective in
building defense relations with a priority partner?

We need to answer your question, “What are the returns on our

security cooperation investments?”

ELIBERATIVE DOCUMENT: For discussion purpases only.

raft working papers. Do not release under FOIA) 11- L-0559/OS D/5076 1



Challenges to Measuring Return on Investment

POLICY

» Logical: Difficultto determine effectiveness of our activities
on actors in complex international systems

s Example: To what extent do each of our efforts contribute to deterring North
Korean aggression?

e Cultural: Some implementers do not view their activities as
security cooperation; do not think about links to strategic goals

« Bureaucratic: Implementers sometimes unwilling to share
data for fear of OSD micromanagement

« Technical and Administrative: Implementers use divergent
definitions and accounting practices, complcating data
comparisons

EDELIBEFIAHUE DOCUMENT: For discussionlpurposes only.
working papers. Do not release under FOIA)
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Ongoing Initiatives:

Restructuring the SCG

FOLICY

Reflect wartime resource constraints

Q

Focus on the Global War on Terrorism; limit other goals and priorities

Set more realistic priorities
" Focusthe SCGon global priorities (vice regional)

o]

Clarify priorities by listing countries by goal

Link the SCG with security cooperation assessments

Q

The goals in the SCG must be assessable
Make the SCG more flexible

o]

Enable faster development and coordination— shorten to 20-25 pages

The SCG should be an unambiguous, authoritative statement of

your priorities that will guide the resource decisions of all
security cooperation planners and implementers

DELIBERATIVE DOCUMENT: For discussion purposes only.
rafl working papers. Do nol release under FOIA) 7
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Ongoing Initiatives:
¥ Linking Services and Defense Agencies

- The new Security Cooperation Guidanceis designed to
further integrate SC activities among the Combatant
Commanders, the Services, and Defense Agencies
(including those associated with intelligence).

° Emphasizes your global priorities
° Directs the Functional Combatant Commanders, Services,

and Defense Agencies to coordinate their security
cooperation strategies with the Geographic Combatant

Commanders
» Designed to integrate security cooperation activities of global
actors (Functional Combatant Commanders, Services, and
Defense Agencies) with Geographic Combatant Commanders

(DELIBERATIVEDQCUMENT: For diseussion purposes only.

Draft working papers. Do not relzase under FOIA) 11 -L-0559/OS D/50764



Assessing SCG Implementation

« OSD/Strategy and DSCA have been charged with developing a
means to assess the effectiveness of SCG implementation

° EY04: Geographic Combatant Commanders assessed their security
cooperation activities using a basic, qualitative assessment template

° FYQ5: Currently developing a more quantitative template

° EY06: Functional Combatant Commanders, Services, and Defense
Agencies will submit annual assessments

»Key to assessing linkage among all DoD security cooperation

activities

« Results of assessments should inform following versions of
the SCG and regional strategies

DELIBERATIVE DOCUMENT: Fordiscussion purposss anly

raflworking papers. Do o release under FOIA) 11-L-0559/0SD/50765




Ongoing Initiatives:
lnteragency Inltlatlves

« We are proposing the development of an SCG-like
document for the interagency, adjudicated at the PC level
° DoD, DoS, and HLD (at a minimum) should be involved

« DoD is planningto conduct an inaugural Security
Cooperation Strategy Conference in March 2006

° This conference will kick off the annual security
cooperation strategy development and planning cycle for
DoD planners and implementers

° You and the Secretary of State could consider making this
conference a DoD-State conference

UELIBEHATIVEDOLUMENT Fo d ussion purposes only.

v working papers. Do nt release under FOIA) 11-L-0559/0SD/50766
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Way Ahead

Thyige

POLICY

« Prepare restructured SCG for your review by early
August

« Develop new assessment template for FY05 and
FY06

« Accelerate planning for Global Security
Cooperation Strategy Conference tor March 2006

- Present interagency proposals to DoS officials

DELIBERATIVEDOCUMENT: Far discussion |purp08ls only.
aft working papers. Do not release under FOIA)
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TO: Doug Feith

FROM: Donald Rumsfeldfg\

SUBIJECT: Linking Services and Delense Agencies

To what extent have we, or have we not, linked the Services and the Defense
Agencics and all clements — intelligenec and overything clse  to the sccurity

cooperation arrangements?

That would include the Navy personnel exchange programs, and all the things the

Services and Agencies do.
Please advise,

Thanks.

DHE:ss
053105-30
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Please respond by o ‘ 30 ;o s
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FROM: Ryan Henry, Principal Deputy Under Secretary of Defense for Poli

SUBJECT Snowflake Response: Linking Services and Defense Agencies
Cooperation Priorities

e You asked about the extent to which we have linked all Dol Components —
including the Services, Defense Agencies, and intelligence organizations —to your
security cooperation priorities (7

. In the last cycle, we asked the Services. select Defense Agencies, and Functional
Combatant Commands to develop Security Cooperation Guidance (SCG)
implementation strategies to improve adherence to your priorities {see cycle
description from curreni draft SCG at Tab B).

o Geographic Combatant Commands have been wnting strategies since 2001

o Incomng cycles, we will ask the remaiming relevant Defense Agencies
(including Combat Support Agencies that perform intelligence support) to also
write strategies as well,

e  This has helped move the Services, select Defense Agencies, and Combatant
Commands to:
o Think strategically about their security cooperation efforts; and

o Improve the transparency of their strategies and plans.

e Much work remains to be done.
o Enforcement mechanisms (i €., security cooperation assessmerits) are nascent.
o Many implementers do not collect data on their security cooperation activities
in a manner that enables us to make cross-regional comparisons.
e  This summer, we will:

0 Submit for your review a restructured SCG that should provide more useful
guidance 0 DoD Components with global responsibilities;

o Develop an improved security cooperation assessment template for the
Geographic Combatant Commands to assess their return on investment; and

o Work wilh security cooperation implementers (o standardize security

cooperation definitions and accounting practices.
St Qg VO 8440
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TO: Ray DuBois
Bill Winkenwerder

cc: David Chu

FROM: Donald Rumsfeld/\h\'

SUBIJECT: Lessons Learned from Mail Scare

Pleasc give me a lessons Icarned from this mail scare at the Pentagon — scethe

attached AP story, which is critical of the Pentagon’s response.

Thanks.

Atltach,
AP Story, “DOD Faulted a1 Mail Scare”

DHR:s
040605-6

Please respond by 3’3 ﬂ

B5D 14120-05
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DOD faulted in mail scare -- The ¥ ashington’l'imes rage 1012

¢ COMPLIMENTARY SAMPLES

ANCOME ,
EANGS FREE SHI”PNG QOVER 38000  REZISTER NOW

The Washington Times

www,washingtontimes.com

DOD faulted in mail scare

By Lara Jakes Jordan

ASSOCIATED PRESS
Published April 6, 2005

The Pentagon was too slow to inform local officials about the anthrax scarein Defense
Department mail facilitics last month and gave antibioticsto workers without coordinating
with public health officials, an assessment of the false alarm concludes,

Moreover, the Homeland Security Department "needsto be involved earlier in such
incidents," according to asummary of the report obtained Monday by the Associated Press.

"Perhaps the greatest information concerns of the state and local governments involved
the adequacy of updates from DOD on the testing taking place, and DOD's role in making
prophylaxis [antibiotics] decisions alone,” the summary said.

The report was prepared under the direction of Maryland, Virgima and D.C. officials and
wes cxpecled Lo be released yesterday.

The assessment examined local and state response to the two-day, mid-March scare that
prompicd nearly 900 Washington area workers o take precautionary antibiotics and invoked
mernories of the 2001 anthrax-by-mail attacks that killed five persons.

[t did not assess blame for the false alarm, according to an official involved with writing
the report.

Pentagon spokeswomanLt. Col. Rose-Ann Lynch said the Defense Deuartment is
cooperating fully with an ongoing federal review of the scare by the Homeland Security
Department.

Homeland Security spokes-man Brian Roehrkasse said that at a meeting two weeks ago,
"all entities agreed i coordination during this event was preatly itnpruved vver the
anthrax response in 2001."

"However, we are always looking for ways w itnprove, and will review the report to
determine how it could enhance coordination,” e, Roehrkasse said.

The department is in charge of coordinating federal response 10 error attacks with state
and local autherities.

The report summary described confusion and frustration among state and local officials
after sensors mistakenly detected anthrax contaminationin a military mailroom at the
Pentagon and a separate alarm was issucd at a nearby satellite facility in Fairfax County.

[t highlighted a conference call among 80 participants who were allowed 10 speak at will,
often sharing outdated information, with only vague guidance from the Defense Department
about whether the scare was legitimate.

"The state and local governments were not sure if they were getting the latest information
from DOD, or whether DOD itself was having problems getting clear test information, or
both, al various times,” the summary said.

One official involved in writing the report said many local and state officials also

hrtp://ww.washingonﬁmes.com/mngt?oi'i&%sggﬁgt‘g’%=%o7ﬁa05-105045-150% 4/6/2005



DOD faulted in mail scare == The Washington Times rage 2 o1z

questioned the Pentagon's decision to distribute antibiotics to civilian contract employees
without coordinating with public health departments,

Doing so, said the official who spoke on the condition of anonymity, led to a heightened
sense of alarmby workers who were not told whether there had been actual exposure to
anthrax.

The report also found that the alarmraised in Fairfax County was not triggered by a
purported detection of anthrax, the official said. [nstead, that facility closed after
expenencing an equipment problem that they feared was linked to the Pentagon incident, the
official said.

Copyright © 2006 NewsWorld Communications. Inc. All rights reserved

Relurn to the articla

\ Click Here For Commercial Reprintsand Permissions
Copyright ©@ 2005 News World Communications, Inc.
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Suspected Anthrax Incident -
Request for Lessous Learned

COORDINATION
Name Date
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OFFICE OF THE SECRETARY OF DEFENSE

1950 DEFENSE PENTAGON “e
WASHINGTON,DC20301-1950

,.: ISIE
INFO MEMO 20 JUL 2006
ADMINISTRATION AND
MANAGEWENT

FOR: SECRETARY OF DEFENSE

FROM: Michael B. Donley, Director, Administration and Managementw l{)
William Winkenwerder, Assistant Secretary of Defense (Health Aft%s

SUBJECT: Suspected Anthrax Incident - Request for Lessons Learned

In the attached snowflake, you asked what lessonsg were learned from the suspectad
anthrax incidents that occurred in DoD muail facilitics 14-18 March 2005.

e Toensure an ohjective review, former Deputy Secretary Wolfowitz asked the RAND
Corporation to asscss the Department's management of these incidents. The draft
report is currently being reviewed within the Department,

o The report finds that while much was handled well, our planning and execution of
incident management funclions were not {ully consistent with the guidance contained
in Presidential Directive/HSPD-3, "Management of Domestic Incidents.” The
principal recommendations are that the Department should
o Coordinate with local and Federal health authorities to ensure all elements have
sound, clear, and coordinated plans tor medical trecatment and other health
measures.

¢ Formally establish reles and responsibilities for senior leadership as they interact
with incident command during a local cmergency.

o Improve cross-jurisdictional coordination, communications, and planning.

Consider ways to previde tumely and better coordinated public information.

o Clarify the lines of command and control as well as the relationship between the
Pentagon Force Protection Agency and Joint Forces HQ NCR, so that a clearly
defined single reporting systemis used during all events in the NCR.

]

e These recommendations are consistent with our own initial assessment and efforts
have heen underway in advance of the report to effect improvements. To date, we
have refined our notification procedures; improved mail screening, testing and release
procedures; exercised coordinated public information releases during the recent
Gallant Fox III exercise, and made contacts with State and local officials to strengthen
public health response coordination.

11-Iﬁ59/OSD/50778 05D 14120-05



s However, much remains to be done. Once the tinal reportis published, we will
convene a working group. in conjunction with the ASD (Homeland Defense), and the
ATSD (Nuclear, Chemical, and Biological Defense Programsi to evaluate each of the
report's recommendations, determine which should be adopted, and oversee their
implementation.

s We will provide you with an update on our progress no later than 60 days after
publication of the final RAND report.

COORDINATION: ASD (HD), ATSD (NCRB)
cc: Deputy Secretary of Defense

Attachment:
As stated

Prepared by: Chris Layman, PFPA[®/®)

11-L-0559/08D/50779



July 20,2005
TO: The Honorable John W. Snow Qy
N
FROM: Donald Rumsfeld ? N
(o N
SUBJECT: Pending Treasury Nominations ”\\
AN
John, ?ﬁ,
X
How many nominations do you have being held up by the United States Senate? Q
Thanks.
DHR 53
0720012
AN
N
Q

N
05D 14121-05 1\ |

FOUO
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DEPARTMENT OF THE TREASURY
. WASHINGTON, D.C.

SECRETARY OF THE TREASURY

July 26,2005

Hon, Donald Rumsfeld
Secretary of Defense

1000 Defense Pentagon
Washington, DC 20301-1000

Don -

We have a total ol 12 of which 7 are subject to holds in the
Finance Committee courtesyof the ranking member — working now o
break holds, which arose over our Cuba policy. The others arein
Banking or Intelligence awaiting traditional Senate menauvers.

John ‘

[Typewritten text of Secretary Snow's handwritien note, attached.]

0sDh 14121-05
11-L-0559/08D/50781






July 20,2005

TO: The Honorable Carlos Gutierrez

FROM:  Donald Rumsfeld)a_

SUBJECT: Pending Commerce Nominations

Carlos,

How many nominations do you have being held up by the United States Senate’

Thanks.

DHRE_ss
072005-13

0SD 14124 -~05

FOto
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TO: Lt Gen Mike Dunn

CcC. Gen Dick Myers
Gen Pete Pace
David Chu

FROM: Donald Rumsfeld ?/L,_,_’@/

SUBJECT: Update from National Defense University

July 21,2005

Thanksfor the update. Clearly, you are doing important work. I was particularly

interested in the PINNACLE course and will continue to meet with them. 1 was

also pleased to see the broad outreach to international students and the continuing

fine work on outreach/informal e-mail networks.

Have you thought about how language training might fit within the framework of

your various programs? You might want to work with David Chu on how NDU

can help with that important part of our educational and outreach ef{orts.

DHR.=5
072005-15

FOUO
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July 20,2005

TO: The Honorable Dr. Condoleezza Rice

FROM: Donald Rumsfeld ?ﬁa

SUBJECT: Pending Department of State Nominations
Condi,
Do you have any confirmations being held up by the United States Senate?

Thanks.

DHR. 55
072005-14

0SD 14126-05
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July 21,2005
TO: GEN John Abizaid
GEN George Casey
ce: Gordon England
Gen Dick Myers

Gen Pete Pace

FROM: Donald Rumsfeldvﬂ,.

SUBJECT: Reconstruction Costs in Iraq

As we talk about reconstruction in Iraq, we should recognize that when one
includes total costs (reconstruction, operations, salaries, etc), we have put many
billions of dollars total into Iraq at this point. It seems highly unlikely that any

additional funding for Iraq reconstruction will be forthcoming from the U.S.

Our message from the Department should be 1o get the international community
and the Iraqis to step up and build on the reconstruction efforts to date. We need
to be consistent about this in our discussions, in our interagency, with the Iragis,

and with the press.

Thanks.

DHR.ss
07200502

FOYO
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TO: Tina Jonas
David Chu
ce: Gordon England

FROM: Donald Rumsfch@k

SUBIJECT: USMC Component of Special Operations Command

I have reviewed your memo on how to resource a Marine Component, and the cost

seerns high.

I. First, [ want to use only existing manpower, and not seek any new billets to

support this etfort.

2. Second, the infrastructnre costs you cite seem high. Please scrub it again,
and see if you can drive the cost down. Do this essentially within existing

resources.
3. Then get on my.calendar for a final decision brief within two weeks.

Thanks.

Atfach,
6/10/05 USD(C) and USD{P&R) memo 1o SD re: Resources for SGCOM - USMC Component
[OSD0%600-05]

DHRidk |
061505-19 !

Please respond by 7 ! 1 /o S/

law viv)

6SD 14180-05
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May 20,2005

TO Tina Janas
David Chu

cC Gordon England

Gen Dick Myers

Gen Mike Hagee

GEN Doug Brown
FROM Donald Rumsfeld >

SUBJECT. Special Operations Command — USMC Component

Please get together with USMC and SOCOM to examine the resources required
for us to go forward on their proposal to create a Marine Component for SOCOM,
It seems tome we should be able t accomplish this out of existing manpower
resources, given the plus-ups the Marines received. We need to look hard at
where the moncy for everything else would come. Please get back tome within
two weeks with aplan that we can consider ~ meke sure you show the trade-offs.

Thanks.

Attach,
X905 Pre-Decisiotml Brief

DHR3:
Q529031

Please respond ty

0sD 09600-05

11-L-0559/05D/50790




DRAFT — PREDECISIONAL

Establishment of the
USMC Component of
Special Operations Command

(MARSOC)

July 18, 2005

11-L-0559/08D/50791



DRAFT — PREDECISIONAL

Agenda

Ground Rules

Potential Manpower Offsets
Baseline Assumptions
Potential Program Offsets
Way Ahead

11-L-0659/08D/50792 ..



DRAFT — PREDECISIONAL

Ground Rules

e Use only existing manpower for MARSOC.
e Scrub infrastructure costs.

e Finance MARSOC within existing resources.

11-L-0559/0SD/50793



DRAFT - PREDECISIONAL

Potential Manpower Offsets

End
Structure/Manning Reduction Options: Strength
* Use USMC SOCOM “Detachment 1” 100
» Use Anti-Terrorism battalion of the 4t MEB 875
¢ Keep manning for infantry battalion at historical rates 1.848
2,823
Structure Transfers/Conversion Options (Shift in Cost):
» Convert more logistics and support functions (civilians/contract) 500
¢ Transfer guard functions for Strategic Nuclear Weapons (Navy/other) 850
e Transfer all EA-6B Prowler operations to Navy 1,100
* Reduce the # of Marine guards in lower threat U.S. Embassies 200
2,650
Total Possible Offsets (1,536 goal) 5,473

11-L-0559/05D/50794



DRAFT — PREDECISIONAL

Baseline Assumptions

1: SOF Peculiar Only
e Only fund peculiar support, equipment & infrastructurefor Special Operations Forces (SOF).

2: ! New Equipment/infrastructure
o« Fur al . p 1 support & ment.

e Buy some & replace USMC  -g nizatic equipmert.
e« Buildsomen  infrastructureto meet operational needs.

3: All New Equipment/Infrastructure
¢ Fundall peculiar SOF support & equipment,

e Buy all new USMC equipment.
e Build all new infrastructure for MARSOC.

USMC Proposal
o« Fundmanpower & support for 1,536 Marines above the authorized 178K end strength.

¢ Fund all peculiar SOF support and equipment.
e Buy all new USMC equipment & build all new infrastructurefor MARSOC.

11-L-0559/05D/50795



DRAFT - PREDECISIONAL

Baseline Assumptions
($ in Millions)

FY 06 FY 07 FY 08-11 Jotal
1-(178K ES): 69 176 558 803
SOF Peculiar Only
2- (178K ES): 134 277 816 1,227
Some New Equipment
& Infrastructure
3- (178K ES): 316 630 842 1,788
All New Equipment
& Infrastructure
USMC Proposal(179.5K ES):* 391 772 1,655 2,818

All New Equipment & Infrastructure

* Includes Assumption 3 plus manpower and support to increase end strength by 1,536 above 178K

assumes that remaining 1,065 ES would be funded within the 178K.

11-L-0559/05D/50796



DRAFT - PREDECISIONAL

Potential Program Offsets

($ In Millions)

Delay New Start of GH-53X

Reduce Investment Raie of Growth

EY 06

Reduce Rate of Growth for Logistics Support -

Reduce Flying Hours
Reduce Property Maintenance

Reduce Construction Projects

Total Offsets

11-L-0559/0SD/50797

-130

-130

EY Q7

-300

-90

-50

-60

-20

-520

EY 08-11
-1,420

-1,658
-200

-240

-3,518

Total
-1,720

1,748
-250
-300

-130

4168



DRAFT — PREDECISIONAL

Wav Ahead

e FY 06:

e Finance end strength with supplemental funds as
in prior years for 178K.

e Finance equipment and infrastructure with
proposed property maintenance offset.

e FY 07-11: Use proposed offsets to finance
MARSOC costs.

11-L-0559/0SD/50798
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OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC 20301

INFO MEMO st
June 10, 2005, 3:30 PM

FOR: SECRETARY OFDEFENSE
ACTING DEPUTY SECRETARY OF DEFENSE

FROM. Tina W, Ionasw}’/

id 8. C.Chu _
g~ 24 & & Arae A Ly O

SUBJECT: Resources for Special Operations Command (SOCOM) ~U. S, Marine Corps
(USMC) Component (Your request, Tab A)

» Costestimates are still very rough. Generals Hagee and Brown plan to brief you agan
with more details.

o Funding: FY 2006-2011 costestimate is about $4.0 billion, excluding aviation and
maritime mobility assets which could add significantly to the total.
e FY 2006 Costs; Funding could be requested in the FY 2006 supplemental.

o $0.3 billion toincrease end strength and $0.3 billion for operations and
equipment.

» A one-titne military construction (MilCon) cost between $0.5 billion and $0.9
billion, It can be difficultto get supplemental funds for MilCon in CONUS., but
we would reexamine MilCon prionitiesin light of the Base Realignment and
Closure Commission recommendations,

o FY2007.20{1 Costs: We would address during the Quadrennial Defense Review
and/or the upcoming FY 2007 Program and Budget Review.
e Manpower: The USMC proposes 2,740 USMC billets - - 1,065 (about 40 percent) of

those within the 178,000 awarded by Congress (not the [75.000 that is the Department’s
position), and the remaining |,675ahove the 178,000,

» Tub B lists over S000 billets thut could be used to offset the proposed increase.

» Absent oxtrary direction, we will proceed to resolve the resource issues consistent with
the manpower offsets identified at Tab B, and the resource resolution process submitted
herein,

COORDINATION: PA&E (Tab C).
Prepared by: Ms., Anne McAndrew J(0)(5)

4 05D 09600- 05
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May 20, 2008

TO. Tira Jonas
David Chu

CC Gordon England -
Gen Dick Myers
Gen Mike Hagee
GEN Doug Brown

FROM  Donald Rumsfeld 'w -
SUBIECT: Special Operations Command — USMC Component

Please get together with USMC and SOCOM to examine the resources required

for us to goforward on their proposal to creste 2 Marine Component for SOCCM. i
It seerns tome we should be able w sccomplish this owt of existing manpower

resources, given the plus-upa the Marines recetved. We need tolook hard 2

where the money for everything else would come. Please get back tote within

two weeks with a plan that we can consider - make sure you show the trade-offs. )

Thanks.

Altach
519005 Pre-Decitiomal Brief

bk
050051

Please respond bty

0SD 09600-05
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DRAFT - PREDECISIONAL

Establishment of the
USMC Component of
Special Operations Command
(MARSOC)

July 18, 2005

11-L-0559/0SD/50807



DRAFT —~ PREDECISIONAL

Agenda

Ground Rules
Potential Manpower Offsets
Baseline Assumptions

Potential Program Offsets
Way Ahead

11-L-0559/08D/50808



DRAFT — PREDECISIONAL

Ground Rules

e Use only existing manpower for MARSOC.
e Scrub infrastructure costs.

e Finance MARSOC within existing resources.

11-L-0559/0SD/50809



DRAFT - PREDECISIONAL

Potential Manpower Offsets

End
Structure/Manning Reduction Options: Strenath
¢ Use USMC SOCOM “Detachment 1” 100
* Use Anti-Terrorism battalion of the 4% MEB 875
¢ Keep manning for infantry battalion at historical rates 1.848
2,823
Structure Transfers/Conversion Options (Shift in Cost):
* Convert more logistics and support functions (civilians/contract) 500
¢ Transfer guard functions for Strategic Nuclear Weapons (Navy/other) 850
e Transfer all EA-6B Prowler operations to Navy 1,100
* Reducethe # of Marine guards in lower threat U.S. Embassies 200
2,650
Total Possible Offsets (1,536 goal) 5,473

11-L-0559/0SD/50810



DRAFT — PREDECISIONAL

Baseline Assumptions

1: SOF' Peculiar Only
¢ Only fund peculiar support, equipment & infrastructure for Special Operations Forces (SOF).

2: Some New Equipment/Infrastructure
o Fundall SOF peculiar support & equipment.

o Buy some & replace USMC organizational/individual equipment.
e Build some new infrastructure to meet operational needs.

3. i  New Equipmei [
« und all peculiar SOF support & equipment.

e B 3a/lnew USMC equipment.
e Build all new it for 1,

USMC Proposal

¢ Fund manpower & support for 1,536 Marines above the authorized 178K end strength.
e Fundall peculiar SOF support and equipment.

o Buy all new USMC equipment & build all new infrastructure for MARSOC.

11-L-0559/0SD/50811



DRAFT — PREDECISIONAL

Baseline Assumptions
($ in Millions)

FY 06 FY 07 FY 08-11 lotal

1-(178K ES): 69 176 558 803
SOF Peculiar Only

2- (178K ES): 134 277 816 1,227
Some New Equipment
& Infrastructure

3- (178K ES): 316 630 842 1,788
All New Equipment
& Infrastructure

USMC Proposal (179.5K ES):* 391 772 1,655 2,818
All New Equipment & Infrastructure

* Includes Assumption 3 plus manpower and support to increase end strength by 1,536 above 178K;
assumes that remaining 1,065 ES would be funded within the 178K.

11-L-0559/05D/50812



DRAFT - PREDECISIONAL

Potential Program Offsets
($ in Millions)

FY 06 FYO7 FYO08-11 Jotal

Delay New Start of CH-53X _ -300 -1,420 -1,720
Reduce Investment Rate of Growth - -90 -1,658 -1,748
Reduce Rate of Growth for Logistics Support - -50 -200 -250
Reduce Flying Hours - -60 -240 -300
Reduce Property Maintenance -130 - - -130
Reduce Construction Projects . _-20 . -20

Total Offsets -130 -520 -3,518 -4,168

11-L-0559/0SD/50813



DRAFT — PREDECISIONAL

Way Ahead

e FY 06:

o Finance end strength with supplemental funds as
In prior years for 178K.

o Finance equipment and infrastructure with
proposed property maintenance offset.

e FY 07-11: Use proposed offsets to finance
MARSOC costs.

11-L-0559/05D/50814 ~
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JUL 19 2005

| ?\{ 25-3
TO: Doug Feith § \\j— %“ QS’/ SCNRYNY

FROM Donald Rumsfeld W

SUBIJECT: Kazakhstan

Let's think about what we ought to do about Kazakhstan in New York City, during
the UN peried. It 1s an important country, if anything,

Any thoughts?

DHR B8

07150507

Please Respond By 07/29/05

7401 /05~
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JUL 19 208
5&-31)
05/009 7 1

TO: Doug Feith

SUBJECT: Kazakhstan

Let's thirk about what we onght to do about Kazakhstan in New York City, during
the UN period. It is an important country, if anything.

Any thoughts?

DHR, =
7 L5G5-07

Please Respond By 07/29/05

Mr. g-crf:l#rﬂ ‘
"rl-g k_g!n,kk’.'l‘hn E\-\Lﬁi‘h] {w{arwcj s ‘H&l—"’ Ll...ﬁr'ln'”ul

Presidaat Neackeyey cdoes wot inhmd £ attenel
Heo Unikeedd Nations Generel l-\:sem‘al\_l wu.u‘-rj i
New York, Faraijm Minister Tog_ﬁ,%iv will
(epresent Kozagnstari, Wewill e alerd To —

C\u—-hﬁc; t Wi ‘\7\644.,

We SJrfc-xjf\ S por+ a yisit """l Gav to Kere lebstnin
in Ocddter. T wodel bt an tnmmortant visit T
P ch?w-\-‘..i Cuw»‘h’vl. T n the waantimg we are Luerlcn;l
Wik CENTCOM amcd to ”mj et ot STHATE Ta 1ntengi 9
o GJ"QJ\L) Wit Cepeicbstan,
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Fovo Im Mochougact
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THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-1200 £ ..

INFO MEMO 50 00 sy
HEALTH AFFAIRS JUI— 30 20“5

FOR: SECRETARY OF DEFENSE

g

FROM: Willi ikenswverder, JT.TMD, ASD (Health Affairs)
SUBIJECT: Medical Ideas from Newt Gingrich

s You asked for my views regarding Newt Gingrich's 1deas for transforming the
Military Health System (MHS). T have attached an in depth assessment (TAB A) of
Gingrich's 1deas, and the status of our efforts to transform the MHS. 1 strongly
encourage you lo read this.

¢ Regarding Gingrich's specific recommended actions:

o Meet with TRICARE CEQ's - I and my staff have already been having
regularly scheduled meetings with the CEQ's. These are ongeing discussions
of how to incorporate private sector best practices, and improve contractors’
performance againsi benchmarks. At our nexi meeting we will spend an entire
day discussing how to implement disease management models (the kinds
Gingrich discusses),

o Paperless medical records — Our current electronicrecords system IS built by
the very best private companies — IBM, Microsoft, Cisco, Oracle and others.
We meet with these companies on a regularly scheduled basis. The system
was built to our specs. It has received very high marks from the top IT
consullants (Accenture). It is 25% installed and will be 100% completed by
the end of 2006.

0 The Bridge 1o Excellence (UPS, Proctor and Gamble) contracting models - We
have not done this, but we will. It sounds like a good idea.

o Health Reimbursement/Savings Account - RAND has been working with us
for 9 months to help us evaluate how DoD could implement this concept. |
have also asked RAND to subcontract with one of the top benefits consulting
firms (Mercer, Wyatt, etc.) to refine a model for how this might be
incorporated into a servicemember/retiree’s benefit plan.

o Bureaucracy-overhead - There is opportunity here, but most of it 1s with the
Services' three Surgeons General offices. Nearly all the TRICARE
administration is already contracted out, as we have only about 1,000
employees for a $36 billion/year program. The proposal (PBD 7 12)for a joint

11-L-0559/0SD/50819 0SD 14195 '.".b b



medical command, and the BRAC plan calling forjoint medical facilities,
could eliminate thousands of redundant positions. We are pursuing these plans
now.

o Prevention/wellness programs — Great ideas. We can and should push harder.
I have policy proposals ta reduce smoking and binge alcohol drinking. [
welcome your support because these proposals will require commitment and
political support from many quarters.

e We have met and brieted the Defense Business Board. T anticipate their report will
recommend many changes that are consistent with actions 1 believe we should take.
The DBB has done a good job looking at the 1ssue.

a [would be glad to meet to bring you further up-to-date with our efforts, and with an
emerging package proposal ot changes,

11-L-0559/05D/50820



THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON. D. C. 20301-1200

INFO MEMO

HEALTH AFFAIRS

FOR SECRETARY OF DEFENSE

FROM. Mf%%%}isn (Health Affairs)

SUBJECT: Medical Ideas from Newt Gingrich

e You asked for my views regarding Newl Gingrich‘s ideas {or trans{orming the
Military Healthcare System (he uges the term TRICARE, which ig actually the name
of our health coverage plan) (TAB A).

e In my view, Gingrich’s assessment of the problems of the US healthcare system 1s
largely comect—the focus on illness and acute care vs. wellness and health, paper
transactions vs. electronic, focus on providers vs. individuals, and bureaucratic efforts
to control costs vs. incentives and markets. All of these elements, along with the
politicized involvement of the federal government, have combined to make the health
care system very resistant to change, and one of America’s biggest problem areas.

» [ would agree that TRICARE has, in many ways, the same problems and challenges
that reflect the broader US healthcare system. Further, the challenges of
transformation for DoD are even greater than that of a large private sector institution.

s We have two teatures which make this the case: 1) a nearly free health benefit for the
benefliciary, along with a very strong entitlement mentality and a highly organized set
of interest groups with direct access to Congress and 2) a uniquely complex
organization that performs multipleroles simultaneously —we are a healthcare
delivery system, a health insurer, a military combat support organization, and a
backup capability for homeland sceurity and defense (Gingrich also noted our
multiple missions). We also operate with a complex matrix organizational reporting
structure.,

¢ Despite these challenges, 1 believe TRICARE can dramatically change. In fact, if you
polled our workforce and private companies intertwined with our business, I believe
they would tell you we have already been making major changes for three years.

11-L-0559/0SD/50821



I disagree with Gingrich’s assessmentthat our efforts to transform and change have
been of the “command and control”™ variety, and inwardly focused. Having spent 15
years in the private sector before coming to DoD, working and interacting with many
of the companies he mentions, my main effort since coming here in late 2001 has
been to introduce best business practices across our entire operation —
measurements/metrics, business planning, performance-based budgets, strategic
planning, outsourcing, contracts with financial and performance incentives,
benchmarking, and more—and to focus all efforts toward measnrable outcomes and
results. Any organization that cannot clearly describe 11s” goals and objectives, assess
its” own performance, and measure results cannot reform or transform. Aflter a
tremendous amount of work, that bridge has been crossed.

Our discipline to compare Military Health System costs, quality and satisfaction with
the best private market perfarmers has heen a valuable way 1o drive improved
performance. Performance hay improved significantly in many areus. Our quality of
care 1s excellent. and beneficiary satistaction levels are the highest they have ever
been. Bath compare very favorably with top private health plans.

Our main challenge s to control our growing costs, which have been driven by an
overly rich benefit, and 1 Congress that has continually expanded coverage und
payment of benefits.

Gingrich’s main ideas are o contain costs by using market forces, information for the
consumer and technology. His central idea is to change the health benefit structure by
introducing a health savings account concept, which combines a high deductible
coverage plan, where individuals pays the first $1.500 - $2.500 of their health
expenses each year, with a tax preferred savings plan that allows unused dollarsto roll
over every year and accumulate. Having gotten the individual mvolved in the cost of
histher care; he would now give them more information to manage their own health.

I agree with these very good ideas. The challenge is getting from here to there. The
problem 1s not practical or technical, it 15 political.

Our chiet hurdle to introducing and successtully implementing transtormative
TRICARE benefit change is re-setting people’s expectations. With a benefit that is
nearly free, beneficiaries have little incentive to embrace change, and accept any
financial risk. Their expectation, until we begin to change it. 1s that all the health care
sysiem can offer them is theirs [orjust a few dollars every year.

However, i we can adjust our current bene it by introducing more cost sharing
{(premiums, co pays, deductibles), then many beneficiaries may find the Health
Savings Account concept more attractive. Proposed changes to our current TRICARE
benefit, and the concept of a Health Savings Account, need 1o be part of a coherent
package, with a clear timetable and plan for implementation.
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Making incremental changes to our current benefit, besides being necessary torre-
setting overall expectations, will be critical to managing costs in the near to medium
term. My analysis suggests we could trim overall DoD health spending rom FY07-
FYIS5 by $40-70billion.

Your strongest supporters for change, besides your own staft (Tina Jonas, Ken Krieg,
Brad Berkson, David Chu) and OMB staff responsible for DoD), will be line Service
leadership, who now know that if health spending cannot be canstrained, their budgets
will be significantly adversely affected. David Chu and [ have spent considerable
effort educating Service leadership about the challenge and gaining their support.
There is more work to complete this task, but my assessment is that our Service
leadershipis receptive to change and prudent modification of the TRICARE benefit.

Our ellort with leaders of Congress, [ollowing vour guidance, has been only to
educate them that we have a serious and growing problem with rising health
expenditures. We have not engaged Congress to discuss solutions. Our only plea has
been Lo avoid passing more expensive benefit expansions, such as TRICARE for
Reserves. | appreciate your support on this issue.

Gingrich suggests bringing in the three CEO’s of our major TRICARE contractors to
solicittheir ideas for private sector best practices that we could apply. We have
regularly scheduled (every 3-4 months) meetings with the CEO’s, which I attend and
sometimes chair. Our next meeting 1s to do the very brainstorming Gingrich
recommends. [ expect it to be productive.

The same is true with the large health information technology companies—IBM,
Intel, Microsoft, Cisco, Oracle and others. We meet with them on a regular basis.
They DID build our paperless medical record system! We are documenting, totally
electronically, 30,000 visits a day, today. The DoD electronic medical record system
which has been benchimnarked against systems at the Mayo Clinic and Cleveland
Clinic and elsewhere, has received very high marks from the major IT consulting
firms (e.g. Accenture). [ am biased, but I think it will possibly be the best system of
its kind anywhere in the world.

Gingrich speaks of the need to involve top DoD leadershipin matters of TRICARE. I
completely agree. We have done considerable spadework with both OSD and Service
leadership, though the job 18 not yet finished. Healthcare is a big, tough politically
sensitive issue. I welcome your involvernent and that of Secretary England.

My apologies for such a long memo—I know you like one-pagers. But I really want
you to understand how [ have been approaching the problem, and how 1 view the
situation. I would value the opportunity to directly provide you more information that
will enhance your understanding of TRICARE, the challenges we face, and our/your
options for getting our costs under better long-term control.
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e NOTE: Ididnot delve into two other major transformative efforts, but both are very
significant. With BRAC, and a game plan that was set two years ago, we will be
merging Walter Reed and Bethesda Naval, and Brooke Army and Wilford Hall in San
Antonio, and closing 11 other hospitals. Major efficiency improvements will result
from these changes,

e In addition, a major analytic effort, the Medical Readiness Review, has been
underway for nearly one year to assess medical [orce structure. Producls of that
elfort, which could result in significant reductions in medical personnel and improved
efficiencies, will be forthcomingin late 2005 - early 2006.
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TO: David Chu
Bll Winkenwerder
Brad Berkson
cC GordonEngland N

FROM  Donald Rumsfeid ¥\

SUBJECT: Medical Ideas from Newt Gingrich

Attached are some inferesting ideas about transforming TRICARE from
Newt Gingrich, who has spent a Jot of time thinkingabout health care.

Please get back to me with your views..

L .

Thanks.
Attach: 5-5-05 Gingrich Memo on TRICARE
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Please Respond By 07/14/05
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JUN 21 2005
TO: David Chu
Bill Winkenwerder
Brad Berkson
ce: Gordon England

FROM; Donald Rumsfeldm

SUBJECT: Medical Ideas (rom Newt Gingrich

Atlached are some interesting ideas about transforming TRICARE {rom

Newl Gingrich, who has spent a lot of time thmking aboul health care.

Please get back to me with your views.
Thanks.

Attach 5-5-05 Gingrich Memo on TRICARE

DHR.ss
06200520

Please Respond By 07/14/05
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TRANSFORMING TRICARE:
THE OPPORTUNITY TO
SAVE LIVES AND MONEY
Newt Gingrich
May 5,2005

TRANSFORMING VERSUS REFORM:
THE KEY QUESTION FOR SENIOR LEADERS

“Insanity is doing the same thing and expecting

a cifferent result”
Albert Einstein

It is the nature of a science and technology based
entrepreneurial system operating within a frce market to
create more choices of higher quality at lower cost. When  ~*
this is not happening there are almost always fundamental
systems problems. .

The number one challenge in getting dramatically better
results in health and healthcare is to recognize that the
current system cannot be reformed. It is possible to
transform the current system mto a more desirablc, more
effective, healthisr and less expensive system. That system
will be significantly different tn principles, values, systems
and operating methods from the current system.

This i as true for Tricare as for civilian health.

The current model of healthcare cannot be reformed
because its core principles are wrong in five decisive and
unfixable ways:
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1. it is focused on acute care rather than on wellness,
prevention, early testing and self management;

2. 1t 1s focused on healthcare rather than on health;

3. it 18 paper based rather than truly electronic;

4.it 1s focused on the providers rather than on the
individual;

5. it tries to control costs through controls rather than
through incentives and markets.

As amatter of general principle most
conservatives would agree that enlightened self
interest operating through a market with incentives
sending the right signals to get the right behaviors 1s
the most powerful system of production and positive
change ever developed.

These same conservatives then try to use
command and control bureaucracies to force progress
even though intellectually they do not believe such
systems work.

Tricare reform for the last three years has been
within the command and control, inwardly oriented
pattern.

The first big question to answer 18 whether senior
leadership wants to transform the system or continue
reforming it. The latter will fail and produce
disappointing results. The former 1s a totally different
path.

The rest of this paper outlines strategies for
transformational change in health and healthcare at

DoD.

TRANSFORMATIONAL RESULTS
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We have some pretty powerful evidence that a
new system based on transformational principles will
produce better health, greater satisfaction, and lower
COSsts.

Using health reimbursement accounts, individual
access to their own personal health records over the

internet, and a focus on wellness, health management
(e.g., for diabetes) and involvement of the individual

(sometimes with a contract for rewards for
performance which in one company got 93%
compliance among diabetics) companies in 2004
were reporting the following results for 2003:

Company (plan/tools) expected cost, actual cost

Equitrac  Lumenos +15% -45%
Company S Lumenos  +20% -6%
Hospital system Humana +15% -31%
Trover Health

Solutions Humana +19% -26%
Logan Aluminum Aetna  --- -18.7%
Mercy Health  Health Trio +16% -9%

Wise Business Forms Definity +10%  -13.3%

Note in every case these companies were not rising
below trend (the favorite consultant measure). These
companies were actually declining in cost.

Similar breakthroughs are occurring in health

systems. Indiana Heart Hospital has gone totally
paperless. PriceWaterhouseCoopers reports that the
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new ¢lectronically connected and expert system
mediated systems are producing:

an 85% decline in medication errors;

a 65% reduction in inappropriate denials
and delays

a reduction in chart management costs
from $15 to $3 per chart (an 80% cost reduction)

a 30% reduction in physician chart
completion activities

There is a General Accounting Office report,
Reactive to Adaptive: Transforming Hospitals with Digital
Technology (October 2003) which lists on page 18 multiple
examples of savings through information technology 1n
hospitals.

It is important to remember that PAPER KILLS and
we kill a lot of people in the current health system.

Visicu is an electronic intensive care system
which saves lives and saves money. It has been around for
a numbecr of ycars and should be integrated into cvery
hospital with Tricare patients.

Sound management of diabetes and obesity
along the lines of Bridges to Excellence in Cincinnati and
Louisville is saving a net of $250 per patient (gross savings
$350 but $100 is spent incentivizing the doctor to give
better preventive care to the diabetic patient). Every Tricare
diabetic should be involved in something like Bridges to
Excellence. They will live longer and healthier and save a
lot of money in the process,
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Allscripts reports on a doctor led intervention at
Eastman Chemical which 1s managing co morbidities and
savings an estimated $1 100 a patient (and rising over the
years as the better management saves people from very
expensive complications),

THERE IS A LOT OF PAIN TO BE
AVOIDED, HAPPINESS TO BE INCREASED AND
MONEY TO BE SAVEDBY MOVING TO A
TRANSFORMAITONAL TRICARE MODEL.

TRANSFORMATION MUST BE LED FROM
THE TOP.

One of Edwards Demings’™ and Peter Drucker’s
firmrules is that really large scale change has to come from
the CEQ, be sponsored by the CEQ, and report directly to
the CEQ.

Tricare cannot be transformed from below. It
will only occur if the senior leadership (Secretary of
Detense and the Joint Chiefs) decide to make 1t happen and
have the process report directly to the top.

Because Tricare is about the health of the
uniformed personncl and their familics and military retircs
the Chiefs have to be directly involved in making ithappen
and in ensuring that it is seen as an improvement and not as
a threat.

No serious effort to transform can be made below
this level.

IS TRANSFORMING TIUCARE WORTH
THE COST TO SENIOR LEADERSHIP?
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You should look at the cost of Tricare over the
next five years and the difference in that cost if you were in
one of the transformed models listed above and decide if
that 1s a large enough improvement to justify keeping
Tricare on senior leadership schedules for the next two
years. If it is you can probably transform Tricare. If it isn’t
don’t spend a lot of energy on it and let the subordinates do
the best they can.

TRICARE IS ACTUALLY FOUR SYSTEMS

One of the challenges to running Tricare is that it
is actually four different systems:

1. Tricare for combat zones and the
consequences of combat;

2. Tricare for active duty and their families;

3. Tricare for retirees;

4., Tricare for Homeland Security.

These are actually four very different roles and
should be disaggregated in thinking through the
transformatio.

It is conceivable that you would end up wanting four
different systems with contracted overlaps rather than one
bureaucracy trying to run all four systems. The current
structure may be too large a conglomerate and may make it
impossible to focus on doing any of the four brilliantly.

ACTION STEPS:
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Secdef and senior leaders should bring in
the three major Tricare provider Ceos
individually and ask them to p[resent the
best practices in the private sector which
they believe could be applied to Tricare.
This has to happen at the very top because
they will not risk infuriating the Tricare
burcaucracy by being truly bold at that level.
The Ceos ought to be met with individually
so each one could develop their own vision
of transformation and the senior leadership
could be involved directly in learning what
is possible. These three contracts could be
modified immediately if there was an
agreement on how to get to better heaith and
lower costs.

The senior leadership should bring in the 5
to 8 largest health information technology
vendors and ask them how rapidly they
could build a paperless Tricare with access
for every patient to their own information.
There is not reason this could not be fully
implemented before the end of 2006. The
current in house program is too expensive,
too slow, and too bureaucratic.

Three or four of the leaders of Bridges to
Excellence (UPS, Proctor and Gamble,etc)
should be brought in to discuss the new
models of contracting which are producing
dramatically better results in both health and
COsL.
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4. Senior leadership should look at the size of
the Federal Employee Health Benefit system
bureaucracy and compare it with Tricare.
There 1s far too much micromanagement by
the Tricare bureaucracy. A lot of combat
oriented things need to be done but they do
not have to be done by Tricare in general
(this is one reason the four systems should
be disaggregated).

THE POWER OF INCENTIVES

“The natural effort of every individual to better his
own condition, when suffered to exert itself with
freedom and security, is so powerful, that it is alone,
and without any assistance, not only capable of
carrying on the society to wealth and prosperity, but of
surmounting a hundred impertinent obstructions with
which the folly of human laws too often encumbers its
operations.”

The Wealth of Nations Book IV Chapter V Section IV

While every conservative in principle believes in
Adam Smith and inthe power of self interestin a
market to lead to more choices of higher value at
lower cost when surrounded by enough government
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the conservative begins 1o listen to staff ideas about
command and control bureaucracies and the inability
of people to understand their own best interests in
whatever field the bureaucracy is in charge.

This principle applies to health.

Health reimbursement accounts and health
savings accounts will revolutionize personal
involvement in health. When these financial incentives
are combined with an electronic personal health
record (see the ihealthrecord product coming out May
9 with over 100,000 doctors participating or see the
healthtrio product now in use with several hundred
thousand people and a focus on early detection and
early treatment leading to self management of health
the results can be astounding.

Senior leadership should being in the leaders of
the Aetna con summer health division, Lumenos (now
acquirted by Wellpoint as their consumer health
division) and DefinityHealth (now acquired by United
Health as their consumer health division). These three
ceos could explain the results they are getting and the
way inwhich they introduce incentivized products to
new markets so people voluntarily take them.

Since DoD recruits the healthiest people in
America a health savings account model would be
enormously profitable to the young soldier, sailor,
airmen or marine and would build in value as they
maintained their health and their family’s health. By
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retirement they would have thousands of tax free
dollars in their account.

At a minimum every person in DoD health systems
should have a health reimbursement account so they
begin to have an awareness of finances and health.

Franklin Delano Roosevelt understood that in
America incentives work and that punishment leads
people to rebel against the punishers.

The retiree community and the uniformed
community should be approached to develop an
incentivized positive approach in which they demand
the health savings account and health reimbursement
account options because it is better for them. Change
should not be imposed it should be incentivized.

EXPERIMENTATION AND IMPROVEMENT

We are living in a period of enormous change. Yet
our bureaucracies are designed to be slow
cumbersome and risk averse. Real change requires
real experimentation.

Tricare should be redesigned so a lot of
experiments can be undertaken quickly and easily
and a constant quest can be instituted for three
simple goals:

1. better outcomes at lower cost;
2. the same outcome at lower cost;
3. saving lives at any cost.
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There is a paper available in draft form,
Entrepreneurial Public Management as a replacement
for Bureaucratic Public Administration which expands
on this principle.

Any serious transformation of Tricare has to include
this principle that new better ideas can come from
anywhere and that all contracts should be written to
include a constant downward pricing pressure as
better choices at lower cost come available. This & a
very different model than the current system (the
same principles could be applied to logistics and
acquisition).

ELIMINATING CANCER AS A CAUSE OF DEATH
BY 2015: THE DoD OPPORTUNITY

Dr, Andy von Eschenbach, the head of the National
Cancer Institute (about $4 billion a year of research)
at NIH has posted on his web page that we can
eliminate cancer as a cause of death by 2015.

He has a very simple but elegant model of
discover-develop-deliver which could lead to such
early diagnoses and treatments that cancer would
either be eliminated from your body or could be
controlled as a chronic disease.
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It is worth DoD senior leadership meeting with von
Eschenbach to explore whether the Defense
Department could launch a program to create the
world's first effort at ‘no deaths from cancer by 2015”.
This approach would lend moral power to
transforming Tricare into a 21! century intelligent
health system. ltwould appeal to every person within
Tricare who would be thrilled to know that they and
their family was going to be in a serious effort to
eliminate cancer and protect them from the ravages of
that disease/ At the same time DoD could become a
model for implementing the elimination of cancer as a
cause of death throughout the American health
system and ultimately throughout the world.

Working with von Eshenbach DoD could truly set
an historic example that would reap great rewards in
lives saved, money saved and morale among the
DoD families.

DoD HEALTH CONCERNS BEYOND TRICARE:THE
DIABETES AND OBESITY OPPORTUNITY

Diabetes and Obesity among young Americans is
a crisis of epidemic proportions. Type 2 diabetes used
to be called adult onset diabetes but it is now
occurring in children as young as 12 or 14.
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Diabetes is the most expensive single iliness. It
leads to blindness (the leading cause of adult
blindness), amputation of limbs (the leading cause of
amputating feet), kidney disease (leadingto very
expensive dialysis) and heart disease.

DoD should undertake a program in recreation
centers and in the DoD school system to create the
optimal exercise, health and weliness program for
dependents. It would be a powerful quality of life
incentive for recruitment and retention and it would
save a lot of money over time.

Every DoD school should have mandatory physical
education for k through12.

Every base should have youth programs aimed at
bringing young people into activities and eating habits
which will maximize their health.
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UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON i
WASHINGTON. D.C. 20301-4000 )
ETact I
INFO MEMO s

July 22, 2005, 6: UOPM

PERSONNEL AND
READINESS

FOR: SECRETARY OF DEFENSE

FROM: David S.C. Chu, Under Secretary ol Delense (Personnel &Readlness},} SRSy’ /.,*
William Winkenwerder, Jr., MD, ASD (HealthAffalrs)B“)

SUBJECT: Medical Ideas from Newt Gingrich-Snowflake (Tab A)

e Atiached is an in-depth assessment (TAB B} of Ginerich's ideas. and the status of our
efforts to transform the MHS. Regarding Mr. Gingrich's specific recommended actions:

o Meet with TRICARE CEQ's —Already initiated, focused on how to incorporate
private sector best practices, and improve contractors' performance against
benchmarks. At our next meeting we will spend an entire day discussing how to
implement discase management modcls (the kinds Mr, Gingrich discusses),

o Paperless medical records - 25% installed, 100% complete by the end of 20006.
Built by the very best private companies — IBM, Microsoft, Cisco, Oracle and
others. Systemhas received very high marks from the top IT consultants,

o The Bridge to Excellence (UPS, Proctor and Gamble} contracting model - We have
not done this, but we will. It sounds like a good idea.

o Health Reimbursement/Savings Account - RAND working to determine how DoD)
could implement this concept. RAND is also subcontracting with one of the top
benefits consulting firms (Mercer, Wyatt, etc.}. Expect results this fall for use in
QDR.

o Bureaucracy-overhead - There is opportunity here, but most with in the three
Surgeons General offices. Nearly all TRICARE administration already contracted
out; we have only 1.000employees for a $36 billion/year program. The proposal for
ajoint medical comunand, and the BRAC plan calling for joint medical facilities,
could eliminateredundancies.

o Prevention/wellness programs — We can and should push harder. Need to reduce
smioking and binge alcohol drinking.

o We have met and briefed the Defense Business Board. We anticipate its report will
recommend many changes that are consistent with actions we should take.

*  We would be glad to meet to bring you further up-to-date with our efforts, and with an

emerging package proposal of changes.
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Tuly 15,2005

TO: Brad Berkson

CcC: Gordon England
Tina Jonas
David Chu

Bill Winkenwerder

FROM Donald Rumsfeld /y (L

SURJECT: Medical Ideas from Newt Gingrich Paper

I agree we should pursue the ideas you pulled out of Newt’s paper on medical
issues. Work it through the Defense Business Board and coordinate with David
Chu and perhaps the Service medical people. We've simply gof to get these

medical costs under control.

Thanks.

Attach.
621105 SecDef memo to USD (P&R),

Please respond by

oo
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Medical Ideas from Newt Gingrich
(William Winkenwerder, Jr., MD, ASD (Health Aftairs))

You asked for my views regarding Newt Gingrich's ideas for transforming the
Military Healthcare System (he uses the term TRICARE, which is actually the name
of our health coverage plan).

In my view, Gingrich’s assessment of the problems of the US healthcare system is
largely correct —the focus on illness and acute care vs. wellness and health, paper
transactions vs. electronic, focus on providers vs. individuals, and bureaucratic efforts
to control costs vs. incentives and markets. All of these elements, along with the
politicized involvement of the federal government, have combined to make the health
care system very resistant to change, and one of America’s biggest problem arcas.

[ would agree that TRICARE has, in many ways, the same problems and challenges
that retlect the broader US healthcare system. Further, the challenges of
transformation for DoD are even greater than that of a large private sector institution.

We have two features which make this the case: 1) a nearly free health benefit for the
beneficiary, along with a very strong entitlement mentality and a highly orgamized set
of interest groups with direct access to Congress and 2) a uniquely complex
organization that performs multiple roles simultaneously — we are a healthcare
delivery system, a health insurer, a military combat support organization, and a
backup capability for homeland security and defense (Gingrich also noted our
multiple missions). We also operate with a complex matrix organizational reporting
structure.

Despite these challenges, [ believe TRICARE can dramatically change. Tn fact, if you
polled our workforce and private companies intertwined with our business, | believe
they would tell you we have already been making major changes for three years.

I disagree with Gingrich’s assessment that our efforts to transform and change have

been of the “command and control” variety, and inwardly focused. Having spent 15

years in the private sector before coming to DoD, working and interacting with many

of the companies he mentions, my main effort since coming here in late 2001 has

been to introduce best business practices across our entire operation — :
measurements/metrics, business planning, performance-based budgets, strategic "
planning, outsourcing, contracts with financial and performance incentives,

benchmarking, and more—and to focus all efforts toward measurable outcomes and

results. Any organization that cannot clearly describe its” goals and objectives, assess

its’ own performance, and measure results cannot reform ortransform. After a

tremendous amount of work, that bridge has been crossed.
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Our discipline to compare Military Health System costs, quality and satisfaction with
the best private market performers has been a valuable way to drive improved
performance. Performance has improved significantly in many areas. Our quality of
carc 1s excellent, and beneficiary satisfaction levels are the highest they have ever
been. Both compare very favorably with top private health plans.

Our main challenge is to control our growing costs, which have been driven by an
overly rich benefit, and a Congress that has continually expanded coverage and
payment of benefits.

Gingrich’s main ideas are to contain costs by using market forces, information for the
consumer and technology. His central 1dea is to change the health benefit structure by
introducing a health savings account concept, which combines a high deductible
coverage plan, where individuals pays the first $1,500 - $2,500 of their health
cxpenses cach year, with a tax preferred savings plan that allows unused dollars to roll
over every year and accumulate. Having gotten the individual involved in the cost of
his’her care; he would now give thern more information to manage their own health.

[ agree with these very good ideas. The challenge is getting from here to there. The
problem is not practical or technical, it 1s political.

Our chief hurdle to introducing and successfully implementing transformative
TRICARE benefit change 1s re-setting people’s expectations. With a benefit that is
nearly free, beneficiaries have little incentive to embrace change, and accept any
financial risk. Their expectation. until we begin to change it, is that all the health care
system can offer them 1s theirs for just a few dollars every year.

However, if we can adjust our current benefit by introducing more cost sharing
{premiums, co pays, deductibles), then many beneficiaries may find the Health
Savings Account concept more attractive. Proposed changes to our current TRICARE
benefit, and the concept of a Health Savings Account, need to be part of a coherent
package, with a clear timetable and plan for implementation.

Making incremental changes (o our current benefit, besides being necessary for re-
setting overall expectations, will be critical to managing costs in the near to medium
term. My analysis suggests we could trim overall DoD health spending from FY(7-
FY15 by $40-70 billion.

Your strongest supporters for change, besides your own staff {Tina Jonas, Ken Kneg,
Brad Berkson, David Chu) and OMB staff responsible for DoD}, will be line Service
leadership, who now know that if health spending cannot be constrained, their budgets
will be significantly adversely affected. David Chu and I have spent considerable
cffort cducating Scrvice leadership about the challenge and gaining their support.
There is more work to complete this task, but my assessment is that our Service
leadership is receptive to change and prudent modification of the TRICARE benefit.
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QOur effort with leaders of Congress, following your guidance, has been only to
educate them that we have a serious and growing problem with rising health
expenditures. We have not engaged Congress to discuss solutions. Qur only plea has
been to avoid passing more expensive benefit expansions, such as TRICARE for
Reserves. | appreciate your support on this issue.

Gingrich suggests bringing in the three CEQ’s of our major TRICARE contractors to
solicit their ideas for private sector best practices that we could apply. We have
regularly scheduled (every 3-4 months) meetings with the CEQ’s, which [ attend and
sometimes chair. Our next meeting is to do the very hrainstorming Gingrich
recommends. [ expect it to be productive.

The same is true with the large health information technology companies-—IBM,
Intel, Microsoft, Cisco, Oracle and others. ¥We mect with them on a regular basis.
They DID build our paperless medical record system! We are documenting, totally
electromically, 30,000 visits a day, today. The DoD electronic medical record system
which has been benchmarked against systems at the Mayo Clinic and Cleveland
Clinic and elsewhere, has received very high marks from the major IT consulting
firms {e.g. Accenture). I am biased, but I think it will possibly be the best system of
its kind anywhere in the world.

Gingrich speaks of the need to involve top DoD} leadership in matters of TRICARE. 1
completely agree. We have done considerable spadework with both OSD and Service
leadership, though the job 1s not yet finished. Healthcare 15 a big, tough politically
sensitive issue. [ welcome your involvement and that of Secretary England.

My apologies for such a long memo—I know you like one-pagers. But I really want
you to understand how I have been approaching the problem, and how I view the
situation. [ would value the opportunity to directly provide you more information that
will enhance your understanding of TRICARE, the challenges we face, and our/your
options for getting our costs under better long-term control.

NOTE: Idid nut delve inw two viier imgjor transfonmative efforts, buc botln are very
significant. With BRAC, and a gamie plan that was set two years ago, we will be
merging Walter Reed and Bethesda Naval, and Brooke Army and Wilford Hall in Sau
Antonio, and closing 11 other hospitals. Major efficiency improvements will result
from these changes.

In addition, a major analytic cttort, the Medical Readiness Review, has been
underway for nearly one year to assess medical force structure. Products of that
effort, which could result in significant reductions in medical personnel and improved
efficiencies, will be forthcoming in late 2005 - early 2006.
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FOR: SECRETARY OF DEFENSE
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FROM: David S. C C}‘E’nder Secretary of Defense (Personnel & Readiness)
SUBJECT: Data on'Non-Comhat Fatzlitics— SNOWFUAKE (TAB A) )

» Non-combat casualty rates, deaths per 100,000 Service members, per year

Combined OIF (Iraq) and OEF (Afghanistan) 96.0
Active Duty worldwide (Other than OIF/OEF) 56.8
Active Duty peacetime non-combat reference (1980-2004) 719
Reserve and Guard - civilian status at time of death 57.6

» Sclectednon-combat casualty detail follows:

NON-COMBAT [|OIF & | WW || OIF & OEF | WW RATE | PEACETIME
DEATH l OEF | NUM RATE {per 100,000) REFERENCE
CATEGORY NUM (per 100,000) (per 100,000)
Accident 350 a72 70.4 25.7 42.0
Aviation (108) | (41) (21.7) (1.1) -
Ground/Other || (242) | (931) (48.7) (24.6) --
Homicide g 83 1.6 22 3.9
Illness 44 523 89 13.8 13.7
Suicide 42 278 8.5 7.3 10.8
Pending 31 274 6.2 12 0.5
Undetermined 2 21 0.4 0.6 1.0
Totals/Composite " 477 | 2,151 96.0 56.8 71.9
WW= World Wide
e Explanatory notes (Tab B} ﬁ
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TO: VADM Jim Stavridis
FROM:  DonaldRumsfeld P/l
SUBJECT: Statistics

Please have somebody -- maybe David Chu -- get the number of people in the

mulitary who die worldwide who are not KIA, not including those in Afghanistan

and Iraq,

Then calculate the number of deaths per year. per 138,000, which is the Iraq
number and add to it the number of Afighanistan forces.

[ wart to compare the non-KIA deaths per unit of forces currently in Iraq and
Afghanistan (combined) against that percentage for the people whe are not in [rag

and Afghanistan (to see wak the difference is).

I would like fo see the figures for people on active duty. Then I also would like to
sce the number of deaths per period {marthor ycar) for people in the Gerd aid

Reserve, when they are not on active duty,

Thanks.

DHR a8
07180529

AR A RR RN RN LR IEER TN RN R RS RN SRR R R RN PR R AR

Please Respond By 07/26/05
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Notes to Table
» All rates are per 100,000 Service members.

» OIF (Operation Iraqi Freedom) covers the period March 19,2003 through
June 30,2005.

» OEF (Operation Enduring Freedom. Afghanistan) covers the period
October 7.2001 through June 3(.2005.

» Active Duty worldwide deaths (other than OIF/OEF) cover the period
March 19,2003 through June 30,2005.

s Recserve and National Guard (RNG). civilian status deaths, cover the period
from March 19.2003 through May 31,2005.

Sourcesof Data Include

o Defense Casualty Information Processing System (DCIPS) = military
casualties

o Joint Stalf - strength

s Defense Manpower Data Center - strength and RNG civilizn deaths

Prepared By: Roger D. lorstadfib)i6) |
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Robaﬂ'z%\lg SECRETARY OF DEFENSE DEPSEC
A FROM: David §C..Chu, USD (P&R)
Nl /} A e o EN e T

SUBJECT: Thneravmgs Plan -- SNOWFLAKE (Tab

o TSP formilitary was estublished in January 2002, TAB B,

e The Federal Thrift Savings Board provided figures [or each scenario you posed.
assuning 4 7.5 percent return. 5 percent annual contribution. 3 percent anrual pay
raise. and no contributions (or bonuses or special pays:

0 Enlists at age I8, serves 20 years, retires as an E8, TSP account is $82,000. If
left 0 TSP until he reaches age 60. TSP account is $440,000,

O Enlists at age 18, verves 30 years, retires & an E9, TSP account is $257,000,
At age 60, TSP account is $658,000.

0 CHiae commissioned at age 22, serves 20 years, retires as an 05, TSP account
i $163,000, If telt in TSP until he reaches age 60, TSP account is $64 3,000,

¢ Ofticer commissioned at age 22, serves 30 years, retires as an 06. TSP account
(s $483.000. At age 60, TSP account is $927,000.

Allachments:
As stated

Prepared By: L'TC Janet Fenton. USA (JAG Corps). OUSD(P&R)|(b)E) ]

R
\lJ \‘p ,.1"\
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Features of Thrift Savings Plan for Uniformed Services

o TSPis a voluntary deferred compensation plan for retirement savings,

e TSP accounts are treated like 401(k) plans for tax purposes.

0

0
0

o

o

0000

Participant contribulions are pre-tax dollars, reducing the taxable
gross income of the participantfor the tax year of contribution.
Contributions and eamings grow tax free while in the TSP.
Contributions made while serving in a combat zone are tax-¢xempt
and remain tax-exempt when eventually withdrawn. Earnings on
combat zone contributions are tax deferred and are taxed upon
withdrawal.

Contributions made while serving in a combat 2one do not count
against the IRC deferred compensation Yinit, $14,000 in 2005, This
allows Servicemembersserving in combat zones 1o contribule more
to the TSP.

Distributions zm TSP before age 59 1/2 are taxable income and
subject to penalty for early withdrawal.

TSP 1s a portable investment fund.

Servicemembers who leave the military before retirement can keep
their TSP account, which will continue to accumulate camings, roll
it over irto anotherretirement fund, aroll it over into an Individual
Retirement Account.

Servicememberswho remain in the military until retirement have the
same oplions.

TSP investment firnds.

G Fund Govermnment Securities InvestmentFund. All contributions
£0in1o this fund until the participant elects fulure allocations.

F Fund: Fixed Income Index Investment Fund.

C Fund: Common Stock Index Investment.

SFund Small Capital Stock Index Investment Fund.

[Fund International Stock Index InvestmentFund.

L Funds: New in 2005;the L Funds are Lifecycle Funds that
diversify participant accounts among the G, F, C, §, and I Funds,
using professionally determined investment mixes that are tailored to
different time horizons.

11-L-0559/0SD/50857
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TOx David Chu

[FROM: Donald Rumsfeld- -

SUBJECT: Thrift Savings P

Please lel me know what a soldier who starts at a lower rank, stays 20 years, and

has contribuied the maximum w the Thrift SavingsPlan would end up with, and

when. How does it work? The same question for a soldier whe is in for 30 years.
Thanks.

DHR &3
06300509

Please Respond By July 19, 2005

0SD 14285-05
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obﬂ"‘% SECRETARY OF DEFENSE DEPSEC

A" FROM: David $-C. Chu, USD (P&R)

Yk

=l LA £ ""i’/"‘

L]
SUBJECT: ThrlftSavmgs Plan - SNOWFLAKE (Tab

TSP for military was established in January 2002, TARB B.

The Federal Thrif1 Savings Board provided figures for each scenario you posed,
assuming a 7.5 percent return, 5 percent annual contribution, 3 percent annual pay
raise, and no coniributions for bonuses ar special pays:

0 Enlists at age 18. serves 20 years, retires as an E8, TSP account is $83,000, If
left in TSP until he reaches age 60, TSP account is $440,000,

0 Enlists at age 18, serves 30 years, refires as an E9, TSP accoumt is $257,000.
At age 60, TSP account is $658,000,

0 Officer commissioned at age 22, serves 20 years, retires as an 3., TSP account
18 $163.000. [tleft in TSP until he reaches uge 60, TSP aceount is $643,000,

0 Olficer commissioned al age 22, serves 30 years. retires as an 06. TSP accounl
is $483,000, At age 60. TSP account is $927,000.

Attachments:
As stated

Prepared By: LTC Janet Fenton, USA (JAG Corps), OUSD{P&R), [(bX6)
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Features of Thrift Savings Plan for Uniformed Services

e TSP is a voluntary deferred compensation plan for retirement savings.

e TSP accounts are treated like 401(k) plans for tax purposes.

0

O
0

Participant contributions are pre-iax dollars, reducing the taxable
gross income of the participant for the tax year of contribution,
Contributions and earnings grow tax free while in the TSP.
Contributions made while serving in a combat Zong are (ax-gxempt
and remain lax-exempt when eventually withdrawn. Earningson
combat zone contributions are tax deferred and are taxed upon
withdrawal.

Contributions made while serving in a combat zone do not count
against the IRC deferred compensation limit, $14,000 in 2005. This
allows Servicemembersserving in combat zones to contribute more
to the TSP.

Distributions from TSP before age 59 1/2 are taxable income and
subject to penalty for early withdrawal.

» TSPis a portable invesiment [und.

o

Servicememberswho leave the military before retirement can keep
their TSP account, which will continue to accumulate earnings, roll
it over into another retirement fund, or roll it over into an Individual
Retirement Account.

Servicemembers who remain 1n the military until retirement have the
same options.

e TSP investment funds.

O

oo Qo

G Fund: Government Securities Investment Fund. All contributions
go into this fund until the participant clects future allocations.

F Fund: Fixed Income Index Investment Fund,

C Fund: Common Stock Index Investment.

S Fund: Small Capital Stock Index Investment Fund.

IFund International Stock Index Investment Fund.

L Funds: New in 20053; the L. Funds are Lifecycle Funds that
diversify participant accounts among the G, F, C, S, and I Funds,
using professionally determined investment mixes that are tailored to
different ime horizons.
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TO:
FROM:
SUBJECT:

Please let me know what a soldier who starts at a lower rank, stays 20 years, and

has conributed the maximui /o the Thrift Savings Plan would end up witll, and

JUL 01 2005

David Chu
Donald Rumsfel

Thrift Savings P

when. How does it work? The same question for a soldier who is in {or 30 years.

Thanks.

DHR.18
063005 -09

LE L T RN NN

Please Respond By July 19,2005
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