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Co:  Gambrel! MGySagt Jerry G
Subject: FW: SecDef Letter to Appreciation to SGT CHANDLER, CHRIS T.

Brad,

Contactthe SECDEF's secretary and provide the necessary addressing information so that Sgt Chandler's
letter is properly routed. You might also correct the Unit title line for 1st LAR while your corresponding with her.
See Col Sims note about any emaiis that we choose to send.

Si
Col O'Neal

~~~~~ Originai Massage-----

From: Sims Col Terron D

Sent: Monday, January 12,2004 11:25 AM

To:  OMNeal Col Michael C

Ce: Musca Col Joseph ]

Subject: SecOef Letter to Appreciation to SGT CHANDLER, CHRIST.

Col O'Neal:

Secretary Rumsfeldwouid like to address a letter of congratulations to Sgt Chris Chandler
upon successfully completing jump school. Sgt Ghandler has a prosthetic leg. Perthe info
below, Sgt Chandler has orders to Camp Pendleton, 1st LAR Bn and & scheduledto report
for duty around mid Jan04.

Ibelieve it is appropriate for the Secretary’s staff to address the letter for endorsement via
Sgt Chandler's MARFORPAC chain of command. Please contact Ms. Manica Generous,
Office of the Secretary of Defense, on 703 6§92-7134 and provide her guidance to address
the letterto MARFORPAC or as you deem appropriate.

Please courtesy copy DMGS on emails to the Secretary’s POG, and let me know if any
other assistance is needed.

Thank you,

Colonel Terron Sims
Ofiice of the Director Marine Corps Staff (DMCS)
DSN 224-2828

----- Original Message-----

From: Warner Capt Gilbert A

Sent: Monday, January 12,2004 3:07 PM
To:  Tatum Sgl Patrick L

Ce:  Sirns Cof Terron D; Nohl SgtMa] Bryan §
Subject: RE: SGT CHANDLER. CHRIST.

Sgt Tatum,

Sgt Chandler detached from this Headgquarters during Dec 03 and is directed Lo

11-L-0559/05D/21520
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. FW: SceDef Letter to Appreciation to SGT CHANDLER, CHRIS T. Page 3 of 3

report te lst LAR for duty on or about 15 Jan 04, He is currently on annual
_eave, travel, etc. The cfficial mailing address for the Command is:

lgtLt Light Rweconnalissance Batteolion
Box 555564
Camp Perndleton, CA 232055

The Command SgtMaj (CCed above) s the point of contact for any other guestions
As 1 stated above he will check into | MEF on 15 Jan 04 and will he engaged In
the checking-in process for cne to two days before going to lst LAR.
additionally, iz should be noted that lst LAR is slated for deplovment.

The SqtMai's inte is SatMaj Nonl, DsN [(b)E)
Let me know 1IZ you have any cuestions.

R, Capt Warner
Force Adjutant
MARFORLANT

Tel: DSN: [(b)6)
Fax: DSN:

----- Qriginal Message--—

From: Tatum 3qt Patrick L

Sent: Friday, January 089, 2004 4:06 PM
To:  Warngr Capl Gilbert A

Ce:  SimsCol Terron D

Subject: SGT CHABDLER, CHRIST

Sir,

As discussed on the phone, SecDef would like Lo write a
letter of congratulations to subject name Marine. If ycu could
please verify the Marines's Unit address. Thank you for your
time in rthis matter.

Sgt Patrick L. Tatum
Administrative Office cf the
Director, Marine Corps Staff

(b)(8)

tatumpl@hgme , usme.mil

11-L-0559/05D/21521
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Generousi Monic:aI (:I\.’i 0SD

From: Sims Col Terron D[SimsTD @hgme.usmc.mil]

Sent: Monday, January 12,2004 4:28 PM

To: Generous, Monica, CIV, O5D

Subject: FW: SecDef Letler to Appreciation to SGT CHANDLER, CHRIST.
FYT.

-__--0Original Message-———
From: Simg Col Terron D
Sent ; Monday, Janpary 12, 2004 4:25 PM
To: ONeal ol Michael €
Cc: Musca Col Juseph 1
Subject: SecDef Letter to Appreciation to S5GT CHAKDLEER, UHRIS T.

Col O'Neal:

Secretary Funsfeld would Zike to address a letter of congratiulations to
Sat Chris Chandler upon svccessfully completing jump school, Sgt Chandler
has a praosthetic Zeg. Per the info below, 5gt Chandler has orders to Camp
Pendleton, lst LAR Br and is schediled to report for duty sround mid
Jandd,

I believe it .s appropriate for the Secretarv'sstaff te address the
letter for endorsement via Sgt Chandler'sMARFCRPAC chain of command.

! . act Mg, Monica Generous, Cffice of the Secretary of Defense, on
1G]] and provide her guidance to address the letter to MARFORPAC
% TERm appropriste.

Please courtesy capy DMCS on emai’s to the Secretary's 200, and “et me
knew if any cther assistance 1s needed.

Than< you,

Colonel Terrcn Sims

Gff! o - lrecter Marine Ceorps Staff (DMCS)
psn __(6)

VY VYV v Y ¥y YV y vy Y Y VY yYVYY VY VY VY VY YVVY
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- 7:53 AM
TO: Larry Di Rita”

FROM: Donald Rumsfeld (m
DATE: January 6,2004
SUBJECT: Sgt. Chandler

Why don’t we write a note to this fellow, Sgt. Christopher Chandler, who jumped
with a prosthetic imb.,

W
Thanks. CM
b oboft

DHR/azn
10604.08

Attach: DefendAmerica News Article: “USMarine Corp Sgt. Christopher Chandler”
f

el

Please respond by: AL

———

00615~ Ol

11-L-0559/0SD/21523



DefendAmerica News = Profile Article

Profiles

U.S. Marine Corps
Sgt. Christopher Chandler

Marine With Prosthetic Limb
Jumps into History Books

By UL.S. Marine Corpy Cpl. Isaac Packeco

OR BENNING, Ga., Jec. 19, 2003 -- High above the

ast n dlabama soun yside, the deafening rear of a C I

ngit 25 e e ot the instructor's urgent commands. ™ e
troops it . hid him resoond instinctively. In the dim light.
the U, 8, Army Basic Airborne Courseinstructar can see only a
few of their faces.

The troops remain focused on the task at hand and the orders
of their instructor, net realizing this jump represents history in
the making.

This was the first class 1o graduate a Marine who had been
retainedon active duty with a prosthetic limb,

Sgt. Christopher Chandler an ‘t, Colo., native, ¥ his
leh agfrc ok d wit } 3eDec. 2 , t h :t
onalandrine hile pc idirgeacurity 0-g € ploi
ordnance disposal unit In Kandahar, Afghanistan. He was one
of the firsl service members injured in the Global Wer on

T %  butunliks some of his wourded counterparns, he
refssed tolgt th ident diminish hi h

*| didn't have time to feel somry for myself,” Chandler, a
meaintenance techniclan tor Headquaners Company, N arine
Forces Atlantic, explained. "While | was in the hospital, other
injael isited 2 1saw that compared to thent | had
nathing to camplain about.”

e,

1
| Mentally preparing for hisfinal
jump, Sgt. Christopher Chandier

photo by Cpl, Isaac Facheco

it's been said that the truest test of one's character is not what
he does with success but whal he makes of defeal. Chandler
stepped up to the challenge of jump schoal in the face of
seeminglg impossibleodds. Hejumped Mo the history books
Dec. 10, becoming the only Service member retained on active
duty to graduate the course with a prosthetic leg.

“ think bstacle in life can he Gvercomsif you believe in
t:uurselfaD E)?nan er excla%ed. t'}I hope this will make it easier

rother peopie with prosthetics who want to-go through (jump
school) next time. As longas they won't be exiré baggage,
and they can pull their own weight and accomplishthe

LL Got. Kirk Rice, commandingofficer of Marine Detachment Fort

Benning, pins on Sgt. Christopher Chandler's jump wings during the

drapmne graduation ceremony. U.5. Maring Corps phole by Lance Gt
KevinJJ. Ridfon

‘After his INjUIY and the loss of his leg, Chandler hadto go
before a Naval review. They hadto make a decision as to
whether he should be retained on active duty,” Rice explained.
'He was able to demonstrateto the Physical Evaluation
Revicw Board that he was fit for retumn to full duty with no

limitations. A think his Success will gpen the door for
}_e_graﬁl@n:t)_fl §e.me(g:2'?nem.bers who e Toeta o, haleary

demonatrates that given ¢ertain conditions, they can and
should be left on active duly."

Chandler had 1o underga ancther battery of physicals,
paperwork andi '@ iw kI 2the airborne school would
accept him. Yet, he was able ta keen his sansa of humar
throughout the ordeal.

b 2 cem 3D trysafetya 3t aletyof the
other studers,” Chandler axplained, "They wanted to know if |
was even capal le of com leting 3 tasks they had for me. |

i 411 denadiertag: After¢ll | have o less ankie lo

k LI he wast hardast, Ltk me. i don't
really like torun, The other guys in my classreally motivated
me to keep going.”

One classmate said Chandler's motivation came from within
and spread to the people around him.

"I was in Kandahar with him when he had his accident, and this
isthefirst time've seen him sincethen,” said Sgt. Ryan
Scheucher, platoon sergeant, 2nd Intelligence Battalion, 1
Marine Expeditionary Farce. "If you'dknown him beforethe
accident, what he's doing right nowwou'd come as no surprise.
Bath in unifarmand out, he's always just been one of those
guys who just shuts up and gels the job done. Ifanything,
since his accident i see a little more firg in his eyes. He gets up
and he goes, He doesn't do anything to skyline himself or to
showbioat. Ifit's in the scope of his duty he just does it."

Chandler's enthusiasm and tireless commitment inspired many
of his classmates and set the standard for them to follow.

“The firsttime | even realized he had a prasthetic legwas
during one of our PT (physicalfraining} sessions, and he was

iust smokingthesa little 18 year olds aut there,” said Air Force
taff Sgt. Brian Mayer, Special Operations Command Fort

Bragg, N.C. "He's an inspiration because you have all these
netfectly healthy people who wash out and quit while he stays
in and makesit. That's a real testamentto his character.”

Other jJump sghool students credited Chandler with helping
them make it through the course when they were struggling.

11-L-0559/0SD/21524
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mission. Hopefully, they won't haveto put up with as muchas | He motivated me becauseatfirst 1falt kind of down and 1didn't

hadio’

Chandler notonly rose to the challenge but aiso exceeded
even his own expectationswhen he was selected as the class'
nancammissionedotficer honor graduate.

"He capluresthe heart and soul of what it meansto be aU.8.
Marine.” said LL. Gol. Kirk Rice, commander, Marine Corps
Detachment, Fort Benning. "l mean he exemplifiesall of our
core values—honor, courage, and comm:tment. This is a
courageous young man. He fought to be retained on active
duty and asked for a chanceto come to airborneschool as a
reenlistmentbonus.’

Chandler faced many challenges andtrials during the course
of his a.home training revolution, but none so rigorous as the
medica. boards he faced 1o stay on act.ve duty.

likethe course because it was 5o hard, butthen | saw that he
was daing it with only one leg and that inspired me and let me
know that lcoulddo this," said Army Sgt. Fatima Hickman,
Company B, 203z Infantry, 4th Support Bn,, here. "He couid
have done anything eise but he chose to continue inthe
military and t 0w forth with what he wants 0 ac. He's not
letting-hisprosthstic leg stop him from being the Marine he
wants to be."

And what did Chandler have to say to his detractors:to the
people wha said an amputee would never make it through the
schoal.

"l don't have 1o say anything 1o peoplewho said i couldn’t
makeit," he retoried. "l just graduated.’

http://www.defendarnerica.mil/protiles/dec2003/prl 19¢:3a. html

11-

L-0559/0SD/21525
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF
WASHINGTON, DC. 20318-8999
CH-2267-05
7 January 2005

MEMORANDUM FOR THE SECRETARY OF DEFENSE

Subject: Draft Memo on Abuse of Detainees Under Department of Defense Control

98 &

1. You requested! [ review the proposed draft memo to you from the President on
abuse of detainees under Departiment of Defense control.

2. While the draft memo is substantially correct, I am deeply concerned about the
tone. The memorandum does not focus on the positive developments; instead, it relies
on past incidents to paint a bleak picture and casts the Department of Defense in a
negative light. It places too much emphasis on the punishment and actions taken
against those guilty of the abuse and too little emphasis on actions already taken to
ensure such abuses will not occur again. In addition, this memo fails to put the abuse
problem into a meaningtul context; our forces have captured and held tens of
thousands of detainees, with those leveling accusations of abuse numbering only in
the dozens. A single instance of abuse is one too many, but recent press reports imply
that abuse is systematic and widespread. This memo does nothing to dispel that
notion,

3. Asdrafted, the memo further implics that detaince abusc is rampant and ongoing.
As you are aware, the issues of abuse mentioned in the numerous articles occurred
primarily in 2002 and 2003. While instances of alleged abuse have occurred recently,
when it has occurred, it has been nnmediately reported, investigated and appropriate
corrective action has been taken.

4. Qur stafts should work together to change the draft memo if possible. This could
be a positive exchange if done right. [f the draft memo doesn’t change, we need to
generate aresponse memo, highlighting the positive, ongoing actions taken to address
allegations of detainee abuse. In addition, I recommend such a response also
highlight the good work of our forces involved in detention operations.

/;Z(f“ ~ SECDEF DECISION:
RICHARDB MYERS APPROVED:

e s Chagfl;f}a? C Staff DISAPPROVED:
t t ; te
of the Joint Chiefs of Sta OTHER:

Sounll

Reference:
1 Draft Memorandum from the President to the Secretary of Defense, undated,
“Abuse of Detainees under Department of Defense Control™

hOo=py L=

11-L-05659/0S8D/21526 0SD 00622-05



TP December 29, 2004

TGo: Tavl UJH‘G“’”-L
Gen

TO: Paul Butler P
e L. Gol. ya! Larry DR
FROM: Donald Rumsferd - %
-7 Dov'-', Fer
SUBJECT: Draft Memo Steve Camfmc
Attached is a sensitive draft memo. ‘jl":" H“‘J he§

It's not been signed or sent. 1'd like you folks to check it and make sure it is

accurate. If you have any suggestions on tone or handling of it, let me know.

We also ought fo drafthow we would respond to this. My impression is that the
data in here is inaccurate, and needs fo be updated and amended.

Please get back to me soon,

Thanks.

ajen BuTiELvEalo To SEDEF (221 MOMO Ty KILE
DHR g .
12200413 (55)

lllllll-.lllllli-tbilnuinntlll----------.------u--o..l..nlulllll-u-lllcul

Please respond by | ]/ :;/' / a5

08D 00622-05
11-L-0559/08D/21527



To: SecDef . 12729/04
From: Paul Butler ﬁ‘/s

Attached is a copy of the draft memo we discussed last night. As far as we know,
itis still a draft. I relaved the message to the Deputy last night. P'm trying to find
out iIfhe has spoken with Steve Hadley. I'll report back‘assoonas 1 know

something.

’,

SR

11-L-0559/0SD/21528
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C: 20504

" Decembex 27," 20.04

. KeTiow

- TEROUGH: . . gomi PNGER

. 'BUBJECT: . -Abuse of De

——-—n—-

_MEMORANDUH FOR CONMLBBZZA RICB .

PROM; .~ .7 . BRAD WIBGM

Control

......

As vou zequaat:ed ‘attached at Tab I u a mmrandum to thc
President recommending that he gend a memorandum to'thc .

. secretary of.Defense on th¢ d.e:a.inee lbuna isgue.

. ucommnxrrow I

.'..mr. yau edem the memsrandun to tha Pznmmt atTab 1.,

»

'Attachmentﬁ L R

Tab ‘T’ ‘Memorandum to the Prulde.nt '
. Tah A Helborandum to Secretary of

......
.........

------------
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'~ MEMORANDUM FOR. THE- PRESIPENT ™~ - tee
. FROM: . - ' .' CONDOLEEZIA p.:cz o
.. SUBJECT: ‘Abuso of Detainess under Department. of Detense
e CQnt:rol . .o IR '
. 'W:EE.O N . . e - P ".»1'~. .- """""

" "To aign a memo:mdum to the Secretary of Detense on h.buse of
detainees in'Department of Def ense contro],

- ackground

. Tharl have been maoy reports this year of abuae of detamees in
the control of our military, most prominently 'the:episcde at
."Abp Ghraib in Iraq, but aleo z'aporto concexning othar ;nc;.danta ..
.in, Xraq 'and Afghanistan and ¥BI reports rhat havi recmtly come .’
. "'to- light concerning alleged abuse of detainees at Guantanams
4+ .. . Ear. Thesa allegations have been: or are being investigated by .
i . ", the Department of Daf.‘ensa. .To date.over fifty individuale have
' been referred te courts martial for various types of  misconduct
i _ and others have been admmutratively disciplined. The, .
.. ‘Indepernident Pane). established by 'Secretarv Rumsfeld and heided
- by former Secretary of Defense James Schlesinger made a nurber
af xecommendaticne .this summer to improve detainee, .operationa. to .
.ensure that abuse does not recur, and the other investigaticns ..

that have been conducted jinto detaince abuas ‘have also made .
nymeyous recomendations .’ The Department’ of Defense is working .

" through theee recommendations and implementing reform.n. and some'
inve:tigat:ons remain ongoing. © .

-

The repeated reportl of- detainee ahuse this vear havn been
damaging to the image 'of the Unitad States abrpad and have been

. disturbing to many Ameéricans 'here at -home, The' wemozandum at |
Tab A expresses your concern about thie inua, while also, '

Lo cc: Vice president .
. SRR o " . Chief of gtaff
teoe S . e . V:.ce Pregident’s

- P Lo s Chiaf of Btaft

K

" LN . . -
v . . . N | L
. . . -
R [ . v 4 " v oo
3 . » . » . - L | I T

11-L-05659/08D/21530



e:u:pressmg oontinued confldence, in our milita:y, and etrphasnea
.to the Sacretary of Detanse the importance of contihuing his .
;efforts and making the resulte of the invnntigacions and’
corrective actions known to the Armerican pecple. "It sendsa
clear message from you as Comander-m-r:hiaf that you expect all
"detainees iz the custody af our military to be treated hummely
and consistent with applicablé law and asks the Secretary of .
Defense to coxway thie meesage to our wmmdars in the field

Concu:rence t NSC/Legal

RBCDMMENDATI ON:

.

That yc':u n:l.gn the semorandum at Tab A.

Az;tac,hm:nc T . ,
'rah A Hemarandum to’ t:he Secretary of Defenle

r

11-L-0559/05D/21531
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| MEMORANDUM' POR THE SECRETARY OF DEFENSE

SUBJECT: Abuse of Détainees under. Departmént of Defecse .
' ‘ COPtFOl .. -t . “« w oL
The United States has the finest military force im.the world, and .. . ..
ouy
and
)

4

X

i

.|
11-L-0559/0SD/21532




" ‘prevent such abuges from.occurring in 'the future.. Yqu have my .
full suppert in wcrk.i.ng toward these obgec:t:.ves, .. L

.- You should algo reen‘phanize to commanders. 'inghe . L - oo

«. -+ - -+ field that they wust work to ergure that all.detainees under the
..control of-dyr armed forces are treated 1,n a lavful and th—

. .
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Sl osb# SE# Subject’ o T0n
| 1390004, 04230414 ‘Locauon of Civil Affairs HLEg lf?'é 7 Jcs

B NONEN NEL4404nA B aint CONOPS ‘ JCS
N ;00622 05 :1122804-18( ts) Draft Memao Butler
_..7896304, 120204-9 PenlagnnJ?W'U 67 D JGS

" 79005-04,  112404-8 _NATO gg_f:,__w - Usp”

775306-05 123004-10 | Proteciing Officials Close ‘H'Jd_.,_ e
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To: SecDef January 21,2005
From: Paul Butler

cc: Deputy
CICS
Larry Di Rita
- Doug Feith
Steve Cambone
Jim Haynes
Pete Geren

Subject: Snowflake response on draft POTUS memo on detainees

You issued a snowtlake (Tab A) asking the group listed above to review the draft
memo from POTUS to you on detainees for accuracy and to develop a draft
response. Qur latest information is that there is no current plan to send the
POTUS memo to you. Accordingly, the group decided that the proposed way
ahead ought to be a memo from DoD to the NSC updating the status of detainee
investigations. The attached draft memo for your review (Tab B) suggests that the
memo come from the Deputy to Steve Hadley and that it review the record of
investigations thus far and also address the need for interagency action on
detainees in order to reinforce that this is not an issue under the sole control of

DoD.

11-L-0559/05D/21535
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SENSITIVE
December 29, 2004
To: vl wh Hovite
Gen MYEYS
B E¥umpmel e D
FROM: Donald Rumsfeld - ik
—7 Dovs Fe
SUBJECT Draft Memo " Stere lambme
Attached is a sensitive draft memo. | Tt H-t';hci.
' ‘ P(jz: é-eré’\

It's not been signed ar send. I'd like you fiolks to check it and make sure itis
accurate. Ifyou have any suggestions on tone or handling of it, let me know.

We also ought to draft how we would respond to this. My impression is that the
data in here is inaccurate, and needs to be updated and amended.

Please get back to me soon,

Tharks.

L 12 .’m‘-—wwé’w l‘-’,’ Moo T 2z

DHR=a1
122904= 18 ()

Please respond by _ i ’I 4.!' / O ;

SipisiNVE

ke
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DRAFT 1/19/200%2:11 PM

PROPOSED MEMO FROM DEPSECDEF TO NAT’L SECURITY
ADVISOR

The Department of Defense is nearing closure on the investigations and
assessments of detainee operations and known causes of abuse. 1would like to
update you on the status of these efforts and 10 raise several related issues to your
attention.

As you know, DaD aggressively investugates allegations of detainee abuse. It is
holding individuals accountable for their actions, and is taking steps throughout
the Department to minimize the possibility of future abuse. To date, more than

fifty service members have been referred to courts-martial and others have been
disciplined through administrative action. Any allegations of abuse that arise in
the future will be investigated and appropriate corrective action will be taken,

Since September 11,2001, our forces have detained tens of thousands of fighters
on battlefields around the world. and have conducted tens of thousands of
interrogations. The vast majority of U.S. service members have conducted
themselves with honor. Their efforts have been critical to the success of our
operations. Qur forces will continue to capture and detain individuals who
commut or assist those who commit hosule acts agamnst the United States, and our
coalition partners. Our forces will take appropriate and lawful steps to obtain
intelligence from detainees that assist us in defeating our enemies and saving
American lives.

To ensure we conduct these activities in accordance with the President’s order to
treat all detainees humanely, Secretary Rumsfeld has commissioned several major
reviews, including the Schlesinger Panel and review of detention and interrogation
activities by Vice Admural A. T. Church. The latter review — the “Church Report”
- is nearing completion, and we intend to brief its results to the Congress and the
public in the near future.

Altogether, the eleven major reviews, assessments and investigations have
produced over five hundred specific recommendations for improving detention
operations, many of which DoD has already implemented. These reviews and
ongoing DoD reform .efforts are intended not only to improve operations but to
communicate clearly to the American people. to the world and to the U.S. military
that detainee abuse is not something we tolerate and that when it happens we act
vigorously to uncover it, to punish those responsible and to implement fixes.

We would like to brief the Principals Committee on the results of the several

reviews and reports conducted by DoD, and on the efforts DoD has underway or
completed to improve detention operations. In discussing these issue, all agencies

11-L-0559/0SD/21537



DRAFT 1/19/2005 2:11PM

ought to be forthcoming with information they have about abuse allegations or
other problems with detention operations.

As DoD moves ahead with implementing reforms to detention operations, the
USG should also reexamine its basic policies in light of three years of experience
in Global War on Terrorism experience. Some fixes needed to prevent or address
detainee abuse require action by-or cooperation with other USG Departments and
agencies. Long-term solutionsto USG detainee policy issues require interagency
attention: What is the plan for accelerating development of Iraqi and Afghan
justice and prison capacity? How can the USG help strengthen the legal authority
of Coalition partners to detain terrorists and their supporters? The Deputies
Committee should be asked to meet on these issues in the near future.

11-L-0559/0SD/21538
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CENSITIVE

Decamber 29, 20047 | |
(i—o: ol Wb%’if-ff
Gen M1E7S
TO: Paul But} .
C%M Lt ool Gme lgﬁyc,f Laery D Rite
FROM: ~ = ; -- 2
msferd _ Daw, FG' U
SUBJECT: D=t Memo S‘fl:ft CGMAMC
Attached is a sensitive drafit memo, Tt e H"‘;"ﬁ

It’s not been signed or sent. 1'd like you folks to check it and make sure it is

— .
accurate, If you have any suggestions on tone or handling of it, let me know. on

N
We also ought to draft how we would respond to this. My impression is that the '
data in here is inaccurate, and needs to be updated and amended.

Please get back to me soon.

Thanks.

txjan "punige e o SZBEF  1al21 NEmo To RICE
DHR:m
12290418 (t5)

Please respond by} 1 of / 0%
F '

SENsIMVE

Croo

G 201 YO

0§D 00622-05
11-L-0559/08D/21539



To; SecDef . 12/29/04
From: Paul Butlcr'ﬁ‘is

Attached s a copy of the drzft memo we discussed last night. As far as we know,
itis still a draft. Trelayed the messageto the Deputy last night. I'm trying ta find
out if he has spoken with Steve Hadley. ru repon back*assoon as 1 know
something. .

11-L-0559/0SD/21540
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TO: David Chu
CC: Gen Dick Myers
Gordon England
Jim Roche

FROM:  Donald Rumsfeld f?[\
SUBIJECT: Relieving Stress on the Force

Thank you for the good work on the "Tappingthe Beer Keg" brief.

I'd like to see a template developed so that each Service can report on their
progress in each of the areas you addressed — freeing up military for deployment
by contracting, cross-training and deploying among the individual Service, task

force organizing, developing visibility, and so forth.

DHRss
112304-3
Please respond by ] I 5105

R |

el

11-L-0559/0SD/21541 0SD 00654=-05



UNDER SECRETARY OF DEFENSE
4000 DEFENSE PENTAGON

WASHINGTON, D.C.203071-400Q . ..+ "' N3
PERSOMMEL AND INFO MEMO
READINESS
January 6,2005 1:38 PM
FOR: SECRETARY OF DEFENSE DepSec

FROM: Dav;ﬁ . C. Chu, USD (Personnel and Readiness)
4 -7’#/ S Lgr < -J?;f;?fﬁ{z} o)

—

SUBIJECT: Relieving Stress on the Force—"Tapping the Beer Keg"” SNOWFLAKE
{TAB A)

* Aflter our November 23 discussion on force sustainment strategies, you asked us to
retun with a template that the Services could use (o report on their progress in
implementing these practices.

*  We worked with the Army and JFCOM 1o craft an appropnale template for reviewing
these mmitiatives.

* The template prompts the Services to list and quantify initiatives that alleviate
OIF/OEF sourcing shartfalls (TAB B). We will review these data with the military
departments over the next two weeks,

* Qurintentis to empirically highlight the exient to which these good ideas have been
implemented and discuss the potential for additional opportunities across the
Department.

e We will schedule a session with you later this month to review our [indings and
recommend a way forward.

COORDINATION: As stated

Attachnients;
As stated

Prepared By: Joseph J. Angcllo, Jr., Director, Readiness Prog &Assessmer,.,zl
& 0SD 00656-05

11-L-0559/05D/21542
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TO: David Chu
CcC. Gen Dick Myers

Gordon England

Jim Roche

Fran Harvey

FROM: Donald Rumsfeld f]ﬂ,
SUBJECT: Relieving Stresson the Force

Thank you for the good work on the ““Tapping the Beer Keg” brief.

I'd like to see a template developed so that each Service can report on their

progress in each of the areas you addressed - freeing up military for deployment
by contracting, cross-training and deploying among the individual Service, task
force organizing, developing visibility, and so forth.

DHR:ss
112304-3

HENRNN. CNHRRERRKRKEKRNR
KEKRRKKERE. N LA R AN R T R LR R N R N R N R R R RS E SRR I

Please respond by ] l'.'.') )O‘S
—

aESisie
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(08 rotation,

sourcing requiremems for

y Used to /7 spacifie

En

%
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1300

trighied

{ncte: this is
——Jthe 302h

B1

30th ESB

9 Exampfe. Retraining the

L o}

Key Fields:

Initiative title
Initiative type

(e.g. contracting out, civilianizing, cross training)

*Affected capability area

(e.g. air power, civil affairs, military police)
.Component

Affected UIC or community
*Detailed description

*Units & Billets affected

Remarks

11-L-0559/0SD/21546



Directions:

The following provides a column-by-column cxplanation for how cach service will
record their progress in force management initiatives. The reporting template
accompanies these instructions.

* Initiative Number: Givc cach initiative a unique number (1, 2, 3 ctc). If multiple
rows are used to describe the elfects of individual initiatives, use an outline
numbering schema (1.1, 1.2, 1.3,ctc¢) to identify subordinate rows.

Initiative Title: Give each initiative a unique title.

Category: Usc onc or more of these of these category codes as they apply. If the

initiative docs not [it any onc or combination of catcgorics, pleasc usc the catcgory
“E” and explain using the remarks column.

— Category A: Finding substitutions for military personnel

Az

E

Al: Using contract personnel: Using contractors 1o satis{y military
requircment to frec up military asscts (Ex: Using contractors to satisty
CONUS positions thereby freeing up military personnel.)

A2: Using civilian personnel: Using contractors to satis{y military
requirement to free up military assets (Ex: Using Federal civilians to satis[ly
CONUS or theater requirements in lieu of military personnel.)

— Category B: Increasing the supply of high-demand skills
*

Bl: Cross training: Training individuals to perform outside their general
occupational ficld. This may or may not involve cross-Scrvice solutions, (Ex:
Training artillerymen for infantry positions).

B2: Skill broadening: Training individuals on a wider varicty of skills within
their general occupational ficld. This may or may not involve cross-Service

solutions. (Ex: Training a larger pool of personnel on core “‘IMP-type’™
skills.)

B3: Restructuring skills: Shifting endstrength from low-demand skills arcas to
high-demand arcas. (Ex: Reducing billets for musicians and incrcasing the
number of ballets for truck drivers)

— Category C: Increase the number of deployable units

3k

C1: Taskforce organizing: Create units/forganizations from individuals or
small detachments. (Ex: Pulling clements from several guard or reserve units
to create a deployable unit)

C2: Adding forces structure: Increase endstrength to suit demand

11-L-0659/0S8D/21547



— Category D: Assign personnel based on planned deployment status (Ex:
Ensurc that returning “red-lined”” personnel are not assigned to units likely to
deploy imminently. Conversely, ensuring that available, high-valued personncl
arc not assigned to non-deploying positions (such as hcadquarters or
infrastructure.)

— Category E: Other / Not listed

» Affected Capability Areas: The following arc the capability arcas uscd in OIF/OEF
sourcing exercises. Identify which area(s) are aflected by each initiative. Use one or
more codes as they apply:

x  All: All capability arcas
Other: Other/ Not histed: Affects a capability area that is not listed here
AG: Adjutant General
AP: Air Power
AV: Aviation
CA: Civil Affairs
CB: Combat
CH: Chaplains
CM: Chemical
CF: Combatant:Forces
CS: corps support
% EN: Engincering
F: Finance
FS: Fire Support
HQ: Hcadquarters
10: Information Operations
MS: Medical
% MH: Military History
* ML Military Intelligence
«  MP: Military Police
OD: Ordinance
% PRT: Provincial Reconstruction Team
PO: Psychological Operations
PA: Publi¢ Affairs
QM: Quartermaster
SEC: Sccurity Forces
SC: Signal Corps
TN: Traincrs
TC: Transportation
WS: Waterside

*

*> ¥ X ¥ ¥

PN

*¥ ¥ #

* %

EE

* %

¢ Component: List the affected component:

11-L-0559/0SD/21548



Affected UTC or Community: Explain which unit(s) was (were) affected by this
initiative. For those initiatives that targeted specific UICs, please list them. If the
initiative covers an entire skill arca or community (thereby affecting many UICS), you
can just list the applicable skill area or community.

General Description: Use this space to provide enough explanation for a reader to
understand how the initiative was executed, the expected duration and
implementation plans.

Sourcing Effects: Usc this section to quantify how the initiative directly contributes
to GWOT and other ongoing missions, Entrics will be in the form of the units and
associated billets sourced as a result of each imtiative. List the GWOT forces
according to the applicable OIF rotation (04-06, 05-07, 06-08, and beyond). Effects
for other missions should be entered in the “other”’column. Use the remarks column
for all amplifying text.

Remarks: Use this space to provide enough explanation [or a reader to understand
extenuating circumstances, impacts the initiative accomplished beyond those listed in
the “sourcing” columns, and possible negative or second order cffects associated with
the initiative. Be sure to discuss mitigation strategies [or any negative impacts.

11-L-05659/08D/21549
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TO: Bill Winkenwerder

FROM: Donald Rumsfeld twf’

SUBIJECT: Letter from Dr. Ben Carson

This fellow, Dr. Ben Carson, is a brilliant neurosurgeon at Johns Hopkins. The
letter 1s self-cxplanatory. Pleasc take a look at this, tcll me what you can do about

it, and kcep me posted.
Thanks.

Attach.
12/10/34 Leter (rom Dr. Ben Carsonto SecDel

DHR:ss
121304-36

Please respond by

—FOUG=—
11-L-0559/0SD/21550 DSD 00661=-05
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THE ASSISTANT SECRETARY OF DEFENSE
WASHINGTON. D. <. 20301-1240
AN L A g
INFO MEMO T o
HELALTH AFFAIRS
JAN 0 4 2005

FOR: SECRETARY OF DEFENSE
NALMIM%
FROM: William Winkenwerder, Jr.,iMD, ASD {Health Affairs)

SUBJECT: Dr. Ben Carseon's concern about Mr| |inubility to cnter Army due
to history of brain surgery

e Dr. Carson contends Mr. 8 was qualified to enter the Army despite brain surgery
performed when a child (TAB A).

e  Army's waiver authority dented a waiver of the condition.

o  We have asked Army’s Neurosurgery consultant to review the record and call Dr,
Carson to discuss the case.

o [ have sent a letter 1o Dr. Carson cxp}aining this situation and asking him to discuss
the case with the Army consultant {TAB B).

COORDINATION: TAB C

Attachments:
As stated

Prepared by: Colonel Benge, C&PP,E

11-L-0559/0SD/21551 0SD 0066105
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TO: Bill Winkenwerder

FROM: Donald Rumsfeld twl(

SUBJECT: Letter from Dr. Ben Carson

This fellow, Dr. Ben Curson, is a bnlhiant newrosurgeon at Johns Hopkins, The
letter is self-explanatory. Please take a look at this, tell me what you can do about

it, and keep me posted.

Thanks.

Attach.
12/10/04 Letier Team D Bon Carson to SecDef

DHR 55
121304-36

Please respond by

aEae-

11-L-0559/05D/21552 0SD DDe61-05
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F{/OHNS HOPKINS

Neurological Surgery

600 Nurth Wolfe Street/ Harvey Bi1
Baftimere, MD 21287-8811
410-955-7888 /Fax. 410-955-0626

Benjamin S. Carson, 8., M.D.
Professor and Director of Pediztric Newroswpery

December 10.200:4

The Honorable Donald Rumsteld
The Secretary of Defense

The Pentagon

1000 Defense Pentagon
Washington, DC 20301-1000

Dear Secretary-Rufnsfeld:

It has been a long time since we have communicated, but [have certainly watched what you are
doing with pride and pleasure. [ am delighted that you will be staying on as Secretary of
Defense, and [ think [ canspeak for cll the other directors at Kellogg that we certainly miss you.
As you know, Curlos will be joining you in the Cabinet soon and as you probably know, [ am a
member of the President’s Council on Biocthics.

I &m writing to explore the possibility of cutting througls what seems g be insunmountable
3) L

militzry bureaucracy on behalf of o ( inuna.nan.ls_ﬁaw nd be ic
rrengly in the Cerp of Cadets at tﬂ
| Since he was a Yy ] STner ol e Ui alcs

Army and has geared his educationin that d:.md'.l.m About 10ycars ago, he had a cystin his
brain which 1 treated by inserting a shunt. This cyst has subscquently resolved, and the shunt
became non-functional. It has not functioned for several years now. Unfortunately, the military
has a policy that says sorncone with a shunt cainnot jointhe Ammy, apparently, according o Dr.
Delleri and Dr, Wong who have been dealing with his particudar case. Needless to say, the young
men is hearthroken and his family is devastated. They are considering having the shunt removed
to see if possibly that will alter the opinions of the doctors aforementioned. As a physician, I
always look at benefit-to-risk ratios when considering surgery and 10 put someone asleep and
extract gamething from theirbrawm, which carmes it’s own inherent set otrisksjust to he in
compliance with a ruling which is largelyirelevantsince the patient docs not have
Hydrocephaluswhich is the condition for which shunts are usually placed and since the gt is
oo longer functional and is no longer needed, would not carry a favorable benefit-to-risk mtio,

11-L-0559/0SD/21553
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This young man is meeting all of the standard qualitications of the Army for physical training at
his school and has even gone through a mini basic training course satisfactorily. Tthink cur
military could benefit from having dedicated soldiers who wart: nothing more than to dedlcate
their lives to defending our ratien. | would be st appreciativeifyou eould intervene [or this

young man,

Thanks for your attention to this matter, and thanks forthe wonderful job you are doing for our
nation, We are extremelyproud of you.

With warm regards,

/

Benjamin 8. Carson, 8., M.D.

Dirertry of Pediatric Neurosurgery
Professor of Neuwrological Surgery,
Oncology, Plastic Surgery, and Pediatrics

/alf

11-L-0559/08D/21554
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THE SECRETARY OF DEFENSE
WASHINGTON

Dr. Benjamin S. Carson

Professor and Director of

Pediatric Neurosurgery

Johns Hopkins

600 North Wolfc Street/Harvey 811
Baltimore, MD 2 1287-8811

Dear Ben,

Thanks so much for your note. Tam delighted you
wrote and I thank you so much for your kind words of
support.

I’m going to ask Dr. Bill Winkenwerder to take a
look at this and get back to you. He is in charge of all
health affairs for the Department. He's a good man, and
someone you ought to know, anyway. [ hope somcthing
can be worked out.

With my appreciation and best wishes,

11-L-0559/0SD/21555



THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON. D. C. 20301-1200

JAN © 4 2005

HEALTH AFFAIRS

Benjamin S, Carson, Sr., M.D.

Professor and Director of Pediatric Neurosurgery
600 North Wolfe Street/ Harvey 811

Baultimore, MD 2 [287-8811

D D)}a
car ur., rson.

Thank you for the opportunity te =~ennnd o your December 10,2004 letter to
Secretary Rumsfeld in the matter of My I The Secretary asked that |

investigate this matter and see what 1 can do.

Accession medical standards for entry into the U.S. military arc governed by
Department of Defense Instruction 61304, “Criteriaand Procedire Requirementsfor
Physical Standardsfor- Appointment, Enlistment, or Induction in the Armed Forces.” The
Army’s application of this Tustruction is contained in Army Regulation 40-501
“Standards of Medical Fitness.” [t s our policy to access only those personnel who can
be immediately deployed world-wide to perform unrestricted military dutics under harsh
conditions without the need for prescription medication or specialized medical treatment.

The Services have the authority to waive any condition to meet their manpower
needs. In this case, the waiver rity for the Army determined that retention of a
foreign object and the tact, Ihad undergone hrain surgery precluded against
granting such a wavier. However, my staff has prevailed upon the Army Surgeon's
office to have their ncurosurgery consulta—t thin_uud revicw the medical record in
detail. He will then speak with you about )6 case.

I trust this explanation of our policy will be helptul to you.

800
William Winkenwerder, Jr., MD
I hat wafed fhe Arw-g
Medica Depantrat fo fake 0 mont
m{«ﬂ anﬁ ﬁ.@ ﬁwﬂ AI’A‘;/‘“’\ a-v-a(
fo 5 aL cfmﬁ w’f . £z
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COORDINATION

Dir. C&PPI CAPT Jack Smith I
CoS, HA COL Thom Kurmel
PDASD, HA Dr. Steve Jones

11-L-0559/0SD/21557



USD (P&R)

Letter from Dr, Ben Carson - Snowflake

COORDINATION

Dr. David . C.Chu ¢ %wad O Ky

7 ﬁnmi«y Y

11-L-0559/05D/21558



December 8,2004

TO; Paul Butler

FROM.  Donald Rumsfcld ?1
SUBJECT: Write Honorees

I would like to get a list of the Kennedy Center honorees, so I can Write some of

them a note,

1 also want to write Billy Joel, so try to get his address.

Thanks.

DiR:dh

12804-14

Please respond by / L‘ of

0SD 00685-05

11-L-05539/08SD/21559
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The Kennedy Center Honors Page lof 3

TH

ANNUAL
NEENERREN NSRS N RN
K ENNEDY CENTER

HONOR:

The John F, Kennedy Center for the PerformingArts announced the
selection, by its board of trustees, of the individuals who will receive
the Kennedy Center Honors of 2004. Recipients te be honored at the
27th annual national celebration of the arts are:

Ussic Dhels
&

Cuame

[ises Satherband

Wi ers Beatls o foha

besbrs Wilficeems

The John F. Kennedy Centerfor the
Performing Arts announcedthe selection, by
its board of trustees, of the individualswho wil
receive the Kennedy Center Honors of 2004.
Recipientsto be honoredat the 27th annual
nationalcelebration of the arts are: 3
producer, wrlterand dlreci
husband-andag

“This year the Kennedy Center honors not the
usual five but six extracrdinary individuals
whose unique and abundant artistry has
contributedsignificantlyto the cultural life of
our nation and the world,” said Kennedy
Center Chairman Stephen A. Schwarzman.
“They are a film artist whose talents are
astonishingly diverse; a greatly revered couple §§
of stage and screen; a pop music icon who
ﬁ:i%g?g;zi? g;uzr)‘;;gt?; LjsigngtngP d &wa by thie kiasks in the ifmi: w3 3!;%:&3 ana Mz
unsurpassed artistic achievement; and ong of § Yiwif ihe Kntinadly Cavios W view viteos of g
the most influential American composers of
the past four decades.”

The annual Honors Gala has becomethe
highlightcf the Washington cultural year. The

11-L-0559/0SD/21 560
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The Kennedy Center Honors Page 2 0f 3

2004 Honorees will be saluted by stars from
the world of the performingarts at a gala perfarmance in the Kennedy Center's Opera House on Sund
1o be attended by the President of the United States and Mrs. Bush, and by artists from around the We

The President and the First Lady will receivethe Honorees and members of the Artists Committee, wr
with the Kennedy Center Board of Truslees at the White House on Sunday evening, December 5, prio
perfarmance. The Boeing Company is the exclusive underwriter of the 2004 Kennedy Center Honors ¢
events, which concludes with a supper dance inthe Grand Foyer.

The Kennedv Center Honors will be bestowsd the night beforethe gala on Saturday, December 4, at i
dinner, hosted by the f State Colin Powell

The Honars Gala will be laped for broadcast later in Decer
for the 27 th conseculiveyear as a two-hour prime time sp

George Stevens, Jr., who created the Honors in 1978 with
and co-write the show for the 27 th consecutive year. The
B honoredwith five Emmy's for Qutstanding Program as wel
i for Outstanding Contributionto Television.

4 Delta Air Lings, the official airline of the Kennedy Center H
broadecast ,will provide transportation for the performersai
will be comingto Washington for the Honors Gala. Boeing
the Kennedy Genter Honorees' Luncheon and special evel
Kennedy Center Honors weekend.

The Honors recipients are recognizedfor their lifetime contributionsto American
culture through the performing arts: whether in dance, music, theater, cpera,
maotion pictures or television. The primary critericn in the selectionprocess is
excellence. The Honors are not designated by art form or category of artistic
achievement; the selection process, over the years, has producedbalance among
the various arts and antistic disciplines.

Members of the Kennedy CGenter's national artists committee, as well as past
Honorees, made recommendations of possible Honorees. Among the artists
making recommendationswere: Dan Aykroyd, Christine Baranski, Angela Bassett, &
Joshua Bell, Adrien Brody, Dave Brubeck, Cy Coleman, Benicio Del Toro, Michael
Douglas, Suzanne Farrell, Renge Fleming, Morgan Freeman, Rosemary Harris, i
Paloma Herrera, Philip Seymour Hoffman, Nathan Lane, Yo-Yo Ma, NadjaSalerno-| g

Sonnenberg, Steven Spielberg, Meryl Streep and Pinchas Zuckerman.

Michael M. Kaiser, President of the Center, expressed the Center's gratitude to the many individualsir
the Honors program. “In addition to recognizing our most treasured artists, the Kennedy Center Honor
supports the many performingarts initiatives, educationand public service programming, and national
make the Center's presentations accessibleto all.”

Exclusive Underwriter

Hieons Horme | About the Honars | Past Honoiees

Batiet | Dance | Educational | Fegtivals | Fortas Chambar Music
Jazz | ational Symphony Qrehastra | Miltenniun: Stage | Performance Plus
Theater | Yoices of ihe Arls | Youth and Family Programs | Atisic Constituenis

Text-crly | Accessibility | Sib Map

11-L-0559/05D/21561
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The Kennedy Center Honors Page3of 3

Privacy Statement | CopyrighlTarms | Uselui Tools

T

i e
The John F. Kennedy Center for the Performing Arts

2700 F Street, NW

Washinglon, DC 20568
Tickets and infarmation:800-444-1324 oy 202-467-4600
AdministrativeOffices: 202-416-8000
Conlaciyis

11-L-0559/0SD/21562
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« Playbill News : CBS to Broadcast "Kennedy Center Honors" Dec. 21; Tony Winners McD... Page | of 2
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On Opening Night ) .
gpeﬁ;;',";‘ga,;?es The two-hour gala evening pays fribute o the 2004 Kennedy Center L ALSO
All Honarees: actor Warren Beatty, husband-and-wife acting couple Ossie Davis Beau
and Ruby Dee, pop and Broadway composer Eiton John, opera star Dame Broo!
Playbill Store Joan Sutherland and composer-conductor John Williams. The honorees were Dirty
Starefront saluted Dec. § at the Kennedy Center's Opera House. Presiden! and Laura scour
a ® Bush were among the evening's guests, f:g’
Cazting & jobs Bl Little
Job Listinas Warren Bealty was honored with tributes from Academy Award winners Faye  'nigh
Post 2 Job Gunaway and Sack Nicholson; Tony Award winners Brian Stokes Milchelland ~ Paci
Wont

Audra McDonald as well as recent Broadway debuler Sean Combs saluted

the careers of Ossie Davis and Ruby Dee; Marilyn Horne paid tribule to

tellow opera star Joan Sutherland: Steven Spielberg took part in the John —
[What
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Williams segment; and Ertan John was honored by appearances from Billy

Joel, Heather Headley, Kid Rock. Fantasia and Robert Downey. Jr. Check

- new §

. . - Playb

I About this year's inductees, Kennedy Center Chairman Stephen A. for ne
SUN., AN B, 10wi8: HDXO Schwarzman said in a statement. “This year the Kennedy Center honors not fisting
the usual five but six extraordinary individuals whose unique and abundant opera

artistry has contributed signiticantly to the cultura!l life of our nation and the blues
world. They are a film artist whose talents are astonishingly diverse; a

Celebrity Buzx  (}f

Diva Talk greatly revered cauple of stage and screen; a pop music icon who also Inside

Brief Encounter composes stunning musical film and theater scores; an operatic superstar of
The Leading Men unsurpassed artistic achievement; and one of the mast influential American -Sch
Who's Who composers of the past four decades.” Broa
Insider Info p p * . Sch
Off-E
Playbitl Digieal Warren Beatty is the Hollywoad 1ilm actor and director ("Bonnie and Clyde,” éf""’
- “Heaven Can Wait,” "Bulwarth”), Ossie Davis and Ruby Dee are icons of an
Multimedia ; ; ) el . Polici
black theatre in America, Elton John is the British pop writer who wrote Lon
Interactive = @ scares to "The Lion King” and Ajda, Joan Sutherland is the operattc superstar Broai
and camposer John Williams is known for his Hollywood movie scores . upc
Polls ("Jaws," "Star Wars," “Raiders of the Lost Ark"). Reco
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UNDER SECRETARY OF DEFENSE TRy

oo
4000 DEFENSE PENTAGON 1 i
WASHINGTON, D.C. 20301-4000
ACTION MEMO
PEFASONNEL AND January 12, 2004, 3:00 PM
READINESS

FOR: SECRETARY OF DEFENSE

SSAD

FROM: David S. C. Chu, USD (P&RT%?{ 1. € CAI /) &<y
SUBJECT: Opportunity to Vote During the 2004 Elections ,
e The memorandum at TAB A emphasizes the importance of command support and
the personal attention of Voting Assistance Officers in providing the opportunity
for Uniformed Scrvices members, their dependents. and overseas citizens to vote
in the 2004 clections.
e The Federal Voting Assistance Program (FVAP) has been striving to ensure every
Uniformed Services member, their voting age dependents, and overseas citizens
have the opportunity to vote in the 2004 elections. Key to the effectivenessof the
Program’s efforts is the involvement of command leadership in emphasizing the
Program and the support commands provide (o Voting Assistance Officers in
carrying out their duties.
d
COORDINATION: TAB B ‘ ‘ " /
M »l J“
RECOMMENDATION: Sign memorandum at TAB A )
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March 15,2004

THE UNDER SECRETARY OF DEFENSE
(PERSONNEL AND READINESS)

NOTE FOR: SECRETARY OF DEFENSE

Attached at Tab A arc talking points on Uniformed Scrvices
/oting preparations for the 2004 elections.

At Tab B arc memoranda to the Secrctariesof the Military
Jepariments and Combatant Commandcrs for your signaturc.

" DavidS.C.Chu —~

Aftachments
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TALKING PAPER
March 16,2004 —12:02 p.m.

SUBJECT: Absentee Voting Preparations for the 2004 Elections

The Secretary of Defense is the Presidential Designee [to carry out the Uniformed
and Overseas Citizens Absentee Voting Act, which covers the voting rights of the
Uniformed Services and their family members - both CONUS and OCONUS - as
well as all US citizens outside the United States.

The Department publishes a biennial Voting Action Plan laying out programmatic
responsibilities. Each Service has assigned a Senior Service Voting
Representative (of General or Flag rank) and a Service Voting Action Officer,
who is responsible for the program.

There are more than six million potential voters: 3.7 million overseas civilians not
affiliated with the Government; 1.4 million military; 1.3 million dependents of
voting age; and .1 million federal civilian employees. Past Absentee voting:

Year Uniformed Federal Civilian Civilian _(non-federal)
2000 69% 65% 37%.

The Federal Voting Assistance Program Office (FVAP) has been visiting
mobilization sites (7 sites) and major installations. To date, 43 Voting Assistance
Officer Training workshops have been completed at 41 installation sites. An
additional 144 workshops are scheduled through August 2004, In addition, Voting
Assistance Officer Training is offered on-line, on compact disc, and in book form,

All States now accept the on-line version of the Federal Post Card application.
We have been monitoring voting during the Primaries to detect problems and
implement necessary corrective actions before the General Election.

The NDAA FY02 directed the DoD to conduct an electronic voting demo (Secure
Eleetronic Registration and Voting Experiment (SERVE)), for 2004, In view of
the inability to ensure legitimacy of votes that would be cast in the Electronic
Registration and Voting Experiment thereby bringing into doubt the integrity of
the election results, the Department took immediate steps to suspend the use of the
system to register or vote via the Internet.

We have established September 3 — 11,2004, as Armed Forces Voter Registration
Weck to ensure timely voter registration.  Absentee Voter Week will be scheduled
for October 11 - 15,2004, to ensure absentee ballots are completed and mailed
prior to the general clection.
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Talking Points

Uniformed Services Voting Preparations for the 2004 Elections
There are more than six million potential voters: 3.7 million overseas civilians not
affiliated with the Government; 1.4 million military; 1.3 million dependents of
voting age; and .1 million federal civilian employees.

Absentee voting participation in the past:

Year Uniformed Federal Civilian  Civilian (non-federal)

1988 64% 64% 38%
1992 67% 79% 31%
1996 64% 68% 37%
2000 69% 65% 37%.

Voting Assistance Officers are the key to success of the absentee voting program.
This is truc at CONUS bascs as well as overscas. We are pushing materials to the
theater and training Voting Assistance Officers at cvery opportunity.

The Federal Voting Assistance Program Office (FVAP) has been visiting
mobilization sites and major installations to inform commanders on voting
program requirements and to train Voting Assistance Officers.

FVAP has scheduled voting workshops to be conducted in Qatar and Bahrain to
train Voting Assistance Officers already in theater. Federal Post Card
Applications and Write-In Absentee Ballot forms are pre-positioned in theater.

The NDAA FYO02 directed the Secretary of Defense to conduct an electronic
voting demo (Secure Electronic Registration and Voting Experiment (SERVE)),
for 2004. In view of the inability to ensure legitimacy of votes that would be cast
in the Secure Electronic Registration and Voting Experiment (SERVE), thereby
bringing into doubt the integrity of the election results, the Department took
immediate steps to suspend the use of the system to register or vote.

We have established September 3 - 11,2004, as Armed Forces Voter Registration
Week to ensure timely voter registration. Absentee Voter Week will be scheduled
for October 11 - 15.2004, to ensure absentee ballots are completed and mailed
prior to the general election.
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October 29,2003

TO: David Chu

[AR LTG Tohn Croddarf.
FROM: Donald Rumsfeld D\

SUBJECT: Memo for POTUS on Military Voting
Please prepare for me a brief (one-page) memo to the President explaining what

has been done by the Department of Defense on absentee ballots and voting for

military personnel.

Thanks,

DHR:dh

1029038

Please respond by 2o

4
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THE SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

)y
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MAR 172

&
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MEMORANDUM FOR CHAIRMAN OF THE JOINT CHIEFS OF STAFF
COMBATANTCOMMANDERS

SUBJECT: Opportunity to Vote During the 2004 Elections

As the men and women of our Uniformed Services serve around the world
defending democracy and freedom, we are reminded of our precious right as Americans
to choose our national leaders. Today, more people around the world than ever betore
hold this most fundamental democratic right—the right to vote, This year, Americans at
home and abroad will vote in elections to fill Federal, state and local offices. We will be
voting to clect the President and Vice President, 34 U.S. Senators, the entire U.S. House
of Representatives, 13 State Governors, and hundreds of local officials. The outcome of
these elections will shape the nation’s future.

For the men and women of our Uniformed Services, the opportunity to registet
and cast their ballots in the 2004 elections will depend significantly on the assistance and
support they receive from Service and command voting programs and from the Voting
Assistance Officers assigned to their units. Those serving overscas, especially in Irag and
Afghanistan, and mobilized National Guard and Reserve units, will face the additional
challenges of the availability of election information and materials and the lengthened
time it takes to receive and return their absentee ballots through the mails. T want your
support for the following;

e Ensure command support of the voting program at all levels of command.
Personal involvement of commanders is crucial to effective implementation
of the voting program. Assign quality officers the duty of Voting
Assistance Officers and comment on their performance as a Voting
Assistance Officer on their evaluation reports. Voting Assistance Officers
must be given the time and resources needed for them to perform their
dutics ceffectively, including the opportunity to complete a Federal Voting
Assistance Program Training Workshop.

o Publicize the identity and location of Voting Assistance Officers within
cach major command, on cach installation, and within cach unit. Service,
command, installation and unit websites should maintain prominent voting
information links for the benefit of Service members.

<
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Service Voting Assistance Officers must establish and maintain a directory
of major command and installation Voting Assistance Officers and have the
means by which to eftectively and rapidly communicate with thern and
their subordinates. T will be asking Dr. David Chu to meet with the Senior
Service Voting Representativesregularly between now and election day to
get updates and act quickly to resolve any problems.

Voting materials, including the Federal Post Card Application and the
Federal Write-In Absentee Ballot must be distributed to all units, and unit
Voting Assistance Officers must be aware of the availability of such
materials. These materials are available in book form, on CD and on the
Internet at http://www.fvap..gov. I want to ensure each Service member is
handed the Federal Post Card Application and is offered assistance in
completing the form if needed.

Use your command and public information capabilities to support the
September 2004 Armed Forces Voter's Week and designate other special
days to inform members and families of absentee voter registration and
voting procedures ensuring that all voters are registered to vote by the end
of September. I want cach of you to designate the week of October 11-15™
as Absentee Voting Week. If overseas voters complete and mail their
ballots by October 15,theirvotes will reach any precinct in time to be
counted.

We will not recommend any party or candidate. Our mission is to ensure every
Service member and their families have the opportunity to vote in the appropriate
Primary, Special, Runoff and General Elections and to ensure that their votes are counted.

Voting is both a privilege and a responsibility of citizens in a democracy. It is our
responsibility, as leaders of the Armed Services, to do everything we can to ensure that
our Service members and their families exercise their right to vote.

VU (-
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THESECRETARYOFDEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

MAR 17 2004

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

SUBJECT: Opportunity to Vote During the 2004 Elections

As the men and women of our Uniformed Services serve around the world
defending democracy and freedom, we are reminded of our precious right as Americans
to choose our national leaders. Today, more people around the world than ever before
hold this most fundamental democratic right—the right to vote. This year, Americans at
home and abroad will vote in elections to fill Federal, state and local offices. We will be
voting to elect the President and Vice President, 34 U.S. Senators, the entire U.S. House

of Representatives, 13 State Governors, and hundreds of local officials. The outcome of
these clections will shape the nation's future.

For the men and women of our Uniformed Services, the opportunity to register
and cast their ballots in the 2004 elections will depend significantly on the assistance and
support they receive from Service and command voting programs an3 from the Voting
Assistance Officers assigned to their units. Those serving overseas, especially in ITraq and
Afghanistan, and mobilized National Guard and Reserve units, will face the additional
challenges of the availability of election information and materials and the lengthened

time it takes to receive and return their absentee ballots through the mails. T want your
support for the following:

¢ Ensure command support of the voting program at all levels of command.

Personal involvement of commanders is crucial to effective implementation
of the voting program. Assign quality officers the duty of Voting
Assistance Officers and comment on their performance as a Voting
Assistance Officer on their evaluation reports. Voting Assistance Officers
must be given the time and resources needed for them to perform their
dutices cffectively, including the opportunity to complete a Federal Voting
Assistance Program Training Workshop.

o Publicize the identity and location of Voting Assistance Officers within
each major command, on each installation, and within each unit. Service,
command, installation and unit websites should maintain prominent voting
information links for the benefit of Service members.

» Service Voting Assistance Officers must establish and maintain a directory
of major command and installation Voting Assistance Officers and have the

r.

W9

11-L-0659/0S8D/21571 0S0 00737-04

¢ A0

Ao P e

hoctT T/



means by which to effectively and rapidly communicate with them and
their subordinates. I will be asking Dr. David Chu to meet with the Senior
Service Voting Representativesregularly between now and election day to
get updates and act quickly to resolve any problems.

¢ Voting materials, including the Federal Post Card Application and the
Federal Write-In Absentee Ballot must be distributed to all units, and unit
Voting Assistance Officers must be aware of the availability of such
materials. These materials are available in book form, on CD and on the
Internet at http://www.tvap.gov. I want to ensure cach Service member 1s
handed the Federal Post Card Application and is offered assistance in
completing the form if needed.

e Use your command and public information capabilities to support the
September 2004 Armed Forces Voter’s Week and designate other special
days to inform members and tamilics of abscentee voter registration and
voting procedures ensuring that all voters are registered to vote by the end
of September. 1 want each of you to designate the week of October 1115
as Absentee Voting Week. If overseas voters complete and mail their
ballots by October 135, their votes will reach any precinct in time to be
counted.,

We will not recommend any party or candidate. Our mission is to ensure every
Service member and their familics have the opportunity to vote in the appropriate
Primary, Special, Runoff and General Elections and to ensure that their votes are counted.

Voting is both a privilege and a responsibility of citizens in a democracy. It is our
responsibility, as leaders of the Armed Services, to do everything we can to ensure that
our Service members and their families exercise their right to vote,
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1100 DEFENSE PENTAGON
WASHINGTON, DC 20301-1100

ACTION MEMO

COMPTROLLER

FOR: SECRETARY OF DEFENSE

na»luﬁl’QROM: Tina W. Jon%/ |

UNDER SECRETARY OF DEFENSE

. L - - L4
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|

January 7, 2008, 5:00 PM

DepSec Action

/
| I

’"‘ SUBJECT: Appointments of Mr. John Madigan and Mr. Jerry Lindauver to the Defense

Busincss Board (DBB)

e OnlJuly 19,2004, you directed Larry DiRita to put Mr. John Madigan on the DBB.
Also, Mr. DiRita requested that Mr. Jerry Lindauer be named to the Board. Their

biographies are attached.

e As of January 1,2005, three of the 20 DBB member scats arc open.

o Gus Pagonis supports the nominations of both Mr. Lindauer and Mr, Madigan. Both
men have outstanding private scctor cxpericncee that will contribute to the continuing

work of the DBB.

RECOMMENDATION: That you indicatc your prefcrences to proceed with the

appointments of Mr. Madigan and Mr. Lindaucr to the DBB.

COORDINATION: None required.
. Mr. John Madigan:

Yes f )% JAN 12 2005

No

2. Mr. Jerry Lindaucr:

ves AL N 12205

— =

¢ SA DS
No \IEA SD g P

Attachments:
As stated

Prepared by: Tom Modly/Executive Director, DBB/] |
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Jerry Lindauer, Chairman

As Chairman of Security Broadband Corp, Jerry Lindauer brings strong leadership in
strategic planning, government relations and corperate development. A well-respected
spokesman for the cable industry for twenty-three ycars, Mr, Lindaucr scrved as
Chairman of the Board of the National Cable Television Association (NCTA) from 1990-
1991 and was a member of that board for over two decades. He served on the Board of
Dircctors for C-SPAN and was a founding member of the Cable Alliance for Education.

Mr. Lindauer was a Principal and Partner with Prime Cable where he was instrumental in
acquiring, operating and divesting major cable TV properties representing a subscriber
base of over one million customers and valued in excess of $4 billion. Mr, Lindauer
began his career in telecommunications by joining Communications Properties, Inc., in
1977.He became Senior Vice President in charge of franchising and regulatory activity
when the company was purchased by Times Mirror in 1979, Mr. Lindaver was also
President of Times Mirror Secunity, later acquired by Westec.

Duning his twenty-year career as a Marine Corps Officer, Mr, Lindauer was a military
assistant in the office of the Secretary of Defense. He also served as an Infantry Company
Commander in Vietnam and was awarded two Bronze Stars and a Purple Heart among
other decorations. He continues his involvement in his community and his commitment
to education by serving on the Board of Trustees of Bellarmine University and on the
Board of the Longhorn Foundation at the University of Texas at Austin. He 1s also a
member of the Society of Fellows at the Aspen Institute. Mr. Lindauer, a father of two, 1s
a graduate of Bellarmine University and the University of Texas School of Law.

Phone numbers:
Mabil|(bX6)

Work
Home|
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July 19,2004

TO: Larry Di Rita
FROM:  Donald Rumsfeld f‘y?\
SUBJECT: John Madigan on DBB

[ would like to put John Madigan on my Defense Business Board.

Thanks.

DHRdh
071904.26

Please respond by 7 ‘}D/ 0(,{
o
)
//‘ln. b et

f
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July 19,2004

TO: Larry Di Rita
FROM:  Donald Remsfeld /??\
SUBJECT: John Madigan on DBB

[ would like to put John Madigan on my Defense Business Beard.

Thanks.

DHRih
071304-26

Please respond by 50 24
J—
7
ﬁ/ « Aa / et
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John W. Madigan

Mr. Madigan has been a director at Morgan Stanley since
June 2000. Mr. Madigan retired as Chairman of Tribune
Company, a leading mediacompany with television and
radio, broadcasting, newspaper publishing and
interactive businesses, in December 2003. He served as
chief executive officer from May 1995 through December
2002. He was elected to the Tribune board of directors in
1975, the same year he joined the company as vice
president/chief financial officer. He is Chairman of the
Chicago Council on Foreign Affairs, Chairman of the
McCormick Tribune Foundation, a director of the
Associated Press and AT&T Wireless Services.
Additionally, Mr. Madigan is a trustee of Northwestern
University, lllinois Institute of Technology, Rush-
Presbyterian-St. Luke's Medical Center and The Museum
of Television & Radio in New York.
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Jerry Lindaver, Chairman

As Chairman of Security Broadband Corp, Jerry Lindaucr brings strong lecadership in
strategic planning, government relations and corporate development. A well-respected
spokesman for the cahle indusiry for twenty-three years, Mr. Lindauer served as
Chairman of the Board of the National Cable Television Association (NCTA) from 1990-
1991 and was a nicmber of that board for over two decades. He served on the Board of
Dircctors for C-SPAN and was a founding member of the Cable Alliance for Education.

Mr. Lindaner was a Principal and Partner with Prime Cable where he was instrumental in
acquiring, operating and divesting major cable TV propertics representing a subscriber
hase of over one million customers and valued in excess of $4 billion. Mr. Lindauer
began his career in telecommunications by joining Communications Properties, Inc.. in
1977. He became Senior Vice President in charge of franchising and regulatory activity
when the company was purchased by Times Mirror in 1979, Mr. Lindauer was also
President of Times Mirror Security, later acquired by Westec.

During his twenty-year carcer as a Marine Corps Officer, Mr. Lindaner was u military
assistant in the office of the Secretary of Defense, He also served as an Infantry Company
Commander in Vietnam and was awarded two Bronze Stars and a Purple Heart among
other decorations. He continues his involvement in his community and his commitment
to cducation by serving on the Board of Trustces of Bellurmine University and on the
Board of the Longhormn Foundation at the University of Texas at Austin. He is also a
member of the Society of Fellows at the Aspen Institute, Mr. Lindauer, a father of two, is
a graduate of Bellarinine University and the University of Texas School of Law.,

Phone gumbers:
Mobild(P)(8)

Work
Home
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ooy 1S December 15, 2004
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IR T-04{oldk]
ES-1103
TO: Gen Dick Myers
Doug Feith

FROM:
SUBJECT: Update on Coalition

[ have not received an update from the two of you on where we stand on getting
ahead of the curve with the coalition. I now see that Poland is starting to pull back
their troops, and they may do more now that six or seven of them were killed or

injured in a helicopter crash,

We simply have to get ahead of the curve, and we have to get the Departiment of

State involved.

Thanks.

DHR'dh
121504-9

Please respond by { 2// rofo¥
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THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-1200 "w
|

INFO MEMO

HEALTH AFFAIRS

January 12, 2004, §:42PM
A%FOR SECRETARY OF DEFENSE U)
9
‘\J ..
\‘Lrj FROM: William Winkenwerder, Jr., MD, ASD (Health Affairs)  JAN J 9 2003
SUBJECT: Final Report - Malaria Cases Among Joint Task Force Liberia Participants

e This memo is provided to summarize the findings of a Navy and Marine Corps \\Y—
medical investigation on the malaria cases that occurred among the Joint Task Force Oy
Liberia participants. The previous report is provided at TAB A. A conference report
on the results of the medical investigation is provided at TAB B. All patients have
since recovered and have been discharged from the hospital.

. Key Facts:
225 personnel in Quick Reaction Force went ashore in Liberia.
- 30 cases of malaria have been diagnosed and treated.
51 clinical cases with positive smear for malaria parasites; 29 with negative {
smears.
- 71 Marines; 7 Navy; 1 Army; | civilian.
2 cases of cerebral malaria; 1 case of acute respiratory distress syndrome.

* Medical investigation revealed:

= Mefloquine prophylaxis was readily available to the Quick Reaction Force and the

drug potency and formulation were adequate.

~  This strain of malaria (P. fukiparum) demonstrated some decreased susceptibility
to mefloquine, but is not likely to have been a significant factor.
Laboratory tests of serum mefloquine levels suggested a majority of Quick
Reaction Force members tested did not comply with required dosing schedule.
This finding contrasted with early information that was based solely on the
patients' self-reports.

¢/

*  Bed nets were not used on shore due to net design and mission requirements. L"‘\

*  Local insect control of malaria vectors was not feasible. o

- DEET repellant was available, but the majority of personnel did not routinely use >
it. Most uniforms had not been adequately treated with permethrin repellant. O

= Routine pre-deployment training for physicians did not adequately cover malaria. ~3

o It is my understanding from HQ, USMC that an investigation into this incident is
ongoing by the EUCOM Judge Advocate General —although I have not been

11-L-0559/0SD/21581 0SD 00791-04



informed on any of the details, This is a very preventuble diseuse, and we were
fortunate that the failure to prevent it did not result i loss of life. The lesson
relearned s the critical mmportance of command leadership in implementing the
preventive medicine program,

COORDINATION: USD P&R David S.C. Chu, 5 Jan 04

Attachment:
As stated

Prepared by: William Winkenwerder. Jr.. MD. ASD (Health Affairs){®"®
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THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D. . 20301-1200

INFO MEMO

HEALTH AFFAIRS SEP 2 3 200?
FOR: SECRETARY OF DEFENSE

Wl W) hanoodil).
FROM: William Winkenwerder, Jr., ? ASD (Health Aftairs)

SUBJECT: Update - Malaria in Marines from Liberia as of 23 Sep 03

e This provides an update to the previous response to your snowtflake dated
September 10,2003 (TAB A).

e There have been atotal of 80 presumed cases of the severest type of malaria,
Plasmodium falciparum, among the 225 US forces who were ashore in
Liberia (from 12-28 August 2003). There have been no new cases detected
in the last five days.

e Five were seriously ill but have recovered. There have been no deaths.
Three patients remain hospitalized at National Naval Medical Center,
Bethesda.

e There are several preventive (prophylactic) drugs for the prevention of
malaria. Because of the likelihood that the P. falciparum in Liberia is
resistant to the oldest such drug (chloroguine), the Marines ashore were
prescribed metloquine, a newer drug developed for such a situation,

o The occurrence of these cases prompted initial concerns that the mefloquine
had failed to prevent the cases.  As a result, those now ashore in Liberia are
taking another drug, doxycycline, until test results return on the
effectiveness of mefloquine and/or resistance of this malaria strain.

e Factors being investigated:

- Is the parasite resistant to mefloguine?

- Were the supplics of mefloquine fully potent?

- Did the Marines fully adhere to the prescribed schedule of taking
mefloquine ?

- Did the Marines fully comply with other protective measures designed to
protect them from the mosquito vectors, i.¢., use of bed nets; use of
repellants on uniforms, bed nets, and skin?

11-L-0559/0SD/21584
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¢ The investigation encompasses:
- An anonymous survey of affected Marines.
- Measuring metloquine concentration in patients’ blood to determine if it
was adequate for prevention. This test is being conducted at the CDC.
- Possibility of parasite resistance to mefloquine. Testing underway at
Walter Reed Army Institute of Research.

e I have been briefed twice by the investigativeteam, and I am pressing them
for prompt. accurate answers. Early indications are that some amount of
non-adherence to prescribed medication schedules is at least partly
responsible, but all the possible explanations have not been fully explored.

e Subsequent to the completion of lab tests, I expect a near complete picture to
emerge within 10days, and I will provide further information to you at that
time. Policy and procedure implications for line and medical leadership will
be pursued, based upon final results of the investigation.

COORDINATION: TAB B

Attachments:
As stated

()

Prepared by: Francis L. O'Donnell, MD, MPH, DHSD, FHP&R |
PCDOCS #55146
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Malaria Outbreak Among
Members of JTF Liberia

Consensus Conference Report

O October 2003
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Contents of Brief

Organizations Represented... ..o e enans
Background InfOrmation .. ..o e e

QQuestions. data and answers:

1. Was there a problem with the availability of mefloquine?...... ... .
2. Was there a problem with generic medication’s potency or formulation?..........................
3. Were Marines taking mefloguine according to requirements? ......c.oieiiiiiiiniaineie e,

4. Was the malaria parasite resistant to mefloquine? ... .. ..o e
5.Was DEET available for USe? .....oeeiiiiiiii i v er e et ernrn e

6. Were permethrin-treated utilities available for wear? .......ooiiiiiiiiniiiiiiiiciiiiiciiainiiiaenians

F VT D NS USCA T - oottt et et e e e e e e e e e e e e e e e e

9. Were the medical staft adequately trained in diagnosis and management of malaria?...............
10. Can U S. Forces deploy to highly malarious areas without suffering similar malaria outbreaks?
RecoOMMENdalioNS. .. cu. e et ar e e aneas

Continuing and Future efforts... ..o
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Organizations Represented

Food and Drug Administration

Centers for Disease Control and Prevention
World Health Organization

Walter Reed Army Institute for Research
Naval Medical Research Center

Armed Forces Medical Intelligence Center
U.S. Arr Force Medical Support Agency
Joint Chiefs of Staff - J4

Uniformed Services University of the Health
Sciences

Naval Medical Education and Training
Command

DoD Global Emerging Infections System
Marine Forces, Atlantic

IT Marine Expeditionary Force

National Naval Medical Center
Naval Environmental Health Center
Naval Environmental and Preventive
Medicine Unit - Sicily
Headquarters, Marine Corps, PP&O
Commander Amphibious Task Force
Marine Expeditionary Unit 26

Navy Disease Vector Ecology and Control
Center

Naval Forces Europe

Joint Task Force - Liberia

U.S. Army Medical Research and Materiel
Command

U.S. Navy Bureau of Medicine and Surgery
Headquarters, Marine Corps, Health Services
U.S. Army Office of the Surgeon General
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Historical Experience

Navy/Marines — 62 cases worldwide from
1997-2000.

Somalia — 1993 — 106 cases 1n Marines
— 127 cases U.S. Army

Sierra Leone —1996 — 6 cases in Marines
— 91 cases British Army

Nigeria - 2001 — 7 cases with 2 deaths,
U.S. Army Special Forces
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JTF Liberia Outbreak

Total of JTF spending any time ashore — 290.
Quick Reaction Force —225.
157 of MEU surveyed during investigation.

80 cases treated:
— lcivilian, 1 U.S. Army, 7 U.S. Navy, 2 FAST Marines.
_ 69 Marines of 26t MEU.

51 cases by positive smear, 29 by clinical criteria.

Historical predicted malaria risk: 11-50% for
unprotected personnel.
USMC experience:

— 691157 (44% attack rate) for 26t MEU members spending
nights ashore.

— 80/290 (28% attack rate) for JTF members spending any time
ashore.
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Pre-deployment Analyses and
Intelligence

« Liberia known to be highest risk area for multiple
vector-borne diseases.

 Humanitarian Assistance Survey Team, JUL 03:
— limited in scope
— assessed infrastructure, public health, sanitation, and
security threats
— focus on future civilian relief efforts vice deploying
forces.
« JTF-L OPORD preventive measures consistent
with survey, intelligence and recommendations

from AFMIC, CDC and WHO.

11-L-0559/08D/21592



1. Was there a problem with the

availability of mefloquine?

* Mefloquine dispensed to Marines.
— Verified by survey.

— Verified by presence of tablets in Marines’
pockets upon arrival at NNMC Bethesda.

— Verified by presence of mefloquine in serum
samples.

e MEU members were taking mefloquine
prior to entering Liberia.
— Verified by mefloquine metabolite levels.

ANSWER: No. Mefloquine readily
available.
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2. Was there a problem with generic
mefloquine’s potency or formulation?

* Mefloquine met all FDA requirements.

— Tablets removed from Marines’ pockets
produced predicted blood levels in test subjects.

— Chemical analysis by FDA within standards.

— FDA recommends continued use of current
generic mefloquine formulation.

« ANSWER: No. Mefloquine potency and
formulation was adequate.

11-L-0559/05D/21594



3. Were Marines taking metloquine
according to requirements’?

e Steady-state ratio of mefloquine metabolite
(MMQ) present in 93 of 133 indicating past use.

* Protective mefloquine (MQ) levels present in 19
of 133 specimens indicating recent use.

* Only 7 of 133 had both protective MQ and
adequate MQ/MMAQ ratio.

— Inadequate levels noted despite the survey indicating 95%
of Marines claimed no missed doses.

« ANSWER: No. Lab data indicates inadequate
compliance with required dosing schedule.

11-L-0559/08D/21595



4. Was the malaria parasite
resistant to metloquine?

* Testing at Walter Reed Army Institute for
Research did NOT reveal clinically
significant resistance.

— Consensus remains that mefloquine is the drug
of choice for Liberia.

« ANSWER: No. Resistance not a factor.

11-L-0559/0SD/21596
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5. Was DEET available for use?

e 290 personnel surveyed.
 DEET use:

— Possession of DEET was a repeated inspection item.
— 79/290 (27%) used some type of repellant at least once.

* Only 190of these used 12-hourDoD-issued DEET formulation,

— Majority used less-effective non-DoD supplied or non-
DEET repellant.

» ANSWER: Yes. Long-acting DEET was available.

However it was not routinely used. Other DEET
formulations were more commonly used though
less effective as repellants.

11-L-0559/08D/21597
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6. Were permethrin-treated
uniforms available for wear?

e 290 surveyed. 36 (12%) wore perrnethrin-treated
utility uniforms ashore.

- Unable to obtain bulk permethrin for treatment, only aerosol
available aboard ship.

- Only desert utilities were treated by aerosol prior to
deployment.

- Woodland utilities worn ashore, appropriate to local
environment.

* Aecrosol spray can is the least effective method
available for treatment.

« ANWER: No. Few adequately treated uniforms
available for use ashore in Liberia.

11-L-0559/08D/21598
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7. Were bed nets used?

» Bed nets not carried ashore due to:
— Weight restrictions
— No cots to hold poles.
— Sleeping on paved/hard surface precluding pole use.
— Assumed short stay with minimal exposure.
* Current issue bed net system requires soft surface
for poles or cot to effectively deploy.

« ANSWER: No. Not used due to net design and
mission requirements.

11-L-0559/05D/21599
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3. Was local 1nsect control adequate?

* Requirements to analyze and implement insect control
exceeded ARG/MEU capabilities.

— Minimal mosquito abatement equipment routinely carried with

ARG/MEU

— No mosquito abatement expertise routinely included in ARG/MEU
T/0

* Analysis requires:
— Traps and microscope
— Expertise to count and speciate
« Site survey following outbreak revealed:
— Mosquito risk widely and equally spread across region
— Large local human reservoir of malaria
— Highly mobile mosquito species, travel > 1 mile.

« ANSWER: No. Local control for malaria vectors not
feasible given broad distribution, and limited ARG/MEU
capabi lities. 14
11-L-0559/0SD/21600



9. Was the medical staft adequately
trained 1n diagnosis and management
of malaria?

* Recent formal training for one physician, who established
initial diagnosis and implemented treatment.

* No laboratory technicians had recent formal training.

* No formal pre-deployment refresher training received.

— Early diagnosis and treatment decreases morbidity and mortality in
malaria.

— Treatment requires medications not used for prophylaxis and not
routinely included in AMAL.

* ANSWER: No. Routine pre-deployment training does
not include infectious disease refresher for physicians or
lab techs.

11-L-0559/0SD/21601



10. Can U.S. Forces deploy to highly
malarious areas, without suffering
similar malaria outbreaks?

* Current policy and procedures for personal
protective measures effective.

» Current chemo-prophylaxis effective.

* Currently complex regimen makes implementation
difficult.

« ANSWER: Yes. Present policies and measures, if
routinely applied to each individual ground force
combatant, are adequate to prevent malaria in

Liberia and other malarious areas.
16
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Recormrmendations: Near Ter
Provide USMWwide guidance requiring:

— Permethrin treatment for all uniforms and bed nets
deployment using best available techniques.

— Use only DoD sustained-release DEET or DEET/¢
formulwtions.

Provide routine tropical medicine refresher tre

MEU mediocal staff during pre-deployment wc

Add Malarone and oral quinine medications tc

Operational planners and ohain of command
emphasize awareness/assessment of infectious
threat.

hprove training and equipment of ARG/M=I
Preventive Medicine technicians to enhanoe 1
control capability.

11-L-0559/0SD/21603



Recommendations: Long-term

« Permethrin treat uniforms at the factory during
procurement.

* Procure and distribute improved mosquito net
system as USMC standard 1ssue.

 When OPLANS indicate potential for entry into
high malaria-risk area, obtain and assure
ARG/MEU capability for continuous onsite
assessment and abatement of health threats.

11-L-0559/05D/21604
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Medical Continuing Efforts

e Malaria antibody testing of blood samples.

« Continue ongoing monitoring for emerging
permethrin resistance in mosquitos.

 Continue evaluation of these malaria
parasites for mefloquine resistance.

11-L-0559/05D/21605
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Medical Research and
Development

 Field-use malaria test kit.

« “Fire-and-forget” solutions to reduce
complexity:
— Support malaria vaccine research.
— Support malaria medication research.

11-L-0559/05D/21606
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TO: CAPT Bill Martioit
FROM. Donald Rumsfeld 7A. ’
SUBJECT: Letter from ()

Please handle.

Thanks,

Attach, )
12720/04 T.etter fom o SecDef

DHR'»
123704-19

¢ -
Plar it .

11-L-0559/0SD/21607
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Facsimile Cover Sheet
Date: December 20, 2004

To: Hon Donald Rumsfeld 3

Fax Numher
Telephone Number ’.

Number of pages, including this Covex Sheet: 2.

Message:
Dcar Mr. Secretary:

[ write to offset the unjustilied criticism leveled & you und the calls for your resignation or
removal which have reccived so much publicity recently.

larn a veteran of World War Il a volunteer enlistce at the age of 18, with just under a year

of combat service in Europe, mostly as a noncommissioned artillery forward observer attached to
infantry with the 45“ Infantry Division. That does not make me an expert an procurement, tactics,
stratcgy or anything clsc, but it may put me ahead of' most of the people shooting theit mouths off
these days, including Senator Kerry. 1 fought on open roads, hedgerows, open fields, and the
streets of citics, notably Nuremberg, which we took hlock by block, house by house, and room by
room. and at Aschafenburg, renowned as the only place where Hitler’s Volksturm actually fought.
[ was awarded frve (5) battle stars, 1 was, reputedly, the second American into Dachau and the

second Awnerican through the SiegfriedLine.  Thad never heard of body arnour. had alot of gall,
but 1 did not think I knew more about how to fighi a war than did the then Secrctary of Defensc and
the thenrunking generals, Marshall andLEiscabower, ar my Army Commanders, Pattonand [lodges.

Page |
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I have the good sobdier's apprecianon of resd leadership - at all levels, and | have at least
some shility to recopmize it.  You may have done same things which. debatably, arc called
mistakes, although [ don’tknow of any thed | would glussify that way, but, inmy view, you have
done an outstanding job and | sincerely hope thal you will remain Secretary ol Defense for the
balance of the President’s tznn « naysayersfo the contrary notwithstanding.

Like President Bush. whe i3 such anidief, moron, etc., thatheearncd an MRA from |larvard,
| also attended Harvard - {or an undergraduate AB and a JD ¢l - where ] had the privilege of
hearing the unveiling of the Marshall Plan in 1947 -and I"vc been practicing Jaw since
1951, serving in various minor offices in the process. Only my age hept me from applying for a
position in Pres, Bush's firstadministrationand, again, in the present administration.[T'm now 80.]

What | want to cmphasize is that the criticism of your performance in office. like the
criticismof the President’s,makes it very difficult for me to live up to my mother’sinjunction never
to believe oncscH to be superior to anyone else: it is difficult nol to fee] superior o people wholevel
at you and at the President such ridiculous complaints as arcnow current. For whatever i tmay be
worth, [ want you to know that there is at least onc lawyer, ex-judge, cx-combat-soldicr who hopes
sincerely that you will keep upthe good work and confinueto fight the good fight on behall of all
of us; our lives and freedom, and those of our children and grandchildren, may well depend upon
vour doing so.

ce:  llon. Gieorge W, Bush
President of the United States
The White House
Washington, D.C.

Pape 2
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THE SECRETARY OF DEFENSE
WASHINGTON

JAN 11 2005

{b)6)

Dear Mr.|P/®)

g S¢S

Thank you so much for your recent letter. |
appreciate your observations on our efforts in Iraqg.

[ also wish to also convey my thanks to you,
Mr.m for your service in the United States

Army during WWII. We owe our freedom to you and
others who served.

Sincerely,

) 4

e ““fe)_ V)

0SD 00805-05
11-L-0559/0SD/21610
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CHAIRMANOF THE JOINT CHIEFS OF STAFF ‘\]/q
‘ : WASHINGTON,DC. 263189999 =« i<t |

508 2 5D
ACTION MEMO z[gll: g::{‘uary 5004

FOR: SECRETARY OF DEFENSE DepSec Action

FROM:; General Richard J. Myers, CJ(W

SUBJECT: Death Investigation

¢ [ssue. Your request-- “Please take o look at (his letter to President Bush, dig into it
and get @ proper response. T would liketo seeit,” (1 AB A)

o Answer. The proposed letierto__ !} Iis altached at TAB B. The US A-10
friendly fire investigationis complete.

o The classified repott was provided to the UK Political Advisor (POLAD) at HQ
USCENTCOM-Tampa on 8 October 2003, and the redacted-releasable version was
provided on 19 November 2003. The POLAD delivered the documents to the UK
Provisional Joint Headguarters (PTHQ), whose staff does NOT want to conduct a
next-of-kin notitication hrieting until after the hnlif'ff‘j USCENTCOM will not issue
a press release on the investigationuntil after receives her notification
brieling.

s Analysis. The President received a letter from the
British soldier killed by a US A- 10by friendly fire 1n Iraq. She asked the President to
use his inlluence to speed the US inquiry into the incident. The President

subsequimimlith her and provided a hand-written note stating that he would

pass on request for u speedy completion of the investigation.

RECOMMENDATION: Approve letter at TAB B.

Approve Disapprove Other ~J
Q 1
COORDIAHAZF?(MTABC
v
Attachments: &
As stated o
o
Prepared By: Lt Col Ron Williams, USAF. OCICS/LC, ©) | ~

5P AYSIETAIT DI RTA_

aw oo | LA 0SD 00815-04

ﬁ”ﬂfﬁiamf s e WL = el
EYECSEC MARRIOTY lf_ .; i
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. 2

L . | | | L1B
To: Gen. Dick Myers
CC: Paul Wolfowitz .

OM:  Donald Rumsfeld J}

SUBJECT: Desth Investigation

Please take a look at this letter to President Bush, dig into it and get a proper
response. [ would like tosee it:

Thanks,

Ansch,
11720002 |lettert0m

DHR:A
11603-3

........................[...[.......u..........‘.......................'.

Please respond by __1% 23

Tab A.
11-L-0559/05D/21612
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. 20 Novemuber 2003

May | ficatly thank you foe allowiog me ! bmmhy»]mnm‘umwl
hope you can upderstend thas ] have ale Mlghhmﬁnlnqm
hmbmﬁbhﬁqmb:mm%ﬁhmhm .

ﬂthnﬂimﬁwdlhﬂld'w
mmmun'mu;u.h

' k&ﬁﬁh;nnm&mhhvﬂdewnm&lom

Lterde 23 MIDM&lanwmyhmhﬁ.h way politically
minded. |2/0)__jweny nwunm&eﬂoﬂlm:: belhmhmhwmhh'
and with sy mpport, 1 have 2o lssue over the ustification of the confliet, I do, hovever,
wish 10 30z & resclution 10 the inquiry tds death.

" AL o time o wihing have been e mmmmum :

have completed Sely Invegtigaon and it bas beon forwarded to the coronss, However,
o mqummmMmmmmnwmammmW |

Teport,
(0B
1 sincercly hope yon can begin 0 sam: w'mﬂwmd.uuhnumlhhwﬁ.w
own wishes &nd those of [(0:i5) ﬁmﬂy!‘m,lmpmfnlhmkﬁrmwmm
Influcnce aver the US bod mdmﬂuhumvuumdpmhhhbe :
completed quicdy.
Ithu&yw!’orwﬁmhmﬁn;ﬂﬂsm

TabA
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TAD ©

CHAIRMAMN OF THE JOINT CHIEFS OF STAFRF
WASHINGTON D.C 20318 -9999

Dear Mrs. Hull,

On behalf of the men and women of the Armmed Forces of the
United States and the Joint Chiefs of Staff, please accept sincere
condolences of the foss of your husband Matthew. Hewas a
dedicated military professionalwho faithfully served his country and
the cause of freedom.

The investigation regarding this unfortunate incident has been
completed by US Central Command. The resuits will be providedto
the appropriate British military authorities. US Central Command
officials have been informed that the British military authorities will
contact you to discussthe results.

May the loving memonies of (b)(6) life be a source of
strength and comfort to you and your family in the days ahead.

Sincerely,

RICHARDB. MYERS
Chairman
of the Joint Chiefs of Stali

Tak R

11-L-0559/0SD/21614



TAB C

COORDINATION PAGE

Deputy Staff Judge Advocate ~ Mr. Barry Hammill 23 Dec 03
USCENTCOM
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char gév/i e fo(

FOR SECRETARY OF DEFEN

FROM: General Richard J. Myer A

SUBJECT: Death Investigation SeCheEF NoiE ({E !

o Issue. Yourrequest -- “Please take a took at this letter to President Bush, dig into it
and get a proper response. [ would like to seeit.” (iAB A)

e Answer. The proposed letter to (b)(®)
fnendly fire investigation is complete.

is attached at TAB B. The US A-10

o The classified report was provided to the UK Political Advisor (POLAD) at HQ
USCENTCOM-Tampa on 8 October 2003, and the redacted-releasable version was
provided on 19November 2003, The POLAD delivered the documents to the UK
Provisional Joint Headquarters (RID) ,whose staff does NOT want to conduct a
next-of-kin notification brieting until after the holidavs, USCENTCOM will not issue
a press release on the nvestigationunil after 'e.ceives her notification
briefing.

o Analysis. The President received a letter from ‘(b)(ﬁ) the
British soldierkilled by a US A-10by frendly fire in Iraq. She asked the President to
use his influence to speed the US inquiry into the incident. The President

subsequ - X ith her and provided a hand-wntten note stating that he would
pass on, | ) equest for a speedy completion of the investigation.

RECOMMENDATION: Approve letter at TAB B.

Approve Disapprove Onher
COORDINATION: TAB C

Afttachments:
Ax stated

Prepared By: Lt Col Ron Williains, USAF; QCJCS/LC, [(B)®)

[SH. ASSIBEANT X AITA |

58 MA CRADDOCK EA _
MABOOD E 0SD 00815-04
EVECSEC ManmOTY | 12
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September 2,2004

TO: Steve Cambone

FROM: Donald Rumsfeld "9}\,

SUBJECT: Timetable for Paramikitary Issue

Please advise as to the timetable yow plan on with regards to analyzing the

paramilitary issue we discussed with Cong. Goss.

Thanks.

DHR:ss
(9024049

Please respond by q ! 1 I oY

(e oy
Rf’._&fbn se Aecked,
v
K/ (0. 3
?/_?'o

Sir

=REE—
11-L-0559/0SD/21617
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30 September 2004, 08:45

MEMORANDUM FOR SECRETARY OF DEFENSE

FROM: Stephen A. Cambonc%

SUBJECT: Paramilitary Issue ot

We are pursuing this on two tracks.

SOLIC is working on “unconventional warfare” - €.g., should DoD have
performed the NILE mission in Iraq?

I am working on the broader issue of whether covert action (CA) should be
as closely associated with HUMINT as it is today, or whether CA is an operational
activity not unlike that of a Combatant Commander. If so, then it might be
possible to distribute the missions among various departments and agencies.

The advantage of the latter 1s that 1t expands the pool of available talent and
distributes the workload.

It also distinguishes those efforts to collectintelligence (HUMINT) from
those with an operational objective. My concern is that, at the level of CIA/CTC,
the nearly indistinguishable role of the DO in HUMINT and CA deprives us of
broader application for HUMINT and a potential for a bias to be developed in
assessing the efficacy of CA. W
/ y

I'll work this over the next 30 days or §o.
M - ‘."i

,(/ / \W\O \/W\/\ WW -
\f Jf;ﬁ{sb) ,-’1‘:
(o

11-L-0559/0SD/21618 - ;;..
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TouS
September 2,2004
TO: Dr. Chu
FROM: Donald Rumsfeid‘?ﬂ' °
&
SUBJECT: Stress on the Force Memo — An Update ;“;’ '
o |
Please take the lead with Gen. Pace on updating my Stress of the Force Memio. { A
We need to know how we are domng in each of the areas set out. Gen. Dick Myers
suggested a good format, with a bar for each line shawing our progress with
perhaps one or two explanatory buliets below.
Thanks.
DHR:ss
050204-6
Please respond by ___ 4 hO
M H
)
ity
o €
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September 2, 2004

TO: Mira Ricarde]

CC: Doug Feith

FROM: Donald Rumsfeld D

SUBJECT: U.S. Russia Partnership Proposal from Cong. Weldon

Please take a look at this proposal by Cong. Curt Weldon and let me know what

you would like to do about 1.

Thanks.

Attach.
11/7/01 Cong letter to Pres. Bush and US Russia Partnership Proposal

DHR:ss

090204-4
Please respond by [ (O

N ,‘T‘
i

Y
i

Toooe
11-L-0559/0SD/21620 08D (082 1-05



Congregs of the United States
1ouse of Repregentatives

Wlaghington, DE 20515
November 7, 2001

President George W. Bush
1600 Pennsylvania Avenue, NW
Washington, DC 20500

Dear President Bush:

As you prepare for the upcoming summit with President Putin, we commend the
positive approach you have established with Russia. Too often, the focus of our bilateral
relations has been on defense and security - precisely the issues on which our interests
often collide. It would be more useful, as we move forward with a Russian policy for the
21st ceniury to take a more holistic approach — one that takes into account Russta's
mytiad concerns as well as our own.

Therefore, in consultation with many of the leading experts on Russia, we propose
a series of bipartisan initiatives to engage Russia on issues such as the environment,
energy, economic development, health care — as well as defense and security. We call
this proposal “A New Time, A New Beginning.” Some of these are new ideas, but many
are not. Many of these initiatives are already underway, and need additional support to
make even greater progress.

Such engagement is in the U.S. interest as well as Russia's. If the United States
and Russia cooperate on issues across the board, Russia will be more likely to work
closely with America on the national security issues that matter most to us — missile
defense, the war against terrorism, and proliferation.

We encourage you to review the enclosed proposal and hope that some of these
initiatives will prove useful to you in the ongoing discussions between Russia and
Amenca, We look forward to working with you to forge a new relationship that will
benefit both our countries.

Thank you for your consideration of this request.

%Zﬂ/pté« Gk

PRINTED O RECYCLED PAPER

11-L-0559/05D/21621
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Connie Morella
Jim Maloney

Page 6:

lerry Weller

Jim Gibbons

Jim Ryun

Judy Biggert

Jerry Costello

Eddie Bernice Johnson
Stepehn Hom

Kay Granger

Ed Scrock

Page 7:

Adam Putnam
Frank Paiione
Ed Schrock
Johnny Isakson
Robert Andrews
Bernie Sanders
Nick Lampson
Rod Blagojevich

Page 8:

Jane Harman
Rick Boucher
Christopher John
Todd Akin

Dave Weldon
Bart Gordon
Virgil Goode Jr
Alan Mollohan
Frank Wolf

Page 9:
James Greenwood

Kevin Brady
Bob Brady
Melissa Hart
Phil English
John Thune

Cass Ballenger
Nathan Deal

Tom Davis

Randy Cunmngham
Gary Condit

Randy Forbes
Steven LaTouretle
Joe Skeen

Bob Borski

Lincoin Diaz-Balart
Chris Smith

Jim Saxton
Jim Turner
Mike Ferguson
Van Hilleary
Ed Royce

Bob Filner
Luis Gulierrez
Danny Davis

Hilda Solis
Rush Holt
Carrie Meek
Amo Houghton
Paul Kanjorski
Bob Goodlatte
Doug Bereuter
John Shimkus
J.D. Hayworth

Tom Allen

George Gekas
Robert Andrews
Mike Doyle

Shelly Moore Capito
Rob Simmons

Todd Akin
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T Yyt
: P ““*a. j
A F\ J‘ Yy

;
DA T TN E i IP
PAvYiNw 01N E \ L,) 1

: ",
D T
¢ i

A New Time
A New Begmmng

Hoabze BpeMeHa
Hoswvie Havuurnarus
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U.S.-RUSSIA
PARTNERSHIP

- A New Time
A New Beginning

Rep. Curt Weldon
E-mail: curtpa07 @mail house.gov
Web: www.house,gov/curtweldon
Capitol Office: 2466 Raybumn Bldg. 20515
Phone: 202-225-2011
Fax: 202-2245-8137

11-L-0559/0SD/21628
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September 3,2004
TO: Ray Dubois
CC. VADM Jim Stavridis
FROM: Donald Rumsfeld %‘
SUBJECT: Amend Info Memo to Add Year .

Please enter in the year (after the weeks and months) on the attached Info Memo,

so (hat it is easier (o read.
Thanks.

Attach.

2/31/04 Dubois fnfo Memo 1o SecDef Re: et (12996-04)

DHR sy
0903044

330 CERRERERRRRRYARRSRERRRRRRRRRRRRRRRRRRRY AR R R AR RN RO R ERNERNEY.NRH}]

Please respondby q: 10 | DL!

e
11-L-0559/0SD/21629
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INFO MEMO o0 45 g PH 2 43

%FOR: SECRETARY OF DEFENSE DepSec Action

@t‘ FROM: Raymorr&'lDu lz)rﬂe’:or m1stra110n and Management
¢

M
SUBJECT: Operation Iragi Freedom -- Week Ending 28 August 2004 Casualty Report

1. Weekly Operation Tragi Freedom (OIF) Casualty Update. For the period

August 22 - August 28,2004, there were 12 deaths (9 killed in action; 3 non-hestile) and
180 wounded in action. The attached chart depicts OIF casualties hy week since the start
ol combat operations on March 19,2003, Death totals do not include one captured

soldier.
OIF U.S, Military Total Non- WIA Not

Casualties by Week Deaths KIA Hostile WiA RTD

Combat Operations -

19 Mar 03 thru 30 Apr 03 138 109 29 542 420
19 Mar - 22 Mar * ] 8 3 2] L6
23 Mar - 29 Mar 49 46 3 |52 114
30 Mar — 05 Apr 40 30 10 134 102
06 Apr— 12 Apr 22 22 U 167 130
13 Apr—19 Apr 8 ] 7 37 38
20 Apr — 26 Apr 7 2 5 23 21
27 Apr—30 Apr * 1 0 1 8 5

Post Combat Ops -

1 May thru Present 835 617 218 6374 3414
01 May — 03 May * 2 0 2 6 6
04 May — 10 May 7 ] O 7 5
11 May ~ 17 May 6 2 4 12 7
18 May — 24 May 9 0 9 4 4|
25 May - 31 May 13 5 8 25 20
01 Jun — 07 Jun 7 3 4 40 30
08 Jun — 14 Jun 4 2 2 34 20
15Jun=21Jun ] 8 5 3 19 15
22 Jun - 28 Jun 11 8 3 42 36
29 Jun-=05Jul 4 ] 3 51 31
06 Jul - 12]Jul 12 5 7 29 27

TSA 8D [ | ,
SRMA 8D L R O R e R e 0SD 129G9¢6-04

Za, ]

K

MA 8D

A R
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OIF U.S. Military Total Non- WIA Not
Casualties by Week | Deaths | A | Hostile | VA RTD
13 Jul - 19 Jul 9 4 5 64 30
20 Jul — 26 Jul 16 13 3 58 50
27 Jul - 02 Aug 7 6 1 43 27
03 Aug - 09 Aug 11 2 9 31 23
10 Aug — 16 Aug 7 4 3 31 20
17 Aug - 23 Aug 7 3 4 36 23
24 Aug - 30 Aug 9 3 6 50 36
31 Aug - 06 Sep 5 2 3 45 29
7 Sep— 13 Sep 6 4 2 71 38
14 Sep — 20 Sep 10 8 2 58 38
21 Sep —27 Sep 5 2 3 59 37
28 Sep — 04 Oct 10 6 4 53 31
05 Oct—11 Oct 6 6 0 82 55
12 Oct — 18 Oct 12 9 3 100 60
19 Oct — 25 Oct 9 5 4 102 62
26 Oct— 01 Nov 13 11 2 113 65
02 Nov - 08 Nov 34 32 2 124 71
09 Nov - 15 Npv 26 25 1 79 45
16 Nov — 22 Nov 10 6 4 56 38
23 Nov - 29 Nov 10 6 4 49 32
30 Nov - 06 Dec 5 4 1 49 23
(07 Dec — 13 Dec 11 6 5 82 45
14 Dec - 20 Dec 7 3 4 57 34
21 Dec - 27 Dec 13 10 3 59 29
28 Dec 03 — 03 Jan 04 9 6 3 53 28
04 Jan 04 — 10 Jan 04 11 11 0 63 32
11 Jan 04 — 17 Jan 04 6 4 2 31 20
18 Jan 04 — 24 Jan 04 10 8 2 39 25
25 Jan 04-31 Jan 04 14 12 2 35 21
01 Feb 04 — 07 Feb (4 4 3 1 24 11
(8 Feb 04 — 14 Feb 04 9 4 5 49 27
15 Feb04 — 21 Feb 04 6 5 | 43 32
22 Feb 04 — 28 Feb 04 2 0 2 28 14
29 Feb 04 — 06 Mar 04 2 1 1 23 13
07 Mar 04 — 13 Mar 04 11 8 3 62 33
14 Mar 04 — 20 Mar 04 18 9 9 104 61
21 Mar 04 - 27 Mar 04 10 6 4 80 48
28 Mar (04 - 03 Apr 04 12 10 2 115 69
04 Apr 04 - 10 Apr 04 65 65 0 543 300
11 Apr 04 -- 17 Apr 04 27 23 4 295 145
18 Apr 04 — 24 Apr 04 16 14 2 159 89

25 Apr 04 — 01 May 04 28 25 | 3 182 94
UK O I I T O
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OIF U.S. Military Total Non- WIA Not

Casualties by Week Deaths KIA Hostile WIA RTD
02 May 04 - 08 May 04 25 20 5 166 92
09 May 04 - 15 May 04 12 8 4 187 90
16 May 04 — 22 May 04 16 11 5 150 78
23 May 04 — 29 May 04 16 14 2 181 64
30 May (04 — 05 Jun 04 17 16 1 120 53
06 June 04 — 12 June 04 6 5 1 125 65
13 June 04 — 19 June 04 9 7 2 140 61
20 June 04 — 26 June 04 12 12 0 165 78
27 June 04 = 03 July 04 11 10 ] 110 57
04 July 04 - 10 July 04 20 14 6 94 46
11 July 04 — 17 July 04 i2 7 5 102 33
18 July 04 — 24 July 04 11 11 0 166 72
25 July 04 — 31 July 04 5 5 0 124 65
01 Aug 04 — 07 Aug 04 18 15 3 209 103
08 Aug 04 — 14 Aug 04 b 6 2 205 89
ISAug 04 =21 Aug 04 24 21 3 192 92
22 Aug (04 - 28 Aug (4 I2 9 3 180) 52

Total Deaths & WIA

19 Mar 03 thru 28 Aug 04 973 726 247 6916 3840

" Partial Week

2. Operation Iragi Freedem (OIF) Suicide Rate Updale. The “S1 & Pending —

Apparent SI” coluinn includes confirmed Sl cases and unresolved cases that are still under
investigation per 100,000 members. The “SI & Pending - All Cases™ includes the other
categorics as well as other deaths under investigation such as drowning or drug overdoses
where 1t has not been determined 1f the loss was accidental or purposeful. For each
category, the death count used to determine the rate 1s shown in parentheses.

OTF U.S. Military Confirmed Self- | SI& Pending - | S1& Pending -
Suicide & Pending Rates |  [Inflicted (SI) Apparent §1 All Cases
(per 100,000 members)
As 0f 28 Aug (4 9.5 (29) 10.8 (33) 15,1 (46)

Reference Notes:

1) The suicide rates in other major (long duration) wars include: Desert Shield - Desert
Storm was 2.7/100,000:Victnamm War was  14.5/100,000;pcacctime  DoDaverage since
19801s 11.5/100,000.

2} The CY2000 civilian population suieide rates are  17.5/100,000for males and
4.1/100,000for temales. Using an approximate OIF deployment mix of 90%males and
10% temales, an adjusted rate for comparison of OIF military suicides to civilian suicides
15 16.2 suicides/10,000.

OISRk
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September 3, 2004

TO: Gen. Dick Myers
Doug Feith

FROM: Donald Rumsfeld(@\

SUBJECT: Afghanistan ™
B
Lo

Attached is @ memo concerning what we need in Afghanistan. Where do you :“

think we are? -;',_ '

Thanks. o

Attach.

Afghanistan Presentation for POTUS (09/02/04-2)

DHR:ss
050304-7

Please respond by A ! 1o ! DY

oTo-
11-L-0559/08D/21633

0SD 00823-05



September 2, 2004

SUBJECT: Afghanistan Presentation for POTUS
1 need a memo for the President on Afghanistan that sets forth what to do about:

¢ Pulling together the Afghan security forces so they can take over security

responsibility.
e Strengthening the U.S. Embassy.
e 7Zal’s security and, when necessary, his replacement.
= Marginalizing the warloads, their militaries and their legions.
o Sealing the borders and increasing tax revenues.
e Marginalizing Iranian influence.

¢ How to deal with the narcotics problem.

DHR:ss
090204-2

-
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September 7,2004

TO: Larry Di Rita
FROM: Donald Rumsfeld ?A- ‘

SUBJECT:; Two Memos from Joe Schmitz

Please take a look at these two memos from Joe Schmitz and tell me what you

think T should do with them.
Thanks.

Attach.

0A/24/04 Action Memo from Joseph Schmitz 1o SeeDelre: Detainee Policy & Interrogation Standards for
Afghanistan and 08/02/04 A¢tion Memo from Juseph Schmitz o SeeDef re: Working Relationship
Principles for Agencies & Offices of 1G.
DHR:ss
19070413

Pleuse respond by Q177

OO 0SD 0gg824-05
11-L-0559/05D/21635



LG A Y Ly T

ELNGTIN B GINIA B2E 124704

ACTION MEMO JUN 24 2004

FOR: SECRETARY OF DEFENSE .

-y , -, ®
L—t_u,—;n--.:_,zu'—p h—«‘uﬁ-’\ b

FROI\%f:q'\floscph E. Schmitz, Inspector General of the Department of Delense

SUBJECT : Immediate need 1o clarify Department of Defense Detainee Policy and
Interrogation Standards for Afghanistan

» Bagram Air Base interrogators are using an unsigned SecDef Memorandum as
“guidance” for conducting interrogations. During my recent trip to Alghanistan 1
found that the current SecDef “guidance” being followed at Bagram Air Base,
Afghanistan, is the attached unsigned memorandum. By all reports last week at
Bagram Air Base, this unsigned SecDef“guidance™ has been widely circulated as
policy guidance to commanders and soldiers engaged in mierrogating detainees.
However, the commanders and staff(e.g., STA and [(}) associated with the
interrogations at Bagram Air Base were uniformly uncertain as to whether the
SecDef guidance had ever been signed.

¢ (Compounding the confusion over whether or not it was ever signed, the attached
SecDef “guidance” purports to apply standards for “techniques” limited 10 both
“Interrogation of unlawful combatanis held at Bagram,” «nd “to usc only at
strategic interrogation fucilities.” To the knowledge of tlie leadership at tlie Bagram
Control Potat, the only Do strategic interrogation facility is at GTTMO.

= In order o immediately dispel confusion, I bave already notified the CJTEF76
Inspector General and Stafi Judge Advocate that the unsigned memorandum
current]y in circulation was never signed. T have also discussed this matter and my
actions taken with VADM Church.

RECOMMENDATION: SecDefimmediately clarify that the previously circulated, unsigned
Memorandum was never signed. and promulgate interrogation policy guidance for use at
Bagram and other detention facilities under U.§. Central Command control.

APPROVE:  DISAPPROVE:
COORDINATION: None =FOR-OF G =AM —
Attachment; As stated 11-L-0559/0SD/21636

Prepared by: Thomas F. Gimble, Deputy IG-Intc],l ’)

o,

N
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Buechner, Barton D., OIG DoD [

From: Schmitz, Joseph E., ¢85 DoD

Sent: Tuesday, June 22,2004 5:25 PM

To: ‘blockg @¢tf76.centcom. mit

ce: Buechner, Barton D, 0Tt DoD); Marty Carpenter (E-mail)
Subject: Unsigned SecDef Memorandum- FOUO

Sensltivity: Private

Colonel Block: [ verified today that the non-letterhead, unsigned SecDefl "MEMORANDUMFOR
COMMANDER, US CENTRAL COMMAND, " hand-dated "16 APR 03," a copy ol which you shared with me
at Bagram Air Base last week, was never signed. Even as we address the issue at the OSD level, I recommend
you do at your level whatever your Commanderthinks is reasonable and prudent to ensure that any doubt among
the interrogators as to the existence of a signed version of the hand-dated "16 APR 03" SecDef
MEMORANDUM s dispelled: there is no such signed document (other than the one similar in form and
substance, but applicable only to Guantanamo Bay, Cuba, dated April 16,2003, which SecDef declassified and
released today). Feel free to call or e-mail if you have any questions or concerns.

Thanks again for your assistance in Bagram last week.

Joseph E. Schmitz
Inspector General
Department of Defense
400 Armiy Navy Drive
Arlingtop, VA 22202-4704
Dire, Y
Fax:l

11-L-0559105D/21637



INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON. VIRGINIA 22202-4704

ACTION MEMO

August 2,2004 5:25 pm

SUBJECT: Working Relationship Principles for Agencies and Offices of Inspector
General

¢ You should sign the memorandum at Tab A forwarding to the Dol) agency heads and
their Inspectors General the subject principles as issued on July 9,2004, by the
Chairman of the President’s Council on Integrity and Elficiency (PCIE) and the Vice
Chairmen of the PCIE and Executive Council on Integrity and Efficiency (ECIE) to
the memhers of the President’s Management Council (PMC) (see Tab B).

o These principles were developed by the PMC. PCIE, and ECTE to help federal
agencies “work most effectively together” with thewr respective Oflices of Inspectors
General, The principles provide that the OTG and the agency should strive to:

o Foster open communications at all levels

0 Interact with professionalism and mutual respect
Recognize and respect the migsion and priorities of the Agency and the OIG
0o Be thorough, objective, and fair

0 Be engaged, knowledgeahle, and provide feedback

s | will continue to practice these key principles with the Department, and | remain
committed to fulfilling my statutory duty under the [G Act to “keep[ you] and the
Congress {ully and currently informed about problems and deficiencies relaling to the
administration of [DoD] programs and operations and the necessity for and progress
of corrective action” (1G Act, §2(3)).

RECOMMENDATION: SecDef sign the memorandum at Tab A issuing to DoD agency
heads and their Tnspectors General the “Working Relationship Principles for Agencies
and Offices of Inspector General™ recently issued by the President’s Council on Integrity
& Efficiency,

COORDINATION: None
Attachments: As stated

Prepared by John Crane, Assistant Inspector General for Communications and

Congressional Liaison[(®X6) |
11-L-0559/0SD/21638
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THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, OPERATIONALTEST AND EVALUATION
INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR, PROGRAM ANALYSIS AND EVALUATION
DIRECTOR, NET ASSESSMENT
DIRECTOR, FORCE TRANSFORMATION
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBIJECT: “Working Relationship Principles for Agencies and Offices of Inspector General”

You get what you inspect, not what you expect. Stated differently, what you measure
improves.

Last month, the Chairman of the President’s Council on Integrity and Efficiency issued the
attached “Working Relationship Principles for Agencies and Offices of Inspector General.” For
those of you with your own inspectors general, please discuss the attachment with your inspector
general with a view toward clearly defining what the two of you consider to be a productive
relationship, and then, as the Chairman of the President’s Council states, “consequently manage
toward that goal in an atmosphere of mutual respect.”

In addition to the attached guidance, I would encourage each of you to utilize the various
Offices of Inspectors General within this Department not as a “way out” whenever you face
difficult leadership challenges, but rather as independent and valuable tools to assist all of us in
leadership positions to make better decisions and otherwise to measure improvements in the way
we take on instances of fraud, waste, and abuse that inevitably pop up from time to time.

I will continue rely to upon my Inspector General o help me inspect and measure
improvements throughout this Department. [ encourage you to do the same.

Attachment ;

As stated 11-L-0559/05D/21639
>
W



PRESIDENT’S COUNCIL on INTEGRITY & EFFICIENCY
EXECUTIVE COUNCIL on INTEGRITY & EFFICIENCY

JuL 9 2004

MEMORANDUM TO THE PRESIDENT‘S MANAGEMENT COUNCIL
PRESIDENT’S COUNCIL ON INTEGRITY & EFFICIENCY
UXECUTIVE COUNCIL ON INTEGRITY & EFFICIENCY

“lay Johnson IIl, Deputy Director for Management 0 fOMB und
Chairman, President’s Council an Integrity & E{ficicncy. and
Exccutive Council on Integrity & Efficiency

ston Gianni, Inspector General, FDIC and
Vice Chairman, President’s Council on Integrity & Ellicienc)

FROM:

SUBILCT: Agency and O1G Working Relationships

We encourage you to use the attached set of principles developed by the PMC, PCII: and
ECIE to help your departments/agencies and the Offices of Inspectors General work

togcther most eftectively.

11-L-0559/0SD/21640



WORKING RELATIONSHIP PRINCIPLIES FOR AGENCIES AND OFFICES OFINSPECTOR
GENERAL

The Inspector General {IG) Act establishes for most agencies an “independent and objective” Office of Inspector
General (O1G) and sets out its mission, responsibilities, and authority. The IG is under the general supervision of
the agency head. The unigue nature of the ]G function can present a number of challenges for establishing and
maintaining effective working relationships, which fundamentally rely upon mutual trust between not only
the agency head and the IG, but also between the agency head’s other immediate subordinates and the
JG. The following relationship pringiples provide some guidance for agencies and C1Gs,

To work most effectively together, the Agency and its OIG need to clearly define what the two consider to be a
productive relationship and then consciously manage toward that goal in an atmosphere of mutual respect.

By providing independent and objective information to promote government management, intelligent risk-taking,
and accountability, the OTG contributesto the Agency's success. The OIG is an agent of positive change,
focusing on eliminating fraud, waste, and abuse, and on identifying problems and recommendations for corrective
actions by agency leadership. The OIG provides the agency and Congress with objective assessments of
opportunities to be more successful. The OIG, although not under the direct supervision of senior agency
management, must keep them and the Congress fully and currently informed of significant OIG activities, Given
the complexity of management and policy issues, the OlG and the Agency may sometimes disagree on the extent
of a problem and the need for and scope of corrective action. However, such disagreements should not cause the
relationship between the OIG and the Agency to become unproductive,

To work together most effectively, the OIG and the Agency should strive to:

Foster open communications at all levels. The Agency will promptly respond to OIG requests for information to
facilitate OlG activities and acknowledge challenges that the OIG can help address. Surprises are to be avoided.
With very limited exceptions primarily related w investigations, the QIG should keep the Agency advised of its
work and its findings on a timely basis, and strive to provide information helpful to the Agency at the earliest
possible stage.

Interact with professionalism and mutual respect. Each party should always act in good faith and presume the
same from the other. Both parties share as a common goal the successful accomplishments of the Agency’s
mission.

Recognize and respect the mission andpriorities of the Agency arid the OIG. The Agency should recognize the
0IG’s independent role in carrying out its mission with the Agency, while recognizing the responsibility of the
QIG 1o report both to the Congress and to the Agency Head. The OIG should work to carry out its functions with
a minimum of disruption to the primary work of the Agency.

Be rhorough, objective andfair. The O1G must perform its work thoroughly, objectively and with consideration
to the Agency’s point of view. When responding, the Agency will objectively consider differing opinions and
means ot improving operations. Both sides will recognize successes in addressing management challenges.

Be engaged. The OIG and Agency management will work cooperatively in identifying the most important areas
for OIG work, as well as the best means of addressing the results of that work, while maintaining the OIG's
statutory independency of operation. In addition, agencies need to recognize that the OIG also will need to carry
work that is self-initiated, congressional requested, or mandated by law.

Be knowledgeable. The OIG will continually strive to keep abreast of agency programs and operations, and
Agency management will be kept informed of OIG activities and concerns being raised in the course of OIG
work, Agencies will help ensure that the OIG is kept up to date on current matters and events.

Providefeedback, The Agency and the OId Jh‘buld implement mechanisms, both formal and informal, to ensure

prompt and regular feedback. L-0559/0SD/21641



Y@
September 7,2004

TO: Paul Wolfowitz

cce: Tina Jonas

FROM: Donald Rumsrcldfl)(\
SUBJECT: IG Report

Please keep me posted on this IG Report on the CPA.

Take a look at it and ask yourself a question — whether or not it is an unrealistic

expectation on their part -- given the war zone circumstance of CPA.

Thanks.

Attach.
0&/30/04 Info Memo from Tina Jonas re; CPA IG Draft Audit (12901-04)
08/30/04 Info Memo from Tina Jonas re: Audit of KBR Restore Iraqi Oil Contract
(12500-04)
08/31/04 Info Memo fromTina Jonas re: Weekly Report (13036-04)
07/12/04 CPA IG Draft Report on Oversight Funds ((4-OXX)

DHR.ss
090704.28

Please respond by

T

11-L-0559/0SD/21642 050 00825-05



UNDER SECRETARY OF DEFENSE- "= {f Tt
1100 DEFENSE PENTAGON wrnore o 77 Zri= o
WASHINGTON DC 203011100~ ~ .

7w pn 33 PY t 39

COMPTRHOLLER

INFO MEMO
August 30,2004 11:30 AM

FOR: SECRETARY OF DEFENSE d’ C:}/[
DEPUTY SECRETARY OF DEFENSE

M FROM:; Tina W, JonW

SUBIECT: Coalition Provisional Authority (CPA) Inspector General (IG) Draft Audit:
Oversight of Funds Provided to Traqi Ministries Through the National Budget
Process

»  On August 23,2004, Mr. Joe Benkert (Iraq Support Group) briefed the Deputy on the
findings of a draft audit on CPA oversight of the DevelopmentFund for Iraq (DFI).

o The draft audit concludes that CPA failed to provide adequate oversight of $8.8 billion
in DFI funds provided to the Iraqi Ministries (Executive Summary at Tab A).

o The Deputy will send a letter to Ambassador Bremer seeking his input on both this
audit and on a letter to you {romn Senators Wyden, Harkin, and Dorgan on this issue
(letter at Tab B).

e In addition, the CPA 1G has agreed to reopen the audit o include the views of

Ambassador Bremer and key members of his staff, who were not interviewed for the
draft audit, but who were responsible for management of the DFL

o CPA Order 95, published June 4.2004, codified a requirement for Iraqi ministries to
submit monthly financial reports to the Ministry of Finance. The Irug Support Group is
working with the US embassy in Baghdad and former CPA staff to obtain any records
of spending reports prepared by the lraqi ministries,

e The Iraq Support Group and Ambassador Bremer’s CPA stall will continue to work
with the CPA 1G to address the issues raised in the report.

e Mr. Benkert will prepare aresponse to the Senators’ letter.

COORDINATION: Iraq Support Group
Prepared By: David Norquist,, X0

—

A 5D 6,4
3KMA SD 7 |
WA 50 9,
xeC sc 3] O 05p 12901-04
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OFFICE OF THE UNDER SECRETARY OF DEFENSE

1100 DEFENSE PENTAGON oeneFFICE o v,
WASHINGTON, DC 20301-1100 SRR [‘!'f;té«
A erf
Woai” qu ﬁUQ 30 s
g INFO MEMO il 4 3¢
COMPTROLLER August 30, 2004, 12:00 PM

OR: SECRETARY OF DEFENSE
- DEPUTY SECRETARY OF DEFENSE

FROM: Tina W. Jom%

SUBJECT: Audit of Kellogg, Brown & Root (KBR) Restore Iragi Oil Contract

»  Restore Tragi Oil (NO)is a U.S. Army Corps of Engineers (COE) contract totaling
$2.6 billion, The COE has requested Defense Contract Audit Agency (DCAA)
audits to establish a final price.

o Later this week, DCAA will issue audit reports on three task orders written for the
import and distrihution of fuel products to meet the domestic needs within Irag
from February 7,2004 through March 31,2004, The reports will state that KBR
has failed to support the reasonableness of fuel prices from its Kuwaiti
subcontractor.

» During the same period, the Detense Energy Supply Commmand (DESC) began to
assume responsibility tor supplying fuel to Irag. DCAA found that DESC was
able to obtain lower prices. primarily due to transportation costs, despite the fact
that the same subcontractor petformed work for both KBR and DESC.

o There has been considerable congressional and press scrutiny of prices paid for
casoline under these tusk orders due Lo allegations of overcharging.

COORDINATION: None

i

A 8D /7
SRMA SD
MA SD Z T
EXEC SEC M g3

psD 1290C-U4
Prepared by: William H. Reed, DCAA Director, m |

11-L-0559/0SD/21644




UNDER SECRETARY OF DEFENSE

1100 DEFENSE PENTAGON ARSI OF TuT
WASHINGTON. DC 20301-1 10¢ SECHET;-’*W& DEFENSE
INFO MEMO oM S 3P L U7

COMPTROLLER August 31, 2004, 12:00 PM

FOR: SECRETARY OF DEFENSE
DEPUTY SEC]:ZTJRY OF DEFENSE

FROM: Tina W. Jonas
SUBJECT: Weekly Report 08/3 1/04

¢ Fiscal Year 2004 Budget Execution. The budget close-outis executing on plan.
The Office of Management and Budget approved around $2.2 billion from the $235 billion
reserve fund for force protection, Army modularity requirements, and higher than
anticipated current fuel costs.

¢ Commander’s Emergency Response Program (CERP). The Office of
Management and Budget (OMB) has apportioned $120 million of the $25 billion
contingency war reserve tunding. These funds will finance near-term CERP
requirements for Iraq. We are working with the Joint Staff and operational commanders
to develop a financial plan for the remainder of the $300 million of the fiscal year 2005
CERP authority.

e Afghan Army Acceleration. On August 23, $94 million of fiscal year 2004
Supplemental funding was released under Train & Equip Authority. The money will be
used to pay for accelerating the enhancement of the Afghan Army’s capabilities.

¢ Audit of Logistics Civil Augmentation Program (LOGCAP), On August 17,2004,
the Defense Contract Audit Agency (DCAA)issued an audit report on a Kellogg, Brown
& Root’s (KBR) $502.7 million proposal under the LOGCAP III contract. Over $75
million has been challenged in the proposal. Additional details were provided in a
separate memo.

¢ Audit of Restore Iraqi Oil Contract. DCAA is nearing completion of three audits
of KBR's proposal for final prices on three Task Orders for the import and distribution of
fuel products. The reports will be critical of the high prices paid by KBR to supply
domestic Iraqi fuel needs. A separate memo was sent to you on August 30,2004.

o Interagency Task Force Report. In response to the Government Accountability
Office report entitled, “Some DoD Contractors Abuse the Federal Tax System with Little
Consequence,” an Interagency Task Force was established. The Task Force has
identified four recommendations for DoD that will significantly improve the
effectiveness of the Federal Payment Levy Program. This will result in a better exchange
of information between agencies and increase the number of tax levies collected. The
Defense Finance and Accounting Service is implementing these recommendations.

COORDINATION: None

. TSA 3D g/
P SRMA 5D
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Draft Report

“Forotfficta-tsromy
Office of the Inspector General

Coalition Provisional Authority

Report Number 04-OXX July 12,2004
(Project No. D2004-DCPAAC-0007)

Oversight of Funds Provided to Iraqi Ministries
through the National Budget Process

Executive Summ 1y

Introduction: Until June 28,2004, the Coalition Provisional Authority (CPA) was the
authority responsible for the temporary governance of Iraq. In May 2003, the United
Nations Security Council assigned responsibility Lo the CPA f{or the Development Fund
for Iraq (DFI}, and it required that DFI [unds be used in a transparent manner (or the
humanitarian needs of the Iragi people. the economic reconstruction and repair of Iraq’s
infrastructure, the disarmament of Irag, the costs of Iraqi civilian administration, and for
other purposes benefiting the people of Iraq.

Objective: The objective of the audit was to determine whetherthe CPA established and
implemented adequate managerial, financial, and contractual controls over DFT [unds that
were provided by CPA to interim Iraqi Ministries through the national budget process.

Conclusion: The CPA did not provide adequate stewardship of over $8.8 billion in DFT
{unds provided 1o Iraqi Ministries through the national budget process, Specilically,the
CPA did not establish and implement adequate managerial, financial, and contractual
controls over the funds to ensure they were used in a transparent manner.

o Managerial Controls. The CPA did not clearly assign authorities and
responsibilities over DFI funds provided to Iragi Ministriesnor did it issue clear
guidance regarding the procedures and controls for disbursing the funds. Further,
the CPA did not staff the CPA Ministry of Finance/Office of Management and
Budget (OMB) with sufficient personnel to perform oversight of budget
execution, and stafl turnovers hindered financial oversight.

¢ Financial Controls. The CPA did not exercise adequate fiduciary responsibility
over DF funds provided to Iragi Ministries. Additionally, although the CPA
published approvednational budgets on the Internet, it was not transparent what
the DFI funds provided to the Iraqi ministries were actually used for. Lastly, the
CPA did not maintain adequate documentation (o support budget spend plans,
cash distributions, or budget disbursements made by coalition forces.

Draft Report
e
11-L-0559/0SD/21646



Draft Report
wliy=Sifieir-tveomy

Contract Controls, The CPA did not adequately control contracting actions with
DFI funds. Specifically, CPA senioradvisors and stalls did not provide oversight
of Traqi Ministry procurements or contracting operations, and ministry senior
advisors executed contracts that were not in compliance with Memorandum 4.
This occurred because the CPA issued procurement and contracting policy, but
did not implement any procedures to determine compliance with the policy or
monitor contracting actions in the Iragi ministries.

il

Draft Report

omibfioinllboeCnly
11-L-0559/0SD/21647



Mmited States Denate

WASHINGTON, DC 20510
August 19,2004

The Honorable Donald Rumsfeld
Department of Defense

The Pentagon

Washington, DC 20301

Dear Secretary Rumsfeld:

We are writing about recent press reports that indicate $8.8 billion in Development Fund
for Traq (DFI) money cannot be accounted for. The reports indicate that the Coalition
Provisional Authority (CPA), which was in charge of the money throughout the period in
question, allocated the money to ITraqi ministries earlier this year, prior (0 the termination
of thc CPA. The CPA apparently transferred this staggering sum of moncy with no
written rules or guidelines for ensuring adequate managerial, financial or contractual
controls over the funds.

Among the disturbing findings are that the payrolls of the ministries, under CPA control,
were reportedly padded with thousands of ghost employecs. In one example, the report
indicates that the CPA paid for 74,000 guards even though the actual number of gunards
couldn’t be validated. In another example, 8.206 guards were listed on a payroll, but
only 603 real individuals could be counted. Such enormous discrepancies raise very
serious questions about potential fraud. waste, and abuse,

The reports raise anew very serious questions about the quality of the CPA’s oversight
and accountability in the reconstruction of Trag. Traq is now a sovereign nation, but it is
clear that the United States will continuc {o play a major role in the country’s
reconstruction. It is therefore imperative that the U.S. government exercise careful
control and oversight over expenditures of taxpayer dollars. Continued Failures {0
account for funds, such as the $8.8 billion of concern here, or Halliburton’s repeated
failure to fully account for $4.2 billion for logistical support in Traq and Kuwait, and the
refusal, so far, of the Pentagon to take corrective action are a disservice to the American
taxpayer, the Iraqi people and to our men and women in uniform,

We are requesting a [ull, written account of the $8.8 billion transferred earlier this year
from the CPA to the Iragi ministries, including the amount each ministry received and the
way 1n which the ministry spent the money. as well as a date certain for when the
Pentagon will finally install adequate managerial, financial and contractual controls over
taxpayer dollars and DFI cxpenditares in Irag. We look forward {0 hearing {rom your
office in the next two weeks.

Sincerely,

Ron Wyllen ' ‘ E Tom g a! rkin d E}_:ron Dorgan

11-L-0559/0SD/21648
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January 20,2004

TO: Ambassador Van Galbraith

FROM: Donald Rumsfeld g;d\'

Van—

Thope you have a good trip to [raq. It sounds like a good idea to me.

%3

Regards,

DHR:dh
11200420

/‘\G’ V'VS; Ozg
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TO: Kiron Skinner
FROM.: Donald Rumsfeld W

SUBJECT: Op-ed
I received a copy of your recent op-ed. An interesting thesis!

Thanks.

DHR:dh
01 1604-8

11-L-0559/0SD/21650
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TO: Gen. John Abizaid

CC: Gen. Dick Myers
Paul Wolfowitz

FROM: Donald Rumsfeld/() $

SUBJECT: Articles on Warfare in Iraq

January 20, 2004

Attached is an article a fellow named Lind wrote and Pete Schoomaker sent me.

Also attached is General Dempsey’s response.
I would be curious to know what your response is.

Thanks—regards.

Attach.

Lind, William S. “Understanding Fourth Generation Warfare™ (undated)
BG Dempsey’s Response to 4" Generation Warfare Article (undated)
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Understanding Fourth Generation Warfare
William 8. Lind

Rather than commenting on the specifics of the war with Irag, | thought it fnight be a good time o
lay out @ framework for understanding that and other conflicts. The framework is the Four
Generations of Modern War. ' ‘

[ developed the framework of the first three generations: ("gerieration" is shorthand for dialecticalty
qualitative shift) in the 1980s, when | was laboring to introduce maneuver warfare o the Marine
Corps. Marines kept asking, "What will the Fourth Generation be like?", and | began to think
about that. The result was the ariicle | co-authored for the Marine Corps Gazette in 1989, "The
Changing Face of War: Into the Fourth Generation,” Our troops found copies of it in the caves at
Tora Bora, the al Quaeda hideout in Afghanistan.

The Four Generations began with the Peace of Westphalia in 1648, the treaty that ended the
Thirty Years’ War. With the Treaty of Westphalia, the state established a monopoly on war.
Previously, many different entities had fought wars - families, tribes, religions, cities, business
enterprises - using many different means, not just armies and navies (ﬁvo of those means,
bribery and assassination, are again in vogue). Now, state militaries find it difficult to imagine war
in any way other than fighting state armed forces similar to themselves. '

The First Generation of Modern War runs roughly from 1648 to 1860. This was war of line and
oolufnn {actics, where battles were formal and the battlefield was orderly. The relevance of the
First Generation springs from the fact that the batilefield of order created a military culture of
order. Most of the things that distinguish "military” from "civilian® - uniforms, saluting, careful
gradations or rank - were products of the First Generation and are intended to reinforce the

- culture of order. '

The problem is that, around the middle of the 19th century, the battlefield of order began o break
down. Mass armies, soldiers who actually wanted 1o fight (an 18th century's soldier’s main
objective was 1o deserl), rifled muskets, then breech loaders and machine guns, made the old:
fine and column tactics first obsolete, then suicidal.

The problem ever since has been a growing contradiction between the military culiure and the
increasing disorderliness of the battlefield. The culture of order that was once consistent with the
environment in which it gperated has become more and more at odds with it.
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Second Generation warfare wés one answer to this contradiction. Developed by the French
Army durihg and after World War |, it sought'a solution in mass firepower, most of which was ,
indirect artillery fire. The goal was afirition, and the doctrine was summed up by the Frenéh as,
"The ariillery conquers, the infantry occupies.” Centrally-controlled firepower was carefully -
synchronized, using detailed, specific plans and orders, for the infantry, tanks, and arlillery, in a
“conducted battle" where the commander was in effect the conductor of anorchestra,

Second Generatfon warfare came as a great relief {o soldiers (or ét least their officers) because it
preserved the cullure of order. The focus was inward on rules, processes and procedures.
Obedience was more important than initiative (in fact, initiative was not wanted, because It
endangered synchronization), and discipline was top-down and imposed, '

Second Generation warfare is relevant 10 us today because the United States Army and Marine
Corps learned Second Generation warfare from the French during and after World War I, ' It
remains the American way of war, as we are seeing In Afghanistan and Iraq: to Americans, war
means "putting sleel on target.” Aviation has replaced artilfery as the source of most firepower,
but otherwise, (and despite the Marine's formal doctrine, which is Third Generation maneuver -
warfare) the American military today is as French as white wine and brie. At the Marine Corps'
desert warfare tralning center at 29 Palms, Caiffornia, the only thing missing Is the tricolor and a
picture of General.Gamelin in the headquarters, The same is true atthe ArmY's Armor School at
Fort Knox, where one instrdétor recently began his class by saying, "l don't know why | have fo |
teach you all this old French crap, but 1 do.” o

Third Generation warfare, like Second, was a product of World War I, . It was developed by the -
German Army, and is commonly known as Blitzkrieg or maneuver warfare.

Third Generation warfare is based not on firepower and attrition but speed, surprise, and mental
as well as physical dislocation, Tactically, in the attack a Third Generation military seeks to get
into the enemy’s rear and collapse him from the rear forward: iﬁstead of "close with and destroy,"
the motto is "bypass and collapse.” In the defense, it atlempts to draw the enemy in, then cut
him off. War ceases to be a shoving contest, where forces aﬂempt'to hold or advancé a"line;"
Third Generation warfare is non-linear,

Not only do tactics change in the Third Generation, so does the military culture. A Third
Generation military focuses outward, on the situation, the enemy, and the resull the situation
requires, not inward on process and method (in war games in the 19th Century, German junior
officers were routinely given problems that could only be solved by disobeying orders). '
Orders themselves specify the result 1o be achieved, bul never the method ("Auftragstaktik®).
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Initiative is more imbportant than obedience (mistakes are tolerated, so long as they come from
oo much initiative rather than too litlle), and it all depends on seli-discipline, not imposed
discipline. The Kaxserheer and the Wehrmacht could put on great parades, but in realily they
had broken with the culture of order.

Characteristics such as decentralization and initiative carry over from the Third to the Fourth
Generation, but in other respects the Fourth Generation marks the most radical change since the
Peace of Weslphalia in 1648, In Fourlh Generation war, the state loses its monopoly on war. All
over the world, stale militaries find themselves fighting non-state opponents such as al Quaeda,
Hamas, Hezbollah, and the FARC. Almost everywhere, ihe siate is losing.

Fourlh Generation war is also marked by a return to a world of culiures, not merely states, in
conflict. We now find ourselves facing the Christian West's oldest and most steadfast opponent,
Iélam. Afler about three centuries on the strategic defensive, following the failure of the second
Turkish siege of Vienna in 1683, Islam has resumed the stralegic offensive, expanding outward in
every direction. In Third Generation war, invasion by immigration can be at least as dangerous

‘ as invasion by a state amy.

Nor is Fourth Generation warfare merely something we imporl, as we did on 8/11. Alils core lies
a universal crisis of legitimacy of the state, and thal ¢risis means many countries will evolve
Fourth Generation war on their soil. America, with a closed paolitical system (regardtess of which
party wins, the Establishment remains in power and nothing really changes) and a poisonous
ideology of "mutticufturalism,” is a prime candidate for the home-grown variety of Fourth
Generation war - which is by far the most dangerous kind.,

Where does the war in Iraq fit in this framework?

I suggest that the war we have seen thus far is merely a powder train leading to the magazine.
The magazine is Fourth Generation war by a wide variety of [slamic non-state actors, directed at
America and Americans (and local governments friendly to America) everywhere. The longer
America occupies Iraq, the greater the chance that the magazine will explode. If it

does, God help us all.

For almost two years, a small seminar has been meeting al my house to work on the question of
how to fight Fourth Generation war. 1t is made up mostly of Marines, lieutenant through
lieutenant colonel, with one Army cfficer, one National Guard tanker captain and one foreign
officer. We figured sémebody ought to be working on the most difficult question facing the U.S.

armed forces, and nobody else seems to be.
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The seminar recently decided it was time to go public with a few of the ideas it has come up with,
and use this column to that end. We have no magic solutions to offer, only soms thoughts. We
recognized from the oulset that the whole task may be hopeiess; stale militaries may not be able
to come to grips with Fourth Generation enemies no matter what they do. o

But for what 1hey'are worlh, here are our thoughts to date:

If America had some Third Generation ground forces, capable of maneuver warfare, we might be
able o fight battles of encirclement, The inability to fight batlles of encirclement is what led o the
failure of Operation Anaconda in Afghanistan, where al Qaeda stood, fought us, and got away
with few cashaﬂies. To fight such battles we need some true light infantry, infantry tﬁat can move
farther and fasler on its feet than the enemy, has a full tactical repel_'toire (not just bumping into
the enemy and calling for fire) and can fight with its own weapons instead of depending on
supporting arms. We estimate that U.S, Marine infantry today has a sustained march rate of only
10-15 kilometers per day; German World War Il line, not light, infantry could sustain 40
kilometers.

Fourth Generation opponents will not sign up to the Geneva Conventions, but might some be
open 10 a chivalric code governing how our war with them would be fought? it's worth expioring.

How U.S. forces conduct themselves after the batlle may be as imporlant in 4GW as how they
fight the battle.

What the Marine Corps calls "cultural intelligence"” is of vital importance in 4GW, and it must go
down to the lowest rank. In Irag, the Marines seemed to grasp this much better than the U.S,
Army.

What kind of people do we need in Special Operations Forces? The seminar thought minds were
more important than muscles, but it is not clear all U.S. SOF understand this.

One key to success is iMtegrating our troops as much as possible with the local pedple.

Unfortunately, the American doctrine of "force protection® works against integration and generally
hurls us badly. Here's a quote from the minutes of the seminar:

There are iwo ways to deal with the issue of force protection. One way is the way we are
currently doing it, which Is to separate ourselves from the population and to intimidate them with .
our firepower. A more viable alternative might be 1o take the opposite approach and integrate
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with the community. That way you find out more of what is goirig on and the population protects
you. The British approach of getting the heimels off as scon as possible may actually be saving
lives.

What "wins" at the tactical and physical levels may lose a1 the operational, strategic, mental and
moral levels, where 4GW is decided. Marlin van Creveld argues fhat one reason ihe British have
not lost in Norlhern Ireland is that the British Army has taken more casualties than it has inflicted.
This is something the Secend Generaticn American military has great trouble grasping, because
it defines success in terms of comparative attrition rates.

We must recognize that in 4GW situations, we are the weaker, not the stranger party, despite all
our firepower and technology.

What can the U.S. military learn from cops? Qur reserve and National Guard units include lots of
cops; are we taking advantage of what they know?

One key to success in 4GW may be "losing to win." Par of the reasen the wars in Afghanistan
and Iraq are not succeeding is that our initial invasion destroyed the state, creating a happy
hunting ground for Fourth Generation forces. In a world where the state is in decline, if you
destroy a state, it is very difficult to recreate it. Here's another quote from the minutes of the

seminar:

"The discussion concluded that while war against another state may be necessary one should
seek to preserve that state even as cne defeats it. Grant the opposing armies the *honors of war,'
tell them what a fine job they did, make their defeat ‘civilized' so they can survive the war
institwlionally infact and then work for your side. This would be simitar to 18th century notions of
civilized war and contribute greatly to propping up a fragile state. Humiliating the defeated enemy
froops, especially in front of their own popu'ation, is always a serious mistake but one that
Americans are prone to make. This is because the "football mentality' we have developed since
World War Il works against us.”

In many ways, the 21st century will offer a war between the forces of AGW and Brave New
World, The 4GW forces understand this, while the international elites that seek BNW da not.
Another qucte from the minutes:

"Osama bin Ladin, though reporledly very wealthy, lives in a cave. Yes, it is for security but it is
also leadership by example. it may make it harder to separate {physically or psychologically) the
AGW leaders from their troops. It also makes it harder to discredit those leaders with their
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followers. This contrasts dramafically with the BNW elites who are physically and psychologically
separated (by & huge gap) from their followers (even the generals in mast conventional armies
are to a great extent separated from their men). The BNW elites are in many respects occupying
the moral low ground but don't know it." ‘

In the Axis occupation of the Balkans during World War iI, the ltalians in many ways were more
effective than the Germans. The key to their success is that they did not want to fight. On
Cyprus, the UN, commander rated the Argentine batlalion as more effective than the British or
the Austrians because the Argentines did not want fo fight. What lessons can U.S. forces draw
from this?

How would the Mafia do an occupation?

When we have a coalition, what if we let each country do what is does best, e.g., the Russians
handle operational ar, the U.S. firepower and logistics, maybe the Italians the occupation?

How could the Defense Department's concept of "Transfermation” be redefined so as to come to
grips with 4GW? If you read the current "Transformaltion Planning Guidance™ put out by DOD,
you find nothing in it on 4GW, indeed nothing that relales at all to sither of the two wars we are
now fighting. It is all oriented toward fighting other state armed forces that fight us
symmetrically.

The semina'r intends to continue working on this question of redefining "Transformation” (die
Verwandlung?) so as to make it relevant to 4GW. However, for our December meeting, we have
posed the following problem: It is Spring, 2004. The U.S. Marines are to relieve the Army in the
occupation of Fallujah, perhaps Irag's hottest hot spot (and one wﬁere the 82nd Airborne's tactics
have been pouring gasoline on the fire). You are the commander of the Marine farce taking over
Faltujah, What do you do?

'l let you know what we come up with.

Will Saddam's capture mark a turning peint in the war in raq? Don't count on it. Few resistance
fighters have been fighting for Saddam personally. Saddam's capture may lead to a fractioning of
the Baath Party, which would move us further toward a Fourth Generation situation where no one
can recreate the stale. It may also tell the Shiites that they no longer need America to protect
them from Saddam, giving them more options in their struggle for free elections.
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If the U.S. Army uéed the capture of Saddam to announce the end of tactics that enrage ordinary
Iragis and drive them toward active resistance, it might buy us a bit of de-escatation. But I don't
think we'll that be smart, When it comes 1o Fourth Generation war, it seems nobody in the
American military gets it. ‘

Recently, a faculty member ai the National Defense University wrole to Marine Corps General
Mattis, commander of | MARVDIV, to ask his views on the importance of read‘in‘g miltary history.
Mattis responded with an eloquent defense of taking time 1o read history, one that should go up
on the wall at all of our military schools. "Thanks o my reading, § have ﬁever been caught flat-
footed by any situation,” Mattis said. "it doesn't give me all the answers, but it lights what is often
a dark path ahead.”

Still, even such a capable and well-read commander as General Mattis seems to miss the point
about Fourlh Generation warfare. He said in his missive, "Ultimately, a real understanding of
history means that we face NOTHING new under the sun. For all the '4th Generation of Wat'
inteflectuals running around today saying that the nature of war has fundamentally changed the
tactlcs are wholly new, ete,, | must respectfully say, ‘Not realty,™

Well, that isn't quite what we Fourth Generation intellectuals are saying. Onthe contrary, we have
poinied out over and over that the 4th Generation is not novel, but a return, specifically a return to
the way war worked before the rise of the state. Now, as then, many different entities, not

just governments of states, will wage war. They will wage war for many different reasons, not just
"the extension of politics by other means.” And they will use many different tools to fight war, not
restricting themselves to what we recognize as military forces‘ When | am asked to recommend -
a good book describing what a Fourth Generation world will be Iike, | usually suggest Barbara
Tuchman's A Distant Mirror: The Calamitous Fourteenth Century.

Nor are we saying that Fourth Generation tactics are new. On the contrary, many of the {actics
Fourth Generation opponents use are standard guerilla tactics. Others, including much of what
we call "lerrdrism." are classic Arab light cavalry warfare carried out with modem technology at
the operational and sirategie, not just tactical, levels.

As | have said before in this column, most of what we are facing in Iraq today is not yet Fourth
Generation warfare, but a War of National Liberation, fought by people whose goal is to resiore a
Baathist state. But as that goal fades and those forces splinter, Fourth Generation war will
come more and more {o the fore. What will characterize it is not vast changes in how the enemy
fights, but rather in who fights and what they fight for. The change in who fights makes it difficult
for us to tell friend from foe. A good exaniple is the advent of female suicide bombers; do
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U.S. troops now start frisking every Moslem woman-they encounter? The change in what our
enemies fight for makes impossible the political compromises that are necessary to ending any-
war. We find that when it comes to making peace, we have no one to ta'k to and nothing io talk ‘
about. And the end of a war like that in Iraq becomes inevilable: the local slate we attacked
vanishes, leaving behind either a stateless region (Somalia} or a fagade of a state (Afghanistan)
within which more non-state elements rise and fight,

General Mattis is correct that none of this is new. 1t is only new o slaie armed forces that were’
designed to fight other state armed forces. The fact that no state military has recently succeeded
in defealing a non-state enémy reminds us that Clio has a sense of humor: history also teaéhes
us thal not all problems have salutions. '
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BG Dempsey’s Response 1o 4 Generation Warfare Article

It's probably not possible for me to respond to this without sounding defensive. Howevér.
since it's important that we' capture the right lessons from our experience in OIF-1, I'l give it a
shot.

| completely agree that it is necessary we be prepared to fight both state and non-state
actors. Whether this is some generational evolution or simply a variety of enemies using
whalever they have at their disposal against us is a matter best left to academia.

Beyond that one point of agreement, I've got 10 push back on several of the other ideas in

the essay:

1. "One key to success is integrating our troops as mu‘ch as possible with the local

people.” | assume that the idea here is that once they get to know us, they'll trust us, Thatis a

A significant oversimplification of a very complex issue. We meef with “the local people”
constantly and at every level. We've learned that Arabs are very friendly but very private, The
ones who are already inclined to support us will befriend us to a point, but they will want to keep
us at arms length. Furthermore, no amount of "integration” will change the opinion of those who
think ill of us for what we represent, HUMINT follows success nol friendship. Prove that you can .
take the bad guys off the streel, and HUMINT goes up. No questién {hat cultural awareness is
good and thal we should avoid being seen as excessively provocative. Also no question, in my
mind at least, that they expect us to be who and what we are--the best fighting force in the world.
For now, and until their own security forces are fully functioning, they're looking to us for security
not friendship. Finally, Arabs are not put off by our basing and force protection. They can be
critical if we inconvenience them in their daily lives by impeding traffic and denying them access
to parts of the city. Having Armies live on well-protected bases outside of cities makes perfect

. sense fo them, Having Armies living inside their cities does not. We're accounting for that by
setting up the enduring base camps on the periphery of the city.

2. "We must recognize that in 4GW situations, we are the weaker, not the stronger party,
despile all our firepower and technology.” This is simply nonsense. As I've told our soldiers over
Here, they--not our weapons--are what terrifies the terrorist. We are visible proof that men and
women, blacks and whites, Christians, Mus!ims,‘,and Jews can work together foward a common
goal. We fight for positive ideas like individual rights, diversity, and freedom, Qur enemie's fight
for negative ideas like personal gain, exclusion, and oppression. We only become the "weaker
party” when we forget that. ‘
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3. "Part of the reason the wars in Afghanistan and Iraq are not succeeding is that our initial
invasion destroyed the state, thereby creatihg a happy hunting ground for Fourth Generational
forces.” First of all, from our perspective the war in Iraq is succeeding. The rogue rggimé of
Sadaam Hussein is gone, We are on the offensive against terrorism, We don't know what shape
the future Iraq will take, but there is every reason to be hopeful that it will be better than the old
Iraq. Time and money will influence the outcome in a way that was impossible when the Baath
Party was in'power. Second, the initial invasion didn't destroy the state. Sadaam Hussein
destroyed the state through 25 years of nepotism, favoritism, corruption, and neglect. We have
made and continue to make herculean efforts to improve the quality of life for lraq's people, and
they know It. From their perspective, admitting that we've improved their lives would Incur a
psychological debt, a debt they are unwilling to incur. So, they will continue to be openly critical
of our efforts. ' o

4. "When it comes to Fourth Generation War, it seems nobody in the American military l
gelsit." Anincredible stalement. We have made frequent adaptations in very nearly every :
system and function of the Division, and | know every US Army Division has done the same. We [
have learned never to believe we are as good as we can be, and we remain aware that pride of i

" “authorship" is probably the most dangerous enemy we face fn this environment. -

The forces that follow us will probably not find the Iraq they think they will find. It will either
be better or it will be worse. As we have, they will have to adjust. If under Mr. Lind's influence
they arrive with well-established and pre-conceived notions about how to operate, they will '
probably be wrong.

As | write, we're fighting three different "kinds" of enemy in Iraq: the former régime,
térrorism, and organized crime. We're also fighting against the emergence of religious
extremism--mostly radical Sunni refigious extremism--that in the long run may'be the most
dangerous influence the new Iraq will face. Overarching all of this, we are in competition for the
popular support of the {raqi people. For now, we have it, but that popular support has a shelf iife,
and we are working hard to *buy lime" so that we can reduce the enemy forces to a level where
the new lraqi security forces can handle them.

Finally, | appreciate all you are doing 10 gel us thinking about our profession and how we

operate.

VIR BG Marty Dempsey
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January 20,2004

TO: Honorable John Lehman
FROM: Donald Rumsfeld ™),_—
SUBJECT: Terrorism

Attached is a speech I gave on October 17, 1984. T would like you to read it. If
you think it is worthwhile, you might want to send it to other members of the

Commission, I particularly call your attention to pages 6 and 7, and the fact that

the speech was given 20 years ago.
Thanks for your call on Sunday.

Warm regards,

Attach,
Rumsfeld, Donald. Speech given on the awarding of George Catlett Marshall Medal, October

17, 1984,
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REMARKS OF
DONALD RUMSFELD

PRESIDENT AND CHIEF EXECUTIVE OFFICER
G.D. SEARLE & CO.

On the Awarding of

THE GEORGE CATLETT MARSHALL MEDAL

Presented By

JOHN W, DIXON
CHAIRMAN, COUNCIL OF TRUSTEES
THE ASSOCIATION OF THE UNITED STATES ARMY.

OCTOBER 17, 1984
WASHINGTON, D.C.
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John W. Dixon, Chairman, Council of Trustees
The Association of the United States Army.

The Hororsble Donald Rumsfeld, please join me at the podium. T am
going to read the citacim tfor the George Catlett Marshall Medal:

To Donald Runsfeld for selfless Service tO the United States of
America;

His many and varied contributions are in the tradition of that great
American public scrvant whose mamory is perpetuated by this Award.  In
his service to both the executive and legislative branches of the

t, Mr. Runsfeld's duties have been performed with dedication
and devotion.

In 1962 following three years as a naval aviator he was elected to the
United States Congress as a Representative from Illinois, where he
served for seven years, resigning in 1969 to become a member of the
President's cabinct.  During the succeeding five years he served
variously as Director of the Office of Ecananic Opportunity, Assistant
to the president, Counsellor to the President, Director of the Ecomomic
Stzbilization Program, and as US. Ambsssador to the North Atlantic
Treaty Organization.

He was recalled to Washington for the ‘wansition t0 the Presidency of
Mr. Ford and in October of 1974, was appointed Chief of Staff of the
White Housc. The following year he became the 13th Secretary of
Defense, a positicon he held until January 1977.

Aand as an aside, while Ambassador to NATO, cur honoree gained a
tremendous insight into the valuc of landpower in Eurcpe, which was
later transferred to provide full support for Army requirements when he
did becane Secretary of Defense.

After 1977, returning to private life as a businessman , Mr. Rumsfeld
oontinued his cordltient to the public good by service on the
president’'s Advisory Camittee m Arms Control, the Presidential
Camission on U.S,.-Japancse Relations, and as Chairman for the
Comittee for the Free World.

In November 1983, he, then again, answered his country's call as the
president’s Personal Representative for rhe Middle East, during the -
crisis there. His willingness to accept this nearly impossible task is
indicative of his dedication to the principle of public service as the
highest form of patriotic citizenship.

with adniration and respect, rhe Association of the United States Army

presents the George Catlett Marshall Medal to the Honorable Donald
RFunsfeld, presented in Washington, DC.,, the 17th day of October, 1984.
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REMARKS OF
THE HONORABLE DONALD RUMSFELD
OCTOBER 17, 1984

Chairman Dixon, as the Army group Jjust sang, "I," too, "am
proud to be an American," as I know everyone in ttis room is.

Secretary Stahr -- my friend ¢of a great many years, former
Secretary of the Army Marty Hoffman -- Secretary Jack Marsh, it's
hard to believe we were elected to Congress SO many years ago,
with our offices Jjust three doors away, back in the days of Carl
vinson, Judge Smith, and,spittoons.\\

General Bernie Rogers, my respects O you for your superb
service to our country and our Alliance. General John Wickham,
for whom I developed the highest regard during our work together
when I was in NATO, in the White House, in the Pentagon. Jcohn, I
like your sign, "Landpower,” and that's coming from a broken-down
ex-Navy pilot. John, please give my regards to General Vessey, a
person I worked closely with during my time as Middle East Envoy.

We have a man who has not been introduced this evening, and I
would like to do so., He is one of the truly great Eurcpean
statesmen of our time. He 1s sitting down there with General
Dutch Kerwin, his Excellency, Joseph Luns, former Secretary
General of the North Atlantic Treaty Organization.

Joseph Luns was also a yeoman cof signals in the Royal Dutch
Navy. It reminds me of the wonderful story about the Navy man who
rose through the ranks, finally became-Captain with his four
stripes, and was assigned a battleship, one of the top "black-
shoe!" posts one can hold as a Naval officer. He was steaming
around 1n the Atlantic and was called from his quarters to the

bridge and told, "There's a light out there." The Captain told
the yeoman of signals, "Signal them to bear starbvoard,” Back came
the signal from ahead saying, "Bear starboard yourself.” Well,

this Captain knew he was on a battleship, three football fields
long, a floating city. He said, "Signal that light again to 'Bear
starboard now'."” But back came the signal, "Bear starboard now,
yourself."” So the Captain, feeling full of himself with his
great, big battleship, said, "Signal again and tell them, ‘Bear
starboard, I am a battleship’'." And back came the signal, "Bear

starbcoard yourself, I am a lighthouse.”
Well, Joseph Luns is truly a lighthouse for our Alliance.
Ladies and Gentlemen, I am deeply touched by this award. Few
men shine as bright in modern history as General Marshall -=- his

dedication, his character, his contributicns to freedom. He was
truly a mighty warrior and a man of peace.
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To be included ameng the distinguished group who have.,
received this medal strengthens the gratitude I have always felt
for the opportunity to serve, and for the privilege of serving
with some of the most talented of our fellow citizens, the men and
women, military and civilian, whe keep the peace and defend
freedom.

And Chairman John Dixon, I thank you for your introduction,
even though it makes me sound like I can't hold a job. You know,
an introduction like that makes it sound like you got up one
morning and then just tripped from success to success. And it's
nice to hear those things. The only problem is there are people
in this room like former Deputy Secretary of Defense Frank
Carlucel, sitting down there == Marty Hoffman and Jack Marsh who
know the truth. They were with me all those years. And the truth
really goes something like this.

I left the Navy, knocked on docrs in Washington to rry to get

a job, was hired by a Congressman, managed two of his campaigns,
and lost themnm both. I had an 0 and 2 reccrd.

I remember when I was in Congress. I was young, thirty years
old, and T was thrilled. I was ready to go out there to do a job
for my country. I received in the mail a dissertation on
Congressmen across the country. When I came to the section on the
13th District of Illincis, my District, it said:

"Wow here is the exception that proves the rule.
Rumsfeld is distinguished principally by his total lack
of social, financial, and political standing in the
community."

You laugh. At age 30, it wasn't so funny. I woke up my wife
and said, "Listen to this, Joyce. This is terrible."™ She
listened, locked at me, and said, "Yes, it is, Don.' But go¢ back
to sleep because it's tough to argue with."

I bounced from that success to the Office of Economic
Opportunity =~ that was the "War on Poverty." It had been run by
Sargent Shriver, the only American war run by a sergeant. It was
tough, I came home one night, reached'inthe icebox for a beer,
and there was a note that my wife, Joyce, always supportive and
helpful, had taped up on the door of the icebox. It said:

"He tackled a job that couldn't be done, With a smile,
he went right to it. He tackled a job that couldn't be
done, and couldn't do it,"
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Well, T bounced back from that, and one day, George Shultz
came into my office when he was Secretary of Treasury, and said,
"pon, the President and I have decided that you should be in
charge of the Wage-Price Controls lor the United States of
America." I said to George, "But I don't believe in them,"” He
said, "I know, Don that's why we want you to do it."

That's when I learned the truth of that wonderful statement
by H. L. Mencken that, "For every human problem, there's a
solution that's simple, neat, and wrong."™ We found it.

So, John, as I listened to your introduction, I liked it, but
from where I have been, it has seemed more like a roller coaster,
In fact, your introducticn reminded me of that comment by Speaker
Sam Rayburn when he said:

"What are we doing sitting here weak and dumb, when for
two drinks we could be strong and smart.”

Knowing that I knew General Marshall only through the pages
of history, and anticipating this evening, I thought about two
friends of mine who worked with General Marshall. Ambassador
Andre deStasrcke, the unique and valued 25-year Dean of the North
Atlantic Treaty Council, said that the extraordinary thing was the
mature calm that General Marshall brought into every situation, a
contagious calm. He recalled Winston Churchill observing that:

"In Marshall's heart, he had many shocks, but he never
seemed surprised. That, if anyone could save us, it
would be Marshall,"

And John McCloy, that great statesman and your second
Marshall medal honoree, said:

"Of all the pecople, great and near great, T have seen
and known, he comes the closest to wearing the mantle of
true military greatness and statesmanship. He was
always a cgentleman, as well as the commander.,”

Just as he was a mighty warrior, yvet a man of peace, s0, too,
America strives lor balance, [or peace, and freedom through
strength. And we do so in a very difficult world.

Tens of thousands dead in the Iran/lrag war,

= Well over 100,000 Soviet troops still in Afghanistan,
Mine explosicons in the Red Sea,

= Continued shellings and bombings in Lebanon,

= Terrorist attacks in Israel,

~ Guerrilla war in Central America,
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= Thousands of Vietnamese in Cambodia,
- Soviet missile deployments against Europe.

e see all of these, and more, in any given month on
televigion and in the press. And all of this is to say nothing of
the attacks on free world leaders we have seen in recent years =7
President Reagan shot, President Zzdat killed, the Pope wounded,
the Korean Cabinet bombed, and, last week, Prime Minister Thatcher
and her Cabinet attacked.

It ig difficult not to come to the conclusion that ours 1is a
dangerous world, a world in transition.

In assessing our world and our country's circumstance in it,
several things stand out:

- W bkelieve 1in freedom and we pray that cthers may
enjoy it, but we know it is rare, it i1s preciocus, and
its preservation is not automatic.

- e value our independence and believe in self-
determinatiocn for others, but daily we see nations
across the globe attempting to impose their will on
their neighbors.

- We know ours is an interdependent world, and
increasingly s0, where what happens elsewhere from a
political, economic or security standpeint, makes a
great deal of difference to us here in the United
States.

= It is a world where the relationships between nations
are multifaceted -~ political, ecconomic, and security =7
and that these aspects interact and impinge one On
another in the minds of Parliaments, Presidents, and the
people.

= It is a dynamic world. I was born in 1932, and in
that year there was one suparpowsr,Great Britain,and
only 65 nations. Today there are more than 160 nations,
and the Soviet Union probably has more troops in little
Czechoslovakia than the entire British Army of the
Rhine,

= We have seen technology evolve, communications and
transportation are near instantaneous: and, given the
power and reach ¢f weapons today, it is clear that no
portion of the globe 1s invulnerable, and that we no
longer will have the luxury of leisurely preparation.
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Recently, I was reminded of Churchill's phrase, "The
Unnecessary War", when I read a Vermont Royster column 1n The Wall
Street Journal. He wondered whether those born after World War 11

clearly see that i1t nced not have happencd, had so many in Poland;
Francce, and Britain not ignored "the gathering storm”, and, hcerce
1n America, had more realized that those two greal oceans had
become ponds.

Those who prayed for peace were not more nor less moral, nor
were Lthose who marched in America 10 protest the horrors of war.
But war came, because weakness invited 1t.

Those in Europe who laid down their arms, or had none, had
peace. It was a pcacc of occupation and subjugation. And when
war came, blame rightly fell on those in authority who had not
maintaincd thcir strength and their frcedom.  Therc were dcbates.
come said, "Prepare. "™ Others said, “No. 1t would be provocative. "
It's like that fablc about the man, the boy, and thc donkcy
walking down the street. People pointed and said, "Isn't it
terrible that the strong man is riding the donkey and making the
small boy walk?" 8o they changed placcs and pcople pointed and
said, "lsn't that terrible, that strong young boy is riding the
donkey and making thc poor old man walk,” §o they both got on the
donkey, the donkey came to thc bridge, exhausted, fell into the
river and drownced. And, of coursc, the moral of the story is, if
you try to please everybody, you'll lose your donkey.

But 1 scc reason for encouragement in the United States and
clscwhere in the world.  For, dcespite the cries Lo cut our
defenses and for withdrawal and ncutralism, thosc idcas arc now
undcr challenge, as thcy must be. There 18 a growing rcsistance
to the idea that any human condition is acceptable, as long as it
includes peace. W¢ see more and more discussion and debate about
our world and Amecrica's role in 1t which reflecct perspective and
realism

Onc of the most significant cvents in my adult life has becen
the massive shift in power away from the United States to the
Sovict Union. Tt is clcar. And there is no qucstion but that
shift has injected fundamental instabilities into the world
cquation, That the instabilitics we see in the world arc
incrcasing at thc time when that shift in the balance of power has
occurred 1s not mecrc coincidence.

At the Marshall Award seminar in April, Secretary Marsh
pointcd out that the typcs of possible conflict in the world today
range from terrorism through guerilla war, conventional conflict
to nuclear. A great deal of thinking 1s given to the risks at the
nuclear end of the spectrum, as opposed to the probabilities at
the lower cnd ol the spcctrum.
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Certainly, the reality of terrcrism and its urgency today 1s
clear. ASs Middle East Envoy, one rubs up against that problem
each day.

Several facts about terrorism have been dramatically brought
home in recent years:

First, as lZsnin wrote with chsracteristic terseness,
"The purpose of terrorism is to terrorize."
= Terrorism is growing. In the 30 days ending last
week, 1t is estimated that there were 37 terrorist
attacks, by 13 different organizaticns, against the
property or citizens of 20 different countries,

= Increasingly, terrorism is not random ncr the work of
isclated madmen., Rather, it is state-sponsored, by
nations using it as a central element of their foreign

policy. State-sponsored terrorism is estimated to be
eight times more lethal. In short, terrorism has a
home .

= Terrorism is nothing more nor less than "the sustained

. clandestine use of force to achieve political purposes.”
Tt is a great equalizer, a force multiplier. It is
cheap, deniable, yields substantizl results, is low
risk, and thus far, generally without penalty.

® And, terrorism works. A single attack by a small weak
nation, by influencing public opinion and morale, can
alter the behavior of great nations or force tribute
from wealthy nations. Unchecked, state-spconsored
terrorism is adversely changing the balance of power in
our world,

- While security is important, terrorist attacks can take
place at any time, any place, using any technique.
Regrettably, it is not possible to defend every potential
target in every place, at all times, against every form of
attack. Defense has its limits and its costs.

= Terrorism is a form of warfare, and must be treated as
such. As with other forms of conflict, weakness 1nvites

aggression, Simply standing in a8 defensive positicon,
absorbing blows, is not enough, Terrorism must be
deterred,
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= As 1s abundantly clear, the principal targets of
terrcorism are the values and the interests of democratic
nations, and particularly the United States of America.
- In my Jjudgement, terrorism, even today, 1s dangerously
underestimated.
There are ways *: deter terrorism, not to stop all terrorism,
or t¢ eliminate all casualtiles, for casualties will continue
at some level, but at least to deter the growth of terrorism,
And, as a country, we bhest get about it.

Today there are two superpowers, the United States and the
soviet Union. The Soviet Union 1s a superpower not because ©of the
pervasiveness of its political ideology and certainly not because
of the dynamism of its economy. It is a superpower purely and
simply because of things, ships, guns, tanks, planes, missiles,
raw military power, and the cptions and opportunities they
provide.

There is a danger in becoming fascinated with the nuances,
subtleties, and intricacies of foreign policy and diplomacy, and,
in focusing on them, ignore that they are either underpinned with
power or they are not, To the extent they are not, sovereignty is
at the sufferance of others.

Today the Soviet Union is in a vastly different set of
circumstances than was the case during the Cuban Missile Crisis,
when Jack March and I were first running for Congress. 'As a
result, we must conduct ourselves as a country in a manner that
reflects the reality that we do not have an excess of power today.
Our goal cannot be simply to manage a crisis or conflict
brilliantly == nct with the power and reach of weapons today. Our
goal must be to manage ourselves in a way that &8 crisis is less
likely to cccur. Given the narrower margin for error and the long
lead times involved, we have to behave with a longsightedness,
good sense, and willingness to invest before the fact, so0 that we
assure our ability to contribute to peace and stability in the

1980's and 1990's.

Dr. Robert Tucker, in his article "In Defense of
Containment, ™ wrote that many today are calling lor alternative

. policies to containment, and such calls are understandable. .The

alternatives are three, "confrontation, condominium, Qr
withdrawal." While admitting the burdens of a policy of
contailnment, staying power, steadiness of purpose, the
disadvantages and burdens of each of the alternatives are vastly
greater.

Tndeed the record shows that containment, peace through
strength, has permitted a measure of prosperity, progress and
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stability that is truly remarkable, and it has been power, our
deterrent strength, that has enabled America to be a nation of
peace.

This, General Marshall knew and lived, for he was a man of.
peace.

Ag our leadership today, he sought a world of peaceful
settlements, in which freedom and human rights are respected, a
world of justice.

We seek a world where we will not read, as we did last week,
of a family of five Czechoslovakians, attempting to swim the Mur
River to freedom, three of whom drowned. I did not know them, but
I understand and feel connected to them. Freedom is precious.

We recognize the value and uniqueness of an America =~ where
a Mung family, the Thaos from Laos, after being forced from their
country, living in a refugee camp in Thailand for over two years,
can come to the United States, receive help in settling, go to our
schools, learn our language, find jobs, and become a part of
America. I know this family. Joyce and I saw Vang Thao, age six
or SO, climb sleepily down from a TWA aircraft at midnight, with
his family, at the last gate at Q'Hare ailrport in Chicago,
tattered, in need of medical attention, and carrying a. badly
battered teapot, one of the few possessions of the Thao family.
And today, a few short years later, Vang is in school, speaking
and writing Fnglish, in his words in a recent letter to us,
"Getting A's and doing my best," grateful for the friendships he
has found in America, enthusiastic about growing into young
manhood, and optimistically looking forward in freedom and peace;.

Over my years in public life, one gquestion has recurred. I
have been asked over and over again, "Where are the great leaders,
Mr. Rumsfeld? Where are the giants today?”

I answer, "They are there, and they will be there when they
are needed. Let there be no doubt."

And, I ask in return, "Don't you suppose in the 1920's and
the 1930's people also asked, 'Where are the great leaders, where
are the glants?'™!

We now know where they were. They were people whose names we
had never heard, who were keing paid a few thousand dollars a
year, posted in dry, unpleasant forts all across the country and
the world, moving their families every few years, bringing their
children up in difficult circumstances, stuck in the same rank for
eight, ten, twelve years, neglected by Congress, and whose
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patriotism, dedication, and service were at great cost to
themselves and their families, and were essentially without
appreciation by the American pecple, whom they served.

It was not until World War 11, when the need was urgent, that
the American people discovered that the great leaders were there.
Tmagine our cause’s good fortune that individuals of such
character, stature, leadership qualities, and dedication, rose out
of that difficult, rigorous, and thankless environment.

And when the call came, there, amcng the anonymous group, was
a Dwight Eisenhower, an Omar Bradley, a Patton, a iicAuliffe, a
MacArthur, a Taylor, a Grunther, a Leomnitzer, and an Abrams, and
others.

What a wonderful thing it says about the military, abkout the
United States Army. Despite all the hardships, the lack of
support, of recognition, or even awareness, on the part of the
American people, when the need came, they were there. Doesn't 1t
tell us something about an institution that can attract, develop,
foster, retain, encourage and motivate individuals of that size?

And ves, there was a George Marshall, the mighty warrior, the
man of peace.

It is a tribute to the institution of the United States Army,
I- is a tribute to each of you who has served or is serving. You
are truly a national asset, a blessing for the people of our
country, for our values, our freedom, and for our best hopes and
aspirations for the world,

Each of you can, as I am doing, look out across the sea of
patriots here this evening and know that the giants are here, some
in this room, and they will be there if needed.

You have my unbounded admiration for what you do, for how
well you do it, ana, most importantly, for why you do it. It is
worth it, for those of us privileged to be Americans, for the
world, for America truly is the standard of freedom, for that
Czechoslovakian family swimming for freedom, for the Laotian
family, the Thacs, and for the millions of Americans and the
people across this globe who cherish freedom.

Thank you and God bless you.
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January 20,2004

TO: Members of the Senior Level Review Group
FROM:  Donald Rumsfeld “Yp

SUBJECT: Terrorism
Attached are some remarks [ made at the Association of the U.S. Army some 20

years ago, on October 17, 1984, that I thought might be of interest. I particularly

call your attention to pages 6 through 9.
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John W. Dixon, Chairman, Council of Trustees
The Association of the Wnited States Army.

The Honcrable Donald Rumsfeld, please join me at the podium., I am
going to read the citation for the George Catlett Marshall Medal:

To Ponald Rumsfeld for selfless service tO the United States of
America:

His mary and varied contributions are in the tredition of that
American public servant whose memory is perpetuated by this Award. 1In
his service tO both the executive gnd legislative branches of tha
government, M, Rumel cld's duties have been pcrformed with dedication

and devotion.

In 1962 following three years as a naval aviator he was elected to the
United states Congress &s a Representative from Illinois, where he
sexved for seven years, resigning in 1969 to becone a memher of the
Precident's cebinet. During the succeeding five years hg served
variously &s Director of the Office of Eoononde opportunity, Assistant.
to the President, Counsellor to the President, Director of the Economic
Stabilizstion Program, and ag U.S, Arnbeccador to the North Atlantic
Trecaty Organization,

He wis recalled to Washington for rhe transition to the Presidency of
Mr. Ford and in October of 1974, was appointed Chief Of Staff of the
white Bouse. The following ycar he became the 13th Secretary of
Dcfcnse, a position he held until January 1977.

mnd és an aside, while Atbasgador to NATO, our honoree gained a
tremendous incight o the value of lanépower in Burope, which was
later transferred to provide full suppeort for Anmy requirements when he
did becane Secretary of Defense.

After 1977, returning to private life as a businessman, My, Runsfeld
continued his commitment to the public good by service on the
president's Advisory Comuittee on Prms Control, the Presidential
Comission ¢ U.S.-Jzpancse Relations, and as Chairman for the
Comittee for the Free Workd.

In November 1983, he, then again, answered his country's call as the
president's Personal Representative [or the Mikklle East, during the
crisig there., His willingness to sccept this ncarly impossible task is
indicative of his dedication to the principle of public service as the
highest form of patriotic citizenship.

with edniration and respect, the Association of the United States Axmy

presents the George Catlett Marshall MecGal to the Honorable Donald
Rumsfeld, presented in Washington, D.C., the 17th day os October, 1984.
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REMARKS OF
THE HONORABLE DONALD RUMSFELD
OCTORER 17, 1984

Chairman Dixon, as the Army group Jjust sang, "I1)" tco, "am
proud Lo be an American," as I know everyone in .this room is.

Secretary Stahr =~ my friend of a great many years, former
Secretary of the Army Marty Hoffman =~ Secretary Jack Marsh, 1it's
hard to believe we were elected Lo Congress so many years ago,
with our offices just three doors away, back in the days of Carl
vinson, Judge Smith, and spittoons.\1

General Bernie Rogers, my respects to you for your superb
service to our country and our Alliance., General John Wickham,
for whom I developed the highest regard during our work together
when I was in NATO, in the White House, in the Pentagon., John, I
like your sign, "Landpower,” and that's coming from a broken-down
ex-Navy pilot. John, please give my regards to General Vessey, a
person 1 worked closely with during my time as Middle East Envoy.

We have a man who has not been introduced this evening, and I
would like to do so. He is one of the truly great European
statesmen of our time, He 1s sitting down there with General
Dutch Kerwin, his Excellency, Joseph Luns, former Secretary
General of the North Atlantic Treaty Organization.

Joseph Luns was alse a yeoman of signals in the Royal Dutch
NMavy., It reminds me of the wonderful story about the Navy man who
roseé through the ranks, finally becameCaptain with his four
stripes, and was assigned a battleship, one of the top "black-
shoa" posts cne can hold as a Naval officer. He was steaming
around in the Atlantic and was called from his quarters to the
vridge and told, "There's a light out there." The Captain told
the yeoman of signals, "Signal them to bear starboard,” Back came
the signal from ahead saying, "Bear starboard yourgelf." Well,
thig Captain knew he was on a battleship, three footbhall fields
long, a floating city. He said, "Signal that light again to 'Bear
starboard now'." But back came the signal, "Bear starboard now,
yourself, " So the Captain, feeling full of himself with his
great, big battleship, said, "Signal again and tell them, 'Bear
starboard, I am a battleship’." And back came the signal, "Bear
starboard yourself, I am a lighthouse,”

Well, Joseph Luns is truly a lighthouse for our Alliance.
Lsdies and Gentlemen, I am deeply touched by this award. Few
men shine as bright in modern history as General Marshall -=- his

dedication, his character, his contributions to freedom. He was
truly a mighty warrior and a man of peace.
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To be included among the distinguishcd group who have.
received this medal strengthens the gratitude I have always felt
for the opportunity to serve, and for the privilege of serving.
with some of the most talented of our fellow citizens, the men and -
women, military and civilian, who keep the peace and defend
frcedom,

and Chairman John Dixon, T thank you for your introduction,
even though 1t makes me sound like I can't hold a jeb. You know,
en introduction like that makes it sound like you got up one
morning and then just tripped from success to success. And it's
nice to hcar thosc things. The only problem is there arc people
in this room like former Deputy Sccrctary of Defense Frank
Carlucci, sitting down there =~ Marty Hoffman and Jack Marsh who
know the truth. They were with me all those years. And the truth
really gocs something like this,

I left the Navy, knocked on doors in Washington to try to get

a job, was hired, by a Congressman, managed two of his campaigns,
and 16st them both I had an O and 2 record.

I remember when I was in Congress. 1 was young, thirty years
o1d, and I was thrilled. I was ready to go out there to do a job
for my country., I reccived in the mail a dissertation on
Congressmen across thc country. When I ¢ame to the scction on the
13¢th District of Illinois, my District, it said:

"Now here 1s the exception that proves the rule.
Rumsfeld is distinguished principally by his total lack
of social, financial, and political standing in the
community.”

You laugh. At age 30, it wasn't so funny. I woke up my wife
and said, "Listecn’to this, Joyce. This is terrible.”  She
listened, looked at me, and said, "Yes, 1t is, Da.' But go back
to sleep becausc it's tough to arguc with.”

I bounced from that success to the Office of Economic
Opportunity =~ that was thc "War on Poverty." It had been run by
sargent Shriver, the only American war run by a sergeant. It was
tough, I came home one night., rcachecd'in the iccbox for a beer,

and there was a note that my wife, Joyce, always supportive and ..
helpful, had taped up on the door of the icebox. Tt said;

*He tackled a job that couldn't be done, With a smile,

he went right to 1t. He tackled a job that couldn't be
done, and couldn't do it."
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Well, I bounced back from that, and cne day, George Shultz
came into my cffice when he was Secretary of Treasury, and said,
"Don, the President and I have decided that you should be in
charge of the Wage-Price Controls for the United States of
America.” I said to George, "But I don't believe in them." He
sald, "I know, Don that's why we want you to do it.”

That's when I learned the truth of that weonderful statement
by H, L. Mencken that, "For every human problem, there's a
solution that's simple, neat, and wrong." We found it.

s0, John, as I listened to your introduction, T liked it, but
from where T have been, 1t has seemed more like a roller coaster.
In fact, your introduction reminded me of that comment by Speaker
Sam Rsyburn when he said:

"What are we doing sitting here weak and dumb, when for
two drinks we could be strong and emart,”

Knowing that I knew General Marshall only through the pages
of history, and anticipating this evening, I thought about two
friends of mine who worked with General Marshall. Ambassador
Andre deStesrcke, the unique and valued 25-year Dean of the North
Atlantic Treaty Council, said that the extraordinary thing was the
-aturs calm that General Marshall brought into every situation, a
contagious calm. He recalled Winston Churchill observing that:

"In Marshall's heart, he had many shocks, but he never
seemed surprised. That, if anyone could save us, it
would be Marshall."

And John McCloy, that great statsgman and your second
Marshall medal honoree, said:

"Qf all the people, great and near great, I have seen
and known, he comes the closest to wearing the mantle of
true military greatness and statesmanship. He was
always a gentleman, as well as the commander."

Just as he was a mighty warrior, vet a man of peace, so, tco,
America strives for balance, for peace, and freedom through
strength., And we do S0 in a very difficult world.

Tens of thousands dead in the Iran/lIrag war,

Well over 100,000 Soviet treops still in Afghanistan,
Mine explosions in the Red Sea,

= Continued sh2llings and bombings in Lebanon,
Terrorist attacks in Israel,

Guerrilla war in Central America,
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Thousands of Vietnamese 1n Cambodia,
= Soviet missile deployments against Europe.

e see all of these, and more, 1in any glven month OnN
television and in the press. And all of this is to say nothing of
the attacks on free world leaders we have seen in recent years =7
president Reagan shot, President Z:3:% killed, the Pope wounded,
the Korean Cabinet bombed, and, last week, Prime Minister Thatcher
and her Cabinet attacked,.

1t 1s difficult not to come to the conclusion that ours 1s a
Jongerous world, a world in transition. .

_In assessing our world and our country's circumstance in it,
several things stand out:

- we believe in freedom and we pray that others may
enjoy it, but we know it is rare, it is precious, and
its preservation is not automatic.

= We value our independence and believe in self-
determination for others, but daily we see nations
sorozs the globe attempting to impose their will on
thaeir neighbors.

=~ we know ours is an interdependent world, and
increasingly so, where what happens elsewhere from a-
political, economic or security standpoint, makes a
groat deal of difference to us here in the United
States.

Tt is a world where the relationships between nations
are multifaceted =~ political, economic, and security =7
and that these aspects interact and impinge one oOn
anocther in the minds of Parliaments, Presidents, and the
pecple.

T It is a dynamic world. T was born in 1932, and in
that vear there was one supsrpowsr,Creat Britain,and
only 65 nations., Today there are more than 160 nations,
and the Soviet Union probably has more troops in little
Czechoslovakia than the entire British Army of the
Rhipe, '

" We have seen technology evolve, communications and
transportaticon are near instantaneous; and, given the
power and reach of weapons today, it is clear that no
portion of the globe is invulnerable, and that we no
longer will have the luxury cf leisurely preparation,
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Recently, T was reminded of Churchill's phrase, "The
Unnecessary War", when I read a Vermont Royster column in The Wall
Strcet Journal. "He wondered whether those born after World War IT

clearly see that it nced not have happencd, had so many in Poland;
France, and Britain not ignored "the gathcring storm”, and, here
in America, had morc realized that those two great oceans had
bccome ponds.

Those who prayed for peace were not more nor less moral, nor
were thosc who marched in Amecrica Lo protest the horrors of war,
But war came, because weakness invited 1t.

Those in Europe who laid down their arms, or had none, had
peace, Tt was a pcacc of occupation and subjugation.  And when
var came, blame rightly fell on those in authority who had not
maintained their strength and their freedom. There wecre debates.
scme said, "Prcparc.” Others said, "No, it would bc provocative.”
It's like that fablc about the man, the boy, and the donkcy
walking down the strect. Pcople pointed and said, "Isn't 1t
terrible that the strong man is riding the donkey and making the
emall boy walk?” So they changed places and people pointed and
caid, "Isn’'t that terrible, that strong young boy is riding the
donkey and making the¢ poor old man w3lk." So.they both got on the
donkecy. the donkey camc Lo the bridge, cxhausted, fell into the
river and drowned. And, of course, thc moral of the story is, it
you try to please everybody, you'll lose your donkey.

But 1 see rcason for cncouragement in the United States and
elsewhere 1n the world. For, dcspite the cries to cut our
defenscs and for withdrawal and ncutralism, thosc idcas arc now
under challenge, as they must be. There 18 & growing resistance
to the idea that any human condition is acceptable, as long as it
includes peace. We see more and more discussion and debate about
cur world and Amcrica's role in 1t which reflect perspective and
realism.

One of the most significant events in my adult life has been
the massive shift in power away from the United States to the
Soviet Union. It is clcar. And therc 18 no qucestion but that.
ghift has injected fundamcntal instabilitics into the world
cquation, That the instabilitics we see in the world arc
increasing at the time when that shift in the balance of power has
occurred 1S not mere coincidence.

At the Marshall Award seminar in April, Sccrectary Marsh
pointed out that the types of possible conflict in the world today
range from tcrrorism through gucrilla war, conventional conflict
to nuclcar. A grcat dcal of thinking is given to the risks at the
nuclear end of the spectrum, as opposed to the probabilities at
the lower cnd of the spcctrum.
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b 6

Certainly, the reality of terrorism and its urgency today is
clear. As Middle Fast Envoy, one rubs up against that problem
each day.

Several facts about terrorism have been dramatically brought
home in recent years:

- First, as Lenin wrote with characteristic terseness,
"The purpose of terrorism is to terrorize.”

Terrorism is growing. TIn the 30 days ending last
week, 1t is estimated that there were 37 terrorist
attacks, by 13 different organizations, against the
property or citizens of 20 different countries.
= Increasingly, terrorism is not random nor the work of
isolated madmen. Rather, it is state-sponsored, by
nations using it as a central element of their foreign
policy. State-sponsored terrorism is estimated to be
eight times more lethal. In short, terrorism has a
home »

= Terrorism 1s nothing more nor less than "the sustained
clandestine use of force to achieve pelitical purposes."

. It is a great equalizer, a force multiplier. It is
cheap, deniable, yields substantial results, is low
risk, and thus far, generally without penalty.

- &and, terrorism works. A single attack by a small weak
nation, by influencing public opinion and morale, can
alter the behavior of great nations or force tribute
from wealthy naticns. Unchecked, state-sponsored
terrorism 1s adversely changing the balance of power in
our world.

- While security is important, terrorist attacks can
place at any time, any place, using any

Regrettably, it is not possible to defend every

target in every place, at all times, against every form
attack. Defense has its limits and its

- Terrorism is a form of warfare, and must be treated
such. As with other forms of conflict, weakness
aggression. Simply standing in a defensive

absorbing blows, 1s not enough. Terrorism must
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- As 1s abundantly clear, the principal targets
terrorism are the values and the interests of
natlons, and particularly the United States of

- In my judgement, terrorism, even today, is

There are ways to deter terrorism, not to stop all terrcrism,
or to eliminate all casualties, for casualties will continue
at some level, but at least to deter the growth of terrorism.
And, 88 a country, we best get about it,

Today there are twe superpowers, the United States and the
soviet Unlon. The Soviet Union is a superpower not because of the
pervasiveness of its political idecleogy and certainly not because
of the dynamism of its economy. It is a superpower purely and
simply because of things, ships, guns, tanks, planes, missiles,
raw military power, and the options and opportunities they
provide.

There 1S a danger in becoming fascinated with the nuances,
cubtletiecs, and intricacies of foreign policy and diplomacy, and,
in focusing on them, ignore that they are either underpinned with
power or they are not. To the extent they are not, sovereignty is
at the sufferance of others.

Today the Soviet Union is in a vastly different set of
circumstances than was the case during the Cuban Missile Crisis,
when Jack March and T were first running for Congress. 'As a
result, we must conduct ourselves as a country in a manner that
reflects the reality that we do not have an excess of power today.
Our goal cannot be simply to manage a crisis or conflict
oriliiantly -~ not with the power and reach of weapons today. Our
goal must be to manage ourselves in a way that a crisis is less
likely to occur. Given the narrower margin for error and the long
lead times involved, we have to behsve with a longsightedness,
gocd sense, and willingness to invest kefore the fact, so that we
assure our ability to contribute to peace and stability 1n the
1980's and 1990's,

Dr. Robert Tucker, 1in his article "In Defense of
Containment, " wrote that many today are calling for alternative

. policies to containment, and such calls are understandable. .The

alternatives are three, "confrontation, condominium, oOr
withdrawal.” While admitting the burdens of a policy of
containment, staying power, steadiness of purpose, the
disadvantages and burdens of each of the alternatives are vastly
greatera

Indeed the record shows that containment, peace through
strength, has permitted a measure of prosperity, progress and
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stsbility that is truly remarkable, and it has been power, our
deterrent strength, that has enabled America to be a nation of

peace.

This, General Marshall knew and lived, for he was a man of
peace,

%3 our leadership today, he sought a world of peaceful
settlaments, in which freedom and human rights are respected, a
world of Jjustice.

We seek a world where we will not read, as we did last week,
of a family of five Czzchoslovakians, attempting to swim the Mur
River to freedom, three of whom drowned. I did not know them, but
I understand and feel connected to them. Freedom is preciocus.

We recognize the value and unigqueness of an America "% where
a Mung family, the Thaos from Laos, after being forced from theilr
country, living in a refugee camp in Thailand for over two years,
can come to the United States, receive help in settling, go to our
schools, learn our language, find jobs, and become a part of
America. 1 know this family. Joyvce and I saw Vang Thao, age six
oer =2, climb sleepily down from a TWA aircraft at midnight, with
his fsmily, at the last gate at Q'Hare airport in Chicago,
tattersd, 1in need of medical attention, and carrying abadly
battered tezpot, one of the few possessions of the Thao family.
And today, a few short years later, Vang is in school, speaking
and writing English, in his words in a recent letter to us,
"Getting A's and doing my best," grateful for the friendships he
has found in America, enthusiastic about growing int¢ young
manheod, and coptimistically locking forwasrd in freedom and peace;.

Over my years in public life, one question has recurred. I
have been asked over and over again, "Where are the great leaders,
Mz, Rumsfeld? Where are the giants todsy?"

I answer, "They are there, and they will be there when they
are necded, Let there bhe no doubt."

And, T ask in return, "Don't you suppose in the 1920's and
t+he 1930's people also asked, 'Where sre the great leaders, where
are the giants?'"

We now know where they were. They were people whose names we
nad never heard, who were heing paid a few thousand dollars a
year, posted in dry, unpleasant forts all across the country and
the world, moving their families every few yvears, bringing their
children up in difficult circumstances, stuck in the same rank for
eight, ten, twelve years, neglected by Congress, and whose
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patriotism, dedication, and service were at great cost to

themselves and their families, and were essentially without.,
appreclation by the American people, whom they served.

It was not until World War 11, when the need was urgent, that
the American people discovered that the great leaders were there.
Imagine our cause's good fortune that individuals of such
character, stature, leadership qualities, and dedication, rose out
of that difficult, rigorous, and thankless environment,

And when the call came, there, among the anonymous group, wWas
a Dwight Eisenhower, an Omar Bradley, a Pation, a McAuliffe, a
MacArthur, a Tayler, a Grunther, a Lemnitzer, and an Abrams, and'
others.

What a wonderful thing it says about the military, about the
United States Army. Despite all the hardships, the lack of
support, of recognition, or even awareness, on the part of the
American people, when the need came, they were there. Doesn't 1t
tell us something about an institution that can attrasct, develop,
foster, retain, encourage and motivate individuals of that size?

And yes, there was a George Marshall, the mighty warrior, the
man of peace.

It 1is a tribute to the institution of the United States Army,
It 1s a tribute to each of you who has served or is serving. You
are truly a national asset, a blessing for the pecple of our
country, for our values, our freedom, and for our best hopes and
aspirations for the world.

Each of you can, as I am doing, look out across the sea of-
patriots here this evening and know that the giants are here, some
in this room, and they will be there if needed.

You have my unbounded admiration for what you do, for how
well you do it, ana, most importantly, for why you do it. It is
worth it, for those of us privileged to bhe Americans, for the
world, for America truly is the standard of freedom, for that
Czechoslovakian family swimming for freedom, for the Laotian
family, the Thaos, and for the millions of Americans and the,' ..-
people across this globe who cherish freedom.

Thank you and God bless you.
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Januvary 21, 2004

TO: President George W. Bush

FROM: Donald Rumsfelw

SUBJECT: Irag—the Continuing Debate
Mr. President-—

General Schoomaker sent me the attached two papers. One is written by William
Lind, who is critical and concerned. Also attached is a response to Lind’s

concerns by General Dempsey, our division commander in the Baghdad area.

It struck me that you might like to see the discussion that is taking place among

Army thinkers.

Very respectfully,

Attach,
Lind, William S. “Understanding Fourth Generation Warfare” (undated)
BG Dempsey’s Response to 4™ Generation Warfare Article (undated)

DHR:dh
012004-26

0SD 00903-04
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Understanding Fourth Generation Warfare
William S. Lind

Rather than commenting on the specifics of the war with Iraqg, | thought it might be a good time to
lay out a framework for understanding that and other conflicts. The framework is the Four

Generations of Modern War.

| developed the framework of the first three generations ("generation” is shorthand for dialectically
qualitative shift) in the 1980s, when | was laboring to infroduce maneuver warfare to the Marine
Corps. Marines kept asking, "What will the Fourth Generation be like?", and 1 began to think
about that. The result was the article | co-authored for the Marine Corps Gazette in 1989, "The
Changing Face of War: into the Fourth Generation.” Our troops found copies of it in the caves at

Tora Bora, the al Quaeda hideout in Afghanistan.

The Four Generations began with the Peace of Westphalia in 1648, the treaty that ended the
Thirty Years' War. With the Treaty of Westphalia, the state established a monopoly on war.
Previously, many different entities had fought wars - families, tribes, religions, cities, business
enterprises - using many different means, not just armies and navies (two of those means,
bribery and assassination, are again in vogue). Now, state militaries find it difficult to imagine war

in any way other than fighting state armed forces similar to themseives.

The First Generation of Modern War runs roughly from 1648 to 1860. This was war of line and
column tactics, where battles were formal and the battlefield was orderly. The relevance of the
First Generation springs from the fact that the battlefield of order created a military cutture of
order. Most of the things that distinguish "military” from "civilian” - uniforms, saluting, careful
gradations or rank - were products of the First Generation and are intended to reinforce the

culture of order.

The probiem is that, around the middle of the 19th century, the battlefield of order began to break
down, Mass ammnies, soldiers who actually wanted to fight (an 18th century's soldier's main
objective was to desert), rifled muskets, then breech loaders and machine guns, made the old

line and column tactics first obsolete, then suicidal.

The problem ever since has been a growing contradiction between the military cuiture and the
increasing disorderiiness of ihe battlefield. The culture of order that was once consistent with the

anvironment in which it operated has become more and mare at odds with it.
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Second Generation warfare was one answer to this contradiction. Developed by the French
Army during and after World War {, it sought a solution in mass firepower, most of which was
indirect artillery fire. The goal was attrition, and the doctrine was summed up by the French as,
"The artillery conquers, the infantry occupies." Centrally-controlied firepower was carefully
synchronized, using defailed, specific plans and orders, for the infantry, tanks, and artillery, in a
“conducted battle” where the commander was in effect the conductor of an orchestra,

Second Generation warfare came as a great relief to soldiers (or at least their officers) because it
preserved the culture of order. The focus was inward on rules, processes and procedures.
Obedience was more important than initiative (in fact, initiative was not wanted, because it
endangered synchronization), and discipline was top-down and imposed.

Second Generation warfare is relevant to us today because the United States Amy and Marine
Corps learned Second Generation warfare from the French during and after World War 1. 1t
remains the American way of war, as we are seeing in Afghanistan and Irag: to Americans, war
means "pufling steel on target." Aviation has replaced artillery as the source of most firepower,
but otherwise, (and despite the Marine's formal doctrine, which is Third Generalion maneuver
warfare) the American military today is as French as white wine and brie. At the Marine Corps'
desert warfare training center at 29 Palms, California, the only thing missing is the tricolor and a
picture of General Gamelin in the headquarlers. The same is true at the Army's Armor School at
Fort Knox, where one instructor recently began his class by saying, "I don't know why | have to
teach you ali this old French crap, but | do."

Third Generation warfare, like Second, was a product of World War I. it was developed by the
German Army, and is commonly known as Blitzkrieg or maneuver warfare.

Third Generation warfare is based not on firepower and attrition but speed, surprise, and mental
as well as physical dislocation. Tactically, in the atlack a Third Generation military seeks to get
into the enemy's rear and collapse him from the rear forward: instead of "close with and destroy,”
the motto is "bypass and collapse.” In the defense, it attempts to draw the enemy in, then cut
him off. War ceases 1o be a shoving contest, where forces attempt to hold or advance a "line;"

Third Generation warfare is non-linear.

Not only do tactics change in the Third Generation, so does the military culture. A Third
Generation military focuses outward, on the situation, the enemy, and the result the situation
requires, not inward on process and method (in war games in the 18th Century, German junior
officers were routinely given problems that could only be solved by disobeying orders).

Orders themselves specify the result to be achieved, but never the method ("Auftragstaktik").
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Initiative is more important than obedience (mistakes are tolerated, so long as they come from
too much initiative rather than too little), and it all depends on self-discipline, not imposed
discipline. The Kaiserheer and the Wehrmacht could put on great parades, but in reality they
had broken with the culture of order.

Characteristics such as decentralization and initiative carry over from the Third to the Fourth
Generation, but in other respects the Fourth Generation marks the most radical change since the
Peace of Westphalia in 1648. In Fourth Generation war, the state loses its monopoly on war. Afl
over the world, state militaries find themselves fighting non-state opponents such as al Quaeda,
Hamas, Hezbollah, and the FARC. Almost everywhere, the state is losing.

Fourth Generation war is also marked by a return 1o a world of cultures, not merely states, in
conflict. We now find ourselves facing the Christian West's oldest and most steadfast opponent,
Islam. After about three centuries on the strategic defensive, following the failure of the second
Turkish siege of Vienna in 1683, Islam has resumed the strategic offensive, expanding outward in
every direction. In Third Generation war, invasion by immigration can be at least as dangerous

" as invasion by a state army.

Nor is Fourth Generation warfare merely something we imponrt, as we did on 9/11. Atits core lies
a universal crisis of legitimacy of the state, and that crisis means many countries will evolve
Fourth Generation war on their soil. America, with a closed political system (regardiess of which
party wins, the Establishment remains in power and nothing really changes) and a poisonous
ideology of "multiculturalism,” is a prime candidate for the home-grown variety of Fourth
Generation war - which is by far the most dangerous kind.

Where does the war in Iraq fit in this framework?

| suggest that the war we have seen thus far is merely a powder train leading to the magazine.
The magazine is Fourth Generation war by a wide variety of Islamic non-state actors, directed at
America and Americans (and local governments friendly to America) everywhere. The longer
America occupies Iraq, the greater the chance that the magazine will explode. If it

does, God help us all,

For almost two years, a small seminar has been meeting at my house to work on the question of
how to fight Fourth Generation war. It is made up mostly of Marines, lieutenant through
lisutenant colonel, with one Army officer, one National Guard tanker captain and one foreign
officer. We figured somebody ought to be working on the most difficult question facing the U.S.
armed forces, and nobody else seems to be.
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The seminar recently decided it was time to go public with a few of the ideas it has come up with,
and use this column to that end. We have no magic solutions to offer, anly some thoughts. We
recognized from the outset that the whole task may be hopeless; state militaries may not be able
to come to grips with Fourth Generation enemies no matter what they do.

But for what they are worth, here are our thoughts to date:

If America had some Third Generation ground forces, capable of maneuver warfare, we might be
able to fight battles of encirclement. The inability to fight battles of encirciement is what led to the
failure of Operation Anaconda in Afghanistan, where al Qaeda stood, fought us, and got away
with few casualties. To fight such battles we need some true light infantry, infantry that can move
farther and faster on its feet than the enemy, has a full tactical repertoire (not just bumping into
the enemy and calling for fire) and can fight with its own weapons instead of depending on
supporting arms. We eslimate that U.S. Marine infantry today has a sustained march rate of only
10-15 kilometers per day; German World War 1) line, not light, infantry could sustain 40
kilometers.

Fourth Generation opponents will not sign up to the Geneva Conventians, but might some be
open to a chivalric code gaverning how our war with them would be fought? it's worth exploring.

How U.S. forces conduct themselves after the batile may be as important in 4GW as how they
fight the battle.

What the Marine Corps calls “cultural intelligence” is of vital importance in 4GW, and it must go
down to the lowest rank. In iraq, the Marines seemed to grasp this much betier than the U.S.
Army.

What kind of people do we need in Special Operations Forces? The seminar thought minds were
more important than muscles, but it is not clear all U.S. SOF understand this.

One key 10 success is integrating our troops as much as possible with the local people.

Unforlunately, the American docirine of *force protection” works against integration and generally
hurts us badly. Here's a quote from the minutes of the seminar:

There are two ways to deal with the issue of force protection. One way is the way we are
currently doing it, which is to separate ourselves from the population and to intimidate them with .
our firepower. A more viable alternative might be to take the opposite approach and integrate

11-L-0559/0SD/21691 ‘f(—



with the community. That way you find aut more of what is going on and the population protects
you. The British approach of getting the heimels off as soon as possible may actually be saving

lives.

What "wins" at the tactical and physical levels may lose at the operational, strategic, mental and
moral levels, where 4GW is decided. Martin van Creveld argues that one reason the British have
not lost in Northern Ireland is that the British Army has taken more casualties than it has inflicted.
This is something the Second Generation American military has great trouble grasping, because
it defines success in terms of comparative attrition rates.

We musi recognize that in 4GW situatians, we are the weaker, not the stronger party, despite all

our firepower and technalogy.

What ¢an the U.S. military [eam from cops? Our reserve and National Guard unils include lots of

caps; are we taking advantage of what they know?

One key 1a success in 4GW may be “lasing ta win." Part of the reason the wars in Afghanistan
and [raq are not succeeding is tﬁat aur initial invasion destroyed the slate, creating a happy
hunting ground for Fourth Generation forces. In a world where the state is in decline, if you
deslroy a state, it is very difficult to recreate it. Here's anolher quote from the minutes of the

seminar:

“The discussion concluded that while war against another state may be necessary one should
seek to preserve that state even as one defeats il. Grant the opposing armies the 'honors of war,'
tell them what a fine job they did, make their defeat ‘civilized' so they can survive the war
institutionally intact and then work for your side. This would be similar to 18th century notions of
civilized war and contribute greatly lo propping up a fragile state. Humiliating the defeated enemy
troops, especially in front of their own population, is always a serious mistake but one that
Americans are prone to make. This is because the 'football mentality' we have developed since

World War 1l works against us.”

In many ways, the 21st century will offer a war between the forces of 4GW and Brave New
World. The 4GW forces understand this, while the inlernational elites that seek BNW do not.

Another quote from the minutes:

"Osama bin Ladin, though reportedly very wealthy, lives in a cave. Yes, it is for security but it is
also leadership by example. it may make it harder 1o separate (physicaily or psychologically) the
4GW leaders from their troops. It also makes il harder to discredit those leaders with their
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followers. This contrasts dramatically with the BNW elites who are physically and psychologically
separated (by a huge gap) from their followers (even the generais in most conventional armies
are to a great extent separated from their men). The BNW elites are in many respects occupying
the moral low ground but don't know it."

In the Axis occupation of the Balkans during World War |1, the Italians in many ways were more
effective than the Germans. The key to their success is that they did not want to fight. On
Cyprus, the U.N. commander rated the Argentine battalion as more effective than the British or
the Austrians because the Argentines did not want to fight. What lessons can U.S. forces draw
from this?

How would the Mafia do an occupation?

When we have a coalition, what if we let each country do what is does best, e.g., the Russians
handle operational art, the U.S. firepower and logistics, maybe the [talians the occupation?

How could the Defense Department's concept of "Transformation” be redefined so as to come to
grips with 4GW? If you read the current "Transformation Pianning Guidance™ put out by DOD,
you find nothing in it on 4GW, indeed nothing that relates at all to either of the two wars we are
now fighting. It is all oriented toward fighting other state armed forces that fight us

symmetrically.

The seminar intends to continue working on this question of redefining "Transformation" {die
Verwandlung?) so as to make it relevant to 4GW. However, for our December meeting, we have
posed the following problem: It is Spring, 2004. The U.S. Marines are to relieve the Army in the
occupation of Fallujah, perhaps Irag's hottest hot spot (and one wﬁere the 82nd Airborne's tactics
have been pouring gasoline on the fire). You are the commander of the Marine force taking over
Fallujah. What do you do? |

Il let you know what we come up with,

Will Saddam’s capture mark a turning point in the war in Irag? Don't count on it. Few resistance
fighters have been fighting for Saddam personally. Saddam’s capture may lead to a fractioning of
the Baath Party, which would move us further toward a Fourth Generation situation where no one
can recreate the state. It may also tell the Shiites that they no longer need America to protect
them from Saddam, giving them more options in their struggle for free elections.
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If the U.S. Army used the capture of Saddam to announce the end of tactics that enrage ordinary
Iragis and drive them toward active resistance, it might buy us a bit of de-escalation. But i don't
think we'll that be smart. When it comes to Fourth Generation war, it seems nobody in the

American military gets it.

Recently, a faculty member at the National Defense University wrote (0 Marine Corps General
Mattis, commander of | MAR DIV, 1o ask his views on the importance of reading military history.
Mattis responded with an eloquent defense of taking time to read history, one that should go up
on the wall at all of our military schools. *Thanks to my reading, | have never been caught fiat-
footed by any situation," Mattis said. "It doesn't give me alt the answers, but it lights what is offen

a dark path ahead.”

Still, even such a capable and weil-read commander as General Mattis seems to miss the point
about Fourth Generation warfare. He said in his missive, "Ultimately, a real understanding of
history means that we face NOTHING new under the sun. For all the ‘4th Generation of War'
intellectuals running around today saying that the nature of war has fundamentally changed, the
téctics are wholly new, etc., | must respectfully say, 'Not really.™

Well, that isn't quite what we Fourth Generation intellectuals are saying. On the contrary, we have
pointed out over and over that the 4th Generation is not novel, but a return, specifically a return to
the way war worked before the rise of the state. Now, as then, many different entities, not

just governments of slates, will wage war. They will wage war for many different reasons, not just
“the extension of politics by other means." And they will use many different tools to fight war, not
restricting themselves to what we recognize as military forces. When | am asked to recommend
a good book describing what a Fourth Generation world will be like, | usually suggest Barbara
Tuchman's A Distant Mirror: The Calamitous Fourteenth Century.

Nor are we saying that Fourth Generation tactics are new. On the confrary, many of the tactics
Fourth Generation opponents use are siandard guerilla tactics. Others, including much of what
we call "terrorism,” are classic Arab light cavairy warfare carried out with modern technology at
the operational and strategic, not just tactical, levels.

As | have said before in this column, most of what we are facing in lraq today is not yet Fourth
Generation warfare, but a War of National Liberation, fought by people whoase goal is o restore a
Baathist state, But as that goal fades and those forces splinter, Fourth Generation war wilt

come more and more to the fore, What will characterize it is not vast changes in how the enemy
fights, but rather in who fights and what they fight for. The change in who fights makes it difficult
for us to tell friend from foe. A good example is the advent of female suicide bombers; do
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U.S. troops now start frisking every Moslem woman they encounter? The change in what our
enemies fight for makes impossible the political compromises that are necessary to ending any
war. We find thal when it comes to making peace, we have no one to talk to and nothing to talk
about. And the end of a war like that in Irag becomes inevitable: the local state we attacked
vanishes, leaving behind either a stateless region (Somalia) or a fagade of a state (Afghanistan)
within which more non-state elements rise and fight.

General Matlis is corect that none of this is new. It is only new 10 state armed forces that were
designed to fight other state armed forces. The fact that no state military has recently succeeded
in defeating a non-state enemy reminds us that Clic has a sense of humor: history also teaches

us that not all problems have solutions.
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BG Dempsey’s Response to 4t Generation Warfare Article

it's probably not possible for me to respond to this without sounding defensive. However,
since it's important that we capture the right lassons from our experience in OIF-1, I'll give it a
shot,

1 completely agree that it is necessary we be prepared to fight both state and non-state
actors. Whether this is some generational evolution or simply a variety of enemies using
whatever they have at their disposal against us is a matler best left to academia.

Beyond that one point of agreement, f've got to push back on several of the other ideas in

the essay:

1. "One key to success is integrating our troops as much as possible with the local
people.” 1 assume that the idea here is that once they get to know us, they'll trust us, Thatis a
significant oversimplification of a very complex issue. We meet with "the local people”
constantly and at every level. We've learned that Arabs are very friendly but very private. The
ones who are already inclined to support us will befriend us to a point, but they will want to keep
us at arms length. Furthermore, nc amount of "integration™ will change the opinion of those who
think il of us for what we represent. HUMINT follows success not friendship. Prove that you can
take the bad guys off the street, and HUMINT goes up. No question that cultural awareness is
good and that we should avoid being seen as excessively provocative. Also no question, in my
mind at least, that they expect us to be who and what we are—the best fighting force in the world.
For now, and until their own security forces are fully functioning, they're looking to us for security
not friendship. Finally, Arabs are not put off by our basing and force protection. They can be
critical if we inconvenience them in their daily lives by impeding traffic and denying them access
to parts of the city. Having Amies live on welk-protected bases outside of cities makes perfect V
sense to them. Having Armies living inside their cities does not. We're accounting for that by
setting up the enduring base camps on the periphery of the city.

2. "We must recognize that in 4GW situations, we are the weaker, not the stronger party,
despite all our firepower and technology.” This is simply nonsense. As I've told our soldiers over
here, they--not our weapaons--are what terrifies the terrorist. We are visible proof that men and
women, blacks and whites, Christians, Muslims, and Jews can work together toward a common
goal. We fight for positive ideas like individual rights, diversity, and freedom. Our enemies fight
for negative ideas like personat gain, exclusion, and oppression. We only become the "weaker
party” when we forget that.

11-L-05659/0SD/21696



3. "Part of the reason the wars in Afghanistan and Iraq are not succeeding is that our initial
invasion destroyed the state, thereby creating a happy hunting ground for Fourth Generational
forces." First of all, from our perspective the war in Iraq is succeeding. The rogue regime of
Sadaam Hussein is gone. We are on the offensive against terrorism. We don't know what shape
the future Iraq will take, but there is every reason to be hopeful that it will be better than the old
Iraq. Time and money will influence the outcome in a way that was impossibie when the Baath
Party was in power, Second, the initial invasion didn't destroy the state. Sadaam Hussein
destroyed the state through 25 years of nepotism, favoritism, corruption, and neglect. We have
made and continue to make herculean efforts to improve the quality of life for Iraq's people, and
they know it. From their perspective, admitting that we've improved their lives would incur a
psychological debt, a debt they are unwilling to incur. So, they wili continue to be openly critical

of our efforts.

4. "When it comes to Fourth Generation War, it seems nobody in the American military
gets it." An incredible statement. We have made frequent adaptations in very nearly every
system and function of the Division, and | know every US Army Division has done the same. We
have learned never to believe we are as good as we ¢an be, and we remain aware that pride of

" “authorship" is probably the most dangerous enemy we face in this environment.

The forces that follow us will probably not find the Iraqg they think they will find. It will either
be better or it will be worse. As we have, they will have to adjust. If under Mr. Lind's influence
they arrive with well-established and pre-conceived notions about how 1o operate, they will A
prabably be wrong.

As 1 write, we're fighting three different “kinds” of enemy in Iraq: the former regime,
térrorism, and organized crime. We're also fighting against the emergence of religious
extremism--mostly radical Sunni religious extremism--that in the long run may be the most
dangerous influence the new Iraq will face. Overarching all of this, we are in competition for the
popular support of the tragi people. For now, we have it, but that popular support has a sheff life,
and we are working hard to "buy time" so that we can reduce the enemy forces to a level where
the new Iragi security forces can handle them.

Finally, | appreciate all you are doing to6 get us thinking about our profession and how we

operate.

V/R BG Marly Dempsey
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UNDER SECRETARY OF DEFENSE
4000 DEFENSE PENTAGON 13 P~ 1] i T4
WASHINGTON, D.C. 20301-4000 Vo

PERSONMEL AND
AEADINESS

INFO MEMO

January 15, 2004, 2:30 PM
FOR: SECRETARY OF DEFENSE
FROM: David S. C. CigeUSD(P&R) _

et & Sy ¥ Turr N

SUBJECT: SLRG -- SNOWFLAKE
We will be pleased to provide this to you monthly, focusing on recruiting,
retention, spouses’ attitudes, etc. We will provide the first report ane week before
your 3 February testimony.
In addition. we are preparing charts for your Congressional testimony on

e Recruiting and retention

» Numbers of reserves and guard called up. and the percentage this
represents of the guard and reserves

¢ The half to one million dollars that people receive after retirement. and the
composition of this package of benefiis.

(b)(6)

Prepared By: Jeanne B. Fites, DUSD(P1)

<

-» 0 -
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7.57 AM

TO: Gen. Dick Myers
cC. aul Wolfowitz

P Feirh
FROM:  Donald Rumsfeld” WA 6S B
DATE: January 8,2004
SUBJECT Force Rotation
We need to take a look at force rotation over a couple of years in Iraq and
worldwide and see what it adds up to.
Thanks.
DHR/azn
010804.06
Please respond by: i\M I / J 5// 9 L/

AN T_ /

0SD 01011-04
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF
WASHINGTON, DL. 20318-5999

CH-1483-04

INFO MEMO 22 January 2004

FOR: SECRETARY OF DEFENSE
FROM: General Richard B. Myers, CJC

SUBJECT: Force Retation

o Question, "We need to take alook at force rotatson over a couple of years in Traqg
and worldwide and see what it adds up to.” (TAB})

o Answer. The Joint Staff will host a combatant commaund and Service general and
flag officer seminar, ELABORATE CROSSBOW IV, on 4 - 5 February 2004.
The purpose of the effort 1s twofold: to establish and implement a recurring
Global Force Management process and to address joint sourcing options for
Operations IRAQI FREEDOM 3, ENDURING FREEDOM V1 and other global
commitments through FY 2006. A decision brief based on ELABORATE
CROSSBOW IV results is tentatively scheduled for a mid-February presentation
to you.

COORDINATION: NONE

Attachment:
As stated

Prepared By: LtGen James E. Cartwright, USMC: Director, J-8; i)

11-L-0559/0SD/21700 08D 01011-04



UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON R oo
WASHINGTON, D.C. 20301-4000 .o -

INFO MEMO
PERSONMELAND
READINESS January 12,2004, 1:00PM
FOR: SECRETARY OF DEFENSE DEPSEC Action

FROM: DR. DAVID 8. C. CHU, UNDER SECRETARY OF DEFENSE
(PERSONNEL & READHNESS) 2 AUl LSy

A Torrr H2)

SUBIJECT: Ft. Bragg Troop Visit - Snowflake

. | widow of Staff Sergeant, SA, relayed that
she did not receive a rebate of $750.00 offered by GM for the purchase of a vehicle
for anyone on active duty in Afghanistan or Iraq.

e Staff Sergeantt | was killed in Iraq on 26 October 2003.

) ] purchased a 2004 Chevrolet Tahoe on 29 November 2003.

e The automobile purchase is not related to any DoD or overseas auto sales programs.
i

» The GM rebate program is only applicable to active duty personnel and not
transferable to other family members. The rebate program did not consider the
“surviving spouse” issue.

¢ After consultation with |casualty assistance officer, the automobile
dealership and Automotive Informatiap Svstems, Inc. (rebate program coordinator)
approved the $750.00 rebate for

o We will speak to her casualty assistance officer again in thirty days to confirm that
she did receive the rebate.

RECOMMENDATION: None. For information only.
COORDINATION: None.

ATTACHMENTS:
As stated

PREPARED BY: Mark Ward, OFP, ODUSD(MC&FP)
Vie{o%

b A
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TO: David Chu 2 e
CC. Paul Wollowitz
FROM: Donald Rumsfeld

1%
DATE: December }9( 2003

SUBJECT: Ft. Bragg Troop Visit

Please talk to General Motors. Find out what their policy is. We were told by the
widow of a soldier killed in OIF that GM gives a $750rebate on the purchase of a

GM vehicle for anyone on active duty in Afghanistan or Iraq.

Her husband was wounded and died two weeks before their car purchase. She did

not get the rebate. See if you can figure out what the policy is. We will want to

get back to her. at some powmt. [ believe her nume isl )

Thanks.

DHR/azn
121903.02tscom

Please respond by: i\t 0\0“(
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TO: Joe Schmitz.
Mike Wynne
Jim Haynes

FROM: Donald Rumsteld ((}

SUBJECT: Boeing and Druyun

As I indicated at the staff meeting today, [ believe that not only should we loak at
other activities that Darlene Druyun, who pled guilty, was involved in. but we
should alsolook at other activities that the Boeing person who pled guilty was

involved in.

We have aresponsibility to leok cut for the taxpayers’ money. Given the fact that
each of them have confessed that they committed crimes, we have a responsibility
to see if they committed other crimes. We know they are confessed criminals.
Therefore, we ought to check and see if they committed some crimes relating to
other activities of the Department of Detense for which they have not been

charged,.

Thanks,

DHR:dh
113004-23

Please respond by V1205

oo
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INSPECTOR GENERAL

DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE e em T T
ARLINGTON, VIRGINIA 22202-4704 =

INFO MEMO

pom -

"3 * Tarukry ¥3,508912:55 pm.
/]

Your Memo (Tab A) asked if Darleen Druyun or Michae! Sears, both of whom have pled guilty to
ctiminal charges, comimitted any other “cnmes relating o other activities of the Department of Defense
for which they have not been charged.” This Memo supplements my December 1,2004InfoMemo (Tab
B), and my Deputy’s January 6¢,2005, Memo to your Special Assistant (Tab C).

Although Sears’ recent polygraph examination identified no further criminal activity by Sears, Boeing.
Druyun or any other DoD officials, my staft continues to cooperate with Department of Justice
prosecutors and others regarding potential civil litigation associated with Druyun and Sears, which
activities may well uncover additional facts responsive to your 30 Novermber Memo,

Earlier this week, I had constructive meetings with both Senator McCain’s staff and Senator Grassley’s
staff regarding Boeing and Druyun. Senator Grassley's staft provided me with a 1993 letter from
Senator Grassley objecting to a purported A Force exeneration and prometion of Druyun “one month
after the [DoD] Inspector General reconunended that she be disciplined for improper or illegal behavior™
(Tab D), in response to which the Undersecretary of Defense at the time wrote to Senator Grassley.,
“You may be assured that we would not retain Mrs, Druyun in her present position if we felt it would
jeopardize the integrity of delense acquisitton” (Tab E).

Over the next ten years, the Air Force 1G investigaied Druyun five times but failed to substantiate any
allegations. Most recently, the Air Force IG investigated Druyun for allegedly providing “inaccurate or
misleading™ information to Senator McCain’s staff about the /67 Tanker proposal. My December 20,
2002, letter to Senator McCain (Tab F), reported the results of that Air Force IG investigation,
concluding, *l continue to believe that Ms. Druyun’s response to you should hive been more
forthcoming.” Tn light of this conclusion, along with my Office’s 1993 “factual allegations™ against
Druyun, I recommend that neither you nor any other DoD official suggest, as did Marvin Sambur last
Wednesday on 60 Minutes, that Druyun’s reputation was “‘spotless.”

Finally, [ have instructed my staft to continue coordinating and cooperating with the other two
addressees o;r'jyour 30 November Memo (Mike Wynne and Jim Haynes), as appropriate, as well as with
the Defense Contract Managesnent Agency in its ongoingreview of Druyun-relatedcontracts and

programs to identify any other instances of potentially eriminal activity not yet prosecuted.

As an ancillary matter of “good news,” based on Druyun’s plea admissionthat she had negotiated
inflated payments to Boeing in connection with an AWACS software upgrade contract, in December
2004 the Air Force definittzed a portion of the contract at an approximate savings of $6 million. Boeing
subsequently agreed to repay an additional $8.6 million in overcharges.

COORDINATION: None
ATTACHMENTS: As stated

Prepared by: Richard T. Ruce, Deputy Inspector General for Investigations, |

¢ DoD General Counsel

Acting Under Secretary of Defense (AT&L)

sR@Eer - | AW ENFORCEMENT SENSITIVEQOSD (01028-05
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November 30,2004

TO: Joe Schmitz
Mike Wynne
Jim Haynes

FROM: Donald Rums/leld fﬁ\ )

SUBJECT: Boeing and Druyun

As indicated at the staft meeting today, [ believe that not only should we Jook at
other activities that Darlene Druyun, who pled guilty, was involved in, but we

should alsolook at other activities that the Boeing person who pled guilty was

involved in,

We have aresponsibility to look out for the taxpayers’ money. Given the Fact thal
each of them have confessed (hat they committed crimes, we have a responsibility
Lo see if they committed other crimes. We know they are confessed criminals.
Therefore, we ought to check and see if they committed some crimes relatingto

other activities of the Department of Defense for which they have not been
charged.

Thanks.

DHR.dh
113004-23
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Please respond by \ , 13 f S

)
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 222024704

INFO MEMO

December 1,20045:30 pm
' Pa

FROM: JosephE. Schmitz, Inspector Genera » ‘
SUBJECT: Boeing Suspension Regarding the Evoived-Exptndable Launch Ve

e After you suggested yesterday that we should be looking not only at Department of
Detense contracts that might have been tainted by Darleen A. Druyun but also by
any other “criminals™ associated with Ms. Druyun. the General Counsel volunteered
that The Boeing Company. Incorporated, {Boeing)has also been “partially debarred”
from government contracting as a result of criminal allegations. Attached. for your
convenience, is a brief description of this matter, which was included with my
October 8,2003, Quarterly Update (0 you.

e Following is a brief summary of my Office’s involvement in that matter. Even
before recetving your “snowflake” of yesterday, I had already instructed my staff to
share whatever infermation we can with the Acting Undersecretary of Defense
(AT&L), who agreed yesterday to address your concerns about contracts tainted by
any other “criminals™ associated with Ms. Druyun.

e Siace September 35,2002, the Defense Criminal Investigative Service, jointly with
the Air Ferce Office of Special Investigations and the National Aeronautics and
Space Administration Office of Inspector General, have been investigating
allegations that Boeing used Lockheed Martin Corporation’s proprietary documents
to successfully bid on Air Force contracts tor the Evolved Expendable Launch
Vehicleprogram. On July 24,2003, the Air Force suspended (i temporary imeasure
short of debarment) three Boeing divisions and three former Boeing employees from
government contracting. The affected Boeing divisions are the Launch Systems
Division, Chicago, IL; Boeing Launch Services, Chicago, 1L.; and the Delta
Programs Division, Huntington Beach. CA. To date, the divisions are stillunder
suspension, and the tnvestigation continues.

e [ will respond more fully to your “snowflake™ within the time you requested

(1/13/05).

Attachment: As stated.
cc: Acting USD (AT&L); General Counsel

Prepared By: Charles W. Beardall, Acting Deputy Inspector General,[®X®) |
"FOROITICINE UJPOUNET

LAW ENFORCEMENT SENSITIVE .
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 222024704

INFOMEMO

FOR: Mr. Paul W, Butler, The Special Assistant to the SECD

FROM: Mr. Richard T. Race, First Assistant to the Inspector G AN

SUBJECT : OIG Actions Regarding USAF KC-767/Boeing Matter

On September 16,2004, the Secretary of Defense transferred responsibility for
the On%oing production of documents concerning the KC-767A Tanker

Aircraft Program for the Senate Armed Services Committee (SASC) to the
Inspector General of the Department of Defense. The collection of documents
is estimated at 1 million unclassified pages and 100,000 classified pages. To
date, approximately 72,466 pages comprised of 11,753 unciassitied documents
have heen provided to the SASC.

In a letter dated May 3,2002 we responded to Senator McCain’s request (o
““agsess the Air Force’s decision in selecting the Boeing 767 rather than the
Airbus A330 for its air refueling tankers.”

In a separate letter, also dated May 3,2002 we responded to SenatorMcCain's
request for data on the Air Force's contractual arrangement with investment
entities concerning the Boeing KC-767A lease that Air Force officialsrefused
to provide him.

August 29,2003, We issued “Assessment of DoD Leasing Action™ (D-2003-
129} in response to a request from the Aciing Under Secretary of Defense
(Acquisition, Technology, and Logistics). The assessment reviewed *“the
decision process used by the A Force and OSD to lease the Boeing 767
Tanker Aircraft and to assess whether DoD interaction with Congress
following the Lease Decision Memerandum signed Mayv 23,2003, was timely
and reasonable.”

March 29.2004. We issued andit report., *Acguisition of Boeing KC-767A
Tanker Aircraft”{D-2004-064) in response to request from the Deputy
Secretary of Detense that addressed problems with the procurement and
acquisition strategies for the program.

December 15,2004, We completed a review requested by the Secretary of
Defense that assessed the processes and procedures used (o collect the
documents from January 2001 to the present. This review was provided to
vour office on December 23,2004.

Ongoing: Assessment to determine the key decisions that were/were not made
by EOD acquisition officials concerning the execution of procurement and
acquisition strategies for the Boeing 767A Tanker Aircraft acquisition
program. This assessment should be complete by mid-February 2005.

U T UNE T LAW ENFORCEMENT SENSITIVE
11-L-0559/05D/21711
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e Ongoing: Administrative investigation, at request of Senators Warner, Levin,
and McCain, into allegations that Secretary Roche attempred to influence
OMB on the 767 tanker lease by using his position and Government email
when recommending the brother of an OMB official for employment at
Northrop Grumman.

. Ona)ing: Criminal investigative and prosecution actions regarding conspiracy
by Ms. Druyun and Mr, Sears (o violate conflict of interest statutes continue.
Sentencing of Mr. Sears scheduled for February 18,2005, Ms, Druyun
reported for incarceration on January 3,2005. Defense Criminal Investigative
Service continues to assist the Department of Justice (DoJ) with the criminal
investigation/prosecution and potential DoJ civil litigation.

e Ongoing. We provided an initial response on December 1.2004 to the
SECDEF’s November 30,2004 request to examine other DoD activitigs that
Ms. Druyun and Mr. Sears were involved in. A final response is due NLT
Jamaary 13.2005.

e Also, inresponse (o your November 30 2004 Memo, I have instructed my staft
to thoroughly review the responses [ronmy seven previous subpoenas relating
to Boeing and Druyun (four subpoenas to Boeing and three subpoenas to three
other conlractors), With a view towards; (a) considering additional subpoenas
and/or expanding the scope of the ongoing criminal matter (o raclude, as you
wrole in your Memo, "crimes relating (o other activities of the Department of
Defense for which they have not been charged”; and (b) to the extent
nermissible, considering ongoing activities of the two other addressess of your
50 November Memo (Mike Wynne and Jim Haynes) “with a view toward
avoiding duplicwtion and ensuring effective coordination and cooperation” (IG
Act. Section 8(c)(9).

COORDINATION: None

OO RCESnoNm. | AW ENFORCEMENTSENSITIVE
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(915} J83-8432 (319322433

The Honorable Les Aspin
Secretary of Defense
Pentagon, Room 33880
Washington, D.C. 20301

Dear Les,

I am writing to praise your decision to hold four senior Air
Force officials accountable for financial mismanagement cn the C-17
contract and to raise two questions about Ms. Darleen Druyun.

First, T would like to commend you for taking this decisive
step. You have sent a clear, unambiguous signal of zcro tolerance
toward dishonesty in the department's acquisition process- This is
the best kind of deterrent to future failures of discipline and
integritg:. You deserve a lot of credit for having thc courage to
do what had to be done.

Second, I am somewhat baffled by the complete omission of Ms.

Druyun's name from available documents bearing on your decision in
this important matter.

The Inspector General has suggested that Ms. Druyun may have
engaged in either improper or illegal ¢onduct in connection with C-
17 progress payment number 97 that resulted in a potential
violation of the Antideficiency Act and other statutes. For these
reasons, the Inspector General recommended thet disciplinary action
be taken against her and four other senior officials. You chose to
discipline the four other officials but not her. why did you
dec¢ide not to punish Ms. Druyun?

Ms.  Druyun presently occupies a key position in the
"acquisition management area." She is tﬁe Deputy Assistant
Secretary of the Air Force for Acquisition. She was placed in thisg
position in February 1993 - one month afte¢r the Inspector General
recommended that she be disciplined for improper or illegal
behavior,

In view of your decision to banish Generals Barry and Nauseef
and M. Hixenbaugh from the "acquisition management area" and In
view of the fact that the Inspcctor General has yet to resolve all

e et 1% 092
FINANCE JUDICIARY BUDGET

AGRIGULTURE, NUTRITION AND FORESTRY OFFICE OF TECHNOLOGY ASSESSMENT SPECIAL GOMMITTEE QN AGING
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is

the issues surrounding possible Antideficiency Act violations,
Druyun in such an important “acqulsztmn

JAN. 12,2005 10:Q7AM

it wise to leave Ms.
management” post?
Yaur thoughts would be appreciated. A response is requested

by May 12, 1983,

Slncerely,
%‘acré E. Grassley zg‘z-
U.S. Senator

CEG/chm
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THEUNDERSECRETARYOFDEFENSE

WASHINGTON, DC 20307-3000

¢ 8 JUN 133

ACQUISITION .

Honorable Charles E. Grassley
United States Senate
Washington, D.C. 20510-1501

Dear Senator Grassley:

This is in response to your May 5, 1993, letter (o
Secretary Aspin regarding financial mismanagement on the
C-17 contract.

You asked why the 3ectetacy decidad not to punish
Mrs. Darleen Druyun and is leaving her in an important
management post, whereas four other officials were disciplined.
The Secretary and I carefully considered all of the evidence in
this matter and concluded that punishment of Mrs. Druyun was
not appropriate and that she should continue to hold her
present position. M Druyun's involvement with the C~17
contract was limited and did not warrant action similar to that
taken with regard to the other officials.

You may be assured that we would not retain Mrs. Druyun in

her present position if we felt it would jeopardize the
integrity of defense acquisition.

) sinc |
A

! i’ohn M. Deutch

J
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

070 20 o
The Honorable John McCain

United States Senate
Washington, DC 20510-0302

Dear Senator McCain:

This 1s in further response o your letters of Aprl 25,2002, to the Secretary of Defense '
and this office that expressed congern regarding the lack of information made available to you
congerning possible leases of aircraft from the Boeing Corporation. In particular, you questioned
the Air Force denial of your request for “the name of the outside investment entity-that provided
advice and analysis on leasing arrangements, including the lease the Air Force isnow pursuing
with Boeing,” Your question to the Air Force on the matter--""Who are the Wall Street experts
which provided advice to SAF/AQ |Assistant Secretary of the Air Force {Acquisition)] on
aircraft leasing7”--received the following response dated April 18,2002: “"SAF/AQ cannot
provide an answer to this question without violating the analysts’ and their firms’ specific
requests for confidentiality.”

In response 1 your concerns, we requested the Inspector General (IG) of the Air Force to
conduct an investigation into allegations that Ms, Darleen A, Druyun, Principal Deputy Assistant
Secretary of the Air Force (Acquisition and Management), and others improperly withheld
information from you regarding the identity of an outside entity that provided advice on tanker
leasing artangements. Our preliminary review of the matter suggested that Ms. Druyun's terse
response to you, even if factually accurate, was at best extremely poorjudgment. Subsequently.
we advised the Air Force 1G that we uncovered information suggesting that M3, Druyun’s
response may have been inaccurate or misleading.’

The Air Force G recently completed his investigation into the matter and did not
substantiate wrongdoing on the part of Ms. Druyun or others. Based on sworn testimony from
eight witnesses and relevant documentation, the Air Foree G determined that Ms. Druyun
penuinely believed that she had an obligation to protect the identities of the "Wall Street experts”
who provided advice to the Air Force. Her views were based on the assumption that the
identities of the sources should be treated as “source selection sensitive™ and, therefore,
subjected to release restrictions imposed by the Federal Acquisition Regulation and Section 423
of Title 41, United States Code, “Restrigtions on disclosing and obtaining contractor bid or
proposal information or source selection information.”

' My initial response o you of May 3, 2002, advised that, prior i May 1, 2002, the Air Force had no written
contractual relationship with an outside investment entity to provide afreraft keusing advice und hod obluined aircraft
leasing advisory services fixm Babcock & Brown LP beginning May 1,2002, via subcontract with Anteon
Corporation,a prime Air Force consplling contractor, We had found no indication of a confidentiality agreement
between (he Air Force and Anteen or Babcock & Brown LP,

TS 00802177 8



I continue to believe that Ms. Druyun’s response to you should have been more
forthcoming. On the other hand, I have no reason to question the Air Force IG’s determination
that the allegation that “Ms. Druyun abused her authority by wrongfully refusing to disclose to
Senator John MeCain the identities of nongovernmental entities that provided mvestment advice
and analysis to the Air Force concerning leasing of tanker and special airlift mission aircraft”
was not substantiated, Tn view of Ms, Druyun’s retirement from the Federal service effective
November 15,2002, we find insufficient basis to pursue the matter further, Nevertheless, your
insistence on accountability in this situation has reemphasized the requirement to provide
accurate, responsive information to Members of Congress, as reflected in Deputy Secretary
Wolfowitz" letter to you of July 15,2002

Because information in this letter may be exenpt from public release under the Freedom
of Information Act (FOIA), the letter is designated “FOR OFFICIAL USE ONLY.” Please refer
any requests for this letter to the FOIA/Privacy Act Office, Office of Administration and
Information Management, Office of the Inspector General of the Department of Defense, 400
Army Navy Drive, Arlington, Virginia 22202-4704.

@ —Please contact me or Mr. John R. Cranc, Director, Dlfice of Congressional Liaison, at
(

if we may be of further j&sistancc.

Sincerely,

J——

\@h E. Schmitz
ce: The Honorable Carl Levin

Chairman, Committee on Armed Services
United States Senate

The Honorable lohn Warner
Ranking Minority Member Committee on Armed Services
United States Senate

SRRl
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THE UNDER SECRETARY OF DEFENSE

3010 DEFENSE PENTAGON
WASHINGTON. DC 20301-3010 arar e

INFO MEMO

ACQUISITION,
ATNE[? ngll_gT?gS M 1 4 m
TO: SECRETARY OF DEFENSE

FROM: ACTING UNDER SECRETARY OF DEF &L)
SUBJECT: Boeing and Diuyun

Reference the attached snowflake at (TAB Aj. here are the steps [ have
taken to address all of our concerns in this matter:

o On November 19,2004, I tasked the Military Departments, Missile Defense
Agency, and the Special Operations Command fo perform self-assessments
of their acquisition organization and process. The Defense Science Board
Task Force I established 1s reviewing their assessments and their
acquisition management structures. The Task Force will brief e on
February 2,2005.

» At my direction on December 13,2004, a multi-service/agency teamn led by
the Deputy Director, Defense Contract Management Agency began
reviewing contract actions involving Darlene Druyun. Their findings will
also be briefed to me on February 2™,

0 On December 16,2004, 1 sent a letier to Harry Stonecipher, Boeing CEQO,
asking him to examine his own practices. | specifically asked him to
examine Mr. Sears' role in Boeing's business with the Departinent. His
December 21,2004, reply states he is currently reviewing Mr. Sears' role
and will share the results with us this month.

o Today, [ sent a memorandunt to the ASN (RD&A) asking him to conduct a
review of the F/A-18 program, in which Mr. Sears was also involved. 1
also have asked the Inspector General (1G) o look into the dealings of Ms.
Druyun's husband. I understand that the 1G is also assisting the Justice
Department on issues associated with the Druyun/Sears convictions.

0 1 will continue to coordinate with the General Counsel and the [G as these
reviews proceed and report back to you on the findings,

COORDINATION: None

)

Prepared By: Nancy Dowling/DPAP/PAIC/

cc: DSD, GC, IG

11-L-0559/03D/21720 0sD 01028-05
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November 30,2004

TO: Joe Schmitz
Mike Wynne
Jim Haynes

FROM: Donald Rumsfeld f,\
SUBJECT: Boeing and Druyun

As I indicated at the staff meeting today, 1 believe that not only should we look at
other activities that Darlene Druyun, who pled guilty, was involved in, but we
should also locok at other activities that the Boeing person who pled guilty was

involved in.

We have a responsibility to look out for the taxpayers’ money. Given the fact that
each of them bave confessed that they committed ¢rimes, we have a responsibility
to see if they committed other crimes. We know they are confessed criminals,
Therefore, we ought to check and see if they committed some crimes relating to

other activities of the Department of Defense for which they have not been

charged.

Thanks.

DHR:dh
113004-23

Please respond by | { |3 LDS'

11-L-0559/08D/21722 0SD 01028-05
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TAB A ff/w[zq

- October 29, 2004

TO: Gen Dick Myers 8 5 7

I3 pellm pn-
Toe o T e,
Ny

FROM: Donald Rumsfeld
SUBJECT: Iruq’s Borders

Do you feel we've got o decent plan from Cascy on how to deal with the borders

of Iraq? ldon’t. What do you propose?

Thanks,

DHR.:ss
102504-15

Pleaserespondby 11 ]14 I DY
1

Tab A

reer
11-L-0559/0SD/21723 0SD 04101-05



Duembgr 8,2004

r A

Pri UsD (c)
TO: VADM-Hri Stavridis

FROM  Donald Rumsfeld ¢’

SUBJECT Cost for a Soldier

Please see if you can find someone to do the calculation as to what it costs 1o
organize, - -zin and equip an American soldier W serve in Afghanistan. And then
figure out how many Afghan suldiers we could recruit, irain, equip and deploy for

the price of one US soldier.
Then do the same calculation Tor Iraq.

Thanks.

DHi:dh
1208047

Please respond by

11-L-0559/0SD/21724 gsp nli16-05
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UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON
WASHINGTON. DC 20301-1100

‘‘‘‘‘‘‘

- INFO MEMO
COMFTROLLER January 14, 2005, 6:30 PM

FOR: SECRETARY OF DEFENSE
DEPUTY SECRETARY OF DEFENSE

FROM: Tina W. JOW

SUBIJECT: Cost for a Soldier

o We culculated what it costs to organize. train and equip an American soldier to serve
in Afghanistan or Irag. We also estimated how many Afghan or Iraqi soldiers could
be recruited, trained, equipped and deployed for the price of one U.S. soldier. These
costs are summarized in the following table:

u.s. Afghan Iraqi
Cost to recruit, train, equitp. and deploy an  $107.000 $1.800 $6.500
individual soldier
Number of soldiers for the price of one i 54 15

U.S.soldier

e While determining the answer to your questions, we also calculated the sustainment
costs of these soldiers once they have been deployed. These costs are summarized in
the following table:

u.s. Afghan Iraqi

Projected annual sustainment casts for an $79.000 $10,700 $38.900
individual soldier

COORDINATION: None.

CcC.

J-8

Prepared By: John Evans, o

11-L-0559/0SD/21726 psD 01116-05



December 8, 2004

i

pr vsD (c)
TO: VADMHI Stavridis

FROM:  Donald Rumsfeld 7’

SUBJECT Cost for a Soldier

Please see if you can find someone to do the calculation as to what it costs to
organize, train and equip an American soldier to serve in Afphanistan. And then
figure out how many Afghan soldiers we could recruit, train, equip and deploy for
the price of one US soldier.

Then do the same calculation for Irag
Thanks.
DHR.dh
1208047
Please respond by
OUj /ofos—
=EPrer

11-L-0559/0SD/21727 gSD D1i16-05



o | ]

o Mol';’gly US Soldier Cost approx $54,000 "
o US monthly cost per ANA soldier is approx $44, 500 | s0%

* Iraq —
o Monthly US Soldier Cost approx $30,500
o US monthly cost per Iragi Security Force $16,700

11-L-05659/0S8D/21728 T
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TABA SorrF TN 07 REANGE

Septembpg (IS 208 [ L: 45

TO: Gen. Dick Mers 8 5.7

CcC. Paul Wolfowitz
Doug Feith
Tina Jonas
Ken Krieg

FROM: Donald Rumsfeld m

SUBJECT: ‘Rulesof Thumb” for Security Costs in Afghanistan and Iraq
AN/ NN

We need some basic “rules of thanb” reflecting cur costs for security in Iraq and
Afghanistan. A few idcas might inclde:

o Cost per soldier per month / year
o Total Cost per math / year

T'msure there are other good metrics, | think it would be helpful to have these in
our heads as we look at trade-ofs with reggard 0 U.S. and local forees as well as
our longer range planning in both countries,

Thanks.

DHR:sa
001 504-3

Please respond by 2D Sep o¢

O - TabA ~
11-L-0559/0SD/21729 W @
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF e DECE O A
o I T S T T
WASHINGTON, D.C. 20515-0000
INFO MEMO CH~213L-0f ror A ~u gy
25 o::ob@%ow-" SRR

FOR SECRETARY CF DEFENSE l

FROM: General Richurd B, Myezs, CICSFAM ﬂéf
SUBJECT: *Rulesvf Thumb” for Security Costs in Afghanistan and Traq

e Issie. “We need some basic ‘rules of thunb reflecting our costs for security in
Iraq and Afghanistan. A fewideas might include: Costper soldierper
monthy/year, Ttal Cost per month/year. . .it would be helpful to have thesein our
heads as we ook at trade-ofTs with regard to US and local forces as well as our
longerrange planning in both countries.” (TABA)

o Conclusion. Monthly per US Service member cost for Qperation [RAQI
FREEDOM (OIF) is $30.5K; annual per Service member cost 1s $363.9K, Tzl
US cost per manth for OIF is 34.28; anmwaltotal cost is $50.5B. Monthly per US
Servicemenbar cost for Operation ENDURING FREEDOM (OEF) is $53.7K,
armually $644.6K. Monthly total US costs for OEF is $752M, annually $9.0B,
Only operational and recurring costs (TAB B) are included in these figres,
Differing force packages, operational concepts, legistics networks and other cost
elements for OIF and OEF result in higher costs in Afghanistan.

o Discussion. Youmsk be careful when using these figures o estimate savings
from future force reductions. The cost avoidance will be less than the per Service
member cost. A drawdown plan is required to compute cost avoidance. The
drawdown strategy would describe how much of the support structureremains in
place as ground combat elements redeploy. Since the more costly support will
likely drawdown more slowly thanthe ground combat elements, costs will not go
down at the per Service member rate descnibed above, In addition, the per Service
merrbetr cost avoidance must be offset by the costs of a prolonged US sustairment
of the Afghan National A my (ANA). Another rule of thumnb for the security costs
is the FY 2005 US coststo build the Tragi secunty force and the ANA, The US
cost per [raqt security force member is $16.7K and per ANA soldier is $44 5K,
The US costs for Iragare Jowexr because the Iraqi governiment offsets costs for

Lragi security.
COORDINATION: TABC

Attachnments:
As stated

Prepared By: Vice Admiral R. F. Willard, USN; Director J-8;[P©_____] .
11-L-0559/0SD/21730 0SD 16953 -0 N
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TABB

Operational and Recurring Costs

o The costs per US Service member in support of Operation ENDURING FREEDOM
(OEF) are calculated by using the bum rate; that is, the average of the monthly costs
per contingency operation. The burn rate costs are the recurring, operational
(incremental) costs that Services and agencies report through the Defense Finance and

. Accounting System to Congress.

e These costs include both direct and indirect costs for OEF.

9]

Direct Service costs include full pay and allowances for Gead and Reserve,
incremental pay for active duty personnel (allowances such as imminent danger
pay and family separatienpay), personnel support, operations support,
transportation and military construction.

Other direct costs include depot maintenance, National Geospatial-Intelligence
Agency operations, Defense Intelligence Agency operations, other intelligence and
the Defense Health Program.

Indirect costs in support of OEF include costs for USCENTCOM Headquarters in
Qatar, military overstrength, military constructionin Southwest Asia external to
lraqg and Afghanistan, the military tribunal and defense health care costs for
military personnel In Southwest Asia, external to Iraq and Afghanistan. Since
these costs are contingencyrelated and must be reported as a contingency cost,
they are shown as a cost against the first contingency in the Global War on
Terrorism, OEF',

o The costs per US Service member in supportof Operation TRAQT FREEDOM reflect
only direct costs incurred for [raq.

11-L-0559/08D/21731
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UNCLASSIFIED

TAB C

COORDINATION PAGE

USDC MS. TINA JONAS 9/28/2004
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TAB A

3:25PM
TO: Gen. Dick Myers

ccC: Paul Wolfowitz
FROM: Donald Rumsfeld ?\
DATE: January 5,2004
SUBIECT: Kuwait

Apparently everything is going to be going in and out of the same port in Kuwait.

Have you folks looked at using an alternative to spread it around a little bit?

Thanks,

DHR/azn
10504.12

\/i1/e4
Please respond by: %—
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CHAIRMANOF THE JOINT CHIEFS OF STAFF NN AR

WASHINGTON, D.C. 20018-9999
CM-1478-04
INFO MEMO 22 January 2004
FOR: SECRETARY OF DEFENSE
JIM 2
FROM: General Richard B. Myers, CICY

SUBJECT: Kuwait

*  Question. “Apparently everything is going to be going in and out of the same port in
Kuwait. Have you folks looked at using an alternative to spread it around a little bit?”
{TAB A}

e« Answer. USCENTCOM and USTRANSCOM analvzed all feasible air and seaports as
debarkation and embarkation options. Kuwait City International Airport and the seaport
at Ash Shuaybah, Kuwatt, best support movement requirements in Operation IRAQI
FREEDOM 2 (OIF 2). Kuwait Naval Base will be utilized to offload amphibious
shipping and ammunition. Umm Qasr, Iraq, is currently being utilized for limited
container offload operations to relieve the strain on Ash Shuaybah.

* Analysis. For OIF 2, USCENTCOM reviewed the possibility of moevement by air and
ground lines of communication throngh Saudi Arabia. Jordan and Turkey. The
requirement for timety approval from these countries and political considerations
precluded most options. In addition. the reception, staging and onward integration
(RSOM) required 1n theater at multiple sites would further complicate an orderly and
timely rotation of forces. These factors precluded USCENTCOM from choosing several
other primary ports.

o Additional actions to relieve ar and seaport strain during OIF 2 include utilizing C-17
atrcraft for intra-theater movement of personnel from lraq to Turkey. Onward movement
to destinationwill be accomplishedby contracted commercial airlift from Incirlik Air
Base. Finally, units reguiring minimal integration training prior to deployment into the
theater (decreased RSOI) such as | Marine Expeditionary Force ( Forward) and 82nd
Airborne Division will be transported directiy into Trag on inter-theater airlift,

COORDINATION: TAB B

Attachments:
As stated

capy to
DepSecDef

Prepared By: ¥V ADM Gordon Holder, USN: Director, I-4:|( )
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TO:

cC:

FROM:

DATE:

TAB A

Gen. Dick Myers
Paul Wolfowitz
Donald Rumsteld ?‘

January 5,2004

SUBJECT: Kuwait

3:25PM

Apparently everything is going ta he going in and out of the same port in Kuwait.

Have you folks looked at using an alternative to spread it around a little bit?

Thanks.

DHR/azn
10504.12

11/
Please respond by: M-

T 3
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TAB B

COORDINATION PAGE
USCENTCOM MG Mortensen, USA 12January 2004
USTRANSCOM Col Richtsmeier, USMC 12January 2004

11-L-0559/0SD/21736 Tab B



January 13, 2005

TO: Paul Wolfowitz

FROM: Donald Rumsfekd W\—

SUBJECT: Information to McCain

Senator McCain told the Vice President he seni three Jetters to us complaining to
somebody 1n the Department that we are sending him too much material —things

he does not need. The VP said McCain said, “T don’t need testimony that [ heard

A28

when [ was sitting in the Commitiee.”

One day we are not sending enough; now we're sending too much. McCain said
he did not trust the Air Force, so the OSD General Counsel’s office started
handling it. Then McCain said he didn’ttrust them, so we had the Inspector

General handle it, and it is that office that currently handles it.

Someone needs to speak to the IG's office and see if they can separate information
McCain thinks he does not need or want. I'm reluctant to not send him anything,
because he could say we are not sending him everything. It is a difficult problem.
Muaybe we try to separate things we think he would waunt from things we think he
may not want, but continue to send him everything. .

w
A
&
7
<o
b’\

Thanks.

DHR:s
011105-3

Please respond by J}I i ! 0 S/

hO 1>0 1

RS
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TELEFmOnE 1OR HEARIRG lafahER

October 22,2004 ' 1209} 12427123

(01} M2-5170

Y 1 A

The Honorable Joseph E. Schmitz
Inspector General

Depertreert: of Defense

400 Army Nesay Drive

Arlington, VA 22202-47¢4

Re:  Production of Tanker-Refated Documents Requested by Congress
Dear Vr. Schmitz:

1t was a pleasure raeeting with you and your colleagues on Friday, October8, 2004, As|
indicated during our meeting, I have been conpcermned about the Defense Department and the Air
Force’s failure to produce documents responsive to congressional requests related o the tanker
matier, most recently the mail between Secretary Rache and OMB senior official Robin
Cleveland. Accordingly, [ welcome office’s involvement in helping assure theintegrity of
the Defense Department and the Air E;rce’s production of all responsive docurnents. With this
letter, ! highlight sameissues that we discussed during our meeting,

First, in my view, your office’sinvolvementin this effort does not relieve the Defense
Department or the Air Force of their obligation to produce all responsive document s fully and
completely. In other words, notwithstanding your office’s welcomed involvement in the Defense
Department and the Air Force’s production of doamernts, if it is discovered that any more
responsiye coouments arc improperly withheld, I expect that whatever recourse needs to be taken
will be directed at the Defense Department and/or the Air Force (and thoge officials within them
responsible for not producing these docuvents) . On Friday, October 1, 2004, my staff conveyed
my view in this regard o0 John Sullivan, the Deputy General Counsel to the Defense Department.

Second, T understand that you are obtaining fiom the Defense Department an the Air
Force certifications as to the completeness of their production of documents as t0 €ach request-

e O A GGl 0 iy
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category. When your office completes its production of all document s responsive to each of
these cate<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>