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December 31, 2004 -

TO: President George W, Bush

FROM:  Donald Rumsfeld 'IZ I A...———-f’, '

SUBJECT: Article by Victor Davis Hanson

b\

Mr. President, -

Attached is an article I hesitated to send to you, but when we talked on the phone s
yesterday, this subject came up. Fortunately, there are thoughtﬁxl folks who agree

with what we are doing and are willing to put it down on paper with some |

historical context. '

I believe you read some of Victor Davis Hanson’s books.

Happy New Year.

Respectfully,

Anach. .
12/23/04 National Rgview article by Victor Davis Hanson
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Victor Davis Hanson on Donald Rumsfeld on National Review Online Page 1 of 6
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Leave Rumsfeld Be
He i not to blame for our difficulties.

The Washington Post recently warned that doctors are urging

interested parties of all types to get their flu shois before the
“scarce” vaccine is thrown out. But how is such a surfeil possible

when owr national media scared us ta death just a few months ago

with the specter of a nationsl flu epidemic, corporate
malfeasance, and Bush laxity? That perfect storm of

incorppetence &nd skullduggery purportedly combined to leave us

vulnersble 10 mass viral atiack. So how can the Poss now
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characterize something as “scarce™ that is soon to be discarded -' E——T

for a want of takers? Was there too much or too litde vaccine? The ietes: The wors of Uw
Lewve Rumsfeld BS  of mistors. Rend
The answer, of course, is the usual media-inspired flight from 1223 Nrtest,
reason that overwhelms thus country at various times — hype CragkedIoons 1217 Buy K theougl
playing on our fears and groupthink to create » sudden story Timex? I
when there really is none. And now with the renewed auack on %XI.O.QM e
Donald Rumafeld we are back 10 more of the flu-shol hystenia -
that has been 50 common in this war, Remember the pseudo- %;‘.gml_s&ismw
crises of the past four years — the quagmire in week three in >
Afghanistan or the sandstorm bog-down in Iraq? Previous Articies
Let us not forget either all the Orwellian logic: Clinton's pas!
deleterious military slashes that nevertheless explained the
" present win in Afghanistan, or his former appcasement of bin
Laden that now accounts for the successful doctrine of fighting ~ R —
terror. Or recall the harebrained schemes we should have adopted | 7 ‘
— the uninvited automatic airlifting of an entire division inio the )
high peaks of Islamic, nuctear Pakistan (o cut off the tribal {-’ﬂ‘!itﬂ : ?3;::,-

fugitives from Tora Bora? Or have we put out of our memories 1277 12:57 gar.

A3E-3
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Victor Davis Hanson on Donald Rumsfeld on National Review Ogline

the brilliant trial batloons of a Taliban coalition government and

the all Islamic post-Taliban occupation forces? Wi“' B i

. ‘ 1223 12:33 pan.
So it is with the latest feeding-frenzy over Donald Rumsfeid. His Novak, The Power
recent spus-of-the-moment — but historically piausible — . of Chrittmas
remarks to the effect that one poes to war with the army one has 1223 WAd g
rathey than the army one wishes for angered even conservatives. Woodlief: My

The demands for his head are to be laughed off from an unserious
Maureen Dowd — ranting on spec about the shadowy neocon
triad of Wolfowitz, Feith, and Perle — but taken seriously from a

see what Japan and Germany were doing in the late 1930s. Under
the present logic of retrospective perfection, both had years to
ensure our boys adequate planes and tanks — and thus should
have resigned when the death toll of tankers and pilots soared.

Even by 1945 both the Germnans and the Russians still had better
armor than the Americans, In the first months of Korea, our early

Christmag Story
1223 1139 ane

Page 2 of 6

livid Bilt Kristol or Trent Lott. Rumsfeld is, of course, a blunt é:?}y m
and proud man, and thus can say things off the cuff thatin’ Chrisymas 12/2:
studied retrospect seem strikingly callous rather than forthright. 11:09 a.m.

- No doubt he has chewed out officers who deserved better. And Levin: RE: Mark
perhaps his quip to the scripted, not-so-impromptu question was B, Lsyin, A Grest
not his best moment. But his resignation would be a grave wiﬁ
mistake for this country at war, for a variety of reasons. Wrdl am
First, according to reports, the unit in question had 784 of its 804 m%
vehicles up-armored. Humvecs are transportation and support 10:33 am.
assets that traditionally have never been 5o protected. That the St
fluid lines in Iraq are different not just from those in World War 13239:57 0.1,
1T or Korea, but even Vietnam, Guif War I, Mosad:shu. and
Afghanistan became clear only over months. Yet it also in fact Q@M | Brawl
explaing why we arc seeing 80 1o 90 percent of these neo-Jeeps 12723954 am.
already retrofitied. In an army replete with Bradieys and « Thew Al
Abramses, 10 one could have known before Irag that Hummers l‘;,”m"“: ril oyl
would need to become armored vehicles as well. Nevertheless all 9:51 am.
of them will be in a fleet of many thousands in less than 18 " Dashem: Al
months. Would that World War T Sherman tanks after three Secure ot
years in the ficld had enough armor to stop a sigle Panzerfaust: Christmas 1223
At war's end German teenagers with cheap prolo-RPGs were snll g5 am, THEHGST T8
incinerating Americans in their "Ronson Lighters." Cowmpbe]l; What NEME IN N

Child Is This?

Second, being unprepared in war is, tragically, nothing new. It 1275 9:42 s .
now scems near criminal that Americans fought in North Africa Gioldberg: Down
with medium Stuart tanks, whose 37-millimeter cannons ("pea- With the French!
shooters” or "squirre}l guns”) and thin skins ensured the deaths of 12123 38 am.
hundreds of Gls. Climbing into Devasrator torpedo bombers was Tamny: The
tantamount to a deatb sentence in 1942; when fufly armed and S"’“‘!!"E"‘;
flown into a headwind, these airborne relics were lucky to make QM?”‘ A
100 knots -— pot quite as bad as sending fabric Brewster

 Buffaloes up against Zeros. Yet FDR and George Marshall, both Looking
responsnble for U.S.- military preparedness; had plenty of time to fora ‘;:"'_f

A3~ ‘1
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squadrons of F-80s were no match for superior Mig-13s. Early-
model M-16 rifles jammed with tragic frequency in Vietnam. The
point is not to excuse the military naiveté and ill-preparedness
that unnecessarily take lives, but to accept that the onslanght of
war is sometimes unforeseen and its unfolding course persistently
unpredictable. Ask the Israelis about the opening days of the
Yom Kippur War, when their armor was devastated by hand-held
Soviet-made anti-tank guns and their vaunted Amencan-supplied
air force almost neutralized by SAMa — laxity on the pan of
then perhaps the world's best military a mere six years afier a
previous run-in with Soviet-anmed Arab enemies.

Third, the demand for Rumsfeld's scalp is also predicsied on
supposedly 0o few troops in the theater. But here too the picmure
iz far more complicated. Victnant was no more secure with
530,000 American soldiers in 1968 than it was with 24,000 in
1972. How troopa arc used, rather than their sheer numbers, is the
key to the proper force deployment — explaining why Alexander
the Great could take a Persian empire of 2 million square miles
with an army less than 530,000, while eatliee Xerzes wnth 500,000
on land and se¢a could not subdue tiny Greece, one-forneth of
Persia's size.

Offenaive action, not troop numbers alone, creates detesrence; CORSErL
mere patrolling and garrison duty wiil always creste ap insatiable . ' £-Shifs & §
demand for ever roore meo and an enormously visible American
military bureaucracy — and a perermisi [reqi dependency on
someone elsc o protect the nascenl dernocracy. Thus if the
argument can be made that Rumsfeld was responsible for cither
disbanding the Iraqi army or the April stand-down from Fallujah TP
— the latter being the worst American military decision since VIVE b5 R
Mogadishu — then ke deserves our blame. Bat 5o far, from what RENQL

we know, the near-fatal decision to puli-back from Fallujab was LIt

made from either above Rumsfeld (¢.g., the election-cve While i

Housc) or below him (Paul Bremmer and the Iragi provisional

governmernit).

In truth, the real Uoop problem transcends Iraq. Ous shorages are
caused by a military that was slashed after the Cold War and stil)
baan’t properly recouped to meet the global demands of the war
againgt Islamic fascisim — resulting in rotation nightmares,
Nstional Guard emergenciecs, and stop-order controversies, The
amazing victories in Afghanistan &od Iraq not only sef up
unrealistic expectations about the case of implementing posi-
bellum democracy among tribal [slamic societes, but also
allowed the public, the Congress, and the president not to
mobilize 10 confront the strategic challenges facing the United
States that now pose a more serious threat than did the 1980s
Soviet Union.

We are left with an unhinged nuclear dictstorship in North Korea
A33~%
http://www.nationalreview . com/hanson/hanson2004 12230821 .asp 12/23/2004 :
.
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threatening an increasingly eppeasing and pacifistic South.
Taiwan could be swallowed up in days or destroyed in hours by a
bullying, resource-hungry China staking out a new co-prosperity
sphere in the Pacific, onc every bit as ambitious as imperial
Japan'’s. Iran's nukes will soon be able to hit a triangulsting
Europe, and Islamists seek our destruction at home while we
implement liberal governments in Iraq and Afghanistan,

All this peril came on us suddenly and withous warning ~— at a
time of recession and following the vast arms cuts of the 1990s, a
trillion in lost commerce and outright damage from 9/11, oil
spikes, huge trade deficits, increased entitlements, and tax cuts, If
Mr. Rumsfeid is responsible for all that, perhaps then we can ask
him to step aside as culpable for our present absence of enough
soldiers in the U.S. military.

In reality, he has carcfully allotted troops in Iraq because he has
few to spare elsewhere ~— and all for reasons beyond his control.
If Senator Lot or kindred pundits first show us exactly where the
money is 1o come from to enlarge the military (tax hikes, cuts in
new Medicare entitlements, or budgetary freezes?), and, second,
that Mr, Rumsfeld opposes expanding our defense budget —
"No, President Bush, 1 don't need any more money, since the
Clinton formula was about right for our present responsibilities”
— then he should be held responsibie. So far that has not B .
happened. :m!r rnzn i F
Fousth, we hear of purportedly misplaced allocations of ’ e
resources. Thus inadequate Humvees ace now the focus of our
slurs — our boys die while we are wasting money on pie-in-the-
sky ABMs, But next month the writs may be about our current
obsession with tactical minutiae — if Iran shoots off a test
missile with a simultaneous announcement of nuctear acquisition.
So then expect, "Why did Rumsfeld rush to spend billions on

' Humvee armor, when millions of Americans were left vulnerable
to Iran's nukes without 8 viabie ABM system come to fuli
completion?™

Fifth, have we forgotten what Mr, Rumsfeld did right? Not just
plenty, but pleaty of things that almost anyone ¢lse would not
have done. Does anyone think the now-defunct Crusader artillery
platform would have saved lives in Iraq or helped to lower our
profile in the streets of Baghdad? How did it happen that our
forces in frag are the first army in our history to wear practicable
body armor? And why are over 95 percent of our wounded
suddenly surviving — at miraculous rates that far exceeded even
those in the Srst Guif War? If the secretary of Defense is to be
blamed for renegade roguery at Abu Ghraib or delays in up-
anming Humvees, is he 1o be praised for the system of getting a
mangled Marine to Walter Reed in 36 hours?

Arg-6
hitp://www.pationalreview.com/hanson/hanson2004 12230821.asp 12/23/2004
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And who pushed to re-deploy thousands of troops out of Europe,
and to re-station others in Korea? Or were we 0 keep ossified
bases in perpetuity in the logic of the Cold War while
trianguiating allics grew ever-more appeasing to our enemies and
more gnarly 1o ug, their complacent protectors?

The blame with this war falls not with Donald Rumsfeld. We are
more often the problera — our mercurial mood swings and
demands for instant perfection devoid of historical perspective
about the tragic nature of god-awful war. Our military has waged
two brilliant campaigns in Afghanistan and Iraq. There has been
an even more inspired postwar success in Afghanistan where
elections were held in a couniry deemed a hopeless Dark-Age
selic, A thousand brave Americans gave their lives in cornbat to
ensure that the most wicked sation in the Middle East mighi soon
be the best, and the odds are that those remarkable dead, not the
colummists in New York, will be proven right — no thanks to
post-facto harping from thousands of American academics and
insiders in chorus with that continent of appeasement Europe.

Qut of the ashes of September 11, a workable war exegesis
emerged becanse of students of war like Don Rumsfeld:
Terrorists do not operste alone, but only through the aid of rogue
states; Islamicists hate us for who we are, not the alleged
grievances outlined in successive and always-metamorphosing
loony fatwas; the temper of bin Laden's infomercials hinges only
on how bad he is doing; and multilateraliem is not neeessarily
moral, but often an amoral excuse either to do nothing or to do
bad — ask the U.N. that watched Rwanda and the Balkans die or
the dozens of profiteering nations who in concert robbed Irag and
enriched Saddam.

Donald Rumsfeld is no Les Aspin or William Cohen, but a rare
sort of secretary of the caliber of George Marshail. 1 wish he
were more medig-savvy and could ape Bill Clinton's lip-biting
and furrewed brow. He should, but, alas, cannot. Nevertheless,
we will regret it immediately if we drive this proud and honest- ) .
speaking visionary out of office, even as his hard work and
insight are bringing us ever closer to victory.

— Victor Duvis Hansen is u military historian and u senior
Jellow at the Hoover [ustitution ar Stanford University. His
website is vigiorkanson.com.
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December 31, 2004

TO:: Gen Pete Pace

CC: Gen Dick Myers

FROM:  Donald Rumsfeld ’PL v o

SUBJECT: Possibilities for the Team' l \ i

I got a call from Antonio Martino, the MOD of Italy. He said he’s got a retired {”I'\‘ |

three star who has been in Iraq, speaks perfect English, who is excellent, and he'd LE'

like to put him on the team. He also has a brigadier general who does not speak

English, but is very good. He is Carabinieri and he’s very good on the mafia

aspect of it, and he thought maybe he should send both of them. Why don’t you

tatk to Gery Luck and see what they think?

I

DHR=
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Please respond by
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DEC 8 1 2004
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TO: Ken Krieg
Ryan Henry

FROM:
SUBJECT: Ed Giambastiani's Views on the QDR

Have you taken into account Ed Giambastiami’s views on the QDR?
Thanks.
Attach.
12/17/04 ADM Giambastiani memo to SecDef re; QDR Issues
DHR'ss

12200441

Please respond by [3[24/o¢

R 22-12-04 08:10 0458
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DEPARTMENT OF DEFENSE w
COMMANDER

U.B. JOINY FORCES COMMARD
1302 BHTSCHER AVENUE SUITE 200
NORFOLI, YA 2385168

17 Deceinber 2004
MEMORANDLIM FOR THE SECRETARY OF DERENSE

Sobject: Quadrennial Defense Review (QDR) lssues

1 appreciate the opportunity to provide you nvy thoughts an key issues for consideraticn
during the upcosing QDR. The following issues gre proposed for stady in the 2005 QDR to
move toward a «coberenity integrated Departmant of Defense.

»+ Integrate T'srtical Aviation Acres DOD

- DoD should integrate tactics| aviation capabilities W eliminate excess capacity.

Integrate Greand Foroes Acros DOD

- DoD should assess oversll ground requirement {Army, USMC, Specist Opezalions) to
deliver 2he proper military capability.

Improve [nteligence, Surveilisnce and Reconnabsaance (JSR) for the Joint Warfighter

- Opemtional commanders require s Umely, adsptive, and responsive onpability.
DoD should deliver a flexible, persistent, and responsive ISR capability that bilances
space-based, theater-based, and organic asseta,

Review Spocial Operations Forces Capabilities and Force Structure

- Call outt 8pecial Operations Forces forve structure sepanately in the QDR whe:r- assessing

w  Service #nd Joint foroe capebilitics

Integrat & Special Operations Forces capabilities with conventional Eoroes in oot
warfighting concepis, plsnning, and joint training.

Develop Specis] Access Program Cencepts fo Inform DODs Acquisition Struiegy

- Special access program concepts are not included within Joiat Opersting Concepts and
thereforse they are not tanslated into an scquisition strategy.

Implementt Galdwater-Nichols Type Reforms far Acquisitien

Formaliza Jointt Processes and Authorities for Oversight and Msnagement of the

Acguiviion of AR Command and Costrol Systenm

'Ihc following subjocts, although more narrow in scope, should also be addressed in QDR 2005:
Charter Jotot Interagency Coordination Gronps (FIACG) at each Combatawt
Commsend. with sdequate manning resources from acress the US Gevernment
- Implemwent an operational JJACG at each regional combetant command with jrteragency

aud Do) agenny personnel to execuse plans in consortamoce with approved policier.

N Inmmladofﬁﬂ‘mhcmﬂulmpmlndﬁlphdvebmmﬂlm)
While we have made progress in this area since my last report 10 the Chairman, we
haven'y. pohe far enotigh,

- IEDg are the “weapans of precise destruction™ that the US and its Atlies will fuce for
decadex to come. We need ¥ “Manhattan Project™ ke program o tackie this tiest,

QDR 2005 should foens on a small numba'cf o8 such as those forwanded above,

Rel)

Admlral U.S. Navy

11-L-0559/0SD/31919
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December 14,2004

TO: Ken Krieg
Ryan Henry

SUBJECT: QDR Items from Paul Wolfowitz

Let's make sure Paul Wolfowitz's QDR items are featured.
Thanks.

Attach.

12/12/04DSD Memo to SecDef re: ODR Issues

DHE ss
121404-11

Please respond by { 1’/ 'VVT/ 0 f

o0sD 00018-05%
o 15-12-04 A10:56 IN

11-L-0559/05D/31920




MEMO TO: Secretary Rumsfeld DATE: December 12, 2004
CC. General Myers

General Pace

Ryan Henry

Ken Krieg

FROM:

Paul Wolfowi{u)

SUBJECT: Request for QDR Issues

Don,

The following are my proposed Top 5 QDR issues, in more or less
priority order:

1.

What capabilities does the Department (and the USG) need to have
for counterinsurgency warfare (as opposed to peacekeeping):

e Focus particularly on: intelligence issues and on building
capacity of indigenous security forces (including funding,
training and language capabilities).

What is the right balance of risks between capabilities needed for
the Global War on Terrorisim and capabilities needed to manage
the emerging military competition in East and South Asia.

What capabilities should should DoD have for homeland security,
particularly to prevent or deal with a catastrophic attack

o Particular emphasis on biological terrorism.
Persistent surveillance 1s taking precision targeting to a new level.

o What capabilities should we have in manned, unmanned and
space systems for persistent surveillance;

11 -L—OS%D/M 921
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+Ore

o What changes are needed in organization, decision processes,
force capabilities, etc. to properly exploit this development.

5. What 15 the right balance of investmentin tac airrelative to other
DoD needs.

2
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DEC 2 8 2004

TO: VADM Jim Stavridis
cen Paa. burie
FROM; Donald Rumsfeld R

SUBJECT: Art Cebrowski

Please draft a note to Art Cebrowski, then return this letter to me and let's talk

about it at Roundtable some morning, how we ought to move forward.

Thanks.

Attach,
12/22/04 Letter from A.K. Cebrowski to SecDef

DHR:se
122704-11

Please respond by 7 / 04t
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Vice Admiral Art Cebrowski, USN (Ret)
Director, Office of Force Transformatinon
Address

ol

Dear Art,

With both regret for your departure and admiration for your
accomplishments, [ accept your request to be relieved of duties as

Director of Force Transformation on 3 1 January 2003.

You can be justifiably proud of all you have done for the
Department and the Nation, and your work to embed the idea of
transformation into the Department’s efforts will endure —

especially your vision of Network-Centric Warfare.

I wish you the very best in the time ahead, and thank you for ajob

well done.

11-L-0559/05D/31924



o
OFFICE OF THE SECRETARY OF DEFENSE w
1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

FORCE TRANSFORMATION
OFFICE

December 22,2004

Dcar Mr. Sccretary,

This letter is to request that T be relieved of my duties as Director, Force
Transformation as of 31 January, 2005.

Working under your dedicated leadership in pursuing the President’s
transformation objectives has been rewarding and professionally satisfying.
However, I must step aside due to personal commitments and health issues.

The Office of Force Transformation is successful for several important
reasons. First, without your personal strong commitment to leadership of
transformation the task would be impossible. Second, we report directly to you
and the Deputy, and you allow us to work outside the normal course in an
organizational arrangement that protects powerful ideas from bureaucratic
tyranny. Finally, we have assembled a small, but talented inter-disciplinaryteam,
both uniformed and civilian. And we have built a virtual tcam of vast dimensions.
While there 1s much to be done, the accomplishmentsof the office arc what we
had hoped from the beginning. For example:

o Transformationis now integral to national strategy and DoD corporate
strategy.

o Network-Centric Wartare has emerged across the Department as the

theory of war for the information-age and well supported by rigorous
analysis.

e The culture is changing. Transformational leadership chairs and
research projects have been established across the wer colleges and
service academies

08D 00054-05
11-L-0559/0SD/31925 '
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e Powerful new concepts arc in prototypc or experimentation, including a
new business model for space, Sense and Respond Logistics, controlling
engagement timelines in urban combat, high speed distributed
capabilities for naval forces, redirected energy for both lethal and non-
lethal applications, and many others.

Qur latest assessment of the TransformationRoadmaps is encouraging. 1
will provide you with an ovcerall stratcgic transformation appraisal soon.

My interest in advancing national sccurity policy and the President’s

transformation agenda is enduring. Thope to be able fo continuc to contribute in
some capacity.

Sincerely,

Qﬂt’ Qi/omlu'

A. K. Cebrowski
Director, Force Transtormation

cc:
Deputy Secretary of Defense

11-L-0559/0SD/31926



THE SECRETARY OF DEFENSE
WASHINGTON

JAN 3 2005

Vice Admiral Art Cebrowski, USN (Ret)

Director, Office of Force Transformation
Room 3A287

1000 Defense Pentagon
Washington, DC 2030 1- 1000

Dear Atrt,

With both regret for your departure and admiration
for your accomplishments, I accept your request to be
relieved of duties as Director of Force Transformation on
January 31,2005.

You canjustifiably be proud of all you have done
for the Department and the Nation. Your work to embed
the idea of transformation into the Department's efforts
will endure - especially your vision of Network-Centric
Warfare.

I wish you the very best in the time ahead. Thank
you for ajob well done.

Sincerely,

0SD 00054-05
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January 3, 2005

TO: Wi¢é President Richard B. Cheney
Dr. CondoleezzaRice
Stephen J. Hadley

FROM: Donald Rumsfeld w

SUBJECT: Strategic Communications Report

We have all been concerned about the absence of a fully-coordinated,
comprehensive U.S. Government strategic communications effort. And we have
all been concerned about the resulting strong opposition to U.S. efforts in the
world. Because of those concerns, some ten months ago I invited Dr. Ed Feulner,
Mr. Joe Dulley and Mr. Lewis Manilow Lo dinner. They had been active in the
U.S. Information Agency's Advisory Board over the past several decades, prior to

its being abolished.

Attached is a private report to me they prepared as a result of that discussion. |

found it interesting.

Aftach.
11/2/04 Private Report to the Secretary ol Defense

DHR:dh
010305-5
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N 76

Private Report to the
Secretary o Defense

Submitted Respectfully by:

Joseph Duffey
Edwin J. Feulner, Jr.
Lewis Manilow

November 2004

11-L-0559/0SD/31929
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Executive Summary

To win the War on Terror, the United States must capture, kill, or deter more
terrorists than our extremist allies can win over to their side. Moreover, it 18 crucial that
we convince a significant number of people to be actively on our side. As such. the
challenge of shaping the opinions and behaviors of foreign publics is @ vital and central
component of the War on Terror. Dozens of stuclics offering prescriptions for the
deficiencics in America’s forcign communication effort have already been produced.
This paper does not seek to add to this cacophony of voices. Rather, we present two
substantial and vital recommendations, which will allow Amecrica to bring to bear the full
force of the greatest communications society in the history of the world to the challenge
of shaping heaits and minds and changing viewpoints in the War on Terror.

It is important to note from rhe start, however, that any attempt at changing the
alliludes and behaviors of foreign publics towards the United States is futile unless it
enjoys the full suppon of the President. Just as the President serves as commander-in-
chicf of the United States military, he must similarly view himself as the lead spokesman
for the United States to the citizens of foreign nations beyond foreign government
leaders. This role must be a priority commitment that is followed through on a day-to-day
basis and 1s an integral component of each of thc Prcsident’s decisions.

In order to communicate with foreign publics in a manner that changes attitudes

and behavior towards America, the Unjted States government should:

1) Establish & Corporation for Forei on Ovinion Analysis

OBJECTIVE: Listen, ask questions, and analyze forcign public opinion

as well as test the effectiveness of various USG messages.

It is stuniling how Jille the U.S povermnent (USG) currently engages in public
opinion polling and how irrelevant much of the rescarch 1t does do is. An effective public
diplomacy effort must monitor how the opinions of various demographic groups are
changing over time and then inform policymakers of these changing sentiments. By

listening to the opiniana of various groups and tailoring our message and - 10 an

11-L-0559/QSD/31930

PAGE

-



NQA/-18+404 14:43 FROM: HERITAGE FOUNDATION 10 |(b)}6) PAGE

appropriate degree - our policies to the information they we giving us, we can truly
engage in a dialogue with the rest of the world.

Winning the War on Terronism will require unprecedented usc of America’s
technology, broadcast, market research, and communicetions resources. To this end, the
Administration should establish a private sector institution similar to RAND charged with
gathering the information required by the USG to advance America’s position in the
communications aspect of the War on Terror.

The mission of this “Corporation for Foreign Opinion Analysis-” (CFOAj will be
Lo use the resources and capabilitics of rhe United Statcs of America to fully engage in &
Jong-term market research effort aimed at better understanding forcign public opinion. Tt
will be tasked with contracting with specialist finms around the world to listen, ask
questions, and analyze foreign public opinion in a manner that is not being done today:. as
well as test the cffectiveness of various USG messages. Crucially, CFOA would only
provide the research product - coordination of message and broad stratcgic decisions
must bc made through the National Security Council, the Departments of State and

Defense, and relevant agencies.

2) Prepare the Government Burcaucracy 1o Apply Information

OBJECTIVE: Provide senior policy makers with immediate input so they
are aware of the effect an impending policy action or statement

will have on foreign public opinion.

Because the USG has so many official messengers, the need to have all of them
singing off the same sheet is cspecially important. CE'OA will provide the data that
allows America to both formulate a coraprehensive communications strategy and
constantly reevaluate and refine the U.S. government‘s message into the future. The USG
must ¢reate @a mechanism by which it can utilize this information cffecuvely.

As such, a new staff position on the National Security Council should be created
and charged with coordinating the U.S. government’s overall communications strategy-
This staff member would be charged with providing senior policy makers with immediate

input based on CF'OA data so that they are aware of the effectan impending policy action
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or statement will have on foreign public opinion. Further. a senior interagency group
should be created that brings the NSC staff member charged with the U.S. government’s
foreign public opinion programs together with the Undcr Secretary of State for Public
Diplomacy, the Under Secretary of Defensc for Policy, representatives of USAID, all
other relevant members of the Executive Branch, and other participants on an ad hoc

basis.

A dialogue between America and the rest of the world must be seen as along-
lerm commitment central to America's vital national interest. The creation of a private
institution, performing government contract work, charged with constantly measuring
forcign public opinion, the effectiveness of America's message, and the impact of
American policy on foreign public opinion would give the USG (he real-time information
necessary for effective communication with the rest of the world, Further, bringing public
diplornacy to the highest level of NSC deliberation will ensure that we communicate our

message more effectively in the future.
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Introduction

Shortly after the American Revolution, John Adams was asked who supported it
and who didn't. He said about a third of the population had supported it; about a third had
opposed it: and about a third was waiting to see who won. In many ways, this is the
situatjion America is faced with today in the court of world opinion — and of particular
ymportance in the Arab and Muslim World. The scorecard in the War on Terror, however.
is not simply one of battles or casualties. The simple (in theory) challenge of the War on
Terror is to capture, kill, or deter more terrorists than our extremist adversaries can win
over to their side. As such, the communications challenge of shaping the opinions and
behaviors of foreign publics is a viral and eentral component of the war.

As thc 9/11 commission bluntly stated, *“I'he small percentage of Muslims whe
are fully committed to Ussma Bin T.adin’s version of Tslam are impervious Lo

persuasion.”’ To win the War on Temor, Amcrica needs a strong policy aimed at
increasing the ranks of our supporters, decreasing the small percentage of Muslims who
are “impervious to persuasion.” and impacling those who, while nor actively supportive
of extremists, have sat on the sidelines dire Lo rescniment of America, Put bluntly,
America needs 1o crbark on a long-term project to improve her standing in the public
opinion of individuals in other nations around the world.

There have been a number of recent studies looking at the problem of public
diplomacy. All have acknowledged a problem exists and there is significant agreement
that there must be reform of the U. S government’s publjc diplomacy infrastructure.” Yer
just as che War on Terror has required a rethinking of many aspects of Amencan foreign
policy, it similarly justifies a strategic reevaluation of our publjc diplomacy cfforts,
Changing forcign public opinion is nor simply a matter of allocaling more resources or
reshuffling bureaucratic boxes. Rather, the U.S. governmentneeds to consider all
available tools of public diplomacy = old and new = and how they can be properly

1argeted at various audiences in order to reach them effcctively.

! National Commission on Terrorist Attacks on the United States, "The 9/1 1 Commission Report,” pg. 375.
? Studies by The Heritage Foundation (including Heritage Backgrounder 1645 as well as a section ip the
2005 Mandaie for Leadership), The Brookings Institution, The American Enterprise Institute. The Council
on Foreign Relations, and the Center for the Study of the Presidensy, along with the U.S, Advisory Group
on Public Diplomacy for the Arab and Mushim World have all come o the same conclusion that there is 8
need to improve Islamic world pereeptions of the United Statcs and that there is inadequate structure o the
U.S. public diplomacy effort.
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This project must be whole-heartedly embarked upon by the Administration not
becausc 1t will play well in the American media or because of a philosophical
commitment to Wilsonian mulilateralisim. Rather, it is a challenge that lies at the very

core of America’s own vital national interest.

I. Wow America Is Viewed Abroad

America’s standing in the rest of the world has taken a beating in recent ycars. In
the Republic of Korea, forexample, 50% of respondents to a poll taken by the Pew
Research Center in May 2003 have anegative view of the United Slates. Thisnegative
view of the U.S., however, is sharply divided based on the respondent’s age: only 30% of
respondents over 50 had a negative view of the U.S. while 7] % of respondents between
the ages of 18 and 29 view America unfavorably.® This stark contrast suggests that older
Koreans are perhaps more cognizant of the North Korean threat — and. therefore, lock
more favorably on the security provided by the United States = than the younger
generation, and that older Koreans remember the shared sacrifices of the United States
and South Korea in the 1950s.

America’s standing is also highly negative in the Arab and Muslim World- A
Zogby Intemational Poll taken in March 2003 finds only 14% of Egyptians, 11% of
Jordanians, 9% of Moroccans, 2% of Saudis. and 11%o0f citizens of the United Arab
Emirates hold a favorable view of the United States.

These numbers are particular)y shocking in light of the fact that in that same
month Zogby found strong similanities between the citizens of the Arab World and
Americans. Arabs, for example, list “Quality of Work,” “Family.” and “Religion” as the
three most important concerns of their personal life; Americans list “Family,” “Quality of
Work,” and “Friends” as their three most important values. “Foreign policy,” seen by
many as an important ¢ause of the strained view many Arabs hold of the United Slates. is
only the eighth mosl important concern for Arabs.

In addition to sharing values on a personal Jevel, Americans and Arabs share corc
political values. 92% of respondents in Turkey, 92% in Lebanon, 53% in Jordan, and

79% in Uzbckistan and Pakistan feel it is important to be able to criticize their

*“Yaterpational Public Concern About North Korea,” The Pew Research Center, AuAgust 22,2003.
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government. There is also strong support among Arabs forhonest elections, a fairjudicial
system. and frecedom of the press.‘ The question these statistics beg is: ""Why, given the
amount we have in common, is the United States seen in such a ncgative Jight in the rest
of the world?" While each of us could come up with a number of answers 10 this question
- some of which might even prove accurate = the best way 10 reverse this troubling trend
of anti-Americanism is to comprehensively study the question and formulate policy based
on accurate, scientific data. Collecting these data is a crucial first step cowards engaging

the rest of the world in a public diplomacy dialogue.

1. Xf It Isn't Measured, Jt Won't Be Improved

It is startling how little the U.S. government currently does by way of public
opinion polling. According to the Council on Foreign Relauons, the U.S. government
only spends $§ million annually on this type of analysis.' Further, much of the research
the U.S government does fails to address important questions. For examplc, The
Washingron Post has reported on a draft veport prepared by the Stare Depariment’s
inspector general on the effectiveness of Radio Sawa, a key organ of the United States

covernment’'s Middle East public diplomacy effort:

The draft reportsaid that while Radio Sawa has bsen promoted as a "heavily
researched broadcasting network.” the research concentrated primarily on
gaining audience share, not on measuring whether Radio Sawa was influencing
its audience. Despile the larger audiences, "itis dilficult o ascertain Radio
Sawa's impact in countering anti-American views and the biased state-run media
of the Arab world" the draft report said.®

Comprehensive research into how foreign audiences feel about America, specific
American policies, and how the United States can best change alliludes and behavior

needs to be conducted.” Doing so would require a significantinerease 10 the miniscule

* Hady Amr. “The Need to Communicate: How To Improve U.S. Public Diplomacy with the Islamie
World," The Brookings Insriturion, January 2004.

* 2004 Report of the Uniled states Advisory Commission on Puhlic Diplomacy, pg. 6.

S Glenn Kessler, "The Rale nf Radio Sawy in Midcast Questioned,” The Washington Post, Qcwober 13,
2004, page A12. The draft report was leaked 10 the Posr “by 2 source who said he feared that the inspector
aeneral’s office was buckling under pressure and would water down the conclusions.™

"8, foreignopinion polling and analysis is fragmented und poorly focused. Senior State Department
managers moved USIA’s Office of Rescarch and Media Reaction out of the publje diplomacy hicrarchy
when the ageacy was folded intothe Department in 1998, Today, it 3ifs inthe Burcau of Intelligenee and
Researcl (INR) where it contributes more to afl-souree intelligence reports thnn 10 strate gic communication
citorts. ‘I'he Broadeasting Board of Governors has contracts with Intermedia, a private firm. which conducts
surveys of audicnce shsre. The Foreign Broadcast Information Service (FBIS) collcets and usscyses print,
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budget public diplomacy research currently receives. This investment is ¢ssential to
building an effective program.

An effective public diplomacy cffort would monitor how the opinions of various
demographic groups arc changing over time and would inform pelicymakers of these
changing sentiments. Public diplomacy experts have long sought to have public
diplomacy present at the “takeoft” as well as the “crash landing” of American policy.
Rather, public diplomacy should be seen as a crucial component of the aircraft itself.

At its best, infomiation gathered by public diplomacy researchers would be
passed along to policymakers in relevant agencies. As aresult, policymakers would be
awarc of the implications of policy decisions and statements on forcign public opinion
and public diplomacy officers would be able to honestly informforeign publics that their
opinions were considered = if not always agreed with —in the formation of Amenican
policy.

Clearly, American officials should be making public policy decisions based on
America’s vital national interest; they should, however, recognize that it is conccivable
the benefits of a policy might in fact be outweighed by the negative impact that policy
has on foreign public opinion. Informing policymakers of how an issue will ‘play”in
foreign public opinion can help them determine whether a seemingly beneficial policy
will unintentionally create more teyrorists than il deters, captures, or kills.

Up-to-date information on foreign publics is not only important for policy makers,
but also for public diplomacy ofticers. With a wide variety of tools at their digposal -
from visas to speeches, advertiscments to interviews, and so forth = information about the
people with whom they are communicating can only help public diplomacy officers in
applying the correct tools to the correct audience at the right time and in the right
proportion. In thjs way, public: diplomacy rescarch ajlows for a dialogue between
America and the rest of the world by sceking feedback from forcign audience. Public

diplomacy is nor just about getting our message out, but. alsolistening to the sentiments

radio, TV, and Intcrnet-based publications, Somc U.S. Embassies, individual mitary commands, and the
C)A also engage in)imited opinion and media rescarch, None of these products are combined and analyzed
in ways [or policymakers 10 use. Many dre available to restricted user sets. Collection takes precedence
over analysis and “jssuc of (he day™ polling often (rumps media coprent and trend asscesments. See the
“Report of the Defense Science Buard Task Force on Swrategic Communication,” Officc of the Under
Scerctary of Defense for Acquisition. Technology. aod Logistics, Washington, DC. September 2004, p. 26-
27.
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of foreigners. By incorporating a serious research component into the overall public
diplomacy effort of the U.S, government, w¢ can truly engage in a dialoguc with the rest

of the world. It is a dialogue that has been ignored for too long.

IT1. A Serious Reevaluation of Public Diplomacy in the War on Terror

The U.S. government might be well-advised to remember the words of MIT
professor Norbert Wiener, who said “I never know what I say until [ hear the response.®
This is certainly not the case for the U.S.government, which consistently fails to attempt
10 research the reasons for anti-Americanism abroad or to use research in fonmulating a
clear communication strategy that cngages foreign audiences in a dialogue. As the
General Accounting Office found in its 2002 analysis of the Statc Department’s public
diplomacy efforts, “State Lacks a Strategy for Public Diplomacy Programs.”® America is
the best in the world at market research — it is a crucial part of domestic politics — but we
are notably uninfoymed about audiences abroad. Changing this situation must be an
immediate priority of the U.S government.

In trving to improve America’s standing in the eyes of the rest of the world
Amencan public diplomacy officers need to understand that public opinion cannol be
chnnged eirher solely on the basis of reason norsolcly on the basis of emotion. Rather. it
requires the foundation of reason 10 persuade pcople and the associated emotional
relevance to motivate their decision-malung and behavior, Further, the bottom line of
public diplomacy ought to be changing the attitudes and behavior of foreign publics. If
the end product of a particular program is only a change in mental state, it is not effective
public diplomacy.

Underlying this change in behaviors is an cxchange process between the ULS,
(includingthe U.S government as well as the private sector) and foreign audicnees. To
be successful, foreign audiences must believe that the ideas advocared by rhe United
States are better than any reasonable alternative = including world views promoted by
their governments, other segments of the population they arc csposed to, and extremists
who can often be quite persuasive. This relationship between the United States and

foreign sudiences can only be cultivated if the United States pursucs a broad strategy that

% U.S. General Accounting Office, “U.S. Public Diplomacy,” September 2003,1g- 13
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identifies what audiences wc are trying to persuade and what tools we have at our
disposal to attempt to influence these audiences as well as how and when these tools
should be utilized.

In order to convince foreign audicnces to support America’s vision of freedom
and prosperity under the rule of 1aw (or. at the very least, oppose exwemist visions of
death and destruction), wc must begin by identifying the different segments that exist
around the world that we are trying to persuadc. That is, a one-size-fits-all public
diplomacy effort is less likely to be successful than one that recognizes that the
arguments that ar¢ successful in the Muslim world might be different from the persuasive
arguments we should highlight in Asia. Further, we might package our message
differently to one religious or ethnic group within a country than we would another
group. The same could be true for different age groups = older Koreans who rcmember
the Korean War. for example, will be persuaded by a different message than their
younger countrymen who only know of the war from distorted history books accounts.

Crucially, this does not mean America should be delivering contradictory
messages to different groups. Not only does delivering false messages or propaganda go
against many of the basic principles our country stands [or,but also 1L would be unwise
from a practical srandpoinr, as audiences worldwide would quickly catch on to any
contradictions. Rather, America should simply recognize that our message should be
dchvered differently to different groups.

To spread our message, the U.S zovernnent should employ all available tools of
public diplomacy. This would include utilizing the President, the Secretary of State, 3nd
other Cabinet officers and senior government officiaJs as well as Americans in the private
sector, including teachers, students, jouinalists, business people, and so forth. These
“public diplomacy ambassadors™ can speak to foreign audiences using a variety of
promotional tools such as advertisements. specches. interviews, lectures, and educational
exchanges. The key is for the U.S governiment to invest in the research necessary to
effectively pair a mcsssge wjth a messenger and a medium.

The U.S. government should also nol be hesitant to use the private sector in doing
research into forcign audiences and their reactions to the United States. As an

Independent Taskforce sponsored by the Council on Forcign Relations noted in 2003:
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The “U.S. private sector leads the world in most of the key strategic areas required for
cffective public diplomacy: technology. film and broadcast, marketing research, and
communications.” Ultimatclp, cffective communication with the rest of the world will
require not only the tools of traditional government-run publjc diplomacy (though these
tools will remain vital), but also the resources and expertise of the American private

sector

IV. Incorporating Research Into the US Government Bureaucracy

A vital part of this new framework for engaging the public opinion aspect of the
War on Terror is making sure that American policy mekers and advocates have the most.
accurate and up-to-date information about foreign audiences available to them ac all
times. Doing so requires two important actions from the Administration that will allow
the U.S.government to bring the best work of the American public and private sectors {0

bear in the fight to shape the attitudes and behavior of foreign publics.

The U.S. Government should creare an indecpendent foreign public opinion institution
At the conclusion of World War 11, the Cammanding General of the Army Air
Force, Hap Arnold, wrote to Secretary of War Henry Stimson:

“During this war the Army. Army Air Forces, and the Navy have made
unprecedented use of scientific and industrial resources. The conclusion is
inescapable that we have not yet established the balance nccessary to
insurc the continuance of teamwork among the mjlitary, other government

agencies, industry, and the universities, Scientific plallnin%gnm be years

in advance of the sciual rescarch and development work.”
Out of this understanding of the importance of tcchnology research and development for
success on the battlefield, representatives of the War Department, the Office of Scientific
Rescarch and Development, and private industcy established Project RAND, the
precursor of today’s RAND Corporation. The Articles of Incosporation hluntly set forth
RAND’S purpose: “To further and promote scientific, educational, and charitable

purposes. al] for the public welfare and security of the United States of America.”

?Peter G.Peterson, etal., “Finding America’s Voice: A Strategy for Reinvigorating U.S, Public Dipicmacy
Toward the Middle East”, The Council on Foreign Relations, 2003.pg. 6.
1 The Rand Corporation. “History and Mission™ (hutp://www.rand.crg/about/biswary/)
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Sinularly, winning the War on Terrorism will require unprecedented nse of
America’s technology, broadcast, market research, and communications resourees. In
order to best utilize those resources it i$ vital to insure the teamwork of the State
Department, Defense Department. other government agencies, universities, and the
private sector. To this end, the Administration should push for the creation of a private
sector institution similar to RAND charged with gathering the infomiation required by
the U. S government to advance America’s position in the ideological aspect of the War
on Terror.

The mission of this “Corporation for Forcign Opinion Analysis* (CFOA) would
be to use the resources and capabilitics of the United States of America to fully engage in
along-term market rescarch effort aimed at better understanding foreign public opinion,
It would be tasked with contracting with specialist firms around the world to listen, ask
question, and ana}yze forcign public opinion in a marner that is simply not done oday.
There are knowledge gaps with regard to issues of anti-American sentiment and this
institution would be tasked with reviewing all existing data plus contracting forany
original research needed to fill remaining knowledge gaps.”

There are anumber of significant advantages to creating this corporation, First,
the corporation’s independence avoids creating bureaucratic fights over what budget the
money lor foreign public opinion research conies from. who controls the focus of the
research, and so forth. Second. CFOA would provide a useful product for consumption
across many areas of government — from the Broadcasting Board of Governors to the
National Security Advisor = and keeping it independent would allow its resources t0 be
used by a wide-may of interests. Finally, it would provide a method for coordinating
different aspects of government engagement with the rest of the world while still
maintaining crucial separation between various entitics. That is, given how vital it is that
public diplomacy be dillerentiated {rom public affairs, public relations, information
warfare, and psyops, creating an independent corporation would allow each to continue 1o

work comp'etely in its own sphere while still having access to research when necessary.

" See the testimony of Keith Reinhard, President of Business for Diplomatic Action, Inc.. before the House
Subcommittee on National Security, Emerging Threats, and International Relations (August 23, 2004) for
an excellent analysis of how America’s communications experuse can be applied to the communication
aspect of the War on Terror
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Create a mechanism for using CFOA

Because rhe U.S. government has so many official messengers, the need to have
all of them singing off the same sheet is especiallyimpoitant. Yet, over recent years,
public diplomacy coordination has deteriorated.'* CFOA will provide the data that allows
America to both formulate a comprehensive communications strategy and constantly
reevaluate and revise thai strategy into the future, The U.S.government mast create a
mechanism by which it can utilize thiginformation effectively.

A vital first step is to make surc that someone is empowered with coordinating all
activities, behaviors, and messages so that they arc aligned with the U.S. government’s
overall communication strategy. The current Under Secretary of State for Public
Diplomacy position is clearly not this empowcred individual as he or she lacks authority
over both budgets and personnel assignments. It is also vital that this individual have the
ability L0 easily get information to the highest Ievels of government,

As such. a new staff position on the National Security Council should be created
and charged with coordinating the U.S.governments overall communications strategy.
This staff member would be charged with receiving information from CFOA and
disseminating it Lo policy makers so that they are aware of the effect a policy action will
have on foreign public opinion. This coordination does not carrently exist. As the 2004
report of the U.S. Advisory Commission on Public Diplomacy states, “Along with the

White Housc and the Department of State, nearly all government agencies engage in

The former U.S. Information Agency had a Director and senior staff that coordinated with other
government agencies, and 3 budget 10 accomplish its mission, even though it declined toward the end of the
Cold War. Morcover, a public diplomacy coordinator position was staffed in the Natienal Sceurity Council
during the Reagan Administration. Since President Clinton issued PDD 68 (Presidential Decision Directive
on Imernational Public Information) April 30, 1999, there has been no Presidential directive en public
diplomacy, The NSC terminated it in 2001 pending a review of U.S. public diplomacy policy, Since then,
the Depurtment of Defense created and abolished the Office of Strategic Influence. The State Depariment
has had two Under Secretaries for Public Diplomacy with large gaps in service, In June 2002, the White
House created the Office ot Global Communicaticns which keeps U.S. officials “on message:”  but does not
direst, coordinate. or evaluate public diplomacy activities. And in September 2002, National Security
Advisor Condoleeza Rice exlablished the Strategic Comununication Policy Conrdinating Committee (0
coordinate inter-agency activities. It reportedly mettwice and has had little impact. A smail inter-agency
working group was created within the State Department Under Secretariat for Public Diplomacy, but lacks
3budget, contracting authority, sufficient communications support, and attention [rum State and other
Cabinet agency leaders. “Report of the Defense Science Board Task Force on Strategic Communication.”
p. 25, 26.
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some public diplomacy efforts. While a few structures Jink federal officials, coordination
often does not extend to embassy practitioners.” "

In order to keep al parts of the government bureaucracy moving towards the
same goal, a senior interagency group (SIG) should be created that brings the NSC staff
member charged with the U.S. government’s foreign public opinion programs together
with the Under Secretary of State for Public Diplomacy, the Under Secretary of Defense
for Policy, representatives of USAID, all other relevant members of the Exccutive
Branch, and other participants on an ad hoc basis, This formal consulting mechanism
would encourage closer cooperation among the various parties involved. Acting on the
infomiation provided by CFOA, this SIG would allow ihe relevant Undcr Secretaries to
implement the government's long-tcrm communications strategy.

The NSC staff member would also be responsible for ensuring that all U.S.
govermment messengers are given the information required To effectively communicate
with their audiences. Something similar to the daily "Talking Points £ramthe Depuartment
of Defense Office of Public Affairs™ or "The Globul Messenger” produced by the White
House Office of Global Coispunications should be disseminated to all U.S. government
messengers as well as informalion that is specitic to particular audiences.™ Thus. 3 U.S.
government public diplomacy officer in the Republic of Korea should be given
instructions as to what jpformation the U.S. government communication strstegy calls for
him or her to communicate to young Korcans, old Koreans, businessman, opinion
makers, and so forth, Once again, it is vital that cach of these segmenls only be given
accurate information fremthe 11.S. government, but the stylc and tone of America's
message must be finc-tuned for various foreign audience segments. Importantly, this fine-

tuning must be based on continuous research.

A Serious Commitment From the President

Regardless of how well-structured the U.S.public diplomacy apparafus is,

however, it will only be effective if changing foreign public opinion is signaled asa

132004 Report of the United States Advisory Commission on Public Diplomacy. pg. 8.

1 Thie effectivencss of these talking points would be drastically improved by comprehznsive audience
research allowing them to cxplain nor only what America wants to say, but how it should be said as well s
what questions audience segmenis around the world arc 1ooking for America to answer, Further. it is
strikipg thu the Staic Departimeat docs not appear to praduce any daily talking points.
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national sccurity priority by the President. Just as the President serves as commander-in-
chief of the United States military, he must similarly view himsclf as the lead spokesman
for the United States to foreign nationals beyond forcign governmental leaders. This
commitment must bc made not only through publjc statements and private consultation
and analysis within the White Housc, but also in the President’s continuing contacts with
Department of State officials, including diplomatic Chiefs of Mission. It must be &
prionty comnitment that is followed through on a day-to-day basis and in each of the
President’s decisions. Foreign public opinion is no less important to Amencan national

security than American public opinion is to an ¢lection.

Conclusion

Whilc one might be understandably skeptical of a proposal for “further study” of
a problem, in the case of ahering foreign belicfs and behavior a short pause to hammer
out a comprehensive strategy is called for. The temptation of many in Washinglon -
including many who have written reports on how 10 revitalize public diplomacy - is to try
and rekindle the glory years of the United States Informarion Agency (USIA) during the
Cold War. While USIA-type programs are important — and should be seen as vital
components of the War on Terrorism — it is far move important for the U.S.government
to fully understand and conceptualize a long-term communications program with the rest
of the world. America needs to do more than broadcast our message to foreign audiences;
we need to listen to their complaints and respond to them appropriately.

The framework laid out in this paper does just that. It starts with an inrense stage
of information gathering where American government officials = with the help of the
privale-scctor — evaluate al of the information currently available and procures whatever
other information is needed to accurately and fully understand foreign public opinion 8t 3
specific point in time. This bascline is then given to policy makers, so prior policy ¢an be
reevaluated and tuture policy evaluated in light of the bencfits America gains and the cost
is may or may not have on forcign public opinion. Further, this information is given to
Ainerican public diplomacy and public affeirs officials - under the guidance of a newly
creaied NSC staff member chairing a SIG = who use this information to craft an cffective,

informed, andflexible communications effort for America.
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Finally, this dialogue between America and the rest of the world — and the
responsive framework cstablished thatincorporates povernment and the private sector =
is seen as a long-term commitment. The creation of a pnivate institution charged with
constantly measuring foreign public opinion, the effectiveness of America’smessage, and
the impact of Amcrican policy on forcign public opinion would give the U.S.government
the real-rime information necessary for effective communication with the rest of the
world.

As John Adams famously observed, “The Revolution was in the minds and hearts
of the people.” For a small, extremist segment of the world population values like
freedom and prosperity are meaningless. Yet the vast majority of pcoplc around the globe
is more interested in securtty tor themselves and their families than war and destruction.
America has a peaceful message and strives to be a force for Freedom and prospenty
around the world. Yet we are doing incredible ham to ourselves by not advocating for
oursclves eftectively. As the 9/11 commission stated: “If the United States does not act
aggrcssively to define itgelf in the Islamic world. the extremists will gladly do the job for
us.”" Richard Holbrooke put it best, “How can a man in a cave out communicate the
world’s lcading communications society’?"m

Americun national security requires that we hamess the wealth of resources we
have available to comn;unicate with the rest of the world. We must speak and listen 10 the

rest of the world clearly, accurately, and effectively. If we do so. we will prevail.

15 National Commission on Terrorist Attacks on the United States. “The 9/11 Commission Report,” PE.
377,

16 Richard Holbrooke,“Get the Message Out"  Washingron Pert, Oct 28, 2001,p- B7
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TO: Gen. John Abizaid

cc: Gen. Dick Myers
Paul Woltowitz

FROM: Donald Rumst‘eld@h‘

SUBJECT: Counterinsurgency

January 2,2004

I read your November 11 memo on elements of successful counterinsurgency.

You are right —it is interesting.
What do you propose?
Thanks.

Attach.
L1I/11/O3CENTCOM memo to SecDef

DHR:Jh
01020422

Please respond by vz oy

11-L-0559/0SD/31945
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ccee . November 11, 2003

MEMORANDUM FOR THE SECRETARY OF DEFENSE FROM GEN
ABIZAID

Mr. Secretary:”’

Counter-Insurgency

Sir, our doctrine states: "Counterinsurgency—those military,

paramilitary, political, economic, psychologicaland civic actions taken by a
governmentto defeat insurgency." (Joint Pub 1-02) Clearly we must

integrate elements of national power in any effort to defeat an insurgency.

Attached is 'Elements of Successful Counterinsurgency” [Low Intensity
Conflict) worthy of your time to digest'

viR
John -

Copy to: CJCS @ % {6.1.
-

\]

4

-

Y—

b

B

NN

ill
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Elements of Successful Counterinsurgency (U)

Counterinsurgency (COIN) practitioners and academic experts on insurgency generally
agree on an interrelated set of prerequisites for a successful counterinsurgency strategy:

Separate the insurgent cadre from the rank and file by addressinglocal grievances

that feed the insurgency. Calculated reforms, such as infrastructure and social service
enhancements and land reform, that address materldl grievances are widely viewed as
effective in undercutting i insur support. for thc government.

Strengthm the rule:of law.

Develop a coordmated mtegrated plan based on an accurate assessment of the

insurgency’s goals, techniques, and strategies. Successful plans blend political, judicial,
administrative, diplomatic, and economic policies with appropriate security and military
measures and clearly delmeate roles and responsibilities.

Uni ﬂm,;

Demonstrate a will to win by devoting adequate resources to the COIN effort, assigning
the best and brightest to work on COIN, and exhibiting a willingness on the part of the
public and government to sacrifice to support the COIN effort.

Enhance political legitimacy and develop a peageful path for pol:ucal resolution
Accomplishing these goals, according to COIN experts, ofter requires open and honest
elections.

Ensure civilian oversight and authority over military operations, Experts insist that
successful COIN campaigns require that political goals take precedence over military
goals if they conflict. An apolitical military, concentrating on the military aspects of the
conflict, and healthy political-military relatlonshlp are regl_nred

Control troop behavior a.nd@repawcr, : imi

firepower drive the population into backing the insurgency, Precise eontxol of firepower
and troops to prevent damage and injury to the civilian population will minimize
inadvertently feeding the insurgency.

Employ sound COIN tactics. An insurgency relying on low-level guerrilla tactics is best
confronted, according to COIN experts, by employing unconventional strategies and
tactics that emphasize small-unit operations, sustained and aggressive patrolling, and
rapid- reaclion forces

Employ integrated psychological operations that are tailored to domestic, insurgent, and
mternatlonal audlences

free up regu%al forces and increase secuisity for local, oﬁmals au;l a govemm: _presence.
Eliminate the insurgents’ foreign support. Through diplomacy, international information
operations, and possibly military action, deny the insurgents foreign sanctuary and
material assistance.

11-L-0559/05D/31947



DoD News; Post-Government Service Employment Restriction Changes Announced Page 1 of 2

Websites  Cont:
Updated: 20 Dec 2t

War on Terror  Transformation ~ News Products Press Resources  Images

U.S. Departmentof Defense NEWS
Office of the Assistant Secretary of Defense (Public Affairs) L
~# Printer
News Release Friendly
M Email AC
Public contact: DoD News
http://www defenselink.mil/releases/2004/nr20041220- 1882.0kml  http://www.dod.mit/fag/comment.html Advisories
Media contact: +1 (703) 697-5131 or +1 (703)428-0711
Contracts
No. 1308-04 Live Briefing
IMMEDIATE RELEASE December 20,2004 Photos
Releases
Post-Government Service Employment Restriction Changes Announced Slides
The Departmentof Defense recently modifiedits ethics regulationto ensure DoD personnel, when Speeches
leaving federal service, do not inadvertently violate federal “revolving door” statutes. )
Today in Dol
In a memorandum dated Oct 25, 2004, Deputy Secretary Paul Wolfowitz directed three changes to the Transcripts

departmental ethics regulation, DoD Directive5500.7-R.

) . . . . . N - American Forc
The first change requires senior personnel, including admirals, generals, and senior civilian officials, to

certify annually that they are aware of the requirementsof three statutes, and have not violaled them. The three News_

statutes bar conflicts of interests by procurementofficials, all federal employeeswhen negotiating for Articles

employment, and all federal employees after they leave the department. Television
The second change mandates that information on these post-governmentemployment restrictionsbe Special Repc

includedinthe annual ethics training program for DoD persennel. This amplifies the current requirementsfor

annual training. DoD Search
The third element establishes a requirement that all DoD personnelwho are leaving federal service About News

receive guidance on the restrictions that will affect them during and after their fransition. Many DoD .

organizations already provide this informationas part of the personnelcheckout process and briefings. News Archive

News by E-ma
According the Wiliam J. Haynes I, the general counsel and chief ethics officer of the department, ' These ©~— —«—————
changes should further strengthen our pregramof ethics educationto help DoD personnel know and appreciate Other News
how our ethics laws apply to them.” Sources

The modified regulation is available online at: http://www.defenselink.mil/dodgc/defense_ethics/

- EY .
L Printer-friendly Version 224 Email A Copy

11-L-0559/0SD/31948

http://www.defenselink. mil/releases/2004/nr2004 1220-1882 html 12/20/2004



DoD News: Post-Government Service Employment Restriction Changes Announced Page 2 of 2

Site Map Privacy & Security Notice About DoD External Link Disclaimer Wely Policy About DefenseLINK FirstGov.go

11-L-0559/0SD/31949
http://www.defenselink.mil/releases/2004/nr2004 1220-1882 html 12/20/2004



INFORMATION FOR PRESS RELEASE ON RECENT CHANGE TO DOD
REGULATION INVOLVING POST-GOVERNMENT SERVICE EMPLOYMENT
RESTRICTIONS

POC: Steve Epstein, DoD Standards of Conduct Office, (b)®)
epsteins @.dodac.osd.mil

The Department of Defense recently modified its ethics regulation to ensure DoD
personnel, when leaving Federal service, do not inadvertently violate Federal “revolving
door” statutes.

In a memorandum dated October 25,2004, Deputy Secretary Paul Wolfowitz,
directed three changes to the Departmental ethics regulation, DoD Directive 5500.7-R.

The first change requires senior personnel, including admirals, generals, and
senior civilian officials, to certify annually that they are aware of the requirements of
three statutes, and have not violated them. The three statutes bar conflicts ot interests by
procurement officials, all Federal employees when negotiating for employment, and all
Federal employees after they leave the Department.

The second change mandates that information on these post-Government
employment restrictions be included in the annual ethics training program for DoD
personnel. This amplities the current requirements for annual training.

The third element establishes a requirement that all DoD personnel who are
leaving Federal service receive guidance on the restrictions that will affect them during
and after their transition. Many DoD organizations already provide this information as
part of the personnel check-out process and briefings.

According the William J. Haynes I1, the General Counsel and chief ethics officer
of the Department, “These changes should further strengthen our program of ethics
education to help DoD personnel know and appreciate how our ethics laws apply to
them.”
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DEPUTY SECRETARY OF DEFENSE
1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

OCT 25 204

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, OPERATIONALTEST AND EVALUATION
INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTOR, PROGRAM ANALYSIS AND EVALUATION
DIRECTOR,NET ASSESSMENT
DIRECTOR, FORCE TRANSFORMATION
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Prevention of Violations of Post-Government Service Employment
Restrictions

This directive-typememorandum establishes additional procedures to ensure that DoD
personnel are aware of and comply with statutes and regulations that apply to their transition
from Federal service to private employment.

Annual Certification: Starting immediately, DoD personnel who file Public Financial
Disclosure Repets (SF 278) shall certify annually that they are aware of the disqualification and
employment restrictions of 18 U.S.C. 207 and 208, and 41 U.S.C. 423, and that they have not violated
those restrictions.

Annual Ethics Briefing: DoD Components shall include training on relevant Federal and
DeD disqualificationand employment restrictions in Annual Ethics Briefings.

Guidance [or All Departing DoD Personnel: DoD Components shall provide guidance
on relevant Federal and DoD post-Government service employment restrictions, as part of out-
processing procedures, to all DoD personnel who are leaving Federal service.

This memorandum is effectiveimmediately. Changesto DeDD 5500.7-R, Joint Ethics

Regulation (JER), incorporating the substance of this memorandum, shall be issued within 180
days. Terms used in this memorandum are defined in the JER.

Attachments W

cc: Directive Division, C&D, WHS

9SD 15517-04
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DoD 5500.7-R

a.  Civil Penalties. Individual violators may be subject to a civil fine not to
exceed S100,000. Violators, other than individuals, may be subject to a civil fine not to exceed S1
million.

b.  Administrative Sanctions. See subsection }0-300 through 10-304of

this Regulation.

SECTION 4. Annugl Certification

8-400. AnnuaL(‘zzjzgﬁcanmt DoD employees who file the Public Financial
Disclosure Report (SF 278) shall certify annually that they are aware of the disqualification and
employment restrictions of 18 U.S.C.207 and 208, and 41 U.S.C423 (references(b) and (c)), and that
they have not violated those restrictions.

SECTIONS.  DoD GUIDANCE
8-500. Appearances. DoD employees shall:

a.  Ensure that the prospect of employment does not affect the performance
or non-performance of their official duties;

b.  Ensure that they do not communicate inside informationto a
prospective employer; and

€. Avoid any activity that would affect the public's confidence in the
integrity of the Federal Goverrment, even if it is not an actual violation of the law.

8-501.  Written Guidance. DoD employees may obtain counscling and written
advice concerningrestrictions on seeking other employment from their Ethics Counselor:

# Second Amendment (Chk 2, 3/25/96) 109
11-L-0559/0SD/31953



DoD 5500.7-R

a.  Although the counseling and advice are given by DoD attomeys and
involve the interpretation of law and regulation and rendering of legal opinion, no attorneyclientor
otherconfidential relationshipis created. Communications made to an Ethics Counselor in seeking
such advice are not privileged.

b. Thiscounseling and advice is personal to the current or former DoD
employee. It does not extend to the individual's business, employer, or prospective employer.

SECTION 6. REFERENCES
8-600. References

(@) Title 5, Code of Federal Regulations, Part 2635, "Standardsof Ethical
Conduct for Employees of the Executive Branch,” current edition

(b) Title 18, United States Code, Sections 207 and 208
(c) Title 41, United Stakes Code, Section423
(d} Federal Acquisition Regulation, Bt 3,104, current edition

# Second Amendment (Ch 2, 3/25/96)

110
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THE SECRETARY OF DEFENSE
WASHINGTON, DC 20301-1000

The Honorable John McCain
United States Senate
Washington, DC 20510

Dear Senator Mc¢Cain:

I am writing to apprise you of recent changes the Department of Defense has
undertaken to strengthen our programs to avoid violation of conflicts of interest statutes,
particularly those dealing with the transition of DoD personnel fi-om public service to
private enterprise.

On October 25,2004, the Department implemented changes to three sections of
DoD Directive 5500.7-R, Joint Ethics Regulation. The first change requires all senior
DoD personnel (civilian and military) who file the public financial disclosure report (SF
278) to certify annually that they are aware of the disqualification and employment
restrictions of 18 U.S.C. 207 (which bars certain activities after leaving public service),
18 U.S.C. 208 (which bars Federal personnel from participating in official actions that
involve a private enterprise in which that employee is negotiating employment), and 41
U.S.C. 423 (the Procurement Integrity Act.) This certification, which is already in effect,
also requires senior DoD officials to attest that they have not violated the above statutes.

The second change modifies the requirements for annual ethics training: adding a
new requirement to expand the training on post-Government service employment
restrictions included in all annual ethics training, regardless of other topics presented in
that training,.

The third change mandates that all DoD personnel, when leaving Federal service,
receive guidance on post-Government service employment restrictions. Although many
DoD commands and other organizations currently provide this guidance as part of their
out-processing, this change in the Joint Ethics Regulation will require such guidance.

I am enclosing a copy of the change to our regulation along with a copy of arecent
press release discussing these initiatives,

Sincerely,

Attachment ( é
cc: Honorable John Warner

Honorable Carl Levin

11-L-0559/0SD/31955
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DRAFT
Subject to changes based on P/B FY 2006 President’s Budget Guidance Memo

FY 2006/FY 2007 Biennial Budget Estimates
Operation and Maintenance, Defense-Wide
President’s Budget Submission Guidance

1. This guidance applies to the Operation & Maintenance, Defense-Wide (O&M,D-W)
agencies.

a. Tt supplements the OUSD(C) Program/Budget memorandum, December 2,2004,
Updates of the Procurement, Research, Development, Test and Evaluation (RDT&E),
Construction, Operation and Maintenance (O&M), and Military Personnel Databases
for the FY 2006/2007 President’s Budget.

b. The submission date for O&M,D-W agency exhibits, JANUARY 19,2005, is carlier
than submission dates for other entities, to allow the O&M,D-W team time to review
and compile the submissionbooks for the total appropriation. This is in contrast to
Army, Navy, and Air Force O&M appropriations, which prepare their consolidated
books before submitting them to their OSD analysts.

¢. The O&M,D-W analysts at OSD will review, mark and return the exhibits to you for
editing by February 4. Fully revised, FINAL version of all exhibits is due by
February 11. The OSD team will assemble and send to the printer by February 18, to
meet the required March | delivery date to Congress.

2. Use the four-year format (FY 2004 is prior year; FY 2005 1s current year; FY 2006 is
budget year; FY 2007 is budget year plus one).
a. Include FY 2004 Supplemental in FY 2004 actuals.
b. Include approved PBD actions (to include FY 2005 transfers identified in PBDs).
c. Ensure transfers in and out are each identified on a separate transfer line. Do NOT
show transfers as a program change.

Volume [ exhibits (PBA-19, OP-5, OP-32, PB-31D, PB-31R), as detailed below, are due
to your analyst by close of business January 19. These are required for the OSD staff to
prepare the appropriation summary and overview data.
s Submit each exhibit as a separate Microsoft Word file, labeled as
Agencvacronym FY 2006 Exhibitname.doc (e.g. DISA FY 2006 PBA-19.doc).
s In the event that exhibits must be revised after initial submission,
add a version number after the Exhibitname (e.g. DISAFY 2006 PBA-19 v2.doc).
* Your submissions should be printer-ready.

a. Obtain security clearance for the submission. Please scan in the clearance
document and provide it electronically along with the exhibits.

b. Please examine exhibits [or line and page breaks, proper headers and looters,
and alignments (left-align all text; right align all dollar amounts within
columns).

¢. Delete all “POC” notations. There should be no individual’s name, no phone
number on any exhibit.

d. Use CourierNew 12 throughout all documents (with exceptions for use of
Courier New 10 when absolutely necessary to fit all columns on the page).

January 5,2005 N = $
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DRAFT
Subject to changes based on P/B FY 2006 President’s Budget Guidance Memo

¢. Center your agency’s acronym (e.g., DISA) in the bottom margin. The
O&M,D-W team will add the page numbers.

a. PBA-19 Appropriation Highlights:

i.  This introductory statement should highlight key programmatic or thematic
changes that warrant attention. Note that increases/decreases per se are shown on
the OP-5 rather than on the PBA-19,

1i. The goal is one page that begins and ends with a “take-away” message
emphasizing the role or value the agency contributes to national defense.

iii. Footnote the amount of Supplemental funds received in FY 2004 and anticipatedin
FY 2005 at the bottom of the PBA-19 table.

iv. Include Title IX Supplemental funds and approved FY 2005 Supplemental requests
in FY 2005 column on the PBA-19.

b. OP-5 Detail by Subactivity Group:

1. Prepare a single OP-5 for each agency. Now that each agency reports its entire
program in a single Budget Activity, your OP-3 should reflect all the subactivities
your agency previously reported in separate OP-5s.

1. Integrate and incorporate the same level of detail that has been presented in
multiple OP-5s in previous years.

iil.  SectionI. Description of Operations Financed: Include a summary of the key
changes after the general paragraph. Group the changes if that will lead to a better
understanding of what the proposed changes will accomplish.

iv.  Section 111 Financial Summary part A. Subactivity Group
1. Ensure this section includes all the specific programs that have been presented in

previous years, and fully accounts for your budget authority/request in all years.
If there is a significant change in program funding between years, the change
should be highlighted and explained in Section 1. Description of Operations
Financed.

2. For clarity, it may be useful to create “groups™ that correspond to the breakouts
presented in previous budget exhibits{e.g., DLA’s OP-5, Section 111, Financial
Summary part A. Subactivity Group list could be divided into Other Logistics
Services, Other Logistics Programs, and Warstoppers. Each division has a
complete list of subactivities within the division. For other agencies, there may
be a Training division that corresponds to the old BA-3 OP-5, and an Operations
and Administration division that corresponds to BA-4. Division titles are
discretionary.)

V. Section I11. Financial Summary part C. Reconciliation of Increases and Decreases
1. Ensure that the trail includes, for each change, the previous year’s baseline

amount. This is a mandatory congressional requirement.

2. Identify Supp funding separately for each change.

3. Ensure that descriptions are communicative rather than cryptic. Spell out
acronyms. One-liners are seldom satistactory. Where possible, indicate the
related OP-32 line number.

January 5,2005 11-L-0559/0SD/31957

C:\Documents and Settings\glassner\l.ocal SentingsiTemporary Internet Files\OL K DB\Guidance for DW Agencies.doc



DRAFT

Subject to changes based on P/B FY 2006 President’s Budget Guidance Memo

vI.

vil.

VI,

Be sure to identify program transfers and show them in the correct section. If
transfers are included in the program increases/decreases section, Congressional
staffers may incorrectly interpret them as program growth and make them targets
for reduction.

Provide a measurable metric for each performance criteria described in the
Performance Criteria and Evaluation Summary. Provide analysis to indicate
whether performance as measured 1s good, bad, improving, etc.

Since OMB expects that each agency has a strategic plan from which goals and
objectives flow, make reference to your agency’s strategic plan as often as
appropriate.

¢. OP-32 Appropriation Summary of Price/Program Growth:

1.
11

111.
v,

January 5,2005

Consult OMB Circular A-1 | for general guidance:
http://www.whitehouse. eov/omb/circulars/a 11/04toc.htm]
Consult PBDs 604,606 and 426 for DoD-approved inflation, pay, and WCEF rates.
A table of approved rates will be provided separately for your convenience.
Consult OMB Circular A-1 I regarding use of object classes.
Pay close attention to the definitions of subsets within object class 25 Other
Contractual Services and crosswalk your contracts appropriately to the OP-32
lines.
1.OC25.1 is also known as Contract Advisory and Assistance Services (CAAS)
(OP-32 Lines 931 Contract Consultants, 932 Management & Professional
Support Services, 933 Studies, Analysis, & Evaluation, and 934 Engineering &
Technical Services).
a. Include:
1.  Management and professional support services,
it.  Studies, analyses, and evaluation, and
111, Engineering and technical services,
b. EXCLUDE contracts for:
1. Financial statement audits (OC 25.2),
ii. Information technology consulting services that focus on large scale
systems acquisition and integration or large scale software development
(OC 31.0),
ifi. Personnel appointment and advisory committees (OC 11.3),
iv. Operation and maintenance of information technology and
telecommunication services (OC 25.7),
v. Architectural and engineering services as defined in the FAR,
vi. Research on theoretical mathematics and basic medical, biological,
physical, social, psychological, or other phenomena (OC 25.5),
vil. Services classified in OC 25.2 Other contractual Services with non-Federal
sources or 25.3 Other purchases of goods and services from Government
accounts.

2. Object Class 25 Other contractual Services also includes:

i.  OC 25.2 Other Services includes contractual services with non-Federal
sources that are not atherwise classified in OC 25, such as financial

Cr\Documents and Settin gs\glassner\Local Scmngs!'l'en%géy%{lg?l§ ]*Q!g\%]:llggl‘(l.ldancc for DW Agencies.doc



CHAIRMAN OF THE JOINT CHIEFS OF STAFF

¥ -

WASHINGTON, D.C. 20318-9999 ! I
C4-2263-05
4 January.2005:. - !>
INFO MEMO |

FOR: SECRETARY OF DEFENSE |

( /17/
FROM: General Richard B. Myers, CJCSW/

SUBJECT: Strategic Communications Paper ‘

e Answer. Inresponse to your request (TAB A), I reviewed the subject document.
The paper correctly addresses communicationsshortcomings, but its solution is
too conservative. The Heritage paper proposes a RAND-like, private-sector
company to do necessary analysis. The long-term answer is a new agency that has
the responsibility, clout and resources to attack larger communications issues. It
should include robust, well-trained career public diplomacy professionals
deployed worldwide to tell the US story in the local dialect and analyze the
feedback. Recommend the agency’s leader hold a position on the National
Security Council and have an independent voice to the President.

e Analysis. Currently, there is an NSC advisor for communications who has his
hands full doing interagency work. The proposed senior agency group is unlikely
to make any difference, as two alreadyexist: PCC for Strategic Communications
and the Muslim World Outreach PCC. The private sector currently spends more
then $6 billion a year on overseas marketing; the USG spends about $5 million on
opinion surveys. This is far too little, and without definitive evidence, it is a guess
as to what the US message should be. Information paper at TAB B provides more
details.

COORDINATION: NONE |

Attachments:
As stated

Prepared By: Mr. Paul Hanley, OCJCS, Director of Strategic Communications,
(b)(6)

11-L-0559/0SD/31959 08D 00278-05



TAB A -

TO: Paul Wolfowitz
Gen Dick Myers
Larry Di Rita
Doug Feith

FROM:  Donald Rumsfeld i

SUBJECT: Strategic Communications Paper

CJesy

-—n .
feuka

sember 22, 3004 -

Attached is a paper that was prepared at my request. Tt resulied from a dinner [

had with the three authors, Joe Duffey, EA Feulner and Lew M

it and let me know what you think.

Thanks.

Attach.
11/2/04 Private Report to the Secretary of Defense

DHR 35
112204-5

Please respond by l?/! {o ! A

e
11-L-0559/0SD/31960

low. Please read

Tab A
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TAB B

1¢ December 200«
INFORMATION PAPER

Subject: Review of “Private Report to the Secretary of Defer se” on Strategic
Communications

1. Purpose. To provide comments and recommendations 0 L subject
document.

2. The report’s fundamental premise is that the United Sta es Government
(USG)must do a better job of assessing foreign public opini in and using that
data in message development. The report makes two prima y
recommendations:

- Establish a corporation for foreign opinion analysis t - “listen, ask
questions and analyze foreign public opinion as well is test the
effectiveness of various USG messages.”

Prepare the government bureaucracy to apply inform ition by providing
senior policy makers “with immediate input so they ¢ re aware of the
effect an impending policy action or statement will hi ve on foreign
public opinion.”

3. To implement the second recommendation, the report re :.ommends creating
a new staff position on the National Security Council (NSC) o coordinate the
USG overall communications strategy. [t also recommends :reating a Senior
Interagency Group (SIG)that brings the NSC with the Unde Secretary of State
for Public Diplomacy, Under Secretary of Defense for Policy: representatives
[rom the United States Agency [or International Developmei t and other
relevant members to encourage closer cooperation and to he lp implement ‘the
USG long-term communications strategy.

4. Policy comments:

- General: Concur in the report’s premise that the che [lenge of shaping
the opinions and behaviors of foreign publics is a vit:|l and central
component to the WOT—and that this challenge “lies|at the very core of
America’s own vital national interest.” The USG sho|ld greatly increase
the amount of resources applied to strategic commus [ication activities, to
include foreign opinion polling. It 1s critical that the |[JSG must view the
dialog between America and the rest of the world as:| long-term
commitment and respond with strength of purpose ¢ jual to the
information efforts of the Cold War.

11-L-0559/0SD/31961 Tab B




Corporation for Foreign Opinion Analysis. While ¢
that focuses on solving America’s image problem i

1y new organization
better than none at

all, the recommended Defense Science Board (DSE Center for Strategic

Communications (CSC)is a better concept than th
Opinion Analysis (CFOA)recommended in this rep
broader in scope, while the CFOA is [ocused prime
opinion polling— something that could be achieved
State Department’s Bureau of Intelligence and Res
budget and scope of work. The CFOA, like the CSt
nonprofit, bipartisan, federally-funded independer
to RAND Corporation. However, the DSB report re
conduct polling, analysis and assessment and alsc
self-initiated plans, themes, products and progran
TV series and video games). The CSC would also v
private sector and nongovernment organizations, f
exchanges, mobilize nongovernment initiatives, rec
experts for short-term assignments and deploy ten
communications teams. The solution to improve £
abroad must be matched to the magnitude of the 1
CSC is the best option.

Senior Interagency Group. Establishing the SIG a
this report is appropriate. There is great need for
authority to speak for its organizations, set strateg
objectives and priorities, commit resources and qu
proposals for programs and products.

NSC Communications Staff Position. In November
created a new position for the Deputy National Sec
Communications. Therefore, the position recomm
already exists. However, the duties of this individh
focused on strategic, international issues, not with
political issues to be effective in the areas describe
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TO:

ccC:

FROM:

DATE:

SUBJECT:

7 U

David Chu
Dov Zakheim
Gen. Pete Pace

Marc Thiessen

Paul Wolfowitz
Larry Di Rita

Donald Rumsfeld %

January 5,2004

Increase in End Strength

9:14 AM

Please prepare a draft reply to the members of Congress on their End Strength

tetter. This isan important policy issue.

‘Thanks.

DHE AEm
0804 456

Please respond by: \\ 1S \0 Y

11-L-0559/0SD/31963
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1:58 PM
TO: Paul Wolfowitz
CC: Gen. Dick Myers
Gen. John Abizaid [_{
L. Paul Bremer

Doug Feith ’.\g

FROM: Donald Rumsfeld { : ’72

DATE: January 7, 2004
SUBJECT: Terminology

As we discussed, the terminology we use i1s enormously important. The fact that
so many of our folks are talking about the situation in Iraq as a “guerrilla war,”
with the word “guerrilla” having a positive connotation in some people’s minds, is
unfortunate. So too, the use of the phrase “former rcgime loyalist”™ is unfortunate
in that “loyalist” has a positive connotation. The usc of the phrase *Sunni

Triangle” in a negative sense is harmful to our efforts with the Sunnis.

We have to do a better job of using words that are well thought through and
calculated to express exactly what we mean. The word “fanatic” has a negative

connotation. The word “terrorist” has a negative connotation in most cases.

[ hope you will continue thinking through what words we ought to use to describe
the people who are causing us the difficulties in Iraq and come back with some

suggestions that we can all then use.

Thanks, |
DHR/azn L\
£
010704,16
S
Please respond by: B -ot

0SD 00284-04
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July 13,2004

TO: David Chu
CC. Gen. Dick Myers  Jim Roche

Paul Wollowitz Gen. Pete Schoomaker

Gen. Pete Pace ADM Vern Clark

Les Brownlee Gen. John Jumper

Gordon England ~ Gen. Mike Hagee

P r\
FROM:  Donald Rumsfeld  / J/ }/; .
Ko _A -
SUBJECT: 2004 Voting - : & //
&
Prior to the Congressional recess at the end of next week, I would like to be 1
briefed on the range of activities involving the military absentee voler program. NN
N
As [ recall, the Department conducted a study at Secretary Cohen’s direction after
the last election that revealed some shortialls in our processes,
[ would like to know what progress has been made and what more needs to be
done to ensure we are discharging our responsibilities in this area.
Thanks.
DHR:dh o -
071304-1 ) ;I” --“-:;A.‘: ‘I-‘/“ \":,/-/ -_:v’) \\{I - Q
Please respond by / v
S
& - .
T
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Hall of Heroes/Medal of Honor Location: Pentagon Concourse

Joint Chiefs of Staff Location: 2A8-2E8

Marine Corps Commandants Location: 4A-E5

Military Women Location: In Storage

Native Americans in Defense of Our Nation  Location: 2Al

NATO Location: 2A9-10

POW/MIA Location: 4E7-8

Secretaries of the Army Location: 3A5-3E5

Secretaries of Defense Location; 2A8-9

Secretaries of the Navy Location: 4A5-4ES

Secretaries of War Location; 2A4-3

Soldiers and Signers of the Constitution Location: 2A4-2E4

USO Location: Corridor 2, Ramp to
Concourse

9-1 1 Memorial Quilts Location: 4th Corridor, 1stfloor

e The Federal government already has recognized President Ronald Reagan in a
number of ways.

» There are two major facilities in the Washington D.C. area: The Ronald Reagan
Building and International Trade Center, Washington, D.C., dedicated in 1998,
and the Ronald Reagan Washington National Airport, renamed in 1998,

» The Department of Defense has named the aircraft carrier USS Ronald Reagan,
commissioned 2003, and Ronald Reagan Ballistic Missile Defense Test Sight,
Marshall Islands, dedicated 2000, after the President.

COORDINATION: None

Attachments: None

Prepared by: Ralph Newton (PX6)
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Mcssage
(B)E) OSD-ATL
From: Snow, Howard, CIV, OSD-LA
Sent:  Thursday, June 10, 2004 7;:34 AM
To:  [(b)6) | oSD-ATL

Subject: Warner wishes to keep "bi-partisan nature” of name for Pentagon

Wammer Weighs in Against Frist’s Proposal to Renamethe Pentagon After Reagan

By JosepH C. AnseLmo, CQ STAFF WRITER

The chairman of the Senate Anned Ser-
v