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prime minister.

The following are the names of some of those who, according to the document, received
Iraqi oil contracts (amounts are in millions of barrels of oil): :

Russia

The Companies of the Russian Communist Party: 137 million

The Companies of the Liberal Democratic Party: 79.8 million

The Russian Committee for Solidarity with raq: 6.5 million and 12.5 million (2 separate
contracts)

Head of the Russian Presidential Cabinet: 90 million

The Russian Crthodox Church: § mitlion

France

Charles Pasqua, former minister of interiar: 12 million

Trafigura (Patrick Maugein), businessman: 25 million

Ihex: 47.2 million

Bernard Merimee, tormer French ambassador te the United Nations: 3 million
Michel Grimard, founder ot the French-iragi Expont Club: 17.1 million
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Zeynel Abidin Erdem: more than 27 million
Lotty Doghan: more than 11 million

Indonesia
ADVERTISEMENT Megawati Sukarnoputri; 11 mittion
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Spain

Ali Ballout, Lebanese journalist: 8.8 million

Yugoslavia
The Socialist Party: 22 million
Kostunica's Party: 6 million
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Canada
Arthur Millholland, president and CEO of Qilexco: 9.5 million

Continued
Previgus [ 11213141 Next

Search the Web and ABCNEWS.com | || co]

Back to ABCNEWS.com homepage »

Copytant 7. 7003 ABCMEWS Inlernat Ventures.

News Summary  US i Inlemationat] MONEYScope  Emenainment | ESPN Sporis | SciTech : Poltics | Healih | 7
Gaod Mering Amenca | World News Tonight + 20251 Primenhme | Nightiing | World News Now | Tniy

Chek nere tor Siemag H2lp Adven:zgr n'r. Contag) ABC Toois PR Tarms of Use  Updated Privar

Foimoy G sites ABC com ABC Fanviy LSEN com Disney com FamilyFun.com GO Mail

http://abenews.go.com/sections/W &T%-kégég%Qﬁg@%%lgbchers_040 129-3 html ] 130/2004



" ABCNEWS com : Document: Saddam Supporters Got Oil Deals Page 1 of 2

Search the Web and ABCNEWS.com | | | co | Click hei e 1o download your FREE ABCH

PR 05 SIS 00 YOV a5 S WORLDNEWS
Avigrica vt apay  Pemstes NGHIEE °MUReS
BWORLCNEWS - | =
Jaruary 40, 2004 i TONIGHT : =
R b »PETER JENNINGS e . o
ROMEPAGE Page 40td
NEWS SUMMARY AL
us Saddam’s Gifts  Farmil
INTERNATIONAL Document: Saddam Supporters Received Lucrative Oil Contracts Continued ~# B? COE
MONEYScope « Stalted
WEATHER ADUERTISEMENY Sratled
LOCAL NEWS | » Can Be
ENTERTAINMENT - Celt Ph
ESPN SPORTS
SCITECH
POLITICS
HEALTH . _ )
S « VIRTUAL CONTROL ROOK
YIDEO & AUDIO * Bﬁ&ﬁme HE“‘:
- RBE HEWS SHAWS
matching? « FICEUSIVES

| ‘hatch.com” ;
FEATURED SERVICES
RELATIONSHIPS ltaly
SHOPPING Father Benjamin, a French Catholic priest who arranged a meeting between the pope and
WIRELESS Tariq Aziz: 4.5 million

EMAIL CENTER Roberto Frimigoni: 24.5 million

United States

Samir Vincent: 7 million
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ADVERTISEMENT
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United Kingdom
George Galloway, member of Parliament: 19 miflion
Mujaheddin Khalq; 36.5 million

South Africa
Tokyo Saxwale: 4 million

Jordan
Shaker bin Zaid: 6.5 million

http://abcnews.go.comysections/W N%Aﬁ%@gggg{gﬁQn(?o%?v%ﬂchers_%O 129-4.him] 1/30/2004




** ABCNEWS.com : Document: Saddam Supporters Got Oil Deals Page 2 of 2

The Jordanian Ministry of Energy: 5 million
Fawaz Zureikat: 6 million
Toujan Al Faisal, former member of Parliament: 3 million

Lebanon
The son of President Lahoud: 5.5 million

Egypt .
Khaled Abdel Nasser: 16.5 million
Emad Al Galda, businessman and Parliament member: 14 miliion

Palestinian Territories
The Palestinian Liberation Organization: 4 million
Abu Al Abbas: 11.5 million

Qatar
Hamad bin Ali Al Thany: 14 million

Libya
Prime Minister Shukri Ghanem: 1 million

Chad
Foreign minister of Chad: 3 million

Brazil
The Cctober 8th Movement: 4.5 million

Myanmar {Burma)
The minister of the Forests ot Myanmar: 5 million

Ukraine

The Social Democratic Party: 8.5 miliion
The Communist Pany: 6 million

The Socialist Party: 2 million

The FTD oii company: 2 million Il
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ather than viewing European anti-
Americanism solety in terms of current
policy disputes, we must ook at our deep-
seated cultural differences. According to Views of a
Changing World, a study conducted by the Pew
Global Atfitudes Project, Americans and West
Europeans advocate very distinci philosophical
sfances, especially regarding matters ot
individual responsibility and the role of the state.

Asked to evaluate the statement “Success in
life is pretty much determined by forces outside our
control," 32 percent })f the Americans polled agreed,
in contrast to 48 percent in England, 54 percent in
France, 66 percent in Italy, and 68 percent in
Germany. Less than a third of Americans view their
lives as defined by external forces, implying thal the
majority see the world in terms of individual
responsibility. Meanwhile, Europeans minimize
individua! responsibility ang attribute much greater
importance to outside forces. Whereas Europeans
tend toward a deterministic worldview, Americans
focus on individual freedom.

The survey also measured how public opinion
chooses between two competing values: 1he value
of the treedom of individuals to pursue goals
without state interference and the value of a state
guarantee that no one be in need. Fifty-eight percent
of Americans, a significant majority, chose freedom
from state interference as the most important goal,
This result stands in stark contrast to Europe, where
freedom earns suppon at dramatically lower rates:
only 39 percent in Germany, 36 percent in France,
33 percent in England, and a paltry 24 percent in
Italy. Whereas Americans are predisposed to
understand their lives in terms of individual
responsibility and reject greater state requlation,

Europeans, by and large, take the opposite position:
They view their lives in terms of larger social forces
and expect the state 1o protect them from need—
even at the price of a restriction of their freedom.

No wonder current domestic politics in most
Eurapean countries involves the difficuit task of
reforming firmly entrenched welfare-state systems.

Not surprisingly, the cultural difference
between Americans and Europeans has significant
toreign policy ramifications. The American
worldview of individual responsibility underpins an
insistence on palional sovereignty. in contrast,
Europeans—especially the French and the
Giermans—tend to support restraints on the power of
individual states. The lesson they take away from the
two world wars is that curbs should be placed on
individual states to prevent them from pursuing
selfish interests. As a result, European states are
gradually ceding elements of their sovereignty to the
superstate of the European Union. In contrast, the
United States has repeatedly demonstrated its
reluctance to cede such authority to internationat
bodies.

This Is the cultural basis for the debate over
multilateralism and unilateralism, In practice, the
difference 1s, of course, hardly absolute. Although
Europeari politicians insist on international
cooperation, they typically continue to pursue national
interests. Whereas the American leadership insists
on {he right to act independently, it has appealed
repeatedly to the United Nations for support.
Nonetheless, the significant differences in American
and European worldviews are likely to cause political
rifts long aﬂaé:.me current battles, such as_-lréq and
Kyoto, have faded.

—flussell A. Berman

Interested in more commentary on public policy?
Visit us on-fine at www.hoover.org or confact us o receive a complimentary copy of

the 200-page, award-winning Hoover Digest.




MEMORANDUM
January 31, 2004

Important cost-cutting activities that will change the face of how this department

functions.
1. Complete revamping of the DAT system worldwide. NS
2. New security cooperation. MQ
3. Massive review of regular international and bilateral meetings to
increase the ones that should be increased and decrease the ones that C
should be decreased. Q
¥
4, Force posture.
5. Complete review of DoD directives.
6. Complete revamping of contingency plans.
7. Other.
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TO: Larry Di Rita
LTG John Craddock
Jaymie Durnan
Steve Cambone
Paul Wolfowitz
Kens Koes .
FROM: Donald Rumsfel :
DATE: January 31, 2004
SUBJECT: Attached ,
N
Attached is a list of some major cost-cutting efforts. Why don’t you add some Y
others to this list and let’s refine it. = l
J
A\
Thanks.
©

DHR/azn
103104.16

Attach: List of Cost Cutting Activities

Respond by: Q\ 1 lO"{
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MEMORANDUM
January 31, 2004

Important cost-cutting activities that will change the face of how this department

functions.
1. Complete revamping of the DAT system worldwide.
2. New security cooperation.
3. Massive review of regular international and bilateral meetings to

increase the ones that should be increased and decrease the ones that

should be decreased.

4. Farce posture.
5. Complete review of DoD directives.
6. Complete revamping of contingency plans.
7. Other.
DHR/azn
013104.15
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February 2,2004

TO: LTG John Craddock
FROM: Donald Rumsfeld i’ (@ ]

SUBJECT: Brief to PC

This Iraqi Transition Strategic Assessment Teams Weekly Update 1s good. We
want to have an updated version of it, so the day we brief the PC on the Security
Asscssment Team’s briefing, we can precede that brief with this one. We can also

give any other brief that is available.

Thanks.

Attach.
24-30) January 2004 DoD Iraqi Transition Strategic Assessment Teams’ Weckly Update

DHR:dh
013004-11
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Please respond by

o
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January-30, 2004

TO: Marc Thiessen
CC: Larry Di Rita
FROM: Donald Rumsfeld '()\

SUBIJECT: Condolence Letters

I would like to have you give me three or four draft letters to people whose sons or

daughters have been killed, so I can look at them and edit them.

I would also like you to consider whether we want to include a copy of the

statement [ made at Arlington on the first anniversary,

Thanks.

DHR:dh
013004-2

Please respond by __*[13] o4
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January 29, 2004

TO: Marc Thiessen
Ce: Dt
FROM:  Donald Rumsfeld /)7/\,

SUBJECT: Op-ed Pieces on WMD
These two pieces on WMD are worth your looking at.

1 need a one-pager to respond to the question when I am before the committee next

week.

Thanks.

Attach.
“So Where’s the WMD?" The Wall Street Journal, January 28, 2004.
Feaver, Peter D. “The Fog of WMD," Washington Post, January 28, 2004, p. A21.

DHR:dh
012942

Please respond by

0SD 09072-04
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%M.JT



America's friendship with
Russia, and with the Russian
people, will not abate. Leaders
will come and go over the
years, but our hand will be
outstreiched, our hearts will be
open. As Russia is constructing
a new political and social life,
so we together are constructing
the U.S.-Russian partnership.

We hope that Russia's path
to  matore democracy and
prosperity is cleared soon of all
obsiacles. We both have a large
stake in that joumey, and we
trust in its eventual completion.
It will 1ake ume. But after all,
we know what a difference 30
years can make,

This essay by Secreiary of
State  Colin L Powell
originally appeared in 1he
Russian newspaper Izvestia.

Wall Street Journa)
January 28, 2004

42, So Where's The
WMD?

Iraq weapons inspector
David Kay speeks to the
Senate  today, and our
(probably ferlorn) hope is that
his remarks will get wide and
detailed coverage. What we've
been hearing frem him in
snippets so far explains the
mystery of whatever happened
10 Saddam Hussein's weapons
of mass destruction.

His answers, we should
make clear, are a long way
from 1he "Bush and Blair lied"
paradigm currently animating
the Democratic primaries and
newspapers. John Kerry of all
people now claims that,
because Mr. Kay's Iraq Study
Group has not found siockpiles
of WMD or a mature nuclear
program,  President  Bush
somehow "misled” the country.

"l ihink there's been an
enormous amount of
exaggeration, stretching,

decepiion,” he said on "Fox
News Sunday." This is the
same Senator who voted for
the war after having access to
the intelligence and has himself
said previously that he believed
Saddam had such weapons.
The reason Mr. Kemy
believed this is  because

everybody else did too. That
Saddam had WMD was the
consensus of the U.S.
intelligence  community for
years, going back well into the
Clinton Admunistration. The
CIA's near east and
counterterronism bureaus
disagreed on the links between
al Qaeda and Saddam -- which
js one reason the Bush
Administration failed to push
that therne. But the CIA and its
intelligence  brethren  were
united in their belief that
Saddam had WMD, as 1ihe
agency made clear in numerous
briefings to Congress.

And not just the CIA.
Believers included the U.N.,
whose inspectors were tossed
out of Iraq after they had
recorded huge stockpiles after
the Gulf War. No less than
French  Presidenmt  Jacques
Chirac wamned as late as last
February about “the probable
possession of weapons of mass
destruction by an
uncontrellable counwy, Iraq”
and  declared  that  the
"Intemational community s
right ... in having decided Iraq
should be disarmed."

All of this was enshrined
in UN. Resolution 1441,
which ordered Saddam to come
completely clean about his
weapons. If he really had
already destroyed all of his
WMD, Saddam had every
incentive 1o give  UN,
inspectors  free  rein,  put
evervthing on the table and live
to deceive another day. That he
didnt may go down as
Saddam's Jast and greatest
miscalculation,

But Mr. Kay's Study
Group has also discovered
plenty 10 suggest that Saddam
couldn't come clean because he
knew he wasn't. In his interim
report last year, Mr. Kay
disclosed a previously
unknown Iraq program for
long-range missiles; this was a
direct  violaion of UN.
resolutions.

Mr. Kay has also
speculated that Saddam may
have thought he had WMD
because his own generals and
scientists lied to him. "The

scientists were able 1o fake
programs,” the chief inspector
says. This is emirely plausible,
because aides who didn't 1ell
Saddam what he wanted to
hear were ofien tonured and
killed. We know from
post-invasion  interrogations
that Saddam’s own penerals
believed 1hat Jraq had WMD. If
they thought so, it's hard 10
fault the CIA for believing it
100.

Mr. Kay has also made
clear that, stockpiles or no,
Saddam's  regime retained
active programs that could
have been reconstituted at any
time, Saddam tried 1o restart
his nuclear program as recently
as  2001. There is also
evidence, Mr. Kay has told the
Londen Telegraph, that some
components  of  Saddam’s
WMD program “went to Syria
before the war.” Precisely what
and how much “is a major
issue  that needs to be
resolved.” The most logical
conclusion is that Saddam
hoped 1o do just encugh 10
satisfy U.N. inspectors and
then restart his  WMD
production once sanctions were
lifted and the international heat
was off.

By all means let Congress
eiplore  why the CIA
overestimated Saddam’'s WMD
stockpiles this time arcund.
But Jet's do so while recalling
that the CIA had
underestimared the progress of
his nuclear, chemical and
biological programs before the
frst Gulf War. We are also
now leaming that the CIA has
long underestimated the extent
and progress of nuclear
programs in both Libya and
Iran. Why arent Democrats
and Jiberals just as alarmed
about  those imelligence
failures?

Intelligence is as much art
and judgment as it i$ science,
and it is inherently uncenain.
We elect  Presidents and
legislators to consider the
evidence and then make
difficult policy judgments that
the voters can later hold them
responsible for. Mr. Kay told
National Public Radio that,

11-L-0559/0SD/34923

g 3
based on the evidence he has
seen from Iraq, “I think it was
reasonable to reach the
conclusion that Iraq posed an
imminent threat.”" He added
that "I must say 1 actually think
what we leamed during the
inspection made lraq a more
dapgerous place potentially,
than in fact we thought it was
even before the war."

As intelligence failures go,
we'd prefer one that worried
too much about a threat than
one that worried oo little. The
latter got us September 11.

Los Angeles Times

January 28, 2004

43, Pakistan And
Proliferation

Musharraf has 1o ensure that
rogue siates are not given
nuclear know-how.

Pakistani President Pervez
Musharraf likes to portray
himself as a key U.S. ally in
the war on terror,
shoulder-to-shoulder in battling
the Taliban and Al Qaeda. So it
must have been hard for him to
admit that Pakistan probably
dabbled in spreading nuclear
Weaponry 0 rogue  states.
When faced with
overwhelming evidence from
international inspectors,
Musharraf grudgingly
acknowledged that Pakistani
scientists appear o have sent
nuclear designs and perhaps
technology to countries trying
to  clandestinely  develop
atomic weapons.

In Libya, U.S., European
and  International  Atomic
Energy Agency inspectors
scouring the country after
Moammar Kadafi's decision to
give up his nuclear weapons
program found technology for
enriching uranjum that appears
o have come from Pakistan.
Pakistan is also believed to
have exchanged know-how
with North Korea.

Musharraf said last week
that top Pakistani scientists
seem to have sold nuclear
designs “for personal financial
gain," but he denied that any
government  or military
officials were involved. That is
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'The Fog of WMD

By Peter D, Feaver
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washingtonpost.com: The Fog of WMD

WADYERTISING

Wednesday, January 28, 2004; Page A21

David Kay's surprising exit interview confirms that the old conventional
wisdom -- that Iraq had an advanced and growing WMD program -- has given
way to a new conventional wisdom: that the Iragi program was to a
remarkable extent smoke and mirrors. It is increasingly unlikely that new
discoveries will change this assessment, so it makes sense to take stock of
what the new conventional wisdom tells us about the old, and vice versa.

We should begin by discarding the self-serving rush to judgment of partisans.
Democrats have gleefully claimed that since the Iraqi WMD program was
(apparently) not as advanced as the Bush administration claimed it to be, the
neoconservatives in the Bush administration must have deliberately lied.
Despite its popularity on the campaign primary trail, this conspiracy theory is
so nutty that Bush defenders have just as gleefully avoided tougher questions
and contented themselves with knocking it down: How could even the all-
powerful neocons have manipulated the intelligence estimates of the Clinton
administration, French intelligence, British intelligence, German intelligence
and all the other "co-conspirators" who concurred on the fundamentals of the
Bush assessment?

But focusing on that extreme charge distracts us from recognizing some less
obvious lessons that are clearer now with hindsight. Here are four:

» The alternatives confronting the Security Council in March 2003 were not
viable. If eight months of largely unfettered investigations could not provide a
smoking gun to prove the existence or nonexistence of a stockpile, certainly
Hans Blix would fail as well. The altematives some advocated -- I thought six
more weeks of Blix inspections would have been a good compromise in
March 2003 -- would have left us just as uncertain. Even giving Blix another year would have left us
groping in the dark. Remember that the new conventional wisdom is built on the absence of discovery
(something that Blix could have provided easily) and on the corroborating testimony of people who no
longer have reason to fear Saddam Hussein (something that Blix could never have provided). -

+ Intelligence failure was inevitable given the nature of the Iraqi regime. The new conventional wisdom
is that Hussein wanted us to think he had a more advanced WMD program than he thought he had, and
that Hussein himself thought he had a more advanced WMD program than he really had. If Hussein
could be deceived in a country where he had absolute power, where he regularly punished betrayers by
slipping them through human shredders or having their wives raped in front of them, then any external
intelligence service was going to be deceived as well. The intelligence community accurately reported
that Hussein was hiding things, that he was pursuing WMD programs, that senior members of the Iraqi
military-industrial complex were convinced Iraq was pursuing WMD. Given Iraq's record, it would have
been heroic to connect those dots into the picture we now think we see, namely, that it was mostly Iraqi
actors deceiving each other and everyone else.

11-L-0559/0SD/34924
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« Intelligence failures beget intelligence failures. The intelligence community has a sorry record of
assessing just how advanced an incipient WMD program really is. In fact, there is a striking pattern. In
each of these cases, new evidence turned out to rebut the established consensus of the intelligence
community: the Soviet Union in 1949, China in 1964, India in 1974, Iraq in 1991, North Korea in 1994,
Iraq in 1995, India in 1998, Pakistan in 1998, North Korea in 2002, Iran in 2003 and Libya in 2003. In
each of these cases, the WMD program turned out to be more advanced than the intelligence community
thought. Iraq in 2003 may be the only exception {though there is reason to believe that North Korea is,
like Iraq, exaggerating its nuclear progress).

» Intelligence cannot substitute for political judgment. Coercive diplomacy, the alternative to war,
requires political judgment under conditions of uncertainty, a fact lost in the increasingly rancorous
partisan debate. The critics who are bashing President Bush for pushing a hard line on Iraq are also
bashing President Bush for not pushing a hard enough line on North Korea, Ironically, the president is
doing everything in North Korea that he was accused of not doing in Iraq: building an intemational
coalition to support pressure on North Korea; not taking North Korean claims at face value; weighing
carefully the costs of military action; and so on. The bottom line is that the hard cases -- North Korea,
Iran and, yes, Iraq -- are hard cases precisely because the easy options have been tried and proved
wanting. :

If the current Kay exit interview had been available in March 2003, it's unlikely that the administration
would have pressed for war. But since the war case rested on multiple pillars -- dealing with a problem
now before it became an unmanageable problem later, recognizing that Hussein could not be trusted in
the long run, recognizing that the war on terrorists involved getting tough on the causes of terrorism
(stunted political development in the Middle East), recognizing that the status quo policy on Iraq was
responsible for creating the conditions that gave rise to al Qaeda in the first place -- it is possible that
reasonable people would have still advocated war.

So by all means, let us have a full investigation into the intelligence failure (though let us not expect one
during a presidential campaign). But let us not think that much better intelligence would have been
achievable or conclusive in helping us decide how to deal with Hussein.

The writer is a professor of political science and public policy at Duke Um‘ve?sity.

© 2004 The Washington Post Company
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TO: Doug Feith

CC: Paul Wolfowitz

FROM: Donald Rumsfeld ﬂ

SUBJECT: Personnel Working on Frank Miller Committee

I'want to talk to you about Benkert and Bergnar_ who serve on the Frank Miller

Pl i
committee, and z?‘hér they are the 11ght people }Jondl may have a point. This
A - A

is going to be big hetweep now-and July

Thanks.
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January 28,2004

TO: Paul Wolfowitz QWW A

: . W ’ (57°
CC. Gen. Dick Myers 1 ‘)/.3
I

Dov Zakheim
Les Brownlee
Gen, Pete Schoomaker

FROM: Donald Rumsfeld(DL

SUBJECT: Budget Proposal for Army

We are going to have to get our arms around this Army budget question fast. 1
don't want to leave the seeming lack of clarity or lack of agreement lying there

very long.

Thanks.

DHR:dh
012804-10

Pleuse respond by ' ! i / D‘:’L

OSD 09074-04
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January 28,2004
Y
TO: Gen. Pete Schoomaker )5)
cc: Gen. Dick Myers N
Paul Wolfowitz

FROM: Donald Rumsfeld (|7A(
SUBJECT: Proposal for Army

As Tindicated to you, we need to find ways to explain what you are proposing to
do that will be clear to the layman. I mentioned that to you before we went to see

the President. The President also mentioned it to you. He is right.

I'know it seems clear to you. But, for the general publie, the words “brigade,”

“division,” battalion,” and “company” do not have real meaning. There need to be

some 1llustrations and anecdotes that will explain it better.

Thanks.

DHR:dh
0128049

Please respond by ___*[ 2/ 04

R A ¢4

0SD 09075-04
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January 28,2004

TO: Doug Feith
CC: Gen, Dick Myers
Paul Wolfowitz

FROM: Donald Rumsteld 7/\

SUBJECT: NATO Secretary-General

by 7L

When I go to Wehrkunde I want to talk to the NATO Secretary-General about

pushing for NATO to do the Traq. Polish and possibly UK sectors soon.

It he is going to be in Washington between now and then, T ought to raise it with

him here.

[a ; @ )
Thanks. W

M METE
o, Tostasy (es)
TR % 43 3 4

Please respond by

o 2f )7

0SD 09079=04
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TO: Doug Feith
CC. Paul Wolfowitz

FROM: Donald Rumsfeld (iz

SUBJECT: Assumptions

[ don’t know if you were there, but we simply do have to fashion assumptions for

the kind of world we are going to be living in for the next two or three years.

Thanks.

DHR:dh
012804-4

- F- 95
—E— - o4foeayol
January 28,2004

AS @/

BUNPSAGURERSNANVUEIRFANRURNESNABORRANS SO PPN EB RSP ANRSURRGANDARRUARNBRRORBUNE

Please respond by S marR o4

Policy Ex ’s Note
April 21,2004
CAPT Marriott:

PDUSDP Ryan Henry said the assumptions

proposal was dlscussed in detail during a SLRG
on March 25%.

k]

Policy 1s incorporating SecDef’s guidance into
the next iteration of that package and into
ongoing deliberations on the Defense Strategy.

Please close this action.

O LI e

Colonel C. L. O’Connor, USMC
Director. Policy Exccutive Sccretariat

11-I.-055%SD/34930 S
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January 28,2004

TO: LTG John Craddock
FROM:  Donald RumsfeldPN °

SUBJECT: Technology for Joint Warfighting

Vern Clark T think talked about getting technology forjoint warfighting, Someone

ought to be assigned to do that. It came vp in the CINC conference yesterday.

/%E

Thanks.

DHR:dh
012804-6

Please respond by

0SD 0908104

J%p)’?fﬂ%ﬁ
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January 28,2004

TO: Steve Cambone
CC. Paul Wolfowitz
FROM: Donald Rumsfeld ﬂ\

SUBJECT: Intelligence Tasking and Prioritizing

I have the feeling from the CINC conference that we are still not doing the “
intelligence tasking and prioritizing to undergird and enable war plans. The result &
: _ Ca
18 that the plans are not very good—not realistic — because we don’t have -
intelligence to do the things we think we are capable of doing.

Thanks.

DHR:dh

0128043

Please respond by

e tou

i
{
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0SD 09082-04
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January 27, 2004

TO: LTG John Craddock
CC: Paul Wolfowitz
FROM: Donald Rumsfeld QA

SUBJECT: Brief for POTUS

We do have to schedule the brief for the President on lessons learned from the

Iraqi point of view.

I would prefer to do it before August. We just have to schedule it, tell them it is
an hour and get it done someplace where he and just a very small group can hear

it.
Thanks.

DHR:dh
032704-16

Please respond by 3{/ / 7;/ oY

0SD 09083-04
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January 27,2004

1]

TO: Gen. Dick Myers
ce: Paul Wolfowitz
Larry Di Rita
David Chu
Powell Moore
(U
g) :
FROM.: Donald Rumsfeld o
SUBJECT: Legislation on Numbers No
At the first day of the CINC conference, there was the discussion about end
strength and the need for greater flexibility.
Let’s get a proposal fashioned to recommend to the Congress to relieve us of the
burden of having to be at a certain number—not above, not below —once each
year,
Thanks.
DHR:dh
012704-11
Please respond by 7-1/_:‘ 71/ ay
v)’“ \5'( ”
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O0SD 09084-04
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January 27,2004

TO: Gen. Dick Myers
CC. Paul Wolfowitz
FROM: Donald Rumsfeld ‘?[\

SUBJECT: Personnel as Better Sensors

One of the things Pete Schoomaker said at the CINC conference that was
interesting was that we need to do a better job of making all US military people

better sensors.
Please have some tolks think about that and get back to us.

Thanks.

DHR:dh
0127¢4-15

Please respond by 2{27/°4

0SD 09085-04
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Meqon Cond L ETE "

sﬂh‘é DEPT January }3, 2004
ALANS LATION
Mowey oD

TO: Doug Feith Mg

CC: Paul Wolfowitz

FROM: Donald Rumsfeld(%-«

SUBJECT: Article on Belgian Minister of Defense

> 799

4
£

Here is this article Colin Powell sent over. Please see what language it was

.....i:',
written in and if it was not written in English, then please get our own translation iy
of it very fast. Make sure it is absolutely accurate and get the full text of the
interview. Then get it back to me.

Thanks.

DIR:dh

01230411
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Please respond by

L\ CCFT](Z}
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“Democratic Winner Kerry Hasn’t Reached the Shore Yet” - conservative
Christian-Democrat Het Belang van Limburg (1/20)(circ.102,000)

“Victnam Veteran Kerry: Surprising Victory” - conservative Het Laatste Nieuws
(1/20)(circ.301,000) \1;4,

II. Quotes é)}()j ?ygi&

Defense Minister Andre Flahaut

In an interview with lefiist TV weckly Hiwno (1/20)(cire.242,000) Defense
Minister Andre Flahaut is quoted as saying: “l am particularly irritated by the fact
that we continue to admire the U.S. armed forces without any criticism. In my
opinion, they are cverything but an ideal. Compared to our forces, they are a
completely stagnant entity — with all the possible consequences. ... The
Americans spend so much meney on their armied forces that they simply cannot
act efficiently. When they have to move 15 men from point A to point B, they
will use three aircraft 10 make certain that they succeed. We will use only one
airplane or — even better — we will try to find out whether we can fly with an ally
who is going the same direction. The U.S. will never do that, We will both make
it to point B, but which method is the most efficient? The U.S. defense budget has
simply exploded,

“In Europe, we have other military objectives than the United States. By the way,
did that much better equipped American army perform that well in Iraq? Every
day they had major problems with provisioning their troops No matter what the
media say, the U.S. arrmy must never be our ideal..

“Belgium lies in the center of Europe. NATO’s headquarters is cstablished here,
We receive international recognition for our invaluable political and military
expericnce in Africa. (Supreme Allied Commander) Jones told me that Bush
himself believes that we are dealing with the issues in Congo in the right manner.
Because we are a small country we do not have a hidden agenda ~ which means
that others accept us more casily. By the way, why shouldn’t I have the right to be
critical of the United States? Belgium is an independent country. It is not a blind
obeying disciple who lines up when the Americans yell.
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“And, with my criticism on the war on terror I am not far from the truth either, am
17 After the invasion of Iraq the Americans have become stuck in quicksand -
militari]y and politically. Their Middle East peace plan has not been realized.
Their main mistake is that they wanted to keep the UN out of the game. We want
a new resolution before we participate in the reconstrucnon of Iraq.

“Undeniab]y, there is a difference between the ideal and the real world. The
United States exerted so much pressure to make us change the law of universal
competence that we could only give in. But, that does not mean that we have to
keep our mouth shut for the rest of our days. As a matter of fact, the United States
is changing, too. Its blunt language about the ‘old Europe’ in 2002 (sic) is
disappearing. At NATO meetings today the Americans speak a totally different
language. They begin to take seriously what the rest of the international
community thinks about their actions because they understand that they cannot
take care of the job alone. :

“The main problem is that the United States is unwilling to understand that a
‘strong European defense — the kind Belgium is pleading for — will strengthen
NATO. Our main goal is to tune our armies to each other, to prevent them from
doing the same things, and to enable each country to develop its own areas of
military expertise. That is certainly not a threat for the United States because we
do not have those large budgets and enormous manpower. The Americans have
nothing to fear from us because we want to cooperate with them. However, they
want tough competition (between the U.S. and the EU) to prevail because that
stimulates their economy. Well anyway, perhaps there will be a turnabout after
the presidential elections at the end of this year. It would be ethically indelicate
for a Belgian Minister to comment on the American elections. I leave that to the
American voters, However, if I were an American [ would vote for a Democrat.”

IIL Editorials and Commentaries

State of the Union Address

Under a New York dateline and under the heading “A Domestic War,” Alain
Campiotti in Jeft-of-center Le Soir (1/21)(circ. 103,500) comments: “The
incumbent President has an advantage on the other Presidential candidates: his
State of the Union address, which he delivered to Congress yesterday night. Last
year and in 2002, this annual harangue was about war. This year, it cou]d not but
be an electoral speech,

11-L-0559/0SD/34938




Dept of State Provided Translation 23 Jan 04

Partial Translaticn cof Interview with Andre Flahaut
Humo 20 Jan (04

.[passage cn domestic Belgian issues omitted]

[Lippens] The government agreement requires you to
downsize the military to 35,000 people. There are that
many soldiers on one American military base. What is the
use of such a militarily insignificant army?

[Flahaut] The downsizing to 35,000 persons is the gcal
for the year 2015 and I myself am an advocate of that. A
small army can still be very useful militarily. Why do you
think that the international community asks us for
operations in Kosovo, the Congo, or Afghanistan? I would
even venture to say that our C130 planes are indispensable
for some missions of the United Nations.

The armed forces are now unified. Previocusly we had an
army, air force, navy, and medical service - a top-heavy
structure which I have transformed into a flexible
organization without duplication and complicated command
structures. We are now quite complementary with the other
European armies, and that is the future of our Defense.

[Lippens] All these international operations are
constantly b being carried out by the same five thousand
military personnel. Why do we need the other thirty
thousand pecople?

[Flahaut] That is being changed: we are evolving toward
an army which is completely available. 1In the land army,
only 40 percent of the personnel have been available for
operations up to now. We are raising that to 68 percent.

When we first came out with the new army structure, namely
one central command, people thought it was strange. Well,
meanwhile the Dutch are busy with a similar reform. This
morning I spoke with the Saceur (Supreme Allied Commander
Europe), and General James Jones told me that our plan is
the direction all NATO armies must go. We are on the
right path.
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Poor Americans

[Lippens] How operational is an army with personnel who
average 40 years in age? The average American soldier is
28 - you are hardly finding any new, young recruits.

[Flahaut] The average age has now dropped to 38, and the
recruiting of young people is going well. We just cannot
find enough soldiers in the northern part of Belgium.
(Editor's note: According to an unwritten rule, the army
is supposed to consist of 60 percent Dutch speakers and 40
percent French speakers). What can you do? A youth from
Antwerp or Kortrijk, where there is little unemployment,
will not be quick to join the army. Thus we also need more
women and more immigrants. Since 1 January we have also
been able to recruit European youths, and I want to make
extra efforts to recruit young Belgians of North African
origin.

The military career has basically changed. No one signs
up for life, five to ten years are pretty much the maximum.
Nor can you attract young people if you cannot offer them
anything other than standing guard in front of a barracks.
I think we can find motivated persons if we can offer them
adventurous foreign missions - with humanitarian or social
dimensions.

But what especially irritates me is that we are still
staring blindly at the American army. For me that is by no
means a model. In comparison with ours, it is a '
completely compartmentalized organization with all the
disadvantages which come from that. The US army is perhaps
effective but certainly not efficient. ‘

{Lippens] Please explain!

{Flahaut]l The Americans throw so much money at their army
that it just cannot be efficient. If they need to get
fifteen people from point A to point B, they would use
three airplanes to make sure that they succeed. We would !
send just one airplane, or better yet: first check whether :
we can fly with an ally who is going the same direction. ;
The US never does that! We would both arrive at point B, '

2
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but what is the most efficient way? The US defense budget
has simply expleded.

[Lippens] But do not you and your generally constantly
want to invest in new, expensive, and modern materiel? You
de not want to keep flying around with C130s that are
thirty years old and with Flés from 1975?

[Flahaut] Our Flés are perhaps old, but they are
perfectly compatible with the American planes. We proved
that in Kosove. OQur materiel is technolegically up-to-date
and our Cl30s are better equipped that those of other
countries. You do not always have to believe professors
from military academies. Let them stick to their courses,
the politicians will decide what, when, and how much will
be purchased.

We in Europe have quite different goals than the United
States. Besides: did the US military with its superior
equipment perform so well in Iraq? Every day they had
gigantic problems to supply their soldiers. No matter what
the press says, the American army cannot be our great
model .

[Lippens] Reputable foreign newspapers such as NRC
Handelsblad and The Wall Street Journal do find fault with
the Belgian army. &2&nd General Herteleer, the former chief
of staff, even said that our troops are unmotivated and
thus unsuited for any operation.

[Flahaut] Hopefully ycu are more honest than your
colleague from NRC Handelsblad, who spoke two hours with me
and then published an article which they had already
composed and which hardly used a word from our
conversation.

Ceneral Herteleer once told me that after three months'
retirement, even the best military person was hopelessly
behind in the latest developments and thus should not issue
commentaries. Well, in this case I would like to remind
the retired general of his own, wise words. I invite every
genuinely interested journalist to come and see all that we
are doing, and with what materiel. Why do you not go more
often on our operations? I can guarantee you that the

2
11-L-0559/05D/34941



army, from top to bottom, is quite tired of reading the
same slanted stories of a couple of dissatisfied people.
Come see for yourself, instead of looking at our army -

through an American lens.

[Lippens] Does the Belgian press look through an
American lens too often?

[Flahaut] Yes, I can refute item-by-item all the
spectacular stories about our army by using arguments and
facts, but you must take the trouble to come and check them
out on site. My door is wide open.

Salvation Army

[Lippens] If everything is going so well, why did
General August Van Daele, the successor to Herteleer,
complain in a note about abuses in foreign operations? He
spoke of sexual misconduct, drug and alcohol abuse, and
impermissible deals by military personnel,

(Flahaut] Do you know an company with 40,000 personnel
which never has problems with harassment and alcohol
misuse?

'[Lippens] Cannot a bit more discipline be expected from
military personnel?

(Flahaut] Look, high moral norms are expected of the
clergy, and nevertheless pedophile priests have been
discovered. If a military person does something wrong, it
is widely reported in the press and it is always carefully
noted that it was Sergeant X or Adjutant Y, even if it were
a ‘soldier from the Salvation Army, the press would report
his rank! But if a factory worker does something wrong, is
the name of his company mentioned? No! Evidently
perfection is always and everywhere expected of the army,
but since the existence of original sin, that does not
exist any more. (laughs) See, I do have Catholic roots.

But be at ease: if there are problems, they will be

tackled, and anyone who does something wrong will be
punished.
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[(Lippens] During the Iraq war, you were highly critical
of Bush. Can you, as the defense minister of a military
dwarf, permit yourself such statements?

[Flahaut] Belgium is in the center of Europe, the NATO
headquarters are located here, and we are getting
international recognition because of our priceless
political and military experience in Africa. I have heard
from General Jones that Bush himself thinks that we are
apprcaching things the right way in the Ccngo. Because we
are a small ccuntry, we have no hidden agenda, and so we
are also received better. PBesides: why should I not be
able to criticize the US? Belgium is an independent
country and not a blind follower who snaps to attention
whenever the Americans say something.

And was my criticism of the "war on terrorism" really
that far cff? After invading Afghanistan, the Americans
failed to capture Osama Bin Ladin, they are in military and
political quicksand in Irag, and their peace plan for the
Middle East is not being realized. Their great mistake was
that they did not involve the United Nations. We want a
new UN resolution before we will help with the rebuilding
of Iraq.

(Lippens] Until the US should threaten to take NATO
headquarters out of Belgium,

[Flahaut] There is a difference between the ideal world
and reality. The US put so much pressure on us to modify
our genccide law that we had to yield. But that does not
mean that we are going to keep guiet for the rest of our
days. After all, the United States is changing too. The
tough talk of the year 2002 about "old Europe" has already
been greatly toned down. They are now using a quite
different tone at NATO meetings. They are beginning to
take into account what the rest of the international
community thinks abcout their behavior because they realize
that they cannot do it alone.

The biggest problem at this moment is that United States
refuses to understand that a strong European defense, as
advocated by Belgium, will also strengthen NATO. The aim
is especially to coordinate our armies better, to eliminate

S
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duplication, and to allow each country to develop its own
military specialties. It is by no means a threat to the
United States, because we do not have the huge budgets or
the big numbers. Americans have nothing to fear from us,
because our defense is based on cooperation, with them as
well. But they simply want tough competitiona mong each
other, because that makes their economy go. Oh well, maybe
there will be some momentum after the presidential
elections in the United States late this year,

[Lippens] You hope that Bush will lose the electicns?

[Flahaut] It would be morally quite indiscreet for a
Belgian minister to comment on the American elections. I
am glad to leave that to the American voters. (Grins) But

if I were an American, I would vote for a Democrat.

[passage on Belgian domestic affairs omitted)
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Januaty 20,2004 SD'.

TO: Doug Feith ) ,ﬁQpM "
£wiH5

CC: Paul Wolfowitz

FROM: Donald Rumsféld'm qu) 6T' g

SUBJECT: Irag—the Debate r&/

Attached are articles written by Lind and Dempsey that Pete Schoomaker sent me.

You ought to take a look at them and think about it in the battle for ideas paper we

Nt

are working on, I think it is worth considering.
Thanks.

Attach,
Lind, William S. “Understanding Fourth Generation Warfare” (undated)
BG Dempsey’s Response to 4™ Generation Warfare Article (undated)

DHR:dh
012004-27

Please respond by
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0SD 09088-04
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Understanding Fourth Generation Warfare
William S. Lind

Rather than commenting on the specifics of the war with Iraq, | thought it fnight be a good time to
lay out a framework for understanding that and other conflicts. The framework is the Four
Generations of Modern War. ’ ‘

| developed the framework of the first three generations ("geheration" is shorthand for dialectically

qualitative shift) in the 1980s, when | was laboring to introduce maneuver warfare to the Marine i
Corps. Marines kept asking, "What will the Fourth Generation be like?", and | began to think

about that. The result was the article | co-authored for the Marine Corps Gazette in 1989, “The

Changing Face of War: Into the Fourth Generation.” Our troops found copies of it in the caves at

Tora Bora, the al Quaeda hideout in Afghanistan.

The Four Generations began with the Peace of Westphalia in 1648, the treaty that ended the

. Thirty Years' War. With the Treaty of Weslphalia, the state established a monopoly on war.
Previously, many different entities had fought wars - families, tribes, religions, cities, business
enterprises - using many different means, not just armies énd navies (Mo of those means,
bribery and assassination, are again in vogue}. Now, state milltaries fnd it dafﬁcult to imagine war |
in any way other than fighting state armed forces sumlar t0 themselves.

The First Generation of Modern War runs roughly from 1648 0 1860. This was war of line and
column tactics, where battles were format and the batilefield was orderly. The relevance of the
First Generation springs from the fact that the battlefield of order created a military cufture of | |
“order. Most of the things that distinguish "military” from "civilian" - uniforms, saluting, careful

gradations or rank - were products of the First Generation and are intended to reinforce the
- culture of order. ' . :

The problem is that, around the middle of the 19th century, the battlefield of order began to break
down. Mass armies, soldiers who actually wanted to fight (an 18th century's soldier's main

objective was to desert), rifled muskets, then breech loaders and machine guns, made the old. f
line and column tactics first obsolete, then suicidal.

The problem ever since has been a growing contradiction between the military culture and the
increasing disorderliness of the batilefield. The cullure of order that was once consistent with the
environment in which it operated has become more and more at odds with it.
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Second Generation warfare was one answer to this contradiction. Developed by the French
Army during and after World War |, it sought a solution in mass firepower, most of which was
indirect artillery fire. The goal was atirition, and the doctrine was summed up by the Frenéh_as.
“The artillery conquers, the infantry occupies.” Centrally-controlled firepower was carefully
synchronized, using detailed, specific plans and orders, for the infantry, tanks, and artillery, in a
*conducted baltle” where the commander was in effect the conductor of an orchestra.

Second Generation warfare came as a great relief {o soldiers (or at least their officers) because it
preserved the culture of order, The focus was inward on rules, processes and procedures.
Obedience was more important than initiative (in fact, initiative was not wanted, because it
endangered synchronization), and discipline was top-down and imposed.

Second Generation warfare is relevant {o us foday because the United States Army and Marine
Corps learned Second Generalion warfare from the French dﬁring and after World War {. ‘it
remains the American way of war, as we are seeing in Afghanisian and Iraq: to Americans, war
means "putling steel on target." Aviation has replaced arillery as the source of most firepower,
but otherwise, (and despite the Marine's formal doclrine, which is Third Generation maneuver -
warfare) the American military today is as French as white wine and brie. Atthe M'arine Corps'
desert warfare training center at 29 Palms, California, the only thing missing is the tricolor and a

~ picture of General Gamelin in the headquarters. The same is true at the Army's Armor School at
Fort Knox, where one instrddor recently began his class by saying, "l dont know why | have to
teach you all this old French crap, but | do.” '

Third Generation warfare, like Second, was a product of World War |. 1t was developed by the
German Army, and Is commonly known as Blitzkrieg or maneuver warfare,

Third Generation warfare is based not on firepower and attrition but speed, surprise, and mental
as well as physical dislocation. Tactically, in the attack a Third Generation military seeks to get
into the enemy’s rear and collapse him from the rear forward: instead of "close with and destroy,"
the motto is "bypass and collapse.” In the defense, it attempts to draw the enemy in, then cut
him off. War ceases 10 be a shoving contest, where forces attempt to hold or advance a "line;*
Third Generation warfare is non-linear,

~ Not only do tactics change in the Third Generation, so does the military culture. A Third
Generation military focuses outward, on the situation, the enemy, and the result the situation
requires, not inward on process and method (in war games in the 19th Century, German junior
officers were routinely given problems that could only be solved by disobeying orders). '
Orders themselves specify the result to be achieved, but never the method ("Auftragstaktik™).
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Initiative is more important than obedience (mistakes are lolerated, so long as they come from
too much initiative rather than too little), and itall depe nds on self-discipline, not imposed
discipline. The Kaiserheer and the Wehrmacht could put on great parades, but in realﬂy they
had broken wnh the culture of order.

Characteristics such as decentralization and Initiative carry over from the Third to the Fourth
Generation, but in other respects the Fourlh Geheration marks the most radical change since the
Peace of Westphalia in 1648. In Fourth Generation war, the state loses its monopoly on war. "All
over the world, state militaries find themselves fighting non-state opponents such as al Quaeda,
Hamas, Hezbollah, and lhei FARC, Almost everywhere, the state is losing.

Fourth Generation war is also marked by' a return to a world of cultures, not merely states, in
conflict. We now find ourselves facing the Christian West's oldest and most steadfast opponent,
Islam After about three centuries on the strategic defensrve following the failure of the second
Turkish siege of Vienna in 1683, Islam has resumed the strategic offensive, expanding outward in
" every direction. In Third Generation war, invasion by immigration can be at least as dangerous
‘ as invasion by a state army. '

Nor is Fourth Generation warfare merely §omething we imporl, as we did on 9/11. Atits core lies
a universal crisis of legitimacy of the state, and that crisis means many countries will evolve
Fourth Generation war on their soil. America, with a closed political system (regardless of which
parly wins, the Establishment remains in power and nothing really changes) and a poisonous
ideology of "multiculturalism,” is a prime candidate for the home-grown variety of Fourth '
Generation war - which is by far the most dangerous kind.

Where does the war in [raq fit in this framework?

I suggest that the war we have seen thus far is merely a powder train leading to the magazine.
The magaziﬁe is Fourth Generation war by a wide variety of Islamic non-state actors, directed at
America and Americans (and local governments friendly to America) everywhere. The longer
America occupies Irag, the greater the chance that the magazine will explode. If it

does, God help us all,

For almost two years, a small seminar has been meeting at my house o work on the question of
how to fight Fourth Generation war. 1t is made up mostly of Marines, lieutenant through
lieutenant colonel, with one Army officer, oné National Guard tanker captain and one foreign
officer. We figured somebody ought to be working on the most difficult question facing the U.S,
armed forces, and nobody else seems to be. '
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The seminar recently decided it was time to go public with a few of the ideas it has come up with,
and use this column to that end. We have no magic solutions to qfler. only some thoughts. We
recognized from the outset that the whole task may be hopeless; state militaries may not be able
to come to grips with Fourth Generation enemies no matter what they do. |

But for what they are woﬂh, here are our thoughts to date:

If America had some Third Generation ground forces, capable of maneU\ker_ warfare, we might be

able to fight battles of encirclement. The inability to fight battles of encirclement is what led to the -

failure of Operation Anaconda in Afghanistan, where al Qaeda stood, fought us, and got away
with few cashailies. To fight such battles we need some true light infantry, infantry tﬁat can move
farther and faster on its feet than the enemy, has a full tactical repeftoire {not just bumping into
the enemy and calling for fire) and can fight with its own weapons instead of depending on
supporling arms. We estimate that U.S. Marine infantry today has a sustained march rate of only
10-15 kilometers per day; German World War Ul line, not light, infantry could sustain 40
kilometers.

Fourth Generation opponents will not sign up to the Geneva Conventions, but might some be
open to a chivalric code governing how our war with them would be fought? it's worth exploring.

How U.S. forces conduct themselves after the battle may be as important in 4GW as how they
fight the battle.

What the Marine Corps calls "cultural intelligence" is of vital importance in 4GW, and it must go
down to the lowest rank. In Irag, the Marines seemed to grasp this much better than the U.S.
Army.

What kind of people do we need in Special Operations Forces? The seminar thought minds were
more important than muscles, but it is not clear all U.S. SOF understand this.

One key to success is integrating our troops as much as possible with the tocal people.

Unfortunately, the American doctrine of "force protection" works against integration and generally
hurts us badly. Here’s a quote from the minutes of the seminar:

There are two ways to deal with the issue of force protection. One way is the way we are
currently doing it, which is to separate ourselves from the population and to intimidate them with .
our fire power. A more viable alternative might be to take the opposite approach and integrate
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with the community. That way you find out more of what is going on and the pbpulation protects
you. The British approach of getting the heimets off as soon as possible may actually be saving

lives.

What "wins" at the tactical and physical levels may lose at ihe operational, strategic, mental and
moral levels, where 4GW is decided. Marlin van Creveld argues that one reason the British have
not lost in Northern Ireland is that the British Army has taken more casualties than it has inflicted.
This is something the Second Generation American military has great frouble grasping, because

it defines success in terms of comparative attrition rates.

We must recognize that in 4GW situations, we are the weaker, not the stronger party, despite all
our firepower and technology.

What can the U.S. military learn from cops? Qur reserve and National Guard units include fots of
cops; are we taking advantage of what they know?

One key ta success in 4GW may be *losing to win.® Part of the reason the wars in Afghanistan
and lraq are not succeeding is that our initial invasion destroyed the slate, creating a happy
hunting ground for Fourth Generation forces. In a world where the state is in decline, if you
destroy a stale, it is very difficult to recreate it. Here's another quote from the minutes of the

seminar:

"The discussion concluded that while war agains! another siale may be necessary one should
seck to preserve thal state even as one defeats it. Grant the opposing armies 1he "honors of war,'
tell them whal a fine job they did, make their defeat ‘civilized® so they can survive the war
institutionally intact and then work lor your side. This would be similar fo 18th cenlury notions of
civilized war and contribute greatly 1o propping up a fragile stale. Humilialing the defeated enemy
{roops, especially in front of their own population, is always a serious mistake but one that
Americans are prone to make. This is because the Tooiball mentality’ we have developed since
World War Il works against us.”

In many ways, the 21st century will offer a war between the forces of 4CW and Brave New
World. The 4GW forces understand this, while the infernational elites that seek BNW do not.
Another quote from the minutes:

"Osama bin Ladin, though reportedly very wealthy, lives in a cave. Yes, it is for security but it is
also leadership by example. 1t may make it harder 1o separate (physically or psychologically) the
4GW leaders from their troops. It also makes i harder to discredit those leaders with their
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followers. This contrasts dramaliéally with the BNW elites who are physically and psychologically
separated {by a huge gap) from their followers (even the generals in most conventional armies
are to a great extent separated from their men). The BNW elites are in many respects oécupying
the moral low ground but don' know it."” o '

In the Axis occupation of the Balkans during World War ll, the I_falians in many ways were more
effective than the Germans. The key to their success is that they did not want to fight. On
Cyprus, the U.N. commander rated the Argentine battalion as more effective than the British or
the Austrians because the Argentines did not want to fight. What lessons can U.S, forces draw
from this? ‘

How would the Mafia do an occupation?

When we have a coalition, what if we let each country do what is does best, e.9., the Russians
handle operational ant, the U.S. firepower and logistics, maybe the ltalians the occupation?

How could the Defense Depariment's concept of "Transformation” be redefined so as to come to
grips with 4GW? If you read the current "Transformation Planning Guidance® put out by DOD,
you find nothing in it on 4GW, indeed nothing that relates at all to either of the two wars we are
now fighting. It is all oriented toward fighting other state armed forces that fight us
symmetrically. '

The semina; intends to continue working on this question of redefining "Transformation” (die ,
Verwandlung?) so as to make il relevant to AGW. However, for our December meeting, we have
posed the following problem: It is Spring, 2004. The U.S. Marines are to relieve the Army in the ;
occupation of Fallujah, perhaps Iraq's hottest hot spot (and one where the 82nd Airborne's tactics ' i
have been pouring gasoline on the fire). You are the commander of the Marine force taking over |

Fallujah. What do you do?

i let you know what we come up with.

Will Saddam's caplure mark a turning point in the war in lIraq? Don't count on f. Few resistance
fighters have been fighting for Saddam bersonally. Saddam's capture may lead to a fractioning of
the Baath Party, which would move us further foward a Fourlh Generation situation where no one
can recreate the state. it may also tell the Shiites that they no longer need America to protect
them from Saddam, giving them more options in their struggle for free elections.

11-L-0559/0SD/34951



If the U.S. Army uéed the capture of Saddam to announce the end of tactics that enrage ordinary
Iragis and drive them toward active resistance, it might buy us a bit of de-escalation. But ! dont
think we'll that be smart. When it comes to Fourth Generation war, it seems nobody in the
American military getsit.

Recently, a faculty member at the National Defense University wrote to Marine Corps General
Mattis, commander of | MAR'DIV, 1o ask his views on the importance of read'ing military history.
Mattis responded with an eloquent defense of taking time to read history, one that should go up
on the wall at all of our military schools. "Thanks to my reading, | have hever been caught flat-
footed by any situation,” Mattis said. "It doesn't give me all the answers, but it lights what is often
a dark path ahead."

Still, even such a capable and well-read commander as General Mattis seems to miss the point
about Fourth Generation warfare. He said in his m:ssive, "Ultimately, a real understanding of
history means that we face NOTHING new under the sun. For alt the '4th Generation of War'
intellectuals running around today saying that the nature of war has fundamentatly changed the
tactlcs are wholly new, efc., | must respectfully say, 'Not really,”

Well, that isn't quite what we Fourth Generation intellectuals are saying. On the contrary, we have
pointed out over and over that the 4th Generation is not novel, but a return, specifically a return to
{he way war worked before the rise of the state. Now, as then, many different enfities, not
just governments of states, will wage war. They will wage war for many different reasons, not just
"the extension of politics by other means." And they will use many different tools to fight war, not
restricting themselves 1o what we recognize as military forces. When| am asked to recommend

- a good book describing what a Fourth Generation world will be like, 1 usually suggest Barbara
Tuchman's A Distant Mirror: The Catamitous Fourteenth Century.

Nor are we saying that Fourth Generation tactics are new. On the contrary, many of the tactics
Fourth Generation opponents use are standard guerilla tactics. Others, including much of what
we call “terrorism,” are classic Arab light cavalry warfare carried out with modern technology at
the operational and strategic, not just tactical, levels.

As | have said before in this column, most of what we are facing in iraq today is not yet Fourth
Generation warfare, but a War of National Liberation, fought by people whose goal is to restore a
Baathist state. But as that goal fades and those forces splinter, Fourth Generation war will

come more and more to the fore. What will characterize it is not vast changes in how the enemy
fights, but rather in who fights and what they fight for. The change in who fights makes it difficult
for us to tell friend from foe. A good exarﬁple is the advent of female suicide bombers; do
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U.S. troops now sta frisking every Moslem woman-they encounter? The change in what our
enemies fight for makes impossible the political compromises that are necessary to ending any
war, We find that when it comes to making peace, we have no one to talk to and hothing to talk
about. And the end of a war like that in Iraq becomes ineviiable: the local state we attacked
vanishes, reavihg behind either a stateless region (Somalia} or a fagade of a state (Afghanistan)
within which more non-state elements rise and fight.

General Mattis is correct that none of this is new, it is only new to state armed forces that were
designed to fight other state armed forces. The fact that no state military has recently succeeded
in defeating a non-state enemy reminds us that Clio has a sense of humor: history also teaches
us that not all problems have solutions. '
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.BG Dempsey’s Response to 4* Generation Warfare Article

it's probably not ‘possible for me to respond to this without sounding defensive. However,
since it's important that we capture the right lessons from our experience in OIF-1, I'll give it a
shot.

I completely agree that it is necessary we be prepared to fight both state and non-state
actors. Whether this is some generational evolution or simply a variety of enemies using
whatever they have at their disposal against us is a matier best left to academia.

Beyond that one point of agreement, I've got to push back on several of the other ideas in
the essay: '

1. "One key to success is integrating our froops as much as possible with the Tocal
people.” | assume that the idea here is that once they get to know us, they'll trust us. Thatis a
' sfgniﬁcant oversimplification of a very complex issue. We meet with “the local people”
constantly and at every level. We've learned that Arabs are very friendly but very private. The
ones who are already inclined to support us will befriend us to a point, but they will want to keep
us at arms length, Furthermore, no amount of "integration” will change the opinion of those who

think ill of us for what we represent. HUMINT follows success not friendship. Prove that you can

take the bad guys off the street, and HUMINT goes up. No question that cultural awareness is
good and that we should avoid being seen as excessively provocative. Also no question, in my
rhind at least, that they expect us to be who and what we are--the best fighting force in the world.
For now, and until their own security forces are fully functioning, they're looking to us for security

ot friendship. Finally, Arabs are not put off by our basing and force protection. They can be
critical if we inconvenience them in their daily lives by impeding traffic and denying them access
to parts of the cﬁy. Having Armies live on well-protected bases outside of cities makes perfect

. sense to them, Having Armies living inside their cities does not. We're accounting for that by
setting up the enduring base camps on the periphery of the city,

2. "We must recognize that in 4GW situations, we are the weaker, not the stronger party,
despite all our firepower and technology.” This is simply nonsense. As I've told our soldiers over
Here, they--not our weapons--are what terrifies the terrorist. We are visible proof that men and
women, blacks and whites, Christians, Muslims, and Jews can work fogether toward a common
goal. We fight for positive ideas like individual rights, diversity, and freedom. Our enemies fight
for negative ideas like personal gain, exclusion, and oppression. We only become the "weaker
parly” when we forget that. '
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3. "Part of the reason the wars in Afghanistan and Iraq are not succeeding is that our initial
invasion destroyed the state, thereby creating a happy hunting ground for Fourth Genera_ﬂonal ‘
forces.” First of all, from our perspective the war in lraq is succeeding. The'rogue r_egimé of
Sadaam Hussein is gone. We are on the offensive against terrorism. We don't know what shape
the future Iraq will take, but there is every reason to be hopeful that it will be better than the old
Iraq. Time and money will influence the outcome in a way that was impossible when the Baath
Party was in power. Second, the initial invasion didn't destroy the state. Sadaam Hussein
destroyed the state through 25 years of nepotism, favoritism, corruption, and neglect. We have
made and continue to make herculean efforts to improve the quality of life for Iraq's people, and
they know it. From their perspective, admitting that we've improved their lives would incura
psychological debt, a debt they are unwilling to incur. So, they will continue to be openly critical
of our efforts. ‘ '

4. "When it comes to Fourth Generation War, it seems nobody in the American military
gets it." Anincredible statement. We have made frequent adaplations in very nearly every
system and function of the Division, and ! know every US Army Division has done the same. We
have learned never to believe we are as good as we can be, and we remain aware that pride of

" *fauthorship” is probably the most dangerous enemy we face in this environmerit.

The forces that follow us will probably not find the Iraq they think they will find. It will either
be better or it will be worse. As we have, they will have to adjust. If under Mr. Lind's Influence
they arrive with well-eslablished and pre-conceived notions about how to operate, they will |
probably be wrong.

As | write, we're fighting three different "kinds" of enemy in Iraq: the former r'eg.Ime.
lérrorism. and organized crime. We're also fighting against the emergence of religious
extremism--mostly radical Sunni religious extremism--that in the long run may be the most
dangerous influence the new Iraq will face. Overarching all of this, we are in competition for the
popular support of the Iraqi people. For now, we have it, but that popular support has a shelf life,
and we a