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September 15, 2003

TO: Gen. John Abizaid
cC: Gen. Dick Myers
FROM: Donald Rumsfeld /‘7\

SUBJECT: Tariffs

Someone in the paper is writing that Petraeus’s folks are extracting customs tariffs
from people coming in through Syria. If it is true, how does that connect to the

Coalition Provisional Authority?

Thanks.

DHR:dh
091503-12

Please respond by 07/ [9133

U15369 /03
11-L-0559/0SD/16173
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September 16, 2003

TO: Honorable Colin Powell (by hand)

vy L

CC: Gen. Dick Myers
Paul Bremer
Paul Wolfowitz
Reuben Jeffery

FROM: Donald Rumsfeld 7/}_

SUBIJECT: Iraq Personnel

I understand you believe there are two or three hundred State Depariment
personnel awaiting some sort of clearance to get to Baghdad and help staff the

CPA. Could you please send me the list, so 1 can help push that along?

Thanks.

DHR:db
091603-12

o425/

U15370 /03

11-L-0559/0SD/16175



September 15, 2003

TO: Jerry Bremer
cC: Paul Wolfowitz
Doug Feith

FROM:  Donald Rumsfeld y/(

SUBJECT: Business Council in Irag

What do you think about fashioning a business council of expatriates and from

neighboring countries to begin working with the Iragi Governing Council and you

to get investment going.

Thanks.

DHR:dh
091503-73

Please respond by 4 ’ L |03

”
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Ui1s5392 /03
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Snowflake

September 15, 2003

TO: Gen. Dick Myers

CC. Service Secretaries
David Chu
Service Chiets
Combatant Commanders
LTG John Craddock
Larry Di Rita

FROM: Donald Rumsteld 'y /\
SUBJECT: Announcements N
Let's make sure that no Service, CINC, or others make announcements on troop

rotations, stop loss or mobilizations, without the proposal having been worked

through the Jaint Staff, David Chu and me personally.

Thanks.

DHR:dh
091503-23

Please respond by —

o e S/

U15419 /03

11-L-05659/0SD/16177



September 15, 2003

TO: Gen. John Abizaid
Steve Cambone

CC: Gen. Dick Myers
Paul Wolfowitz
Doug Feith
FROM:  Donald Rumsfeld “\j: -

SUBJECT: Counterterrorism and UK

N

I talked to MoD Geoff Hoon today. He said if there is anything they can help with
in respect to the counterterrorism issue and getting more assets on it, to let him
know. We might want to figure out how we want to beef up our effort and see if

they can help by beefing up some folks with us.

Thanks.

DHR:dh
91503-34

Please respond by a1 / e [ >

€0 t5¢ ¢
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September 15, 2003

TO: Gen. John Abizaid
Jerry Bremer

CC: Gen. Dick Myers
Paul Wolfowitz

Doug Feith

Reuben Jeffery

FROM: Donald Rumsfeld(v\

SUBJECT: UK Offer

>

[ talked to MoD Geoff Hoon today. He said they are interested in beefing up the

training in the south. You might want to figure out a way to include the UK in

training for these various

done.

Thanks.

DHR:dh
G91503-55

types of Iraqi security forces if that has not already been

Please respond by

a 2(;7/03
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September 15, 2003

TO: Gen. John Abizaid
Jerry Bremer

CC: Gen. Dick Myers
Paul Wolfowitz
Doug Feith
Reuben Jeffery

FROM:  Donald Rumsfeld \\

SUBJECT: UK Offer

I talked to MoD Geoff Hoon today. He said they are interested in beefing up the
training in the south. You might want to figure out a way to include the UK in
training for these various types of Iraqt security forces if that has not already been

done.

Thanks.

DHR:dh
091503-55

Please respond by Q( 26 / 03

UISd -2
11-L-0559/0SD/16180



COALITION PROVISIONAL AUTHORITY
BAGHDAD

17 September 2003
MEMO FOR: Secretary Rumsfeld

FROM: Paul Bremer <signed>
SUBJECT: Response to Snowflake, CPA Communications, 10 September 2003

We valued Scott Sferza’s visit and comment on his points below. In the past 2 weeks,
our teamn has been greatly strengthened by the arrival of Gary Thatcher, Dorrance Smith
and a number of additional press officers. Our Strategic Communications staff in
Baghdad now numbers 69 and we are also flowing officers to our provincial CPA
offices.

FILING CENTER: We had already planned to establish a credentialing system for the
U.S. and Iraqi press; a filing center to complement it would be helpful too.

Building both will require the full attention of two communications staffers for
approximately two weeks. Until State and DoD meet our personnel request list, our
existing team is spread too thin to handle it. Many important day-to-day tasks would lay
dormant if current personnel were assigned to work on the highly technical filing center
effort. 1request that the White House send an expert to work on this for as long as it
takes. Jim Van Keuren, from White House Communications Agency, is already here and
working on the Governing Council Press Center and he should stay as well.

RELOCATING STRATEGIC COMMUNICATIONS STAFF TO CONVENTION
CENTER: This will be difficult. The Palace is the nerve center for policy meetings,
decision-making, and other CPA business. To move the Baghdad press staff out of
headquarters will move them out of the information flow, into an environment in which
telecommunications are unreliable. One solution is to have our spokespersons spend a
designated few hours at the Convention Center each day, to be available to reporters
working out of the filing center.

PSYOPS TRAVEL: The purpose of their trips is to execute information operations
directed at the indigenous population; tactics that may not be appropriate to showcase to
U.S. media. I recommend against inviting press to accompany these missions.

Today, however, we organized a separate trip (100 reporters) to tour the New Iragi Army
base in Kirkush. This could be the model — albeit for smaller groups of reporters —

11-L-0559/0SD/16181 Ul5429 /03



whereby we would organize trips frequently and exclusively for the press, all dependent
on the availability of military assets (helicopters, humvees, etc.) and staff.

HOUSING FOR KEY MEDIA ORGANIZATIONS: We have no spare hotel capacity
within the Green Zone. We will see if there are any other options available to us.
Perhaps it would be tied to long-term commitments of their correspondents/producers to
their Iraq bureaus; a condition we believe directly affects the fairness of their coverage
and one we also want to require in return for any credentials.

PRESS BRIEFS: The memo from Mr. Sforza indicates that the CJTF-7 and CPA hold
joint press briefings weekly. That is incorrect. There is a daily briefing.

SECURITY: My final caveat with all these constructive suggestions is that force

protection requirements in the Green Zone present obstacles that we will do our best to
work around, but it may not always be possible.

11-L-0559/0SD/16182



September 16, 2003

TO: Jerry Bremer
Gen. John Abizaid

CC: Gen. Dick Myers
Paul Wolfowitz
Doug Feith
Powell Moore
Dov Zakheim
Reuben Jeffery

FROM: Donald Rumsfeld 2‘ é

SUBJECT: Pending $87 Billion Presidential Request

Q\MI

It looks as though the key witnesses on the $87 billion Presidential request will be
Ambassador Jerry Bremer and General John Abizaid. The thinking currently is
that several committees in the House and Senate would be holding hearings on it,

possibly September 24 and 25.

I wanted to mention this to you immediately, so you would have it in your
thinking in terms of travel plans. While it is not set, there is at least a reasonable

possibility that the folks are going to want you back here as the lead witnesses.

Regards,

DHR:dh
091603-16

Please respond by

e ——
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Ui1s5448 /03
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September 16, 2003

TO: Jerry Bremer
Gen. John Abizaid

CC: Gen. Dick Myers
Paul Wolfowitz
Doug Feith
Larry Di Rita

FROM: Donald Rumsfeldq) /\

SUBIECT: Afghanistan and Iraq

Attached are some notes [ made after a meeting with some editorial boards in New
York.

Attach.
9/15/03 MFR

DHR:udh
0%1503-7]

Please respond by -

Uis450 /03

11-L-0559/0SD/16184

2oy

SHF

i

Sod3S 2



September 16, 2003

SUBJECT: Afghanistan and Iraqg—The message

In New York at two editorial board meetings, 1 received the following

suggestions:
— Our message isn’t getting through
— It will take video and pictures—not just print.

— We could use some polls to prove there is recognition of progress in

[raq.
— We have to control the spectrum.

— We have to do something about improving Al-Jazeerah and Al

Arabiyah.

— We may need some creative events.

DHR:dh
091503-64

11-L-0559/0SD/16185



Snowflake

September 17, 2003

ey 17

TO: Gen. Jim Jones
CC: Gen. Dick Myers
Doug Feith

FROM: Donald Rumsfeld Dﬂ

SUBJECT: Bosnia, Kosovo and the Balkans

It would be great if we could reduce the U.S. commitment in the Balkans to zero.
I am aware of the “in together, out together” philosophy. Therefore, if not to zero,
we could possibly reduce to 100 or so U.S., so we could continue to have a

presence and cooperate from an intel standpoint, etc.

[ have been impressed with the way your folks have been pulling down our forces
there over recent years. Everyone has done a good job. Nongwheless, we have
significant tasks in the world today, and it would be a big help if we could reduce
the forces, not simply because of the forces that are there, but because of the

rotation multiplier that pertains.

Please think it through, then get with Dick Myers and the Policy shop to come up

with a proposal.

Thanks.

DHR:dh
091703-20

Please respond by ID/ o / v

U15465 /03

sod=>s/
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Snowflake

September 17, 2003

TO: Gen. Jim Jones
CC: Gen. Dick Myers
Doug Feith

FROM: Donald Rumsfeld -Dﬂ

SUBJECT: Bosnia, Kosovo and the Balkans

It would be great if we could reduce the U.S. commitment in the Balkans to zero.
I am aware of the “in together, out together” philosophy. Therefore, if not to zero,
we could possibly reduce to 100 or so U.S., so we could continue to have a

presence and cooperate from an intel standpoint, etc.

I have been impressed with the way your folks have been pulling down our forces
there over recent years. Everyone has done a good job. Nonetheless, we have
significant tasks in the world today, and it would be a big help if we could reduce
the forces, not simply because of the forces that are there, but because of the

rotation multiplier that pertains.

Please think it through, then get with Dick Myers and the Policy shop to come up

with a proposal.

Thanks.

DHR:dh
091703-20

Please respond by ___! Dg/ f ~/ O,

11-L-0559/0SD/16187 i (59 (55



Snowflake

September 17, 2003

TO: LTG John Craddock
FROM:  Donald Rumsfeld [

SUBJECT: MoD Conference
Please tickle this package for February 2004,

Thanks.

Attach.
9/5/03 ASD(SOLIC) mema to SecDef re: Minister of Defense Conference—Localions

DHR:dh
191703-8

Please respond by 9'/ oY

U15530 /03

11-L-05659/0SD/16188
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1-03/011914;
ACTION MEMO SEP 5 iic

FOR: SECRETARY OF DEFENSE : q| 5\05 DepSec Action

FROM: Thomas W. O'Connell, AgafStant Secretary of Defense for Special Operations
and Low Intensity Contlict

SUBJECT: Mmister of Defense Conference—Locations

s In the past, we have discussed hosting a Minister of Defense level conference in the
spring of 2004. This conference will be a symbolic gathering of nations friendly to
the United States.

o We need to choose a conference location and date as soon as possible in order 1o
secure room reservations.

¢ Dick McGraw has agreed to lead a Task Force to handle arrangements and logistics
for the Minister of Defense conference. He is currently the Task Force Director for
the informal NATO Ministenal.

e At ourrequest, he identified four potential conference locations (Tab A):

Broadmoor Hotel—Colorado Springs, CO

Q

o Hotel Del Coronado—San Diego, CA

o Marmotts (2) on the River—San Antonio, TX
O

Renaissance OR Mayflower—Washington, DC

o All four locations have the necessary facilities and resources for a conference of this
magnitude.

e We are hosting the informal NATO Ministenial at the Broadmoor Hotel this October.
The Broadmoor is Mr. McGraw’s preferred option.

o The room rates (per day) for the four hotels are as follows: Broadmoor ($189 *pre-
negotiated rate for the informal NATO Mimnisterial), Hotel De! Coronado ($225-$245),
Marriotts ($139), Renaissance ($150), and Mayflower ($150).

¢ The Marriotts are only available 24-30 April 2004.

» The Hotel Del Coronado has the lowest room rate the week of 12-15 April 2004,

11-L-05659/0SD/16189






Site evaluation for Spring Mod Conference

Requirements and Assumptions:

A. Must be near enough to military installation for that installation
to be able to provide support for the conference.

B. Physical facilities for conference—Sleeping rooms, conference
facilities and meeting rooms and catering facilities to accommodate approximately
400 delegates and staff. Each MOD will bring a spouse, if he/she has one, an
interpreter if they don’t speak English, a personal security person and at least one
staff person. That’s five already. 1 suspect you may have to increase your limit on
the number of invitees. ((If you’re inviting MODs, should you also invite
CHODS? Any Combatant Command Commanders (PACOM, EUCOM,
SOUTHCOM, SOCOM, CENTCOM) ? Staff from any of those organizations?
Any staff from SHAPE? Any staff from such organizations as the OAS, NATO
(US Mission staff)? How many from the Pentagon? )) We also will need to
provide liaison officers for each delegation and housing for them, two personal
security officers and housing for them, drivers for each delegation and possibly
housing for them.

C. Sufficient local parking to accommodate a motor pool of up to
200 vehicles, depending on movements necessary.

D. Sleeping rooms, conference and meeting rooms should ideally all
be in the same facility to minimize logistical problems of moving among multiple
locations.

E. Temperate climate to facilitate social activities and have the least
risk of interrupting air ops.

F. Ease of providing personal security for the delegates.

G. A facility large enough to accommodate a media center and
additional media briefing rooms.

G. Nearby sleeping accommodations for possibly 200 press and
media.

H. Local interest facilities for spouses program.

I. Near enough to commercial air facility to accommodate those
delegates who travel by commercial air.

J. Local hotel/resort staff are good representatives of the United
States.

1. The Breadmoor in Colorado Springs
* Available dates--500 rooms are available April 5-8 (arrive Monday and
depart Thursday) and Apr 12-15 (also arrive Monday, depart Thursday).
¢ Room rate for the Broadmoor would be the same we have negotiated for
the NATO conference--$189. Suites would be more expensive.

Prepared by: Dick McGraw 1
11-L-0559/0SD/16191



Average temperatures for Colorado Springs in April are 61 for the mean
daily high and 35 for the mean daily low.

The Broadmoor would be easy to work with becanse of our experience with
the NATO meeting

Air Force would be the Executive Agent and 1 would be able to use most of
my existing task force in Colorado Springs.

Most of the attendees probably would not have seen the American West

2. The del Coronado in San Diego

Available dates--April 12-15 (arrive Monday, depart Thursday); May 9-12
(Sunday-Wednesday); and May 10-13 (Monday-Thursday).

Room rate of $225 for the April dates (that's before any negotiations). $240
and $245 respectively for the May dates.
Weather is never a question in San Diego.
Management from a task force perspective would be a litile more difficult
because of the distance from Washingion.
Navy would be the Executive Agent and I would bave to recruit a new task
force.
Lovely beach location.

3. The Marriotts (2) on the River in San Antonio

Available dates--Very limited mid-week dates are available. The only
April dates available are April 27-30. Arrive on Tuesday 28th and depart
on Fnday 30th. In May only Saturday 15 to Monday 17 is available.
Unnegotiated room rate is $139.

Weather in San Antonio good in Apnl and May

Air Force or Army would be Executive Agent. New lask force would be
recruited.

Lots to see and do in San Antonio. Lots of western history.

4. Washington, DC

Prepared by: Dick McGraw

Available Dates--There are a limited number of hotels in DC that have
enough rooms to house all the delegates in the same hotel. If they are in the
same hote] security is easier, transportation is easier and management of the
event s easier.

The Renaissance has rooms available the week of April 4 and the
Mayflower has rooms available the week of April 12.

Spring in Washington is gorgeous. Lots to see and do for delegates and
spouses.

11-L-05659/0SD/16192



Getting around in the city is a nightmare in the Spring with all the tourists.
Any service could be the Executive Agent. New task force would be
recruited.

o Easier to manage because the entire task force would be on site—not split
as it would be with a remote location.

e [I'm told by the Executive Secretariat that government sponsored meetings
in the District of Columbia require the approval of Congress.

Prepared by: Dick McGraw
11-L-05659/0SD/16193
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Snowflake

September 17, 2003

TO: Jerry Bremer

CC: Gen. John Abizaid
Gen. Dick Myers
Paul Wolfowitz

Doug Feith
Reuben Jeffery
. T
FROM: Donald Rumsfeld \ A

SUBJECT: Generators

I met with some people from the region the other day, and they said there are a
number of five-megawatt generators that can light up a city in Bahrain, Kuwait
and various Gulf locations. Why don’t we borrow them and get them into Iraq?

Can we be helptul?

Thanks.

DHR:dh
0917039

Please respond by {2603

U15531 /03

11-L-05659/0SD/16196
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September 17, 2003

TO: Jerry Bremer

CC: Paul Wolfowitz
Doug Feith
Reuben Jeffery

FROM: Donald Rumsfeld” | A

SUBJECT: Steps to Sovereignty

Please give me the seven steps towards sovereignty on a single piece of paper, so

we have everyone here focused on exactly what it is.

Thanks.

DHR:dh
091703-5

Please respond by J L‘l 2 __/ 0%

U15532 /03

11-L-0559/0SD/16197
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September 17, 2003

TO: Jerry Bremer

CC: Paul Wolfowitz
Doug Feith
Reuben Jeffery

FROM:  Donald Rumsfeld "I\

SUBJECT: Business Development

What can we do to get more business people interested in Iraq? What can I do to
help?

Thanks.

DIIR:dh
091703-13

Please respond by (0f{2j03

V15533 /03

11-L-0559/0SD/16198
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September 9, 2003
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FROM: Donald Rumsfeld

_‘.

SUBJECT: Prep for Kuwait

I need a report on the status of the Kuwaiti detainees before I meet with the Prime
Minister of Kuwait. I would like to see what information the President has been

given on this in anticipation of his meeting with him.

Thanks.

DHR:dh
090903-10

Please respond by __ 1[10) 03

£0 ¢ L

U15549 /03
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Snowflake

September 22, 2003

TO: Gen. Dick Myers

CC: Service Secretaries
Service Chiefs
Geographic Combatant Commanders
ADM Ed Giambastiani
LTG John Craddock

FROM: Donald Rumsfeld L’_‘ W

SUBJECT: Force Provider

I have said on several occasions that [ would be more comfortable if force rotation
and the deployment/mobilization process were handled by a single point of
contact, and that that should be Joint Forces Command. However, I keep finding
that the Services and the Joint Staff come to me individoally on these subjects. 1
don’t have the feeling that the issues they bring to me have been threaded throngh
the Joint Forces Command needle.

[f what [ have proposed does not make sense, we need to talk it out and find out
what does make sense. What [ have suggested is that the Joint Forces commander
be the single force provider and be involved in every decision with respect to
mobilizations, demobilizations, force flows, deployments, rotations, stop-losses,
selection of units to be mobilized or deployed, and be the regulator to iry to see
that we call up units that have not been called up recently, to see that we more
effectively use volunteers, and to make sure that the Services are not doing what
we did during the [raq War—namely, not notifying people until four days before
they are due—so we make sure that we show more respect for employers,
families, and the like.

Please advise.

Thanks.

DHR:dh
092003-19

Please respond by lo I’/ (o , o~

U15569 /03

11-L-05659/0SD/16200
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Snowflake

v
September 20, 2003

TO: Gen. John Abizaid
Jerry Bremer

CC: Gen. Dick Myers
Paul Wolfowitz

FROM: Donald Rumsfeld %

SUBJECT: Electric Generators

As 1 think [ mentioned to one or both of you, I was told that Kuwait, Bahrain and
other countries in the Gulf have five-megawatt portable, movable electric
generators that would light up a whole city. They are there in the region, they are
not being used, and if we went to them and told them we needed them, they could
be available. [ was told this by a fellow from Kuwait in a meeting Brent

Scowcroft had.

Please tell me what we can do to help you track that down and figure it out, if in

fact it is something we ought to take advantage of.

Thanks.

DHR:dh
092003-2

Please respond by of3/03

u15572 /03

11-L-0559/0SD/16201
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Snowflake

>
September 19; 2003

TO: Gen. Dick Myers
Paul Wolfowitz
Gen. Pete Pace
Doug Feith
Gen. John Abizaid
Marin Strmecki

FROM: Donald Rumsfeldﬂ\

SUBJECT: More on Afghanistan
Attached is an interesting article on Afghanistan,
Thanks.

Attach.
Moore, Perry. “The Soviet Nadir: Cataclysm at Shawar, April 1986,” Against the Odds,
December 2002

DHR:dh
091503-9

Please respond by —

u15s873 /03

11-L-0559/0SD/16202
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Paanst the Ddds
ma.jaz-.‘me
Dec o

A
" THE SOVIET NADIR 4l

‘ CATACLYSM AT ZHAWAR, APRIL 1986

. THE ASSAULT

| In February, 1986, the Democratic Republic
| of Afghanistan (DRA) Ministry of Defense
‘ and their Soviet patrons decided ro destroy

Zhawar, Zhawar was a Mujahideen logistics
transfer base in Paktia Province in the east-
ern part of Afghanistan. It was locared four
kilometers from the Pakistan border and 15
kilometers from the major Pakistani forward
| supply base ac Miram Shah. Zhawar was a
Mujahideen training center and a major
combat base for supply, training and stag-
ing. The base was located inside a canyon
surrounded by Sodyaki Ghar and Moghulgi
Ghar mounuains. The canyon opens to the
southeast facing Pakistan,

The Mujahideen had builr ac least 11
major tunnels into the south-east facing
ridge of Sodyaki Ghar Mountain, Some
tunnels reached 500 meters and contained
a hotel, a mosque, arms depots and repair
shops, 1 garage, a medical point, a radio
center and a kicchen. A gasoline genera-
tor provided power to the tunnels and the
hotel’s videa player.

Defending this key logistical base was the
“Zhawar Regiment”, some 400 strong thar
were permanently based there. This regi-
‘ ment was primarily responsible for logistics
. and for supplying che Islamic Parry (HIK)
groups in other provinces of Afghanistan.
The regimenc was not fully equipped for
combat, but was a credible combat force.
The regimene had a Soviet D30 122mm
howirzer, some six-barrel Chinese BM-12
multiple rockee launchers (MRL), three
30mm Qerlikon AA, numerous 12.7mm
: machine guns, SA-7 SAMs and 13 Blowpipe.
i Some indicate a Scinger SAM was present.
An air defense company defended Zhawar
I with five ZPU-1 and four ZPU-2 14.5 mm
antiaircraft heavy machine guns, These were
positioned on high ground around the base.
All ground approaches were protected by AT
mines, mortars, anti-tank RCL weapons and
the infamous RPG-7. Many positions had
communicacions linked with telephone or
walkie ralkie radios.

The approaches 10 the base were the
responsibility of the National Islamic Front
of Afghanistan (NIFA), the Islamic Revolu-
tionary Movement (IRMA), and owo Islamic

. 11-L-0559/0SD/16203

BY PERRY MOORE

Parry factions (HIH and HIK). These
amounted to another 400 or so men. Twenry
petcent of all the Mujahideen supplies came
through the Zhawar. The ovetall Mujahi-
deen commander of Paktia Province, includ-
ing Zhawar base, was Jalaluddin Haqani, a
tall, blackbearded, 50 years old.

THE PLAN

The Soviets felt thar the DRA should now
take the leading combac role against the
Mujahideen and urged the DRA 10 again
attack Zhawar, This urging was to show how
a DRA/Sovier planned offensive could be a
success atter the dismal failure of an earlier
DRA Zhawar artack in September 1985.
The DRA plan was classic on paper: DRA
ground troops would ateack from Tani and
Borkikehel, both souch of Khost. Artillery
units would be based near Lezhi, As this
occurred, the 38" Commando Air Assault
brigade (some 400-500 Soviet/DRArmen)
would descend from their Mi-8s atop of
the 2180 meter high Manay Kandow, The
thought was to trap the Mujahideens block-
ing the ground forces, and open a corridor
to Zhawar.

The general of the Soviet Army, Varre-
nikov, gave his blessing and the high com-
mand developed the plan for a combined
operation. The plan would commic 54
under-strength DRA maneuver battalions
(these bacralions averaged 300-400 men)
plus DRA artillery and 32 Mi-8s w the
assaule (plus Mi-24s and Su-25s). The 7
Infantry Division { 2 Army Corps) moved
from Kandahar, the 8* Infantry Division (1*
Army Corps) moved from Kabul, the 14
Infanery Division (3¢ Army Corps)move
from Gazni, the 25" Infancry Division (3
Army Corps)moved from Khost, the 38*
Commando Brigade, and the 666" Air
Assaule Regimene “Commando” (3¢ Army
Corps) from Khost were committed.

These units came under the 3% Afghan
Army Corps, under General-Major Maham-
mad Asef Delavar. His Soviet adviser was
Depury to the Senior Military Adviser for
Corubar, General-Major V. G. Trofimenko.

The eastern combac group was com-
prised of the 7% and 14* Infantry Divisions
and the 666" Air Assault Regiment. The



western combat group consisted of the 8
and 25® Infantry Divisions. The commando
group had lictle, if any, experience 10 air
assault missions, and the first lift was sched-
uled to go in before sunrise as the ground
assaule began.

THE CATACLYSM AND NADIR

Sometime around midnight on 2" of April,
the DRA began a two-hour artillery and
aviation preparation of the target area. Then
six Mi-8 armed helicoprer transpore ships
flew in to insert the initial assault group of
the 38" Commando Brigade (60 men). The
commandos landed without opposition, but
the ground assault ran into heavy resistance
from Mujahideen defending Dawri Gar
mountain. Already, something had failed.
The 7% and 14 Infantry divsions cried to
link up. They could not break chrough che
defenses. These divisons would cry for three
days, until their entire supply of ammuni-
tion was expended. By che 10%, chese divi-
sions pulled back to cheir srart points. The
25% Infantry Division, located in the second
echelon, covered che wescern Hank, the areil-
lery positions ind the corps rear area. It did
nothing che whale time (The DRA concin-
ued 1 fight for the possession of the Manay
Kandow NMass tor ten days tollowing che air
landing mess. The Mujahideen would actack
the DRA LOGCs and the airfield at Khost
while the Mujahideen holding the Manay
Kandow checked their advance).

The command post for the operation
at Tani was in radio contact with the ini-
tial air assault group. The air assault group
commander reported that the enemy firing
was far away from his lecation. [t was now
0300 hours in the early morning, The DRA
artillery fired an illumination round on the
northern slope of Dawri Gar mountain. The
CD asked, “Lo you see the round?” The
Commandoes replied, “Yes, we see ic. It
about 15 kilometers from us!” For some odd
reason, the CP thought nothing odd abour
this! The DRA then fired another illumina-
tien round five kilometers further away on
the southern side of Dawri Gar mountain.
The CP asked,”Do you see this round”,
The commandos replied, "Yes, we sce it
It's about ten kilometers from us”, Tt was
finally clear o the CP thar the commandos
had landed some five kilometers inside Paki-
stan - far beyond the base ac Zhawar! The
Commandoes tried to withdraw bur afrer an
hour were surrounded and locked in deadly
combar.

Pakistan was clearly concerned with
the major battle raging on her border. The
Mujahideen lacked effective air defense

against helicopter gunships, and the strahing
and bombing attacks of high-performance
aircraft. The Mujahideen had some British
Blowpipe shoulder-fired air defense missiles,
but they were nat effective. Pakistan sent
some officers inca Zhawar during the fight-
ing to take ouc atcacking aircraft wich the
Blowpipe missiles and show the Mujahideen
how it was dane. Afrer climbing a mountain
and firing thirteen Blowpipe missiles 1o no
avail, a Makistani capeain and his NCO were
severely wounded hy the anacking aircraft.

Mawlawi Hagani was in the Zadran
area when he saw approximarely 20 Mi-
8 helicopters Hying over. He radioed the
commanders at Zhawar 1o warn them, He
thought they would land at Lezhi or Dara-
kai. After his radio messape, he saw another
group of helicopters. including some Mi-24s
gunships fying the same direction. These
were escarted by SU-25 jer fighters. He
again radioed this informaton 1o Zhawar,
The hornet’s nest was surred.

The Mujahideen were caught by sur-
prise. Their incelligence agents within the
DRA fiiled 1o tip them off and the helicop-
ters landed the rest of the 38th Commando
Brigade on seven dispersed landing zones
around Zhawar. The DRA/Seviets then
committed the rest of the brigade 16 combay,
not onto the Dawrt Gar mountain land-
ing zone, which was well-populated with
Muijahideen. &ut onto the open areas around
Zhawar itielf. This was a very bad move.

INTO THE HORNET'S NEST

The first life was comprised of 15 helicop-
ters. which landed at 0700 hours on the
Spin Khawara plzin. More lifts followed in
rapid succession. Mi-24s gunships protected
the convoy on the way in. Some of the land-
ing zones were within a kilometer of the
Pakistani horder. Most of the helicopiers
landed on the high ground w the west of
Zhawar. Mujahideen gunners destroved
many helicoprers while they were on the
ground. RPGs, SA-7s and Blowpipes all
cook their toll. The Soviers had not expected
this. Following the ait assault, Sovier SU-25
jer aircraft bormbed and swafed Mujahideen
positions. Mujahideen air defenses had no
effecr agzinst chem, but did take a severe woll
on the Mi-8s.

The Mujahideen, instead of defending in
positions being pounded by fhighter-bomber
aircraft, began assaulting the Janding zones.
They quickly overran four landing zones
and captured many of the DRA comman-
dos. This was another rotally unexpected
event. Further, Mujahideen reinforcements
moved from Miram Shah in Pakistan two
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Zhawar and took the commandos from the
rear. The commandos were trapped between
two forces and were killed or captured. By
the end of the day, the Mujahideen captured
530 commandos from the 38th Brigade
(Soviet sources indicate 312 landed and only
25 survived).

Thus, the classic “A Bridge Too Far”
scenario was repeated. This time, the DRA
ground forces failed to reach the LZs and the
commandoes became easy, stranded targets.

Meanwhile, Soviet aircraft with KAB
1500 precision guided missiles made runs
on the caves. Soviet aircraft made numerous
violations flying over Pakistani air space. The
Zhawar caves faced southeast toward Paki-
stan, forcing the Soviet aircraft overfly Paki-
stan in order o turn and fly ac the southern
face with the smart weapons. Smart missiles
were usually launched from 5-7.000 fr, up
to 2 miles away, One cave was hit and the
explosion killed 18 Mujahideen. Smare mis-
siles hit anocher western cave, collapsing i
and crapping some 150 Mujahidcen inside.
This second cave was 150-meters long and
was used as the radio cransmission bunker.
The commander, Jalaluddin Haqani, who
had just acrived from Miram Shah, was
among thase trapped in the second cave.
The jets easily evaded che defensive SA-7s.
The Pakistanis sent in a small team armed
with |3 Blowpipe SAMs. These were wire-
guided and required extensive training to
be ¢ffecuve. The Pakistani team fired 13
missiles at che Soviet SU-25s. None hic their
targets. Pakistani General Akhtar (who led
the team) was now convinced the Blowpipe
was too complicated of a weapon, and would
soon replace it with the American Stinger.

Other SU-25s dropped was of bombs,
blasting away the rubble blocking the cave
entrances. The wapped Mujahideen none-
theless managed to escape. The battle for the
remaining landing zones continued. One
group of commandos on high ground held
out for three days before they were finally
overrun. The chief of counter-reconnais-
sance in one of the commando battalions
managed to lead 24 of the commandos to
the safecy, This wok cight days. Of the 32
helicopters assigned to the mission, only
eight survived!

CONSEQUENCES

General Varrenikov criticized the leadership
of the 7%, 8% and 14" Infantry Divisions
and the 3™ Corps Commander. In his secret
report to the Marshal of the USSR, General
Sokolov, the following reasons were cited:
All the forces were poorly or untrained
for the operation, peor and erreneous intel-
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ligence of the area and enemy, unexpected
events, leadership talerated false situation
reports and helicapter pilors were poorly
oriented on the cereain of the landings.
General Sokolov, the Minister of Defense,
responded with a stern reply and gave Varre-
nikov twelve days ta prepare for resumption
of the opetacion.

The failed ateack had ended in fasco,
and now the Soviets were in damage control
moade. A reinforcing regiment each from
the DRA 11* and 18" Infantry Divisions
and the DRA 21" Mechanized Infanrry
Brigade arcived along with the DRA 203
Separaee Spetsnaz Baeealion {special forces).
The DRA 37* Commando Brigade arrived,
Varrenikov authorized five Sovier battalions
sent 0 Khast and Tani berween 5 and 9
April. Sovier forward air conrrollers (in their
Mi-ds) were assigned to work with Afghan
Forward Air Controllers. Soviet unit com-
manders were assigned 1o work with the
Afghan division commanders.

From Kabul, ordcrs were issued (o arrest
the helicopeer regiment commander, but the
commander had vanished. The helicopter
pilots who landed the commandos in Paki-
sean said that the commander had ordered
them ea land there. The Chief of Staff, 40
Soviet Army, Gcncral—Major Yu. P Grekov,
ook command of che five Soviet battalions.
General-Licutenant V. P Grishin {Opera-
tions Group of the Ministry of Defense,
USSR in Afghanistan) assumed overall
coordination of all the forces. The toral
DRA/Soviet force now exceeded 6,600 men.,
Varrenikov himself arrived at the battdefield
to make sure no more fascos occurred.

THE SECOND ATTEMPT

The renewed atack began on the morn-
ing of April 17. The DRA 25" Infanuy
division led che assault in the west and
che DRA 14" [nfancry Division led the
assaule in the east. In order 1o deceive the
Mujahideen, a diversion was creared. The
eastern group began ies attack at 0630 and
the western group began ar 1030, The DRA
25" [nfancry Division was concentrated at
Lezhi. Meanwhile, the Mujahideen bhad
fortified the Dawri Gar mountain and
could cover the majority of the slopes with
accurate fire. Muldiple prior Soviet/DRA
artacks on the mountain had failed. When
the artiflery fice preparation began, the
Mujahideen ook shelcer in caves and when
the barrage ceased, they reoccupied their
firing positions and repulsed the actack.
To avoid a repear, during the night of April
16™, woops silently postiioned themselves
near the summit and, at dawn, launched
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an attack on the Mujahideen withou aril-
lery preparation. The regiment captured
the summit in a matter of minuces, The
surprised Mujahideen fell back in disor-
der from the Lezhi area and into higher
mountains. The DRA/Soviet force moved
through the Manay Kandow pass.

Simultaneously, the DRA/Soviet force
launched a flanking attack from the Lezhi
area that moved to the east. This column
moved toward Moghulgai mountain on
the east Aank of Zhawar, As the DRA
column neared, the Mujzhideen HIH
regiment withdrew without a fight! Ar the
same time, leader Jalaluddin Haqant was
wounded by attacking aircrafe. Rumors
sprecad among the Mujahideen chac
Hagani was dead. Panic ook hold. The
Mujahideen evacuated Zhawar, moving
into surrounding mountains as the two
ground columns closed onte Zhawar.
These rumors were unerue; he had suffered
only miner wounds.

Most of the stores in Zhawar were found
in ract. The two T-55 tanks in che posses-
sion of the Mujahideen were moved out of
their caves and fought the advancing column
before being abandoned. LTC Kulenin, the
adviser to the commander of the DRA 21¢
Mechanized Brigade and his political depury
were killed by a T-55 round, The Soviet and
DRA forces would finally enmer Zhawar on
Apnl 19, 1986.

One evewitness account of the Soviet
arrival follows from Colonel Kutsenko,
Engineer Demolition:

After a narrow passage of mountain road,
1t opened up snio a wide canyon of 150
mieters, whose sides stretched upwards for
twe kilometers. Caves were carved into
the rock face of the side facing Pakistan.
The caves were up to 10 meters long, four
meters wide and three mecers tall. The
wills were faced with brick. The cave
ensrances were covered with powerful
sron doors, whickh were painted in bright
colors. Theve were 41 caves in all Al had
dectriciry,

More amazing material was to be found
by Soviet troops:

A hospital with new modern medical
equipment made in the USA, nickel placed
furniture, a library with English and Farsi
books, a bakery, shelves of ammo and small
arms, mines of all sores from Italy, France,
Germany, an operational T-34 tank, and a
hotel wich many rooms untouched by the
Soviet bombs.

The Afghan soldiers looted the base. The
Soviet croops did not stcop them. Even the six
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foot high brick facing wall was pulled down
and hauled back ro the 25% Infantry Divi-
sion at Khost! The DRA had no intention of
staying in Zhawar, Their tronps were quite
nervous and leery of the Mujahideen. They
knew the enemy would organize a counter-
artack. The Mujahideen had already moved
MRLs up to the Pakistan border 1o fire on
the communist forces, Nobody, including
the Sovicts, wanted to be trapped! Soviet
reluctance 10 hold Zhawar for any length
of time curtailed a thorough job of destroy-
ing the base. [t is a strong testament to the
ability of the Mujahideen to threaten their
encruies’ lines of communication.

Colonel Kuwsenko was in charge of
destroying Zhawar. The Sovict high com-
mand had given him four hours ro do sao!
The sappers of the 45 Engincer Regiment,
40™ Army went (o work. Privately, he knew
that it was an impassible task in the available
time. Above each cave was a 90 foot thick
layer of rock. There was no time to drill a
one to two meter shaft into the cave ceiling,
then cram that full of explosives to cause a
collapse. 8o the sappers stacked 200 anti-
tank mines in the caves and rigged them for
simultancous electric detonation.

As the 45" artempted to do this, the
combat soldiers were withdrawing! The
sappers had to depart before nightfall. Ac
1700 hours, the command was given to
the engineers 1o evacuate and head for Tani.
The Mujahidcen were hot on the Sovier
heels. Anyone who fell behind would face
a gruesome death. Kutsenko and his men
hurriedly lefr as the Mujahideen MRLs fired
with greater accuracy.

THE END AT ZHAWAR

After 19 days, the DRA/Soviet troops held
Zhawar for five hours. [n addition to the
standard mines and booby traps, the Soviet
forces planted seismic-deronated mines and
sprinkled aerial-delivered butterfly bombs
over the area. The Mujahideen returned o
Zhawar on the 20* The Mujahideen pushed
forward from Zhawar to retake Lezhi and
other areas. Only the cave entrances were
destroyed. The weapons stored in some of
the caves were still intact and useable,
Mujahideen casualties were 281 KIA
and 363 WIA. DRA and Soviet losses are
unknown, but the Mujahideen reporredly
destroyed 24 helicopters, shot down wwo
jets and capuured 530 personnel of the
38th Commando Brigade. The Mujahideen
executed Colonel Qalandar Shah, the com-
mander of the 38" Commando Brigade
and anothet colonel who landed with the
brigade as arcillery spotrers. There were

78 other officers
among the prison-
ers. They were given
a chance to confess
to their crimes from
different battles. All
78 ofhcers were exe-
cuted. All soldiers
were given amnesty.
The amnestied sol-
diers were asked to
perform two years
of labor service in
exchange for the
amnesty. They
did their service
in logistics, werc
“reeducated”  and
released  aftee two
years.

The DRA/Sovies
celebrated the fall
of Zhawar with
parades and medals
as a najor vic-
tory. The Kabul
press indicated
that the enemy
had lost 2000 men
and another 4000
wounded! Pure
propaganda. Zhawar was in full operation
within weeks of the attack! The Mujahideen
had learned to make connecting tunnels
between caves. The caves wete improved and
lengthened to 400-500 meters long.

The tegion later fell ro the Taleban mili-
tia in the mid-1990s, and the area became
a training center for various mujahideen
groups affiliated with them. The site suf-
fered some damage from American cruise
missiles in 1998, but remained in use. The
Zhawar complex saw action most recently
beginning on January, 3, 2002, enduring
a two-week American bombardment of
remaining Taleban ¢lements in the region,
following the larger action at Tora Bora in
Decerber 2001, Four B-1B bombers, four
F-A/18 Hornets and an A/C-130 gunship
were involved in che air action at Zhawar.
Afterwards, Navy SEAL reams detonated
on-ground explosives to seal as many of the
caves as possible, presumably far more thor-
oughly than the Soviee sappers did in 1986,
They found that “the complex had proven to
be more extensive than previously thought”
according to the US DoD.

Because of its close proximity to che tribal
areas of Pakistan’s Norch Wesr Province, the
Zhawar region will likely continue o be a
staging area for insurgency into Afghanistan
for the forseeable fucure.
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Order of Battle for April 3-10*
Democratic Republic of Afghanistan (DRA}
7* Infantry Division (1" echelon)

8* Infantry Division {reserve)

25" Infantry Division (rear area)

14* Infantry Division (1* echelon)

666™ Air Assault Commando

3" Corps arrachments

= 54 infantry batealions {each bn = 300-400
men)

38" mixed DRA/Soviec Cammando Brigade
(530 men)

Soviet

32 Mi-Bs

6+ Mi-24s

One 5U-25 squadron

Additional forces For 11-19* offensive
DRA
1 reg/11* Infantry Division
1 reg/18* Infantry Division
21" Mech Inf brigade
203" Infantsy Spernaz Bn
7" Commando Brigade

Sovier

1" and 3 Bns/345" Ind. Parachure Reg
4% and 5" Bns/56™ air assault Brig

2" Bn/191" [nd Mot Reg

45" Engineer Sapper Reg ¢

AGAINST THE O0DS  Volume 1, Jssue 3

41









9/2/2003

(Q- :r&\/ Page 2 of 2

| just returned from over a month in the Philippines with same thoughts.

in 2002, the island of Basilan - the main island in the southern Sulu chain - was an Army
Special Forces laboratory for using humanitarian relief to flush out international terrrorists.

Basilan had been the lair of Abu Sayyaf guerrillas. It made sense. Basilan is a poor, largely-
Moslem island that the Christian mestizo ofigarchy in Manila ruled but made no effort to
responsibly govern. Whether the dictatar Marcos was in power or demacrats like Corey Aquino, it
has made no difference to these southern Moslems, who still lacked potable water and basic
security from bandits and pirates. Their kids stili died from meningitis, scabies, malaria, etc. Abu
Sayyaf, through killings and kidnappings, drove out the doctors and teachers, closed the schools
and hospitals.

PACOM, as you know, was limited by strict ROEs regarding its role in hunting down these
terrorists, But the solutian that it and Ammy SF came up with bears studying for future application:

international Islamic terrarism is, among many other things, a classic insurgency: something
the U. S. military learned by trial and errar how to deal with in the Philippines between 1898 and
the end of the Islamic Maro rebellion in 1913, put down by Capt. John "Blackjack" Pershing. To my
mind, the most important lessan of that episode in our nation's history was that in order to defeat
terrorist insurgents, you must sever the link between them and the indigenous population. Only
then can terrorists be isolated and destroyed.

That happened in 2002 in Basilan without firing a shot.

About a dazen SF "A" teams were deployed, with administrative "B" teams. American
contractors came in. Roads were built, water wells dug. We bought locally and hired locally, right
down ta the aggregate for the roads. "A" teams encamped to train Filipino army units. SF team
medics conducted MEDCAPS and DENTCAPS continually all over the istand. Schools were built,
and even a few neighborhoad masques with the help of SF teams. To call all this "soft"
humanitarian relief is to see anly ane layer of reality.

The MERCAPS, etc. spun the local Filipino media and intellectuals into writing nice things
ahout the U. S. military for the first time since we lost Clark Field and the Subic Bay Naval Station.
The MEDCARPS, etc. were useful venues for gathering native intelligence on local terrorists, which
could then be passed on to the Filipino military. The very presence of U. S. forces, in small
numbers, got Abu Sayyaf to flee the island, o more remote places. Furthermore, it accomplished
something quite radical:

It shamed the corrupt Manila oligarchy into paying more attention to its own Moslem south. And
it showed Filipino Maslems that everything that Abu Sayyaf said about Americans was not true.
That, ultimately, is what severed the link between Abu Sayyaf and the island's inhabitants,

The Northwest Frontier of Pakistan, as | know from much personal experience, is another area
long forsaken by its own government, democratic or dictatorial, i hever made a difference. No
insurgent can hide without some assistance from the indigenous inhabitants. | wonder what a
Basilan-approach would do to improve native intelligence for us in that region, and others?

In a world where host countries regularly put restrictions on what we can and cannot do, we
must more creatively use the leeway within the ROEs that we do have.

i will write all of this and much more in future books and articles, but felt that as a citizen these
ideas should make it to your desk soonest.

Warmest regards,

Bob Kaplan
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I just returned from over a month in the Philippines with some thoughts.

In 2002, the island of Basilan - the main island in the southern Sulu chain - was an Army
Special Forces laboratory for using humanitanian relief to flush out international terrrorists.

Basilan had been the lair of Abu Sayyaf guetrillas. It made sense. Basilan is a poor, largely-
Moslem island that the Christian mestizo oligarchy in Manila ruled but made no effort to
responsibly govern. Whether the dictator Marcos was in power or demacrats like Corey Aquino, it
has made no difference to these southern Moslems, who still lacked potable water and basic
security from bandits and piratas. Their kids still died from meningitis, scabies, malaria, etc. Abu
Sayyaf, through killings and kidnappings, drove out the doctors and teachers, closed the schools
and hospitals.

PACOM, as you know, was limited by strict ROEs regarding its role in hunting down these
terrorists. But the solution that it and Ammy SF came up with bears studying for future application:

International Islamic terrorism is, among many other things, a classic insurgency: something
the U. S. military learned by trial and error how to deal with in the Philippines between 1898 and
the end of the Islamic Moro rebellion in 1913, put down by Capt. John "Blackjack" Pershing. To my
mind, the most impartant lesson of that episode in our nation's history was that in order to defeat
terrorist insurgents, you must sever the link between them and the indigenous population. Only
then can terrorists be isolated and destroyed.

That happened in 2002 in Basilan without firing a shot.

About a dozen SF "A" teams were deployed, with administrative "B” teams. American
contractors came in. Roads were built, water wells dug. We bought locally and hired locally, right
down to the aggregate for the roads. "A" teams encamped to train Filipino army units. SF team
medics conducted MEDCAPS and DENTCAPS continually all over the island. Schools were built,
and even a faw naighborhood mosquas with the halp of SF teams. To call all this "soft”
humanitarian relief is to see only ona layer of reality.

The MEDCARPS, etc. spun the local Filipino media and intellectuals into writing nice things
about the U. S. military for the first time since wa lost Clark Field and the Subic Bay Naval Station.
The MEDCARPS, etc. were useful venues for gathering native intelligence on local terrorists, which
could then be passed on to the Filipino military. The very presence of U. S. forces, in small
numbers, got Abu Sayyaf to flee the island, to more remote places. Furthermore, it accomplished
something quite radical:

It shamed the corrupt Manila oligarchy into paying more attention fo its own Moslem south. And
it showed Filipino Moslems that everything that Abu Sayyaf said about Americans was not frue,
That, ultimately, is what severed the link between Abu Sayyaf and the island’s inhabitants.

The Northwest Frontier of Pakistan, as | know from much personal experience, is another area
long forsaken by its own govemment, democratic or dictatorial, it never made a difference. No
insurgent can hide without some assistance from the indigenous inhabitants. | wonder what a
Basilan-approach would do to improve native intelligence for us in that region, and others?

In a world where host countries regularly put restrictions on what we can and cannot do, we
must mare creatively use the leeway within the ROEs that we do have,

| will write all of this and much more in future books and articles, but felt that as a citizen these
ideas should maks it to your desk soonest.

Warmest regards,

Bob Kaplan
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August 18, 2003

TO: Ray DuBois
FROM: Donald Rumsfeld %
SUBJECT: Intems

Please take a Jook at these iaterns from the various services and OSD. It doesn't
say anything about the Joint Staff, which it probably should.

Look at how differently people are doing this——ought we to have a policy and
encourage people to do certain things? It looks kind of strange to me.

Thanks.

Attach.
8/12/03 DuBois memo o SecDef re: Pentagon Inrerns

DHR:dh
0R1A03.37

Please respond by ___ 14 J (103
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July 1¥2003

TO: Larry Di Rita-
FROM:  Donaid Rumsfelf)
v, SUBJECT: Intemns
M 1 have been meeting interns all over the government. They come up and want
their picture 1aken and all of that. How many interns do we have in the Pentagon.
and who do they work for?
Thanks.

DRR:dh
07)403-£7

Please respond by K / -3 / a3

. T T ATe B e
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August 18, 2003

TO: Ray DuBois
FROM: Donald Rumsfeld %
SUBJECT: Interns

Please take a look at these iaterns from the various services and OSD. It doesn’t

say anything about the Joint Staff, which it probably should.

Look at how differently people are doing this—ought we to have a policy and

encourage people to do certain things? It looks kind of strange to me.

Thanks.

Aftach,
8/12/03 DuBots memo to SecDef re: Pentagon Interns

DHR:dh
OKIRO3}?

Please respond by 9 J (1/03
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CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF STATE

Total Personnel Requirements: 64
as of September 22, 2003

Foreign Affairs (6)

FSO/Consular/Trade Expert
Budget Specialist

Recruitment Specialist
Overseas Allowance Specialist
Consular Advisor

Admin Assistant

Governance Teams (47)

Regional Administrator
Political Advisors (8)

Executive Assistants (3)

Civil Admin Coordinator
Operations Officers (9)
Directors of Governance (3)
Budget Analyst/Pay Agent (4)
Public Affairs (7)

Planning Economic Development (3)
Foreign Affairs Officers (3)
Plans (3)

Deputy Regional Advisor
Deputy Director, Reconstruction

Strategic Communications (11)

Arabic Readers (FBIS) (4)
Public Affairs Officers (7)
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CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF HOMELAND SECURITY

Total Personnel Requirements: 23
as of September 22, 2003

Interior Ministry (20)

Border Enforcement

Immigration Specialists (2)
Advisor, Border/Customs
Customs/Airport Advisor
Immigrations Customs Agents (5)
Border Patrol Agents (10)

Transportation (3)

Head, Civil Aviation
TSA Security Advisors (2)
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CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF TREASURY

Total Personnel Requirements: 18
as of September 22, 2003

Central Bank (8)

Guide Dev for Iraq Central Bank
Re-establish Iraq Commercial Banking (2)
Re-establish Bank Operations (2)
World Bank

Treasury Auditors (2)

Finance (5)

Coordinator of Commercial Banks
Re-establish Treasury Operations
Re-establish [nsurance Operations (2)
Currency Exchange

General Counsel (1)

Treasury Lawyer (Economic Reform)

Governance Teams (4)

Central Bank/Finance (4)

11-L-05659/0SD/16224






CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF JUSTICE

Total Personnel Requirements: 43
as of September 22, 2003

General Counsel (4)

Foreign Litigation
Attorneys (3)

Governance Teams (6)

Legal/Claims Officer (2)
Justice Specialists (4)

Interior (25)

Senior Advisor

Police Advisor

Budget Analyst
Communications Technician
Accounting Specialist

ATF Agents (5)

DEA Agents (4)

FBI Agents (10)

EMS Executive

Justice and Prisons (7)
Prison Consultants (2)
Advisor, Chief Operations
Office of Pub Prosecutions
Judicial Training

Court Administrator

Judicial Monitor

Science and Technology (1)

Security/Force Protection Manager
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CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF TRANSPORTATION

Total Personnel Requirements: 13
as of September 22, 2003

Governance Teams (3)
Transport/Communications (3)
Transportation (10)

Surface Transport. Reg. Reform
Public Liaison (2)

Surface Transportation Privatization
Meteorologist

Broadcast Regulator
Administrative Assistant

Senior Telecom Engineer

Senior IT Program Manager
Technical Project Manager
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CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF ENERGY

Total Personnel Requirements: 21
as of September 22, 2003

Electricity Commission (3)
Deputy Advisor

Electrical Fund Planner
General Coordinator

Oil Ministry Relations
Admin Assistant
Governance Teams (8)

Electric/Power (4)
Trade/Oil (4)

Oil (5)

Advisors (3)
Petroleum Engineers (2)

Science and Technology (3)
Quality Control Expert

Electrical Engineer
Radiation Safety Officer
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August 13, 2003

TO: Gen. Myers
=~
X
FROM: Donald Rumsfeld (/} }5
SUBJECT: Rotations
What do you think we ought to do about fixing the rotations of people in key spots
in Irag, so we get better continuity?
Thanks.
DHR:dh
081303-14
.lllllllllIIIII-Il.llIII.I‘:z:;I‘:IIIIIIIII-III.II-IIIUIIlIlIlIIIIIIIIIIlIII
Please respond by 9! _ oW,
5
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September 23, 2003

TO: VADM Jacoby
FROM: Donald Rumsfel?
SUBJECT: North Korean Military

I am told that the North Koreans had to lower the height of people going into the

military. Could you please tell me how many inches they lowered it—from what
to what?

Thanks,

DHR:dh
092203-62

Please respond by __(0]1of0D

U15739 /03
11-L-0559/0SD/16232
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September 24, 2003

TO: Gen. Dick Myers
Gen. John Abizaid
CC: LTG John Craddock'
FROM: Donald Rumsfeld ’yﬂ-
SUBJECT: Security in Iraq !.:‘
Attached are some thoughts I received on the necessity to change to improve the --f:

military situation. Let’s discuss them.

Thanks.

Attach.
9/15/03 Memo, “Iraq: Is it necessary to change to improve the military situation?”

DHR:dh
092403-4

Please respond by ____|© 'f 17 f 23

EDdLag;l7

u15787 /03
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Sept 135, 2003
Iraq: Is it necessary to change to improve the military situation?

A. The Problem., The problem is not the enemy, who are weak and disorganized. Rather,
the problem is our deployed force structure, which is mainly armored and mounted, and
which is supplied by convoys comprised of non-riflemen. The current force structure has
three disadvantages.

-Employing heavy firepower breeds revenge attacks. Tanks and Bradleys are not
precision weapons.

-Dissociation from the Iraqis. Tanks and armor put a huge distance between the people
and the US soldiers.

-Combat Support troops not trained to fight back. 85% of the casualties are US
soldiers riding in vehicles, many in support convoys who do not expect to shoot their
rifles.

B. Alternative: replace armor with infantry. Unfortunately, only the marines have the
critical mass of infantry which would reduce US casualties and increase the pace of Irag-
ization and US withdrawal. There are four reasons for this stress upon infantry.

-No armor. When they began stability ops in the south last May, the marines sent home
their armor, Though it was not known then how the population would react, the
commander, MajGen Mattis, believed he could handle any situation — anywhere in Iraq -
without the overwhelming firepower of armor. In his view, armor conveyed the wrong
message both to the Iraqi people and to his own troops.

-Combat support drivers are riflemen. Every Marine is a first a rifleman. Marine
convoys protect themselves. Indeed, they employed deceptions to lure the enemy into
attacking so they could go after them.

-Agressiveness reduced casualties. Ironically, the marine enthusiasm for close combat
reduced casualties. In 200 incidents between May and August, no Marine was killed in
action. This was partly due to luck, but also due to Mattis’s standing rule: when a Marine
was fired upon or an explosion went off, those marines being attacked had orders to stop
whatever they were doing and to counterattack off the road immediately.

-Daily interaction with the Iraqis. Infantry, with no armored vehicles to guard or to
shelter in, are accustomed to walking and to interacting with the people.
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C. What Would Infantry Do? Train Iraqis OJT and Work Themselves out of a Job.
In addition to standard existing tactics, three additional procedures are suggested:

1 Bring back the Combined Action Platoon. Contracting out training to US firms is
slow. The infantry can pitch in. In Vietnam, in the mudst of a heavy shooting war, there
were a hundred such Combined Action Platoons. If every deployed US company were to
train and equip a like company of police or lacal guards, and patrol with them to instill
techniques and confidence, the pace of Irag-ization would leap forward and intelligence
on the dead enders would increase.

2 Decentralize resource control. The civilian Coalition Provisional Authority is
understaffed and swamped with challenges in Baghdad. It will be many months before
the CPA is really functioning in the pravinces. In the interim, the US units working daily
with the Iraqis should be given budget authority to make immediate decisions, to include
equipping the Iraqis.

3 Institute a simple Hamlet Evaluation System at the Tactical Level. Because security
among the thousands of hamlets in Vietnam varied so dramatically, an evaluation system
was developed. Until it was blown away by North Vietnamese tanks, the system was
reliable for assessing trends in a district, pravince or countrywide. The data and
subjective evaluations of each district were submitted by captains and majors, and not
massaged.

D. What is the opportunity cost of sending in infantry now, not several months from
now? First, the theater combatant commanders would object. To deploy marines means
telling CinCs that some will have to do without their offshore MEU force-in-readiness.
That would be a hard sell. But unfortunately the marines are the only ready source of
enough infantry with the requisite skills.

Second, there aren’t enough infantry available, with or without the marines, given the
size of Iraq. While this is true, there are hard spots, like the town featured in the
Washington Post on 14 September where the police are terrified on their own, which
demand the Combined Action approach only confident US infantry can apply.

Summary. No one with experience in combat in stability ops would argue with the
proposition that infantry are the force of choice. The issue is whether the situation on the
ground merits a rapid change to the existing rotation plan. Without data to measure trend
lines, it is difficult to know whether the [raq-ization of security is proceeding well and
when US units can leave.
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September 12, 2003
TO: David Chu
CC: Gen. Dick Myers
H.T. Johnson

FROM:  Donald Rumsfeld D{S\

SUBJECT: Extension of Marine Corps Stop Loss

Please do not extend the stop loss on the Marines until we have a chance to talk. |
want to understand what the effects might be and what ways we might find to

mitigate them. With respect to those near Liberia, the MEU will be moving out on
October 1.

When you have a major regional conflict, we cannot expect to have “business as

usual” for every other aspect of our activities. Things need to change.

I think if we do extend stop loss for some people, we ought to look at using
financial incentives and use volunteers. My instinct is that this is not a good idea

and that there may be better ways to do it.
Please think it through again and get back to me.
Thanks.

Attach.
9/11/03 USD{P&R) memo to SecDef re: Extension of Marine Corps Stop Loss

DHR:dh
091203-6

Please respond by T f (705
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DEPARTMENT OF THE NAVY
OFFICE OF THE SECRETARY
1000 NAVY PENTAGON
WASHINGTON, D.C. 20350-1000

29 August 2003

MEMOCRANDUM FOR UNDER SECRETARY OF DEFENSE (PERSONNEL AND READINESS)

SUBJECT: Extension of Suspension of Provisions of Law and
Marine Corps Policy Relating to Retirement or
Separation (Stop Loss) (Sixth Action) - ACTION
MEMORANDUM

In accordance with your memo of November 9, 2001,
{Attachment 1), this is to coordinate prior to announcement of my
exercise of stop-loss authority in response to a request from the
Marine Corps for a limited extension of previously granted stop-
loss authority.

On May 12, 2003, the Marine Corps cancelled stop-loss, as
authorived by Secretary England’'s memo of January 7, 2503
(Attachment 2), for all CONUS and Non-Forward Deployed units. At
that time, the Marine Corps projected all affected personnel
other than forward-deployed units would be separated prior to

September 15, 2003.

As a result of changing threat conditions, the Marine Corps
has requested an extension of stop-loss authority to February 28,
2004, with respect to certain units currently deployed in Okinawa
(UDP} and near Liberia (26th MEU).

¢ These units deployed after the start of Operation Iragqi
Freedom on a surge basis, without the full pre-deployment
training cycle or manning stabilization that normally
occurs prior to deployment. Marines in these units who
would be subject to stop-loss are primarily first-term
enlisted serving in squad leader and sergeant-level
pesitions. Their presence in the units has provided
continuity of small-group leadership, mitigating the risks
of deployment without full training.

® The Marine Corps estimates approximately 695 Marines may be
affected by the requested stop-loss authority. Experience
shows that many Marines in essential positions subject to
stop-loss in fact volunteer to reenlist or temporarily
extend their terms.

& All affected units are currently scheduled to return to
CONUS in November 2003.

% Based on deployment plans, all involuntarily retained
Marines will be home for the holiday season.

11-L-0559/0SD/16241



Snowflake

q\'JO

2
September 12, 2003
TO: David Chu
1
CC: Gen. Dick Myers 6
H.T. Johnson
X
FROM:  Donald Rumsteld Dﬁ\ o}
S
SUBJECT: Extension of Marine Corps Stop Loss =
o
n
Please do not extend the stop loss on the Marines unul we have a chance to walk. |
want to understand what the effects might be and what ways we might find 1o
mitigate them. With respect to thase near Liberia, the MEU will be moving out on
October I.
When you have a major regional conflict, we cannot expect 10 have “business as
usual” for every other aspect of our activities. Things need 10 change.
[ think if we do extend stop loss for some people, we ought to look at using
financial incentives and use volunteers. My instinct is that this i1s not a good idea
and that there may be better ways to do it
Please think it through again and get back to me.
Thanks.
Attach.
9/11/03 USDXP&R) mema to SecDef re: Extension of Marine Corps Stop Loss
DHR:dh
091203-6
Please respond by q { (407
'3
n
®
-
[
W
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DEPARTMENT OF THE NAVY
OFFICE OF THE SECRETARY
1000 NAVY PENTAGON
WASHINGTON, D.C 20350-1000

29 August 2003

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE {PERSONNEL AND READINESS)

SUBJECT: Extension of Suspension of Provisions of Law and
Marine Corps Policy Relating to Retirement or
Separation (Stop Loss) (Sixth Action} - ACTION
MEMORANDUM

In accordance with your memc of November 9, 2001,
(Attachment 1), this i1s to coordinate prior to announcement of my
exercise of stop-loss authority in response to a reguest from the
Marine Corps for a limited extension of previously granted stop-
loss authority.

On May 12, 2003, the Marine Corps cancelled stop-loss, as
authorized by Secretary England's memo of Januvary -, 2403
(Attachment 2), for all CONUS and Non-Forward Deployed units. At
that time, the Marine Corps projected all affected personnel
other than forward-deployed units would be separated prior to
September 15, 2003.

As a result of changing threat conditions. the Marine Corps
has requested an extension of stop-loss authority to February 28,
2004, with respect to certain units currently deployed in Okinawa
(UDP) and near Liberia {26th MEU}.

s These units deployed after the start of Operation Iraqi
Freedom on a surge hasis, without the full pre-deployment
training cycle or manning stabilization that normally
occurs prior to deployment. Marines in these units who
would be subject to stop-loss are primarily first-term
enlisted serving in squad leader and sergeant-level
positions. Their presence in the units has provided
continuity of small-group leadership. mitigating the risks
of deployment without full training.

e The Marine Corps estimates approximately 695 Marines may be
affected by the requested stop-loss authority. Experience
shows that many Marines in essential positions subject to
stop-leoss in fact volunteer to reenlist or temporarily
extend their terms.

¢ All affected units are currently scheduled to return to
CONUS in November 2003.

s Based on deployment plans, all involuntarily retained
Marines will be home for the holiday season.
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August 18, 2003
TO: Gen. Dick Myers
CC: David Chu
LTG John Craddock

FROM: Donald Rumsfeld
’
SUBJECT: Component Commands

2

I understand the organization arrangements CENTCOM had duning major combat

operations.

I wonder why the ground forces component command is still in Kuwait, rather
than back in Georgia. I think I undersiand why the Navy component command is
still out in Bahrain, because that is where it always was. I don't know about the
air component command. [ would appreciate some information on these

questions.

It seems to me that if we want to reduce the number of deployed people, given the
high multiples that result from having people deployed, one thing to do might be
to transfer whatever Title 10 responsibilities the land component commander in

Kuwait has to Sanchez and the Corps, and move the rest back to the U.S. N
=
Please do some analysis on that, and let me know what you think. C}; >
\
C
(o,

Thanks very much.

DHR:dh
081403-21

Please respond by qﬁg&n.-/-aj 3
B PN
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THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D. C. 20301-1200 ol

INFO MEMO G I AN IR

HEALTH AFFAIRS SEP 2 3 A%
FOR: SECRETARY OF DEFENSE

Wil fiorrondid

FROM: William'Winkenwerder, Ir., M[;XSD (Health Affairs)
SUBJECT: Update - Malaria in Marines from Liberia as of 23 Sep 03

o This provides an update to the previous response to your snowflake dated
September 10, 2003 (TAB A).

o There have been a total of 80 presumed cases of the severest type of malaria,
Plasmodium falciparum, among the 225 US forces who were ashore in
Liberia (from 12-28 August 2003). There have been no new cases detected
in the last five days.

o Five were seriously ill but have recovered. There have been no deaths.
Three patients remain hospitalized at National Naval Medical Center,
Bethesda.

e There are several preventive (prophylactic) drugs for the prevention of
malaria. Because of the likelihood that the P. falciparum in Liberia is
resistant to the oldest such drug (chloroquine), the Marines ashore were
prescribed mefloquine, a newer drug developed for such a situation.

e The occurrence of these cases prompted initial concerns that the mefloquine
had failed to prevent the cases. As a result, those now ashore in Liberia are
taking another drug, doxycycline, until test results return on the
effectiveness of mefloquine and/or resistance of this malaria strain.

e Factors being investigated:

- Is the parasite resistant to mefloquine?

- Were the supplies of mefloquine fully potent?

- Did the Marines fully adhere to the prescribed schedule of taking
mefloquine ?

- Did the Marines fully comply with other protective measures designed to
protect them from the mosquito vectors, i.e., use of bed nets; use of
repellants on uniforms, bed nets, and skin?

Uls5909 03
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Snowflake

September 10, 2003

TO: Biil Winkenwerder
FROM: Donald Rumsfeld ;. ¢ =
SUBJECT: Malarta

Please check in and find cut why so many folks got malarna. Were proper

precautions taken? Are there drugs 1o prevent malaria?
Thanks.

DHR:db
0910031

AR FE LA EYARKEEN INENRRANREENNNERNAENDUINS

Please respond by
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SUBJECT: Update - Malaria in Marines from Liberta as of 18 Sep 03

COORDINATIONS
DASD, FHP/R Ellen P. Embrey Concur 9/22/03
CoS, HA Diana Tabler
PDASD, HA Mr. Ed Wyatt o~
USD, PR David $.C. Chu /%’4"/ 4.C
S j7., oD
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September 23, 2003

TO: VADM Jacoby
FROM: Donald Rumsfel?
SUBJECT: North Korean Military

I am told that the North Koreans had to lower the height of people going into the

military. Could you please tell me how many inches they lowered it—from what
to what?

Thanks.

DHR:dh
092203-62

Please respond by __(0] [ O/ 07

U15739 /03
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Snowflake

TO: Jerry Bremer
Gen. John Abizaid

CC: Gen. Dick Myers
Paul Wolfowitz

Doug Feith

FROM: Donald Rumsfeld ;’l

SUBJECT: Assistance

from Germany

September 29, 2003

Auo wi2%)

Colin Powell told me this morning that the Germans have offered 1o help train

police in [raq. T mentioned that I thought they had done a pretty slow job in

Afghanistan. Condi said she thought the reason was because they did the facilities

first, and now they are ready to really get going in Afghanistan.

[ don’t know if that is going to happen or not, but we sure ought to check and see

what they have done in Afghanistan. Then we ought to decide what we want them

to do in Iraq. If they are stepping up and offering i1, my instinct is to grab it and

have them help us.

Thanks.

DHR:dh
09290327

Please respond by

o f1ep[ 23

11-L-05659/0SD/16254
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September 29, 2003

TO: Larry Di Rita

CC: Jerry Bremer
Paul Wolfowitz

FROM:  Donald Rumsfeld D
SUBJECT: Press in Iraq
I am told that the press people are frightened to leave Baghdad. 1 wonder if we

ought to arrange for them to get out on a space available basis to go to places like

Mosul, so they can see the rest of the country.

Thanks.

DHR:dh
1)92903-35

Please respond by 1> ! 11{03

U16082 /03
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September 29, 2003

TO: Jerry Bremer
Gen. John Abizaid
CC: Gen. Dick Myers
Paul Wolfowitz
Doug Feith

FROM: Donald Rumsfeld !;. /L

SUBJECT: Training Iraqi Police

I understand your interest in making sure the police are trained in a way that is
appropriate tor police. On the other hand, it is urgent that we get a rapid

expansion of the police capability in Iraq.

The only capability we have to really get something done fast in that country 1s the
U.S. military. We have plenty of people offering assistance, such as the

Department of State, Germany, Jordan, UAE and others.

My suggestion is that [ name CENTCOM the “executive agent™ for police
training, and that the Coalition Provisional Authority hold control over the
curriculum, the type of training they receive and who does the actual (raining.
Since Bernie Kerik left, | understand things have slowed down on police training.
I think this would be a good way to get it going. CENTCOM can help with all the
heavy lifting.

Please talk about this.

Thanks.

DDHR:dh
092903-28

Please respond by (O / /7 [ 23

U16083 /03
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September 15, 2003

TO: Larry Di Rita

FROM: Donald Rumsfelm(L

SUBJECT: Edward Teller

Please have someone find out if Dr. Edward Teller had any survivors—wife, child

or someone and let me know. I would lik@ )_%

Thanks.

DHR:dh
091503-8

Please respond by |15 / 2%
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GOPUSA

Death of a Beautiful Mind
By Doug Patton
September 15, 2003

Six years ago, in the late summer of 1997, a selfless paragon of virtue, Mother
Theresa, died as she had lived, serving others, in the squalor of Calcutta, India. But
news of her death was almost totally eclipsed by the violent, late-night demise, in a
mangled car in a Paris tunnel, of Britain's Princess Diana.

Last week, there was a similar eclipse, as the death of two entertainers almost
completely overshadowed the passing of one of the towering intellects of the 20th
Century. As the premature death ot actor John Ritter and the long-expected death of
country singer Johnny Cash captured the attention of the media, a 95-year-old giant
quietly slipped away at the end of a truly remarkable life.

Dr. Edward Teller was a brilliant nuclear physicist whose contemporaries included
J. Robert Oppenheimer and Albert Einstein, Though he was known as "the Father of
the H-Bomb,” Teller always said he would have preferred to be a concert pianist. If
he was to be known as the "father” of anything. he once said, he really wanted to be
known simply as the father of his children. As for his work. he wrote that he wanted
to be remembered as “a founding member of the Lawrence Livermore National
Laboratory in California, which worked on the H-Bomb and contributed to our
winning the Cold War."

Born in Budapest in 1908, Teller was educated in Germany. He came to the United
States in 1935 during the rise of Nazi-sponsored anti-Semitism in Europe.

When he and Oppenheimer worked on the Manhatian Project, developing the first
atomic bomb, Teller's mind was already formulating the theories for the next
generation of nuclear technology, the hydrogen bomb.

In the 1950s, he co-founded the Livermore Laboratory and served as its director. He
remained a director emeritus there until his death last week.

A life-long believer in peace through strength, Teller was in his seventies when he
headed up President Ronald Reagan's Strategic Defense Initiative (SDI), the project
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many believe broke the back of the Soviet Union and ended the Cold War.

Two years ago, at 93, Edward Teller was awarded the Corvin Medal, bestowed by
the Hungarian government for exceptional achievement in the arts and sciences. At
the ceremony, it was explained that the Hungarian Prime Minister had revived the
Corvin Medal, which was last awarded in 1930, specifically to honor Dr. Teller.

"] am standing face to face with history," said one of the Hungarian delegates. "The
name of Edward Teller is more than just a person, it is a symbol for Hungary.
Edward Teller is the most distinguished Hunganan living in the world today."

Another delegate said that the prime minister considered Teller's contributions
toward ending the Cold War to be "the primary force behind the fact that Hungary is
again a free nation."

[ had the honor of meeting Dr. Teller on two different occasions when he came to
Omaha in 1994 to campaign for a young, conservative congressional candidate for
whom I was working at the time. The first time Dr. Teller came to town, I remember
putting him on a local radio talk show and listening to him explain for ten minutes
the difference between fusion and fission technology. None of us understood any of
it, but it was fascinating to listen to this man hold forth on the mysteries of atom.

During the second trip, [ arranged a press conference for Dr. Teller and our
congressional candidate at the SAC Museum, which at that time was still located at
Offutt Air Force Base.

Afterward, we walked around the museum, looking at the displays. As we rounded a
corner, I suddenly realized that we were looking at a display of the H-Bomb - the
very weapon Dr. Teller had invented - and 1 understood the feeling described by that
Hungarian delegate. | was standing next to a legend, a giant, a man who had
developed the most terrible weapon ever devised by man, and who had spent the
rest of his life making sure it never had to be used. 1 was in the presence of a truly
beautiful mind.

Few men can ever say they saved the lives of millions. Dr. Edward Teller is gone

now, but his legacy lives on through the generations whose security was assured by
his work.

-

Doug Patton is a freelance columnist who has served as a political speechwriter and
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public policy advisor at the federal, state and local levels. His weekly columns can
be read in newspapers across the country, and on www.GOPUSA .com, where he
serves as the Nebraska Editor. He also writes for Talon News Service
(www.TalonNews.com). Readers can e-mail him at Doug.Patton@GOPUSA.com.
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF P
WASHINGTON, D.C. 20318-9999 ‘l

ACTION MEMO
- S CM-1232-013
30 September 2003
FOR: SECRETARY OF DEFENSE DepSec Action

FROM: General Richard B. Myers, CJCSW?%

SUBJECT: Service Deployment Force Ratios

¢ Inresponse to your inquiry . the following information is provided.

¢ As you know, Services’ Force Rotation Goals were discussed at length during
ELABORATE CROSSBOW III, culminating in a brief to you on 15 September,
As a result, a common method of force deployment ratio measurement has been
agreed upon: number of months deployed versus number of months non-
deployed.

cL§

¢ As we have discussed, force ratios will continue to differ by Services for a vanety
of reasons, and each Service builds its force deployment ratio goals based on the
competing demands of long-standing global contingency commitments, sustaining
readiness and managing force tempo.

¢ Current Service Ratio Goals (by Service) are:

¢ Navy 1:3: 6 months deployed for every 18 months non-deployed. Unit of
measure is each fleet unit.

e Marines 1:3: 6 months deployed for every 18 months non-deployed. Unit of
measure is a battalion.

* Army 1:4: 6 months deployed for every 24 months non-deployed. Unit of
measure is a brigade.

e AirForce 1:4: 3 months deployed for every 12 months non-deployed. Unit of
measure is the Air Expeditionary Force.

¢ Recommend an upcoming session be set aside to meet with Service Chiefs to
further explore underlying force rotation goal rationales.

RECOMMENDATION: OSD and CJCS staffs coordinate meeting with Service Chiefs
regarding force rotation goal rationales.

{0 (,%,g (}E‘

Approve \ Disapprove Other

S 3h a0 V16127 /03
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USA

USN

USAF

USMC

COORDINATION PAGE

LTC (P) Hooker
CAPT Thompson
Col Ball

Col Van Dyke
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July 24,2003

TO: Gen. Myers
FROM:  Donald Rumsfeld “Ti\

SUBJECT: Multiple on Rotation Forces

What do you propose we do to analyze the issue of why we seem to need from
three-to-one to five-to-one multiple based on rotation forces. I have trouble
understanding why the differences between the Services and why the difference

between three and five.

Thanks.

DHR:dh
072403-2}

Please respond by ___ & / ¢/3 'A l'p ¢
M

S.’l
Tebﬁpoﬂgc a‘H"’Cl"“t .
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UNDER SECRETARY OF DEFENSE
4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000

INFO MEMO ST IS B el
PERSONNEL AND September 30, 2003 - 4:30 PM
READINESS
FOR: SECRETARY OF DEFENSE

FROM: DR. DAVID 8. C. CHU, UNDER SECRETARY OF DEFENSE
(PERSONNEL AND READH_'*IE Yor1ryd V. A /Z’[,L_,‘-?L"" {Jz/p T

SUBJECT: Pay for Troops in USCENTCOM AOR--SNOWFLAKE

e  Responding to your note (attached.) Congress enacted temporary (FY 2003)
incentives for those in lraq and Afghanistan, but inadvertently targeted a
substantial part of the funds to those outside the theater.

o The FY 2003 Supplemental temporarily hiked the Fanily Separation
Allowance (FSA) tfrom $100 to $250, and boosted Imminent Danger
Pay (IDP) from $150 to $225.

o These are entitlements paid globally, with FSA going to all separated
from families for more than 30 days, including those in training
(e.g., from Fort Bragg to Orlando). 1DP also i1s an automatic
entitlement payable to 55 areas.

e  This operates to the strong disadvantage of single warriors, who comprise the
majority (55%) of those serving in Irag and Afghanistan. Their increase is
just $75 monthly, while married counterparts get $225.

e A meeting of the Big 4 on September 12 forced OMB to reach a tentative
decision. It adopted targeting OEF/OIF personnel through expanded use of
Hardship Duty Pay (HDP)—a pay that can be controlled and rapidly
adjusted. All serving in OEF/OIF would receive the same $225 increase.
Worldwide FSA/IDP hikes would remain in place until January 2004, to
coincide with the next pay raise, cushioning completely their loss for most.

o That is more generous than the approach adopted by the House in its
action on the 2004 authorization. The House would have terminated
FSA/IDP for those outside the USCENTCOM AOR in October
2003.

o Throughout this process, we have worked to build an internal
consensus, through the Service manpower officials. 1raised the

e
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Snowflake

TO: David Chu
FROM:  Donald Rumsfeld 99\
DATE: September 25, 2003

SUBJECT:

I want to put a hold on any more discussion about this danger pay and separation
pay. We’ve got to get our arms around this subject, decide what we believe it
ought to be, make sure we get OMB and the White House to agree, and then
communicate it once, correctly. We need to know the facts - the costs, the

different proposals, who has done what.

Thusfar I am unhappy about how it is being handled. Please get back to me fast.

Thanks.

DHR/azn

092503.04

Please respond by: 01\ o0
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Snowflake

TO: David Chu
FROM: Donald Rumsfeld 99\
DATE: September 25, 2003

SUBJECT:

I want to put a hold on any more discussion about this danger pay and separation
pay. We’ve got to get our arms around this subject, decide what we believe it
ought to be, make sure we get OMB and the White House to agree, and then
communicate it once, correctly. We need 10 know the facts - the costs, the

different proposals, who has done what,

Thusfar [ am unhappy about how it is being handled. Please get back to me fast.

Thanks.

DHR/azn
092503.04

Please respond by: M‘\ o0
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July 24, 2003

TO: Gen. Myers
FROM:  Donald Rumsfeld “V\

SUBJECT: Multiple on Rotation Forces

What do you propose we do to analyze the issue of why we seem to need from
three-to-one to five-to-one multiple based on rotation forces. I have trouble
understanding why the differences between the Services and why the difference

between three and five.

Thanks.

DHR:dh
072403-21

Please respondby ___ & / ¥ / 23 %lp EX
oM
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TAB A

September 9, 2003

TO: - Paul Wolfowitz .
Gen. Dick Myers
Gen. John Abizaid
Doug Feith
Dov Zakheim

CC: Jim Haynes
Powell Moore
Pete Geren
LTG John Craddock

Larry Di Rita

FROM:  Donald Rumsfeld ;D’___; /‘ \_%f

' SUBJECT Legislative Authorities

3 When we pull the supplemental appropriations request togethér, we mast include
whatever legislative authorities we need. Several times during my recent trip I
heard from both the civilian and the military leaders in Afghamstan and Iraq that

there are impediments to how we spend money.

We simply must go after those restrictions, It will involve the State Department,
so we should get the right people involved early.

Thanks.

DHR:dh
090503-13

Please respond by 9 l' ’! o)
24
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TAB C

29 September 2003
INFORMATION PAPER

Subject: Legislative Authorities Required

1. Purpose. To respond to SecDef direction that the Department of Defense
pursue legislative authorities in the FY04 emergency supplemental budget
request to remove impediments to how the Department spends money.

2. Key Points

¢ Joint Staff Action in Reference to Snowflake /534

DJ-8 initiated a legislative authorities call to the combatant
commanders and the J-code directors.

All combatant commander and .J-director submissions were
addressed to OSD (Comptroller} and OSD Office of General Counsel
(OGC).

o Background

The Secretary of Defense desires broad authorities in this
supplemental. The package submitted by the President and OMB to
Congress reflects an approach targeted to specific, demonstrated
requirements.

SecDef desire is mirrored by the CDORUSCENTCOM request that the
WOT be resourced from a “single, ready source of funding.”
USCENTCOM also urges the creation of a DOD-led interagency task
force dedicated to resourcing the WOT.

Although new authorities will not be granted if they are never
requested, much work already done to obtain progressively more
authority from Congress could be jeopardized by an over-strident or
arguably unjustified push for broad measures.

e Summary

FY2004 emergency supplemental budget requests legislative
authorities to match the wartime requirements for the fight against
global terrorism.

FY2004 supplemental authorities provide a means to satisfy most
combatant command WOT requests.

Tab C
11-L-05659/0SD/16282 :



FY2004 supplemental authorities ride on and flow from prior DOD
success in adapting peacetime authorities to the WOT.

The progressive approach to authorities, from the first post-9/11
emergency supplemental through two President’s budgets and two
subsequent supplementals, has produced significant gains.

PBOS is the next iteration. A call for legislative proposals for PBOS
was made last week.

Combatant command authorities requests not satisfied in this
supplemental fall into three categories: better addressed in other
ways (pending legislation, etc.); substantially met by existing
legislation; or already being considered by Authorization Committees
with jurisdiction and would jeopardize the supplemental.

In summary, FYO04 supplemental authorities provide the combatant
commanders most of what they want without risking a fight having
significant downsides, but much work remains in seeking additional
authorities.

Exceptions. Six authority issues remain to be worked now and in
subsequent submissions of legislative proposals. The first five of these
are significant.

Replenishing CERP Accounts With O&M. The Commanders’
Emergency Response Program (CERP), currently funded with seized
assets of the former [raqi regime, provides tactical commanders with
a flexible means to complete small reconstruction projects. Ensure
CERP continuity through the use of appropriated funds because
Iraqi seized assets are nearly exhausted. A program like CERP
would also be invaluable in Afghanistan.

Title 22 versus Title 10 in Afghanistan. US Army training teams
today do not accompany their Afghan National Army charges on

operations because reporting for these two sources of funds is
encumbering to the point of being disabling. Policy changes within
the Department of Defense could perhaps cure this problem.
However, rendering inoperative in Iraq and Afghanistan a title
22 prohibition on US trainers engaging in combat would ensure
this prohibition no longer poses a risk to operations.

Lift and Sustain. The FY 2004 proposal restricts this authority to
Iraq. It should also include Afghanistan. The proposal would
fund coalition transportation and sustainment from O&M without
any specific monetary ceiling. It could cover both countries easily.
Including Afghanistan will provide a more straightforward and timely
means of addressing matters that have proved troublesome to

11-L-0559/9SD/16283 Tab C
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October 1, 2003

TO: ADM Giambastiani
CC: Gen. Dick Myers
Doug Feith

FROM: Donald Rumsfeld 7‘ /\

SUBJECT: Joint Operations in Phase 1V

Attached is an interesting memo from Michael Bayer. Let’s discuss it.

128

Thanks.

Attach.
9/8/03 Buyer memo to SecDef re: Effects-Based Concepts and Tools 1o Enhance Joint
Operations in Phase IV

DHR:dh
1OG10}-(8
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Please respond by v f 31

u16240 /03
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o: The Secretary of Defense r.\}l " y - L
Fm: Michael J. Bayer Sé, ' O\F"]

Re: Effects Based Concepts and Tools to Enhance TS -
Joint Operations in Phase IV (_h_&\ﬁ g
w1 L
Assumptions: D J
®  Phase IV post-conflict operations in the Balkans, Afghanistan and Iraq have i
presented significant challenges to US Forces |8 A

. Ay

In Phase IV in all three of those post conflict operations, some of the assumptions
made during their Phase I planning about post-conflict conditions, proved incorrect

Additionally, some of the challenges which emerged in Phase IV were not
identified in Phase I

In those operations, Phase II was more heavily focused towards the challenges and
opportunities within Phase III, rather than those of Phase IV

® | Phase I planning ought to anticipate and shape, within Phase II, the conditions that
@) might emerge in Phases III and IV

This would enable tradeoffs between the isolated objectives of Phase III and
similarly isolated objectives of Phase IV and a basis for operational allocation of
time for the conduct of Phases II, IIl and IV

This analysis would increase the certainty that the operation will more quickly and
economically achieve the Nation's end state strategic goals

®  While there are robust Phase I tools and skills to anticipate and shape Phase II for
Phase III, , there are however, few available to the Combatant Commanders to
anticipate and shape Phase TV, or enable the tradeoffs with operational alternatives
Actions:

e Viewing Phases I-TV as a continuum and not as independent entities:

o Assemble a small team, comprised of individuals with deep expertise in civil-military
relations, govemance, security, economic and socio-political-cultural systems, and
large-scale ideological communications to develop an approach to the following
questions:

e What are the scenario, modeling and planning tools, and staff expertise needed to
better support the Combatant Commanders for these Phase II, III and IV
operations?

» What is the range of in-country pre-conditioning and shaping operations and
acttvities that ought to be available to the Combatant Commanders during this
phase?

s What are the value tradeoffs between resources (human and financial) and time
spent on in-country shaping efforts during Phase II (pre-conflict) and delayed
onset of Phase III to enable better Phase IV outcomes?

11-L-0559/0SD/16288



TO: Gen. John Abizaid

CC: Gen. Dick Myerg™
FROM:  Donald Rumsfeldf of ¥~

SUBJECT: Iraqi Munitions

QOctober 1, 2003

Why don’t we train an Iraqi demolition crew that can work for you and go out and \\\

gather up all these munitions. We can pay them to destroy them.

Thanks.

DHR:Jh
100103-0

Please respond by

o faq o

11-L-05659/0SD/16289
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CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT

Total Personnel Requirements: 16
as of September 29, 2003

Governance Teams (3)

Regional Administrator of Housing and Construction
Regional Directors of Industry/Minerals/Housing and Construction (2)

Housing (13)

Advisor

Factory Management and Logistics

Government Owned Property Inventory Manager

Roads and Bridges

General Building Construction (6)

Architect, Construction Scheduling, Planning, and Requirements
Contracts/Acquisition

Admuinistrative Specialist/Office Engineer

11-L-0559/0S5D/16291






CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF EDUCATION

Total Personnel Requirements: 9
as of September 29, 2003

Governance Teams (4)

Regional Education/Youth Specialists (4)

Education (3)

Senior Advisor

Curriculum and Testing Specialist

Content Specialist (reading instruction in Arabic)

Higher Education (2)

Director of Administration and Finance
Special Assistant

11-L-0559/0SD/16293






CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF COMMERCE

Total Personnel Requirements: 11
as of September 29, 2003

Governance Teams (4)

Regional Industry/Minerals Administrator
Trade and Industry/Minerals Specialist (3)

General Counsel (4)

Commercial Law Reform Specialists (4)

Trade (2)

Senior Advisor
Contractor to review Commercial Law

Scientific/Technical

Chief of Staff

11-L-0559/0SD/16295






CPA PERSONNEL REQUIREMENTS
DEPARTMENT OF AGRICULTURE

Total Personnel Reguirements: 7
as of September 29, 2003

Governance Teams (3)

Regional Agriculture/Irrigation Specialists (3)
Agriculture (2)

FAS/Agnculture Economist/Food Distribution Specialist

Agrniculture Legal Officer

Trade (1)

FAS-Agnculture Economist/Food Safety Network

Science/Technalogy (1)

Food Processing Specialist

11-L-0559/0SD/16297













































8:53 AM

TO: J.D. Crouch
: EF - 081

I-o3fo1a34

DATE: September 10, 2003
SUBJECT: Missile Defense

The last time we talked and met with the missile defense folks, it seemed
to me that the target dates that have been set are going to be difficult to achieve. It
is a complicated business, the time lines are relatively short, and what is being

done is breaking new ground.

I wonder if it might make sense to get some outsider like Larry Welch, but
not Larry since he has done so many studies on this I think he’s almost considered
an insider, to take a look at the things that are ahead of us. As I recall, the target
date is the end of September *04. For example, some of the things that person
could look at would include how we ought to feel about the fact that there very
likely would not be a system wide exercise plan prior to that date that included

operators and all the equipment.

It may be that we could be facing a funding shortfall in *04 which could

also jeopardize the date.

A thought might be to appoint a senior retired military officer to pull
together a group to provide us with a quick analysis of the missile defense
capabilities and shortfalls. I suppose it could be done as a project of the Defense

S

Science Board.

{
o
Let me know what you think. 'ze-ﬁfoﬂ%
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DHR/azn "7C'DL ?\\MZD

09103.02

Please respond by: QE
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August 18, 2003

TO: Ray DuBois
FROM: Donald Rurpsfeld Q’L
SUBJECT: Interns

Please take a look at these iaterns from the various services and OSD. It doesn’t
say anything about the Joint Staff, which it probably should.

Look at how differently people are doing this—ought we to have a policy and
encourage people to do certain things? It looks kind of strange to me.

Thanks.

Atach.
8/12/03 DuBois memo (o SecDef re: Pentagon Inrems

DHR:dh
DR1KD3.Y?

l‘ll.n..l..lb!.l.lD..-o-----ocn-.a-nl.-.--lllltllo-.n-----.loc.-all.lul‘.-ll.'

Please respond by ___1 l ({03
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Snowflake

June 3, 2003

TO: Jaymie Duman

FROM: Donald Rumsfel /L

SUBIECT: Academy Boards of Visitors

Please find out how the boards of visitars for the academies work—who

nominates peaple, who selects them, and what say we have over it. If we don't

have a say, we better get a say with the White House. Please advise.

Thanks.

DHR Ak /—\
06030320

Please respond b (ﬂj 20[03
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September 15, 2003
TO: LTG John Craddock
CC: Gen. Dick Myers
Ryan Henry

FROM:  Donald Rumsfeld A+
SUBIEC)Y: End Strength Momo

Attached is a Jetter from Barry Blechman with some good ideas oo the end
strength memo I sent him. Let’s edit the memo to reflect these thoughts.

What do you think about his idea of giving some incentives to the Services and
offer an additional combat unit if they are able to deliver the kinds of reductions
we are talking about?

Tab
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DFI INTERNATIONAL

Barryv M. Bleclmnan
[ R TR A

August 26, 2003
The Honorable Donald H. Rumnsfeld
Secretary of Defense
1000 Defense Pentagon
Room 3E880
Washington, DC 20301-1000

Dear Secretary Rumsfeld:

Thanks very much for your letter of August 19® and the atiached draft working paper on
end-strength. | agree completely that given the endless costs of adding to uniformed strength, it is
a step best avoided if at all possible. And I agree further that much could be done to utilize
Defense manpower more efficiently, making possible additional strength in combat and combat
support forces without adding to overall totals. The working paper of course has an extensive Jist
of ways to imprave manpower efficiency, cavering most of those with which I am famliar. 1'd
stress restructuring the active/reserve mix and finding innovative ways to utilize reservists on a
more selective and purpaseful basis among the most important of these ideas, along with getting
uniformed personnel out of jobs performed more efficiently by government civilians or
contraclors.

Among the ideas that [ didn't see in the drefi are: (i) reducing the amount of time military
people spend in formal training and educational institutions by increasing on-the-job training,
particularly with the help of computerized learming techniques; and (i1) Jengthening typical tours
of duty to reduce time lost in transitional billets.

The Sunday New _York Times account of the paper and the process swrounding it
suggested that you are going to direct the Service Secretaries and Chiefs to find greater
efficiencies in manpower. Itis the Services, of course, who know better than anyone where the
inefficiencies can be found. Given the right incentives, they might be more cooperative than
under other circumstances. One idea, perhaps apocryphal, has been attributed to Jim Schiesinger
when he was Secretary. The idea is to offer addinonal combat units for the delivery of a multiple
number of reductions in non-combat slots. For example, the Army could be offered an additional
brigade (and the budget necessary to equip it), if it could reduce certain categories of manpower
by 2 multiple of the numbser of people required to man an incremental brigade. It’s tricky to
execute such a strategy, but it at least gets everyone’s inferests aligned more closely.

1 also notice in the paper a variety of policy-related changes that could reduce manpower
requirements — ¢.g., more use of intemational police and peacekeeping forces, reductions in
certain long-term commitments, etc. This is an area in which we’ve done a variety of studies and
would be happy to provide some inputs if you could pomt me ir the right direction.

Sincerely,

LAYl S a¥laYaln¥i
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=4 Snowflake
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September 15, 2003
T0: LTG John Craddock
CC: Gen. Dick Myers
Ryan Henry

FROM:  Donald Rumsfeld T2
SUBICT:  End Strengths Memo

Attached is 2 Ictter from Barry Blechman with some good ideas on the end
strength memo I sent him. Let's edit the memo to reflect these thoughts.

What do you think about his idea of giving some incentives to the Services and
offer an additional combat unit if they are able to deliver the kinds of reductions
we are talking about?
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DFI INTERNATIONAL

Burrv M. Blechiman

g s raaho:

August 26, 2003
The Honorable Donald B. Rumsfeld
Secretary of Defense
1000 Defense Pentagon
Room 3E880
Washington, DC 20301-1000

Dear Secretary Rumsfeld:

Thanks very much for your letter of August 19™ and the anached draft working paper on
end-strength. [ agree completely that given the endless costs of adding 10 uniformed strength, it is
a step best avoided if at all possible. And I agree further that nuch could be done to utilize
Defense manpower more efficiently, making possible addihonal strength in combat and combat
support forces without adding to overall totals. The working paper of course has an extensive list
of ways to improve manpaower efficiency, covering most of those with which ] am familiar. 1'd
stress restructuning the active/reserve mix and findmg innovative ways to utilize reservists on a
mare selective and purposeful basis among the most important of these ideas, along with getting
uniformed personnel out of jobs performed more efficiently by govemment civilians or
contractors.

Among the ideas that [ didn’t see in the drafl are: (i) reducing the amount of time military
people spend n formal training and educational inshitutions by increasing on-the-job training,
particularly with the help of computerized leamning techniques; and (ii) lengthening typical tours
of duty to reduce time lost in transitional billets,

The Sunday New York Times account of the paper and the process swrounding it
suggested that you are going to direct the Service Secretaries and Chicfs to find greater
efficiencies in manpower. It is the Services, of course, who know better than anyone where the
inefficiencies can be found. Given the night incentives, they might be more cooperative than
under other circumstances. One idea, perhaps apocryphal, has been attributed to Jim Schlesinger
when he was Secretary. The idea is to offer additional combat units for the delivery of a multiple
number of reductions in non-combat slots. For example, the Army could be offered an additional
brigade (and the budget necessary to equip it), if it could reduce certain categories of manpower
by a multiple of the number of people required to man an incremental brigade. It’s tricky to
execute such a strategy, but it at least gets everyone’s interests aligned more closely.

1 also notice in the paper a variety of policy-related changes that could reduce manpower
requirements — e.g., more use of intemational police and peacekeeping forces, reductions in
certain long-term commitments, etc. This is an area in which we’ve done a variety of studies and
would be happy to provide some inputs if you could point me ir the right direction,

Sincerely,
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September 49, 2003

TO: Doug Feith
FROM: Donald Rumsfeld q

SUBJECT: Taliban

We have to get a response to me on whether or not Karzai is softening up on the

Taliban. I need to know.

Thanks.

DHR:dh
091903-16
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;-/"zu é/ Snowflake !"
TO: David Chu /
FROM: Donald Rumsfeld T)‘
DATE: September 25, 2003

SUBJECT:

I do think you ought to get a comprehensive look at pay and benefits for active
reserve, guard and retired so that we can force any proposals in these areas o be
tested against the template as to where we have the need. Why don’t you think

that through and see if it is doable.

Thanks.

DHR/azn
092503.35

Please respond by: 1o \ ¢
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September.22; 2003

TO: Gen. Dick Myers
CC: Paul Wolfowitz
FROM: Donald Rumsfeld Vﬂa

SUBJECT:  Joint Con Ops

My understanding of the joint con ops is not happening. Somehow or other, the
resistance in the institutions of this Department seem to have stopped it dead in its

tracks. ['m tempted to put together a group to write it myself.
Any thoughts?

Thanks.

DHR dh
(92203-28

Please respond by i ;
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JOINT OPERATIONS CONCEPTS

JCS VERSION 1.0 for 2003

3 Octaber 2003

Page 1 0f29
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Secretary's Foreword

The first few years of the 21st Century have taught us that the future is
full of open and hidden dangers. The Department of Defense must prepare
now to address those threats to our freedom or face a very uncertain destiny.

We do not know the true face of our next adversary or the exact method
of engagement. The threat may come from terrorists, but it could come in the
form of cyber-war, a traditional state-on state conflict, some entirely new form
of attack, or it may take the form of a natural or man-made disaster. This
uncertainty requires us to move away from our past threat-based view of the
world and force development. We must change. We must envision and invest
in the future today so we can defend our homeland and our freedoms
tomorrow.

The future demands we move towards a capabilities-based approach as
articulated in the 2001 Quadrennial Defense Review. This approach focuses
more on how the United States can defeat a broad array of capabilities that any
adversary may employ rather than who the adversaries are and where they
may threaten joint forces or US interest. The joint force will have attributes to
make it fully integrated expeditlonary in nature, networked, decentralized,
adaptable, able to achieve decision superiority, and lethal.

This document articulates the overarching concept that describes the
conduct of future joint military operations. It defines the construct for the
development of subordinate operating, functional and enabling concepts that
will identify emerging capabilities across the domains of air. land, sea, space
and information. It is transformational and will act as the genesis for new
ideas and concepts hence the name "Joint Operations Concepts.”

New ideas and concepts come from a culture of continual transformation.
We are counting on the superb members of today's Joint Force to make
transformation possible. These brave men and women remain the most critical
asset to the Armed Forces. We must ensure they have the resources,
capabilities and innovative culture they need to assure our allies, as well as
dissuade, deter and, if necessary, defeat the aggressors we will face in the
dangerous century ahead.

Donald H. Rumsfeld
Secretary of Defense

Page 2 of 29 2
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Preface

“Our military culture must reward new thinking, innovation, and
experimentation. Congress must give defense leaders the freedom to innovate,
instead of micromanaging the Defense Department. And every service and every
constituency of our military must be willing to sacrifice some of their own pet
projects.  Our war on terror cannot be used to justify obsolete bases, obsolete
programs, or obsolete weapon systems. Every dollar of defense spending must
meet a single test: It must help us build the decisive power we will need to

win the wars of the future.”
President George W. Bush, Citadel Speech, 11 December 2001

Purpose. The Joint Operations Concepts (JOpsC) describes how the Joint
Force! intends to operate within the next 15 to 20 years. It provides the
operational context for the transformation of the Armed Forces of the United
States by linking strategic guidance with the integrated application of Joint
Force capabilities. The JOpsC provides the conceptual framework to guide
future joint operations and joint, Service, combatant command and combat
support defense agency concept development and experimentation.2 The
JOpsC also provides the foundation for the development and acquisition of new
capabilities through changes in docirine, organization, training, materiel,
leadership and education, personnel and facilities (DOTMLPF).3

Scope. The President directed the Department of Defense (DOD) to transform
to meet an uncertain future and the unfolding challenges of the 21st Century.
To mitigate the risk and uncertainty of the future, DOD will transition from a
threat-based, requirements-driven, force development process to a capabilities-
based, concepts-driven force planning process.4  JOpsC provides the
operational context for military transformation in sufficient detail for the
development of subordinate joint operating, functional and enabling concepts.
As an overarching concept, this document describes the conduct of joint
military operations in the context of interagency® and multinational®

1 The term “joint force” in its broadest sense refers to the Armed Forces of the United States.
While this document focuses primarily on the changes in the way that "operating elements” of
the Armed Forces will organize, plan and prepare, and operate as an integrated joint force in
the future, these changes will impact on every element of the Armed Forces. The term joint
force (lower case) refers to an element of the Armed Forces that is organized for a particular
mission or task. Since this could refer to a joint task force or a unified command, or some yet
unnamed future joint organization, the more generic term “a joint force” will be used, similar in
manner to the term “joint force commander” in reference to the commander of any joint force.
2 Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3010.024; Joint Vision
Implementation Master Plan (JIMP) (Washington, DC: 2001}, Enclosure A describes the process
for concept development and experimentation.

3 CJCSI 3010.02A; GL-2.

4 Quadrennial Defense Review {QDR) 2001, Office of the Secretary of Defense (Washington, DC:
2001), M-13, describes a shift from force development to force planning.

5 CJCS Jeint Publication (JP) 5-0, Doctrine for Planning Joint Operations (Draft) (Washington,
DC: October 2002); Approved for inclusion in CJCS JP 1-02; Department of Defense Dictionary
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coordination across the full range of military operations (ROMO).? The JOpsC
focuses on joint military operations at the operational and strategic level of war
and crises resolution. It describes the integration of emerging capabilities
across the domains of air, land, sea, space and information and the
development of supporting concepts to obtain these capabilities.

Application. The JOpsC is applicable to combatant commands, Services,
combat support defense agencies and the Joint Staff for concept development
and experimentation.

of Military and Associated Terms (Washington, DC: 2001): A broad generic term that describes
the collective elements or activities of the Department of Defense and other US Government
agencies, regional and international organizations, nongovernmental organizations, and
commercial organizations engaged In a common effort.

6“The United States is comrmitted to lasting institutions like the United Nations, the World
Trade Organization, the Organization of American States. and NATO as well as other long-
standing alllances. Coalitions of the willing can augment these permanent institutions.” The
National Security Strategy of the United States of America (NSS) (Washington, DC: 2002),
President's Foreword, 1ii.

7 Joint Requirements Oversight Council (JROC) MEMO 023-03, “Interim Range of Military
Operations (ROMO)” (Washington, DC: 28 Jan 03).
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Joint Operations Concepts
An overarching description of how the future Joint Force will operate across the entire
range of military operations. It is the unifying framework for developing subordinate
joint operating concepts, joint functional concepts. enabling concepts, and integrated
capabilities. It assists in structuring joint experimentation and assessment activities to
validate subordinate concepts and capabilities-based requirements.

Section 1. Introduction. The Armed Forces of the United States provide a
critical and flexible instrument of national power, will be globally employed and
will operate across the ROMO.

The JOpsC describes how the Joint Ferce will operate in a complex
environment within the next 15 to 20 years and describes the coordinated
development of Service, combatant command and combat support defense
agency capabilities. The JOpsC is designed to guide and leverage the
innovation, change and adaptation of the Armed Forces of the United States
and is based on a clear understanding of the strategic setting, strategic
guidance and a capabilities-based approach to joint warfare and crisis
resolution.

1.A. Strategic Setting. The enduring nature of war, fundamental elements of
crisis resolution, challenges of a new security environment and emerging
threats, as well as an understanding of the American culture all profoundly

aftect how the Joint Force operates.

Nature of War and Crisis Resolution. War will continue to be characterized
by a violent clash of wills between nations or armed groups in the pursuit of
political or ideological ends. The fog and friction of war will randomly impact
military operations and decision-making at all levels. Warfare will continue to
include baoth violent and non-violent means.

Crises will still be distinguished by deteriorating sltuations resulting from
natural or manmade catastrophes. These situations will continue to lead to
potential humanitarian, societal or state instability, and the increased
likelihoed of conflict.8

While the nature of warfare and crisis resolution remains unchanged,
changes in the security environment, technology and the threat will cause the
conduct of military operations to change. Accordingly, the United States must
change the way it conducts joint military operations - shift to a global
perspective of the battlespace, a noncontiguous approach to operations and the
employment of a fully integrated Joint Force.

8 Joint Requirements Oversight Council (JROC) MEMO 022-03, “An Evolving Joint Perspective:
US Joint Warfare and Crisis Resolution In the 21st Century” White Paper (Washington, DC, Joint
Staff, J7: 28 January 2003}, 6.
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1.B. American Culture and Peaple. The Department will tap into the
strength and innovation of the American culture and people to form the
foundation for change.

The Armed Forces of the United States possess a unique philosophical and
cultural approach to joint warfare and crisis resolution that reflects the
cumulative historical experience, values, traditions and character of the
American people, the individual Services and the unique institutions and
governmental processes of the United States of America. This includes
adherence to the rule of law, civilian control of the military, promotion of
democracy and the preservation of life.

People remain the centerpiece of successful joint operations. Although the
capabilities associated with the tools of warfare will change, the dynamics of
human interactions and will, instilled through innovative leadership, will
remain the driving force in all military operations. Fundamental to the
successful utilization of improved capabilities will be the capacity of the
individual Soldiers, Sailors, Airmen, Marines and Coast Guardsmen to learn
and adapt to new mission demands, bear the hardships of combat and work
diligently to synchronize Service efforts.

1.C. Strategic Guidance The President of the United States and the
Secretary of Defense establish strategic guidance that provides goals and
objectives for the Armed Forces of the United States.

1.C.1. The National Security Strategy (NSS). The NSS reflects the nation’s
values and interests. The United States, in cooperation with other nations, will
deny. contain and curtail adversaries’ efforts to acquire dangerous
technologies. To ensure protection, the United States may be forced to act in
self-defense against emerging threats before they can be applied against
national vital interests. The aim of this strategy is not just to protect the
United States, but also to help make the world better. To achieve the NSS
goals, the United States will:®

9 NSS, President’s forward, 1-2.
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National Security Strategy
Champion aspirations for human dignity;
Strengthen alliances to defeat global terrorism and work to prevent attacks
against allies, friends and the United States;
Work with others to defuse regional conflicts;
Prevent enemies from threatening allies, friends and the United States, with
weapons of mass destruction;
Ignite a new era of global economic growth through free markets and trade;
Expand the circle of development by opening societies and building the
infrastructure of democracy:
Develop agendas for cooperative action with other main centers of global power;
Transform America's nattonal security institutions to meet the emerging
challenges and opportunities.

v v

v v

Y Y

\4

v

1.C.2. The Defense Strategy. Four DOD policy goals and a set of strategic
tenets guide the Defense Strategy, as described in the 2001 Quadrennial
Defense Review (QDR) and FY 04-09 Defense Planning Guidance.

Defense Policy Goals
» Assuring allies and friends by demonstrating US steadiness of purpose, national
resolve and military capability to defend and advance common interests, and by
strengthening and expanding alliances and security relationships
Dissuading adversaries from developing threatening forces or ambitions,
shaping the future military competition in ways that are advantageous to the
United States and complicating the planning and operations of adversaries
» Deterring aggression and countering coercion against the United States. i1s
forces, allies and friends in critical areas of the world by developing and
maintaining the capability to swiftly defeat attacks with only modest
reinforcement
At the direction of the President, decisively defeating an adversary at the time,
place and in the manner of US choosing

¥

v

Strategic Tenets
Managing Risks
A Capabilities-Based Approach
Defending the United States and Projecting US Military Power
Strengthening Alliances and Partnerships
Maintaining Favorable Regional Balances
Developing a Broad Portfolio of Military Capabilities

V'V VYV VY
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1.C.3. The Military Strategy of the Department of Defense.!? The military
strategy is the Armed Forces’ plan to carry-out missions assigned by the
Defense Strategy. It defines defensive, offensive, and anticipatory actions that
commanders take to achieve military objectives in support of the Defense Policy
goals. The military strategy applies a set of overarching principles — agility,
decisiveness, and integration - that guide how commanders achieve their
supporting objectives. The military strategy provides the context to describe
the desired attributes and capabilities of the Joint Force and lays the
foundation for the common architecture for capabilities-based force planning
described in this document. The military strategy. as the foundation for other
strategic documents, supports near-term operational planning while providing
a common joint vision of future operations that serves as an azimuth for joint
force transformation.

1.D. Capabilities-Based Approach.!! One key tenet of the QDR and NMS is
the development of a capabilities-based approach. A capabilities-based
approach focuses more on how the United States can defeat a broad array of
capabilities that any adversary may employ rather than who the adversaries
are and where they may engage joint forces or US interests.’2 Development of a
capabilities-based Joint Force requires a broad and long-termm strategic
perspective, a greater appreciation of the operational and strategic
environmental factors and a rigorous analysis of the capabililies needed to

achieve defense policy goals.

In the past, the construct of force development was requirements-driven
based upon specific threats. However, the United States cannot predict with
confidence the nations, combinations of nations, or non-state actors that may
pose threats to its interests, allies or friends. To mitigate the risk of this
uncertainty, the United States must anticipate the range of broad capabilities
that any adversary might employ and the necessary capabilities required to
resolve any conflict or crisis. Thus, a capabilities-based approach shifts this
construct from threat-based force development to force planning based on a set
of desired capabilities for any given military operation. These desired
capabilities are derived from a set of joint operating concepts, describing how
the future force will operate within specified segments of the ROMO and a set
of joint functional concepts that describe the desired capabilities within each
functional area across the ROMO.

1.E. Meeting the Challenges. The strategic setting makes clear the
requirement to transform the way the United States conducts joint military
operations. Identifying the potential capabilities of adversaries and adapting
forces to counter those capabilities will allow the Joint Force to meet the

10 Military Strategy of the Department of Defense (Draft), 11 Sep 03.
11 QDR 2001, 13.
12 NSS, 28.
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challenges of the future. To prevail, the Joint Force will leverage such near-
term objectives as the Service's significant changes to increase agility, reduce
profiles and synchronize capabilities as well as the future goal of being full

spectrum dominant.

Section 2. Full Spectrum Dominance (FSD).

Full spectrum dominance is the defeat of any adversary or control of any
situation across the full range of military operations.

Full spectrum dominance is based on the ability to sense, understand,
decide and act faster than any adversary in any situation. These actions are
preceded by decisions that are led by better understanding of the battlespace.
This allows commanders to act simultaneously or sequentially to achieve the
desired end-state at the least cost in lives and national treasure.

In order to achieve FSD, the Joint Force will pursue a capabilities-based
approach that focuses more on how the United States can defeat a broad array
of capabilities that an adversary may employ rather than who the adversaries
are and where they may engage US interests. FSD emphasizes adaptability,
balances capabilities and manages risk within a global perspective!? to protect
the United States, prevent conflict and surprise attack, and prevail against all

adversaries.¢

Framed within this approach and against the evolving security environment
background, a new battlespace perspective emerges for future military
operations. To accomplish assigned missions, an adaptive joint force will be
capable of conducting rapidly executable,!5 globally and operationally
distributed, ¥ simultaneous and sequential operations. In so doing, the Joint
Force will be able to apply continuous pressure!” on an adversary, control the
tempo of the operation, and develop and exploit opportunities faster than an
adversary can adapt. This continuum of action will require decentralized

13 *An Evolving Joint Perspective: US Joint Warfare and Crisis Resolution In the 21st Century”
White Paper (Washington, DC, Joint Staff, J7: 28 January 2003), 23.

14 Military Strategy of the Department of Defense (Draft), 11 Sep 03

15 “Rapidly executable” implies that as decisions are made, the joint force will have an
increased capability to quickly execute, if desired, the task. This does not mean that every
operation will be rapidly executed, but it does suggest that closing the gaps between decision,
initial entry forces, and follow-on forces may facilitate achieving objectives faster. The joint
force will stll retain campaign qualities for those situations where speed is undesirable,
unattainable or politically constrained. Authors.

18 Forces, potentially geographically separated, sharing a common operational picture through
a global network to enable the operational control of tempo and momentum to achieve the
effects desired. Derived from JW&CR White Paper, 21.

17 JW&CR White Paper, 34.
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execution, where joint capabilities are organized and interdependently applied
at increasingly lower echelons.

To meet these future operational aims, the Joint Force will leverage
technology to provide actionable, precise, “fused” intelligence at all levels of war
to facilitate decision superiority. This requires a singular battlespace,'®
networked to enable continuous and collaborative campaign planning. The
Joint Force also requires adaptive command and control {C2) organizations and
will increasingly employ tailored, capabilities-based force packages!® that
habitually plan and routinely train together in the live-virtual-constructive
environment.

Fundamental to the success of FSD is the national priority for a secure
homeland. Properly planned, supported and coordinated interagency actions
ensure a secure homeland and also serve to protect and advance other US
interests and the mutual interests of allies and friends. 1n addition, combatant
commands will initiate activities to promote security throughout the globe.
Leveraging these shaping activities, combatant commanders set the conditions
that allow the Joint Force to seize and maintain the initiative when responding
to a crisis or entering a conflict. This allows the Joint Force to retain friendly
freedom of actlon including assured access and the quick defeat of enemy anti-
access and/or area-denial strategies.

Additonally, the Joint Force will be able to rapidly build momentum and
close the gaps between the decision to employ force and the deployment of
initial entry and follow-on forces in order to rapidly achieve objectives. Thus,
the Joint Force will deploy and employ from the United States, abroad, or
forward-deployed locations directly throughout the depth of the battlespace.
These forces will engage the adversary's critical nodes, linkages and
vulnerabilities to reduce their centers of gravity.

Joint force personnel will require a joint and expeditionary "mindset,” which
reflects a greater level of deployability and versatility. Yet, the Joint Force must
also ensure that capabilities not only swiftly defeat an adversary but are
applicable to sustained combat, and the potential simultaneous conduct of
operations to reestablish order, stability, and local governments.

The Joint Force must sustain Itself in austere global regions by becoming
less dependent on existing infrastructure and using globally integrated and

18 Singular battlespace is a new way of viewing the battlespace. It sees both the enemy and
friendly forces as a complex, adaptive system, composed of many systems and subsystems.
These battlespace systems, consist of nodes and connecting links that represent some kind of
relationship. The systems and their nodes may be linked directly or indirectly and the links
may be physical or non-physical links. Joint Operational Warfighting (Draft) (Suffolk, VA,
USJFCOM, J9 Joint Futures Lab: 15 Aug 02), 20.

19 Capabilities-based force packages are joint forces built based on what they must do rather
than the quantity of forces or platforrns they possess.
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synchronized end-to-end logistics and self-sustainment systems. This enables
the conduct of operations for a specified time without requiring an operational
pause. Finally, the Joint Force will remain committed to full coordination and
interoperability of capabilities with interagency and multinational partners to
ensure complementary effects.

Section 3. The Future Joint Force. The following describes attributes of the
future Joint Force and broadly explains how this force will organize, plan,
prepare and conduct operations.

3.A. How It Will Operate. Although specific operations along the ROMO may
require other capabilities, the Joint Force will generally organize, plan, prepare,
and operate using the following common core capabilities.

3.A.1. Achieve common understanding of all dimensions of the
battlespace throughout the Joint Force.

Understanding the battlespace begins with planning against anticipated
adversary capabilities or other likely contingencies. Such capabilities and
contingencies will be identified through in-depth studies of the operational
environment including operational net assessments developed from robust

intelligence.

Secondly, security cooperation and robust intelligence provide the JFC with
enhanced situational understanding, advanced indications and warning. Joint
forces assist in establishing relationships and regional understanding by
engaging in theater security cooperation activities with other nations.

Finally, the Joint Force uses an effects-based approach that includes
“systems visualization.” Systems visualization develops a shared
understanding of causal relationships and provides critical tools that assist
commanders and staffs to plan, execute, assess, and adapt. It also provides
some insight into potential effects beyond those that are desired. This
situational understanding of the essential political, military, econornic, social,
infrastructure and information systems within an area of interest highlights
how the system function and are interrelated.

3.A.2. Make joint decisions and take action throughout the Joint Force
faster than the opponent.

Decision superiority and rapidly employable capabilities allow the Joint
Force, in coordination with allies and partners, to seize and maintain initiative
to ensure freedom of action. The United States takes control of the situation
and operational tempo by forcing a change in the adversary’s strategy, lines of
operation or force employment.
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Guided by the JFC’s intent, joint planners design operational plans to
achieve desired end-states. These plans describe how the Joint Force
command intends to take joint action. Designated joint task forces will
routinely evaluate plans via exercises in the live, virtual and constructive
training environments.

An established network, allowing commanders at all levels to collaborate
and thereby facilitate timely employment of appropriate joint capabilities, will
support the planning and execution effort. Collaborative planning and
execution will include considerations for personnel tempo and coordination
with the other instruments of national power and multinational partners to
help shape the overall security environment to meet global prioritiecs. Plans
and actions will take into account that the Joint Force may assume either a
supporting or a supported role in its relationship with national and
multinational agencies.

The Joint Force terminates a specific operation when the necessary
military conditions have been met to accomplish strategic objectives. After
achieving its military objectives, the force assumes a supporting role and
transitions back to normal operations or another contingency.

3.A.3. Adapt in scope, scale, and method as the situation requires.

The Armed Forces of the United States secure the homeland, its territories
and strategic bases for expedltionary joint forces. In certain operations. such
as non-hostile domestic events and most foreign humanitarian assistance
operations, the JFC may be in a support role to a civil authority. Joint forces
are forward based. forward deployed, or available for employment from the
United States in relation to global priorities.

The nature of potential adversaries requires an adaptive approach to ensure
operations achieve the desired end-state. To maximize the speed and
effectiveness of US actions to achieve the desired end-state, assessments of
changes in the adversary’'s system must be continuous. These assessments
will allow commanders to adapt and exploit or mitigate changes in the
adversary's systems.

The Joint Force must remain adaptable with the capacity to commit to a
specific operation while remaining ready to shift to another operation that may
or may not be in the same operational area. Joint forces must be able to hand
over one operation, reconstitute while remaining forward deployed for
subsequent tasking, and undertake an entirely different military operation
without extensive reliance on host-nation or overseas infrastructure.

Services and combatant commands will develop, organize and train their
forces in order to provide desired joint capabilities. Capability-based force
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packages combine and establish habitual relationships among elements of
joint, multinational and interagency capabilities that are tailored for a flexible
array of capabilities across the ROMO. The packages have the ability to be
employed independently or interdependently, and rapidly transition between
missions.

3.A.4. Rapidly deploy selected portions of the Joint Force that can
immediately transition to execution, even in the absence of developed

infrastructure.

Rapid employment of permanent or rotation-based forward joint forces and
tailored expeditionary forces, along with space-based assets, provide the initial
engagement capabilities and facilitate the introduction of follow-on forces.
Expeditionary capabilities, coordinated with other instruments of national
power, shape the battlespace, set initial conditions to achieve strategic
objectives, provide assured access and the required infrastructure.

3.A.5. Create and sustain continuous pressure throughout the battlespace
for as little or as long as it take to accomplish strategic or operational
aims.

Commanders dynamically employ maneuver forces, precision engagement
and information operations to apply immediate and continuous pressure on
any adversary, foreclosing options and presenting difficult dilemmas.
Commanders should expect an adversary to attempt a preemptive first move or
other actions to resist joint force actions.

The Joint Force must also possess the capability to persistently engage in
protracted operations when a crisis cannot be quickly resolved. Additionally,
planners must consider the need to continue force flow or the rotation of forces
to increase the available combat capabilities to either complete the initial force
package or to preempt adaptations the adversary may attempt.

3.A.6. Disintegrate, disorient, dislocate, or destroy any opponent with a
combination of lethal and non-lethal means.

An integral part of joint operational planning will involve identifying and
exploiting the critical relationships, dependencies, vulnerabilities and strengths
of adversary systems. An effects-based approach, which employs a systems
methodology, is particularly applicable to an adversary system where identified
links and nodes can be influenced by various instruments of national power.
Such an approach may complement or supplant other approaches. The
desired result for this approach is to produce specific effects that disrupt the
adversary’s decision making, alter intent, diminish capability and force the
adversary to comply with US will.
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3.A.7. Conduct deployment and sustainment activities in support of
multiple simultaneous, distributed, decentralized battles and campaigns.

Achieving strategic objectives may not call for large-scale operations but
rather many distributed operations unified by common purpose. The Joint
Force conducts distributed operations to match its strengths against the
adversary’s critical vulnerabilities. The future Joint Force will be capable of
conducting and supporting distributed non-linear operations in a singular
battlespace. In addition, the Joint Force will be capable of reacting
appropriately to the varying degrees of urgency established by the strategic
campaign objectives. Such operations can be characterized as multi-
directional and multi-dimensional from regionally or globally dispersed
locations directed against an adversary’'s dispersed critical vulnerabilities.

The importance of distributed non-linear operations is an ability to create
unpredictability in the application of combat power and to overwhelm an
adversary. By integrating joint capabilities at increasingly lower echelons and
enhancing connectivity among the elements, joint forces can better conduct
distributed operations. These factors enable commanders to match capabilities
more precisely to specific tasks and purpose within a singular battlespace.

Fundamentally, the sustainment mission is integral to deployment and
employment of the Joint Force by getting the right support to the right place at
the right time. This will not change. However, a distributed force,
maneuvering at an increased tempo, requires fully integrated, globally
synchronized, agile sustainment. This calls for a shift from supply-based
logistics and regionally focused, service-centric planning to a sustainment
system that is precise, flexible and responsive to sustaining tailored forces
operating in a dynamic environment.

A fully integrated logistics system is networked, distribution-based and
executes in a responsive mode to meet the real time demands of the operational
users. Global synchronization of the entire logistics system is essential for
managing sustainment. Sustainment operations begin on day one and must
remain continuous from deployment, through employment and redeployment
to mitigate the need for operational pauses. Within the initial phase of
operations, expeditionary forces must possess a certain level of self-
sustainment. Beyond this initial phase, an agile logistics sustainment and
distribution system with unparalleled reach will provide the necessary support
for continuous and distributed operations.

Regardiess of the scale of the contingency, the Joint Force will be required
to provide some level of support to US government agencies, non-governmental
organizations, international organizations and host-nation agencies. While
providing this support, the Joint Force prepares for future operations, or
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resumes normal operations while maintaining the initiative and protecting
against renewed adversary offensive actions.

3.A.8. Accomplish all of the above in an inter-agency and multi-national
context.

Achieving full spectrum dominance requires full coordination with
interagency and multinational partners. Achieving the desired end-state and
strategic objectives necessitates an integrated, networked Joint Force, as well
as interoperability with interagency and multinational partners.

3.B. Attributes. To realize the common core capabilities described above, the
future Joint Force must possess the following attributes:

Fully Integrated. The Joint Force must move beyond deconfliction to fully
integrated elements with all functions and capabilities focused toward a unified
purpose. This means that the capabilities provided by the Services, combatant
commands and combat support agencies are born joint and fully iniegrated.20
Thus the Joint Force Commander (JFC) will have a set of inherently
interoperable and synergistic joint capabilities to employ.

Legacy equipment and systems will be "made joint" to the extent possible
until such time as replacement by "born joint" equipment and systems is
feasible. Full integration will require further expansion of the “joint team
mindset™! from the combatant command level where it exists today down to
the joint task force (JTF) and component headquarters (HQ).??2 An increased
degree of integration and synchronization will also be required among
appropriate Service forces to conduct joint tactical actions at appropriate levels.
Joint training, more interoperable systems and the elimination of seams
between functional components will enhance this integration. For full
integration in the strategic, operational and tactical domains greater
coordination and collaboration must also extend to the interagency and to
multinational partners.

Expeditionary®® describes those elements of the Joint Force that are
rapidly deployable, employable and sustainable throughout the global
battlespace regardless of anti-access., or area-denial environments?* and
independent of existing infrastructure. Designated elements based in the
United States, abroad or forward deployed must be configured for immediate
employment and sustained operations in austere environments. These forces

20 JW&CR White Paper, 22,

21 Ibid., 11

22 JTF headquarters may change significantly. This approach applies to whatever command
and control element and/or structure may replace the current notion of a JTF. Authors.

23 NSS, 30.

24 QDR 2001, 30.
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must be capable of seamlessly transitioning to sustained operations as a crisis
or conflict develops. Expeditionary also describes the Joint Force mindset.
That mindset takes advantage of areas such as knowledge and maneuver and
applies the appropriate capabilities of a balanced Joint Force.

Networked25 describes a Joint Force that is linked and synchronized in
time and purpose. The Joint Force capitalizes on information and near
simultaneous dissemination to turn information into actions. Networked joint
forces will increase operational effectiveness by allowing dispersed forces to
more efficiently communicate, maneuver, share a common operating picture
and achieve the desired end-state.

A networked Joint Force expands its reach. Reachback is the ability of the
Joint Force to extend beyond organic capabilities to include fire support,
sustainment and information. This network includes interagency, designated
multinational partners, academic and industrial sources, and includes both
technical linkages and personal relationships developed through training and
habitual association.

A networked Joint Force is able to maintain a more accurate presentation of
the battlespace built on the ability to integrate intelligence, surveillance and
reconnaissance, information and total asset visibility. This integrated picture
allows the JFC to better employ the right capabilities, at the right place and at
the right time. Fully networked forces are better able to conduct distributed
operations.

Decentralized describes a Joint Force that leverages the power of integrated
joint capabilities while operating in a joint manner at lower echelons. These
forces use collaborative planning and shared knowledge to empower
subordinate commanders distributed across a noncontiguous battlespace to
make decisions and take action. This requires shared knowledge of
adversaries, friendly forces and the environment as well as a clear
understanding of strategic objectives and commander’s intent. Unique
situational awareness, greater autonomy and increased freedom of action at
lower levels enable subordinate commanders to compress decision cycles, seize
the initiative and exploit fleeting opportunities.26

Adaptable2” describes a Joint Force prepared to quickly respond to any
contingency with the appropriate capabilities mix. This requires versatile and
agile forces that are tailorable and scalable for employment and able to adapt
fundamental capabilities in a multi-use manner as mission requirements

25 Ibid., 32.

26 David S. Alberts, John J. Garstka, and Frederick P. Stein, Network Centric Warfare:
Developing and Leveraging Informatiort Superiority, 2d ed. (DoD C4ISR Cooperative Research
Program, Washington, DC: August 1999}, 121.

27 Dertved from @DR 2001, 1l and 17.
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dictate without losing significant operational capability. Adaptability ensures
that the Joint Force can rapidly shift from mission to mission.

Decision superiority is the state at which better-informed decisions are
arrived at and implemented faster than an adversary can react, or in a non-
combat situation, at a tempo that allows the force to shape the situation or
react to changes and accomplish its mission. To facilitate decision superiority,
the Joint Force must gain and maintain information superiority.

Decision Superiority: The objective of decision superiority is to turn an information
advantage, i.e. information superiority, into a competitive advantage. Decision
superiority uses a superior information position to create and enable highly effective
actions, tactics, techniques and procedures (TTPs) or relationships that would not
otherwise be possible. To facilitate decision superiority, the Joint Force must gain
and maintain information superiority by applying joint capabilities developed in
information operations, in the collaborative information environment, through shared
situational awareness, and through ISR.

Information Superiority is an imbalance in one's favor in the information domain
with respect to an adversary. The power of superiority in the information domain
mandates that the United States fight for it as a first priority even before hostilities
begin. This requires that the Joint Force develop doctrine, TTPs, organizational
relationships and technologies to win this two-sided fight. The quality of the
information position depends upon the accuracy, timeliness and relevance of
information from all sources. A priority responsibility of command is to ensure
access to all relevant information sources within and among all DOD organizations,
and in coalition operations with mission partners. The continuous sharing of
information from a variety of sources enables the fully networked Joint Force to
achieve the shared situational awareness necessary for decision superiority.

Lethality describes increased and refined joint force capabilities to destroy
an adversary and or the systems in all conditions and environments. It
includes the use of kinetic and/or non-kinetic?® means, while leveraging
technological advances in greater precision and more devastating target
effects?? at both longer-ranges and in close combat.

Section 4. Subordinate Concepts. The JOpsC, JOCs, Joint Functional
Concepts and Enabling Concepts represent an interrelated construct of
concepts. In this construct of concepts, joint operating concepts, joint
functional concepts, and enabling concepts are subordinate to the JOpsC.
There is no hierarchy to operating, functional or enabling concepts - they must
all inform and interrelate with each other. These subordinate concepts and

28 Non-kinetic includes use of actions such as network and electronic attack or non-physical or
non-chemical employment of action. Authors

29 Our object in applying firepower must be to exploit its substantial paralytic effects to gain
advantage. Future War Anthology. 15.
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future concepts will require JROC approval to proceed into assessment by joint
experimentation.

“A concept is a notion or statement of an idea—an expression of how
something might be done.”® A military concept is the description of methods
(ways) for employing specific military attributes and capabilities {means) in the
achievement of stated objectives (ends). A concept may, after further
development, experimentation, assessment and refinement, lead to an accepted
way of doing something. It is only after an accepted concept has been validated
and approved, with reasonable confidence, that it provides the basis for force

planning.

JOCs, joint functional concepts and enabling concepts will be validated

Joint Operating Concept
A description of how a future Joint Force Commander will plan, prepare, deploy.
employ, and sustain a joint force against potential adversaries' capabilities or crisis
situations specified within the range of military operations. Joint Operating
Concepts serve as “engines of transformation” to guide the development and
integration of joint functional and Service concepts to describe joint capabilities.
They describe the measurable detail needed to conduct experimentation, permit the
development of measures of effectiveness, and allow decision makers to compare
alternatives and make programmatic decisions.

through joint experimentation and other rigorous analysis leading to a refined
concept for JROC approval. In order to implement a concept, DOTMLPF
capability improvement recommendations will be developed and presented to
the JROC for approval and tasking.

4.A. Joint Operating Concepts (JOCs). JOCs will further develop key areas
of the JOpsC. Focusing at the operational-level, JOCs integrate functional and
enabling concepts to describe how a JFC will plan, prepare, deploy, employ and
sustain a joint force given a specific operation or combination of operations.
The JOCs will also provide a detailed conceptual perspective for joint
experimentation and assessment activities.

JOCs must be developed with a narrow scope to guide and describe the
development of desired operational capabilities. These capabilitles must be
examined in terms of assumptions, attributes and metrics in order to identify
tasks for the future Joint Force. JOCs must be written in measurable detail to
allow for experimentation and let decision makers compare alternatives. JOCs
must specifically address the potential means and ways they contribute to
achieving the six 2001 QDR operational goals.

30 CJCSI 3010.02A; A-4.
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The Joint Chiefs and Transformation Planning Guidance have identified four
broad initial joint operating concept categories, they are: major combat
operations, stability operations, homeland security, and strategic deterrence.
These and future JOCs will require JROC guidance for further development
and validation.

Major Combat Operations (MCOs). MCOs achieve objectives by removing
an adversary’s ability to conduct military operations and creating acceptable
political conditions for the cessation of hostilities and the imposition of US will.
At the direction of the President, the Joint Force will simultaneously “swiftly
defeat” two efforts, and, if necessary, win one of those efforts decisively. MCOs
are conducted in a campaign consisting of sequential, parallel and
simultaneous actions distributed throughout the physical, information and
cognitive domains of the global battlespace. Operations will attempt to sustain
an increased tempo, placing continuous pressure on the adversary, and will
harmonize military action with the application of other instruments of national
power. The campaign is designed to dismantle an adversary’s system of offense
and defense, preempt their freedom of action, destroy critical capabilities and
as rapidly as possible isolate enemy forces. Thereby, the Joint Force will deny
the adversary sanctuary, the ability to maneuver and reconstitute, and defeat
or destroy them through the integrated application of air, ground, maritime,
space and information capabillities.

Stability Operations. Stability operations are military operations in
concert with the other elements of national power and multinational partners,
to maintain or re-establish order and promote stability. These consist of global
and regional military operations that establish, shape, maintain and refine
relations with other nations. Included are operations to ensure the safety of
American citizens and US interests while maintaining and improving the US
ability to operate with multinational partners to deter hostile ambitions of
potential aggressors. Stability operations help ensure unhindered access by
the US and its allies to a global economy. These operations may include a wide
array of tasks from combat operations - in order to remove isolated pockets of
resistance, to peace enforcement, or security cooperation activities.s!

Homeland Security (HLS). The highest priority of the United States is
HLS. The military mission sets are homeland defense, civil support and
emergency preparedness. Homeland defense will be the primary focus of the
Homeland Security JOC. Military forces may execute assigned missions in
circumstances of emergency, routine or extraordinary nature. The mission sets
for homeland defense are aerospace, land and maritime defenses. These are
operationalized through attack operations, active defense, passive defense and
C4l. The mission sets for civil support are military assistance to civil

31 Joint Requirements Oversight Council (JROC) MEMO 023-03, “Interim Range of Military
Operations (ROMO)” (Washington, DC: 28 Jan 03).
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authorities, military support to civilian law enforcement agencies and military
assistance for civil disturbances.

Strategic Deterrence. Strategic deterrence encompasses the range of DOD
efforts and capabilities to discourage aggression or coercion by potential
adversaries. Strategic deterrence provides the President with a range of
military options and capabilities intended to deter aggressors while requiring
only modest reinforcement of forward-deployed and stationed forces from
outside the theater. Strategic deterrence includes joint counterproliferation,
defense against weapons of mass destruction, overseas presence, peacetime
military engagement and nuclear and non-nuclear strike capabilities enhanced
by global intelligence.

Joint Functional Concept
A description of how a future JFC will Integrate a set of related military tasks to
attain capabilities required across the range of military operations. Joint functional
concepts derive specific context from the joint operating concepts and promote
common attributes in sufficient detail to conduct experimentation and measure
cffcetiveness.

4.B. Joint Functional Concepts. Using the Joint Operations Concepts and
JOCs for their operational context, functional concepts amplify a particular
military function and apply broadly across the ROMO. Individual functional
concepts outline desired joint capabilities. The JROC will provide guidance for
the joint functional concepts to ensure seamless development. The Joint
Chiefs of Staff have identified five initial functional concept categories of Joint
Command and Control (JC2), Battlespace Awareness, Force Application,
Focused Logistics, and Protection. These and potential other functional
concepts require JROC guidance for further development and validation
through joint experimentation and assessment.

4.C. Enabling Concepts. While still expressed in conceptual terms, enabling
concepts are the most specific of all military concepts. Enabling concepts are
descriptions of how particular tasks or procedures are performed within the
context of broader functional areas. Enabling concepts must be developed,
experimented on and validated with sufficlent specific detail to directly link
capabilities o military tasks. Although not the only enabling concepts,
information, interagency, and multinational operations are integral enabling
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concepts that are intertwined throughout all operations. They crosscut
functional and operating concepts.

4.C.1. Information Operations. In support of a joint campaign or national
strategy, information operations are the integrated employment of the core
capabilities of electronic warfare, computer network operations, psychological
operations, military deception and operation security, in concert with specified
supporting and related capabilities, to influence, disrupt, corrupt or usurp
adversarial human and automated decision-making, while protecting our
own.®? Information operations are a critical enabler to the functions of

engagement, protection and C2.

4.C.2. Interagency. Operations which will enhance joint interagency
coordination in each combatant command will facilitate and enable greater
application of all elements of national power. This capability is developed
through early integration of agency representatives to create an effective
conduit for shared understanding enabling integrated decision-making between
the Joint Force HQ and agencies. This capability integrates an interagency
perspective in collaborative planning and execution. JFCs are made aware of
agency planning, cultural sensitivities, support requirements, capabilities and
limitations while in turn civilian agencies are made aware of the Joint Force
operational requirements, concerns, capabilities and limitations.

The Joint Force, in coordination with interagency partners, must therefore
develop a common concept to train and operate together on a routine basis.
Commonly understood concepts, capabilities and TTPs will enable the Joint
Force to achieve FSD. To develop the necessary integrated capabilities,
interagency capabilities must become a part of the force-planning construct.

Joint Interagency Coordination Groups (JIACGs) at each combatant
command HQ will significantly increase civilian and military coordination and
enable a more complete understanding of policy decisions. missions and tasks
and the strategic and operational assessment. They enable collaboration to
integrate the capabilities from all instruments of national power to more
effectively achieve the desired end-state. The tools and relationships necessary
to enable such coordination must be established before a crisis unfolds.

4.C.3. Multinational Operations occur within the structure of an alliance or
coalition and are a key aspect of future operations. Against the backdrop of an
increasingly interdependent world, unilateral operations are becoming a thing
of the past. Understanding this, the United States will continue to work with
multinational partners. Security cooperation activities combined exercises and
shared tools for planning reduces the past challenges of dissimilar training,
equipment, technology, doctrine, culture and language associated with

32 mformation Operations Roadmap (Washington, DC: Sep 03).
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multinational operations.

Multinational partners provide unique capabilities that support military
operations, enhance regional and cultural expertise and demonstrate
international support for operations. Multinational involvement, with a unified
purpose, enables the coordinated application of the instruments of -
international power to achieve the desired objectives. National liaison teams,
equipped with tools to enable integration and collaboration, must form habitual
training and operational relationships with the military forces of potential
coalition partners. Seamless connectivity is enabled by established security
cooperation relationships that are in place before a crisis occurs.

US security cooperation arrangements with other nations serve four major
purposes. First, they reduce the potential for conflict by assuring allies of US
resolve and communicating US intentions to dissuade potential adversaries.
Second, they facilitate future US operations in regions that may otherwise be
difficult to access enhancing readiness to counter coercive threats, deter
aggression or defeat adversaries. Third, these arrangements support worldwide
positioning of forces as a foundation for flexible and adaptive deployment,
employment and sustainment. Fourth, they enable multinational operations
that draw upon the adaptive capabilities of all friendly nations. To develop
these integrated capabilities multinational operations must become a part of

force-planning,
5. Addressing the Future (Near, Mid and Far-Term).

“We need to change not only the capabilities at our disposal, but also how we
think about war. All the high-tech weapons in the world will not transform
the US armed forces unless we also transform the way we think, the way we
train, the way we exercise and the way we fight.”

SecDef Rumsfeld's Remarks to National Defense University, 31 Jan 02

The procurement of future Joint Warfighting Capabilities requires the
development of capability improvement recommendations. Such
recommendations can be based on Combatant Commander and Service input,
joint lessons learned, analytic agenda studies, experimentation on concepts,
and other assessment insights.

Materiel capability improvements will be recommended in accordance with
CJCSI 3170.01C, Joint Capabilities Integration and Development System. Non-
materiel capability improvements will be recommended in accordance with
CJCSI 3180.01, Joint Requirements QOversight Council (JROC) Programmatic
Processes for Joint Experimentation and Joint Resource Change
Recommendations. The objective of these capability recommendations, whether
near-term or far-term, should clearly support the attributes of the future Joint
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Force as described in the JOpsC and the distilled capabilities as described in
subordinate concepts.

5.A. Joint Tasks. To ascertain Joint Capabilities that can immediately direct
the near and mid-term objectives of the Future Years Defense Plan, joint tasks
must be determined on an annual basis. The Joint Chiefs of Staff, in
coordination with the Services and Combatant Commands will prioritize a
limited number of joint tasks, including capability prototypes, annually that
are based on Combatant Commander input, experimentation and joint lessons
learned. The joint tasks will be developed to meet the Joint Force objective of
Full Spectrum Dominance as informed by the JOpsC. The joint tasks will
primarily focus on joint military operations at the operational and strategic
level of war and crisis resolution as informed by the JOCs. The development of
these joint tasks will determine the division of Service responsibilities and
permit the distillation of quick-win joint capabilities. The resulting Service
responsibilities and capabilities from these joint tasks will serve to inform
programming decisions and the Joint Capabilities Integration and Development
System (JCIDS).

5.B. Concept Development, Experimentation, and Assessment. The
JOpsC and the various supporting concepts will be developed and refined
through the joint concept development and experimentation (JCDE) process as
described in CJCSI 3010.02A, Joint Vision Implementation Master Plan and the
Transformation Planning Guidance. US Joint Forces Command (USJFCOM)
will ensure overall integration of joint concepts.® The JROC approves proposed
concepts, experiments and recommends approval of DOTMLPF changes.

Joint experimentation (JE) and assessment is designed to evaluate
concepts, compare alternatives and provide observations, insights and
actionable recommendations to senior decision-makers.

The Joint Staff and USJFCOM efforts will establish appropriate objectives,
goals, scenarios, metrics and tasks to focus evaluation efforts.»  The
Chairman’s JE Guidance provides a common pathway for JCDE to facilitate
concept development and experimentation. The key goals of JE and
assessment of joint concepts (JOpsC, JOCs, Joint functional and enabling
coneepts) include:

¢ Gain insights and understanding of what concepts and capabilities are
feasible given the current state of technology, potential developments, and
integrated effects with other technologies.

33 CJCSI 3010.024; A-7.
34 The process is described in CJCSI 3010.02A, Joint Vision Implementation Master Plan.

Authors.
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» Establish measures of effectiveness to achieving the desired capabilities
outlined in FSD. Permit the exploration and co-evolution of new concepts,
processes, capabilities, doctrine and technologies for the future joint
environment.

¢ Provide a cohesive JCDE environment through the integration of Service,
joint, multinational and interagency experiments.

¢ leverage Defense Planning Scenarios {DPSs) in experimentation. DPS’s will
set the conditions and standards to enable experimentation to look at:

¢ The global nature of warfare

e The need for “campaign quality” concepts (pre-conflict through post-
conflict)

¢ The varying environmental conditions across the ROMO

¢ Operations within a strategic context that includes other instruments of
national power

The Joint Staff and USJFCOM will identify the critical measures of
effectiveness and establish a model to demonstrate changes from current to
future capabilities to validate emerging concepts.

5.C. Potential Capabilities-Based DOTMLPF Considerations.
Transformation is a continuous process. Therefore, DOD must develop
methods that assess legacy and proposed systems and define required joint
capabilities. The process must validate capabilities, considering the full range
of DOTMLPF solutions to advance joint warfighting, and field the capabilities
required to deter and defeat the adversaries. The following considerations
should be examined during initial concept development and assessment:
doctrine, organization, training, materiel, leadership and education, personnel
and facilities.

5.C.1. Doctrine. The joint doctrine process must evolve, become more
efficient and streamlined, and be more directly linked to the concept
development and experimentation process.?®> Once approved by the JROC,
doctrine change recommendations, based on joint experimentations, must be
incorporated into doctrine without delay. This process may develop joint and
multinational doctrine during the JCDE cycle. Services, combatant
commanders and combat support agencies should be fully involved in the
doctrine process.

3 QDR 2001, 37,

Page 25 of 29 25

11-L-0559/0SD/16355



5.C.2. Organization. DOD has initiated Unified Command Plan (UCPF}
changes as part of its adaptation to the strategic environment. The Joint Staff
and combatant commands must examine organizational and technological
changes needed to fully integrate interagency and multinational partners. A
more formalized and direct force-provider relationship among USJFCOM, US
Special Operations Command and the Services must be examined to enable
more flexible and responsive deployment and employment of joint capabilities.

Additional organizational changes will take place at the operational level.
The Joint Force must be organized into tailorable capabilities-based force
packages for employment designed to produce a set of synergistic joint
capabilities not currently available to the JFC. These force packages will not
necessarily be based on previous unit configurations. They must be capable of
“plugging” into an adaptable standing joint C2 structure for immediate
employment by the JFC.

5.C.3. Training.?® Joint training and exercises are essential to building a
joint team that includes interagency and multinational partners. Tough
realislic training will be necessary to forge teams and foster a joint mindset
within leaders and staffs. Capabilities-based force packages, designated as
components and not permanently assigned, will conduct routine training
exercises in the live, virtual and constructive training environments. Joint
training scenarios should be built around an adaptive and complex opposing
force or a dynamic crisis situation that may be conducted in a “free play”
environment that stresses the JFCs, their staff and leaders to the point of
failure. Training will be based on lessons learmed and designed to improve
adaptability to the challenges posed in dynamic and uncertain environments.
Establishing a Joint National Training Capability (JNTC) will contribute to the
training, observation and assessment programs.

5.C.4. Materiel. Technological advances will continue to affect the
transformation of the Joinl Force. They help bridge the gap between current
and fulure joint capabilities. Concepts help identify new ways of exploiting
technological advances. The Department of Defense needs an improved
process of identifying critical materiel solutions based on joint criteria and
approved measures of effectiveness. This process must be responsive and
adaptive to support modernization needs and rapid technological
breakthroughs.

5.C.5. Leadership and Education. Leadership development will remain the
foundation of institutionalized transformation and innovation. Decentralized
execution in an uncertain operating environment requires adaptive, innovative
and decisive leaders. Leadershlp education and training will focus on

3 QDR 2001, 46.
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developing skilled and knowledgeable leaders capable of meeting the
increasingly complex requirements of joint operations. Personnel must expand
their understanding of individual, Service and joint core competencies. Joint
professional military education provided throughout the careers of both officers
and enlisted will broaden their understanding of the uncertain strategic and
operational environments. Education and leadership development must
prepare leaders to succeed in chaotic environments.

There must be a link between education and the “characteristics and
conduct”¥ of the future Joint Force. The Joint Force must develop joint
operational level leaders capable of synergistically combining the emerging
capabilities in time, space and purpose to accomplish the operational or
strategic objectives. Joint operational leaders must fully understand the
operational strategy and be capable of designing an integrated approach in
support of the other instruments of national power. The development of
leaders grounded in both the art and science of joint operations must begin
very early in the military education process.

Commander’s Intent will have greater significance for the future Joint Force
leadership. Senior leaders must ensure that command intent is better
communicated to all relevant subordinate commands. Junior leaders will need
to acquire a better understanding of the importance of that intent and operate
within that intent to achieve overall strategic objectives.

5.C.6. Personnel. People are the comerstone of the future Joint Force. The
Armed Forces of the United States must continue to recruit men and women of
character who embody the American culture and possess the drive and
innovation needed to protect our freedom. The Joint Force will recruit and
retain those who are willing to bear the hardships of combat and those who are
willing to be integral parts of a joint team that adapts to the demands of any
mission.

5.C.7. Facilities. The Department of Defense must optimize its infrastructure
both at home and abroad. To conduct fully integrated operations, joint
facilities must be developed that support and exercise the integration desired in
the daily activities. Service facilities must be seamlessly connected to these
joint facilities to foster a joint culture and collaboration on ideas, doctrine,
plans and training. To plan and operate effectively in a global common
operational network, training must start today by linking combatant
commands, Services, and multinational, interagency and industrial partners.

37 JIW&CR White Paper, 5, 6, 17 - 43.
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Section 6. Conclusion.

“And let there be no doubt, in the years ahead it is likely that we will be
surprised again by new adversaries who may also sirike in unexpected ways.
And as they gain access to weapons of increasing power--and let there be no
doubt but that they are—-these attacks will grow vastly more deadly than those
we suffered several months ago. Our challenge in this new century is a difficult
one. It's really to prepare to defend our nation against the unknown, the
uncertain and what we have to understand will be the unexpected. That may

seem on the face of it an impossible task, but it is not.”
SecDef Rumsfeld

The JOpsC guides future Joint Force planning and will help clarify the
conduct of joint operations across the ROMO in a multinational and
interagency context. It provides critical links to other strategic guidance, it
provides the key attributes of the future Joint Force, and it provides the
conceptual framework for developing joint operating, joint functional and
enabling concepts. It focuses the Department of Defense in exploiting available
and emerging ideas and technologies to change the organization. planning,
preparation and conduct of operations. Implementation of the JOpsC will result
in transformational changes to meet the President's challenge, “Every dollar of
defense spending must meet a single test: It must help us build the decisive
power we will need to win the wars of the future.”3

38 Speech by President George W. Bush to the Citadel. 11 December 2001. White House
Website [Cited September 2002]. Available from http: / /www.whitehouse.gov.
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C2
C4]

CBRNE

CJCSI
DOD
DOTMLPF

FSD
HQ
JCDE
JE

JFC
JIACGS
JIMP
JNTC
JOCs
JOpsC
JP
JROC
JTF
MCO
MS
NSS
QDR
ROMO
TTPs
UCFP
USJFCOM
USSOCOM
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command and control

command, control, communication, computers
and intelligence

chemical, biological, radiological, nuclear,
and/or high-yield explosive

Chairman of the Joint Chiefs of Staff Instruction
Department of Defense

doctrine, organization, training, materiel,
leadership and education, personnel and
facilities

full spectrum dominance

headquarters

joint concept development and experimentation
joint experimentation

Joint Force Commander

joint interagency coordination groups

Joint Vision Implementation Master Plan

Joint National Training Capability

Joint Operating Concepts

Joint Operations Concepts

joint publication

Joint Requirements Oversight Council

joint task force

major combat operation

Military Strategy

National Security Strategy

Quadrennial Defense Review

Range of Military Operations

tactics, techniques, and procedures

Unifled Command Plan

United States Joint Forces Command

United States Special Operations Command
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OFFICE OF THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

O
TRANSFORMATION

October 8, 2003, 13:30
INFO MEMO

FOR: SECRETARY OF DEFENSE
FROM: DIRECTOR, OFFICE OF FORCE TRANSFORMATION’@@‘;J ' %
SUBJECT: JOINT OPERATIONS CONCEPTS |

e The Transformation Planning Guidance (TPG) tasks me to provide you comments on
the Joint Operations Concept Paper. [ concur with the Chairman’s appraisal of the
document. [t can serve as the capstone document for development of the supporting
concepts.

— The concept explicitly addresses the Joint Concept Guidance and principles
contained in the TPG.

— The tenets of Network Centric Warfare are specifically addressed.
— A new model for logistics is described.

~ The concept is sufficiently forward looking to support further concept
development and experimentation (CD&E) and incorporates the emerging new
“American Way of War.”

e The submitted concept is a result of a highly collaborative process in which a number
of competitive alternatives were considered and subjected to a vigorous and
substantive dialog. Therefore, it does not represent a lowest common denominator
consensus product. This competitive process was an important byproduct of the
concept development effort and represents a positive step in the Department’s
transformation efforts.

o In the dialog, laudable elements such as joint application of sea basing and the
creation of a single, tiered joint sensor and weapons grid were omitted.

— Other issues such as effects-based operational planning, linking fire and maneuver,
integrating deployment, employment and sustainment, and information-age
warfare were addressed, but could have received more attention.

1
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— These issues form a stepping-off point for the next iteration of the concept due to
begin in January.

* Your approval of this initial overarching concept will not foreclose continued
intellectual dialog on the issue of how the future joint force will operate. To the
contrary, the JOpsC will serve as an important guide for ongoing concept
development and experimentation with alternatives.

¢ While the JOpsC in no way constrains Joint and Service transformation roadmaps, it
will help guide their development and the more detailed operating concepts for
mission areas such as major combat operations, stability operations, strategic
deterrence and homeland security.

2
11-L-0559/0SD/16365



547
A

September 22; 2003

TO: Gen. Dick Myers
CC: Paul Wolfowitz
FROM: Donald Rumsfeld ‘VL

SUBJECT: Joint Con Ops

My understanding of the joint con ops is not happening. Somehow or other, the
resistance in the institutions of this Department seem to have stopped it dead in its

tracks. I'm tempted to put together a group to write it myself.
Any thoughts?

Thanks.

DHR:¢h
092203-28

Please respond by __{ - z

[
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Showflake

October 4, 2003

TO: Honorable Colin Powell (by hand)

FROM: Donald Rumsfeld%

SUBJECT: Colombia and Helicopters

How do you propose we solve the helicopter problem for Colombia?

Should we both go up to Congress together and talk to some of the key people to

see what we can do?

DHR:dh
10010312

U16401
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Snowflake

QOctober 4, 2003

TO: Honorable Colin Powelt (by hand)
FROM: Donald Rumsfe]d‘w_\

SUBJECT: Colombia and Helicopters
How do you propose we solve the helicopter problem for Colombia?

Should we both go up to Congress together and talk to some of the key people to

see what we can do?

DHR:dh
100103-12
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TO: Col. Bucci

g
FROM: Donald Rumsfeld
DATE: September 25, 2003

SUBJECT:

Please find out what the status of the Pentagon Memorial Fund Raising is.

One thought would be to make sure that the former Secretary’s of Defense and
Deputies have an opportunity to coniribute. We might want to have someone draft
a letter to them as appropriate.

I need a report on where we stand.

Thanks.

DHR/azn
092503.21

Please respond by: Q\’bo

+
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DRAFT

Draft Letter to Former Secretaries and Deputy Secretaries of Defense:

This note is to bring you up-to-date on the establishment of the Pentagon
Memorial, Congress authorized the establishment of a Pentagon Memorial to honor
those who were lost at the Pentagon on September 11, 2001, and has also specifically
authorized DoD to accept contributions for its costs. The Department has completed an
extensive concept design competition and recently awarded a phased design-build
contract for construction of a Memorial on the grounds near the south-western side of the
Pentagon.

We hope to complete the Pentagon Memonial by the Fall of 2005. Construction
will cost around $12 million, and our expectation is that it will be built entirely with
private contributions. To date, we have received just over $350,000 in private gifis
including contributions from DoD personnel. This is a good start, but the construction
must wait until we receive significantly more funding. As a former Secretary [Deputy
Secretary], should you desire to contribute to this effort, donations may be sent to the
Director of Budget and Finance, Washington Headquarters Services at the Pentagon.
Checks should be made payable to “U.S. Treasury — Pentagon Memorial”.

There is a very informative web-site at hitp://memorial.pentagon.mil. If you wish
to know more, please let me know and [ will arrange a briefing.

DRAFT
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TO: Col. Bucci
g7
FROM: Donald Rumsfeld

DATE: September 25, 2003

SUBJECT:

Please find out what the status of the Pentagon Memorial Fund Raising is.

One thought would be to make sure that the former Secretary’s of Defense and

Deputies have an opportunity to contribute. We might want to have someone draft

a letter to them as appropriate.
I need a report on where we stand.

Thanks.

DHR/azn
092503.21

Please respond by: 01\3)0

I
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Snowflake

\

October 6, 2003

TO: Dr. David Kay

FROM: Donald Rumsfeld E /4 /]____W

] am sorry we didn’t connect when vou were i wewn, but 1 waiched your

television appearances and thonght they went well.

I know the working conditions vou are dealing with in Iraq are 10ugh and want

you 10 know that we appreciate what vou are doing.

Best regards,

L 00

DHR b
10375

o e g
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# 439

May 19,2003 3:23PM

TO: Gen. Myers

CC: Gen. Pace

aym‘a pwBAPROM:  Donald Rumsfeld Pf

ff’ SUBJECT: Nuclear Issue in Irag

bvjj_"

We simply have to get Tom Franks’ outfit dealing with this nuclear issue in Iraqg.
Please give me a report as to what you have going on and what you expect to

initiate.
Thanks.

Attach.
5/19/03 Reuters wire story: “El Baradei Warns of Iraq Nuclear Emergency” and SecState note

03150549 SEONEE Hos
IIII'IIII...'..I.l..l.l'.'.l.-Ill.-l.l.'ll.l..ll..l...'I...I}TI}EI"'-?;.ZE]?];II
Please respond by 5 / 2'3/ °3 ol
(‘_Ic,s?&"s?ousa'
ATRCHED
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May 20,2003 12:00 PM

TO: Gen. Myers S
FROM:  Donald Rumsfeld < /f\

SUBIJECT: Patrols in Baghdad

Please find out how many military folks out of each unit in Baghdad are actually

on foot. Tell me the number of people in each unit and the number of people who

are actually out on foot doing patrols at any given time.

Thanks.

05200311
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May 27,2003 11:56 AM

/

TO: LTG Craddock

FROM: Donald Rumsfeld m

/

SUBJECT: Combatant Commanders’ Conference /

Please give me the Combatant Commanders’ Conference calendar for July 15. 1

want to get set, so we know how to handle that time they are in town.

[ may want to have a dinner for them. Let’s pick a night when we might have

LEC

them at the house. It cannot be on July 16, but it could be on July 14, 15 or 17, if

they are in town.

Thanks.

DHR:dh
52703-19

Please respond by

5% o3

FIRHIIR
| Yo
— D'A Foa e S C;'”"A/;W/f‘\]
Conamign il cre '/W A%/Mw 3
'H\ f(Jar& J" M/’)ﬂﬁ( 6”%”

‘fmr 5 JMuf /ﬂfu AMTL 0’5’”“‘*
C’/o&a& ~ /6 Ju/// /ﬁ.muérc /7

TJudq 2wt gt
11-L-0559/09pHB8£485 /03 65/27

o fp




May 1,2003 S5:13 PM

TO: Doug Feith
FROM: Donald Rumsfeld

SUBJECT: Nepal

Please take a look into the idea of having Nepal supply some Ghurkas for Iraq or

Afghanistan. [ believe one of the Saudis suggested it.

Thanks

DHR:dh
050103-34

Please respond by

Ul6643 /03
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May 1,2003 3:07 PM
, ' -
0. Sgdotunt [ove 184 dcf Py
nan
U FROM: Donald Rumsfeld o
¢ - ¢ 3ct

SUBJECT: Logistics

Attached is a memo ] dictated after meeting with a logistics man from the Iraqi

war. Do we have anything going that will fix this?

‘Thanks
Attach.
§/1/03 SecDef meme re: Logistics [030103-19)
JHK:ah
05010320
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May 1,2003 3:12 PM

SUBJECT: Logistics

[ had a good visit with MG Claude Christensen, who was the logistics man for part
of the Iraqi war.

He said a good dea of logistics is stil} Service-unique and could be fixed.

For example, he said when they put Akmy cargo on an Air Force transport, they
have no more visib. lity into it. We need to get this fixed across the force. The

separation of logist:cs under Title 10 is the root of the problem.
We either need a carrot or a stick.

One of the things that struck me was that these logistics people don’t have a long
enough time in thetr job. For the people in Wal-Mart to get good at it, they do it

for 10 or 15 years.

DHR dnh
050103-19

P~ s
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Subject: Logistics

Visibility of forces and sustainment cargo moving to Iraq increased dramatically
through a variety of tools that provided a joint view of cargo in movement.

» Expanded use of radio frequency identification (RFID) technology enhanced
visibility of unit equipment and supplies.

» A new Joint computer system is supporting re-deployment of Army units from
Iraq to create detailed lift requirement information for USTRANSCOM and Joint
in-transit visibility data for all stakeholders. The same system will provide
deployment information in future conflicts.

» Examples of visibility transformation: In Operation Desert Storm, there were 60
days of materiel, including MREs, in the theater. During OIF, we had 8.1 days of
MRE’s on the ground. The Commander called for 15 days of MREs, but improved
in-transit visibility (ITV) permitted a reduction.

» See attached news article on OIF logistics successes.

Deployment and sustainment issues:

» Despite enhanced cargo visibility, there are still gaps, due to where we fight and
the international partners we engage.

» Unit deployments and combat-enabling supplies often compete for lift and
supporting infrastructure.

» Therefore, we are teamed with JFCOM, USTRANSCOM, and the Joint Staff (J-4)
to re-engineer and synchronize deployment and sustainment processes to fill these

gaps.

The Future Logistics Enterprise (FLE), your Department-wide strategy to transform
logistics, has defined a new CONUS and Theater Logistics Operations structure
concept, CLOC and TLOC, respectively, to enhance end-to-end customer support. In
fact, Gus Pagonis incorporated this concept within his recommendation to you for a
Global Supply Chain Integrator, which he briefed to you on May 14.

As for the question regarding job tenure, we have career civilian and military
logisticians with decades of experience within all branches of the Department.
Civilians tend to remain in specific jobs longer than military.

I welcome an opportunity to tell you more about how we are transforming logistics.
An update would include advances in operational planning, technology, and
partnering with industry, all of which enabled our Combatant Commander and
Service Components to have much improved situational awareness and our weapon
systems operators to maintain high mussion-capable rates during our recent conflicts.

11-L-0559/05D/16383
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' Snowflake

SAMFOX NO. Y3y | 4

TO:
CC:

FROM:
SUBJECT:

May 1, 2003 5:23 PM

LTG Craddock

Jaymie Durnan
Col. Bucci

Donald Rums feld'])‘fk

Meetings Monday

1. I nced a meeting on Monday with Paul Wolfowitz and whoever clse he wants

to be there to talk about the Interim Iraqi Authority, and I need this memo for

the meeting.

2. Ialso need a meeting on Monday with Pete Aldridge to talk about the tanker

issue, and I would like Paul Wolfowitz to be there, See attached memo.

Thanks

Attach.

4/28/03 DepSecDef memo to SecDef re: “Forming an Iraqi Interim Authority”
4/30/03 USD(AT&L) memo to SecDef re: “Tanker Lease Status”

DHR:dh
050103-38

Please respond by

Uleéss /03
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MEMO TO: Secretary Rumsfeld DATE: April 29, 2003
FROM: Paul Wollowitz

SUBJECT: Forming an Iraql Interim Authority

The aftached memo describes a preny good sketch of how an interim
autharity might be structured and a roadmap for meetings that could wake you to a
final meeting in Baghdad at the end of May.

Hawever, the real issue is wha will pick the key figures in the Jeadership.
including the chief executive, and by what process. -

State and Zal Khalilzad seemm to be in no hwry 1o have a leadership group
emerge. They may take this position because they don’t want the external
opposition o dominate the process and believe that delay will allow other
leadership to cmerge. Whatever the reason, (he current approach seems unlikely
10 define a leadership anytime soon

A different way of proceeding might be the following:

The Leadership Committee of the Opposition — which formed after their
meeting in Northern Irzq in early February and consists of Talabani, Barzani,
Chalabj, Alawi, al-Hakim and Pachachi - is planning to convene a mecting this
week in Baghdad. Reportedly, if this meeling takes place, they will alse invite
some additional number of “iaternals” to join them as a group.

If that happens. then you could initiate a process of close consultation with
that group by someone who really speaks with your authority (Gamer, Di Rira or
someone else) o begin to negotiate the shape of the Interim Authority.

This would set up what might become a kind of audition process that would
give us a much better fecling for the capacity of a handful of a dozen or so key
people.”

Absent something like that, [ believe the current process is just going 0
wander around and end up with & preity formless meeting at the end of May.

The above approach would represent a fairly significant deparnre from the
prevailing interagency thinking to date, which has been that somehow the Iragis

111 0559/0SD/16385
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themselves would come to a consensus about who they want as their Jeaders. The
overwhelming impression from the meeting in Baghdad is not only are the Iraqis
not going to do so, but they're very impatient for us to step in and tell them what
we want. The national and regional mestings described in the attached paper
could proceed in parallel, but they are unlikely o produce a definitive outcome by
themselves.

To bhe successful, this expanded Leadership Committes would definitely
have to include representatives of some key Shia religious leaders, such as Sistant
and Sadr. It should also include the 2 ar 3 most promising new people that have
emerged. Dealing directly with a smaller group wounld give us better information
about who thege peaple are, how they work with one another and how they work
with us. Without that, it’s hard to see how we can expect 10 make an informed
decision by the¢ cnd of May as to who we'd rcally like 10 see managing the

7 IV
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TO: Doug I'eith C;‘

A

FROM:  Donald Rumsteld W\
DATE: June 12, 2003

SUBJECT:

[ want to get the Russians out of Guantanamo Bay. Why sn’t it happening? |

Ly
oy
W

want to get back to [vanov by June 20,

-

Thanks. a~
DR az2n
NA1203 01

Please respond by:

§o ol 7y

UT6649 403
11-L-0558/0SD/16391
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815 PM
TO: Mira Ricardcl
FROM: Donald Rumsfekd /‘)\
DATL: June 12, 2003
SUBJECT:

[ do really want to get our experts over there and get back a report to me and see il
we can help the M()I)(mebkmuhm-beﬁ;—;l [¢ has to show that he has worked

hard at it. We have to help him,

2 V933N

Thanks.

(o/lo
’Pis?ofogé AmdcwznD

NHRaz2n
06120302

Please respond by:
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1245 Recewen iN ISP

£o \-"’?,S"- Z/

P

Ui6650 /03

6~

SEERII

11-L-0559/05D/16392






‘ Snowflake Y P m CI/
2L
03

Y%
September 24, 2003

TO: Gen. John Abizaid
Jerry Bremer

CC: Gen. Dick Myers
Paul Wolfowitz

FROM:  Donald Rumsfeld T\

SUBIJECT: Electric Generators

As I think 1 mentioned to one or both of you, 1 was told that Kuvwait, Bahrain and
other countries in the Gulf have five-megawatt portable, movable electric
generators that would light up a whole city. They are there in the region, they are
not being used, and if we went to them and told them we needed them, they could
be available. I was told this by a fellow from Kuwait in a meeting Brent

Scowcroft had.

Please tell me what we can do to help you track that down and figure it out, if in

fact it is something we ought to take advantage of.

Thanks.

DHR:dh
092003-2

Please respond by jof 3 [o3
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May 1, 2003 3:33 Py/

TO: Doug Feith

FROM: Donald Rumsfeld (\TL

SUBJECT: Stabilization Funds

When can we start using the dollars we have collected in Iraz‘/for stabilization?

Thanks /

DIR dh
050103-25

Please respond by

Ul6654 /03
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Snowflake

May 2,2003 12:08 PM

TO: Doug Feith
CC. Marin Strmecki
FROM; Donald Rumsfeld A
/
SUBIJECT: Provincial Reconstruction Teams

[ want to put a full court press on getting more Provincial Reconstruction Teams in

as many provinces in Afghanistan as we can.

If we make a major effort, push it forward, ask interested countries to step up and

help, and really put force behind it. we could do it.

As we transition to Phase [V, we ought to be able to get more cooperation from

others.

The only question [ have is whether the time, money and effort should be put into

the ANA instead. My hope is we can do both.

Thanks

DHR-dh
050103-5

Please respond by

i
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May 2,2003 6:57 AM

TO: Larry Di Rita
Ryan Henry

FROM; Donald Rumsfeld

SUBJECT: Prince Saud’s Suggestions

The Saudi Foreign Minister, Prince Saud, insisted on riding to the airport with me

so we could talk. Rather than staying back for prayers, he drove with me and said

the following:

1. He suggested we get the names of technocrats in the major Iraqi cities,
invite them to a meeting, form city councils and then get them to begin to
participate in an Interim Iraqi Authority. He said if they boycott, then they
arc out. They get invited one time—if they don’t come, show that they

made a mistake by not inviting them again and by letting it be known that

their boycott excluded them.

2. The important thing is to get the cities working, so that the daily lives of

people are improving. From that group we will see leadership generated.

3. The next step would be to hold a naticnal assembly from those people.

They are the kind of people who could help the country be more efficient.

DHR:dh
050103-24
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Snowflake

May 3,2003 12:44 PM

TO: Jim Haynes
CC: Powel] Moore
FROM: Donald Rumsfeld ﬂ\’

SUBJECT: Legislation on Legal Fees

Why don’t we think about getting some legislation drafted that would assure that
anyone accused under the International Criminal Court law who was on active
duty and functioning in-an official position will have legal fees and other expenses

reimbursed.

Please see the attached article.
Thanks. ﬂ ‘%
Attach. ‘

“Targeting Tommy Franks,” Washington Times, May 2, 2003, p. 22.

DHR:dh
050303-~18

Please respond by /\
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Targeting Tommy Franks Page 1 of 1

Washington Times
May 2, 2003
Pg. 22

Targeting Tommy Franks

Gen. Tommy Franks, who valiantly led American troops to victory in Baghdad, is now the target
of a lynching by a few Iraqis. Iraqi civilians are currently lodging a criminal complaint in a
Belgian court against the general and other U.S. officials, accusing them of war crimes. The
civilians claim that coalition forces are responsible for the indiscriminate killing of Iraqi
civilians, the bombing of a marketplace in Baghdad, the shooting of an ambulance and the failure
to prevent the mass looting of hospitals. Jan Fermon, the Brussels-based lawyer representing the
10 Iraqis who claim to be the victims or eye witnesses of atrocities committed during Operation
Iraqi Freedom, is demanding that the court issue an indictment against Gen. Franks on charges of
"command responsibility” for the purported crimes.

If Brussels is not embarrassed by this complaint, it should be. Its unique 1993 law of "universal
jurisdiction” claims that non-citizens can be tried in a Belgian court for war crimes committed
anywhere in the world.

The Bush administration has reacted angnly to the complaint. It has rightly argued that the
absurd charges highlight the dangers that war crimes laws and institutions such as the
International Criminal Court can be used to launch politically motivated prosecutions against
American officials.

Despite recent amendments to Belgian's law, the universal jurisdiction statute needs to be altered
even further to prevent frivolous prosecutions against U.S. officials. The administration should
make it clear that if Belgium does not fundamentally revamp its law, then there will be a
diplomatic price to pay.

The farcical legal filing shows that the administration was justified in having refused to join the

ICC last year. The United States should continue to shield itself, and especially our troops, from
bogus charges. The complaint is an example of how dangerous it is for the United States to be at
the mercy of a foreign court.

The administration is also correct in denouncing the principle of "command responsibility," that
is being used as the basis of the complaint against Gen. Franks. Under the logic of the theory of
"command responsibility," any political or military leader can be tried for war crimes because of
isoJated acts committed by individual soldiers in battle. The Bush administration is justified in its
outrage at the complaint against Gen. Franks. This 1s not a U.S. problem. It is a Belgian problem.

http:/ebird.dtic.mil/May2003/e20b 305018 RRAQRP/ 16399 5/3/2003
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SEC. . LEGAL SUPPORT FOR U.S. PERSONNEL SUBJECTED TO FOREIGN
JUDICIAL TRIBUNALS AND ADMINISTRATIVE AGENCIES.

(a) IN GENERAL.—When a non-United States tnbunal exercises or purports to exercise
jurisdiction with respect to a covered person or the official conduct of a covered person, the
Attorney General shall, unless and to the extent that the Attomey General determines it is clearly
contrary to the interests of the United States—

(1) provide legal representation to the covered person throngh attomeys and other
qualified individuals engaged by contract or otherwise,

{2) pay the fees, costs, and expenses incurred in connection with such
representation; and

(3) pay other expenses incurred by or in relation to the covered person with
respect to the activities of the non-United States tribunal, including. but not limited to,
lodging, subsistence, court costs, bail, and indemnification for monetary judgments, fines
or penalties.

{b) REIMBURSEMENT.—( 1) Subject to paragraph (2). no covered person shall be liable to
the United States for the amount of any payment made under subsection (a).

(2) The Attorney General may, when he determines it is in the interests of justice,
institute a civil action against a covered person in any district court of the United States to
recover for the United States the amount of a bail payment forfeited due to conduct of the
covered person.

{(c) DEFINITIONS.-~In this section:

(1) The term "covered person” means—

September 35, 2003 FY04-326 Sept5

11-L-0559/0SD/16401
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(A) a member of the United States armed forces;

(B) a person accompanying the United States armed forces;

{C) an officer or entployee of the United States other than a person
described in subparagraphs (A) or (B);

(D) a person acting under the authority of the United States on behalf of
the United States other than a person described in subparagraphs (A), (B) or (C);
and

(E) a persan wha, at the time of the events in relation to which the exercise
or purparted exercise of junsdiction anses, was a person descnbed n
subparagraphs (A), (B), (C) ar (D);

(2) The term "exercises or purports to exercise junisdiction” includes, but is not

limited to, action to—

(A) seize, arrest, extradite, detain, investigate, prosecute, try, or punish for
an alleged cnme;

(B} institute proceedings from which non-cnminal liability, such as
monetary damages, may be imposed: or

{C) seek or obtain evidence or information in relation to matters described
in subparagraphs {A) or (B); and
(3) The term "non-United States tribunal” means—

(A} an administrative tribunal or administrative agency of a foreign

country or an international organization;

September 5, 2003 FY04-326_SeptS
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(B) a court or other judicial tnbunal of any foreign nation or international
organization; or
{C) an international tribunal.
(d) RULES OF CONSTRUCTION.—(1) Nothing in this section shall be construed to—

{A) authorize the exercise of jurisdiction by a non-United States tribunal with
respect to the United States, any department, agency, entity, officer, employee or agent
thereof, or any other arganization or person, including any covered person,

{B) recognize, condone, or approve the exercise of jurisdiction by, or cooperation
with, a non-United States tribunal;

(C) waive or abridge any immunity under the Vienna Convention on Diplomatic
Relations, the law of nations, or the Constitution, treaties or laws of the United States;

{D) supersede or otherwise affect the American Servicemembers’ Protection Act
0f 2002 (22 U.S.C. 7421 et seq.), sections 705 and 706 of the Consolidated
Appropriations Act, 2000 (22 U.S.C. 7401 and 7402), section 2001 of the Revised
Statutes (22 U.S.C. 1732), or section 1037 of title 10, United States Code;

(E) supersede the obligations of the United States under any treaty or international
agreement in force on the date of enactment of this section; or

(F) limit or otherwise affect the constitutional authority of the President to protect
Americans abroad.

(2) The authority granted to the Attorney General by this section is in addition to any

other authority available by law.

September 5, 2003 FY04-326_Septs
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(e) IMPLEMENTATION.—(1) The Attorney General shall issue such regulations as he
deems necessary in the implementation of this section.
(2) Functions vested in the Attorney General by this section—
(A) are vested in the Attorney General's discretion; and
(B) shall be deemed to be foreign affairs functions for purposes of section

553(a)(1) of title 5, United States Code.

Section-by-Section Analysis

This proposal would ensure that all present and former U.S. Government officials,
regardless of agency or department of ontgin, receive legal support, including representation and
payment of related expenses, in the event they become subject to foreign judicial tribunals and
administrative agencies. This new authority would extend to existing cases pending in the court
system of Belgium, the Intemational Criminal Court, and any other foreign judicial tribunal and
administrative agency.

Existing law consists of separate statutes that authorize legal support for all Department
of Defense personnel (section 1037 of title 10, United States Code), as well as U.S. Government
employees who become the subject of legal action before the International Criminal Court
(section 7427 of title 22, United States Code). The shortcomings of existing law may include a
lack of coverage in certain circumstances for some non-Department of Defense employees and
some former U.S. Government employees. Further shortcomings also may involve a potential
lack of coverage extending to legal support costs that may arise prior to the official filing of a
case, such as legal representation and expenses relating to official interrogatories, as well as a
lack of authority to ensure indemnification for post-judgment fines or other levies.

Rather than attempt to correct every existing shortcoming through a mangled patchwork
of new, separate statutes, this proposal would provide a single, comprehensive remedy that
would ensure all present and former U.S. Government officials receive equivalent, appropriate
legal support should they become subject to foreign judicial tribunals and administrative
agencies.

While this proposal would ensure appropriate legal support, it would not authorize
across-the-board immunity for U.S. officials. The purpose of this proposal is to provide uniform,

comprehensive legal support for both civil and ciminal proceedings, including pretrial and post-
judgment expenses.

September 5, 2003 FY04-326_Sept5
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TO: Doug Feith

8PROM:  Donald Rumsfeld [\

SUBJECT: Thank the Aussies /

o

il
EF-S\T
Bingor
(DA - -

May 5, 2003 1:37 PM

Your shop ought to draft a thank you note from me to the Aussies for their help in

Iraq, since they are now taking their SOF out I believe.

Thanks.

DHR:tth
05050340

-
Please respond by 5 / 9/03
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x THE SECRETARY OF DEFENSE
\ WASHINGTON

MAY 13 2003

The Honorable Robert Hill
Minister of Defense
Parliament House

Canberra, ACT 2600
Australia

Dear Senator Hill:

Thank you for arranging to meet with me in the Middle
East. It was helpful to have the opportunity to discuss our
efforts and those of the Coalition. "

We have achieved a good deal in Iraq, and Australian
forces were a critical element of that success. Australia has been
a steadfast ally, and your offers of contributions to post-conflict
efforts are greatly appreciated. We will continue to work
closely with you to restore peace and stability in Iraq.

We will be working to sort out the question you raised in
the period immediately ahead.

Sincerely,

4

U07258-03
11-L-0559/0SD/16406



& THE SECRETARY OF DEFENSE

WASHINGTON

MAY 19 2003

The Honorable John Howard
Prime Minister
Australia

Dear Prime Minister Howard:

As Australian troops prepare to return home, I extend my
thanks for their contributions toward the liberation of the Iraqi
people.

Together we have achieved a great deal. 1 appreciate
your commitment to helping restore security in postwar Iraq.
Australian forces were an important element in removing
Saddam from power. We look forward to continuing to work
closely with you to restore peace and stability in the region.

e

.

With my best wishes,

-

Sincerely,

U07466

11-L-05659/0SD/16407

/03

3508

v 1

£0 %y 1)



Snowflake

May 5, 2003 12:40 PM

TO: Jaymie Durnan
CC: Col. Bucci

FROM: Donald Rumsfeld l/),\

over fo the office, visit with him and see what he is ?&ng to Jo. & 4 I Lo |

e 1\; am L’d'/ m
You can reach him in the White House switchboard. ( M -—-Z

)
}\\,otb Rife —

Thanks. N 74&' re. -

DHR:dh
050503-29

............................................ """-""M'/"SECUEFHAS SEEN
Please respond by [23 / 45 /(/g waY - 6 72003
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May 5,2003 4:57 P

TO: Steve Cambone
FROM:  Donald Rumsfeld 7/\

SUBJECT: Intelligence Finds in Iraq

I just got a call from George Tenet. He said the White House keeps asking him
about the mobile biological lab. He feels there is no real order, structure, or “belly

button” out there.

We have so many people involved looking at so many sites, and they are basically
teams of people who are not the top experts. With the dozens of people looking
and military people finding things, I think we need a top-level cell, so that when
someone finds something that might be important, like the mobile lab, the top-

level cell takes it over.

I suppose it is a CENTCOM-J2 function, but DIA is involved. I told George that,
since he is DCI and prepared the Powell UN presentation, he ultimately ought to

be deeply involved in the good ones, the ones that might nail the case.

I said I would get with you, and you would get with Jacoby and CENTCOM and
get an understanding of how it is now working and then develop procedures, so
when something that might be big is found we can immediately put the top team in

on top of it.

George said he didn’t have a good fix on document exploitation, which may be

under-resourced. DIA is in charge of that, as he understands it.

Ul16667 /03

11-L-0559/05D/16409

EOADWS



He talked about high-value target interrogation, and he said he didn’t quite know
how that was going, what the priorities are, etc. He wonders if maybe we both
ought to send some senior people out there and see that somebody is in charge of
the entire process. I agree we ought to have a very senior person out there to grab
a hold of this whole thing, put structure into it, and see that it goes the way we

- want. In addition, if that happens, I would think that as we find something that
looks good, George ought to have his folks get deeply involved, because he is the
one who has to answer the questions from the President and Condi, and make the

casc,

Thanks.

DHR:dh
050503-2

Please respond by 5‘/ ?/ 03

11-L-0559/05D/16410



Snowflake

May 7,2003 4:21 PM

TO: LTG Craddock

FROM: Donald Rumsfeld r)f\

SUBJECT: PC Tomorrow

[ am told there is a PC on Thursday, tomorrow, at 2:05 on the Iraqi Interim

Authority. Who is going to be doing that?

Thank /Dﬁ?brrt\
anks. ¥‘> m

DHR:dh
050703-4

Please respond by

U16668 /03

11-L-0559/0SD/16411
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TO: Marin Strmecki

FROM: Donald Rumsfeld\’b\

SUBIJECT: Dana Rohrabacher

You might want to meet with Congressman Dana Rohrabacher and walk him

through what you are thinking and see his thoughts. He has a lot of knowledge

about Afghanistan.
Thanks. — -
DHR:dh
060603 -26
Please respond by __ < T/ 20fs3 “1n
T esponse AmackeDd
Ve

. Y 1 pl
n6&-10-03% 8:57 't
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Fomre 97 2003 ﬂc/f’wr\)

TO: Doug Feith

FROM: Donald Rumsfeld ?EL

SUBJECT: Australia Ministerial

Eb

Colin Powell said that the Aussies are unhappy with us because we have not set a e
S

date for the Aussie meeting. Is that true? o
Thanks.
DHR:dh
060903-8
Please respond by ‘ff'f/ I/ c. // -
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May 12,2003 2:36 PM

pov
A —

TO: Jaymie Durnan v
FROM: Donald Rumsfeld /-

SUBJECT: DoD Audit Support of Iraq Contracts

Here is this memo from Dov Zakheim. Would you please process it through Doug

Feith, so he can make sure it makes sense to Bremer, then through the General

Counsel and Paul Wolfowitz. Then please get it 10 me for signature.
See if you can pull that off in one week.
Thanks.

Attach,
5/2/03 USD(C) memo to SecDef re: DoD Audit Support of Irag Contracts [U06713/03]

:‘ "2,
DHR.dh \/C/G

051203-12

-
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/

11-L-0559/0SD/16414
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May 12,2003 2:36 PM

TO: Jaymie Durnan

FROM: *.?[1_—__._
SUBJECF" DoD Audit Support of Iraq C@
~——

Here is this memo from Dov Zakheim. Would you please process it through Doug

Feith, so he can make sure it makes sense to Bremer, then through the General

Counsel and Paul Wolfowitz. Then please get it to me for signature.
See if you can pull that off in one week.

Thanks.

Attach,
5/2/03 USD(C) memo to SecDef re: DoD Audit Support of Iraq Contracts [U06713/03)

DHR:dh
051203-12

Please respond by S / 19 / 03

Cl: Semaly Ha
11-L-0559/0SD/1641
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May 12,2003 2:36 PM
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TO: Jaymie Durnan (o 94

FROM: Donald Rumsfeld ‘V{L
SUBJECT: DoD Audit Support of Iraq Contracts
Here is this memo from Dov Zakheim. Would you please process it through Doug

Feith, so he can make sure it makes sense to Bremer, then through the General

Counsel and Paul Wolfowitz. Then please get it to me for signature.
See if you can pull that off in one week.
Thanks.

Attach,
5/2/03 USDXC) memo to SecDef re: DoD Audit Support of Iraq Contracts [U06713/03]

DHR:dh
051203-12

Please respond by __ / 19 / 23

11-L-05659/0SD/16416



UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON, . .. .. .
WASHINGTON OC 20301-1100 . . P 03

ACTION MEMO

May 2, 20034
% % 20GECHERHAS SEEN
. SECRETARY OF DEFENSE MAY 1 2 7003
M A
{H FROM: Dov_S.Zakhelm?LD

SUBJECT: DoD Audit Support of Iraq Contracts

e Background: There are two significant and parallel actions ongoing to ensure that
Iraq Reconstruction and Humanitarian Relief contracts are reasonably priced. The
first, Extension of the “Oil-for-Food” Program, is the pnmary focus of this memo.
The second -- audit evaluation of U.S. contractor reconstruciion support -- is being
separately managed by the Director, DCAA, 1o include timely and complete
support of the many ongoing contractual activities by U.S. Government
organizations. This includes the U.S. Army, the Corps of Engineers, and the
Agency for Intemnational Development. At my request, DCAA is presently
developing an audit universe that will sommanze workload for all of its
customers. It will include a complete listing of all audn requests, planned audit
requests, and a related audit plan. [ have authorized the establishment of a formal
DCAA audit office in Iraq, which is currently under consideration by DCAA.

¢ Extension of the Qil-for-Food Program: Afler consultation with OSD Policy and
the Defense Contract Management Agency (DCMA), 1 recommend that the team
of Defense and State Department auditors include DCAA and DCMA
representatives, and that the team leader for the cost evaluation portion of this
effort be a DCMA senior official. I have the full commitment and support of the
Directors of DCAA and DCMA to staff this evaluation with exceptional DCAA
auditors (CPAs) and DCMA contract administrators. DCMA and DCAA will
perform financial cost analysis to the maximum extent possible, given the support
that is provided by the project bidder and the United Nations representatives.
Initial coordination by OSD Policy representatives indicates that the basis for
these cost estimates may be limited, and in many cases Inadequate.

DCAA auditors, in concert with DCMA contract administrators, will timely
evaluate contracts previously awarded by the United Nations, and identify any
potential issues related to contract overpncing and inadequate contract cost
estimate support. Inadequate cost estimate support on potential projects and
contracts s the single most significant cost risk for contract overpricing on this
program. I recommend that assistance from the Secretary General and his
designee be sought when high risk contracts are identified by the audit team, and

(4
w0
11-L-0559/05D/16417 ug6713 /03
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May ﬁ, 2003 8:00 AM

TO: Jerry Bremer
FROM: Donald Rumsfeld ’m\

SUBJECT: UK Envoy to Iraq

Geoff Hoon, the MoD of the UK, tells me that Prime Minister Blair has dispatched
an envoy to Iraq named John Sawyers, who speaks fluent Arabic. It sounds to me

like he could be a help.

Thanks.

DHR:dh
050903-9

V“'-_-_“.

Please respond by

11-L-0559/0SD/16419



Snowflake

e Ds

TO: Doug Feith
FROM:  Donal msfelé/\-),\

SUBJECT: Paper on Afghanistan

upts upuBHY

I think we need a paper on Afghanistan like the one we just did for Iraq as to what

our policy is. It doesn’t exist. Let’s do it. e W

P A R&S
Thanks. d M M ’m O
Fieer coX:

050903-7

Please respond by 5 / 23 / 03

cOADW e/

Ul6672 /03
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May §,2003 11:19 AM

TO: Doug Feith
FROM: Donald Rumsfeld [’?\

SUBJECT: Saddam Dinar

We ought to think through how we get rid of the Saddam dinar.

Thanks.

DHR:dh
050503.27

Please respond by 5 f%v / a3

U16673 /03
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Snowflake

May 16,2003 6:59 AM

¥N“’ i
TO: Torie Clarke 3{7’ TS
FROM: Donald Rumsfeld (\7 \gu”‘

SUBJECT: Tapes

We are not going to be showing the New Trier High School group any tapes.

Thanks.

DHR:dh
051603-1

—

Please respond by

ut6674 /03

11-L-0559/0SD/16422
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Snowflake

11:51 AM

TO: Steve Herbits

FROM: Donald Rumsfeld ’VL W

DATE:  May 17, 2003 W
X

SUBJECT: Policy Board

What do you think about Larry Welch as Chairman of the Policy Board? He is

very, very good, but maybe not on the policy side. He sure knows how to run a

meeting and get work done fast.

Thanks.

DHR/azn

051701.05

/

Please respond by: - \’jo \(D
2D
X
0
~

U16676 /03 o
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TO: Doug Feith

FROM: Donald Rumsfeldrm\

DATE: May 17, 2003

SUBJECT:

)
11:44 AM o
2

One of the things Bremer did say is he really feels a shortage of economic

competence and doesn’t feel that we have it in the Policy shop and 1 agreed. 1said

I think we’ve got to use Treasury people.

Put together an economic backup cell of Treasury and Policy people so that we

make sure that Bremer’s got economic support.

Thanks.

DHR/azn
051703.04

Please respond by:

5}5@ a3

éy%jt
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Snowflake

1:19 PM
TO: Gen. Craddock
FROM:  Donald Rumsfeld Y\ a
DATE: May 17, 2003 O
©
SUBJECT: Calendar G
I need a 20-30 minute meeting with Dick Myers some times next week to talk to g
him about the OSD Joint Staff linkages.
Thanks.
DHR/azn
051703.09
Please respond by: 5 ]3\5 }03
S
T
N
~
O
N

u16678 /03
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11:52 AM
TO: Les Brownlee
FROM:  Donald Rumsfeld/af\
DATE:  May 17,2003
SUBJECT:

I do want to see a proposal from you folks about how you are going to get

continuity in the leadership for the future combat system; not 18 months or even

W
three years, but longer. - &g
A
Thanks.
DHR/azn
051703.06
Please respand by: (:ll 30 j 0J
' |
T~
\]
s
O
W

u16679 /03
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I Snowflake
)\Jw 1 H '

7 P525% ~ 6T

May 19, 2003 10: M

cc IsP
t ‘0 Dum%‘ Doug Feith
y FROM: Donald Rumsfeld %

SUBJECT: Article 98 Agreements

Don’t you think we ought to think about publicizing the number of countries that
have given us Article 98 agreements, so we can start letting other countries know 3
Vi

they are not on the list?

Why don’t you talk to Torie and figure out a political way to do this.

Thanks.

« 051903-10
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DHR:dh MAY 2 0 2093

Please respond by
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5/20/2003
SecDef:

I have been working closely with Bolton. We want to hit 40
(we are at 36 now) and then go back to weak EU countries and
show them the progress we are making. Our hope is to pick one
off. We need to publicize, but would like to wait until early
summer when we think we will break 40. If we don’t, we will go
public with them anyway.

D
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April 7, 2003 7:39 AM

TO: Doug Feith

‘0 (0¥ RoM: Donald Rumsfeld‘/p/\
!aﬂﬂh
'{( d SUBJECT: ICC Countries

Please give me a list of countries that have signed the ICC Article 98.

Thanks.

DHR:dh
040703-2

Please respond by 4 Af / 03

SECDEF HAS SEEN
MAY 19 2003 i

"KesPonse Amenep

Nl

ANt B

04-02-03 13:38 (N

11-L-0559/08D/16429



Agreements Concluded To Date

28 Total Article 98 Agreements (as of 8 APR 03)

* Romania (8/1/02)

* Israel (8/2/02)

-« East Timor (8/23/02)

» Tajikistan (8/27/02)

« Marshall Islands (9/10/02)
« Palau (9/13/02)

» Dominican Republic (9/16/02)
» Mauritania (9/17/02

» Uzbekistan (9/18/02)*

» Honduras (9/19/02)
 Afghanistan (9/20/02)

» Micronesia (9/24/02)

e Gambia (10/5/02)

» E] Salvador (10/25/02)

* Agreement has entered into force

* Sri Lanka (11/22/02)

* India (12/26/02)

*» Nepal (12/31/02)

» Tuvalu (1/9/03)*

* Djibouti (1/24/03)

« Bahrain (2/6/03)

» Georgia (2/10/03)
 Azerbaijan (2/26/03)

e Nauru (2/26/03)

* Rwanda (3/5/03)

* Egypt (3/5/03)*

e Dem. Rep. of Congo (3/19/03)
» Tonga (3/21/03)

* Sierra Leone (3/31/03)

11-L-0559/05D/16430
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,LoSnowflake

May 19,2003 2:22 PM

(oot ST
TO: Jaymie Durnan P O
Col. Bucci md
CC: LLTG Craddock

FROM: Donald Rumsfeld ’m

SUBJECT: Round Table Schedule

I will need a 45-minute Round Table Tuesday, Wednesday and Thursday until we

Per~<

get worked off through this stack.

Thanks.
Jaymie Duman
Q’?»?'Q/
DHR:dh
051903.40
Please respond by 5 X 0 / °>
Ul6681 /03
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May 19, 2003 2:07 PM

TO: Jaymie Durnan
Ray DuBois
1a DU 'FROM: Donald Rumsfeld \/)\
)a\]““e : —_— )
j SUBJECT: Award for Garner o \/
fgse=

Please make sure you get the highest civilian award, a distinguished service medal,

prepared for Jay Garner. )

-~ Fhanks. = ————uo._ _
DHR:dh
05190337
IIIIIIIII QiR fafadAadadadaiaiAfdasdasdaiRRRRARIRSRARARRRRRARARRRARAPRRARRRERA)

Please respond by __ = / 3 / 23
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Showflake

May 19,2003 2:10 PM

TO: Jaymie Durnan
Col. Bucci

FROM:  Donald Rumsfeld fl

=brief for SLRG

SUBJECT:

In the future, 1 want a pre-brief before I have a SLRG, and I want time to do it.

DHR:dh
051903-38

e

Please respond by

Ul6683 /03

11-L-0559/0SD/16433
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Snowflake

May 19, 2603 2:12 PM

‘v
TO: Jaymie Durnan e M
Col. Bucci (}’7)\} Ar

FROM: Donald Rumsfeld D‘a\,
SUBJECT: Call w/Margaret Tutwiler

[ would like a phone call with Margaret Tutwiler sometime today or tomorrow,

probably on a secure line. She is back in Morocco.

Thanks. QI/VLL

Jaymie Durnan
DHR:dh

051903-39 i

Please respond by

16685 /03

11-L-0559/0SD/16434
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May 19,2003 2:24 PM

TO: Jaymie Durnan fhyuaec
Col. Bucci

FROM:  Donald Rumsfeld \L

SUBJECT: Phone Calls

Please put down on my calendar that I would like to call President Ford sometime
this week—Tuesday or Wednesday preferably. Also block out some time so I can

make these five Congressional calls.

Thanks. j\ \

/ (/V\—Q_,_
DHR:dh Jaymie Durnar
051903-41

"2

Please respond by 5 J o / 3
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WO» Snowflake

\?"’
May 19,2003 2:54 PM

TO: Jaymie Durnan
FROM: Donald Rumsfeld P\)

SUBJECT: Leaks

I want to do something on leaks. Here are the two papers. There is an awful lot in

here that | agree-wittf™

e

fgf Please get Gen. Myers, Gen. Pace, Steve Cambone, Jim Haynes, Torie

larke, and
Doug Feith, and get a coordinated recommendation to me sometime in the next

week and a half, so we can move ahead.

Thanks.

Attach.

10/9/02 Haynes response to SecDef memo or 7/4/02 / |
4/29/02 Draft recommendations of task force

L

DHR:dh
051903-43
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
1600 DEFENSE PENTAGON
WASHINGTON, D. C. 20301-1600

October 9, 2002, 5:00 P.M.

INFO MEMO
FOR: SECRETARY OF DEFENSE
FROM: William J. Haynes II, General Counsel W
SUBJECT: Unauthonized Disclosure of Classified Information (Leaks)

o At your suggestion, [ have sought the advice of the “Sages” on the persistent
problem of leaks. While all appreciated the extent and seriousness of the problem,
not surprisingly, none offered any magic solutions. Only a few had any
suggestions. Four did.

e Their proposals included: increased use of polygraphs, barring from the
Pentagon any journalist who publishes classified information, requiring a
certification from “top officials” that they did not leak and outreach by
you to media editors, publishers and owners.

See attached matnix.

e The recent Department of Justice study and report on leaks did not plow any new
ground, despite a lengthy and exhaustive effort.

¢ The problem is clearly one of longstanding and is likely intractable.

o Some measures could be pursued both for their deterrent effect and possible help
in identifying the leakers.

=]

Increased use of polygraphs predicated either upon consent as a
condition of access to TOP SECRET, SCI, or SAR material or upon
some level of suspicion.

° Requirement that those with access to such information regularly execute
a sworn attestation that they have not engaged in the unauthorized
disclosure of classified information during the relevant period.

COORDINATION: None

11-L-05659/0SD/16437



Bill Coleman
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\V l‘\"{’ P
Marty Hoffman
Lloyd Cutler
Griffin Bell

Conduct a study of all possible issues.

j pae:l
Bar from the Pentagon any member of the press who has
published classified information.

Require polygraphs as a condition of employment.

Require “top people” to certify periodically in writing that (
they have not leaked classified information.

Impose the same requirement on Congressional staff (and
members) as are being imposed on DoD employees.

Consider temporary constitutional amendment to avoid 1%

Amendment issues. Q

Empbhasize the seriousness of the media dimension of the
problem by having SecDef deliver a speech to media
leadership/owners.

Make people realize that leaking is a crime.

Sk @

Live with leaks, recognizing that they are a symptom of
poor morale, a culture that lacks accountability, and a
reflection of the steady erosion of civilian control of the
military.

Set a trap by creating alternate versions of a single
document.

Be cautious about creating martyrs of, and a constituency
supporting, people who oppose DoD because of aggressive
rooting out of leakers.

Disclaim any intention to prosecute journalists.

Pick an egregious case and vigorously pursue criminally,
after SecDef or POTUS fires individual.

Leak only true information.

Discipline those who leak deceptive information.

11-L-0559/05D/16438
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t | July 4,2002 12:49 PM

TO: Jim Haynes
O FROM: Donald Rumsfeld/\ﬁ\

Why don’t we pull together some of those gurus we have and see if we can figure

out a way to stop leaks in the Pentagon and elsewhere in the government that

violate national security.

Thanks.

DHR:dh

070402.8 .
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Please respond by pxloz /o
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May 19,2003 6:07 PM

TO: Jerry Bremer

FROM: Donald Rumsfeldfw

SUBJECT: Briefings for Codels

LEE

You might want to have Phil Carroll brief Congressmen or Senators when they are

out there. He seems to do a pretty good job.

Thanks.

DHR:dh
051903-50

Please respond by 5/ }’Dj 02
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TO: TOI'ie Clarke F-’\\ ’ \_én [AAR \. g”r “n ' \j‘a:,'\.'\
»\h\ | Je( N L 5% > . ; i '

FROM: Donald Rumsfeld | (™~ N - ‘\( “\

N T
SUBJECT: Terrorist Attacks N Con o

T A "
A A&
The President asked me to make sure we caution on the potential for future
terrorist attacks in the US. Some critics are suggesting that each time there is a
terrorist attack, they get to say, "I told you so0.”
We need to demonstrate the tcuth, namely that all elements of national power are
continuously being brought to bear on this problem.
Thanks.
DHR:dh ~l
451903-34
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Rumsfeld: “... the global war on terrorism is a serious battle that the free people of the
world have to face. And there is no question but that there are terrorist networks. And I
must say that I feel that the -- I've forgotten how many countries it is now that are
participating in the global war on terrorism, but the sharing of intelligence and the
pressure that has been put on terrorism networks has been increasingly successful. That
does not mean there won't be additional terrorist attacks. I'm afraid that the reality
is there could very well be. But the number of terrorist -- al Qaeda terrorist planners, for
example, that have been scooped up in recent months is growing, and it's making it more
difficult -- they're having more difficulty raising money. They're having more difficulty
moving between countries. They're having more difficulty attracting and retaining
terrorists. So I think that the task for free people 1s to keep working the problem, and that
clearly is what's in front of us.”

April 24, 2003, Interview with the Associated Press

Question: “On Afghanistan, what do you see as the, hurting the al Qaeda? It would
appear that there’s have been a major accomplishment in weakening the al Qaeda?
What’s your assessment?”

Rumsfeld: “Oh goodness. [ don’t know that I’m the best one 10 assess 11, but there’s no
questton but that the intelligence community broadly feels that al Qaeda has been
significantly weakened, the absence of Afghamstan as a training area, the pressure that
the Pakistan government is putting on the al Qaeda in Pakistan. ... Now does that mean
that the threat’s gone away? No, does it mean that we’ve seen the end of terrorist
attacks? No, we’ll see more but a lot of good progress has been made.”

March 4, 2003, U.S. Association of Former Members of Congress Statesmanship Dinner
“It should not come as a surprise to anybody that there is a debate and discussion here in
the United States and around the world about this new security environment that we're in.
No one -- no one rattonal person wants war, but that's not the choice before us today.
The choice before us is whether we can act now to stop another attack, or wait until
attacked, and then have a war, but at a considerably higher price.”

February 8, 2003, Addrcss to the Munich Conferencc on European Sccurity Policy

“It may be difficult for some to fully understand just how fundamentally September 11th
transformed our country. Americans saw the attacks on the Pentagon and World
Trade Towers as a painful and vivid foreshadowing of far more deadly attacks to
come. We looked at the destruction caused by the terrorists, who took jetliners, turned
them into missiles, and used them to kill 3,000 innocent men, women and children-and
we considered the destruction that could be caused by an adversary armed with nuclear,
chemtcal or biological weapons. Instead of 3,000 to be killed, it could be 30,000,
300,000.”

11-L-05659/0SD/16446



January 20, 2003, Reserve Officers Association

Speech excerpt: “Yet, at this moment, terrorist networks and terrorist states are pursuing
nuclear, chemical and biological weapons - capabilities that will enable them to kill not
simply thousands, but many tens of thousands or even hundreds of thousands of our
people. Our objective in the global war on terror is to stop them - to prevent
additional attacks that would be far worse - before they happen.”

Question: ... “What integration for medical support, both active and reserve, is going on
between homeland security and military action, realizing the terrorists may choose to
have their warfront in several different places?”

Rumsfeld: “There's no question but that at any time we have to be aware of the
potential for terrorist attacks in this country. Some suggest that in the event force was
used in Iraq that we'd have to be still more attentive to that possibility. There are all
kinds of discussions that have been taking place between the military and first responders
and thinking through ways that we can see that what we do is as efficient and supportive
and constructive as is possible.”

Nov. 11, 2002, FORTUNE Global Forum

“We have a lot of vulnerability. We have a terrific Army, a ternfic Navy, a terrific Air
Force, but it one thinks about it, the terrorist networks don't have armies, navies or air
forces. What they do is they look for weaknesses. Clearly a terrorist can attack at any
time, any place, using any technique, and it's physically not possible to defend it
every time in every place against every technique.”

Oct. 2, 2002, USJIFCOM Chg of Cmnd.

“We cannot, and will not, always know what will happen in the global war against
terrorism. The next attack could come at any time, from any location. And our
assignment is to be ready to deal with the unknown and the unexpected.”

Sept. 27, 2002, Metro Atlanta Chamber of Commerce

“In the wake of September 11th we are all on notice and we ought to register the
fact that we are on notice that another attack will be attempted. The only question is
when and where and by what technique. [t could be weeks or months, it could be a
year or several, but they are determined.”

Aug. 27, 2002, Town Hall, Pendlcton, USMC

“We are tracking al Qaeda and other terrorists all across the globe today. It would make
you feel good if you could retaliate against something, if you could find some target to
vent against. But there aren't targets like that. They're in caves, they're in tunnels. They're
blended in to the communities. There are al Qaeda in the state of California, I don'¢
doubt for a minute; they're in state after state across this country. They're in country
after country across the globe.”
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July 2, 2002, Press Briefing

“Ending the threat of terrorism will not be easy. The road ahead will be long and
sometimes bumpy. Deadly attacks may take place again at any time. Like those
Americans who gathered in Philadelphia in 1776 to sign the Declaration of
Independence, Americans today are united and ready to make the sacrifice necessary to
defend our liberties and the enemy -- from the enemies of freedom.”

June 6, 2002, NATO, Belgium

“Today we discussed the way ahead in the War on Terrorism and how the Alliance must
further transform to meet the threat facing all of our countnies in the 21st century -- the
spread of weapons of mass destruction into the hands terrorist states. This threat is not
theoretical; it is real. It is dangerous. If we do not prepare promptly to counter it,
we could well experience attacks in our countries that could make the events of
September 11 seem modest by comparison.”

May 21, 2002, Senate Testimony

“As we painfully learned on September 11th, our adversaries are transforming.
They're watching us. They're studying how we were successfully attacked, who we
responded, and they're looking for ways that we may be vulnerable in the future. And
we stand still at our peril.”

Feb. 27, 2002, Interview WISN-ABC, Milwaukee

“We do have to live with a sense of heightened awareness given the reality that there
are some very, very well organized terrorists out there that are determined to Kkill
thousands and thousands of innocent people.”

Feb. 20, 2002, Address Nellis AFB

“And, interestingly, a year ago, when [ was in my confirmation hearings before the
United States Senate, not one senator mentioned the word Afghanistan. Not one senator,
nor 1, mentioned al Qaeda. And here we are.

“If it teaches us anything, it seems to me, it is that we need to recognize that we have to
expect the unexpected. We have to recognize that it is not possible to know every
conceivable threat that can be posed against our country, our friends, our allies and
our deployed forces. And we have to recognize the kinds of capabilities that exist and be
ready to deal with those capabilities wherever they happen to come from.”

Jan. 31, 2002, Address NDU

“As we painfully learned on September 1 1th, the challenges of a new century are not
nearly as predictable as they were during the Cold War. Who would have imagined only
a few months ago that terrorists would take commercial airliners, tumn them into missiles
and use them to strike the Pentagon and the World Trade Towers, killing thousands? But
it happened.
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“And let there be no doubt, in the years ahead, it is likely that we will be surprised
again by new adversaries who may also strike in unexpected ways.

“And as they gain access to weapons of increasing power -- and let there be no doubt
but that they are — these attacks will grow vastly more deadly than those we
suffered several months ago.”

Jan. 30, 2002, Press Briefing

“The new budget is designed to strengthen the anmed forces for today’s global war on
terror, and to better prepare the armed forces for the wars that we may have to face in the
period ahead. The new budget is designed to help build an armed force that is prepared
to contend with surprise -- and let there be no doubt, there will be surprises,
undoubtedly somewhat different from September 11th, but surely there will be
surprises again.”

Jan. 3, 2002, Press Briefing

“How disrupted are they? I think they're very disrupted. Does that mean that there
aren't sleeper cells out there that could be doing something untoward at this very
moment? Of course not. There are. We know there are. And we know they planned
well ahead. But it has -- it takes them longer and it's harder and more dangerous for them
to raise money today than it was three months ago. Their communications three months
ago were relatively easy, and they're much more difficult today because there's an awful
lot more people attentive to that. Their ability to move freely around the world was much
easier three months ago than it is today. The training -- we've disrupted a number -- any
number of training camps, and it does take traimng to become a polished, successful
murderer, mass murderer.

“You don't walk out of grade school with that kind of knowledge. You need to practice
and be taught by experts. So I don't know if that answers your question to your
satisfaction, but that is the best I can do. This is a very serious organization, and it's only
one of many.”

Dec. 18, 2001, North Atlantic Council

“In the wake of September 11", we face two, equally important challenges: First, to
prosecute the war on terrorism to its full and successfu) conclusion, pressing on until
terrorists with global reach have been stopped. And second, to prepare now for next
war—a war which could be very different from the war on terrorism we fight
today... The threats to freedom did not disappear with the end of the Cold War—rather,
they have merely taken new forms. And [ suppose they will do so again the in the
decades ahead.”

Nov. 21, 2001, Address Fort Bragg-Pope AFB

“This is a very serious problem that our country faces where 4,000 Americans were
killed by terrorist attack, and there are threats of additional terrorist attacks
coming in every day. And what we need to do is recognize that you cannot defend
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against terrorists. You simply must go after them. You have to find them where they are
and root them out and stop them. And given the nexus between terrorism and weapons of
mass destruction, we're talking not about 3,000, 4,000, 5,000 human beings; we're talking
about tens of thousands or potentially hundreds of thousands of human beings at risk
because of access to weapons of mass destruction. We have no choice, and we intend to
find them. And by golly, the folks here deserve a lot of the credit for the success we've
had so far.”

Nov. 16, 2001, Address Naval Training Center, Great Lakes

“As each person here knows, a shadowy enemy attacked our country. Just last
Wednesday, I visited the World Trade Center, where thousands of innocent people were
killed, many still lost in the rubble, the smoke still smoldering as they move the debris.
And then we all know that new attacks could come at any time.”

June 7, 2001, Address to North Atlantic Council

“[N]one of us here has a crystal ball through which we can clearly see the future.
While it is difficult to know precisely who will threaten us or where or when in the
coming decades, it is less difficult to anticipate how we will be threatened.
Terrorism: We know, for example, that as an Alliance of democracies, our open borders
and open societies make it easy and inviting for terrorists to strike at our people where
they live, work and play.

“Cyber-attack: Our dependence on computer-based information networks make those
networks attractive targets for new forms of cyber-attack.

“High-tech Weapons: The ease with which potential adversaries can acquire advanced
conventional weapons (high-energy explosives, very fast torpedoes, surface-to-air
missiles, sea mines, quiet diesel subs) will present us with new challenges in
conventional war and force projection.

“Ballistic and Cruise Missiles and WMD: Our lack of defenses against ballistic missiles
creates incentives for missile proliferation which, combined with the development of
nuclear, chemical and biological weapons of mass destruction, give future adversaries the
ability to hold our populations hostage to terror and blackmail.

“Because of the speed of technological change, and with the increasing power and
reach of weapons today, we must prepare to meet these threats before they fully
emerge.”

June 1, 2001, CNN Interview.

“... asymmetrical threats transcend geography; and the parallel revolutions of
miniaturization, information, biotechnology, robotics, nano-technology and high-
density energy sources are putting unprecedented power in the hands of small
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countries and even terrorist groups and non-nation entities. And it foreshadows
changes beyond any ability to forecast.”

May 24, 2001, NY Times Interview

“You never know. That's a very tough call. We are doing a lot in the government of the
United States with respect to terrorism, and with good reason. We know of certain
knowledge that there are any number of people who train people to engage in
terrorist acts, who fund them to go out around and to attack various Western
countries including the United States. We've experienced it here, in New York, and
other places. So it merits attention. So does ballistic missile defense, so does cruise
missiles defense, information warfare. There are any number of things that we need to
address.

May 18, 2001, Armed Forces Day

“[T)he threats of the Cold War are behind us, but the new threats of the 21st Century are
there, but still not yet fully understood. The proliferation of weapons of mass
destruction and the means to deliver them pose new challenges: terrorism, cruise
missiles, ballistic missiles, cyber-attacks. [ suspect that future generations will look
back at this time and judge that it was a time of transition--transition from the old,
familiar, well-understood threats to new challenges from sources much less understood.
“We may not know precisely who our adversaries may be or precisely what challenges
they will pose, but we do know that challenges to freedom are unending. Your task is to
defend your nation against the unknown, the uncertain, the unseen and the unexpected.
You're building the Armed Forces for the 21st Century that must deter and defend and
prevail against the threats of this new era so that we, by our vigilance, can extend the
peace well into this new century.”

Feb. 11, 2001, Fox News Sunday

“It is a very serious problem. And if one thinks of all of the so-called asymmetrical
threats -- the kinds of things people would do, or threaten doing, rather than to try to
contest Western armies, navies and aic forces, which doesn't work, obviously. The Gulf
War proved that... Terronsm, cruise missiles, ballistic missiles, cyberwarfare,
information warfare. These are all things that are cheaper than land wars, and where the
technologies are currently available. And the United States has to recognize those
emerging threats, and see that we're arranged so that we are not subject to nuclear
or terrorist blackmail.”

Feb. 2, 2001, En route Media Availability

“It is expensive and you would probably lose, which suggests that because of the
proliferation that is taking place, and their interest in things other than armies, navies and
air forces, and cheaper and easier ways to do things, that people look for so-called
asymmetrical responses to dissuade people from attempting to have them not do what
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they would like to do in their neighborhoods to their neighbors. Obviously, those things
include all across the spectrum from terrorism through cyber attacks to information
warfare to cruise missiles to short-range ballistic missiles to longer range ballistic
missiles and weapons of mass destruction. Now, those are the kinds of things that are
increasingly attractive to various nations of the world. We know from watching them that
they are taking steps to not just be interested in them, but to develop those capabilities.”
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May 19,2003 12:46 PM

TO: Doug Feith
CC: Marc Thiessen
FROM: Donald Rumsfeld'_\ZL

SUBJECT: Terrorism and the Nation State

Attached is a very good paper by George Shultz on “Terrorism and the Nation
State.,” T would like you to take a look at it and see if we can get some of those

thoughts cranked into our activities.

Marc, it is a very interesting paper. [ think we ought to factor some of those

thoughts into our remarks.

Thanks.

Attach,
12/13/01 Shultz paper, “Terrorism and the Nation State”

DHR:dh
051903-31

Please respond by (’[ 1% / 03
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‘Terrorism and the Nation State ,C,\

We have declared war on terrorists AND the states that harbor them. No
place to hide. This 1dea underlines the importance of the sovereign nation
state, an entity with the capacity to govern and therefore to be responsible
for what takes place within its borders. And this emphasis on the sovereign
state dramatizes a shift of concept in international relations by my
administration.

The war to hold terronists accountable for their evil acts and to hold states
accountable for acts of terror that originate within their borders, compels us
to look closely at the foundation of order and progress in the world.

We live in an imtematonal system of states, a system that originated over
three hundred years ago. The idea of the state won out over other ideas
about how to organize political life because the state gave people a sense of
identity, because it provided a framework for individual freedom and
economic progress, and because states over time proved able to cooperate
with each other for peace and murual benefit,

The state has made its way in the world by beating back one challenge after
another. In the nineteenth century, the idea of nationalism tried to take over
the state and turn it into an instrument of aggressive power.

In the (wentieth century, communism in Russia created a monstrous
totalitarian tyranny,

The Nazis took power in a state, convinced they could transform it info a
“Theusand-Year-Reich,” an empire based on pre-state fantasies of racial
purity.

In our ume, the state has been challenged by global currenis that have
eroded its authority. Information, money and migrants moved across
borders in ways far beyond the traditional means of state control. Non state
cntities encroach upon state respansibilities from below while intenational
organizations draw sovereign state powers from above, Too often, nation
states have themsclves taken the easy way out of a problem: blame
globalization, punt te the U.N. and blame the U.N. for any misfortune,
blame “hot money” for problems originating in poor national govemnance.
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May %2003 2:06 PM

TO: Doug Feith

FROM: Donald Rumsfeldﬂl\

SUBJECT: Iran

Let's get a list of the things we really do need to do with respect to Iran. I think if

we can get it out fast, it would be a help.

Thanks.

DHR:dh
051603-15

Please respond by S j 23 / 03
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¥ snowflake

0%
May 19, 2003 3:14 PM
TO: Doug Feith
FROM:  Donald Rumsfeld ¥
SUBJECT: Schedule and Metrics
Please take a look at this schedule and metrics paper and get back to me with your
thoughts.
Thanks.
Attach,
5/14/03 SecDef memo to SMA re: Schedule and Metrics
DHR:dh
051903-46
Please respond by g/ o / a3
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Snowflake

May 14,2003 8:54 AM

TO: LTG Craddock

FROM: Donald Rumsfeld ) /}/%/

SUBJECT: | Schedule/Metrics

As we discussed, we have to get organized for the period we are in. Specifically,
rather than getting the usual SVTC briefings, we ought to have someone
responsible for daily reports on where we are in at least each of the following
categories:

1. WMD: site exploitation, organization, management and progress in seeing
it is being led and executed in an orderly way, with sufficient resources.
(Steve Cambone)

2. Public Services for Iraqis: We need better granularity. I am not sure |
believe those red, green, amber, and blue charts. 1 would like to push a
little underneath them to see how accurate they really are. (Bremer)

3. Security. We need some metrics on secunty. We have to be able to track
it. The Joint Staff, working with the CFLCC commander, needs to be
responsible for seeing that they are produced. (LTG Casey)

4. Political Evolution. We have to have some way of tracking the political
progress—city councils, IIA, etc.—every day or two. (Jerry Bremer)

There may be other categories like the above that we owe it to ourselves and the
President to put into a disciplined process. We need to keep pushing at it until we
are satisfied we have the right leadership in each category, the right organization
structure and the right metrics.

Thanks.

DHR:dh
051403-1

Please respond by S / 232 / 03
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TO: Jim Haynes o
FROM:  Donald Rumsfeld \}- O
SUBJECT: Newt Minow
I am going to have dinner with Newt Minow on Friday night, May 23. Please give
me a read by then on what he is doing on Terrorism Information Awareness, so |
can thank him.
Thanks.
DHR:dh
051903-11
Please respond by "/2 5/’ 3
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May 19, 2003 10:13 AM

TO: J.D. Crouch

FROM:  Donald Rumsfeld \}

sy QUSESURIECT: PR Info
2

I hope you got the Afghanistan Provincial Reconstruction Team information to

wptSTupy L

Strock, since he offered to look into it.

Thanks.

DHR:dh
051903-14

" Please respond by 5/ 3”/ 02
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SecDef:

Yes. 1 passed a concept paper to the Germans. I have also
passed to Spain and Portugal.

JD
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Snowflake

May 19,2003 10:11 AM

TO: Doug Feith
Jim Haynes

FROM: Donald Rumsfeldf\}\

SUBJECT: ICC and Article 98

A question came up as to whether or not we need an ICC Article 98 signed by a

country if the country has not signed the ICC at all. What is the answer?

Thanks.

DHR:dh
051903-13

Please respond by 5‘/ 2 / 23
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% FROM: Donald Rumsfeld Q'\

SUBJECT: Nick Bums and PRT

Should you get Nick Burns working on PRTs for the NATO nations and have him §
do it in NATO?
>
Thanks. B
N
¥
DHR:dh '
051903164
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SecDef:

[ spoke with Nick about PRTs when in Brussels last week.
He is already pushing them with allies.

JD
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May 19,2003 11:01 AM

TO: LTG Craddock

CC: Gen. Myers

FROM: Donald Rumsteld /9}7 )
SUBJECT: Gus Pagonis and Logistics

We should make sure we figure out a way to get closure on Gus Pagonis’s

proposal on logistics, and that Handy and Aldridge be involved.

Let’s get the right meeting set up, have a presentation and then a discussion, and

see if we can't move the ball on it.
Thanks.

Attach.
5/14/03 TRANSCOM memo to SecDef re: DoD Distribution/Logistics Transformation

DHR:dh
051903.20

Please respond by (9_/ - / 23
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May 19,2003 11:51 AM

FROM: Donald Rumsfeld ?Lk
SUBJECT: Afghanistan Brief

b

.%

. N

TO: Doug Feith AN
Q

Y

%

X

I want to have Marin Strmecki give the Afghanistan brief, separately, to Colin

Powell, Tenet and Condi, and get their input. Then we will move it.

Thanks.
DHR:dh
051903-26
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May 19, 2003 11:57 AN{

TO: Andy Marshall
FROM: Donald Rumsfeld ’Or\-

SUBJECT: Defense Strategy Review

Do you think it would be worth you taking a crack at this Defense Strategy
Review and getting an unclassified, shorter version that is up-to-date and post-

Iraq, post-Afghanistan and post-9/11?

If s0, please do so. If not, please let me know.
Thanks.

Autach,
3/9/01 Draft Defense Strategy Review

DHE:dh
051903-28
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OFFICE OF THE SECRETARY OF DEFENSE (/2

1920 DEFENSE PENTAGON
WASHINGTON, DC 20301-1820

DIRECTOR OF May 21, 2003
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TO: SECRETARY OF DEFENSE
FROM: Andrew W. Marshall Lt

SUBJECT: Updating Defense Strategy Review

Yes, I think that it would be worthwhile updating the version of the Defense
Strategy Review that you sent me. What you sent me is an early version, the last draft
that used the wording “advantage based strategy.” Later versions eliminated that phrase,
and added material on goals, allies, related non-DoD policies, etc., but were perhaps
“detuned,” as you commented to me later. Do you want this early version to be the basis
of the updating?

Can you give me more guidance? What andience do yon want to reach? Internal
DoD? Congress? Public? The crafting of the text would depend on the audience.

Also an internal document should emphasize, I think, the importance of making
the shift to capabilities based planning instead of threat based planning, an intellectual
shift that many in DoD still have not really made.

I will put together a new draft for you to look at by mid June.
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9 March 2001 DRAFT \y\\ 1
’ (Provided to SecDef) @(”\ - W )
Defense Strategy Review P,brb \}'\ /
1. Introduction

A. The US today enjoys a wide margin of military advantage over all other nations.

* This condition was not sought, but developed from the country's geographic setting and
economic capacities, the outcome of World War II, the intense efforts generated by the
Cold War, and the sudden collapse of the Soviet Unijon.

¢ Geographically, we are distant from potential threats and control the seas that buffer us
from most of those threats. We cooperate with strong allies on or near the Eurasian
landmass, and can operate from numerous bases there (where most of the rest of the
world's potential power is located).

e Our military forces have developed superior competence in a variety of combat areas,
including tactical aviation, undersea warfare, complex combined arms operations, and
precision strike, And the scale of the US military program far exceeds that of any other

nation.

B. Given this favorable condition, a reasonable goal for the US is to preserve that condition for
as long as possible. Three main challenges confront the development of a strategy that pursues
that goal:

o The changing security environment. Some evident trends, as well as some plausible
but unpredictable discontinuities, could erode US mulitary advantages, while uncertainty
about the future environment diffuses US efforts.

e E.g, likely development of “anti-access” capabilities—based on WMD or
conventional missiles, mines, and submarines—to keep our forces out of forward
bases and operating areas.

¢ Changes in warfare. The rapid advance of technology with military utility means that

. the most advantageous forms of warfare may change substantially in the years ahead; this
means that preserving the world's leading force (or preparing to reconstitute or expand it
when dangers arise) does not guarantee future superiority.

¢ Threat-oriented policies. US strategy has for some decades been understood as

attempting to offset imminent enemy threats, and this has in recent years meant reducing

DRAFT
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(Provided to SecDef)
our forces in light of reduced threats. We have not fully confronted the fact of our

current military superiority, articulated the advantage for our security and for world peace
of sustaining a wide margin of superiority, or developed our forces with that aim clearly
in view. A strategy to shape the environment to our continued advantage should aim not
only to deter attack, it should aim to deter enemy force-building, making clear to possible

contenders that the bar to military preeminence is very high.

C. Subsequent sections of this paper discuss the current US position; the future security

environment; and the case for and characteristics of an "advantage-based” defense strategy.

II. The Current U.S, Position

A. Identifying current US military advantages and their genesis alerts us to possible trends or
discontinuities that would undercut them, and should instruct deliberation about what advantages

are sustainable or attainable for us in the future.

B. Sources of U.S. military advantage include -
» Tranquil North American neighborhood. No nearby enemies, and oceanic distances
impede most forms of military threat A

e  (but ICBMs, ship-launched cruise missiles, and smuggled WMD are important
exceptions, and may become more important).

e US political and economic institutions favorable to creation of wealth, technological
innovation, free flow of information, and competent decentralized operations,

e (But long-standing US advantage in aggregate resources—twice as big as any other
nation for almost a century-will slowly diminish as populous poor countries get
nicher).

o A legacy of World War II; Strong allies and basing access on and near Eurasian
landmass, supporting US power projection. Adversaries can be engaged far from
American soi). Alliances with Europeans and Japan display a formidable combination of

actual and potential power.

DRAFT
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» (But alliances founded on common Soviet threat will tend to erode, and forward
bases likely to become more vulnerable).
Alegacy of 1991: Cold War galvanized large resource commitments and development of
specialized military competences.

¢  (But threat-based strategy implies continuing glide path downward).

C. Specific areas of U.S. military advantage

air operations

sea control, including undersea warfare

space operations, including reconnaissance

complex combined arms operations

long range precision strike

offensive nuclear forces.

training procedures and facilities that have created very high levels of first battle
competence.

long distance power projection

D. Logic of the situation will impel competitors to try to undercut or offset these advantages

E.g., concealment, dispersal, hardening, IR-guided SAMSs against air attack; ASAT and
information warfare against our reconnaissance and communications.

The overarching U.S. advantage in long distance power projection presents the clearest
target for enemy strategies: deter, deny, or attrit arrival of US projection forces in their

neighborhood.

III. The Future Security Environment

A. Uneven economic growth will gradually reshape the balance of potential power.

China, India, and South Korea are likely to grow faster than the US, Europe, Russia, and
Japan, although long term economic forecasts cannot be taken literally and there is

particular uncertainty about China.

DRAFT
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Post-Soviet Russia's geographic and economic contraction has reduced its economic size
to something more like the individual West European countries, but its economic
prospects probably remain worse than theirs.
Mlustrative numbers: Percent of total world GDP.

¢  China 8% in 2000, 13% in 2025.

¢ India 5% in 2000, 8% in 2025.

e EU21% in 2000, 16% in 2025.

o US 23% in 2000, 22% in 2025.

e Japan 8% in 2000, 5% in 202S.

e  Russia 2.5% in 2000, 2.1% in 2025.
Implication: Asia gradually emerges as a potential source and potential prize of large-
scale military power.

* But US. inherits Cold War forces and continues to design weapons optimized for

a European theater characterized by large forward deployments, capable allies,
and short distances.

Demographic trends are one contributor to this economic forecast, and will amplify its
effect, as services for aging populations will tend to divert resources away from the
military in Europe, Japan, and (slightly later) the United States.
There is particular uncertainty about China. Measures of past performance and relative
size are suspect and disputed. Insolvent banking system supports large and inefficient
state owned enterprises, clouding future prospects. China’s population will also age,

though trailing Europe, Japan, and the US.

B. Proliferation of important military capabilities will include nuclear and biological weapons,

and advanced conventional weapons.

Iran, Iraq, Libya, and North Korea are the most plausible new additions to the nuclear
“club”; actual use of a nuclear weapon could provoke a broader proliferation.
WMD threats (against US allies, hosts, forces, or the US homeland) could, among other

things, be attempted deterrent to US power projection operations.
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¢ Russia, China and others could develop low yield tactical nuclear weapons and
appropriate operational concepts to counter overwhelming U.S. conventional strike
capabilities.

e Proliferation of advanced conventional technologies permits more sophisticated "anti-
access" strategies against US power projection.

¢ Ballistic and cruise missiles, advanced mines and submarines, and target recognition and
guidance systems (perhaps augmented by counter-space and information warfare) would
be designed to prevent US forces' timely arrival or deter their deployment. Forward
bases and US carriers would be lucrative targets.

o Information warfare against US homeland to disrupt US force deployments.

o Recent dominance of US precision strike systems likely to generate countermeasures:
ASAT, jamming GPS, EMP, hiding and hardening. U.S. forces highly dependent upon
shared information for their defense and for the effectiveness of strikes will likely face
efforts to disrupt, corrupt or deny needed information. Adversaries are likely to engage

in computer network attacks and also use electromagnetic pulse (EMP) weapons.

C. More generally, recent and likely technological advancc.s appear to permit radical innovations
in military methods. Global commerce and the "dual use" character of many emerging
technologies will mean potential enemies, as well as the US, will face a wide ranging menu of
options.

o Robotic systems could be developed for a wide range of missions. Stealth, performance,
cost and casualty concerns may push the US and competitors toward a heavy reliance on
unmanned combat systems. .

¢ Much smaller, even microscopic, sensors and weapons could be linked by information
networks.

o Space based systems could take on a wider range of military functions.

s Biological technologies may be the basis of various new measures and countermeasures,
with soldiers, populations, and agricultural products as potential targets.

In combination with, or as successors to, the proliferation and improvement of long range strike
forces, these technologies could bring radical changes in warfare, devaluing capabilities now

thought formidable, or the significance of geographic distance, oceans, and mountain ranges.
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D. Continuing growth of world trade, including China and India becoming significant importers
of oil, and Chinese imports of grain.
s Japan, Korea, Germany, France already roughly 100% dependent on imported oil. By
2010, China goes from near zero to 45%, India goes from 54% to 77%. China's imports
2% of grain consumption today, probably near 10% of consumption by 2010.
e Jmport dependence probably not a cause of conflict, but is a vulnerability in wartime,
may shape forces and policies.
o China's reliance on Persian Gulf may encourage its arms sales to Iran or Iraqg.
¢ Commerce or other economic assets may become plausible targets of coercive threats
made possible by accurate missile forces; US allies and friends may seek US response to

such threats.

E. Unpredictable discontinuities may affect security environment more severely than predicted
trends.

e E.g., vulnerabihity of regimes in China, Iraqg, Iran, North Korea, Saudi Arabia.

» Technological breakthroughs can belie assumptions about existing sources of military
advantage—¢.g. some claim that Passive Coherent Location technologies permit tracking
stealthy U.S. aircraft.

* Use of nuclear weapons would promote scramble for defenses, nuclear proliferation, and
search for (or, depending on what had just happened, loss of confidence in) "guarantees”

extended by others.

F. Likely continuing uncertainty regarding timing, identity, and extent of future military
challenges.
¢ E.g, China's growing wherewithal makes it a central actor, but a wide range of policies
and developments are plausible. Will priority of trade and economic growth inhibit
military ambitions? Is China serious about absorbing Taiwan? Will China press for US
withdrawal from Japan and Korea? Will economic reversals or political change disrupt

any such intentions?

DRAFT
11-L-0559/0SD/16478



9 March 2001 DRAFT 7
(Provided to SecDef)
e Large-scale conflict does not appear to be the "most likely" case for the next several

decades; but a DOD strategy of sustaining a wide margin of superiority assumes—and

must argue—that this remains an important case in the longer term.

IV.  Defense Strategy

A. Implication: The task of strategy
This account of our situation and of the prospective security environment implies that the task of
strategy is to sustain US military advantage in the coming period of change. .

e Our broad geostrategic advantage stems from the absence of nearby threats, an array of
overseas allies and bases, and an unmatched capability to project enormous power across
great distances.

ol The changing security environment appears likely to challenge our power projection
advantages by posing threats to the US homeland and our allies, and anti-access
architectures against our deployments. And our planning is less well suited to
contingencies of coercion rather than invasion, and in Asia rather than Europe.

* In the longer term, or in unpredictable ways even in the shorter term, broader changes are
possible. We foresee no great power enemy who exploits radically new military methods
or can project large scale power to our shores; and we expect no use of nuclear weapons.
But these conditions are inherently uncertain and changeable.

Sustaining a position of military advantage serves overarching US goals:

* to maintain a century of peace

e to keep wars small and far from U.S. soil

« 1o discourage the emergence of a peer competitor.

B. Merits of an Advantage-Based Strategy
A strategy that seeks to sustain advantage differs from one that seeks to offset threats. There are
several noteworthy merits to a strategy of sustaining advantage.

» It atternpts to preserve and build on assets acquired with great cost difficulty, rather than -

planning to rebuild them only when needed. Apart from the likely high cost of recreating
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discarded assets, institutional and personnel competences may be very difficult to rebwild
at all.

Given the great uncertainty about the future security environment and the possibility of
shocks, as well as the deception, misestimates, and inertia that could obstruct a timely
response to emerging dangers, sustaining advantage is a safer hedging strategy.

Perhaps most important, a strategy of sustaining advantage gives us an opportunity to
shape the policies of others, rather than waiting to see what they may turn out to be. Our
margin of military advantage, both in the agpgregate and in particular military
competences, may in some cases discourage military ambitions before the fact, as a
formidable barrier to entry. And it is likely to reassure allies and will tend to preserve
alliances.

By extending existing advantages and building new ones, we create a more robust and
moving target for enemy asymmetric strategies that attempt to exploit an existing set of
vulnerabilities or achieve a narrow area of advantage. We may reduce our uncertainty
about the threats they will pose if capabilities we maintain or acquire foreclose some

options for them.

As noted earlier, our current situation of military advantage was not sought. A deliberate attempt

to create such an advantage might well have been rejected as impractical by the American

people, or failed on account of intense countervailing efforts by other countries alarmed at what

we might intend. But if we are today more secure than we could reasonably have expected, it is

reasonable to try to remain so for as long as possible.

C. Difficulties of an Advantage-Based Strategy

May lack the (perhaps spurious) precision of threat-based approach, both in bounding and
allocating resources.
Publicly stated, will be focal point for indignant criticism about US arrogance, hegemonic

pretensions, etc..

D. General statement of the strategy

The strategy is designed to maintain the favorable geostrategic position of the U.S. by
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preserving mulitary advantages that permit long distance power projection against future
enemies who develop anti-access capabilities and threats to the US homeland;

building advantages over any future competitors in the most decisive forrns of military
capability that emerging technologies permit; and

shifting increased attention to Asia.

E. Criteria for prioritizing military advantages

What kinds of mulitary advantage should the US seek to preserve or develop? Shall we
preserve what we are best at, try to remedy our deficiencies, or try something new? More
precisely, the question is how to determine the relative priority and mix of various arcas
of actual or potential advantage.
This question does not admit of a simple recipe. Deliberation must attempt to reconcile
the implications of three principles:
e Emphasize what we're good at, so as to exploit underlying national strengths or
hard-won acquired military competences;
» Emphasize what seems to be needed, in light of expected trends in the security
environment;
« Emphasize methods that will be most effective and robust as emerging
technologies permit new kinds of systems and methods of warfare.
At least the second and third of these standards urge the fundamental importance of
experimentation. The strategy should hedge against profound technical and political
uncertainty by placing “bets” on a variety of areas, putting DoD in position to adapt to
developments and make choices when we know more. The recommended strategy does
not deduce what they key areas advantage are and revise the existing force accordingly; it
uses experimentation to learn and create options that can guide adjustments of our mix of
capabilities over a long period of time.
Prioritizing among competing potential areas of advantage will be extremely difficult,
particularly as the future value of many areas cannot be forecast with any accuracy. As a
result, this strategy should be pursued with the understanding that not all areas invested in
will necessarily yield valuable advantage, and specific capabilities within these broad

areas cannot be predicted: rather, these efforts are essentially bets to create options for the
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future, so that the U.S. is in position to exploit those opportunities that do emerge. Itis

particularly important to place these bets early, as developing the associated technologies,
operational concepts, and organizational concepts is likely to take a long time (possibly a

decade or Jonger).

1. What we're good at

o The U.S. currently maintains advantage in some military areas that should not be
relinquished, but should instead be expanded to deter competitors from challenging the
U.S. in these areas, and to complicate even the prospect of such asymmetric responses.
These areas will also require forces, systems, and programs different from today’s and
more appropriate to the long distances, new technologies, and new competitors the U.S.
may face in the future.

o Real merit of exploiting and extending existing competences runs risk of cost-
ineffective—or futile—efforts to preserve methods that new technologies make obsolete.

This will be a very difficult analytical and political challenge.

2. What's needed

¢ Given the likely increasing importance of Asia, the U.S. will require different sorts of
programs, systems, and personnel: for example, the vast physical distances associated
with Asian operations will place a premium on long-range strike systems. Further, DoD
and the U.S. in general will need to develop widespread regional expertise: this will entail
developing a new generation of regional experts through language training and strategic
culture analyses, as well as increasing DoD’s familiarity with the region, through placing
more headquarters in the region, sending officers to schools in the region, etc.

o The development of anti-access challenges to our power projection forces, and threats to
the US homeland, mean that we should preserve capabilities that enable power prajection
and develop capabilities to defend against, deter, or mitigate the impact of threats to the
US homeland.

o  Asthe U.S. continues to be globally engaged, competitors will have an increased
incentive to develop capabilities to hold the U.S homeland at risk as one part of

anti-access strategies they develop to keep the U.S. from becoming involved in
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their regions. This will include pursuit of long-range strike systems (cruise and
ballistic missiles) as well as efforts to develop or procure nuclear weapons or
other weapons of mass destruction (WMD). Further, opponents will likely target
growing U.S. dependence on information networks by developing capabilities to
attack electronic networks underlying U.S. infrastructure, banking,
communications, etc., to make the prospect of U.S. involvement as painful as
possible, hoping to deter U.S. action. While this issue includes DoD involvement,
it goes beyond boundaries of DoD alone.

¢ Though most of the strategy is focused on guiding future investments, the US must
preserve capabilities to meet current responsibilities, including alliance commitments,

humanitarian or peacekeeping interventions, and preserving freedom of the seas.

3. What will be most effective under future conditions

e The U.S. should also develop new areas of advantage as rapid and potentially
revolutionary technological change contributes to changes in the character of warfare and
creates new areas of military competition, in order to shape future competitions and
preclude competitors from entering into some areas.

» The U.S. may be able to motivate competitors to invest disproportionately in defensive
systems or in systems that are otherwise less threatening to the U.S. interests.

¢ Given the changing nature of the future security environment, new military areas are
likely to become critical to the U.S. ability to project power over long distances and meet
the nation’s other goals and responsibilities. Determining exactly which areas should be
chosen, and what sorts of steps will be necessary to maintain or expand U.S. advantage in
these areas will require substantial analysis.

» We will face great uncertainty about the relative effectiveness of altemative means of
warfare in the future, not least because of uncertainty about what kinds of adversary
methods will be developed and how effective they will be. This is an argument for broad

experimentation.

F. Areas of military advantage: Some examples
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1. Aerial Warfare as an Area of Advantage

e The U.S. has developed an overwhelming advantage in war in the air.

s  Recently, the U.S. has dominated adversaries across three critical elements of
aeria] warfare: fighter-vs-fighter combat, suppression of enemy air defenses, and
precision attack.

e The U.S. can also limit the effectiveness of enemy radar-guided surface-to-air
missiles and, through the use of low-observable technologies, conduct precision-
bombing attacks against targets throughout enemy territory.

«  Further, increasing use of precision weapons has given the U.S. the ability to hit
what it wants and dramatically reduce risks of collateral damage and civilian
casualties.

e Asaresult of this dominance, U.S. leaders now count on quickly gaining control
of the air, limiting if not eliminating enemy ability to mount aircraft attacks on
regional airbases, airheads, logistics facilities, and ports used by American forces
and allies in the region.

» Air superiority is certainly an area of advantage critical to maintain:

¢ Reductions in overseas bases and forward-deployed forces mean that U.S. power
projection capabilities rest heavily on the ability to project air power quickly,
particularly in the first days or weeks of conflict, before heavy ground forces can
arrive;

¢ Precision air power will be particularly important for rapid response, which may
be of growing importance as more nations have the ability to prepare for war
rapidly, without traditional indicators such as industrial mobilization;

o The long distances associated with operations in Asia indicate that long-range air
power will be particularly important if the U.S. is to remain influential in this
increasingly important region;

e Currently, the U.S. lead in this area is so overwhelming that competitors invest mostly in
air defense, with only marginal investment in fighter forces (mostly for political
purposes): the U.S. would like to maintain this situation by retaining a vast lead.

¢ Yet, the nature of aerjal warfare is changing, and will continue to change over the

decades ahead. For example, the U.S., as well as its competitors, will rely increasingly
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on long-range missiles, forcing a re-evaluation of what is meant by “control” of the air:
fighter-vs-fighter combat will no longer be the sole determinant of who gains control
over the air. The potential for unmanned aerial vehicles and unmanned aerial combat
vehicles may also transform the character of aerial combat.
e  Maintaining an advantage in aerial warfare will thus require different sorts of
forces, systems, and concepts than previously, and will also demand a
reassessment of how overwhelming U.S. advantage can be.
e What might the U.S. do to maintain this advantage?
e The F-22 as an example of strategic decision-making:

e  While the F-15 is greatly superior to competitor aircraft, the F-22 might
convince potential competitors of the hopelessness of challenging the U.S. in
this area, even though future utility of missiles and other syStems may reduce
the importance of fighter-vs-fighter combat;

o The active-array, electronically scanned (ASEA) radar in the F-22 allows the
possibility of electronic suppression of enemy fire-control radars, which may
in turn allow enough suppression of enemy fighters and SAMs to allow
day/night strike operations by B-2s based beyond the reach of enemy theater
cruise and ballistic missiles. Such operations are likely to be of continued if

not increasing importance to U.S. power projection capabilities.

2. Sea Control as an Area of Advantage

¢ The U.S. can control or deny others the use of the seas due to its dominant position in ail
aspects of naval warfare.
e  Several other countries have large navies and even sophisticated nuclear powered
submarine and carrier aviation programs, however not even the former Soviet
Union can maintain a worldwide naval presence.
e  While the U.S. Navy can defend America's shores, it has traditionally been and
remains today, a power projection capability.
* Why continue to develop sea control as an area of advantage?

» The overwhelming majority of commercial goods move via the sea.
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Submarine cables now carry most of the worlds communications and information.
The sea contains large amounts of untapped natural resources including oil.

The U.S. needs to protect its access to energy and information flowing under the
sea.

Even traditional land powers like China will depend increasingly on sea based

commerce including oil shipments. China and other nation’s imported energy

‘needs will become vulnerabilities and shape their security postures.

The U.S. currently operates and sustains naval forces worldwide. Its surface ships
and submarines collect intelligence and reassure allies as well as monitor and
enforce economic sanctions. In times of crisis, they can react quickly to evacuate
non-combatants or conduct strikes, providing national leaders with a variety of
options.

If the U.S. becomes more serious about missile defense, it may seek to interrupt
launches in the boost pﬁase. That requires systems to operate in close proximity
to launchers, making survivable sea based platforms well suited to this task.
Worldwide sea control requires a tremendous commitment in manpower and
resources. Modern ships have high acquisition costs and large supporting
infrastructures that will likely dissuade all but the most economically successful
countries form developing blue water navies.

As competitors buy or develop increasingly lethal anti-access capabilities, non-
stealthy U.S. naval assets will operate at increased risk and may be denied access
to key littoral areas. U.S. dominance in undersea warfare can continue to
maintain a sea control advantage by virtue of their stealth, which makes them

immune to most anti-access threats.

« How might the U.S. continue to develop this area of advantage?

Rebalance the fleet more in favor of stealthy, more numerous (expendable), and
survivable assets. This could include combinations of smaller, stealthier surface
ships, surface ships that operate very low in the water, or submarines.

The U.S. Navy should purchase and experiment with alternative surface ship

types and determine possible replacements for current designs.
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¢ Extended range carrier capable aircraft, including unmanned combat air vehicles
(UCAYV) should be developed to allow aircraft carriers to stand-off, outside anti-
access threat ranges. Experience gained from early UCAVs could be used to
design follow-on launch platforms less vulnerable than existing aircraft carriers.

s  While submarines have unmatched stealth, they currently lack payload capacity.
The U.S. should convert TRIDENT submarines no longer required for strategic
use to guided missile carrying submarines; SSGNs. Experience gained while
operating these ships will help develop designs for follow-on submarines built
specifically for strike operations.

+ The U.S. should also experiment with more numerous, smaller and possibly non-
nuclear powered submarines to improve affordability. Smaller, submarines with
smaller crews could “call for fire” from towed, bottomed or moored unmanned
strike modules. These modules could hold not only weapons, but also sensors,
equipment for special operations units and even fuel for non-nuclear powered

submarines and unmanned underwater vehicles,

3. Space Operations as an Area of Advantage
s Space is currently an area of significant U.S. advantage: the U.S. is well ahead of other
nations in the process of making military use of space. The U.S. employs space for
strategic intelligence purposes, but during the 1990s began, ahead of other nations,
increasingly using space inputs to enhance as well military operations.
e Why Space Operations is a Critical Area of Advantage

» This is a particularly critical area because of the emphasis the U.S. places on long
range power projection: because the U.S. military is in this “business” to a2 unique
degree, the nation will need to be particularly proficient in space operations.

e U.S. military forces — air, land, and sea - rely on the ability to project power while
operating from fewer, more widely-dispersed nodes with theater-wide
responsibility. '

» Satellite Communications offer unique advantages for rapidly connecting mobile

forces operating in this distributed mobile fashion. For example, satcom service
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requires no theater footprint for maintenance and support aside from terminal

equipment.

The U.S. also depends upon space for navigation and timing:

e  GPS enables pfecision strike regardless of standoff range;

»  GPS timing signal is the only readily-available nano-second quality reference
for synchronizing the electrical devices used in modern communications

systems.

o The Character of Space Operations Will Continue to Evolve

Emerging U.S. advantages in using space to enhance military operations within
the atmosphere will likely provoke opponents to try to negate these capabilities.
Consequently, the U.S. military must find the means to survey foreign activities in
space, identify hostile movements, protect satellites from damage, prevent
adversaries from successfully countering U.S. space capabilities, and if necessary
negate hostile activity. Achieving space control will be a critical element of
maintaining U.S. advantage in this area.

It is not clear how soon there will be true weaponization of space (i.¢., orbital
weapons), or if other nations will seek to, or succeed in, weaponizing space. This
is, however, a major strategic issue and if the U.S. is to consider space
weaponization, this should be done only after thorough analysis, consideration of

possible consequences, etc.

e How the U.S. Might Preserve and Expand its Advantage in Space

Invest in jam-resistant, secure military satcom to meet U.S. expeditionary needs:
the recent success of fiber optic cable and consequent sharp decline in commercial
satellite communications makes it unlikely that the U.S. military can acquire
adequate commercial bandwidth for sudden contingencies. Thus, the U.S. will
need to develop its own satcom systems for use in those contingencies or
situations in which fiber is not feasible.

Invest in GPS applications that emphasize long-range precision standoff attack
Employ greater orbital distances for a backup system. Positioning backup
satellites at Earth-Moon Lagrange points would significantly reduce their
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vulnerability while still, with the exception of SIGINT, providing a reasonable

level of space capability.

4. Training as an Area of Advantage
e The U.S. currently enjoys an advantage in its ability to train combat ready units with
force-wide levels of “first battle” competence without precedent in American history.
This level of training is the product of conscious choices made over the last twenty-five
years with attendant commitments in resources. The style, complexity, scope, and
realism of U.S. training is well beyond the capabilitics of most other nations, with only a
few exceptions for small elements in allied countries.
e Pactors which have contributed to this advantage include:
¢ Commitment of extensive resources to institutional and unit training
o  The pursuit of realism and intellectual honesty in a training environment. For
example our adherence to “performance-oriented” training measures, or the
commitment to exceptionally competent opposing forces at the National Training
Center to challenge the rotational training units ’
o  The incorporation of Modeling and Simulation for Training, War-Gaming
» Establishment of the service training centers for large scale operations, such as the
National Training Center
¢ Commitment to establishing doctrine and references to promote standards and
intellectual discussion
e There has been some erosion in this advantage, For example, the frequency of unit
rotations through the service training centers has become protracted as less uniformly
distributed across units as commitments to non-combat missions expanded.
¢ The advantage in superior training established by the services should be raised to the joint
level. The nature of future conflict will require a joint “first-battle” competency.
Achievement of this level of competency would further extend this advantage beyond
that of any potential opponent. An element to support this might include the
establishment of a Joint National Training Center (JNTC).
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o  The JNTC would be useful as an incentive for the services to transform. How
well the participating service components were prepared upon arrival for a INTC
rotation would be a good indicator of the respective service transformation effort.

e The INTC would be useful as a test-bed to evaluate interoperability and new
doctrine, including methods of negating Anti-Access strategies

e Support the experimentation effort. Experimental type units could be included into

rotations to evaluate their new capabilities.

5. Unmanned Systems: A New Area of U.S. Advantage

s Though the U.S. has only a comparative advantage in this area, it is clearly an area of
growing importance and should be actively pursued. While it is difficult to forecast their
precise role or the time required to develop such capabilities, unmanned systems will
become a critical element in future conflicts. Advances in information technology,
microelectronics, power supplies, artificial intelligence and related technologies will
continue to improve endurance, payload and degrees of autonomy.

e  Why is Unmanned Systems a Critical Area?

e Early unmanned systems will lack the flexibility and adaptability human operators
provide, however they are capable of greater performance in other areas. For
instance, manned aircraft have endurance and maneuver limits based on the
human occupant whereas Unmanned Aerial Vehicles do not. Unmanned systems
lend themselves to long endurance missions necessitated by U.S. desires to
project power as far as Asia, if no forward bases are available or secure.
Moreover, unmanned systems can reduce force protection concerns, providing
commanders with greater operational flexibility. The combination of these
attributes dramatically increase the capabilities of U.S. forces.

e Numerous potential adversaries have already entered the field of unmanned
systems, possibly to enhance their ISR capabilities as part of their anti-access
strategies or to threaten regional adversaries. While it cannot block entry, the
U.S. should keep competitors from believing they can dominate this area.

¢ Itis an area of particular uncertainty: while it appears that unmanned systems will

be important, it is difficult to foresee how exactly they will be employed.
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Therefore, it is important to develop a broad-based competency in this area so that

the nation can adapt quickly as new technologies and operational concepts related

to unmanned systems begin to emerge.

» How should the U.S. Develop a Comparative Advantage in Unmanned Systems?

There are several sorts of actions that might be taken to begin to lay the

foundation for a competency. Some examples include:

Establish an enhanced program, through DARPA, for research and
development of unmanned systems and related technologies, both to survey
the possibilities and to begin to develop generation of technologists familiar
with these systems.

Establish experimental units incorporating such systems, perhaps a UCAV
unit or a unit oriented around unmanned underwater vehicles or ground
robots. These units should eventually become operational, after perhaps a
few years of expen'mentati'on, and test new concepts and capabilities in the
field. It is particularly important to begin this soon, as developing
operational and organizational concepts may take a decade or more of

expenmentation and practice.

G. Some Comments on Implementation

The previous discussion of strategy should be seen only as a beginning sketch from

which work can be accomplished to fully detail a complete strategy. Further, this

additional development should include other important areas of military effort, such as

logistics and intelligence support.

This overall strategy suggests an implementation plan that focuses on a number of areas:

An overall “get-well” program to return most legacy forces to a healthy state.
This will likely include the replacement of worn out platforms, the purchase of
necessary spare parts, and the reduction of operational burden on service
personnel

Establish a robust service and joint sustained experimentation program. Unlike
current part-time efforts, such a program would dedicate personnel and resources

to full time experimentation. Separate experimental units would adapt emerging
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technologies and develop new operational concepts and methods of organizing,
They would field new systems and use them in training exercises against existing
forces and opposing forces that carefully study the culture and tactics of potential
adversaries. Experimentation efforts could enumerate those merging areas where
the U.S. could achieve an early advantage and help keep its comparative edge
over competitors. Initially, experimentation programs would need to be
somewhat bigger than the current set. And, as expertise and resources become
available, expanded to more robust levels over time.

Ultimately changes implemented must be supported within limited budget means.
The identification of off-setting resources to get a significant program for
developing new advantages and new ways of fighting in the future will be of
immediate concern. Care must be taken in divestment and re-allocation of the
resources for “getting-well” and experimentation. Areas of possible divestment
might include rethinking the methods by which the U.S. meets humanitarian, .
peace-keeping, counter-drug and other non-combat obligations, particularly long-
term comunitments. This may require the establishment of new or differently
organized forces and possibly even outsourcing some responsibilities to
constabulary forces. Subsequent analysis of advantages may result in reductions
or abandonment of resource commitment to support these initiatives.

Refocus more DoD attention on Asia while continuing to remain active in our
current relations. It would be useful to develop a broad base of military personnel
well schooled in Asia. These individuals would be officers who understand the
culture, history, speak the language, who would have lived in and interacted with
the citizens of Asian nations. This level of expertise will be needed to develop
both individual and institutional understanding of this area. Additionally,
curriculum changes in the war colleges and military curriculum in the training
base would improve the general sensitivity to Asia. The creation of additional
military command infrastructure within Asia would all more officers to serve in
this region and experience the size and distances of the Asian region. That

knowledge should then manifest itself in the developmental aspects of the force

DRAFT
11-L-0559/08D/16492
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(Provided to SecDef)
¢ Shifting to an advantage-based strategy, rather than one framed by capabilities or
threats, has substantial implications for our methods of analysis and the metrics
used to measure the military. For example this shift may necessitate changes in
the PPBS categories, or perhaps changes in the indicators and warnings or other ‘

aspects of intelligence sensitivity for understanding Asia.

DRAFT
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TO: Ken Krieg
FROM: Donald Rumsfeld DJ\'

SUBJECT: Transformation

May 19,2003 12:03 PM

I received this book, “Transformation Under Fire,” by Macgregor. Would you

look it over and see if there are things we ought to take into account. [ have not

had a chance to read it, unfortunately.
Thanks.

Attach.
Undated galley by Douglas A. Macgregor, “Transformation Under Fire”

DHR:dh
051903-29

Please respond by (”1/ 9”‘01/ 23

11-L-0559/0SD/16494
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Snoawflake

C(;éfj S"/’ﬁ
May 162003 5:03 PM

TO: Doug Feith

Powell Mog
e:f‘m.ﬂ%
FROM: Donald Rumsfeld 1\, (\
SUBJECT: Legal Fees

I think we simply have to get a piece of legislation proposed so that any person
like Tom Franks who is sued on frivolous war crimes charges is guaranteed full
legal support. I have found that the US government, depending on who is in
office, is ambivalent about the extent to which they do or do not want to support

people like that.

[ know Henry Kissinger has had to pay a pile of legal fees. It is unfair, and it is

something that ought to be stopped.

Please get me a proposal we can start circulating interagency, so we can

recommend some legislation.

Thanks.

DHR:dh
051603-18

Please respond by (-"/ 27 / 03

U16703 /03

11-L-0559/0SD/16495
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Snowflake

st |
May 16,2003 4:57PM -7

o
Vs

///
TO: Doug Feith

FROM:  Donald Rumsfeld ) {\

SUBJECT: NATO Construction in Brussels

Please get a memo to Nick Burns, with copies to the State Department,
recommending that he put a full stop to the construction of the new NATO
headquarters. I think it is a serious question as to whether NATO ought to be in
Belgium, and until we get this stuff straightened out, we ought not to allow that to

go forward.

Thanks.

DHR:dh
051603-17

Please respond by 5 / 232 / o

U16704 /03

11-L-0559/05D/16496
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7/31'4 Snowflake

197

4

May}&, 2003 9:31 AM

TO: LTG Craddock
Jaymie Durnan
Col. Bucci

FROM: Donald Ru msfeld/‘)

SUBJECT: Call w/Bremer

I simply have to have secure phone calls @ith Bremer alone. I have to getit’done.

It has to happen. I want it today if possiblé: 1 af Teast twice a week. )
Thanks. ‘:‘.}
J
DHR:dh -
0516037
SBASaAl G SRR EARSsARAdAAadaiAaAn AR A S AREARAREBRAERELAR AEAREBDAAAAGRARAAAERRARARE) \/3
o>
Please respond by
Y
C@é «gt)cc-l
/ J(n—
Jaymie Durnan ~
7] >
Lo N
o

U16705 /03
11-L-0559/05D/16497



'/)] 9] Snowflake

11

May}!(, 2003 2:09 PM

TO: Jaymie Durnan
LTG Craddock
CC: Col. Bucci

FROM: Donald Rumsfelcf/‘n\

SUBJECT: Call w/Bremer D
S : o

I need to talk with Bremer for about 10 or 15 minutes every day. Q crsorone. O

PﬁN OV S}:
Thanks. o ! e SLL\.Q_CQLA-O-Q J

i M - w’F@_m“g N

...... % Yhe &

./\/‘"

C_e"*ﬂ"cm \

ol
Qe/r\“e“”b'&' " e s

/i

—

Please respond by

Jaymie Durnan
520
N
U16706 /03 \»

11-L-0559/0SD/16498



Snowflake

May 19,2003 7:13 AM

TO: Marc Thiessen
FROM: Donald Rumsfeld (ib\

SUBJECT: Memorable Point

Let’s have a project where every time I give a talk, speech or press briefing, there

ought to be one single thing they would go away with and remember.

Thanks.

DHR:dh
051903-1

Please respond by S',/ 22 [o3

Ul6708 /03

11-L-05659/0SD/16499
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Snowflake

1

May 16,2003 12:11 PM

TO: Powell Moore

FROM: Donald Rumsfeld %

SUBJECT: Senator Ensign

I want to get Senator Ensign down sometime for breakfast or lunch.

Thanks.

DHR:dh
051603-11

Please respond by 5 / %v / 03

u16709 /03

11-L-0559/0SD/16500
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Snowflake

May 19, 2003 9:59 AM

TO: LTG Craddock
FROM: Donald Rumsfeld /\-‘}

SUBJECT: Guard and Reserve

Please take a look at this memo of December 21 and January 28, and tell me what

you think I ought to do with that. Is it OBE, or should I get IDA to do a study on N

it, as you suggested in January. So
o«

Thanks.

Attach.

1/28/03 CJCS response to 12/21/02 SecDef memo

DHR:dh
0519039

Please respond by 5 / 5o / 23

~
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U16710 /03 S

2o
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#3544

Snowflake
9:06 AM
TO: Gen, Dick Myers
CC: Admiral Giambastianid(
David Chu

FROM:  Donald Rumsfeld /\)1\

DATE: December 21, 2002

SUBJECT:

I think we are going to have 1o find a way 10 take all of the responsibility for
activating the guard and the reserve from the services, the joint forces command

and the combatant commanders and put them in one place so that the flow of

forces, whether it is active duty or reserves, is all in one location. We can’t do

anything skillfully the way it is currently dishursed. ‘ ?E ff%_.l' /}.\rp@j & .[
.“_é* T ) ‘;’.f@.

ek,
FETE A

Please come back to me with a recommendanon. . s
[ . ‘1&
Thanks. CIcs ? EPoONSE
Amacked
DHR/azn
122102.05
]

Ll 'l Z

Please respond by: e oo

11-L-05659/0SD/16502






¥ Snowflake

May 19, 2003 9:17 AM

TO: LTG Craddock P‘h A m’&st
M €ed ko,»kmgj

FROM: Donald Rumsfeld

SUBJECT: FCS

I want to make sure we implement all of Larry Welch’s recommendations on the

Future Combat System.

0L~

Thanks.
Attach.
Summary of Report of the FCS Independent Assessment Panel

DHR:dh
051903-8

Please respond by b / b / 03

S~

~
U16711 /03 §

L\
N\AR
11-L-0559/0SD/16504






May 19,2003 9:09 AM

TO: Jaymie Durnan
FROM: Donald Rumsfeld’w

SUBJECT: Response to Red Cross

Please have someone prepare appropriate responses to this letter from Debbie
Hasty and see that the letters in here are delivered to the people they should be
delivered ta. These were brought to me by one of my high school

were in this past weekend.

Thanks.

Attach.
5/16/03 Hasty lir to SecDef w/attachments

DHR:dh
051903-6

Please respond by b/ 4 / 03 _;’}1 f

11-L-05659/0SD/16506







May 19,2003 8:07 AM

TO: Steve Cambone
FROM:  Donald Rumsfeld /\ﬂ

SUBJECT: Threats

The threat from land attack cruise missiles and lethal unmanned aernal vehicles is

(B2

obviously going to grow and have serious implications over the coming five or ten
years. What would you suggest I should do 10 make sure this Department is
focusing on that, making the right investments, and developing the right doctrine,

training and exercises to be prepared for i1?

Thanks.

DHR dh
051903-4

Please respond by 6’/ ‘j'o/ a5

2

Ulé6713 /703

L

11-L-0559/05D/16508



EF-5557Y

Seor ¢ [3
May-31;2003 8:45 AM
TO: Steve Cambone
Doug Feith
CC: Gen. Pace

FROM: Donald Rumsfeld /llq\“

SUBJECT: Priority List

I must have the priority paper back, coordinated and with your recommendations.

These delays have to end.

Thanks.

DHR:dh
053103-5

8o

Please respond py

C6-02-03 11:15 (4

11-L-0559/0SD/16509 Ulé6728 703
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Snowflake

May 19, 2003 10:48 AM

TO: Torie Clarke

Ce’

S ‘
FROM: Donald Kumsfeld PH)\

SUBJECT: History Channel Programs on Saddam Hussein

Is there any way to get more of this material about Saddam Hussein’s “Butcher of
Baghdad” and “Reign of Terror” from the History Channel out to the public? It is
just amazing stuff, and people don’t know it. If you have not seen it, make sure

you do.

Thanks.

DHR:dh
051903-18

Please respond by ___ > / 3ofo3

U16755 /03

11-L-0559/0SD/16510
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May 19,2003 10:45 AM

TO: LTG Craddock
FROM: Donald Rumsfeld !7/L
SUBJECT: IIA Brefing

Please te]l Bremer that sometime this week I would like a briefing on the progress

toward an Iraqi Interim Authority.

Thanks.

DHR:dh
051903-17

Please respond by ___ 5 / - 5/ 03

~~
~

3
V16761 /03 3
\Y

N
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May 20,2003 7:17

e

e

Y
TO: Torie Clarke /

FROM:  Donald Rumsfeld 'Y}\

SUBJECT: Rebuttal

Article #42 in the Early Bird is just outrageous. [ don’t know who Lawrence
Kaplan is, but we are doing just the opposite of what he is saying. I cannot

imagine where he got this nonsense.
You might want to do something about it.
Thanks.

Attach.
Kaplan, Lawrence F. “Early Exit,” New Republic, May 26, 2003, p. 18.

DHR:dh
052003-9

Please respond by 5/ G / 05

Ul16762 /03

11-L-0559/08D/16512
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10 join them. At the same time,
the Bush administration must
persuade the Sharon
government to accept the road
map as the best route to Israeli
security.

America, lsrael and the
Palestinians know where they
must go in stopping terrorism,
and they have a detailed map
how to pet there. There's no
excuse for not seizing this
opporiunity to  create a
structure that can save lives.

New Republic
May 26, 2003
Pg. 18
42. Early Exit
Why the Bushies want out of
Irag.
By Lawrence F. Kaplan

At long last, the military
brass, Defense  Secretary
Donald Rumsfeld, his civilian
advisers at the Pentagon, and
even the State Department
agree about U.S. policy toward
Irag. They all support an
administration plan that calls
for a fairly rapid drawdown of
American forces there;
Whereas the United States
currently has 130,000 troops in
Irag, by the fall it intends to
have just 30,000,

Unfortunately, the plan is
an enormous mistake. As
America's soon-to-be former
proconsul in Iraq, retired
General Jay Gamner, explained
wo weeks ago, "Before we
begin  the  reconstruction
successfully, we have to have
security.” And, as the
experience of the last month
has amply demonstrated, even
130,000 troops are barely
enough to provide security in
Iraq. A simple point, one might
think. But not when one passes
through the Jooking glass that
is the U.S. occupation of
Trag--an occupation that, for
reasons that have as much to
do with political theology as
with the particulars of Irag,
administration officials insist
isn't really an occupation at all.

On the ground, American
military commanders have
shown little interest in
employing their troops as a

constabulary force. Operating
under  strict  rules  of
engagement and orders that,
according to  Michael R.
Gordon and Eric Schmitt of
The New York Times, risk
"leaving some areas of Iraq
uncovered or with a minimal
troop presence,” the U.S. Army
has hunkered down even as
Iraq appears at times to be
coming apart around it. And
the military, in the person of
Lieutenant General David
McKieman, the land
component commander in Iraq,
continues to have the most
important say on security
matters inside the country.
McKieman fully shares the
reluctance to act like an
occupying power of the
civilians above him, "Ask
yourself if you could secure all
of California with 150,000
troops,” McKiernan said last
week. "The answer is no. The
ultimate answer rests with
Iragis being in control of their
counwy.”

Fair enough. But the
question isn't merely how
many troops you have on the
ground; it's what you do with

them. “"The real issue is the
need for active security
operations,”  says  Michael

Vickers, an ex-Special Forces
officer and military analyst at
the Center for Strategic and
Budgetary Assessments, “and
that's already clashing with the
Army's culture of force
protection." Indeed, some of
the fateful decisions of recent
weeks, among them the failure
to prevent the looting of
Baghdad's National Museum,
were actually made by military
commanders on the ground
(and duly seconded by their
civilian superiors).

The military, of course,
takes its cues from the
secretary of defense. And
Donald Rumsfeld's message
has been straightforward: Pack
lightly--you won't be staying
long. "The coalition has no
intention of owning or running
Iraq," Rumsfeld said two
weeks ago, repeating exactly
the phrase he had applied
earlier 10 Afghanistan.

Rumsfeld, needless to say, is
no advocate of nation-building.
As he explained in a February
speech titled, appropriately
enough, "Beyond Nation
Building," "In some
nation-building exercises,
well-intentioned foreigners
ammve on the scene, Jook at the
problems, and say, 'Let's fix it.'
.. When foreigners come in
with international solutions to
local problems, if (they are) not
very careful, they can create a
dependency.” Rumsfeld's
“aversion to nation-building is
instinctual, and Iraq is no
exception,” says one Bush
adviser. "The view is, U.S.
forces should be preparing for
the next conflict, not cleaning
vp after the last.”

Hence, the secretary of
defense, who advised scaling
back America's participation in
multilateral peacekeeping
operations in the Balkans and
the Sinai and plans to shutter
the Army's Peacekeeping
Institute, now makes the
remarkable case that the United
States should scale back its
participation in an American
peacekeeping operation.
Accordingly, he has
recommended that American
forces be pared down from five
1o one or two divisions within
months, advised that foreign
troops take their places in
northern and southem lraq, and
proposed moving a sizable
bulk of the U.S. contingent to
remote Iraq) bases even sooner.

While it's hardly surprising
that the military brass and
Rumsfeld would support a
rapid troop withdrawal from
Iraq, the idea is also strangely
popular with the Pentagon's
neoconservatives--who  went
into Irag with the high-minded
aim of building a democracy
there. But assurances from
Iragi exiles, such as Iraqi
National  Congress  leader
Ahmed Chalabi, that Iraq
would  reconstitute  iself
guickly and in a manner
congenial to the United States
led Pentagon planners to
underestimate the enormity of
the task ahead of themn. In fact,
the Defense Department did

11-L-0559/0SD/16513

nage 30
not even begin  postwar
planning until late January.
When, for example, Army
Chief of Staff General Eric
Shinseki told a Senate hearing
in February that occupying fraq
would require hundreds of
thousands of American troops,
Deputy Secretary of Defense
Paul Wolfowitz replied that the
figure was “wildly off the
mark." Postwar France, not
Haiti, was the model.

Nor have the experiences
of the last four weeks budged
many Pentagon officials from
this belief. Echoing Chalabi's
contention that a lengthy
occupation "is predicated on
keeping Saddam's existing
structures  of  government,
administration, and security in
place,” they wish to diminish
America's "footprint”--and
cede power to Iragi exiles--as
soon as possible. A prolonged
U.S. occupation, they maintain,
runs counter to the aim of Iraqi
democracy and will surely tum
Iragis against their occupiers.
“If there's still a sizable U.S.
presence a year from now," one
official said last month, "we
will have failed.” Moreover,
the speedy resolution of the
war, after a first week of
doom-and-gloom  predictions
from the media, has only
bolstered their certainty that
press reports of a security
vacuum are overblown.

At the State Department,
the situation is almost exactly
the reverse. Before the war,
State  Department  officials
were outspoken in their belief
that the Unijted States would
need (0 maintain a sizable
troop  presence in a
post-Saddam Hussein Iraq. At
a February Senate hearing,
Undersecretary of State Marc
Grossman predicted American
forces might have to stay in
Irag for up to two years, and
Colin Powell’s former Middle
East point man, Anthony Zinni,
said at the same hearing, "The
idea that there's an exit strategy
or (that) we leave is naive"
But State Department officials
now claim these predictions
mostly reflected reservations
about the war itself.



Snowflake

May 20, 2003 6:57 AM

TO: Jaymie Durnan

FROM.: Donald Rumsfeld(o‘]

goor

SUBJECT: Certificate t

omised Jerry Bremer we would get him one of those certificates like my

Secretary of Defense certificate. Would you please have the White House do it?

DHR:dh
052003-3
SMABABAREEASRRARARARYPRERARARERED
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Snawflake

May 20,2003 6:55 AM

g 5B
TO: Powell Moore (X‘D‘J [

FROM: Donald Rumsfeld Vﬂ

SUBJECT: Thank You Letters

Duncan Hunter said he would have Rangel talk to you about the people we should

W
send thank you notes. We shouid be getting those kinds of things done quickly, "
but I still have not seen the letters. \:\
Please explain. “

U
Thanks.

DPHR:dh
0520032

Please respond by S / 2{ / °%

Ul16768 /03

go%¢p#
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' Snowflake

May 20, 2003 2:15PM

TO: LTG Craddock

Jaymie Durnan M)QQ -
S
CC; Col. Bucci 1 lﬂl? ‘S%/

FROM: Donald Rumsfeld 71

SUBJECT: SOS/Chowder & Marching Breakfast

Here is an invitation for me to speak to the SOS/Chowder & Marching breakfast.

%%) qc /oo

I would like to accept it. I think it is on a Wednesday morning,. ‘-\

Thanks. & - ‘Yﬁ%

[ .4
Attach.
5/20/03 Cong. Bass Itr to SecDef (delivered by hand)

DHR:dh
052003-14

Please respond by :/ 2o [03

{ﬁ’éﬂff

U16769 /03
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CHARLES F. BASS ENERGY AND COMMERCE COMMITTEE
20 DiISTAICT, NEW HAMPSHIRE » SPBCOMMITTEE ON COMMERCE, TRADE,

AND CONSUMER PROTECTION
2421 RAYBURN BUILDING

« $UBCOMMITTEE ON ENVIRONMENT
' WASHINGTON, DC 20515-2902 AND HAZAROOUS MATERIALS

el Congress of the United States - suBgourTEE onversiGr
web page: www.house. govibass ‘ « SUBCOMMITTEE ON TELECOMMUNICATIONS
pag SECDEF HA@M[ Repregentat'hes . \O A HEWTERNET

MAY 0 2003 ,w .;y Ny

~

May 20, 2003 \)\ v\
Secretary Donald Henry Rumsfeld
Department of Defense Q" \.’Q
The Pentagon /_W (P /
Washington, D.C. 20230 QD .,X >
Dear Secretary Rumsfeld: v«at

1 am writing to extend an inG&Qtion to you to be a guect speaker at @ regular breakfast
meeting of the House Wednesdayhowder & Marching groups. The group is made up of
Members of Congress and former Mefibers. Generally, attendance ranges between 20-30
Republican members representing diverse interests and wide spread geography.

SOS and C&M were founded as individual Republican clubs over 40 years ago and have
included such distinguished members as Gerald Ford, John Rhodes, Dick Cheney and Jack
Kemp. These two clubs along with the Wednesday Group meet together every Wednesday
moming at 8:00 a.m. in the Members’ Dining Room of the Capitol building when Congress is in
session. The breakfast meeting is always a Members-only, off-the-record session.

During the 107th Congress, we discussed a wide array of issues with members of the
President's cabinet, the print and broadcast media, economists, authors and business leaders. The
group would be delighted to hear from you. Traditionally, most speakers present about twenty
minutes of remarks followed by Q&A. Lindsey Lorinovich, of my staff, will follow up by
telephone.

Again, this breakfast is held every Wednesday. I realize you have many demands on
your time; however, any consideration you are able to give to this invitation would be

appreciated!

Sincerely,
’

;;ar ies e . Eass f
Member of Congress

CFB:1l

REPLY TO
(0 142 NORTH MAIN STREET [ 170 AN STREET 0 78 MAIN STREET (O ONE WEST STREET
CONCORD, NH 03301 NASHUA, NH 03060 SUITE 2¢ SUITE 208
(603} 226-0249 (603) B89-8772 LIFTLETON, NH 03661 KEENE. NH 03431

11-L-0559/0SD/16517 ™ -



TO: LTG Craddock
Jaymie Durnan

FROM: Donald Rumsfelm\

SUBJECT: Crime Numbers

Please validate the crime numbers. I am afraid to use them unless 1 am absolutely

certain they are correct.

Thanks.

DHR:dh
052003-12

Please respond by S / 12 / 03

ule771 /03

11-L-0559/0SD/16518
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2002 Crime Statistics

Sources
City Crime Statistic Source
Albugquerque, N.M. Albuquerque Police Dept
Los Angeles, CA Los Angeles Police Dept
New York, N.Y. New York City Police Dept
Washington, D.C. Washington D.C. Metro Police
Paris, France Vocal, U.S. Embassy, Paris
Moscow, Russia U.S. Embassy Moscow, Russia

11-L-0559/0SD/16519



2002 CRIME STATISTICS

# OF MURDERS # OF R/LUT PER

AVERAGE # OF PER MONTH MONTH
AVERAGE # ROBBERY / (ADJUSTED TO (ADJUSTED TO
OF MURDERS LARCENY/THEFT POPULATION POPULATION
CITY POPULATION PER MONTH PER MONTH OF BAHGDAD)* OF BAHGDAD)*
Baghdad 5,600,000
Albuquerque, N.M 448,607 4 2,680 50 33,455
Los Angeles, CA 3,694,820 54 12,995 82 19,696
New York, NY 8,008,278 49 10,863 34 7,596
Washington, DC 572,000 22 3,247 215 31,793
Paris, France 2,110,000 35 13,620 93 36,148
Moscow, Russia 9,000,000 106 5,027 66 3,128

*These numbers project a local crime rate to adjust for a population size
to match Baghdad (5,600,000)

Prepared 5/21/2003 2:05 PM
11-L-0559/0SD/16520
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Snowflake

May 20, 2003 6:50 PM

TO: Powell Moore
CC: David Chu

FROM: Donald Rumsfeld /m\

SUBIJECT: Senator Stevens &(3}
G
Please make sure that you get Congressman Davis and David Chu to talk to ~

Senator Stevens about the personnel issue, and let’s see where he really is on it.

Thanks.

(1335};3(:)?23 = ;...‘Q L QE_CM wmkoa

Please respond by __> 7 o / 03

G
Q
U16773 /03

\)
W

11-L-0559/0SD/16524



Snowflake

May 20, 2003 2:43PM

TO: Gen. Franks
cc e
CC: Gen. Myers

FROM: Donald Rumsfeld ‘Oi\

s,
b

SUBJECT: Codel Restrictions.. - - o - o,

e ke i e 5 e i i

PO
e e o S \N
P R

" The more I think about it, the more I want to loosen up the restrictions on Codel \ N

visits in Iraq. It would be a good thing for them and the world to see the mass
graves and some of the prisons and torture chambers, and for them to develop

conviction. It also would help for them to see the positive things that are

.-/I
happening, like what Petraeus is doing up north. /_,,r-"‘"
e
Thanks. e ———
DHR dh
032003-16

Please respond by ___ S ! 2 ‘Z// 03

Q
AN

Q

-

AN
U16776 /03
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Snowflake

A
May 21,2003 10:55 A
TO: Torie Clarke
FROM: Donald Rumsfeld {u\
SUBJECT: Quotes on DefenseLink
Every time I look at DefenseLink, I notice that the quotes they have are anywhere
from a week to two weeks old. Why don’t we refresh this thing more often? T
Thanks. }'J
—J
-
DHR:dh
05210317
Please respond by Eﬂ o[03
SO
e
¥
V16777 /03 @M

11-L-0559/05D/16526



May 21,2003 7:37 AM

TO: Doug Feith

FROM:  Donald Rumsfeld |} o

SUBJECT: Elections \(g

Here is a letter I want to send to Jerry Bremer. Why don’t you think through what

the answer ought to be and then handle it for Jerry with him.
Thanks.

Attach,
5/19/03 Hutar ltr ta SecDef

DHR:dh
052103-7

Please respond by g'éu / 03

§
U16778 /03¢
Q
¥
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Snowflake

May 21,2003 7:05 AM

TO: Jaymie Durnan 3’3’)\/

LTG Craddock W v

FROM:  Donald Rumsfeld(n {\

SUBJECT: Personnel

I need an hour and a half twice a week on personnel until we get this business

solved. ?

Thanks. ; LD = le
_ S

~SE

|
DHR:dh
052103-2
LASSAASASSANAAREAANESCAdCSARSAREAaELASRARARARERARAGRAARRARRARARREARARARARRARI

Please respond by ___ 9 ! 2{ I oJ

U16779 /03

11-L-05659/0SD/16530
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Snowflake
-

May 21,2003 11:54 AM

TO: ADM Clark
CC: Gen. Myers
FROM: Donald Rumsfeld ?’"

SUBJECT: Dominican Republic

Y
Do our ships ever make port visits to the Dominican Republic? % :
There is a country that is very friendly, very helpful and very cooperative, unlike

Puerto Rico, which has been uncoaoperative. )
Thanks. “%
DHR :dh

052103-18

Please respond by G’{/ b / 03 6ls
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May 21,2003 7:11 AM

TO J.D. Crouch
FROM Donald Rumsteld \J\

SUBJECT: Nuclear Questions

Please look at the transcript from the May 20 press avail and the questions from

1976/l

Squitieri of USA Today. He claims there is a difference between a deep-penetrator
and a battlefield weapaon less than five kilotons. Tdon’t know what he is talking

about. Is he right?

Thanks.

DHR:dh
052103-5

Please respond by 9) ! 2503
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May 21,2003 9:53 AM

TO: LTG Craddock m\,&pf/@

FROM: Donald Rumsfeld f}\

SUBJECT: Papers

&
N

disarmagming of weapons in Iraq and disestablishing the ministries of defense. I 3
RN

Please try to make sure that I get the papers from Feith and Haynes on the

need them today.

Thanks.

DHR:dh
052103-15

Please respond by (—?'I (X / 02
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May 22,2003 8:44 AM

TO: Powell M _
CC: Jaymie Duman
Gen. Pace

FROM:  Donald Rumsfeld PN

SUBJECT: Congressman Rogers

Congressman Mike Rogers told me he was involved in trying to get some burn
victims out of Baghdad into Kuwait, so they could be flown to Germany for
assistance. He said he had arranged all the payments for everything, except the
flight from Baghdad to Kuwait. All he had to do was get them to a commercial
airline. The commercial airlines would fly them free, and the hospitals would take
care of them free. The good will would be enormous. He had enormous

bureaucratic problems with this.
Could you please have someone get the facts on that for me.

Thanks.

DHR:dh
052203-16

Please respond by QW 5; / 1’-'7/ 0>
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Snowflake

May 22,2003 8:05 AM

e
PR R
-

TO: Jaymie Durnan —

FRO ﬁonald Rumsfeld ’) A

SUBJECT: Ben Cohen W SEN A,
'-'v.’ j

Is Ben Cohen working in the Pentagon now? If so, please tell me what Beiis - ¥ ony
doing. He used to be the staff director for the House Repubhican Policy

Committee.

Thanks. . ;(‘ M
o A5 .
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Snowflake

May 22,2003 8:05 AM

TO: Peter Rodman
CC: Powell Moore
ADM Clark

FROM:  Donald Rumsfeld W

SUBJECT: Hydrogen M

Congressman Dana Rohrabacher mentioned something about hydrogenffor the

£9/

Navy. He said he had passed you the information.

Would you please see that Vern Clark gets it, and then have Vemn let me know

what he thinks of it.

Thanks.

DHR:dh
05220313

Please respond by b / 13 /03
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Snowflake

May 22,2003 8:05 AM

TO: Powell Moore p-l/‘ga /—_
FROM: Donald Rumsfeld

SUBJECT: Congressman Mike Turner

Someone said that Mike Turner of Ohio did a good job in turning back
amendments on the floor. Could you please find out what he did, see if I should

write him a note and then draft it for me?

Thanks.

DHR:dh
052203-14

Please respond by ___ 5 / 22 '/ 23
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Snowflake

May 22,2003 8:01 AM

TO: Dov Zakheim
CC: Torie Clarke
Powell Moore
FROM: Donald Rumsfeld ?’\. =
’ ot
SUBJECT: Getting the Story Out S—_’
Congressman Nussie of the Budget Committee said yesterday that he thought we
were being attentive to taxpayers’ money, but he really thought there ought to be a
way we could show the taxpayers that we were being attentive.
ey
Should we begin to think of how we can say we have saved money on different
things and what we are trying to do? I think that is a good idea.
Thanks.
DHR:db
052203-11
Please r:espond by b / L / 0> .
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Seut 531 OH

TO: Dov Zitkheim
FROM:  Donald Rumsfeld (/\
SUBJECT: Savings

Where are the lists that show we are saving money in different things around here

and that we are respectful of the taxpayers’ dollars?

Thanks.

DHR:dh
0353003-7

Please respond by 2 ! 4 / 03
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1.

DoD Stewardship of Taxpayer Money

Adopt and support the right strategy
2001 QDR blueprint to transform U.S. defense to reflect 21* century realities.

NPR recommended New Triad geared to realities of post-Cold War.
Missile defense: new direction and way of budgeting (consolidate various $ pots)
Near-term requirements balanced with Jong-term transformation.

Acquire the right military capabilities

» Over $80 billion shifted from old to new plans for FY 2004-09 - for early
termination of acquisition programs and other efficiencies.

Increased investments in transformation goals, Science & Technology.
New ways to fulfill military missions, ¢.g. unmanned vehicles.

Better focus on new threats: SSGN conversion, increased SOF.

Skip ahead to better technologies/systems: CVN-21, DD-21 1o DDX.

3. Change how U.S. military fights

o Joint operational concepts: interoperability, info superionity, intelligence,
precision, speed, range, mobility, survivability, lighter logisncs burden.
¢ New Unified Command Plan, greater roles for SOCOM and JFCOM.

Put people first

o Military compensation; Both added dollars and better distribution of funds
through targeted pay raises for people who are hardest to retain.

¢ Privatization leverages budgets to yield quality housing faster: over 92,000 units,

Achieve passage of Defense Transformation for the 215t Century Act

o National Security Personnel System; better military personnel management.

e Transformed acquisition process, range preservation initiative,

e DoD reorganization, greater flexibility for appropriated funding, fewer reports.

Improve defense acquisition

o Spiral development and other initiatives speed fielding of new systems.

¢ Realistic funding: FY 2002-03 requests added $8 billion to key programs.
¢ Rationalizing long-term program, most notably tactical aircraft.

Streamline and upgrade DoD fFacilities

¢ President’s and Congress’s support for new 2005 BRAC round remains critical to
achieve more streamlined, cost-effective facilities infrastructure.

o Once fully implemented. BRAC 2005 will save about $8 billion per year.

o Facilities recapitalization: FY 2002-03 PB added about $2 billion per year.

8. Overhaul internal DoD programming/budgeting

¢ Balanced scorecard and performance metrics to guide budget decisions and
improve programs.
¢ New process: combined program/budget review, 2-year cycle, execution review.

11-L-05659/0SD/16544



9. Modernize business management systems

s The Department’s 2,000 business systems are being transformed by eliminating

some of them and overhauling the rest. The Business Enterprise Architecture is
guiding the transformation. It will standardize and integrate systems, enabling
them to generate timely and accurate business information for DoD leaders.

10. Advance other management improvements

Senior leadership is in charge through Semor Executive Council, Business
Initiative Council (BIC), and Defense Business Board, and use of the Management
Initiative Decision (MID) process. Below are highlights of MIDs.

Competitive Sourcing (MID 907): Directs studies of 226,000 DoD positions to

determine which public or private organization can best provide the functions of

those positions. Once the results of the studies are implemented, savings for

FY 2006-2009 would likely exceed $300 million.

Personnel Security Investigation (PSI) (MID 908): DoD is seeking statutory

authority to transfer the PSI function to the Office of Personnel Management,

which would make it the central pravider of these services for the federal
government. This would eliminate redundancy and other inefficiencies, and is
projected to save $160 million.

Defense Agencies (MID 909): Examples of proposals include:

* For the Defense Logistics Agency (DLA): Divest its Document Automation
and Production Service, finance various logistics studies from within available
resources, and demolish obsolete fuel facilities,

* For Defense Contract Audit Agency (DCAA): Conduct pilot test for
outsourcing its audit workload.

BIC Initiatives (MID 902): Examples include:

®  Cell phone econgmies: Achieve savings by pooling and bundling unused cell
phone munutes by organization, installation, or regional level. This initiative
now has been broadened to encourage users to obtain flexible cell phone plans
that are tailored to their needs and most cost effective.

v Alternatives for outsourcing. This advances the use of several efficient means
for outsourcing non-core DoD functions to the private seclor. Such means
include direct service contracts and the commercial cost comparison option
permitted by the Federal Acquisition Regulation, One example: One DoD
organization outsourced its desktop computer services by defining them as a
new requirement, then negotiating with the private sector for the efficient
providing of those services.

v Web-based processing. For DoD contracts, convert from paper-based to web-
enabled process. This would speed up processing, make payments more timely
and thus reduce penalties against DoD, and save operating costs.

11-L-05659/0SD/16545



Snowflake

May 22, 2003 7:42 AM

TO: Marshall Billingslea
FROM: Donald Rumsfeld A
SUBJECT: SOCOM Event

Thanks so much for the feedback on the SOCOM event. 1am delighted it worked

out so well.

Regards.

DHR:dh
052203-6
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Please respond by
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May 22,2003 7:28 AM

TO: Jerry Bremer

CC: Jay Garner
Larry Di Rita
Paul Wolfowitz
Gen. Myers
Gen. Pace

FROM:  Donald Rumsfeld’\)\

SUBJECT: Oil and Democracy

Attached is a memo | dictated after a visit with Alan Greenspan. I think you will

find it interesting.
Thanks.

Attach.
5/21/03 SecDef memo to USD(P) re: Qil and Democracy [052003-19]

DHR:dh
052203-2
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May 21,2003 9:45 AM

TO: Doug Feith
FROM: Donald Rumsfeld Dﬂ

SUBJECT: Qil and Democracy

Alan Greenspan came by to see me. The subject was oil and democracy.

QOur discussion was along these lines:

We must keep the revenues from oil away from govemment. Throughout the
world, underdeveloped countries with oil have wasted the revenues. They have
been stolen, misused and used to suppress the population.

In the old days, the people of a country could swarm over a small minority that
was robbing them or repressing them. Not so today. Small minorities—bullies—

can use technology to successfully repress majorities. Repression works because
of modemn technologies.

The goal in Iraq from the outset should be to get the oil revenues into the hands of
the Iraqi people. One approach might be to establish four or five mutual funds and
put the revenues from oil and gas into them. They would be owned by the Iraqi
people. The plan would be to take a small portion of the revenues of the funds,
and pay them to the owners of the funds, all adult Iraqi citizens. There are issues
as the definition of an Iragi citizen (for example, are the people who just returned
Iraqi citizens) but those issues could be dealt with.

Fortunately, the average income in the country is so low that it could make a
significant difference and substantially affect the annual income of the Iraqi
people by giving them a relatively small amount of money. Each of the funds
would pay exactly the same monthly dividends, regardless of their varying

SucCcesses.

The rest of the funds’ income could be for:

1. Strengthening the oil infrastructure, improving liftings, building
pipelines, and finding more efficient ways to do things.

11-L-0559/05D/16548



2. Other infrastructure in the country that will benefit the Iraqi people and
contribute towards increasing private sector economic activity and the
economic well-being of the country.

3. Loans for small businesses. If the fund made loans for small businesses,
it could help to develop a middle class, an entrepreneurial class, people
who would develop material values, which could then begin to create in
the Iragi people a sense of progress. This could weaken the pull of
Islamic fundamentalism.

Democracy

Democracy is linked to this idea. Democracy can be dangerous in the sense that
if you have a group of people who have spiritual values but not material values
and have not practiced the art of compromise, if they go too fast to an election by
majority rule, it could end up with a permanent mistake—one vote, one time—and
another Iran-like theocracy.

In short, we need to lay a foundation for self-government. The way to get a non-
theocratic system is to go slowly. People have to begin to see what is in it for
them.

That suggests we should not rush to have elections. We can have votes on things
like city councils with a limited mandate—to help get sewers fixed, help get the
garbage picked up, help get policemen out. Otherwise, the fundamentalists will
very Jikely sweep, in a way that is disadvantageous to the people in terms of their
long-term future and benefit.

Democracy involves choosing between things. If the people don’t have things to
choose between and there are strong, dominant theocratic forces, the outcome may
be an unhappy one.

In short, the management of the oil revenues could conceivably help to begin to
lay the foundation for movement towards democracy.

Thanks.

DHR:db
052003-19

Please respond by
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Snowflake

May 22,2003 10:26 AM

TO: Powell Moore

CC: Jaymie Durnan

FROM: Donald Rumsfeld /»

SUBJECT: Meet w/Cong. Hunter

We have to arrange for me sit down with Duncan Hunter before the conference to

go over the things on BRAC and some other things in the bill that we want taken

out.

Thanks.

DHR:dh
05220324

Please respond by 6 / (o/ 03
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. Snowflake

May 22,2003 10:14 AM

TO: Torie Clarke
CC: Jim Haynes
FROM: Donald Rumsfeld%

SUBJECT: Richard Perle

Why don’t you get Jim Haynes to draft a letter about Perle serving on the Defense
Policy Board—what the ethics policies for the Board members are and that he has

obeyed them.

We also ought to possibly have Jim talk to somebody at the Center for Public

Integrity and make sure they understand what the facts are.

Thanks.

Attach.
Kass, John. “Perle’s Actions Indefensible in Light of Bush Vow,” Chicago Tribune, May 21,
2003.

DHR:dh
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- Perle's Actions Indefensible In Light Of Bush Vow Page 2 of 2

"Perle is in conflict," said Charles Lewis, director of the Center for Public Integrity, a
Washington-based ethics watchdog group.

"Over the past several months there have been two or three incidents reported where it seems
that he's made or tried to make a buck from his Defense Policy Board access," Lewis told me in a
telephone interview Tuesday. "Except for news reports, 1 don't hear any great outcry, and that's
unfortunate, You know how Washington scandals go. There's a story or two, and then if it dies, it
dies."

Well, I don't think this one should die.

According to a May 7 story in the Los Angeles Times, Perle and other members of the Defense
Policy Board received a classified briefing in February from the "super-secret Defense
Intelligence Agency on crises in North Korea and Iraq.”

“Three weeks later,” the paper reported, "the then-chairman of the board, Richard N. Perle,
offered a briefing of his own at an investment seminar, on ways to profit from possible conflicts
with both countries.

“Perle and his fellow advisers also heard a classified address about high-tech military
communications systems at the same closed-door session,” the Times reported. “He runs a
venture capital firm that has been exploring investments in that very area.”

I wrote about Perle in March after he resigned the chairmanship of the Defense Policy Board
over other news reports that he sought defense-related business for a private company, Global
Crossing, while running the board. Perle said the criticism was "monstrous.”

After Perle resigned, I left it, figuring that the resignation was necessary and reasonable. What I
didn't figure was that he would resign the chairmanship but remain on the board. And I didn't
figure that Bush and Rumsfeld would keep him there.

You wouldn't accept that shell game from your local PTA, so why should we accept if from our
White House?

"He never really resigned,” Lewis said. "He's still on the board. Republicans won't embarrass the
president with congressional hearings, and the Democrats won't pursue it either, perhaps because

they've made political calculations and there are prominent Democrats on the board too."

If the Clintons had played it this way, Republicans would shriek their outrage. Now, though, the
Republicans are silent.

I saw Bush speak in Philadelphia three years ago. It looked as if he actually believed the words
coming out of his mouth. And I could hear him plainly.

I didn’t even have to read his lips.

http://ebird.dtic.mil/May2003/e240b6ls2085Q6B&D/ 16552 5/22/2003
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May 22, 2003 9:04 AM

TO; Torie Clarke
FROM:  Donald Rumsfeld’Y/&

SUBJECT: Points to Make

\.4

Here are some remarks Doug Feith made. If you will see the section marked at the
bottom of page 3, there are some things we ought to get out in the public if we '

haven’t already.

Thanks.

Attach.
Testimony on Post-War Iraq by Douglas J, Feith, May 15, 2003.

DHR:dh
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“ Testimony on Post-War Iraq by Douglas J. Feith Before the Committee on Intemnational R... Page 1 of 7
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Testimony on Post-War Iraq by Douglas J. Feith

Under Secretary of Defense For Policy Before the Committee on International Relations U.S. House of
Representatives 15 May 2003

Post-War Reconstruction
Mr. Chairman and Members of the Committee:

1 am pleased to have this opportunity to talk with you about the work of the Defense Department and the U.S. Government t¢
a free lraq on its feet and headed toward stable, democratic government.

Combat operations to liberate [raq moved speedily. From their start to the fall of Baghdad was a period of three weeks. Less
five weeks have elapsed since Baghdad fell. Stability operations are underway throughout Irag. Much work remains to be do
before the coalition’s military victory can be confimmed as a strategic victory.

As President Bush has announced, major combat operations in Iraq have ended. The Coalition continues to encounter attacks
from scattered, small elements that remain loyal to the former regime. Coalition forces are proceeding with so-called Sensitiy
Site Exploitation, working their way down a list of hundreds of locations that may contain materiel or information relating to
chemical, biological or nuclear weapons. Qur forces are rounding up, more or less daily, regime leadership fipures on our me
wanted list and are collecting information on the Saddam Hussein regime's ties to terrorist activity.

Meanwhile, the Coalition has the responsibility for the time being to administer Iraq for the benefit of the Iraqi people. The
Coalition is providing humanitarian relief, organizing basic services, working to establish security and creating the condition
the liberated Iraqis to organize a new government for themselves,

Some Reflections on the War

Before entering more deeply into the post-war issues, I'd like to spend a moment on the war itself. As Secretary Rumsfeld ha
said, military commanders and historians will study this war with care for many years. I think they will find much in the plan
and execution that was innovative, courageous and successful.

Some noteworthy points:

o Coalition forces began the ground war before the major air campaign. This gave us a degree of tactical surprise under
circumstances in which strategic surprise was clearly impossible.

¢ Our forces demonstrated flexibility. They were able to adjust to bad news — for example, General Franks re-routed thy
Fourth Infantry Division after the Turkish Parliament refused to allow it to stage from Turkey.

¢ We used special operations forces ta forestall particularly wormisome Iraqi options, such as missile attacks on Israel a
sabotage of the southern oil fields and oil terminals.

http://www.defenselink.mil/policy/spléc'fl:‘rﬁgﬁ@@ﬁm/ 16557 £rnimnna



Testimony on Post-War Iraq by Douglas J. Feith Before the Committee on International R... Page 2 of 7

¢ Our forces advanced rapidly into Baghdad to take advantage of - indeed to accelerate — the quick-paced collapse of
Saddam’s regime.

e And we used time-sensitive intelligence to attack high-value targets virtually instantly.

Allin all, General Franks and his team developed a plan that was careful and detailed with scope for daring, adjustment and
improvisation. It was a plan that reflected the essence of our new defense strategy, the acknowledgement that our intellipenc:
always and inevitably imperfect, that the future is uncertain and that we must plan to be surprised. General Franks’ plan allov
coalition forces to exploit opportunities rapidly, as they presented themselves.

I expect that historians will long debate the extent to which the plan helped us avoid many of the "horribles" that we foresaw
with concem (for example, large-scale refugee flows across Irag’s borders and Iraqi use of chemicat or biological weapons).
Whatever the historians’ conclusions on these difficult questions of cause and effect, however, we can be confident that they
judge the thought and action of General Franks and of the Central Command as a favorable reflection on the brains, skill and
character of the U.S. armed forces.

Post-war Objectives in Irag
Now that major combat operations in [raq are over, our policy goals remain:

o First, continue to demonstrate to the Iraqi people and the world that the United States and its coalition partners aspire
liberate the Iragis and not to occupy or control them or their economic resources.

e Second, eliminate [raq’s chemical and biological weapons, its nuclear program, the related delivery systems, and the
related research and production facilities,

¢ Third, eliminate Iraq’s terrorist infrastructure. A key element of U.S. strategy in the global war on tetrarism is exploif
the information about terrorist networks that the coalition acquires through our military and law enforcement actions.

¢ Fourth, safeguard Iraq’s territorial unity.

o Fifth, reconstruct the economic and political systems, putting Iraq on a path to become a prosperous and free country.
U.S. and its coalition partners share with many Iraqis the hope that their country will enjoy the rule of law and other
institutions of democracy under a broad-based government that represents the various parts of Iraqi society.

We are pursuing these goals with a two-part determination: a commitment to stay and a commitment to |eave.

e That is, a commitment to stay as long as required to achieve these objectives. We did not take military action in Iraq jt
to Jeave a mess behind for the Iraqi people to clean up without our Jending a helping hand. That would ill serve the It
the world and ourselves.

¢ But the United States and our coalition partners have a commitment to leave as soon as possible, for Iraq belongs to tl
Iraqi people.

When Iraqi officials are in a position to shoulder their country’s responsibilities, when they have in place the necessary politi
and other structures to provide food, security and the other necessities, the coalition will have a strong interest in seeing therr
their own affairs. It is our interest to hasten the day when Iraq can become a proud, independent and respected member of the
community of the world’s free countries,

We are encouraging contributions and participation from around the world — from coalition partners, non-governmental
organizations, the UN and other international organizations and others, We aim to transfer as much authority as possible, as «
as possible, to the Iraqis themselves. But the United States will not try to foist burdens onto those who are not in a position tc
carry them,

The Coalition Provisional Authority

When he declared Iraq’s liberation, General Franks, as Commander of the Coalition Forces, announced the creation of the
Coalition Provisional Autherity (CPA). The CPA serves, in effect, as a government pending the Iraqi people’s creation of a r

http://www.defenselink.mil/policy/s;;le;]c-kli/'ﬁlg)ﬁ_ 5??_’(9}%%/1 6558 §/1Q/7001



Testimony on Post-War Iraq by Douglas J. Feith Before the Committee on International R... Page 3 of 7

government. General Franks was initially the head of the CPA.

Last week, the President named Ambassador L. Paul Bremer to be his Envoy to Iraq and put him in charge of all civilian U.S
personnel in Iraq, including the Office of Reconstruction and Humanitarian Affairs (ORHA). On Tuesday, May 13% Secreta
Rumsfeld appointed Mr. Bremer as the head of the CPA, with the title of Admimnistrator.

It is distressing to see news reports to the effect that Mr. Bremer’s appointment reflects dissatisfaction with the work of Jay
Garner, the director of ORHA. These reports are false. Starting in late Januvary, Jay Gamer created ORHA from scratch, staff
from a dozen or so offices of the US Government, from our coalition partners and from the private sector and got it deployed
first to Kuwait and then, within weeks, to Baghdad, had ORHA manage the distribution of humanitarian assistance and bega
process of building the new Iraq both physically and politically. The job was immense, the conditions difficult in the extreme
the time short and the achievements, as I shall discuss in some detail, have been substantial. Jay Gamer has done superb worl
and deserves admiration and gratitude.

I would like to help set the record straight here: Secretary Rumsfeld decided in January to ask Jay Garner to organize the pos
war planning office in the Pentagon. | made the first call to Jay to ask if he would undertake the assignment. [n that call, 1
explained that the director of that office would build on the various post-war planning efforts that had been underway for mo
throughout the U.S, government. We conceived of the office as "expeditionary” in nature — the idea was that it would compri
the people who would, in the event of war, deploy to Traq as soon as possible to form the nucleus of the staff of the coalition’
post-conflict administration.

In that first call, I explained to Jay Garner that the director of the post-war planning office might or might not deploy to Iraq:
in any case, the intention was that a senior civilian administrator would be appointed in Iraq after the major combat phase an
that the post-war planning office (which became known as ORHA}) would report to that administrator. Mr. Bremer's appointi
fulfilled that original intention. People unfamiliar with this background have unfortunately misinterpreted events in a way th:
unjust to a fine man.

The Challenges Facing the Coalition Provisional Authority: Humanitarian Assistance and Reconstruction

Now I would like to turn to the work the Coalition Provisional Authority has just begun, as Iraq emerges from its long period
tyranny.

Humanitarian problems exist, primanly in the areas of electricity and water supply, but the overall situation is not desperate.

war caused much less damage than many expected - the major problems derive from the sad state of the pre-war infrastructu
and from post-war vielence by Baathists and ordinary criminals. The Coalition has managed to avert the humanitarian crisis

through a combination of unprecedented interagency planning and preparation and the skill of our combat forces. In recent p:
remarks, ICRC President Kellenberger, just back from Iraq, confirmed that there is not now a humanitarian crisis in Iraq.

It is useful to put our recovery efforts in Iraq in perspective. Iraq is a country that had been run into the ground by decades of
systematic oppression and misrule. Even before the war:

s Only 60% of Iraqis had reliable access to safe drinking water

o 10 of Al Basrah's 21 potable water treatment facilities were not functional.

70% of sewage treatment plants were in urgent need of repair and 500,000 metric tons of raw or partially treated sew:
was discharged into the Tigris and Euphrates rivers — Iraq’s water supply.

23% of children under 5 suffered from malnutrition.

[rag’s electrical power system (critical to its water system) was operating at half of its capacity.

80% of 25,000 schools were in poor condition — with an average of one book per six students.

60% of the population is wholly dependent on the UN wil-for-food program for subsistence.

The Coalition and the Office of Reconstruction and Humanitarian Assistance are working to return all sectors of Iraqi life to
pre-war baseline, and then to put Irag on a trajectory toward sustained improvement.

Security is the sine qua non for relief and recovery efforts, It is the Coalition’s highest priority. There has already been progr
Over half of Iraq’s provinces, including Baghdad, have been declared "permissive." Throughout Irag, the Coalition is screeni
and paying local police officers and often participating in joint patrols to address secunty concemns. We are bringing in
international police advisors to do retraining and are reopening courts. We are also working with the Iragi governmental

http:/fwww.defenselink.mil/poli cy/splgcakr-lgys 1559'6%)1%9 /16559 511972003
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The Coalition to Win the Peace
We have won the war in Iraq. We are committed to winning the peace.

The United States is not acting alone. We have worked with a coalition in prosecuting the war and we have a broad coalition
is contributing to stability operations and reconstruction. We are working also with the United Nations and various non-
governmental organizations. And, of paramount importance, we are working with Iraqis who are eager to create for themselv
government that will secure their freedom, build democratic institutions and threaten neither the Iraqi people, their neighbors
others with tyranny, terrorism, weapons of mass destruction or aggression.
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Snowflake

May 22,2003 7:52 AM

e
TO: Col. Bueci A’DJP(*JOQ /

4
%.:J
FROM: Donald Rumsfeldu\_

SUBJECT: Hospital

Are there any wounded folks from Iraq or Afghanistan in Walter Reed or Bethesda

who will be there this coming Sunday, May 25?

Thanks.

DHR:dh
052203-10

Please respond by ___© / 13 / >3

U16815 /03

11-L-0559/0SD/16561
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May 22,2003 3:25PM

TO: J.D. Crouch

CC: LTG Craddock
FROM: Donald Rumsfeld /Of
SUBJECT: St. Petersburg

Sergei Ivanov said he wants me to visit St. Petersburg in September. Ishould let

him know soon, so he can make arrangements for that.

Thanks.

DHR:dh
052203-3]

Please respond by _5/ o / 03
N

Ulé6816 /03

Z/Oé‘/léf €

11-L-0559/0SD/16562



May 22,2003 3:24 PM

TO: 1.D. Crouch
CC: LTG Craddock \

FROM: Donald Rumsfelc;v/(l"

SUBJECT: Ivanov

Sergei Ivanov said he wants to try to see me when 1 am at the Brussels meeting.
He could come in the night of 12 June or see me on June 13, the day of the
NATO-Russia meeting, or stay the night of June 13. He would like me to get back

to him and let him know, so he can plan his schedule.

Thanks.

DHR:dh
052203-30

Please respond by 5 { /"lﬂ")/ 03

Ul16817 /03

11-L-0559/0SD/16563
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Snowflake

May 22,2003 2:11 PM

TO: Steve Herbits

FROM: Donald Rumsfeld QL/

SUBJECT: Tilhe Fowler

Please make sure if you talk to Tillie that she understands it is for one year, and

that we are going to review all of these things every year.

Thanks.

DHR:dh
052203-29

Please respond by __° / 30/ 03

U16818 /03

11-L-05659/0SD/16564
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May 22,2003 10:34 AM

TO: Torie Clarke
FROM: Donald Rumsfeld ’w\

SUBJECT: Crime Statistics

Please fax these crime statistics over to George Will for me.

Thanks.

Attach,
512203 “2002 Crime Statistics”

DHR:dh
052203-27

Please respond by > / ad / 03

U16838 /03

11-L-0559/0SD/16565



2002 CRIME STATISTICS

# OF MURDERS # OF R/L/T PER

AVERAGE # OF PER MONTH MONTH
AVERAGE # ROBBERY / (ADJUSTED TO (ADJUSTED TO
OF MURDERS LARCENY/THEFT POPULATION POPULATION
CITY POPULATION PER MONTH PER MONTH OF BAGHDAD)* OF BAGHDAD)*
Baghdad, Iraq 5,600,000
Albuquerque, N.M 448,607 4 2,680 50 33,455
Los Angeles, CA 3,694,820 54 12,995 82 19,696
New York, NY 8,008,278 49 10,863 34 7,596
Washington, DC 572,000 22 3,247 215 31,793
Paris, France 2,110,000 35 13,620 93 36,148
Moscow, Russia 9,000,000 106 5,027 66 3,128

*These numbers project a local crime rate to adjust for a population size
to match Baghdad (5,600,000)

City Crime Statistic Source
Albuquerque, N.M. Albuquerque Police Dept

Los Angeles, CA Los Angeles Police Dept

New York, N.Y. New York City Police Dept
Washington, D.C. Washington D.C. Metro Police
Paris, France Vocal, U.S. Embassy, Paris.
Moscow, Russia U.S. Embassy Moscow, Russia

Prepared 5/22/2003 8:49 AM
11-L-0559/05D/16566



- Snowfake

May 22,2003 10:29 AM

TO: Steve Cambone
FROM:  Donald RumsfelT}\-

SUBJECT: Soup Campbell

Please take a look at this job description for Soup Campbell over at CIA and tell

me what you think we ought to do abaut j1.
Thanks.

Attach.
Brochure: “Associate Director of Central Intelligence for Military Support”

DHR:dh

052203-2%

Please respond by / 20/03

U16839 /03

11-L-0559/05D/16567



SuPPORT

In support uf the Deputy Direcmr for
Operations (DPO), the ADCI/MS shall;

-+ Assist in the development of mutually
supporting and integrated clandestine
operations between the Defense
HUMINT Service (DHS) and CIA.

+ Assist in the development of jomt
tent ¢ and triini .
between DHS and CIA.

*  Participute in the integration and
. ‘deconfliction of CIA covert action with
DoD conventional and Special Operatians
plans and operations.

X ovérseetng the Office of Milltary Affalrs
. (OMA), the ADCUMS will ensure that the -

&o’ﬂuwlng'hsks-m performed:

' Via the DCI representatives to the Unified Commands,

" the Joint Staff; sixd the Office of the Secrotaty of
Defense (OSD), the ADCYMS will erisure:

"+ CIA perticipation in'the JCS and Unified

Commands deliberate planning process.

» Liaison with the Joint Staff reganding
CIA support to military plans, cxercises, -
and aperations.

s CIA suppart to ICS and Unified Command
exercises and participation in DoD's Joint
Lessons Learned process.

Enhance and maintain education and outreach

programs from CIA to the military to inform them
of CTA roles, missions, and capabilities 10 support |
the warfighter. o

Participate in the organization, administration and

deployment of CIA campaonents of National
[neelligence Support Teams (NIST).

11-L-0559/0SD/16568
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VISION

Establish the Office of the Associate Director of

Central Intelligence for Military Support as the  *

- preeminent authority for support o the n'ulnzly

- throughout the Inteltigence Community (IC).
Improve and enhance intelligence support provided

10 the military by the IC at large and the CIA in
_particular, with the strategic direction of enabling
the successful accomplishment of the goals set forth
in Joint Vision 2010. '

MIissSION

SPECIFIED TASKS

.. The Associate Director of Central Intelligence for

- Military Support (ADCI/MS) serves as the principal

adviser to the Director of Central Intelligence (IXT)

on military issues. Subject to the guidance and
direction of the DCI, the ADCI/MS formulates,
recommends, coordinates, and when necessary,

L directs the implementatiob of IC policies on support
- for military forces plans, exewises, and operations.
The ADCI/MS reviews the allocation of IC
resources to ensure gdeguate support to the military
msthespoctrumofm .acxquisition, plans,
mmng and operstions. The ADCI'MS
coordinates, integrates, and deconflicts CIA

~ activities ini support of military plans, excrcises,

. and operations, and performs other duties as

| assigned by the DCT. . '

The ADCI/MS shall carry out the following
specified tasks:

Assist in representing the DC1 and DDC), as
requested, at NSC Principals and Deputies
Committee meesings.

Coordinate CIA suppon 1o deployed military
foroea across the specturn of engagement.

Conduct lisison with US Mililary Service
Intelligence Chiefs and their siaffs on 1C
palicies.

Facilitate IC support for military information
superiority progrems and information

aperstions.

Evaluate the adequacy of intelligence suppon

for military purposes including operations,
wezpons acquisition, end training.

Monitor the process of disseminaling sensitive
intelligence @ Joint Foroe Commanders and, where
appropriste, propase changes in the process
necessary (o ensure the dissernination of exsential
Represent the DCI an the Military Inielligence
Board and other interagency groups esiabli-
shed for discussion/resolulion of military
support issues,

11-L-0559/0SD/16569

SUPPORT

In support of the Deputy Director of Central

Intelligence for Community Management -
(DDCI/CM), the ADCIJ'MS shah:

Coo:dmatel(‘.pol}cyonsw
to the military.

Formulate, recommend, coondinate, and
when necessary, direct the implementation
of Intelligence policies on support to mili-
tary force plans, exercises, and opemuom.

Parnticipale in the requirements process o
ensure adequate consideration of military
requirements by the IC for deliberate and

crisia planning.

Review the allocation of IC rexources and
make recommendations for the allocation of
1C resources to provide adequate conside-
mation of military requirements wnd
pricrities in the budge! process.

Ensure adequate consideration of military
requiremnents and priorities in the planning -
and acquisition of intelligence collection,
processing, and dissemination systems.

.




Snowflake

May 22,2003 8:48 AM

TO: Powell Moore

FROM: Donald Rumsfeld m

SUBJECT: Congressman Wolf

Please let me know what is going on with Frank Wolf. He apparently sent me a

three-page letter in here that [ haven’t seen. Apparently, we didn’t let him get into

Iraq.

If I could give him a call and talk to him, it would be a help. Let me know what to

do. F Mﬁ o <b &WDO

Thanks.

DHR:dh
052203-17

(N RN NRNRNERERERINNENRRERERNEYRERNENREREENRRLRNRRRIRERARYNNRRNENDRNNR] ’..I..-l
Please respond by g ﬂ 203 (.a 0'1’”‘9

U16841 /03

11-L-0559/0SD/16570
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Snowflake

May 22,2003 10:04 AM

"TO: David Chu

FROM: Donald Rumsfeld Q‘\

SUBJECT: Death Benefits

R124

Please let me know what happens by way of a death benefit when one of our folks
is killed. We ought to consider possibly some sort of a minimum for families of

service members killed in action, regardless of years of service or rank.

Thanks.

DHR:dh
052203-22

Please respond by 57 27/ 0_3

Yy,
o

Ul16842 /03 %}
AN
11-L-0559/0SD/16571 -











