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« My staff is currently looking i&o the pogsibilities for a visit in
Washmgton next spring, A possible | opportunity ¢ould be in
connection with the sigharure 0f the Declaration of Principles
document (DoP) in May-June. This would also be an mterestmg
time for discussmns on'the NATO en]argemcm

s The visit wauld :lso give usthe oppormm:y to discuss our bilateral
relations. Within the Ministry, we are currently reviewing our co-
operation with the United’ States in several defence relatedareas. I
would of course be happy. to have a dialogue on this. work with jou. .
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December 19, 2001 2:15 PM

TO: [an Brzezinski
FROM: Donald Rumsfeld \N\ >
SUBJECT: Notes g
T
Here are the notes I used for my luncheon talking points on NATO in 20. ;’3
Thanks.
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SUGGESTED POINTS FOR WORKING LUNCH

//VVhfgt’;vewaﬁt LwaJJfP‘"

¢ NATO-Russia cooperation based on practical, concrete
and mutually beneficial initiatives. o

N

e Alliance consensug "at 19"Mefore jvorkjagany specific p
issue "at 20", pod v Ear iy

——-—Zi Fodican 8 e “‘“’i‘fg,}?ﬁ; v
» Consensus*at 1,9“zéquired to work an issue “at 20” (i.e.,
(Eny Ally cap pull any issue backto "at 19" any time.)

o _We wantfoeinvigoraipand repackagel-but not
restructure--2INATO-Russia institutions. J,pk;fﬁ

Ul o gd _ '
at we do N =

L

e N6 meetings "at 20" with Russi&#isdthput prior NATO
M " — pES
consensus. aa e -pp;‘(,—

* No Russian veto in any Alliance decision-making,

L posd Gl .
We should 9@4&&(&3& Russian wedge-driving among
Allies.

We will not elevate relations with Russia above those with
other Alligs.

* No preagreed lists of issnes for NATO-Russia joint

cooperation and decision. cr&imsz/ D £t P M

* We must not discourage and/or marginalize other

Partners.
M1

NAC must retain oversight over Semsstary-Gassera (s~
Tirtermaviomal Staff) contacts with Russian Presidency.

Prepared by lan Brzezinski V i N‘j .:@%S-ﬁfﬂ ’h’ { p

DASD(EURNNATO), 614-5249 (5 57 guermmereety 7T 4
December 13, 2001 7:11 PM , é’—*’/ﬂbﬁqw o + d /}‘“;IU f‘“/"

belncda -
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December 19,2001 2:15 PM %f\

TO: [an Brzezinski
FROM: Donald Rumsfeld-ﬂ\

SUBJECT: Response to Ivanov

Here are the notes I used in my statement in the meeting of the 20 in response to

[vanov.
Thanks.

Attach
Notes
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TO: Paul Wolfowitz
Dov Zakheim
e
FROM: Donald Rumsfeld )/\ ~
/ b
SUBJECT: Budget SVTC w/CINCs / <

The SVTC we had with the CINCs was not useful. They allfised different
formats. I didn’t have a book to guide me as to what they'Were talking about. I
didn’t know the acronyms. When they were talking pimbers, 1 couldn't tell

whether they were talking *03 or the FYDP.

[ have to get briefed on what they were saying. Please set up a meeting for

someone to explain it to me. Hopefully, this time I will understand what it is

about.
/
Thanks. %"
DHR.dh ﬂﬁﬁ F -
121901-16
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@ @
CINCEUCOM

#1 Theater C4 Modernization:;

- CINC POSITION: Requests additional funding for C4

modernization and increased connectivity at 25 USAREUR sites.

Particularly concerned with communication infrastructure from
gates to buildings.

11-L-0559/05D/5038

Issue Status

*Some funding added.

*Remaining requirement
funded with our “‘cost of
war” request for
additional topline.




CINCNORAD/SPACECOM

#1 NORAD Battle Control System:

— CINC POSITION: Current system cannot meet requirements for
increased Homeland Defense Mission. Requests additional
funding to integrate FAA tracking information into NORAD
system.

#2 NORAD C2 Qut-Year Tails:
— CINC POSITION: Emergency supplemental provided $25M for C2
improvements. Fund out -year tails.

11-L-0559/0SD/5039

Issue Status

*Funded.

*Funded.




® ®
CINCNORAD/SPACECOM

Issue Status

#1 SPACECOM Information Operations:
—~ CINC POSITION: New mission areas require additional *Funded.
manpower.

#2 SPACECOM Space Control:
— CINC POSITION: Funding insufficient to satisfy Space Control ® Funded.
Capstone Requirements Document.

#3 SPACECOM Space-Based Radar:
— CINC POSITION: Requests funding in FYO3 to look at *Funded.
alternatives. Leave options open for an FY10 launch/FY13 IOC.

11-L-0559/0SD/5040
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CINCPACOM

# 1 Preferred Munitions:

— CINC POSITION: Requests additional funding for JDAM and LGB.

— Emergency supplemental provided funds to increase production
capacity.

#2 Force Protection:
~ CINC POSITION: Requests additional manpower and funding for
force protection.

#3 JTF Wamet:
— CINC POSITION: Requests additional funding for WARNET.
Considers WARNET critical to ensure interoperability in
communications, databases, and messaging for JTFs.

11-L-0559/0SD/504 1

Issue Status

Significant funding
added.

*Remaining
requirement funded
with our “cost of war”
request for additional
topline.

®  Priority CINC
requests funded.

® WARNET - Sent to
JROC to validate
requirement.
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CINCPACOM

#4 Theater C4 Infrastructure (NMCI):
— CINC POSITION: PACOM NMCI contract is underfunded.

#5 Theater C4 Infrastructure (Army):
— CINC POSITION: Requests additional funding for C4
modernization and increased connectivity.

#6 Airborne SIGINT:
~ CINC POSITION: Requires the capability to access, locate and
decipher Low-Probability-of-Intercept (LPI) communications
(reinstate JSAF or develop follow-on program).

11-L-0559/05D/5042

Issue Status

*Funded.

*Some funding added.

®  Remaining
requirement funded
with our “cost of war”
request for additional
topline.

*Restructured program
being developed.




@ ®
CINCSTRATCOM

#1 Trident D-5 Production:
— CINC POSITION: Requests additional funding to avoid break in

missile production.

#2 Trident D-5 Guidance & Electronics:
— CINC POSITION: Requests additional funding for guidance and
electronics subsystems.

#3 Advanced Extremely High Frequency (AEHF):
~ CINC POSITION: Requests additional funding to support AEHF
FOC in 2010.

11-L-0559/0SD/5043

Issue Status

*Funded.

*Funded.

® Funded.




#1 C-17:

— CINC POSITION: Requests funding for Boeing’s multi-year

procurement proposal.

|
TRANSCOM

11-L-0559/0SD/5044

Issue Status

*Funded.




@ ®
USCENTCOM

#1 Deployable Headquarters Command Post (DHCP):
~ CINC POSITION: Terrorism emergency supplemental funded
830M of $43M requested. Requests the remaining $13M be
funded in FYO02.

#2 HQ C4 and Theater Infrastructure C4 Requirements:
~ CINC POSITION: Requests additional funding for C4
modernization and increased connectivity.

11-L-0559/0SD/5045

Issue Status

*Funded with other
emergency supplemental
funds. Will backfill cuts
in second supplemental.

*Some funding added.

® Remaining requirement
funded with our ““cost of
war”’ request for
additional topline.




® o
USCENTCOM

#3 Force Protection:
— CINC POSITION: Requests additional manpower and funding for
force protection.

#4 Prepositioning
- CINC POSITION: Requests additional funding for Air Force and
Army prepositioned war reserve equipment. Some of this
equipment has been depleted by the war effort.

11-L-0559/0SD/5046

Issue Status

*Priority CINC
requests funded.

*Air Force issue
funded.

*Army repositioning
assets,




® ®
_JFCOM

#1_Joint Experimentation:
— CINC POSITION: Mandated every other year major field exercise is
unfunded and odd year concept development is underfunded for
level of effort necessary for major joint exercises.

#2 Joint Warfare Analysis Center (JWAC) Manning:
—~ CINC POSITION: JWAC cannot provide the required level of effort
without an additional 13 1 billets.

11-L-0559/0SD/5047

Issue Status

® Funded FY03
& FY04.

*Funded 1/2 of
request,




® @
CINCSOCOM

Issue Status

#1 MH-53 Extension: o Funded
~ CINC POSTION: Requests additional funding for MH-53 '
helicopters to accommodate the slip in CV-22 production.

#2 cv-22: .
— CINC POSITION: Emphasized his support for the CV-22 program. | ® ATKL'S
restructuring.
#3 Aircraft Survivability Equipment: *Funded
— CINC POSTION: Requests additional funding to modernize " ’

outdated on-board aircraft defensive systems.

11-L-0559/05D/5048



@ @
CINCSOCOM

#4 Flight Readiness:
— CINC POSITION: Requests additional funding for flying hours
program.

#5 Advanced Gunship design:
— CINC POSITION: Supports an ACTD & AOA with USAF
sponsorship for an Advanced Gunship design.

#6 Psychological Operations:
— CINC POSITION: CINC requests additional funding for
psychological operations capability including modernization of
Commando Solo aircraft and communications suites.

11-L-0559/0SD/5049

Issue Status

® Funded.

*Funded.

® Funded.




@ @
CINCSOUTHCOM

#1 Intelligence, Surveillance, and Reconnaissance {ISR):
— CINC POSITION: Requests additional airborne reconnaissance
assets, SIGINT, and HUMINT to support on going operations.

#2 Drug Interdiction and Counterdrug Activities:
— CINC POSITION: CINC requests additional funding for various
assets used in support of the counterdrug mission.

#3 SOUTHCOM Headquarters Building:
~ CINC POSITION: Miami is the best location for the
USSOUTHCOM headquarters. Purchase of the building and
associated land is cost-effective.

#4 Facilities and Infrastructure:
— CINC POSITION: Requests additional real property maintenance
(RPM) and MILCON funding to ensure operational capabilities of
USSOUTHCOM components and subordinate commands.

11-L-0559/0SD/5050

Issue Status

*Dedicated drug ISR
is not supported.

*Drug mission is being
reduced.

® Plan to work Hill for
FY04 budget.

*Drug mission is being
reduced.
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TO: Torie Clarke
FROM: Donald Rumsfe]dlw

SUBJECT: Rowan Scarborough

I don’t know Scarborough, but I noticed this article by him, and it reminded me of

my guidelines. Do vou think it might be smart to sit down and show him these

guidelines sometime?

Thanks.
Altach

11/06/0 1SecDef memo
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Doctrine must be updated to fit new war on terrorism Page 1 of 2
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Doctrine must be updated to fit new war on terrorism

Rowan Scarborough
THE WASHINGTON TIMES

Published 11/5/2001

The Weinberger-Powell doctrine that influenced presidents on when and how to use American
military power for nearly two decades has given way to the unchartered war on terrorism,

Named after former Defense Secretary Caspar Weinberger and Secretary of State Colin L, Powell,
the doctrine’s major tenet is to use decisive, or overwhelming, force to achieve a clear objective.

That convention ix out the window in the ongoing campaign in Afghanistan and the broader war
against global terrorism. Targeted action, not decisive force, 18 what 15 needed 1o uproot shadowy terror
netwarks, U.S. ofticials say.

President Bush and Defense Secretary Donald H. Rumsfeld are trying to achieve with limited arms
(air assaults, special operations and CIA covert action) what overwhelming force is designed to atrain —
namely, the destruction of an enemy. Osama bin Laden, and ousting of a belligerent government,
Afghanistan’s Taliban.

But the exact “Bush-Rumsteld’” doctrine that would stund alongside the Weinberger-Powell
principles is still to be written, military analysts say. It takes a significant military event, such as the
Vietnam War or the nascent war on terrorism, to spur strategists to starting thinking about what it all
means.

“All you’ve got right now are a series of disconnected policy musings that are the most immediate
response to the challenge we are currently facing,” says retired Army Col. Kenneth Allard, o TV military
analyst who has written books on military strategy.

Analysts predict this century’s first war against so-called asymmetrical threats — in this case
terrorism — will produce a military doctrine like no other.

“We need a new vocabulary,” Mr. Rumsfeld said shorily after the air war began Oct. 7. “We need to
getrid of *old think” and start thinking about this thing the way it really is.”

“New think™ is actually what Mr. Weinberger aimed to do in 1983, Then. in the early days of the
Reagan military buildup, the defense secretary wanted to set down principlex for deploying forces that
would prevent another Vietnam. Mr. Powell, former Joint Chiefs of Staff chairman, later amended the
Weinberger doctrine to also call for using “decisive force.”

In a Nov. 28, 1984, speech to the National Press Club. Mr. Weinberger said U.S. armed force would
be used only to protect “vital interests of the U.S. or its allies.” He said the action must have “clearly
defined political and military objectives™ and come with “reasonable assurance we will have the support
of the American people and their representatives in Congress.”

Analysts say Mr. Bush is meeting those criteria. Congress and the American people are
overwhelmingly backing military action. Mr. Rumsfeld has stated the objective: ousting the ruling
Taliban, and eliminating bin Laden and his al Qaeda terror network. The United States holds bin Laden
responsible for the September 11 attacks on New York and the Pentagon.

But Mr. Powell himself agrees his principle of decisive torce does not fit in Afghanistan.

“I’ve always talked about decisive force, meaning you go to the point of decision and that’s where

http://asp.washlimes.comfprintmicle.aqﬂ?gfgiemmtyg%mo1 1105-94650506 11/6/2001



Daoctrine must be updated to fit new war on terrorism Page 2 of 2

you apply decisive force,” Mr. Powell told NBC shortly before the air assault began Oct, 7. “In the
Persian Gulf war 10 years ago, you had an army sitting out there easily identifiable . . . and we applied
decisive force against the Iraqi army. It’s different this time. . . . T can assure you that our military will
have plans that will go against their weaknesses and not get trapped in ways that previous armies have
gotten trapped in Afghanistan.”

One major objective in Afghanistan is not only to destroy the enemy but to simultaneously befriend
the Afghan people as the United States works to form a post-Taliban democracy.

Michael O’Hanlon, a defense analyst at the Brookings Institution, says that if Mr. Bush’s current
strategy is successful, then local politics may be part of a new doctrine.

“Things that were an anathema to Powell and Weinberger and were partly a reaction to Vietnam are
now correctly recommended as necessary fo this kind of war,” Mr. O’Hanlon said. “In cases where you
really have to worry about the hearts and minds, and not just battlefield success, politics are an inherent
part of the operations, especially when you are trying to convince people not to fight you and to change
sides. So the concept of overwhelming force is not really applicable.”

James Webb, a decorated Marine Corps officer in Vietnam and former secretary of the Navy, says
the Powell doctrine never fit every conflict anyway.

“There are times when a nation must fight even though it is unable to amass overwhelming force,
Think of the early battles of World War TI,” Mr. Webb said. “And there are times when overwhelming
force is irrelevant, because its application does not meet the threat, which is where we are today. What is
important here — to use the phrase I used in my speech at the Naval Institute — is “specific lethality.’
That means finding the *point targets’ in this kind of war and then obliterating them.”

If the new war on terrorism gives birth to a Bush-Rumsfeld doctrine, clues to its content might be
found in a series of policy pronouncements.

Mr. Bush’s most significant new policy is his edict that governments that host and protect
international terrorists will be treated as if they are the perpetrators themselves, In another stark marker,
the president has said that foreign governments are either “with us or against us’ in this war.

Mr. Rumsfeld and Gen. Richard Myers, Joint Chiefs of Staff chairman, repeatedly say, “it’s a
different kind of conflict” — making it hard to pin down any new doctrine.

“It you try to quantify what we’re doing today in terms of previous conventional wars, you're making
4 huge mistake,” Gen. Myers told reporters. “That is ‘old think’ and that will not help you analyze what
we're doing.”

Copyright © 2001 News World Communications, Inc. All rights reserved.

Return to the article
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March 2001

Guidelines to Be Weighed When Considering Committing U.S. Forces

Is the action necessary?

A Good Reason: 1f U.S. lives are going to be put at risk, as they will be, whatever we do
must be in our national interest. If people could be killed, we better have a damn good
reason,

» Legal Basis: In fashioning a clear statement of the legal underpinning for the action and
the political basis for the decision, avoid arguments of convenience. They may be useful
at the outset to gaiLn support, but they will be deadly later as their invalidity is exposed.

o]’wa ‘-[

* Diplomacy;, All instruments of national power should be engaged before resorting to
forcegand they should stay involved once force is engaged.

Is it doable?

Achievable: When the U.S. commits forces, the task should be achievable-at
reasonable risk-something the U.S. is capable of accomplishing. We need to know our
limitations. The record is clear; there are some things the U.S. simply doesn’t know how
to do well.

Clear Goals: To the extent possible, there should be clear, well considered and well
understood goals as to the purpose of the engagement and what would constitute success,

so we can know when we have achieved those goals and can honestly exit or turn the task
over to others.

Command Structure: The command structure should be clear, unambiguous and one the
U.S. can accept-not UN control or a collective command structure where key decisions
are made by a committee. [f the U.S. needs or prefers a coalition to achieve its goals, we
should insist on prior agreement from the coalition partners that they will do whatever
might be needed to achieve the agreed goals. We must avoid trying so hard to persuade
others to join a coalition that we compromise on our goals or jeopardize the command
structure. The mission must determine the coalition: never allow the coalition to
determine the mission.

Is it worth it?

Lives at Risk: If an engagement is worth doing, the U.S., and our coalition partners, if
any, must be willing to put lives at risk.

Resources: The military capabilities needed to achieve the agreed goals must be
available and not committed or subject to call elsewhere halfway through the
engagement. Even the U.S. cannot do everything everywhere at once.

11-L-0558/0SD/5054



Public Support: 1f public support is weak at the outset, U.S. leadership must be willing
to invest the political capital to marshal support to sustain the effort for whatever period
of time is required. If there is a risk of casualties, we should acknowledge that at the
outset, rather than allowing the public to believe the engagement can be done
antiseptically, on the cheap, with zero casualties.

Impact Elsewhere: Before committing to an engagement, consider the implications of
the decision for the U.S. in other parts of the world if we prevail; if we fail; and if we
decide not to act. U.S. actions or inactions in one region are read around the world and
contribute favorably or unfavorably to the deterrent and U.S. influence. We need to ask
what kind of precedent a proposed action would establish.

If so--

Act Early: If it is worth doing, U.S. leadership should be willing to make a judgment as
to when diplomacy has failed and act forcefully early, during the pre-crisis period, to alter
the behavior of others and to try to prevent the conflict. If that fails, we need to be
willing and prepared to act decisively to use whatever force is necessary to prevail.

Unrestricted Options: [n working to fashion a coalition or trying to persuade Congress
or the public to support an action, the National Command Authorities must not dumb
down what is needed by promising not to do things-not to use ground torces, not to
bomb below 20,000 feet, not to risk U.S. lives, not to permit collateral damage. That
simplifies the task for the enemy and makes the U.S. task more difficult. Political
leadership should not set arbitrary deadlines as to when the U.S. will disengage, or the
enemy will simply wait us out.

Finally--

3

Honesty: U.S. leadership must be brutally honest with itself, the Congress, the public
and coalition partners and not make the task sound even slightly easier or slightly less
costly than it could become. Preserving U.S. credibility requires that we promise less
than we believe we can deliver, since it is a fact that it 1s a great deal easier to get into
something than it is to get out of it!

Note:

Guidelines, Not Rules: Finally, while these guidelines are worth considering, they should
not be considered rules or a simple formula to inhibit the U.S. from acting in our national
interest. Rather, they are otfered as a checklist to assure that when the U.S. does engage, it
does so with a full appreciation of our responsibilities, the risks, and the opportunities. The
future promises to offer a variety of possible engagements. The value of this checklist will
depend on the manner in which it is applied.

Decisions on engagement will be based on less than perfect information, often under extreme
pressure of time. Guidelines will be most eftective not in providing answers, but rather in
helping to frame and organize available information.

Donald Rumsfeld

11-L-0558/0SD/5055



Bergeron, says it has “lan- if al-Qaeda’s sinister appeal

auished for decades.” In 1996
Congress told the ins to set up

and global reach are ever to be
broken, the hombers too must

a computer system to track play their part.

those who come into the U.S.
on student visas: but with some
600,000 such people in a coun-
try with more than 22,00Q edu-
cational institutions, the sys-
tem is not yet up and running,
Only one of the 19 hijackers
entered on a student visa. Can
screenings in foreign countries
be tightened? Maybe, but
19 were run through a comyfit-
erized “watch list” of suspecied
terrorists when they applied for
visas (al least six were inter-
viewed personally). Nothing
turned up. In any event, as
Kathleen Newland, co-director
of the Migration Policy Inst-
tute in Washington, says, “The
facts remain the same.” Glob-
alization will continue 10 spin
people around the world. The
U.S. will continue to have two
enormous land borders with
peaceful  neighbors:  we're
never going to see watch tow-
ers along the 49th parallel.
Each year, says Newland, there
are 489 million border cross-
ings into the U.S.. involving
127 million passenger vehi-
cles: each year, 820,000 planes
and 250,000 ships enier U.S.
airspace or waters. However
terrorism is beaten, it won’t be
by American border controls,

Will it be by war? In the
immediate allermath of Sept.
11, there was a hope that po-
lice work might be able to rid
the world of al-Qaeda and its
associates. But the more we
know ol bin Laden’s group, the
less that seems likely, and not
just because ils operatives are
ruthlessly fanatic.

Perhaps the single most
important truth learned in

“seven weeks 1s the existence of

a creepy camaraderie, an inter-
national bond among terrorists,
Those ties are forged in Af-
ghanistan. “The one thing that
absolutely everyone involved
in ferrorist groups has in com-
mon,” says a European official,
“is passage through the al-
Qaeda camps. When leaders
are senl from Afghamstan (o
start organizing people, there
are no questions asked: the
camp experience allows every-
one to recognize the bona fides
of jihad.” The B-52s pounding
away from 40,000 (1. may not
look like sleuths and cops. But

Reported by Bruce Crum-
ley/Paris, Helen Gibson and
James 1. Graff/London, Scott
MacLeod/Cairo and Viveca
Washington, wkh other
byeaus

\
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Analysis

42. Doctrine Must Be Up-
dated To Fit New War On
Terrorism

By Rowan Scarborough, The
Washinglon Times

The  Weinberger-Powell
doctrine that influenced presi-
dents on when and how (0 use
American military power for
nearly two decades has given
way to the unchartered war on
terrorism,

Named after former De-
[ense Secretary Caspar
Weinberger and Secretary of
State Colin L.. Powell, the doc-
trine’s major tenet is (o use de-
cisive, or overwhelming, lorce
to achieve a clear objective,

That convention is oul the
window in the ongoing cani-
paign in Afghanistan and the
broader war against global ter-
rorism. Targeted action, not
decisive lorce, is what is
needed (o uproot shadowy ter-
ror networks, U5, officials
say.

President Bush and De-
fense Secretary Donald H.
Rumsteld are trying to achieve
with limited arms (air assaults,
special operations and CIA
covert action) what over-
whelming force is designed to
attain — namely, the destruc-
tion ol an enemy, Osama bin
Laden, and ousting ol a bellig-
erent government, Afghant-
stan's Taliban.

But the exact “"Bush-
Rumsfeld” doctrine that would
stand alongside the Weinber-
ger-Powell principles 1s still to
be written, military analysts
say. Tt takes a significant mili-
tary event, such as the Vietnam
War or the nascent war on ter-
rorism, to spur strategists to
starting thinking about what il
all means.

“All you've got right now
are a series ol disconnected
policy musings that are the
most immediale response (o
the challenge we are currently
facing,” says retived Army Col.
Kenneth Allard, a TV military
analyst who has written books
on military strategy,

Analysts predict this cen-
tury’s first war against so-
called asymmetrical threats —
in this case terrorism =— will
produce a military docirine
like no other.

“We need a new vocabu-
lary,”  Mr. Rumsleld said
shortly after the air war began
Oct. 7. “We need to get rid of
‘old think’ and start thinking
about this thing the way it
really is,”

“New think™ is actually
what Mr, Weinberger aimed to
do in 1984, Then, in the early
days of the Reagan military
buildup, the defense secretary
wanted 0 set down principles
for deploying florces that
would prevent another Viet-
nam. Mr. Powell, former Joint
Chiefs of Staff chairman, later
amended the Weinberger doc-
trine 1o also call for using “de-
cisive force.”

[n a Nov. 28, 1984, speech
io the Navonal Press Club, Mr.
Weinberger said U.S. armed
force would be used only to
protect “vital interests of the
U.S. or its allies.” He said the
action must have “clearly de-
fined political and military ob-
jectives” and come with “rea-
sonable assurance we will have
the support ol the American
people and their representa-
tives im Congress,”

Analysts say Mr. Bush is
meeting those criteria. Con-
aress and the American people
are overwhelmingly backing
military action. Mr. Rumsfeld
has stated the objective: oust-
ing the ruling Taliban, and
eliminating bin Laden and his
al Qaeda terror network. The
United States holds bin Laden
responsible for the Seplember
Il auwacks on New York and
the Pentagon.

But Mr. Powell himsell
agrees his principle of decisive
lorce does not fit in Afghani-
stan.

“I've always talked about
decisive force, meaning you go
to the point of decision and
thal’s where yvou apply decisive
lorce,” Mr. Powell told NBC

11-L-0559/0SD/5056

shortly before the air assaull
began Oct. 7. “In the Persian
Gulf war 10 years ago, you had
an army sitting out there easily
identifiable . .. and we applied
decisive force against the Iragi
arnly. IUs different this tme. . . .
I can assure you that our mili-
tary will have plans that will
go against their weaknesses
and not get trapped in ways
that previous armies have got-
ten trapped in Afghanistan.”

One major objective in
Afghanistan is not only to de-
stroy the enemy but to simul-
laneously belrviend the Alghan
people as the United States
works 1o lorm a post-Taliban
democracy.

Michael O'Hanlon, a de-
fense analyst at the Brookings
Institution, says that if Mr.
Bush’s current strategy is suc-
cesstul, then local politics may
be part of a new doctrine,

“Things that were an
anathema to  Powell and
Weinberger and were partlly a
reaction (o Vielnam are now
correctly  recommended as
necessary (o this kind of war.”
Mr. O’Hanlon said. “In cases
where you really have to womry
about the hearts and minds,
and not just battlefield success,
politics are an inherem part of
the operations, especially when
you are trying to convince
people not (o tight you and io
change sides. So the concept of
overwhelnling force 1s not
really applicable.”

James Webb, a decorated
Marine Corps officer in Viet-
nam and former secretary ol
the Navy, says the Powell doc-
trine never [it every conflict
anyway.

“There are limes when a
nation must fight even though
it iy unable to amass over-
whelming force. Think of the
early battles of World War 11,7
Mr. Webb said. “And there are
times  when  overwhelming
force is irrelevant, because its
application does not meet the
threat, which is where we are
today. What is important here
— 10 use the phrase 1 used in
my speech at the Naval Insti-
mte — is ‘specific lethality.’
That means finding the “point
targets’ in this kind of war and
then obliterating them.”

If the new war on terror-
ism gives birth to a Bush-
Rumsfeld doctrine, clues to its
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Larry Di Rita

Paul Wolfowitz
Steve Cambone
VADM Giambastiani

Donald Rumsfeld /\\\\'

)08

SUBJECT: Process

Please take a look at this memo from Dov Zakheim, and then let’s set a meeting

and discuss it. See if you can come up with a list of things we might want to do

this for, and a list of people who might be the right folks to do it.

Thanks.

Altach

10/21/01USD(C) memo to SecDef

DHR dh
121901-22

(O 336 b,

U15125 02
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Sunday 2 1 October/ 2 130 SECDEF HAS St
Mr. Secretary— veC 18 2001

I have given a lot of thought to your very frustrated memo to us of last week. T had

thought that the memo would be discussed at least Tuesday’s staff meeting (I

missed Friday’s because T was with [P)®) | but it wasn’t.

I have a generic response: 1t seems to me that for each major area of concern to

you, you should create a streamlined process with a designated hitter in charge.

I believe you have done that on the operational military side; though that is not my
bailiwick. I know that it is equally do-able in other areas that you might address:
the war gives you the ability to cut back and streamline bureaucratic processes,

though those who are not 1n charge, or are cut out entirely, will cry “foul.”

I base my recommendation on my own experience as Cap Weinberger’s
coordinator of supplies for the British during the Falklands War, when I was only a
special assistant to an Assistant Secretary (Richard Perle). T was given the authority
to deal directly with four-stars; cut deals with the British, and prepare memos

directly to Cap through Fred Tkle, who was Under Secretary.
Pick the people you want, and put them in charge-not just folks near the top, as

you have with Tom White on homeland defense, but people further down the chain

if they show real promise.

11-L-0558/0SD/5058



As things stand now, for issues that are not your primary focus, the burcaucracy
continues to attach highest priority to attending meetings, and “chopping” on

memos, rather than doing anything creative.

We’ll be hamstrung in some areas requiring 1nteragency cooperation-for
example, when it comes to getting OMB to release significant funding, 1 simply am
unsuccessful-they nickel and dime us as if we were not in a real war, only a

bureaucratic tussle.

But in other arcas, whether in health matters;

or ramping up defense production:

or determining what to do in future to ensure greater prommence and capability for
special operating forces;

or accelerating transtormation;

or merging defense agencies as you have intended for so long.

or other areas that preoccupied you before September 1 1™, vou can either anoint

the designated official as czar, as you have done with Ray Dubois. or reach deeper

into our personnel structure, or even cross nominal jurisdictional lines. since so

many people around you have multiple competencies beyond their job

descriptions. You could then look to energized people to implement your prioritics

without being hampered by the usual bureaucratic barnacles,

I hope this memo is not too presumptuous.

Dov

11-L-055%/0SD/5059
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December 21,2001 1:45 PM &7 \

TO: Steve Cambone

FROM: Donald Rumsfeld (V\' .
o

SUBJECT: CIA and the NSC £y
AN
S

[t is interesting that every department of Government coordinates through the b

National Security Council except for the CIA.

That is to say, the NSC reviews what State is thinking of doing and DoD as well,

but we don’t seem to review anything CIA does in terms of the allocations of

assets to different regions, philosophies, or approaches.

Why don’t you draft a memo from me to the President or Condi with respect to

that, and I will see if I can’t figure out what might be done about it.

Thanks.

DHR:dh

122101-19

Please respond by
L\
i 4
A
"‘:,
.
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TO: Torie Clarke
YL "D
FROM: Donald Rumsfeld } <y
SUBJECT: Reuters Story / “ \
4 -
/_/
Here is this Reuters article. I would like to make sure we«‘/géil that corrected. I am
worried about it.
Thanks.
Attach.
12/19/0 1 Reulers article on German official .
DHR:dh I
122101-17
Please respond by
//;:
y
/
."/;./
)
by
™
r
>
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éq&" TO: jE/CDEF
~f§q/ " FROM: (Z%

DATE: December 27, 2001

SUBJECT: Reuters Story

You addressed this matter in your pre-Christmas briefing, and I
addressed it in two morming media updates. I think this one is
behind us.
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SIRO PRESS REVIEW - THURSDAY, 20 DECEMBER 2001

This SIRO Press Review was compiled in the National Security Agency’s National Security Operations
Center (NSOC) by the Senior Information Resources Officer (SIRO} for use as background information
by analysts and fo serve as an indicator of significant worldwide events which may be reflected in
SIGINT.

THURSDAY, 20 DECEMBER 2001

HIGHLIGHTS

I. (AFGHANISTAN CAMPAIGN) Pakistani troops mounted a huge manhunt on Thursday to try to
recapture at least 20 al-Qa’ida fighters who escaped a day earlier after a gunbaitle with their guards 1n
which €ight al-Qa‘ida fighters and six Pakistanis were killed. Dozens of prisoners, arrested after fleeing
from Afghanistan, had initially managed to escape. Twenty-one of the escapees were subsequently
recaptured. Elsewhere, a sweep of snow-laden cave hideouts by Afghan fighters yielded more prisoners
and documents, and U.S, helicopters flew night missions through the mountain valleys. Britain
announced it had offered to lead a multinational peacekeeping force and to commit 1,500 troops, adding
that in any conflict with the U.S. military, the Americans would be in charge. A German official had
said earlier that German troops and other international forces must not come under the command of the
U.S., insisting there be a clear separation between the peacekeeping force and the U.S. campaign,
Britain said the exact composition of the force, which could number 3,000-5,000, would be resolved in
the coming days and that a vanguard of 200 British soldiers could move from Bagram airport to Kabul
in time for Saturday’s inauguration. Key UN Security Council members have completed a resolution that
authorizes a peacekeepmg f01ce and a full Seuunty Council vote could come Thursday. Meanwhile, at
Camp Rhing an captives, none of whomn are among the 22
on the U.S. list of most- wanted terrogists, Finally, Canada on Wednesday revealed elements of its elite
TJoint Task Force 2 commando unit are in Afghanistan taking part in operations to crush pockets of

Taleban and al- Qa’ida resistance. -AP/REUTERS, 19/20 DEC 01-

2. (MIDDLE EAST) The Palestinian Authority (PA) arrested 12 of its own security men from Gaza
Wednesday in an effort to rein in anti-1sraell militants, charging them with violating the cease- fire
orders. Also, a Hamas leader in the West Bank, Hassan Youssef, said consideration was being given to
suspending suicide attacks. Meanwhile, Israel offered to loosen its military grip on the West Bank city
of Nablus as incentive for Arafat to crack down on militants. In addition, Israel resumed security
contacts with the PA; Palestinian sources said later the first meeting was a failure. Arab states are
expected to propose a resolution at a UN emergency session on Thursday calling for an end to the
violence and affinming that the PA is essential to any peace efforts. -AP/REUTERS, 19/20 DEC 01-

3. (INDIA/PAKISTAN) A New Delhi newspaper reported Thursday that scores of battle-ready Indian
army units, including tanks and mechanized infantry formations, have been deployed along the Punjab-
Pakistani border. Although ominous, Indian Prime Minister Vajpayee has said he would first use

diplomatic means to convince Pakistan to close down the two groups India claims carried out the attack

on the its parliament. -FBIS/REUTERS, [ 9720 DEC 01-

CAPSULES
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I. (US/TERRORISM) Zacarias Moussaoui, the first man indicted in the 11 September attacks, was
ordered held without bail Wednesday in a brief appearance in a Virginia courtroom. -AP, /19 DEC 01-

2. (COMPUTER WORM) A new computer worm, disguised as a holiday greeting, has popped up in
the U.S. and Europe that could destroy personal computers, experts said Wednesday. -REUTERS, 19
DEC 01-

3. (COLOMBIA) The ELN has broken a Christmas-season truce it announced just two days ago by
kidnapping civilians and raiding an Indian village, the army said on Wednesday. -REUTERS, 19 DEC
0

4. (ARGENTINA) Four Argentines were killed during ricting and looting Wednesday, as the
government declared a 30-day state of siege to contain the worst civil unrest in 4 decade.
Demonstrations continue on Thursday, according to a government-owned news agency, and the
economic minister and rest of the cabinet resigned. -FBIS/REUTERS, 19/20 DEC 01-

5. (UK/AFGHANISTAN) Britain will resume diplomatic relations with Afghanistan on 22 December, -
REUTERS, 19 DEC 01-

6. (RUSSIA) Parliamentarians on Wednesday prepared to scrap labor laws brought in 30 years ago in
favor of 4 new code allowing private companies to hire and fire workers, -REUTERS, 19 DEC 01-

7. (BALKANS) Three ethnic Albanians accused of involvement in a bus bombing that killed 11 Serbs

were freed Wednesday by Kosovo’s supreme court after nine months behind bars, géew HAB&EN

01-

lpgcbe 9 1700
8. (JORDAN) A former member of the Jordanian parliament, Sheik Dib Aneef Shihade mg held
without bond in a Chicago jail for alleged visa violations, officials said, -REUTERS, -19 DEC 01-
9 (lRAN) The U.S. dlsputed an [I'dIlldn lelm Wednebday thdt U S. ndle for(,eb in the Gulf attacked an

sanctions against Iraq. -REUTERS, I 9 DEC 01-

10. (SOMALIA) U.S. Secretary of Defense Rumsfeld said Wednesday that a senior German official’s
earlier remarks saying the USTISTiRely to strike Somalia next in its war against Usama bin Laden, were
"Tlat wrong.” -REUTERS, 19 DET 01

11. (INDONESIA) An Indonesian army transport plane carrying 90 soldiers crash landed at an airport
in northeastern Aceh on Thursday, injuring several personnel on board. There are conflicting reports as
to whether rebel fire or faulty brakes were to blame for the accident. -AP/REUTERS, 20 DEC 01-
TRAVEL

1. PAKISTANI PRESIDENT PERVEZ MUSHARRAF arrived in China on 20 Dec.

2. ZIMBABWEAN PRESIDENT ROBERT MUGABE arrived in Libya on 19 Dec,

PREPARED BY BOB WALTON, NSOC SIRO, TEAM 2

http://doscrvc.mall.nsa.ic.gov/sirofP.:]Op_ 13¥w8losD/5064 12/20/2001



sonftdee

December 26,2001 12:16 PM
£

&

TO: Torie Clarke ‘}J/ f‘}

// < S
FROM: Donald Rumsfeld ay\ S
~J

SUBJECT: Press Policy

s
Please look at this article here about the press. There ought u{ be some way we
4

can do something like that. What do you think? /

[, Thanks.

Attach.
12/2V0 | Early Bird article #46

DHR:dh

1226016
Please respond by /
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Jarines have moved into
Kandahar, the birthplace of the

Taliban. Every day millions of

Americans must think to them-

sefves how proud they are of

these warriors. And yet hardly

an American can name one of

them -- and probably won't
well into the future.

Instead, Americans stand
in jeopardy of remembering
Geraldo Rivera, Christiane
Amanapour or Ashleigh Ban-
field as the heroes of the Af-
ghan War. Relentlessly narcis-
sistic and buoyed by cloying
network anchors at home, re-
porters such as these have used
dramatic license to heighten
the sense of personal danger to
themselves and thus tacitly di-
rect their reporting towards the
inevitable conclusion -- "ain't ]
a hero?”

|72
tional secrecy féded. For in-

stance, in the Gulf War one,
American reconnaissance it
fought a hotly contested 4artl
against the Iraqi Rgpubh
Guard on the second gday of the
ground war. In that fight,
known as The Battle of the 73
Easting, one gfficer in particu-
lar, Capt. HiR. McMaster, dis-
tinguished/himself as a battle
leader sqarely in the tradition
of Amefica's greatest fighting
men.
that battle, in which I
participated, Capt. McMaster’s
scouts surprised a full strength
Republican Guard tank battal-
ion dug in for an ambush of the
erican  advance. While
other units in his regiment
stopped after initial resistance
from the Iragis, Capt. McMas-

‘ter personally took the Jead in

As the viewing public, ;\ his tank and assaulted into and

we're likely to take them at; throu
face value, in part because we !
know no other Americans who;
can capture our imagination orj

inspire us to sacrifices of our
own in the war on terrorism;
As a consequence we pass our
affections on to the millionaire
celebrity reporters rather than
to the $35,000-a-year Delta
Force  sergeant  crawling
around Tora Bora. '.

It is not the media's fault.

the Iraqi forces in a
hail of tauk fire -- destroying
the equivalent of an enemy
brigade by battle's end.

The battle received a fair
amount of press, prestigious
medals were awarded, Tom
Clancy featured it prominently
in a nonfiction book, and
movie rights were quickly
sold. Mr. McMaster became a
legend in the shrinking and in-
creasingly insular circles of

It is the military's, Since Viets
nam, where the military's ad-
versarial relationship with the{ day (or in 1992 for that matter)
press was cemented, the Pen-} to name an on-the-ground hero
tagon has had a mistrustful and | of the Gulf War and you are
ham-handed way of handling \ar more [ikely to hear about

our professional army.
But ask an American to-

the press and anv attention that

it cannot control. Some ser-
vices are better than others, but
in general the Pentagon's war-
time policy is "no pictures and
no names, please.”
Compounding this is the
fact that the military is impla-
cably egalitarian when it
comes to individual attention --
“all the brothers are equally
brave," a commander once told
me. It's a bit like the Penn
State football teams that never
have individual names on the
backs of jerseys, except the
Pentagon won't even put
names in the press guide.
Granted, the current cam-
paign, dominated by Special
Operations troops, needs to
preserve secrecy. But the Pen-
tagon has eschewed publicity
for individual heroes in every
conflict since Vietnam, even
well after the need for opera-

even Peter Amett, who he-
oicallymanned a hotel room
in Baghdad.
v In fact, Mr. McMaster is.
prabably better known for a

?ﬂhur Kent. the "Scud stud *

aordinary battlefield
nThe movie of his
been made and

able-amt-almost no first-hand

~4ccounts from reporters or his-

unrecorded an

thrust their heroes int
spotlight and put them on
in order to inspire the Amer
can public and cement the
message that these soldiers
were one with them. Sergeant
York, Audie Murphy, and the
crew of the Memphis Belle
were just some of those that
were paraded as an example of
what the everyman can ac-
complish when fighting for
America.

The U.S. needs a similar
policy today, especially now
that for the first time in history
we have a small professional
force serving a large (and non-
participatory) citizenry, While
the American public greatly
admires its military and re-
spects it more than any other
institution in the country, it is
the respect of a voyeur. Fewer
and fewer Americans serve in
a smaller force these days and
as a result public contact of
any sort with the people on the
ground in the military is rare.

To help reconnect the pub-
lic with the military that de-
fends it, Americans should be
exposed to soldiers like Jason
Amerine, the wounded Green
Beret captain whose exploits in
helping to capture Kandahar
were dramatically detailed in
the Washington Post. Rather
than restricting Capt. Amerine
to one newspaper interview, he
should be on Oprah, the mom-
ing news shows, Jay Leno,.
talking to high-school and!
campus autliences, and in

movie playing himself in-the

war against terrorisnr. It's a

shame that more Americans

instead Holl woc?d\hairgiﬁv::;.r_;ow k'noxy--(of Kelly Flinn, the
us two wholly fictiona hilandering and lying B-52

War movies -- "Courage Under
Fire" and "Three Kings."

As for the offictal record,
in 1991 the army was so para-
noid about having a possible
failure recorded that it refused
to let reporters (even army re-
porters) advance with the
front-line troops and as a result
there is hardly a single frame
of battle footage from the
ground war in the Gulf avail-

pilot, than Capt. Amerine.

Like Mr. McMaster, an-
other self-effacing soldier,
Capt. Amerine might be un-
comfortable with the publicity,
but it serves a much greater
good. Without knowing the he-
roes of our professional mili-
tary, how can our children be
inspired to become like them,
rather than like Geraldo?

11-L-0559/0SD/5066

“

Mr. Hillen, a former army offi-
cer and decorated combat vet-
eran of the Gulf War, is chief
operating officer of Island
ECN.

Washington Post
December 21, 2001
Pg.44

obert Novak's Dec. 16
olumn, "Boeing Boon-
wrongly implied that
the Air Korce doesn't have a
position bn leasing Boeing
767s for use as tanker aircraft,
Our position, previously ex-
plained to Mr. Novak, is that
we need to myodernize our ag-
ing tanker fleet, and we are
considering all reasonable op-
tions, including leasing or buy-
ing 767s.

In our glogal war on ter-
rorism, the air refueling mis-
one with an
and first built
ower admini-

and more than
sorties in suppo
over American

of air patrols
ities since the
These opera-
a mission fo-

Incorporating  new 767
aircraft into pur fleet will im-

(Ssion reliability -~ all
allgwer support costs.
Should Congress approve!
a leasing option to put new
tankers in service, we will ana-
lyze business conditions and
determine the most cost-
effective modemization path
available. Leasing may enable
the Air Force to avoid signifi-
cant up-front acquisition cash
outlays, and it could allow us
to accelerate retirement of the
oldest, least-reliable tankers in
the fleet, saving more than $3
billion in repair and mainte-
nance costs.

If a cost-benefit analysis
favors another approach, we
will pursue that alternative.
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February 1, 2002
TO

?@S RKE
FROM: LA

SUBJECT:  Press Policy - John Hillesl
Agree with John Hillen’s.point. We have facilitated some of the “connection” between
the U.S. military and the American people, but we need to do much more. Plus, we need
to look beyond just the news media as a vehicle, Most important to success is a cultural
change, one that seeks and exploits opportunities to tell stories like Captain Amerine’s
rather than shunning them,

Note: Many in the military take your strong public statements about leaks and your
private ones about the media as a signal that you want to shut the media down whenever

possible. Their perception of the intent behind your comments has had a chilling effect
on the very outputs you state you desire in your snowflake.

Dhings n e

e Scores of media embeds with carriers, bombers, AWACs, CAPs, as well as with
troops in the region when large numbers went in on the ground.

= Individual media embeds with 6 SOF teams.
» Release of combat camera footage of (first) October 19 SOF raid in Afghanistan.

¢ Interviews with SOF members injured in friendly fire incident and the crew of the
B-I that crashed in the Indian Ocean.

+ Development of DefendAmerica website (direct communication with the
American people)

+  Premier of Ocean’s 11 at Incirlik; Magazine cover story on troops and celebrities.

e MTYV (music television -- cable show) program from Ramstein Air Force base.
Reach over one million people, domestically.

» Compaq Computers national campaign allowing the general public to email
messages to the troops.

« Sony and Circuit City campaign allowing the general public to digitally record
messages to the troops.

» Establishment of the “Messages to the Troops” email program.

|
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* AOL online chats and promotion of our website, DefendAmerica
e Helped form United We Stand, Inc.. a group of volunteers who have developed
campaigns to keep Americans engaged in the war effort. This group designed the

United We Stand bracelets. (Net proceeds are donated to the military societies).

® NFL cooperation resulting in several half-time mmbutes; players’ salutes to troops
aired every Sunday during ganies.

o Special tributes to the troops on Leno and Letterman.

Upcoming;:

e Fax special an Super Bowl Sunday; profiling troops in Kabul/Kandahar during
the Super Bowl.

e SECDEF messages on Super Bowl.
s Nickelodeon Children’s Cable Pragram (Nick News broadcast from Afghanistan)

Activities Underway

« Camera crews will travel to the region compiling footage for PSAS, news tralers
for movie theaters, as well as foc a VH-1 special.

« Business News TV crew in Afghanistan. A documentary team filming segments
tor PBS, Nickelodeon. BBC. and Hi-defimition TV,

« VH-I (Music cable station) taping “Special Music Requests™ with troops in
Afghanistan.
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TO: Larry Di Rita
Torie Clarke

Q0§

FROM:  Donald Rumsfeld \j\

SUBJECT: Recognition of Commentators

There are a lot of commentators on television who :Zgood and a lot who are not.
h

When this thing i1s over, we ought to write the one 0 are good.

For example, Lt. Col. Bill Cowan, retired USl],Vﬂ:, is doing a good job on Fox
7

News. A fellow named Shepherd is doing,a"= good job, as is Wes Clarke.
rs
;

P

Why don’t we tickle a note for Mar?/April for me to dictate a note and send it to

the ones who have done a good job-and have shown thoughtfulness and balance.

Thanks. /
DHR:dh
1226017

Please respond by’
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Toe

DATE: December 27, 2001
cc: DiRita
SUBJECT: Recognition of Commentators

Irecommend you don’t send them any written commendations.
Most of the commentators, good and bad, get paid for their work,
and [ would hate for any correspondence by you to make it into the
public eye. Shepard and Clark check in with us fairly regularly
and have not exploited those communications for personal gain.
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December 26,2001 5:09 PM Yo ©
TO: Larry Di Rita
W
FROM: Donald Rumsfeld . g
SUBJECT: Security Q;
ey
I would like to talk about who gets security in the building. At the present time, it
apparently is the Secretary and the Deputy Secretary, the Chairman and Vice
Chairman, the Secretary of each of the Services, the Chief of Staff of each Service
and the Vice Chief of Staff of each Service, and the Commandant of the Marines.
I think it is excessive. Let’s talk about it.
Thanks.
DHR:dh
122601-20
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December 27,2001 9:35 AM g

TO: Torie Clarke
Larry D1 Rita

X
FROM: Donald Ru msfelwl“ O

SUBJECT: Tony Dolan Memo

Tony Dolan’s 12/14/01 memo here is first-rate. You both ought to read it

carefully, and then we ought to figure out how we fix it.
Let’s have a meeting and talk about it.

Thanks.

Attach.
12/14/0 1 Dolan memo to SecDef 1e: Specches

DHR:dh
122701-22

Please respond by
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7 2001 ,
To: Secretary Rumsfeld DEC 2 \7%&“ /ﬁlj /N Aefc‘i : /7(

Fr: Anthony R. Dolan Are€
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(A) The Wall St. Journal was most enthusiastic about the Pearl Harbor 0 , z }i
piece because of the personal information -- thanks for the time on the plane to
Tampa.

I THE PERSONAL, TOUCH

(B) And your get-together with the speechwriters a while back led to both
the Keeper-of-the-Flame address and a statement that was a ten-strike in the
briefing room the next day. (The thoughts you called down were about smoke still
coming out of the WTC ruins and how wars take time.)

So, is this is a lead-in to a request for more face time with you?

Such things should take care of themselves. Just kinda happen. A single
writer chatting with you for two to three minutes the afternoon before a briefing?

Anyway, just the observation that seeing the writers saves time because it (a)
exponentially increases the chances of getting it right in the first draft (b) provides your
quick word or line that can be a mustard seed (c) assists in your own engine-revving (d)
contributes to the creative culture and the movement towards a day-to-day excellence that
1s the ultimate objective of speechwriting and (e) raises consciousness about the
importance of speechwriting to the Secdef process.

On this last point speechwriting is sometimes the last to know; for example, for the
Dec. |1 memorial event the writer had 24 hours and warning for this week’s Thursday
briefing warning was a few hours. Meeting in Torie’s office Friday may have solved this
problem.

Be assured your briefing room and TV appearances are watched and
scrutinized and learned from by writers.
II GENERAL,: SITUATION

Running speechwriting is about brokering drafts but, above all,
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developing writers by getting everybody in the rotation -- makin’em stars. (Helps
the chief writers’ writing too.)

Marc Thiessen doing this now.

You may have noticed the variegation: Terri Lukach now has done
memorial remarks as well as numerous briefing statements and tapings, about
which you were kind enough to compliment her. So, her confidence grows.
Fleming Saunders — slated soon for starting pitcher role -- did Great Lakes naval
and Tuesday’s statement. Major Ann Skelly kept very busy by deputy (this has left
a gap here) but we hope, if she gets a breather, to work her into your rotation.

There 1s movement towards the right culture, one where writers stop by
each other’s offices, hand drafts back and forth — don’t just take edits but actively
seck them from colleagues. And less up-tightness. Takes time. (But great things
can happen when a creative atmosphere is established and writers can prosper.
GWB got that unforgettable speech to Congress because of such a culture -- the
writers interact, Gerson’s management is skillful, the president is protective and
the talent is there.)

Writers also working to develop strengths and gain some awareness of
quirks or weaknesses. Incidentally -- and this may interest you -- one obstacle
being overcome 1s everybody’s capitol hill experience. The writers chide and
deride me for saying this {young people today lack my own generation’s sense of
servility) but writing floor statements or testimony in a place where other senators
don’t pay attention and the press gallery picks up the written text later means there
isn’t enough training in establishing a connection to a live audience. You know --
chitchat, one-liners, common interests -- the sense of theater and audience that you
have. Instead, everybody wants to fine tune the polemic -- get right to the forensic
point. Never mind the charm or to-ing and fro-ing. There is an absence of set-up;
and, in speechwriting, set-up is everything, just everything.

11, TWO PROBLEMS PRESENTLY KEEPING US (OR AT LEAST ME) UP
AT NIGHT (BUT CLOSE TO BEING SOLVED).

(A) RESEARCH -- We are close now to solving this but here is
showstopper: We have no researchers.

[’ve never seen this before. First, writers don’t get a set-up memo with
useful information, points of contact, reference material for an event. Currently
the writers do this by themselves — which can take hours — sometimes days.
{Writer spent almost a full day on the phone getting details for Ft Bragg visit.)
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Besides the fatigue factor, the writer doesn’t have a fresh approach to the data.
This risks reducing quality. Moreover, great speeches are usually the result of
research -- the quintessential quote or datum or person.

Second, before things go to you, there is no formal system for proofing
drafts. (So you get a Wall St Journal piece with transposed pages, for which,
again, [ apologize.)

But, third, and most terrifying of all — no real fact-checking. Marc told
me about the Hanseatic League. And you should have seen the scurrying around
down here when we were trying to verify that 1.5 million Afghans died in last
decade. And then there was the Yamamato quote. Apparently, the sole source was
a Hollywood screenwriter. Had we gone with this one -- you would still be
explaining yourself. And we would be explaining ourselves -- to you.

This sort of thing terrifies me, having worked in a newsroom and seen
how easily a factual error can be made even by experienced reporters and editors
and how awful the consequences can be.

Anyway, two experienced researchers are interested (your stardom keeps
upping the applicant pool). Marc will try to move this through the bureaucracy.

Besides institutionalizing a sense of caring about accuracy, having
researchers on board means they will also get familiar with and have handy for the
writers the Rumsfeld archives which Marc organized and recently brought
upstairs. They will be available if you have a personal research project.

(B) YOUR CARDS OR HALF SHEETS -- Right now writers are
responsible for your cards or large-type text. Which is crazy. They shouldn’t be
doing the typing but looking it over — making sure text is right and changes
incorporated. (Particularly since you rework right up to delivery.) If and when
researchers get here we will establish a process.

And, by the way, somebody with you = security or staff-should have a
spare set of cards or sheets just in case. Always.

[V. SUMMARY

So some progress made. And more, we hope, on way.
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DOLAN’S GUIDE TO SPEECHES
(In spirit of Rumsfeld’s Rules)

Very few things are more important to the principal than knowing speech
drafts will come in on time and be in reasonable shape. The comfort level here
must be high. Higher. Highest.

Principals get the draft WHEN they want it. End of discussion.
Principals get the draft HOW they want it. End of discussion

Principals have a staff because they have achieved something, And they need a
speechwriter because they have something to say. So principals should be the
principal origin of speechwriting material as well as source of its success.

Good speechwriting is asking the right questions and taking good dictation.
Access is everything

Principals who do not give their writers access are either (a) costing themselves
time because the work must be redone or (b) forcing themselves to accept an
inferior product that won’t sound like them.

[f a principal asks “Gonna make me sound like Kennedy? Gonna make me
sound like Reagan?” the smart speechwriter responds: “No I'm going to do better
than that. 'm gonna make you sound like you.”

Little 1s of more importance to a public official’s discharge of duty in a
democracy than his or her report to the people on the work being done, which
means message, which means speeches.

Message or speeches are not the tail end of a strategy since strategy is, after
all, nothing more than its formulation and in public life, that usually happens in the
speechwriting stage.

Real change is not about process but about ideas and the words that convey
them — the speeches.

Speeches — the words are largely what history remembers presidents for.

And a few presidents-- Kennedy, Reagan -- knew this. And knew that
speechwriting was, arguably, their most important department.
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So, one of Washington’s favorite truisms: words vs. action poses a false
dichotomy. Because words are action -- the first action. And oftentimes the most
important action. The Declaration ot Independence did as much as any battle to
win the American Revolution --by bringing France in. The Emancipation
Proclamation did as much as any battle to win the Civil War -by keeping Britain
out.

The amount of attention principals pays to speeches depends on which of
two kinds of statesmen they aspire to be:  “problem solver” or “world changer”.
Problem solvers think the stuff of history is clever maneuvers by high-level people
like themselves. (They end up making changes at the margin.) World changers
believe the stutt of history is great ideas and the words that enunciate them -- and
the faith. hope and love those tdeas and words evoke in ordinary people. (They
end up accomplishing enduring change.)

The problem solver -- impressed by who has the biggest battahion and Jargest
GNP -- tends to leave most things be. The world changer -- impressed by who 1s
telling the truth and cares the most about 1t and understanding truth has ontological
power and moral force is the greatest power in the world -- tends to think all things
are possible.

Great change requires great ideas. Great ideas require great words. Great
waords require great speeches.

Great speeches require “the Casablanca effect”. Nobody knows how or why
such a good movie got made; nobody knows who came up with the great lines or
ideas. The studio just made a habit of getting good writers and directors together
and lettin’em muix. Planned serendipity. Habits of excellence. "Luck 15 the residue
of design,” as the man says.

The government culture 1s not just opposed to the kind of culture that a good
speechwriting department needs to prosper. It is hostile, deeply hostile. In fact, it
wages implacable, unrelenting war on any prospect or hint of such a creative
culture.

Speechwriters should not be surprised by obstacles. Bureaucracy, while
necessary and useful, also has its downside - it hates anything that stands outs.

Which is another way of saying bureaucracy 1s opposed to and relentlessly

seeks to stamp out or suffocate excellence. So. unless speechwriters are lucky
enough to have a principal who protects them (rare), they must expect to try and
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survive in an atmosphere that is punitive, coercive and intent on thwarting all their
best work.

When staff types or administrators are punitive, coercive and attempt to thwart
their best work, speechwriters should not feel singled out. The military
bureaucrats, after all, sought to arrest Grant for trying to take Vicksburg, drove
Billy Mitchell out of the army for seeing the possibilities of air power, drummed
Rochefort out of the Navy shortly after his code breakers helped win possibly the
most decisive naval battle in history at Midway, and did everything to stop Hyman
Rickover from coming up with a weapon system (saved by Congress) crucial to
preventing nuclear war and wining the Cold War.

Which isn’t to mention the church bureaucrats. They banned the works of
Thomas Aquinas -- a doctor of the church, harassed and chased all over Europe
Ignatius Loyola -- founder of a great religious order, and incinerated Jean D’Arc —
a most conspicuously holy saint.

For staff types, going to meetings, talking on the phone, dictating memos,
issuing orders and making sure the principal listens to their brilliant advice is the
priority stuff. Speeches are something the principal also does. When time permits.

Staff types — who would never do it themselves -- cannot be expected to
comprehend a job that requires someone to sit at a computer for up to eight or nine
hours a day for sometimes three, four, five, or six days running. (A good speech
usually demands 20 to 40 man-hours.)

A good many staff types care about speechwriting when it will make them
look good. Or when it will make them look bad. No other time

A good many staff types will shut off access to the principal but give the
writers no guidance. They will make sure speechwriters are the last to know about
a speech but demand the draft early. They will take credit if the speechwriters
does come up with something but will demand to know why their instructions
weren’t followed if the writer is dry.

Speechwriters just need to know there will always be “staft officers from
Crecy” — wearing shiny uniforms and swagger stick in hand, they show up on the
front lines, look down on the combat soldiers in the trenches who have been
holding off the enemy and criticize them for the unshined appearance of their
boots.

Government is simply ill equipped to reward or make room for work that
requires a magical mix of ambiguity and precision and countless hours of draining,
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lonely, thankless application of seats of pants to seat of chair.

Government administrators are ill equipped to understand that speechwriting
is not like attending meetings or talking on the phone -- which is what
government administrators do. They cannot be expected to know that writing 1s
bleeding, that there are limits, -- and a need for restoration

In the private sector, the equivalent to the way government usually does
speechwriting is this: The CEO of a pharmaceutical firm has his drug researchers
and scientists report through and explain themselves to his sales, marketing,
financial, security, maintenance and motor-pool divisions.

But business too — failing business -- can wage war on creativity. Visit any
struggling company and the one division that is making money will be the subject
of the most constant and severe criticism and the agreed-on source of the
company’s problems. Vice presidents of divisions not making money will be
gigging and threatening and attempting to cut back the size of money-making
division even as they try to add more staff to their own failing empires.

Usually though, the private sector is usually quite different from government.
There is a bottom line -- money is at stake. So appreciation and compensation and
advancement for creative types exists. In television and movies, creative types
especially writers get paid mind-boggling amounts and have chance to go on to be
directors and ruin their own scripts. In the news business, creative types get
airtime or bylines and become international celebrities. On Madison Avenue they
not only get paid well, they frequently end up ad company CEOS

“Are creative types important to your business?”’ someone once asked Phil
Geir, the head of Interpublic, world’s largest ‘pr’conglomerate. “Important to my

business?” Geir asked back with incredulity, “They are my business.”

For years, Peter Dailey of Dailey Associates, California’s biggest ad agency,
paid his creative director more than he paid himself.

The private sector has a way of preventing a trauma public officials often have
to endure; waking up one day to find their writer-types have drifted off and

silently gone away and left them with a problem of indescribable size.

Speechwriters are your marines; if your marines don’t have attitude, who’s
going to have attitude?

Speechwriters are like jet pilots and surgeons-they better have confidence.
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The only thing worse than a department of troublemaking speechwriters is a
department of non-trouble-making speechwriters. (As I used to say to Don

Regan.)

So speechwriters are nature’s noblemen and noblewomen. They are also giant
pains in the neck.

NEXT INSTALLMENT — guide to avoiding speechwriter and chief
speechwriter foibles and infirmities.
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Sriwitdes

December 29, 2001 11:43 AM

TO: President George W. Bush
FROM: Donald Rumsfeld ?f“/

SUBIJECT: George Shultz Speech

Attached is an interesting speech that our mutval fniend, George Shultz gave. |

thought you might like to see it.

Respecttully,

Attach
| 1/05/01 George Shultz Speech to Institute of United States Studies

DHR:dh
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AMOREACCOUNTABLEWORLD?

George P. Shnlz

Institute of United States Studies
James Bryce Lecture onthe American Commonwealth

London:NovemberS,2001

You honor me greatly, Lady Thatcher, by your presence here tonight and by
introducing me in your own country. You and Ronald Reagan produced a revolution by
the power of your ideas and by your ability to put those ideas into operation. You ended
the Cold War, you fed the way to the elevation of freedom as an organizing principle in
political and economic life, you changed the world and so very much for the better,

In doing so, you also became the symbol of the greatest national partnership in
history: Britain and America, Our steadfast relationship once again, at this very
moment, is fighting on a far-off frontier for freedom and securily - for ourselves and for
all decent people.

James Bryce, whom we honor through this lectureship, explained the strength of

’ the Anglo- American bond: how our common heri tage, developed in different styles, laid
the foundation for democracy, progress, end the rule of law around the world.

Bryce's remarkable work, The American Commonweaith, gave Americans 8 gift
wC could not have givenourselves. As President William Howard Taft said, “He knew
us better than we know ourselves.”

As a Californian, [ should also note that James Bryce was the first British

' Ambassador to the United States to visit the West Coast. A man whose intellectual
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energy produced a ceaseless flow of written observations on his travels fell utterly silent
during his stay in San Francisco. We have nothing whatsoever on record from him then.
The new mansions on Nob Hill built by the rail and gold rush millionaires. the Golden
Gate (cven before the bridge), the squalid and vialent Tenderloin, the flood of immigrant
Chinese workers must have presented such an amazing sight that even the great Bryee

could find no words for it.

Recently, I have been working on the question of accountability, the importance
of holding people and institutions, public and private, accountable for their actions.
Without accountability, without a sense of consequence, a mentalily takes over that says,
“Tcan get away with it.” That is true whether you arc talking about individual behavior
or corporate or national reactions to bailouts, acts of genocide, and much more. Right
now the issue is terrorism. So this evening, 1 want to look at terrorism through the lens of
accountability.

The monstrous acts of Al Qaeda have now made the principle of state
accountability the law of nations. After the bombings of our embassies in 1998, the
Security Council stressed “that every Member State has the duty to refrain from
organizing instigating, assisting or participating in terrorist acts in another State or

acquiescing in organized activities within its territory directed towards the commission of
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such acts...." [Res. 1189 ] On December 29.2000, the Council strongly condemned *the
conlinuing use of the arcas of Afghanistan under the control of the Afghan faction known
as Taliban... for the sheltering and training of terrorists and planning of terrornist acts., . .
[Res.1333] Then, after September 11, 2001, the Council accepted the position pressed
by the United States and Great Britain recognizing the inherent right of self-defense,
siressing “that those respoasible for aiding, supporting or harboring the perpetrators,
organizers and sponsors of these acts will be held accountable,” reaffirming that every
State is duty-bound to refrain from assisting terrorists or acquiescing in their activities.
[Res. 1368 & 1373]

The legal basis for the principle of state accountability is now clear, and the right
of self-defense is acknowledged as an appropriate basis for its enforcement. And our

actions now must make that principle a reality.

The attacks of September 11, 200 [, arc a grotesque reminder that freedom
remains vulnerable to authoritarian ideologies. Democracies continue to face the threat
of terror from those who refuse {0 accept the principles ol tolerance and equality for all
human beings. We have learned what wC must do to prevail.

Then Prime Minister Margaret Thatcher, after a terrorist attempt on her life in
‘Brighton’s Grand Hotel on October 12, 1984, spoke about terrorism with characteristic
strength and candor: *“The bomb attack on the Grand Hotel early this morning was first
and foremost an inhuman, undisciminating attempt to massacre innocent, unsuspecting

men and women.. .. The bomb attack , , . was an attempt to cripple Her Majesty’s

11-L-0559/05D/5084



democratically clected Government. That is the scale of the outrage in which we have all

shared; and the fact that we are gathered here now .- shocked, but composed and

dotermined ~ is 4 sign nor only that this attack has failed, but that a]] atiempis to destroy
demogracy by terrorism will fail.”

Speaking two wecks later in reaction to Brighten and other acts of terror, [

developed her themes: “We cannol allow ourselves 1o become the Hamlet of nations,
worrying endlessly over whether and how to respond. Fighting terrorism will not be a
clean or pleasant contest. but we have no choice. , .. W must reach a consensus in this

country that our responses should go beyond passive defense 1o consider means of agtive

terrorist acts.”

The Heads of the Group of Seven major industrial democracies meeting in Tokyo
on May §, 1986 stated that we “*strongly reaftirm our condemnation of international
terrorism in all its forms, of its accomplices and of those. ipeludipt governments, who
sponsor or support it. Terrorism has no justification.”

This unprecedented international manifesto came about through the toughness and
determination of Margaret Thatcher and Ronald Reagan, but the other leaders were fully
on board.

These statements from the past show thal 1errorism is a weapon with a long
history, used by states and groups hostile to free societies and operating in ways designed
to make it hard to know who has committed an atrocity. They also contain the key ideas

necessary for success in the fight against the terrorists and their state sponsors.
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Admiral Yamamoto, who led the Tapanese attack on Pearl Harbor, knew
something about the United Stales. After the attack he warned, “We have awakened a
sleeping giant and instilled in it a terrible resolve.” Well, Osama bin Laden and his
cohorts do not know much about the United States, hut he will know that his attacks on
Americans on Amencan soil have awakened a giant. His band of killers has instilled in
us a deep resolve to stamp out terrerism. And WC have mobilized powerful support
around the globe, most dramatically from the government and people of Great Britain, a
nation that is all too familiar with terrorism. Your Prime Minister was applauded
throughout the United States, as well as in Congress, when he appeared with Laura Bush
at that dramatic joint session in September.

Yes, w have had terrorists before and the fundamental ideas are there. But the
sense of urgency and the scale of efforl underway today far exceed what has come before.
The prospects for success therefore are far greater.

And now, as before, we are lucky enough to find real leadership, people rising to
the challenge. In America, we have a president who is decisive and inspirational and
determined. He is candid with us about the nature of the threat we fact and about what
we need to do about it. He has an impressive team working with him. | know these
people well. They are experienced. They are open-minded and tough-minded. They
know what must be done and they know how to do it.  As my wife put it the other day.
“‘Aren’t WC lucky that the adults arc in charge?

| have noticed that since the campaign was joined in Afghanistan only four weeks
ago, there has been a growing unease in the European media. Won'tinnocents gel hurt?

Yes, war hurts innocents, especially when terrorist forces try to use them as shields, but
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our effort 15 to keep this to a minimum. Won’t there be far-reaching consequences? Yes,
and for the better. Isn’t this dangerous’? Yes, but even more so if we fail to act. We
cannol allow the effort needed for a just cause to undermine our will. As a British Prime
Minister once said, “This is no time togo wobbly.”
President Bush’s Winning Strateay

T have listened carefully to the many powerful statements, formal and
conversational, made by President Bush since September | I. Here 18 how [ understand
his strategy.

The conceptual heart of the president’s approach is contained in four big ideas.

y First is this: we are at war, and we are at war with terrorism. That’s a big change from
the way our government has looked at this in the past, as a matter for law enforcement -
catch each criminal terronist and bring him before a court. That is not war. A war is
fought against an enemy bent on the defeat of your country. The object of war is to USC
all necessary means to eliminate the enemy’s capacity to achieve his goal. So abig,
important difference in concept is at work when you go to war.

/ The second big idea is that our enemies are not just the lerrorists, but aiso any
state that supports or harbors them. Terrorists don’t exist in a vacuum. They can’t do the
things that they aspire to do unless they have a place where they can train, where they can
plan, where they can assemble equipment and their deadly weapons, where they can
gather their intelligence and arrange their finances. They have to haveaplace, they have
to be sheltered and helped by a state. So the President has been saying to everybody,
Watch out. We are not only after the terrorists, but also the countries that hi& them, or

protect them. or encourage them. The President seeks to make any state that harbors
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terrorists accountable and therefore so uncomfortable that they will want to get rid of
them. So in the end. the terronists will have no place to hide.

The third big idea is to get rid at maral confusion, any confusion between the
terrorists and the political goals the terrorists claim to seek, Their goals may or may not
be legitimatc, but legitimate causes can never justify terrorism, Terrorists’ means
discredit their ends, Terrorism is an attack on the idea and the practice of democracy.
Terrorism for any cause is the enemy of freedom. So let us have no moral confusion in
this war on terrorism. As long &s terrorism exists, civilization 1s in jeopardy. Terrorism
must be suppressed and, ultimately, eliminated.

President Bush's fourth big idea parallels what Ronald Reagan, whea o
presidential candidate, said inanaddress on August 18, 1980, written out in his own
hand:

“We must take a stand against terrorism in the world and combat it with firmness,
for it is 3 most cowardly and savage violation of peace.

‘There is somothing else. WC must remember OUT heritage, who we are and what
we arc, and how this nation, this island of freedom, came into being. And we must make
it unmistakably plain to all the world that we have no intentien of compromising our
principles, our beliefs or our freedom. That we have the will and the determination to do
as a young president said in his inaugural address twenty vears ago. “Bear any burden,

pay any price.” Our reward will bc world peace; there is no other way to have it.”

War. No place to hide. Moral clarity. Freedom. There are all sorts of words that

go with this grand strategy: determined, realistic, patient, tough, and don’t forget smart.
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Americans are smart and so are our principal partners, the British. We have to work at
this not just with our massive capabilities, but with those goat national characteristics by
which our peoples traditionally are known. Yankee ingenuity is an old phrase. And the
British, as the names of Royal Navy warships tell us, are Indefatigable, lntrepid, and
Indomitable We do unexpected things. And we never give in.

The American people get it. All of a sudden, the American people understand
that here is this phenomenon that is dangerous to us - to our way of life — and we are
going after it. No doubt success will take lime. No doubt there will be bumps and
potholes along the road. But we will be determined. And we will rermember who we are
and we will live our lives as they should be lived. As Margaret Thatcher put it in 1984,

“shocked, but composed and determined.”

Time for Act

A strong defense is essential. But the best defense is a terrific offense. Both need
extraordinary intelligence. And the universality of the cause needs the support of a
skillful professional diplomacy and an energetic, public diplomacy. That is an outline of
the action program.

I hear almost constant reference to a coalition. Of course, we need to build as
broad a base of support as possible. But we will need a dazzling array of coalitions
depending on the subject, the time, and the place. You need different arrangements for
over-flight rights, for forward basing, for drying up means of finance, for intelligence,

and more. Each will require its own approach. The diplomatic effort involved is
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immense. The objectives will shifi as activities develop. So coalition building is a job
that keeps changing and never ends.

Intelligence, in the first instance, means what we -~ Americans and British - do
oursclves. Historically, both our countries have been good at this. But now we must
build up our neglected ability to interact with people all over the world who know
something. There will be all kinds of people, sometimes not so lovely, We will have to
sup with devils, sometimes with a pretty short spoon. The question is whether they know
something worthwhile and whether WC can locate what matters within a massive flow of
data. And can we find the pattems that cnable us 1o piece 1ogether a basis for action?
Preemption is the key. There has been more success than is realized at aborting terrorist
plans through superior intelligence. We must retaliate against the terrorists, but much
more important is to disrupt, deter and prevent their evil acts in the first place. W¢ must
act so that they cannot.

When it comes to military action, much of it will be undertaken by the United
States, with our great friends, you British, who always come through in the elutch ~ |
repeat: who always come through in the clutch. We'll have relatively few partners when
1t comes to military action because the targets are so elusive. You look for them = you
find them — they’re there and then they evaporate. T've sat in targeting meetings in the
past, and 1 have a feel for what they’re going through right now. You look at
information, you evaluate it 'om many angles, and then you have to decide and act. In a
war like this, there is not a lot of time to consult with members of a large coalition.

Action must be quick, without warning, and without leaking,
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As governments around the world see that we are serious, competent and
determined to win this war against terrorism, we will have more friends and the terrorists
will have fewer states who volunteer to harbor them or to be identified with that weapon
of evil. T recall President Kennedy's remark after the Bay of Pigs disaster: “Success has
many fathers; failure is an orphan.” Well, we wil} see a parade offathers Tn [act, we
may — just may - already be seeing the pendulum start to swing. The IRA may be
coming to the realization that it does not want the terrorist label. Yassir Arafat’s
Palestinian Authority has recently appointed a representative who speaks openly about
Israel’s right to exist. Small signs, yes, and there arc others at least pointing in the right
direction. One thing we have learned for sure over the years is that when signs of
progress toward peace start to appear, the terrorists step up their attacks. We will have to
fight fiercely against terrorism even as WC respond cautiously to any signs of change.

This 1s a two-front war, American now [aces the need for Homeland Defense.

For most of two centuries, we in the United States have not had to concern ourselves With
this. But now we must, The Congress has passed a comprehensive anti-terrorism bill that
will give us some tools to deal with the threat. This effort will be monitored with great
care to ensure that as we safeguard the American people, WC also continue to safeguard
their constitutional rights.

The President has created an office for Homeland Defense and persuaded an
outstanding man, Pennsylvania’s Governor Tom Ridge, to lake charge. He willhavelo
make his way through the classic bureaueratic thickets to find the key decision points that
will make him cffcctive. He will find, [ believe, that we are better prepared than W think

W¢ are.

10
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Talented and experienced people have worked on this problem, sometimes it
formal commissions, sometimes as individuals or asself-motivated groups. They have
thought about structure. They have thought about threats. They have thought about
responses. Our country is full of immense talent. For example, between university
laboratories, medical practitioners, and the pharmaceutical industry, WC can assemble the
talent needed to help think through and develop means to deal with biological threats.
The threats arc all too real and sobering. Understandable fear will give way, however, to
candor and hard professional work. Action will speak louder than words.

1 have a suggestion to allow quick recruitment of talent to take on urgent bursts of
work: create an Emergency Service Corps as a vehicle Lo put people to work for shorn
periods without the endless clearance process in place for regular appointments. Our
Director of Homeland Defense needs the ability to reach out into that vast pool of talent
that fuels our creative and dynamic economy and put the best people, whether in
government or out, to work on the job.

Let’s look at the economic side. What has this attack done to us? The most
serious and tragic loss by far is that of human lives, We mourn many victims and wWC
honor muny heroes. On a material scale, infrastructure has been damaged in New York
and Washington. There is cleanting up to be done, building to be done. We are awakened
to the fact that our armed forces must be strengthened, so defense expenditures will
increase. Federal expenditures must also go to harden potential targets and put in place

better defenses against biological and chemical attacks and additional support for medical
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research on prevention, control and cures. So there is no need to invent ways to spend
money. We need to spend on the things that are worthwhile and there arc plenty of them.

Meantime, with an economy having come down sharply from a speculative boom,
a number of quick steps had already been taken to loosen monetary policy- Afler
September 11, Alan Greenspan and his colleagues in the Federal Reserve immediately
injected into the system massive liquidity — massive liquidity = on a scale beyond what
has ever been done in such a short time. And history shows that monetary policy works.
Bui effectiveness will depend on how well we deal with uncertainty.

Because the second big thing that happened to the U.S. economy as a resuli of
these attacks is the creation of uncertainty, a concern about our vulnerability. As
financial people, students of economics, busimess people, we understand about risk: how
to discount, how to hedge. We work with the idea of risk all the time as we make
investments. You face choices: risky, big gain, mayhe; less risky, less gain.

Uncertainty, however, is something else. Uncertainty 1s disturbing in a way very
different from risk. So a big part of restoring economic growth will stem from the
actions that our government is taking to give a sense that we are getting hold of the
threats at home and that our war effort abroad is in powerful motion. In this way, wc will
reduce uncertainty and replace it with confidence that we arc going to be OK. Again,
actions will speak much louder than words. We have work to do, but we are getting
there. A good job on homeland securily is a crucial ingredient for return to aheallthy

cconomy.
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ability for

The President has declared war on terrorists agg the states that harbor them. No
place to hide. This idea underlines the importance of the sovereign nation state, an entity
with the capacity 1o govern and therefore to be rcsponsible for what 1akes place within its
borders. That is one reason for the emphasis on helping countries — Afghanistan right
now — learn to cteate for themselves a stable government, remembering their history,
developing their own pattern of representation, and giving hope to people that the future
can be better than the past. But wC must remember that, when a slate ceases to function,
chaos is given license.

But the war to hold terrorists accountable for their evil acts and to hold states
accountable for acts of terror that originate within their borders, compels us to look
closely at the foundation of order and progress in the world,

WC live in an international system of states, a system that originated over three
hundred years ago. The idea of the state won out over other ideas about how to organize
political life because the state gave people a sense of identity, because it provided a
framework for individual freedom and economic progress, and because states over time
proved able to cooperate with each other for peace and mutual benefit.

The state has made its way in the world by beating back ene challenge after
another. In rhe nineteenth century, the idea of nationalism tried to lake over the state aud
tamn it into an instrument of aggressive power.

In the twentieth century, communism in Russia created a monstrous totalitarian

tyranny.

13
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The Nazis took power in a state, canvinced they could transform it into a
“Thousand-Year Reich,” an empire hased on pre-stale fantasies of racial purity.

In our time, the state has been challenged by global currents that have eroded its
authority. Information, money and migrants move across borders in ways far beyond the
traditional means of state control. Non-state entities encroach upon state responsibilitics
from below while international organizations draw sovereign state powers from above.

As states have appeared weaker, terrorisis have moved it on them. Many states in
response, and in the talse hope of buying time or protection, have tuken damaging actions
that only turther diminish their own authority and legitimacy. States in eVery part of the
world have aveided accountability when it comes (o tefrorism and now we are paying a
heavy price.

Some statos have made tacit deals with foreign terronsis, allowing them offices in
their cities in retum for a pledge of immunity.

Some states have tolerated, subsidized and facilitated homegrown terrorist groups
on the understanding that they will not attempt LO overthrow national leaders, creating a
kind of grotesque protection racket.

Some states pump out huge volumes of propaganda against other stares, in order
to direct terrorists within their borders toward external targets,

Some states, in a desperate search for legitimacy. have invited religions that foster
terrorists to take gver substantial sectors of governmental activity on condition that some
functions, like foreign affairs and defense policy will be left alone.

And some states secretly, but undeniably. support terrorism directly as a matter of

state policy.
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11-L-055%0SD/5095



Every one of these deals between states and terrarists is an abdication of state
accountability to its citizens. 1f these deals arc not reversed, the states that make them
and ultimately the international system of states will not survive. That is why the war on
terrorism 1s of unsurpassed importance.

For all the realities of globalization that have drained authorily from the state, no
other basic entity of international life can replace it. The state is all we have as a means
of ordering our international existence. Other forms may challenge but none can replace
it in its most important function: the state is the indispensable institution for achieving
representative government and for protecting individual rights.

If we falter in the war on terrorism, more and more states will make
accommodations with terrorism. Ultimately, the consequences for world peace, security,
and progress will be catastrophic.

But if we are creative and resolute, more and more leaders and citizens will regard
our determination as an opportunity e clean up and liberate their own societies and to
reconstitute the principle of accountability in their states.

Right here, in this hall, we sense the heritage of freedom and courage that is ours
to uphold. We have the examples of Baroness Thatcher and President Reagan, of the
Prime Minister and President today, and of the great leaders and vatiant peaple of our
countries in centuries past.

With this inspiration, we will surely succeed.

15
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September 12,2001 4:23 PM

TO: Pentagon Senior Staff J)‘ N\

FROM:  Donald Rumsfeld =

This is worth re-reading.

Attach.

Foreward to Roherta Wohlstetter's boak, Pear! Harbor
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FOREWORD

It would be reassuring to believe that Pearl Harbor was just a colossal
and extraordinary blunder. What is disquieting is that it was a supremely
ordinary blunder. In fact, “blunder” is too specific: our stupendous
unrcadiness at Pearl Harbor was ncither a Sunday-morning, nor a

Hawaiian, phcnomenon. It was just a dramatic failure of a remarkably
well-infoermed government to call the next enemy move in a cold-war
crisis,

If we think of the entire U.S.

government and its far-flung military
and diplomatic cstablishment, it is

not truc that we were caught napping
at the ume of Pearl Harbor. Rarcly has a government been more expec-

tant. We just expected wrong. And it was not our warning that was most
at fault, but our strategic analysis. We were so busy thinking through
some “obvicus” Japancse moves that we ncglected to hedge against the
choice that they actually made.

And it was an “improbable” choice; had we escaped surprise, we might
still have been mildly asteonished. (Had we not provided the target,
though, the attack would have been called off.) But it was not all that
improbable. If Pcarl Harbor was a long shot for the Japancse, so was
war with the United States; assuming the decision on war, the attack
hardly appears reckless. There is a tendency in our planning to cotifuse
the unfamiliar with the improbable. The contingency we have not con-
sidered scriously looks strange: what looks strange is thought improbable;
what 15 improbable need not be considered scriously.

Furthermore, we made the terrible mistake--one we may have come
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close to repeating in the 1950's—of forgetting that a fine deterrent can
make @ superb target,

Foreword

Surprise, when it happens to a government, is likely to be a compli-
cated, diffuse, bureaucratic thing. It includes neglect of responsihility,
but also responsibility so poorly delined or so ambiguously deleguted
that action gets lost, It includes gaps in intelligence, but also intelligence
that. like a string of pearls oo precious o0 wear, is tog sensitive w give
to those who need it. It includes the alarm that fails 1o work, but also
the alarm that has gone off so often it has been disconnected. It includes
the unalert watchman. but also the one who knows he'll be chewed oul
by his superior il he gets higher authority out of bed. [t includes the con-
tingencies that occur to no one, but also those that everyone assumes
somebody else is taking care of. It includes straighttorward procrasting-
tion. but also decisions protructed by internal disagreement. - includes,
in addition, tbe inability of individual human beings tn rise n the occa-
sion until they are sure it #5 the occasion-which is usually oo late.
(Unlike movies, real lite prevides no musical backgreund o tip us olt 1o
the climux.} Finally. as at Pearl Harbor, surprise may include some meas-

ure of genuine novelty introduced by the enemy, and possihly some sheer
bad luck.

The results, at Pearl Harbor, were sudden. concentrated, and dramatic.
The failure, however, was cumulative, widespread, and rather dreacily
familiar. This is why surprise. when it happens (0 a government, cannot
be described just in terms of stactled people. Whether at Pearl Harbor
or at the Berlin Wall, surprise is everything involved in a governments
{or in an alliance’s) failure to anticipate effectively.

Mrs. Wohlstetter's book /5 a unique physiology of a great national
failure 1o anticipate. II' she is at pains o show how easy 1t was to slip
into the rut in which the Japanese found us, it can oaly temind us how
likely it is that we are_in the same kind of rut right now. The danger is
not that we shall read the signals and indicators with too little skill; the
danger is in a poverty of expectations-a rouline obsession with a few
dangers that may be familiar rather than likely. Alliance diplomacy, inter-
service bargaining, appropriations hearings, and public discussion all
seem 1o need to focus on a few vivid and oversimplified dangers. The
planner should think in subtler and more varegated terms and allow lor

Foreword ix

a wider range of contingencies. But, as Mrs. Wohlstetter shows, the
“planners” who count are also responsible tor alliance diplomacy, inter-
service bargaining, appropriations hearings, and public discussion; they
are also very busy. This is a genuine dilemma of government. Some of
i1y consequences are mercilessly displayed in this superb book.

Center for International Affairs Tuomas C. SCHELLING
Harvard University
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September 12, 2001 4:09 PM

VIA FACSIMILE

TO: Chairman Carl Levin N
Senator John Warner <,
Ty
FROM: Donald Rumsfeld |
e
Gentlemen,
Thanks so much for coming to the Pentagon yesterday. You were terrific fo do it.
Attached is the toreword to the Pearl Harbor book, which | mentioned to you. |
think you will fmd it is right on the mark.
DHE b
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FOREWORD

It would be reassuring to believe that Pearl Harbor was just a colossal
and extraordinary blunder. What is disquieting is that it was a supremely
ordinary blunder, In fact, “blunder” is too specific; our stupendous
unrcadiness at Pcarl Harbor was ncither a Sunday-morning, nor a
Hawaiian, phenomenon. It was just a dramatic failure of a remarkably
well-informed government to call the next enemy mnve in a cold-war
crisis.

If we think of the entire U.S. government and its far-flung military
and diplomatic cstablishment, it is not truc that we were caught napping
at the tme of Pearl Harbor. Rarcly has a government been more expec-
tant. W just expected wrong. And it was not our warning that was most
at fault, but out strategic analysis. We¢ were so busy thinking through
some. "obvious” Japanese MOVES that we neglected to hedge against the
choice that they actually made,

And it was an “improbable” choice; had we cscaped surprise, we might
still have been mildly astonished. (Had we not provided the target,
though, the attack would have been called off) But it was not all that
improbable, If Pear! Harbor was a long shot for the Japanese, so was
war with the United States: assuming the decision on war, the attack
hardly appears reckless. There is @ tendency in our planning to confuse
the unfamiliar with the improbable. The contingency we have not con-
sidered sericusly 100KS strange: what looks strange is thought improbablc;
what 1s improbable need not be considered scriously,

Furthermoere, we made the terrible mistake--one we May have come
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viti - Foreword

close to repeating in the 1950's—of forgetting that a fine deterrent can
make a superb target.

Surprise, when it happens to a government, is likely to be a compli-
cated, diffuse, bureaucratic thing. It includes neglect of responsihility,
but ulso responsibility so poorly defined or so ambiguously delegated
that action gets lost. It includes gaps in intelligence. but also intelligence
that, like a string of pearls too precious 1o wear, is 00 sensitive o give
to those who need it. It includes the alarm that lails to work. but alsa
the alarm that has gone off so often it has been disconnected, It includes
the unalert watchman, bul alse the one who knows he'll be chewed oul
by his superior if he gets higher authority out ol bed. [t includes the con-
tingencies that occur t0 no one, but also those that everyane assumes
somebody else is taking care ol It includes straightforwind pmcrastina-
tion, but also decisions protructed by intemal disagreement. [t includes,
in addition, the inability of individual human heings o rise o the occa-
sion until they ate sure it is the accasion-which is usually toa late.
{Unlike movies, teal lite pravides na musical background to tip us off o
the climax.) Finally. as at Pearl Harbor, surprise may include some meas-
ure of genuine novelty introduced by the enemy. and possibly some sheer
bacdl luck.

The results, at Pearl Harbor, were sudden, concentrated, and dramatic.
The failure, however, was cumulative, widespread, and rather drearily
familiar. This is why surprise. when it happens to a government, cannot
be described just 47 terms ot startled people. Whether at Pearl Hacbor
or at the Berlin Wall, surprise is everything invelved in a govermment's
{or in an alliance’s) failure o anticipate ellectively.

Mrs. Wohlstetter's book is a unique physiology of a great national
lailure to anticipate. II' she is at pains to show how eusy it was to slip
into the tut in which the Japanese found us, it can only remind: us how
likely it is that we are in the same kind of rut right now. The danger is
not that we shall read the signals and indicators with too little skill; the
danger is in a poverty of expectations-a routine obsession with a tew
dangers that may be familiar rather than likely. Alliance diplomacy, inter-
service bargaining, appropriations hearings, and public discussion all
seem to need to focus on a few vivid and oversimplified dangers. The
ptanner should think in subtler and more variegated terms and allow lor

Foreword ix

a wider range of contingencies. But, as Mrs. Wohlstetter shows, the
“planners” who count are also responsible for alliance diplomacy, inter-
service bargaining, appropriations hearings, and public discussion; they
ate also very busy. This is a genuine dilemma of government. Some of
ity consequences are mercilessly displayed in this superb book.

Center for International Affairs THoMAS C. SCHELLING
Harvard University
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September 10,2001 9:08 AM

hss

TO: Larry Di Rita
FROM:  Donald Rumsfeld ()

SUBJECT: Jim Kimsey

Please have someone look at Jim Kimsey and see if we think he is the right person
for the Policy Board.

Here is his card.

Thanks.

Attach. - y Bl %‘l (VO

Business Card
100110 /77#(. /{ a.gﬂ fg lﬁ«A 7:‘(4'}(

JAMES V. KIMSEY

| FOUNDING CED & CHAIRMAN EMERFIUS

AMERICA GNLINE INC, f
AMERICA ONLINE
iRCaLroLATER

1700 PENNAYLYANIA AVE. NW BUITE MM WAsNINGTON, D 200068
INTERMET: JKIMSEYSAOL.COM
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September 19, 2001 3:13 PM

TO: Honorable George Tenet

FROM: Donald Rumsfeld (Di\

Following are some concepts that I otfer for consideration as elements of
speeches, press briefings and talking points, internally and externally. It is always
helptul if we are all working off the same sheet of music.

I. Terrorist Attack. The September 1 1™ terrorist attack on the U.S. was
caretully planned. There may well be more attack plans in place, and we
must recognize that. It is likely that the terrorists planned not only the
September 1 1™ attack and future attacks, but that they planned how they
would hide and what evidence they wished to leave behind for us to find to
confuse our search. Therefore, it will take a sustained effort to root them
out.

2. Expectations. The world needs to have realistic expectations. This
campaign is a marathon, not a sprint. No terrorist or terrorist network, such
as the Al-Qaida network, is going to be conclusively dealt with by cruise
missiles or bombers. We recognize that it will take time and pressure on
the countries that harbor these people for the foes of terrorism to be
successful. Therefore, the fact that the first, second, or third wave of our
efforts does not produce specific people should not come as a surprise. We
are patient and determined.

3. Worldwide Support. The legitimacy of our actions does not depend on
how many countries support us. More nearly the opposite is true: the
legitimacy of other countries” opinions should be judged by their attitude
toward this systematic, uncivilized assault on a free way of life.

4. Coalitions. The coalitions that are being fashioned will not be fixed;
rather, they will change and evolve. While most countries are concerned
about terrorism, and properly so, each country has a somewhat different
perspective and different relationships, views and concerns. It should not
be surprising that some countries will be supportive of some activities in
which the U.S. is engaged, while other countries will not.  Which group
any country falls into will depend on the nature and location of the activity.
We recognize that some countries will have to conceal or downplay their
cooperation with us. That needs to be understood and accepted.
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5. Fear. We understand that people have fears-fear for themselves, their
families and their governments. Therefore, some will be reluctant to join
an effort against terrorism or at least some aspects of our efforts. Terrorists
terrorize people. We accept that fact. However, we need people’s help and
any information they can provide that will assist us. A number of countries
are helping quietly and we appreciate that. Indeed, we ask people across
the globe to provide us any information they have that can help in rooting
out terrorists and their networks.

6. Against Terrorism, Not the People. We are after terrorists and the
regimes that support them. This is not a war against the people of any
country, The regimes that support terrorism terrorize their own people as
well. We need to enlist all civilized people to oppose terrorism, and we
need to make it safe for them to do so.

7. Not Against Islam. This is not a war against Islam or any other religion.
The Al-Qaida terrorists are extremists whose views are antithetical to those
of most Muslims. Their actions threaten the interests of the world’s
Muslims and are aimed in part at preventing Muslim people from engaging
the rest of the world. There are millions of Muslims around the world who
we expect to become allies in this struggle.

8. Secondary Effects. Finally, there will be secondary effects. We recognize
that as we continue to go after terrorism, our activities will have effects in a
number of countries. We have to accept that, given the importance of the
cause. As a result, relationships and alliances will likely be rearranged over
the coming years.

DHR:idh
091901-0
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September 18,2001 1:31 PM

TO: Honorable George Tenet
ce: Paul Wolfowitz
FROM: Donald Rumsteld 3&/’1

SUBIJECT: Information

[ just received this, and T think you ought to have a copy.

Thanks.

S'00Q

Attach. )
9/16/01 |6) | ltr wenclosure to SecDef re: Potential “Heads-Up™ from the Philippines
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b)(6 .
FROM @ DOH 2 URL HANNA (b)X8) Sep. 162001 12:55FMPL

' (b)(6)
(b)(6)
[(b)(6) |
September 16, 2001
The Honorable VIA FACSIMILE
Donald Rumsfeld

The Secretary of Delense

The Pentagon g_,(‘?f L — /
Washington D.C. 20301 FI&/ / Are
Re: Potential “HeadsL{p” from the Philippines. ZZWMAJ fo  Hal

DearM}secﬁr’y: DJ«Z’;’/O@. /»7:&057)(‘9%
(A

Do not wish to burden you in these hours of Crisis, however, just received the anached F-mail
trom an individual in the Philippines, which | thought should be brought to your attention, based
upon events of the last scveral days.

[ only know this person through E-mails: regarding manufacturing aircraft models. therefore
cannol vouch [or his “bona fides™!

[ wish you to know that your many friends out here on the Frontier support you, and your efforts
in this tragic period, in every way.

(b)

gy | and I wish you and Joyce the very best, in these irying times.

Most Respectfully,
(b)®)

P.S. P.X. Kelley tells me that he his rcady for the discussion you suggested, at any time, at your
convenience!

3 JRAES
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FROM : DON 2 VAL HEhNG (b)(®)

Sep. 16 ZBB1 12:55PM P2

Subj:  Fw: Project Bojinka

Date: in Daylight Time
From: |(P)6)

To:|(b)(6) |

- Qriginal Message ---

From:[{(b)(6) |
Sent: Sunday, September 16, 2001 8.33 PM

Subject: Project Bojinka

(b)(6)

Subject: Project Bojinka

vV VY VY

v

Sometime in January 1995, when Philippine Palice authorities

> captured Ramsey Yaussef in Manila, | was asked, because of my

> affiliation with the NBI, to help decode and degcipher the hard drives

> of the computers found in Youssefs possession. This is where we

> found most of the evidence of the projects that were being funded by
> Osama Bin Laden in the Philippines.

>

» The first plan was to assassinate

> Pope John Paul Il who was then scheduled to visit the Philippines.

>

> The second was Project Bojinka, which called for the hijacking of US
> bound commercial airliners from the Philippines, Korea, Thailand,

> Taiwan, Hongkaong and Singapore and then crash them into key

> structures in the United States. The World Trade Center, the White

> House, the Pentagon, the Transamerica Tower, and the Sears Tower were
> among prominent structures that had heen identified in the plans that
> we had decoded. A dry-run was even conducted on a Tokyo bound

> Philippine Airlings flight, which fortunately was aborted by our

> security personnel. It was also from these computers that we found

> the plans for the first bombing of the World Trade Center in February
> 1993.

> This evdence was eventually used to convict Ramsey Youssef,

> Abdul Hakim Murad and Wali Khan for the WTC bombing. Cbviously. the
> original Project Bojinka was modified to give it more significant

> impact on the USA. By hijacking planes that originated from within

> the United States instead of Asia, they made sure that AMERICANS
> would be killed in the hijacking instead of Asians, which obviously

> would elicit a stronger reaction from the Americans. And

> transcontinental flights (East Coast to West Coast) would hawe more
> fuel for most of the targets which were on the East Coast. Abdui

> HakimMurad admitted that they had been taking flying lessons in the
> Philippines for Project Bojinka. Obviously, after they were caught

> and convicted, a new set of terrorists were trained in the United

> States (Venice, Florida) for the modified Bojinka.

>

> The Philippines has been having a lot of problems lately because Osama
Bin

> Laden has

5 been funding the activities of the Abu Sayyaf through his

> brother-in-law, Khalifa Janjalani. The success of these recent

Sunday, Sepvemtar 16, 04 Ameaed Onlive. WARBRDLEADGPAD Page: 1
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FROM @ DOM 2 URL HAMNG Feed MNC. 1 288 822 7731 Sep. 1P 2031 12:56FM P3
> temaristic(sic) ads in the United States will embolden Commander Robot
> and Commander Sabaya. both of the Abu Sayyaf. to wreak more havoc in
> our part of the world. What is strange 1s that the United States
> agencies that took possession of the evdence tnat we gathered,
> obviously did not take Project Bojinka seriously. | would hawe
> thought that intelligence operatives would have analysed all the
> evidence and worked out verious scenarios that could have included
> the modified Eojinka plan. if they had done $0, the US would hawe
> been prepared for this attack.
>
> Let us thank God that many of our
> friends were spared from the horrors of the other day. | have been
> stuck in Minneapolis for the last two days afier attending the
> reunion of the East Coast Fried Eagles in Washington DC. | am irritated
> that | am unable to travel but | am gratified that | am still alive
> enough to be irritated!
>
(b)(®)
>
>
> Télechargez MSN Explorer gratuitement & 'adresse
> hitp:/fexplorer.msn.fifintl.asp
>
>
>
> This message has been cleaned by MessageCleaner.exe V2. 15
> hitp:/www. RoundhillSoftware. com/MessageCleaner?ulORgtRo

Funany, Sephambar 16, 2081 Amadaa Onlina; WAREROLEADGPAD Cuge: 2
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BhaTE
September 24,2001 12:50 PM

[
~0

TO: Doug Feith

FROM: Donald Rumsfeld

pronl

SUBJECT: MoD Singh

Here is 2 memo relating to Minister Singh of India. Please craft a very

appreciative note to him in response to his conversation with Paul Wolfowitz.

This is a very fme, impressive individual.

Thanks.

Attach.
9/22/0 1 DepSecDef memo to SecDef re phonecon w/MoD Singh

’

DHR:dh
092401-20

Jo 43S AT
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MEMO FOR SECRETARY RUMSFELD 22 September 2001

FROM DEPUTY SECRETARY OF DEFENSE WOLFOWITZ

SUBJECT: Phonecon with Indian MoD Jaswant Singh 22
September 200 1 (1000 EDT)

Don,

Details of my conversation with Singh next under. He was
genuinely impressed by your leadership in this crisis and clearly
feels that he formed a strong personal tie with you during your

meeting here earlier this year.

11-L-0559/058D/5116




MEMO FOR THE RECORD 22 September 2001
FROM MA DSD

SUBJECT: DSD Phonecon with Indian MoD Jaswant Singh 22
September 2001 (1000 EDT)

MAJOR POINTS:

1. MoD Singh called and wanted “to sincerely convey from one
soldier and Minister to another that he was most impressed and
moved” by Secretary Rumsfeld’s leadership and actions during
the crisis. He was particularly impressed by Secretary
Rumsfeld’s remaining in the Pentagon after the attack and his
movement to the impact site to help evacuate wounded.

2. The Indian government “understood the logic of what is being
done” (re Pakistan). “Be assured — we are keeping our priorities
straight in this matter,” “The Indian government truly
appreciates what the US is doing in the fight against terrorism.”

3. India is a big democracy where people express all kinds of
opinions. Singh himself has been speaking out in support of
U.S. policy. After President Bush’s speech, Singh went to the
press and reported that the reaction of the Indian government
was that “it was extremely well received.”

Semper fi,

LtCol Davis

11-L-0559/08D/5117




By ORegRBEr

September 25,2001 10:22 AM

TO: General Shelton "Dj\
FROM: Donald Rumsfeld

SUBIJECT: Papers

ey

Here are the two papers-the one I sent you first and then the one that %

memorializes our meeting with George Tenet. I would like you to feed them into 5
Oy

the Joint Staff so they know precisely what it is I am looking for. r
tn
>

Thanks.

Attach.

9/19/0 1| SecDef memo to CICS, 9/24/01 SecDef memo to DC]
DHR:dh / ﬁ Y. Fod 2
0925015 [« fﬂ /
nil 7((;/»
L\\
S
Ry

N

RET DOCTMNL 7 2ECOMES UNCLASSIFIED

W
1@\&%\%\ UPON REMOVALOF ATTACEMENT(S)
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October 31,2001 12:18 PM

(A&

TO: Steve Cambone
CC: Paul Wolfowitz

Pete Aldridge
Tohn Stenbit

FROM: Donald Rumsfeld D /L

SUBJECT: Bletchley Park ¥

We need a Bletchley Park. Why don’t we do it? We would be pleased ten years

from now. 1t is needed.
We have the money. We have the time. We have the authority.

Why don’t we pick out a big subject and get a group of brains on it, like they had
at Bletchley Park.

Now i1s the time, We have the chance to do something really useful that will help
America for 5, 10, 15 or 20 years. Let’s do it.

The crash in the Internet world has dumped a whole bunch of these brilliant young

people out into the marketplace. We should grab them.

Thanks.

DHR;dh
103101-24

Please respond by

101201

11-L-0559/0SD/5119 Uié6647 /02



September 26,2001 11:46 AM

TO: Larry Di Rita

FROM: Donald Rumsteld m -
A

SUBJECT: Congressman Rohrabacher -

‘ _ >

I suppose someone ought to answer this letter from Dana Rohrabacher. He handed -

it to me out front. .
2

Thanks. 2

Attach.

9/26/01 Rohrabacher Itr to SecDef ; e
?/

DHR:dh -
192601-7 _S _ ()f/
; _ —

11-L-0559/0SD/5120 U16948 /0%



WASHINGTON OFFICE:
2336 Rayburn House Office Building

W§shm 1pn, DC_20515-0545
[©)6) l

" DANA ROHRABACHER
45th Distnict, Califormia

Commitiees
SCIENCE DISTRICT OQOFFICE.
Chairman, Subcommittee on
Space and Aeronautice 101 Main Streat, Suite 360

Subcommitiee on Energy @Un grfgg U{ tht aﬂ nitth % tattﬁ' (Pg‘;\zlgg)lgn Beach, CA_92646-9118

INTERNATIONAL RELATIONS . . 2 I
Ve g Bouse o f Representatives NG howse. govrohabacher
Subcommitt
East Asiaand Pacitic Sep[emberlé, 2001
Subcommittee on

Mwdie East and South Asia

The Honorable Donald H. Rumsfeld
Secretary of Defense

1000 Defense Pentagon
Washington, D.C. 20301

Dear Mr. Secretary:

[ am writing to call your attention to the current tactical situation inside of Afghanistary,
As you are aware, my National Security Advisor Al Santoli has been in daily contact with
Afghan Northern Alliance Commander. The news he received this morming was troubling angd
demonstrates the need for me U5, @ $€nd in ammunition and other supplies. as well as begin
providing air cover for the Afghan resistance forces.

The cammand staff of General Dostum in the mountains 20 miles south of the strategic
town aof Mazar-i-Sharit near the Uzbekistan border reports that during the past 24 hours, while
the resistance forces are running out of ammunition, the Taliban have been resupplied and are
pressing a counter-attack. In addition, they are now using more jet aircraft 1o provide close-air
support to their tighters on the ground.

The resistance claims the Taliban’s morale is up. now that they have heard statements by
officials in the Bush Administration that the goal may not be to remove the Taliban and an
accommodation may be worked out.

U.S. assistance to the Northern Alliance should not be perceived “nation building.”
Instead, it is the Afghans who are best able to clear the Taliban/bin Laden forces out of the
rugged mountains of Afghanistan. They will prevent American casualties. We should support a
moderate government that will prevent terrorists from vsing Atfchanistan as a base. If the United
States does not assist the Northern Alliance and we leave the Taliban in power, we do so at our
own peril.

Enclosed is a list of satellite telephone numbers of Neorthern Alliance commanders. It is
imperative that our military people get in touch with them ASAP.

Sincere
(s rﬂl“&wﬁ

Dana Rohrabacher
Member of Congress

11-L-0559/05D/5121
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October 10,2001 12:23 PM

TO: Honorable George Tenet
FROM: Donald Rumsfeld/lyl{.
SUBJECT: QDR L_/j)
(@
Attached is the QDR. I am delighted the President got you interested! .__'___
Thanks.
Altach.
2001 QDR
DHR:dh
H01001-10
o
(&
o
-
o
Ui17098 /01
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October 15,2001 11:47 AM

TO: Honorable George Tenet
FROM:; Donald Rumsfeldm ~
SUBJECT: Rock Formation -
<Q
>
Here 1s an e-mail from Richard Perle about the rock formation behind bin Laden. g
Someone thinks they recognize it. w
;\
Just a thought, my friend. >
Attach,
10/12/01 e-mail
DHR:dh
101501-32
—
)
M
~
Q
T

uizzig /01
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Pagel of 2

Richard Perle

From: (b)(6)

Sent: Friday, October 12, 2001 4:43 PM EEN
To: Richard N Perle SEGDB: HAS S :
Subject:  Targets ey L5 2on

importance: High

Richazrd,

k)6

(b)6) is an academic and specialist on

Afghanistan's gems and minerals., She has traveled extensively
there.

When she saw the video and pictures of Bin Laden she recognized the
types of rock formations behind him.

The letter to me {below) explains her initial evaluation. She will
have more information soon.

While it is true that Bin Laden moves around a lot, the fact that
she would put the wvideo scene southwest of Kabul seems to me very
important. In the context of the current strikes against the Al
Quaida and Taliban, this information may help our "targeteers" do a
better job.

As socn as I get even more specific information (informally I may
be able to pin it down te the very cave), I will give that
information to you.

Can you get this info into the right hands as soon as possible?

----- Original Message-----

From:|(b)6)

Sent: Friday, October 12, 2001 30:54 AM
To:|(b)B)
Ce:lis ]
Subject:|[(b)(8) |

Dear [(b)(6)

(bX6) suggested that | write to you regarding my ideas on the possible locatien of Bin Laden.

| have trekked over Afghanistan many times, documenting gems and mineral deposits for my book,
Gemstones of Afghaniatan. As a result of this extensive work, | have intimate knowledge of the country
especially the northeastern part which has been held by the Northern Alliance. However, my research has also

11-L-0559/0SD/5125
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Page 2 of 2

taken me to the mineral deposits of Central Afghanistan, the Kundar Urgan, Helmand, Tirpul and Karakum
Basins. In this book | documented 1,407 coordinates of occurrences of gems and minerals in thecountry,
including solid combustible minerals, metallic and non-metallic minerals, rare metals, radicactive elements,
precious metals and gemstones, salt and industrial minerals,

| have attached the photos | am referring to to this email. The formations in the background appear to be
metamorphic and Afghanistan has one of the largest pegmatite fields in the world. | would guess that this is in
the province of Oruzgan, south west of Kabul. | am expecting more information from my guide, and will get
back to you shortly if | have any more information.

My contacts in Afghanistan and Pakistan also told me on October 10 that rumors in [slamabad and Peshawar
are that Musharraf had been removed. There was a hurriedly called meeting of the cabinet and many generals
were removed or sent packing. All the religious parties have called for a collective strike on 16th Oct.

(b)(6)

10/13/01 11-L-0559/0SD/5126



FOR OFFI USE ONLY 4

INFO MEMO
October 16,200 1
FOR: SECRETARY OF DEFENSE DepSec Action:
FROM: JOHN P. STENBIT, ASD(C3I) %

SUBJECT: Spectrum

[n response to your memo, we have made significant progress in protecting
DoD’s spectrurm.

¢ Third generation (3G) wireless

» A major portion of the DoD band, 1770- 1850 MHz is out of consideration at
the 2004 3G auction.

» The National Telecommunications and Information Administration (NTIA),
NSC, and Federal Communications Commission (FCC) have agreed that the
viability assessment plan will only cover the 17 10- 1770 MHz band. (1755-
1770 MHz portion is exclusive Federal government spectrum crucial to DoD
operations, while the 1710-1755 MHz is commercial spectrum given to the
FCC, except for 16 protected sites.)

» | believe the assessment will show we cannot move or share until 20 15,
which will force a confrontation with the FCC. In such a case, if they
override us, we will insist, as the law states, that we be allocated
comparable spectrum and time to transition.

¢ Ultra wideband (UWB)

o This is a spectrum interference issue that [ would hope will be rejected by
the FCC. We are participating in the debate to show that interference is
unacceptable in our bands. Here is a case where if the FCC is going to
allow such interference, we should insist it be only available to DoD.

COORDINATION: None

(b)6)

Prepared by: CAPT Hanson, C3I,

%;i;ﬁiﬁﬁﬁagul Ui7411 /01
11-L-0559/0SD/5127



. October 15,2001 1:20 PM

TO: John Stenbit
FROM: Denald Rumsteld O‘\

SUBJECT: Spectrum

How are we doing on spectrum? [ sure hope we don’t lose it.

Thanks.

DHR:dh
L0L501-37

11-L-0559/0SD/5128



FOR OFFI USE ONLY

INFO MEMO
QOctober 16,200 1

FOR: SECRETARY OF DEFENSE DepSec Action:

Froy
FROM: JOHN P. STENBIT, 2—

/,-—

SUBJECT: Spectrum

In response to your memo, we have made significant progress in protecting

DoD’s spectrum.

« Third generation (3G) wireless

A major portion of the DoD band, 1770-1 850 MHz is out of consideration for

the 2004 3G auction (the Do) band covers 1755-1850 MHz).

We, National Telecommunications and Information Administration, National
Security Council, and Federal Communications Commission (FCC) are
conducting a viability assessment plan to determine whether a portion of the
band can be shared or made available to 3G applications, provided
comparable spectrum is identified for incumbent Federal systems.

All parties have agreed that the viability assessment plan will only cover the
1710- 1770 MHz band. (1755- 1770 MHz portion is exclusive Federal
government spectrum crucial to DoD operations, while the 1710-1755 MHz
is commercial spectrum given to the FCC, except tor 16 protected sites.)

| believe the assessment will show we cannot move or share the 1755- 1770
MHz portion of the band until 2015, which will force a confrontation with
FCC. In such a case, if they override us, we will insist, as the law states,
that we be allocated comparable spectrum and time to transition.

+ Ultra wideband {(UWB)

UWB applications will overlap with restricted government spectrum,
potentially causing harmful interference in the global positioning system
band. This is a spectrum interference issue I hope will be rejected by FCC.
We are participating in the debate to show that interference is unacceptable
in our bands. Here is 4 case where if the FCC allows such interference, we
should insist that the application of UWB be available only to DoD.

COORDINATION: None

Prepared by: CAPT Hanson, C31, [®)®) |

\
FOR OFFICIAL M
11-L-0559/0SD/5129 U17486
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F& SECRETARY OF DEFENSE DepSec Action:

FROM: JOHN P. STENBIT, ASD{C3I)

AWAII ING
ORIGINALS

[n response to your memo, we have made significant progress in protecting /e H
1 "L’

SUBJECT: Spectrum

DoD’s spectrum.
p o SN e
. : o T S e Lo
o Third generation (3G)_wireless G,wMY‘b" _(;:_:/ o R "C(?—;'tr:"‘.-:,’u'
* A major portion of the DoD band, 1770-1 850 MHz i§ out of consideration at
the 2004 3G auction. _
 The National Telecommunications and Information Administration (NTIA), | ., lr'('l' AN
NSC, and Federal Communications Commission (FCC}hmap agreed that the W , 8
viability assessment plan will only cover the 17 lo-1770 MHz band. (1755- & J.J(}(,L.,

1770 MHz portion is exclusive Federal government spectrum crucial to DoD
operations, while the 1710-1755 MHz is commercial spectrum given to the
FCC, except for 16 protected sites.)

o [ believe the assessment will show we cannot move or share until 20 15,
which will force a confrontation with the FCC. In such a case, if they
override us, we will insist, as the law states, that we be allocated
comparable spectrum and time to transition.

« Ulira wideband (UWB)

« This is a spectrum interference issue that [ would hope will be rejected by
the FCC. We are participating in the debate to show that interference is .
unacceptable in our bands. Here is a case where if the FCC is going to C_(,Lbukf/v
allow such interference, we should insist it be only available to DoD. J

COORDINATION: None

7\& bﬁr\ Locwu( Cuptan (7SS —IK\;OMHF—

Prepared by: CAPT Hanson, C31, [®)® |
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. October 15,2001 1:20 PM

TO: John Stenbit
FROM:  Donald Rumsfeld O{\

SUBJECT: Spectrum

How are we doing on spectrum? I sure hope we don’t lose it.

Thanks.

DHR:dh
101501-37

11-L-0559/05D/5131



INFO MEMO
October 18, 2001, 3:30 PM

FOR: SECRETARY OF DEFENSE

FROM: Dov S. Zakheim%

SUBJECT: Costs of Campaign (T 2 2 200

The current estimate for Operation Enduring Freedom is approximately $15 billion.

o This includes an estimate of $2.3 billion for “known” deployments {through
October 10, 2001) for | year (deployment/redeployment costs, $1.2 billion;
sustainment costs, $1.1 billion).

o Itincludes an estimate of $0.2 billion to airdrop DOD’S entire stockpile of
humanitarian daily rations (HDRs). However, there 15 potential for additional
humanitarian missions to include: set up of refugee camps mn Pakistan,
strategic/tactical airlift, or protection for humanitarian convoys.

o Alsoincluded is an estimate for critical programs that are not specifically addressed
in deployment orders, but are essential to the campaign. These include costs for
command and control, information operations. depot maintenance., spares. munitions,
and offensive counterterrorism plus an estimate for increased operations beyond the

current level.

The costs for Operation Enduring Freedom will be paid from current supplemental

funds, allied contributions, or included in any future supplemental.

Attached is a summary of preliminary requirements totaling $68 billion for DoD to combat

terrorism worldwide. The Office of Management and Budget intends to provide DoD with

$21 billion of the current $40 billion supplemental. The remaining $47 billion of deferred

requirements will be reviewed during the upcoming Program/Budget Review for possible

inclusion in a future FY 2002 combating terrorism supplemental or the FY 2003 budget.
clo$ e.H ”lTl

We will continue to work with the Joint Staff to cost deployment orders and provide

periodic updates to you.

COORDINATION: See attached.

Attachment
As stated

Prepared By: Mary E. Tompkey,

[(b)(6) |

11-L-0559/0SD/5132 17682 /01




9.

. Increased Situational Awareness
. Enhanced Force Protection

. Improved Command & Control
. Increased Worldwide Posture

. Offensive Counterterrorism

. Procurement

. Initial Crisis Response

. Pentagon Repair / Upgrade

Other Requirements

Total BoDy

10. Airpart Security

Percentage of Total Supp

DRAFT-CLOSEHOLD

Total Ramt First Release

PREDECISIONAL - FOR CONSIDERATION ONLY

AL LTI

N Nt Nl Pt e S

SUMMARY OF SUPPLEMENTAL REQUIREMENTS

16,680
10,447
7,074
16,718
7,665
4,753
1,506
1,510
1,219

67,572

204

1,152
522
140
196

37
301
100
100

2,548

Second
Release

124
218
325
644
215

217

1,743

Future Sup)
4,996

1,630

1,0M

6,038

1,752

225

1,155

16,872

Total Supp
6,272
2,370
1,536
6,878
2,004

743
1,258
105

21,163

Army
442

673

303

370

43

52

108

1,991

9%

Navy
530

820

237

282

1,091

62

47

3,069

15%

Air Force DW
3,109 2,191
572 305
339 657
143 6,083
440 430
51 578
- 1,100
105
4,654 11,449
22% S4%

11-L-0559/0SD/5133

Defer
10,408

8,077
5,538
5,840
3,661
4,753

763

255
1,114

46,409

204
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snowflake

October 10,2001 8:41 AM

TO: Dov Zakheim

FROM:  Donald Rumsfeld\ 7
3

SUBJECT: Costs of Campaign

At some point we are going to have to figure out what all this is costing us and
how we are going to pay for it. We need to determine how it will affect other

things and what we need to do in advance so we don’t get stuck in a hole.
Please think it through, talk to Paul and come back to me.

Thanks.

DHR:dh
101001-8

11-L-0559/05D/5134



Coordination Page

Acting Division Chief, Program & Budget
Analysis Division, J-S Captain D. Brisel Oct.17, 2001
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October 23,2001 8:14 AM

TO: Gen. Franks

FROM: Donald Rumsteld fw

SUBIJECT: Bahrain

We met with Prince Abdullah, Crown Prince of Bahrain, yesterday. Among other
things, he pointed out that he had otfered the U.S. a location for your headquarters
in the event you were to maove. [ did not ask 1f he meant permanently or
temporarily. [ am sure you are aware of this, but in case you were not, 1 thought

you would want to know it.

He also made a number of the comments on the attached sheet, which are things

we ought to be using.

Thanks.

Attach,
1 0/23/01 SecDef notes on mtg w/Prince Abdullah

DHR:dh
1023017

11-L-0559/0SD/5136 Ui17800 /01
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October 23,2001 7:28 AM
S

SUBJECT: Meeting with Prince Abdullah, Crown Prince of Bahrain

He recommends we get some experts from Harvard to come down and talk about

Islam.

Specifically, he pointed out in answer to my question about Ramadan, the

terrorists won't stop because of Ramadan.
The Iran-Traq war was fought through Ramadan for years.

If one is at war, you are absolved of the requirements of Ramadan. Islam allows a

war to continue during Ramadan.

He said these people and bin Laden have hijacked Islam.

We should talk about the number of Muslims who died in the World Trade Center.
Only states can declare a jihad, and Taliban is not a state nor is Usama bin Laden.

The Afghan people are hostages to Taliban.

Bin Laden and his crowd have broken many of the laws of Islam.

The Muslim world was always the most tolerant. It protected Jews and Christians.
He said females cannot see a male doctor under the Taliban rules, and they cannot

go to school. That means there will be no doctors for females.

DHR:dh
102301-6

11-L-0559/0SD/5137



September 27,2001 7:58 AM

TO: Larry Di Rita
FROM:  Donald Rumsfeld )

SUBJECT: (b)6) Letter

Please get this letter from (b)6) answered. [ have kept the paper to read.

Thanks.

Attach. ’ ! o =
9/10/01[B)] tetter e Uéé --} (e /

DHR:dh
092701-3

11-L-0559/0SD/5138 ui17822 /01
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(b)®)

Septemberl0, 2001

The Honorable Donald H. Rumsfeld
Secretary of Defense

1000 Defense Pentagon
Washington DC 20301- 1000

Dear Mr. Secretary:

We have met, the last time when my wite and I were guests of Harold Brown at a Rand
Director's dinner, but we have had little personal Contact. Anecdoucally, with the
recommendations of Albert Wohlstetter and Andy Marshall, T hired Jim Roche to head the
Northrop Analysis Center, when you also were considering him. And. my wife and 1 had your
seats at the Gala during President Reagan’s first Inaugural when you were unable to attend
(thank you). Tom Korologos was able to work through the chaotic reservation situation,

To give you a feeling tor my background. with the exception of the years spent at the
University of California at Berkeley receiving my PhD in Nuclear Physics, | have been
involved in defense related activities since [ was an Army First Lieutenant during World War
II. I have had technical and management roles at Boeing and Northrop, served as a Director on
the board of three Defense Companies, and chaired or served on Task Forces of the Defense
Science Board for the last thirty years. I also have and continue to serve on advisory panels for
the National Laboratories. And, most importantly to me. 1 served during the second Reagan
Administration as Under Secretary of Defense for Research and Engineering.

[ only present my background since 1t is the foundation for my enclosed commentary “Beyond
Mad: Toward a Seamless Deterrent™. [ hope you will find the paper useful. I believe that it is
consistent with the statements made by both you and President Bush and expresses the issue of
deterrent 1n an important way. It strongly supports the purchase of additional B-2C bombers.

11-L-055%/0SD/5139



Many of us are totally supportive of this Admimistration’s position that a major change is
required in our military services if we are to be prepared for future threats - so different from
that of the Cold War. At the same time those of us with Washington experience recognize the
difficult task you face in dealing with the super sand boxes of Congress, the Military Services,
and the Defense Industry. Many ot these supported systems are really social welfare programs
that bring jobs and votes. The real hope for the necessary change is for an increase in the
Detense budget. As you know the defense budget percentage of the GDP has gone from 6%
when | was USDRE in 1986 to the present 2.9%. Yet, Defense is the one governmental
responsibility that only the Federal Government supports.

Recognizing that you have to deal with your share of megalomaniacs, 1 am somewhat
embarrassed, since ['m not of that ilk. to relate the following success while | was Under
Secretary. However, 1t makes a point that [ trust will be helpful to you.

I began to develop the technical capability in Stealth at Northrop during the Sixties and continue
to believe 1n its great importance. In that period betore I left Northrop to become USDRE, I
focused on the B-2 bomber and paid little attention to our efforts in the competition that resulted
tn the F-22 fighter. However, when [ went into the Departmentin the late summer of 1985, I had
to focus on that program since the proposals were due in about one month. I was astonished to
find that the requirements for stealth were completely inadequate. Since it was clear technically
that 1t could be a stealthy fighter, what had happened? Those 1n the Air Force without the
necessary knowledge had had experience with the F-1 17 fighter that. while stealthy, had poor
derodynamic characteristics. They wanted a high pertormance fighter. But the B-2 bomber
incorporating a new generation of stealth technology had proved that an aircraft could be both
stealthy and efficient.

As aresult | forced a four-month delay n the competition and changed the specifications to
require a stealthy fighter. The reaction was world class. All of the senior civilian and military
leaders of the Air Force castigated me. Those in the Congress with the proper access demanded
an explanation, and those companies in competition with Northrop accused me of conflict of
interest because of Northrop's expertence with Stealth. As you know from your own experience,
I had made a great financial sacrifice in coming into government and had no financial ties to that
company. Only the program’s classification prevented a front-page attack in the New York
Times or the Washington Post.

But I held firm. No one could justify building a non-stealthy fighter when we had F-15s and
F-16's. As you are well aware, the Air Force now is using the F-22's stealth as an argument
against the group calling for its cancellation. (Note that from an acquisition stand point the first
development contract for the F-22 was signed in 1986.) General Joe Ralston, then a colonel,
can confirm my actions.

11-L-0559/058D/5140



Surprisingly, when the dust had settled, [ received a visit from the Vice Chief of Staff -
representing the Air Force - who commended me for my action.

I bring this issue up because [ believe that the Air Force 1s just as remiss in understanding the
importance of long-range force projection and a stealthy bomber- centric force. 1 believe that
the arguments in my paper are valid, and that the Senior Leadership and their consultants are
Just as incorrect as those in my time. [ have known, supported, and admired Jim Roche and
Larry Welch for twenty years, but they are missing the point as badly as the Air Force did
sixteen years ago.

You have pointed out that major military impacts can be made with a small percentage change
of the force. I fully believe that proceeding with the purchase of the B-2C will give that
impact, The Navy and the Army have much to do to meet the new requirements, but the Air
Force should have a major role in the deterrent force.

We have seen the last ten years pass with little effort to change our military force to meet the
new requirements. [t would be a tragedy for the Nation’s future if the Clinton Drift were
allowed to continue through this Administration.

Sincerely yours, .
(b)(6)

The stealth capability of the B-2C is sometimes questioned. Drs. John Foster & Bill Perry
were the original chairmen of the Red Tean concerned with this issue. Dr. Foster recently has
been thoroyehly hriefed on this subject and would be an excellent reference if you were
concerned|"®

11-L-0559/05D/5141
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October 26,2001 6:39 AM

TO: Honorable Condoleezza Rice

e Honoarsie Coun P
FROM: Donald Rumsfeld (D/l

SUBJECT: Schedule

It isn’t possible to have a 7:15 a.m. phone call, an NSC meeting and then two PC

meetings in one day. That takes most of the day.

[ need time with my statf. Let’s try to figure out a different way to do our

business.

If we are going to have an NSC meeting in the morning, 1 suggest we have a
secure phone call for the PC, not a video teleconference at the end of the day. and

skip the 7: |5 a.m. phone call.

Any thoughts?

DHR:dh
102301-36

Uizg9or /01
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October 26, 2001 6:36 PM

TO: Honorable Colin Powell

cc: Honorable Condoleezza Rice L.%
Paul Wolfowitz 5
Doug Feith R
Gen. Richard Myers f .
“
FROM: Donald Rumsfeld '—w\ E‘«
SUBJECT: DoD Presence at Afghan Opposition Meetings o
[t is probably important that DoD, possibly OSD as well as the military, be
represented at meetings of Afghan opposition forces. 1 saw that there was an
event on October 24 and 25 in Peshawar and that one is scheduled for October 28
and 29 in Ankara.
Anything you can do to help see that we are connected to future meetings would
be appreciated. Even if the U.S. is not invited, I think we should have people there
on the margins to gather information.
Thanks.
DHR:dh
102601-24
bN
o~
&
O
-~
o
o~
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August 16,2001 11:27 AM

TO: General Hugh Shelton
FROM:  Donald Rumsfeld a\ T
N
SUBJECT: Honduras -,
Q_
I notice that there are some 565 U.S. DoD personnel deployed to Honduras for E;
JTF Bravo. R
Please have someone take a look at that and see if there 1s some way to reduce the 14
size of that group.
Thanks.
DHR:dh
081601-18
e
(\ﬁ'
N
RS
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TO: Gen. Myers

FROM:  Donald Rumsfeld \7\

SUBJECT: Saudi Arabia

Did you ever figure out why Wald apparently arrived without getting Sultan’s

clearance to go in and add capability? It may not be true, but that is what Sultan

told me,

We want to make sure we do things in a gracious way with everybody, but

particularly with the Saudis.

Thanks.

DHR:dh
101501-27
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October 15,2001 11:16 AM
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\ o~ October?5, 2001 12:50 PM

14 \vu

TO: David Chu

FROM: Donald Rumnfeldﬁ&»
SUBJECT: Disposition of Anthrax

Please find out what the United States did with thc anthrax wc had Lefore we

discontinued work on it back in 1969,

Thanks.

OZ(/

DHR.dh
102501-27

Pleasg'mfpona’by ]01 Zi '

1012087

TOTAL P.O1
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IVE  October 13,2001 1:19 PM

TO: Gen. Myers
cc: Doug Feith
FROM: Donald Rumsfeld(D

SUBJECT: Rich Haver Memo

Please take a look at this memo from Rich Haver. I would like you to come back

with a proposal as to what you think we ought to do.

Thanks.

. Attach.
10/ 0/0 1 Haver memo to SecDef

DHR:dh
101301-14
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July 16,2001 712 gfEN
SEGDEB\R ot
oL 19

TO: VADM Giambastiani (VADM Holcomb on leave for 2 weeks) r~J
FROM: Donald Rumsfeld D\ &

TN
SUBJECT: Promotion to 4-Stars 4
I don’t want to sign these Genergt"Officer promotions until I know that you have ‘\m .

@ seen them and the Service Secretaries have seen them and, in addition, my instinct
is, in the case of the Air Force, to hold them until the new_Chief of Staff sees

them.

I don’t think it is fair to fill a whole bunch of general officer appointments the
week before the new Chief of Staff of the Air Forcecomes in. It looks like the
bum’s rush to me.

Let’s hold them up.
T M ANSWERING FOL STHSER, 7/6;

(D STASEQ. RECOMMENDS — APLPROVAL
DHR:dh
07160175 FOR THESE X -AOME~ NOMINATIONS

B SEOVICE. SECRETARYY LETTELS OF
RECOMMENDATION AAE AT~ RED TaRS

(3 I HAVE PERSONALLY TALKED i
GEN, TUMFER Aup HE ACREES LIITH

BOTH OF THESE ASSICAMENTS, HE'D f:
MKE THEM TO PROCEED, c

o~

SECRETALY POCUHE. SPENT LT~ OF

YESTERDAY WORKING WITH GEN, TUMPEL

oN GEN OFFICEQR. DETAILNG FOR. USAE

WO NOMIN BTGNS olsdbiso COME TO You UNLESS
THEY HE Bo77)  LIDRED. YR 0



TO: Admiral G

FROM: Donald Rumsfeld’?

DATE: June 9. 2001 ﬁl{p/’L’

Someone give me the information about the Ft. Levenworth Hall of Heroes and tell me how
many successful people have gone through that training program who end up as Chief of Staff of
the Armed Forces in their country.

SECDEF — |
COPY OF MY TRE yousey 5MBM/7'TES€'*’?
‘ N
ANSWEL. 15 AT TACHED, Guod SPEECH ¢

MAT' L. AS YOUVE STATED N
| Y v/R
?k \N’M O( | of” S “C”OQ/S

!

1

DHR/azn
060901.18

DN )
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TO: SECRETARY OF DEFENSE June 12, 2001 7:38 PM
FROM: COL WHITMORE

SUBJECT: Information on International Hall of Fame, Fort Leavenworth and
Naval Command College, Newport, Rhode Island

. International Hall of Fame: dedicated in 1973 to recognize
International Officer Graduates who have attained, through military
merit, the highest positions in their nation’s armed forces, or who have
held an equivalent paosition by rank or responsibility in a multi-national
military organization.

Total Inductees: 200
14: Presidents:
148: Commander/Chief of Staff of Armed Forces
38: Minister/Ambassador/Legislature:

46 are currently in leadership positions today

. Naval Command Coilege: assist specially selected senior naval officers
from other countries prepare for higher command responsibility in
their own navies, and to familiarize them with United States Navy

methods, practices, and doctrine. (A0LE16H ARKE STARTED Tif /4

Total Graduates: 1400 (All foreign officer graduates since 1956) COWQSM':')
755: Flag Officers
143: Chiefs of Service

13 are currently in leadership positions today

11-L-0559/0SD/5152



CGSC International Hall of Fame

Codes:

P = President

C = Commander of Armed Forces/Chief of Staff, Armed Forces
M = Minister, Ambassador, Legislator

ARGENTINA
CARIDI, JOSE S. D. LTG C (/S ARGENTINE ARMY
BAHRAIN
AL-KHALIFA, HAMED GEN P EMIR (Effective MAR 99)
BELGIUM
MERTENS, GUY LTG C  CHIEF KING'S MIL HOUSEHOLD
SCHOUPS, JOZEF . LTG C  CHIEF OF STAFF, ALLIED FORCES
CENTRAL EUROPE
BOLZVZA

ARREDONDO MILLAN, GONZALO LTG C COMMANDING GENERAL OF THE
BOLIVIAN ARMY

BOTSWANA
FISHER, LOUIS MATSHWENYEGO LTG C COMMANDER, BOTSWANA DEFENCE
FORCES
BRAZIL
MARTINS, WALDIR GEN C /5 BRAZILIAN ARMY
COLOMBIA
ARIAS, ARMANDO CABRALES GEN C  CDR COLOMBIAN ARMY
FORERO MORENQO, RAFAEL GEN C  CG MILITARY FORCES
DENMARK
HELSO, HANS JESPER MG C  CDR DANISH ARMY OPERATIONAL
COMMAND
SCHEIBYE, ULF MG C  COMMANDING GENERAL, DANISH
HOME GUARD
FINLAND
HAGGLUND, GUSTAV GEN C  CHIEF FINNISH DEF FORCES
GEORGZA
TEVZADZE Sr,, David D. LTG M  MINISTER OF DEFENSE
GERMANY
REINHARDT, KLAUS GEN ¢ CDR NATO LAND FORCES CENTRAL
Page | of 3
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CGSC International Hall of Fame

EUROPE
GREECE
PARAGIOUDAKIS, MANOUSOS K. LTG ¢  CHIEF OF HELLENIC ARMY GENERAL
STAFF
GUATEMALA
LOPEZ FUENTES, HECTOR BG M  AMBASSADOR
HONDURAS
CANTARERO, ARNULFO BG C CG HONDURAN NAVAL FORCE
INDONESIA
HARTONO, RADEN GEN C  C/S INDONESIAN NATIONAL ARMY
ITALY
PUCCI, CESARE GEN C CDR ALLIED LAND FORCES SOUTHERN
EUROPE
SIRACUSA, SERGIO GEN C  CG, CARABINIERI CORPS
(OPERATIONAL COMBINED COMMAND)
JAPAN
FUININAWA, YUIJI GEN C  CHAIRMAN, JOINT CHIEFS OF STAFF
{JSC)
KENYA
CHERUIYOT, A. K. ARAP LTG C CDR KENYA ARMY (Eff 6 JUL 94)
LEBANON
GHANEM, ISKANDAR MG M  MINISTER OF DEFENSE
LIBERIA
WASHINGTON, GEORGE T. LTG M AMBASSADOR
MALAWI
CHIMBAYQO, JOSEPH G. GEN C ARMY COMMANDER, MALAWI ARMY
MALAYSIA
HASHIM BIN HUSSEIN, Dato’ Seri GEN C  CHIEF OF MALAYSIAN ARMY
Md
NEPAL
RANA, ARJUN NARSINGH GEN M  AMBASSADOR
NORWAY
BREIDLID, OLAV MG C (/S NORWEGIAN ARMY
PAKISTAN
JEHANGIR, KARAMAT GEN C  CHIEF OF ARMY STAFF
Page 2 of 3
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CGSC International Hall of Fame

RAHIM UDDIN KHAN GEN  C CHAIRMAN JOINT C/S
PERU
ZEGARRA DELGADO, JORGE GEN  C CG PERUVIAN ARMY
PHILIPPINES
GAZMIN, VOLTAIRE T. LTG € COMMANDER OF PHILIPPINE ARMY
NAZARENO, CESAR P. MG L  CDR PHIL NATIONAL POLICE
SARMIENTO, RECAREDO A, TI D/GEN C DIR GEN PHILIPPINE NATIONAL POLICE
SORIANO, ORLANDO DE VERA ~ LTG € CG PHILIPPINE ARMY
SENEGAL
CISSE, LAMINE LTG ~ C  CHIEF OF STAFF, SENEGAL ARMED
FORCES
SPAZN
PARDO DE SANTAYANA, GEN €  CHIEF OF STAFF
ALFONSO
THAILAND
CHAVALIT YONGCHATYUDH GEN M SENATOR
PRAYUDH CHARUMANI GEN M SENATOR
SURAYUD CHULANONT GEN  C  CINC ROYAL THAI ARMY
WATANACHAI WOOTISIRI GEN  C SUPREME CDR ROYAL THAI ARMED
FORCES
TRINIDAD AND TOBAGO
ALFONSO, CARL A. BG €  CH DEF STAFF T&T DEFENCE FORCE
TUNISIA
ESCHEIKH, ABELHAMID MG M  MIN OF YOUTH & SPORTS
VENEZUELA
ALCALDE, HUMBERTO MG € MINISTER OF DEFENSE

SALAZAR RODRIGUEZ, RAUL A. MG C  MINISTER OF DEFENSE, VENEZUELAN
ARMED FORCES

YUGOSLAVIA
KADIEVIC, VELJKO GEN C  FED SECRETARY OF NAT’L DEF

Page 3 of 3
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Naval Command College Graduates

Chief of Naval Operations:
Denmark: ~ RADM Tim Joergensen

Finland: VADM Esko Antero 111

Ireland: COMO John Kavanagh

[srael: VADM Yedidia Ya’ari

Jordan: BGEN Hussein Ali Mahmoud Al Khasaw
Liberia: CAPT Patrick Wallace

Mexico: ADM Jose Ramon Lorenzo Franco

Portugal: ADM Nuno Goncalo Viera Matias
Singapore:  RADM Lui Tuck Yew

Turkey: ADM Ilhami Erdil

Presidents:
Lebenon: BGEN Emile
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TO:

ccC: Paul Wolfowitz
RDML Quinn
Steve Herbits

FROM: Donald Rumsfe]d% _ (\/\J
o

SUBJECT: Security

We have been somewhat successtul in calibrating down the amount and visibility
of security in the Pentagon and around me. We have it about haltway to where I
want it.

Thus far, we have been able to:

— Completely dismiss the internal security for me in the building. 1 now
proceed through the building without one of the internal security people
following me everywhere.

— Not have SFC meet me every morning at the front steps and salute,
walk with me to see me off every evening at the front steps with a salute.

— Get Major Damiano to stop escorting me throughout the building
everywhere I went. I now walk throughout the building without an
escort.

— Shift my car from a Cadillac to a 4-wheel drive SW.
Now we need to cut it back some more. The way I want to do it is as follows:

— Unless there is a very good reason, | don’t want security people to call ~J
ahead to announce when I am arriving someplace. That includes the
Pentagon, a dinner party, an official event or a social engagement. |
don’t like the feeling of having people waiting for me out in front as ML
though I need a welcoming committee. [ am happy to fend for myself.
The only time it may be appropriate is to get the White House or Blair
House guards ready to open the gates, so 1 can get in for meetings
without a long wait. [ don’t want it done when we arrive at the

/’7 7 ¢
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Pentagon. | want to see how other people coming to the Pentagon are
treated. Therefore, | don’t want my arrival announced to the Pentagon
gate guards or to the guards at the entrances I go in. Nor do [ want
guards told which entrance I am going into. I want to be able to move
around and get a sense of how the building works without people being
on notice that the SecDef is coming.

—~ Second, when [ am going to a social event or some event outside that is
not a major official event, | do not want the cars that take or escort me to
pull up to the front, park in the front or be in the front when 1 come out.
The effect of that is that everybody else is blocked and waiting for me to
arrive or come out. I don’t like to feel that I am putting everyone ¢else
out. If [ am going to church or some event, have the car drop me off a
little away trom the front door, out of people’s way so we don’t block
everything, and then pick me up away or around the comer so my arrival
or departure is not a big deal.

— Third, I want to discontinue the chase car. I need to be in
communication at all times, however, [ don’t need a chase car. If I miss
a meeting someday or we have to call for help because the car breaks
down, we will do it. I consider the security and communications
tunction to be basically a communications and location function. The
reason [ have people with me is not only for security but it is so that
anyone who needs to get me will always have the ability to get me by
telephone on a secure phone. The communications function is critical,
since I need to be available to the President, the other members of the
national security team and the Pentagon.

— The security function, in my view, is something that can be a part of that
and is appreciated, but I think it is more of a deterrent. Anyone who
really wants to get a public figure, can do it, notwithstanding how many
security people he has, as long as that person is willing to be caught.

As a citizen and a taxpayer, [ don’t like to see a lot of money wasted on things I
think are not necessary. And, as a citizen and taxpayer, I don’t like to feel that
when a some person is waiting for an elevator, the elevator is blocked because
some so-called public servant is going to arrive in five minutes to go up or down
the elevator. I don’t like the feeling that, as a taxpayer or a citizen, when you want
to get in or out of your car or in or out of a building that the doors are blocked or
cars are blocking the way because some public servant is going to arrive or leave.

The long and the short of it is that I want things connected to me done in as low a
key as possible, in as invisible a way as possible. It 1s important that I always
have communications. [t is also important that we not act like the Secretary of

-2
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Defense is so important that everybody else in this country has to wait and stand
back while he arrives, departs or does his thing.

After you have thought this through, please fashion a new plan for us and come in
to discuss it with me.

Thanks.

Lw\rc/t(wf(v ST /’MZ?WQQ_/'AQ;
P4

DHR:dh
042301-5

/‘/\&ﬂ/’ ﬁy%ﬁclol _

11-L-0559/05D/5159



22 MAR 01 (1500 HRS)
MEMORANDUM FOR SECRETARY RUMSFELD
THRU: RDML QUINN
SUBIJECT: SECURITY FOLLOW VEHICLE (CHASE CAR)
Sir,
The security follow vehicle is employed for the following reasons:
» It serves as “eyes and ears” of your motorcade movements; they are talking to
advance personnel on site, monitoring traffic chokepoints and other potential
hazards and dangers

« It protects your vehicle from any reckless movements from the rear or blindside
areas, intentional or otherwise

+ In the event of breakdown, it would serve as your primary transport; in the event
of an attack, it would serve as your emergency evacuation vehicle

« In the event of an emergency or exigent circumstance, it would provide additional
manpower

« Our entire security package is geared and trained toward the presence of a follow
vehicle / additional manpower as the focal point for reaction to emergencies

In deference to your desire for lower visibility, we had already taken the following
measures with regards to the follow vehicle:

+ Removed the overhead lightbar

o Directed less visibility on arrivals and departures from functions, particularly for
private, low key events or controlled environments

+ Directed a loose follow procedure with no blocking or aggressive maneuvers in
order to establish a lower profile, yet able to still react to an emergency

We feel that further degradation of your security posture would make you a “softer” and
more lucrative target to a surveillant or terrorist threat and potentially jeopardize your
safety and/or that of your family.

Strongly recommend that the follow vehicle i for vour movements within
Washington, D.C. metropolitan area.

ok |

T AEGEVE This (S osuilb
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TO: RADM Quigley

FROM: Donald Rumsfe]dv

SUBJECT: Talking Points

1 would get these talking points on surveillance and reconnaissance over to the
State Department, the National Security Council and Ari Fleischer, in addition to

your having them.

Thanks.

DHR:dh
04200 1-24
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TALKING POINTS: SURVEILLANCE AND RECONNAISSANCE
OPERATIONS (SRO)

Purpose: Respond to SECDEF request to prepare talking points on value of SRO.

Suggested Talking Points:

Surveillance and reconnaissance flights help protect the peace. They improve
awareness of what other countries are doing and help contribute to regional
stability through greater transparency.

It has been a long-accepted tenet of arms control policy and international legal
discussion that greater transparency leads to greater stability. Reconnaissance
and surveillance assist in providing transparency.

We gather information and monitor events in a continuing effort to reduce
surprises that could threaten U.S. security interests, or the interests of our
allies, friends and deployed forces.

The U.S. needs to know if there are hostile threats to our men and women, to
our servicemen and to our allies.

We are one of the many nations that engage in SRO flights around the world.
The PRC, Taiwan, Japan, and many others regularly engage in surveillance and
reconnaissance flights, to help to protect the peace.

" These flights are over international waters and international airspace, and are in
accord with international law.

The U.S. has never challenged the right of other countries to engage in the
same types of reconnaissance and surveillance flights in U.S. littoral waters or
in international waters.

Finally, these are not spy flights. They are not done in secret. They do not
invade other nation’s air space. They are overt, not covert. They are not done
in dark glasses and trench coats as some in the press would have you believe —
they are in the open, with “U.S. Navy” emblazoned on the aircraft and the
aircraft are totally unarmed.

11-L-0559/0SD/5162



Countries who have Airborne Intelligence Collection Capabilities
Version 3, 21351 8 April, 2001

The following is an unclassified list of nations who possess intelligence collection
capable aircraft and conduct intelligence collection missions. The Open Skies Treaty
signatories were included in this list, they are listed separately and may be duplicated in

the first listing.

Nations who have Airborne Intelligence Collection Capabilities

Australia Algeria Argentina Brazil Bulgaria
China (PRC) | Chile Cuba Egypt France
Germany India Indonesia Iran. Traq
Israel [taly Japan Libya Peru
Philippines Thailand Vietnam French New Guinea
Polynesia
Romania Russia Singapore South Africa South Korea
Sweden Switzerland Syria Taiwun Ukraine
United USA - Burma Malaysia New Zealand
Kingdom .
Tonga Pakistan Sri Lanka

Open Skies Treaty Signatory Countries

Belgium Belarus Canada, Czech Republic | Denmark
France Georgia Germany Greece Hungary
Iceland Ireland Italy Kyrgyzstan Luxembourg
The Netherlands | Norway Poland Portugal Romania
Russia Slovak Spain Turkey Ukraine
Republic
United Kingdom | USA
B} 1
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April 19,2001  10:18 AM

TO: RDML Quinn

FROM: Donald Rumsfeld %

SUBJECT: Foreign Views

For every meeting I have with a foreigner from now on, I would like a report as to

where they stood on the Chinese taking our airplane and our crew and what their P
government said on the matter at that time. I may wish to bring that subject up in -
my meetings. Do
I like to know who our friends are, and friends are those who stand up when you 2
need it.
Thanks.
Attach.
4/18/01 Washington Post op-ed, “With Friends Like These . . .”
DHR:dh (V?,\/\
041901-3 ™ .
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With Friends like These. http://ebird.dtic.mil’/Apr2001/e200104 18with him

1 of2

Washington Post
April 18, 2001
Pg. 21

With Friends Like These. . .

Where were our Asian allies during the China stundoff?

By Ted Galen Carpenter

Critics of the Bush administration’s diplomatic compromise with China over the spy plane incident worry
that Washington conveyed weakness and damaged its credibility with East Asian friends and allies. But if
anything, it is the credibility of those countries ax friends and allies that has been damaged, given the
statements and actions of East Asian leaders in response 1o the crisis,

Vocal support for the U.S. pasition was notably absent. Even Washington’s treaty allies in the region --
including Japan, South Koreu, Thailand and the Philippines -- dechined 1o say that a U.S. apology to

Beijing was unwarranted. Only Singapore’s elder statesman Lee Kuan Yew unequivocally supported the
U.S. position,

Japan’s tepid. ambiguous stance epitomized the reaction of America’s so-called friends and allies.
Kazuhiko Kashikawa, a spokesman far Prime Minister Yoshiro Mori, smd, “*We strongly hope this case
will be settled in an appropriate and acceptable manner.” Beijing could take as much comfort as
Washington trom such a comment.

This is not the first time America’s East Asian allies have abandoned the United States in the midst of a
crisis. Indeed, that sort of behavior has become a pattern. The motto of the East Asian governmenis appears
to be that they will always stand behind the United States -- about as far behind as they can get.

Their behavior in this episode is disturbingly reminiscent of their actions during the 1996 crisis in the
Taiwan Strait. As China conducted provocative missile tests in the strait, the United States dispatched two
aircraft carrier battle groups to waters near Taiwan. The reactions of the allies were most revealing. South
Korea and the Philippines emphasized that their mutual security treaties with the United States did not
cover contingencies involving Taiwan. Other countries contented themselves with the banal response of
urging restraint on both sides. Japan went no further than to express “understanding™ of the reasons for the
naval deployment.

The incidents underscore a potentially dangerous flaw in U.S. East Asia strategy. Throughout the Cold

War, Washington could operate with confidence that its security clients would not form close economic
ties with America’s strategic adversaries. In other words, there would be no serious tension between the
economic interests of those allies and their security relationship with the United States.

The situation today is much more ambiguous. A chilly relationship (to say nothing of an armed
confrontation) between the United States and China would put the East Asian countries in a difficult
position. Most of them have extensive investments in China and maintain lucrative trade ties.

That accounts for their repeated ambivalence. In essence. the East Asian allies seek the best of both worlds.

They view the United States as an insurance policy to protect them from Chinese aggression or
intimidation, if that problem should arise. But they don’t want to incur Beijing’s wrath -- or even jeopardize

11-L-0559/0SD/5165 4/18/016:33 AM
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[
.

‘ their commerce with China -- by endorsing a hard-line U.S. policy on any issue.

That may be a smart (albeit cynical) strategy for them, but 1t puts the United States in a most unappealing
position. As East Asia’s protector, the United States might find itself involved someday in a perilous
military confrontation with China over Taiwan or some other issue. Even worse, it might have to wage the
ensuing struggle virtually alone. American leaders would be wise to rethink a strategy that puts all the
burdens and obligations for East Asia’s security on the United States while the countries that benefit from
U.S. protection seem inclined to stand on the sidelines whenever a crisis erupts.

The writer is vice president for defense andtoreign policy studies at the Cato Institute.
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TO: The Honorable Rudy de Leon |

cc: De. Workpwi
FROM: Donald Rumsfe;:l-;w

SUBJECT: Congressional Reporting Requirements

Would you pull -together a proposal for the Department togo to Congress to ask
for the elimination of all of thesc reports that neither Corigress nor the Department
benefit from? This memo suggests there are at least 86 reports that are of no value Q
to either the Department or Congress. W)
Let’s also suggest that in the future they consider/putting in a sunset provision (\)
whenever a report is required, so that if it the synset is one, three or five years, :

This will at least get something started. The;n/ we will do a more careful review
/

after that. /

, /
Before we send up the list of reports. sofmebody ought to check it to make sure we
still agree with the list.

/

.‘lf

/
If you have a better suggestion, let e know what it is. Thanks.

!
£

Attach. /’

DHR‘dh \y f,v/
030201-8 Q\
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OFFICE OF THE SECRETARY OF DEFENSE

WASHINGTON, DC 20301 Y
SECDEF HAS SEFWY..
MAR 2 2001

MEMORANDUM FOR THE SECRETARY OF DEFENSE

THROUGH THE SPECIAL ASSISTANT TO THE SECRETARY?CZM

HA@‘& o
FROM PAUL GEB

SUBJECT: Congressional reporting requirements

This memorandum responds to your request (Tab A) for someone to look

into the many Congressionally mandated reports in 2001, You asked:

J. What does all this cost?

Congress currently requires 374 recurring reports from the Department. Some
of these reports are quite long. such as the Annual Report, and other
requirements can be satistied with one-page notifications. In 1999, the
Department reviewed all the reports required and estimated the cost for a
sample of 45 reports. Extrapolating from this data. we estimate that the cost
for completing all 374 reports is approximately $12 m each yeur.

2. Which Committees are requiring these reports?

The vast majority of the repons are requested by the Authorizing Committees
etther in legislation or more often through committee reports. The
Appropriators request some reports and a few requirements flow from the
Intelligence Committees.

3. Which Individuals are requesting the reports?

4.

We have not been able to do a legislative history on each of the reports.

Are there some of the reports that can be reasonably eliminated
completely?

Yes. In 1999, the Department reviewed the 3 |4 reports then required by
Congress and determined that 168 were of no value to the Department.
Department officials assessed that 105 reports were of no value to the
Congress. There 1s an overlapping list of 86 reports that may be of no value to
either the Department or the Congress. The Department estimates that these 86
reports cost approximately $2.5 million each year to complete.

11-L-0559/0SD/5168




Are there some reports that can he combined?
o Yes, but the yield may be very low. In 1996, the Department reviewed all
Congressionally mandated reports and was able to combine only two reports.

N

6. Is it possible that we could encourage the Congress to put sunset clauses
on these reports so that they only happen once and never again?

¢ Yes, we certainly could encourage the Congress to insert sunset clauses.
Currently, four of the. reports have expiration dates and five have sunset
clauses. This leaves 365 recurring reports, one for each day of the year,

7. Does someone have the due dates?

s At the beginning of each fiscal year, the OSD Office of Legislative Affairs
informs each DoD companent of the reports for which they are responsible.
There is no central repository of the due dates required for all reports.

8. Is this something we should be talking to the key members of Congress
about and see if we can’t calm it down?
*+  Yes.

Is there some way we could reduce the level at which these reports or
responses have to be?

¢ Yes, and this is already done. In many cases, the legislation specifies the
Secretary of Defense as the party responsible for providing the report. In other
cases, the legislation or committee report requests a report from the
Department of Defense. In both cases, it is a judpement call by the Secretan
as to who should sign out the report,

Discussion
Convincing Congress to repeal all or some significant portion of these

recurring reports would be an important victory. In previous efforts, the
Department has been able to eliminate no more than about 10% of the required
reports. If immediate elimination was unacceptable to the Congressional
Committees, we could press for a rule that all reporting requirements were annual.
Should you want to reduce or eliminate these reporting requirements, such an
effort could be made part of your reform initiatives and presented as part of a
larger reform package this Spring or Summer.
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SECRETARY OF DEFENSE MEMO

February 14, 2001 1:19 PM

TO: Mr. John Veroneau, Legislative Affairs

FROM: Donald Rumsfeld

SUBJECT: Congressional Repotting Requirements

Attached is a report that indicates the Congressional reporting requirements for
2001.

I am absolutely amazed. T have not seen anything like this.

I have these thoughts:

ce:
Dr.
Dr.

1.
2
3
4.
5
6

o0 =

What does all this cost?

. Which committees are requiring these reports?
. Which individuals are requesting the reports?

Are there some that can be reasonably eliminated completely?

. Are there some that can be combined?
. Is it possible that we could encourage the Congress to put sunsets on these

reports so that they only happen once and never again?

. Does someone have the due dates?

Ts this something we should be talking to the key members of Congress
about and see 1if we can’t calm it down?

Is there some way we could reduce the level at which these reports or
responses have to be? For example, the ones for the President being
reduced to me and the ones for me being reduced down to lower levels.

TO. Any thoughts from anyone?

Willlam Schneider
Paul Wolfowitz.
Dr. Dov Zakheim

Attachment

DR:dh
020501-7
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TO: Honorable Condoleezza Rice

FROM: Donald Rumsfelda'

SUBJECT: Newt Gingrich f\J
(PN

[ think you ought to think about getting Newt Gingrich in as a consultant to help .

on the influence campaign and the culture side of this thing. He 15 mterested, he ™)

has been involved in it and he knows some good people.
[ find him very stimulating, and T think he would be a big help.
Thanks.

DHR:dh
103101-13
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TO: Governor Tom Ridge

FROM:  Donald Rumsfeld |JA

SUBJECT: [®/®)

b
Recently,|[(P)(6) | died. His widow, §6% is a good

friend of Joyce’s and mine. She indicated to Joyce that she would very much like

to volunteer her services to help the country.

She is smart, enormously well connected, has a lot of energy, is recently widowed

and has time. [®'®  Jwas a Marine, and it was one of the proudest aspects of his

life.

®) | would like to contribute to the war effort. I know you are looking for

detailees-here 1s one who 1s free, and I will vouch for her!

Regards,

P.S. My wife, Joyce, has her home phone number il you can’t find it. Il someone
calls her to get her into your office for whatever purpose-answering phones,

connecting things, organizing-you are welcome to use my name.

DHR:dh
103101-14

u1go71~-/01
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October 31,2001 10:32 AM

TO: Attorney General John Ashcroft

FROM: Donald Rumsfeld "Qﬂ(

SUBJECT: Justice

Joyce and [ were in Florida one time walking along the beach. There is a plaque.

The quotation on the plaque reads:

“On June 13, 1942, eight trained saboteurs paddled ashore on rafts
from Nazi submarines in Florida and Long Tsland. Carrying fake
IDs, explosives and $175,000 in cash, Hitler’s agents had come on a
mission: Blend into American society and blow up U.S. factories.
On Long Island, four were spotted. Two defected and betrayed their
comrades. FDR ordered all eight to be tried by military tribunal. On
August 8, 1942, six were executed 1 a D.C. jail, buried in unmarked

graves.”

We were standing at the spot where the saboteurs first arrived ashore in Florida. It
is interesting that from the day they landed in Florida to the day they were

executed, 1t was plus or minus 57 days.

Regards,

DHR:dh
103101-15
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TO: Torie Clarke
FROM: Donald Rumsfeld ﬁa\
DATE: October 27, 2001

SUBJECT: Taliban Treatment of Women

Have one of your geniuses take this memo on Women and the Taliban and put it

into one or two pages with bullet points with the most egregious wrongs against

h’lof}g wﬂj[j b

women, and then give me back the original memo as well.

Thanks very much.

DHR/azn
102701.01

Attach: Information Maomo; Taliban's Treawtmeat of Women

8:27 AM

10 4°0 1Y
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Philbin/Heilsnis OSD(PA)
703-697-5737

] INFORMATION MEMORANDUM: The Taliban’s Treatment of Women

Summary: There are many good independent sources of information about the
mistreatment of women and girls in Afghanistan. Reports from organizations such as
Amnesty International, the National Organization for Women, Human Rights Watch, and
Physicians for Human Rights, which are not shy about criticizing the U.8. Government
on occasion, may be especially credible citations, This report also includes information
from the Journal of the American Medical Association, the United Nations, and the U.S.
Department of State,

1. Amnesty International and its U.S. Affiliate

Since the Taliban’s takeover of most of Afghanistan, Amnesty International has prepared
several reports on human rights abuses against women there. Here are three examples.

In an October 2001 “Issues Brief,” Amnesty USA stated:

“The Taleban imposed harsh restrictions on personal conduct and behavior to
enforce its particular interpretation of Islamic law and were responsible for
numerous and widespread human rights abuses, particularly against women,

.. .The Taleban’s severe restrictions on women’s rights constitute a policy of
“gender apartheid” unlike anywhere in the world (emphasis added); their
policies deny many of the most basic and fundamental rights. Women are
effectively denied education, employment, medical treatment, and freedom of
movement. They are obligated to wear an all-enveloping "burqa” robe, to block
their windows to prevent being seen from the street, and to be accompanied by a
male relative if they appear in public. Those women deemed to have disobeyed
the regime’s rules, enforced by the Ministry of Preventing Vice and Fostering
Virtue, are subject to severe beating, amputation, and even death by stoning,
depending on the alleged offense. Women suffer extreme repression and
effectively live under house arrest. Many are widows and unable to care for their
children. Severe depression and desperation is rampant.”

In a March 1999 Statement, the British headquarters of Amnesty International noted:

“Tens of thousands of women remain restricted to their homes under Taleban
edicts banning them from seeking employment, education or leaving home
unaccompanied by a male relative. Other measures restricting women include the
closure of women’s hammams (public baths). Women are also barred from the
streets for certain periods during the fasting month of Ramadan. These
restrictions have been enforced through the use of cruel, inhuman and degrading
punishments and ill-treatment including the beating of women by Taleban guards
in detention centres or in public places.”
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In January 1999, Amnesty International headquarters issued a report entitled, Women in
Afghanistan. Pawns in men’s power struggles. ” Among other points was this:
« ‘“Literacy rates are extremely low and are estimated to have dropped to as low as
four percent for women. Afghanistan is ranked . . . bottom of the UN gender
development index.”

2. National Organization for Wamen (NOW)

A recent “Action Alert” on NOW’'s web site notes:

+ Afghan women whao fled the ruling Taliban’s oppressive regime comprise
more than 70 percent of those in refugee camps; many are already starving.
Before 1996, women were 70} percent of the school teachers, 40 percent of the
doctors, 50 percent of gavernment workers and 50 percent of the college students
in Afghanistan. They were scientists, professors, of parliament and university
professars.”

Note: Another NOW “Action Alert” calls on members to contact the President and
Secretary of State to ensure that women are part of any new Afghan government:

s  “We need your help to demand that the U.S. include Afghan women leaders,
many living in exile or under virtual house arrest. in rebuilding a democratic
gavernment in Atghanistan. The U.S. must not lend credence to the human rights
abuses suftered by Afghan women and girls by allowing members of the Taliban
to participate in reconstructing the country. Afghan women leaders — not Taliban
extremists — must be at the table.

3. Human Rights Watch

FYI: Human Rights Watch started in 1978 as Helsinki Watch. 1o monitor the compliance
of Soviet bloc countries with the human rights provisions of the landmark Helsinki
Accords. [n the 1980's, Americas Watch was set up to counter the notion that human
rights abuses by one side in the war in Central America were somehow more tolerable
than abuses by the other side. The organization grew to cover other regions of the world,
until all the “Watch™ committees were united in 1988 1o form Human Rights Watch,”

Here are excerpts from the organization's 2001 Women's Human Rights report:

e “_ .. the Taliban administration in Afghanistan shrouded its denial of women’s
rights in the thetoric of pratection but its forces raped ethnic Hazara and Tajik
women with impunity . .."

e “In Afghanistan, as the twenty-year civil war continued, the Taliban, which
controlled 90 percent of the country, continued to violate women’s rights with
unabated severity. In addition to severe restrictions on women’s access to paid
work, health care, and secondary and higher education, the U.N.'s rapporteur for
Afghanistan reported that Taliban members had abducted and raped ethnic Hazara
and Tajik women with impunity. Such sexual violence by the Taliban
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undermined its leaders’ claim that their policies toward women were intended to
protect them from violence and abuse,”

4. Journal of the American Medical Association (JAMA

This sober publication’s August 5%, 1998, edition included an article entitled, Women’s
Health and Human Rights in Afghanistan. Tts “conclusion” section read as follows:

# “The current health and human rights status of women described in this report
suggests that the combined effects of war-related trauma and human rights abuses
by Taliban officials have had a profound effect on Afghan women’s health.
Moreover, support for women’s human rights by Afghan women suggests that
Taliban policies regarding women are incommensurate with the interests, needs,
and health of Afghan women.”

5, Physicians for Human Rights (PHR)

FYI: Founded in 1986, this group was one of the original steering committee members of
the International Campaign to Ban Landmines and, as such, shared the 1997 Nobel Peace
Prize. PHR is coordinator of the US Campaign to Ban Landmines.

In the Executive Summary of its 200 | report, Women s Health and Human Rights in
Afghanistan: A Population-Based Assessment this group stated:
e “The Taliban regime’s restrictions on women's human rights represent some of
the most deliberate forms of discrimination against women in recent history,
They have compounded profound sutfering due to more than 20 years of war,
extreme poverty, periodic drought, lack of infrastructure and economic stagnation
in Afghanistan.”

6. United Nations

Following a November 1997 visit to Afghanistan, the UN Special adviser on Gender
Issues (Angela King) noted,

o “ the situation for women and girls remained very dire. After her mission,
which had spanned two weeks, Ms. King reported that Afghan women and girls
were not free to enjoy even the basic human rights protected by international
law.”

«  “Women in Afghanistan were the lowest on the UNDP gender development
index, which listed 130 countries, she said. The maternal mortality rate in
Afghanistan was the world’s second highest, and only 4 per cent of girls in the
country were literate. Women's access to health care was very limited.. .”

7. Department of State Information

An October 17™ Office of Tnformation Programs fact sheet entitled, The Taliban’s
Betraval of the Afghan People includes the following section about abuses against
women and girls:
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Taliban rule has been particularly harsh for Afghan women and girls. Taliban
restrictions against women and girls are widespread, institutionally sanctioned,
and systematic in Taliban-controlled areas of Afghanistan.

o Girls are formally prohibited from attending school.

o Women are prohibited, with very few exceptions, from working outside
the home, and are forbidden to leave their homes except in the company
of a male relative. These restrictions are devastating for the thousands of
Afghan war widows, whao have reportedly been reduced to selling their
possessions or begging to feed their families.

0 The Taliban have significantly reduced women’s access to health care, by
decreeing that women can only be treated by women doctors.

o The Taliban threaten and beat women to enforce the Taliban’s dress code
for wamen,

The latest Country Report on Human Rights Practices for Afghanistan notes:

“The human rights situation for women was extremely poor. Violence against
wortnen remained a problem throughout the country. Women and girls were
subjected to rape. kidnapping, and forced marriage. Taliban restrictions
against women and girls remained widespread, institutionally sanctioned, and
systematic. The Taliban impased strict dress codes and prohibited women from
working outside the home except in lmited circumstances i the health care field
and in some humanitarian assistance projects. Despite these formal restrictions,
the treatment ot women and girls in Taliban-controlled areas improved slightly
for the second year in a row, mainly due to lack of enforcement. Although girls
were prohibited tormally from attending school, several organizations were able
to run elementary schools and home schools with girls in attendance despite the
formal prohibition. Nonetheless, there was widespread and widely accepted
societal discrimination against women and girls throughout the country.”
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November 2,2001 9:03 AM

TO: Governor Tom Ridge
Homeland Security Council

FROM: Donald Rumsfeld W\

SUBJECT: [PX®)

(b)(6)

[ did not have address when I sent that note a couple of days ago, but
her address is [(B)6) |

[QFYe

She 1s first-rate. I hope you will have someone give her a call and get her in for an

interview as a volunteer. You will recall her husband was {®X®
(b)(8)

Thanks.

DHR:dh
111231-6

o oy [°
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November-1;2001"6:38 AM

TO: DIRECTOR, DIA
ASD(C3D)
DIRE CT OR yNSA
ce: DCI
Director, FBI

FROM:  Donald Rumsfeld "D ﬂ o

SUBJECT: Sharing Threat Information

SN,

We need to share threat information based on sensitive intelligence with U.S.
police and law enforcement organizations. Existing policies and procedures for
sanitizing intelligence information are too cumbersome. As a result, U.S. police

forces do not get the critical intelligence information that we receive.

We have to protect intelligence sources and methods, but we also have to give the

law enforcement community the information they need.

Please figure out how to get this done.

DHR:dh

I.g h‘{‘\‘ f
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TO: George Tenet
Gen. Tommy Franks
Gen. Dick Myers

Doug Feith
FROM:  Donald Rumsfeld (M
DATE: November 5, 2001

SUBJECT: Taliban Brutality

Attached is an email I received. I don’t know who [P/

it was interesting.

Thanks.

Please respond by:

is, but I thought

MY LS ’ A

DHR/azn
110501.30

Altach: Email dated 10/13/01
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b)(6
e | thought %ou might be interesled in this, my friend 522 sent it to me; he doss not know but hod recaivedit

(b)(6) Received 10/08/01

Many of you are prebably not aware that | was one of the last

American citizens to have spent 8 great deal of time in Afghanistan.

| was first  there in 1983, providing relief and gssistanee to refugees

along the Tajik border; and in this capacity, | have traveled all along the border region batween the two countries.

In 1998 and 1899, } was the|(b)(6) [for the U, N.’s mine action program in Afghanistan. Thie programis lhe
largest civlian employer in the country, with ower 5,000 persons clearing mines and UXO, In this latter capacity, | was
sormewhatirenically engaged in a "Holy War,” 28 decreed by the Taliban, against the el of landmines, and by a special
proclamation of Mullah Omar, all those who might have diod in this cffort were considered 1@ be “martyrs," ewen an “infigel” like
myself. [he mineoclion program is the most respected relief effort in the country and, because of this, | had the opportunity
to fravel exlensivaly, without too much interference or restriction. | still hawe exlensive contacts in the area and among the
Afghan community and resd a great deal on lhe subject.

| had wanted to write earlier and share some of my perspectives, but, quite frankly, | have been a bit too popular in D.C. this
past week and have Not had 1ime~ comments were excellent, and | would like to use them as a basis for
sharing some obsenations.

First, he is absolutely correct, This war is about will, resohe and character. | want to touch on that later. but first | want to
share some comments about our "cnemy."

Our enemy is not the people of Afghanistan. The country is devastated beyond what most of us cnn imagine,  The vast
majenty of the people live day-te<day, hand to mouth, in object conditiens of poverty, misery and deprivation. Less than 30%
of ihe men arc literate, the women even less.

The country is exhausted and desperately wants something like pezce. They know wery little of the world at large, and hawe
no access to informaticn or knowledge thal would countcr what they are being told by the Taliban. They hawve nothing left-
nothing, that is, except their pride.

Who is our enemy? Well, our enemy is a group of nen-Afghans, often refered to by the Afghans as *Arabs,” and a fanatical
group of religious leaders and their mililary cohort. the Talibon, The non-Afghan contingent came from all ower the [slamic
world to fight in the war against the Russians. Many came using a covwent network created with assistance by our own
‘government.

OBL {as Qsama bin Ladenwas refarred to by us in the country at the time) restored this network to bring in more fighters,
this time to support 1he Taliban in their civil war against the former Mujchidecn, Over time, this  military support, along with
financial support, has allowed OBL and his "Arabs" to co-opt nignificant government activitics and leaders. QOBL is The
“inspector genctal” of Taliben armed forces. His bodyyuards protect senior Tulib leaders, and he has built a system of deep

Sunday,Ccloher 14, 2001 America Oblino: HS5MMS Page: 1
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bunkers for the Taliban, which were designod to wilhstand cruise missite strikes (ubm, where did he learn to do thal?7). 1lis
forces basically rule the southorn city of Kandahar,

1 his high-profle presnnce of DIBL and his "Arabs” has, in the last 2 years or so. startied to generate o great deal of reseniment
on the part of the leeal Alghans, At the same lime. the legitimacy of the Taliban regime haz sinrted lo decrease as it has
failed 10 end the wiwr, a3 local humanitarian conditions  hiave worsened and ns "gullural” restrictions hove bocome ewen
harsher.

It is my asscssment 1hal most Afghians no longer suppon the Taliban. Indend the Taliban have reeenlly had a wary ditficult
time getting recruits for their forces and hiswe had to rely more gnd more on non-Afghans, either from Pushlun tribes in
Pakistan or from QBL. OBL &nd the Taliban, absent any U.S. action. were probably on their way lo sharing tho samc fate
that all other outsiders and outside doctrines hawe cxperienced in Afghanistan - deleat and dismembement.

During the Afghan war with the Seviets, much attention was paid lo the martial prowess of the Afghans. Wc were all at West
Point st the time, and most of us hod high-minded idcalistic thoughts about how we would all want to go help the brave
"frecdom fighters” in their struggle against the Sovels. Thesc concepls were naive to the extreme. The Afghans, while nevar
conguered as anzlion, arc not invincible in battle, A “good” Afghan bottle is one that makes o lot of noise and light. Basic
military skills are rudimentary and clouded by cultural consiraints that. no matler what, 3 warrior should never fose his honor.
Indeed, tiring from Lhe prone is considered distasicful (but still done). Traditionally, the Afghan order of battle is very feudal in
nature, with fighters owing allegisnce to a "commander* and this parson owing alleginnce upwards and so on iand so on.

Often such allcgiance is secused by payment. And while the Taliban forces  hawe changed this somewhat, many of the units
in the Taliban army arc there  becausc they ore being paid (e be there. All such groups hawe very strong loyalties along
eihnic and tribal lines. Again, the concept of hatinga  place of "honor'and “respect” is of paramount importance and blood
feuds between famities nnd tribes can last for gencrations over 3 perceived or actual slight. That is one reason why there were
7 groups of Mujehideen  fighting the Russians.

I11s a very difficult task to form nnd keep united a large bunch of Afghans into a military formation. The “real” stories that
hzwe come out of the war against the Seviele are vary enlighlening and a lot different from our fantastic visions as ¢adels.
When the firsl batch of Stingers came in and were given to one Mujehideen group, ancther group ~ supposedly on the Same
side-attacked the first group and stole the Stingers, not so much because they wanted to use them, but becpuse having
them was a matter of prestige. Many larger coordinated iltacks that advisers tried to conduct fziled when all Ihe various
Afghan fighting groups would give up their assigned tasks (such as blocking or ewrmalch} and instead would join the assauil
group in order to seek glory.  In comparison to Vietnam, the intensity of combat and the rzte of falalitics were lower for all
nvolved,

As you can tell from sbove, it is my ansessment that these guys are not THAT goed in a purely mititary sensg, and the
“Arabs” probably even loss so than the Afghans. So, why is it that they haw never been congucred? It goes back to Dr.
Kern's point about will. During their history, the only evenls that have manasged to form ony semblance of unity among the
Afghans is the desire to tight foreign invaders. And in doing this, the Afghans hawe been fanatical. The Afghans’ greatest
military strength is the ability to endure hardships that would, in all probability, kill most Americans and enenvate the resobe
of all bul the most clite military units.

The physical diiculties of fighting in Afghanistan, the terrain, thc weather and the harshness are all weapons that our
enemies will use to their advantage and use wetl. (NOTE: For you military planner types and armchair generals -around
Nowmber 1, most road movement is imposslblc, in part because all the roods used by the Russians have been destroyed,
and air movemnent will he problematic at best).

Also, those fighting us 3re not afraid {o fight. QBL znd others do not think the U. 8, has the will or the slomach for a fight.
Indeed, afier the absolutely innne missilc strikes of 1998, the owerwhelming consensus was thnt we were cowards who would
not risk one life in face-to-face combat, Rather than demenslrating our might and acting as s deterrent, that action and others
of the not-so-recent past have reinforced the perception that the U.S. does not have any “will” 3nd that wc are morally and
spiritually corrupt.

Qur challenge is to play to the weaknesses of our ecnemy, notably their propensity for internal struggles, the distrust between
the extremists/Arabs and the majority of Afghans, their limited ability to fight coordinated  battles andtheir lack of extcrnat
support. More importantly, though, wc huve to take steps not to play to their strengths. which would be to unite the entire
population against us by increasing their suffering or killing innocents, to get bogged clown trying to hold terrain, or to get inlo
a butlle of attrition chusing up and down mountain walfeys.

| have been asked how | would fight the war. This is a big question and Well beyond my pay grade or expertise. And whilc |
do not want to second-guess current plans or slan an acodemic debate, | would share the following from what | know 3bout
Afghanistan and the Afghans.

* First, | would giws the Northern Alliance a big wad of cash, so they can buy off a chunk of the Tatiban army before winter.

* Second, also with this cash, | would pay some guys to kill some of the Talibon leadership, making it ook like @ninside job
to spread distrust And build on existing discord.

* Third. | would support the Northern Alliance with military assets, but not take it over or adopt so high & profile as to
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undermine its Ingitimacy in the eyes of most Afghans.,
* Fourth would be 1g giw: iassive amounts of humanitarian wid and assistanee o ihe Afghans in Pakistan « demonstrate our

goodwill and to giw thesc guys a reason to liwe, rather than the choice between dying of stanation or dying fighting the infidel,
. Fifth, slart a scries of public works projects in arens of the country not under Taliban control {thcsc are much more than the
press repons), again to dsmonstratc goodwill and that improvements come with peace.

- Sixlh, | would consider very carefully putting any female senice members into Afghanistan proper-sorry to the females of cur
class, bul within that culture, 2 man who allows a woman to fight for him has zere respect, end we will need respect to gain
the coopcrotion of Afghan allies. No Afghen will work with 3 man who fights with women.

* | would hold olf from deing anything too drumalic in tho new term, keeping #1 low lewal of cowert action and pressure up owr
the winter. allowing this pressure loforce open the fissions araund the Taliban thitt were already develeping.

| expect that they will quickly lumn on themselvwes and on CRL. We can Pick up 1he pieces nextsummer, or the summer
»fier. When we do pick up ihe pieces, | would make sure that we do so on the ground, "min lo man.”  While | would never
want to achvocule Amcricon causaiities, it is essential that we communicate to OBL and all others walching that we canand
will engage and destroy the enemy in close combat. As mentionrd above, we should not try to gain or hold terraip, but
infantry operations pgainst the enemy are essential, There can be no excuses after the defedt or lingering doubts in the
minds of our enemies regarding Americanresohwe, and pothing, nothing will communlcate this excepl for ground combat,
And once this is ull over, unlike in 1989, the U S. must provde cuntinucd long+igint economic assistance to rebuild the
counlry,

While | have written too much already, | think il is also important to share a few things on the subject of brutality. Our
opponents will not abide by the Geneva cemventions. There will be no prisoncers unless there is a chance that they canbe
ransomed or made part of a local prisoner exchange. During the war with the Sovicts, videolopes were made of communist
Prisoners hating their throals slit. Indeed, there did exlst a "trode” in prisoncrs se thal - souwenir videos could be made by
outsidors to rake home with them. This practice hos spread to the Philippines, Bosnia and Chechnya, where similar videes
are being made today and can be four.d on the web for those so inclined. We can expect our soldiers lo be {realed the snme
way. Sometime during this war, | expect that we will see Mdeos of U.S. prisoners having  their heads cut off. Qur enemies
will do this nal any to demonstrate their "slrength” to their followers, bul also to cause us to overreact, to sack wholesale
rewenge against civilian populalions and to turn this into the world wide religious war that they desperately want. This will be
a test of our will ond of our character, ({For further corroboration of this lype of aciivily, please read Kipling.)

This will not be a pretty war; it will be & war of wills, of resolve and. somewhat conwerscly, of compassion and character.
Towaord our encmies, we  must show a lovel of ruthlessnes s that has not been part of our military charoeter for a long time,
But to those who are not our enemics, we must show a leve! of compassion probably unheard of during war. We should do
this not for numanilarian masons, even though {here arc many, but for shrewd military logic.

For onyone who is still reading this way too long note, thanks for your patience. 1will try to answer any questions that may
QArise in amore concise manner.

Thanks, [(£)}6)

(b)6) {hought you might be interested in this, my friend sent it to mc; he does not know but had received it from

a friend of kis|(b)
Fi~ay

Sunday, Ottober 14, 2004 Anwrica Onunrlﬁgﬂgu Paqo: 3
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October 12, 2001 8:47 AM

TO: Gen. Myers
%
FROM:  Donald Rumsfeld {J]\ <
ho
SUBJECT: Saudi Arabia '
>
You were going to get back to me with some ideas on how we could rearrange our g
forces so we will have fewer forces in Saudi Arabia when this is over. [ would N
like to see the plan, please.
Thanks.
DHR:dh
101201-7
As
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ASSISTANT SECRETARY OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, DC 20301-6000

R L
INFO MEMO
COMMAND. CONTROL,
COMMUNICATIDONS, AND
INTELLIGENCE November 8, 2001
FOR:  SECRETARY OF DEFENSE W
e
FROM:  JOHN P.STENBIT, ASD(C3I)
SUBIJECT: Aircraft
Getting the secure voice communications, secure faxes and video to work in the
various SECDEF aircraft is being addressed and these efforts have been accelerated as a
part of the counter terrorism supplemental or current budget review. This is what I see
our doing:
» In the immediate timeframe, several steps are being taken to upgrade the computer
and communications technology on the fleet of executive aircraft.
+ However, the crux of the matter seems to be getting a handle on the entire leadership
fleet of 40 aircraft, and managing them as an entity to upgrade and standardize their
data and voice technology. The management approach would have to include:
» Consolidating the efforts of a wide array of executive agents,
« Coordinating with the Air Force program offices to ensure capabilities are
successfully and effectively integrated,
» Identifying contacts in the White House, State Department and other stakeholder
Agencies, and
« Working the budget and the politics of the budget.
e Consequently, I have had conversations with your front office communications center
staff and alerted my key personnel that we will move quickly on this. [ would look
forward to pulling such an integrated program together it so enabled.
COORDINATION: None B
<
«
Q>

=

Prepared by: CAPT Craig Hanson, C31{(k)®)
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TO: John Stenbit
FROM:  Donald Rumsfeld Y1
DATE: November 5, 200 |

SUBIJECT: Aircraft

| think we have got to do something to get the secure voice communications and
secure faxes in the various SecDef aircrafts so they work. It is almost always
difficult to accomplish anything. Why don’t you look into it and tell me what you

think we ought to do.

Thanks.

Please respond by:.

DHR/azn
110501.19
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October 29,2001 10:11 AM

TO: Doug Feith
CC: Paul Wolfowitz
FROM: Donald Rumsfeld\)r\

SUBJECT: Middle East Concerns

%

4
~

JPP

7L_S’:r>:_7 2

Have you come up with 10 or 15 ways we can show our concern about the Middle

East problem without doing in Israel?

Thanks.

DHR:dh
1029016

Please respond by

11-L-0559/05D/5188
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FROM OFC OF EECDEF/EXECUTIVE SUPPORT CTR (THU} 1Y 8° 01.19:22/8T.19:21./N0, [(B)}(6) P 2

S ihdee

November8, 2001 10:45AM

To: HonorableCondoleezza Rice WV\ ‘ §

FROM: DonaldRumsfeld W & W

-
SUBJECT: PSYOPS !
Who in the government is in charge of psychological warfare, public refations and

the influence campaign?

DHR:dh
11080123

11-L-0559/0SD/5189 U18578 /014
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November 19,2001 12:36 PM

TO: Honorable Paul O’Neill
FROM:  Donald Rumsfeld \1\

SUBJECT: Freezing Accounts

Are you comfortable with the pace at which other countries are cooperating in
freezing accounts? My impression is that it is a relatively small amount of money

so far.

If they are not cooperating, why don’t we get the State Department to do some

major demarching to those countries that aren’t doing what they ought to do.

The other thing we can do is start mentioning publicly that countries need to

cooperate more fully, but without specifying which countries.
Any thoughts?

Thanks.

DHR..¢h
111961-27

Please respond by

11-L-0559/0SD/5190 U18613 /01
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November 20,2001 7:36 AM

TO: Honorable Colin L. Powell
Honorable Paul H. O’Neill
Honorable John D. Ashcroft S
Honorable George Tenet ™y,
Honorable Condoleezza Rice >
In
FROM: Donald Rumsfeld )6\
SUBJECT: de Soto Article
Attached is an article by Hernando de Soto. He is a thoughtful fellow who has
some thoughts on how to address the terrorism problem through legal and
economic reforms.
We might want to get some people to talk with him.
Thanks.
Altach.
1 O/15/0 | New York Times, Hemando de Sot0 op-ed, “The Constituency ol Terror”
DHR:dh
111601-5
AV
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SEGDEF HAS g

LT

Z of 1 DOCUMENT
Copyright 2001 The New York Times Company
“he New York Times

October 15, ZCC1, Moncay, Late Editiorn - Final

SECTION: Section A; Page 19; Column 2; Editorisl Desk
LENGIE: 998 words
HEADLINE: The Constitzuency of Terror

BYLINE: 3y Herrando de Soto; Hernando de Sote is author of "lhe Mystery of
Capital™ anc founder of the Institute for Liberty and Democracy In Lima, Feru.

DATELINE: LIMA, Peru

BOCY:

Newspaper neadlines and television anchors across the United States ask, "who
are these pecple who hate us so much?" We whe Zive in the Third World and the
forrer Soviet ratiors know terrorism well. The 2lst century terrorists we
corfrort are ruthless politiciars with domestic ampitions. Xillirg innccents is
but & means to an end: takirg cortrol of political powsr 1 thelr own countries.

But these terrcrist politicians have a common problem. They are small
minorities in thelr owr countries. To take power, they need tc swell their
ranks, anc in the develgping werld, the overwnelming majority cf people are
pocr. The difficulty is that for the cvast 30 years zhe poor in most places have
beer more Interested in becoming entreprereurs thar revolutioraries. Zo lmprove
their lives, they have nigrated by the millicns to the cities. YOU can see
tnese migrants in the streets of the Middle Bast or Asia, selling what they
martfacture in taeir shanties, from carpets and books to tools and ergires.

They have wcrxed harder than most ceople in tThe West realize. In Fexico
alene, according teo our research, the poor today own assets wertnh $315 billiorn,
sever times the value of Zemex, the nation's c¢il monopoly. lr Egyps, the ooor
control some 5245 billicon of goocds —- 55 times the total foreign investment made
in Zgvpt over the last 150 years. All over the developing world, the poor are
irchirg toward a market soclety.

Wnat 1s a terrorist to do te divert the woor from eccnomics to politics? He
rust try tc create an irresistiple emctional shock that focuses pecple on their
differerces with the West rather than their aspiraticns tc resemble it.

To po_arize pecple in this way, vyoa do something as atrocicus as pessikble and
hope that the enemy will retaliate even more viclently and irdiscrimirately,
killing wore innccent pecple and creating legiorns of refugees. The terrorist
voliticians hope then o sit back ard walt for the poor, and those whose hearts
go out to the pocr, to rally around their leadership.

The recent attacks on MNew York anc Washingtcn are a gilgantic po_itica. trap.
They were irtended to be a shcck that weuld polarize the world's hundreds of
millions ¢f Kuslims. But py aitting such symbols of American wealtn arnd power,
the attacks may alsc be perceived as attacks on a political-eccncomic system and
ar attermpt tec peclarize the poor against the bastiors of demccratic capita_Zisn.
Lf terrorist peliticians are to find any sigrificart constituercy, it will have
to be by appealing tc material rather thar spiritual needs. That g where the
battle will pe Zcught, anag row, sadly, the world is rice for such conflicts.

After tne fall of the Zerlin Wa.l 12 vyears ago, most enthusiasts for the Iree
market, Ircludirg the internatioral financial nstitutions, assumed that the
benefits would trickle cowr o the working poor. _rsteaq, small entrepreneurs
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ottside the West have experienced mainly economic suffering, —umbling incomes
and hignh anxiety. Those who favor the market had forgctzen that the only way
cacitalism can help the poor oroscer is by brirging them inte “he capitalist
system, But fthat has rot happered. The pcor often do not have clear legsl title
to their assets; buildings and land canrot e used Zo guarantee crediz. The voor
in the vasz majorizy oI nations canrot yet -ake advantage of l_egal structures
that are central to the procuction of wealtn.

Yet Americans in the wvast ceatury proved that they krnow how o counteract
polarizatior. After Werlad War II, Gereral Douglas MacArthur ard the new Jererese
governmenrt -— inspired by the writings of Wolf Ladejinsky, who was associateaq
with the Unitec States CDepartment cof Agriculture, ard by Japanese technocrats --
devrivea the feudal-military establishment of its constituenrnts by replacing a
fevdal legal system with a propertv-based law that protected individuals,
inclucing the pcecr. Taat change was instrumental in making Japan's phercwersa
ecoromic growth possible. America likewise helped Taiwan create a new prosperity
through zhe Joint Commissior on Rurzl Reconszructicn and acted similarly in
South Xorsza.

Ir iy native Peru, we helped undermine “he Shirirg Path terrcrist movement In
the 1%90's by reforming laws to make it easier for the pocr te gain legal title
to Their homes and small businesses. In my experience, the Shiring Fath and
similar grcups elsewhere have protected peasant land claims as part of their
politics -- ard once “he state tself crotects those claims through grarting
clear title, thne Zerrcrists lcse their political nold. This strategy wes
actua_.ly first used by tne Prussians to rally their Zarmers to defeat Napocleon
in the =szrly 9th century.

To divert the poor Zrom the siren call of terrorists, America and its allles
must appeal to their entrepreneurial interests. It 15 net enough to avoeal fo
the stomachs of the poor. Ore must zeopezl Zo thelr aspiraticns. This is, in &
way, what the terrcrists do. Eut their pata leads only to destruction.

Up to rnow, tae West's policles and economic incentives have concentrated on
encouraging —he rest of the world to fellow good macroscoromics: Zo stabilize
currencies, palance pudgets and privatize pub_ic eaterprises. Tae influence,
cvower and glamocr of the West are still so great that most countries have
followea fhese prescripticns. The West did not get involved in the detai.s; its
beneficiaries have progressed ({(cr failed) on the strerngth of their cwn
‘ragiratiors and programs. It is now Time for the West to create new owolicles
that inspire goverrments to harress the entreprensurizl energy that is zlready
humrirg among the poor ang focus on development at a micre level, enccuraging
capitalism from be_cw.

Tahe long-term Zight against terrorism neecds to cffer millions of potentigl
warriors a Zormal stake in the economic system they are striving To jola. Any
carpaign that does not drive a political and ecoromic wedge between terrorists
and the pocr is likely to be short-liwved.

http://www.nytimes.com

_CAD-DATE: Cctobker 1z, 2001
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November 12,2001 4:08 PM

TO: Paul Wolfowitz
Gen. Myers
Gen. Pace

FROM: Donald Rumsfeld W\

SUBJECT: Kaplan Piece

e g by

After you have read this Kaplan piece, let’s talk about it someday.

Thanks.

Attach.
11/12/01 The New Republic, Lawrence F. Kaplan, “Ours to Lose™

DHR:dh
111201-10

Please respond by

{a ~N e
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October 31,2001 3:19 PM
TO: Larry Di Rita

FROM:  Donald Rumsfeld ;}
BY0)

SUBIJECT: Letter from

Here is a letter 1 received from one of the people who came to that Labor meeting.

Someone ought to read it, think about it and get him an answer.

24

Thanks.

Attach.
10/31/0 1|®)X8) it 10 SecDef

DHR:dh
103101-38

Please respond by J{ ) S'
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ASSISTANT SECRETARY OF DEFENSE

6000 DEFENSE PENTAGON TS AN
WASHINGTON, DC 20301-6000
INFO MEMO
COMMAND, CONTROL, November 28, 2001
COMMUNICATIONS. AND
INTELLIGENCE )
FOR: SECRETARY OF DEFENSE DepSec Action:

7

FROM:  JOHN P. STENBIT, ASD(CBI)(W
SUBJECT: Future Planning

+ We have moved out and continue to make progress on all of the activities in our
jurisdiction. Due dates and milestones are on track.

e [ appreciate your offer of support and won’t be shy about asking.

o Regarding aircraft communications for the National Command Authority, do you still
envision C3] having an oversight or management role? We are standing by.

COORDINATION: None

Prepared by: CAPT Craig Hanson, C3I, [2X6)
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November 26, 2001 5:41 PM

TO: John Stenbit
FROM: Donald Rumsfeld (M\

SUBJECT: Future Planning

I looked at your future planning memo. It is good and helpful.

What do we do to get things going? What should I do to be helpful?
Thanks.

Attach. .
11/5/01 ASD(C3I) memo to SecDef re: Bletchley Park

~FER (et BVCEL - REMoUE  BUETCHIEy YAk MEMG Avw 4DO  THK
FIIRE fUWIING meng WRICH T35 AIvALLY REFERS 1o ﬁ/'ui/ot oﬂf)

DHR:th e

112601-22

Please respond by

E UPON REMOVAL OF ATTACHMENT(S)
i DOTINMENT BECOMES UNCLASSIFIED
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FOR OFFICIAL USE ONLY

ASSISTANT SECRETARY OF DEFENSE
6000 DEFENSE PENTAGOCN
WASHINGTON, DC 20301-6000

INFO MEMO
SoMMAND, cONTROL, .]lll}f 31, 2001,?:00 PM
INTELLIGENCE f"f},-\ Lot

FOR: SECRETARY OF DEFENSE I _
1 ; f_y_f: (('L E"(L.

7 .
FROM: Llwﬂsr/,;\ 2/,(‘/,\_ 277 o0

SUBJECT: Recent Comments on Transformation by Bill Owens and Art Cebrowski;
Background for Upcoming SECDEF Meeting

You are meeting on August | with Bill Owens and Art Cebrowski. Both attended a
recent meeting on “Transformation and DoD,” where their oft-the-record comments (N
provoked thoughtful discussion. Key points are summarized below. Q{“

+ Bill Owens said DoD is talking about transformation and not doing it. He felt we
could never re-capitalize the current force and bluntly assessed mismanagement
across DoD as a longstanding problem. Given the information potentially available,
he equated friendly-fire personnel losses to “white collar crime,” and said accepting it
as collateral damage was unacceptable.

» He challenged DoD to apply system-of-systems approaches and said we need to
stop experimenting with jointness, and start operating jointly 365 days a year,
incrementally standing up joint forces. DoD should set a three-year goal for
achieving the ability to see a battletield the size of Iraq, 24 hours a day, with 30-
second latency and accuracy of 10 centimeters. He recommended managing DoD
as a business with SecDef as the CEO.

+ Art Cebrowski proposed reducing overlapping support functions by giving one
function to each Service. He saw transformation objectives as: (1) Broadening the
coverage of military forces over space and time, (2) leveraging the great advantages
of American industry, and (3) responding to Information Age realities. New
capabilities can be generated by changing only a small percentage of force, say 10%.

» He cited an urgent need for new warfare analysis tools, and disagreed with Bill (e
Owens on the adequacy of re-capitalization funds, suggesting that doing things
differently could alleviate this problem. He agreed with him that the Q§\
bureaucracy in management must be changed, but preferred many small
organizations to a well-managed large one. Q\
~

The transformation discussions were held at a session of the Highlands Forum which
provides a valuable, cross-disciplinary venue for Nobel and Pulitzer Prize winners,
business leaders, scientists, academics, and journalists to share their ideas with senior
DoD leaders. Phil Condit and Goran Lindahl were among the other attendees.

Prepared By: Mike Yoemans, (b)(6)
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December 7, 2001 2:12 PM
TO: David Chu
CC: Powell Moore

FROM: Donald Rumsfeld p&

SUBIJECT: Senator Voinovich

[ briefed the Senate yesterday, and Senator Voinovich of Ohio indicated a desire to

GeQ @720

get a sense of what the Pentagon is doing on the personnel business. He has some

ideas, and T think it would be a good idea 1f you talked to him.

Thanks.

DHR:dh
1207014

Please respond by

[P, e R
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TO: Larry Di Rita
FROM: Donald H. Rumsfeld VA,
DATE: November 23, 2001
RE:

Find out who this|[©X)

|is. Read this paper. I think there is something ugeful

N{,+ S N—\-\.‘ Lj-bv‘

in there, but I am having trouble crystallizing it and digging it out. See ifyou can get
some smart person (o sit down and figure out what in here is of value, and what

do, and get back to me no later than Tuesday.

Thanks. V WW é é/‘@c_) 4 é
Dol L
DHR/azn | V%7 ; ‘;\

Attach; A Hunter Network: Destroying the[Taliban — 11/5/01 (b)6) W‘C’Z %, / lo

Respond by: TUESDAY, NOVEMBER 27, 2001 /&d‘f““j 7o fl(
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5 November 200 1

A Hunter Network: Destroying the Taliban and Al Qaeda Networks
An Open Letter to Family and Friends:

“Never, never, never believe any war will be smooth and easy, or that anyone who embarks on
that strange voyage can measure the tides and hurricanes he will encounter. The Statesman who
yields to war fever must realise that once the signal is given, he is no longer the master of policy
but the slave of unforeseeable and uncontrollable events. Antiquated War Offices, weuk,
incompetent or arrogant Commanders, untrustworthy allies, hostile neutrals, malignant Fortune,
ugly surprises, awtul miscalculations all take their seat at the Council Board on the morrow of a
declaration of war. Always remember, however sure you are that you can easily win, that there
would not be a war if the other man did not think he also had a chance.”

From Winston Churchill’s 1930 memoir, “My Early Life.”
Ugly Surprises

On Wednesday 24 October, a spokesman for the Joint Chiefs of Staft stated that he was
“surprised” by the tenacity of the Taliban. On Friday 26 October, the Taliban scored an ugly
surprise victory with the capture and execution of opposition figure Abdul Haq. Hag, an ethnic
Pushtun, had infiltrated Afghanistan from Pakistan several days earlier in an effort to encourage
other Pushtun leaders to desert the Taliban. If former National Security Advisor Bud McFarland
is fo be believed, and I do, this was a significant blow to the US war effort.

When we start surprising the Taliban and Al Qaeda more than they are surprising us, we’ll know
that we’re winning this first phase of a long war with many unknown and known fronts. When
we see a local Afghan government capturing members of the Taliban and Al Qaeda, we’ll know
that victory is close at hand. As mentioned in the first letter, we are up against a smart and
ruthless foe that fully intends to win this war. Why have we yet to see large defections from the
Taliban in Afghanistan? One major reason is simple and obvious: few on the ground in
Afghanistan believe that the US is winning. The current diplomatic and military strategy is
inadequate. A new approach is called for. This letter describes an approach that can better
destabilize the Taliban and Al Qaeda by adding a necessary and unpredictable (dare I say “non-
linear” approach) to war that quickly makes believers of friends and enemies alike. Let’s call it
the Hunter Network,

11-L-0559/0SD/5201
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A Great Task For A Great Nation

We need to find a winning blend of five elements: policy; diplomacy; intelligence; an outward
focused, event driven military force; and an effective local Afghan government (not a stooge for
the Americans). This is a great task ~ suitable only for a great nation.

This letter presents the Hunter Network as a candidate to achieve thal winning blend, explaining
the practical experiences and conceptual framework that shape it. The letter has three sections.
Drawing from the experiences of US special envoy Robert Qakley (and some of my own),
Section 1 explores the positive and negative lessons of the US in Somalia from 1992-1994. Al
Queda has not overlooked these experiences. Lessons of Somalia help form an indispensable part
of the Hunter Network strategy in Afghanistan. Section II introduces John Boyd’s thoughts about
a counter-guerrilla campaign, During Vienam the US pursued an “attrition” war (whose metrics
include body counts and target sets). The Viet Cong effectively countered and won by pursuing
a strategy built around guerilla warfare. Al Queda has not overlooked this lesson either. Section
IT1 Tays out how the US could rapidly build several forward-deployed cells -- that include
diplomatic-military-Afghani members -- capable of destroying the Taliban and Al Qaeda within
Afghanistan, while protecting and perhaps even nurturing an effective alternative form of
Afghani govemment.

I: A Hunter Network in Somalia — A Pattern for Winning and Losing

I first met US Ambassador Robert Oakley in New York City in 1995, Business Executives for
National Security, BENS, featuring Oakley as guest speaker and T was one of four military
officers addressing The Association of the Bar of the City of New York on “America’s Role in
the New World Disorder,” Oakley understands the importance of military agility: the ability to
rapidly and unpredictably transition back and forth between military mass and precision as
required by events on the battlefield. Let me preface Oakley’s remarks about his experiences in
Somalia with my own remarks about Bosnia in 1994, which created the first element of a Hunter
Network.

Using John Boyd’s ideas my squadron, VFA-81, created an informal first generation “Hunter
Cell” composed of shooters and spooks (intelligence specialists). Under combat conditions,
these shooters and spooks improved the air-to-ground combat effectiveness of the air wing,
carrier battle group, and theater air against small, elusive targets in Bosnia by several orders of
magnitude. A single Hunter Cell quickly evolved a method capable of making appropriate killing
decisions measured in minutes and in case, seconds as compared to the usual bureaucratic
surveillance network (BSN) decision cycle measured in weeks, months, and in times of crisis --
incapable of rendering any decision at all.  When 1 briefed the USAF three star in charge of
theater operations, he immediately directed that we teach every US squadron in theater how to
develop their own Hunter Cell, (“Bosnia, Tanks and . . . . From the Sea,” U.S, Naval Institute
Proceedings, December 1994. pp. 42-45 .},

While a member of the Joint Staff from 1999 to 2000, [ initiated and was subsequently asked to
head a Department of Defense effort tasked to develop a road map for improving U.S. combat

11-L-0559/05D/5202
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effectiveness in urban combat operations. This involved extensive discussions and workshops
with Oakley, US Ambassador to Somalia between November 1992 and May 1993, Chosen as a
Special Presidential Envoy by Bush the Elder in November 1992, Oakley and US Marines were
intimately involved in the [irst phase of military intervention-offering security [or humanitarian
rclicf operations.  During the second phasc, a UN force replaced the Marines and Oakley too.
The situation deteriorated during the second phasc and completely fell apart on 3 and 4 October
1993, when 18 Army Rangers were killed and 73 other Americans were wounded. Over 500
Somalis were killed and more than a thousand were wounded as well. Clinton hastily called
Oakley back into government service as a Special Presidential Envoy, returning him to Somalia
in October 1993 where he successfully negotiated a truce with Aidid, a Somali warlord, to secure
the release of capturcd US Ranger Michacl Durant and a Nigerian officer.

The approach developed by Oakley and the US Marines during the first phasc is useful in
developing a plausible approach for progress in this war. During this phase, much of the local
population welcomed the U.S. forces, viewing them as saviors for trying to help reduce the
effects of a terrible famine. In Oakley’s own words:

““The environment in Somalia was always tense, becausc the Somalis are very
xenophobice, aggressive people. So the trick that we discovered-at least during
our period--was to maximize communication with them. To show firmness. But at
the same time . . . to demonstrate that our humanitarian programs were beneficial,
that we weren’t there to dictate to them, (but] to give them a certain amount of
latitude. On the other hand, if they stepped out of line and challenged us
militarily, then we had to hit back . . . hard, swiftly, and then immediately resume
the dialogue.

We met with Al Mahdi and Alidid's political military lcadership every day for the
entire time we were there. We made sure we did that even after the military
incident We’d resume the dialogue and say "Let’s treat this as a passing cvent, not
as the beginning of a whole sequence of escalating cvents.” We understood the
need of this--we had a radio station, we had a newspaper [in the] Somalia
language. These things disappeared when the UN came in and [they] didn’t really
understand the need to maintain the dialogue, to maintain the communications and
it was slowly degenerating into hostility.”

hrtp//www.pbs.org/webh/paces/frontline/shows/ambush/interviews/oakley htnl

It’s worth taking time to read the entire interview with Qakley. Tt gives us a feel for how a
combat diplomat thinks and what he can accomplish.

During the second phase in Somalia, the situation deteriorated as a UN force less familiar with
the local culture replaced Oakley and the Marines. Violence on both sides escalated as US
policy began to wander. A valiant US military force replaced the Marines and became part ol a
new UN force lacking the in-depth knowledge of the local culture and Teadership developed by
Oakley and the Marines. They found themselves increasingly adrift in a society that was
growing increasingly hostile. Bullets began to fill the void left by a lack of policy and

11-L-0559/0SD/5203
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diplomacy. One attack was particularly disastrous setting up the killing spree that occurred on 3-
4 October 1993, This attack was supposed to wipe out the warlords in one quick stroke. It
completely backfired and ended up killing innocents rather than the warlords. This was the final
nail in the coffin of what had started out as a we&intentioned humanitarian mission. The local
populace was now 100% hostile. The wheels came off during the battle on 3-4 October 1993 as
described in Mark Bowden'’s excellent book, Black Hawk Down and the related web site:

http://www philly.cony/packages/somalia/nov16/rang16.asp

Lack of heroism wasn’t the problem. Lack of firepower wasn’t the problem. The problem was
a lack of policy, intelligence, and diplomacy while military forces were left in the field. A BSN
approach to war began to lock up. Consumed by internal disputes and inexperience with war,
national and international decision makers focused inward rather than on the enemy. America
and others were adnft in a combat environment. So, the US military hammered away with the
only tool left to them -- firepower. What should shake us in our boots is the Al Qaeda fingerprint
in 1993 Somalia. Yes, unbeknownst to the US at the time, the nascent Al Qaeda organization
was clandestinely orchestrating and escalating an uncertain and disorienting Somali combat
environment.

Eight years Tater to the day (4 October 2001), British Prime Minister Tony Blair stated that
Osama and Al Qaeda had been responsible for a number of terrorist outrages over the past
decade, including “the attack in 1993 on US military personnel serving in Somalia = 18 US
military personnel killed.”

http://www.pm.gov.uk/news.asp?NewsId=2683

Osama and Al Qaeda used Somalia as a test drive for their latest generation of guerrilla attacks
against the US. Hardly anyone has noticed that Al Qaeda has used every military encounter with
the US to upgrade their guerrilla attacks and to probe the US methodically in assessing
America’s military strengths and weaknesses throughout. Hardly anyone has noticed that Al
Qaeda entered Somalia and opened a terrorist schoolhouse or how to drive the Americans, on a
humanitarian mission, out of a country. To this day, Al Qaeda is the only military organization
that fully appreciates the rich lessons of Somalia.

The front page of the 4 November 2001 Washington Post describes how Osama and cohorts may
be planning a hasty retreat into Somalia, Malaysia, or the Philippines, The article also reports
that Rumsfeld had requested that his commanders draw up plans for finding Osama should he
flee Afghanistan: “Rumsfeld reviewed the commander’s responses last month and rejected most
of them as narrow and unimaginative. The concept paper submitted by the Central Command,
which oversees US military operations in the Mideast, Central Asia, and Northeastern Africa — a
territory that includes Afghanistan, Traq, Iran, and Somalia = was among those that got negative
reviews, officials said” (pp. Al, A-22).

As the senior Navy line officer attached to the Marine Corps Warfighting Lab in 1998, I was
reminded by a highly respected combat Marine, Paddy Collins, to never forget that “terrain
neutralizes technology.” This lesson has-never been lost on our enemies. Make no mistake --
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there are increasing indications that the Taliban and Al Qaeda are already setting up a killing
school house for the Americans in Kandahar with every intention of turning it into a 21
Mogadishu for the US just as they did for the Russians in Grony, Chechnya.

As this letter is written, the Taliban and Al Qaeda have melted into the local Afghan population
and retreated into buildings and universities. They are preparing for yet another generation and
field test of guerrilla warfare against the US. They have blurred their external personal signatures
and are rapidly disappearing into extremely complex terrain: cultural, religious, mountainous,
and urban. A few bad fish have blended in with a school of local innocent fish confident that
technology alone will not be able to distinguish them from the innocents. They hope to present
us with the losing dilemma of having to kill the entire school of fish in order to save it, Only
those that know how to see the blackness of Taliban hearts wili be able to detect, identify, and
target them.

There were no Afghan hijackers on |1 September. They were mostly Saudis. Yet, the US is
attacking and killing Afghans. Welcome to 21% century war.

Some takeaways from the Somali experience: First and foremost, war is about people. People,
not machines, win wars. 2 1 ® century war is also about populations and non-linear complexity.
We instinctively understand non-linear complexity but I’ve witnessed multiple instances where
this new science has not penetrated military thinking that seeks a methodical and predictable one
plus one equals two approach to war, Instead of one plus one equaling two, one plus one can
equal a hundred thousand or even two hundred million in non-linear complexity. In Mogadishu,
a single US military attack transformed the local Somali population from neutral to hostile, Tn
New York, DC, and aboard United Flight 93 over Pennsylvania, four attacles turned a national
population from neutral/concerned to hostile. Does the US having any way of effectively
assessing the effects on Islamic populations. Have we thought about it? A recent DoD request
for technology was surreal -- if we can only get the right technology, we’ll win this damn thing.
Business-as-usual has a powerful inertia, which apparently prevents us from taking to heart and
acting on the lessons of guerilla and urban warfare.

War is about making friends faster than making enemies, 21 century military actions cannot be
viewed in isolation as visual information instantly reverberates through friends and enemies
alike. Osama and the Taliban and Al Qaeda have been making piles of fiiends in the Islamic
while the US efforts appear to struggle. Abdul Haq’s capture and execution sent a clear message
to potential enemies and friends alike: To date, the Taliban and Al Qaeda are able to detect,
identify, and eliminate their mortal enemies more effectively than the US has been able to
destroy their nemeses. The Taliban and Al Qaeda have sent a clear message: “This old fool
Abdul Haq (who was 43), the late Lion of Peshawar, thought he could simply walk back into our
country and overthrow us. The Americans were unwilling or unable to risk American lives for
an Afghan inciting rebellion against the Taliban. Opponents of the Taliban, if you get in trouble
expect the fate of Abdui Haq, when we come to kill you, expect the Americans to send an
unmanned plane with two bombs, And even that will arrive too late -- as we’ve already got you.
You’re on the way to be hung.” Business as usual.. . .

3
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Fortunately, it appears that the expensive lesson of Abdul Hag did in fact wake some people up.
On 1 November the media reported that US Navy fighter-bombers fired on Taliban forces
attemplting to capture Hamtd Karzai, a prominent Afghan tribal leader from the Pashtun ethnic
group. This outward countering must be sustained and enlarged.

11: A Hunter Network — A Counter-Guerrilla Campaign

Like Sun Tzu and Clauscwitz hefore him, John Boyd has recently become the most quoted and
lcast read military genius. During the last twenty years of his life, Colonel John Boyd, USAF put
his thoughts about war together in a presentation entitled “A Discourse on Winning and Losing.”
It consisted of over 200 briefing slides. In February 1993, Boyd spent three halt days presenting
his “Discourse™ 1o the F/A-18 pilots at NAS Cecil Field, Florida. Part of this presentation
included his “Patterns of Conflict * and was Boyd’s monumental look at what makes any
organization competitive. Encompassing 2,500 years of the history of conflict, this bricfing
introduces his famous Observe-Orient-Decide-Act “OODA loop” concept and is available to
download on PDF format at:

htip:/fwww.defense-and-society.org/FCS Folderboyd.htm#discourse

Bowyd’s thoughts about guerrilla warfare and a counter-guerrilla campaign have immediate
relevance to this war as the Taliban and Al Qaeda are highly intelligent, adaptive, and lethal
guerrilla networks. The Taliban hi&jacked the government of Afghanistan and the Al Qaeda
seeks to highjack the Islamic religion. Along the way, they fully intend to drive the US into a
bunker mentality and finally into a full retreat from the world scene.

In “Patterns of Conlflict,” Boyd made the [ollowing observations about guerrilla war: “Popular
support is critical for guerrilla or counter-guerrilla success. Without the support of the people,
the guerrillas (or counter-gucrrillas) have neither 3 vast hidden intelligence network nor an
invisible security apparatus that permits them to *see’ into adversary operations yet ‘blinds’ the
adversary to their own operations.” (See slide 109.) Boyd also sketched how to mount a counter-
gucrrilla campaign. Kcep in mind what happened to the capturcd and exccuted Abdul Haq,
while considering the {ollowing eleven points:

++ Undermine guerrilla cause and destroy their cohesion by demonstrating integrity and
competence of government to represent and serve the needs of the people — rather than exploit
and impoverish them for the benefit of 3 greedy elite.

++ Take political initiative to root out and visibly punish corruption. Select new leaders with
recognized competence as well as popular appeal, Ensure that they deliver justice, eliminate
grievances and connect government with grass roots.

++ Infiltrate gueriila movement as well as employ population for intelligence about guerrilla
plans, opcrations, and organization.
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++ Seal-off guerrilla regions from outside world by diplomatic, psychological, and various other
activities that strip-away potential allies as well as by disrupting or straddling communications
that connect these regions with the outside world.

++ Deploy administrative talent, police, and counter-guerrilla teams into affected localities and
regions to inhibit guemilla communication, coordination and movement; reduce guerrilla contact
with local inhabitants; isolate their ruling cadres; and destroy their infrastructure.

++ Exploit presence of above teams to build-up local government as well as recruit militia for
local and regional security in order to protect people from the persuasion and coercion efforts of
the guerrilla cadres and their fighting units.

++ Use special teams in a complimentary effort to penetrate guerrilla controlled regions.
Employ guerrillas own tactics of reconnaissance, infiltration, surprise hit-and-run, and sudden
ambush to keep roving bands off-balance, make base areas untenable, and disrupt
communication with the outside world.

++ Expand these complementary security/penetration efforts into affected region after affected
region in order to undermine, collapse, and replace guerrilla influence with government influence
and control.

++ Visibly link these efforts with local political/economic/social reform in order to connect
central government with hopes and needs of the people, thereby gain their support and confirm
government legitimacy.

++ Break guerrillas® moral-mental-physical hold over the population, destroy their cohesion, and
bring about their collapse via political initiative that dernonstrates moral legitimacy and yitality
of government and by relentless military operations that emphasize stealth/fast-tempo/fluidity-
of-action and cohesion of overall effort.

(From Patterns of Conflict: Slide 108},
IIX: A Hunter NMetfiwork-Destroying the Taliban and Al Qaeda Networks

Qakley and the US Marines put together an effective forward-deployed diplomatic-military team
in Somalia. Boyd sketched out key elements of a counter-guerrilla campaign. Coupling Oakley’s
practical experience with Boyd’s conceptual framework, we have looked in detail at two of the
three components needed to construct the Hunter Network strategy. The third element, touched
on earlier, is the Hunter Cell. In 1996 the Association of Naval Aviation and U.S. Naval
Institute awarded their Annual Naval Aviation Article Writing Award to “Hunters from the Sea,”
calling it “the best article on Naval Aviation in any publication or periodical” (COL Mike Wyly
and I co-authored the article in Proceedings, December 1995, pp. 3 1-33). The Commandant of
the Marine Corps personally supported a series of experiments at the Marine Corps Warfighting
Lab from 1997 to 1999 designed to mature our understanding of this Hunter concept and VFA-
8 I’s Hunter Cell that improved air-to-ground effectiveness in Bosnia by 10 to 100 times, These
new understandings were briefed to the Navy’s Director, Air Warfare and Assistant Secretary of
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the Navy for Research, Development, and Acquisition and are summarized in: “The Carriers
Puck the Airborne Cavalry,” (Proceedings, August 2000, pp. 28 — 32 that I co-authored with
Major Chris Yunker, USMC):

http://www.usni.org/Proceedings/Articles00/promoore. htm

See also: Spirit Blood and Treasure: The American Cost of Batt]e in the 217" Cen (Major Don
Vandergriff, USA ed., Presidio Press, 2001)

Thus, the lessons of Oakley and Boyd -- coupled with the detailed military understandings
developed through the experiments at the Marine Corps Warfighting Lab -- give us the
opportunity to create a unigue and important Hunter Network comprised of multiple Hunter
Cells. These highly evolutionary cells — diplomatic-military-Afghani — are capable of using
stealth/fast-tempo/fluidity and cohesion to relentlessly attack and destroy the Taliban and Al
Qaeda networks,

A Hunter Network focuses outward, on the enemy. It drives events on the battlefield rather than
being driven by a schedule. There is no “air’”" war or “ground” war. There is only one war with a
simple mission — to destroy the Taliban and Al Qaeda networks and help establish the conditions
necessary for an effective Afghan government. A Hunter Network should initially involve less
than a 100 people and function as an experimental compliment to our existing military structure.
It would notionally start with eight cells = one for a variety of cities in Afghanistan (perhaps
Kandahar, Kabul, Jalalabad, Herat, Mazar-1-Sharif, Kunduz, Zaranj, Qalat). They should be
forward deployed, as close to the battle and their specific cities as possible.  Broad discretion
and significant resources -- intelligence, military, diplomatic, financial -- should be given to each
cell. A competition should be set up between the cells measuring how effective each cell is in
achieving disrupting, surprising and destroying the enesny.  Cells would combine or split as
necessary to fit the situation on the battlefield. Initial measures of effectiveness should include:

++ Repeatedly surprising the Taliban and Al Qaeda networks, Surprising an enemy involves
discerning and understanding his patterns, Our enemies know our patterns and have anticipated
many of our responses, It's time to return the favor,

++ Increasing numbers of Taliban/Al Qaeda defectors willing to risk their lives to achieve the
mission.

++ Significantly reduced response times from the ground perspective -- measured in seconds-
minutes rather than hours-weeks-months — capable of exploiting fleeting opportunities on the
battlefield.

Success ~ as increasingly defined by the Hunter Network — would be rewarded by a significant
increase in resources,

The starting composition of each cell would consist of eleven people: 88 people total. The
remaining twelve people constitute a command element. With the exception of the command
cell, the age of the people in these cells should be young -- 35 years or less. The cells should
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evolve based on feedback from the battlefield. The starting composition each cell could consist
Of:

** Two American Afghanis preferably from each of the eight Afghani cities: 16 total. Personal
knowledge of Afghanistan is essential and initially may require people older than 35.

** One intelligence officer and two enlisted intelligence specialists: 24 total. (04 or below.)

#* Four Military: two officers, two enlisted: 32 total. Each officer and enlisted would form a
team that would alternate with the other team-- one week in the field, one week with the cell. (04
and E6 or below.)

** Two Foreign Service Officers: 16 total. (GS-14 or below.)

A Hunter Network: Using A Naval Culture to Destroy a Terrorist Culture

Sailors and Marines have grown up in a culture well adapted to expeditionary combat. “From
the Halls of Montezuma, to the shores of Tripoli.. . .” This culture has assimilated and refined the
hundreds of years of experience against unpredictable foes with obscure signatures operating in
fluid, chaotic environments and cultures. Naval forces = much smaller than an Army or Air
Force yet significantly bigger than a Special Operations Force (-45,000) have a culture bias
designed to fill in the important area between the hundreds of thousands of people on the ground
in theater and a few hundred “snake eaters” on the ground (special operations).

Naval forces have also developed highly evolved methods for searching out and destroy
relatively small enemies hiding in fluid and highly complex environments. Presently, our anti-
submarine warfare experts have the most effective understanding of how to look for patterns of
where the enemy is and is not. A Hunter Network, focused on the enemy is capable of
surprising him because it discerns his patterns of behavior and then anticipates his next move, A
Hunter Cell does not supplant a bureaucratic surveillance network (BSN) but complements it in
attacking the enemy with agility, mass, and precision from every available dimension to include
time, sea, air, land, diplomatic.

A Hunter Network complements and expands the capability of a bureaucratic network built upon
surveillance and reaction, This BSN is fundamentally different than a Hunter Network. A BSN
is designed to perform in an environment of certainty and usually lock up when confronted
uncertainty (unexpected events). A BSN requires a significant distance from the enemy so that
the BSN has sufficient rime to react. A BSN looks exclusively for positive indicators ~ a missile
plume, 4 rocket launcher ~ and then reacts. By definition, it is always a step behind the enemy
and compensates for this with massive firepower. Instead of a bullet to an enemy’s head, it
blows up the entire building, levels an entire neighborhood, or even an entire city.

In contrast Naval culture has developed an instinctive understanding of close combat: it’s too late
if the CO of a submarine or a ship waits to react to an inbound torpedo, There are many cases

where we can reacquaint ourselves with the rich combat lessons from naval history built upon

decentralized leadership and judgment against obscure foes. Sustaining these gualities has
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become difficult during a period of apparent peace and in the face of significant budgetary -
pressures aggressively pursuing a BSN culture. The terrorist bombing of the USS Cole has
reawakened us to the need for combat force in port as well as at sea. Port calls to foreign
countries bring naval forces in close contact with friends and enemies alike. Naval forces have
always had a strong link to diplomats and have a significant number of people used to searching
for an elusive and well-disguised enemy hiding in local cultures.

The mass of the bureaucratic surveillance network is necessary but not sufficient to win this war.
The precision of a special operations force is necessary but not sufficient to win this war. A
Hunter Network comprised of members from all services and Allies brings agility to our mass
and precision. Built upon centuries of combat experience with a cultural bias towards
decentralized warfare, naval forces can help a President ruthlessly and relentlessly search out and
destroy an elusive and fanatical foe with agility, precision, and mass.

Love to all,

(b)(8)
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To that end, he said,
"we've indicated in principle
our willingness to play a Jead-
ing role in any U.N. mandated
force 1o provide stability in
Afghanistan.”

Mr. Blair said time was
short, vet he was unable to say
whether a British-led force
could deploy in Afghanistan
by Dec. 22, the date the in-
terim Afghan government led
by Hamid Karzai will set itself
up in Kabuj and take political
control of the country. The
multinational force will oper-
ate independently from United
States forces, which will con-
tinue their military campaign
to crush the remnants of the
Taliban and hunt for Osama
bin Laden.

"It is obvious that any
force that is going to be sig-
nificant,” Mr. Blair said, will
take some time to "build out,"
and therefore "this is an issue
that has to be decided rela-
tively quickly" so such a force
could deploy quickly and be-
gin providing "the stability that
people expect.”

Other countries that have
offered to take part in the force
include Germany, France, Tur-
key, Jordan, Bangladesh and
Indonesia.

Mr. Blair said "no formal
decisions have been taken yet"
among the allies. And there are
an "immense” number of po-
litical and logistical issues ge-
ing worked out in intense dis-
cussions between London,
Washington and the United
Nations Security Council.

Mr. Blair's comments to-
day were the first public ac
knowledgment of Britain's d

for success of the in-
l_lan administration

gram within\the country and
providing secijty until police

lin, Chancellor
Schrider said Germany's
tary was not well suited
command the planned force.
Mr. Schréder said Germany
had 8,000 soldiers deploved in
the Batkans on peacekeeping

a4

missions, but was still willing
to take part in an Afghan force.

Mr. Blair — with strong
agreement in Europe — has
been the leading voice in urg-
ing the United States to move
more swiftly on the aid front.
But the commander of United
States forces in the war zone,
Gen. Tommy R. Franks, has
blocked  deployments  of
peacekeeping  forces  from
other nations, fearing that they
would confuse the battlefield.

Last month British com-
manders sought unsuccessfully
to Jand British troops at Ka-
bul's main air base to pave the
way for relief efforts. A de-
ployment by French forces
holding in Uzbekistan has also
been delayed while the United
States focused on prosecuting
the war.

Secretary Powell arrived
here today just as a rare rebuke
of Uniteg S’tates olicy was re-
verberating in the form of a
speech by the top British mili-
tary commander, Adm. Sir Mi-
chae] Boyce. _

In remarks to the Royal
United Services Institute, he
criticized the United States for
pursuing the Afghan campaign
in only one dimension, He
wamed that a "single-minded
aim” of destroying the Taliban
and Al Qaeda with a "high-
tech, Wild West"™ operation
was not enough to win the
“"hearts and minds" campaign
across the Arab world and to
dry \ép the conflicts that are the
breeding ground of terrorism.
Arab opinion will be radi-
calized against Washington, he
said, if the United States wages
war in a manner that appears
disproportionate or ignores the
sources of terrorism and as
well as the sources of Arab

ievance, most importantly
the failure of the peace process
to deliver statchood for the
Palestinian people.

Secretary Powell declined
to comment, saying he had not
read Admiral Boyce's remarks,
Mr. Blair sidestepped the
sue, saying, "I dont think

ere are any differen sﬁ
rms of strate ?l‘\cﬁs

peacekeepers  will

London Financial Times
December 12, 2001
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12. Germany Set To Con-
tribute Up To 1,000 Troops
By Carola Hoyos, Alexander
Nicoll and Hugh Williamson

BERLIN , NEW YORK
and LONDON -- Germany is
ready to contribute up to 1,000
troops to an international
peacekeeping  force in  Af-
ghanistan, officials in Berlin
said yesterday amid intense
discussions about the force's
mission and make-up.

Underlining the difficul-
ties, Mohammad Fahim, Af-
ghanistan's interim defence
minister, said it should be lim-
ited to 1,000 troops - far fewer
than being discussed in Lon-
don and Washington.

In what appeared to be a
setback for the peace process,
Mr Fahim said Northern Alli-
ance troops would remain in
Kabul despite having promised
in last week's Bonn agreement
that they would be withdrawn.

The reversal threatened to
complicate the arrival of the
new interim  government,
which includes non-Northem
Alliance members who had
expressed significant concerns
over their safety and insisted
on a robust peacekeeping force
at the discussions in Bonn.

Military officers from
countries offering to contribute
to an initial peacekeeping force
are expected to meet in Lon-
don on Friday to thrash out
some of the issues. The force is
expected to be led by Britain
with  contributions  from
France, Germany, Italy, Can-
ada and Turkey. Representa-
tives from the US and the UN
are also likely to attend.

Potential troop contribu-
tors estimate it would take at
least 4,000 troops t0 secure
Kabul, with more expected to
be added if the force expands
into a longer-term operation.

Britain is set to be the
leader because it has rapidly
yable headquarters
s, and because it has mili-
tary officers closely bound up
in the continuing US-led cam-

Ohaign against al-Qaeda leaders
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and Taliban remnants. Close
liaison will be necessary be-
cause of this, and because the
depend

Y A P21 7N

heavily on US logistica®
port.

Donald Rumsfeld, US 3
fence secretary, said the lead
country would work closely
with Central Command in
Florida - from where the Af-
ghan war is being run - to de-
termine the number of troops.
The aim is to have some troops
in place next week in time to
protect members of the interim
government who take office on
December 22. But British offi-
cials said much remained to be
decided.

Los Angeles Times
December 12, 2001

13. Maligned B-l Bomber
Now Proving Its Worth
Military: Plane’s successes in
war have quieted critics in
Pentagon--for now,

By Peter Pae, Times Staff
Writer

No aircraft in recent his-
tory has been maligned as
much as the B-1 bomber, con-
sidered an albatross by the Air
Force the day it rolled off the
Palmdale production line, la-
beled a flying Edsel of the U.S.
arsenal and later derided as a
relic of the Cold War,

For critics of defense
spending, the B-1 became a
symbol of a military industrial
complex gone berserk, a mas-
sive $28-billion boondoggle
bolstered by a vast political
lobbying machine that was en-
amored by the 60,000 jobs it
created in Southern California
and elsewhere.

But in an odd twist of fate,
the B-1 has become the work-
horse of the air campaign in
Afghanistan, credited with
knocking out key Taliban and
Al Qaeda forces with devastat-
ing precision and helping to
hasten U.S. military operations
in the Central Asian country.

After more than three dec-
ades of unrelenting contro-
versy, the B-1 is fially re-
deeming itself.

"It's finally getting the op-
portunity to prove its capabili-
ties, which we knew 1t had
when we built it," said Charles
"Bill" Bright, who was the
flight test manager for the B-1.
Bright spent 15 years on the
program before retiring in
1992, "It's been a pleasure to
see them use it."
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RUSI SPEECH
UK STRATEGIC CHOICES FOLLOWING SDR & THE 11™
SEPTEMBER

My Lords, Ladies and Gentlemen

} had intended to give you a tour d’horizon, the view from the top, and some
personal thoughts, but given where we have and haven’t moved to since the events
of September 1 1% Tthought something more pertinent on that line would be in

order and then return to some of the other stuft.

So, let me start by saying that the thinking behind the 1998 Strategic
Defence Review, and the conceptual work that formed its basis, have been
reinforced rather than, as some have suggested, invalidated by what has happened.
True that expeditionary operations stretch us a lot; true that many of the enablers
for SDR have been late in coming and in some cases are still awaited; true that we
find ourselves committed to more operations than originally intended; and true
that parts of the system have not yet adjusted to new approaches. Iarn sure that
you will have your own views and that some of you may have discussed the
perceived inadequacies or shortfalls atlength, but the SDR process never could
have been a“big bang” - and thinking still develops. SDR was a datum, a start

point from which to progress and we have not done badly since then. - We
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validated the JRRF concept (very much the jewel in the SDR crown), warts and all
on exercise SAIF SAKEEA 2 - and - without pre-empting the lessons identified
(or learned), I can say that we have a fairly accurate and encouraging view of just
what the JRRF can achieve 1a expeditionary operations. Thus we now have a
much clearer idea of where we will have problems, where the weaknesses in our
structure and procedures may be, and where we can play to our strengths. Also,
we have some ground truth on our capabilities, so we can take an essentially
pragmatic view on the conceptual developments that have occurred since 1998, -
and this springboard will aid us enormously as we start developing “the Next
Chapter” that has been prompted by the events of | 1® September. 1'11 talk more
about this “Next Chapter’ in a moment, but as background, it would be as well to
give you an idea of how current strategic thinking has been affected by the fallout
from 11™ September, OP VERITAS (the UK contribution), and ENDURING

FREEDOM.

From the outset, the United Kingdom, in addition to diplomatic, financial,
humanitarian and political contributions, has provided military support - nuclear
attack submarines equipped with Tomahawk missiles, tanker, reconnaissance and
other support aircraft, and the use of Diego Garcia. This support has played an
important role in the military operation to date. At the end of October we decided
that a larger, balanced, maritime force « including an aircraft carrier (LPH

configured) and amphibious forces - would remain in the region, ready to play a
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part in a range of contingency operations as required. Since then, the rapidly
unfolding events in Afghanistan have enabled us to place an enabling; force on the
ground at Bagram primarily to support the political process and to enable
humanitarian aid, And the United States are now looking seriously at Bagram as

an APOD and a major support node for future operations.

The UK deployments need to be placed against the immediate objectives set

out by the government which were:
to bring UBL and AQ to justice
to prevent UBL and AQ from posing a continued terrorist threat.

to ensure Afghanistan ceases to harbour terrorists, or sustain

terrorism.

following Mohammed Omar’s refusal to negotiate, to bring about

sufficient change of leadership to break Afghanistan’s links with terrorism.
1 could give you a litany of sorties flown, TLAMSs fired and the like but, in

general, I can say that we have made progress in regime change, - but work 1s not

yet complete. One thing that has become clear is that military actions have had a

3
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beneficial eftect on the behaviour of potential sponsor states such as Yemen,

Sudan and Syria,

But we should be careful, - the rapidly unfolding events on the ground that
led to the fall of Masar ¢ Sharif, Herat, Kabul, Jallalabad, Konduz and Kandahar
give the appearance of success. Media and politicians focus on maps on the wall
showing the inroads made by the Northern Alliance and other opposition forces.
But the ground truth can be very much different. The riot, or counter-attack
(depending on your viewpoint) at Masar ¢ Sharif shows just how tenuous the
situation is. And changing sides for advantage is a noble practice in Afghanistan
‘[there is a saying (rent not buy!}]” and simple victory over the Taleban is not the
end-state we seek. We must continue to focus on the enemy rather than on the
ground taken; and we must be doubly careful not to identify our enemy just in the
human form of UBL ~ this is not a high tech 21" century posse in the new Wild
West. The immediate enemy is AQ with its cells around the world, and its current
capability, Through operations in Afghanistan we may - indeed, trust we will ~
disrupt and deter aq from prosecuting its medium and long-term terrorist
programme; but in the short term AQ remains a fielded, resourced, dedicated and
essentially autonomous terrorist force, quite capable of atrocity on a comparable
scale to what happened at the WTC and Pentagon. And we should contemplate

what might be the effect of such another attack - especially on coalition
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perceptions, and heightened concerns on the most appropriate use for military

force aganst terrorism:

Firstly, another attack could cause wobbles, playing to the - “if only

we hadn’t responded militarily” lobby - in effect capitulating to terror
Or, secondly,

The desire to use greater force with less constraint, less distinction,
and less proportionality - something that strikes at the acceptable laws of
armed conflict, and exposes our strategic centre of gravity (our will) by

radicalising the opinion of the Islamic world in favour of AQ.

It will not be either/or, for you can be sure that some states will wobble, and
others will harden their resolve. These stances strike against the coalition’s will

and cohesion - which is why the United States are considering “agile partnerships”

But it will give all countries problems = they will be forced to make strategic

choices - dictated by national self-interest, rather than altruism.

So where does that 1eave us with Afghanistan? At the global strategic level,

the world cannot afford non-states, black hole states or failed states, because such

5
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states breedterrerism. Therefore we have to attack the causes, not the symptoms
of terrorism. To do this, we need to isolate the terrorist by making it more
attractive for his supporters to seek peace. We need to address the hearts and
minds of the population, cffer effective humanitarian assistance, run efficient
information and support operations, gain intelligence, set the framework as we did
in Kosovo, and conduct deep operations to strike the terrorist by attritional or
other means. We have done much of this already, and are now moving from
operations against UBL and AQ (which will still remain concurrent activity)
towards a focus on restructuring and reintegrating Afghanistan ~ so the campaign
in Afghanistan is in transition to a new phase. And this fits with the UK’s wider

objectives which are:

To do everything possibie to eliminate the threat posed by

international terrorisim.

To deter states from harbouring, supporting or acting complicity with

international terrorists.

To reintegrate Afghanistan as a responsible member of the

international community.

6
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Following the political process in Bonn, and the decision by Brahmmi and
the interim administration to start in Kabul later in December, and - with the
undoubted requirement for further development over the next months against a
background of continuing action, humanitarian assistance, and fragile international
support, we will have to look carefully at the UK’s strategic choices, and ways of
prosecuting operations that we may find contradict national policy. Both the UK
and United States wish to promote regional stability, but our perspectives of global
and regional stability have been distorted by the focus on fighting terrorism, We
have to consider whether we wish to follow the United States single minded aim
to finish UBL and AQ; and / or to involve ourselves in creating the conditions for
nation-building or reconstruction as well. It is clear at the moment that the United
States see the precondition to a stable post conflict environment for political
development as ridding the country of UBL and AQ for good. And they see
national assistance for Afghanistan as @ general long-term goal, rather than short
term goal, but it is also clear that they recognise the UK's particular strengths in
facilitating the nation building process, and increasingly favour our lead in that
area. Wemay have to decide whether to play to the strengths of our armed forces
(and our corresponding value to the United States} in our ability and readiness to
deploy highly capable ferces quickly for offensive operations; or to commit to
longer term nation building tasks that might reasonably be taken on by other, less
capable, nations ~or both. But without being cynical, ourexperience in Malaya

and Northern Ireland teaches us that concentrating on the hearts and minds side of
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the campaign enables us to gain information, to isolate the terrorist and to strike

him.

This 1s an approach that has proved successful in counter terrorist
campaigns the world over - and it may be the approach that is needed now. But
we cannot dodge the UK’s strategic choices. In simple terms we have a number of

things to consider:

We have to realise that broader operations into regions that threaten
UK policy goals will force us to choose between unconditional support to

it

the coalition, conditional support, and “‘red lines™ or selective support ~ or

indeed lack of support.

I have already mentioned nation building, but we have to decide
whether we do that at all, whether we do that in parallel to other operations,

or whether we do that instead of other operations.

We will have to face the fact that our ability to run concurrent
operations will be affected. Something will have to give. And within OP
VERITAS /ENDURINGFREEDOM, we are constrained by ISTAR assets
and availability and by the bandwidth available, so we will have to

concentrate our efforts and flex them appropriately or risk spreading them

2
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too thinly, and thus dissipating their effect. Quite simply, we cannot be “al!

seeing” all the time - we simply do not have the resources.

We wilt have to look at the UK’s capability and contribution outside
Afghanistan and the VERITAS JOA. Will we be able to consider
concurrent operations, or will we be forced into sequential operations; or
into backfilling for the United States, just as other nations are backfilling for

us in other theatres?

We will have to consider how we use or work with established

security bodies such as the UN /NATO, or the fledgling EU organisations.

Altogether, that there will be some slight difference in emphasis in
the approach between the United States and UK is clear = but with a
previously isolationist single super power background and a global
capability, the United States has less need of consensus than we do. They
are still seared by their experiences with NATO at 19 during the Kosovo
conflict. Their current requirement for high tempo operations is likely to
put them outside the maximum capability capacity and potential of an
institution such as NATO - which was never &signed for global operations.
The United States, on the other hand, developed a global capability to

support its policy in Western Europe and elsewhere during the Cold War.

9
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Thus the USA’s need to protectits own interests will possibly push it more
towards seeking political, rather than matenal support from these
organisations. Aiso, in the absence of a clear UN mandate, Article 5 1 has
proved sufficient justification for current operations = but widening the
campaign will cause problems, and is certain to radicabse some states,
thereby reducing the number of nations who are willing to share the

political risk. But we need these states and institutions to sustain the
political will on a multilateral basts in order to achieve the political end state
- which must be the rehabilitation of Afghanistan as an internationally

acceptable nation with acceptable governance.

And what about WMD? Should we focus on WMD and active
methods to reduce them? Or should we accept that there i1s likely to be an
internationally acceptable level of WMD threat that the world can live with?
- Incidentally the same goes for terrorism. Should we uccept that this
mismatch in ideals exists and that 4 long term pragmatic view should
prevail; or is now the time to go out and do something about it? The
threshold for terrorist atrocity may have changed for ever, but on the other

hand, it may subside to close to its historical norm.

Whatever the choices we make, and for whatever reason, we must ensure

that those dectsions maintain our freedom of strategic choice; but we will have to
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decide soon whether we make a commitment to a broader campaign (widening the
war), or make a longer term commitment to Afghanistan. Recent military success
must be capitaiised upon, so it is not a question of whether we will trap our hand
in the mangle; but of which mangle we trap it in: My aim, incidentally. is not to

get fixed in Afghanistan, - but - if | have to address the causes of terrorism, I may

have to. But the strategic risks are obvious: = a UK military footprint might
broaden the pan-Islamic perception of invasion; variations in loss of consent
between traditionally bellicose factions might lead to mission creep and the
dangers of peace enforcement, loss of impartiality and perceived clientism;
resources might be diverted from priority missions; we might have a reticent and
inadequate transition by the UN, leading to an unattainable exit strategy or end
state = and all of this added together resulting in inevitable strategic failure and all

that that might entail.

That is just one [gloomy] set of variations on a general theme, but
notwithstanding any such gioom mongers views, the British Armed Forces are still
meant to be a “Force for Good”, so, 1f we were required to trap our hands in the
mangle in Afghanistan in order to facilitate the political process, what sort of

mission could we consider being involved in?

Well, at the lower end of the spectrum, we could be looking at an amplified

version of military close protection to the British Office in Kabul and the 29
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delegates of the interim administration. And at the top end, we could be looking at
a multi-national stabilisation force for Afghanistan and all that that entails. ~ and
by that [ mean we should remember that Bosnia took 65,000 troops - and we’re not

out of there yet!

But judging from the outcome of Bonn last week, the Afghans indicated that
they do not want anything that looks like an occupation army, = but they do want
enough of a military presence to reassure both the interim administration and their
political constituency that the international community does care, and that it can

help to stabilise the country.

L also think that any international security force that goes into Afghanistan
would have to focus on Kabul, - the seat of the political process. —and provide
military reassurance, which involves maintaining the peace. That requires a UN
mandate, the requisite jeve! of cansent, and effective liaison with the involved
factions. And given that the peace is kept, the interim administration and
transitional authority could be advised on military and security matters, such as
military reconstruction and redesign; Afghan troops could be trained in specialist
skills (particularly mine awareness and clearance): and infrastructure survey prior
to reconstruction could be conducted in areas where NGOs and UN agencies are

unable to operate.
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Much of course, would have to be considered in parallel = the scale of the
deployment; its timing and duration; the logistic concerns = which are
considerable; how the force might work with the coalition; and what, if anything,

might need to follow on from the force.

That 5s all in the immediate future of course. — and very Afghanistan

focussed.

But, what about the next steps at a global level? Well, if we are not to get
trapped, we will have to be light on our feet, ~ and we will have to get used to what
are now being called “agile partnerships™ - in essence flexible, conditional
arrangements that balance coalition needs, the common good, and national
interest. We will need to plan and act concurrently across the political,
diplomatic, economic, military, legal and information spectrum. We will need to
re-examine what we require to achieve, develop key capabilities, and understand
our strategic limits. Indoing this we have to wrest the initiative back from the
terrorist, - We have to negate his advantage in striking at the place and time of his
choosing, by restricting his space through legislation, military action; surveillance,
diplomacy and deterrence, which will also impact his timing and tempo of
operations = we should bear in mind every terrorist organisation has its
constituency = and an inability to prosecute its war aims reduces its appeal to its

supporters. So information operations designed to support and influence are
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terribly important here. Above ail, what we do must be legal, or otherwise we
jeopardise our legitimacy, ~ but we must also beware of exporting the terrorist
problem. It’s a bit like sitting on a partially filled waterbed. - if you bear down
too heavily on one part, then another part comes up. - This has been the US
experience in Colombia where successful investment in counter-terrorist activities
at all levels has forced the FARC - and therefore the problem - into Mexico and
Guatemala. Fleeing AQ returning to the Yemen or Palestine (amongst others) will

cause similar problems.

As for the key capabilities we require - well: we could have a lengthy

discussion ¢neach as subjects in their own right.

But let me briefly mention some: precision guided munitions (PGMs) allow
the focused application of combat power. It has been interesting to watch their use
in asymmetric war, - and it is clear that the United States have learned from the
less effective use of air power in Kosovo. At first it appeared that this essentially
kinetic form of warfare was merely turning big rocks into smaller rocks. And
there were all the normal targeting problems. However, the volume of kinetic
targeting against the AQ / Taleban (effectively non-state actors) appears to have
helped deliver strategic success in providing the Northern Alliance and opposition
forces with the tactical mass required to overwhelm, or at leastturn the Taleban. [

acknowledge that this really only applies against the conventional elements of the

14
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Taleban and AQ, but a study on the coercive eftects of air power in the campaign

so far will make a worthy project tor those air power gurus in the audience.

Strategic communications and force projection capabilities will also be
vital, « particularly strategic litt and expeditionary infrastructure. We will also
have to concentrate on the establishment of secure lines of communication, basing
and overtlight rights. And, of course, special forces are crucial - but they are at a
premium at the moment, and we will need to ascertain how best to employ them.
They have great use in direct action, but there 1s an attrition bill in that. But what
ahout support and influence operations? We only have to look at UK experience

in Maiaya and the Dhotar to see how eftective these operations can be.

Intelligence assets and the move towards the use of information n the
battlespace; sensor to decision maker to shooter ¢ycles: increasing the tempo of
operations — all of these also are of vital importance and are key capabilities that
we will need to expand, - but we must always bear in mind the relative tempo of
the political decision making cycle and the political requirement. What is the
point of delivering the illusion of victory and a "gone to ground’ Taleban / AQ, if

“the peace” holds more threats?

Incidentally, I do think it 1s important to remember that capabilities are not

just bits of kit or troops, not just PGMSs, ships or battalions, but the combination of
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those means, - with the ways in which to employ them to achieve the appropriate
ends, plus the military, and more importantly, political will to use them
effectively. Furthermore, those capabilities must be available, timely, and capable

of integration into a particular operation.

[ have spoken only broadly about the strategic considerations in the current
campaign against terrorism, but I hope I've left you with the idea that we have
choices to make in ali sorts of areas. But from the UK’s point of view, this has not
only been dictated by what has happened since 11September, but also by what
else has been going on around the world, where [ can assure you that. nothing has

stopped ~ it is very much business as usual.

So, we find our armed forces are deployed on or beneath most of the
world’s oceans and in all continents « either on operations, exercises or in
smaller training teams, in our overseas commands, in coalitions, with the

UN, or by ourselves.

in addition to garrisons in FL, Cyprus, Gib. . ... ..

Row! Naw 41 combat units and support ocutside UK home waters today -

personnel (just over 17%) (inc v-boat on permanent patrol) = 37 yrs
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Of the trained army 20% deployed / 27% committed to ops

« NI 13K /Balkans: 4.7K/ SL: 400/ VERITAS.

RAF 6.6% deployed / I K on OP RESINATE / VERITAS/ORACLE / Fi/

elsewhere.

« TTs& MMs- Nepal, Bangladesh, Bermuda & Antarctic.

UN operations:  in Cyprus, Georgia, E Timor, DRC, Kuwait, Sierra

Leone.

So, we are busy, even before we think about the 4500 currently committed
to the Afghan campaign who will not be sitting around their Xmas trees in 2

weeks - and that’s assuming no more are committed.

What can we draw from this? Well, the thinking embodied in SDR, added
to our experience of these and previous operations around the world, has led us to
address what we think the likely shape, form and conduct of future warfare will

be, and what we think the British approach to military operations is.

At the heart of this approach, to remind you, we see our warfighting ethos

(very much embodying being fit to fight), as central, and ready to be applied if the
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circumstances demand it. In PSOs, for example, it 1s what gives the UK’s armed
forces the ability to establish a base of influence from which both they and other
agencies can operate. Joint, integrated and multinational operations are the means
by which the UK’s full range of capabilities and attributes are brought to bear.
Our armed forces operate together as a coherent entity to maximise their ability to
deliver operational effect, and in doing this they are guided by the principles Gf
war which are as applicable at the strategic level as they are at the tactical; - and
also which are as relevant in PSOs as they are to warfighting. The intelligent
application of the principles of war is a fundamental element of the rnanoeuvrist
approach, which in turn results in commanders being allowed, and encouraged, to
prosecute their objectives using methods of their own choosing through a flexible
and pragmatic state of mind. To do this they need the necessary means. By this is
meant not only the physical means - men, equipment and other tangible resources
- but a/so the conditions inherent /7 mission command that are conducive to
seizing the initiative, cbiaining the advantage of tempo and achieving surprise.

These themes represent the core of the British approach to operations.

So, if we put current strategy through that rather doctrinal prism, we can see
what and how the British military are likely to be addressing current events and
where this is leading us in our developing thinking on SDR - in other words “the

Next Chapter”.
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One of the main things we have done is to expand definition of asymmetric

warfare « which I must stress, is not just international terrorism = to cover:

Firstly, dissuading, and 1if necessary, preventing terrorists from using force -

particularly mass eftect - to achieve change in international affairs.

Secondly, coercing states from launching asymmetric attacks; or acting in
support of, or complicity with, terrorists -~ (whilst we take trouble to reinforcing

those combating terrorism}.

And thirdly, contributing to the defence of the UK base and overseas

territeries from such attacks.

It is very early days at the moment, and there is much to do, but we have set

ourselves a number of tasks:

To stop and assess 1f 11 September represented a fundamental change

in the strategic context, and if so, how serious a change.

To ensure that our examination attempts to understand the causes of

terrorism and the thinking of the terrorist.

19
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To consider the extent to which we can continue to rely on specific

intelligence of threats.

To strike the right balance between the contribution the armed forces

make to home defence; and to countering threats abroad.

To understanding the roles of key international organisations in the

new environment .
The approaches which the armed forces are considering include:

Preventing the conditions that allow international terrorist
organisations to operate, by helping less capable states build better
capabilities to counter terrorism themselves through our conflict prevention

and defence dipicmacy activities.

Deterring would be attackers by making sure that international
terrorist groups, and those regimes that actively sponsor or harbour them,
are aware of our range of military options and readiness and willingness to

use them if provoked.

20
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Coercing regimes and states which harbour or support international
terrorism with the tareat and, ultimately, the use of, military force in the

event that diplomatic and other means fail.

Actively disrupting the activities that support international terrorist groups,
by targeting their sources and flows of materiel, finance, and freedom of
movement. Our armed forces may need to develop a more active role in stop and
search missions on land, at sea, or in conducting search and destroy raids on key

terrorist facilities.

Acting todestrov terrorist cells with military action; and perhaps, in the last

instance, acting against those regimes, - such as the Taleban, - which support,

protect, nurture and direct terrorism.

We will also need to lock carefully at the arrangements or agreements we
may want in place in the areas where we wish to operate. Where forward
deployment on land in a crisis is not possible, alternative basing arrangements will
be required. In this context, the flexibility of the two new aircraft carriers we have

planned is particularly important

We need to give due attention to the requirements of home defence and

security. We will review the arrangements and level of co-ordination between ¢ivii

2
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authorities and the armed forces in order to maximise the utility and suitability of

responses to any future requests.

1 have aimed to give you an idea of where we have got to over the last 3
monthsor so. If 11 September did anything to our views, it was to confirm that
the direction we took with SDR was the right one. Our intent now to move
beyond SDR has been reinforced by our experiences around the world since 1998
and on VERITAS / ENDURING FREEDOM. As we develop, we will have to
stay 1n balance; we cannot afford to take risks with capabilities and enablers; but
we must be lighter, more focused / precise and more flexible; and leave behind the
inertia of the Cold War for good. There is a lot of room for new thinking - and for
the reconsideration of ‘old’ thought in world affairs at present, butif we can
concentrate on those aspects that the British Armed Forces are and should be good

at

Command and mission command;

Information and intelligence;

“fightability”;

Sustainability;

22
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Trainability;

A flair / penchant for coalition operations

And sound doctrine - what 1 tike to call “the interoperability of the mind” —

then, aithough we might not get it completely right, - we won’t be far

wrong.

Thank you very much.

23
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December 7,2001 7:14 AM

TO: Larry Di Rita
FROM:  Donald Rumsfeld Y\

SUBJECT: Historic Properties

A high school [riend of mine sent me this material. Why don’t you figure out
what ought to be done with it, and see if you can get someone working on it. She

may have a decent idea.

Thanks.
Attach.

12/05/0 1|()(6) ltr to SecDef
DHR:dh

120701-1

Please respond by

109
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NATIONAL TRUST

for HISTORIC PRESERVATION

Recapitalizing the Army’s Historic Properties

Presented to:
Assistant Secretary of the Army (Installations and Environment)

NoveMBEr 2001

Introduction

To obtain greater economic value from its portfolio of older buildings and fulfill its
federal stewardship responsibilities, the Army created the Historic Properties
Redevelopment Initiative. As part of this program’s work, the Army asked the National
Trust for Historic Preservation to examine the barriers to and opportunities for
recapitalization and redevelopment of the Army’s historic properties and fo use its
knowledge of historic preservation management and preservation finance in the private
sector to recommend progressive, efficient strategies for the economically feasible use
and management of Army historic properties. This report sets forth the National Trust’s
recommendations to the Army for redevelopment and recapitalization of Army historic
properties.
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TO: Secretary of Defense Donald Rumsfeld

FROM: {B)6)

DATE: December 5, 2001

RE: Recapitalizing the Army’s Historic Properties = Executive Summary of the National Trust for
Historic Preservation/Army Project

For the past two years, the National Trust has been working with the Army to address the
perceived and real financial burden of maintaining historic properties on Army installations, The
grant came through the Assistant Secretary of the Army for Installations and Environment to the
Trust which, in turn, retained an excellent consulting team of which I was a4 member. 1 note that
the team is not mentioned in the Executive Summary but it represented some of the brightest
developers, lawyers, and preservationists in the country. The progress on the project was
painfully slow despite the fact that we were in an election cycle and believed that our
recommendations would be of interest to both parties prior to and after the election.

1 am certain that I was put on the team as a result of the 25 years of congressional lobbying
experience [ had gained while president of Preservation Action, the national grassroots lobby for
historic preservation. Tt surprised me that the congressional liaison office of the Army forbid any
of us to go to the Hill during the process. My experience has been that constant contact with key
Hill members and staff on a subject with the high interest that this has 1s a good thing and is not
lobbying in the pure sense. It invites discussion of and reaction to various proposals and lays the
groundwork for legislative support needed later to advance the recommendations.

The National Trust worked closely with the Assistant Secretary of the Army and the Office of
Historic Properties. The final report 18 nearing completion (though I do not have a date for its
release) and will be presented then to the Secretary of the Army. The full report includes
excellent backup information as well as more detailed explanation about the proposed initiatives.

It Turthe,

T do believe there are some excellent recommendations that should be attractive to the entire
Department of Defense as you addresses policy change in the Pentagon. T will let you know when
the final report is released and when it will be presented to the Secretary of the Army. Ifl can be
of further assistance, do not hesitate to call

Again, thank you for wonderful work on behalf of the nation.

(b)(6)
Historic Preservation Consultant m [

5202 Carlton Street
Bethesda, MD 20816

(b))
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Recapitalizing the Army’s Historic Properties
NoveMBER 2001

Preface

I. This document is a product of a Cooperative Agreement between the Department of
the Army and the National Trust for Historic Preservation, award number DAMD 17-
99-2-9039.

2, The U.S. Army Medical Research Acquisition Activity, 820 Chandler Street, Fort
Detrick, MD 21702-5014 is the awarding and administering acquisition office.

3. This document does not necessarily reflect the position or the policy of the
government, and no official endorsement should be inferred.
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Recapitalizing the Army’s Historic Properties
NovEMBER 2001

Executive Summary

In fulfilling its mission to tight and win wars, the Army relies on a strong esprit de corps
— and few things inculcate a stronger sense of institutional identity or embody a shared
legacy more effectively than a historic place. Mahlon Apgar IV, former Assistant
Secretary of the Anmy for Installations, once described the Army’s historic buildings by
saying, “These properties are a significant part of our national heritage, telling the story
of America one Army post at a time. They help the Army to recall the rich legacy of our
great nation, and we must spare no measure to ensure they are preserved to inspire
tomorrow’s generations.”

But, the Army’s heritage — as embodied in its architectural legacy — requires a new
approach in order to survive.

The Army’s current real estate inventory includes approximately 12,000 historic
buildings — about 90 million square feet of space. Some of these historic buildings are
vacant; most are in active use. But, almost all are undercapitalized and threatened with
physical deterioration and obsolescence. And, within the next 30 years, approximately
50,000 additional Army buildings will be 50 years of age or older, of which an estimated
7.40( are likely to be eligible for inclusion in the National Register of Historic Places —
increasing dramatically the Army’s historic properties management challenge,

A number of specialized financial and management tools are available to private-sector
developers of historic properties (such as the federal rehabilitation income tax credit).
Many of the tools and incentives which attract private capital to historic rehabilitation
projects in the private sector are available to the Army, as well, and, with some
modifications, many others could be available to the Army. But a number of obstacles
prevent the Army from using these tools and incentives effectively, resulting in
undercapitalization and deferred maintenance, which ultimately means higher repair and
maintenance costs, deteriorating building stock — and frustration for installation
commanders. These obstacles include:

The Sustainment, Restoration and Modernization (SRM) real property maintenance
budgetingprocess. The Army has received an average of only 60 percent of the
mininum requirements for maintenance and repair of all buildings, including its
historic buildings. For Army historic buildings, this means an annual shortfall of
$2.50-33.50 per square foot, or $225-3 15 million annually for 90 million square feet
of historic buildings. This results in deferred maintenance, which increases repair
costs and exacerbates deterioration,
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Leasing restrictions. Several restrictions make redevelopment of Army historic
properties problematic for private-sector developers. For example, the opportunity for
a developer to acquire, redevelap, and then lease back a redeveloped historic Army
property to the Army is virtually precluded under current regulations. Even if that
difficulty can be overcome, tax code restrictions force a developer to give up much of
the otherwise available federal rehabilitation tax credit if the Army occupies more
than 35 percent of the redeveloped property. Also, a number of Army regulations
restrict the number of years the Army can lease property to private-sector developers,
making it extremely ditticult for developers 1o lease property for the 40-year
minimum required in order to obtain federal rehabilitation tax credits, While Jonger-
term leases are allowed by 10 U.S.C. $2667, the process of executing them 1s
administratively cumbersome.

Installation-level access to rools and informarion. At the mstallation level, the process
of assembling the information and accessing the tools and resources needed to
effectively assess and act on redevelopment opportunities 1s haphazard and
cumbersome. While it is very difticult for a post commander to implement and
complete property development projects within his or her typical two-year term of
command an an mstallatgon, the lack of installation-level information about
redeveloping historic Army properties in particular makes the process and timehne
unusually frustrating. discouraging initiative that might otherwise exist for
redevelopment projects.

Army budgeting and managemeniprocesses. Current budget allocations and design
processes encourage consteuction of new buildings rather than redevelopment of
historic buildings, even though the historic buildings™ longer life cycles. ability to
atteact private capital, and other characteristics often make them a more fiscally
attractive option.

In spite of the challenges that exist. redevelopment of the Army’s historic buildings is an
economically advantageaus option for the Army and represents a substantial potential
fiscal benetit:

Cost savings and cost avoidance: The cost to the Army of nor redeveloping its
historic buildings is significant. For example. simply demolishing its 12,000 historic
buildings would cost the Arauy 51 billion. And if the Army demeolished its historic
buildings and therefore needed to rent space elsewhere for the functions currently
housed within Army historic buildings in “"green™ condition alone, the annual cost to
the Army would be between $155-82 (0 million. Tf it were a real estate holding
company, rather than the Army, that held title to these 12,000 historic buildings, the
estimated market value of those properties would be $5.5-$5.9 billion in a
rehabilitated state, with a4 net value (market value less required rehabilitation costs) of
between $1.3-$1.7 billion.

Leases and incomeproduction: In addition to the cost savings realized by use of the
Army’s historic buildings, signiticant income opportunities also exist for the Army’s
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historic buildings — opportunities that are not currently being realized. For example,
the approximately S810 million spent by the Department of Defense to lease space off
post in FY2000 would, on an annualized basis, be more than enough to support the
operating expenses, return of investment, and adequate replacement reserves for a
significant amount of the Army’s historic property inventory.

- Significantly longer life-cycle: Many of the Army’s historic buildings (particularly
those from its pre-World War II inventory} were constructed using materials and
techniques which offer a significantly longer life-cycle than those of most newer
buildings — typically a 50-80 year life cycle, versus the much shorter usetul life of
most buildings now being built on Army installations, The historic stone buildings in
the Army’s inventory of historic properties, tor example, have already survived five
20-year life cycles and offer physical evidence of the life-cycle benefit of many of the
Army’s historic buildings.

In brief, self-funded historic Army buildings offer the dual benefits of freeing up other
financial resources and inculcating pride, reinforcing the Army’s mission. In order to tap
this latent economic value and avoid future costs, investment needs to occur, Without
reinvestment in and expert management of the redevelopment of its historic properties,
the Army cannot achieve substantial levels of recapitalization and cost avoidance.

We have concluded that the most achievable and cost-effective solution for the Army lies
not in a single tool or a single program but. instead, in the refinement, strategic
deployment, and specialized management of a collection of tools = almost all of which
already exist. This is the case with many aspects of economically viable preservation
projects. In the National Trust for Historic Preservation’s Main Street Program, for
example — arguably the nation’s most economically successful preservation strategy and
a useful analog for the challenge of redeveloping the Army’s historic properties — a
skilled management program draws on a wide range of organizational strategies, financial
resources, marketing strategies and regulatory tools to attract new capital and market
activity to historic commercial districts.

In order to effectively recapitalize, manage, and make cost-effective use of its inventory
of historic properties, we recommend the Army take these actions:

1. Empower installation personnel to implement redevelopment projects: Many of
the tools needed to redevelop Army historic properties are already in place. But many
of these tools are ditficult to access or require specialized knowledge to use
effectively, and many are most appropriate and effective when used to leverage other
tools and resources, which requires skilled coordination.

Through the process of conducting pilot feasibility assessments of historic properties
on five Army installations’, we developed a Feasibility Assessment Manual and a

! Pilot feasibility assessments were conducted of historic buildings at Fort McPherson, in Atlanta, Georgia;
Fort Shafter in Honolulu, Hawaii; Rock Island Arsenal, in Rock Island, Illinois; Fort Sam Houston, in San
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Mairix of Redevelopment Alternaiives. The Feasibility Assessment Manual provides a
step-by-step process by which installation personnel can identify redevelopment
opportunities. The Marrix of Redevelopment Alternatives provides installation
personnel with a structure for evaluating different redevelopment options and for
easily accessing case studies and information on authorities, financing sources, and
other tools. The matrix provides information for 18 different development scenarios.
These include three potential development options (the Army retains title and
assumes development and funding responsibility; the Army retains title and shares
development and funding responsibility; or the Army disposes of the property), with
six potential users for each of these three scenarios (the Army; other Department of
Defense entities; other Federal agencies; state or local government; a nonprofit
organization; or a private developer).

We recommend that the Army institutionalize the use of the Feasibility Assessment
Manual and the Matrix of Redevelopment Alternatives. We also recommend that the
Army continue to conduct on-site feasibility assessments of Army installations to
provide ongoing guidance to installation personnel on the redevelopment of specific
historic properties on their installations.

2. Dedicate proceeds from leases of Army historic buildings for the redevelopment
of historic buildings: 10 U.S.C. 2667 currently directs 50 percent of the proceeds
from leases of all non-excess military property to non-military entities back to the
installation where the leased property is located -but the remaining 50 percent rolls
into an account for department-level for building repair and maintenance. We
recommend that the Army seek a change to 10 U.S.C. 2667 so that, for leases
involving historic buildings, this latter 50 percent would (a) be dedicated to the repair,
maintenance and management of historic buildings, and {b) would be directly and
immediately accessible to the Army and other Department of Defense agencies for
the benefit of their respective historic building inventories.

In addition to the leasing authority contained in 10 U.S.C. 2667, Section 111 of the
National Historic Preservation Act also authorizes agencies to reinvest the proceeds
of leases of historic buildings that are listed on the National Register of Historic
Places. This authority is, however, rarely used. We recommend that the Army pursue
a program to implement this authority,

3. Create an Army Historic Properties Reinvestment Fund: One of the most
significant obstacles to redevelopment of Army historic properties is the lack of up-
front development capital. We therefore recommend that the Army develop a new,
specialized source of financing to raise redevelopment capital for Army historic

Antonio, Texas; and Fort Monroe, in Hampton, Virginia, In addition to providing specific guidance to these
installations on the redevelopment of their historic properties, the pilot feasibility assessments provided
valuable information to the National Trust and its project consultants on the opportunities and constraints
that exist for the redevelopment of Army historic properties,
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4,

properties. The Army Historie Properties Reinvestment Fund would {unction as a
revolving fund, capitalized by proceeds [rom a combination of direct appropriations,
bond procceds, cquity investments, the sale of historic propertics and from the 50
percent of lease proceeds from historic buildings which, under 10 U.S.C. §2667, arc
not rctained by the installation where lease revenues arce gencrated (sce
Recommendation #2, above). Proceeds would be used to further develop the Army’s
historic property management initiative and (o provide general rehabilitation and
operating income for Army historic properties. In addition, the Fund could contain
any or all of the following threec components:

An appropriated version (Army Historic Properties Reinvestment Fund-A, or
AHPRF-A), capitalized by dircct Congressional appropriations, against which
garrison commandcrs can borrow when the rchabilitated property will be used by
a Federal, state, or local government entity.

A bonded version (AHPRF-B), capitalized by the sale of tax-exempt Army
Hertage Bonds. Like AHPRF-A, garrison commanders could use this fund when
the rehabilitated property will be used by a Federal, state, or local government
entity.

An equity version (AHPRF-E), which would provide private-sector equity for
properties developed under long-term leases by operating as a blind-pool fund for
investors interested in taking advantage of the Federal rchabilitation tax credit.
Rchabilitated propertics could be Ieascd by public- or private-scctor cntitics.

No exact prototype for this proposed fund currently exists, although the Federal
Buildings Fund provides some uscful expericnces and examples. In addition, the
Residential Communities Initiative’s use of the Basic Allowance for Housing (BAH)
to provide an income stream might provide an analog for the redevelopment of
historic Army propertics, with Sustainment, Restoration and Modernization (SRM)
allowances for the maintenance of real property providing some operating cash for a
developer’s use. There are limitations in this parallel, however, as SRM would not
provide a proportionately comparable income stream and is therefore unlikely to be a
sufficient inducement for a private-sector developer to redevelop Army historic
properties.

We estimate that appropriations of 5100 million annually [or ten years could leverage

an additional S300 million annually from sources other than the Fund itsclf.

Make technical changes to tax laws which currently restrict the redevelopment
of Army historic properties:

(a) The “Pickle Amendmenr 7 Section 168 of the Internal Revenue Code currently
makes it difficult for developers using the federal rehabilitation income tax credit
to leasc back rchabilitated property to the Army or other Federal agency. The
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military’s inclusion in this definition currently restricts developers from leasing
back more than 35 percent of a redeveloped property to the military while still
being able to fully utilize the federal rehabilitation tax credits, as well as
restricting certain other lease terms. We recommend that the Army seek an
amendment which would exclude the Federal government and the armed services
from the definition of a “tax-exempt entity.”

(b) Length of leases: In order to capture the Federal rehabilitation tax credit, a
developer must lease a property for 4 minimum of 40 years. Although 10 U.S.C. §
2667 currently allows the Secretary of the Army to approve leases of this length
for private-sector developers, it does so as an exception to the authority’s general
lease limit of ‘no more than five years,” which makes the process of executing
leases of historic buildings attractive to private-sector developers a cumbersome
one. We therefore recommend that the Army seek an amendments to $2667
which would make it possible for the Army to streamline leases of historic
properties to private-sector developers for 40 years or more.

5. Streamline the process of accepting gifts for the rehabilitation of Army historic
properties and encourage private-sector contributions for historic property
redevelopment:

Increase gift levels: Under existing statute, individual installations may accept
direct gifts only up to a $20,000 limit. We recommend that the Army substantially
raise or remove altogether the upper limit of gift allowances to installations for
purposes of rehabilitating and maintaining historic buildings on Army
installations.*

Encourage creation of ‘friends’ groups for the redevelopment of specific historic
properties: Several ‘friends” groups have been successful in attracting private-
sector contributions for the redevelopment of specific Army historic buildings,’
working in tandem with the respective installations We recommend that the Army
work with installations to help create and provide technical support and
information to ‘friends’ groups for this purpose.

Create a charitable gift fund: A gift fund or an Army-affiliated, nonprofit
organization could solicit donations from the private sector and either transfer the

2 precedence exists for increasing the gift level for historic properties: the Secretary of the Army, pursuant
to authority under Public Law 97-252 § 133, raised the gift acceptance level of West Point U.S, Military
Academy to $500,000.

3 For example, the Sociely lor the Preservation ol Historic Fort Sam Houston was established in the mid-
19805 (o support and assist the Commander ol Fort Sam Houslon in programs thal preserve. enhance, and
record the history of the Fort. A major early activity for The Society was 1o raise money and provide
volunteer services for the rehabilitation of the Stilwell House, a historic property on the installation. The
Sociely leased the property from the Army. managed the rehabilitation process for the structure, and
continues to provide mainlenance and support services lor the building.
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7

9.

funds to the Army for rehabilitation of specific historic properties or, in the form
of matching grants, to local “friends’ groups which would redevelop specific
Army historic properties.

Use inter-service agreements to charge rent levels to other Department of
Defense and Federal tenants sufficient to cover full costs of occupancy: The rent
levels currently charged ta Department of Defense and other Federal entities are not

sufficient to cover the true costs of owning and maintaining the properties. We
recommend that the Army begin using inter-service agreements to charge rent levels
adequate to cover all operating expenses, fixed expenses, adequate capital
replacement reserves and, when barrowed funds are involved, debt repayment and
return of investment.

Actively encourage Department of Defense entities to locate in historic buildings:
We recommend that the Army encourage Department of Defense agencies to lease
space in Army historic buildings whenever possible rather than renting space off post.
In FY 2000, Department of Detense entities spent approximately SE10 million in off
post leases -which, an an annualized basis, would be more than enough 1o support
the operating expenses. return of invesiment, and replacement costs for a ignificant
amount of the Army’s 90 million square feet of historic building space.

Ta accomplish this, the Army might consider seeking a Federal Executive Order
which would direct Department of Defense entities to give preference to locating in
historic buildings on Army and other service installations, rather than leasing space
outside installations. Federal Executive Order 13006 (now codified in P.L. 106-208),
which directs Federal entities to give preference 1o locating in historic buildings in
older commercial districts whenever feasible. provides a useful example.

Include underutilized historic buildings in the Residential Communities
Initiative and adaptively reuse them for housing: We recommend that, when
possible, historic buildings not originally built for housing (such as warehouses or
industrial buildings) be included in the Army’s Residential Communities Initiative for
the possible adaptive reuse tor housing or other uses compatible with RCI
developments,

Pursue several recapitalization leasing models: The National Trust and its
consultant team investigated a number of possible recapitalization leasing models. Of
these, those which merit greatest attention are:

In-kind Ieases: In this recapitalization model, a private-sector developer renovates
Army historic properties and has the right to lease Army historic properties to
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outside parties, with the lease term determined by the value of the improvements
made and in-kind services provided to the nstallation.

Third-party leases: In this recapitalization model a private-sector developer
renovates Army historic property, finds tenants, shares profits with the Army, and
carries out typical landlord responsibilities. The developer would need a
minimum 40-year lease in order to be able to utilize the Federal rehabilitation tax
credits.

. Bundling offnancial assets: In this recapitalization model, the Army assembles a
portfolio of unimproved historic buildings and land for long-term lease to a
private-sector developer for redevelopment; the developer leases back the
redeveloped property to the Army and/or another Federal user. Redevelopment
would need to meet the Secretary of the Interior’s Standards for Rehabilitation in
order to qualify for the Federal rehabilitation tax credit. It would require an
estimated minimum of $50 million in debt for this model to be financially feasible
~ the larger the portfolio, the more efficient the investment. This model’s potential
viability is diminished significantly by the fact that the Army’s historic properties
are, with a few exceptions, geographically dispersed, making it difficult for a
developer to efficiently assemble and redevelop a large collection of properties.

Section 2812 lease-purchase authorities: The authority provided in 10 U.S.C. §
28 12 allows the Army to lease back newly constructed buildings, We recommend
that the Army explore the potential of amending the authority contained in
Section 2812 for lease-purchase of improvements to Army historic properties.
This authority makes it possible for a private-sector developer to renovate a
building on an Army installation and lease it to the Army, with the property’s
ownership reverting to the Army at the end of the lease period. The lease term
should be at least 40 years, 1n order to allow a developer to utilize the Federal
rehabilitation tax credits. The developer would need special authority to utilize the
tax credits and for depreciation because a Federal entity would be using the
building.

10. Create an Office of Historic Property Management to implement the historic
property redevelopment program and guide the recapitalization process: Cost-
effective redevelopment of historic properties requires specialized management, with
expertise in historic preservation finance and public-private partnerships, to guide the
recapitalization process. We therefore recommend that the Army create an Office of
Historic Property Management to carry out the historic property redevelopment
program. This office would incorporate and expand on the responsibilities of the
Army’s current Office of Historic Properties. The Office of Historic Property
Management’s major responsibilities would include:
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Expanding, managing and refining the inventory of the Army’s historic properties
in order to prioritize the most significant buildings and to identify categorical and
individual opportunities for redevelopment.

Seeking partnerships with private-sector developers and investors.

Serving as a technical resource for installation staff in the redevelopment of
historic buildings.

Providing policy guidance to installations and to the Army Corps of Engineers on
rehabilitation opportunities for Anmy historic properties.

Managing the Army Historic Properties Reinvestment Fund and the Charitable
Trust Fund.

Providing guidance to ‘friends of the Army’ organizations involved in historic
properties redevelopment projects.

mprehensive, Army-wi licy for classification and man
of Cold War-era buildings: The Army -- like other Department of Defense entities
and Federal agencies which experienced growth in the Cold War era years of the
1950s and 1960s — will soon be faced with the time-intensive task of evaluating tens
of thousands of buildings which will become 50 years old within the next decade.

We recommend that the Army work with the National Park Service, National
Conference of State Historic Preservation Officers, and the Advisory Council on
Historic Preservation to negotiate an agreement through which the proposed Army
Office of Historic Property Management would be empowered, using agreed upon
criteria, to make determinations of eligibility and non-eligibility for the National
Register of Historic Places and to fulfill certain other duties typically fulfilled by a
state historic preservation office.

Integral to developing such an agreement is that the Army, in collaboration with the
other armed services, the National Park Service, the Advisory Council on Historic
Preservation, and the National Conference of State Historic Preservation Officers,
develop a comprehensive policy for dealing categorically, rather than individually,
with Cold War-era buildings. The policy should consider the need to preserve or
document a representative sample of Cold War-era buildings, with a variety of
functions, but should not inhibit the redevelopment, replacement or demolition of
Cold War-era buildings which have been significantly altered or which are redundant
in their architectural or historic importance.

12. Expand. manage and refine the Army’s inventorv records of historic properties:
In order to attract private-sector capital to Army historic building redevelopment
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projects, the Army must be able ta provide a thorough, detailed and reliable inventory
of the Army’s historic properties, including information on life-cycle costs for
individual historic buildings and for categories of historic buildings. Expanding,
managing and refining its inventory records must be a top priority of the Army’s
historic building redevelopnment program.

13. Test the ARMS model in a pilot site: The Armament Retooling and Manufacturing
Support program {ARMS) has been successful in using targeted incentives, facilities
use confracts, government-hacked loan guarantees, and streamlined regulatory
processes to attract private operatars for Army industrial facilities. The National
Trust’s consulting team has investigiated the potential of adapting the ARMS model
for the redevelopment of historic buildings, with revenues generated through facilities
use contracts being used to offset the cost of redeveloping Army historic buildings
(along with non-historic buildings) included in the scope of the contracts. We
recommend that the Army test this adaptation of the ARMS mode]l for historic
property redevelopment in a pilot site and, if successful and cost-effective, expand its
use to other sites.

n prioritizing these 13 actions and sequencing the implementation of it historic
[np tizing t 13 act d seq g th pl tat f ity hist
praperties redevelopment program, we recommend that the Army use the following
guidelines:

Focus primary efforts on the maintenance of the most historically and architecturally
significant properties.

When feasible, adapt non-residential buildings for housing and include them in the
Residential Communities Initiative.

Generate adequate lease income from historic properties already in use. particularly
those buildings used by other Federal agencies under inter-service agreements.

Where appropriate, require Army and other Department of Defense entities currently
leasing off post to relacate into historic buildings within Army installations.

»  Explore private-sector uses and development partnerships. within the context of the
Army’s mission and needs.

If the property 1s not amang the most historically or architecturally significant,
consider the possibility of de-accession or disposal or. if no use or development
scenario is feasible now, a systematic program of stabilization and “mothballing” for
the intermediate term. If no use or development scenario is feasible in the foreseeable
future, consider demolition only as a last resort.

The fiscal benefits of these recommendations are significant: by investing relatively
modest amounts to stimulate private-sector investment in the redevelopment of historic
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properties, the Army can leverage scarce resources and thereby recapitalize a significant
number of its historic properties. Such investments could:

Recapture much or all of the $810 million currently spent by the Department of
Defense annually in rents for space leased off base,

Avoid S1 billion in estimated demalinon costs.

Streamline redevelopment pracedures for installation personnel, making multi-year
redevelopment projects more easily achievable,

+ Reposition the inventory of historic buildings as Army assets rather than as perceived
liabilities.

Attract private-sector capital investment into buildings for which the Army has no
current need and/or for which it does not have adequate annual funding for
redevelopment,

And, in the pracess of beconming maore fiscally fit, the Army will also preserve its most

tangible physical manifestaton of Army heritage, tradition and history — its historic
propertes,
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TO: Larry Di Rita
FROM: Donald Rumsfeld 'W\

SUBJECT: |®®

(b))

is a very able fellow. He could be helpful on the biotechnology

thing, I think.

ey

Thanks.

Attach.
10/10/0 1 |(L)6) letter to SecDef

DHR:dh
103101-40

Please respond by

s

Di Rits

LgsREy g 7 s



THE SECRETARY OF DEFENSE
WASHINGTOCN

(b)6)

car [O©

Thanks so much for your letter, your offer of
assistance and your fine support. I do appreciate it
a great deal.

[ have asked my Special Assistant, Larry Di
Rita, to see that your letter and the information gets
plugged into the tolks who are involved in things

relating to the pharmaceutical industry. He or one
of his associates will be back in touch with you.

Thanks so much.

Regards,

ek
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(b)(6)

QUPONT

DuPont Pharmaceuticals Company :
October10, 2001 '!

Mr. Donald H. Rumsfeld

Secretary of Defense

Department of Defense i
The Pentagon '
Washington, DC ;
Fax: 703-693-0100 (

Dear Don:
1
| obtained your number from [(£)(6) with whom | consulted priﬁ)r to faxing this letter.
Recognizing how extraordinarily busy you are at this unprecedented time in the nation’s history,
| don't wish to waste your time. | cannot imagine what you must have gone through over the
past month. however, encouraged me to volunteer what follows.| In the Interest of
keeping this communiqué short, I'll be very forthcoming and to thafpoint.

As background, | have just completed a more than one year assignment with| the DuPont
company in selling the pharmaceutical company to Bristol-Myers Squibb. As|of close of

transaction last week, | have taken up full time residence in Chicaqn once agpin.
formally resigned from any pharmaceutical participation at both panies apd | am nof
currently affiliated in any management capacity with any other phaymaceuti

My purpose in writing is to offer my services for assessing two différent channels which might be
of inlerest to you: i

» As a contact point for your office to the American and intemati ll'tal phar

pharma companies in the uncertain times ahead. While the DQD certainly has extensive
contacts with the industry, there may be occasions when you or other DOD officials may
seek CEQ audiences and outside opinions on matters under consideration. | would be
pleased to serva as your personal emissary in this capacity and have no gonflict of interest
in doing so. !

« As a conduit to the DuPont company, DuPontis the manufactkrer of Kelyar, a material that
might be expected to play an increasingly important role in buiiging hardehing and personnet
protection. The company also commands an impressive array pf technolggy and would be
anxious to cooperate as a good citizen in the current amergeno'y. Chad Holliday, DuPont
CEOQO and a member of the Business Roundtable, is a friend and he has tdld me he is
prepared to meet with you on short notice if you think such a m}eting wouid serve any
purpose. | would be happy to arrange such a meeting and parlicipate If you wish.

| J17155 /01

shestaut Run Plaza, Walnut Run Building « 974 Centre Road . Wilmington, DE 19805 . [(b)(6)
ool ? e RS o SR Lf 0%




SENT BY:

10-10- 1 5 6:a9°M ;  |P)O

Mr." Donald H. Rumsfeld
October10, 2001
Page 2

As an additional point of information, | have a very good businesslrelationshqp with Yury Kalinin,

head of the Russian company, Biopreparat. Dr. Kalinin was head of Russiz
weapons program during much of the cold war. Most of that production wa
pharmaceutical manufacturing with collapse of the former Soviet Union and
a joint venture with Biopreparat resulting in construction and operation of thel
pharmaceutical plant in Russia meeting GMP standards, As heads of the JV
Dr. Kalinin and | forged a warm personal relationship and | visited|him many
This was the basis for my participation on the U.S. Russian Business Counc
of us served.
comfortable in making any reasonable request of Dr. Kalinin. Heiwould cle
differently from any more formal approaches fram the U.S. government.

In making these suggestions, please be assured | will in no way bk offendad
ignore any or all of them. My motives are to simply offer them as options at

In event of fallow-up, my primary cantact points and numbers in Chicago arc

Home phone (b)6) -

Direct fax

Cell phone |

Home Address

Administrative Assistant

|
The thoughts of your many Chicago friends are with you. God bless you, th
you're connected and God bless America.

(b)(6)
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OFFICE OF THE SECRETARY OF DEFENSE R i o
3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

27 1 o s

DEFENSE SCIENCE

BOARD December 26,200 1

MEMORANDUM FOR SPECIAL ASSISTANT TO THE SECRETARY OF DEFENSE

SUBJECT: Response to Mr.[(P)®) |

b)(6
I am responding to your note to Mr. Aldridge regarding Mr. BI©) Jetter to

Secretary Rumsfeld offering his services to the Department. You asked Mr. Aldridge if
Mr heould be added to the DSB consultants list for future biotech initiatives.

The DSB is preparing to address two biotechnology efforts in the near future.
Please be assured that Mr.[BX6) — Jname will be given to the DSB Chairman,

Dr. Schneider, as well as the chairmen of these two efforts for consideration as a
prospective study candidate.

Executive Director

U19819 /01
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OFFICE OF THE SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON “ = ©
WASHINGTON, DC 20301-1 000

r '-'!_f""‘:‘\ ‘Ir : 2: {!

INFORMATION MEMO

December 18, 2001, 1640

FOR: SECRETARY OF DEFENSE

FROM: Arthur K. Cebrowski. Director, Force Transformation ‘&w / @M

SUBJECT: Review of (bX®) Paper entitled
Hunter Network: Destroying the Taliban and Al Oaeda Networks

[b)(6) lis a prolific and energetic advocate of maneuver warfare theory
applied to Naval Aviation. An enthusiastic disciple of the late John Boyd, he is a
proponent of organizational/doctrinal innovation and “low” technology solutions to
asymmetrical opponents.

[®)6) | core thesis is that success in war against an asymmelric opponent
such as Al-Qaeda and the Taliban, operating in complex (errain, will be a function of
organizational adaptation and doctrinal innovation vice high technology. Without
specificity, he outlines a stealthy, highly adaptive network of small cells-ideally naval
forces operating from the sea - that integrate military, political and diplomatic efforts
while shortening the command/decision cycle to “make appropriate killing decisions
measured in minutes and (in some cases) seconds” as well as making U.S. forces less
predictable.

The approach has merit because it reduces command and control delay time, the
major cause of lost firing opportunities. It also presents a determined opponent with the
constant dilemma of dealing not only with one single commander, but rather with a series
of decision makers able (o operate aggressively and unpredictably, either independently
or in self-organizing groups. The Hunter Network would focus outward, seeking to drive
events rather than be driven by them. Wholesale change in theater command and control
would probably be required to fully exploit the benefits of this “Hunter Network”
concept.

His idea expands on the Sea Dragon concept explored by the Marines during the
HUNETR WARRIOR experiment in 1997 at the CMC Warfighting Lab at Quantico. By
integrating the political and diplomatic dimensions with the concept of a small footprint,
low signature, agile, “brilliant sensor” (e.g., a team that can rapidly bring precision
effects to bear), he addresses the political complexity and asymmetric challenges inherent
in a guerilla conflict. While his construct appears (o be similar to much of what SOF and
other agencies are already doing in Afghanistan, it merits consideration as we (ease out
the implications for transformation.
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TO: Larry Di Rita
FROM: Donald H. Rumsfeld ‘Vk
DATE: November23, 2001

RE:

Find out who thisl(b)(e)

Thanks
Cre /},J
e i v /LDJ%«/«&/

Attach: A Hunter Network: Destroying the [Taliban - 11/5 Olb(b)(s) ] ’4 Cﬁ

%jﬁ/h

Respond by:  TUESDAY, NOVEMBER 27, 2001
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5 November 2001
A Hunter Network: Destroying the Taliban and Al Qaeda Networks
An Open Letter to Family and Friends:

“*Never, never, never believe any war will be smooth and easy, or that anyone who embarks on
that strange voyage ¢an measure the tides and hurricanes he will encounter. The Statesman who
yields to war fever must realise that once the signal is given, he is no longer the master of policy
but the slave of unforeseeable and uncontrollable events. Antiquated War Offices, weak,
incompetent or arrogant Commanders, untrustworthy allies, hostile neutrals, malignant Fortune,
ugly surprises, awful miscalculations all take their seat at the Council Board on the morrow of a
declaration of war. Always remember, however sure you are that you can easily win, that there
would not be a war if the other man did not think he also had a chance.”

From Winston Churchill’s 1930 memoir, ‘My Early Life.”
Ugly Surprises

On Wednesday 24 October, a spokesman for the Joint Chiefs of Staft stated that he was
“surprised” by the tenacity of the Taliban. On Friday 26 October, the Taliban scored art ugly
surprise victory with the capture and execution of opposition figure Abdul Hag. Hag, an ethnic
Pushtun, had infiltrated Afghanistan from Pakistan several days earlier in an effort to encourage
other Pushtun leaders to desert the Taliban. If former National Security Advisor Bud McFarland
is to be believed, and I do, this was a significant blow to the US war effort.

When we start surprising the Taliban and Al Qaeda more than they are surprising us, we'll know
that we’re winning this first phase of a long war with many unknown and known fronts. When
we see a local Afghan government capturing members of the Taliban and Al Qaeda, we’ll know
that victory is close at hand. As mentioned in the first letter, we are up against a smart and
ruthless foe that fully intends to win this war. Why have we yet to see large defections from the
Taliban in Afghanistan? One major reason is simple and obvious: few on the ground in
Afghanistan believe that the US is winning. The current diplomatic and military strategy is
inadequate. A new approach is called for. This letter describes an approach that can better
destabilize the Taliban and Al Qaeda by adding a necessary and unpredictable (dare I say “non-
lingar” approach) to war that quickly makes believers of friends and enemies alike. Let’s call it
the Hunter Network.
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A Great Task For A Great Nation

We need to find a winning blend of five elements: policy; diplomacy; intelligence; an outward
focused, event driven military force; and an effective local Afghan government (not a stooge for
the Americans). This is a great task ~ suitable only for a great nation.

This letter presents the Hunter Network as a candidate to achieve that winning blend, explaining
the practical experiences and conceptual framework that shape it. The letter has three sections.
Drawing from the experiences of US special envoy Robert Oakley (and some of my own),
Section | explores the positive and negative lessons of the US in Somalia from 1992-1994, Al
Queda has not overlooked these experiences. Lessons of Somalia help form an indispensable part
of the Hunter Network strategy in Afghanistan. Section I introduces John Boyd’s thoughts about
a counter-guerrilla campaign. During Vietnam the US pursued an “attrition” war (whose metrics
include body counts and target sets). The Viet Cong effectively countered and won by pursuing
a strategy built around guerilla warfare. Al Queda has not overlooked this lesson either. Section
III lays out how the US could rapidly build several forward-deployed cells -- that include
diplomatic-military-Afghani members -- capable of destroying the Taliban and Al Qaeda within
Afghanistan, while protecting and perhaps even nurturing an effective alternative form of
Afghani government.

I: A Hunter Network in Somalia = A Pattern for Winning and Losing

I first met US Ambassador Robert Oakley in New York City in 1995. Business Executives for
National Security, BENS, featuring Oakley as guest speaker and I was one of four military
officers addressing The Association of the Bar of the City of New York on “America’s Role in
the New World Disorder.” Qakley understands the importance of military agility: the ability to
rapidly and unpredictably transition back and forth between mulitary mass and precision as
required by events on the battlefield. Let me preface Oakley’s remarks about his experiences in
Somalia with my own remarks about Bosnia in 1994, which created the first element of a Hunter
Network.

Using John Boyd’s ideas my squadron, VFA-81, created an informal first generation “Hunter
Cell” composed of shooters and spooks (intelligence specialists). Under combat conditions,
these shooters and spooks improved the air-to-ground combat effectiveness of the air wing,
carnier battle group, and theater air against small, elusive targets in Bosnia by several orders of
magnitude. A single Hunter Cell quickly evolved a method capable of making appropriate killing
decisions measured in minutes and in case, seconds as compared to the usual bureaucratic
surveillance network (BSN) decision cycle measured in weeks, months, and in times of crisis --
incapable of rendering any decision at all. When I briefed the USAF three star in charge of
theater operations, he immediately directed that we teach every US squadron in theater how to
develop their own Hunter Cell. (“Bosnia, Tanks and . ... From the Sea,” U.S. Naval Institute
Proceedings, December (994, pp. 42-45.}

While a member of the Joint Staff from 1999 to 2000, I initiated and was subsequently asked to
head a Department of Defense effort tasked to develop a road map for improving U.S. combat

2
11-L-0559/05D/5260

Y¥d ae:Pn CTOZ/BD/C0



effectiveness in urban combat operations. This involved extensive discussions and workshops
with Oakley, US Ambassador to Somalia between November 1992 and May 1993. Chosen as a
Special Presidential Envoy by Bush the Elder in November 1992, Qakley and US Marines were
intimately involved in the first phase of military intervention-offering security for humanitarian
relief operations. During the second phase, a UN force replaced the Marines and Oakley too.
The situation deteriorated during the second phase and completely fell apart on 3 and 4 October
1993, when 18 Army Rangers were killed and 73 other Americans were wounded, Over 500
Somalis were killed and more than a thousand were wounded as well. Clinton hastily called
Oukley back into government service as a Special Presidential Envoy, returning him to Somalia
in October 1993 where he successfully negotiated a truce with Aidid, a Somali warlord, to secure
the release of captured US Ranger Michael Durant and a Nigerian officer.

The approach developed by Oakley and the US Marines during the first phase is useful in
developing a plausible approach for progress in this war. During this phase, much of the local
population welcomed the U.S. forces, viewing them as saviors for trying to help reduce the
effects of a terrible famine. In Oakley’s own words:

“The environment in Somalia was always tense, because the Somalis are very
xenophobic, aggressive people. So the trick that we discovered-at least during
our period--was to maximize communication with them, To show firmness. But at
the same time . . . to demonstrate that our humanitarian programs were beneficial,
that we weren’t there to dictate to them, (but] to give them a certain amount of
latitude. On the other hand, if they stepped out of line and challenged us

militarily, then we had to hit back . . . hard, swiftly, and then immediately resume
the dialogue.

We met with Ali Mahdi and Aidid's political military leadership every day for the
entire time we were there. We made sure we did that even after the military
incident. We’d resume the dialogue and say ‘Let’s treat this as a passing event, not
as the beginning of a whole sequence of escalating events.” We understood the
need of this-we had a radio station, we had a newspaper |in the] Somalia
language. These things disappeared when the UN came in and [they] didn’t really
understand the need to maintain the dialogue, to maintain the communications and
it was slowly degenerating into hostility.”

hitp://www.pbs.org/webh/pages/frontline/shews/ambush/interviews/oakley.html

It’s worth taking time to read the entire interview with Oakley. It gives us a feel for how a
combat diplomat thinks and what he can accomplish,

During the second phase in Somalia, the situation deteriorated as a UN force less familiar with
the local culture replaced Oakley and the Marines. Violence on both sides escalated as US
policy began to wander. A valiant US military force replaced the Marines and became part of a
new UN force lacking the in-depth knowledge of the local culture and leadership developed by
Oakley and the Marines. They found themselves increasingly adrift in a society that was
growing increasingly hostile. Bullets began to fill the void left by a lack of policy and

11-L-0559/05D/5261

YVd ne:en £INZ 8080



diplomacy. One attack was particularly disastrous setting up the killing spree that occurred on 3«
4 October 1993. This attack was supposed to wipe outthe warlords in one quick stroke. It
completely backfired and ended up killing innocents rather than the warlords. This was the final
nail in the coffin of what had started out as a well-intentioned humanitarian mission. The local
populace was now 100% hostile. The wheels came off during the battle on 34 October 1993 as
described in Mark Bowden's excellent book, Black Hawk Down and the related web site:

http://www.philly cony/packages/somalia/mov]6/rapgl6.asp

Lack of heroism wasn't the problem. Lack of firepower wasn’t the problem. The problem was
a lack of policy, intelligence, and diplomacy while military forces were left in the field. A BSN
approach to war began to lock up. Consumed by internal disputes and inexperience with war,
national and international decision makers focused inward rather than on the enemy. America
and others were adrift in a combat environment, So, the US military hammered away with the
only tool left to them -- firepower. What should shake us in our boots is the Al Qaeda fingerprint
in 1993 Somalia. Yes, unbeknownst to the US at the time, the nascent Al Qaeda organization
was clandestinely orchestrating and escalating an uncertain and disorienting Somali combat
environment.

Eight years later to the day 4 October 2001), British Prime Minister Tony Blair stated that
Osama and Al Qaeda had been responsible for a number of terrorist outrages over the past
decade, including *“‘the attack in 1993 on US military personnel serving in Somalia~ 18 US
military personnel killed.”

) http://www.pm.gov.uk/news.asp?News[d=2683

Osama and Al Qaeda used Somalia as a test drive for their latest generation of guerrilla attacks
against the US. Hardly anyone has noticed that Al Qaeda has used every military encounter with
the US to upgrade their guerrilla attacks and to probe the US methodically wn assessing
America’s military strengths and weaknesses throughout. Hardly anyone has noticed that Al
Qaeda entered Somalia and opened a terrorist schoolhouse onhow to drive the Americans, on a
humanitarian mission, out of a country. To this day, Al Qaeda is the only military organization
that fully appreciates the rich lessons of Somalia.

The front page of the 4 November 2001 Washington Post describes how Osama and cohorts may
be planning a hasty retreat into Somalia, Malaysia, or the Philippines. The article also reports
that Rumsteld had requested that his commanders draw up plans for finding Osama should he
flee Afghanistan: “Rumsfeld reviewed the commander’s responses last month and rejected most
of them as narrow and unimaginative. The concept paper submitted by the Centra/Command,
which oversees US military operations in the Mideast, Central Asia, and Northeastern Africa-a
territory that includes Afghanistan, Iraq, Iran, and Somalia = was among those that got negative
reviews, officials said” (pp. Al, A-22).

As the senior Navy line offfcer attached to the Marine Corps Warfighting Lab in 1998, 1 was
reminded by a highly respected combat Marine, Paddy Collins, to never forget that “terrain
neutralizes technology.” This lesson has neverbeen lost on our enemies. Make no mistake --
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there are increasing indications that the Taliban and Al Qaeda are already setting up a killing
school house for the Americans in Kandahar with every intention of turning it into a 217
Mogadishu for the US just as they did for the Russians in Grozny, Chechnya.

As this letter 1s written, the Taliban and Al Qaeda have melted into the local Afghan population
and retreated into buildings and universities. They are preparing for yet another generation and
tield test of guerrilla warfare against the US. They have blurred their external personal signatures
and are rapidly disappearing into extremely complex terrain: cultural, religious, mountainous,
and urban. A few bad fish have blended in with a school of local innocent fish confident that
technology alone wi<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>